WORDPRESS SECURITY:
FUNDAMENTALS FOR
PROFESSIONALS




ABOUT ME

WEB DESIGN AND INFORMATION SECURITY
Committed to WordPress since 2008.

SUCURI — RESEARCHER AND ACCOUNT MANAGER
Removing malware and protecting websites.

Personally cleaned over 5,000 websites

SUCURIL.NET
TWITTER: @JHERBRANDSON
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1-888-873-0817| joseph@sucuri.net



ABOUT SUCURI

Over 45 Security Professionals Making a Safer Web

‘ SECURITY SCANNING s ANALYSIS ‘ ATTACK PROTECTION

Checking the health over 3 Million websites Blocking over 33 million attacks and

every month through our free instances of malicious traffic every month
Sitecheck Scanner:

http://sitecheck.sucuri.net
‘ MALWARE CLEANUP ‘ EDUCATION

Cleaning and remediating 300 — 400 Providing detailed and actionable security

hacked or infected websites everyday. information through our blog at
http://blog.sucuri.net
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ATTACK TRAFFIC ORIGINS



A QUICK DEMO

Attack in Progress:

https://www.youtube.com/watch?
v=v4Xr3LrixVg&list=UUzkxqKA_bkNIj1-nX5f2LNA
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S000... WHY?

It’s Just Business...probably

— The Short Answer: Fame and Fortune

— S$BILLION Spam — Generic Pharmaceuticals, Payday Loans, Gambling,
Designed Brand Knock Offs

- Hacktivism — Politics and religion at the speed of download

- Immaturity — Kids being kids
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THE NEED FOR SECURITY

X

P

2,981,011,519

34,476

Internet Users in the world WebSiteS haCked tOday Total number of Websites

1,073,467,940




HOSTING OPTIONS

Choose wisely

Shared Hosting Dedicated Managed Hosting
Hosting
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MANAGED-HOSTING
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SPEAKING OF ENVIRONMENT...
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WORD orF WARNING




HEADLINES

BloombergBusinessweek ®@cBs
Technology

More than 100 celebrities

Home Depot Hacked After Months of
Security Warnings haCked, nude photos leaked

By Ben Elgin, Michael Riley, and Dune Lawrence = September 18, 2014

TECHSPOT THE WALL STREET JOURNAL, = marcers

CO(zf,ttr? EXpIOIt fundamental USEiiawpested J.P. Morgan Says About 76 Million Households Affected By Cyber Breach
on Githu

Yoo
Hackers Have Found A Flaw In Macs w Mc AfeeO

And Are Using It To Control 17,000
Apple Computers ... Via Reddit Meet Shellshock, a New Vulnerability
That Could be Worse Than Heartbleed






BUT I'VE NEVER HAD A PROBLEM BEFORE....

HAVE A LOW PROFILE, NON-THREATENING

SITE? YOU ARE STILL GETTING ATTENTION SUZY'S CRAFTS AND MOREL

| jewelry | clearance |
Save y DEAL

of the Week!

75% Off ) e

All Beads & Bracelets!

It’s time to treat yourself
to some bling!

@ SIGN UP for our Newsletter, Special Offers and Promotions!




FREE WEBSITE

HACKERS HARD AT WORK

PHARMACEUTICAL SPAM MAKES
HACKERS TWO BILLION DOLLARS/YEAR

SOLUTION: OFFSITE BACKUPS

RESULT: CLEAN SITE IMMEDIATELY

SUZY’'S GENERIC BRAND VIAGRA
SHIPPED DIRECTLY FRoM INDIA CHEAP CHEAP CHEAP!I

Save DEAL

of the Week!

75% Off AT ReEE

g
It's time to treat yourself
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@ SIGN UP for our Newsletter, Special Offers and Promotions!



AUTOMATED EACKUPS

Know you have a backup plan

BACKUP BUDDY VAULTPRESS SUCURI BACKUPS WEBHOSTING BACKUPS

oS

UL AT Backups

BACKUP

BUDDY VaultPress

ithemes.com/ Vaultpress.com Sucuri.net Your hosting
backupbuddy/ company
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TOP 5 PASSWORDS USED IN 2013

Seriously....

credit: SplashData.com
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PASSWORD MANAGER

Remembers your passwords so you don't have to

LASTPASS

1PASSWORD

KEYPASS

DASHLANE

and

lastpass.com

A S/

agilebits.com

keepass.info

dashlane.com
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LEAST PRIVILEGE

Does your user setup look like this?

M1 m7
Actual Potential

Admin Hackers |

ADMINISTRATOR

L Friends

M2

Pd 0 Pad DL

P

Writers

EDITOR/
CONTRIBUTER

Editors

M1

M4

Seo Guys

FTP/SFTP
ROOT ACCESS

Analysts
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NOT THE CODE YOU'RE LOOKING FOR...

Assisting the enemy

THIS PROBABLY SHOULDN'T BE IN YOUR THEME:

if(isset($_GET['pwd)) {

eval(base64_decode("CiRhdXRoX3Bhc3MgPSAIN2USNBhY3RpdmFOZXM
sIGNoYW5nZWQgZWxIbWVudHMgaW4gdGhlIG9yaWdpbmFsIHBsdWdp
biw ZGVzaWduZWQchIG8 YmVoYXZIIGxpa2UgY2xIYW4gY29kZSwgc2In
bmFsIHRoZSBoYWNrZXlgdG8gbGVOIGIOIGtub3cgdGhhdCBpdOKAmMXMg
aW4uIEEgZYZXIYW4gYmF'ayBkb29 IthQ/BiZWVuIG9WZW5IZCW9YW5I<
IHlvdXIgc2|0ZSBpcyBub3cgb24gY Z%gY VOb21hdGVkIGFOdGFjayBsaXN
OLCBtZWFudCBObyBxdWIIdGx51GluZmVjdCBhbmQgcmVpbmZIY3QgeW9
1ciBzaXRIIGFnYWIulGFuZCBhZw==")); }
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MORE THAN EXPECTED

Powered by Albanian Hackers ©

Joomla Index Changer / Wordpress Index Changer / Cpanel Cracker / Sql Scanner / Joomla Bruter
Backdoor / Joomla Server Scanner / Wordpress Server Scanner / Admin Finder / Shell Finder
CmsDetector ' MassPASSChange / Wp Mass Defacer / Uploader

I'o Generate PHP.ini Click the button below | Generate PHP.ini

Check The Smy ¢ Dump Click the button below [USE[O Extract usernames}
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A SYSTEM TO LIVE BY

1. Protect! — Your computer has a firewall, why doesn’t your website?
2. Detect! — The same goes for AntiVirus.
3. Respond! — Clean up the mess. You have a backup right?

Encompassing Actions:
- Know the best practices
- Mind your maintenance
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DEDICATED CREATORS

Making WordPress
Solid and Secure

WORDPRESS CORE

Strong and Secure

AUTO-UPDATES

Get important
patches right away.
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SUPPORT

Everything you need
at WordPress.org



WORDPRESS VERSION DISTRIBUTION

WordPress Versions




3R° PARTY VULNERABILITIES

Keep watch

Vulnerabilities disclosed at http://blog.sucuri.net

All-In-One SEO — 20 Million Downloads
WPtouch — 6 Million Downloads

MailPoet - 2.7 Million Downloads
Custom Contact Forms — 640k Downloads

Slider Revolution — Hundreds of Thousands (themeforest/codecanyon)
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GOING
FURTHER

Tips, Tools, and Services



WEBSITE ANTIVIRUS s FIREWALL

Protection and Detection

Don't be the mark! Understand the changes you are implementing

“AntiVirus” "Firewall”
WordFence CloudFlare
Sucuri Website Antivirus Sucuri Website Firewall
Utilities

iThemes Security
BruteProtect
Sucuri Security Plugin

JOSEPH HERBRANDSON | WWW.SUCURI.NET
1-888-873-0817] joseph@sucur i.net

— e e



RESOURCES

Because you don’t know what you don’t know

General WordPress Security:
https://codex.wordpress.org/Hardening_WordPress
https://blog.sucuri.net

Hacking and General Security:
http://www.securityfocus.com/
http://blogs.sophos.com/

Facebook Groups: SubReddits:
WordPress Security Reddit.com/r/Hacking
Advanced WordPress Reddit.com/r/WordPress ceams
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EASY PATH TO CLEANUP

Response
NEED:
Releases of WordPress at:
https://wordpress.org/download/release-archive/

Clean backup of active theme and required plugins

New Passwords (WordPress, FTP, Hosting Control Panel, Everything Else)
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THANK
YOU!




