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#8: crovvriane EMAIL SECURITY — Product Offerings

AREA 1 SECURITY

Cloudflare Area 1 offers multiple options based on your security team’s needs to protect the
entire organization. All of our packages are built on the Area 1 cloud-native platform and
technologies capable of preemptively identifying and stopping phishing and advanced
threats before they reach inboxes. Our Active Fraud Prevention and Autonomous Phish SOC
capabilities are also included with all product offerings. The chart below provides a detailed
breakdown of included features.

AREA 1 ENTERPRISE

+ PHISHGUARD

FEATURE ENTERPRISE

Cloud Email Security o Q

Comprehensive

Cloud Email Security

True cloud-native architecture; stops

threats across email, web, network ° °
and social media; covers external

threats, internal threats, partner/supply

chain-sourced, cloud storage and

collaboration tools

BEC Protections &

Active Fraud Prevention ° o
Types 1-4

Email Hygiene

Protects Against spam, virus, malware;

signature/reputation/heuristic-based o o
techniques

Sender Hygiene & Email
Authentication-based Assessments

Inbound DMARC-based Assessments
& DMARC Enforcement

Advanced Threat Protection

URL analysis, URL rewriting,
time-of-click analysis, instant o o

crawls, content detonations

Preemptive Discovery of
Attacker infrastructure/ Q o
Phishing Campaigns

Advanced Detection Techniques

Massive-scale phish indexing,

conversational thread analysis, brand o °
impersonation detections, computer

vision detections

Multi-Mode Deployments

Inline, MX, API, Journaling, o o

Connector, DNS



#2= couvrLare EMAIL SECURITY — Product Offerings

AREA 1 SECURITY

AREA 1 ENTERPRISE

ENTERPRISE

FEATURE + PHISHGUARD

Web & Social Media Phishing
Directory Integrations & SSO

Premium Support

» 000

Premium Plus Support

Network Phishing
Protection / Edge Integrations

Autonomous SOC / M-SOAR
Integrations & Triage
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Fraud Notifications
& Response

Post-Delivery Protection /
Automated & Targeted Retraction

APIs & Orchestrations

Partner Extensibility
10 partners up to 500 users each

Security Customizations
Targeted Investigations,

Campaign RFls

Managed Email Threat
Detection and Response

Insider Threat Notifications

Managed Fraud
Notifications & Response

Managed Retractions

Email Threat Hunts

Customer-Specific Campaign
& 10C Reporting

Custom YARA Rules
Dedicated Technical Resources

Security Analyst & Technical
Account Manager

Sizing Note: Advantage is only available for organizations with fewer than 5,000 Information / Knowledge Workers.
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