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MariaDB Customer Data Processing Addendum

This Data Processing Addendum, including its appendices ("DPA") forms a part of, and is subject to, any written
agreement ("Agreement") between MariaDB Corporation Ab or MariaDB USA, Inc. (as applicable, "MariaDB") and the
party identified as the "Customer” in the Agreement and referring to this DPA. This DPA is supplemental to the
Agreement and sets out the roles and obligations that apply when MariaDB processes personal data on behalf of
Customer in the course of providing the services, including SkySQL Services and/or Remote DBA Services protected
by Applicable Data Protection Laws under the Agreement (the "Services").

All capitalized terms not defined in this DPA shall have the meanings set forth in the Agreement.

Customer enters into this DPA, and the Model Clauses (as applicable) on behalf of itself and, to the extent required
under Applicable Data Protection Law, in the name and on behalf of its Affiliates (if any) permitted to use the
Services. For the purposes of this DPA only, and except where indicated otherwise, the term "Customer” shall include
Customer and such Affiliates.

The parties agree as follows:

1. Definitions
1.1 "Applicable Data Protection Law" means the European Data Protection Law and the CCPA.
1.2 "CCPA’” means Title 1.81.5 California Consumer Privacy Act of 2018 (California Civil Code §§ 1798.100-

1798.199), as amended, superseded or replaced.

1.3 "European Data Protection Law" means (i) General Data Protection Regulation 2016/679 ("GDPR"); (ii)
Directive 2002/58/EC; (iii) any applicable national implementations of (i) and (ii); (iv) Swiss Federal Data
Protection Act of 19 June 1992 and its Ordinance; and (v) in respect of the United Kingdom, the Data
Protection Act 2018; in each case, as may be amended, superseded or replaced.

1.4 "Security Incident” means any confirmed breach of security that leads to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of or access to personal data transmitted stored or
otherwise proceed by MariaDB and/or its Sub-processors in connection with the provision of the Services.
"Security Incident" shall not include unsuccessful attempts or activities that do not compromise the
security of personal data, including unsuccessful log-in attempts, pings, port scans, denial of service
attacks, and other network attacks on firewalls or networked systems.

1.5 "Standard Contractual Clauses" means the Standard Contractual Clauses for the transfer of Personal Data
to third countries pursuant to European Data Protection Law, as currently set out at https:/eur-
lex.europa.eu/eli/dec_impl/2021/914/0j. For the purposes of the Standard Contractual Clauses, MariaDB
agrees that it is the "data importer" and Customer is the "data exporter."

1.6 "Sub-processor’ means any processor engaged by MariaDB or its Affiliates to assist in fulfilling its
obligations with respect to providing the Services pursuant to the Agreement or this DPA. Sub-processors
may include third parties or MariaDB Affiliates but shall exclude any MariaDB employee, contractor or
consultant

1.7 The terms "personal data", "controller", "processor" and "processing" shall have the meaning given to

them in European Data Protection Law and "process”, "processes" and "processed" shall be interpreted

accordingly. The terms "consumer”’, “business”, "business purpose", "sell", “service provider’ and
“personal information” shall have the meaning given to it in the CCPA.
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Scope and Applicability of this DPA

Scope. This DPA applies to the extent that MariaDB processes as a processor or service provider (as
applicable) any protected by Applicable Data Protection Laws in providing the Services to Customer.

Role of the Parties. The parties acknowledge and agree that Customer is a business or the controller (as
applicable) with respect to the processing of personal data, and MariaDB shall process personal data only as
a processor or service provider (as applicable) on behalf of Customer, as further described in Annex A of
this DPA. Any processing by either party of personal data under or in connection with the Agreement
shall be performed in accordance with European Data Protection Laws, where applicable.

Processing of Customer Data

Customer Instructions. As a processor, MariaDB shall process personal data only for the purposes
described in the Agreement (including this DPA) and only in accordance with Customer's documented
lawful instructions. The parties agree that the Agreement (including this DPA), and Customer's use of the
Services, set out the Customer's complete and final instructions to MariaDB in relation to the processing
of personal data and processing outside the scope of these instructions (if any) shall require prior written
agreement between Customer and MariaDB. Without prejudice to Section 3.3 (Customer responsibilities),
MariaDB shall notify Customer in writing, unless prohibited from doing so under applicable law, if it
becomes aware or believes that any data processing instructions from Customer violates Applicable Data
Protection Laws.

Customer Responsibilities. Customer is responsible for the lawfulness of personal data processing under
or in connection with the Agreement. Customer represents and warrants that (i) it has provided, and will
continue to provide all notice and obtained, and will continue to obtain, all consents, permissions and
rights necessary under Applicable Data Protection Laws for MariaDB to lawfully process personal data for
the purposes contemplated by the Agreement (including this DPA); (ii) it has complied with all Applicable
Data Protection Laws as a controller and/or service provider of personal data for the collection and
provision to MariaDB and its Sub-processors of such personal data; and (iii) it shall ensure its processing
instructions comply with applicable laws (including Applicable Data Protection Laws) and that the
processing of personal data by MariaDB in accordance with Customer's instructions will not cause MariaDB
to be in breach of Applicable Data Protection Laws.

Sub-processing

Authorized Sub-processors. Customer acknowledges and agrees that MariaDB may engage Sub-
processors to process personal data on Customer's behalf. The Sub-processors currently engaged by
MariaDB and authorized by Customer are available at our Online Trust Center (located at
https://mariadb.com/trust) where Customer may elect to be notified by MariaDB if it changes its Sub-
processors at least 7 calendar days prior to any such changes.

Security and Audits

Security Measures. MariaDB shall implement and maintain appropriate technical and organizational
security measures designed to protect personal data from Security Incidents and to preserve the security and
confidentiality of personal data. Such measures will include, at a minimum, those measures described in
Annex B of this DPA ("Security Measures"). MariaDB shall ensure that any person who is authorized by
MariaDB to process personal data shall be under an appropriate obligation of confidentiality (whether a
contractual or statutory duty).
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Updates to Security Measures. Customer acknowledges that the Security Measures are subject to
technical progress and development and that MariaDB may update or modify the Security Measures from
time to time, provided that such updates and modifications do not result in the degradation of the overall
security of the Services purchased by the Customer.

Customer Responsibilities. Notwithstanding the above, Customer agrees that except as provided by this
DPA, Customer is responsible for its secure use of the Services, including securing its account
authentication credentials, selecting appropriately narrow access controls and address whitelists,
protecting the security of personal data when in transit to and from the Service, and taking any appropriate
steps to securely encrypt or backup any personal data processed in connection with the Services.
Customer shall implement and maintain appropriate technical and organizational security measures
designed to protect personal data from Security Incidents and to preserve the security and confidentiality
of personal data while in its dominion and control.

Security Incident Response. Upon becoming aware of a Security Incident, MariaDB shall notify Customer
without undue delay and shall provide timely information relating to the Security Incident as it becomes
known or as is reasonably requested by Customer.

Security Audits. On written request from Customer, MariaDB shall provide written responses (on a
confidential basis) to all reasonable requests for information made by Customer related to its processing
of personal data, including responses to information security and audit questionnaires that are necessary
to confirm MariaDB's compliance with this DPA, provided that Customer shall not exercise this right more
than once in any 12 month rolling period. Notwithstanding the foregoing, Customer may also exercise
such audit right in the event Customer is expressly requested or required to provide this information to a
data protection authority, or MariaDB has experienced a Security Incident, or on another reasonably
similar basis.

International Transfers

Processing Locations. Customer acknowledges and agrees that MariaDB may transfer and process
personal data to and in the United States and anywhere else in the world where MariaDB, its Affiliates or
its Sub-processors maintain data processing operations. MariaDB shall at all times ensure such transfers are
made in compliance with the requirements of Applicable Data Protection Laws and this DPA.

Standard Contractual Clauses. For the purposes of the Standard Contractual Clauses: (i) the module
two (controller to processor) terms shall apply to the extent Customer is a Controller of personal data
and the module three (processor to processor) terms shall apply to the extent Customer is a Processor
of personal data; (ii) Clause 9, Option 2 of the applicable module of the Standard Contractual Clauses
shall apply and MariaDB may engage Sub-processors as described in Section 4 of this DPA; (iii) in
Clause 11, the optional language shall be deleted; (iv) the audits described in Clauses 8.3 and 8.9 of the
applicable module of the Standard Contractual Clauses shall be carried out as set out in and subject to
the requirements of Section 5 of this DPA; (v) pursuant to Clauses 8.5 and 16(d) of the Standard
Contractual Clauses, upon termination of this DPA, personal data will be returned or destroyed in
accordance with Section 7 of this DPA; (vi) in Clause 17, Option 1 shall apply and the Standard
Contractual Clauses shall be governed by Finnish law; (vii) in Clause 18(b), disputes shall be resolved
before the courts of Finland; (viii) the Annexes of the Standard Contractual Clauses shall be populated
with the information set out in the Annexes to this Addendum. If and to the extent the Standard
Contractual Clauses conflict with any provision of this DPA regarding the transfer of personal data from
Customer to MariaDB, the Standard Contractual Clauses shall prevail to the extent of such conflict.

Deletion or Return of Personal Data

Upon termination or expiry of the Agreement, on Customer's written request, MariaDB shall delete or
return all personal data (including copies) in its possession or control, in accordance with the terms of the
Agreement, save that this requirement shall not apply to the extent MariaDB is required by applicable law
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to retain some or all of the personal data by applicable law or to personal data it has archived on back-up
systems, which data MariaDB shall securely isolate and protect from any further processing and delete in
accordance with its deletion practices, except to the extent required by applicable law.

Rights of Data Subjects and Cooperation

Data Subject Requests. To the extent that Customer is unable to independently access personal data
through the Services, MariaDB shall provide all reasonable cooperation to assist Customer, taking into
account the nature of the processing and in so far as is possible, to respond to any requests from individuals
or applicable data protection authorities relating to the processing of personal data under the Agreement.
In the event that any such request is made to MariaDB directly, MariaDB shall not respond to such
communication directly without Customer's prior authorization, unless legally compelled to do so. If
MariaDB is required to respond to such a request, MariaDB shall promptly notify Customer and provide it
with a copy of the request unless legally prohibited from doing so.

Jurisdiction Specific Terms

Europe. To the extent the personal data is subject to European Data Protection Laws, the following terms
shall apply in addition to the terms in the remainder of this DPA:

(a) Sub-processor Obligations. MariaDB shall: (i) enter into a written agreement with each Sub-
processor imposing data protection terms that require the Sub-processor to protect personal
data to the standard required by applicable European Data Protection Law and this DPA; and (ii)
remain responsible for its compliance with the obligations of this DPA and for any acts or
omissions of the Sub-processor that cause MariaDB to breach any of its obligations under this
DPA.

(b) Obijections to Sub-processors. Customer may object in writing to MariaDB’s appointment of a
new Sub-processor on reasonable grounds relating to data protection (e.g. if making personal
data available to the Sub-processor would violate applicable European Data Protection Law or
weaken the protections for such personal data) by notifying MariaDB promptly in writing within
7 calendar days of receiving notification from MariaDB in accordance with Section 4.1. Such
notice shall explain the reasonable grounds for the objection and the parties shall discuss
Customer's concerns in good faith with a view to achieving commercially reasonable resolution.

(c) If Customer objects to a Sub-processor, MariaDB may give written notice of a price change to
correspond with any change in the costs of processing of data as may result from Customer’s
rejection of the use of a Sub-processor, or terminate the Agreement with effect of no less than
thirty (30) days from Customer’s notice of rejection

(d) Standard Contractual Clauses. To the extent that MariaDB processes (or causes to be processed)
any personal data protected by European Data Protection Laws in a third country not recognized
as providing an adequate level of protection for personal data (as described in applicable
European Data Protection Laws), MariaDB agrees to abide by and process personal data in
compliance with the Standard Contractual Clauses, which are incorporated in full by reference
and form an integral part of this DPA.

(e) For the purposes of the descriptions in the Standard Contractual Clauses: (i) MariaDB agrees that
it is a "data importer" and Customer is the "data exporter" (notwithstanding that Customer may
itself be an entity located outside the EEA); and (ii) Annex A and Annex B of this DPA shall
replaceAppendix 1 and Appendix 2 of the Standard Contractual Clauses. It is not the intention
of either party, nor theeffect of this DPA, to contradict or restrict any of the provisions set
forth in the Standard Contractual Clauses. Accordingly, if and to the extent the Standard
Contractual Clauses conflict with any provision of this DPA, the Standard Contractual Clauses
shall prevail to the extent ofsuch conflict.

() Data Protection Impact Assessment. To the extent MariaDB is required under applicable
European Data Protection Law, MariaDB shall provide reasonably requested information
regarding MariaDB processing of personal data under the Agreement to enable the Customer to
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carry out data protection impact assessments or prior consultations with data protection
authorities as required by law.

California. To the extent the personal data is subject to the CCPA, the parties agree that Customer is a
business and that it appoints MariaDB as its service provider to process as permitted under the Agreement
(including this DPA) and the CCPA, or for purposes otherwise agreed in writing (the "Permitted Purposes”).
Customer and MariaDB agree that: (a) personal information was not sold to MariaDB and MariaDB shall
not "sell" personal information (as defined by the CCPA); (c) MariaDB shall not retain, use or disclose
personal information outside of the direct business relationship between Customer and MariaDB; and (d)
MariaDB may de-identify or aggregate personal information in the course of providing the Services.
MariaDB certifies that it understands the restrictions set out in this sub-section 9.2 and will comply with
them.

Miscellaneous

Except for the changes made by this DPA, the Agreement remains unchanged and in full force and effect.
If there is any conflict between this DPA and the Agreement, this DPA shall prevail to the extent of that
conflict.

Each party’s and all of its Affiliates' liability, taken together in the aggregate, arising out of or related to
this DPA (including the Standard Contractual Clauses) whether in contract, tort (including negligence) or
under any other theory of liability, shall be subject to the limitations and exclusions of liability in the
Agreement, and any reference in provisions to the liability of a party means the aggregate liability of that
party and all of its Affiliates' under and in connection with the Agreement and this DPA together.

This DPA may be executed in counterparts, each of which will be deemed an original, but all of which
together will constitute one and the same instrument.

If any provision or part-provision of this DPA is or becomes invalid, illegal or unenforceable, it shall be
deemed deleted, but that shall not affect the validity and enforceability of the rest of the DPA.

This DPA shall be governed by and construed in accordance with the governing law and jurisdiction
provisions in the Agreement, unless required otherwise by European Data Protection Law.

IN WITNESS WHEREOF, the parties have caused this DPA to be executed by their authorized representative and
this DPA shall be effective on the date both parties sign this DPA:

Customer: MariaDB :
By: By:
Name: Name:
Title: Title:

Date:

Date:




Annex A
Data Processing Description

This Annex A forms part of the Agreement and describes the processing that the processor will perform on behalf of
the controller.

Duration

The duration of the data processing under this DPA is until the termination of the Agreement in accordance with
its terms plus the period from the expiry of the Agreement until deletion of personal data by MariaDB in
accordance with the terms of the Agreement.

Categories of data

Customer data uploaded by the Customer to the Services in accordance with the Agreement.

Special categories of data (if appropriate)

The parties do not intend for any special category data to be processed under the Agreement.

Data subjects

The personal data to be processed may include Customer's customers, employees, suppliers and end-users.
Processing operations

The personal data will be subject to the following basic processing activities (please specify):

processing to provide the Service in accordance with the Agreement

processing to perform any steps necessary for the performance of the Agreement

processing initiated by Customer in its use of the Service

processing to comply with other reasonable instructions provided by Customer (e.g. via email or support
tickets) that are consistent with the terms of this Agreement



Annex B
MARIADB SECURITY MEASURES

MariaDB implements the following technical and organizational security measures to protect personal data it
processes.

Physical Access Control

MariaDB has implemented, or has ensured that its subprocessors have implemented, specific measures to prevent
unauthorized persons from gaining physical access to the premises, buildings or rooms where data processing
systems are located which process personal data. These controls include:

e Restricted access to specified, authorized individuals, including to data centres/rooms where servers are
located,;
e Video surveillance and alarm devices for such access areas;

System Access Control

MariaDB has implemented controls to prevent data processing systems from being used without authorization.
These controls include:

Password protections for all systems processing personal data (including remote access);
Access authentication which includes:
o Individual user passwords;
o dedicated user IDs for every individual;
o  multi-factor authentication for access;
Access granted to authorized personnel only;
Access granted to minimum required to perform the individual's function/role;
Password policy prohibiting the sharing of passwords and outlines processes after a disclosure of a
password;
Passwords always stored in encrypted form;
Procedure to deactivate user accounts (including administrator permissions) when a user leaves MariaDB
or a specific function/role;
Access logs;
Review of such access logs for any security incidents.

Data Access Control

MariaDB has implemented controls to ensure persons entitled to use a data processing system shall gain access only
to the data to which they have a right of access, and personal data must not be read, copied, modified or removed
without authorization in the course of processing. These include:

Restriction of file and program access to a "need-to-know-basis";

Prevention of use/installation of unauthorized hardware and/or software;

Rules for the safe and permanent destruction of data that are no longer required;
Access granted to authorized personnel only;

Access granted is the minimum required to perform the individual's function/role.



Data Transmission Control

MariaDB has implemented controls to ensure personal data is not read, copied, modified or removed without
authorization during storage and that it is possible to establish to whom personal data was transferred. MariaDB has
implemented controls to provide for the encryption of data during any transmission.

Data Entry Control

MariaDB has controls in place to examine and establish whether and by whom personal data have been entered into
data processing systems, modified or removed. These controls include:

e Access logs showing administrators' and users' activities;
e Restriction on modification of personal data to authorized personnel only.

Job Control

MariaDB has implemented controls to ensure personal data is processed in the performance of a service for the
Customer. These include ensuring:

e Processing of personal data is only for contractual performance;

e  Staff members and contractors comply with written instructions and contracts;

e Personal data is always logically separated so that, in each step of the processing, the client from whom
personal data originated can be identified.

Availability Control

MariaDB implements the following controls to protect personal data against disclosure, accidental or unauthorized
destruction or loss:

Back-up copies stored in protected environments;

Contingency plans and/or business recovery strategies;

Restriction on use of data only for purposes MariaDB is contracted to perform;
Firewalls to prevent unauthorized access to systems and services

Organizational Requirements

MariaDB implements technical and organizational measures to avoid the accidental mixing of personal data,
including:

A designated individual responsible for data protection;

Written commitments from employees to maintain confidentiality;

Staff training on data privacy and security;

Security incident response procedures and staff training where applicable.
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