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YTo Takoe yncTtbin Koa?

- Makcumywm ctaHgaptHoro PHP

- HUKakux dopernMBOPKOB, CUCTEM YNpPaBfiEHNUS] KOHTEHTOM
- HOJIb OO BEKTHO-OPUEHTUPOBAHHOWN apPXUTEKTYPbI

- HUKaKNX KPYMHbIX OMONNMOTEK, BCE C HYNA
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HepnocTtaTkun YnCcTOro Koga

- Hebe3onacHbIN (MySQLi, XSS, RILFI, ...)
- gonro ang donee CrnoXHbIX peLeHnn
- He ang 0onbLnxX KoMaHa

- HeOOKYMEeHTUPOBaHbIN, HETECTUPOBAHbLIN
- HEeT cTaHgapToB pa3paboTku
- HeT pasfgeneHnsa 0b6s13aHHOCTEN (amopdHas apxuTekTypa)

- developer lock-in

- 3aKpPbITbI UCXOOHbIN KO,
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[MpenmyiectBa WordPress u apyroro orpsiroro koga

- borartag, oTKpbITas MCTOPUSA CO3aHUSA
- CpaBHUTENBbHO Be3onacHbIN



Wordpress » Wordpress : Vulnerability Statistics

Vulnerabilities (277) CVSS Scores Report Browse all versions Possible matches for this product Related Metasploit Modules

Related OVAL Definitions : Vulnerabilities (0) Patches (20) Inventory Definitions (0) Compliance Definitions (0)

Vulnerability Feeds & Widgets
Vulnerability Trends Over Time
Http

Yeur Vuln::::mtles oS Ex:::teion Hvactions c:rer'::t::n Injz:tllon #88 :r‘::-:‘: ';::’t‘t’l':: .:.l':::ﬁ.g xnf:—:::uon Prl‘:ialz:;el CORE ch.::::lon extl‘;:ts

2004 2 1 1

2005 10 5 3 2 3

2006 16 1 2 1 5 1 3

2007 40 2 13 z 19 3 5 2 1

2008 27 2 4 3 9 4 a2 2 2

2009 14 3 1 3 1 3 i | 4

2010 2 1 1

2011 11 ] 2 4

2012 24 2 2 2 9 5 3 3 z

2013 19 1 1 8 3 2 1

2014 29 3 3 1 8 1 6 2 3 1

2015 11 1 2 1 z 1 4 p !

2016 20 ¥ 9 6 1 1

2017 46 1 1 4 17 4 5 3 5

2018 6 1 2

Total 277 18 35 24 101 10 1 31 32 1 18 1 12
% Of All 6.5 12.6 0.0 0.0 8.7 36.5 3.6 0.4 11.2 11.6 0.4 6.5 0.4



Joomla : Vulnerability Statistics

Products (162) Vulnerabilities (350) Search for products of Joomla CVSS Scores Report Possible matches for this vendor Related Metasploit Modules

Vulnerability Feeds & Widgets

Vulnerability Trends Over Time

Http

NanC Vulne,:a‘::llities Dos Ex‘e::ud;on Cocarfich C:::’:t::n Inj:::Ion L :::‘:;:VI ';:’I::‘t,;:\ ’: ”BHY‘::.::m Info?':::tlon Prisialie';es CHRE: Im::::ion extl::ts
2005 4 1 1 1 1

2006 51 3 19 2 4 2 3 1 17

2007 59 41 18 9 1 1 3 22

2008 96 80 7 2 1 1 1 3 3
2009 25 15 15 6 23 1 1 1
2010 10 6 5 4 1 12
2011 16 3 3 4 3 s
2012 25 2 2 10 8 1 3
2013 11 1 1 4 3 3 2
2014 10 1 3 2 s 3 1
2015 13 [ 4 1 2 2 2

2016 6 1 1 1

2017 19 1 1 6 1 5 1

2018 5 2 3

Total 350 6 180 136 59 5 1 9 30 4 5 43 27

% Of All h [374 51.4 0.0 0.0 1.4 0.3 2.6 8.6 1.1 1.4 12.3
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Bitrix : Vulnerability Statistics

Products (4) Vulnerabilities (10) Search for products of Bitrix CVSS Scores Report Possible matches for this vendor Related Metasploit Modules

Vulnerability Feeds & Widgets

Vulnerability Trends Over Time
Http

s Vuln:::::llitles o Ex:::ud;on Crume Bowe C::r::‘:t::n Inj::tllon . :::ecvetr::yl I;:’I:::;:' ': msnyiz:;:g Info?:l::ﬂon Prlsi.lle';es Con Inc':.::lon ex:I::ts
2005 2 1 1 1
2006 4 1 2 2
2008 1
2014 1 1
2015 2 1 2 1
Total 10 1 2 2 2 1 4 1
% Of All 10.0 20.0 0.0 0.0 0.0 20.0 20.0 0.0 10.0 40.0 0.0 0.0 10.0

Bepto He Beplo...
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[MpenmyiectBa WordPress u apyroro orpsiroro koga

- borartag, oTKpbITas MCTOPUSA CO3aHUSA
- CpaBHUTENbLHO De3onacHbIN
- uenble coobLlecTBa BOKpYr Koga

- HU3KUN NOPOT BXOAA (..eocraror)
OOKYMEHTUPOBaH, TeCTUPOBAH, MHOTOYHKLMOHAaNeH



[Tpnmepsl

$postData = array(
"login' => 'acogneau',
'pwd' => 'secretpassword',
'redirect_to' => 'http://example.com’,
'testcookie’ => '1'

)5

curl setopt_array($ch, array(
CURLOPT_URL => 'http://example.com/wp-login.php',
CURLOPT_RETURNTRANSFER => true,
CURLOPT_POST => true,
CURLOPT_POSTFIELDS => $postData,
CURLOPT_FOLLOWLOCATION => true

));

$output = curl _exec($ch);
echo $output;



[Tpnmepsl

$postData = array(
"login' => 'acogneau',
'pwd' => 'secretpassword',
\AIF)__rEBrT1()tEB__F)()ESt() 'redirect_to' => 'http://example.com’,
'testcookie’ => '1'

)5

curl setopt_array($ch, array(
CURLOPT_URL => 'http://example.com/wp-login.php',
CURLOPT_RETURNTRANSFER => true,
CURLOPT_POST => true,
CURLOPT_POSTFIELDS => $postData,
CURLOPT_FOLLOWLOCATION => true

));

$output = curl _exec($ch);
echo $output;



[Tpnmepsl

$mysqgli = new mysqli("localhost”, "my_user"”, "my_password", "world");
/* check connection */
if ($mysqli->connect_errno) {
printf("Connect failed: %s\n", $mysqli->connect_error);
exit();
b
/* Create table doesn't return a resultset */
if ($mysqli->query("CREATE TEMPORARY TABLE myCity LIKE City") ===
TRUE) {
printf("Table myCity successfully created.\n");
b
/* Select queries return a resultset */
if ($result = $mysqli->query("SELECT Name FROM City LIMIT 10")) {
printf("Select returned %d rows.\n", $result->num_rows);
/* free result set */
$result->close();
b
/* If we have to retrieve large amount of data we use
MYSQLI_USE_RESULT */
if ($result = $mysqli->query("SELECT * FROM City",
MYSQLI_USE_RESULT)) {
/* Note, that we can't execute any functions which interact with the
server until result set was closed. All calls will return an
'out of sync' error */
if (1$mysqli->query("SET @a:="this will not work')) {
printf("Error: %s\n", $mysqli->error);

3



[Tpnmepsl
get posts()

$mysqgli = new mysqli("localhost”, "my_user"”, "my_password", "world");
/* check connection */
if ($mysqli->connect_errno) {
printf("Connect failed: %s\n", $mysqli->connect_error);
exit();
b
/* Create table doesn't return a resultset */
if ($mysqli->query("CREATE TEMPORARY TABLE myCity LIKE City") ===
TRUE) {
printf("Table myCity successfully created.\n");
b
/* Select queries return a resultset */
if ($result = $mysqli->query("SELECT Name FROM City LIMIT 10")) {
printf("Select returned %d rows.\n", $result->num_rows);
/* free result set */
$result->close();
b
/* If we have to retrieve large amount of data we use
MYSQLI_USE_RESULT */
if ($result = $mysqli->query("SELECT * FROM City",
MYSQLI_USE_RESULT)) {
/* Note, that we can't execute any functions which interact with the
server until result set was closed. All calls will return an
'out of sync' error */
if (1$mysqli->query("SET @a:="this will not work')) {
printf("Error: %s\n", $mysqli->error);

3



[Mpumepbl

function generateRandomString($length = 10) {
$characters =
'0123456789abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLM
NOPQRSTUVIWXYZ ' ;
$charactersLength = strlen($characters);

$randomString = '';
for ($i = 0; $i < $length; $i++) {
$randomString .= $characters[rand(9,

$charactersLength - 1)]; } return $randomString;
}



function generateRandomString($length = 10) {

$characters =
I_I p M M e p bl '0123456789abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLM
NOPQRSTUVWXYZ ' ;
$charactersLength = strlen($characters);
$randomString = '';
for ($i = 0; $i < $length; $i++) {
$randomString .= $characters[rand(9,
$charactersLength - 1)]; } return $randomString;

}

wp_generate password()



API, Tonbko API...

Dashboard Widgets API
Database API

HTTP API

REST API

File Header API
Filesystem API
Metadata API

Options API

Plugin API

Quicktags API

Rewrite API

Settings API

Shortcode API

Theme Modification API
Theme Customization API
Transients API

Widgets API
XML-RPC WordPress API



https://codex.wordpress.org/Dashboard_Widgets_API
https://codex.wordpress.org/Database_API
https://codex.wordpress.org/HTTP_API
https://developer.wordpress.org/rest-api/
https://codex.wordpress.org/File_Header_API
https://codex.wordpress.org/Filesystem_API
https://codex.wordpress.org/Metadata_API
https://codex.wordpress.org/Options_API
https://codex.wordpress.org/Plugin_API
https://codex.wordpress.org/Quicktags_API
https://codex.wordpress.org/Rewrite_API
https://codex.wordpress.org/Settings_API
https://codex.wordpress.org/Shortcode_API
https://codex.wordpress.org/Theme_Modification_API
https://codex.wordpress.org/Theme_Customization_API
https://codex.wordpress.org/Transients_API
https://codex.wordpress.org/Widgets_API
https://codex.wordpress.org/XML-RPC_WordPress_API

APl, Tonbko API... (NpoaomxeHue)

- ACF, Carbon Fields, Metabox.io

-  WooCommerce, bbPress, buddyPress
- Visual Composter, Elementor

- Cavalcade, TLC

- composer.phar ans Bcero octasibHOro
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[MpUHUKMNBLI BCEro “HEYNCTOro” Koaa

[lo Bac Bce yxe Hanucanu!

FfIerko nuMcaTtb U NOHNUMATb...
...CITOXXHO BbICTPennTb cede B HOry
(HO MOXHO...)



Koroa MoXXHO nucaTb YNCTbIN KO,

- [lpaBga HET noaxoadsWero peLeHus

NN pelleHne He no gyue
- Paown passnedeHust, yenneHgxa
- Ecnu Bbl natunte 94po n bnbnnoteku
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Cnacunbo

YTO NPOTECTMPOBANN MEHS



