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Memorandum

Date: November 3, 2021

Subject: INFORMATION: Audit Announcement | Audit of Federal Highway Administration’s
Information Technology Infrastructure | Project No. 22T3001T000
Federal Highway Administration

From: Kevin Dorsey @f”/
Assistant Inspectot General for Information Technology Audits

To: Federal Highway Administrator

The Federal Highway Administration (FHWA) is responsible for ensuring that
America’s roads and highways continue to be among the safest and most
technologically sound in the world. FHWA supports State and local governments
in the design, construction, and maintenance of the Interstate System and
National Highway System (Federal Aid Highway Program) and various federally
and tribal owned lands (Federal Lands Highway Program). The Agency's
information systems support mission processes that aid in grant management,
infrastructure inspections, inventory management, and research and
development. Effective protection of these systems and the information on them
prevents unauthorized access and compromise.

Due to the importance of FHWA's programs to the Nation's transportation
system and the sensitivity of some of the Agency’s information, we are initiating
an audit of FHWA's information technology (IT) infrastructure. Our objective will
be to determine whether security weaknesses exist in FHWA's IT infrastructure
that could lead to the compromise of FHWA's systems and data.

We plan to begin the audit this month and will contact your audit liaison to
schedule an entrance conference. We will conduct our work at DOT Headquarters
in Washington, DC. If you have any questions, please contact me at 202-366-
1518, or Leon Lucas, Program Director, 202-366-0377.

cc: DOT Audit Liaison, M-1
FHWA Audit Liaison, HAIM-13
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