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Categories of harmful Internet behavior
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New Era in DNS: Public Resolvers

Public resolvers are gaining popularity. g Google Public DNS

¢ KS& QNB VY 2l dZalilill S Y i

AGoogle home routers > > > >
AFirefox Quad9
Can ahird-party observeuse these CLOUDELARE

ANYC PubliwViFi
services to observe rare behavior?
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Observing requests on public resolvers

Wellknown techniqueDNS cache snooping.

In the past, considered@ivacythreat.
A Often used misconfigured home routers

Public DNS resolvers allmreserving privacy!
AToo many users to danonymize

But, publicresolversare mor® K I £ £ Sy 3 A y I X
A Complicatectachingstrategies-> someprotocol noncompliane
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Organization of this talk

Background on cache snooping

Reverse engineering public resolver caching strategies
Our tool: Trufflehunter

Case studies
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Background: How Cache Snooping Works
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Background: How Cache Snooping Works

example.com
1.2.3.4 TTL=30
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Background: How Cache Snooping Works

example.com
1.2.3.4 TTL=30

Cache snooping provides & |
on the number
of users accessing a domai

Snooper
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Organization of this talk

2. Reverse engineering public resolver caching strategies
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SimplifiedPublic Resolver Cache Architecture

Public DNS Point of Presen&®b
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Public resolvers use novel caching algorithms

Each resolver implements caching differently

Alnconsistencgauses potential problems
A Somealgorithmscause TTL violations

To count filled cachesyust identify which caches gueries hit!

We reverseengineered each caching strategy.
AUsed only TTltimestamp

example.com 1.2.3.4

Snooper

Trufflehunter: Cache Snooping Rare Domains at Large Public DNS Resolvers 14



How We Modeled Cache Architectures

Experiment:

1. Repeatedly query resolver, fill
caches

Measurement 2. Observe how queries were
cachedexamine TTLs.

G ¢ ¢ Mode/obhow a TTL
decreases in a cache.
ARate: one second per second.

TTL (secs)

10 20 30 40

I Time (secs)

Record was Record expires
placed in cache in cache
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OpenDNS and Quad9
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OpenDNS and Quad9

(899s) TLL
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OpenDNS and Quad9
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Cloudflare

Shared frontend
Backend
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Max drift we saw=80s (TTL=3hrs)

Drift scales withmaxTTL, so
problems likely to be minimal?
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ASchompet al found initialTTL correctsubsequent TTLs often incorrect
ARohprimardheetal.:6 DK & DK S & €

Whyare caches getting filled without being queried?
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Google DNS
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Google DNS

NO measurements!
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Google DNS
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GoogleDNS Dynamic Caching

@ @ 550

User Empix;fcrﬁgtend Full backend
(miss!) cache:

TTL < maximum
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GoogleDNS Dynamic Caching

User Frontend cache
storesmax TTL (60(

User receive®ackend TTL (550)
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GoogleDNS Dynamic Caching

Dynamic frontend
Backend
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G 9 E { NJead cach:RIgaied
when backend TTL expires.
Maximum drift:2 * (max TTL).

Question:WhystoremaxTTLn
frontend cache®

2*(Max TTL)
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Summary of cachingjrategies

Front Back
fontend il Shared frontend Dynamic frontend

Backend ) Backend

OpenDNS and Quad9 Cloudflare Google Public DNS
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Organization of this talk

Background on cache snooping

Reverse engineering public resolver caching strategies
Our tool: Trufflehunter

Case studies
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Trufflehunter

Distributed measurement tool
ADeployedon ! L 5! Qa ! NJ LINR2SOiU

Sends DNS queries across the U.S.
Interprets the responses, estimate counts of users

Three months of data: March®&May 292020
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How accurate 1srufflehunterat estimating filled caches

Experiment:
A Placedomain we controinto caches
A Observe it withTrufflehunter
A Requests to ouauthoritative nameserves true number of filled caches

Error iIn number of filled caches:

OpenDNS Cloudflare GPDNS Quad9

T e
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Bounds on Observable Users

(Cloudflare has only one visible cache peP)
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