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Harmful Internet behavior today
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Categories of harmful Internet behavior
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System

If you can observe 
DNS requests, you 
can study these 
types of harm.



New Era in DNS: Public Resolvers

Public resolvers are gaining popularity.

¢ƘŜȅΩǊŜ ƴƻǿ ƻŦǘŜƴ ǳǎŜŘ by default!
ÅGoogle home routers 

ÅFirefox

ÅNYC Public WiFi

Can a third-party observer use these 
services to observe rare behavior? 
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Observing requests on public resolvers

Well-known technique: DNS cache snooping.

In the past, considered a privacy threat.
ÅOften used misconfigured home routers

Public DNS resolvers allow preserving privacy!
ÅToo many users to de-anonymize

But,public resolvers are more ŎƘŀƭƭŜƴƎƛƴƎΧ

ÅComplicatedcachingstrategies->someprotocolnoncompliance
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Organization of this talk

1. Background on cache snooping

2. Reverse engineering public resolver caching strategies

3. Our tool: Trufflehunter

4. Case studies
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Background: How Cache Snooping Works

Trufflehunter: Cache Snooping Rare Domains at Large Public DNS Resolvers 9

DNS Resolver

Cache

User

example.com?
Is example.com 

present?

Yes

No

Authoritative 
Nameserver

example.com   1.2.3.4    TTL=60response

Snooper



Authoritative 
Nameserver

example.com   1.2.3.4    TTL=60

DNS Resolver

Cache

Background: How Cache Snooping Works

Trufflehunter: Cache Snooping Rare Domains at Large Public DNS Resolvers 10

example.com?
RD = False

example.com
1.2.3.4 TTL=30

example.com   1.2.3.4    TTL=30

Response

User

Snooper



DNS Resolver

Cache
example.com
1.2.3.4 TTL=30

Background: How Cache Snooping Works

Trufflehunter: Cache Snooping Rare Domains at Large Public DNS Resolvers 11

Cache snooping provides a 
lower boundon the number 
of users accessing a domain.
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SimplifiedPublic Resolver Cache Architecture
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Public resolvers use novel caching algorithms

Each resolver implements caching differently
ÅInconsistency causes potential problems

ÅSome algorithms cause TTL violations

To count filled caches, must identify which caches queries hit!

We reverse-engineered each caching strategy.

ÅUsed only TTL,timestamp
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Snooper

example.com   1.2.3.4    TTL=30



How We Modeled Cache Architectures

Experiment:
1. Repeatedly query resolver, fill 

caches

2. Observe how queries were 
cached: examine TTLs.

ά¢¢[ [ƛƴŜΥέ Model of how a TTL 
decreases in a cache.
ÅRate: one second per second.
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OpenDNS and Quad9
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OpenDNS and Quad9
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Cloudflare

Trufflehunter: Cache Snooping Rare Domains at Large Public DNS Resolvers 19



Cloudflare
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Cloudflare
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Cloudflare
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5ƻŜǎ /ƭƻǳŘŦƭŀǊŜΩǎ ǎǘǊŀǘŜƎȅ ƭŜŀŘ ǘƻ ƛƴŀŎŎǳǊŀǘŜ ¢¢[ǎΚ

Max drift we saw: ~80s (TTL=3hrs)

Drift scales withmaxTTL, so 
problems likely to be minimal?
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Max TTL

~80s



!ƴŘ ǘƘŜƴ ǘƘŜǊŜΩǎ DƻƻƎƭŜ 5b{Χ

Prior work ƻōǎŜǊǾŜŘ DƻƻƎƭŜ άƳȅǎǘŜǊȅ ŎŀŎƘŜǎέ
ÅSchompet al. found initial TTL correct, subsequent TTLs often incorrect

ÅRohprimardhoet al.: άDƘƻǎǘŎŀŎƘŜǎέ

Whyare caches getting filled without being queried?
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Google DNS
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Google DNS
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No measurements!



Google DNS

Trufflehunter: Cache Snooping Rare Domains at Large Public DNS Resolvers 27



Google DNS: Dynamic Caching
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Google DNS: Dynamic Caching
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5ƻŜǎ DƻƻƎƭŜΩǎ ǎǘǊŀǘŜƎȅ ƭŜŀŘ ǘƻ ƛƴŀŎŎǳǊŀǘŜ ¢¢[ǎΚ

ά9ȄǘǊŀέ ŦǊƻƴǘ-end caches cleared
when backend TTL expires.

Maximum drift: 2 * (max TTL).

Question: WhystoremaxTTLin
frontendcaches?
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Max TTL

2*(Max TTL)



Summary of caching strategies
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Trufflehunter

Distributed measurement tool
ÅDeployed on /!L5!Ωǎ !Ǌƪ ǇǊƻƧŜŎǘ

Sends DNS queries across the U.S.

Interprets the responses, estimate counts of users

Three months of data: March 6 ςMay 292020
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How accurate is Trufflehunterat estimating filled caches?

Experiment:
ÅPlace domain we controlinto caches

ÅObserve it with Trufflehunter

ÅRequests to our authoritative nameserver= true number of filled caches

Error in number of filled caches:
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Bounds on Observable Users

(Cloudflare has only one visible cache per PoP.)
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