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DPA Introduction

See the following topics to get an overview of DPA features and learn about DPA architecture:

« Introduction to DPA
« DPA architecture

Introduction to DPA

You can use Database Performance Analyzer (DPA) to monitor, diagnose, and resolve performance
problems for many types of database instances, both self-managed and in the cloud.

DPA has agentless architecture and uses wait-based analytics for extended database monitoring.
DPA uses less than one percent of resources on production systems.

(i) Get a walk-through of DPA functionality from the DPA Getting Started Guide.

See the following topics to start using DPA:

Get the licenses you need, and then register the databases you want to monitor.

« DPA license types

« Purchase and view DPA licenses

« Activate DPA licenses

« Allocate or deallocate DPA licenses

« Register a database instance for monitoring with DPA
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Investigate performance issues with DPA.

« Access DPA query or table tuning advisors

« Use DPA's query performance analysis to find the root cause of performance issues

« Investigate inefficient queries running against a table

« Table tuning best practices

« ldentify blocking sessions and deadlocks with DPA

« Find and investigate unusually long wait times (anomalies)

« About anomaly detection in DPA

« Add an annotation to document a change to the database

Use alerts to become aware of issues and address them proactively before they affect end users.

« Configure a DPA Wait Time alert

o Send SNMP traps from DPA alerts

« Create a DPA alert group

« Create or edit a custom email template for DPA alert notifications

Use reports to identify database trends, track the results of your performance tuning, and
communicate those results to others.

o Create a DPA report

o Schedule a DPA report for email delivery

o Create a DPA report group

Manage DPA user accounts.

« DPA roles and privileges

« Create a DPA user account and assign privileges

For large or geographically separate environments, link DPA servers together.

« Set up a Central Server and add remote DPA servers

« Configure authentication for the DPA Central Server

« View information from remote servers on the DPA Central Server
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Automate tasks with the DPA REST API.

« Manage tokens used for authentication to the DPA API

« Learn about and experiment with the DPA API

« Examples of using Python scripts to make DPA API calls

« Examples of PowerShell scripts that make DPA API calls

DPA architecture

Database Performance Analyzer consists of:

o A DPA server
o A DPA repository database
« One or more database instances you want to monitor

e
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The DPA server collects performance data from a set of database instances you choose to monitor.
DPA stores this data in the repository database, and makes it available to users through its web-

based interface.

!

DPA
DBA Server

IT Manager

DPA
Repository

E\E\

Developer

Monitored

Web Browsers Database Instances
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For optimal performance, the DPA server, repository database, and the monitored database instances
must reside on the same high-speed LAN. If your environment contains database instances that are
on separate LANs, SolarWinds recommends creating a repository database on each LAN. For cloud
monitoring, SolarWinds recommends deployment to the same region.

SolarWinds recommends installing one DPA instance on a computer. If you must install multiple
instances on the same computer, submit a support ticket.

Key functions of the DPA server
The DPA server:

« Collects data from the monitored database instances and stores the data in the repository
database.

« Provides a web-based interface that displays performance data from any computer with access
to the DPA server. From this interface, you can monitor database activity, investigate
performance issues, and configure alerts and reports.

Agentless monitoring for database instances and virtual
environments

DPA remotely connects to each database instance using Java Database Connectivity (JDBC). DPA
causes less than 1% overhead on the instance. No software is installed on the monitored server.

In a virtual environment, DPA can remotely connect to each VMware vCenter Server, ESX, or ESXi
host. DPA causes less than 1% overhead on the monitored systems. No software is installed in the
vCenter Server, ESX or ESXi host, or virtual machines.

DPA runs a query (the "quickpoll” query) on monitored database instances to collect information
about wait events. By default, the quickpoll query runs once per second.
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DPA licensing

See the following topics to learn more about DPA licensing:

Learn about DPA license types and subscription licensing for DPA servers deployed in the
Amazon Web Services (AWS) Marketplace.

Learn about registration and licensing options for clustered environments.

If you are monitoring a database instance that runs in a VM cluster, see the requirements to
create a user.

Purchase licenses and view your purchased licenses in the Customer Portal.

Activate DPA licenses to make them available to a DPA server.

Allocate licenses to the DPA database instances you want to monitor, or deallocate a license to
make it available to another instance.

If licenses are over-allocated, troubleshoot and resolve the issue.
Deactivate DPA licenses to make them available to a different DPA server.

DPA license types

DPA provides the following licensing options:

Subscription licensing is used for DPA servers deployed in the Amazon Web Services (AWS)
Marketplace.
For other DPA servers, an individual license is required for each monitored database instance.

Individual licenses

SolarWinds sells individual licenses by category according to the database edition they are
authorized to monitor. You must purchase an individual license for each database instance you
monitor. In addition, you can purchase virtual machine licenses to monitor the virtual infrastructure
hosting a database instance.

License Type Can Monitor

Category 1 Category 1 licenses can monitor all database types. They are required for:
licenses

« Oracle: all editions except Standard and Express
« Sybase: all editions except Express
« Db2: all editions except Express
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License Type Can Monitor

Category 2 o Oracle: Standard and Express editions (including Amazon RDS)

licenses « SQL Server: all editions (including Amazon RDS)
« MySQL, Percona, or MariaDB: all editions (including Amazon RDS and Aurora)
« PostgreSQL or EDB Postgres: all editions (including Amazon RDS and Aurora)
« Sybase: Express edition
o Db2: Express edition

ADMINISTRATOR GUIDE: DATABASE PERFORMANCE ANALYZER

If you run out of Category 2 licenses, you can use Category 1 licenses instead.

Azure « Azure SQL Database: all editions, including databases in elastic pools

ﬁCQeI;\SDeatabase If you run out of Azure SQL Database licenses, you can use Category 1 or Category
2 licenses instead.

VM Option If a database instance runs on a virtual machine (VM), you can apply an optional

licenses VM license in addition to the Category 1 or Category 2 license. When you apply a

VM license, DPA collects performance metrics from the VM and the physical host
on which the database instance runs. This information is displayed in the
Virtualization view.

All individual licenses are floating

You can register more instances than you have licenses for. On the license allocation page, assign
the licenses to the instances you want to monitor.

DPA does not collect data from registered database instances that are not licensed. However, you
can view previously collected data on those database instances.

Clustered environments

For information about registering SQL Server AGs and Oracle RACs, see Registration and licensing
options for clustered environments.

If you are monitoring a database instance that runs in a virtual machine (VM) cluster, a user with at
least read-only permissions is required on the hosts and VMs that will be monitored.

Subscription licensing

When you deploy the DPA server from the AWS Marketplace, DPA uses subscription licensing. As you
register databases and monitor them, DPA charges your Amazon Subscription through the AWS
Metering Service. DPA charges are based on the number of database instances you monitor each
hour. See the AWS Marketplace for details and pricing.
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With subscription licensing, you can monitor any supported database type (like the Category 1
license described in the following section). However, you cannot access the VM-related information
that is available with a VM Option license.

(i) If you want to use individual DPA licenses in the Amazon cloud, you can deploy an EC2
instance, install DPA, and apply your licenses. You cannot use both individual DPA licenses
and a subscription on a single DPA server.

Learn more
For more information about purchasing and allocating licenses, see:

« Purchase and view licenses

Activate individual DPA licenses

Allocate or deallocate individual DPA licenses

Deactivate your licenses

Troubleshoot over-allocated licenses

DPA registration and licensing options for clustered
environments

To get the maximum value from DPA, SolarWinds recommends the following options for registering
and licensing SQL Server Availability Groups (AGs) and Oracle Real Application Clusters (RACs).

(i) Every environment is different, so talk with your SolarWinds representative for other options.

SQL Server AGs

You can register SQL Server availability groups (AGs) using either of the following options:

« Register each SQL Server instance in the cluster
« Register the AG listener

Register each SQL Server instance in the cluster

If there are multiple AGs in the cluster, this option is recommended because it ensures that DPA does
not monitor the same instance more than once. DPA monitors all activity on each instance, including
primary and secondary AG activity.

With this option, DPA does not follow AGs when they fail over. Monitoring all instances in the cluster
ensures that you see all activity when AG failovers occur.
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Register the AG listener

Use this option if you want to monitor activity on the instance that contains the primary replica of an
AG. When the AG fails over, DPA follows the listener and begins monitoring the SQL Server instance
that now acts as the AG's primary replica.

SolarWinds recommends registering only one listener per cluster unless you can ensure that no
instance in the cluster will act as the primary replica for multiple AGs. If you register multiple listeners
and the same instance acts as the primary replica for more than one of the AGs, DPA monitors that
instance multiple times. Duplicate monitoring is not recommended.

. SQL Server logins are not automatically replicated. To enable DPA to continue monitoring after
a failover, you must manually create the DPA login on all instances in the cluster that can act
as the primary replica for the AG.

Oracle RACs

For Oracle RAC (Real Application Clusters), register every instance in the cluster. Do not register the
virtual IP that distributes load across the RAC instances.

For Oracle RAC with Data Guard, register both environments but only monitor the primary one. If a
failover occurs, simply reassign the licenses to the instances in the secondary RAC environment.

When you register a RAC instance, listener configuration changes might be needed if you are not
listening on the physical IP address. SolarWinds recommends:

« If you are registering pluggable databases (PDBs) on a RAC instance, register with the physical
IP address of the host.

(i) To monitor an Oracle multitenant container database (CDB), register each PDB contained
in the CDB. You cannot register the CDB directly.

When you register two or more Oracle PDBs in the same CDB, DPA automatically creates
a group for the CDB. For more information, see About monitoring Oracle multitenent
databases (CDBSs).

« If you are registering a non-PDB RAC instance, register with the SID.

« If you are using the Service Name, use the physical IP address of the host. Do not use the
virtual IP address (VIP) or the Oracle Single Client Access Name (SCAN) IP address.

page 14


https://support.solarwinds.com/SuccessCenter/s/article/Create-the-DPA-Monitoring-Login-for-SQL-Server-AG-Listener-Registrations

solarwinds

Learn more

For more information about licensing, see the following topics:

« License types
« Purchase and view licenses

« Activate individual DPA licenses

« Allocate or deallocate individual DPA licenses

Requirements for monitoring a database instance running in
a VM cluster

If you are using DPA to monitor a database instance that runs in a virtual machine (VM) cluster, a
user with at least read-only permissions is required on the hosts and VMs that will be monitored. The
monitored hosts and VMs include all of the following:

o The VMs that monitored database instances are running on.
« All hosts that those VMs could potentially run on (for example, all hosts in a DRS cluster).
o Other VMs on those hosts.

SolarWinds recommends giving the user read-only permissions on the entire vCenter Server or
ESX/ESXi host so that DPA can dynamically monitor any entity as system changes take place.

Create a user on the vCenter Server or the ESX/ESXi host
Before you can assign user permissions, you must create the user:

« vCenter Server user: Authorized users for vCenter Server are those included in the Windows
domain list referenced by vCenter Server or local Windows users on the vCenter Server system.
To edit the user list or change user passwords, use the tools you use to manage your Windows
domain or Active Directory.

« ESX/ESXi host user: Log in to an ESX/ESXi host as root using the vSphere Client. Then use the
Users and Groups tab to add users, remove users, change passwords, set group membership,
and assign the required permissions.
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Assign user permissions to inventory objects

Use the vSphere Client to assign user permissions to inventory objects, such as the vCenter server,
data center, host, or folder. Requirements and best practices:

« You must have modify permission on an object to be able to assign permissions to that object.
« SolarWinds recommends selecting the entire vCenter Server or ESX/ESXi host and assigning
permissions to it.

« Make sure that the Propagate to Child Objects option is selected. This ensures that when new
objects are inserted in to the inventory hierarchy, they inherit the required permissions.

Purchase and view DPA licenses

For DPA servers that use individual licenses, DPA has a 14-day evaluation license. During the
evaluation period, you can monitor and view data for an unrestricted number of database instances.
After the evaluation period, to continue monitoring you must purchase the correct quantity and type
of licenses for your database instances.

(i)  « DPAhasits own licensing and does not work with SolarWinds License Manager.

o If your DPA server is deployed in the Amazon Web Services (AWS) Marketplace, DPA uses
subscription licensing. You do not need to purchase, activate, or allocate individual
licenses.

Purchase licenses

Contact our sales team to purchase licenses directly from SolarWinds.

(o) Only buy licenses for active database instances. Standby database instances used for disaster
recovery or high availability do not need licenses.

« Online quote tool
« sales@solarwinds.com
« 866.530.8100

View purchased licenses

After you purchase individual licenses, you can view your DPA licenses in the SolarWinds Customer
Portal.

1. Access the Customer Portal.

2. Click Licenses > Manage Licenses.
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The licenses for your DPA product are listed by license type.

Next steps

After you have purchased licenses, you must activate them on a DPA server, register database
instances for monitoring, and then allocate licenses to the registered instances.

Activate DPA licenses

After the DPA trial period ends, DPA monitors only licensed instances. If your DPA server uses
individual licenses, you must activate a license for each database instance that you want to monitor.
Make sure that you have the correct license types for the database instances you want to monitor.

(i)  « Forinformation about licensing options for SQL Server Availability Groups and Oracle
RAC environments, see Registration and licensing options for clustered environments.

« If your DPA server is deployed in the Amazon Web Services (AWS) Marketplace, DPA uses
subscription licensing. You do not need to purchase, activate, or allocate individual
licenses.

Activate licenses online

If the DPA server is connected to the Internet, you can activate licenses online.
1. Complete the following steps to retrieve your license activation key from the Customer Portal.

If you are evaluating DPA and have received a license activation key from a SolarWinds
representative, continue with step 2.

a. Loginto the SolarWinds Customer Portal.

b. Choose Licenses > Manage Licenses.

c. Locatethe license, and expand it.

d. Copy the activation key.
On the DPA homepage, click License Management. Then click License Manager.
Click Enter Activation Key.
Select Online Activation, and click Next.

On the Online Activation page, paste the activation key into the correct field.

o o b~ W N

In the Amount to Activate section, select All Available or Specify Amount.
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(i) Unactivated licenses can be activated later. You can reuse an activation key on a

different DPA server and activate remaining licenses there.

7. Enter the remaining information, and click Activate.

Activate licenses offline

Offline activation requires a transfer of files between the DPA server and a computer connected to
the Internet. You can use email, shared storage, or a USB flash drive.

1.

2
3.
4

In DPA, click License Management > License Manager.

. Click Enter Activation Key.

Select Offline Activation, and click Next.

. Complete the following steps to obtain a license activation file from the Customer Portal.

If you are evaluating DPA and have received a license activation file from a SolarWinds
representative, continue with step 5.

a.

g.
h.

On the Offline Activation page, copy the text string next to the license type you want to
activate, and save it to a text file. This is your unique machine ID. Include the brackets.
For example:

[TR12-X20N-U8XM-WXTD-23H7-0TD7-59QH-6ERF-5BRN-2M17-328G-0DT2-MNMS-005C-
000Z-0402-0000]

Transfer this text file to a computer with Internet access.

Log in to the SolarWinds Customer Portal.

Locate the license, and expand it.
Click Activate license manually.

Paste the text string into the Unique Machine ID field, and enter the other required
information.

Click Generate License File to download the license file.

Transfer the license file to the DPA server.

5. On the Offline Activation page, click Choose File and browse to the license file.

6. Click Activate.
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Next steps

When you activate a license, DPA automatically allocates the license to a registered database
instance if you have enough licenses to monitor all registered instances in that license category. If
you do not have enough licenses to monitor all registered instances, you must manually allocate
licenses to the instances you want to monitor.

Allocate or deallocate DPA licenses

If your DPA server uses individual licenses, a license must be allocated to each registered database
instance that you want to monitor. DPA starts monitoring new instances immediately after licenses
are allocated.

(i) If your DPA server is deployed in the Amazon Web Services (AWS) Marketplace, DPA uses
subscription licensing. You do not need to purchase, activate, or allocate individual licenses.

Category 1, Category 2, and Azure SQL Database licenses collect the data shown in the Performance
view. VM licenses collect the data shown in the Virtualization view.

Automatic license allocation

When you register a database instance or activate a license, DPA determines if it can automatically
allocate a license to each database instance. DPA automatically allocates licenses if there are
enough activated licenses to cover all of the database instances in that license category. DPA
automatically allocates VM licenses if there are enough VM licenses to cover all database instances
that:

o Arelinkedtoa VM
« Have been allocated a Category 1 or 2 license

If you have not activated enough licenses to cover all instances that require that license type, DPA
does not allocate any of the licenses. You must manually allocate licenses to the database instances
you want to monitor.

Example 1:
1. You register 10 Oracle Enterprise Edition database instances, which require Category 1 licenses.
2. You activate 15 Category 1 licenses.

Result: DPA automatically allocates 10 of the licenses to the Oracle Enterprise Edition
database instances.

3. You register 5 additional Oracle Enterprise Edition database instances.

Result: DPA automatically allocates the remaining 5 Category 1 licenses.
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Example 2:
1. You register 15 MySQL database instances, which require Category 2 (or greater) licenses.
2. You activate 10 Category 2 licenses. No Category 1 licenses are available.

Result: DPA does not allocate any of the licenses. You can either activate at least 5 additional
licenses, or manually allocate licenses to the instances you want to monitor.

(i) Instances without a license allocated to them remain registered with DPA, and you can view
performance data that was collected in the past. You can deallocate a license from one
registered instance and allocate it to another if necessary.

Manually allocate licenses to database instances

Use License Allocation to configure how your licenses are allocated to database instances.

View current license allocation
1. Onthe DPA homepage, click License Management.

2. See the current license allocations in the summary boxes near the top of the License Allocation
page.

Allocate licenses to database instances

1. Onthe License Allocation page, find the database instance you want in the list of registered
database instances.

2. Select the Cat 1, Cat 2, or Azure check box next to the instance.
3. Click Save.

The license count is updated after you allocate a license.

Allocate VM licenses to VM database instances

If a database instance runs on a virtual machine (VM), you can allocate a VM license to it in addition
to a Category 1 or 2 license. When you allocate a VM license, DPA collects performance metrics from
the VMware system (vCenter Server or ESX/ESXi Host) on which the database instance runs.

1. Onthe License Allocation page, locate a VM-hosted database instance that has a Category 1 or
2 license allocated to it.

2. Select the VM check box next to the instance.

3. Click Save.
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(i) If you are monitoring a database instance that runs in a virtual machine (VM) cluster, a user
with at least read-only permissions is required on the hosts and VMs that will be monitored.

Deallocate licenses

You can deallocate the license from one database instance to make it available to another database
instance.

1. On the DPA homepage, click License Management.

2. Clear the Cat 1, Cat 2, or Azure check box to deallocate licenses.

(i) If you clear a Category 1 or 2 license from an instance that also has a VM license, DPA
automatically clears the VM license as well.

Learn more
For more information about licensing, see the following topics:

« Purchase and view licenses
« Activate DPA licenses
« Troubleshoot over-allocated licenses

Troubleshoot over-allocated DPA licenses

The DPA homepage displays a red banner if DPA is monitoring more registered database instances
than you have licenses to monitor. This can happen in two situations:

« Alicense expires when you have unexpired licenses of the same type on the server.
« You deactivate a license and have other licenses of the same type on the server.

If DPA licenses are over-allocated, you cannot view or analyze your database instances until you
deallocate the extra licenses. DPA continues monitoring the databases, so you will not lose data
while you bring the allocated licenses to an allowable level.

(i) If necessary, you can purchase and activate additional licenses.

To correct an issue of over-allocated licenses, deallocate database instances until you reach the
proper number of licenses. If Category 2 licenses are over-allocated, assign available Category 1
licenses to cover the shortage. If Azure SQL Database licenses are over-allocated, assign Category 1
or 2 licenses to cover the shortage.
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1. Onthe DPA homepage, click License Management.

2. Locate the over-allocated license type on the allocations chart. Over-allocated license types are
shown in red.

3. Clear Cat 1, Cat 2, Azure, or VM check boxes until the chart is no longer red.

4. Click Save.

You should now see your database instances in your views.

Deactivate your DPA licenses

You can deactivate individual licenses on a DPA server to make the licenses available elsewhere.

If your DPA server has direct access to the internet, you can deactivate licenses online.

(i) Evaluation licenses and temporary keys cannot be deactivated.

Deactivate online

1. Onthe DPA homepage, click License Management.

2. Onthe License Allocation page, click License Manager.

3. Inthe Licenses section, locate the License Key you want to deactivate.
4

. Click Deactivate.

Deactivate offline

To deactivate a license offline in DPA 10.0 or earlier, contact SolarWinds customer support.

To deactivate a license offline in DPA 10.1 and later:
1. From the SolarWinds DPA homepage, click License Management > License Manager.
. Click Deactivate next to the license.

. Click Yes to confirm the offline deactivation, and download the deactivation receipt file.

2
3
4. Loginto the SolarWinds Customer Portal, and go to the License Management page.
5. Select the DPA instance, and click Deactivate license manually.

6

. On the Manage License Deactivation page, browse for the deactivation receipt file, and click
Upload.
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Register a database instance for monitoring with
DPA

For more information about the database instances you can monitor and the requirements for the
privileged user, see Database instances DPA can monitor.

If you are monitoring a large number of database instances, use the DPA mass registration feature
to quickly register multiple databases.

(i) You can also register database instances using scripts that call the DPA API.

To register a single database instance for monitoring using a wizard, select the type you want to
register:

« Self-Managed:

o Oracle

o Microsoft SQL Server

o SAP Sybase ASE

o Db2

o MySQL, Percona, or Maria

o PostgreSQL or EDB Postgres

« Amazon RDS:

o Amazon RDS for Oracle

o Amazon RDS for SQL Server

o Amazon RDS for MySQL or Aurora
o Amazon RDS for PostgreSQL

o Azure:

o Azure SQL DB
o Azure SQL Managed Instance
o Azure Database for PostgreSQL
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Database instances DPA can monitor

DPA can monitor database instances you manage on both physical and virtual servers or Amazon
RDS instances hosted in the Amazon Elastic Compute Cloud (EC2). DPA can also monitor Azure
SQL and Azure SQL Managed Instances. The server hosting DPA must be able to connect to the
monitored instance.

Self-managed databases

(i) For information about the privileges required for the privileged user, see the instructions for
registering each database type.

Database Supported Versions

Oracle « 19 (single tenant and multitenant?)

« 18.4 (single tenant and multitenant)
o 12.2 (single and multitenant)

o 12.1 (single and multitenant)

e 11.2

Microsoft SQL Server « 2019 (Windows and Linux)
« 2017 (Windows and Linux)
« 2016
« 2014
e 2012

DPA supports the latest SP unless otherwise noted.

SAP Sybase ASE . 16
e 157
e« 155

IBM Db2 e 11.1
« 10.5
« 10.1
e« 9.7

MySQL2 . 80
« 5.7
. 5.6
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Database Supported Versions

Percona? . 80
e 5.7
e« 5.6

MariaDB? . 104
. 103
. 10.2
. 10.1
. 100

PostgreSQL or EDB Postgres o 12X
o 11.X

e 10.X
e 9.6

1 To monitor an Oracle multitenant container database (CDB), register each pluggable database
(PDB) contained in the CDB. Register each PDB just as you would register an Oracle single tenant
database. For more information, see Registration and licensing options for clustered environments.

2See Requirements for monitoring MySQL database instances with DPA.

Amazon RDS databases

DPA can monitor the following Amazon RDS instances.

Amazon RDS Supported Versions

Oracle « 19.0
. 18.0
o 122
o 121
o« 11.2

Microsoft SQL Server e 2017
o 2016
o 2014 SP1
o 2012 SP2
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Amazon RDS Supported Versions

MySQL, Percona, or MariaDB o« 5.7
« 5.6
o Aurora 5.7
o Aurora 5.6

PostgreSQL e 11X
e 10.X

. 9.6

Key differences for Oracle databases on Amazon RDS

Because of Amazon RDS access restrictions, some features that are available on Oracle self-
managed database instances are not available for Amazon RDS instances.

Category Details

Unavailable alerts Oracle Alert Log Error uses VSDIAG ALERT EXT instead of
X$DBGALERTEXT,

Explain plans Explain plans cannot be generated with a SYS account. You must

specify a different account to generate the live plan.

Workarounds for not having a o Tokill a real time session, use RDSADMIN.RDSADMIN
SYS.UTL_CON package UTIL.KILL.

« Trace session permissions granted through START TRACE
IN SESSION and STOP TRACE IN SESSION.
Key differences for SQL Server databases on Amazon RDS

Because of Amazon RDS access restrictions, some features that are available on SQL Server self-
managed database instances are not available for Amazon RDS instances.

(07:1{:1s (013 Details
Unavailable « SQL Server Windows Service Not Running
alerts « SQL Server Long Running Jobs

« SQL Server Log Has Many Virtual Logs
« SQL Server Job Failure
« SQL Server Error Log Alert

page 26



e
solarwinds 7

(07:1{:1s (013 Details

Explain plans ~ The DPA monitoring user does not have a sysadmin role and may have limited
access to objects. You can specify a different user to generate the live plan before
you generate the plan.

Unavailable « CPU Queue Length
metrics « CPU Utilization
« Disk Queue Length
« Memory Paging Rate
« Memory Utilization
. Physical I/0 Rate
« Physical Read Rate
« Physical Write Rate

Workaround for DPA user is a member of PROCESSADMIN role
not having a
SYSADMIN role

Deadlock The monitoring user and database administrator (DBA) do not have permission to
polling create a custom Extended Events Session. Only the default system_health
Extended Events Session can be used for deadlock polling.

About repointing database instances

You cannot transfer a registered Oracle or SQL Server database instance between Amazon RDS and
a self-managed database and retain DPA historical data. An Oracle or SQL Server database instance
transferred between Amazon RDS and a self-managed instance must be registered in DPA as a
separate instance.

MySQL database instances can be repointed. After you transfer a MySQL database instance between
Amazon RDS and self-managed, you can repoint DPA to the new instance and continue monitoring
where you left off. To repoint, use the Update Connection Info wizard in DPA to update the
connection details of the registered database instance to point to the new location.

Azure SQL databases

Database  Required Privileges Supported Version

Azure SQL  db_owner role V12

PostgreSQL N/A e 11.X
e 10.x
« 9.6
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Key differences between self-managed SQL Server and Azure SQL database instances

(07:1{:1s (013 Details

Unavailable Alerts « Transaction Log Freespace
« Windows Service Not Running — SQL Server
« SQL Server Abnormal Mirroring Status
« SQL Server Error Log Alerts
« SQL Server Job Failure
« SQL Server Log has Many Virtual Logs
« SQL Server Long Running Jobs

Unavailable CPU Metrics « Signal Waits
« 0/S CPU Utilization

Unavailable Memory Metrics . Page Life Expectancy
« O0/S Memory Utilization
o Plan Cache Size
« Buffer Cache Size
« Plan Cache Hit Ratio
« Buffer Cache Hit Ratio
o Log Bytes Flushed
o Log Flushes
« SQL Compilation
o SQL Re-Compilations

Unavailable Disk Metrics « Total I/0 Wait Time

« Total Read I/0 Wait Time
« Total Write I/0 Wait Time
« O/S Disk Queue Length

» Page Reads

« Page Writes

« SQL Disk Read Latency

« SQL Disk Write Latency

Unavailable Sessions Metrics « Transaction Rate
« Batch Requests

Unavailable License Compliance Metrics « Core Count
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(07:1{:1s (013 Details

Additional DTU metrics « DTU Utilization
« DTU Consumption
o DTU Limit
Additional Memory metrics « Memory Usage Utilization

o XTP Storage Utilization

Additional Disk metrics . Data /0 Utilization
« Log Write Utilization
» Database Storage Consumption
« Database Size

Additional Sessions metrics « Max Worker Utilization
« Max Session Utilization

About repointing database instances

Repointing database instances is not possible between Azure SQL and SQL Server.

Azure SQL Managed Instance

Database Required Privileges Supported Version

Azure SQL Managed Instance (ASMI) SYSADMIN role V12

Key differences between self-managed SQL Server and ASMIs

Category Details

Unavailable CPU metrics « CPU Queue Length
« Instance CPU Utilization

Unavailable Disk metrics « Physical Read Rate
« Physical Write Rate
« Physical I/0 Rate
« 0/S Disk Queue Length via WMI

Unavailable Memory metric « Memory Paging Rate

Additional Disk metrics « Data I/0 Utilization
« Log Write Utilization

Additional Memory metric « XTP Storage Utilization
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(07:1{:1s (013 Details

Additional Sessions metrics « Max Worker Utilization
« Max Session Utilization

About repointing database instances

You can repoint a self-managed SQL Server instance to an ASMI. You can use this feature if you are
migrating an existing self-managed SQL Server to an ASMI and you want to have DPA data collected
from both the self-managed SQL Server and the ASMI associated with the same instance in DPA.
However, be aware that ASMIs have different metrics and wait types than SQL Server database
instances. Because of these differences, some historical data from the SQL Server database instance
will not be displayed after it is repointed to an ASMI.

To retain all data, SolarWinds recommends registering the ASMI as a new instance and reassigning
the license from the SQL Server instance. You will still be able to view historical data from the
unlicensed SQL Server instance.

(i) You cannot repoint an ASMI to a self-managed SQL Server instance.

Register multiple database instances

If you are monitoring a large number of database instances, use the DPA mass registration feature to
quickly register multiple databases.

(i) « You can also use a wizard to register a single database instance, or you can register
database instances using scripts that call the DPA API.

« Toregister multiple Azure SQL databases using the Mass Registration feature, follow the
instructions in this KB article.

Complete the following steps to download a predefined template and enter the required information
for all database instances.

1. Onthe DPA menu, click Options.
2. Under Monitor Setup > Database Instances, click Mass registration.
3. In the Choose a Database Type drop-down, select one of the following:

« Toregister different types of database instances, select All database types.

« To register Azure SQL Managed Instances (ASMIs) or PostgreSQL database instances,
select All database types.
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« Toregister database instances that are the same type but not ASMIs or PostgreSQL
instances (for example, all Oracle or all SQL Server), select the database type.

Choose a Database Type: All database types A

4. Specify whether you want to edit and save the template on the DPA server or on your local
computer.

® From local computer Choose File | Mo file chosen

) From DPA server

Based on your selections, instructions are displayed in the right pane.

5. Under How to, click the template link to download the registration file template for the selected
database type.

Or, for Azure SQL database instances, click the link to instructions for auto-generating the
registration file.

6. Edit the file to add information about each database instance:

« Click the required information link in the How to section for information about what to
enter in each column.

« Do not edit the header row.

Type Notes

Oracle If you are registering multiple nodes in an Oracle RAC, manually create the
monitoring user before you run mass registration. Enter N in the Create
Monitoring User column of the mass registration template, and specify the
manually created user for all nodes in the RAC.

ASMI Manually create the DPA monitoring user before you run mass registration, and
enter N in the Create Monitoring User column.

PostgreSQL Manually create the DPA monitoring user before you run mass registration, and
enter N in the Create Monitoring User column.

You must also configure the database instances for monitoring before you run
mass registration.

7. Savethefilein .csv format.
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(i) If you selected From DPA server, the file must be saved in the following location:
<DPA home>/iwc/tomcat/ignite config/registration
Depending on the database type, it must have one of the following file names:

* massreg mixed.csv

* massreg oracle.csv

* massreg sgl server.csv

* massreg azure sgl database.csv

* massreg mysqgl.csv

8. If you selected From local computer, click the Choose File button and select the file you saved.
9. Click Load Registration File.

If you register a database instance within the 14-day trial period, DPA begins monitoring the instance
immediately. After the trial period, you must activate a license to monitor the database instance.

Register an Oracle database

Complete the following tasks to register an individual Oracle database instance for monitoring with
DPA.

(i) o If you are monitoring an Oracle Real Application Cluster (RAC), see Registration and
licensing options for clustered environments.
« You can use mass registration to registrations to register multiple database instances, or
you can register database instances using scripts that call the DPA API.

Identify the privileged user

When you register a database instance, you must provide the credentials of a privileged user. During
registration, the privileged user either creates the monitoring user or grants the required privileges

to an existing user that you designate as the monitoring user. DPA does not store the credentials of
the privileged user.

For self-managed Oracle database instances, the privileged user requires the following privileges:

SYS user
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Complete the registration wizard
1. Onthe DPA homepage, click Register DB Instance for Monitoring.
2. Under Self-Managed, click Oracle.
3. Click Next.
4

. Complete the wizard panels as described in the following table.

Panel Instructions

Enter Monitored = DPA monitors all databases within the instance. If more than one instance

Database exists on the server, you must register each instance separately in DPA.
Instance . . .
: Oracle database instances have three connection options:
Connection
Information « Direct Connect

« Transparent Network Substrate (TNS) Connect Descriptor
« Lightweight Directory Access Protocol (LDAP) or TNS Name

Direct Connect

Enter the Service Name or System Identifier (SID), host name or IP address, and
port. The default port is 1521.

TNS Connect Descriptor

The Connect Descriptor value contains everything after NaAME= in the
tnsnames.ora file. The beginning (DESCRIPTION= is necessary. For example:

(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = TCP) (HOST
= demo.confio.com) (PORT = 1521))) (CONNECT_DATA :(SERVICE_NAME =
demo) ) )

LDAP or TNS Name

To use this option, Oracle Name Resolution must be configured. For
instructions, see Connect to Oracle using name resolution.

After you configure Oracle Name Resolution, you can use the LDAP/TNS Name
when registering additional monitored database instances.

DPA uses the Oracle network configuration . ora files to connect to the
database instance.

If connection information other than the name has changed, update the .ora
files. DPA detects changes to these files automatically. You do not have to
update the connection information through this wizard.
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Panel Instructions

Enter Monitored
Database
Instance
Connection
Information
(continued)
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If the name has changed, update the . ora files. Then select the check box next
to LDAP/TNS Name, and update the value.

RAC instances

For an Oracle RAC (Real Application Cluster), register every physical instance in
the cluster. Do not register the virtual IP that distributes load across the
RAC instances.

@ If you choose to register the virtual IP load balancing listener, or to
monitor only a subset of instances in the cluster, DPA will not have
complete and consistent data. This will affect DPA's tuning and resource
analysis.

For more information, see DPA registration and licensing options for clustered
environments.

DBA user

Enter DBA credentials for DPA to register the database instance.
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Panel Instructions

Enter the Create or specify the account that DPA will use to gather information. To ensure
Monitoring User  that the account has the required permissions, SolarWinds recommends
creating a new account.

To create a new account:
1. Next to Create Monitoring User, click Yes.
2. Enter the user name and password.

3. Select a Tablespace and Temp Tablespace on the monitored database.
This is primarily used for gathering Explain Plan data for monitored
queries.

To specify an existing account:
1. Next to Create Monitoring User, click No.
2. Enter the user name and password.
If you create the user manually, DPA uses the default Tablespaces for that user.

If you are registering multiple Oracle Real Application Clusters (RAC) nodes, you
may receive an error that the user already exists. You can create a different
monitoring user or clear the Create a New Monitoring User check box and
continue.
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Panel Instructions

Oracle Monitoring
Information

Oracle Repository
Tablespace
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If the monitored instance contains the Oracle E-Business Suite, DPA can collect
additional information about the suite.

DPA can capture Oracle E-Business data to identify the screens, modules, and
users generating the database requests. This gives you increased visibility into
the causes of performance problems in the Oracle E-Business Suite, Oracle
Enterprise Resource Planning (ERP), and Oracle Applications environments.

The SYS password is requested only if remote login as SYS is enabled on the
monitored Oracle instance. This option is not available for Amazon RDS
instances.

If you do not have remote SYS access to the computer, click the link to open the
Manual Steps for Monitored Database Instance Registration.

You can run a script to run on the monitored instance to install a utility package
for DPA that grants Execute permissions for that package to the monitoring
user.

To register the monitored database instance manually:
1. Click Register the monitored database instance manually.
2. Click Select All, copy the script, and paste it into a text file.

3. As an Oracle Administrator, log in as SYS to the database instance to be
monitored.

4. Access the text file.
5. Execute the script.
If your repository database is not Oracle, the wizard skips this step.

Choose the tablespace in the repository database to store DPA performance
data for this monitored instance.

By default, the performance data is stored in the default tablespace of the
repository user. However, data for monitored instances can be stored in
separate tablespaces.
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Panel Instructions

Select the Alert If you have no Alert Groups set up, or if this new database instance does not
Groups match the database type of the Alert Group, the wizard skips this step.

Alert Groups simplify alert configuration and help make alerting more
consistent across the monitored database instances.

Select the Alert Groups you want the new database instance to join.

Summary Review the information and click Register Database Instance.
Database Click Finish to return to the DPA homepage.

Instance

Registration

Complete

If you register a database instance within the 14-day trial period, DPA begins monitoring the instance
immediately. After the trial period, you must activate a license to monitor the database instance.

Register a SQL Server database

Complete the following tasks to register an individual SQL Server database instance for monitoring
with DPA.

(i)« If youare monitoring a SQL Server Availability Group (AG), see Registration and licensing
options for clustered environments.
« You can use mass registration to registrations to register multiple database instances, or
you can register database instances using scripts that call the DPA API.

Identify the privileged user

When you register a database instance, you must provide the credentials of a privileged user. During
registration, the privileged user either creates the monitoring user or grants the required privileges

to an existing user that you designate as the monitoring user. DPA does not store the credentials of
the privileged user.

For self-managed SQL Server database instances, the privileged user requires the following privileges:

SYSADMIN role
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Complete the registration wizard

1. Onthe DPA homepage, click Register DB Instance for Monitoring.

2. Under Self-Managed, click Microsoft SQL Server.
3. Click Next.

4. Complete the wizard panels as described in the following table.
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Panel Instructions

Enter Monitored 1. Enter connection information for the SQL Server instance:

Databas.e Instance : « If the SQL Server Browser service is running, enter the server

Connection Information : ' . _
name or IP address and the instance name in this format:
Server\Instance.

« If the SQL Server instance contains one or more Availability
Groups, click Note for Availability Groups for instructions on
how to register primary and secondary replicas.

« Otherwise, enter the server name or IP address and the port
number.

(i) DPA monitors all databases within the instance. If more than
one instance exists on the server, you must register each
instance separately in DPA.

2. Select the type of authentication you want to use. If Mixed Mode
was selected during the SQL Server installation, you can choose
either option.

3. Enter a SYSADMIN login that DPA can use to register the instance.

(i) DPA does not use or store these credentials after you
complete the wizard.

« For Windows authentication, enter <DOMAIN>\<username> in
the SYSADMIN User field.

« For SQL Server authentication, enter the credentials that you
enter on the Connect to Server dialog in SQL Server
Management Studio (with Database Engine as the Server

type).
SSL is requested by default. If the server does not support SSL, a plain
connection is used.

Are you receiving errors? See DPA for SQL Server installation
troubleshooting.
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Panel Instructions

Enter the Monitoring
User

Oracle Repository
Tablespace

Select the Alert Groups
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Create or specify the account that DPA will use to gather information. To
ensure that the account has the required permissions, SolarWinds
recommends creating a new account.

To create a new account:
1. Click Yes.

2. Select SQL Server as the authentication method. (DPA cannot
create a new Windows account.)

3. Enter a user name and password for the new account, or accept the
default values.

To specify an existing account:
1. Click No.
2. Select either authentication method.
3. Enter the user name and password of an existing account.

For Windows authentication, enter <DOMAIN>\<username> in the
Monitoring User field.

You can also authenticate using a Windows Computer Account.

For SQL Server authentication, only the user name is required. Do
not specify a domain.

If your repository database is not Oracle, the wizard skips this step.

Choose the tablespace in the repository database to store DPA
performance data for this monitored instance.

By default, the performance data is stored in the default tablespace of
the repository user. However, data for monitored instances can be stored
in separate tablespaces.

If you have no Alert Groups set up, or if this new database instance does
not match the database type of the Alert Group, the wizard skips this
step.

Alert Groups simplify alert configuration and help make alerting more
consistent across the monitored database instances.

Select the Alert Groups you want the new database instance to join.


https://www.solarwinds.com/documentation/kbloader.aspx?kb=6571

e
solarwinds 7

Panel Instructions

Summary Review the information and click Register Database Instance.

Database Instance Click Finish to return to the DPA homepage.
Registration Complete

If you register a database instance within the 14-day trial period, DPA begins monitoring the instance
immediately. After the trial period, you must activate a license to monitor the database instance.

Register a Sybase database

Complete the following steps to register an individual Sybase database instance for monitoring with
DPA.

You can also use mass registration to registrations to register multiple database instances, or you
can register database instances using scripts that call the DPA API.

Identify the privileged user

When you register a database instance, you must provide the credentials of a privileged user. During
registration, the privileged user either creates the monitoring user or grants the required privileges

to an existing user that you designate as the monitoring user. DPA does not store the credentials of
the privileged user.

For Sybase database instances, the privileged user requires the following privileges:

SA ROLE

Complete the registration wizard

—

. On the DPA homepage, click Register DB Instance for Monitoring.
2. Under Self-Managed, click SAP Sybase ASE.

3. Click Next.
4

. Complete the wizard panels as described in the following table.
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Panel Instructions

Enter Monitored Enter the server name or IP address and port of the Sybase server.

Database Instance ) - )
: ) DPA monitors all databases within the instance. If more than one
Connection Information . i . )
instance exists on the server, you must register each instance separately

in DPA.
Enter SA_ROLE credentials for DPA to register the database instance.

The Sybase Monitor Server does not need to be configured for DPA to
monitor the database.

Enter the Monitoring Create or specify the account that DPA will use to gather information. To
User ensure that the account has the required permissions, SolarWinds
recommends creating a new account.

To create a new account:
1. Next to Create Monitoring User, click Yes.

2. Select the Authentication method, and enter the user name and
password.

To specify an existing account:
1. Next to Create Monitoring User, click No.
2. Enter the user name and password.

DPA requires the monitoring user to have SA_ROLE and MON_ROLE
privileges for data collection.

DPA ignores data on the monitored database instance from the
monitoring user. Make sure the monitoring user will not cause load on the
monitored instance.

Oracle Repository If your repository database is not Oracle, the wizard skips this step.

Tablespace Choose the tablespace in the repository database to store DPA

performance data for this monitored instance.

By default, the performance data is stored in the default tablespace of
the repository user. However, data for monitored instances can be stored
in separate tablespaces.

page 42



<
solarwinds 7

Panel Instructions

Select the Alert Groups  If you have no Alert Groups set up, or if this new database instance does
not match the database type of the Alert Group, the wizard skips this
step.

Alert Groups simplify alert configuration and help make alerting more
consistent across the monitored database instances.

Select the Alert Groups you want the new database instance to join.
Summary Review the information and click Register Database Instance.

Database Instance Click Finish to return to the DPA homepage.
Registration Complete

If you register a database instance within the 14-day trial period, DPA begins monitoring the instance
immediately. After the trial period, you must activate a license to monitor the database instance.

Register a Db2 database instance

Complete the following tasks to register an individual Db2 database instance for monitoring with
DPA.

You can also use mass registration to registrations to register multiple database instances, or you
can register database instances using scripts that call the DPA API.

Identify the privileged user

When you register a database instance, you must provide the credentials of a privileged user. During
registration, the privileged user either creates the monitoring user or grants the required privileges

to an existing user that you designate as the monitoring user. DPA does not store the credentials of
the privileged user.

For Db2 database instances, the privileged user requires the following privileges:

SYSADM

Complete the registration wizard

1. On the DPA homepage, click Register DB Instance for Monitoring.
2. Under Self-Managed, click DB2 UDB.
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3. Click Next.

4. Complete the wizard panels as described in the following table.

Panel Instructions

Db2 Configuration DPA requires the Db2 instance-wide parameter {DFT MON STMT} to be turned

Settings

Enter Monitored
Database
Instance
Connection
Information
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on to collect monitoring data. Follow the on-screen instructions to check and
set the parameter.

If {DFT MON STMT} is set to OFF, you can use DPA to register the database
instance. Later, you can set it to oN and restart the database instance during
an approved maintenance window. In the meantime, the database shows a
status of Idle.

Enter the host name or IP address and port of the Db2 server.

Enter the Db2 database for DPA to monitor in the Database field. DPA collects
information from all Db2 instances in a cluster configuration for the specified
database.

If the connection information changes for the Db2 server, all databases on that
instance must be updated separately through the Update Database Instance
Connection Wizard.

DPA can monitor all databases in the specified instance, or an individual
database.

« DPA 9.0 and later monitors all Db2 databases in the specified instance.

« Do you want to monitor a single database in an earlier version of DPA?
See Switch to Db2 instance-wide monitoring.

« To monitor a single database, each database must be registered
separately through this wizard, even if multiple databases are contained
on a single Db2 server instance.

« Forinstance-wide monitoring, one database must be registered for the
DPA connection.

Enter SYSADM credentials for DPA to monitor the database instance.

Do you want more information on the Db2 permissions needed by DPA for the
monitoring user? See Required Db2 permissions needed by DPA for monitoring.
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Panel Instructions

Enter the
Monitoring User

Oracle Repository
Tablespace

Select the Alert
Groups

Summary

Database
Instance
Registration
Complete
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Create or specify the account that DPA will use to gather information. To
ensure that the account has the required permissions, SolarWinds recommends
creating a new account.

To create a new account:
1. Next to Create Monitoring User, click Yes.

2. Select the Authentication method, and enter the user name and
password.

To specify an existing account:
1. Next to Create Monitoring User, click No.
2. Enter the user name and password.

DPA requires the monitoring user to have SA_ROLE and MON_ROLE privileges
for data collection.

DPA ignores data on the monitored database instance from the monitoring
user. Make sure the monitoring user will not cause load on the monitored
instance.

If your repository database is not Oracle, the wizard skips this step.

Choose the tablespace in the repository database to store DPA performance
data for this monitored instance.

By default, the performance data is stored in the default tablespace of the
repository user. However, data for monitored instances can be stored in
separate tablespaces.

If you have no Alert Groups set up, or if this new database instance does not
match the database type of the Alert Group, the wizard skips this step.

Alert Groups simplify alert configuration and help make alerting more
consistent across the monitored database instances.

Select the Alert Groups you want the new database instance to join.
Review the information and click Register Database Instance.

Click Finish to return to the DPA homepage.
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If you register a database instance within the 14-day trial period, DPA begins monitoring the instance
immediately. After the trial period, you must activate a license to monitor the database instance.

Register a MySQL, Percona, or Maria database

Complete the following steps to register an individual MySQL, Percona, or Maria database instance
for monitoring with DPA.

To optimize DPA's reporting capabilities for a MySQL, Percona, or Maria database instance, see the
requirements for monitoring MySQL database instances.

You can also use mass registration to registrations to register multiple database instances, or you
can register database instances using scripts that call the DPA API.

Identify the privileged user

When you register a database instance, you must provide the credentials of a privileged user. During
registration, the privileged user either creates the monitoring user or grants the required privileges

to an existing user that you designate as the monitoring user. DPA does not store the credentials of
the privileged user.

For self-managed MySQL, Percona, or Maria database instances:
« The privileged user requires the following permision:
CREATE USER
« The privileged user must be able to grant the following permissions:

PROCESS on *.*
SELECT & UPDATE on performance schema.*

« To enable the retrieval of query execution plans, the privileged user must also be able to grant
the following permissions:

SELECT, INSERT, UPDATE, DELETE on *.*
SYSADM

Complete the registration wizard

—

. On the DPA homepage, click Register DB Instance for Monitoring.
2. Under Self-Managed, click MySQL.

3. Click Next.
4

. Complete the wizard panels as described in the following table.
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Panel Instructions

Enter Monitored Enter the host name or IP address and port of the server.

Database . . . .
DPA monitors all databases within the instance. If more than one instance
Instance . . . .
: exists on the server, you must register each instance separately in DPA.
Connection
Information DPA ignores data generated by the monitoring user on the monitored database

instance. For this reason, do not specify a user that causes load on the
monitored instance. SolarWinds recommends creating a separate account for
the monitoring user.

To create a new account:
1. Click Provide a privileged user.

2. Enter the credentials of an existing user with privileges to create the
monitoring user and to grant the required permissions.

The credentials for the privileged user are not used or stored after the
registration.

The privileged user requires the CREATE USER permission and must be
able to grant the following permissions:

PROCESS on *.*
SELECT & UPDATE on performance schema.*

To enable the retrieval of query execution plans, this privileged user must
be able to grant the following permissions:

SELECT, INSERT, UPDATE, DELETE on *.*

3. Enter credentials for the monitoring user. You can create a new user or use
an existing one.

To specify an existing account:
1. Click Provide the monitoring user.
2. Enter credentials. DPA encrypts the password.

Alternatively, you can use the script that DPA provides to create a monitoring
user.

1. Click Monitoring User Creation Script, and follow the on-screen
instructions.

2. Copy the edited script to the MySQL console, and run it.

3. Provide this user as your monitoring user.
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Panel Instructions

Oracle
Repository
Tablespace

Select the Alert
Groups
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If your repository database is not Oracle, the wizard skips this step.

Choose the tablespace in the repository database to store DPA performance
data for this monitored instance.

By default, the performance data is stored in the default tablespace of the
repository user. However, data for monitored instances can be stored in separate
tablespaces.

If you have no Alert Groups set up, or if this new database instance does not
match the database type of the Alert Group, the wizard skips this step.

Alert Groups simplify alert configuration and help make alerting more consistent
across the monitored database instances.

Select the Alert Groups you want the new database instance to join.
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Panel Instructions

Select a Typical or Custom configuration. SolarWinds recommends the Typical
Configuration for configuration.

MySQL

Monitoring
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« The DPA Recommended option is used for Performance Schema setup.

e« EXPLAIN can berun on SELECT statements.

Select Custom to change the Performance Schema setup and to allow EXPLAIN

to be run on different statements.

Performance Schema setup

Specify what data the Performance Schema collects and maintains. This table
shows which consumers and instruments each option enables.

© The MySQL Performance Schema must be enabled. If you select Leave As
Is, verify that Global Instrumentation and Thread Instrumentation are
enabled in the existing Performance Schema configuration.

Server
Default

Option

Consumer Global 4
Instrumentation

Consumer Thread v
Instrumentation

Consumer Statement ¢/
Digest

Consumer Statement ¢
(Current)

Consumer Wait
(Current)

Instrument Wait
(Lock/?*)

Instrument Wait (1/0
table) (1/0/file)

Instrument Wait
(1/0/socket)

DPA
Recommended

v

v

Detailed I;:a::e
v NC
v NC
v NC
v NC
v NC
v NC
v NC
v NC



. S
ADMINISTRATOR GUIDE: DATABASE PERFORMANCE ANALYZER solarwinds 7

Panel Instructions

: Server DPA : Leave

Option Default Recommended petailed asls
Instrument Wait v NC
(Synch/*)

MySQL v = Enabled.

Configuration for .

Monitori NC = No change. DPA does not change the existing Performance Schema

onitoring

(continued) configuration.

* Values that are outside of the MYSQL_PERFORMANCE_SCHEMA
configuration scope of DPA are not changed. For example, an instrument named
stage exists in the MySQL Performance Schema. If you enable or disable that
instrument, DPA will not change it.

Allow EXPLAIN to be run on

This section is displayed if you specified a privileged user to create the DPA
monitoring user.

Select what type of statements you want DPA to collect execution plans for.
The monitoring user can run EXPLAIN on the selected statement types.

Summary Review the information and click Register Database Instance.
Database Click Finish to return to the DPA homepage.

Instance

Registration

Complete

If you register a database instance within the 14-day trial period, DPA begins monitoring the instance
immediately. After the trial period, you must activate a license to monitor the database instance.

Register a PostgreSQL database instance and prepare for
monitoring

Complete the following tasks to register a PostgreSQL database instance for monitoring with DPA.

(i) You can also use mass registration to registrations to register multiple database instances, or
you can register database instances using scripts that call the DPA API.
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Registering a PostgreSQL database instance is slightly different than registering other types of
monitored database instances:

« You cannot use the wizard to create the DPA monitoring user. Create the monitoring user
manually, as described below.

. If the DPA repository is an Oracle database, DPA stores performance data for monitored
PostgreSQL database instances in the default tablespace of the repository user. You cannot
change the default tablespace in the Register Instance Wizard. If you need to change the
default tablespace, register the instance using mass registration.

« You must configure each PostgreSQL database instance, as described below.

Task 1: Create the DPA monitoring user

Use these instructions to manually create the user that DPA uses to monitor a PostgreSQL database
instance. The user will have the necessary rights and privileges.

DPA ignores data on the monitored database instance from the monitoring user. Make sure the
monitoring user will not cause load on the monitored instance.

1. Run the following SQL statement on the PostgreSQL database instance to create the DPA
monitoring user:

CREATE USER dpa user WITH ENCRYPTED PASSWORD 'password';
where dpa user is the user name and password is the password.

2. Grant privileges to the user.

(i) There are dedicated pg_read all stats andpg read all settings rolesin
PostgreSQL 10 and later. For earlier versions, the SUPERUSER privilege is required.

« For PostgreSQL 10.x and later:

GRANT pg read all stats, pg read all settings, pg signal backend TO
dpa user;

« For PostgreSQL 9.6.x in on-premises deployments:
ALTER USER dpa user WITH SUPERUSER;

« For PostgreSQL 9.6.x in Amazon RDS and Amazon Aurora deployments:

GRANT rds superuser TO dpa user;

« For PostgreSQL 9.6.x in Azure deployments:

GRANT azure pg admin TO dpa user;
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3. If you are monitoring EDB Postgres version 10, you must give the DPA monitoring user access
tothepg stat statements view.

(i) For EDB Postgres version 10, granting the the pg_read all stats role does not give the
DPA monitoring user access to the view pg stat statements.

To grant access, create a dedicated DPA schema and make a synonym of pg stat
statements init:

CREATE SCHEMA dpa schema;

CREATE VIEW dpa schema.pg stat statements AS SELECT * FROM enterprisedb.pg
stat statements;

GRANT USAGE ON SCHEMA dpa schema TO dpa user

GRANT SELECT ON dpa schema.pg stat statements TO dpa user;

Task 2: Configure PostgreSQL database instances for DPA monitoring

Determine which monitoring mode to use

DPA offers two modes of monitoring PostgreSQL database instances. The monitoring mode you
choose determines what configuration steps are required.

« Limited monitoring queries only the pg stat activityview.Thepg stat activity viewis
a system view containing information about database server processes activity. Limited
monitoring:

o |s sufficient for getting wait time information for queries.
o Returns incomplete SQL texts, and query execution statistics might be missing.

« Complete monitoring queries both the pg stat activityandpg stat statements Views.
Thepg stat statements view contains execution statistics for all SQL statements executed
by a server. Complete monitoring:

o Provides complete SQL texts and query execution statistics.

o Requires additional pg stat statements extension configuration (described in the
following section).

(i) PostgreSQL is delivered as a set of mandatory and optional packages. The pg stat
statements extension provides a means for tracking SQL statement execution statistics
and is required for complete monitoring. This extension is included by default in
PostgreSQL distributions for Linux and Windows OS. Installation of other extensions is
platform-dependent. See https://www.postgresql.org/download/ for more information.
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Configure each database instance

Complete the following steps to configure each PostgreSQL database instance that you want to

monitor.

1. Enable remote access to the PostgreSQL instance.

(i) Remote access is enabled by default for EDB Standard and EDB Enterprise editions. For

e.

those versions, you can skip step 1b below.

Adjust firewall rules to allow an incoming connection from DPA to the monitored
instance. Ensure that the port the PostgreSQL instances is listening on is open (port 5432
by default).

(For editions other than EDB Standard and EDB Enterprise) To configure PostgreSQL
accessibility, edit the postgresgl.conf configuration file and change the 1isten
address property value to:

listen address = '*'

(i) Alternatively, you can append the IP address of the DPA server to a comma-
separated list of addresses.

To configure authentication methods for the DPA user, edit the pg_hba.conf
configuration file and add the following host record:

host all dpa user all mdb5

where dpa user is the DPA monitoring user name created previously.

If the pg hba.conf configuration file restricts access to the monitored instance to a
range of IP addresses, ensure that the DPA server is included in the IP address range.

Restart the PostgreSQL server.

2. If you want to perform complete monitoring, enable and configure the pg stat statements
extension for Text Poll and Stats Poll functionality:

a.
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Run the following command to determine if the extension is installed:

SELECT * FROM pg available extensions WHERE name = 'pg stat
statements';

If there is no installed version or you receive the errorpg stat statements does not
exist, you must load the extension (as described in the following step). The extension is
loaded by adding pg stat statements entryto shared preload libraries because
it requires additional shared memory.
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b. Toload thepg stat statements extension (if needed) and configure it, perform one of
the following tasks:

« For on-premises deployments, edit the postgresql.conf file and add or modify the
following entries:

shared preload libraries = 'pg stat statements'
track activity query size = 2048
pg stat statements.track = top

(i) Optionally, you can enter pg_stat statements.track = all instead of
Pg stat statements.track = top.

« For Amazon RDS deployments, use the AWS Console to modify your existing
custom DB Parameter Group or create a new DB Parameter Group. Then enter the
following parameter values:

Parameter name Value

pg_stat_statements.track ALL
shared_preload_libraries  pg_stat_statements

track_activity_query_size 2048

« For Azure deployments, modify your Server parameters to include the parameter
values listed in the previous table.

c. Restart the PostgreSQL server.

3. Createthepg stat statements extension in the database. The extension is database-bound
and must be created for each database.

(i) Thepg stat statements extension must be created in the database used to connect
to DPA.

To create the extension:

a. Connect to the PostgreSQL database instance with the DPA user account or superuser
(for EDB Enterprise edition).

b. Execute following command:

CREATE EXTENSION pg stat statements;
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Task 3: Run the Register Instance Wizard

1. In the upper-left corner of the DPA homepage, click Register DB Instance for Monitoring.
2. Under Self-Managed, Amazon, or Azure, click PostgreSQL.
3. Click Next.
4. Complete the Connection Information panel:
a. Enter the server name or IP address of the database instance and the port number.

b. Under SSL mode, specify the type of secure socket layer (SSL) connections established
between the instance and the DPA server:

« Disable: SSL connections are not used.
« Require: SSL is enabled, but no certificate checks are performed.

« Verify-CA: SSL is enabled. The client verifies that the server is trustworthy by
checking the certificate chain up to a trusted certificate authority (CA).

If you select this option and DPA cannot access a trusted certificate, you are
prompted to import a certificate into the DPA trust store. Click the arrow on the right
to view certificate details.

Certificate Import )

The PestgreSQL server certificate is not trusted by DPA. To continue, you must import one of the following certificates into the DPA trust store

Select certificate

(O EMAILADDRESS=info@thebrain.ca, CN=thebrain.ca, O=TheBrain.ca, L=Comox, ST=British Columbi... ¥

er:  EMAILADDRESS=infothetrain.ca, CHetheorainca, 0T Valldio: 11 Jan 2030

sanes m

« Verify-Full: SSL is enabled. The client verifies the certificate chain and also verifies
that the server hostname matches its certificate's Subject Alternative Name or
Common Name (CN).

If you select this option and DPA cannot access a trusted certificate, you are
prompted to import a certificate into the DPA trust store. Click the arrow on the right
to view certificate details.

c. Select the authentication method used when the DPA monitoring user connects to this
database instance.

d. Enter the user name and password for the monitoring user account that you created
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previously.
e. Click Next.
5. Complete the Instance Options panel:
a. Enter the name that DPA will display to identify this database instance.
The Display name field defaults to the name retrieved from the database instance.

b. (Optional) If you have existing database instance groups, you can assign this database
instance to one of the groups.

(i) If you do not have database instance groups, the Instance group field is not shown.

c. (Optional) If you have existing alert groups, you can assign this database instance to one
or more groups.

(i) If you do not have alert groups, the Alert group field is not shown.

d. Click Next.
6. Review the Summary panel:
a. Review the information. If necessary, click Back to make any corrections.

b. When all information is correct, click Register.

Register an Amazon RDS for Oracle database

Complete the following steps to register an individual Amazon RDS for Oracle database instance for
monitoring with DPA.

You can also use mass registration to registrations to register multiple database instances, or you
can register database instances using scripts that call the DPA API.

1. On the DPA homepage, click Register DB Instance for Monitoring.
2. Under Amazon RDS, click Amazon RDS for Oracle.
3. Click Next.
4. Complete the wizard panels as described in the following table.
(i) If registration fails because your DPA server cannot connect to the instance's server, see

DPA database reqgistration failure when attempting to register a database on an external
network.
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Panel Instructions

Enter Amazon Relational Database Service (RDS) for Oracle database instances have
Monitored three connection options:

Database « Direct Connect

Instance .

Connection « Transparent Network Substrate (TNS) Connect Descriptor

Information « Lightweight Directory Access Protocol (LDAP) or TNS Name

Direct Connect

Enter the Service Name or System Identifier (SID), host name or IP address, and
port. The default port is 1521.

TNS Connect Descriptor

The Connect Descriptor value contains everything after NaME= in the
tnsnames.ora file. The beginning (DESCRIPTION= is necessary. For example:

(DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL = TCP) (HOST =
demo.confio.com) (PORT = 1521))) (CONNECT DATA = (SERVICE NAME =
demo) ) )

LDAP or TNS Name

To use this option, Oracle Name Resolution must be configured. For instructions,
see Connect to Oracle using name resolution.

After you configure Oracle Name Resolution, you can use the LDAP/TNS Name
when registering additional monitored database instances.

RAC instances

For an Oracle RAC (Real Application Cluster), register every physical instance in the
cluster. Do not register the virtual IP that distributes load across the
RAC instances.

(i) If you choose to register the virtual IP load balancing listener, or to monitor
only a subset of instances in the cluster, DPA will not have complete and
consistent data. This will affect DPA's tuning and resource analysis.

For more information, see DPA registration and licensing options for clustered
environments.

DBA user

Enter DBA credentials for DPA to register the database instance.
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Panel Instructions

Enter the
Monitoring
User

Oracle
Monitoring
Information

Oracle
Repository
Tablespace

Select the Alert
Groups

page 58

Create or specify the account that DPA will use to gather information. To ensure
that the account has the required permissions, SolarWinds recommends creating a
new account.

To create a new account:
1. Next to Create Monitoring User, click Yes.
2. Enter the user name and password.

3. Select a Tablespace and Temp Tablespace on the monitored database. This
is primarily used for gathering Explain Plan data for monitored queries.

To specify an existing account:
1. Next to Create Monitoring User, click No.
2. Enter the user name and password.
If you create the user manually, DPA uses the default Tablespaces for that user.

If the monitored instance contains the Oracle E-Business Suite, DPA can collect
additional information about the suite.

DPA can capture Oracle E-Business data to identify the screens, modules, and
users generating the database requests. This gives you increased visibility into the
causes of performance problems in the Oracle E-Business Suite, Oracle Enterprise
Resource Planning (ERP), and Oracle Applications environments.

(i) The SYS password option is not available for Amazon RDS instances.

If your repository database is not Oracle, the wizard skips this step.

Choose the tablespace in the repository database to store DPA performance data
for this monitored instance.

By default, the performance data is stored in the default tablespace of the
repository user. However, data for monitored instances can be stored in separate
tablespaces.

If you have no Alert Groups set up, or if this new database instance does not
match the database type of the Alert Group, the wizard skips this step.

Alert Groups simplify alert configuration and help make alerting more consistent
across the monitored database instances.

Select the Alert Groups you want the new database instance to join.
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Panel Instructions

Summary Review the information and click Register Database Instance.
Database Click Finish to return to the DPA homepage.

Instance

Registration

Complete

If you register a database instance within the 14-day trial period, DPA begins monitoring the instance
immediately. After the trial period, you must activate a license to monitor the database instance.

Register an Amazon RDS for SQL Server database

Complete the following steps to register an individual Amazon RDS for SQL Server database instance
for monitoring with DPA.

You can also use mass registration to registrations to register multiple database instances, or you
can register database instances using scripts that call the DPA API.

1. Onthe DPA homepage, click Register DB Instance for Monitoring.
2. Under Amazon RDS, click Amazon RDS for SQL Server.

3. Click Next.
4

. Complete the wizard panels as described in the following sections.

(i) If registration fails because your DPA server cannot connect to the instance’s server, see
DPA database reqgistration failure when attempting to register a database on an external
network.

Connection Information

Enter the server name or IP address and port.

DPA monitors all databases within the instance. If more than one instance exists on the server, you
must register each instance separately in DPA.

SSL is requested by default. If the server does not support SSL, a plain connection is used.

Enter an Amazon RDS Master User for DPA to register the database instance. If you do not want to
enter the Master User that created the database instance, use the SQL statement below to create a
new Master User. Replace dpa with the new user name.
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CREATE LOGIN

[dpa] WITH PASSWORD=N'Passwordl';

ALTER SERVER ROLE [processadmin] ADD MEMBER [dpa];

GRANT ALTER ANY LOGIN TO dpa;
GRANT VIEW SERVER STATE TO dpa WITH GRANT OPTION
GRANT VIEW ANY DEFINITION TO dpa WITH GRANT OPTION;
GRANT VIEW ANY DATABASE TO dpa WITH GRANT OPTION

Panel Instructions

Enter the
Monitoring User
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Create or specify the account that DPA will use to gather information. To

ensure that the account has the required permissions, SolarWinds recommends
creating a new account.

To create a new account:

1.
2.

2.
3.

Click Yes.

Select SQL Server as the authentication method. (DPA cannot create a
new Windows account.)

Enter a user name and password for the new account, or accept the
default values.

To specify an existing account:

1.

Click No.
Select either authentication method.
Enter the user name and password of an existing account.

For Windows authentication, enter <DOMAIN>\<username> in the
Monitoring User field.

You can also authenticate using a Windows Computer Account.

For SQL Server authentication, only the user name is required. Do not
specify a domain.
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Panel Instructions

Oracle Repository If your repository database is not Oracle, the wizard skips this step.

Tablespace Choose the tablespace in the repository database to store DPA performance

data for this monitored instance.

By default, the performance data is stored in the default tablespace of the
repository user. However, data for monitored instances can be stored in
separate tablespaces.

Select the Alert If you have no Alert Groups set up, or if this new database instance does not
Groups match the database type of the Alert Group, the wizard skips this step.

Alert Groups simplify alert configuration and help make alerting more
consistent across the monitored database instances.

Select the Alert Groups you want the new database instance to join.

Summary Review the information and click Register Database Instance.
Database Click Finish to return to the DPA homepage.

Instance

Registration

Complete

If you register a database instance within the 14-day trial period, DPA begins monitoring the instance
immediately. After the trial period, you must activate a license to monitor the database instance.

Register an Amazon RDS for MySQL or Aurora database
instance

Complete one of the following tasks to register an individual Amazon RDS for MySQL or Amazon
Aurora database instance for monitoring with DPA.

You can also use mass registration to registrations to register multiple database instances, or you
can register database instances using scripts that call the DPA API.

Register a read-only Amazon RDS for MySQL database instance
To register a read-only Amazon RDS for MySQL database instance, complete the following steps:

1. Register the corresponding read/write instance in DPA using the registration wizard.

2. Copy the user and permissions to the read-only instance.
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3. Open the following file in a text editor:
<DPA_Home>\iwc\tomcat\ignite config\idc\system.properties

4. Add the following setting to the system.properties file and save it:
com.confio.idc.wizard.allowDuplicateDatabaseRegistration=true

5. Usethe registration wizard to register the instance:

« Forthe monitoring user, choose Provide monitoring user. Then enter the credentials for the
same user specified for the read/write instance.

« On the Configuration for Monitoring panel, choose Leave As Is.

Run the registration wizard
To register an Amazon RDS for MySQL or Aurora database for DPA to monitor:
1. On the DPA homepage, click Register DB Instance for Monitoring.
2. Under Amazon RDS, click Amazon RDS for MySQL.
3. Click Next.
4

. Complete the remaining wizard panels as described in the following table.

(i) If registration fails because your DPA server cannot connect to the instance’s server, see
DPA database registration failure when attempting to reqgister a database on an external
network.
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Panel Instructions

Enter Monitored Enter the host name or IP address and port of the server.

Database . . . .
DPA monitors all databases within the instance. If more than one instance
Instance . . . .
: exists on the server, you must register each instance separately in DPA.
Connection
Information DPA ignores data generated by the monitoring user on the monitored database

instance. For this reason, do not specify a user that causes load on the
monitored instance. SolarWinds recommends creating a separate account for
the monitoring user.

To create a new account:
1. Click Provide a privileged user.

2. Enter the credentials of an existing user with privileges to create the
monitoring user and to grant the required permissions.

The credentials for the privileged user are not used or stored after the
registration.

The privileged user requires the CREATE USER permission and must be
able to grant the following permissions:

PROCESS on *.*
SELECT & UPDATE on performance schema.*

To enable the retrieval of query execution plans, this privileged user must
be able to grant the following permissions:

SELECT, INSERT, UPDATE, DELETE on *.*

3. Enter credentials for the monitoring user. You can create a new user or use
an existing one.

To specify an existing account:
1. Click Provide the monitoring user.
2. Enter credentials. DPA encrypts the password.

Alternatively, you can use the script that DPA provides to create a monitoring
user.

1. Click Monitoring User Creation Script, and follow the on-screen
instructions.

2. Copy the edited script to the MySQL console, and run it.

3. Provide this user as your monitoring user.
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Panel Instructions

Oracle
Repository
Tablespace

Select the Alert
Groups
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If your repository database is not Oracle, the wizard skips this step.

Choose the tablespace in the repository database to store DPA performance
data for this monitored instance.

By default, the performance data is stored in the default tablespace of the
repository user. However, data for monitored instances can be stored in separate
tablespaces.

If you have no Alert Groups set up, or if this new database instance does not
match the database type of the Alert Group, the wizard skips this step.

Alert Groups simplify alert configuration and help make alerting more consistent
across the monitored database instances.

Select the Alert Groups you want the new database instance to join.
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Panel Instructions

Select a Typical or Custom configuration. SolarWinds recommends the Typical

MySQL
Configuration for
Monitoring
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configuration.

The DPA Recommended option is used for Performance Schema setup. Select

Custom to change the Performance Schema setup.

Performance Schema setup

Specify what data the Performance Schema collects and maintains. This table
shows which consumers and instruments each option enables.

© The MySQL Performance Schema must be enabled. If you select Leave As
Is, verify that Global Instrumentation and Thread Instrumentation are
enabled in the existing Performance Schema configuration.

Server
Default

Option

Consumer Global v
Instrumentation

Consumer Thread v
Instrumentation

Consumer Statement ¢/
Digest

Consumer Statement ¢
(Current)

Consumer Wait
(Current)

Instrument Wait
(Lock/?*)

Instrument Wait (1/0
table) (1/0/file)

Instrument Wait
(1/0/socket)

Instrument Wait
(Synch/*)

DPA
Recommended

v

v

Detailed :;:1‘:
v NC
v NC
v NC
v NC
v NC
v NC
v NC
v NC
v NC
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Panel Instructions

MySQL v = Enabled.
Configuration for
Monitoring
(continued)

NC = No change. DPA does not change the existing Performance Schema
configuration.

* Values that are outside of the MYSQL_PERFORMANCE_SCHEMA
configuration scope of DPA are not changed. For example, an instrument named
stage exists in the MySQL Performance Schema. If you enable or disable that
instrument, DPA will not change it.

Summary Review the information and click Register Database Instance.
Database Click Finish to return to the DPA homepage.

Instance

Registration

Complete

If you register a database instance within the 14-day trial period, DPA begins monitoring the instance
immediately. After the trial period, you must activate a license to monitor the database instance.

Register an Azure SQL database

Complete the following steps to register an individual Azure SQL database instance for monitoring
with DPA.

(i) To register multiple Azure SQL databases using the Mass Registration feature, follow the
instructions in this KB article. You can also register database instances using scripts that call
the DPA API.

1. Onthe DPA homepage, click Register DB Instance for Monitoring.
Under Azure, click Azure SQL DB.
Click Next.

w0

Complete the wizard panels as described in the following table.
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Panel Instructions

Enter Monitored Enter the server name, port, and database name. You cannot use an IP

Database Instance address in the Server Name field.
Connection ) . .

. Choose a method for creating or configuring the monitoring user.
Information

To create a new account:

1. Click Let DPA create a new contained user or configure an existing
contained user for me.

2. Enter the credentials of an existing user with privileges to create the
monitoring user and to grant the required permissions.

The privileged user must be a member of the db_owner role.

The credentials for the privileged user are not used or stored after
the registration.

To specify an existing account:
1. Click I'll create the database user.
2. Enter credentials. DPA encrypts the password.

Alternatively, you can use the script that DPA provides to create a
monitoring user.

1. Click Monitoring User Creation Script, and follow the on-screen
instructions.

2. Copy and run the edited script on your Azure SQL database.

3. Provide this user as your monitoring user.
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Panel Instructions

Enter the Monitoring
User

Oracle Repository
Tablespace

Select the Alert Groups

Summary
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DPA gathers information through this user from the monitored database.
You can create a monitoring user through DPA or use an existing user,
such as for read-only replica databases.

© To register a read-only geo-replica, you must create a monitoring
account through the primary server first.

SolarWinds recommends creating a new account because DPA requires
special permissions that existing users may not have.

To create a new account:
1. Click Let DPA create a new contained user.
2. Enter credentials.

To specify an existing account:

1. Run the following SQL statement on the Azure SQL database:

CREATE USER [<USERNAME>] WITH PASSWORD=N'<PASSWORD>';
ALTER ROLE db owner ADD member <USERNAME>;

2. Click Let DPA configure an existing contained user.
3. Enter credentials.
If your repository database is not Oracle, the wizard skips this step.

Choose the tablespace in the repository database to store DPA
performance data for this monitored instance.

By default, the performance data is stored in the default tablespace of the
repository user. However, data for monitored instances can be stored in
separate tablespaces.

If you have no Alert Groups set up, or if this new database instance does
not match the database type of the Alert Group, the wizard skips this
step.

Alert Groups simplify alert configuration and help make alerting more
consistent across the monitored database instances.

Select the Alert Groups you want the new database instance to join.

Review the information and click Register Database Instance.
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Panel Instructions

Database Instance Click Finish to return to the DPA homepage.
Registration Complete

Enable deadlocks for read-only geo-replicas

To enable the deadlock feature for read-only geo-replica Azure SQL databases, you must create and

enable an Extended Event Session (EES).

If you registered the primary server first, an EES is already created and synced. Skip to step 2.

Otherwise, connect to the primary server first to create an EES.

1. Run the following SQL statement:

CREATE EVENT SESSION [dpa deadlock capture] ON DATABASE

ADD EVENT sglserver.xml deadlock report

ADD TARGET packageO.ring buffer (SET max events limit=(1000),
max_memory=(256))

WITH (MAX MEMORY = 256KB,

EVENT RETENTION MODE = ALLOW_SINGLE EVENT LOSS,

MAX DISPATCH LATENCY = 30 SECONDS,

MAX EVENT SIZE = OKB,

MEMORY PARTITION MODE = NONE,

TRACK CAUSALITY = OFF,

STARTUP STATE = ON) ;

-— ALTER EVENT SESSION [dpa deadlock capture] ON DATABASE STATE

= START;

2. Connect to the read-only replica database.
3. Click Extended Events > Sessions.

4. Enable the dpa_deadlock_capture session.

If you register a database instance within the 14-day trial period, DPA begins monitoring the instance
immediately. After the trial period, you must activate a license to monitor the database instance.

Register an Azure SQL Managed Instance

Complete the following tasks to register a single Azure SQL Managed Instance (ASMI) for DPA to

monitor.
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You can also use mass registration to registrations to register multiple database instances, or you
can register database instances using scripts that call the DPA API.

Registering an ASMI is slightly different than registering other types of monitored database
instances:

« You cannot use the wizard to create the DPA monitoring user. Create the monitoring user
manually, as described below.

« If the DPA repository is an Oracle database, DPA stores performance data for monitored ASMIs
in the default tablespace of the repository user. You cannot change the default tablespace in
the Register Instance Wizard. If you need to change the default tablespace, register the
instance using mass registration.

Create the monitoring user

In the ASMI, create a user account to serve as the DPA monitoring user. DPA uses this account to
register and monitor the instance.

This account must have the SYSADMIN role. For instructions, see Create the DPA monitoring user for

SQL Server and Azure SQL Managed Instance.

DPA ignores data on the monitored database instance from the monitoring user. Make sure the
monitoring user will not cause load on the monitored instance.
Start the Register Instance Wizard

1. On the DPA homepage, click Register DB Instance for Monitoring.
2. Under Azure, click Azure SQL Managed Instance.

3. Click Next.
4

. Complete the wizard panels as described in the following sections.

Connection Information panel

1. Enter the server name or IP address of the ASMI and the port number.

. Select the type of authentication you want to use for the monitoring user account.

2
3. Enter the user name and password for the monitoring user account that you created previously.
4

. Click Next.
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Instance Options panel
1. Enter the name that DPA will display to identify this database instance.

The Display name field defaults to the ASMI name retrieved from the instance.

2. (Optional) If you have existing database instance groups, you can assign the ASMI to one of
the groups.

(i) If you do not have database instance groups, the Instance group field is not shown.
3. (Optional) If you have existing alert groups, you can assign the ASMI to one or more groups.
(i) If you do not have alert groups, the Alert group field is not shown.

4. Click Next.

Summary panel

1. Review the information. If necessary, click Back to make any corrections.

2. When all information is correct, click Register.

Unregister a monitored database instance

If you want to remove one of your monitored database instances from DPA, you must unregister it.

! If you unregister a monitored database instance, DPA stops monitoring the instance and
removes all historical performance data from the repository.

1. Onthe DPA menu, click Options.
Under Monitor Setup > Database Instances, click Unregister DB Instance.

Select a database instance, and click Next.

el

Determine which DPA objects (if any) to remove from the database instance:

« If the database instance is not currently running or cannot be reached, do not select any
objects. Click Next.

(i) If you select objects and DPA cannot access the instance to remove them, DPA
cannot unregister the instance.

« If the database instance is running and can be reached, select the DPA objects to remove
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and then click Next.
Depending on the database type, you can remove one or both of the following objects:

o Monitoring User: You can remove the monitoring user if no other applications,
including other installations of DPA, are using this user.

o DPA Database Objects: This refers to tables that are created in the schema of the
monitoring user. If you remove the monitoring user, these objects are removed since
they are owned by the monitoring user. You can remove these objects if no other
installations of DPA are monitoring this instance.

(i) You cannot remove objects on certain database types, such as read-only replicas.

5. Confirm the unregistration information, and click Unregister Database Instance. This may take
several minutes.

6. Click Finish to complete the unregistration.
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Database instance groups

See the following topics for information about creating and monitoring groups in DPA:

« About monitoring SQL Server Availability Groups with DPA describes the information that DPA
provides about SQL Server AGs.

« About monitoring Oracle multitenent databases (CDBs) describes the information that DPA
provides about Oracle CDBs.

« Manually group database instances in DPA describes how to create and modify custom groups.

« View information about a group of database instances explains how to view information about
all instances in a group.

About monitoring SQL Server Availability Groups with DPA

DPA provides status information, annotations, and alerts for your SQL Server Availability Groups
(AGs).
(i)« Forinformation about options for registering SQL Server AGs, see Registration and
licensing options for clustered environments.
o DPA does not support monitoring distributed AGs. DPA can monitor the SQL Server
instances that participate in a distributed AG, but the AG monitoring features are not
enabled for distributed AGs.

Automatic naming

When you register an AG listener, DPA automatically names the instance using the following format:

<PrimaryReplicaName> via <ListenerName>

When a failover occurs, the name is automatically updated to reflect the new primary replica.

(i) If you manually change the display name of an AG that is registered via the listener, by default
DPA overwrites the name each time the monitor starts. To change the default behavior and
manually specify the name, change the advanced option AG_INSTANCE_NAME_UPDATE_
ENABLED.
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AG information in DPA

On the DPA homepage, the AG Status Summary box in the Status Summary area shows the number
of database instances with partially healthy or not healthy AGs. As with other status boxes, click the
filter next to a status to display only instances associated with the selected status.

AG :

The AG status icon [E5# identifies database instances that include AGs. The color of the dot
provides status information (described in the following section). Possible statuses are:

« Green for healthy

« Yellow for partially healthy
« Red for not healthy

« Gray for unknown

To view detailed information:
1. From the DPA homepage, click an AG status icon to open the Availability Group Summary view.

This view shows information about each AG in the database instance. DPA shows status
information for primary replicas in the instance. For secondary replicas, the status of the
primary replica is displayed if DPA is also monitoring the primary replica.

2. Click any link to view detailed information about the databases and replicas in the AG.

How DPA determines the AG status

If the instance is monitored directly and acting as a primary replica

If you are monitoring the instance directly (not through a listener), DPA looks at the status of all AGs
that the instance acts as the primary replica for, and displays the worst status.

Example: An instance is acting as the primary replica for four availability groups. Their statuses are:

o AG1: Healthy

o AG2: Healthy

o AG3: Partially Healthy
o AG4: Not Healthy

DPA shows the status as Not Healthy.
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AG1 AG2 AG3 AG4 DPA status
(primary replica) (primary replica) (primary replica) (primary replica)

If the instance is monitored directly and acting as a secondary replica

If an instance is acting as a secondary replica for any AGs, that AG's status is Unknown. If the
instance also acts as a primary replica for one or more AGs, the Unknown status is ignored.

Example: An instance acts as the primary replica for three availability groups. Their statuses are:

o AG1: Healthy
o AG2: Healthy
o AG3: Partially Healthy

The instance also acts as a secondary replica for one AG. Its status is Unknown.

DPA ignores the Unknown status, and shows the status as Partially Healthy.

AGT AG2 AG3 AG4 DPA status
(primary replica) | (primary replica) | (primary replica)  (secondary replica)

_— Partially Healthy ~ Unknown Partially Healthy

If DPA shows the AG status as Unknown, that typically indicates that the instance is acting as a
secondary replica for all AGs.

If the instance is monitored via the listener

If you are monitoring the instance via the listener, by default DPA displays the aggregate status as
described above. However, you can change the advanced option AG_STATUS_ROLLUP_USE_
PRIMARY to determine the status using only the AG associated with the listener.

AG alerts

DPA provides the following AG alerts: SQL Server Availability Group Failover and SQL Server
Availability Group Status Change.

SQL Server Availability Group Failover

This alert is triggered when an AG failover occurs. DPA sends alerts based on how you registered
instances:

« If you registered database instances directly (not through a listener), when a failover occurs
DPA sends an alert for each instance involved in the failover that it is monitoring. For example,
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if an AG fails over from Instancel to Instance2 and DPA is monitoring both instances, you
receive two alerts. If DPA is monitoring only one of the instances, you receive only one alert.

« If you registered the AG through a listener and the AG associated with the listener fails over,
DPA sends one alert, because the listener moves with the AG from Instancel to Instance2.

If multiple AG failovers occur in a short period of time, DPA aggregates them into one alert per
instance.

SQL Server Availability Group Status Change

This alert is triggered when an AG status changes to Partially Healthy or Not Healthy. DPA evaluates
AG statuses every 10 minutes by default. You are alerted if the status changes from Healthy to
Partially Healthy or Not Healthy between the evaluations. If the status changes from Healthy to
another status and then back to Healthy during the same evaluation period, you are not alerted.

Example: In this example, DPA is monitoring an instance that acts as a primary replica for three AGs.
The following table shows how the alerts would behave for each of DPA's alert policies. The intervals
are arranged from most noisy to least noisy.

AG status  Policy: Notify when Policy: Notify when level Policy: Notify
Interval (changein level not visited since  changes and is not nor-  when level is not
red) normal mal normal
1 AG1 Healthy No alert No alert No alert
AG2 Healthy
AG3 Healthy
8 AG1 Healthy No alert No alert No alert
AG2 Healthy
AG3 Healthy
4 AG1 Healthy AG2 Not Healthy AG2 Not Healthy AG2 Not Healthy
AG3 Not Healthy AG3 Not Healthy AG3 Not Healthy
AG2 Not
Healthy
AG3 Not
Healthy
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AG status  Policy: Notify when Policy: Notify when level Policy: Notify
Interval (changein level not visited since  changes and is not nor-  when level is not
red) normal mal normal
6 AG1 Healthy No alert AG2 Partially Healthy AG2 Partially
AG3 Partially Healthy Healthy
AG2 AG3 Partially
Partially Healthy
Healthy
AG3
Partially
Healthy
2 AG1 Healthy AG?2 Partially Healthy AG2 Partially Healthy AG2 Partially
Healthy
AG2
Partially
Healthy
AG3 Healthy
3 AG1 Healthy AG3 Partially Healthy AG3 Partially Healthy AG2 Partially
Healthy
AG2 AG3 Partially Not
Partially Healthy
Healthy
AG3
Partially
Healthy
7 AG1 AG1 Partially Healthy AG1 Partially Healthy AG1 Partially
Partially Healthy
Healthy
AG2 Healthy
AG3 Healthy
5 AG1 AG1 Partially Healthy AG1 Partially Healthy AG1 Partially
Partially Healthy
Healthy AG2 Not Healthy

AG3 Not Healthy
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Automatic annotations when AG failovers occur

Annotations are automatically added to wait time charts when an AG failover occurs. The
annotations allow you to compare changes in performance before and after a failover.

The number of annotations depends on how you registered instances:

« If you registered database instances directly (not through a listener), when a failover occurs
DPA adds an annotation for each instance involved in the failover that it is monitoring. For
example, if an AG fails over from Instancel to Instance2 and DPA is monitoring both instances,
DPA adds two annotations. If DPA is monitoring only one of the instances, DPA adds only one
annotation.

« If you registered the AG through a listener and the AG associated with the listener fails over,
DPA adds one annotation.

(i) If you do not want to add an annotation when an AG failover occurs, change the value of the
advanced system option AG_EVENT_ANNOTATIONS_ENABLED.

About monitoring Oracle multitenent databases (CDBs)

If you are using DPA to monitor Oracle CDBs, see the following information about registration,
grouping, and annotations.

Registration and automatic grouping

To monitor an Oracle multitenant container database (CDB), register the pluggable databases (PDBs)
contained in the CDB. Register each PDB just as you would register an Oracle single tenant database.
For more information, see Registration and licensing options for clustered environments.

When you register two or more Oracle PDBs in the same CDB, DPA automatically creates a group for
the CDB. This group is used for all registered PDBs from the CDB. If a DBA moves a PDB to a new
CDB, DPA processes and groups the instance.

View the PDB load

On the DPA homepage, you can:

« Click the CDB name to view summary data from all PDB instances in the group. Use this view to
determine which PDB has the most wait time and what types of waits the PDBs are
experiencing.

« Expand the CDB group and click a PDB name to view activity and investigate performance
issues on that database instance.
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Automatic annotations

Annotations are automatically added to wait time charts when a PDB is added, removed, or moved
from one CDB to another. The annotations allow you to compare performance before and after the
change.

Turn off automatic grouping of Oracle CDBs

If you do not want DPA to automatically group the PDBs within a CDB, you can turn automatic
grouping off.

1. Click Options.

2. Under Administration > Configuration, click Advanced Options.
3. Click the ORACLE_CDB_AUTO_GROUP system option.

4. Select False from the New Value list, and click Update.

After you set this option to false, grouping of registered database instances does not change. Only
newly registered or updated database instances are affected, and are not grouped.

Manually group database instances in DPA

DPA automatically groups Oracle Real Application Clusters (RAC) instances and Oracle multitenant
container databases (CDB) containing pluggable databases (PDB). You can manually group other
database instances so that they are displayed together on the DPA homepage. For example, you can
create groups based on type or location. When database instances are grouped, you can view_
information about all instances in the group.

A database instance can be included in only one group.

Create a custom group

1. Onthe DPA homepage above the list of database instances, click Group Settings.
The Manage Instance Groups dialog box lists the existing groups.
2. Click Add.

The Add Instance Group dialog box lists the database instances that are not members of an
existing group.
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3. Enter a name, select the database instances to include, and then click Add.

Add Instance Group x

Mame: Boulder Data Center
* Custom Group Cracle RAC Group Oracle CDB Group

Available Database Instances:

s

DB Instance = Oracle Database Cracle CDB
¥ CHOOYU@BOULDER
¥ DBELOAD@BOULDER
DPADE2111:50000
DPAORA12_DPAORA12 DPAORA12
DPASY16SP2:5000
¥ EVEREST@BOULDER

Add Cancel

Show or hide groups on the DPA homepage

Toggle the Show Groups button above the list of database instances to show or hide groups.

« When you show groups (the default), the DPA homepage lists ungrouped database instances
first, followed by groups in alphabetical order. You can expand or collapse each group. Click the
group name to view information about all instances in the group.

* Boulder Data Center (3)

* Chicago Data Center (2)

% CON DPASY165P2:5000

% ON JOHM\LEMHOM via MUSICDE-LIST

« When you hide groups, the DPA homepage lists database instances alphabetically.
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View information about a group of database instances

DPA automatically groups Oracle Real Application Clusters (RAC) instances and Oracle multitenant
container databases (CDB) containing pluggable databases (PDB). You can also manually create
groups of database instances. When databases are grouped, you can view information about how
wait time is distributed throughout the group and top waits and top SQL statements for the entire

group.

1. From the DPA homepage, click the name of the group.

The Balance Report bar graph shows the amount of wait time for each database instance in the
group for the past month. Use this report to evaluate load distribution among the group
members.

Balance | Top Waits || Top SQL

Balance Report (All Events) | Group: Sybase | March 14, 2020 to April 14, 2020

20 4

0

Mar 14 Mar 17 Mar 20 Mar 23 Mar 26 Mar 29 Apr 1 Apr 4 Apr 7 Apr 10 Apr 13

2. Click Top Waits to see the top 15 waits across all database instances in the group.

3. Click Top SQL to see the 15 SQL statements with the most wait time across all database
instances in the group.
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Monitor database instances with DPA

After you register database instances for monitoring, the DPA homepage displays a list of the
monitored database instances with status and wait time information. Click Action to start or stop

monitoring.

Monitoring is always active after it is started. It is not necessary to restart the DPA monitor if the
repository instance or the monitored database instance was unavailable for a period of time.
Monitoring resumes when both are available again.

« If thereis a period of time when monitoring should not occur, you can stop and then restart
monitoring.

« If connection or user information changes with one of your monitored database instances, you
can update that information.

« If you are having problems connecting to or monitoring a database instance, see
Troubleshooting tips.

(i) For more information about using DPA to resolve issues on monitored instances, see
Investigate performance issues with DPA.
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Update a monitored database instance

If connection or user information changes with one of your monitored database instances, you must
update that information in DPA.

—

. On the DPA menu, click Options.

2. Under Monitor Setup > Database Instances, click Update Connection.

3. Select the database instance, and click Next.

4. Select the check box next to the property, update the value, and click Next.

For database-specific connection information, see the following:
« Oracle
o SQL Server
o Azure SQL
« Sybase
« Db2
« MySQL
« Amazon RDS for Oracle
« Amazon RDS for SQL Server
« Amazon RDS for MySQL

5. Confirm the connection information, and click Update Connection.

6. Click Finish, or Update Another Database Instance to continue updating.

Stop monitoring a database instance for a period of time

A blackout is a period of time when DPA stops monitoring a certain database instance.

—

. On the DPA menu, click Options.

2. Under Monitor Setup > Database Instances, click Monitor Blackout Periods.
3. Select a database instance from the list on top.
4

. Set a day and time to stop and start monitoring, and click Add New Blackout Period.
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DPA troubleshooting tips

Logs

DPA logs information about each monitored database instance. Use this information to help you
determine why a database instance is not being monitored, or if data are missing.

Access log data through the DPA log viewer

Use the DPA Log Viewer to view log information for a specific database instance, or for all database
instances and the DPA repository.

1. Open the Log Viewer:
« To display log messages for a specific database instance:
From the DPA homepage, click Action > Log next to the database instance.
« To display messages for all monitored database instances and the DPA repository:
On the DPA menu, click Options. Then, under Support > Utilities, click Log Viewer.
2. Use any of the following options to locate information:

« Usefilters to help you find specific information. To change the filters, click Advanced and
select the filter criteria. For example, you can filter by date range, a text string, or message
level.

« For any message above Info, click Details to view additional information from the log.

« Click Log Files for Support to create a compressed file you can send to SolarWinds
Support.

Open log files in a text editor

Log files are stored inthe installDir/iwc/tomcat/logs/ directory.

Access to a database instance

If DPA cannot access the server that hosts a database instance you want to monitor:

« Make sure a firewall is not running on the server.
« Make sure another process is not using the default DPA ports.
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If the ports are being used by another process, you can change the default ports of 8123, 8124, and
8127. To specify different ports for DPA to use:

1. Open the following file in a text editor:
installDir/iwc/tomcat/conf/server.xml

2. Update the following lines with new port numbers:

<Server port="8127" shutdown="SHUTDOWN">
<Connector port="8123"/>
<Connector port="8124"/>

3. Save the file and restart DPA.

Issues after the Oracle PDB that stores the repository is moved

If the DPA repository is created on an Oracle pluggable database (PDB), you might experience the
following issues after the PDB is moved to a different container database (CDB).

DPA returns a connection error

The PBD moved to a CDB on a different server, and the connection string is incorrect. Update the
connection string in the repo.properties file in the following location:

<DPA Install Dir>\iwc\tomcat\ignite config\iwc\repo.properties

DPA returns an invalid login error

Verify that the DPA monitoring user exists in the CDB. Common users (prefaced with C##) exist in
only one CDB.
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Investigate performance issues with DPA

DPA uses an approach called wait-based analysis to help you focus on issues that provide the
greatest performance improvements. Query advisors and table tuning advisors identify performance
issues and help you find the root cause:

« Access DPA query or table tuning advisors

« Use DPA's query performance analysis to find the root cause of performance issues
« Investigate inefficient queries running against a table

« ldentify blocking sessions and deadlocks with DPA

« Find and investigate unusually long wait times (anomalies)

« About anomaly detection in DPA

« Add an annotation to document a change to the database

(i) The DPA Getting Started Guide includes walk-through examples of using DPA to investigate
performance problems:

« Investigate an application performance problem
« Investigate an increase in wait time

Access DPA query or table tuning advisors

DPA provides two types of advisors:

« Query advisors provide information to help you improve the performance of a specific query,
including what type of waits were responsible for significant wait time, whether the statement
was blocked by other sessions, and whether execution plans include potentially expensive steps
such as full table scans.

« Table tuning advisors are generated when a significant number of inefficient queries run
against a table. These advisors provide aggregated information about the table, the inefficient
queries that ran against it, and any existing indexes.

The Tuning column on the DPA homepage displays a warning or critical icon when advisors with a
warning or critical status are available for a database instance. A green check mark in this column
indicates that there are no advisors or that all advisors are informational.

Database Instance « Wait Tuning CPU | Mem Disk  Sess
AVANTIA@BOULDER actionv  [HHEN 0 o © © ¢©
AVANTIO actionv [N ' (] ' e O
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View all advisors for a database instance

To view all advisors for a database instance, do either of the following to open the Tuning Advisors
page:

« From the DPA homepage, click the icon in the Tuning column.

« If you have drilled in to view information about a database instance, click the Tuning tab in the
top-right corner of the instance details page.

TUNING | CURRENT | RESOURCES

A red or yellow bar on the Tuning tab indicates that critical or warning advisors are available.

The Tuning Advisors page displays the latest query and table tuning advisors. Use the drop-down
menu at the top of the page to display advisors generated for a previous date.

(i) Query advisors are calculated every hour. Table tuning advisors are calculated once a day, at
the end of the day. The most recent table tuning advisors are for the previous day.

Open an advisor
For detailed information to help you resolve performance issues:

« Click a query advisor to open the Query Detail page, which displays detailed information about
the query along with the most relevant statistics and metrics charts.

« Click a table tuning advisor to open the Table Tuning Advisor page, which displays aggregated
information about the table and the inefficient queries that ran against it.

Use DPA's query performance analysis to find the root cause
of performance issues

To help you investigate the root cause of a query's performance problems, DPA intelligently
assembles the most relevant data about the query and displays it on the Query Detalils page. Use the
Query Details page to:

« View waits, statistics, and metrics from any time period

« See what type of waits are affecting performance

« Review query and table tuning advisors
« Examine statistics and metrics charts to correlate query wait times with other events

(i) See an example of using the Query Details page to investigate an increase in wait time.
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Open the Query Details page

Click the SQL hash or name in any chart legend to open the Query Details page.
¥ 2339916668
-maé hsot
" 2603246104

||
. W 1829396018

W 216494145

Select a time period

All data on the Query Detalils page reflects the selected time period, which is displayed at the top of
the page.

When you open the Query Details page, it defaults to the time period selected for the previous chart.
For example, if you open the Query Details page while viewing the Top SQL Statements for one day,
the Query Details page shows data for that day.

To select a different time period, you can:
« Click a bar to drill in to that time period.

« Click the date range at the top of the page to open the date picker. Then select a predefined
time period or enter specific dates.

QUICK PICKS SPECIFIC DATE
Last hour Start
T 6/29/2018
Last 12 hours © 12:00am
Last Day

End
Last 24 hours

7/30/2018
Last 7 days
Last 30days © 12:00am
Last 90 days
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See what type of waits are affecting performance

The Top Waits chart at the top of the page shows the query's execution time for the selected time
period. The bars are color-coded by the type of wait. Knowing what type of waits are causing the
performance issue can help you determine how to fix the issue.

On this chart, you can:

o Click the @ next to an entry in the legend to display detailed information about that type of
wait, including possible resolutions.

db file scattered read )

e

Waits on this event indicats the sttementisper] | GIICK the information icon for 8 Jesen reduced by adding an index or making the
index mare efficient. description of the type of wait
and possible resolutions.

RESOLVED BY
DBEA's

SOLUTIONS

1. Tume the SOL staterment $0 that it uses an index rather than a full table scan if warranted. If the table is small, a full table scan could be mare

efficiant that l_&il‘E an index so vest the differances. Use the Chjea_:a tab 1o determing the most costly full zable scan if there are mare than ane
table in the QuEry.

L Increase the buffer cache so that more blecks are already in memory rather having to be read from disk. The query will stll need o read the
same numiber of blocks so tuning is the first recommendation, but if you cannot tune the statement, a query reading blocks from memory is
much faster than from disk,

« Hover over an entry in the legend to dim other waits in the chart and better visualize the impact
of this type of wait.

b

Memory/CPU (i)
Pﬁ@ELﬂT{H_UP ()
... .l WRITELOG (i)
- ol = PAGELATCH_EX (i)
. - PAGELATCH_SH (i)
— PAGEIOLATCH_EX (i)

w— PAGEIOLATCH_UP (i)

Jul13  Jul 13 JulI7¥ Jul19  Jul 21 Jul23  Jul2s JuldT Jul 29
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Review query and table tuning advisors

The Query Advisors section shows the latest advice for the selected time period. Query advisors
provide information such as:

« What type of wait activities the SQL statement spend significant time on.
o Whether the statement was blocked by other sessions.
o Whether the statement took longer than normal to execute.

« If multiple execution plans were used, or if plans include potentially expensive steps such as full
table scans.

If any table tuning advisors included information about this query, you can click through for
aggregated information about the table and all inefficient queries that ran on it.

Correlate query wait times with other events

To help you find the root cause of performance issues, the Query Details page includes the most
relevant statistics, blocking, plan, and metrics charts. Sections with data to display are automatically
expanded. Other sections are collapsed by default. For example, if there is no blocking data, the
Blocking section is collapsed.

When you scroll down to view these charts, the Top Waits chart at the top of the page remains visible
S0 you can correlate query wait times with other events during the same time period.
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< 28 Jul, 12:00 AM - 29 Jul, 12:00 AM (UTC -07:00)
Top Waits for SQL (Minutes) The Top Wait chart remains
50 visible as you scroll. .
FESMErCpU quantum (i)
40
“ db file scatrered read (i)
20 B Memory/CPU E
o B3 b file sequential read (i)
o —
Jul 28 02-00 0400 06:00 08:00 10:00 12:00 02-00 04:00 0600
10
L] D‘B cl?rl'lmil: Tirru,-
-]
4
(1]
Jul 28 02:00 04:00 0600 0500 10:00 12:00 02:00 04:00 0600
DE Multi Block Disk Read Time (milliseconds)
10
®- DB Mult Black Disk Read Tj
-
4
o
Jul 28 0200 0400 0600 08:00 10:00 12:00 02:00 04:00 0600

DPA uses the predominant type of wait and other information to automatically select the most
relevant charts. For example, if the predominant type for an Oracle database instance is
Memory/CPU, DPA includes charts such as OS/CPU Utilization, CPU Utilization by DB, and Buffer
Cache Hit Ratio.

(i) The predominant type of wait is the type responsible for the majority of the time that a query
spent waiting during the specified period.

To be considered predominant, the type must be responsible for more than a certain percent of
the total wait time for that period. By default, this threshold is 20%. You can change the
threshold by changing the advanced option PREDOMINANT_WAIT_THRESHOLD.

You can manually select other statistics or metrics charts to include.

Display other statistics charts
1. If the Statistics section is collapsed, expand it.

2. Ontheright side of the Statistics section, click Add Statistic.
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3. Select the statistics you want to include, and deselect any you want to remove.

Add Statistic W

Executions
Sorts
Parzes

Disk Reads
Buffer Gets

4 Fows Processed

4. Click outside the drop-down to close it.

Display other metrics charts
1. If the Instance Resource Metrics section is collapsed, expand it.
2. On theright side of the section, click Add Metrics.
The Add Metrics dialog box opens.
3. Filter or sort the list to locate the metrics you want to add:

« Select one or more categories to filter by those categories.

w* Categories (9)

CPU

« Enter a string in the Search box to show only metric names containing that string.
(Wildcards are not supported.)

read @ Q

« Sort by name or by category.

T MName | w

MName

Category
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4. Select one or more metrics. Use the selection drop-down menu to quickly select multiple
metrics:

« All: Selects all metrics on the current page.

« All Pages: Select all metrics on all pages.

b

All
Mane

All Pages

5. Click Save Changes to display the selected metrics.

Investigate inefficient queries running against a table

Inefficient queries—that is, queries that perform a large number of reads but return a relatively small
number of rows—can significantly add to database performance issues. These queries do a large
amount of work for little return. This type of inefficiency results in higher I/0, longer wait times,
greater amounts of blocking, and increased resource contention.

Possible solutions include tuning the query, adding an index, or adding columns to an existing index.
DPA's table tuning advisors help you make informed decisions about the best course of action.

See the following sections for tips on using the information in each table tuning advisor:

« What are table tuning advisors?

« Open a table tuning advisor
o Quick start
« Examine the list of inefficient queries

« Examine query details

« Examine table statistics

« Examine index details

What are table tuning advisors?

At the end of each day, DPA runs an analysis to identify tables that had inefficient queries run
against them during that day. For each of these tables, the Table Tuning Advisor page displays
aggregated information about the table, the inefficient queries that ran against it, and any existing
indexes. This information helps you optimize query performance while taking indexing trade-offs into
account.
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(i)« Table tuning advisors are available for Oracle, SQL Server (2008 and above), and Azure
SQL databases.

« Table tuning advisors are calculated at the end of each day. Therefore, the most recent
table tuning advisors are for the previous day.

Table Tuning Advisor on Table: orders | Table Learm Mare
Query statistics
< 5 31 - S0L: 3335102095 BR view S0L e
o Wi e B dm Executions: 1,758 Beads per Ewer L3808 Bows per Eveni 12 Reads per Aows 35,217
IMEFFICIENT S0QLS OM THIS TABLE
15102005 1320% °  PLAM: 5450891597 & View glan dewls InEfﬁEiEnt
! commendation. 4 e 10epr
P o S0L Server's index recammandstions query details
4 inefficens 5 Indened columng @_shippriainy Projecved g $0.43%
H Included colamins o _derk [ Snow den 0OL
‘.:%"‘-6‘5? I'I5t Df - Recoreresaded for 1 omheer SGL  Show SOL
dineficiers sl « =
4881788553 InEﬁICIEHt o Imefficiant tablefindes accesd stepa discovered by DPA
reema qUE"ES Sqmp fed; DX BOAN Esomared number of rows
H900331 B4 a7 Lt o s i 15,000,000
B Presicate. CORVERTinusw sl B s fama] forsersl jo_potpree] S S50584 )
Stwp &% CLUSTERED WNDEX SCAM Estimated numbser of rows
A o
SMIER e Inse PX_orders_4185EES 57400008 o tpch.doc) @ 15,000,000
A INEMCAENE STipd Preicate: [pch] [dbe] forders] [o_sripprioninds(2} AND COMNVERT_B PUOTincha | Sussch] jsioo] [onder
. Pregioane waming
2%
N PLAM: 3562278381 5 View plan dessls
L L3 i
SOL Server's inden recammensdatans
281171425 e T P S — Prejected impacz: SL19%
P T — 1
Current Table information: orders .
Dazabsads. Schena: tpehodbe  Sioe 1.838ME  Rows 15000000 Partioned: Mo Average Data Churre 06 Tﬂ h'IE S‘t’atIStlcs
Index details
= EXISTING IMDECES (2]
F PE_crders A21ESERSITADDOOE Lagt uned: Im 121 sgo
Cobgrnfrz 1 Sise: 184 ME  Type: CLUETERED  Unigue: ¥id  Disabies: K Fragmeentatisn: OF Stats gerwrated: 17m S
¥ o totalprice index Last uneck 3m 4Tpags
Cohurnirric 1 oo AMOME  Type: NONCLUSTERED  Ungue: Mo Diadied: Mo Fragmentatan 4 Stats gerwrated: 17m S
¥ TABLE COLURS (9 Table details
o_wrderdare date NULL Deafisk rot defirned
a_srderkey [PE) higinr ROT MULL Duefeasl; not defined

Open a table tuning advisor

The Tuning tab lists all table tuning advisors for the selected database instance. Click a table tuning
advisor to open it.

Quick start

Each table tuning advisor provides detailed information, as described in the following sections. Use
the following suggestions to get started:
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1. Update statistics.

In the Existing Indexes section, look at the age of the index statistics. If the statistics are stale,
especially if table churn is high, the optimizer does not have the best information to make good
plan choices. Updating statistics is often a good first step before you do any further analysis.

2. Evaluate indexes.
Click on several of the top inefficient queries and do the following:

o Review the SQL text to learn more about the WHERE clauses and JOIN conditions that
can affect query performance.

« (SQL Server and Azure only) If plans with SQL Server's index recommendations are
provided, consider adding them or extending existing indexes to satisfy them.

« If plans with inefficient table or index access steps are provided:

o Review each plan section and the predicates for each step. The columns in the
predicates are candidates for indexes.

o Check for warnings (shown as links below the step if they are detected) and consider
their recommendations.
o Consider indexing the candidate columns found across the SQL statements
examined:
o Is there an index that might benefit several queries?
o Is there an existing index that could be extended to benefit one or more
queries?

3. Resolve fragmentation.

Review the table's row count, churn, and index fragmentation. For larger tables, consider the
following:

. If fragmentation is high, defragmenting the indexes might help resolve performance
problems when plan steps are using scan operations.

« If churn is also high, consider defragmenting the index more frequently.

Examine the list of inefficient queries

The top-left pane lists the inefficient queries that ran against the table on the selected day. DPA
assigns a relative efficiency score to each query and uses this score sort the list.

Select a query from this list to display detailed information about it.
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< | July 23,2018 W

INEFFICIENT SQLS ON THIS TABLE

3335102095 15.6% _

1 recommendation, 4 inefficient steps

43330097244 11.0%6
1 recommendation, 3 inefficient steps

5514025043 9.2%
1 inefficient step

2881171425 9.2%
2 inefficient steps

3090038154 9.1%
1 inefficient step

Least efficient
query

Tips for using this information

<
solarwinds 7

« Focus your tuning efforts on the queries at the top of the list, which are driving the most
inefficient workload against this table.

« Alarge number of queries in the list could indicate a more widespread performance issue.
Perhaps one good index could improve the performance of several similar queries.

Examine query details

The upper-right pane displays information about the selected query that can help you determine the
source of read inefficiencies against this table.
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SQL: 3335102095 [ view SQL text
Wait time: 3h 35m  Executions: 1,638 Reads per Exec: 424807 Rows per Exec: 12 Reads per Row: 35,401 o

PLAN: 5450991597 [} View plan details e

SQL Server's index recommendations 0

Indexed celumns: o_shipprierity Projected impact: 60.45%

Included columns: o_clerk I=| Show index DDL

Recommended for 1 other SOQL  Show SOL

Inefficient table/index access steps discovered by DPA 9

Step 64: INDEX SC @ Estimated number of rows
Index: o_tota :-rice_i"dEx {in tpch.dba) o 15,000,000
Predicate: CONVERT{nurmeric(18,0),[tpch].[dbo].[orders].[o_totalprice], 0p<{1550501 )

Step 69: CLUSTERED INDEX SCAN Estimated number of rows
Index: PK_ orders__42185E85374DD00B (in tpch.dba) o 15,000,000

Predicate: [tpch].[dbo].[orders].[o_shippriority]=(2) AND CONVERT_IMPLICIT{nchar(15),[tpch].[dbo].[order...
Predicate warning

o The performance statistics at the top of the pane show the extent of the query's inefficiency:

« Reads per Exec is the number of read 1/0 operations per execution, which indicates how
much work the query is doing.

« Rows per Exec is the number of rows the query returns.

« The Reads per Row ratio is the number of reads the query needed to do in order to arrive
at each row in the query's result set. Statements with the highest Reads per Row ratios
could potentially benefit most from tuning.

For more information about the query, click the SQL name or hash value to view DPA's query
performance analysis, which shows when the query ran, the execution statistics, and the
most relevant metrics charts.

DPA lists each execution plan that it finds. You can click the link to examine the full plan, but
DPA lists the steps most likely to need attention below.

o

(SQL Server and Azure only) Index recommendations made by the SQL Server optimizer, if
any, are listed. The Projected Impact is the cost reduction that the optimizer estimates the
recommended index will have. Click Show index DDL to see the CREATE INDEX statement for
the recommendation.

o
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o DPA analyzes the plan and lists steps with the most inefficient access paths.

© These steps read data to be processed by subsequent "consumer” plan steps. While
consumer steps (for example, sorts) can have a high plan cost, they are usually
affected by a preceding step that read too much data.

Information about each step includes:

« The step number and the type of operation being performed in the step (for example,
INDEX SCAN).

o Theindex this step uses, if it uses an index.

« Any predicates. These are snippets of the SQL that the plan step is acting on. They are
typically portions of JOIN or WHERE clauses in which a table's column is being
compared to another column or value.

« Any warnings that apply to the step.

« The number of rows the optimizer estimates this step will read. Critical and warning
icons identify steps that read a high percentage of the table or index rows, and therefore
have a greater need for tuning or an index.

Tips for using this information

« Before you add an index, weigh the projected impact or potential performance improvement
against indexing trade-offs. Also consider the indexing needs of other queries.

« Click any step to get detailed information about the operation and recommendations for
potentially reducing the amount of 1/0.

Step 64: INDEX SN (i)
4

« If predicates are listed, they often indicate which columns need to be indexed, or where the
optimizer is not using an existing index. For example, if the query calls a function on the
column, the plan will not use an index.

« If warnings are listed, click the warning for a detailed description of the condition that DPA has
identified as a potential reason for concern.

Warnings
DPA provides the following warnings:

« A predicate warning occurs when a column needs to be converted to a different data type
before it can be used. For example, if a query has a JOIN clause that equates a numeric column
to a varchar column, one of the columns will be implicitly converted to the other's type. The
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optimizer typically does not use an index on an implicitly converted column. This is often why
the optimizer doesn't use an existing index that the query's author expected it to use.

A lookup warning typically indicates that the database is doing an index lookup to identify the
target rows, then doing an extra table access to get data not found in the indexed columns. To
get better performance, consider adding a covering index, or extending an existing index to
include columns needed to avoid the table lookup. However, remember that adding a large
number of columns can increase the index size and maintenance overhead.

A spool warning indicates that the step's result set is being stored for reuse later in the query's
execution. While spool operations are often beneficial, the intermediate data storage can cause
disk overhead and contention.

A parallel warning indicates that DPA has detected a parallelism step later in this query's
execution, implying that this step's intermediate result set is likely large enough to exceed
parallel processing cost thresholds. Look for ways to rewrite the query to reduce the size of
intermediate result sets earlier in the query. For example, look for a sub-select that could
produce fewer rows or the nested loop join order if more than two tables are involved.

Examine table statistics

At the top of the Current table information section, DPA provides table statistics, such as the size of
the table and the amount of churn.

Current Table Information: CON_ALERT HISTORY o i1 of 5 table tuning best practices not fulfilled

Schema: HUFFYD  Size: 28 MB_ Rows: 218,760  Used Blocks: 3,520 Block Size:8 KB Stars Generated: 768d ago  Partivioned: No  Average Data Churn: 158

Tips for using this information

o

(2]

©

Best practices: If the table or its indexes do not fulfill all of DPA's best practice
recommendations, click the info icon to find out which recommendations are not met. Click
here for information about correcting any violations.

Size and Rows: For large tables, indexing is often critical to good query performance, although
an index on a large table uses large amounts of disk space. For small tables, full table scans
sometimes offer better performance than the use of indexes.

Stats Generated: |f the statistics are old and data churn is high, statistics should be updated
frequently to provide the optimizer with the information it needs to make better plan
decisions.
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o Churn: A table's churn is the daily number of insert and delete operation expressed as a
percentage of the total number of table rows.

Each insert and delete statement, as well as some update statements, incur a performance hit
due to index maintenance. Generally, the higher the churn, the more caution you should take
when adding an index. Before you add a new index, weigh the query execution time saved
against the time spent on index maintenance.

Examine index details

DPA displays information about all existing indexes on the table, including the structure, the amount
of fragmentation, how long ago the statistics were generated, and when the index was last used.

Where does DPA get the last used value for an index?

For SQL Server database instances, DPA shows when the index was last used for a seek, scan, or
lookup operation, which is recorded in the sys.dm_db_index_usage_stats table. This value is not
updated as a result of system activity.

For Oracle databases, DPA shows when the index was last included in an Oracle execution plan for a
select, update, insert, or delete statement.

Tips for using this information

Before you make any indexing decisions, first review the existing indexes. Consider the following
questions.

(i) Take indexing trade-offs into account when you are considering adding or extending an index.

« Are the statistics stale? If the statistics are old and data churn is high, statistics should be
updated frequently to provide the optimizer with the information it needs to make better plan
decisions.

If statistics are old and churn is high, consider updating the statistics before adding or
modifying indexes.

« Isthere an existing index that an inefficient query should be using?
Look for ways to adjust the query so that it uses the index.

« If an inefficient query is using an existing index, are there inefficient table or index access steps
on columns that aren't included in the index?

Consider adding those columns to the existing index.

. If aninefficient query is using an existing index, are there inefficient table or index access steps
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that indicate a lookup warning?

Consider adding those columns to the existing index to make it a covering index for the query.
« Is there no existing index that would improve an inefficient query's performance?
Consider adding a new index.

« Are indexes fragmented? Fragmentation occurs as a result of numerous insert and delete
statements. Fragmentation causes index data to become out of order on the disk, with gaps
between index data. This is not a major concern for small tables, but for large tables this can
cause slow performance when the index is read using a scan operation.

Consider defragmenting your indexes on a regular basis for large tables, especially if data churn
is high and many scans are occurring.

Correcting common index problems

After you determine what indexes are needed to improve query performance, look for additional
benefits by identifying poor index usage, such as:

« Unused indexes: Can indexes be removed without negatively affecting query performance? To
help you find unused indexes, DPA lists how long ago each index was used. However, before you
remove an index:

o Be aware that sometimes the Last Used value can show only the date since the
monitored database instance was last started.

o Consider whether queries that run infrequently (for example, monthly or quarterly) might
use the index.

« Too many indexes: A large number of indexes on a table might be necessary for important
queries to run quickly. However, you should also consider the performance overhead of index
maintenance on other DML statements. Look for opportunities to:

o Combine similar indexes.
o Remove unused or rarely used indexes.
o Remove indexes that were added for queries that are not performance sensitive.

« Overlapping indexes: Two indexes overlap if they both have the same leading edge columns in
the exact same order, but one index has at least one additional column at the end. In this case,
the larger index (with more columns) is all that you need, and you can remove the smaller,
redundant index. Alternatively, you might choose to remove the larger one if the additional
columns are not being used, or if the additional columns offer little benefit compared to the
cost of index maintenance.

« Questionable index structure: The following might indicate a poorly-constructed index:
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o Many columns: Indexes with many columns require more storage, and increase the cost of
index maintenance. Perhaps the index was defined this way to make it a "covering index”

for some queries. If not, consider removing trailing edge columns.

o Wide columns: Some DBAs question the benefit of adding wide columns (for example,
long varchars) to an index, because of the high amounts of storage needed for the index
and the maintenance overhead. With this in mind, if your queries do a lot of searching on
any column, consider indexing it.

Indexing trade-offs

While indexes can provide performance benefits for some queries, consider the following trade-offs
when making indexing decisions:

« Index maintenance: When a table row is inserted or deleted, the corresponding entry in each
index must also be inserted or deleted. If an indexed column is updated, the associated entries
in the index must also be updated. These operations on indexes increase the time an insert,

delete, or update statement takes to run. The cost of index maintenance increases as the
amount of data churn increases.

« Disk space: Indexes consume disk space. The larger the table and the more columns in the
index, the more disk space it needs.

Table tuning best practices

When DPA generates a table tuning advisor, it evaluates the table and its indexes against a set of
best practices. Any violations are listed in the Current Table Information section.

Current Table Information: TABLE TUNING BEST PRACTICES -ﬁ of 5 table tuning best practices not fulfilled
Schema: HUFFYO  Size: 28MB  Rows: 218 H

Average Data Churn: 0%

i) Table has no index defined

@ i
w EXISTING INDEXES | -
(_l-:l The table has no index defined
= i | Table does not have a primur]r kc‘,‘ (PKE)
« TABLE COLUMNS {9) necessany to ensure data integrity & PE iz aleo reguired T Tabls haz na dafined P!"I“"érfkt:.-":p:'ﬂ

in the table

o_orderdate date | @ Al foreign keys (FK) indexed
@ Ho overlapping indexes

o_orderkey vigine | @) Nowide indexes

Want to learn mare? CF

o_custhey bigint T

If violations are found, consider the following recommendations.
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(i) Use the following advanced configuration options to change the default values that DPA uses
to check for best practices:

« To prevent DPA from checking for compliance to a best practice, change the
corresponding BEST PRACTICES <practiceName> optionto false.

« UseBEST PRACTICES WIDE INDEX SIZE to change the minimum size of a wide index.

o UseBEST PRACTICES NUMBER OF COLUMNS IN WIDE INDEX to changethe minimum
number of columns in a wide index. - N

o UseBEST PRACTICES NUMBER OF OVERLAPPING COLUMNS to change the minimum
number of leading edge columns that indexes must share to be classified as overlapping.

Foreign key (FK) is not indexed

A FK in one table (the child table) refers to the primary key of another table (the parent table).
Indexing each FK can improve the performance of queries that join the two tables. In addition, when
a FK is not indexed, the database must perform a full table scan of the child table whenever a row is
deleted or the primary key value is updated in the parent table.

Overlapping indexes found: At least two indexes have the same
leading edge columns

Overlapping indexes have the same leading edge column (the first column defined). Because every
index has a maintenance cost and consumes disk space, identifying and removing unneeded indexes
can improve performance. Examine the overlapping indexes to determine if any can be removed. For
example:

« If two indexes include the same columns in the same order but one includes additional
columns, the smaller index is redundant and can be removed.

« If two indexes include the same columns but each has one additional column, modify one index
to include all columns and remove the other index.

Wide index found: Index contains five or more columns or is more
than 200 bytes

A wide index meets at least one of the following criteria:

« The index includes five or more columns.
« Theindex is more than 200 bytes.
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Large indexes require more storage and increase the cost of index maintenance. If the index includes
five or more columns because it is a covering index for multiple queries, the performance
improvement might offset the additional overhead. However, if the index is not a covering index, the
cost of maintaining the index could offset any performance improvement that the index provides. In
this case, consider removing trailing edge columns.

Table has no defined indexes

The table is being queried, but no indexes exist. If the table is very small, an index might not be more
efficient than a full table scan. For larger tables, consider adding an index.

Table does not have a primary key (PK)

A PK provides a way to uniquely identify a record and is necessary to ensure data integrity. A PK is
also required to join the table. If no column or combination of columns provides a unique value, you
can add an artificial PK such as an ID column.

Identify blocking sessions and deadlocks with DPA

DPA provides information to help you determine if blocking sessions and deadlocks are affecting
performance, and to investigate the root cause of these issues. See the following sections:

« ldentify blockers causing the longest waits
« Find the last activity of an idle blocker
« Investigate deadlocks on SQL Server instances

Identify blockers causing the longest waits

Are blocking sessions causing performance problems in your environment? Use the Blocking tab to
identify the root blockers, find out which SQL statements are being blocked, and determine which
blocking sessions are responsible for the longest overall waits. DPA shows the aggregated wait time
for each blocker, which helps you focus your tuning efforts on blockers with the largest impact.

To view information about blocking sessions, click a database instance name on the DPA homepage
to display the Trends charts. If necessary, click a bar on the chart to drill down to the time period
you're interested in. Then click the Blocking tab below any Trends chart to view correlated information
about blockers during that time period. The size of each segment in a bar provides a visual indicator
of the waits that session caused.
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Idle blockers can be difficult to diagnose because they are currently not performing any activity in the
database. To help you find and fix the root problem, use DPA to determine what that session was
doing before it became idle.

From the DPA homepage, click the name of a database instance. Click a bar on the Top SQL
Statements chart to drill into a day, and then click a bar to drill into an hour. DPA displays
information about the type of waits experienced during that hour.
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Click the Blockers tab above the chart to see a list of the blockers for that time period. You can
expand a blocker to see information about the waits it caused. Each idle blocker row has a Find Last
Activity link on the right.

Timeslice SQL | Databases = Waits ~Programs DB Users | Machines @ Sessions | Files = Drives | Blockers | Plans
Blocking Time (seconds)
SPD Caused Waited User Boaram S0
& e blecer) 04 Cll_cl-cltu find thl_s_ - -
M'almr- 0 4 swioad session’s last ﬁCtI‘u’Tt}F UPDATE addras T postal cod
B3 (wailer) Expar‘ld the tree B swioad Order Enfry GIBSOMN UPDATE order history details SH
E 83 (bleckerandw|  to see waiters 2 swioad Order Eniry GIBSON UPDATE product SET price = Dricy
72 (walter) 5 swinad ACcounting acci-server MAX (D i) frgm
BT (waiter) 4 swioad Accounting acct-server UPDATE order history details SH
B 87 (blocker and waiber) 2 2 swioad Accounting acch-sarver UPDATE address SET phone = '8
64 (waiter) 3 swinad Load Test dav-Deou-load g@lact * rom address whars city i
62 (waiter) F swipad Order Enfiry GIBS0ON T MAX (pr 1 b froem
T (waiter) 1 swicad Load Test dev-bou-oad select * from address where city |
E 23 (idle blocker) 33 Eind Last Activity
® 81 (blocker) 3| swioad Load Test dev-Dou-load Datails

To find out what a blocking session was doing before it went idle, click Find Last Activity. The Find
Last Activity dialog tells you when the last activity occurred.
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Find Last Activity X

Session: 79
Idle blocking occurred: Tue, Sep 13, 2016 4:57:09 PM

Last known activity occurred: Tue, Sep 13, 2016 4:57:07 PM
(2 seconds before idle blocking)

Annotate and View Activity WView Activity Close

Click a button to view the activity. The Timeslice tab shows a bar representing the last SQL
statement executed by the idle blocker. You can drill in to investigate further. If you clicked Annotate
and View Activity, the SQL statement is automatically annotated to make it easy to find in the
future.

Timeslice SQL | Database  List of annotations fior this DB Instance

wmterval: [1second ¥ September 13, 2016
4:5T7:07 PM Session T9: Last activity prior to idle blocking on Tue, Sep 13, 2016
4:57:09 PM

Click the icon for mone datais

Investigate deadlocks on SQL Server instances

Deadlocks occur when two sessions have a lock on different resources, and each session needs the
resource of the other to complete its task. One session (the victim) eventually releases its lock and
does not complete its task. The transaction time that the victim spent in contention is a good
measure of the impact that the deadlock had on performance.

For monitored SQL Server database instances, DPA provides detailed information about deadlocks,
including the Victim Impact (how long the deadlocked transactions ran). Click the Deadlocks tab
below any Trends chart to see the latest deadlocks for that time period.
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Click the link in the Time column to open the Deadlock Details page, which includes the following
sections:

« The Deadlock Summary section shows high-level information, including the Total Victim
Impact.

« The Victims section shows details about the queries that were rolled back.
« The Survivor section shows details about the query that was completed.

« The Deadlocked Resources section shows the type of lock and the lock mode. Click the links for
expert advice.
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Deadlock Summary

Deadlock Time:
Mumber of Sessions:
Total Victim Impact: )
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User:
0 Victims

s
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Program:

User:

Host:
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Process ID:
Deadlock Wait Time:
Transaction Time:
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Find and investigate unusually long wait times (anomalies)

DPA's anomaly detection algorithm identifies unexpected increases in wait time. DPA collects

historical data and uses it to "learn” what normal is. DPA's proprietary algorithm makes predictions

based on this data. When wait times for a time period are higher than expected, DPA reports an

anomaly.
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Get notified when wait time is higher than expected

Configure the Database Instance Wait Time Anomaly alert to be notified whenever wait time is
significantly higher than expected for a database instance. (To do this, configure a Wait Time alert
and select Database Instance Wait Time Anomaly as the Alert Type.) This alert is triggered if the wait
time for an instance was abnormally high during the most recently completed hour.

View information about wait time anomalies

The wait time meter on the DPA home page indicates recently detected anomalies. Drill in to a
database instance to view more detailed information on the Anomaly Detection charts.

Wait time meter

On the DPA homepage, the wait time meter for each database instance provides information about
recent database activity:

« The bar length shows the amount of wait time for each database instance as compared to all
other monitored instances. Use the bar length to quickly identify instances with the highest
wait times.

« The bar color identifies instances where DPA detected higher-than-expected wait times
(anomalies). Yellow indicates a warning status, and red indicates a critical status. (For
information about these thresholds, see Anomaly thresholds.)

Monitor Database Instance = Wait
This instance had more wait time than any other, but
4 ON the wait time was nat higher than expected (green). \lllll
This instance had less wait time than the one above, but
ON - oo - : —p-l
t the wait time was significantly higher than expected (red). i
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The wait time meter reflects recent database activity (a rolling one-hour time period). It is updated
every 10 minutes to show the wait activity that occurred during the previous 60 minutes.

Anomaly Detection chart (30-day period)

If DPA detects wait time anomalies for a database instance, click the database instance on the DPA
homepage to drill in for more information. The Top SQL Statements chart and the Anomaly Detection
chart show information from the past 30 days. These charts work together to help you understand
the waits occurring in this database instance:

« The Top SQL Statements chart identifies the SQL statements with the highest wait times. In
many cases, these are candidates for tuning. But in other cases, further tuning is not possible or
the wait times are not a problem. The large bars are normal, and you are more interested in
unexpected increases in wait time.

(i) An anomaly is detected when the combined wait time for all SQL statements is higher
than expected. The Top SQL Statements chart shows only the SQL statements with the
highest waits, which might not be responsible for the anomaly.

« The Anomaly Detection chart identifies days when wait times were significantly higher than
expected (wait time anomalies occurred).
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Wait times for some
hours of this day were
higher than expected.
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smaller bars, or queries
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Each bar on the Anomaly Detection chart shows a roll-up of the amount of wait time that the
database instance experienced during that day.

« Red segments indicate that wait times for one or more hours were much higher than expected
(critical).

« Yellow segments indicate that wait times for one or more hours were higher than expected
(warning).

« Green segments above the baseline (0) indicate that wait times for one or more hours were
within the normal range, but slightly higher than expected.

« Green segments below the baseline indicate that wait times for one or more hours were lower
than expected.

(i) DPA classifies all lower-than-expected wait times as normal, and does not alert on them.
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Show only warning and critical segments

To focus only on segments that indicate wait time anomalies, you can deselect Show Normal Bars to
hide the green bars.

Anomaly Detection G I Show Normal Bars

Delta Between Actual and Predicted Wait Time

W Critical
Warning

Jan 7 Jong QEH'I]_Qpnl; QEH'I}_Q;ml? Jan 19 Joamgl Jan2d Jangd Jan27 Jangd  Jan Feb 2 Feb 4 Feb &

Drill in further

Click a bar that represents a day when anomalies occurred to display the Anomaly detection chart for
that day.

Anomaly Detection chart (one-day period)

The Anomaly Detection chart for a one-day period shows the differences between the predicted wait
times and actual wait times for each hour. The bar for the current hour shows the differences during
the six most recent 10-minute intervals (a rolling one-hour time period).

The baseline (0) represents the predicted value for the hour.

Anomaly Detection (i
Delta Between Actual and Predicted Wait Time
Ild——-Cnﬂcm
.*"""" Warning _ o
\Narmal, but slightly higher than predicted I-l- Lower than predicted
12AM 2AM SAM BAM BAM 10AM 12PM 2BM 4PM BEM B8PM 10PM

Investigate higher-than-expected wait times

After you determine when anomalies are occurring, you can use either query performance analysis or
DPA reports to help you determine which SQL statements are responsible for the anomalies.

Determine when anomalies occurred

Use the Anomaly Detection charts to determine when anomalies occurred, and to see which SQL
statements were running during that time period.
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1. From the DPA homepage, click the database instance that is experiencing anomalies to display
the 30-day Anomaly Detection chart.
2. Click a bar that represents a day when wait times were much higher than expected.

The one-day Anomaly Detection chart shows the hours when anomalies occurred. In this
example, the 2 PM hour had the highest unexpected wait times.

Anomaly Detection [T
Delta Between Actual and Prediciad Walt Time

_ 0
]'._._-_-_._._-_._._._._-_-_._ HL_ N I )

10PM

Ll
2
.
tl
=
[
L=
3

124M 2AM 2AM BAM 8AM 10AM 12PM

3. Open the Anomaly Detection chart for a one-day period, and find the hours with large red
segments. These are the hours when wait times were much higher than expected.

4. Click the bar that represents the hour, and view information about the SQL statements with
high wait times that ran during that hour.
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Display historic wait times and performance analysis for these queries

To determine which SQL statement is causing the anomaly, you can use the Query Detail page to
view the historic wait times. It's usually a good idea to start with the bars at the top of the list. Also
remember that more than one SQL statement might be causing the anomaly.

1. Click a bar that represents a SQL statement.

The Query Details page displays wait times for that SQL statement during the selected one-
hour time period.

2. Click the time period at the top of the page and change the time range. For example, select Last
30 days or Last 90 days.

In this example, the wait times for February 2 are clearly an anomaly.

< Last 30 days (@)

ANomMaly ——— I
L mmm— — PRm— ———

Jan26 Jan23 Jan 30 February Feb03 Feb05 Feb07 Feb09

3. You can also scroll down to review DPA's query performance analysis for this SQL statement.

In this example, we can see that the SQL statement was being blocked by other queries when
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Use DPA reports to review wait or query details

After you determine when the anomalies are occurring, you can create a report to review the wait
times for that hour during the last 30 days to look for unusually high wait times.

1.
2.

Click Reports.
Select the database instance that is experiencing anomalies.

Select Top Waits as the Report Type.

Database Instance: SAL2KAT -

Report Type: Top Waits -

Click Report Options.
Under Waits to Display, select the Top 50 Waits.

- Top Waits Ranked by Cumulative Wait Time

Top| 50 w | Waits

Under Dates to Display, select Last N Days as the Date Range, and leave 30 as the number of

days.

Change the Hour Range to the time period when anomalies are occurring.
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Date
Range: | -25tNDays - Hour Range 200pm  « to [300pm
Last W ow Umys of Week Sunday
Monday
Tuesda:
Days Ending Last Day Captured  « Waﬁm;day

Thursday
Friday
Saturday -

Dales January 7, 2019 - February 5, 2019

8. Click Display Report and review the wait times.

In this example, the anomaly stands out.

Anomaly ——w

lam 25 Jan 28 Jan 31 Feb 3

Investigate lower-than-expected wait times

If wait times are much lower than expected, consider investigating to determine whether any SQL
statements that normally run during that time period are missing.

1. Open the Anomaly Detection chart for a one-day period, and find the hour with the largest green
segment below the baseline. Note the date and hour.

Click Reports.
Select the database instance, and select Top SQLs as the Report Type.

Click Report Options.

o &~ 0N

Under SQL Statements to Display, select the Top 50 SQL Statements.
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. Top S0L Statements Ranked by Cumulative Wait Time

Top | &0 w | S0OL Statements

6. Under Dates to Display, select Last N Days as the Date Range, and leave 30 as the number of

days.
7. Change the Hour Range to the time period when wait time was much lower than expected.
Date
Range Last N Days ¥ Hour Range 200pm « to [300pm -
last 30 Days ofWeek  siiiday
Monday
Days Ending Last Day Captured m::day

Thursday
Friday
Saturday -

Dates January 7, 2019 - February 5, 2019

8. Click Display Report and review the SQLs that ran each day to help determine if anything is
missing.

About anomaly detection in DPA

DPA uses an anomaly detection algorithm to determine if the wait times for a database instance are
significantly higher than usual. In some cases, high wait times are normal and expected. With
anomaly detection, DPA can alert you to unexpected increases in wait times, and help you investigate
these anomalies.

How does DPA's anomaly detection work?

A machine learning algorithm uses wait time data that DPA collects to predict future wait times. DPA
uses these predictions to detect wait times that are significantly higher than expected.

Step 1: DPA gathers the data that the algorithm will use to learn what normal is and to predict
Data future wait times. Up to 90 days of historical hourly data is used for learning.
collection

Anomaly detection requires a minimum of three days of learning data. DPA does not
show any information about anomalies until it has collected at least three days of
data. Predictions improve as more data is collected.
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Based on the learning data, the algorithm calculates:

« The amount of wait time that the database instance is likely to experience during
each 1-hour period for the next 30 days.

« The standard deviation for the entire data set (which is used to calculate

thresholds).

When enough data is available, predictions include daily and weekly seasonality
(patterns of predictable fluctuations):

« Daily seasonality accounts for differences during each hour. For example, normal
wait times at 2 AM are probably different than normal wait times at 2 PM.

« Weekly seasonality accounts for differences during each day of the week. For
example, normal wait times at 2 PM on Saturday are probably different than
normal wait times at 2 PM on Wednesday. (Weekly seasonality requires at least
30 days of learning data.)

For each hour, DPA compares the actual amount of wait time during that hour to the
predicted value. If the actual amount of wait time is above the warning or critical
threshold, DPA:

« Changes the color of the wait time meter on the DPA homepage.
« Displays yellow or red segments on the bars in Anomaly Detection charts.

« Triggers the Database Instance Wait Time Anomaly alert, if it has been
configured.

How DPA determines the status of an incomplete hour

To determine if the wait time meter and hourly Anomaly Detection chart should show a warning or
critical status for an incomplete hour, DPA uses the last 6 completed 10-minute intervals (a rolling

one-hour interval). The status is updated every 10 minutes. For example, to determine the status of
the 2:00 hour:

o From 2:00 to 2:09, DPA uses data from 1:00 to 1:59.
e From 2:10to 2:19, DPA uses data from 1:10 to 2:09.
o From 2:20 to 2:29, DPA uses data from 1:20 to 2:19 (and so on).
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SQL statements excluded from the trend charts

The anomaly detection algorithm uses the total wait time for the database instance, including wait
time from any SQL statements that you have excluded from the trend charts. In most cases, a
statement is excluded from the trend charts because it always has high wait times and the large bar
dominates the charts. If the statement runs on a regular schedule with the expected amount of wait
time, no anomaly would be detected during that time period, because high wait times are normal
during that period. An anomaly would be detected only if wait times during that period were
significantly higher than normal, in which case you might want to investigate the change.

Does anomaly detection work well for all database instances?

DPA's anomaly detection algorithm, like most algorithms associated with workloads, works best
when:

« The monitored database instances have a consistent workload executing against them.

« Daily and weekly seasonality is consistent. For example, database wait times are similar each
Monday at 10 AM.

« DPA monitoring is always on (not shut down for hours or days at a time).
The algorithm might not work well when:

« The workload for a database instance is sporadic (for example, QA or reporting instances with
inconsistent wait times).

« Daily and weekly seasonality is not consistent. For example, the workload on Monday at 10 AM
varies from one week to the next, with no predictable pattern.

« DPA is not monitoring the instance consistently, and so it cannot get a good understanding of
what normal is.

If anomaly detection does not work well for any of your monitored instances, SolarWinds
recommends disabling anomaly detection for those instances.

Large gaps in the learning data

If monitoring stops for more than 30 days, the anomaly detection algorithm does not make
predictions based on the stale learning data collected before the 30-day gap. DPA collects new
learning data and, after three days, begins to make predictions based on the current data.

Anomaly thresholds

Anomalies are classified as warning and critical. The threshold for each classification is based on the
standard deviation of the wait times for the associated time period.
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(i) Standard deviation is a measure of how dispersed the values in a data set typically are.

The default values for the thresholds are listed below. You can edit the associated configuration
option to change the default values.

Classification Default Threshold Configuration Option

Warning The predicted wait time for the hour + 2 ANOMALY DETECTION_
standard deviations THRESHOLD WARNING

Critical The predicted wait time for the hour + 3 ANOMALY DETECTION_
standard deviations THRESHOLD CRITICAL

Specify the learning date after the load on a database instance
changes

If the load on a database instance changes significantly (for example, because of changes in the
network environment), the previously collected learning data is no longer accurate. To prevent this
data from being used for anomaly detection, set the advanced configuration option ANOMALY
DETECTION FORCE LEARNING DATE to the date when the load change occurred. Wait time data
collected before this date will not be used to predict future wait times.

Disable anomaly detection for a database instance

By default, anomaly detection is enabled for all database instances. To disable anomaly detection for
a database instance that with an inconsistent workload or sporadic monitoring, set the advanced
configuration option ANOMALY DETECTION ENABLED to False forthat instance.

Add an annotation to document a change to the database

_g Check out this video (1:19) on using annotations.

When you make a change that could affect performance (such as adding an index, tuning a query, or
adding resources), you can add an annotation in DPA to show when that change was made. The
annotations are displayed on all trend and timeslice charts. By comparing performance data before
and after the change, you can see what effect the change had.

1. From the DPA homepage, click the name of the database instance affected by the change.
2. Click Annotate in the upper-right corner of the trend chart.

3. Name the annotation, specify when it was added, and provide details about what change was
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made and why.

(i) If your DPA server is in a different time zone, enter the DPA server time.

Add Annotation

Annotation: Added index

Occurred At: 09/08/2016 11:20:00 € Current DPA Time: 09/11/2016 1:46:23 PM -05:00

Details: Added an index on the customer table to improve the performance of

Created By: Francine Meyers

4. Click Save.

The annotation is displayed as a flag on the chart. Point to the flag to see a summary, or click it
to see detalls.
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Manage SQL statements

See the following topics to specify the properties of a SQL statement:

« Name SQL statements
o Exclude SQL statements from DPA
« Add excluded SQL statements back to DPA trend charts and analysis

Name SQL statements

On the right side of each DPA trend chart, a legend identifies each SQL statement. By default, SQL
statements are identified by their hash values.

W 5743726880
W 2062353652
W 4TE3063260
W 2340314186
W3T14171760
W 3617821505
W 51963525414
W 3706679215
W 5403792403
W 43534368853
W 4600933670
W 2903079652
1 E404222431
W 5226356160
W 5023757360

When you are investigating a specific SQL statement, you can give it a name to make it easier to
identify. The name appears in reports and chart legends.

1. In the chart legend, click the hash value that represents the SQL statement.

The Query Details page displays information about the SQL statement.

2. In the top-right corner, click SQL Properties.

3. Inthe SQL Properties dialog, enter the name.
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.)(j

SQL Properties (Hash: 1262681994, SQL |D: 33b6s4d5n5zwa)

-
L

SQL Name

| SELECT FROM CUST DUTER_DII"-[ |

Description Cptiona

Add description to describe this query

ADVAMNCED SETTINGS

Shew in Trends charts (i
BN | Enable advisor analysis (i)

4. Click Save.
5. In the upper-left corner of the Query Detail page, click Back to return to the previous page.

The legend displays the name instead of the hash value.

(i) The colors representing the SQL statements on the chart might change after you name
the SQL statement.
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W 57437265880
W 2062383682
W 4763083260
W 2840314186
W31 4171760
W SELECT FROM CUST QUTER JOIN

B 5196529414
W 3T06ETI21S
W 5403792405
W 43534335883
W 4600933670
W 2903073632

6404222431
W 5226388160
W 5023757560

Exclude SQL statements from DPA

Certain long-running SQL statements might not be candidates for tuning (for example, SQL
statements associated with database backups, replication, or data loads). To prevent these
statements from dominating trend charts or producing tuning advisors that are not actionable, you
can exclude them from DPA.

!. Before excluding SQL statements, consider the possible impacts. If an excluded SQL
statement begins affecting your database performance, you will not see the issue in DPA

because of the exclusion.

Determine which option meets your needs

DPA provides three options for excluding SQL statements. Use this section to determine which
option meets your needs, and then see the following sections for implementation instructions.
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Summary Option1 Option2 Option3
Safe and easy (]
Excludes the SQL statement from both past and future charts (]

and advisors

If the exclusion is reverted, DPA charts and advisors for the o
exclusion period show data about the excluded statement again

Excludes SQL statements from all DPA views and analysis, < <
including reports and anomaly detection

Exclusion criteria is not restricted to the hash value or ID of one v
SQL statement
Option 1: Exclude a specific SQL statement from DPA charts and analysis

Use the SQL Properties dialog box to exclude the selected SQL statement from DPA trend charts,
DPA tuning advisors, or both. When you exclude a statement from tuning advisors, DPA does not
generate query advisors for it or consider it when generating table tuning advisors.

DPA recommends using this method if possible because it is safe (there is no risk of losing data) and
easy (it is done through the interface).

Data about the All DPA trend charts that represent one or more days, including charts that
statement is represent previous periods

excluded from: « All tuning advisors, including those generated for previous periods

Data about the Charts that represent less than one day

statement is « Reports
still included in;

« Anomaly detection

© If the statement runs on a reqular schedule with a predictable
amount of wait time, it would not cause DPA to detect an anomaly
during the period when it runs. Higher wait times would be normal
during that period.

If you revert the DPA charts and advisors for the exclusion period show data about the excluded
exclusion: statement again. With this method, DPA continues to collect and store data
about the SQL statement, and so the data is available.
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Option 2: Prevent DPA from storing data about a specific SQL statement

Run a statement against the DPA repository database that prevents DPA from storing the data that
it collects about the specified SQL statement. The excluded SQL statement is identified by its DPA
hash value.

This option for excluding SQL statements requires admin privileges.

Data about the « Charts, tuning advisors, and reports that represent time periods after

statement is you ran the SQL statement

excluded from: « Anomaly detection

Data about the Charts, tuning advisors, and reports that represent periods before you ran

statement is still the statement

included in:

If you revert the DPA charts and advisors for the exclusion period do not show data about

exclusion: the statement because that data is not stored in the DPA repository
database.

Option 3: Exclude SQL statements from collection based on criteria in the WHERE
clause

Modify the WHERE clause of the DPA quickpoll query to prevent DPA from collecting information
about SQL statements that meet certain criteria. With this method, you can exclude statements that
come from a certain program, user, host, or a combination of factors. For example, you can exclude a
specific SQL statement when it is run by a certain user, or you can exclude all SQL statements
coming from a user on a certain computer.

(i) This method cannot be used for statements that run on a Sybase monitored database
instance.

L. In some cases, this method can improve the performance of the DPA quickpoll query on a busy
database instance. However, adding too much logic to the WHERE clause can cause the query
to run longer than expected or disrupt data collection.

If you use this option, DPA strongly recommends working with SolarWinds Support. Check
CONTIME entries for QUICKPOLL_EXECUTE both before and immediately after you apply the
change to determine if there is any difference in performance.

Data about the « Charts, tuning advisors, and reports that represent time periods
statement is excluded after you modified the WHERE clause
from: « Anomaly detection
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Data about the Charts, tuning advisors, and reports that represent periods before you
statement is still modified the WHERE clause

included in:

If you revert the DPA charts and advisors for the exclusion period do not show data
exclusion: about the statement because that data was never collected.

Option 1: Exclude a specific SQL statement from DPA charts and
analysis
1. In any chart legend, click the name or hash value that represents the SQL statement.

The Query Details page displays information about the SQL statement.

2. Inthe top-right corner, click SQL Properties.
The SQL Properties dialog opens.
3. Under Advanced Settings, clear one or both of the following options:

« Clear the Show in Trends charts setting to remove the SQL statement from multi-day or
one-day trend charts. If you drill in to a time period less than one day, charts include the
SQL statement.

« Clear the Enable advisor analysis setting to exclude this statement from the analysis that
DPA runs to generate query advisors and table tuning advisors. When analysis is disabled,
DPA does not detect problems with the SQL statement.

(i) When you clear the Show in Trends charts setting, both options are cleared.
DPA does not perform analysis on SQL statements that are not shown in the
Trends charts.

ADVAMCED SETTINGS

I:n Show in Trends charts @
:n Enable adviser analysis @

4. Click Save.

(i) You can add excluded SQL statements back to trend charts and analysis at any time.
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Option 2: Prevent DPA from storing data about a specific SQL
statement
1. Log in to DPA using an account with admin privileges.
2. Get the hash value that identifies the SQL statement:
a. In any DPA chart legend, click the name or hash value that represents the SQL statement.
The Query Details page displays information about the SQL statement.
b. Inthe top-right corner, click SQL Properties.
c. Copy the hash value from the top of the SQL Properties dialog box.
3. Open the DB query tool in DPA:
a. Onthe DPA menu, click Options.
b. Under Support > Utilities, click DB Query tool.
4. To get the database ID, enter the following query and click Execute Query:
select ID, name from cond;

The query returns the names and IDs of all monitored database instances.

Enter Query

Quick Query | v |
Enter Queries - Multiple queres can be entered when separafed by a "
select ID, name fTrom cond;

Execute query against: F-EDNNECTED-- Repository L

Cuery Result - (Repository) select (D, name from cond

ID

1 DPASQLZKATLINLX
12 EVEREST@BOULDER
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5. Enter the following query (replacing the variables with your database ID and SQL hash value),
and click Execute Query:

INSERT INTO con _gp exclude (dbid, type, value, origin) VALUES (databaselD,
'H', 'sqglHash', 'U');

All future data collection excludes this SQL statement. Past data is not purged, so DPA charts
and reports that represent previous time periods will still include the SQL statement.

(i) To revert the exclusion, remove the SQL statement from the con _gp exclude table by issuing
a DELETE FROM statement:

DELETE FROM con dgp exclude WHERE dbid=databaseID AND type='H' AND
value='sqglHash';

Option 3: Exclude SQL statements from collection based on criteria in
the WHERE clause

. On the DPA menu, click Options.

—

2. Under Administration > Configuration, click Advanced Options.

The System Options tab lists options that apply to all database instances.

Click DB Instance Options and select the database instance on which the SQL statements run.
Select Support Options.

Click the name of the QUICKPOLL_WHERE_CLAUSE to open the Edit Option dialog.

o o M

Enter the phrase to include in the WHERE clause that specifies the SQL statements that should
not be collected. Use the syntax appropriate for the database type. See the examples in the
following sections.

7. Click Update, and then restart DPA.

All future data collection excludes the SQL statements. Past data is not purged, so DPA charts
and reports that represent previous time periods will still include the statements.

(i) To revert the exclusion, repeat this procedure to remove the criteria from the quickpoll
WHERE clause.

Examples for SQL Server

Example 1: Exclude all SQL statements from the TSQL program logging in from the server
HPSERVER:

and not (s.program name='TSQL' and s.hostname='HPSERVER')
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Example 2: Exclude the specified SQL statement if it comes from a certain user, but do not exclude it
if it comes from other users. Use the SQL_handle (not the DPA hash value) to identify the SQL
statement.

and not (s.loginame='Bob' and s.sgl handle=0x00987097097897)
Example 3: Exclude all SQL statements executed in the master database by the dataload program:

and not (db name (s.dbid)='master' and s.program name='dataload')

Examples for Oracle

Example 1: Exclude all SQL statements from the SAP.exe program logging in from the server
HPSERVER.

and not ("u".ksusepnm ='SAP.exe' and "u".ksusemnm='HPSERVER')

Example 2: Exclude the specified SQL statement if it comes from a certain user, but do not exclude it
if it comes from other users.

and not ("u".ksuudlna='Bob' and "u".ksusesgh =97097897)

Examples for Db2

Example 1: Exclude all SQL statements from the SAP.exe program logging in from the server
HPSERVER:

and not (ai.appl name ='SAP.exe' and ai.client nname='HPSERVER')

Example 2: Exclude a dynamic SQL statement if it comes from a certain user, but do not exclude it if
it comes from other users.

and not (ai.auth id='Bob' and s.stmt text like '%insert into bad table%')

Example 3: Exclude a static SQL statement if it comes from a certain user, but do not exclude it if it
comes from other users.

and not (ai.auth id='Bob' and st.text like '%insert into bad table%')

Examples for MySQL

Example 1: Exclude all SQL statements from the SAP.exe program logging in from the server
HPSERVER:

and not (program name = 'SAP.exe' AND host='HPSERVER')

Example 2: Exclude a dynamic SQL statement if it comes from a certain user, but do not exclude it if
it comes from other users:

and not (user = 'BOB' AND statement sgl like 'Sinsert into bad table%')
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Examples for PostgreSQL

Example 1: Exclude the queries coming from a certain client address:

and a.client addr != '10.140.66.28"

Example 2: Exclude a wait event type timeout that is coming from a client backend:

and a.wait event type != 'Timeout' and a.backend type != 'client backend'

Add excluded SQL statements back to DPA trend charts and
analysis

If you excluded SQL statements from DPA trend charts and analysis, you can add them back if
needed.

Add excluded SQL statements back to trend charts

1. Onthe DPA menu, click Options.
2. Under Administration > Configuration, click Excluded SQL Statements.

The Excluded SQL Statements dialog box lists the SQL statements that are excluded from
trends charts.

3. Locate the SQL statement in the list:

« Use the drop-down menu at the top to sort by exclusion date, database instance name, or
SQL ID (name or hash).

« Enter a string in the Search bar to show only SQL statements whose ID, database
instance, or database type includes the search string.

« Hold the mouse pointer over the [ icon to display the SQL.

SELECT count { * )

FROM my=ql . rd=s_replication_status
| YHERE master_host IS NOT ?

AND master_port IS NOT 7

ORDER BY action_timestamp LIMIT ?

Py Crarauuer RarEer 15 10 5% YWaIlre | SUE ... 120

4. Select the SQL statement.
5. Click Re-include Selected.

6. Click the x in the top-right corner to close the dialog box.
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Add excluded SQL statements back to analysis
1. If the SQL statement is currently excluded from trends charts, add it back to trends charts.
2. In any chart legend, click the name or hash value that represents the SQL statement.

The Query Details page displays information about the SQL statement.

3. Inthe top-right corner, click SQL Properties.
The SQL Properties dialog opens.
4. Under Advanced Settings, select Enable advisor analysis.

5. Click Save.
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Resource metrics in DPA

Use the topics in this section to:

o View resource metrics in DPA

« Show or hide VMware events on metric charts
View and learn about resource metric baselines
View or change DPA resource metric thresholds
Learn what metrics DPA collects

View resource metrics in DPA

Resource metrics provide information about how resources (such as CPU, disk, and memory) are
being used at specific points in time. These metrics show what was happening in the rest of your
environment during database slow-downs, and can provide context to help you identify the root
cause of performance problems.

DPA displays resource metrics in the following locations. You can:

« View all available metrics on the Resources tab
« Correlate wait time with resource metrics on the Trends tab
« View resource metrics related to the performance of a query

View all available metrics on the Resources tab

The Resources tab displays all available resource metrics for the selected database instance.
1. Onthe DPA homepage, click a database instance to view detailed information.
2. Inthe upper-right corner, click the Resources tab.

The Resources tab displays all available resource metrics for the selected database instance.
You can:

« Click a time period in the upper-right corner to change the time range.
« Show or hide baselines.

« Click the Information link to display information about a metric.

« Click Settings to view or change the thresholds for that metric.

Arrows at the top of each metrics chart indicate when VMware events occurred.

3. To view information about VMware events (for instances that run on a VM), hover over the blue
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or gray arrows at the top of a chart.

Blue arrows indicate that events occurred on the VM where the database instance runs. Gray
arrows indicate that events occurred on other VMs that run on the same host.

When you hover over an arrow, events that occurred on other VMs are in shown in plain text.
Those that occurred on the same VM are highlighted in bold, blue text.

(i) You can choose which VMware events to display on charts.

1ie

o TOC N

List of ViMware events for the host and all WYiMs on the host.
Events for this DB Instance's VM are highlighted in blue.

Events that occurred on a September 27, 2019
different VM running on the same  fe—_tSeSkbi— /] 'SOLServer2K17_Linue powered on ||
4:14:09 AM VM 'DPFASQLZ2KE powered on

host are shown in plain text.
4:33:04 AM VM 'DPASY 15T powered on
4:33:26 AM VM 'DPASY 160" powered on i
Sep 14| Events that occurred on the S 4-34:00 AM VM 'DPASY 155’ powered on :
same VM are shown in fegp 4:34:00 AM VM '‘DPAORA12" powered on

bold, blue text.

sk F Ewvents may explain changes in resource behavior,

o @ﬂ%ﬂ o T

rted commands

A A

Correlate wait time with resource metrics on the Trends tab

When you are viewing wait time charts on the Trends tab, you can scroll down to determine if
unexpectedly long wait times correlate with resource contention.

1. On the DPA homepage, click a database instance to view detailed information.
2. Inthe upper-right corner, click the Trends tab.
3. Scroll down and click the Resources tab below the wait time charts.

The Resources tab displays a subset of the available resource metrics for the selected database
instance. You can:

« Click Add Resource Chart to include additional charts.
« Click () to display information about a metric.
« Click ‘@ to view or change the thresholds for that metric.
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« Use othericons to the right of a chart to remove it, change its location, or replace it with a
different chart.

4. To view information about VMware events that might explain changes in behavior, hover over
the blue or gray arrows at the top of a chart. (See step 3 in the previous section.)

(i) You can choose which VMware events to display on charts.

View resource metrics related to the performance of a query

To help you find the root cause of long wait times for a query, the Query Details page includes the
most relevant statistics, blocking, plan, and metrics charts. When you scroll down to view these
charts, the Top Waits chart at the top of the page remains visible so you can correlate query wait
times with other events during the same time period.

For instances that run on a VM, a black dot above a chart indicates when one or more VMware events
occurred on that instance's VM or on a different VM running on the same host. Hover over the dot to
display the list of VMware events, which might explain changes in behavior. Events that occurred on
other VMs are shown in plain text. Those that occurred on the same VM are shown in bold text.

VM 'install_HURON_DB2107' powered off e Events that occurred on a

o, 1:20 AM 09/26/2019 oq different VM running on the same
host are shown in plain text.

VM 'DPAORATD" powered off
1:20 AM 03/26/2019 I

L L B ]

L\) Events that occurred
on the same VM are
shown in bold text.

7 Sep, 12:00 AM - 28 Sep, 12:00 AN St R f R = e L B s = k|

(i) You can choose which VMware events to display on charts.

Show or hide VMware events on metric charts

For database instances that run on virtual machines (VMs), resource metric charts display VMware
events. By default, the charts display events that occur on the VM where the database instance runs,
as well as events on all other VMs that run on the same host. These events can sometimes explain
changes in resource behavior.
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« Events on the VM where the database instance runs are shown in bold text.
« Events on a different VM are shown in plain text.

You can change which VMware events DPA displays on metric charts. These settings apply when you
open DPA on the current computer using the same type of browser (for example, Chrome).

1. Onthe DPA menu, click Options.
2. Under Administration > Display, click Display Options.

3. From the View Events drop-down menu, select which VMware events you want DPA to display
on metric charts:

« None
« Forthis VM
« Forall VMs on host

About DPA resource metric baselines

When you are viewing resource metrics on the Resources tab in DPA, you can display baselines to
compare values from a specific period to historical norms. Baselines provide context for the current
values. Metric values that are far above or below the baseline could indicate areas in need of tuning
or reconfiguration.

Monitoring must be active for at least one day before baselines can be calculated, and baselines
become more representative as more monitoring days pass.

(i) Baselines are not available for metrics collected for the VM Option.

Show or hide baselines

Baselines are available when the selected time period is one week or less.

Click the Show baseline or Hide baseline button near the top of the Resources tab to show or hide
baselines. When you show baselines:

« Adark line represents the average value.

« If the time period is less than one week, a shaded area represents values between the 10th and
90th percentiles.
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DB Single Block Disk Read Time

51 Average Values between 10th
4] walue and 90th percentiles

u 4
4:40 FM 4:50 PM 5:00 PM 510 PM 520 PM 530 PM

How are baselines calculated?

Baselines are calculated for each one-hour period. By default, baselines are calculated using data
only from weekdays (Monday through Friday). Each baseline is calculated using data from the
corresponding hour for all weekdays, so the value for a specific hour is the same across all days. (For
example, the value for 1 -2 PM is the same Monday through Friday.)

Baselines are calculated using historical data from before the earliest time shown on the chart. For
example, if a chart covers one week and starts on May 10th, all baselines are calculated using data
from May 9th and earlier. For this reason, one-week charts show repeating patterns for each day.

Change the days included in baseline calculations

To change the days included in baseline calculations, update the advanced configuration option
METRICS BASELINE TYPICAL HOUR_CALCULATION. This option can be set globally or for a specific
monitored database instance.

Choose one of the following values:

Value Description

Weekday Baselines are computed for each one-hour period using data from the corresponding
Only (M-F) hour on weekdays (Monday through Friday). This is the default.

All Days  Baselines are computed for each one-hour period using data from the corresponding
of the hour on all days.
Week

Same Day Baselines are computed for each one-hour period using data from the corresponding

of Week  hour on the corresponding day. (For example, the value for 1 - 2 PM on Monday uses
data from the corresponding hour on Mondays, and is therefore different than the value
for 1 -2 PM on Friday.) Be aware that this option increases the number of baselines per
metric from 24 to 168.
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View or change DPA resource metric thresholds

Resource metric charts in DPA indicate when the metric has exceeded a Warning or Critical threshold.
You can change the default thresholds to meet the needs of your environment. The custom
thresholds can apply to a specific database instance or all monitored instances.

View the current thresholds

1. Onthe DPA homepage, click the database instance whose resource metric thresholds you want
to view.

(i) If you are going to change the default thresholds for all database instances, you can click
any instance.

2. Click the Resources tab.
3. Click the tab that displays the metric whose thresholds you want to view or change.
4. Locate the metric chart and click Settings below the chart.

The Resource Settings page displays the current thresholds.

Resource Sattings
* Uge Detiats Cutom
Thase values Fippe AMrE on T mednc for all dalabase instances that use the delaul To 54 cusiom Thashold valugs for s database mslancs. anber The values and Click O To
Thigehdis change h defaull Prasmoids, anler ke valed and cice Save A Dafaull
* Enabis Data Colacton ¥ Engbie Data Colechon
Alarm ThaesBolds Alarm Threshokis
+ Crical il and abovaw + Crtical 20 ard abovaew
< wEnng 10 ] v 20 * Warning 10 1o = 20

Change the thresholds

1. Select Custom.
2. Enter the new Critical and Warning threshold values.
3. Do one of the following:
« Touse the new values only for this database instance, click OK.

« To use the new values for all database instances, click Save As Default. Then click Yes
and OK at the confirmation prompts.
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The new default threshold values are used for all database instances unless custom
thresholds have been specified for an instance. Any database instance with Custom
selected (instead of Use Defaults) will continue to use those custom thresholds.

Metrics collected by DPA

The following topics describe the metrics that DPA collects:

« Oracle metrics collected by DPA

« SQL Server metrics collected by DPA

« MySQL metrics collected by DPA

« Sybase metrics collected by DPA

o Db2 metrics collected by DPA

« Azure SQL database metrics collected by DPA
« ASMI metrics collected by DPA

« PostgreSQL metrics collected by DPA

« VM metrics collected by DPA

Oracle metrics collected by DPA

The following sections list the metrics that DPA collects for Oracle databases. Some metrics are not
available for all Oracle deployments.

(i) « Learn how to view these metrics and change the thresholds.

» For detailed information about resolving issues, click the Information link next to the
metric on the Resources tab. The Information link is not available for all metrics.

CPU

Metric Description

CPU The percentage of CPU being utilized by the database instance, which is a subset of the

Utilization CPU utilized by the entire system. Oracle supplies this value only if the database

by DB parameter timed statistics = TRUE, If thisis high, use DPA Trends charts to review
queries waiting on CPU.

0/S CPU  The percentage of CPU being utilized by the entire system. If this is high, compare this

Utilization utilization with the CPU Utilization By Oracle metric. If most of the CPU is being used
by Oracle, use the DPA Trends charts to review queries waiting on CPU. If Oracle is not
using a significant portion of total CPU, review other non-Oracle programs running at
this time.
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Memory

Metric Description

Buffer The rate at which this database finds the data blocks it needs in memory rather than
Cache having to read from disk. By itself, the buffer cache hit ratio is not very meaningful except

Hit for databases with undersized data buffer cache (db_cache_size parameter). Oracle

Ratio  provides the data buffer cache advisory utility vSdb_cache_advice for assistance with
sizing.

DB The number of memory reads (session logical reads statistic from vSsysstat) per second

Logical forthis database.

Read

Rate

Shared The amount of memory allocated to the Oracle shared pool.
Pool
Size

Buffer The amount of memory allocated to all Oracle buffer caches.
Cache
Size

PGA The amount of memory allocated to the PGA cache.
Cache
Size

Library The library cache (a component of the shared pool) stores the executable (parsed or

Cache compiled) form of recently referenced SQL and PL/SQL code. Oracle tries to reuse this

Hit code. If the code has been executed previously and can be shared, Oracle will report a

Ratio library cache hit. If Oracle is unable to use existing code, then a new executable version of
the code must be built, which is known as a library cache miss.

Disk

Metric  Description

DB The number of kilobytes being read from disk every second for this database. If this is
Physical high, drill in to the DPA Trends charts and review queries waiting on physical read wait
Read events (for example, db file scattered readordb file sequential read).
Rate

DB The number of kilobytes being written to disk every second for this database. If this is

Physical high, drill in to the DPA Trends charts and review queries waiting on write wait events (for
Write example, free buffer waits ordirect path write temp)_

Rate
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Description

DB
Physical
/0
Rate

DB
Single
Block
Disk
Read
Time

DB
Multi
Block
Disk
Read
Time

DB
Commit
Time

Network

The number of kilobytes being read and written to disk every second for this database. If
this is high, drill in to the DPA Trends charts and review physical read and write wait
events.

The average number of milliseconds waiting forthe do file sequential read eventin
this database. If this is high, contact your system administrator to understand why disk
reads are slow. Use DPAto drillintothedb file sequential read waits and use the
Files tab to show the disks involved.

The average number of milliseconds waiting forthe do file scattered read eventin
this database. If this is high, contact your system administrator to understand why these
disk reads are slow. Use DPA to drill into the db file scattered read waits and use
the Files tab to show the disks involved.

The average number of milliseconds waiting for the 1og file sync event indicating
commit times for this database.

Metric Description

DB
Round-
trip Time

SQL*Net
Sent
Rate

SQL*Net
Received
Rate
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The round-trip time when running "select 1 from dual” (includes network time but not
connect time) on this database. If this is high, contact your network administrator to
understand network latency.

The throughput of SQL*Net bytes sent to the clients in KB/second.

The throughput of SQL*Net bytes received from the clients in KB/second.
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Sessions

Metric Description

DB The number of Transactions (user commits + user rollbacks statistics from
Transaction vSsysstat) being executed every second for this database.

Rate

DB Active The number of sessions actively performing work or waiting for a resource (excludes
Sessions idle sessions) for this database.

DB Blocked The number of sessions that are blocked because another session is using a needed
Sessions resource on this database.

Waits
Metric Description
Total Instance Wait Time The total wait time for the database.

License Compliance

Metric Description

Connected The number of distinct users connected to this instance (even if the connection is idle).
Users This value is typically used for per-user licensing.

Connected The number of distinct client machines connected to this instance (even if the
Devices connection is idle). This value is typically used for per-device licensing. It can also be
used to approximate per-user licensing.

Sessions  The number of sessions connected to this instance (even if the connection is idle). This
value is typically used for licensing based on number of concurrent connections.

Core The number of cores used by the instance. This value is typically used for per-core
Count licensing.
ASM

ASM Summary Reads The total number of all I/0 read requests.

ASM Summary Writes The total number of all I/0 write requests.

ASM Summary Read Time The average I/0 time per read request over all disks.

ASM Summary Write Time The average /0 time per write request over all disks.
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Metric Description

ASM Summary Write Rate The total number of kilobytes written to disk every second.

ASM Summary Read Rate The total number of kilobytes read from disk every second.

Exadata

Metric Description

|0 Saved
by
Storage
Cell
Offloading

Flash
Cache Hit
Ratio

Smart
Scan
Efficiency

Cell Single
Block
Physical
Read
Latency

Cell
Multiblock
Physical
Read
Latency
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The amount of physical I/0 that has been saved by offloading it to the Exadata
storage servers. Each of the storage servers might get a piece of the SQL statement to
operate on, so the processing is also parallelized at the same time. This saves valuable
database server processing cycles for other non-1/0 related activities and can
dramatically reduce response times. Smart Scan is another term that essentially
means the same thing.

The amount of 1/0 operations satisfied by the Exadata Smart Flash Cache within the
Storage Servers. Exadata Smart Flash Cache is one of the essential technologies of the
Oracle Exadata Database Machine that enables the processing of up to 1.5 million
random 1/0 operations per second (IOPS), and the scanning of data within Exadata
storage at up to 75 GB/second. This metric helps you understand how much the cache
is helping.

When the storage cells process full table scans they can apply columns filters and
perform column projection so that not all blocks are returned to the database server,
only the ones that are needed. This metric shows an efficiency of how well that is
occurring. The data comes from vSsysstat. It looks at the'cell I0 uncompressed
bytes' (a),'cell physical IO bytes saved by storage index'(b)and'cell
physical IO interconnect bytes returned by smart scan'(c)metrics. It then
applies the formula of 100 * (a + b) / cto get the percentage of data saved by the
smart scans.

The average number of milliseconds waiting for the cell single block physical
read Exadata event in this database.

The average number of milliseconds waiting for the ce1ll multiblock physical
read Exadata event in this database.
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Metric Description

Cell Smart The average number of milliseconds waiting forthe ce11 smart table scan Exadata
Table event in this database.

Scan

Latency

RAC

Metric Description

Avg GC The average round-trip time or latency for all requests for a Consistent Read (CR) from
CR this instance across the RAC Interconnect. If the transfer time is too high, or if one of the
Block  nodes in the cluster shows excessive transfer times, the RAC interconnect should be
Receive checked (using system level commands) to verify that it is functioning correctly.

Time Calculation in (ms) is as follows:

(gc_current_block_receive_time)/(gc_cr_blocks_received) * 10

Avg GC The average round-trip time or latency for all processing requests for Current Mode Block
Current from this instance across the RAC Interconnect. Calculation in (ms) is as follows:

Block
Receive
Time

(gc_current_block receive_time)/ (gc_current block_receive_time) * 10

LMS The average LMS Service Time measures overall latency for a Consistent Read. This

Service includes queue, build, flush, and send time. The Lock Manager Server (LMS) process, also

Time called the GCS (Global Cache Services) process, is used to transport blocks across the
nodes for cache-fusion requests. If there is a Consistent Read request, the LMS process
rolls back the block, makes a Consistent Read image of the block, and then ships this
block across the HSI (High Speed Interconnect) to the process requesting from a remote
node. LMS must also check constantly with the LMD background process (or GES
process) to get the lock requests placed by the LMD process.

Current The average Current Block Service Time (ms) is calculated as follows:
Block
Service
Time

(gc current block pin time)+ (gc current block flush time)+ (gc current
block send time)/ (gc current blocks served) * 10

Avg GC The average global cache CR block build times being experienced from this instance

CR across the RAC Interconnect. The average time to build a consistent read block is
Block calculated as follows:
Build

Time (gc cr block build time * 10)/(gc cr blocks served)
|
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Metric Description

Avg
Current
Block
Pin
Time

Avg GC
CR
Block
Send
Time

Avg
Current
Block
Send
Time

Avg GC
CR
Block
Flush
Time

Avg
Current
Block
Flush
Time

The average current block pin times being experienced from this instance across the RAC
Interconnect. This value is calculated as follows:

(gc_current block pin time * 10) / gc_current blocks served as average

pin time

The average global cache CR block send times being experienced from this instance
across the RAC Interconnect. The average time to send a complete consistent read block
is calculated as follows:

(gc cr block send time * 10)/(gc cr blocks served)

The average current block send times being experienced from this instance across the
RAC Interconnect. This value is calculated as follows:
(gc_current block send time * 10) / gc current blocks served as

average send time

The average global cache CR block flush times being experienced from this instance
across the RAC Interconnect. The average time spent waiting for a redo log flush is
calculated as follows:

(gc cr block flush time * 10)/(gc cr blocks served)

The average current block flush times being experienced from this instance across the
RAC Interconnect. This value is calculated as follows:

(gc_current block flush time * 10) / (gc_current blocks served)

SQL Server metrics collected by DPA

The following sections list the metrics that DPA collects for SQL Server databases.

(3
W1 °
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Learn how to view these metrics and change the thresholds.

For detailed information about resolving issues, click the Information link next to the
metric on the Resources tab. The Information link is not available for all metrics.
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Metric Description

Signal
Waits

0/S CPU
Queue
Length
via WMI

0/S CPU
Utilization

Instance
CPU
Utilization

Memory

The percentage of total waits that are runnable and waiting for an available CPU.
Anything over 20% indicates that there is a possible CPU resource bottleneck.

Examine the overall wait events for the server as a whole. A high signal wait percentage
could be due to an increased number of sessions, so examine the overall workload for
the server as well. Take steps to either reduce the overall runtime for queries or reduce
the total number of sessions.

The number of O/S threads waiting to access the CPU for the entire system (includes
all instances on this machine).

The percentage of CPU being used for the entire system (includes all instances on this
machine). Potential solutions to a CPU bottleneck are to reduce the server load by
tuning the queries waiting on CPU, get faster CPUs, or get more CPUs.

The CPU Utilization for this specific SQL Server instance. This is a subset of the 0/S
CPU Utilization metric.

Metric Description

0/S Memory The percentage of memory being used for the entire system (includes all instances

Utilization

Memory

on this machine). If this is high and the Memory Paging Rate metric is high, you
might need to increase the amount of physical RAM in the server, reduce the load on
the server, or change the server memory configuration. Run sp_configure and
review settings for "max server memory"” and "min server memory” to determine
amount of memory allocated to SQL Server.

The number of pages read from or to the disk to resolve memory references to pages

Paging Rate that were not in memory at the time of the reference. This metric is for the entire

via WMI
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system (includes all instances on this machine). High rates may indicate excessive
memory contention (thrashing).
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Metric Description

Buffer Cache
Hit Ratio

Procedure
Cache Hit
Ratio

Page Life
Expectancy

Buffer Cache
Size

Plan Cache
Size

SQL
Compilations

SQL Re-
Compilations

Log Flushes

Log Bytes
Flushed
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The rate at which SQL Server finds the data blocks it needs in memory rather than
having to read from disk for this instance. By itself, the buffer cache hit ratio is not
very meaningful except for servers with undersized memory settings. Tuning queries
and performing index optimization is the best way to increase buffer cache hit
ratios. To see the current metrics for the buffer cache, run the following query:

select * from master..sysperfinfo where object name like 'Buffer

Manager'

The percentage of time when SQL Server looks for an execution plan in the
procedure cache and finds it for this instance. If this is low, try to write more
reusable code or consider increasing the size of the procedure cache. To see current
metrics for the procedure cache, run the following query:

select * from master..sysperfinfo where object name like '%Plan

Cache%';

The number of seconds a page will stay in the buffer pool without references. A
lower value (for example, under 300) indicates the buffer pool is under memory
pressure and you should add more memory to the system (enable AWE on 32-bit
systems) or find the process in Task Manager that is consuming outside of SQL
Server.

The current size of the SQL Server Buffer Cache.

The current size of the SQL Server Plan Cache.

The number of compilations performed by SQL Server per second. Compilations are
a natural part of SQL Server operations but do utilize CPU and other resources.
Compare this to the Batch Requests/sec metric to understand if this metric is too
high. Minimizing compilations will help overall performance. For more information,
see the following Microsoft Knowledgebase article:
http://support.microsoft.com/kb/243588.

The number of re-compilations performed by SQL Server per second. Re-
compilations occur for many reasons but this number should typically be low.

The number of log flushes that occur per second.

The number of bytes of information being flushed per second.


https://support.microsoft.com/en-us/help/243588/how-to-troubleshoot-the-performance-of-ad-hoc-queries-in-sql-server
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Metric  Description

Total
/0 Wait
Time

Total
Read
/0 Wait
Time

Total
Write
I/0 Wait
Time

Physical
Read
Rate via
WMI

Physical
Write
Rate via
WMI

Physical
I/0
Rate via
WMI

0/S
Disk
Queue
Length
via WMI

0/S
Disk
Queue
Length
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The sum of all I/0 activity for all database files. If this is high:

1. Examine the current physical structure of databases on the server to seeif it is
possible to reduce 1/0 load by redistributing the database files to distinct disks.

2. Examine queries and database design to determine if they can be tuned to reduce
1/0.

The sum of all read 1/0 activity for all database files.

The sum of all write I/0 activity for all database files.

The number of kilobytes being read from disk every second for the entire system (includes
all instances on this machine). If this is high, drill in to the DPA Trends charts and review
queries waiting on physical read wait types, such as PAGETOLATCH_SH or PAGETIOLATCH_
EX,

The number of kilobytes being written to disk every second for the entire system (includes
all instances on this machine). If this is high, drill in to the DPA Trends charts and review
queries waiting on write wait types, such as T0_COMPLETION or PAGETOLATCH,

The number of kilobytes being read and written to disk every second for the entire system
(includes all instances on this machine). If this is high, drill in to the DPA Trends charts
and review physical read and write wait types.

The number of 1/0 operations waiting for disk drives to become available for the entire
system (includes all instances on this machine).

The number of I/0 operations waiting for disk drives to become available for the entire
system (includes all instances on this machine). Spikes of high disk queue length may be
normal, but if this is high for an extended period, you could have an |I/0 bottleneck. Drill in
to DPA Trends charts to examine queries with I/0 wait types during the timeframe.
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Metric  Description

sqQL Disk read latency from dm_io virtual file stats DMO.
Disk

Read

Latency

sqQL Disk write latency from dm_io virtual file stats DMO.
Disk

Write

Latency

Page The number of SQL Server physical reads from disk to memory. OLTP workloads are
Reads typically about 80-90 per second with higher values (or spikes) being an indication of
insufficient storage performance, insufficient indexing, or not enough memory.

Page The number of SQL Server physical writes from memory to disk. OLTP workloads are

Writes  typically about 80-90 per second. If this is high (or spikes) it needs to be cross checked
with lazy-writes/sec and checkpoints in order to determine if the issue might be due to
low memory.

Network

Metric Description

Round- The round-trip time when running "select 1" against this instance (includes network time
trip but not connect time). If this is high, contact your network administrator to understand
Time  network latency.

Sessions

Metric Description

Transaction The number of transactions being executed every second in this instance (the
Rate Transactions/sec statistic from sysperfinfo for the instance).

Blocked The number of sessions that are blocked in this instance because another session is
Sessions using a needed resource.

Active The number of sessions in this instance actively performing work or waiting for a
Sessions resource (excludes idle sessions).

Batch The number of batches being executed by SQL Server every second.
Requests
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Waits
Metric Description
Total Instance Wait Time The total wait time for the instance.

License Compliance

Metric Description

Connected The number of distinct users (that is, login names) connected to this instance (even if
Users the connection is idle). This value is typically used for per-user licensing.

Connected The number of distinct client machines connected to this instance (even if the
Devices connection is idle). This value is typically used for per-device licensing. It can also be
used to approximate per-user licensing.

Sessions  The number of sessions connected to this instance (even if the connection is idle). This
value is typically used for licensing based on number of concurrent connections.

Core The number of cores used by the instance. This value is typically used for per-core
Count licensing.

MySQL metrics collected by DPA

The following sections list the metrics that DPA collects for MySQL database instances.

(i) « Learn how to view these metrics and change the thresholds.

« For detailed information about resolving issues, click the Information link next to the
metric on the Resources tab. The Information link is not available for all metrics.
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Memory

Metric Description

InnoDB The rate at which the InnoDB engine finds the data blocks it needs in memory rather

Buffer than having to read from disk. Innodb_buffer_pool_size is a very important parameter
Pool Hit  for InnoDB performance. A rule of thumb is to set the innodb_buffer_pool_size up to
Ratio the total size of the database but not to exceed about 70% of total RAM.

(i) If you have MyISAM tables, you want to balance the key_buffer_size and the
innodb_buffer_pool_size to best utilize memory for your MySQL instance.

If the hit ratio is lower than 90%, investigate increasing the buffer pool in my.cnf and
my.1ini by updating the innodb buffer pool size system variable and then
restarting MySQL.

InnoDB The percentage of the InnoDB buffer pool that contains data. Innodb_buffer_pool_size

Buffer is a very important parameter for InnoDB performance. A rule of thumb is to set the
Pool innodb buffer pool size up to the total size of the database but not to exceed
Consumed about 70% of total RAM. A general good practice is to size the buffer pool such that it
Space is mostly full. By doing this, it indicates that you are not wasting memory and that

queries are finding the majority of their data in the buffer pool.
If this metric is either too high or too low, consider the following:

« If the Consumed Space is consistently low, this indicates that your buffer pool is
too big and memory is unnecessarily allocated to the buffer pool. Investigate
lowering the innodb_buffer pool size variable.

« If the Consumed Space is consistently very high (99% or higher), this may
indicate that the size of the buffer pool is too low. Check the resource metric
InnoDB Buffer Pool Hit Ratio. If this metric is periodically or consistently low,
investigate increasing the innodb _buffer pool size variable.

« If the Consumed Space is low, but it is on therise, this indicates that the buffer is
being initially populated with data. No action is needed at this point.
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Metric Description

InnoDB The number of requests per second to flush pages from the InnoDB buffer pool to the

Buffer data file. Flushing pages to disk is a normal InnoDB operation. InnoDB tries to do this
Pool activity in the background when the total load is low.
Flushed

Page Rate If the flush rate is too high, consider the following:

« If the InnoDB log files are too small, this forces a checkpoint operation that
flushes buffer pool pages to disk. Check the InnoDB Log Write Rate metric. If you
see a lot of log writes that correspond to high InnoDB Buffer Pool Flushed Page
Rate values, increase the innodb_log file size variable.

« Abuffer pool size that is too small can cause frequent flushes. A rule of thumb is
to set the innodb buffer pool size up to the total size of the database but
not to exceed about 70% of total RAM.

(D) If you have MyISAM tables, balance the key buffer size and innodb
buffer pool size values to best utilize memory for your MySQL
instance.

« Check the load, mostly writes, on the system and investigate ways to decrease
the load. Although SELECTSs can also cause pages to be flushed from the buffer
pool to disk, writes usually cause higher flush rates.

« Optimize SQL to reduce the number of rows being written:

1. Go to the Trends page for the timeframe and look at the UPDATE, DELETE,
and INSERT statements with the highest wait time.

2. Determine which statements have the highest Rows Affected or Sent value
on the SQL Data tab.

3. Forthese statements, consider evaluating WHERE clauses to ensure you
process only rows that are required.

InnoDB The number of pages that contain data in the InnoDB buffer pool. This includes both
Buffer dirty and clean pages.

Pool Data

Pages

InnoDB % The percentage of InnoDB buffer pool data pages that have been changed in memory
of Dirty but have not yet been written (flushed) to disk.

Buffer

Pool

Pages
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Disk

Metric Description

InnoDB  The number of InnoDB fsync() system calls per second made to flush both the data and

fsync log files to disk.

Call Rate

InnoDB  The number of requests per second to write to the InnoDB redo log. The general

Log recommendation is to set the combined size of log files to about 25%-100% of the buffer
Write pool size to avoid unnecessary buffer pool flush activity on log file overwrite.

Rate

© Alarger log file size will increase the time needed for a recovery process.

If this is one of your top metrics, consider increasing the innodb_log file sizein
my.cnf and my.ini and then restarting MySQL.

InnoDB  The number of InnoDB data read operations per second.
Data

Read

Ops Rate

InnoDB  The number of InnoDB data write operations per second.
Data

Write

Ops Rate

page 155



. S A
ADMINISTRATOR GUIDE: DATABASE PERFORMANCE ANALYZER solarwinds 7

Network

Metric  Description

Bytes Throughput of bytes sent from MySQL to clients. If Bytes Sent has an abnormal spike or
Sent if it is higher than normal, consider the following:

1. Examine the Bytes Received (KB/s) metric together with Bytes Sent (KB/s) to gain
a more complete story of network traffic.

2. Optimize SQL to reduce network traffic. Go to the Trends page to identify which
SQL statements have the highest wait time. Determine which of these statements
have the highest Rows Affected or Sent statistic on the SQL Data tab. For these
statements:

« Evaluate WHERE clauses to ensure you are processing only rows that are
required.

« Eliminate columns from your result set that you don't need.

« Use summary tables where possible to limit the number of rows
processed/returned.

« Rewrite complicated queries to assist in processing fewer rows.

3. Enlist the assistance of your network admin to evaluate network traffic, with a
focus on the traffic between the Application server and the MySQL server.

Bytes Throughput of bytes received by MySQL from clients. If Bytes Received has an abnormal
Received spike orif it is higher than normal in general, consider:

1. Examine the Bytes Received (KB/s) metric together with Bytes Sent (KB/s) to gain
a more complete story of network traffic.

2. Check the LOAD DATA infile statements which can contribute to the network
traffic.

3. Enlist the assistance of your network admin to evaluate network traffic, with a
focus on the traffic between the Application server and the MySQL server.

Round-  The round-trip time when running "select 1" against this instance (includes network time
trip Time but not connect time). If this is high, contact your network administrator to understand
network latency.
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Sessions
Blocked The number of threads that are blocked because another thread is holding a lock on an

Threads object, typically a table or an index. Drill down in the Trend page to locate additional
details about what the blocking sessions are doing. Tune the queries you find by
adding indexes or rewriting queries to minimize the time the locks are held.
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Metric Description

Active The number of active threads in the database instance to support client connections.

Threads This metric is based on the MySQL Global Status variable threads running. MySQL
associates each client connection with a dedicated thread that handles all requests
for that connection. This means that there are as many threads as there are clients
currently connected.

MySQL employs a thread cache to reduce the performance penalties associated with
creating and destroying threads. The size of the thread cache is governed by the
thread cache size system variable. When a connection is established, MySQL
creates a new thread if an available thread cannot be found in the thread cache. When
a connection ends, its thread is returned to the thread cache unless the cache is full.
To monitor how many threads are being created because no cached thread is
available, look at the Created Threads (sessions) metric.

Each thread has some overhead in the form of server and kernel resources, including
stack space, that affects the ability to scale to handle large numbers of connections.
If you need to handle a large number of simultaneous connections, a common
solution is to decrease the thread stack size. Doing so will limit memory-consuming
activities conducted by the thread.

If Active Threads is too high, consider the following:

« Use connection pooling in your applications to reduce the number of
simultaneous queries.

« Use the MySQL master/slave architecture and move some or all SELECT queries
to a slave.

« MySQL may be incurring excess overhead such as memory. If you feel that this
is a problem, you can decrease the thread stack size, but you need to realize that
this will limit memory-consuming activities conducted by the thread. In other
words, it limits complexity of SQL statements and stored program recursion
depth. To set the stack size, start the server with --thread stack=Nwheren is
in bytes.

« If the Active Threads value is higher than the thread cache size, MySQL may be
incurring excess expense due to the creation and destruction of threads. If you
feel that this overhead is a problem, you can try increasing the size of the thread
cache by increasing the value of the thread cache size system variable.
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Metric Description

Created
Threads

The number of created threads in the database instance to support client connections
in the given interval. This metric is based on the MySQL Global Status variable
threads created. MySQL associates each client connection with a dedicated thread
that handles all requests for that connection. This means that there are as many
threads as there are clients currently connected.

Because thread creation and disposal can be expensive, MySQL employs a thread
cache. When a connection is established, MySQL will create a new thread if an
available thread cannot be found in the thread cache. When a connection ends, its
thread is returned to the thread cache unless the cache is full. To monitor how many
threads are currently running (cached or not), look at the Active Threads (sessions)
metric.

« If the Thread Creation Rate value is high and the thread cache is not full, this
generally means that the cache is being filled, which is a normal situation. To see
how many threads are in the cache and the size of the thread cache, look at the
threads cached and thread cache size System variables.

« If the Thread Creation Rate value is high and the thread cache is full, this means
that available threads are not being found in the thread cache, causing new
connections to create new threads, which can be an expensive operation. If you
think this overhead is causing problems, you can try increasing the size of the
thread cache by increasing the value of the thread cache size system
variable.

« Consider using connection pooling in your application(s).

Connection The number of connection attempts in the given time interval (successful or not). This

Attempts
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metric is based on the MySQL Global Status variable connections.

If the Connection Attempts value is high, investigate the connection attempts in the
logs. Enable logging of the connection attempts in the following ways:

« If you are only interested in aborted attempts, make sure that the value (level) of
the 1og warning system variable is 2, and then check the error log.

« If you are interested in successful and aborted connections, make sure that the
general query log is enabled by checking the general 1og system variable. The
location of the general query log file is in the general log file system
variable. Enabling the general query log can decrease the performance of the
MySQL server, as every connection attempt and SQL statement will be logged.
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Metric Description

Total Instance Wait Time The total wait time for the instance.

InnoDB Logical 1/0

Metric Description

InnoDB
Row Read
Rate

InnoDB
Buffer
Pool Read
Rate

InnoDB
Buffer
Pool Write
Rate
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The number of rows that are read from InnoDB tables per second. An occasional spike
in this rate can indicate that a mysqldump backup task is running.

If you see a high InnoDB Row Read Rate that you believe is contributing to slow
performance, consider optimizing the SQL to reduce the number of rows being read:

1. Go to the Trends page for the time frame and look at the statements with the
highest wait time.

2. Determine which of the statements have the highest 'Rows Examined' value on
the SQL Data tab.

3. Forthese statements, consider the following:

« Use summary tables where possible to limit the number of rows processed.
« Rewrite complicated queries to assist in processing fewer rows.
« Evaluate WHERE clauses to ensure you process only rows that are required

The number of logical read requests per second from the InnoDB buffer pool. High
values usually indicate high load on the system. Reads from the buffer pool are
efficient reads, so high rates only rarely indicate a performance problem.

The number of requests per second to write to the InnoDB buffer pool.



-
solarwinds 7
Objects

Metric Description

Table The percentage of time that MySQL used an available cached "file descriptor” (that is, an

Cache .frmfilethat contains a table's underlying format).

::tio Whepever MySQL needs to access a.table, it needs the table structure. The structures of
previously opened tables are stored in the table cache. If a table’'s structure has not been
cached, MySQL needs to load the structure from disk into cache, negatively affecting
database performance. The lower this ratio is, the more the database has to load table

structures from disk. Table structures are stored in .frm files on disk (tableName.frm).

If the Table Cache Hit Ratio is low, increase the table open cache variableinmy.cnf
and my. ini. Recommendations:

« Set table open cache to the total number of tables in the database.
« Atypical range for the table open cache is from 2000 (default) to 100,000.

Table  The percentage of the cache that is filled with "file descriptors” (that is, an . frm file that
Cache contains a table's underlying format).
Filled

Sorts/Joins

Metric  Description

Row The number of rows sorted per second while executing statements. If MySQL cannot use
Sort an index to retrieve presorted rows, it performs a sort that increments the sort rows
Rate counter.

If this metric is high, consider these solutions:

o Check the Sort Merge Passes resource metric and determine if there is a need to
increase sort _buffer size.

« Optimize the SQL to reduce sorting.

1. Go tothe Trends page for the time frame and look at the statements with the
highest wait time.

2. Find the statements with the highest Rows Sorted value on the SQL Data tab.

3. For these statements, consider using a combined or covered index with the
same columns in the same order as the ORDER BY clause. In some cases,
MySQL can use an index to satisfy an ORDER BY clause without performing
any extra sorting.
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Metric  Description

Sort The number of merge passes per second performed by the sort algorithm. A Sort Merge

Merge  Pass occurs if sorting large amounts of data using a limited amount of space.

Passes Performance suffers when these sorts can not be performed in memory. When the sort
buffer overflows, MySQL creates temporary files on disk to use in the file sorting and
merging algorithm. The data is sorted in multiple passes to first sort small chunks of
data before merging the results together.

ADMINISTRATOR GUIDE: DATABASE PERFORMANCE ANALYZER

« Look at the Row Sort Rate metric. If there is a lot of sorting happening in this time
frame, follow the suggested solutions.

« Increase the global sort buffer size system variable to improve the
performance of queries that sort a lot of data.

« Increasethe sort buffer size at the session level with a SET statement. Add the
statement to your application code before running these kinds of queries. For
example: SET session sort buffer size = 8M

« Use an index with columns in the ORDER BY clause. MySQL might use this index to
satisfy an ORDER BY clause without extra sorting.

Joins The number of joins that performed table scans (that is, joins that did not use indexes).
By

Table

Scan
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Metric  Description

Temp The number of internal temporary tables created per second while executing statements.

Table MySQL creates internal temporary tables to process operations such as SELECT ...

Creation GROUP BY / ORDER BY and SELECT DISTINCT. Unfortunately, temporary tables larger

Rate than the sizes specified in tmp table size andmax heap table size haveto be
converted to a slow, disk-based MyISAM temporary table. Likewise, if the query uses
TEXT or BLOB fields, MySQL always has to use slow, disk-based temporary tables
because in-memory temporary tables don't support those fields.

If this metric is high, you run the risk of temporary tables being created on disk. Consider
the following:

1. Go to the Trends page to identify which SQL statements have the highest wait
time.

2. Find the statements with the highest Temp Tables Created statistic on the SQL
Data tab.

3. Forthese statements:

« Use a combined or covered index that has the same columns in the same
order as the ORDER BY clause. In some cases, MySQL can use an index to
satisfy an ORDER BY clause without doing any extra sorting.

« Remove TEXT/BLOB fields if they are not needed for the query.

Consider also increasing the tmp_table size Ormax_heap table size valuesto
reduce the number of internal temporary tables that have to be written to disk.

On-Disk  The number of internal on-disk temporary tables created per second while executing
Temp statements.

Table

Creation

Rate
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Statements
Metric Description
Statements The number of statements executed per second, not including those executed
Execution Rate from stored programs. This is only a problem if your users complain about
poor performance. Consider the following:

« ldentify and tune the queries with the highest wait time.

« Look to see if there are a high number of executions of a SQL Statement.
Look for possible ways to modify your application to decrease the
number of executions, such as caching.

« If you believe poor performance is due to the volume of statements
being executed, consider implementing a MySQL master and slave
architecture and move some or all SELECT queries to a slave.

Statements The number of statements executed per second from programs. This is only a
Execution Rate problem if your users complain about poor performance. Consider these

from Stored measures:

Programs

« ldentify and tune the queries with the highest wait time.

« If you believe poor performance is due to the volume of statements
being executed, consider implementing a MySQL master and slave
architecture and move some or all SELECT queries to a slave.

Select Statement  The number of times a SELECT statement has been executed per second.
Rate

Insert Statement  The number of times an INSERT statement has been executed per second.
Rate

Update Statement The number of times an UPDATE statement has been executed per second.
Rate

Delete Statement  The number of times a DELETE statement has been executed per second.
Rate

Sybase metrics collected by DPA

The following sections list the metrics that DPA collects for Sybase database instances.

(i « Learn how to view these metrics and change the thresholds.

« Fordetailed information about resolving issues, click the Information link next to the
metric on the Resources tab. The Information link is not available for all metrics.
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CPU
CPU The percentage of CPU being used by the database instance, which is a subset of the

Utilization CPU used by the entire system. If this is high, use DPA's Trends charts to review queries
By Sybase with the wait type "waiting on run queue after sleep”.

Memory

Metric Description

Buffer Cache Hit  The rate at which Sybase finds the data blocks it needs in memory rather than
Ratio having to read from disk.

By itself, the buffer cache hit ratio is not very meaningful except for servers with
undersized memory settings.

Tuning queries and performing index optimization is the best way to increase
buffer cache hit ratios.

To determine the current sizes of the data caches, use the sp_helpcache
command.

Procedure Cache The percentage of time Sybase finds an available plan already in cache.

Hit Ratio . . . : :
If this is low, try to write more reusable code and/or consider increasing the size

of the procedure cache.
To determine the current size of the procedure cache, review the value of the
procedure cache size parameter.

Disk

Metric  Description

DB The number of read and write operations that this Sybase server performed to or from
Physical disk every second. If this is high, drill in to the DPA Trends charts and review physical read
/0 and write wait types.

Rate

DB The number of write operations this Sybase server performed to disk every second. If this
Physical is high, drill in to the DPA Trends charts and review queries with write wait types, such as
Write "waiting for disk write to complete”.

Rate
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Metric  Description

DB The number of read operations this Sybase server performed from disk every second. If
Physical this is high, drill in to the DPA Trends charts and review queries with physical read wait
Read types, such as "waiting for i/o (read or write) to complete”.

Rate

DB APF The number of Asynchronous Prefetch (APF) reads this Sybase server performed from
Read disk every second. If this is high, drill in to DPA Trends charts and review queries with wait
Rate types of "waiting for an APF buffer read to complete”.

Disk I/0 The average time to read from or write to disk.
Access
Time

Network

Metric Description

DB The number of bytes sent over the network every second for this database. If this is high,
Network drill in to the DPA Trends charts and review queries with network wait types (for

Send example, "waiting for network send to complete”).

Rate

DB The number of bytes received over the network every second for this database. If this is

Network high, drill in to DPA Trends charts and review queries with network wait types (for
Receive  example, "waiting for incoming network data”).
Rate

DB The round-trip time when running "select 1" (includes network time but not connect time)
Round-  on this database. If this is high, contact your network administrator to understand
trip Time network latency.

Sessions
Metric Description
DB Active The number of sessions actively performing work or waiting for a resource
Sessions (excludes idle sessions).
DB Blocked The number of sessions that are blocked because another session is using a
Sessions needed resource.
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Waits
Metric Description
Total Instance Wait Time The total wait time for the instance.

License Compliance

Metric Description

Connected The number of distinct users connected (that is, distinct logins) to this instance (even if
Users the connection is idle). This value is typically used for per-user licensing.

Connected The number of distinct client machines connected to this instance (even if the
Devices connection is idle). This value is typically used for per-device licensing. It can also be
used to approximate per-user licensing.

Sessions  The number of sessions connected to this instance (even if the connection is idle). This
value is typically used for licensing based on number of concurrent connections.

Core The number of cores used by the instance. This value is typically used for per-core
Count licensing.

Db2 metrics collected by DPA

The following sections list the metrics that DPA collects for Db2 self-managed database instances.

(i)« Learn how to view these metrics and change the thresholds.

« For detailed information about resolving issues, click the Information link next to the
metric on the Resources tab. The Information link is not available for all metrics.

CPU

Metric Description

0/S CPU The percentage of CPU being used for the entire system (includes all databases on this
Utilization machine). Potential solutions to a CPU bottleneck are to reduce the server load (tune
those queries), get faster CPUs, or get more CPUs.
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Memory
Metric Description
0/S The percentage of system memory being used for the entire system (includes all

Memory  databases on this machine). If this is high, you might need to increase the amount of
Utilization physical RAM in the server, reduce the load on the server, or change your server memory
configuration.

Virtual The percentage of virtual memory being used.
Memory
Utilization

DB Buffer Therate at which Db2 finds the data it needs in memory rather than having to read

Pool Hit  from disk. By itself, the buffer pool hit ratio is not very meaningful except for databases

Ratio with undersized memory settings. Db2 might supply this value only if the DFT_MON_
BUFFERPOOL monitoring switch is ON.

Tuning queries and performing index optimization is the best way to increase buffer
pool hit ratios.

DB The percentage of time when Db2 looks for an execution plan in the package cache and
Package findsit. A low hit ratio indicates the pckcachesz parameter should be increased.
Cache Hit

Ratio

DB The percentage of time when Db2 looks for an execution plan in the catalog cache and
Catalog  finds it. A low hit ratio indicates the catalogcache_sz parameter should be increased.
Cache Hit

Ratio

Disk

Metric Description

DB The number of reads performed from disk every second. If this is high, drill in to the DPA
Physical Trends charts and review queries waiting on physical read wait events.
Read

Rate (i) Db2 might supply this value only if the DFT_MON_BUFPOOL monitoring switch is
ON.

DB The number of writes performed to disk every second. If this is high, drill in to the DPA

Physical Trends charts and review queries waiting on write wait events.

Write

Rate © Db2 might supply this value only if the DFT_MON_BUFPOOL monitoring switch is
ON.
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Metric Description

DB The number of read and write operations performed to/from disk every second. If this is
Physical high, drill in to the DPA Trends charts and review queries waiting on physical read and
/0 Rate write wait events.

(i) Db2 might supply this value only if the DFT_MON_BUFPOOL monitoring switch is
ON.

Network

Metric Description

DB The round-trip time when running "select 1 from sysibm.sysdummy1" against the database
Round- specified during registration (includes network time but not connect time). If this is high,
trip contact your network administrator to understand network latency.

Time

Sessions

Metric Description

DB Transaction Rate The number of transactions being executed every second:

commit sqgl stmts + int commits + rollback sgl stmts + int

rollbacks
DB Connections The number of sessions that are actively performing work or waiting for a
Currently Executing resource (excludes idle sessions).
DB Blocked Sessions The number of sessions that are waiting on lock waits because another

session is using a needed resource.

Waits
Metric Description
Total Instance Wait Time The total wait time for the instance.

License Compliance

Metric Description

Connected The number of distinct users connected (even if the connection is idle). This value is
Users typically used for per-user licensing.
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Metric Description

Connected The number of distinct client machines connected (even if the connection is idle). This
Devices value is typically used for per-device licensing. It can also be used to approximate per-
user licensing.

Sessions  The number of sessions connected (even if the connection is idle). This value is
typically used for licensing based on number of concurrent connections.

Core The number of cores used by the instance. This value is typically used for per-core
Count licensing.

Azure SQL database metrics collected by DPA

The following sections list the metrics that DPA collects for Azure SQL database instances.

(i)« Learn how to view these metrics and change the thresholds.

» Fordetailed information about resolving issues, click the Information link next to the
metric on the Resources tab. The Information link is not available for all metrics.

DTU

Metric Description

DTU The number of DTUs being used.
Consumption

DTU The percentage of the maximum DTUs being used. Use this value to determine the
Utilization appropriate service tier for your needs.

DTU Limit The DTU limit for this database instance.

@
e
c

Metric Description
CPU Utilization The percentage of CPU being used based on the DTU limit.
Memory

Metric Description

Memory  The percentage of memory being used.
Usage
Utilization
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Metric Description

XTP The percentage of XTP storage utilization based on the DTU limit. This resource is
Storage  available only for databases running on the Premium service tier. Zero percent is
Utilization returned for the Basic and Standard service tiers.

Disk

Data I/0 Utilization The percentage of data I/0 utilization based on the DTU limit.

Log Write Utilization The percentage of log write Utilization based on the DTU limit
Database Storage The percentage of the allotted storage space used by the database
Consumption instance.

Database Size The size of the data file in GB (rounded up to the nearest GB).
Network

Metric Description

Round- The round-trip time when running "select 1" against this database (includes network time
trip but not connect time). If this is high, contact your network administrator to understand
Time  network latency.

Sessions

Metric Description

Active Sessions The number of sessions in this database actively performing work or waiting for a
resource (excludes idle sessions).

Blocked The number of sessions in this database that are blocked because another
Sessions session Is using a needed resource.

Max Worker The percentage of Max Worker Utilization based on the database limit.
Utilization

Max Session The percentage of Max Session Utilization based on the database limit.
Utilization
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Waits
Metric Description
Total Instance Wait Time Total wait time for the database instance.

License Compliance

Metric Description

Connected The number of distinct users (that is, login names) connected to this database (even if
Users the connection is idle).

Connected The number of distinct client machines connected to this database (even if the
Machines connection is idle). This value is typically used for per-device licensing. It can also be
used to approximate per-user licensing.

Sessions  The number of sessions connected to this database (even if the connection is idle).
This value is typically used for licensing based on number of concurrent connections.

ASMI metrics collected by DPA

The following sections list the metrics that DPA collects for Azure SQL managed instances (ASMIs).

() « Learn how to view these metrics and change the thresholds.

« For detailed information about resolving issues, click the Information link next to the
metric on the Resources tab. The Information link is not available for all metrics.

CPU
Metric Description
Signal The percentage of overall time that sessions are waiting for a CPU to become available.
Waits Anything over 20% indicates a possible CPU resource bottleneck.
Examine the overall wait events for the server as a whole. A high signal wait percentage
could be due to an increased number of sessions, so examine the overall workload for
the server as well. Take steps to either reduce the overall runtime for queries or reduce
the total number of sessions.
CPU The amount of CPU being used as a percentage of the limit of the service tier.
Utilization
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Memory

Metric Description

XTP Storage The percentage of available XTP Storage being used.
Utilization

Page Life The number of seconds a page will stay in the buffer pool without references. A

Expectancy lower value (for example, under 300) indicates the buffer pool is under memory
pressure and you should add more memory to the system (enable AWE on 32-bit
systems) or find the process in Task Manager that is consuming outside of SQL
Server.

0/S Memory The percentage of memory being used for the entire system (includes all instances

Utilization on this machine). If this is high and the Memory Paging Rate metric is high, you
might need to increase the amount of physical RAM in the server, reduce the load on
the server, or change the server memory configuration. Run sp_configure and
review settings for "max server memory” and "min server memory” to determine
amount of memory allocated to SQL Server.

Plan Cache  The current size of the SQL Server Plan Cache.
Size

Buffer Cache The rate at which SQL Server finds the data blocks it needs in memory rather than

Hit Ratio having to read from disk for this instance. By itself, the buffer cache hit ratio is not
very meaningful except for servers with undersized memory settings. Tuning queries
and performing index optimization is the best way to increase buffer cache hit
ratios. To see the current metrics for the buffer cache, run the following query:

select * from master..sysperfinfo where object name like 'Buffer
Manager'

Buffer Cache The current size of the SQL Server Buffer Cache.
Size

Procedure The percentage of time when SQL Server looks for an execution plan in the

Cache Hit procedure cache and finds it for this instance. If this is low, try to write more

Ratio reusable code or consider increasing the size of the procedure cache. To see current
metrics for the procedure cache, run the following query:

select * from master..sysperfinfo where object name like '%Plan
Cache%';

Log Bytes The number of bytes of information being flushed per second.
Flushed

Log Flushes The number of log flushes that occur per second.
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Metric Description

SQL

The number of compilations performed by SQL Server per second. Compilations are

Compilations a natural part of SQL Server operations but do utilize CPU and other resources.

SQL Re-

Compare this to the Batch Requests/sec metric to understand if this metric is too
high. Minimizing compilations will help overall performance. For more information,
see the following Microsoft Knowledgebase article:
http://support.microsoft.com/kb/243588.

The number of re-compilations performed by SQL Server per second. Re-

Compilations compilations occur for many reasons but this number should typically be low.

Disk

Metric Description

Total I/0
Wait Time

Total
Read /0
Wait Time

Total
Write I/0
Wait Time

Data l/O
Utilization

Log Write
Utilization

0/S Disk
Queue
Length

Page
Reads
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The sum of all I/0 activity for all database files. If this is high:

1. Examine the current physical structure of databases on the server to seeif it is
possible to reduce I/0 load by redistributing the database files to distinct disks.

2. Examine queries and database design to determine if they can be tuned to reduce
1/0.

The sum of all read I/0 activity for all database files.

The sum of all write I/0 activity for all database files.

The average data |/0 utilization as a percentage of the service tier limit.
The average transaction log writes as percentage of the service tier limit.

The number of I/0 operations waiting for disk drives to become available for the entire
system (includes all instances on this machine). Spikes of high disk queue length may
be normal, but if this is high for an extended period, you could have an I/0 bottleneck.
Drill in to DPA Trends charts to examine queries with I/0 wait types during the
timeframe.

The number of SQL Server physical reads from disk to memory. OLTP workloads are
typically about 80-90 per second with higher values (or spikes) being an indication of
insufficient storage performance, insufficient indexing, or not enough memory.


https://support.microsoft.com/en-us/help/243588/how-to-troubleshoot-the-performance-of-ad-hoc-queries-in-sql-server

Metric
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Page
Writes

Description

The number of SQL Server physical writes from memory to disk. OLTP workloads are
typically about 80-90 per second. If this is high (or spikes) it needs to be cross checked

with lazy-writes/sec and checkpoints in order to determine if the issue might be due to
low memory.

SQL Disk
Read
Latency

SQL Disk
Write
Latency

Network

Disk read latency from dm_io_virtual_file_stats DMO.

Disk write latency from dm_io_virtual_file_stats DMO.

Metric Description

Round- The round-trip time when running "select 1" against this instance (includes network time

trip
Time

Sessions

Metric

but not connect time). If this is high, contact your network administrator to understand
network latency.

Description

Transaction
Rate

Blocked
Sessions

Max Worker
Utilization

Active
Sessions

Max Session
Utilization

Batch
Requests
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The number of transactions being executed every second in this instance (the
Transactions/sec statistic from sysperfinfo for the instance).

The number of sessions that are blocked in this instance because another session is
using a needed resource.

Maximum concurrent workers (requests) as a percentage of the limit of the
database's service tier.

The number of sessions in this instance actively performing work or waiting for a
resource (excludes idle sessions).

Maximum concurrent sessions as a percentage of the limit of the database’s service
tier.

The number of batches being executed by SQL Server every second.
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Waits

Metric Description

Total Instance Wait Time The total wait time for the database instance.

License Compliance

Metric Description

Sessions  The number of sessions connected to this instance (even if the connection is idle). This
value is typically used for licensing based on number of concurrent connections.

Connected The number of distinct users (that is, login names) connected to this instance (even if

Users the connection is idle). This value is typically used for per-user licensing.
Core The number of cores used by the instance. This value is typically used for per-core
Count licensing.

Connected The number of distinct client machines connected to this instance (even if the
Devices connection is idle). This value is typically used for per-device licensing. It can also be
used to approximate per-user licensing.

PostgreSQL metrics collected by DPA

The following sections list the metrics that DPA collects for PostgreSQL databases.

(i) Learn how to view these metrics and change the thresholds.

Memory metric

Metric Description

Buffer Cache Hit The rate at which PostgreSQL finds the data blocks it needs in memory rather
Ratio than having to read from disk.

Disk metrics

Metric Description

Blocks hit The number of times disk blocks were found already in the buffer cache, so that a read
was not necessary. This includes only hits in the PostgreSQL buffer cache, not the
operating system's file system cache.

Blocks The number of disk blocks read in this database.
read
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Metric Description

Blocks The average amount of block read 1/0 during the specified time interval. If the track_

Read io_timing parameter is off, the value of this metric is always 0. For more information,
Time see this KB article.

Blocks The average amount of block write 1/0 during the specified time interval. If the track
Write io_timing parameter is off, the value of this metric is always 0. For more information,
Time see this KB article,

Temp The number of temporary files created by queries in this database. All temporary files
Files are counted, regardless of why the temporary file was created (for example, sorting or

hashing), and regardless of the 1og_temp files setting.

Temp The total amount of data in kilobytes written to temporary files by queries in this
bytes database. All temporary files are counted, regardless of why the temporary file was
written created, and regardless of the 1og _temp files setting.

Write- The rate of the Write-ahead Log creation as a result of database transaction activity in
ahead MB per second.

Log

(WAL)

Rate

Network metric

Metric Description

DB Round-trip  The round-trip time when running "select 1" (includes network time but not connect
Time time) on this database.

Sessions metrics

Metric Description

Transaction Rate The number of transactions being executed every second in this database
instance.

Transaction Commit The number of transactions being committed every second in this

Rate database instance.

Transaction Rollbacks  The number of transactions in this database that have been rolled back.
All Sessions All sessions, regardless of state.

Active Sessions The number of transactions in the following state: The backend is
executing a query.
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Blocked Sessions

Idle Sessions

Idle in Transaction
Sessions

Idle in Transaction
(Aborted) Sessions

Fastpath Function Call
Sessions

Other (State Monitoring
Disabled) Sessions

Deadlocks

Recovery Conflicts

Waits metric

Metric

Description
The number of sessions in a blocked state.

The number of sessions in the following state: The backend is waiting for
a new client command.

The number of sessions in the following state: The backend is in a
transaction, but is not currently executing a query.

This state is similar to Idle in Transaction Sessions, except one of the
statements in the transaction caused an error.

The number of sessions in which the backend is executing a fast-path
function.

This state is reported if track activities is disabled in this backend.
The number of deadlocks detected in this database instance.

The number of queries canceled due to conflicts with recovery in this
database instance. Conflicts occur only on standby servers.

Description

Total Instance Wait Time

The total wait time for the database instance.

License Compliance metrics

Metric

Connected
Users

Connected
Devices

Rows metrics

Metric

Description

The number of distinct users (that is, login names) connected to this database
instance, even if the connection is idle.

The number of distinct client machines connected to this database instance, even if
the connection is idle.

Rows
Operations instance.
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Description

The number of rows inserted, updated, and deleted by queries in this database
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Metric Description

Rows
Inserted

Rows
Updated

Rows
Deleted

Fetched
VS.
Returned
Rows

Rows
Fetched

Rows
Returned

The number of rows inserted by queries in this database instance.

The number of rows updated by queries in this database instance.

The number of rows deleted by queries in this database instance.

Of the total number of rows that were scanned (Rows Returned), the percentage that
contained data needed to execute the query (Rows Fetched). High values indicate that
the database is executing queries efficiently. Low values indicate that the database is
performing extra work because it is scanning a large number of rows that aren't
required to process the query. For example, 10% means that the database is scanning
10 rows to use 1 row. Low values could indicate inefficient queries or missing indexes.

The subset of scanned rows (Rows Returned) that contained data needed to execute
the query. For example, take the following query:

SELECT * FROM customers WHERE country = 'Spain';

The customers table has 10,000 rows, and country = 'Spain' in 100 rows. The
column is not indexed, and so a full table scan is required. The Rows Returned value is
10,000, but the Rows Fetched value is only 100.

@ The Rows Fetched value is different than the number of rows returned to the
client.

The total number of rows scanned by queries executed against this database instance.

(i) This value indicates rows returned by the storage layer to be scanned, not rows
returned to the client.

Vacuum metrics

Metric Description

Transaction

ID Space
Taken

Multixact

ID Space
Taken
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The percentage of space available to store Transaction IDs (XIDs) that is currently
filled. this is the highest value across all databases in the database server.

The percentage of space available to store Multixact IDs (MXIDs) that is currently
filled. this is the highest value across all databases in the database server.
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Metric Description

Autovacuum An indication of how busy the set of vacuum worker processes are. The pg_stat_

Worker progress_vacuum view provides information about current vacuuming processes. If

Utilization  this value is consistently high, consider increasing the value of the autovacuum
max_workers parameter.

Checkpoint metrics

Metric Description

Requested The ratio of requested checkpoints to total checkpoints (requested and scheduled).
Checkpoints The percentage should be low—optimally 0%.
Ratio

Requested The number of unscheduled checkpoints requested by client statements because the

Checkpoints WAL size has reached its threshold (max_wal size). Requested checkpoints can
cause client backend waits. Consider reconfiguration of checkpoint related settings
(checkpoint_timeout, checkpoint completion target, and max_wal_size)_

Scheduled  The number of scheduled checkpoints processed in the background, without affecting
Checkpoints client statements. Scheduled checkpoints should not cause client backend waits.

Replication metrics

Metric Description

Replication The replication lag between the primary database and all replica databases. An
Lag increase in the replication lag indicates a growing number of transactions that are not
yet replicated and at risk of not being replicated if the primary database fails.

Cache Eviction metrics

Dirty Buffers The number of times client backends were delayed by being forced to write
Evicted by Client and free (evict) buffers themselves, instead of the buffers being evicted
Backends asynchronously by the background writer.

Dirty Buffers The ratio of buffers written and freed (evicted) by a client backend to the total

Evicted by Client number of evictions.
Backends Ratio
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Metric Description

Dirty Buffers The number of buffers written and freed (evicted) due to the PostgreSQL
Evicted by background writer.

Background Writer

Dirty Buffers The ratio of buffers written and freed (evicted) due to the PostgreSQL
Evicted by background writer to the total number of evictions.

Background Writer

Ratio

Dirty Buffers The number of buffers written and freed (evicted) due to a checkpoint
Evicted by execution. Higher values indicate an increased need for checkpoints.

Checkpoints

Dirty Buffers The ratio of buffers written and freed (evicted) due to a checkpoint execution
Evicted by to the total number of evictions. Higher values indicate an increased need for
Checkpoints Ratio checkpoints.

Total Dirty Buffers The total number of dirty buffers evicted by checkpoints, background writer,
Evicted and client backends.

VM metrics collected by DPA

The following sections list the metrics that DPA collects from virtual machines (VMs). For database
instances that run on a VM, these metrics are displayed in addition to the metrics collected for the
database type.

(n) DPA collects VM metrics only if you register the VM for monitoring. Monitoring a VM requires a
VM license.

'
LN

) « Learn how to view these metrics and change the thresholds.

« Fordetailed information about resolving issues, click the Information link next to the
metric on the Resources tab. The Information link is not available for all metrics.
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CPU

Metric Description

VM CPU Actively used CPU as a percentage of the total available virtual CPU in the virtual
Usage machine. Note that this is the host's view of the CPU usage, not the guest 0/S view, so
Percentage the values may differ.

If this value is high, check the VM CPU Ready Time:

« If VM CPU Ready Time is also high, the host has under-allocated CPU resources
to the VM. (See VM CPU Ready Time below.)

« If VM CPU Ready Time is not high and you are not experiencing a performance
problem, high CPU usage values are not a cause for concern.

« If VM CPU Ready Time is not high but you are experiencing a performance
problem, you can address the issue in either of the following ways:

o Increase the CPU resources provided to the VM.

To do this, you can add vCPUs to the VM, migrate the VM to a host with
more powerful processors, or add additional VMs running the same
application and then balance the workload.

o Increase the efficiency with which the VM uses CPU resources.

To do this, you can tune the queries with long Memory/CPU wait types or
tune the non-database applications using the most CPU.
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Metric Description

VM CPU The percentage of time that the virtual machine was ready to use CPU resources, but
Ready could not get scheduled to run on the physical CPU. This value is the average across
Time all CPUs.

If this metric is high, check the Host CPU Usage:
« If Host CPU Usage is normal, the VM could have under-allocated CPU resources.

If the VM has been configured with a CPU limit, consider raising or removing the
limit. Or use resource controls to give higher priority to this VM, which will
allocate more CPU resources to it.

« If Host CPU Usage is high, this could indicate a host over-commitment of
CPU resources. Consider:

o Reducing the number of VMs running on the host.

o Increasing the available CPU resources by adding the host to a DRS
cluster.

o Increasing the efficiency with which VMs use CPU resources by tuning SQL
statements and non-database applications.

o Using resource controls to direct available resources to critical VMs.

Host CPU  Actively used CPU as a percentage of the total available CPU on the machine. If this

Usage metric is high, determine if the VM CPU Ready Time is also high.

VM CPU The average amount of CPU (in MHz) actively used by the VM (for all vCPUs
Usage configured for the VM). This is the host's view of the CPU usage, not the guest
MHz operating system view, so the values may differ. Typically the host view of CPU is

more accurate.

VM Total  The total amount of time (in milliseconds) that the VM spent using the virtual CPUs
CPU Usage (that is, the sum of time spent on each virtual CPU during the time period).

Time
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Metric Description

VM Total  The amount of wait time incurred because the VM in which the database is running
Co-Stop has to wait on physical CPU resources allocated to other VMs.

Time : : : :

' If the database instance is on a VM configured to use multiple vCPUs, co-stop delays
can cause long Memory/CPU wait times. Co-stop delays occur when a VM is not being
scheduled to run consistently because it has to wait on vCPU resources to be freed
from other VMs contending for those vCPUs.

If this value is not near 0, consider taking one of the following actions to reduce co-
stop delays:
« Decrease the number of vCPUs on the VM.
« Add additional CPUs to the pool available to the VMs.
« Use vMotion to migrate other VMs to a different host to reduce contention.
VM Co- The percentage of time the VM has been waiting on physical CPU resources allocated
Stop to other VMs. If this value is above 3%, consider the actions listed above to reduce co-
stop delays.
Memory
Metric Description
VM Memory that is actively in use (that is, used currently or in the recent past) as a
Active percentage of virtual machine configured memory.
M . _ .
Use;n(;ry While a VM may have been allocated large amounts of memory, it is possible that the
g 0S and applications are only using a small percentage of what the VM was assigned.
Inactive memory is subject to being "ballooned” (reclaimed by other VMs) when memory
is scarce.
When the active memory for all VMs exceeds the total host memory, it indicates host
memory saturation. As a result, host-level memory swapping typically occurs.
VM Memory that has been given to the virtual machine by the host, not including overhead.

Memory Typically, VMs are granted increasing amounts of memory over time until reaching the
Granted configured VM memory size.
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Metric Description

VM
Memory
Swap In
Rate

VM
Memory
Swap
Out Rate

Host
Memory
Usage

VM
Memory
Balloon
Size

VM
Memory
Balloon

VM
Memory
Overhead

page 185

The rate at which memory is swapped in from disk. A value greater than 0 indicates that
performance is suffering due to lack of memory. This is typically caused by memory
being previously swapped out, memory over-commitment (many virtual machines with
high amounts of active memory), or a problem with the balloon driver. Consider the
following possible solutions:

« Reduce the level of memory over-commit.

« Enable the balloon driver in all VMs.

« Reduce memory reservations.

« Use resource controls to dedicate memory to critical VMs.

The rate at which memory is swapped out to disk. High values indicate a problem with
lack of memory that is causing performance to suffer. This is typically caused by either
memory over-commitment (many virtual machines with high amounts of active
memory) or a problem with the balloon driver.

The actual memory usage on the host (total consumed memory / total machine
memory). High host memory usage is not necessarily a problem, but could indicate host
memory over-commitment (or looming over-commitment). Check to see if memory
swapping is occurring by looking at memory swap in/out rates, which is a clear indicator
of host memory over-commitment.

The amount of virtual machine memory that is currently claimed by the balloon driver. If
high amounts of ballooning are occurring, check for high Memory Swap In/Out Rates
which would indicate performance problems.

The percentage of the virtual machine memory that is currently claimed by the balloon
driver. This is not necissarily a performance problem, but shows the host starting to take
memory from VMs that need less memory and assigning it to VMs with large amounts
of active memory. If high amounts of ballooning are occurring, check for high Memory
Swap In/Out Rates which would indicate performance problems.

The amount of memory used to run the virtual machine. Configuring a virtual machine
with excess memory or excess virtual CPUs will unnecessarily increase the overhead.
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Metric Description

VM Disk
Commands

VM Disk
Commands
Aborted

VM Disk
Bus Resets

VM Disk
Read Rate

VM Disk
Write Rate

VM Disk
Usage
Rate

Host Max
Total Disk
Latency
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The number of disk commands issued by the virtual machine. High disk usage could
be due to guest swapping, which you can investigate using OS analysis tools. VMs
configured with insufficient memory can also cause excessive guest swapping and, in
turn, high disk usage.

The number of disk commands that were aborted. This typically occurs when storage
demand is excessively high, or when storage is not properly configured to handle the
I/0 load.

Beyond re-balancing load, there is typically little that can be done from within vSphere
to solve problems related to slow or overloaded storage. Follow the guidelines from
your storage vendor to monitor the demand being placed on the storage device, and
follow the vendor-specific configuration recommendations to configure the device for
the demand. If the device is not capable of satisfying the I/0 demand with good
performance, distribute the load among multiple devices, or obtain faster storage.

The number of disk bus reset commands issued. This typically occurs when storage
demand is excessively high, or when storage is not properly configured to handle the
[/0 load.

Bus Resets occur when the disk subsystem times out and commands are canceled
and retried. This happens when the HBA device is overloaded or its queue depth is
exhausted.

The average rate at which data is read from each virtual disk on the virtual machine.
read rate = # blocks read per second x block size
The average rate at which data is written to each virtual disk on the virtual machine.

write rate = # blocks read per second x block size

The average disk I/0 rate across all virtual disks on the virtual machine.

The highest latency value across all disks used by the host. Latency measures the
time taken to process a disk command issued by the guest OS to the virtual machine.
High latency is a key indicator of slow storage.
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Metric Description

Host Disk
Read Rate

Host Disk
Write Rate

Disk Device

The average rate at which data is read from each LUN on the host.

read rate

# blocks read per second x block size

If your database instance is suffering from disk 1/0 performance related issues, it's
possible that another VM on the same host is consuming high amounts of disk
resources and causing delays for this VM. To understand that relationship, check the
Physical 1/0 rate from the database instance compared to this metric. If this metric is
much higher than the database metric, another VM might be causing the issue. If not,
this VM might be putting to many demands on the underlying disk devices.

The average rate at which data is written to each LUN on the host.

write rate = # blocks written per second x block size

Metric Description

Host Disk
Device Read
Rate

Host Disk
Device Write
Rate

Host Disk
Device Read
Latency

Host Disk
Device Write
Latency

Network

The average rate at which data is read from a specific LUN on the host (across all
VMs on the host).

The average rate at which data is written to a specific LUN on the host (across all
VMs on the host).

The average time taken to process a SCSI read command issued from the Guest 0OS
to the virtual machine (across all VMs).

Expected disk latencies depend on the nature of the storage workload (for example,
read/write mix, randomness, and /0 size) and the capabilities of the storage
subsystems.

The average time taken to process a SCSI write command issued from the Guest
OS to the virtual machine (across all VMs).

Metric Description

VM Data

Receive Rate
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The average rate at which data is received on the virtual machine. This represents
the receive bandwidth of the network.
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Metric Description

VM Data

The average rate at which data is transmitted on the virtual machine. This

Transmit Rate represents the transmit bandwidth of the network.

VM Network
Packets
Received

VM Network
Packets
Transmitted

Host Dropped
Received
Packets

Host Dropped
Transmitted
Packets
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The number of packets received across all vNICs on the virtual machine.

The number of packets transmitted across all vNICs on the virtual machine.

The number of dropped received packets across all physical NICs on the host.

The number of dropped transmitted packets across all physical NICs on the host.
The following problems can cause the guest OS to fail to retrieve packets quickly
enough from the virtual NIC:

« High CPU utilization
« Guest OS driver configuration

Solutions are all related to ways of improving the ability of the guest OS to quickly
retrieve packets from the virtual NIC. You can:

« Increase the CPU resources provided to the VM.

« Increase the efficiency with which the VM uses CPU resources.

« Tune network stack in the Guest OS.

« Add additional virtual NICs to the VM and spread network load across them.
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DPA user accounts

Use the following topics to create user accounts, assign privileges, and specify how users will log in
to DPA:

« DPA roles and privileges

« Create a user account

« User authentication options
« Configure Active Directory or LDAP

DPA roles and privileges

When you add user accounts in DPA, you assign each user a role. The role determines the user's
privileges.

Administrator role

Administrators have access to all DPA functionality, including all setup, administration, and support
options.

(i) DPA requires at least one Administrator account, which is created during installation.

Only administrators can perform certain actions, such as:

« Register and unregister database instances and VMs

« Allocate licenses

« Run advanced support utilities

« Edit system-wide Advanced Options

« Start and stop all monitors

« Create, edit, and delete report schedules

« Create, edit, and delete alert groups

« Create, edit, and delete email templates for alert notifications
« Configure the mail server

« Administer users, contacts, and contact groups
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Read Only on All Instances role

Users with this role can perform the following actions for all database instances:

« View performance data and metrics

« Run reports and view existing report groups
« View existing alerts

« View logs

Custom Privileges role

The Custom Privileges role specifies which privileges a user has, and which database instances these
privileges apply to. Use this role to:

« Prevent users from seeing data about certain database instances

« Give users privileges to manage monitoring options, alerts, and reports without granting them
full administrative privileges

When you assign this role to a user, you can grant any of the following privileges. Privileges can apply
to all database instances or only selected instances.

Privilege Actions allowed against selected database instances
View Data « View performance data and metrics
« Run reports and view existing report groups
« View logs
Manage Create, edit, and delete report groups
Reports
View Alerts View existing alerts
Manage Alerts « Create, edit, and delete alerts
« View existing alert groups
Manage « Create, edit, and delete blackout periods for monitoring
Monitoring « Manage I/0 configuration

« Update Advanced Options for a specific database instance
« Add annotations

« Exclude SQL statements from trend charts

« Start and stop individual monitors

(i) Users with Manage Monitoring permissions cannot see the charts at the
top of the DPA homepage.
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Create a DPA user account and assign privileges

You must add a user account for each person who needs to log in to DPA. Each user is assigned a
role, which determines the user's permissions.

(i) Optionally, you can integrate DPA with your company's Active Directory (AD) or LDAP service. If
you do this:

« Users can log in to DPA with their domain accounts.
« You can add AD or LDAP groups to DPA and assign privileges to each group.

Before you add users, determine who needs access to DPA and which privileges each user needs. For
more information about the available options, see DPA roles and privileges.

1. Onthe DPA menu, click Options.
Under Administration > Users & Contacts, click User Administration.
On the User Administration page, click Create User.

Enter a unique user name and a password.

o &~ 0N

Specify the user's privileges:

« To assign privileges associated with predefined roles, select Administrator or Read Only
on All Instances.

« To assign custom privileges:

a. Select Custom Privileges Specified Below.

Mame: jsmith
Passwold, eswesss

Confirm Passwolrd, sesess

Role: () Administrator
(' Read Only on All Instances
® Custom Privileges Specified Below

b. To grant access to data from all database instances, select privileges in the top row.
To limit access, select privileges for each database instance.

(i) The View Data privilege is automatically selected when you select any higher
privilege.
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In the example below, the user can access data from only one database instance.
This user can make changes to monitoring options, run reports, and view existing
alerts for the selected instance.

Database Instance Type View Dala Manage Reports Alerts Manage Monitoring
Change All — O O None V| O
DPA-SUSE-MYSOL56:3306 MySOL O O 'None W H
DPA-WIN-MYSQLST 3306 MySOL [+ O View W &

6. Click Save.

If you configured DPA to point to your Active Directory or LDAP server, you will see an option to either
create a user or a group. The group corresponds to a group in Active Directory or LDAP.

DPA user authentication options

DPA supports Active Directory (AD) and Lightweight Directory Access Protocol (LDAP)
authentication. Using your existing authentication infrastructure eliminates the need to duplicate
your user accounts in DPA. After you configure AD or LDAP authentication, users can log in with their
domain account or a custom user account created by DPA.

AD user authentication

DPA integrates with Windows Active Directory (AD). DPA uses the security group information from
AD to assign permissions to groups. To configure DPA user authentication and permissions using AD,
see Configure Active Directory or LDAP.

If your repository database is Azure SQL and you are monitoring one or more Azure SQL databases,
you can use Azure AD authentication in DPA. To configure DPA user authentication and permissions
using Azure AD, see Use Azure AD authentication in DPA.

LDAP user authentication

DPA integrates with most LDAP implementations to assign permissions to groups. To configure DPA
user authentication and permissions using LDAP, see Configure Active Directory or LDAP.

Single sign-on

Using single sign-on (SSO), your AD users can log in to DPA without re-entering the domain
credentials they used to log in to their operating system. Before you configure DPA for SSO, configure
DPA for AD authentication.
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Common Access Cards

You can use a Common Access Card (CAC) to log in to Windows and DPA. Before using a CAC,
configure DPA for AD, and then for SSO as described in the sections above.

Configure DPA to use Active Directory or LDAP

To use AD or LDAP user authentication in DPA:
1. Gather the following information from your domain administrator:

Directory service type: AD or LDAP

o Domain name

o Port number: Used to connect to the directory service

« User: The domain user DPA uses to query the directory for users and groups

« Password: The password of the domain user, preferably one that does not expire

2. In DPA, click Options. Then, under Administration > Users & Contacts, click Configure AD/LDAP.
3. Select the type of directory service you have: Active Directory or LDAP.
4. Click Next.

Connection information

Domain name

Enter the domain name.

(i) SolarWinds recommends using a domain name, not the name of a specific domain controller.

Do you have multiple domains?

If your domain users authenticate from a different domain other than the domain specified here, you
must connect to the global catalog ports 3268 or 3269. The domain users must belong to a universal
group, and that universal group must be added under Options > Administration > Users & Contacts >
User Administration.

Port
Select the port number.

If you use a unique port, select Other non-standard port. Enter the port number, and select SSL if
required.
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User and Password

DPA uses this user to search the directory service for users and groups.
Active Directory user name

For the AD user name, use one of the following formats:

« Distinguished Name (DN): cn=BobSmith, cn=Users, dc=domain, dc=local
« User Principal Name (UPN): bsmith@domain.local

(i) See this article for information about valid characters for Active Directory user names.

LDAP user name
For the LDAP user name, use the following format:
« Distinguished Name (DN): cn=BobSmith, cn=Users, dc=domain, dc=1ocal

Did the connection test fail?

If you use an SSL port and the verification fails, DPA must import its certificate. Click Yes on the
confirmation window to try again.

Base search location

Base DN
Use the default

SolarWinds recommends selecting the default, so DPA uses the detected base DN from the previous
step.

Example of default base DN: dc=east, dc=acme, dc=com
Use a custom value

You may use a value other than the default base DN. For example: You use a global catalog that
supports multiple domains, and you want to broaden the scope of the search.

Example for multiple domains: dc=acme, dc=com

Advanced settings
If this is your first time using this wizard, do not use the advanced settings.

Only use advanced settings if you completed this wizard and you experience slow domain user logins
or group searches.
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Are domain user logins slow?
Set the User Search Base value if domain user logins take a long time.

If your company has one domain, specify the location in the directory tree that contains all of the
domain users that will use DPA.

If you do not know what to put here, ask the domain administrator of your company the following
questions:

"What folder, or organization unit (OU), in the directory tree of the domain contains all of the users? |
must specify a search base for users. What is the distinguished name of the folder?”

Example: cn=users OR ou=users

Are domain group searches slow?

Set the Group Search Base value if domain group searches in User Administration take a long time.
Specify the location in the directory tree that contains all of the groups to which DPA users belong.

If your company has multiple domains, you can enter the group search bases individually. After you
add groups to DPA using the group search base from one domain, update this wizard to specify a
group search base in another domain.

If you do not know what to put here, ask your the domain administrator of your company the
following:

"What folder, or organization unit (OU), in the directory tree of the domain contains all of the groups?
| must specify a search base for groups. What is the distinguished name of the folder?”

Example: cn=groups OR ou=groups

Summary

Confirm the information for configuring DPA with your directory service, and click Finish.

(i) You must restart the DPA server for the settings to take effect.

Configure authentication and permissions for groups of users
After you have set up DPA to use Active Directory or LDAP, do the following:

1. In AD or LDAP, determine which groups contain the users that you want to grant access to
DPA. You may need to create a group if a suitable group does not exist.

2. On the DPA menu, click Options.

3. Under Administration > Users & Contacts, click User Administration.

page 195



. S
ADMINISTRATOR GUIDE: DATABASE PERFORMANCE ANALYZER solarwinds 7

4. Click Add Active Directory Group or Add LDAP Group.

5. Click Search for a Group.

6. Find and select the group you want and click Save.

7. Assign privileges to the group, just as you would for a user. This assigns those permissions to
the domain users who are members of the group.

(i) DPA does not support single sign-on (SSO) for individual accounts. It only supports AD or
LDAP groups.

8. Click Save.

All domain users in the selected group can log in to DPA using their domain credentials. The
users have the privileges you set up for the group in DPA.

You can add multiple AD or LDAP groups in DPA. If a domain user is a member of more than one
group, DPA grants them the combined privileges from all of their groups.

Log in to DPA

When you enter the domain user name and password in the DPA login screen, DPA searches your
directory service for a matching user name, and then authenticates using the password. If the
domain user belongs to one of the groups that you configured as a DPA custom user, the login
succeeds.

Name formats for AD login

DPA supports three types of login name formats for Active Directory:

« SAM account name: username
« User principal name: username@domain.local

e NT/AD: domain\username
User name for LDAP

The user name used by DPA is the LDAP user object uid attribute.
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DPA alerts

Use DPA alerts to become aware of issues and address them proactively before they affect end
users. Set thresholds on key wait time statistics, resource metrics, or standard administration
indicators. The result is improved customer service, fewer help desk tickets, and increased compliance
with database service-level agreements.

DPA provides the following types of alerts:

« Wait Time alerts are triggered when wait time exceeds a user-defined threshold, or when wait
time is much higher than expected (an anomaly).

« Resources alerts are triggered when a resource metric, such as CPU utilization or memory
usage, exceeds its threshold.

« Administrative alerts are used to monitor the health of the database system.

« Custom alerts are user-specified queries that are run against the monitored database or the
DPA repository.

To work with DPA alerts, see the following topics:

« View the status and history of DPA alerts
« Configure a DPA Wait Time alert
« Configure a DPA Resources alert

« Configure a DPA Administrative alert

« Configure a DPA Custom alert
« Send SNMP traps from DPA alerts
« Stop DPA alerts for a period of time

« Create a DPA alert group
« Create and manage DPA contacts and contact groups
« Notification policy for DPA alerts

View the status and history of DPA alerts

View current and previous statuses of DPA alerts. You can select alert history records to purge from
the logs.
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1. On the DPA menu, click Alerts.

The Alert Status tab shows information about the most recent evaluation of each DPA alert
against each database instance. It includes the alert status (for example, High, Normal, or
Inactive), the current value, and the last time the status changed.

Alert Status | Manage Alerts | Alert Groups | Alen Blackouts  Email Templates
Alert Status All Database Instances -
Status Mame - Database Instance Type CumentValue  Lasi Change
o ;lellesg;:-.-au Tiene for & DPA-MAMNAGED ;?:;Eg.;tﬁﬂ Tima fof & 0 Seconds 35 :113.; Wie e [
] ;",:;',fg;_:""“" Tmefard  pesgIRDVS ;?;_::cs Sh aTme 2 g saconds I Detsd || Hissier
(-] ;ﬁ',fg;t"a" Tema#ora  ppupea1is0000 ;‘f:g'fgét‘"“ Tmelora g econds bl A Detsi || History
] gy T TMe oS CuBEM IGNITE LOCAL 3306 Sne oot T Tmelra o seconds 1y 2019 Detad || Histey
] ;",’;’,32&_;‘”“" Tenef0rd  DPACRATZ_DPAORALZ gﬁfg&:‘“““ Tme ford g ceconds ot Dedad || History
o HIGH _‘I[I-:';a-.l E:::;.Ia;? Instance JOHNLENNON via MUSICDE-LIS :,&-;a—_l E:.I:Da“ nE1ance § phconds 20 Jul 2019 11:48 Detad || History
o i E;.:':,,';“I‘ s DPASOL2K1T .Ir.?;'“:' T[?;'r_':b“““ e 5 saconds 20.Jul 2019 1314 Dt || Histery
-] Tt DPADRA1Z_DPADRA1Z e T 0 saconds 29.Jul 2019 09°14 Detad || Mistory

2. Scan, sort, or filter to find the alerts you are interested in:

« Tofilter the list of alerts, choose a database instance from the drop-down menu in the
upper-right corner.

« Click a column heading to sort the list of alerts by the value of that column.

(i) Click the name of the alert to open it for editing. See Configure a DPA Wait Time alert for
information about the available options.

Display alert details

Click the Details button to display additional information about an alert's definition, last execution
time, current value, and history.
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@ MEDIUM

Alert Name Total Database Instance Wait Time alert

Type Total Database Instance Wait Time

Description Total wait time (in seconds) for entire database inslance
Database Instance  JOHWLEMNOM via MUSICDB-LIST

Interval 10 minutes

Last Status Change 29 Jul 2019 13:26

Last Execution 29 Jul 2019 1326

Current Value 5 saconds

Alert Notification Text

Alert History
@ HIGH gﬂg jgl ks 411 seconds
< I %g i-,gl e 95 seconds
(] ‘::g ‘.:;I il 14 seconds
@ NORMAL g? ;;I 2019 17 seconds
] 'E? ijgl =l 9 seconds

The total wait time for a database instance has exceeded the threshold.

View or purge alert history

Click the History button to display up to 5,000 lines of alert history. By default, the Alert History page

solarwinds

lists the results of evaluating the alert against the database on the associated line of the Alert

Details tab.

To change the default display:

1. Select the desired values for Status, Date Range, Number of Records, and Database Instances.

2. Click Apply Filter.

To purge alert history records:

1. Use the Status, Date Range, Number of Records, and Database Instances fields to identify the

records you want to purge.

To purge all history before a certain date, enter that date as the End Date and leave the Start

Date blank.

2. (Optional.) Click Apply Filter to verify that only the records you want to purge are selected.

3. Click Purge Log, and then click Yes at the confirmation prompt.

All records meeting your criteria are removed.
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Configure a DPA Wait Time alert

Wait Time alerts notify you when the amount of time users or applications waited on the database
was high. These alerts are triggered when wait time exceeds a user-defined threshold, or when wait
time is much higher than expected (an anomaly).

(i) For information about other DPA alert categories, see DPA alerts.

1. From the DPA main menu, click Alerts.

2. Click the Manage Alerts tab.

3. Do one of the following:

« To create a new alert, select Wait Time as the Alert Category, select the Alert Type, and

then click Create Alert.

(i) To find out more about each alert type, select it to display a description on the
right.

« To edit an existing alert, click the alert name.

4. In the Alert Information section:

a.

b.
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Enter a unique name.
If you want to disable the alert, clear the Active check box.
Select the execution interval.

The execution interval specifies how often the alert runs and the amount of data that DPA
examines. For example, if the execution interval is 10 minutes, DPA executes the alert
every 10 minutes and examines the last 10 minutes of data to determine whether to
trigger the alert. DPA recommends an execution interval of at least 10 minutes to prevent
unnecessary alerts from a single slow execution or temporary condition.

Enter the notification text to be sent with the email notification. Include an explanation of
the issue and the suggested resolution.

(i) If you apply a custom email template to this alert, the email notification includes
the notification text if the email template contains one of the following variables:

o Alert Notification text: [=alert.notificationText]
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(i)« Results: [=dpa.body] (included by default)

Alert Information

Type Average Wait Time for a Single S0L

Description Average execution time (in seconds) for the specified SCOL

Alert Name Average Wait Time for SELECT FROM CUST OUTER JOIN
Active Ld

Execution Interval 10 Minutes v

Muotification Text - Explanation or resolution steps to be sent with alert email

interval. Kill this query to prevent performance problems.

5. Select the database instances that the alert applies to.
6. If the alert type requires parameters, under Alert Parameters:
a. Click Search.
b. If necessary, select a database instance at the top of the Search dialog box.

c. Enter a search string (for example, part of the SQL statement name or wait type).

(i) By default, search results for SQL statements are sorted by wait time, with the
highest waits first. To list them in alphanumeric order by name or hash value, clear
the Order results by wait time check box, and then click Search again.

d. Select a value and click OK.

7. For all Wait Time alerts except the Database Instance Wait Time Anomaly alert, specify the
thresholds for each alert level you want to enable.

(i) Alert thresholds for anomalies have default values that can be changed through
advanced configuration options.

« Leave the Max value for the highest level blank to alert on anything above the minimum
value for that level.

« If you configure multiple levels, the Max value for lower levels must equal the Min value
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for the next higher level.

« When you enter a Max value for a level, DPA alerts at that level when the value is greater
than or equal to the Min value but less than the Max level. For example, if the Min value is
5 and the Max value is 10, DPA will alert at that level when the value is 5 or when the
value is 9.99, but not when the value is 10.

Min {occurrences) Max (occurrences) - - -
A high-level alert is triggered
@ HIGH 10 +— When the value is 10 or greater.
& medium-level alert is
o ° 10 triggered when the value is 5 to
anything less than 10.

(i) INFO

Select the person or group who gets notified when each alert level is triggered and when the
alert is broken. (The alert status is set to Broken if an error occurs during execution.)

To send notifications when the alert returns to Normal, select a recipient for Normal.

(i)« If you have not added the person or group as a contact in DPA, click Add Contact or
Add Contact Group and create the contact or group.
« Select an SNMP contact to send SNMP traps when the alert is triggered. Select an
SNMP contact for Normal to send a clearing notification when the alert status
returns to Normal.

8. Verify or change the notification policy.

(i) To send notifications when the alert returns to Normal, the notification policy must be

Notify when level changes.

9. Select the email template that defines the contents of the email notifications sent by this alert.

10. Click Email Preview to see an example of the email that will be generated using the selected
email template and contact information.

If the alert applies to multiple database instances, select an instance in the Email Preview
dialog box and click OK. After reviewing the email, you can select a different database instance
or click Cancel to close the Email Preview dialog box.

(i) The email sent to users might not exactly match the preview because some alert
parameters cannot be evaluated during a preview.
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11. Click Test Alert to test the alert and view the current alert level. The test does not generate an
email.

12. Click Save.

Configure a DPA Resources alert

Resources alerts are triggered when a resource metric, such as CPU utilization or memory usage,
exceeds its threshold. A Resources alert can monitor a single resource metric (such as Buffer Cache
Hit Ratio) or all metrics in a resource category (such as Memory).

(i) For information about other DPA alert categories, see DPA alerts.

Verify resource thresholds

Thresholds for Resources alerts are specified in the resource settings, not within the alert. You can
view or change them if needed.

Create or edit a Resources alert
1. From the DPA main menu, click Alerts.
2. Click the Manage Alerts tab.

3. Do one of the following:

« To create a new alert, select Resources as the Alert Category, select the Alert Type, and
then click Create Alert.

(i) To find out more about each alert type, select it to display a description on the
right.

« To edit an existing alert, click the alert name.
4. Inthe Alert Information section:
a. Enter a unique name.
b. If you want to disable the alert, clear the Active check box.

c. Select the execution interval.
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The execution interval specifies how often the alert runs and the amount of data that DPA
examines. For example, if the execution interval is 10 minutes, DPA executes the alert
every 10 minutes and examines the last 10 minutes of data to determine whether to
trigger the alert. DPA recommends an execution interval of at least 10 minutes to prevent
unnecessary alerts from a temporary condition.

Enter the notification text to be sent with the email notification. Include an explanation of
the issue and the suggested resolution.

(i) If you apply a custom email template to this alert, the email notification includes
the notification text if the email template contains one of the following variables:

« Alert Notification text: [zalert.notificationText]
« Results: [=dpa.body] (included by default)

5. Select the database instances that the alert applies to.

6. Under Alert Parameters:

a. For alerts against all metrics in a category, select the Category.
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For alerts against a single resource metric, you can (optionally) select a Category to filter
the Resource list.

For alerts against a single resource metric, select the Resource.
Specify the Calculation that is used to determine the alert level for an execution interval.

To determine the alert level, DPA looks at the values collected during an execution interval
and applies the specified calculation.

Example: For a single resource alert, if the metric value is collected once each minute and
the execution interval is 10 minutes, DPA looks at the 10 values collected for an interval
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and applies one of the following calculations.

Calculation Description

% meeting

The alert is triggered when a certain percentage of the values collected

metric alarm during an execution interval meet or exceed the warning or critical

criteria

Average

Median

Maximum

Minimum

threshold for the metric or metrics. Use the Percentage drop-down to
specify the percentage.

Example: The alert is for a category that contains 10 metrics.

DPA collects the metric values once each minute, and the alert is set to
run once every 10 minutes. Therefore, during each interval, DPA
collects 100 values. If the Percentage is 75%:

o The alert is triggered at the warning level if 75 or more of these
values exceed the warning threshold for the associated metric,
but fewer than 75 exceed the critical threshold.

« The alert is triggered at the critical level if 75 or more of these
values exceed the critical threshold for the associated metric.

DPA uses the average of the values collected during an interval to
assign the alert level for that interval.

DPA uses the median value collected during an interval to assign the
alert level for that interval.

DPA uses the maximum value collected during an interval to assign
the alert level for that interval.

DPA uses the minimum value collected during an interval to assign the
alert level for that interval.

Category

Resource

Calculation

Fercentage

All Categories w  Select a cafegory to filter resource fist

CPU Utilization [Oracle, 50L Server e Only resources with defined alarm thresholds sre available

% meeting metric alarm criteria w  Applied against the metric data collected over the execution

5 = | Percentage fo use when selected calculation is '% meeting alarm criteria’

7. Select the person or group who gets notified when each alert level is triggered and when the
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alert is broken. (The alert status is set to Broken if an error occurs during execution.)

To send notifications when the alert returns to Normal, select a recipient for Normal.

(i)« If you have not added the person or group as a contact in DPA, click Add Contact or
Add Contact Group and create the contact or group.
« Select an SNMP contact to send SNMP traps when the alert is triggered. Select an
SNMP contact for Normal to send a clearing notification when the alert status
returns to Normal.

Verify or change the notification policy.

(i) To send notifications when the alert returns to Normal, the notification policy must be

Notify when level changes.

Select the email template that defines the contents of the email notifications sent by this alert.

. Click Email Preview to see an example of the email that will be generated using the selected

email template and contact information.

If the alert applies to multiple database instances, select an instance in the Email Preview
dialog box and click OK. After reviewing the email, you can select a different database instance
or click Cancel to close the Email Preview dialog box.

(i) The email sent to users might not exactly match the preview because some alert
parameters cannot be evaluated during a preview.

Click Test Alert to test the alert and view the current alert level. The test does not generate an
email.

Click Save.

Configure a DPA Administrative alert

Administrative alerts are used to monitor the health of the database system. For example, you can
configure an alert that is triggered when a database instance is not accessible or when any database
parameter changes.

(i) For information about other DPA alert categories, see DPA alerts.

1.
2.

From the DPA main menu, click Alerts.

Click the Manage Alerts tab.
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3. Do one of the following:

« To create a new alert, select Administrative as the Alert Category, select the Alert Type,

and then click Create Alert.

(i) To find out more about each alert type, select it to display a description on the
right.

« To edit an existing alert, click the alert name.

4. Inthe Alert Information section:

a.

b.

Enter a unique name.
If you want to disable the alert, clear the Active check box.
Select the execution interval.

The execution interval specifies how often the alert runs and the amount of data that DPA
examines. For example, if the execution interval is 10 minutes, DPA executes the alert
every 10 minutes and examines the last 10 minutes of data to determine whether to
trigger the alert. DPA recommends an execution interval of at least 10 minutes to prevent
unnecessary alerts from a temporary condition.

Enter the notification text to be sent with the email notification. Include an explanation of
the issue and the suggested resolution.

(i) If you apply a custom email template to this alert, the email notification includes
the notification text if the email template contains one of the following variables:

o Alert Notification text: [=alert.notificationText]
« Results: [=dpa.body] (included by default)

5. Select the database instances that the alert applies to.

6. If any Alert Parameters are required for the alert type, enter the required value.

7. Specify the thresholds for each alert level you want to enable.

(i) Some Administrative alerts have only one level.

« Leave the Max value for the highest level blank to alert on anything above the minimum

value for that level.

« If you configure multiple levels, the Max value for lower levels must equal the Min value

for the next higher level.

« When you enter a Max value for a level, DPA alerts at that level when the value is greater
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than or equal to the Min value but less than the Max level. For example, if the Min value is
5 and the Max value is 10, DPA will alert at that level when the value is 5 or when the
value is 9.99, but not when the valueis 10.

Min {occurrences) Max {(occurrences) - - -
A high-level alert is triggered
@ HIGH 10 +— when the value is 10 or greater.
A medium-level alert is
o ° 10 triggered when the value is 5 to
anything less than 10.

(i) INFO

Select the person or group who gets notified when each alert level is triggered and when the
alert is broken. (The alert status is set to Broken if an error occurs during execution.)

To send notifications when the alert returns to Normal, select a recipient for Normal.

(i)« If you have not added the person or group as a contact in DPA, click Add Contact or
Add Contact Group and create the contact or group.
« Select an SNMP contact to send SNMP traps when the alert is triggered. Select an
SNMP contact for Normal to send a clearing notification when the alert status
returns to Normal.

Verify or change the notification policy.

(i) To send notifications when the alert returns to Normal, the notification policy must be

Notify when level changes.

Select the email template that defines the contents of the email notifications sent by this alert.

Click Email Preview to see an example of the email that will be generated using the selected
email template and contact information.

If the alert applies to multiple database instances, select an instance in the Email Preview
dialog box and click OK. After reviewing the email, you can select a different database instance
or click Cancel to close the Email Preview dialog box.

(i) The email sent to users might not exactly match the preview because some alert
parameters cannot be evaluated during a preview.

Click Test Alert to test the alert and view the current alert level. The test does not generate an
email.

Click Save.
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Configure a DPA Custom alert

Use Custom alerts to execute SQL statements or stored procedures against the monitored database
or DPA repository to check for conditions not covered by other DPA alerts. Each SQL statement or
procedure returns a number (or set of numbers) that can trigger an alert depending on user-defined
thresholds. Custom alerts can be used to alert against a wide variety of conditions. Any parameter
that can be returned to DPA using a SQL statement or stored procedure can be used as the basis for
a custom alert.

(i) For information about other DPA alert categories, see DPA alerts.

To create a custom alert, see the following sections:

« Custom alert types and expected return values

Requirements for stored procedures

Create or edit a Custom alert

Custom tags
Example: Create a custom DPA alert to display the name of the active node in a SQL Server

cluster

(i) Other examples of custom alerts can be found on THWACK.

Custom alert types and expected return values

Depending on what type of custom alert you select, the SQL statement or stored procedure must
return one of the following values.

Alert type Expected return values

Single Numeric The SQL statement or stored procedure returns a single numeric value. The
Return alert is triggered if the value exceeds the defined High, Medium, Low, and
Info thresholds.

Multiple Numeric (SQL statements only.) The SQL statement returns one or more rows of data.

Return Each row contains a string in the first column and a numeric value in the
second column. For example, the query could return database names and the
amount of free space for each one:

DB1 120
DB2 840
DB2 35

The alert is triggered if any value exceeds the defined High, Medium, Low,
and Info thresholds.

page 209


https://thwack.solarwinds.com/

. S
ADMINISTRATOR GUIDE: DATABASE PERFORMANCE ANALYZER solarwinds 7

Alert type Expected return values

Single Boolean The SQL statement or stored procedure returns a string value of TRUE or
Return FALSE (not case-sensitive). The alert is triggered if TRUE is returned.

Single Alert Status  The SQL statement or stored procedure returns a string value that specifies
Return the alert status. Valid values are NORMAL, INFO, LOW, MEDIUM, and HIGH (not
case-sensitive).

Requirements for stored procedures

When you create a custom alert that calls a stored procedure, the stored procedure must include two
output parameters. These output parameters must be in the following order relative to each other,
and no other output parameters can be included:

1. AlertValue OUT VARCHAR2

The value of this parameter must be one of the expected return values for the selected alert
type. (For example, if the alert type is Custom Procedure Alert - Single Boolean Return, this
output parameter must be TRUE or FALSE.)

Use the custom tag #ALERTVALUE# to include this output parameter.

2. AlertString OUT VARCHAR?2
The value of this parameter is a description of the result of the stored procedure.

Use the custom tag #ALERTSTRING# to include this output parameter.

The stored procedure can include any number of input parameters. The input parameters can be
interspersed with the output parameters, as long as the output parameters are in the correct order
relative to each other. For example:

myproc ('inputParaml', #ALERTVALUE#, 'inputParam2', #ALERTSTRING#, '#DBLINK#')

Create or edit a Custom alert

1. From the DPA main menu, click Alerts.

2. Click the Manager Alerts tab.
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3. Do one of the following:

« To create a new alert, select Custom as the alert category, select the alert type, and then

click Create Alert.

(i) To find out more about each alert type, select it to display a description on the
right.

« To edit an existing alert, click the alert name.

4. Inthe Alert Information section:

a.

b.

Enter a unique name.
If you want to disable the alert, clear the Active check box.

Select the execution interval. (DPA recommends an execution interval of at least 10
minutes.)

Enter the notification text to be sent with the email notification. Include an explanation of
the issue and the suggested resolution.

(i) If you apply a custom email template to this alert, the email notification includes
the notification text if the email template contains one of the following variables:

o Alert Notification text: [=alert.notificationText]
 Results: [=dpa.body] (included by default)

5. To run the SQL statement or stored procedure against monitored database instances (instead
of the DPA repository), select the database instances.

6. Inthe Alert Parameters section:
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a.

Enter the SQL statements to execute, or enter a call to a stored procedure.

Use custom tags to include variables such as the database ID and to include the required
output parameters for stored procedures.

In the Execute Against drop-down, indicate if the SQL statement or stored procedure
should be executed against the selected database instances or against the DPA
repository database.

If the Description field is available, you can enter a custom description for the alert. This
description replaces the DPA default description for the alert type when the Description
parameter is included in the email template.

If the alert returns a numeric value, specify the Units for the returned value.



ADMINISTRATOR GUIDE: DATABASE PERFORMANCE ANALYZER solarwinds

7. If the alert returns a numeric value, specify the thresholds for each alert level you want to
enable.

« Leave the Max value for the highest level blank to alert on anything above the minimum
value for that level.

« If you configure multiple levels, the Max value for lower levels must equal the Min value
for the next higher level.

« When you enter a Max value for a level, DPA alerts at that level when the value is greater
than or equal to the Min value but less than the Max level. For example, if the Min value is
5 and the Max value is 10, DPA will alert at that level when the value is 5 or when the
value is 9.99, but not when the value is 10.

Min {occurrences) Max (occurrences) - - -
A high-level alert is triggered
© HIGH 10 +— When the value is 10 or greater.
& medium-level alert is
o ° 10 triggered when the value is 5 to
anything less than 10.

(i) INFO

8. Select the person or group who gets notified when each alert level is triggered and when the
alert is broken. (The alert status is set to Broken if an error occurs during execution.)

To send notifications when the alert returns to Normal, select a recipient for Normal.

(i)« If you have not added the person or group as a contact in DPA, click Add Contact or
Add Contact Group and create the contact or group.
« Select an SNMP contact to send SNMP traps when the alert is triggered. Select an
SNMP contact for Normal to send a clearing notification when the alert status
returns to Normal.

9. Verify or change the notification policy.

(i) To send notifications when the alert returns to Normal, the notification policy must be
Notify when level changes.

10. Select the email template that defines the contents of the email notifications sent by this alert.

11. Click Email Preview to see an example of the email that will be generated using the selected
email template and contact information.
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If the alert applies to multiple database instances, select an instance in the Email Preview
dialog box and click OK. After reviewing the email, you can select a different database instance
or click Cancel to close the Email Preview dialog box.

(i) The email sent to users might not exactly match the preview because some alert
parameters cannot be evaluated during a preview.

12. Click Test Alert to test the alert and view the current alert level. The test does not generate an
email.

13. Click Save.

Custom tags

You can include the following custom tags in your SQL statements or stored procedure calls.
DPA replaces these tags at runtime with the appropriate values.

Tag Description
#DBID# The internal DPA ID for the monitored database instance.
o Data type: VARCHAR?2 (50)
« SQL statement usage example:
select mycol from mytable where dbid=#DBID#
« Stored procedure usage example:
myproc (..., #DBID#, ...)
#DBLINK# A database link used to connect to an Oracle monitored database.
» Data type: VARCHAR2 (50)
« SQL statement usage example:
select mycol from myschema.mytable@#DBLINK#
« Stored procedure usage example:

myproc (..., '#DBLINK#', ...)
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LED Description

#ALERTVALUE# (Stored procedures only.) The first required output parameter for stored
procedures. It returns one of the expected values based on the alert type. It must
appear in the parameter list before # ALERTSTRING#.

« Data type: VARCHAR2 (500)
« Stored procedure usage example:

myproc (..., #ALERTVALUE#, ..., #ALERTSTRING#)

#ALERTSTRING# (Stored procedures only.) The second required output parameter for stored
procedures. It returns a description of the alert condition.

« Data type: VARCHAR2 (4000)
« Stored procedure usage example:
myproc (..., #ALERTVALUE#, ..., #ALERTSTRING#)
#FREQUENCY # The execution interval for the alert, in minutes.
o Data type: NUMBER

« SQL statement usage example:

select mycol from myschema.mytable@#DBLINK#
where mydate > SYSDATE -
(#FREQUENCY#/1440)

« Stored procedure usage example:

myproc (..., #FREQUENCY#, ...)

Example: Create a custom DPA alert to display the name of the active
node in a SQL Server cluster

This example shows how to configure two alerts that work together to cause DPA to display the
physical machine name of the active node in a SQL Server failover cluster. By default, DPA shows
only the cluster name.

« The first alert gets the name of the active node.

« The second alert appends this name to the name of the cluster that DPA displays. If the active
node changes, it updates the name and also notifies recipients that a failover has occurred.
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Task 1: Create an alert to get the physical machine name

This alert runs against a monitored database instance and retrieves the name of the physical
machine that the instance is currently running on.

—

On the DPA menu, click Alerts.
2. Click the Manage Alerts tab.

3. Choose Custom as the category and Custom SQL Alert - Multiple Numeric Return as the type.

Alert Category
Wait Time Fesources Administrative ' Custom
Alert Type: Custom S0QL Alert - Multiple Mumeric Return Wl Create Alert

4. Click Create Alert.
5. Enter a unique name and select the execution interval.

Set the execution interval based on the average frequency of failovers in your clustered
environment. The execution frequency affects the accuracy of the machine names that DPA
displays. In this example, the alert interval is 10 minutes. But if failovers occur infrequently, you
might want to choose a longer interval.

Type Custom SCQL Alert - Multiple Mumeric Eeturn

Description Executes a user-defined SCQL statement that will return one or more name/numeric value pairs
Alert Name Get Physical Machine Mame

Active Ld

Execution Interval 10 Minutes ¥

6. In the Notification Text box, provide a description of the alert.

(i) This alert does not send notifications, but the description provides information for other
users.

Motification Text - Explanation or resolution steps to be sent with alert email

This alert gets the physical machine name for the active node in a SQAL server cluster. It is used with

homepage. The execution interval for this alert must be smaller than the interval for the Change
Physical Machine Mame alert.

7. Under Database Instances, select the SQL Server cluster.
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Available Database Instances Selected Database Instances | View All

DPA-SUSE-MYSQL56:3306 « DPASQL2K 12 -
DPAMARIADB:3306

DPAORA11R2ST DPAORA11R2-STAN

DPAORA11R2_DPAORATIR2

DPASQL2K14BI [ A ]

DPASQL2K14-CS

DPASQL2K16-RC3

DPASQL2KS

DPASQL2KBR2WRG

DPASY 155:5000 . .

8. Enter the following SQL in the SQL Statement box:

select coalesce (SERVERPROPERTY ('ComputerNamePhysicalNetBIOS'),
SERVERPROPERTY ('MachineName')) HOST, O

"50L Statement - Enter a SQL statement that returns one or more rows containing a string in the first column and a numeric in the
second column. The values will be used to evaluate the appropriate alert level.

0

9. Verify that Monitored Database is selected from the Execute Against drop-down menu.

10. Enter Machine Name 0 inthe Units box.

Monitored Database ¥ | Determines whether Alert SQL will run against the Repository or the

Execute Against :
NMonitored Database

Description - Description of alert to be displayed in the alert notifications

Physical Machine Name for Cluster

Units Machine Mame 0

11. Under Configure Alert Levels and Recipients:
a. Enter 1 asthe Min value for the High level.

The query returns a numeric value of 0. Entering 1 as the threshold ensures that the status
is always Normal. Because this alert only retrieves the machine name, it should not be
triggered.

b. Do not select a contact because no one needs to receive notifications.
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Configure Alert Levels and Recipients
Min Max MWotification Group or Contact

€ HIGH - Select a recipient - v

[ ) - Select a recipient - -
- Select a recipient -- v

(i) INFO - Selact a recipient -- -

& NORMAL - Select a recipient - v

€ BEROKEN - Select a recipient - -

12. Click Save.

Task 2: Create an alert to append the machine name to the cluster name

This alert runs against the DPA Repository database. It appends ' Node: @nodeName' to the
database instance name that DPA displays. Each time it runs, it determines whether the node name
has changed. If so, it updates the display name and sends a notification so that you can investigate
why the failover occurred.

This alert can also determine why the name has changed with different error levels. The error levels
are: 0=no change, 1=node change, 2=initial update.

1. From the Manage Alerts tab, choose Custom as the category and Custom SQL Alert - Multiple
Numeric Return as the type.

Alert Category
Wait Time Fesources Administrative ® Custom
Alert Type: | Custom SQL Alert - Multiple Mumeric Retum Wl Create Alert

2. Click Create Alert.
3. Enter a unique name and select the execution interval.

This execution interval must be larger than the interval for the Get Physical Machine Name
alert. The execution intervals for both alerts affect the accuracy of the name that DPA displays.
In this example, the execution intervals are 10 minutes and 12 minutes, but you should
determine what intervals are appropriate for your environment.
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Type Custom SCQL Alert - Multiple Numeric Return
Description Executes a user-defined SOL statement that will return one or more name/numeric value pairs
Alert Name Change Physical Machine Name for a Cluster
Active 1«
Execution Interval 12 Minutes v

4. Enter the email notification text.

Maotification Text - Explanation or resolution steps to be sent with alert email

5. Under Database Instances, select the SQL Server cluster.

(i) You must select the SQL Server cluster for both alerts. If you do not select it for this alert,
the instance name is not updated in DPA. If you do not select it for the Get Physical
Machine Name alert, that alert does not run and has a status of Broken.

Available Database Instances Selected Database Instances | View All
DPA-SUSE-MYSQLA6E:3306 -
DPAMARIADEB-3306

DPAORATR2ZST DPAORATIR2-STAN
DPAORATR2 DPAORATIRZ
DPASQLZK14-BI

DPASQLZK14-CS

DPASQL2K16-RC3

DPASQL2KE

DPASQLZKBRZ-WRG

DPASY155:5000 - -

DPASQL2KA12 “

1 Remove

6. Enter the following SQL in the SQL Statement box:

declare

@mach name varchar(100),
@current name varchar(100),
Qupdate flag smallint

begin
select @mach name=c.name
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from con alert db a, con alert b, con alert db results c

where b.id = a.alertid
and b.alertname = 'Get Physical Machine Name'
and a.alertid = c.ALERTID

a

and a.DBID = c.DBID

and a.DBID = #DBID#

if @mach name is not null
select (Qupdate flag = CHARINDEX (' Node', NAME)
from COND
where ID = #DBID#

if @update flag != 0

begin

select (@current name = substring (NAME, CHARINDEX (' Node ', NAME)
+7, 100)

from cond
where ID = #DBID#

if ltrim(rtrim(@current name)) != ltrim(rtrim(@mach name))
begin
update COND
set NAME = substring (NAME, 1,CHARINDEX (' Node',NAME) -1 )

where ID = #DBID#
update COND
set NAME = NAME + ' Node: ' + @mach name

where ID = #DBID#

select @mach name,l

end
end
else
begin
update COND
set NAME = NAME + ' Node: ' + @mach name
where ID = #DBID#

select @mach name, 2
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end;
select @mach name, 0
end;
7. Select Repository from the Execute Against drop-down menu.
8. Enter :Node |Error Level inthe Units box.
Repository ¥ | Determines whether Alert SQL will run against the Repository or the

Execute Against -
Monitored Database

Description - Description of alert to be displayed in the alert notifications

Adding physical machine name to the instance cluster name.
Error levels: 0=no change, 1=node change, 2=initial update

Units ‘Node|Error Level

9. Under Configure Alert Levels and Recipients:
a. Enter 1 asthe Min value for the High level.
When the name of the active node changes, this alert is triggered at the High level.

b. Select a contact to receive the email when this alert is triggered.

(i) If you have not added the person or group as a contact in DPA, click Add Contact or
Add Contact Group. See Create contacts and contact groups.

Configure Alert Levels and Recipients

Min Max Motification Group or Contact
© HIGH 1 (GROUP)On Call v
(<] — Select a recipient - v
- Selact a recipient -- v
(i) INFO -- Select a recipient - v
© NORMAL - Select a recipient - v
€ BROKEN -- Select a recipient - v
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10. Click Save.

Send SNMP traps from DPA alerts

You can configure DPA alerts to send SNMPv2c traps to an SNMP-enabled Network Management
System (NMS) when an alert level is reached and when the alert level returns to Normal. The trap
contains the name of the monitored database instance, alert name, alert level, and response
instructions.

To configure an alert to send an SNMP trap, complete the following tasks:
1. Import the DPA MIB file into your NMS.

2. Create one or more SNMP contacts. The SNMP contact defines the response instructions
included in the trap, and so you must create different contacts for alerts with different response
instructions.

3. Inthe alert definition, add the SNMP contact as recipient for the alert level that you want to
send a trap.

The DPA MIB file

DPA contains a Management Information Base (MIB) file that defines the trap and the associated
data sent with each trap. The MIB file defines the following:

« Private Enterprise Number
« One Trap Definition (NOTIFICATION-TYPE)

« Four string objects bound to each trap: database name, alert name, alert level, and response
instructions

Before configuring DPA to send SNMP traps, provide the MIB file to the person responsible for
importing MIB files into the NMS. The MIB file is in the following location:

<DPA install dir>/iwc/CONFIO-MIB.mib

Create an SNMP contact

The NMS that receives the trap is represented as an SNMP contact in DPA.

—

. On the DPA menu, click Options.

2. Under Administration > Users & Contacts, click Contact Management.
3. Click Create SNMP Contact.
4

. Enter a name and description to identify the associated alert(s).
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(i) By default, contacts are Active. You can select Inactive to disable the contact. When a
contact is disabled, alerts associated with this contact do not send traps to the NMS.

. ldentify the NMS to send the trap to:

a. Inthe Trap Receiver Host field, enter the hostname or IP address of the server where the
NMS is running.

b. Inthe Trap Receiver Port field, enter the port number where the NMS host is receiving
traps. The default is 162.

c. In the Community String field, enter the community string used by the NMS for traps.
Enter the response instructions to be included in the trap.

To test the configuration, click Send Test SNMP Trap, and then verify that the NMS received the
trap.

(Optional) To add the contact to a group, select the group and click Add.

For example, when an alert reaches a certain level, you might want to send an email to the on-
call personnel and send a trap to the NMS. You can add the SNMP contact to the On Call group.

Stop DPA alerts for a period of time

To stop alerting for a period of time, create an alert blackout. For example, you can create an alert
blackout to suppress alerts during a maintenance window.

Create an alert blackout

1.
2.

Click Alerts, and then click the Alert Blackouts tab.

Specify whether you want to create a blackout for an alert, a database instance, or an alert
roup.

Select the alert, database instance, or alert group, and then click Add Blackout.

Create A New Blackout

Create Blackout For: Alert * DB Instance Alert Group

Specify the beginning and end of the blackout period. Times are based on a 24-hour clock.

If the blackout period is for an alert, select All Databases or specify the database instances that
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this alert should not run on.

If the blackout period is for a database instance, select All Alerts or specify the alerts that
should not run.

Create New Blackout
For Database: AVANTIS

Stop Alerting Saturday v | at|01 w00 Start Alerting |Saturday v | at D2 |00

v

All Alerts [#]

Cancel Create Blackout

6. Click Create Blackout.

The blackout is effective each week on the specified day and time until it is deleted.

Edit an alert blackout

1. Click Alerts, and then click the Alert Blackouts tab.

2. Under Existing Blackout Periods, locate the blackout period and click Edit.

3. Update the schedule and the affected alerts or database instances.

(i) You cannot change the original target of the blackout period. For example, if the blackout
period was created to suppress all alerts on a database instance, you cannot change it to

suppress a specific alert on multiple database instances. To make that type of change,
delete the blackout period and create a new one.

4. Click Save Blackout.

Delete an alert blackout

1. Click Alerts, and then click the Alert Blackouts tab.

2. Under Existing Blackout Periods, locate the blackout period and click Delete.

3. At the confirmation prompt, click Yes.
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Create a DPA alert group

An alert group defines a set of alerts to be run against a set of database instances. Alert groups
simplify alert configuration and help make alerting more consistent across the monitored database
instances. When you add alerts to an alert group, you do not have to select database instances
within each alert definition. Instead, you select the database instances just once for the entire group.

If the list of instances changes, you can update it in only one place.
1. On the DPA menuy, click Alerts.
2. Click the Alert Groups tab.
3. Click Create Alert Group.

4. Enter a unique name and a brief description.

Alert Group Information

Group Name Taotal Wait Times
Description

instances.

Total blocking wait time and total DB instance wait time — all database

5. Select the alerts to include in this group.

Available Alerts Selected Alerts

© MySQL InnoDB Buffer Pool Utilization Alert - ) Total Blocking Wait Time

) MySQL InnoDE Log File Size Alert

© SQL Server Deadlocks

1 Remove

© Transaction Log Freespace for DPASQL2016

— Tranzaction | oo Freesnace on NPASOI 2K12 h
4 L4 4

© Total Database Instance Wait Time

6. Select the database instances on which to execute these alerts.

Available Database Instances

DPA-SUSE-MYSQL56:3306
DPAMARIADB: 3306

1 Remove

DPAORATIR2_DPAORATIR2

noaAcnl W19

4 13

Selected Database Instances

m DPAORATIR25T_DPAORA1TIR2-5TAN

7. Click Save.
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Create and manage DPA contacts and contact groups

Before you create DPA alerts or schedule reports, define the contacts and contact groups who can
receive the alerts and reports. As your organization changes. you can edit or delete contacts or
contact groups.

(0 If you want to send DPA alerts as SNMP traps to your Network Management System (NMS),
create an SNMP contact.

Create a contact

Contacts are people who can receive email notifications when an alert is triggered, or who can receive
scheduled reports through email. When you define an alert or schedule a report, you can select the
recipient from the list of available contacts.

—

. On the DPA menu, click Options.

2. Under Administration > Users & Contacts, click Contact Management.
3. In the Email Contacts section, click Create Contact.
4

. Enter the contact's name and email address. Optionally, add the contact to an existing group.

Create New Contact b4

Mame:

Janice Smith
Email:

jsmith@initech.com

Send Test Email

® active O Inactive

Available Groups Groups Joined

Manager ) ~ AllDBAs

Secondary On Call '

5. Click Save.

Create a contact group

Contact groups are used to send emails to multiple people when an alert is triggered or when a
scheduled report runs. DPA provides several default contact groups, but you can create other groups.
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—

. On the DPA menu, click Options.

2. Under Administration > Users & Contacts, click Contact Management.
3. Inthe Groups section, click Create Group.
4

. Enter a group name and description. Optionally, add existing contacts to the group.

Create New Group x

Mame:

MetOps DBAs
Description:

Metwork operations DBAs

Available Contacts Members
Paul Breyson . . Janice Smith
Theresa Benson Add  » Richard Alverez

1 Remove

5. Click Save.

Edit a contact or contact group
1. On the DPA menu, click Options.
2. Under Administration > Users & Contacts, click Contact Management.

3. Click the name of the contact or contact group to open the Update Contact or Update Group
dialog box.

4. Make the necessary changes and click Save.

Delete a contact or contact group

—

. On the DPA menu, click Options.

2. Under Administration > Users & Contacts, click Contact Management.
3. Intheright column of the contact or group table, click Delete.
4

. On the confirmation dialog, click Yes.
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Notification policy for DPA alerts

When you create an alert in DPA, you can accept the default notification policy or apply a different
policy to that alert. The notification policy determines when notifications about the alert are sent.
The following sections describe each policy.

(o) When an alert level changes, DPA sends a notification only if a recipient is selected for that
level in the alert definition. For example, if the notification policy is Notify when level
changes, you must specify a recipient for Normal if you want DPA to send a notification when
the alert level returns to Normal. The examples in the following tables assume that recipients
are specified for all alert levels.

Notify when level not visited since normal

A notification is sent if the alert status is not Normal and the alert has not been in this status since
the last time the status was Normal. If the alert returns the same status for multiple polling periods
without returning to Normal, you are notified only once for each status. For example:

Execution Interval Alert Level Notification Sent?

1 Normal No

2 Medium Yes

3 High Yes

4 High No (this alert level was returned previously)
5 Medium No (this alert level was returned previously)
6 Low Yes

7 Normal No

8 Low Yes

(i) This is DPA's default notification policy. A DPA administrator can change the default policy for
your DPA deployment by setting the Advanced Option ALERT NOTIFICATION TRIGGER.
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Notify when level changes

A notification is sent if the alert status has changed since the previous execution interval, even if the
change is that it returned to Normal. You are notified each time the level changes, but only once for
each change. For example:

Execution Inter-

Notification Sent?

val

1 Normal No (the alert was not triggered during the previous execution
interval)

2 Medium Yes

3 High Yes

4 High No (the alert status has not changed)

5 Medium Yes

6 Low Yes

7 Normal Yes

8 Low Yes

Notify when level is not normal

A notification is sent if the alert status is not Normal, regardless of the alert's previous status. For
example:

Execution Interval Alert Level Notification Sent?
1 Normal No

2 Medium Yes

3 High Yes

4 High Yes

5 Medium Yes

6 Low Yes

7 Normal No

8 Low Yes
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Define emall templates for alert notifications

When an alert is triggered, DPA sends an email to notify the designated recipients. Email templates
define the contents of the email notification. DPA provides a DPA System Template, but you can
create custom templates and assign them to alert definitions:

« Create or edit a custom email template for DPA alert notifications
« Delete a custom email template
« Change the default email template for DPA alert notifications

(i) Admin privileges are required to create or manage custom email templates.

Create or edit a custom email template for DPA alert
notifications

Use custom email templates to customize the contents of the email notification that DPA sends
when an alert is triggered. You can create multiple custom email templates for different types of
alerts.

1. On the DPA menu, click Alerts.
2. Click the Email Templates tab.
3. Do one of the following:
« To create a new email template, click Create email template.

The Create email template page opens. It includes the system-defined template definition
as a starting point.

« To edit an existing email template, click the emalil template name.
The Edit email template page displays the existing template definition.

4. Enter a unique name and, optionally, a description.
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5. Specify the content and formatting of email notifications based on this template:

« To add content:

o Drag and drop variables from the right panel into the Subject line or body (or type
the variables). These variables represent information about the triggered alert or
links to additional information in DPA. For information about the available variables,

see Email template variables.

o Type static text into the Subject line or body.
« Toremove content, delete variables or static text from the Subject line or body.
« To format body text with bold, italics, or line breaks:

a. Under Body message format, select HTML.

(i) If Plain text is selected, any HTML tags are treated as text and shown in the
alert notification email.

b. Enter the following tags to format the body text:

<b> </b>
<i> </i>
<br>or<br />

(i) All other tags are unsupported. You cannot save a template that contains
unsupported tags.
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Subject
DPA Alert Motification: [=dpa.subject] %» VARIABLES
Body text Tyoe here to search
<prglert</b= [=alert.alertMame] v Alert “
Static text and HTML tags Variable Alert name
Type
<h=Database Instance;</b> [=database.name] Drag variables
from the right Description
[=alert.notificationText] pane and drop >
them in the Value
Subject or Body
<h=Resource metrics and values:</b> Execution time

[#list alert.resourceParameters as parameter, valueg] .
Multiple results

[=parameter]: [=valug]
[/#list] Results

Thresheclds
This message was system-generated. Do not reply to this message.

Alert Group Id -

Select HTML to format the message
Body message format with supported HTML tags

© =™ O Plain text

6. Click Save to save your changes and close the page.
7. Apply the email template to alerts in either of the following ways:

« To apply the template to a specific alert, edit the alert definition and select the template
from the Email Template drop-down menu.

« To apply the template to all alerts that use the default email template, specify this
template as the default.

Email template variables
The following variables are available:

« Alert variables
Database variables
Link variables

DPA alert variables
Custom properties
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Alert variables

Use these variables to include information about the alert that was triggered.

Name

Alert name

Type
Description
Value

Execution
time

Multiple
results

Results

Thresholds
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Variable Description

[=alert.alertName] The user-defined name that identifies the alert that was
triggered.

[=alert.type] The type of alert.

[=alert.description] DPA's description of the alert type.

[=alert.value] The value that triggered the alert.

[=alert.executionTime] The date and time when the alert was triggered.

[=alert.multiReturn] A value of true or false to indicate whether the alert returns
multiple values.

[#list alert.results as For Custom alerts that return multiple values, the

result] parameter name, value, units (if specified in the alert

[=result.category]: [#if parameters), and description (if specified in the alert

result.parameterName??] parameters) for each returned value.
[=result.parameterName]

[#else] [/#if]

[=result.label:

[=result.value] [#if

result.units??]

[=result.units][#else]

[/#if]

[=result.description]

[/#list]

[#list alert.threshold ast] The minimum and maximum values for threshold levels
that are specified in the alert definition.
Threshold level: [=t.level]

* min: [#if t.levelMin??] © This variable does not return threshold information
[=t.levelMin][#else]N/A for Resources alerts because the thresholds are
[/#if] defined on the resource instead of in the alert

* max: [#if t.levelMax??] definition.

[=t.levelMax][#else]N/A

[/ #if]

[/#list]
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Name Variable Description

Alert [zalert.notificationText]  The text from the Notification Text field in the alert

Notification definition.

text

Alert [#list For Wait Time and Administrative alerts, the name and

Parameters alert.alertParameters as Vvalue of the each parameter specified for the alert. If the
parameter, value] alert type does not require parameters, this is blank.
[=parameter]: [=value]
[/#list]

Resources  [#list For Resources alerts, the name and value of each

parameters alert.resourceParameters parameter specified for the alert.
as parameter, value]
[=parameter]: [=value]

[/#list]
Alert Group [=alert.group.id] The ID of the alert group that the alert belongs to.
ID
Alert Group [=alert.group.name] The name of the alert group that the alert belongs to.
Name

Alert Group [=alert.group.description] The user-defined description of the alert group that the

Description alert belongs to.
Alert Status [=alert.status.value] The status of the alert (for example, High or Broken).
Value

Alert Error  [=alert.status.message] = When the alert is Broken, the error message generated
Message when the alert is triggered.

Single Alert [=alert.singleAlert] A value of true or false to indicate whether multiple result
values are sent in a single message. True indicates that
multiple results are sent in one message, and false
indicates that they are sent separately.

Database variables

Use these variables to include information about the monitored database instance on which the alert
was triggered.

Name Variable Description
Name [=database.name] The DPA display name of the monitored database
instance.
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Name Variable Description

Type [=database.databaseType] The type of monitored database instance.

IP address [=database.ipAddress] The |P address of the database server.

Hostname [=database.hostname] The host name of the database server.

Port [=database.port] The port used by the monitored database instance.
Version [=database.databaseVersion] Version of the monitored database instance.

Full type [=database.databaseFullType] The full type of the monitored database instance.

Link variables

Use these variables to include links to related information in DPA.

Name Variable Description

Alert Status [=links.alertStatus] A link to the Alert Status tab, from which you can view the
status and history of the alert.

Alert Trends [=links.alertTrends] A link to the 1-day trends chart for the day on which the alert
was triggered.

Alert [=links.alertHistory] A link to the detailed history of the alert on the database
History instance where it was triggered.

Instance [=links.instanceAlerts] A link to the Alert Status tab filtered to show only the alerts
Alerts configured to run on the database instance where the alert
was triggered.

Notification [#list A link to the DPA chart associated with the alert type. For
links.notification as  example, the link for a Database Instance Wait Time Anomaly
label, url] alert opens the Anomaly Detection chart for the day when the
[=label]: [=url] alert was triggered. If no chart is associated with the alert
[/#list] type, this is blank.
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These variables define the default DPA alert content.

Name Variable

Description

Subject [=dpa.subject] The default subject line of an email alert. This variable includes the alert

Results [=dpa.body]

Custom properties

name, the database instance, and the alert level in the following format:
Alert Name (Database Instance) - ALERT LEVEL
For example:

Total SQL Wait Time for Memory/CPU Waits
(MyDatabaseInstance) - HIGH

The default body text of an email alert. This variable includes the alert
status link, the alert notification text, and the value that triggered the
alert. Each element is a separate paragraph. For example:

View Alert Status: http://xxxxxxxx:8123/iwc/alertMain.iwc

The total wait time for Memory/CPU waits has exceeded a
threshold.

Value: 600 seconds

You can use the DPA REST API to create custom properties that can be used in alert notification

email templates. If any custom properties have been created for this DPA server, they are displayed in

the list of variables.

Delete a custom email template

If you delete a custom email template that is assigned to one or more alerts, DPA assigns the default

template to those alerts.

() « You cannot delete the DPA System Template.
« You cannot delete a custom template that is currently designated as the default

template.

To delete a custom template:

1. On the DPA menu, click Alerts.

2. Click the Email Templates tab.
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3. If the template you want to delete is currently designated as the default template, designate a
different template as the default template.

4. Locate the table row that shows the template you want to delete, and click Delete.
If the template is not assigned to any alerts, DPA displays a simple confirmation message.

If the template is assigned to one or more alerts, DPA displays the following confirmation
message. To see which alerts use the template, click Applied alerts.

Delete Template p 4

This template is currently applied to 3 alerts. If vou delete this template, the default
template will be applied to all these alerts. Are you sure you want to delete this template?

» Applied alerts(3)

Yes MO

5. Click Yes at the confirmation message to delete the template.

Any alerts that previously used that template now use the default template.

Change the default email template for DPA alert notifications

If an alert definition does not assign a specific email template to use for alert notifications, the
default email template is used.

Email Template Use Default (Currently 'DFA Systam Template”) A d

Alert definitions with "Use Default” in the Email Template
field use the template currently designated as the default.

Initially, the DPA System Template is the default template. You can create a custom template and
designate it as the default.

1. On the DPA menu, click Alerts.
2. Click the Email Templates tab.

"Default” next to the template name identifies the default template.

page 236



<
solarwinds 7

Mame o Description Applied Alerts
This is the default template defined Make datault || Delete
ABC company template for the ABC Compan.. 0
Resource metnc alerts template This template defines the email sent 1 Make default || Delete

when a resource me,

DPA System Template Defaill’ = Default template, assigned to 6 alerts > 6

3. Locate the template you want to designate as the default, and click Make default. Then click
Yes at the confirmation prompt.

"Default” appears next to the template's name, and the number of Applied Alerts is updated. All
alert definitions with "Use Default” in the Email Template field now use this template for email
notifications.

Emall Templates

Mame & Description Applied Alerts

ABC company template Defaull qut Mew default template (= I

This template defines the email sent

Resource metnc alerts template when a resource me.

1 Make defaull | Delele

DPA System Template 0 Make default

(i) The Delete button is no longer displayed for the new default template, because you
cannot delete a template while it is designated as the default.
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DPA reports

To work with DPA reports, see the following topics:

« Learn about the available report types and the differences between report data and chart data.

« Access and run existing DPA reports.

o Create a new DPA report.

« Search for a SQL statement to include in a report.

o Schedule a DPA report for email delivery.

o Create a DPA report group.

About DPA reports

Use reports to communicate the long-term performance of your databases and supply evidence to
support your work. Reports can capture the results of performance tuning and highlight database
trends. You can send reports to managers, team members, and customers.

Differences between report data and detailed chart data displayed in
the DPA interface

The data shown in reports differs from the detailed chart data shown in the DPA interface.

Report data Detailed chart data

Storage Reports can show data captured over longer intervals and Detailed chart data

period and display long-term trends. To generate reports, DPA summarizes are available for a

granularity repository data to make long-term information available in a shorter period,
manageable size. typically 30 days.

The previous 90 days of data are summarized by hour. After 90 Charts can show

days, data are summarized by day. This information is information down to
available for five years. the second.
Data Reports can be generated after a one-hour data collection Charts display data
collection period. SolarWinds recommends allowing a 24-hour data after a 10-minute
period collection period before you create a report. data collection
period.
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Report types

DPA has many standard reports that include the most commonly used wait time statistics. You can
customize each report by selecting the database instance, time interval, and the items included (for
example, the wait types or SQL statements). The following types of reports are available.

« Average Wait

Reports in this category show the average times for a single SQL statement or multiple SQL
statements.

« Top <element>

These reports show the files, SQL statements, users, or other elements that are experiencing the
longest waits. For example, the Top Files report shows the busiest files ranked by total I/0 wait
time.

« Typical Day of <element> Wait

These reports show the times of day when files, SQL statements, users, or other elements are
experiencing the longest waits.

Learn more
To work with DPA reports, see the following topics:

« Access and run DPA reports

o Create a DPA report

« Schedule a DPA report for email delivery

o Create a DPA report group

Access and run DPA reports

From the Reports tab, you can view existing reports and create new reports.

1. Onthe DPA menu, click Reports.
The Reports section lists the reports that have been created on this DPA server.
2. Inthe Reports section, you can:

« Choose a database instance from the drop-down menu in the upper-right corner to filter
the list of reports.
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« Click Show to run and open a report.
« Click a column heading to sort the list of reports.
« Intheright column, click Delete to delete a report.

Create a DPA report

Use DPA reports to identify database trends and track the results of your performance tuning.

1. Onthe DPA menu, click Reports.

2. Select the Database Instance and the Report Type.

Database Instance: JOHMNILENMON via MUSICDE-LISTw

Report Type: Top Waits for single SQL -

3. If the report type shows information about a single SQL, plan, or wait (for example, the Top
Waits for single SQL report), identify the SQL, plan, or wait:

a. Click Search next to the field that is added to the Create a New Report pane.

Database Instance: JOHNILENNOM via MUSICDB-LISTw

Report Type: Top Waits for single SCQL v 4

S0L Hash Value:

b. Locate the SQL, plan, or wait and click OK to add it.

To find a SQL statement, see Search for a SQL statement to report on.

4. Click Report Options.
The Report - Advanced Options page opens.

5. Depending on the report type, specify which waits, SQL statements, or other elements to
display in the report.

By default, the report includes the elements with the highest wait time. To include specific
elements, select User-Defined, click Add, and then use the Search box to locate and add up to
50 elements.

To find a SQL statement, see Search for a SQL statement to report on.
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Waits to Display
Top Waits Ranked by Cumulative Wait Time
Top| 15 w \Waits
- User-Defined Waits
Add
db file async 110 submit

Disk file operations 110
Log archive 1O

6. Under Dates to Display, specify the dates that the report should include.

(i) The Data Range at the bottom of this section shows the time period for which data is

available.
Dates to Display
Fta[r:gT:E: Current Month v Hour Range: 12:00am * 1w | 1200am -
Days of Week: Sunday &
Monday
Tuesday
Dates:  September 1, 2016 - September 30, 2016 Wednesday
Thursday
Friday
Saturday -
Data Range: July 26, 2016 - September 14, 2016
7. Under General, complete the following fields.
Report Enter a unique name to identify this report in the report list.
Name
Report (Optional) Enter a title to display at the top of the report. If you leave
Title this field blank, the report title defaults to the report type, database
instance, and time period.
Report (Optional) Enter a description to explain the report's content or purpose.
Description

8. In the New Report section at the top of the window, click Display Report.
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The report opens.

9. Choose one of the following options:

Click If you want to

Save Save the report with the name you entered previously.
Save As Save the report with a different name.
Edit Return to the Report - Advanced Options page and make changes.

Email Report Send the report to one or more users.

You can view the report from the Reports tab at any time, or schedule the report to run automatically
and be emailed to a group of recipients.
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Search for a SQL statement to report on

When you create a report to show information about a single SQL statement or a group of SQL
statements, you must identify the SQL statements. When you click the Search button on the Reports

page or the Select Items to Display dialog, the following Search dialog opens:

Search String:

Treat SQOL wildcard characters az literals by prefacing with exclamation mark { ! )
SO wildcard characters may differ depending on the Repository database type.

S0L Search: = Name and Hash SQL Text SQL 1D {Oracle 10g+ only)

«| Order results by wait time

Search Results - 0 ltems*

*Search results are limited to 1000 items

View SOL Properties

Cancel K

To search for SQL statements, complete the following steps.
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1. Select a SQL Search option, and then enter a string in the Search String:
« Name and Hash (selected by default)

If you named the SQL statement, enter part of the name. If not, enter part of the hash
value that DPA uses to identify unnamed SQL statements.

° SQL Text

Enter a string that is included in the SQL statement. For example, entering where returns
all SQL statements that include a wHERE clause (up to the limit of 1000 search results).

The search string can include SQL wildcard characters. For example, the following search
string uses % as a substitute for 0 or more characters:

select%ProjectSwhere%Status

It returns all SELECT statements against a table named project that include a column
named status in the WHERE clause.

« SQLID

For SQL statements that run against an Oracle 10g or later database, enter part of the
SQL ID.

2. Click Search.

By default, the Search Results box lists the name or hash value of each SQL statement, as well
as the SQL statement'’s total wait time for the last seven days. The results are ordered by wait
time with the highest waits first.
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Search String:

Treat S0OL wildcard characters as literals by prefacing with exclamation mark (! )
S0 wildcard characters may differ depending on the Fepository database type.

SQL Search: Mame and Hash & SOL Text SQL D {Oracle 10g+ only)

|« Order results by wait time

Search Results - 840 ltems* (wait time format mm:ss)

4975808246 - 04:44 -
4710869972 - 04:29
3592459538 - 04:22
2809030563 - 04:00
2372187159 - 02:52
2901106198 - 02:39
5192629427 - 02:26
2557494638 - 02:17
2929200436 - 02:13
3980931161 - 02:07
4990026383 - 02:06
4660260622 - 02:04
5969159043 - 02:04
3334054254 - 02:00
3860811288 - 01:55 -

View SQL Properties

Cancel OK

(i)« Tochange the amount of wait time shown in the search results, set the advanced
configuration option REPORT_SEARCH_WAIT_TIME_DAYS.

« To list the search results in alphanumeric order without wait times, deselect Order
results by wait time. Then click Search again.

3. Locate the SQL statement you want to report on, and select it.

For more information about any SQL statement, select it and click View SQL Properties to see
the SQL text.

4. Click OK to add the SQL statement to the report.
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Schedule a DPA report for email delivery

Report schedules automatically email reports (or report groups) at regular intervals. You can send
reports to managers, team members, and customers. Use report schedules to communicate database
trends to people who do not have direct access to DPA, and to and highlight performance
improvements across your organization.

(i)« Only DPA administrators can create report schedules.
« The report recipients must be added as DPA contacts.

1. Log in to DPA using an account with administrator privileges.

2. On the DPA menu, click Reports.
3. Click the Report Schedules tab.
4. Click Create Schedule.
5. Name the schedule and enter an email subject and body text.
Schedule Name Waits for Single SQL Statements
Active Ldl
Email Subject DPA reports: Waits for Single SQAL Statements
Email Text

These reports track the results of tuning efforts to reduce waits for specific SQL statements.

|# Include SCL Text

Embed image(s)in Message (HTML)

® Aftach image(s) to Message

6. Specify when you want the report delivered, and click Add. You can specify multiple delivery
times.
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Select the type of delivery pattern to create a delivery time. Multiple times are allowed.

Weekly Pattern Weekly - Monday at 8:00 AM
Day OfWeek| Thursday v Monthly - 1=t at 8:00 AM

Delivery Time 8 v - 00 v AM v “

* Monthly Pattern —
Emove

Day Of Month 1 v

Delivery Time &8 ¥ : 00 v AM v

7. Under Available Reports, select the reports or report groups, and click Add.

Available Reports Selected Reports

(GROUP) Auto-Email Reports (GROURP) Top Waits
(GROUP) Waits for Single SQL Statements

DPA-SUSE-MYSQL56:3306 - Top SAL

DPA-SUSE-MYSQL56:3306 - Top Waits

DOPAORATIPER_DPAORATIPER - Top SAL m
DPAORATIPER_DPAORATIPER - Top Waits

DPASQL2KA2 - Top SAL

DPASQLZK12 - Top Waits

DPASQL2K14-BI - Top SAL

DPASQL2K14-BI - Top Waits -

8. If you want to review the email that will be sent when the schedule runs, click Send Test Email
and enter an email address.

9. Under Available Contacts, select the recipients of the report, and click Add.

(i) If you have not added the recipients as contacts in DPA, click Add Contact or Add
Contact Group.

Axailable Contacts Selected Contacts
{(GROUP) All DBAs (GROUP) NetOps DBAs
{(GROUP) Manager
(GROUP) On Call
(GROUP) Secondary On Call

Janice Smith
Paul Breyson

Richard Alverez

Theresa Benson

10. Click Create Schedule.

Your schedule is added to the list of report schedules.
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Does your network or firewall require an internal SMTP server? If so, see SMTP mail server for
outgoing email.

Create a DPA report group

Use report groups to display data from related reports on the same page. With report groups, you can
quickly run or schedule multiple reports.

1. Onthe DPA menu, click Reports.
2. Click the Report Groups tab.
3. Click Create Report Group.

4. Give the group a name and (optionally) a description.

Create Report Group

Group Mame: | Waits for Single S0L Statements
Group Description:

These reports show the effect of tuning efforts to reduce waits for specific SQL statements.

5. Select the reports to include in this group and click Add.

Available Reports Group Reports
DPA-SUSE-MY50L56:3306 - Top SQL = Waits for MY_REFRESH INSERT -
DPA-SUSE-MY SQL56:3306 - Top Waits Waits for SELECT FROM CON_METRI

DPAORA11PER_DPAORATPER - Top
DPAORA11PER_DPAORA11PER - Top

DPASQL2K12 - Top SQL [ aw ]

DPASQL2K12 - Top Waits

DPASQL2K14-BI - Top SQL

DPASQL2K14-Bl - Top Waits

DPASYB157DB2105:50000 - Top SQL

DPASYB157DB2105:50000 - Top Waits - .

6. Click OK.
This group is added to the list of report groups.
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Link together separate DPA servers

Use Central Server mode to link separate DPA servers together. This is useful if you want to monitor
more than 250 database instances, or if your monitored databases are distributed geographically.
See the following topics:

« Set up a Central Server and add remote DPA servers

« Configure authentication for the DPA Central Server

« View information from remote servers on the DPA Central Server
« Advanced configuration for the DPA Central Server

Set up a Central Server and add remote DPA servers

Use Central Server mode to link separate DPA servers together. This is useful if:

« You want to monitor more than 250 database instances. You can divide monitoring tasks
between different DPA servers.

« Your monitored databases are distributed geographically. You can install separate DPA servers
in each location.

The Central Server collects information from your remote servers and consolidates the data into a
single interface. The Central Server has low overhead and no additional information is added to its
repository database.

Set up a Central Server
1. Install DPA on a server. This will be your Central Server.
2. Login to that instance as an administrator.
3. On the DPA menu, click Options.
4. Under Administration > Display, click Manage Central.

Your DPA server should be listed as the Central DPA Server in the list of Registered Servers.

Add remote DPA servers

The user credentials for the Central and remote DPA servers must match. See Configure
authentication for the DPA Central Server for more information.
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. On the DPA menu, click Options.

Under Administration > Display, click Manage Central.
Click Add Server.
Enter information about the remote DPA server.

Click Test connection, and click Save.

(i) A successful test indicates that DPA can communicate with the remote server through
the provider host and port. It does not indicate that DPA can authenticate users.

If the test fails, check the host name in the Server Name field. Does it contain an underscore ()
character? An underscore is not valid for host names. If you cannot rename the host, enter the
IP address.

Repeat steps 1 - 4 for the remaining remote DPA servers.

The details of your remote DPA servers are not stored in the repository, but in a file on your Central
Server, located here:

<DPA Home>/iwc/tomcat/ignite config/iwc/central/RemoteRepositories.json

This is a plain-text JavaScript Object Notation (JSON) file. No sensitive data is stored in this file.

Configure authentication for the DPA Central Server

You can authenticate to the Central Server and the remote servers using one account. The account
must be added to each server as a DPA user, or through an Active Directory (AD) or LDAP group.

Log in with a DPA user

You must create the user on the Central Server and each remote server. See Create a DPA user
account and assign privileges for more information.

(i) The password must match on all servers.

Read-only permissions are sufficient to view data from the remote repositories.

Log in with an Active Directory or LDAP user

You must first set up AD or LDAP on the Central Server and each remote server. See DPA user
authentication options for more information.

Next, create the AD or LDAP group of the user on the Central Server and each remote server. See
Create and manage DPA contacts and contact groups for more information.
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Read-only permissions are sufficient to view data from the remote repositories.

View information from remote servers on the DPA Central
Server

The default homepage of a Central Server is the DPA homepage. Navigate to the Central Server page
to see database information from all registered remote servers.

1. Login to your DPA Central Server as an administrator.

2. In the menu, click Central.

Advanced configuration for the DPA Central Server

You may need to change the Central Server configuration to make it run more efficiently in your
environment.

To change the default behavior, you can edit the system.properties file in the
/iwc/tomcat/ignite config/idc directory of your Central Server and add the desired setting.

General Central Server settings

Setting Value Description

com.confio.iwc.central.enabled true Enables or disables the use of Central Server
(default) mode.

false
com.confio.iwc true Enables or disables the use of encrypted
.token.login.supported (default)  login tokens when jumping from the Central
false Server to a remote instance.

If true, a web service call authenticates the
user and creates a temporary token to
identify the incoming user and bypass the
login process.

If false, the user is always prompted to log in
to the remote instance.

page 251



. S
ADMINISTRATOR GUIDE: DATABASE PERFORMANCE ANALYZER solarwinds 7

Setting Value Description
com.confio.iwc.show.all.errors true Determines which users see failures in the
Unavailable DPA Servers section.
false

(default) If true, all users see failures for all instances.

If false, only administrators see failures. Set
this option to false if you do not want all
users to know about other DPA instances in
the organization.

com.confio.iwc.automatic.update true Enables or disables a process that performs
(default)  simple checks on the file when DPA starts.

false For example, flagging any local instances as
the Central Server.

com.confio.iwc.alarm.level Warning  The minimum message level to include on
the Alarm Details tab. Valid values are below.
If (empty) is set, details are disabled.

« Critical
« Warning
« Normal

- (empty)

com.confio.iwc.alarm.count 200 The number of detail rows to show on the
Alarm Details tab.

Thread pool settings

These settings control the number of threads that are used by the Central Server to make web service
calls to other remote servers. The default settings are set for a few concurrent users hitting up to 100
remote instances. If you have more than 100 instances or many concurrent users, SolarWinds
recommends adjusting these settings higher.

Setting Value Description

com.confio.iwc.centralServiceTaskExecutor.corePoolSize 20 The core number of
threads that Central
Server uses to make web
service calls to remote
servers.
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Setting Value

com.confio.iwc.centralServiceTaskExecutor.maxPoolSize 40

com.confio.iwc.centralServiceTaskExecutor.queueCapacity 1000

com.confio.iwc.centralServiceTaskExecutor.keepAliveSeconds 120

Client factory cache

e
solarwinds 7

Description

The maximum number
of threads that Central
Server uses to make web
service calls to the
remote servers. Central
Server adds more
threads only when all
core threads are in use
and the task queue is
full.

The maximum number
of requests in the queue
before Central Server
either creates new
threads to help with the
work or rejects the
request. Tasks are
rejected if all 40 threads
cannot keep up with the
requests being made.

The number of seconds
to keep an idle thread
before removing it.

A client factory creates web service clients that talk to remote instances on a per-user basis. One
client factory is created per host:port combination (not per user), so the same factory is used to
create individual clients for different users. Factory creation is resource-intensive because an initial
handshake is done between the client and server, and kept in a cache for reuse.
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Setting Value Description

com.confio.iwc.client.factory.cache.size 100 The maximum number of client
factories held in the cache.

The default is 100, which equates to
100 unique remote DPA instances.

Increase this value if you are
connecting to more than 100 remote
instances.

com.confio.iwc.client.factory.cache.timeout 1800 The number of seconds a client
factory remains in the cache without
being used.

The default is 1800 seconds, which
is equal to 30 minutes.

com.confio.iwc.client.factory.connection.timeout 15 The number of seconds a client
attempts to establish a connection
before it times out.

The default is 15.

Zero (0) specifies that the client will
continue to attempt to open a
connection indefinitely.

com.confio.iwc.client.factory.read.timeout 30 The number of seconds the client
waits for a response before it times
out.

The default is 30 seconds.

Zero (0) specifies that the client will
wait indefinitely.

com.confio.iwc.client.factory.enable.chunking true Enables or disables HTTP chunking.
false False is the safer option.
(default)
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Setting Value Description

com.confio.iwc.client.factory.enable.log true Enables logging of inbound and
(default) outbound messaging to capture the

web service calls. Log levels are still

fal . .
alse controlled in the 10g47 . xm1 file.

Set this value to false to disable
logging.
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Use the DPA REST API

Use the DPA REST API to securely connect to the DPA server and issue commands. DPA API calls
can retrieve information and automate management tasks, such as registering database instances,
stopping and starting monitors, adding annotations, and allocating licenses.

See the following topics to learn more about using the DPA API:

« Manage tokens used for authentication to the DPA API

« Learn about and experiment with the DPA API

« Examples of using Python scripts to make DPA API calls
« Examples of PowerShell scripts that make DPA API calls

Manage tokens used for authentication to the DPA API

Two types of tokens are required to authenticate requests to the DPA API:

« An access token is required to make authenticated calls to the DPA API. Access tokens are
obtained when needed (for example, at the beginning of a script that makes API calls, or when
you use the Swagger interface to experiment with the DPA API).

By default, access tokens expire after 900 seconds. You can change the default through the
advanced option APT ACCESS TOKEN EXPIRATION. Access tokens also expire if the DPA server
is rebooted.

« Arefresh token is used to obtain access tokens. Refresh tokens are obtained through the DPA
interface by an administrator and stored in a secure location, as described below.

Refresh tokens typically have long lifespans. When you create a refresh token, you can specify
the expiration date or set it to never expire. The default expiration date is after 90 days. You can
change the default through the advanced option APT REFRESH TOKEN EXPIRATION.

Create a refresh token

—

. Log in to DPA as a user with administrative privileges.
On the DPA menu, click Options.
Under Users & Contacts, click Refresh Token Management.

On the API Refresh Token Management page, click Create token.

o & w0 N

Enter a name and specify when the token expires.
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By default, refresh tokens for the DPA API expire after 90 days. However, you can choose to
create refresh tokens that never expire.

Create Refresh Token )

Name *

My refresh toke r||

Expire *

© ondate () Never

10 Apr2019 EE

6. Click Create. The token string is displayed.

Create Refresh Token

®

I You must copy the token string in order to use it. If you close the dialog without
copying it, you will not be able to retrieve the token string.

Token

ey|hbGciOi)lUzI1 Ni)2.eylzdWIiOi|NeSByZWZyZXNolHRva2VuliwiaXNzljoiZHBhX2]pcmR5cylsimy
AcCISMTUTNDg20 DgwMCwiaWFOl joxNTQ3MTU4ANZYzfQ. F1355sHOcAfDRSSI4jc2eoGyhgVjndH
IhjoWn_-LBvE

E)) Copy to clipboard

7. Click Copy to clipboard, and then click Close.

(i) If you create a refresh token and fail to copy the string or lose the copied string, the refresh
token cannot be used. Delete that token and create a new one.

About storing refresh tokens

Store refresh tokens in a secure location, such as a password-protected file system or an encrypted
database. Limit access to users who need the tokens to make API calls.
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If you believe that a refresh token has been accessed by an unauthorized user, delete it and create a
new one.

Delete a refresh token

You can delete a refresh token at any time. For example, you can delete refresh tokens that have
expired. If you delete a refresh token that has not expired, any access tokens obtained using that
refresh token are invalidated and can no longer be used.

1. Loginto DPA as a user with administrative privileges.
. On the DPA menu, click Options.
. Under Users & Contacts, click Refresh Token Management.

2
3
4. On the API Refresh Token Management page, select one or more tokens.
5

. Click Delete.
il Qelete 1 of 68 selected
(m)  ~ T lssuer | w
[] Token-never Expire: Never
zsuer: dpa_birdys
Token 2 - 2018-11-19 expire: @) 19 Nov 2018 (Expired)
Issuer: dpa_birdys

Learn about and experiment with the DPA API

The DPA API is documented in the Swagger interface. Use this interactive interface to explore the
available API endpoints and try out API calls.

(i) You can also see examples of Python and PowerShell scripts that call the DPA API.

Access the DPA APl documentation and get authorization to make API
calls

You can access the URL and review the DPA APl documentation without being authorized to make
API calls. However, an access token is required to make API calls. Complete the following steps to
access the APl documentation and authenticate with an access token.

page 258



solarwinds

1. Create a new refresh token and copy it to the clipboard, or copy an existing refresh token that
your organization has stored in a secure location.

2. On the DPA menu, click Options.

3. Under Support > Utilities, click Management APl Documentation.
The Swagger interface opens.

4. Use the refresh token to obtain an access token:

a. Click Access Token to expand it.

Access Token

‘ /security/oauth/token Getaccess token for protected endpoints

b. Click Post to expand that section.
c. Click the Try it out button.

d. Paste the refresh token value you copied in step 1 into the refresh_token box.

refresh_tuken * reguired

: long-term refresh token value
string

{formData)
eyJhbGciOWIUzI1NIJ9 eyJzdWIiOiJNeSByZ\

e. Click Execute.

f. Copy the access token from the Response body.

Reiganie hsly

5. Authenticate with the access token:
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a. Inthe upper-right corner, click Authorize.

Authorize g

b. Inthe Available authorizations dialog, type bearer followed by a space, and then paste
the access token.

Available authorizations

Bearer (apiKey)

Mame: Authorization

Im: header

Value

bearer eyJhbGoiOWJIUzITNIls

Authorize || Close I

c. Click Authorize.

If the authorization is successful, the following dialog is displayed.

Available authorizations

Bearer (apiKey)
Authorized

Mame: Authorization
Im: header

Valyp; #*¥®#EX

Logout I Close

d. Click Close.
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You can now use the Swagger interface to learn about and execute the available

APl commands.

View the DPA APl documentation

The Management API spec provides detailed information about each API endpoint. Endpoints are

grouped by function.

1. Click any group to display the endpoints within it.

Annotations Manage Annotations
Database Monitor Manage monitored database instances

Database Registration Register or unregister database instances for monitoring

m fdatabases/fregister-monitor Register a new databaze instance.

m fdatabasesfunregister-monitor Unregister adatabase instance

2. Click the endpoint to display its parameters and responses.

Complex parameters and responses include an Example Value | Model section. The example

value is shown by default.

m jdatabases fregister-monitor Register a new database instance.

Parammiters

Name Deseription

registeredDatabase  The information required to register the database instance. See the RegisterDatabase model

By

Example
value

"monitoringlserIsMew™: true,
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3. Click Model to display additional information, including the valid values for enumerations.

m fdatabases/register-monitor Register a new database indtance. &

S

Name Deseription

registeredDatabase The information required to register the database instance. 5ee the RegisterDatabase model.

[ boty }
Exympie Value  Ioda

RegisterDatabase «
amazonRds Eoolean
databaseTypes string
‘l,‘fahd enum The type of database instance to register.
Enum1
values e v [ AIURESQLDE, D2, WYSQL, ORACLE, SQUSERVER, SYBASE ]
serverbames string

The server name of the database instance to register.

Arure DB - The Server Mame of the instance being registered

DB - Most (Mame or IF) of the instance being registered

HySQL - Host (Hame or IP) of the instance being registered

gracle - Server or Server IF Address for the Oracle Server

SAP Sybase ASE - Server [(Mame or IP) of the server belng registered

SQL Server - The Service Mame or IP [or ServeriInstance}) of the instance
peing registered

Make an API call from the Swagger interface

The following example shows how to make a call to get the current license allocation for a monitored
database instance.

(i) When you make an API call through the Swagger interface, the call affects your DPA server in
the same way as it would if it were issued through a command or script.
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1. If you do not know the database ID, complete the following steps to get it:
a. Click Database Monitor to display the endpoints.

b. Click GET/databases/monitor-information to expand it.

solarwinds

before updating it

n fdatabases /monitor-information Gets information abouwt all the database instances

Parameters

Mo parameters

Database Monitor *anage monitored database instances. V
ﬂ Jdatabases/{databaseId} /monitor=information Getinformation about the spexified database instance a8
Jdatabases/{databaseld} /monitor-status S of stop montoring the specified database instande a

Update the monitoresd database pasdword for the specified databaze

fdatabases/{databaseld} /update-password D, This method does not DSt the connedtion with néw padsword

c. Click Try it out, and then click Execute.

d. Scroll through the Response body, find the database name, and make a note of the

associated ID.

Server response

Code Details

200

Response body

I
L
"data™: [
{

"dbId": &4,

"name™: "5QL2019EWIN2019EESKET"™,
"jp": "18.199.2.34",

"port™: "49745",
"jdbcUrlProperties": null,

2. Click License Allocation to display the endpoints.

3. Click the GET/databases/{databaseld}/licenses endpoint to expand it.
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License Allocation manage database cense allocation e

“ Jdatabases/{databaseId}/Llicenses Getthe current licemse allocation for the database instance ghven its database ID. -

—

Hame Description

databaseld The ID of the database instance you want to get Nicense information for,
finteger{$#int3iz)
(e

4. Click Try it out.

The interface displays a field for the parameter value and an Execute button.

License Allocation manage database license allocation R
“ Jdatabasesf{databaseId}flicenses Getthe current license allocation for the database instance ghen its database 1D, i
e
Mame Description
databaseld The ID of the database instance you want to get license information for,
it databaseld - The ID of the database instance

fpath)

5. Enter the database ID and click Execute.

The Response body section shows the response from the DPA server, and the Curl section
shows the Curl command (including the access token) that could be run to make this API call.
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etk (0NN Type [ of b L ]

Resposses Curl command to make this API call

r1. h. lT "http: f /18, l:r'- -'.lHI !-:Ii‘J-H-r. api) 'lutlnhs..-t '1 Lic censes -H =ac ks o fae Ii "H.uth-r ut'ltn bearer
T 1M T TnRS Wy ILIS i o

{ITIENBL T of ety e Tab e CT8
u,-uuldn.luwl:r. h1l..t..l||lh|.H.'IH.¢|.I' !I.-n wp FRSAET Lk

Request URL

http: /718, 190, 8. 16 8123 ffwef api fdatabases /1 /L icenses

Server reSpOnSE

Code Detsils

200 Respanus body
Response

from the—» L
DPA Server "per formsncel icenseProdect™: “DPACATZ"

“reguestld™: “345beala-S8T9-4467-aG1T-6T48a ThbAEZ"
}

Examples of using Python scripts to make DPA API calls

The scripts are not supported under any SolarWinds support program or service. The scripts are
provided AS IS without warranty of any kind. SolarWinds further disclaims all warranties including,
without limitation, any implied warranties of merchantability or of fitness for a particular purpose. The
risk arising out of the use or performance of the scripts and documentation stays with you. In no event
shall SolarWinds or anyone else involved in the creation, production, or delivery of the scripts be liable
for any damages whatsoever (including, without limitation, damages for loss of business profits,
business interruption, loss of business information, or other pecuniary loss) arising out of the use of or
inability to use the scripts or documentation.

The following examples show Python scripts that call the DPA API to retrieve information and
perform DPA management functions. The first examples are snippets that demonstrate each API call
individually. The last example is a full script that shows how to put the snippets togetherinto a
working script.

(i) You can call the DPA API with any programming language that can send HTTP requests. See
this topic for PowerShell script examples.

See the following sections:

« Prerequisites
« If your DPA server does not use HTTPS or your certificates are self-signed

« Get an access token
« Database Monitor examples
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License Allocation examples
Annotation examples

Database Registration examples
Database Custom Properties examples
Full working script

Prerequisites

» Before you can use scripts to make API calls, you must create a refresh token.

« These examples use the Requests HTTP library for Python. This library must be installed for
these examples to work.

If your DPA server does not use HTTPS or your certificates are self-
signed

The examples all use HTTPS, which can cause problems if your DPA server is not configured to use
HTTPS or if your certificates are self signed. If this is the case, you can do either of the following:

o Run the examples using HTTP.
« Changetheverify cert valueto False in the configuration section to prevent verifying the
server's TLS certificate.

#
# Configure the variables below for the DPA Host
#
base url = "https://localhost:8124/iwc/api/"

refresh token = "eyJhbGciOiJIUzIINiJ9.eyJzdWIiOiJNeVRvazVuliwiaXN..."

verify cert = False

#

Get an access token

The first step in using the API is to get an access token. An access token is required to make any API
calls. This call POSTs the refresh token to DPA, which returns an access token to be used by all other
API calls.

« If the call is successful, it prints out the data that was returned from DPA, including the
access_token, and then goes on to create HTTP Headers that will contain the access token
and other information to be used on subsequent calls.

« If the call is not successful it prints out the error message.

You must set thebase url and the refresh token variables to match your environment.
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#
# Configure the variables below for the DPA Host
#
base url = "https://localhost:8124/iwc/api/"

refresh token = "eyJhbGciOiJIUzIINiJ9.eyJzdWIiOiJNeVRvazVuliwiaXN..."

verify cert = True

#

#
# Get Access Token
#

def get access header (prefix url, rfrsh token):

Given a base url and a refresh token retrieve the access token
and return a header object with it.

:param prefix url: the base url

:param rfrsh token: refresh token used to get access token
:return: the request header that contains the access token

:rtype: dict

win

auth token url = prefix url + "security/oauth/token"

grant _type = "refresh token"

payload = {"grant type": grant type, "refresh token": rfrsh token}

try:
# get an access token
resp = requests.post (auth token url, data=payload, verify=verify cert)
resp.raise for status()

resp json = resp.json/()

token type = resp json["token type"]

access _code = resp json["access token"]

headers = {"authorization": f"{token type} {access code}",
"content-type": "application/json;charset=UTF-8",
"accept": "application/json"

}

return headers
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except requests.exceptions.HTTPError as ex:
print (ex)
print (ex.response.text)
# print (json.dumps (json.loads (ex.response.text), indent=2))

return None # requests is bad return None, can't get access_ code

# get the header that contains access token for authentication
header = get access header (base url, refresh token)
if header is None:

sys.exit (0)

Database Monitor examples

The following examples show how to use Database Monitor calls.

Get information about one monitored database instance

# Get information about a single monitored database instance
1

database id

monitor url = f"{base url}databases/{database id}/monitor-information"
single monitor = None
try:
print (f"\n*** Get Monitor Information for database with id of {database id} ***")
response = requests.get (monitor url, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()
single monitor = response json["data"]
print (json.dumps (single monitor, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will print out data like this:
*** Get Monitor Information for database with id of 1 ***
{

"dbId": 1,

"name": "DEV-DPA\SQLEXPRESS",

"ip": "127.0.0.1",

"port": "1433",

"jdbcUrlProperties": "applicationIntent=readOnly",

"connectionProperties": null,
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"databaseType": "SQL Server",

"databaseVersion": "12.0.6205.1",

"databaseEdition": "Enterprise Edition: Core-based Licensing (64-bit)",
"monitoringUser": "ignite next",

"defaultDbLicenseCategory": "DPACAT2",

"assignedDbLicenseCategory": "DPACAT2",

"assignedvVmLicenseCategory": null,

"monitorState": "Monitor Stopped",

"oldestMonitoringDate": "2018-12-09T00:00:00.000-07:00",
"latestMonitoringDate": "2019-01-07T00:00:00.000-07:00",
"agListenerName": null,

"agClusterName": null,

"agName": null,

"racInfo": null,

"rac": false,

"rds": false,

"ebusiness": false,
"linkedToVirtualMachine": false,

"pdb": false

Start and stop monitoring a database instance given its database ID

1

monitor url = f"{base url}databases/{database id}/monitor-status”

database id

try:
# Start monitoring a database instance given its database ID.
print (£"*** Start Monitor for database {database id} ***")
body = {"command": "START"}
response = requests.put (monitor url, Jjson=body, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()

print (json.dumps (response json["data"], indent=2))

print ("Waiting 15 seconds...")

time.sleep (15)

# Stop monitoring a database instance given its database ID.
print (£"*** Stop Monitor for database {database id} ***")
body = {"command": "STOP"}

response = requests.put (monitor url, Jjson=body, headers=header, verify=verify cert)
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response.raise for status()

response_json = response.json ()

print (json.dumps (response json["data"], indent=2))
print ("Waiting 15 seconds...")

time.sleep(15)

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will print out data like this:
**% Start Monitor for database 1 ***
"SUCCESS"

Waiting 15 seconds...

*** Stop Monitor for database 1 ***
"SUCCESS"

Waiting 15 seconds...

Get information about all monitored database instances

database id =1
monitor url = f"{base_url}databases/monitor—information"
try:
print ("*** Get Information for a all database instances ***")
response = requests.get (monitor url, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()
data = response json["data"]

print (json.dumps (data, indent=2))

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will print out data like this:
*** Get information for all database instances ***

[

"dbId": 1,
"name": "DEV-DPA\SQLEXPRESS",
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mip": "127.0.0.1",

"port": "1433",

"jdbcUrlProperties": "applicationIntent=readOnly",
"connectionProperties": null,

"databaseType": "SQL Server",

"databaseVersion": "12.0.6205.1",

"databaseEdition": "Enterprise Edition: Core-based Licensing (64-bit)",
"monitoringUser": "ignite next",

"defaultDbLicenseCategory": "DPACAT2",

"assignedDbLicenseCategory": "DPACAT2",

"assignedvVmLicenseCategory": null,
"monitorState": "Monitor Stopped",
"2018-12-09T00:00:00.000-07:00",

"2019-01-07T00:00:00.000-07:00",

"oldestMonitoringDate":

"latestMonitoringDate":
null,

null,

"agListenerName":

"agClusterName":

null,
null,

false,

"agName" :
"racInfo":
"rac":
"rds":

"ebusiness":

false,
false,
"linkedToVirtualMachine":

"pdb" .

false,

false

"dbId": 2,
"name": "DEV-MYSQL",

mip": "127.0.0.1",

Stop and start monitoring for all database instances

# Start monitoring all database instances.
monitor url = f"{base_url}databases/monitor—status"
try:
print ("*** Starting all Monitors ***")
"START" }

requests.put (monitor url, json=body, headers=header,

body = {"command":
response =

response.raise for status()

verify=verify cert)
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response_json = response.json ()
print (json.dumps (response json["data"], indent=2))
print ("Waiting 30 seconds...")

time.sleep (30)

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Stop monitoring all database instances.
try:
print ("*** Stopping all Monitors ***")
body = {"command": "STOP"}
response = requests.put (monitor url, Jjson=body, headers=header, verify=verify cert)
response.raise for status()
response_ json = response.json ()
print (json.dumps (response json["data"], indent=2))
print ("Waiting 30 seconds...")

time.sleep (30)

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will print out data like this:
*** Starting all Monitors ***
"SUCCESS"

Waiting 30 seconds...

*** Stopping all Monitors ***
"SUCCESS"

Waiting 30 seconds...

Update the user password for a monitored database instance

database id =1

monitor url = f"{base url}databases/{database id}/update-password"

try:
print (£f"*** Update the Monitor password for database {database id} ***")
body = {"password": "NewPassword!"}

response = requests.put (monitor url, Jjson=body, headers=header, verify=verify cert)
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response.raise for status()
response_json = response.json ()

print (json.dumps (response json["data"], indent=2))

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will print out data like this:
*** Update the Monitor password for database 1 ***
"SUCCESS"

License Allocation examples

The examples below show how to use License Allocation calls.

Get information about currently installed licenses

license url = f"{base url}databases/licenses/installed"
try:
print ("\n*** Getting Installed license information with total amounts available
for use and total amounts used ***")
response = requests.get (license url, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()
data = response json["data"]
print ("licenseProduct licenseCategory licensesAvailable licensesConsumed")
e e e e el ")
for i in range(len(data)):
print ('{:<15s}{:<16s}{:>17d}{:>17d}"'.format (data[i] ["licenseProduct"], datalil]

["licenseCategory"], data[i] ["licensesAvailable"], data[i] ["licensesConsumed"]))

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will print out data like this:
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*** Getting Installed license information with total amounts available
for use and total amounts used ***

licenseProduct licenseCategory licensesAvailable licensesConsumed

DPACAT1 DPA DB 100 22
DPACAT2 DPA DB 100 16
DPAAzureSQL DPA DB 0 0
DPAVM DPA VM 100 12

Get license information for a single database instance

database id =1
license url = f"{base url}databases/{database id}/licenses"
try:
print (f"\n*** Getting current license information for the database instance with
database ID of {database id} ***")
response = requests.get (license url, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()

print (json.dumps (response json["data"], indent=2))

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will print out data like this:
**x Getting current license information for the database instance with database ID of 1

* Kk x

{
"serverName": "DEV-DPA",
"overLicensed": false,
"performancelicenseProduct": "DPACAT2",

"vmLicenseProduct": "DPAVM"

Update license information for a database instance

database id =1

license url = f"{base url}databases/{database id}/licenses"
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# Add a DPACAT2 and a DPAVM license
body = {"performancelicenseProduct": "DPACAT2",
"vmLicenseProduct": "DPAVM"}
try:
print (f"\n*** Updating license for database id {database id} ***")
response = requests.put (license url, Jjson=body, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()
print (json.dumps (response json["data"], indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Remove the DPAVM license
body = {"performancelLicenseProduct": "DPACAT2",
"vmLicenseProduct": "REMOVE"}
try:
print (f"\n*** Updating license for database id {database id} ***")
response = requests.put (license url, Jjson=body, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()
print (json.dumps (response json["data"], indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will print out data like this:

*** Updating license for database id 1 ***

{
"serverName": "DEV-BOU-CALLEN",
"overLicensed": false,
"performancelicenseProduct": "DPACAT2",
"vmLicenseProduct": DPAVM

}

*** Updating license for database id 1 ***

{
"serverName": "DEV-BOU-CALLEN",
"overLicensed": false,
"performancelicenseProduct": "DPACAT2",

"vmLicenseProduct": null
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Annotation examples

The examples below show how to use Annotation calls.

Get a list of annotations for the last 30 days

# Gets a List of annotations for the last 30 days
database id =1

annotation url = f"{base_url}databases/{database_id}/annotations"

# Dates are in ISO 8601 format ( 2018-12-31T12:00:00.000-07:00 )
end time = datetime.datetime.now ()

start time = end time + datetime.timedelta (days=-30)

args = {"startTime": start time.astimezone () .isoformat (),

"endTime": end time.astimezone () .isoformat ()}

try:

print ("\n*** Getting Annotations for the last 30 days ***")

response = requests.get (annotation url, params=args, headers=header, verify=verify
cert)

response.raise for status()

response_json = response.json ()

print (json.dumps (response json["data"], indent=2))
except requests.exceptions.HTTPError as e:

print (e)

print (e.response.text)

# This will print out data like this:
*** Getting Annotations for the last 30 days ***

[

"id": 112,

"title": "Test Title API",

"description": "Test Event created by DPA API",
"createdBy": "DPA API",

"time": "2018-12-11T10:01:35-07:00",
"type" . "APT"
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"id": 113,

"title": "Test Title API",

"description": "Test Event created by DPA API",
"createdBy": "DPA API",

"time": "2018-12-12T15:00:40-07:00",
"type" . "APT"

Create a new annotation

database id =1

annotation url = f"{base_url}databases/{database_id}/annotations"

# Dates are in ISO 8601 format, no millis ( 2018-12-31T12:00:00-07:00 )
create time = datetime.datetime.now () .replace (microsecond=0)
body = {"title": "API Test Title",

"description": "API Test Description",

"createdBy": "Test API User",

"time": create time.astimezone () .isoformat ()}
try:

print ("\n*** Creating Annotation ***'")

response = requests.post (annotation url, Jjson=body, headers=header, verify=verify
cert)

response.raise for status()

response_json = response.json ()

print (json.dumps (response json["data"], indent=2))
except requests.exceptions.HTTPError as e:

print (e)

print (e.response.text)

# This will print out data like this:
*** Creating Annotation ***

{

"id": 171,

"title": "API Test Title",
"description": "API Test Description",
"createdBy": "Test API User",
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"time": "2019-01-09T11:04:33-07:00",
" type" . UAPT"

Delete an annotation

database id =1
annotation id = 171
annotation url = f"{base url}databases/{database id}/annotations/{annotation id}"
try:
print (f"\n*** Deleting Annotation with id of {annotation id} ***")
response = requests.delete (annotation url, headers=header, verify=verify cert)
response.raise for status()
if response.status code == 204:
print (f"Annotation with id of {annotation id} deleted")
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will print out data like this:
*** Deleting Annotation with id of 171 **xx*
Annotation with id of 171 deleted

Database Registration examples
The examples below show how to use Database Registration calls.

Register and unregister a SQL Server database instance for monitoring

This example registers a new SQL Server database instance, waits 60 seconds, and then unregisters
the database instance.

# __________________________________________________________
# Register a SQL Server database instance for monitoring.
o
registration url = f"{base url}databases/register-monitor"
body = {"databaseType": "SQLSERVER",

"serverName": "127.0.0.1",

"port": "1433",

"sysAdminUser": "sa",

"sysAdminPassword": "Password",
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"monitoringUser": "dpa test m",
"monitoringUserPassword": "Password",
"monitoringUserIsNew": True,

"displayName": "DPA SQL2K12"}

new db id = None
try:
print ("\n*** Register SQL Server database ***")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responsedJson = response.json ()
data = responsedson["data"]
new db id = data["databaseId"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

print ("Waiting 60 seconds...")

time.sleep (60)

registration url = f"{base_url}databases/unregister—monitor"
body = {"databaseId": new db id,
"removeMonitoringUser": True,
"removeDatabaseObjects": True,
"sysAdminUser": "sa",
"sysAdminPassword": "Password"}
try:
print (f"\n*** Unregister SQL Server database [{new db id}] ***")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responsedson = response.json ()
print (json.dumps (responsedson|["data"], indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)
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# This will print out data like this:
*** Register SQL Server database ***
{

"databaseId": 77,

"result": "SUCCESS"
}

Waiting 60 seconds...

*** Unregister SQL Server database [77] ***

{
"databaseIld": 77,
"result": "SUCCESS"

Register and unregister an Oracle database instance for monitoring

This example registers a new Oracle database instance, waits 60 seconds, and then unregisters the
database instance.

registration url = f"{base url}databases/register-monitor"

body = {"databaseType": "ORACLE",
"serverName": "127.0.0.1",
"serviceNameOrSID": "DPA ORAIIR1",
"port": "1521",
"sysAdminUser": "system",
"sysAdminPassword": "Password",
"sysPassword": "Password",
"monitoringUser": "dpa test m",
"monitoringUserPassword": "Password",
"monitoringUserIsNew": True,
"monitoringUserTableSpace": "USERS",
"monitoringUserTempTableSpace": "TEMP",
"oracleEBusinessEnabled": False,
"displayName": "DPA ORAI1R1"}

new db id = None
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try:
print ("\n*** Register Oracle database ***")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responseJson = response.json ()
data = responsedson["data"]
new db id = data["databaseId"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

print ("Waiting 60 seconds...")

time.sleep (60)

registration url = f"{base url}databases/unregister-monitor"
body = {"databaseId": new db id,
"removeMonitoringUser": True,
"removeDatabaseObjects": True,
"sysAdminUser": "system",
"sysAdminPassword": "Password"}
try:
print (f"\n*** Unregister Oracle database [{new db id}] ***")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responsedson = response.json ()
print (json.dumps (responsedson|["data"], indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response. text)

# This will print out data like this:
*** Register Oracle database ***
{

"databaseId": 78,

"result": "SUCCESS"
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}

Waiting 60 seconds...

*** Unregister Oracle database [78] ***
{

"databaseId": 78,

"result": "SUCCESS"

Register and unregister a MySQL database instance for monitoring

This example registers a new MySQL database instance, waits 60 seconds, and then unregisters the
database instance.

registration url = f"{base_url}databases/register—monitor"
body = {"databaseType": "MYSQL",

"serverName": "127.0.0.1",

"port": "3306",

"sysAdminUser": "root",
"sysAdminPassword": "Password",
"monitoringUser": "dpa test m",
"monitoringUserPassword": "Password",

"monitoringUserIsNew": True,

"displayName": "DPA MYSQL56"}

new db id = None
try:
print ("\n*** Register MySQL database ***")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responsedson = response.json ()
data = responsedson["data"]
new db id = data["databaseId"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)
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print ("Waiting 60 seconds...")

time.sleep (60)

registration url = f"{base url}databases/unregister-monitor"
body = {"databaseId": new db id,
"removeMonitoringUser": True,
"removeDatabaseObjects": True,
"sysAdminUser": "root",
"sysAdminPassword": "Password"}
try:
print (£"\n*** Unregister MySQL database [{new db id}] ***")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responsedson = response.json ()
print (json.dumps (responsedson["data"], indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will print out data like this:
*** Register MySQL database ***
{
"databaseId": 79,
"result": "SUCCESS"
}

Waiting 60 seconds...

*** Unregister MySQL database [79] ***
{

"databaseId": 79,

"result": "SUCCESS"
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Database Custom Properties examples

The examples below show how to use Database Custom Properties calls. Custom property values
can be included in custom email templates for alert notifications.

Create a custom property

This script creates a custom property and defines its name and description.

property name = "Location"
property description = "Location of the database server"
create property url = f"{base url}databases/properties"
body = {

"name": property name,

"description": property description

property id = None

try:
print ("\n*** Creating custom property ***")
response = requests.post (create property url, json=body, headers=header,
verify=verify cert)
response.raise for status()
response_json = response.json ()
data = response json["data"]
property id = data["id"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

#This will print out data like this:
{

"id" . l
. r
Vlname": "Location",
"description": "Location of the database server"

Create a custom property value

This script creates a value for the custom property created by the previous script.
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property id =1
property value = "New York"
create value url = f"{base url}databases/properties/" + str (property id) + "/values"

body = property value

property value id = None

try:
print ("\n*** Creating custom property value ***'")
response = requests.post (create value url, data=body, headers=header, verify=verify
cert)
response.raise for status()
response_json = response.json ()
data = response json["data"]
property value id = data["id"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response. text)

#This will print out data like this:
{
"id": 1,

"value": "New York"

Assign a property value to a monitored database instance

This script assigns a property value to a monitored database instance.

property id =1

property value id =1

database id =1

assign property value url = f"{base url}databases/" + str(database id) + "/properties/"

+ str(property id) + "/values/" + str(property value id)

try:

print ("\n*** Assigning custom property value ***")

response = requests.post (assign property value url, headers=header, verify=verify
cert)

response.raise for status()
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if response.status code == 200:

print (f"Custom property value assigned to the DB with ID: {database id}")
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

#This will print out data like this:
#Custom property value assigned to the DB with ID: 1

Get all information about properties

This script returns information about all custom properties and their values.

get properties url = f"{base url}databases/properties?require=assignment"

try:
print ("\n*** Getting custom property information ***")

response = requests.get (get properties url, headers=header, verify=verify cert)
response.raise for status()

response_json = response.json ()

print (Json.dumps (response json["data"], indent=2))
except requests.exceptions.HTTPError as e:

print (e)

print (e.response.text)

#This will print out data like this:
[

"id": 1,
"name": "Location",

"description": "Location of the database server",

"values": |
{
"id": 1,
"value": "New York",
"assignment": [
1

1,

"unassigned": [
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Delete

a custom property

This script deletes a custom property.

try:

except

#This

property id =1
delete property url = f"{base url}databases/properties/" + str (property id)

print ("\n*** Deleting custom property ***'")

response = requests.delete (delete property url, headers=header, verify=verify cert)
response.raise for status()

if response.status code == 204:

print (f"Custom property with ID of {property id} deleted")

requests.exceptions.HTTPError as e:

print (e)

print (e.response.text)

will print out data like this:

#Custom property with ID of 1 deleted

Full working script

The following script combines all of the examples shown above into a script that can be run.

import
import
import
import

import

json

Sys

time
datetime

requests

#
# Conf
#

igure the variables below for the DPA Host

base u

refres

rl = "http://localhost:8123/iwc/api/"
h token = "eyJhbGciOiJIUzIINiJ9.eyJzdWIiOiJNeVRvazVuliwiaXN..."

verify cert = True
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#
# Get Access Token
#

def get access header (prefix url, rfrsh token):

Given a base url and a refresh token retrieve the access token
and return a header object with it.

:param prefix url: the base url

:param rfrsh token: refresh token used to get access token
:return: the request header that contains the access token

:rtype: dict

mwmn

auth token url = prefix url + "security/oauth/token"

grant type = "refresh token"

payload = {"grant type": grant type, "refresh token": rfrsh token}

try:
# get an access token
resp = requests.post (auth token url, data=payload, verify=verify cert)
resp.raise for status()

resp json = resp.json()

token type = resp json["token type"]

access code = resp json["access token"]

headers = {"authorization": f"{token type} {access code}",
"content-type": "application/json;charset=UTF-8",
"accept": "application/json"

return headers

except requests.exceptions.HTTPError as ex:
print (ex)
print (ex.response.text)
# print (json.dumps (json.loads (ex.response.text), indent=2))

return None # requests is bad return None, can't get access code
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# get the header that contains access token for authentication
header = get access header (base url, refresh token)
if header is None:

sys.exit (0)

#
# Database Monitor Examples

#

# Calls for individual monitors...

# Get Monitor Information for a single database instance
1

monitor url = f"{base url}databases/{database id}/monitor-information"

database id

single monitor = None

try:
print (f"\n*** Get Monitor Information for database with id of {database id} ***")
response = requests.get (monitor url, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()
single monitor = response json["data"]

print (json.dumps (single monitor, indent=2))

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Start or Stop monitoring a database instance given its database ID.
# If it is already running stop it and then restart it

# If it is not running start it and then stop it

if single monitor is not None:

monitor url = f"{base url}databases/{database id}/monitor-status"

if single monitor["monitorState"] == "Monitor Running":
change command = "STOP"
revert command = "START"

elif single monitor["monitorState"] == "Monitor Stopped":
change command = "START"
revert command = "STOP"

else:

change command = None

revert command = None
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if change command is not None:
try:
print (£"\n*** {change command} Monitor for database {database id} ***")
body = {"command": change command}

response = requests.put (monitor url, Jjson=body, headers=header, verify=verify

cert)

response.raise for status()

response_json = response.json ()

print (json.dumps (response json["data"], indent=2))

print ("Waiting 15 seconds...")

time.sleep(15)

print (£"\n*** {revert command} Monitor for database {database id} ***")

body = {"command": revert command}

response = requests.put (monitor url, Jjson=body, headers=header, verify=verify
cert)

response.raise for status()
response_json = response.json ()

print (Json.dumps (response json["data"], indent=2))

print ("Waiting 15 seconds...")

time.sleep(15)

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Calls for all monitors...

# Get Monitor Information for all database instances
database id =1
running ids = []
monitor url = f"{base url}databases/monitor-information"
try:
print ("\n*** Get Information for a all database instances ***'")
response = requests.get (monitor url, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()

data = response json["data"]
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print (json.dumps (data, indent=2))

# Keep a list of running or started monitors to be used later
for monitor in data:
state = monitor["monitorState"]
if state == "Monitor Running" or state == "Monitor Start No License" or 'Start' in
state:

running ids.append (monitor ["dbId"])
print (f"Running Monitors: {running ids}")

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Start monitoring all database instances.
monitor url = f"{base_url}databases/monitor—status"
try:
print ("\n*** Starting all Monitors ***")
body = {"command": "START"}
response = requests.put (monitor url, Jjson=body, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()
print (json.dumps (response json["data"], indent=2))
print ("Waiting 30 seconds...")

time.sleep (30)

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Stop monitoring all database instances.
try:
print ("\n*** Stopping all Monitors ***'")
body = {"command": "STOP"}
response = requests.put (monitor url, Jjson=body, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()
print (json.dumps (response json["data"], indent=2))
print ("Waiting 30 seconds...")

time.sleep (30)
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except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Try to put it back the way we found it by restarting the ones that were running
for db id in running ids:
try:
print (f"\n*** Starting Monitor for database {db id} ***")
monitor url = f"{base url}databases/{db id}/monitor-status"
body = {"command": "START"}
response = requests.put (monitor url, Jjson=body, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()
print (json.dumps (response json["data"], indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Update the monitor database user password (Un-comment to use)

#monitor_url = f"{base_url}databases/{database_id}/update—password"

#try:

print (£f"*** Update the Monitor password for database {database id} ***")

body = {"password": "Password"}

response = requests.put (monitor url, Jjson=body, headers=header, verify=verify cert)
response.raise for status()

response_json = response.json ()

T

print (json.dumps (response_ json["data"], indent=2))

#except requests.exceptions.HTTPError as e:
# print(e)

# print(e.response.text)

=

Licensing Examples

# Get the currently installed license information
license url = f"{base url}databases/licenses/installed"
try:

print ("\n*** Getting Installed license information with total amounts available for
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use and total amounts used ***")

response = requests.get (license url, headers=header, verify=verify cert)

response.raise for status()

response_json = response.json ()

data = response json["data"]

print ("licenseProduct licenseCategory licensesAvailable licensesConsumed")

print (M"——--—--mmmm e e e ")

for 1 in range(len(data)) :

print ('{:<15s}{:<1l6s}{:>17d}{:>17d}"'.format (data[i] ["licenseProduct"], datali]

["licenseCategory"],

data[i] ["licensesAvailable"], data[i] ["licensesConsumed"]))

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Get License Information for a single database
license url = f"{base url}databases/{database id}/licenses"
license info = None
try:
print (f"\n*** Getting current license information for the database instance with
database ID of {database id} ***")
response = requests.get (license url, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()
license info = response json["data"]

print (json.dumps (license info, indent=2))

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# This will Update License Information for a single database setting the
# Performance License and the VM License to what it currently is.
# It should succeed but it should make no changes.
if license info is not None:
database id =1
license url = f"{base url}databases/{database id}/licenses"
db product

vm_product

license info["performancelLicenseProduct"]

license info["vmLicenseProduct"]

body = {"performancelLicenseProduct": db product,
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"vmLicenseProduct": vm product}
try:
print (f"\n*** Updating license for database id {database id} ***")
response = requests.put (license url, Jjson=body, headers=header, verify=verify cert)
response.raise for status()
response_json = response.json ()

print (json.dumps (response_ json["data"], indent=2))

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

#
# Annotation Examples

#

# Gets a List of annotations for the last 30 days

annotation url = f"{base_url}databases/{database_id}/annotations"

# Dates are in ISO 8601 format ( 2018-12-31T12:00:00.000-07:00 )
end time = datetime.datetime.now ()

start time = end time + datetime.timedelta (days=-30)

args = {"startTime": start time.astimezone () .isoformat (),

"endTime": end time.astimezone () .isoformat ()}

try:

print ("\n*** Getting Annotations for the last 30 days ***")

response = requests.get (annotation url, params=args, headers=header, verify=verify
cert)

response.raise for status()

response_json = response.json ()

print (json.dumps (response json["data"], indent=2))
except requests.exceptions.HTTPError as e:

print (e)

print (e.response. text)
# Create a new annotation
annotation url = f"{base url}databases/{database id}/annotations"

annotation id = None

#Dates are in ISO 8601 format, no millis ( 2018-12-31T12:00:00-07:00 )
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create time = datetime.datetime.now () .replace (microsecond=0)
body = {"title": "API Test Title",
"description": "API Test Description",
"createdBy": "Test API User",
"time": create time.astimezone () .isoformat ()}
try:
print ("\n*** Creating Annotation ***'")
response = requests.post (annotation url, json=body, headers=header, verify=verify
cert)
response.raise for status()
response_json = response.json ()
data = response json["data"]
annotation id = data["id"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Delete an annotation
if annotation id is not None:
annotation url = f"{base url}databases/{database id}/annotations/{annotation id}"
try:
print (£"\n*** Deleting Annotation with id of {annotation id} ***")
response = requests.delete (annotation url, headers=header, verify=verify cert)
response.raise for status()
if response.status code == 204:
print (f"Annotation with id of {annotation id} deleted")
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

#

# Registration Examples

#

# __________________________________________________________
# Register a SQL Server database instance for monitoring.

# __________________________________________________________
registration url = f"{base url}databases/register-monitor"
body = {"databaseType": "SQLSERVER",

"serverName": "127.0.0.1",
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"port": "1433",

"sysAdminUser": "User",
"sysAdminPassword": "Password",
"monitoringUser": "dpa test m",
"monitoringUserPassword": "Password",
"monitoringUserIsNew": True,

"displayName": "DPA SQL2K12"}

new db id = None
try:
print ("\n*** Register SQL Server database ***")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responsedson = response.json ()
data = responsedson["data"]
new db id = data["databaseId"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

print ("Waiting 60 seconds...")

time.sleep (60)

registration url = f"{base_url}databases/unregister—monitor"
body = {"databaseId": new db id,
"removeMonitoringUser": True,
"removeDatabaseObjects": True,
"sysAdminUser": "User",
"sysAdminPassword": "Password"}
try:
print (f"\n*** Unregister SQL Server database [{new db id}] **x")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responsedson = response.json ()

print (json.dumps (responsedson|["data"], indent=2))
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except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# __________________________________________________________
# Register an Oracle database instance for monitoring.
# __________________________________________________________
registration url = f"{base url}databases/register-monitor"
body = {"databaseType": "ORACLE",

"serverName": "127.0.0.1",

"serviceNameOrSID": "DPA ORAI1R1",

"port": "1521",

"sysAdminUser": "User",

"sysAdminPassword": "Password",

"sysPassword": "Password",

"monitoringUser": "dpa test m",

"monitoringUserPassword": "Password",

"monitoringUserIsNew": True,
"monitoringUserTableSpace": "USERS",
"monitoringUserTempTableSpace": "TEMP",
"oracleEBusinessEnabled": False,
"displayName": "DPA ORAI1R1"}

new db id = None
try:
print ("\n*** Register Oracle database ***")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responseJson = response.json ()
data = responsedson["data"]
new db id = data["databaseId"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

print ("Waiting 60 seconds...")

time.sleep (60)
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# Un-register the Oracle database instance.

registration url = f"{base url}databases/unregister-monitor"
body = {"databaseId": new db id,
"removeMonitoringUser": True,
"removeDatabaseObjects": True,
"sysAdminUser": "User",
"sysAdminPassword": "Password"}
try:
print (f"\n*** Unregister Oracle database [{new db id}] ***")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responseJson = response.json ()
print (json.dumps (responsedson|["data"], indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

registration url = f"{base url}databases/register-monitor"
body = {"databaseType": "MYSQL",

"serverName": "127.0.0.1",

"port": "3306",

"sysAdminUser": "User",
"sysAdminPassword": "Password",
"monitoringUser": "dpa test m",
"monitoringUserPassword": "Password",

"monitoringUserIsNew": True,

"displayName": "DPA MYSQL56"}

new db id = None
try:

print ("\n*** Register MySQL database ***")

response = requests.post(registration url, json=body, headers=header, verify=verify
cert)

response.raise for status()

responsedson = response.json ()

data = responsedson["data"]
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new db id = data["databaseId"]
print (json.dumps (data, indent=2))

except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

print ("Waiting 60 seconds...")

time.sleep (60)

registration url = f"{base url}databases/unregister-monitor"
body = {"databaseId": new db id,
"removeMonitoringUser": True,
"removeDatabaseObjects": True,
"sysAdminUser": "User",
"sysAdminPassword": "Password"}
try:
print (f"\n*** Unregister MySQL database [{new db id}] ***")
response = requests.post(registration url, json=body, headers=header, verify=verify
cert)
response.raise for status()
responsedJson = response.json ()
print (json.dumps (responsedson|["data"], indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

#
# Custom Property Examples
#

# Create custom property
property name = "Location"
property description = "Location of the database server"
create property url = f"{base url}databases/properties”
body = {

"name": property name,

"description": property description

property id = None
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try:
print ("\n*** Creating custom property ***")
response = requests.post (create property url, json=body, headers=header,
verify=verify cert)
response.raise for status()
response_json = response.json ()
data = response json["data"]
property id = data["id"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Create value of the custom property
property value = "New York"
create value url = f"{base url}databases/properties/" + str(property id) + "/values"

body = property value
property value id = None

try:
print ("\n*** Creating custom property value ***'")
response = requests.post (create value url, data=body, headers=header, verify=verify
cert)
response.raise for status()
response_json = response.json ()
data = response json["data"]
property value id = data["id"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Assign property value to DB
assign property value url = f"{base url}databases/" + str(database id) + "/properties/"

+ str(property id) + "/values/" + str(property value id)

try:
print ("\n*** Assigning custom property value ***")

response = requests.post (assign property value url, headers=header, verify=verify
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cert)

response.raise for status()

if response.status code == 200:

print (f"Custom property value assigned to the DB with ID: {database id}")
except requests.exceptions.HTTPError as e:

print (e)

print (e.response.text)

# Get all information about properties (including DB assignment)

get properties url = f"{base url}databases/properties?require=assignment"

try:
print ("\n*** Getting custom property information ***")
response = requests.get (get properties url, headers=header, verify=verify cert)
response.raise for status()
response_ json = response.json ()
data = response json["data"]
print (json.dumps (data, indent=2))
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)

# Delete custom property
delete property url = f"{base url}databases/properties/" + str (property id)

try:
print ("\n*** Deleting custom property ***")
response = requests.delete(delete property url, headers=header, verify=verify cert)
response.raise for status()
if response.status code == 204:
print (f"Custom property with id of {property id} deleted")
except requests.exceptions.HTTPError as e:
print (e)

print (e.response.text)
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Examples of PowerShell scripts that make DPA API calls

The scripts are not supported under any SolarWinds support program or service. The scripts are
provided AS IS without warranty of any kind. SolarWinds further disclaims all warranties including,
without limitation, any implied warranties of merchantability or of fitness for a particular purpose. The
risk arising out of the use or performance of the scripts and documentation stays with you. In no event
shall SolarWinds or anyone else involved in the creation, production, or delivery of the scripts be liable
for any damages whatsoever (including, without limitation, damages for loss of business profits,
business interruption, loss of business information, or other pecuniary loss) arising out of the use of or
inability to use the scripts or documentation.

The following examples show PowerShell scripts that call the DPA API to retrieve information and
perform DPA management functions. The first examples are snippets that demonstrate each API call
individually. The last example is a full script that shows how to put the snippets togetherinto a
working script.

(i) You can call the DPA API with any programming language that can send HTTP requests. See
this topic for Python script examples.

See the following sections:

o Prerequisite
« If your DPA server does not use HTTPS or your certificates are self-signed

« Get an access token

« Database Monitor examples

« License Allocation examples

« Annotation examples

« Database Reqgistration examples
« Database Custom Properties examples
« Full working script

Prerequisite

Before you can use scripts to make API calls, you must create a refresh token.
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If your DPA server does not use HTTPS or your certificates are self-
signed

The examples all use HTTPS, which can cause problems if your DPA server is not configured to use
HTTPS or if your certificates are self signed. If this is the case, you can do either of the following:

« Run the examples using HTTP.
« Add the following code below the configuration section.

add-type @"
using System.Net;
using System.Security.Cryptography.X509Certificates;
public class TrustAllCertsPolicy : ICertificatePolicy {
public bool CheckValidationResult (
ServicePoint srvPoint, X509Certificate certificate,
WebRequest request, int certificateProblem) {

return true;

}
"@
[System.Net.ServicePointManager]::CertificatePolicy = New-Object TrustAllCertsPolicy

Get an access token

The first step in using the APl is to get an access token. An access token is required to make any API
calls. This call POSTs the refresh token to DPA, which returns an access token to be used by all other

API calls.

« If the call is successful, it prints out the data that was returned from DPA, including the
access_token, and then goes on to create HTTP Headers that will contain the access token
and other information to be used on subsequent calls.

« If the call is not successful it prints out the error message.

You must set the sbaseURL and the srefreshToken variables to match your environment.
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SbaseURL = "https://localhost:8124/iwc/api/"

SrefreshToken = "eyJhbGciOiJIUzIINiJ9.eyJzdWIiOiJNeVRvazvuliwiaXN..."
# __________________________________________________________
# Get an access token
# __________________________________________________________
SauthTokenURL = S$baseURL + "security/oauth/token"
Sbody = @{"grant type" = "refresh token"
"refresh token" = "S$refreshToken"}
Try {

Write-Host "Getting Access Token..."
SdpaAuthResponse = Invoke-RestMethod -Uri S$authTokenURL -Method POST -Body Sbody
SdpaAuthResponse | Format-List
}
Catch {
$ .Exception.ToString ()

return

# If successful we will create our headers to be used for all API calls
StokenType = $DpaAuthResponse.token type

SaccessToken = $DpaAuthResponse.access token

SdpaHeader = @{}

SdpaHeader.Add ("Accept", "application/json")
SdpaHeader .Add ("Content-Type", "application/json;charset=UTF-8")
SdpaHeader.Add ("Authorization", "StokenType S$accessToken")

# This will print out data like this:
Getting Access Token...
access_token

eyJhbGciO0iJIUzIINiIsInR5cCI6IkpXVCI9.eyJlc2VyX25hbWUi01iJpZ25pdGUiLCIzY29wZSTIoW10sImlkIj
otMSwidXNlcl...

token type : bearer

expires in : 365

id 3 =1

userType . repo

Jjti : e0d51295-2010-4ed4-b5ea-982adeb6aelch
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Database Monitor examples

The following examples show how to use all Database Monitor calls.

Get information about one monitored database instance

# Get Monitor Information for a single database
SdatabaseId = 1
SmonitorURL = S$baseURL + "databases/$databaseId/monitor-information"
Try {
Write-Host "Get Monitor Information for database with id of $databaseId..."
SmonitorJSON = Invoke-RestMethod -Method Get -Uri S$monitorURL -Headers S$dpaHeader -
TimeoutSec 60
Smonitor = SmonitorJSON.data
Smonitor | Format-List
}
Catch {
$ .Exception.ToString()

# This will print out data like this:

Get Monitor Information for database with id of 1...

dbId 1

name : DEV-DPA\SQLEXPRESS

ip : 127.0.0.1

port : 1433

jdbcUrlProperties : applicationIntent=readOnly

connectionProperties

databaseType : SQL Server

databaseVersion : 12.0.6205.1

databaseEdition : Enterprise Edition: Core-based Licensing (64-bit)
monitoringUser : ignite next

defaultDbLicenseCategory : DPACAT2
assignedDbLicenseCategory : DPACATZ2
assignedvVmLicenseCategory

monitorState : Monitor Running
oldestMonitoringDate : 2018-12-04T00:00:00.000-07:00
latestMonitoringDate : 2019-01-02T00:00:00.000-07:00
agListenerName

agClusterName

agName

racInfo
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rac : False
linkedToVirtualMachine : False
rds : False
pdb : False
ebusiness : False

Start and stop monitoring a database instance given its database ID

SdatabaseId 1

# Start monitoring a database instance given its database ID.
Try {
Write-Host "Start Monitor for database S$databaseId..."

Scommand = @{"command" = "START"} | ConvertTo-Json

SdpaHeader -TimeoutSec 60
Sresult = SmonitorJSON.data
Write-Host "Result: S$result"
Write-Host "Waiting 15 seconds... r n"
Start-Sleep -s 15

}

Catch {
$_.Exception.ToString /()

# Stop monitoring a database instance given its database ID.
Try {
Write-Host "Stop Monitor for database S$databaseId..."

Scommand = @{"command"™ = "STOP"} | ConvertTo-Json

SdpaHeader -TimeoutSec 60
Sresult = SmonitorJSON.data
Write-Host "Result: S$Sresult"
Write-Host "Waiting 15 seconds... r ' n"
Start-Sleep -s 15

}

Catch {
$ .Exception.ToString()

}

# This will print out data like this:

SmonitorURL = $baseURL + "databases/S$databaseId/monitor-status"

SmonitorJSON = Invoke-RestMethod -Method Put -Uri SmonitorURL -Body S$command -Headers

SmonitorJSON = Invoke-RestMethod -Method Put -Uri $monitorURL -Body S$command -Headers
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Start Monitor for database 1...
Result: SUCCESS

Waiting 15 seconds...

Stop Monitor for database 1...
Result: SUCCESS

Waiting 15 seconds...

Get information about all monitored database instances

# Get Monitor Information for all databases
SmonitorURL = $baseURL + "databases/monitor-information"
Try {
Write-Host "Get Monitor Information for all databases..."
SmonitorListJSON = Invoke-RestMethod -Method Get -Uri SmonitorURL -Headers SdpaHeader
-TimeoutSec 60
SmonitorList = SmonitorListJSON.data
SmonitorList | Format-Table -AutoSize
}
Catch {
$_.Exception.ToString()

# This will print out data like this:

Get Monitor Information for all databases...

dbId name ip port jdbcUrlProperties

connectionProperties databaseType databaseVersion

1 DEV-DPA\SQLEXPRESS 10.10.10.1 1433 applicationIntent=readOnly
SQL Server 12.0.6205.1
3 DEVORAll DEVORAL1L 10.10.10.2 1521

Oracle 11.2.0.1.0 ..
10 DEV-MYSQL:3306 10.10.10.3 3306 dumpQueriesOnException=true
MySQL 5.7.19

etc.
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Stop and start monitoring for all database instances

SmonitorURL = $baseURL + "databases/monitor-status"

# Start monitoring all database instances.
Try {
Write-Host "Starting all Monitors..."
Scommand = @{"command" = "START"} | ConvertTo-Json
SmonitorJSON = Invoke-RestMethod -Method Put -Uri $monitorURL -Body S$command -Headers
SdpaHeader -TimeoutSec 60
Sresult = SmonitorJSON.data
Write-Host "Result: S$Sresult"
Write-Host "Waiting 30 seconds... r n"
Start-Sleep -s 30
}
Catch {
$ .Exception.ToString()

# Stop monitoring all database instances.
Try {
Write-Host "Stopping all Monitors..."
Scommand = @{"command" = "STOP"} | ConvertTo-Json
SmonitorJSON = Invoke-RestMethod -Method Put -Uri SmonitorURL -Body S$command -Headers
SdpaHeader -TimeoutSec 60
Sresult = SmonitorJSON.data
Write-Host "Result: S$result"
Write-Host "Waiting 30 seconds... r ' n"
Start-Sleep -s 30
}
Catch {
$ .Exception.ToString()

# This will print out data like this:
Starting all Monitors...
Result: SUCCESS

Waiting 30 seconds...

Stopping all Monitors...
Result: SUCCESS

Waiting 30 seconds...
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Update the user password for a monitored database instance

Sdatabaseld = 1
SmonitorURL = S$SbaseURL + "databases/SdatabaseId/update-password"
Try {

Write-Host "Update the Monitor password for database $databaseId..."

Scommand = @{"password" = "NewPassword!"} | ConvertTo-Json

SmonitorJSON = Invoke-RestMethod -Method Put -Uri SmonitorURL -Body S$command -Headers
SdpaHeader -TimeoutSec 60

Sresult = SmonitorJSON.data

Write-Host "Result: S$result ' r n"
}
Catch {

$ .Exception.ToString()

# This will print out data like this:
Update the Monitor password for database 1...
Result: SUCCESS

License Allocation examples

The examples below show how to use all License Allocation calls.

Get information about currently installed licenses

SlicenseURL = $baseURL + "databases/licenses/installed"

Try {

Write-Host "Getting Installed license information with total amounts available for
use and total amounts used..."

$licenselListJSON = Invoke-RestMethod -Method Get -Uri $licenseURL -Headers S$SdpaHeader
-TimeoutSec 60

$licenselist = $licenselListJSON.data

Slicenselist | Format-Table -AutoSize
}
Catch {

$ .Exception.ToString()

# This will print out data like this:
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Getting Installed license information with total amounts available for use and total

amounts used...

licenseProduct licenseCategory licensesAvailable licensesConsumed

DPACAT1 DPA DB 100 22
DPACAT?2 DPA DB 100 16
DPAAzureSQL DPA DB 0 0
DPAVM DPA VM 100 12

Get license information for a single database instance

SdatabaseId = 1
$licenseURL = S$baseURL + "databases/$databaseId/licenses"
Try {
Write-Host "Getting current license information for the database instance with
database ID of $databaseId."
SlicenselListJSON = Invoke-RestMethod -Method Get -Uri $1licenseURL -Headers S$SdpaHeader
-TimeoutSec 60
SlicenseInfo = $licenseListJSON.data
SlicenseInfo | Format-Table -AutoSize
}
Catch {
$_.Exception.ToString /()

# This will print out data like this:

Getting current license information for the database instance with database ID of 1.

serverName overLicensed vmLicenseProduct performancelicenseProduct

DEV-DPA False DPAVM DPACAT?2

Update license information for a database instance

SdatabaseId 1
SlicenseURL = $baseURL + "databases/S$SdatabaseId/licenses"

# Add a DPACAT2 and a DPAVM license

SlicenseAllocation = @{"performancelLicenseProduct" = "DPACAT2";
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"vmLicenseProduct" = "DPAVM"} | ConvertTo-Json

Try {

Write-Host "Updating license for database id $databaseId..."

SlicenseResultJSON = Invoke-RestMethod -Method Put -Uri $1licenseURL -Body
SlicenseAllocation -Headers S$dpaHeader -TimeoutSec 60

SlicenseResult = $licenseResultJSON.data

Write-Host "New License Allocation result for the database instance with database ID
of $databaseId."

SlicenseResult | Format-Table -AutoSize
}
Catch {

$ .Exception.ToString()

# Remove the DPAVM license
SlicenseAllocation = @{"performancelLicenseProduct" = "DPACAT2";
"vmLicenseProduct" = "REMOVE"} | ConvertTo-Json
Try {
Write-Host "Updating license for database id $databaseId..."
SlicenseResultJSON = Invoke-RestMethod -Method Put -Uri $1licenseURL -Body
SlicenseAllocation -Headers S$dpaHeader -TimeoutSec 60
$licenseResult = $licenseResultJSON.data
Write-Host "New License Allocation result for the database instance with database ID
of $databaseId."
SlicenseResult | Format-Table -AutoSize
}
Catch {
$ .Exception.ToString()

# This will print out data like this:
Updating license for database id 1...

New License Allocation result for the database instance with database ID of 1.

serverName overLicensed vmLicenseProduct performancelicenseProduct

DEV-DPA False DPAVM DPACAT?2

Updating license for database id 1...

New License Allocation result for the database instance with database ID of 1.
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serverName overLicensed vmLicenseProduct performancelicenseProduct

DEV-DPA False DPACAT?2

Annotation examples

The examples below show how to use all Annotation calls.

Get a list of annotations for the last 30 days

SdatabaseId = 1
SannotationURL = S$baseURL + "databases/S$databaseld/annotations"

# Dates are in ISO 8601 format ( 2018-12-31T12:00:00.000-07:00 )
SendTime = Get-Date
SstartTime = $SendTime.AddDays (-30)

SstartTime = [System.Web.HttpUtility]::UrlEncode ($startTime.ToString ("yyyy—-MM-
ddTHH\ :mm\ :ss.fffzzz"))
SendTime = [System.Web.HttpUtility]::UrlEncode ($endTime.ToString ("yyyy—-MM-

ddTHH\ :mm\ :ss.fffzzz"))

Srequest = [System.UriBuilder]$annotationURL
Srequest.Query = "startTime=$startTime&endTime=SendTime"

SannotationURL = S$request.Uri

Try |
Write-Host "Getting Annotations for the last 30 days..."
SannotationListJSON = Invoke-RestMethod -Method Get -Uri S$annotationURL -Headers
SdpaHeader -TimeoutSec 60
SannotationList = $annotationListJSON.data
SannotationlList | Format-Table -AutoSize
}
Catch {

handleError S$SError[0]

# This will print out data like this:

Getting Annotations for the last 30 days...

id title description createdBy time

type
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98 Test Title API Test Event created by DPA API DPA API 2018-12-04T18:13:04-07:00

Custom

99 Test Title API Test Event created by DPA API DPA API 2018-12-04T18:14:27-07:00

Custom

100 Test Title API Test Event created by DPA API DPA APIT 2018-12-04T18:16:46-07:00

Custom

etc.

Create a new annotation

SdatabaseId = 1

SannotationURL = $baseURL + "databases/$databaseId/annotations"
ScreateTime = Get-Date

# Dates are in ISO 8601 format, no millis ( 2018-12-31T12:00:00-07:00 )
ScreateTime = S$ScreateTime.ToString ("yyyy-MM-ddTHH\ :mm\ :sszzz")

Sbody = @{"title" = "API Test Title";
"description" = "API Test Description";
"createdBy" = "Test API User";
"time" = "ScreateTime"} | ConvertTo-Json
Try {

Write-Host "Creating Annotation..."

Headers S$dpaHeader -TimeoutSec 60
SdpaResponse = S$SdpaResponseJSON.data
SdpaResponse | Format-Table -AutoSize
SannotationId = $dpaResponse.id

}

Catch {
$ .Exception.ToString()

# This will print out data like this:

Creating Annotation...

id title description createdBy time

SdpaResponseJSON = Invoke-RestMethod -Uri S$annotationURL -Body S$body -Method POST -

type

148 API Test Title API Test Description Test API User 2019-01-03T15:20:36-07:00 API
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Delete an annotation

Sdatabaseld = 1
SannotationId = 148
SannotationURL = $baseURL + "databases/$databaseId/annotations/S$annotationId"
Try {
Write-Host "Deleting Annotation with id of $annotationID..."
SdpaResponseJSON = Invoke-RestMethod -Uri S$annotationURL -Method DELETE -Headers
SdpaHeader -TimeoutSec 60
Write-Host "Annotation with id of SannotationID deleted r ' n"
}
Catch {
$ .Exception.ToString ()

# This will print out data like this:
Deleting Annotation with id of 148...
Annotation with id of 148 deleted

Database Registration examples
The examples below show how to use all Database Registration calls.

Register and unregister a SQL Server database instance for monitoring

This example registers a new SQL Server database instance, waits 60 seconds, and then unregisters
the database instance.

# __________________________________________________________
# Register a SQL Server database instance for monitoring.
# __________________________________________________________
SregistrationURL = $baseURL + "databases/register-monitor"
Sbody = @{"databaseType" = "SQLSERVER";

"serverName" = "127.0.0.1";

"port" = "1433";

"sysAdminUser" = "sa";

"sysAdminPassword" = "Password";

"monitoringUser" = "dpa test m";

"monitoringUserPassword" = "Password";

"monitoringUserIsNew" = Strue;

"displayName" = "DPA SQL2K12"} | ConvertTo-Json
Try {
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Write-Host "Registering Database..."

SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body $body -Method POST -

Headers S$dpaHeader -TimeoutSec 60
SdpaResponse = S$SdpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize
SnewDbId = S$dpaResponse.databaseld

}

Catch {
$ .Exception.ToString ()

Write-Host "Waiting 60 seconds... r n"

Start-Sleep -s 60

if (SnewDbId) {
SregistrationURL = $baseURL + "databases/unregister-monitor"
Sbody = @{"databaseId" = $newDbId;

"removeMonitoringUser" = Strue;
"removeDatabaseObjects" = S$Strue;

"sysAdminUser" = "sa";

"sysAdminPassword" = "Password"} | ConvertTo-Json

Try {

Write-Host "Registering Database..."

SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body S$body -Method POST

-Headers S$dpaHeader -TimeoutSec 60
SdpaResponse = $dpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize

}
Catch {
$ .Exception.ToString ()

# This will print out data like this:

Registering Database...

databaseId result
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70 SUCCESS

Waiting 60 seconds...

Unregistering Database...

databaseId result

70 SUCCESS

Register and unregister an Oracle database instance for monitoring

This example registers a new Oracle database instance, waits 60 seconds, and then unregisters the

database instance.

SregistrationURL = $baseURL + "databases/register-monitor"

Sbody = @{"databaseType" = "ORACLE";
"serverName" = "127.0.0.1";
"serviceNameOrSID" = "DPA ORA1IR1";
"port" = "1521";
"sysAdminUser" = "system";
"sysAdminPassword" = "Password";
"sysPassword" = "Password";
"monitoringUser" = "dpa test m";
"monitoringUserPassword" = "Password";
"monitoringUserIsNew" = Strue;
"monitoringUserTableSpace" = "USERS";
"monitoringUserTempTableSpace" = "TEMP";
"oracleEBusinessEnabled" = $false;
"displayName" = "DPA ORA11R1"} | ConvertTo-Json

Try {

Write-Host "Registering Database..."

Headers S$dpaHeader
SdpaResponse = S$dpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize
SnewDbId = $dpaResponse.databaseld

SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body S$Sbody

-Method POST -
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Catch {
$ _.Exception.ToString()

Write-Host "Waiting 60 seconds... r ' n"

Start-Sleep -s 60

if (SnewDbId) {
SregistrationURL = $baseURL + "databases/unregister-monitor"
Sbody = @{"databaseId" = S$newDbId;
"removeMonitoringUser" = Strue;
"removeDatabaseObjects" = Strue;
"sysAdminUser" = "system";
"sysAdminPassword" = "Password"} | ConvertTo-Json
Try {
Write-Host "Unregistering Database..."
SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body S$body -Method POST
-Headers S$dpaHeader -TimeoutSec 60
SdpaResponse = S$dpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize
}
Catch {
$_.Exception.ToString()

# This will print out data like this:

Registering Database...
databaseId result
71 sucemss
Waiting 60 seconds...

Unregistering Database...

databaseId result
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71 SUCCESS

Register and unregister a MySQL database instance for monitoring

This example registers a new MySQL database instance, waits 60 seconds, and then unregisters the
database instance.

# __________________________________________________________
# Register a MySQL database instance for monitoring.
# __________________________________________________________
SregistrationURL = $baseURL + "databases/register-monitor"
Sbody = @{"databaseType" = "MYSQL";

"serverName" = "127.0.0.1";

"port" = "3306";

"sysAdminUser" = "root";

"sysAdminPassword" = "Password";

"monitoringUser" = "dpa test m";

"monitoringUserPassword" = "Password";

"monitoringUserIsNew" = Strue;

"displayName" = "DPA MYSQL56"} | ConvertTo-Json
Try |

Write-Host "Registering Database..."

SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body S$body -Method POST -
Headers S$dpaHeader -TimeoutSec 60

SdpaResponse = S$dpaResponseJSON.data

SdpaResponse | Format-Table —-AutoSize

SnewDbId = S$dpaResponse.databaseld
}
Catch {

$ .Exception.ToString ()

Write-Host "Waiting 60 seconds... r ' n"

Start-Sleep -s 60

if (SnewDbId) {

SregistrationURL = $baseURL + "databases/unregister-monitor"
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Sbody = @{"databaseId" = $newDbId;

"removeMonitoringUser" = S$true;
"removeDatabaseObjects" = Strue;

"sysAdminUser" = "root";

"sysAdminPassword" = "Password"} | ConvertTo-Json

Try |
Write-Host "Registering Database..."
SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body S$body -Method POST

-Headers S$dpaHeader -TimeoutSec 60
SdpaResponse = S$dpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize

}
Catch {
$ .Exception.ToString()

# This will print out data like this:

Registering Database...
databaselId result
72 success
Waiting 60 seconds...
Unregistering Database...
databaselId result

72 SUCCESS

Database Custom Properties examples

The examples below show how to use Database Custom Properties calls. Custom property values
can be included in custom email templates for alert notifications.

Create a custom property

This script creates a custom property and defines its name and description.
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SpropertyName = "Location"

SpropertyDescription = "Location of the database server"

ScreatePropertyURL = S$baseURL + "databases/properties"

Sbody = @{"name" = S$propertyName; "description" = S$propertyDescription;} | ConvertTo-
Json

Try {

Write-Host "Creating custom property ..."

SdpaResponseJSON = Invoke-RestMethod -Uri ScreatePropertyURL -Body S$body -Method POST
-Headers S$dpaHeader -TimeoutSec 60

SdpaResponse = $dpaResponseJSON.data

SdpaResponse | Format-Table —-AutoSize

Spropertyld = $dpaResponse.id
} Catch {

$ .Exception.ToString()

#This will print out data like this:

id name description

10434 Location Location of the database server

Create a custom property value

This script creates a value for the custom property created by the previous script.

property id =1

property value = "New York"

ScreateValueURL = S$baseURL + "databases/properties/" + S$propertyId + "/values"
Sbody = SpropertyValue | ConvertTo-Json

Try {

Write-Host "Creating custom property value ..."

SdpaResponseJSON = Invoke-RestMethod -Uri ScreateValueURL -Body $body -Method POST -
Headers $dpaHeader -TimeoutSec 60

SdpaResponse = S$SdpaResponseJSON.data

SdpaResponse | Format-Table —-AutoSize
} Catch {

$ .Exception.ToString()
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#This will print out data like this:

id value

1 "New York"

Assign a property value to a monitored database instance

This script assigns a property value to a monitored database instance.

property id =1

property value id =1

SassignPropertyValueURL = S$baseURL + "databases/" + S$databaselId + "/properties/" +
SpropertyId + "/values/" + S$propertyValueld;

Try {

Write-Host "Assigning custom property value ..."

SdpaResponseJSON = Invoke-RestMethod -Uri S$SassignPropertyValueURL -Method POST -
Headers SdpaHeader -TimeoutSec 60

SdpaResponse = $dpaResponseJSON.data

SdpaResponse | Format-Table —-AutoSize

Write-Host "Custom property value assigned to the DB with ID: S$databaselId r n"
} Catch {

$ .Exception.ToString()

#This will print out data like this:
Custom property value assigned to the DB with ID: 1

Get all information about properties

This script returns information about all custom properties and their values.

SgetPropertiesURL = S$baseURL + "databases/properties?require=assignment"

Try {

Write-Host "Getting custom property information ..."

SdpaResponseJSON = Invoke-RestMethod -Uri $getPropertiesURL -Method GET -Headers
SdpaHeader -TimeoutSec 60

SdpaResponse = S$SdpaResponseJSON.data

SdpaResponse | Format-Table -AutoSize
} Catch {
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$ .Exception.ToString()

#This will print out data like this:
Getting custom property information
id name description values

unassigned

1 Location Location of the database server {@{id=1; value="New York"; assignment=[1]}}

{4, 8}

Delete a custom property

This script deletes a custom property.

property id =1
SdeletePropertyURL = S$baseURL + "databases/properties/" + SpropertyId

Try {
Write-Host "Deleting custom property ..."
SdpaResponseJSON = Invoke-RestMethod -Uri $deletePropertyURL -Method DELETE -Headers
SdpaHeader -TimeoutSec 60
Write-Host "Custom property with id of S$propertyID deleted r ' n"
} Catch {

$ _.Exception.ToString()

#This will print out data like this:
Custom property with id of 1 deleted

Full working script

The following script combines all of the examples shown above into a script that can be run.

# Examples:

# - Get an access token

# - Database Monitor Examples

# - Get Monitor Information for a single database

# - Start or Stop monitoring a database instance given its database ID
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- Get Monitor Information for all databases
- Start monitoring for all database instances
- Stop monitoring for all database instances
- ERROR: Get Monitor Information for a database that doesn't exist
- ERROR: Start a database that doesn't exist
- Licensing Examples
- Get the currently installed license information
- Get License Information for a single database
- Update License Information for a single database
- Annotation Examples
- Gets a List of annotations for the last 30 days
- Create a new annotation
- Delete an annotation
- Registration Examples

- Register a MySQL database instance for monitoring

HE S S S Sk S S SR S S S %= 3 S % 3

- Un-register the MySQL database instance

SbaseURL = "https://localhost:8124/iwc/api/"
SrefreshToken = "eyJhbGciOiJIUzI1INiJ9.eyJzdWIiOiJNeVRvazvVuliwiaXN..."
SdatabaseId = 1

# Function to parse the Response Data from DPA and print

# out the error information

Function handleError ($thisError) {

WELTE=BEST Voo s e e s e e s e e s e e e e e S e e e e e e S S S S S S S oS W=
ForegroundColor Red

Write-Host "Caught Exception at line:" $ .InvocationInfo.ScriptLineNumber -
ForegroundColor Red

if ($ .Exception.Response) {

SstreamReader = [System.IO.StreamReader]: :new

($7.Exception.Response.GetResponseStream())

SerrResp = $streamReader.ReadToEnd ()
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SstreamReader.Close ()

}

if (SerrResp) {
# This will format the JSON
SerrResp = SerrResp | ConvertFrom-Json | ConvertTo-Json -Depth 100
Write-Host S$thisError.Exception.Message —-ForegroundColor Red
Write-Host "Response: r n$SerrResp" -ForegroundColor Red

}

else {
Write-Host $ .Exception.ToString() -ForegroundColor Red

}

NELEETIOBE o e e e e e e e e e e e e e e e e e e e e e e e e e et 7=

ForegroundColor Red

e

Adding certificate exception to prevent API errors

# Uncomment this if you are getting trust errors and would

# like to run with self-signed certificates.
# __________________________________________________________
# add-type Q"
# using System.Net;
# using System.Security.Cryptography.X509Certificates;
# public class TrustAllCertsPolicy : ICertificatePolicy {
# public bool CheckValidationResult (
# ServicePoint srvPoint, X509Certificate certificate,
# WebRequest request, int certificateProblem) {
# return true;
# }
# }
#"a
# [System.Net.ServicePointManager]::CertificatePolicy = New-Object TrustAllCertsPolicy
# __________________________________________________________
# Get an access token
# __________________________________________________________
SauthTokenURL = S$baseURL + "security/oauth/token"
$body = @{"grant type" = "refresh token"
"refresh token" = "SrefreshToken"}
Try {

Write-Host "Getting Access Token..."
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SdpaAuthResponse = Invoke-RestMethod -Uri S$authTokenURL -Method POST -Body Sbody
SdpaAuthResponse | Format-List
}
Catch {
handleError S$SError[0]
Write-Host 'Error getting authentication token, cannot continue' -ForegroundColor Red

return

# If successful we will create our headers to be used for all API calls
StokenType = S$dpaAuthResponse.token type

SaccessToken = $dpaAuthResponse.access token

SdpaHeader = @{}

SdpaHeader.Add ("Accept", "application/json")

SdpaHeader.Add ("Content-Type", "application/json;charset=UTF-8")
SdpaHeader.Add ("Authorization", "$StokenType SaccessToken")

# Get Monitor Information for a single database
SmonitorURL = $baseURL + "databases/$databaseId/monitor-information"
Try {
Write-Host "Get Monitor Information for database with id of $databaseId..."
SmonitorJSON = Invoke-RestMethod -Method Get -Uri $monitorURL -Headers $dpaHeader -
TimeoutSec 60
Smonitor = SmonitorJSON.data
Smonitor | Format-Table -AutoSize
}
Catch {

handleError $SError[0]

# Start or Stop monitoring a database instance given its database ID.
# If it is already running stop it and then restart it
# If it is not running start it and then stop it
SmonitorURL = S$baseURL + "databases/$databaseId/monitor-status"
if (Smonitor.monitorState -eqg "Monitor Running") ({
SchangeCommand = "STOP"
SrevertCommand = "START"
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}

elseif (Smonitor.monitorState -eq "Monitor Stopped") {

SchangeCommand = "START"
SrevertCommand = "STOP"
}
Try |

Write-Host "S$SchangeCommand Monitor for database S$databaselId..."

Scommand = @{"command" = S$changeCommand} | ConvertTo-Json

SmonitorJSON = Invoke-RestMethod -Method Put -Uri S$monitorURL -Body S$Scommand -Headers
SdpaHeader -TimeoutSec 60

Sresult = SmonitorJSON.data

Write-Host "Result: S$result"

Write-Host "Waiting 15 seconds... r ' n"

Start-Sleep -s 15

Write-Host "SrevertCommand Monitor for database S$databaseId..."
Scommand = @{"command" = S$revertCommand} | ConvertTo-Json
SmonitorJSON = Invoke-RestMethod -Method Put -Uri $monitorURL -Body S$command -Headers
SdpaHeader -TimeoutSec 60
Sresult = SmonitorJSON.data
Write-Host "Result: S$result"
Write-Host "Waiting 15 seconds... r n"
Start-Sleep -s 15
}
Catch {
handleError S$Error[0]

# Get Monitor Information for all databases
SmonitorURL = S$baseURL + "databases/monitor-information"
Try {
Write-Host "Get Monitor Information for all databases..."
SmonitorListJSON = Invoke-RestMethod -Method Get -Uri SmonitorURL -Headers SdpaHeader
-TimeoutSec 60
SmonitorList = SmonitorListJSON.data

SmonitorList | Format-Table -AutoSize

# Keep a list of running or started monitors to be used later
SrunningIds = @ ()
foreach ($monitor in S$monitorList) ({

if (Smonitor.monitorState -eqg "Monitor Running" -or
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Smonitor.monitorState -eq "Monitor Start No License" -or

Smonitor.monitorState -like '*Start*')

SrunningIds += Smonitor.dbId

}

Write-Host "Running Monitors: $runningIds r n"
}
Catch {

handleError S$Error[0]

# Start monitoring all database instances.
SmonitorURL = S$baseURL + "databases/monitor-status"
Try {

Write-Host "Starting all Monitors..."

Scommand = @{"command" = "START"} | ConvertTo-Json

SmonitorJSON = Invoke-RestMethod -Method Put -Uri $monitorURL -Body S$command -Headers
SdpaHeader -TimeoutSec 60

Sresult = SmonitorJSON.data

Write-Host "Result: S$result"

Write-Host "Waiting 30 seconds... r n"

Start-Sleep -s 30
}
Catch {

handleError S$Error[0]

# Stop monitoring all database instances.
Try {
Write-Host "Stopping all Monitors..."
Scommand = @{"command"™ = "STOP"} | ConvertTo-Json
SmonitorJSON = Invoke-RestMethod -Method Put -Uri S$monitorURL -Body S$command -Headers
SdpaHeader -TimeoutSec 60
Sresult = SmonitorJSON.data
Write-Host "Result: S$result"
Write-Host "Waiting 30 seconds... r ' n"
Start-Sleep -s 30
}
Catch {
handleError S$Error[0]
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# Try to put it back the way we found it by restarting the ones that were running
Scommand = @{"command" = "START"} | ConvertTo-Json
foreach ($dbId in S$runningIds) {
Try {
SmonitorURL = $baseURL + "databases/S$dbId/monitor-status"
Write-Host "Starting Monitor for database $dbId..."
SmonitorJSON = Invoke-RestMethod -Method Put -Uri $monitorURL -Body S$command -
Headers SdpaHeader -TimeoutSec 60
Sresult = SmonitorJSON.data
Write-Host "Result: S$result ' r n"
}
Catch {

handleError S$Error[0]

# Update the monitor database user password (Un-comment to use)

# SmonitorURL = S$baseURL + "databases/S$SdatabaselId/update-password"

# Try {

# Write-Host "Update the Monitor password for database $databaseId..."

# Scommand = @{"password" = "NewPassword!"} | ConvertTo-Json

# SmonitorJSON = Invoke-RestMethod -Method Put -Uri SmonitorURL -Body S$command -
Headers S$dpaHeader -TimeoutSec 60

# Sresult = SmonitorJSON.data
# Write-Host "Result: S$result ' r n"
# 0}

# Catch {
# handleError $Error[0]
#

e

Try to cause some errors...

# Get Monitor Information for a database that doesn't exist
SmonitorURL = $baseURL + "databases/-1/monitor-information"
Try {
Write-Host "Get Monitor Information for invalid database..."
SmonitorJSON = Invoke-RestMethod -Method Get -Uri $monitorURL -Headers S$dpaHeader -
TimeoutSec 60

}
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Catch {

handleError S$Error[0]

# Start a database that doesn't exist
SmonitorURL = S$baseURL + "databases/-1/monitor-status"
Try {
Write-Host "START Monitor for invalid database..."
Scommand = @{"command" = "START"} | ConvertTo-Json
SmonitorJSON = Invoke-RestMethod -Method Put -Uri $monitorURL -Body S$command -Headers
SdpaHeader -TimeoutSec 60
}
Catch {
handleError $Error[0]

# Get the currently installed license information
$licenseURL = $baseURL + "databases/licenses/installed"

Try {

Write-Host "Getting Installed license information with total amounts available for
use and total amounts used..."

$licenseListJSON = Invoke-RestMethod -Method Get -Uri $licenseURL -Headers S$dpaHeader
-TimeoutSec 60

S$licenselList = $licenselListJSON.data

Slicenselist | Format-Table -AutoSize
}
Catch {

handleError S$Error[0]

# Get License Information for a single database
$licenseURL = S$baseURL + "databases/$databaseId/licenses"
Try {
Write-Host "Getting current license information for the database instance with
database ID of $databaseId."
SlicenselListJSON = Invoke-RestMethod -Method Get -Uri $1licenseURL -Headers SdpaHeader
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-TimeoutSec 60
SlicenseInfo = $licenseListJSON.data
SlicenseInfo | Format-Table -AutoSize
}
Catch {
handleError $Error[0]

# This will Update License Information for a single database setting the
# Performance License and the VM License to what it currently is.
# It should succeed but it should make no changes.
SdbProduct = $licenseInfo.performancelicenseProduct
SvmProduct = $licenselInfo.vmLicenseProduct
SlicenseAllocation = @{"performancelLicenseProduct" = $dbProduct;
"vmLicenseProduct" = $vmProduct} | ConvertTo-Json
Try {
Write-Host "Updating license for database id $databaseId..."
SlicenseResultJSON = Invoke-RestMethod -Method Put -Uri $1licenseURL -Body
SlicenseRAllocation -Headers S$dpaHeader -TimeoutSec 60
SlicenseResult = $licenseResultJSON.data
Write-Host "New License Allocation result for the database instance with database ID
of S$databaseId."
SlicenseResult | Format-Table -AutoSize
}
Catch {

handleError S$Error[0]

# Gets a List of annotations for the last 30 days
SannotationURL = S$baseURL + "databases/S$SdatabaseId/annotations"

# Dates are in ISO 8601 format ( 2018-12-31T12:00:00-07:00 )

SendTime = Get-Date

SendTime.AddDays (-30)

[System.Web.HttpUtility]::UrlEncode ($SstartTime.ToString ("yyyy-MM-
ddTHH\ :mm\ :ss.fffzzz"))

SendTime = [System.Web.HttpUtility]::UrlEncode ($SendTime.ToString ("yyyy—-MM-

SstartTime

SstartTime
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ddTHH\ :mm\ :ss.fffzzz"))

Srequest = [System.UriBuilder]$annotationURL
Srequest.Query = "startTime=S$startTime&endTime=SendTime"

SannotationURL = S$request.Uri

Try {
Write-Host "Getting Annotations for the last 30 days..."
SannotationListJSON = Invoke-RestMethod -Method Get -Uri S$annotationURL -Headers
SdpaHeader -TimeoutSec 60
SannotationList = $annotationListJSON.data
SannotationlList | Format-Table -AutoSize
}
Catch {

handleError S$Error[0]

# Create a new annotation
# Dates are in ISO 8601 format, no millis ( 2018-12-31T12:00:00-07:00 )
SannotationURL = $baseURL + "databases/S$databaseId/annotations"

ScreateTime = Get-Date
ScreateTime = S$ScreateTime.ToString ("yyyy-MM-ddTHH\ :mm\ :sszzz")
Sbody = @{"title" = "API Test Title";
"description" = "API Test Description";
"createdBy" = "Test API User";
"time" = "ScreateTime"} | ConvertTo-Json
Try {

Write-Host "Creating Annotation..."

SdpaResponseJSON = Invoke-RestMethod -Uri S$annotationURL -Body S$body -Method POST -
Headers S$dpaHeader -TimeoutSec 60

SdpaResponse = S$SdpaResponseJSON.data

SdpaResponse | Format-Table -AutoSize

SannotationId = $dpaResponse.id
}
Catch {

handleError S$SError[0]

# Delete an annotation
if (SannotationId) {
SannotationURL = $baseURL + "databases/S$databaseId/annotations/S$annotationId"
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Try {
Write-Host "Deleting Annotation with id of $annotationID..."
SdpaResponseJSON = Invoke-RestMethod -Uri S$annotationURL -Method DELETE -Headers
SdpaHeader -TimeoutSec 60
Write-Host "Annotation with id of SannotationID deleted r ' n"
}
Catch {

handleError $SError[0]

# __________________________________________________________
# Registration Examples
# __________________________________________________________
# __________________________________________________________
# Register a SQL Server database instance for monitoring.
# __________________________________________________________
SregistrationURL = $baseURL + "databases/register-monitor"
Sbody = @{"databaseType" = "SQLSERVER";

"serverName" = "127.0.0.1";

"port" = "1433";

"sysAdminUser" = "sa";

"sysAdminPassword" = "Password";

"monitoringUser" = "dpa test m";

"monitoringUserPassword" = "Password";

"monitoringUserIsNew" = S$true;

"displayName" = "DPA SQL2K12"} | ConvertTo-Json
Try {

Write-Host "Registering Database..."

SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body $body -Method POST -
Headers S$dpaHeader -TimeoutSec 60

SdpaResponse = S$SdpaResponseJSON.data

SdpaResponse | Format-Table —-AutoSize

SnewDbId = $dpaResponse.databaseld
}
Catch {

handleError S$Error[0]

Write-Host "Waiting 60 seconds... r n"
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Start-Sleep -s 60

if (SnewDbId) {
SregistrationURL = $baseURL + "databases/unregister-monitor
Sbody = @{"databaseId" = S$newDbld;

"removeMonitoringUser" = S$Strue;
"removeDatabaseObjects" = Strue;

"sysAdminUser" = "sa";

"sysAdminPassword" = "Password"} | ConvertTo-Json

Try {

Write-Host "Unregistering Database..."

SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body S$body -Method POST

-Headers $dpaHeader -TimeoutSec 60
SdpaResponse = S$dpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize

}
Catch {

handleError SError[0]

SregistrationURL = $baseURL + "databases/register-monitor"

Sbody = @{"databaseType" = "ORACLE";
"serverName" = "127.0.0.1";
"serviceNameOrSID" = "DPA ORALIR1";
"port" = "1521";

"sysAdminUser" = "system";
"sysAdminPassword" = "Password";
"sysPassword" = "Password";
"monitoringUser" = "dpa test m";
"monitoringUserPassword" = "Password";
"monitoringUserIsNew" = Strue;
"monitoringUserTableSpace" = "USERS";
"monitoringUserTempTableSpace" = "TEMP";
"oracleEBusinessEnabled" = S$false;
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"displayName" = "DPA ORA11R1"} | ConvertTo-Json

Try {

Write-Host "Registering Database..."

SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body $body -Method POST -
Headers S$dpaHeader

SdpaResponse = S$SdpaResponseJSON.data

SdpaResponse | Format-Table —-AutoSize

SnewDbId = $dpaResponse.databaseld
}
Catch {

handleError $Error[0]

Write-Host "Waiting 60 seconds... r n"
Start-Sleep -s 60

if ($SnewDbId) {
SregistrationURL = $baseURL + "databases/unregister-monitor"
Sbody = @{"databaseId" = $newDbId;
"removeMonitoringUser" = S$true;
"removeDatabaseObjects" = Strue;
"sysAdminUser" = "system";
"sysAdminPassword" = "Password"} | ConvertTo-Json
Try {
Write-Host "Unregistering Database..."
SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body S$body -Method POST
-Headers S$dpaHeader -TimeoutSec 60
SdpaResponse = S$SdpaResponseJSON.data
SdpaResponse | Format-Table -AutoSize
}
Catch {
handleError $Error[0]
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SregistrationURL = $baseURL + "databases/register-monitor"

Sbody = @{"databaseType" = "MYSQL";
"serverName" = "127.0.0.1";
"port" = "3306";
"sysAdminUser" = "root";
"sysAdminPassword" = "Password";
"monitoringUser" = "dpa test m";
"monitoringUserPassword" = "Password";
"monitoringUserIsNew" = Strue;
"displayName" = "DPA MYSQL56"} | ConvertTo-Json
Try {

Write-Host "Registering Database..."

Headers S$dpaHeader -TimeoutSec 60
SdpaResponse = S$SdpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize
SnewDbId = S$dpaResponse.databaseld

}

Catch {

handleError S$SError[0]

Write-Host "Waiting 60 seconds... r ' n"
Start-Sleep -s 60

if ($newDbId) ({
SregistrationURL = S$baseURL + "databases/unregister-monitor"
Sbody = @{"databaseId" = $newDbId;
"removeMonitoringUser" = Strue;
"removeDatabaseObjects" = S$Strue;
"sysAdminUser" = "root";
"sysAdminPassword" = "Password"} | ConvertTo-Json
Try |

Write-Host "Unregistering Database..."

-Headers SdpaHeader -TimeoutSec 60
SdpaResponse = $dpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize

SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body

Sbody -Method POST -

SdpaResponseJSON = Invoke-RestMethod -Uri SregistrationURL -Body S$body -Method POST
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}
Catch {
handleError $Error[0]

# Create custom property

SpropertyName = "Location"

SpropertyDescription = "Location of the database server"

ScreatePropertyURL = SbaseURL + "databases/properties"

Sbody = @{"name" = S$propertyName; "description" = S$propertyDescription;} | ConvertTo-

Json

Try {
Write-Host "Creating custom property ..."
SdpaResponseJSON = Invoke-RestMethod -Uri ScreatePropertyURL -Body S$body -Method POST
-Headers S$dpaHeader -TimeoutSec 60
SdpaResponse = S$SdpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize
SpropertyId = S$dpaResponse.id
}
Catch {
handleError $Error[0]

#Create value of the custom property

SpropertyValue = "New York"
ScreateValueURL = S$baseURL + "databases/properties/" + S$SpropertyId + "/values"
Sbody = S$propertyValue | ConvertTo-Json

Try |

Write-Host "Creating custom property value L

SdpaResponseJSON = Invoke-RestMethod -Uri $createValueURL -Body S$body -Method POST -
Headers S$dpaHeader -TimeoutSec 60

SdpaResponse = $dpaResponseJSON.data

SdpaResponse | Format-Table —-AutoSize
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SpropertyValueId = $dpaResponse.id
}
Catch {

handleError S$SError[0]

#Assign property value to DB

SassignPropertyValueURL = $SbaseURL + "databases/" + S$databaseId + "/properties/" +
SpropertyId + "/values/" + SpropertyValueld;

Try |
Write-Host "Assigning custom property value L
SdpaResponseJSON = Invoke-RestMethod -Uri S$assignPropertyValueURL -Method POST -
Headers S$dpaHeader -TimeoutSec 60
SdpaResponse = $dpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize
Write-Host "Custom property value assigned to the DB with ID: S$databaseId r n"
}
Catch {

handleError S$SError[0]

#Get all information about properties (including DB assignment)

SgetPropertiesURL = S$baseURL + "databases/properties?require=assignment"

Try {
Write-Host "Getting custom property information L
SdpaResponseJSON = Invoke-RestMethod -Uri S$SgetPropertiesURL -Method GET -Headers
SdpaHeader -TimeoutSec 60
SdpaResponse = $dpaResponseJSON.data
SdpaResponse | Format-Table —-AutoSize
}
Catch {

handleError S$SError[0]

#Delete custom property

SdeletePropertyURL = S$baseURL + "databases/properties/" + S$SpropertyId
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Try {
Write-Host "Deleting custom property ..."
SdpaResponseJSON = Invoke-RestMethod -Uri $deletePropertyURL -Method DELETE -Headers
SdpaHeader -TimeoutSec 60
Write-Host "Custom property with id of S$propertyID deleted r ' n"
}
Catch {

handleError S$Error[0]

# End of script
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View and manage trusted certificates

You can view and manage the following types of trusted certificates in DPA:

« Certificates in the DPA trust store

DPA can use certificates in the DPA trust store to connect to any database instance or LDAP
server. These certificates are used only by DPA.

You can view, import, and delete certificates in the DPA trust store.

« Certificates in the Java trust store

DPA can use certificates in the Java trust store to connect to any database instance or LDAP
server. These certificates are not managed through DPA. You can use DPA to view the alias and

expiration date of these certificates.

(i) The cacerts file that contains these certificates is included in the JDK installed with
DPA. The cacerts file is replaced each time DPA is upgraded, and any changes to this
file are overwritten.

« DB certificates

A DB certificate is associated with a specific PostgreSQL or EDB Postgres database instance,
and DPA uses it to connect to that instance. They are not shared with database instances that
they haven't been assigned to, and they are not used by other services such as LDAP. DB
certificates are used only by DPA.

You can use DPA to view, import, and remove DB certificates.

Manage trusted certificates in the DPA trust store

DPA can use certificates in the DPA trust store to connect to any database instance or LDAP server.
These certificates are used only by DPA. You can use DPA to view, import, and delete these
certificates.

The DPA trust store is located, by default, inthe <pPA install dir>\iwc\tomcat\ignite
config\security directory.

View information about certificates in the DPA trust store

1. Onthe DPA menu, click Options.

2. Under Administration > Configuration, click Trusted Certificate Management.

page 339



ADMINISTRATOR GUIDE: DATABASE PERFORMANCE ANALYZER solarwinds

The Trusted Certificate Management page opens. The DPA Trust Store tab lists the alias and
expiration data of each certificate in the DPA trust store. You can:

« Sort by alias or expiration date. Click the down arrow to select the attribute you want to
sort by. Click the sort button to reverse the sort order.

O ~ 4 Alias | w

Alias

Vali%ntil

« Enter a string in the search field to search for a certificate by alias name. The list is
filtered to show only certificates whose name includes the search string.

D d_wv

O v 4 aes v dpa ® Q
|:| dpa_trusted_cert_1 Walid until: 1 Mar 2030
1 1-10f1 25 ~

Import a certificate into the DPA trust store

You can import a file that contains a single certificate, or you can import an entire keystore.
1. Open the DPA Trust Store tab.
2. Click Import certificate(s).

The Import certificate file dialog box opens.
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Import certificate file
Certificate file
Browse Mo file selected yet
File types: PEM, CRT, CA-BUMDLE, DER, CER, PEX, P12, |K5, JCEKS.
laximum size: 1 MB
Certificate alias (optional)
Enter an alias to iden a PEM/DER ce ate in the keystore. If bla
the subject is used.
Keystore password (cptional)
The password is used for PKCS#12 key store to read the content

3. Click Browse and select the certificate file.

4. If you are importing a PKCS#12 file, enter the keystore password.

e
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If you are importing a PEM or DER file, enter a unique alias to identify this certificate.

(i) If you do not enter an alias, the subject from the certificate is used. If the alias is not
unique within the DPA trust store, DPA appends a number to make it unique.
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Import certificate file

Certificate file

cert_moyd2-Ilt.cert

aximum size viD

Certificate alias (optional)

My Certificate Alias

Keystore password (cptional)

Terrer am 3lize mm idemrife 2 PEMITIED Farsificrare im the e
Enter an alias to identify a PEM/DER certificate [ne Ke

types: PEM, CRT, CA-BUMDLE, DER, CER, PFX, P12, |K5, JCEES.

)
ﬁ |i ]
store. If blank

5. Click Import.

e
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DPA displays the import status. To display the status of each certificate, click Show complete

results.

Delete a certificate from the DPA trust store

You can remove certificates that are expired or no longer needed.

1. Open the DPA Trust Store tab.

2. Select one or more certificates to delete.
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DPA TRUST STORE JAVA TRUST STORE DE CERTIFICATES

Certificates in the DPA trust store are used only by DPA. DPA can uset

il Delete

m -~ Jo Alias | v

dpa_trusted_cert_1

3. Click Delete, and then click Delete in the confirmation dialog box.

The certificate is removed from the DPA trust store.

View trusted certificates in the Java trust store

Certificates in the Java trust store can be used by any Java application. DPA can use these
certificates to connect to any database instance or LDAP server.

These certificates are located (by default) at <ppPA install
dir>\iwc\jre\lib\security\cacerts, and they are not managed through DPA. You can use DPA
to view the names and expiration dates of these certificates.

1. On the DPA menu, click Options.

2. Under Administration > Configuration, click Trusted Certificate Management.
The Trusted Certificate Management page opens.

3. Click Java Trust Store.

The Java Trust Store tab lists the alias and expiration date of each certificate in the Java trust
store. You can:

« Sort by alias or expiration date. Click the down arrow to select the attribute you want to
sort by. Click the sort button to reverse the sort order.

T alias | w

Alias

Validwtil

ationrootca [jok]
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« Enter a string in the search field to search for a certificate by alias name. The list is
filtered to show only certificates whose name includes the search string.

T alias |~ secglobal ® Q
ttelesecglobalrootclass2ca [jdk] Walid untl: 1 Oct 2033
ttelesecglobalrootclass3ca [jdk] Walid untl: 1 Oct 2033

1 1-20f2 25 w~

Manage DB certificates

A DB certificate is associated with a specific PostgreSQL or EDB Postgres database instance, and
DPA can use it to connect to that instance. DB certificates are used only by DPA, and they are stored
in the DPA repository database.

You can use DPA to view information about DB certificates, import a DB certificate and associate it
with a database instance, or remove a DB certificate.

View information about DB certificates
1. Onthe DPA menu, click Options.
2. Under Administration > Configuration, click Trusted Certificate Management.
The Trusted Certificate Management page opens.
3. Click DB Certificates.

The DB Certificates tab lists all PostgreSQL or EDB Postgres database instances monitored by
DPA. Instances that are associated with a DB certificate have a certificate icon next to the
name, and information about the certificate is displayed.

O £ pearosTio7vies © . . >
- PostgreSQL instance with an .
Subject CN=moyd2-lt Issued by:. CN=moyd2-It - ) Valid until; 1 Mar 2030
) ! ) ! associated DB certificate

O =3 obpa_pGiis
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4. You can:

« Sort by database instance name, subject, issuer, or expiration date. Click the down arrow
to select the attribute you want to sort by. Click the sort button to reverse the sort order.

O ~ T Database Mame | w

Database Name

_i-'.;

Tl

O

N

Subject

LA

0 L Issued By
Valid Until

[0 E3 PUSIGREALPHAMUNITORING

« Enter a string in the search field to find database names, subjects, or certificates that
include the string. The list is filtered to show only database instances that meet the

search criteria.

D w + Database Name -

D £9 POSTGREALPHAMONITOR NG.CTYCSPFBIE|B.US-EAST-1.RDS.AMAZONAWS.COM: 5432

D St POSTGRESGL-115-RDS5.CTYCSPFBIE)B.US-EAST-1.RDS.AMAZONAWS. COM:5430

« Click the arrow on the right to view certificate details.

LI
m
aT)
ol

Certificate details

>

Valid until: 1 Mar 2030 @

The Certificate Details panel opens. Click a link at the bottom to view or copy the
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certificate text.

CERTIFICATE DETAILS ()
Subject
CH=moyd2-It

[zzuer
CM=moyd2-It
Serial
8az2f28c40b182b4b
valid from

3 Mar 2020

Valid unti

1 Mar 2030

Signature algorithm
SHATwIthRSA

Sha1 fingerprint
52:b0:ca:b3:02:67:50:83:24:f:0d:de:d7:60:22:65:33:01:16:08
Certificate text

Show text | Copy text

Import a DB certificate and associate it with a PostgreSQL database
Instance

When you import a certificate through the DB Certificates tab, the certificate is stored in the DPA
repository database. It is associated with one or more PostgreSQL database instances during the
import process, and DPA uses it to connect to those instances.

1. Open the DB Certificates tab.
2. Select the database instances you want to associate with a certificate.

The Set certificate and Remove certificate buttons are displayed.
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(¥) set certificate  [iif Remove certificate

m -~ T Database Mame |

(0 £ ppaposTio7vie.y ©
ubject CN=moyd2-it Issued by: CN=moyd2-It

Tl

LA

£3 DPA_PG115

E’? POSTGREALPHAMONITORING.CTYCSPFBIEIB.US-EAST-1. RD5.AMAZONAWS.COM: 5432

3. Click Set certificate.

The Import certificate file dialog box opens.

Import certificate file

Certificate file

4. Click Browse and select the certificate file.

Import certificate file ()
Certificate file
cert_mayd2-It.cert P2

5. Click Import.

The certificate is imported and associated with the selected database instances.
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Remove a DB certificate

You can disassociate a DB certificate from a database instance and remove it from the DPA
repository database. For example, you can remove a certificate when it expires.

1. Open the DB Certificates tab.

2. Select the database instances that are associated with certificates you want to remove.

The Set certificate and Remove certificate buttons are displayed.

(¥) set certificate  [iif Remove certificate
m ~ T Database Mame | w

£3 DPAPOST107V10.7 ©

Subject CH=maoyd2-it [ssued by CH=moyd2-It

Subject: CN=moydZ-it Issued by: CN=moyd2-It

O
£39 Dpa_PG115 @

E? POSTGREALPHAMONITORING.CTYCSPFBIEIB.US-EAST-1.RDS.AMAZOMNAWS.COM: 5432 @
Subject: CN=moydZ-it Issued by CN=moyd2-It

3. Click Remove certificate, and then click Remove on the confirmation dialog box.

The selected database instances no longer have certificates associated with them, and the
certificates are removed from the DPA repository database.
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DPA administrative tasks

See the following topics for information about administrative tasks in DPA:

Stop and start DPA

Set advanced DPA options

Enable SNMP monitoring in SCOM

Configure password protection for DPA features that allow custom SQL

Stop and start DPA

Stop and start DPA on a Windows server
« To stop DPA, run the following script file from the DPA directory:
shutdown.bat
For example, using the default DPA directory:
C:\Program Files\SolarWinds\DPA\shutdown.bat

« Torestart DPA, run the following script file from the DPA directory:
startup.bat
For example, using the default DPA directory:

C:\Program Files\SolarWinds\DPA\startup.bat

Alternatively, use the Windows Control Panel to stop the Ignite PI Server service. To restart DPA, start
the service again.

Stop and start DPA on a Linux server
« To stop DPA, run the following command from the DPA directory:
shutdown.sh
For example, using the default DPA directory:
/home/solarwinds/dpa V v/shutdown.sh

o Torestart DPA, run the following command from the DPA directory:

startup.sh
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For example, using the default DPA directory:

/home/solarwinds/dpa V v/startup.sh

Set advanced DPA configuration options

You can use advanced options to change DPA's default behavior. For example, you can:

« Change the default expiration times for access and refresh tokens.
« Change the Warning and Critical thresholds for anomaly detection.
« Change the days included in baseline calculations.

In most cases, you will change these options when instructed to do so by SolarWinds Support or
based on information from another topic of this administration guide (such as the linked topics
above).

1. Onthe DPA menu, click Options.
2. Under Administration > Configuration, click Advanced Options.

The System Options tab lists options that apply to all database instances. The list includes a
description of each option.

3. If you are setting an option that applies to a single database instance, click DB Instance
Options and select the database instance.

4. Click the name of an option to open the Edit Option dialog.

5. To change an option value, enter the New Value and click Update.

Enable SNMP Monitoring in SCOM

You can set up DPA to use SNMP to monitor System Center Operations Manager (SCOM).
1. On the DPA menu, click Options.

Under Administration > Users & Contacts, click Contact Management.

Click Create SNMP Contact.

Enter the SCOM host IP address and port in the Trap Receiver fields. The default port is 162.

o & 0N

Enter the community string that was set up on the SNMP Service on the SCOM host.
(i) This string is case sensitive.

6. On the DPA server, make sure the SNMP service is running and the community string set
matches the string you entered in the SNMP Contact window.
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Configure password protection for DPA features that allow
custom SQL

To prevent unauthorized users from entering malicious SQL, you can configure password protection
for DPA features that allow users to enter custom SQL. These features include:

o Custom metrics

o Custom alerts

« The database query tool

« The Update DB Instance Connection Wizard

Enable password protection

When password protection is enabled, users are prompted for the specified password when they test
or save a custom metric or custom alert, and when they open the database query tool or the Updated
DB Instance Connection Wizard.

1. Openthe sglauth.xml filein a text editor. This file is located in the following directory:
<DPA-install-dir>\iwc\tomcat\ignite config\iwc\security
The default location is:
C:\Program Files\SolarWinds\DPA\iwc\tomcat\ignite config\iwc\security

2. Enter the password as the value of the <entry key="sgl.authentication.password">
setting. The password must contain:

« At least 7 characters
« At least 1 numeric character

For example:
<entry key="sgl.authentication.password">MyPasswordl</entry>

If the password includes special characters (for example, &), enclose the password with CDATA
as follows:

<entry key="sqgl.authentication.password"><! [CDATA [My&Passwordl]]></entry>
3. Savethefile.

Changes take effect immediately. The password in the sqlauth.xml file is encrypted the first
time DPA prompts a user to enter it.
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Disable password protection

Password protection is disabled by default. If you enable it and then wish to disable it again,
complete the following steps.

1. Open the sqlauth.xml file in a text editor. This file is located in the following directory:
<DPA-install-dir>\iwc\tomcat\ignite config\iwc\security
The default location is:
C:\Program Files\SolarWinds\DPA\iwc\tomcat\ignite config\iwc\security

2. Remove the value of the <entry key="sgl.authentication.password"> setting. For
example:

<entry key="sqgl.authentication.password"></entry>

3. Savethefile.

Changes take effect immediately.
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