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Key Points

€ Rapid globalization of science and
technology (S&T) capacity presents
a serious and long-term risk to the
military and economic security of
the United States.

€ To maintain U.S. preeminence, our
domestic science and technology
enterprise requires a new para-
digm to make it more agile, syn-
chronized, and globally engaged.

€ U.S. technological competitiveness
depends not only on research but
also on legal, economic, regula-
tory, ethical, moral, and social
frameworks, and therefore re-
quires the vision and cooperation
of our political, corporate, and civil
society leadership.

€ Re-organizing our domestic S&T
enterprise will be a complex task,
but recommendations presented in
this paper could be first steps on
the path to maintaining our future
technological security.
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merican leadership in science, technology, and innovation (ST&I) has

been the foundation of U.S. national security for decades. Advanced

technology, along with America’s ability to operationalize it into
transformational capabilities, has long given us a military advantage. This ad-
vantage has provided superiority on the battlefield and for our broader national
security apparatus. Today, however, our technological superiority is increasingly
being challenged by near-peer and asymmetric competitors. Globalization of
science and technology, emerging and unpredictable threats (both manmade and
natural), conventional and emerging weapons of mass destruction, and an inver-
sion of technology flow from the private to public sectors all present challenges
to our national security.

To meet these challenges, the United States must develop a clear, synchro-
nized, and actionable national strategy that drives advances in science, technol-
ogy, and innovation in all domains (land, sea, air, space, cyber) to assure our
economic and national security. While maintaining military technology over-
match remains a key national security objective, promoting technology develop-
ment by the private sector at home and around the world and then harnessing
that development in ingenious ways will be increasingly important for economic
prosperity as well as for national security. The recently released National Security
Strategy of the United States also points to research, technology, invention, and
innovation as key elements of our national power.' The Trump administration
has a historic opportunity now to re-invent the U.S. Government’s relationship
with the private sector and the international community to retain our country’s

technological dominance throughout the 21 century.
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Our national security ST&I enterprise must be able
to meet rapidly evolving threats, establish and maintain
strategic partnerships, employ swiftly changing technol-
ogies, cope with diminishing resources, and benefit from
accelerating globalization. The U.S. national security
ST&I enterprise derives its strength from Federal agen-
cies in collaboration with academia, industry, and global
partners. If we are to continue to maintain technological
preeminence and ensure our national security, we must
evolve and adapt to meet these emerging threats and
challenges. The United States must think strategically,
and in fact geostrategically,” to manage and enhance its

national ST&I resources.

globalization of science and
technology, emerging and
unpredictable threats, conventional
and emerging weapons of mass
destruction, and an inversion of
technology flow from the private to
public sectors all present challenges
to our national security

America is at a critical crossroads. New generations
of advanced technologies are on the verge of dramati-
cally changing global society.> Many other nations are
now investing heavily in research and commercialization
capabilities to create or exploit these new advances. At
the same time, the United States has often been de-in-
vesting in many technology areas over the last decade or
more and is on a path to losing its global competitive ad-
vantage. This will have dire consequences for the future
of our economy, military, and society at large. However,
with a firm recommitment to enhanced and strategic
investments in science (research), technology (commer-
cialization), and innovation (cultural change), the United
States can retain international leadership for decades to

come.
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The Global Technology Revolution

For decades, advanced ST&I activities were mostly
conducted by a handful of wealthy nations. Today, how-
ever, there is a radical change happening in Aow and
where science and technology development are being
conducted. The commercialization and globalization of
the internet, which has led to tremendous innovation
in social interaction and commerce over the last two
decades,* is also now creating a global scientific enterprise.
Scientists the world over can easily collaborate and share
data and analytic tools. Technology communities from
different disciplines are cross-fertilizing to create new
disciplines (for example, nano-robotics). Multinational
research companies move ideas, people, and resources
across national boundaries with ease to maximize effi-
ciency. A growing community of “do-it-yourself” scien-
tists who can conduct fundamental research in their own
homes are appearing worldwide. And most importantly,
a growing number of countries are investing heavily in
science, technology, and commercialization activities as a
path to high-value economic growth and increased mili-
tary capabilities.

'The result of these trends is that the rate of innova-
tion today in science, technology, and high-tech product
development is unprecedented in history and continues
to accelerate.” New generations of highly advanced tech-
nologies are already being deployed throughout global
society and they will dramatically alter our way of life,
as well as our economic systems and military capabili-
ties. Nations, corporations, universities, and tech-based
consortia are pushing hard to develop and deploy these
advanced technologies since the financial and economic
returns are potentially enormous. Some of the revolu-
tionary technologies that will appear within the next

decade include:

¢ A continued buildout of information and com-
munication technology infrastructure (WikFi, satellites,
mobile devices) will provide cheap or free internet ac-

cess to virtually everyone around the globe. A June 2017
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report by the U.S. Army War College has warned of the

“coming age of unbridled hyper-connectivity.”

¢ Human-machine interfaces where mobile devices
will be replaced first by wearables, then embeddables,
and eventually devices directly interfaced to the brain,

raising serious new privacy and security issues.”

¢ Using synthetic biology and gene editing, scien-
tists will be able to create entirely new life forms that can
perform a variety of radically novel tasks but at the same

time, pose unknown risks.®

¢ Artificial intelligence and advanced robotic devices
will become highly functional and cheap, and personal
robots and autonomous infrastructure (such as driverless
cars) will be common but may create dangerous new cy-

bersecurity vulnerabilities.’”

¢ Production and distribution facilities will become
largely autonomous and seamlessly interfaced globally
(that is, the Industrial Internet of Things), creating a
mega-infrastructure for industry potentially not con-
trolled by any one nation, which could displace millions

of workers worldwide.'

¢ Commercial nanotechnology companies will cre-
ate completely new kinds of materials and products
that will make obsolete many existing product lines, for
example, smart materials that automatically heat, cool,
change optical properties, or never wear out, as well as
nano-machines. These creations, however, may raise seri-

ous environmental and military risks."

¢ Facilitated by nanotechnology and synthetic biol-
ogy, new generations of renewable energy technologies
will be deployed, for example, highly efficient solar cells
or energy harvesting technologies, which may disrupt

the current global economics of energy.

¢ Enabled by cheap launch capabilities (for example,
by SpaceX), commercial space companies may by 2020
begin mining asteroids and the moon and fabricating

products in space, but widely available space access may
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also facilitate wholly new mechanisms for malicious ac-

tions by rogue states or terrorists.'?

Many, if not most, of these disruptive technologies
are the direct result of decades of research investment by
the U.S. Government and private sector. However, be-
cause of a variety of factors, the next generation of new
technologies may likely be commercialized and produced
outside of the United States, which will create a strategic

and long-term threat to our nation’s well-being.

America’s Strategic Technology
Challenges

'The United States has become a great power in part
because it has historically fostered creativity, entrepre-
neurship, and innovation. After World War II, because
of the vision of President Roosevelt’s science advisor
Vannevar Bush, the United States created the first S&T
enterprise, a formal collaboration between the Federal
Government, corporations, and academia. Funding in-
vestments in this enterprise are widely credited with cre-
ating over half our growth in GDP since World War II
and have enabled one of the most powerful militaries in
the world. Yet today, the dominance of our S&T enter-
prise is on the verge of being overshadowed by interna-
tional competition. This is due to multiple factors both
domestic and foreign.

Many countries are now dramatically increasing
their investments in science, technology, and commer-
cialization, particularly in Asia, and including many
nontraditional players such as Vietnam and Singapore.
A May 2016 report by the National Science and Tech-
nology Council pointed out the “dramatically increased
capacity for science and technology around the world.”"?
At the same time, U.S. government funding (in constant
dollars) has remained roughly flat over the last couple of
decades and has even gone down since 2013. Moreover,
the fraction of U.S. investments in the global S&T en-
terprise has dropped from about 39 percent in the late
1990s to about 31 percent by 2015.'* The trend therefore
is that the U.S. S&T enterprise will be a progressively
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smaller part of the global S&T enterprise, and the Unit-
ed States will produce a progressively smaller fraction of
scientific breakthroughs and high-tech products in the
future. This portends a future in which the United States
will be driven into economic decline, and our military
strength will be compromised because we no longer have
the technology dominance we have depended on since
the 1940s (see figure).

In addition to funding, many common practices by
foreign powers are undercutting the U.S. technology base.
'This includes strategic and coordinated cyber-theft of in-
tellectual property, unfair or asymmetric access to tech-

nology markets and trade, aggressive foreign acquisition
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of small U.S. tech companies, poaching of intellectual tal-
ent, lax or non-existent foreign environmental and health
regulations, and corporate espionage, among others. The
U.S. Government has often turned a blind eye to many
of these issues over the years, and this has compromised
our leadership in several critical technology areas (for ex-
ample, aecrodynamic and hydrodynamic design).'?
Within the United States, we have been witness-
ing the slow degradation of the competitiveness of our
own domestic S&T' enterprise. Decreased or inconsis-
tent funding of S&T programs or target disciplines is a
key factor and, more broadly, the lack of clear national

strategic technology plans, as well as political support for
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research investments and commercialization frameworks.
Other factors affecting the health of our national S&T
enterprise include burdensome regulation of tech compa-
nies, regulatory uncertainty in emerging technology areas,
inconsistent research tax incentives, the complex Federal
contracting and acquisition process, poor public-private
sector cooperation in many areas, and the technological lit-
eracy of our workforce. All these factors affect or degrade
the efficiency and profitability of our S&T enterprise and
make us progressively less competitive in the globalizing
technology landscape.

From a grand strategic perspective, one might ob-
serve that in the decades to come, in a world dominated
by pervasive advanced technologies, the countries that
are most able to create, acquire, and utilize these disrup-
tive technologies will lead the world. This fechnological
capacity will be one of, if not zhe, most important global

resources.'® Technological capacity will become the new oil.

Organizing for Future U.S.
Technological Leadership

Our future well-being and security as a nation de-
pends on us maintaining technological preeminence
throughout the coming decades. Our national political
leadership, working in concert with U.S. corporate lead-
ers and academia, have a historic opportunity to change
our national trajectory to ensure this future. This will
require more than the occasional Federal technology
initiative, political photo op, or unfunded mandates that
have characterized many U.S. ST&I commitments over
the last decade. It will require a re-thinking of the frame-
work for our national ST&I enterprise and developing
a new paradigm for public-private coordination with a
commitment to shared goals. Fortunately, the issue of
maintaining U.S. technological leadership has been in-
creasingly debated in public policy circles, and there is
growing political support to act now."’

From a grand strategic perspective, a new com-
petitive ST&I paradigm should be based on enhancing
the speed and eflicacy of our national decision cycles,

improving our Whole-of-Government planning and
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investments, fostering Whole-of-Society partnerships
by reducing barriers to public-private cooperation, and
creating international strategies to succeed in a multi-
actor, hypercompetitive globalized society. In short, the
United States can prevail in this future environment
by making better decisions faster and building an ST&I
enterprise that is more agile, synchronized, and globally
engaged.

Implementing such a national strategic re-organi-

zation for ST&I will be a complex task and require time

this technological capacity will be
one of, if not the, most important
global resources—technological

capacity will become the new oil

and careful planning. However, many key steps could be
taken now to begin this process. Some of these key rec-

ommendations are discussed below.

Strategic Technology Decision
Support for Leadership

The President should consider creating, by Execu-
tive Order, an overarching National Security Technology
Initiative (NSTT), which will define the goals, authori-
ties, and government elements responsible for re-orga-
nizing the U.S. ST&I enterprise. To help facilitate the
NSTI, he should also convene a public-private National
Security Strategic Innovation Council to study, plan for,
and help oversee innovative reforms to our ST&I enter-
prise. It should include senior Federal agency staff, C-
level corporate leaders, experts from academia and think
tanks, and perhaps a White House lead.'®

The President should also consider incorporating
strategic technology issues into the responsibilities of the
National Security Council, either through a dedicated
staff member or as part of the Strategic Planning desk.
The President should also make full use of the President’s
Science Advisor and his staff to help fully implement
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these strategic initiatives and to coordinate across gov-

ernment agencies and with the private sector.

Whole-of-Government Initiatives

Proposed Federal initiatives should require that Sci-
ence and Technology Strategic Plans be created by each
agency—and for the government as a whole—which are
timely, realistic, actionable, and regularly updated. Top-
level funding should be increased for ST&I programs
across the government, and, in particular, focused cross-
agency technology initiatives should be created in tech-

nology areas that are critical and rapidly evolving (for

the government should
institutionalize the use of foresight
and futures-enabled strategic
planning across Federal agencies
because these capabilities will be
increasingly critical in creating
informed decisions and plans
in a global environment whose
transformation will continue to
accelerate

example, autonomous infrastructure). Recent Govern-
ment Accountability Office recommendations on man-
aging emerging technologies should be reviewed," and
an oversight council should be established to analyze
government ST&I spending aimed at reducing stove-
piping, duplication of effort, and obsolete programs as
well as to re-direct valuable resources to make the ST&I
enterprise more efficient. Additionally, mechanisms and
incentives should be created to foster and reward in-
novation by Federal ST&I personnel, speed acquisition
actions, and make it easier for private sector individu-
als to spend time in or collaborate with government of-
fices. Finally, the government should institutionalize the

use of foresight and futures-enabled strategic planning
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across Federal agencies because these capabilities will be
increasingly critical in creating informed decisions and
plans in a global environment whose transformation will

continue to accelerate.?’

Whole-of-Society Initiatives

A key goal of these initiatives should be to reduce
the complexity of the Federal Government in partner-
ing with the private sector. Government contracting
regulations should be streamlined so they are simpler,
more flexible, and reduce burdensome regulation of
technology businesses and new technology products,
especially for small research companies. Another goal
should be to expand the use of public-private partner-
ships (PPPs) among the Federal Government, state and
local governments, companies, universities, and non-
governmental organizations, particularly for regional
tech-based economic development initiatives and tar-
geted technology areas (for example, autonomous ve-
hicles or commercial space).

Federal programs and PPPs to promote entrepre-
neurship and startup creation should also be expand-
ed, for example for Government Strategic Investment
initiatives” or other mechanisms such as those pro-
posed in the Startup Act introduced in the U.S. Congress
in September of 2017. Another key initiative should be
to expand Federal support and partnerships for Science,
Technology, Engineering, and Math education, as well
as workforce training and lifelong learning—including
programs with national security relevance—to enhance

the technical literacy of the U.S. workforce.

International Engagement

On the international front, an important action
would be to enhance and integrate various government
functions for technological intelligence, foster the field of
geo-innovation,” and provide accurate and comprehen-
sive analysis of global technology developments for na-
tional leadership. The Federal Government should also
help to aggressively engage with International Technol-

ogy Standards Organizations to help influence emerging
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technology markets and improve U.S. long-term compet-
itiveness. Science diplomacy should be enhanced as a tool
for U.S. soft power and international security cooperation
and to address unfair trade and asymmetric market access
for U.S. technology products. * Finally, better frameworks
and programs should be developed for the U.S. Govern-
ment and companies to help harvest intellectual property,
resources, and talent from the global S&T enterprise,
including sensitive technologies, and to incentivize U.S.

ST&I resources to remain in the United States.

Conclusions

'The science and technology enterprise of the United
States is still the best and most productive in the world.
It also has the greatest capacity to create rapid economic
growth and unparalleled military capability. Yet its global
competitiveness is increasingly hampered by inefficien-
cies, vulnerabilities, and the lack of a clear, synchronized,
and actionable national strategy that leads in all domains
to assure our economic, homeland, and national security.
Our competitive advantage may therefore rapidly evapo-
rate in the face of burgeoning international competition.
Our once near-unilateral dominance in ST&I may soon
be replaced by an era of contested equality.**

What is often not appreciated outside of the ST&I
community is that development and commercialization
of advanced technologies involves far more than funding.
A vigorous ST&I enterprise involves a complex ecology
of factors including legal, economic, regulatory, ethical,
moral, and social frameworks. The legacy U.S. ST&I en-
terprise, combined with a burdensome Federal acquisi-
tion process, has increasingly evolved gaps, redundancies,
inefficiencies, and many “valleys of death,” which make
it less efficient than many countries and nonstate actors
with newer, smaller, or more monolithic ST&I systems.
In this regard, we will need the vision and cooperation
of our political, corporate, and civil society leadership to
create new organizational models and mechanisms to re-
invigorate our national ST&I enterprise. These actions
will become even more important in a time of diminish-

ing resources.
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In addition to these factors, the U.S. national secu-
rity community faces even more profound challenges. The
global deployment in civil society of new generations of
advanced technologies, many of which can be dual use,
will mean pervasive fechnological surprise and the appear-
ance of new vectors for malicious action, such as com-
mercial drones, the Internet of Things, and even misin-
formation and “fake news.” The Trump administration,
however, has a historic opportunity now to change our
national trajectory by re-inventing the relationship be-
tween the Federal Government, the private sector, and
international entities. In this regard, and because of its
enormous resources, expertise, and its critical require-
ments, the Department of Defense and other national
and homeland security agencies can potentially take the
lead in developing a new paradigm to maintain our ST&I
preeminence. In that way, the United States can maintain

its technological security for the coming decades.
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