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About Me

 13 years in Corp America in Finance / Tech / Software 
Implementation

 Started Small Photo / Video Production Company in 2008

 Added Website Design in 2010 / Off Security 2014

 Certified Ethical Hacker (CEH) 2018
 Pursuing Certified Information Systems Security Professional (CISSP)

 Was 80/20 video/web

 Now 80/20 web/video

       

      





What is Hacking?



What is Hacking?

It’s Not Necessarily a Bad Thing





Educate Your Clients On Security From Their Fingertips to the Server
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Backups?.

No Shared Servers

Use SFTP/SSH

Avoid Public Wifi

Use HTTPS
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Research Your Software! 
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Simple Fix : 

● Lock IT Down



Pipeline



Meet Mary
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Simple Fix : Make Site SSL  = HTTPS!

Force SSL (when possible) -

Just add the following options to your wp-config.php

file:

define(‘FORCE_SSL_LOGIN’, true);

define(‘FORCE_SSL_ADMIN’, true);



Simple Fix : Make Site SSL  = HTTPS!

● Use a VPN



Social Engineering

Phishing Emails

Email - Click on the wrong 

attachment and it’s game over

Phone Calls
Tricked into giving away info, going to 

a site, taking some action / IRS  & 

Tech Support Scams

In Person

Hacker pretends to be someone 

he is not

Other
USB / Freeware offers / Free 

Games /  

* Hacking the People – Not the Tech



Your Laptop / Desktop



Gullible Gary





What we can do next…..

● Watch them through web cam (even turn the light off)

● Listen to conversations through microphone

● Record Keystrokes

● Watch their screen real time

● Upload files /scripts / anything

● View their file system / Download Everything

● Send them a pop up message on their screen (Demand    Ransom)

● Reverse mouse buttons

● Turn screen off

● Turn screen upside down

● Anything else you can imagine
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Want A Free Scan?

CyberSafetyGuy.com
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