REPORT ON THE PROPOSAL FOR A REGULATION OF THE, EUROPEAN PARLIAMENT
AND OF THE COUNCIL ON PREVENTING THE DISSEMINATION OF TERRORIST CONTENT
ONLINE

(2018/0331(COD) - COM(2018)0640 -LIBE/8/1 4582)

SECTION I
GENERAL PROVISIONS

Compromise 1

Covers: AMs CULT 1, 14 (Rapp), 15 (Rapp), 16 (Rapp), 254 (Schaake), 255
(Weidenholzer), 25¢ (Gomes), 261 (Schaake), 262 (Weidenholzer), 263
(Dalton), 264 (Gomes), 265 (Joly), 266 (Schaake), 267 (Ernst), 271 (Hedh),
272 (Pagazaurtundda), 273 (Wikstrém), 274 (Corazza), 276
(Weidenholzer), 277 (Schaake), 278 (Ernst), 279 (Sippel), 280 (Sippel), 281
(Corazza), 282 (Joly), 283 (Weidenholzer), 306 (Ernst), IMCO 38, 39, 42,
43, CULT 25, 26, 28, 29,

AM:s falling: AMs 37, 257 (Ernst), 258 (Joly), 259 (Sippel), 260 (Ernst), 268 (Schaake),
269 (Weidenholzer), 270 (Zijlstra), 275 (Joly), 284 (Sippel), IMCO 40, 41,
CULT27

Title

Report on the proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL on tackling preventing the dissemination of terrorist content online

Article 1
Subject matter and scope

1. This Regulation lays down targeted uaiform (254) rules to tackle prevent (254, 255)
the misuse of hosting services for the Public (256) dissemination of terrorist content
online. It lays down in particular:

(@) rules on reasonable and Proportionate (261) duties of care to be applied by

necessary, its swift removal;

(b)  a set of measures to be put in place by Member States to identify terrorist
content, to enable its swift removal by hosting service providers in
accordance with Union law providing suitable safeguards for freedom of
expression and the freedom to receive and impart information and ideas in

and where appropriate relevant Union bodies,
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2. This Regulation shall apply to hosting service providers offering services in the Union
to the public (CULT 29), irrespective of their place of main establishment.

2a. This Regulation shall not apply to content which is disseminated for educational,
artistic, journalistic or research purposes, or for awareness raising purposes against
terrorist activity, nor to content which represents an expression of polemic or
controversial views in the course of public debate. (272, 275, 276, 277, 306)

2b. This Regulation shall not have the effect of modifying the obligation to respect the
rights, freedoms and principles as referred to in Article 6 of the Treaty on the
European Union, and shall apply without prejudice to fundamental principles in
Union and national law relating to freedom of speech, freedom of the press and the
freedom and pluralism of the media. (273, 274, 280)

2c. This Regulation is without prejudice to Directive 2000/31/EC. (278, 279, 282, 283)

Corresponding recitals to Article 1 (recitals 1 to 7):

Covers: AMs 39 (Joly), 44 (Chinnici), IMCO1,CULT 2

AM:s falling: AMs 40 (Bay), 41 (Sippel), 42 (Weidenholzer), 43 (Ernst), 45 (Boni), 46
(Pagazaurtundia), 47 (Benova)

(1)  This Regulation aims at ensuring the smooth functioning of the digital single market in
an open and democratic society, by fackling preventing (39) the misuse of hosting
services for terrorist purposes and contributing to public security in Enuropean societies
(44). The functioning of the digital single market should be improved by reinforcing
legal certainty for hosting service providers, reinforcing users' trust in the online
environment, and by strengthening safeguards to the freedom of expression, the
freedom to receive and impart information and ideas in an open and democratic
society and the freedom and pluralism of the media. (39)

Covers: CULT 4
AMs falling: AMs 50 (Chinnici), 51 (Grapini), 52 (Weidenholzer), 53 (Ernst), IMCO 3

(2) Hosting service providers active on the internet play an essential role in the digital
economy by connecting business and citizens, providing learning opportunilies (&1)]
and by facilitating public debate and the distribution and receipt of information, opinions

and ideas, contributing significantly to innovation, economic growth and job creation in
the Union. However, their services are in certain cases abused by third parties to carry
out illegal activities online. Of particular concern is the misuse of hosting service
providers by terrorist groups and their supporters 10 disserinate tetrorist content online
in order to spread their message, 10 radicalise and recruit and to facilitate and direct

terrorist activity.
Covers: AMs 1 (Rapp), 56 (Chinnici), 58 (Joly), 57 (Bay), IMCO 4,CULTS

AMs falling: AMs 55 (Ernst), 59 (Sippel), 60 (W eidenholzer)
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3) Wiile not the only factor, tThe presence of terrorist content online has proven to be a

central role and proportionate to (58) the technological means and capabilities
associated with the services they provide, online service providers have particular
societal responsibilities to protect their services from misuse by terrorists and to help
compelent authorities to (58) tackle terrorist content disseminated throngh their
services, whilst taking into account the Jundamental importance of the freedom of
expression and freedom 1o receive and impart information and ideas in an open and
democratic society. (56, 5 7, IMCO 4)

Covers: AM:s 64 (Joly), IMCO 5
AMs falling: AMs 61 (Ernst), 62 (Weidenholzer), 65 (Grapini), 63 (Chinnici), CULT 6

(4)  Efforts at Union level to counier terrorist content online commenced in 2013 through a
framework of voluntary cooperation between Member States and hosting service

problem. This legislative framework seeks to build on voluntary efforts, which were
reinforced by the Commission Recommendation (EU) 2018/334! and responds to calls
made by the European Parliament to strengthen measures to tackle illegal and harmful
content in line with the horizontal Jramework established by Directive 2000/31/EC
(64) and by the European Council to improve the automatie detection and removal of
content that incites to terrorist acts,

Covers: AMs 66 (Joly), 67 (Boni), 68 (Mamikins), 71 (Ernst), 72 (Weidenholzer),
IMCO 6

AM:s falling: AMs 69 (Pagazaurtundia), 70 (Schaake), 73 (Grapini) , CULT 7

(5)  The application of this Regulation should
Directive 2000/31/EC2. Inparticular_any.m

not affect the application of Asrticle14-of

3
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isien- This Regulation eaves unaffected the powers of national
authorities and courts to establish liability of hosting service providers in specific cases
where the conditions under Asticle14-of Directive 2000/31/EC for liability exemption

are not met,

Covers: AMs 74 (Joly), 75 (W eidenholzer), IMCO 7

1 Commission Recommendation (EU) 2018/334 of 1 March 2018 on measures to effectively tackle illegal
content online (OJ L 63, 6.3.2018, p. 50).

2 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal
aspects of information society services, in particular electronic commerce, in the Internal Market
(‘Directive on electronic commerce') (OJ L 178, 17.7.2000, p. 1).
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AMs falling: AM 76 (Ernst)

(6)

Rules to tackle prevest the misuse of hosting services for the dissemination of terrorist
content online in order to guarantee the smooth functioning of the internal market are
set out in this Regulation and should fully (75) n-fulk respect of the fundamental rights
protected in the Union's legal order and notably those guaranteed in the Charter of
Fundamental Rights of the European Union.

Covers: AMs 2 (Rapp), 80 (Weidenholzer), 79 (Chinnici), CCLT 9
AMs falling: AMs 77 (Joly), 78 (Ernst), 81 (Boni), 82 (Sippel), IMCO 8

M

This Regulation seeks to (80) contributes-to the protection of public security and should
establish (80) while-establishing appropriate and robust safeguards to ensure protection
of the fundamental rights at stake. This includes the rights to respect for private life and
to the protection of personal data, the right to effective judicial protection, the right to
freedom of expression, including the freedom to receive and impart information, the
freedom to conduct a business, and the principle of non-discrimination. Competent
authorities and hosting service providers should only adopt measurcs which are
necessary, appropriate and proportionate within a democtatic society, taking into
account the particular importance accorded to the freedom of expression, the freedom
1o receive and impart (80) information and ideas, the rights to respect for private and
family life and the protection of personal data (CULT 9) which constitutes one-of the
essential foundations of a pluralist, democtatic society, and are is-one-of the values on
which the Union is founded. Ary measures should avoid (2) censtiting interference in
the freedom of expression and information and insofar as possible (2) should be-strictly
;afgeted,—ha-the—seﬂse-%hﬂt-t:he‘y-mﬁﬁ* serve to lackle prevent the dissemination of terrorist
content through a strictly targeted approach, but without thereby affecting the right to
lawfully receive and impart information, taking into account the central role of hosting
service providers in facilitating public debate and the distribution and receipt of facts,
opinions and ideas in accordance with the law. Effective online counterterrorism
measures and the protection of freedom of expression are not conflicting, but
complementary and mutu ally reinforcing goals. (79)

Compromise 2

Covers: AMs 17 (Rapp), 18 (Rapp), 287 (Ernst), 288 (Joly) 289 (Boni), 290 (Sippel),

291 (Gomes), 292 (Dati), 293 (Weidenholzer), 294 (Pagazaurtundia), 295
(Joly), 301 (Dati), 302 (Sippel), 303 (W eidenholzer), 304 (Boni), 345
(Schaake), 346 (Pagazaurtundia), 347 (Dati), 348 (Joly), 349 (Boni), 350
(Gomes), 351 (Ernst), 352 (Sippel), 353 (Weidenholzer) 354 (Sippel), 355
(Weidenholzer), 360 (Weidenholzer), 361 (Joly) 362 (Ernst), 363 (Boni),
IMCO 44, 45,52, CULT 30, 31, 32, 37,62

AMs falling: AMs 285 (Pagazaurtundia), 286 (Schaake), 296 (Weidenholzer), 297

(Sippel), 298 (Joly), 299 (Weidenholzer), 300 (Joly), 342 (Weidenholzer),
356 (Sippel), 357 (Ernst), 358 (Weidenholzer), 359 (Joly), IMCO 46, 47, 48,
49, 50, 51, CULT 33-36, 38,39



Article 2
Definitions

For the purposes of this Regulation, the following definitions shall apply:

-()
O

@

3)

@

®)

‘information society services’ means the services as referred to in point (q) of Article
2 of Directive 2000/31/EC. 360)

*hosting service provider' means a provider of information society services consisting in
the storage of information provided by and at the request of the content provider and in
making the information stored available to the public third parties.(288, 289, 290, 291,
292, 293, 294, 295) This applies only to services provided to the public at the
application layer. It does not apply to cloud services, with respect to which the
service provider has no contractual rights concerning what content is stored or how
it is processed or made publicly available by its customers or by the end-users of such
customers, and where the service provider has no technical capability to remove
specific content stored by their customers or the end-users of their services. It does
not apply either to electronic communications services as defined in Directive
(EU) 2018/1972; (IMCO 44, 287)

‘content provider' means a user who has provided information that is, or that has been,
stored and made available to the public (295) at the request of the user by a hosting
service provider;

'to offer services in the Union’ means: enabling legal or natural persons in one or more
Member States to use the services of the hosting service provider which has g
substantial connection to that Member State or Member States, such as

(2) establishment of the hosting service provider in the Union;
(b)  significant number of users in one or more Member States;

(¢) targeting of activities towards one or more Member States.

“terrorist content’” means one or more of the following material information:

(a) inciting or-adveeating—including the commission of one of the intentional
offences listed in points (a) to (i) of Article 3(1) of Directive (EU) 201 7/541, where
such conduct, directly or indirectly, such as ifying: by the glorification of
terrorist acts, advocates the commission of terrorist offences, thereby causing a
danger that one or more such offences acts may be committed intentionally;

(b) soliciting another person or group of persons to commit or contribute to the
commission of one of the offences listed in points (a) to (i) of Article 3(1) of
Directive (EU) 2017/541, thereby causing q danger that one of more such
offences may be committed intentionally; i byt i

(¢) soliciting another person or group of persons to participate in prometing the

activities of a terrorist group, including by supplying information or material

resources, or by funding its activities in any way i i
icipationd i within the meaning of Article 4 263
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of Directive (EU) 2017/541, thereby causing a danger that one of more such
offences may be committed intentionally;

(d) instrueting—on providing instruction on the making or use of explosives,
firearms or other weapons or noxious or hazardous substances, or on other
specific methods or techniques for the purpose of committing or contributing to
the commission of one of the tertorist offences listed in points (a) to (i) of Article
3(1) of Directive (EU) 201 7/541; (IMCO AM 47, 48, 49, 50)

(e) depicting the commission of one or more of the offences listed in points (a) to
(i) of Article 3 (1) of ‘Directive (EU) 2017/541, and thereby causing a danger that
one or more such offences may be committed intentionally;

(6) < dissemination of terrorist content’ means making terrorist content available to the
public (342, 343, 346, 347, 348, 349, 350, 351, CULT 37) third-parties on the hosting
service providers’ services;

@) ‘terms and conditions' means all terms, conditions and clauses, irrespective of their
name or form, which govern the contractual relationship between the hosting service
provider and their users;

%) ‘main establishment’ means the head office or registered office within which the
principal financial functions and operational control are exercised;=

(9a) ‘competent authority’ means a single designated judicial authority or functionally
independent administrative authority in the Member State (CULT 31).

Corresponding recitals to Article 2 (Recitals 9-10)

Covers: AM 89 (Voss), 93 (Dati), IMCO 12

AMs falling: AM 90 (Weidenholzer), 91 (Sippel), 92 (Joly), 94 (Gomes), 95 (Chinnici), 926
(Bay), 97 (Ernst), 98 (Boni), 99 (Benova), 100 (Schaake), CULT 11

(9) In order to provide clarity about the actions that both hosting service providers and
competent authorities should take 1o tackle prevent the dissemination of terrorist content
online, this Regulation should establish a definition of terrorist content for preventative
purposes drawing on the definition of terrorist offences under Directive (EU) 2017/541 of
the European Parliament and of the Council’. Given the need to tackle address the most
harmful terrorist content propagenda online, the definition should capture material and
informatien that incitess-enecourages or solicits advecates the commission or contribution 10
the commission of te terrorist offences, provides instructions for the commission of such
offences or solicits premetes the participation in activities of a terrorist group thereby
causing a danger that one or more such offences may be committed intentionally. The

3 Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating

terrorism and replacing Council Framework Decision 2002/475/JHA and amending Council Decision
2005/671/JHA (OJ L 88, 31.3.2017, p. 6).



definition should also cover content that intentionally provides guidance for the making
and the use of explosives, Sirearms, any other weapons, noxious or hazardous substances
as well as Chemical, Biological, Radivlogical and Nuclear (CBRN) substances and any

guidance on other methods and techniques, including the selection of targets, for the
purpose of committing terrorist offences. (AM 89) Such information includes in particular

to harmful consequences, thereby affecting the security and safety of persons. The fact that
the material was produced by, is attributable to or disseminated on behalf of an EU-listed
terrorist organisation or person constitutes an important factor in the assessment. Content

(10)  In order to cover those online hosting services where terrorist content is disseminated,

provided by a recipient of the service at his or her request and in making the information
stored available i ies-the public, itrespective of whether this activity is of a

services. However, the mere accessibility of a service provider’s website or of an email
address and of other contact details in one or more Member States taken in isolation
should not be a sufficient condition for the application of this Regulation. Cloud
infrastructure providers and cloud providers should not be considered hosting service
providers

Corresponding changes in the Annex I, Section B, Pparagraph 2, indents 3-4
Covers:
Ams falling: 740 (Joly), 741(Joly), 742(Joly) , 743(Joly) , 744 (Joby)

Annex I, Section B, lines relating to the definition of terrorist content

Reason(s) explaining why the content is considered terrorist content, in accordance with Article
2(5) of the Regulation (EU) xxx. The content (tick the relevant box(es)):

o inciteS,—&d-Veeates-er—g}eHﬁes € commission of terrorist offences listed in points (@) to (i)
of Article 3 (1) of Directive (EU) 2017/541 (Article 2 (5) a);



l eneeufageS-the—eeﬂ%Hbﬂﬁeﬁ solicits another person or group of persons to commit or
coniribute to the commission te of terrorist offences listed in points (a) to (i) of Article 3 (1) of
Directive (EU) 2017/541 (Article 2 (5) b);

0 prometes—the-ae 856 338

gfeup-éAme&e—Z—@-e)— solicits anothr person or gou of persons 10 participate in the
activities of a terrorist group terrorist group listed in points (a) to (i) of -Article 3 (1) of Directive

(EU) 2017/541 (Article 2 (5) c);

a provides instructions or techniques on the making or use of explosives, firearms or other
weapons or noxious or hazardous substances, or on other specific methads instruetions—or
techniques for committing terrorist offences listed in points (@) to (i) of Article 3 (1) of
Directive (EU) 2017/541 (Article 2(5)d);

o depicting the commission of offences listed in points (a) to (i) of Article 3 (1) of Directive
(EU) 2017/541 (Article 2(5)(e).

SECTION I
MEASURES TO PREVENT THE PUBLIC DISSEMINATION OF TERRORIST CONTENT ONLINE

Compromise 3

Covers: AMs 19 (Rapp), 365 (Joly), 366 (Weidenholzer), 367 (Sippel), 368 (Boni),
369 (Schaake), 370 (SippeD), 371 (W cidneholzer), 372 (Ernst), 373
(Schaake), 377 (Sippel), 378 (Weidenholzer), IMCO 53, CULT 40, 41, 42

AMs falling: AMs 364 (Ernst), 374 (Joly), 375 (Weidenholzer), 376 (Sippel)

Article 3
Duties of care

1. Hosting service providers shall take appropriaie; teasonanie-ana g hate-acton
act in accordance with this Regulation againstthe dissemination-of terrorist-content
andto-fo protect users from terrorist content. They shall do so Indoing so-theyshall

n B

content_In doing-serthey-shatlact in a diligent, proportionate and non-discriminatory

manner, and with due regard in all circumstances (19, 365, IMCO 53) to the
fundamental rights of the users and take into account the fundamental importance of
the freedom of expression, the freedom to receive and impart information and ideas
in an open and democratic society and with a view 10 avoiding removal of content
which is not terrorist.(366).

la.  These duties of care shall not amount to a general obligation on hosting service

providers to monitor the information they transmit or store (19, 365, 368), nor to a



general duty to actively seek Jacts or circumstances indicating illegal activity (370,
371, IMCQO 53).

2a  Where hosting service providers obtain knowledge or awareness of terrorist content
on their services, they shall inform the competent authorities of such content and
remove it expeditiously (377, 378).

2b.  Hosting service providers who meet the criteriq of the definition of video-sharing
Dlatforms providers under Directive (EU) 2018/1808 shall take appropriate measures
o tackle the dissemination of terrorist content in accordance with Article 285,
paragraph 1(c) and Dparagraph 3 of Directive (E. U) 2018/1808.(CULT 42)

Correspouding Recital to Article 3: Recital 12

Covers: AMs 114 (Joly), 116 (Weidenholzer), IMCO 14
AMs falling: AMs 115 (Bay), 117 (Ernst), CULT 13

(12)  Hosting service providets should apply certain duties of care, in order to fackle prevent
(114, 116) the dissemination of terrorist content on their services 70 the Dpublic. These
duties of care should not amount to a general menitering obligation on hosting service
Pproviders to monitor the information which they store, nor to a general obligation to
actively seek facts or circumstances indicating illegal activity (IMCO 14). Duties of

Compromise 4

Covers: 380 (Rapp), 381 (Pagazaurtundia), 382 (Weidenholzer), 383 (Mamikins), 384
(Joly), 385 (Sippel), 387 (Pagazaurtundiia), 390 (Joly), 391 (Boni), 392 (Lenaers), 393
(Sippel), 394 (Weidenholzer), 395 (Schaake), 396 (Ernst), 397 (Sippel), 398
(Weidenholzer), 399 (Joly), 400 (Ernst), 401 (Weidenholzer), 402 (Pagazaurtundiiad04
(Schaake), 405 (Schaake), 407 (Weidenholzer), 408 (Joly), 409 (Schaake), 410 (Joly), 411
(Weidenholzer), 415 (Joly), 416 (Ernst), ), 426 (Ernst), 429 (Ernst),441 (Lenaers), 442
(Dalton), IMCO 55, 58, 59, 60, 61, 64, CULT 43, 44, 46, 48, 53

AMs falling: AMs 379 (Gomes), 386 (Ernst), 388 (Ernst), 389 (Gomes), 403 (Schaake), 406
(Joly), 412 (Ernst), 413 (Boni), 414 (Joly), 417 (Weidenholzer), 418 (Gomes), 419 (Rapp),
420 (Pagazaurtundiia), 421 (Gomes), 422 (Pagazaurtundia), 423 (Joly), 424
(Pagazaurtundiia), 425 (Grapini), 427 (Weidenholzer), 428 (Schaake), 430 (Joly), 431
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(Dati), 432 (Ernst), 433 (Weidenholzer), 434 (Joly), 435 (Schaake), 436 (Schaake), 437
(Ernst), 438 (Weidenholzer), 439 (Pagazaurtundia), 440 (Joly), 441 (Lenaers), 442
(Rapp), 443 (Voss), IMCO 57, 62, 63, CULT 45, 47,14

Article 4
Removal orders

it The competent authority of the Member State of main establishment of
the hosting service provider shall have the power to issuc a deeision removal order
requiring the hosting service provider to remove terrorist content or disable access to it
in all Member States.

1a. The competent authority of a Member State where the hosting service provider does
not have its main establishment or does not have a legal representative may request
access to be disabled to terrorist content and enforce this request within its own
territory.

1b. If the relevant competent authority has not previously issued a removal order to a

hosting service provider it shall contact the hosting service provider, providing

information on procedures and applicable deadlines, at least 12 hours before issuing

a removal order.

2. Hosting service providers shall remove terrorist content or disable access to it as soon
as possible and within one hour from receipt of the removal order.

3. Removal orders shall contain the following elements in accordance with the template
set out in Annex [:

(a) identification of the competent authority via an electronic signature issuing
the removal order and authentication of the removal order by the competent
authority;

(b) a detailed statement of reasons explaining why the content is considered
terrorist content and a specific (401)atJeast; reference to the categories of
terrorist content listed in Article 2(5);

(c) anexact Uniform Resource Locator (URL) and, where necessary, additional
information enabling the identification of the content referred;

(d) areferenceto this Regulation as the legal basis for the removal order;
(¢) date and time stamp of issuing;

() easily understandable information about redress available to the hosting
service provider and fo the content provider, including redress with the
competent authority as well as recourse to a court as well as deadlines for
appeal,
(g) where selevent necessary and proportionate, the decision not to disclose
information about the removal of terrorist content or the disabling of access
to it referred to in Article 11.
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The competent authoritpies shall address removal orders to the main establishment of
the hosting service provider or 1o the legal representative designated by the hosting
service provider pursuant to Article 16 and transmit it to the point of contact referred
to in Article 14(1). Such orders shall be sent by electronic means capable of producing
a written record under conditions allowing to establish the authentication of the sender,
including the accuracy of the date and the time of sending and receipt of the order,

Hosting service providers shall acknewledze-receiptand (426), without undue delay,
inform the competent authority about the removal of terrorist content or disabling
access to it, indicating, in particular, the time of action, using the template set out in
Annex I1.

If the hosting service provider cannot comply with the removal order because of force
majeure or of de facto impossibility not attributable to the hosting service provider,
including for technical or operational reasons, it shall inform, without undue delay,
the competent authority, explaining the reasons, using the template set out in Annex
111, The deadline set out in paragraph 2 shall apply as soon as the reasons invoked are
no longer present,

¥ Tthe hosting service provider may refuse to execute the removal order if cannet
eomply-with the removal order contains manifest errors or
does not contain syfficient information to—exeente-the-order.. it shall inform the
competent authority without undue delay, asking for the hecessary clarification, using
the template set out in Annex III. The deadline set out in paragraph 2 shall apply as
soon as the clarification is provided.

Article 4a (new)
Consultation procedure Jor removal orders

. In cases where the competent authority of the Member State in which the main
establishment of the hosting service provider is located has reasonable grounds 1o
believe that the removal order may impact fundamental interests of that Member
State, it shall inform the issuing competent authority. The issuing authority shall take
these circumstances into account and shall, where necessary, withdraw or adapt the
removal order.

Article 4b (new)
Cooperation procedure Jor issuing an additional removal order

. Where a competent authority has issued a removal order under article 4(1a), that

authority may contact the competent authority of the Member State wh ere the
hosting service provider has its main establishment in order tp request that the latter
competent authority also issue a removal order under Article 4(1).
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2. The competent authority in the Member State where the main establishment of the

hosting service provider is located shall either issue a removal order or refuse to
issue an order as soon as possible but no later than within one hour of being

contacted under paragraph 1 and shall inform the competent authority that issued
the first order of its decision.

In cases where the competent authority in the Member State of main establishment
needs more than one hour to make its own assessment of the content, it shall send a
request to the hosting service provider concerned to disable temporarily the access 1o
the content for up to 24 hours, during which time the competent authority shall
make the assessment and send the removal order or withdraw the request to disable
the access.

Corresponding Recital to Article 4: Recitals 13 and 14

(13)

(14

The procedure and obligations resulting from iegal removal orders requesting hosting
service providers to remove terrorist content or disable access o it, following an
assessment by the competent authorities, should be harmonised. Member States should
remain free as to the choice of the competent authorities allowing them to designate @
judicial authorityies or a functionally independent adminisirative or law enforcement
authority with that task. iven the speed at which terrorist content is disseminated
across online services, this provision imposes obligations on hosting service providers
to ensure that terrorist content identified in the removal order is removed or access to it
is disabled within one hour from receiving the removal order. Jisfor the-hosting serviee

The competent authority should transmit the removal order directly to the-addressee-and
contact point of-eentact the hosting service provider and where the hosting service
provider’s main establishment is in another Member State, to the competent authority
of that Member state by any eclectronic means capable of producing a written record
under conditions that allow the service provider to establish authenticity, including the
accuracy of the date and the time of sending and receipt of the order, such as by secured
email and platforms or other secured channels, including those made available by the
service provider, in line with the rules protecting personal data. This requirement may
notably be met by the use of qualified electronic registered delivery services as provided
for by Regulation (EU) 910/2014 of the Furopean Parliament and of the Council®.

Compromise 5

Deletion of Article 5 and its corresponding Recital 15

Regulation (EU) No 910/2014 of the Furopean Parliament and of the Council of 23 July 2614 on
electronic identification and trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC (OJ L 257, 28.8.2014, p. 73).
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Covers: AMs 450 (Sippel), 456 (Pagazaurtundiia), IMCO 65, 67, 68, 69, 71

AMs falling: AMs 444 (Weidenholzer), 445 (Schaake), 446 (Joly), 447 (Ernst), 448
(Sippel), 449 (Sippel), 451 (Sippel), 452 (Sippel), 453 (Sippel, 454 (Sippel),
455 (Sippel), IMCO 66, 70, 72
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Compromise 6

Covers: AMs 22 -24 (Rapp), 463 (Joly), 467 (Ernst), 473 (Rapp), 477 (Sippel), 478

(Joly), 479 (Schaake), 485 (Sippel), 486 (Schaake), 487 (Joly), 501 (Joly), 502
(Pagazaurtundia), 503 (Mamikins), 504 (Lenaers), 511 (Dati), IMCO 76,
77,78, CULT 55, 60

AMs falling: AMs 457 (Weidenholzer), 458 (Schaake), 459 (Sippel), 460 (Joly), 461

(Schaake), 462 (Sippel), 464 (Mamikins), 465 (Pagazaurtundiia), 466 (Dati),
468 (Ernst), 469 (Schaake), 470 (Schaake), 471 (Sippel), 472 (Ernst), 474
(Pagazaurtundia), 475 (Joly), 476 (Lenaers), 480 (Gomes), 481
(Pagazaurtundia), 482 (Bay), 483 (Lenaers), 484 (Ernst), 488 (Bay), 489
(Ernst), 490 (Schaake), 491 (Ernst), 492 (SippeD), 493 (Schaake), 494
(Sippel), 495 (Joly), 496 (Lenaers), 497 (Pagazaurtundia), 498 (Sippel), 499
(Schaake), 500 (Ernst), 505 (Joly), 506 (Schaake), 507 (Sippel), 508
(Pagazaurtundaa), 509 (Ernst), 510 (Lenaers), 512 (Pagazaurtundia), 513
(Pagazaurtundia), 514 (Sippe)), 315 (Schaake), 516 (Ernst), 517 (Dati), 518
(Rapp), 519 (Gomes), 520 (Joly), IMCO 73, 74, 75, 79, 80, 81, CULT 56, 57,
58,59, 61

Article 6
Specific measures

Without prejudice to Directive (EU) 2018/1808 and Directive 2000/31/EC (CULT
55) Hhosting service providers shellwhere-apprepriate; may take specific measures
to protect their services against the public dissemination of terrorist content. The
measures shall be effective, targeted (22, 467) and proportionate, paying particular
atfention fo taling into-aceeunt the risk and level of exposure to terrorist content, the
fundamental rights of the users, and the fundamental importance of the right to (467)
freedom of expression and the freedom to receive and impart information dnd ideas
in an open and democratic society.

! “lhe¥e 1‘{ has heeninfo A nccardine to-Atticle AN thec ‘em—aatheﬂ%’-l‘efeffed
< enintormea-acCoraiig toOtuTITT e 7 1 COMpe
A e o a a he hactino ce a a 1 o

Regulation (BU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the
European Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing
Council Decisions 2009/371/JHA, 2009/934/THA, 2009/935/JHA, 2009/936/THA and 2009/968/JHA (O
L 135,24.5.2016, p. 53).
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s After establishing that a hosting service provider has received g
substantial number of removal orders, the competent authority referred to in Article
17(1)(c) may send issue a deeisien ing request for necessary, proportionate
and effective specific additional specific i i
measures that the hosting service Pprovider will have to implement. The competent
authority shall not impose a gemeral monitoring obligation, nor the use of automated
tools (24, 463). The decision shall take into account, in particular, the fechnical
Seasibility of the measures (CULT 60), the size and economic capacity of the hosting
service provider and the effect of such measures on the fundamental rights of the users
and the fundamental importance of the freedom of expression and the freedom to
receive and impart information and ideas in an open and democratic society. Such a
decision shall be sent to the main establishment of the hosting service provider or to
the legal representative designated by the service provider. The hosting service
provider shall regularly report on the implementation of such measures as specified by
the competent authority referred to in Article 17(1)(c).

5. A hosting service provider may, at any time, request the competent authority referred
to in Article 17(1)(c) a review and, where appropriate, to revoke a request or decision
pursuant to paragraphs 2;3; ively. The competent authority shall provide
a reasoned decision within a reasonable period of time after receiving the request by
the hosting service provider.

Corresponding Recitals to Article 6: Recital 16, 17. 18 and 19

Covers: AMs 8 - 9 (Rapp), IMCO 21

AMs falling: AMs 138 (Sippel), 139 (Weidenholzer), 140 (Schaake), 141
(Pagazaurtundua), 142 (Chinnici), 143 (Joly), 144 (Dati), 145 (Ernst), 146
(Schaake), 147 (Ernst), 148 (Bay), 149 (Joly), 150 (Weidenholzer), 151
(Pagazaurtundiia), 152 (Sippel), 153 (Weidenholzer), 154 (Ernst), 155
(Joly), 156 (Chinnici), 157 (Pagazaurtundiia), 158 (Gomes), 159 (Bay), 160
(Dati), 161 (Sippel), 162 (Weidenholzer), 163 (Schaake), 164 (Ernst), 165
(Joly), 166 (Pagazaurtundiia), 167 (Mamikins), 168 (Gomes), 169 (Dati), 170
(Ernst), IMCO 19, 20, 22, CULT 15 (AVMSD), 16, 17

(16) Given the scale and speed necessary for effectively identifying and removing terrorist
content, proportionate specific proastive measures, i i i

15



an

(18)

(19)

means-in-certain-eases; arc an essential element in tackling terrorist content online.
With a view to reducing the accessibility of terrorist content on their services, hosting
service providers should assess whether it is appropriate to take specific proactive
measures depending on the risks and level of exposure to terrorist content as well as
to the effects on the rights of third parties and the public interest of to receive and
impart information, in particular where there is a substantial level of exposure to
terrorist content and receipt of removal orders. Consequently, hosting service
providers should determine what appropriate, targeted, effective and proportionate
specific proactive measure should be put in place. This requirement should not imply
a general monitoring obligation. Those specific measures may include regular
reporting to the competent authorities, increase of human resources dealing with
measures to protect the services against public dissemination of terrorist content,
and exchange of best practices. In the context of this assessment, the absence of
removal orders and-referrals addressed to a hosting provider, is an indication of a low
level of exposure to terrorist content.

When putting in place specific proactive measures, hosting service providers should
ensure that users® right to freedom of expression and freedom to i i
receive and impart information and ideas in an open and democratic society is
preserved. In addition to any requirement laid down in the law, including the legislation
on protection of personal data, hosting service providers should act with due diligence
and implement safeguards, including notably human oversight and verificationsswhere
iate; to avoid any unintended and erroneous decision leading to removal of
content that is not terrorist content. i i : i i

In order to ensure that hosting service providers exposed to terrorist content take
appropriate measures to prevent the misuse of their services, the competent authorityies
should request hosting service providers having received a subtantial number of final

removal

orders, whi - to report on the

specific

proactive measures

e
o 3

¢ reliable technical tools to identify new

terrorist

They may “also employ the

5€ O
content;—€ usine-these-availe

ider. The service provider should report on the specific proactive Measures
in place in order allow the competent authority to judge whether the measures are
necessary,(18) effective and proportionate and whether, if automated means are used,
the hosting service provider has the necessary abilities for human oversight and
verification. In assessing the effectiveness, necessity (18) and proportionality of the
measures, competent authorities should take into account relevant parameters including
the number of removal orders andrefersals issued to the provider, their size and
economic capacity and the impact of its service in disseminating terrorist content (for
example, taking into account the number of usets in the Union), as well as the
safeguards put in place to protect the freedom of expression and information and the
number of incidents of restrictions on legal content.(18)

Following the request, the competent authority should enter into a dialogue with the

hosting service provider about the necessary specific proactive measures to be put in

place. If necessary, the competent authority should request the hosting provider to re-
16



evaluate the measures neceded or impese request the adoption of appropriate, effective
and proportionate specific preactive measures where it considers that the measures taken
do not respect the principles of necessity and Proportionality or are insufficient to meet
the risks. The compelent authority should only request specific measures that the
hosting service Drovider can reasonably be expected 1o implement, taking into
account, among other factors, the hosting service provider’s financial and other
resources.(19) A decision to impose such specific preastive measures should not, ia
principle; lead to the imposition of a general obligation to monitor, as provided in Article
15(1) of Directive 2000/3 I/EC. Considering the particularly grave risks associated with
the public dissemination of terrorist content, the decisions adopted by the competent
authorities on the basis of this Regulation could, in exceptional circumstances, (19)
derogate from the approach established in Article 15(1) of Directive 2000/31/EC, as
regards certain specific, targeted measures, the adoption of which is necessary for
overriding public security reasons. Before adopting such decisions, the competent
authority should strike a fair balance between the public interest objectives and the

Compromise 7

Covers: 526 (Weidenholzer), 527 (Pagazaurtundua), 535 (Joly), 536 (Weidenholzer), 537
(Gomes), 538 (Pagazaurtundua), 539 (Sippel), IMCO 84

AMs falling: AMs 521(Ernst), 522 (Pagazaurtundua), 523 (Joly), 524 (Weidenholzer),
525 (Sippel), 528 (Ernst), 529 (Weidenholzer), 530 (Ernst), 531 (Ernst), 532
(Gomes), 533 (Joly), 534 (Joly), 540 (Lenaers), 541 (Weidenholzer), 542
(Weidenholzer), 543 (Joly), IMCO 82, 83

Article 7
Preservation of content and related data
1. Hosting service providers shall preserve terrorist content which has been removed or
disabled as a result of a removal ordersa-referral or as a result of specific proactive

measures pursuant to Articles 4,5 and 6 and related data removed as a consequence of
the removal of the terrorist content and which is necessary for:

&) proceedings of administrative, ¢ judicial review, or remedy (526, 527),

(b) the prevention, detection, investigation and prosecution By law enforcement
authorities of terrorist offences,

2. The terrorist content and related data referred to in paragraph 1¢s) shall be preserved
for six months and deleted after this period, (535, 537, 536, 538, 539.) The terrorist
content shall, upon request from the competent authority or court, be preserved for a
Jurther specified lenger period only #f, when and for as long as necessary for ongoing
proceedings of administrative, ¢ judicial review or remedies referred to in paragraph

1(a).

17



Hosting service providers shall ensure that the terrorist content and related data
preserved pursuant to paragraphs 1 and 2 are subject to appropriate technical and
organisational safeguards.

Those technical and organisational safeguards shall ensure that the preserved tertorist
content and related data is only accessed and processed for the purposes referred to in
paragraph 1, and ensure a high level of security of the personal data concerned. Hosting
service providers shall review and update those safeguards where necessary.

4. _The provisions in this Article are without prejudice to Directive (EU) 2016/680.

rresponding recitals to Article 7: Recital 20, 21 22 and 23

Co p g , 21,

Covers:
AMs falling: AMs 170 (Ernst), 171 (Sippel), 172 (W eidenholzer), IMCO 24

9

The obligation on hosting service providers to preserve removed content and related
data, should be laid down for specific purposes and limited in time to what is necessary.
There is need to extend the preservation requirement to related data to the extent that
any such data would otherwise be lost as a consequence of the removal of the content
in question. Related data can include data such as <subscriber data’, ineluding in
particular data pertaining to the identity of the content provider as well as ‘access data’,
including for instance data about the date and time of use by the content provider, or the
log-in to and log-off from the service, together with the IP address allocated by the
internet access service provider to the content provider.

Covers:
AM:s falling: AMs 173 (Weidenholzer), 174 (Ernst), 173 (Schaake), 176 (Joly)

@1

The obligation to preserve the content for proceedings of administrative, et judicial
review or remedy is necessary and justified in view of ensuring the effective measures
of redress for the content provider whose content was removed or access to it disabled
as well as for ensuring the reinstatement of that content as it was prior to its removal
depending on the outcome of the review procedure. The obligation to preserve content
for investigative and prosecutorial purposes is justified and necessary in view of the
value this material could bring for the purpose of disrupting or preventing terrorist
activity. Where companies remove material or disable access 10 it-in-partieular through
their own presetive specific measures, they should inform the competent law
enforcement authorities promptly wé and de-notinform-therelevant
authe%mise—they-asses&ws aot fall in-the-seope-of-Asticle 13(H-of this
Regulation; i : ,
The preservation of content for purposes of prevention, detection, investigation and
prosecution of terrorist offences is also justified. For these purposes, the terrorist
content and the related dota should be stored only for a specific period allowing the
law enforcement authorities to check the content and decide whether it would be
needed for those specific purposes. This period should not exceed six months. For the
purposes of prevention, detection, investigation and prosecution of terrorist offences,
the required preservation of data is limited to data that is likely to have a link with

18




terrorist offences, and can therefore contribute to prosecuting terrorist offences or to
preventing serious risks to public security.

Covers:

AMs falling: Ams 177 (Weidenholzer), 177 (Lenaers), 179 (Ernst), 180 (Joly), 181
(Gomes), 182 (Pagazaurtundua)

(22) To ensure proportionality, the period of preservation should be limited to six months to
allow the content providers sufficient time to initiate the review process and or to enable
" access to relevant data for the investigation and

necessary evidenee muaterial in relation to investigations and Dprosecutions, while
ensuring the balance with the fundamental rights concerned.

Covers:
AMs falling: AMs 183 (Gomes), 184 (Pagazaurtundua)

(23)  This Regulation does not affect the procedural guarantees and procedural investigation

Compromise 8

Covers: AMs 550 (Joly), 554 (Schaake), 556 (Ernst), 565 (Joly), 566
(Weidenholzer), 567 (Sippel), 564 (Joly), 568 (Ernst), 569 (Ernst),
571 (Joly), 26 (Rapp), 27 (Rapp), IMCO 86, 91, CULT 63, 64, 65, 67

AMs falling: AMs 25 (Rapp), 544 (Joly), 545 (Weidenholzer), 546 (Joly), 547 (
Ernst), 548 (Mamikins), 549 (Pagazaurtundua), 551 (Weidenholzer),
552 (Mamikins), 553 (Pagazaurtundua), 555 (Weidenholzer), 557
(Pagazaurtudua), 558 (Joly), 559 (Weidenholzer), 560
(Weidenholzer), 561 (Joly), 562 (Ernst), 563(Ernst), 564(Joly),
IMCO 85, 87, 88, 89, 90, 92, CULT 66

Article 8
Transparency obligations Jor hosting service providers

1 Where applicable, Hhosting service providers shall set out clearly in their terms and
conditions their policy to prevent the dissemination of terrorist content, including,
19



where applicable eppropriate, a meaningful explanation of the functioning of specific
proaetive measures me}“dmg-the-use-ef—au%em&tem

2. Hosting service providers which are or have been subject to removal orders in that
year (26, 550, 551), shall make publicly available publish annual transparency reports
on action taken against the dissemination of terrorist content.

3. Transparency reports shall include at least the following information:

(@) information about the hosting service provider’s measures in relation to the
detection, identification and removal of terrorist content;

(b)_ information about the hosting service provider’s measures to prevent the re-
upload of content which has previously been removed or to which access has
been disabled because it is considered to be terrorist content, in particular where
automated technology has been used (556);

(¢) number of pieces of terrorist content removed or to which access has been
disabled, following removal orders, referrals; or specific progetive measures,
respectively, and the number of orders where the content has not been removed
in accordance with Article 4(7) and (8) together with reasons for refusal.(565).

(d) number everview and outcome of complaint procedures and actions for judical
review, including the number of cases in which it was established that content
was wrongly identified as terrorist content (27, 566, 567, 564, 568, 569).

Article 8a
Transparency obligations Jfor competent authorities

L Competent authorities shall publish annual fransparency reports that shall include at
least the following information:

(a) number of removal orders issued, the number of removals and the number of refused or
ignored removal orders;

(b) number of identified terrorist content which led to investigation and prosecution and the
number of cases of content wrongly identified as terrorist;

(c)a description of measures requested by the competent authorities pursuant to Article 6

4).

Corresponding recital to Article 8: Recital 24

Covers: AMs 10 (Rapp), 185 (Pagazaurtundua), 188 (Joly)
AM:s falling; AMs 186 (Dati), 187 (Bay), 189 (Weidenholzer), IMCO 25

(24) Transparency of hosting service providers' policies in relation to terrorist content is

essential to enhance their accountability towards their users and to reinforce trust of

citizens in the Digital Single Market. Only Hhosting service providers which are subject

to removal orders should be obliged to publish annual transparency reports containing

meaningful information about action taken in relation to the detection, identification and
removal of terrorist content.

20



(24a) The authorities compelent to issue removal order should also publish transparency
reports containing information on the number of removal orders, the number of
refusals, the number of identified terrorist conteny which led to Investigation and
Prosecution of terrorist offences and the number of cases of content wrongly
identified as terrorist (10, 185, 188).

Compromise 9

Covers: AMs 28 (Rapp), 585 (Joly), IMCO 96, CULT 68, 69

AMs falling: AMs 572 (Joly), 573 (Sippel), 574(Weidenholzer), 575 (Joly), 576

(Weidenholzer), 577 (Bay), 578 (Ernst), 579 (Sippel), 581 (Ernst), 582
(Sippel), 583 (Joly), 584 (Weidenholzer), 586 (Weidenholzer), IMCO 94,
95

Article 9
Safeguards regarding the use and implementation of specific proactive measures

1. Where hosting service providers use automated tools pursuantto-this Regulation in
respect of content that they store, they shall provide effective and appropriate
safeguards to ensure that decisions taken conceming that content, in particular
decisions to remove or disable aceess fo content considered to be terrorist content, are
accurate and well-founded,

2. Safeguards shall consist, in particular, of human oversight and verifications where
i — s of the appropriateness of the decision to remove or

deny access to content, in particular with regard to the right to freedom of expression

and freedom to receive and impart information and ideas in an open and democratic

Compromise 10

COVERs: 3, 88, 585, IMCO 11, IMCO 97

ARTICLE 94
EFFECTIVE REMEDIES

1 Content providers, whose content has been removed or access to which has been
disabled following a removal order, and hosting service providers that have received
a removal order, shall have a right 1o an effective remedy. Member States shall put in
DPlace effective procedures Jfor exercising this right (585, IMCO 97).

Corresgonding recital to Article 9a: Recital 8
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(8)  The right to an effective remedy is enshrined in Article 19 TEU and Article 47 of the

Charter of Fundamental Rights of the European Union. Each natural or legal person has

the right to an effective judicial remedy before the competent national court against any

of the measures taken pursuant to this Regulation, which can adversely affect the rights

of that person. The right includes, in particular the possibility for hosting service

providers and content providers to effectively contest the removal orders before the

court of the Member State whose authorities issued the removal order and the

possibilities for content providers 1o contest the specific measures taken by the hosting
provider (3, 88, IMCO 11).

Compromise 11

Covers: AMs 29 (Rapp), 392 (Joly), 593 (Sippel), 594 (W eidenholzer)

AMs Falling: AMs 30 (Rapp), 587 (Joly), 588 (Sippel), 589 (Weidenholzer), 590 (Ernst),
591 (Schaake), 595 (Ernst), 596 (Sippel), 597 (Joly), 598 (Pagazaurtundia),
599 (Weidenholzer), IMCO 98, 99

Article 10
Complaint mechanisms

1. Hosting service providers shall establish an effective and accessible mechanisms
allowing content providers whose content has been removed or access to it disabled as
a result of-areferral pursuant-to-Artiele-5-or of specific proactive measures pursuant
to Article 6, o submit a complaint against the action of the hosting service provider
requesting reinstatement of the content.

2. Hosting service providers shall prompily examine every complaint that they receive
and reinstate the content without undue delay where the removal or disabling of access
was unjustified. They shall inform the complainant about the outcome of the
examination within two weeks of the receipt of the complaint (29) with an
explanation in cases where the hosting service provider decides not to reinstate the
content. A reinstatement of content shall not preclude further Jjudicial measures

against the decision of the hosting service provider or of the competent authority.
(592, 593, 594).

Corresponding Recital to Article 10: Recital 25

Covers: AMs 11 (Rapp), 191 (Joly), 192 (Ernst), 193 (Boni), 194 (Weidenholzer)
AMS falling; CULT 19, IMCO 27

(25) Complaint procedures constitute a necessary safeguard against erroneous removal of
content protected under the freedom of expression and freedom to receive and impart
(194) information and ideas in an open and democratic society. Hosting service
providers should therefore establish user-friendly complaint mechanisms and ensure
that complaints are dealt with promptly and in full transparency towards the content
provider. The requirement for the hosting service provider to reinstate the content where
it has been removed in error, does not affect the possibility of hosting service providers
to enforce their own terms and conditions on other grounds.
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Compromise 12

Covers: AMs 31 (Rapp), 600 (Joly), 601 (Weidenholzer), 602 (Weidenholzer), 603 (Joly),
607 (Weidenholzer), 608 (Joly), IMCO 100, 101, 102

AM:s Falling: AMs 604 (Gomes), 605 (Pagazaurtundiia), 606 (Ernst), 609 (Ernst), 610

(Ernst)
Article 11
Information to content providers
1 Where hosting service providers removed (600) terrorist content or disable access to

Ppossibilities to contest the decision, and shall Pprovide him or her with a copy of the
removal order issued in accordance with Article 4 upon request,

2. > pof-request-oi-the-content-previder—the-heo
P%Meﬁe-eeﬂtes{—ﬂae-deeis;eﬂ,(wz 603)
3. The obligation pursuant to paragraphs 1 and-2 (607) shall not apply where the

competent authority decides based on objective evidence and considering the
Proportionality and necessity of such decision, that there should be no disclosure for
reasons of public security, such as the prevention, investigation, detection and
prosecution of terrorist offences, for as long as necessary, but not exceeding four weeks
(608) from that decision. In such a case, the hosting service provider shall not disclose
any information on the removal or disabling of access to terrorist content,

Corresgonding Recital to Article 11: Recital 26

Covers: AMs 12 (Rapp), 195 (Joly), CULT 20

AMs Falling: AMs 196 (Ernst), 198 (Gomes), 197 {Weidenholzer), 199 (Pagazaurtundia),
IMCO 28

(26)  Effective legal protection according to Article 19 TEU and Article 47 of the Charter of
disabling of access, the legal basis for the action enabling the content provider to

contest the decision. Howeve ~this-de acessal vire-a-notifies 0
centent—provider. Depending on the circumstances, hosting service providers may

removed or disabled in accordance with this Regulation,

~(195) Where competent authorities decide that for reasons of public
security including in the context of an investigation, it is considered inappropriate or
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Compromise 13

Covers: 616 (Dati), 619 (Dati), 622 (Sippel), 624 (Voss), Sippe! (625), 626 (Dati),
634 (Ernst), 635 (Voss)

AMS falling: 615 (W eidenholzer), 617 (W eidenholzer), 618 (Ernst), 620 (Joly),
621 (Weidenholzer), 623 (Maite), 627 (Joly), 628 (Joly), 629 (SippeD), 630
(Weidenholzer), 631 (Weidenholzer). 632 (Ernst), 633 (Sippel), 636
(Weidenholzer), IMCO 103, CULT 73

Article 13
Cooperation between hosting service providers, competent authorities and where appropriate
reievani—competent Union bodies

1. Competent authoritics in Member States shall inform, coordinate and cooperate with
each other and, where appropriate, with relevant-Unien-bodies-such-as Europol with
regard to removal orders andrefersals to avoid duplication, enhance coordination and
avoid interference with investigations in different Member States.

2. Competent authorities in Member States shall inform, coordinate and cooperate with
the competent authority referred to in Article 17(1)(c) and (d) with regard to measures
taken pursuant to Article 6 and enforcement actions pursuant to Article 18. Member
States shall make sure that the competent authority referred to in Article 17(1)(c) and
(d) is in possession of all the relevant information. For that purpose, Member States
shall provide for the appropriate and secure (622) communication channels or
mechanisms to ensure that the relevant information is shared in a timely manner.

3. Member States andhosting service providersmay may choeseto (624, 625) make use

of dedicated tools, including, swhere—approprate, those established by relevant
Wn-un%en—beéies%ﬂeh-ai Europol, to facilitate in particular:

(a) the processing and feedback relating to removal orders pursuant to Article 4;

caod elating—to-rererra P aito cie—2

(¢) co-operation with a view to identify and implement specific proastive
measures pursuant to Article 6.

4. Where hosting service providers become aware of any-evidenee-of terrorist content (634)
offences, they shall promptly inform authorities competent for the investigation and
prosecution in criminal offences in the concerned Member State o, Where it is impossible
to identify the Member State concerned, the hosting service provider shall notify (635)
the point of contact in the Member State pursuant to Article 17(2), where they have their
main establishment or a legal representative and also Hesﬂﬂg—seﬁ‘lee—pfe’ﬂdefs'm&vrm
ease-of-deubt; transmit this information to Europol for appropriate follow up.

A v (7 4 provi

Corresponding recital to Article 13: Recital 27

(27) In order to avoid duplication and possible interferences with investigations and to
minimise the expenses of the affected service providers, the competent authorities
should inform, coordinate and cooperate with each other and where appropriate with
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Europol when issuing removal orders er-sending referrals to hosting service providers.
In implementing the provisions of this Regulation, Europol could provide support in line
with its current mandate and existing legal framework.

(27a) Referrals by Europol constitute an effective and swift means of making hosting service

implementing this Regulation, Buropol’s mandate as laid down in Regulation (EU)
2016/794 6 remains unaffected.

Compromise 14

Covers: 637 (Dati), 638 (Joly)

AMS falling: 639 (Weidenholzer), 640 (Ernst), 641 (Ernst), 642 (Weidenholzer), 643
(Joly), 644 (Weidenholzer), 645 (Joly), 646 (Ernst)

Article 14
Points of contact

L. Hosting service providers Previously in receipt of one or more removal orders shall
establish a point of contact allowing for the receipt of removal orders and referrals by
electronic means and ensure their swift expeditious (638) processing pursuant to
Articles 4 and-5. They shall ensure that this information is made publicly available.

2. The information referred to in paragraph 1 shall specify the official language or
languages (s) of the Union, as referred to in Regulation 1/58, in which the contact point
can be addressed and in which further exchanges in relation to removal orders and

the official languages of the Member State in which the hosting service provider has
its main establishment or where its legal representative pursuant to Article 16 resides
or is established,

Corresgonding recital to Article 14: Recital 33

6 Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the
European Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing
Council Decisions 2009/371/JHA, 2009/934/JHA, 2009/935/THA, 2009/936/JHA and 2009/968/JHA (O]
L 135,24.5.2016, p. 53).
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(33) Both hosting service providers and Member States should establish points of contact to
facilitate the swift expeditious handling of removal orders and referrals. In contrast 10
the legal representative, the point of contact serves opetational purposes. The bosting
service provider’s point of contact should consist of any dedicated means allowing for

the electronic submission of removal orders and-referrals and of technical and personal
means allowing for the swift expeditious processing thereof. The point of contact for

the hosting service provider does not have to be located in the Union and the hosting
service provider is free to nominate an existing point of contact, provided that this point

of contact is able to fulfil the functions provided for in this Regulation. With a view to
ensure that terrorist content is removed or access to it is disabled within one hour from

the receipt of a removal order, hosting service providers should ensure that the point of
contact is reachable 24/7. The information on the point of contact should include
information about the language in which the point of contact can be addressed. In order

to facilitate the communication between the hosting service providers and the competent
authorities, hosting service providers are encouraged to allow for communication in one

of the official languages of the Union in which their terms and conditions are available.

Compromise 15

Covers: 34 (Rapp), 650 (Joly), 656 (Joly)

AMs_Falling: 651 (Weidenholzer), 652 (Pagazaurtundia), 653 (Joly), 654 (Sippel), 655
(Ernst)

Article 15
Jurisdiction

1. The Member State in which the main establishment of the hosting service provider is
located shall have the jurisdiction for the purposes of Articles 6, 18, and 21. A hosting
service provider which does not have its main establishment within one of the Member
States shall be deemed to be under the jurisdiction of the Member State where the legal
representative referred to in Article 16 resides or is established.

2. Where a hosting service provider which does not have its main establishment within
one of the Member States (650) fails to designate a legal representative, all Member
States shall have jurisdiction. Where a Member State decides to exercise this
jurisdiction, it shall inform all other Member States.

Corresponding Recital to Article 15: Recital 34
Covers AM 226 (Pagazaurtundia),
AMs Falling: 224 (Ernst), 225 (Weidenholzer), 227 (Joly), IMCO 31, CULT 23
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(34)

Compromise 16

Covers: 33 (Rapp), 663 (Ernst), 664 (Schaake), 666 (Pagazauﬂundtia), 669 (Boni), 678
(Dati), IMCO 105

AMs Falling: 665 (Sippel), 667 (Joly), 668 (Weidenholzer), 670 (Joly), 671 (Weidenholzer),
672 (Ernst), 673, 674 (Sippel), 675 (Weidenholzer), 676 (Pagazaurtundia), 677 (Joly), IMCO
106, 107, 108, 109

Article 17
Designation of competent authorities

1. Each Member State shall designate a judicial or q Junctionally independent
administrative (33, 663, 664, 666, 669) authority competent to

(@) issue removal orders pursuant to Article 4;

(b)

(c) overseethe implementation of specific proactive measures pursuant to Article

s

(d) enforce the obligations under this Regulation through penalties pursuant to
Article 18.

1a. Member States shall designate a point of contact within the competent authorities to
handle requests for clarification and feedback in relation to remaval orders issued
by them. Information on the contact point shall be made publicly available.

2. By [six months afier the entry into force of this Regulation] at the latest Member States
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Corresponding Recitals to Article 17: Recital 37

Covers: AMs 229 (W eidenholzer), 230 (Boni), 232 (Pagazaurtundl'la), 234 (Dati), IMCO
33

AMs Falling: AMs 231 (Ernst), 233 (J oly)

(37) For the purposes of this Regulation, Member States should designate a single competest
judicial or Sfunctionally independent administrative authorityies. This requirement

iuistrative-orjudicial-competentatinoriyIo does not necessitate
ire the establishment of @ new authorityies but can be an existing
bodyies tasked with the functions set out in this Regulation, This Regulation requires

designating an authorityies competent for issuing removal orders, seferrats and for
overseeing specific progetive measures and for imposing penalties. i :

Ste o—decidehow—many—autne ¥ £io orthese—tasks:(229)
Member States should communicate the competent authority designated under this
Regulation to the Commission, which should publish online a compilation of the
competent authority of each Member State. The online registry should be easily
accessible to facilitate the swift verification of the authenticity of removal orders by
the hosting service providers (234)

oo

Compromise 17

Covers: AM 681 (Rapp), ™MCO110, 112, 118, CULT 76,

AMs falling: AMs 683 {(Weidenholzer), 684 (Ernst), 685 (Weidenholzer), 686 (Joly), 687
(Ernst), 688 (Sippel), 689 (Weidenholzer), 690 (Pagazaartundua), 691
(Sippel), 692 (Joly), 693 (Ernst), 694 (Ernst), 695 (Joly), 696 (Ernst), 697
(Weidenholzer), 698 (Weidenholzer), 699 (Weidenholzer), 700 (Ernst), 701
(Ernst), 702 (Ernst), 703 (Joly), 704 (Lenars), 705 (Voss), 706 (Boni), 707
(Joly), 708 (Dati), 709 (Voss), 710 (Voss), 711 (Dati), 712 (Ernst), 713 (Joly),
714 (Dati), 715 (Joly) , IMCO 111, 113, 114, 115, 116, 117, 119, CULT 74,

75,71, 78,79, 80
Article 18
Penalties
1. Member States shall lay down the rules on penalties applicable to systematic and

persistent (681, 682, IMCO 110) breaches of the obligations by hosting service
providers under this Regulation and shall take all necessary measures o ensure that
they are implemented. Such penalties shall be limited to infringement of the
obligations pursuant to:

@) to.3(2)-host . des! . Jitions);
(b) Arcle 4(2) and (6) (implementation of and feedback on removal orders);

At
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(d)  Article 6(2)-and (4) (reports on specific proaetive measures and the adoption
of measures following a decision imposing specific specific preactive
measures); .

() Article7 (preservation of data);
() Article 8 (transparency for hosting service providers)-ﬂﬂdﬂ?a—(tmmpmney
e horitias:

(® Artcle9 (safeguards inrelation with regard to the implementation of (CULT
76) to specific proactive measures);

(h)  Article 10 (complaint procedures);

(D Article 11 (information to content providers);

() Article 13 (4) (information on evidence of terrorist offences);

(k) Article 14 (1) (points of contact);

) Atticle 16 (designation of a legal representative).

2. The penalties provided for pursuant to paragraph 1 shall be effective, proportionate
and dissuasive. Member States shall, by [within six months Jrom the entry into Jorce of
this Regulation] at the latest, notify the Commission of those rules and of those
measures and shall notify it, without delay, of any subsequent amendment affecting
them.

3. Member States shall ensure that, when determining the type and level of penalties, the
competent authorities take into account all relevant circumstances, including:

a)  the nature, gravity, and duration of the breach;

b)  the intentional or negligent character of the breach;

¢)  previous breaches by the legal person held responsible;
d) the financial strength of the legal person held liable;

e} the level of cooperation of the hosting service provider with the competent
authorities; -

S the nature and size of the hosting service Pproviders, in particular Jor
microenterprises or small-sized enterprises within the meaning of Commission
recommendation 2003/361/EC.

4. Member States shall ensure that a systematic and persistent failure to comply with
obligations pursuant to Article 4(2) is subject to financial penalties of up to 4% of the
hosting service provider's global turnover of the last business year.

Corresponding Recitals to Article 18: Recital 38

Covers: 13 (Rapp), 236 (V 0ss), 241 (Corazza Bildt),

AMs Falling: 235 (Ernst), 238 (Pagazaurtundia), 239 (Weidenholzer), 240 (Schaake), 242
(Bay), 243 (Grapini), 244 (Joly), 245 (Ernst), 243 (Boni) 237 (Dati), IMCO
34, CULT 24

(38)  Penalties are necessary to ensure the effective implementation by hosting service
providers of the obligations pursuant to this Regulation. Member States should adopt
rules on penalties, including, where appropriate, fining guidelines, Partieulaly severe
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pPenalties shatt should be ascertained in the event that the hosting service providers
systematically and persistently fails to comply with their obligations under this
Regulation remove erroristcontent-or-disable-acee o-itwithin-one-Rovr-1rom eceip

penalties: Penalties for non-compliance with Article 6 should only be adopted in relation
to obligations arising from WMHWPMW a decision
imposing additional specific preactive measures pursuant to Article 6(4). When
determining whether or not financial penaliies should be imposed, due account should
be taken of the financial resources of the provider. Moreover, the competent authority
should take into account whether the hosting service provider is a start-up or & small
and medium sized business and should determine on a case-by-case basis if it had the
ability to adequately comply with the issued order. {236) Member States shall should
ensure that penalties do not encourage the removal of content which is not terrorist
content.

Compromise 18

Covers: AM 716 (Joly), CULT 81
AMs Falling: AM 715 (Joly)

Article 19
Technical requirements and amendments to the templates for removal orders

The Commission shall be empowered to adopt delegated acts in accordance with
Article 20 in order to supplement this Regulation with the necessary technical
requirements for the electronic means to be used by competent authorities for the
transmission of removal orders.

The Commission shall be empowered to adopt such delegated acts 10 amend Annexes
1, TT and III in order to effectively address a possible need for improvements regarding
the content of removal order forms and of forms to be used to provide information on
the impossibility to execute the removal order.

rresponding Recitals to Article 19: Recital 39 and 40

Co p g

Covers:
AM falling: AM 247 (Joly), IMCO 35

(39

The use of standardised templates facilitates cooperation and the exchange of
information between competent authorities and service providers, allowing them to
communicate more quickly and effectively. It is particularly important o ensure swift
action following the receipt of a removal order. Templates reduce translation costs and
contribute to a high quality standard. Response forms similarly should allow for a
standardised exchange of information, and this will be particularly important where
service providers are unable to comply. Authenticated submission channels can
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guarantee the authenticity of the removal order, including the accuracy of the date and
the time of sending and receipt of the order.

(40)

Compromise 19
Covers: 717 (Joly), 720 (Weidenholzer), 723 (Joly), IMCO 121,

éll\]’lﬁ Tlfgl;ing: 718 (Weidenholzer), 719, 721, 724 (Ernst), 722, 725 (Joly), IMCO 120, 121,

Article 2]
Monitoring

1. Member States shall collect from their competent authorities and the hosting service
providers under their Jurisdiction and send to the Commission every year by [31

(@) information about the number of removal orders and-referrals issued, the
number of pieces of terrorist content which has been removed or access to it
disabled, including the corresponding timeframes pursuant to Articles 4 and
3, and information on the number of corresponding cases of successful
detection, in vestigation and prosecution of terrorist offences; (717, 720)

b information about the specific preactive measures taken pursuant to Article
6, including the amount of terrorist content which has been removed or access
to it disabled and the corresponding timeframes;

(ba)  information about the number of access requests issued by competent
authorities regarding content preserved by hosting service Dproviders
pursuant to Article 7; ( 723)

© information about the number of complaint procedures initiated and actions
taken by the hosting service providers pursuant to Article 10;
(d) information about the number of redress procedures initiated and decisions

taken by the competent authority in accordance with national law,

-—_—

7 OJL 123,12.5.2016, p. L
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2. By [one year from the date of application of this Regulation) at the latest, the
Commission shall establish a detailed programme for monitoring the outputs, results
and impacts of this Regulation. The monitoring programme shall set out the indicators
and the means by which and the intervals at which the data and other necessary
evidence is to be collected. It shall specify the actions to be taken by the Commission
and by the Member States in collecting and analysing the data and other evidence to

monitor the progress and evaluate this Regulation pursuant to Atticle 23.

Corresponding Recitals to Article 21: Recital 41

Covers: AM 248 (Joly), IMCO 36

(41) Member Stutes should collect information on the implementation of the legislation
including information on the number of cases of successful detection, investigation
and prosecution of terrorist offences as a consequence of this Regulation.(248) A

detailed programme for monitoring the outputs, results and impacts of this Regulation
should be established in order to inform an evaluation of the legislation.

Compromise 20

Covers: AMs 35 (Rapp), 727 (Weidenholzer), 728 (Joly), 729 (Boni), 730
(Pagazaurtundﬁa), 731 (Sippel), IMCO 122

AMs Falling: AMs 726 (Dati)

Article 23
Evaluation

¥ One years from the date of application of this Regulation}, the
Commission shall carry out an evaluation of this Regulation and submit a report to the European
Parliament and to the Council on the application of this Regulation including the functioning
and the effectiveness of the safeguard mechanisms, as well as the impact on Fundamental
Rights, in particular freedom of expressionfreedom to receive and impart information and
the right to respect for one’s private life. (35) Where appropriate, the report shall be
accompanied by legislative proposals. Member States shall provide the Commission with the

information necessary for the preparation of the report.

rresponding Recitals to Article 23: Recital 42 and 43

Co p g

Covers: AM 249 (Joly), IMCO 37
AMs falling: AMs 250 (Weidenholzer), 251 (Bay), 252 (Joly), 253 (Weidenholzer)

(42) Basedon the findings and conclusions in the implementation report and the outcome of
the monitoring exercise, the Commission should carry out an evaluation of this
Regulation no-sooner-than three one years after its entry into force. The evaluation

should be based on the fAve criteria of efficiency, necessity, proportionality,
effectiveness, relevance, coherence and EU added value. Tt wilt should assess the
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(43)

including the freedom of expression and freedom to receive and impart information,
the freedom and pluralism of the media, the freedom to conduct a business and the
rights to privacy and the Protection of personal data. (249, The Commission should
also assess the impact on Ppotentially affected and-interests of third parties, including a
review of the requirement to inform content providers.

and effects of the limitation, be better achieved at Union level, the Union may adopt
measures, in accordance with the principle of subsidiarity as set out in Article 5 of the
Treaty on European Union. In accordance with the principle of proportionality, as set
out in that Article, this Regulation does not g0 beyond what is necessary in order to
achieve that objectives
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