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Introduction

Amazon Web Services (AWS) delivers a scalable cloud computing platform with high availability and dependability,
providingthe tools thatenable customerstorun a wide range of applications. Helping to protect the confidentiality,
integrity, and availability of our customers’ systems and datais of the utmostimportance to AWS, as is maintaining
customertrustand confidence. This documentisintended to answer questions such as, “How does AWS help me
protect my data?” Specifically, AWS physical and operational security processes are described for the network and
serverinfrastructure under AWS’s management, as well as service-specific security implementations.

Shared Security Responsibility Model

Before we gointothe details of how AWS securesits resources, we should talk about how security inthe cloud is slightly
differentthan security in your on-premises data centers. When you move computersystems and data to the cloud,
security responsibilities become shared between you and your cloud service provider. In this case, AWS s responsible
for securingthe underlyinginfrastructure that supports the cloud, and you’re responsible for anything you puton the
cloud or connectto the cloud. This shared security responsibility model can reduce your operational burden in many
ways, and in some cases may evenimprove your default security posture without additional action on your part.

Accounts and Credentials

ORACLE

Customer

A w |

Amazon 53 Amazon EC2 Amazon RDS Amazon
Workspaces

AWS Global Infrastructure

AWS

Figure 1: AWS Shared Security Responsibility Model

The amount of security configuration work you have to do varies depending on which services you selectand how
sensitiveyourdatais. However, there are certain security features—such as individual useraccounts and credentials,
SSL/TLS for data transmissions, and useractivity logging—that you should configure no matter which AWS service you
use. For more information about these security features, seethe “AWS Account Security Features” section below.

amazon
webservices
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AWS Security Responsibilities

Amazon Web Servicesisresponsiblefor protecting the global infrastructure that runs all of the services offered in the
AWS cloud. Thisinfrastructure is comprised of the hardware, software, networking, and facilities that run AWS services.
Protectingthisinfrastructure is AWS’s number one priority, and whileyou can’t visit our data centers or offices to see
this protection firsthand, we provide several reports from third-party auditors who have verified our compliance with a
variety of computersecurity standards and regulations (for more information, visit (aws.amazon.com/compliance).

Note that in addition to protecting this global infrastructure, AWS is responsible for the security configuration of its
products that are considered managed services. Examples of these types of servicesinclude Amazon DynamoDB,
Amazon RDS, Amazon Redshift, Amazon Elastic MapReduce, Amazon WorkSpaces, and several otherservices. These
services provide the scalability and flexibility of cloud-based resources with the additional benefit of being managed. For
these services, AWS will handle basicsecurity tasks like guest operating system (OS) and database patching, firewall
configuration, and disaster recovery. For most of these managed services, all you have to do is configure logical access
controls forthe resources and protect your account credentials. Afew of them may require additional tasks, such as
setting up database useraccounts, but overall the security configuration work is performed by the service.

Customer Security Responsibilities

Withthe AWS cloud, you can provisionvirtualservers, storage, databases, and desktops in minutes instead of weeks.
You can also use cloud-based analytics and workflow tools to process yourdataas you needit, and thenstore it inyour
own data centersorinthe cloud. Which AWS services you use will determine how much configuration work you have to
perform as part of your security responsibilities.

AWS products that fall into the well-understood category of Infrastructure as a Service (laaS)—such as Amazon EC2,
Amazon VPC, and Amazon S3—are completely underyour control and require you to performall of the necessary
security configuration and management tasks. For example, for EC2 instances, you're responsible for management of
the guest OS (including updates and security patches), any application software or utilities you installon the instances,
and the configuration of the AWS-provided firewall (called asecurity group) on each instance. These are basically the
same security tasks that you’re used to performing no matter where yourservers are located.

AWS managed services like Amazon RDS or Amazon Redshift provideall of the resources you needin orderto performa
specifictask—but without the configuration work that can come with them. With managed services, you don’t have to
worry about launchingand maintaininginstances, patching the guest OS or database, or replicating databases—AWS
handles thatforyou. Butas with all services, you should protect your AWS Account credentialsand set up individual
useraccounts with Amazon Identity and Access Management (IAM) so that each of your users has theirown credentials
and you can implement segregation of duties. We also recommend using multi-factor authentication (MFA) with each
account, requiringthe use of SSL/TLS to communicate with your AWS resources, and setting up API/user activity logging
with AWS CloudTrail. For more information about additional measures you can take, referto the AWS Security Best
Practices whitepaperand recommended reading on the AWS Security Resources webpage.

amazon
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AWS Global Infrastructure Security

AWS operatesthe global cloud infrastructure that you use to provision avariety of basiccomputing resources such as
processingand storage. The AWS global infrastructure includes the facilities, network, hardware, and operational
software (e.g., host OS, virtualization software, etc.) that support the provisioning and use of these resources. The AWS
global infrastructure is designed and managed according to security best practices as well as a variety of security
compliance standards. As an AWS customer, you can be assured that you’re building web architectures on top of some
of the mostsecure computinginfrastructure inthe world.

AWS Compliance Program

The AWS Compliance Program enables customers to understand the robust security in place and then helpsthem
streamline theircompliance with industry and government requirements forsecurity and data protection. The IT
infrastructure that AWS providestoits customersis designed and managedinalignment with securitybest practices and
avariety of IT security standards, including:

e SOC 1/SSAE 16/ISAE 3402 (formerly SAS 70)

e SOC2

e SOC3

e FISMA, DIACAP, and FedRAMP

e DOD CSM Levels1-5

e PCIDSS Level 1

e [SO27001
e [TAR
e FIPS140-2

e MTCS Level 3
In addition, the flexibility and control that the AWS platform provides allows customers to deploy solutions that meet
several industry-specificstandards, including:

e HIPAA

o CloudSecurity Alliance (CSA)

e Motion Picture Association of America (MPAA)

AWS providesawide range of information regardingits IT control environment to customers through white papers,
reports, certifications, accreditations, and other third-party attestations. More information is availablein the Risk and
Compliance whitepaperavailable on the website: http://aws.amazon.com/compliance/.

Physical and Environmental Security

AWS'’s data centers are state of the art, utilizinginnovative architectural and engineering approaches. Amazon has many
years of experience in designing, constructing, and operating large-scale data centers. This experience has been applied
to the AWS platform and infrastructure. AWS data centers are housed in nondescript facilities. Physical accessis strictly
controlled both at the perimeterand at buildingingress points by professional security staff utilizing video surveillance,
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intrusion detection systems, and otherelectronicmeans. Authorized staff must pass two-factorauthenticationa
minimum of two times to access data centerfloors. All visitors and contractors are required to presentidentification and
are signedinand continually escorted by authorized staff.

AWS only provides data center access and information to employees and contractors who have a legitimate business
need forsuch privileges. When anemployee nolongerhas abusiness need forthese privileges, hisorheraccessis
immediately revoked, evenif they continueto be an employee of Amazon or Amazon Web Services. All physical access
to data centers by AWS employeesislogged and audited routinely.

Fire Detection and Suppression

Automaticfire detection and suppression equipment has beeninstalled to reduce risk. The fire detection system utilizes
smoke detection sensorsin all data center environments, mechanical and electrical infrastructure spaces, chillerrooms
and generatorequipmentrooms. These areas are protected by either wet-pipe, double-interlocked pre-action, or
gaseous sprinklersystems.

Power

The data centerelectrical powersystems are designed to be fully redundantand maintainable withoutimpact to
operations, 24 hours a day, and seven days a week. Uninterruptible Power Supply (UPS) units provide back-up powerin
the eventof an electrical failure for critical and essentialloadsin the facility. Data centers use generators to provide
back-up powerforthe entire facility.

Climate and Temperature

Climate control isrequired to maintain a constant operating temperatureforserversand other hardware, which
prevents overheatingand reduces the possibility of service outages. Data centers are conditioned to maintain
atmosphericconditions at optimal levels. Personneland systems monitorand control temperature and humidityat
appropriate levels.

Management

AWS monitors electrical, mechanical, and life support systems and equipment so thatany issues are immediately
identified. Preventative maintenance is performed to maintain the continued operability of equipment.

Storage Device Decommissioning

When a storage device hasreachedthe end of its useful life, AWS procedures include adecommissioning process that s
designedto prevent customer datafrom beingexposedto unauthorized individuals. AWS uses the techniques detailed
in DoD 5220.22-M (“National Industrial Security Program Operating Manual “) or NIST 800-88 (“Guidelines for Media
Sanitization”) to destroy data as part of the decommissioning process. Alldecommissioned magneticstorage devices are
degaussed and physically destroyed in accordance with industry-standard practices.

Business Continuity Management

Amazon’sinfrastructure has ahigh level of availability and provides customers the features to deploy aresilient IT
architecture. AWS has designed its systems to tolerate system or hardware failures with minimal customerimpact. Data
center Business Continuity Managementat AWSis underthe direction of the Amazon Infrastructure Group.

Availability

Data centersare builtin clustersinvarious global regions. All data centers are online and serving customers; no data
centeris “cold.” In case of failure, automated processes move customer data trafficaway from the affected area. Core
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applications are deployedinan N+1 configuration, so thatin the event of a data centerfailure, there is sufficient
capacity to enable trafficto be load-balanced to the remainingsites.

AWS provides you with the flexibility to place instances and store data within multiple geographicregions aswell as
across multiple availability zones within each region. Each availability zoneis designed as anindependent failure zone.
This means that availability zones are physically separated within a typical metropolitan region and are located in lower
risk flood plains (specificflood zone categorization varies by Region). In addition to discrete uninterruptable power
supply (UPS) and onsite backup generation facilities, they are each fed via different grids from independent utilities to
furtherreduce single points of failure. Availability zones are all redundantly connected to multiple tier-1transit
providers.

You should architect your AWS usage to take advantage of multiple regions and availability zones. Distributing
applications across multiple availability zones provides the ability to remain resilientin the face of most failure modes,
including natural disasters or system failures.

Incident Response

The Amazon Incident Management team employs industry-standard diagnostic procedures to drive resolution during
business-impacting events. Staff operators provide 24x7x365 coverage to detectincidents and to manage the impact
and resolution.

Company-Wide Executive Review

Amazon’s Internal Audit group has recently reviewed the AWS services resiliency plans, which are also periodically
reviewed by members of the Senior Executive managementteam and the Audit Committee of the Board of Directors.

Communication

AWS hasimplemented various methods of internal communication at a global level to help employees understand their
individualroles and responsibilities and to communicate significant eventsin atimely manner. These methodsinclude
orientation and training programs for newly hired employees; regular management meetings for updates on business
performance and other matters; and electronics means such as video conferencing, electronic mail messages, and the
posting of information viathe Amazonintranet.

AWS has also implemented various methods of external communication to supportits customerbase and the
community. Mechanisms are in place to allow the customer supportteam to be notified of operational issues that
impactthe customerexperience. A"Service Health Dashboard" is available and maintained by the customer support
teamto alert customersto anyissuesthat may be of broad impact. The AWS Security Centeris available to provideyou
with security and compliance details about AWS. You can also subscribe to AWS Support offerings thatinclude direct
communication with the customersupportteam and proactive alerts to any customerimpactingissues.

Network Security

The AWS network has been architected to permityouto selectthe level of security and resiliency appropriateforyour
workload. To enable you to build geographically dispersed, fault-tolerant web architectures with cloud resources, AWS
has implemented aworld-class network infrastructure thatis carefully monitored and managed.

Secure Network Architecture

Network devices, including firewalland other boundary devices, are in place to monitor and control communications at
the external boundary of the network and at key internal boundaries within the network. These boundary devices
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employrule sets, access control lists (ACL), and configurations to enforce the flow of information to specificinformation
systemservices.

ACLs, or trafficflow policies, are established on each managed interface, which manage and enforce the flow of traffic.
ACL policies are approved by Amazon Information Security. These policies are automatically pushed using AWS’s ACL-
Manage tool, to help ensure these managed interfaces enforce the most up-to-date ACLs.

Secure Access Points

AWS has strategically placed alimited number of access points to the cloud to allow fora more comprehensive
monitoring of inbound and outbound communications and network traffic. These customeraccess points are called API
endpoints, and theyallow secure HTTP access (HTTPS), which allows you to establish a secure communication session
with your storage or compute instances within AWS. To support customers with FIPS cryptographicrequirements, the
SSL-terminatingload balancersin AWS GovCloud (US) are FIPS 140-2-compliant.

In addition, AWS hasimplemented network devices that are dedicated to managinginterfacing communications with
Internetservice providers (ISPs). AWS employs aredundant connection to more than one communication service at
each Internet-facing edge of the AWS network. These connections each have dedicated network devices.

Transmission Protection

You can connectto an AWS access pointvia HTTP or HTTPS using Secure Sockets Layer (SSL), a cryptographic protocol
that is designed to protect against eavesdropping, tampering, and message forgery.

For customers who require additional layers of network security, AWS offers the Amazon Virtual Private Cloud (VPC),
which provides a private subnet within the AWS cloud, and the ability to use an IPsecVirtual Private Network (VPN)
device to provide an encrypted tunnel between the Amazon VPCand your datacenter. For more information about VPC
configuration options, referto the Amazon Virtual Private Cloud (Amazon VPC) Security section below.

Amazon Corporate Segregation

Logically, the AWS Production network is segregated from the Amazon Corporate network by means of a complex set of
network security / segregation devices. AWS developers and administrators on the corporate network who need to
access AWS cloud componentsin orderto maintain them must explicitly request access through the AWS ticketing
system. All requests are reviewed and approved by the applicable service owner.

Approved AWS personnelthen connecttothe AWS network through a bastion host that restricts access to network
devices and other cloud components, logging all activity for security review. Access to bastion hosts require SSH public-
key authentication forall useraccounts onthe host. For more information on AWS developer and administrator logical
access, see AWS Access below.

Fault-Tolerant Design

Amazon’sinfrastructure has a high level of availability and provides you with the capability to deploy aresilient T
architecture. AWS has designed its systems to tolerate system or hardware failures with minimal customerimpact.

Data centersare builtin clustersinvarious global regions. All data centers are online and serving customers; no data
centeris “cold.” In case of failure, automated processes move customer data trafficaway from the affected area. Core
applications are deployedinan N+1 configuration, so thatin the event of a data centerfailure, there is sufficient
capacity to enable trafficto be load-balanced to the remainingsites.

amazon
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AWS providesyou with the flexibility to place instances and store data within multiple geographicregions as well as
across multiple availability zones within each region. Each availability zoneis designed as an independent failure zone.
This means that availability zones are physically separated within atypical metropolitan region and are located inlower
risk flood plains (specificflood zone categorization varies by region). In addition to utilizing discrete uninterruptable
powersupply (UPS) and onsite backup generators, they are each fed via different grids from independent utilities to
furtherreduce single points of failure. Availability zones are all redundantly connected to multiple tier-1transit
providers.

You should architect your AWS usage to take advantage of multiple regions and availability zones. Distributing
applications across multiple availability zones provides the ability to remainresilientin the face of most failure
scenarios, including natural disasters or system failures. However, you should be aware of location-dependent privacy
and compliance requirements, such as the EU Data Privacy Directive. Datais notreplicated between regions unless
proactively done so by the customer, thus allowing customers with these types of data placementand privacy
requirements the ability to establish compliant environments. It should be noted that all communications between
regionsis across publicInternetinfrastructure; therefore,appropriate encryption methods should be used to protect
sensitivedata.

As of this writing, there are eleven regions: US East (Northern Virginia), US West (Oregon), US West (Northern
California), AWS GovCloud (US), EU (Ireland), EU (Frankfurt), Asia Pacific (Singapore), Asia Pacific (Tokyo), Asia Pacific
(Sydney), South America (Sao Paulo), and China (Beijing).

AWS GovCloud (US) isan isolated AWS Region designed to allow US government agencies and customers to move
workloadsintothe cloud by helpingthem meet certain regulatory and compliance requirements. The AWS GovCloud
(US) framework allows US government agencies and their contractors to comply with U.S. International Trafficin Arms
Regulations (ITAR) regulations as well as the Federal Risk and Authorization Management Program (FedRAMP)
requirements. AWS GovCloud (US) has received an Agency Authorization to Operate (ATO) from the US Department of
Health and Human Services (HHS) utilizing a FedRAMP accredited Third Party Assessment Organization (3PAQO) for
several AWSservices.

The AWS GovCloud (US) Region provides the same fault-tolerant design as otherregions, with two Availability Zones. In
addition, the AWS GovCloud (US) region isamandatory AWS Virtual Private Cloud (VPC) service by default to create an
isolated portion of the AWS cloud and launch Amazon EC2 instances that have private (RFC 1918) addresses. More
information about GovCloud is available on the AWS website: http://aws.amazon.com/govcloud-us/
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Page 11 of 77 webservices


http://aws.amazon.com/govcloud-us/

Amazon Web Services — Overview of Security Processes November2014

AWS Regions

US East (VA) US West (CA) EU (Ireland) EU (Frankfurt)

Awailability Sovaitabsility
Zznz A Zznes

US West (OR) GovCloud (US) S. America (Sao Paulo) China (Bejing)*

Availakility Avaiaility Availakility Hailasiity
Zone A Zone B Zone A Zane B
Asia Pacific (Tokyo) Asia Pacific (Singapore) Asia Pacific (Sydney)

*A limited preview of the China |Beijing) Region is available to a select group of China-based and multinational companieswith customersin China.
These customers are required to create 8 AWS Account, with a set of credentials that are distinct and separate from other global AWS Accounts.

Figure 2: Regions and Availability Zones

Note that the number of Availability Zones may change.

Network Monitoring and Protection

AWS utilizes awide variety of automated monitoring systems to provide a high level of service performance and
availability. AWS monitoring tools are designed to detect unusual or unauthorized activities and conditions atingress
and egress communication points. Thesetools monitorserverand network usage, port scanning activities, application
usage, and unauthorized intrusion attempts. The tools have the ability to set custom performance metrics thresholds for
unusual activity.

Systems within AWS are extensively instrumented to monitor key operational metrics. Alarms are configured to
automatically notify operations and management personnel when early warning thresholds are crossed on key
operational metrics. An on-callschedule is used so personnel are always available to respond to operational issues. This
includes apagersystemso alarms are quickly and reliably communicated to operations personnel.

Documentationis maintained to aid and inform operations personnelin handlingincidents orissues. If the resolution of
an issue requires collaboration, a conferencing systemis used which supports communication and logging capabilities.
Trained call leaders facilitate communication and progress during the handling of operational issues thatrequire
collaboration. Post-mortems are convened after any significant operational issue, regardless of external impact, and
Cause of Error (COE) documents are drafted so the root cause is captured and preventative actions are takenin the
future. Implementation of the preventative measuresis tracked during weekly operations meetings.
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AWS security monitoring tools help identify several types of denial of service (DoS) attacks, including distributed,
flooding, and software/logic attacks. When DoS attacks are identified, the AWS incident response processisinitiated. In
additiontothe DoS preventiontools, redundant telecommunication providers at each region as well as additional
capacity protect against the possibility of DoS attacks.

The AWS network provides significant protection against traditional network security issues, and you canimplement
further protection. The following are afew examples:

o Distributed Denial Of Service (DDoS) Attacks. AWS APl endpointsare hostedonlarge, Internet-scale, world-
classinfrastructure that benefits from the same engineering expertise that has built Amazoninto the world’s
largestonline retailer. Proprietary DDoS mitigation techniques are used. Additionally, AWS’s networks are multi-
homed across a number of providers to achieve Internet access diversity.

e Manin the Middle (MITM) Attacks. All of the AWS APIs are available via SSL-protected endpoints which
provide serverauthentication. Amazon EC2 AMIs automatically generate newSSH host certificates on first boot
and logthemto the instance’s console. You canthen use the secure APIs to call the console and access the host
certificates before loggingintothe instance forthe first time. We encourage you to use SSL for all of your
interactions with AWS.

e [P Spoofing. Amazon EC2 instances cannotsend spoofed network traffic. The AWS-controlled, host-based
firewall infrastructure willnot permitaninstance to send trafficwith a source IP or MAC address otherthanits
own.

e Port Scanning. Unauthorized portscans by Amazon EC2 customers are a violation of the AWS Acceptable Use
Policy. Violations of the AWS Acceptable Use Policy are taken seriously, and every reported violationis
investigated. Customers can report suspected abuse viathe contacts available on our website at:
http://aws.amazon.com/contact-us/report-abuse/. When unauthorized port scanningis detected by AWS, itis
stopped and blocked. Port scans of Amazon EC2 instances are generally ineffective because, by default, all
inbound ports on Amazon EC2 instances are closed and are only opened by you. Your strict management of
security groups can further mitigate the threat of port scans. If you configure the security group to allow traffic
fromany source to a specificport, then that specificport will be vulnerable to a port scan. Inthese cases, you
must use appropriate security measuresto protect listening services that may be essential to theirapplication
from being discovered by an unauthorized portscan. Forexample, aweb server must clearly have port 80
(HTTP) opento the world, and the administrator of this serveris responsible forthe security of the HTTP server
software, such as Apache. You may request permission to conduct vulnerability scans as required to meet your
specificcompliancerequirements. These scans must be limited to your own instances and must not violate the
AWS Acceptable Use Policy. Advanced approval for these types of scans can be initiated by submittingarequest
viathe website at: https://aws-portal.amazon.com/gp/aws/html|-forms-
controller/contactus/AWSSecurityPenTestRequest

o Packet sniffing by othertenants. It is not possible foravirtual instance runningin promiscuous mode to receive
or “sniff” trafficthatis intended foradifferentvirtual instance. While you can place yourinterfacesinto
promiscuous mode, the hypervisor will not deliverany traffictothemthat is not addressed tothem. Eventwo
virtual instances thatare owned by the same customerlocated on the same physical host cannotlistento each
other’s traffic. Attacks such as ARP cache poisoning do not work within Amazon EC2 and Amazon VPC. While
Amazon EC2 does provide ample protection against one customerinadvertently or maliciously attempting to
view another’s data, as a standard practice you should encrypt sensitive traffic.
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In additionto monitoring, regular vulnerability scans are performed onthe host operating system, web application,and
databasesinthe AWS environment using avariety of tools. Also, AWS Security teams subscribe to newsfeeds for
applicable vendorflaws and proactively monitor vendors’ websites and otherrelevant outlets for new patches. AWS
customers also have the ability toreportissues to AWSvia the AWS Vulnerability Reporting website at:
http://aws.amazon.com/security/vulnerability-reporting/

AWS Access

The AWS Production network is segregated from the Amazon Corporate network and requires a separate set of
credentials forlogical access. The Amazon Corporate network relies on user IDs, passwords, and Kerberos, while the
AWS Production network requires SSH public-key authentication through a bastion host.

AWS developers and administrators on the Amazon Corporate network who need to access AWS cloud components
must explicitly request access through the AWS access management system. All requests are reviewed and approved by
the appropriate ownerormanager.

Account Review and Audit

Accounts are reviewed every 90days; explicit re-approval is required or access to the resource is automatically revoked.
Accessis also automatically revoked when an employee’s record is terminated in Amazon’s Human Resources system.
Windows and UNIX accounts are disabled and Amazon’s permission management system removes the userfromall
systems.

Requests for changesinaccess are capturedinthe Amazon permissions managementtool auditlog. When changesinan
employee’s job function occur, continued access must be explicitly approved to the resource orit will be automatically
revoked.

Background Checks

AWS has established formal policies and procedures to delineate the minimum standards for logical access to AWS
platform and infrastructure hosts. AWS conducts criminal background checks, as permitted by law, as part of pre-
employment screening practices foremployees and commensurate with the employee’s position and level of access.
The policies also identify functional responsibilities for the administration of logical access and security.

Credentials Policy

AWS Security has established a credentials policy with required configurations and expiration intervals. Passwords must
be complex and are forced to be changed every 90 days.

Secure Design Principles

AWS’s development process follows secure software development best practices, which include formal design reviews
by the AWS Security Team, threat modeling, and completion of arisk assessment. Staticcode analysistoolsarerunas a
part of the standard build process, and all deployed software undergoes recurring penetration testing performed by
carefully selected industry experts. Our security risk assessment reviews begin during the design phase and the
engagementlasts through launch to ongoing operations.

Change Management

Routine, emergency, and configuration changes to existing AWS infrastructure are authorized, logged, tested, approved,
and documented in accordance with industry norms for similar systems. Updates to AWS’s infrastructure are done to
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minimize any impact on the customerand their use of the services. AWS will communicate with customers, eithervia
email, orthrough the AWS Service Health Dashboard (http://status.aws.amazon.com/) when service use is likely to be
adversely affected.

Software

AWS applies asystematicapproach to managing change so that changes to customer-impacting services are thoroughly
reviewed, tested, approved, and well-communicated. The AWS change management process is designed to avoid
unintended servicedisruptions and to maintain the integrity of service to the customer. Changes deployedinto
production environments are:

e Reviewed: Peerreviews of the technical aspects of achange are required.

e Tested:Changesbeingappliedare tested to help ensurethey will behave as expected and not adversely impact
performance.

e Approved:All changes mustbe authorized in orderto provide appropriate oversight and understanding of
businessimpact.

Changes are typically pushed into productionina phased deployment starting with lowestimpact areas. Deployments
are tested ona single system and closely monitored so impacts can be evaluated. Service owners have anumber of
configurable metrics that measure the health of the service’s upstream dependencies. These metrics are closely
monitored with thresholds and alarmingin place. Rollback procedures are documented in the Change Management
(CM) ticket.

When possible, changes are scheduled during regular change windows. Emergency changes to production systems that
require deviations from standard change management procedures are associated with anincidentand are logged and
approved asappropriate.

Periodically, AWS performs self-audits of changes to key services to monitor quality, maintain high standards, and
facilitate continuous improvement of the change management process. Any exceptions are analyzed to determine the
root cause, and appropriate actions are taken to bring the change into compliance or roll back the change if necessary.
Actions are then takento address and remediate the process or peopleissue.

Infrastructure

Amazon’s Corporate Applications team develops and manages software to automate IT processes for UNIX/Linux hosts
inthe areas of third-party software delivery, internally developed software, and configuration management. The
Infrastructure team maintains and operates a UNIX/Linux configuration management framework to address hardware
scalability, availability, auditing, and security management. By centrally managing hosts through the use of automated
processes that manage change, Amazonisable to achieve its goals of high availability, repeatability, scalability, security,
and disasterrecovery. Systems and network engineers monitor the status of these automated tools on a continuous
basis, reviewing reportsto respond to hosts that fail to obtain or update their configuration and software.

Internally developed configuration management softwareis installed when new hardware is provisioned. These tools
are run onall UNIX hosts to validate thatthey are configured and that software isinstalled in compliance with standards
determined by the role assigned to the host. This configuration management software also helps toregularly update
packagesthat are already installed on the host. Only approved personnel enabled through the permissions service may
login to the central configuration managementservers.
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AWS Account Security Features

AWS provides avariety of tools and features that you can use to keep your AWS Account and resources safe from
unauthorized use. Thisincludes credentials foraccess control, HTTPS endpoints for encrypted data transmission, the
creation of separate IAM useraccounts, useractivity logging for security monitoring, and Trusted Advisor security
checks. You can take advantage of all of these security tools no matter which AWS services you select.

AWS Credentials

To help ensure that only authorized users and processes access your AWS Account and resources, AWS uses several
types of credentials forauthentication. These include passwords, cryptographic keys, digital signatures, and certificates.
We also provide the option of requiring multi-factor authentication (MFA) to loginto your AWS Account or IAM user
accounts. The followingtable highlights the various AWS credentials and their uses.

Credential Type Use Description

Passwords AWS root accountor IAM user A string of characters used to loginto your AWS
accountloginto the AWS accountor IAM account. AWS passwords mustbe a
Management Console minimum of 6 characters and may be up to 128
characters.
Multi-Factor AWS root accountor |AM user A six-digitsingle-usecodethat is requiredin addition

Authentication (MFA)

accountloginto the AWS
Management Console

to your passwordto loginto your AWS Account or
IAM user account.

Access Keys

Digitally signed requests to AWS

APls (usingthe AWS SDK, CLI, or
REST/Query APls)

Includes anaccess key IDand a secret access key.

You useaccess keys to digitally sign programmatic
requests that you make to AWS.

Key Pairs

o SSH loginto EC2 instances
o CloudFront signed URLs

A key pairis requiredto connect to an EC2 instance
launched from a public AMI. The keys that Amazon
EC2 uses are 1024-bit SSH-2 RSA keys. You can have
a key pair generated automatically for you when you
launchtheinstanceoryou canuploadyour own.

X.509 Certificates

» Digitallysigned SOAP
requests to AWS APIs

« SSL server certificates for
HTTPS

X.509 certificates areonly used to sign SOAP-based
requests (currently used only with Amazon S3). You
canhave AWS create an X.509 certificateand private
key thatyou can download, or you can upload your
own certificateby usingthe Security Credentials
page.

You can download a Credential Reportforyouraccountat any time from the Security Credentials page. This report lists
all of youraccount’s users and the status of theircredentials—whetherthey use a password, whethertheir password
expiresand must be changedregularly, the last time they changed their password, the last time they rotated their
access keys, and whetherthey have MFA enabled.

For security reasons, if your credentials have been lost orforgotten, you cannot recoverthem orre-download them.
However, you can create new credentials and then disable ordelete the old set of credentials.

In fact, AWS recommends thatyou change (rotate) youraccess keys and certificates on aregularbasis. To help youdo
this without potential impact toyourapplication’s availability, AWS supports multiple concurrent access keys and
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certificates. With thisfeature, you can rotate keys and certificatesinto and out of operation on a regular basis without
any downtime to yourapplication. This can help to mitigate risk from lost or compromised access keys or certificates.
The AWS IAM APl enablesyou to rotate the access keys of your AWS Accountas well as forIAM useraccounts.

Passwords

Passwords are required to access your AWS Account, individualIAMuseraccounts, AWS Discussion Forums, and the
AWS Support Center. You specify the password when you first create the account, and you can change it at any time by
goingto the Security Credentials page. AWS passwords can be up to 128 characters longand contain special characters,
SO we encourage you to create a strong password that cannot be easily guessed.

You can seta password policy foryourlAM useraccounts to ensure that strong passwords are used and that they are
changed often. A password policyis a set of rules that define the type of password an IAM user can set. For more
information about password policies, go to Managing Passwords in Using IAM.

AWS Multi-Factor Authentication (AWS MFA)

AWS Multi-Factor Authentication (AWS MFA) is an additional layer of security foraccessing AWS services. Whenyou
enable this optional feature, you will need to provide asix-digit single-use code in addition to your standard user name
and password credentials beforeaccessis granted to your AWS Account settings or AWS services and resources. You get
this single-use code from an authentication devicethat you keep in your physical possession. This s called multi-factor
authentication because more than one authentication factoris checked before accessis granted: a password (something
you know) and the precise code from your authentication device (something you have). You can enable MFA devices for
your AWS Accountas well as forthe usersyou have created underyour AWS Account with AWSIAM. In addition, you
add MFA protection foraccess across AWS Accounts, forwhenyou wantto allow a useryou’ve created underone AWS
Accountto use an IAM role to access resources underanother AWS Account. You can require the userto use MFA
before assumingthe role as an additional layer of security.

AWS MFA supports the use of both hardware tokens and virtual MFA devices. Virtual MFA devices use the same
protocols as the physical MFA devices, but can run on any mobile hardware device, includingasmartphone. A virtual
MFA device uses asoftware application that generates six-digit authentication codes that are compatible with the Time-
Based One-Time Password (TOTP) standard, as described in RFC 6238. Most virtual MFA applications allow you to host
more than one virtual MFA device, which makes them more convenient than hardware MFA devices. However, you
should be aware that because avirtual MFA mightbe run on a less secure device such asa smartphone, avirtual MFA
might not provide the same level of security as a hardware MFA device.

You can also enforce MFA authentication for AWS service APIsin orderto provide an extralayer of protection over
powerful or privileged actions such as terminating Amazon EC2 instances or reading sensitive data stored in Amazon S3.
You do this by addingan MFA-authentication requirementtoan |AM access policy. You can attach these access policies
to IAM users, IAM groups, or resources that support Access Control Lists (ACLs) like Amazon S3 buckets, SQS queues,
and SNStopics.

It is easy to obtain hardware tokens from a participating third-party provider orvirtual MFA applications froman
AppStore andto setit up for use viathe AWS website. More information about AWS MFA is available onthe AWS
website: http://aws.amazon.com/mfa/

Access Keys

AWS requiresthatall APl requests be signed—thatis, they mustincludeadigital signature that AWS can use to verify
the identity of the requestor. You calculate the digital signature using a cryptographichash function. The inputtothe
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hash functioninthis case includes the text of yourrequestand yoursecretaccess key. If you use any of the AWS SDKs to
generate requests, the digital signature calculationis done foryou; otherwise, you can have your application calculateit
and includeitinyourREST or Query requests by following the directions in our documentation [LINK].

Notonly doesthe signing process help protect message integrity by preventing tampering with the request while itisin
transit, italso helps protect against potential replay attacks. A request must reach AWS within 15 minutes of the time
stampin the request. Otherwise, AWS denies the request.

The most recent version of the digital signature calculation processis Signature Version 4, which calculates the signature
using the HMAC-SHA256 protocol. Version 4 provides an additional measure of protection over previous versions by
requiring that you sign the message usingakey that is derived from your secret access key ratherthan usingthe secret
access key itself. In addition, you derive the signing key based on credential scope, which facilitates cryptographic
isolation of the signing key.

Because access keys can be misused if they fall into the wrong hands, we encourage you to save themin a safe place and
not embedtheminyourcode. For customers with large fleets of elastically scaling EC2 instances, the use of IAMroles
can be a more secure and convenient way to manage the distribution of access keys. IAMroles provide temporary
credentials, which notonly getautomatically loaded to the targetinstance, but are also automatically rotated multiple
times a day.

Key Pairs

Amazon EC2 instances created from a publicAMI use a public/private key pair ratherthan a password forsigninginvia
Secure Shell (SSH).The publickeyisembeddedinyourinstance, and you use the private key to signin securely withouta
password. Afteryou create your own AMls, you can choose other mechanismsto securely logintoyour new instances.

You can have a key pairgenerated automatically foryou when you launch the instance oryou can upload your own.
Save the private keyin a safe place on your system, and record the location where you saved it.

For Amazon CloudFront, you use key pairs to create signed URLs for private content, such as when you wantto
distribute restricted contentthat someone paid for. You create Amazon CloudFront key pairs by using the Security
Credentials page. CloudFront key pairs can be created only by the root account and cannot be created by IAM users.

X.509 Certificates

X.509 certificates are used to sign SOAP-based requests. X.509 certificates contain apublickey and additional metadata
(like an expiration date that AWS verifies when you upload the certificate), and is associated with a private key. When
you create a request, you create a digital signature with your private key and theninclude thatsignature in the request,
alongwith your certificate. AWS verifies thatyou're the sender by decrypting the signature with the publickey thatisin
your certificate. AWS also verifies that the certificate you sent matches the certificate that you uploaded to AWS.

For your AWS Account, you can have AWS create an X.509 certificate and private key thatyou can download, oryou can
upload yourown certificate by using the Security Credentials page. ForIAMusers, you must create the X.509 certificate
(signing certificate) by using third-party software. In contrast with root account credentials, AWS cannot create an X.509
certificate forIAMusers. Afteryou create the certificate, you attach it to an IAM user by using IAM.

In addition to SOAP requests, X.509 certificates are used as SSL/TLS server certificates for customers who want to use
HTTPS to encrypttheirtransmissions. To use them for HTTPS, you can use an open-source tool like OpenSSLto create a
unique private key. You'll need the private key to create the Certificate Signing Request (CSR) that you submitto a
certificate authority (CA) to obtain the server certificate. You’ll then use the AWS CLI to upload the certificate, private
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key, and certificate chainto IAM.

You'll also need an X.509 certificate to create a customized Linux AMI for EC2 instances. The certificate is only required
to create an instance-backed AMI (as opposed to an EBS-backed AMI). You can have AWS create an X.509 certificate and
private key thatyou can download, oryou can upload yourown certificate by usingthe Security Credentials page.

Individual User Accounts

AWS providesacentralized mechanism called AWS Identity and Access Management (IAM) for creatingand managing
individual users within your AWS Account. A user can be any individual, system, orapplication thatinteracts with AWS
resources, either programmatically or through the AWS Management Console or AWS Command Line Interface (CLI).
Each user hasa unique name withinthe AWS Account, and a unique set of security credentials not shared with other
users. AWS IAM eliminates the need to share passwords or keys, and enables you to minimize the use of your AWS
Account credentials.

With IAM, you define policies that control which AWS services your users can access and what they can dowith them.

You can grant users only the minimum permissions they need to perform their jobs. See the AWS Identity and Access
Management (AWS IAM) section below for more information.

Secure HTTPS Access Points

For greater communication security when accessing AWS resources, you should use HTTPS instead of HTTP for data
transmissions. HTTPS uses the SSL/TLS protocol, which uses public-key cryptography to prevent eavesdropping,
tampering, and forgery. All AWS services provide secure customer access points (also called APl endpoints) that allow
you to establish secure HTTPS communication sessions.

Several services also now offer more advanced ciphersuites that use the Elliptic Curve Diffie-Hellman Ephemeral
(ECDHE ) protocol. ECDHE allows SSL/TLS clients to provide Perfect Forward Secrecy, which uses session keys that are
ephemeral and not stored anywhere. This helps prevent the decoding of captured data by unauthorized third parties,
evenifthe secretlong-termkey itselfis compromised.

Security Logs

As importantas credentials and encrypted endpoints are for preventing security problems, logs are just as crucial for
understandingevents afteraproblemhasoccurred. And to be effective as a security tool, alog must include notjusta
list of what happened and when, butalsoidentify the source. To help you with your after-the-factinvestigations and
near-realtime intrusion detection, AWS CloudTrail provides alog of all requests for AWS resources within youraccount.
For each event, you can see whatservice was accessed, what action was performed, and who made the request.
CloudTrail capturesinformation about every APl call to every AWS resource you use, including sign-in events.

Once you have enabled CloudTrail, event logs are delivered every 5minutes. You can configure CloudTrail so that it
aggregateslogfiles from multiple regionsintoasingle Amazon S3bucket. Fromthere, you canthen upload themto your
favorite log managementand analysis solutions to perform security analysis and detect user behavior patterns. By
default, logfiles are stored securelyin Amazon S3, butyou can also archive themto Amazon Glacierto help meetaudit
and compliance requirements.

In addition to CloudTrail’s user activity logs, you can use the Amazon CloudWatch Logs feature to collect and monitor
system, application, and custom logfiles from your EC2 instances and othersourcesin near-real time. Forexample, you
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can monitoryourwebserver'slogfiles forinvalid user messages to detect unauthorized login attempts to your guest OS.

AWS Trusted Advisor Security Checks

The AWS Trusted Advisor customer support service notonly monitors for cloud performance and resiliency, butalso
cloud security. Trusted Advisorinspects your AWS environment and makes recommendations when opportunities may
existto save money, improve system performance, or close security gaps. It provides alerts on several of the most
common security misconfigurations that can occur, including leaving certain ports open that make you vulnerable to
hackingand unauthorized access, neglecting to create IAMaccounts foryour internal users, allowing publicaccess to
Amazon S3 buckets, notturning on useractivity logging (AWS CloudTrail), or not using MFA on yourroot AWS Account.
You also have the optionfora Security contact at your organization to automatically receive aweekly email with an
updated status of your Trusted Advisor security checks.

The AWS Trusted Advisor service provides four checks at no additional charge to all users, including three important
security checks: specific ports unrestricted, IAMuse, and MFA on root account. And whenyou sign up for Business- or
Enterprise-level AWS Support, you receivefull access to all Trusted Advisor checks.

AWS Service-Specific Security

Notonlyis security builtinto every layer of the AWS infrastructure, butalsointo each of the services available on that
infrastructure. AWS services are architected to work efficiently and securely with all AWS networks and platforms. Each
service provides extensive security features to enableyou to protect sensitive dataand applications.

Compute Services

Amazon Web Services provides avariety of cloud-based computing services thatincludeawide selection of compute
instances that can scale up and down automatically to meetthe needs of yourapplication orenterprise.

Amazon Elastic Compute Cloud (Amazon EC2) Security

Amazon ElasticCompute Cloud (EC2) is a key componentin Amazon’s Infrastructure as a Service (1aaS), providing
resizable computing capacity using serverinstancesin AWS’s data centers. Amazon EC2is designed to make web-scale
computingeasier by enabling you to obtain and configure capacity with minimal friction. You create and launch
instances, which are collections of platform hardware and software.

Multiple Levels of Security

Security within Amazon EC2is provided on multiplelevels: the operating system (OS) of the host platform, the virtual
instance OS or guest OS, a firewall, and signed APl calls. Each of these items builds on the capabilities of the others. The
goal is to preventdata contained within Amazon EC2 from beingintercepted by unauthorized systems or users and to
provide Amazon EC2instancesthemselves that are as secure as possible without sacrificing the flexibility in
configuration that customers demand.

The Hypervisor

Amazon EC2 currently utilizes a highly customized version of the Xen hypervisor, taking advantage of paravirtualization
(inthe case of Linux guests). Because paravirtualized guests rely on the hypervisorto provide support for operations that
normally require privileged access, the guest OS has no elevated access to the CPU. The CPU provides fourseparate
privilege modes: 0-3, called rings. Ring 0 is the most privileged and 3the least. The host OS executesin Ring 0. However,
rather than executingin Ring 0 as most operating systemsdo, the guest OSrunsin a lesser-privileged Ring 1and
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applicationsinthe least privileged Ring 3. This explicit virtualization of the physical resources leads to a clearseparation
between guestand hypervisor, resulting in additional security separation between the two.

Instance Isolation

Differentinstances running on the same physical machine are isolated from each otherviathe Xen hypervisor. Amazon
isactive in the Xen community, which provides awareness of the latest developments. In addition, the AWS firewall
resides withinthe hypervisor layer, between the physical networkinterface and the instance's virtual interface. All
packets must pass through this layer, thus an instance’s neighbors have no more access to that instance than any other
hoston the Internetand can be treated asif they are on separate physical hosts. The physical RAMis separated using
similarmechanisms.

Customerinstances have no access to raw disk devices, butinstead are presented with virtualized disks. The AWS
proprietary disk virtualization layerautomatically resets every block of storage used by the customer, so that one
customer’sdatais neverunintentionally exposed to another. Inaddition, memory allocated to guestsis scrubbed (setto
zero) by the hypervisorwhenitis unallocated to aguest. The memoryis not returned to the pool of free memory
available for new allocations until the memory scrubbingis complete.

AWS recommends customers further protect their data using appropriate means. One common solutionistorun an
encrypted file system on top of the virtualized disk device.

Customer 1 Customer 2 ca Customer n

Hypervisor

Virtual Interfaces

Customer 1 Customer 2 Customer n
Security Groups Security Groups o Security Groups

Firewall

Physical

Figure 3: Amazon EC2 Multiple Layers of Security

Host Operating System: Administrators with abusiness need to access the management plane are required to use multi-
factor authentication to gain access to purpose-built administration hosts. These administrative hosts are systems that
are specifically designed, built, configured, and hardened to protect the management plane of the cloud. All such access
islogged and audited. Whenan employee nolongerhasabusiness need to access the management plane, the privileges
and access to these hosts and relevant systems can be revoked.
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Guest Operating System: Virtual instances are completely controlled by you, the customer. You have full root access or
administrative control overaccounts, services, and applications. AWS does not have any access rights to your instances
or the guest 0S. AWS recommends abase set of security best practices toinclude disabling password-only access to
your guests, and utilizing some form of multi-factor authentication to gain access to your instances (orat a minimum
certificate-based SSH Version 2 access). Additionally, you should employ a privilege escalation mechanism with logging
on a per-userbasis. Forexample, if the guest OSis Linux, after hardening yourinstance you should utilize certificate-
based SSHv2 to access the virtual instance, disable remote rootlogin, use command-linelogging, and use ‘sudo’ for
privilege escalation. You should generate your own key pairsin orderto guarantee that theyare unique, and not shared
with othercustomers or with AWS.

AWS also supports the use of the Secure Shell (SSH) network protocol to enable youtologin securely toyour
UNIX/Linux EC2instances. Authentication for SSHused with AWS is viaa public/private key pairto reduce the risk of
unauthorized accessto yourinstance. You can also connect remotely to your Windows instances using Remote Desktop
Protocol (RDP) by utilizingan RDP certificate generated for yourinstance.

You also control the updating and patching of your guest OS, including security updates. Amazon-provided Windows and
Linux-based AMls are updated regularly with the latest patches, soif you do not need to preserve data or customizations
on yourrunning Amazon AMI instances, you can simply relaunch new instances with the latest updated AMI. In addition,
updates are provided forthe Amazon Linux AMl via the Amazon Linux yum repositories.

Firewall: Amazon EC2 provides acomplete firewallsolution; this mandatory inbound firewall is configured in adefault
deny-all mode and Amazon EC2 customers must explicitly open the ports needed to allow inbound traffic. The traffic
may be restricted by protocol, by service port, as well as by source IP address (individual IP or Classless Inter-Domain
Routing (CIDR) block).

The firewall can be configured in groups permitting different classes of instances to have different rules. Consider, for
example, the case of atraditional three-tiered web application. The group forthe web servers would have port 80
(HTTP) and/or port 443 (HTTPS) opento the Internet. The group forthe application servers would have port 8000
(application specific) accessible only to the web server group. The group forthe database servers would have port 3306
(MySQL) openonlyto the application servergroup. All three groups would permit administrative access on port 22
(SSH), but only from the customer’s corporate network. Highly secure applications can be deployed using this expressive
mechanism. See diagram below:
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Figure 4: Amazon EC2 Security Group Firewall

The firewall isn’t controlled through the guest OS; ratherit requires your X.509 certificate and key to authorize changes,
thusaddingan extralayer of security. AWS supports the ability to grant granular access to differentadministrative
functionsonthe instances and the firewall, therefore enabling you to implement additional security through separation
of duties. The level of security afforded by the firewall is afunction of which ports you open, and for what duration and
purpose. The default state is to deny all incoming traffic, and you should plan carefullywhat you will open when building
and securingyour applications. Well-informed traffic management and security design are still required on a per-
instance basis. AWS furtherencourages you to apply additional per-instance filters with host-based firewalls such as
IPtables orthe Windows Firewalland VPNs. This can restrict both inbound and outbound traffic.

API Access: API callsto launch and terminate instances, change firewall parameters, and perform other functions are all
signed by your Amazon Secret Access Key, which could be eitherthe AWS Accounts Secret Access Key or the Secret
Access key of a usercreated with AWS IAM. Without access to your Secret Access Key, Amazon EC2 APl calls cannot be
made on your behalf. Inaddition, APl calls can be encrypted with SSLto maintain confidentiality. Amazon recommends
always using SSL-protected APl endpoints.

Permissions: AWSIAM also enablesyou to furthercontrol what APIs a user has permissions to call.

Elastic Block Storage (Amazon EBS) Security

Amazon ElasticBlock Storage (EBS) allows you to create storage volumes from 1 GB to 1 TB that can be mounted as
devices by Amazon EC2 instances. Storage volumes behave like raw, unformatted block devices, with user supplied
device namesand a block device interface. You can create a file system on top of Amazon EBS volumes, oruse themin
any otherway you would use a block device (like ahard drive). Amazon EBS volume access is restricted to the AWS
Accountthat created the volume, and to the usersunderthe AWS Account created with AWS IAM if the user has been
granted access to the EBS operations, thus denying all other AWS Accounts and users the permission to view oraccess
the volume.
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Data stored in Amazon EBS volumes is redundantly stored in multiple physical locations as part of normal operation of
those services and at no additional charge. However, Amazon EBS replicationis stored within the same availability zone,
not across multiplezones; therefore, itis highly recommended that you conduct regular snapshots to Amazon S3 for
long-term data durability. For customers who have architected complex transactional databases using EBS, itis
recommended that backupsto Amazon S3 be performed through the database management system so thatdistributed
transactions and logs can be checkpointed. AWS does not perform backups of data that are maintained on virtual disks
attached to runninginstances on Amazon EC2.

You can make Amazon EBS volume snapshots publicly available to other AWS Accounts to use as the basis for creating
your own volumes. Sharing Amazon EBS volume snapshots does not provide other AWS Accounts with the permission to
alter or delete the original snapshot, as thatrightis explicitly reserved forthe AWS Account that created the volume. An
EBS snapshotisa block-level view of an entire EBS volume. Note that datathat is not visible through the file system on
the volume, such as files that have been deleted, may be presentin the EBS snapshot. If you want to create shared
snapshots, you should do so carefully. If avolume has held sensitive dataor has had files deleted fromit, anew EBS
volume should be created. The datato be contained inthe shared snapshot should be copied tothe new volume, and
the snapshotcreated fromthe new volume.

Amazon EBS volumes are presented to you as raw unformatted block devices that have been wiped priorto being made
available foruse. Wiping occursimmediately before reuse so that you can be assured thatthe wipe process completed.
If you have procedures requiring thatall databe wiped viaaspecificmethod, such as those detailed in DoD 5220.22-M
(“National Industrial Security Program Operating Manual “) or NIST800-88 (“Guidelines for Media Sanitization”), you
have the ability to do so on Amazon EBS. You should conduct a specialized wipe procedure priorto deletingthe volume
for compliance with your established requirements.

Encryption of sensitive datais generally agood security practice, and AWS provides the ability to encrypt EBS volumes
and theirsnapshots with AES-256. The encryption occurs on the servers that host the EC2 instances, providing
encryption of dataas it moves between EC2instances and EBS storage. In orderto be able to do this efficiently and with
low latency, the EBS encryption featureis only available on EC2's more powerful instance types (e.g., M3, C3, R3, G2).

Auto Scaling Security

Auto Scaling allows you to automatically scale your Amazon EC2 capacity up or down according to conditions you define,
so that the number of Amazon EC2 instances you are using scales up seamlessly during demand spikes to maintain
performance, and scales down automatically during demand lulls to minimize costs.

Like all AWS services, Auto Scaling requires that every request made toits control APl be authenticated so only
authenticated users can access and manage Auto Scaling. Requests are signed withan HMAC-SHA1signature calculated
fromthe requestand the user’s private key. However, getting credentials out to new EC2 instances launched with Auto-
Scaling can be challengingforlarge or elastically scaling fleets. To simplify this process, you can use roles within IAM, so
that any new instanceslaunched with arole will be given credentials automatically. When you launch an EC2 instance
withan IAMrole, temporary AWS security credentials with permissions specified by the role will be securely provisioned
to the instance and will be made available toyourapplication viathe Amazon EC2 Instance Metadata Service. The
Metadata Service will make new temporary security credentials available priorto the expiration of the current active
credentials, so that valid credentials are always available on the instance. In addition, the temporary security credentials
are automatically rotated multiple times per day, providing enhanced security. You can further control access to Auto
Scaling by creating users underyour AWS Account using AWS IAM, and controlling what Auto Scaling APIs these users
have permissionto call. More information about using roles when launchinginstancesis available in the Amazon EC2
User Guide onthe AWS website: http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/UsinglAM
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Networking Services

Amazon Web Services provides arange of networking services that enableyouto create a logically isolated network that
you define, establish a private network connection to the AWS cloud, use a highly availableand scalable DNS serviceand
delivercontenttoyourenduserswith low latency at high data transferspeeds with acontentdelivery web service.

Amazon Elastic Load Balancing Security

Amazon Elastic Load Balancingis used to manage trafficon a fleet of Amazon EC2instances, distributing trafficto
instances across all availability zones within aregion. Elastic Load Balancing has all the advantages of an on-premises
load balancer, plus several security benefits:

e Takesoverthe encryptionand decryption work fromthe Amazon EC2instances and managesitcentrally on the
load balancer

e Offersclientsasingle point of contact, and can also serve as the firstline of defense against attacks on your
network

e Whenusedinan Amazon VPC, supports creation and management of security groups associated with your
ElasticLoad Balancingto provide additional networking and security options

e Supportsend-to-end trafficencryption using TLS (previously SSL) on those networks that use secure HTTP
(HTTPS) connections. When TLS is used, the TLS server certificate used to terminate client connections can be
managed centrally on the load balancer, ratherthan on every individual instance.

HTTPS/TLS uses a long-term secret key to generate ashort-term session key to be used between the serverand the
browserto create the ciphered (encrypted) message. Amazon Elastic Load Balancing configures yourload balancer with
a pre-defined ciphersetthatisusedfor TLS negotiation when aconnectionis established between a client and yourload
balancer. The pre-defined cipher set provides compatibilitywith a broad range of clients and uses strong cryptographic
algorithms. However, some customers may have requirements for allowing only specificciphers and protocols (such as
PCl, SOX, etc.) from clients to ensure that standards are met. In these cases, Amazon Elastic Load Balancing provides
optionsforselecting different configurations for TLS protocols and ciphers. You can choose to enable or disable the
ciphersdependingonyourspecificrequirements.

To help ensure the use of newerand stronger ciphersuites when establishing a secure connection, you can configure
the load balancerto have the final sayin the ciphersuite selection during the client-server negotiation. When the Server
OrderPreference optionisselected, the load balancerwill selectaciphersuite based onthe server’s prioritization of
ciphersuitesratherthanthe client’s. This gives you more control overthe level of security that clients use to connectto
your load balancer.

For even greater communication privacy, Amazon Elastic Load Balancer allows the use of Perfect Forward Secrecy, which
usessession keysthatare ephemeral and not stored anywhere. This prevents the decoding of captured data, evenifthe
secretlong-termkey itself is compromised.

Amazon Elastic Load Balancing allows you to identify the originating IP address of a client connectingto yourservers,
whetheryou’re using HTTPS or TCP load balancing. Typically, client connection information, such as IP address and port,
islost whenrequests are proxied through aload balancer. Thisis because the load balancersends requeststo the server
on behalf of the client, making yourload balancerappearasthoughitis the requesting client. Having the originating
clientIP addressisuseful if youneed more information about visitors to yourapplicationsin orderto gather connection
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statistics, analyze trafficlogs, or manage whitelists of IP addresses.

Amazon Elastic Load Balancing access logs containinformation about each HTTP and TCP request processed by your load
balancer. Thisincludesthe IP address and port of the requesting client, the backend IP address of the instance that
processedthe request, the size of the request and response, and the actual requestlinefromthe client (forexample,
GET http://www.example.com: 80/HTTP/1.1). All requests sent to the load balancerare logged, including requeststhat
nevermade itto back-endinstances.

Amazon Virtual Private Cloud (Amazon VPC) Security

Normally, each Amazon EC2 instance you launchis randomly assigned a publicIP addressinthe Amazon EC2 address
space. Amazon VPCenablesyouto create an isolated portion of the AWS cloud and launch Amazon EC2 instances that
have private (RFC 1918) addressesinthe range of your choice (e.g., 10.0.0.0/16). You can define subnets within your
VPC, grouping similarkinds of instances based on IP address range, and then set up routing and security to control the
flow of trafficin and out of the instances and subnets.

AWS offers avariety of VPCarchitecture templates with configurations that provide varying levels of publicaccess:

e VPC witha single publicsubnetonly. Your instancesrunin a private, isolated section of the AWS cloud with
directaccessto the Internet. Network ACLs and security groups can be used to provide strict control over
inbound and outbound network trafficto yourinstances.

e VPC with public and private subnets. In addition to containinga publicsubnet, this configuration adds a private
subnetwhose instances are notaddressablefromthe Internet. Instances in the private subnet can establish
outbound connectionstothe Internetviathe publicsubnet using Network Address Translation (NAT).

e VPC with public and private subnets and hardware VPN access. This configuration addsan IPsecVPN
connection between your Amazon VPCand your data center, effectively extending your data centerto the cloud
while also providing directaccess to the Internetforpublicsubnetinstancesinyour Amazon VPC. In this
configuration, customers add a VPN appliance on their corporate data centerside.

e VPC with private subnetonly and hardware VPN access. Your instancesrunina private, isolated section of the
AWS cloud with a private subnet whose instances are notaddressablefrom the Internet. You can connect this
private subnetto yourcorporate data centervia an IPsecVPN tunnel.

You can also connecttwo VPCs using a private IP address, which allows instances in the two VPCs to communicate with
each otheras if they are withinthe same network. You can create a VPC peering connection between yourown VPCs, or
witha VPCin another AWS account within asingle region.

Security features within Amazon VPCinclude security groups, network ACLs, routing tables, and external gateways. Each
of these itemsis complementary to providingasecure, isolated network that can be extended through selective
enabling of direct Internetaccess or private connectivity to another network. Amazon EC2 instances running within an
Amazon VPCinheritall of the benefits described below related to the guest OS and protection against packet sniffing.
Note, however, that you must create VPCsecurity groups specifically foryour Amazon VPC; any Amazon EC2 security
groups you have created will not work inside your Amazon VPC. Also, Amazon VPCsecurity groups have additional
capabilities that Amazon EC2 security groups do not have, such as being able to change the security group afterthe
instance islaunched and beingable to specify any protocol with astandard protocol number (as opposed tojust TCP,
UDP, or ICMP).

Each Amazon VPCis a distinct, isolated network within the cloud; network trafficwithin each Amazon VPCisisolated
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fromall other Amazon VPCs. At creationtime, you selectan IP address range foreach Amazon VPC. You may create and
attach an Internet gateway, virtual private gateway, or both to establish external connectivity, subject to the controls
below.

API Access: Calls to create and delete Amazon VPCs, change routing, security group, and network ACL parameters, and
performotherfunctions are all signed by your Amazon Secret Access Key, which could be either the AWS Account’s
Secret Access Key or the Secret Access key of a usercreated with AWS IAM. Without access to your Secret Access Key,
Amazon VPCAPI calls cannot be made on your behalf. Inaddition, APl calls can be encrypted with SSLto maintain
confidentiality. Amazon recommends always using SSL-protected APl endpoints. AWS IAMalso enables acustomerto
further control what APls a newly created user has permissions to call.

Subnets and Route Tables: You create one or more subnets within each Amazon VPC; eachinstance launchedinthe
Amazon VPCis connectedtoone subnet. Traditional Layer 2 security attacks, including MAC spoofing and ARP spoofing,
are blocked.

Each subnetinan Amazon VPCis associated with arouting table, and all network trafficleaving the subnetis processed
by the routing table to determine the destination.

Firewall (Security Groups): Like Amazon EC2, Amazon VPCsupports a complete firewall solution enabling filtering on
bothingressand egress trafficfroman instance. The default group enablesinbound communication from other
members of the same group and outbound communication to any destination. Trafficcan be restricted by any IP
protocol, by service port, as well as source/destination IP address (individual IP or Classless Inter-Domain Routing (CIDR)
block).

The firewall isn’t controlled through the guest OS; rather, it can be modified only through the invocation of Amazon VPC
APls. AWS supports the ability to grant granularaccess to differentadministrative functions on the instances and the
firewall, therefore enabling you toimplement additional security through separation of duties. The level of security
afforded by the firewall is afunction of which ports you open, and for what duration and purpose. Well-informed traffic
managementand security design are still required on a per-instance basis. AWS further encourages you to apply
additional per-instance filters with host-based firewalls such as IPtables orthe Windows Firewall.
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Figure 5: Amazon VPC Network Architecture

Network Access Control Lists: To add a furtherlayerof security within Amazon VPC, you can configure network ACLs.
These are stateless trafficfilters thatapply to all trafficinbound or outbound from a subnet within Amazon VPC. These
ACLs can contain ordered rulesto allow or deny trafficbased upon IP protocol, by service port, as well as
source/destination IP address.

Like security groups, network ACLs are managed through Amazon VPCAPIs, adding an additional layer of protectionand
enablingadditional security through separation of duties. The diagram below depicts how the security controls above
inter-relateto enable flexible network topologies while providing complete control over network trafficflows.
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Figure 6: Flexible Network Topologies

Virtual Private Gateway: A virtual private gateway enables private connectivity between the Amazon VPCand another
network. Network trafficwithin each virtual private gateway isisolated from network trafficwithin all other virtual
private gateways. You can establish VPN connections to the virtual private gateway from gateway devices at your
premises. Each connectionissecured by a pre-shared key in conjunction with the IP address of the customer gateway
device.

Internet Gateway: An Internet gateway may be attached to an Amazon VPCto enable direct connectivity to Amazon S3,
other AWS services, and the Internet. Each instance desiring this access must either have an ElasticIP associated with it
or route trafficthrough a NATinstance. Additionally, network routes are configured (see above) to direct trafficto the
Internet gateway. AWS provides reference NAT AMls that you can extend to perform network logging, deep packet
inspection, application-layerfiltering, or othersecurity controls.

This access can only be modified through the invocation of Amazon VPCAPIs. AWS supports the ability to grant granular
access to differentadministrativefunctions on the instances and the Internet gateway, therefore enabling you to
implement additional security through separation of duties.

Dedicated Instances: Withina VPC, you can launch Amazon EC2 instances that are physically isolated at the host

amazon

Page 29 of 77 webservices



Amazon Web Services — Overview of Security Processes November2014

hardware level (i.e., theywillrun on single-tenant hardware). An Amazon VPCcan be created with ‘dedicated’ tenancy,
so that all instances launchedinto the Amazon VPCwill utilize this feature. Alternatively, an Amazon VPC may be created
with ‘default’ tenancy, but you can specify dedicated tenancy for particularinstances launched intoit.

Elastic Network Interfaces: Each Amazon EC2 instance has a default network interface thatis assigned a private IP
address onyour Amazon VPCnetwork. You can create and attach an additional network interface, known as an elastic
networkinterface (ENI), to any Amazon EC2 instance in your Amazon VPCfora total of two networkinterfaces per
instance. Attaching more than one network interfaceto an instance is useful when you want to create a management
network, use network and security appliancesinyour Amazon VPC, or create dual-homed instances with
workloads/roles on distinct subnets. An ENI's attributes, including the private IP address, elasticIP addresses, and MAC
address, will follow the ENl asitis attached or detached from an instance and reattached to anotherinstance. More
information about Amazon VPCis available on the AWS website: http://aws.amazon.com/vpc/

Additional Network Access Control with EC2-VPC

If you launchinstancesinaregion where you did not have instances before AWS launched the new EC2-VPCfeature
(also called Default VPC), all instances are automatically provisioned in aready-to-usedefault VPC. You can choose to
create additional VPCs, oryou can create VPCsforinstancesin regions where you already had instances before we
launched EC2-VPC.

If you create a VPClater, using regular VPC, you specify a CIDR block, create subnets, enterthe routingand security for
those subnets, and provision an Internet gateway or NAT instance if you want one of yoursubnetsto be able to reach
the Internet. Whenyoulaunch EC2 instancesinto an EC2-VPC, most of thisworkis automatically performed foryou.
Whenyoulaunch an instance into adefault VPCusing EC2-VPC, we do the following to setitup foryou:

e Create adefaultsubnetineach Availability Zone

e Createan Internetgateway and connectitto yourdefault VPC

e Create a mainroute table for yourdefault VPCwith arule that sends all trafficdestined forthe Internetto the
Internet gateway

e Createadefaultsecurity group and associate it with yourdefault VPC
e (Createadefaultnetworkaccess control list (ACL) and associate it with your default VPC

e Associate the default DHCP options setforyour AWS account with yourdefault VPC

In addition to the default VPChavingits own private IP range, EC2 instances launched inadefault VPCcanalso receive a
publiclP.

The following table summarizes the differences between instances launched into EC2-Classic, instances launched into a
defaultVPC, andinstanceslaunchedinto anon-default VPC.

Characteristic EC2-Classic EC2-VPC (Default VPC) Regular VPC
PublicIP address Your instancereceives a public Your instancelaunchedina Your instancedoesn't receive a
IPaddress. default subnet receives a public | publiclIPaddress by default,

IPaddress by default, unless you | unless you specify otherwise
specify otherwise duringlaunch. | duringlaunch.
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Characteristic

EC2-Classic

EC2-VPC (Default VPC)

Regular VPC

Private|P address

Your instancereceives a private

IP address from the EC2-Classic
range each time it's started.

Your instancereceives a static
private|P address fromthe

address range of your default
VPC.

Your instancereceives a static

private|P address fromthe
address range of your VPC.

Multipleprivate|P
addresses

We selecta single|P address for
your instance. MultiplelP
addresses arenot supported.

You canassign multiple private
IP addresses to your instance.

You canassign multipleprivate
IP addresses to your instance.

Elastic IP address

An EIP is disassociated from
your instance when you stop it.

An EIP remains associated with
your instance when you stop it.

An EIP remains associated with
your instance when you stop it.

DNS hostnames

DNS hostnames areenabled by
default.

DNS hostnames areenabled by
default.

DNS hostnames aredisabled by
default.

Security group

A security group can reference
security groups that belong to
other AWS accounts.

A security group can reference
security groups for your VPC
only.

A security group can reference
security groups for your VPC
only.

Security group
association

You must terminate your
instanceto changeits security

group.

You can change the security

group of your runninginstance.

You can change the security
group of your runninginstance.

Security group rules

You canaddrules forinbound
trafficonly.

You canaddrules forinbound
and outbound traffic.

You canaddrules forinbound
and outbound traffic.

Tenancy

Your instanceruns on shared
hardware; you cannotrunan
instanceon single-tenant
hardware.

You canrunyour instanceon
shared hardwareor single-
tenant hardware.

You canrunyour instanceon
shared hardwareor single-
tenant hardware.

Note that security groups forinstancesin EC2-Classicare slightly different than security groups forinstancesin EC2-VPC.
For example, youcanaddrulesforinbound trafficfor EC2-Classic, but you can add rulesforboth inbound and outbound
trafficto EC2-VPC. In EC2-Classic, you can’t change the security groups assigned to aninstance afterit’s launched, butin
EC2-VPC, you can change security groups assigned to an instance afterit’s launched. In addition, you can't use the
security groups thatyou've created for use with EC2-Classicwith instancesinyourVPC. You must create security groups
specifically foruse withinstancesinyourVPC. The rules you create foruse with a security groupfora VPCcan't
reference asecurity group for EC2-Classic, and vice versa.

Amazon Route 53 Security

Amazon Route 53 isa highly available and scalable Domain Name System (DNS) service thatanswers DNS queries,
translatingdomain namesinto IP addresses so computers can communicate with each other. Route 53 can be used to
connectuserrequeststoinfrastructure runningin AWS—such as an Amazon EC2 instance or an Amazon S3 bucket—or
to infrastructure outside of AWS.

Amazon Route 53 lets you manage the IP addresses (records) listed foryour domain names and itanswers requests
(queries)totranslate specificdomain namesinto their corresponding IP addresses. Queries foryour domain are
automatically routed to anearby DNS server using anycastin orderto provide the lowest latency possible. Route 53
makes it possible foryouto manage trafficglobally through avariety of routing types, including Latency Based Routing
(LBR), Geo DNS, and Weighted Round-Robin (WRR) —all of which can be combined with DNS Failoverin orderto help
create a variety of low-latency, fault-tolerant architectures. The failover algorithms implemented by Amazon Route 53
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are designed notonly toroute trafficto endpoints that are healthy, butalso to help avoid making disaster scenarios
worse due to misconfigured health checks and applications, endpoint overloads, and partition failures.

Route 53 also offers Domain Name Registration —you can purchase and manage domain names such as example.com
and Route 53 will automatically configure default DNS settings for your domains. You can buy, manage, and transfer
(bothinand out) domains from a wide selection of genericand country-specifictop-level domains (TLDs). During the
registration process, you have the option to enable privacy protection for yourdomain. This option will hide most of
your personal information from the public Whois database in orderto help thwart scrapingand spamming.

Amazon Route 53 is built using AWS’s highly available and reliableinfrastructure. The distributed nature of the AWS DNS
servers helps ensure aconsistent ability to route yourend users to yourapplication. Route 53 also helps ensure the
availability of your website by providing health checks and DNS failover capabilities. You can easily configure Route 53 to
checkthe health of yourwebsite on aregularbasis (even secure web sites that are available only overSSL), and to
switch to a backup site if the primary one isunresponsive.

Like all AWS Services, Amazon Route 53requires that every request made toits control APl be authenticated so only
authenticated users can access and manage Route 53. APIl requests are signed with an HMAC-SHA1 or HMAC-SHA256
signature calculated fromthe requestand the user’s AWS Secret Access key. Additionally, the Amazon Route 53 control
APlis only accessible viaSSL-encrypted endpoints. It supports both IPv4and IPv6 routing.

You can control access to Amazon Route 53 DNS managementfunctions by creating users underyour AWS Account
using AWS IAM, and controlling which Route 53 operations these users have permission to perform.

Amazon CloudFront Security

Amazon CloudFront gives customers an easy way to distribute contentto end users with low latency and high data
transferspeeds. It delivers dynamic, static, and streaming content using aglobal network of edge locations. Requests for
customers’ objects are automatically routed to the nearest edge location, so contentis delivered with the best possible
performance. Amazon CloudFrontis optimized to work with other AWS services, like Amazon S3, Amazon EC2, Amazon
ElasticLoad Balancing, and Amazon Route 53. It also works seamlessly with any non-AWS origin serverthatstores the
original, definitive versions of yourfiles.

Amazon CloudFrontrequires every request made toits control APl be authenticated so only authorized users can create,
modify, ordelete theirown Amazon CloudFront distributions. Requests are signed with an HMAC-SHA1signature
calculated from the requestandthe user’s private key. Additionally, the Amazon CloudFront control APlis only
accessible viaSSL-enabled endpoints.

There is no guarantee of durability of data held in Amazon CloudFront edge locations. The service may from time to time
remove objects from edge locations if those objects are not requested frequently. Durability is provided by Amazon S3,
which works as the origin serverfor Amazon CloudFront holding the original, definitive copies of objects delivered by
Amazon CloudFront.

If you want control over whois able to download contentfrom Amazon CloudFront, you can enable the service’s private
contentfeature. This feature hastwo components: the first controls how contentis delivered from the Amazon
CloudFront edge location to viewers on the Internet. The second controls how the Amazon CloudFront edge locations
access objectsin Amazon S3. CloudFrontalso supports Geo Restriction, which restricts access to your content based on
the geographiclocation of yourviewers.

To control access to the original copies of your objectsin Amazon S3, Amazon CloudFront allows you to create one or
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more “Origin Access Identities” and associate these with yourdistributions. When an Origin Access Identity is associated
with an Amazon CloudFrontdistribution, the distribution will use thatidentity to retrieve objects from Amazon S3. You
can thenuse Amazon S3’s ACL feature, which limits access to that Origin Access Identity so the original copy of the
objectis not publicly readable.

To control who is able to download objects from Amazon CloudFront edge locations, the service uses asigned-URL
verification system. To use this system, you first create a public-private key pair, and upload the publickey to your
account viathe AWS Management Console. Second, you configure your Amazon CloudFront distribution to indicate
which accounts you would authorize to sign requests—you can indicate up to five AWS Accounts you trust to sign
requests. Third, asyou receive requests you will create policy documents indicating the conditions under which you
want Amazon CloudFrontto serve your content. These policy documents can specify the name of the object thatis
requested, the date and time of the request, and the source IP (or CIDR range) of the client making the request. You
then calculate the SHA1 hash of your policy document and sign this using your private key. Finally, youinclude both the
encoded policy documentand the signature as query string parameters when you reference your objects. When Amazon
CloudFrontreceivesarequest, it will decode the signature using your publickey. Amazon CloudFront willonly serve
requests that have a valid policy documentand matchingsignature.

Note that private contentisan optional feature that must be enabled whenyou set up your CloudFront distribution.
Contentdelivered without this feature enabled will be publicly readable.

Amazon CloudFront provides the option to transfer content overan encrypted connection (HTTPS). By default,
CloudFront will acceptrequests over both HTTP and HTTPS protocols. However, you canalso configure CloudFrontto
require HTTPS for all requests or have CloudFrontredirect HTTP requests to HTTPS. You can even configure CloudFront
distributionsto allow HTTP for some objects but require HTTPS for other objects.
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Figure 7: Amazon CloudFront Encrypted Transmission

You can configure one or more CloudFrontorigins to require CloudFront fetch objects from yourorigin using the
protocol that the viewer used to request the objects. Forexample, when you use this CloudFront settingand the viewer
uses HTTPS to requestan object from CloudFront, CloudFront also uses HTTPS to forward the request to your origin.

Amazon CloudFront usesthe SSLv3or TLSv1 protocols and a selection of ciphersuites thatincludes the Elliptic Curve
Diffie-Hellman Ephemeral (ECDHE) protocol on connectionsto both viewersand the origin. ECDHE allows SSL/TLS
clients to provide Perfect Forward Secrecy, which uses session keys that are ephemeral and not stored anywhere. This
helps preventthe decoding of captured data by unauthorized third parties, evenif the secretlong-term key itselfis
compromised.

Note that if you're using your own serveras your origin, and you want to use HTTPS both between viewers and
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CloudFrontand between CloudFront and your origin, you mustinstall avalid SSLcertificate on the HTTP serverthatis
signed by a third-party certificate authority, forexample, VeriSign or DigiCert.

By default, you can deliver contenttoviewers over HTTPS by using your CloudFront distribution domain name inyour
URLs; forexample, https://dxxxxx.cloudfront.net/image.jpg. If you want to deliveryour content over HTTPS using your
own domain name and yourown SSL certificate, you can use SNI Custom SSL or Dedicated IP Custom SSL. With Server
Name Identification (SNI) Custom SSL, CloudFront relies on the SNI extension of the TLS protocol, which is supported by
most modern web browsers. However, some users may not be able to access your content because some older
browsers do not supportSNI. (Fora list of supported browsers, visit http://aws.amazon.com/cloudfront/fags/.) With
Dedicated IP Custom SSL, CloudFront dedicates IP addresses to your SSL certificate at each CloudFront edge location so
that CloudFront can associate the incoming requests with the properSSLcertificate.

Amazon CloudFront access logs contain a comprehensive set of information about requests for content, including the
objectrequested, the date and time of the request, the edge location serving the request, the client IP address, the
referrer, and the useragent. To enable access logs, just specify the name of the Amazon S3bucket to store the logsin
whenyou configure your Amazon CloudFront distribution.

AWS Direct Connect Security

With AWS Direct Connect, you can provisionadirectlink between yourinternal networkand an AWS region usinga
high-throughput, dedicated connection. Doing this may help reduce your network costs, improve throughput, or provide
a more consistent network experience. With this dedicated connectionin place, you can then create virtual interfaces
directly tothe AWS cloud (forexample, to Amazon EC2 and Amazon S3) and Amazon VPC.

With Direct Connect, you bypass Internet service providersinyour network path. You can procure rack space withinthe
facility housing the AWS Direct Connectlocation and deploy your equipment nearby. Once deployed, you can connect
thisequipmentto AWS Direct Connect using a cross-connect. Each AWS Direct Connectlocation enables connectivity to
the geographically nearest AWS region as well as access to other US regions. Forexample, you can provisionasingle
connectiontoany AWS Direct Connectlocationinthe US and use it to access publicAWS servicesin all US Regions and
AWS GovCloud (US).

Usingindustry standard 802.1q VLANSs, the dedicated connection can be partitioned into multiple virtualinterfaces. This
allows youto use the same connectionto access publicresources such as objects stored in Amazon S3 using publicIP
address space, and private resources such as Amazon EC2 instances running withinan Amazon VPCusing private IP
space, while maintaining network separation between the publicand private environments.

Amazon Direct Connectrequires the use of the Border Gateway Protocol (BGP) with an Autonomous System Number
(ASN). Tocreate a virtual interface, you use an MD5 cryptographickey for message authorization. MD5 creates a keyed
hash usingyoursecretkey. You can have AWS automatically generatea BGP MD5 key or you can provide yourown.

Storage Services

Amazon Web Services provides low-cost data storage with high durability and availability. AWS offers storage choices for
backup, archiving, and disasterrecovery, as well as block and object storage.

Amazon Simple Storage Service (Amazon S3) Security

Amazon Simple Storage Service (S3) allows youto upload and retrieve data atany time, from anywhere onthe web.
Amazon S3 stores data as objects within buckets. An object can be any kind of file: atextfile, aphoto, a video, etc. When
you add a file to Amazon S3, you have the option of including metadata with the fileand setting permissions to control
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access to the file. Foreach bucket, you can control access to the bucket (who can create, delete, and list objectsin the
bucket), view access logs forthe bucketandits objects, and choose the geographical region where Amazon S3will store
the bucketand its contents.

Data Access

Accessto data stored in Amazon S3is restricted by default; only bucket and object owners have access to the Amazon
S3resourcesthey create (note thata bucket/object owneristhe AWS Account owner, not the userwho created the
bucket/object). There are multiple ways to control access to buckets and objects:

e |dentity and Access Management (IAM) Policies. AWS IAM enables organizations with many employees to
create and manage multiple usersunderasingle AWS Account. IAMpolicies are attached to the users, enabling
centralized control of permissions for users underyour AWS Account to access buckets orobjects. With IAM
policies, you canonly grant users within yourown AWS account permission to access your Amazon S3 resources.

e Access Control Lists (ACLs). Within Amazon S3, you can use ACLs to give read or write access on buckets or
objectsto groups of users. With ACLs, you can only grant other AWS accounts (not specificusers) access to your
Amazon S3 resources.

e Bucket Policies. Bucket policiesin Amazon S3can be usedtoadd or deny permissions across some orall of the
objects withinasingle bucket. Policies can be attached to users, groups, or Amazon S3 buckets, enabling
centralized management of permissions. With bucket policies, you can grant users within your AWS Account or
other AWS Accounts access to your Amazon S3 resources.

Type of Access Control AWS Account-Level Control? | User-Level Control?
IAM Policies No Yes
ACLs Yes No
Bucket Policies Yes Yes

You can furtherrestrict access to specificresources based on certain conditions. For example, you can restrict access
based on requesttime (Date Condition), whetherthe request was sent using SSL(Boolean Conditions), arequester’sIP
address (IP Address Condition), orbased on the requester's client application (String Conditions). To identify these
conditions, you use policy keys. For more information about action-specific policy keys available within Amazon S3, refer
to the Amazon Simple Storage Service Developer Guide.

Amazon S3 also gives developers the option to use query string authentication, which allows them to share Amazon S3
objects through URLs that are valid fora predefined period of time. Query string authenticationis usefulforgiving HTTP
or browseraccess to resources that would normally require authentication. The signature in the query string secures the
request.

Data Transfer

For maximum security, you can securely upload/download datato Amazon S3 via the SSL encrypted endpoints. The
encrypted endpoints are accessiblefrom both the Internet and from within Amazon EC2, so that data is transferred
securely both within AWS and to and from sources outside of AWS.
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Data Storage

Amazon S3 provides multiple options for protecting data atrest. For customers who preferto manage theirown
encryption, they can use a clientencryption library like the Amazon S3 Encryption Client to encrypt data before
uploadingto Amazon S3. Alternatively, you can use Amazon S3 Server Side Encryption (SSE) if you preferto have
Amazon S3 manage the encryption processforyou. Datais encrypted with akey generated by AWS or with a key you
supply, depending on your requirements. With Amazon S3SSE, you can encrypt data on upload simply by adding an
additional request header when writing the object. Decryption happens automatically when datais retrieved.

Note that metadata, which you can include with yourobject, is not encrypted. Therefore, AWS recommends that
customers not place sensitiveinformationin Amazon S3 metadata.

Amazon S3 SSE uses one of the strongest block ciphers available —256-bit Advanced Encryption Standard (AES-256).
With Amazon S3 SSE, every protected objectis encrypted with aunique encryption key. This object keyitselfisthen
encrypted with aregularly rotated masterkey. Amazon S3SSE provides additional security by storingthe encrypted data
and encryption keys in different hosts. Amazon S3SSE also makes it possible foryou to enforce encryption
requirements. Forexample, you can create and apply bucket policies thatrequire that only encrypted data can be
uploadedtoyourbuckets.

For long-term storage, you can automatically archive the contents of your Amazon S3 buckets to AWS’s archival service
called Glacier. You can have data transferred at specificintervals to Glacier by creatinglifecyclerulesin Amazon S3that
describe which objects you wantto be archived to Glacierand when. As part of your data management strategy, you can
also specify how long Amazon S3 should wait after the objects are putinto Amazon S3 to delete them.

When an objectis deleted from Amazon S3, removal of the mapping from the publicname to the object starts
immediately, andis generally processed across the distributed system within several seconds. Once the mappingis
removed, there is no remote access to the deleted object. The underlying storage areaisthen reclaimed foruse by the
system.

Data Durability and Reliability

Amazon S3is designedto provide 99.999999999% durability and 99.99% availability of objects overagivenyear. Objects
are redundantly stored on multiple devices across multiple facilitiesinan Amazon S3 region. To help provide durability,
Amazon S3 PUT and COPY operations synchronously store customer data across multiplefacilities before returning
SUCCESS. Once stored, Amazon S3 helps maintain the durability of the objects by quickly detectingand repairing any lost
redundancy. Amazon S3also regularly verifies the integrity of data stored using checksums. If corruptionis detected, itis
repaired using redundant data. In addition, Amazon S3 calculates checksums on all network trafficto detect corruption
of data packets when storingor retrieving data.

Amazon S3 provides further protectionvia Versioning. You can use Versioning to preserve, retrieve, and restore every
version of every object stored inan Amazon S3 bucket. With Versioning, you can easily recover from both unintended
useractionsand application failures. By default, requests will retrieve the most recently written version. Older versions
of an object can be retrieved by specifyingaversioninthe request. You can further protect versions using Amazon S3
Versioning's MFA Delete feature. Once enabled foran Amazon S3 bucket, each version deletion request mustinclude
the six-digit code and serial number from your multi-factor authentication device.

Access Logs

An Amazon S3 bucket can be configured tologaccess to the bucket and objects withinit. The access log contains details
abouteach access requestincluding request type, the requested resource, the requestor’s IP, and the time and date of
the request. When loggingis enabled forabucket, log records are periodically aggregatedintologfiles and delivered to
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the specified Amazon S3 bucket.

Cross-Origin Resource Sharing (CORS)

AWS customers who use Amazon S3 to host static web pages or store objects used by other web pages can load content
securely by configuringan Amazon S3bucket to explicitly enable cross-origin requests. Modern browsers use the Same
Origin policy to block JavaScript or HTML5 from allowing requests toload content from anothersite ordomain as a way
to help ensure that malicious contentis notloaded fromaless reputable source (such as during cross-site scripting
attacks). With the Cross-Origin Resource Sharing (CORS) policy enabled, assets such as web fonts and images stored in
an Amazon S3 bucket can be safely referenced by external web pages, stylesheets, and HTMLS5 applications.

AWS Glacier Security

Like Amazon S3, the Amazon Glacierservice provides low-cost, secure, and durable storage. Butwhere Amazon S3is
designedforrapidretrieval, Glacieris meantto be used as an archival service for datathat is not accessed often and for
which retrieval times of several hours are suitable.

Amazon Glacierstoresfiles as archives within vaults. Archives can be any data such as a photo, video, or document, and
can contain one or several files. You can store an unlimited number of archivesin asingle vault and can create up to
1,000 vaults perregion. Each archive can contain up to 40 TB of data.

Data Upload

To transferdata into Amazon Glacier vaults, you can upload an archive in a single upload operation ora multipart
operation. Inasingle upload operation, you can upload archivesupto4 GB in size. However, customers can achieve
betterresults using the Multipart Upload APl to upload archives greaterthan 100 MB. Usingthe Multipart Upload API
allows youto uploadlarge archives, up to about 40,000 GB. The Multipart Upload APl callisdesigned toimprove the
upload experience for largerarchives; itenablesthe parts to be uploaded independently, inany order, and in parallel. If
a multipartuploadfails, you only need to upload the failed part again and not the entire archive.

Whenyou upload data to Glacier, you must compute and supply atree hash. Glacier checks the hash against the datato
help ensure thatithas not been altered enroute. Atree hashis generated by computingahash for each megabyte-sized
segment of the data, and then combiningthe hashesintree fashiontorepresent ever-growingadjacent segments of the
data.

As an alternate to using the Multipart Upload feature, customers with very large uploads to Amazon Glacier may
considerusingthe AWS Import/Export service instead to transferthe data. AWS Import/Export facilitates moving large
amounts of data into AWS using portable storage devicesfortransport. AWS transfers your data directly off of storage
devices using Amazon’s high-speed internal network, bypassing the Internet.

You can alsoset up Amazon S3 to transferdataat specificintervals to Glacier. You can create lifecyclerulesin Amazon
S3 that describe which objects you wantto be archived to Glacierand when. You can also specify how long Amazon S3
should wait afterthe objects are put into Amazon S3 to delete them.

To achieve even greatersecurity, you can securely upload/download data to Amazon Glacierviathe SSL-encrypted
endpoints. The encrypted endpoints are accessible from both the Internet and from within Amazon EC2, so that data is
transferred securely both within AWS and to and from sources outside of AWS.

Data Retrieval
Retrievingarchives from Amazon Glacierrequires the initiation of aretrieval job, whichis generally completedin3to 5
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hours. You can then access the data viaHTTP GET requests. The data will remain availableto youfor 24 hours.

You can retrieve an entire archive orseveral files from an archive. If you want to retrieve only asubset of an archive, you
can use one retrieval requestto specify the range of the archive that contains the files you are interested oryou can
initiate multiple retrieval requests, each with arange for one or more files. You can also limitthe number of vault
inventoryitemsretrieved by filteringon an archive creation date range or by settinga maximum items limit. Whichever
method you choose, whenyouretrieve portions of yourarchive, you can use the supplied checksumto help ensurethe
integrity of the files provided that the range that isretrieved is aligned with the tree hash of the overall archive.

Data Storage

Amazon Glacier automatically encrypts the data using AES-256 and stores it durablyinan immutable form. Amazon
Glacieris designed to provide average annual durability of 99.999999999% for an archive. It stores each archivein
multiple facilities and multiple devices. Unlike traditional systems which can require laborious data verification and
manual repair, Glacier performs regular, systematicdataintegrity checks andis built to be automatically self-healing.

Data Access
Only youraccount can access your data in Amazon Glacier. To control access to your data in Amazon Glacier, you can
use AWS IAM to specify which users within youraccount have rights to operations on a given vault.

AWS Storage Gateway Security

The AWS Storage Gateway service connects your on-premises software appliance with cloud-based storage to provide
seamless and secure integration between your IT environment and AWS’s storage infrastructure. The service enables
youto securely upload datato AWS’ scalable, reliable, and secure Amazon S3 storage service for cost-effective backup
and rapid disasterrecovery.

AWS Storage Gateway transparently backs up data off-siteto Amazon S3 in the form of Amazon EBS snapshots. Amazon
S3redundantly stores these snapshots on multiple devices across multiple facilities, detecting and repairing any lost
redundancy. The Amazon EBS snapshot provides a point-in-time backup that can be restored on-premises or used to
instantiate new Amazon EBS volumes. Datais stored within asingle region thatyou specify.

AWS Storage Gateway offers three options:

e Gateway-Stored Volumes (where the cloud is backup). In this option, yourvolume datais stored locally and
then pushedto Amazon S3, where itisstoredin redundant, encrypted form, and made availablein the form of
Elastic Block Storage (EBS) snapshots. When you use this model, the on-premises storage is primary, delivering
low-latency access to your entire dataset, and the cloud storage is the backup.

e Gateway-Cached Volumes (where the cloudis primary). In this option, yourvolume datais stored encryptedin
Amazon S3, visible within yourenterprise's network viaaniSCSlinterface. Recently accessed datais cached on-
premisesforlow-latency local access. When you use this model, the cloud storage is primary, butyou get low-
latency access to your active working setin the cached volumes on premises.

e Gateway-Virtual Tape Library (VTL). In thisoption, you can configure a Gateway-VTLwith up to 10 virtual tape
drives per gateway, 1 mediachangerand up to 1500 virtual tape cartridges. Each virtual tape drive responds to
the SCSI command set, so your existing on-premises backup applications (either disk-to-tape or disk-to-disk-to-
tape) will work without modification.
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No matterwhich optionyou choose, datais asynchronously transferred from youron-premises storage hardware to
AWS overSSL. The datais stored encrypted in Amazon S3 using Advanced Encryption Standard (AES) 256, a symmetric-
key encryption standard using 256-bit encryption keys. The AWS Storage Gateway only uploads data that has changed,
minimizingthe amount of datasentoverthe Internet.

The AWS Storage Gateway runs as a virtual machine (VM) that you deploy on a host in your data center running VMware
ESXi Hypervisorv4.1 or v 5 or Microsoft Hyper-V (you download the VMware software during the setup process). You
can alsorun within EC2 using a gateway AMI. During the installation and configuration process, you can create up to 12
Stored volumes, 20 Cached volumes, or 1500 virtual tape cartridges pergateway. Once installed, each gateway will
automatically download, install, and deploy updates and patches. This activity takes place during a maintenance window
that you can seton a per-gateway basis.

The iSCSI protocol supports authentication between targets and initiators via CHAP (Challenge-Handshake
Authentication Protocol). CHAP provides protection against man-in-the-middle and playback attacks by periodically
verifyingthe identity of aniSCSl initiator as authenticated to access a storage volume target. To set up CHAP, you must
configureitin boththe AWS Storage Gateway console and in the iSCSlinitiator softwareyou use to connectto the
target.

Afteryou deploy the AWS Storage Gateway VM, you must activate the gateway using the AWS Storage Gateway
console. The activation process associates your gateway with your AWS Account. Once you establish this connection,
you can manage almostall aspects of your gateway fromthe console. Inthe activation process, you specify the IP
address of your gateway, name your gateway, identify the AWS region in which you want your snapshot backups stored,
and specify the gateway time zone.

AWS Import/Export Security

AWS Import/Exportisasimple, secure method for physically transferring large amounts of datato Amazon S3, EBS, or
Glacierstorage. Thisservice is typically used by customers who have over 100 GB of data and/orslow connection speeds
that would resultinvery slow transferrates overthe Internet. With AWS Import/Export, you prepare a portable storage
device thatyoushipto a secure AWS facility. AWS transfers the data directly off of the storage device using Amazon’s
high-speedinternal network, thus bypassing the Internet. Conversely, data can also be exported from AWS to a portable
storage device.

Like all other AWS services, the AWS Import/Export service requires that you securely identify and authenticateyour
storage device. Inthis case, you will submitajob requestto AWS that includes your Amazon S3 bucket, Amazon EBS
region, AWS Access Key ID, and return shippingaddress. You then receive aunique identifier forthe job, a digital
signature for authenticating your device, and an AWS address to ship the storage device to. For Amazon S3, you place
the signature file onthe root directory of your device. For Amazon EBS, you tape the signature barcode to the exterior of
the device. The signature fileis used only for authentication and is not uploaded to Amazon S3 or EBS.

For transfersto Amazon S3, you specify the specificbuckets to which the datashould be loaded and ensure that the
account doingthe loading has write permission forthe buckets. You should also specify the access control list to be
appliedtoeach objectloaded to Amazon S3.

For transfersto EBS, you specify the target region forthe EBS import operation. If the storage device isless than or equal
to the maximumvolume size of 1 TB, its contents are loaded directly into an Amazon EBS snapshot. If the storage
device’s capacity exceeds 1TB, a device image is stored within the specified S3log bucket. You can then create a RAID of
Amazon EBS volumes using software such as Logical Volume Manager, and copy the image from S3 to this new volume.
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For added protection, you can encrypt the data on yourdevice before you shipitto AWS. For Amazon S3 data, you can
use a PIN-code device with hardware encryption or TrueCrypt software to encrypt your data before sendingitto AWS.
For EBS and Glacierdata, you can use any encryption method you choose, including a PIN-code device. AWS will decrypt
your Amazon S3 data before importing usingthe PIN code and/or TrueCrypt password you supply inyourimport
manifest. AWS usesyour PIN toaccess a PIN-code device, but does not decrypt software-encrypted dataforimportto
Amazon EBS or Amazon Glacier. The following table summarizes your encryption options for each type of import/export

job.

Import to Amazon S3

Source

Target

Result

» Files ona device filesystem

« Encrypt data using PIN-code
device and/or TrueCrypt
before shippingdevice

« Objectsinan existing Amazon S3 bucket

o AWS decrypts the data before
performing the import

« Oneobject for each file.

o AWS erases your device after every
import job priorto shipping

Export from Amazon S3

Source

Target

Result

« Objectsinone or more
Amazon S3 buckets

« Providea PIN code and/or
password that AWS will useto
encrypt your data

« Files onyour storage device
« AWS formats your device

« AWS copies your data to anencrypted
filecontainer on your device

o Onefilefor each object

« AWS encrypts your data prior to
shipping

« Use PIN-code device and/or TrueCrypt
to decrypt the files

Import to Amazon Glacier

Source

Target

Result

« Entire device

« Encryptthe data usingthe
encryption method of your
choicebefore shipping

« Onearchiveinanexisting Amazon
Glacier vault

« AWS does not decrypt your device

« Deviceimage stored as asinglearchive

o AWS erases your device after every
import job priorto shipping

Import to Amazon EBS (Device Capacity < 1 TB)

Source

Target

Result

« Entire device

« Encryptthe data usingthe
encryption method of your
choicebefore shipping

« One Amazon EBS snapshot

« AWS does not decrypt your device

« Deviceimageisstored asasingle
snapshot

« Ifthe device was encrypted, the image is
encrypted

« AWS erases your device after every
import job priorto shipping

Import to Amazon EBS (Device Capacity > 1 TB)

Source

Target

Result
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« Entire device « Multipleobjects inan existing Amazon « Deviceimage chunked intoseries of 1
S3 bucket TB snapshots stored as objects in
Amazon S3 bucket specifiedin manifest
file

« Encryptthe data usingthe
encryption method of your « AWS does not decrypt your device
choicebefore shipping

. Ifthe device was encrypted, the imageis
encrypted

« AWS erases your device after every
import job priorto shipping

Afterthe importiscomplete, AWS Import/Export will erase the contents of your storage device to safeguard the data
duringreturn shipment. AWS overwrites all writable blocks on the storage device with zeroes. You will need to
repartition and format the device afterthe wipe. If AWSis unable to erase the data onthe device, it will be scheduled
for destruction and our supportteam will contact you usingthe email address specified in the manifestfile you ship with
the device.

When shippingadevice internationally, the customs option and certain required subfields are required in the manifest
file sentto AWS. AWS Import/Export uses these values to validate the inbound shipment and prepare the outbound
customs paperwork. Two of these options are whetherthe dataonthe device isencrypted or notand the encryption
software’s classification. When shipping encrypted data to or from the United States, the encryption software must be
classified as 5D992 underthe United States Export Administration Regulations.

Database Services

Amazon Web Services provides anumber of database solutions for developers and businesses—from managed
relational and NoSQL database services, toin-memory caching as aservice and petabyte-scale data-warehouse service.

Amazon DynamoDB Security

Amazon DynamoDBisa managed NoSQL database service that provides fast and predictable performance with seamless
scalability. Amazon DynamoDB enables you to offload the administrative burdens of operating and scaling distributed
databasesto AWS, so you don’t have to worry about hardware provisioning, setup and configuration, replication,
software patching, or clusterscaling.

You can create a database table that can store and retrieve any amount of data, and serve any level of request traffic.
DynamoDB automatically spreads the dataand trafficfor the table overa sufficient numberof servers to handle the
request capacity you specified and the amount of data stored, while maintaining consistent, fast performance. All data
items are stored on Solid State Drives (SSDs) and are automatically replicated across multiple availability zonesina
region to provide built-in high availability and data durability.

You can set up automatic backups using a special template in AWS Data Pipeline that was created just for copying
DynamoDBtables. You can choose full orincremental backups to atable inthe same region or a different region. You
can use the copy for disasterrecovery (DR) inthe eventthatan error in your code damages the original table, orto
federate DynamoDB data across regions to support a multi-region application.

To control who can use the DynamoDB resources and API, you setup permissionsin AWSIAM. In addition to controlling
access at the resource-level with IAM, you can also control access at the database level—you can create database-level
permissions thatallow or deny accesstoitems (rows) and attributes (columns) based on the needs of yourapplication.
These database-level permissions are called fine-grained access controls, and you create them usingan IAM policy that
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specifies underwhat circumstances a user or application can access a DynamoDB table. The IAM policy can restrict
access to individual itemsinatable, access to the attributesinthose items, or both at the same time.

Attribute

. ® |
Item ———> n
b il

You can optionally use web identity federation to control access by application users who are authenticated by Login
with Amazon, Facebook, or Google. Web identity federation removes the need for creating individual IAM users;
instead, users cansigninto an identity providerand then obtain temporary security credentials from AWS Security
Token Service (AWS STS). AWS STS returns temporary AWS credentials to the application and allows it to access the
specificDynamoDB table.

In additiontorequiring database and user permissions, each requesttothe DynamoDB service must containavalid
HMAC-SHA256 signature, orthe requestisrejected. The AWS SDKs automaticallysign yourrequests; however, if you
wantto write yourown HTTP POST requests, you must provide the signature inthe header of yourrequest to Amazon
DynamoDB. To calculate the signature, you must request temporary security credentials from the AWS Security Token
Service. Use the temporary security credentials to sign yourrequests to Amazon DynamoDB.

Amazon DynamoDBis accessible via SSL-encrypted endpoints. The encrypted endpoints are accessible from both the
Internetand from within Amazon EC2.

Amazon Relational Database Service (Amazon RDS) Security

Amazon RDS allows you to quickly create a relational database (DB) instance and flexibly scale the associated compute
resources and storage capacity to meetapplication demand. Amazon RDS manages the database instance on your
behalf by performing backups, handling failover, and maintaining the database software. Currently, Amazon RDS is
available for MySQL, Oracle, Microsoft SQL Server, and PostgreSQL database engines.

Amazon RDS has multiplefeaturesthatenhance reliability for critical production databases, including DB security
groups, permissions, SSLconnections, automated backups, DB snapshots, and multi-AZ deployments. DBinstances can
alsobe deployedinan Amazon VPCforadditional networkisolation.

Access Control

When youfirst create a DB Instance within Amazon RDS, you will create amaster useraccount, which is used only within
the context of Amazon RDS to control access to your DB Instance(s). The masteruseraccountis a native database user
account that allows you tologon to your DB Instance with all database privileges. You can specify the masterusername
and password you want associated with each DB Instance when you create the DB Instance. Once you have created your
DB Instance, you can connect to the database usingthe masteruser credentials. Subsequently, you can create additional
useraccounts so thatyou can restrict who can access your DB Instance.
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You can control Amazon RDS DB Instance access via DB Security Groups, which are similarto Amazon EC2 Security
Groups butnot interchangeable. DB Security Groups act like a firewall controlling network access to your DB Instance.
Database Security Groups defaulttoa “deny all” access mode and customers must specifically authorize network
ingress. There are two ways of doingthis:authorizinganetwork IP range or authorizing an existing Amazon EC2 Security
Group. DB Security Groups only allow access to the database server port (all others are blocked) and can be updated
without restartingthe Amazon RDS DB Instance, which allows a customerseamless control of their database access.
Using AWS IAM, you can further control access to your RDS DB instances. AWS IAMenables you to control what RDS
operations each individual AWS IAMuser has permission to call.

Network Isolation

For additional network access control, you can run your DB Instancesinan Amazon VPC. Amazon VPCenablesyouto
isolate your DB Instances by specifying the IP range you wish to use, and connect to your existing ITinfrastructure
through industry-standard encrypted IPsecVPN. Running Amazon RDSina VPCenables youto have a DB instance within
a private subnet. You can also set up a virtual private gateway that extends your corporate networkinto your VPC, and
allows access to the RDS DB instance inthat VPC. Refertothe Amazon VPCUser Guide for more details.

For Multi-AZ deployments, definingasubnetforall availability zonesinaregion will allow Amazon RDS to create a new
standby in anotheravailability zone should the need arise. You can create DB Subnet Groups, which are collections of
subnets thatyou may want to designate foryour RDS DB Instancesina VPC. Each DB Subnet Group should have atleast
one subnetforeveryavailability zoneinagivenregion. Inthis case, whenyou create a DB Instance ina VPC, you selecta
DB Subnet Group; Amazon RDS then uses that DB Subnet Group and your preferred availabilityzone toselectasubnet
and an IP address within that subnet. Amazon RDS creates and associates an Elastic Network Interface to your DB
Instance with that IP address.

DB Instances deployed within an Amazon VPCcan be accessed fromthe Internet orfrom Amazon EC2 Instances outside
the VPCvia VPN orbastion hosts that you can launchinyour publicsubnet. To use a bastion host, you will need to setup
a publicsubnetwith an EC2 instance that acts as a SSHBastion. This publicsubnet must have an Internet gateway and
routing rulesthat allow trafficto be directed viathe SSHhost, which must then forward requests to the private IP
address of your Amazon RDS DB instance.

DB Security Groups can be used to help secure DB Instances withinan Amazon VPC. In addition, network trafficentering
and exiting each subnet can be allowed or denied vianetwork ACLs. All network trafficentering or exiting your Amazon
VPCviayour IPsecVPN connection can be inspected by youron-premises security infrastructure, including network
firewalls and intrusion detection systems.

Encryption

You can encrypt connections between yourapplication and your DB Instance using SSL. For MySQL and SQL Server, RDS
creates an SSL certificate and installs the certificate on the DBinstance when the instance is provisioned. For MySQL,
you launchthe mysql clientusing the --ss|_ca parameterto reference the publickeyin orderto encrypt connections. For
SQL Server, download the publickey and import the certificate into your Windows operating system. Oracle RDS uses
Oracle native network encryption with a DB instance. You simply add the native network encryption option toan option
group and associate that option group with the DB instance. Once an encrypted connectionis established, data
transferred between the DB Instance and yourapplication will be encrypted during transfer. You can also require your
DB instance to only accept encrypted connections.

Amazon RDS supports Transparent Data Encryption (TDE) for SQL Server (SQLServer Enterprise Edition) and Oracle (part
of the Oracle Advanced Security option available in Oracle Enterprise Edition). The TDE feature automatically encrypts
data beforeitis writtento storage and automatically decrypts datawhenitis read from storage. If you require your
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MySQL data to be encrypted while “at rest” in the database, yourapplication must manage the encryption and
decryption of data.

Note that SSL support within Amazon RDS is forencrypting the connection between your application and your DB
Instance;itshould notbe relied on forauthenticating the DB Instance itself.

While SSLoffers security benefits, be aware that SSL encryptionis acompute intensive operation and will increase the
latency of your database connection. To learn more about how SSL works with MySQL, you can referdirectly to the
MySQL documentation found here. Tolearn how SSL works with SQL Server, you can read more in the RDS User Guide.

Automated Backups and DB Snapshots

Amazon RDS provides two different methods for backing up and restoring your DB Instance(s): automated backups and
database snapshots (DB Snapshots).

Turned on by default, the automated backup feature of Amazon RDS enables point-in-time recovery foryour DB
Instance. Amazon RDS will back up your database and transaction logs and store both for a user-specified retention
period. This allows youto restore your DB Instance to any second during your retention period, up tothe last 5 minutes.
Your automaticbackup retention period can be configured to up to 35 days.

Duringthe backup window, storage |/0 may be suspended whileyourdatais being backed up. This|/O suspension
typically lasts afew minutes. This I/O suspensionis avoided with Multi-AZ DB deployments, sincethe backup is taken
fromthe standby.

DB Snapshots are user-initiated backups of your DB Instance. These full database backups are stored by Amazon RDS
until you explicitly delete them. You can copy DB snapshots of any size and move them between any of AWS’s public
regions, or copy the same snapshotto multipleregions simultaneously. You can then create a new DB Instance froma
DB Snapshotwheneveryoudesire.

DB Instance Replication

Amazon cloud computing resources are housed in highly available data centerfacilities in different regions of the world,
and eachregion contains multipledistinct locations called Availability Zones. Each Availability Zone is engineered to be
isolated fromfailuresin other Availability Zones, and to provide inexpensive, low-latency network connectivity to other
Availability Zonesinthe same region.

To architect for high availability of your Oracle, PostgreSQL, or MySQL databases, you can run your RDS DB instance in
several Availability Zones, an option called a Multi-AZ deployment. When you select this option, Amazon automatically
provisions and maintains asynchronous standby replica of your DB instance in a different Availability Zone. The primary
DB instance is synchronously replicated across Availability Zones to the standby replica. In the event of DB instance or
Availability Zone failure, Amazon RDS will automatically failoverto the standby so that database operations canresume
quickly without administrativeintervention.

For customers who use MySQL and need to scale beyond the capacity constraints of a single DB Instance for read-heavy
database workloads, Amazon RDS provides a Read Replicaoption. Once you create aread replica, database updateson
the source DB instance are replicated to the read replica using MySQL’s native, asynchronous replication. You can create
multiple read replicas foragiven source DB instance and distribute yourapplication’s read trafficamong them. Read
replicas can be created with Multi-AZ deployments to gain read scaling benefits in addition to the enhanced database
write availability and data durability provided by Multi-AZ deployments.
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Automatic Software Patching

Amazon RDS will make sure that the relational database software powering your deployment stays up-to-date with the
latest patches. When necessary, patches are applied during a maintenance window that you can control. You can think
of the Amazon RDS maintenance window as an opportunity to control when DB Instance modifications (such as scaling
DB Instance class) and software patching occur, inthe event eitherare requested orrequired. If a “maintenance” event
isscheduledforagivenweek, it will be initiated and completed at some pointduring the 30-minute maintenance
window you identify.

The only maintenance events that require Amazon RDS to take your DB Instance offline are scale compute operations
(which generally take only afew minutes from start-to-finish) or required software patching. Required patchingis
automatically scheduled only for patches that are security and durability related. Such patching occurs infrequently
(typically once every few months)and should seldom require more than a fraction of your maintenance window. If you
do notspecify a preferred weekly maintenance window when creating your DB Instance, a 30-minute defaultvalueis
assigned. If you wish to modify when maintenance is performed on your behalf, you can do so by modifying your DB
Instance inthe AWS Management Console or by using the ModifyDBInstance API. Each of your DB Instances can have
different preferred maintenance windows, if you so choose.

Runningyour DB Instance as a Multi-AZ deployment can further reduce the impact of a maintenance event, as Amazon
RDS will conduct maintenance viathe following steps: 1) Perform maintenance on standby, 2) Promote standby to
primary, and 3) Perform maintenance on old primary, which becomes the new standby.

When an Amazon RDS DB Instance deletion API (DeleteDBInstance) is run, the DB Instance is marked for deletion. Once
the instance nolongerindicates ‘deleting’ status, ithasbeenremoved. Atthis pointthe instance isnolongeraccessible
and unlessafinal snapshot copy was asked for, it cannot be restored and will not be listed by any of the tools or APIs.

Event Notification

You can receive notifications of avariety of important events that can occur on your RDS instance, such as whetherthe
instance was shutdown, a backup was started, a failoveroccurred, the security group was changed, oryour storage
space is low. The Amazon RDS service groups events into categories that you can subscribe to so that you can be notified
when an eventinthat category occurs. You can subscribe toan event category fora DB instance, DB snapshot, DB
security group, or fora DB parametergroup. RDS events are published via AWS SNS and sentto you as an email or text
message. Formore information about RDS notification event categories, refertothe RDS User Guide.

Amazon Redshift Security

Amazon Redshiftis a petabyte-scale SQLdatawarehouse service that runs on highly optimized and managed AWS
compute and storage resources. The service has been architected to notonly scale up or down rapidly, butto
significantly improve query speeds—even on extremely large datasets. Toincrease performance, Redshift uses
techniques such as columnar storage, datacompression, and zone maps to reduce the amount of IO needed to perform
gueries. Italso hasa massively parallel processing (MPP) architecture, parallelizing and distributing SQL operationsto
take advantage of all available resources.

Whenyou create a Redshift datawarehouse, you provision asingle-node or multi-node cluster, specifying the type and
numberof nodes that will make up the cluster. The node type determines the storage size, memory, and CPU of each
node. Each multi-nodeclusterincludes aleader node and two or more compute nodes. A leadernode manages
connections, parses queries, builds execution plans, and manages query execution inthe compute nodes. The compute
nodes store data, perform computations, and run queries as directed by the leadernode. The leader node of each
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clusterisaccessible through ODBCand JDBC endpoints, using standard PostgreSQL drivers. The compute nodesrunona
separate, isolated network and are neveraccessed directly.

Afteryou provision acluster, you can upload your dataset and perform dataanalysis queries by using common SQL-
basedtoolsand business intelligence applications.

Cluster Access

By default, clusters thatyou create are closed to everyone. Amazon Redshift enables you to configure firewall rules
(security groups) to control network access to your data warehouse cluster. You can also run Redshiftinside an Amazon
VPCto isolate yourdatawarehouse clusterin yourown virtual network and connectitto yourexisting ITinfrastructure
usingindustry-standard encrypted IPsecVPN.

The AWS account that creates the cluster has full access to the cluster. Within your AWS account, you can use AWS |IAM
to create useraccounts and manage permissions for those accounts. By using IAM, you can grant different users
permissionto performonlythe cluster operations that are necessary fortheirwork.

Like all databases, you must grant permission in Redshift at the database level in addition to granting access at the
resource level. Database users are named useraccounts that can connectto a database and are authenticated when
theyloginto Amazon Redshift. In Redshift,you grant database user permissions on a per-cluster basisinstead of ona
per-table basis. However, auser can see data onlyin the table rows that were generated by hisown activities; rows
generated by otherusers are not visible to him.

The user who creates a database objectisits owner. By default, only asuperuserorthe ownerof an object can query,
modify, orgrant permissions onthe object. For usersto use an object, you must grant the necessary permissions to the
useror the group that contains the user. And only the owner of an object can modify or delete it.

Data Backups

Amazon Redshift distributes your dataacross all compute nodesina cluster. Whenyouruna cluster with atleasttwo
compute nodes, data on each node will always be mirrored on disks on anothernode, reducing the risk of dataloss. In
addition, all datawrittentoa node inyour clusteris continuously backed up to Amazon S3 using snapshots. Redshift
stores yoursnapshots fora user-defined period, which can be from one to thirty-five days. You can also take yourown
snapshots at any time; these snapshots leverage all existing system snapshots and are retained until you explicitly delete
them.

Amazon Redshift continuously monitors the health of the clusterand automatically re-replicates datafrom failed drives
and replaces nodes as necessary. All of this happens without any effort on your part, although you may see a slight
performance degradation during the re-replication process.

You can use any system or user snapshotto restore yourcluster usingthe AWS Management Console orthe Amazon
Redshift APIs. Your clusteris availableas soon as the system metadata has beenrestored and you can start running
gueries while userdatais spooled downinthe background.

Data Encryption
When creatinga cluster, you can choose to encryptit in orderto provide additional protection foryour data at rest.
Whenyou enable encryptioninyour cluster, Amazon Redshift stores all datain user-created tablesinan encrypted

formatusing hardware-accelerated AES-256 block encryption keys. Thisincludes all data writtento diskas well as any
backups.
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Amazon Redshift uses afour-tier, key-based architecture forencryption. These keys consist of dataencryption keys, a
database key, a clusterkey, and a masterkey:

e Dataencryption keys encrypt data blocksin the cluster. Each data blockis assigned arandomly-generated AES-
256 key. These keys are encrypted by using the database keyforthe cluster.

e Thedatabase key encrypts dataencryption keysinthe cluster. The database keyisa randomly-generated AES-
256 key. Itis stored ondiskina separate network fromthe Amazon Redshift clusterand encrypted by a master
key. Amazon Redshift passes the database key across a secure channel and keepsitin memoryinthe cluster.

e The cluster key encrypts the database key forthe Amazon Redshift cluster. You can use either AWS or a
hardware security module (HSM) to store the cluster key. HSMs provide direct control of key generation and
management, and make key management separate and distinct from the application and the database.

o The master key encryptsthe clusterkeyifitis storedin AWS. The masterkey encrypts the cluster-key-encrypted
database key if the cluster keyis storedinan HSM.

You can have Redshift rotate the encryption keys foryourencrypted clusters atany time. As part of the rotation process,
keys are also updated forall of the cluster'sautomaticand manual snapshots.

Note that enabling encryptioninyourcluster willimpact performance, eventhoughitis hardware accelerated.
Encryption also appliesto backups. Whenrestoring from an encrypted snapshot, the new cluster will be encrypted as
well.

To encryptyour table load datafiles when you upload them to Amazon S3, you can use Amazon S3 server-side
encryption. Whenyou load the datafrom Amazon S3, the COPY command will decryptthe dataas itloads the table.

Database AuditLogging

Amazon Redshiftlogs all SQLoperations, including connection attempts, queries, and changes to your database. You can
access these logs using SQL queries against system tables or choose to have them downloaded to asecure Amazon S3
bucket. You can then use these auditlogsto monitoryourclusterforsecurity and troubleshooting purposes.

Automatic Software Patching

Amazon Redshift managesall the work of setting up, operating, and scaling your data warehouse, including provisioning
capacity, monitoringthe cluster, and applying patches and upgrades to the Amazon Redshift engine. Patches are applied
only during specified maintenance windows.

SSL Connections

To protectyour data in transit within the AWS cloud, Amazon Redshift uses hardware-accelerated SSLto communicate
with Amazon S3 or Amazon DynamoDB for COPY, UNLOAD, backup, and restore operations. You can encryptthe
connection between yourclientand the clusterby specifying SSLin the parameter group associated with the cluster. To
have your clients also authenticate the Redshift server, you caninstall the publickey (.pemfile)forthe SSL certificate on
your clientand use the key to connectto your clusters.

Amazon Redshift offers the newer, stronger cipher suites that use the Elliptic Curve Diffie-Hellman Ephemeral protocol.
ECDHE allows SSLclients to provide Perfect Forward Secrecy between the client and the Redshift cluster. Perfect
Forward Secrecy uses session keys that are ephemeral and not stored anywhere, which prevents the decoding of
captured data by unauthorized third parties, even if the secret long-term key itself is compromised. You do not need to
configure anythingin Amazon Redshift to enable ECDHE; if you connectfroma SQL client tool that uses ECDHE to
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encrypt communication between the clientand server, Amazon Redshift will use the provided cipherlist to make the
appropriate connection.

Amazon ElastiCache Security

Amazon ElastiCache isa web service that makesit easy to setup, manage, and scale distributed in-memory cache
environmentsinthe cloud. The service improves the performance of web applications by allowing you to retrieve
information from afast, managed, in-memory caching system, instead of relying entirely on slower disk-based
databases. It can be used tosignificantly improve latency and throughput for many read-heavy application workloads
(such as social networking, gaming, mediasharing, and Q&A portals) or compute-intensive workloads (such as a
recommendation engine). Cachingimproves application performance by storing critical pieces of datain memory for
low-latency access. Cached information may include the results of I/O-intensive database queries or the results of
computationally-intensive calculations.

The Amazon ElastiCache service automates time-consuming management tasks forin-memory cache environments,
such as patch management, failure detection, and recovery. It works in conjunction with other Amazon Web Services
(suchas Amazon EC2, Amazon CloudWatch, and Amazon SNS) to provide asecure, high-performance, and managed in-
memory cache. For example, an application runningin Amazon EC2 can securely access an Amazon ElastiCache Cluster
inthe same region with very low latency.

Using the Amazon ElastiCache service, you create a Cache Cluster, whichis a collection of one or more Cache Nodes,
each runningan instance of the Memcached service. A Cache Node is a fixed-size chunk of secure, network-attached
RAM. Each Cache Node runs an instance of the Memcached service, and has its own DNS name and port. Multiple types
of Cache Nodes are supported, each with varyingamounts of associated memory. A Cache Cluster can be set up witha
specificnumberof Cache Nodes and a Cache Parameter Group that controls the properties foreach Cache Node. All
Cache NodeswithinaCache Clusterare designed to be of the same Node Type and have the same parameterand
security group settings.

Amazon ElastiCache allows you to control access to your Cache Clusters using Cache Security Groups. A Cache Security
Group acts like afirewall, controlling network access to your Cache Cluster. By default, network accessis turned off to
your Cache Clusters. If youwantyour applications to access your Cache Cluster, you must explicitly enable access from
hostsin specificEC2security groups. Once ingress rules are configured, the same rules apply to all Cache Clusters
associated with that Cache Security Group.

To allow network access to your Cache Cluster, create a Cache Security Group and use the Authorize Cache Security
Group Ingress APl or CLI command to authorize the desired EC2security group (which inturn specifies the EC2instances
allowed). IP-range based access control is currently not enabled for Cache Clusters. Allclients to a Cache Cluster must be
withinthe EC2 network, and authorized via Cache Security Groups.

ElastiCache for Redis provides backup and restore functionality, where you can create a snapshot of your entire Redis
clusteras itexistsata specificpointintime. You can schedule automatic, recurring daily snapshots oryou can create a
manual snapshotat any time. For automaticsnapshots, you specify aretention period; manual snapshots are retained
until you delete them. The snapshots are stored in Amazon S3 with high durability, and can be used for warm starts,
backups, and archiving.
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Application Services

Amazon Web Services offers avariety of managed services to use with yourapplications, including services that provide
application streaming, queueing, push notification, email delivery, search, and transcoding.

Amazon CloudSearch Security

Amazon CloudSearch isamanaged service inthe cloud that makes it easy to setup, manage, and scale a search solution
for yourwebsite. Amazon CloudSearch enables you to search large collections of data such as web pages, document
files, forum posts, or productinformation. It enables you to quickly add search capabilities to your website without
having to become asearch expert orworry about hardware provisioning, setup, and maintenance. As your volume of
data and trafficfluctuates, Amazon CloudSearch automatically scalesto meetyourneeds.

An Amazon CloudSearch domain encapsulates a collection of datayou want to search, the search instances that process
your search requests, and a configuration that controls how your datais indexed and searched. You create a separate
search domain for each collection of data you want to make searchable. Foreach domain, you configure indexing
optionsthatdescribe the fields you wanttoinclude in yourindex and how you wantto us them, text options that define
domain-specificstopwords, stems, and synonyms, rank expressions that you can use to customize how search results
are ranked, and access policies that control access tothe domain’s document and search endpoints.

Accessto yoursearch domain's endpointsis restricted by IP address so that only authorized hosts can submit documents
and sendsearch requests. IP address authorizationis used only to control access to the document and search endpoints.
All Amazon CloudSearch configuration requests must be authenticated using standard AWS authentication.

Amazon CloudSearch provides separate endpoints foraccessing the configuration, search, and documentservices:

e The configurationservice isaccessed through ageneral endpoint: cloudsearch.us-east-1.amazonaws.com

e The documentservice endpointisusedtosubmitdocumentstothe domainforindexingandisaccessed through
a domain-specificendpoint: http://doc-domainname-domainid.us-east-1.cloudsearch.amazonaws.com

e Thesearch endpointisusedtosubmitsearchrequeststothe domainandisaccessedthrougha domain-specific
endpoint: http://search-domainname-domainid.us-east-1.cloudsearch.amazonaws.com

Note that if you do not have a staticIP address, you must re-authorize your computer wheneveryour P address
changes. If your IP addressisassigned dynamically, itisalsolikely that you're sharing that address with other computers
on your network. This means thatwhen you authorize the IP address, all computers that share it will be able to access
your search domain's document service endpoint.

Like all AWS Services, Amazon CloudSearch requires that every request made toits control APl be authenticated so only
authenticated users can access and manage your CloudSearch domain. APl requests are signed with an HMAC-SHA1 or
HMAC-SHA256 signature calculated from the requestand the user’s AWS Secret Access key. Additionally, the Amazon
CloudSearch control APlis accessible via SSL-encrypted endpoints. You can control access to Amazon CloudSearch
management functions by creating users under your AWS Account using AWS IAM, and controlling which CloudSearch
operations these users have permission to perform.
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Amazon Simple Queue Service (Amazon SQS) Security

Amazon SQSis a highlyreliable, scalable message queuing service that enables asynchronous message-based
communication between distributed components of an application. The components can be computers or Amazon EC2
instances ora combination of both. With Amazon SQS, you can send any number of messages toan Amazon SQS queue
at any time fromany component. The messages can be retrieved from the same componentora different one right
away or at a latertime (within 4days). Messages are highly durable; each message is persistently storedin highly
available, highly reliable queues. Multiple processes can read/write from/to an Amazon SQS queue atthe same time
withoutinterfering with each other.

Amazon SQS access is granted based on an AWS Accountor a user created with AWSIAM. Once authenticated, the AWS
Accounthas full accessto all useroperations. An AWSIAM user, however, only has access to the operations and queues
for whichthey have been granted accessvia policy. By default, access to eachindividualqueueis restricted to the AWS
Accountthat created it. However, you can allow otheraccess to a queue, using eitheran SQS-generated policy ora
policy you write.

Amazon SQSis accessible viaSSL-encrypted endpoints. The encrypted endpoints are accessible from both the Internet
and from within Amazon EC2. Data stored within Amazon SQSis not encrypted by AWS; however, the user can encrypt
data beforeitisuploadedto Amazon SQS, provided that the application utiliziingthe queue hasameansto decryptthe
message when retrieved. Encrypting messages before sending them to Amazon SQS helps protect against access to
sensitive customerdata by unauthorized persons, including AWS.

Amazon Simple Notification Service (Amazon SNS) Security

Amazon Simple Notification Service (Amazon SNS) isaweb service that makes it easy to setup, operate, and send
notifications fromthe cloud. It provides developers with a highly scalable, flexible, and cost-effective capability to
publish messages from an application and immediately deliver them to subscribers or otherapplications.

Amazon SNS provides asimple web services interface that can be used to create topics that customers want to notify
applications (or people) about, subscribe clients to these topics, publish messages, and have these messages delivered
overclients’ protocol of choice (i.e., HTTP/HTTPS, email, etc.). Amazon SNS delivers notifications to clients using a
“push” mechanismthat eliminates the need to periodically check or “poll” for new information and updates. Amazon
SNScan be leveraged to build highly reliable, event-driven workflows and messaging applications without the needfor
complex middleware and application management. The potential uses for Amazon SNSinclude monitoring applications,
workflow systems, time-sensitive information updates, mobileapplications, and many others. Amazon SNS provides
access control mechanisms sothattopics and messages are secured against unauthorized access. Topicowners can set
policiesforatopicthat restrictwho can publish orsubscribe to a topic. Additionally, topicowners can encrypt
transmission by specifying that the delivery mechanism must be HTTPS.

Amazon SNS access is granted based on an AWS Account or a user created with AWS IAM. Once authenticated, the AWS
Account has full access to all useroperations. An AWS IAM user, however, only has access to the operations and topics
for whichthey have been granted access via policy. By default, access to each individual topicis restricted to the AWS
Accountthat createdit. However, you can allow otheraccess to SNS, using eitheran SNS-generated policy ora policy
you write.
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Amazon Simple Workflow Service (Amazon SWF) Security

The Amazon Simple Workflow Service (SWF) makes it easy to build applications that coordinate work across distributed
components. Using Amazon SWF, you can structure the various processing stepsin an application as “tasks” that drive
workin distributed applications, and Amazon SWF coordinates these tasksinareliable and scalable manner. Amazon
SWF manages task execution dependencies, scheduling, and concurrency based on a developer’s application logic. The
service stores tasks, dispatches themto application components, tracks their progress, and keeps their latest state.

Amazon SWF providessimple APl calls that can be executed from code writteninany language and run on your EC2
instances, orany of your machines located anywhere in the world that can access the Internet. Amazon SWF acts as a
coordination hub with which yourapplication hosts interact. You create desired workflows with theirassociated tasks
and any conditional logicyou wish to apply and store them with Amazon SWF.

Amazon SWF accessis granted based onan AWS Accountor a usercreated with AWS IAM. All actors that participate in
the execution of aworkflow—deciders, activity workers, workflow administrators—must be IAMusers underthe AWS
Accountthat ownsthe Amazon SWF resources. You cannot grant users associated with other AWS Accounts access to
your Amazon SWF workflows. An AWS IAMuser, however, only has access to the workflows and resources forwhich
they have been granted access via policy.

Amazon Simple Email Service (Amazon SES) Security

Amazon Simple Email Service (SES) is an outbound-only email-sending service built on Amazon’s reliable and scalable
infrastructure. Amazon SES helps you maximize email deliverability and stay informed of the delivery status of your
emails. Amazon SES integrates with other AWS services, makingiteasy to send emails from applications being hosted on
services such as Amazon EC2.

Unfortunately, with other email systems, it's possibleforaspammerto falsify an email headerand spoof the originating
email addresssothatit appears as though the email originated from a different source. To mitigate these problems,
Amazon SES requires users to verify theiremail address ordomainin orderto confirmthat they ownitand to prevent
othersfromusingit. To verify a domain, Amazon SESrequires the senderto publish aDNS record that Amazon SES
supplies as proof of control overthe domain. Amazon SES periodically reviews domain verification status, and revokes
verificationin cases whereitis nolongervalid.

Amazon SES takes proactive stepsto prevent questionable content from being sent, so that ISPs receive consistently
high-quality emailfrom our domains and therefore view Amazon SES as a trusted email origin. Below are some of the
features that maximize deliverability and dependability forall of oursenders:

e Amazon SES uses content-filtering technologies to help detect and block messages containing viruses or
malware before they can be sent.

e Amazon SES maintains complaint feedback loops with major ISPs. Complaint feedback loopsindicate which
emails arecipient marked as spam. Amazon SES provides you access to these delivery metrics to help guide your
sending strategy.

e AmazonSES usesa variety of techniques to measure the quality of each user’s sending. These mechanisms help
identify and disable attempts to use Amazon SES for unsolicited mail, and detect othersending patterns that
would harm Amazon SES’s reputation with ISPs, mailbox providers, and anti-spam services.

e Amazon SES supports authentication mechanisms such as Sender Policy Framework (SPF) and DomainKeys
Identified Mail (DKIM). When you authenticate an email, you provide evidence to ISPs that you own the domain.
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Amazon SES makes it easy for you to authenticate youremails. If you configure youraccount to use Easy DKIM,
Amazon SES will DKIM-sign your emails on your behalf, soyou can focus on otheraspects of your email-sending
strategy. To ensure optimal deliverability, we recommend that you authenticate your emails.

As with other AWS services, you use security credentials to verify who you are and whetheryou have permission to
interact with Amazon SES. For information about which credentials to use, see Using Credentials with Amazon SES.
Amazon SES alsointegrates with AWS IAM o that you can specify which Amazon SES APl actions a usercan perform.

If you choose to communicate with Amazon SES through its SMTP interface, you are required to encrypt your connection
using TLS. Amazon SES supports two mechanisms for establishing a TLS-encrypted connection: STARTTLS and TLS
Wrapper. If you choose to communicate with Amazon SES over HTTP, then all communication will be protected by TLS
through Amazon SES’s HTTPS endpoint. When delivering email to its final destination, Amazon SES encrypts the email
contentwith opportunisticTLS, if supported by the receiver.

Amazon Elastic Transcoder Service Security

The Amazon Elastic Transcoder service simplifies and automates whatis usually a complex process of converting media
filesfrom one format, size, or quality to another. The Elastic Transcoder service converts standard-definition (SD) or
high-definition (HD) video files as well as audiofiles. It reads input from an Amazon S3 bucket, transcodes it, and writes
the resultingfile toanother Amazon S3 bucket. You can use the same bucket forinputand output, and the buckets can
bein any AWS region. The Elastic Transcoderacceptsinputfilesinawide variety of web, consumer, and professional
formats. Outputfile typesinclude the MP3, MP4, OGG, TS, WebM, HLS using MPEG-2 TS, and Smooth Streaming using
fmp4 containertypes, storing H.264 or VP8video and AAC, MP3, or Vorbis audio.

You'll start with one or more input files, and create transcoding jobsin atype of workflow called a transcoding pipeline
for eachfile. When you create the pipeline you'll specify input and output buckets as well asan IAM role. Each job must
reference amediaconversiontemplate called atranscoding preset, and will resultin the generation of one ormore
outputfiles. Apresettellsthe ElasticTranscoder what settings to use when processing a particularinputfile. You can
specify many settings when you create a preset, including the samplerate, bitrate, resolution (output height and width),
the number of reference and keyframes, avideo bit rate, some thumbnail creation options, etc.

A besteffortis made to start jobsinthe order in which they’re submitted, butthisis nota hard guarantee and jobs
typically finish out of ordersince they are worked onin parallel and vary in complexity. You can pause and resume any of
your pipelinesif necessary.

ElasticTranscodersupports the use of SNS notifications when it starts and finishes each job,and whenitneeds totell
youthatit has detected an erroror warning condition. The SNS notification parameters are associated with each
pipeline. It can also use the ListJobs By Status function to find all of the jobs with a given status (e.g., "Completed") or
the Read Job function toretrieve detailed information about a particularjob.

Like all other AWS services, Elastic Transcoderintegrates with AWS Identity and Access Management (IAM), which
allows you to control access to the service and to other AWS resources that Elastic Transcoder requires, including
Amazon S3 buckets and Amazon SNStopics. By default, IAMusers have no access to Elastic Transcoderor to the
resourcesthatit uses. If youwant IAM usersto be able to work with Elastic Transcoder, you must explicitly grantthem
permissions.

Amazon ElasticTranscoder requires every request made toits control APl be authenticated so only authenticated
processesorusers can create, modify, or delete theirown Amazon Transcoder pipelines and presets. Requests are
signed with an HMAC-SHA256 signature calculated from the requestand a key derived from the user’s secretkey.

amazon

Page 52 of 77 webservices



Amazon Web Services — Overview of Security Processes November2014

Additionally, the Amazon Elastic Transcoder APl is only accessiblevia SSL-encrypted endpoints.

Durability is provided by Amazon S3, where mediafiles are redundantlystored on multiple devices across multiple
facilitiesinan Amazon S3 region. Foradded protection against users accidently deleting mediafiles, you can use the
Versioning feature in Amazon S3to preserve, retrieve, and restore every version of every object stored inan Amazon S3
bucket. You can further protectversions using Amazon S3Versioning's MFA Deletefeature. Once enabled foran Amazon
S3 bucket, each version deletion request mustincludethe six-digit code and serial numberfrom your multi-factor
authentication device.

Amazon AppStream Security

The Amazon AppStream service provides aframework for running streaming applications, particularly applications that
require lightweight clients running on mobile devices. It enablesyouto store and run your application on powerful,
parallel-processing GPUs in the cloud and then streaminputand outputto any clientdevice. This can be a pre-existing
application that you modify to work with Amazon AppStream ora new application that you design specifically to work
withthe service.

The Amazon AppStream SDK simplifies the development of interactive streaming applications and client applications.
The SDK provides APls that connect your customers’ devices directly to yourapplication, capture and encode audio and
video, stream content across the Internetin nearreal-time, decode content on client devices, and return userinputto
the application. Because yourapplication's processing occursin the cloud, it can scale to handle extremely large
computational loads.

Amazon AppStream deploys streaming applications on Amazon EC2. When you add a streaming application through the
AWS Management Console, the service creates the AMIrequired to host yourapplication and makes your application
available to streamingclients. The service scales yourapplication as needed within the capacity limits you have setto
meetdemand. Clients using the Amazon AppStream SDK automatically connect to your streamed application.

In most cases, you’ll wantto ensure thatthe userrunningthe clientis authorized to use yourapplication before letting
him obtaina sessionID. We recommend that you use some sort of entitlement service, whichisaservice that
authenticates clients and authorizes their connection to yourapplication. In this case, the entitlement service will also
callintothe Amazon AppStream REST API to create a new streamingsession forthe client. After the entitlement service
createsa new session, itreturnsthe sessionidentifier to the authorized clientas asingle-use entittement URL. The client
then usesthe entitlement URLto connectto the application. Yourentitlement service can be hosted onan Amazon EC2
instance oron AWS Elastic Beanstalk.

Amazon AppStream utilizes an AWS CloudFormation template that automates the process of deployinga GPU EC2
instance that has the AppStream Windows Application and Windows Client SDK libraries installed; is configured for SSH,
RDC, or VPN access; and has an elasticlIP address assigned toit. By using thistemplate to deploy yourstandalone
streamingserver, all youneedto dois upload yourapplication to the serverand run the command to launchit. You can
then use the Amazon AppStream Service Simulator tool to test yourapplication in standalone mode before deploying it
into production.

Amazon AppStream also utilizes the STX Protocol to manage the streaming of your application from AWS to local
devices. The Amazon AppStream STX Protocol is a proprietary protocol used to stream high-quality application video
overvarying network conditions; it monitors network conditions and automatically adapts the video stream to provide a
low-latency and high-resolution experience to your customers. It minimizes latency while syncingaudio and video as
well as capturinginputfrom your customers to be sent back to the application runningin AWS.
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Analytics Services

Amazon Web Services provides cloud-based analytics services to help you process and analyze any volume of data,
whetheryourneedisformanaged Hadoop clusters, real-time streaming data, petabyte scale data warehousing, or
orchestration.

Amazon Elastic MapReduce (Amazon EMR) Security

Amazon ElasticMapReduce (Amazon EMR) is a managed web service you can use to run Hadoop clusters that process
vast amounts of data by distributing the work and data amongseveral servers. It utilizes an enhanced version of the
Apache Hadoop framework running on the web-scale infrastructure of Amazon EC2and Amazon S3. You simply upload
your input dataand a data processing applicationinto Amazon S3. Amazon EMR thenlaunches the numberof Amazon
EC2 instances youspecify. The service begins the job flow execution while pulling the input datafrom Amazon S3 into
the launched Amazon EC2 instances. Once the job flow is finished, Amazon EMR transfers the output data to Amazon S3,
where you can thenretrieveitoruseit asinputinanotherjob flow.

When launchingjob flows on your behalf, Amazon EMR sets up two Amazon EC2 security groups: one forthe master
nodesand anotherfor the slaves. The mastersecurity group has a port open for communication with the service. It also
has the SSH port opento allow you to SSH into the instances, using the key specified at startup. The slaves startina
separate security group, which only allows interaction with the masterinstance. By default both security groups are set
up to notallow access from external sources, including Amazon EC2instances belonging to other customers. Since these
are security groups within youraccount, you can reconfigure them using the standard EC2 tools or dashboard. To
protect customerinputand output datasets, Amazon EMR transfers datato and from Amazon S3 using SSL.

Amazon EMR provides several ways to control access to the resources of your cluster. You can use AWS IAM to create
useraccounts and roles and configure permissions that control which AWS features those users and roles can access.
When youlaunch a cluster, you can associate an Amazon EC2 key pair with the cluster, which you can then use when
you connect tothe clusterusing SSH. You can also set permissions thatallow users otherthan the default Hadoop user
to submitjobstoyour cluster.

By default, ifanIAM userlaunchesacluster, that clusteris hidden from other|AMusers on the AWS account. This
filtering occurs on all Amazon EMR interfaces—the console, CLI, API, and SDKs—and helps prevent IAMusers from
accessingandinadvertently changing clusters created by other IAMusers. It is useful for clusters that are intendedto be
viewed by only asingle IAMuserand the main AWS account. You also have the option to make a clustervisible and
accessible toall IAMusers undera single AWS account.

For an additional layer of protection, you can launch the EC2 instances of your EMR clusterintoan Amazon VPC, whichis
like launchingitinto a private subnet. This allows you to control access to the entire subnetwork. You can also launch
the clusterintoa VPCand enable the clusterto access resources onyour internal network usinga VPN connection. You
can encryptthe input data before you uploaditto Amazon S3 usingany common data encryption tool. If you do encrypt
the data beforeit’s uploaded, youthen need toadd a decryption step to the beginning of your job flow when Amazon
ElasticMapReduce fetches the datafrom Amazon S3.

Amazon Kinesis Security

Amazon Kinesisisamanagedservice designed to handle real-time streaming of big data. It can accept any amount of
data, fromany numberof sources, scaling up and down as needed. You can use Kinesisin situations that call for large-
scale, real-time dataingestion and processing, such as serverlogs, social media or market datafeeds, and web
clickstream data.
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Applications read and write data records to Amazon Kinesisin streams. You can create any number of Kinesis streams to
capture, store, and transport data. Amazon Kinesis automatically manages the infrastructure, storage, networking, and
configuration needed to collectand process yourdataat the level of throughput your streaming applications need. You
don’thave to worry about provisioning, deployment, or ongoing-maintenance of hardware, software, or otherservices
to enable real-time capture and storage of large-scale data. Amazon Kinesis also synchronously replicates data across
three facilitiesinan AWS Region, providing high availability and data durability.

In Amazon Kinesis, data records contain a sequence number, a partition key, and a data blob, whichisan un-interpreted,
immutable sequence of bytes. The Amazon Kinesis service does notinspect, interpret, orchange the datain the blobin
any way. Data records are accessible foronly 24 hours from the time they are added to an Amazon Kinesis stream, and
thenthey are automatically discarded.

Your applicationisaconsumerof an Amazon Kinesis stream, which typically runs on afleet of Amazon EC2 instances. A
Kinesisapplication uses the Amazon Kinesis Client Library to read from the Amazon Kinesis stream. The Kinesis Client
Library takes care of a variety of details foryouincludingfailover, recovery, and load balancing, allowing yourapplication
to focus on processingthe dataas it becomesavailable. After processing the record, your consumer code can passit
alongto anotherKinesis stream; write it to an Amazon S3 bucket, a Redshift data warehouse, ora DynamoDB table; or
simply discardit. A connectorlibraryis available to help youintegrate Kinesis with other AWS services (such as
DynamoDB, Redshift, and Amazon S3) as well as third-party products like Apache Storm.

You can control logical access to Kinesis resources and management functions by creating users under your AWS
Accountusing AWS IAM, and controlling which Kinesis operations these users have permission to perform. To facilitate
runningyour produceror consumerapplicationsonan Amazon EC2 instance, you can configure thatinstance with an
IAM role. That way, AWS credentials that reflect the permissions associated with the IAMrole are made available to
applicationsonthe instance, which means youdon’t have to use yourlong-term AWS security credentials. Roles have
the added benefit of providingtemporary credentials that expire within a short timeframe, which adds an additional
measure of protection. See the Using IAMguide for more information about IAMroles.

The Amazon Kinesis APl is only accessible viaan SSL-encrypted endpoint (kinesis.us-east-1.amazonaws.com) to help
ensure secure transmission of your datato AWS. You must connect to that endpointto access Kinesis, butyou canthen
use the APlto direct AWS Kinesis to create a streaminany AWS Region

AWS Data Pipeline Security

The AWS Data Pipelineservice helps you process and move databetween different data sources at specified intervals
using data-driven workflows and built-in dependency checking. When you create a pipeline,you define data sources,
preconditions, destinations, processing steps, and an operational schedule. Once you define and activate a pipeline, it
will run automatically according to the schedule you specified.

With AWS Data Pipeline, you don’t have to worry about checking resource availability, managing inter-task
dependencies, retrying transient failures/timeouts in individual tasks, or creating afailure notification system. AWS Data
Pipeline takes care of launching the AWS services and resources your pipeline needs to process yourdata(e.g., Amazon
EC2 or EMR) and transferring the results to storage (e.g., Amazon S3, RDS, DynamoDB, or EMR).

When you use the console, AWS Data Pipeline creates the necessary IAMroles and policies, including atrusted entities
listforyou.|AM roles determine what your pipeline can access and the actionsitcan perform. Additionally, whenyour
pipelinecreatesaresource, such asan EC2 instance, IAMroles determine the EC2instance's permitted resources and
actions. Whenyou create a pipeline, you specify one IAMrole that governs your pipeline and another|AMrole to
governyourpipeline'sresources (referred toas a "resource role"), which can be the same role for both. As part of the
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security best practice of least privilege, we recommend that you considerthe minimum permissions necessary foryour
pipelineto performwork and define the IAMroles accordingly.

Like most AWS services, AWS Data Pipelinealso provides the option of secure (HTTPS) endpoints foraccess via SSL.

Deployment and Management Services

Amazon Web Services provides a variety of tools to help with the deployment and management of your applications.
Thisincludesservices thatallow you to create individual useraccounts with credentials foraccess to AWS services. It
alsoincludesservices for creating and updating stacks of AWS resources, deploying applications on those resources, and
monitoring the health of those AWS resources. Othertools help you manage cryptographickeys using hardware security
modules (HSMs) and log AWS API activity for security and compliance purposes.

AWS Identity and Access Management (AWS IAM)

AWS IAM allows you to create multiple users and manage the permissions for each of these users withinyour AWS
Account. A userisan identity (withinan AWS Account) with unique security credentials that can be used to access AWS
Services. AWS IAMeliminates the need to share passwords orkeys, and makesit easy to enable ordisable auser’s
access as appropriate.

AWS IAM enablesyou toimplement security best practices, such as least privilege, by granting unique credentials to
every userwithinyour AWS Accountand only granting permission to access the AWS services and resources required for
the usersto performtheirjobs. AWSIAM is secure by default; new users have no access to AWS until permissions are
explicitly granted.

AWS IAMisalsointegrated withthe AWS Marketplace, so thatyou can control who in yourorganization can subscribe
to the software and services offered in the Marketplace. Since subscribing to certain software in the Marketplace
launchesan EC2 instance to run the software, thisisan importantaccess control feature. Using AWS IAM to control
access to the AWS Marketplace also enables AWS Account owners to have fine-grained control over usage and software
costs.

AWS IAM enablesyou to minimizethe use of your AWS Account credentials. Once you create AWS IAM user accounts,
all interactions with AWS Services and resources should occur with AWS IAM user security credentials. More information
about AWS IAMis available onthe AWS website: http://aws.amazon.com/iam/

Roles

An IAM role uses temporary security credentials to allow you to delegate access to users or services that normally don't
have access toyour AWS resources. Arole isa set of permissionsto access specificAWS resources, but these
permissions are nottiedto a specificlAMuseror group. An authorized entity (e.g., mobileuser, EC2instance) assumesa
role and receives temporary security credentials forauthenticating to the resources defined in the role. Temporary
security credentials provide enhanced security due to theirshortlife-span (the default expirationis 12 hours) and the
fact that they cannot be reused afterthey expire. This can be particularly usefulin providing limited, controlled accessin
certainsituations:

o Federated (non-AWS) User Access. Federated users are users (orapplications)who do not have AWS Accounts.
With roles, you can give them access to your AWS resources fora limited amount of time. Thisis useful if you
have non-AWS users that you can authenticate with an externalservice, such as Microsoft Active Directory,
LDAP, or Kerberos. The temporary AWS credentials used with the roles provideidentity federation between
AWS and your non-AWS usersinyourcorporate identity and authorization system.
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If your organization supports SAML2.0 (Security Assertion Markup Language 2.0), you can create trust between
your organization as anidentity provider (IdP) and other organizations as service providers. In AWS, you can
configure AWS as the service providerand use SAML to provide your users with federated single-sign on (SSO) to
the AWS Management Console orto get federated access to call AWS APls.

Roles are also useful if you create a mobile orweb-based application that accesses AWS resources. AWS
resources require security credentials for programmaticrequests; however, you shouldn'tembed long-term
security credentialsin yourapplication because they are accessible to the application's users and can be difficult
to rotate. Instead, you can let users signinto your application using Login with Amazon, Facebook, or Google,
and then use theirauthentication information to assume arole and get temporary security credentials.

e Cross-AccountAccess. Fororganizations who use multiple AWS Accounts to manage theirresources, you can set
up rolesto provide users who have permissionsin one account to access resources under anotheraccount. For
organizations who have personnel who only rarely need access to resources underanotheraccount, usingroles
helps ensures that credentials are provided temporarily, only as needed.

e Applications Runningon EC2 Instances that Need to Access AWS Resources. If an applicationrunsonan
Amazon EC2 instance and needs to make requests for AWS resources such as Amazon S3 buckets or an
DynamoDBtable, it must have security credentials. Using roles instead of creating individual IAM accounts for
each application on each instance can save significant time for customers who manage alarge number of
instances oran elastically scaling fleet using AWS Auto Scaling.

The temporary credentialsinclude asecurity token, an Access Key ID, and a Secret Access Key. To give a useraccess to
certainresources, you distributethe temporary security credentials to the useryou are granting temporary access to.
When the user makes calls to your resources, the user passesinthe tokenand Access Key ID, and signs the request with
the Secret Access Key. The token will not work with different access keys. How the user passesinthe token depends on
the APl and version of the AWS product the useris making callsto. More information about temporary security
credentialsisavailable onthe AWS website: http://docs.amazonwebservices.com/STS

The use of temporary credentials means additional protection foryou because you don’t have to manage or distribute
long-term credentials totemporary users. In addition, the temporary credentials get automatically loaded to the target
instance soyoudon’t have to embed them somewhere unsafe like your code. Temporary credentials are automatically
rotated or changed multiple times aday withoutany action on your part, and are stored securely by default.

More information about usingIAMrolesto auto-provision keys on EC2instancesis available inthe Using IAM guide on
the AWS website: http://docs.amazonwebservices.com/IAM

Amazon CloudWatch Security

Amazon CloudWatch isa web service that provides monitoring for AWS cloud resources, starting with Amazon EC2. It
provides customers with visibility into resource utilization, operational performance, and overall demand patterns—
including metrics such as CPU utilization, disk reads and writes, and network traffic. You can set up CloudWatch alarms
to notify you if certain thresholds are crossed, orto take otherautomated actions such as adding or removing EC2
instances if Auto-Scalingis enabled.

CloudWatch captures and summarizes utilization metrics natively for AWS resources, but you can also have otherlogs
sentto CloudWatch to monitor. You can route your guest OS, application, and custom logfiles forthe software installed
on yourEC2 instances to CloudWatch, where they willbe storedin durable fashion foraslongas you'd like. You can
configure CloudWatch to monitorthe incominglogentries forany desired symbols or messages and to surface the
results as CloudWatch metrics. You could, for example, monitor your web server's logfiles for404 errors to detect bad
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inbound links orinvalid user messages to detect unauthorized login attempts to your guest OS.

Like all AWS Services, Amazon CloudWatch requires that every request made to its control APl be authenticated soonly
authenticated users can access and manage CloudWatch. Requests are signed with an HMAC-SHA1signature calculated
fromthe requestandthe user’s private key. Additionally, the Amazon CloudWatch control APl is only accessible via SSL-
encrypted endpoints.

You can further control access to Amazon CloudWatch by creating users underyour AWS Account using AWS IAM, and
controlling what CloudWatch operations these users have permission to call.

AWS Elastic Beanstalk Security

AWS ElasticBeanstalkis a deployment and managementtool that automates the functions of capacity provisioning, load
balancing, and auto scaling for yourapplications. You can upload your deployable code and AWS Elastic Beanstalk does
the rest. Once the applicationis running, Elastic Beanstalk automates management tasks such as monitoring, application
version deployment, log file snapshots, and health checks, replacing resources (such as EC2 instances) if they are
deemed unhealthyinorderto keep yourapplication up and running.

AWS ElasticBeanstalk uses several AWS features and services such as Amazon EC2, Amazon RDS, Elastic Load Balancing,
Auto Scaling, Amazon S3,and Amazon SNSto create an environment that seamlessly runs yourapplication. It
automatically launches one or more EC2 instances usingasecurely configured AMI, stores the applicationin Amazon S3,
initiatesload balancing and auto-scaling,and monitors the health of the application environment.

Whenyour application needsto call an AWS service API (like DynamoDB or CloudWatch), you can pass the AWS access
key and secretkey toyour application using Elastic Beanstalk environment variables or use an IAM role to create
temporary credentials. When you create an IAM role, your application can use the instance profile associated withthat
role to obtaintemporary security credentials to make AWS API calls. When you deploy yourapplication to AWS Elastic
Beanstalk, Elastic Beanstalk launches the EC2 instances using the instance profile you specify. Yourapplication uses the
role credentialsthat are available onthe EC2instance. Yourapplication retrieves the role credentials from the Instance
Meta Data Service (IMDS), and then makes APl calls to the AWS service usingthose credentials. An additional security
benefit of usingIAMrolesis that the temporary credentials are automatically rotated foryou multipletimes a day.

For an additional layer of privacy, you canalso run Elastic Beanstalk applications within a Virtual Private Cloud
(VPC). Youcan define and provision a private, virtual network inthe AWS cloud and connectitto your corporate
network usinga VPN connection. Thisallows youtoruna broadervariety of applications on Elastic Beanstalk. For
example, youcanrunyour intranetapplications such as a trouble ticketing application orareportingsite on Elastic
Beanstalk.

Eventhough Elastic Beanstalk automates the provisioning and deployment of an application, you can use the Elastic
Beanstalk console to manually override the default settings forthe AWS resources, retaining as much control as you’d
like overthe underlyinginfrastructure. In addition, you can configure avariety of monitoringand security features,
including:

e Enforcingsecure transmission of datato and from your application by enabling HTTPS on the load balancer

e Receiving e-mail notifications through Amazon Simple Notification Service (Amazon SNS)when application
health changes orapplication servers are added or removed

e Enablingsecure transmission of email notifications by specifying HTTPS as the notification protocol
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e Adjustingapplication serversettings and passing environment variables, includingthe AWS Secret Access Key,
whichisneeded by anapplicationin orderto authenticate to AWS resources

e Enablingsecure loginaccessto Amazon EC2 instances forimmediate and direct troubleshooting

e Enablinglogfile rotation, which will copy the customer’s EC2instance logfiles on an hourly basis to the Amazon
S3 bucketassociated with the application

o Accessingbuilt-in Amazon CloudWatch monitoring metrics such as average CPU utilization, request count, and
average latency

All AWS ElasticBeanstalk endpoints use the HTTPS protocol foraccess. You can control access to Elastic Beanstalk
services by usingIAM policies. To simplify the process of granting access to AWS Elastic Beanstalk, you can use one of
the policy templatesinthe AWSIAM console to get started. AWS Elastic Beanstalk offers two templates: aread-only
access template and afull-access template. The read-only template grants read access to AWS Elastic Beanstalk
resources. The full-access template grants full access to all AWS Elastic Beanstalk operations as well as permissionsto
manage dependentresources such as Elastic Load Balancingand Auto Scaling. Customers can also use the AWS Policy
Generatorto create custom policies to allow or deny permissions to specific AWS Elastic Beanstalk resources such as
applications, application versions, and environments.

AWS CloudFormation Security

AWS CloudFormationis a provisioning tool that allows you to record the baseline configuration of the AWS resources
neededtorunyour applications sothat you can provision and update theminan orderly and predictable fashion. You
define the AWSresources needed to runyourapplicationinasimple textfile called atemplate, which can be used
repeatedly to create identical copies of the same resource stack (orused as a foundation to starta new stack). You can
capture and control region-specificinfrastructure variations such as Amazon EC2 AMls, EBS snapshot names, RDS
database sizes, etc., using parameters. Parameters allow values to be declared that can be passed to the template when
the stack is created. Parameters are also an effective way to specify sensitiveinformation, such as user names and
passwords, thatshould not be stored inthe template itself.

AWS CloudFormation enables you to make simple changes, such as updating the properties of existing resources, or
more complex changes, such as adding or removingresources from the stack. Changesto the stack are made by
modifying the template and updating a stack. AWS CloudFormation understands the differences between the current
template and the new template and modifies the stack accordingly.

You can create your own templates usingthe CloudFormer tool to describe the AWS resources and any associated
dependencies orruntime parameters, oryou can use AWS CloudFormation’s sample templates. And just like AWS Elastic
Beanstalk, CloudFormation automatically deploys the resources so you don’t need to figure out the orderin which AWS
resources needto be provisioned orthe subtleties of how to make those dependencies work.

AWS CloudFormation records resource creation and deletion for each stack, so you can see a list of all resources that
have been provisioned forastack as well asthe history of provisioningevents. The template is atextfile, soitcan be
version-controlled, just like otherapplication artifacts. With AWS CloudFormation, you can version control your
infrastructure definition just like you version control their application sources

All AWS CloudFormation endpoints use the HTTPS protocol for access. You can control access to AWS CloudFormation
template creation and managementfunctions by creating users under your AWS Account using AWS IAM, and
controlling which CloudFormation operations these users have permission to perform.
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AWS OpsWorks Security

AWS OpsWorksisan application management service that helps you control the completeapplication lifecycle. It allows
you to automate and manage all the processesinvolvedinthe deployment of yourapplications, including resource
provisioning, configuration management, application deployment, software updates, monitoring, and access control.

You start in OpsWorks by creatinga stack, whichisa collection of both EC2instances and layers, which are blueprints
that are usedto configure, launch, and manage the instances. You define the software configuration for each layer,
includinginstallation scripts and initialization tasks. When aninstance is added to a layer, OpsWorks automatically
appliesthe specified configuration.

Each stack hosts one or more applications and also serves as the container forany other AWS resources yourapplication
mightneed (such as EBS volumes and ElasticIP addresses) as well as user permissions associated with the application.
You tell OpsWorks toinstall the application onthe EC2 instances by pulling code from one or more code repositories,
such as Git or Subversion, fetchingviaan HTTP request, ordownloading from an Amazon S3 bucket.

Welcome to AWS OpsWorks
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Afteryou have defined astack, itslayers, and its applications, you can create EC2 instances and assign them to specific
layers. You can launch the instances manually, oryou can define scaling based on load or by time. Either way, you have
full control overthe instance type, Availability Zone, security group(s), and operating system. You can use custom AMls
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for even greater control overinstalled packages and versions. As the instances launch, they will be configured to your
specifications using the recipes that you defined for the layerthat contains the instance.

You can use AWS IAM to control how users are allowed to interact with OpsWorks, such as managing stacks and using
SSH to connectto EC2 instances. You even have the flexibility to give users access to AWS OpsWorks but deny them
directaccess to dependentservices such as Amazon EC2. For example, you can give auser permission to stop instances
by using AWS OpsWorks, but deny themthe ability to terminate instances by using the Amazon EC2 console or API.

You can also use IAM to control how OpsWorks can act on your behalf to manage stack resources, and how apps that
run on instances controlled by AWS OpsWorks can access AWS resources (this applies only if you deploy apps that
access other AWS services and gettheircredentials through rolesin EC2instances).

AWS OpsWorks allows youtorequire the use of a deploy key to retrieve apps from a Github repository. Adeploy key s
an SSH key with no password that allows AWS OpsWorks to asynchronously deploy apps or cookbooks from a private
Github repository without requiringany furtherinputfromyou.

Additionally, the AWS OpsWorks APl is only accessible viaan SSL-encrypted endpoint (opsworks.us-east-
1.amazonaws.com). You must connect to that endpointto access OpsWorks, butyou can then use the APIto direct AWS
OpsWorks to create stacks inany AWS Region.

AWS CloudHSM Security

The AWS CloudHSM service provides customers with dedicated access to ahardware security module (HSM) appliance
designedto provide secure cryptographickey storage and operations within anintrusion-resistant, tamper-evident
device. You can generate, store, and manage the cryptographickeys used for data encryption so that they are accessible
only by you. AWS CloudHSM appliances are designed to securely store and process cryptographickey material fora wide
variety of uses such as database encryption, Digital Rights Management (DRM), PublicKey Infrastructure (PKI),
authentication and authorization, document signing, and transaction processing. They support some of the strongest
cryptographicalgorithms available, including AES, RSA, and ECC, and many others.

The AWS CloudHSMservice is designed to be used with Amazon EC2and VPC, providing the appliance with its own
private IP within a private subnet. You can connectto CloudHSMappliances from your EC2 servers through SSL/TLS,
which usestwo-way digital certificate authentication and 256-bit SSL encryption to provide asecure communication
channel.

Selecting CloudHSMservice inthe same region as your EC2 instance decreases network latency, which canimprove your
application performance. You can configure aclienton your EC2 instance that allows your applications to use the APls
provided by the HSM, including PKCS#11, MS CAPI and Java JCA/JCE (Java Cryptography Architecture/Java Cryptography
Extensions).

Before you begin usingan HSM, you must setup at least one partition onthe appliance. A cryptographicpartitionisa
logical and physical security boundary that restricts access to your keys, so only you control your keys and the
operations performed by the HSM. AWS has administrative credentials to the appliance, but these credentials can only
be used to manage the appliance, notthe HSM partitions onthe appliance. AWS uses these credentials to monitorand
maintainthe health and availability of the appliance. AWS cannot extract your keys norcan AWS cause the appliance to
performany cryptographicoperation usingyourkeys.

The HSM appliance has both physical and logical tamper detection and response mechanisms that erase the
cryptographickey material and generate eventlogs if tamperingis detected. The HSMis designed to detect tampering if
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the physical barrier of the HSM appliance is breached. In addition, after three unsuccessful attempts to access an HSM
partition with HSM Admin credentials, the HSMappliance erases its HSM partitions.

Whenyour CloudHSMsubscription ends and you have confirmed that the contents of the HSM are nolongerneeded,
you must delete each partition and its contents as well asany logs. As part of the decommissioning process, AWS
zeroizesthe appliance, permanently erasing all key material.

AWS CloudTrail Security

AWS CloudTrail provides alogof all requests for AWS resources within youraccount. Foreach eventrecorded, you can
see what service was accessed, what action was performed, any parameters forthe action, and who made the request.
Notonly can you see which one of yourusers or services performed anactiononan AWS service, butyou cansee
whetheritwas as the AWS root account useror an IAM user, or whetherit was with temporary security credentials fora
role or federated user.

CloudTrail basicallycapturesinformation about every APl call toan AWS resource, whetherthat call was made fromthe
AWS Management Console, CLI, oran SDK. If the APl requestreturned an error, CloudTrail provides the description of
the error, including messages for authorization failures. It even captures AWS Management Console sign-in events,
creatinga log record every time an AWS accountowner, a federated user, oran IAM user simply signsinto the console.

Once you have enabled CloudTrail, event logs are delivered every 5minutes to the Amazon S3 bucket of your choice.
The log files are organized by AWS Account ID, region, service name, date, and time. You can configure CloudTrail so that
it aggregateslogfilesfrom multiple regionsinto asingle Amazon S3bucket. Fromthere, you can then upload themto
your favorite log managementand analysis solutions to perform security analysis and detect user behavior patterns.

By default, logfiles are stored indefinitely. The logfiles are automatically encrypted using Amazon S3's ServerSide
Encryption and will remaininthe bucket until you choose to delete orarchive them. You can use Amazon S3 lifecycle
configuration rules to automatically deleteold logfiles or archive them to Amazon Glacier for additional longevity at
significant savings.

Like every other AWS service, you can limitaccess to CloudTrail to only certain users. You can use IAM to control which
AWS users can create, configure, ordelete AWS CloudTrail trails as well as which users can start and stop logging. You
can control access to the logfiles by applyingIAMor Amazon S3 bucket policies. You can also add an additional layer of
security by enabling MFA Delete on your Amazon S3 bucket.

Mobile Services

AWS mobile services make iteasierforyouto build, ship, run, monitor, optimize, and scale cloud-powered applications
for mobile devices. These services also help you authenticate users to your mobile application, synchronize data, and
collectand analyze application usage.

Amazon Cognito

Amazon Cognito providesidentity and syncservices for mobileand web-based applications. It simplifies the task of
authenticating users and storing, managing, and syncing their data across multiple devices, platforms, and applications.
It provides temporary, limited-privilege credentials for both authenticated and unauthenticated users without having to
manage any backend infrastructure.

Cognitoworks with well-known identity providers like Google, Facebook, and Amazon to authenticate end users of your
mobile and web applications. You can take advantage of the identification and authorization features provided by these

amazon

Page 62 of 77 webservices


http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/MultiFactorAuthenticationDelete.html

Amazon Web Services — Overview of Security Processes November2014

servicesinstead of havingto build and maintain your own. Your application authenticates with one of these identity
providers using the provider’s SDK. Once the end useris authenticated with the provider, an OAuth or OpenID Connect
tokenreturned fromthe provideris passed by yourapplication to Cognito, which returns anew Cognito ID forthe user
and a setof temporary, limited-privilege AWS credentials.

To begin using Amazon Cognito, you create anidentity pool through the Amazon Cognito console. The identity poolisa
store of useridentity information thatis specificto your AWS account. During the creation of the identity pool, you will
be asked to create a new IAMrole or pick an existingone foryourend users. AnlIAMroleis a set of permissions to
access specificAWSresources, butthese permissions are nottied to a specificlAMuseror group. An authorized entity
(e.g., mobile user, EC2instance) assumes arole and receives temporary security credentials forauthenticating to the
AWS resources defined in the role. Temporary security credentials provide enhanced security due to theirshortlife-span
(the defaultexpirationis 12 hours) and the fact that they cannot be reused afterthey expire. The role you select has an
impact on which AWS services yourend users will be able to access with the temporary credentials. By default, Amazon
Cognito createsa new role with limited permissions—end users only have access to the Cognito Syncservice and
Amazon Mobile Analytics. If yourapplication needs access to other AWS resources such as Amazon S3 or DynamoDB,
you can modify yourrolesdirectly fromthe IAMmanagement console.

With Amazon Cognito, there’s no need to create individual AWS accounts or even |AM accounts for every one of your
web/mobile app’s end users who will need to access your AWS resources. In conjunction with IAMroles, mobile users
can securely access AWS resources and application features, and even save datato the AWS cloud without having to
create an account or log in. However, if they choose to do this later, Cognito will merge data and identification
information.

Because Amazon Cognito stores datalocally as well asin the service, yourend users can continue to interact with their
data evenwhenthey are offline. Their offline data may be stale, but anything they putinto the dataset, they can
immediately retrieve whetherthey are online or not. The client SDK manages a local SQLite store so that the application
can work evenwhenitis notconnected. The SQLite store functions asa cache and is the target of all read and write
operations. Cognito's syncfacility compares the local version of the datato the cloud version, and pushes up or pulls
down deltasas needed. Note thatin orderto syncdata across devices, youridentity pool must supportauthenticated
identities. Unauthenticated identities are tied to the device, so unless an end user authenticates, no datacan be synced
across multiple devices.

With Cognito, yourapplication communicates directly with asupported publicidentity provider (Amazon, Facebook, or
Google) toauthenticate users. Amazon Cognito does notreceive or store user credentials—only the OAuth or OpenlID
Connecttokenreceived fromthe identity provider. Once Cognito receives the token, it returns anew Cognito ID for the
userand a set of temporary, limited-privilege AWS credentials.

Each Cognitoidentity hasaccess only toits own data in the sync store, and this data is encrypted when stored. In
addition, all identity datais transmitted over HTTPS. The unique Amazon Cognito identifier on the device is storedin the
appropriate secure location—oniOS for example, the Cognitoidentifieris stored in the iOS keychain. Userdatais cached
ina local SQLite database withinthe application’s sandbox; if you require additional security, you can encrypt this
identity datain the local cache by implementing encryptioninyourapplication.

Amazon Mobile Analytics

Amazon Mobile Analyticsisaservice for collecting, visualizing, and understanding mobile application usage data. It
enablesyoutotrack customerbehaviors, aggregate metrics, and identify meaningful patternsinyour mobile
applications. Amazon Mobile Analytics automatically calculates and updates usage metrics as the data isreceived from
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clientdevicesrunningyourapp and displays the datain the console.

You can integrate Amazon Mobile Analytics with yourapplication without requiring users of your app to be
authenticated with anidentity provider (like Google, Facebook, or Amazon). Forthese unauthenticated users, Mobile
Analytics works with Amazon Cognito to provide temporary, limited-privilege credentials. To do this, you first create an
identity pool in Cognito. The identity pool willuse IAMroles, whichis a set of permissions nottied toa specificlAMuser
or group butwhich allows an entity to access specificAWS resources. The entity assumes arole and receives temporary
security credentials for authenticatingto the AWS resources defined in the role. By default, Amazon Cognito creates a
new role with limited permissions—end users only have access to the Cognito Syncservice and Amazon Mobile
Analytics. If your application needs access to other AWS resources such as Amazon S3 or DynamoDB, you can modify
your roles directly from the IAMmanagement console.

You can integrate the AWS Mobile SDK for Android oriOSinto your application or use the Amazon Mobile Analytics REST
APl to send events from any connected device orservice and visualize datain the reports. The Amazon Mobile Analytics
APlis only accessible viaan SSL-encrypted endpoint (https://mobileanalytics.us-east-1.amazonaws.com).

Applications

AWS applications are managed services that enable you to provide your users with secure, centralized storage and work
areas inthe cloud.

Amazon WorkSpaces

Amazon WorkSpacesisa managed desktop service thatallows youto quickly provision cloud-based desktops foryour
users. Simply choose a Windows 7bundle that best meets the needs of your users and the number of WorkSpaces that
you would like to launch. Once the WorkSpaces are ready, users receive an email informingthem wherethey can
downloadthe relevantclientand loginto their WorkSpace. They canthen access their cloud-based desktops froma
variety of endpoint devices, including PCs, laptops, and mobile devices. However, your organization’s datais neversent
to or stored on the end-userdevice because Amazon WorkSpaces uses PC-over-IP (PColP), which provides aninteractive
video stream without transmitting actual data. The PColP protocol compresses, encrypts, and encodes the users’
desktop computing experienceand transmits ‘pixels only’ across any standard IP network to end-user devices.

In orderto access their WorkSpace, users must signinusinga setof unique credentials ortheirregularActive Directory
credentials. When you integrate Amazon WorkSpaces with your corporate Active Directory, each WorkSpace joins your
Active Directory domain and can be managed justlike any other desktop inyourorganization. This means thatyou can
use Active Directory Group Policies to manage your users’ WorkSpaces to specify configuration options that control the
desktop. If you choose not to use Active Directory or othertype of on-premises directory to manage your user
WorkSpaces, you can create a private cloud directory within Amazon WorkSpaces that you can use for administration.

To provide an additional layer of security, you can also require the use of multi-factorauthentication upon signininthe
form of a hardware or software token. Amazon WorkSpaces supports MFA using an on-premise Remote Authentication
Dial In User Service (RADIUS) server or any security providerthat supports RADIUS authentication. It currently supports
the PAP, CHAP, MS-CHAP1, and MS-CHAP2 protocols, along with RADIUS proxies.

Each Workspace resides onits own EC2 instance withinaVPC. You can create WorkSpacesina VPCyoualready own or
have the WorkSpaces service create one foryou automatically using the WorkSpaces Quick Start option. When you use
the Quick Start option, WorkSpaces notonly creates the VPC, butit performs several other provisioningand
configurationtasks foryou, such as creating an Internet Gateway for the VPC, setting up a directory within the VPCthat
isusedto store userand WorkSpace information, creating a directory administratoraccount, creating the specified user
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accounts and addingthem to the directory, and creating the WorkSpace instances. Orthe VPCcan be connectedtoan
on-premises network usingasecure VPN connection to allow access to an existing on-premises Active Directory and
otherintranetresources. You can add a security group thatyou create in your Amazon VPCto all the WorkSpaces that
belongtoyour Directory. This allows you to control network access from Amazon WorkSpacesin your VPCto other
resourcesinyourAmazonVPCand on-premises network.

Persistent storage for WorkSpaces is provided by Amazon EBS and is automatically backed up twice aday to Amazon S3.
If WorkSpaces Syncisenabled ona WorkSpace, the foldera userchoosesto syncwill be continuously backed up and
storedin Amazon S3. You can also use WorkSpaces Syncon a Mac or PC to sync documents to or from your WorkSpace
so that you can always have access to your data regardless of the desktop computeryou are using.

Because it’sa managed service, AWS takes care of several security and maintenance tasks like daily backups and
patching. Updates are delivered automatically to your WorkSpaces during a weekly maintenance window. You can
control how patchingis configured forauser’s WorkSpace. By default, Windows Update is turned on, but you have the
ability to customize these settings, or use an alternative patch managementapproach if you desire. Forthe underlying
0OS, Windows Update is enabled by default on WorkSpaces, and configured toinstallupdates on aweekly basis. You can
use an alternative patchingapproach orto configure Windows Update to perform updates at a time of yourchoosing.

You can use IAM to control who onyour team can perform administrative functions like creating or deleting WorkSpaces
or settingup userdirectories. You can also set up a WorkSpace fordirectory administration, install your favorite Active
Directory administration tools, and create organizational units and Group Policiesin orderto more easily apply Active
Directory changesforall your WorkSpaces users.

Amazon Zocalo

Amazon Zocaloisa managed enterprise storage and sharing service with feedback capabilities for user collaboration.
Users can store any type of fileina Zocalofolderand allow others to view and download them. Commenting and
annotation capabilities work on certain filetypes such as MS Word, and without requiring the application that was used
to originally create the file. Zocalo notifies contributors about review activities and deadlines viaemailand performs
versioning of files that you have synced using the Zocalo Syncapplication.

User informationis storedinan Active Directory-compatible network directory. You can either create anew directoryin
the cloud, or connect Amazon Zocalo to your on-premises directory. When you create a cloud directory using Zocalo’s
quick start setup, italso creates a directory administratoraccount with the administrator emailas the username. An
email is sentto your administrator with instructions to complete registration. The administrator then uses this account
to manage your directory.

Whenyou create a cloud directory using Zocalo’s quick start setup, italso creates and configures aVPCforuse with the
directory. If you need more control overthe directory configuration, you can choose the standard setup, which allows
you to specify yourown directory domain name, as well as one of your existing VPCs to use with the directory. If you
wantto use one of your existing VPCs, the VPC must have an Internet gateway and atleast two subnets. Each of the
subnets mustbe in a different Availability Zone.

Usingthe Amazon Zocalo Management Console, administrators can view auditlogs to track file and useractivity by time,
IP address, and device, and choose whetherto allow usersto share files with others outside their organization. Users
can then control who can accessindividual files and disable downloads of files they share.

All data intransitis encrypted usingindustry-standard SSL. The Zocalo web and mobile applications and desktop sync
clients transmitfiles directly to Amazon Zocalo using SSL. Zocalo users can also utilize Multi-Factor Authentication, or
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MFA, if theirorganization has deployed aRadius server. MFA uses the following factors: username, password, and
methods supported by the Radius server. The protocols supported are PAP, CHAP, MS-CHAPv1, and MS-CHAPv?2

You choose the AWS Region where each Zocalo site’s files are stored. Amazon Zocalois currently available in the US-East
(Virginia), US-West (Oregon), and EU (Ireland) AWS Regions. All files, comments, and annotations stored in Zocalo are
automatically encrypted with AES-256 encryption.
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Appendix — Glossary of Terms

Access Key ID: A stringthat AWS distributesin orderto uniquely identify each AWS user;itis an alphanumerictoken
associated with your Secret Access Key.

Access control list (ACL): A list of permissions orrules foraccessing an object or network resource. In Amazon EC2,
security groups act as ACLs at the instance level, controlling which users have permission to access specificinstances. In
Amazon S3, you can use ACLs to give read or write access on buckets or objects to groups of users. In Amazon VPC, ACLs
act like network firewalls and control access at the subnetlevel.

AMI: An Amazon Machine Image (AMI) isan encrypted machine image stored in Amazon S3. It contains all the
information necessary to bootinstances of a customer’s software.

API: Application Programming Interface (APl) isaninterface in computerscience that defines the ways by which an
application program may request services from libraries and/oroperating systems.

Archive: An archive in Amazon Glacieris a file that you wantto store and is a base unit of storage in Amazon Glacier. It
can be any data such as a photo, video, ordocument. Each archive has a unique ID and an optional description.

Authentication: Authentication is the process of determining whether someoneorsomethingis, in fact, who orwhatit
isdeclaredtobe. Not only do users need to be authenticated, but every program that wants to call the functionality
exposed by an AWS API must be authenticated. AWS requires that you authenticate every request by digitally signing it
usinga cryptographichash function.

Auto-Scaling: An AWS service that allows customers to automatically scale their Amazon EC2 capacity up or down
accordingto conditions they define.

Availability Zone: Amazon EC2 locations are composed of regions and availability zones. Availability zones are distinct
locationsthatare engineered to be insulated from failures in otheravailability zones and provide inexpensive, low
latency network connectivity to otheravailability zones in the same region.

Bastion host: A computerspecifically configured to withstand attack, usually placed on the external/publicside of a
demilitarized zone (DMZ) or outside the firewall. You can set up an Amazon EC2 instance as an SSH bastion by setting up
a publicsubnetas part of an Amazon VPC.

Bucket: A containerforobjects storedin Amazon S3. Every objectis contained within abucket. Forexample, if the
object named photos/puppy.jpgisstoredinthe johnsmith bucket, thenitis addressable usingthe URL
http://johnsmith.s3.amazonaws.com/photos/puppy.jpg.

Certificate: A credential that some AWS products use to authenticate AWS Accounts and users. Also known as an X.509
certificate. The certificate is paired with a private key.

CIDR Block: Classless Inter-Domain Routing Block of IP addresses.
Client-side encryption: Encrypting dataon the clientside before uploadingitto Amazon S3.

CloudFormation: An AWS provisioning tool thatlets customers record the baseline configuration of the AWS resources
neededtoruntheirapplications sothattheycan provision and update theminan orderly and predictable fashion.
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Cognito: An AWS service that simplifies the task of authenticating users and storing, managing, and syncing their data
across multiple devices, platforms, and applications. It works with multiple existing identity providers and also supports
unauthenticated guest users.

Credentials: Items thata useror process must have in orderto confirmto AWS services during the authentication
processthat they are authorized to access the service. AWS credentials include passwords, secret access keys as well as
X.509 certificates and multi-factortokens.

Dedicatedinstance: Amazon EC2 instances thatare physicallyisolated atthe host hardware level (i.e., they will run on
single-tenant hardware).

Digital signature: A digital signature is a cryptographic method for demonstrating the authenticity of adigital message
or document. Avalid digital signature gives arecipientreason to believe that the message was created by an authorized
sender, and that it was notaltered intransit. Digital signatures are used by customersforsigning requests to AWS APIs
as part of the authentication process.

Direct Connect Service: Amazon service thatallows youto provisionadirectlink between yourinternal networkand an
AWS region using a high-throughput, dedicated connection. With this dedicated connectionin place, you canthen
create logical connections directly tothe AWS cloud (forexample, to Amazon EC2and Amazon S3) and Amazon VPC,
bypassing Internet service providersin the network path.

DynamoDB Service: A managed NoSQL database service from AWS that provides fast and predictable performance with
seamless scalability.

EBS: Amazon Elastic Block Store (EBS) provides block-levelstorage volumes for use with Amazon EC2instances. Amazon
EBS volumes are off-instance storage that persistsindependently from the life of an instance.

ElastiCache: An AWS web service thatallows you to set up, manage, and scale distributed in-memory cache
environmentsin the cloud. The service improves the performance of web applications by allowing you to retrieve
information from afast, managed, in-memory caching system, instead of relying entirely on slower disk-based
databases.

Elastic Beanstalk: An AWS deployment and managementtool that automates the functions of capacity provisioning,
load balancing, and auto scaling for customers’ applications.

Elastic IP Address: A static, publicIP addressthat you can assigntoany instance inan Amazon VPC, thereby makingthe
instance public. ElasticIP addresses also enable you to mask instance failures by rapidly remapping your publicIP
addressestoanyinstanceinthe VPC.

Elastic Load Balancing: An AWSservice thatis usedto manage trafficon a fleet of Amazon EC2 instances, distributing
trafficto instances across all availability zones within aregion. Elastic Load Balancing has all the advantages of an on-
premisesload balancer, plus several security benefits such as taking over the encryption/decryption work from EC2
instances and managingitcentrally onthe load balancer.

Elastic MapReduce (EMR) Service: An AWS service that utilizes ahosted Hadoop framework running on the web-scale
infrastructure of Amazon EC2 and Amazon S3. Elastic MapReduce enables customers to easily and cost-effectively
process extremely large quantities of data (“big data”).
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Elastic Network Interface: Withinan Amazon VPC, an ElasticNetwork Interface is an optional second network interface
that you can attach to an EC2 instance. An ElasticNetwork Interface can be useful for creatinga management network
or using network orsecurity appliancesinthe Amazon VPC. It can be easily detached from an instance and reattached to
anotherinstance.

Endpoint: A URL that is the entry pointforan AWS service. To reduce datalatencyinyour applications, most AWS
services allow youtoselectaregional endpointto make yourrequests. Some web services allow you to use a general
endpointthat doesn'tspecify aregion; these genericendpoints resolve to the service's us-east-1 endpoint. You can
connectto an AWS endpointvia HTTP or secure HTTP (HTTPS) using SSL.

Federated users: User, systems, orapplications thatare not currently authorized to access your AWS services, but that
you want to give temporary access to. This access is provided using the AWS Security Token Service (STS) APIs.

Firewall: A hardware or software component that controlsincoming and/or outgoing network trafficaccordingtoa
specificsetof rules. Using firewall rules in Amazon EC2, you specify the protocols, ports, and source IP address ranges
that are allowed toreach yourinstances. These rules specify which incoming network trafficshould be delivered to your
instance (e.g., accept web trafficon port 80). Amazon VPCsupportsa complete firewall solution enabling filtering on
bothingressand egress trafficfroman instance. The default group enablesinbound communication from other
members of the same group and outbound communication to any destination. Trafficcan be restricted by any IP
protocol, by service port, as well as source/destination IP address (individual IP or Classless Inter-Domain Routing (CIDR)
block).

Guest0S: In avirtual machine environment, multiple operating systems canrun on a single piece of hardware. Each
one of these instancesis considered aguestonthe hosthardware and utilizesits own OS.

Hash: A cryptographichash functionis usedto calculate a digital signature forsigning requests to AWS APIs. A
cryptographichashis a one-way functionthatreturnsaunique hashvalue based on the input. The inputto the hash
functionincludes the text of your requestand your secret access key. The hash function returns a hash value thatyou
include inthe requestasyoursignature.

HMAC-SHA1/HMAC-SHA256: In cryptography, a keyed-Hash Message Authentication Code (HMAC or KHMAC), is a type
of message authentication code (MAC) calculated using aspecificalgorithminvolving a cryptographichash functionin
combination with asecretkey. As withany MAC, it may be used to simultaneously verify both the dataintegrity and the
authenticity of amessage. Any iterative cryptographichash function, such as SHA-1 or SHA-256, may be usedinthe
calculation of an HMAC; the resulting MACalgorithmis termed HMAC-SHA1 or HMAC-SHA256 accordingly. The
cryptographicstrength of the HMAC depends upon the cryptographicstrength of the underlying hash function, on the
size and quality of the key and the size of the hash outputlengthin bits.

Hardware security module (HSM): An HSM is an appliance that provides secure cryptographickey storage and
operations within atamper-resistant hardware device. HSMs are designed to securely store cryptographickey material
and use the key material without exposingit outside the cryptographicboundary of the appliance. The AWS CloudHSM
service provides customers with dedicated, single-tenant access to an HSM appliance.

Hypervisor: A hypervisor, also called Virtual Machine Monitor (VMM), is computer software/hardware platform
virtualization software that allows multiple operating systems to run on a host computer concurrently.
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Identity and Access Management (IAM): AWS IAM enables you to create multiple users and manage the permissions for
each of these users within your AWS Account.

Identity pool: A store of useridentity information in Amazon Cognito thatis specificto your AWS Account. Identity pools
use IAMroles, which are permissions that are not tied to a specificlAMuseror group and that use temporary security
credentials forauthenticatingtothe AWS resources defined in the role.

Identity Provider: An online service responsible forissuingidentification information for users who would like to interact
with the service orwith othercooperating services. Examples of identity providers include Facebook, Google, and
Amazon.

Import/Export Service: An AWS service fortransferring large amounts of datato Amazon S3 or EBS storage by physically
shippingaportable storage device toasecure AWS facility.

Instance: Aninstance is a virtualized server, also known as avirtual machine (VM), with its own hardware resources and
guest OS. In EC2, an instance represents one running copy of an Amazon Machine Image (AMI).

IP address: An Internet Protocol (IP) addressisanumerical label thatis assigned to devices participatingin acomputer
network utilizing the Internet Protocol for communication betweenits nodes.

IP spoofing: Creation of IP packets with a forged source IP address, called spoofing, with the purpose of concealing the
identity of the senderorimpersonating another computing system.

Key: In cryptography, a keyis a parameterthat determinesthe output of a cryptographicalgorithm (called a hashing
algorithm). Akey pairis a set of security credentials you use to prove youridentity electronically and consists of a public
keyand a private key.

Key rotation: The process of periodically changingthe cryptographickeys used forencrypting dataordigitally signing
requests. Just like changing passwords, rotating keys minimizes the risk of unauthorized access if an attackersomehow
obtainsyourkeyor determinesthe value of it. AWS supports multiple concurrent access keys and certificates, which
allows customers to rotate keys and certificates into and out of operation on a regularbasis without any downtimeto
theirapplication.

Mobile Analytics: An AWS service forcollecting, visualizing, and understanding mobile application usage data. It enables
you to track customerbehaviors, aggregate metrics, and identify meaningful patternsinyour mobile applications.

Multi-factorauthentication (MFA): The use of two or more authentication factors. Authentication factorsinclude
somethingyou know (likeapassword) orsomethingyou have (like atokenthatgeneratesarandom number). AWS IAM
allows the use of a six-digit single-use code in addition to the user name and password credentials. Customers get this
single-use code from an authentication devicethat they keepin their physical possession (either a physical token device
or a virtual token fromtheirsmart phone).

Network ACLs: Stateless trafficfiltersthatapply toall trafficinbound oroutbound from a subnet withinan Amazon
VPC. Network ACLs can contain ordered rules to allow or deny trafficbased upon IP protocol, by service port, as well as
source/destination IP address.

Object: The fundamental entities stored in Amazon S3. Objects consist of object dataand metadata. The data portionis
opaque toAmazon S3. The metadataisa set of name-value pairs that describe the object. Theseinclude some default
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metadatasuch as the date last modified and standard HTTP metadata such as Content-Type. The developer can also
specify custom metadataatthe time the Objectis stored.

Paravirtualization: In computing, paravirtualization isavirtualization technique that presents a software interface to
virtual machinesthatis similarbut notidentical to that of the underlying hardware.

Peering: AVPCpeeringconnectionisanetworking connection between two VPCs that enables you to route traffic
betweenthemusingprivate IP addresses. Instancesin either VPC can communicate with each otheras if they are within
the same network.

Port scanning: A port scan is a series of messages sent by someone attempting to breakintoa computerto learn which
computernetwork services, each associated with a"well-known" port number, the computer provides.

Region: A named set of AWSresourcesinthe same geographical area. Each region contains atleast two availability
zones.

Replication: The continuous copying of datafrom a database in order to maintain asecond version of the database,
usually fordisasterrecovery purposes. Customers can use multiple AZs for their Amazon RDS database replication
needs, oruse Read Replicasif using MySQL.

Relational Database Service (RDS): An AWS service that allows you to create a relational database (DB) instance and
flexibly scale the associated compute resources and storage capacity to meetapplication demand. Amazon RDS is
available for MySQL, Oracle, or Microsoft SQL Server database engines.

Role: An entity in AWS IAM that has a set of permissionsthat can be assumed by anotherentity. Use roles to enable
applicationsrunning onyour Amazon EC2 instances to securely access your AWS resources. You grant a specificset of
permissionstoarole, use the role to launch an Amazon EC2 instance, and let EC2 automatically handle AWS credential
managementforyourapplications that runon Amazon EC2.

Route 53: An authoritative DNS system that provides an update mechanism that developers can use to manage their
publicDNS names, answering DNS queries and translatingdomain namesinto IP address so computers can
communicate with each other.

Secret Access Key: A keythat AWSassignsto youwhenyousign up for an AWS Account. To make APl calls or to work
with the command line interface, each AWS userneedsthe Secret Access Key and Access Key ID. The usersigns each
request with the Secret Access Key and includes the Access Key IDin the request. To help ensure the security of your
AWS Account, the Secret Access Key isaccessible only during key and usercreation. You must save the key (forexample,
ina textfile thatyou store securely) if you wantto be able to access itagain.

Security group: A security group gives you control over the protocols, ports, and source IP address ranges that are
allowedtoreachyour Amazon EC2 instances; in otherwords, itdefinesthe firewall rules foryourinstance. These rules
specify whichincoming network trafficshould be delivered to yourinstance (e.g., accept web trafficon port 80).

Security Token Service (STS): The AWS STS APIs return temporary security credentials consisting of a security token, an
Access Key ID, and a Secret Access Key. You can use STS to issue security credentials to users who need temporary
access to yourresources. These users can be existingIAMusers, non-AWS users (federated identities), systems, or
applicationsthat need to access your AWS resources.
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Server-side encryption (SSE): An option for Amazon S3 storage for automatically encrypting data at rest. With Amazon
S3 SSE, customers can encryptdata on upload simply by adding an additional request header when writing the object.
Decryption happens automatically when dataisretrieved.

Service: Software or computing ability provided across a network (e.g., Amazon EC2, Amazon S3).

Shard: In AmazonKinesis, ashardisa uniquely identified group of datarecords in an Amazon Kinesis stream. A Kinesis
streamis composed of multiple shards, each of which provides afixed unit of capacity.

Signature: Refersto a digital signature, which is amathematical way to confirm the authenticity of adigital message.
AWS uses signatures calculated with a cryptographicalgorithm and your private key to authenticate the requests you
sendto our web services.

Simple Data Base (Simple DB): A non-relational data store that allows AWS customers to store and query data itemsvia
web services requests. Amazon SimpleDB creates and manages multiple geographically distributed replicas of the
customer’s dataautomatically to enable high availability and data durability.

Simple Email Service (SES): An AWS service that provides ascalable bulk and transactional email-sending service for
businessesand developers. In orderto maximize deliverability and dependabilityfor senders, Amazon SES takes
proactive stepsto prevent questionable content from being sent, so that ISPsview the service as a trusted email origin.

Simple Mail Transfer Protocol (SMTP): An Internet standard for transmitting email across IP networks, SMTP is used by
the Amazon Simple Email Service. Customers who used Amazon SES can use an SMTP interface to send email, but must
connectto an SMTP endpointviaTLS.

Simple Notification Service (SNS): An AWS service that makesiteasyto setup, operate, and send notifications from the
cloud. Amazon SNS provides developers with the ability to publish messages from an application and immediately
deliverthemtosubscribers orotherapplications.

Simple Queue Service (SQS): A scalable message queuing service from AWS that enables asynchronous message-based
communication between distributed components of an application. The components can be computers or Amazon EC2
instances ora combination of both.

Simple Storage Service (Amazon S3): An AWS service that provides secure storage for object files. Access to objects can
be controlled atthe file or bucketlevel and can furtherrestricted based on otherconditions such asrequestIP source,
requesttime, etc. Files can also be encrypted automatically using AES-256 encryption.

Simple Workflow Service (SWF): An AWS service that allows customers to build applications that coordinate work
across distributed components. Using Amazon SWF, developers can structure the various processing stepsin an
application as “tasks” that drive work in distributed applications. Amazon SWF coordinates these tasks, managing task
execution dependencies, scheduling, and concurrency based on adeveloper’s application logic.

Single sign-on: The capability tologin once butaccess multiple applications and systems. A secure single sign-on
capability can be provided to yourfederated users (AWS and non-AWS users) by creating a URL that passes the
temporary security credentials to the AWS Management Console.

Snapshot: A customer-initiated backup of an EBS volume thatis storedin Amazon S3, or a customer-initiated backup of
an RDS database that is stored in Amazon RDS. A snapshot can be used as the starting pointfor a new EBS volume or
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Amazon RDS database or to protectthe data for long-term durability and recovery.

Secure Sockets Layer (SSL): A cryptographic protocol that provides security overthe Internet at the Application Layer.
Both the TLS 1.0 and SSL 3.0 protocol specifications use cryptographic mechanisms to implement the security services
that establish and maintain asecure TCP/IP connection. The secure connection prevents eavesdropping, tampering, or
message forgery. You can connectto an AWS endpointviaHTTP or secure HTTP (HTTPS) using SSL.

Stateful firewall: In computing, astateful firewall (any firewallthat performs stateful packetinspection (SPI) or stateful
inspection) isafirewall that keeps track of the state of network connections (such as TCP streams, UDP communication)
travelingacrossit.

Storage Gateway: An AWS service thatsecurely connects acustomer’s on-premises software appliance with Amazon S3
storage by usinga VM that the customer deploysona hostintheirdata centerrunning VMware ESXi Hypervisor. Datais
asynchronously transferred from the customer’s on-premises storage hardware to AWS over SSL, and then stored
encryptedin Amazon S3 using AES-256.

Temporary security credentials: AWS credentials that provide temporary access to AWS services. Temporary security
credentials can be used to provide identity federation between AWS services and non-AWS usersinyourown identity
and authorization system. Temporary security credentials consist of security token, an Access Key ID, and a Secret
Access Key.

Transcoder: A system thattranscodes (converts) amediafile (audio orvideo) from one format, size, or quality to
another. Amazon Elastic Transcoder makes it easy for customersto transcode videofilesin ascalable and cost-effective
fashion.

Transport Layer Security (TLS): A cryptographicprotocol that provides security overthe Internetat the Application
Layer. Customers who used Amazon’s Simple Email Service must connecttoan SMTP endpointviaTLS.

Tree hash: A tree hashis generated by computing a hash for each megabyte-sized segment of the data, and then
combiningthe hashesintree fashion torepresent ever-growing adjacent segments of the data. Glacier checks the hash
againstthe data to help ensure thatit has not been altered en route.

Vault: In Amazon Glacier, avaultis a containerforstoringarchives. When you create a vault, you specify aname and
selectan AWS region where you want to create the vault. Each vaultresource hasa unique address.

Versioning: Every objectin Amazon S3 has a key and a version ID. Objects with the same key, but different version IDs
can be storedinthe same bucket. Versioningis enabled at the bucket layerusing PUT Bucket versioning.

Virtual Instance: Once an AMI has been launched, the resultingrunning system is referred to as an instance. All
instances based onthe same AMI start out identical and any information onthemislost when the instances are
terminated orfail.

Virtual MFA: The capability fora userto getthe six-digit, single-use MFA code from their smart phone ratherthan from
atoken/fob. MFAisthe use of an additional factor (the single-use code) in conjunction with auser name and password
for authentication.

Virtual Private Cloud (VPC): An AWS service that enables customers to provision anisolated section of the AWS cloud,
including selecting theirown IP address range, defining subnets, and configuring routing tables and network gateways.
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Virtual Private Network (VPN): The capability to create a private, secure network between two locations overa public
network such as the Internet. AWS customers can add an IPsec VPN connection between their Amazon VPCand their
data center, effectively extending their data centerto the cloud while also providing direct access to the Internet for
publicsubnetinstancesintheir Amazon VPC. Inthis configuration, customersadd aVPN appliance ontheircorporate
data centerside.

WorkSpaces: An AWS managed desktop service thatenables you to provision cloud-based desktops foryour users and
allowsthemtosigninusinga setof unique credentials ortheirregularActive Directory credentials.

X.509: In cryptography, X.509 is a standard fora PublicKey Infrastructure (PKI) forsingle sign-on and Privilege
Management Infrastructure (PMI). X.509 specifies standard formats for publickey certificates, certificate revocation
lists, attribute certificates, and a certification path validation algorithm. Some AWS products use X.509 certificates
instead of a Secret Access Key foraccess to certaininterfaces. Forexample, Amazon EC2 uses a Secret Access Key for
access to its Query interface, butitusesa signing certificate foraccesstoits SOAP interface and command line tool
interface.

Zocalo: An AWS managed enterprise storage and sharing service with feedback capabilities for user collaboration.
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Changes since last version (June 2014):

Updated shared security responsibility model

Updated AWS Accountsecurity features

Reorganized servicesinto categories

Updated several services with new features: CloudWatch, CloudTrail, CloudFront, EBS, ElastiCache, Redshift,
Route 53, S3, Trusted Advisor, and WorkSpaces

Added Cognito Security

Added Mobile Analytics Security

Added Zocalo Security

Changes since last version (Nov 2013):

Updatedregions

Updated several services with new features: CloudFront, DirectConnect, DynamoDB, EBS, ELB, EMR, Glacier,
IAM, OpsWorks, RDS, Redshift, Route 53, Storage Gateway, and VPC

Added AppStream Security

Added CloudTrail Security

Added Kinesis Security

Added WorkSpaces Security

Changes since last version (May/June 2013):

Updated IAM to incorporate roles and APl access

Updated MFA for APl access for customer-specified privileged actions

Updated RDS to add event notification, multi-AZ, and SSLto SQL Server 2012
Updated VPCto add multiple IP addresses, staticrouting VPN, and VPC By Default
Updated several otherservices with new features: CloudFront, CloudWatch, EBS, ElastiCache,
Elastic Beanstalk, Route 53, S3, Storage Gateway

Added Glacier Security

Added Redshift Security

Added Data Pipeline Security

Added TranscoderSecurity

Added Trusted Advisor Security

Added OpsWorks Security

Added CloudHSM Security

Changes since last version (May 2011):

Reorganization to betteridentify infrastructure versus service-specificsecurity

Changed Control Environment Summary heading to AWS Compliance Program

Changed Information and Communication heading to Managementand Communication

Changed Employee Lifecycle heading to Logical Access

Changed Configuration Management heading to Change Management

Merged Environmental Safeguards section with Physical Security section

Incorporated information in Backups sectioninto S3, SimpleDB, and EBS sections

Update to certifications to reflect SAS70name change to SSAE 16 and addition of FedRAMP

Update to Network Security section to add Secure Network Architecture and Network Monitoring and
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Protection

Update to IAM to incorporate roles/key provisioning, virtual MFA, temporary security credentials, and single

signon
Update to regionsto include new regions and GovCloud description

Updated EBS, S3, SimpleDB, RDS, and EMR to clarify service and security descriptions
Update to VPCto add configuration options, VPN, and Elastic Network Interfaces

Addition of Amazon Direct Connect Security section

Addition of Amazon Elastic Load Balancing Security

Addition of AWS Storage Gateway Security

Addition of AWS Import/Export Security

Addition of Auto Scaling Security

Addition of Amazon DynamoDB Security

Addition of Amazon ElastiCache Security

Addition of Amazon Simple Workflow Service (Amazon SWS) Security
Addition of Amazon Simple Email Service (Amazon SES) Security
Addition of Amazon Route 53 Security

Addition of Amazon CloudSearch Security

Addition of AWS Elastic Beanstalk Security

Addition of AWS CloudFormation Security

Updated glossary

Changes since last version (Aug 2010):

Addition of AWS Identity and Access Management (AWS IAM)
Addition of Amazon Simple Notification Service (SNS) Security
Addition of Amazon CloudWatch Security

Addition of Auto Scaling Security

Update to Amazon Virtual Private Cloud (Amazon VPC)
Update to Control Environment

Removal of Risk Managementbecause ithas been expanded in aseparate whitepaper

Changes since last version (Nov 2009):

Major revision

Changes since last version (June 2009):

Change to Certifications and Accreditations section to reflect SAS70
Addition of Amazon Virtual Private Cloud (Amazon VPC)

Addition of Security Credentials section to highlight AWS Multi-Factor Authentication and Key Rotation

Addition of Amazon Relational Database Service (Amazon RDS) Security

Changes since last version (Sep 2008):

Addition of Security Design Principles

Update of Physical Security information and inclusion of background checks

Backup section updated forclarity with respectto Amazon EBS
Update of Amazon EC2 Security sectiontoinclude:
Certificate-based SSHv2
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e Multi-tier security group detailand diagram

e Hypervisordescriptionand Instance Isolation diagram
e FaultSeparation

e Addition of Configuration Management

e Amazon S3section updated fordetail and clarity

e Addition of Storage Device Decommissioning

e Addition of Amazon SQS Security

e Addition of Amazon CloudFront Security

e Addition of Amazon Elastic MapReduce Security

Notices

© 2010-2014 Amazon.com,Inc., orits affiliates. This documentis provided forinformational purposes only. It re presents AWS’s current product
offerings as of the date of issue of this document, which are subject to change without notice. Customers are responsible for making theirown
independentassessment oftheinformationinthisdocumentandanyuse of AWS’s products or services, each of whichis provided “as is” without
warrantyof anykind, whether expressorimplied. Thisdocument does not create any warranties, re presentations, contractual commitments,
conditions orassurancesfrom AWS, its affiliates, suppliers or licensors. The responsibilities and liabilities of AWS to its customers are controlled by
AWS agreements, and this document is not part of, nor does it modify, anyagreement between AWS andits customers.
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