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Executive Summary

ransnational organized crime resides at the

heart of nearly every major threat confronting
the Americas today, whether it is the deadly opioid
crisis hurting US communities, the catastrophic col-
lapse of oil-rich Venezuela, or debilitating gang vio-
lence throughout Central America, which spills over
into the streets of American cities. These crises can
be traced to criminal networks that garner billions
from the production of illicit drugs, human traffick-
ing, and extortion.

These organizations relentlessly attack democratic
institutions and the rule of law, stunting economic
growth and stifling legitimate commerce and invest-
ment. Their criminal networks, largely bankrolled by con-
sumers of illicit drugs in the United States and Europe,
respect no borders and operate with virtual impunity in
countries ravaged by corruption and violence.

Disrupting those transnational operations requires
international cooperation, and for decades, US aid and
diplomacy has prioritized this partnership. Regret-
tably, political developments have undermined the
willingness or capability of key states in the Western
Hemisphere to effectively implement efforts against
transnational organized crime.

Now, more than ever, the United States must work
with regional allies to restore the hemispheric coali-
tion against transnational organized crime. US poli-
cymakers can lead the way by applying asymmetrical
tools, such as financial sanctions targeting transna-
tional organized crime kingpins and corrupt officials,
and working to enhance local enforcement capabili-
ties and promote economic development. Such pro-
active engagement signals US resolve to confront the
transnational organized crime threat and levels the
playing field for states that lack the resources to con-
front these powerful syndicates.

This report focuses on the threat posed by trans-
national organized crime in the Americas, elucidating

a series of effective policy prescriptions for Congress
and the Trump administration. The report’s seven
sections present an overview of tools available to the
government and spotlight transnational organized
crime threats that demand more attention and action
from US authorities.

e The US government has the means and legal
framework to counter transnational organized
crime. However, effectively implementing such
policy will require strong political will and the
proper allocation of resources.

e As Colombia begins implementing its peace
accord with the Revolutionary Armed Forces
of Colombia (FARC), dissident guerrillas and
the country’s other organized criminal groups
threaten to undermine this major undertaking.
These dissidents’ deep ties to demobilized FARC
leaders and the cocaine trade, their international
connections, and their historical control over a
significant portion of the FARC’s financial assets
demand special attention.

e Venezuelan government officials are actively
involved in international crime and using state
resources, including military assets, to support
illicit activities such as money laundering and
drug smuggling. These officials also have collab-
orated with extra-regional actors such as Iran
and Hezbollah, incorporating them into their
criminal networks.

e Iran has gradually increased its official profile
and influence in Latin America in recent years.
Connections to Lebanese Shi’a expatriate com-
munities enable Iran and its proxy Hezbollah to
operate clandestinely in the region. Hezbollah’s
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integration into the region’s existing transna-
tional criminal networks poses a severe threat to
US and regional security.

The adaptability, endurance, and ruthlessness of
gangs in Central America make them a unique
transnational criminal threat that destabilizes
the region. Gangs such as MS-13 are working
to diversity their criminal activity, integrating
themselves into drug trafficking operations and
even political activity, with mixed results.

Corrupt officials in Central America actively
participate in and support a larger network of
international illicit financing and smuggling. In
El Salvador, Farabundo Marti National Libera-
tion Front leader José Luis Merino acts as the
country’s primary “fixer,” using his influence
and international connections to finance and
launder money for drug traffickers and corrupt
Venezuelan officials.

Despite concerted government efforts, violence
and associated mortality rates have spiked in
Mexico in recent years. New approaches and
honest recognition of underlying causes by both
the United States and Mexico are required to
effectively confront the threat.

Key Findings and Recommendations

e Key enforcement mechanisms and policy
options available to the US government to
counter transnational organized crime remain
underused and under-resourced. The US gov-
ernment should reevaluate the allocation of
resources involved in countering transnational
organized crime in the Americas. It should also
more aggressively use enforcement mechanisms
at its disposal (such as sanctions and criminal
prosecution) to degrade threat networks and
promote regional security and development
cooperation.

e To ensure the prospects for peace in Colom-

bia, the US government should target, seize,
and repurpose illicit funds hidden abroad by
the FARC. It should ensure that these funds are
devoted to the successful implementation of the
peace agreement. At the same time, it should
support Colombia’s security forces seeking to
deny criminal groups the opportunity to fill the
void left by the FARC’s eventual demobilization.

US policymakers should continue applying sanc-
tions against key Venezuelan officials whose
criminal activities help sustain the authoritarian
regime. Sanctioning officials such as Diosdado
Cabello would further expose the regime’s ram-
pant criminality and undercut its oppression of
the Venezuelan people.

Latin American states that lack counterterror-
ism legal frameworks could benefit from US
assistance in developing a legislative agenda to
address this problem. The US government can
also expand its own legislation, including the
Hezbollah International Financing Prevention
Act of 2015, to better target terror groups oper-
ating in Latin America.

To dismantle criminalized state structures, the
US should target their key enablers, includ-
ing Salvadoran kingpin José Luis Merino, with
financial investigations and sanctions. It should
also support the anticorruption efforts of attor-
neys general and advocate for adopting interna-
tionally backed anticorruption bodies.

The United States can help address the roots
of the gang problem in the Northern Trian-
gle countries of Central America by helping
them overhaul their overcrowded and unse-
cure prison systems and coordinating with them
on deporting and reintegrating gang members.
It also should work with local governments to
address underlying causes of proliferating gang
membership and violence.
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e Fighting transnational organized crime in Mex-
ico is a complicated task that requires ade-
quate human and material resources, efficient
law enforcement agencies, and willing partners
to fight a threat that evolves, adapts, and oper-
ates across national borders. The US and Mex-
ico should modernize their cooperation on

countering transnational organized crime based
on a recognition of the structural corruption
in Mexico that undermines the rule of law, law
enforcement efforts, and international cooper-
ation. Also, US authorities should consider clos-
ing legal loopholes related to arms exports and
opioid prescriptions.






I. US Policy Tools for Combating
Transnational Organized Crime

ransnational organized crime, with its unprec-
Tedented wealth and influence, has become the
most significant threat to security and prosperity in
the Americas. The US government considers transna-
tional criminal organizations (TCOs) a pressing threat
to national security and has implemented initiatives,
such as the 2011 Strategy to Combat Transnational
Organized Crime and the 2017 “Presidential Execu-
tive Order on Enforcing Federal Law with Respect to
Transnational Criminal Organizations and Preventing
International Trafficking,” to better detect, disrupt,
and dismantle these criminal networks. The Trump
administration has the opportunity to intensify these
efforts by exercising and expanding prosecutions,
sanctions, and enforcement agencies’ legal authori-
ties; allocating additional investigative resources; and
demonstrating the political will to bring TCOs to jus-
tice, seize their assets, and deny them access to the
international financial system.

Mlicit networks comprised of terrorists, criminals,
and proliferators have increasingly capitalized on glo-
balization to expand their nefarious agendas, exploit-
ing global supply chains across multiple platforms to
move goods, people, services, and data. And while ter-
rorists are traditionally driven by fanatical ideology,
TCOs are motivated by profits, and they meet inter-
national demand for illegal products and contraband
through illicit activities.

Recently, terrorism and crime have converged, with
these groups sharing operating areas, intelligence,
tactics, and resources to undermine nation-states.
For example, the Revolutionary Armed Forces of

Special thanks to Celina Realuyo for her contributions to
this section.

Colombia (FARC) has capitalized on global demand
for cocaine and used its illicit trade to sustain its insur-
gency and terror campaign against the Colombian
government for more than 50 years. Other groups
such as the Lebanese Hezbollah leverage segments
of the Lebanese Shiite diaspora in Latin America and
elsewhere to raise charitable donations, launder the
proceeds of crime, and engage in trade-based money
laundering to finance their terrorist agenda.! Thus, as
globalization continues to facilitate the operations of
TCOs and terror groups, the US government’s poli-
cies will need to evolve accordingly.

Beyond the War on Drugs

US efforts to counter transnational organized crime
(CTOC) began during the Nixon administration. In
response to rising drug usage, Richard Nixon declared
an “all-out, global war on the drug menace” and cre-
ated the Drug Enforcement Administration (DEA).2
Since that time, the federal government’s antidrug
programs have steadily expanded.

In the 1990s, an antidrug alliance began to take
shape in drug-producing states in the Andean region
of South America, when governments in Bolivia,
Colombia, Ecuador, Peru, and Venezuela made
common cause with the United States to fight the
production of illicit drugs. Despite occasional set-
backs, these countries welcomed trade benefits
and US foreign assistance to bolster their anti-
drug efforts. Large-scale aid programs such as Plan
Colombia—the most prominent example of US for-
eign assistance targeted toward combating transna-
tional criminal activity—greatly improved security
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across the region by developing local enforcement
capabilities.

In the past decade, however, that consensus has
disintegrated. Venezuela’s anti-US chavista govern-
ment expelled the DEA and ended counter-drug
cooperation. In Bolivia, the head of the coca-growers
union, Evo Morales, was elected president and soon
rejected US antidrug initiatives. Ecuadorian President
Rafael Correa ousted a US antidrug operations center
from the coastal town of Manta.3 Even in Colombia,
a friendly government has moved to end aerial fumi-
gation and cease the extradition of cocaine kingpins
from guerrilla ranks.

Restoring a robust coalition among these countries
to renew coercive operations against illicit drugs, at
least in the short run, would be a challenge for US
diplomacy. However, even though foreign govern-
ments might not share the US government’s commit-
ment to fighting drugs, criminals in their territories
do not have the right to violate US law or launder the
proceeds of their crimes using US dollars. Although
these criminals can evade capture and prosecu-
tion, they could still be subject to other US enforce-
ment actions. To counter illicit trade conducted in
dollar-denominated transactions through the US
financial system, the executive branch can deploy
numerous asymmetrical policy tools to target sus-
pected traffickers, deny them access to the US finan-
cial system, and freeze their assets.

One such tool is the Foreign Narcotics Kingpin
Designation Act of 1999, or the Kingpin Act, which
denies “significant foreign narcotics traffickers . . .
access to the U.S. financial system and [prohibits] all
trade and transactions between the traffickers and
U.S. companies and individuals.”4 The Kingpin Act
was modeled on an earlier sanctions program that the
Department of the Treasury’s Office of Foreign Assets
Control (OFAC) administered against Colombian
drug cartels in 1995. The act has been used to disman-
tle and disrupt drug trafficking organizations around
the world and will continue to be a valuable tool for
the US government as it expands its enforcement
efforts against TCOs.

2011 Presidential Strategy to Combat
Transnational Organized Crime

After a comprehensive assessment in 2010, the US
government concluded that transnational organized
crime should be regarded as a national security threat.
The assessment included several alarming conclu-
sions, including that TCOs’ ability to penetrate state
structures is increasing, degrading (and sometimes
co-opting entirely) government in some states; that
transnational organized crime threatens US eco-
nomic interests and international markets; that ter-
ror and insurgent groups are increasingly relying on
TCOs for funding and logistics support, with partic-
ularly dangerous implications for the potential move-
ment of weapons of mass destruction; and that TCOs
focusing on human trafficking are increasing their
incomes and penchant for violence.5

Following the review, the White House issued
the US Strategy to Combat Transnational Orga-
nized Crime in July 2011, making the smuggling of
drugs, arms, and persons; money laundering; and the
terror-crime nexus top national security concerns.

While the 2011 CTOC strategy refocused US
efforts to target transnational criminal networks
across agencies, the new strategy was not comple-
mented with the additional financial and human
resources required to ensure its successful imple-
mentation. An extensive Rand Corporation study
highlighted this disparity and the additional gaps in
authorities that hamper the US military and other
agencies’” CTOC mission. Many government offi-
cials cited a lack of funding and resources as a prin-
cipal obstacle to implementing CTOC policy, and
the report noted that Congress has not appropriated
additional funds to support this mission.6

The report’s findings mirrored Admiral Kurt W.
Tidd’s assessment in his 2017 United States Southern
Command (SOUTHCOM) Posture Statement to Con-
gress.” He noted that SOUTHCOM has traditionally
received minimal funding relative to other regional
combatant commands and that force requirements
have repeatedly not been met. This under-resourcing
has hindered drug interdiction efforts in the area,
with three-quarters of cocaine traffickers able to
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successfully deliver their product despite detection by
the US government.® The US Coast Guard estimates
that it is aware of roughly 9o percent of maritime
drug trafficking.9 However, it has sufficient resources
to interdict only 11-20 percent of those shipments
annually.’® The new administration should consider
reviewing funding streams essential to CTOC efforts
that could enhance US national security by allowing
government agencies to more aggressively pursue
TCOs in the hemisphere.

The Trump Administration’s Actions to
Combat Transnational Organized Crime

The Trump administration has so far demonstrated
a commitment to combat transnational organized
crime by enforcing existing laws and pursuing inter-
national illicit networks abroad. The presidential
executive order (EO) on TCOs and international traf-
ficking, issued February 9, 2017, indicated the new
administration’s commitment to combat transna-
tional organized crime and promote domestic and
international security.

The EO focuses on TCOs and subsidiary organi-
zations, including transnational drug cartels, which
threaten the safety of the United States and regional
stability. In practice, the EO codifies much of the
2011 CTOC strategy by encouraging partnerships
with foreign counterparts and intelligence sharing
and cooperation among US agencies. It also directs
policy through entities such as the International
Organized Crime Intelligence and Operations Cen-
ter, established early in the Obama administration to
coordinate the CTOC efforts of nine US law enforce-
ment agencies.!!

Sanctions Against lllicit Actors

The Trump administration has also leveraged finan-
cial tools in its arsenal to combat transnational
criminal activity. On February 13, 2017, OFAC sanc-
tioned Venezuelan Vice President Tareck Zaidan El
Aissami Maddah as a “Specially Designated Narcotics

Trafficker” under the Kingpin Act for playing a signif-
icant role in international narcotics trafficking.!> A
multiyear government investigation uncovered and
froze assets held by multiple El Aissami-associated
companies, while detailing his role in narcotics traf-
ficking and concluding that the Venezuelan vice pres-
ident is a “prominent Venezuelan drug trafficker.”3

This action, which is explored further later in this
report, demonstrates an early commitment from the
Trump administration to pursue transnational crim-
inals and apply increased pressure on Nicolds Mad-
uro’s regime in Venezuela, a transnational organized
crime hub in Latin America. The new administration
should expand the use of targeted sanctions to isolate
and penalize criminal threat networks.

CTOC Authorities and Resources

As the threat of transnational organized crime
expands and evolves, so too should the tools and
CTOC methods of US law enforcement. One of the
primary programs in current CTOC efforts is the
Organized Crime Drug Enforcement Task Forces
(OCDETF) Program in the Department of Justice
(DOJ). The ODCETF is an umbrella for seven fed-
eral agency members: the DEA; the FBI; the Bureau
of Alcohol, Tobacco, Firearms and Explosives (ATF);
the US Marshals Service; the IRS Criminal Investiga-
tion Division; the Homeland Security Investigations
and Immigration and Customs Enforcement; and
the US Coast Guard.'4 The OCDETF has had success
recently targeting high-priority TCO targets, which it
refers to as Consolidated Priority Organization Tar-
gets (CPOTs) and Regional Priority Organization
Targets. The DOJ claims that between fiscal year (FY)
2003 and FY 2015, the OCDETF disrupted or disman-
tled 3,589 CPOT-like organizations.’s

Despite these successes, the OCDETF has strug-
gled to retain manpower and meet investigations tar-
gets. The number of OCDETTF positions has declined
from 3,331 earlier this decade to a proposed 2,870 for
FY 2018.16 At the same time, the OCDETF has not
reached its targets in terms of investigations initiated
for the past four fiscal years.'7
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EL AISSAMI & LOPEZ BELLO Network
February 2017

Tareck Zaidan EL AISSAMI MADDAH

ak.a. Tarek EL AISSAMI
DOB 12 Nov 1974
POB El Vigia, Merida, Venezuela
Citizen Venezuela
Identification Number 12.354.211 (Venezuela)

U.S. Department of the Treasury
Office of Foreign Assets Control
Foreign Narcotics Kingpin

Designation Act

o~

Samark Jose LOPEZ BELLO

a.k.a. Samark LOPEZ DELGADO
DOB 27 Jul 1974
POB Venezuela
Citizen Venezuela
Identification Number 11.208.888 (Venezuela)

Designated foreign entities linked to LOPEZ BELLO

YAKIMA

rad| 3.
YAKIMA TRADING CORPORATION

Panama
RUC # 3196611412868

CORPORATION, CA
Caracas, Venezuela
RIF #1-00317392-4
Owned or controlled by
MFAA HOLDINGS LIMITED

Tortola, British Virgin Islands
Company Number 1793372

YAKIMA OIL TRADING, LLP
London, United Kingdom
Commercial Registry Number OC390985

@FRGFIT

PROFIT CORPORATION, C.A.

o
mr

e COSAHEC Tz ca
GRUPO SAHECT, C.A. SMT TECNOLOGIA, C.A.

Caracas, Venezuela
RIF #J-29620174-9 Caracas, Venezuela
RIF # J-40068226-6

SERVICIOS TECNOLOGICOS INDUSTRIALES, C.A. ALFA ONE, C.A.

Puerto Ordaz, Venezuela Puerto Ordaz, Venezuela
RIF #J-31103570-2 RIF # J-31482089-3

Blocked U.S. entities linked to LOPEZ BELLO

AGUSTA GRAND I LLC 1425 BRICKELL AVE 63-F LLC

Miami, FL Miami, FL
Tax ID No. 36-4802365 Tax ID No. 71-1053365

1425 BRICKELL AVENUE UNIT 46B, LLC
Miami, FL
Tax ID No. 90-0865341

1425 BRICKELL AVENUE 64E LLC

- ‘ Registered in Miami, FL

200G PSA HOLDINGS LLC
Miami, FL
Tax ID No. 80-0890696

Blocked aircraft
N

N200VR

=)

Miami, FL
Tax ID No. 90-1019707

Owned or
controlled by

Gulfstream 200
Manufacturer's Serial Number 133

US Department of the Treasury graphic describing El Aissami’s network

Source: US Department of the Treasury, Office of Foreign Assets Control, “El Aissami & Lopez Bello Network,” February 2017, https://
www.treasury.gov/resource-center/sanctions/Programs/Documents/20170213_el_aissami_lopez_bello_network.pdf.

The DOJ has also identified several areas where
its operations could be improved, particularly in the
financial arena. According to its FY 2017 congressio-
nal budget justification, “despite continued empha-
sis on targeting money launderers and facilitators,
OCDETF’s investigative agents and prosecutors still
struggle to find expertise sufficient to fully investigate
and dismantle the financial infrastructure of these
criminal organizations.”’8 With current efforts barely
making a dent in TCOs’ revenue, the government will
need to expand its financial investigative efforts to
further deprive them of resources.

Expanding financial investigations would enhance
one tool that could be particularly effective in an
increased CTOC enforcementpushin Latin America—
specific targeting actions administered by the

Treasury Department under both OFAC and the
Financial Crimes Enforcement Network (FinCEN).
Both of these arms of the Treasury have broad author-
ity to investigate and sanction individuals, financial
institutions, and states for transnational organized
crime activity under Section 311 of the Patriot Act, the
Kingpin Act, and EO 13581, which declared “a national
emergency to deal with . . . the growing threat of sig-
nificant transnational criminal organizations.”9
However, effectively expanding the use of these tools
in CTOC efforts in Latin America will be difficult if
their associated budgets continue stagnating.

The Treasury Department’s FY 2018 budget
request leaves the budgets for FinCEN and the
Office of Terrorism and Financial Intelligence (which
houses OFAC) unchanged from FY 2017’s continuing
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US Treasury Building

Source: Wikimedia, http://bit.ly/2rn|sEM.

resolution—levels that are actually lower than
FY 2016 and include staffing reductions across mul-
tiple FInCEN programs.2° This budget crunch comes
even as increasing percentages of FInCEN’s federal
government partners report satisfaction with its per-
formance, including the intelligence it produces and
the positive effects its enforcement actions have on
compliance by targeted financial institutions.>!

Another crucial element of the CTOC mission in
Latin America is capacity-building and development
aid for regional partners. US State Department pro-
grams such as the Central American Regional Security
Initiative and the Caribbean Basin Security Initia-
tive provide training, enhance local law enforcement
efforts, and fund aid programs that target transna-
tional organized crime drivers, such as lacking eco-
nomic opportunity and education. These programs
are integral to a well-rounded approach to CTOC in
the Western Hemisphere.

The US government will need to further develop
and evaluate how policy initiatives such as the new US
Strategy for Engagement in Central America are influ-
encing these programs and whether conditioning aid
based on local political reform has the desired effect
of improving economic and security situations. Con-
gress should also evaluate the efficacy of disparate

initiatives such as the Alliance for Prosperity, whose
mission parallels that of the US strategy but is geared
more toward the priorities of the Central American
member states.?2

Continued development of aid and security pro-
grams integral to CTOC in Latin America will be con-
tingent on sufficient allocation of financial resources.
Current budget proposals would severely affect the
region, dropping funding for independent develop-
ment initiatives and agencies focused on addressing
socioeconomic factors that contribute to transna-
tional organized crime.?3 If proposed budget cuts do
go into effect, the United States will need to further
engage with multilateral institutions that support key
aspects of the CTOC mission in Latin America.

The United States is a global leader in developing
strong anti-money laundering and counterterror-
ism financing (AML/CFT) regimes. The US govern-
ment should leverage this leadership in forums such
as the Financial Action Task Force of Latin America,
of which the United States is an observer, to provide
guidance and assistance to states that are working to
implement and improve their AML/CFT strategies
and laws.

The State Department also employs rewards pro-
grams, which offer large sums in return for information
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leading to the arrest or capture of wanted fugitives.
Since 1986, its Narcotics Reward Program has paid
out roughly $88 million in rewards.24 In 2013, the State
Department established the Transnational Organized
Crime Rewards Program, a companion to the original
narcotics program, with rewards for criminals whose
illicit activities fall outside drug trafficking. While
TCOs in Latin America continue to diversify their
illicit activities away from narcotics trafficking, the
program has seen far less engagement in terms of tar-
get designation in this region than that of the narcot-
ics program.? Increasing engagement and the number
of TCO leaders on both lists could bolster US govern-
ment investigations and the judicial process.

Congress has also worked recently to address
gaps in US law enforcement agencies’ authority to
act against transnational organized crime threats
abroad, passing legislation such as the Transnational
Drug Trafficking Act of 2015. The narrowly targeted
legislation aims to help the DOJ “build extradition
cases on drug kingpins from the Andean region.”26
Similar legislation will almost certainly be needed as
the transnational organized crime dynamic evolves
and US government agencies are forced to adapt
accordingly.

Of the challenge in addressing the numerous
threats, US Coast Guard Captain Peter Hatch, the
deputy director of the Department of Homeland
Security Joint Task Force, observes:

The things we’re trying to accomplish when you
think about crime and what our desired national out-
comes are going to be for the different criminal net-

works we’re up against—it’s not going to be uniform.

10

Sometimes we’re going to arrest Pablo Escobar and
that’s going to be the thing that takes down the
criminal network. Sometimes we’re going to build a
school in Tapachula and that’s what’s going to dimin-
ish or prevent the reconstitution of the criminal net-
work. Every criminal network is going to be treated
differently.?”

Transnational Organized Crime in Latin
America

Transnational organized crime and the proliferation
of threat networks are global problems, and each
case poses a unique challenge for the US government
in terms of securing the homeland and its interests
abroad. While the fight against transnational threat
networks in the Middle East and other terror-addled
regions has received ample attention and resources,
it has come at the expense of other regions that pose
their own threats to US national security.

This report will focus closely on Latin America,
whose geographic proximity to the homeland makes
it of unique concern to policymakers. The 2011 CTOC
strategy identifies this region as an area “where illicit
trafficking in drugs, people, and weapons [by TCOs]
fuel increased instability” and are “threatening the
prosperity of some Central American states.” The
strategy spotlights local efforts to address threats,
such as the Mexican and Colombian governments’
CTOC campaigns, indicating the importance of
capacity-building efforts by the United States to help
regional partners enhance their security and that of
the region as a whole.28



Il. Colombia:

Securing Genuine Peace

or decades, Colombia has faced
F extraordinary  challenges as
ground zero in the hemispheric
fight against transnational organized
crime. However, determined Colom-
bian leadership, with support and
cooperation from the United States,
has made dramatic gains in the
struggle against criminal groups. The
peace accord with the FARC, Colom-
bia’s largest TCO, brings new chal-
lenges and opportunities for the fight
against organized crime, requiring
continued vigilance and cooperation
from the United States.

Throughout much of the past
century, Colombia has been plagued
by illegal guerrilla forces and notori-
ous cocaine cartels. Beginning in the
mid-1990s, the FARC outgrew its tra-
ditional supportive role in the drug
trade, metastasizing into one of the

US Marine General Joseph F. Dunford Jr., chairman of the Joint Chiefs
of Staff, meets with Colombian President Juan Manuel Santos in Bogota,
Colombia, on March 10, 2016

world’s most powerful and multi-
faceted TCOs and thriving off the
illegal drug trade, human trafficking,
illegal mining, and other illicit activities. The FARC
became the world’s largest producer of cocaine, and
Colombia’s criminal structures have since become
integral components of a global drug trafficking net-
work that threatens the security and well-being of
dozens of nations. Confronting this threat at its roots
requires the political will of Colombia and the backing

Special thanks to Douglas Farah for his contributions to
this section.

11

Source: Chairman of the Joint Chiefs of Staff, Flicker, http://bit.ly/2mSpOK.

of the United States, whose demand for illicit drugs
fuels this lawlessness.

Today, the US-Colombia bilateral relationship is
one of the most important partnerships in the fight
against transnational organized crime in the Ameri-
cas. Under Plan Colombia, both governments have
worked together for more than 15 years to fight back
against the narco-terrorist threat that once brought
Colombia to the brink of failed statehood. Between
FY 2000 and FY 2016, the US Congress appropriated
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more than $10 billion in aid under Plan Colombia and
successive strategies.?9

US security, economic, and intelligence assistance
provided under the plan were essential, as the Colom-
bian government increased its capacity to reduce coca
cultivation, promote alternative economic devel-
opment, study and dismantle FARC networks, and
greatly extend the state’s presence.3°

President Juan Manuel Santos has dedicated his
administration to what he views as the next phase for
Colombia’s development—a negotiated peace with
the country’s guerrilla groups. After years of turbu-
lent negotiation, the government signed and ratified
a controversial final accord with the FARC in late
2016, despite serious concerns about the accord’s
implications for human rights, justice, and Colom-
bian democratic institutions. The agreement provides
the framework for the demobilization and reintegra-
tion of nearly 7,000 FARC guerrillas and plans for the
FARC’s eventual participation in the political process.

Serious concerns remain about the FARC’s com-
pliance with the accord, such as the processes of
surrendering weapons, declaring assets, submitting
to “transitional justice,” and ending the criminal
activities of FARC dissidents. In part due to de facto
concessions the government made during the nego-
tiations, coca production has skyrocketed in recent
years, and Colombia remains a source and transit
point for drugs and a base for criminal networks.
Multiple organized criminal groups remain active
in Colombian territory, ready to exploit any vacuum
left by the FARC’s shrinking role. The US-Colombian
alliance and cooperation against organized crime are
thus as important as ever; however, changing politi-
cal realities and the evolution of organized criminal
groups in Colombia require an honest assessment of
the continued threat and Colombia’s ability to adapt
to new challenges.

Transnational Criminal Activity in Colombia
Transnational criminal groups in Colombia have

thrived in massive areas of remote, inaccessible, and
ungoverned territory and under the protective cover

12

offered by its geographical features. In Colombia, coca
and opium production and cocaine and heroin traf-
ficking have been the primary sources of income for
criminal groups. The central government’s weak pres-
ence and the country’s significant natural resources
also have allowed these groups to expand into ille-
gal mining, illegal logging, extortion, and human traf-
ficking.3! “Self-defense” paramilitary groups created
to combat the Marxist-Leninist guerrillas assumed a
role in the drug trade, and the bloody confrontation
created a lawlessness that challenged the political
institutions of South America’s oldest democracy.

This threat was reduced significantly through for-
mer President Alvaro Uribe’s Democratic Security Pol-
icy, backed by Plan Colombia. The FARC went from an
estimated fighting force of 20,000 guerrillas to fewer
than 8,000 in just a decade.3> The government was able
to expand its presence and dramatically degrade the
ability of the FARC and other criminal groups to operate
freely. While these criminal groups’ potency has been
greatly reduced, as some have pledged to terminate
their illegal activities, others remain actively involved
in illicit drug trafficking and related criminality.

Colombia’s criminal groups, particularly the Marx-
ist narco-terrorist groups such as the FARC and the
National Liberation Army (ELN), also have benefited
from the assistance of a corrupt and ideologically
sympathetic Venezuelan government. The regimes
of President Hugo Chdvez and his successor Nicolds
Maduro have provided weapons, funding, and coop-
eration for drug trafficking operations and safe haven
for guerrillas evading the Colombian military. There
are multiple reports of the Venezuelan military aid-
ing drug traffickers in moving their products through
Venezuelan territory and onward to markets in the
United States and Europe. There have even been
reports of guerrilla leaders using the resources of Ven-
ezuelan state entities.33

For years, the FARC was Colombia’s largest and most
dominant TCO. However, many others have carved
out significant roles in the hemisphere’s illicit crimi-
nal networks. Facing the threat of Plan Colombia and a
Colombian government with enhanced capabilities and
resources, criminal groups have shown their ability to
evolve and adapt. These groups pose a serious threat to
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President Santos signs the peace agreement between the Colombian government and the FARC

Source: Gobierno de Chile, Flickr, http://bit.ly/2s93YMg.

Colombia’s peace-accord implementation as they seek
to continue their criminal activities and seize the space
once dominated by the FARC.

Colombia’s Other Criminal Groups

The peace agreement with the FARC aims to dra-
matically change the landscape of organized crime
in Colombia with the demobilization of thousands
of guerrillas. Assuming full compliance, the accord
would effectively end the FARC’s position as Colom-
bia’s largest transnational criminal group. However,
other TCOs in Colombia see the demobilization of
the great majority of FARC guerrillas as an opportu-
nity to expand their own criminal activity.

The ELN is Colombia’s other major Marxist-
Leninist narco-terrorist group. Like the FARC, it is
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committed to a communist ideology and an armed
struggle against the Colombian government. It also
supports its movement primarily through the drug
trade and has regularly been involved in illegal mining,
kidnapping for ransom, and attacks against economic
infrastructure and the military. With an estimated
1,500 fighters, the ELN is roughly one-fifth the size of
the FARC’s pre-demobilization paramilitary force.34
Their shared ideology makes the ELN a natural desti-
nation for FARC dissidents seeking to avoid demobili-
zation and continue their lucrative drug trade.

The Colombian government is also pursuing a
peace accord with the ELN. However, powerful ele-
ments in the group actively oppose peace.35 Addition-
ally, with just one year left in office, President Santos
does not appear to have the political capital to quickly
secure a new accord after the controversial agree-
ment with the FARC. Meanwhile, it has been widely
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Table 1. Cocaine Cultivation and Production in Colombia

2008 2009 2010 2011 2012 2013 2014 2015 2016
Cultivation
(Hectares) 119,000 116,000 100,000 83,000 78,000 80,500 112,000 159,000 188,000
Production
Potential
(Metric Tons) 320 315 280 220 210 235 320 520 710

Source: Executive Office of the President, Office of National Drug Control Policy, “ONDCP Releases Data on Cocaine Cultivation
and Production in Colombia,” press release, March 14, 2017, https://www.scribd.com/document/341880734/ONDCP-Data-on-

Cocaine-Cultivation-and-Production-in-Colombia.

reported that the ELN has launched recruitment
efforts targeting the FARC and taken steps to occupy
former FARC territory.36

Colombia’s BACRIM, short for “criminal bands,”
also pose a continuing threat to peace and stability in
Colombia. Originating from paramilitary groups that
refused to demobilize in 2006, the largest and most
dominant of these groups is the Clan del Golfo, pre-
viously known as the Urabefios. They are estimated
to have around 2,000 fighters with a presence along
the Pacific coast and in more than half of Colombia’s
departments.37 The BACRIM already play an active
role in the illegal drug trade, illegal mining, and extor-
tion. The Clan del Golfo has also been positioning
itself to inherit the FARC’s share of the drug trade
by recruiting FARC dissidents and asserting itself
through a series of bold attacks against Colombian
security forces, even reaching into the major cities of
Bogota and Medellin.38

Peace Negotiations and the Future of the
FARC

Colombia’s controversial peace agreement with the
FARC facilitates the group’s transition from a vio-
lent guerrilla force to a political movement. That
nascent movement’s potential clandestine access
to illicit financial resources raises serious doubts
about whether the accord truly marks the end of the
FARC’s criminal threat and whether these resources
will find their way into the FARC’s political activities,
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facilitating a new wave of corruption and political
subversion.

Concerns over the peace process are compounded
by the FARC’s obfuscation regarding its financial
assets gained from decades of drug trafficking. A 2012
study by the Colombian government estimated the
FARC’s assets at $10.5 billion.4> FARC leaders claim
to have no significant remaining assets, saying that
most of their illicit income was spent to sustain their
organization, a claim President Santos has seemingly
accepted.43 Nonetheless, many remain concerned that
the FARC will perhaps use billions of dollars in hidden
assets to give them an unfair political advantage.

The explosion of coca cultivation is another
major concern feeding skepticism about the peace
deal. According to the latest numbers from the US
government, Colombia’s coca production in 2016
rose an estimated 18 percent from the previous year
(Table 1).39

These numbers have consistently risen during
the peace negotiations, increasing by more than
141 percent from 2012 to 2016, including a sharp rise
beginning in 2015. These developments are likely the
direct result of the government’s 2015 decision to end
the aerial eradication of coca plants, citing concerns
about the adverse health impact of glyphosate.4©
Some also attribute the increase to rural farmers step-
ping up their coca production to qualify for develop-
ment aid under the peace plan.

The government is pinning its hopes for reduc-
ing coca cultivation on a new crop-substitution
and manual-eradication strategy that emphasizes
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peer pressure and economic incen-
tives.4! This plan is aimed at rural
communities where otherwise
peaceful farmers grow coca for the
FARC and other criminal groups.
The government argues that its
strategy will be more effective in
pacified areas where local econo-
mies and the market for alternative
products can flourish. Colombian
courts, however, have opened the
way to reinstating fumigation, per-
haps with an alternative herbicide.
Key tests of the Colombian gov-
ernment’s commitment to strictly
enforcing the peace process will
be whether it resumes aerial erad-
ication, which might be required to
drive down coca cultivation; makes
good-faith efforts to detect and seize
FARC assets; ensures that security

A coca plant

forces have the resources to confront
FARC dissidents and other criminal
groups; and denounces violations of
the accord when they occur.

FARC Compliance

Another complication of the peace process is so-called
FARC dissidents. History has shown that a certain
level of noncompliance from elements of the FARC
was to be expected in implementing the peace agree-
ment. When Colombia reached a peace agreement
with paramilitary groups in 2006, numerous difficul-
ties with compliance followed, as subgroups chose
to remain involved in their criminal activities rather
than demobilize. Similarly, it now appears that hun-
dreds of active FARC dissidents have chosen not to
abide by the peace accord.44

While the vast majority of the FARC’s dissidents
were expected to be absorbed into the ELN, the
BACRIM, or one of the other criminal organizations
in the region, it now appears that a significant group
of FARC dissidents plans to remain independent from
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Source: C Wood, Flickr, http://bit.ly/2rnPUvr.

existing criminal groups, carrying on their original
political mission, insurgency, and criminal activities.
Multiple incidents provide evidence of their contin-
ued activity, including coordinated attacks against the
military and the recent kidnapping of a United Nations
observer from the Office on Drugs and Crime.45

FARC Dissidents

In December 2016, a group of five combat-hardened
FARC leaders declared they would not disarm and
demobilize, as required by the recently signed peace
agreement. In response, the FARC general secretar-
iat claimed to have expelled the five commanders
and their followers from the guerrilla movement.4¢
According to Colombian police, some 300 FARC com-
batants accompanied the dissident commanders into
the jungle. The dissident group carried out its first
attack on Colombian military forces in April 2017, kill-
ing one soldier and wounding four others.47
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A closer examination of these commanders
reveals deep ties to the cocaine trade, illegal gold
mining, and international relationships, which dis-
tinguish them as a high-level, operational group that
controlled a significant portion of the FARC’s finan-
cial assets. Cocaine trafficking and illegal gold mining
yield hundreds of millions of dollars a year in prof-
its, and some of the most lucrative elements of that
financial structure were in the hands of these dissi-
dent leaders. Interestingly, while the FARC sent its
own troops to track down and attack smaller units
that attempted to defect and remain in the field, the
FARC secretariat directed no such actions against
these five “dissidents.”

According to experts with long-standing relation-
ships with Colombia’s security forces, the leader-
ship of the military and intelligence services remains
deeply skeptical of the true separation of the dissident
group from the rest of the FARC—partly because of
the leaders involved in the movement and the FARC
secretariat’s muted reaction to the group’s decla-
ration of rebellion. Many experts believe that, if the
group were truly a dissident faction, the FARC secre-
tariat would have taken much stronger action to pre-
vent the loss of the FARC’s economic structure, which
is vital to its future political plans.43

Prominent among the dissidents is Miguel San-
tanilla Botache (nom de guerre Gentil Duarte), a
36-year-old FARC veteran who was a member of the
high command (Estado Mayor) and participated in
the peace talks in Havana. Santanilla Botache com-
manded the FARC’s 1st Front in the Guaviare Depart-
ment, the historic base of FARC cocaine production.
He had been a member of elite FARC units that kid-
napped and extorted ranchers and businessmen in his
areas of operation. He also was in charge of the guer-
rilla group’s high-value hostages and was known for
his cruelty toward captives.49 An internal Colombian
military assessment of Santanilla Botache said “neu-
tralizing” him would “destabilize the FARC’s financial
apparatus” derived from kidnappings and drug traf-
ficking of the Eastern Bloc (Bloque Oriental), accord-
ing to a source with access to army deliberations.5°

Another notable figure among the dissidents is
Géner GarciaMolina (nom de guerre Jhon 40), a senior
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commander and special forces leader who is widely
viewed by Colombian intelligence as one of the FARC
leaders most directly involved in high-volume cocaine
trafficking activities through Venezuela.5s* Military and
police intelligence describe Garcia Molina as a FARC
leader who held ostentatious parties and other activ-
ities generally more associated with drug traffickers
than guerrillas. The FARC had been unwilling to dis-
cipline him for this behavior, despite repeated threats
to do so, because of the economic power he derived
from cocaine smuggling.5>

In addition, Garcia Molina was the key tie to
Mexican and Central American drug trafficking orga-
nizations, particularly those tied to the Bolivarian
movement in Nicaragua and El Salvador. Because of
all these ties and his hands-on administration of the
cocaine business, the governments of Colombia and
the United States both viewed him as a high-value
target.53 An internal Colombian military assess-
ment of Garcia Molina said he exercised “leadership
in planning financial actions to benefit the Eastern
Bloc (Bloque Oriental) and external drug trafficking
networks.”s4

A third major figure in the dissident faction was
Ernesto Orjuela Tovar (nom de guerre Giovanni 42),
who was commander of the FARC’s 16th Front and
one of the key organizers of the FARC’s civilian sup-
port and significant drug trafficking activities. An
internal Colombian military assessment of Orjuela
Tovar said he “directly handles and moves money
from drug trafficking across the Colombia-Venezuela
border.”ss

The Guaviare dissident group is not the only FARC
faction refusing to demobilize, but it is by far the most
important and influential—and perhaps the one that
retains the closest clandestine ties to the leadership
of the nascent FARC political movement.

Recommendations

The merits of peace are clear, and the fact that an
agreement to demobilize the FARC is even possible
shows the wisdom of past US support and coopera-
tion with Colombia. Nonetheless, many threats and
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challenges remain. Verification of FARC compliance
and aggressive targeting of criminal groups such as
the ELN, Clan del Golfo, and FARC dissidents are
essential to a sustainable peace. As US policymak-
ers contemplate the most effective ways to support
Peace Colombia, they should consider the impor-
tance of closing spaces in which these groups operate
and blocking the filtration of illicit funds into Colom-
bian politics.5¢

The United States should work with the Colom-
bian government to ensure that the void left by the
FARC’s absence is not reoccupied by rival criminal
groups. Additionally, any remaining ties between
FARC dissidents and the demobilized FARC leaders
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should be closely investigated, as they could signifi-
cantly threaten the stability of Colombian democracy
and the peace agreement’s viability.

Hidden FARC assets also threaten compliance.
However, the difficulty of finding these assets should
not be underestimated. By working closely with
Colombian authorities and using its clout in the inter-
national financial system, the United States can sig-
nificantly contribute to the peace process by thwarting
any attempts by the FARC to capitalize on the funds
and illicit activity of its members who remain at large.
The United States can multiply the benefits of seizing
hidden FARC funds by repatriating them to support
the peace agreement and victim reparations.



lll. Venezuela: A State Destroyed
by Crime and Corruption

he Venezuelan state is permeated by trans-
national organized criminal activity. Ele-
ments of the national government directly
manage and support drug trafficking, money
laundering, terrorism financing, support for
guerrilla movements, and international corrup-
tion. In many cases, the very officials and insti-
tutions that in other states would normally be
responsible for policing and suppressing these
activities are directly engaged in committing or
abetting these crimes. While some have infor-
mally dubbed Venezuela a narco-state, the
moniker highlights only one aspect of a wider
criminal enterprise. Today in Venezuela, no
internal force is capable of confronting this per-
vasive criminality, making international over-
sight and enforcement measures indispensable.
The spread of corruption and criminality
throughout the government has been facili-
tated by the centralization of power under the

Venezuelan President Nicolds Maduro

presidency; the politicization of the military
and the judiciary; and the breakdown of trans-
parency, accountability, and the separation of
powers, which began under former President Hugo
Chévez and has continued under current President
Nicolds Maduro.

This concentration of authority in the hands of an
ideological cadre has coincided with a similar consol-
idation of control over economic activity, through the
heavy regulation of imports, the politicized manage-
ment of producing and exporting oil (the country’s

Special thanks to Ambassador Michael Skol, Boris Saavedra,
Ambassador Roger F. Noriega, and Martin Rodil for their
contributions to this section.
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Source: Wikimedia, http://bit.ly/2tuNAN5.

largest and most lucrative export), and the gradual
takeover of the private economy. This consolidation
of power has abetted institutionalized corruption,
whose breadth and depth is virtually unprecedented
in Latin America.
Unscrupulous officials
ela’s state-run oil giant, Petréleos de Venezuela,
S.A. (PDVSA), and its opaque balance sheet into an
instrument of corruption. In a rare episode of scru-
tiny, in early 2015, Venezuelan authorities arrested
a senior PDVSA official and former employee on

have turned Venezu-

corruption charges, including “administrative
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A Venezuelan National Guard VN-4

Source: Wikimedia, http://bit.ly/2sAICd6.

irregularities in contracting companies for the distri-
bution of gasoline.”s” Nonetheless, in October 2016,
the chairman of the Comptroller’s Commission of
the opposition-controlled National Assembly esti-
mated that $11 billion had gone missing from PDVSA
between 2004 and 2014.58 Yet the man who should
be accountable for these funds, former PDVSA Pres-
ident Rafael Ramirez, is protected by his loyalty to
the ruling United Socialist Party (PSUV) and serves
as Venezuela’s ambassador to the United Nations.59
The politicized Venezuelan judiciary has also nulli-
fied inquiries into PDVSA’s finances launched by the
National Assembly.6©

Official corruption extends well beyond PDVSA.
In 2015, the US State Department sanctioned roughly
60 low-level Venezuelan officials for their complicity
in human rights abuses or public corruption.* The
Venezuelan public also is aware of this corruption,
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with a clear majority believing that government poli-
cies have enabled a host of corrupt enterprises, includ-
ing black-market currency exchange and smuggling of
other basic goods.®2 Perhaps unsurprisingly, Venezuela
currently ranks 166 out of 176 countries on Transpar-
ency International’s Corruption Perceptions Index.63

This rampant criminality and corruption has
caused the economy and basic public services, from
hospitals to policing, to collapse.®4 A once-wealthy
country has been transformed into a poor one, with
only a handful of the lawless elite left prospering.

The handmaiden of corruption and other criminal
enterprises in Venezuela is money laundering. When
oil prices were more than $100 per barrel, Venezuela
was arguably the largest state money launderer in the
world. While PDVSA accounted for a significant por-
tion of this corruption, billions more dollars were lost
to fraudulent import schemes.6s
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Hlustration from US Southern Command showing suspected drug smuggling flights into and out of Venezuela

Source: US Southern Command, http://bit.ly/2sAyj7w.

This process not only created an elite class of polit-
ically well-connected entrepreneurs, known as “bol-
iburgueses,” but also placed Venezuelan resources
in the service of criminal regimes and narcotics traf-
ficking organizations. The United States continues to
be directly affected, as billions of dollars have been
illicitly funneled into US real estate, banks, and even
Treasury bonds.%¢

Drug Trafficking
Venezuela is a natural corridor for cocaine exports to

the United States and European markets. This traf-
ficking exploded in late 2005 when Chévez decided to
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intensify his regime’s support to Colombian guerrillas
by turning Venezuela into a major transport hub for
cocaine produced by the FARC and other narcotics
trafficking groups.67

A Venezuelan defector explained to US authori-
ties that he was present in a clandestine meeting held
in the State of Barinas in late 2005 in which Chavez
personally committed millions from PDVSA cof-
fers to FARC commanders to fund their offensive
operations against the government of Colombian
President Alvaro Uribe.®8 Chavez’s motive was pri-
marily political, but assuming a direct role in mar-
keting FARC cocaine converted his government into
a criminal enterprise. In this period, senior chavista
leaders became more interested in sustaining this
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lucrative corruption than in governing or managing
the economy.

A decade later, Venezuela’s rampant corruption
and money laundering schemes are integral elements
of international narcotics trafficking operations. In
addition to looting the coffers of state-owned enti-
ties, corrupt officials in the regime use state person-
nel, vehicles, and aircraft to smuggle illegal drugs.
Multiple elements of the military are used to facili-
tate the movement of drugs from Bolivia, Colombia,
and Ecuador through the Caribbean, Central America,
and Mexico to the United States and Europe. An esti-
mated 200 metric tons of cocaine move through Ven-
ezuela per year, and roughly two-thirds of that total is
destined for the United States.®9

Testaferos (front men) outside of the government
work with officials to launder cocaine profits by put-
ting cash into state-owned bank accounts, purchasing
convertible US-dollar-denominated PDVSA bonds
with local currency, and using myriad other methods.
According to published reports and other sources,
dozens of senior officials of the Venezuelan govern-
ment and security forces have amassed significant
fortunes in the form of real property, cash deposits,
negotiable bonds, banks, and businesses worldwide.7®

Many of these assets are either in the United
States or held in dollar-denominated accounts,
subject to enforcement actions or prosecution. The
US DEA and federal prosecutors in a half-dozen
jurisdictions have invested substantial financial and
human resources to building cases against these indi-
viduals.” However, under the Obama adminstration,
US diplomats sought to avoid a political confron-
tation with Chdvez and his successor by targeting
lower-ranking officials rather than regime kingpins.
The public cases are hints of the massive criminality
that dominates the Maduro regime today.

Venezuelan military officials and their retired col-
leagues are not alone in their involvement in drug
trafficking. Senior civilians in the government have
also been implicated, and some have even been iden-
tified as a driving force behind military corruption,
such as when OFAC designated Vice President El
Aissami as a narcotics trafficker in 2017. El Aissami
and his front man Samark José Lopez Bello allegedly
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Tareck El Aissami in 2016

Source: Wikimedia, http://bit.ly/2rmwo2a.

operate a financial network that transfers illicit
funds from Latin America to the Middle East, with
“close to 40 front companies owning 20 properties
with cash, vehicles, real estate, and other assets in
36 bank accounts throughout Venezuela, Panama,
Curacao, St. Lucia, Florida, and Lebanon.”72 OFAC’s
February action blocked the properties of 13 compa-
nies run by Lépez Bello, saying they “comprise an
international network spanning the British Virgin
Islands, Panama, the United Kingdom, the United
States and Venezuela.”73 One estimate placed the
value of El Aissami’s frozen assets at $3 billion.7 In
addition, El Aissami’s brother, Feraz, was allegedly
involved in an ill-fated plot by the nephews of Pres-
ident Maduro’s wife, Cilia Flores, (Francisco Flores
de Freitas and Efrain Antonio Campo Flores) to
smuggle cocaine to the United States.”s
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Regional Threat

The fourth—and potentially the most dangerous—
component of Venezuela’s illicit transnational oper-
ation is its support for terrorism. There is significant
evidence that Venezuelan officials not only enable
terrorism by laundering foreign terrorist organiza-
tions’ money but also provide direct material sup-
port to move terrorists into the Western Hemisphere.
The recent OFAC designation alleges that, in addition
to being a drug trafficker and money launderer, El
Aissami is the architect and principal in a continuing
scheme to aid Hezbollah and other terrorist groups
seeking to establish and expand operational networks
in the Western Hemisphere.

According to retired Colonel Vladimir Medrano
Rengifo, former director of Venezuela’s Office of
Identification and Migration, El Aissami, then head
of Venezuela’s passport agency, issued some 10,000
Venezuelan passports and identity documents to Isla-
mist extremists from Syria, Iran, and other Middle
Eastern countries. The recipients were mainly Ira-
nian Revolutionary Guards and Hezbollah operatives,
including Suleiman Ghani Abdul Waked, a right-hand
man to Hezbollah leader Hassan Nasrallah.7® Vene-
zuelan support for radical Islamist terror has obvious
consequences for its neighboring countries and the
United States.

A parallel concern is Venezuela’s shadow over the
recent Colombian peace process between the gov-
ernment and the FARC rebels. Venezuelan participa-
tion in the talks was justified by its influence with the
FARC guerrillas, who came to depend on Chavez’s
support during his presidency.”7 Those links with
other Colombian drug trafficking groups are likely
to undermine the agreement’s delicate implemen-
tation phase. Some critics of the peace process also
fear that the FARC’s political movement will remain
involved in drug production and threaten Colom-
bian democracy by tapping amassed drug profits
with continued support from Venezuela.

Venezuela represents a special case of transna-
tional criminality because pervasive corruption and
illicit activity have essentially made the state itself
a criminal organization. The country’s political and
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bureaucratic apparatus can coordinate these activi-
ties, crush any internal opposition or oversight, and
resist any diplomatic efforts to moderate its behav-
ior. It has consistently been supported by the Cuban
government, which maintains a key military and
intelligence presence throughout Venezuelan institu-
tions such as the Ministry of Interior and Justice, the
Directorate of Military Intelligence, and the Bolivar-
ian National Intelligence Service.7® Cuba is thus com-
plicit in developing Venezuela into a successful axis of
transnational organized crime.

More effective sanctions against trafficking king-
pins in Venezuela would reverberate throughout the
region. Officials in the Obama administration report-
edly stalled the OFAC designation of El Aissami, but
it was nonetheless an important step that exposed the
criminality of Venezuela’s senior leadership and froze
assets that might otherwise be deployed to sustain
the regime’s criminality and oppression.”9 Congress
has repeatedly endorsed the expanded use of sanc-
tions and other asymmetrical tools in Venezuela.8°

The US government can intensify and hasten
efforts to counter Venezuela’s institutionalized crim-
inal networks and divide and delegitimize a dictato-
rial regime waging war on its people. It should employ
the significant CTOC enforcement resources at its
disposal against Venezuelan officials who have so far
eluded accountability for their criminal activity and
consider how updated authorities could be used to
amplify existing sanctions.

Transnational Organized Crime
Leadership in Venezuela

The alleged head of the Cartel of the Suns is Diosdado
Cabello, former president of the National Assembly
(until the majority passed to the opposition in 2015),
former governor of the state of Miranda, and cur-
rent vice president of the PSUV. Cabello is a retired
military officer and longtime Chévez confidant. Alle-
gations of Cabello’s involvement with drug traffick-
ing were corroborated by the April 2012 defection
of Eladio Aponte Aponte, a magistrate with Vene-
zuela’s Supreme Justice Tribunal, when the former



VENEZUELA

judge linked Cabello to the Mak-
led cartel in a series of media
interviews.8!

Although
regime’s complicity in narcotics

the Venezuelan

trafficking has been alleged by
opposition sources and regional
media for years, the depth and
breadth of the government’s
lawlessness was only revealed
by the Wall Street Journal in a
May 2015 article regarding ongo-
ing US federal investigations
into several high-ranking Vene-
zuelan officials’ involvement in
cocaine smuggling:

A leading target, according to a

Diosdado Cabello, Nicolds Maduro, and Cilia Flores in 2013

Justice Department official and
other American authorities, is
National Assembly President
Diosdado Cabello, considered the country’s second
most-powerful man. “There is extensive evidence to
justify that he [Cabello] is one of the heads, if not
the head, of the cartel,” said the Justice Department
source, referring to an alleged conspiracy involving

military officers and other senior officials.8>

Leamsy José Salazar Villafafia, the former security
chief of both Chévez and Cabello who left Venezuela in
December 2014, has said in published interviews and
private discussions that he saw Cabello give orders to
transport shipments with tons of cocaine sent from
the FARC to the United States and Europe; one such
shipment that he disclosed was dispatched from Ven-
ezuela’s Paraguand Peninsula. Salazar recounted dis-
covering bundles of currency—bolivars, euros, and
US dollars—in a bunker Cabello had visited on at
least one occasion.83

Additionally, numerous allegations have surfaced
that Cabello controls various Venezuelan companies
and employs multiple front men outside of Venezu-
ela to manage the proceeds of bribes, embezzlement
of state resources, and drug trafficking. His most
important front man, according to US and Venezuelan
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sources, is Rafael Sarria, considered the mastermind
who manages Cabello’s illicit network of businesses
and financial interests. Sarria maintains a low profile,
virtually invisible in public records both within and
outside Venezuela.84

According to a source familiar with Cabello’s crim-
inal network, Sarria manages at least three US-based
companies, all of which appear to be shell companies.
In addition, he holds US properties worth more than
$13 million and, reportedly, a private jet. According to
several sources who report on Venezuelan corruption,
Sarria opened three Florida-based companies in early
2009: Noor Plantation Investments, SAI Advisors,
and 11420 Corp. Public records identify Sarria as the
manager of all three companies—all currently active
in Florida and none with a defined business purpose.
Sarrfa and his immediate family own numerous assets,
mostly real estate in Florida and New York. For exam-
ple, Sarrfa owns several houses in Plantation, Florida.

Another prominent front man for Cabello is Pedro
Fritz Morején Carrillo, a former minister of commu-
nal economy and tourism in Chdvez’s government
who has established several US and Venezuelan com-
panies in the entertainment industry. He manages
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at least three Venezuelan firms
with branches in the Dominican
Republic and the United States.
Morején also has several US
companies based in Miami: Sid-
ney Productions USA, Carrillo
Colina Construction LLC, Dis-
tributors Zen LLC, and Inver-
show LLC.85 Another US-based
company, Soul Suplies [sic] and
Marketing, shares the same
address as Morejon’s other busi-
nesses and is registered under
his son, Andrés.86

Members of President Nicolds
Maduro’s family have been
accused of international narcot-
ics trafficking. The aforemen-
tioned Flores cousins stood
trial in federal district court in
New York’s Southern District
and were convicted in Novem-
ber 2016 for conspiring to traf-

Efrain Antonio Campo Floves (second from left) and Franqui Fancisco Flores
de Freitas, nephews of Venezuelan President Nicolds Maduro, stand with law
enforcement officers after their arrest in Port Au Prince, Haiti, November 12, 2015

fic drugs into the United States.
Authorities revealed that the
two “narco-nephews” used
the presidential hangar in Caracas to transport ille-
gal narcotics on multiple occasions and boasted
about using their political influence to enlist military
officials in their smuggling operations. Moreover,
US prosecutors linked the two to other reputed drug
traffickers, including Roberto de Jesus Soto Garcia,
Carlos Gonzalez, César Orlando Daza Cardona, and
Hermdgoras Gonzalez Polanco. Campos Flores and
Flores de Freitas await sentencing and face up to
20 years in jail.87 Sources familiar with recent crim-
inal networks in Venezuela say that other members
of President Maduro’s immediate family have been
involved in drug trafficking and corruption.

In 2016, the DOJ unsealed an indictment against
Nestor Luis Reverol Torres, former commander of
the Venezuelan National Guard and former director
of the Venezuelan counter-narcotics office, for drug
trafficking. Edylberto José Molina Molina, the former
subdirector for Venezuela’s counter-narcotics office,

Source: Wikimedia, http://bit.ly/2tuNRX9.

was also indicted on the same charges. According to
federal prosecutors, Reverol and Molina accepted
bribes, and in return:

[They] alerted the traffickers to future drug raids or
the locations where law enforcement officers in Ven-
ezuela were conducting counter-narcotics activities
to allow drug traffickers to change the location where
they stored drugs or alter drug transportation routes.
They also took steps to stop or hinder ongoing nar-
cotics investigations to allow cocaine-laden vehicles
to leave Venezuela and arranged for the release of
individuals arrested for narcotics violations and the
release of narcotics and narcotics-related currency

that had been seized by law enforcement.88

The Venezuelan government has remained defi-
ant in the face of US sanctions against its officials.
After the indictment was unsealed, President Maduro
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swiftly promoted Reverol to his current post as minis-
ter of Interior, Justice, and Peace.89 Reverol now uses
his authority over the National Guard to play a central
role in the violent repression of pro-democracy pro-
tests that broke out in early 2017.

In September 2008, Hugo Armando Carvajal Bar-
rios, Henry de Jesus Rangel Silva, and Ramon Rodri-
guez Chacin were designated by the US Treasury
Department for “materially assisting the narcotics
trafficking activities of the Revolutionary Armed
Forces of Colombia (FARC), a narco-terrorist orga-
nization.”9° Rangel Silva, a former director of
Venezuela’s Directorate of Intelligence and Pre-
vention Services, was in charge of intelligence and
counterintelligence activities for the Venezuelan
government. Rodriguez Chacin was Venezuela’s for-
mer minister of Interior and Justice; US authori-
ties identified him as the contact who arranged for
the FARC to purchase weapons from the Venezue-
lan government’s arsenal using the proceeds of ille-
gal drug trafficking. The Treasury Department said
that Rodriguez Chacin “held numerous meetings”
with senior FARC members, “one of which occurred
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at the Venezuelan presidential palace, Miraflores, in
late 2007.791

Carvajal, a retired general, was director of Ven-
ezuela’s Military Intelligence Directorate and an
appointed diplomat. OFAC accused him and his asso-
ciates of protecting drug shipments from seizure by
Venezuelan anti-narcotics authorities and provid-
ing weapons and refuge to the FARC. This allowed
narco-guerrilla units to maintain a stronghold in the
state of Arauca on the Colombia/Venezuela border, a
region known for coca cultivation and cocaine pro-
duction. Carvajal also was accused of providing the
FARC with official Venezuelan government identifica-
tion documents, which allowed its members to travel
freely to and from Venezuela.

Carvajal remained a high-ranking military official
for years after the designation. In July 2014, he was
detained in Aruba on US drug smuggling charges;
however, local authorities ignored US diplomatic
pleas and allowed him to return to Venezuela—after
apparent threats from Caracas—based on a question-
able claim of diplomatic immunity.92 He is currently a
PSUV representative in the National Assembly.



IV. Confronting the
Iran-Hezbollah Threat in
the Western Hemisphere

B oth the Islamic Republic of Iran
and its proxy group, Hezbollah,
are hyperactive in the Western Hemi-
sphere. Iran’s primary regional goal
is to establish a political, military,
and paramilitary network alongside
like-minded anti-American move-
ments and governments to offset
American influence and erode Amer-
ican legitimacy in the Western Hemi-
sphere. Iran continues to exploit
Latin American connections to sup-
port terror attacks, evade sanctions,
and foment anti-American sentiment
throughout the region.

Hezbollah runs a vast terror-

finance network in the West-

Iranian President Rouhani and Venezuelan President Nicolds Maduro in
Saadabad Palace

ern Hemisphere that is part of its
global financial operation. It also
works closely with Iranian emissaries in the region to
strengthen civil society support for their joint agenda,
posing unique national security challenges for the
United States.

Background: Iran

After more than 35 years of engagement with the
region, Iran has an astute understanding of prevalent
political patterns and socioeconomic trends in Latin

Special thanks to Joseph Humire and Emanuele Ottolenghi
for their contributions to this section.

26

Source: Wikimedia, http://bit.ly/2ta884W.

America. This is especially true after the past decade,
during which diplomatic engagement with Bolivarian
countries provided Iran with unparalleled access to
the region.

Iran’s strategic penetration of Latin America
involves a gradual transition from an informal pres-
ence to a formal one—while simultaneously focus-
ing on increasing military and paramilitary activities.
Iran initiated this strategy in the 1980s through
a covert presence in a handful of Latin American
countries under the guise of commercial and cul-
tural exchanges.93

This cultural penetration allowed Iran (and Hez-
bollah) to embed itself in the Muslim communities
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of targeted countries. More
importantly, Iran established
infrastructure through which
it could insert intelligence
operatives and other subver-
sive actors into the region.
These operatives in turn pro-
vide on-the-ground intelli-
gence and local knowledge
of the challenges and oppor-
tunities available to Iran in
Latin America. This covert
presence eventually led to
Hezbollah’s terrorist attacks
against the Israeli embassy
in Buenos Aires, Argentina,
in 1992 and the AMIA Jewish
Community Center in the
same city two years later.94
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Each year, thousands of people gather in remembrance of the AMIA attack

Later, the rise of Hugo
Chévez and the Bolivarian
Alliance for the Peoples of
our America (ALBA) bloc allowed Iran’s cultural pen-
etration to shift into a more formal diplomatic and
economic presence. The Iranian regime more than
doubled the number of its embassies in Latin Amer-
ica by 2009 and established lines of credit with a
half-dozen countries in the region.9 This more formal
presence further enabled covert activity by allowing
Iran to establish a command-and-control structure
throughout the region, using both formal embassies
and an informal network of regional mosques and
Islamic charities. According to SOUTHCOM, Iran
now controls more than 8o Shi’a cultural centers
throughout Latin America—more than double the
36 centers it controlled in 2012.96

Iranian diplomatic and cultural investment in Latin
America has served it well in recent years. Iran’s abil-
ity to evade US and international sanctions against
its illicit weapons of mass destruction programs
ranks among its most tangible benefits. Experts esti-
mate that several sanctions-busting schemes with
ALBA nations allowed Iran to access several billion
US dollars through Latin American banking systems,
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particularly in Venezuela and Ecuador.97 Iran’s heavily
sanctioned official shipping line, the Islamic Republic
of Iran Shipping Lines, was able to keep doing busi-
ness in new regional offices in Latin America.98 Sev-
eral subsidiaries of Iran’s Ministry of Defense Armed
Forces Logistics, a sanctioned military procurement
arm of the Islamic Republic, also opened offices in the
region for the same purpose.9?

Several officials throughout the Western Hemi-
sphere have raised the alarm regarding Iran’s esca-
lating activity in Latin America; however, none did
so more prominently than Alberto Nisman. Nisman,
the Argentine special prosecutor who investigated the
AMIA attack, warned in 2013 that Iran’s regional ter-
ror network was growing.1°® Two years later, in early
2015, he was killed under suspicious circumstances
in his Buenos Aires apartment the day before he was
to testify before the Argentine Congress about Iran’s
collusive efforts with the former Argentine govern-
ment.'°! Nisman’s warnings and murder are stark
reminders of Iran’s operational capabilities and the
danger Iran poses to the Western Hemisphere.
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Background: Hezbollah

Hezbollah benefits financially from acting as a service
provider to organized crime and corrupt elites across
Latin America, largely through its activities in the
Tri-Border Area (TBA) of Argentina, Brazil, and Par-
aguay. Large expatriate communities of Shi’ite Leb-
anese have settled in Latin America, focused in the
TBA; the Brazilian cities of Curitiba, Rio de Janeiro,
and Sao Paulo; and Argentina, Colombia, Chile, Mex-
ico, and Venezuela. There are also smaller commu-
nities in Ecuador, Guyana, El Salvador, and Panama.
Hezbollah and Iran rely on their vast social-religious
infrastructure of mosques, schools, and cultural cen-
ters to facilitate travel and acquire residence permits
from loyal clerics and emissaries.

Hezbollah’s illicit finance networks account for a
significant percentage of its budget to fund terrorism
in the Middle East. They also supply the infrastruc-
ture for inserting sleeper cells that could be activated
for terror attacks against local targets or even the
United States.

There have been a few recent assessments of how
much Hezbollah remits to its Lebanese-based oper-
ations from illicit activities in Latin America. A 2004
Naval War College study assessed that “Hezbollah,
whose annual operating budget is roughly one hun-
dred million dollars, raises roughly a tenth of that in
Paraguay.”©> A 2009 Rand study doubled that, esti-
mating that $20 million was raised mainly in the
TBA.13 Assuming these assessments are accurate,
Hezbollah’s remittances from Latin America, espe-
cially the TBA, doubled from 2004 to 2009 and have
likely increased further since.

The US government has known about this threat
for years, but too few resources have been devoted
to assess its scale or impact. Testitying before the
Senate Armed Forces Committee in March 2015,
SOUTHCOM General John F. Kelly said:

The terrorist group Lebanese Hezbollah—which
has long viewed the region as a potential attack
venue against Israeli or other Western targets—
has supporters and sympathizers in Lebanese dias-

pora communities in Latin America, some of whom
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are involved in lucrative illicit activities like money
laundering and trafficking in counterfeit goods and
drugs. These clan-based criminal networks exploit
corruption and lax law enforcement in places like
the Tri-Border Area of Brazil, Paraguay, and Argen-
tina and the Colon Free Trade Zone in Panama and
generate revenue, an unknown amount of which
is transferred to Lebanese Hezbollah. Unfortunately,
our limited intelligence capabilities make it difficult to
fully assess the amount of terrorist financing generated
in Latin America, or understand the scope of possible
criminal-terrorist collaboration.'°4 [emphasis added]

Senior US officials acknowledge Hezbollah’s
involvement in a variety of illicit activities, includ-
ing drug trafficking and trade-based money laun-
dering. Hezbollah engages in these activities with
local criminal organizations, adding their global net-
works to its portfolio. Decades of experience running
trade-based money laundering schemes have made
Hezbollah financiers the ideal business partners for
transnational organized crime in Latin America. Local
networks provide outlets to launder revenues and
additional logistical infrastructure to help move mer-
chandise to remote markets in North America, West
Africa, Europe, the Middle East, and South Asia, ben-
efiting both organizations. Hezbollah, according to
local sources familiar with its operations, thus acts as
both the “Western Union” and “Federal Express” of
Latin America’s organized crime.

After Hugo Chavez was elected president in 1998,
Venezuela became a crucial source of political, finan-
cial, and logistical support for Hezbollah. Not only
does Hezbollah have cells that operate traditional
fundraising and political activities with impunity in
Venezuela, but in recent years, narcotics traffickers
in the regime have provided Hezbollah operatives
with smuggled cocaine destined for the European
market.105

In February 2017, Venezuela’s vice president was
named a “Specially Designated Narcotics Trafficker”
by OFAC. According to the OFAC designation, “El
Aissami received payment for the facilitation of
drug shipments belonging to Venezuelan drug king-
pin Walid Makled Garcia.”'°¢ Early in Chévez’s first



CONFRONTING THE IRAN-HEZBOLLAH THREAT IN THE WESTERN HEMISPHERE

term, El Aissami served as the head of the erstwhile
National Office of Identification and Foreign Nation-
als, the authority responsible for issuing national
identification cards and passports; in this capacity,
he was notorious for issuing identity and travel doc-
uments to suspicious Arab and Iranian operatives.©7

Across the region, the group’s ability to deliver
financial and logistical support to organized crime
derives from five elements:

1. A vast clan- and family-based network of busi-
nesses with decades of experience in trade-
based money laundering;

2. Access to politically influential individuals and
groups cultivated through a mix of ideological
convergence and economic inducement;

3. Assistance from Iran and financial support
through Tehran-sponsored institutions;

4. Widespread corruption at all levels of law
enforcement and public administration across
the region; and

5. Porous regional borders and a well-established
tradition of illicit trade.

The United States should determine the extent to
which Latin American revenue streams continue con-
tributing to Hezbollah finances. Due to its deepen-
ing involvement in the Syrian civil war, Hezbollah has
likely increased its illicit funding efforts.1©® While Iran
remains Hezbollah’s main funder, the vicissitudes of
Iran’s economy and pressure from US sanctions on
its Lebanese funding make Hezbollah more reliant on
alternative revenue streams.'©9

In Latin America, Hezbollah has benefited from
lacking American enforcement of its own sanctions
and a permissive environment where corrupt local
officials facilitate Hezbollah’s illicit finance oper-
ations for their own personal gain. A concerted
American-led enforcement effort could reverse
this trend.
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Counterterrorism Challenges and
Recommendations

For several years, Iran and Hezbollah have operated
in a state of legal grace in Latin America. The United
States Congress should work with the Trump admin-
istration and regional allies to increase pressure on
these extra-regional actors, thereby deterring further
terrorist activity in the region and beyond.

Counterterrorism Laws. More than half the states
in the region lack an adequate counterterrorism legal
framework. Of the few states that do have terrorism
laws on the books, none recognize Hezbollah as a for-
eign terrorist organization.

The United States should work with regional part-
ner governments to strengthen their counterterror-
ism legal frameworks and criminalize membership
in foreign terrorist organizations such as Hezbollah.
This could include working with the Organization of
American States or other multilateral forums in the
region.

Proper Resources. SOUTHCOM Commander
Admiral Kurt W. Tidd’s 2017 Posture Statement
prominently mentions Iran and Hezbollah’s activi-
ties in the Western Hemisphere and makes clear that
SOUTHCOM is working to deter threat networks
throughout the region.'© Ensuring that this combat-
ant command has the proper resources and author-
ities is vital to any strategy neutralizing Iran’s and
Hezbollah’s advances in the Western Hemisphere.

Congress should provide additional funding to
the US Department of Defense aimed at strength-
ening and supporting SOUTHCOM’s counter threat
networks strategy, with specific funding allocated
for more robust counterterrorism operations in the
region. Additionally, efforts to collect regional intelli-
gence should focus more closely on Iranian and Hez-
bollah activity in Latin America.

Congressional Oversight. Congressional over-
sight is integral to any successful strategy to neutral-
ize Iran and Hezbollah in the Western Hemisphere.
The Countering Iran in the Western Hemisphere
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Act of 2012 aimed to establish that oversight. How-
ever, in 2014, the Government Accountability Office
(GAO) reviewed the law’s implementation and con-
cluded that the State Department had addressed only
two of 12 strategy elements in the law. The GAO rec-
ommended that the State Department provide the
appropriate congressional committees with addi-
tional information to bring it into compliance with
the law.111

The US Department of State (and other relevant
agencies) should update its initial June 2013 assess-
ment of the threats posed to the United States by
Iran’s and Hezbollah’s growing presence and activ-
ity in the Western Hemisphere. The findings should
be presented before the US Congress and released to
the public.

Venezuela. Earlier this year, CNN and CNN en
Espafiol aired a yearlong investigation revealing an
alarming immigration scheme by the Venezuelan gov-
ernment. According to CNN, Venezuelan officials
reportedly sold passports to suspected members of
foreign terrorist organizations, namely Hezbollah.
The CNN documentary provided eyewitness testi-
mony from former Venezuelan officials living in exile
with firsthand knowledge about this alleged immi-
gration scheme, which poses a severe threat to US
national security.!2

The US government should provide additional
intelligence resources to obtain data on any passports
or identification Venezuelan authorities have issued
to persons from countries of concern. Intelligence
agencies must determine which, if any, of these docu-
ments have been used in recent years and if additional
security measures should be employed for persons
holding such travel documents.

Furthermore, the current economic and politi-
cal crisis in Venezuela, brought on by an oppressive
regime, is fostering lawlessness and fear. In 2016,
the United States government received 18,000 asy-
lum requests from Venezuelans.!'3 Thousands more
people are fleeing Venezuela via the Colombian and
Brazilian border. If the current crisis in Venezuela
escalates further and the state collapses completely,
the United States should be prepared for the mass
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regional migration and humanitarian crisis that
will follow.

Moreover, US intelligence must detect and deter
any attempts by Iran or Hezbollah to use this crisis
to their tactical advantage, moving operatives among
refugees. Additional intelligence resources are needed
to cooperate with regional security and intelligence
services to determine if Hezbollah is using these Ven-
ezuela refugee flows to infiltrate operatives in neigh-
boring countries or the United States.

Sanctions. The Trump administration should aggres-
sively target Hezbollah operatives and their enablers
in Latin America. A good first step would be a thor-
ough review of existing sanctions.

Sanctions against Hezbollah operatives (identified
as “Specially Designated Global Terrorists” under
EO 13224) are more than a decade old and require
updates to cover new companies and business part-
ners associated with individuals and entities already
under sanctions.'4 Updates to legislation such as the
Hezbollah International Financing Prevention Act of
2015 would bolster the US government’s authority to
pursue these networks in Latin America. Addition-
ally, the US government should revoke or deny visas
from those parties implicated in Hezbollah activity—
including lawyers, accountants, business partners,
service providers, and corrupt officials.

Iranian-Sponsored Cultural Centers. Similarly, the
US government should investigate the financial deal-
ings and partnerships of Iranian-sponsored cultural
centers and mosques across the region. Of particular
concern are the missionary activities of Iranian-backed
clerics: There is growing evidence that such activities
bear the hallmarks of radicalization and incitement to
religious and ethnic hatred.!s Latin American converts
to Shi’a Islam, especially those who travel to Iran for
further training and indoctrination, may be particularly
susceptible to this type of incitement.

Finance. The US government also has several finan-
cial tools at its disposal to hinder Hezbollah’s and
Iran’s operations in Latin America. For example, the
US should impose Section 311 designations under the
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Patriot Act on financial institutions known to be used
by Hezbollah financiers to manage revenues. Addi-
tionally, banking sectors of countries that facilitate
Hezbollah’s terror-finance operations and those of
associated criminal networks should be designated as
zones of primary money laundering concern. Finally,
the US government must work with regional part-
ners through international forums such as the Finan-
cial Action Task Force and the Financial Action Task
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Force of Latin America to ensure full compliance
with counterterror finance and money laundering
recommendations.

Government-Wide Coordination. The US must
pursue a whole-of-government approach to address-
ing the threat posed by the terror-crime nexus in Latin
America, ensuring that investigations, indictments,
sanctions, and designations are properly coordinated.



V. The Criminalized State in

Latin America

overnment corruption and criminality play a

major role in transnational organized crime
in the Western Hemisphere. In some places, trans-
national organized crime is so pervasive that it has
severely corrupted state institutions.

A “criminalized state” is reached when “senior
leadership is aware of and involved—either actively or
through passive acquiescence—on behalf of the state,
in transnational criminal enterprises, where trans-
national organized crime is used as an instrument of
statecraft and state power, and where levers of state
power are incorporated into the operational structure
of one or more TOC groups.”¢ It is important to dis-
tinguish a criminalized state from a noncriminal state
that struggles with corruption; the two are fundamen-
tally different and should be treated accordingly by
policymakers.

Venezuela currently exemplifies the criminalized
state; its government actively supports TCOs such as
Colombian drug traffickers and even terrorist groups
such as Hezbollah. Perhaps the clearest evidence of
Venezuela as a criminalized state is its operational
ties to the FARC. Under the governments of Presi-
dents Hugo Chdvez and Nicolds Maduro, Venezuela
became a key staging area for FARC operations and a
primary transit point for drugs produced in Colom-
bia. These illicit goods are trafficked through Venezu-
elan territory, usually with the Venezuelan military’s
complicity or direct involvement.!7

The cooperation between the chavista state and
transnational organized crime was exposed in com-
puter files captured from FARC Commander Raul

Special thanks to Douglas Farah for his contributions to
this section.
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Reyes, who was killed in a Colombian military raid
on his refuge on the Ecuadoran border in 2008. The
Reyes documents reveal transactions in which senior
officials in the Chdvez government provided the
FARC substantial strategic support, including funds
and weapons, via front groups. These captured doc-
uments are damning evidence of the highest levels of
the Venezuelan state providing material assistance to
a criminal group that was waging an insurgency and
reign of terror against a neighboring country.18

This collaboration with the FARC is just part of
the Venezuelan government’s sprawling network of
transnational criminal enterprises. The government
has expanded and consolidated its criminal opera-
tions in conjunction with foreign governments and
organizations, using seemingly innocuous diplomatic
initiatives and economic vehicles.

PDVSA and International
Petro-Corruption

Perhaps the most important vehicles for Venezuela’s
international criminal network have been ALBA and
Venezuela’s state-run oil giant, PDVSA. By establish-
ing PDVSA subsidiaries in Central America and else-
where for the stated purpose of bolstering socialist
revolutionary allies, Chdvez created a multipurpose
financial network for money laundering, illicit enrich-
ment, political corruption, and other transnational
criminal activity.

The Department of Treasury took action against
some of this activity in 2015 by designating Banca
Privada D’Andorra (BPA) as a “foreign financial insti-
tution of primary money laundering concern.”9
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According to the notice, the
European bank laundered
approximately $2 billion in
dirty PDVSA money; BPA’s
laundering  activi-
ties allegedly “involved the

money

development of shell com-
panies and complex financial
products to siphon off funds
from [PDVSA].”120 —
Much ‘
money net- *:' '~:

of Venezuela’s
laundering
work centers on the institu-
tions established as part of
Chévez’s innovative petro-
diplomacy,  which
the country’s oil largesse

used

to cement relationships.
PDVSA subsidiaries in Nic-
aragua (Alba Petréleos de
Nicaragua, S.A., or Alban-
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Entrance of the PDVSA headquarters in Maracaibo, Venezuela, with the phrase
“Patria, Socialismo o Muerte” visible

isa) and El Salvador (ALBA
Petroleos de El Salvador)
embodied this approach. According to their stated
missions and founding documents, these companies
were established as vehicles for social development
financed by subsidized Venezuelan oil. PDVSA agreed
to sell the companies oil at reduced rates based on
the premise that Albanisa and ALBA Petréleos could
then use their profits to invest in the development
of education, health care, and other social goods—
courtesy of the Venezuelan government. But these
companies appear to have strayed far from this stated
goal, serving instead as tools for political corruption
and criminality.

Both companies are directly controlled by politi-
cal operators from their countries’ respective ruling
parties, which are close allies of the Venezuelan gov-
ernment. The political ties between these companies
and their governments allow them to operate with-
out meaningful oversight or accountability, facilitat-
ing corruption.’2!

Journalistic investigations into Albanisa found
that as much as $4 billion was redirected for “pri-
vatization” from what was intended for social and
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development programs in Nicaragua.'>2 In reality,
this money often ended up supporting political cam-
paigns and enriching officials.’?3 One investigation
in El Salvador uncovered nearly $300 million from
ALBA Petréleos funneled to Panama through shell
companies.'24 Both companies have notable financial
irregularities in their revenue and expenditures, indi-
cating corrupt activity, and both experienced contin-
ued and inexplicable growth amid waning Venezuelan
oil deliveries and the collapse of oil prices.'25

Sources within these subsidiaries claim these irreg-
ularities are the proceeds of money laundering and a
financial support cycle involving corrupt Venezuelan
officials and drug trafficking organizations, includ-
ing the FARC. Rising concern and public pressure led
to the investigation of an influential ALBA Petrdleos
official and Salvadoran political operator, José¢ Luis
Merino. The Salvadoran attorney general’s office has
been investigating Merino since 2014 for money laun-
dering and weapons trafficking.26 Merino’s back-
ground and criminal activity provides insight into the
operations of a hemispheric corruption network.
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José Luis Merino
(Comandante Ramiro
Vasquez)

José Luis Merino is the key archi-
tect behind the criminalized states
in El Salvador and Nicaragua. His
shadowy financial empire—rooted
inhis pastasaguerrillacommander
of the Farabundo Marti National
(FMLN)—
directly supports a network of cor-

Liberation = Front
rupt officials and criminal groups
extending to Venezuela, Colom-
bia, and beyond. Merino’s network
directly undermines the quest to
consolidate peace in Colombia and
the broader regional fight against
transnational organized crime. US
policymakers should consider all
options to expose and hinder indi-
viduals such as Merino who act in
concert with the Salvadoran gov-

José Luis Merino stands with Howard Cotto, director of El Salvador’s National
Civil Police, after accepting an award on behalf of ALBA Petréleos’ foundation,
Fundacion ALBA

ernment to aid and abet transna-
tional organized crime.

Merino, also known by his nom de guerre Ramiro
Véasquez, is a former guerrilla leader who led the
FMLN urban commandos during El Salvador’s
civil war (1981-92). During the war, he carried out
high-profile kidnappings and other activities to sup-
port the armed communist movement. He fostered
a close relationship with the FARC’s leadership
beginning in 1994, after the end of the Salvadoran
civil war.

The 2008 Colombian military raid revealed that
Merino worked with Chévez and through other chan-
nels to support the Colombian guerrillas. According
to the Wall Street Journal, the documents reveal the
FARC’s “wide network of support” and “close alli-
ance” with Hugo Chdvez. They also show close coor-
dination between the FARC and Merino, including the
facilitation of arms deals and creation of front com-
panies to fund and arm the guerrilla group.’>7 This
troubling relationship has been highlighted by US pol-
icymakers and has prompted multiple calls for action,

34

Source: Wikimedia, http://bit.ly/2siNGky.

including letters from chairs of the House and Senate
Subcommittees on Western Hemisphere.128

Currently, Merino has control of the FMLN’s
financial structure and is the primary architect and
steward of the ALBA Petroleos empire. He has used
his stature and contacts as a principal leader of El Sal-
vador’s FMLN party to attain clout in an international
network specializing in weapons procurement, drug
smuggling, money laundering, and related crimes.
This network’s illicit activities generate revenue for
the FMLN.'?9 Merino’s expansive structure operates
with the complicity and under the protection of mul-
tiple criminalized states: El Salvador, Nicaragua, Ven-
ezuela, and others.

Trained in the Soviet Union, Merino was the logis-
tics chief for the FMLN during El Salvador’s civil war,
operating in some of the most difficult terrain in the
country. He successfully orchestrated the kidnap-
ping of President José Napoleén Duarte’s daughter in
1985.130 Merino earned a reputation as a resourceful
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super-fixer who facilitates a broad spectrum of sus-
picious enterprises, including money laundering,
cocaine smuggling, illicit weapons shipments, aiding
Russian businesses, and safe haven, recruitment, and
infrastructure for Hezbollah.13!

In 1994, Merino traveled to Colombia; spent eight
months with the FARC founder and commander,
Manuel Marulanda; and played a crucial role in the
FARC’s surge into the international drug trade.!3> The
visit’s timing and outcome is essential to understand-
ing the collaboration between Merino and fellow
Marxist-Leninist leaders of the FARC.

By 1993, the FARC general secretariat had accepted
taxing coca fields and cocaine laboratories as legiti-
mate sources of revolutionary revenue. Buoyed by
this infusion of revenue, a guerrilla force that was
shrinking after achieving little in the previous 30 years
began to grow into a viable military force.

However, the FARC had no significant logistical
network or external structure. By contrast, Merino had
the international logistical network but not enough
product; thus, the symbiotic relationship of Merino
and the FARC was born. According to seized FARC
documents, Merino began trafficking cocaine in the
mid-1990s, while providing the FARC with weapons,
international contacts, and a global financial struc-
ture. With the resources from his kidnapping activi-
ties and from the FARC’s burgeoning cocaine trade,
Merino and his hardline allies took over the FMLN
political party structure. Merino’s illicit financial
structure bolstered FMLN political activities, con-
tributing to its presidential victories in 2009 and 2014.

This trust-based network was fed by Merino’s
ally Chavez and his Bolivarian alliance. Merino and
Chévez, following a secret meeting in 2007, set in
motion a plan to launder billions of dollars in illicit
assets from the FARC, other drug cartels, money
looted by Chavez’s inner circle, and other crimi-
nal enterprises. During the Colombian peace talks,
Merino became one of the FARC’s primary advisers in
Havana. The structure he built successfully moved an
estimated $1.1 billion through the fictitious oil import
companies and other enterprises. Nicaragua’s paral-
lel operation performed similarly. Merino remains
a key factor in the FARC’s political future and the
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management of the FARC’s financial holdings, esti-
mated to be as much as $10 billion.133

As charges of corruption, criminality, and misman-
agement swirled around Merino and his cronies in
El Salvador, he sought protection by having the
FMLN government name him vice minister for for-
eign investment at the Ministry of Foreign Relations.
This position affords him a diplomatic passport and
allows him to supervise both Russian investment and
the FARC’s money laundering operation.

Recommendations

Merino and his allies exercise almost complete polit-
ical control in the current FMLN government and
are key cogs in the Venezuela-supported transna-
tional criminalized structure. His support of the
FARC and other criminal organizations undermines
the fight against transnational organized crime and
threatens the success of the peace accord in Colom-
bia. US pressure against Merino, including using
sanctions, can help disassemble his transnational
criminal support network and support justice and
accountability in the region.

Support the Northern Triangle Attorneys Gen-
eral. Although corruption in the Northern Triangle
remains a major challenge, the current attorneys gen-
eral in these countries have shown a strong willing-
ness and commitment to prosecute corrupt officials
at all levels and pursue gangs. However, their offices
suffer from massive underfunding, which severely
limits their ability to address the massive challenges
posed by gang violence and corruption and directly
contributes to widespread impunity.134 By provid-
ing direct aid to the attorneys general of the North-
ern Triangle, the United States would be supporting
some of the most impactful anticorruption leaders in
the region.

Push for Adoption of Independent Anticorrup-
tion Entities. The model for anticorruption efforts
in Guatemala is built around Comisién Internacio-
nal contra la Impunidad en Guatemala (CICIG), the
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independent, interna-
tional  anticorruption
body established by the
UN at the invitation of
the

ment. It has successfully

national govern-

uncovered  corruption
the
ernment and unseated

throughout gov-

entrenched and pro-
tected politicians and
elites previously thought
to be untouchable. The
Organization of Ameri-
can States subsequently
created a similar body
to attack corruption in
Honduras.

As independent orga-
nizations, these entities
are less susceptible to

influence and political pressure, freeing them to pur-
sue cases on their merits. The United States should
support adoption of similar CICIG-type institutions
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in the other Northern Triangle states to begin improv-
ing the lawless environments in which gangs and cor-
ruption flourish.
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VI. Instability and Gangs in the
Northern Triangle

iolence in Central America has reached
Vepidemic levels, particularly among the
Northern Triangle nations of El Salvador, Hon-
duras, and to alesser extent, Guatemala. Accord-
ing to Brazil’s Igarapé Institute, El Salvador was
the world’s most violent country in 2015 and
2016.135 Another study found that Honduran cit-
ies occupied both the third and fourth spots in a
ranking of cities with the highest homicide rates
in the world.136
A
Bank report found that the cost of crime in
El Salvador and Honduras was 6.1 percent and
6.5 percent of gross domestic product (GDP)
respectively, more than twice the regional aver-
age.’37 Other studies place the national cost of
crime in El Salvador, specifically from gangs, as

recent Inter-American Development

A typical MS-13 tattoo

high as 16 percent of GDP.138

Gang violence is a primary driver of social
disintegration in the Northern Triangle and, as such, a
primary driver of the illegal immigration of thousands
of people from the region into the United States.!39
The prominence of gangs in the region is fueled by
the Northern Triangle’s weak institutions, corrup-
tion, scarce rule of law, and paucity of economic
opportunity.

There are multiple gangs in the Northern Trian-
gle that hold varying levels of power and resources.
By most measurements, the largest gang is Mara Sal-
vatrucha (MS-13), while a gang known as Barrio 18 is
considered its primary rival. Both gangs have internal
divisions and varying local structure, but there are

Special thanks to Douglas Farah and Héctor Silva for their
contributions to this section.
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Source: Wikimedia, http://bit.ly/2ryMads.

also many smaller gangs that operate with less cen-
tralized structures. MS-13 and Barrio 18 combined are
estimated to have more than 100,000 gang members
in the Northern Triangle, and both have a significant
presence outside the region, with cells in the United
States and Canada.4°

In El Salvador alone, there are an estimated
60,000 gang members with an active presence in
247 out of 262 municipalities.”4! Of those, some
65 percent are members of MS-13; 30 percent are
members of the two factions of Barrio 18, Revolucio-
narios and Surefios; and some 5 percent are mem-
bers of smaller gangs, generally associated with the
region’s larger gangs.

MS-13’s growth and resilience have earned it spe-
cial attention from US authorities and regional
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governments. In 2012, the US Department of Treasury
sanctioned MS-13, designating it a TCO.42 Recent
remarks by US Attorney General Jeff Sessions and
actions by the US federal government highlight the
increased attention MS-13 and gangs in general are
receiving as a criminal threat both in the United States
and abroad.'43

While not as structured as Mexico’s cartels and
other well-developed criminal organizations, Cen-
tral American gangs such as MS-13 are rapidly evolv-
ing into a military, economic, and political power that
poses an extraordinary threat to the fragile states of
El Salvador and Honduras. In Guatemala, the gangs
remain a tier-two threat—still posing a serious dan-
ger, but with far less influence and fewer capabilities
than in the other two nations.

Gang Structure

The Northern Triangle’s major gangs share the same
basic hierarchy. At the top of the chain is the national
leadership, consisting of mainly veterans in prison,
which controls gang resources, sets the general lines
of conduct, and collects an established fee (ranfla)
that the membership is bound to pay to the gang.
These leaders—with few exceptions—lived at some
point in the United States, where both MS-13 and Bar-
rio 18 were born.

Underneath the gangs’ top leadership are the
clique leaders. Both major gangs are formed by
cliques or cells (canchas, in the case of Barrio 18),
which are organized units that have their own lead-
ers, the palabreros or “word keepers.” Each clique
leader has the final say over life and death in his
turf and membership. They have the power to
order executions, admit new recruits, and keep the
gang’s financial records. At the bottom of the pyra-
mid are the hommies, the general recruits who carry
out extortion, robbery, intimidation, and other
gang-related crimes.

In gang culture, loyalty is owed to the gang itself
and to its general guidelines. For many members,
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particularly at the lower levels, belonging to a gang
does not provide wealth or luxury. Instead, power,
respect, and a sense of belonging are the prom-
ises that often win over the vulnerable young men
who join.

Criminal Activity

The Northern Triangle gangs’ criminal activities are
varied, but their most prominent crimes are homi-
cides and extortion. Nevertheless, some gang cliques
have shown the capacity to engage with regional
drug trafficking organizations, the transportation
of illicit goods, and human trafficking. At the base
of this criminal triad lies territorial control, making
it a central focus for gangs. The gangs do engage in
some local street drug sales of cocaine and crack, but
many of their financial resources are derived from
extortion.

Gang extortion functions by collecting renta from
small and medium-sized businesses operating in their
territory. One out of every five small businesses in
El Salvador is victimized by gang extortion, and most
do not even report it to the authorities.’44 Most busi-
nesses simply choose to pay renta, fearing the vio-
lent gang reprisals and recognizing that the police are
incapable of protecting them. Targets include stores,
small businesses, restaurants, farms, transportation
companies, and even schools.!45

The gangs’ dependence on extortion revenue
makes territorial control essential since more territory
means more money and therefore more power. Much
of the violence perpetrated by gangs derives from
their efforts to intimidate extortion victims and pre-
vent the incursion of rival gangs into their territory. To
that end, gangs are adamant about earning their neigh-
bors’ respect or fear through routine violence, particu-
larly against rival gangs. Gangs also often inflict brutal
punishment against anyone who reports crimes to the
police. On the walls of their neighborhoods, gangs like
to graffiti the saying “ver, oir y callar,” which means
“watch, listen, and remain silent.”
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Transformation of Gangs

In recent years, gangs have taken clear steps indicat-
ing a purposeful transformation of their structure and
activities. MS-13 in particular has worked to codify a
chain of command, consolidate territorial control,
and integrate itself into regional cocaine transporta-
tion structures in new and lucrative ways. In Hondu-
ras and El Salvador, important factions of MS-13 are
using resources from the protection of cocaine ship-
ments and applying political lessons learned during
the 2012 gang “truce” to evolve rapidly into new, more
sophisticated and lethal structures.4® As a recent
Freidrich Ebert Stiftung report noted:

Regarding the use of violence (armed confrontations,
homicides, extortions) the behavior pattern of the
contemporary gang appears to be guided by a high
level of strategic logic. Taken together, the violent
acts of the gangs become an instrument to protect
the vital interest of the gang and broaden its oppor-
tunities. It is a reproductive rationale, which explains
the search for new sources of economic, social and
political power.147

This shift is transforming gangs from groups that
relied exclusively on violence and the threat of violence
for control to structures that are now trying to win the
hearts and minds of the communities in which they
operate. They are taking concrete steps to integrate
themselves in the cocaine trade and become a paral-
lel state or mini-state within the national territory.148

While dramatic, this transformation is not yet uni-
versal. The changes are more visible in Honduras and
parts of El Salvador; however, in both countries some
of the gang structures have remained less central-
ized and maintain their reliance on traditional illicit
sources of revenue. The difference depends on the
territory a clique controls: If it is on a route used for
illicit trafficking, that group can acquire significant
financial resources. Those in areas where trafficking
is low do not have the same revenue stream. However,
they display a larger trend in which gangs are explor-
ing and adopting fundamental changes to the way
they operate.
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Dossier: MS-13

Of the Northern Triangle’s gangs, MS-13 seems to
show the clearest signs of transforming its struc-
ture and activities. As part of this transformation, it
is investing in sophisticated military training, formal
businesses, and electoral campaigns.'49 These activi-
ties are significantly enhancing MS-13’s paramilitary
and economic capabilities.

Perhaps MS-13’s most transformative political
step was in Honduras with the countrywide deci-
sion to stop extorting small businesses that operate
in the communities the gang controls. The decision
removed an important source of revenue for the gang;
however, it also bought the gang enormous politi-
cal goodwill by removing the most hated facet of the
gang’s presence in those neighborhoods. As described
by gang leaders in four different communities in San
Pedro Sula, the decision to forego the revenue from
small-scale extortion was made possible by increased
revenue from MS-13’s growing participation in differ-
ent facets of the regional drug trade. Furthermore, the
change was described as a conscious political decision
to build a loyal political base moving forward.

This is not to say that the gang has abandoned extor-
tion, sinceitstill actively extorts manylarger businesses
in the territory under its control. These payments
remain a major source of income but have a much less
direct impact on local communities. Yet with growing
ties to Mexican drug cartels and an ever-greater role
in transporting cocaine across the isthmus, MS-13 is
acquiring financial resources, advanced weaponry, and
the sophistication to wield increasing political power.
MS-13 in many ways increasingly resembles a criminal
business enterprise rooted in brutal violence rather
than a traditional gang.

However, the evolution of MS-13’s power and
structure has not been uniform and varies depend-
ing on the subgroup’s geographic location and lead-
ership. The decision to end small-business extortion
in Honduras has not been replicated in El Salvador,
where it is under discussion. In El Salvador, MS-13’s
leadership structure is in danger of permanently
fracturing, while in Honduras the leadership struc-
ture remains solid and disciplined. These differences
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indicate that the gang’s growth into a fully functional
political-economic force is not inevitable, and multi-
ple vulnerabilities exist that could be exploited with
creative new strategies and a more realistic under-
standing of the gang’s structures.

MS-13 as a Political Force

Despite the lack of uniformity in MS-13’s transfor-
mation, these isolated changes are notable. MS-13
is operating with clearer strategic goals than in the
past and amassing political and economic power. It
has not yet coalesced around a coherent political ide-
ology; however, the gang is exercising real political
power, using a three-pronged strategy that leverages
the gang’s unity as a voting bloc. Rather than present-
ing a specific political platform beyond seeking direct
benefits for the gang, MS-13 uses the sheer number
of its members and its vast territorial control as both
carrots and sticks to subvert the electoral process in
new and dangerous ways.

The first example of the gang’s ability to do this is
its extortion of political parties for access to areas the
gangs control. This extortion occurs in Honduras and
El Salvador, where gangs charge individual candidates
from all parties several hundred to several thousand
dollars to be able to set up a party organization and
campaign in a neighborhood. While this can be seen
as a natural extension of MS-13’s typical extortion
activities, it represents an important thrust into the
political realm.

The second element, closely tied to the first, is the
gangs’ decision to ban certain politicians or political
parties they view as enemies from campaigning in the
areas they control. The most notable instance was
MS-13’s recent decision to ban supporters of Hondu-
ras President Juan Orlando Hernandez, who is seek-
ing reelection in November 2017, from entering large
sectors of San Pedro Sula. In addition to intimidating
the president’s campaign workers, the gang refused
to allow his campaign posters and other propaganda
to be displayed and threatened to kill anyone found
voting for him. The gang is threatening to employ
similar strategies against the governing FMLN in
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El Salvador in upcoming legislative and municipal
elections. These steps are rooted in MS-13’s past expe-
riences with the gang truce in El Salvador, at the time
demonstrating their potential political influence in
support of the FMLN.15°

Finally, MS-13 has begun directly financing amena-
ble mayors and local legislators. This allowed the gang
to move some of their own—or those willing to do
their bidding—into municipal strongholds, giving
them a direct line to political leaders. In some cases,
the mayors have even hired active gang members as
municipal employees.!5!

These examples of MS-13’s incursion into poli-
tics reveal a troubling trend wherein the gang greatly
expands its power and influence while protecting itself
by corrupting local governments and officials. This
shift, as well as the expansion into illicit trafficking and
the development of paramilitary capabilities, indicates
an alarming transformation that will add complex new
challenges to combating MS-13’s activities.

MS-13 has proved its adaptability and endurance
as a transnational criminal threat. It remains an open
question whether the gang can now be classified as
a criminal insurgency, but clearly MS-13, despite its
divisions and internal differences, is now a markedly
different and more dangerous organization than it
was just a year ago.

Recommendations

The challenge of combating gangs and gang vio-
lence in the Northern Triangle, when complicated
by corruption, can seem insurmountable. Arresting
gang members frequently appears to have a negli-
gible impact, particularly when they continue to be
involved in gang activities in prison. However, there
are some concrete ways that the spread of gangs can
be confronted, with support from US authorities.

Assist with Overhaul of Prison Systems. The
Northern Triangle’s underfunded and overcrowded
prisons play a central role in gang operations, allow-
ing jailed members to continue to coordinate outside
gang actions. Prisons also serve as breeding grounds
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for gangs where they can easily recruit new members.
The problem of insufficient prison resources is com-
pounded by corruption, bribery, and threats of vio-
lence against guards.15?

Past attempts to help secure prisons in the
Northern Triangle with additional technology and
resources show that corruption remains a significant
barrier to this goal.’s3 Additionally, threats of vio-
lence against prison officials and their families con-
tinue to be effective methods for maintaining gang
control in prisons. The United States can and should
provide direct aid to help secure prisons to under-
mine this instrument of recruitment and control

Bilateral Coordination on Gang Member
Deportations. MS-13 traces its origins to the United
States prison system and first gained a foothold in
the Northern Triangle when gang members were
deported to their countries of origin. Governments
in the Northern Triangle are therefore justifiably
concerned that new rounds of mass deportations of
gang members from the United States to their coun-
tries would overwhelm their overtaxed judicial and
economic systems.'54
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Recent research conducted by Florida International
University on the impact of deportations on gang
strength in the Northern Triangle demonstrates why
they should be concerned. According to survey data
from nearly 1,200 former and current gang members
in El Salvador, 97 percent of respondents reported
joining gangs in El Salvador, while less than 1 percent
said they grew up in the United States. The research-
ers conclude, “the data appear to support the thesis
that the contemporary gang phenomenon in EI Salva-
dor is predominantly a product of local structural con-
ditions, such as poverty, income inequality, and family
disintegration, among others and is not exclusively an
effect of forced migration.”55

US authorities should be mindful that injecting
thousands more gang members into these countries
would unquestionably create more challenges for
local governments. However, domestic proliferation
of gang membership should remain a central focus
of anti-gang initiatives. By coordinating with North-
ern Triangle governments to support monitoring and
reintegration programs and gang-prevention initia-
tives, the United States can help minimize recidivism
and the growth of gang membership.



VIl. Modernizing Security
Cooperation with Mexico

n Mexico, fighting transnational organized crime

has become increasingly complicated over the past
two decades, as drug cartels take advantage of the glo-
balized economy to expand into weapons and human
trafficking, money laundering, kidnapping, extor-
tion, and other illicit endeavors. Globalization has
expanded their areas of operations significantly; the
Sinaloa Cartel, for example, now has a presence on six
continents.!s¢

Nine large TCOs represent the principal transna-
tional organized crime threat in Mexico. According
to the Office of the Attorney General, these organi-
zations control approximately 45 separate armed
groups. Their activities are focused on high-impact
crimes such as murder, armed robbery, kidnapping,
and extortion.!s7

The US and Mexican governments’ strategy to fight
transnational organized crime in Mexico has relied
heavily on eliminating cartel leaders and interdicting
illegal drugs. In 2008, the United States and Mexico
launched the Merida Initiative to counter drug-fueled
violence in both countries. The strategy was synthe-
sized in four pillars:

1. Disrupting organized crime’s ability to operate;

2. Institutionalizing the capacity to sustain the
rule of law;

3. Creating a 21st-century border structure; and

4. Building strong and resilient communities.

Special thanks to Felipe Trigos and Inés Echegaray for their
contributions to this section.
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Funding, technical support, and intelligence shar-
ing have increased significantly since the adoption of
Merida. However, rising levels of violence in Mexico,
growing drug consumption in the United States—
particularly heroin—and the steady flow of weapons,
ammunition, cash, and drugs across the US-Mexico
border are proof that the strategy needs to be reas-
sessed and revised.

Since 2006, when the frontal assault on organized
crime began in Mexico, approximately 130,000 people
have died, and 27,000 are missing.’s® Since President
Enrique Pefia Nieto took office in December 2012,
reports of high-impact crimes, which he promised
to tackle at the beginning of his six-year term, have
reached dramatic levels. Kidnappings increased by
79 percent in four years.!s9 From 2015 to 2016, homi-
cides surged by 255 percent,'%© and extortion cases
increased by 30 percent.!! Violence has returned to
record levels in cities previously identified as success
stories, such as Tijuana and Ciudad Juarez.16>

A successful response to the evolving transnational
organized crime threat in Mexico should consider
institutional weaknesses and the enormous chal-
lenges that exist for implementing a security strategy
amid pervasive corruption, impunity, and criminality.

The Evolution of Transnational Organized
Crime in Mexico

Before 2006, only four cartels dominated the drug
trade in Mexico. Today, according to Mexico’s Attor-
ney General’s Office,'63 nine major cartels are operat-
ing in the country: the Sinaloa Cartel, Tijuana Cartel,
La Familia Michoacana, Judrez Cartel, Beltran Leyva
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Police take a suspected drug trafficker off a helicopter in Hermosillo, Mexico

Source: Knight Foundation, Flickr, http://bit.ly/2rz7cK.

Cartel, Los Zetas, Gulf Cartel, Los Caballeros Tem-
plarios, and Cartel Jalisco Nueva Generacion (CING).

The decapitation strategy that the Mexican govern-
ment implemented (with US support) to take down
the top drug cartel leaders—and the ensuing turf wars
and internecine fighting—Iled to these cartels fractur-
ing into splinter factions.!¢4 Since 2010, there has been
an accelerated decentralization of criminal groups,
complicating efforts to combat organized crime. The
relationship among these groups is dynamic; organi-
zations continually split from one another or engage
in opportunistic short-term alliances that usually end
in violent feuding.

The CING’s rise is an example of how criminal
organizations have become flexible and prepared to
fill vacuums left by other fractured cartels. Founded
only 10 years ago, the CJNG was able to make alli-
ances with smaller cartels to take over territory pre-
viously controlled by the Sinaloa Cartel. After Joaquin
“El Chapo” Guzman was captured for the third time
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on January 8, 2016, fractures in the Sinaloa Cartel
allowed the CING to challenge what was once the
world’s most powerful criminal organization. The
CING is rapidly surpassing the Sinaloa Cartel with
operations that span over 16 states in Mexico and with
a significant footprint in Europe and Asia.165

The Strategy Today

When former President Felipe Calderén (2006-12)
launched his security strategy in 2007, several munic-
ipal and state governments were being held hostage
by TCOs, either by intimidation with the threat of
violence or through corrupted political authorities
or security forces. Even when they wanted to resist
such corruption, many local police forces lacked the
capacity to fight violent organized crime effectively.266
Ultimately, corruption, poor training, lack of funding,
and collusion between officials and criminal groups
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Police investigate a murder scene in Hermosillo, Mexico

Source: Knight Foundation, Flickr, http://bit.ly/2rDBtmo.

made the situation untenable in important states.167
Although the Calderén and Pefia Nieto administra-
tions differed on strategy, the tactics were quite simi-
lar: assisting vulnerable states by sending armed forces
or the federal police to contain high levels of violence.

At this time, sending the military back to its bar-
racks is not an option. However, the strategy must
adapt to shifting realities and changing cartel tac-
tics. Since the military was first deployed on such an
urgent policing mission (in the state of Michoacan in
December 2006), the last two administrations have
been unable to significantly reduce violence, corrup-
tion, and the presence of major criminal organizations
throughout the country. Continued US-Mexico coop-
eration, beginning with evaluating and modernizing
the Merida strategy, is imperative to gaining ground
on this new and evolving threat.

Since 2008, Congress has appropriated $2.6 bil-
lion to Merida to bolster Mexico’s security and sur-
veillance, modernize the country’s justice system,

and fund education and training programs.68 How-
ever, the diversification of transnational organized
crime into a plethora of illegal activities using resil-
ient and flexible chains of command and advanced
tactics and weaponry requires a more flexible and
updated approach. It also requires a more compre-
henisve commitment to meet the shared responsibil-
ity for CTOC operations in the United States, Mexico,
and the region at large.

Modernizing and Adapting

Although the United States has provided material
resources, training, and equipment to Mexico and
bilateral cooperation is at an all-time high, organized
crime in Mexico remains a grave threat to public secu-
rity. Establishing and sustaining the rule of law is an
elusive goal. Building strong and resilient communities
requires more political commitment and resources,
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and creating a 21st-century border demands greater
cooperation, innovation, and infrastructure.

Considering these shortcomings, the United
States and Mexico must adjust their strategies and
expand their joint efforts to tackle a broader set of
problems that have limited the Merida Initiative’s
success to date.

Pervasive Corruption and Impunity in Mexico.
Currently, at least 12 former governors of Mexican
states are accused of corruption, money laundering,
or narcotics trafficking169 Some of these officials—
and, presumably, many like them—are responsible for
inhibiting antidrug efforts for decades. In some cases,
they have made pacts with criminal organizations to
allow them to operate in their jurisdictions with impu-
nity; in others, officials have become directly involved
in crime for personal financial gain.

A culture of impunity has bred corruption among
politicians from all parties and officials at all lev-
els in all branches of government. Such widespread
corruption hinders any security strategy and stunts
the country’s economic growth—costing Mexico
approximately $17.3 billion a year, or 9 percent of the
country’s GDP.17° No degree of international coop-
eration or technical assistance will likely produce
lasting results until Mexican authorities attack this
impunity and corruption through systematic and
sustained measures.

The fight against structural corruption requires a
legal framework to make officials more accountable.
Such a framework includes passing stronger and more
comprehensive anticorruption laws, increasing and
improving prosecution, imposing stricter sentences
on corrupt politicians, eliminating immunity for all
public servants, and empowering independent bod-
ies and organizations to ferret out corruption.”* An
effective plan cannot ignore individuals who induce
corruption by bribing public officials.

Mexico’s inability to impose effective justice
against organized crime generates a dangerous sense
of impunity among criminals (including corrupt offi-
cials) and undermines its citizens’ security. Accord-
ing to the Global Impunity Index, Mexico has the
second-highest level of impunity in the world. Only
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7 of 10 crimes are reported, and of all the crimes
committed in the country, less than 5 percent result
in prosecution that produces a verdict and sentenc-
ing, meaning that impunity in Mexico is close to
95 percent.l72 With such rampant impunity, it is no
surprise that only 9 percent of Mexicans trust judicial
authorities in their country.

Fighting impunity requires a bottom-up approach
to instill a culture of lawfulness and the expecta-
tion of justice at all levels of society. Although Mex-
ico’s sovereignty-conscious government would never
accept an external body similar to the International
Commission Against Impunity in Guatemala, to
enhance the effectiveness and independence of pros-
ecutions, greater international accountability might
encourage national authorities to reform and ade-
quately fund their criminal justice system.

The transition from an inquisitorial to an accusato-
rial justice system in Mexico is one reform supported
by Merida-funded programs. However, no procedural
reform can guarantee that prosecutors and judges
will perform their functions effectively and properly.
Corruption can undermine any process, and this sys-
temic problem cannot be resolved until police, pros-
ecutors, and judges operate honestly, efficiently, and
independently.

Expanding Cooperation to Fulfill Shared
Responsibility. The commitment by US and Mex-
ican authorities to cooperate in the fight against
transnational organized crime is based on an under-
standing that neither country can deal effectively
with this phenomenon on its own and that both
countries share responsibility for the problem.
Because organized crime persists on both sides of
the border, both countries must do more to meet
their shared responsibility. Both must be prepared
to confront issues that have not been adequately
addressed under Merida programs.

Weapons Trafficking. Mexican law enforcement, in
many cases, is literally outgunned by TCOs using
sophisticated firearms—the majority of which come
from the United States. The steady flow of these
sophisticated and powerful weapons gives criminal
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organizations in Mexico extraordinary firepower,
which surpasses that of most Mexican security
forces.

A GAO report concluded that, of the 100,00 fire-
arms Mexican authorities seized between 2009 and
2014,'73 more than 73,000 (73 percent) were found to
have originated in the United States.!7+

Of particular concern is a new and rapidly grow-
ing tactic that weapon smugglers have devised to
avoid detection and interdiction at the border: ship-
ping weapon parts to Mexico for assembly into fire-
arms.'75 Under the US Gun Control Act and the
National Firearms Act, American gun manufacturers
or importers are not required to engrave serial num-
bers on gun parts, making this new smuggling tactic
even more difficult to combat. Furthermore, retail-
ers are not required to report the purchase or sale
of gun parts or kits, except for “gun receivers”—the
frame that houses the bolt, firing mechanism, and so
forth. Nevertheless, detection of a receiver is easily
avoided by transferring nearly complete “8o percent
receivers,” which require some finishing work and
need not be reported to authorities. While increased
interdiction on both sides of the border is also
helpful, US efforts would be greatly enhanced by
closing legal loopholes governing the engraving,
reporting, and transferring of gun parts, including
80 percent receivers.

Human Trafficking. Human trafficking has been
directly correlated with drug trafficking in Mexico
for decades, especially since criminal organizations
in Mexico diversified their operations.l7¢ In 2016, the
Walk Free Foundation, through its Global Slavery
Index, estimated that the highest number of enslaved
people in the Americas was found in Mexico—approx-
imately 377,000 people.'7”7 Women and children are
among the most vulnerable, especially those living in
marginal communities. Women are forced into pros-
titution, while boys and men are used for involuntary
labor, which sometimes includes forcefully turning
them into gunmen.178

Insecurity and economic instability in Central
America have exacerbated the illegal practice. In 2016
alone, 500,000 immigrants crossed Mexico in hopes
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of reaching the United States, making them targets of
human trafficking by criminal organizations.79

Illegal Drug Comsumption. According to the Centers
for Disease Control and Prevention (CDC), “in 2015
more Americans died of drug overdoses than any other
year on record: more than 52,000 deaths in just one
year.”18 These overdoses and the overall opioid crisis
confronting the United States are largely attributable
to inadequate regulation of prescription drugs. Accord-
ing to CDC prescription data, hundreds of millions of
prescriptions for opioid painkillers have been written
by physicians in recent years, producing record num-
bers of patients who became addicted to opioids, either
legally prescribed or acquired through the illegal mar-
ket created by the flood of prescribed drugs.’8! These
new addictions have created a significant market for
illegal drugs such as fentanyl and heroin, which are pro-
duced and transported mainly through Mexico.!82

Although the United States has adopted some
measures to mitigate this phenomenon, only
10 states have produced legislation to limit opioid
prescriptions. In the meantime, hundreds of thou-
sands of Americans continue to suffer the conse-
quences of these addictions, and their demand fuels
criminal drug trafficking by TCOs in both countries.
Congress and the Trump administration have given
new attention to the opioid crisis, and additional fed-
eral controls on prescription drugs and resources for
law enforcement and demand-reduction programs
are essential to reducing illegal trafficking.

Insufficient Financial Intelligence. The ability of law
enforcement authorities and financial regulators to
deny TCOs access to the international financial sys-
tem is a potent asymmetrical tool against these dan-
gerous networks. Both the United States and Mexico
need more resources to detect and dismantle illicit
money laundering operations and seize criminal pro-
ceeds. Properly funding financial-intelligence oper-
ations is crucial to attacking the revenue flows and
operational capacity of TCOs in both countries.

Insufficient and Corrupt Security Forces in Mex-
ico. In recent decades, due to civilian police forces’



MODERNIZING SECURITY COOPERATION WITH MEXICO

Customs and Border Protection discovered 240 pounds of marijuana, worth almost $120,000, concealed in a 2001 BMW

Source: Wikimedia, http://bit.ly/2tuVrRs.

incapability, ineffectiveness, or corruption, most of
the fight against transnational organized crime in
Mexico has been entrusted to the armed forces. Mexi-
can Army and Navy personnel who were never trained
to function as law enforcement officials have been
deployed on the front lines in a policing capacity.

In many cases, these security forces have filled a
void and performed adequately. However, for myriad
reasons, this military response to the transnational
organized crime challenge is unsuitable and unsus-
tainable. Professional civilian policing is essen-
tial to CTOC efforts on the front lines in Mexico’s
communities.

Several attempts to train and vet competent fed-
eral police forces have failed. In the past decade, local
governments in Mexico have received an estimated
$5.7 billion in funding to improve their police forces.!83
Nevertheless, these local law enforcement authorities
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still lack adequate training, funding, equipment, and
in some cases, the willingness to face criminal orga-
nizations. According to an alarming report on the fit-
ness for duty of Mexican police, in 2016 more than
28,000 policemen failed their background checks but
continued to work as police officers.184

The latest, most promising attempt to reform
the police in Mexico is the so-called Mixed Police
Command, an initiative from the Mexican executive
branch that already has cleared the Mexican Senate
but remains stalled in the Chamber of Deputies. This
initiative would allow federal security forces to inter-
vene in states and municipalities that face serious
challenges from organized crime.185

If the bill is passed and signed into law, it could
represent the first step toward restoring the police’s
role as the primary actors against organized crime.
In the meantime, another bill, the Internal Security
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Law, is intended to balance the military forces” abil-
ity to operate with accountability for any violations of
human rights.186

An adequate defense budget also is necessary to
target transnational organized crime operations
on Mexico’s land and maritime borders and in vast
international waters that are the corridor for illicit
smuggling. Mexico spends 0.45 percent of its GDP
on defense, less than half the region’s average.'87
Compounding this problem is the deficit of soldiers
in the armed forces, calculated at 33 percent.!88 Cur-
rent defense funding inadequacies and recent cuts
(in some cases, reductions of more than 40 percent)
hurt the effectiveness of those entrusted with secur-
ing Mexico’s territory against transnational orga-
nized crime.!89

If Mexico does not spend additional political and
financial capital to strengthen and train its security
forces, securing the country against transnational
organized crime will be practically impossible.

Conclusion

Fighting transnational organized crime is a compli-
cated task that requires adequate human and mate-
rial resources, efficient law enforcement agencies,
and willing partners to fight a threat that evolves,
adapts, and operates across national borders.
Although the Merida Initiative has accomplished
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significant results, the United States and Mexico can
do more to stay ahead of sophisticated, flexible, and
resourceful criminal networks. This fight requires
that both countries accept their shared responsibility
in addressing the threat.

Mexican authorities are making progress in defin-
ing the ideal role of police versus the military and
local versus federal authorities on the front lines of
the CTOC effort. Even as they clarify these func-
tions, federal officials must be pragmatic when imple-
menting emergency responses in states and localities
where the local governments are unwilling or unable
to fight deadly cartels effectively.

For Merida programs to produce better results,
Mexico can do much more to tackle corruption, impu-
nity, and the lack of political will to confront an enemy
that continues to threaten the lives of millions of peo-
ple on both sides of the border. Holding state and
local authorities accountable, increasing the coun-
try’s armed forces and security budgets, and passing
crucial legislation to improve the way the government
protects its people are necessary and urgent steps.

As apartner in Merida, the United States can also do
much more to reduce the consumption of illegal drugs,
which fuels supply from Mexico, and combat weapons
trafficking, which allows criminal organizations to over-
power authorities and terrorize communities. Without
a concscious effort to modernize Merida, transnational
organized crime will continue to threaten the health
and national security of both countries.
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