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INTRODUCTION

A.  Purpose

The purpose of the audit was to evaluate The Smithsonian Associates (TSA) study tour
reservation process internal controls and systems general controls that address access
controls, application program change controls, segregation of duties, security, and service
continuity for the study tour reservation information system.

B.  Scope and Methodology

The audit was conducted from February 26, 2002, through May 10, 2002, in accordance
with generally accepted government auditing standards.  The audit methodology
consisted of the following:

• Identifying and reviewing applicable policies and procedures relating to internal
controls, computer system security and integrity of reservation data;

• Assessing TSA's study tour reservation system (SELECT)1 regarding computer
security plans, policies, and procedures for compliance with Institution policies;

• Evaluating controls to assess safeguards to protect sensitive data and ensure that
patron data is reliable and complete;

• Assessing the adequacy of controls to prevent or detect unauthorized activities,
including external intrusion, theft, or misuse of patron data, and destruction of
hardware, software, and data;

• Evaluating the SELECT reservation system and security plans, controls,
procedures, practices, standards, and policies covering the General Accounting
Office’s Federal Information System Controls Audit Manual (FISCAM2); and,

• Utilizing guidance issued by the National Institute of Standards and Technology
relating to information system disaster recovery and business continuity planning.

We reviewed:

• Policies, procedures, and controls relating to system security and integrity of
reservation data,

• Controls over sensitive patron data, and
• Controls to prevent or detect unauthorized activities, including theft, misuse or

destruction of hardware, software, and patron data.

We conducted interviews regarding the daily administration of the study tour reservation
process that included TSA Management, Registration and Customer Service, Study

1
During June 2001, software modifications were made to SELECT information system to incorporate the

ability to process study tour reservations as well as Resident Associate Program reservations and
memberships.  The SELECT system is the information system used within TSA to process Resident
Associate Programs ticketing, Memberships, and Study Tour reservations.

2 The FISCAM manual is designed for evaluations of general and application controls over financial
information systems that support agency business operations.  FISCAM control areas include access
controls, application program change controls, segregation of duties, operating system security, and service
continuity.
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Tours, Business Office, Information Technology, Marketing and Membership staff, and a
consultant supporting the TSA reservation system.  Through interviews, we gained an
understanding of the practices employed concerning reservation system access
limitations, password security, business continuity and disaster recovery plans, and
maintenance and modifications.  And finally, we interviewed staff concerning the
collection and leasing of patron data.

C.  Background

TSA consists of three major programs: the Smithsonian Study Tours, the Resident
Associate Program, and the Membership Programs.  The Study Tours consist of
International Tours, Odyssey Tours, seminars, and national and local day and overnight
tours.  The Resident Associate Program is a comprehensive non-credit curriculum in
liberal studies, which is offered to the 55,000 Resident Associate member households and
to the public.  TSA membership programs generate revenue from the collection of fees of
the Resident Associate and Young Benefactors.

This audit concentrated on TSA study tours, which represents the majority of revenue
generated by TSA.  As shown below, TSA study tours generated in FY 2001 approximately
$103,342 each day3.

Table 1

TSA’s study tours program offers participants the opportunity to travel and learn through
trips designed by Smithsonian experts.  Study tours are divided into US/Canada tours
(including local tours), International tours, and Seminars (both international and
domestic).  The majority of all Study Tour reservations are processed by the Select system.

3 FY 2001 revenue of $26,868,920 / 52 weeks / 5 days = $103,342.
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RESULTS OF AUDIT

A.  Disaster Recovery and Continuity of Operations Plans

TSA has not implemented disaster recovery and continuity of operations plans for
restoring its SELECT reservation system.  Because of budget and other staff priorities,
management has not taken steps to develop and implement disaster recovery and
continuity of operations plans.  Without these plans, TSA could face study tour financial
losses alone of approximately $103,342 each day the SELECT system is not in operation.
In addition, management is unprepared in the event operations are rendered inoperative
due to a system failure, compromise, or a disaster situation.

Background

The scope of our review consisted of evaluating the existing disaster recovery and business
continuity plans in place for the SELECT reservation system.  We interviewed TSA
management and information technology staff to gain an understanding of TSA
operations and reliance on the SELECT reservation system.

“Smithsonian Institution Computer Security Handbook,” September 9, 1993, provides
computer security policies and procedures for all Smithsonian components to develop
disaster recovery and business continuity plans.  Disaster recovery safeguards consist of
developing a contingency plan, storing the plan offsite, regularly backing up files and
software, identifying an alternate offsite processing site, and testing the contingency plan.
According to the Handbook, the purposes of a contingency plan are to determine actions
that will, minimize the effects, of undesirable occurrences, document emergency response
actions, restart the system, and establish procedures for recovering from losses.

The National Institute on Standards and Technology has published “The Contingency
Planning Guide for Information Technology Systems (December 2001),” which provides
instructions, recommendations, and considerations for government IT contingency
planning.  According to National Institute on Standards and Technology guidance, some
type of documented procedures should be in place to provide for the recovery of files,
address disaster recovery, and identify critical processing (data).  The plan should allow
for periodic testing (at least annually) and should ensure that personnel understand their
respective roles during a disaster.

Results of Review

Our review determined that TSA has not documented and implemented disaster recovery
and business continuity of operations plans for the SELECT system.  TSA uses the
SELECT system to record, process, store, and manage its study tour reservation
transactions.  In fiscal year 2001, study tours alone generated approximately $26.9 million
or $103,342 per day in revenue.  In addition, patron data is stored within the system and
is extensively used for preparing management reports and for marketing purposes.
Disaster recovery and contingency plans assess the adequacy and ensure continuity of
operations if either a complete system failure or the failure of system components occurs.
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Management has not taken steps to develop and implement disaster recovery and
continuity of operations plans because of budgeting and staff priorities.  In September
2001, the SELECT system was becoming fully operational.  During this time, study tour
reservations significantly declined from September through the remainder of 2001.
Because of this decline, management redirected its attention concerning office and budget
priorities.

During the audit, management noted that the Office of the Chief Information Officer also
did not have detailed guidance on developing disaster recovery and business continuity
plans.  TSA management stated that plans were recently considered to identify an offsite
file backup location and possible alternative site for maintaining telephone reservation
operations.  Offsite telephone operations would permit study tours to continue to accept
reservations that would subsequently be entered into SELECT at the main TSA office or at
a restored SELECT center location.

Without disaster recovery and continuity of operations plans, TSA could face financial
losses of approximately $103,342 each day the SELECT system is not in operation.
Disaster recovery and continuity of operations plans would add assurance that the
recovery of files, software, and equally important business operations will continue with
the least amount of disruptions.  During the audit we provided TSA with draft guidance
from the U.S. Department of Commerce, National Institute on Standards and
Technology, Special Publication 800-34: “Computer Security, Contingency Planning Guide
for Information Technology System (December 2001).” To their credit, TSA has a system
backup tape process; however, the tapes are stored locally.  Additional assurances can be
gained if the backup tapes of critical information and materials are kept both on and off-
site TSA began taking steps to develop its disaster recovery and business continuity
operations plans, including establishing an off-site storage location during the audit.

Conclusion

Because the SELECT system is essential and critical to TSA’s daily operations, it is
important that disaster recovery and continuity of operations plans be in place.  Without
implemented disaster recovery and business continuity plans, TSA is unprepared and
could face substantial financial losses in the event SELECT system operations are
rendered inoperative.  Recovery and continuity of operations plans should address, at a
minimum, the identification of critical system processes and off-site storage for back-up
tapes.

Recommendation

We recommended that the Director of The Smithsonian Associates adopt and implement
disaster recovery and continuity of operations plans for the SELECT system.
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Management Comments

Agreed.  Management has begun researching, planning, and implementing disaster
recovery and continuity of operations plans for the SELECT system.  Management
intends to complete the plan by September 30, 2002.

Office of the Inspector General Response

The Director's actions are responsive to the recommendation.  We will follow up with the
Director in October 2002 to obtain the status of this recommendation.
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B.  Reservation Process Internal Controls

TSA study tour reservation internal controls can be strengthened.  Currently, TSA staff
has greater reservation system access than necessary to fulfill their responsibilities.  In
addition, there are no system procedures that prevent staff from making unauthorized
modifications.  This occurred because after TSA fully transitioned to the SELECT system,
it did not perform a system operations risk assessment.  As a result, TSA did not identify
and establish policies and procedures that define user groups with access levels tied to
their functional responsibilities, remove unauthorized users, or formalize procedures for
processing refunds.  As a result, the lack of adequate internal controls increases the
opportunity for unauthorized modification of files and programs and significantly
decreases the integrity of the system.

Background

The scope of our review consisted of evaluating the reservation system process, system
access, and record modification procedures in place from February 2002through May
2002.  We interviewed TSA management, reservation and information technology staff,
and a system support consultant.

Smithsonian Directive 115, Management Controls, revised July 23, 1996, lists standards
that shall apply to Institution units.  In particular, the directive requires manager's to take
systematic and proactive actions to develop and implement appropriate, cost effective
management controls.  It also requires that controls established shall provide reasonable
assurance that assets are safeguard against waste, loss, unauthorized use, and
misappropriation.  In addition, management should separate key duties and
responsibilities relating to authorizing, processing, recording, and reviewing official
agency transactions.  Managers are also required to exercise appropriate individuals and
assign accountability for the custody and use of resources.

“Smithsonian Institution Computer Security Handbook,” September 9, 1993, provides
computer security policies and procedures for all Smithsonian components.  The goals of
the computer security program are to perform a risk assessment to prevent unauthorized
disclosure of sensitive information, and protect data from accidental or malicious
alteration or destruction.  In addition, computer systems must undergo a risk analysis to
identify potential threats to the computer system.  Risk analysis can determine the
appropriate and cost effective security measures that computer systems should maintain.

Results of Review

We determined that internal controls regarding system administrative access, password
assignments, and refund processing could be strengthened.  The TSA study tour
reservation process consists of reservations coordinators taking study tour phone
reservations, entering patron bookings that include names, addresses, credit card
information, and processing credit card charges in SELECT.  Our review of the SELECT
user access listing showed there were 131 user accounts that either were in multiple user
groups or had more than one access account to the SELECT reservation system.

In the hierarchy of user groups, the highest level of system and data access is the
administrative level.  Administrative access provides the user with the ability to add or
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delete SELECT system users, modify or delete master patron records, and access different
reports.  Other non-administrative groups have access rights that can also alter master
patron file records and information.  Our review of the user listing determined that many
TSA users have administrative access rights with more than one logon account.  These
users’ duties may not necessarily require such a high level of system access.  For example,
administrative system rights are given to business office staff who perform accounting and
other administrative duties, as well as reservation staff that are authorized to grant patron
refunds.  We believe that separation of duties is necessary between those staff members
that have the ability to change and modify master files and those who perform accounting
and revenue recording duties.  To their credit, TSA has established several different user
groups with different levels of system access. However, these user groups were established
for processing sales and did not necessarily consider computer security.

We reviewed the process for granting access and removing users from the SELECT
system.  We determined that logon names were initially assigned to staff in a manner
inconsistent with the Institution password policy.  For instance, users are provided a
logon name that closely resembles their personal name and then assigned a password that
is also closely identified to their name. Assigning user accounts with closely matching
passwords is a serious weakness that can undermine the security and data integrity of a
system.  As noted in the “Smithsonian Institution Computer Security Handbook,”
passwords are often the first line of defense in protecting computer systems from
unauthorized use and disclosure.  Easily guessed passwords is the weakness most
frequently exploited by unauthorized users.  If the unauthorized user knows the account
holder, guessing the password is often just a matter of entering a name.  Difficult
passwords drastically reduce vulnerability from unauthorized users.  Although the
SELECT system can allow users to reset their passwords, staff were seldom advised to reset
their passwords.  With regard to removing user accounts from SELECT, TSA staff stated
that there is no formal internal process for identifying users who no longer require
SELECT access.  Users are removed only when a supervisor informs a designated SELECT
system administrator or because a TSA administrator notices that a staff member has left.

Also, in evaluating the study tour reservation internal controls, we identified the process
of applying refunds to patrons as a control point within the reservation process that
should be strengthened.  Study tour refunds can arise when TSA cancels a study tour or
when a patron either cancels or changes a study tour reservation.  Although TSA’s refund
policy varies according to the type of tour, refunds are usually not permitted within a
certain number of days before a tour begins. We noted that the credit card process
performs address verification when a study tour charge is placed but not when a refund
credit is processed.  This occurred because the bank credit card processor is unable to
institute address verification for credit refunds.

Management had taken action to strengthen internal controls in the reservation refund
process by specifically identifying the reservations manager as the individual who will
have the authority and responsibility to process refunds.  The process requires the
reservation coordinators to inform the patrons that their cancellation or refund request
will be noted and they are required to submit a written request for a refund to TSA.  The
patron’s refund, however, will not be processed and credited until the written request is
received by TSA.  TSA policy is to apply the refund to the credit card initially charged.
Management stated that the process was communicated orally to staff during a staff
meeting.  Study Tour staff have also prepared step-by-step procedures for canceling a
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reservation in the SELECT system.  Although the refund process was strengthened, we
determined that SELECT users could circumvent the controls and process refunds
undetected.

TSA staff informed us that, since migrating the study tour reservation process over to the
SELECT system, management has not performed a risk assessment of its operations.  A
risk assessment of its newly modified reservation system coupled with a staff operational
process review would have given management an opportunity to establish user access
groups, comply with password policy, and strengthen system controls to prevent
unauthorized record modifications.  In addition, during the migration period, TSA’s
attention was redirected because of a significant number of study tour cancellations due
to the tragic events of September 11, 2001.

Generally, an absence of reliability and accountability in computer systems compromises
access and service to legitimate users.  Without adequate access and record modification
safeguards in place, patron data could be compromised or misused and refund
transactions could be unauthorized and undetected.  Because of weak passwords, there is
no assurance that all user transactions were made by the apparent users.  SELECT data
integrity risk increases when inaccurate data could be used to make imprecise business or
management decisions.  Moreover, any compromise of patron data could lead to possible
legal action or negative publicity for the Institution.  During the audit, TSA management
stated that they will comply with the password policy and quickly required passwords to
be changed to a scheme that was not easily identifiable.

Conclusion

We determined that after fully transitioning to the SELECT system, TSA had not
performed a risk assessment of its operations.  An operations risk assessment coupled
with defining staff functional responsibilities with respective SELECT access, could have
strengthened internal controls for making study tour reservations.

Recommendations

We recommended that the Director of The Smithsonian Associates:

1. Perform a risk assessment that removes unnecessary accounts and establishes user
access groups that more closely identify operational responsibilities with
respective SELECT access requirements.

2. Comply with Institution password policy and require all users to reset their
SELECT passwords to conform to the policy.

3. Modify the SELECT system to limit the ability to process refunds to a designated
user group and lockout the ability to process refunds after the prohibited refund
date.
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Management Comments

Agreed.  The Director has already taken action to remove unnecessary accounts and
assigned the reservations manager the responsibility to review all account changes.  In
addition, a review of user groups that includes evaluating access levels by each group will
be completed by June 20, 2002.

Agreed.  The Director has already required passwords to be changed to a more stringent
scheme and has implemented written password policy.

Agreed.  The Director plans to modify the SELECT system to permit only the reservations
manager to process refunds.

Office of the Inspector General Response

We believe that the Director's actions are responsive to the recommendations.
Recommendations two and three are considered closed and we will follow up with the
Director in July 2002 concerning recommendation one.
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C.  Reservation System Contracting

TSA has not formalized its support contract for SELECT software maintenance and
development upgrades.  In addition, TSA does not have a process for documenting and
maintaining its SELECT system changes. The software maintenance and development
support contract was not established because management had not identified the scope
required for system support.  Management further relied on a software support provider
to maintain the documents and records (software modifications) made to the system.
Without a formal written contract in place, there is an increased risk that the legal
interests and intellectual rights of the Institution may not be fully protected.  In addition,
without a software change and configuration documentation process, management has
no assurances that the system will be kept operational and that future changes will be
performed efficiently.

Background

The scope of our review consisted of evaluating the process employed by TSA to maintain
change and configuration management of the SELECT reservation system changes in
place during September 2001 through May 2002.  We interviewed TSA management,
information technology staff, and the system support consultant.

Smithsonian Directive 115, Management Controls, revised July 23, 1996, requires that
Institution managers take systematic and proactive measures to develop and implement
appropriate, cost effective management controls that provide reasonable assurance that
assets are safeguarded.

The Office of Contracting’s Informational Briefing: Making Small Purchases at the
Smithsonian Institution, FY 2001, provides basic policies and procedures for purchasing.
In addition, the Office of Contracting has established restrictions on certain types of
purchases that include custom developed software.

Results of Review

As part of evaluating the SELECT software change and configuration controls, we noted
that TSA did not have a formal contract in place for software maintenance and
development services.  During the audit, we discovered that TSA was paying a consultant
for system software maintenance and modifications.  Additionally, TSA was not
maintaining software changes made by the consultant.  TSA management had not
formalized its SELECT contract support because they did not know the extent and type of
contract required, as well as the level of support needed to maintain the system.  Since
migrating study tour reservation processing to the SELECT system, management had not
defined its contract support requirements.

In addition, TSA management did not maintain the software programming changes
because the system is written in a unique software programming language in which TSA
staff is not well versed.  According to TSA staff, the consultant who supports the system
specializes in supporting the SELECT system.  As a result, management relied on the
software support provider to maintain the documents and records related to the SELECT
system.
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Absent a formal written contract, there is an increased risk that the legal interests and
intellectual property rights of the Institution may not be fully protected.  Without a
software change management process, TSA may not be able to maintain critical
reservation system data processing and could experience unnecessary delays if the
consultant decides not to support the SELECT system.  Furthermore, each reservation
software change must be maintained by TSA in a systematic and controlled manner in
order to keep the reservation system operating efficiently.  During the audit, TSA
management began drafting a statement of work to support the system changes.

Conclusion

TSA does not have a support contract in place for SELECT software maintenance and
development upgrades or a process for documenting and maintaining its system changes.
At a minimum, a formalized contract will identify the scope of work, length, and costs for
services, and required system and data access to meet service requirements.  Additionally,
the contract should also identify the process needed to ensure that all system changes are
documented, maintained, and evaluated.

Recommendations

We recommended that the Director of The Smithsonian Associates:

1. Define and put in place, with support of the Office of Contracting, a contract for
the maintenance of and modifications to the SELECT system.

2. Obtain the system documentation, including changes, from the SELECT
consultant and establish a change and configuration process for future
modifications.

Management Comments

Agreed.  The Director plans to determine TSA SELECT contract needs and require that
the contract include provisions for system documentation and a change and
configuration management process for future system changes by June 30, 2002.  Once
determined, the Director plans to obtain assistance in writing the contract from the Office
of Contracting.

Office of the Inspector General Response

The Director's actions are responsive to the recommendations.  We will follow up in July
2002 on the status of this recommendation.
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D.  Patron Data Protection

TSA needs to improve the security of sensitive patron data obtained by study tour
operations.  Sensitive patron data is kept in binders in open workstations, unlocked
cabinets, electronic mail accounts, and in personal computers.  This occurred because
TSA has not identified nor implemented data handling and storage procedures.  Without
adequate safeguards for protecting patron data, the risk that the data could be
compromised, accessed or used without authorization, lost, or misplaced increases.  Also,
the Institution could face unnecessary litigation or negative publicity if TSA fails to
implement safeguards to protect patron data.

Background

The scope of our review consisted of evaluating the study tour reservation process to
include the type and extent of information collected, as well as the storage and protection
of, and access to patron data.  We interviewed Study Tour Reservation Coordinators,
Program Coordinators, and Marketing and Business Office staff.

Smithsonian Directive 115, Management Controls, revised July 23, 1996, requires
Institution managers, to take systematic and proactive measures to develop and
implement appropriate, cost effective management controls that provide reasonable
assurance that assets are safeguarded against loss or unauthorized use, and maintain
accountability for the custody and use of resources.

“Smithsonian Institution Computer Security Handbook,” September 9, 1993, provides
computer security policies and procedures for managers of computer systems.  The goals
of the computer security program are to prevent unauthorized disclosure of sensitive
information and protect data from accidental or malicious alteration or destruction.

Results of Review

During our review of the TSA study tour reservation process, we determined that
sensitive patron data is being insecurely kept in binders at staff workstations, in unlocked
file cabinets, within electronic mail accounts and in personal computers.  Sensitive patron
data consists of patron names, addresses, credit card information, and banking and
checking account information. TSA’s practice is to store patron data in the office for
several years after a study tour trip. TSA also receives sensitive patron data via its website
and in electronic mail messages for study tours reservations.  Although management has
implemented protection methods of encrypting the patron data as it is transmitted from
its website to TSA, once the messages are de-encrypted they are stored online in an
Institution network electronic mail folder.  The patron information is transferred from
electronic mail to a Microsoft Word document and subsequently transmitted to others
within TSA for study tour reservation processing.  The individual Microsoft Word
document is then saved and stored in personal computers.  As a result, numerous
documents containing patron information are being collected and stored throughout TSA
without some level of protection.

This occurred because TSA had not performed a recent operational risk assessment since
reorganizing its operations and migrating study tour reservations to SELECT.  An
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operational risk assessment should include evaluating and implementing data handling
and storing procedures to ensure that patron data is secure.

Without implementing adequate safeguards for protecting patron data, the risk that the
data could be compromised, accessed, or used without authorization, lost, or misplaced
increases.  According to SD 115, TSA has an obligation to protect patron data and could
face unnecessary litigation and negative publicity if they fail to implement safeguards to
do so.

Conclusion

TSA can benefit by implementing stronger controls regarding patron data collected by the
study tour reservation process.  Adequate security controls and safeguards over sensitive
electronic and hard copy patron data obtained by study tour operations reduces the risk
of patron data being compromised, accessed, or used without authorization, and even lost
or misplaced.

Recommendation

We recommended that the Director of The Smithsonian Associates develop and
implement office procedures for the secure storage of electronic and hard copy forms of
patron data.

Management Comments

Agreed.  The Director in May 2002 changed its online shopping cart software and process
to decrypt and save web orders over to a secure server with limited staff access.  The
Director also began implementing office procedures to secure storage of electronic and
hard copy forms of patron data.  By July 31, 2002, a review of both paper and electronic
records will be performed to eliminate any unnecessary or redundancy of storage.

Office of the Inspector General Response

The Director's actions are responsive to the recommendation.  We will follow up in
August 2002 to obtain the status of this recommendation.
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E. Study Tour Solicitations

TSA is marketing and leasing, to list rental companies, patron information without
affirmative consent.  In addition, TSA does not have a formal agreement with list rental
companies that define the use and restrictions of leased patron information.  Also, TSA is
using patron information to inform patrons of future TSA promotions without obtaining
their affirmative consent.  This is occurring because officials have not sought patron
consent permitting TSA to use internally, or market patron information.  Because of a
decrease in interest in leasing patron information, management had not planned to
formalize its lease rental company agreements.  As a result, TSA patrons may not always
affirmatively give TSA rights to use this data for internal purposes or to market it to third
parties.

Background

The scope of our review consisted of evaluating the data collected and used by TSA study
tour reservation process from January 2002 through May 2002.  We interviewed TSA
management, information technology, and marketing staff.

Smithsonian Directive 115, Management Controls, revised July 23, 1996, requires that
Institution managers take systematic and proactive measures to develop and implement
appropriate, cost effective management controls that provide reasonable assurance that
assets are safeguarded.

Smithsonian Internet Privacy Policy states that the Institution "will never share your name
or information outside the Smithsonian unless you affirmatively authorize us to do so by
opting-in."  Opting-in is the means by which patrons give permission to the Institution to
share their information with third parties.

Results of Review

As part of our review of the TSA study tour process, we evaluated patron data collected
and how this data was protected and used within TSA.  Through discussions with TSA
marketing staff and the Webmaster, we determined that TSA is collecting, marketing, and
selling TSA patron information to list rental companies without fully disclosing to
patrons how their personal information is being used.  TSA gathers patron personal
information from a variety of sources and has established a marketing database populated
with patron information from study tours, as well as the Resident Associate and
Memberships Programs.  TSA uses its marketing database for both TSA internal
promotional efforts, as well as a source of revenue by leasing patron listings to list rental
companies.  Although management stated that interest in lease listing has decreased, in
fiscal years 1999 through 2001, TSA generated $146,000 in revenue from the rental of its
marketing database.  Internal TSA solicitation efforts have consisted of postal mailings of
literature as well as targeted electronic mail advertisements.  TSA provides the electronic
mail addresses, develops the advertisement content, and provides the information to an
electronic mailer.  The electronic mailer then distributes the electronic advertisements.
For postal solicitations, TSA did not ensure that a formal agreement is established with its
list rental companies.  Although, TSA management stated the list rental companies
impose restrictions to the third party marketers, without a formal agreement with the list



15

rental companies, there is no assurance or requirement that the list rental companies will
impose any TSA restrictions on successor third parties.

This occurred because TSA has not sought to obtain patron consent to market patron
collected information.  Specifically, TSA has not sought to obtain patron consent through
its website or paper documents provided to study tour patrons.  In addition, no formal
agreement exists between TSA and third parties because, according to TSA management,
listings have decreased and management was not planning on actively leasing patron
information.  TSA also relied on verbal and electronic mail to communicate any price and
usage restrictions.  In FY 2001, 5,800 patrons traveled on TSA study tours.  TSA
management indicated that information requesting consent had been included in
previous publications.  However, a review of documents sent to patrons who have booked
recent tours, did not reveal any type of disclosures or requests for permission to sell
patron information to third parties nor was there an opportunity on the TSA website that
allowed patrons to affirmatively consent to share their personal information outside of
the Institution.

As a result, study tour patrons that receive unsolicited TSA promotions and third party
marketing advertisements may negatively perceive that TSA is marketing and sharing
their information with third parties without their consent.  Without a formal written
agreement in place between TSA and the third party marketers, there is an increased risk
that the interests and rights of TSA and its patrons may not be fully protected.  In
addition, TSA is at risk of not complying with the Institution’s Internet privacy policy by
not obtaining patrons’ consent to market their information outside of the Institution.

Conclusion

The gathering and usage of patron information for solicitation purposes requires
adequate disclosures to mitigate any negative patron reactions when receiving unsolicited
advertisements.  Although the Institution may not, as some contend, legally be required
to abide by federal restrictions on the gathering and usage of personally identifiable
information, the public may nevertheless perceive the Institution and TSA as a federal
entity.  TSA should allow patrons the opportunity to authorize TSA to store and market
their personal information.  Additionally, the execution of a formal agreement between
TSA and the third party marketers should, at a minimum, define limits on the use and
time period the leased listings can be used, and whether the listing can be subsequently
sold to others.

Recommendations

We recommended that the Director of The Smithsonian Associates:

1. Establish disclosures within their reservation study tour documents and website
that offers patrons the choice to allow their personal information to be used for
marketing purposes internally or to third parties.

2. Formalize agreements with those companies that lease TSA patron lists that
include, at a minimum, pricing and usage restrictions.
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Management Comments

Partially agreed.  The Director agrees that patrons be given the choice of whether their
information is used for marketing purposes by third parties.  To accomplish this, a review
is planned of all marketing materials used to ensure that a check-off is included for use of
an individual’s name by third parties.  The review will be completed by August 30, 2002,
and needed changes implemented.  However, the Director strongly disagreed with the
recommendation that individuals should give TSA approval before TSA can contact them
with information about TSA programs.  According to the Director, maintaining and
mining TSA mailing lists is essential to TSA's financial health.

Disagreed.  The Director disagreed with the recommendation because each transaction
that involves the list rentals is already formalized by an agreement, which includes pricing
and usage restrictions, between the list rental company and subsequent third parties.

Office of the Inspector General Response

The Director's plan to review all materials used for marketing to be sure that a check-off is
included for use of an individual’s name by third parties is responsive to our
recommendations.  We will follow up in September 2002 to obtain the status of this
recommendation.

We disagree with the Director's comments that an agreement is already in place with third
party marketers.  Although an agreement may be used by the list rental companies, TSA
has no assurance that these companies are always including and requiring any third
parties to comply with any restrictions.  Without a formal agreement with the list rental
companies that specifically addresses patron usage restrictions and requiring "flow-down"
to third parties, TSA may have no legal oversight to the list rental companies or third
party marketers.  As a result, we believe the Director should consult with the Office of the
General Counsel to ensure that TSA is meeting legal requirements for patron data usage.
Subsequently, we request the Director to provide additional comments by July 31, 2002,
regarding the recommendation.
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