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What is Tor?

e Community of researchers, developers, users and relay operators
e U.S.501(c)(3) non-profit organization

e Online Anonymity

e Open Source
e Open Network

https://torproject.org/
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What is Tor?

Directly connecting users
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The Tor Project - https://metrics.torproject.org/

Estimated average 2,000,000+ concurrent Tor users [6]



Tor Browser
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Congratulations!
This browser is configured to use Tor.

You are now free to browse the Internet anonymously.
Test Tor Network Settings

Search securely with Startpage.

What Next?

You Can Help!
“Tor is NOT all you need to browse anonymously!
You may need to change some of your browsing

‘There are many ways you can help make the Tor
habits to ensure your identity stays safe.

Network faster and stronger:

+ RunaTor Relay Node »

Tips On Staying Anonymous »

+ Volunteer Your Services »
+ Make a Donation »

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and
education of online ity and privacy. Learn more about The Tor Project »

Tor Browser
3.5-Linux

https://www.torproject.org/download/
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Relays and Circuits
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Relays and Circuits

Ef) How Tor Works: 2
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Relays and Circuits

Ef) How Tor Works: 3
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Relays and Circuits

Number of relays
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Average 6,500+ Tor relays [6]



Relays and Circuits

Relays by IP version
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Average 6,500+ Tor relays [6]



Relays and Circuits

Number of relays by country
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Relays and Circuits

Consensus weight fraction by country
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The Metrics Team is a group of people who care about measuring and
analyzing things in the public Tor network.

https://metrics.torproject.org/
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Use Cases

Data and analysis can be used to:

e detect possible censorship events

e detect attacks against the network

e evaluate effects on performance of software changes
e evaluate how the network is scaling

e argue for a more private and secure Internet from a position of data,
rather than just dogma or perspective



Philosophy

We only handle public, non-sensitive data. Each analysis goes through a
rigorous review and discussion process before publication.



Research Safety Board

The goals of a privacy and anonymity network like Tor are not easily
combined with extensive data gathering, but at the same time data is
needed for monitoring, understanding, and improving the network.

Safety and privacy concerns regarding data collection by Tor Metrics are
guided by the Tor Research Safety Board’s guidelines.

https://research.torproject.org/safetyboard.html
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Key Safety Principles

e Data Minimalisation
e Source Aggregation
e Transparency



Data Minimalisation

The first and most important guideline is that only the minimum amount
of statistical data should be gathered to solve a given problem. The level
of detail of measured data should be as small as possible.



Source Aggregation

Possibly sensitive data should exist for as short a time as possible. Data
should be aggregated at its source, including categorizing single events
and memorizing category counts only, summing up event counts over
large time frames, and being imprecise regarding exact event counts.



Transparency

All algorithms to gather statistical data need to be discussed publicly
before deploying them. All measured statistical data should be made
publicly available as a safeguard to not gather data that is too sensitive.



Counting Unique Users

The Easy Way:

e Each relay keeps track of all the IP addresses it has seen
e These all get uploaded to a central location
e Unique IP addresses are counted



Indirect Measurement

In 2010, Tor Metrics set out to develop a safe method of counting users [3].



Indirect Measurement
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Indirect Measurement
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Indirect Measurement

The Safer Way:

Relays don’t store IP addresses at all
e Relays count number of directory requests

Relays report numbers to a central location

We have to guess how long an average session lasts
We do not have the same detail in the data

e We still get the general ballpark figure and also see trends

https://metrics.torproject.org/reproducible-metrics.html
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Indirect Measurement

Directly connecting users
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Estimated average 2,000,000+ concurrent Tor users [6]



Count-Distinct Problem

Count-distinct problem

From Wikipedia, the free encyclopedia

In computer science, the count-distinct problem!!! (also known in
applied mathematics as the cardinality estimation problem) is the
problem of finding the number of distinct elements in a data stream
with repeated elements. This is a well-known problem with numerous
applications. The elements might represent IP addresses of packets
passing through a router, unique visitors to a web site, elements in a
large database, motifs in a DNA sequence, or elements of RFID/sensor
networks.




HyperLoglog

Leth: D — [0,1] = {0,1}" hash data from domain D to the binary domain.
Let p(s), for s € {0, 1}, be the position of the leftmost I-bit (p(0001---) = 4).
Algorithm Hy PERLOGLOG (input M : multiset of items from domain D).
assume m = 2" with b & Lot

initialize a collection of m registers, M[1], ..., M[m], 0 —oc;
for v € M do
set = = h(v);
set j = 1+ (wyry -« xy)o: {the binary address determined by the first b bits of ')
Set w = Ty Tpeo -l 1set M ] := max(M [f]. p(w)):
compute 2 = (z 2""”) < {the “indicaror” function }
i=1

return E = a,m* Z

Algorithm designed for very large data sets [2] where you don’t want to
keep all the unique items around.



Private Set-Union Cardinality

More recent work looks at improving on these methods [1].

http://safecounting.com/
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# How many unique items are there,
across a set of distributed private
datasets?

ID,UD,U... Dy = {1}, 15, 15}
=3
% Requirements
% Input must stay private

% Only output should be revealed
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U.S.NAVAL . .
g PrivCount: Overview

LABORATORY

Distributed measurement system

» “Privacy-preserving counting” system
» Tracks various types of Tor events, computes
statistics from those events
+ Based on PrivEx-S2 by Elahi et al. (CCS 2014)

+ Distributes trust using secret sharing across many operators

* Achieves forward privacy during measurement
» the adversary cannot learn the state of the measurement before time
of compromise

» Provides differential privacy of the results
+ prevents confirmation of the actions of a specific user given the output

U.S. Naval Research Laboratory PrivCount: A Distributed System for Safely Measuring Tor | 30



Other Schemes

e RAPPOR
https://security.googleblog.com/2014/10/
learning-statistics-with-privacy-aided.html

e PROCHLO
https://ai.google/research/pubs/pub46411

e Prio
https://hacks.mozilla.org/2018/10/
testing-privacy-preserving-telemetry-with-prio/
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Guidelines for Performing Safe Measurement on the Internet
draft-learmonth-pearg-safe-internet-measurement-oe1

Abstract

Researchers from industry and academia will often use Internet
measurements as a part of their work. While these measurements can
give insight into the functioning and usage of the Internet, they can
come at the cost of user privacy. This document describes guidelines
for ensuring that such measurements can be carried out safely.

Work-in-progress in the IRTF [5]
(Discussion in the proposed Privacy Enhancements and Assessments
Research Group (PEARG))



References |

(1]

—
N

Ellis Fenske, Akshaya Mani, Aaron Johnson, and Micah Sherr.
Distributed measurement with private set-union cardinality.

In Proceedings of the 2017 ACM SIGSAC Conference on Computer and
Communications Security, CCS ’17, pages 2295-2312, New York, NY,
USA, 2017. ACM.

Philippe Flajolet, Eric Fusy, Olivier Gandouet, and Frédéric Meunier.
HyperLogLog: the analysis of a near-optimal cardinality estimation
algorithm.

In Philippe Jacquet, editor, AofA: Analysis of Algorithms, volume DMTCS
Proceedings vol. AH, 2007 Conference on Analysis of Algorithms (AofA
07) of DMTCS Proceedings, pages 137-156, Juan les Pins, France, June
2007. Discrete Mathematics and Theoretical Computer Science.

Sebastian Hahn and Karsten Loesing.
Privacy-preserving ways to estimate the number of Tor users.
Technical Report 2010-11-001, The Tor Project, November 2010.



References lI

[4] Rob Jansen and Aaron Johnson.

Safely measuring tor.
In Proceedings of the 23rd ACM Conference on Computer and
Communications Security (CCS ’16), October 2016.

[5] lain Learmonth.

—_

Guidelines for performing safe measurement on the internet.
Internet-Draft draft-learmonth-pearg-safe-internet-measurement-01,

IETF Secretariat, December 2018.
http://www.ietf.org/internet-drafts/
draft-learmonth-pearg-safe-internet-measurement-01.
txt.

Karsten Loesing, Steven J. Murdoch, and Roger Dingledine.

A case study on measuring statistical data in the Tor anonymity
network.

In Proceedings of the Workshop on Ethics in Computer Security Research
(WECSR 2010), LNCS. Springer, January 2010.


http://www.ietf.org/internet-drafts/draft-learmonth-pearg-safe-internet-measurement-01.txt
http://www.ietf.org/internet-drafts/draft-learmonth-pearg-safe-internet-measurement-01.txt
http://www.ietf.org/internet-drafts/draft-learmonth-pearg-safe-internet-measurement-01.txt

