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June 14, 2017

The Honorable Bob Goodlatte, Chair

The Honorable John Conyers, Ranking Member
House Committee on the Judiciary

2138 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Goodlatte and Ranking Member Conyers:

We write to you regarding the “Data Stored Abroad: Ensuring Lawful Access and
Privacy Protection in the Digital Era” hearing.! Governments are increasingly seeking access to
personal data stored beyond their national borders. These requests present difficult questions of
national law, territoriality, and compliance with international data protection standards. EPIC has
an active interest in this issue. We welcome your leadership on this issue and look forward to
opportunities to work with you and your staff.

EPIC is a public interest research center established in 1994 to focus public attention on
emerging privacy and civil liberties issues.” EPIC has long advocated for transparency
concerning international agreements.” EPIC is currently pursuing a Freedom of Information Act
(FOIA) request for the US-UK Surveillance Agreement.” EPIC has also filed a FOIA request for
records of a March 29, 2017 meeting between Attorney General Jeff Sessions and EU
Commissioner Véra Jourova, where the officials reportedly discussed “a proposal [on] how to
‘solve this problem”” of encryption.’

According to news reports, officials from the United States and the United Kingdom are
in secret negotiations to establish a data transfer agreement (“US-UK Surveillance Agreement”)
for mutual direct access to communications data in each country.® Though a draft negotiating
document was reached by the countries, it has not been released to the public. The U.S. Justice
and State Departments are purportedly responsible for negotiating the Surveillance Agreement
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with the British government. On November 18, 2016, EPIC filed a FOIA request with the
Department of Justice (DOJ) to obtain public release of the Surveillance Agreement’s text and
any supporting documents.” On Nov. 29, 2016, the DOJ acknowledged receipt of EPIC’s FOIA
request and stated that “unusual circumstances” would require additional time to process the
request.® Last week, the DOJ alerted EPIC that responsive documents had been located and,
because the records originated with the Department of State, they had been referred to the State
Department for processing and direct response to EPIC.’

The Washington Post reviewed a draft of the US-UK Surveillance Agreement and
reported it would “enable the British government to serve wiretap orders directly on U.S.
communication firms for live intercepts in criminal and national security investigations involving
its own citizens.”'’ The Surveillance Agreement would also permit the British government “to
serve orders [on US firms] to obtain stored data, such as emails.”"'

The Post’s report concluded that the US-UK Surveillance Agreement would ensure that
the “British government would not be able to directly obtain the records of Americans if a U.S.
citizen or resident surfaced in an investigation.”'? However, the document was still “silent on the
legal standard the British government must meet to obtain a wiretap order or a search warrant for
stored data.”"” As a result, the Surveillance Agreement risks circumventing or weakening the
protections afforded by both the U.S. Constitution and statute.'”

Public disclosure of the US-UK Surveillance Agreement is critical to the understanding
of how foreign governments access user data from US firms. Absent full disclosure of the
Surveillance Agreement, the public also cannot be assured that US person data will not be
collected by the British government, and that vital US legal protections will not be circumvented.
And disclosure is urgent — European Union justice ministers are meeting this week to discuss the
agreernent.15 Acting Deputy Assistant Attorney General Downing and UK Deputy National
Security Advisor McGuinness should be asked:

e  When will the US-UK Surveillance Agreement be made public?
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We ask that this Statement from EPIC be entered in the hearing record. EPIC will keep
the Committee apprised of the documents we receive in our FOIA cases. We look forward to
working with you on these issues of vital importance to the American public.

Sincerely,

/s/ Marc Rotenberg /s/ Caitriona Fitzgerald
Marc Rotenberg Caitriona Fitzgerald

EPIC President EPIC Policy Director

/s/ Alan Butler
Alan Butler
EPIC Senior Counsel
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