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This lette l' constitutes as request under the Freedom of Inform ation Act (" F'OIA"), 5 
U.S.C. § 552, a nd i s ubmitted on behalfofthe Electl'Dnic Pl'ivacy Infol'mation Ce nter 
("EPIC") to the D partment of Ju lice (" DOJ") Office of the Attol'lley General ("OAG"). 

EPI eek reco rd s re lated to the gove rnme nt's survei ll a nce and co llection of 
e lectl'onic communicat ions data out ide the United States under Executive Order 12333 
("EO [2333"), a nd othe r related Executive Ordel's, including the co llection and inte rception 
of me sages, metadata, a nd othc l' t ra nsactional a nd bus iness reco rds regard ing e-mail , 
telephone , and Interne t usage. The Attorney General coordinates all impleme nting 
procedures undc l' EO [2333, and all In te llige nce ommunity me mbe l's mus t see k Attol'lley 
Ge nera l apPl'Dval of theil' imple me nting guidelines. The l'e fore, t he OAG should have 
record s respons ive to this request. 

Back round 

President Rona ld Rega n issued EO 123:33 on Dece mbe r 4, 198[ , in OI'der to redefi ne 
the authorities of the In te llige nce Community (" IC")' to "provide the PI'es ident and the 
National Security Council with the necessa ry inform ation on which to base decis ions" 
rega rding a broad range of Lapies, including "development of foreign , de fe nse, a nd economic 
policy" a nd nat iona l securi ty.' According to the Director of National Inte lligence (" DNI "), 
tbis order "e tabli he the Executive Branch framewol'k for the countl'Y's nationa l 
intelligence efforts, a nd for proLecting privacy a nd civil libe rtic in the conduct of 

I The U.S. In tell igence Community i8 comprised of 17 dIfferent sub-agencies wiLhin 7 ExecutIve 
Branch age ncies: CIA, Department of Defense (DIA , NSA. NGA. NI{O. AF ISI{A . MI. M lA, and 
ONI) , Department of Energy (OlCl ), Depal·tment of Homeland Security (I&A and GI), Department 
of Jushce (FB I and DEA), Department of tate (IN R). and Department of Treasury (TFl). 
, Exec. Order No. 12333 § 1.1. See Member AgenCIes, http://www.intelhgcoce.gov/mi lon/member' 
agencies. htm!. 



In te lligence activiti es,"~ a nd ye t s ince its adoption , s UI'vei liance activ ities have been car ried 
out undor this orde r without adequate transpul'ency or public over ight. 

The O"de r has three di tinct pa rt: Pa rt 1 outline the rol es a nd respon ib ilities of 
"natio nal securi ty a nd inte lligence e lements of the Executive Bra nch," Pa rt 2 includes 
",rJes triction on the conduct of intelligence activitie ," a nd Pa rt 3 addresses "ldJe finitions 
a nd general tel·ms ."· 'I'he Attorney Gene ral , in particular, has a key role in coordinatin g t he 
procedures adopted to imple ment the Order . Specifica lly, the Orde r requires that IC 
e le me nts establi h "impleme nting guidelines that must be approved by the AG."5 'I'he IC 
e le me nts may "colleel, I'eta in , 0 1' di ssemina te informat ion concerning United State 
persons" only "in acco rda nce with procedures establis hed by the head oHhe Inte lligence 
Com mun ity e le ment conce rned or by the head of a department conta ining such eleme nt a nd 
a pproved by t he Attorney General ... afte r consul tatio n with t he Directo r of National 
Inte llige nce."G 'I'he Ordel' ma ndates that these procedures allow for the "collection, 
retention , a nd di s mination" of a broad ra nge of information of inte l'es t to the IC .7 

Some of the e procedure have, in the pa t, been publicly re lea ed , but most I'e ma in 
ec ret a nd ma ny a re decades out of date . For e xa mple, the Defe nse Departme nt's 19 2 

regulations imple me nting the Order Are available at the Defe nse Technica l lnformatio n 
Cente r. 8 imilarly , the Army has publi hed it s intelligence procedures as of 2007.° But most 
I C membe rs have not publis hed 0 1' addressed t.he ir guidelines a nd procedures for co Jl ection, 
I'etention, a nd di ssemination of communication data under EO 12333. fn re ponse to one 
active FOlA suit, the ON! has re leased the National Security Age ncy's procedures from 
January 20 II. \0 'I'he NSA, lA , DIA , FBf, and Slale De pa rtment have a l 0 agreed to sea rch 
fO I' a nd process t h,'ee nafl'OW ca tego l'ies of docum(!I1ts, including the ir "form a ll'egulatio ns 0 1' 

policies" regarding electronic s UI'vei Jl a nce und er EO 12333.1\ 

But I'ece nt reports have highlighted the expans ive use of EO 12333 a uthorities to 
acquire Inte rnet a nd othe r electronic communica tions data from major se rvi ce pl'ovide rs 
a nd othel' soul'ces that freque ntly handle U.S . pe r on communications, stored fil es, a nd 

3 OFFICE OF TIH: DIRECTOR OF NATIONAL [NTELLIGENCE, CIVil, LIBERTIES AND PRrvACY OFFICE, IVIL 
LI BEllTIES ANI) PRIVACY I NFOIt~IATION PAPER: DESCRIPTION OF CIVIL LIBr:IlTIES ANI) PRlVACY 
PIlOTECTIONS INCORPORATED IN TilE 2008 RE\%ION OF EXECUTIVE ORD EIl 12333, at 1 (2008), 
auailable a/ 
http ://www .dni.gov/ftlcs/doellmcll ts/CLPO/CLPO _f nrorm a lion_Paper_on_2008_Rcvision_to_EO _1233 
3,pdi (version reformatted in 201 3 for posting on dni.gov). 
' ld.at3. 
6 Jd . 
• Exec. Order No. 12333 § 2.3. 
7 Spe KillS & WI LSON I, NATIONAL SECURITY INVESTIGATIONS & 1' 1l0SI~CUTION 20 § 2:7 (20 l2). 
8 DEP'T OF DEFENSE, DOD 5240 I· R, I' ROCEDUIlES GOVERNING THE ACTIVITIES OF DOD INTELLIGENCE 
COMPONENT' THAT AFFECT UNITED STATES PEHSONS (Dec. 1982), n vailable at 
http ://www .dLlc. mlilwhs/dJrectlvcs/co l.res/pdf/5 2400 I r.pdf. 
9 ARMY RE<1ULiI'r ION 38 1· I 0, AIlMY I N'I' r: L\ ,IGENCE P 1l0CEDUIlES, § 2·2 (L) (2007), auai/able at 
http ://a rmypubs.a rmy.millepub Ipdflt'3 l_ lO.pdf. 
10 NiI'l"L SEC. AGENCY, U.S. SI GNA l,,!; INTELLIGENCE DI RECTIVE 18 (J an. 20 Il), auailable at 
http ://www.dni .gov/fi les/documents/ l 1 18/CLEANEDFtna)%20USS I D%20SPOO 18.pdf. 
\I See Stipulation and Order Regardjng Document Searches, ACLU v. NSA e/ 0/., No. l3·ev·9 198, at 
2· ,1 (S.D.N.Y. May 9, 2014). 
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other sen ili ve meta data . ' 2 As a res ult of the technical evo lu t ion of Inte rnet se"vices, the 
private data of U.S . pe rsons i no longer tored a nd pmce cd only within our borde rs. 
C ross-borde r dala fl olV s a ,'e routine, especia lly whe re large provide rs eek to back up data 
in redundant sys te ms around the globe , or to e rve cu tamers who trave l internationally. '3 
One form er State Departme nt official has stated publicly that he fil ed a complaint with the 
Departm ent's In pector Ge nera l over activities that he says res ulted in such broad 
co llection of Ame ri ca n's data that it violate the Fourth Amendment unreasonable search 
a nd seizure prohibition . '" 

The Pres ide nt spoke about the scope of foreign inte lligence s urvei ll a nce in January 
2014 , a nd issued a new directive rega rding signals intelligence activities, P" es ide ntial 
Policy Di" ective 28 ("PPD 28")'0 The PPD 28 "equire that the "DNI, in can ultatian with 
the Attorney Gene ral, hall ens ure that a ll ele me nts of the IC establish policies and 
procedl11'es that apply the following principles for sa feguarding personal information 
co ll ected from s ignals inte llige nce activities ."'6 In addition, the PPD 28 requires that the 
DNI a nd AG , in coordination with the heads of other IC me mbe rs "shall prepare a report" 
by July 16, 2014 "evaluating po ible additio nal di semination and rete ntion sa fegua "d s for 
personal information collected through signa ls inte llige nce, ca.) sistent with technical 
capa bilities a nd operational needs."17 The PPD 28 a lso requires that Pres ide nt's 

.2 See Ellen Nakashima & A hkan Solta111, Privacy Wat chdog's Next Ta rgel: the i..easl-known Bill 
Biggesl Aspect of NSA Surveillance, WASH. PORT (July 23 , 2014), availu ble at 
http://www.wasrungto npost.comlblogs/the-sw i tch/wp/20 14/07/23/pnvacy-watchdogs-next-target-the· 
leas t-known-but-biggest-aspect-of- nsa-surve.llance!; John Nap.er 'rye, Opi111on, Meet Execulive Order 
12333: The Reagan Ril le Thai i..els the NSA Spy on Alllericans, WASH. POST (July 18,2014 ), ovailable 
a I http ://www.washingtonpost.com/op • n .onsl m eet-execu ti ve-order-12333- th e- reaga n -rtl le-th at-Ie ts­
the- nsa-spy-on-ame"icans/20 I ,1/07/18/93d2ac22-0b93-ll e'l-b8e5-dOde807G7fc2_s tory.html ; Barton 
Cellma n & Ashkan Soltani, NSA Surveillance Program Reaches 'Into Ihe Pa.,t' 10 Relrietle, Replay 
Phon e Coils, WASH. POST (Mar. 19, 2014), available 01 

h Up :lIwww.\Yashingtonpost.comlwor Idln a tion a I-secu r i ty Insa -s urveilla nce- p rogra m -reaches -in to- tbe­
past-to-retrieve-"eplay-pbone-ca ll sI20 l4 /031 18/226d 2G4 G-ade9- I le3-a4 ge-7Gadc921 On9 _story .html ; 
Ba rton GeUman & Ashkan Soltani , NSA Tracking Cel/phone i..ocations Worldwide, Snowden 
Doculll ents Show, WASH. POST (Dec. 4 , 2014) , available at 
http ://www.wasbingtonpost.comlwor I dina tio n a I-secu,.i ty In sa -trac1ung -ce 1I p bone-Ioca t.o ns-wor Id w id e­
snowden-documents-show/20 13/ 12/04 /5492873a-5cf2-11e3-bc56-c6ca9480 lfac_story .htm I; Barton 
Gellman & Ashkan Soltani , NSA Illfilirates Links to Yahoo, Coogle Data Cenlers World w,de, 
Sllowdell Documents Say, WASIL Pas'!' (Oct . 30, 2014) , available ot 
http ://www.wasbingLOnpost .com/worl dina tiona I-secll n ty Insa -i n fil tra tes-I i n ks-to-ya boo-goog le-da ta ­
centers-worldw.de-snowden-document - ay/20 1311 0/30/e51d661 e-4 166-1 I e3-8b74 -
d89d7 1.lca4dd_slory .html. 
13 See Naka hima & Soltani , fillprn note 12 ("Once upon a tlIUC, you co uld be fairly certA 111 that 
ove rseas coll ectIOn would pick lip only foreigners' phone call , and that America ns' communicatIOns 
would s tay ins.de the Untied States. But today, e- mail . ca lls, and other co mmunications cross U .. 
borders and are often sto red heyond them. Companies like Google and Yahoo have "mirror" serve rs 
around the world tha t hold customers' data.") 
11 See 'rye, su.pra note 12. 
10 Directive on Signals In tell ige nce Activities, 2014 DAILY COMPo Pil ES. Doc . 31 (J !ln . 17, 2014), 
available at http ://www.gpo.gov/fdsyslpkgIDCPD-2014000311pd fIDCPD-20 140003 J.pdf. 
'6 Jd. at 5. 
17 Jd. 
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Inte llige nce Advi ory Boa rd prov id a report "ide ntifying the option for assessing the 
distinction between metadata a nd othe,' types of da ta" by May 17, 2014.'8 

Docume nts Reg uest ed 

1. Any policies, regulation , white papers, final memoranda , guide lines, oj' training 
mate ri a l inte rpret ing 01' addre sing t h e co llection , re te ntion , di sseminatio n, 0 1' 

s ha ring of elec t"oni c communica ti ons or meta da ta unde r EO J2333. 
2. The most r ecent ve rs ion of IC me mber agency procedures a dopted unde r EO 12333, 

includin g DOD 5240 I -R, Army Regulation 38 1- 10, and US 1D- L8 . 

Re ue t for Ex edi ted Processin 

Thi req ue t warrants expedited proce ing beca u 'e it is made by "a pe rson 
primarily e ngaged in di sseminating info"mation . . . " a nd it pe rtains to a matte ,' a bout 
which there i a n "urge ncy to inform the publi c abo ut a n actual 0 1' a ll eged federal 
governme nt activity ."" EPlC is "prima ril y e ngaged in di s eminati ng information .""lI 

The"e is clea rl y a n urge ncy to inform the public about the gove rnme nt' survei ll a nce 
activities conducted unde r EO 12333, given the cUl'I'e nt efforts by the Preside nt to reform 
bulk co llection progra m " a nd the ongoing public inte rest in increa cd inte lljge nce 
tran pare ncy. EPIC r ece ntly ca lled for an indepe ndent investigation into the government's 
use of 12333 8utho,·ities."" Eve n Senator Diane Feinstein , the Chai t'woma n of the Senate 
Se lect Committee on fnte llige nce who ha t raditionally defe nded the gove "nme nt's use of 
s urvei lla nce a uthoriti es, has said that he r committee "has not been a ble to 's ufficie ntly' 
over ee the program run under" EO L2 333. 2·' N A s urve illa nce of communjcations data , 
a nd other re lated s urveilla nce activities, have been the subjects of continua l n w cove l'ag 
for the past fourteen month s.2I The governm ent's use of s U"ve ill a ncc authority was al a Lh e 

18 (d. at 7. 
m 5 U.S .C. § 552(a)(6)(E)(v)(I1) (2008); AI-Payed u. CIA , 254 r .3d 300, 306 (D.C. Cir. 2001) . 
"U American Civi l Liberties Union v. Dep't of Just,ce, 321 F. Supp. 2d 24 , 29 n.5 (D. D.C. 2004) . 
21 S ee Rema"ks on Unrted States S'gnals In telligence and ElectronIc SW'veillance Progra ms, 2014 
DAlLY COMPo PRE . DoC'. 30 (Jan , 17, 2014) , available at http ://www.gpo.gov/fdsys/pkgIDCPD· 
201400030/pdflDCPD-20 1400030.pdf. 
22 Statemeot of J eramie D. Scott, National Securi ty 'ounsel, Electronic Privacy Information Center, 
at the Publrc Me ting Before the Privacy a nd Civil Libert,es Oversight Board (Jul. 23 , 2014) , 
auailable at http ://ep ,c.org/news/prlvacy/s lLrve,"ance_LlE PI C-Statement- PCL013-ReVlew- 12333.pd f. 
23 Ali Watluns , Most of N A's Data Collection AuthOrized by Order Ronald Reagan Issued, 
MCCLATCIIl'DC (Nov. 2L, 20 L3). available at bttp://www.mcclatcbydc.com/20 13/ 1 11211209 I 67/m08t·of­
nsas-da t a·colleclton-a utborized.htm I. 
" See, e.g. , Nakashi ma & Soltani , SUpI'D note 12 ; 'rye, supm note 12; Ellen Nakashima, Clapper 
Confirm s IVarrantless Searches by NSA , WASil. POST, Apr. 2, 2014, at A3; Ellen Nakashjma, NSA 
Breached Chinese Tech Giant's Servers , WASIL POST, Mar. 23, 20L4 , atAll ; Gellman & Soltani , NSA 
S,trueillanc< P"ogI'D'" Reaches "nto th e Pasl', sllpra note 12; Barto n Ge llman, Restrictions Rely on 
Nan'ow Definition of 'Spy ing', WASIL POST, J an. 18. 2014, tit AI ; Crajg Timberg & Ashka n Soltani, 
NSA Cracked Popular CeL/phone Encrypt.ion, WASil. POST, Dec. 14, 2013, at AI ; Ashkan Soltam, 
Andrea Peterson , & Barton Gellman, NSA Using {nternel 'Cookies'lo Find Targets, WASHI NGTON 
Po 'T, Dec. II , 2013, at AI ; Barton Gellman & Ashkan oltani , NSA Maps Targets by Their Ph orres , 
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s ubject of a n exte ns ive repor t by the Pres ide n t's Rev iew Group on inte llige nce a nd 
Commun ications Technolog ies."5 The Privacy a nd Civ il Liberti es Boa rd is also se t to rev iew 
urvei lla nce cond ucted unde r EO 12333. 2G But the public ca nnot debate these complicated 

iss ues withou t furthe r di sc lo ures li'o m the At to m ey Ge ne ra l. In ord e r to a dequate ly 
eva luate t he refo rm proposa l , it is es e n t ia l (.0 unde l' ta nd tbe governme nt policie a nd 
procedures tha t a pply to these prog ra ms. 

Regue t fOI' "News M edia" Fee S tatus 

E PIC is a " ,·epresen ta(.ive of t he news media" for fee wa ive r purposes ." A s uch , 
E PI C is e n t itled to rece ive t he requested reco rd for the cost of dupli cation only. Beca use 
di sc los ing thi s inform a tion wilJ "contl'ibu tc s ig nilica n t ly to public undel's tanding of t he 
ope rations or activi t ies of the governme nt," a ny dupl ica ti on fees s ho uld be wa ived .28 

Co nclusion 

Tha nk yo u for yo ur can ideralion of thi s I·equest . As provided in 5 U.S .C. § 
552(6)(e)(2), I will a n t icip ate yo ur dete rm ination of OUI' request for expedi ted processin g 
w ithin 10 business days. For ques tions rega rdin g this request , I ca n be contacted at 20 2· 
4 3· 11 40 x l03 or foia@epic.o rg. 

WASIl. POST, Dec. 5, 2013, at A 1; Gellman & Soltani, NSA Taps Yahoo, Coogle Links, sllpra note 12; 
MIchael B1l'nbaum & Ellen Na kashima, U.S. Accused of Eauesdropping on German President, WASH. 
POST, Oct. 24. 201 3, at A 10; Barton Ge llma n, Cra ' g Timberg, & Rich Steve n, Files S how NSA 
Targeted Tor Encrypled Ne lwork, WASil. POST, Oct. 5, 201 3, at AI ; Ellen Naka hima & Juli e Tate, 
NSA Broke Pri"oc,V Rilles for 3 Years, DoclIlI1ellls Soy , WASil. POST, Sept. 11 , 201 3, at A I ; Ellen 
Nakash Ima. NSA lias Crocked Encryplioll, WASH. POST, Sept . 6, 201 3, at A3; Barton Gellma n & 

rBlg Tunberg, NSA Pays Firms Lal'ge Snllls for Network Access, WASH. POST, Au g. 30, 201 3, at A I ; 
Ca rol Leonning, SlIrl'eiliallCe Judge Says COll rt Relies on Gouemlllenilo Report Its Own Actiolls. 
WASIl. POST, Aug. 16, 2013, at A I ; DAna Pnest, At NSA, a Boom Fed by Posl·91 I 1 Demands, WA ' II. 
POST, J ul. 22, 2013, a t AI ; Cra ig Tlm berg, SLide Shows NSf! S l1 rveillancp of Dala from Ull dersea 
Cables. WASH. POST, Jul. ll , 201 3, a t AS; Barton Ge llman, U.S. S lI rueillallce Architeclnre Includes 
Collectioll of Reuealillg Ill lemet, Phone Metodota, WAS Il. Po T. June 16, 201 3, at A I ; Barton Gellman 
& La ura POItras, U.S. Milles Internet Firllls' Dula, Docll lllents Show, WASH. POST, June 7, 201 3, at 
A I. 
" RICHARD A. CLAllKE, MI CHAEL J . MOIlIlELL, GEOFFREY R. STONE, CASS R. SUNS'I'EIN, & Pr;TF.R 
SWill]:;. LIBEIlTY ANIl SECUIlITY IN II CHANGING WORLD (201 3), auoilable at 
http://www.whitehouse.gov/sltes/defauJUfiles/docs/20 13· 12· 12_rg_final_re port. pdf. 
'6 Nakas hima & Soltani, snpm note 12. 
" EPIC u. Dep 't of Defense, 211 F. Supp. 2d 5 (D.D.C. 2003). 
;s 5 U.S.C. § 552(a)(6)(E)(v)(1I) (2008); AI·Fayed u. CLA , 254 F.3d 300 , 306 (D.C. Cir. 200 I). 
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Alan Butler 
EP I App e Advocacy Counsel 

Gin 'er Mc 
Open Govel'llment Project 
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