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3.1 Introduction

Combined technological advances in location-sensing, mobile computing, and wire-
less communication are opening up new and exciting opportunities in the domain of
location-aware computing. Many of these opportunities areexplored elsewhere in
this book (e.g., chapters 2, 11–13); others are already being developed into practical
applications that will provide benefit to a wide cross-section of society, such as elder
care [64], emergency response and E911 systems [70], and navigation systems for
the visually impaired [32].

Despite the undoubted future potential of location-aware computing, location-
awareness also presents inherent future threats, perhaps the most important of which
is location privacy. Most people would not feel comfortableif regularly updated in-
formation about their current location were made public, any more than we would
feel comfortable if information about our home address, telephone number, age, or
medical history were public. Our precise location uniquelyidentifies us, more so
than our names or even our genetic profile.

This chapter examines the foundations of location privacy:the factors that affect
location privacy and the strategies for managing location privacy. The development
of location-aware computing technology and mobile GIS is changing forever the way
we interact with information, our physical environment, and one another. How we
deal with location privacy issues will be a determining factor in the ultimate direction
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of those changes.
This chapter begins by exploring the different concepts of privacy and their rel-

evance to location-aware computing and mobile GIS (section3.2). Section 3.3 re-
views the important privacy characteristics of one of the key enabling technologies
for location-aware computing: positioning systems. The four classes of privacy pro-
tection strategy, which form the basis of any location privacy protection system, are
introduced and described in section 3.4. Section 3.5 concludes the chapter with an
examination of some future challenges for location privacyresearch.

3.2 Background and definitions

The term “privacy” covers a wide range of concepts, and many different definitions of
privacy have been proposed. An initial distinction is oftenmade betweenbodily pri-
vacy(concerned with protection from physically invasive procedures, such as genetic
testing),communication privacy(concerned with security of communications, like
mail and email),territorial privacy (concerned with intrusions into physical space,
like homes and workplaces), andinformation privacy(concerned with the collection
and handling of personal data) [55]. Under the heading of “information privacy,” one
of the the most influential and commonly quoted definitions was developed by the
privacy pioneer Alan Westin:

Privacy is the claim of individuals, groups, or institutions to determine
for themselves when, how, and to what extent information about them is
communicated to others. [71, p7]

Correspondingly,location privacycan be defined as a special type of information
privacy which concerns the claim of individuals to determine for themselves when,
how, and to what extent location information about them is communicated to others.
In short,control of location information is the central issue in location privacy.

Location privacy is especially important (to this book, specifically, and at this time,
generally) as a result of the development of location-awarecomputing. Location-
awarenessconcerns the use of information about an individual’s current location to
provide more relevant information and services to that individual [73]. Location-
awareness is a special type ofcontext-awareness. The term “context” is used to en-
compass the entire characteristics of an individual’s physical, social, physiological,
or emotional circumstances [59]. Location information is one of the most important
aspects of an individual’s (physical) context (see, for example, Ljungstrand’s discus-
sion of context awareness and mobile phones [45]). Thus, location-aware computing
environments offer the capability for automatic, regular,and real-time sensing of a
person’s location with a high degree of spatial and temporalprecision and accuracy.
Together with technological advances in mobile computing and wireless communi-
cation, which enable rapid processing and communication oflocation information,
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these developments allow the location of mobile individuals to be tracked in a way
never before possible.

3.2.1 The right to location privacy

Privacy is regarded as a fundamental human right, internationally recognized in Ar-
ticle 12 of the UN Universal Declaration of Human Rights [24]. The history and
development of privacy rights have been examined from many different perspectives
in the literature (e.g., see [42] for a concise overview of the history of privacy from
the perspective of ubiquitous and location-aware computing).

Not all authors agree that privacy should be regarded as an inalienable right. Some
authors (e.g., [10, 21]) have argued for greater transparency in place of privacy. Pro-
ponents of greater transparency cite the practical difficulties of protecting privacy in
the face of changing technological capabilities (encapsulated in the now infamous
remark by Sun CEO Scott McNealy: “You have zero privacy anyway, get over it!”
[63]) and the public benefits that may be accrued through the relaxation of some pri-
vacy protections (for example, saving infant lives throughthe disclosure of positive
HIV test results of pregnant mothers [22]).

Studies of users’ attitudes to location privacy issues often provide some support
for these views. Evidence presented in [6, 39] indicates a lack of awareness or even
moderate indifference to location privacy issues amongst the general public. Other
studies have painted a more complex picture. For example, Barkuus and Dey [5]
found that concern about location privacy can be dependent on the type of applica-
tion, with applications that track users’ movements over a period of time causing
more concern than simple positioning applications.

Attitudes to privacy have changed in the past and will continue to change over
time∗. Although the need for a right to privacy will continue to be debated, in the
shorter term at least there would seem to be a pressing need for privacy protection
measures able to cope with a rapidly changing technologicallandscape. Concerns
about protecting the individual’s right to privacy have previously appeared in con-
nection with numerous other new technologies, including GIS [49], the Internet [1],
and collaborative user interfaces [35]. The need for location privacy is recognized in
some of the earliest literature on information privacy (e.g., [71]) and location-aware
computing (e.g., [30, 31, 58]). Looking at more recent literature, it is possible to
identify at least three key negative effects associated with failures to protect location
privacy within a location-aware computing environment (e.g., [28, 57, 39]):

1. Location-based “spam”: Location could be used by unscrupulous businesses
to bombard an individual with unsolicited marketing for products or services

∗As an example of how attitudes have changed in the past, J.B. Rule quotes the 1753 bill to establish a
census in Britain [56]: the bill was defeated as being “totally subversive of the last remains of English
liberty.” In the same 1973 book, Rule himself discards as “unhelpfully rash speculations” Westin’s vision
of a future credit system, in which all transactions are digital and individuals can be tracked through
their spending habits. By today’s standards, this “future”credit system seems rather conventional and
unremarkable.
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related to that individual’s location.

2. Personal wellbeing and safety: Location is inextricably linked to personal
safety. Unrestricted access to information about an individual’s location could
potentially lead to harmful encounters, for example stalking or physical at-
tacks.

3. Intrusive inferences: Location constrains our access to spatiotemporal re-
sources, like meetings, medical facilities, our homes, or even crime scenes.
Therefore, location can be used to infer other personal information about an
individual, such as that individual’s political views, state of health, or personal
preferences.

High profile media coverage of accusations of location privacy infringements are
indicative of increasing public awareness of location privacy issues. For example,
rental companies who use GPS to track their cars and then charge renters for in-
fringements of their rental agreement have resulted in a flush of media articles and
legal cases (e.g., James Turner versus Acme car rental [12]). Similarly, Samsung in
Korea attracted media attention when it alledgedly used a “Friend finder” service to
track its own employees with the aim of blocking the establishment of a labor union
[44]. In the future, greater familiarity with cheaper, morereliable location-aware
technology is likely to amplify location-privacy concerns. These issues have already
created a perception that inadequate privacy protection isretarding the uptake of
location-based services, and has led location privacy to beelevated to one of the key
research challenges in pervasive computing [47]. In short,there is strong evidence
that location privacy will be a key issue for the future of location-aware computing
systems, including dynamic and mobile GIS.

3.3 Positioning systems and location privacy

In addition to the social constraints on location privacy, discussed in the previous
section, location-aware computing environments place certain technical constraints
on location privacy. The primary technical constraints arise from the positioning
systems themselves. Hightower and Boriello provide a survey of the wide variety of
positioning systems currently in use [33]. In addition to the familiar GPS, positioning
systems in the literature and in common usage include triangulation of RF wireless
LAN signals (e.g., [4]), proximity to infrared beacons (e.g., [69]), scene analysis
and computer vision (e.g., [40]), and inertial tracking (e.g., [61]). New positioning
systems, such as audio-based positioning [8, 60] and radio signal profiles [41], are
continually being developed.

Positioning systems vary widely in their accuracy and precision characteristics.
Accuracy and precision of location have implications for location privacy. For ex-
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ample, a positioning system that locates an individual to a precision of 200m is gen-
erating less information about location (and so can potentially be less invasive of
location privacy) than a positioning system that locates anindividual to a precision
of 2m. Other characteristics of the positioning system may also present constraints
to location privacy, such as the extent of the coverage of thepositioning system (e.g.,
global or local) or the accuracy and precision of the positioning system relative to the
density of geographic features (e.g., a location precisionof 100m in a dense down-
town area of a city may be considered more private than a location precision of 100m
in a desert).

There exist several classifications of positioning systems. For example, a top-
level distinction is often made betweenactivepositioning systems, which rely on the
establishment of beacons to operate (such as WiFi signal triangulation, GPS, infrared
proximity sensors), andpassivepositioning systems, which require no beacons (such
as inertial navigation, scene analysis, and audio-based positioning, see [73] for more
information). However, from a privacy perspective, positioning systems are more
usefully classified intoclient-based, network-based, andnetwork-assistedsystems
[57].

• In client-based positioning systems, mobile clients autonomously compute
their own location (for example GPS and inertial navigation). It is techni-
cally possible in a client-based positioning system for a client to compute its
location, without ever revealing that location to any otherentity.

• In network-based positioning systems, the network infrastructure is responsi-
ble for computing a mobile client’s location. Cell phone phone positioning
using CGI (cell global identity) is an example of network-based positioning.
In network-based positioning systems, the network infrastructure administra-
tor must hold information about the location of mobile clients.

• In network-assisted positioning systems, a combination ofclient-based and
network-based computation is required to derive a client’slocation. For ex-
ample, A-GPS (assisted GPS) combines network-based CGI positioning to
increase the speed of GPS positioning. In network-assistedpositioning sys-
tems, some information about a mobile client’s location must reside in the
network infrastructure, although this information may be less precise than the
information held by the mobile client itself.

Client-based positioning systems inherently allow for greater location privacy than
network-assisted or network-based positioning systems. In a client-based positioning
system it is technically possible for the client to have complete control over informa-
tion about its location, possibly to the extent that the client becomes the only entity
with information about its own position.

One potential solution to location privacy issues, therefore, is to use only client-
based positioning, perform all processing of location information locally on the mo-
bile device, andnevershare any personal location information with other entities,
whether centralized servers of peer-to-peer clients (cf.,[46]). However, adopting this
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completely client-oriented, centralized model of mobile computing presents several
drawbacks:

• Mobile devices typically possess limited processing and storage capacity, mak-
ing it inefficient to perform complex calculations on voluminous spatial data
directly on the mobile device.

• Spatial data sets remain expensive to collect and collate, despite continuing
advances in positioning systems. The companies who collectthis data would
usually be reluctant to make their valuable data sets available in their entirety
to mobile users.

• Downloading spatial data sets from a remote service provider will be subject to
wireless network bandwidth limitations and may provide an indication of the
user’s location (either by inferring location from knowledge of the data sets of
interest to the user or by positioning using a client’s mobile IP address, as in
[15]). Alternatively, storing all potentially useful spatial data in a user’s mobile
device leads to the data integrity and currency issues that are inevitably asso-
ciated with maintaining copies of the same data sets across multiple clients.

In summary, the different types of positioning system placesome inherent con-
straints on the privacy characteristics of location-awarecomputing environments.
Irrespective of these constraints, as mobile computing environments move toward in-
creasingly distributed models of computation, the need to share personal information
about location with a variety of remote location-based service providers increases
correspondingly.

3.4 Location privacy protection strategies

Having identified location privacy as a key issue for location-aware computing and
outlined some of the technical aspects of location privacy,the next step is to ask
what mechanisms exist for location privacy protection. Thedifferent strategies that
exist for protecting a mobile individual’s location privacy can be classified into four
categories:regulatory, privacy policies, anonymity, andobfuscationstrategies. In
this section each type of strategy is reviewed in turn.

3.4.1 Regulatory strategies

Regulatory approaches to privacy involve the development of rules to govern fair
use of personal information. Most privacy regulation can besummarized by the five
principles offair information practices(originally developed as the basis of the US
privacy legislation [68, 67]):



Location privacy and location-aware computing 7

1. Notice and transparency: Individuals must be aware of who is collecting per-
sonal information about them and for what purpose.

2. Consent and use limitation: Individuals must consent to personal information
being collected for particular purposes, and the use of personal information is
limited to those purposes.

3. Access and participation: Individuals must be able to access stored personal
data which refers to them, and may require that any errors be corrected.

4. Integrity and security: Collectors must ensure personal data is accurate and
up-to-date and protect against unauthorized access, disclosure, or use.

5. Enforcement and accountability: Collectors must be accountable for any fail-
ures to comply with the other principles.

Although these principles of fair information practice areat the core of most pri-
vacy regulation (e.g., [50, 66]), there are a variety of waysin which these rules have
been implemented. In general, regulatory frameworks aim toadequately guarantee
privacy protection for individuals without stifling enterprise and technology. The
concept ofco-regulation, which aims to encourage flexible self-regulation on top of
legal enforcement of minimum privacy standards, is one example of a mechanism
for achieving such a balance [13].

The concept of fair information practices is usually applied to “personal informa-
tion” in general, not specifically to location information.Personal information can
be defined as “information ... about an individual who’s identity is apparent, or can
reasonably be ascertained, from the information ...” [3]. In this respect, location in-
formation is usually treated as one type of personal information, like age, gender, or
address. A small number of privacy regulations have been developed to address loca-
tion privacy issues explicitly (for example, proposed location tracking legislation in
Korea [51] and the discontinued AT&T “Find Friends” location-based service [65]).

Although regulation lies at the foundations of any privacy protection system, there
are at least four reasons for believing that, on their own, regulations do not represent
a complete solution to location-privacy concerns. First, regulation itself does not
prevent invasions of privacy, it simply ensures that there exist mechanisms for “en-
forcement and accountability” when unfair information practices are detected. Sec-
ond, the development of regulation may lag behind innovation and new technology.
Third, regulation applies “across the board,” making a satisfactory balance between
guaranteed levels of privacy protection and freedom to innovate and develop new
technology difficult to achieve, even using models such as co-regulation. As a con-
sequence, other privacy protection mechanisms are needed in addition to regulation.
Finally, abiding by fair information practice principles can give rise to practical prob-
lems with respect to location-awareness. For example, Ackerman et al. [2] examine
the difficulties created by the requirements for notice and consent for user interfaces
and HCI in context-aware computing environments (e.g., overwhelming users with
frequent, disruptive, and complex consent forms or notice information).
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3.4.2 Privacy policies

Privacy policies are trust-based mechanisms for proscribing certain uses of location
information. Whereas regulation aims to provide global or group-based guarantees
of privacy, privacy policies aim to provide privacy protection that is flexible enough
to be adapted to the requirements of individual users and even individual situations
and transactions. Overviews of a range of different privacypolicy systems can be
found in [26, 48]. In this section we summarize three of the major privacy policy
initiatives currently underway that illustrate the range of approaches that privacy
policies can take.

3.4.2.1 IETF GeoPriv

The Internet Engineering Task Force (IETF) is an international consortium con-
cerned with future Internet architectures. The IETF’s GeoPriv working group is
adapting PIDF (presence information data format) as a privacy policy system for lo-
cation privacy. PIDF is an IETF XML dialect for instant messaging, which includes
a mechanism for exchanging information about the presence of a person (or place or
thing) [52]. The GeoPriv specification additionally includes information about the
location of that person, effectively annotating location data with metadata about the
fair uses of that location data. In order to protect locationprivacy, the GeoPriv spec-
ification defines alocation objectwhich encapsulates both an individual’s location
and their privacy policy. At the center of the privacy policyareusage ruleswhich
describe acceptable usage of the information, such as whether retransmission of the
data is allowed or at what date the information expires, and must be discarded. Fur-
ther, location objects can be digitally signed, making the privacy policy resistant to
separation from the location information [48].

3.4.2.2 W3C P3P

The World Wide Web Consortium (W3C) has developed the platform for privacy
preferences project (P3P) as a simple mechanism for communicating information
about Web-based privacy policies [74]. In contrast to the IETF approach, where users
attach privacy policies to their data, the focus of P3P is to enable service providers to
publish their data practices. The data practices may include for what uses personal
data is collected, for how long it is held, and with what otherorganizations and
entities it may be shared. Users of a particular service can then decide whether these
data practices fit with their own requirements [14]. Typically, this process is achieved
automatically using software agents with access to users’ profiles. P3P does not
provide any mechanisms for encrypting privacy protection within location data (like
those found in IETF GeoPriv specification) and does not explicitly address location
issues. However, because P3P is XML-based it can be easily extended for location-
aware computing environments. For example, in [43] Langheinrich describes an
architecture (the privacy awareness system, pawS) that uses P3P to enable location-
aware system users to keep track of the storage and usage of their personal location
information. IBM’s enterprise privacy authorization language (EPAL) is a different
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XML-based dialect with similar goals to P3P [37].

3.4.2.3 PDRM

Digital rights management (DRM) concerns the technical efforts by some intellectual
property vendors and other organizations to enforce intellectual property protection
(for example, protection from piracy). PDRM (personal DRM)adopts a similar ap-
proach for personal data. When applied to location privacy, the PDRM approach is
closer to the “user-oriented” IETF GeoPriv model than the P3P “provider-oriented”
model. For location-aware systems, location data is treated as the property of the
person to whom that data refers. PDRM then aims to enable thatperson to “license”
the personal data for use by a location-based service provider [29]. So, for example,
an entity wishing to use an individual’s location data may first need to demonstrate
their willingness to agree to the licensing, which may set limits on that entities ability
to share or process the data.

Policy-based initiatives for privacy protection, like PDRM, P3P, and GeoPriv, are
continuing to develop. However, there are again reasons forbelieving that policy-
based initiatives provide only a partial answer to the question of location privacy
protection. First, privacy policies are often highly complex and their practicality for
use in location-aware environments with frequently updated highly dynamic infor-
mation remains, as yet, unproven. Second, privacy policiessystems generally cannot
enforce privacy, instead relying on economic, social, and regulatory pressures to en-
sure privacy policies are adhered to. Consequently, privacy policies are ultimately
vulnerable to inadvertent or malicious disclosure of personal information [28, 75].

3.4.3 Anonymity

Anonymity concerns the dissociation of information about an individual, such as
location, from that individual’s actual identity. A special type of anonymity is
pseudonymity, where an individual is anonymous, but maintains a persistent iden-
tity (a pseudonym) [53]. For example, [20] describe a location-aware system for
allowing users to leave and read digital notes at specific locations (“geonotes”). One
of the ways users can protect their privacy is to associate analias (pseudonym) with
a note in place of their real name.

An explicitly spatial approach to providing anonymity in location-aware comput-
ing environments is presented in [27]. Gruteser and Grunwald used a quadtree-based
data structure to examine the effects of adapting the spatial precision of information
about about an individual’s location according to the number of other individuals
within the same quadrant, termed “spatial cloaking.” Individuals are defined ask-
anonymousif their location information is sufficiently imprecise in order to make
them indistinguishable from at leastk−1 other individuals. The authors also explore
the orthogonal process of reducing the frequency of temporal information, termed
“temporal cloaking.”
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There are several disadvantages to using anonymity-based approaches. First,
anonymity based approaches often rely on the use of a trustedanonymity “broker,”
which retains information about the true identity of a mobile individual, but does not
reveal that identity to third party service providers (e.g., [28]). Second, anonymity
often presents a barrier to authentication and personalization, which are required for a
range of applications [42, 34]. Pseudonymity does allow some personalization and is
therefore sometimes preferred to general anonymity in order to combat this problem.
For example, Rodden et al. [54] use a randomly generated pseudonym which is held
by a trusted information broker and persists only for the duration of the provision
of a particular service (like a location-aware taxi collection system). A promising
new research direction that may help overcome these limitations iszero-knowledge
interactive proof systems(see [25], described in more detail below).

3.4.3.1 Zero knowledge proofs

The idea of a zero-knowledge proof is to prove the knowledge of a certain fact with-
out actually revealing this fact. Zero-knowledge proofs (ZKPs) involve aprover,
who attempts to prove a fact, and averifier, who validates the prover’s proof. The
verifier may determine the correctness of the proof, but not does learnhow to prove
the fact or anything about the fact itself. Fiat and Shamir developed the first practical
zero-knowledge proof system in 1987 [23].

ZKPs often appear somewhat counter-intuitive at first, so consider the following
simple example. PersonA claims to know the secret combination to a safe. Person
B deposits a valuable item in the safe, locks the safe, and leaves the room without
the safe. PersonB does not know the combination to the safe. If personA is able to
present the item locked in the safe toB, thenA has proven toB thatA knows the com-
bination to the safe without revealing the actual combination. In ZKP terminology,
the proof is interactive because the verifier (personB) challengedthe prover (person
A) and the prover mustrespondto the verifier.

In a ZKP, a provermay provide the correct response to a challenge purely by
chance. To combat this possibility, there are usually several rounds of challenges
and responses in a ZKP. As the number of rounds increases, theprobability that the
prover will give the correct answer in every round decreases. Typical ZKPs will
verify a proof with a probability of 1−1/2n, wheren is proportional to the number
of rounds used.

There are two distinct application scenarios for ZKPs:

• Authentication: ProverP is able to prove to verifierV thatP is authorized to
access information without requiring any knowledge aboutP’s identity.

• Identification: ProverP can prove to verifierV thatP is P, but no partyQ is
able to prove toV thatQ is P.

The first application scenario that uses ZKPs without revealing an individual’s
identity is anonymous digital cash[9]. To date, ZKPs have not been widely re-
searched within the domain of location-aware computing. However, clearly ZKP-
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based authentication and identification might also be used with location-based ser-
vices, and initial work in this area is beginning to appear (e.g., [11]).

There is one further, explicitly spatial problem facing anyanonymity-based system
for location privacy: a person’s identity can often be inferred from his or her loca-
tion. Consequently, anonymity strategies (even those employing pseudonymity or
ZKPs) are vulnerable to data mining [19]. Beresford and Stajano [7] have used sim-
ulated historical data about anonymized individual’s movements to investigate ways
of subverting anonymity-based privacy protection. Their results show how simple
heuristics can be used to de-anonymize pseudonyms, providing users with much
lower levels of location privacy than might naively expected. Thus, anonymity alone
cannot hope to provide total location privacy protection.

3.4.4 Obfuscation

Obfuscationis the process of degrading the quality of information abouta person’s
location, with the aim of protecting that person’s locationprivacy. The term “ob-
fuscation” is introduced in [16, 17], but several closely related concepts have been
proposed in previous work. The “need-to-know principle” aims to ensure that in-
dividuals release only enough information that a service provider needs to know in
order to provide the required service [36]. The idea of a need-to-know principle
is closely related both to obfuscation and the fundamental fair information prac-
tice principle of consent and use limitation (section 3.4.1). Snekennes investigates a
privacy policy-based approach to enforcing the need-to-know principle in location-
aware computing by adjusting precision of location information [62]. In the domain
of anonymity-based approaches, the work of Gruteser and Grunwald (discussed in
section 3.4.3) aims to enforce the “principle of minimal collection” [27], again akin
to obfuscation. On a slightly different theme, Jiang et al. discuss the “principle of
minimal asymmetry,” which aims to ensure that the flow of personal information
away from an individual is more closely matched by the information flow back to
that individual about who is using that information for whatpurposes [38].

It is possible to identify three distinct mechanisms (typesof imperfection) in the
literature for degrading the quality of location information: inaccuracy, imprecision,
and vagueness(see [72, 18, 73]). Inaccuracy concerns a lack of correspondence
between information and reality; imprecision concerns a lack of specificity in infor-
mation; vagueness concerns the existence of boundary casesin information. Any
combination of inaccuracy, imprecision, and vagueness maybe used as the basis for
an obfuscation system. An inaccurate description of an agent’s location means that
the agent’s actual location differs from the conveyed location: the agent is “lying”
about its current location. An imprecise description of location might be a region in-
cluding the actual location (instead of the location itself). A vague description would
involve linguistic terms, for example that the agent is “far” from a certain location.
Most research to date has looked at the use of imprecision to degrade the quality of
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location information (e.g., [62, 27, 34, 16]). However, theuse of inaccuracy has also
been investigated and compared with imprecision in [17]

The work in [16] develops and tests an algorithmic approach to obfuscatingprox-
imity queries(e.g., “where is the closest ... ?”) based on imprecision. A simpli-
fied version of the algorithm introduced in [16] is summarized in figure 3.1. The
algorithm assumes a graph-based representation of a geographic environment (for
example, a road network). An individual protects his or her location privacy by only
reporting a setO of locations (anobfuscation set), one of which is that individual’s
actual location (figure 3.1a). For an obfuscation setO, the location-based service
provider must compute the relationδ (figure 3.1b), whereoδ p meanso, p ∈ O are
most proximal to the same point of interest (POI). The algorithm then proceeds ac-
cording to three possibilities. First, all the locations inthe obfuscation set may be
most proximal to a single POI (O ∈ O/δ ), in which case that POI can be returned
to the user (figure 3.1c). Second, the individual may agree toreveal a more pre-
cise representation of his or her location, in which case thealgorithm can reiterate
(figure 3.1d). Otherwise, the best estimate of the most proximal POI us returned
(figure 3.1e). The analysis in [16] shows that efficient mechanisms for computing
the relationδ can ensure that the entire algorithm has the same computational (time)
complexity as a conventional algorithms for proximity queries, and that the algorithm
must terminate in a finite number of iterations.

Obfuscation has several important advantages that complement the other privacy
protection strategies. Obfuscation and anonymity are similar, in that both strategies
attempt to hide data in order to protect privacy. The crucialdifference between ob-
fuscation and anonymity is that while anonymity aims to hidea person’s identity,
obfuscation is an explicitly spatial approach to location privacy that aims to allow a
person’s identity to be revealed. Potentially, this combats one of the key limitations
of anonymity approaches: the need to authenticate users. Atthe same time, degrad-
ing the quality of location information makes inferring identity from location more
difficult. Obfuscation is flexible enough to be tailored to specific user requirements
and contexts, unlike regulatory strategies; does not require high levels of complex
infrastructure and is less vulnerable to inadvertant disclosure of personal informa-
tion, unlike privacy policies; and is lightweight enough tobe used without the need
for trusted privacy brokers, unlike many anonymity approaches.

Obfuscation aims to achieve a balance between the level of privacy of personal
information and the quality of service of a location-based service. Current research
has indicated that there exist many situations where it is possible to expect high qual-
ity location-based services based on low quality positional information (see [17]).
Consequently, in situations where the user requires a higher quality of service than
can be achieved at a user’s minimum acceptable level of privacy, then other privacy
protection strategies must be relied upon instead. Further, obfuscation assumes that
the individual is able to choose what information about his or her location to re-
veal to a service provider. While this may be realistic when using client-based or
network-assisted positioning systems and when sharing location information with a
third party location-based service provider, dealing withthe entities that administer
network-based positioning systems still requires privacyprotection based on regula-
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a. Weighted graph, POI set, obfuscation
set (O)

b. Defineδ whereoδ p meanso, p ∈ O
have the same POI as their most proximal.

c. All o∈ O
are most proximal to same POI

(O∈ O/δ )

Return most proximal
POI for arbitraryo ∈ O,
with quality of service

d. Client
reveals proper subset ofO

(O′
⊂ O)

Reiterate withO′ in place
of O

e. Return estimate of most proximal POI,
with quality of service

No

No

Yes

Yes

FIGURE 3.1
Summary of simplified obfuscation algorithm, after[16]

tory or privacy policy approaches.

3.5 Conclusions

Location privacy lies at the intersection of society and technology. This chapter has
reviewed the reasons why location privacy is becoming such an important topic in
society, and the technological constraints to location privacy. When considering the
strategies that can be used to protect an individual’s location privacy, it becomes clear
that no single strategy currently available is capable of providing a complete solu-
tion to location privacy protection. Each approach has distinct advantages and dis-
advantages. Therefore, it seems likely that the future of location privacy protection
involves combinations of the approaches: regulation, privacy policies, anonymity,
and obfuscation.

There remain many challenges for privacy researchers. For example, for informa-
tion to be worth protecting, it must also be worth attacking.Current research tends to
be biased toward privacy protection. By contrast, it is alsoimportant to understand
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the techniques a hostile agent might employ in order to invade a person’s privacy
(circumventing location privacy protection and attempting to discover an individual’s
exact location). In this respect, privacy research is analogous to cryptology, which
comprises both cryptography (code making) and cryptanalysis (code breaking).

As this chapter has shown, location information differs from many other types of
personal information. Consequently, future research aimed specifically atlocation
privacy will need to focus on specialized privacy protection techniques for several
reasons. First, unlike many other types of personal information, identity may be
inferred from location. Such inferences are especially likely where a history of lo-
cations can be derived (for example, my patterns of movementover the course of a
week). These types of inferences make anonymity and pseudonymity much harder
to maintain than in other privacy applications, such as Internet use.

Second, information about personal location is highly dynamic. By contrast, cur-
rent research approaches to location privacy are usually fundamentallystatic in na-
ture, modeling the movement of an individual as a sequence ofstatic snapshot loca-
tions. Many aspects of location privacy demand models that provide a more faith-
ful representation of the temporal aspects of LBS. For example, counter-strategies
for invading an individual’s privacy can be devised by making assumptions about
an individual’s maximum or minimum speeds of movement. Understanding such
counter-strategies requires requires the development of truly spatiotemporal models
of location privacy. Further, the potential uses and privacy implications of dynamic
location information change over time. Current privacy protection strategies, such
as regulation and privacy policies, tend to make no distinction between static in-
formation (such as an individual’s date of birth) and dynamic information (such as
an individual’s location). Thus, these approaches may ignore the dynamic aspects
of location information, making it difficult to definite privacy policies that have a
temporal component, for example, where acceptable uses change over time.

Finally, the potential uses of spatial information are highly varied. Correspond-
ingly, the potential benefits of invading an individual’s location privacy may be
higher than for some other types of information. Without proper protection, the loca-
tion information generated by location-aware systems could conceivably be abused
or unfairly used in almost any domain of human, social, or economic activity, in-
cluding marketing, insurance, surveillance, harassment,social security, politics, law
enforcement, health, or employment. Indeed, it is this veryfeature of location infor-
mation that makes location information so vital to our future information systems.
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