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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE

400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

September 29, 2006

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE
DIRECTOR, COUNTERINTELLIGENCE FIELD ACTIVITY

SUBJECT: Allegations of Mismanagement and Waste within the Counterintelligence
Field Activity (Report No. 06-INTEL-15)

‘We are providing this report for information and use. - We performed the
gvaluation in response to an anonymous complaint to the DoD) Hotline. We considered
management comments on a draft of this report in preparing the final report. The
Counterintelligence Field Activity comments conformed to the requiremenis of DoD
Diregti\crle 7650.3 and left no unresolved issues. Therefore, no additional comments are
required.

We appreciate the courtesies extended to the staff. Quesii irected
to at (703) 604 DsN 664 o (703)
60 SN 664 . See Appendix C for the report disiribufion, lhe evaluation

team members are listed 1nside the back cover. X
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Deputy Inspecior General
for Intelligence
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Office of the Inspector General of the Department of Defense

Report No. 06-INTEL-15 September 29, 2006
(Project No. D2(03-DINT01-0231.000)

Allegations of Mismanagement and Waste within the
Counterintelligence Field Activity

Executive Summary

Who Should Read This Report and Why? The Under Secretary of Defense for
Intelligence; the Director, Counterintefligence Field Activity; Field Activity senior
leadership; and department acquisition and contracting professionals responsible for the
efficient and effective execution of government business processes should read this
report. The report discusses the need for vigilant oversight of management controls and
contracting procedures.

Background. With DoD Directive 5143.01, “Under Secretary of Defense for
Intelligence (USD(I)),” November 23, 2005, the Under Secretary exercises the Secretary
of Defense’s authority, direction, and control over the Defense Agencies and DoD Field
Activities that are Defense intelligence, counterintelligence, or security Components.,
The Counterintelligence Field Activity derives its authorities from DoD Directive
5105.67, “Department of Defense Counterintelligence Field Activity,” February 19,
2002. The Counterintelligence Field Activity mission is to “develop and manage
Counterintelligence programs and functions that support the protection of the
Department, including counterintelligence support to protect DoD personnel, resources,
critical information, research and development programs, technology, critical
infrastructure, economic security, and U.S, interests, against foreign influence and
manipulation, as well as to direct and neutralize espionage against the Department.”

On August 18, 2004, the Defense Hotline, Office of the Inspector General, Department of
Defense received an anonymous complaint with nine allegations regarding
mismanagement, waste of taxpayers’ dollars, and insufficient oversight at the
Counterintelligence Field Activity. As discussed below, some of the allegations resulted
in a referral to the Defense Criminal Investigative Service. Accordingly, we are limited
in providing specific examples and information on the results of our review.

Results, Of the nine allegations, four were not substantiated, three were substantiated,
and two warranted a referral to the Defense Criminal Investigative Service. Specifically,
the allegations on Counterintelligence Field Activity having too many Senior Executive
Service employees, contractors developing DoD policy, an extravagant operations center,
and the storage of a purchased supercomputer were not substantiated. Allegations
regarding improper procedures used for leasing commercial office space, a contractor
writing a statement of work for which they became the beneficiary, and the scope of
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projects being changed without recertification of funds availability were substantiated,
Allegations regarding

ere referred to the Defense Criminal
er action. (See Appendix B)

vestigative Service for

Based on a very limited review of 2004 acquisitions identified in the DoD) Hotline
allegations, the Counterintelligence Field Activity did not adequately administer and
manage its acquisition and contracting processes by promoting requirements without the
benefit of an overarching acquisition strategy, did not adequately control contract funds,
and circumvented applicable leasing policy and procedures. Implementation of an
effective management control program, as well as, the establishment of policy,
procedures and controls over the acquisition requirements and approval process,
acquisition strategy, contract administration and funds control would have mitigated the
identified results. Accordingly, we are recommending that the Counterintelligence Field
Activity examine its current management control program and policies, procedures, and
controls over the acquisition and contracting process to prevent a reoccurrence of the
identified results.

Management Comments and Evaluation Response. The Acting Director,
Counterintelligence Field Activity stated that because some of the allegations relate to
pending criminal matters, the conclusions in the draft report are unsupported by recitation
of factual information. Therefore, thorough analysis of many of the conclusions in the
draft report is not now possible, and the Counterintelligence Field Activity was at a
disadvantage in formulating responses. However, the Acting Director,
Counterintelligence Field Activity generally concurred with the recommendation
regarding the Management Control Program and cited a list of actions taken since 2004 to
address the issues. The Acting Director, Counterintelligence Field Activity also
concurred with the overall proposition that its acquisition planning and management can
be improved, and noted that significant improvements have been underway for the past
two years.

As noted in the report, the review was limited to 2004 acquisitions addressed or related to
the DoD Hotline allegations and some allegations resulted in a referral to the Defense
Criminal Investigative Service. Therefore, in some cases specific data and examples used
to draw our conclusions could not be provided. The Acting Director, Counterintelligence
Field Activity comments are responsive; no further comments are required. See the
Finding section of the report for a discussion of management comments and the
Management Comments section of the report for the complete text of the comments.
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Background

On August 18, 2004, the Office of the Inspector General, Department of Defense,
Defense Hotline (DoD Hotline) received an anonymous complainant about the
Counterintelligence Field Activity (CIFA). The complaint detailed nine
allegations of “mismanagement, waste of taxpayers dollars, and lack of oversight”
at CIFA.

Under Secretary of Defense for Intelligence. With Deputy Secretary of
Defense Memorandum, “Implementation Guidance on Restructuring Defense
Intelligence — and Related Matters,” May 8, 2003, the Under Secretary of Defense
for Intelligence [USD(I)] exercises authority, direction, and control over CIFA
ensuring that, as appropriate, there is “adequate acquisition management
structures and processes in place to deliver intelligence programs on time and
within budget.” DoD Directive 5143.01, “Under Secretary of Defense for
Intelligence (USD(I)),” November 23, 20035, cancelled the May 8, 2003,
memorandum, With this Directive, the USD(]) exercises the Secretary of
Defense’s authority, direction, and control over the Defense Agencies and DoD
Field Activities that are Defense intelligence, counterintelligence, or security
Components, The USD(I) further exercises “planning, policy, and strategic
oversight over all DoD intelligence, counterintelligence, and security policy,

plans, and programs.”

Counterintelligence Field Activity, Created in a post September 11, 2001,
security environment, CIFA derives its authorities from DoD Directive 5105.67,
“Department of Defense Counterintelligence Field Activity,” February 19, 2002,
Its mission is to:

develop and manage DoD Counterintelligence programs and functions that
support the protection of the Department, including Counterintelligence support
to protect DoD personnel, resourges, critical information, research and
development programs, technology, critical infrastruchure, economic security,
and U.S. interests, against foreign influence and manipulation, as well as to
direct and neutralize espionage against the Department.

Objective

The ohjective was to review allegations of mismanagement and waste within
CIFA. Specifically, we sought to determine the validity of the allegations
contained in the DoD Hotline referral. We also examined the adequacy of
management controls. See Appendix A for a discussion of the scope and
methodology.
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Management Control Program Review

Office of Management and Budget Circular A-123, “Management’s )
Responsibility for Internal Control,” December 21, 2004; DoD Directive 5010.38,
“Management Control (MC) Program,” August 26, 1996; and DoD Instruction
5010.40, “Management Control (MC) Program Procedures,” August 28, 1996,
require DoD organizations to implement a comprehensive system of management
controls that provide reasonable assurance that programs are operating as intended
and to evaluate the adequacy of the controls.”

Scope of the Review of the Management Control Program. In addition to
what CIFA management addressed in the 2003 and 2004 self assessments
reguired by the Federal Manager Financial Integrity Act of 1982, we reviewed the
adequacy of the management controls at CIFA as they pertain to the issues raised
in the DoD Hotline complaint. Specifically, we reviewed plans, methods, and
procedures CIFA used to acquire and administer contractual arrangements. We
also reviewed CIFA’s surveillance of contracts and determined whether self-
evaluation of management controls adequately met the requirements and intent of
DoD Directive 5010.38 and DoD Instruction 5010.40.

Adequacy of Management Controls. We identified material management
control weaknesses as defined by DoD Instruction 5010.40. Specifically, CIFA
did not adequately administer and manage the acquisition and confracting
processes, Accordingly, our recommendation for CIFA focuses on the
implementation of controls over the acquisition and contracting process and
implementation of a Management Control Program that fully complies with DoD
Instruction 5010.40.

Management Self Assessment

2003 Assessment. As required by Federal Manager Financial Integrity Act of
1982, the Director, CIFA, submitted the first annual letter of assurance on
September 5, 2003, The Director attested to executing a thorough and
conscientious evaluation of internal, accounting, and adminisirative controls
consistent with applicable laws and policies. The Director stated “management
controls are in place, effectively operating, or being developed, with the
exceptions of the material weakness.” The one material weakness centered on the
lack of an official Management Control Program. By citing his staff’s collective,
corporate knowledge of management controls, the Director sought to address the

! While the directive and instruction were in place during the period under evaluation and are referred to

throughout this report, DoD Directive 5010.38 was cancelled on April 3, 2006. DoD Instruction 5010.40

has also been renamed “Managers® Internal Control (MIC) Program Procedures,” effective January 4, 2006.
2
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lack of a formal Management Control Program, Specifically, the Director, CIFA
indicated his dependence on

CIFA Directors and their knowledgs and experience to look at the potential material
weakness areas as outlined in DoD Directive [sic] 5010.40. These senior personnel and
the Directorate staffs [came] together from a variety of predominantly governmental
organizations which had their own management Control Programs and ways of
conducting business. They brought with them a wealth of experience on how to properly
manage resources and followed these practices without a formal MC [Management
Control] Program in place.

Besides fulfilling Federal Manager Financial Integrity Act of 1982 reporting
requirements, the Director’s submission also indicated adherence to the
outsourcing initiatives addressed in the President’s Management Agenda of
2002.2 According to the Director, CIFA’s submission,

Competitive outsourcing as directed in the PMA [President’s Management Agenda

0f 2002], and contracting administration as directed by DoD Dir [sic] 5010.40, were
closely monitored to ensure maximum outsourcing and efficient and effective coniracts to
obtain the best services for the US Government while maintaining the ability to
accomplish the mission.

2004 Assessment. The Director, CIFA, submitted on August 24, 2004, the
second annual letter of assurance in accordance with Federal Manager Financial
Integrity Act of 1982; it was attested:

A review of [CIFA’s] current internal accounting and administrative controls in effect
during the fiscal year that will end September 30, 2004, provides reasonable assurance
that management controls are in place and effectively operating or being developed, with
the exception of the material weakness noted. The objectives of FMFIA. [Federal
Manager Financial Integrity Act of 1982] were accomplished within the limits described
i Tab A.

The Director, CIFA, also identified a material weakness and commented on
efforts to rectify the previous fiscal year’s material shortfalls. Specifically, the
Director, CIFA, highlighted contract administration shortfalls as a material
weakness; and noted that the fielding of an internal control program was a
rectification of the previous year’s material weakness. The Director, CIFA,
concurrently highlighted adherence to the tenets of the President’s Management
Agenda of 2002 and emphasized the effective utilization of outsourcing in
accompiishing the organization’s mission.

2 President’s Management Initiative of 2002 laid out the necessity of and the rationale behind the
outsouroing of governmental functions. The intent: capitalize on pre-existing management and/or
production capacities in the private sector, with their attendant efficieneies driven by market forces, to
ransform and ensure efficient and effective governmental aperations.
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Adequacy of Management’s Self-Assessment, Although the 2004 Assessment
highlights contract and acquisition as a material weakness, actions taken did not
identify or prevent the occurrence of contractual irregularities leading to the
Defense Criminal Investigative Service referral.

4
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Acquisition and Contracting Practices

Based on a limited review of 2004 acquisitions identified in the DoD
Hotline allegations, CIFA did not comply with DoD Instruction 5010.40
and did not adequately administer and manage acquisition and contracting
processes by:

¢ promoting requirements without the benefit of an overarching
acquisition strategy and final concept of operations

s failing to establish a means to control funds

¢ circumventing, at additional expense to the government,
applicable leasing policy and procedures

This occurred because of a lack of management controls and discipline
over the acquisition/procurement process. As a result, we found evidence
of contracting irregularities, excessive costs, a violation of the Purpose
Statute, and an improper leasing arrangement through a service contract.

Management Accountability and Control

Applicable Laws Related to Internal Controls. The Federal Managers
Financial Integrity Act of 1982, (P.L. 97-255) establishes specific requirements
for management controls (hereafter internal controls as per Government
Accountability Office guidance). Agency heads must establish internal controls
that reasonably ensure:

e obligations and costs comply with applicable law;

o assets are safeguarded against waste, loss, and unauthorized use or
misappropriation; and

e revenues and expenditures are properly recorded and accounted for.

Moreover, management must attest yearly to Congress the efficacy of
organizational management controls. In formal submissions, agency heads must
address the level of their reasonable assurance that management controls are
adequate and, where necessary, highlight material weaknesses in these
management controls and define actions to be undertaken in addressing or
correcting identified weaknesses. Senior leadership at CIFA. submits inputs to the
Office of the Secretary of Defense to be collated and codified into the Secretary of
Defense’s official departmental submission to Congress.

Applicable Directives and Instructions Related to Internal Controls and

Acquisitions. DoD Instruction 5010.40, “Managernent Control (MC) Program

Procedures,” August 28, 1996, states management controls manifest themselves
5
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bureaucratically as a system of guidance, instructions, regulations, procedures,
rules or other organizational instructions that assist in determining the requisite
methods employed to carry out the organization’s mission, execute operational
actions, or achieve desired objectives. Most significantly, internal controls
facilitate institutional accountability, thereby ensuring that programs achieve
intended results. The Federal Acquisition Regulation (FAR) and the Defense
Federal Acquisition Regulation Supplement add further fidelity by requiring due
diligence of government personnel to protect against fraud, waste and abuse.

Applicable Guidance Related to the Federal Acquisition Regulations. The
FAR and the Defense Federal Acquisition Regulation Supplement are the primary
criteria for governing contracting for goods and services. The regulations require
orderly processes that include an analysis of the requirements and various types of
contracts to use, determinations as to whether fair and reasonable prices are paid,
and oversight of contractor performance and billing after the contract award. The
FAR describes measures that contracting officers must follow to award contracts
and requires that contracting officers must not award coniracts unless all of the
regulations have been met and that purchases are made at fair and reasonable
prices, Additionally, DoD Regulation 7000.14R, “Financial Management
Regulation,” requires that DoD Components establish appropriate internal
controls that will ensure the financial data provided is accurate, complete, and
supportable. “

Applicable Guidance Related to Leasing in the National Capital
Region. DoD Directive 5110.4, “Washington Headquarters Services,”
establishes the Washington Headquarters Service as the only source for
the procurement of office space within the National Capital Region by
DoD entities. DoD Instruction 5305.5, “Space Management Procedures
[within the National Capital Region]” dictates leasing processes, delegated
authorities, and reporting requirements for said procurement. In
accordance with the DoD Directive, a DoD entity seeking to lease
commercial office space must vet its requirement through Washington
Headquarters Service, who then seeks leasing assistance from the General
Services Administration pursuant to getting the lease at best value to the
government. Exceptions to these strictures and procedures are possible,
but according to Washington Headquarters Service, rare.

Acquisition Determination and Review Process

Our review of contracts related only to the DoD Hotline allegations, which
identified one contract award that CIFA did not adequately identify
through a concept of operations document the scope of the project or its
acquisition requirements. The FAR, Part 7 Acquisition Planning, requires
the establishment of an orderly process prior to commitment to contracting

6
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actions. An organization needs to identify its requirement, prepare a
statement of work, identify actions needed to satisfy the requirement, and
prepare an acquisition strategy, which includes the type of contract to be
issued, funds to be used, and whether the acquisition will be competitive
or sole source. The contracting officer has the responsibility to ensure that

an organization’s proposed contract meets all legal requirements and is
fully compliant to all appropriate policies and procedures.

Specific details of our review, to include the working relationship between
CIFA and the contracting officer, cannot be provided due to a referral to
the Defense Criminal Investigative Service. We can, however, note that a
contractor prepared the statement of work and defined the contract to be
sole source. There is no data to support that CIFA performed an adequate
technical review of the proposal, We also discovered equipment was
procured in advance of the finalized Concept of Operations, which
occurred several months after the award of the contract. Equipment
purchased under the contract remains under utilized or in storage.

Inadequate Funds Control

We found no evidence of adequate funds control procedures in place or
functioning properly. This is attributable to madequate acquisition
strategy in general and in particular an undisciplined funds control
process, We did find evidence of irregularities associated with the
Purpose Statute, which states that “appropriations shall be applied only to
the objects for which the appropriations were made except as otherwise
provided by law.” Specific details are being withheld due to a referral to
the Defense Criminal Investigative Service. We can, however, note an
apparent misuse of research, development, test, and evaluation funds for a
project appropriate for operations and maintenance funds. Statements of
work and scope of projects were also being changed without
recertification of funds.

Circumvention of National Capital Region Leasing Procedures

CIFA did not follow the required procedures for obtaining office space in the
National Capital Region. This issue will be addressed in a separate report “Audit
of FY 2005 DoD Purchases Made Through the Department of Interior,” Project
No. D2005CF-0276.
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Management Actions and Conclusions

To the credit of CIFA senior management, efforts are under way to address the
identified internal/management control shortfalls. However, the
internal/management program highlighted by the Director, CIFA, in the 2004
statement of assurance did not identify or prevent the occurrence of contractual
irregularities leading to the Defense Criminal Investigative Service referral.
Based on a very limited review of 2004 acquisitions identified in the DoD Hotline
allegations, we determined that additional management action is needed to
include a more effective Management Control Program and policy, procedures,
and controls over the acquisition and contracting process to mitigate a
reoccurrence of the identified results. Towards this goal, a need exists to examine
its current management control program and policies, procedures, and controls
over the acquisition and contracting process to prevent a reoccurrence of the
identified results and provide reasonable assurance that:

e obligations and costs comply with law
¢ funds property and assets are safegnarded and used
¢ revenues and expenditures are recorded and accounted for

e programs, administrative, and operating functions are efficient, effective,
comply with law and policy

¢ and fraud, waste and abuse are prevented.

Recommendations, Management Comments and Evaluation
Response

1. We recommend that the Director, Counterintellizence Field Activity:

a. Ensure that its Management Control Program fully complies with
DoD Instruction 5010.40,

Management Comments. The Acting Director, CIFA generally concurred with
the recommendation regarding the Management Control Program. CIFA has
continued to expand and refine the Management Conirol/Managers’ Internal
Control Program by raising program visibility to senior management levels. In
each Fiscal Year since 2004, CIFA has further refined and continued to develop a
more mature Managers® Internal Conirol Program.

Evaluation Response. The CIFA comments are responsive to the
recommendation, no further comments are required.

8
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b. Ensure that its policy, procedures, and controls over the acquisition
requirements and approval process, acquisition strategy, contract

administration, and funds control are fully compliant with applicable
guidance.

Management Comments. The Acting Director, CIFA concurred with the overall
proposition that its acquisition planning and management can be improved, and
significant improvements have been underway for the past two years.
Significantly, CIFA has received its own authority to enter into contracts and is
standing up a contracting office. CIFA expects that having the entire contracting
process within CIFA will make it eagier to ensure that CIFA’s acquisitions are
fully compliant with applicable guidance.

Evalnation Response. The CIFA comments and ongoing and planned actions
comments are responsive to the recommendation. No further comments are
required.

9
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Appendix A. Scope and Methodology

‘We examined the nine allegations made to the Defense Hotline concerning CIFA,
‘We reviewed DoD guidance governing acquisition and leasing property in the
National Capital Region. We analyzed relevant DoD directives, regulations,
instructions, guidance, and memoranda. We also reviewed contract data, policy
memoranda, historical documentation such as select e-mails provided by CIFA as
result of the initial data call and follow-up requests for additional information; and
interviewed key personnel within CIFA, USD(I), and other DoD organizations
involved in the contracting process. Finally, we performed this review in
accordance with the Quality Standards for Federal Office of Inspector General
and reviewed and analyzed data from the period of May 2001 through to

June 2005. 'We performed this evaluation from September 2004 through
December 2005. '

Scope Limitations

The review was limited to 2004 acquisitions addressed or related to the DoD
Hotline allegations. Accordingly, we did not evaluate a representative sample of
contracts administered by CIFA. Furthermore, some allegations resulted in a
referral to the Defense Criminal Investigative Service.

Prior Reporting

During the past five years, the Office of the Inspector General of the Department
of Defense, issued two reports that were germane to this evaluation.

DoD IG Report No. 03-INTEL-08, “DoD Command and Control of
Counterintelligence,” April 10, 2003.

DoD IG Report No. D-2004-015, “Contracts for Professional,
Administrative, and Management Support Services,” October 30, 2003,

10
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Appendix B. Summary of A]légations

On August 18, 2004, the Defense Hotline, Office of the Inspector General,
Department of Defense received a one-page facsimile, containing nine allegations
of “mismanagement, waste of taxpayers dollars, and lack of oversight” at CIFA.
This appendix examines the merit of each allegation.

Allegation # 1:

For a small organization, there are SES [Senior Executive Service] level
employees all over the place. The ratio of SES’s to subordinates is highly
disproportionate.

Assessment: Not Substantiated.

Analysis: Our analysis did not substantiate this allegation. The only Office of
Personnel Management restriction is that the DoD is authorized a limited number
of SES pogsitions. How DoD assigns those positions within the Department is its
choice, Absent specific guidelines, CIFA senior leadership identified its SES
requirements, justified these requirements, and received the authority for the SES
positions.

We also compared the number of SES and equivalent positions in FY 2004 versus
the workforce and benchmarked this against a comparable organization. We
defined “SES level employees” at CIFA as Defense Intelligence Senior Executive
Service (DISES) and Defense Intelligence Senior Level (DISL). Though not in
direct supervisory positions, we included DISL personnel to capture the aggregate
SES population. We juxtaposed this number (10 personnel) against the total
number of government personnel (162 personnel); then against the total number
of CIFA employees, both government and contractors (842 personnel).

Statistically, SES-level positions at CIFA constitute no more than 6.2 percent of
the strictly government workforce (See Chart 1). When we included contractors
in the equation SES positions constitute just 1.2 percent of the total CIFA
workforce (See Chart 2).
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CIFA Governmeni Work Force FY 04

3.1%
2.5%
27.8% m DISES
g H DISL
OGS 15
W G8<15

Chart 1. FY 2004 - The relationship of DISES and DISL positions to the
government work force.

CIFA Total Work Force FY 04

0.7%

03% 539

0,
12.7% W DISES
B DISL
OGS 15

B G8<15
B Contractors

81.83%

Chart 2. FY 2004 - The relationship of DISES and DISL positions to the
government and contractor work force.
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Allegation # 2:

CIFA has leased a huge amount of commercial office space via means not
normally employed by DoD agencies, and is paying a fortune for it, Some
estimates indicate that 40% of its budget goes for such leases. CIFA uses
a company to lease ts office space.

Assessment: Substantiated.

Analysis: We did not corroborate the percentage cited in the allegation; however
other issues of concern will be addressed in a separate report “Audit of FY 2005
DoD Pugchases Made Through the Department of Interior,” Project No. D2005-
CF-0276.

Allegation # 3:
CIFA relies on government contractors to author and develop DoD policy
for the counterintelligence business,

Assessment: Not Substantiated.

Analysis: By directive and enacting instruction, CIFA is the functional manager
for DoD Counterintelligence activities. CIFA does not develop DoD policy but
rather contributes to its formulation by drawing upon the counterinte!ligence
expertise of its workforce, both government and contractor. USD(I) develops and
promulgates DoD counterintelligence policy. Though policy development falls
under the auspices of an “inherently governmental function,” soliciting contractor
comment in the formulation process does not violate this stricture as long as
government personnel provide adequate decision-making oversight in the process.

By definition, missions and functions deemed inherently governmental in DoD
Instruction 4100.33 “Commercial Activities Program Procedures” include tasks
that

E2.1.10. DoD Governmental Function. ... require the exercise of discretion in applying
Government authority or the use of value jndgment in making decisions for the
Department of Defense. ... Governments! normally fall into two categories:

E2,1.10.1, Actof Governing. The discreticnary use of governmental authority,
Examples include criminal investigations, prosecutions, and other judicial functions,
management of Government programs Tequiring value judgments, as in the direction of
national defense; management and direction: of the Armed Services; ... direciion of
intelligence and counterintelligence operations ... .

We found no evidence that contractors inappropriately authored policy documents
and/or circumvented CIFA senior management oversight. According to cognizant
personnel, contractors were queried for the counterintelligence expertise but CIFA
leadership retained and exercised their oversight functions.
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Allegation # 4: _
Government contractors are writing statements of the work for which they
are the beneficiaries. And, contractors routinely direct/authorize sach
other’s work.

Assessment: Substantiated.

Analysis: Based on our very limited review of the contracts related to the DoD
Hotline allegations, we found that at least one contractor wrote and submitted to
CIFA leadership a statement of work for a multi-million dollar contract for which
the contractor was intended to be the ultimate beneficiary. At the time the
contractor submitted its proposal, no standing requirement, derived from & needs
statement and engendered in a formalized requirements process, existed for the
fmject. It is unclear if this particular situation is an anomaly or an indicator of

arger concerns, Specific details are being withheld pending the results of a
referral to the Defense Criminal Investigative Service.

‘We were also able to pariially substantiate the complainant’s assertion that
contractors under the employee of CIFA did oversee other contractors. However,
our review of the contract, for systems evaluation and technical acceptance of
goods and services, met statutory and regulatory requirements.

Allegation # 5:

CIFA’s operations center on the 6™ floor far exceeds its mission
requirements and cost an inordinate amount. It looks like Star Wars or a
huge sports bar with TVs and plasma screens all over the place.

Assessment: Not Substantiated.

Analysis: DoD Directive 5105.67 “Department of Defense Counterintelligence
Field Activity (CIFA),” February 19, 2002, directs CIFA leadership to construct a
technologically state-of-the art facility pursuant to exercising the organization’s-
role as the functional manager and coordinative body for DoD counterintelligence
activities, Specifically, the directive states that it is DoD policy that the DoD will
make full use of advanced technology to create and maintain a collaborative
counterintelligence analytic environment to protect critical DoD and national
assets. In addition, it is CIFA’s responsibility to develop, implement, and oversee
DoD counterintelligence programs, as assigned, using state-of-the art information
technology whenever practicable, consistent with mission requirements, and
consulting with the counterintelligence offices of the DoD components to ensure
the integrity of all counterintelligence information technology systems.

CIFA’s actions were consistent with its mandate. CIFA was directed to use state
of the art technology to perform its mission. However, testimonial evidence
indicates that the fielding of the operations center was effectively ad hoc; CIFA
did not develop the requirement from a formalized requirements process.
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Allegation # 6:

CIFA purchased a supercomputer for its operations that exceeded the
elecirical capacity of its HQ building. As a result, the computer is being
stored in a warehouse and not being utilized. It’s been there for over a
year. There is no plan to bring it back.

Assessment; Not substantiated.

Analysis: The purchased equipment did not exceed the electrical capacitS( of the
building, The equipment was underused and was transferred to the Office of
Naval Intelligence.

Allegation # 7:

Statements of work and funds are being certified by budget personnel and
then the scopes of the projects are being changed without recertification of
funds, etc. :

Assessment: Substantiated.

Analysis: As stated in the allegation, statements of work and the scope of
projects were being changed without recertification of funds. In his annual “letter
of assurance” submitted to DoD on August, 24, 2004, in accordance with Federal
Managers Financial Integrity Act of 1982 reporting requirements, the Director,
CIFA identified this specific issue as a material weakness. Specifically, the
Dirael?]tlor, CIFA, highlighted overall contract administration shortfalls as a material
weakness,
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Allegation # 8:

Assessment: Withheld pending results of a referral to the Defense Criminal
Investigative Service.

Allegation # 9:

Assessment: Withheld pending results of a referral to the Defense Criminal
Investigative Service.
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Appendix C. Report Distribution

Office of the Secretary of Defense

Under Secretary of Defense for Intelligence *
Director, Counterintelligence Field Activity *
Under Secretary of Defense for Acquisition, Technology, and Logistics
Under Secretary of Defense (Comptroller)/Chief Financial Officer
Deputy Chief Financial Officer
Deputy Comptroller (Program/Budget)
Director, Program Analysis and Evaluation
Director, Defense Procurement and Acquisition Policy

Non-Defense Federal Organizations and Individuals

Office of Management and Budget

Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member

Senate Subcommittee on Defense, Commitiee on Appropriations

Senate Committee on Armed Services

Senate Committee on Governmental Affairs

Senate Select Committee on Intelligence

House Subcommittee on Defense, Committee on Appropriations

House Commitiee on Armed Services

House Permanent Select Committee on Intelligence

House Subcommittee on Government Efficiency and Financial Management, Committee
on Government Reform

House Subcommitiee on National Security, Emerging Threats, and International
Relations, Committee on Government Reform

House Subcommitiee on Technology, Information Policy, Intergovernmental Relations,
and the Census, Comthittee on Government Reform

* Recipient of draft report
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Counterintelligence Field Activity Comments

couumm%‘ug?ncs FIELD ACTIVITY
2

18 STREET
CRYSTAL SQUARE 5, SUITE 1200
Arfingiian, VA 22202.3557

SEP 134 2008
MEMORANDUM FOR THE DEPUTY ASSISTANT INSPECTOR GENERAL FOR
INTELLIGENCE EVALUATIONS

SUBIECT: Allegations of Mismanagement and Waste within the Counterintetligance
Fleld Astivity (L)

{U) This memorandim provides manogement commmepnts and a staterem of
actins 1 be mion in rsponssy 1o the Offfes of Tnspecior General (D1G) Diaft of 2
Proposad Rapott on Prajec Mo, P2003-DINT01-0231.000, “Allegntions of
Mismanagement and Wasts whtin the Coumterncligenca Fleld Activity” (Praft
Repent).

{U) Management Commaenix:

A. (1) General commients abaut the Draft Report.

m&m&a. 'ﬂxorouah mwiysis ofmanynﬂ&n cms!mmsimhemaﬁmpm s
nornow possible, and wa ag tharefvre at e disndvantoge in fopmulating recpontes.
‘We kave atiempied t discom dmunded;nng ‘bases for these conclusfons ns best

wie aan, hit it may be thae detatled sub ve wit] hava to swait

completion of the criminal investigations,

)
mg_mnﬁm Whi]o thu Dra.ﬂ Repon pmvidesnhe!pfnl !unk ot ClFA’u
migses some key pofnts by fifiog to address the
fant that atall times pem::antm the rajters covared by the repart CIFA did not
‘have suthority 1o enter info contracts. This Is not to deny the valus of kmproving
the 2dministration and macageoment of acquisilons within CIPA, bt rather
point w:isa:ﬂ)e munagemern paradigr Is different when respamzibility is thus
SCRITONY

{1 Tha acquisitions et OIG reviswed wera ecvomplished by Be-for-savice
federn] conmacting offive, oot by CIFA. contracting oditcers. The Dreft Repon
discusaes contracting practices sed tha FAR requitomonts for conimacting officers,
with only a vague recognition (in tha pangraph titted “Acruisition Determination
and Review Proosss™) of the fant that CIFA has not engaped in contacting. As
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indicated in FAR Subpant 1.6, and 25 stated on page 6 of the Draft Repast, before
contracis ére entsred fnte, contracting offfcers & 20 enstra that all of the
“eegulations have been met and that prehtses are mada ot fair and ressonzble
pricss.” CTFA”s acquisition cotss iy commection with eny specifin tmnsection were
inoreased to cover the fess chavged by the contracting nctivity o provida tis
service, o it was logical 10 expact that cortracting agtivitles recetving the foa
would propesty ety out their responsfbilithes as discussed sbove.

{1} The proklem that ecars with bifureatod contract formativn also axiats with
contragt aversight, Manngement of sontracts is the primary responaibility of the
contyacting oificers’ roprasentativas (CORs), who are CIFA employess appointed
as CORs by, and reponing to, tha gutside contracting officars. Agein, ©o thooxtant
thatths O zepoxt s22ks to highlight weaknesses it CIFA's agquisition and
coniracting processes, doing so withou revigwing this division of lobor provides
an incorgplete pleture. The repert would bo moro helpfsl ifit provided insights on
the relptionship botwean the intdequasics neted in CIPA's acquisition
mechanisma and CIFA's uge of fes-for-sarvice contracting offices,

(U} In the time since OKG completed Its review of CIFA's business praetices,
CIFA has ressived its gwn nuhiority o enter inta contracts and s standing up a
contraciing office. Projecilons indicats th this will be mors cost-offective than
continuing 10 py ether activitles ta pravids this service, Onee tha controting
office s operational, respaneibility for contranting and all facets of contract
oversight Wil rest entieely with GIPA, Wo wonld expect that this change witl
impreve the quality of aur acquisition processas overall by eliminating gapy and
acams.

B. (1) Spectile commenls.
1. {(FEROABEY Appondie B: Aopationd.
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3, (UY “Insdomeate Funds Comtrol” (page 7). There i¢ a satetiens that CIRA
viglated the Pipasa Siatuio by nsing RDTAE Rinding for an Q&M offbn,
Bxperlance indicares that sich detanminations often involwe complex theteal and
legal anabyses; however, wa tvs not been providas suiflelent identifying
Infrmesion abous this siaternand ty comaent sibstantdvely,

() Actloos to batakens

A. (U} Maoagement Control Brogram. Whils the Dbt Report does ot
provids demiled discussion of what woul® constitare “adequate flmds caneral” or
the degrse to which CIFA® procedures may have been dbfieient, we conouz
genealy with the recommzendation of the 10 raperding the Mazsgemant Control
Program. Since the QG began ks reviaw in 2004, CIFA has contizued vo axpand
snd fixther refine the Management Coutrol Managars” fntemal Conirol Program
(MCP/MIC) by mising program visibility to senior monogement lovels,

(U} Reporting Period 2008, During the 2008 reponting period, CIFA's
MCP was further refined by the following actions:
¥ CIFA reproscotativa sfiended the axsuasf DoB) MCP Cenfercocs
> Developnant of CIFA fnternal risk ossesyment chockists
¥ Multiple bristings wets provided 1o senlor managpment
& Progran raquictments werd identified snd suplaingd
o Status updates of process and finther gufdancs regnrding required
visk assessment prodadises provided
o Dusignation of Directorate pui‘m of contact (POCS)

» Regular wainingdnformaion were conduetad for dezignated
POCs
o Audivrisk procadires wers & d and g
provided regarding e preparaiion of required rasg
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»

o (uidancs regarding submission of Directorate Btatoments of
Assuranss (SoA) for corsolidation into the CIFA SoA (ps desmad
appeopriate}

Aftee setion meeting was keld with Dt POCstod

lesaons learned and recommendations for program fugrovements fov the

sptoming year . i
() Sok for 2008 teported comestion of previgusly identifizd naberial
wealmeysds: .

>

>

Program Managen Jack of exparfence snd traizing nisessary (o porform
duties of s Contraciing Officer*s Reprasenmijve (COR)
Admintgiativa policia ed procedures not edequataly documented

() Reporting Ferlod 2006, During the 2006 reponing perlod, CIPA togk
additional staps for the continued dovelopment of o morm moture Manogars®
Tntarpal Contral (MIC) Program. Al material wealitscees identifi=d during the
2003 werz tracked for progress and'or completion as projected during prior
sobmiszion decnmentatin,

S
»

v Vv v ¥V

b

Evaluation of MIC Frogram was complated to ensure comphance with

sxigting guidance and identify improvementy

Mesting with 2005 POCs 1o discuss recommendations for program

expansion and contimued development

Multiple bricfings o seator massgement regarding the MIC Program, to

inctuds abjectives, peals and tmetines -

Development of MIC Handhook to be used by Assessable Unit

Mzaogers during the conduet of sk assewments

Developad Risk Aszessment Cheeklists (general and individual

fungtional cheaklists} t be used during the conduct of tak assessments

Fragram saordimuar (in addition 1 the progmm monager) identifed

o Attended the FY06 Dol MIC Program Conference

& Alleaded formel maining regarding tha MIC Proge

Multiple meetiogs with POCs

o Prov{ded refironcs handhook, cheaklists

o Pravided detniled instrustion regarding the preparation and
submisaton of Directorate SoA for inghugion inta the CIFA SoA

Beveloped the Risk Assessment Team approach o haused during the

tternal seviewndit progess

Devalapad nacking system o monitor material weaknessag idemified

through the audit process 10 make nips cablished milestones e

campleted

(U} Reporing Fortod 2007, In funherones of cominned dsvelopmess af thy
MIC Progrom, fonmel iaining has been seheduled for ol dedignatsd M1C
POCy, Tralning 13 devigned to address the fallowing topies:

A ORI - N AT N OROE S BN SNSRI VD — H
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% Latesi guidance regarding faternal eoutral; revised OMB Clroular A-12,
GAO stadards, and DeD requirements

» Undersranding intornal controls, the benefits and role of federal
rumsgers in the interne! control process

P Applying key contepts of contral in CIFA eavironment

> Heotifying, sssasving aod mannging risks

¥ Comreetive zotion plans snd revisws

¥ Reporting istemal confrols

B, (U} Acquisitlon Procesi. CIFA conmrs with the overall proposition that [y
accuisitlen phnmng and mangement ean be inproved, and significant
improvements have baen underway for tho Jask twa yeara:

+  Budgel analyits have received fiseal law training, md they, along with e
offlcs of general comasel, now review all zoquisiton packages.

& CIFA stacurs in the QIG etsetsmient on Allegation #7, and, in Bet ad beqim
Implesmerting process improvesnents fa 3004, Under amrens procedures, all
¢hangss to statnents of work are to ba recarmed o the Financs OfFea for final
teview and receniGeation of funds bofre being sent o tha contraeting officer.
This Is @ matter thay (eeaives contipning atendon,

« Ag poted shove, CIFA sought, ad obtained from OSD, its oom authority to
e {nfo conbacty, The use of thar amberdty is contingent upon having
addquAm sitomay resonircey, and w ok working Lo recrbit & contrees AUy,
We pecy that haviiy the enlirs somtraciing proceys veithin CIFA will maks it
easier to ensure that CIFA" eequisitiony see fully campliant wlih applicabla
guidance,

(U} We appreciats the oppormity to provida commeniy on the Droft Report and

are conildent vou will flod vham wsaful, Tfaddidonal infarmyadon fs desired, plesse
eouh& Chief of S, 21 703 699 [ o IR 2 -3 5.t
! Dmla; 1, Bamr
Acting Iriteetor

[=-Y
DUSD (CI&S)
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Team Members

The Department of Defense Office of the Deputy Inspector General for
Intelligence prepared this report. Personnel of the Department of Defense Office
of Inspector General who contributed to the report are listed below.

Shelton Young
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