(#)owRsp

OWASP Top 10 - 2017

71 flget ¢ ofS2lA 0] 22t #= 1071%|

creative
O| M & ofzl 2to|MiAaol B 5 gh&L|Ct commons

https://owasp.org Creative Commons Attribution-ShareAlike 4.0 International License



https://creativecommons.org/licenses/by-sa/4.0/
http://creativecommons.org/licenses/by-sa/4.0/
https://owasp.org/

TOC B

=2

RN-ZE[Z LE
Risk- Of S 2[AHO[M 22t/ ...

T10- OWASP Top 10 O Z2|#|0| M £ 0t
T — 2007 e

AL:2017- QI M

A2:2017- F AT CIB o,

-—

A3:2017- RIS OIOIE =& ..,
A4:2017 - XML 2|5 ZHH| (XXE) wovvvveeeeeeeeeeeee
A5:2017 - F| st T

A6:2017- B2 &l

@
e
41
0x

NEHH Y 2ol MA

00 N

|»—\ = ||—\ ||—\
w N = o o

|H
IS

I:\)I\)I\)I\)I:\):—‘b—\lé;—\lé
REBRRBIKE KRB K

owAsPY| CH5}10q

Open Web Application Security Project(OWASP)&=
ZHOM ME2E 5 A= OfE2|AH 0] M1t APIE 7HE, O,
Al 2elg = A=F X Jdot= 2 HFHELCH

OWASPOJ[ A Of2ff &=S0| 22 0AH A7 2
Ag L

. O4Z2|A0|M BOt E70t EE.

- OfZ2|H 0| M Hot HAE, Hot AE T L HEof
Bet F2 A

. 9E AFRE} H[C|2

. Ol2{7tR| B

M Ao TR Y x|,
R

N7 Cl2] RolM A5l hRBO| HATBA,
N FEIEESS

O e MEE= https//www.owasp.org il A 2018 2.

OWASPR| B E =3, EA, =& 2|1 XE&
OfZ2[AHO|M 2ot JfMst=0 2t e SO ALt
A €2 ASLICH OfE2[AH 0] 2ot ALY,
ZEZNA, 7|l S92 JMste A0 7t 2ol M2
gHAIO|7| 20, OHE2|HO|M EOtS AtEH T2 MA Y
7|&9 EMZ Mot HEELCH

OWASPE M2 HEHS] ZXQLICH 4T
04 2| 0| M & otof €

OWASP= && Hot 7|22 AH8S X[ &SHA| 2 oot
7|& PARIE Mg 2A= glELth
QEAA ATEQ O] IRMEQ QA !
Fg5tn gal Aoz o] HEle| Aiz58 =0
LH |__| |:|.
=] .

=
e)
o
M
=t
i)
I
Il
o
=
>
wn
& lo
o0
>

OWASPR} &4 SkA| 7] HEEHL|CH

Copyright © 2003 — 2017 The OWASP Foundation

0] A= Creative Commons Attribution Share-Alike 4.0 2t0|MA 9| HS & Hh&L|CH

MALEOILE mHiE B2, ol ME=0| HEE MAAS YAISH0{0F LTt


http://creativecommons.org/licenses/by-sa/3.0/
https://www.youtube.com/user/OWASPGLOBAL
https://www.owasp.org/index.php/OWASP_Cheat_Sheet_Series
https://www.owasp.org/index.php/Category:OWASP_Chapter
https://www.owasp.org/index.php/Category:OWASP_AppSec_Conference
https://lists.owasp.org/mailman/listinfo
https://www.owasp.org/

b

M

=
(L

OHHSIA| 2 2ZEQ0= 28, 28, =Y, OHX|, 7|Et 2t 7|8 A|ldS 9fstA| 7|0 ASLIC
O Q8K 1, S&elX| L, 017‘E|01 UAs+E 0 S2|7 0|8 22ts

AYL|C St 2T EQO 7Y Z2MATF WEA o5 HA 2|2
F2l= O 0|4 OWASP TOP 100(|A1 RMA|El A1t 22 SUH2 =2 ZHEret 2oF ZXHE Hold %‘d% # gLt

O| A0 HE[ASLICE 0|42 OWASPZ}

OWASP Top 10 - 2017 ®|Z} 7|7t S0t CHE S53H OWASP =3 ELCH O e
Al 229 AE Ah“—1|01| TS Top 102 AHX|SH= ZAO|

OWASP Top 100 CH3lf LoOfLf OE“" 2 #0 JAEeX, a2 OWASP7P
oLt Z23HXE EojFE L CL

-
=|=_I_
"EI

OWASP Top 10 Z2MEQ| plaf SH= Thad| WAL 22|Xte| QA4S =0|= AO|AX|2, Atd e ofZ2[AH 01
2oro| YA BE0| EASLIC

Ol g4 BHOA £, OfZ 2| 0|4 Bok T2 A0 A OWASP Top 108 A
28 TgE|0f YSLITL AAB BFEO| RS 22, A1 8147
52 (ASVS)E AFBSIE 240] BEUICE BHXIY DI 22 OWASP
EEEIEEE

f2l= HUXE s COfS THA|
OiZ 2| 0l Xt fot
Top 102 AE3t= CHYSH MEAISS fIT ChE HAES 7HI‘PJ“‘%'—I Ct.

7

x| |1} SSE|= Hot T2 WS st 742
W*O”—IEr 0IE1°+ Z2OW2 2E HElQt AV|2 O|RO{N JASL|CH =29 7|& LTS &8t AZEQ 0 HF
Het RES AMESH0] HALS| OfE2[AH 0| Eot Z2AMS FHFstn JMStHAIR

OWASP Top 100| 7{3t2| OiZ2|#|0| 8 2ot0]| =20| &2 3|YetL|Ct. E=F, 2|7, Ot0|T|0f7h UL, GitHub ZEHME
MEg2E Sl OWASPO| FASHA| 2 A= Z=A|7| HHEFLICH:

« https://github.com/OWASP/Top10/issues
OWASP Top 10 ZZHME Gl HA2 CIS 0N &2 & JSLICE

* https://www.owasp.org/index.php/top10

OrX|8t e 2, OWASP Top 10 Z2HME 9| MEIX}IQl Dave Wichers®t Jeff Williams2| & 2|EH MO ZAIEZ|H, O] &S
HARLIE|S EE22 EL7|E YUEL|Ct nR&LCh

» Andrew van der Stock
* Brian Glas

* Neil Smithline

* Torsten Gigler

Z23E S}

OWASP Top 10 - 20175 Z ST £ AutodeskOf| ZEALS] 2 ERILICH

For gt HolE Ei 7B £8

mjo

A

ok

o =% W UHQI2 ZAL QIAL HO|X|of LI & E LT,

—



https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/OWASP_SAMM_Project
https://github.com/OWASP/Top10/issues
https://www.owasp.org/index.php/top10
https://www.autodesk.com/

SHASHL

n
n

— = !

0| &8 AHO|E= HRLE|O|M MENSH & JHX| O|77(A8:2017-2tTSHX| 242 HEEHIQL A10:2017-E5 &0t 24 A
SBLEZNE =25t R IHX| 22 O|fFE F7tUELICE 0|2l OWASP Top 10 £t & 74A| 2 XHO|H2 d2HQ
HRLUE D=0t =4 o] ZEOIM =T FHLo HO|H (O Z2|AH 0| EHot #FE FH| IFF0|M 7HE B2 2o
A2 7ts/40| A= HO[EH) R LICE O] = M E2 OWASP Top 100| S Z=Z|0| 2 HSID Y 7ty I
M Ho}

o o
o HOE fledS SfZSiChE =S FLCH

G| O|E{ 7t =H &
A= OHEEI71|0|

OWASP Top 10 - 20172 =2 OfZ2|AH 0| Eot3 =04
AES0| 2t2%t A B2 ZAE 7|82 LICL O] H|O|E = 4= 74O =X 1} 1
APIOIM =T E FAE S ZESL r Top 109 &= tsd =
ge| T oo|Hof w2t MEE|n &2 7t Fof RS L Ct

07 O]-¢2| H|O|E 2t 500F Of&f
2Nt = AA OHEEI71|0|+_
St 2 Sfo| XX} ztoz HA

09 o
I'.?." )p:ll—o

OWASP Top 109| S8 = WYX, CIXO|H, A X, 22| Xt =c
QS WKSHI| IS ULICE O] 49 107HK|= O|2{3t N2 BEMELRH E3stn &3
7128 M3

S = ol =
o2 ESof cict 2= ZAS| =
Top 100{lM HEEX| OLN| L. Top 102001 = 2017 YHIO|EE X[ &5H7| @lsl F4HO| A= HIOIHE
ofEz|#H ol 7SJHI Hotol| FES K= = JHX|Q NS ZE oA ZrAtetLCh 22|& HolE 2o CHsh
M7 OWASP H'U X} 10| EQF OWASP X|E AE 4071 O| 4ol SEHE HJUASLLE S22 ZE HO|H7t
Al2|=of A&LICH & OHEEIﬂIOIAﬁr APIE JlEstE= O] Top 100 7|02, 7|0X}e| MK FEO0|
FTEX O] EMES YHEA| Ql0fOF BL|CL BatM o2 SR ELCH 2= 0|AH0| SHHoZ &
2l o E 2|7 o] M1t APIC| I°”‘*° A= HEHO OWASP FHol e HlolEel o A st HOjH 28 &
B A& 7t0[ =0 M &gt oIS = S ol
2Zlgio| #HEtL|CE Of Top 102 A% Bigh AYL|Ct 07| SZHELH O B2 S33XIL U7| IE20, 10401| EH@
JHUXETE OfE 2| A O]l REE o F& HHREX| Cete ZAL I O|X| & MERELICE S7HHo =2 FHYHO| Ue
M2 ZF0| Z7Hgn 32 Yo 7fM 7| Mo HOIEE Sfst=0l 7I7H0] MF0| MA =28 & OI
FHorslE & UAELICH O e HEE Top 10 20| U EEEOHHI o2 HAERLICH R2|& 0|740|
ZHEE XL, 2OF HIAE], AX] O2[1 o Z2|H 0| FE[XHE AL B&stn o B2 20| 3USHA &t
Qlst O+ THAIE HOBHA|7| HEZIL|CH 710l 7|gtst 2oto] shAl O|HE & StLIZ O HX|7|E

. . HFZHL|CH. OWASP To 108 olz{st =2t 3¢ glole
SHHoR MABHIR. FAT FXS HED Lo SHoaix| oaLich .
OfZ2|AH 0| £t SXo & =H|7t £[™, OWASP
M0l EX Z2ME = I X7t of E2|AH o] Mo LA =2 =AE 2=2st=0 Z2l 500 0|42l 7 2loj A
2ot &Y £ e LTS MIstH OWASP 2 UAE EZLCH FALS] BA2|7F Top 100 A2
O Z2|AHO|M HOt HS HE(ASVS)2 =Xt T7 gl & 7K E ZH™sted 2 =30 EIMHI—IEr =7t
OfEz|AH ol AEXOH FAS BHsoF X|of st oA 7421°| o=, b S E% HEMSLICH Lel&
Zto| =L}, 2IAke] Alzto] sorcré Ag L1 LASC r" st
AIA|_||:|-.

EFE =-%'a-a7ll AL83HHIR. Hot HAPS 2 I SFBL
FE %0 28 AUsLch B2 AR0=, 0|23 22l= Top 102 Qs AN =Zat AZtS HESHE=|
FHUMS ’5:*1 7<1|71 sh7) st 7HY 2 X0l W2 71015t AtR *':01|71| LALE ﬂar Xb stL|ct 7bs$t Bt GO
SHE 7 E VI MEVYLCL =7 E HEe R ‘ZEAE QIAP H[O|X|Off LEE R &L Ct.
AI28I= {2 B2 E| HOF Z4+2+S X 25tD 2 RHASHK|
S e © ZOo2, 0| OWASP Top 102 T MIA0IA ¢7] &7 ¥

' E2E T RE HAXLESHE ZAS & ““*C’ MgtL|c,
BB EQstM| . HotS FALS| i =X A of
HAF 23to| EStXQl 2oz XS Gt A|7| HEEFL|CE
OWASP AZEQ|| EZ= Mag ZE(SAMMOIA O



https://www.owasp.org/index.php/OWASP_Guide_Project
https://www.owasp.org/index.php/Cheat_Sheets
https://www.owasp.org/index.php/OWASP_Testing_Project
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/OWASP_SAMM_Project

EEER =

2013 B CHH| o] HHY A S L 72

Al 4 S0OF H9t7t 7455 QLO 0, OWASP Top 100| B2tsiOF S LILf. 2E/= OWASP Top 105 2o HEAotl SHES
HHMS U E3t 2L GO[E 2 ZepAS 2230 HELE|9 Y3}l 2|22 AT U 22ln 9jEe

CHA| 2150, S E M8E|= “Eﬂo'?ﬂ 2 010j0f Chet AxE XTpALIC
Xt & Az o E2[A 0|l 22F 0l 7|&1} OF7|H M= o Ed ﬁﬂiﬂ’“'—lq
* nodejs@t Spring Boot= ZfdEl OH0|A &2 MH[A= MEXQl

mO
o
==

Itl
é
°
5

mjo
m!
==
=
OF
Sr

St AUSLICH 00|32 MHE|AE

E
POIaE AU ool ol D el 5 ME 215] Ala PEds A2 E5j0 A Gol SHE phn Lk ol
D2 & 9l o= WAs R ge oin AEL ofF tiel HOIX] ofZ2lolMseA) X Ui OfZRIHOIMOIA Mgl
API £ RESTRul & MBI FI0f SIZUICH A2Ig + QU= SEAIeH 22 RE0] O[3 07| =4 JPES o 0|4 S=stx|
LT
- Angular & React®} 22 XA EE Tal93 2 XEl T Tael HO|X| jE20[M2 REA J|50| e mE2E
AEZ BHS & UBLICH HUHOE A SN XBels Zeto|olE S| 7158 A ot 2HE opy|gLict

=
s AHIAT B E = O|H| AN ZH0|AM MM E|= nodejs2t E2H0|AE0| M HE = Bootstrap, Electron, Angular & React@t &2
A A = UHYIAE AHESH=E Hol 7|2 Ao YL
Al

ClolE{7t M2t M2 2H:
* A4:2017-XML 2|8 ZHHI(XXE)= T2
HARUEIZI M3 ME2 2|

>
[>
kU
n
s
L
HL
e
2

£ 2 E7(SAST) HIOIH HeoM XE= M2 HF YL CH

F2|l= HRFLE7} XI5’1E-I- U F 7HR| FHo Ot SEHS MIY As QYASLICEL 50071 o] 2| 7HE HE A UL
=F, XXe2t 22 0|0] MA|E CIOHE MAY = Chadt 22 + 7tX M22 M7t ARSI

*+ AB:2017- S| A2 HEEHsl= Fehs HeE EANZOM B4 2= 2 = S MM =5 S 518 LI

+ A10:2017-25 =0 2Z40F BLE-2 ofo|Xol 25 Sl HY BX|, AL S R CIXE ZHMS GostAL 3A X HAZE 5

Ql= ZAst0| YSL|C]

HSHH 7L} AI-x-“EIIIlI:I} OIX| 2HO}Of 3= AbEH
4-QtHSHX| 242 | AN BEA AT =FEL H2 M +
g-A=A- AMO|E 28 HX (CSRF)2 CSRF HO{E =3 2
A JE LT

L

* A10-HBEIX| 242 2|CHOIME 3l ZQE= 9f 8%2| O Z2[H 0|40 ZAZIAX| 2 XXEOH 22 %tE L T

OWASP Top 10 - 2013 OWASP Top 10 - 2017

A1:2017 - QMM

<A 2t2 A5:2017-F| o5t M EX S$Fo 2 Wt JSLICH
<A H U0 U7| TH20|| 5%2| OfZ 2| 0| 0f ATt
I:I

I

-

A2:2017 - F st 21 F
A3:2017 - RIS HIO|E| =&
A4:2017 — XML 2|5 ZHH| (XXE) [417F]

A5:2017 — F 2¥st H

rIJ
ofm
>

| ['SHCI]

A6:2017 - HRE HQt 3

A7:2017 - A2 A AO|E AT E (XSS)

>
oo
|.u
HH
|
Rl
=
Im
I:o
r.E
[
o)
wn
Py
J

A10 - HSEIX| 242 E|CIO[ME 3l ZRE

>
|
ro
oy
rét
=
H
M
H@HcszczwwN


https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)

Rr = 2
N 100 Mo = 9| o % ~ B
o ._oo - .___H o £ c <2 o
g 8 nH olu =% 8 o o oI =
T al 10 A £ 8 5 29 g
A_H_ ] 8 ~OoF— S = = <l S =
ot Kl R o % o 9§ 3
&) K g g 33 2
* S B3 2y Zglg =
o o o © 5| S| 8 2| o ®
U O =0 ~ 2 | 0| Z| .o o ©
olo I_IﬂLIHm_”_ IA_ | £ T = O v <
< ki o v S EEEN
o 0 5%, oH al 5 SIEEERE
mu. oluos o o M S <O &5 0 3
-~ (@] ) n
M go < WMk, = _An_ 0 L5 = 9N — ©
=P oK = — IS < =L ol ol vl g v &
= 70.@. Rr K A_n_._.__.__aﬂN an = M = I 33 2 % 22
10 By W e & Kl 3 07 o TUTITTS
— 00 T
2o H L
o [ i wl_ Ny
- 101 snnhar ._LOI_./
. wolgr : : m._u.m_we._ ri 1l - <l "
L el = ® o = O%zooj o3 a0 | RO %0
ol 51 H — — = _n_,A_' ujn =3I = Kl ur oLy mom_m
707 o 3 3 3 = o_amL S 10 o 0T SE_EAT
= ol o o o o3mllizo o GlEl o BIS
2 o H <o S0 =— 2 TSN
I . 1 A_L_.__|7._o_ D i T Smouw
o L L ou_ T 0177100 o PeH ] =] <| F5101-OF
iy e e o s R 5051 a w5 z8 Tihi=g
LY 0 ﬂo_ﬁm._ X 0415110 aw =] o | Ro mewmo._. +.A_Vw|:._o_n_ Ell
o & m  m @ | @m | FUW KOOI = N o2 S
oF il X or or or or = <ol 2= o u| X mAE R
__OF od XF XF XF XF ._._ol_._m_n_mﬂ |__H_A_|ﬂ|_._”_ ._olm._MOI OT._.A_OTGOL
sm P Wi SBKTT o r o | FTR mmlomrrny
ol o EURLE Rizo ol | o ol
S1T o e R e qon0e SR R [ o8 T1S%r gyMniranol
u s O — i - o H|L|LI
un - : ﬂ R0 BT o orododl R EA S| Z) oy, e <
=oJ —J 3 Ou_ %ex._ N= E_.E._umi A._,o_uu_.__._lo._ ~
ey =0|_«{m N_p10 100<| 21 S <d o
H T o3Bl54 —— T B0 RO of M= gy
=k S, 30, N = BAERRVIRES:  Culiet
S T feee =) ElsE | qu e | @ Bromd
= £ Bt o< T Kwo o] & | | TTU0=| OF  TIoFRT
Kk R L HOZ o> % Kz |Fa el G| vl | SEL Olropio
YT Ho NUSTHO N BloF | K fo=
o 1o ojn__ 1] =N T3 T KRN
SIIH _.__eu__/l.mw_u_._.l _I .%_._.__ea I ok = ._.._.o..ﬂln_|._MM__D|
<Ko _._.Iq_ﬂl_._olo_ o_h H_”_Hm_”_._LOIﬂmH_ 70 :_._ﬂ_ou_ u.n_.tnlu q_nou_u
T ﬁo_/eo_.mﬂ .nr_o%go_.._o do P — K- Lo,m_.a_u w| Bl
HE 1Rl ol LEIo = N[ o | 3| Raom w02l HIRG)
mIH _I.__u_l._nn.vnl._Alm. — S TH Rr F Ry = S olioH Jo < < okFKlo
B stzrr Ok gy | W KFLH ) OF o0l 10
o® 5 BloFSr 2 Con RO - TR0 M5 RINET
o, @ OFC O pIe= . B LRPeT [ W ER | T ety
KU o S N R g B A e sl MRR® T
Ry ST E S = T Mooz
[ORO HOTUHIN AT OFRIHN ° SRK NTO <00

n Weakness Enumeration



https://www.owasp.org/index.php/Top_10
https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
https://cwe.mitre.org/data/definitions/22.html
https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
https://www.owasp.org/index.php/Threat_Risk_Modeling
https://www.iso.org/iso-31000-risk-management.html
https://www.iso.org/isoiec-27001-information-security.html
https://www.nist.gov/cyberframework
https://www.asd.gov.au/infosec/mitigationstrategies.htm
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.microsoft.com/en-us/download/details.aspx?id=49168

= - or . ol —— F
£y = = o ol - = 0T ) Mo
i = L J WHex RO R ™ oo Ul ) c U
= E_Eo_.uuum:_ =11k K 0l I fo ol s H = < IR
ol —B He oD 0x NESE —_ & — = & R 1< 1
IH ™ oF z W@Lﬂ% _MOA_ o= o3 Mnﬂ.or_ M@.._Wa_e R oz S ot
7 Mﬂo_—_._ fof ojnu Hr_mmomnmnﬂ.nn | = LI_.|_._._I_A_| o Wo__.__ Mo_oﬂAlE_ oT_._lﬂ.& ._AEA._._N =_=.__|_._._|n.VI|DI
o 5 m._u_:__u (o] K U (] L_LLQ o ._d_.ao_ll = o So |_..AIIM|
1 om0 - < ol o - ._|m zd ="Yre o1 = ——n @ ._M iy
0 ol Mow Sor _Mﬂme_ﬂ._:m_._ ._m.._wu.Ar M__uul__l_m_ﬁ m(ﬁow _Iu_ue_e_._._ == plE 4A_u_ ww _Lﬁ_uvA_'E_”_ao
o un s e KA < —oKO= oy ol _ ol o oS o T
—0| 4|1 e PIRR = o8 w1 X0 s —x_& o o= —ponaty
2 m.__.m__omM KT w_am.__uxox_u +n.An+|oe L s < __0 o KEwr T.3 R’
T o8 - Ee = RonS Sl SREH I mioly o RO
<k ol o X [} ey 0 4 =51 © o il Mo
I TR Moz o’k = o4l o< gLl HE saor o U M=, N g0 BT g
S Dol 00 HU 7S oM SHS Ko oS  _irgal RT= ST gMIl
— = - —_ = T = _ oM
— 0 S <r H=< RO g i —&r o AEHL:._HV EIH_L__H ar T [ e .__um_.._._u_..._Al
=0 1) S H O ok < ool 0 g B =] = njuio o
._O Hujn By, il L g =0or 00 oy 7 Wrom® T Moot TR WO = dugp=<™
it ;= <o Srer RT o o ~ . 3| ¥ i<, 2 = T o
L0} 0 ol 1| =l = ot oo o FT TMo OF TR on®
— WO m oK SIHo - =27 =N plego Ml L O o Rl Hi o 1o ROIE
o Al M = [=} = T .Fﬂw aTul All=Zo 2 jon ol o™ Zojn ol mnK=ZC
2o Kllg| N IRk OH | 4T =R 53 P o T s NS NG LT
25l KoRT <ot S H 02 kT M= L) ool (SR W_Q_RS__% 1< IHM
- - L_uol_ Klort- RO T 4 < opk O %! Ormofe o 23 onr e Norot  gropkol
gsolmr —&0 NS =y ol T o0y < E3lz iy ol U — — " ol TT R
o 5T LY ) o< M. oLl o) I NS g K!
1 JoJ|d WI_E_WMMM_._._ Ul -,~clo ﬂA.Iw_.__o mH_Dnl_._qHV N IO.._IUHHWNM WOM_O gl _._.__._.A._”___w./_o 1o |_||_M_IquL
A 1) N H e zhz By  FEHR Dyg.q A0 Smory, @50
T RTRI IR otz =M= ORw °IxH  Mwlgey  uwl orHILy  orE qul!
<oz Sy ol el S TR0 HmET MS<x || MM IRz opio5to
ol 77 ol %__i_.m_ HIE & SI-Fl O 208070 E_u_mu_ﬁmj_.mﬂ T Hl i o TR
Ol iz wsm MElol iy RMopgw ~ HrroiRl 35835 ws . dgmT gl
i < Uy Mo Mrrx <THo =<5 ROKWY TRWlET o Wi | | <USE
e— Ty © ol =y ol o bl s gt IEan MR 2 NETs ougm
b ~yy —— —_ = 0 g el oy A =
Q. (@) anzs U 4 ETERn g oll {FiTry RO~ SR NE S oK JIRT A0 o
@ L i T IR H puE Rl B AT o o mEarer | | I TR
— od= o ERR 2o F =0 - ~ S o0&l 1o i<k ) TH
T LA o<t o < 00 & I 1030 ol 4 = ML = OFTT K Lux_a_:.r.
_|.—u <= T Fes M. m>OF koo OUITTO KT < KT 01 gl oITRT MR
e Sq= m_Hor TooRhT  solg o o, RE =R <o BrE Tmew 8T
oL, = Al K Kz T D e Mo 3 T =0T X Hiz0z o=
Ty O U U il I LR < 0RO TR o oL™ < WXz MKkl
V) _-_l_ mﬁf 2okl © {0 srold TN Lo ojo3on<H olarolpl gl moly eI Fr=  WTEmR
<L AT Sor FIHREAE g ES =< My Hiys ol oEn  REE TURTR Bl
_u _.___ OHl® K oy <0 oI T ™™ o HIoITT KT ﬂmAr_ K= o w > I] 0| THTOW 5o
W T30 KlomJ ! FEOlfeT  RIRR Kom o KISR0 »OPRHORTK|  RITORT oxlolim | | Ko<lo o
—— oz ol - 7= T S0KF o{ oTHo olom™ KIS = X1 XAFRHOE oJ<MHo u rolS HNIT QN
- i Yo i "Ya A N 2 3 "Yé -
il Y < —~ —
—A_O — —_ 1 _______ 1 | — S 1 -r._ - 1 —A 770'
741L =1 = —~ 1__|_L — od — = — 0Ol vo _._._._Jl
o= o9 S T SIrW O o o= - oRil | o200 Q.
B SB | Sed || SR 38| 33| Sak | Sgm | Sptx| SEx
— - - .0 — = © == N~ nl o0 oK HL
< <z <RI < <® <o <Mm | <RIBT | <=l =l
e ol = of b m 4| ol 4 0%
X ¥F Kl < ot T

P
pS
/
o
/f
S
//
p
/
N
//

p
/

o
//

p
/

A
p




g

24

StAB = Otetolg, L/oE & MH|A | IMM M2 0f @ Luty
T O A LIEFELICE SQL, LDAP, XPath, NoSQL
FHelE; 2GHA BHO,; XML IHM, SMTP 3|,
HHA 240f, ORM FH2| SO|A At LAE LIC
Olo| & Ol H|O|E S QIE{ZZ|E0] Hi | QAM FHAXM2 IEE HESHE WHOM A

E = JAELICH AR A7t HAYZ Q1M
x

BE YA MEXA S A RE
HOIE S| 2= IHHE A Q0I0|

= & ULch oo F 2l 3AR}

Y
[ QI Zsto] WAhL|Ct, 2dg
Age Hed =22 AaLc

EtX| 7t54d: 3 7|&: 3 H| =L A?
O|H, £3| 0tHof AtE= |, Yt Q=

QMM 2 O] &4, ot
AHERIOA HE &, $RAZX| %2
SHALRIOI A HE ST ST, M 21y,
MH|A 2 A0S Eefg 4= ASLICH
IR QMO E SAEE AXS|H
gAY 2 JSLICL H =LA E

OfZ 2| 0] M1t Ho|E{ o] Hedo wat
et = A&

Flory 2ol
O =2 0| M2 oreet 22 B2 SA 0l F FfLCt.

« ALEXALMS HIOIE 7L R 2 HA| BEALE 2EE O X|X] AL,
S2|A0] 0] 23 FH =X BELIC.

g oA 7|t HEE Blol X H2| Lt Of7 M43t =X B2
Z0| 2NE Z2|E{Of| M 2T AFEE LT

=

of
oAb
k=1
- ©to|= 9l | 0| E{ 7+ 24 274 04T (0rM) 244 D7) B4 Lol ]
AHE|O] F=OtE RISt HEE FEELICL
ofo| ol Ho|E|7t M o2 S5 Hal ool Z3E 7AH
Cilo|E{eF ool X H|o|H & Zatot HA0f, Yt HHO|, saL, M
ZZ2AXMO| AL E| AL HZE LT}
HLO} Y™ o 2 sql, NosaL, & X Al & & 04, ORM(Object Relational
Mapping), LDAP, EL(Expression Languages), OGNL(Object Graph
Navigation Library) Q/®IM 0| Q&L|Ct O] 7HEHEe B E QIE{ Z2|F
7Hol| S YetL|CE O E2|AH 0|0 QIM Mo F f K| THESLT|
fIofM AAFEE 2[Rt AN HE0 22 TH2H0|H, &5, uRL,
F7|,JSON, SOAP, XML L O| B 0] Ciot BXot X 53t HAE 7}
71 S22 gy Lot 7|22 FH o E2|AH 0| M 2ot B AE (sasT)*t
SH 0 £2|70| M H| A E(DAST) &2 cI/cD IHO| Z 2t I 0)| ZoHA|A
MEE QIHE Aot2 28 A|AH Ui Mo g = ASLICL

4 AlLtE| 2 ofH|

AILF2| 2 #1: O§ S 2| A O]9 2 CHZ 1t 2
ME| =X @2 HIO|H & A& LI Ct

rlo
ﬁ
10
o
wv
e}
fot
M
1
A
2
x

String query = "SELECT * FROM accounts WHERE
custID="" + request.getParameter("id") +"";
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(Ol Al, Hibernate Query Language (HQL)):
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WHERE custID="" + request.getParameter("id") +"");
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OWASP

* OWASP Proactive Controls: Parameterize Queries

* OWASP ASVS: V5 Input Validation and Encoding

* OWASP Testing Guide: SQL Injection, Command Injection,
ORM injection

« OWASP Cheat Sheet: Injection Prevention

« OWASP Cheat Sheet: SQL Injection Prevention

« OWASP Cheat Sheet: Injection Prevention in Java

* OWASP Cheat Sheet: Query Parameterization

*» OWASP Automated Threats to Web Applications — OAT-014
=bVy-]

* CWE-77: Command Injection

« CWE-89: SQL Injection

« CWE-564: Hibernate Injection

« CWE-917: Expression Language Injection

« PortSwigger: Server-side template injection



https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
https://www.owasp.org/index.php/OWASP_Proactive_Controls#2:_Parameterize_Queries
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Testing_for_SQL_Injection_(OTG-INPVAL-005)
https://www.owasp.org/index.php/Testing_for_Command_Injection_(OTG-INPVAL-013)
https://www.owasp.org/index.php/Testing_for_ORM_Injection_(OTG-INPVAL-007)
https://www.owasp.org/index.php/Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Injection_Prevention_Cheat_Sheet_in_Java
https://www.owasp.org/index.php/Query_Parameterization_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://cwe.mitre.org/data/definitions/77.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/564.html
https://cwe.mitre.org/data/definitions/917.html
https://portswigger.net/kb/issues/00101080_serversidetemplateinjection
https://www.owasp.org/index.php/Injection_Flaws
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OWASP
« OWASP Proactive Controls: Implement Identity and Authentication
Controls

* OWASP ASVS: V2 Authentication, V3 Session Management

*» OWASP Testing Guide: Identity, Authentication

* OWASP Cheat Sheet: Authentication

* OWASP Cheat Sheet: Credential Stuffing

* OWASP Cheat Sheet: Forgot Password

* OWASP Cheat Sheet: Session Management

« OWASP Automated Threats Handbook

QEXIE

» NIST 800-63b: 5.1.1 Memorized Secrets — for thorough, modern,
evidence based advice on authentication.

« CWE-287: Improper Authentication

« CWE-384: Session Fixation



https://github.com/danielmiessler/SecLists
https://www.owasp.org/index.php/Credential_stuffing
https://www.owasp.org/index.php/Credential_stuffing
https://www.owasp.org/index.php/OWASP_Proactive_Controls#5:_Implement_Identity_and_Authentication_Controls
http:// Authentication
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_Identity_Management
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Authentication_Cheat_Sheet
https://www.owasp.org/index.php/Credential_Stuffing_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Credential_Stuffing_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://pages.nist.gov/800-63-3/sp800-63b.html#memsecret
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/384.html
https://github.com/danielmiessler/SecLists/tree/master/Passwords
https://pages.nist.gov/800-63-3/sp800-63b.html#memsecret
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* OWASP Cheat Sheets: Password and Cryptographic Storage

* OWASP Security Headers Project; Cheat Sheet: HSTS

* OWASP Testing Guide: Testing for weak cryptography
LIE=byy-]

*« CWE-220: Exposure of sens. information through data queries
* CWE-310: Cryptographic Issues; CWE-311: Missing Encryption
+ CWE-312: Cleartext Storage of Sensitive Information

* CWE-319: Cleartext Transmission of Sensitive Information

+ CWE-326: Weak Encryption; CWE-327: Broken/Risky Crypto

» CWE-359: Exposure of Private Information (Privacy Violation)



https://www.owasp.org/index.php/ASVS_V7_Cryptography
https://www.owasp.org/index.php/ASVS_V9_Data_Protection
https://www.owasp.org/index.php/ASVS_V10_Communications
https://www.owasp.org/index.php/OWASP_Proactive_Controls#7:_Protect_Data
https://www.owasp.org/index.php/ASVS_V7_Cryptography
https://www.owasp.org/index.php/ASVS_V9_Data_Protection
https://www.owasp.org/index.php/ASVS_V10_Communications
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.owasp.org/index.php/Testing_for_weak_Cryptography
http://cwe.mitre.org/data/definitions/310.html
http://cwe.mitre.org/data/definitions/310.html
http://cwe.mitre.org/data/definitions/311.html
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/326.html
http://cwe.mitre.org/data/definitions/326.html
https://cwe.mitre.org/data/definitions/359.html
https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.cryptolux.org/index.php/Argon2
https://wikipedia.org/wiki/Scrypt
https://wikipedia.org/wiki/Bcrypt
https://wikipedia.org/wiki/PBKDF2
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OWASP

* OWASP Application Security Verification Standard
* OWASP Testing Guide: Testing for XML Injection
* OWASP XXE Vulnerability

* OWASP Cheat Sheet: XXE Prevention

* OWASP Cheat Sheet: XML Security

QEXIE

« CWE-611: Improper Restriction of XXE

« Billion Laughs Attack

* SAML Security XML External Entity Attack

« Detecting and exploiting XXE in SAML Interfaces
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https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Processing
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XML_Security_Cheat_Sheet
https://cwe.mitre.org/data/definitions/611.html
http://blog.ioactive.com/2014/11/die-laughing-from-billion-laughs.html
https://secretsofappsecurity.blogspot.tw/2017/01/saml-security-xml-external-entity-attack.html
https://web-in-security.blogspot.tw/2014/11/detecting-and-exploiting-xxe-in-saml.html
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
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OWASP
* OWASP Proactive Controls: Access Controls
* OWASP Application Security Verification Standard: V4 Access

Control

* OWASP Testing Guide: Authorization Testing

* OWASP Cheat Sheet: Access Control

LIE=byy-]

« CWE-22: Improper Limitation of a Pathname to a Restricted
Directory (‘Path Traversal')

» CWE-284: Improper Access Control (Authorization)

* CWE-285: Improper Authorization

+ CWE-639: Authorization Bypass Through User-Controlled Key

+ PortSwigger: Exploiting CORS Misconfiguration



https://www.owasp.org/index.php/OWASP_Proactive_Controls#6:_Implement_Access_Controls
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_for_Authorization
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet
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https://cwe.mitre.org/data/definitions/639.html
https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
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OWASP

* OWASP Testing Guide: Configuration Management
* OWASP Testing Guide: Testing for Error Codes

* OWASP Security Headers Project
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* NIST Guide to General Server Hardening

* CWE-2: Environmental Security Flaws

* CWE-16: Configuration

» CWE-388: Error Handling

* CIS Security Configuration Guides/Benchmarks

* Amazon S3 Bucket Discovery and Enumeration

Sc|A 0| 2ot



https://www.owasp.org/index.php/Testing_for_configuration_management
https://www.owasp.org/index.php/Testing_for_Error_Code_(OWASP-IG-006)
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/ASVS_V19_Configuration
https://csrc.nist.gov/publications/detail/sp/800-123/final
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https://cwe.mitre.org/data/definitions/16.html
https://cwe.mitre.org/data/definitions/388.html
https://www.cisecurity.org/cis-benchmarks/
https://blog.websecurify.com/2017/10/aws-s3-bucket-discovery.html
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
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OWASP

* OWASP Proactive Controls: Encode Data

* OWASP Proactive Controls: Validate Data

* OWASP Application Security Verification Standard: V5
* OWASP Testing Guide: Testing for Reflected XSS

* OWASP Testing Guide: Testing for Stored XSS

* OWASP Testing Guide: Testing for DOM XSS

* OWASP Cheat Sheet: XSS Prevention

* OWASP Cheat Sheet: DOM based XSS Prevention

* OWASP Cheat Sheet: XSS Filter Evasion

*« OWASP Java Encoder Project

QEXIE

* CWE-79: Improper neutralization of user supplied input
 PortSwigger: Client-side template injection



https://www.owasp.org/index.php/OWASP_Proactive_Controls#tab=OWASP_Proactive_Controls_2016
https://www.owasp.org/index.php/OWASP_Proactive_Controls#tab=OWASP_Proactive_Controls_2016
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-001)
https://www.owasp.org/index.php/Testing_for_Stored_Cross_site_scripting_(OTG-INPVAL-002)
https://www.owasp.org/index.php/Testing_for_DOM-based_Cross_site_scripting_(OTG-CLIENT-001)
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Java_Encoder_Project
https://cwe.mitre.org/data/definitions/79.html
https://portswigger.net/kb/issues/00200308_clientsidetemplateinjection
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
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OWASP

* OWASP Cheat Sheet: Deserialization

+ OWASP Proactive Controls: Validate All Inputs

* OWASP Application Security Verification Standard

*« OWASP AppSecEU 2016: Surviving the Java Deserialization

Apocalypse
* OWASP AppSecUSA 2017: Friday the 13th JSON Attacks

LJE=bNY-]

+ CWE-502: Deserialization of Untrusted Data

» Java Unmarshaller Security

* OWASP AppSec Cali 2015: Marshalling Pickles



https://www.owasp.org/index.php/Deserialization_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Proactive_Controls#4:_Validate_All_Inputs
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://speakerdeck.com/pwntester/surviving-the-java-deserialization-apocalypse
https://speakerdeck.com/pwntester/friday-the-13th-json-attacks
https://cwe.mitre.org/data/definitions/502.html
https://github.com/mbechler/marshalsec
http://frohoff.github.io/appseccali-marshalling-pickles/
https://owasp.blogspot.com/2017/08/owasp-top-10-2017-project-update.html
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OWASP

* OWASP Application Security Verification Standard: V1
Architecture, design and threat modelling

* OWASP Dependency Check (for Java and .NET libraries)

* OWASP Testing Guide: Map Application Architecture (OTG-
INFO-010)
* OWASP Virtual Patching Best Practices

LIE=byy-]

» The Unfortunate Reality of Insecure Libraries

* MITRE Common Vulnerabilities and Exposures (CVE) search
 National Vulnerability Database (NVD)

* Retire.js for detecting known vulnerable JavaScript libraries

* Node Libraries Security Advisories

* Ruby Libraries Security Advisory Database and Tools



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5638
https://en.wikipedia.org/wiki/Internet_of_things
https://en.wikipedia.org/wiki/Heartbleed
https://www.shodan.io/report/89bnfUyJ
https://www.owasp.org/index.php/ASVS_V1_Architecture
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://www.owasp.org/index.php/Map_Application_Architecture_(OTG-INFO-010)
https://www.owasp.org/index.php/Virtual_Patching_Best_Practices
https://www.aspectsecurity.com/research-presentations/the-unfortunate-reality-of-insecure-libraries
https://www.cvedetails.com/version-search.php
https://nvd.nist.gov/
https://github.com/retirejs/retire.js/
https://nodesecurity.io/advisories
https://rubysec.com/
http://www.mojohaus.org/versions-maven-plugin/
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://github.com/retirejs/retire.js/
https://cve.mitre.org/
https://nvd.nist.gov/
https://www.owasp.org/index.php/Virtual_Patching_Best_Practices#What_is_a_Virtual_Patch.3F
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https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://www.owasp.org/index.php/OWASP_Proactive_Controls#8:_Implement_Logging_and_Intrusion_Detection
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Logging_Cheat_Sheet
https://cwe.mitre.org/data/definitions/223.html
https://cwe.mitre.org/data/definitions/778.html
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://www.owasp.org/index.php/OWASP_AppSensor_Project
https://www.owasp.org/index.php/Category:OWASP_ModSecurity_Core_Rule_Set_Project
https://owasp.blogspot.com/2017/08/owasp-top-10-2017-project-update.html
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN&
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https://www.owasp.org/index.php/Projects
https://www.owasp.org/
http://stores.lulu.com/owasp
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/OWASP_Secure_Software_Contract_Annex
https://www.owasp.org/index.php/OWASP_Cheat_Sheet_Series
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/OWASP_SAMM_Project
https://www.owasp.org/index.php/Category:OWASP_Education_Project
https://www.owasp.org/index.php/WebGoat
https://www.owasp.org/index.php/Category:OWASP_WebGoat.NET
https://www.owasp.org/index.php/OWASP_Node_js_Goat_Project
https://www.owasp.org/index.php/OWASP_Juice_Shop_Project
https://www.owasp.org/index.php/OWASP_Broken_Web_Applications_Project
https://www.owasp.org/index.php/Category:OWASP_AppSec_Conference
https://www.owasp.org/index.php/Category:OWASP_Chapter

=
—

F

m ” ﬂ, o X
= Jod BN Iy
jjo Ho s M
o I O o U
no o NMei=s n
Mo_m m__ =0 Hu < mﬁﬂ =
— U 7l =
ol all
o 1 = g A oI LT (L o
= 28 = Ll = ._A_._._ V)
e pldd  Lx- B0 B 2
J_A._.oL = TR H_|7A s =E3 L=
— — .H 1= M_u G ..m_u p1 mmo__on_e Ol = fol=
R om Ve ) <] of Ul gy = S 5]
®l3 9 = RO s S S MA_.rH_ Wdl_ R_
=l= o= % HiU = 2 = %0 o RIZ etaly =< —Toffol 0% —3n0
.rﬂnanH_ TSk ol 0% ° T o Jo_.A [yl
o N wMH& MT.A_.H NE_W WRH o_ﬂ&ﬂMHOn L_.__.._Lu oMﬁ_mu_.
f— L X R Bl H = B3] ROR0— RKUO o) 7 ﬂﬂw_ e
0 u xﬁmuwﬁi T oMk of doon 3 oK oE ] Hel . M_E_ﬁw_uz
- Hnﬂ.wm_.mr_ﬁ X I %ﬁ_mxl_ EA___OW SEN of mea_uw_._hn_lu m_w.mJMﬂ
= P& g5 0 L] T e N R e o
Tiol LIMu.u il ~ <] NGAE! OmH| Jololiol = O_HOH_ m._N._._._._E
R So o= 5 T .__._mMLl o_- Il j[K; IMGIDS g KUy, 0l
&1 klo o T N e exH i of W1 oIS 3
== gn M o mD o o %ol ©oHS ~ DR KT = G il LR T
H e Ul = ST K51 B Ko s e
— 1 .}.Auo ol Hl = ._oe_n_.____ foI m_.oo i T Al_u_l_ S gl OH&aLl;mm
N MR R 3 PAE W I ol %0 2 SLO
g NI © 1= oL g e 4|0 U 2 Jliny =SS
E —_ _Lur ﬁIH_O {0 ﬂ_._.__”_ - O_I|L| - N N |LOL.A_IO_"_._._ D—lx _H_H 0 .HI_ 1o
_ 1 15 K515 SR RIolg K- <M Y 0l nHo
K= Sreiel < ol > <158 ZEREal ~ EEH_. T o =o S0 =
<| oy R s M ZolyE N Hz=n Huohu =5 HE o
— —_ |§_._|._Ex_. — JHI =0l w|% E & =1C &0 ol Ry, & o
o o =1 S ofu by " JuAE._ 0 O 710 P Ok | <|n - 10 ._n.urE_E
- Ll M_E_Ea = {0 =S Yol T g S0 OF j51KI _u_.ﬂmm_ur (T2 maﬂgm._mmru__
L] 3 R g BT Ul < R e Rl Bor
o Kok o= w2 = HS oriM I=X g
- - v iy Ok 4| 10 TR} S i L|_=_ = o 0 gt [
L H Wm__m g <8l =) m_._ rJ = S0 A ~ S ol memo__h_m_a vaM_.;IW
N == I [ VTR
O | © S 3 I SH= ki e B G0 e KOl
-AL 0 00 8T yjy 5. ._|rL_._ ==l NS o I<©® U ™o i = OgT U
b % Kl |._.:_ N =3 = 1ol _ T H |.ru._L| L||.A_=.1._|
= Wmﬁmgo == TN Yy N E..zmoo% EL_A__QWW
oXWzra ] = 30 RToF &[T e o mi[OJKU oS A o i
— XS o5 =Ko = < Mol 171 _A_oq__n.”_i J.mW._o.__.O._ ._|m|“_m_|._|m__.r_
nl 1 M 0 = gl 2 (K = |l .MQJIA_HF T 1 7A7AE_=:|r_. _A_|||_|_+o_“__u__=_
Jpralio ) nnaE © 3 ol RO5nod AL, r Uo7 oF ©
_u___—__ 0 L_ |O|_ 10 _Ll_l [l oF 'K ) _|I OMLLI OH O._ E_n_u__n_ o |DI|....|OT0
53 zr Ko ] | <H T 7! S (iE oK o s <t HeSTl
= KU oI o K1 S5 i = AI_M_HE ﬂulu_u_.a o[ ot L__L_Auol_o_ m___m%wmﬂ
KRS =) T ool d NG <2 L.E_.am_mﬂ <3
= = 10 =) 19 o1Kl0 dunH o] /v _.._||| ~ _I_A._ E_Emﬂllr
od N J g TH HiTo® il Rt =T T <r u| Hsto
©WHio T= o S Hlolio oz -0l pO Y K 7170 K090
il 2ol i <I I o EUKY 0 48.__Iogo ZloH| S s er<
ar o= z B L TR ﬂa@m TERFE
of SR ol >~ L
—_ i ofu  HI Ko o <F A_ LE M - HH m_n_M_EDT_Ho._M
K U| 317 3K u_Alo_=_|_|o HX = Om.unu.n_nﬁmm
SERESS R B1° b iir °°
~ B o il ok (o] -
B N oF | 1 =
ol T B \ Q ___A_ oK 30
AI_ F0%0 -
T o &)
L W
R0 ol
\ Kio



https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/OWASP_Testing_Project
https://www.owasp.org/index.php/OWASP_Security_Knowledge_Framework
https://www.owasp.org/index.php/ASVS

Joll

~O ~N
ot o3
H oo .
0 <F u <k Jod
N._._H__H Au_._huﬂo___ af
XK i Ho
o RO m_AWow.q_e._% o
|m_”_ < Pl S
= o _n_LA.ofmm " ol
i AR e p o2
un_UHE _n_m_uwoﬂw 2 il of o
= Euirﬂ_:_l = X
ol ™ olry r iy 1 J 3
O._ m_.:_ 7|e._|u._ﬂ_£ﬂ 3 70 v
— zi HW@EOW = <+ M_Hn
- S Ao._oH_mH I 0 i O ol i =
-AH mc__._._ ._._.O“_ﬂ._oc _ Y =i T —
D ST 100 = |%|_ Kr ~ - o Il ofu oK i
o = _“__.=_._._|O or N ol K KHi _ n
ITe) Q9 ol Q] D = T b
- <= m._m_u_____w_/ ol [ E ulo = N wol
Kl aﬁﬁn_u. 4mu9+ it} N 3 118 S o
AN .n_v.u_._._Ha._jl_._._o|MnuwL ) 4 ul w3 = % 3l 1
= (o] o —3
< ﬂmfaz 20 9 & o i o | F S o 5 T
v_noﬂggoz fs < o 2 g m  Z J o =8 =
o == o 9| I = o5 ) o B 7 8 =
= ﬂ%.ﬂr_aﬂmm._o_eﬂ e 7 20 =) K o A B = T
=11 S o U o kR R iy UG % fr a < i ol i iy
<30 T AR o @ g2 4 i o o g R g
M sze_%r_%fu_m 59 3 2 - 2 o om W .
i Lr__me_u. w3 o 6 = 5 T BB o i w @ =
o osu 5o S < LR Z ou kI o X o L a K
LIO|o|_O|A = =) = +o||| A Bl — o i fo
_u__ 7L|.o_| U ol g | K| 2 ol = Ho ™ =) R =
r_|=__=_ s = ic) 1 o = <| o up KO = ol ol - l R
- x_o|7|_.A.__.A 10 ] 51 Ol & LU N = ! N
ol I_._L0|M KN uA& Wu_._ﬂ of 0 Mr.r o x_a E _M|H ey 5l
D|.+.mu|.r.__|_.0 - o] oh & 1 H o 2 1¢ w! o B3 = oH i
H_._ H.F._._n_u_u..._r_x_”_|._o_| 0 a_.mwnuun H._mxﬁﬁ I N ber < pd o
|O_|._.__._.__“_ooOE o Wﬂ.uu_n_ |1o_|7 il ™ = Il il xd
|_H_mw _._ [ |ns <l 19 ol X0 ERSE o) U =] o) = I~
" LIIo_=.__I_.......__A_._=LI = _H_OT ou J mw = H_=_ ) ...Ll._A ~
LA 0% :_EE._n_uo nmo_emxo s T2 o - L 2 s @ =] ? 5 ki _5
> o 1) LAY z K 3. %0 ul b =
o) © = kO _n__m__l._L__ﬂ_ud = K 1o ol | T xxo RO m..__ K m ol = IRl o
— =K oy Ao_uP_/o i - o sbo wl| & r El E o 10 i
N ol +_|o|ﬂo._+unmo_.ﬂ._ = o RO ST o ot i = = © S e op ~N &F
K K iy mo 0 L - g =< = S o oK iy =
n o< K o M H 1 " o K =) ' ° 20 ]| Ko o ool L 7
7] %o_eo_ T o] = oo s B oK e = ol ™ + S 5
O¢_=t =n =Kl H o W = 2 = 3 o o ofu Al A ud ol Ho
Hi ilmowan.xhﬂ ® g e il o . e 2, A = =
oD L._ﬂ||___|._|_| o 5 = Hln S S KT B wj = T
= = 0 —— I |._.ATOM._Q__I|_ mH T H D uju K K ol <l X 1 _2/__._
o .r__m._|+Ao_._._Mo = H o ﬂmm_ o%_._._mm M i 20 Ho 8 W=
1K m_um._mo____._u.r_i = il o & = z i g =il = 2 2l W
_-__“_ uu.__A___o__o 4o 0| b oo & 2 g & = - An &+ ol ofu K 0l K ol
—_— 7041 Wo__._umﬁp = u T 3 RO B ul . nll = U o o N o
K W#m_ﬁmﬁzﬁgo iy o n N E ol K - :@_waua_ﬂ i 5K 7T
2o K Eﬁo_emwu .1%% i u_wplm_u o o_hm_r. U A Ky EF
| IENESY 3= ._%u _Ao.m_L U N T Wq_i N T
i I on_o_in_r_ﬂénﬂ.g.wmH . . R 4 #_w_ o 5l 2 ot ™ mﬂ Hl s
o Ewgsa%ulﬁ 7 K =y o A @ il oo o i
oOIH,Awn_u____U&ux N L "o 7¢7POWZ B 2 =R
= OHIOGIAHOl_ ._I.OI o IH] fol oo = D oH = Wﬁ I= el
ox_ﬂHx_.E & o K= o B nEE B
H__m_.x.ro Kl .Jo._ ._._.xx_umo .rﬁw [ ®
ol = Hﬂ = IR S w_/m = H%m &K
31 c H = ir
B i 1 ik Wy E
o_.____J.L = Jm*mw _Alt_fwwr.
H R1 o H.OH .Ao .__do”H_ =4
neEo mmomuﬁn_
W3 3 hEel
A - ol % B
E A|_ jol c
~ .k=m .=mo
_ od Ho
N _
ql M xﬂ_. =
moxo
Ml <
k. =
~



https://www.owasp.org/index.php/OWASP_SAMM_Project
https://www.owasp.org/index.php/Application_Security_Guide_For_CISOs
https://www.owasp.org/index.php/SAMM_-_Strategy_&_Metrics_-_1
https://www.owasp.org/index.php/SAMM_-_Strategy_&_Metrics_-_3
https://www.owasp.org/index.php/SAMM_-_Education_&_Guidance_-_1
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https://www.owasp.org/index.php/SAMM_-_Strategy_&_Metrics_-_2
https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
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https://www.owasp.org/index.php/OWASP_Security_Knowledge_Framework
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