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Best  Pract ices  for  Report ing Badware URLs

Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

Background

�ĂĚǁĂƌĞ�ŝŶ�ŝƚƐ�ǀĂƌŝŽƵƐ�ĨŽƌŵƐͶǀŝƌƵƐĞƐ͕�ƐƉǇǁĂƌĞ͕�ƐĐĂƌĞǁĂƌĞ͕�ĂŶĚ�ƐŽ�ŽŶͶŝƐ�Ă�ĐŽƌĞ�ĐŽŵƉŽŶĞŶƚ�ŽĨ�
ĐǇďĞƌĐƌŝŵĞ�ĂŶĚ�ƚŚƌĞĂƚĞŶƐ�ƚŽ�ƵŶĚĞƌŵŝŶĞ�ƚŚĞ�ƚƌƵƐƚ�ŶĞĐĞƐƐĂƌǇ�ĨŽƌ�ƚŚĞ�/ŶƚĞƌŶĞƚ�ƚŽ�ĐŽŶƟŶƵĞ�ƚŚƌŝǀŝŶŐ�ĂƐ�
ĂŶ�ŽƉĞŶ͕�ŐĞŶĞƌĂƟǀĞ�ƉůĂƞŽƌŵ͘��ĞĐĂƵƐĞ�ŝƚ�ŝƐ�ƋƵŝĐŬ͕�ĞĂƐǇ͕ �ĂŶĚ�ŝŶĞǆƉĞŶƐŝǀĞ�ĨŽƌ�ŵĂůŝĐŝŽƵƐ�ĂĐƚŽƌƐ�ƚŽ�ĐƌĞĂƚĞ�
ĂŶĚ�ĚŝƐƐĞŵŝŶĂƚĞ�ŶĞǁ�ďĂĚǁĂƌĞ͕�ƚŚĞ�ĞĐŽƐǇƐƚĞŵ�ĨĂĐĞƐ�Ă�ƐŝŐŶŝĮĐĂŶƚ�ĐŚĂůůĞŶŐĞ͗�ƚŽ�ŬĞĞƉ�ƵƉ�ŝŶ�ŝƚƐ�ĞīŽƌƚƐ�
ƚŽ�ƌĞŵŽǀĞ�ďĂĚǁĂƌĞ�ĂƐ�ŝƚ�ŝƐ�ĚŝƐĐŽǀĞƌĞĚ͘

KŶĞ�ǁĂǇ�ƚŽ�ĂĚĚƌĞƐƐ�ƚŚŝƐ�ĐŚĂůůĞŶŐĞ�ŝƐ�ƚŽ�ŝŵƉƌŽǀĞ�ƚŚĞ�ĐŽŵŵƵŶŝĐĂƟŽŶƐ�ďĞƚǁĞĞŶ�ƚŚŽƐĞ�ǁŚŽ�ĚĞƚĞĐƚ�
ďĂĚǁĂƌĞ�hZ>Ɛ�ĂŶĚ�ƚŚŽƐĞ�ďĞƐƚ�ƉŽƐŝƟŽŶĞĚ�ƚŽ�ĂĚĚƌĞƐƐ�ƚŚĞ�ƚŚƌĞĂƚ�ƚŚĞǇ�ƉŽƐĞ͘�dŽĚĂǇ͕ �ƚŚĞƌĞ�ŝƐ�ŶŽ�ĐůĞĂƌ�
ĞǆƉĞĐƚĂƟŽŶ�ŽĨ�ǁŚŽ�ƐŚŽƵůĚ�ďĞ�ŶŽƟĮĞĚ�ŽĨ�Ă�ďĂĚǁĂƌĞ�hZ>͕�ǁŚĂƚ�ŝŶĨŽƌŵĂƟŽŶ�ƐŚŽƵůĚ�ďĞ�ŝŶĐůƵĚĞĚ�ŝŶ�
ƚŚĂƚ�ŶŽƟĮĐĂƟŽŶ͕�Žƌ�ŚŽǁ�ƚŽ�ĞƐĐĂůĂƚĞ�ƚŚĞ�ŝƐƐƵĞ�ŝĨ�ƚŚĞ�hZ>�ƌĞŵĂŝŶƐ�ŵĂůŝĐŝŽƵƐ͘��ďƐĞŶƚ�ƚŚŝƐ�ĐŽŵŵŽŶ�
ƐƚĂŶĚĂƌĚ͕�ƐŽŵĞ�ƉĂƌƟĞƐ�ĐŚŽŽƐĞ�ŶŽƚ�ƚŽ�ƌĞƉŽƌƚ�ďĂĚǁĂƌĞ�Ăƚ�Ăůů͕�ǁŚŝůĞ�ŽƚŚĞƌƐ�ĚĞǀĞůŽƉ�ƚŚĞŝƌ�ŽǁŶ�
ĂƉƉƌŽĂĐŚĞƐ�ƚŽ�ƌĞƉŽƌƟŶŐ͘�dŚŝƐ�ĚƵƉůŝĐĂƚĞƐ�ĞīŽƌƚ�ĂŶĚ�ŵĂŬĞƐ�ŝƚ�ŵŽƌĞ�ĚŝĸĐƵůƚ�ĨŽƌ�ǁĞď�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌƐ͕�
ŝŶĚŝǀŝĚƵĂů�ƐŝƚĞ�ŽǁŶĞƌƐ͕�ĂŶĚ�ŽƚŚĞƌ�ƌĞĐŝƉŝĞŶƚƐ�ŽĨ�ďĂĚǁĂƌĞ�ƌĞƉŽƌƚƐ�ƚŽ�ƉƌŝŽƌŝƟǌĞ�ĂŶĚ�ĂĐƚ�ƵƉŽŶ�ƚŚĞ�
ŝŶĨŽƌŵĂƟŽŶ�ƚŚĞǇ�ƌĞĐĞŝǀĞ͘

Purpose and Scope

dŚŝƐ�ĚŽĐƵŵĞŶƚ�ĞƐƚĂďůŝƐŚĞƐ�ďĞƐƚ�ƉƌĂĐƟĐĞƐ�ĨŽƌ�ƌĞƉŽƌƟŶŐ�ďĂĚǁĂƌĞ�hZ>Ɛ�Ăƚ�ĞĂĐŚ�ƐƚĂŐĞ�ŝŶ�ƚŚĞ�ƌĞƉŽƌƟŶŐ�
ƉƌŽĐĞƐƐ͗�ƚĂƌŐĞƟŶŐ�ƌĞƉŽƌƚƐ͕�ŝĚĞŶƟĨǇŝŶŐ�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ͕�ĂƐƐĞŵďůŝŶŐ�ƌĞƉŽƌƚ�ĐŽŶƚĞŶƚƐ͕�ĂŶĚ�
ĚĞůŝǀĞƌŝŶŐ�ƌĞƉŽƌƚƐ͘�/ƚ�ĂůƐŽ�ƐƉĞĐŝĮĞƐ�ƉƌŽĐĞĚƵƌĞƐ�ĨŽƌ�ĞƐĐĂůĂƟŶŐ�ƚŚŽƐĞ�ƌĞƉŽƌƚƐ�ǁŚĞŶ�ŶĞĞĚĞĚ͘�dŚĞ�
WƌĂĐƟĐĞƐ�ĂƌĞ�ĚĞƐŝŐŶĞĚ�ƚŽ�ƉƌŽŵŽƚĞ�ƌĞƉŽƌƟŶŐ�ƵƐĞĨƵů�ƚŽ�ƌĞƉŽƌƚ�ƚĂƌŐĞƚƐ�ĂŶĚ�ƚŽ�ŽīĞƌ�ďŽƚŚ�ŐƵŝĚĂŶĐĞ�ĂŶĚ�
ŇĞǆŝďŝůŝƚǇ�ƚŽ�ƌĞƉŽƌƚĞƌƐ�ǁŚŽ�ŚĂǀĞ�ǀŽůƵŶƚĂƌŝůǇ�ĐŽŵŵŝƩĞĚ�ƚŽ�ƌĞƉŽƌƟŶŐ�ďĂĚǁĂƌĞ�hZ>Ɛ͘����ĐŽŵƉůĞŵĞŶƚ�ƚŽ�
ƚŚŝƐ�ĚŽĐƵŵĞŶƚ͕�^ƚŽƉ�ĂĚǁĂƌĞ Ɛ͛��ĞƐƚ�WƌĂĐƟĐĞƐ�ĨŽƌ�tĞď�,ŽƐƟŶŐ�WƌŽǀŝĚĞƌƐ, can be found at ŚƩƉ͗ͬͬǁǁǁ͘
ƐƚŽƉďĂĚǁĂƌĞ͘ŽƌŐͬďĞƐƚͲƉƌĂĐƟĐĞƐͬǁĞďͲŚŽƐƟŶŐͲƉƌŽǀŝĚĞƌƐ.

Definitions

Badware͗�^ŽŌǁĂƌĞ�ƚŚĂƚ�ĨƵŶĚĂŵĞŶƚĂůůǇ�ĚŝƐƌĞŐĂƌĚƐ�ƵƐĞƌƐ͛�ĐŚŽŝĐĞƐ�ĂďŽƵƚ�ŚŽǁ�ƚŚĞŝƌ�ĐŽŵƉƵƚĞƌƐ�Žƌ�
ŶĞƚǁŽƌŬ�ĐŽŶŶĞĐƟŽŶƐ�ĂƌĞ�ƵƐĞĚ͘

Badware URL͗���hZ>�ƌĞĨĞƌĞŶĐŝŶŐ�Ă�ƌĞƐŽƵƌĐĞ�ƚŚĂƚ�ĨĂĐŝůŝƚĂƚĞƐͶŽƌ�ĂƩĞŵƉƚƐ�ƚŽ�ĨĂĐŝůŝƚĂƚĞͶƚŚĞ�
ĚŝƐƚƌŝďƵƟŽŶ�Žƌ�ŽƉĞƌĂƟŽŶ�ŽĨ�ďĂĚǁĂƌĞ͕�ƌĞŐĂƌĚůĞƐƐ�ŽĨ�ƚŚĞ�ĂǁĂƌĞŶĞƐƐ�Žƌ�ŝŶƚĞŶƚ�ŽĨ�ƚŚĞ�hZ>�ŽǁŶĞƌ͘

Report͗���ĐŽŵŵƵŶŝĐĂƟŽŶ�ĚĞƐĐƌŝďŝŶŐ�Ă�ďĂĚǁĂƌĞ�hZ>�Žƌ�Ă�ƐĞƚ�ŽĨ�ĐůŽƐĞůǇ�ƌĞůĂƚĞĚ�ďĂĚǁĂƌĞ�hZ>Ɛ͘
Reporter͗��Ŷ�ŝŶĚŝǀŝĚƵĂů�Žƌ�ŽƌŐĂŶŝǌĂƟŽŶ�ŝŶŝƟĂƟŶŐ�Ă�ƌĞƉŽƌƚ͘
Target͗��Ŷ�ŝŶĚŝǀŝĚƵĂů�Žƌ�ŽƌŐĂŶŝǌĂƟŽŶ�ƚŽ�ǁŚŽŵ�Ă�ƌĞƉŽƌƚ�ŝƐ�ĐŽŵŵƵŶŝĐĂƚĞĚ͘
HŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ͗��Ŷ�ĞŶƟƚǇ�ƚŚĂƚ�ŵĂŶĂŐĞƐ�Žƌ�ĐŽŶƚƌŽůƐ�ŝŶĨƌĂƐƚƌƵĐƚƵƌĞ�ƵƐĞĚ�ƚŽ�ŚŽƐƚ�ǁĞďƐŝƚĞƐ�Žƌ�ǁĞď�

ĂƉƉůŝĐĂƟŽŶƐ�ĨŽƌ�ƚŚŝƌĚ�ƉĂƌƟĞƐ͘�;��ŵŽƌĞ�ĞǆƚĞŶƐŝǀĞ�ĚĞĮŶŝƟŽŶ�ŵĂǇ�ďĞ�ĨŽƵŶĚ�ŝŶ�^ƚŽƉ�ĂĚǁĂƌĞ Ɛ͛�Best 
WƌĂĐƟĐĞƐ�ĨŽƌ�,ŽƐƟŶŐ�WƌŽǀŝĚĞƌƐ͗�ZĞƐƉŽŶĚŝŶŐ�ƚŽ��ĂĚǁĂƌĞ�ZĞƉŽƌƚƐ.)

URL owner͗��Ŷ�ŝŶĚŝǀŝĚƵĂů�Žƌ�ŽƌŐĂŶŝǌĂƟŽŶ�ƚŚĂƚ�ŝƐ�ĚŝƌĞĐƚůǇ�ƌĞƐƉŽŶƐŝďůĞ�ĨŽƌ�ŵĂŶĂŐŝŶŐ�ƚŚĞ�ĐŽŶƚĞŶƚ�Žƌ�
ĨƵŶĐƟŽŶĂůŝƚǇ�ŽĨ�Ă�ƌĞƐŽƵƌĐĞ�ƌĞĨĞƌĞŶĐĞĚ�ďǇ�Ă�hZ>͕�ďǇ�ǀŝƌƚƵĞ�ŽĨ�ŚĂǀŝŶŐ�ůĞĂƐĞĚ�Žƌ�ŽƚŚĞƌǁŝƐĞ�ďĞĞŶ�
ŐƌĂŶƚĞĚ�ĂĐĐĞƐƐ�ďǇ�Ă�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ͘
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Best  Pract ices  for  Report ing Badware URLs

Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

Stage 1: Determining report targets

tŚĞŶ�ƉŽƐƐŝďůĞ͕�ƌĞƉŽƌƚĞƌƐ�ƐŚŽƵůĚ�ĚĞƚĞƌŵŝŶĞ�ǁŚĞƚŚĞƌ�ƚŚĞ�ďĂĚǁĂƌĞ�hZ>�ƌĞĨĞƌĞŶĐĞƐ�Ă�ĐŽŵƉƌŽŵŝƐĞĚ�
ĚŽŵĂŝŶ�Žƌ�Ă�ĚŽŵĂŝŶ�ƚŚĂƚ�ŝƐ�ƵƐĞĚ�ƉƌŝŵĂƌŝůǇ�ĨŽƌ�ŵĂůŝĐŝŽƵƐ�ĂĐƟǀŝƚǇ͘�tĞ�ƌĞĐŽŵŵĞŶĚ�ƌĞƉŽƌƚƐ�ďĞ�ƚĂƌŐĞƚĞĚ�
ĂƐ�ĨŽůůŽǁƐ͗

URL Type Report target(s)
�ŽŵĂŝŶ�ŶĂŵĞ�ŝƐ�ŽƌĚŝŶĂƌŝůǇ�ůĞŐŝƟŵĂƚĞ
;Ğ͘Ő͕͘�Ă�ĐŽŵƉƌŽŵŝƐĞĚ�ǁĞďƐŝƚĞͿ

,ŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ
URL owner

�ŽŵĂŝŶ�ŶĂŵĞ�ŝƐ�ƉƌŝŵĂƌŝůǇ�ŵĂůŝĐŝŽƵƐ
;Ğ͘Ő͕͘�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ĞǆĐůƵƐŝǀĞůǇ�ŵĂůŝĐŝŽƵƐ�ĐŽŶƚĞŶƚ͕�ƵƐĞƐ�ĨĂůƐĞ�
t,K/^�ĚĂƚĂ͕�ŝƐ�ŐĞŶĞƌĂƚĞĚ�ĂůŐŽƌŝƚŚŵŝĐĂůůǇͿ

,ŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ
�ŽŵĂŝŶ�ŶĂŵĞ�ƌĞŐŝƐƚƌĂƌ

�ŽŵĂŝŶ�ŶĂŵĞ�ƚǇƉĞ�ĐĂŶŶŽƚ�ďĞ�ĚĞƚĞƌŵŝŶĞĚ�
;Ğ͘Ő͕͘�hZ>�ǁĂƐ�ŶŽƚ�ŵĂŶƵĂůůǇ�ŝŶǀĞƐƟŐĂƚĞĚ�Žƌ�ŝŶǀĞƐƟŐĂƟŽŶ�ŝƐ�
ŝŶĐŽŶĐůƵƐŝǀĞͿ

,ŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ

�ĚĚŝƟŽŶĂůůǇ͕�ǁĞ�ƌĞĐŽŵŵĞŶĚ�ƚŚĂƚ�ƌĞƉŽƌƚĞƌƐ�ŵŽĚŝĨǇ�Ă�ƌĞƉŽƌƚ Ɛ͛�ƚĂƌŐĞƚ�ŝŶ�ƚŚĞ�ĨŽůůŽǁŝŶŐ�ƐƉĞĐŝĂů�ĐĂƐĞƐ͗

URL Type Report target(s)
ZĞĨĞƌĞŶĐĞƐ�Ă�ŵĂůǀĞƌƟƐĞŵĞŶƚ �ĚǀĞƌƟƐŝŶŐ�ŶĞƚǁŽƌŬ

URL owner

�ŽŵĂŝŶ�ŶĂŵĞ�ĞŵƉůŽǇƐ�ĨĂƐƚͲŇƵǆ��E^�ƌĞƐŽůƵƟŽŶ �ŽŵĂŝŶ�ŶĂŵĞ�ƌĞŐŝƐƚƌĂƌ
,ŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ;ƐͿ�Ăƚ�ƟŵĞ�ŽĨ�ĚĞƚĞĐƟŽŶ

References SEO content associated with badware ,ŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ
URL owner
^ĞĂƌĐŚ�ĞŶŐŝŶĞ;ƐͿ�ĞǆƉůŽŝƚĞĚ�ďǇ�^�K�ĐŽŶƚĞŶƚ

,ŽƐƚĞĚ�ŽŶ�Ă�ďƵůůĞƚƉƌŽŽĨ�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ hZ>�ŽǁŶĞƌ�;ŽŶůǇ�ŝĨ�ŽƌĚŝŶĂƌŝůǇ�ůĞŐŝƟŵĂƚĞͿ
�ŽŵĂŝŶ�ŶĂŵĞ�ƌĞŐŝƐƚƌĂƌ�;ŽŶůǇ�ŝĨ�ŵĂůŝĐŝŽƵƐͿ

��ǀŝƐƵĂů�ƐƵŵŵĂƌǇ�ŽĨ�ƚŚĞƐĞ�ƚĂƌŐĞƟŶŐ�ƌĞĐŽŵŵĞŶĚĂƟŽŶƐ�ĐĂŶ�ďĞ�ĨŽƵŶĚ�ŝŶ��ƉƉĞŶĚŝǆ��͘
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Best  Pract ices  for  Report ing Badware URLs

Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

Stage 2: Identifying contact information

ZĞƉŽƌƚĞƌƐ�ƐŚŽƵůĚ�ƐƚƌŝǀĞ�ƚŽ�ƌĞƐƉĞĐƚ�ƚŚĞ�ĐŽŶƚĂĐƚ�ƉƌĞĨĞƌĞŶĐĞƐ�ŽĨ�ƌĞƉŽƌƚ�ƚĂƌŐĞƚƐ�ǁŚĞŶĞǀĞƌ�ƉŽƐƐŝďůĞ͘�
tŚĞŶ�ƌĞƉŽƌƚĞƌƐ�ƉŽƐƐĞƐƐ�ǀĞƌŝĮĞĚ�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ�ĨŽƌ�Ă�ƉĂƌƟĐƵůĂƌ�ƚĂƌŐĞƚ͕�ƚŚĞǇ�ƐŚŽƵůĚ�ƵƐĞ�ŝƚ͘�
,ŽǁĞǀĞƌ͕ �ŝĨ�Ă�ƌĞƉŽƌƚĞƌ�ĚŽĞƐ�ŶŽƚ�ŚĂǀĞ�ƉƌĞͲĞǆŝƐƟŶŐ�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ͕�ǁĞ�ƌĞĐŽŵŵĞŶĚ�ĨŽůůŽǁŝŶŐ�ƚŚĞ�
ƐƚĞƉƐ�ďĞůŽǁ�ƚŽ�ĚĞƚĞƌŵŝŶĞ�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ�ĨŽƌ�ƚŚĞƐĞ�ƐƚĂŶĚĂƌĚ�ƚĂƌŐĞƚƐ͗

Report Target ^ŽƵƌĐĞƐ�ŽĨ�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ
URL owner 1. dĞĐŚŶŝĐĂů�Žƌ�ŐĞŶĞƌĂů�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ�ĂǀĂŝůĂďůĞ�ŽŶ�ƚŚĞ�ƐŝƚĞ�ƚŚĞ�

URL references
2. dĞĐŚŶŝĐĂů�Žƌ�;ŝĨ�ƵŶĂǀĂŝůĂďůĞͿ�ŽƚŚĞƌ�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ�ŝŶ�ĚŽŵĂŝŶ�

ŶĂŵĞ�t,K/^�ƌĞĐŽƌĚ
ϯ͘� The webmaster@ and abuse@�ĞŵĂŝů�ĂĚĚƌĞƐƐĞƐ�ĨŽƌ�ƚŚĞ�hZ>͛ Ɛ�ĚŽͲ

ŵĂŝŶ�ŶĂŵĞ͘

,ŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ 1. �ďƵƐĞ�Žƌ�ƚĞĐŚŶŝĐĂů�ĐŽŶƚĂĐƚ�ŝŶ�t,K/^ͬZt,K/^�ƌĞĐŽƌĚ�ĨŽƌ�/W�ĂĚͲ
ĚƌĞƐƐ�ƚŽ�ǁŚŝĐŚ�hZ>�ƌĞƐŽůǀĞƐ

2. tŚĞŶ�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ�ŶĂŵĞ�ĐĂŶ�ďĞ�ĚĞƚĞƌŵŝŶĞĚ͕�ĂďƵƐĞ�Žƌ�ƚĞĐŚŶŝͲ
ĐĂů�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ�ĂǀĂŝůĂďůĞ�ŽŶ�ƉƌŽǀŝĚĞƌ�ǁĞďƐŝƚĞ͘

ϯ͘� tŚĞŶ�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ�ŶĂŵĞ�ĐĂŶ�ďĞ�ĚĞƚĞƌŵŝŶĞĚ͕�ƚŚĞ�abuse@  
ĞŵĂŝů�ĂĚĚƌĞƐƐ�ĨŽƌ�ƚŚĞ�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ�ĚŽŵĂŝŶ�ŶĂŵĞ͘

�ŽŵĂŝŶ�ŶĂŵĞ�ƌĞŐŝƐƚƌĂƌ 1. �ŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ�ĨŽƌ�ƌĞŐŝƐƚƌĂƌ�ŝŶ�ĚŽŵĂŝŶ�ŶĂŵĞ�t,K/^�ƌĞĐŽƌĚ͘
2. tŚĞŶ�ƌĞŐŝƐƚƌĂƌ�ŶĂŵĞ�ĐĂŶ�ďĞ�ĚĞƚĞƌŵŝŶĞĚ͕�ĂďƵƐĞ�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂͲ

ƟŽŶ�ĂǀĂŝůĂďůĞ�ŽŶ�ƌĞŐŝƐƚƌĂƌ�ǁĞďƐŝƚĞ͘

�ŵĂŝů�ŝƐ�ƚŚĞ�ŵŽƐƚ�ĐŽŵŵŽŶ�ƌĞƉŽƌƟŶŐ�ŵĞƚŚŽĚ͖�ŚŽǁĞǀĞƌ͕ �ƌĞƉŽƌƚĞƌƐ�ŵĂǇ�ĂůƐŽ�ĐŽŶƚĂĐƚ�ƚĂƌŐĞƚƐ�ďǇ�ƉŚŽŶĞ͕�
ǁĞď�ĨŽƌŵ͕��W/͕�Žƌ�ŽƚŚĞƌ�ŵĞƚŚŽĚƐ�ĂƐ�ŶĞĞĚĞĚ͘�
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Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

^ƚĂŐĞ�ϯ͗��ƐƐĞŵďůŝŶŐ�ZĞƉŽƌƚ��ŽŶƚĞŶƚƐ

��ƌĞƉŽƌƚ�ƐŚŽƵůĚ͕�Ăƚ�Ă�minimum͕�ŝŶĐůƵĚĞ͗
1. dŚĞ�ďĂĚǁĂƌĞ�hZ>;ƐͿ
2. dŚĞ�ĚĂƚĞ�ĂŶĚ�ƟŵĞ�Ăƚ�ǁŚŝĐŚ�ǇŽƵ�ůĂƐƚ�ŽďƐĞƌǀĞĚ�ƚŚĞ�ďĂĚǁĂƌĞ�hZ>;ƐͿ
ϯ͘� dŚĞ�/W�ĂĚĚƌĞƐƐ;ĞƐͿ�ƚŽ�ǁŚŝĐŚ�ƚŚĞ�ďĂĚǁĂƌĞ�hZ>;ƐͿ�ƌĞƐŽůǀĞĚ�ǁŚĞŶ�ůĂƐƚ�ŽďƐĞƌǀĞĚ
4. ��ďƌŝĞĨ�ĚĞƐĐƌŝƉƟŽŶ�ŽĨ�ƚŚĞ�ŶĂƚƵƌĞ�ŽĨ�ďĂĚǁĂƌĞ�ďĞŚĂǀŝŽƌ�ŽďƐĞƌǀĞĚ�Ăƚ�ƚŚĞ�hZ>;ƐͿ
5. ��ůŝƐƚ�ŽĨ�ƚĂƌŐĞƚƐ�ƚŽ�ǁŚŝĐŚ�ǇŽƵ�ĂƌĞ�ƌĞƉŽƌƟŶŐ�ƚŚĞ�ďĂĚǁĂƌĞ�hZ>;ƐͿ�;ƐĞĞ�ƐƚĂŐĞ�ϭͿ
6. �ŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ�ƚŚĂƚ�ƚŚĞ�ƚĂƌŐĞƚƐ�ĐĂŶ�ƵƐĞ�ƚŽ�ĨŽůůŽǁ�ƵƉ�ǁŝƚŚ�ƚŚĞ�ƌĞƉŽƌƚĞƌ

�ĚĚŝƟŽŶĂůůǇ͕�ǁĞ�ƌĞĐŽŵŵĞŶĚ�ƚŚĂƚ�ƌĞƉŽƌƚĞƌƐ�ŝŶĐůƵĚĞ�ƐƵƉƉůĞŵĞŶƚĂƌǇ�ŝŶĨŽƌŵĂƟŽŶ�ƚŽ�ĂƐƐŝƐƚ�ƚĂƌŐĞƚƐ�ŝŶ�
ŝŶǀĞƐƟŐĂƟŶŐ�ƚŚĞ�ƌĞƉŽƌƚ͘�dŚŝƐ�ŵĂǇ�ŝŶĐůƵĚĞ͗

ͻ� ^ƉĞĐŝĮĐ�ĐŽŶĚŝƟŽŶƐ�ŶĞĐĞƐƐĂƌǇ�ƚŽ�ƌĞƉƌŽĚƵĐĞ�ƚŚĞ�ŽďƐĞƌǀĞĚͬĚĞƚĞĐƚĞĚ�ďĞŚĂǀŝŽƌ� 
;Ğ͘Ő͕͘�ƐŽŵĞ�ĚƌŝǀĞͲďǇ�ĚŽǁŶůŽĂĚƐ�ŽŶůǇ�ŽĐĐƵƌ�ŝĨ�ĂĐĐĞƐƐĞĚ�ǁŝƚŚ�Ă�ƐƉĞĐŝĮĐ�,ddW�ƌĞĨĞƌƌĞƌͿ

ͻ� dŚĞ�ƐĐŽƉĞ�ŽĨ�ƚŚĞ�ďĞŚĂǀŝŽƌ� 
;Ğ͘Ő͕͘�ŝĨ�ǇŽƵ�ƌĞƉŽƌƚ�http://www.example.com͕�ĂƌĞ�ǇŽƵ�ƌĞƉŽƌƟŶŐ�Ă�ƉƌŽďůĞŵ�ǁŝƚŚ�ƚŚĞ�ŚŽŵĞ�
ƉĂŐĞ�Žƌ�ǁŝƚŚ�ƚŚĞ�ĞŶƟƌĞ�ĚŽŵĂŝŶ͍Ϳ

ͻ� �ĂƚĂ�Žƌ�ŽďƐĞƌǀĂƟŽŶƐ�ƚŚĂƚ�ƉůĂĐĞ�ƚŚĞ�ĚĞƚĞĐƚĞĚͬŽďƐĞƌǀĞĚ�ďĞŚĂǀŝŽƌ�ŝŶ�Ă�ůĂƌŐĞƌ�ĐŽŶƚĞǆƚ� 
;Ğ͘Ő͕͘�͞ƚŚŽƵƐĂŶĚƐ�ŽĨ�ǁĞďƐŝƚĞƐ�ƵƐŝŶŐ�ƚŚŝƐ�ƐĂŵĞ�:ĂǀĂ^ĐƌŝƉƚ�ĐŽĚĞ�ĚĞůŝǀĞƌ�ĚƌŝǀĞͲďǇ�ĚŽǁŶůŽĂĚƐ͟Ϳ

ͻ� ^ƉĞĐŝĮĐ�ŵĂůŝĐŝŽƵƐ�ĐŽĚĞ�ĚĞƚĞĐƚĞĚ�Ăƚ�ƚŚĞ�ďĂĚǁĂƌĞ�hZ>;ƐͿ
ͻ� �ĚĚŝƟŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ�ĂďŽƵƚ�ƐƉĞĐŝĮĐ�ŵĂůŝĐŝŽƵƐ�ĞǆĞĐƵƚĂďůĞƐ� 

;Ğ͘Ő͕͘�ŚĂƐŚ͕�sŝƌƵƐdŽƚĂů�ƌĞƉŽƌƚ�ůŝŶŬͿ
ͻ� Other related URLs, such as those in a redirect chain including the reported URL
ͻ� ^ƉĞĐŝĮĐ�ĞŶĚ�ƵƐĞƌ�ĂƉƉůŝĐĂƟŽŶƐ�Žƌ�ŽƉĞƌĂƟŶŐ�ƐǇƐƚĞŵƐ�ĞǆƉůŽŝƚĞĚ

tĞ�ƌĞĐŽŵŵĞŶĚ�ƚŚĂƚ�ƌĞƉŽƌƚĞƌƐ�ĞŵƉůŽǇ�ƚŚĞ�ĨŽůůŽǁŝŶŐ�ƐĂĨĞŐƵĂƌĚƐ�ǁŚĞŶ�ĨŽƌŵĂƫŶŐ�ƚŚĞŝƌ�ƌĞƉŽƌƚƐ�
;ǁŚĞƌĞ�ĂƉƉůŝĐĂďůĞͿ͗

1. ^ĂŶŝƟǌĞ�ďĂĚǁĂƌĞ�hRLs in the body of each report to reduce the risk that targets will 
ĂĐĐŝĚĞŶƚĂůůǇ�ĂĐĐĞƐƐ�ƚŚĞŵ�ĂƐ�ůŝŶŬƐ͘

2. ^ĞŶĚ�Ăůů�ƌĞƉŽƌƚ�ĞŵĂŝůƐ�ŝŶ�ƉůĂŝŶ�ƚĞǆƚ�ƚŽ�ƌĞĚƵĐĞ�ƚŚĞ�ƌŝƐŬ�ŽĨ�ƚĂƌŐĞƚ�ĞŵĂŝů�ĐůŝĞŶƚƐ�ƌĞŶĚĞƌŝŶŐ�
ŵĂůŝĐŝŽƵƐ�ĐŽĚĞ�ĞǆĐĞƌƉƚƐ͘

ϯ͘� �Ž�ŶŽƚ�ŝŶĐůƵĚĞ�ĂƩĂĐŚŵĞŶƚƐ�ǁŚĞŶ�ĞŵĂŝůŝŶŐ�ƚĂƌŐĞƚƐ�ĨŽƌ�ƚŚĞ�ĮƌƐƚ�ƟŵĞ�ƚŽ�ƌĞĚƵĐĞ�ƚŚĞ�ƌŝƐŬ�ƚŚĂƚ�
ƚŚĞ�ƌĞƉŽƌƚ�ĞŵĂŝů�ǁŝůů�ďĞ�ĚŝƐĐĂƌĚĞĚ͘

��ǀŝƐƵĂů�ƐƵŵŵĂƌǇ�ŽĨ�ƚŚĞƐĞ�ƌĞƉŽƌƚ�ĐŽŶƚĞŶƚ�ƌĞĐŽŵŵĞŶĚĂƟŽŶƐ�ĐĂŶ�ďĞ�ĨŽƵŶĚ�ŝŶ��ƉƉĞŶĚŝǆ��͘�^ĂŵƉůĞ�
ƌĞƉŽƌƚƐ�ĐŽƌƌĞƐƉŽŶĚŝŶŐ�ƚŽ�ƚŚĞƐĞ�ƌĞĐŽŵŵĞŶĚĂƟŽŶƐ�ĐĂŶ�ďĞ�ĨŽƵŶĚ�ŝŶ��ƉƉĞŶĚŝǆ��͘

Note: ^ŽŵĞ�ƌĞƉŽƌƚĞƌƐ�ŵĂǇ�ǁŝƐŚ�ƚŽ�ĚĞůŝǀĞƌ�ƚŚĞŝƌ�ƌĞƉŽƌƚƐ�ĂŶŽŶǇŵŽƵƐůǇ͘��ǀĞŶ�ŝŶ�ƚŚĞƐĞ�ĐĂƐĞƐ͕�ŚŽǁĞǀĞƌ͕ �
ƌĞƉŽƌƚĞƌƐ�ŵƵƐƚ�ŝŶĐůƵĚĞ�ƐŽŵĞ�ĨŽƌŵ�ŽĨ�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ͘�dŚĞ�ƚĂƌŐĞƚƐ�ĐĂŶ�ƵƐĞ�ƚŚŝƐ�ŝŶĨŽƌŵĂƟŽŶ�ƚŽ�
ĂĐŬŶŽǁůĞĚŐĞ�ƌĞĐĞŝƉƚ�ŽĨ�ƚŚĞ�ƌĞƉŽƌƚ͕�ŐĂƵŐĞ�ƚŚĞ�ƌĞƉŽƌƚ Ɛ͛�ĐƌĞĚŝďŝůŝƚǇ͕ �ĂƐŬ�ƋƵĞƐƟŽŶƐ͕�Žƌ�ĨŽůůŽǁ�ƵƉ�ĂŌĞƌ�ƚŚĞ�
issue has been addressed.
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Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

^ƚĂŐĞ�ϰ͗��ĞůŝǀĞƌǇ�ĂŶĚ�&ŽůůŽǁͲhƉ

ZĞƉŽƌƚƐ�ƐŚŽƵůĚ�ďĞ�ĚĞůŝǀĞƌĞĚ�ƚŽ�Ăůů�ŽĨ�ƚŚĞ�ŝŶŝƟĂů�ƚĂƌŐĞƚƐ�ĂƐ�ƋƵŝĐŬůǇ�ĂƐ�ƉŽƐƐŝďůĞ͕�ŝĚĞĂůůǇ�ĂƐ�ƐŽŽŶ�ĂƐ�
ƚŚĞ�ŶĞĐĞƐƐĂƌǇ�ŝŶĨŽƌŵĂƟŽŶ�ŝƐ�ĐŽůůĞĐƚĞĚ͘�ZĞƉŽƌƚĞƌƐ�ƐŚŽƵůĚ�ŬĞĞƉ�Ă�ƌĞĐŽƌĚ�ŽĨ�ƚŚĞ�ĚĂƚĞ͕�ƟŵĞ͕�hZ>;ƐͿ͕�
ĂŶĚ�ƚĂƌŐĞƚ;ƐͿ�ŽĨ�ĞĂĐŚ�ƌĞƉŽƌƚ͕�ĂƐ�ƚŚŝƐ�ŝŶĨŽƌŵĂƟŽŶ�ǁŝůů�ďĞ�ŚĞůƉĨƵů�ĨŽƌ�ĞƐĐĂůĂƟŽŶ�;ƐĞĞ�ďĞůŽǁͿ͕�ĨŽƌ�
ƚƌĂĐŬŝŶŐ�ĞīĞĐƟǀĞŶĞƐƐ�ŽĨ�ƚŚĞ�ƌĞƉŽƌƚƐ͕�ĂŶĚ�ĨŽƌ�ŝĚĞŶƟĨǇŝŶŐ�ƉĂƩĞƌŶƐ�ŝŶ�ďŽƚŚ�ƚŚĞ�ďĂĚǁĂƌĞ�ŝƚƐĞůĨ�ĂŶĚ�ƚŚĞ�
ƌĞƐƉŽŶƐŝǀĞŶĞƐƐ�ŽĨ�ƐƉĞĐŝĮĐ�ƚĂƌŐĞƚƐ͘

tĞ�ƌĞĐŽŵŵĞŶĚ�ƚŚĂƚ�ƌĞƉŽƌƚĞƌƐ�ŽďƐĞƌǀĞ�ƚŚĞ�ĨŽůůŽǁŝŶŐ�ƉƌĂĐƟĐĞƐ�ǁŚĞŶ�ĨŽůůŽǁŝŶŐ�ƵƉ�ǁŝƚŚ�ƚĂƌŐĞƚƐ͗
1. /Ĩ�ƵƐŝŶŐ�ƚŚĞ�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ�ĨŽƌ�Ă�ƉĂƌƟĐƵůĂƌ�ƚĂƌŐĞƚ�ƌĞƐƵůƚƐ�ŝŶ�Ă�ƚĞĐŚŶŝĐĂů�ĞƌƌŽƌ�;Ğ͘Ő., 

ƵŶĚĞůŝǀĞƌĂďůĞ�ŵĞƐƐĂŐĞͿ͕�ƐĞůĞĐƚ�ƚŚĞ�ŶĞǆƚ�ĂǀĂŝůĂďůĞ�ĐŽŶƚĂĐƚ�ŵĞƚŚŽĚ�;ƐĞĞ�ƐƚĂŐĞ�ϮͿ͘
2. /Ĩ�Ă�ƚĂƌŐĞƚ�ŝŶĚŝĐĂƚĞƐ�ƚŚĂƚ�ĂĐƟŽŶ�ŚĂƐ�ďĞĞŶ�ƚĂŬĞŶ�ŝŶ�ƌĞƐƉŽŶƐĞ�ƚŽ�Ă�ƌĞƉŽƌƚ͕�ǀĞƌŝĨǇ�ƚŚĂƚ�ƚŚĞ�

ƌĞƉŽƌƚĞĚ�ďĂĚǁĂƌĞ�ďĞŚĂǀŝŽƌ�ŚĂƐ�ďĞĞŶ�ĂĚĚƌĞƐƐĞĚ͘�/Ĩ�ƚŚĞ�ďĞŚĂǀŝŽƌ�ŚĂƐ�ŶŽƚ�ďĞĞŶ�ĂĚĚƌĞƐƐĞĚ�
ƐĂƟƐĨĂĐƚŽƌŝůǇ͕ �ƌĞƐƉŽŶĚ�ǁŝƚŚ�ĂƉƉƌŽƉƌŝĂƚĞ�ĞǀŝĚĞŶĐĞ�ŽĨ�ƚŚĞ�ďĂĚǁĂƌĞ�ďĞŚĂǀŝŽƌ͕ �ŝŶĐůƵĚŝŶŐ�
ŶĞƚǁŽƌŬ�ĐĂƉƚƵƌĞ�ůŽŐƐ͕�ƐĐƌĞĞŶƐŚŽƚƐ͕�Žƌ�ŽƚŚĞƌ�ĚŽĐƵŵĞŶƚĂƌǇ�ĞǀŝĚĞŶĐĞ͘

/Ĩ�ƌĞƉŽƌƚ�ƚĂƌŐĞƚƐ�ĨĂŝů�ƚŽ�ƚĂŬĞ�ĂƉƉƌŽƉƌŝĂƚĞ�ĂĐƟŽŶ�ŝŶ�ƌĞƐƉŽŶƐĞ�ƚŽ�Ă�ƌĞƉŽƌƚ�ǁŝƚŚŝŶ�Ă�ƌĞĂƐŽŶĂďůĞ�ƟŵĞ�
;ŝŶ�ƚŚĞ�ƌĞƉŽƌƚĞƌ Ɛ͛�ũƵĚŐŵĞŶƚͿ͕�ŝƚ�ŵĂǇ�ďĞ�ĂƉƉƌŽƉƌŝĂƚĞ�ƚŽ�ĞƐĐĂůĂƚĞ�ƚŚĞ�ƌĞƉŽƌƚ�ƚŽ�ŽƚŚĞƌ�ƚĂƌŐĞƚƐ͘�tĞ�
ƌĞĐŽŵŵĞŶĚ�ƚŚĞ�ĨŽůůŽǁŝŶŐ�ĞƐĐĂůĂƟŽŶ�ƚĂƌŐĞƚƐ�;Ăůů�ĞƐĐĂůĂƟŽŶ�ĐŝƌĐƵŵƐƚĂŶĐĞƐ�ĂƐƐƵŵĞ�ƚŚĂƚ�ƚŚĞ�ŚŽƐƟŶŐ�
ƉƌŽǀŝĚĞƌ�ŚĂƐ�ĨĂŝůĞĚ�ƚŽ�ƌĞƐƉŽŶĚ�ƐĂƟƐĨĂĐƚŽƌŝůǇͿ͗

�ƐĐĂůĂƟŽŶ�dĂƌŐĞƚ �ŝƌĐƵŵƐƚĂŶĐĞƐ
�^�ŽǁŶĞƌ
ĨŽƌ�/W�ĂĚĚƌĞƐƐ;ĞƐͿ�ƚŽ�ǁŚŝĐŚ�hZ>;ƐͿ�ƌĞƐŽůǀĞ

ͻ� ,ŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ�ĂŶĚ��^�ŽǁŶĞƌ�ĂƌĞ�ŶŽƚ�ŝĚĞŶƟĐĂů 

�E^�ƉƌŽǀŝĚĞƌ
ĨŽƌ�ĚŽŵĂŝŶ�ŶĂŵĞ�ŝŶ�hZ>;ƐͿ

ͻ� �ŽŵĂŝŶ�ŶĂŵĞ�ŝƐ�ƉƌŝŵĂƌŝůǇ�ŵĂůŝĐŝŽƵƐ
ͻ� ,ŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ�ĂŶĚ��E^�ƉƌŽǀŝĚĞƌ�ĂƌĞ�ŶŽƚ�ŝĚĞŶƟĐĂů

�ŽŵĂŝŶ�ŶĂŵĞ�ƌĞŐŝƐƚƌǇ
ĨŽƌ�ĚŽŵĂŝŶ�ŶĂŵĞ�ŝŶ�hZ>;ƐͿ

ͻ� �ŽŵĂŝŶ�ŶĂŵĞ�ŝƐ�ƉƌŝŵĂƌŝůǇ�ŵĂůŝĐŝŽƵƐ
ͻ� �ŽŵĂŝŶ�ŶĂŵĞ�ƌĞŐŝƐƚƌĂƌ�ĨĂŝůƐ�ƚŽ�ƌĞƐƉŽŶĚ�ƐĂƟƐĨĂĐƚŽƌŝůǇ

��Zdͬ�^/Zd�
ǁŝƚŚ�ƌĞůĞǀĂŶƚ�ũƵƌŝƐĚŝĐƟŽŶ

ͻ� ZĞƉŽƌƚ�ƌĞŇĞĐƚƐ�Ă�ďƌŽĂĚĞƌ�ƉĂƩĞƌŶ�ŽĨ�ĐŽŶŶĞĐƚĞĚ�ĂƩĂĐŬƐ
ͻ� Report is especially serious

>Ăǁ�ĞŶĨŽƌĐĞŵĞŶƚ�Žƌ�ƌĞŐƵůĂƚŽƌƐ�
ǁŝƚŚ�ƌĞůĞǀĂŶƚ�ũƵƌŝƐĚŝĐƟŽŶ

ͻ� ZĞƉŽƌƚ�ƌĞŇĞĐƚƐ�Ă�ďƌŽĂĚĞƌ�ƉĂƩĞƌŶ�ŽĨ�ĐŽŶŶĞĐƚĞĚ�ĂƩĂĐŬƐ
ͻ� Report is especially serious

�ƐĐĂůĂƟŽŶ�ƌĞƉŽƌƚƐ�ƐŚŽƵůĚ�ŝŶĐůƵĚĞ�ŝŶĨŽƌŵĂƟŽŶ�ĨƌŽŵ�ƚŚĞ�ŽƌŝŐŝŶĂů�ƌĞƉŽƌƚ�;ƐĞĞ�ƐƚĂŐĞ�ϯͿ͕�ƚŚĞ�ĚĂƚĞ�ĂŶĚ�
ƟŵĞ�ƚŚĞ�ŽƌŝŐŝŶĂů�ƌĞƉŽƌƚ�ǁĂƐ�ĚĞůŝǀĞƌĞĚ�ƚŽ�ŝƚƐ�ƚĂƌŐĞƚƐ͕�ĂŶĚ�Ă�ƌĞĂƐŽŶ�ĨŽƌ�ĞƐĐĂůĂƟŽŶ͘
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Best  Pract ices  for  Report ing Badware URLs

Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

�ŽŶĐůƵƐŝŽŶ

�īĞĐƟǀĞ�ĐŽŵŵƵŶŝĐĂƟŽŶ�ŝƐ�ŬĞǇ�ƚŽ�ƌĞĚƵĐŝŶŐ�ƚŚĞ�ƚŚƌĞĂƚ�ƚŚĂƚ�ďĂĚǁĂƌĞ�ƉŽƐĞƐ�ƚŽ�/ŶƚĞƌŶĞƚ�ƵƐĞƌƐ�ĂŶĚ�ƚŽ�
ƵƐĞƌƐ͛�ƚƌƵƐƚ�ŝŶ�ƚŚĞ�/ŶƚĞƌŶĞƚ�ŝƚƐĞůĨ͘ ��Ǉ�ĨŽůůŽǁŝŶŐ�ƚŚĞƐĞ�ƉƌĂĐƟĐĞƐ͕�ďĂĚǁĂƌĞ�ƌĞƉŽƌƚĞƌƐ�ŵĂǆŝŵŝǌĞ�ƚŚĞ�ǀĂůƵĞ�
ŽĨ�ƚŚĞŝƌ�ĞīŽƌƚƐ�ĂŶĚ�ŝŶĐƌĞĂƐĞ�ƚŚĞ�ůŝŬĞůŝŚŽŽĚ�ƚŚĂƚ�ĂĐƟŽŶ�ǁŝůů�ďĞ�ƚĂŬĞŶ�ƋƵŝĐŬůǇ͘�KǀĞƌ�ƟŵĞ͕�ĂĐĐƵƌĂƚĞ�
ƚƌĂĐŬŝŶŐ�ŽĨ�ƌĞƉŽƌƚƐ�ĂŶĚ�ƚŚĞŝƌ�ŽƵƚĐŽŵĞƐ�ǁŝůů�ŚĞůƉ�ƚŚĞ�ĞĐŽƐǇƐƚĞŵ�ƚŽ�ďĞƩĞƌ�ĞǀĂůƵĂƚĞ�ƚŚĞ�ƌĞƐƉŽŶƐŝǀĞŶĞƐƐ�
ŽĨ�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌƐ͕�ƌĞŐŝƐƚƌĂƌƐ͕�ĂŶĚ�ŽƚŚĞƌ�ŬĞǇ�ƉůĂǇĞƌƐ�ŝŶ�ĂĚĚƌĞƐƐŝŶŐ�ďĂĚǁĂƌĞ�ƚŚƌĞĂƚƐ͘��ŽƵƉůĞĚ�ǁŝƚŚ�
ŽƚŚĞƌ�ĞīŽƌƚƐ�ƚŽ�ƉƌĞǀĞŶƚ�ĂŶĚ�ƌĞĂĐƚ�ƚŽ�ŵĂůŝĐŝŽƵƐ�ĂĐƟǀŝƚǇ�ŽŶ�ƚŚĞ�tĞď͕�ĂĚŚĞƌĞŶĐĞ�ƚŽ�ƚŚĞƐĞ�ŐƵŝĚĞůŝŶĞƐ�
ǁŝůů�ŚĞůƉ�ĂĚǀĂŶĐĞ�ƚŚĞ�ĐŽŵŵŽŶ�ŐŽĂů�ŽĨ�ƉƌŽƚĞĐƟŶŐ�ƚŚĞ�ŝŶƚĞŐƌŝƚǇ�ŽĨ�ƚŚĞ�/ŶƚĞƌŶĞƚ�ĨŽƌ�Ăůů�ŝƚƐ�ƵƐĞƌƐ͘

�ĐŬŶŽǁůĞĚŐŵĞŶƚƐ

dŚĞƐĞ�WƌĂĐƟĐĞƐ�ǁĞƌĞ�ĚĞǀĞůŽƉĞĚ�ŝŶ�ĐŽůůĂďŽƌĂƟŽŶ�ǁŝƚŚ�Ă�ǀŽůƵŶƚĞĞƌ�ǁŽƌŬŝŶŐ�ŐƌŽƵƉ͘�&ŝŶĂů�ĚĞĐŝƐŝŽŶƐ�ŽŶ
ƚŚĞ�ĐŽŶƚĞŶƚƐ�ŽĨ�ƚŚĞ�ĚŽĐƵŵĞŶƚ�ĂŶĚ�ƌĞůĂƚĞĚ�ŵĂƚĞƌŝĂůƐ�ǁĞƌĞ�ŵĂĚĞ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͘�DĞŵďĞƌƐŚŝƉ�ŝŶ�ƚŚĞ
working group does not�ŝŵƉůǇ�ƚŚĂƚ�ƚŚĞ�ŝŶĚŝǀŝĚƵĂůƐ͕�Žƌ�ƚŚĞŝƌ�ĂƐƐŽĐŝĂƚĞĚ�ŽƌŐĂŶŝǌĂƟŽŶƐ͕�ĞŶĚŽƌƐĞ�ƚŚĞ
WƌĂĐƟĐĞƐ͘

tŽƌŬŝŶŐ�ŐƌŽƵƉ�ŵĞŵďĞƌƐ͗�

^ĂĞĞĚ��ďƵͲEŝŵĞŚ͕��ĂŵďĂůůĂ
:ĞƐƐŝĐĂ��ŶƚŚŽŶǇ͕ �EĞƚǁŽƌŬ�^ŽůƵƟŽŶƐ
�ŝůů��ĂƌŶƐ͕�sĞƌŝǌŽŶ
^ƚĞƉŚĂŶ��ŚĞŶĞƩĞ͕�tĞďƐĞŶƐĞ
�ŶĚƌĞ͛�D͘��ŝDŝŶŽ����
&ƌĂƐĞƌ�,ŽǁĂƌĚ͕�^ŽƉŚŽƐ
�ƌŝĐ�,ŽǁĞƐ͕�'&/
WĂƵů�<ŝŶĐĂŝĚͲ^ŵŝƚŚ͕�^ĞŶĚ'ƌŝĚ
Garrick Lau, Tucows
ZĂŵƐĞƐ�DĂƌƟŶĞǌ͕�zĂŚŽŽ

�ƌĞƩ�DĐ�ŽǁĞůů͕�WĂǇWĂů
:ŽŶŐ�WƵƌŝƐŝŵĂ͕�'&/
dŚŽŵĂƐ�ZĂĞĨ͕ �tĞtĂƚĐŚzŽƵƌtĞďƐŝƚĞ
:ŽŚŶ�ZŽďĞƌƚƐ͕��ůŽƵĚ&ůĂƌĞ
tŝůůŝĂŵ�^ĂůƵƐŬǇ͕ ��K>
^ƚĞǀĞ�^ĂŶƚŽƌĞůůŝ͕�dĞĂŵ��ǇŵƌƵ
:ŝŵ�^ĐŚƵǇůĞƌ͕ ��ǇďĞƌ^ƉĂƌŬ
&ŽǇ�^ŚŝǀĞƌ͕ ��Wt'
DĂƌŝĂ�dŝůůĞƌŽ͕�sĞƌŝŽ
KƐĐĂƌ�sĞƌĂƐ͕�sĞƌŝŽ

KƚŚĞƌ�ĐŽŶƚƌŝďƵƚŽƌƐ͗

DĂƌŶŝĞ�<ŝŶŐ͕�WĞĞƌϭ :ŽĞ�^ƚ�^ĂƵǀĞƌ͕ �hŶŝǀĞƌƐŝƚǇ�ŽĨ�KƌĞŐŽŶ�ĂŶĚ�/ŶƚĞƌŶĞƚϮ

^ƚŽƉ�ĂĚǁĂƌĞ�ŝƐ�ŐƌĂƚĞĨƵů�ƚŽ�ƚŚĞ�ǁŽƌŬŝŶŐ�ŐƌŽƵƉ�ŵĞŵďĞƌƐ�ĂŶĚ�ƚŚĞ�ŽƚŚĞƌ�ŝŶĚŝǀŝĚƵĂůƐ�ǁŚŽ�ĐŽŶƚƌŝďƵƚĞĚ�ƚŽ�
ƚŚĞ�ďĞƐƚ�ƉƌĂĐƟĐĞƐ�ĂƐ�ƚŚĞǇ�ĞǀŽůǀĞĚ�ŝŶƚŽ�ƚŚĞŝƌ�ĐƵƌƌĞŶƚ�ĨŽƌŵ͘



�Ͳϭ

Best  Pract ices  for  Report ing Badware URLs

Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

�ƉƉĞŶĚŝǆ��͗�/ůůƵƐƚƌĂƚŝŽŶ�ŽĨ��ĞƐƚ�WƌĂĐƚŝĐĞƐ

�ĞƐƚ�WƌĂĐƚŝĐĞƐ�ĨŽƌ�
ZĞƉŽƌƚŝŶŐ��ĂĚǁĂƌĞ�hZ>Ɛ�

Registrar 
(in cases where 

domain is malicious) 

Ad network 
(in cases of 

malvertising) 

Search engine 
(in cases of SEO 

poisoning) 

URL 
Date/time observed 

IP address 
Brief description 

of badware 
List of report targets 

Contact info for 
follow up 

Additional information 

URL owner 
(in cases where site 

is compromised) 

Hosting 
provider 

(unless bulletproof) 



�Ͳϭ

Best  Pract ices  for  Report ing Badware URLs

Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

�ƉƉĞŶĚŝǆ��͗�^ĂŵƉůĞ�ZĞƉŽƌƚƐ
�ǆĂŵƉůĞ�ϭ

URL͗�http://compromised.example.org/.
Badware type͗�/ŶũĞĐƚĞĚ�ƐĐƌŝƉƚ�ƚŚĂƚ�ƌĞĚŝƌĞĐƚƐ�ƐŝƚĞ�ǀŝƐŝƚŽƌƐ�ƚŽ�
http://malicious.example.net/evilscript.js͘�dŚŝƐ�:ĂǀĂ^ĐƌŝƉƚ�ĚĞůŝǀĞƌƐ�Ă�ĚƌŝǀĞͲďǇ�ĚŽǁŶůŽĂĚ͘�
Report targets:�^ŝƚĞ�ŽǁŶĞƌ�ĂŶĚ�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ�;compromised.example.org appears to be a 
ĐŽŵƉƌŽŵŝƐĞĚ͕�ůĞŐŝƟŵĂƚĞ�ƐŝƚĞͿ͘
�ŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ͗�EŽ�ĐŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ�ŝƐ�ŐŝǀĞŶ�ŽŶ�ƚŚĞ�ƐŝƚĞ͘���t,K/^�ůŽŽŬƵƉ�ŽĨ�example.org 
ǇŝĞůĚƐ�Ă�ƚĞĐŚŶŝĐĂů�ĐŽŶƚĂĐƚ�ŽĨ�:ŽŚŶ��ŽĞ͕�webmaster@example.org͘�dŚĞ�ĚŽŵĂŝŶ�ŶĂŵĞ�ƌĞƐŽůǀĞƐ�
ƚŽ�ϭϬ͘ϭ͘Ϯ͘ϯ͕�ĂŶĚ�Ă�t,K/^�ůŽŽŬƵƉ�ǇŝĞůĚƐ�Ă�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ�^�DW>�,K^d�ǁŝƚŚ�ĂďƵƐĞ�ĐŽŶƚĂĐƚ�
abuse@samplehost.example.com.

^ĂŵƉůĞ�ƌĞƉŽƌƚ�ƚŽ�hZ>�ŽǁŶĞƌ͗

To: webmaster@example.org
6XEMHFW��%DGZDUH�85/�QRWL¿FDWLRQ���FRPSURPLVHG�H[DPSOH��RUJ

hxxp://compromised.example .org/ is currently being abused to spread badware. It’s likely 
the domain was infected by a third party without your knowledge. Please take action 
to clean up the URL as quickly as possible. For more information about identifying, 
removing, and preventing badware, please see http://www.stopbadware.org/home/webmasters.

Description: Embedded JavaScript loads a malicious exploit script from another domain.

Date/time of detection:            15 July 2011 at 1048 EDT
IP address at time of detection:   10.1.2.3
$GGLWLRQDO�SDUWLHV�QRWL¿HG���������6$03/(+267��KRVWLQJ�SURYLGHU�

You are receiving this report because this was listed as the technical contact email 
LQ�WKH�:+2,6�UHFRUG�IRU�H[DPSOH��RUJ��,I�\RX�EHOLHYH�\RX�KDYH�UHFHLYHG�WKLV�UHSRUW�LQ�
error, or for more information, please contact us at this address: reporter@organization.
example.

&DXWLRQ��2SHQLQJ�EDGZDUH�85/V�LQ�\RXU�EURZVHU�FDQ�LQIHFW�\RXU�FRPSXWHU��)RU�VHFXULW\�UHD�
VRQV��85/V�LQ�WKLV�HPDLO�KDYH�EHHQ�PRGL¿HG�E\�UHSODFLQJ�KWWS�ZLWK�K[[S�DQG�E\�DGGLQJ�D�
VSDFH�EHIRUH�WKH�ODVW�GRW�����

======================
$'',7,21$/�,1)250$7,21
======================

Detailed badware description:

URL accessed: hxxp://compromised.example .org/
Bad Code: <script src=”http://malicious.example .com/evilscript.js”>
%HKDYLRU��'HOLYHUV�PDOLFLRXV�3')�DQG�)ODVK�¿OHV
6SHFLDO�FRQGLWLRQV��2QO\�UHGLUHFWV�ZKHQ�UHIHUUHU�VWULQJ�LV�VHW�WR�JRRJOH�FRP�RU�DQRWKHU�
popular search engine.

Tips for cleaning & securing a compromised website:
http://www.stopbadware.org/home/security
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Best  Pract ices  for  Report ing Badware URLs

Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

�ƉƉĞŶĚŝǆ��͗�^ĂŵƉůĞ�ZĞƉŽƌƚƐ

^ĂŵƉůĞ�ƌĞƉŽƌƚ�ƚŽ�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ͗

To: abuse@samplehost.example.com
6XEMHFW��%DGZDUH�85/�QRWL¿FDWLRQ���FRPSURPLVHG�H[DPSOH��RUJ

hxxp://compromised.example .org/ appears to be a badware URL. This means it may be plac�
ing Internet users at risk. Please investigate and take appropriate action to resolve or 
mitigate the threat.

Description: Embedded JavaScript loads a malicious exploit script from another domain.

Date/time of detection:            15 July 2011 at 1048 EDT
IP address at time of detection:   10.1.2.3
$GGLWLRQDO�SDUWLHV�QRWL¿HG���������ZHEPDVWHU#H[DPSOH�RUJ��VLWH�RZQHU�

You are receiving this report because this was listed as the hosting provider contact in 
WKH�:+2,6�UHFRUG�IRU�����������,I�\RX�EHOLHYH�\RX�KDYH�UHFHLYHG�WKLV�UHSRUW�LQ�HUURU��RU�
for more information, please contact us at this address: reporter@organization.example.

&DXWLRQ��2SHQLQJ�EDGZDUH�85/V�LQ�\RXU�EURZVHU�FDQ�LQIHFW�\RXU�FRPSXWHU��)RU�VHFXULW\�UHD�
VRQV��85/V�LQ�WKLV�HPDLO�KDYH�EHHQ�PRGL¿HG�E\�UHSODFLQJ�KWWS�ZLWK�K[[S�DQG�E\�DGGLQJ�D�
VSDFH�EHIRUH�WKH�ODVW�GRW�����

======================
$'',7,21$/�,1)250$7,21
======================

Detailed badware description:

URL accessed: hxxp://compromised.example .org/
Bad Code: <script src=”http://malicious.example .com/evilscript.js”>
%HKDYLRU��'HOLYHUV�PDOLFLRXV�3')�DQG�)ODVK�¿OHV
6SHFLDO�FRQGLWLRQV��2QO\�UHGLUHFWV�ZKHQ�UHIHUUHU�VWULQJ�LV�VHW�WR�JRRJOH�FRP�RU�DQRWKHU�
popular search engine.

Best practices for web hosting providers receiving reports like this:
KWWS���ZZZ�VWRSEDGZDUH�RUJ�EHVW�SUDFWLFHV�ZHE�KRVWLQJ�SURYLGHUV

Contact us about this badware URL report: reporter@organization.example
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Best  Pract ices  for  Report ing Badware URLs

Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

�ƉƉĞŶĚŝǆ��͗�^ĂŵƉůĞ�ZĞƉŽƌƚƐ
�ǆĂŵƉůĞ�Ϯ

URL͗ http://malicious.example.net.
Badware type͗�http://malicious.example.net/evilscript.js�ĚĞůŝǀĞƌƐ�ŵĂůŝĐŝŽƵƐ�W�&�ĂŶĚ�&ůĂƐŚ�ĮůĞƐ͘
Report targets͗�,ŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ�ĂŶĚ�ĚŽŵĂŝŶ�ƌĞŐŝƐƚƌĂƌ�;malicious.example.net appears to be a 
ƉƌŝŵĂƌŝůǇ�ŵĂůŝĐŝŽƵƐ�ƐŝƚĞͿ͘
�ŽŶƚĂĐƚ�ŝŶĨŽƌŵĂƟŽŶ͗�malicious.example.net�ƌĞƐŽůǀĞƐ�ƚŽ�ϭϵϮ͘ϭϲϴ͘ϭϬ͘ϮϬ͘���t,K/^�
ůŽŽŬƵƉ�ŽĨ�ƚŚĂƚ�/W�ĂĚĚƌĞƐƐ�ǇŝĞůĚƐ�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ�t�,�d���h^�͕�ǁŝƚŚ�ĂďƵƐĞ�ĐŽŶƚĂĐƚ�
abuse@wehateabuse.example.com͘���t,K/^�ůŽŽŬƵƉ�ŽĨ�malicious.example.net shows that the 
ƌĞŐŝƐƚƌĂƌ�ŝƐ�&ƌŝĞŶĚůǇ�ZĞŐŝƐƚƌĂƌ͕ �/ŶĐ͘���ƐĞĂƌĐŚ�ĨŽƌ�͞ĨƌŝĞŶĚůǇ�ƌĞŐŝƐƚƌĂƌ�ĂďƵƐĞ͟ ĮŶĚƐ�ƚŚĞ�ĞŵĂŝů�ĂĚĚƌĞƐƐ�
abuse@friendlyreg.example.org.

^ĂŵƉůĞ�ƌĞƉŽƌƚ�ƚŽ�ŚŽƐƟŶŐ�ƉƌŽǀŝĚĞƌ͗

To: abuse@wehateabuse.example.com
6XEMHFW��%DGZDUH�85/�QRWL¿FDWLRQ�±�PDOLFLRXV�H[DPSOH��QHW

hxxp://malicious.example .net/evilscript.js appears to be a badware URL. This means it 
may be placing Internet users at risk. We believe that malicious.example.net is primarily 
used for malicious purposes. Please investigate and take appropriate action to resolve or 
mitigate the threat.

%DGZDUH�GHVFULSWLRQ��'HOLYHUV�PDOLFLRXV�3')�DQG�)ODVK�¿OHV�

Date/time of detection:            15 July 2011 at 1048 EDT
IP address at time of detection:   192.10.20.30
$GGLWLRQDO�SDUWLHV�QRWL¿HG���������)ULHQGO\�5HJLVWUDU��,QF���GRPDLQ�QDPH�UHJLVWUDU�

You are receiving this report because this email address is listed as the hosting pro�
YLGHU�FRQWDFW�LQ�WKH�:+2,6�UHFRUG�IRU���������������,I�\RX�EHOLHYH�\RX�KDYH�UHFHLYHG�WKLV�
report in error, or for more information, please contact us at this address: reporter@
organization.example.

&DXWLRQ��2SHQLQJ�EDGZDUH�85/V�LQ�\RXU�EURZVHU�FDQ�LQIHFW�\RXU�FRPSXWHU��)RU�VHFXULW\�UHD�
VRQV��85/V�LQ�WKLV�HPDLO�KDYH�EHHQ�PRGL¿HG�E\�UHSODFLQJ�KWWS�ZLWK�K[[S�DQG�E\�DGGLQJ�D�
VSDFH�EHIRUH�WKH�ODVW�GRW�����

======================
$'',7,21$/�,1)250$7,21
======================

Detailed badware description:

URL accessed: hxxp://malicious.example .net/evilscript.js
Bad Code: [obfuscated]
%HKDYLRU��'HOLYHUV�PDOLFLRXV�3')�DQG�)ODVK�¿OHV
6SHFLDO�FRQGLWLRQV��2QO\�GHOLYHUV�¿OHV�ZKHQ�UHIHUUHG�E\�D�FRPSURPLVHG�VLWH��VXFK�DV�
hxxp://compromised.example .com.

Best practices for web hosting providers receiving reports like this:
KWWS���ZZZ�VWRSEDGZDUH�RUJ�EHVW�SUDFWLFHV�ZHE�KRVWLQJ�SURYLGHUV
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Best  Pract ices  for  Report ing Badware URLs

Ξ�ϮϬϭϭ�ďǇ�^ƚŽƉ�ĂĚǁĂƌĞ͕�/ŶĐ͘�dŚŝƐ�ǁŽƌŬ�ŝƐ�ůŝĐĞŶƐĞĚ�ƵŶĚĞƌ�ƚŚĞ��ƌĞĂƟǀĞ��ŽŵŵŽŶƐ��ƩƌŝďƵƟŽŶͲEŽ�ĞƌŝǀƐ�ϯ͘Ϭ�hŶƉŽƌƚĞĚ�>ŝĐĞŶƐĞ͘�
dŽ�ǀŝĞǁ�Ă�ĐŽƉǇ�ŽĨ�ƚŚŝƐ�ůŝĐĞŶƐĞ͕�ǀŝƐŝƚ�ŚƩƉ͗ͬͬĐƌĞĂƟǀĞĐŽŵŵŽŶƐ͘ŽƌŐͬůŝĐĞŶƐĞƐͬďǇͲŶĚͬϯ͘Ϭͬ.

�ƉƉĞŶĚŝǆ��͗�^ĂŵƉůĞ�ZĞƉŽƌƚƐ

^ĂŵƉůĞ�ƌĞƉŽƌƚ�ƚŽ�ĚŽŵĂŝŶ�ŶĂŵĞ�ƌĞŐŝƐƚƌĂƌ͗

To: abuse@friendlyreg.example.org
6XEMHFW��%DGZDUH�85/�QRWL¿FDWLRQ�±�PDOLFLRXV�H[DPSOH��QHW

hxxp://malicious.example .net/evilscript.js appears to be a badware URL. This means it 
may be placing Internet users at risk. We believe that malicious.example.net is primarily 
used for malicious purposes. Please investigate and take appropriate action to resolve or 
mitigate the threat.

%DGZDUH�GHVFULSWLRQ��'HOLYHUV�PDOLFLRXV�3')�DQG�)ODVK�¿OHV�

Date/time of detection:            15 July 2011 at 1048 EDT
IP address at time of detection:   192.10.20.30
$GGLWLRQDO�SDUWLHV�QRWL¿HG���������:(+$7($%86(��KRVWLQJ�SURYLGHU�

You are receiving this report because Friendly Registrar, Inc., is listed as the domain 
UHJLVWUDU�LQ�WKH�:+2,6�UHFRUG�IRU�PDOLFLRXV�H[DPSOH��QHW��DQG�WKLV�HPDLO�DGGUHVV�LV�OLVW�
ed as the abuse contact for Friendly Registrar, Inc., at http://friendlyreg.example.org/
contact.html. If you believe you have received this report in error, or for more informa�
tion, please contact us at this address: reporter@organization.example.

&DXWLRQ��2SHQLQJ�EDGZDUH�85/V�LQ�\RXU�EURZVHU�FDQ�LQIHFW�\RXU�FRPSXWHU��)RU�VHFXULW\�UHD�
VRQV��85/V�LQ�WKLV�HPDLO�KDYH�EHHQ�PRGL¿HG�E\�UHSODFLQJ�KWWS�ZLWK�K[[S�DQG�E\�DGGLQJ�D�
VSDFH�EHIRUH�WKH�ODVW�GRW�����

======================
$'',7,21$/�,1)250$7,21
======================

Detailed badware description:

URL accessed: hxxp://malicious.example .net/evilscript.js
Bad Code: [obfuscated]
%HKDYLRU��'HOLYHUV�PDOLFLRXV�3')�DQG�)ODVK�¿OHV
6SHFLDO�FRQGLWLRQV��2QO\�GHOLYHUV�¿OHV�ZKHQ�UHIHUUHG�E\�D�FRPSURPLVHG�VLWH��VXFK�DV�
hxxp://compromised.example .com.


