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Mission

 internationally recognized, high quality research on 
security and privacy in computer systems and networks

 teaching IT security and applied cryptography in the 
context of university courses, laboratory exercises, and 
student semester projects 

 provision of consulting services without compromising 
the general academic objectives
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Current members

 faculty members
– Levente Buttyán, PhD, habil, Associate Professor (head of the lab)

– Boldizsár Bencsáth, PhD, Assistant Professor

– Márk Félegyházi, PhD, Assistant Professor

– Tamás Holczer, PhD, Assistant Professor

– Gergely Ács, Phd, Assistant Professor (from fall 2016)

– Gergely Biczók, Phd, Assistant Professor (from fall 2016)

 PhD students
– Dorottya Papp (security assurance in cyber-phyiscal systems)

– András Gazdag (forensic analysis in cyber-physical systems)

– Máté Horváth (cryptographic obfuscation)

+ associate members

+   CrySyS Student Core
– 12-16 talented students and alumni working with us permanently 

+ students working on diploma and semester projects
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Technical competence

 security and privacy in wireless 
embedded networks
– sensor networks, mesh networks, car-to-car 

communications, and RFID systems

– secure communications, secure routing, 
secure distributed data storage, location 
privacy, private authentication, privacy 
preserving cluster head election

 security in cyber-physical systems
– industrial automation and control systems, 

in-vehicle embedded networks and devices

– vulnerability assessment, security 
assurance, anomaly detection, incident 
response, forensic analysis
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Technical competence

 malware analysis 
– static and dynamic program analysis, 

reverse engineering, memory 
forensics

– involvement in the analysis of multiple 
high profile targeted malware (APT)

 applied cryptography
– cryptographic protocols for secure 

communications, secure data storage, 
and obfuscation of programs

 privacy enhancing techniques
– anonymization of large data sets
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Selected EU projects

SeVeCom – Secure Vehicle Communications (www.sevecom.org)
(EU STREP, 2006-2008)

UbiSec&Sens – Ubiquitous Sensing and Security (www.ist-ubisecsens.org)
(EU STREP, 2006-2008)

WSAN4CIP – Wireless Sensor Networks for Critical Infrastructure Protection      
(EU STREP, 2009-2011)

EU-MESH – Enhanced, Ubiquitous, and Dependable Broadband Access using 
MESH Networks (www.eu-mesh.eu)
(EU STREP, 2008-2010)

CHIRON – Cyclic and Person Centric Health Management (www.chiron-
project.eu) (ARTEMIS IP, 2010-2012)
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Some results on targeted malware analysis 

 Duqu (October 2011)

– discovery, naming, and first analysis of Duqu
striking similarities to Stuxnet, but different mission (info-stealer)

– identification of the dropper component
0-day Windows kernel exploit (in embedded font parsing)

– development of the Duqu Detector Toolkit
open source, heuristic anomaly detector (detects Duqu and Stuxnet)

 Flame (May 2012)

– first detailed technical analysis of Flame (aka sKyWIper)
another info-stealer, but more complex than Duqu (unusually large size)

 MiniDuke (Feb 2013)

– detailed technical analysis with Kaspersky

 TeamSpy (Mar 2013)

– first detailed technical analysis

 Duqu 2.0 (June 2015)

– detailed comparison with the original Duqu
recovering signs of common origin
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Excerpt from the book
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Recent research projects

 testing APT detection tools

– new tools specially developed to detect unkown malware (e.g., 

FireEye, Cisco SourceFire, Palo Alto’s WildFire)

– how good they are?

– we tested them with custom developed samples

• all test samples implemented RAT functionality

• remote C&C communication via back-connect
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Recent research projects

 Repository of Signed Code (funded by ONRG)

– advanced attackers (APTs) started to use malware 

signed with compromised keys or fake certificates

• Stuxnet, Duqu, Flame, ...

– standard signature verification procedures cannot identify 

compromised keys and fake certificates

– ROSCO is a large database where we collect signed objects

– ROSCO can augment the standard signature verification workflow 

with additional services that help to detect compromised keys, fake 

certificates, and signed malware

• notify key owner when a new object signed with a specific key is seen

• provide reputation information on signers and signed code 

– available for testing at rosco.crysys.hu 
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Recent research projects

 design and development of a PLC honeypot

– a decoy system that apears to be a real PLC

– allows for the observation of attacker steps

– our honeypot simulates a Siemens Simatic 300 PLC

– high interaction level (set values can be read back)

– special attention to make it indistinguishable from a real PLC

– web based honeypot management system
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Recent research projects

 hacking cars in the style of Stuxnet
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PC running WinCC PLC 

management software

PLC controlling the

uranium centrifuges

uranium centrifuges

PC running a vehicle

diagnostic software

ECU controlling some

function of the vehicle

vehicle
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Publications

 7 books

 10 book chapters

 80 journal papers

 120 conference papers

 2 Internet Drafts

 5 patents

Levente Buttyán

Márk Félegyházi

papers available online at:

http://www.crysys.hu/research/publications/
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PhD graduates

 Dr. István Zsolt Berta (2005) (currently with Citi Bank, Hungary)

 Dr. Péter Schaffer (2009) (currently with Ernst&Young, Luxemburg)

 Dr. Gergely Ács (2009) (currently with INRIA Rhones-Alpes, France)

 Dr. Boldizsár Bencsáth (2010) (currently with CrySyS Lab, Budapest)

 Dr. László Dóra (2011) (currently with Citi Bank, Hungary)

 Dr. Tamás Holczer (2013) (currently with CrySyS Lab, Budapest)

 Dr. Vinh Thong Ta (2014) (currently at University of Lanceshire, UK)

 Dr. Áron Lászka (2014) (currently with UC Berkeley, USA)

 Dr. Gábor Gulyás (2015) (currently with INRIA Rhones-Alpes, France)

 Dr. Gábor Pék (2015) (currently with Avatao and CrySyS Lab)
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Spin-offs started from the CrySyS Lab
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• founded in 2012

• cyber incident response, malware analysis, 

malware threat intelligence, exploit mining, and more ...

• web site: www.ukatemi.com

• founded in 2012

• malware analysis training, cyber security exercises

• founded in 2011

• sharable encrypted data storage in the cloud

• web site: www.tresorit.com

• founded in 2014, seeking investment (seed funding)

• on-line platform for IT security exercises, support for 

recruitment, on-borading, continuous training, university

education, CTF-like competitions 

• web site: www.avatao.com
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avatao – on-line IT security exercises
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Talent management

 CrySyS Student Core

– invite-only group of talented students, community of practice

– sharing specialized knowledge, improving hacking skills, 

participation on CTF competitions ( !SpamAndHex team)

– 12-16 students and alumni, regular meetings

 annual CrySyS Security Challenge

– from 2011, always in the fall semester

– best performing students are invited into the Student Core

 CrySyS IT Security Bootcamp

– preparation for the CrySyS Sec Challenge and more

– supervised exercise sessions using avatao

– appr. 30 students (in spring semester)
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!SpamAndHex
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Winners of iCTF 2014 (March 2015)
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Qualified for DEFCON 2015 CTF Finals
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Sponsors of our DEFCON CTF team in 2015
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Qualified for DEFCON 2016 CTF Finals !!!

25



CrySyS Lab, Budapest

www.crysys.hu

Sponsors of our DEFCON CTF team in 2016
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Our infrastructure
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We are thankful to ...
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Possible forms of collaboration

 get involved in teaching
– invited lectures in different courses

– full elective course

 offering projects for students
– semseter project

– diploma project (BSc – 1 semester, MSc – 2 semesters)

– internship (6-8 weeks)

 offering exercises
– building some laboratory exercises on the partner’s product

– contributing exercises to avatao

 scolarships to students and to faculty

 R&D projects
– duration can be 6-12 months (with possibility to expand if needed)

– close collaboration with industry partner

– faculty engagement improves students’ productivity

 sponsoring
– talent management (Student Core, !SpamAndHex team, IT Security bootcamp, CrySyS 

Sec Challenge)

– infrastructure (student PCs, servers, software licenses)
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Associate Professor, Head of the CrySyS Lab

buttyan@crysys.hu


