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More on EPIC and Medical 
Privacy 

!   http://epic.org/privacy/medical/ 

!   Subscribe to the EPIC Alert:  
!   http://epic.org/alert/subscription.html 

Thank you 
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What is Privacy? 

!   Controlling who, when, why, and how others may access 
personal information 

!   Privacy is assured through Fair Information Practices (FIPs) 
!   Data collection limitations 

!   Data retention rules 

!   Data use limitations 

!   Data security obligations 

!   Data transparency to data subject 

!   Private right of action to protect data subjects’ privacy rights 
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Civil Rights and Privacy 

!   Equal treatment under the law 

!   Discrimination in employment, housing, economic 
opportunity rested on knowledge regarding ethnicity, 
race, religion, politics, sexual orientation, marital 
status, age, and disabilities 

!   The Color Coded Society 
!   How many ways can we say Jewish, African American, 

Latino, Asian, Native American, old, young, ill, or 
healthy 
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HIPAA: Help Insufficient for 
Privacy Assurance Availability 

!   48,768 HIPAA Privacy Complaints HHS Office of Civil 
Rights 

!   20,547 complaints investigated 

!   5,047 cases were closed due to no violation 

!   9,879 Corrective Action Taken (mostly changes in practices 
by covered entities) 

!   Compliant vs. Covered 

!   Report National Committee on Vital and Health Statistics 
http://www.ncvhs.hhs.gov/100511hipaarpt.pdf    
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Health IT 

!   Networked Computers 
!   Makes digital data sharing easier 

!   Makes data manipulation harder to detect 

!   Makes data accessing less transparent 

!   Makes data collection, retention, replication, use, and 
sharing less transparent 

!   Makes interesting challenges for privacy enforcement 
(patient control, data security, provider role based access 
controls, de-identification, re-identification, collection, 
retention, sharing, use, and potential for reuse)  
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Collecting Health and Sharing 
Health 

!   A thousand flowers blooming vs. the Wild Wild West 

!   Plug and play electronic health record sharing 

!   What is in it for the patient? (short-term and long-term) 

!   What is in it for the physician, health care provider, or 
researcher? 

!   What should really matter? 
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Potential Abuses of Research 
Databases 

!   Pharmacological databases combine clinical and 
genetic information of a population overtime 

!   The way the data is generated means that just about all 
of it is being repurposed, which present problems for 
FIPs 

!   4th Amendment issues such as law enforcement (forced 
or voluntary) access to health data  
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What Comes Next? 

!   National Health Information Network (NHIN) 
!   National electronic records management system 

!   Regionally managed health information exchanges 

!   Advance HIT Consortium at Harvard University an 
effort to build a trustworthy NHIN  
!   Establish universal guarantees that address stakeholder 

concerns: privacy, accuracy, liability, trustworthiness, 
cost effectiveness, sustainability, etc. 
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What You Should Know 

!   Every state has a Health IT Coordinator funded by the 
American Recovery and Reinvestment Act 

!   New: Advance Health Information Technology Consortium 
at Harvard University 
!   Dr. Latanya Sweeney, Director 

!   http://Advancehit.org is the virtual headquarters for the 
AHITC at Harvard University 
!   You are invited to join in this effort. 
!   Office of the National Coordinator supports this effort by 

providing two senior staff members for coordination of the 
work with their efforts 
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