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« CloudHSM for RDS Oracle TDE

« Redshift Encryption

« EBS Volume Encryption with SafeNet ProtectV & KeySecure
« Database Encryption (non-RDS, Oracle/MS SQL TDE)

« Custom Software Applications
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Full Suite B support

Asymmetric: RSA (1024-8192), DSA (1024-3072), Diffie-Hellman, KCDSA, Elliptic
Curve Cryptography (ECDSA, ECDH, ECIES) with named, user-defined and
Brainpool curves

Symmetric: AES, RC2, RC4, RC5, CAST, DES, Triple DES, ARIA, SEED

Hash/Message Digest/HMAC: SHA-1, SHA-2 (224-512), SSL3-MD5-MAC, SSL3-
SHA-1-MAC

Random Number Generation: FIPS 140-2 approved DRBG (SP 800-90 CTR mode)
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E5{EAPI PKCS#11, Java (JCA/JCE), Microsoft CAPI and CNG, OpenSSL

http://www.safenet-inc.com/data-encryption/hardware-security-modules-hsms/luna-hsms-key-management/luna-sa-network-hsm/
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AWS CloudHSMDTTERIE
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(C(EBIFE D dDLuna Backup HSMZ#IF HSM Client

 Luna Backup HSM(dLuna SACRRBEDtTF1 UV\ ( @
U1 LNIVCHBIN=FTIVTTSA TR

Luna Backup

« USBTHSM Client&E UTiEGEL TWD IS 17 HSM
SRR3RV OV T - XN
ZiTD AWS

CloudHSM

http://docs.aws.amazon.com/ja_jp/cloudhsm/latest/userguide/cloud-hsm-backup-restore.html
http://www.safenet-inc.com/WorkArea/DownloadAsset.aspx?id=8589948302
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CloudTrailDY>I)L

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalld": "AIDAJZMJFOOK20KHUIHB6",
"arn": "arn:aws:iam::26883621xxxx:user/CloudHSM-LAB",
"accountId": "26883621xxxx",
"accessKeyld": "AKIAJ52HATLZIZF5xxxx",
"userName": "CloudHSM-LAB"
g
"eventTime": "2015-07-21T723:55:372",
"eventSource": "cloudhsm.amazonaws.com",
"eventName": "CreateHsm",
"awsRegion": "ap-northeast-1",
"sourcelPAddress": "52.69.184.xx",
"userAgent": "Boto/2.38.0 Python/2.7.9 Linux/3.14.27-

25.47.amzn1.x86_64",

"requestParameters": {
"lamRoleArn":

"arn:aws:iam::26883621xxxx:role/CloudHSM-LAB-
CloudHsmRole-T5SM2ECQO71A",

"sshKey": "ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABAQCuUICVTNAvpOOXFbQ9
XM+nT7SBpH9i720182wIxjPhWUNfz1cC64vWgQcXq
j ec2-user@ip-10-0-0-86",
"sysloglp": "10.0.0.86",
"subscriptionType": "PRODUCTION",
"subnetId": "subnet-b6c1xxxx",
"clientToken": "a2e1c5e666b6454e89b42bf3xxxxxxxx"
},
"responseElements": {
"hsmArn": "arn:aws:cloudhsm:ap-northeast-
1:26883621xxxx:hsm-ad6a552c"
T
"requestID": "fac88b27-3003-11e5-a6¢8-1d9382ab7fc3",
"eventID": "23863c70-fbb2-4648-a894-c24eb8903264",
"eventType": "AwsApiCall",
"recipientAccountId": "26883621xxxx"
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Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01

manager :

Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01
Jul 22 01

:02:25 hsm-7-3-1-10 lunash [30233]: info : 0 : Lush user login : manager : 192.168.0.194/48782

:02:25 hsm-7-3-1-10 lunash [30233]: info : 0 : Command: package list : manager : 192.168.0.194/48782

:02:27 hsm-7-3-1-10 lunash [30233]: info : 0 : Command: hsm show : manager : 192.168.0.194/48782

:02:29 hsm-7-3-1-10 lunashlast message repeated 2 times

:02:29 hsm-7-3-1-10 lunash [30269]: info : O : Lush user login : manager : 192.168.0.194/48783

:02:30 hsm-7-3-1-10 lunash [30269]: info : 0 : Command: package list : manager : 192.168.0.194/48783

:02:32 hsm-7-3-1-10 lunash [30269]: info : 0 : Command: package list : manager : 192.168.0.194/48783

:02:34 hsm-7-3-1-10 lunash [30269]: info : 0 : Command: hsm init -label adsjhsm2 -domain * -password * -force :
192.168.0.194/48783

:02:36 hsm-7-3-1-10 Luna PED Client[1958]: info : 0 : Address trying to connect to Admin Service is 127.0.0.1

:02:36 hsm-7-3-1-10 Luna PED Client[1958]: info : 0 : Admin query command received.

:02:36 hsm-7-3-1-10 sysstatd: Luna System State Server - OOS Errors: 20,100!

:02:38 hsm-7-3-1-10 Luna PED Client[1958]: info : 0 : Address trying to connect to Admin Service is 127.0.0.1

:02:38 hsm-7-3-1-10 Luna PED Client[1958]: info : 0 : Admin query command received.

:02:40 hsm-7-3-1-10 Luna PED Client[1958]: info : 0 : Address trying to connect to Admin Service is 127.0.0.1

:02:40 hsm-7-3-1-10 Luna PED Client[1958]: info : 0 : Admin query command received.

:02:40 hsm-7-3-1-10 lunash [30269]: info : 0 : Command: ntls bind ethO -force : manager : 192.168.0.194/48783

:02:40 hsm-7-3-1-10 NTLS[30541]: info : 0 : SA command processor configured with 50 worker threads

:02:40 hsm-7-3-1-10 NTLS[30541]: info : 0 : "Luna SA 5.0 Command Processor" module version 2.0 loaded
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http://aws.typepad.com/aws_japan/2015/02/box-enterprise-key-management-powered-by-aws-cloudhsm.html
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« VPC/Subnet/SG/IAM/Control Instance

« CloudFormation(C X DIRiEiEE
OR
« YITaT7)UICKDIRIBIBER
e CloudHSM®MCLI ToolmDi&E A

« CLI Tool& D CloudHSM®Provisioning

«  CoudHSMDHIJEAIL - 1ERk

CloudHsM Connectivity from
° Security customer IP address
Groups range

Amazon Virtual

E

Private Cloud

0

EC2 Instance
10,0.0.137

Public VPC

EC2 Elastic IP
Address
54.200.4.63/10

subnet 10.0.0.0/29

°

CloudHSM

VPC Subnet 10.0.201.0/24

°

CloudHSM
VPC Subnet 10.0.202.0/24

CloudHSM

VPC Subnet 10.0.203.0/24

CloudHSM
Security
Groups

Elastic Network
Interface

VPC 10.0.0.0/16

OGN
(11
o~
Internet N
Gataway

AWS
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CloudFormationlc k31 > J SiEg

e« BITFDOURLTCloudHSMA®DT> L — MRt NTULE T,
https://cloudhsm.s3.amazonaws.com/cloudhsm-quickstart.json

e FT2TL—MIEERY -850 —>a3>0OFEENSENTULET,

 CloudFormation®>>J L — hTIEBNBDED
« Rwv KJ—72:VPC, Subnet
« Control Instance XU'CloudHSMF®DSecurity Group
¢ CloudHSMAH®IAM Role
« Control Instance

34 -


https://cloudhsm.s3.amazonaws.com/cloudhsm-quickstart.json

CloudFormationlc &31 > I SHaE

CloudFormation > L — hEFEITUET

Stack

Template

An AWS CloudFormation stack is a collection of related resources that you provision and update as a single unit.

Name CloudHSM-Template

A template is a JSON-formatted text file that describes your stack's resources and their properties. AWS CloudFormation stores the stack's template in an Amazon S3
bucket. Learn more.

Source

© Select a sample template

© Upload a template to Amazon S3

No file selected.

@ Specify an Amazon 53 template URL

hitps:/fcloudhsm s3 amazonaws com/cloudhsm-quickstart json|

35
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EC2 (Control Instance) HFIFH T D3F—RT7ZIBELEF I F—RTPIETFOHERLTH
WTLTZE0N,

Specify Parameters

Specify values or use the default values for the parameters that are associated with your AWS CloudFormation template. Learn more.

Parameters

KeyName CloudHSM-LAB -

The EC2 Key Pair to allow 35H access to the client instance

Cancel Previous
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ENIZERiENTLWERA | |
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J

1

- \ ﬂ\ ~ .‘ Control

~< ’. Instance A ®d
Credential

Y

| |
I -
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Control InstanceND 7t X

« Control Instancellfd5aNTLS
Security GroupdDZ&E

o JFEHRNSDSSHDEFFH]

« CloudHSM772t X FASSH KeyDYER%

sg-ede58d38 default

Filter Al security groups v | Q HSM b4
Name tag ~  Group ID -~ Group Name -
[ ] sg-ebe58dBe CloudHSM-LAB-ClientSG-49PXRS0EPVXT

[ec2-user@ip-172-30-0-241 ~]$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/ec2-user/.ssh/id_rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/ec2-user/.ssh/id_rsa.

Your public key has been saved in /home/ec2-user/.ssh/id_rsa.pub.

The key fingerprint is:

afib6:33:36:35:¢cb:84:24:45:66:5b:51:cf:c6:f3:23 ec2-user@ip-172-30-0-241

sg-2ae58daf CloudHSM-LAB-CloudHs mSG-GEVHOLJ2GBWP The key‘s randomart image is:
+--[ RSA 2048]----+
| .+ o00. |
sg-ebe58dge I 0.0 : | |
Summary Inbound Rules Outbound Rules Tags I .O.S ICE) | 1
I - | o
. " " | +.0 |
Type Protocol = Port Range  Source | *.0 |
| 00= |
SSH (22) TCP (6) 22 0.0.0.0/0 o +
[ec2-user@ip-172-30-0-241 ~]$ cd .ssh
[ec2-user@ip-172-30-0-241 .ssh]$ Is
authorized_keys id_rsa id_rsa.pub known_hosts
38
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CloudHSM CLIDE A

W—)LDWEREBAZITD
«  Python2.7
« Easy_install tool
« CloudHSM CLI Tool

[ec2-user@ip-10-0-0-86 .ssh]$ python2.7 -V

Python 2.7.9

[ec2-user@ip-10-0-0-86 .ssh]$ easy_install-2.7 --version
setuptools 12.2

[ec2-user@ip-10-0-0-86 .ssh]$ rpm -ga |grep cloudhsm
[ec2-user@ip-10-0-0-86 .ssh]$ sudo yum install aws-cloudhsm-cli
Loaded plugins: priorities, update-motd, upgrade-helper
amzn-main/latest | 2.1 kB 00:00
amzn-updates/latest | 2.3 kB 00:00
Resolving Dependencies

--> Running transaction check

---> Package aws-cloudhsm-cli.noarch 0:3.0.0-1.0.amzn1 will be installed

Complete!
[ec2-user@ip-10-0-0-86 .ssh]$
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CloudHSM CLIDGSTE

CloudHSM CLID:ESE

AWSDEREEDEETE
«  CloudHSMZIRI/E T DIHDIAMMDEREEIEHREETE (Access Key, Secret Access Key)

+ Cloudhsm CLIZfER Y9 3FFE—conf_file& U TIETERIEE

[Credentials]
aws_access_key_id = access_key_id
aws_secret_access_key = secret_access_key
aws_region= ap-northeast-1

So_password = XXXXXXXXXX

SSHOXRT> 3> DXTE
« ~/.ssh/configCATZIEE. (OUIRFZ(E/etc/ssh/ssh_configh's)
« id_rsal3Bid AT v T TopenssI TERR LIzHBD (openssiDiBE

Host CloudHSM’s IP Address

User manager
IdentityFile /home/ec2-user/.ssh/id_rsa

40
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CloudHSM oo OE>a3a=>%9

CloudHSM oZ7OEZ3=>0

[ ]
[ec2-user@ip-10-0-0-86 ~]$ cloudhsm create-hsm --conf_file ./.cli/cloudhsmcli.conf --subnet-id subnet-6742fxxx --ssh-public-key-file ./.ssh/id_rsa.pub --iam-role-arn
arn:aws:iam::26883621xxxx:role/CloudHSM-LAB-CloudHsmRole-T5SM2ECQO71A --syslog-ip 10.0.0.86
HUBHBHBH BB BB HH B R B R R BB BB R BB R BRHH BB R BB R BB BB B LB R BB B BB BB R B R H BB R BB BB R B R R BB H R H BB B R H B SR BB RSB R R R HHH
CloudHSM CLI Tools WARNING
Continuing with this command will result in a one-time charge of $5,000 to your AWS account!
If you want to try the CloudHSM service for free, you can request a two week trial by selecting
"Request a free trial" on the following form: https://aws.amazon.com/contact-us/cloudhsm-request/
Type 5000 to proceed, anything else to cancel:5000
If you accidentally provisioned an HSM and want to request a refund, please delete the instance
using the 'delete-hsm' command, and then select "Request a refund for an accidental order"
on the following form: https://aws.amazon.com/contact-us/cloudhsm-request/
"HsmArn": "arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:hsm-9ff64750",
"Requestld": "55f10d79-2c68-11e5-b332-09794632767c"
}
[ec2-user@ip-10-0-0-86 ~]$ cloudhsm list-hsms --conf_file ./.cli/cloudhsmcli.conf ) — . —
: a] %Dz (CPrivate Subnet(C—
"HsmlList": S WA B ~w N -~
"arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:hsm-9ff64750" TDETZ - jl:l t ~d_ LJ _C < 7_; _C‘.r(/ \o
1,
"Requestld": "705de272-2c68-11e5-b332-09794632767c"
¥
41 JAL

A
fEiramazon
web

s services




CloudHSM oo OE>a3a=>%9

CloudHSM DIREERESR

[ec2-user@ip-10-0-0-86 ~]$ cloudhsm describe-hsm --conf_file ./.cli/cloudhsmcli.conf --hsm-arn arn:aws:cloudhsm:ap-northeast-
1:2688362 1xxxx:hsm-9ff64750
{

"Enild": "eni-0f83fxxx",

"Enilp": "10.0.201.8",

"HsmArn": "arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:hsm-9ff64750",

"TamRoleArn": "arn:aws:iam::26883621xxxx:role/CloudHSM-LAB-CloudHsmRole-T5SM2ECQO71A",

"RequestId": "0857110b-2c69-11e5-bd87-67c715b7ed9e",

"SerialNumber": "477768",

"SoftwareVersion": "5.1.0-25",

"SshPublicKey": "ssh-rsa
AAAAB3NzaC1lyc2EAAAADAQABAAABAQDrRIKCOUZMNP8FITp812gLB3vYYLIgNx/skLvKnaTTYjskx7xKLWelmhCkwAdILxSRSBMX/0b6F
7QB5UZKVwki5Pbi82hbUfRfkdgDSRNcRvgSy1laZNA3b+eKnLvxrIxQk6AbcESYT2Sfnij490rdECAjVWCcOCRUIBKB89NOrbW/w0+71xfsQnF
HnIszVzBGS1qus+szTfHkOCZXIdf4IYh+ynKDquLMWG44MohWEsaN15mbc5P1PAN/meUFJFTXH]HQMth1+PSJk|FquLecoNzT/f

"SubscrlptlonStartDate "2015-07-17T09:43:56. StatusH'PENDING -> RUNNINGI(C
"SubscriptionType": "PRODUCTION",

"VendorName": "SafeNet Inc." Tg%_@fj%gia‘
¥ (MREERIE CTE59109)
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CloudHSM AD 7 It A rlaiE

« CloudHSM A7t A5F8]

Filter

Name tag

-

All security groups v | Q HSM

Group 1D

sg-ebe58d8e
sg-ede58d8e

-

X

Group Name -

CloudHSM-LAB-ClientSG-49PXRS0EPVXT

default

« Description(c“CloudHSM Managed Interface,
DO NOT DELETE!” & =MN/ZENIZEU. F
HWEZR L TL\BSecurity GroupZ{d5,

[ ] sg-eae58daf CloudHSM-LAB-CloudHsmSG-GEVHOLJ2G8WP
Q| search : HSM | Add filter (2] 1to20f 2
sg-eae58dsf Name = MNetwork interf « Subnet 1D ~ | VPCID ~ Zone ~  Security groups ~ Description ~ InstancelD ~ Status
a eni-0f33fa79 subnet-6742fd10  vpc-0563c160 ap-northeast-1b CloudHSM-LAB-Clo... CloudHSM Ma @ inuse
Summa Inbound Rules Outbound Rules T
Y o 1= R Rl daa e 1 e = = Ewawi TR T
Network Interface: eni-0f83f579 _ |
SS5H (22) TCP (6) 22 sg-ebeb8dge Details Flow Logs Tags
Custom TCP Rule  TCP (6) 1792 sg-ebe58dse Network interface ID  eni-0f83f579 SubnetID  subnet-6742fd10
VPCID  vpc-0563c160 il —
- v MAC address  06:7e:bb:72:29:73 Description  CloudHSM Managed Interface, DO NOT
. RICERR =N : ’ '
Cloud HSMHA(CZ o
77— H %ﬁﬁiﬂ Security groups  CloudHSM-LAB-CloudHsmSG- OwnerID 268836219533
=
‘—Secu rlty Grou p At GEVHOLJ2GEWP. view rules |
Status  in-use Primary private IP 10.0.201.8
Private DNS Public IPs
Secondary private IPs Sourceldest. check  true
azon
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CloudHSM DO#JHA{t

CloudHSM DO#IHAL

[ec2-user@ip-10-0-0-86 ~]$ cloudhsm initialize-hsm --conf_file ./.cli/cloudhsmcli jeemf——tasra=trm
arn:aws:cloudhsm:ap-northeast-1:2688362 1xxxx:hsm-9ff64750 --label adsjhsm]] --cloning-domain domainxxj

--50-password XXXXXXXXX

"Status": "Initialization of the HSM successful"

b
[ec2-user@ip-10-0-0-86 ~]$

Lo

L]

/

HA%Z 8 A 7ZCloudHSMRE THaRk =18
I BIHE(CIERE Ucloning domain
THDIVENHDFET,
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HSM Client®D:%5E

« Luna SA Client toolsd-1 > X b—JL (Linux®iza&
- Nvo—=>pFo>O—R
https://s3.amazonaws.com/cloudhsm-software/610-012382-005 RevB.tar
- TARZER U CTinstall.shd% 4T, Luna SAD/\wo—FEA,
« Jusr/safenet/lunaclient(C1 > X h—=JLEaNsd.

[ec2-user@ip-172-30-2-155 ~]$ wget https://s3.amazonaws.com/cloudhsm-software/610-012382-005_RevB.tar
[ec2-user@ip-172-30-2-155 ~]$ tar -xvf 610-012382-005_RevB.tar

[ec2-user@ip-172-30-2-155 ~]$ cd 610-012382-005_RevB/linux/64

[ec2-user@ip-172-30-2-155 64]$ sudo ./install.sh

«  CloudFormation C{ERk L /7=Control Instance® &L S (CCloudHSM Client AMIZFIFH LU CTULB3iBEI(IC(E
Luna SA Client tools(3BEICE AFH &> TULET,
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https://s3.amazonaws.com/cloudhsm-software/610-012382-005_RevB.tar

HSM Client®D:%5E

Luna SA Client toolsB8zD I 7 A ILOFMBE E/\—=vS 3> D& E

« /etc/Chrystoki.conf
« /Jusr/safenet/lunaclient

[ec2-user@ip-10-0-0-86 ~]$ sudo /bin/bash

[root@ip-10-0-0-86 ec2-user]# Is -l /etc/Chrystoki.conf

-r-xr--r-- 1 root root 755 May 26 21:59 /etc/Chrystoki.conf
[root@ip-10-0-0-86 ec2-user]# chown ec2-user /etc/Chrystoki.conf
[root@ip-10-0-0-86 ec2-user]# chmod +w /etc/Chrystoki.conf
[root@ip-10-0-0-86 ec2-user]# cd /usr/safenet
[root@ip-10-0-0-86 safenet]# Is -I

total 4

drwxr-xr-x 8 root root 4096 May 26 21:59 lunaclient
[root@ip-10-0-0-86 safenet]# chown ec2-user -R lunaclient/
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HSM Client®D:%5E

HSM Client(CWEIR T S 77> MEEBAE EMETEDOVERL
« Base64-encoded X.509 v3 PEMOAZIN

LunaSA Command (vtl) ZFIFH U TIERR T DIZEDH!

[ec2-user@ip-10-0-0-86 .vtl]$ sudo /usr/safenet/lunaclient/bin/vtl createCert -n hsm_clientl
Private Key created and written to: /usr/safenet/lunaclient/cert/client/hsm_client1Key.pem
Certificate created and written to: /usr/safenet/lunaclient/cert/client/hsm_clientl.pem
[ec2-user@ip-10-0-0-86 .vtl]$ cd /usr/safenet/lunaclient/cert/client

[ec2-user@ip-10-0-0-86 client]$ Is -l

total 8

-rw-r--r-- 1 root root 1743 Jul 17 09:29 hsm_client1Key.pem

-rw-r--r-- 1 root root 1164 Jul 17 09:29 hsm_clientl.pem
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Network Trust Link@®D{ER%

« CloudHSM&HSM Client& T, SEBBEZEDIE—
¢ CloudHSMM5SHSM ClientiCOE— U TTvtlON > RTER

[ec2-user@ip-10-0-0-86 1]$ scp 10.0.201.8:server.pem .
server.pem 100% 1172 1.1KB/s 00:00

[ec2-user@ip-10-0-0-86 1]$ sudo /usr/safenet/lunaclient/bin/vtl addServer -n 10.0.201.8 -c server.pem
New server 10.0.201.8 successfully added to server list.

« HSM Clienth*5CloudHSMICOE— U TEER

[ec2-user@ip-10-0-0-86 1]$ scp /usr/safenet/lunaclient/cert/client/hsm_clientl.pem 10.0.201.8:
hsm_clientl.pem 100% 1164 1.1KB/s 00:00

[ec2-user@ip-10-0-0-86 1]$ ssh 10.0.201.8
Last login: Wed Jul 22 01:59:51 2015 from 192.168.0.223
Luna SA 5.3.5-1 Command Line Shell - Copyright (c) 2001-2014 SafeNet, Inc. All rights reserved.

[hsm-7-2-1-2] lunash:>client register -client hsm_clientl -hostname hsm_clientl
‘client register' successful.
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Network Trust LinkD{Ep
IN\—F 23> FZEKR U TULIRUVNEE TDVERK

[hsm-7-2-1-2] lunash:>hsm login
Please enter the HSM Administrators' password:
> Rokokokokoskok kokokok ok

'hsm login' successful.

Command Result : 0 (Success)

[hsm-7-2-1-2] lunash:>partition create -partition CloudHSM-LAB
Please ensure that you have purchased licenses for at least this number of partitions: 1
If you are sure to continue then type 'proceed’, otherwise type 'quit’
> proceed
Proceeding...
Please enter a password for the partition:
> Rokokoskokoskokokokokok ok

Please re-enter password to confirm:
> Rokokoskokoskok ko kok ok
Please enter the cloning domain to use when creating this
partition (press <enter> to use the default domain):
> domainxxx
'partition create' successful.
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Network Trust LinkD{ER%
IN—Fa > 3> gBClientdr77H-1>

[hsm-7-2-1-2] lunash:>client assignPartition -client hsm_clientl -partition CloudHSM-LAB
‘client assignPartition' successful.
Command Result : 0 (Success)

[hsm-7-2-1-2] lunash:>client show -client hsm_client1

ClientID: hsm_clientl
Hostname: hsm_clientl HSMM'&H BBEa (FENTENL
HTL Required: no

Network Trust LinkODVERK = 182K

TLWET

OTT Expiry: n/a
Partitions: "CloudHSM-LAB"

[ec2-user@ip-10-0-0-86 1]$ /usr/safenet/lunaclient/bin/vtl verify
The following Luna SA Slots/Partitions were found:

Slot Serial # Label

1 477768014 CloudHSM-LAB
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HAPGOD1ERY

-  HAPG (high availability partition group)D{ERk

[ec2-user@ip-10-0-0-86 ~]$ cloudhsm create-hapg --conf_file ./.cli/cloudhsmcli.conf --group-label HAPG1
{

"HapgArn": "arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:hapg-142eb13d",

"Requestld": "febf6f03-3025-11e5-bd88-5162d0aaf0bc"

¥

« HSMZHAPGITEN (#E#HEHD%E(FRME (CENN)

[ec2-user@ip-10-0-0-86 ~]$ cloudhsm add-hsm-to-hapg --conf_file ./.cli/cloudhsmcli.conf --hsm-arn
arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:hsm-9ff64750 --hapg-arn arn:aws:cloudhsm:ap-
northeast-1:26883621xxxx:hapg-142eb13d --cloning-domain domainxxx --partition-password XXXXXXXX --
so-password XXXXXXXX

{
"Status": "Addition of HSM arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:hsm-9ff64750 to HAPG
arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:hapg-142eb13d successful"

by
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A PR

HAPG (high availability partition group) D

[ec2-user@ip-10-0-0-86 ~]$ cloudhsm list-hapgs --conf_file ./.cli/cloudhsmcli.conf {
"HapgList": [
"arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:hapg-142eb13d"

1,
"RequestId": "e6fc8f65-3026-11e5-bd88-5162d0aafObc"

b
[ec2-user@ip-10-0-0-86 ~]$ cloudhsm describe-hapg --conf_file ./.cli/cloudhsmcli.conf --hapg-arn
arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:hapg-142eb13d
{
"HapgArn": "arn:aws:cloudhsm:ap-northeast-1:2688362 1xxxx:hapg-142eb13d",
"HapgSerial": "0338604349",
"HsmsLastActionFailed": [],
"HsmsPendingDeletion": [],
"HsmsPendingRegistration": [],
"Label": "HAPG1",
"LastModifiedTimestamp": "2015-07-22T04:02:44.599Z",
"PartitionSerialList": [
"477768018"
]

"i%equestId": "079856ce-3027-11e5-bd88-5162d0aaf0bc",
"State": "READY"
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ClientOE#

« Clientd{ERk

[ec2-user@ip-10-0-0-86 ~]$ cloudhsm create-client --conf_file ./.cli/cloudhsmcli.conf --certificate-file
/usr/safenet/lunaclient/cert/client/hsm_clientl.pem

{

"ClientArn": "arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:client-e65aa4be",
"Requestld": "cb2df1f5-302f-11e5-b332-09794632767c"

¥

e ClientO&#x

[ec2-user@ip-10-0-0-86 ~]$ cloudhsm register-client-to-hapg --conf_file ./.cli/cloudhsmcli.conf --client-arn
arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:client-e65aa4be --hapg-arn arn:aws:cloudhsm:ap-

northeast-1:26883621xxxx:hapg-142eb13d

{
"Status": "Registration of the client arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:client-e65aa4be to
the HA partition group arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:hapg-142eb13d successful”

by
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ClientOE#

« ClientFHO#aER% 7 77 1)L DEUSF

[ec2-user@ip-10-0-0-86 ~]$ cloudhsm get-client-configuration --conf_file ./.cli/cloudhsmcli.conf --client-arn
arn:aws:cloudhsm:ap-northeast-1:26883621xxxx:client-e65aa4be --hapg-arn arn:aws:cloudhsm:ap-
northeast-1:26883621xxxx:hapg-142eb13d --cert-directory /usr/safenet/lunaclient/cert/server/ --config-

directory /etc/
The configuration file has been copied to /etc/
The server certificate has been copied to /usr/safenet/lunaclient/cert/server/

LLLT]
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ClientOE#

. BEDHR

[ec2-user@ip-10-0-0-86 ~]$ sudo /usr/safenet/lunaclient/bin/vtl haAdmin show
================ HA Global Configuration Settings ===============
HA Proxy: disabled
HA Auto Recovery: enabled
Maximum Auto Recovery Retry: Infinite
Auto Recovery Poll Interval: 60 seconds
HA Logging: disabled
Only Show HA Slots: yes
================ HA Group and Member Information ================
HA Group Label: HAPG1
HA Group Number: 2800879602
HA Group Slot #: 1
Synchronization: enabled
Group Members: 477768018, 477795018
Standby members: <none>
Slot # Member S/N Member Label Status

- 477768018 hapg-142eb13d_477768  alive
- 477795018 hapg-142eb13d_477795  alive




Redshift TDFIATTE

o DS AFF—DRE(CCloudHSMZFIA
RedshiftFHSMIC O S XFF—DERMZE I I N (HSMEZTSRIF—2{RE)
— Redshiftl@I S RIF—%fE> TF—HIR—IF— =B

— HSMEFOSRAIF—ZHAL THESbENZT —IRN-AF =185, t+177
F v RI)L7Z18 U CRedshift U S AA (CIET

- O3A47>2MIICY D bD T 7(EAE

L s .
—
Your
. applications |
AWS CloudHSM Amazc?ln I:edshlft : in Amazon |
uster L ECO
Your encrypted data 7
in Amazon Redshift
- /
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Redshift TDFIATTE

i)
1.

2.

3.

IXA5w T

HSMiZ#cDAERk

CloudHSM & DiEft ([C BT R IE B EF

HSMO S 77> NEERRE DIER & & E%

DS AFTRDISAT > MEREZEM L. CloudHSMICEEk
0= RS DVERK

YERk UTZHSMiEi: - 51 77> MIEBZEZFIAH U CRedshiftZ
SR A R > X% AERK,
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Redshift TDFIATTE

1.HSMIERDVER

« Redshifta>YV—)LH5.
[Security] — [HSM
Connections| —
[ Create HSM
Connections] %Zi%EiR

Takuya Nunome ~

Amazon Redshift

Security Groups | | Subnet Groupsl HSM Connections LSM Certificates

Clusters

Delete Manage Tags
Snapshots
Filter: O X
Parameter Groups HSM ~ Description ~  IP Address ~  Partition Name v
Reserved Nodes No records found.

Events

Connect Client To launch a cluster with HSM follow these steps:

1. Obtain your HSM's public certificate.

2. Create an HSM Connection , providing the public certificate from Step 1.
3. Create an HSM Client Certificate and download the public key.

4. Upload the public key from Step 3 to your HSM

5.

R v

. Launch a cluster and select the HSM Connection and HSM Client Certificate you created in the launch

wizard.

For more information, see the Redshift Documentation on Using HSM.

Y-k ~
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Redshift COFIAT5E
1.HSMiEfRDIER

ﬁ‘g AWS ~ H—EX v PowerUser/nunomet-Isengard ... v ¥R~ Hi—hk

; Amazon Redshift Step 1: HSM Details & Public Certificate ~ Create HSM Connection
«  HSMAIDE¥RE A7
7\

Provide an identifier and description to designate this connection:
Snapshots

. ?% %;._E % (4£ %\) Security HSM Connection Name*  cloudhsm2 (i ]
7

Parameter Groups

- Descrl ptlo n (4{% Reserved Nodes

Enter the details required for connecting to the HSM below. Please note: only SafeNet HSMs are supported.
Events

- H S M ODI P 7 H l/z >< Connect Client HSM IP Address*  10.0.202.4 o
- H S M O)/ \0 - j__ /r :/ 3 \/ % HSM Partition Name*  CloudHSM-LAB o

Description*  2nd CloudHSM (i}

HSM Partition Password*®  sesssssscese
- }\_j__/]/ :/3 \/0)} \le_ l< Conﬁmusn;a:::'ﬁ:r:y: ............

—_— H S M O)-U- —_— / (EJ—_E HH % Paste the HSM's public server |----BEGIN CERTIFICATE----- [i ]

4 . |MIDN2CCAN+gAWIBAGIBADANBgKaNKI
certificate here* |G\ 0BAQSFADBIMQSWCQYDVAQGEW

— e _ - JDQTEQ
« HSMOSAT7> MMITHUS AUERGTR A MRAEAGIA
Wl

c2F5aXMISVRTMBUWEWYDVQQDEWX0

X Redshift’7 5 24 & HSMIZNTLS TiB{SalBE s i
ERRBRDERIICH TR Y MdSecurity
Group® “Required
NEEEHBLU T MBENGDET,

Cancel Create
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Redshift TDFIATTE

2.935147 > EEBAEDIER & Eix

Y—ERX v

AWS v

« Redshifta>V—)LMH5,
[Security] — [HSM
Certificates] — [Create
HSM Certificate] Z3i&3IR

Clusters

Snapshots

Reserved Nodes
Events

Connect Client

Amazon Redshift

| Security
Parameter Groups

PowerUser/nunomet-Isengard ... v

Security Groups | Subnet Groups = HSM Connection:

Create HSM Client Certificate Delete Manage Tags

Filter: Q Sear X

Certificate =

b redshift-client1

To launch a cluster with HSM follow these steps:

. Obtain your HSM's public certificate.

. Create an HSM Connection, providing the public certificate from Step 1.

Create an HSM Client Certificate and download the public key.

. Upload the public key from Step 3 to your HSM

Launch a cluster and select the HSM Connection and HSM Client Certificate you created in the launch
wizard.

o @

For more information, see the Redshift Documentation on Using HSM.
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Redshift CDOFIRAAE
2.9547 > MEBREDERE SR

« HSM C(Client certificate S ———
identifier((E&)Z A L. -
[Next] Z#20UwDOd3BE, g
=54 77> NEEBREZEMERK
=N  mmr . GreaeHSM Client Certcate

Clusters Step 2: ) Your HSM Client Certificate redshift-client1 was successfully created.
Upload Public Key to

% —_— = E E o Snapshots HSM
] -_—= — N Follow these instructions to store and register the key on your HSM:
RSN/SEEAEZ JE o

1 On your computer, create a new file and save it as 268836219533 redshift-
Parameter Groups

& /\o — Z I\ T\\ < %/j__\ éﬂ 7‘_: Reserved Nodes Cony e

. Copy the following public key and paste it Into the file. Save and close the file.
Events Public Key:

ZHI>.pem(CRE

PowerUser/nunomet-Isengard ...

o,
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Redshift CDOFIRAAE
2.9547 > MEBEDEMRE EF

« O bO-ILISAT> b SscpdN > RTPEMT 7 1)L 7ZHSMIC#Rix

[ec2-user@ip-10-0-0-86]$ scp 26836219533redshift_clientl.pem 10.0.201.8:
26836219533redshift_clientl.pem 100% 1164 1.1KB/s 00:00

« CloudHSM(COZ > U. PEMJ7 A )LZHSMICE %

[ec2-user@ip-10-0-0-86 ~]$ ssh 10.0.201.8
[hsm-7-2-1-2] lunash:>client register -client redshift-clientl -hostname 268836219533redshift-clientl

‘client register' successful.
[hsm-7-2-1-2] lunash:>client list

registered client 1: hsm_clientl
registered client 2: redshift-clientl

[hsm-7-2-1-2] lunash:>client assignPartition -client redshift-clientl -partition CloudHSM-LAB

‘client assignPartition' successful.
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Redshift CDOFIRAAE
3.9 5 X5 DAFBL

D5 AGVERRIFICLL T ZIETE
— Encrypt Database
[HSM| Zi8%E
— HSM Connection
YER% UTcHSMiESi 2 187E
— HSM Client Certificate
YERK U 7=Certificate®187E

Clusters

Snapshots
Security
Parameter Groups
Reserved Nodes
Events

Connect Client

PowerUser/nunome!

O

CLUSTER DETAILS  NODE CONFIGURATION  ADDITIONAL CONFIGURATION

Provide the optional additional configuration details below.

Cluster Parameter Group ~ default.redshift-1.0 § Parameter group to associate with this cluster.

Encrypt Database None ©) KMS @ HSM |Leam more about database encryption

HSM Connection ||| cloudhsm 4 | | Please note that your cluster will be unavailable if the HSM specified by this configuration is

unreachable.

HSM Client Certificate | redshift-client1 §

Configure Networking Options:

Choose aVPC | Vpc-0563c160 4| The identifier of the VPC in which you want to create your cluster
Cluster Subnet Group | cloudhsm-clustersg % | Selected Cluster Subnet Group may limit the choice of Avallability Zones
Publicly Accessible | NO % | Select Yes if you want the cluster to be accessible from the public intemet. Select No if you want it to
be accessible only from within your private VPC network
Zone NoP 4| TheEC2 y Zone that the cluster will be created in.

Optionally, associate your cluster with one or more security groups.

NI
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Redshift CDOFIRAAE
3.9 5 X5 DAFBL

DS ZAIVERIERICT T TS E, ==
Cluster StatusP LA FODIRREICTRD e
Cluster Status: available

— Database Health: healthy
HSM Status: Active

Clusters

Launch Cluster [VIUTTS PP

Automated Snapshot Retention Period 1

Snapshots Enabled No

Audit Logging Enabled No
Maintenance Window  mon:17:

Allow Version Upgrade Yes

CloudHSMM'5., RedshiftFH(D Y X5 —3—DIRREN HEZRE]

[hsm-7-2-1-2] lunash:>partition showContents -partition CloudHSM-LAB
Please enter the user password for the partition: > ***k¥kdcokkx
Partition Name: CloudHSM-LAB

Partition SN: 477768014

Storage (Bytes): Total=102701, Used=168, Free=102533

Number objects: 1
Object Label: cluster35429ts1437552287861-1

Object Type: Symmetric Key
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CloudHSMOD{=1E

« CF>JL—bhTEER=NZIO> bO—ILA> AP RAICSSHTI IR
— SSHTCloudHSMIZ 7Tt X

— “Zeroize"M=EHE, HSM Administrator& U TDOT A > k& 3IEEDIRT
lunash:> hsm login

- OJDHIBx
lunash:> syslog rotate
lunash:> syslog cleanup

— CloudHSM CLIdelete-hsmMAPIdDDeleteHsmI(Z &L B HIBR

. FREERENHBNEHR— NCO>S T M E

o RNV DKDSTPIRADTZSHICAWSIEEEERDCloudHSMZTerminate 9 d1&EFIZHB U
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CloudHSMOD#EIBEIA

2Dl EDAZZERAWNT, %E;AZODCIoudHSM CLKDTUEEBHRZ EEDZE, S 2T)UEKRT
CloudHSM(CEEMNEEZHE. BETERCEKDONET,

SN TEICMHEBTIRLS RO, BULLII/I\WOTPYv ITZEo IZEEaxRE. #FEbE
TRV TLZE0N,

VI BRI T7)I\FPO7Y T5F— hZEBD TITNDRVWT L IZEL), 3T AWSHR— ~NZO
AT RELTLIEE0N,

CloudHSMD=Rw N D — TR ZZEE D E(TBITTIIZEL
SyslogEmX N RIEE CI DT I BT I DL DICLTLZE0)

SNMPYNTPOREEZTE T B EIFBHFT TR EN,
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INRAD— RICEAY SiEREIR

CloudHSM®so_password (Security Officer/\XDJ—R) (F/\XDT—RDJ—=T>— ~IER U
BECHREZLTIIZE0,

FECDT—DO2—brDOAE—ZTF 1 T7RATHA MCEBREICREIT D EEHERUET,
CloudHSMDEIEE)\XTJ— RIFZEELRWNWTLKESEL, CNIFAWSHH—EXZF U/ —

IBRICEFAHETINET,

CloudHSMAMDMSSHY7 1 X (C(ESSH KeyZFIFHL TS /ZEL\,

Security Officer Password

This password was set when you initialized the HSM appliance.

Manager Password (Optional)

This password was optionally set with the user password manager command on the HSM appliance.

Partition Passwords

Partition Label Password Cloning Domain
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¢ CloudHSMDO1—XT—X
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i1

e CloudHSM /> XA A% 1 DB EITARC &IC. PHIERAN S
o ARAAIRTETOM. 1 KEC &(CKRBRE

CloudHSM H—EXZ##ERITHR U ICRBDEE(E. 2 BEDO N S17)L=ED
DT R KAJgE, IEBEIRICDULTIE. 8RB hSA7)IR—2 S

http://aws.amazon.com/jp/cloudhsm/free-trial/

CloudHSMIC (EStoph'dp D EH A, FIETDIC(ETerminateMnET, BE
FIA T BRCIFRIFAWVENREUET,

I RRADS> >0

$5,000 $2.82/h $2,059
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CloudHSMOD#IIE
17HD> e 1U—3 287 DT OB S D ET,

HSM 751472 R 3
High-availability partition groups 20
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« AWS CloudHSMODOBIE

¢ CloudHSMDO1—XT—X
» CloudHSMDFIAHFE
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KMS 7vJ5—pk

- Amazon Elastic MapReducelCHIFTDISA 77> A
REE={EDHR— &

https://aws.amazon.com/releasenotes/AWS-KMS/1498778878920992

« Amazon RDS for SQL Server £ KU OracledHh— ~

https://forums.aws.amazon.com/ann.jspa?annID=2977

« AWS GovCloud (US) Region CO#|FRa4A

X 201528 UED 7Y T5—

(
{
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s
c3™
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KMShHhiHiR—

T BSAWSH—EX

B

F—HR—2
A== --325F7>
VEE

7T —2 g Y —
EX

T

Amazon Redshift

Amazon RDS
(MySQL, PostgreSQL, SQL Server,
Oracle) ey

Amazon Simple Storage Service

Amazon Elastic Block Store(EBS)

Elastic Transcoder
WorkMail

Amazon Elastic MapReduce New !

DISRY—+—EE
T—INR—RX R ML —ZDEESAE

H— )5+ REESAE(SSE-KMS)

S3 Encryption Clientz#A LIS 1 7> A
BES1E

R 1 —ABESE
rS>XO— RF—HIES{E

RFT—F(A=IL. AZFT N ™MIT 7).
XFF—5)DIEFSAE

EMRFSDUSA 7> b REESAE
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o,

RDSOKMS}DBI>S2

> MiEh

KMSTH#OEIEN B]EE

AL —2iES1E

AES-256

. MIEDBI> > ICMySQL.
PostgreSQLICHNA C. Oracle.
SQLServerhHYENN

o WIHARAIRIAT

db.m3.* db.r3.*

db.cr1.8xlarge(IHtH4Y)

« RDS for Oracle(&. CloudHSM

(CKBTDEEDHAEE]EE

F—AN— DT
F—A— M FRIT
e A e
B s
FT—EX—2DHR—}

DB iS5 —44 I—F

blac kbelt

ELIL RS, #IE MySOL T—42~—Z1d DB A28 A1 P2 g

3306

| default. mysgl5.6

AFg5 —F | default:mysql-5-6 v|
BEEEwit  [13L v
vRA—%— [(default) awsirds ¥ " €@

anfA

(default) aws/rds
dbkey1
+—M ARNFAH

OETIeEa

at protects my RDS
en no other key is
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Amazon Elastic MapReduceTDOIS51 7> hYA

&

BS{EYR—b

EMRFS(S3)D US4 77> b Rig
S{ETKMSZ B 7R— b~

D5 RS —VERkF (CHE

ZI8E

- XYR=TAZ RO VY—)L, CLIES
SHTHEE

2DODIEE{L /A S =Y R— ~
— AWSIE#toOKMSZ O/« 4
— ARSI Java TOINA4

PR LJavad )+ S DsEM (L
T==Hg

S0/ 5

VbV PRE
Hadoop ¥4 AhUEa1—>3 @ Amazon
>

AMI DIN—T 3>
380

AVA=NIFFTVr—va> K=gax
. S RO
Plg 0.42.0 £ RO
Hue ERS] F RO
BUNOFFUS—23Y  Hose B
BEEEN

FFANYAT LDBRE

@EMR 77 -r 25 I [EMRFS) & & I the Hadoop Distributed -(J YRAF L (HOFS) i2, WTh&EMR 2529 —leA ¥ A k=L
ghn zr DFS 2 EMR 7 3 A5 — 07— ¥ £ @A L £ 755, EMAFS 2 EMA 7 A5 —IC 83 ADT— 7§§§'~+7th

’J‘ 4'\‘ MR SHEE R S3 7 5 7 > b SHE, J&UW""} DBBL1—EHPEL. FT—bArTvIFIvavER
fﬁL- EMRFSIDEII INEEEECEET,

EMRFS BBHE  Aws key Management Servica (i) E#FELf 53 731 B

=D ARN EAT)

BAOBIL2— | HH

IN— Rz PHEL

https://docs.aws.amazon.com/ja_jp/ElasticMapReduce/latest/DeveloperGuide/emr-plan-cse-custom.html

75

_ ,IIII
Ill amazon
web

services
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CloudHSM &EKMSDEWLTD [

RENEDSDORIGICED. REEZITEHREIRES 1 —I/ILARE
IR7ESafeNetdHSMZA> T L X THAEL TS
NEBEIBES{EBITUZ0

BB Z AT O— R UELY
MEI100ZBX DL DREBSLIITITA B D
PREt S N/cEHRRE CEIR(CHEEIELUZUL

T herE =5 (DA A

HEEEED TITULZ
FEHNDEZER(CHESLANIBEZFIR UL
FDIERIRX MMCHEEBEOMTHEAZF A UIZ0
AWSH—E X TREEICFALZL)
BREINBDT —HFDIESIEN AL >
CloudTraillC KB EEZITULZ0)

CloudHSM

KMS
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CloudHSMZFIF9 & L EZEFIZREDAIEFEAM LR SNz HSM 77
TS5A TV A TCTHESF—ZRE/REITDITENTEFT,

O—Y—-LBMNIEFF— DT IOCRZHFAITDENTEFEA (7T
o147 2 Rz BE/RT I DAMazonDEBEE VI LZATETFEEA) -

TERIAHEEIR (ORI DARERFFIRERS (CES I DK D (CaEET/IRELSN
JZHSMAATCTHRESH#HZREITDCENTETDIKLDICHEDET,

FIUT—23>DINTA—TREE TSI &R, BB —
BEEBEH(CHEANTDICENTEET,

78



Webinar&HR Db &Ei%rh

« AWS U5 R —EXRTE

S5

— http://aws.amazon.com/jp/aws-jp-introduction/

FO¥ o RE:

Amazon 53

Amazon Glacier

Amazon Route 53

AWSY A AF—2U—X
Re:Generate

Amazon Simple Storage

Service (53)

AWSY A AF—2U—X
Reloaded
Amazon Glacier

Amazon Glacier® 2 #84
b

AWSY A Ay - —X

ReGanarata

Slideshare

Slideshare

Slideshare

Slideshare

(Reloaded)

(He5ER)

PDF

POF (Reloaded)

POF (HB5EIR)

PDF
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AN Twitter/Facebook
AWSO gz dEITUERT
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@awscloud_jp ] <> vro-ex Q &b

BHLUL &
http://on.fb.me/1vR8yWm
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AWSIERI=1"54

AWS LEICHBESNIES AT LAD
ERABEHEODOAA NI ST RAZEN !

| |
1 http://aws.typepad.com/aws partner sa/2015/
@opsjaws Dlaws.lypep :

06/aws-ops.html
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