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VGW | Virtual Private Gateway) AWS ETERRENDREIL—5
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AZE(d Amazon Web Services ZZFIFHDHZEHERT. Amazon VPC(Virtual Private Cloud)&F—41
A — AT RREDA T L =XM% VPN(Virtual Private Network) &%t 9 2728 DFIE(CD
WTCEIRLTULET,
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VPN #EHDRIIC, IL—5. FBE/NSA-—YDERIVELIZDET,

2.1. A>T L = XAJL—% (Customer Gateway)D#fiE

AT Z D VPN T RiRA( > b &ERBIL—4(BUF. Customer Gateway)(ZLL T DHREZFIRAT
ETDIVENDDFET, AWS TRIEFDIL—F—BEUTOUIICHEH L TEDEIDTIEELL LS
Lo BEESNTULRWIIL—FTE, BHZmIZL TONEZFIRWZEZITEYD,

REEF)L—4S —5 : https://aws.amazon.com/jp/vpc/faqs/#C9

B LU T D IPsec BIEFRENTETHDCE

HERE AE

IKE (Dx—X1) :E—R AAE—R
IKE (Dx—X1) :BES7ILOJUXA AES 128-bit
IKE (Jx—X1) : A Pre-Shared Key
IKE (Dx—X1) :/)\w2a7)LJUXA SHA-1

IKE (Jxz—X1) :DHUIL-T TdI—-T2

IKE (Jx—X1) : lifetime 28800 #
IPsec (Jx—X2) :E—R b>RILE—R
IPsec (Jx—X2) BS7ILTUXA AES 128-bit
IPsec (Jx—X2) :&@EE7ILTUXA HMAC

IPsec (Jx—X2) :)\w2a7)LdUXA SHA-1

IPsec (Jx—X2) :PFSUIL—TF II—==T2
IPsec (Jx—X2) : lifetime 3600 #

mEESILALIRRFTIC TSI A MEJRETHD T &,

mRIENRIA AT -APMERTED &,

B> —%y NEEBEETRR/INTUY I IPHAFIETEZT S,
NAT ZFIFE Uz IPsec @{E (NAT FS/N—H)L) (FHR— MR ERDFEIDOTTEFELESLN,
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m BGP(Border Gateway Protoco)h"#IETEd & (AT 3>)

Static )L— b TORELRIRETI N BGP ZFIAT D LEEFRORBEBZEEWIL—F 1 >IF7 -7
LB EFIREN)IL—F« >0 TO KDL THR— hENTWVWD e, EBHIIRERDIBZE (L BGP D
FRAZHEHLET .

mIPSec Dead Peer Detection "FIHTED L. (AT 3>)

2.2. SHERAINSA—HDH(RE

VPN SRECHIED. BBEFRATUTDINSA—FZZABVEERENGDFT,

I5H s

Customer Gateway l VPN T> RARA> NIP 7 | />4 —%R v MNMIEEBERRER IP 7RLXZS

RLX AEL<rEE0,

AT Z XA AS BS(BGP DIHE) TSANR— K AS 64512~65534 ZZFIAL 12
LYo

AT EZZflIRy RDO—DOF7 RLR VPC EBELIZWAS T L ZRORY ND—0%
RIBICEDETERELTIIZE,
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3. sEFIR

BHRNIREREZTTICFIBCONWTEHRLET,

SHEACHIA I DHak(E. 1 &dD Customer Gateway H'5 VPC NI&# I 2 —ASHI/QMBRR E LE T,

/m 10.0.0.0/16
smmmmmmmmsssssssses . N

peivate.test
10,100.0.0/24

Destination
10.0.0.0/16 local
192.168.100.0/24| vgw-abcdefg

255.2

Customer Gateway

192.168.100.0/24 )
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ARKRFIAS PTHRAIDIHEBREIZIESTT .. BERICTEMOTIZVZHEUINI. AWS NSE]
HTONDRENHDFET.

IHH AE e

AWS il VPN T> R/R1> b~ #A | 72.21.209.225 AWS WBEIDZTSNDEDTI ., BE
FTEFEBA. Floo TESDOVRLX(G

AWS il VPN T> R/R-> b #B | 72.21.209.193 B FILTHD . EEOBETIRRS IP
T RLRAERDBENHDET,

Customer Gateway fl 203.0.113.100 ERDIRIBETEHERICTTAHRWEESE
FY,

NRILAZRY RDJ—D077 KL X | 169.254.255.0/30 AWS WBEIDHTSNDEDTI ., BE

AWS il k> )L A7 RL R 169.254.255.1 [FTEFEEA. Fo. TESDT7RLAG

Customer Gateway I 169.264.255.2 H>2TILTHD., ERORIETIIRRD IP

NRILAT RLX TP RLRERDBENHDET,

N>RILBRY RDJ—TU77 KL X | 169.254.255.4/30

AWS il k>)L B 7 RL- R 169.254.255.5

Customer Gateway {8l 169.254.255.6

>RILB 7 RLX

AT =2 AS BES 65001 BEFATTSAR— K AS
64512~65534 = ZFIFA<IZE0\,

AT XM 192.168.10.0/24 ERORIFTEBERICTTHBRWEEE

Ry hDI—=DOF7 RLX FY,

3.1. AWS YR—SA> A2V —I)LDEGE

AWS YR—2 A2 hO2Y—)LTIE. UTOIERFTREZITWET .

@OVPC., BIxw bDIER
BIELZWAWS DUY — AR @I DIebDRY hD—TZELET.

@VGW/(Virtual Gateway)D:i&7E
AWS IT®D VPN > KRR > b &ERRD Virtual Gateway Z4ER L. FIAULIZLY VPC AD TS Y FZ&1T

WE9,
7
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A>T L ZRBID)L—4 (Customer Gateway) DEEx
A>T L Z RO VPN I RRA > k&7 D Customer Gateway DFEEZITVE T, REER TIES X
O AT ARXD)I—F%ZEKEF E U TED EIFET,

@VPN Connection OYER
D. QTHELRLEZNTND VPN I> Rk > MEID VPN #Ex s SELE T,

OBIxY bDIL—F+« 2 IFT—TILEE
AZTLZRIEHITD ST v IOMNVGW ZRRHETFT DL D(C. BIRY hTHRALTWSIL—F>
D= ZHKELFET.

ENTNDOFIRICDOWTREHRULE T,

3.1.1. VPC 8LXVYIT2RY NOERL

NHRZ—T A M5, [Services]-[VPC]ZZEIRL. "VPC Dashboard"ZRE £ 9., X1 > EHMH
MD"Create VPC"Z&EIRUE T,

“Create VPC"EHE T. “Name tag”(C VPC %, “CIDR block”(C VPC THIAHT Y hD—TOF7 KL X
ZANLTLEEV, SORY RT—=TF7 RLADFHS B TRy bzl LTV ZEICRD Iz,
REDDRY ND—DTHET DI EZHITIHULET ., Tz, FEBODEER>TETEA.

Create VPC 0 x

AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2
instances. Use the Classless Inter-Domain Routing (CIDR) block format to specify your VPC's
contiguous IP address range, for example, 10.0.0.0/16. You cannot create a VPC larger than /16.

Name tag |test i

CIDR block [10.0.0.0/16| i

Tenancy | Default  :] i

Cancel I Yes, Create I

UX MR ENZ VPC HARRENFE T,
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Name - VPCID ~ State ~ VPCCIDR ~ DH
DEFAULT VPC- e s available 172.31.0.0/16 dog
B test VPC- o B available 10.0.0.0/16 dg

RIC, IRy hOERKZE LZET, "VPC Dashboard”® A =1 —h"5"Subnets"”= 2 Uwvw I ULET, X
(C. "Create Subnet”’R5>&20UwW I ULET,
Create Subnet

“Create subnet”BIE T.

“"Name tag”(C VPC 4.

“WPC"DTIA I A1 —M55%HD VPC Z3&EIR.

“Availability Zone"ZIBE I DIBE(ETILF DT> A= 1 —H5i#EIR,

“CIDR block”([CH TRy hTHIATDRY hD—07 RLX(VPC TIEE LT RLRADEHEEANTH D
BENHDFET, )

AU, "Yes, Create"®Uw I ULET,

Create Subnet 0 X
Use the CIDR format to specify your subnet's IP address block (e.g., 10.0.0.0/24). Note that block sizes

must be between a /16 netmask and /28 netmask. Also, note that a subnet can be the same size as
your VPC.

Name tag |private.test

VPC | vpc-w s (10.0.0.0/16) | test

Availability Zone | No Preference s | @i

CIDR block |10.0.0.0/24]

DX MCEENZY IRy MIRRESNE T,

DEFAULT subnet~ available vpc- (172.31.0.0/16...
DEFAULT subnet- - available VPC- e v (172.31.0.0/16...
amazon
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3.1.2. Virtual Private Gateway D%E

NAZ—T A ROV —=)LS, [Services]-[VPCIZZEIRL. £EX =1 —®D"VPC Connection”(C3&
2 "Virtual Private Gateway"Z2Uw 2O L. XA > EHE®D"Create Virtual Private Gateway”dD/R5 >
ZOUYIUERT,

Create Virtual Private Gateway

“Create Virtual Private Gateway”®iEH C"Name tag”(C VGW &£Z AN L. "Yes, Create"&®Uw
IUFRT,

Create Virtual Private Gateway 0 X

A virtual private i T unnel.
Name tag |vgw.test i
Cancel Yes, Create

UX MR UTE VGW BARIRESNE T, 1E LTz VGW ZEIR U, "Attach to VPC"Z20Uw O ULFET,

Create Virtual Private Gateway Delete Virtual Private Gateway § Attach to VPC

Q Search Virtual Private Gateways an X 1 to 3 of 3 Virtual Private G
Name ~ ID v State ~  Type
B vgw.test VQW- s detached ipsec.1

“Attach to VPC"DEE CT"VPC'" DT ILSF I SFIALIEL VPC ZiBIR L. “Yes, Attach”"& 21w 2
LET,
Attach to VPC ® X

Select the VPC to attach to the virtual private gateway

IVPC | vpe-m mm(10.0.0.0/16) | test s I

DX T, VGW D Status #ZHER L TS IEEV), BFBER(E"attaching” T HY. “attached”(C7x
DEBTET T,

,03 vgw.test VOW- attaching
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@ vow.test vgw-

3.1.3. VPN Connection O{ER

NARZ—T A ROV —=)LIS, [Services]-[VPC]ZZEIRL ., £X =1 —®D"VPC Connections”(C3
2"VPN Connections"Z2Uw 2O L. XA > EHED"Create VPN Connection"®M/RF>ZTUw I UFE
ED

=5« > UHE(BGP & Static)[CX> T, REHHEMNRRDET .

<BGP Diz& >

“Create VPN Connection”m5. "Routing Options”(C”Dynamic (Requires BGP)"(CF 1w T%Z A,
“Name tag”(C VPN JxRT>3 >4,

“Virtual Private Gateway”(CBIIET/ER LTz VGW Z3&EiR,

“Customer Gateway”" T"New”(CF T v T%& A,

“IP Address” Customer Gateway /T w2 IP 7 RL X% A /7.

“BGP ASN"(C ASEFESZAHNUL.

“Yes Create"& 0w O ULFET,

Create VPN Connection 0 X

Select the virtual private gateway and customer gateway that you would like to connect via a VPN connection. You
must have entered the virtual private gateway and your customer gateway information already.

Name tag |vpcconn.test i
Virtual Private Gateway | vgw- vgw.test

Customer Gateway () Existing (5) New

IP Address 203.0.113.100 i (e.g. 192.0.2.1)

BGP ASN) (65001 i

Specify the routing for the VPN Connection (Help me choose)

Routing Options [[@ Dynamic (requires BGP)f ) Static

VPN connection charges apply once this step is complete. View Rates

Cancel Yes, Create

<Static DIFE>

“Create VPN Connection”/5. "Routing Options”(C”Static”(CF T v TJ%Z AT,
“Name tag”(C VPN ORI >3 >4,

“Virtual Private Gateway”(CBIIET/ER LTz VGW Z3&EiR,

amazon
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“Customer Gateway” CT"New"[CF T v T%& AN,

“IP Address” T Customer Gateway ®/\TUw T IP 7 RL A& A,

“Static IP Prefixes”"[CA>TLZXTHHALTWDRY hD—OF7 RLXZAS |
“Yes Create"zUw I ULZET,

Create VPN Connection 0 X

Select the virtual private gateway and customer gateway that you would like to connect via a VPN connection. You
must have entered the virtual private gateway and your customer gateway information already.

Name tag | vpnconn.test i

Virtual Private vgw-e8760dba | vgw.test
Ci g (& New
IP Address 203.0.113.100 i (e.g. 192.0.2.1)

BGP ASN) 65001 i

Specify the routing for the VPN Connection (Help me choose)

Routing Options () Dynamic (requires BGP) (s) Static

Static IP Prefixes 192.168.10.0/24 i

VPN connection charges apply once this step is complete. View Rates

1 Z MZHERL U= VPN Connection &R RENZE9,
Name v VPNID ~ State

@ vpnconn.test VPN~ available

3.1.4. Customer Gateway 1> J«1 9L —>3>J74)D5FI>0—kR

Customer Gateway THIFET 230> T4 0L —2 3> @FENXR—AD RO Y —=)ILSS D> 0O—-RT
DTENTIEETT, AWSHID VPN IT> RiR-1> bdD IP 77 RL-X¥° IPsec D EANBTHBELH N TULE
IOT. CHEDMBEBCE SO>I —>3>TI7I)L2Fd0>0—-RUTLIEEL,

VPN Connection —&D k(43 "Download Configuration"Z2oUw 2O UZET,

Create VPN Connection J»CIE ) | Download Configuration I

Name v VPNID ~ State

@ vpnconn.test vpn-mem available

amazon
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“Vender”, "Platform”. "Software”hSZNETNDREICEHETCI> I JdL—>3a>x45F o> 00—
RUTLIZELN,

Download Configuration 0 X

Please choose the configuration to download based on your type of customer gateway.

Vendor | Cisco Systems, Inc. ¢ | '
Platform | ISR Series Routers + | (i

Software | 10512.4+ 3| i

Cancel Yes, Download

3.1.5. HIRY MDIV—F 1 DI RE

NAZ—T A ROV —=)LS, [Services]-[VPC]ZEIRL. £EX -1 —®D"Subnets"Z 2o Uw I UZE
T, AAVEEDOYX SR LUIEYTRY h=EOUYOL., BE TFOYTEEO "Route Table”5 7
x1)w2ULEYT, "Route Table:"®d rtb-h'SiEEBIL— bF—TILID ZOUYVIULET,

(/TGRS LTS Delete Subnet  Modify Auto-Assign Public IP
2 S & O
Q X 1 to 3 of 3 Subnets
Name v Subnet ID ~ State ~ VPC > Clt
ll private.test Subnetsmm— available I VpC e (10.0.0.0/16) | ... 10.
DEFAULT YT — available VPC- e (172.31.0.016...  17:
DEFAULT subnet- available VPC- e (172.31.0.016...  17:
subnet-9359b5e4 (10.0.0.0/24) | private.test _ N}

Summary Route Table Network ACL Tags

Destination Target

10.0.0.0/16 local

DX MBZEDIL— bF—=TILZRIRL. BE FOYTJEEOD "Routes" T =20y I LET, "Edit”
mOUYIUERY,

amazon
webservices™



Amazon Web Services - Amazon VPC VPN i&&GiRE S288

(o[- CRLINERE VB Delete Route Table

Q rtb- X 1to1of
Name ~ Route Table ID ~ Associated With ~ Main
[ ] rtb- 0 Subnets Yes

rtb-27aa5242

Summary Subnet Associations Route Propagation Tags

Destination Target Status Propagated

10.0.0.0/16  local Active  No

“Destination”(CA> T L ZRDFRY KD —07 RLA, "Target”(CERR L= VGW D ID ZAH L TKL
&0, (VGW DEEH—VILZEDhE D LEHARRENET ., ) TDE. Save ZOUvIULFET,

Summary Routes Subnet Associations Route Propagation
Cancel Save
Destination Target Status Propagated Remove
10.0.0.0/16 local Active No
I192A165.10A0/z4 vgw- I No X

Add another route

TT# I—FTa 2 IONEFRENFET,

Summary Routes Subnet Associations Route Pro}
Destination Target Status Propagated
10.0.0.0/16 local Active  No
192.168.10.0/24 vgw- Active No

amazon
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SfLr==

3.2. Customer Gateway D:EiE

TNZENOIERBORTEICDVWTEIRUET . CBES5DEIX AWS documentation M”Amazon
Virtual Private Cloud Network Administrator Guide”[CEE& L THNET .

http://docs.aws.amazon.com/AmazonVPC/latest/NetworkAdminGuide/Cisco.html

3.2.1. IKE Ds%E

VPN R CHITD. T —X1 IKE(A 24—y MEZIBTO ML) DREZITVETD .

Tunnel #A

!
crypto isakmp policy 200
encryption aes 128
authentication pre-share
group 2
lifetime 28800
hash sha
exit
!
crypto keyring keyring-vpn-xxxxxxxx-0
pre-shared-key address 72.21.209.225 key plain-text-password1
exit
!
crypto isakmp profile isakmp-vpn-xxxxxxxx-0
match identity address 72.21.209.225
keyring keyring-vpn-xxxxxxxx-0
exit

webservices™
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Tunnnel #B

!
crypto isakmp policy 201
encryption aes 128
authentication pre-share
group 2
lifetime 28800
hash sha
exit
!
crypto keyring keyring-vpn-xxxxxxxx-1
pre-shared-key address 72.21.209.193 key plain-text-password2
exit
!
crypto isakmp profile isakmp-vpn-xxxxxxxx-1
match identity address 72.21.209.193
keyring keyring-vpn-xxxxxxxx-1
exit

amazon
webservices™




Amazon Web Services — Amazon VPC VPN E#xiRE 2288

3.2.2. IPsec DENE

RIC. VPN #E#HRO I T —X 2 IPsec DEEXRITWVET,

Tunnel #A

!

crypto ipsec transform-set ipsec-prop-vpn-xxxxxxxx-0 esp-aes 128 esp-sha-hmac
mode tunnel

exit

!

crypto ipsec profile ipsec-vpn-xxxxxxxx-0
set pfs group2
set security-association lifetime seconds 3600
set transform-set ipsec-prop-vpn-xxxxxxxx-0

exit

!

crypto ipsec df-bit clear

!

crypto isakmp keepalive 10 10 on-demand

!

crypto ipsec security-association replay window-size 128

Tunnel #B

!
crypto ipsec transform-set ipsec-prop-vpn-xxxxxxxx-1 esp-aes 128 esp-sha-hmac
mode tunnel
exit
!
crypto ipsec profile ipsec-vpn-xxxxxxxx-1
set pfs group2
set security-association lifetime seconds 3600
set transform-set ipsec-prop-vpn-xxxxxxxx-1

exit

amazon
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!
crypto ipsec df-bit clear
!

crypto isakmp keepalive 10 10 on-demand

webservices™
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3.2.3. Tunnel >4 J 1T —XADHFE

Tunnel 1> JT—XICIP 7 RLAERELET, EBEDIL—FT« >T(FZD Tunnel 1 >4 1 —
AEFBALUTWET,

Tunnel #A

!
interface Tunnell
ip address 169.254.255.2 255.255.255.252
ip virtual-reassembly
tunnel source 203.0.113.100
tunnel destination 72.21.209.225
tunnel mode ipsec ipv4
tunnel protection ipsec profile ipsec-vpn-xxxxxxxx-0
I This option causes the router to reduce the Maximum Segment Size of
I TCP packets to prevent packet fragmentation.
ip tcp adjust-mss 1396
no shutdown
exit

Tunnel #B

!
interface Tunnel2
ip address 169.254.255.6 255.255.255.252
ip virtual-reassembly
tunnel source 203.0.113.100
tunnel destination 72.21.209.193
tunnel mode ipsec ipv4
tunnel protection ipsec profile ipsec-vpn-xxxxxxxx-1
I This option causes the router to reduce the Maximum Segment Size of
I TCP packets to prevent packet fragmentation.
ip tcp adjust-mss 1396

no shutdown

amazon
webservices™




Amazon Web Services — Amazon VPC VPN E#xiRE 2288

3.2.4. IW—F+1 DEE

BGP & Static THRERABHRRXDFIDT, TEBELLES0.

<BGP D& >

!
router bgp 65001
neighbor 169.254.255.1 remote-as 7224
neighbor 169.254.255.1 activate
neighbor 169.254.255.1 timers 10 30 30
address-family ipv4 unicast
neighbor 169.254.255.1 remote-as 7224
neighbor 169.254.255.1 timers 10 30 30
neighbor 169.254.255.1 default-originate
neighbor 169.254.255.1 activate
neighbor 169.254.255.1 soft-reconfiguration inbound
network 0.0.0.0
exit
exit

<Static DiBZE>

!
ip route 10.0.0.0 255.255.0.0 Tunnell track 100
ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200
!
ip sla 100
icmp-echo 169.254.255.1 source-interface Tunnell
timeout 1000

frequency 5

webservices™
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exit

ip sla schedule 100 life forever start-time now

track 100 ip sla 100 reachability

!

ip sla 200
icmp-echo 169.254.255.5 source-interface Tunnel2
timeout 1000
frequency 5

exit

ip sla schedule 200 life forever start-time now

track 200 ip sla 200 reachability

3.3. B){FiE:R

AWS YHR— X > OV —)LET[VPC]-[VPN Connections]Z&R L.

ZED VPN e V') w D

ULET., A >E@E FEBD "Tunnel Dtails"&® 2o Uw /L., "State”nN"UP"Ei> TWBZ EXEERLT

oo

Download Configuration

o % 0
Q X 1to10f1VPN
Name -~ VPNID ~ State v Virtua
B v — VPN~ available vgw-et
vpn m _ N — N
Summary Tunnel Details Static Routes Tags
VPN Tunnel IP Address Status Status Last Changed Details

Tunnel 1 |

W UuP 2014-09-06 15:04 UTC+9

Tunnel 2 EE m upP 2014-09-06 15:05 UTC+9

amazon
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4. 2E1FH

VPN SRE(CHED. TESDBEREISELLES0,

|

® Amazon Virtual Private Cloud Z1—H51 -1 R
http://docs.aws.amazon.com/ja_jp/AmazonVPC/latest/UserGuide/VPC_Introduction.html

® Amazon Virtual Private Cloud ®rwv D —OBEBEN 1 R

http://docs.aws.amazon.com/AmazonVPC/latest/NetworkAdminGuide

mAWS Black Belt Tech ='J—X Amazon VPC

http://www.slideshare.net/AmazonWebServicesJapan/aws-black-belt-tech-amazon-vpc

' webservices”



