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PROSPECTS FOR FURTHER PROLIFERATION
OF NUCLEAR WEAPONS

NOTE

This paper deals with a number of aspects of the potential spread
of nuclear weapons outside the five major nuclear powers, It includes
discussions of Indian vuclear intentions, the weapons development
capabilities and policies of a number of other countries, and the
potential for acquisition of nuclear weapons by non-governmental
entities. Most specific judgments on capabiliies and intentions are
intended to cover the next five vears or so, but longer term judgments
also are included in some cases.
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SUMMARY AND CONCLUSIONS

A, Inthe 1980s, the production of nuclear weapons will he within
the technological and economic capabilities of many countries. The
ance formidable barriers to development of nuclear weapous by na-
tions of middling size and resources have steadily diminished over
time. They will continue to shrink in the vears ahead as plutonium,
enriched wranium, and technology become more widely spread. Some
countries will consider nuclear weapons largely in terms of military
utility. The principal determinant of the extent of nuclear weapons
proliferation in coming years will, however, be political considera-
tions—including the policies of the superpowers with regard to pro-
liferation, the policies of suppliers of nuclear materials and technology,
and regional ambitions and tensions.

C. We helieve that Tsrael already has produced nuclear weapons.
Our judgment is based on Israeli acquisition of large quantities of
uranium, partly by clandestine means; the ambiguons nature of
Isracli efforts in the field of wranium enrichment; and Israel’s
large investment in a costly missile system designed to accommodate
niclear warheads. We do not expect the Israelis to provide confirma-
Hom of widespread suspicions of their capability, either by nuclear test-
ing or by threats of use, short of a grave threat to the nation’s existence,
Future emphasis is likely to be on improving weapon designs, manulac-
taring missiles more capable in tenns of distance and aceuracy than the
existing 260-mile Jericho, and acquiring or perfecting weapons For air-
craft delivery,

13 Several other countries—including West Germany, Sweden,

Canada and Ttaly—could have fabricated nuclear devices more easily,
from a technological and financial point of view, than India and Tsrael.
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They have refrained, and they are unlikely to be much influenced by
weapons acquisition in countries like India. The inhibitions facing
each of them are strong. In all, popular opinion i= strongly opposed
tor the acguisition of nuelear weapons, both on emotional grounds and
because such weapons would entail substantial risks—ol provoking
attack, of offending vital allies and of destroving existing mutual se-
curily arrangements, It would require very fundamental changes, such
as the breakup of major defense alliances accompanied by a substantial
increase in strife and tension throughout the world, to induce countries
like West Germany, Sweden, Canada and Ttaly to exercise their near-
term capability,

L. The Director of Central Intelligence, the Deputy Director of
Central Intelligence representing the Central Intelligence Agency, the
Divector of Intelligence and Research representing the Department of
State, the Director, Defense Intelligence Agency, and the Assistant
Chief of Staff for Intelligence, Department of the Army believe that
Japan’s situation is very similar to that of the other advaneed Western
nations just mentioned, They believe Japan would not embark on a pro-
gram of nuclear weapons development in the absence of 2 major ad-
verse shift in great power relationships which presented Japan with a
clearcut threat to its security. The Assistant Chiel of Staff, Intelligence,
Department of the Air Force and the Director of Naval Intelligence,
Departiment of the Navy, however, see a strong chance that Japan's
leaders will conelude that they must have nuclear weapons if they are to
achieve their national objectives in the developing Asian power balance.
Such a decision could come in the early 1980s. 1t would likely be made
even sooner if there is any further proliferation of nuclear weapons, or
slobal permissiveness regarding such activity, These developments
wonld hasten erosion of traditional Japanese opposition o a nuclear
weapons course and permit Tokyo to cross that threshold earlier in the
interests of national securitv. Any concurrent deterioration of Japanese
relations with the Communist powers or a further decline in the credi-
hility of US defense guarantees would, in their view, further accelerate
the pace of nuelear weapons development by Japan.

F. Less sweeping changes could induce one or another of the less
advanced nations to mount the sort of nuclear effort India and Tsrael
have made., Smne states, such as the Republic of China, Argenting and
South Africa, will be much influenced in their decisions not only by the
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general course of proliferation but by such factors as growing feelings
of isolation and helplessness, perceptions of major military threat and
desires for regional prestige. In each of thess cases, any weapons ca-
pability probably would be small and delivery probably swould depend
on aireradt, though there ds some possibility that one or another might
Lie: able to purchase a nuclear-capable missile system from a foreign
.liu]_}[yll'cr.

G, Taipei conducts its small nuclear program with a weapon option
clearly in mind, and it will be in a position to fabricate a nuclear device
after five years or so. Taipei’s role in the world is changing radicallv,
andl comeern over the possibility of complete isolation is mounting, Tts
decisions will be much influenced by US policies in two key areas—
support for the island’s security and attitudes about the possibility of a
nuclear-anmed Taiwan, Taipei's present course probably is leading it
toward development of nuelear weapons,

M. Argentina’s small nuclear program is being pursued vigoronsly
with an eve toward independence of foreign suppliers, It probablv wiil
provicde the basis for a nuclear weapons capability in the earlv 19505,
Argenting has no apparent military need for nuclear weapons, hut
there is strong desive for them in some quarters as a way to angment
Argentings power vis-a-vis Brazil, Over time, in the absence of strong
international pressures that stop nuclear weapons acquisition else-
where, there is an even chance that Argentina will choose o join the
nclear oluly in a small wav.

. Inthe short rum, South Alrica is of more concern in the proiifera-
tion contexl as a potential supplier of nuclear materials and technology
than as a potential nuclear weapons power, 1t controls large vranium
deposits, and it upparently has developed a technology for enviching
vraniom that could be wsed for producing weapons-grade material,
South Alrica probably would go forward with a nuclear weapoas pro-
gram if it saw a serious threat from African neighbors beginning to
emerge, So serious a threat is highly unlikely in the 1970s,

I, Other candidate countries—Spain, Iran, Egypt, Pakistan, Brazil
and South Korea—would need at least a decade to carry out a nuclear
weapons development program, One or another might detonate a de-
monstrative device earlier—perhaps considerably earlier by using pur-
chased materials or by obtaming extensive foreign assistance, Each of
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these countries is subject to a different set of motivations and pressures,
Some have enemies already making efforts in the nuclear weapons
field; all will be concerned with such efforts on the part of neighbors
or potential antagonists, Some will be interested in nuclear weapons
for their presumed prestige value. Unless countries opposed to prolifer-
ation—particularly the US and the USSRE—find ways to stop the spread
of nuclear weapons programs before these candidate countries are in a
position to go forward, at least some of them will be motivated to join
the nuelesr race, The strongest impulses will probably be felt by Paki-
stan and Iran; Egypt and Brazil now appear to fall into a second cate-
gary of likelihood,

K. France, India and Israel, while unlikely to foster proliferation
as a matter of national poliey, probably will prove susceptible to the
hire of the economic and political advantages to be gained from ex-
porting materials, technology and equipment relevant to nuclear
weapons programs. And most potential proliferators are on good terms
with one or all of them,

L. It is theoretically possible for a country capable of developing
a nuclear weapon to do so covertly, up to the test of a first device. And
a test is not absolutely necessary. In practive, indications of such a pro-
gram are virtually certain to reach the outside world, But most coun-
tries will seek to maintain the tightest possible security with regard to
any military nuclear activities, and information is likely to be inter-
mittent and inconclisive. Indigenous ballistic missile delivery systems,
on the other hand, would be readily identifiable early in the develop-
ment cvele, and missile svstems obtained abroad would not remain
wndetected for any significant period,

M. Covernments backward in the nuclear field and anxious to ac-
quire a token capability quickly are more likely to try Lo steal weapons
than fissionahle materials, despite the fact that the latter are less well
protecied. A country capable of developing and producing its own nu-
clear device is highly unlikely to try to steal weapons, but one might
seck fissiomable matevials by thefl or diversion. Competently done, di-
version might go undetected,

N. Terrorists might attempt thelt of either weapons or fssionable

materials, They could see the latter as useful for terror or blackmail
purposes even if they had no intention of going on to fabricate weapons,




‘*rur-sc-cnal__

/

Muclear Activities of Selected Countries
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DISCUSSION

1. Five nations—the U8, the USSH, the UK,
Franee and China—have averf, substantial
nuclear weapons progroms, India exploded a
device, labeling the event 2 “peaceful nu-
clear explosion” in May 1974

Wi

Beleve Tseael already has nuclear weapons,
thongh the Israclis have been quite sucoessful
in concealing their program and denying out-
siders abwolute proof of thelr weapons capa-
Lility, A number of other countries are tech-
nologically enpable of producing & weapon in
the foresecalde future, although none now ap-
pestrs committed to such a course. They range
from conntries like Canada, West Gepmany
amcd Sweden—with near-torm capabilities but
miinimal incentives—ito those like Sowth Africs
amd Taiwan—where the nuclear weapons op-
tiowe 35 nore distont in time bt potentially
more attractive from the politice-military view-
jpoinl.

L The once formidable technolegical and
econopic barriers to development of nuclear
weapons capalilities by nations of middling

Torsecag| VA

size and resourees have steadily diminished
over time; they will continee to shrink in the
vears ahesd. Fissionable materfal—the first
essential of a nuclewr weapon—is hecoming
more readily available thronghout the woold.
The knowledge necessary for making a weap-
on iy spreading. Many of the facilities for proe-
essing nuclear materials are hecoming com-
monplace, leading—among other things.to
a decrease in the incremental costs of o weap-
ons program. More and more countries are
enfering into or expanding domestic programs
in fields such as metallurgy and convenlional
weapons that provide & basis for nuclear weap-
ons fabrication capabilities.

A Thos, military wtility and political conse
guences as perceived by national leaders will
increasingly  dominate the fufore noclear
weapong decisions of those states now having
little or no nuclear wespons capalility. Mili-
tary utility will probably he the overriding
consideration in any case where a nation per-
cedves an urgent military reguirement; in most
instences, however, domestic and internation:]
pelitical considerations are hely to be the key
determinants.
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I. THE BARRIERS TO PROLIFERATION

A, Technolegical Requirements

4. Matural wranium, the source material for
the two most commonly used fssonable ma-
teriadi—Uranivm-233 { U-2353] and Phatonium-
239 I:Pl.l-ﬂ-aﬂﬂi.h‘ shoundint enongh o that
mitey nations have domestic resorves that are
{‘_;ILLJ'Iu:;Ltiﬂ|||,: ol prosent market prices, [ See
Table } Others {cg, Indin and Tsraeld aree
exploiting domestic uraninm that is not ooo-
e in world market berms,

30 0 the two priary weapons materials,
plutenium 5 the one that most aspiraets to n-
clear weapons could obtain most readily, 1t s
prmfur;ﬁ] h_-.-' |Jl|'|1||ll:lil.ll::|illg V=254 with meulrons
i noelear rewetors { the treachation process ).
The negmiwm that serves as fuel for the reactor
containg both U235 and U-235 After the foel
his becn irvacdinted, it contains a misture ot
weaninm, photoninm and many fission prod-
weks, Plutondum can be seporated From the i
raclicted fuel by a chiewmicad process in g cheni-
il separation plant. As of mid-1974, there are
L conntrics aside from the five nuelesr powers
withy o totpl of 53 LJI'I-:"'I':L“I'H'IILIJI electric JHET Or
veseaels venctors capalile of produciong up to a
total of some 8 metre tons per year {mtfv)
of plutoninm, By 1450, we anticipate that 24
.-\.||4_'|:| oty ey ‘.-.'i" |'|;_'|'.-'!! ;_|l:l|r||| 157 '\sl.lu'l'l L1
actors capable of producing up to 30 mtfy
Mamimiving the Pu-239 content for weapons
st v lves Treguent el reloadings, requiving
significuntly larger uranium supplies than no-
mal aperation and greatly inereasing the cost
af the electric ey 1'|:|l::l|:]|k.'|!|:!. This can mast

readily be done in a nature] oraniem reactor
designed 1o permit el rod replacement with-
out interrupting power-generating operations,

i .-‘l.[lﬂrrl:llh"u[}-, A &Epko m'-r!icim?_' o nnclear
capability could opt for a weapon based on
U-235, rather than plutonium. Matural vraninm
contains only some 071 pereent of U-235, the
ssotope essential for nuclear weapons utilizing
wraninmn as the source of an explosive cham
reaction. It nuist he highly enriched for weap-
T e crevfchment to over 5 peroent b Fers
the best combination of explosive potentia
and weapon size. The method of enrichment
commaonly nsed to date is gaseous diffusion®
Thiz methed has not Been practical on a small
seale and faeilities have heen built anly by the
Five muclear powers, althoush o French-led
consortium { Buredif ) including fnancial par-
ticipation by Italy, Belgium and Spain——and
possibly Libya—will soon begin constroction
of @ 82 Lillion plant in southern Franee that is
e for operation in 1980 or shoctly thereafter
and intended to provide enriched uraniom for
reactor fuel B

T. The first enriclwent method saitable for
sotell-seale aperation to be proved feasible for

“In this process, nabural asniom o the o of
waseoms oraninm hexmbheoride iz pumped or diffused
1]|rm|![I|. g barrier conkmining n very large mambier of
pores of very small diameter. Became U235 s
lighter nned therefore diffoses  more |'.'.|_1':||I:.-' lian
1238, a larger Fraction of the original smoont of
15:255 sweceeds in doing so. Throoeh many repeti-
tioms, ilse pos i enricled m 12295, antil the desiped
eurichment is achieved. Since the gos et be pumpenl
hy o compresser run by an electric modor st each
stage, nn entrmaus amonnt of electric power s com
sl

"The 5;|:|hi'-e:|:1. af  waorldwide  commersdal  demand
for enriched wraininm Tor peacelal purposes will b
treated in o fortheorming NIAM, The Neclear Fael
Markeot 'J'Jl.r:ru,"_".rl 1000, schednled for |_1||'|:-|'i|,:|rir||| n
Oiober 1974

7
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Plutonium Weapon Production Cycle
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commereial wse for reactor fuel was the gas
centrifige. The VK, West Germany and the
Netherlands, in o consorthum called Urenco,
are plomecring the commercial nse of gas con-
Brifuges b envich srnium for power reactor
fucl. Ureneo has begun construction of two
plants scheduled 1o be operational in (976 that
will be large enongh, in combination, to pro.
vide about enough fuel for one large reactor, Tt
is negotiating ten-veay contracts for engich-
ment services, and it plans to have cnoogh ea-
pacity to setisfy the fuel needs of 25 major
veactors by B85, Iutensive rescarch on gas
centrifuge enrichment s also going Torward
in Japan, which plans a pilot plant by 19580 and
a prodnction facility by 149835, and consideralile
effort is being devoled to the |Jn'l(“ﬁb by &
number of otlur countries.

"The contrifuge process fuvolves hilith speed spin-
wing of uranism in maseous form in eylindrical con-
taivers thraogh many itepptions, with the lghter so-
tope (10205} gothering fowards the center of the
tulue

5. Several other enrichonent methods are
under development—notably the Becker jet
wiesle techniogue, laser isotope separation and
an unknown South African process® Most of
the work on the Becker process has been done
in West Germany, supported bath by the gov-
ernment and by a private firm. The several
possible laser techniques and processes ave in
their infaney—rthey are being porsued prin-
cipally in the U8, the USSR, Furepe and Is-
r:_‘|1'|.

9. SBouth Africa is building a pilot enrich-
ment plant that probably involves an aceody-
namic process—perhaps similar to the Becker

*One of several acmodvnamic methods, the Recker
techidoue bolves Forcing 4 jet stream of a guseous
wrandom miture alenar o eurved wall, with the
heavier Gsotepe vempining close to the wall, the lighter
oie enllecting away from it and the fractions bing
separated by a knife edie, Laser technlques are based
o the nse of laser beams 1o jondee or otherwlse {so-
late a sehected imcHope aheiler of |_'|r,_-'|'|'|'i|,||1'||I su‘phur
ar some other slement——ahich cap then be pemogved
by electrical or magoetic attrmetion or by changes in
shemical nokivity.

TO i)
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jet meezle. Construcetion: began on this plant
in carly I8TL, following the Prime Minister's
July 1570 annonneement of the development of
a new technolagy tor corichment that wonld
b eeommnically competitive with other estal-
lishod methods. It has been announced that
the pilot plant is o begin partial operation in
1974, After feasibility stadies, a full-scale pro-
duckien facihibty is anticipated, which is to he
financed pertly by forcige sources and  will
involve smne sharing of technology, The one
ks prssible folure partoer is the Gennan
Birme that has been backing development of the
Biecker jol nozele and @ parlicipating in the
South Alvican feasibility studies; JTapanese par-
ticipition at the stady stage alse is rumored.

16, Interest in enviched wraninm does not
necessarily indicate w desive for weapons. Most
power reactors utilize slightly enriched wea-
nivm as fuel, and dependence on the Us—
which until recently was the only commercial
sontrce of enriclied uraninm-—or on the other
major powers as suppliers of a4 commodity
vital 1o national encrgy output strikes many

[

wgers a5 undesirable on both economic and
political grounds, The intensive work being
done in many places on euvichment technology
leads us to beliove that techpical kbnowledre
necessary 10 prodhuce weapons-grade araniom
is likely to become inereasingly available. As
rew reactors using enviched uraninm are built
throughout the world, supplies of low enrich-
ment wraninm will become common. Enrich-
ment plants Lo gerve the resetors will become
e widely spread. Liow envichment material
can e upgraded vapidly by relatively small
enrichrment plants. Conversion of a gaseous
diffusion or Becker nowele facility from a low
enrichment end product to a high enrichment
ome requiires extensive modification. Buot a gas
centrifuge plant which can prodoce slightly
enriched vraninm can be used to produce
weapons-grade  material without  substantial
medificalion,

11, A country secking o demonstrative .
clear explosive device or a weapons capability
can chogse to develop a simple gun-assembled
device employing U-235 or o more complex
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sphorical implosion device employving either
U235 or Pu-23% A guncassembled device, in
which two suberiticn] masses of wraniom are
ipriclly Teomght tomether in a mun barrel type
arrangenent, has the advantages of being sim-
ple in concept, inherently rogged snd casy to

elisipn.
able m

|

foplosien devices, I which spheres ancd[or
shefls of wrandum or phetonium arve capidly
compressed Ly detonation of the high explo-
siver charge sarrovncing them, are more com-
plnx, e |_t:|'ij'1," {:I'Ill:iil,tl,"l'il.l‘_lj}l' FIOE L!l,:'l.-'r,']l.:lp:l'|1|._'|'|1_u]
research wnd amore sophisticated technologi-
eal base for thedr manufacture.

12, If acecess to kilogrun quantities of fis-
stonable material is available the teclnological
resovrees rogquited for the development and
lesting of a simple ymclear explosive device are
not very great. Muoch information on the fune-
Honing of @ simple gun o implesion assembly
with a [ission _@'i(!fl] in the wemidnal rang: iy
been published in open literatore. TC @5 gen-
crally known that pluboninm s unsuitable
for use in gon-assembled  deviees. Critical
tsses v Laen [Jl;‘l'l'rli.\hl'ﬂ T xphr_-]'q:_\: of
plutenium and cariched wraniom of various
isotopic contents and with difforent confimra
tins of mentron reflectors, With these hasic
datn, a combination can be selected that will
b appropwiately suberitien] untl the high ex

plosive s detonated

Moreover, experimental techniques for study-
ing high speed detonations and hydrodynamic
miaterial behavior that are needed For the move
soplisticated designs wre widely nsed in the
field of conventiona] ordnance. Onee & country
had detonabed a First device, it conld move on
to reduce size and weight and to increase the
eHicieney of use of fissionable materis)

13, The cost of a program boe prodacing a
fowe Enw-vield fission weapons per year is not
prohibitive for any conntry with & modest in-
dustrial and fechoological base, Begioning
[rom seratch, a program to produce one or o
weapans per year prohably would eost at least
$200 million hefore testing an initial device
would be possible, This figure wonld inclode
capitil investment on the order of $30 million
for necessary facilities for research, produc-
tioty el testing, aned some $150 million to
cover operating expenses for research facilities
for at least five years and production facilities
for twn wears, For o peogream to prodies 15-H)
fossion weapons per vear, the costs prior o a
first test or deviee probably would bhe $500
million to $600 million, of which st least half
wanlid be capital investment in {acilitics.

14. Mo potential producer of weapons is to-
day in quite the state of innocence assumed
by the foregoing cost estimates. As a result of
widespread publication in the moclear Held,
competent persenne]l conld redvce the tine
aieed expense required for research and devel-
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opiment, All faeilitics essential to weapons pro-
duction except o weapons fabrication plant
can be justilied as necessary for a povwer pro-
grmom, Many nedions already have all or most
of the requisite facilities, By delerving a de-
ciston to manufacture weapons until comple-
tivn of all facilitics required for production of
fissinnable materials, the cost of weapons pro-
duction can be limited to the additional ex-
pense  incwred for research,  development,
falwication and testing of actual weapons. A
Fabricating Facility necd cost no more than a
Fiwe million dellars, IT it is assamed that all
other necessary faciliies are developed within
the: framework of o peaceiul uses program, a
country today probably could operate a pro-
gram for production of one or bwo weapans per
year, plus on-going vesearch and lmited lest-
g to fmprove the weapon desizgn, for about
£10-15 million per vear, A larger progeam o
prsluee 15-30 weapons per year, including on-
poing research and testing, might cost somne
#20-30 willion per year

15. A number of countrics have alreacy
spent considernbly more on their nclear pro-
grams than the smovnt estimated as the mini-
mum necessary to aeguire a capability for
weapons prodoction, without actually sequic-
ing such o capability, Funds have been spent
for research and facilities not divectly reloted
to capahility for weapons prodoction. The ad-
ditional amonnt that cach would have to spend
it it wished to produce weapons depends on
the natore and status of its present program,
and of cowrse on Hue size of the weapons pro-
e desired.

B. International Restrictions

16, In an effort 1o peevent or limit the
spread of nuclear weapons, much of the inter-
naticrnial community bas joined to construct

o S

barriers to Further proliferation, These include
the Treaty on the Non-Troliferation of Nu-
clear Weapons § NFT), test-han Ereaties, amd
international inspection agrecments, Elaborate
controls om the use of nuclear materials, called
safeguards, have been devised.

Sofeguords

17, Undder the provisions of the NPT, now
safeguands arrangements under the auspices of
the International Atomic Epergy Association
[TAEA ) have replaced or will replece most
bilateral and trilateral safeguards areange-
ments, The objectives of applyving TAEA safe-
enards to nuclear materials are: {a) the timely
detection of any diversion of significant quan-
titdes of material from peacefn] nuelear activi-
tics, and (b) the deterrence of such diversion
by the risk of early deteetion. To detect dives-
sion, the TAEA must verify the quantitics and
focation of saferuarded noclear material. Ap-
plication of uniferm safeguards on a broad
Liasiz, eovering entire naticoal nuclesr pro-
grams, probably will be more offective than
the multiplicity of systems and methods that
higve been wsed to date. For those countries
who lave signed the NPT, the possibility of
heing detected in a vielation will be a strong
deterrent to diversion of safegnarded nuelear
materizls into weapons production.

1B, The IAEAs safeguards under NPT
poreements are applied to processed uranium
in all peaceful nuclesr activities carried on
liw all parbies to the Treaty other than the
maclear-armed signatories—the US, the USSR
and the UK—with & view to preventing diver-
sion of nuclear material from peaceful nses o
nuelear weapons or other nuclear explosive
devices, Thirty-three countries were covered
by such agreements at the end of July 18974,
although only 19 of the countries had nuclear
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NUCLEAR SAFEGUARDS

INITIATION

& lropozed by NPT or by suppliers of vuclear materlals andfor equlpment or
wisune] unilaterally by recipients

PURPOSES

& Datect diversion of mabecils o wopethovized wies
o Deter such diversion by providing high likelihood of detection and of ad-
vepse palitical and cosnoanio comsequencoes

SCOPE
# Becordieoping and record pudit—to maintain fullest possible accountability
o Influence over facilities design—to Facllitate aceurate clecking

& Equipment such as tmnperdndicating seals wnd surveillaners devices
& Inspection for independent verifieation

CONTROLLING AUTHORITIES

# [AEA {Internattonal Atemic Energy Agenecy )
— in conmection with &l translers of relevant materdals and equipment
from any party to the NFT o any ather countey
—an mest prrangenwnts predoting the NPT and involving a porty o it
— on somd arrangements entered into by non-parties who have neverthe-
less given jurisdiction 1o the TAEA

& EURATOM [same membership as European Econamic Comanunity )
— almintsters own independent safeguards in all member countries
= uneder ngreciuent recently negotinted and approved by TABA Beard of
Governers but not vet catified by member conntries, will fulkill [AEA's
safeguarding functions in Germany, Traly, Benelux countries, Dermark
anel Trelpnd

& Supplier Governments
— sometimes impose conditions that supplerment or substitete for safe-
puards of multinational bodies

NELIABILITY

@ JAEA system cannot provide absalute assurances that nuclear materdal has
el beeen eliverted

@ Supplier governments impose conditions that range from extremely stelol te
extremely Lax

LIMITATIONS

o Major pawer signatorics of NFT—noo means for assuring compliancs:

o Other signatories of NPU--only declured Facilities are oovered; areas subsject
o inspection are narrowly defined, surprise inspestions are not practiced;
mnterials used for pon-explosive military purposes are exempl

& Important non-signatories of NPT | France, China, Lamel, adia, Spain, Smsth
Africa, Argenting, Brazil }—safeguards veluntary or non-existent

& LAEA mjn'gnarﬂs uncher non-MNPT ;grrrmmh: ArQe :inte'r]:-rt-l:t'\c] I:f:r SOMLE conn-
tries as permnithing perceful wmoclear explosives

L
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programs  significant  epough to he  safe.
arded, TAEA safegnards also are apphed to
selected noelear activities in po-NFT parties
with a view toward ensurlng that the special
fissionalile ar ather mu{r_'r_ia[s, SEIVICES, L':qui[ll-
ment, facilitics. and informstion under Agency
controls are not wied in such a way s to fur-
ther auy military  porpose. Fortyame soch
agroements are in force dealing with specific
Facilities in 21 non-NPT countries, plus the
US und the UK. Examples are the two US-
supplind  power reactors at Tarapur, India;
the two Canadian-supplicd power reactors in
Rujasthom, Tndia; the research  seactor  af
Mahal Soreq, Isracl; the major {raction of the
Japanese and Swiss nnclear power programs,
aned resesrch reactors in Argentina, South
Alrica and Hrazil,

. Howsver, no safeguard system can pro-
vide absolute asurance that no fissionalle
material is diverted to weapons nses, Small
undetected diversions are possible even with
thorongh inspection. Nuclear processing in-
volves lost material in amounts that cannol
be so yrecisely aceonmted for ag to make di-
wersion impossible. In practice, accomntability
is even less precise than it technically could
be—hecanse the TATA lacks funds to buy the
best possible equipment and because the most
effective inspection methods would interfere
with economieally optimal operating methods,
Moreover, some anthorities (eg, France) set
relatively lax standards in their bilateral agrec-
ments, Inspectors do not have free run of -
clear facilitics; becanse of deep concermn in
some conntries about the possihility of jo-
dustrial espionage, areas subject to inspection
are narrowly defined, More importantly, safe-
wuards detect diversion only after it has oc.
curred; & conntry with a large stockpile of
{issionable material can violabe the tresty and
face the consequences—at a minimum, the

suspension of nuclear cooperation and supply
by most other signalories—afterward.

20, The largest shorteoming, of course, is
the number of countiles where materials are
not subject to inspection under the NPT, Main-
land China, France, India, Israel, Braeil,
Argenting, South Africa and Spain have not
stgned: most are unlikely to do 50, Each is im-
portant 4s a potential source of technology or
nuclear materials. Mareover, the major power
signatorics—the U5, the UK and the USSR—
are on their hunor to refrain from providing
agsistance in muclesr weapons development to
non-muclear states, hut no means exist for
assuring compliance, While cach appears sin-
cerely opposed to proliferation, none can
guarantee that sl their citizens and govern-
ment officials will abide by the treaty, Com-
petition among the major nations supplying
nuclear materials and equipment is likely to
erade the effectiveness of safegnards in the
ferture. Continuing growth of nuclear power
programs, with mereasing numbers of facili-
ties to e controlled and ever growing amonnts
of fissionable materlals meving in world mar-
kets, will add to the problem.

Protection of Existing Wenopons

21. Numerieal abundance and geographical
dispersion also magnify long-stunding prob-
lems in assuring the security of existing nu-
clear weapons from theft, As of mid-1974,
there are well over 50000 nuclear wespons in
existence, scatbered at many mmdreds of loca-
thons around the world, The US has elaborate
programs, involving phvsical scewrity meas-
ures for stoved weapons, procedures designed
to minimize risks inherent in shipment, and
selectivity applied to personnel ghven access
to weapons. As a further barrier to detonation
by an unanthorized party, some US nuclear
weapons are fitted with devices reguiring spe-

/£
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cial coded instroction pricr to activation. The
UK and France use similar approaches to the
security of their weapons. It is reasonable to
belivwe that the USSH and China are also
wery carcful, and the volnerahility of weap-
ons within their borders probably is reduced
by the rostrictions ou personal frecdom and
travel charpeteristic of Communist socicties.
There 5 no reason to belisve that any nuclear
weapon has been misappropriated anywhere
in e world. As with safeguards on materials,
however, absolule assurance about future se-
curity is impossible. And prodence would re-
quire any observer to eredit the thieves of a
weapon with the potential eapability to deto-
nake it or release il toxic material content.

Il. CAMDIDATES FOR THE DEVELOP-
MENT OF NUCLEAR WEAPONS

22, For those countries technically capable
of producing wespons, the governing factors
in thelr decisions up to this point have heen
political and military—safeguards and inter-
pational pressures have rotarded the pace of
proliferation bt oot prevented it The US
and the USSR have devoted very substantial
attention and resources to discouraging their
separate sets of allies and friends from de-
veloping independent capabilities, bot France
and mainland Ching have procesded to ac-
quire significant inventories of weapons, Tn-
din has detonated a device; we believe Isracl
has weapons in being, Other countries which
conld maore easily have prodoesd a wespon
from n techoclogical point of view—eg,
West Carmany, Japan, Canada and Sweden—
have refrained. In the following section, there-
fore, wo discuss the future of nuclear weap-
ong programs in 4 oumber of eountrics in
terms of the political and military parameters
that will influence governmental decisions as
well g5 in terms of technological capabilitios.

il
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bevond & shadow of & doubt. But several
bodies of information point strongly in the
direetion of 2 program stretching back over
a number of yesrs;

(@] Israel has gone to great effort to ob-

tain uranium concentrate. 18 has sought this
material c]andmtine]}fr—g—

|

(e} Dsrael has invested  heavily in s
costly missile system that is ineffective For
precision delivery of conventiona] weapons.

Facilifies ond Progroms

B. lsroel

T We helicve that Israel already has pro-
duced and stockpiled @ small number of fis-

i WO,

it canmol
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45 The fact that Israel has made such g
large investment in the Jericho missile sys-
tem-—which is enly marginally useful iF awrmed
with ligh explogive warheads—is compelling
substantiation for the judgment that Israel has
miclear weaponz,  Development  began o
France in 1983, was transferved to Isracl in
15968, and was prolably completed ahou 1970,
The missile itself is essentially wochanged
fromm the original French design However,
the Tsraelis replaced the origing] inertial guid-
anci systemn developed by the French with
pne of their own design which is based on
components produced in Tsrael under livenses
from US comypanies.

44, The Jericha is a mobile, two-stage, solid-
propellant, shert-range ballistic missile system
with both tactical and strategic importance in
the Middle East context. {See graphic.) It is
abont 43 feet long, weighs almost 15000
pounds and has a reentry wvehicle that prol-
alaly weighs sbout 2,200 pounds, Tts maximam
range is ahout 260 nm and the circular error
probable (CEP}) at that distance is estimated
tor be about 0.5 nm,
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453, Development of the missile s the re-
spomsibility of Tsraeli Aireraft Industries (IAT),
which has constructed a mumber of facilities
for both production and testing, These include
solicl-propellant production facilities north of
Tel Aviv, motor research and. development
fueilities near Haifa, motor production and test
facilitics at Ramla (about ten miles southeast
of Tel Aviv), and o missile pssembly and
checkout plant at nearly Hoter, A test range
is in the Yavne sands—an area on the coast
south of Tel Aviv.

47, The Jericho missile was designed by the

French ta carmy nuclear as well as conventional

warheads.
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C. Republic of China ({Taiwan)
Copabilities

3% In connection with an ambiticus pro-
grue for procorement and operation of -
clear power facilities on Taiwan, the Re-
public of Chiva (ROC) @& gradually develep-
ing a potential lor the production of nucleas
weapans, There @5 strong military association
with nuclear progeams on the island, and we
belicve teilities are being developed  with
conseivs intent f keep a nuclenr weapon
oxptiom oppens, et it will e at least five vears or
s before the ROC &s oo position to fabri-
eate a miclear device,

34, Muost III[[[t:ll’}'-l'q.'[i'ltl.:l:] nnclear Programs
are centered ab Longtan, Prior to 1973, the
military-controlled portion of the nuclear pro-

T OPSeeReLl__

gram was conducted at the Chung Shan
Suienee [nstitute, established after Pekings
first nuclear test under ordes to provide a
nuclear weapons research facility. It conducts
nuclear research, missile development  and
related electronics research. A 1973 spin-off,
named the Tonstitnte of Noclear Eoergy Re-
serch (INER) remaing collocated; it was
pitblicly placed under the civilian  Atomic
Encrgy Comncil bat wae heliove it iz still
subject to strong militury influence and s
coruducting  military-related  research.  The
physical security of the Lungtan facilities is
owne]]onl,, and our information on acHwvities
there is tar from complete, but known pro-
jects are applicable to weapons development.

7. The centerpicce of the Langtan facili-
ties iz the Taiwan Hesearch Reactor, a 40
MW heavp-water resctor built by Canada
which has been in operation sivee mid-1573.
This reactor, similar to the CIRUS reactor
in Inclia which produced the nuclear materials
uscd in the Tndian test, is capable of produe-
ing enough plutonium for one or two weapons
annually, her facilities inchade an almost
vompleted  pilot laboratory For reprocessiog
tuel plates from small testing and teaching
reactors, & fue] fabrication plant with a capac-
itv of 25 tons of fuel per vear, a hat Tabora-
lory for handling spent fuel and  various
cther laboratories. Selentists at INER are
designing o unigque sort of 135 MW natural
nranitm-fueled power veactor for domestic
production. This reactor would he switable
for plutonium production, ot actual con-
struction of such a facility wonld he a long
and  difficult endeavor and  wmay not he
achievahle.

5. At present, the nuclear Pi;n]:i of the
Tadwan  Power Company  (Taipower)  wre
bused entirely on imported reactors, Two 836

|/
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MW plants are under construction and due to
corne on Lline in 19758 and 1976, Contracts have
been et on two 985 MW plants; bids are
curtently  under review for two more of
similar size. Foture plans call for two maore,
of L300 MW each, Teipower omee con-
sidered purchasing Canadian natoral uraninm
resictors, but all conteacts signed to date have
been with the US for veactors requiring en-
riched vrunium fucl.

a9, Tarwan has wo  chemical  separation
plant; it has been seeking one for "several
yenrs, Aftor an wosuccessful attempt in 1972
ta buy one in West Germany, it {tumed to the
US. A strongly negative US response led to
Taiwanese assuranees that attemns to obtain
n reprocessing, capability wonld be dropped.
Subsequently, however, reports were received
of continning attemnpts to obtain a separation
plant from Franee, With separation tech-
nology widely available and a number of
manulacturers  selling  the equipment, the
Taiwanese should encounter no great diffi-
culty in obtaining & prodoction.size plant it
they are determined to have one,

gk Taiwan is dependent on Foreign sources
boths For wranium and for the heavy water
maderator required by the CIRUS-tvpe re-
actor, Canadn haes provided  enough fuel,
under safegpnards, fo operate the reactor for
research purposes for about four vears. And
thee HOC has bought some 112 tons of safe-
guarded wruninm from South Africa via the
UK—enough fucl for another 14 years, If the
reactor were aperated for the production of
wenpons-grade  plutonium,  fuel  presently
available would last for about five or six years
and produce enongh materin] for about ten
wenpons, Dependence on imports could not
b eliminated in the foresecable future, how-
ever, a5 Tabwan has no known urandam de-

Talwan: Faclillies Suitable for a Plutorium Weapon
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posits. But constmetion of 2 domestic plant
for processing uraninm concentrales into metal
and & domestic heavy water facility are pos-
sible. These would leve Taiwan dependent
on outsiders only for wranium concentrates,
which are much more readily available on the
world markel.

61, At this stage, there is no evidence of
ROC progress toward development of a -
clear delivery system which would pose a
credible threat to Mainland China  targets,
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G2 Tafpel wes an origina] signatory of the
NPT am movved rapiilly to vatily it; all known
nueclear Facilitics on the island nee safemnarded
materiale, Floswever, it was capefled from the
IAFA in December 1971, i response to Pe-
Ling's demands. TARA has continued to make
inspections on Taiwan, but the ROC conld re-
fuse b aooess at any time. Under these cir-
cumstences, the CIKRUS-type reactor would
e Freo of salegnards, USsupplied reactors
are less valneralile, in practieal terms, b such
:1l.'l,:i|::||:|1 1!'.::':.: mre .HI.IIj':'i:l to Dilateral TS safe-
guardys and regquive slighitly enviched rmniom
which Twipel nmst import,

G35, Uven assuming that JROC suthorities
wore willing to abrogale safernards and to
inwest heavily o nwclear processing Facilities
they nwow lack, they wouald be some vears
fronn attainment of @ weapons capability. A
chemical separation plant wonlid take several
years to ol Testing and  weaponization
wottld reqpuire two or three years, onee weap-
ops-grnedo plotoninm was availalile, Al things
considered, we think it would take o decision
in the Douseslinte falore and  considerable
foredgn assistance from sources such as Tseael
or Framees for the WO to e able to construct
@ doviee Iy 14850,

Infentions

64, We have no reliahle information on just
what hos dnspired  the BOC to continoe

its muelear wenpons  efforts. Most likely,
the initial stimulus of Peking's nuclear pro-
gram was reinforeed by concern {or the dura-
Litity of allout US support, the program
sathered momentum as the military-sceientitic
burcancracy expanded to stafl the efort, and
Feasibility became an independent justifics
tinn of sorts. Taipei’s growing sense of isola-
tion is adding inpetus to its drive for military
self-sufliciency. And the recemt Tudiam test
1 dould has buttressed the case for those on
Taiwan who favor developing o nuclear weap-
ans capability.

65, But the Taipei leadership must also be
aware of the many risks that abwogation of
safepuards and actual Eabrication of weapons
would entail. Taipel clearly cannot hope to
compete with Peking in the ares of nnclesr
weapons, Fxistence of a small aomber of
miclear weapons on Taiwan might serve to
provoke Peking, rather than detey it, Disclosure
of a nuclear weapons capahbility an Taiwan
woull lead to world-wide pressure to cut off
nuclear fuel supplics and technical support
for nuclear power programs, Aml exercise of
a nuclear wespons option wonld endanger
further support from the TS Taiwan's se-
curity is =0 heavily dependent on continuned
adherence of the US to the Mutual Defense
Treaty that any move on Taipeis part which
might fmpeed] that reletionship would not be
taken without agonizing study.

66, All things considered, Taipei probalily
sees a capability to design and produce a w-
clear weapon as a potentislly useful hedge
against the uwnknown exigencies of the fu-
ture, when it may be alone and facing great
risks, We think that an early ROC decision
to proceed with testing or with the fabrica-
ion and stockpiling of wuntested devices is
unlikely, so long as the US remaing conmitted

=
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eooghy o the BOC o give it some sense of
security. Hut in the longer ron Taipel is one
place where US policies toward nuclear pro-
liferation would have a major impact. If there
are to be several iore nuelear weapons states
by the mid-1980s, the ROC will want to be
among them, and it present conrse probably
is leading it that way.

D, lapan
Copahilifies

G7. Japan has an extensive ad technalogi-
cally advapced miclear energy program; with.
in the next fow vesrs it will have the second
largest nuclear power generating capacity in
the world Technologically speaking, it is
in g position 1o prodece and test 3 noclear
deviee within two or thres years by violating
safemnards and bofore 1980 with full  ad-
herenee Lo spfecuards, buot it conld not develop
a credible independent detervent Torce for a
decade or mare.

A4, Japan has seven noclear power reactors
now in operation and another three scheduled
For operation kater in 1974, These 10 represent
power pencrating capacity of 5200 MW, the
planmed goal is 70,000 MW by 1885 The first
aperational reactor was built by the UK and
the next six by the US: all are under TAEA
safoguards, The Japanesn are now building
an advanesd  thermal resetor al Tsarga,
which will be operationa] in 1976 Tf fucled
with indigenous wraniom the Tsuruga reactor
sl not be wnder safegnards and thus would
represent 3 significant potential source of wn-
saferuarded plutoninme-—some 5 kg annually
in normal operation.

G The Japancse plan to recover the plo-
tominmy prodduced in these reactors in their
own 210 mitfy fuel voprocessing plant, which

Japan: Facilities Swuitabla Tor 8 Plutasiym Waspan

Uranasm
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is seheduled for operation in 1975, More o
pacity will be needed by 1978, and plans are
currently being studied for a second plant
of about 1,500 mt,/ v, The plutonium recovered
will be under safeguards and is to be used in
an experimental fast breeder reactor and the
advanced thermal reactor. Later it will he used
in Japan's fast breeder program,

T Tapan will be dependent upon imported,
satermardesd  enriched wranium foel for its
nuclear power plants, at least through 1955
To meet the enviched fuel needs of ite power
regetors later om, Japan is conducting active
research on both gas centrifuge enrichment
and gaseons diffusion. In 1572 1 decision was
made to construet a pilot centrifuge plant
which, if suceessful, would be followed by a
Full size plant, tentatively slated for operation
by 1583 Studies are being conduected  into
possible jeint ventures with other countries
in enrichient projocts.

7L Although Japan has carried out extensive
exploration for uranium, it has not located
any substantial depostts. Tt does have limited
reserves amounting to about B5M tons of
Uy in widely scattered deposits impractical
to exploit at present for wse in the large pewer
program, However, these reserves would pro-
vide a source of wnsafeguarded materdal for
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a weapons program. The Japanese are nperit-
ing an experimental uraninm processing fa-
cility with o production capacity of about 30
tong per year, Japan has made granium pur-
chasing agreements with the US, Canada and
France and is participating in uranium explor-
ation in MNiger, Gabon, Canada and Indo-
1S

73 ¥ Japan decided to develop s nuclear
weapon as rapidly as possible, in violation of
safegnards, it peobably could have on initial
device within two or three years, and a weap-
on some time later, It now has on hand—from
fuel roprocessed abroad and retumed—sepa-
rated plutoninm suffcient For several tens of
weapons, Costs wonld he minute in Japanese
terms. And Japan has suitable weapons fabri-
cating facilities and the technical knowledge
necessary to proceed at any time. A Japanese
weapon tdeveloped without abrogating safe-
ruards would take somewhst longer, prin-
cipally because implementation of such a
decision  wonld  have to await  significant
prodiction of plutmminom from the Tsoraga
reqgetor.

T3 Japan alresdy has a significent sirerafe
delivery capability. It began marufacturing
F-E Phantoms wnder license in 1572 and
plans to have about 100 by the end of 1977 and
125-150 by 1960, The S00-600 nm eombat
raddiug of the Phantom is enough to pot some
Chinese coastal lorgets, Fastern Manchuriz
and  the Soviet Maritime  Provines  withio
striking rangu.

T4 Japan has no strategie hallistie missile
program, but it probably coudd develop and
deploy a missile within three to five years of
initiation of a serious effort, The Japoanes:s
could present o reasonably eredible threat to
the Soviet Far East amed most areas of stra-
tegic waloe in Ching with a foree of about 50

to 75 intermediate-range {1,500 nm ) missiles.
Experisnce guined during the past decade in
development, testing and production of satel-
Tite vehicles and hardware for the Japanese
space effort wonld be directly applicable, Us-
ing the largest satellite lannch veldcle devel-
aped to date, the selid-propellant Mu-3C, as
the basis for a design, it eould develop & mis-
sile capable of deliveving o 2500-pound puy-
[oad to a range of 1375 nm. The principal
problems in conversion wonld be development
of guidance and control systems——a matter of
a vear or bwa before testing could begin, Tme-
proved amd more powerful versions of the
satellite vehicle, the Mu-45H and the Mu-455,
are scheduled For testing in the next few years:
they would provide o basis for increasing
payload and/or range capahility of any mili-
tary version, The [apanese probably could
convert any of these vehicles into ballistic
missiles without » major input of foreign
technalogy.

75, Japan already has the hasic test facili-
tes required for missile developrent, and
these are schedoled to be upgraded. The Ka-
#moshima Space Center on the southemn tip of
Kyushu iz a relatively modern Tacllity well
suited, with appropriate  moditications, for
missile development. A larger satellite launch
complex s wnder constroction 50 nm o south,
pn the island of Tanegashima, Either site
would provide adequate firing ranges to the
east or southeast. The cost of developing and
deploving s military missile wonld be httle
Imrden for Japan.

Intentions
To. At o minimum, Japan will keep open
the possibility of developing nuclesr weap-
ans—whether or not it ratifies the NPT, Tt
will continue to develop its plutonium pro-
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duction capability, Tt will pursue its space
prieram with an eye to enlarging its com-
mereial position in the acrospace indostry and
to futtre military applications, It will keep a
wary eye on China snd the USSR, and study
evidence of US intentions with regard to Jap-
anese security, In short, in e course of its
nnclear power program, Jupan will probably
reach o point in alont two years ot which (a}
a decision to manufacture nuclear weapons
could be followed by the production of a first
wenpon in a program within twno vears or so;
and {1} an inittal deviee could be detonated
in 2 shorter period. Opinions withio the intelli-
gence community differ an the decision that
the Japanese are likely to make,

The Pasition of the Director of Ceniral
Intelligence, the Depufy Director of
Central Intelligence representing the
Central Intelligence Agency, the Di-
rector of Intelligence ond Research
representing the Department of Sfafe,
the Director, Defense Intelligence
Agency, ond the Assistant Chief of
Staff for Intelligence, Department of
the Army
77. We believe that the Japanese are un-
likely to make a decision to produce nuclear
weapons unless there i3 @ major adverse shift
in relationships among the major powers, We
do not belicve that Japan's leaders view no-
clear weapons as o prereguisite bo achieve-
ment of the pation's basic political and cco-
nomic goals, Wa do not believe that events
such as Indin's explosion of a meclear deviee
will have significont influence on Japan's
COFITSE.

T8, Official Japanese nuclear policy is set
forth dn the "thiee pon-nuclear prineiples”—
no possession, no manofacture, no introduction

o

of muclesr wespons into Japan. Despite & Jap-
anese  government  interpretation that  the
“peace constitution” dees not preclude pos-
semsion of defensive ouclear weapons, Japan
is likely to continue to hold to these well-
publicized principles. The Japanese position
is a product of combinuing strong domestic
opposition to puelear weapons and general
awareness of the hostile resction that a nu-
clearized Japan would engender among its
East Asian neighbors, There is also the risk,
virtually unacceptabde until Japan achivves
independent means of producing  raassive
quantities of plutoninm or enriched wranium,
of being cut off from imported materials,
equipment and technology for its ambitious
rnclear power program.

749, From the Japanese point of view, there
is the problem of scale, It s hard for Tokyo
to see how development of & medest nuelear
arms capability—much leoss the token of a
nuclear explosion on the Indian  patterm—
could enhance the nation's secarity or improve
its economic standing. Indecd it would almaost
certainly  he viewed as counterprodoctive,
arousing China and the USSH without intimi-
dating them and leading almost nevitably—
in light of Japan's strategic vulnerability-—to
a requirement for development of a credible
deterrent force. The latter wenld entail mas-
sive reordering of national economic prioritics.

A0, 1t iy Fair to assume, nonctheless, that the
Jupanese leadership would give serious con-
sideration to the development of nuclear
weapons i they felt the country Uhreatened.
The actusl decision would depend o the do-
mestic politice] context, the state of relations
with the US, particnlarly the ceedibility of its
muclear umbrella, and—mnst important-—the
dimension of the threat perceived from the
USSR and/or China, For the next several
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vears, 1t 35 ditlicult to Foresee circumstances
developing which would cause the Tapanese
povermment to decide lo go noclear, And it
is cven more difficolt to imagine the [apanese
alectorate svercoming the ymelear allergy suf-
fictently to support such o decision.,

The Position of the Assistant Chief of
Stoff, Intelligence, Department of the
Air Force and the Director of Novol
Intelligence, Department of the Mayy

AL We heliove the nuclear questiom poses
a difficult choice for Japan between the un-
cerlainties of continned and obvicus relianes
on the United States and the cconomic and
probalde poelieal costs of an independent nu-
clenr force. Acguiring nnclear weapons would
subject the Japanese Covernment to political
criticism, dmmestically and from ahroad. It
would alse risk an embargo on Toreign sup-
plies of vraninm, which are vital to the nuelear
powver progeam in which Japan has invested
aome §3 billione. Japans azsessment of the poli-
cies of other vations will weigh heavily in
the wltimate decision, Japan’s scourity policies
hove been predicated on centainment of nu-
clear proliferation and general movement o
ward disarmament, two premises which now
appear threatened. The Japanese have beon
disturhed by the lack of a strong stund hy
the US and other Weslern powers against
India's explosion of a nuclear device and by
US offers of reactors and atemie Fuel to Lirpel
are] Bgrypt. These cvents follow other develop-
ments of the past few years which have cre-
atee w sense of inveenrity amonug the Japanese;
growing donbis abont the reliahility of the US
nuclear mnbrella in defense of Japan; eco-
nomic valnerability, painfully brought home
b the Arab use of oil as a weapon in time
of crisis; and the discovery that economic

power alone offers insofficient leverage in
international politics to o nation that aspires
to great power status.

52, Some Japmmese see a mmlitary nuclear
capahility a8 a natural component of Tapon's
big power status; o greater number still op-
pose the ides, Recent Japanese polls, however,
have revealsd a peblic trend toward  wider
aeceptance of at least the possibility thet Ja-
pan might eventually acquire nuclear weapons,
an indication that & growing number of Jap-
snese, while not approving a nonclear capabil-
ity, are becoming passive in their opposition,
in the beliel that such a develapment is in-
evitahle,

&3, On balance, we believe there is a strong
chance that Japan’s leaders will conclude that
they mmat have nuclear weapons if they are to
achicve their nations] objectives in the de-
veloping Asian power balance, Such a dacision
conld come in the early 19808 1t wonld likely
he made even sooner if there is any fother
proliferation of nuclear weapons, or global
permissiveness regarding such activity, Thess
developments wonld  hasten erosion of tea-
ditional Japonese opposiion 40 a nuelear
weapons course and permit Tokyo to cross
that threshold earlier in the interests of na-
tional security,

#4, Deteriotation of Japanese relations with
China ar the Soviet Union, and the Japanese
perception of & military threat from either
power, wonld accelernte the pace of wespons
development. So would a further decline in the
credibility of US defense guarantees,

E. Argenting

Capo bilities

85 Argentinas nuclear program is Fairly
new, but it is being puoseed vigoronsly with

o
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an eye loward independence of foreizn sup-
plives and controls. If Buenos Aires dedicated
itself to the carliest possible achievement of
i mnelear weapon and recelved  contlnuing
forcign  assistanece in baikding the necessary
facilitios, Argenting could bave an initial de-
vice in the cacly 1980x,

8. Argenting’s fiest noclear power reactor,
a B0 MW heavy waler reaclor ab Atucha
built by a Cerman Firm, 5 operational, Safe-
gard arrangements on it include & provision
For venews] in October 1HT7; i the Argentines
choose to refuse renewal and procure or pro-
duce nnsafemuarded beavy water, they could
have a renctor free of safeguards with an
anmmal plutonium eapability of about 150 kg
in normal operation. Comstruction has begun
on @ Canadipn-supplied  and  TAEA  safe-
puarded natueal weaniiom reactor, scheduled
for operation in 1974, Work on a thivd power
reactor of the saoe tepe sopposedly will egin
before the end of 14974 although the supplier
is ot vet cectain, Al theee reactors are of a
type casily adapteble to production of weap-
ons-prade plutoninm, and military pressures
Evvoring thern over reactors rerguiring enriched
fuel plaved o sigoificant part in thet final
ducisinn.

uranium
fucled reactors also vests on the fact that Ar-

7. The desirability of nateral

penting has abundant supplies of natural oran.
iy, Refinfng capacity is being expanded from
60 mtfy to aboul 400 mi/y of comcentrate,
hazed on anticipated daily processing of some
1,200 tons of are. To date, fuel rod {shrication
has been done aliwoad, bal proposals ave being
solicited from Argentine firms for construction
Iy late 1977 of o 300 mit/y fabrication facility.
Other Arvgentine plans include a 400 mtfy
heavy water plant to hecome operational {n

=7
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1979 and resctivation of a currently insctive
British-lmilt, pilet-scale chemical separation
plant.

B5 Although Argentina is highly indnos-
trialized by Latin American standards, attain-
ment of o nuclear weapons capahility in the
near term would be severely hampered by
tochnologice]l shorteomings, A plant snitable
for repracessing rexctor fuel in guantity would
take several vears to huild and require a cons
siderable advance in technology and skills,
Thus the extent of foreizn assistance available
wonld be a key element in determining the
tine frame of Argentine progress, A five-year
agrecment with India, signed in mid-1974,
might provide some help in this vegard.

80, For the foreseesble fulurve Argenting
would probably have o rely on aircraft—
notably the Mirage 1115 and Canbervas wow in
inventory and  anything more they might
buy—as delivery vehicles. It has only a mdi-
mentary alveralt industey and no capability
to produce a ballistic missile. It might be able
to purchase a shorbrange, muclear-capable
missile zuch as the French Pluton, but it prob-
ably would not have the skills to fit them with
suitable warheads for vyears to come. And
such missiles would be of doubtiol utiity in
any event.
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Intentions

a0, Argenting has not sigped the NPT,
rathor, it is an outspoken critic of the Treaty
as a barrier to full development of perceful
uses by parties to it It has signed but not
ratified the Toatin American MNuclear Free
Fone Treaty, It wonld not appear to have any
militavy need for nuclear wenpons, but it has
lamgr Bseen apprehensive and envions of Brasil,
ane this is being exacerbated by Brazil's note-
warthy economie performance. An Argentine
nnclear capability, perhaps described on the
Tudian model as possession of a “peaceful de-
viee," has considerable appesl in some quare
tors as o mens of redressing the power bal-
anee, Argentine nationalism, pride and pre-
tensions Lo o major rols in Latin Amerlea and
the world would be enhaneed at Jeast teme-
povarily Ty possession of weapons or devices.
Bint, Argenting st also consider the possi-
hility Hiat Brazd would follow soit and znon
pegate any advantage, Over Hie, and in the
absence of strong internatioual pressures that
suceel n stopping weapons acquisition by
other countries, there appears to e an oven
chance that Argenting will choose to join
the nuelenr elul in a small way.

F. South Africa
Copabilities

91. T the short mun, South Africa is of more
concern i the proliferation contexd as a po-
tential supplier of vouclear materials and tech-
moloey than s a potentin]l melear weapons
power. It controls large araniwmn  deposits,
both in Souath Adrica proper and in Namibia
{ Somth-West Africa). It apporently bas de-
veloped o technology which will enable it ko
produee and market enriched nranium. If this
techmnology  proves successful, South Africa

would be eapable of producing a nuclear de-
vice within this decade if it chooses,

92, South Africa has the warld's third largest
wraniwm reserves. 1t has heem o major ex-
porter, procipally to the US and the UK,
since 19500 Sales to those markets have
dwindled, and exports to new customers such
as Japan and Germany have nat folly ve-
placed them, Recent prodoction of  some
4000 mtfy of urmmimm concentrates, prin-
cipally as a hyproduct of gold mining opers-
tions, has largely gone into stockpiling for fu-
ture cxport and domestio needs. Some 20,000
tons of uranium concentrates now wre on hand,
Current plans are to hring the Mamnibian fields
into operaticn at an outpot level of 3,000
toms by 1975 and increase their prodoction
to 10,000 tons by 1981,

93, Devived interest in weanivm  mining
stemz  from  increased  wold  demand  for
uranium and apparent siceess in developing
u method of eoriching wranium into fuel sk
able for the type of power reactors that will
dominate world markets for noclear generat-
ing plants in the decade ahead. As explained
wbove |paragraph 9), the South Africans are
building a facility—deseribed as a pilot plant
but substantial in size | see photo)—which
will use some new and as yet undefined en-
vichment technology. The South Alricans have
pmmoumeed that it will be operational before
the end of 1974, but this date may slip some-
what, They intencd to follow on with & com
meveial-scale  enrichment  facility but con-
struction has nol vet berun and operation
probably will not oconr in this decade.

94, Although the South Africans contend
that their facilities will be used for production
of slightly enriched wraniuny, all known en-
richment processes are adaptable to produe-
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weapmns grade U-235, The potential
autput of the pilst plant 1= unknown, but
it certainly wonld be adeguate to provide
enough material for at least o lew weapons
anunelly., There s no reason to doubt that
South Abica eould zequive all the technology
antd Fabrication facilities wecessay for de-
signing and producing such weapons within
a few years, For delivery, South Africa would
have to rely on aireraft. It has 35 Mirage 111s
in fnventory, It also has a license to assemble
the mare sdvanced Mivage F-1 and will begin
doing so fn 1975, building up a planned in-

tion of

r
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ventory of about 50 by 1950, Tt does not cur-
rently bave any capabilily to produce a ballis-
tie roissile.
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Intentions

53, Although South Africa has not signed
the NPT, il has requived application of TAEA
or other sofepnards on most of the nranium it
has sold over the vears, and it has indicated
that the outpot of the envichimest plant will
he sufeguarded. 18 is onlikely, however, that
the South Africans would permit IALA inspec-
tion of facilities on its terrilery, And they are
wnlikely to follow through on their hinls of
'|'|¢'|:i§i.|::|]r_~ eventunl NPT eatification. South
Alriea’s politica] isolation is growing—slowly
bt fnexerably—and its suspicion of the out-
sicee world 15 bound o inerease owver lime
Sueh trends no deubt bave heen accelerabed
by recent events in Portugal, which raise
the prospect of hostile stales on South Avica’s
borders in the pear futore, There 35 no indica-
Hon that Seath Abrica camently is pursning
i noclear woeapons program, and it s unlikely
to add to its troubles with the world com.
munity by fndtinting one solely for prestige
roasons. Pk we believe the South Africans
wonled go forward with o seclear deterrent i
they saw o serions military threat Trom thedr
Afctean neiphbors beginning to cmerge. This
condition docs not ab present appear at all
likedy to I fultillead within the nest few years.

G. Other Coundries

96, Several Furopean countries and Conada
have u near-term eapability to produce nu-
clear weapons but little or no incentive to
translate that capability inbo action. Cannda
has vast wraninm resources snd o nuclear pro-
gramn that s the counlny’s largest solentific
anid technical undertaking. Tts independently
developed CANDU reactor system s a vala-
able cxport iteny, i wall as » souree of great
national pride. With the exsception of an op-
erafing chemical separation plant, all the nee-

pssary facilitics for weapons constroction exist
or could be established in g short time. Power
reactors mow  in operation could  produce
enough plutoniom for a few hondred fission
weapons por year. But the Canadians do not
perceive a need for oan indigenous nclear
force, since US forces provide them a high
lewel of security. In short, Canada is the least
likely of any near-mclear country to seck
its OWI WeLpons,

57. West Cermany has a similar near-term
capability that is, tor various veasons, highly
snlikely to be translated into an independent
weapons program, [ts extensive and well.de-
veloped wnelear progam is firmly oriented
toward  peaceflul  applieations,  completely
uncler safeguards and subjected to more than
ardinary seruting by the rest of the world,
Fwen a hint of o Cerman nuclesy weapons
program, which would be a flagrant violation
of the agrecments wnder which  Cermany
joined NATO, would have a major, divisive
impact on the alliance, which is Bonn's most
veliable source of security. Indeed, even the
possibility of German partivipation in a mult-
lateral European nuclear force is a subject of
considerable concern in Western Fuvope, And
the USSR woubd react wery negatively bo
Cerpan acquizition of wiclewr wespons., The
Cermans are well aware that any soet of no-
clear exchange in Ewrope wounld be disastrons
for them. Iu the absence of a total aphewval
of relationships within the Western alliance,
thers 15 no reason for them even to contem-
plate puclerr weapons acquisition,

65, Other Baropean countries ame highly
unlikely candidates, Sweden has an advanced
nuclear research and power program and
maost of the facilities required fo & weapons
program. But it has ratified the NPT and
closed down its enly natural uranivm reactor,




[

Mg_l\ 37

at Apesta, which was wsafeguanded. And it
has abandonmed plans for a chemieal separation
fuetlity, elwosing instead to use facilities elso-
where in Euvope and in the U8 For fuel re-
processing. Taly has the technical capability
i fabricate o weapon within three to five
years. It las three noclear power reactors in
aperation. and most of the ancillary facilities
that would be necessary for prodoction of a
plateninm dovice. But ell its nuclear meate-
rinls and Facilities are safeguarded, and it has
shown no serious interest i independent de-
velopment of weapons, NATO participation
aned US nuelear defense arangements satisiy
its security interests and obviate any need by
Italy for weapons of its own.

199, Spain is the one European country that is
deserving of some atlention as & possible pro-
liferator in the vears shead. It has indigenons
wraniwm reserves of modernte size, snoex-
tensive long-range noclear  power  program
[three reactors in operation, seven under
oconstruction and np to 17 more planned ), and
a pilot chemical separation plant. Tt has re-
fuzed to sipn the NPT, on grounds hat
plodges of protection for non-nuclear states
are inadequate and reguirements for inspec-
tion pedentially hormdol from the standpoint
of commerical competition, TTowever, Spain
iz linked 1o the US by a bilateral military
agreement which Spanish leaders are likely
tes wicaw as ofering better security than any
independent Spanish nuclear capability, Only
an unkikely  eombinotion of droomstances,
prowing oot of Spain’s location with respect
to Gibwaltar, Fortugal and North Africe—
coupled with the loss of securily ties to the
Us or NATQ, snd perhaps o post-Franeo
wevernment unsure of itsell-—seems in oany
wivy plawsible as a reason for Spain o develop
a muelear eapabifity unless sueh weapons be-
come comunonplace,

el 7

100, Awstralia is another of the possible but
implansible nuclear powers, It has  huge
uranium reserves, neglected until recently be.
canse it also has abundant cheap coal, Having
maintained lor some time that it would not
again export uraninm except In enriched form,
it has recently amounced its intention of
establishing a substantial enrichment plant.
It probably will seck foreign participation.
Should it decide to pursue a weapons progran,
it presumably could obtain the necessary
farvilities,

101, Onee opposed to the NFT on grounds
of possible interference with peaceful nuelear
programs, Australia signed in 1970 and par.
ticipated in the negotiation of safegnards pro-
cedures, It also sought 1S assurances that the
NPT would in no way alter the US commit-
ment to Australia, cmbadied in the ANZUS
pact, that the Auvstralisns see as the founda-
tion stone of their security, Under the Labor
government that has held office since 1572,
Australin has shown  decreasing inclination
tn parficipate in extra-Australisn  defensive
arrgngements and has reduced the size of it
own military forces. No Australian govern-
ment likely to hold power in the next few
vears would embark on an independent mu-
elear weapons  program, although sueh a
eonrse is hypothetically  possibile.

102, There are several other countries
which could feel strong urges to develop in-
dependent noclear weapons but which have
no capability in this decade. In the 19805, the
production of nuclear weapons will he within
the techoological and economic capabilities
of many additional countries, Whether such
conntries do in fact become proliferators will
depend largely on the degree of proliferation
clsewhere In the interim, the reaction of the
world at large to entry into the nuclear
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woeapons  field of additional countries, and
repgional smbilions and tensions,

103, Iran's much publicized nuclear power
intemtions are enlirely in the planming stage.
A mumber of electric power reactors are
seheduled and nnder negotiation, bot the first
will mt hecome operations] untl 18979 ar
14950 lean now lacks all the non-reactor fa-
cilities necessary W weapon cleveloprment and
production. [t is a party to the NPT and all ils
veactors and other fredlities will be safeguard-
e, Although withdrawal from the NPT or
abrogation  of sateguards is  possible, no
Framian leader is going to take that step while
a muclear energy program is in the middle of
mplementation, Theve is po doubt, however,
of the Shah's ambition to moke Iran a power
tor T reckoned with, TF he is alive in the mid-
19805, if Tran has a full-Nedged nuclear powor
inclustry znd all the facilities necessary for nu-
clear weapons, and if other eountries have
procecded with weapons  development, we
Tave no doubt that Iran will Follow soit,
Tran's course will be strongly influenced Ty
Indian nuelear programs.

104 Egypt, Pakistan, DBrazil and South
Korea are also putcnt"ml third-generation pro-
liferators, Nene now has any of the facilities or
skills necessary for fabricating nuclear weap-
ons, A power reactor offered to Egypt by the
US could not beeome operational before
about 1981 Tt would be provided under a
proposal ealling for exceptionally  stringent
security and safegnard measures, including a
US veto over all arrangements for physical
security of facilities and fissionable materials
and a provision whereby the US ean demand
return o its custody of all fisstonalile materials
produeed in the reactor, even if fuel of non-1US
origin is used. To date Egypt's modest nuclear
progrim has begn limited to basie research;

any substantial expansion would require major
foreign assistance,

105, Pakistan has one natural uraniem
fueled power reactor—supplied by Canada,
dependent an the US for heavy water and sul-
ject to safeguards, Tt has no capability to pro-
duce heavy water, but it has facilities wndey
constmction for fnel fabrication and evidently
is plarming to construct u chemical separation
plant. It is far inferior to its prime rival, India,
in terms of nuclear technelogy and could not
have a nuclear device by 1960 without ex-
tensive foreign  assistance in  construching
necded facilities, Nonetheless, Pakistan will
cerbainly by to press ahead with suclear
woeapons development as rapidly as its mited
capahilitics will permit. And in the interim it
might attempt to obtain enough  weapons
grade material for a crude demonstration de-
viga from some foreign source.

108, Bragzil has one reactor under consbrue-
tion and due for completion in L977 and twe
others planned; 8]l will be dependent on im-
ported enriched fuel and subject to safe-
suards. Tt has begun seeking assistance from
Japan, West Germany and France in building
Facilities such as fuel Eabrication and chemical
reprocessing plants, but plans are not yet fom,
Tt trails well behind Argentina i terms of the
time it would Exke to Fabricate a first dovice;
over the longer ran, however, Trazil undoubt-
villy would be able to ouldistance any Argen-
ting nuelear weapons effort.

17, Bouth Koreal
L th nEERE

harked on g relatively ambitigns nuclear pro-
gram lo meet urgent cnergy needs. Tt has
two US-supplied research reactors, ancd a twa-
unit ruclear power station is under construe-

v




‘_TUF"'SEG-Rvﬂ__ ]

tion, Negotiations have begun for lfive more
power reactors. Seonl is also seeking fuel re-
processing technology in Europe and Japan
with an eye 1o constructing a plant in South
Korea,

108, Each of these four countries has a real
or potential antagonist which it sees as having
actual or potential capabilities in the nuclem
weapons ficld. If the worldwide non-pralifera-
tion effort is not reinvigorated, cach is likely
to foel orensingly strong desires to join the
muclear weapons race when possible. The
stromgest impulses will probably bhe felt by
Pakistan:; Egypt snd Brawdl currently appear
to fall into & second category of fikelihood, In
this context, Arvab counfrics in addition to
Egypt mnust also be viewed as potential long-
range candidates; several will have vast sums
of money they might choose to spend on pue-
chaging meclear favilities and technical serv-
ices abrowd, when soch are more  readily
availalde.

. PROLIFERATION BY PROXY

. Past proliferation of nuclear weapons
and delivery systems bas been facilitated by
the present nuclear powers, deliberately or
atherwise. The US, as the first and biggest
al the mclear powers, with an open society
and many allies, has undoubtedly been the
prime seurce of nuclear technology. Tt has
provided many of the reactors corrently in
aperation theoughout the world, Through de-
fense  cooperation  agreements—parbeotarly
with the NATO countrles and Japan—it has
spread knowledge of missile-related  tech-
nolegy. It has sold nueclear-capable aircraft
to o number of allies. Most notably, French
development of nuelear weapons and delivery
systemus was expedited by knowledge gleaned
from the US and by experience with US equip-
ment supplied to NATO allies,

11 The French, i turn, have hecome a
sonrce of noelear kuowledge and equipment.
Fremeh spokesmen have aften said that the
spread of nuclear wespons was inevitable, and
one rationale for their own muclear force has
been that troe independence reguires such
weapong, The French provided Israel with a
reactor capable of producing fissionable ma-
terial and & missile system designed to carry
& nuclear warhead. Subsequently, French gov-
ernment policy turned against Lsrael, and de-
liveries of nudear-capable sireraft were em-

have: refused fo sign the NFT, they have de-
claved their fntention of abiding by its pro-
visions, Un the whole, now that they are a
nuelear power, we doubt that they will foster
proliferation as a matter of national policy,
Enat they probably would not resist the templa-
tion to sell technology and miclear-capable
delivery systems—aned passibly even unsafe-
guarded wanivm—if the price were right
and the purchaser politically acceptalile at the
time of sale. They have been displaying the
new nuclear-capable Pluton tactical missile
at their export shows and advertizing it in such
publicetions as Aviation Week, And they have
sold Mirage airceaft or licensed them for pro-
duction In many counntries, [t is possible that
French policy under Giseard will be sonpe-
what more sensitive to the spirit of the NPT
than it was under Pompldou, Buat this has yet
to be demonstrated,

111, Im the 18505, the USSH provided Ching
with substantial technical assistance and equip-
ment related 1o ouelear weapons; since the
Sino-Boviet split, however, Moscow has usually
been g stromg advocate of non-proliferation
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in hoth word and deed. The Soviets have, of
course, provided their allies with reactors and
nuclear knowledge, as well as some delivery
systems suitable for employment with neclear
weapons, Bul, they apparently have muagin-
tained rgid controls over fissionable materials
and have allowed no warheads to leave the
possession and contenl of Soviet foeces. They
initially pressed hard for worldwide adherence
ta the NPT, and signature by all of their East
Furopean allies means that noclear Tacilities
in the area are subject to IAEA safeguards,
riather than the wnilatera]l Soviet contiols that
soverned them previoushy, We believe that
the USSH will continue to export nuclear ma-
terials, but only under safeguards. We do not
expect the Soviets to provide their allies with
muclear warheads—or permit them to develop
independent  weapons  capabilitics—in  the
foresecable future. But the Soviets apparently
are not willing to subject otherwise gnod rela-
tiomz with an important non-Communist eoun-
Ly o severe slrains in the interests of non-
proliferstion; they have taken no strong ac-
tions in the ease of India.

112, Weither London nor Peking bhas con-
tributed materally to weapons proliferation
in recent years. The Beitish have been in the
forefront of countries weging controls oo pro-
liferation; in general, their seositive  tech-
mology in puclewr and missile felds has not
been made available to outsiders. In many
cases, it 1z based on technology received from
the US and conld not legitimately be passed
an without US permission, So far as we know,
Peking has provided no assistance to other
conntrics in either the peaeeful wses of atomie
energy or in the nuclear weapons field. Both
the UK and China like having an fnstrument

;!“ET
s of power that is available only to o select

gronp, and neither has a close ally with a
pressing necd for nuclear weapons. We believe

~TOP-SEGRELL___
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hoth countries are likely to cling to their
eatablished policies in this field for the fore-
secabla futuie,

113

114, Sweden, West Germany and Japan are
likely to be the source of considerable exper-
tise in atomic enegy and in felds related to
defivery systems, We would not expect any
of the three to knowingly assist another na-
tion in developing muclear wenpons, They
might, however, he willing to =cll delivery sys-
tems—in whole or in part—to & country that
had obtained a nonclear weapon without vio-
lating the NPT,

115, It iz highly unlikely that any govern-
ment nosw possessing nuelear weapons or ca-
pable of developing them over the nest few
yeurs would wittingly make nuelear materials,

weapons or techrology available to & non-
governmental entity such as a terrorist group
ar 3 government-in-exile. International coop-
erative efforts to keep nuelesr materials ont
of such hands probably will prove popular,
so Jong as they do not appear io impinge on
national sovercignties. But it s ondikely that
any agreement requiring international inspec-
tions, audits or security checks sdditional to
those of the TALA would he widely acceptable.

V. PROSPECTS FOR DETECTION OF A
COVERT PROGRAM

116, It is technically pessible for nations
capable of developing nuclear weapons to
keep a program completely secret, up to the
test of u first device—and & country deter-
mined to develop a nuclear capability need
not conduct 4 test, A country wanting uranium
badly enough probably can obtain it. Most
of the facilities needed to produce plutoninm
are: 8lzo used in peaceful nuclear programs
and ean be so justified. New enrfchment tech.
nologies just coming into use will make it
fegsible for countries to opt for U-235 weap-
ons. Gas cenliluge Facilities have no unigue
characteristics: those necessary to support a
small nuclear weapons program could e con-
cealed,

117 Tn practice, it is highly unlikely that
any such program could be undertaken by 2
wovermment in the non-Communist world with-
ont our getling some indications of it A weap-
ons program necessarily invelves a number of
people and facilities and extends over s period
of time. To date, all conntries with interest
in weapons have relied fairly heavily on for-
cign technical assistance-—official or other-
wise, Hut the countries interested in weapons
development, even as a very tentative option,
clamp tight security on their prograans, Enfor-
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mation is, thercfore, likely to be intermittent
and inconclusive. Although we could detect a
weapons test under most ciroumstances, we
cannct realistically expect to predict a test
or 1o have detadls on weapons in being that
are stockpiled without testing,

115. A country hent on keeping its inten-
tions secret, however, would have to rely on
aireralt delivery of nuclear devices, sinee air-
cralt are a normal component of national
power and oo indicator of nuclear intentions.
We believe that no nation could long conceal
a program for the prodection of nouclear-ca-
pable hallistic misziles, Most countries would
have to signal their missile intentions early,
through purchase of eritical components and
employment of foreign  technicinns. Highly
developed notions such as West Germany and
Japan might avaoid that indicator, but they are
relatively open 2o outside observation—par-
Henlagly by Americans and others participat-
ing with them in research and development
offorts, In any event, actual missile production
requires testing on instrumented ranges that
are readily identifinble, and deployment fn-
volves unigue equipment such as transporters
and launchers or silos, These latter factors
mean that even the possession of a complete
operationa]l missile system obtained from a
foreign country probably sveuld not remain
undetected for any significant period,

V. THEFT OF MATERIALS OR WEAFOMNS

1T A government of & temmordst group
secking a nuclear capahility solely for ils value
in blackmail, terror and internationa] attention-
gotting might consider acquiring that capabil-
ity by stealing either fissionable materizls or
existing weapons, Generally speaking, a coun-
try with a relatively advanced nuclear program
is volikely Lo see auy attraction in that roete;

TO
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indigenous development of a weapon would
appear far more sure and less hoazardous. A
country with the personnel and facilities to
assemble nuelear weapons might find itself
wilhout fissionahle material and try to divert
or steal some; it is much move likely, however,
to have some weapons-grade material on hand
a5 a result of its peacetul progrom,

120, A country with a very limited techno-
logical base or a terrorist group wonld be mare
likely to coneentrate om weapons than on
flasionable materials, particularly if its pur-
pose would he served by knowledge of its
action. [ Theft of & weapon almaost certainly
would be detected, though it might not be
publicized. | An actual weapon, no matter how
well protected with failsafe devices, represents
an iimmediate capability. No prodent olserver
could afford to procecd on the assumption
that it conld not he detonated or so damaged
as to leak highly toxic material into ils en-
virons,

121. Theft of fissionable materials with the
intent of assembling weapons would be only
part of a much more complex operation, Steal-
ing natural or low-enriched uranium is oo wse
unless the fuel can e pul through an enrich-
ment process, Theft of irradiated reactor fuel
alter its removal from a reactor and belore
chemical separation would be extremely has-
ardons; it would also require a reprocessing ca-
pability. Thus, highly enriched uraninm and
separated Pu-23 are the only reasonahle tar-
gets of such an operation. Separated pla-
tomium 15 o highly toxie thal it can in o sense
be considered a weapon in and of ftsell, and 1t
might attract the attention of terrorist groups
on that basis, But a thicf who wanted 1o go
from T-235 or Pu-234 1o an explosive device
would have to arvange some sort of fabricat-
ing capability—in particalar a few people with
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the proper training and skills. Clearly, any
country probably conld make these arrange-
ments, Terrorist gronps would confront more
difficultics than governments, But for all the
practical arguments against it, diversion of fis-
stonnhle materials from the world'’s evergrow.
ing supplies is o possibility that will hecome
more troublesome with the passage of tme,
122, In sum, a counlry capable of producing
nnclear weapons is highly unlikely to attempt
to steal them: there is a chance that one might

seck fssionahle materials by thedt or diversion,
Competently done, diversion might go unde
tected. And even detected diversion might he
concealed by the victim, who might be re-
Inctant to face the palitical cutery that would
result or the inereased and expensive secority
measures that would be imposed, Weapon-
seeking terrorists and governments backward
in the muclear field are more likely to go after
weapons themselves than fissionable materials,
despite the fact that the latter are less well
protected.
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