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AWS Database Migration Service
Step-by-Step Walkthroughs

You can use AWS Database Migration Service (AWS DMS) to migrate your data to and from most
widely used commercial and open-source databases such as Oracle, PostgreSQL, Microsoft SQL
Server, Amazon Redshift, Amazon Aurora, MariaDB, and MySQL. The service supports homogeneous
migrations such as Oracle to Oracle, and also heterogeneous migrations between different database
platforms, such as Oracle to MySQL or MySQL to Amazon Aurora. The source or target database must
be on an AWS service.

In this guide, you can find step-by-step walkthroughs that go through the process of migrating sample
data to AWS.

Migrating Databases to Amazon Web Services (AWS) (p. 2)

Migrating an On-Premises Oracle Database to Amazon Aurora Using AWS Database Migration
Service (p. 4)

Migrating an Amazon RDS Oracle Database to Amazon Aurora Using AWS Database Migration
Service (p. 25)

Migrating MySQL-Compatible Databases to AWS (p. 66)

Migrating a MySQL-Compatible Database to Amazon Aurora (p. 67)
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Migrating Databases to Amazon
Web Services (AWS)

AWS Migration Tools

You can use several AWS tools and services to migrate data from an external database to AWS.
Depending on the type of database migration you are doing, you may find that the native migration
tools for your database engine are also effective.

AWS Database Migration Service (AWS DMS) helps you migrate databases to AWS efficiently and
securely. The source database can remain fully operational during the migration, minimizing downtime
to applications that rely on the database. AWS DMS can migrate your Oracle data to the most widely
used commercial and open-source databases on AWS.

AWS DMS migrates data, tables, and primary keys to the target database. All other database elements
are not migrated. If you are migrating an Oracle database to Amazon Aurora, for example, you would
want to use the AWS Schema Conversion Tool in conjunction with AWS DMS.

The AWS Schema Conversion Tool (SCT) makes heterogeneous database migrations easy by
automatically converting the source database schema and a majority of the custom code, including
views, stored procedures, and functions, to a format compatible with the target database. Any code
that cannot be automatically converted is clearly marked so that it can be manually converted. You can
use this tool to convert your source Oracle databases to an Amazon Aurora, MySQL, or PostgreSQL
target database on either Amazon RDS or EC2.

It is important to understand that DMS and SCT are two different tools and serve different needs and
they don't interact with each other in the migration process. As per the DMS best practice, migration
methodology for this tutorial is outlined as below:

« AWS DMS takes a minimalist approach and creates only those objects required to efficiently migrate
the data for example tables with primary key — therefore, we will use DMS to load the tables with
data without any foreign keys or constraints. (We can also use the SCT to generate the table scripts
and create it on the target before performing the load via DMS).

* We will leverage SCT:
» To identify the issues, limitations and actions for the schema conversion
» To generate the target schema scripts including foreign key and constraints
» To convert code such as procedures and views from source to target and apply it on target

API Version 2016-01-01
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The size and type of Oracle database migration you want to do greatly determines the tools you should
use. For example, a heterogeneous migration, where you are migrating from an Oracle database

to a different database engine on AWS, is best accomplished using AWS DMS. A homogeneous
migration, where you are migrating from an Oracle database to an Oracle database on AWS, is best
accomplished using native Oracle tools.

Walkthroughs in this Guide

Migrating an On-Premises Oracle Database to Amazon Aurora Using AWS Database Migration
Service (p. 4)

Migrating an Amazon RDS Oracle Database to Amazon Aurora Using AWS Database Migration
Service (p. 25)

Migrating MySQL-Compatible Databases to AWS (p. 66)

Migrating a MySQL-Compatible Database to Amazon Aurora (p. 67)
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Migrating an On-Premises Oracle
Database to Amazon Aurora Using
AWS Database Migration Service

Following, you can find a high-level outline and also a complete step-by-step walkthrough that both
show the process for migrating an on-premises Oracle database (the source endpoint) to an Amazon
Aurora (the target endpoint) using AWS Database Migration Service (AWS DMS) and the AWS
Schema Conversion Tool (AWS SCT).

AWS DMS migrates your data from your Oracle source into your Aurora target. AWS DMS also
captures data manipulation language (DML) and data definition language (DDL) changes that happen
on your source database and apply these changes to your target database. This way, AWS DMS helps
keep your source and target databases in synch with each other. To facilitate the data migration, DMS
creates tables and primary key indexes on the target database if necessary.

However, AWS DMS doesn't migrate your secondary indexes, sequences, default values, stored
procedures, triggers, synonyms, views and other schema objects not specifically related to data
migration. To migrate these objects to your Aurora target, use the AWS Schema Conversion Tool.

We highly recommend that you follow along using the Amazon sample database. To find a tutorial that
uses the sample database and instructions on how to get a copy of the sample database, see Working
with the Sample Database for Migration (p. 23).

If you've used AWS DMS before or you prefer clicking a mouse to reading, you probably want to work
with the high-level outline. If you need the details and want a more measured approach (or run into
guestions), you probably want the step-by-step guide.

Topic: Migration from On-Premises Oracle to Aurora or MySQL on Amazon RDS
Time:

Cost:

Source Database: Oracle

Target Database: Amazon Aurora/MySQL

API Version 2016-01-01
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Topic: Migration from On-Premises Oracle to Aurora or MySQL on Amazon RDS
Restrictions:
Oracle Edition: Enterprise, Standard, Express and Personal

Oracle Version: 10g (10.2 and later), 11g, 12¢, (On Amazon Relational Database Service (Amazon
RDS), 119 or higher is required.)

MySQL or Related Database Version: 5.5, 5.6, 5.7, MariaDB, Amazon Aurora

Character Set: utf8mb4 is not currently supported

Costs

Because AWS DMS isn't incorporated into the calculator yet, see the following table for a pricing
estimate.

In addition to the setup on your own PC, you must create several AWS components to complete the
migration process. The AWS components include:

AWS Service Type Description

Amazon RDS Aurora DB instance db.r3.large Single AZ, 10 GB
storage, 1 million
1/0

AWS DMS replication instance T2.large 50 GB of storage
for keeping
replication logs
included

AWS DMS data transfer Free, based on

the amount of
data transferred
for the sample
database.

Data transfer out First 1 GB per
month free

Assuming, you run this tutorial for 2 hours, following is an estimate of pricing:

Migration High-Level Outline

To migrate your data from Oracle to Aurora using AWS DMS, you take the following steps. If you've
used AWS DMS before or prefer clicking a mouse to reading, the following summary should help you
kick-start your migration. To get the details about migration or if you run into questions, see the step-
by-step guide.

Step 1: Prepare Your Oracle Source Database

To use AWS DMS to migrate data from an Oracle source database requires some preparation and we
also recommend a few additional steps as best practices.

API Version 2016-01-01
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« AWS DMS account — It's a good practice to create a separate account for the specific purpose of
migrating your data. This account should have the minimal set of privileges required to migrate your
data. Specific details regarding those privileges are outlined below. If you are simply interested in
testing AWS DMS on a non-production database, any DBA account will be sufficient.

¢ Supplemental logging — To capture changes, you must enable supplemental logging in order to use
DMS. To enable supplemental logging at the database level issue the following command.

ALTER DATABASE ADD SUPPLEMENTAL LOG DATA

Additionally, AWS DMS requires for each table being migrated, you set at least key-level
supplemental logging. AWS DMS automatically adds this supplemental logging for you if you include
the following extra connection parameter for your source connection.

addSuppl enent al Loggi ng=Y

¢ Source database — To migrate your data, the AWS DMS replication server needs access to your
source database. Make sure that your firewall rules give the AWS DMS replication server ingress.

Step 2: Launch and Prepare Your Aurora Target
Database

Following are some things to consider when launching your Aurora instance:

¢ For best results, we recommend that you locate your Aurora instance and your replication instance in
the same VPC and, if possible, the same Availability Zone.

« We recommend that you create a separate account with minimal privileges for migrating your data.
The AWS DMS account needs the following privileges on all databases to which data is being
migrated.

ALTER, CREATE, DROP, | NDEX, | NSERT, UPDATE, DELETE, SELECT

Additionally, AWS DMS needs complete access to the awsdms_control databse. This database
holds information required by AWS DMS specific to the migration. To provide access, run the
following command.

ALL PRI VI LEGES ON awsdns_control.* TO 'dns_user'

Step 3: Launch a Replication Instance

The AWS DMS service connects to your source and target databases from a replication instance. Here
are some things to consider when launching your replication instance:

¢ For best results, we recommend that you locate your replication instance in the same VPC and
Availability Zone as your target database, in this case Aurora.

« If either your source or target database is outside of the VPC where you launch your replication
server, the replication server must be publicly accessible.

* AWS DMS can consume a fair bit of memory and CPU. However, it's easy enough to scale up if
necessary. If you anticipate running several tasks on a single replication server or

¢ The default storage is usually enough for most migrations.

API Version 2016-01-01
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Step 4: Create a Source Endpoint

Step 4: Create a Source Endpoint

For AWS DMS to access your Oracle source database you'll need to create a source endpoint. The
source endpoint defines all the information required for AWS DMS to connect to your source database
from the replication server. Following are some requirements for the source endpoint.

* Your source endpoint needs to be accessible from the replication server. To allow this, you will likely
need to modify your firewall rules to whitelist the replication server. You can find the IP address of
your replication server in the AWS DMS Management Console.

« For AWS DMS to capture changes, Oracle requires supplemental logging be enabled. If you want
AWS DMS to enable supplemental logging for you, add the following to the extra connection
attributes for your Oracle source endpoint.

addSuppl enent al Loggi ng=Y

Step 5: Create a Target Endpoint

For AWS DMS to access your Aurora target database you'll need to create a target endpoint. The
target endpoint defines all the information required for DMS to connect to your Aurora database.

¢ Your target endpoint needs to be accessible from the replication server. You might need to modify
your security groups to make the target endpoint accessible.

¢ If you've pre-created the database on your target, it's a good idea to disable foreign key checks
during the full load. To do so, add the following to your extra connection attributes.

i ni tstm =SET FOREI GN_KEY_CHECKS=0

Step 6: Create and Run a Migration Task

A migration task tells AWS DMS where and how you want your data migrated. When creating your
migration task, you should consider setting migration parameters as follows.

Endpoints and replication server — Choose the endpoints and replication server created above.

Migration type — In most cases you'll want to choose migrate existing data and replication
ongoing changes. With this option, AWS DMS loads your source data while capturing changes to that
data. When the data is fully loaded, AWS DMS applies any outstanding changes and keeps the source
and target databases in sync until the task is stopped.

Target table preparation mode — If you're having AWS DMS create your tables, choose drop
tables on target. If you're using some other method to create your target tables such as the AWS
Schema Conversion Tool, choose truncate.

LOB parameters — If you're just trying AWS DMS, choose include LOB columns in replication,
Limited LOB mode, and set your max LOB size to 16 (which is 16k.) For more information regarding
LOBs, read the details in the step-by-step guide.

Enable logging — To help with debugging migration issues, always enable logging.

Table mappings — When migrating from Oracle to Aurora, we recommend that you convert your
schema, table, and column names to lowercase. To do so, create a custom table mapping. The
following example migrates the schema DMS_SAMPLE and converts schema, table and column
names to lower case.

API Version 2016-01-01
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{
"rules": [
{
"rul e-type": "selection",
"rule-id": "1",
"rul e-nane": "1",
"object-locator": {
"schena- nane": "DWVS_SAMPLE",
"tabl e-name": "%
}s
"rule-action": "include"
}s
{
"rule-type": "transformation",
"rule-id": "6",
"rul e-nane": "6",
"rul e-action": "convert-I| owercase",
"rule-target": "schenma",
"object-locator": {
"schema- nanme": "%
}
}s
{
"rule-type": "transformation",
"rule-id": "7",
"rul e-nanme": "7",
"rul e-action": "convert-I|owercase",
"rule-target": "table",
"object-locator": {
"schema- nane": "%,
"tabl e-name": "%
}
}s
{
"rule-type": "transformation",
"rule-id": "8",
“rul e-nane": "8",
"rul e-action": "convert-|owercase",
"rule-target": "colum",
"object-locator": {
"schema- nane": "%,
"t abl e-name": "%,
"col um-nanme": "%
}
}
]
}

Migration Step-by-Step Guide

Following, you can find step-by-step instructions for migrating an Oracle database from an on-premises
environment to Amazon Aurora. These instructions assume that you have already done the setting up
steps for using AWS DMS located at Setting Up to Use AWS Database Migration Service.

Topics
¢ Step 1: Configure Your Oracle Source Database (p. 9)

API Version 2016-01-01
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¢ Step 2: Configure Your Aurora Target Database (p. 11)
¢ Step 3: Creating a Replication Instance (p. 12)

¢ Step 4: Create Your Oracle Source Endpoint (p. 14)

¢ Step 5: Create Your Aurora Target Endpoint (p. 16)

e Step 6: Create a Migration Task (p. 18)

¢ Step 7: Monitor Your Migration Task (p. 23)

¢ Troubleshooting (p. 23)

Step 1: Configure Your Oracle Source Database

To use Oracle as a source for AWS Database Migration Service (AWS DMS), you must first ensure
that ARCHIVELOG MODE is on to provide information to LogMiner. AWS DMS uses LogMiner to read
information from the archive logs so that AWS DMS can capture changes.

For AWS DMS to read this information, make sure the archive logs are retained on the database
server as long as AWS DMS requires them. If you configure your task to begin capturing changes
immediately, you should only need to retain archive logs for a little longer than the duration of the
longest running transaction. Retaining archive logs for 24 hours is usually sufficient. If you configure
your task to begin from a point in time in the past, archive logs need to be available from that time
forward. For more specific instructions for enabling ARCHIVELOG MODE and ensuring log retention
for your on-premises Oracle database see the Oracle documentation.

To capture change data, AWS DMS requires supplemental logging to be enabled on your source
database for AWS DMS. Minimal supplemental logging must be enabled at the database level. AWS
DMS also requires that identification key logging be enabled. This option causes the database to
place all columns of a row's primary key in the redo log file whenever a row containing a primary key is
updated (even if no value in the primary key has changed). You can set this option at the database or
table level.

If your Oracle source is in Amazon RDS, your database will be placed in ARCHIVELOG MODE if, and
only if, you enable backups. The following command will ensure archive logs are retained on your RDS
source for 24 hours:

exec rdsadm n.rdsadm n_util.set_configuration('archivelog retention
hours', 24);

To configure your Oracle source database

1. Run the following command to enable supplemental logging at the database level, which AWS
DMS requires:

ALTER DATABASE ADD SUPPLEMENTAL LOG DATA;

For RDS:
exec rdsadmin.rdsadm n_util.alter_suppl enental _| oggi ng(' ADD ) ;

2. Use the following command to enable identification key supplemental logging at the database
level. AWS DMS requires supplemental key logging at the database level unless you allow AWS
DMS to automatically add supplemental logging as needed or enable key-level supplemental
logging at the table level:

ALTER DATABASE ADD SUPPLEMENTAL LOG DATA ( PRI MARY KEY) COLUWNS;

For RDS:

API Version 2016-01-01
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exec rdsadmin.rdsadm n_util.alter_suppl enental _| oggi ng(' ADD , ' PRI MARY
KEY' ) ;

Your source database incurs a small bit of overhead when key level supplemental logging is
enabled. Therefore, if you are migrating only a subset of your tables, you might want to enable key
level supplemental logging at the table level. To enable key level supplemental logging at the table
level, use the following command.

alter table tabl e_name add suppl enental |og data (PRI MARY KEY) col ums;

If a table does not have a primary key you have two options.

* You can add supplemental logging to all columns involved in the first unique index on the table
(sorted by index name.)

¢ You can add supplemental logging on all columns of the table.

To add supplemental logging on a subset of columns in a table, that is those involved in a unique
index, run the following command.

ALTER TABLE t abl e_name ADD SUPPLEMENTAL LOG GROUP exanpl e_I| og_gr oup
(1 D, NAMVE)
ALWAYS;

To add supplemental logging for all columns of a table, run the following command.

alter table table_name add suppl enental |og data (ALL) col umms;

Create or configure a database account to be used by AWS DMS. We recommend that you use an
account with the minimal privileges required by AWS DMS for your AWS DMS connection. AWS
DMS requires the following privileges.

CREATE SESSI ON

SELECT ANY TRANSACTI ON
SELECT on V_$ARCHI VED LOG
SELECT on V_$LOG

SELECT on V_S$LOGFI LE
SELECT on V_$DATABASE
SELECT on V_$THREAD

SELECT on V_$PARAMETER
SELECT on V_$NLS_PARAMVETERS
SELECT on V_$TI MEZONE_NAMES
SELECT on V_$TRANSACTI ON
SELECT on ALL_| NDEXES
SELECT on ALL_OBJECTS
SELECT on ALL_TABLES
SELECT on ALL_USERS

SELECT on ALL_CATALOG
SELECT on ALL_CONSTRAI NTS
SELECT on ALL_CONS_COLUMNS

API Version 2016-01-01
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SELECT on ALL_TAB_COLS

SELECT on ALL_I ND_COLUWMNS
SELECT on ALL_LOG_GROUPS
SELECT on SYS. DBA_REGQ STRY
SELECT on SYS. OBJ$

SELECT on DBA_TABLESPACES
SELECT on ALL_TAB_PARTI TI ONS
SELECT on ALL_ENCRYPTED_COLUWNS
* SELECT on all tables mgrated

If you want to capture and apply changes (CDC) you also need the following privileges.

EXECUTE on DBMS_LOGWNR

SELECT on V_$LOGWNR_LOGS

SELECT on V_$LOGVWNR_CONTENTS

LOGM NING /* For Oracle 12c and hi gher. */

* ALTER for any table being replicated (if you want DVMS to add
suppl enment al 1 oggi ng)

For Oracle versions before 11.2.0.3, you need the following privileges. If views are exposed, you
need the following privileges.

SELECT on DBA OBJECTS /* versions before 11.2.0.3 */
SELECT on ALL_VIEWS (required if views are exposed)

Step 2: Configure Your Aurora Target Database

As with your source database, it's a good idea to restrict access of the user you're connecting with.
You can also create a temporary user that you can remove after the migration.

CREATE USER 'dns_user' @% | DENTI FI ED BY ' dns_user';
GRANT ALTER, CREATE, DROP, | NDEX, | NSERT, UPDATE, DELETE,
SELECT ON <target database(s)>.* TO 'dns_user' @ % ;

AWS DMS uses some control tables on the target in the database awsdms_control. The following
command ensures that your dms_user has the necessary access to the awsdms_control database:

GRANT ALL PRI VI LEGES ON awsdns_control.* TO 'dns_user' @ % ;
flush privileges;

API Version 2016-01-01
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Step 3: Creating a Replication Instance

An AWS DMS replication instance performs the actual data migration between source and target.
The replication instance also caches the changes during the migration. How much CPU and memory
capacity a replication instance has influences the overall time required for the migration. Use the
following procedure to set the parameters for a replication instance.

To create an AWS DMS replication instance

1. Signin to the AWS Management Console, and open the AWS DMS console at https://
console.aws.amazon.com/dms/ and choose Replication instances. If you are signed in as an
AWS ldentity and Access Management (IAM) user, you must have the appropriate permissions
to access AWS DMS. For more information on the permissions required, see IAM Permissions
Needed to Use AWS DMS.

Choose Create replication instance.

On the Create replication instance page, specify your replication instance information as shown
following.

For This Parameter Do This

Name If you plan to launch multiple replication instances or
share an account, choose a hame that helps you quickly
differentiate between the different replication instances.

Description A good description gives others an idea of what the
replication instance is being used for and can prevent
accidents.

Instance class AWS DMS can use a fair bit of memory and CPU. If
you have a large database (many tables) or use a
number of LOB data types, setting up a larger instance
is probably better. As described following, you might be
able to boost your throughput by running multiple tasks.
Multple tasks consume more resources and require
a larger instance. Keep an eye on CPU and memory
consumption as you run your tests. If you find you are
using the full capacity of the CPU or swap space, you
can easily scale up.

VPC Here you can choose the VPC where your replication
instance will be launched. We recommend that, if
possible, you select the same VPC where either your
source or target database is (or both). AWS DMS needs
to access your source and target database from within
this VPC. If either or both of your database endpoints are
outside of this VPC, modify your firewall rules to allow
AWS DMS access.

Multi-AZ If you choose Multi-AZ, AWS DMS launches a primary
and secondary replication instance in separate
Availability Zones. In the case of a catastrophic disk
failure, the primary replication instance automatically
fails over to the secondary, preventing an interruption
in service. In most situations, if you are performing a
migration, you won't need Multi-AZ. If your initial data
load takes a long time and you need to keep the source
and target databases in sync for a significant portion of

API Version 2016-01-01
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For This Parameter

Publicly accessible

Do This

time, you might consider running your migration server in
a Muti-AZ configuration.

If either your source or your target database are outside
of the VPC where your replication instance is, you need
to make your replication instance publicly accessible.

4. Inthe Advanced section, set the following parameters, and then choose Next.

For This Option

Allocated storage (GB)

Replication Subnet Group

Availability Zone

VPC Security group(s)

KMS master key

Do This

Storage is primarily consumed by log files and cached
transactions. For caches transactions, storage is

used only when the cached transactions need to be
written to disk. Therefore, AWS DMS doesn't use a
significant amount of storage.Some exceptions include
the following:

» Very large tables that incur a significant transaction
load. Loading a large table can take some time, so
cached transactions are more likely to be written to
disk during a large table load.

¢ Tasks that are configured to pause prior to loading
cached transactions. In this case, all transactions are
cached until the full load completes for all tables. With
this configuration, a fair amount of storage might be
consumed by cached transactions.

» Tasks configured with tables being loaded into
Amazon Redshift. However, this configuration isn't an
issue when Aurora is the target.

In most cases, the default allocation of storage is
sufficient. However, it's always a good idea to pay
attention to storage related metrics and scale up your
storage if you find you are consuming more than the
default allocation.

If you run in a Multi-AZ configuration, you need at least
two subnet groups.

If possible, locate your primary replication server in the
same Availability Zone as your target database.

With security groups you can control ingress and egress
to your VPC. With AWS DMS you can associate one

or more security groups with the VPC where your
replication server launches.

With AWS DMS, all data is encrypted at rest using a
KMS encryption key. By default, AWS DMS creates a
new encryption key for your replication server. However,
you can use an existing key if desired.
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Step 4: Create Your Oracle Source Endpoint

While your replication instance is being created, you can specify the Oracle source endpoint using the
AWS Management Console. However, you can only test connectivity after the replication instance has
been created, because the replication instance is used to test the connection.

To specify source or target database endpoints using the AWS console

In the AWS DMS console, choose Endpoints on the navigation pane.
Choose Create endpoint. The Create database endpoint page appears, as shown following.

Fi R e e N T = P !
Create database endpoint
A database L'"ll.liJl'_'lZII': i5 used Dy the replicaton Server 10 connect 1o a database The database ‘_-u[_"_'l.'l'll_“\'j ir e I_'Ill'_1|'_"iJZ"|l can be OnN-piremese, or

ROS, in ECZ of in the cloud. Details should be specified in the form below. It s recommended that you test your endpoint connections here to

avoid emors -.']L.rl."li"] Processing

Endpoint type* ® Source Target i
Endpaint identifier Li]
Source engine* * D

Server name*

Fort”

55L mode* *

User name"

Password®
» Advanced

3. Specify your connection information for the source Oracle database. The following table describes
the source settings.

For This Parameter Do This

Endpoint type Choose Source.

Endpoint Identifier Type an identifier for your Oracle endpoint. The identifier
for your endpoint must be unique within an AWS Region.

Source Engine Choose oracle.

Server name If your database is on-premises, type an IP address

that AWS DMS can use to connect to your database
from the replication server. If your database is running
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4.

For This Parameter

Port

SSL mode

Username

Password

Do This

on Amazon Elastic Compute Cloud (Amazon EC2) or
Amazon RDS, type the public Domain Name Service
(DNS) address.

Type the port which your database is listening for
connections (the Oracle default is 1521).

Choose a Secure Sockets Layer (SSL) mode if you
want to enable connection encryption for this endpoint.
Depending on the mode you select, you might need to
provide certificate and server certificate information.

Type the AWS account user name. We recommend that
you create an AWS account specific to your migration.

Provide the password for the user name preceding.

Choose the Advanced tab to set values for extra connection strings and the encryption key.

For This Option

Extra connection attributes

KMS master key

Do This

Here you can add values for extra attributes that
control the behavior of your endpoint. A few of the most
relevant attributes are listed here. For the full list, see
the documentation. Separate multiple entries from each
other by using a semi-colon (;).

e addSupplementalLogging: AWS DMS will
automatically add supplemental logging if you enable
this option (addSupplementalLogging=Y).

* useLogminerReader: By default AWS DMS uses
Oracle LogMiner to capture change data from the
logs. AWS DMS can also parse the logs using its
proprietary technology. If you use Oracle 12c and
need to capture changes to tables that include LOBS,
set this to No (useLogminerReader=N).

e numberDataTypeScale: Oracle supports a NUMBER
data type that has no precision or scale. By default,
NUMBER is converted to a number with a precision of
38 and scale of 10, number(38,10). Valid values are 0
—38 or -1 for FLOAT.

e archivedLogDestld: This option specifies the
destination of the archived redo logs. The value
should be the same as the DEST_ID number in the
$archived_log table. When working with multiple log
destinations (DEST_ID), we recommend that you
specify a location identifier for archived redo logs.
Doing so improves performance by ensuring that the
correct logs are accessed from the outset. The default
value for this option is 0.

Choose the encryption key to use to encrypt replication
storage and connection information. If you choose
(Default) aws/dms, the default AWS KMS key
associated with your account and region is used.

API Version 2016-01-01

15



AWS Database Migration Service
Step-by-Step Migration Guide
Step 5: Create Your Aurora Target Endpoint

Before you save your endpoint, you can test it. To do so, select a VPC and replication instance from

which to perform the test. As part of the test AWS DMS refreshes the list of schemas associated with
the endpoint. (The schemas are presented as source options when creating a task using this source

endpoint.)

Step 5: Create Your Aurora Target Endpoint

Next, you can provide information for the target Amazon Aurora database by specifying the target
endpoint settings. The following table describes the target settings.

To specify a target database endpoints using the AWS Management Console
1. Inthe AWS DMS console, choose Endpoints on the navigation pane.
2. Choose Create endpoint. The Create database endpoint page appears, as shown following.
Create database endpoint
A database endpaint is used by the replication Server 10 connect 1o a database The database b[.'-'.'l.'l'll.‘\'j i e endpoint Can De on-premese, o

RDS, in EC2 of in the cloud. Detalls should be specified in the form below. It is recommended thal you test your endpoint connections nere 1o
avoid emors -T]L.rl."lﬂ Processing

Endpoint type' ® Source Target 1)
Endpaint identifier i)
Source engine* * D

Server name*

Fort”

55L mode* * B

User name"

Password®
» Advanced

3. Specify your connection information for the target Aurora database. The following table describes
the target settings.

For This Parameter Do This
Endpoint type Choose Target.
Endpoint Identifier Type an identifier for your Aurora endpoint. The identifier

for your endpoint must be unique within an AWS Region.

Target Engine Choose aurora.
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For This Parameter

Servername

Port

SSL mode

Username

Password

Do This

Type the writer endpoint for your Aurora instance. The
writer endpoint is the primary instance.

Type the port assigned to the instance.

Choose an SSL mode if you want to enable connection
encryption for this endpoint. Depending on the mode you
select, you might need to provide certificate and server
certificate information.

Type the user name for the account you are using for the
migration. We recommend that you create an account
specific to your migration.

Provide the password for the user name preceding.

Choose the Advanced tab to set values for extra connection strings and the encryption key if you

need them.

For This Option

Extra connection attributes

KMS master key

Do This

Here you can enter values for additional
attributes that control the behavior of your
endpoint. A few of the most relevant attributes
are listed here.For the full list, see the
documentation. Separate multiple entries from
each other by using a semi-colon (;).

» targetDbType: By default, AWS DMS
creates a different MySQL database for
each schema being migrated. Sometimes
you might want to combine objects from
several schemas into a single database. To
do so, set this option to specific_database
(targetDbType=SPECIFIC_DATABASE).

* initstmt: You use this option to invoke the
MySQL initstmt connection parameter and
accept anything mysq| initstmt accepts.
When working with an Aurora target, it's
often useful to disable foreign key checks.
To do so, use the initstmt parameter as
follows:

initstnt=SET FORElI GN_KEY_CHECKS=0

Choose the encryption key to use to encrypt
replication storage and connection information.
If you choose (Default) aws/dms, the default
AWS KMS key associated with your account
and region is used.
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Prior to saving your endpoint, you have an opportunity to test it. To do so you'll need to select a VPC
and replication instance from which to perform the test.

Step 6: Create a Migration Task

When you create a migration task you tell AWS DMS exactly how you want your data migrated. Within
a task you define which tables you'd like migrated, where you'd like them migrated, and how you'd
like them migrated. If you're planning to use the change capture and apply capability of AWS DMS it's
important to know transactions are maintained within a single task. In other words, you should migrate
all tables that participate in a single transaction together in the same task.

Using an AWS DMS task, you can specify what schema to migrate and the type of migration. You can
migrate existing data, migrate existing data and replicate ongoing changes, or replicate data changes
only. This walkthrough migrates existing data only.

To create a migration task

1. On the navigation pane, choose Tasks.
2. Choose Create Task.
3. Onthe Create Task page, specify the task options. The following table describes the settings.

For This Option Do This

Task name It's always a good idea to give your task a descriptive
name that helps organization.

Task description Type a description for the task.

Source endpoint Select your source endpoint.

Target endpoint Select your target endpoint.

Replication instance Select a replication instance on which to run the task.

Remember, your source and target endpoints must be
accessible from this instance.

Migration type You can use three different migration types with AWS
DMS.

¢ Migrate existing data:

If you select this option, AWS DMS migrates only

your existing data. Changes to your source data

aren't captured and applied to your target. If you

can afford taking an outage for the duration of the

full load, migrating with this option is simple and
straight forward. This method is also good to use when
creating test copies of your database.

« Migrate existing data and replicate ongoing
changes:

With this option, AWS DMS captures changes while
migrating your existing data. AWS DMS continues

to capture and apply changes even after the bulk

data has been loaded. Eventually the source and
target databases will be in sync, allowing for a minimal
downtime migration. To do this, take the following
steps:

» Shut the application down
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4.

For This Option

Start task on create

Do This

« Let the final change flow through to the target

» Perform any administrative tasks such as enabling
foreign keys and triggers

« Start the application pointing to the new target
database

Note

AWS DMS loads the bulk data table-by-
table, <n> tables at a time. As the full load
progresses, AWS DMS begins applying
cached changes to the target tables as soon
as possible. During the bulk load, referential
integrity is violated, therefore existing foreign
keys must be disabled for the full load. Once
the full load is complete, your target database
has integrity and changes are applied as
transactions.

¢ Replicate data changes only:

In some cases you might choose to load bulk data
using a different method. This approach generally only
applies to homogeneous migrations.

In most situations having the task start immediately is
fine. Sometimes you might want to delay the start of a
task, for instance, to change logging levels.

Next, set the Advanced settings as shown following.

For This Option

Do This

Target table preparation mode AWS DMS allows you to specify how you would like your

Include LOB columns in
replication

target tables prepared prior to loading.

Do nothing - When you select this option, AWS DMS
does nothing to prepare your tables. Your table structure
remains as is and any existing data is left in the table.
You can use this method to consolidate data from
multiple systems.

Drop tables on target - Typically you use this option
when you want AWS DMS to create your target table for
you. When you select this option, AWS DMS drops and
recreates the tables to migrate before migration.

Truncate - Select this option if you want to pre-create
some or all of the tables on your target system, maybe
with the AWS Schema Conversion Tool. When you
select this option, AWS DMS truncates a target table
prior to loading it. If the target table doesn'’t exist, AWS
DMS creates the table for you.

Large objects, (LOBs) can sometimes be difficult to
migrate between systems. AWS DMS offers a number
of options to help with the tuning of LOB columns. To
see which and when datatypes are considered LOBS by
AWS DMS, see the AWS DMS documentation.
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For This Option Do This

Don't include LOB columns - When you migrate
data from one database to another, you might take

the opportunity to rethink how your LOBs are stored,
especially for heterogeneous migrations. If you want to
do so, there’s no need to migrate the LOB data.

Full LOB mode - In full LOB mode AWS DMS migrates
all LOBs from source to target regardless of size. In

this configuration, AWS DMS has no information about
the maximum size of LOBs to expect. Thus, LOBs are
migrated one at a time, piece by piece. Full LOB mode
can be quite slow.

Limited LOB mode - In limited LOB mode, you set

a maximum size LOB that AWS DMS should accept.
Doing so allows AWS DMS to pre-allocate memory
and load the LOB data in bulk. LOBs that exceed the
maximum LOB size are truncated and a warning is
issued to the log file. In limited LOB mode you get
significant performance gains over full LOB mode. We
recommend that you use limited LOB mode whenever
possible.

Note

With Oracle, LOBs are treated as VARCHAR
data types whenever possible. This approach
means AWS DMS fetches them from the
database in bulk, which is significantly faster
than other methods. The maximum size of a
VARCHAR in Oracle is 64K, therefore a limited
LOB size of less than 64K is optimal when
Oracle is your source database.

Max LOB size (K) When a task is configured to run in limited LOB mode,
this option determines the maximum size LOB that AWS
DMS accepts. Any LOBs that are larger than this value
will be truncated to this value.

LOB chunk size (K) When a task is configured to use full LOB mode, AWS
DMS retrieves LOBs in pieces. This option determines
the size of each piece. When setting this option, pay
particular attention to the maximum packet size allowed
by your network configuration. If the LOB chunk size
exceeds your maximum allowed packet size, you might
see disconnect errors.

Custom CDC start time This parameter pertains to tasks configured to replicate
data changes only. It tells AWS DMS where to start
looking for changes in the change stream.

Enable logging Always enable logging.

5. Set additional parameters.
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For This Option

Create control table(s) in target
schema

Maximum number of tables to load
in parallel

Specify any table mapping settings.

Do This

AWS DMS requires some control tables in the target
database. By default those tables are created in the
same database as your data. This parameter allows you
to tell AWS DMS to puts those artifacts somewhere else.

AWS DMS performs a table-by-table load of your data.
This parameter allows you to control how many tables
AWS DMS will load in parallel. The default is 8, which is
optimal in most situations.

Table mappings tell AWS DMS which tables a task should migrate from source to target.
Table mappings are expressed in JSON, though some settings can be made using the AWS
Management Console. Table mappings can also include transformations such as changing table

names from upper case to lower case.

AWS DMS generates default table mappings for each (non-system) schema in the source

database. In most cases you'll want to customize your table mapping. To customize your table
mapping select the custom radio button. For details on creating table mappings see the AWS DMS
documentation. The following table mapping does these things:

e Itincludes the DMS_SAMPLE schema in the migration.
« It excludes the tables NFL_DATA, MLB_DATA, NAME_DATE, and STADIUM_DATA.
¢ |t converts the schema, table, and column names to lower case.

{
"rules": [
{
"rule-type": "selection",
"rule-id": "1",
"rul e-nane": "1",
"object-locator": {
"schema- nane": "DMS_SAMPLE",
"tabl e-nane": "%
}
"rule-action": "include"
}
{
"rule-type": "selection",
"rule-id": "2",
"rul e-name": "2",
"object-locator": {
"schema- name": "DMS_SAMPLE",
"tabl e-nane": "M.B_DATA"
}
"rul e-action": "exclude"
}
{
"rule-type": "selection",
"rule-id": "3",
"rul e-nane": "3",

"object-locator": {

API Version 2016-01-01

21




AWS Database Migration Service
Step-by-Step Migration Guide
Step 6: Create a Migration Task

"schema- name": "DMS_SAMPLE",
"tabl e-name": " NAME_DATA"
},
"rul e-action": "exclude"
},
{
"rule-type": "selection",
"rule-id": "4",
"rul e-nane": "4",
"object-locator": {
"schema- nane": "DMS_SAMPLE",
"tabl e-nane": " NFL_DATA"
},
"rul e-action": "exclude"
},
{
"rule-type": "selection",
"rule-id": "5",
"rul e-nane": "5",
"object-locator": {
"schema- name": "DMS_SAMPLE",
"tabl e-nane": "NFL_STADI UM DATA"
},
"rul e-action": "exclude"
PoA
"rule-type": "transfornmation",
"rule-id": "6",
"rul e-nane": "6",
"rul e-action": "convert-|owercase",
"rule-target": "schema",
"object-locator": {
"schema- nane": "%
}
},
{
"rule-type": "transfornmation",
"rule-id": "7",
"rul e-nanme": "7",
"rul e-action": "convert-|owercase",
"rule-target": "table",
"object-locator": {
"schema- name": "%,
"t abl e-nane": "%
}
},
{
"rule-type": "transfornmation",
"rule-id": "8",
"rul e-nane": "8",
"rul e-action": "convert-|owercase",
"rule-target": "colum",
"object-locator": {
"schema- name": "%,
"tabl e-nane": "%,
"col um-nane": "%
}
}
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Step 7: Monitor Your Migration Task

Three sections in the console provide visibility into what your migration task is doing:

e Task monitoring — The Task Monitoring tab provides insight into your full load throughput and also
your change capture and apply latencies.

¢ Table statistics — The Table Statistics tab provides detailed information on the number of rows
processed, type and number of transactions processed, and also information on DDL operations.

¢ Logs — From the Logs tab you can view your task’s log file, (assuming you turned logging on.) If for
some reason your task fails, search this file for errors. Additionally, you can look in the file for any
warnings. Any data truncation in your task appears as a warning in the log file. If you need to, you
can increase the logging level by using the AWS Command Line Interface (CLI).

Troubleshooting

The two most common areas people have issues with when working with Oracle as a source and
Aurora as a target are: supplemental logging and case sensitivity.

« Supplemental logging — With Oracle, in order to replication change data supplemental logging must
be enabled. However, if you enable supplemental logging at the database level, it sometimes still
need to enable it when creating new tables. The best remedy for this is to allow DMS to enable
supplemental logging for you using the extra connection attribute:

addSuppl enent al Loggi ng=Y

¢ Case sensitivity: Oracle is case-insensitive (unless you use quotes around your object names).
However, text appears in uppercase. Thus, AWS DMS defaults to naming your target objects in
uppercase. In most cases, you'll want to use transformations to change schema, table and column
names to lower case.

For more tips, see the AWS DMS troubleshooting section in the AWS DMS User Guide.

To troubleshoot issues specific to Oracle, see the Oracle troubleshooting section:

http://docs.aws.amazon.com/dms/latest/userguide/
CHAP_Troubleshooting.html#CHAP_Troubleshooting.Oracle

To troubleshoot Aurora and MySQL issues, see the MySQL troubleshooting section:

http://docs.aws.amazon.com/dms/latest/userguide/
CHAP_Troubleshooting.html#CHAP_Troubleshooting.MySQL

Working with the Sample Database for Migration

We recommend working through the preceding outline and guide by using the sample Oracle database
provided by Amazon. This database mimics a simple sporting event ticketing system. The scripts to
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generate the sample database are part of the .tar file located here: https://github.com/awslabs/aws-
database-migration-samples.

To build the sample database, extract the .tar file and follow the instructions in the README and install
files.

The sample includes approximately 8-10 GB of data. The sample database also includes the
ticketManagment package, which you can use to generate some transactions. To generate
transactions, log into SQL*Plus or SQL Developer and run the following as dms_sample:

SQL>exec ticketManagenent. generateTi cket Activity(0.01, 1000);

The first parameter is the transaction delay in seconds, the second is the number of transactions to
generate. The procedure preceding simply “sells tickets” to people. You'll see updates to the tables:
sporting_event_ticket, and ticket_purchase_history.

Once you've “sold” some tickets, you can transfer them using the command following:

SQL>exec ticket Managenent. generat eTransferActivity(1, 100);

The first parameter is the transaction delay in seconds, the second is the number of transactions to
generate. This procedure also updates sporting_event_ticket and ticket_purchase_history.
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Migrating an Amazon RDS Oracle
Database to Amazon Aurora Using
AWS Database Migration Service

This walkthrough gets you started with heterogeneous database migration from Amazon RDS Oracle
to Amazon Aurora using AWS Database Migration Service and the AWS Schema Conversion Tool.
This is an introductory exercise so does not cover all scenarios but will provide you with a good
understanding of the steps involved in executing such a migration.

It is important to understand that AWS DMS and AWS SCT are two different tools and serve different
needs. They don't interact with each other in the migration process. At a high level, the steps involved
in this migration are:

1. Using the AWS SCT to:

¢ Run the conversion report for Oracle to Aurora to identify the issues, limitations, and actions
required for the schema conversion.

¢ Generate the schema scripts and apply them on the target before performing the data load via
AWS DMS. AWS SCT will perform the necessary code conversion for objects like procedures and
views.

2. Identify and implement solutions to the issues reported by AWS SCT. For example, an object
type like Oracle Sequence that is not supported in the Amazon Aurora can be handled using the
auto_increment option to populate surrogate keys or develop logic for sequences at the application
layer.

3. Disable foreign keys or any other constraints which may impact the AWS DMS data load.

4. AWS DMS loads the data from source to target using the Full Load approach. Although AWS DMS
is capable of creating objects in the target as part of the load, it follows a minimalistic approach to
efficiently migrate the data so it doesn’t copy the entire schema structure from source to target.

5. Perform post-migration activities such as creating additional indexes, enabling foreign keys, and
making the necessary changes in the application to point to the new database.

This walkthrough uses a custom AWS CloudFormation template to create an Amazon RDS DB
instances for Oracle and Amazon Aurora. It then uses a SQL command script to install a sample
schema and data onto the Amazon RDS Oracle DB instance that you then migrate to Amazon Aurora.

This walkthrough takes approximately two hours to complete. The estimated cost to complete it, using
AWS resources, is about $5.00. Be sure to follow the instructions to delete resources at the end of this
walkthrough to avoid additional charges.
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Costs

For this walkthrough, you provision Amazon Relational Database Service (Amazon RDS) resources
by using AWS CloudFormation and also AWS Database Migration Service (AWS DMS) resources.
Provisioning these resources will incur charges to your AWS account by the hour. The AWS Schema
Conversion Tool incurs no cost; it is provided as a part of AWS DMS.

Although you'll need only a minimum of resources for this walkthrough, some of these resources
are not eligible for AWS Free Tier. At the end of this walkthrough, you'll find a section in which you
delete the resources to avoid additional charges. Delete the resources as soon as you complete the
walkthrough.

To estimate what it will cost to run this walkthrough on AWS, you can use the AWS Simple Monthly
Calculator. However, the AWS DMS service is not incorporated into the calculator yet. The following
table shows both AWS DMS and Amazon RDS Oracle Standard Edition Two pricing.

AWS Service Instance Type Storage and I/O
Amazon RDS Oracle DB instance, License Included db.m3.medium Single AZ, 10 GB
(Standard Edition Two), Single AZ storage, GP2
Amazon RDS Aurora DB instance db.r3.large Single AZ, 10 GB
storage, 1 million
I/0
AWS DMS replication instance t2.small 50 GB of storage
for keeping
replication logs
included
AWS DMS data transfer Free—data
transfer between
AWS DMS and

databases in RDS
instances in the
same Availability
Zone is free

Data transfer out First 1 GB per
month free

Assuming you run this walkthrough for two hours, we estimate the following pricing for AWS resources:

« Amazon Aurora + 10 GB storage pricing estimated by using the AWS Simple Monthly Calculator is
$1.78.
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Amazon RDS Oracle SE2 (license included) + 10 GB GP2 storage cost, estimated as per the pricing
site at ($0.226) * 2 hours + ($0.115) * 10 GB, is $1.602.

AWS DMS service cost for the t2.small instance with 50 GB GP2 storage, estimated as per the
pricing site at ($0.036) * 2 hours, is $0.072.

Total estimated cost to run this project = $1.78 + $1.602 + $0.072 = $3.454—approximately $5.00.

This pricing is based on the following assumptions:

We assume the total data transfer to the Internet is less than a gigabyte. The preceding pricing
estimate assumes that data transfer and backup charges associated with the RDS and DMS
services are within Free Tier limits.

Storage consumed by the Aurora database is billed in per GB-month increments, and 1/0s
consumed are billed in per-million request increments.

Data transfer between DMS and databases in RDS instances in the same Availability Zone is free.

Prerequisites

The following prerequisites are also required to complete this walkthrough:

Familiarity with Amazon RDS, the applicable database technologies, and SQL.

The custom scripts that include creating the tables to be migrated and SQL queries for confirming
the migration. The scripts and queries are available at the following links. Each step in the
walkthrough also contains a link to download the file or includes the exact query in the step.

* SQL statements to build the HR schema— https://dms-sbs.s3.amazonaws.com/Oracle-HR-
Schema-Build.sql.

» SQL queries to validate the schema contents — (text) https://dms-sbs.s3.amazonaws.com/
AWSDMSDemoStats.txt and (spreadsheet) https://dms-sbs.s3.amazonaws.com/
AWSDMSDemoStats.xIsx.

* AWS CloudFormation template — https://dms-sbs.s3.amazonaws.com/
Oracle_Aurora_RDS_For_DMSDemo.template.

An AWS account with AWS Identity and Access Management (IAM) credentials that allow you to
launch Amazon Relational Database Service (Amazon RDS) and AWS Database Migration Service
(AWS DMS) instances in your AWS Region. For information about IAM credentials, see Creating an
IAM User.

Basic knowledge of the Amazon Virtual Private Cloud (Amazon VPC) service and of security groups.
For information about using Amazon VPC with Amazon RDS, see Virtual Private Clouds (VPCs)
and Amazon RDS. For information about Amazon RDS security groups, see Amazon RDS Security
Groups.

An understanding of the supported features and limitations of AWS DMS. For information about
AWS DMS, see What Is AWS Database Migration Service? .

Knowledge of the supported data type conversion options for Oracle and Amazon Aurora. For
information about data types for Oracle as a source, see Using an Oracle Database as a Source for
AWS Database Migration Service . For information about data types for Amazon Aurora as a target,
see Using a MySQL-Compatible Database as a Target for AWS Database Migration Service .

For more information on AWS DMS, see the AWS DMS documentation.
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Migration Architecture

This walkthrough uses AWS CloudFormation to create a simple network topology for database
migration that includes the source database, the replication instance, and the target database in the
same VPC. For more information on AWS CloudFormation, see the CloudFormation documentation.

We will provision the AWS resources that are required for this AWS Database Migration Service (AWS
DMS) walkthrough through AWS CloudFormation. These resources include a VPC and Amazon
Relational Database Service (Amazon RDS) instances for Oracle and Amazon Aurora. We provision
through AWS CloudFormation because it simplifies the process, so we can concentrate on tasks
related to data migration. When you create a stack from the AWS CloudFormation template, it
provisions the following resources:

¢ A VPC with CIDR (10.0.0.0/24) with two public subnets in your region, DBSubnetl at the address
10.0.0.0/26 in Availability Zone (AZ) 1 and DBSubnet?2 at the address 10.0.0.64/26, in AZ 12.

« A DB subnet group that includes DBSubnetl and DBSubnet2.

Oracle RDS Standard Edition Two with these deployment options:
* License Included

» Single-AZ setup

* db.m3.medium or equivalent instance class

* Port 1521

 Default option and parameter groups

¢ Aurora RDS instance with these deployment options:
* No replicas

» db.r3.large or equivalent instance class

» Port 3306

» Default option and parameter groups

¢ A security group with ingress access from your computer or 0.0.0.0/0 (access from anywhere) based
on the input parameter

We have designed the CloudFormation template to require few inputs from the user. It provisions
the necessary AWS resources with minimum recommended configurations. However, if you want to
change some of the configurations and parameters, such as the VPC CIDR block and Amazon RDS
instance types, feel free to update the template.

We will use the AWS Management Console to provision the AWS DMS resources, such as the
replication instance, endpoints, and tasks. You will install client tools such as SQL Workbench/J and
the AWS Schema Conversion Tool (AWS SCT) on your local computer to connect to the Amazon RDS
instances.

Following is an illustration of the migration architecture for this walkthrough.
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Step-by-Step Migration

In the following sections, you can find step-by-step instructions for migrating an Amazon Relational
Database Service (Amazon RDS) Oracle database to Amazon Aurora. These steps assume that you
have already prepared your source database as described in preceding sections.

Topics
¢ Step 1: Launch the RDS Instances in a VPC by Using the CloudFormation Template (p. 29)

¢ Step 2: Install the SQL Tools and AWS Schema Conversion Tool on Your Local
Computer (p. 34)

¢ Step 3: Test Connectivity to the Oracle DB Instance and Create the Sample Schema (p. 36)
e Step 4: Test the Connectivity to the Aurora DB Instance (p. 40)

¢ Step 5: Use the AWS Schema Conversion Tool (AWS SCT) to Convert the Oracle Schema to
Aurora (p. 42)

¢ Step 6: Validate the Schema Conversion (p. 51)

¢ Step 7: Create a AWS DMS Replication Instance (p. 55)

¢ Step 8: Create AWS DMS Source and Target Endpoints (p. 55)

¢ Step 9: Create and Run Your AWS DMS Migration Task (p. 58)

¢ Step 10: Verify That Your Data Migration Completed Successfully (p. 61)
e Step 11: Delete Walkthrough Resources (p. 63)

Step 1: Launch the RDS Instances in a VPC by
Using the CloudFormation Template

First, you need to provision the necessary AWS resources for this walkthrough.
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To use AWS CloudFormation to create Amazon RDS resources for this walkthrough

1.

4.

Sign in to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

Choose Create stack.

On the Select Template page, choose Specify an Amazon S3 template URL and paste the
following URL into the adjacent text box:

https://dns-sbs. s3. anmazonaws. coml Or acl e_Aur or a_RDS_For _DMsDeno. t enpl at e.

Create stack

| select Template  Select Template

Specify Delails

Options
manage as a singke unit
Review

Select the termplate that describes ihe stack that you want to create. A stack is a group of relaled resources that you

Design a template  Lise AWS CloudFommation Designer 1o create or modify an exsting lemplate. Learm mi

Design template

Choose a template A template 5 a JSON-Tormatted lext file that describes your slack's resources and the

properies. Leam more

Select a sample template

Upload a template o Amazon 53

& Specify an Amazon 53 lemplate URL

Oraclke_Aurgra_RDS_For DMSDemo.tem |V

Choose Next. On the Specify Details page, provide parameter values as shown following.

For This Parameter Do This
Stack Name Type DMsdeno.
OracleDBName Provide any unique name for your database. The name

should begin with a letter. The default is ORCL.

OracleDBUsername Specify the admin (DBA) user for managing the Oracle
instance. The default is or aadmi n.

OracleDBPassword Provide the password for the admin user.

AuroraDBUsername Specify the admin (DBA) user for managing the Aurora

instance. The default is aur adni n.
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5.

For This Parameter Do This
AuroraDBPassword Provide the password for the admin user.
ClientIP Specify the IP address in CIDR (x.x.x.x/32) format for

your local computer. You can get your IP address from
whatsmyip.org. Your RDS instances' security group will
allow ingress to this IP address. The default is access
from anywhere (0.0.0.0/0), which is not recommended;
you should use your IP address for this walkthrough.

Specify Details

Specify a stack name and parameter values. You can use of change the defaull parameter values, which are defined in
the AWS CloudFormation templale. Learn more

Stack name DMSdemo

Parameters

Source Oracle Database Configuration

OracleDBName ORCL Enter Oracie Dalabas e name
QracleDBUsermame oraadmin Enter database Admin username for Oracle
OracleDBPassword sEERERERE Enter passward for Orace Adrmin

Target Aurgra Database Configuration

AuroraDBUsername auradmin

Ender database Adman usermame for Aurora RDS
AurcraDBEFassword ssssasese Enter password for Aurora Admén user
Enter IP address for DB Security group Configuration

ClientlP

The IF address range thal can be used to conned to the RDS instances from your local ma

bé a valid IP CIDR range of the form roxai Pis

wilaks myip.orng

Choose Next. On the Options page, shown following, choose Next.
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Options

Tags

You can specify tags (Key-value pairs) fof resources in your stack. You can add up to 10 unigue key-valué pairs for each
stack. Leam more

Kwy (127 characters masimur Value (75

1 (=]

» Advanced

You can set additional options for your stack. like notificaton opbions and a stack policy. Learmn more

Cancel Previous m

On the Review page, review the details, and if they are correct choose Create Stack. You can get
the estimated cost of running this CloudFormation template by choosing Cost.

Review

Template

Tempiate URL  hitps/is3-us-west-2 amazonaws. com'awsdmsdemo
IOracke_Aurora_RDS_For_DMSDemo.template
Description  This CloudFormation sample template Oracke_Aurora_RDS_In_VPC creates a Oracle and
Aurora RDS instances in a VPC which can be used 1o test the dalabase migration using
AWS DMS service. You will be billed for the AWS resources used if you create a stack from
this template
Estimate cost Cost

Details

Stack name DMSdemo

Source Oracle Database Configuration
OracleDBName ORCL

OracleDBUsername  oraadmin
OracleDBPassword

Target Aurora Database Configuration
AuroraDBUsername  auradmin
AuroraDBPassword

Enter IF address for DB Security group Configuration

ClientlP

AWS can take about 20 minutes or more to create the stack with Amazon RDS Oracle and
Amazon Aurora instances.
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Create Stack ALHons = Design lemplate £
Filter: Active = By Mame: Showing 66 512
Stack Mame Created Time Status Description

Ei 2016-08-18 14:57:51 UTC-0700 ATE Il This CloudFormation sample tempiat

2016-08-10 13:56:20 UTC-0700 CREATE_COMPLETE
y 2016-08-09 135147 UTC-0700 | CREATE_COMPLETE
2016-08-04 15:06:43 UTC-OT00  ROLLBACK_COMPLETE
2016-08-01 10:56:18 UTC-0700 CREATE_COMPLETE
2016-07-11 10:07:14 UTC-0700 CREATE_COMPLETE
2016-07-01 172420 UTC-O700 CREATE_COMPLETE
2016-07-01 17:18:56 UTC-0700  CREATE_COMPLETE

2016-07-01 17:10:18 UTC-0700  CREATE_COMPLETE
Events = 1.

2016-0B-18 Status Type Logical ID Status reason

P 145751 UTC- AWS CloudFormation: Stack DMSdemo User Intiated
0700

After the stack is created, choose Stack, select the DMSdemo stack, and then choose
Outputs. Record the JDBC connection strings, OracleJDBCConnectionString and
AuroraJDBCConnectionString, for use later in this walkthrough to connect to the Oracle and
Aurora DB instances.
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CloudFormation > Stack List » Stack Detail: DMSdemo

D M Sdem{j Other Actions = Update Stack

S5tack name: DMSdemo

Stack ID: arnaws cloudformation us-west-2- 100137374868 stack/DMSdemo/232a30e0-6628-11e6-bd48-50d5c a0 18442
Status: CREATE_COMPLETE
Status reason:

Description:

* Qutputs

Hey Description

Jdbc oracke thini@do xasknOmfpigy comdic
Omg 7T us-west-2 rds amazonaws com: 1521

OracleJDBCConnectionSiring JOBC conneclion string for Oracle database

Regionname us-west-2

StackName DMS e

Jdbe mysql idmsdemo-aurorac usier-1u 1o
qny3Swy.cluster-cgiwdtcsOmgy us-west-2 rd
5 amazonaws com 3306

AuroraJDBCConnectionsinng JOBC conmection sinng for Aurora database

Note

Oracle 12c SE Two License version 12.1.0.2.v4 is available in all regions. However, Amazon
Aurora is not available in all regions. Amazon Aurora is currently available in US East (N.
Virginia), US West (Oregon), EU (Ireland), Asia Pacific (Tokyo), Asia Pacific (Mumbai), Asia
Pacific (Sydney), and Asia Pacific (Seoul). If you try to create a stack in a region where Aurora
is not available, creation fails with the error | nval i d DB Engi ne for AuroraC uster.

Step 2: Install the SQL Tools and AWS Schema
Conversion Tool on Your Local Computer

Next, you need to install a SQL client and the AWS Schema Conversion Tool (AWS SCT) on your local
computer.

This walkthrough assumes you will use the SQL Workbench/J client to connect to the RDS instances
for migration validation. A few other software tools you might want to consider are the following:

« JACK DB, an online web interface to work with RDS databases (Oracle and Aurora) over JDBC
¢ DBVisualizer
¢ Oracle SQL Developer

To install the SQL client software

1. Download SQL Workbench/J from the SQL Workbench/J website, and then install it on your local
computer. This SQL client is free, open-source, and DBMS-independent.
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Download the Oracle Database 12.1.0.2 JDBC driver (ojdbc7.jar).
Download the MySQL driver ( mysgl-connector-java-5.1.39-bin.jar).
Using SQL Workbench/J, configure JDBC drivers for Oracle and Aurora to set up connectivity, as
described following.
In SQL Workbench/J, choose File, then choose Manage Drivers.
From the list of drivers, choose Oracle.

Choose the Open icon, then choose the oj dbc. j ar file that you downloaded in the previous
step. Choose OK.

r:'_'l Manage drivers “
x

EnterpriseDE P
—— Hame Crade

H2 Database Engine Libr ey — y——
s "

BsMOaz
IBM D2 UDE for AS/400 (iSeries)
Informix

MariaDE r _]A

MaxDE

Mirosoft Access TBC Oriver | € L | I
oS Suve R T

EY

MyS0L Sample LRL oo ade: thin: [ hos tname port fsenice_name

|t [ ] [ G ]

4. From the list of drivers, choose MySQL.

5. Choose the Open icon, then choose the MySQL JDBC driver that you downloaded in the
previous step. Choose OK.

(B Manage drivers o |

x

Eriterpreald A
FrebedsqL Mame MySCL

Hi2 Dotobose Engine Liwary "\DBC drivers\mysgl-connector java-£. 1. 35ym

iy (S 1 0BC drvers e v+
IEM DE2 x
1B D2 DB for AS[400 (Savieg) -

Triformmin

PelarialE

a8 |

Maosoft Acoess OBC Driver | = EN ] 3
Microsaft SOL Server Classrarme

n o8 oo,y jobe. Driver
Sample AL i-myeq): hostnamesportiname_of_datahase

Orade

Drace ML

Pervasive PSQL

Pastira90L -

™ x| [ Goncd |

)

—
L
=_!

Next, install the AWS Schema Migration Tool and the required JDBC drivers.
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To install the AWS Schema Migration Tool and JDBC drivers

1. Download the AWS Schema Conversion Tool from Installing and Updating the AWS Schema
Conversion Tool in the AWS Schema Conversion Tool User Guide. By default, the tool is installed
in the "C:\Program Files\AWS Schema Conversion TooNAWS directory.

Launch the AWS Schema Conversion Tool.
In the AWS Schema Conversion Tool, choose Global Settings from Settings.

In Global Settings, choose Driver, and then choose Browse for Oracle Driver Path. Locate the
JDBC Oracle driver and choose OK. Next, choose Browse for MySql Driver Path. Locate the
JDBC MySQL driver and choose OK. Choose OK to close the dialog box.

Global settings
* |Losgging Name Value
O

Drivers Settings Orache Driver Path: Browse
Micrasaft Sgl Server Driver P. Erowse
My3ql Driver Path CADBL divers\rmysgl-connector-java- 51 1 Browie
PoatgreSQL Driver Path Browse
Teradata Driver Path Browvse

» Performance and Memony

b Assesament Report Amiazon Redshift Driver Path: s

0K Cance Appby

Step 3: Test Connectivity to the Oracle DB Instance
and Create the Sample Schema

After the CloudFormation stack has been created, test the connection to the Oracle DB instance by
using SQL Workbench/J and then create the HR sample schema.

To test the connection to your Oracle DB instance using SQL Workbench/J and create
the sample schema

1. In SQL Workbench/J, choose File, then choose Connect window. Create a new connection
profile using the following information as shown following

For This Parameter Do This
New profile name Type RDSOr acl eConnect i on.
Driver Choose Oracl e (oracle.jdbc. Oracl eDriver).
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For This Parameter Do This
URL Use the OracleJDBCConnectionString value you

recorded when you examined the output details of the
DMSdemo stack in a previous step.

Username Type or aadni n.

Password Provide the password for the admin user that you
assigned when creating the Oracle DB instance using
the AWS CloudFormation template.

2. Test the connection by choosing Test. Choose OK to close the dialog box, then choose OK to
create the connection profile.

’
5% Select Connection Profile £
B 0B EE | X H .E| .E| [ Drefault group
®
Diter ROSOrackeConnection
Defaudt group
N CSOradeConnect Drivesr Oraecie (orache . jdoc. O adeDrner) -
URL yebsczor e thn: s vest-2,rod, amaconaws, com: 152 1:0R0L
LUsernams  orasdmn &% SYSDEA
Pasoword sessssmas [ Shew passened |
fustecommit | | Fetch sire Tineout s [Extended Propertes |

SOL Werkbenchy) — —— S S — “

0 Connection to 'jdhc:qra-:le:thlrh:z 1s-wiest-2 nds. armazonsas. com: 1521 0RCL" successful

Workspaos
Main windiow icon

Tags

Connectscripts | | Schema/Catslog Fiter | | Vaniables | “
Cancel

| Manage privers | | Help ) [ o

Note

If your connection is unsuccessful, ensure that the IP address you assigned when
creating the CloudFormation template is the one you are attempting to connect from. This
is the most common issue when trying to connect to an instance.

3. Create the HR schema you will use for migration using a custom script. The SQL script provided
by AWS is located at this site.
Open the provided SQL script in a text editor. Copy the entire script.
In SQL Workbench/J, paste the SQL script in the Default.wksp window showing Statement 1.
Choose SQL, then choose Execute All.
When you run the script, you will get an error message indicating that user HR does not

exists. You can ignore this error and run the script. The script drops the user before creating
it,which generates the error.
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1557501 Warkbench/] RDSCOracleConnection - Default wksp

File Edit Niew Data SO Macros Workspace Jools Help
P @<y HEEx § oy | E | @ G| user=omaden, Schemasti, Ui

1 FRRFFRR R R PR R R R PR RN R R PR RPN RR R R R R PR R PR R PR R PR R PR R R TR PR RN RRF R
| -

2!

31 ipt sontaing ERe Folle

4

BT 5L

1

-
=]

TR P R AP PR PP PRI

=
=

=
FIN Y]

lidrop user hr cascader

15
lécreate user hr identiflied by hradmin:
17grant connect, resgurce, unlimited tablespace, dba to hr:
18
1g
20 7
71
S5 ATTED SESSTM T CTELEVT SrEEWR—uTe
F S 4

Missanges

ALTER TABLF departments successful

Fracution cime: 0.07a
Seatemsnt 252 of 254 finished

COMMIT execuved successfully

Executicn time: 0,062

Verify the object types and count in HR Schema were created successfully by running the
following SQL query. You can also compare the results from the following queries with the results
listed in the spreadsheet provided by AWS at this site.

Sel ect OBJECT_TYPE, COUNT(*) from dba_OBJECTS where owner ="' HR
GROUP BY OBJECT_TYPE;

The results of this query should be similar to the following:

OBJECT_TYPE COUNT( *)
| NDEX 7

PROCEDURE 2
SEQUENCE 3

TABLE 7

VI EW 1
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o SOL Workbench/) RDSOracleConnection - Defaultwisp
File Edit View Data 5L Macros Wodspace Tooks Help

b @K <>y HEmx § - (2 E | P B | @ | Usermorsadein, 5o
Statement 1
1%elect OBJECT _TYPE, COUNT(*) from dba OBJECIS where ownerw*HR'

2GROUE BY OBJECT TYPE:

AW
Result 1| Messages

CHECT_TYPE & COUNT(™
THDEX

PROCEDURE

SEQUENCE

TAELE

WIEW

L LT

Verify the number of constraints in HR schema by running the following SQL query:

Sel ect CONSTRAI NT_TYPE, COUNT(*) from dba_constraints where owner="HR

AND ( CONSTRAI NT_TYPE IN (' P',' R ) OR SEARCH_CONDI TI ON_VC NOT LI KE ' 9%OT
NULL% )
GROUP BY CONSTRAI NT_TYPE;

The results of this query should be similar to the following:

CONSTRAI NT_TYPE COUNT( *)

R 10
P 7
C 2

Verify the total number of tables and number of rows for each table by running the following SQL
query:

Sel ect tabl e_name, numrows from dba_tabl es where owner="HR order by 1,

The results of this query should be similar to the following:

TABLE_NAME NUM ROWS
COUNTRI ES 25
DEPARTMENTS 27
EMPLOYEES 107
JOBS 19
JOB_HI STORY 10
LOCATI ONS 23
REG ONS 4
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7. Verify the relationship in tables. Check the departments with employees greater than 10 by
running the following SQL query:

Sel ect b. depart nent _nane, count (*) from HR Enpl oyees a, HR departnents b
wher e a. departnent _i d=b. departnent_id

group by b.departnent_nanme having count(*) > 10

order by 1;

The results of this query should be similar to the following:

DEPARTMENT_NAME COUNT( *)
Sal es 34
Shi ppi ng 45

Step 4: Test the Connectivity to the Aurora DB
Instance

Next, test your connection to your Aurora DB instance.

To test the connection to your Aurora DB instance using SQL Workbench/J

1. In SQL Workbench/J, choose File, then choose Connect window. Choose the Create a new

connection profile icon. using the following information: Connect to the Aurora DB instance in SQL

Workbench/J by using the information as shown following

For This Parameter Do This

New profile name Type RDSAur or aConnect i on.

Driver Choose MySQL (com nysql . j dbc. Driver).
URL Use the AuroraJDBCConnectionString value you

recorded when you examined the output details of the
DMSdemo stack in a previous step.

Username Type aur adni n.

Password Provide the password for the admin user that you
assigned when creating the Aurora DB instance using
the AWS CloudFormation template.

2. Test the connection by choosing Test. Choose OK to close the dialog box, then choose OK to
create the connection profile.
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= Select Connection Profile 2 [}
'E’J)E > HEE Default group i
= LTl | PTr————
B Defauit group ’ 1
e Ove iSRG R '-
AL b mysglfidmescemo--auror achsier - kg e e e Sy U5 -west-2.ros.amazonee
Username | Buradmin
Pasoword SeREEEEEE
Autocommit || Fetch size Trmeout H Extended Properbes
—— 32

S0L Workbench/) —

ﬂ Connection to “pdbomysqly//dmsdermo-aurormcluster- s T e el iy ws-west-2 rds.amazonaws.coma 33067 successiul

Tage

[ex]
[ox]
[ex]
[ Comnect saripts | | SchemaCatelog Fiter | [ varisbies |

[ ] o =0

Note

If your connection is unsuccessful, ensure that the IP address you assigned when
creating the CloudFormation template is the one you are attempting to connect from. This
is the most common issue when trying to connect to an instance.

Log on to the Aurora instance by using the master admin credentials.

Verify your connectivity to the Aurora DB instance by running a sample SQL command, such as
SHOW DATABASES; .

—

S0L Workbench/) RDSAuroraConnection - Default.wisp
File Edit View Data SOL Macros Workspace Tools Help
Y@< <> HE2EX § - | BB @R v

Statement |

I 1}!‘.‘:#? DATABASES;
2
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Step 5: Use the AWS Schema Conversion Tool
(AWS SCT) to Convert the Oracle Schema to
Aurora

Before you migrate data to Aurora, you convert the Oracle schema to an Aurora schema as described
following.

To convert an Oracle schema to an Aurora schema using AWS Schema Conversion
Tool (AWS SCT)

1. Launch the AWS Schema Conversion Tool (AWS SCT). In the AWS SCT, choose File, then
choose New Project. Create a new project called DMSDenoPr oj ect . Enter the following
information in the New Project window and then choose OK.

For This Parameter Do This
Project Name Type DVsSDenoPr oj ect .
Location Use the default Projects folder and the default

Transactional Database (OLTP) option.

Source Database Engine Choose Oracle.

Target Database Engine Choose Amazon Aurora.

 Connect to Oracle l = r
Specify parameters for new connections to the source @l
Connection

Type: SiD -
F

Server name: us-wiest-2.rds.amaronaws.oom -
F

Server port: 1521 -
F

Crrache SIDx ORCL -
F

User name: orasdmin -
F

Password: sasnsanae

Use 55L
*‘f Connection successful alert
Connection successful I
oK Cancel

2. Choose Connect to Oracle. In the Connect to Oracle dialog box, enter the following information,
and then choose Test Connection.
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For This Parameter

Do This

Type

Choose SID.

Server name

Use the OracleJDBCConnectionString value you
used to connect to the Oracle DB instance, but remove
the JDBC prefix information. For example, a sample
connection string you use with SQL Workbench/J might
be "jdbc:oracle:thin: @dolxa4grferti8y.cqgiw4tcsOmg7.us-
west-2.rds.amazonaws.com:1521:0RCL".

For the AWS SCT Server name, you remove
"jdbc:oracle:thin:@" and use just the server

name: "dolxadgrferti8y.cqiwdtcsOmg7.us-
west-2.rds.amazonaws.com"

Server port Type 1521.

Oracle SID Type ORCL.

User name Type or aadmi n.

Password Provide the password for the admin user that you

assigned when creating the Oracle DB instance using
the AWS CloudFormation template.

| Connect to Orache

=)

Connection
Type: 81D
F
Server name:
F
Server port: 1521
F
Crrmche SIDx QRCL
F
User name: orasdmin
F
Password: LTI
Uze 551

Specify parameters for new connections to the source ®

St g AMMa DoNaWS-.C0Im et

|| Connection successful alert

Connection successful

oK Cancel

Choose OK to close the alert box, then choose OK to close the dialog box and to start the
connection to the Oracle DB instance. The database structure on the Oracle DB instance is

shown. Select only the HR schema.
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4.

File

v Oracle

¥ B oraadm

¥ = S

T W T T WSS T SS————

DME Demolroject - AWS Schema Corversion Tool

- i < A T ga— . i A oy A .

Actions View Settings Applications Help Lonnect to Amazon Aurgra
v

P oy (e e B L4l 7 T - . P 18R
nigdalxasknlmipiBy.cqradtcslmg F.us-west- 2 rds amazonaws.comc1521-0RCL P

n PrEy-cqr 3 = Properties
hemes [11]
APPQOSEYS
CTHEYE
DESNMP

4 RODSAD
3 5Y%
3 SYSTEM
3 XDE
] Applications
[
Used memorny: 17484 MB, Free memane: 43766 ME,  Total memons 612.5 MB, Maxmur memon: 1.76 GB

Choose Connect to Amazon Aurora. In the Connect to Amazon Aurora dialog box, enter the

following info

rmation and then choose Test Connection.

For This Parameter Do This
Type Choose SID.
Server name Use the AuroraJDBCConnectionString value you

Server port
User name

Password

used to connect to the Aurora DB instance, but remove
the JDBC prefix information and the port suffix. For
example, a sample connection string you use with
SQL Workbench/J might be "jdbc:mysql://dmsdemo-
auroracluster-1ulogdfg35v.cluster-cqiw4tcsOmg7.us-
west-2.rds.amazonaws.com:3306". For the AWS

SCT Server name, you remove "jdbc:oracle:thin:@"
and ":3306" to use just the server name: "dmsdemo-
auroracluster-1ulogdfg35v.cluster-cqiw4tcsOmg7.us-
west-2.rds.amazonaws.com"

Type 3306.
Type aur admi n.

Provide the password for the admin user that you
assigned when creating the Oracle DB instance using
the AWS CloudFormation template.
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P =
i1l Connect to Amazon Aurora = |F
Specify parameters for new connections to the target @
cﬂﬂ!‘lﬂfhﬂf‘l
Senver narme: r drsdema-aurerachester- - 1wt Lrde Amacanaws | =
F
server port: 3306 -
F
User name: sursdrmin -
F
Pasgword: SRR
Uze S5L
1
11| Connecticn successful alert
: T nection
Connection successhul
ok | | cance

o | -

AWS SCT analyses the HR schema and creates a database migration assessment report for the
conversion to Amazon Aurora.

Choose OK to close the alert box, then choose OK to close the dialog box to start the connection
to the Amazon Aurora DB instance.

Right-click the HR schema and select Create Report.

5 OVt - A S Eon o R

EF“t ﬁk-ﬂnms g View [ Sestings || Applications l@;:_ijl Help

Summary | Action [tems

¥ Oracle L4 Iszue: 325: MySQL does not support che
T mmm— 3 Recommended action: Please revise generated code 2
* = APPQOSIYS Mumber of occumences: 2 | Documentation refere... b
P b CTASYS * @ Issue: 341 MySQL doesn't support sequ
L  DESNMD Recommended action: Try developing a system fior se
| * o GEMADMIN_ INTERNAL Number of occurences: 3

4

g * Qracle schemnac HR * Amazo
| o Properties | 201 @ | Propertie
F v & Mame *
| i Functions ¥ Created or st modified ¥ Catega
| 'w User Defined Types Created 2016-C Nam
| Collection Types * Object name
® | 5 Sequences [3] Name HE
W ma Matenshzed Veews
wdl L S
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7. Check the report and the action items it suggests. The report discusses the type of objects that
can be converted by using AWS SCT, along with potential migration issues and actions to resolve
these issues. For this walkthrough, you should see something like the following.

Crete bea DUTH Wy e Prosa E k. e

155 2 st Srhem Mirmialsy | B v e RDF
Seep 31 Fowrt Curtibucie: Wligr irtien
Arspmept

Flguare; Comversins siativticn for daiabass sicesge objscts

v 1% 19

™ mpn-complety actiors, [ Otyects with iyt acers

[Figuaie: Cosrweriion St ol delabase conke bjbott

8. Save the report as .csv or .pdf format for detailed analysis, and then choose the Action Items tab.
In the action items, you will see two issues: 1. MySQL does not support Check constraints and 2.
MySQL does not support Sequences.

Regarding action item #1, SCT automatically provisions triggers to simulate check constraints

in Aurora database (Emulating triggers). For example, a check constraint for SAL > 0 in the
EMPLOYEES table (in Oracle) is enforced with the help of before and update trigger statements
in Aurora. If you would like to have this logic handled at the application layer, then you can drop or
update the triggers if required.

Regarding action item #2, there are three sequence objects in the source database that are
used to generate primary keys for the EMPLOYEES (EMPLOYEE_ID), DEPARTMENTS
(DEPARTMENT_ID), LOCATIONS (LOCATION_ID) tables. As mentioned earlier in this
walkthrough, one alternative to using sequences for Surrogate keys in Aurora is using the
auto_increment feature. To enable the auto_increment feature, you must change the settings
for SCT. For brevity, the following substeps show enabling auto_increment for EMPLOYEE_ID
column in the EMPLOYEES table only. The same procedure can be repeated for the other
sequence objects.

Before starting, please note enabling the auto_increment option requires some additional steps via
SCT due to the below reasons:

* SCT by default converts all NUMBER (Oracle) data types into DECIMAL in
Aurora (http://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/
CHAP_SchemaConversionTool.Reference.ConversionSupport.Oracle.html#d0e50104).
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¢ Aurora doesn't support auto_increment for the DECIMAL data type. Therefore, the data type
of the primary key column and corresponding foreign key columns needs to be changed to one
of the INTEGER data types such as INT, SMALLINT, MEDIUMINT or BIGINT as part of the
schema conversion.

The good news is that the latest release of SCT provides a Mapping Rules feature that can be
used to achieve the above transformation using the following steps:

1. Forthe EMPLOYEES table, you must identify the primary key and foreign key relationships by
running the following query on the source Oracle database. Note the columns that need to be
specified in the SCT Mapping rules.

SELECT * FROM
( SELECT
PK. TABLE_NANE,
C. COLUVN_NAME,
PK. CONSTRAI NT_TYPE
FROM DBA_CONSTRAI NTS PK,
DBA_CONS_COLUWNS C
WHERE PK. CONSTRAI NT_NAVE = C. CONSTRAI NT_NAVE
AND PK. OARER = ' HR AND PK. TABLE_NAME = ' EMPLOYEES' AND
PK. CONSTRAI NT_TYPE = ' P'
UNI ON
SELECT
FK. TABLE_NANE,
COL. COLUVN_NAME,
FK. CONSTRAI NT_TYPE
FROM DBA_CONSTRAI NTS PK,
DBA_CONSTRAI NTS FK,
DBA_CONS_COLUMNS COL
WHERE PK. CONSTRAI NT_NAME = FK. R_CONSTRAI NT_NAVE
AND FK. CONSTRAI NT_TYPE = 'R
AND FK. CONSTRAI NT_NAVE = COL. CONSTRAI NT_NAVE
AND PK. OARER = ' HR AND PK. TABLE_NAME = ' EMPLOYEES' AND
PK. CONSTRAI NT_TYPE = 'P' )
ORDER BY 3 ASC;

The results of the query should be similar to the following:

TABLE_NAME COLUMN_NAME CONSTRAI NT_TYPE
EMPLOYEES EMPLOYEE ID P

JOB_HI STORY EMPLOYEE_ I D R

EMPLOYEES MANAGER | D R

DEPARTMENTS MANAGER I D R

Choose Settings, and then choose Mapping Rules.

3. Specify the Mapping rule for Data type conversions for the list of identified columns in Stepl.
You will need to specify 4 rules, one for each column as described below.

For this Parameter Rulel Rule2 Rule3 Rule4

Name EMP_SEQ1 | EMP_SEQ2 ' JOB_SEQ1 DEPT_SEQ1

For Select Select Select Select
Column Column Column Column
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9.

For this Parameter Rulel Rule2 Rule3 Rule4
Where HR HR HR HR
(Schema Name) And (Table | EMPLOYEES | EMPLOYEES JOB_HISTORY DEPARTMENTS
Name) And (Column Name)
EMPLOYEE_IDMANAGER_IDEMPLOYEE_IDMANAGER_ID
Actions Select Select Select Select
Change data Change Change data A Change data
type data type type type
To SMALLINT SMALLINT | SMALLINT SMALLINT

Note that in a real-world scenario you would choose the data type based on your

requirements.

Wappang Fubsd —— i R S — —— . — " — i e (L
L
Transformation rules ./l'_f
LA

MNami EMP SECL

Fer =T

whiish HR and EMPLOVEES 3 EMPLOYEE 1D

Achions  change data bype =] SMALLINT -

Save Cancel

EMP_SEQIL: For columna whene schama name ke HR o Lable roee boe ' EMIPLOYEES and column name e MANAGER 1D change data ( -

type o SMALLINT

JOB_SEQL: For columms white schama name like 'HR' and tatss name kke "JOB_HISTORY' and column name bke EMPLOYEE ID" change data [ -

type 1o SMALLINT L
DEPT_SEQL: For codumns where schema name like HR' and table rame e DEPARTMENTS and column name ke MANAGER ID' change € -

R CETELT, 3

MOTE: i you reed to change selected items: please wse check bowes on source;Tanges tree

Apply general of Specific ndes 1o your schemas, Tables and oolumng, Vou can quickly corrvert Bl nanes 10 upDer of
lowercase, and/or set more specific rubes lilbe adding/remaving sutfinprefic Use % a5 a wildcard.

» Add rew nale  Save Al

Chose

4. Choose Yes for “Would you like to save Mapping Rule settings?”
Right-click the HR schema, and then choose Convert schema.
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10.

ﬁm-mﬁnMTﬂ AR

Barie 7 actions view g Setiings [ Appheations (@) Help

* 0 Issue: 325; MySQL does not support check
Recommended action: Please revise generated code and |
Number af accurrences: 2 | Documentation refersnce: hitp

* ) Issue: 341 MySQL dossn't support sequen:
Recomeended sction: Try developing a system for seque
Number of occurrences: 3

T Eg T TE Y

k| | e APPQOSSYS

¥ Created or last modified

FEEEEEEEEEE

B Sequenzes 3]
e Materialized Views Created
= Symonyms ¥ Object nanme
b || e OUTIN
b | | s PUBLC

k| | e RODZADMIN

Used memory: 61021 M8,  Free memony: 269.79 ME, Total memory: 880 MB, Maxmum memorny: 1.76 GE

Choose Yes for the confirmation message. AWS SCT then converts your schema to the target
database format.
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11. Choose the HR schema, and then choose Apply to database to apply the schema scripts to the
target Aurora instance, as shown following.

Lo | B

@

it support check constraints. Emulating tf ™ Amazon Aurcrs
generated code and modidy it if i necessary.
niation reference: hitpesdev.mysgloom/doesrafms

¥ & suradmnBdmadems-aursrscluster- Luleygry3%

¥ = [l Schemas [5]
support sequences "

sl information_schema
g & system for sequences in your application - -

k[ gl
mm performonce,_ schevna

b (| L Toby 1) Refresh from Database

* W bl Prod B salilas SQL

| b Funclions

* Amazon Aurora schemac HR

@ Properties | S0L @
+ | 1 ATABASE IF MWOT EXISTS HR;

b v e owi_oracle et

) £ >
ey 176 GB

12. Choose the HR schema, and then choose Refresh from Database to refresh from the target
database, as shown following.
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- L ) ]

pport check constraints, Emulating t1n ¥ Amazon Aunora

rated code and modify it if is necessarny. v = auradminPdmsdema-aurnachuster-luloygry ISy
i feberencs: bt e
¥ || o Schermas [5]

Pﬂl’t sequences L |r||"’_‘\-"|'.a:|$|'_g|'e|na
fstem for sequences in your application

L iyl

L performonce schéma

L

from Database

¥y am View ¥ Poly to database
L Proce Bl Save a5 SOL
ol Functions
¥ Amazon Aurcra schema: HR - I

Properties | 501 s
1ATABASE IF MOT EXISTS HR;

L76 GB

The database schema has now been converted and imported from source to target.

Step 6: Validate the Schema Conversion

To validate the schema conversion, you compare the objects found in the Oracle and Aurora
databases using SQL Workbench/J.

To validate the schema conversion using SQL Workbench/J

1.

In SQL Workbench/J, choose File, then choose Connect window. Choose the
RDSAuroraConnection you created in an earlier step. Click OK.

Run the following script to verify the number of object types and count in HR schema in the
target Aurora database. These values should match the number of objects in the source Oracle
database:

SELECT a. OBJECT TYPE, COUNT(*)
FROM

(

SELECT OBJECT TYPE

, OBJECT _SCHEMA

, OBJECT NANE

FROM (

SELECT ' TABLE AS OBJECT TYPE
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, TABLE_NAME AS OBJECT_NAME

, TABLE_SCHEMA AS OBJECT_SCHENA
FROM i nf or mati on_schema. TABLES
where TABLE_TYPE=' BASE TABLE
UNI ON

SELECT ' VIEW AS OBJECT_TYPE

, TABLE_NAME AS OBJECT_NAME

, TABLE_SCHEMA AS OBJECT_SCHENVA
FROM i nf or mati on_schema. VI EWN6
UNI ON

SELECT ' | NDEX' AS OBJECT_TYPE
, CONCAT (
CONSTRAI NT_TYPE

, CONSTRAI NT_NAME

, TABLE_NAME

) AS OBJECT_NAME

, TABLE_SCHEMA AS OBJECT_SCHENVA
FROM i nf or mati on_schema. TABLE_CONSTRAI NTS
where constraint_type=" PRI MARY KEY'
UNI ON

SELECT ROUTI NE_TYPE AS OBJECT_TYPE
, ROUTI NE_NAME AS OBJECT_NAME

, ROUTI NE_SCHEMA AS OBJECT_SCHENA
FROM i nf or mati on_schenma. ROUTI NES
UNI ON

SELECT ' TRI GGER AS OBJECT_TYPE

, CONCAT (

TRI GGER_NAME

, EVENT_OBJECT _SCHEMA

, EVENT_OBJECT_TABLE

) AS OBJECT_NAME

, TRI GGER_SCHEMA AS OBJECT_SCHEMA
FROM i nformati on_schena. tri ggers
) R

WHERE R. OBJECT_SCHEMA =' HR

order by 1) a

GROUP BY a. OBJECT_TYPE;

The output from this query should be similar to the following:

OBJECT_TYPE COUNT( *)

| NDEX 7
PROCEDURE 2
TABLE 7

TRI GGER 4
VI EW 1

Next, run the following query to get table constraints information:
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SELECT CONSTRAI NT_TYPE, COUNT( *)
FROM i nf or mati on_schenma. TABLE_CONSTRAI NTS where constrai nt _schema=" HR
GROUP BY CONSTRAI NT_TYPE;

The output from this query should be similar to the following:

CONSTRAI NT_TYPE COUNT( *)

FOREI GN KEY 10
PRI MARY KEY 7

Do the following steps to enable the auto_increment option on the EMPLOYEES table to emulate
the sequence functionality of the source Oracle database.

1.

Verify that the mapping rules for data type conversion were executed properly for
EMPLOYEES and its dependent tables by running the following query on the target Aurora
database.

SELECT

kcu. constrai nt _nane,

kcu. col unmm_nane,

col . data_type,

kcu. t abl e_schenms,

kcu. t abl e_nare,

kcu. r ef erenced_col uim_nane

FROM

i nformati on_schema. key_col um_usage kcu,
i nformati on_schema.table_constraints tc,
i nformati on_schema. col ums col

VWHERE kcu. referenced_t abl e_schema = 'HR

AND kcu.referenced_t abl e_name = ' EMPLOYEES

AND kcu. ref erenced_t abl e_nane=tc. t abl e_nane

AND kcu. referenced_t abl e_schema=t c.tabl e_schena
AND tc. constraint_type=" PRI MARY KEY'

AND col . col umm_nane=kcu. col utmm_nane
and col . tabl e_nane=kcu. t abl e_name
ORDER BY kcu. t abl e_nane, kcu. col unm_nane;

The results of the query should be the following:

constrai nt_nane columm_nane data_type table_schena table_nane

ref erenced_col utm_nane
DEPT_MGR FK MANAGER ID Smallint HR DEPARTMENTS EMPLOYEE_| D
EMP_MANAGER FK  MANAGER ID Smallint HR EMPLOYEES EMPLOYEE_ | D
JH ST_EMP_FK EMPLOYEE ID Snallint HR JOB_HI STORY EMPLOYEE | D

Disable foreign key checks for the EMPLOYEES table by running the following command.
This step is required before you can alter the primary key column. You can ignore the warning
messages.
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SET FOREI GN_KEY_CHECKS=0;

Modify the primary key column to enable the auto_increment option by running the following

command:

Al'ter table HR EMPLOYEES nodi fy col um enpl oyee_id smallint
aut o_i ncrenent;

4. Verify the column details by running the following query:

SELECT col utm_nane,
frominformati on_schena. col uims
wher e tabl e_nane

col um_type, col um_key, extra

' EMPLOYEES' AND COLUMN_NAME=' EMPLOYEE_| D ;

The results of the query should be the following:

colum_nane colum_type col um_key extra
enpl oyee_id smallint(6) PRI

aut o_i ncrenment

The following table shows the expected numbers of objects and whether they were migrated by

AWS SCT.
Parameter #on #on Migrated SCT Recommendation
Oracle Amazon by AWS
Aurora SCT

INDEX 7 7 Yes

PROCEDURE 2 2 Yes

SEQUENCE 3 3 Yes, using | Sequence functionality
mapping is implemented using the
rules auto_increment feature of

Aurora.

TABLE 7 7 Yes

VIEW 1 1 Yes

Primary key 10 10 Yes

Foreign key 7 7 Yes

Check constraints 2 4 (triggers) | Code Check constraints are
conversion | not supported in Aurora.

AWS SCT creates triggers
before insert or update
statements to mimic
check constraints in the
tables that had these
constraints.

Validate the results as mentioned in the spreadsheet provided by AWS on this site or the text

document provided by AWS on this site.
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Step 7: Create a AWS DMS Replication Instance

After we validate the schema structure between source and target databases, as described preceding,
we proceed to the core part of this walkthrough, which is the data migration. The following illustration
shows a high-level view of the migration process.

Q-0

Houroe database - _"'*\ Amazon DMS replication Tarpet database

Trassacton kg Y I ——
Processing |

o

L

A DMS replication instance performs the actual data migration between source and target. The
replication instance also caches the transaction logs during the migration. How much CPU and
memory capacity a replication instance has influences the overall time required for the migration.

To create an AWS DMS replication instance

1. Signinto the AWS Management Console, and open the AWS DMS console at https://
console.aws.amazon.com/dms/ and choose Create Migration. If you are signed in as an AWS
Identity and Access Management (IAM) user, you must have the appropriate permissions to
access AWS DMS. For more information on the permissions required, see IAM Permissions
Needed to Use AWS DMS.

Choose Next to start a database migration from the console's Welcome page.
3. Onthe Create replication instance page, specify your replication instance information as shown

following.

For This Parameter Do This

Name Type DMSdeno- r epser ver.

Description Type a brief description, such as DM5 deno
replication server.

Instance class Choose dms.t2.medium. This instance class is large
enough to migrate a small set of tables.

VPC Choose DVSDenpVPC, which is the VPC that was
created by the CloudFormation stack.

Multi-AZ Choose No.

Publicly accessible Leave this item selected.

4. For the Advanced section, leave the default settings as they are, and choose Next.

Step 8: Create AWS DMS Source and Target
Endpoints

While your replication instance is being created, you can specify the source and target database
endpoints using the AWS Management Console. However, you can only test connectivity after the
replication instance has been created, because the replication instance is used in the connection.
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To specify source or target database endpoints using the AWS console

1. Specify your connection information for the source Oracle database and the target Amazon Aurora
database. The following table describes the source settings.

For This Parameter Do This

Endpoint Identifier Type Or asour ce (the Amazon RDS Oracle endpoint).
Source Engine Choose oracle.

Server name Provide the Oracle DB instance name. This

is the Server name you used for AWS SCT,
such as "dolxa4grferti8y.cqiw4tcsOmg7.us-
west-2.rds.amazonaws.com".

Port Type 1521.

SSL mode Choose None.

Username Type or aadmi n.

Password Provide the password for the Oracle DB instance.
SID Provide the Oracle database name.

The following table describes the target settings.

For This Parameter Do This

Endpoint Identifier Type Aur t ar get (the Amazon Aurora endpoint).
Target Engine Choose aurora.

Servername Provide the Aurora DB instance name. This is the

Server name you used for AWS SCT, such as
"dmsdemo-auroracluster-1uloygny35jwv.cluster-
cqiwdtcsOmg7.us-west-2.rds.amazonaws.com"

Port Type 3306.

SSL mode Choose None.

Username Type aur aadmi n.

Password Provide the password for the Aurora DB instance.

The completed page should look like the following:
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Lonnect source and target database endpoints

ﬂ Replicalion instance created successiully.

Your dalabase endpoint can bé on-prémise, in EC2, RDS or in the cloud. Defing the connection
delais below. It is recommended that you test your endpodnt connections here to avold ermors late

Source database connection details

Target database connection details

Endpoint  Orasource (1] Endpoint  Aurtarget (i)
identifier identifier*
Source orache * B Target  aurora * B
engine” enging*
Server rds amazonaws com Server rds amazonaws.com
name" name"
Port 1521 Port’ 1306
5L mode® none * 9 55L mode® none * &
User  ofaadmin User  auradmin
name’ name’
Password® TIItII1L] Password® [TTITIILL]
v Advanced
sio- ORCL
v Advanced Run test

In order to disable foreign key checks during the initial data load, you must add the
following commands to the target Aurora DB instance. In the Advanced section, shown
following, type the following commands for Extra connection attributes: i ni t st nt =SET
FOREI GN_KEY_CHECKS=0, autocommt=1

The first command disables foreign key checks during a load, and the second command commits
the transactions that DMS executes.
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~ Advanced
siD” ORCL
» Advanced Ext
connection
attributes
Run test
& Connection tested KM5  (Default)aws/.. = @
successiully master key

Description Default master key that
protects my DMS
replication instance
volumes when no other
key is defined

Account 100137374868

Key ARMN  armaws kms us-
west-2: 100137374868 keyielOd
4bSe-afad
748300851650

Run test

& Conneclion tested
successiully

3. Choose Next.

Step 9: Create and Run Your AWS DMS Migration
Task

Using a AWS DMS task, you can specify what schema to migrate and the type of migration. You can
migrate existing data, migrate existing data and replicate ongoing changes, or replicate data changes
only. This walkthrough migrates existing data only.

To create a migration task

1. Onthe Create Task page, specify the task options. The following table describes the settings.

For This Parameter Do This

Task name Type mi gr at ehr schena.

Task description Type a description for the task.

Source endpoint Shows or asour ce (the Amazon RDS Oracle endpoint).
Target endpoint Shows aur t ar get (the Amazon Aurora endpoint).
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For This Parameter Do This

Replication instance Shows DMSdeno- r epser ver (the AWS DMS replication
instance created in an earlier step).

Migration type Choose the option Migrate existing data.

Start task on create Select this option.

The page should look like the following:

Create task

A task can contain one or more table mappings which define what data s moved from the sounce to

ihe targel. If a table does not exist on the target, it can be created automatically
Task name* migrateschema 1]
Task description”  migrates HR schema Li

Source endpoint orasource
Target endpoint  aurtarget
Replication instance dmsdemo-réepserner

Migration type® | Migrate existing data v @

Start task on create

+ Task Settings

+ Table mappings

Under Task Settings, choose Do nothing for Target table preparation mode, because you have
already created the tables through Schema Migration Tool. Because this migration doesn't contain
any LOBSs, you can leave the LOB settings at their defaults.

Optionally, you can select Enable logging. If you enable logging, you will incur additional Amazon
CloudWatch charges for the creation of CloudWatch logs. For this walkthrough, logs are not
necessary.
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~ Task Settings

Target table preparation ® Do nothing 1]
mode” Drop tables on target
Truncate
Include LOBE columns in Don't inchede LOB columns €
n‘-.'pri{:i.llun’ Full LOB mode

®  Limited LOB mode
Max LOB size (kb)* 32 = Li ]

Enable logging

Advanced Setlings

» Table mappings

Leave the Advanced settings at their default values.

Choose Table mappings, choose Default for Mapping method, and then choose HR for Schema
to migrate.

The completed section should look like the following.
Enable logging

Advanced Setlings

- Table mappings

Mapping method® & Default Custom [i]
Schema to mlgrat -
Show JSON

Cancel Previous Create task

Choose Create task. The task will begin immediately.

API Version 2016-01-01
60



AWS Database Migration Service
Step-by-Step Migration Guide
Step 10: Verify That Your Data

Migration Completed Successfully

The Tasks section shows you the status of the migration task.

m StartResume Stop Delete LS R - T ]
Filter: 'O Filte e

ID Status Source Target Type

B migrateschema arasnurce aurtarge Full Load

You can monitor your task if you choose Enable logging when you set up your task. You can then
view the CloudWatch metrics by doing the following:

To monitor a data migration task in progress

1. On the navigation pane, choose Tasks.
2. Choose your migration task (m gr at ehr schemnms).
3. Choose the Task monitoring tab, and monitor the task in progress on that tab.

Step 10: Verify That Your Data Migration Completed
Successfully

When the migration task completes, you can compare your task results with the expected results.

To compare your migration task results with the expected results

1. On the navigation pane, choose Tasks.
2. Choose your migration task (m gr at ehr schemnms).
3. Choose the Table statistics tab, shown following.
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Migration Completed Successfully

m StartResume Stop Delete &+ # @
Filter: , Filter b4
o Status Source Target Wpe
B  migrateschema Load complete  Ofasource aurtarget Full Load

migrateschema

Overview Task monitering Table statistics Logs

O
Filter: | Filter x
ia Table State Inserts Deletes Updates DDLs Full Load Rows
COUNTRIES Table completed 0 0 0 0 25
DEPARTMENTS  Table compieted 0 0 27
EMPLOYEES Table competed 0 0 107
JOBS Table compieted 0 0 19
JOB_HISTORY  Table completed 0 0 10
LOCATIONS Table completed O 0 23
REGIONS Table completed 0 ] 4
. m v

Connect to the Amazon Aurora instance by using SQL Workbench/J, and then check if the
database tables were successfully migrated from Oracle to Aurora by running the SQL script
shown following.

Show dat abases;
Use HR;
SELECT TABLE_NAME, TABLE RONS
FROM | NFORMATI ON_SCHEMA. TABLES
WHERE TABLE_SCHEMA = 'HR and TABLE TYPE=' BASE TABLE order by 1;
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| =] SOL Workbenchy/l RDSAuroraConnection - Defaultwkip

Eile Edit View Dats SOL Macros Workspace Tock Help

PP KLY BEEX § o-¥ BB PR B
1 Saatement |

'.b!'t'::-' databases;

2u=e HR;:

JSELECT TRBLE HAMF, TAELE ROWS

4 FROM INFORMATION SCHEMA.TRELES

Y

Fesult || Resudt 2 | Mesgages

TABLE MAME TABLE ROWS
COUNTRIES i ]
DEFAR THENTS a7
EMFLOVEES bl
a5 pi]
JCB_HISTORY 12
LIOCATIONS i |
REGIONS 4
Rueady, if you are

-

To verify whether the output for tables and number of rows from the preceding query matches
what is expected for RDS Oracle, compare your results with those in the spreadsheet provided by
AWS at this site.

Run the following query to check the relationship in tables; this query checks the departments with
employees greater than 10.

SELECT B. DEPARTMENT _NAME, COUNT( *)
FROM HR EMPLOYEES A, HR. DEPARTMENTS B
WHERE A. DEPARTMVENT | D=B. DEPARTMENT | D
GROUP BY B. DEPARTMENT NAME HAVI NG COUNT(*) > 10
ORDER BY 1;

The output from this query should be similar to the following.

depart ment _nane count (*)
Sal es 34
Shi ppi ng 45

Now you have successfully completed a database migration from an Amazon RDS Oracle DB instance
to Amazon Aurora.

Step 11: Delete Walkthrough Resources

After you have completed this walkthrough, perform the following steps to avoid being charged further
for AWS resources used in the walkthrough. It's necessary that you do the steps in order, because
some resources cannot be deleted if they have a dependency upon another resource.

To delete AWS DMS resources

On the navigation pane, choose Tasks, choose your migration task (nmi gr at ehr schens), and
then choose Delete.
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2. On the navigation pane, choose Endpoints, choose the Oracle source endpoint (or asour ce),
and then choose Delete.

Choose the Amazon Aurora target endpoint (aur t ar get ), and then choose Delete.

On the navigation pane, choose Replication instances, choose the replication instance
(DVsdeno- r epser ver ), and then choose Delete.

Next, you must delete your AWS CloudFormation stack, DMSdeno.

To delete your AWS CloudFormation stack

1. Signin to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

Note that if you are signed in as an AWS Identity and Access Management (IAM) user, you must
have the appropriate permissions to access AWS CloudFormation.

Choose your CloudFormation stack, DMsdeno.

3. For Actions, choose Delete stack.

The status of the stack changes to DELETE_IN_PROGRESS while AWS CloudFormation cleans up
the resources associated with the DMsdeno stack. When AWS CloudFormation is finished cleaning up
resources, it removes the stack from the list.

Next Steps

You can explore several other features of AWS DMS that were not included in this walkthrough,
including the following:
« The AWS DMS change data capture (CDC) feature, for ongoing replication of data.

¢ Transformation actions that let you specify and apply transformations to the selected schema or
table as part of the migration process.

For more information, see the AWS DMS documentation.

AWS CloudFormation Template, SQL Scripts, and
Other Resources

You can find the AWS CloudFormation template, SQL scripts, and other resources used in this
walkthrough on the AWS site as listed following:

¢ Oracle schema SQL script

¢ AWS CloudFormation template

e SQL validation script, in spreadsheet format

¢ SQL validation script, in text format

¢ Architecture diagram, in .jpg format or Architecture diagram, in .vsd format

¢« MySQL JDBC driver, in .jar file format

¢ Oracle Database 12.1.0.2 JDBC driver, in .jar file format
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References

The following documentation and sample schemas can be useful as references for this walkthrough:

¢ AWS DMS documentation
* AWS SCT documentation
¢ Oracle sample schemas
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Migrating MySQL-Compatible

Databases to

AWS

Amazon Web Services (AWS) has several services that allow you to run a MySQL-compatible
database on AWS. Amazon Relational Database Service (Amazon RDS) supports MySQL-compatible
databases including MySQL, MariaDB, and Amazon Aurora. AWS Elastic Cloud Computing Service
(EC2) provides platforms for running MySQL-compatible databases.

Migrating From

An RDS MySQL DB instance

A MySQL database external
to Amazon RDS

A database that is not
MySQL-compatible

Solution

You can migrate data directly from an Amazon RDS MySQL DB
shapshot to an Amazon Aurora DB cluster. For details, see Migrating
Data from an Amazon RDS MySQL DB Instance to an Amazon
Aurora DB Cluster (p. 78).

If your database supports the InnoDB or MyISAM tablespaces, you
have these options for migrating your data to an Amazon Aurora DB
cluster:

* You can create a dump of your data using the nysql dunp utility,
and then import that data into an existing Amazon Aurora DB
cluster.

* You can copy the source files from your database to an Amazon
S3 (S3) bucket, and then restore an Amazon Aurora DB cluster
from those files. This option can be considerably faster than
migrating data using nysql dunp.

For details, see Migrating MySQL to Amazon Aurora by Using
mysqldump (p. 78).

You can also use AWS Database Migration Service (AWS DMS)

to migrate data from a MySQL database. However, for very large
databases, you can significantly reduce the amount of time that

it takes to migrate your data by copying the source files for your
database and restoring those files to an Amazon Aurora DB instance
as described in Migrating Data from an External MySQL Database to
an Amazon Aurora Using Amazon S3 (p. 67).

For more information on AWS DMS, see What Is AWS Database
Migration Service?
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Migrating a MySQL-Compatible
Database to Amazon Aurora

If your database supports the InnoDB or MyISAM tablespaces, you have these options for migrating
your data to an Amazon Aurora DB cluster:

« You can create a dump of your data using the mysql dunp utility, and then import that data into an
existing Amazon Aurora DB cluster. For more information, see Migrating MySQL to Amazon Aurora
by Using mysqgldump (p. 78).

¢ You can copy the source files from your database to an S3 bucket, and then restore an Amazon
Aurora DB cluster from those files. This option can be considerably faster than migrating data using
nysql dunp. For more information, see Migrating Data from an External MySQL Database to an
Amazon Aurora Using Amazon S3 (p. 67).

Migrating Data from an External MySQL
Database to an Amazon Aurora Using Amazon
S3

You can copy the source files from your source MySQL version 5.5 or 5.6 database to an S3 bucket,
and then restore an Amazon Aurora DB cluster from those files.

This option can be considerably faster than migrating data using nysql dunp, because using

nmysql dunp replays all of the commands to recreate the schema and data from your source database
in your new Amazon Aurora DB cluster. By copying your source MySQL data files, Amazon Aurora can
immediately use those files as the data for DB cluster.

Note
Restoring an Amazon Aurora DB cluster from backup files in an S3 bucket is not supported for
the Asia Pacific (Mumbai) region.

Amazon Aurora does not restore everything from your database. You should save the database
schema and values for the following items from your source MySQL or MariaDB database and add
them to your restored Amazon Aurora DB cluster after it has been created.
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¢ User accounts
* Functions
¢ Stored procedures

¢ Time zone information. Time zone information is loaded from the local operating system of your
Amazon Aurora DB cluster.

Prerequisites

Before you can copy your data to an S3 bucket and restore a DB cluster from those files, you must do
the following:

« Install Percona XtraBackup on your local server.
¢ Permit Amazon Aurora to access your S3 bucket on your behalf.

Installing Percona XtraBackup

Amazon Aurora can restore a DB cluster from files that were created using Percona XtraBackup. You
can install Percona XtraBackup from the Percona website at https://www.percona.com/doc/percona-
xtrabackup/2.4/installation.

Required Permissions

To migrate your MySQL data to an Amazon Aurora DB cluster, several permissions are required:

* The user that is requesting that Amazon RDS create a new cluster from an S3 bucket must have
permission to list the buckets for your AWS account. You grant the user this permission using an
AWS Identity and Access Management (IAM) policy.

* Amazon RDS requires permission to act on your behalf to access the S3 bucket where you store
the files used to create your Amazon Aurora DB cluster. You grant Amazon RDS the required
permissions using an IAM service role.

¢ The user making the request must also have permission to list the IAM roles for your AWS account.

« If the user making the request will create the 1AM service role, or will request that Amazon RDS
create the IAM service role (by using the console), then the user must have permission to create an
IAM role for your AWS account.

For example, the following IAM policy grants a user the minimum required permissions to use the
console to both list IAM roles, create an IAM role, and list the S3 buckets for your account.

"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Alow',
"Action": [
"i am Li st Rol es",
"i am Creat eRol e",
"iam CreatePolicy",
"iam AttachRol ePol i cy",
"s3: Li st Bucket",
"s3: Li st bj ects"

]

Resource": "*"
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Additionally, for a user to associate an IAM role with an S3 bucket, the IAM user must have the
i am PassRol e permission for that IAM role. This permission allows an administrator to restrict which
IAM roles a user can associate with S3 buckets.

For example, the following IAM policy allows a user to associate the role named S3Access with an S3
bucket.

{
"Version":"2012-10-17",
"Statenment": [
{

"Sid":"A 'l owS3AccessRol e",
"Effect":"A |l ow',
"Action":"iam PassRol e",
"Resource":"arn:aws:iam:123456789012: rol e/ S3Access"

}
]
}

Creating the IAM Service Role

You can have the Amazon RDS Management Console create a role for you by choosing the Create
a New Role option (shown later in this topic). If you select this option and specify a name for the new
role, then Amazon RDS will create the IAM service role required for Amazon RDS to access your S3
bucket with the name that you supply.

As an alternative, you can manually create the role using the following procedure.

To create an IAM role for Amazon RDS to access S3

1. Signin to the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.

2. Inthe left navigation pane, choose Roles.

w

Choose Create New Role, specify a value for Role Name for the new role, and then choose Next
Step.

Under AWS Service Roles, find Amazon RDS and choose Select.

Do not select a policy to attach in the Attach Policy step. Instead, choose Next Step.
Review your role information, and then choose Create Role.

In the list of roles, choose the name of your newly created role. Choose the Permissions tab.

© N o gk

Choose Inline Policies. Because your new role has no policy attached, you will be prompted to
create one. Click the link to create a new policy.

9. Onthe Set Permissions page, choose Custom Policy and then choose Select.

10. Type a Policy Name such as S3- bucket - pol i cy. Add the following code for Policy Document,
replacing <bucket nane> with the name of the S3 bucket that you are allowing access to.

As part of the policy document, you can also include a file name prefix. If you specify a prefix,
then Amazon Aurora will create the DB cluster using the files in the S3 bucket that begin with the
specified prefix. If you don't specify a prefix, then Amazon Aurora will create the DB cluster using
all of the files in the S3 bucket.
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To specify a prefix, replace <pr ef i x> following with the prefix of your file names. Include the
asterisk (*) after the prefix. If you don't want to specify a prefix, specify only an asterisk.

{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow',
"Action": [
"s3: Li st Bucket ",
"s3: Get Bucket Locat i on"
1.
"Resource": [
"arn:aws: s3::: <bucket nane>"
]
b
{
"Effect": "Allow',
"Action": [
"s3: Get hj ect ™
1.
"Resource": [
"arn:aws: s3:::<bucket nanme>/<prefix>*"
]
}
]
}

11. Choose Apply Policy.

Step 1: Backing Up Files to be Restored as a DB
Cluster

To create a backup of your MySQL database files that can be restored from S3 to create an Amazon
Aurora DB cluster, use the Percona Xtrabackup utility (i nnobackupex) to back up your database.

For example, the following command creates a backup of a MySQL database and stores the files in the
/ s3-restore/ backup folder.

i nnobackupex --user=nyuser --password=<password> --no-tinestanp /s3-restore/
backup

If you want to compress your backup into a single file (which can be split, if needed), you can use the
- - st r eamoption to save your backup in one of the following formats:

e Gzip (.g2)
e tar (.tar)
« Percona xbstream (.xbstream)

For example, the following command creates a backup of your MySQL database split into multiple Gzip
files.

i nnobackupex --user=nyuser --password=<password> --streanrtar \
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/ nydata/ s3-restore/backup | split -d --bytes=512000 \
- I nmydat a/ s3-restorel/ backup3/ backup.tar. gz

For example, the following command creates a backup of your MySQL database split into multiple tar
files.

i nnobackupex --user=nyuser --password=<password> --streanrtar \
/ nydat a/ s3-restore/ backup | split -d --bytes=512000 \
- I mydat a/ s3-restorel/ backup3/ backup. tar

For example, the following command creates a backup of your MySQL database split into multiple
xbstream files.

i nnobackupex --streanrxbstream \
/ nydat a/ s3-restore/backup | split -d --bytes=512000 \
- [/ mydat a/ s3-restorel/ backup/ backup. xbst ream

S3 limits the size of a file uploaded to a bucket to 5 terabytes (TB). If the backup data for your
database exceeds 5 TB, then you must use the spl i t command to split the backup files into multiple
files that are each less than 5 TB.

Amazon Aurora does not support partial backups created using Percona Xtrabackup. You cannot

use the - -i ncl ude, - -t abl es-fil e, or - - dat abases options to create a partial backup when you
backup the source files for your database.

For more information, see the The innobackupex Script.

Amazon Aurora consumes your backup files based on the file name. Be sure to name your backup files
with the appropriate file extension based on the file format—for example, . xbst r eamfor files stored
using the Percona xbstream format.

Amazon Aurora consumes your backup files in alphabetical order as well as natural number order.

Always use the spl i t option when you issue the i nnobackupex command to ensure that your
backup files are written and named in the proper order.

Step 2: Copying Files to an Amazon S3 Bucket

Once you have backed up your MySQL database using the Percona Xtrabackup utility, then you can
copy your backup files to an S3 bucket.

For information on creating and uploading a file to an S3 bucket, see Getting Started with Amazon
Simple Storage Service in the Amazon S3 Getting Started Guide.

Step 3: Restoring an Aurora DB Cluster from an S3
Bucket

You can restore your backup files from your Amazon S3 bucket to a create new Amazon Aurora DB
cluster by using the Amazon RDS console.

To restore an Amazon Aurora DB cluster from files on an S3 bucket

1. Signin to the AWS Management Console and open the Amazon RDS console at https://
console.aws.amazon.com/rds/.
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2. Inthe RDS Dashboard, choose Restore Aurora DB Cluster from S3.
3. Inthe Specify Source Backup Details, specify the following:

For This Option

Source Engine

Source Engine Version

Select S3 Bucket

S3 Bucket Prefix (Optional)

IAM Role

Do This

Amazon Aurora currently supports only restoring from
backup files for the nysql database engine.

Specify the version of the MySQL database that the
backup files were created from, for example 5. 6. 22.
MySQL version 5.5 and 5.6 are supported.

Select the S3 bucket where your backup files are stored.

Specify a file path prefix for the files stored in your S3
bucket. The S3 Bucket Prefix is optional. If you don't
specify a prefix, then Amazon Aurora will create the DB
cluster using all of the files in the root folder of the S3
bucket. If you specify a prefix, then Amazon Aurora will
create the DB cluster using the files in the S3 bucket
where the full path for the file begins with the specified
prefix.

Amazon Aurora does not traverse subfolders in your S3
bucket looking for backup files. Only the files from the
folder identified by the S3 Bucket Prefix are used. If you
store your backup files in a subfolder in your S3 bucket,
then you must specify a prefix that identifies the full path
to the folder where the files are stored.

For example, if you store your backup files in a subfolder
of your S3 bucket named backups, and you have
multiple sets of backup files, each in its own directory
(gzi p_backupl, gzi p_backup2, and so on), then you
would specify a prefix of backups/ gzi p_backupl to
restore from the files in the gzi p_backup1 folder.

Select the IAM role that you created to authorize
Amazon Aurora to access S3 on your behalf. If you have
not created an IAM role, you can choose Create a New
Role to create one.

A typical Specify Source Backup Details page looks like the following.

Choose Next Step.

5. Onthe Specify DB Details page, specify your DB cluster information. The following table shows

settings for a DB instance.

For This Option

DB Instance Class

Do This

Select a DB instance class that defines the processing
and memory requirements for each instance in the

DB cluster. Aurora supports the db. r 3. | ar ge,

db. r3. xl arge, db. r 3. 2xl arge, db. r 3. 4xl ar ge,

and db. r 3. 8xl ar ge DB instance classes. For more

information about DB instance class options, see .
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For This Option Do This

Multi-AZ Deployment Determine if you want to create Aurora Replicas in
other Availability Zones for failover support. For more
information about multiple Availability Zones, see.

DB Instance Identifier Type a name for the primary instance in your DB cluster.
This identifier will be used in the endpoint address for the
primary instance of your DB cluster.

The DB instance identifier has the following constraints:

It must contain from 1 to 63 alphanumeric characters
or hyphens.

Its first character must be a letter.

It cannot end with a hyphen or contain two
consecutive hyphens.

It must be unique for all DB instances per AWS
account, per region.

Master Username Type a name using alphanumeric characters that
you will use as the master user name to log on to
your DB cluster. The default privileges granted to the
master user name account include: cr eat e, drop,
ref erences, event, alter, delete, index,
insert, select, update, create tenporary
tables, lock tables, trigger, create

Vi

ew, show view, alter routine, create

routine, execute, create user, process,
show dat abases, grant option.

Master Password Type a password that contains from 8 to 41 printable
ASCII characters (excluding /,", and @) for your master
user password.

A typical Specify DB Details page looks like the following.
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Specify DB Details

Instance Specifications

DB Engine Aurora - compatible with MySQL 5.6.10
DB Instance Class db.rilarge—2vCPU, 15 GiBE RAM -

Multi-AZ Deployment Mo -

Settings
DB Instance ldentifier”  ge.db-instancel
Master Username™ MryBEwWsUSEr
Master Password® sesssses

Confirm Password® | seeessss

* Required Cancel Previous

R I i e Y T

Confirm your master password, and then choose Next.

On the Configure Advanced Settings page, you can customize additional settings for your
Aurora DB cluster. The following table shows the advanced settings for a DB cluster.

For This Option Do This

VPC Select the VPC that will host the DB cluster. Select
Create a New VPC to have Amazon RDS create a VPC
for you. For more information, see earlier in this topic.

Subnet Group Select the DB subnet group to use for the DB cluster.
Select Create a New DB Subnet Group to have
Amazon RDS create a DB subnet group for you. For
more information, see earlier in this topic.

Publicly Accessible Select Yes to give the DB cluster a public IP address;
otherwise, select No. The instances in your DB cluster
can be a mix of both public and private DB instances.
For more information about hiding instances from public

access, see .

Availability Zone Determine if you want to specify a particular Availability
Zone. For more information about Availability Zones,
see.

VPC Security Group(s) Select one or more VPC security groups to secure

network access to the DB cluster. Select Create a New
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For This Option

DB Cluster Identifier

Database Name

Database Port

Parameter Group

Option Group

Enable Encryption

Priority

Backup Retention Period

Enable Enhanced Monitoring

Do This

VPC Security Group to have Amazon RDS create a
VPC security group for you. For more information, see
earlier in this topic.

Type a name for your DB cluster that is unique for your
account in the region you selected. This identifier will be
used in the cluster endpoint address for your DB cluster.
For information on the cluster endpoint, see .

The DB cluster identifier has the following constraints:

¢ It must contain from 1 to 63 alphanumeric characters
or hyphens.

« |ts first character must be a letter.

« It cannot end with a hyphen or contain two
consecutive hyphens.

« It must be unique for all DB clusters per AWS account,
per region.

Type a name for your database of up to 8 alphanumeric
characters. If you don't provide a name, Amazon RDS
will not create a database on the DB cluster you are
creating.

Specify the port that applications and utilities will use

to access the database. Aurora DB clusters default to
the default MySQL port, 3306. The firewalls at some
companies block connections to the default MySQL port.
If your company firewall blocks the default port, choose
another port for the new DB cluster.

Select a parameter group. Aurora has a default
parameter group you can use, Or you can create your
own parameter group. For more information about
parameter groups, see .

Select an option group. Aurora has a default option
group you can use, or you can create your own option
group. For more information about option groups, see .

Select Yes to enable encryption at rest for this DB
cluster. For more information, see .

Choose a failover priority for the instance. If you
don't select a value, the default is tier-1. This priority
determines the order in which Aurora Replicas are
promoted when recovering from a primary instance
failure. For more information, see .

Select the length of time, from 1 to 35 days, that Aurora
will retain backup copies of the database. Backup copies
can be used for point-in-time restores (PITR) of your
database, timed down to the second.

Choose Yes to enable gathering metrics in real time for
the operating system that your DB cluster runs on. For
more information, see .
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For This Option Do This

Granularity This option is only available if Enable Enhanced
Monitoring is set to Yes. Set the interval, in seconds,
between times at which metrics are collected for your DB
cluster.

Auto Minor Version Upgrade Select Yes if you want to enable your Aurora DB cluster
to receive minor MySQL DB engine version upgrades
automatically when they become available.

The Auto Minor Version Upgrade option only applies
to upgrades to MySQL minor engine versions for your

Amazon Aurora DB cluster. It doesn't apply to regular

patches applied to maintain system stability.

Maintenance Window Select the weekly time range during which system
maintenance can occur.

A typical Configure Advanced Settings page looks like the following.
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Configure Advanced Settings

MNetwork & Security

VPC=

Subnet Group
Publicly Accessible
Availability Zone

VPC Security Group(s)

Database Options
DB Cluster ldentifier
Database Name
Database Port

DB Parameter Group
DB Cluster Parameter Group

Option Group

Default WP (vponiame)

default
Yes

Mo Preference

3306

default.aurorab. &
default.aurorab. &

default :aurora-5-6

Enable Encryption No -
Failover
Priority  tier-0 -
Backup
Backup Retention Period 1 ~ days
Monitoring
Enable Enhanced Monitoring No -
Maintenance
s -

Auto Minor Version Upgrade

Maintenance Window

* Required

Mo Preference

Cancel
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8. Choose Launch DB Instance to launch your Aurora DB instance, and then choose Close to close
the wizard.

On the Amazon RDS console, the new DB instance appears in the list of DB instances. The

DB instance has a status of creating until the DB instance is created and ready for use. When
the state changes to available, you can connect to the primary instance for your DB cluster.
Depending on the DB instance class and store allocated, it can take several minutes for the new
instance to be available.

To view the newly created cluster, choose the Clusters view in the Amazon RDS console. For
more information, see .

Note the port and the endpoint of the cluster. Use the endpoint and port of the cluster in your
JDBC and ODBC connection strings for any application that performs write or read operations.

Migrating MySQL to Amazon Aurora by Using
mysqgldump

You can create a dump of your data using the nysqgl dunp utility, and then import that data into an
existing Amazon Aurora DB cluster. For more information, see reduced downtime...... .

Because Amazon Aurora is a MySQL-compatible database, you can use the mysql dunp utility to
copy data from your MySQL or MariaDB database to an existing Amazon Aurora DB cluster. For a
discussion of how to do so with MySQL databases that are very large, see For MySQL databases that
have smaller amounts of data, see .

Migrating Data from an Amazon RDS MySQL DB
Instance to an Amazon Aurora DB Cluster

You can migrate (copy) data to an Amazon Aurora DB cluster from an Amazon RDS snapshot, as
described following.

Note
Because Amazon Aurora is compatible with MySQL, you can migrate data from your MySQL
database by setting up replication between your MySQL database, and an Amazon Aurora DB
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cluster. We recommend that your MySQL database run MySQL version 5.5 or later. For more
information, see

Migrating an RDS MySQL Snapshot to Aurora

You can migrate a DB snapshot of an Amazon RDS MySQL DB instance to create an Aurora DB
cluster. The new DB cluster is populated with the data from the original Amazon RDS MySQL DB
instance. The DB snapshot must have been made from an Amazon RDS DB instance running MySQL
5.6.

You can migrate either a manual or automated DB snhapshot. After the DB cluster is created, you can
then create optional Aurora Replicas.

The general steps you must take are as follows:

1. Determine the amount of space to provision for your Amazon Aurora DB cluster. For more
information, see

2. Use the console to create the snapshot in the region where the Amazon RDS MySQL 5.6 instance is
located. For information about creating a DB snapshot, see.

3. If the DB snapshot is not in the region as your DB cluster, use the Amazon RDS console to copy the
DB snapshot to that region. For information about copying a DB snapshot, see .

4. Use the console to migrate the DB snapshot and create an Amazon Aurora DB cluster with the
same databases as the original DB instance of MySQL 5.6.

Caution
Amazon RDS limits each AWS account to one snapshot copy into each region at a time.

How Much Space Do | Need?

When you migrate a snapshot of a MySQL DB instance into an Aurora DB cluster, Aurora uses an
Amazon Elastic Block Store (Amazon EBS) volume to format the data from the snapshot before
migrating it. In some cases, additional space is needed to format the data for migration. When
migrating data into your DB cluster, observe the following guidelines and limitations:

¢ Although Amazon Aurora supports storage up to 64 TB in size, the process of migrating a snapshot
into an Aurora DB cluster is limited by the size of the EBS volume of the snapshot. Thus, the
maximum size for a snapshot that you can migrate is 6 TB.

¢ Tables that are not MyISAM tables and are not compressed can be up to 6 TB in size. If you have
MyISAM tables, then Aurora must use additional space in the volume to convert the tables to be
compatible with Aurora. If you have compressed tables, then Aurora must use additional space in
the volume to expand these tables before storing them on the Aurora cluster volume. Because of this
additional space requirement, you should ensure that none of the MylISAM and compressed tables
being migrated from your MySQL DB instance exceeds 3 TB in size.

Reducing the Amount of Space Required to Migrate Data into
Amazon Aurora

You might want to modify your database schema prior to migrating it into Amazon Aurora. Such
modification can be helpful in the following cases:

* You want to speed up the migration process.
¢ You are unsure of how much space you need to provision.

* You have attempted to migrate your data and the migration has failed due to a lack of provisioned
space.
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You can make the following changes to improve the process of migrating a database into Amazon
Aurora.

Important

Be sure to perform these updates on a new DB instance restored from a snapshot of a
production database, rather than on a production instance. You can then migrate the data
from the snapshot of your new DB instance into your Amazon Aurora DB cluster to avoid any
service interruptions on your production database.

Table Type Limitation or Guideline

MyISAM tables Amazon Aurora supports InnoDB tables only. If you have MylISAM
tables in your database, then those tables must be converted
before being migrated into Amazon Aurora. The conversion process
requires additional space for the MyISAM to InnoDB conversion
during the migration procedure.

To reduce your chances of running out of space or to speed up the
migration process, convert all of your MyISAM tables to InnoDB
tables before migrating them. The size of the resulting InnoDB table
is equivalent to the size required by Amazon Aurora for that table. To
convert a MylSAM table to InnoDB, run the following command:

alter table <schema>. <t abl e_nane> engi ne=i nnodb,
al gori t hmecopy;

Compressed tables Amazon Aurora does not support compressed tables (that is, tables
created with ROW FORMAT=COVPRESSED).

To reduce your chances of running out of space or to speed up

the migration process, expand your compressed tables by setting
ROW _FORMAT to DEFAULT, COVPACT, DYNAM C, or REDUNDANT. For
more information, see https://dev.mysgl.com/doc/refman/5.6/en/
innodb-row-format.html.

You can use the following SQL script on your existing MySQL DB instance to list the tables in your
database that are MyISAM tables or compressed tables.

-- This script examines a MySQL dat abase for conditions that will block
-- mgrating the database into Amazon's Aurora DB.

-- It needs to be run froman account that has read perm ssion for the
-- | NFORVATI ON_SCHENMA dat abase.

-- Verify that this is a supported version of MySQ.

sel ect msg as ~==> Checking current version of MySQ."
from
(
sel ect
"This script should be run on WSQL version 5.6. ' +
"Earlier versions are not supported.' as nsg,
cast (substring_i ndex(version(), '.', 1) as unsigned) * 100 +
cast (substring_i ndex(substring_i ndex(version(), '.', 2), '.'", -1)
as unsi gned)
as mmj or _m nor
) as T
where maj or _m nor <> 506;
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-- List Myl SAM and conpressed tables. |nclude the table size.

sel ect concat (TABLE_SCHEMA, '.', TABLE_NAME) as " ==> Myl SAM or Conpressed
Tabl es”,
round(((data_length + index_length) / 1024 / 1024), 2) "Approx size (MB)"
from | NFORVATI ON_SCHEMA. TABLES
wher e
ENG NE <> ' | nnoDB'
and
(
-- User tables
TABLE_SCHEMA not in ('nysql', 'perfornance_schems',
"information_schema')
or
-- Non-standard system tables

TABLE_SCHEMA = 'nysql' and TABLE_NAME not in

(
‘colums_priv', "db', 'event', 'func', 'general _|og',
"hel p_category', 'help_keyword', 'help_relation',
"hel p_topic', 'host', 'ndb_binlog_index', 'plugin',
"proc', 'procs_priv', 'proxies_priv', 'servers', 'slow_log',
"tables_priv', '"time_zone', 'tinme_zone_| eap_second',
"time_zone_nane', 'tinme_zone_transition',
"time_zone_transition_type', 'user'

-- Conpressed tabl es
ROW FORMAT = ' Conpr essed’
)

The script produces output similar to the output in the following example. The example shows two
tables that must be converted from MylISAM to InnoDB. The output also includes the approximate size
of each table in megabytes (MB).

S e e e e e e o oo +
| ==> Myl SAM or Conpressed Tables | Approx size (MB) |
S e e e e e e o oo +
| test.name_table | 2102. 25 |
| test.ny_table | 65. 25 |
S e e e e e e o oo +

2 rows in set (0.01 sec)

Migrating a DB Snapshot by Using the Console

You can migrate a DB snapshot of an Amazon RDS MySQL DB instance to create an Aurora DB
cluster. The new DB cluster will be populated with the data from the original Amazon RDS MySQL DB
instance. The DB snapshot must have been made from an Amazon RDS DB instance running MySQL
5.6 and must not be encrypted. For information about creating a DB snapshot, see .

If the DB snapshot is not in the AWS Region where you want to locate your data, use the Amazon RDS
console to copy the DB snapshot to that region. For information about copying a DB snapshot, see .

When you migrate the DB snapshot by using the console, the console takes the actions necessary to
create both the DB cluster and the primary instance.
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You can also choose for your new Aurora DB cluster to be encrypted "at rest" using an AWS Key
Management Service (AWS KMS) encryption key. This option is available only for unencrypted DB
shapshots.

To migrate a MySQL 5.6 DB snapshot by using the console

1. Signin to the AWS Management Console and open the Amazon RDS console at https://
console.aws.amazon.com/rds/.
Choose Snapshots.
On the Snapshots page, choose the snapshot that you want to migrate into an Aurora DB cluster.

Choose Migrate Database.

Filter: All Snapshots ~ Q x
Snapshot = DB Instance or Cluster
¥ B rdsu l-mysgl-saz-vpe-db-m3-medium-117154-y 1ut-2015-06-10-00-05  « ~ -mysqgl-saz-vpe-db-m3-mediu
® ~ [E rds l-mysgql-maz-vpc-db-m3-medium-117154-ukbyv-2015-06-10-00-01 ¢ I-mysqgl-maz-vpc-db-m3-mediu

DB Snapshot Name: rds -mysqgl-maz-vpc-db-m3-medium-117154-
ukbyw-2015-06-10-00-01

Restore Snapshot Migrate Database Copy Snapshot 3 1
VPC: vpc-cbhedeba?
DB Engine: mysaql
License Model: general-public-license
Status: available 1
DB Storage: 5GB
Port: 3306

Snapshot Creation Time: June 9, 2015 at 5:01:49 PM UTC-T

Instance/Cluster June 8, 2015 at 5:16:34 PM UTC-T
Creation:
o @ rds -mysql-maz-vpc-db-m3-medium-117154-ukbw-2015-06-09-00-23 -mysql-maz-vpc-db-m3-mediur

ﬁ—'__-_ ——:---"l = e
5. Set the following values on the Migrate Database page:

« DB Instance Class: Select a DB instance class that has the required storage and capacity for
your database, for example db. r 3. | ar ge. Aurora cluster volumes automatically grow as the
amount of data in your database increases, up to a maximum size of 64 terabytes (TB). So you
only need to select a DB instance class that meets your current storage requirements. For more
information, see .

« DB Instance Identifier: Type a name for the DB cluster that is unique for your account in the
region you selected. This identifier is used in the endpoint addresses for the instances in your
DB cluster. You might choose to add some intelligence to the name, such as including the
region and DB engine you selected, for example aur or a- cl ust er 1.

The DB instance identifier has the following constraints:
¢ It must contain from 1 to 63 alphanumeric characters or hyphens.

« lts first character must be a letter.
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* It cannot end with a hyphen or contain two consecutive hyphens.
¢ It must be unique for all DB instances per AWS account, per AWS Region.

VPC: If you have an existing VPC, then you can use that VPC with your Amazon Aurora DB
cluster by selecting your VPC identifier, for example vpc- a464d1cl. For information on using
an existing VPC, see .

Otherwise, you can choose to have Amazon RDS create a VPC for you by selecting Create a
new VPC.

Subnet Group: If you have an existing subnet group, then you can use that subnet group with
your Amazon Aurora DB cluster by selecting your subnet group identifier, for example gs-
subnet - gr oupl.

Otherwise, you can choose to have Amazon RDS create a subnet group for you by selecting
Create a new subnet group.

Publicly Accessible: Select No to specify that instances in your DB cluster can only be
accessed by resources inside of your VPC. Select Yes to specify that instances in your DB
cluster can be accessed by resources on the public network. The default is Yes.

Note

Your production DB cluster might not need to be in a public subnet, because only your
application servers will require access to your DB cluster. If your DB cluster doesn't
need to be in a public subnet, set Publicly Accessible to No.

Availability Zone: Select the Availability Zone to host the primary instance for your Aurora DB
cluster. To have Amazon RDS select an Availability Zone for you, select No Preference.

Database Port: Type the default port to be used when connecting to instances in the DB
cluster. The default is 3306.

Note

You might be behind a corporate firewall that doesn't allow access to default ports such
as the MySQL default port, 3306. In this case, provide a port value that your corporate
firewall allows. Remember that port value later when you connect to the Aurora DB
cluster.

Enable Encryption: Choose Yes for your new Aurora DB cluster to be encrypted "at rest.” If
you choose Yes, you will be required to choose an AWS KMS encryption key as the Master
Key value.

Auto Minor Version Upgrade: Select Yes if you want to enable your Aurora DB cluster to
receive minor MySQL DB engine version upgrades automatically when they become available.

The Auto Minor Version Upgrade option only applies to upgrades to MySQL minor engine
versions for your Amazon Aurora DB cluster. It doesn't apply to regular patches applied to
maintain system stability.
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Instance Specifications

Migrate to DB Engine

DB Instance Class |- Select Cne - =

Settings
DB Snapshot ID ds -2016-02-22-07-42

DB Instance Identifier* migrated-instance-name|

Network & Security

This instance will be created with the new Certificate Authority
rds-ca-2015. If you are using SSL to connect to this instance, you should

VPC* | Default VPC (vpc- | s
Subnet Group [ default ¢]
Publicly Accessible [ Yes ¢]

Availability Zone

Database Options

Database Port | 3308

Enable Encryption | No =

Maintenance

Auto Minor Version Upgrade | Yes :]
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Choose Migrate to migrate your DB snapshot.

Choose Instances, and then choose the arrow icon to show the DB cluster details and monitor the
progress of the migration. On the details page, you will find the cluster endpoint used to connect to
the primary instance of the DB cluster. For more information on connecting to an Amazon Aurora
DB cluster, see .

Filter: All Instances ~ Q 5ample-| b 4 Viewing 1 of 1 DB Instances | [ '.
Engine~ DB Instance = Staws | CPU Current Activity Class - VPO = Multi-AL-
B = Auora sample-mysgl-migrated  gyzilahia 1.48% 0 Conneclions  db.rdlarge  wpc-JbibBiia  No

. sample-mysql-migraced-cluster.cluster-cliibpqwedfo.us—east-1l-beta. rds. amazonavs . cam: 3306

l plarms and Recent Events Monitanng
Y O et - CURRENT WALUE  THRESHOLD LAST HOUR :_l
& CPU 1.46% o Mermary i
Selact Thraughput 1. 28/58c I - DRAL Thraughput i
Select Latency 0.081 ms I = DML Latency |
|
|
Instance Achions ~ Tags Logs 1
Mt g P A=, — e e e i i s el
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Document History

The following table describes the important changes to the documentation since the last release of
AWS Database Migration Service Step-by-Step Migration Guide.

¢ APl version: 20160101
¢ Latest documentation update: November 17, 2016

Change Description Date

On-premises Oracle to Amazon | Added On-premises Oracle November 17, 2016
Aurora migration guide added to Amazon Aurora database
migration guide.
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