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Welcome

AWS Key Management Service (AWS KMS) is an encryption and key management web service. This guide
describes the AWS KMS operations that you can call programmatically. For general information about AWS
KMS, see the AWS Key Management Service Developer Guide.

Note
AWS provides SDKs that consist of libraries and sample code for various programming languages
and platforms (Java, Ruby, .Net, iOS, Android, etc.). The SDKs provide a convenient way to create
programmatic access to AWS KMS and other AWS services. For example, the SDKs take care of
tasks such as signing requests (see below), managing errors, and retrying requests automatically.
For more information about the AWS SDKs, including how to download and install them, see Tools
for Amazon Web Services.
We recommend that you use the AWS SDKs to make programmatic API calls to AWS KMS.
Clients must support TLS (Transport Layer Security) 1.0. We recommend TLS 1.2. Clients must also
support cipher suites with Perfect Forward Secrecy (PFS) such as Ephemeral Diffie-Hellman (DHE) or
Elliptic Curve Ephemeral Diffie-Hellman (ECDHE). Most modern systems such as Java 7 and later support
these modes.
Signing Requests
Requests must be signed by using an access key ID and a secret access key. We strongly recommend that
you do not use your AWS account (root) access key ID and secret key for everyday work with AWS KMS.
Instead, use the access key ID and secret access key for an IAM user, or you can use the AWS Security
Token Service to generate temporary security credentials that you can use to sign requests.
All AWS KMS operations require Signature Version 4.
Logging API Requests
AWS KMS supports AWS CloudTrail, a service that logs AWS API calls and related events for your AWS
account and delivers them to an Amazon S3 bucket that you specify. By using the information collected by
CloudTrail, you can determine what requests were made to AWS KMS, who made the request, when it was
made, and so on. To learn more about CloudTrail, including how to turn it on and find your log files, see the
AWS CloudTrail User Guide.
Additional Resources

For more information about credentials and request signing, see the following:

* AWS Security Credentials - This topic provides general information about the types of credentials used
for accessing AWS.

e Temporary Security Credentials - This section of the IAM User Guide describes how to create and use
temporary security credentials.

¢ Signature Version 4 Signing Process - This set of topics walks you through the process of signing a
request using an access key ID and a secret access key.

API Version 2014-11-01
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http://docs.aws.amazon.com/kms/latest/developerguide/
http://aws.amazon.com/tools/
http://aws.amazon.com/tools/
http://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
http://docs.aws.amazon.com/awscloudtrail/latest/userguide/
http://docs.aws.amazon.com/general/latest/gr/aws-security-credentials.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
http://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

AWS Key Management Service AP| Reference

Commonly Used APIs

Of the APIs discussed in this guide, the following will prove the most useful for most applications. You will
likely perform actions other than these, such as creating keys and assigning policies, by using the console.

« Encrypt (p. 40)

e Decrypt (p. 21)

¢ GenerateDataKey (p. 44)

¢ GenerateDataKeyWithoutPlaintext (p. 48)

This document was last published on March 30, 2017.
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Actions

The following actions are supported:

¢ CancelKeyDeletion (p. 5)

¢ CreateAlias (p. 8)

e CreateGrant (p. 11)

¢ CreateKey (p. 16)

e Decrypt (p. 21)

¢ DeleteAlias (p. 24)

¢ DeletelmportedKeyMaterial (p. 26)
¢ DescribeKey (p. 29)

¢ DisableKey (p. 32)

¢ DisableKeyRotation (p. 34)

* EnableKey (p. 36)

¢ EnableKeyRotation (p. 38)

¢ Encrypt (p. 40)

¢ GenerateDataKey (p. 44)

¢ GenerateDataKeyWithoutPlaintext (p. 48)
¢ GenerateRandom (p. 52)

¢ GetKeyPolicy (p. 54)

¢ GetKeyRotationStatus (p. 57)

¢ GetParametersForlmport (p. 60)
¢ ImportKeyMaterial (p. 64)

¢ ListAliases (p. 68)

e ListGrants (p. 72)

» ListKeyPolicies (p. 77)

¢ ListKeys (p. 80)

¢ ListResourceTags (p. 84)

¢ ListRetirableGrants (p. 87)

¢ PutKeyPolicy (p. 91)

¢ ReEncrypt (p. 96)

¢ RetireGrant (p. 100)

API Version 2014-11-01
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RevokeGrant (p. 103)
ScheduleKeyDeletion (p. 106)
TagResource (p. 109)
UntagResource (p. 112)
UpdateAlias (p. 115)
UpdateKeyDescription (p. 118)

API Version 2014-11-01
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CancelKeyDeletion

CancelKeyDeletion

Cancels the deletion of a customer master key (CMK). When this operation is successful, the CMK is set to
the Di sabl ed state. To enable a CMK, use EnableKey (p. 36).

For more information about scheduling and canceling deletion of a CMK, see Deleting Customer Master
Keys in the AWS Key Management Service Developer Guide.

Request Syntax

{
}

"Keyld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 5)
The unique identifier for the customer master key (CMK) for which to cancel deletion.

To specify this value, use the unique key ID or the Amazon Resource Name (ARN) of the CMK.
Examples:

¢ Unique key ID: 1234abcd-12ab-34cd-56ef-1234567890ab

¢ Key ARN: arn:aws:kms:us-east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
To obtain the unique key ID and key ARN for a given CMK, use ListKeys (p. 80) or
DescribeKey (p. 29).

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes

Response Syntax

{
}

"Keyld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Keyld (p. 5)
The unique identifier of the master key for which deletion is canceled.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

API Version 2014-11-01
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DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.

HTTP Status Code: 500

InvalidArnException
The request was rejected because a specified ARN was not valid.

HTTP Status Code: 400

KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HITP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 48
X- Anz- Target: Trent Servi ce. Cancel KeyDel eti on
X-Anez-Date: 20161025T182658Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161025/ us- east - 2/ knms/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si ghat ur e=1a600d3edf 52b2c14bd6f b6f a44c6ca591bdcb02931f d9cac2e8aa66bd52e3bf

{"Keyl d":"1234abcd- 12ab- 34cd- 56ef - 1234567890ab" }

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Tue, 25 Cct 2016 18:27:01 GV

Content - Type: application/x-ane-json-1.1
Content - Lengt h: 87

Connection: keep-alive

x-anen- Request | d: 9f 3b3ch8- 9ae0- 11e6- ac6b- 03478315f c57

{"Keyld":"arn:aws: kns: us-east -2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab" }

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface

API Version 2014-11-01
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http://docs.aws.amazon.com/kms/latest/developerguide/key-state.html
http://docs.aws.amazon.com/kms/latest/developerguide/key-state.html
http://docs.aws.amazon.com/goto/aws-cli/kms-2014-11-01/CancelKeyDeletion

AWS Key Management Service AP| Reference
See Also

AWS SDK for .NET
AWS SDK for C++

AWS SDK for Go

AWS SDK for Java
AWS SDK for JavaScript
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V2

API Version 2014-11-01
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http://docs.aws.amazon.com/goto/DotNetSDKV3/kms-2014-11-01/CancelKeyDeletion
http://docs.aws.amazon.com/goto/SdkForCpp/kms-2014-11-01/CancelKeyDeletion
http://docs.aws.amazon.com/goto/SdkForGoV1/kms-2014-11-01/CancelKeyDeletion
http://docs.aws.amazon.com/goto/SdkForJava/kms-2014-11-01/CancelKeyDeletion
http://docs.aws.amazon.com/goto/AWSJavaScriptSDK/kms-2014-11-01/CancelKeyDeletion
http://docs.aws.amazon.com/goto/SdkForPHPV3/kms-2014-11-01/CancelKeyDeletion
http://docs.aws.amazon.com/goto/boto3/kms-2014-11-01/CancelKeyDeletion
http://docs.aws.amazon.com/goto/SdkForRubyV2/kms-2014-11-01/CancelKeyDeletion
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CreateAlias

Creates a display name for a customer master key. An alias can be used to identify a key and should be
unique. The console enforces a one-to-one mapping between the alias and a key. An alias name can
contain only alphanumeric characters, forward slashes (/), underscores (_), and dashes (-). An alias must
start with the word "alias" followed by a forward slash (alias/). An alias that begins with "aws" after the
forward slash (alias/aws...) is reserved by Amazon Web Services (AWS).

The alias and the key it is mapped to must be in the same AWS account and the same region.

To map an alias to a different key, call UpdateAlias (p. 115).

Request Syntax

{
"Ali asNane": "string",
"Target Keyld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

AliasName (p. 8)

String that contains the display name. The name must start with the word "alias" followed by a forward
slash (alias/). Aliases that begin with "alias/AWS" are reserved.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: ~[a-zA-Z0-9:/ _-1+$
Required: Yes
TargetKeyld (p. 8)

An identifier of the key for which you are creating the alias. This value cannot be another alias but can
be a globally unique identifier or a fully specified ARN to a key.

¢ Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

» Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012
Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

AlreadyExistsException
The request was rejected because it attempted to create a resource that already exists.

API Version 2014-11-01
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HTTP Status Code: 400

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500

InvalidAliasNameException
The request was rejected because the specified alias name is not valid.

HTTP Status Code: 400

KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

LimitExceededException
The request was rejected because a limit was exceeded. For more information, see Limits in the AWS
Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/ 1.1
Host: kns. us-west-2. anazonaws. com
Cont ent - Lengt h: 87
X- Anz- Target: Trent Service. CreateAlias
X- Anz- Date: 20160517T204220Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20160517/ us- west - 2/ kims/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si gnat ur e=ca7bcf 1e8d5364dc3f 0d881c05bdadf 36f 498c6c6a8b576a060142d9b2199123

{
"Tar get Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab",

"AliasNane": "alias/Exanpl eAl i as"
}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Tue, 17 May 2016 20:42:25 GMVI

Content - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: dcb0O7ca7- 1c6f-11e6-8540-77¢c363708b91

API Version 2014-11-01
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See Also

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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http://docs.aws.amazon.com/goto/aws-cli/kms-2014-11-01/CreateAlias
http://docs.aws.amazon.com/goto/DotNetSDKV3/kms-2014-11-01/CreateAlias
http://docs.aws.amazon.com/goto/SdkForCpp/kms-2014-11-01/CreateAlias
http://docs.aws.amazon.com/goto/SdkForGoV1/kms-2014-11-01/CreateAlias
http://docs.aws.amazon.com/goto/SdkForJava/kms-2014-11-01/CreateAlias
http://docs.aws.amazon.com/goto/AWSJavaScriptSDK/kms-2014-11-01/CreateAlias
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CreateGrant

Adds a grant to a key to specify who can use the key and under what conditions. Grants are alternate
permission mechanisms to key policies.

For more information about grants, see Grants in the AWS Key Management Service Developer Guide.

Request Syntax

{
"Constraints": {
"EncryptionCont ext Equal s": {
"string" : "string"
b
"EncryptionCont ext Subset": {
"string" : "string"
}
b
"GranteePrincipal": "string",
"G ant Tokens": [ "string" ],
"Keyld": "string",
"Name": "string",
"Qperations": [ "string" ],
"RetiringPrincipal": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

GranteePrincipal (p. 11)
The principal that is given permission to perform the operations that the grant permits.

To specify the principal, use the Amazon Resource Name (ARN) of an AWS principal. Valid AWS
principals include AWS accounts (root), IAM users, federated users, and assumed role users.
For examples of the ARN syntax to use for specifying a principal, see AWS Identity and Access
Management (IAM) in the Example ARNSs section of the AWS General Reference.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: Yes
Keyld (p. 11)
The unique identifier for the customer master key (CMK) that the grant applies to.

To specify this value, use the globally unique key ID or the Amazon Resource Name (ARN) of the key.
Examples:

* Globally unique key ID: 12345678-1234-1234-1234-123456789012

* Key ARN: arn:aws:kms:us-west-2:123456789012:key/12345678-1234-1234-1234-123456789012
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
Constraints (p. 11)
The conditions under which the operations permitted by the grant are allowed.
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You can use this value to allow the operations permitted by the grant only when a specified encryption
context is present. For more information, see Encryption Context in the AWS Key Management Service
Developer Guide.

Type: GrantConstraints (p. 123) object
Required: No
GrantTokens (p. 11)
A list of grant tokens.
For more information, see Grant Tokens in the AWS Key Management Service Developer Guide.
Type: array of Strings
Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 8192.
Required: No
Name (p. 11)

A friendly name for identifying the grant. Use this value to prevent unintended creation of duplicate
grants when retrying this request.

When this value is absent, all Cr eat eGr ant requests result in a new grant with a unique G ant | d even
if all the supplied parameters are identical. This can result in unintended duplicates when you retry the
Cr eat eGrant request.

When this value is present, you can retry a Cr eat eGr ant request with identical parameters; if the grant
already exists, the original Grant 1 d is returned without creating a new grant. Note that the returned
grant token is unique with every Cr eat eGr ant request, even when a duplicate Grant I d is returned. All
grant tokens obtained in this way can be used interchangeably.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: ~[a-zA-20-9:/ _-1+$
Required: No
Operations (p. 11)
A list of operations that the grant permits.
Type: array of Strings
Valid Values: Decrypt | Encrypt | GCenerateDataKey | GenerateDat aKeyW t hout Pl ai nt ext |
ReEncrypt From | ReEncryptTo | CreateGrant | RetireGant | Descri beKey
Required: No
RetiringPrincipal (p. 11)
The principal that is given permission to retire the grant by using RetireGrant (p. 100) operation.

To specify the principal, use the Amazon Resource Name (ARN) of an AWS principal. Valid AWS
principals include AWS accounts (root), IAM users, federated users, and assumed role users.
For examples of the ARN syntax to use for specifying a principal, see AWS Identity and Access
Management (IAM) in the Example ARNs section of the AWS General Reference.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No

Response Syntax

"Grantld": "string",
"Grant Token": "string"
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Grantld (p. 12)
The unique identifier for the grant.
You can use the Grant 1 d in a subsequent RetireGrant (p. 100) or RevokeGrant (p. 103) operation.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
GrantToken (p. 12)
The grant token.
For more information, see Grant Tokens in the AWS Key Management Service Developer Guide.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 8192.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500

DisabledException
The request was rejected because the specified CMK is not enabled.
HTTP Status Code: 400

InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400

InvalidGrantTokenException
The request was rejected because the specified grant token is not valid.
HTTP Status Code: 400

KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400

KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

LimitExceededException

The request was rejected because a limit was exceeded. For more information, see Limits in the AWS
Key Management Service Developer Guide.

HTTP Status Code: 400
NotFoundException

The request was rejected because the specified entity or resource could not be found.
HTTP Status Code: 400
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Examples

The following examples are formatted for legibility.

Example Request

PCST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content-Length: 176
X- Anz- Target: Trent Service. CreateG ant
X-Anz-Date: 20161031T202851Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161031/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnat ur e=84a2b3b8eb50b9bf 34ba844cd5e59649f b315a16b447357ae49bf 80b87774c8f 7

{
"Qperations": [
"Encrypt",
"Decrypt"
I
"GranteePrincipal": "arn:aws:iam:111122223333: rol e/ Exanpl eRol e",
"Keyl d": "arn:aws: kms: us-east - 2: 444455556666 key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab"
}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Mon, 31 COct 2016 20:28:51 GMI

Content - Type: application/x-ane-json-1.1

Cont ent - Lengt h: 585

Connection: keep-alive

x-anmen- Request | d: a2d8d452- 9f a8- 11e6- b30c- dbb8ead4d97c5

{
"Grantld": "0c237476b39f 8bc44e45212e08498f be3151305030726c0590dd8d3e9f 3d6a60",

"G ant Token":
" AQpPAMRRhZTk 1 MAW NTk2Zn¥Zmive Ey YWhOW/i N21 TMAMAME cOMAFi Y] c0ZDEL1ODky NGFI NTI zODZhMzgy Zj Bl NGY3Ni
ZJP7n6f 1g8GzVA7HX5phdt ONAP7K_HQ f | cgpkoCqd_f UnE114nSm agWkbQ6sgAVV3ov-
Veqgr vMe5ZFEW.MSI uvBAqdj HEAM kHM hl j 4ENZbz Bf 09Wk8b8SnwP4kc4gG vedz FXo-
dwNBf xj j q_ZZ9JFQ 2i j | bj 5FyogDCNOdr O i 8RORSEUCENPvj FRMFAWC mavk N2NPp89anA”

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
e AWS SDK for .NET

¢ AWS SDK for C++

¢« AWS SDK for Go

e AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python
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« AWS SDK for Ruby V2
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CreateKey

Creates a customer master key (CMK).

You can use a CMK to encrypt small amounts of data (4 KiB or less) directly, but CMKs are more
commonly used to encrypt data encryption keys (DEKSs), which are used to encrypt raw data. For more
information about DEKs and the difference between CMKs and DEKSs, see the following:

¢ The GenerateDataKey (p. 44) operation
¢ AWS Key Management Service Concepts in the AWS Key Management Service Developer Guide

Request Syntax

"BypassPol i cyLockout Saf et yCheck": bool ean,
"Description": "string",
"KeyUsage": "string",
"Origin": "string",
"Policy": "string",
"Tags": [
{ .
"TagKey": "string",
"TagVal ue": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

BypassPolicyLockoutSafetyCheck (p. 16)
A flag to indicate whether to bypass the key policy lockout safety check.

Important

Setting this value to true increases the likelihood that the CMK becomes unmanageable. Do
not set this value to true indiscriminately.

For more information, refer to the scenario in the Default Key Policy section in the AWS Key
Management Service Developer Guide.

Use this parameter only when you include a policy in the request and you intend to prevent the
principal that is making the request from making a subsequent PutKeyPolicy (p. 91) request on the
CMK.

The default value is false.
Type: Boolean
Required: No
Description (p. 16)
A description of the CMK.
Use a description that helps you decide whether the CMK is appropriate for a task.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 8192.
Required: No
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KeyUsage (p. 16)
The intended use of the CMK.
You can use CMKs only for symmetric encryption and decryption.
Type: String
Valid Values: ENCRYPT_DECRYPT
Required: No
Origin (p. 16)
The source of the CMK's key material.

The default is AWs_KMs, which means AWS KMS creates the key material. When this parameter is set
to EXTERNAL, the request creates a CMK without key material so that you can import key material from
your existing key management infrastructure. For more information about importing key material into
AWS KMS, see Importing Key Material in the AWS Key Management Service Developer Guide.

The CMK's Ori gi n is immutable and is set when the CMK is created.
Type: String
Valid Values: AWS_KMS | EXTERNAL
Required: No
Policy (p. 16)
The key policy to attach to the CMK.
If you specify a policy and do not set BypassPol i cyLockout Saf et yCheck to true, the policy must meet
the following criteria:

¢ It must allow the principal that is making the Cr eat ekey request to make a subsequent
PutKeyPolicy (p. 91) request on the CMK. This reduces the likelihood that the CMK becomes
unmanageable. For more information, refer to the scenario in the Default Key Policy section in the
AWS Key Management Service Developer Guide.

* The principals that are specified in the key policy must exist and be visible to AWS KMS. When you
create a new AWS principal (for example, an IAM user or role), you might need to enforce a delay
before specifying the new principal in a key policy because the new principal might not immediately
be visible to AWS KMS. For more information, see Changes that | make are not always immediately
visible in the IAM User Guide.

If you do not specify a policy, AWS KMS attaches a default key policy to the CMK. For more

information, see Default Key Policy in the AWS Key Management Service Developer Guide.

The policy size limit is 32 KiB (32768 bytes).
Type: String
Length Constraints: Minimum length of 1. Maximum length of 131072.
Pattern: [\ u0009\ u0O00A\ u000D\ u0020-\ UOOFF] +
Required: No
Tags (p. 16)
One or more tags. Each tag consists of a tag key and a tag value. Tag keys and tag values are both
required, but tag values can be empty (null) strings.

Use this parameter to tag the CMK when it is created. Alternately, you can omit this parameter and
instead tag the CMK after it is created using TagResource (p. 109).

Type: array of Tag (p. 129) objects
Required: No

Response Syntax

"KeyMet adata": {
"Arn": "string",
"AWSAccount I d": "string",
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"CreationDate": nunber,
"Del etionDate": nunber,

"Description": "string",
"Enabl ed": bool ean,
"Expi rationModel ": "string",

"Keyld": "string",
"KeyState": "string",
"KeyUsage": "string",
"Origin": "string",
"Val i dTo": numnber

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

KeyMetadata (p. 17)
Metadata associated with the CMK.

Type: KeyMetadata (p. 127) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
LimitExceededException

The request was rejected because a limit was exceeded. For more information, see Limits in the AWS
Key Management Service Developer Guide.

HTTP Status Code: 400
MalformedPolicyDocumentException
The request was rejected because the specified policy is not syntactically or semantically correct.
HTTP Status Code: 400
TagException
The request was rejected because one or more tags are not valid.
HTTP Status Code: 400
UnsupportedOperationException

The request was rejected because a specified parameter is not supported or a specified resource is not
valid for this operation.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.
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Example Request

PCST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 62
X- Anz- Target: Trent Service. Cr eat eKey
X- Anz- Date: 20170109T200004Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20170109/ us- east - 2/ kims/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si gnat ur e=885f 1814e37051bf 54439ac41eabdedf 3b8eb5606cf 74daf 38d714d8543df 68d

{
"Tags": [{
"TagKey": "CreatedBy",
"TagVal ue": "Exanpl eUser"
}H
}

Example Response

HTTP/ 1.1 200 OK

Server: Server

Date: Mn, 09 Jan 2017 20:00: 07 GVI

Content - Type: application/x-ane-json-1.1

Content - Lengt h: 311

Connection: keep-alive

x-anen- Request | d: 36b78291- d6a6- 11e6- 8d3a- 6319f 2d01ledc

{
"KeyMet adata": {
"AWSAccount | d": "111122223333",
"Arn": "arn:aws: kms: us-east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"CreationDate": 1.483992007039E9,
"Description": "",
"Enabl ed": true,
"Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"KeyState": "Enabled",
"KeyUsage": " ENCRYPT_DECRYPT",
"Origin": "AWS_KMB"

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
e AWS SDK for .NET

¢ AWS SDK for C++

e AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2

API Version 2014-11-01
19



http://docs.aws.amazon.com/goto/aws-cli/kms-2014-11-01/CreateKey
http://docs.aws.amazon.com/goto/DotNetSDKV3/kms-2014-11-01/CreateKey
http://docs.aws.amazon.com/goto/SdkForCpp/kms-2014-11-01/CreateKey
http://docs.aws.amazon.com/goto/SdkForGoV1/kms-2014-11-01/CreateKey
http://docs.aws.amazon.com/goto/SdkForJava/kms-2014-11-01/CreateKey
http://docs.aws.amazon.com/goto/AWSJavaScriptSDK/kms-2014-11-01/CreateKey
http://docs.aws.amazon.com/goto/SdkForPHPV3/kms-2014-11-01/CreateKey
http://docs.aws.amazon.com/goto/boto3/kms-2014-11-01/CreateKey
http://docs.aws.amazon.com/goto/SdkForRubyV2/kms-2014-11-01/CreateKey

AWS Key Management Service AP| Reference
See Also

API Version 2014-11-01
20



AWS Key Management Service AP| Reference
Decrypt

Decrypt

Decrypts ciphertext. Ciphertext is plaintext that has been previously encrypted by using any of the following
functions:

¢ GenerateDataKey (p. 44)

¢ GenerateDataKeyWithoutPlaintext (p. 48)
« Encrypt (p. 40)

Note that if a caller has been granted access permissions to all keys (through, for example, IAM user
policies that grant Decr ypt permission on all resources), then ciphertext encrypted by using keys in other
accounts where the key grants access to the caller can be decrypted. To remedy this, we recommend that
you do not grant Decr ypt access in an IAM user policy. Instead grant Decr ypt access only in key policies. If
you must grant Decr ypt access in an 1AM user policy, you should scope the resource to specific keys or to
specific trusted accounts.

Request Syntax

{
" Ci phertextBl ob": bl ob,
"EncryptionContext": {
"string" : "string"
b
"G ant Tokens": [ "string" ]
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

CiphertextBlob (p. 21)
Ciphertext to be decrypted. The blob includes metadata.
Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 6144.
Required: Yes
EncryptionContext (p. 21)

The encryption context. If this was specified in the Encrypt (p. 40) function, it must be specified here
or the decryption operation will fail. For more information, see Encryption Context.

Type: String to String map
Required: No
GrantTokens (p. 21)
A list of grant tokens.
For more information, see Grant Tokens in the AWS Key Management Service Developer Guide.
Type: array of Strings
Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 8192.
Required: No
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Response Syntax

"Keyld": "string",
"Plaintext": bl ob

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Keyld (p. 22)
ARN of the key used to perform the decryption. This value is returned if no errors are encountered
during the operation.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Plaintext (p. 22)

Decrypted plaintext data. This value may not be returned if the customer master key is not available or
if you didn't have permission to use it.

Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 4096.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
DisabledException
The request was rejected because the specified CMK is not enabled.
HTTP Status Code: 400
InvalidCiphertextException
The request was rejected because the specified ciphertext has been corrupted or is otherwise invalid.
HTTP Status Code: 400
InvalidGrantTokenException
The request was rejected because the specified grant token is not valid.
HTTP Status Code: 400
KeyUnavailableException
The request was rejected because the specified CMK was not available. The request can be retried.
HTTP Status Code: 500
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

API Version 2014-11-01
22



http://docs.aws.amazon.com/kms/latest/developerguide/key-state.html
http://docs.aws.amazon.com/kms/latest/developerguide/key-state.html

AWS Key Management Service AP| Reference
Examples

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

POST / HTTP/1.1
Host: kms. us-west-2. amazonaws. com
Cont ent - Lengt h: 293
X- Anz- Target: Trent Servi ce. Decrypt
X- Anz- Date: 20160517T204035Z
Cont ent - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20160517/ us- west - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- ane- dat e; x- ane-t ar get , \
Si gnat ur e=545b0c3bf d9223b8ef 7€6293ef 3ccac37a83d415ee3112d2e5¢70727d2a49c46

{" G phertextBl ob": "G DPoCH188S65r 5Cy7pAhl FIMXDI U7nmewhS| YUpuQ VBr hKmAQEBAgB4z 6 Ah9f PEuua
+QBub6Q SBSTFW5VOBns | UpWFKbk CFQa4 AAABIMHs GCSqGSI b3 DQEHB0 BuMBWCAQAWZWYJKoZI hv c NAQe BMB4 GCWCGSAR
Zj YCARCAC: 8l a8gXLOBWB3JH2NI wWz WRU2 RKgp OO A/ 0ps E5S Uik K6 Cnwoe C3Zj 9QDA66apZkbRgl Ff Y1l TY+Tc="}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Tue, 17 May 2016 20:40:40 GV

Cont ent - Type: application/x-ane-json-1.1

Content - Length: 146

Connection: keep-alive

x-anen- Request | d: 9e02f 41f - 1c6f - 11e6- af 63- ab8791945da7

{
"Keyld": "arn:aws: knms: us-west-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"Plaintext": "VGipcyBpcyBEYXkgMSBnb3l gdGhl | El udGvybnVOCg=="

}

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

e AWS SDK for Ruby V2
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DeleteAlias

Deletes the specified alias. To map an alias to a different key, call UpdateAlias (p. 115).

Request Syntax

{
}

"Al'i asNane": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

AliasName (p. 24)

The alias to be deleted. The name must start with the word "alias" followed by a forward slash (alias/).
Aliases that begin with "alias/AWS" are reserved.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: ~[ a-zA-20-9:/ _-1+$

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400
NotFoundException

The request was rejected because the specified entity or resource could not be found.
HTTP Status Code: 400
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Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/1.1
Host: kns. us-east-2. anazonaws. com
Content-Length: 34
X-Ane-Target: Trent Service. Del eteAlias
X- Anz- Date: 20161104T183415Z
Cont ent - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161104/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- ane- dat e; x- ane-t ar get , \
Si gnat ur e=a57d9c76f 60733ea93f e92ac4f a90ca82058a72913e4h8e52¢c262f f c96704d53

{"AliasName": "alias/Exanpl eAlias"}

Example Response

HTTP/ 1.1 200 OK

Server: Server

Date: Fri, 04 Nov 2016 18:34:15 GMI

Content - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: 4a2313ae- a2bd- 11e6- aea3- 9bf 897a0ae69

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
e AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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DeletelmportedKeyMaterial

Deletes key material that you previously imported and makes the specified customer master key (CMK)
unusable. For more information about importing key material into AWS KMS, see Importing Key Material in
the AWS Key Management Service Developer Guide.

When the specified CMK is in the Pendi ngDel et i on state, this operation does not change the CMK's state.
Otherwise, it changes the CMK's state to Pendi ngl nport.

After you delete key material, you can use ImportKeyMaterial (p. 64) to reimport the same key material
into the CMK.

Request Syntax

"Keyld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 26)
The identifier of the CMK whose key material to delete. The CMK's Ori gi n must be EXTERNAL.
A valid identifier is the unique key ID or the Amazon Resource Name (ARN) of the CMK. Examples:
¢ Unique key ID: 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
e Key ARN: arn: aws: kns: us- east - 2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400

KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.
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For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.
HTTP Status Code: 400

UnsupportedOperationException

The request was rejected because a specified parameter is not supported or a specified resource is not
valid for this operation.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content -Length: 48
X- Anz- Target: Trent Servi ce. Del et el nport edkeyMat eri al
X-Anez-Date: 20161107T213532Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161107/ us- east - 2/ kns/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnhat ur e=2cea34f e55d5858295a377448al1e053d0edd45ce571da7cf 69b202905759f 272

{"Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab" }

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Mon, 07 Nov 2016 21:35:35 GMI

Cont ent - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: 1e76aa81- a532- 11e6- a265- d3aef 78e1a90

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python
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« AWS SDK for Ruby V2
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DescribeKey

Provides detailed information about the specified customer master key.

Request Syntax

{
"G ant Tokens": [ "string" ],
"Keyld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 29)
A unique identifier for the customer master key. This value can be a globally unique identifier, a fully
specified ARN to either an alias or a key, or an alias name prefixed by "alias/".

* Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

¢ Alias ARN Example - arn:aws:kms:us-east-1:123456789012:alias/MyAliasName
¢ Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012
¢ Alias Name Example - alias/MyAliasName
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
GrantTokens (p. 29)
A list of grant tokens.
For more information, see Grant Tokens in the AWS Key Management Service Developer Guide.
Type: array of Strings
Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 8192.
Required: No

Response Syntax

{
"KeyMet adata": {

"Arn": "string",
"AWSAccount I d": "string",
"CreationDate": numnber,
"Del etionDate": numnber,
"Description": "string",
"Enabl ed": bool ean,
"Expi rationModel ": "string",
"Keyld": "string",
"KeyState": "string",
"KeyUsage": "string",
"Origin": "string",
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"Val i dTo": nunber

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

KeyMetadata (p. 29)
Metadata associated with the key.

Type: KeyMetadata (p. 127) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.

HTTP Status Code: 500

InvalidArnException
The request was rejected because a specified ARN was not valid.

HTTP Status Code: 400

KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

POST / HTTP/ 1.1
Host: kms. us-west-2. amazonaws. com
Content - Length: 48
X- Anz- Target: Trent Servi ce. Descri beKey
X- Anz- Date: 20161107T220837Z
Cont ent - Type: application/x-ane-json-1.1
Aut hori zation: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161107/ us- west - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- ane- dat e; x- anez-t ar get , \
Si gnat ur e=153f f e57d38b83745ch3d3c6a2ca67835747ed64ed99c07481e464ab0f 77f 22¢

{"Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab" }

Example Response

HTTP/ 1.1 200 OK
Server: Server
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Dat e: Mbn,
Cont ent - Type:
Content - Lengt h: 311
Connection: keep-ali

07 Nov 2016 22:08:38 GMVI
appl i cation/x-ane-json-1.1

ve

x-anen- Request | d: bcOc2c4d- a536- 11e6- a265- d3aef 78e1a90

{
"KeyMet adata": {
" AWBAccount | d":
"Arn": "arn:aws:
"CreationbDate":
"Description":

"111122223333",

kms: us-west -2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab",

1. 444675507571E9,

" Enabl ed":
"Keyld": "1
"KeyState":

true,
234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"Enabl ed",

"KeyUsage": "ENCRYPT_DECRYPT",
"Origin": "AWS_KMVB'

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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DisableKey

Sets the state of a customer master key (CMK) to disabled, thereby preventing its use for cryptographic
operations. For more information about how key state affects the use of a CMK, see How Key State Affects
the Use of a Customer Master Key in the AWS Key Management Service Developer Guide.

Request Syntax

{
}

"Keyld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 32)
A unique identifier for the CMK.
Use the CMK's unique identifier or its Amazon Resource Name (ARN). For example:
* Unique ID: 1234abcd-12ab-34cd-56ef-1234567890ab
¢ ARN: arn:aws:kms:us-east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400
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NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

PCST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content-Length: 48
X- Anz- Target: Trent Servi ce. Di sabl eKey
X-Anz-Date: 20161107T221459Z7
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161107/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnat ur e=de4ddbea732953d60c07d835a5dde9037c484ee3bec9313checd1d9420b41la7a

{"Keyld": "1234abcd- 12ab- 34cd-56ef-1234567890ab"}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Mon, 07 Nov 2016 22:14:59 GMI

Cont ent - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: 9f 5f 3560- a537- 11e6- 8185- 8df 6f 2682323

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

e AWS SDK for Go

¢ AWS SDK for Java

 AWS SDK for JavaScript

¢« AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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DisableKeyRotation

Disables rotation of the specified key.

Request Syntax

{
}

"Keyld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 34)
A unique identifier for the customer master key. This value can be a globally unique identifier or the
fully specified ARN to a key.

* Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

» Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
DisabledException
The request was rejected because the specified CMK is not enabled.
HTTP Status Code: 400
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.
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HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

UnsupportedOperationException
The request was rejected because a specified parameter is not supported or a specified resource is not
valid for this operation.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 48
X- Anz- Target: Trent Servi ce. Di sabl eKeyRot ati on
X-Anz-Date: 20161107T222236Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161107/ us- east - 2/ kims/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si gnat ur e=2304622be05af 2af a8¢c75bf 784f b87b280c194746418b05d7af 947c8c2bd8f 04

{"Keyld": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab" }

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Mon, 07 Nov 2016 22:22:36 GMI

Cont ent - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anmen- Request | d: af d1c328-a538- 11e6- 861b- ad130425ef bf

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

« AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

« AWS SDK for Python

¢ AWS SDK for Ruby V2
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EnableKey

Marks a key as enabled, thereby permitting its use.

Request Syntax

{
}

"Keyld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 36)

A unique identifier for the customer master key. This value can be a globally unique identifier or the
fully specified ARN to a key.

* Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

* Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400
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LimitExceededException
The request was rejected because a limit was exceeded. For more information, see Limits in the AWS
Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

PCST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content-Length: 48
X- Anz- Target: Trent Servi ce. Enabl eKey
X- Anz-Date: 20161107T221800Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161107/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnat ur e=74d02e36580c1759255df ef 66f 1e51f 3542e469de8c7c8f a5f b21c042e518295

{"Keyld": "1234abcd- 12ab- 34cd-56ef-1234567890ab"}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Mon, 07 Nov 2016 22:18:00 GMI

Cont ent - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: 0b588162- a538- 11e6- b4ed- 059¢103e7a90

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

¢ AWS SDK for Go

¢ AWS SDK for Java

« AWS SDK for JavaScript

¢« AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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EnableKeyRotation

Enables rotation of the specified customer master key.

Request Syntax

{
}

"Keyld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 38)
A unique identifier for the customer master key. This value can be a globally unique identifier or the
fully specified ARN to a key.

* Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

» Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
DisabledException
The request was rejected because the specified CMK is not enabled.
HTTP Status Code: 400
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.
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HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

UnsupportedOperationException
The request was rejected because a specified parameter is not supported or a specified resource is not
valid for this operation.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 48
X- Anez- Target: Trent Servi ce. Enabl eKeyRot ati on
X- Anz-Date: 20161107T221835Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161107/ us- east - 2/ kims/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si ghat ure=4783e177036ca78627f eOcda9dcf daf 4ad7c8312d0e7c3d71d814b0c4cf f 1cOb

{"Keyld": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab" }

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Mon, 07 Nov 2016 22:18:36 GMI

Cont ent - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: 2077c3bf - a538- 11e6- b6f b- 794e83344f 84

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

« AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

« AWS SDK for Python

¢ AWS SDK for Ruby V2
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Encrypt

Encrypts plaintext into ciphertext by using a customer master key. The Encrypt function has two primary
use cases:

¢ You can encrypt up to 4 KB of arbitrary data such as an RSA key, a database password, or other
sensitive customer information.

« If you are moving encrypted data from one region to another, you can use this API to encrypt in the new
region the plaintext data key that was used to encrypt the data in the original region. This provides you
with an encrypted copy of the data key that can be decrypted in the new region and used there to decrypt
the encrypted data.

Unless you are moving encrypted data from one region to another, you don't use this function to
encrypt a generated data key within a region. You retrieve data keys already encrypted by calling the
GenerateDataKey (p. 44) or GenerateDataKeyWithoutPlaintext (p. 48) function. Data keys don't need
to be encrypted again by calling Encrypt .

If you want to encrypt data locally in your application, you can use the Gener at eDat aKey function to return
a plaintext data encryption key and a copy of the key encrypted under the customer master key (CMK) of
your choosing.

Request Syntax

{

"EncryptionContext": {
"string" : "string"

b
"G ant Tokens": [ "string" ],
"Keyld": "string",
"Plaintext": bl ob

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 40)
A unique identifier for the customer master key. This value can be a globally unique identifier, a fully
specified ARN to either an alias or a key, or an alias name prefixed by "alias/".

* Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

¢ Alias ARN Example - arn:aws:kms:us-east-1:123456789012:alias/MyAliasName
» Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012
¢ Alias Name Example - alias/MyAliasName
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
Plaintext (p. 40)
Data to be encrypted.
Type: Base64-encoded binary data object
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Length Constraints: Minimum length of 1. Maximum length of 4096.
Required: Yes
EncryptionContext (p. 40)
Name-value pair that specifies the encryption context to be used for authenticated encryption. If used

here, the same value must be supplied to the Decr ypt API or decryption will fail. For more information,
see Encryption Context.

Type: String to String map
Required: No
GrantTokens (p. 40)
A list of grant tokens.
For more information, see Grant Tokens in the AWS Key Management Service Developer Guide.
Type: array of Strings
Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 8192.
Required: No

Response Syntax

{
" Ci phertextBl ob": bl ob,
"Keyld": "string"

}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

CiphertextBlob (p. 41)
The encrypted plaintext. If you are using the CLI, the value is Base64 encoded. Otherwise, it is not
encoded.

Type: Base64-encoded binary data object

Length Constraints: Minimum length of 1. Maximum length of 6144.
Keyld (p. 41)

The ID of the key used during encryption.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.

HTTP Status Code: 500

DisabledException
The request was rejected because the specified CMK is not enabled.
HTTP Status Code: 400

InvalidGrantTokenException
The request was rejected because the specified grant token is not valid.
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HTTP Status Code: 400
InvalidKeyUsageException
The request was rejected because the specified KeySpec value is not valid.
HTTP Status Code: 400
KeyUnavailableException
The request was rejected because the specified CMK was not available. The request can be retried.
HTTP Status Code: 500
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

POST / HTTP/ 1.1
Host: kms. us-west-2. amazonaws. com
Cont ent - Lengt h: 107
X- Anz- Target: Trent Service. Encrypt
X- Anz- Date: 20160517T203825Z2
Cont ent - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20160517/ us- west - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- ane- dat e; x- ane-t ar get , \
Si gnat ur e=67ccaa73claf 7f e83973ce8139104d55f 3bdcebee323d2f 2e65996d99015ace?2

{
"Plai ntext": "VGhpcyBpcyBEYXkgMSBmb3l gdGhl | El udGvybnmVOCg==",

"Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab"
}

Example Response

HTTP/ 1.1 200 OK

Server: Server

Date: Tue, 17 May 2016 20:38:30 GVI

Content - Type: application/x-ane-json-1.1

Cont ent - Lengt h: 379

Connection: keep-alive

x-anen- Request | d: 50a0c603- 1c6f - 11e6- bb9e- 3f adde80ce75

{
" Ci phertextBl ob": "C DPoCH188S65r 5Cy 7pAhl FIMXDI U7nmewhS| YUpuQ VBr hKmAQEBAgB4z6Ah9f PEuua
+Qsu6Q SBSTFwW5VOENns| UpWFKbk CFQa4 AAABIMHs GCSqGS| b3 DQEHBg BuMANVCAQAWZWYJ KoZI hvc NAQe BMB4 GCWCGSAF

Zj YCARCAQK 8| a8qXLObWB3J H2NI Wiz IRUZRKGpCOA/ Ops E5 UWK K6 Cnwoe C3Zj 9Q0A66apZkbRgl Ff Y1l TY+Tc=",
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"Keyld": "arn:aws: kms: us-east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab"
}

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

¢ AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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GenerateDataKey

Returns a data encryption key that you can use in your application to encrypt data locally.

You must specify the customer master key (CMK) under which to generate the data key. You must also
specify the length of the data key using either the KeySpec or Nunber Of Byt es field. You must specify
one field or the other, but not both. For common key lengths (128-bit and 256-bit symmetric keys), we
recommend that you use KeySpec.

This operation returns a plaintext copy of the data key in the PI ai nt ext field of the response, and an
encrypted copy of the data key in the Ci phert ext Bl ob field. The data key is encrypted under the CMK
specified in the Key! d field of the request.

We recommend that you use the following pattern to encrypt data locally in your application:

1. Use this operation (Gener at eDat aKey) to retrieve a data encryption key.

2. Use the plaintext data encryption key (returned in the Pl ai nt ext field of the response) to encrypt data
locally, then erase the plaintext data key from memory.

3. Store the encrypted data key (returned in the G pher t ext Bl ob field of the response) alongside the locally
encrypted data.

To decrypt data locally:

1. Use the Decrypt (p. 21) operation to decrypt the encrypted data key into a plaintext copy of the data key.
2. Use the plaintext data key to decrypt data locally, then erase the plaintext data key from memory.

To return only an encrypted copy of the data key, use GenerateDataKeyWithoutPlaintext (p. 48). To
return an arbitrary unpredictable byte string, use GenerateRandom (p. 52).

If you use the optional Encrypt i onCont ext field, you must store at least enough information to be able to
reconstruct the full encryption context when you later send the ciphertext to the Decrypt (p. 21) operation.
It is a good practice to choose an encryption context that you can reconstruct on the fly to better secure the
ciphertext. For more information, see Encryption Context in the AWS Key Management Service Developer
Guide.

Request Syntax

"EncryptionContext": {
"string" : "string"

}

"G ant Tokens": [ "string" ],

"Keyld": "string",

"KeySpec": "string",

"Nunber Of Byt es": nunber

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 44)
The identifier of the CMK under which to generate and encrypt the data encryption key.
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A valid identifier is the unique key ID or the Amazon Resource Name (ARN) of the CMK, or the alias
name or ARN of an alias that refers to the CMK. Examples:

¢ Unique key ID: 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
¢ CMK ARN: arn: aws: kns: us- east - 2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
¢ Alias name: al i as/ Exanpl eAl i as
¢ Alias ARN: arn: aws: kns: us- east - 2: 111122223333: al i as/ Exanpl eAl i as
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
EncryptionContext (p. 44)
A set of key-value pairs that represents additional authenticated data.
For more information, see Encryption Context in the AWS Key Management Service Developer Guide.
Type: String to String map
Required: No
GrantTokens (p. 44)
A list of grant tokens.
For more information, see Grant Tokens in the AWS Key Management Service Developer Guide.
Type: array of Strings
Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 8192.
Required: No
KeySpec (p. 44)
The length of the data encryption key. Use AES_128 to generate a 128-bit symmetric key, or AES_256 to
generate a 256-bit symmetric key.

Type: String
Valid Values: AES 256 | AES 128
Required: No
NumberOfBytes (p. 44)
The length of the data encryption key in bytes. For example, use the value 64 to generate a 512-bit

data key (64 bytes is 512 bits). For common key lengths (128-bit and 256-bit symmetric keys), we
recommend that you use the KeySpec field instead of this one.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1024.
Required: No

Response Syntax

{
"Ci phertextBl ob": bl ob,
"Keyld": "string",
"Plaintext": blob

}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

CiphertextBlob (p. 45)
The encrypted data encryption key.
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Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 6144.
Keyld (p. 45)
The identifier of the CMK under which the data encryption key was generated and encrypted.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Plaintext (p. 45)

The data encryption key. Use this data key for local encryption and decryption, then remove it from
memory as soon as possible.

Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 4096.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.

HTTP Status Code: 500
DisabledException
The request was rejected because the specified CMK is not enabled.
HTTP Status Code: 400
InvalidGrantTokenException
The request was rejected because the specified grant token is not valid.
HTTP Status Code: 400
InvalidKeyUsageException
The request was rejected because the specified KeySpec value is not valid.
HTTP Status Code: 400
KeyUnavailableException
The request was rejected because the specified CMK was not available. The request can be retried.
HTTP Status Code: 500
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

‘ POST / HITP/ 1.1
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Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 50
X- Anz- Target: Trent Servi ce. Gener at eDat aKey
X-Anez-Date: 20161112T000940Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161112/ us- east - 2/ knms/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si ghat ur e=815ac4ccbb5c53b8ca015f 979704c7953bb0068bf 53f 4e0b7c6886ed5b0a8f e4

{
"Keyld": "alias/Exanpl eAlias",

"KeySpec": "AES 256"
}

Example Response

HTTP/ 1.1 200 OK

Server: Server

Date: Sat, 12 Nov 2016 00:09:40 GVI

Cont ent - Type: application/x-ane-json-1.1

Cont ent - Lengt h: 390

Connection: keep-alive

x-anen- Request | d: 4e6f c242- a86¢- 11e6- af f 0- 8333261e2f bd

{
" Ci phertextBl ob":

" AQEDAH RYf 5Wt | c0C857t FSnBaPn2F8Dgf nirhbJl Gf RBP3W wAAAHAW AYJKoZI hvc NAQe GoGBwh Q BADBoBgkghk
+YdhV8M kBQPeacOReRVND: 9ql eAt +SHgl RF8POH+7U=",
"Keyld": "arn:aws: kms: us- east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"Plai ntext": "VdzKNHGzUAzJeRBVY+uUnof UGG DzyB3+i 9f Vkh3pi w="

}

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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GenerateDataKeyWithoutPlaintext

Returns a data encryption key encrypted under a customer master key (CMK). This operation is identical to
GenerateDataKey (p. 44) but returns only the encrypted copy of the data key.

This operation is useful in a system that has multiple components with different degrees of trust.

For example, consider a system that stores encrypted data in containers. Each container stores

the encrypted data and an encrypted copy of the data key. One component of the system, called

the control plane, creates new containers. When it creates a new container, it uses this operation

(Gener at eDat aKeyW t hout PI ai nt ext ) to get an encrypted data key and then stores it in the container.
Later, a different component of the system, called the data plane, puts encrypted data into the containers.
To do this, it passes the encrypted data key to the Decrypt (p. 21) operation, then uses the returned
plaintext data key to encrypt data, and finally stores the encrypted data in the container. In this system, the
control plane never sees the plaintext data key.

Request Syntax

"EncryptionContext": {
"string" : "string"
b
"G ant Tokens": [ "string" ],
"Keyld": "string",
"KeySpec": "string",
"Nunber Of Byt es": nunber

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 48)
The identifier of the CMK under which to generate and encrypt the data encryption key.

A valid identifier is the unique key ID or the Amazon Resource Name (ARN) of the CMK, or the alias
name or ARN of an alias that refers to the CMK. Examples:

¢ Unique key ID: 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
¢ CMK ARN: arn: aws: kns: us- east - 2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
* Alias name: al i as/ Exanpl eAl i as
¢ Alias ARN: arn: aws: kns: us- east-2:111122223333: al i as/ Exanpl eAl i as
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
EncryptionContext (p. 48)
A set of key-value pairs that represents additional authenticated data.
For more information, see Encryption Context in the AWS Key Management Service Developer Guide.
Type: String to String map
Required: No
GrantTokens (p. 48)
A list of grant tokens.
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For more information, see Grant Tokens in the AWS Key Management Service Developer Guide.
Type: array of Strings
Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 8192.
Required: No
KeySpec (p. 48)
The length of the data encryption key. Use AES_128 to generate a 128-bit symmetric key, or AES_256 to
generate a 256-bit symmetric key.

Type: String
Valid Values: AES 256 | AES 128
Required: No
NumberOfBytes (p. 48)
The length of the data encryption key in bytes. For example, use the value 64 to generate a 512-bit

data key (64 bytes is 512 bits). For common key lengths (128-bit and 256-bit symmetric keys), we
recommend that you use the KeySpec field instead of this one.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1024.
Required: No

Response Syntax

{
"Ci phertextBl ob": blob

"Keyld": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

CiphertextBlob (p. 49)
The encrypted data encryption key.

Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 6144.
Keyld (p. 49)
The identifier of the CMK under which the data encryption key was generated and encrypted.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
DisabledException
The request was rejected because the specified CMK is not enabled.
HTTP Status Code: 400
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InvalidGrantTokenException
The request was rejected because the specified grant token is not valid.

HTTP Status Code: 400
InvalidKeyUsageException
The request was rejected because the specified KeySpec value is not valid.
HTTP Status Code: 400
KeyUnavailableException
The request was rejected because the specified CMK was not available. The request can be retried.
HTTP Status Code: 500
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.
HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

POST / HITP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 50
X- Anz- Target: Trent Servi ce. Gener at eDat aKeyW t hout Pl ai nt ext
X-Anez-Date: 20161112T001941Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161112/ us- east - 2/ knms/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si ghat ur e=c86e7f c0218461e537c0d06ac29d865d94dba6f bf ad00a844f 61200e651df 483

{
"Keyld": "alias/Exanpl eAlias",

"KeySpec": "AES 256"
}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Sat, 12 Nov 2016 00:19:41 GMI

Content - Type: application/x-ane-json-1.1

Content - Lengt h: 331

Connection: keep-alive

x-anen- Request | d: b4ca7ee7- a86d- 11e6- 8ade- 2f 341b963ed6

{
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" Ci phertext Bl ob":
" AQEDAH RYf 5Wt | cOC857t FSnBaPn2F8Dgf nThbJl Gf RBP3W wWAAAHAWS AYJKoZI hvcNAQc GoGBwhQ BADBoBgkghkii GOw0BBwEW
nt dQTL16wQ BElI A7BE/ 3LB7F1meUsz4elvEKBGZgXPwWMkZXbKnf 3wx CDIl B4hU29I i i 4euOgxp8pESh
+70CN9f 1R75ac3s=",
"Keyld": "arn:aws: kms: us-east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab"

}

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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GenerateRandom

Generates an unpredictable byte string.

Request Syntax

{
}

"Nunber Of Byt es": nunber

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

NumberOfBytes (p. 52)
The length of the byte string.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1024.
Required: No

Response Syntax

{
}

"Plaintext": blob

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Plaintext (p. 52)
The unpredictable byte string.
Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 4096.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
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Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/1.1
Host: kns. us-east-2. anazonaws. com
Content -Length: 21
X-Anez- Target: Trent Servi ce. Gener at eRandom
X-Anez-Date: 20161114T7215101Z
Cont ent - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161114/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- ane- dat e; x- ane-t ar get , \
Si gnat ur e=e3a0cf dbf b71f ae5c89e422ad8322b6a44aed85bf 68e3d11f 3f 315bbaa82ad22

{" Nurmber O Byt es": 32}

Example Response

HTTP/ 1.1 200 OK

Server: Server

Date: Mon, 14 Nov 2016 21:51:02 GMI

Content - Type: application/x-ane-json-1.1

Cont ent - Lengt h: 60

Connection: keep-alive

x-anen- Request | d: 6f 79b0ad- aab4- 11e6- 971f - Of 7b7e5b6782

{"Plaintext":"+QhxK6OBuU6K6ZI | BucFMCVW2NJIKhi SWDy SSQyWh9z A="}

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
e AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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GetKeyPolicy

Retrieves a policy attached to the specified key.

Request Syntax

{
"Keyld": "string",
"PolicyNane": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 54)

A unique identifier for the customer master key. This value can be a globally unique identifier or the
fully specified ARN to a key.

* Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012
« Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
PolicyName (p. 54)

String that contains the name of the policy. Currently, this must be "default". Policy names can be
discovered by calling ListKeyPolicies (p. 77).

Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w] +

Required: Yes

Response Syntax

{
}

"Policy": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Policy (p. 54)
A policy document in JSON format.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 131072.
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Pattern: [\ u0009\ u0O0OA\ uO00D\ u0020-\ UOOFF] +

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.

HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

POST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content-Length: 74
X- Anz- Target: Trent Servi ce. Get KeyPol i cy
X-Anez-Date: 20161114T225546Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161114/ us- east - 2/ kns/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si ghat ur e=a88e20eebf bea3bf 62d1512d0d2987e2d233becc7631a442237d3661df 623a40

{
"PolicyNane": "default",
"Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab"

}

Example Response

HTTP/ 1.1 200 OK

Server: Server

Date: Mon, 14 Nov 2016 22:55:47 GMI
Content - Type: application/x-ane-json-1.1
Cont ent - Lengt h: 326

Connection: keep-alive
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x-anen- Request | d: 7b105e7b- aabd- 11e6- 8039- 3123b558b719

{"Policy":"{\n

\"Version\" : \"2012-10-17\",\n

\"1d\" @ \"key-default-1\",6 \n

\"Statenent\" : [ {\n
\"Sid\" : \"Enable | AM User Perm ssions\",\n
\"Effect\" : \"Allow",\n
\"Principal\" : {\n

\"AWB\ " \"arn:aws:iam:111122223333:root\"\n

},\n
\"Action\" : \"kns:*\",\n
\"Resource\" : \"*\"\n
} 1\n
1"}
See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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GetKeyRotationStatus

Retrieves a Boolean value that indicates whether key rotation is enabled for the specified key.

Request Syntax

{
}

"Keyld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 57)

A unique identifier for the customer master key. This value can be a globally unique identifier or the
fully specified ARN to a key.

* Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

» Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012
Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes

Response Syntax

{
}

"KeyRot at i onEnabl ed": bool ean

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

KeyRotationEnabled (p. 57)
A Boolean value that specifies whether key rotation is enabled.
Type: Boolean

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500

InvalidArnException
The request was rejected because a specified ARN was not valid.
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HTTP Status Code: 400

KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

UnsupportedOperationException
The request was rejected because a specified parameter is not supported or a specified resource is not
valid for this operation.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 49
X-Anez- Target: Trent Servi ce. Get KeyRot ati onSt at us
X- Anz-Date: 20161115T005817Z
Cont ent - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161115/ us- east - 2/ kns/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnat ur e=282ch3a4a5d10684f f 6¢363300c34569a0707c4d503b88778e78cc51ea52f 9be

{"Keyld": "1234abcd- 12ab- 34cd-56ef-1234567890ab"}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Tue, 15 Nov 2016 00:58:18 GVI

Content - Type: application/x-ane-json-1.1

Content - Length: 28

Connection: keep-alive

x-anen- Request | d: 98b59330- aace- 11e6- af f 0- 8333261e2f bd

{"KeyRot ati onEnabl ed": f al se}

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET
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AWS SDK for C++

AWS SDK for Go

AWS SDK for Java
AWS SDK for JavaScript
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V2
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GetParametersForimport

Returns the items you need in order to import key material into AWS KMS from your existing key
management infrastructure. For more information about importing key material into AWS KMS, see
Importing Key Material in the AWS Key Management Service Developer Guide.

You must specify the key ID of the customer master key (CMK) into which you will import key material. This
CMK's Ori gi n must be EXTERNAL. You must also specify the wrapping algorithm and type of wrapping key
(public key) that you will use to encrypt the key material.

This operation returns a public key and an import token. Use the public key to encrypt the key material.
Store the import token to send with a subsequent ImportKeyMaterial (p. 64) request. The public key

and import token from the same response must be used together. These items are valid for 24 hours, after
which they cannot be used for a subsequent ImportKeyMaterial (p. 64) request. To retrieve new ones,
send another Get Par anet er sFor | nport request.

Request Syntax

{
"Keyld": "string",
"W appi ngAl gorithnl: "string",
"W appi ngKeySpec": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 60)
The identifier of the CMK into which you will import key material. The CMK's Ori gi n must be EXTERNAL.
A valid identifier is the unique key ID or the Amazon Resource Name (ARN) of the CMK. Examples:
¢ Unique key ID: 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
* Key ARN: ar n: aws: kns: us- east - 2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
WrappingAlgorithm (p. 60)
The algorithm you will use to encrypt the key material before importing it with

ImportKeyMaterial (p. 64). For more information, see Encrypt the Key Material in the AWS Key
Management Service Developer Guide.

Type: String
Valid Values: RSAES PKCS1_V1_ 5 | RSAES OAEP SHA 1 | RSAES OAEP_SHA 256
Required: Yes
WrappingKeySpec (p. 60)
The type of wrapping key (public key) to return in the response. Only 2048-bit RSA public keys are
supported.

Type: String
Valid Values: RSA 2048
Required: Yes
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Response Syntax

{
"I nport Token": bl ob,
"Keyld": "string",
"Par anet ersVal i dTo": nunber,
"PublicKey": blob

}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ImportToken (p. 61)
The import token to send in a subsequent ImportKeyMaterial (p. 64) request.
Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 6144.
Keyld (p. 61)
The identifier of the CMK to use in a subsequent ImportKeyMaterial (p. 64) request. This is the
same CMK specified in the Get Par anet er sFor | nport request.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
ParametersValidTo (p. 61)
The time at which the import token and public key are no longer valid. After this time, you

cannot use them to make an ImportKeyMaterial (p. 64) request and you must send another
Get Par anet er sFor | nport request to retrieve new ones.

Type: Timestamp
PublicKey (p. 61)
The public key to use to encrypt the key material before importing it with ImportKeyMaterial (p. 64).
Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 4096.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400
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NotFoundException
The request was rejected because the specified entity or resource could not be found.
HTTP Status Code: 400

UnsupportedOperationException
The request was rejected because a specified parameter is not supported or a specified resource is not
valid for this operation.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

POST / HTTP/1.1
Host: kms. us-east-2. amazonaws. com
Content-Length: 121
X- Anz- Target: Trent Servi ce. Get Par anet er sFor | nport
X- Anz- Date: 20161130T225216Z
Cont ent - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161130/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- ane- dat e; x- anez-t arget , \
Si gnat ur e=5bcc8e7669b6de719091ad27ae0145daa319f 881010958208€960329341421d5

{
"W appi ngAl gorithn': "RSAES QAEP_SHA 1",
"Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"W appi ngKeySpec": "RSA 2048"

}

Example Response

HTTP/ 1.1 200 OK

Server: Server

Date: Wed, 30 Nov 2016 22:52:17 GMI

Content - Type: application/x-ane-json-1.1

Cont ent - Lengt h: 2892

Connection: keep-alive

x-anen- Request | d: a46d61e0- b74f - 11e6- b0cO0- 3343f 53dee45

{
"I nport Token": " AQECAHgybl x2X9LNs5ADpvFnbSv/ /

daUB9ZeCKoi Jxmi wO9YQAABr QuygawBgkghki GOwOBBwagggahM | GhQ BADCCBpYGCSqGS! b3DQEHATAeBgl ghk gBZQVEASAWEQQOM

UMW 2Vw+RVAGEQY ! | GZ/ wOYGszl rj opP6BWE3j | YYn

+gd7j pdpx0dxPnPC5Ka6uuUonx 1y MKvVdgt M X85j Hr 8or 7RoLI Swsy QH+CRD33V

+pQs+RnD+Xki nH 5ZI 371i bHyt gMLDWwhCs5FdQIM+8kLau7EXTcar 7XLQ 86DWIR;j /
dQMNDAkQXgXvz7G-VkbYs 31 ELVTAc5! HOLHgk XeoXonBNt HWbR2V34t YwaT86gdi r a9Q OFDouNaTesEQIN
Q BedXcnuWimnOz K+w/ OL+MD4t R8/

Blj Oj eaf Rv7YSMki ADr 2Fsf DLOELhgXhFVCOW 420MDj YnoYj ZuXx6f Q<EmAD] BMPj k6W

+SFs4sWOuHs 0UBnps WBNONLAZPgXskqSuPZzb3XM359s+2ZUcbe ARQ Yv978610hWywzj xur 2+wSI aGNYAD
+Xh7EV34n2KSLuJ 1l Sr Zr EW UlPat 06zzN1x0VHIgU3sMCIMQZ Lluch8ZGHbl 7vvBvvvqTJI T/

+0871 A8t hTTCRLAYT] r 81s SEof ug71t wBr hct 3pzKswaNQVmApt Be54HW WAZz 1peNul Al Jt X9qt NzeuYEJyqf VBer a
+E4AQCcSi NOAVERUKILY3BNMR2sVFr | 2t PWURt UPok MVI Oi 4NLW2f sHt LwLCXgwj GuzEGKVRf i aat 3WGz At Mao5s SFQz/
XSCB9Ab5CsddCTAr Br / ShuX1WyuPl L2+z QP+gadW Af Tgmx9Q4K2MkQUpS72bqUdnf zXgpVi 63sKL43t Ond

+2Bt 8Z5JA9xaPkPwi YE5q7dW.4J57cr +Ty/ GLXAhat 9xI UsTj GEGE3FI HLywKi Bwl Vj H T5FXxk

+TOTXV/ 61UPGaxPX2HkFTi r q/ D2Uhz45pFwwH46nbhJe9NoRodj ot +uAbl f uAqxzOYE!l CRt /

gl M 871 4AF7X48JHf vaqmZAYGdhJ1bUhSw8Vf TOPk HpUV2k 6Eq9Dvc SRDswwlFI 5+f Vf 0ZpDEf OW2i t Rz5Hg
+CRKQLIEZqLI CNFOQr hEUEJNBXf 30Sckv S1t gPnHaRI RmG71BONgwe 7f SU7zmXa

API Version 2014-11-01
62

0B5t K1vCOr \



AWS Key Management Service AP| Reference
See Also

+O5GV3gl gf vn@BHIy5EHR2dgkj QdP
+hf dw7Bc CONT7Zy @9 Xef Al 5GEr 623hr znéyondJl i yUj j CQPK8nS75r | gazvy TpOWXKpSSKeJ OZsWYLNgi p8Xv/
UBcehAKWRLOChbOGhUbZvoRNS8c 1Fbr CU cBc4WtaWw Ade7cepqy 38/ j f wRohOWVN/
bbaDh8FC+j Zy Xhy XSTI PvM25HVVr xsDbsN8Lk Cabok XFI khi awnBPqVnb QWAKcpR2Td+t y
+Bd| 2t RnGHDs Pc HNOVAUEQ2A] E7kzL0dv7Jd90enBNTZS| EoQBU5+sKbvnSrt FvPl j 7z\WDpDT9bkZFHe Cvwl | EBAT | bg
phBgai R DQADmI D1yl +dxnl coPs14x| cl wBdpw M
+l vUuX8K4t qLMKzi 1MOEOheBhGLOuEebYSk SQSUXUTTCKk9hEkgs| wOVXgwpgnGBXAVt YdUagFMK5RI VxWA71bnUOCY
HAKr dRPdvevc8kTGSI 8f dK/ Ar YCvTk/ yYL3L6YZbeqbAct UTADXOi Bi j X/ T5QYz/
Dd4HleX4abHV70Cnxf t x CHULMhwWR8DpJVnkouQAqb4N7Ap6J1 YkvNKFW8HBI ygq5kKecg5dTMAM PRz80qgs Qm
I wGE@JVbKeyhql Kt QO er spnmB8J991 cn5s0aB180LKr t XAaFD1Ay O3nDZxB31 71QKvQul r 1BZ6K4me BKk Ew3VaWiPpmxny
+2yt ZAdDox9zLT7YWI57esj UQC6zi bf Bwh8X@ 71 eh704nB7St q62752u46f r BNSPQ ypGuShgCwlpeKeqf /
AVehk+j 8RKBegOQSCvEj a4KPmx ay XVzu3h1lt Dkt A1/ W 21er cJaVWR0f cZ1KQE
GPHuSc FgBsWaw(¥ 1spgkwzZy HAHPaWZCy nD9Fo2y HBHi +/ ARPWMD2i ugDLi 9Tqv/ g0=",
"Keyld": "arn:aws: kms: us-east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"Paranet ersVal i dTo": 1.480632737044E9,
" Publ i cKey":
"M | Bl j ANBgkghki GOWOBAQEFAAOCAQBAM | BCgKCAQEAVH3Yj OwbkLEpU 95Cv1cJVj sVNSj wGg3t CLnz Xf hVwWvne
+i SK341kr 2kFTpl NN7T1ZaX9vf XBdGR+Vt K RKMAOHQeW2 Hr PZ+3i r vpXNCKx GUXxPNsJ Sj PUhuSXT5+0Vr Y/
LEYLQBI UTr hU6z5/ OKOkzaCc66DXc5i pSl 0S4Xyg
+Q YSMke9xuqOBHt zFI mJSKBmMLWseDT6! HnSbpi 7vXzNbl X7 pWKwannQvQ DAQAB"

}

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
e AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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ImportKeyMaterial

Imports key material into an AWS KMS customer master key (CMK) from your existing key management
infrastructure. For more information about importing key material into AWS KMS, see Importing Key
Material in the AWS Key Management Service Developer Guide.

You must specify the key ID of the CMK to import the key material into. This CMK's Ori gi n must be
EXTERNAL. You must also send an import token and the encrypted key material. Send the import token that
you received in the same GetParametersForlmport (p. 60) response that contained the public key that you
used to encrypt the key material. You must also specify whether the key material expires and if so, when.
When the key material expires, AWS KMS deletes the key material and the CMK becomes unusable. To
use the CMK again, you can reimport the same key material. If you set an expiration date, you can change
it only by reimporting the same key material and specifying a new expiration date.

When this operation is successful, the specified CMK's key state changes to Enabl ed, and you can use the
CMK.

After you successfully import key material into a CMK, you can reimport the same key material into that
CMK, but you cannot import different key material.

Request Syntax

{
"Encrypt edkeyMat erial ": bl ob,
"Expi rati onModel ": "string",
"I nport Token": bl ob,
"Keyld": "string",
"Val i dTo": nunber

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

EncryptedKeyMaterial (p. 64)
The encrypted key material to import. It must be encrypted with the public key that you received in the
response to a previous GetParametersForimport (p. 60) request, using the wrapping algorithm that you
specified in that request.

Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 6144.
Required: Yes
ImportToken (p. 64)
The import token that you received in the response to a previous GetParametersForimport (p. 60)

request. It must be from the same response that contained the public key that you used to encrypt the
key material.

Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 6144.
Required: Yes
Keyld (p. 64)
The identifier of the CMK to import the key material into. The CMK's Ori gi n must be EXTERNAL.
A valid identifier is the unique key ID or the Amazon Resource Name (ARN) of the CMK. Examples:
¢ Unique key ID: 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
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* Key ARN: arn: aws: knms: us- east - 2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
ExpirationModel (p. 64)
Specifies whether the key material expires. The default is KEY_MATERI AL_EXPI RES, in which case you

must include the val i dTo parameter. When this parameter is set to KEY_MATERI AL_DOES_NOT_EXPI RE,
you must omit the Vval i dTo parameter.

Type: String
Valid Values: KEY_MATERI AL_EXPI RES | KEY_MATERI AL_DOES _NOT_EXPI RE
Required: No
ValidTo (p. 64)
The time at which the imported key material expires. When the key material expires, AWS KMS

deletes the key material and the CMK becomes unusable. You must omit this parameter when the
Expi r ati onMbdel parameter is set to KEY_MATERI AL_DOES_NOT_EXPI RE. Otherwise it is required.

Type: Timestamp
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500

ExpiredimportTokenException
The request was rejected because the provided import token is expired. Use

GetParametersForlmport (p. 60) to retrieve a new import token and public key, use the new public key
to encrypt the key material, and then try the request again.

HTTP Status Code: 400
IncorrectKeyMaterialException
The request was rejected because the provided key material is invalid or is not the same key material
that was previously imported into this customer master key (CMK).
HTTP Status Code: 400
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
InvalidCiphertextException
The request was rejected because the specified ciphertext has been corrupted or is otherwise invalid.
HTTP Status Code: 400
InvalidimportTokenException
The request was rejected because the provided import token is invalid or is associated with a different
customer master key (CMK).
HTTP Status Code: 400
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
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KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.
HTTP Status Code: 400

UnsupportedOperationException

The request was rejected because a specified parameter is not supported or a specified resource is not
valid for this operation.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HITP/ 1.1
Host: kns. us-east-2. anazonaws. com
Cont ent - Lengt h: 2835
X- Anz- Target: Trent Service. | nportKeyMateri al
X-Anez-Date: 20161201T212609Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161201/ us- east - 2/ knms/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si ghat ur e=dda4e269d4f d93decf 1401aeb651e49c206c412c609141f 6¢743f 146elaf b4e3

{
" Expi rati onModel ": " KEY_MATERI AL_DOES_NOT_EXPI RE",

"Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"I nport Token": " AQECAHgybl x2X9LNs5ADpvFnbSv/ /

daUB9ZeCKoi Jxmi wO9YQAABr QuygawBgkghki GOwOBBwagggahM | GhQ BADCCBpYGCSqGS! b3DQEHATAeBgl ghk gBZQVEASAWEQQOM

UG 2Vw+RVAGEQY ! | GZ/ wOYGszl rj opP6BW3j | YYn

+gd7j pdpx0dxPnPC5Ka6uuUonx 1y MKvVdgt M X85j Hr 8or 7RoLI Swsy QH+CRD33V

+pQs+RnD+Xki nH 5ZI 371i bHyt gMLDwhCs5FdQIM+8kLau7EXTcar 7XLQ 86DWIR;j /
dQWNDAkQXgXvz7G-VkbYs 31 ELVTAcS5! HOLHgk XeoXonBNt HWbR2V34t YwaT86gdi r a9Q OFDouNaTesEQIN
Q BedXcnuWimnOz K+w/ OL+MD4t R8/

Blj Oj eaf Rv7YSMki ADr 2Fsf DLOELhgXhFVCOW 420MDj YnoYj ZuXx6f Q<EmAD] BMPj k6W

+SFs4sWOuHs 0UBnps WBNONLAZPgXskqSuPZzb3XM359s+2ZUcbe ARQ Yv978610hWjwzj xur 2+wSI aGNYAD
+Xh7EV34n2KSLuJ 1l Sr Zr EW UlPat 06zzN1x0VHIgU3sMCIMQXZ Lluch8ZGHbl 7vvBvvvqTJI T/

+0871 A8t hTTCRLAYT] r 81sSEof ug71t wBr hct 3pzKswaNQVmAlvpt Be54HW WAZz 1peNul Al Jt X9qt NzeuYEJyqf VBer a
+E4AQCcSi NOAVERUKILY3BNM2sVFr 1| 2t PWURt UPok MVI Oi 4NLW2f sHt LwlCXgwj GuzEGKVRf i aat 3WGz At Mao5s SFQz/
XSCB9Ab5CsddCTAr Br / ShuX1WyuPl L2+z QP+gadW Af Tgmx9Q4K2MkQUpS72bqUdnf zXgpVi 63sKL43t Ond

+2Bt 8Z5JA9xaPkPwi YE5q7dW.4J57cr +Ty/ GLXAhat 9xI UsTj GEGE3FI HLywKi Bwl Vj H T5FXxk

+TOTXV/ 61UPGaxPX2HkFTi r q/ D2Uhz45pFwwH46nbhJe9NoRodj ot +uAbl f uAqxzOYE!l CRt /

gl M 871 4AF7X48JHf vamZAYGdhJ1bUhSw8Vf TOPk HpUV2k 6 Eq9Dvc SRDswwlFI 5+f Vf 0ZpDEf OW2i t Rz5Hg
+CRKQLIEZqLI CNFOQr hEUEJNBXf 30Sckv S1t gPnHaRI RmG71BONgwe 7f SU7zmXa

+O5GV3gl gf vn@BHIy5EHR2dgkj QdP

+hf dw7Bc CONT7Zy @9 Xef Al 5GEr 623hr znéyondJl i yUj j CQPK8NnS75r | gazvy TpOWKpSSKeJ OZsWYLNgi p8Xv/
UBcehAKWRLOChbOGhUbZvoRNS8c 1Fbr CU cBc4WtaW Ade7cepqy 38/ j f wRohOWVN/

bbaDh8FC+j Zy Xhy XSTI PvM25HVVr xsDbsN8Lk Cabok XFI khi awnBPqVnb QWAKcpR2Td+t y

+Bd| 2t RnGHDs Pc HNOVAUEQ2A] E7kzL0dv7Jd90enBNTZS| EoQBU5+sKbvnSrt FvPl j 7z\WDpDT9bkZFHe Cvwl | EBAT | bg
phBgai R DQADmImCGD1ly| +dxnl coPs14x| cl wBdpw M

+l vUuX8K4t qLMKzi 1MOEOheBhGLOuEebYSk SQSUXUTTCKk9hEkgs| wOVXgwpgnGBXAONVt YdUagFMk5RI VxWA71bnUOCY
HAKr dRPdvevc8kTGSI 8f dK/ Ar YCvTk/ yYL3L6YZbeqbAct UTADXOi Bi j X/ T5QYz/

Dd4HleX4abHV70Cnxf t X CHULMhwWR8DpJVnkouQAqb4N7Ap6J1 YkvNKFW8HBI ygq5kKecg5dTMAM PRz80qgs Qm
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I wGE@JVbKeyhql Kt QO er spnmB8J991 cn5s0aB180LKr t XAaFD1Ay O3nDZxB31 71QKvQul r 1BZ6K4me BKk EW3VqWiPpmxny
+2yt ZAdDox9zLT7YWI57esj UQC6zi bf Bwbh8X@ 71 eh704nB7St q62752u46f r BNSPQ ypGuShgCwlpeKeqf /
AVehk+j 8RKBegOQSCvEj a4KPmx ay XVzu3h1lt Dkt A1/ W 21er cJaVWR0f cZ1KQE
GPHuSc FgBsWaw(¥ 1spgkwzZy HAHPaWZCy nD9Fo2y HBHi +/ ARPWMD2i ugDLi 9Tqv/ g0=",
"Encrypt edkeyMat eri al ": " CubeyZ4cm xMEAOUGS] P1i Bzh/ 0E+uUg407JDc Xhl C+i uMm
+wPgl TaEby+Y3nM e6gj U s5vy9TdBRFv4+Jt ksvB5hWAZnb2l UChTW +SSAZpal 14kAgTq/
j C2GTLkaC6Vf 5zJIx2xalr OKGV2Xu4YgONl Gsl ubHNf f TC3aL/ YBJ/ FXTXaVu7r S2phOFCr Z
+ATi t t SO3w4Di CVoNwo2v0QEO+dVoUN) XNQClveWkhPI C7Fezf K7Al sBSSXot Jf ANXRkybg8KcnkSoYdzr 3NOLOv70Md
PzphK6RWI GJi g4t k+l xUT8hV7xi LkFskG | HFmp6Xbon8w=="

}

Example Response

HTTP/ 1.1 200 OK

Server: Server

Date: Thu, 01 Dec 2016 21:26:10 GVI

Cont ent - Type: application/x-ane-json-1.1

Content - Length: 2

Connection: keep-alive

x-anen- Request | d: c72f b6ff-b80c-11e6- ae07- 61b14f 11739

{}

BKNQVUK1j gV

rgbTgaTvdr L

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

* AWS SDK for PHP V3

¢ AWS SDK for Python

« AWS SDK for Ruby V2
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ListAliases

Lists all of the key aliases in the account.

Request Syntax

"Limt": nunber,
"Marker": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Limit (p. 68)
Use this parameter to specify the maximum number of items to return. When this value is present,
AWS KMS does not return more than the specified number of items, but it might return fewer.

This value is optional. If you include a value, it must be between 1 and 100, inclusive. If you do not
include a value, it defaults to 50.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1000.
Required: No

Marker (p. 68)

Use this parameter in a subsequent request after you receive a response with truncated results. Set it
to the value of Next Mar ker from the truncated response you just received.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] *

Required: No

Response Syntax

{
"Aliases": [
{
"AliasArn": "string",
"AliasNanme": "string",
"Target Keyld": "string"
}
I
"Next Marker": "string",
"Truncated": bool ean
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
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Aliases (p. 68)
A list of key aliases in the user's account.

Type: array of AliasListEntry (p. 122) objects

NextMarker (p. 68)
When Truncat ed is true, this element is present and contains the value to use for the Mar ker
parameter in a subsequent request.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] *

Truncated (p. 68)
A flag that indicates whether there are more items in the list. When this value is true, the list in this
response is truncated. To retrieve more items, pass the value of the Next Mar ker element in this
response to the Mar ker parameter in a subsequent request.

Type: Boolean

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.

HTTP Status Code: 500

InvalidMarkerException
The request was rejected because the marker that specifies where pagination should next begin is not
valid.

HTTP Status Code: 400

KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

POST / HITP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content -Length: 2
X- Anz- Target: Trent Service. Li stAliases
X-Anez-Date: 20161203T011453Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161203/ us- east - 2/ knms/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si ghat ur e=c2867e5f 45167bf 713e8f 2c¢9998772ad72a20958db2ccOef 46bf bal632ca4d62

{}

Example Response

HTTP/ 1.1 200 OK
Server: Server
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Date: Sat, 03 Dec

Cont ent - Type: appl
Content - Lengt h: 28
Connect i on:
X-anen- Request | d:

2016 01:14:55 GV
i cation/x-aneg-json-1.1
74

keep-alive

€6196175- b8f 5- 11e6- b404- 15dcdOa7add5

{
"Aliases": [
{
"AliasArn": "arn:aws: kns: us-east-2:111122223333: al i as/ aws/ acni',
"Ali asNane": "alias/aws/acni,
"Tar get Keyl d": "da03f 6f 7-d279-427a-9cae- de48d07e5b66"
b
{
"AliasArn": "arn:aws: kns: us-east-2:111122223333: al i as/ aws/ ebs",
"Ali asNane": "alias/aws/ebs",
"Target Keyl d": "25a217e7-7170-4b8c- 8bf 6- 045ea5f 70e5b"
b
{
"AliasArn": "arn:aws: kns: us-east-2:111122223333: al i as/ aws/ rds",
"Ali asNane": "alias/aws/rds",
"Target Keyl d": "7ec3104e- c3f 2- 4b5c- bf 42- bf c4772c6685"
b
{
"AliasArn": "arn:aws: kns: us-east-2:111122223333: al i as/ aws/ redshi ft",
"Ali asNane": "alias/aws/redshift",
"Tar get Keyl d": "08f 7a25a- 69e2- 4f b5- 8f 10- 393db27326f a"
b
{
"AliasArn": "arn:aws: kns: us-east-2:111122223333: al i as/ aws/ s3",
"Ali asNane": "alias/aws/s3",
"Tar get Keyl d": "d2b0Of 1a3- 580d- 4f 79- b836- bc983be8cf a5"
b
{
"AliasArn": "arn:aws: kns: us-east-2:111122223333: al i as/ exanpl el",
"Ali asNane": "alias/exanpl el”,
"Target Keyl d": "4dale216-62d0-46c5-a7c0- 5f 3a3d2f 8046"
b
{
"AliasArn": "arn:aws: kns: us-east-2:111122223333: al i as/ exanpl e2",
"Ali asNane": "alias/exanpl e2",
"Target Keyl d": "f32fef 59-2cc2-445b-8573-2d73328achee”
b
{
"AliasArn": "arn:aws: kns: us-east-2:111122223333: al i as/ exanpl e3",
"Ali asNane": "alias/exanpl e3",
"Tar get Keyl d": "1374ef 38- d34e- 4d5f - b2c9- 4e0daee38855"
}
I
"Truncated": false
}
See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript
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¢ AWS SDK for PHP V3
¢ AWS SDK for Python
¢ AWS SDK for Ruby V2
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ListGrants

List the grants for a specified key.

Request Syntax

{
"Keyld": "string",
"Limt": nunber,
“Marker": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 72)
A unique identifier for the customer master key. This value can be a globally unique identifier or the
fully specified ARN to a key.

* Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012
* Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
Limit (p. 72)
Use this parameter to specify the maximum number of items to return. When this value is present,
AWS KMS does not return more than the specified number of items, but it might return fewer.

This value is optional. If you include a value, it must be between 1 and 100, inclusive. If you do not
include a value, it defaults to 50.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1000.
Required: No

Marker (p. 72)

Use this parameter in a subsequent request after you receive a response with truncated results. Set it
to the value of Next Mar ker from the truncated response you just received.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] *

Required: No

Response Syntax

"Grants": [
{

"Constraints": {
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"EncryptionCont ext Equal s": {

"string" : "string"
b
"EncryptionCont ext Subset": {
"string" : "string"
}
b
"CreationDate": nunber,
"GranteePrincipal": "string",
"Grantld": "string",
"I ssui ngAccount": "string",

"Keyld": "string",
"Nane": "string",
"Operations": [ "string" ],
"RetiringPrincipal": "string"
}

I.

"Next Marker": "string",

"Truncated": bool ean

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Grants (p. 72)

A list of grants.

Type: array of GrantListEntry (p. 124) objects
NextMarker (p. 72)

When Truncat ed is true, this element is present and contains the value to use for the Mar ker
parameter in a subsequent request.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] *

Truncated (p. 72)

A flag that indicates whether there are more items in the list. When this value is true, the list in this
response is truncated. To retrieve more items, pass the value of the Next Mar ker element in this
response to the Mar ker parameter in a subsequent request.

Type: Boolean

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400

InvalidMarkerException

The request was rejected because the marker that specifies where pagination should next begin is not
valid.

HTTP Status Code: 400
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KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

POST / HTTP/1.1
Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 49
X- Anz- Target: TrentService.ListGants
X-Anez-Date: 20161206T231134Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161206/ us- east - 2/ kns/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si ghat ur e=157eldd2ef 1992e70e403e96c9f 7122c5eb18bf 82e4e5a71a83d63dchc1c681b

{"Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab" }

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Tue, 06 Dec 2016 23:11:34 GVI

Content - Type: application/x-ane-json-1.1

Content - Lengt h: 1652

Connection: keep-alive

X-anen- Request | d: 54eede2f - bc09- 11e6-8073-89d6c33f cdi1f

{
"Grants": [
{

"CreationDate": 1.477431461E9,
"Grantld": "91ad875e49b04a9d1f 3bdeb84d821f 9db6ea95e1098813f 6d47f 0c65f be2al72",
"GanteePrincipal": "acm us-east-2. amazonaws. cont',
"I ssui ngAccount": "arn:aws:iam:111122223333:roo0t",
"Keyld": "arn:aws: kms: us-

east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"Name": "",
"Qperations": [

"Encrypt",

" ReEncrypt Front,
" ReEncrypt To"

]

"RetiringPrincipal": "acm us-east-2. amazonaws. cont
b
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{
"CreationDate": 1.477431461E9,
"Grantld": "a5d67d3e207a8f c1f 4928749ee3e52eb0440493a8b9cf 05bbf ad91655b056200",
"GranteePrincipal": "acm us-east-2. amazonaws. cont',
"I ssui ngAccount": "arn:aws:iam:111122223333:roo0t",
"Keyld": "arn:aws: kms: us-
east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"Name": "",
"Qperations": [
"ReEncrypt Front,
" ReEncrypt To"
I
"RetiringPrincipal": "acm us-east-2. amazonaws. cont
b
{
"CreationDate": 1.477431461E9,
"Grantld": "c54laaf 05d90ch78846a73b346f c43e65be28b7163129488c738e0c9e0628f 4f ",
"GranteePrincipal": "acm us-east-2. amazonaws. cont',
"I ssui ngAccount": "arn:aws:iam:111122223333:roo0t",
"Keyld": "arn:aws: kms: us-
east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"Name": "",
"Qperations": [
"Encrypt",
"ReEncrypt Front,
" ReEncrypt To"
I
"RetiringPrincipal": "acm us-east-2. amazonaws. cont
b
{
"CreationDate": 1.477431461E9,
"Grantld": "dd2052c67b4c76eed45caf ldc6ale2d24e8dc744a51b36ae2f 067dc540ce0105c¢”,
"GranteePrincipal": "acm us-east-2. amazonaws. cont,
"I ssuingAccount": "arn:aws:iam:111122223333:roo0t",
"Keyld": "arn:aws: kms: us-
east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"Name": "",
"Qperations": [
"Encrypt",
"ReEncrypt Front,
" ReEncrypt To"
I
"RetiringPrincipal": "acm us-east-2. amazonaws. cont
}
I
"Truncated": false
}
See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

e AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

+ AWS SDK for Ruby V2
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ListKeyPolicies

Retrieves a list of policies attached to a key.

Request Syntax

{
"Keyld": "string",
"Limt": number,
"Marker": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 77)
A unique identifier for the customer master key (CMK). You can use the unique key ID or the Amazon
Resource Name (ARN) of the CMK. Examples:
¢ Unique key ID: 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
¢ Key ARN: ar n: aws: kns: us- east - 2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes

Limit (p. 77)
Use this parameter to specify the maximum number of items to return. When this value is present,
AWS KMS does not return more than the specified number of items, but it might return fewer.

This value is optional. If you include a value, it must be between 1 and 1000, inclusive. If you do not
include a value, it defaults to 100.

Currently only 1 policy can be attached to a key.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1000.
Required: No
Marker (p. 77)

Use this parameter in a subsequent request after you receive a response with truncated results. Set it
to the value of Next Mar ker from the truncated response you just received.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] *

Required: No

Response Syntax

"Next Marker": "string",
"PolicyNanes": [ "string" ],
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"Truncat ed": bool ean

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextMarker (p. 77)

When Truncat ed is true, this element is present and contains the value to use for the Mar ker
parameter in a subsequent request.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] *
PolicyNames (p. 77)
A list of policy names. Currently, there is only one policy and it is named "Default".
Type: array of Strings
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w] +
Truncated (p. 77)

A flag that indicates whether there are more items in the list. When this value is true, the list in this
response is truncated. To retrieve more items, pass the value of the Next Mar ker element in this
response to the Mar ker parameter in a subsequent request.

Type: Boolean

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.
HTTP Status Code: 400

Examples

The following examples are formatted for legibility.
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Example Request

POST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content -Length: 49
X-Anz- Target: Trent Service. Li st KeyPol i ci es
X- Anz-Date: 20161206T235923Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161206/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnat ur e=82f e067c¢53d0df f f 36793b8b6ef 2d82d8adf Of 1c05016bf 4b4d6¢c50563ec7033

{"Keyld": "1234abcd- 12ab- 34cd-56ef-1234567890ab"}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Tue, 06 Dec 2016 23:59:24 GMVI

Cont ent - Type: application/x-ane-json-1.1

Content - Lengt h: 45

Connection: keep-alive

x-anen- Request | d: 036f 8e4b-bc10- 11e6- b60b- f f b5eb2d1d15

{
"PolicyNames": ["default"],
"Truncated": false

}

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

e AWS SDK for Go

¢ AWS SDK for Java

* AWS SDK for JavaScript

¢« AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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ListKeys

Lists the customer master keys.

Request Syntax

{
"Limt": nunber,
"Marker": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Limit (p. 80)
Use this parameter to specify the maximum number of items to return. When this value is present,
AWS KMS does not return more than the specified number of items, but it might return fewer.

This value is optional. If you include a value, it must be between 1 and 1000, inclusive. If you do not
include a value, it defaults to 100.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1000.
Required: No

Marker (p. 80)

Use this parameter in a subsequent request after you receive a response with truncated results. Set it
to the value of Next Mar ker from the truncated response you just received.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] *

Required: No

Response Syntax

{
"Keys": [
{
"KeyArn": "string",
"Keyld": "string"
}
1,
"Next Marker": "string"
"Truncat ed": bool ean
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
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Keys (p. 80)
A list of keys.
Type: array of KeyListEntry (p. 126) objects
NextMarker (p. 80)
When Tr uncat ed is true, this element is present and contains the value to use for the Mar ker
parameter in a subsequent request.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] *
Truncated (p. 80)
A flag that indicates whether there are more items in the list. When this value is true, the list in this

response is truncated. To retrieve more items, pass the value of the Next Mar ker element in this
response to the Mar ker parameter in a subsequent request.

Type: Boolean

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.

HTTP Status Code: 500

InvalidMarkerException
The request was rejected because the marker that specifies where pagination should next begin is not
valid.

HTTP Status Code: 400

KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

PCST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content-Length: 2
X- Anz- Target: Trent Servi ce. Li st Keys
X- Anz-Date: 20161207T003550Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161207/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnat ur e=2196a20clal39ae8f 6f e070881f 41954616c775bb5a484814c35f 8ee35cf a448

{}

Example Response

‘ HTTP/ 1.1 200 OK
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Server: Server

Date: Wed, 07 Dec 2016 00:35:50 GMI

Content - Type: application/x-ane-json-1.1

Cont ent - Lengt h: 980

Connection: keep-alive

x-anen- Request | d: 1a5f 0a53- bc15- 11e6- 82b3- e9edaf 764a06

{
"Keys": [
{
"KeyArn": "arn:aws: kms: us-east-2:111122223333: key/ 00990263- 018e- 4e65- a703-
ef f 731de951e",
"Keyl d": "0d990263-018e-4e65-a703-ef f 731de951e"
b
{
"KeyArn": "arn:aws: kms: us-
east-2:111122223333: key/ 144be297- Oael- 44ac- 9c8f - 93cd8c82f 841",
"Keyl d": "144be297-0ael- 44ac-9c8f-93cd8c82f 841"
b
{
"KeyArn": "arn:aws: kms: us-east-2:111122223333: key/ 21184251- b765- 428e-

b852- 2¢7353e72571",
"Keyld": "21184251-b765-428e-b852-2c7353e72571"
e

{
"KeyArn": "arn:aws: kms: us-east-2:111122223333: key/ 214f e92f - 5b03- 4ael- b350-

db2a45dbel0c",
"Keyl d": "214f e92f -5b03- 4ael- b350- db2a45dbelOc"
},

{
"KeyArn": "arn:aws: kms: us-east-2:111122223333: key/ 339963f 2- e523- 49d3- af 24-

a0f e752aa458",
"Keyl d": "339963f 2- e523- 49d3- af 24- aOf e752aa458"
},

{
"KeyArn": "arn:aws: kms: us-east-2:111122223333: key/ b776a44b- df 37- 4438- 9be4-

a27494e4271a",
"Keyl d": "b776a44b-df 37-4438- 9be4d- a27494e4271a"
e

{
"KeyArn": "arn:aws: kms: us-east-2:111122223333: key/ deaf 6¢c9e- cf 2c- 46a6-

bf 6d- 0b6d487cf f bb",
"Keyl d": "deaf 6c9e-cf2c-46a6-bf 6d- 0b6d487cff bb"

}
I
"Truncated": false
}
See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

e AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

+ AWS SDK for Ruby V2
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ListResourceTags

Returns a list of all tags for the specified customer master key (CMK).

Request Syntax

{
"Keyld": "string",
"Limt": number,
" Marker": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 84)
A unique identifier for the CMK whose tags you are listing. You can use the unique key ID or the
Amazon Resource Name (ARN) of the CMK. Examples:

¢ Unique key ID: 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
* Key ARN: ar n: aws: kns: us- east - 2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
Limit (p. 84)
Use this parameter to specify the maximum number of items to return. When this value is present,
AWS KMS does not return more than the specified number of items, but it might return fewer.

This value is optional. If you include a value, it must be between 1 and 50, inclusive. If you do not
include a value, it defaults to 50.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1000.
Required: No

Marker (p. 84)

Use this parameter in a subsequent request after you receive a response with truncated results. Set it
to the value of Next Mar ker from the truncated response you just received.

Do not attempt to construct this value. Use only the value of Next Mar ker from the truncated response
you just received.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] *

Required: No

Response Syntax

"Next Marker": "string",
"Tags": [
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"TagKey": "string"
"TagVal ue": "string"
}
]

runcat ed": bool ean

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextMarker (p. 84)

When Tr uncat ed is true, this element is present and contains the value to use for the Mar ker
parameter in a subsequent request.

Do not assume or infer any information from this value.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] *

Tags (p. 84)
A list of tags. Each tag consists of a tag key and a tag value.
Type: array of Tag (p. 129) objects

Truncated (p. 84)

A flag that indicates whether there are more items in the list. When this value is true, the list in this
response is truncated. To retrieve more items, pass the value of the Next Mar ker element in this
response to the Mar ker parameter in a subsequent request.

Type: Boolean

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400

InvalidMarkerException

The request was rejected because the marker that specifies where pagination should next begin is not
valid.

HTTP Status Code: 400

KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.
HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request
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POST / HITP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 49
X- Anz- Target: Trent Servi ce. Li st Resour ceTags
X-Anez-Date: 20170109T200421Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20170109/ us- east - 2/ knms/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnat ur e=17706f ce40f da00c6768b3297355c353490c 1df df 3b3a9591193612961cd2ch4

{"Keyl d": "1234abcd- 12ab-34cd- 56ef - 1234567890ab" }

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Mon, 09 Jan 2017 20:04:22 GVl

Content - Type: application/x-ane-json-1.1

Content - Lengt h: 158

Connection: keep-alive

x-anen- Request | d: cfb46544-d6a6- 11e6- al64- b5365990e84e

{
"Tags": [{
"TagKey": "CostCenter",
"TagVal ue": "87654"
oA
"TagKey": "CreatedBy",
"TagVal ue": "Exanpl eUser"
oA
"TagKey": "Purpose",
"TagVal ue": "Test"
M

"Truncated": false

}

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢« AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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ListRetirableGrants

Returns a list of all grants for which the grant's Reti ri ngPri nci pal matches the one specified.
A typical use is to list all grants that you are able to retire. To retire a grant, use RetireGrant (p. 100).

Request Syntax

{
"Limt": nunber,
"Marker": "string",
"RetiringPrincipal": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

RetiringPrincipal (p. 87)
The retiring principal for which to list grants.

To specify the retiring principal, use the Amazon Resource Name (ARN) of an AWS principal. Valid
AWS principals include AWS accounts (root), IAM users, federated users, and assumed role users.
For examples of the ARN syntax for specifying a principal, see AWS Identity and Access Management
(IAM) in the Example ARNs section of the Amazon Web Services General Reference.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: Yes
Limit (p. 87)
Use this parameter to specify the maximum number of items to return. When this value is present,
AWS KMS does not return more than the specified number of items, but it might return fewer.

This value is optional. If you include a value, it must be between 1 and 100, inclusive. If you do not
include a value, it defaults to 50.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1000.
Required: No

Marker (p. 87)

Use this parameter in a subsequent request after you receive a response with truncated results. Set it
to the value of Next Mar ker from the truncated response you just received.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] *

Required: No

Response Syntax

"Grants": [
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"Constraints": {
"EncryptionCont ext Equal s": {
"string" : "string"

}

Encrypti onCont ext Subset": {
"string" : "string"
}

}

eationDate": nunber,
"GranteePrincipal": "string",
"Grantld": "string",
"I ssui ngAccount": "string",
"Keyld": "string",
"Nane": "string",
"Operations": [ "string" ],
"RetiringPrincipal": "string"
}

I.

"Next Marker": "string",

"Truncated": bool ean

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Grants (p. 87)

A list of grants.

Type: array of GrantListEntry (p. 124) objects
NextMarker (p. 87)

When Truncat ed is true, this element is present and contains the value to use for the Mar ker
parameter in a subsequent request.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] *
Truncated (p. 87)
A flag that indicates whether there are more items in the list. When this value is true, the list in this

response is truncated. To retrieve more items, pass the value of the Next Mar ker element in this
response to the Mar ker parameter in a subsequent request.

Type: Boolean

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
InvalidMarkerException

The request was rejected because the marker that specifies where pagination should next begin is not

valid.
HTTP Status Code: 400
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KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

POST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Length: 61
X- Anz- Target: Trent Service. Li stRetirabl eGants
X-Anez-Date: 20161207T191040Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161207/ us- east - 2/ kims/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si gnat ur e=d5e43f Ocf d75a3251f 40bc27e76f 83b3110b33e3d972142ae118b2b3c0f 67b39

{"RetiringPrincipal": "arn:aws:iam:111122223333: rol e/ Exanpl eRol e"}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Wed, 07 Dec 2016 19:10:41 GMI

Content - Type: application/x-ane-json-1.1
Content-Length: 436

Connection: keep-alive

x-anen- Request | d: d86125dc- bch0- 11e6- 82b3- e9edaf 764a06

{
"Grants": [
{
"CreationDate": 1.481137775E9,
"Grantld": "0c237476b39f 8bc44e45212e08498f be3151305030726c0590dd8d3e9f 3d6a60",
"GranteePrincipal": "arn:aws:iam:111122223333: rol e/ Exanpl eRol e",
"I ssui ngAccount": "arn:aws:iam :444455556666: r oot ",
"Keyld": "arn:aws: kms: us-
east - 2: 444455556666: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab",
"Name": "",
"Qperations": [
"Decrypt"”,
"Encrypt"
1.
"RetiringPrincipal": "arn:aws:iam:111122223333: rol e/ Exanpl eRol e"
}
1.
"Truncated": false
}
See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:
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AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript
AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V2
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PutKeyPolicy

Attaches a key policy to the specified customer master key (CMK).

For more information about key policies, see Key Policies in the AWS Key Management Service Developer
Guide.

Request Syntax

{
"BypassPol i cyLockout Saf et yCheck": bool ean,
"Keyld": "string",
"Policy": "string",
"PolicyNane": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 91)
A unique identifier for the CMK.
Use the CMK's unique identifier or its Amazon Resource Name (ARN). For example:
¢ Unique ID: 1234abcd-12ab-34cd-56ef-1234567890ab
¢ ARN: arn:aws:kms:us-east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
Policy (p. 91)
The key policy to attach to the CMK.
If you do not set BypassPol i cyLockout Saf et yCheck to true, the policy must meet the following criteria:

« It must allow the principal that is making the Put KeyPol i cy request to make a subsequent
Put KeyPol i cy request on the CMK. This reduces the likelihood that the CMK becomes
unmanageable. For more information, refer to the scenario in the Default Key Policy section in the
AWS Key Management Service Developer Guide.

¢ The principals that are specified in the key policy must exist and be visible to AWS KMS. When you
create a new AWS principal (for example, an IAM user or role), you might need to enforce a delay
before specifying the new principal in a key policy because the new principal might not immediately
be visible to AWS KMS. For more information, see Changes that | make are not always immediately
visible in the IAM User Guide.

The policy size limit is 32 KiB (32768 bytes).

Type: String

Length Constraints: Minimum length of 1. Maximum length of 131072.

Pattern: [\ u0009\ uO0OOA\ UO00D\ U0020- \ UOOFF] +

Required: Yes

PolicyName (p. 91)

The name of the key policy.

This value must be def aul t .

Type: String
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Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w] +
Required: Yes
BypassPolicyLockoutSafetyCheck (p. 91)
A flag to indicate whether to bypass the key policy lockout safety check.

Important

Setting this value to true increases the likelihood that the CMK becomes unmanageable. Do
not set this value to true indiscriminately.

For more information, refer to the scenario in the Default Key Policy section in the AWS Key
Management Service Developer Guide.

Use this parameter only when you intend to prevent the principal that is making the request from
making a subsequent Put KeyPol i cy request on the CMK.

The default value is false.
Type: Boolean
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.
For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.
HTTP Status Code: 400
LimitExceededException
The request was rejected because a limit was exceeded. For more information, see Limits in the AWS
Key Management Service Developer Guide.
HTTP Status Code: 400
MalformedPolicyDocumentException
The request was rejected because the specified policy is not syntactically or semantically correct.
HTTP Status Code: 400
NotFoundException
The request was rejected because the specified entity or resource could not be found.
HTTP Status Code: 400
UnsupportedOperationException

The request was rejected because a specified parameter is not supported or a specified resource is not
valid for this operation.
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HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HITP/ 1.1
Host: kns. us-east-2. anazonaws. com
Cont ent - Lengt h: 2396
X- Anz- Target: Trent Servi ce. Put KeyPol i cy
X-Anez-Date: 20161207T203023Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161207/ us- east - 2/ kims/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si ghat ur e=e58ea91db06af clbc7alf 204769cf 6bc4d003ee090095al3caef 361c69739%ede

"Policy": "{
\"Version\": \"2012-10-17\",
\"1d\": \"custom policy-2016-12-07\",
\"Statenent\": [

{
\"Sid\": \"Enable | AM User Perm ssions\",
\"Effect\": \"Allow",
\"Principal\": {
\V"AWB\ " \"arn:aws:iam:111122223333:root\"
b
\"Action\": \"kms:*\",
\"Resource\": \"*\"
b
{
\"Sid\": \"Allow access for Key Admi nistrators\",
\"Effect\": \"Allow",
\"Principal\": {
VAW " |
\"arn:aws:iam:111122223333: user/ Exanpl eAdmi nUser\",
\"arn:aws:iam:111122223333: r ol e/ Exanpl eAdm nRol e\ "
]
b
\"Action\": [
\"kms: Create*\",
\"kms: Descri be*\",
\ "kmns: Enabl e*\ ",
\"kms: Li st*\",
\"kms: Put*\",
\ "kms: Updat e*\ ",
\ "kms: Revoke*\ ",
\ "kmns: Di sabl e*\ ",
\"kns: Get*\ ",
\"kmns: Del ete*\",
\ "kms: Schedul eKeyDel eti on\",
\ "kms: Cancel KeyDel eti on\"
1.
\"Resource\": \"*\"
b
{

\"Sid\": \"Allow use of the key\",
\"Effect\": \"Allow",
\"Principal\": {

\V"AWB\ " \"arn:aws:iam:111122223333: r ol e/ Exanpl ePower User Rol e\ "
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b
\"Action\": [
\"kms: Encrypt\",
"kns: Decrypt\",
"kns: ReEncrypt *\ ",
"kns: Gener at eDat aKey*\ ",
"kns: Descri beKey\"

— - — —

1.

\"Resource\": \"*\"

\"Sid\": \"Allow attachment of persistent resources\",
\"Effect\": \"Allow",
\"Principal\": {

\V"AWB\ " \"arn:aws:iam:111122223333: r ol e/ Exanpl ePower User Rol e\ "
b
\"Action\": [

\"kms: CreateG ant\",

\"kms: ListGants\",

\ "kms: RevokeG ant\"
1.
\"Resource\": \"*\",
\"Condition\": {

\"Bool\": {

\"kms: G ant | sFor AWSResource\": \"true\"

}

]
I
"PolicyNane": "default",
"Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab"

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Wed, 07 Dec 2016 20:30:23 GMI

Content - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: fbll4d4c-bcbb-11e6-82b3-e9e4daf 764a06

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
« AWS SDK for .NET

¢ AWS SDK for C++

¢ AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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ReEncrypt

Encrypts data on the server side with a new customer master key (CMK) without exposing the plaintext
of the data on the client side. The data is first decrypted and then reencrypted. You can also use this
operation to change the encryption context of a ciphertext.

Unlike other operations, ReEncr ypt is authorized twice, once as ReEncr ypt Fr omon the source CMK and
once as ReEncr ypt To on the destination CMK. We recommend that you include the "kms: ReEncr ypt *"
permission in your key policies to permit reencryption from or to the CMK. This permission is automatically
included in the key policy when you create a CMK through the console, but you must include it manually
when you create a CMK programmatically or when you set a key policy with the PutKeyPolicy (p. 91)
operation.

Request Syntax

{
" Ci phertextBl ob": bl ob,
"DestinationEncryptionContext": {

"string" : "string"

}

Desti nati onKeyld": "string",
"Grant Tokens": [ "string" ],
" Sour ceEncryptionContext": {
"string" : "string"
}
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

CiphertextBlob (p. 96)
Ciphertext of the data to reencrypt.
Type: Base64-encoded binary data object
Length Constraints: Minimum length of 1. Maximum length of 6144.
Required: Yes
DestinationKeyld (p. 96)

A unique identifier for the CMK to use to reencrypt the data. This value can be a globally unique
identifier, a fully specified ARN to either an alias or a key, or an alias name prefixed by "alias/".

¢ Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

« Alias ARN Example - arn:aws:kms:us-east-1:123456789012:alias/MyAliasName
¢ Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012
« Alias Name Example - alias/MyAliasName
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
DestinationEncryptionContext (p. 96)
Encryption context to use when the data is reencrypted.
Type: String to String map
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Required: No
GrantTokens (p. 96)
A list of grant tokens.
For more information, see Grant Tokens in the AWS Key Management Service Developer Guide.
Type: array of Strings
Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 8192.
Required: No
SourceEncryptionContext (p. 96)
Encryption context used to encrypt and decrypt the data specified in the Ci phert ext Bl ob parameter.
Type: String to String map
Required: No

Response Syntax

{
" Ci phertextBl ob": bl ob,
"Keyld": "string",
" Sour ceKeyl d": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

CiphertextBlob (p. 97)

The reencrypted data.

Type: Base64-encoded binary data object

Length Constraints: Minimum length of 1. Maximum length of 6144.
Keyld (p. 97)

Unique identifier of the CMK used to reencrypt the data.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.
SourceKeyld (p. 97)

Unique identifier of the CMK used to originally encrypt the data.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
DisabledException
The request was rejected because the specified CMK is not enabled.
HTTP Status Code: 400
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InvalidCiphertextException
The request was rejected because the specified ciphertext has been corrupted or is otherwise invalid.

HTTP Status Code: 400

InvalidGrantTokenException
The request was rejected because the specified grant token is not valid.

HTTP Status Code: 400

InvalidKeyUsageException
The request was rejected because the specified KeySpec value is not valid.

HTTP Status Code: 400

KeyUnavailableException
The request was rejected because the specified CMK was not available. The request can be retried.

HTTP Status Code: 500

KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

POST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 306
X- Anz- Target: Trent Servi ce. ReEncrypt
X-Anz-Date: 20161207T225816Z
Cont ent - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161207/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- ane- dat e; x- anez-t ar get , \
Si gnat ur e=7af d339e2a680e0726592ddf 687aabe48e1d8a7933a60ebbdc0154h8e2936ef 2

{
"DestinationKeyld": "0987dcba-09f e-87dc- 65ba- ab0987654321",

"C phertextBl ob": "AQECAH / MMMyvNsMIg8kw
+K5DVKM unTHr Ow6V6cr nuAGM0uRWAAAHOWeWYJKoZI hve NAQe GoGAwb Al BADBnBgkghki GOwOBBwWEWHg YJ Y ZI AWJDBAEUNMBEEDP;
+FSk UmMNmMmEOH0aHHRYRD6 XqUnaCNnz Auhhg4VTGBf i i 60W j VUB3pGnr advUawx E/ t bCg=="

}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Wed, 07 Dec 2016 22:58:17 GMI
Content - Type: application/x-ane-json-1.1
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Content - Lengt h: 423
Connection: keep-alive
x-anen- Request | d: a434eca2- bcd0- 11e6- b60b-f f b5eb2d1d15

{
" Ci phertext Bl ob":
" AQECAH RYf 5Wt | c0C857t FSnBaPn2F8Dgf nThbJl Gf RBP3W wAAAHOwewYJKoZI hvc NAQe GoGAwb Al BADBnBgk ghk
vw Xj PBhQ BEI A6w f zuf QPhuU
+nVga3Kj 4nqSTdhDw1PTkIl mKCUEuv QDui 6gsooyB4Qxe800Bqci RNC7ENQN8I KaEi j g==",
"Keyld": "arn:aws: kms: us-east-2:111122223333: key/ 0987dcba- 09f e- 87dc- 65ba- ab0987654321" ,

" Sour ceKeyl d": "arn:aws: kms: us-
east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab"
}

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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RetireGrant

Retires a grant. To clean up, you can retire a grant when you're done using it. You should revoke a grant
when you intend to actively deny operations that depend on it. The following are permitted to call this API:

¢ The AWS account (root user) under which the grant was created
e The RetiringPrincipal , if present in the grant
e The GranteePri nci pal , if Reti reG ant is an operation specified in the grant

You must identify the grant to retire by its grant token or by a combination of the grant ID and the Amazon
Resource Name (ARN) of the customer master key (CMK). A grant token is a unique variable-length
base64-encoded string. A grant ID is a 64 character unique identifier of a grant. The CreateGrant (p. 11)
operation returns both.

Request Syntax

{
"Grantld": "string",
"G ant Token": "string",
"Keyld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Grantld (p. 100)
Unique identifier of the grant to retire. The grant ID is returned in the response to a Cr eat eG ant

operation.

» Grant ID Example - 0123456789012345678901234567890123456789012345678901234567890123
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

Required: No

GrantToken (p. 100)
Token that identifies the grant to be retired.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 8192.
Required: No
Keyld (p. 100)
The Amazon Resource Name of the CMK associated with the grant. Example:
e arn:aws:kms:us-east-2:444455556666:key/1234abcd-12ab-34cd-56ef-1234567890ab
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.

HTTP Status Code: 500

InvalidGrantldException
The request was rejected because the specified Grant | d is not valid.

HTTP Status Code: 400

InvalidGrantTokenException
The request was rejected because the specified grant token is not valid.

HTTP Status Code: 400

KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

PCST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content-Length: 167
X- Anz- Target: Trent Service. RetireG ant
X-Anz-Date: 20161208T233237Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161208/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnat ur e=e463f 010eb7d997b4f 89ae836288a67f 362b0af d762f cf 242a3f 76ba282448dc

{
"Keyl d": "arn:aws: kms: us-east - 2: 444455556666: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab" ,

"Grantld": "lea8e6c7d4d49ecf 7e4461c792f 6a27651d7f f Oeel3a724c19e730337f aa26b1"”
}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Thu, 08 Dec 2016 23:32:38 GMI
Content - Type: application/x-ane-json-1.1
Content-Length: O

API Version 2014-11-01
101



http://docs.aws.amazon.com/kms/latest/developerguide/key-state.html
http://docs.aws.amazon.com/kms/latest/developerguide/key-state.html

AWS Key Management Service AP| Reference
See Also

Connection: keep-alive
x-anen- Request | d: 9ad2b038- bd9e- 11e6- ace2- 6f b96f 685e31

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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RevokeGrant

Revokes a grant. You can revoke a grant to actively deny operations that depend on it.

Request Syntax

{
"Grantld": "string",
"Keyld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Grantld (p. 103)
Identifier of the grant to be revoked.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Required: Yes
Keyld (p. 103)

A unique identifier for the customer master key associated with the grant. This value can be a globally
unique identifier or the fully specified ARN to a key.

« Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

¢ Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012
Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
InvalidGrantldException
The request was rejected because the specified Grant | d is not valid.
HTTP Status Code: 400
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KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/ 1.1
Host: kns. us-west-2. anazonaws. com
Content - Length: 128
X- Anz- Target: Trent Servi ce. RevokeG ant
X-Anez-Date: 20161210T000739Z
Cont ent - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161210/ us- west - 2/ kis/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- ane- dat e; x- ane-t ar get , \
Si gnat ur e=3f 4073c96c38c8bc006b3a74a67f b2108cf e2d6f f 23f 96f 09047924919806a7d

"Keyl d": "1234abcd-12ab- 34cd- 56ef - 1234567890ab",
"Grantld": "f271e8328717f 8bde5d03f 4981f 06a6b3f c18bcae2dal2ac38bd9186e7925d11"

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Sat, 10 Dec 2016 00:07:40 GVl

Cont ent - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: aa49887b- be6c- 11e6- b749- 7394871b1b43

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

¢ AWS SDK for Go

¢ AWS SDK for Java
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AWS SDK for JavaScript
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V2

API Version 2014-11-01
105


http://docs.aws.amazon.com/goto/AWSJavaScriptSDK/kms-2014-11-01/RevokeGrant
http://docs.aws.amazon.com/goto/SdkForPHPV3/kms-2014-11-01/RevokeGrant
http://docs.aws.amazon.com/goto/boto3/kms-2014-11-01/RevokeGrant
http://docs.aws.amazon.com/goto/SdkForRubyV2/kms-2014-11-01/RevokeGrant

AWS Key Management Service AP| Reference
ScheduleKeyDeletion

ScheduleKeyDeletion

Schedules the deletion of a customer master key (CMK). You may provide a waiting period, specified in
days, before deletion occurs. If you do not provide a waiting period, the default period of 30 days is used.
When this operation is successful, the state of the CMK changes to Pendi ngDel et i on. Before the waiting
period ends, you can use CancelKeyDeletion (p. 5) to cancel the deletion of the CMK. After the waiting
period ends, AWS KMS deletes the CMK and all AWS KMS data associated with it, including all aliases
that refer to it.

Important

Deleting a CMK is a destructive and potentially dangerous operation. When a CMK is deleted, all
data that was encrypted under the CMK is rendered unrecoverable. To restrict the use of a CMK
without deleting it, use DisableKey (p. 32).

For more information about scheduling a CMK for deletion, see Deleting Customer Master Keys in the AWS
Key Management Service Developer Guide.

Request Syntax

{
"Keyld": "string",
" Pendi ngW ndowl nDays": nunber

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 106)
The unique identifier for the customer master key (CMK) to delete.
To specify this value, use the unique key ID or the Amazon Resource Name (ARN) of the CMK.
Examples:
¢ Unique key ID: 1234abcd-12ab-34cd-56ef-1234567890ab

¢ Key ARN: arn:aws:kms:us-east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

To obtain the unique key ID and key ARN for a given CMK, use ListKeys (p. 80) or
DescribeKey (p. 29).

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes

PendingWindowInDays (p. 106)

The waiting period, specified in number of days. After the waiting period ends, AWS KMS deletes the
customer master key (CMK).

This value is optional. If you include a value, it must be between 7 and 30, inclusive. If you do not
include a value, it defaults to 30.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 365.
Required: No
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Response Syntax

{
"Del etionDate": nunber,

"Keyld": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

DeletionDate (p. 107)
The date and time after which AWS KMS deletes the customer master key (CMK).
Type: Timestamp

Keyld (p. 107)
The unique identifier of the customer master key (CMK) for which deletion is scheduled.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.

Example Request

PCST / HTTP/ 1.1
Host: kns. us-east-2. amazonaws. com
Content - Length: 75
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X- Anz- Target: Trent Servi ce. Schedul eKeyDel eti on
X- Anz- Date: 20161210T003358Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161210/ us- east - 2/ kims/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si gnat ur e=c42c52cf 0e4057e004b73a905b0e5da215f 63dd33117e7316f 760e6223433abb

{
" Pendi ngW ndow nDays": 7,
"Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab"
}

Example Response

HTTP/ 1.1 200 OK

Server: Server

Date: Sat, 10 Dec 2016 00:33:58 GMI

Cont ent - Type: application/x-ane-json-1.1

Content - Lengt h: 114

Connection: keep-alive

x-anen- Request | d: 5704ddf 7- be70- 11e6- b0c0- 3343f 53dee45

{

"Del etionDate": 1.4820192E9,

"Keyld": "arn:aws: knms: us-east-2:111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab"
}

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

« AWS SDK for Ruby V2
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TagResource

Adds or overwrites one or more tags for the specified customer master key (CMK).
Each tag consists of a tag key and a tag value. Tag keys and tag values are both required, but tag values
can be empty (null) strings.

You cannot use the same tag key more than once per CMK. For example, consider a CMK with one tag
whose tag key is Pur pose and tag value is Test . If you send a TagResour ce request for this CMK with a
tag key of Pur pose and a tag value of Pr od, it does not create a second tag. Instead, the original tag is
overwritten with the new tag value.

Request Syntax

{
"Keyld": "string",
"Tags": [
{
"TagKey": "string",
"TagVal ue": "string"
}
]
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 109)
A unique identifier for the CMK you are tagging. You can use the unique key ID or the Amazon
Resource Name (ARN) of the CMK. Examples:

¢ Unique key ID: 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
e Key ARN: ar n: aws: kns: us- east - 2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
Tags (p. 109)
One or more tags. Each tag consists of a tag key and a tag value.
Type: array of Tag (p. 129) objects
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors
For information about the errors that are common to all actions, see Common Errors (p. 132).

InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400

API Version 2014-11-01
109



AWS Key Management Service AP| Reference
Examples

KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.

HTTP Status Code: 400

KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

LimitExceededException
The request was rejected because a limit was exceeded. For more information, see Limits in the AWS
Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

TagException
The request was rejected because one or more tags are not valid.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Length: 102
X- Anz- Target: Trent Servi ce. TagResour ce
X- Anz-Date: 20170109T200202Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20170109/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnat ur e=5a5e6b9950567ea2b9ead41df 706f d8f 3e4a900553957c5¢c7f 1992daaab7h8f f

"Keyld": "1234abcd-12ab- 34cd-56ef - 1234567890ab",
"Tags": [{
"TagKey": "Purpose",
"TagVal ue": "Test"
}H
}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Mon, 09 Jan 2017 20:02:03 GV

Content - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: 7ce02bch- d6a6- 11e6- bf ed- ebe31947a596
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

¢ AWS SDK for Go

¢ AWS SDK for Java

< AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python

¢ AWS SDK for Ruby V2
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UntagResource

Removes the specified tag or tags from the specified customer master key (CMK).

To remove a tag, you specify the tag key for each tag to remove. You do not specify the tag value. To
overwrite the tag value for an existing tag, use TagResource (p. 109).

Request Syntax

{
"Keyld": "string",
"TagKeys": [ "string" ]

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Keyld (p. 112)

A unique identifier for the CMK from which you are removing tags. You can use the unique key ID or
the Amazon Resource Name (ARN) of the CMK. Examples:

¢ Unique key ID: 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
¢ Key ARN: ar n: aws: kns: us- east - 2: 111122223333: key/ 1234abcd- 12ab- 34cd- 56ef - 1234567890ab
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
TagKeys (p. 112)
One or more tag keys. Specify only the tag keys, not the tag values.
Type: array of Strings
Length Constraints: Minimum length of 1. Maximum length of 128.
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSiInternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.
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For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

TagException
The request was rejected because one or more tags are not valid.
HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HITP/ 1.1
Host: kns. us-east-2. anazonaws. com
Content - Lengt h: 87
X- Anez- Target: Trent Servi ce. Unt agResour ce
X-Anez-Date: 20170109T200704Z
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20170109/ us- east - 2/ kims/ aws4_r equest , \
Si ghedHeader s=cont ent - t ype; host ; x- anz- dat e; x- ane-t ar get, \
Si gnat ur e=f 1¢9c01e545f a02e2dba096b66d5f 697800a1b8e06al776058206dc393b8d1b4

{
"Keyld": "1234abcd-12ab- 34cd- 56ef - 1234567890ab",
"TagKeys": [
" Pur pose",
"Cost Center"
]
}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Mon, 09 Jan 2017 20:07:04 GMI

Content - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: 30b417al-d6a7-11e6-al64- h5365990e84e

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

e AWS SDK for Go

¢ AWS SDK for Java
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AWS SDK for JavaScript
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V2
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UpdateAlias

Updates an alias to map it to a different key.

An alias is not a property of a key. Therefore, an alias can be mapped to and unmapped from an existing
key without changing the properties of the key.

An alias name can contain only alphanumeric characters, forward slashes (/), underscores (_), and dashes
(-). An alias must start with the word "alias" followed by a forward slash (alias/). An alias that begins with
"aws" after the forward slash (alias/aws...) is reserved by Amazon Web Services (AWS).

The alias and the key it is mapped to must be in the same AWS account and the same region.

Request Syntax

{
"Ali asNane": "string",
"Target Keyld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

AliasName (p. 115)
String that contains the name of the alias to be modified. The name must start with the word "alias"
followed by a forward slash (alias/). Aliases that begin with "alias/aws" are reserved.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: ~[a-zA-Z0-9:/ _-]1+$

Required: Yes

TargetKeyld (p. 115)
Unique identifier of the customer master key to be mapped to the alias. This value can be a globally
unique identifier or the fully specified ARN of a key.

* Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

» Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012
You can call ListAliases (p. 68) to verify that the alias is mapped to the correct Tar get Key!| d.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
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HTTP Status Code: 500

KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400

KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/1.1
Host: kms. us-east-2. amazonaws. com
Content - Lengt h: 90
X- Anz- Target: Trent Service. UpdateAl i as
X- Anz- Date: 20161212T193252Z
Cont ent - Type: application/x-ane-json-1.1
Aut hori zation: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161212/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- ane- dat e; x- anez-t ar get , \
Si gnat ur e=3d6375048a5917af f 38f 25b92e66bceb16b29562193f 7ab7f 869b4c53f 115¢20

{
"Target Keyl d": "1234abcd- 12ab- 34cd- 56ef - 1234567890ab",

"AliasNanme": "alias/Exanpl eAlias"
}

Example Response

HTTP/ 1.1 200 OK

Server: Server

Date: Mon, 12 Dec 2016 19:32:53 GMI

Content - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anen- Request | d: c64706c8-c0al-11e6- b0c0O- 3343f 53dee45

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
e AWS SDK for .NET

e AWS SDK for C++

¢« AWS SDK for Go
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AWS SDK for Java
AWS SDK for JavaScript
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V2

API Version 2014-11-01
117


http://docs.aws.amazon.com/goto/SdkForJava/kms-2014-11-01/UpdateAlias
http://docs.aws.amazon.com/goto/AWSJavaScriptSDK/kms-2014-11-01/UpdateAlias
http://docs.aws.amazon.com/goto/SdkForPHPV3/kms-2014-11-01/UpdateAlias
http://docs.aws.amazon.com/goto/boto3/kms-2014-11-01/UpdateAlias
http://docs.aws.amazon.com/goto/SdkForRubyV2/kms-2014-11-01/UpdateAlias

AWS Key Management Service AP| Reference
UpdateKeyDescription

UpdateKeyDescription

Updates the description of a customer master key (CMK).

Request Syntax

{
"Description": "string",
"Keyld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters (p. 130).

The request accepts the following data in JSON format.

Note
In the following list, the required parameters are described first.

Description (p. 118)
New description for the CMK.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 8192.
Required: Yes
Keyld (p. 118)

A unique identifier for the CMK. This value can be a globally unique identifier or the fully specified ARN
to a key.

* Key ARN Example - arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

¢ Globally Unique Key ID Example - 12345678-1234-1234-1234-123456789012

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 132).

DependencyTimeoutException
The system timed out while trying to fulfill the request. The request can be retried.
HTTP Status Code: 500
InvalidArnException
The request was rejected because a specified ARN was not valid.
HTTP Status Code: 400
KMSinternalException
The request was rejected because an internal exception occurred. The request can be retried.
HTTP Status Code: 400
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KMSiInvalidStateException
The request was rejected because the state of the specified resource is not valid for this request.

For more information about how key state affects the use of a CMK, see How Key State Affects Use of
a Customer Master Key in the AWS Key Management Service Developer Guide.

HTTP Status Code: 400

NotFoundException
The request was rejected because the specified entity or resource could not be found.

HTTP Status Code: 400

Examples

Example Request

The following example is formatted for legibility.

POST / HTTP/ 1.1
Host: kmns. us-east-2. amazonaws. com
Content - Lengt h: 150
X- Anz- Target: Trent Servi ce. Updat eKeyDescri pti on
X-Anz-Date: 20161212T2012497
Content - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256\
Credent i al =AKI Al 44QH8DHBEXAMPLE/ 20161212/ us- east - 2/ kns/ aws4_r equest , \
Si gnedHeader s=cont ent - t ype; host ; x- anz- dat e; x- anz-t ar get, \
Si gnat ur e=cd81d09965e5df 1156eb0416ec8b2e3f 9dea9dbc4ca9285b472c319bcbbaec71

{
"Keyld": "1234abcd-12ab- 34cd-56ef - 1234567890ab",

"Description": "Exanple description that explains what this CW is used for."
}

Example Response

HTTP/ 1.1 200 K

Server: Server

Date: Mon, 12 Dec 2016 20:12:50 GMIr

Content - Type: application/x-ane-json-1.1
Content-Length: O

Connection: keep-alive

x-anmen- Request | d: 5b089880- cOa7- 11e6- 89c4- 3d6791a06780

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS Command Line Interface
¢ AWS SDK for .NET

¢ AWS SDK for C++

¢ AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript

¢ AWS SDK for PHP V3

¢ AWS SDK for Python
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« AWS SDK for Ruby V2
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Data Types

The AWS Key Management Service API contains several data types that various actions use. This section
describes each data type in detail.

Note

The order of each element in a data type structure is not guaranteed. Applications should not
assume a particular order.

The following data types are supported:

¢ AliasListEntry (p. 122)

¢ GrantConstraints (p. 123)
e GrantListEntry (p. 124)

¢ KeyListEntry (p. 126)

¢ KeyMetadata (p. 127)

e Tag (p. 129)
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AliasListEntry

Contains information about an alias.

Contents

Note
In the following list, the required parameters are described first.

AliasArn
String that contains the key ARN.

Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Required: No

AliasName
String that contains the alias.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: ~[a-zA-Z0-9:/ _-]1+$

Required: No

TargetKeyld
String that contains the key identifier referred to by the alias.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS SDK for C++

¢ AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for Ruby V2
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GrantConstraints

A structure for specifying the conditions under which the operations permitted by the grant are allowed.

You can use this structure to allow the operations permitted by the grant only when a specified encryption
context is present. For more information about encryption context, see Encryption Context in the AWS Key
Management Service Developer Guide.

Contents

Note
In the following list, the required parameters are described first.

EncryptionContextEquals
Contains a list of key-value pairs that must be present in the encryption context of a subsequent
operation permitted by the grant. When a subsequent operation permitted by the grant includes an
encryption context that matches this list, the grant allows the operation. Otherwise, the operation is not
allowed.

Type: String to String map
Required: No
EncryptionContextSubset
Contains a list of key-value pairs, a subset of which must be present in the encryption context of a
subsequent operation permitted by the grant. When a subsequent operation permitted by the grant

includes an encryption context that matches this list or is a subset of this list, the grant allows the
operation. Otherwise, the operation is not allowed.

Type: String to String map
Required: No

See Also

For more information about using this API in one of the language-specific AWS SDKs, see the following:

¢ AWS SDK for C++

e AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for Ruby V2
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GrantListEntry

Contains information about an entry in a list of grants.

Contents

Note
In the following list, the required parameters are described first.

Constraints
The conditions under which the grant's operations are allowed.
Type: GrantConstraints (p. 123) object
Required: No
CreationDate
The date and time when the grant was created.
Type: Timestamp
Required: No
GranteePrincipal
The principal that receives the grant's permissions.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No
Grantld
The unique identifier for the grant.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Required: No
IssuingAccount
The AWS account under which the grant was issued.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No
Keyld
The unique identifier for the customer master key (CMK) to which the grant applies.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: No
Name

The friendly name that identifies the grant. If a name was provided in the CreateGrant (p. 11) request,
that name is returned. Otherwise this value is null.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: ~[ a-zA-Z20-9:/ _-1+$
Required: No
Operations
The list of operations permitted by the grant.
Type: array of Strings
Valid Values: Decrypt | Encrypt | GCenerateDataKey | GenerateDat aKeyW t hout Pl ai nt ext |
ReEncrypt From | ReEncryptTo | CreateGrant | RetireGant | DescribeKey
Required: No
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RetiringPrincipal
The principal that can retire the grant.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

+ AWS SDK for Ruby V2
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KeyListEntry

Contains information about each entry in the key list.

Contents

Note
In the following list, the required parameters are described first.

KeyArn
ARN of the key.

Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Required: No
Keyld
Unique identifier of the key.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java
AWS SDK for Ruby V2
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KeyMetadata

Contains metadata about a customer master key (CMK).

This data type is used as a response element for the CreateKey (p. 16) and DescribeKey (p. 29)
operations.

Contents

Note
In the following list, the required parameters are described first.

Keyld
The globally unique identifier for the CMK.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
Arn

The Amazon Resource Name (ARN) of the CMK. For examples, see AWS Key Management Service
(AWS KMS) in the Example ARNSs section of the AWS General Reference.

Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Required: No
AWSAccountld
The twelve-digit account ID of the AWS account that owns the CMK.
Type: String
Required: No
CreationDate
The date and time when the CMK was created.
Type: Timestamp
Required: No
DeletionDate

The date and time after which AWS KMS deletes the CMK. This value is present only when KeySt at e
is Pendi ngDel et i on, otherwise this value is omitted.

Type: Timestamp
Required: No
Description
The description of the CMK.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 8192.
Required: No
Enabled

Specifies whether the CMK is enabled. When KeySt at e is Enabl ed this value is true, otherwise it is
false.

Type: Boolean
Required: No
ExpirationModel

Specifies whether the CMK's key material expires. This value is present only when Ori gi n iS EXTERNAL,
otherwise this value is omitted.

Type: String
Valid Values: KEY_MATERI AL_EXPI RES | KEY_MATERI AL_DOES NOT_EXPI RE
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Required: No
KeyState
The state of the CMK.

For more information about how key state affects the use of a CMK, see How Key State Affects the
Use of a Customer Master Key in the AWS Key Management Service Developer Guide.

Type: String
Valid Values: Enabl ed | Disabled | PendingDel etion | Pendingl nmport
Required: No
KeyUsage
The cryptographic operations for which you can use the CMK. Currently the only allowed value is

ENCRYPT_DECRYPT, which means you can use the CMK for the Encrypt (p. 40) and Decrypt (p. 21)
operations.

Type: String
Valid Values: ENCRYPT_DECRYPT
Required: No

Origin
The source of the CMK's key material. When this value is AWs_KM5, AWS KMS created the key
material. When this value is EXTERNAL, the key material was imported from your existing key
management infrastructure or the CMK lacks key material.

Type: String
Valid Values: AWs_KMB | EXTERNAL
Required: No

ValidTo
The time at which the imported key material expires. When the key material expires, AWS KMS deletes
the key material and the CMK becomes unusable. This value is present only for CMKs whose Oi gi n
is EXTERNAL and whose Expi rati onModel is KEY_MATERI AL_EXPI RES, otherwise this value is omitted.

Type: Timestamp
Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

¢ AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

+ AWS SDK for Ruby V2
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Tag

Tag

A key-value pair. A tag consists of a tag key and a tag value. Tag keys and tag values are both required,
but tag values can be empty (null) strings.

Contents

Note
In the following list, the required parameters are described first.

TagKey
The key of the tag.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Required: Yes

TagValue
The value of the tag.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 256.
Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the following:

e AWS SDK for C++

¢« AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for Ruby V2
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Common Parameters

The following table lists the parameters that all actions use for signing Signature Version 4 requests. Any
action-specific parameters are listed in the topic for that action. To view sample requests, see Examples
of Signed Signature Version 4 Requests or Signature Version 4 Test Suite in the Amazon Web Services
General Reference.
Action

The action to be performed.

Type: string

Required: Yes
Version

The API version that the request is written for, expressed in the format YYYY-MM-DD.
Type: string

Required: Yes
X-Amz-Algorithm

The hash algorithm that you used to create the request signature.

Condition: Specify this parameter when you include authentication information in a query string instead
of in the HTTP authorization header.

Type: string
Valid Values: AWs4- HVAC- SHA256

Required: Conditional
X-Amz-Credential

The credential scope value, which is a string that includes your access key, the date, the region you
are targeting, the service you are requesting, and a termination string ("aws4_request"). The value is
expressed in the following format: access_key/YYYYMMDD/region/service/laws4_request.

For more information, see Task 2: Create a String to Sign for Signature Version 4 in the Amazon Web
Services General Reference.
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Condition: Specify this parameter when you include authentication information in a query string instead
of in the HTTP authorization header.

Type: string

Required: Conditional
X-Amz-Date

The date that is used to create the signature. The format must be ISO 8601 basic format
(YYYYMMDD'T'HHMMSS'Z"). For example, the following date time is a valid X-Amz-Date value:
20120325T120000Z.

Condition: X-Amz-Date is optional for all requests; it can be used to override the date used for signing
requests. If the Date header is specified in the ISO 8601 basic format, X-Amz-Date is not required.
When X-Amz-Date is used, it always overrides the value of the Date header. For more information, see
Handling Dates in Signature Version 4 in the Amazon Web Services General Reference.

Type: string

Required: Conditional
X-Amz-Security-Token

The temporary security token that was obtained through a call to AWS Security Token Service. For a
list of services that support AWS Security Token Service, go to Using Temporary Security Credentials
to Access AWS in Using Temporary Security Credentials.

Condition: If you're using temporary security credentials from the AWS Security Token Service, you
must include the security token.

Type: string

Required: Conditional
X-Amz-Signature

Specifies the hex-encoded signature that was calculated from the string to sign and the derived signing
key.

Condition: Specify this parameter when you include authentication information in a query string instead
of in the HTTP authorization header.

Type: string

Required: Conditional
X-Amz-SignedHeaders

Specifies all the HTTP headers that were included as part of the canonical request. For more
information about specifying signed headers, see Task 1: Create a Canonical Request For Signature
Version 4 in the Amazon Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string instead
of in the HTTP authorization header.

Type: string

Required: Conditional
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the topic
for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400
InternalFailure

The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
InvalidAction

The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400
InvalidClientTokenld

The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403
InvalidParameterCombination

Parameters that must not be used together were used together.

HTTP Status Code: 400
InvalidParameterValue

An invalid or out-of-range value was supplied for the input parameter.

HTTP Status Code: 400
InvalidQueryParameter

The AWS query string is malformed or does not adhere to AWS standards.

HTTP Status Code: 400
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MalformedQueryString
The query string contains a syntax error.

HTTP Status Code: 404
MissingAction

The request is missing an action or a required parameter.

HTTP Status Code: 400
MissingAuthenticationToken

The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403
MissingParameter

A required parameter for the specified action is not supplied.

HTTP Status Code: 400
OptinRequired

The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403
RequestExpired

The request reached the service more than 15 minutes after the date stamp on the request or more
than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date stamp on
the request is more than 15 minutes in the future.

HTTP Status Code: 400
ServiceUnavailable

The request has failed due to a temporary failure of the server.

HTTP Status Code: 503
Throttling

The request was denied due to request throttling.

HTTP Status Code: 400
ValidationError

The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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