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Video Introduction to AWS CodeDeploy

What Is AWS CodeDeploy?

AWS CodeDeploy is part of a family of AWS deployment services that includes AWS Elastic Beanstalk,
AWS CodePipeline, AWS CloudFormation, and AWS OpsWorks. AWS CodeDeploy coordinates
application deployments to Amazon EC2 instances, on-premises instances, or both. (On-premises
instances are physical or virtual devices that are not Amazon EC2 instances.)

An application can contain deployable content like code, web, and configuration files, executables,
packages, scripts, and so on. AWS CodeDeploy deploys applications from Amazon S3 buckets and
GitHub repositories.

You do not need to make changes to your existing code to use AWS CodeDeploy. You can use AWS
CodeDeploy to control the pace of deployment across Amazon EC2 instances and to define the actions
to be taken at each stage.

AWS CodeDeploy works with various systems for configuration management, source control,
continuous integration, continuous delivery, and continuous deployment. For more information, see
Product and Service Integrations.
Topics

¢ Video Introduction to AWS CodeDeploy (p. 1)

¢ Benefits of AWS CodeDeploy (p. 2)

¢ Overview of AWS CodeDeploy Deployment Types (p. 2)

¢ We Want to Hear from You (p. 5)

¢« AWS CodeDeploy Primary Resources (p. 5)

¢ AWS CodeDeploy Deployments (p. 7)

¢ AWS CodeDeploy Application Specification Files (p. 11)

Video Introduction to AWS CodeDeploy

This short video (2:10) describes how AWS CodeDeploy automates code deployments to Amazon
EC2 instances, making it easier for you to rapidly release new features, eliminate downtime during
deployment, and avoid the need for error-prone, manual operations.
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Benefits of AWS CodeDeploy

Video Walkthrough of an AWS CodeDeploy Deployment.

Benefits of AWS CodeDeploy

AWS CodeDeploy offers these benefits:

¢ Automated deployments. AWS CodeDeploy fully automates your application deployments
across your development, test, and production environments. AWS CodeDeploy scales with your
infrastructure so that you can deploy to one instance or thousands.

¢ Minimize downtime. AWS CodeDeploy helps maximize your application availability. During an
in-place deployment, AWS CodeDeploy performs a rolling update across Amazon EC2 instances.
You can specify the number of instances to be taken offline at a time for updates. During a blue/
green deployment, the latest application revision is installed on replacement instances, and traffic
is rerouted to these instances when you choose, either immediately or as soon as you are done
testing the new environment. For both deployment types, AWS CodeDeploy tracks application health
according to rules you configure.

Stop and roll back. You can automatically or manually stop and roll back deployments if there are
errors.

¢ Centralized control. You can launch and track the status of your deployments through the AWS
CodeDeploy console or the AWS CLI. You will receive a report that lists when each application
revision was deployed and to which Amazon EC2 instances.

« Easy to adopt. AWS CodeDeploy is platform-agnostic and works with any application. You can
easily reuse your setup code. AWS CodeDeploy can also integrate with your software release
process or continuous delivery toolchain.

Overview of AWS CodeDeploy Deployment Types

AWS CodeDeploy provides two deployment type options:

In-place deployment: Instances in a deployment group are taken offline, updated with the latest
application revision, and then placed back online as part of the same deployment group.

Blue-green deployment: The instances in a deployment group (the original environment) are replaced
by a different set of instances (the replacement environment) using these steps:

¢ Instances are provisioned for the replacement environment.
* The latest application revision is installed on the replacement instances.
« An optional wait time occurs for activities such as application testing and system verification.

« Instances in the replacement environment are registered with an Elastic Load Balancing load
balancer, causing traffic to be rerouted to them. Instances in the original environment are
deregistered and can be terminated or kept running for other uses.

Topics
¢ Overview of an In-Place Deployment (p. 2)
¢ Overview of a Blue/Green Deployment (p. 4)

Overview of an In-Place Deployment

The following diagram illustrates the flow of a typical AWS CodeDeploy in-place deployment:

API Version 2014-10-06
2


http://youtu.be/Wx-ain8UryM

AWS CodeDeploy User Guide
Overview of an In-Place Deployment
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Here's how it works:

1. First, you create deployable content on your local development machine or similar environment, and
then you add an application specification file (AppSpec file). The AppSpec file is unique to AWS
CodeDeploy; it defines the deployment actions you want AWS CodeDeploy to execute. You bundle
your deployable content and the AppSpec file into an archive file, and then upload it to an Amazon
S3 bucket or a GitHub repository. This archive file is called an application revision (or simply a
revision).

2. Next, you provide AWS CodeDeploy with information about your deployment, such as which
Amazon S3 bucket or GitHub repository to pull the revision from and which set of Amazon EC2
instances to deploy its contents to. AWS CodeDeploy calls a set of Amazon EC2 instances a
deployment group. A deployment group contains individually tagged Amazon EC2 instances,
Amazon EC2 instances in Auto Scaling groups, or both.

Each time you successfully upload a new application revision that you want to deploy to the
deployment group, that bundle is set as the target revision for the deployment group. In other words,
the application revision that is currently targeted for deployment is the target revision. This is also
the revision that will be pulled for automatic deployments.

3. Next, the AWS CodeDeploy agent on each instance polls AWS CodeDeploy to determine what and
when to pull from the specified Amazon S3 bucket or GitHub repository.

4. Finally, the AWS CodeDeploy agent on each instance pulls the target revision from the specified
Amazon S3 bucket or GitHub repository and, using the instructions in the AppSpec file, deploys the
contents to the instance.
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Overview of a Blue/Green Deployment

AWS CodeDeploy keeps a record of your deployments so that you can get information such as
deployment status, deployment configuration parameters, instance health, and so on.

Overview of a Blue/Green Deployment

A blue/green deployment, in which traffic is rerouted from one set of instances (the original
environment) to a different set (the replacement environment), offers a number of advantages over an
in-place deployment

* An application can be installed and tested on the new instances ahead of time and deployed to
production simply by switching traffic to the new servers.

» Switching back to the most recent version of an application is faster and more reliable because
traffic can be routed back to the original instances as long as they have not been terminated. With
an in-place deployment, versions must be rolled back by redeploying the previous version of the
application.

« Because the instances provisioned for a blue/green deployment are new, they reflect the most up-
to-date server configurations, which helps you avoid the types of problems that sometimes occur on
long-running instances.

For a blue/green deployment to take place, you must have one or more Amazon EC2 instances with
identifying Amazon EC2 tags or an Auto Scaling group. The instances must meet these additional
requirements:

¢ Each Amazon EC2 instance must be launched with the correct IAM instance profile attached.
» The AWS CodeDeploy agent must be installed and running on each instance.

Note
You will typically also have an application revision running on the instances in your original
environment, but this is not a requirement for a blue/green deployment.

When you create a deployment group that will be used in blue/green deployments, you can choose
how your replacement environment is specified:

Copy an existing Auto Scaling group: During the blue/green deployment, AWS CodeDeploy
will create the instances for your replacement environment automatically during the deployment.
With this option, AWS CodeDeploy will use the Auto Scaling group you specify as a template for
the replacement environment, including the same number of running instances and many other
configuration options.

Choose instances manually: You can specify the instances to be counted as your replacement using
Amazon EC2 instance tags, Auto Scaling group names, or both. If you choose this option, you do not
need to specify the instances for the replacement environment until you create a deployment.

Here's how it works:

1. You already have instances or an Auto Scaling group that will serve as your original environment.
The first time you run a blue/green deployment, you'll typically use instances that were already used
in an in-place deployment.

2. In an existing AWS CodeDeploy application, you create a blue/green deployment group where, in
addition to the options required for an in-place deployment, you specify the following:

» The load balancer that will route traffic from your original environment to your replacement
environment during the blue/green deployment process.
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« Whether to reroute traffic to the replacement environment immediately or wait for your to reroute it
manually.

¢ The rate at which traffic is routed to the replacement instances.
« Whether the instances that are replaced are terminated or kept running.

3. You create a deployment for this deployment group during which the following occur:

a. If you chose to copy an Auto Scaling group, instances are provisioned for your replacement
environment.

b. The application revision you specify for the deployment is installed on the replacement instances.

c. If you specified a wait time in the deployment group settings, the deployment pauses. This is
the time when you can run tests and verifications in your replacement environment. If you don't
manually reroute the traffic before the end of the wait period, the deployment is stopped.

d. Instances in the replacement environment are registered with an Elastic Load Balancing load
balancer and traffic begins to be routed to them.

e. Instances in the original environment are deregistered and handled according to your
specification in the deployment group, either terminated or kept running.

We Want to Hear from You

We welcome your feedback. To contact us, visit the AWS CodeDeploy forum.

Topics
¢ Primary Resources (p. 5)
¢ Deployments (p. 7)
¢ Application Specification Files (p. 11)

AWS CodeDeploy Primary Resources

Before you start working with the service, you should familiarize yourself with the AWS CodeDeploy
resources that are referred to in this user guide.

Application: A name that uniquely identifies the application you want to deploy. AWS CodeDeploy
uses this name, which functions as a container, to ensure the correct combination of revision,
deployment configuration, and deployment group are referenced during a deployment.

Deployment configuration: A set of deployment rules and deployment success and failure conditions
used by AWS CodeDeploy during a deployment.

Deployment group: A set of individual instances. A deployment group contains individually tagged
instances, Amazon EC2 instances in Auto Scaling groups, or both. For information about Amazon
EC2 instance tags, see Working with Tags Using the Console. For information about on-premises
instances, see On-Premises Instances (p. 151). For information about Auto Scaling, see Auto
Scaling (p. 37).

Deployment type: The method used to make the latest application revision available on instances in a
deployment group.

¢ In-place deployment: Instances in a deployment group are taken offline, updated with the latest
application revision, and then placed back online as part of the same deployment group. For more
information about in-place deployments, see Overview of an In-Place Deployment (p. 2).
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* Blue/green deployment: The instances in a deployment group (the original environment) are
replaced by a different set of instances (the replacement environment) using these steps:

* Instances are provisioned for the replacement environment.
* The latest application revision is installed on the replacement instances.
« An optional wait time occurs for activities such as application testing and system verification.

« Instances in the replacement environment are registered with an Elastic Load Balancing load
balancer, causing traffic to be rerouted to them. Instances in the original environment are
deregistered and can be terminated or kept running for other uses.

For more information about blue/green deployments, see Overview of a Blue/Green

Deployment (p. 4).

IAM instance profile: An IAM role that you attach to your Amazon EC2 instances. This profile
includes the permissions required to access the Amazon S3 buckets or GitHub repositories where the
applications that will be deployed by AWS CodeDeploy are stored. For more information, see Step 4:
Create an IAM Instance Profile (p. 19).

Revision: An archive file containing source content—source code, web pages, executable files, and
deployment scripts—along with an application specification file (AppSpec file). Revisions are stored

in Amazon S3 buckets or GitHub repositories. For Amazon S3, a revision is uniquely identified by its
Amazon S3 object key and its ETag, version, or both. For GitHub, a revision is uniquely identified by its
commit ID.

Service role: An IAM role that grants permissions to an AWS service so it can access AWS resources.
The policies you attach to the service role determine which AWS resources the service can access and
the actions it can perform with those resources. For AWS CodeDeploy, a service role is used for the
following:

« To read either the tags applied to the instances or the Auto Scaling group hames associated with the
instances. This enables AWS CodeDeploy to identify instances to which it can deploy applications.

¢ To perform operations on instances, Auto Scaling groups, and Elastic Load Balancing load balancers
required for blue/green deployments.

¢ To publish information to Amazon SNS topics so that notifications can be sent when specified
deployment or instance events occur.

¢ To retrieve information about CloudWatch alarms in order to set up alarm monitoring for
deployments.

For more information, see Step 3: Create a Service Role (p. 15).

Target revision: The most recent version of the application revision that you have uploaded to your
repository and want to deploy to the instances in a deployment group. In other words, the application
revision currently targeted for deployment is the target revision. This is also the revision that will be
pulled for automatic deployments.

For information about other major components in the AWS CodeDeploy workflow, see the following
topics:

¢ Choose a Repository Type (p. 214)

¢ Deployments (p. 7)

« Application Specification Files (p. 11)

¢ Instance Health (p. 179)

¢ Working with the AWS CodeDeploy Agent (p. 117)

¢ On-Premises Instances (p. 151)
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AWS CodeDeploy Deployments

This page provides information about the components and workflow of deployments in
AWS CodeDeploy, with a focus on in-place deployments. For more information about the
additional components and workflow in blue/green deployments, see Overview of a Blue/Green
Deployment (p. 4).
Topics

¢ Deployment Components (p. 7)

¢ Deployment Workflow (p. 7)

¢ Setting Up Instances (p. 9)

¢ Uploading Your Application Revision (p. 10)

¢ Creating Your Application and Deployment Groups (p. 10)

« Deploying Your Application Revision (p. 10)

¢ Updating Your Application (p. 10)

¢ Stopped and Failed Deployments (p. 10)

¢ Redeployments and Deployment Rollbacks (p. 11)

Deployment Components

The following diagram shows how the components in an AWS CodeDeploy deployment relate to one
another.

Application
What to deploy? At what rate to deploy? Where to deploy to?

Deployment group

| = | =
= — =N

== i

Deployment Workflow

The following diagram shows the major steps in the deployment of application revisions in AWS
CodeDeploy:
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These steps include:

1.

N

Creating an application by specifying a name that uniquely represents the application revisions
you want to deploy. AWS CodeDeploy uses this name during a deployment to make sure it is
referencing the correct deployment components, such as the deployment group, deployment
configuration, and application revision. For more information, see Create an Application (p. 189).

. Setting up a deployment group by specifying the instances to which you want to deploy your

application revisions and a deployment type. An in-place deployment updates instances with the
latest application revision. A blue/green deployment registers a replacement set of instances for the
deployment group with a load balancer and deregisters the original instances.

You can specify the tags applied to the instances, the Auto Scaling group names, or a combination
of both. If you specify tags, AWS CodeDeploy deploys to instances that have at least one of the
specified tags applied. These instances must be configured to be used in a deployment (that is, they
must be tagged or belong to an Auto Scaling group) and have the AWS CodeDeploy agent installed
and running.

We provide you with an AWS CloudFormation template that you can use to quickly set up an
Amazon EC2 instance based on Amazon Linux or Windows Server. We also provide you with the
standalone AWS CodeDeploy agent so that you can install it on Amazon Linux, Ubuntu Server, Red
Hat Enterprise Linux (RHEL), or Windows Server instances. For more information, see Create a
Deployment Group (p. 199).

You can also specify the following options:
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« Amazon SNS notifications — Create triggers that will send notifications to subscribers of
an Amazon SNS topic when specified events, such as success or failure events, occur in
deployments and instances. For more information, see Monitoring Deployments with Amazon
SNS Event Notifications (p. 242).

¢ Alarm-based deployment management — Implement Amazon CloudWatch alarm monitoring to
stop deployments when your metrics exceed or fall below the thresholds set in CloudWatch.

« Automatic deployment rollbacks — Configure a deployment to roll back automatically to the
previously known good revision when a deployment fails or an alarm threshold is met.

3. Specifying a deployment configuration by determining to how many instances to simultaneously
deploy your application revisions and describing the success and failure conditions for the
deployment. For more information, see View Deployment Configuration Details (p. 187).

4. Uploading an application revision to Amazon S3 or GitHub. In addition to the files you want to deploy
and any scripts you want to run during the deployment, you must include an application specification
file (AppSpec file). This file contains deployment instructions, such as where to copy the files
onto each instance and at what point in time to run deployment scripts. For more information, see
Working with Application Revisions (p. 210).

5. Deploying your application revision to the deployment group. The AWS CodeDeploy agent on each
participating instance in the deployment group copies your application revision from Amazon S3 or
GitHub to the instance. The AWS CodeDeploy agent then unbundles the revision, and using the
AppSpec file, copies the files into the specified locations and executes any deployment scripts. For
more information, see Create a Deployment (p. 221).

6. Checking the deployment results. For more information, see Monitoring Deployments (p. 234).

7. Redeploying a revision. You might want to do this if you need to fix a bug in the source content,
or run the deployment scripts in a different order, or address a failed deployment. To do this,
you rebundle your revised source content, any deployment scripts, and the AppSpec file into a
new revision, and then upload the revision to the Amazon S3 bucket or GitHub repository. You
then execute a new deployment to the same deployment group with the new revision. For more
information, see Create a Deployment (p. 221).

Setting Up Instances

You need to set up instances before you can deploy application revisions for the first time. If an
application revision requires three production servers and two backup servers, you will launch or use
five instances.

To manually provision instances:

1. Install the AWS CodeDeploy agent on the instances. The AWS CodeDeploy agent can be installed
on Amazon Linux, Ubuntu Server, RHEL, and Windows Server instances.

2. Enable tagging, if you are using tags to identify instances in a deployment group. AWS CodeDeploy
relies on tags to identify and group instances into AWS CodeDeploy deployment groups. Although
the Getting Started tutorials used both, you can simply use a key or a value to define a tag for a
deployment group.
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3. Launch Amazon EC2 instances with an IAM instance profile attached. The IAM instance profile must
be attached to an Amazon EC2 instance as it is launched in order for the AWS CodeDeploy agent to
verify the identity of the instance.

4. Create a service role. Provide service access so that AWS CodeDeploy can expand the tags in your
AWS account.

For an initial deployment, the AWS CloudFormation template does all of this for you automatically.
It creates and configures new, single Amazon EC2 instances based on Amazon Linux or Windows
Server with the AWS CodeDeploy agent already installed. For more information, see Working with
Instances (p. 133).

Note

For a blue/green deployment, you can choose between using instances you already have for
the replacement environment or letting AWS CodeDeploy provision new instances for you as
part of the deployment process.

Uploading Your Application Revision

Place an AppSpec file under the root folder in your application's source content folder structure. For
more information, see Application Specification Files (p. 11).

Bundle the application's source content folder structure into an archive file format such as zip, tar, or
compressed tar. Upload the archive file (the revision) to an Amazon S3 bucket or GitHub repository.

Note
The tar and compressed tar archive file formats (.tar and .tar.gz) are not supported for
Windows Server instances.

Creating Your Application and Deployment Groups

An AWS CodeDeploy deployment group identifies a collection of instances based on their tags, Auto
Scaling group names, or both. Multiple application revisions can be deployed to the same instance,
and an application revision can be deployed to multiple instances. For example, you could add a tag
of "Prod" to the three production servers and "Backup" to the two backup servers. These two tags can
be used to create two different deployment groups in the AWS CodeDeploy application, giving you the
ability to choose which set of servers (or both) should participate in a deployment.

Deploying Your Application Revision

Now you're ready to deploy your application revision from Amazon S3 or GitHub to the deployment
group. You can use the AWS CodeDeploy console or the create-deployment command. There are
parameters you can specify to control your deployment, including the revision, deployment group, and
deployment configuration.

Updating Your Application

You can make updates to your application and then use the AWS CodeDeploy console or call the
create-deployment command to push a revision.

Stopped and Failed Deployments

You can use the AWS CodeDeploy console or the stop-deployment command to stop a deployment.
When you attempt to stop the deployment, one of three things will happen:

¢ The deployment will stop, and the operation will return a status of succeeded. In this case, no more
deployment lifecycle events will be run on the deployment group for the stopped deployment. Some
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files may have already been copied to, and some scripts may have already been run on, one or more
of the instances in the deployment group.

¢ The deployment will not immediately stop, and the operation will return a status of pending. In this
case, some deployment lifecycle events may still be running on the deployment group. Some files
may have already been copied to, and some scripts may have already been run on, one or more of
the instances in the deployment group. After the pending operation is complete, subsequent calls to
stop the deployment will return a status of succeeded.

¢ The deployment cannot stop, and the operation will return an error. For more information, see
Errornformation and Common Errors in the AWS CodeDeploy API Reference.

Like stopped deployments, failed deployments may result in some deployment lifecycle events

having already been run on one or more of the instances in the deployment group. To find out why

a deployment failed, you can use the AWS CodeDeploy console, call the get-deployment-instance
command, or analyze the log files on the failed instance. For more information about AWS CodeDeploy
log files, see Application Revision and Log File Cleanup (p. 122).

Note

The causes of many deployment failures can be identified by reviewing the log files created
during the deployment process. For simplicity, we recommend using Amazon CloudWatch
Logs to centrally monitor log files instead of viewing them instance by instance. For
information, see View AWS CodeDeploy Logs in CloudWatch Logs Console.

Redeployments and Deployment Rollbacks

AWS CodeDeploy implements rollbacks by redeploying, as a new deployment, a previously deployed
revision.

You can configure a deployment group to automatically roll back deployments when certain conditions
are met, including when a deployment fails or an alarm monitoring threshold is met. You can also
override the rollback settings specified for a deployment group in an individual deployment.

You can also choose to roll back a failed deployment by manually redeploying a previously deployed
revision.

In all cases, the new or rolled-back deployment is assigned its own deployment ID, and the list of
deployments you can view in AWS CodeDeploy indicates which ones are the result of an automatic
deployment.

For more information, see Redeploy and Roll Back a Deployment (p. 229).

AWS CodeDeploy Application Specification Files

An application specification file (AppSpec file), which is unique to AWS CodeDeploy, is a YAML-
formatted file used to:

« Map the source files in your application revision to their destinations on the instance.
¢ Specify custom permissions for deployed files.
¢ Specify scripts to be run on each instance at various stages of the deployment process.

The AppSpec file is used to manage each deployment as a series of lifecycle events. Lifecycle event
hooks, which are defined in the file, allow you to run scripts on an instance after most deployment
lifecycle events. AWS CodeDeploy runs only those scripts specified in the file, but those scripts can call
other scripts on the instance. You can run any type of script as long as it is supported by the operating
system running on the instances.
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For information about how to create a well-formed AppSpec file, see AppSpec File
Reference (p. 269).

How the AWS CodeDeploy Agent Uses the
AppSpec File

During deployment, the AWS CodeDeploy agent looks up the name of the current event in the hooks
section of the AppSpec file. If the event is not found, the AWS CodeDeploy agent moves on to the
next step. If the event is found, the AWS CodeDeploy agent retrieves the list of scripts to execute. The
scripts are run sequentially, in the order in which they appear in the file. The status of each script is
logged in the AWS CodeDeploy agent log file on the instance.

If a script runs successfully, it returns an exit code of 0 (zero).

For information about AWS CodeDeploy agent log files, see Working with the AWS CodeDeploy
Agent (p. 117).

During the Install event, the AWS CodeDeploy agent uses the mappings defined in the files section of
the AppSpec file to determine which folders or files to copy from the revision to the instance.

If the AWS CodeDeploy agent installed on the operating system doesn't match what's listed in the
AppSpec file, the deployment will fail.
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Getting Started with AWS
CodeDeploy

Before you use AWS CodeDeploy for the first time, you must complete a number of prerequisite setup
steps.

To begin, you must sign up for an AWS account. To sign up, go to http://aws.amazon.com/ and choose
Create an AWS Account.

Then you can continue with the rest of the setup tasks in this section.

Topics
¢ Step 1: Provision an IAM User (p. 13)
e Step 2: Install or Upgrade and Then Configure the AWS CLI (p. 15)
¢ Step 3: Create a Service Role for AWS CodeDeploy (p. 15)
¢ Step 4: Create an IAM Instance Profile for Your Amazon EC2 Instances (p. 19)
e Step 5: Try the AWS CodeDeploy Sample Deployment Wizard (p. 23)

Step 1: Provision an IAM User

Follow these instructions to prepare an IAM user to use AWS CodeDeploy:

1. Create an IAM user or use an existing one associated with your AWS account. For more
information, see Creating an IAM User in IAM User Guide.

2. Grantthe IAM user access to AWS CodeDeploy—and AWS services and actions AWS
CodeDeploy depends on—by attaching the following policy to the IAM user:

{
"Version": "2012-10-17",
"Statement" @ [
{
"Effect" : "Alow',
"Action" : [

"aut oscal i ng: *",

"codedepl oy: *",

"ec2:*",

"el asti cl oadbal anci ng: *",

"i am AddRol eTol nst anceProfil e",
"iam Createl nstanceProfil e",
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i am Cr eat eRol e",
i am Del et el nst anceProfile",
i am Del et eRol e",
i am Del et eRol ePol i cy",
i am Get | nstanceProfile",
i am Get Rol e",
"i am Get Rol ePol i cy",

i am Li stl nstanceProfil esForRol e",

i am Li st Rol ePol i ci es",

i am Li st Rol es",

i am PassRol e",

i am Put Rol ePol i cy",

i am RenoveRol eFronl nst anceProfil e",
"s3:*"

]

esource" : "*"

To learn how to attach a policy to an IAM user, see Working with Policies. To learn how to restrict
users to a limited set of AWS CodeDeploy actions and resources, see Authentication and Access
Control for AWS CodeDeploy (p. 253).

You can use the AWS CloudFormation templates provided in this documentation to launch
Amazon EC2 instances that are compatible with AWS CodeDeploy. To use AWS CloudFormation
templates to create applications, deployment groups, or deployment configurations, you must
grant the IAM user access to AWS CloudFormation—and AWS services and actions that AWS
CloudFormation depends on—by attaching an additional policy to the IAM user, as follows:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow',
"Action": |
"cl oudf ormation: *"
1.
"Resource": "*"
}
|
}

For information about other AWS services listed in these statements, see:

¢ Overview of AWS IAM Policies

¢ Controlling User Access to Your Load Balancer

e Controlling Access to Your Auto Scaling Resources

e Controlling AWS CloudFormation Access with AWS Identity and Access Management
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Step 2: Install or Upgrade and Then Configure the
AWS CLI

To call AWS CodeDeploy commands from the AWS CLI on a local development machine, you must
install the AWS CLI. AWS CodeDeploy commands first became available in version 1.6.1 of the AWS
CLI. AWS CodeDeploy commands for working with on-premises instances became available in 1.7.19
of the AWS CLI.

If you have an older version of the AWS CLI installed, you must upgrade it so the AWS CodeDeploy
commands will be available. You can call aws --version to check the version.

To install or upgrade the AWS CLI:

1. Follow the instructions in Installing the AWS Command Line Interface to install or upgrade the
AWS CLI.

2. To configure the AWS CLI, see Configuring the AWS Command Line Interface and Managing
Access Keys for IAM Users.

Important

When you configure the AWS CLI, you will be prompted to specify an AWS region.
Specify one of the supported regions listed in Region and Endpoints in the AWS General
Reference.

3. To verify the installation or upgrade, call the following command from the AWS CLI:

aws depl oy help

If successful, this command displays a list of available AWS CodeDeploy commands.

Step 3: Create a Service Role for AWS
CodeDeploy

In AWS, service roles are used to grant permissions to an AWS service so it can access AWS
resources. The policies that you attach to the service role determine which AWS resources the service
can access and what it can do with those resources.

The service role you create for AWS CodeDeploy must be granted the permissions to access the
instances to which you will deploy applications. These permissions enable AWS CodeDeploy to read
the tags applied to the instances or the Auto Scaling group names associated with the instances.

The permissions you add to the service role specify the operations AWS CodeDeploy can perform
when it accesses your Amazon EC2 instances and Auto Scaling groups. To add these permissions,
attach an AWS-supplied policy, AWsCodeDepl oyRol e, to the service role.

As part of setting up the service role, you also update its trust relationship to specify the endpoints to
which you want to grant it access.

You can create a service role with the IAM console, the AWS CLI, or the IAM APIs.

Topics
¢ Create a Service Role (Console) (p. 16)
¢ Create a Service Role (CLI) (p. 17)
¢ Get the Service Role ARN (Console) (p. 19)
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¢ Get the Service Role ARN (CLI) (p. 19)

Create a Service Role (Console)

1. Signin to the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.

2. Inthe navigation pane, choose Roles, and then choose Create New Role.

In the Role Name box, give the service role a name (for example, CodeDepl oySer vi ceRol €),
and then choose Next Step.

4. Onthe Select Role Type page, with AWS Service Roles selected, next to AWS CodeDeploy,
choose Select.

5. Onthe Attach Policy page, select the box next to the AWsCodeDepl oyRol e policy, and then
choose Next Step.

The AWsCodeDepl oyRol e policy provides the permissions required for your service role to read
the tags on your instances or identify your Amazon EC2 instances by Auto Scaling group names;
to publish information to Amazon SNS topics; and to retrieve information about CloudWatch
alarms. By default, this policy also includes a trust relationship that grants your service role access
to all of the endpoints currently supported by AWS CodeDeploy. You can restrict the service role's
access to only those endpoints you specify.

6. Note the value of the Role ARN field. You will need it later when you create deployment groups. If
you forget the value, follow the instructions in Get the Service Role ARN (Console) (p. 19).

Choose Create Role.

If you want this service role to have permission to access all currently supported endpoints, you
are finished with this procedure.

If you want to restrict this service role from accessing all endpoints, in the list of roles, browse to
and choose the role you just created, and continue with the next step.

9. Under Trust Relationships, choose Edit Trust Relationship.

10. You should see the following policy, which provides the service role permission to access all
supported endpoints:

"Version": "2012-10-17",
"Statement": [
{

"Sidt:o ",

"Effect": "Alow',

"Principal": {

"Service": [
"codedepl oy. anazonaws. cont

]
b

"Action": "sts:AssuneRol e"

To grant the service role access to only some supported endpoints, replace the contents of the
Policy Document box with the following policy, remove the lines for the endpoints to which you
want to exclude access, and then choose Update Trust Policy.

{
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"Version": "2012-10-17",
"Statement": [

"Sidt:o ",

"Effect": "Alow',

"Principal": {

"Service": [
"codedepl oy. us- east - 1. anazonaws. conf',
"codedepl oy. us- east - 2. anazonaws. conf',
"codedepl oy. us-west - 1. anazonaws. conf',
"codedepl oy. us- west - 2. anazonaws. conf',
"codedepl oy. ca-central - 1. anazonaws. cont',
"codedepl oy. eu- west - 1. anazonaws. conf',
"codedepl oy. eu- west - 2. anazonaws. conf',
"codedepl oy. eu-central - 1. anazonaws. cont',
"codedepl oy. ap- nort heast - 1. anazonaws. cont',
"codedepl oy. ap- nort heast - 2. anazonaws. cont',
"codedepl oy. ap- sout heast - 1. anazonaws. cont',
"codedepl oy. ap- sout heast - 2. anazonaws. cont',
"codedepl oy. ap- sout h- 1. amazonaws. coni',
"codedepl oy. sa- east - 1. anazonaws. conf
]
}

ction": "sts:AssuneRol e"

Note
Do not use a comma after the last endpoint in the list.

For more information about creating service roles, see Creating a Role to Delegate Permissions to an
AWS Service in the IAM User Guide.

Create a Service Role (CLI)

1.

On your development machine, create a text file named, for example, CodeDepl oyDenp-
Trust . j son. This file will be used to allow AWS CodeDeploy to work on your behalf.

Do one of the following:

e To grant access to all supported regions, save the following content in the file:

"Version": "2012-10-17",
"Statement": [
{
"SidU:otty
"Effect": "Alow',
"Principal": {
"Service": [
"codedepl oy. amazonaws. cont'
]
}

"Action": "sts:AssuneRol e"
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}

¢ To grant access to only some supported regions, type the following content into the file, and
remove the lines for the regions to which you want to exclude access:

{
"Version": "2012-10-17",

"Statement": [
{

"SidU:otty

"Effect": "Alow',

"Principal": {

"Service": [

"codedepl oy. us- east - 1. amazonaws. conf',
"codedepl oy. us- east - 2. amazonaws. conf',
"codedepl oy. us-west - 1. amazonaws. conf',
"codedepl oy. us-west - 2. amazonaws. conf',
"codedepl oy. ca-central - 1. anazonaws. conl',
"codedepl oy. eu-west - 1. amazonaws. conf',
"codedepl oy. eu- west - 2. amazonaws. conf',
"codedepl oy. eu-central - 1. anazonaws. cont',
"codedepl oy. ap- nor t heast - 1. anazonaws. cont',
"codedepl oy. ap- nor t heast - 2. anazonaws. cont',
"codedepl oy. ap- sout heast - 1. anazonaws. cont',
"codedepl oy. ap- sout heast - 2. anazonaws. cont',
"codedepl oy. ap- sout h- 1. amazonaws. cont',
"codedepl oy. sa- east- 1. anazonaws. cont

]
}

"Action": "sts:AssuneRol e"

Note
Do not use a comma after the last endpoint in the list.

From the same directory, call the create-role command to create a service role named
CodeDepl oySer vi ceRol e based on the information in the text file you just created:

Important
Be sure to include fi |l e: // before the file name. It is required in this command.

aws iam create-role --rol e-name CodeDepl oyServi ceRol e --assume-rol e-
pol i cy-document file:// CodeDepl oyDeno- Tr ust.j son

In the command's output, note the value of the Ar n entry under the Rol e object. You will need it
later when you create deployment groups. If you forget the value, follow the instructions in Get the
Service Role ARN (CLI) (p. 19).

Call the attach-role-policy command to give the service role named CodeDepl oySer vi ceRol e
the permissions based on the IAM managed policy named AWsCodeDepl oyRol e. For example:

aws iam attach-rol e-policy --rol e-name CodeDepl oyServi ceRol e --policy-arn
arn: aws:iam :aws: policy/service-rol e/ ANSCodeDepl oyRol e
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For more information about creating service roles, see Creating a Role for an AWS Service in the IAM
User Guide.

Get the Service Role ARN (Console)

To use the IAM console to get the ARN of the service role:

1. Signin to the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.

In the navigation pane, choose Roles.

In the Search box, type CodeDepl oySer vi ceRol e, and then press Enter.
Choose CodeDeployServiceRole.

Note the value of the Role ARN field.

A ol

Get the Service Role ARN (CLI)

To use the AWS CLI to get the ARN of the service role, call the get-role command against the service
role named CodeDepl oySer vi ceRol e:

aws iamget-role --rol e-name CodeDepl oyServi ceRole --query "Role. Arn" --
out put text

The value returned is the ARN of the service role.

Step 4: Create an IAM Instance Profile for Your
Amazon EC2 Instances

Your Amazon EC2 instances need permission to access the Amazon S3 buckets or GitHub
repositories where the applications that will be deployed by AWS CodeDeploy are stored. To launch
Amazon EC2 instances that are compatible with AWS CodeDeploy, you must create an additional IAM
role, an instance profile. These instructions show you how to create an IAM instance profile to attach to
your Amazon EC2 instances. This role gives AWS CodeDeploy permission to access the Amazon S3
buckets or GitHub repositories where your applications are stored.

You can create an IAM instance profile with the AWS CLI, the IAM console, or the IAM APIs.

Note

You must attach an IAM instance profile to an Amazon EC2 instance as you launch it. You
cannot attach an IAM instance profile to an Amazon EC2 instance that has already been
launched. For more information, see Instance Profiles.

Topics
¢ Create an IAM Instance Profile for Your Amazon EC2 Instances (CLI) (p. 19)
¢ Create an IAM Instance Profile for Your Amazon EC2 Instances (Console) (p. 21)
¢ Get the IAM Instance Profile Name (CLI) (p. 23)

Create an IAM Instance Profile for Your Amazon
EC2 Instances (CLI)

In these steps, we assume you have already followed the instructions in Getting Started (p. 13).
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On your development machine, create a text file named CodeDepl oyDenp- EC2- Tr ust . j son.
Paste the following content, which allows Amazon EC2 to work on your behalf:

{
"Version": "2012-10-17",

"Statement": [
{
"Sid':o ",
"Effect": "Alow',
"Principal": {
"Service": "ec2.anmazonaws. cont
b
"Action": "sts:AssuneRol e"
}
]
}

In the same directory, create a text file named CodeDepl oyDenp- EC2- Per mi ssi ons. j son.
Paste the following content:

{
"Version": "2012-10-17",
"Statement": [
"Action": [
"s3: Get*",
"s3: List*"
|
"Effect": "Alow',
"Resource": "*"
}
]
}
Note

We recommend that you restrict this policy to only those Amazon S3 buckets your
Amazon EC2 instances must access. Make sure to give access to the Amazon S3
buckets that contain the AWS CodeDeploy agent. Otherwise, an error may occur when
the AWS CodeDeploy agent is installed or updated on the instances. For example:

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Alow',
"Action": [
"s3: Get*",
"s3: List*"
|

esource": [

"arn:aws: s3::: codedepl oydemobucket / *",
"arn:aws: s3:::aws- codedepl oy-us-east-1/*",
"arn:aws: s3:::aws-codedepl oy- us-east-2/*",
"arn:aws: s3:::aws- codedepl oy- us-west -1/ *",
"arn:aws: s3:::aws- codedepl oy- us-west -2/ *"|
"arn:aws: s3:::aws-codedepl oy-ca-central -1/ *",
"arn:aws: s3:::aws- codedepl oy- eu-west - 1/ *",
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"arn:aws: s3:::aws- codedepl oy- eu-west -2/ *",
"arn:aws: s3:::aws- codedepl oy-eu-central -1/*",
"arn:aws: s3:::aws- codedepl oy- ap-nort heast-1/*",
"arn:aws: s3:::aws- codedepl oy- ap- nort heast-2/*",
"arn:aws: s3:::aws- codedepl oy- ap- sout heast-1/*",
"arn:aws: s3:::aws- codedepl oy- ap- sout heast -2/ *",
"arn:aws: s3:::aws- codedepl oy- ap-sout h-1/*",
"arn:aws: s3:::aws- codedepl oy-sa-east-1/*"
]
}
]
}

From the same directory, call the create-role command to create an IAM role named
CodeDepl oyDenp- EC2- | nst ance- Profi | e, based on the information in the first file:

Important
Be sure to include fi | e: // before the file name. It is required in this command.

aws iam create-role --rol e-nanme CodeDepl oyDenp- EC2- | nstance-Profile --
assumne-rol e-poli cy-docunent file:// CodeDepl oyDenpo- EC2- Trust.json

From the same directory, call the put-role-policy command to give the role named
CodeDepl oyDenp- EC2- | nst ance- Prof i | e the permissions based on the information in the
second file:

Important
Be sure to include fi | e: // before the file name. It is required in this command.

aws iam put-role-policy --rol e-nane CodeDepl oyDenp- EC2-1 nst ance-Profile
--policy-nane CodeDepl oyDenp- EC2- Permi ssi ons --policy-document file://
CodeDepl oyDenp- EC2- Per mi ssi ons. j son

Call the create-instance-profile command followed by the add-role-to-instance-profile
command to create an IAM instance profile named CodeDepl oyDenp- EC2- | nst ance- Profi | e.
The instance profile allows Amazon EC2 to pass the IAM role named CodeDepl oyDeno- EC2-

I nst ance- Profi | e to an Amazon EC2 instance when the instance is first launched:

aws iam create-instance-profile --instance-profil e-name CodeDepl oyDeno-
EC2- | nst ance-Profile
aws i am add-rol e-to-instance-profile --instance-profile-nane

CodeDepl oyDenp- EC2- | nst ance-Profile --rol e-nane CodeDepl oyDenn- EC2-
I nstance-Profile

If you need to get the name of the IAM instance profile, see Get the IAM Instance Profile Name
(CLI) (p. 23).

You've now created an IAM instance profile to attach to your Amazon EC2 instances. For more
information, see IAM Roles for Amazon EC2 in the Amazon EC2 User Guide.

Create an IAM Instance Profile for Your Amazon
EC2 Instances (Console)

1.

Sign in to the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.
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2. Inthe IAM console, in the navigation pane, choose Policies, and then choose Create Policy. (If a
Get Started button appears, choose it, and then choose Create Policy.)

3. Nextto Create Your Own Policy, choose Select.
4. Inthe Policy Name box, type CodeDepl oyDenb- EC2- Per mi ssi ons.
5. Inthe Policy Document box, paste the following:

{
"Version": "2012-10-17",
"Statement": |
{
"Action": |
"s3: Get*",
"s3: List*"
1.
"Effect": "Allow',
"Resource": "*"
}
|
}
Note

We recommend that you restrict this policy to only those Amazon S3 buckets your
Amazon EC2 instances must access. Make sure to give access to the Amazon S3
buckets that contain the AWS CodeDeploy agent. Otherwise, an error may occur when
the AWS CodeDeploy agent is installed or updated on the instances. For example:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "All ow',
"Action": [
"s3: Get*",
"s3: List*"
1,
"Resource": [
"arn: aws: s3::: codedepl oydenobucket/*",
"arn:aws: s3:::aws- codedepl oy-us-east-1/*",
"arn:aws: s3:::aws- codedepl oy- us-east-2/*",
"arn:aws: s3:::aws- codedepl oy- us-west-1/*",
"arn:aws: s3:::aws- codedepl oy- us-west -2/ *",
"arn:aws: s3:::aws-codedepl oy-ca-central -1/*",
"arn:aws: s3:::aws- codedepl oy- eu-west - 1/ *",
"arn:aws: s3:::aws- codedepl oy- eu-west -2/ *",
"arn:aws: s3:::aws-codedepl oy-eu-central -1/*",
"arn:aws: s3:::aws- codedepl oy- ap- nort heast-1/*",
"arn:aws: s3:::aws- codedepl oy- ap- nort heast-2/*",
"arn:aws: s3:::aws- codedepl oy- ap- sout heast-1/*",
"arn:aws: s3:::aws- codedepl oy- ap- sout heast -2/ *",
"arn:aws: s3:::aws- codedepl oy- ap-sout h-1/*",
"arn:aws: s3:::aws- codedepl oy-sa-east-1/*"
]
}
]
}

6. Choose Create Policy.
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7. Inthe navigation pane, choose Roles, and then choose Create New Role.

8. Inthe Role Name box, give the IAM instance profile a name like CodeDepl oyDenp- EC2-
I nst ance- Profil e, and then choose Next Step.

9. Onthe Select Role Type page, next to Amazon EC2, choose Select.

10. On the Attach Policy page, select the box next to CodeDepl oyDenp- EC2- Per mi ssi ons, and
then choose Next Step.

11. Choose Create Role.

You've now created an IAM instance profile to attach to your Amazon EC2 instances. For more
information, see IAM Roles for Amazon EC2 in the Amazon EC2 User Guide.

Get the IAM Instance Profile Name (CLI)

To get the name of the IAM instance profile you created, call the list-instance-profiles-for-role
command against the IAM role named CodeDepl oyDenp- EC2- | nst ance- Profil e:

aws iamlist-instance-profiles-for-role --rol e-nane CodeDepl oyDenp- EC2-
Instance-Profile --query "lInstanceProfiles[0].InstanceProfil eNane" --out put
t ext

The value returned is the IAM instance profile name.

Note
You cannot use the IAM console to get the IAM instance profile name.

Step 5: Try the AWS CodeDeploy Sample
Deployment Wizard

After you have completed the first four steps in Getting Started (p. 13), try the Sample deployment
wizard. It guides you through the steps for creating an AWS CodeDeploy deployment. The Sample
deployment wizard lets you try an in-place deployment and a blue/green deployment.

In-place deployment: Instances in a deployment group are taken offline, updated with the latest
application revision, and then placed back online as part of the same deployment group. For more
information about in-place deployments, see Overview of an In-Place Deployment (p. 2).

Blue/green deployment: The instances in a deployment group (the original environment) are replaced
by a different set of instances (the replacement environment) using these steps:

¢ Instances are provisioned for the replacement environment.
« The latest application revision is installed on the replacement instances.
« An optional wait time occurs for activities such as application testing and system verification.

¢ Instances in the replacement environment are registered with an Elastic Load Balancing load
balancer, causing traffic to be rerouted to them. Instances in the original environment are
deregistered and can be terminated or kept running for other uses.

For more information about blue/green deployments, see Overview of a Blue/Green Deployment (p. 4).

For both deployment type samples, we assume you have no prior experience with AWS CodeDeploy
and have not yet created any resources, such as applications, application revisions, or deployment
groups in AWS CodeDeploy.
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These topics refer to resources and concepts that are unique to AWS CodeDeploy. To familiarize
yourself with them before you start, see Primary Resources (p. 5).

Prerequisites

If you want AWS CodeDeploy to create some sample Amazon EC2 instances, you must have an
Amazon EC2 instance key pair. To create an Amazon EC2 instance key pair, follow the instructions in
Creating Your Key Pair Using Amazon EC2. Be sure your Amazon EC2 instance key pair is created in
one of the regions listed in Region and Endpoints in the AWS General Reference. You must create an
Amazon EC2 instance key pair before you start the wizard. Otherwise, it will not appear in the Key pair
name drop-down list in the Sample deployment wizard.

If you use the AWS CloudFormation template to launch Amazon EC2 instances, the calling IAM
user must have access to AWS CloudFormation and AWS services and actions on which AWS
CloudFormation depends. If you have not followed the steps in Getting Started (p. 13) to provision
the calling IAM user, you must at least attach the following policy:

{
"Version": "2012-10-17",

"Statenent": [
{
"Effect": "Alow',
"Action": [
"cl oudf ormation: *",
"codedepl oy: *",
"ec2:*",
am AddRol eTol nst anceProfil e",
am Cr eat el nst anceProfile",
am Cr eat eRol e",
am Del et el nstanceProfile",
am Del et eRol e",
am Del et eRol ePol i cy",
am Cet Rol e",
am PassRol e",
am Put Rol ePol i cy",
am RenmpveRol eFrom nst anceProfile"
I,

"Resource": "*"

The following portion of the policy grants the calling IAM user access to the IAM actions required to
create the service role.

"Version": "2012-10-17",
"Statenment": [

{
"Effect": "Alow',
"Action": [
"i am Creat eRol e",
"i am Put Rol ePol i cy"
1,
"Resource": "*"
}
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}

The following portion of the policy grants the calling IAM user permission to create applications and
deployment groups and deploy applications.

{
"Version": "2012-10-17",
"Statenment": [
{
"Effect": "Allow',
"Action": [
"codedepl oy: *"
1.
"Resource": "*"
}
]
}

Not what you're looking for?

» To create a deployment that uses an existing application, revision, deployment group, or
custom deployment configuration in AWS CodeDeploy, follow the instructions in Create a
Deployment (p. 221).

 To practice deploying to on-premises instances instead of Amazon EC2 instances, see
Tutorial: Deploy an Application to an On-Premises Instance (p. 79).

Try a Sample Blue/Green Deployment in AWS
CodeDeploy

This section guides you through the steps required to deploy a revision to one or more Amazon EC2
instances using the Sample deployment wizard, and then run a blue/green deployment to replace
the original set of instances in a deployment group, the original environment, with a differerent set of
instances, the replacement environment.
Topics

¢ Start the wizard (p. 25)

¢ Step 1: Get started (p. 26)

e Step 2: Choose a deployment type (p. 26)

¢ Step 3: Create blue/green deployment (p. 26)

e Step 4: Monitor the blue/green deployment (p. 27)

¢ Step 5: Refresh the web application window (p. 27)

¢ Step 6: Clean up sample resources (p. 28)

Start the wizard

To start the wizard:
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1. Signinto the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

2. Ifanintroductory page appears, choose Get Started Now. If the Applications page appears, in
More info, choose Sample deployment wizard.

Step 1: Get started

Choose Sample deployment, and then choose Next.

Step 2: Choose a deployment type

Choose Blue/green deployment, and then choose Next.

Step 3: Create blue/green deployment

On the Step 3: Create blue/green deployment page, we provide default values for most of the
components you will need for a blue/green deployment.

1. Accept or change any of the default names in the following fields:

Note
Because the fields have different validation requirements, to save time, we recommend
leaving the default names for your sample deployment.

Field Description

Application name A name that functions as a container to ensure
the right content is deployed using the correct
combination of deployment options.

Deployment group name A name that represents the group of instances
to deploy to.
Auto Scaling group name A name for the Auto Scaling group that will

provision the Amazon EC2 instances for the
deployment environment.

Load balancer name The Classic load balancer in Elastic Load
Balancing that will route traffic to the instances
in your deployment environment.

2. From the Service role name drop-down list, choose the name of the service role that will provide
AWS CodeDeploy with the permissions required to access other AWS services during the
deployment process.

3. From the Key pair name drop-down list, choose the Amazon EC2 instance key pair you will use to
connect to the Amazon EC2 instances.

Note

To create an Amazon EC2 instance key pair, follow the instructions in Creating Your Key
Pair Using Amazon EC2. Be sure your key pair is created in one of the regions listed in
Region and Endpoints in the AWS General Reference. The new Amazon EC2 instance key
pair may not appear in the Key pair name drop-down list until you restart the wizard.

4, Choose Launch environment.
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5. After the environment is ready, review the details under Congratulations! Your environment is
ready.

Tip
For easy reference later, we recommend that you copy the entire text in the
Congratulations! Your environment is ready area to a file on your computer.

« The name of the Classic load balancer created for you, such as Bl ueG eenLoadBal ancer -
abcdef h.

¢ The name of the Auto Scaling group created for your original environment, such as
CodeDepl oyBGSt ack- abcdef h- Bl ueG eenAut oScal i ngG oup- 11 JKLM\N234066.

« The web address of the application that has been deployed in your original environment,
such as htt p: // Bl ueG eenLoadBal ancer - abcdef h- 1234567890. us-
east- 1. el b. anazonaws. com

Important

We recommend that you open your web application in a different browser window now
so you can refresh it later to review the background color change made during the blue/
green deployment.

¢ The name of the AWS CloudFormation stack used to create your environment, such as
Bl ueGr eenLoadBal ancer - abcdef h. When you are ready to clean up resources from your
sample blue/green deployment, you will use the AWS CloudFormation console to delete this
stack.

» The location of the sample application that will be installed in the original environment:
https://s3. amazonaws. com aws- codedepl oy- us- east - 1/ sanpl es/ | at est/
Sanpl eApp_Li nux. zi p

6. Choose Start blue/green deployment.

Step 4: Monitor the blue/green deployment

On the Deployment page, you can view the progress of the blue/green deployment in a dashboard
format.

The Deployment progress area reports the progress of the four major steps in the deployment:

« Provisioning instances in the replacement environment.

« Installing the new application revision in the replacement environment.
¢ Rerouting traffic to the replacement environment.

¢ Terminating the instances in the original environment.

The Instances receiving traffic area reports the counts of instances in both the original and
replacement environments that are currently registered with the load balancer.

The Deployment details area lists identifying information about both the deployment and the
application revision that was installed in the replacement environment.

The Instance activity area provides details about each instance from both the original environment
and replacement environment.

Step 5: Refresh the web application window

In the browser window where you previously opened a view of the application that was
installed in the original environment, such as such as ht t p: / / Bl ueGr eenLoadBal ancer -
abcdef h- 1234567890. us- east - 1. el b. amazonaws. com choose the browser's Refresh button.
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If the background color of the web page changes from blue to green, traffic has been successfully
routed from the instances we created for you in Step 3: Create blue/green deployment (p. 26)

to the replacement instances created during the process in Step 4: Monitor the blue/green
deployment (p. 27)

Step 6: Clean up sample resources

To avoid future charges, you must clean up the resources used in this wizard. The resources must be
cleaned up in the following order:

¢ The Auto Scaling group that the instances for the replacement environment belong to. (The Auto
Scaling group associated with the instances in the original environment will be deleted when you
delete the AWS CloudFormation stack.)

¢ The AWS CloudFormation stack that the Sample deployment wizard created to provide the original
environment for the blue/green deployment.

¢ The AWS CodeDeploy deployment group and application created by the Sample deployment wizard.

To delete the Auto Scaling group for the replacement environment

You will see two Auto Scaling groups associated with the sample blue/green deployment in the
Amazon EC2 console. To avoid errors, be sure to delete the Auto Scaling group associated with the
replacement environment in this step. You can distinguish the Auto Scaling groups by their formats:

¢ Delete the Auto Scaling with this format:

CodeDepl oy_Bl ueGr eenDenpFl eet - 9zyxwut _d- ZYIXWUTS8R
¢ You can delete the Auto Scaling group with this format now or let it be removed when the AWS
CloudFormation stack is deleted:

CodeDepl oyBGSt ack- abcdef h- Bl ueG eenAut oScal i ngGr oup- 11 JKLM\234C66

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
In the navigation pane, under Auto Scaling, choose Auto Scaling Groups.

3. Onthe Auto Scaling groups page, select the box by the Auto Scaling group created for the
replacement environment. For example:

CodeDepl oy_Bl ueGr eenDenoFl eet - 9zyxwut _d- ZYOXW/UTS8R.

From the Actions menu, choose Delete.
4. When prompted for confirmation, choose Yes, Delete.

To delete the AWS CloudFormation stack
1. Signin to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

2. Select the box next to the stack created for your blue/green deployment. For example:
CodeDepl oyBGSt ack- abcdef h- Bl ueG eenAut oScal i ngGr oup- 11 JKLM\234C66.

From the Actions menu, choose Delete Stack.

3. When prompted, choose Yes, Delete. The remaining resources that were created for this
deployment in Amazon EC2, AWS ldentity and Access Management, Amazon VPC, and Elastic
Load Balancing will be deleted.
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To delete AWS CodeDeploy blue/green deployment resource records

1. Signin to the AWS Management Console and open the AWS CodeDeploy console at https:/
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

2. Ifthe Applications page does not appear, on the AWS CodeDeploy menu, choose Applications.

3. Onthe Applications page, choose the application to delete, such as
Bl ueG eenDenpAppl i cati on.

4. Onthe Application details page, in Deployment groups, choose the button next to the
deployment group you want to delete, such as Bl ueGr eenDenpFl eet - 1abcdef . On the Actions
menu, choose Delete. When prompted, type the name of the deployment group to confirm you
want to delete it, and then choose Delete.

5. At the bottom of the Application details page, choose Delete application.
6. When prompted, type the name of the application, and then choose Delete.

All records about the application and its associated deployment groups, revisions, and
deployments will be deleted.

Try a Sample In-Place Deployment in AWS
CodeDeploy

This section guides you through the steps required to deploy a revision to one or more Amazon EC2
instances using the Sample deployment wizard.

Topics
¢ Video of a Sample AWS CodeDeploy In-Place Deployment (p. 29)
e Start the wizard (p. 29)
e Step 1: Get started (p. 30)
* Step 2: Choose a deployment type (p. 30)
¢ Step 3: Configure instances (p. 30)
* Step 4: Name your application (p. 31)
e Step 5: Select a revision (p. 31)
e Step 6: Create a deployment group (p. 31)
e Step 7: Select a service role (p. 31)
» Step 8: Choose a deployment configuration (p. 32)
¢ Step 9: Review deployment details (p. 32)
¢ Clean up sample in-place deployment resources (p. 32)

Video of a Sample AWS CodeDeploy In-Place Deployment

This short video (5:01) walks you through a sample AWS CodeDeploy in-place deployment using the
AWS CodeDeploy console.

Video of an AWS CodeDeploy In-Place Deployment.

Start the wizard

To start the wizard:
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Sign in to the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

If an introductory page appears, choose Get Started Now. If the Applications page appears, in
More info, choose Sample deployment wizard.

Step 1: Get started

Choose Sample deployment, and then choose Next.

Step 2: Choose a deployment type

Choose In-place deployment, and then choose Next.

Step 3: Configure instances

If you have Amazon EC2 instances that are already configured for use in AWS CodeDeploy
deployments, choose Skip, read and follow the instructions, and then proceed to Step 4: Name your
application (p. 31).

If you want AWS CodeDeploy to launch a new set of Amazon EC2 instances:

Next to Operating system, choose Amazon Linux or Windows Server.

Important

You may be billed for the Amazon EC2 instances launched by AWS CodeDeploy, so
be sure to terminate them after you've completed the wizard. In this wizard, an AWS
CloudFormation template is used to launch these Amazon EC2 instances. To delete
the AWS CloudFormation stack created to launch the Amazon EC2 instances, see
Deleting a Stack on the AWS CloudFormation Console. The stack name will start with
CodeDeploySampleStack.

From the Key pair name drop-down list, choose the Amazon EC2 instance key pair you will use to
connect to the Amazon EC2 instances.

Note

To create an Amazon EC2 instance key pair, follow the instructions in Creating Your
Key Pair Using Amazon EC2. Be sure your key pair is created in one of the regions
listed in Region and Endpoints in the AWS General Reference. The new Amazon EC2
instance key pair might not appear in the Key pair name drop-down list until you restart
the wizard.

Leave the defaults for Tag key and value. AWS CodeDeploy will use this tag key and value to
locate the instances during deployments.

If you want to override the proposed tag key and value (for example, if you are running through
this wizard multiple times without terminating any previously created Amazon EC2 instances),
we suggest you leave the tag key of Nan®e in the Key box and type a different tag value in the
Value box. For information about Amazon EC2 instance tags, see Tagging Your Amazon EC2
Resources.

Choose Launch instances.

If you choose See more details in AWS CloudFormation, the AWS CloudFormation console will
open in a separate web browser tab. Look for a stack that starts with CodeDeploySampleStack.
When CREATE_COMPLETE appears in the Status column, your Amazon EC2 instances have
been launched. (This might take several minutes.)
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5. To continue, choose Next.

Step 4: Name your application

In the Application name box, leave the proposed application name or, if you prefer, type a different
name, and choose Next.

Step 5: Select a revision

Review the information about our sample application revision, and choose Next.
Tip
If you want to examine the content of our sample revision, choose Download sample bundle,
and follow your web browser's instructions to download and view the content.

If you chose Skip in Step 3: Configure instances (p. 30), from the Revision type drop-down list,
choose the type of application revision that corresponds to the Amazon EC2 instances type (Amazon
Linux or Windows Server).

Step 6: Create a deployment group

1. Inthe Deployment group name box, leave the proposed deployment group name or, if you
prefer, type a different name.

2. The key and value of the key-value pair you specified in the Configure instances page (for
example, Nane and CodeDepl oyDenp) should appear.

If you chose Skip in Step 3: Configure instances (p. 30), in Add instances, overwrite the
values of the Key and Value boxes with the key and value of the key-value pair for your Amazon
EC2 instances.

Optionally, if your Amazon EC2 instances have multiple key-value pairs, you can type them into
the blank row. A new blank row appears so you can add another key-value pair. You can add up to
10 key-value pairs. Choose the remove icon to remove a key-value pair from the list.
Tip
AWS CodeDeploy displays the number of instances that match each key-value pair. To
view instances in the Amazon EC2 console, click the number.
If you are using our AWS CloudFormation template to launch new Amazon EC2
instances, and the number is larger than you're expecting, choose Cancel, start the
wizard from the beginning, and in Step 3: Configure instances (p. 30), specify a tag
value different from the default . (Be sure to delete the AWS CloudFormation stack to
terminate the Amazon EC2 instances.)
If you are using your own Amazon EC2 instances, add a new tag key and value to your
Amazon EC2 instances, and then specify a tag key and value different from the default in
Add instances.

3. If you have an Auto Scaling group to add to the deployment group, choose Search by Auto
Scaling group names, and then type the Auto Scaling group name. You can add up to 10 Auto
Scaling groups. Choose the remove icon to remove an Auto Scaling group from the list.

Tip
AWS CodeDeploy displays the number of Amazon EC2 instances that match each Auto
Scaling group name. To view instances in the Amazon EC2 console, click the number.

4, Choose Next.

Step 7: Select a service role

Choose Create a service role or Use an existing service role.
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If you are using this wizard for the first time, we recommend you choose Create a service role,
choose Next to accept the default name, and then proceed to Step 8: Choose a deployment
configuration (p. 32).

If you already have a service role, choose Use an existing service role, choose it from the Role
name drop-down list, and then choose Next.

Step 8: Choose a deployment configuration

1. To use a built-in configuration for this deployment, choose Use a default deployment
configuration. To create your own configuration for this deployment, choose Create a custom
deployment configuration.

2. If you chose Use a default deployment configuration and want to use a configuration different
from the one selected, next to the desired configuration, choose Select. Choose Next, and go to
Step 9: Review deployment details (p. 32).

3. If you chose Create a custom deployment configuration:

a. Inthe Deployment configuration name box, type a unique name for the configuration.

b. Use the Number or Percentage box to type either the number or percentage of total Amazon
EC2 instances that should be available during the deployment.

c. Choose Next.

Step 9: Review deployment details

1. If you need to make changes, choose one of the Edit links. After you've made your changes,
choose Next until you return to the Review deployment details page, and then choose Deploy.

2. Choose the Refresh button next to the table to get deployment status. To get information about
the deployment, see View Instance Details (Console) (p. 150).

3. Our sample revision deploys a single web page to each instance. You can use your web browser
to verify the deployment was successful by going to ht t p: / / Publ i ¢cDNS for each instance (for
example, htt p: // ec2- 01- 234- 567- 890. conmput e- 1. amazonaws. com). The web page will
display a message of congratulations.

To get the public DNS value, in the Amazon EC2 console, choose the Amazon EC2 instance. On
the Description tab, look for the value in Public DNS.

Clean up sample in-place deployment resources

To avoid future charges, you must clean up the resources used in this wizard. If you used our AWS
CloudFormation template to launch Amazon EC2 instances, delete the AWS CloudFormation stack.
This will terminate the instances and their associated resources.

If you launched your own Amazon EC2 instances just for this wizard, you should terminate them.
Optionally, you can delete the deployment component records associated with this wizard from the
AWS CodeDeploy console.

To delete the AWS CloudFormation stack

1. Signinto the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

2. Choose the button next to the stack starting with CodeDepl oy Sanpl eSt ack. On the Actions
menu, choose Delete Stack.

3.  When prompted, choose Yes, Delete. The Amazon EC2 instances will be terminated. The
associated |IAM instance profile and service role will be deleted.
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To terminate Amazon EC2 instances

1.

Al

Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

In the navigation pane, under Instances, choose Instances.

Select the box for each Amazon EC2 instance to terminate.

On the Actions menu, point to Instance State, and then choose Terminate.
When prompted, choose Yes, Terminate.

To delete AWS CodeDeploy deployment component records

1.

Sign in to the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

If the Applications page does not appear, on the AWS CodeDeploy menu, choose Applications.
On the Applications page, choose the application to delete.

On the Application details page, in Deployment groups, choose the button next to the
deployment group you want to delete. On the Actions menu, choose Delete. When prompted,
type the name of the deployment group to confirm you want to delete it, and then choose Delete.

At the bottom of the Application details page, choose Delete application.
When prompted, type the name of the application, and then choose Delete.

All records about the application and its associated deployment groups, revisions, and
deployments will be deleted.
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Product and Service Integrations
with AWS CodeDeploy

By default, AWS CodeDeploy is integrated with a number of AWS services and partner products and
services. The following information can help you configure AWS CodeDeploy to integrate with the
products and services you use.

¢ Integration with Other AWS Services (p. 34)
« Integration with Partner Products and Services (p. 40)
¢ Integration Examples from the Community (p. 45)

Integration with Other AWS Services

AWS CodeDeploy is integrated with the following AWS services:

Amazon Amazon CloudWatch is a monitoring service for AWS cloud resources and

CloudWatch the applications you run on AWS. You can use Amazon CloudWatch to
collect and track metrics, collect and monitor log files, and set alarms. AWS
CodeDeploy supports the following CloudWatch tools:

¢ CloudWatch Alarms for monitoring your deployments and stopping them
when your specified monitoring metrics exceed or fall below the thresholds
you specify in a CloudWatch alarm rule. To use alarm monitoring, you first
set up an alarm in CloudWatch, and then add it in AWS CodeDeploy to the
application or deployment group where deployments should stop when the
alarm is activated.

Learn more:
¢ Creating CloudWatch Logs Alarms

« Amazon CloudWatch Events for detecting and reacting to changes in the
state of an instance or a deployment in your AWS CodeDeploy operations.
Then, based on rules you create, CloudWatch Events will invoke one or
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Auto Scaling

AWS CloudTrail

more target actions when a deployment or instance enters the state you
specify in a rule.

Learn more:
¢ Monitoring Deployments with Amazon CloudWatch Events (p. 238)

* Amazon CloudWatch Logs for monitoring the three types of logs created
by the AWS CodeDeploy agent without having to sign in to instances one at
atime.

Learn more:
* View AWS CodeDeploy Logs in the Amazon CloudWatch Console

AWS CodeDeploy supports Auto Scaling, an AWS web service that can
automatically launch Amazon EC2 instances based on criteria you specify (for
example, limits exceeded for specified CPU utilization, disk reads or writes,

or inbound or outbound network traffic over a specified time interval). This
enables you to scale up a group of Amazon EC2 instances whenever you
need them and then use AWS CodeDeploy to deploy application revisions to
the additional Amazon EC2 instances automatically. Auto Scaling terminates
those Amazon EC2 instances when they are no longer needed.

Learn more:

e Auto Scaling (p. 37)
¢ Tutorial: Deploy to an Auto Scaling Group (p. 85)
¢ Under the Hood: AWS CodeDeploy and Auto Scaling Integration

AWS CodeDeploy is integrated with AWS CloudTrall, a service that captures
API calls made by or on behalf of AWS CodeDeploy in your AWS account and
delivers the log files to an Amazon S3 bucket you specify. CloudTrail captures
API calls from the AWS CodeDeploy console, from AWS CodeDeploy
commands through the AWS CLI, or from the AWS CodeDeploy APIs directly.
Using the information collected by CloudTrail, you can determine which
request was made to AWS CodeDeploy, the source IP address from which the
request was made, who made the request, when it was made, and so on.

Learn more:

¢ Monitoring Deployments with AWS CloudTrail (p. 240)

API Version 2014-10-06
35


http://blogs.aws.amazon.com/application-management/post/TxG2NAUYCGR638/View-AWS-CodeDeploy-logs-in-Amazon-CloudWatch-console
http://aws.amazon.com/autoscaling
http://blogs.aws.amazon.com/application-management/post/Tx1NRS217K1YOPJ/Under-the-Hood-AWS-CodeDeploy-and-Auto-Scaling-Integration
http://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS CodeDeploy User Guide
Integration with Other AWS Services

AWS CodePipeline

Elastic Load
Balancing

AWS CodePipeline is a continuous delivery service you can use to model,
visualize, and automate the steps required to release your software in a
continuous delivery process. You can use AWS CodePipeline to define
your own release process so that the service builds, tests, and deploys your
code every time there is a code change. For example, you may have three
deployment groups for an application: Beta, Gamma, and Prod. You can set
up a pipeline so that each time there is a change in your source code, the
updates are deployed to each deployment group, one by one.

You can configure AWS CodePipeline to use AWS CodeDeploy to deploy your
code to Amazon EC2 instances, on-premise instances, or both.

You can create the AWS CodeDeploy application, deployment, and
deployment group to use in a deploy action in a stage either before you create
the pipeline or in the Create Pipeline wizard.

Learn more:

* AWS for DevOps Getting Started Guide — Learn how to use AWS
CodePipeline with AWS CodeDeploy to continuously deliver and deploy
source code in AWS CodeCommit repositories to Amazon EC2 instances.

¢ Simple Pipeline Walkthrough (Amazon S3 Bucket)
¢ Simple Pipeline Walkthrough (AWS CodeCommit Repository)
¢ Four-Stage Pipeline Tutorial

AWS CodeDeploy supports Elastic Load Balancing, a service that distributes
incoming application traffic across multiple Amazon EC2 instances. The use of
Elastic Load Balancing load balancers is optional in in-place deployments and
mandatory in blue/green deployments.

In-place deployments: When you run an application such as a web service,
the Amazon EC2 instances will most likely be registered with Elastic Load
Balancing load balancers. When you're ready to use AWS CodeDeploy to
deploy code to one of those Amazon EC2 instances, you don't want the load
balancers to continue sending traffic to the Amazon EC2 instance during the
deployment. You can coordinate this kind of deployment by using deployment
lifecycle event scripts in AWS CodeDeploy to deploy new code to Amazon
EC2 instances that are registered with load balancers.

Blue/green deployments: Rerouting instance traffic behind an Elastic Load
Balancing load balancer is fundamental to AWS CodeDeploy blue/green
deployments. As a fleet of replacement instances is registered with one or
more load balancers, instances from the original fleet are deregistered and, if
you choose, terminated.

AWS CodeDeploy integrates with Classic and Application load balancers.
For an in-place deployment, you can use either type. For a blue/green
deployment, you must use a Classic load balancer.

Learn more:

¢ What Is Elastic Load Balancing?

* What Is a Classic Load Balancer?

¢ What Is an Application Load Balancer?

 Integrating AWS CodeDeploy with Elastic Load Balancing (p. 38)

¢ Classic Load Balancer Sample Scripts for AWS CodeDeploy (GitHub)

¢ Application Load Balancer Sample Scripts for AWS CodeDeploy (GitHub)
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Topics
¢ Auto Scaling (p. 37)
¢ Elastic Load Balancing (p. 38)

Integrating AWS CodeDeploy with Auto Scaling

AWS CodeDeploy supports Auto Scaling, an AWS service that can launch Amazon EC2 instances
automatically according to conditions you define. These conditions can include limits exceeded in a
specified time interval for CPU utilization, disk reads or writes, or inbound or outbound network traffic.
Auto Scaling terminates the instances when they are no longer needed. For more information, see
What Is Auto Scaling?.

When new Amazon EC2 instances are launched as part of an Auto Scaling group, AWS CodeDeploy
can deploy your revisions to the new instances automatically. You can also coordinate deployments in
AWS CodeDeploy with Amazon EC2 instances registered with Elastic Load Balancing load balancers.
For more information, see Elastic Load Balancing (p. 38). For information about Elastic Load
Balancing load balancers in blue/green deployments, see Set Up a Classic Load Balancer in Elastic
Load Balancing for Blue/Green Deployments (p. 203).

Note

Be aware that you might encounter issues if you associate multiple deployment groups with a
single Auto Scaling group. If one deployment fails, for example, the instance will begin to shut
down, but the other deployments that were running can take an hour to time out. For more
information, see Avoid associating multiple deployment groups with a single Auto Scaling
group (p. 313) and Under the Hood: AWS CodeDeploy and Auto Scaling Integration.

Topics
¢ Deploying AWS CodeDeploy Applications to Auto Scaling Groups (p. 37)
¢ Auto Scaling Behaviors with AWS CodeDeploy (p. 38)
¢ Using a Custom AMI with AWS CodeDeploy and Auto Scaling (p. 38)

Deploying AWS CodeDeploy Applications to Auto Scaling
Groups

To deploy an AWS CodeDeploy application revision to an Amazon EC2 Auto Scaling group:

1. Create or locate an IAM instance profile that allows the Auto Scaling group to work with Amazon
S3.

Note
You can also use AWS CodeDeploy to deploy revisions from GitHub repositories to Auto
Scaling groups. Although Amazon EC2 instances still require an IAM instance profile, the
profile doesn't need any additional permissions to deploy from a GitHub repository. For
more information, see Step 4: Create an IAM Instance Profile (p. 19).

2. Create or use an Auto Scaling group, specifying the IAM instance profile.

Create or locate a service role that allows AWS CodeDeploy to create a deployment group that
contains the Auto Scaling group.

4. Create a deployment group with AWS CodeDeploy, specifying the Auto Scaling group name and
service role.

5. Use AWS CodeDeploy to deploy your revision to the deployment group that contains the Auto
Scaling group.

For more information, see Tutorial: Deploy to an Auto Scaling Group (p. 85).
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Auto Scaling Behaviors with AWS CodeDeploy

The execution order of custom lifecycle hook events cannot be predetermined

You can add your own lifecycle hooks to Auto Scaling groups to which AWS CodeDeploy deploys.
However, the order in which those custom lifecycle hook events are executed cannot be predetermined
in relation to AWS CodeDeploy default deployment lifecycle events. For example, if you add a custom
lifecycle hook named ReadyFor Sof t war el nst al | to an Auto Scaling group, you cannot know
beforehand whether it will be executed before the first, or after the last, AWS CodeDeploy default
deployment lifecycle event.

To learn how to add custom lifecycle hooks to an Auto Scaling group, see Adding Lifecycle Hooks.

Deleting Auto Scaling groups causes deployment failures for associated
deployment groups

If you add an Auto Scaling group to a deployment group, and then delete the Auto Scaling group, all
future deployments to that deployment group will fail.

Using a Custom AMI with AWS CodeDeploy and Auto Scaling

You have two options for specifying the base AMI to use when new Amazon EC2 instances are
launched in an Auto Scaling group:

* You can specify a base custom AMI that already has the AWS CodeDeploy agent installed. Because
the agent is already installed, this option launches new Amazon EC2 instances more quickly than the
other option. However, this option provides a greater likelihood that initial deployments of Amazon
EC2 instances will fail, especially if the AWS CodeDeploy agent is out of date. If you choose this
option, we recommend you regularly update the AWS CodeDeploy agent in your base custom AMI.

¢ You can specify a base AMI that doesn't have the AWS CodeDeploy agent installed and have the
agent installed as each new instance is launched in an Auto Scaling group. Although this option
launches new Amazon EC2 instances more slowly than the other option, it provides a greater
likelihood that initial deployments of instances will succeed. This option uses the most recent version
of the AWS CodeDeploy agent.

Integrating AWS CodeDeploy with Elastic Load
Balancing

Elastic Load Balancing is an AWS service that automatically distributes incoming application traffic
across multiple Amazon EC2 instances in multiple Availability Zones. Both types of load balancers
supported by Elastic Load Balancing (Classic and Application) can be used in AWS CodeDeploy in-
place deployments. In blue/green deployments, a Classic load balancer is required.

A Classic load balancer makes routing and load balancing decisions either at the transport layer (TCP/
SSL) or the application layer (HTTP/HTTPS). It supports either EC2-Classic or a VPC. An Application
load balancer makes routing and load balancing decisions at the application layer (HTTP/HTTPS) and
supports path-based routing. It can route requests to ports on each EC2 instance or container instance
in your virtual private cloud (VPC).

For more information about Elastic Load Balancing, see the following topics:

¢ What Is Elastic Load Balancing?
¢ What Is a Classic Load Balancer?
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» What Is an Application Load Balancer?

Blue/green deployments

For information about using Elastic Load Balancing load balancers in blue/green deployments, see
Create a Deployment (p. 221).

In-place deployments

When you run an application, including a web service, your Amazon EC2 instances will most likely
be registered with Elastic Load Balancing load balancers. When you use AWS CodeDeploy to deploy
code to one of those Amazon EC2 instances, you don't want the load balancers to send traffic to the
instance during the deployment. You can use deployment lifecycle event scripts in AWS CodeDeploy
to deploy code to Amazon EC2 instances that are registered with load balancers.

Note
You can also set up deployments in AWS CodeDeploy with Amazon EC2 instances that are
part of an Auto Scaling group. For more information, see Auto Scaling (p. 37).

In the AWS CodeDeploy Samples repository on GitHub, we provide instructions and samples

you can adapt to use AWS CodeDeploy with the Classic load balancer and the Application

load balancer. These repositories include three sample scripts—r egi st er _wi t h_el b. sh,

der egi ster_from el b. sh, and common_f unct i ons. sh—that provide all of the code you need to
get going. Simply edit the placeholders in these three scripts, and then reference these scripts from
your appspec. ynl file.

To set up in-place deployments in AWS CodeDeploy with Amazon EC2 instances that are registered
with Elastic Load Balancing load balancers, do the following:

1. Download the samples for the type of load balancer you want to use for an in-place deployment:

¢ Classic load balancer
« Application load balancer
2. Make sure each of your target Amazon EC2 instances has the AWS CLI installed.

Make sure each of your target Amazon EC2 instances has an IAM instance profile attached with,
at minimum, the elasticloadbalancing:* and autoscaling:* permissions.

4. Include in your application's source code directory the deployment lifecycle event scripts
(register_with_elb.sh,deregister_fromelb.sh,and common_f uncti ons. sh).

5. Inthe appspec. ynl for the application revision, provide instructions for AWS CodeDeploy
torunthe regi ster _wi t h_el b. sh script during the ApplicationStart event and the
der egi st er _from el b. sh script during the ApplicationStop event.

6. Ifthe instance is part of an Auto Scaling group, you can skip this step.
In the common_f uncti ons. sh script:

« If you are using the Classic load balancer, specify the names of the Elastic Load Balancing load
balancers in ELB_LI ST="", and make any changes you need to the other deployment settings
in the file.

« If you are using the Application load balancer, specify the names of the Elastic Load Balancing
target group names in TARGET_GROUP_LI ST="", and make any changes you need to the other
deployment settings in the file.

7. Bundle your application's source code, the appspec. ynl , and the deployment lifecycle event
scripts into an application revision, and then upload the revision. Deploy the revision to the
Amazon EC2 instances. During the deployment, the deployment lifecycle event scripts will
deregister the Amazon EC2 instance with the load balancers, wait for the connection to drain,
and then re-register the Amazon EC2 instance with the load balancers after the deployment is
complete.
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Integration with Partner Products and Services

AWS CodeDeploy has built-in integration for the following partner products and services:

Ansible

Atlassian —
Bamboo and
Bitbucket

Chef

CircleCl

CloudBees

If you already have a set of Ansible playbooks, but just need somewhere to
run them, the template for Ansible and AWS CodeDeploy demonstrates how
a couple of simple deployment hooks will ensure Ansible is available on the
local deployment instance and will run the playbooks. Alternatively, if you
already have a process for building and maintaining your inventory, there's
also an Ansible module you can use to install and run the AWS CodeDeploy
agent.

Learn more:
¢ Ansible and AWS CodeDeploy

The AWS CodeDeploy task for Bamboo compresses the directory that
contains an AppSpec file into a .zip file, uploads the file to Amazon S3, and
then starts the deployment according to the configuration provided in the AWS
CodeDeploy application.

Atlassian Bitbucket support for AWS CodeDeploy enables you to push code
to Amazon EC2 instances directly from the Bitbucket Ul, on demand, to any
of your deployment groups. This means that after you update code in your
Bitbucket repository, you do not have to sign in to your continuous integration
(CI) platform or Amazon EC2 instances to run a manual deployment process.

Learn more:

¢ Using the AWS CodeDeploy Task for Bamboo
¢ Announcing Atlassian Bitbucket Support for AWS CodeDeploy

AWS provides two template samples for integrating Chef and AWS
CodeDeploy. The first is a Chef cookbook that will install and start the
AWS CodeDeploy agent. This allows you to continue managing your host
infrastructure with Chef while using AWS CodeDeploy. The second sample
template demonstrates how to use AWS CodeDeploy to orchestrate the
running of cookbooks and recipes with chef-solo on each node.

Learn more:
¢ Chef and AWS CodeDeploy

CircleCl provides an automated testing and continuous integration and
deployment toolset. After you create an IAM role in AWS to use with CircleCl
and configure your deployment parameters in your circle.yml file, you can use
CircleCl with AWS CodeDeploy to create application revisions, upload them to
an Amazon S3 bucket, and then initiate and monitor your deployments.

Learn more:
¢ Continuous Deployment with AWS CodeDeploy

You can use the AWS CodeDeploy Jenkins plugin, available on CloudBees
DEV@cloud, as a post-build action. For example, at the end of a continuous
delivery pipeline, you can use it to deploy an application revision to your fleet
of servers.

Learn more:
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Codeship

GitHub

HashiCorp Consul

Jenkins

Puppet Labs

SaltStack

¢ AWS CodeDeploy Jenkins Plugin Now Available on DEV@cloud

You can use Codeship to deploy application revisions through AWS
CodeDeploy. You can use the Codeship Ul to add AWS CodeDeploy to a
deployment pipeline for a branch.

Learn more:

¢ Deploy to AWS CodeDeploy
¢ AWS CodeDeploy Integration on Codeship

You can use AWS CodeDeploy to deploy application revisions from GitHub
repositories. You can also trigger a deployment from a GitHub repository
whenever the source code in that repository is changed.

Learn more:

e GitHub (p. 42)
e Tutorial: Deploying from GitHub (p. 105)
¢ Automatically Deploy from GitHub Using AWS CodeDeploy

You can use the open-source HashiCorp Consul tool to help ensure the health
and stability of your application environment when you deploy applications

in AWS CodeDeploy. You can use Consul to register applications to be
discovered during deployment, put applications and nodes in maintenance
mode to omit them from deployments, and stop deployments if target
instances become unhealthy.

Learn more:
¢ AWS CodeDeploy Deployments with HashiCorp Consul

The AWS CodeDeploy Jenkins plugin provides a post-build step for your
Jenkins project. Upon a successful build, it will zip the workspace, upload to
Amazon S3, and start a new deployment.

Learn more:

¢ AWS CodeDeploy Jenkins Plugin
¢ Setting Up the Jenkins Plugin for AWS CodeDeploy

AWS provides sample templates for Puppet and AWS CodeDeploy. The first
is a Puppet module that will install and start the AWS CodeDeploy agent. This
allows you to continue managing your host infrastructure with Puppet while
using AWS CodeDeploy. The second sample template demonstrates how to
use AWS CodeDeploy to orchestrate the running of modules and manifests
with a masterless puppet on each node.

Learn more:

¢ Puppet and AWS CodeDeploy

You can integrate SaltStack infrastructure with AWS CodeDeploy. You can
use the AWS CodeDeploy module to install and run the AWS CodeDeploy
agent on your minions or, with a couple of simple deployment hooks, you can
use AWS CodeDeploy to orchestrate the running of your Salt States.

Learn more:

¢ SaltStack and AWS CodeDeploy
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Solano Labs After your build has passed its tests in Solano Cl, a script will run to prepare
your application for release. The aws depl oy push command will package
and push your application through AWS CodeDeploy, and then optionally
deploy the application revision to a deployment group and confirm it has been
deployed. You can also set up automatic AWS CodeDeploy deployments from
your CI build.

Learn more:
¢ AWS CodeDeploy Deployments from Solano Cl Builds

TeamCity You can use the AWS CodeDeploy Runner plugin to deploy applications
directly from TeamCity. The plugin adds a TeamCity build step that prepares
and uploads an application revision to an Amazon S3 bucket, registers the
revision in an AWS CodeDeploy application, creates a AWS CodeDeploy
deployment and, if you choose, waits for the deployment to be completed.

Learn more:

¢ AWS CodeDeploy Runner (Download)
¢ AWS CodeDeploy Runner Plugin (Documentation)

Travis ClI You can configure Travis Cl to trigger a deployment in AWS CodeDeploy after
a successful build.

Learn more:

e Travis Cl and AWS CodeDeploy Deployments

Topics
e GitHub (p. 42)

Integrating AWS CodeDeploy with GitHub

AWS CodeDeploy supports GitHub, a web-based code hosting and sharing service. AWS CodeDeploy
can deploy application revisions stored in GitHub repositories or Amazon S3 buckets to instances.

Topics
¢ Video Introduction to AWS CodeDeploy Integration with GitHub (p. 42)
¢ Deploying AWS CodeDeploy Revisions from GitHub (p. 42)
¢ GitHub Behaviors with AWS CodeDeploy (p. 43)

Video Introduction to AWS CodeDeploy Integration with GitHub

This short video (5:20) demonstrates how to automate application deployments with AWS CodeDeploy
from your existing GitHub workflows.

Video Introduction to AWS CodeDeploy integration with GitHub.

Deploying AWS CodeDeploy Revisions from GitHub

To deploy an application revision from a GitHub repository to instances:

1. Create a revision that's compatible with AWS CodeDeploy and the Amazon EC2 instance type to
which you will deploy.
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To create a compatible revision, follow the instructions in Plan a Revision (p. 210) and Add an
AppSpec File (p. 211).

2. Use a GitHub account to add your revision to a GitHub repository.

To create a GitHub account, see Join GitHub. To create a GitHub repository, see Create a Repo.

3. Use the Create deployment page in the AWS CodeDeploy console or the AWS CLI create-
deployment command to deploy your revision from your GitHub repository to target instances
configured for use in AWS CodeDeploy deployments.

If you want to call the create-deployment command, you must first use the Create deployment
page of the console to give AWS CodeDeploy permission to interact with GitHub on behalf of
your preferred GitHub account for the specified application. You only need to do this once per
application.

To learn how to use the Create deployment page to deploy from a GitHub repository, see Create

a Deployment (p. 221).

To learn how to call the create-deployment command to deploy from a GitHub repository, see
Create a Deployment (CLI) (p. 225).

To learn how to prepare instances for use in AWS CodeDeploy deployments, see Working with
Instances (p. 133).

For more information, see Tutorial: Deploying from GitHub (p. 105).

GitHub Behaviors with AWS CodeDeploy

Topics
e GitHub Authentication with Applications in AWS CodeDeploy (p. 43)
¢ AWS CodeDeploy Interaction with Private and Public GitHub Repositories (p. 44)
¢ AWS CodeDeploy Interaction with Organization-Managed GitHub Repositories (p. 44)
¢ Automatically Deploy from GitHub with AWS CodeDeploy (p. 45)

GitHub Authentication with Applications in AWS CodeDeploy

After you give AWS CodeDeploy permission to interact with GitHub, the association between that
GitHub account and application is stored in AWS CodeDeploy. You can link the application to a
different GitHub account. You can also revoke permission for AWS CodeDeploy to interact with
GitHub.

To link a different GitHub account to an application in AWS CodeDeploy

1. Signinto the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

On the AWS CodeDeploy menu, choose Deployments.
Choose Create deployment.
Note

You don't have to create a new deployment. This is currently the only way to link a
different GitHub account to an application.
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4. From the Application drop-down list, choose the application you want to link to a different GitHub
account.

Next to Revision type, choose My application is stored in GitHub.

Choose Reconnect to GitHub. You will be prompted to authorize AWS CodeDeploy to interact
with GitHub on behalf of your GitHub account for the selected application.

Note

If you don't see a Reconnect to GitHub link, then you have not yet given AWS
CodeDeploy permission to interact with GitHub. To give permission for the first time,
choose Connect to GitHub, and then go to the next step.

If you see a blank web page that briefly appears and then disappears, and you don't see
a Reconnect with GitHub link or a Connect with GitHub button, you have already given
AWS CodeDeploy permission to interact with GitHub, and you are currently signed in to
GitHub. To see the Reconnect with GitHub link, sign out of GitHub, and then repeat the
steps in this section.

7. If you are not already signed in to GitHub, follow the instructions on the Sign in page to sign in
with the GitHub account to which you want to link the application.

8. Choose Authorize application. GitHub gives AWS CodeDeploy permission to interact with
GitHub on behalf of the signed-in GitHub account for the selected application.

9. If you do not want to create a deployment, choose Cancel.

To revoke permission for AWS CodeDeploy to interact with GitHub

1. Signinto GitHub using credentials for the GitHub account in which you want to revoke AWS
CodeDeploy permission.

2. Open the GitHub Applications page, locate AWS CodeDeploy in the list of authorized
applications, and then follow the GitHub procedure for revoking authorization for an application.

AWS CodeDeploy Interaction with Private and Public GitHub Repositories

AWS CodeDeploy supports the deployment of applications from private and public GitHub repositories.
When you give AWS CodeDeploy permission to access GitHub on your behalf, AWS CodeDeploy

will have read-write access to all of the private GitHub repositories to which your GitHub account has
access. However, AWS CodeDeploy only reads from GitHub repositories. It will not write to any of your
private GitHub repositories.

AWS CodeDeploy Interaction with Organization-Managed GitHub Repositories

By default, GitHub repositories that are managed by an organization (as opposed to your account's
own private or public repositories) do not grant access to third-party applications, including AWS
CodeDeploy. Your deployment will fail if an organization's third-party application restrictions are
enabled in GitHub and you attempt to deploy code from its GitHub repository. There are two ways to
resolve this issue.

¢ As an organization member, you can ask the organization owner to approve access to AWS
CodeDeploy. The steps for requesting this access depend on whether you have already authorized
AWS CodeDeploy for your individual account:

« If you have authorized access to AWS CodeDeploy in your account, see Requesting Organization
Approval for Your Authorized Applications.

« If you have not yet authorized access to AWS CodeDeploy in your account, see Requesting
Organization Approval for Third-Party Applications.

* The organization owner can disable all third-party application restrictions for the organization. For
information, see Disabling Third-Party Application Restrictions for Your Organization.
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For more information, see About Third-Party Application Restrictions.

Automatically Deploy from GitHub with AWS CodeDeploy

You can trigger a deployment from a GitHub repository whenever the source code changes. For
instructions, see Automatically Deploy from GitHub Using AWS CodeDeploy.

Integration Examples from the Community

The following sections provide links to blog posts, articles, and community-provided examples.

Note

These links are provided for informational purposes only, and should not be considered
either a comprehensive list or an endorsement of the content of the examples. AWS is not
responsible for the content or accuracy of external content.

Blog posts

¢ Automating AWS CodeDeploy Provisioning in AWS CloudFormation

Learn how to provision the deployment of an application in AWS CodeDeploy by using AWS
CloudFormation.

Published January 2016

« AWS Toolkit for Eclipse Integration with AWS CodeDeploy (Part 1)
AWS Toolkit for Eclipse Integration with AWS CodeDeploy (Part 2)
AWS Toolkit for Eclipse Integration with AWS CodeDeploy (Part 3)

Learn how Java developers can use the AWS CodeDeploy plugin for Eclipse to deploy web
applications to AWS directly from Eclipse development environments.

Published February 2015

¢ Automatically Deploy from GitHub Using AWS CodeDeploy

Learn how automatic deployments from GitHub to AWS CodeDeploy can be used to create an end-
to-end pipeline — from source control to your testing or production environments.

Published December 2014

Videos

¢ Hosting ASP.NET 5 Apps in AWS with Docker and AWS CodeDeploy

Learn how AWS CodeDeploy can be used to deploy ASP.NET 5 applications to an Internet
Information Services (1IS) server on Microsoft Windows operating systems.

Hosting ASP.NET 5 Apps in AWS with Docker and AWS CodeDeploy
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Published October 2015

Duration: 47:37

Mastering AWS CodeDeploy with Jenkins and Puppet

Learn how to use the open-source tools Jenkins and Puppet with AWS CodeDeploy.

Mastering AWS CodeDeploy with Jenkins and Puppet

Published May 2015

Duration: 49:31
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AWS CodeDeploy Tutorials

This section includes some tutorials to help you learn how to use AWS CodeDeploy.

If you haven't completed it already, we recommend you start with Step 5: Try the Sample Deployment
Wizard (p. 23). It requires no prior experience with AWS CodeDeploy. It guides you through the steps
required to deploy one of our sample application revisions to Amazon EC2 instances.

Important
Before you begin, complete the prerequisites in Getting Started (p. 13).

The procedures in these tutorials provide suggestions for the location in which to store files

(for example, c:\temp) and the names to give to buckets, subfolders, or files (for example,
codedeploydemobucket, HelloWorldApp, and CodeDeployDemo-EC2-Trust.json, respectively), but you
are not required to use them. Just be sure to substitute your file locations and names as you perform
the procedures.

Topics
¢ Tutorial: Deploy WordPress to an Amazon EC2 Instance (Amazon Linux or Red Hat Enterprise
Linux and Linux, macQOS, or Unix) (p. 47)

e Tutorial: Deploy a "Hello, World!" Application with AWS CodeDeploy (Windows Server) (p. 64)

¢ Tutorial: Deploy an Application to an On-Premises Instance with AWS CodeDeploy (Windows
Server, Ubuntu Server, or Red Hat Enterprise Linux) (p. 79)

¢ Tutorial: Deploy an Application to an Auto Scaling Group Using AWS CodeDeploy (p. 85)
¢ Tutorial: Deploy an Application from GitHub Using AWS CodeDeploy (p. 105)

Tutorial: Deploy WordPress to an Amazon EC2
Instance (Amazon Linux or Red Hat Enterprise
Linux and Linux, macOS, or Unix)

In this tutorial, you will deploy WordPress, an open source blogging tool and content management
system based on PHP and MySQL, to a single Amazon EC2 instance running Amazon Linux or Red
Hat Enterprise Linux (RHEL).
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Not what you're looking for?
» To practice deploying to an Amazon EC2 instance running Windows Server instead, see
Tutorial: Deploy a HelloWorld Application to a Windows Server Instance (p. 64).

» To practice deploying to an on-premises instance instead of an Amazon EC2 instance, see
Tutorial: Deploy an Application to an On-Premises Instance (p. 79).

This tutorial builds on concepts introduced in Step 5: Try the Sample Deployment Wizard (p. 23). If you
have not yet completed it, you may want to start there first.

This tutorial's steps are presented from the perspective of a local development machine running Linux,
macOS, or Unix. Although you can complete most of these steps on a local machine running Windows,
you will need to adapt the steps that cover commands such as chmod and wget, applications such as
sed, and directory paths such as /t np.

Before you start this tutorial, you must complete the prerequisites in Getting Started (p. 13). These
include configuring your IAM user account, installing or upgrading the AWS CLI, and creating an IAM
instance profile and a service role.

¢ Step 1: Launch an Amazon EC2 Instance (p. 48)

e Step 2: Configure Your Source Content (p. 49)

e Step 3: Upload Your Application to Amazon S3 (p. 52)

e Step 4: Deploy Your Application (p. 56)

¢ Step 5: Update and Redeploy Your Application (p. 59)

¢ Step 6: Clean Up (p. 62)

Step 1: Launch an Amazon Linux or Red Hat
Enterprise Linux Amazon EC2 Instance

To deploy the WordPress application with AWS CodeDeploy, you'll need an Amazon EC2 instance
running Amazon Linux or Red Hat Enterprise Linux (RHEL).

Follow the instructions in Working with Instances (p. 133). When you get to the part in those
instructions about assigning an Amazon EC2 instance tag to the instance, be sure to specify the tag
key of Nane and the tag value of CodeDepl oyDeno. (If you specify a different tag key or tag value,
then the instructions in Step 4: Deploy Your Application (p. 56) may produce unexpected results.)

After you've followed the instructions to launch the Amazon EC2 instance, return to this page, and
continue to the next section. Do not continue on to Create an Application (p. 189) as a next step.
Connect to Your Amazon Linux or RHEL Amazon EC2
Instance

After your new Amazon EC2 instance is launched, follow these instructions to practice connecting to it.

1. Use the ssh command (or an SSH-capable terminal emulator like PuTTY) to connect to your
Amazon Linux or RHEL Amazon EC2 instance. You will need the public DNS address of the
instance and the private key for the key pair you used when you started the Amazon EC2
instance. For more information, see Connect to Your Instance.
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For example, if the public DNS address is ec2- 01- 234- 567- 890. conput e- 1. amazonaws. com
and your Amazon EC2 instance key pair for SSH access is named codedepl oydeno. pem you
would type:

ssh -i /path/to/ codedepl oydeno. pem ec2-
user @c2- 01-234-567-890. conput e- 1. anazonaws. com

Replace / pat h/ t o/ codedepl oydenn. pemwith the path to your . pemfile and the example DNS
address with the address to your Amazon Linux or RHEL Amazon EC2 instance.

Note

If you receive an error about your key file's permissions being too open, you will need to
restrict its permissions to give access only to the current user (you). For example, with the
chmod command on Linux, macOS, or Unix, type:

chnod 400 /pat h/to/ codedepl oydenn. pem

2. After you are signed in, you will see the AMI banner for the Amazon EC2 instance. For Amazon
Linux, it should look like this:

I _1_)
1« / Amazon Li nux AM

N

3. You can now sign out of the running Amazon EC2 instance.

Caution
Do not stop or terminate the Amazon EC2 instance. Otherwise, AWS CodeDeploy won't
be able to deploy to it.

Step 2: Configure Your Source Content to Deploy
to the Amazon Linux or Red Hat Enterprise Linux
Amazon EC2 Instance

Now it's time to configure your application's source content so you have something to deploy to the
instance.
Topics

¢ Get the Source Code (p. 49)

¢ Create Scripts to Run Your Application (p. 50)

¢ Add an Application Specification File (p. 51)

Get the Source Code

For this tutorial, you'll deploy the WordPress content publishing platform from your development
machine to the target Amazon EC2 instance. To get the WordPress source code, you can use built-
in command-line calls. Or, if you have Git installed on your development machine, you can use that
instead.
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For these steps, we assume you'll download a copy of the WordPress source code to the / t np
directory on your development machine. (You can choose any directory you like, but remember to
substitute your chosen location for / t mp wherever it is specified in these steps.)
Topics

¢ To get a copy of the WordPress source code (built-in command-line calls) (p. 50)

¢ To get a copy of the WordPress source code (Git) (p. 50)

To get a copy of the WordPress source code (built-in command-line calls)

1. Call the wget command to download a copy of the WordPress source code, as a .zip file, to the
current directory:

wget https://github. coml Wor dPress/ Wr dPress/ archive/ master. zip

2. Call the unzip, mkdir, cp, and rm commands to unpack the mast er .zip file into the / t np/
Wor dPr ess_Tenp directory (folder), copy its unzipped contents to the / t np/ Wor dPr ess
destination folder, and then delete the temporary / t np/ Wor dPr ess_Tenp folder and nast er file.
Run the commands one at a time:

unzi p master -d /tnp/ WrdPress_Tenp

nkdir -p /tnp/WrdPress

cp -paf /tnp/ WordPress_Tenp/ Wr dPress-nmaster/* /tnp/ WrdPress

rm-rf /tnp/ WordPress_Tenp

rm-f master

This leaves you with a clean set of WordPress source code files in the / t np/ Wor dPr ess folder.

To get a copy of the WordPress source code (Git)

Download and install Git on your development machine.
In the / t mp/ Wor dPr ess folder, call the git init command.

Call the git clone command to clone the public WordPress repository, making your own copy of it
in the / t np/ Wor dPr ess destination folder:

git clone https://github.coni WordPress/ WrdPress.git /tnp/WrdPress

This leaves you with a clean set of WordPress source code files in the / t np/ Wor dPr ess folder.

Create Scripts to Run Your Application

Next, you will create a folder and scripts in the directory. AWS CodeDeploy will use these scripts to
set up and deploy your application revision on the target Amazon EC2 instance. You can use any text
editor to create the scripts.
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Create a scripts directory in your copy of the WordPress source code:

nkdir -p /tnp/ WrdPress/scripts

Create ani nst al | _dependenci es. sh filein/t mp/ Wor dPr ess/ scri pt s. Add the following
lines to the file. This i nst al | _dependenci es. sh script will install Apache, MySQL, and PHP. It
will also add MySQL support to PHP.

#! / bi n/ bash
yum groupinstall -y "Wb Server" "M/SQ Database" "PHP Support™"

yuminstall -y php-nmnysql

Create a st op_server. shfilein/t np/ Wor dPr ess/ scri pt s. Add the following lines to the file.
This st op_ser ver. sh script will stop Apache and MySQL.

#! / bi n/ bash

i SExi st App="pgrep httpd

if [[ -n $isExistApp ]]; then
service httpd stop

fi

i SExi st App="pgrep nysqld

if [[ -n $isExistApp ]]; then
service nysqld stop

fi

Create astart_server. shfilein/tnp/ Wor dPress/ scri pt s. Add the following lines to the
file. This st art _server . sh script will start Apache and MySQL.

#! / bi n/ bash
service httpd start
service nysqld start

Finally, create a change_per mi ssi ons. sh scriptin/t np/ Wor dPr ess/ scri pt s. This will be
used to change the folder permissions in Apache.

#!/ bi n/ bash
chnod -R 755 /var/ww ht M / Wor dPr ess

Give all of the scripts executable permissions. On the command line, type:

chnod +x /tnp/ WordPress/ scripts/*

Add an Application Specification File

Next, you will add an application specification file (AppSpec file), a YAML-formatted file used by AWS
CodeDeploy to:

¢ Map the source files in your application revision to their destinations on the target Amazon EC2
instance.

« Specify custom permissions for deployed files.
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¢ Specify scripts to be run on the target Amazon EC2 instance during the deployment.

The AppSpec file must be named appspec. yni . It must be placed in the application's source code's
root directory.

With your text editor, create a file named appspec. ym . Add the following lines to the file:

version: 0.0
os: |inux
files:
- source: [/
destination: /var/ww// htm /WrdPress
hooks:
Beforelnstal |l :
- location: scripts/install_dependencies. sh
timeout: 300
runas: root
Afterlnstall
- location: scripts/change_perm ssions. sh
timeout: 300
runas: root
ApplicationStart:
- location: scripts/start_server.sh
timeout: 300
runas: root
Appl i cati onSt op:
- location: scripts/stop_server.sh
timeout: 300
runas: root

AWS CodeDeploy will use this AppSpec file to copy all of the files in the / t np/ Wor dPr ess folder

on the development machine to the / var / ww/ ht m / Wor dPr ess folder on the target Amazon EC2
instance. During the deployment, AWS CodeDeploy will run the specified scripts as r oot in the /

var / ww/ ht m / Wér dPr ess/ scri pt s folder on the target Amazon EC2 instance at specified events
during the deployment lifecycle, such as Bef orel nstal | and Afterl nstall . If any of these scripts
take longer than 300 seconds (5 minutes) to run, AWS CodeDeploy will stop the deployment and mark
the deployment as failed.

For more information about these settings, see the AppSpec File Reference (p. 269).

Important

The locations and numbers of spaces between each of the items in this file are important. If
the spacing is incorrect, AWS CodeDeploy will raise an error that may be difficult to debug.
For more information, see AppSpec File Spacing (p. 284).

Step 3: Upload Your WordPress Application to
Amazon S3

Now you will prepare and upload your source content to a location from which AWS CodeDeploy can
deploy it. The following instructions show you how to provision an Amazon S3 bucket, prepare the
application revision's files for the bucket, bundle the revision's files, and then push the revision to the
bucket.

Note
Although it's not covered in this tutorial, you can use AWS CodeDeploy to deploy applications
from GitHub repositories to instances. For more information, see GitHub (p. 42).
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Topics
¢ Provision an Amazon S3 Bucket (p. 53)
¢ Prepare the Application's Files for the Bucket (p. 55)
¢ Bundle the Application's Files into a Single Archive File and Push the Archive File (p. 55)

Provision an Amazon S3 Bucket

Create a storage container or bucket in Amazon S3—or use an existing bucket. Make sure you can
upload the revision to the bucket and that Amazon EC2 instances used in deployments can download
the revision from the bucket.

You can use the AWS CLI, the Amazon S3 console, or the Amazon S3 APIs to create an Amazon S3
bucket. After you create the bucket, make sure to give access permissions to the bucket and your IAM
user.

Note

Bucket names must be unique across Amazon S3 for all AWS accounts. If you

aren't able to use codedepl oydenobucket , try a different bucket name, such as

codedepl oydenpbucket followed by a dash and your initials or some other unique identifier.
Then be sure to substitute your bucket name for codedepl oydenpbucket wherever you see
it throughout this tutorial.

The Amazon S3 bucket must be created in the same AWS region where your target Amazon
EC2 instances are launched. For example, if you create the bucket in the US East (N. Virginia)
Region, then your target Amazon EC2 instances must be launched in the US East (N.
Virginia) Region.

Topics
¢ To create an Amazon S3 bucket (CLI) (p. 53)
e To create an Amazon S3 bucket (console) (p. 53)
¢ Give permissions to the Amazon S3 bucket and your IAM user (p. 53)

To create an Amazon S3 bucket (CLI)

Call the mb command to create an Amazon S3 bucket hamed codedepl oydenmpbucket :

aws s3 nb s3://codedepl oydenpbucket

To create an Amazon S3 bucket (console)

Open the Amazon S3 console at https://console.aws.amazon.com/s3/.
In the Amazon S3 console, choose Create bucket.

In the Bucket name box, type a name for the bucket.

In the Region list, choose the target region, and then choose Create.

P owbdE

Give permissions to the Amazon S3 bucket and your IAM user

You must have permissions to upload to the Amazon S3 bucket. You can specify these permissions
through an Amazon S3 bucket policy. For example, in the following Amazon S3 bucket policy, using
the wildcard character (*) allows AWS account 111122223333 to upload files to any directory in the
Amazon S3 bucket named codedepl oydenpbucket :

{
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"Statenent": [

{
"Action": ["s3:Putoject"],
"Effect": "Alow',
"Resource": "arn:aws:s3:::codedepl oydenobucket/*",
"Principal": {
"AVE"
"111122223333"
]
}
}

Now is a good time to verify the Amazon S3 bucket will allow download requests from each
participating Amazon EC2 instance. You can specify this through an Amazon S3 bucket

policy. For example, in the following Amazon S3 bucket policy, using the wildcard character (*)

allows any Amazon EC2 instance with an attached |IAM instance profile containing the ARN

arn: aws: i am : 80398EXAMPLE: r ol e/ CodeDepl oyDenp to download files from any directory in the
Amazon S3 bucket named codedepl oydenpbucket :

{
"Statenent": [
{
"Action": ["s3:Get*", "s3:List*"],
"Effect": "Allow',
"Resource": "arn:aws:s3:::codedepl oydenobucket/*",
"Principal": {
"AWS': [
"arn: aws: i am : 80398EXAMPLE: r ol e/ CodeDepl oyDenn"
]
}
}
]
}

For information about how to generate and attach an Amazon S3 bucket policy, see Bucket Policy
Examples.

Your account must have permission to upload the revision to the Amazon S3 bucket. One way to
specify this is through an IAM policy. The following custom IAM user policy allows your IAM user to
upload revisions anywhere in the Amazon S3 bucket named codedepl oydenobucket :

{
"Version":"2012-10- 17",
"Statenent": [
"Effect":"Al ow',
"Action":["s3: Put hject"],
"Resource":"arn: aws: s3: : : codedepl oydenobucket / *"
}
]
}

For information about how to create and attach an IAM policy, see Working with Policies.
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Prepare the Application's Files for the Bucket

Make sure the WordPress application files, the AppSpec file, and the scripts are organized on your
development machine similar to the following:

[t np/
| --Wor dPress/
-- appspec. yn
-- scripts/
| -- install_dependenci es. sh
| -- change_perni ssi ons. sh
| -- start_server.sh
| -- stop_server.sh
-- Wwp-adm n/
|-- (various files...)
-- wp-content/
|-- (various files...)
-- wp-includes/
|-- (various files...)
-- index. php
-- license.txt
-- readne. htn
-- (various files ending with .php...)

Bundle the Application's Files into a Single Archive File and
Push the Archive File

Bundle the WordPress application files and the AppSpec file into an archive file (known as an
application revision).

Note
You may be charged for storing objects in a bucket and for transferring application revisions
into and out of a bucket. For more information, see Amazon S3 Pricing.

1. On the development machine, switch to the folder where the files are stored:

cd /tnp/ WordPress

Note

If you don't switch to this folder, then the file bundling will start at your current folder. For
example, if your current folder is / t np instead of / t np/ Wr dPr ess, then the bundling
will start with files and subfolders in the t np folder, which may include more than the
Wor dPr ess subfolder.

2. Call the create-application command to register a new application named Wor dPr ess_App:

aws depl oy create-application --application-name WrdPress_App

3. Call the AWS CodeDeploy push command to bundle the files together, upload the revisions to
Amazon S3, and register information with AWS CodeDeploy about the uploaded revision, all in
one action.

aws depl oy push \
--application-nane WrdPress_App \
--s3-location s3://codedepl oydemobucket / Wr dPressApp. zip \
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--ignore-hidden-files

This command bundles the files from the current directory (excluding any hidden files) into a single
archive file named Wor dPr essApp. zi p, uploads the revision to the codedepl oydenobucket
bucket, and registers information with AWS CodeDeploy about the uploaded revision.

Step 4: Deploy Your WordPress Application

Now you will deploy the sample WordPress application revision you uploaded to Amazon S3. You
will use the AWS CLI or the AWS CodeDeploy console to deploy the revision and monitor the
deployment's progress. After the application revision is successfully deployed, you will check the
results.
Topics

¢ Deploy Your Application Revision with AWS CodeDeploy (p. 56)

¢ Monitor and Troubleshoot Your Deployment (p. 58)

e Verify Your Deployment (p. 59)

Deploy Your Application Revision with AWS CodeDeploy

Topics
e To deploy your application revision (CLI) (p. 56)
¢ To deploy your application revision (console) (p. 57)

To deploy your application revision (CLI)

1. First, the deployment will need a corresponding deployment group. However, before you create
the deployment group, you will need a service role ARN. A service role is an IAM role that gives a
service permission to act on your behalf. In this case, the service role will give AWS CodeDeploy
permission to access your Amazon EC2 instances to expand (read) their Amazon EC2 instance
tags.

You should have already followed the instructions in Create a Service Role (CLI) (p. 17) to create
a service role. To get the ARN of the service role, see Get the Service Role ARN (CLI) (p. 19).

2. Now that you have the ARN, call the create-deployment-group command to create a deployment
group named Wor dPr ess_DepGr oup, associated with the application named Wor dPr ess_App,
using the Amazon EC2 tag named CodeDepl oyDenp and deployment configuration named
CodeDepl oyDef aul t . OneAt ATi e, with the service role ARN:

aws depl oy create-depl oynent-group \
--application-nane WrdPress_App \
- - depl oynent - gr oup- name Wor dPress_DepG oup \
- -depl oynent - conf i g- name CodeDepl oyDef aul t . OneAt ATi me \
--ec2-tag-filters Key=Name, Val ue=CodeDepl oyDeno, Type=KEY_AND_VALUE \
--service-role-arn serviceRol eARN

Note

The create-deployment-group command provides support for creating triggers that result
in the sending of Amazon SNS notifications to topic subscribers about specified events in
deployments and instances. The command also supports options for automatically rolling
back deployments and setting up alarms to stop deployments when certain monitoring
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thresholds are met in Amazon CloudWatch Alarms. Commands for these actions are
excluded from the sample in this tutorial.

3. Now call the create-deployment command to create a deployment associated
with the application named Wor dPr ess_App, the deployment configuration named
CodeDepl oyDef aul t. OneAt ATi e, and the deployment group named Wor dPr ess_DepG oup,
using the application revision named Wor dPr essApp. zi p in the bucket named
codedepl oydenpbucket :

aws depl oy create-depl oynent \
--application-nane WrdPress_App \
--depl oynent - confi g- name CodeDepl oyDef aul t . OneAt ATi e \
- - depl oynent - gr oup- nanme Wor dPress_DepG oup \
--s3-location
bucket =codedepl oydenobucket , bundl eType=zi p, key=Wor dPr essApp. zi p

To deploy your application revision (console)

1. Before you use the AWS CodeDeploy console to deploy your application revision, you will need
a service role ARN. A service role is an IAM role that gives a service permission to act on your
behalf. In this case, the service role will give AWS CodeDeploy permission to access your Amazon
EC2 instances to expand (read) their Amazon EC2 instance tags.

You should have already followed the instructions in Create a Service Role (Console) (p. 16) to
create a service role. To get the ARN of the service role, see Get the Service Role ARN (Console)

(p. 19).

2. Now that you have the ARN, you use the AWS CodeDeploy console to deploy your application
revision:

Sign in to the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

If the Applications page is not displayed, on the AWS CodeDeploy menu, choose Applications.
In the list of applications, choose WordPress_App.

Under Deployment groups, choose Create deployment group.

In the Deployment group name box, type Wor dPr ess_DepGr oup.

Under Deployment type, choose In-place deployment.

Under Add instances, in the list of tags, choose Amazon EC2 from the Tag type drop-down list.

© N ok~

In the Key box, type Nare.
10. In the Value box, type CodeDepl oyDeno.
Note

After you type CodeDepl oyDenp, a 1 should appear under Instances to confirm AWS
CodeDeploy found one matching Amazon EC2 instance.

11. Inthe Deployment configuration drop-down list, choose CodeDeployDefault.OneAtATime.

12. Inthe Service role ARN drop-down list, choose the service role ARN, and then choose Create
deployment group.

13. Onthe Application details page, select the button next to the new deployment group. In the
Actions menu, choose Deploy new revision.

14. Inthe Application drop-down list, choose WordPress_App.
15. In the Deployment group drop-down list, choose WordPress_DepGroup.
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16.

17.

18.
19.
20.

Next to Repository type, choose My application is stored in Amazon S3. In the Revision
location box, type the location of the sample WordPress application revision you previously
uploaded to Amazon S3. To get the location:

1. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

2. Inthe list of buckets, choose codedeploydemobucket (or the name of the bucket where you
uploaded your application revision).

In the list of objects, choose WordPressApp.zip.
Choose the Properties tab.

Copy the value of the Link field to your clipboard.
It might look something like this:

https://s3. amazonaws. com codedepl oydenobucket / Wor dPr essApp. zi p

6. Return to the AWS CodeDeploy console, and in the Revision location box, paste the Link
field value.

If a message appears in the File type list stating the file type could not be detected, choose .zip in
the list of file types.

(Optional) Type a comment in the Deployment description box.
From the Deployment configuration drop-down list, choose CodeDeployDefault.OneAtATime.
Choose Deploy. Information about your newly created deployment will appear on the
Deployments page.

Tip

To get the current status of the deployment, choose the Refresh button next to the table.

Monitor and Troubleshoot Your Deployment

Topics

¢ To monitor and troubleshoot your deployment (CLI) (p. 58)

¢ To monitor and troubleshoot your deployment (console) (p. 59)

To monitor and troubleshoot your deployment (CLI)

1.

3.

Get the deployment's ID by calling the list-deployments command against the application named
Wor dPr ess_App and the deployment group named Wor dPr ess_DepGr oup:

aws depl oy list-deploynments --application-nane WordPress_App --depl oynent -
group-nane WordPress_DepG oup --query 'deploynents' --output text

Call the get-deployment command with the deployment ID:

aws depl oy get-depl oyment --deploynent-id deploynentlD --query
" depl oynment | nfo. status' --output text

The command will return the deployment's overall status. If successful, the value will be
Succeeded.

If the overall status is Fai | ed, you can call commands such as list-deployment-instances and get-
deployment-instance to troubleshoot. For more troubleshooting options, see Analyzing log files to
investigate deployment failures on instances (p. 308).
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To monitor and troubleshoot your deployment (console)

On the Deployments page in the AWS CodeDeploy console, you can monitor your deployment's
status in the Status column.

Tip

To get the current status of the deployment, choose the Refresh button above the table.

To get more information about your deployment, especially if the Status column value has any value
other than Succeeded:

1. Inthe Deployments table, choose the arrow next to the deployment ID. After a deployment fails, a
message that describes the reason for the failure will appear in Details.

2. InlInstances, choose View all instances. More information about the deployment will be
displayed. After a deployment fails, you may be able to determine on which Amazon EC2
instances and at which step the deployment failed.

Note
If you don't see Instances, choose the Refresh button above the table. After the Status
column changes from In progress to Created, Instances should appear.

3. If you want to do more troubleshooting, you can use a technique like the one described in View
Instance Details (p. 150). You can also analyze the deployment log files on an Amazon EC2
instance. For more information, see Analyzing log files to investigate deployment failures on
instances (p. 308).

Verify Your Deployment

After your deployment is successful, verify your WordPress installation is working. Use the public DNS
address of the Amazon EC2 instance, followed by / Wor dPr ess, to view your site in a web browser.
(To get the public DNS value, in the Amazon EC2 console, choose the Amazon EC2 instance, and on
the Description tab, look for the value of Public DNS.)

For example, if the public DNS address of your Amazon EC2 instance is
ec2-01-234-567-890. conput e- 1. amazonaws. com you would use the following URL:

http://ec2-01-234-567-890. conput e- 1. anazonaws. conf Wor dPr ess

Step 5: Update and Redeploy Your WordPress
Application

Now that you've successfully deployed your application revision, update the WordPress code on the
development machine, and then use AWS CodeDeploy to redeploy the site. You should be able to see
the code changes on the Amazon EC2 instance.

Topics
¢ Set Up the WordPress Site (p. 59)
« Modify the Site (p. 60)
¢ Redeploy the Site (p. 60)

Set Up the WordPress Site

To see the effects of the code change, finish setting up the WordPress site so that you have a fully
functional installation.
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1. Type your site's URL into your web browser. The URL is the public DNS address of
the Amazon EC2 instance plus a/ Wor dPr ess extension. For this example WordPress
site (and example Amazon EC2 instance public DNS address), the URL is htt p: //
ec2-01- 234-567- 890. conmput e- 1. anazonaws. com Wor dPr ess.

2. If you haven't set up the site yet, the WordPress default configuration page will appear. Choose
Create a Configuration File.

3. On the database configuration page, type the following values to use the default MySQL database:

« Database Name: t est

* User Name: r oot

e Password: Leave blank.

e Database Host: | ocal host
» Table Prefix: wp_

Choose Submit to set up the database.

4. Continue the site setup. On the Welcome page, fill in any values you want, and choose Install
WordPress. When the installation is complete, you will be able to sign in to your dashboard.

Modify the Site

To modify the WordPress site, go to the application's folder on your development machine:

cd /tnp/ WordPress

To modify some of the site's colors, in the wp- cont ent / t hemes/ t went yfi ft een/ styl e. css file,
use a text editor or sed to change #f f f to #768331.

On Linux or other systems with GNU sed, use:

sed -i 's/#fff/#768331/g" wp-content/thenes/twentyfifteen/style.css

On Mac OS X, Unix, or other systems with BSD sed, use:

sed -i "' "s/#fff/#768331/g" wp-content/thenes/twentyfifteen/style.css

Redeploy the Site

Now that you've modified the site's code, use Amazon S3 and AWS CodeDeploy to redeploy the site.

Bundle and upload the changes to Amazon S3, as described in Bundle the Application's Files

into a Single Archive File and Push the Archive File (p. 55). (As you follow those instructions,
remember you do not need to create an application.) Give the new revision the same key as before
(Wor dPr essApp. zi p). Upload it to the same Amazon S3 bucket you created earlier (for example,
codedepl oydenobucket).

Use the AWS CLI, the AWS CodeDeploy console, or the AWS CodeDeploy APIs to redeploy the site.

Topics
¢ To redeploy the site (CLI) (p. 61)
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¢ To redeploy the site (console) (p. 61)

To redeploy the site (CLI)

Call the create-deployment command to create a deployment based on the newly uploaded
revision. Use the application named Wor dPr ess_App, the deployment configuration named
CodeDepl oyDef aul t . OneAt ATi ne, the deployment group named Wor dPr ess_DepGr oup, and the
revision named Wor dPr essApp. zi p in the bucket named codedepl oydenobucket :

aws depl oy create-depl oynent \
--application-name WrdPress_App \
- -depl oynment - conf i g- nanme CodeDepl oyDef aul t . OneAt ATi ne \
- -depl oynment - gr oup- name Wor dPress_DepG oup \
--s3-location
bucket =codedepl oydenobucket, bundl eType=zi p, key=Wor dPr essApp. zi p

You can check the status of the deployment, as described in Monitor and Troubleshoot Your
Deployment (p. 58).

After AWS CodeDeploy has redeployed the site, revisit the site in your web browser to verify the
colors have been changed. (You may need to refresh your browser.) If the colors have been changed,
congratulations! You have successfully modified and redeployed your site!

To redeploy the site (console)

1. Signinto the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

2. Onthe AWS CodeDeploy menu, choose Deployments.
3. Choose Create deployment.
4. Onthe Create deployment page:

1. Inthe Application list, choose WordPress_App.

Note
If no entries are displayed, make sure the correct region is selected. On the
navigation bar, in the region selector, choose one of one of the regions listed in
Region and Endpoints in the AWS General Reference. AWS CodeDeploy supports
these regions only.

2. Inthe Deployment group list, choose WordPress_DepGroup.

In the Revision type area, choose My application is stored in Amazon S3, and then copy
your revision's Amazon S3 link into the Revision location box. To find the link value:

1. Inaseparate browser tab:

Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

Browse to and open codedeploydemobucket, and then choose your revision,
Wor dPr essApp. zi p.

2. Ifthe Properties pane is not visible in the Amazon S3 console, choose the Properties
button.

3. Inthe Properties pane, copy the value of the Link field into the Revision location box in
the AWS CodeDeploy console.
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If a message appears saying the file type could not be detected, choose .zip.

5. Leave the Deployment description box blank.
In the Deployment configuration list, choose CodeDeployDefault.OneAtATime, and then
choose Deploy.

To update the deployment's status, choose the Refresh button above the table.

You can check the status of the deployment, as described in Monitor and Troubleshoot Your
Deployment (p. 58).

After AWS CodeDeploy has redeployed the site, revisit the site in your web browser to verify
the colors have been changed. (You may need to refresh your browser.) If the colors have
been changed, congratulations! You have successfully modified and redeployed your site!

Step 6: Clean Up Your WordPress Application and
Related Resources

You've now successfully made an update to the WordPress code and redeployed the site. To avoid
ongoing charges for resources you created for this tutorial, you should delete:

* Any AWS CloudFormation stacks (or terminate any Amazon EC2 instances, if you created them
outside of AWS CloudFormation).

* Any Amazon S3 buckets.

e The Wor dPr ess_App application in AWS CodeDeploy.

You can use the AWS CLI, the AWS CloudFormation, Amazon S3, Amazon EC2, and AWS
CodeDeploy consoles, or the AWS APIs to perform the cleanup.
Topics

¢ To clean up resources (CLI) (p. 62)

¢ To clean up resources (console) (p. 63)

¢ What's Next? (p. 64)

To clean up resources (CLI)

1. If you used our AWS CloudFormation template for this tutorial, call the delete-stack command
against the stack named CodeDepl oyDenpSt ack. This will terminate all accompanying Amazon
EC2 instances and delete all accompanying IAM roles the stack created:

aws cloudformati on del ete-stack --stack-name CodeDepl oyDenoSt ack

2. To delete the Amazon S3 bucket, call the rm command with the --recursive switch against the
bucket named codedepl oydenpbucket . This will delete the bucket and all objects in the bucket:

aws s3 rm s3://codedepl oydenpbucket --recursive

3. To delete the Wr dPr ess_App application, call the delete-application command. This will also
delete all associated deployment group records and deployment records for the application:

aws depl oy del ete-application --application-name WrdPress_App
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If you did not use the AWS CloudFormation stack for this tutorial, call the terminate-instances
command to terminate any Amazon EC2 instances you manually created. Supply the ID of the Amazon
EC2 instance to terminate:

aws ec2 term nate-instances --instance-ids instanceld

To clean up resources (console)

If you used our AWS CloudFormation template for this tutorial, delete the associated AWS
CloudFormation stack.

1. Signin to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

2. Inthe Filter box, type the AWS CloudFormation stack name you created earlier (for example,
CodeDepl oyDenpSt ack).

3. Select the box beside stack name. In the Actions menu, choose Delete Stack.

AWS CloudFormation deletes the stack, terminates all accompanying Amazon EC2 instances, and
deletes all accompanying IAM roles.

To terminate Amazon EC2 instances you created outside of an AWS CloudFormation stack:

1. Signin to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

2. Inthe INSTANCES list, choose Instances.

3. Inthe search box, type the name of the Amazon EC2 instance you want to terminate (for example,
CodeDepl oyDenp), and then press Enter.

4. Choose the Amazon EC2 instance name.

5. Inthe Actions menu, point to Instance State, and then choose Terminate. When prompted,
choose Yes, Terminate.

Repeat these steps for each instance.
To delete the Amazon S3 bucket:

1. Signinto the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

2. Inthe list of buckets, browse to and choose the name of the Amazon S3 bucket you created earlier
(for example, codedepl oydenpbucket ).

3. Before you can delete a bucket, you must first delete its contents. Select all of the files in the
bucket, such as Wor dPr essApp. zi p. In the Actions menu, choose Delete. When prompted to
confirm the deletion, choose OK.

4. After the bucket is empty, you can delete the bucket. In the list of buckets, choose the row of the

bucket (but not the bucket name). Choose Delete bucket, and when prompted to confirm, choose
OK.

To delete the Wor dPr ess_App application from AWS CodeDeploy:

1. Signinto the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).
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2. Onthe AWS CodeDeploy menu, choose Applications.
3. Inthe list of applications, choose WordPress_App.

4. Onthe Application details page, in Deployment groups, choose the button next to the
deployment group. On the Actions menu, choose Delete. When prompted, type the name of the
deployment group to confirm you want to delete it, and then choose Delete.

5. At the bottom of the Application details page, choose Delete application.

6. When prompted, type the name of the application to confirm you want to delete it, and then choose
Delete.

What's Next?

If you've arrived here, congratulations! You have successfully completed an AWS CodeDeploy
deployment, and then updated your site's code and redeployed it.

Tutorial: Deploy a "Hello, World!" Application with
AWS CodeDeploy (Windows Server)

In this tutorial, you will deploy a single web page to a single Windows Server Amazon EC2 instance
running Internet Information Services (11S) as its web server. This web page will display a simple "Hello,
World!" message.

Not what you're looking for?

» To practice deploying to an Amazon Linux or Red Hat Enterprise Linux (RHEL) Amazon EC2
instance instead, see Tutorial: Deploy WordPress to a Non-Windows Instance (p. 47).

» To practice deploying to an on-premises instance instead, see Tutorial: Deploy an Application
to an On-Premises Instance (p. 79).

This tutorial builds on concepts that were introduced in the Step 5: Try the Sample Deployment
Wizard (p. 23). If you have not yet completed it, you may want to do that first.

This tutorial's steps are presented from a Windows perspective. Although you can complete most of
these steps on a local machine running Linux, macOS, or Unix, you will need to adapt those that cover
Windows-based directory paths such as c: \ t enp. Also, if you want to connect to the Amazon EC2
instance, you will need a client application that is capable of connecting through Remote Desktop
Protocol (RDP) to the Amazon EC2 instance running Windows Server. (Windows includes an RDP
connection client application by default.)

Before you start this tutorial, you must complete the prerequisites in Getting Started (p. 13), including
configuring your IAM user, installing or upgrading the AWS CLI, and creating an IAM instance profile
and a service role.

¢ Step 1: Launch an Amazon EC2 Instance (p. 65)

¢ Step 2: Configure Your Source Content (p. 65)

e Step 3: Upload Your Application to Amazon S3 (p. 68)
e Step 4: Deploy Your Application (p. 71)

¢ Step 5: Update and Redeploy Your Application (p. 74)
¢ Step 6: Clean Up (p. 77)
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Step 1: Launch a Windows Server Amazon EC2
Instance

To deploy the "Hello, World!" application with AWS CodeDeploy, you'll need an Amazon EC2 instance
running Windows Server.

Follow the instructions in Working with Instances (p. 133). When you get to the part in those
instructions about assigning an Amazon EC2 instance tag to the instance, be sure to specify the tag
key of Nane and the tag value of CodeDepl oyDenv. (If you specify a different tag key or tag value,
then the instructions in Step 4: Deploy Your Application (p. 71) may produce unexpected results.)

After you've followed the instructions to launch the Amazon EC2 instance, return to this page, and
continue to the next section. Do not continue on to Create an Application (p. 189) as a next step.

Connect to Your Amazon EC2 Instance

After your Amazon EC2 instance is launched, follow these instructions to practice connecting to it.

Note

In these instructions, we assume you are running Windows and the Windows Desktop
Connection client application. For information, see Connecting to Your Windows Instance
Using RDP. You may need to adapt these instructions for other operating systems or other
RDP connection client applications.

1. Signinto the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec?2/.

In the navigation pane, under Instances, choose Instances.
Browse to and choose your Windows Server instance in the list.
Choose Connect.

Choose Get Password.

Choose Browse. Browse to and choose the Amazon EC2 instance key pair file associated with
the Windows Server Amazon EC2 instance, and then choose Open.

Choose Decrypt Password. Make a note of the password that is displayed.
Choose Download Remote Desktop File, and then open the file.

9. If you are prompted to connect even though the publisher of the remote connection can't be
identified, proceed.

10. When prompted for a password, type the password you noted in step 7, and then proceed. (If your
RDP connection client application prompts you for a user name, type Admi ni strat or.)
11. If you are prompted to connect even though the identify of the remote computer cannot be verified,
proceed.
12. After you are connected, the desktop of the Amazon EC2 instance running Windows Server is
displayed.
13. You can now sign out of the running Amazon EC2 instance.
Caution
Do not stop or terminate the instance. Otherwise, AWS CodeDeploy won't be able to
deploy to it.

o0k 0N

© N

Step 2: Configure Your Source Content to Deploy to
the Windows Server Amazon EC2 Instance

Now it's time to configure your application's source content so you have something you can deploy
to the Amazon EC2 instance. For this tutorial, you'll deploy a single web page to the Amazon EC2

API Version 2014-10-06
65


http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

AWS CodeDeploy User Guide
Step 2: Configure Your Source Content

instance running Windows Server, which will run Internet Information Services (1IS) as its web server.
This web page will display a simple "Hello, World!" message.

Topics

¢ Create the Web Page (p. 66)
¢ Create a Script to Run Your Application (p. 67)
« Add an Application Specification File (p. 67)

Create the Web Page

1.

Create a subdirectory (subfolder) named Hel | oWor | dApp in your c: \ t enp folder, and then
switch to that folder.

nkdir c:\tenp\ Hel | oVWorl dApp
cd c:\tenp\ Hel | oWor| dApp

Note

You don't have to use the location of c: \ t enp or the subfolder name of

Hel | oWor | dApp. If you use a different location or subfolder name, be sure to use it
throughout this tutorial.

Use a text editor to create a file inside of the folder. Name the file i ndex. ht mi .

not epad i ndex. htm

Add the following HTML code to the file, and then save the file.

<I DOCTYPE html PUBLIC "-//WBC//DTD HTM. 4.01 Transitional //EN'" "http://
www. W3. or g/ TR/ ht m 4/ 1 oose. dt d" >
<htm >
<head>
<title>Hello, Wrld!</title>
<styl e>
body {
color: #ffffff;
background-col or: #0188cc;
font-famly: Arial, sans-serif;
font-size: 14px;
}
</styl e>
</ head>
<body>
<di v align="center"><hl>Hello, World!</hl></div>
<di v align="center"><h2>You have successfully depl oyed an application
usi ng AWS CodeDepl oy</ h2></di v>
<div align="center">
<p>What to do next? Take a | ook through the <a href="http://
docs. aws. amazon. com codedepl oy" >AW5 CodeDepl oy Docunent ati on</ a>. </ p>
</ div>
</ body>
</htm >
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Create a Script to Run Your Application

Next, you will create a script that AWS CodeDeploy will use to set up the web server on the target
Amazon EC2 instance.

1. Inthe same subfolder where the i ndex. ht nl file is saved, use a text editor to create another file.
Name the file bef ore-i nstal | . bat.

not epad before-install. bat

2. Add the following batch script code to the file, and then save the file.

REM I nstall Internet Information Server (11S).

c: \ W ndows\ Sysnat i ve\ W ndows Power Shel | \ v1. O\ power shel | . exe - Cormand
| nport - Mbdul e - Name Server Manager

c: \ W ndows\ Sysnat i ve\ W ndows Power Shel | \ v1. O\ power shel | . exe - Cormand
I nstal | - WndowsFeat ure Wb- Server

Add an Application Specification File

Next, you will add an application specification file (AppSpec file) in addition to the web page and batch
script file. The AppSpec file is a YAML-formatted file used by AWS CodeDeploy to:

« Map the source files in your application revision to their destinations on the instance.
¢ Specify scripts to be run on the instance during the deployment.

The AppSpec file must be named appspec. yni . It must be placed in the application source code's
root folder.

1. Inthe same subfolder where the i ndex. ht M and bef or e-i nstal | . bat files are saved, use a
text editor to create another file. Name the file appspec. ym .

not epad appspec. ym

2. Add the following YAML code to the file, and then save the file.

version: 0.0
0s: w ndows
files:
- source: \index.htnl
destination: c:\inetpub\wwroot
hooks:
Beforelnstall:
- location: \before-install. bat
tinmeout: 900

AWS CodeDeploy will use this AppSpec file to copy the i ndex. ht ml file in the application source
code's root folder to the c: \ i net pub\ www oot folder on the target Amazon EC2 instance. During the
deployment, AWS CodeDeploy will run the bef ore-i nst al | . bat batch script on the target Amazon
EC2 instance during the Bef or el nst al | deployment lifecycle event. If this script takes longer than
900 seconds (15 minutes) to run, AWS CodeDeploy will stop the deployment and mark the deployment
to the Amazon EC2 instance as failed.
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For more information about these settings, see the AppSpec File Reference (p. 269).

Important

The locations and numbers of spaces between each of the items in this file are important. If
the spacing is incorrect, AWS CodeDeploy will raise an error that may be difficult to debug.
For more information, see AppSpec File Spacing (p. 284).

Step 3: Upload Your "Hello, World!" Application to
Amazon S3

Now you will prepare and upload your source content to a location from which AWS CodeDeploy can
deploy it. The following instructions show you how to provision an Amazon S3 bucket, prepare the
application revision's files for the bucket, bundle the revision's files, and then push the revision to the
bucket.

Note
Although it's not covered in this tutorial, you can use AWS CodeDeploy to deploy applications
from GitHub repositories to instances. For more information, see GitHub (p. 42).

Topics
¢ Provision an Amazon S3 Bucket (p. 68)
¢ Prepare the Application's Files for the Bucket (p. 70)
¢ Bundle the Application's Files into a Single Archive File and Push the Archive File (p. 70)

Provision an Amazon S3 Bucket

Create a storage container or bucket in Amazon S3—or use an existing bucket. Make sure you can
upload the revision to the bucket and that Amazon EC2 instances used in deployments can download
the revision from the bucket.

You can use the AWS CLI, the Amazon S3 console, or the Amazon S3 APIs to create an Amazon S3
bucket. After you create the bucket, make sure to give access permissions to the bucket and your IAM
user.

Note

Bucket names must be unique across Amazon S3 for all AWS accounts. If you

aren't able to use codedepl oydenobucket , try a different bucket name, such as

codedepl oydenmpbucket followed by a dash and your initials or some other unique identifier.
Then be sure to substitute your bucket name for codedepl oydenobucket wherever you see
it throughout this tutorial.

The Amazon S3 bucket must be created in the same AWS region in which your target
Amazon EC2 instances are launched. For example, if you create the bucket in the US East (N.
Virginia) Region, then your target Amazon EC2 instances must be launched in the US East
(N. Virginia) Region.

Topics
¢ To create an Amazon S3 bucket (CLI) (p. 68)
¢ To create an Amazon S3 bucket (console) (p. 69)
¢ Give Permissions to the Amazon S3 Bucket and Your IAM User (p. 69)

To create an Amazon S3 bucket (CLI)

Call the mb command to create an Amazon S3 bucket nhamed codedepl oydenmpbucket :
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aws s3 nb s3://codedepl oydenobucket

To create an Amazon S3 bucket (console)

Open the Amazon S3 console at https://console.aws.amazon.com/s3/.
In the Amazon S3 console, choose Create bucket.

In the Bucket name box, type a name for the bucket.

In the Region list, choose the target region, and then choose Create.

P owodPE

Give Permissions to the Amazon S3 Bucket and Your IAM User

You must have permissions to upload to the Amazon S3 bucket. You can specify these permissions
through an Amazon S3 bucket policy. For example, in the following Amazon S3 bucket policy, using
the wildcard character (*) allows AWS account 111122223333 to upload files to any directory in the
Amazon S3 bucket named codedepl oydenobucket :

{
"Statenent": [
{
"Action": ["s3:Putoject"],
"Effect": "Allow',
"Resource": "arn:aws:s3:::codedepl oydenobucket/*",
"Principal": {
"AWS': [
"111122223333"
]
}
}
]
}

Now is a good time to verify the Amazon S3 bucket will allow download requests from each
participating Amazon EC2 instance. You can specify this through an Amazon S3 bucket

policy. For example, in the following Amazon S3 bucket policy, using the wildcard character (*)

allows any Amazon EC2 instance with an attached IAM instance profile containing the ARN

arn: aws: i am : 80398EXAMPLE: r ol e/ CodeDepl oyDenp to download files from any directory in the
Amazon S3 bucket named codedepl oydenpbucket :

{
"Statenent": [
{
"Action": ["s3:Get*", "s3:List*"],
"Effect": "Alow',
"Resource": "arn:aws:s3:::codedepl oydenobucket/*",
"Principal": {
"AWE': [
"arn: aws: i am : 80398EXAMPLE: r ol e/ CodeDepl oyDenn"
]
}
}
]
}

For information about how to generate and attach an Amazon S3 bucket policy, see Bucket Policy
Examples.
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Your account must have permission to upload the revision to the Amazon S3 bucket. One way to
specify this is through an IAM policy. The following IAM policy allows your IAM user to upload revisions
anywhere in the Amazon S3 bucket named codedepl oydenpbucket :

{
"Version":"2012-10- 17",
"Statenent": |
"Effect":"A | ow',
"Action":["s3: Put Object"],
"Resource":"arn: aws: s3: : : codedepl oydenmobucket / *"
}
]
}

For information about how to create and attach an 1AM policy, see Working with Policies.

Prepare the Application's Files for the Bucket

Make sure the web page, the AppSpec file, and the script are organized on your development machine
like this:

c:\
| -- temp\
| - - Hel | oWor | dApp\
| -- appspec.ym
| -- before-install.bat
| -- index.htm

Bundle the Application's Files into a Single Archive File and
Push the Archive File

Bundle the files into an archive file (known as an application revision).

Note
You may be charged for storing objects in a bucket and for transferring application revisions
into and out of a bucket. For more information, see Amazon S3 Pricing.

1. On the development machine, switch to the folder where the files are stored:

cd c:\tenp\ Hel | oWor| dApp

Note

If you don't switch to this folder, then the file bundling will start at your current folder. For
example, if your current folder is ¢: \ t enp instead of c: \ t enp\ Hel | oWor | dApp, the
bundling will start with files and subfolders in the c: \ t enp folder, which may include
more than the Hel | oWor | dApp subfolder.

2. Call the create-application command to register a new application named Hel | oWor | d_App with
AWS CodeDeploy:

aws depl oy create-application --application-nanme Hel |l oWorl d_App

3. Call the AWS CodeDeploy push command to bundle the files together, upload the revisions to
Amazon S3, and register information with AWS CodeDeploy about the uploaded revision, all in
one action.
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aws depl oy push --application-nane Hell oWrld_App --s3-location s3://
codedepl oydenobucket / Hel | oWor | d_App. zi p --ignore-hidden-files

This command bundles the files from the current directory (excluding any hidden files) into a single
archive file named Hel | oWor | d_App. zi p, uploads the revision to the codedepl oydenobucket
bucket, and registers information with AWS CodeDeploy about the uploaded revision.

Step 4: Deploy Your "Hello, World!" Application

Now you will deploy the sample "Hello, World!" application revision you uploaded to Amazon S3.
You will use the AWS CLI or the AWS CodeDeploy console to deploy the revision and monitor the
deployment's progress. After the application revision is successfully deployed, you will check the
results.

Topics
* Deploy Your Application Revision with AWS CodeDeploy (p. 71)
¢ Monitor and Troubleshoot Your Deployment (p. 73)
¢ Verify Your Deployment (p. 74)

Deploy Your Application Revision with AWS CodeDeploy

Topics
¢ To deploy your application revision (CLI) (p. 71)
« To deploy your application revision (console) (p. 72)

To deploy your application revision (CLI)

1. First, the deployment will need a corresponding deployment group. However, before you create
the deployment group, you will need a service role ARN. A service role is an IAM role that gives a
service permission to act on your behalf. In this case, the service role will give AWS CodeDeploy
permission to access your Amazon EC2 instances to expand (read) their Amazon EC2 instance
tags.

You should have already followed the instructions in Create a Service Role (CLI) (p. 17) to create
a service role. To get the ARN of the service role, see Get the Service Role ARN (CLI) (p. 19).

2. Now that you have the ARN, call the create-deployment-group command to create a deployment
group named Hel | oWbr | d_DepGr oup, associated with the application named Hel | oWbr | d_App,
using the Amazon EC2 instance tag named CodeDepl oyDenp and deployment configuration
named CodeDepl oyDef aul t. OneAt ATi me, with the service role ARN:

aws depl oy create-depl oynent-group --application-name Hel |l oWorl d_App
- - depl oynment - gr oup- nanme Hel | oWor | d_DepG oup - -depl oynent -
confi g- nane CodeDepl oyDef aul t. OneAt ATi ne --ec2-tag-filters
Key=Nane, Val ue=CodeDepl oyDeno, Type=KEY_AND VALUE - -service-rol e-
arn servi ceRol eARN

Note

The create-deployment-group command provides support for creating triggers that result
in the sending of Amazon SNS notifications to topic subscribers about specified events in
deployments and instances. The command also supports options for automatically rolling
back deployments and setting up alarms to stop deployments when certain monitoring
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thresholds are met in Amazon CloudWatch Alarms. Commands for these actions are
excluded from the sample in this tutorial.

Now call the create-deployment command to create a deployment associated with

the application named Hel | oWor | d_App, the deployment configuration named

CodeDepl oyDef aul t. OneAt ATi e, and the deployment group named Hel | oWor | d_DepGr oup,
using the application revision named Hel | oWor | d_App. zi p in the bucket named

codedepl oydenpbucket :

aws depl oy create-depl oynent --application-nane Hell oWrl d_App
- -depl oyment - conf i g- name CodeDepl oyDef aul t . OneAt ATi e - -
depl oynent - gr oup- nane Hel | oWwbrl d_DepG oup --s3-1ocation
bucket =codedepl oydenobucket , bundl eType=zi p, key=Hel | oWor | d_App. zi p

To deploy your application revision (console)

1.

© 0N O kr®

10.
11.

12.
13.
14.
15.
16.

Before you use the AWS CodeDeploy console to deploy your application revision, you will need

a service role ARN. A service role is an IAM role that gives a service permission to act on your
behalf. In this case, the service role will give AWS CodeDeploy permission to access your Amazon
EC2 instances to expand (read) their Amazon EC2 instance tags.

You should have already followed the instructions in Create a Service Role (Console) (p. 16) to
create a service role. To get the ARN of the service role, see Get the Service Role ARN (Console)

(p. 19).
Now that you have the ARN, you can use the AWS CodeDeploy console to deploy your application
revision.

Sign in to the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

If the Applications page is not displayed, on the AWS CodeDeploy menu, choose Applications.
In the list of applications, choose HelloWorld_App.
Under Deployment groups, choose Create deployment group.
In the Deployment group name box, type Hel | oWor | d_DepG oup.
In the list of tags, choose Amazon EC2 from the Tag type drop-down list.
In the Key box, type Nare.
In the Value box, type CodeDepl oyDeno.
Note

After you type CodeDepl oyDeno, a 1 should appear under Instances to confirm AWS
CodeDeploy found one matching Amazon EC2 instance.

In the Deployment configuration drop-down list, choose CodeDeployDefault.OneAtATime.

In the Service role ARN drop-down list, choose the service role ARN, and then choose Create
deployment group.

On the AWS CodeDeploy menu, choose Deployments.

Choose Create deployment.

In the Application drop-down list, choose HelloWorld_App.

In the Deployment group drop-down list, choose HelloWorld_DepGroup.

In the Revision type area, choose My application is stored in Amazon S3, and then in the
Revision location box, type the location of the sample "Hello, World!" application revision you
previously uploaded to Amazon S3. To get the location:

API Version 2014-10-06
72



https://console.aws.amazon.com/codedeploy
https://console.aws.amazon.com/codedeploy

AWS CodeDeploy User Guide
Step 4: Deploy Your Application

17.

18.
19.
20.

Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

2. Inthe list of buckets, choose codedeploydemobucket (or the name of the bucket where you
uploaded your application revision).

3. Inthe list of objects, choose HelloWorld_App.zip.
If the Properties pane is not displayed, choose the Properties button.
In the Properties pane, copy the value of the Link field to your clipboard.

It might look something like this:

https://s3. amazonaws. com codedepl oydenobucket/ Hel | oWor | d_App. zi p

6. Return to the AWS CodeDeploy console, and in the Revision Location box, paste the Link
field value.

If a message appears in the File type list stating the file type could not be detected, choose .zip in
the list of file types.

(Optional) Type a comment in the Deployment description box.
From the Deployment configuration drop-down list, choose CodeDeployDefault.OneAtATime.
Choose Deploy. Information about your newly created deployment will appear on the
Deployments page.

Tip

To update the deployment's current status, choose the Refresh button next to the table.

Monitor and Troubleshoot Your Deployment

Topics

¢ To monitor and troubleshoot your deployment (CLI) (p. 73)

¢ To monitor and troubleshoot your deployment (console) (p. 74)

To monitor and troubleshoot your deployment (CLI)

1.

Get the deployment's ID by calling the list-deployments command against the application named
Hel | oWor | d_App and the deployment group named Hel | oWbr | d_DepG oup:

aws depl oy list-deployments --application-name Hel |l oWorl d_App --
depl oynent - gr oup- nane Hel | oWwbrl d_DepG oup --query "depl oynents" --out put
t ext

Call the get-deployment command with the deployment ID:

aws depl oy get-depl oynent --deploynent-id deploynentlD --query
"depl oynent | nfo. status" --output text

The command will return the deployment's overall status. If successful, the value will be
Succeeded.

If the overall status is Fai | ed, you can call commands such as list-deployment-instances and get-
deployment-instance to troubleshoot. For more troubleshooting options, see Analyzing log files to
investigate deployment failures on instances (p. 308).
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To monitor and troubleshoot your deployment (console)

On the Deployments page in the AWS CodeDeploy console, you can monitor your deployment's
status in the Status column.

Tip

To update the deployment's current status, choose the Refresh button next to the table.

To get more information about your deployment, especially if the Status column value has any value
other than Succeeded:

1. Inthe Deployments table, choose the arrow next to the deployment ID. After a deployment fails, a
message that describes the reason for the failure will appear in Details.

2. InlInstances, choose View all instances. More information about the deployment will be
displayed. After a deployment fails, you may be able to determine on which Amazon EC2
instances and at which step the deployment failed.

Note
If you don't see Instances, choose the Refresh button above the table. After the Status
column changes from In progress to Created, Instances should appear.

3. If you want to do more troubleshooting, you can use a technique like View Instance
Details (p. 150). You can also analyze the deployment log files on a Amazon EC2
instance. For more information, see Analyzing log files to investigate deployment failures on
instances (p. 308).

Verify Your Deployment

After your deployment is successful, verify your installation is working. Use the public DNS address of
the Amazon EC2 instance to view the web page in a web browser. (To get the public DNS value, in
the Amazon EC2 console, choose the Amazon EC2 instance, and on the Description tab, look for the
value in Public DNS.)

For example, if the public DNS address of your Amazon EC2 instance is
ec2-01-234-567-890. conput e- 1. amazonaws. com you would use the following URL:

http://ec2-01-234-567-890. conput e- 1. amazonaws. con Wor dPr ess

If successful, you should see a "Hello, World!" web page.

Step 5: Update and Redeploy Your "Hello, World!"
Application

Now that you've successfully deployed your application revision, on the development machine,
make an update to the web page's code, and then use AWS CodeDeploy to redeploy the site. After
redeployment, you should be able to see the changes on the Amazon EC2 instance.

Topics
* Modify the Web Page (p. 74)
¢ Redeploy the Site (p. 75)

Modify the Web Page

1. Gotoyourc:\tenp\Hell oWrl dApp subfolder and use a text editor to modify the i ndex. ht m
file:
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cd c:\tenp\ Hel | oWor| dApp
not epad i ndex. htm

2. Reuvise the contents of the i ndex. ht M file to change the background color and some of the text
on the web page, and then save the file:

<I DOCTYPE htm PUBLIC "-//WBC//DTD HTM. 4.01 Transitional //EN'" "http://
www. W3. or g/ TR/ ht m 4/ 1 oose. dt d" >
<htm >
<head>
<title>Hell o Again, Wrld!</title>
<styl e>
body {
color: #ffffff;
background-col or: #66cc00;
font-famly: Arial, sans-serif;
font-size: 14px;
}
</styl e>
</ head>
<body>
<div align="center"><hl>Hell o Again, Wrld!</hl></div>
<di v align="center"><h2>You have successfully depl oyed a revision of an
appl i cation usi ng AWs CodeDepl oy</ h2></di v>
<div align="center">
<p>What to do next? Take a | ook through the <a href="http://
docs. aws. amazon. com codedepl oy" >AW5 CodeDepl oy Docunent ati on</ a>. </ p>
</ div>
</ body>
</htm >

Redeploy the Site

Now that you've modified the code, use Amazon S3 and AWS CodeDeploy to redeploy the web page.

Bundle and upload the changes to Amazon S3 as described in Bundle the Application's Files into a
Single Archive File and Push the Archive File (p. 70). (As you follow those instructions, you do not
need to create a new application.) Give the revision the same key as before (Hel | oWor | d_App. zi p).
Upload it to the same Amazon S3 bucket you created earlier (for example, codedepl oydempbucket ).

Use the AWS CLI or the AWS CodeDeploy console to redeploy the site.

Topics
¢ To redeploy the site (CLI) (p. 75)
¢ To redeploy the site (console) (p. 76)

To redeploy the site (CLI)

Call the create-deployment command to create a deployment based on the uploaded revision,

again using the application named Hel | oWor | d_App, the deployment configuration named

CodeDepl oyDef aul t . OneAt ATi ne, the deployment group named Hel | oWor | d_DepGr oup, and the
revision named Hel | oWor | d_App. zi p in the bucket named codedepl oydenobucket :
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aws depl oy create-depl oynent --application-nane Hel |l oWrl d_App
- -depl oynent - confi g- name CodeDepl oyDef aul t . OneAt ATi ne - -
depl oynent - group- nane Hel | oWorl d_DepGroup --s3-1ocation
bucket =codedepl oydenpobucket, bundl eType=zi p, key=Hel | oWor | d_App. zi p

You can check the status of the new deployment, as described in Monitor and Troubleshoot Your
Deployment (p. 73).

When AWS CodeDeploy has redeployed the site, revisit the site in your web browser to verify that
the background color and text on the web page have been changed. (You may need to refresh your
browser.) If the background color and text has been changed, then congratulations! You've modified
and redeployed your site!

To redeploy the site (console)

1. Signin to the AWS Management Console and open the AWS CodeDeploy console at https:/
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

On the AWS CodeDeploy menu, choose Deployments.
Choose Create deployment.
4. On the Create deployment page:

In the Application list, choose HelloWorld_App.
In the Deployment group list, choose HelloWorld_DepGroup.

In the Revision type area, choose My application is stored in Amazon S3, and then copy
the Amazon S3 link for your revision into the Revision location box.

To find the link value:

1. Signinto the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

Browse to and open codedeploydemobucket, and then choose your revision,
Hel | oWor | d_App. zi p, in the Amazon S3 console.

2. Ifthe Properties pane is not visible in the Amazon S3 console, choose the Properties
button.

3. Inthe Properties pane, copy the value of the Link field into the Revision location box in
the AWS CodeDeploy console.

4. Inthe File type list, if a message appears stating that the file type could not be detected,
choose .zip.

Leave the Deployment description box blank.

In the Deployment configuration list, choose CodeDeployDefault.OneAtATime, and then
choose Deploy.

Choose the Refresh button above the table to get status on the deployment.

You can check the status of the deployment as described in Monitor and Troubleshoot Your
Deployment (p. 73).

When AWS CodeDeploy has redeployed the site, revisit the site in your web browser to verify
that the background color and text on the web page have been changed. (You may need to
refresh your browser.) If the background color and text has been changed, congratulations!
You've modified and redeployed your site!
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Step 6: Clean Up Your "Hello, World!" Application
and Related Resources

You've now successfully made an update to the "Hello, World!" code and redeployed the site. To

avoid ongoing charges for resources you created to complete this tutorial, you should delete any AWS
CloudFormation stacks (or terminate any Amazon EC2 instances, if you manually created them outside
of AWS CloudFormation). You should also delete any Amazon S3 buckets that you created just for this
tutorial, and the Hel | oWor | d_App application in AWS CodeDeploy.

You can use the AWS CLI, the AWS CloudFormation, Amazon S3, Amazon EC2, and AWS
CodeDeploy consoles, or the AWS APIs to clean up resources.

Topics
¢ To use clean up resources (CLI) (p. 77)
¢ To clean up resources (console) (p. 77)
¢ What's Next? (p. 78)

To use clean up resources (CLI)

1. If you used the AWS CloudFormation stack for this tutorial, delete the stack by calling the delete-
stack command against the stack named CodeDepl oyDenoSt ack. This will terminate all
accompanying Amazon EC2 instances and delete all accompanying IAM roles originally created
by the stack.

aws cl oudformati on del ete-stack --stack-name CodeDepl oyDenoSt ack

2. To delete the Amazon S3 bucket, call the rm command with the --recursive switch against the
bucket named codedepl oydenpbucket . This will delete the bucket and all objects in the bucket.

aws s3 rm s3://codedepl oydenpbbucket --recursive

3. To delete the Hel | oWor | d_App application from AWS CodeDeploy, call the delete-application
command. This will delete all associated deployment group records and deployment records for
the application.

aws depl oy del ete-application --application-nane Hel |l oWorl d_App

4. If you did not use the AWS CloudFormation stack for this tutorial, call the terminate-instances
command to terminate Amazon EC2 instances you manually created. Supply the ID of the
Amazon EC2 instance to terminate.

aws ec2 term nate-instances --instance-ids instanceld

To clean up resources (console)

If you used our AWS CloudFormation template for this tutorial, delete the associated AWS
CloudFormation stack.

1. Signinto the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

2. Inthe search box, type the AWS CloudFormation stack name (for example,
CodeDepl oyDenpSt ack).
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3.
4.

Select the box beside the stack name.

In the Actions menu, choose Delete Stack. This will delete the stack, terminate all accompanying
Amazon EC2 instances, and delete all accompanying IAM roles.

To terminate Amazon EC2 instances you created outside of an AWS CloudFormation stack:

1.

Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec?2/.

In the Instances area, choose Instances.

In the search box, type the name of Amazon EC2 instance you want to terminate, and then press
Enter.

Choose the Amazon EC2 instance.

Choose Actions, point to Instance State, and then choose Terminate. When prompted, choose
Yes, Terminate. Repeat these steps for any additional Amazon EC2 instances.

To delete the Amazon S3 bucket:

1.

Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

In the list of buckets, browse to and choose the name of the Amazon S3 bucket (for example,
codedepl oydenpbucket ).

Before you can delete a bucket, you must first delete its contents. Select all of the files in the
bucket, such as Hel | oWor | d_App. zi p. In the Actions menu, choose Delete. When prompted to
confirm the deletion, choose OK.

After the bucket is empty, you can delete the bucket. In the list of buckets, choose the row of the
bucket (but not the bucket name). Choose Delete bucket, and when prompted to confirm, choose
OK.

To delete the Hel | oWor | d_App application from AWS CodeDeploy:

1.

Sign in to the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

On the AWS CodeDeploy menu, choose Applications.

On the Application details page, in Deployment groups, choose the button next to the
deployment group. On the Actions menu, choose Delete. When prompted, type the name of the
deployment group to confirm you want to delete it, and then choose Delete.

At the bottom of the Application details page, choose Delete application.

When prompted, type the name of the application to confirm you want to delete it, and then choose
Delete.

What's Next?

If you've arrived here, you have successfully completed a deployment with AWS CodeDeploy.
Congratulations!
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Tutorial: Deploy an Application to an On-Premises
Instance with AWS CodeDeploy (Windows
Server, Ubuntu Server, or Red Hat Enterprise
Linux)

This tutorial helps you gain experience with AWS CodeDeploy by guiding you through the deployment
of a sample application revision to a single on-premises instance—that is, a physical device that is
not an Amazon EC2 instance—running Windows Server, Ubuntu Server, or Red Hat Enterprise Linux
(RHEL). For information about on-premises instances and how they work with AWS CodeDeploy, see
On-Premises Instances (p. 151).

Not what you're looking for?
e To practice deploying to an Amazon EC2 instance running Amazon Linux or RHEL, see
Tutorial: Deploy WordPress to a Non-Windows Instance (p. 47).

¢ To practice deploying to an Amazon EC2 instance running Windows Server, see Tutorial:
Deploy a HelloWorld Application to a Windows Server Instance (p. 64).

This tutorial builds on concepts introduced in the Step 5: Try the Sample Deployment Wizard (p. 23). If
you have not yet completed it, you may want to do that first.
Topics

¢ Prerequisites (p. 79)

¢ Step 1: Configure the On-Premises Instance (p. 79)

¢ Step 2: Create a Sample Application Revision (p. 80)

¢ Step 3: Bundle and Upload Your Application Revision to Amazon S3 (p. 83)

e Step 4: Deploy Your Application Revision (p. 83)

e Step 5: Verify Your Deployment (p. 83)

¢ Step 6: Clean Up Resources (p. 84)

Prerequisites

Before you start this tutorial, you must complete the prerequisites in Getting Started (p. 13), which
include configuring your IAM user, installing or upgrading the AWS CLI, and creating a service role.
You do not have to create an IAM instance profile as described in the prerequisites. On-premises
instances do not use 1AM instance profiles.

The physical device you will configure as an on-premises instance must be running one of the
operating systems listed in Operating Systems Supported by the AWS CodeDeploy Agent (p. 117).

Step 1: Configure the On-Premises Instance

Before you can deploy to your on-premises instance, you must configure it. Follow the instructions in
Configuring On-Premises Instances (p. 153), and then return to this page.
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Step 2: Create a Sample Application Revision

In this step, you'll create a sample application revision to deploy to your on-premises instance.

Because it is difficult to know which software and features are already installed—or are allowed to

be installed by your organization's policies—on your on-premises instance, the sample application
revision we offer here simply uses batch scripts (for Windows Server) or shell scripts (for Ubuntu
Server and RHEL) to write text files to a location on your on-premises instance. One file is written

for each of several AWS CodeDeploy deployment lifecycle events, including Install, Afterinstall,
ApplicationStart, and ValidateService. During the Beforelnstall deployment lifecycle event, a script
will run to remove old files written during previous deployments of this sample and create a location on
your on-premises instance to which to write the new files.

Note
This sample application revision may fail to be deployed if any of the following are true:

¢ The user account that starts the AWS CodeDeploy agent on the on-premises instance does
not have permission to execute scripts.

¢ The user account does not have permission to create or delete folders in the locations listed
in the scripts.

¢ The user account does not have permission to create text files in the locations listed in the
scripts.

Tip

If you configured a Windows Server instance and want to deploy a different sample, you
may want to use the one in Step 2: Configure Your Source Content (p. 65) in the Tutorial:
Deploy a HelloWorld Application to a Windows Server Instance (p. 64) tutorial.

If you configured a RHEL instance and want to deploy a different sample, you may want
to use the one in Step 2: Configure Your Source Content (p. 49) in the Tutorial: Deploy
WordPress to a Non-Windows Instance (p. 47) tutorial.

Currently, there is no alternative sample for Ubuntu Server.

1. On your development machine, create a subdirectory (subfolder) named CodeDepl oyDeno-
OnPr emthat will store the sample application revision's files, and then switch to the subfolder. For
this example, we assume you'll use the c: \ t enp folder as the root folder for Windows Server or
the / t mp folder as the root folder for Ubuntu Server and RHEL. If you use a different folder, be
sure to substitute it for ours throughout this tutorial:

For Windows:

nkdi r c:\tenp\ CodeDepl oyDeno- OnPrem
cd c:\tenp\ CodeDepl oyDenp- OnPrem

For Linux, macOS, or Unix:

nmkdi r /t np/ CodeDepl oyDenp- OnPrem
cd /tnp/ CodeDepl oyDenp- OnPrem

2. Inthe root of the CodeDepl oyDenp- OnPr emsubfolder, use a text editor to create two files named
appspec.ym andinstall.txt:

appspec. ym for Windows Server:

version: 0.0
0s: w ndows
files:
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- source: .\install.txt
destination: c:\tenp\CodeDepl oyExanpl e
hooks:
Beforelnstall:
- location: .\scripts\before-install.bat
timeout: 900
Afterlnstall:
- location: .\scripts\after-install.bat
timeout: 900
ApplicationStart:
- location: .\scripts\application-start. bat
timeout: 900
Val i dat eSer vi ce:
- location: .\scripts\validate-service. bat
timeout: 900

appspec. ym for Ubuntu Server and RHEL:

version: 0.0
os: |inux
files:
- source: ./install.txt
destination: /tnp/ CodeDepl oyExanpl e
hooks:
Beforelnstall:
- location: ./scripts/before-install.sh
timeout: 900
Afterlnstall:
- location: ./scripts/after-install.sh
timeout: 900
ApplicationStart:
- location: ./scripts/application-start.sh
timeout: 900
Val i dat eSer vi ce:
- location: ./scripts/validate-service.sh
timeout: 900

For more information about AppSpec files, see Add an AppSpec File (p. 211) and AppSpec File
Reference (p. 269).

install.txt:

The Install deploynment |ifecycle event successfully conpleted.

Under the root of the CodeDepl oyDenp- OnPr emsubfolder, create a scri pt s subfolder, and then
switch to it:

For Windows:

nmkdi r c:\tenp\ CodeDepl oyDenp- OnPrem scripts
cd c:\tenp\ CodeDepl oyDenp- OnPrem scri pts

For Linux, macOS, or Unix:

nkdir -p /tnp/ CodeDepl oyDenp- OnPrem scripts
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cd /tnp/ CodeDepl oyDenp- OnPrent scri pts

In the root of the scri pt s subfolder, use a text editor to create four files named bef or e-
install.bat,after-install.bat,application-start.bat,andvalidate-
servi ce. bat for Windows Server, or before-install.sh,after-install.sh,
application-start.sh,andvali dat e-servi ce. sh for Ubuntu Server and RHEL:

For Windows Server:

before-install. bat:

set FOLDER=%OVEDRI VE% t enp\ CodeDepl oyExanpl e

if exist %OLDER% (
rd /'s /q "% OLDERY%
)

nkdi r 9%-OLDER%

after-install. bat:

cd %OVEDRI VE% t enp\ CodeDepl oyExanpl e

echo The Afterlnstall deployment |ifecycle event successfully conpl eted.

after-install.txt

>

application-start. bat:

cd %OVEDRI VE% t enp\ CodeDepl oyExanpl e

echo The ApplicationStart deploynment |ifecycle event successfully
conpl eted. > application-start.txt

val i dat e-servi ce. bat :

cd %OVEDRI VE% t enp\ CodeDepl oyExanpl e

echo The ValidateService depl oynent |ifecycle event successfully
conpl eted. > validate-service.txt

For Ubuntu Server and RHEL:

before-install.sh:

#!/ bi n/ bash
export FOLDER=/t np/ CodeDepl oyExanpl e

if [ -d $FOLDER ]
t hen

rm-rf $FOLDER
fi

mkdir -p $FOLDER
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#!/ bi n/ bash
cd /tnp/ CodeDepl oyExanpl e

echo "The Afterlnstall deploynment |ifecycle event successfully conpleted."
> after-install.txt

application-start. sh:

#!/ bi n/ bash
cd /tnp/ CodeDepl oyExanpl e

echo "The ApplicationStart deploynent |ifecycle event successfully
conpleted."” > application-start.txt

val i dat e- servi ce. sh:

#!/ bi n/ bash
cd /tnp/ CodeDepl oyExanpl e

echo "The ValidateService deploynment |ifecycle event successfully
conpl eted."” > validate-service.txt

unset FOLDER

5. For Ubuntu Server and RHEL only, make sure the four shell scripts have execute permissions:

chnod +x ./scripts/*

Step 3: Bundle and Upload Your Application
Revision to Amazon S3

Before you can deploy your application revision, you'll need to bundle the files, and then upload the file
bundle to an Amazon S3 bucket. Follow the instructions in Create an Application (p. 189) and Push

a Revision (p. 215). (Although you can give the application and deployment group any name, we
recommend you use CodeDepl oy- OnPrem App for the application name and CodeDepl oy- OnPr em
DG for the deployment group name.) After you have completed those instructions, return to this page.

Note
Alternatively, you can upload the file bundle to a GitHub repository and deploy it from there.
For more information, see GitHub (p. 42).

Step 4: Deploy Your Application Revision

After you've uploaded your application revision to an Amazon S3 bucket, try deploying it to your on-
premises instance. Follow the instructions in Create a Deployment (p. 221), and then return to this

page.

Step 5: Verify Your Deployment

To verify the deployment was successful, follow the instructions in View Deployment Details (p. 227),
and then return to this page.
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If the deployment was successful, you'll find four text files in the c: \ t enp\ CodeDepl oyExanpl e
folder (for Windows Server) or / t np/ CodeDepl oyExanpl e (for Ubuntu Server and RHEL).

If the deployment failed, follow the troubleshooting steps in View Instance Details (p. 150) and
Troubleshoot Instance Issues (p. 307). Make any required fixes, rebundle and upload your
application revision, and then try the deployment again.

Step 6: Clean Up Resources

To avoid ongoing charges for resources you created for this tutorial, delete the Amazon S3 bucket if
you'll no longer be using it. You can also clean up associated resources, such as the application and
deployment group records in AWS CodeDeploy and the on-premises instance.

You can use the AWS CLI or a combination of the AWS CodeDeploy and Amazon S3 consoles and the
AWS CLI to clean up resources.

Clean Up Resources (CLI)

To delete the Amazon S3 bucket

e Call the rm command along with the - - r ecur si ve switch against the bucket (for example,
codedepl oydenpbucket ). The bucket and all objects in the bucket will be deleted.

aws s3 rms3://your-bucket-nanme --recursive

To delete the application and deployment group records in AWS CodeDeploy

¢ Call the delete-application command against the application (for example, CodeDepl oy- OnPrem
App). The records for the deployment and deployment group will be deleted.

aws depl oy del ete-application --application-nanme your-application-nane

To deregister the on-premises instance and delete the IAM user

e Call the deregister command against the on-premises instance and region:

aws depl oy deregister --instance-nanme your-instance-nane --del ete-iamuser
--regi on your-region

Note
If you do not want to delete the IAM user associated with this on-premises instance, use
the - - no- del et e-i am user option instead.

To uninstall the AWS CodeDeploy agent and remove the configuration file from the on-
premises instance

D From the on-premises instance, call the uninstall command:

aws depl oy uninstall

You have now completed all of the steps to clean up the resources used for this tutorial.
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Clean Up Resources (Console)

To delete the Amazon S3 bucket

1. Signinto the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

2. Choose the icon next to the bucket you want to delete (for example, codedepl oydempbucket ),
but do not choose the bucket itself.

3. Choose Actions, and then choose Delete.
4.  When prompted to delete the bucket, choose OK.

To delete the application and deployment group records in AWS CodeDeploy

1. Signin to the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

If the list of applications does not appear, on the AWS CodeDeploy menu, choose Applications.
Choose the name of the application you want to delete (for example, CodeDepl oy- OnPr em App).
At the bottom of the Application details page, choose Delete application.

When prompted, type the name of the application to confirm you want to delete it, and then choose
Delete.

AN

You cannot use the AWS CodeDeploy console to deregister the on-premises instance or uninstall the
AWS CodeDeploy agent. Follow the instructions in To deregister the on-premises instance and delete
the IAM user (p. 84).

Tutorial: Deploy an Application to an Auto Scaling
Group Using AWS CodeDeploy

In this tutorial, you'll use AWS CodeDeploy to deploy an application revision to an Auto Scaling group.
For information about Auto Scaling integration with AWS CodeDeploy, see Auto Scaling (p. 37).

Topics
* Prerequisites (p. 85)
¢ Step 1: Create and Configure the Auto Scaling Group (p. 86)
« Step 2: Deploy the Application to the Auto Scaling Group (p. 94)
¢ Step 3: Check Your Results (p. 100)
e Step 4: Increase the Number of Amazon EC2 Instances in the Auto Scaling Group (p. 101)
¢ Step 5: Check Your Results Again (p. 102)
¢ Step 6: Clean Up (p. 103)

Prerequisites

For this tutorial, we assume you have already completed all of the steps in Getting Started (p. 13),
including setting up and configuring the AWS CLI and creating an IAM instance profile
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(CodeDepl oyDenp- EC2- | nst ance- Profi | ) and a service role (CodeDepl oyDenp). A service role
is a special type of IAM role that gives a service permission to act on your behalf.

If you want to deploy an application revision to an Auto Scaling group of Ubuntu Server Amazon

EC2 instances, you can create and use the sample revision in Step 2: Create a Sample Application
Revision (p. 80)in the Tutorial: Deploy an Application to an On-Premises Instance (p. 79) tutorial.
Otherwise, you will need to create and use a revision that is compatible with an Ubuntu Server instance
and AWS CodeDeploy. We also provide sample revisions for Amazon Linux, Windows Server, and
Red Hat Enterprise Linux (RHEL) Amazon EC2 instances. To create a revision on your own, see
Working with Application Revisions (p. 210).

Step 1: Create and Configure the Auto Scaling
Group

In this step, you'll create an Auto Scaling group that contains a single Amazon Linux, RHEL, or
Windows Server Amazon EC2 instance. In a later step, you will instruct Auto Scaling to add one more
Amazon EC2 instance, and AWS CodeDeploy will deploy your revision to it.

Topics
¢ To create and configure the Auto Scaling group (CLI) (p. 86)
¢ To create and configure the Auto Scaling group (console) (p. 90)

To create and configure the Auto Scaling group (CLI)

1. Callthe create-launch-configuration command to create an Auto Scaling launch configuration.

Before you call this command, you'll need the ID of an AMI that works for this tutorial, represented
by the placeholder i magel D. You'll also need the name of an Amazon EC2 instance key pair to
enable access to the Amazon EC2 instance, represented by the placeholder keyNane. Finally,
you will need instructions to install the latest version of the AWS CodeDeploy agent.

To get the ID of an AMI that works with this tutorial:

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec?2/.

In the navigation pane, under Instances, choose Instances, and then choose Launch
Instance.

3. Onthe Quick Start tab of the Choose an Amazon Machine Image page, note the ID of the
AMI next to Amazon Linux AMI, Red Hat Enterprise Linux 7.1, Ubuntu Server 14.04 LTS,
or Microsoft Windows Server 2012 R2.

Note

If you have a custom version of an AMI that is compatible with AWS CodeDeploy,
choose it here instead of browsing through the Quick Start tab. For information
about using a custom AMI with AWS CodeDeploy and Auto Scaling, see Using a
Custom AMI with AWS CodeDeploy and Auto Scaling (p. 38).

For the Amazon EC2 instance key pair, use the name of your Amazon EC2 instance key pair.

To install the latest version of the AWS CodeDeploy agent, on your development machine, create
a file named i nst ance- set up. sh (for an Amazon Linux, Ubuntu Server or RHEL Amazon

EC2 instance) or i nst ance- set up. t xt (for a Windows Server Amazon EC2 instance) with the
following contents.

Note
If you have a custom version of an AMI that is compatible with AWS CodeDeploy, you
don't need to create the i nst ance-set up. sh ori nst ance- setup. t xt file.

API Version 2014-10-06
86


https://console.aws.amazon.com/ec2/

AWS CodeDeploy User Guide
Step 1: Create and Configure the Auto Scaling Group

For Amazon Linux and RHEL Amazon EC2 instances:

#! / bi n/ bash

yum -y updat e

yuminstall -y ruby

cd / home/ ec2-user

curl -O https://bucket-nane.s3. amazonaws. coni | atest/install
chrmod +x ./install

.linstall auto

bucket - nane represents one of the following:

* aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

e aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

e aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

e aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

* aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

* aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

* aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

e aws- codedepl oy-eu-central - 1 for instances in the EU (Frankfurt) region

* aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
* aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

« aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
* aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

« aws- codedepl oy- sa- east - 1 for instances in the South America (S&o Paulo) region

r egi on- nane represents one of the following:

e us-east -1 for instances in the US East (N. Virginia) region

e us- east - 2 for instances in the US East (Ohio) region

e us-west - 1 for instances in the US West (N. California) region

¢ us-west - 2 for instances in the US West (Oregon) region

* ca-central - 1 for instances in the Canada (Central) region

* eu-west - 1 for instances in the EU (Ireland) region

e eu-west - 2 for instances in the EU (London) region

e eu-central -1 for instances in the EU (Frankfurt) region

e ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
e ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

* ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
e ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

e sa-east - 1 for instances in the South America (S&o Paulo) region

For Ubuntu Server Amazon EC2 instances:

#1/ bi n/ bash API Version 2014-10-06
apt-get -y update 87
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apt-get -y install awscli

apt-get -y install ruby

cd / home/ ubuntu

aws s3 cp s3://bucket-nane/latest/install . --region region-nane
chrmod +x ./install

.linstall auto

bucket - nane represents one of the following:

* aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

* aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

* aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

e aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

* aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

¢ aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

* aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

e aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

* aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
* aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

« aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
* aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* aws- codedepl oy- sa- east - 1 for instances in the South America (S&o Paulo) region

regi on- nane represents one of the following:

e us-east - 1 for instances in the US East (N. Virginia) region

e us- east - 2 for instances in the US East (Ohio) region

e us-west - 1 for instances in the US West (N. California) region

¢ us-west - 2 for instances in the US West (Oregon) region

e ca-central -1 for instances in the Canada (Central) region

* eu-west - 1 for instances in the EU (Ireland) region

e eu-west - 2 for instances in the EU (London) region

e eu-central -1 for instances in the EU (Frankfurt) region

e ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
e ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

e ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
e ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* sa-east - 1 for instances in the South America (S&o Paulo) region

For Windows Server Amazon EC2 instances:

<power shel | >
New Item -Path c:\tenp -ItenfType "directory" -Force
power shel | . exe - Command Read- S3Cbj ect - Bucket Name bucket - nane/| at est - Key

Start-Pr

%8 ‘ thQ ddedepl oy- agent . nsi - W ndowStyl e
Hi dden
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</ power shel | >

bucket - nane represents one of the following:

* aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

* aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

e aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

e aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

* aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

* aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

* aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

e aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

* aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
¢ aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

« aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
« aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
* aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* aws- codedepl oy- sa- east - 1 for instances in the South America (S&o Paulo) region

Call the create-launch-configuration command.

For Linux, macOS, or Unix:

Important
Be sure to include fi | e: // before the file name. It is required in this command.

aws aut oscal ing create-launch-configuration \
--launch-confi guration-nane CodeDepl oyDenp- AS- Confi guration \
--image-id i magel D\
--key-nane keyNane \
--iaminstance-profil e CodeDepl oyDenp- EC2-1 nst ance-Profile \
--instance-type tl.mcro \
--user-data file://path/to/instance-setup.sh

For Windows:

Important
Be sure to include fi | e: // before the file name. It is required in this command.

aws aut oscal i ng create-launch-configuration --1aunch-configuration-nane
CodeDepl oyDenp- AS- Configuration --inmage-id i magel D --key-nane keyNane --
i aminstance-profil e CodeDepl oyDenp- EC2- | nstance-Profile --instance-type

tl.micro --user-data file://path/to/instance-setup.txt

Note
If you have a custom version of an AMI that is compatible with AWS CodeDeploy, omit
the --user-data option in the preceding command.

These commands create an Auto Scaling launch configuration named CodeDepl oyDenp- AS-
Confi gur ati on, based on the specified image ID, applying the specified IAM instance profile and
Amazon EC2 instance key pair, and running the command to install the latest version of the AWS
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2. Call the create-auto-scaling-group command to create an Auto Scaling group. You will need the
name of one of the Availability Zones in one of the regions listed in Region and Endpoints in the
AWS General Reference, represented by the placeholder avai | abi | i t yZone.

Tip
To view a list of Availability Zones in a region, call:

aws ec2 describe-availability-zones --region regi onNanme

For example, to view a list of Availability Zones in the US West (Oregon) Region, call:

aws ec2 describe-availability-zones --region us-west-2

For Linux, macOS, or Unix:

aws aut oscal i ng create-auto-scaling-group \
--aut o-scal i ng- gr oup- nane CodeDepl oyDenp- AS- G oup \
--launch-confi guration-nane CodeDepl oyDenp- AS- Confi guration \
--mn-size 1\
--max-size 1\
--desired-capacity 1\
--avail ability-zones avail abilityZone

For Windows:

aws aut oscal i ng creat e-aut o-scal i ng-group --auto-scal i ng-group-nane

CodeDepl oyDenp- AS- G oup --1aunch-configurati on-nane CodeDepl oyDeno-
AS- Configuration --nmin-size 1 --max-size 1 --desired-capacity 1 --
avail ability-zones avail abilityZone

These commands create an Auto Scaling group named CodeDepl oyDenp- AS- Gr oup based on
the Auto Scaling launch configuration named CodeDepl oyDenop- AS- Conf i gur at i on. This Auto
Scaling group has only one Amazon EC2 instance, and it is created in the specified Availability
Zone.

3. Call the describe-auto-scaling-groups command against CodeDepl oyDeno- AS- Gr oup:

aws aut oscal i ng descri be-aut o-scal i ng-groups --auto-scaling-group-nanes
CodeDepl oyDenp- AS- G oup --query "AutoScal i ngG oups[0].Instances[*].
[ Heal t hSt at us, LifecycleState]" --output text

Do not proceed until the returned values show Heal t hy and | nSer vi ce.

To create and configure the Auto Scaling group (console)

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the global navigation bar, make sure one of the regions listed in Region and Endpoints in the
AWS General Reference is selected. Auto Scaling resources are tied to the region you specify,
and AWS CodeDeploy is supported in certain regions only.

In the navigation bar, under Auto Scaling, choose Launch Configurations.
Choose Create launch configuration.
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On the Quick Start tab of the Choose AMI page, next to Amazon Linux AMI, Red Hat
Enterprise Linux 7.2, Ubuntu Server 14.04 LTS, or Microsoft Windows Server 2012 R2 Base,
choose Select.

Note

If you have a custom version of an AMI that already has the AWS CodeDeploy agent
installed, choose it here instead. For information about using a custom AMI with AWS
CodeDeploy and Auto Scaling, see Using a Custom AMI with AWS CodeDeploy and Auto
Scaling (p. 38).

On the Choose Instance Type page, leave the defaults, and choose Next: Configure details.

On the Configure details page, in the Name box, type CodeDepl oyDenp- AS- Conf i gur ati on.
In the IAM role box, choose the IAM instance profile you created earlier (CodeDepl oyDenp- EC2-
I nst ance-Profile).

Expand Advanced Details, and in the User data box, type the following.
Note
If you are using a custom version of an AMI that already has the AWS CodeDeploy agent

installed, skip this step.

For Amazon Linux and RHEL Amazon EC2 instances:

#!/ bi n/ bash

yum -y updat e

yuminstall -y ruby

cd /hone/ ec2-user

curl -O https://bucket-nane. s3. amazonaws. conf | atest/install
chnod +x ./install

.linstall auto

bucket - nane represents one of the following:

* aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

e aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

¢ aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

¢ aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

* aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

* aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

e aws- codedepl oy- eu-west - 2 for instances in the EU (London) region

e aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

e aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
* aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

* aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
« aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

e aws- codedepl oy- sa- east - 1 for instances in the South America (S&o Paulo) region

r egi on- nane represents one of the following:

e us-east - 1 for instances in the US East (N. Virginia) region
e us- east - 2 for instances in the US East (Ohio) region

*US- west - 1 or instances inpeVids\0fe Shid- Gabemia) region
« us-west - 2 for instances in the US W&kt (Oregon) region
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e ca-central -1 for instances in the Canada (Central) region

e eu-west - 1 for instances in the EU (Ireland) region

* eu- west - 2 for instances in the EU (London) region

* eu-central -1 for instances in the EU (Frankfurt) region

e ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region

e ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

e ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
e ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region

* ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* sa- east - 1 for instances in the South America (Sao Paulo) region

For Ubuntu Server Amazon EC2 instances:

#! / bi n/ bash

apt-get -y update

apt-get -y install awscli

apt-get -y install ruby

cd / home/ ubuntu

aws s3 cp s3://bucket-nanme/latest/install . --region region-nane
chrmod +x ./install

.linstall auto

bucket - nane represents one of the following:

* aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

e aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

¢ aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

¢ aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

* aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

* aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

e aws- codedepl oy- eu-west - 2 for instances in the EU (London) region

e aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

e aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
« aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

* aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
« aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

e aws- codedepl oy- sa- east - 1 for instances in the South America (S&o Paulo) region

r egi on- nane represents one of the following:

e us-east - 1 for instances in the US East (N. Virginia) region

e us- east - 2 for instances in the US East (Ohio) region

e us-west - 1 for instances in the US West (N. California) region
* us-west - 2 for instances in the US West (Oregon) region

» ca-central - 1 for instances in the Canada (Central) region

» eu- west - 1 for instances innPbe\VESLbieED)-16ep a6
e eu-west - 2 for instances in the EU (L%%don) region
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10.
11.

e eu-central -1 for instances in the EU (Frankfurt) region

e ap-nort heast - 1 for instances in the Asia Pacific (Tokyo) region

* ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

* ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
e ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region

e ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

e sa-east - 1 for instances in the South America (S&o Paulo) region

For Windows Server Amazon EC2 instances:

<power shel | >

New Item -Path c:\tenp -ItenfType "directory" -Force

power shel | . exe - Command Read- S3(bj ect - Bucket Name bucket - nane/ | at est - Key
codedepl oy-agent.nsi -File c:\tenp\codedepl oy-agent. nsi

Start-Process -Wait -FilePath c:\tenp\codedepl oy-agent. nsi -W ndowStyl e
Hi dden

</ power shel | >

bucket - nane represents one of the following:

¢ aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

* aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

» aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

e aws- codedepl oy- us-west - 2 for instances in the US West (Oregon) region

e aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

¢ aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

¢ aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

* aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

* aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
« aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

* aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
« aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* aws- codedepl oy- sa- east - 1 for instances in the South America (Sao Paulo) region

Leave the rest of the defaults, and choose Skip to review.
On the Review page, choose Create launch configuration.

Note
In a production environment, we recommend that you restrict access to Amazon EC2
instances. For more information, see Tips for Securing Your EC2 Instance.

In the Select an existing key pair or create a new key pair dialog box, select Choose an
existing key pair. In the Select a key pair drop-down list, choose the Amazon EC2 instance
key pair you created or used in previous steps. Select | acknowledge that | have access to the
selected private key file (key-fi | e- name.pem), and that without this file, | won't be able to
log into my instance, and then choose Create launch configuration.

Choose Create an Auto Scaling group using this launch configuration.
On the Configure Auto Scaling group details page, in the Group name box, type

CodeDepl oyDenp- AS- G oupRh\{Res®ro2l4i18-66x, leave the default. In the Availability
Zone(s) box, choose an Availability Zon83n one of the regions listed in Region and Endpoints in
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12.

13.
14.
15.

the AWS General Reference. Leave the rest of the defaults, and choose Next: Configure scaling
policies.

Note
If Launch into EC2-Classic does not appear in the Network list, and you are not able to
select a default virtual private cloud (VPC), choose or create a VPC and subnet. For more
information, see Your VPC and Subnets.
On the 2. Configure scaling policies page, leave Keep this group at its initial size selected,
and choose Next: Configure Notifications.

Skip the step for configuring natifications, and choose Review.
Choose Create Auto Scaling group, and then choose Close.

In the navigation bar, with Auto Scaling Groups selected, choose CodeDepl oyDenp- AS- G oup,
and then choose the Instances tab. Do not proceed until the value of InService appears in the
Lifecycle column and the value of Healthy appears in the Health Status column.

Step 2: Deploy the Application to the Auto Scaling
Group

In this step, you'll deploy the revision to the single Amazon EC2 instance in the Auto Scaling group.

Topics
¢ To create the deployment (CLI) (p. 94)

¢ To create the deployment (console) (p. 97)

To create the deployment (CLI)

1.

Call the create-application command to create an application named Si npl eDenpApp:

aws depl oy create-application --application-name Sinpl eDenpApp

You should have already created a service role by following the instructions in Step 3: Create

a Service Role (p. 15). The service role will give AWS CodeDeploy permission to access your
Amazon EC2 instances to expand (read) their tags. You will need the service role ARN. To get the
service role ARN, follow the instructions in Get the Service Role ARN (CLI) (p. 19).

Now that you have a service role ARN, call the create-deployment-group command to

create a deployment group named Si npl eDenoDG, associated with the application named

Si npl eDenmbApp, using the Auto Scaling group named CodeDepl oyDenp- AS- Gr oup and
deployment configuration named CodeDepl oyDef aul t . OneAt ATi e, with the specified service
role ARN.

Note

The create-deployment-group command provides support for creating triggers that result
in the sending of Amazon SNS notifications to topic subscribers about specified events in
deployments and instances. The command also supports options for automatically rolling
back deployments and setting up alarms to stop deployments when certain monitoring
thresholds are met in Amazon CloudWatch Alarms. Commands for these actions are
excluded from the sample in this tutorial.

For Linux, macOS, or Unix:

aws depl oy create-depl oynment-group \
--application-nane Sinpl eDenpApp \
--aut o-scal i ng- groups CodeDepl oyDenp- AS- G oup \
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- - depl oynent - gr oup- nane Si npl eDenoDG \
--depl oynent - confi g- namre CodeDepl oyDef aul t . OneAt ATi e \
--service-role-arn serviceRol eARN

For Windows:

aws depl oy create-depl oynment-group --application-nane Sinpl eDenpApp
--aut o-scal i ng- groups CodeDepl oyDenp- AS- G oup --depl oynent - gr oup- nane
Si npl eDenmoDG - - depl oynent - confi g- name CodeDepl oyDef aul t . OneAt ATi e - -
service-rol e-arn servi ceRol eARN

Call the create-deployment command to create a deployment associated with

the application named Si npl eDenpApp, the deployment configuration named

CodeDepl oyDef aul t . OneAt ATi e, the deployment group named Si npl eDenpoDG, using the
revision at the specified location.

For Amazon Linux and RHEL Amazon EC2 instances, calling from Linux, macOS, or Unix:

aws depl oy create-depl oynment \
--application-nane Sinpl eDenpApp \
--depl oynent - confi g- nanme CodeDepl oyDef aul t. OneAt ATi e \
- -depl oynent - gr oup- nane Si npl eDenoDG \
--s3-location bucket=bucket, bundl eType=zi p, key=sanpl es/ | at est/

Sanpl eApp_Li nux. zi p

bucket is one of the following:

e aws- codedepl oy- us- east - 1 (for the US East (N. Virginia) region)

e aws- codedepl oy- us- east - 2 (for the US East (Ohio) region)

e aws- codedepl oy- us- west - 1 (for the US West (N. California) region)

* aws- codedepl oy- us- west - 2 (for the US West (Oregon) region)

¢ aws- codedepl oy- ca- central - 1 (for the Canada (Central) region)

e aws- codedepl oy- eu- west - 1 (for the EU (Ireland) region)

e aws- codedepl oy- eu- west - 2 (for the EU (London) region)

* aws- codedepl oy- eu- central - 1 (for the EU (Frankfurt) region)

e aws- codedepl oy- ap- nort heast - 1 (for the Asia Pacific (Tokyo) region)
* aws- codedepl oy- ap- nort heast - 2 (for the Asia Pacific (Seoul) region)

e aws- codedepl oy- ap- sout heast - 1 (for the Asia Pacific (Singapore) region)
* aws- codedepl oy- ap- sout heast - 2 (for the Asia Pacific (Sydney) region)
* aws- codedepl oy- ap- sout h- 1 (for the Asia Pacific (Mumbai) region)

* aws- codedepl oy- sa- east - 1 (for the South America (S&o Paulo) region)

For Amazon Linux and RHEL Amazon EC2 instances, calling from Windows:

aws depl oy create-depl oynent --application-nane Sinpl eDenpbApp --

depl oynent - confi g- name CodeDepl oyDef aul t . OneAt ATi me - - depl oyment - gr oup-
nane Sinpl eDenoDG - -s3-1ocation bucket =bucket, bundl eType=zi p, key=sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

For Windows Server Amazon EC2 instances, calling from Linux, macOS, or Unix:

aws depl oy creat e- depl 8@#9\/@5@352014-10-06
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--application-nane Sinpl eDenpApp \

--depl oynent - confi g- namre CodeDepl oyDef aul t . OneAt ATi e \

- - depl oynent - gr oup- nane Si npl eDenoDG \

--s3-location bucket=bucket, bundl eType=zi p, key=sanpl es/ | at est/
Sanpl eApp_W ndows. zi p

bucket is one of the following:

* aws- codedepl oy- us- east - 1 (for the US East (N. Virginia) region)

* aws- codedepl oy- us- east - 2 (for the US East (Ohio) region)

* aws- codedepl oy- us- west - 1 (for the US West (N. California) region)

e aws- codedepl oy- us- west - 2 (for the US West (Oregon) region)

¢ aws- codedepl oy- ca- central - 1 (for the Canada (Central) region)

¢ aws- codedepl oy- eu- west - 1 (for the EU (Ireland) region)

* aws- codedepl oy- eu- west - 2 (for the EU (London) region)

* aws- codedepl oy- eu-central -1 (for the EU (Frankfurt) region)

* aws- codedepl oy- ap- nort heast - 1 (for the Asia Pacific (Tokyo) region)
e aws- codedepl oy- ap- nor t heast - 2 (for the Asia Pacific (Seoul) region)

* aws- codedepl oy- ap- sout heast - 1 (for the Asia Pacific (Singapore) region)
* aws- codedepl oy- ap- sout heast - 2 (for the Asia Pacific (Sydney) region)
* aws- codedepl oy- ap- sout h- 1 (for the Asia Pacific (Mumbai) region)

* aws- codedepl oy- sa- east - 1 (for the South America (Sdo Paulo) region)

For Windows Server Amazon EC2 instances, calling from Windows:

aws depl oy create-depl oyment --application-nanme Sinpl eDenpApp --

depl oyment - conf i g- nanme CodeDepl oyDef aul t . OneAt ATi ne - - depl oynent - gr oup-
nanme Si npl eDenpDG - -s3-1ocation bucket =bucket, bundl eType=zi p, key=sanpl es/
| at est / Sanpl eApp_W ndows. zi p

Note

Currently, AWS CodeDeploy does not provide a sample revision to deploy to Ubuntu
Server Amazon EC2 instances. To create a revision on your own, see Working with
Application Revisions (p. 210).

Call the get-deployment command to make sure the deployment was successful.

Before you call this command, you will need the ID of the deployment, which should have been
returned by the call to the create-deployment command. If you need to get the deployment ID
again, call the list-deployments command against the application named Si npl eDenoApp and
the deployment group named Si npl eDenoDG:

aws depl oy list-deployments --application-nane Sinpl eDenpApp --depl oynent -
group-nane Sinpl eDenoDG - - query "depl oynents" --output text

Now, call the get-deployment command using the deployment ID:

aws depl oy get-depl oynent --deploynent-id deploynentlD --query
"depl oynment | nfo. status" --output text

Do not continue until the returnpdvafde s onacesded.
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To create the deployment (console)

1.

13.
14.

You should have already created a service role by following the instructions in Step 3: Create

a Service Role (p. 15). The service role will give AWS CodeDeploy permission to access your
instances to expand (read) their tags. Before you use the AWS CodeDeploy console to deploy
your application revision, you will need the service role ARN. To get the service role ARN, follow
the instructions in Get the Service Role ARN (Console) (p. 19).

Now that you have the service role ARN, you can use the AWS CodeDeploy console to deploy

your application revision.

Sign in to the AWS Management Console and open the AWS CodeDeploy console at https://

console.aws.amazon.com/codedeploy.

Note

Sign in with the same account or IAM user information you used in Getting

Started (p. 13).

If the Applications page does not appear, on the AWS CodeDeploy menu, choose Applications.

Choose Create New Application.

In the Application Name box, type Si nmpl eDenpApp.

In the Deployment Group Name box, type Si npl eDenpDG.

Choose Auto Scaling Group from the Tag Type drop-down list.

In the box next to Auto Scaling Group, type CodeDepl oyDenp- AS- Gr oup.

From the Deployment Config drop-down list, choose CodeDeployDefault.OneAtATime.

. Choose Create Application.

. From the Service Role ARN drop-down list, choose the service role ARN.

. Inthe Application details page, in the Deployment groups area, next to SimpleDemoDG,

choose the arrow to see the deployment group details.

Select the button next to SimpleDemoDG. In the Actions menu, choose Deploy new revision.

In the Repository Type area, choose My application is stored in Amazon S3, and then in the

Revision Location box, type one of the following:

For Amazon Linux and RHEL Amazon EC2 instances:

For Amazon EC2 instances launched in the US
East (N. Virginia) Region

For Amazon EC2 instances launched in the US
East (Ohio) Region

For Amazon EC2 instances launched in the US
West (N. California) Region

For Amazon EC2 instances launched in the US
West (Oregon) Region

For Amazon EC2 instances launched in the
Canada (Central) Region

http://s3. amazonaws. conf aws-
codedepl oy- us- east - 1/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-us-east-2. anazonaws. coni
aws- codedepl oy- us- east - 2/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-us-west-1. anazonaws. conl
aws- codedepl oy- us-west - 1/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-us-west-2. anazonaws. conl
aws- codedepl oy- us- west - 2/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-ca-

central - 1. amazonaws. contf aws-
codedepl oy-ca-central - 1/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p
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For Amazon EC2 instances launched in the EU
(Ireland) Region

For Amazon EC2 instances launched in the EU
(London) Region

For Amazon EC2 instances launched in the EU
(Frankfurt) Region

For Amazon EC2 instances launched in the
Asia Pacific (Tokyo) Region

For Amazon EC2 instances launched in the
Asia Pacific (Seoul) Region

For Amazon EC2 instances launched in the
Asia Pacific (Singapore) Region

For Amazon EC2 instances launched in the
Asia Pacific (Sydney) Region

For Amazon EC2 instances launched in the
Asia Pacific (Mumbai) Region

For Amazon EC2 instances launched in the
South America (Sao Paulo) Region

For Windows Server Amazon EC2 instances:

For Amazon EC2 instances launched in the US
East (N. Virginia) Region

For Amazon EC2 instances launched in the US
East (Ohio) Region

For Amazon EC2 instances launched in the US
West (N. California) Region

http://s3-eu-west-1. anazonaws. coni
aws- codedepl oy- eu- west - 1/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-eu-west-2. anazonaws. coni
aws- codedepl oy- eu- west - 2/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-eu-

central - 1. anmazonaws. contf aws-
codedepl oy-eu-central -1/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-ap-

nort heast - 1. anazonaws. com aws-
codedepl oy- ap- nort heast - 1/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-ap-

nort heast - 2. amazonaws. com aws-
codedepl oy- ap- nort heast - 2/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-ap-

sout heast - 1. amazonaws. com aws-
codedepl oy- ap- sout heast - 1/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-ap-

sout heast - 2. amazonaws. com aws-
codedepl oy- ap- sout heast - 2/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-ap-sout h-1. amazonaws. conf
aws- codedepl oy- ap- sout h- 1/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3-sa-east-1. anazonaws. coni
aws- codedepl oy- sa- east - 1/ sanpl es/
| at est/ Sanpl eApp_Li nux. zi p

http://s3. amazonaws. conl aws-
codedepl oy- us- east - 1/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-us-east-2. anazonaws. con
aws- codedepl oy- us- east - 2/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-us-west-1. anazonaws. coni
aws- codedepl oy- us-west - 1/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p
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For Amazon EC2 instances launched in the US
West (Oregon) Region

For Amazon EC2 instances launched in the
Canada (Central) Region

For Amazon EC2 instances launched in the EU
(Ireland) Region

For Amazon EC2 instances launched in the EU
(London) Region

For Amazon EC2 instances launched in the EU
(Frankfurt) Region

For Amazon EC2 instances launched in the
Asia Pacific (Tokyo) Region

For Amazon EC2 instances launched in the
Asia Pacific (Seoul) Region

For Amazon EC2 instances launched in the
Asia Pacific (Singapore) Region

For Amazon EC2 instances launched in the
Asia Pacific (Sydney) Region

For Amazon EC2 instances launched in the
Asia Pacific (Mumbai) Region

For Amazon EC2 instances launched in the
South America (S&o Paulo) Region

http://s3-us-west-2. anazonaws. coni
aws- codedepl oy- us-west - 2/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-ca-

central -1. anazonaws. conl aws-
codedepl oy-ca-central - 1/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-eu-west-1. anazonaws. conl
aws- codedepl oy- eu- west - 1/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-eu-west-2. anazonaws. conl
aws- codedepl oy- eu- west - 1/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-eu-

central - 1. amazonaws. contf aws-
codedepl oy-eu-central -1/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-ap-

nort heast - 1. anazonaws. conl aws-
codedepl oy- ap- nort heast - 1/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-ap-

nort heast - 2. anazonaws. conl aws-
codedepl oy- ap- nort heast - 2/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-ap-

sout heast - 1. amazonaws. contf aws-
codedepl oy- ap- sout heast - 1/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-ap-

sout heast - 2. amazonaws. com aws-
codedepl oy- ap- sout heast - 2/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-ap-south-1. amazonaws. conf
aws- codedepl oy- ap- sout h- 1/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

http://s3-sa-east-1. anazonaws. coni
aws- codedepl oy- sa- east - 1/ sanpl es/
| at est/ Sanpl eApp_W ndows. zi p

For Ubuntu Server Amazon EC2 instances, type the location of your custom application revision
stored in Amazon S3.

15. Leave the Deployment Description box blank.
16. With CodeDeployDefault.OneAtATime selected in the Deployment Config drop-down list,
choose Deploy Now.
Tip
To update the deployment's current status, refresh the page in your browser.
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If Failed appears instead of Succeeded, you may want to try some of the techniques
in Monitor and Troubleshoot Your Deployment (p. 58) (using the application name of
Si npl eDenmpbApp and the deployment group name of Si npl eDenpDG).

Step 3: Check Your Results

In this step, you'll check to see that AWS CodeDeploy installed the Si npl eDenoApp revision on the
single Amazon EC2 instance in the Auto Scaling group.

Topics
¢ To check the results (CLI) (p. 100)
¢ To check the results (console) (p. 100)

To check the results (CLI)

First, you'll need the public DNS of the Amazon EC2 instance.

Use the AWS CLI to get the public DNS of the Amazon EC2 instance in the Auto Scaling group by
calling the describe-instances command.

Before you call this command, you will need the ID of the Amazon EC2 instance. To get the ID, call the
describe-auto-scaling-groups against CodeDepl oyDenp- AS- Gr oup as you did before:

aws aut oscal i ng descri be-auto-scal i ng-groups --auto-
scal i ng- gr oup- nanes CodeDepl oyDenp- AS- G- oup --query
"Aut oScal i ngG oups[ 0] . I nstances[*] . | nstancel d" --output text

Now call the describe-instances command:

aws ec2 describe-instances --instance-id instancel D --query
"Reservations[0].|nstances[0].PublicDnsNane" --output text

The returned value is the public DNS of the Amazon EC2 instance.

Using a web browser, show the SimpleDemoApp revision deployed to that Amazon EC2 instance,
using a URL like the following:

http://ec2-01-234-567-890. conput e- 1. amazonaws. com

If you see the congratulations page, you've successfully used AWS CodeDeploy to deploy a revision to
a single Amazon EC2 instance in an Auto Scaling group!

Next, you'll add an Amazon EC2 instance to the Auto Scaling group. After Auto Scaling adds the
Amazon EC2 instance, AWS CodeDeploy will deploy your revision to the new instance.

To check the results (console)

First, you'll need the public DNS of the Amazon EC2 instance.
Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

In the Amazon EC2 navigation pane, under Auto Scaling, choose Auto Scaling Groups, and then
choose the CodeDepl oyDenp- AS- Gr oup entry.
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On the Instances tab, choose the Amazon EC2 instance ID in the list.

On the Instances page, on the Description tab, note the Public DNS value. It should look something
like this: ec2- 01- 234- 567- 890. conput e- 1. anazonaws. com

Using a web browser, show the SimpleDemoApp revision deployed to that Amazon EC2 instance,
using a URL like the following:

http://ec2-01-234-567-890. conput e- 1. anazonaws. com

If you see the congratulations page, you've successfully used AWS CodeDeploy to deploy a revision to
a single Amazon EC2 instance in an Auto Scaling group!

Next, you'll add an Amazon EC2 instance to the Auto Scaling group. After Auto Scaling adds the
Amazon EC2 instance, AWS CodeDeploy will deploy your revision to the new Amazon EC2 instance.

Step 4: Increase the Number of Amazon EC2
Instances in the Auto Scaling Group

In this step, you'll instruct the Auto Scaling group to create an additional Amazon EC2 instance. After
Auto Scaling creates the instance, AWS CodeDeploy will deploy your revision to it.

Topics
¢ To scale up the number of Amazon EC2 instances in the Auto Scaling group (CLI) (p. 101)

e To scale up the number of Amazon EC2 instances in the deployment group (console) (p. 102)

To scale up the number of Amazon EC2 instances in the Auto
Scaling group (CLI)

1. Call the update-auto-scaling-group command to increase the Amazon EC2 instances in the Auto
Scaling group named CodeDepl oyDenp- AS- G- oup from one to two.

For Linux, macOS, or Unix:

aws aut oscal i ng updat e- aut o-scal i ng-group \
--aut o-scal i ng- group- nane CodeDepl oyDenp- AS- G oup \
--mn-size 2\
--max-size 2\
--desired-capacity 2

For Windows:

aws aut oscal i ng updat e- aut o-scal i ng- group --aut o-scal i ng- group- nane
CodeDepl oyDenp- AS-Group --min-size 2 --max-size 2 --desired-capacity 2

2. Make sure the Auto Scaling group now has two Amazon EC2 instances. Call the describe-auto-
scaling-groups command against CodeDepl oyDenp- AS- Gr oup:

aws aut oscal i ng descri be-aut o-scal i ng-groups --auto-scaling-group-nanes
CodeDepl oyDenp- AS- Group --query "AutoScalingG oups[O0].Instances[*].
[ Heal t hSt at us, LifecycleState]" --output text
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Do not proceed until both of the returned values show Heal t hy and | nSer vi ce.

To scale up the number of Amazon EC2 instances in the
deployment group (console)

1. Inthe Amazon EC2 navigation bar, under Auto Scaling, choose Auto Scaling Groups, and then
choose CodeDepl oyDenp- AS- Gr oup.

2. Choose Actions, and then choose Edit.
3. On the Details tab, in the Desired, Min, and Max boxes, type 2, and then choose Save.

4. Choose the Instances tab. The new Amazon EC2 instance should appear in the list. (If the
instance does not appear, you may need to choose the Refresh button a few times.) Do not
proceed until the value of InService appears in the Lifecycle column and the value of Healthy
appears in the Health Status column.

Step 5: Check Your Results Again

In this step, you'll check to see if AWS CodeDeploy installed the SimpleDemoApp revision on the new
instance in the Auto Scaling group.

Topics
¢ To check automatic deployment results (CLI) (p. 102)
¢ To check automatic deployment results (console) (p. 103)

To check automatic deployment results (CLI)

1. Before you call the get-deployment command, you will need the ID of the automatic
deployment. To get the ID, call the list-deployments command against the application named
Si npl eDenmpbApp and the deployment group named Si npl eDenoDG

aws depl oy list-deployments --application-nane Sinpl eDenpApp --depl oynent -
group-nane Sinpl eDenoDG - - query "depl oynents" --output text

There should be two deployment IDs. Use the one you have not yet used in a call to the get-
deployment command:

aws depl oy get-depl oynent --deploynent-id deploynentlD --query
"depl oynment I nfo.[status, creator]" --output text

In addition to the deployment status, you should see aut oScal i ng in the command output.
(aut oScal i ng means Auto Scaling created the deployment.)

Do not proceed until the deployment status shows Succeeded.

2. Before you call the describe-instances command, you will need the ID of the new Amazon EC2
instance. To get this ID, make another call to the describe-auto-scaling-groups command
against CodeDepl oyDenp- AS- Gr oup:

aws aut oscal i ng descri be-aut o-scal i ng- groups --auto-
scal i ng- gr oup- nanes CodeDepl oyDeno- AS- G oup --query
"Aut oScal i ngG oups[ 0] . I nst ances[ *] . | nstancel d" --out put text
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Now make a call to the describe-instances command:

aws ec2 describe-instances --instance-id instancelD --query
"Reservations[0].Instances[0].PublicDnsNane" --output text

In the output of the describe-instances command, note the public DNS for the new Amazon EC2
instance.

Using a web browser, show the Si nmpl eDenpApp revision deployed to that Amazon EC2 instance,
using a URL like the following:

http://ec2-01-234-567-890. conput e- 1. amazonaws. com

If the congratulations page appears, you've used AWS CodeDeploy to deploy a revision to a
scaled-up Amazon EC2 instance in an Auto Scaling group!

To check automatic deployment results (console)

1.

Sign in to the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note

Sign in with the same account or IAM user information you used in Getting

Started (p. 13).
On the AWS CodeDeploy menu, choose Deployments. The Deployments page displays
information about the deployment Auto Scaling created. Normally, you would create a deployment
on your own, but Auto Scaling created one on your behalf to deploy your revision to the new
Amazon EC2 instance.

Tip

To update the deployment's current status, use refresh the page in your browser.
After Succeeded is displayed for the deployment status, verify the results on the instance. You will
first need to get the public DNS of the instance:

In the Amazon EC2 navigation pane, under Auto Scaling, choose Auto Scaling Groups, and
then choose the CodeDepl oyDenp- AS- Gr oup entry.

On the Instances tab, choose the ID of the new Amazon EC2 instance.

On the Instances page, on the Description tab, note the Public DNS value. It should look
something like this: ec2- 01- 234- 567- 890. conput e- 1. anazonaws. com

Show the Si npl eDenpApp revision deployed to the instance using a URL like the following:

http://ec2-01-234-567-890. conput e- 1. anezonaws. com

If the congratulations page appears, you've used AWS CodeDeploy to deploy a revision to a scaled-up
Amazon EC2 instance in an Auto Scaling group!

Step 6: Clean Up

In this step, you'll delete the Auto Scaling group to avoid ongoing charges for resources you used
during this tutorial, . Optionally, you can delete the Auto Scaling configuration and AWS CodeDeploy
deployment component records.

Topics
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¢ To clean up resources (CLI) (p. 104)

¢ To clean up resources (console) (p. 104)

To clean up resources (CLI)

1. Delete the Auto Scaling group by calling the delete-auto-scaling-group command against
CodeDepl oyDenp- AS- Gr oup. This will also terminate the Amazon EC2 instances.

aws aut oscal i ng del et e- aut o-scal i ng-group --auto-scal i ng-group-nane
CodeDepl oyDenp- AS- Group --force-delete

2. Optionally, delete the Auto Scaling launch configuration by calling the delete-launch-
configuration command against the launch configuration named CodeDepl oyDenp- AS-
Confi guration:

aws aut oscal i ng del ete-| aunch-configuration --1aunch-configuration-nanme
CodeDepl oyDenp- AS- Confi gur ati on

3. Optionally, delete the application from AWS CodeDeploy by calling the delete-application
command against the application named Si npl eDenpApp. This will also delete all associated
deployment, deployment group, and revision records.

aws depl oy del ete-application --application-nanme Sinpl eDenpApp

To clean up resources (console)
1. Delete the Auto Scaling group. This will also terminate the Amazon EC2 instances:

Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

2. Inthe Amazon EC2 navigation pane, under Auto Scaling, choose Auto Scaling Groups, and
then choose the CodeDepl oyDenp- AS- Gr oup entry.

Choose Actions, choose Delete, and then choose Yes, Delete.

Optionally, delete the launch configuration. In the navigation bar, under Auto Scaling, choose
Launch Configurations, and then choose CodeDepl oyDenp- AS- Conf i gur ati on.

Choose Actions, choose Delete launch configuration, and then choose Yes, Delete.

Optionally, delete the application from AWS CodeDeploy. This will also delete all associated
deployment, deployment group, and revision records. Open the AWS CodeDeploy console at
https://console.aws.amazon.com/codedeploy.

On the AWS CodeDeploy menu, choose Applications.
In the list of applications, choose SimpleDemoApp.
On the Application details page, choose Delete application.

10. When prompted, type the name of the application to confirm you want to delete it, and then choose
Delete.
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Tutorial: Deploy an Application from GitHub Using
AWS CodeDeploy

In this tutorial, you'll use AWS CodeDeploy to deploy a sample application revision from GitHub to
a single Amazon EC2 instance running Amazon Linux, a single Red Hat Enterprise Linux (RHEL)
instance, or a single Windows Server instance. For information about GitHub integration with AWS
CodeDeploy, see GitHub (p. 42).

Note
You can also use AWS CodeDeploy to deploy an application revision from GitHub to an
Ubuntu Server instance. You can use the sample revision described in Step 2: Create a
Sample Application Revision (p. 80) in Tutorial: Deploy an Application to an On-Premises
Instance (p. 79), or you can create a revision compatible with an Ubuntu Server instance
and AWS CodeDeploy. To create your own revision, see Plan a Revision (p. 210) and Add
an AppSpec File (p. 211).
Topics

¢ Prerequisites (p. 105)

e Step 1: Set Up a GitHub Account (p. 105)

e Step 2: Create a GitHub Repository (p. 105)

¢ Step 3: Upload a Sample Application to Your GitHub Repository (p. 107)

¢ Step 4: Provision an Instance (p. 109)

¢ Step 5: Deploy the Application to the Instance (p. 110)

¢ Step 6: Monitor and Verify the Deployment (p. 113)

¢ Step 7: Clean Up (p. 114)

Prerequisites

Before you start this tutorial, do the following:

« Install Git on your local machine. To install Git, see Git Downloads.

« Complete the steps in Getting Started (p. 13), including installing and configuring the AWS CLI.
This is especially important if you want to use the AWS CLI to deploy a revision from GitHub to the
instance.

Step 1: Set Up a GitHub Account

You will need a GitHub account to create a GitHub repository where the revision will be stored. If you
already have a GitHub account, skip ahead to Step 2: Create a GitHub Repository (p. 105).

1. Go to https://github.com/join.
2. Type a user name, your email address, and a password.
3. Choose Sign up for GitHub, and then follow the instructions.

Step 2: Create a GitHub Repository

You will need a GitHub repository to store the revision.
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If you already have a GitHub repository, be sure to substitute its name for CodeDepl oyG t HubDeno
throughout this tutorial, and then skip ahead to Step 3: Upload a Sample Application to Your GitHub

Repository (p. 107).

1.

On the GitHub home page, do one of the following:

In Your repositories, choose New repository.
On the navigation bar, choose Create new (+), and then choose New repository.

In the Create a new repository page, do the following:

In the Repository name box, type CodeDepl oyG t HubDeno.
Select Public.

Note

Selecting the default Public option means that anyone can see this repository.
Although you can select the Private option to limit who can see and commit to the
repository, this option may result in additional charges from GitHub.

Clear the Initialize this repository with a README check box. You will create a READVE. nd

file manually in the next step instead.
Choose Create repository.

Follow the instructions to use the command line to create the repository.

Tip
If you have enabled two-factor authentication on GitHub, make sure you enter your

personal access token instead of your GitHub login password if prompted for a password.

For information, see Providing Your 2FA Authentication Code.

For Linux, macQOS, or Unix:

1.

2

From the terminal, run the following commands, one at a time, where user - nane is your

GitHub user name:

nkdi r /tnp/ CodeDepl oyG t HubDeno

cd /tnp/ CodeDepl oyG t HubDenp

t ouch READVMVE. nd

git init

git add README. md

git conmit -m"My first conmt"

git renpte add origin https://github. confuser-nane/
CodeDepl oyG t HubDeno. gi t

git push -u origin master

Leave the command prompt open in the / t np/ CodeDepl oyG t HubDenm location
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For Windows:

1.

From a command prompt running as an administrator, run the following commands, one at a
time:

nkdir c:\tenp\ CodeDepl oyG t HubDenp

cd c:\tenp\ CodeDepl oyG t HubDeno

not epad README. nd

In Notepad, save the README. nd file. Close Notepad. Run the following commands, one at a
time, where user - nane is your GitHub user name:

git init

git add README. nd

git coomit -m"My first conmt"

git renpte add origin https://github. confuser-nane/
CodeDepl oyG t HubDeno. gi t

git push -u origin naster

Leave the command prompt open in the c: \ t enp\ CodeDepl oyG t HubDenp location.

Step 3: Upload a Sample Application to Your GitHub
Repository

In this step, you will copy a sample revision from a public Amazon S3 bucket to your GitHub repository.

Note
If you use one of your revisions instead of our sample revision, your revision must:

¢ Follow the guidelines in Plan a Revision (p. 210) and Add an AppSpec File (p. 211).
« Work with the corresponding instance type.
¢ Be accessible from your GitHub dashboard.

If your revision meets these requirements, skip ahead to Step 5: Deploy the Application to the
Instance (p. 110).

If you're deploying to an Ubuntu Server instance, you'll need to upload to your GitHub
repository a revision compatible with an Ubuntu Server instance and AWS CodeDeploy. For
more information, see Plan a Revision (p. 210) and Add an AppSpec File (p. 211).

With your terminal or administrative command prompt still open in, for example, the
/ t np/ CodeDepl oyG t HubDeno location (for Linux, macOS, or Unix) orc: \t enp
\ CodeDepl oyG t HubDenp (for Windows), run the following commands, one at a time:
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To push our sample revision to an Amazon EC2 instance running Amazon Linux or RHEL:

(Amazon S3 copy comrand)

git add Sanpl eApp_Li nux. zip

git conmit -m"Added Linux sanple app"

git push

Where ( Amazon S3 copy conmand) is one of the following:

aws s3 cp s3://aws-codedepl oy- us- east - 1/ sanpl es/ | at est/ Sanpl eApp_Li nux. zi p .
--region us-east -1 for the US East (N. Virginia) region

aws s3 cp s3://aws-codedepl oy- us- east -2/ sanpl es/ | at est/ Sanpl eApp_Li nux. zip .
--regi on us-east -2 for the US East (Ohio) region

aws s3 cp s3://aws-codedepl oy- us-west - 1/ sanpl es/ | at est/ Sanpl eApp_Li nux. zi p .
--region us-west -1 forthe US West (N. California) Region

aws s3 cp s3://aws-codedepl oy- us-west - 2/ sanpl es/ | at est/ Sanpl eApp_Li nux. zip .
--regi on us-west -2 for the US West (Oregon) region

aws s3 cp s3://aws-codedepl oy-ca-central -1/ sanpl es/ | at est/

Sanpl eApp_Li nux.zip . --region ca-central -1 forthe Canada (Central) Region

aws s3 cp s3://aws-codedepl oy- eu-west - 1/ sanpl es/ | at est/ Sanpl eApp_Li nux. zip .
--region eu-west -1 for the EU (Ireland) region

aws s3 cp s3://aws-codedepl oy- eu- west - 2/ sanpl es/ | at est/ Sanpl eApp_Li nux. zip .
--regi on eu-west -2 for the EU (London) region

aws s3 cp s3://aws-codedepl oy-eu-central -1/ sanpl es/ | at est/

Sanpl eApp_Li nux. zip . --region eu-central -1 forthe EU (Frankfurt) Region

aws s3 cp s3://aws-codedepl oy-ap-northeast-1/sanpl es/| atest/

Sanpl eApp_Linux.zip . ---regi on ap-northeast -1 for the Asia Pacific (Tokyo) region
aws s3 cp s3://aws-codedepl oy- ap- nort heast -2/ sanpl es/ | at est/

Sanpl eApp_Li nux. zip . ---region ap-northeast - 2 for the Asia Pacific (Seoul) region

aws s3 cp s3://aws-codedepl oy- ap- sout heast -1/ sanpl es/| atest/

Sanpl eApp_Li nux. zip . --region ap-southeast -1 for the Asia Pacific (Singapore) Region
aws s3 cp s3://aws-codedepl oy- ap- sout heast - 2/ sanpl es/ | at est/

Sanpl eApp_Li nux. zip . --region ap-sout heast - 2 for the Asia Pacific (Sydney) region
aws s3 cp s3://aws-codedepl oy- ap-sout h-1/ sanpl es/ | at est/

Sanpl eApp_Li nux.zip . --region ap-south-1 forthe Asia Pacific (Mumbai) region

aws s3 cp s3://aws-codedepl oy- sa- east - 1/ sanpl es/ | at est/ Sanpl eApp_Li nux. zip .
--region sa-east -1 for the South America (Sao Paulo) Region

To push our sample revision to a Windows Server instance:

(Amazon S3 copy commrand)

git add Sanpl eApp_W ndows. zi p

git conmt -m"Added W ndows sanpl e app"
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git push

Where (Amazon S3 copy conmand) is one of the following:

e aws s3 cp s3://aws-codedepl oy-us-east-1/sanpl es/| atest/
Sanpl eApp_W ndows. zi p . --region us-east- 1 for the US East (N. Virginia) region

e aws s3 cp s3://aws-codedepl oy- us-east-2/sanpl es/| atest/
Sanpl eApp_W ndows. zip . --regi on us-east -2 for the US East (Ohio) region

e aws s3 cp s3://aws-codedepl oy-us-west -1/ sanpl es/ | atest/
Sanpl eApp_W ndows. zip . --region us-west- 1 forthe US West (N. California) Region

e aws s3 cp s3://aws-codedepl oy-us-west -2/ sanpl es/ | at est/
Sanpl eApp_W ndows. zip . --region us-west -2 for the US West (Oregon) region

e aws s3 cp s3://aws-codedepl oy-ca-central -1/ sanpl es/| atest/
Sanpl eApp_W ndows. zip . --region ca-central -1 forthe Canada (Central) Region

e aws s3 cp s3://aws-codedepl oy- eu-west - 1/ sanpl es/ | at est/
Sanpl eApp_W ndows. zip . --regi on eu-west- 1 for the EU (Ireland) region

e aws s3 cp s3://aws-codedepl oy- eu-west - 2/ sanpl es/ | at est/
Sanpl eApp_W ndows. zip . --region eu-west -2 for the EU (London) region

e aws s3 cp s3://aws-codedepl oy-eu-central -1/ sanpl es/ | atest/
Sanpl eApp_W ndows. zip . --region eu-central -1 for the EU (Frankfurt) Region

e aws s3 cp s3://aws-codedepl oy- ap-northeast-1/sanpl es/| atest/
Sanpl eApp_W ndows. zi p . --regi on ap-northeast -1 for the Asia Pacific (Tokyo) region

e aws s3 cp s3://aws-codedepl oy- ap-northeast -2/ sanpl es/| atest/
Sanpl eApp_W ndows. zip . --regi on ap-northeast -2 for the Asia Pacific (Seoul) region

e aws s3 cp s3://aws-codedepl oy- ap- sout heast -1/ sanpl es/ | at est/
Sanpl eApp_W ndows. zi p . --regi on ap-sout heast - 1 for the Asia Pacific (Singapore)
Region

* aws s3 cp s3://aws-codedepl oy- ap- sout heast - 2/ sanpl es/ | at est/
Sanpl eApp_W ndows. zi p . --regi on ap-sout heast - 2 for the Asia Pacific (Sydney) region

e aws s3 cp s3://aws-codedepl oy- ap-sout h-1/ sanpl es/| atest/
Sanpl eApp_W ndows. zi p . --regi on ap-sout h-1 for the Asia Pacific (Mumbai) region

e aws s3 cp s3://aws-codedepl oy-sa-east-1/sanpl es/| atest/
Sanpl eApp_W ndows. zi p . --region sa-east -1 for the South America (Sao Paulo) Region

To push your own revision to an Ubuntu Server instance, copy your revision into your local repo, and
then call the following:

git add your-revision-file-nane
git conmt -m"Added Ubuntu app"
git push

Step 4: Provision an Instance

In this step, you will create an Amazon EC2 instance running Amazon Linux or a Windows Server,
Ubuntu Server, or RHEL instance configured for use in AWS CodeDeploy deployments. Follow the
instructions in Working with Instances (p. 133), and then return to this page. If you already have an
instance configured for use in AWS CodeDeploy deployments, go to the next step.

After you have successfully launched the instance and verified the AWS CodeDeploy agent is running,
go to the next step.
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Step 5: Deploy the Application to the Instance

In this step, you will use the AWS CodeDeploy console or the AWS CLI to deploy the sample revision
from your GitHub repository to your instance. If you're using one of our sample revisions to deploy to
an Amazon EC2 instance running Amazon Linux, RHEL, or Windows Server, our sample revision is a
single web page deployed to the instance.

To deploy the revision (console)

1. Signinto the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

If the Applications page is not displayed, on the AWS CodeDeploy menu, choose Applications.
Choose Create application.

In the Application name box, type CodeDepl oyG t HubDeno- App.

In the Deployment group name box, type CodeDepl oyG t HubDeno- DepG p.

o0 s~ 6D

Choose a tag type for your instance.

If you're deploying to an Amazon EC2 instance, choose Amazon EC2 from the Tag type drop-
down list. In the Key and Value boxes, type the Amazon EC2 instance tag key and value that was
applied to your Amazon EC2 instance as part of Step 4: Provision an Instance (p. 109).

If you're deploying to an on-premises instance, choose On-premises instance from the Tag type
drop-down list. In the Key and Value boxes, type the on-premises instance tag key and value that
was applied to your on-premises instance as part of Step 4: Provision an Instance (p. 109).

7. Inthe Deployment configuration drop-down list, leave the default of
CodeDeployDefault.OneAtATime.

8. Inthe Service role ARN drop-down list, choose the service role ARN. (Follow the instructions in
Get the Service Role ARN (Console) (p. 19) to find the service role ARN.)

9. Choose Create application.

10. On the Application details page, in Deployment groups, choose the button next to
CodeDepl oyG t HubDenp- DepG p.

11. Inthe Actions menu, choose Deploy new revision.

12. On the Create deployment page, in the Revision type area, choose My application is stored in
GitHub.

13. Choose Connect with GitHub. The web page that appears will prompt you to authorize AWS
CodeDeploy to interact with GitHub for the application named CodeDepl oyG t HubDenp- App.

Note

If you see a Reconnect with GitHub link instead of a Connect with GitHub button,

this is expected behavior. Do not choose the link. Continue to the next step. For
information about why this happens, see GitHub Authentication with Applications in AWS
CodeDeploy (p. 43).

If you see a blank web page that briefly appears and then disappears, and you do not see
a Reconnect with GitHub link or a Connect with GitHub button, this is also expected
behavior. Continue to the next step. For information about why this happens, see GitHub
Authentication with Applications in AWS CodeDeploy (p. 43).

14. Follow the instructions on the Sign in page to sign in with your GitHub account.
15. Onthe Authorize application page, choose Authorize application.

16. On the AWS CodeDeploy Create deployment page, in the Repository name box, type the
GitHub user name you used to sign in, followed by a forward slash (/ ), followed by the name of
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17.

18.
19.

the repository where you pushed your application revision (for example, My- G t Hub- User - Nane/
CodeDepl oyG t HubDenp).

If you are unsure of the value to type, or if you want to specify a different repository:

1. In a separate web browser tab, go to your GitHub dashboard.

In Your repositories, hover your mouse pointer over the target repository name. A tooltip
appears, displaying the GitHub user or organization name, followed by a forward slash
character (/ ), followed by the name of the repository. Type this displayed value into the
Repository Name box.
Tip
If the target repository name is not displayed in Your repositories, use the
Search GitHub box to find the target repository and corresponding GitHub user or
organization name.
In the Commit ID box, type the ID of the commit associated with the push of your application
revision to GitHub.

If you are unsure of the value to type:

1. In a separate web browser tab, go to your GitHub dashboard.
In Your repositories, choose CodeDeployGitHubDemo.

In the list of commits, find and copy the commit ID associated with the push of your
application revision to GitHub. This ID is typically 40 characters in length and consists of both
letters and numbers. (Do not use the shorter version of the commit ID, which is typically the
first 10 characters of the longer version.)

4. Paste the commit ID into the Commit ID box.
Leave the Deployment description box blank.

Leave the Deployment configuration drop-down list at the default of
CodeDeployDefault.OneAtATime, and choose Deploy.

Now that you've used the AWS CodeDeploy console to deploy the revision to the instance, you can
skip ahead to Step 6: Monitor and Verify the Deployment (p. 113).

To deploy the revision (CLI)

1.

Call the create-application command to create an application in AWS CodeDeploy named
CodeDepl oyG t HubDeno- App:

aws depl oy create-application --application-name CodeDepl oyG t HubDeno- App

Call the create-deployment-group command to create a deployment group named
CodeDepl oyG t HubDeno- DepG p:

« If you're deploying to an Amazon EC2 instance, EC2- t ag- key is the Amazon EC2 instance
tag key that was applied to your Amazon EC2 instance as part of Step 4: Provision an
Instance (p. 109).

« If you're deploying to an Amazon EC2 instance, EC2- t ag- val ue is the Amazon EC2 instance
tag value that was applied to your Amazon EC2 instance as part of Step 4: Provision an
Instance (p. 109).

« If you're deploying to an on-premises instance, on- pr eni se-t ag- key is the on-premises
instance tag key that was applied to your on-premises instance as part of Step 4: Provision an
Instance (p. 109).

 If you're deploying to an on-premises instance, on- pr eni se-t ag- val ue is the on-premises
instance tag value that was applied to your on-premises instance as part of Step 4: Provision an
Instance (p. 109).
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10.

11.
12.
13.

e servi ce-rol e- ARNis a service role ARN. (Follow the instructions in Get the Service Role
ARN (CLI) (p. 19) to find the service role ARN.)

aws depl oy create-depl oynent-group --application-nane
CodeDepl oyd t HubDenp- App --ec2-tag-filters Key=EC2-tag-

key, Type=KEY_AND_VALUE, Val ue=EC2-t ag-val ue --on-premnises-tag-filters
Key=on- prem ses-t ag- key, Type=KEY_AND_VALUE, Val ue=on- preni ses-t ag-val ue
- - depl oynment - gr oup- nanme CodeDepl oyG t HubDenp- DepGp --service-rol e-

arn service-rol e- ARN

Note

The create-deployment-group command provides support for creating triggers that result
in the sending of Amazon SNS notifications to topic subscribers about specified events in
deployments and instances. The command also supports options for automatically rolling
back deployments and setting up alarms to stop deployments when certain monitoring
thresholds are met in Amazon CloudWatch Alarms. Commands for these actions are
excluded from the sample in this tutorial.

Before you can call any AWS CLI commands that interact with GitHub (such as the create-
deployment command, which you will call next), you must give AWS CodeDeploy permission
to use your GitHub user account to interact with GitHub for the CodeDepl oyG t HubDeno- App
application. Currently, you must use the AWS CodeDeploy console to do this.

Sign in to the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note
Sign in with the same account or IAM user information you used in Getting
Started (p. 13).

On the AWS CodeDeploy menu, choose Deployments.

Choose Create deployment.

Note
You will not be creating a new deployment. This is currently the only way to give AWS
CodeDeploy permission to interact with GitHub on behalf of your GitHub user account.
From the Application drop-down list, choose CodeDeployGitHubDemo-App.
From the Deployment group drop-down list, choose CodeDeployGitHubDemo-DepGrp.
In the Revision type area, choose My application is stored in GitHub.
Choose Connect With GitHub.

Note

If you see a Reconnect with GitHub link instead of a Connect with GitHub button,

this is expected behavior. Do not choose the link. Continue to the next step. For
information about why this happens, see GitHub Authentication with Applications in AWS
CodeDeploy (p. 43).

If you see a blank web page that briefly appears and then disappears, and you don't see
a Reconnect with GitHub link or a Connect with GitHub button, this also expected
behavior. Continue to the next step. For information about why this happens, see GitHub
Authentication with Applications in AWS CodeDeploy (p. 43).

Follow the instructions on the Sign in page to sign in with your GitHub user name or email and
password.

On the Authorize application page, choose Authorize application.
On the AWS CodeDeploy Create deployment page, choose Cancel.

Call the create-deployment command to deploy the revision from your GitHub repository to the
instance, where:
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e reposi tory is your GitHub account name, followed by a forward-slash (/ ), followed by the
name of your repository (CodeDepl oyG t HubDenp), for example, MyG t HubUser Nane/
CodeDepl oyG t HubDeno.

If you are unsure of the value to use, or if you want to specify a different repository:

In a separate web browser tab, go to your GitHub dashboard.

2. InYour repositories, hover your mouse pointer over the target repository name. A tooltip
appears, displaying the GitHub user or organization name, followed by a forward slash (/ ),
followed by the name of the repository. This is the value to use.

Tip

If the target repository name does not appear in Your repositories, use the
Search GitHub box to find the target repository and corresponding GitHub user or
organization name.

e conmi t | d is the commit associated with the version of the application revision you pushed to
your repository (for example, f 835159a. . . 528eb76f).

If you are unsure of the value to use:

In a separate web browser tab, go to your GitHub dashboard.
In Your repositories, choose CodeDeployGitHubDemo.

In the list of commits, find the commit ID associated with the push of your application
revision to GitHub. This ID is typically 40 characters in length and consists of both letters
and numbers. (Do not use the shorter version of the commit ID, which is typically the first 10
characters of the longer version.) Use this value.

For Linux, macOS, or Unix:

aws depl oy create-depl oynment \
--application-nane CodeDepl oyG t HubDeno- App \
--depl oynent - confi g- namre CodeDepl oyDef aul t . OneAt ATi e \
- - depl oynent - gr oup- nane CodeDepl oyG t HubDeno- DepGrp \
--description "My GtHub depl oynent denp" \
--github-1location repository=repository,conmitld=conmitld

For Windows:

aws depl oy create-depl oyment --application-name CodeDepl oyG t HubDenb- App
- -depl oynment - confi g- name CodeDepl oyDef aul t . OneAt ATi ne - - depl oynent - gr oup-
nane CodeDepl oyG t HubDeno- DepGrp --description "My GtHub depl oynment deno”
--gi thub-location repository=repository,conmtld=comitld

Step 6: Monitor and Verify the Deployment

In this step, you will use either the AWS CodeDeploy console or the AWS CLI to verify the success of
the deployment. You will use your web browser to view the web page that was deployed to the Amazon
EC2 instance running Amazon Linux or the Windows Server or RHEL instance.

Note

If you're deploying to an Ubuntu Server instance, use your own testing strategy to determine
whether the deployed revision works as expected on the instance, and then go to the next
step.
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To monitor and verify the deployment (console)

If the Deployments page is not displayed, on the AWS CodeDeploy menu, choose Deployments.

In the list of deployments, look for the row with an Application value of
CodeDeployGitHubDemo-App and a Deployment group value of CodeDeployGitHubDemo-
DepGrp. If Succeeded or Failed do not appear in the Status column, choose the Refresh button
periodically.

If Failed appears in the Status column, follow the instructions in View Instance Details
(Console) (p. 150) to troubleshoot the deployment.

If Succeeded appears in the Status column, you can now verify the deployment through your web
browser. Our sample revision deploys a single web page to the instance. If you're deploying to

an Amazon EC2 instance, in your web browser, go to ht t p: / / Publ i cDNS for the instance (for
example, htt p: // ec2- 01- 234- 567- 890. conput e- 1. anazonaws. comn).

If you can see the web page, then congratulations! Now that you've successfully used AWS
CodeDeploy to deploy a revision from GitHub, you can skip ahead to Step 7: Clean Up (p. 114).

To monitor and verify the deployment (CLI)

1.

Call the list-deployments command to get the deployment ID for the application named
CodeDepl oyG t HubDeno- App and the deployment group hamed CodeDepl oyG t HubDeno-
DepG p:

aws depl oy list-deploynments --application-nane CodeDepl oyG t HubDeno- App - -
depl oynment - gr oup- nane CodeDepl oyG t HubDeno- DepGrp --query "depl oynents" --
out put text

Call the get-deployment command, supplying the ID of the deployment in the output from the list-
deployments command:

aws depl oy get-depl oynent --deploynent-id deploynent-1D --query
"depl oyment I nfo. [status, creator]" --output text

If Failed is returned, follow the instructions in View Instance Details (Console) (p. 150) to
troubleshoot the deployment.

If Succeeded is returned, you can now try verifying the deployment through your web
browser. Our sample revision is a single web page deployed to the instance. If you're
deploying to an Amazon EC2 instance, you can view this page in your web browser by
going to ht t p: // Publ i cDNS for the Amazon EC2 instance (for example, htt p: //
ec2-01-234-567-890. conput e- 1. anazonaws. con).

If you can see the web page, then congratulations! You have successfully used AWS CodeDeploy
to deploy from your GitHub repository.

Step 7: Clean Up

To avoid further charges for resources you used during this tutorial, you must terminate the Amazon
EC2 instance and its associated resources. Optionally, you can delete the AWS CodeDeploy
deployment component records associated with this tutorial. If you were using a GitHub repository just
for this tutorial, you can delete it now, too.
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To delete a AWS CloudFormation stack (if you used the AWS
CloudFormation template to create an Amazon EC2 instance)

1.

Sign in to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

In the Stack Name column, select the box next to the stack starting with
CodeDepl oySanpl eSt ack.

Choose Delete Stack.

When prompted, choose Yes, Delete. The Amazon EC2 instance and the associated IAM
instance profile and service role will be deleted.

To manually deregister and clean up an on-premises instance
(if you provisioned an on-premises instance)

1.

Use the AWS CLI to call the deregister command against the on-premises instance represented
here by your - i nst ance- nane and the associated region by your - r egi on:

aws depl oy deregister --instance-nanme your-instance-nane --del ete-iamuser
--region your-region

From the on-premises instance, call the uninstall command:

aws depl oy uninstall

To manually terminate an Amazon EC2 instance (if you
manually launched an Amazon EC2 instance)

1.

Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

In the navigation pane, under Instances, choose Instances.

Select the box next to the Amazon EC2 instance you want to terminate. In the Actions menu,
point to Instance State, and then choose Terminate.

When prompted, choose Yes, Terminate.

To delete the AWS CodeDeploy deployment component
records

1.

Sign in to the AWS Management Console and open the AWS CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

Note

Sign in with the same account or IAM user information you used in Getting

Started (p. 13).
If the Applications page is not displayed, on the AWS CodeDeploy menu, choose Applications.
Choose CodeDeployGitHubDemo-App.
On the Application details page, in Deployment groups, choose the button next to the

deployment group. On the Actions menu, choose Delete. When prompted, type the name of the
deployment group to confirm you want to delete it, and then choose Delete.
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5. At the bottom of the Application details page, choose Delete application.

6. When prompted, type the name of the application to confirm you want to delete it, and then choose
Delete.

To delete your GitHub repository

Open your GitHub dashboard.

In Your repositories, choose CodeDeployGitHubDemo.
In the repository navigation pane, choose Settings.

In Danger Zone, choose Delete this repository.

When prompted, type CodeDepl oyG t HubDenp, and then choose | understand the
consequences, delete this repository.

6. On your local computer, delete the / t np/ CodeDepl oyG t HubDeno folder and its contents (for
Linux, macQS, or Unix) or the c: \ t enp\ CodeDepl oyG t HubDeno folder and its contents (for
Windows).

gk wbdPRE

API Version 2014-10-06
116


https://github.com/dashboard

AWS CodeDeploy User Guide
Operating Systems Supported
by the AWS CodeDeploy Agent

Working with the AWS CodeDeploy
Agent

The AWS CodeDeploy agent is a software package that, when installed and configured on an instance,
enables that instance to be used in AWS CodeDeploy deployments.

A configuration file is placed on the instance when the agent is installed. This file is used to specify
how the agent works. This configuration file specifies directory paths and other settings for AWS
CodeDeploy to use as it interacts with the instance. You can change some of the configuration options
in the file. For information about working with the AWS CodeDeploy agent configuration file, see Agent
Configuration Reference (p. 287).

For more information about working with the AWS CodeDeploy agent, such as steps for installing,
updating, and verifying versions, see Managing AWS CodeDeploy Agent Operations (p. 123).

Topics
¢ Operating Systems Supported by the AWS CodeDeploy Agent (p. 117)
e Communication Protocol and Port for the AWS CodeDeploy Agent (p. 118)
¢ AWS SDK for Ruby (aws-sdk-core) Support for the AWS CodeDeploy Agent (p. 118)
* Supported Versions of the AWS CodeDeploy Agent (p. 118)
¢ Application Revision and Log File Cleanup (p. 122)
¢ Managing AWS CodeDeploy Agent Operations (p. 123)

Operating Systems Supported by the AWS
CodeDeploy Agent

Supported Amazon EC2 AMI Operating Systems

The AWS CodeDeploy agent has been tested on the following Amazon EC2 AMI operating systems:

* Amazon Linux 2014.09.1, 2015.03, 2016.03.0, 2016.03.1, 2016.09.0
¢ Ubuntu Server 14.04 LTS and 16.04 LTS
* Microsoft Windows Server 2008 R2, 2012 R2, and 2016
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¢ Red Hat Enterprise Linux (RHEL) 7.x

The AWS CodeDeploy agent is available as open source for you to adapt to your needs. It can be used
with other Amazon EC2 AMI operating systems. For more information, go to the AWS CodeDeploy
Agent repository in GitHub.

Supported On-Premises Operating Systems

The AWS CodeDeploy agent has been tested on the following on-premises operating systems:

e Ubuntu Server 14.04 LTS
* Microsoft Windows Server 2008 R2, 2012 R2, and 2016
¢ Red Hat Enterprise Linux (RHEL) 7.x

The AWS CodeDeploy agent is available as open source for you to adapt to your needs. It can be used
with other on-premises instance operating systems. For more information, go to the AWS CodeDeploy
Agent repository in GitHub.

Communication Protocol and Port for the AWS
CodeDeploy Agent

The AWS CodeDeploy agent communicates outbound using HTTPS over port 443.

AWS SDK for Ruby (aws-sdk-core) Support for
the AWS CodeDeploy Agent

Versions of the AWS CodeDeploy agent earlier than 1.0.1.880 are compatible only with version 2.1.2
and earlier versions of the AWS SDK for Ruby (aws-sdk-core 2.1.2). If you are using a version of the
AWS CodeDeploy agent earlier than 1.0.1.880, we recommend that you update to the latest version.
For information, see the following:

¢ Determine the Version of the AWS CodeDeploy Agent (p. 125)
« Install or Reinstall the AWS CodeDeploy Agent (p. 125)

The latest version of the AWS SDK for Ruby compatible the AWS CodeDeploy Agent is aws-sdk-core
2.3.

Supported Versions of the AWS CodeDeploy
Agent

Your instances must be running a supported version of the AWS CodeDeploy agent. The current
minimum supported version is 1.0.1.854. If you are running an earlier version, deployments to your
instances may fail.

The following table lists the currently supported versions of the AWS CodeDeploy agent and the
features and enhancements included with each release.
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Version Release date Details

1.0.1.1067 January 6, 2017 Enhancement: Revised many
error messages to include more
specific causes for deployment
failures.

Enhancement: Fixed an

issue that prevented the

AWS CodeDeploy agent from
identifying the correct application
revision to deploy during some
deployments.

Enhancement: Reverted the
usage of pushd and popd
before and after the unt ar
operation.

1.0.1.1045 November 21, 2016 Enhancement: Made the AWS
CodeDeploy agent compatible
with version 2.6.11 of the AWS
SDK for Ruby (aws-sdk-core
2.6.11).

1.0.1.1037 October 19, 2016 The AWS CodeDeploy agent
for Amazon Linux, RHEL, and
Ubuntu Server instances has
been updated with the following
change. For Windows Server
instances, the latest version
remains 1.0.1.998.

Enhancement: The agent can
now determine which version
of Ruby is installed on an
instance so it can invoke the
codedepl oy- agent script
using that version.

1.0.1.1011.1 August 17, 2016 Enhancement: Removed the
changes introduced by version
1.0.1.1011 due to issues with
shell support. This version of the
agent is functionally equivalent
to version 1.0.1.998 released on
July 11, 2016.
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Version Release date Details

1.0.1.1011 August 15, 2016 The AWS CodeDeploy agent
for Amazon Linux, RHEL, and
Ubuntu Server instances has
been updated with the following
changes. For Windows Server
instances, the latest version
remains 1.0.1.998.

Feature: Added support for
invoking the AWS CodeDeploy
agent using the bash shell on
operating systems where the
systemd init system is in use.
Enhancement: Enabled support
for all versions of Ruby 2.x in
the AWS CodeDeploy agent
and the AWS CodeDeploy
agent updater. Updated AWS
CodeDeploy agents are no
longer dependent on Ruby 2.0
only. (Ruby 2.0 is still required
for deb and rpm versions of
the AWS CodeDeploy agent
installer.)

1.0.1.998 July 11, 2016 Enhancement: Fixed
support for running the AWS
CodeDeploy agent with user
profiles other than root. The
variable named USER is replaced
by CODEDEPLOY_USERto avoid
conflicts with environmental
variables.
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Version Release date
1.0.1.966 June 16, 2016
1.0.1.950 March 24, 2016
1.0.1.934 February 11, 2016
1.0.1.880 January 11, 2016

Details

Feature: Introduced support for
running the AWS CodeDeploy
agent with user profiles other
than root.

Enhancement: Fixed support
for specifying the number of
application revisions you want
the AWS CodeDeploy agent to
archive for a deployment group.

Enhancement: Made the AWS
CodeDeploy agent compatible
with version 2.3 of the AWS
SDK for Ruby (aws-sdk-core
2.3).

Enhancement: Fixed issues
with UTF-8 encoding during
deployments.

Enhancement: Improved
accuracy when identifying
process names.

Feature: Added installation
proxy support.

Enhancement: Updated

the installation script to not
download the AWS CodeDeploy
agent if the latest version is
already installed.

Feature: Introduced support
for specifying the number of
application revisions you want
the AWS CodeDeploy agent to
archive for a deployment group.

Enhancement: Made the AWS
CodeDeploy agent compatible
with version 2.2 of the AWS
SDK for Ruby (aws-sdk-core
2.2). Version 2.1.2 is still
supported.
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Version Release date Details

1.0.1.854 November 17, 2015 Feature: Introduced support for
the SHA-256 hash algorithm.

Important

After October 17, 2016,
all installations of the
AWS CodeDeploy
agent must be updated,
at minimum, to

version 1.0.1.854 or
deployments will fail.
For more information
see Deployment fails
with the message
“Validation of PKCS7
signed message
failed” (p. 303).

Feature: Introduced version
tracking support in . ver si on
files.

Feature: Made the deployment
group ID available through the
use of an environment variable.

Enhancement: Added support
for monitoring AWS CodeDeploy
agent logs using Amazon
CloudWatch Logs.

For related information, see the following:

¢ Determine the Version of the AWS CodeDeploy Agent (p. 125)
¢ Install or Reinstall the AWS CodeDeploy Agent (p. 125)

For a history of AWS CodeDeploy agent versions, see the Release Repository on GitHub.

Application Revision and Log File Cleanup

The AWS CodeDeploy agent archives revisions and log files on instances. The AWS CodeDeploy
agent cleans up these artifacts to conserve disk space.

Application revision deployment logs: You can use the :max_revisions: option in the agent
configuration file to specify the number of application revisions to archive by entering any positive
integer. AWS CodeDeploy also archives the log files for those revisions. All others are deleted, with the
exception of the log file of the last successful deployment. That log file will always be retained, even if
the number of failed deployments exceeds the number of retained revisions. If no value is specified,
AWS CodeDeploy will retain the five most recent revisions in addition to the currently deployed
revision.

AWS CodeDeploy logs: For Amazon Linux, Ubuntu Server, and RHEL instances, the AWS
CodeDeploy agent rotates the log files under the / var / | og/ aws/ codedepl oy- agent folder. The
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log file is rotated at 00:00:00 (instance time) daily. Log files are deleted after seven days. The naming
pattern for rotated log files is codedepl oy- agent . YYYYMVDD. | og.

Topics
¢ Managing AWS CodeDeploy Agent Operations (p. 123)

Managing AWS CodeDeploy Agent Operations

The instructions in this section show you how to install, uninstall, reinstall, or update the AWS
CodeDeploy agent and how to verify the AWS CodeDeploy agent is running.

Topics
¢ Verify the AWS CodeDeploy Agent Is Running (p. 123)
¢ Determine the Version of the AWS CodeDeploy Agent (p. 125)
« Install or Reinstall the AWS CodeDeploy Agent (p. 125)
¢ Update the AWS CodeDeploy Agent (p. 130)
¢ Uninstall the AWS CodeDeploy Agent (p. 131)

Verify the AWS CodeDeploy Agent Is Running

This section describes commands to run if you suspect the AWS CodeDeploy agent has stopped
running on an instance.
Topics

¢ Verify the AWS CodeDeploy agent for Amazon Linux or RHEL is running (p. 123)

¢ Verify the AWS CodeDeploy agent for Ubuntu Server is running (p. 124)

« Verify the AWS CodeDeploy agent for Windows Server is running (p. 124)

Verify the AWS CodeDeploy agent for Amazon Linux or RHEL
IS running

To see if the AWS CodeDeploy agent is installed and running, sign in to the instance, and run the
following command:

sudo servi ce codedepl oy- agent status

If the command returns an error, the AWS CodeDeploy agent is not installed. Install it as described in
Install or reinstall the AWS CodeDeploy agent for Amazon Linux or RHEL (p. 126).

If the AWS CodeDeploy agent is installed and running, you should see a message like The AWS
CodeDepl oy agent is running.

If you see a message like error: No AWS CodeDepl oy agent runni ng, start the service and run
the following two commands, one at a time:

sudo servi ce codedepl oy-agent start

sudo servi ce codedepl oy-agent status
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Verify the AWS CodeDeploy agent for Ubuntu Server is
running

To see if the AWS CodeDeploy agent is installed and running, sign in to the instance, and run the
following command:

sudo servi ce codedepl oy-agent status

If the command returns an error, the AWS CodeDeploy agent is not installed. Install it as described in
Install or reinstall the AWS CodeDeploy agent for Ubuntu Server (p. 127).

If the AWS CodeDeploy agent is installed and running, you should see a message like The AWS
CodeDepl oy agent is running.

If you see a message like error: No AWS CodeDepl oy agent runni ng, start the service and run
the following two commands, one at a time:

sudo servi ce codedepl oy-agent start

sudo servi ce codedepl oy-agent status

Verify the AWS CodeDeploy agent for Windows Server is
running

To see if the AWS CodeDeploy agent is installed and running, sign in to the instance, and run the
following command:

power shel | . exe - Command Get - Servi ce - Nane codedepl oyagent

You should see output similar to the following:

St at us Nane Di spl ayName

Runni ng codedepl oyagent CodeDepl oy Host Agent Service

If the command returns an error, the AWS CodeDeploy agent is not installed. Install it as described in
Install or reinstall the AWS CodeDeploy agent for Windows Server (p. 128).

If St at us shows anything other than Runni ng, start the service with the following command:

power shel | . exe - Command Start-Service -Nane codedepl oyagent

You can restart the service with the following command:

power shel | . exe - Command Restart-Service - Name codedepl oyagent

You can stop the service with the following command:

power shel | . exe - Command St op- Servi ce - Nane codedepl oyagent

API Version 2014-10-06
124




AWS CodeDeploy User Guide
Determine the Version of the AWS CodeDeploy Agent

Determine the Version of the AWS CodeDeploy
Agent

You can determine the version of the AWS CodeDeploy agent running on your instance in two ways.
First, starting with version 1.0.1.854 of the AWS CodeDeploy agent, you can view the version number

in a . ver si on file on the instance. The following table shows the location and sample version string
for each of the supported operating systems.

Operating system File location Sample agent_version string
Amazon Linux and Red Hat / opt/ codedepl oy- OFFICIAL_1.0.1.854_rpm
Enterprise Linux (RHEL) agent/.version

Ubuntu Server / opt / codedepl oy- OFFICIAL_1.0.1.854 deb

agent/.version

Windows Server C: \ Progr anDat a\ Amazon OFFICIAL_1.0.1.854_msi
\ CodeDepl oy\ . versi on

Second, you can run a command on an instance to determine the version of the AWS CodeDeploy
agent.

Topics
¢ Determine the version on Amazon Linux or RHEL (p. 125)
¢ Determine the version on Ubuntu Server (p. 125)
¢ Determine the version on Windows Server (p. 125)

Determine the version on Amazon Linux or RHEL

Sign in to the instance and run the following command:

sudo yum i nfo codedepl oy- agent

Determine the version on Ubuntu Server

Sign in to the instance and run the following command:

sudo dpkg -s codedepl oy- agent

Determine the version on Windows Server

Sign in to the instance and run the following command:

sc gdescri ption codedepl oyagent

Install or Reinstall the AWS CodeDeploy Agent

If you suspect the AWS CodeDeploy agent is missing or not working, you can run commands on an
instance to install or reinstall it.
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Topics
« Install or reinstall the AWS CodeDeploy agent for Amazon Linux or RHEL (p. 126)
« Install or reinstall the AWS CodeDeploy agent for Ubuntu Server (p. 127)
« Install or reinstall the AWS CodeDeploy agent for Windows Server (p. 128)

Install or reinstall the AWS CodeDeploy agent for Amazon
Linux or RHEL

Sign in to the instance, and run the following commands, one at a time.

Note

In the fourth command, / hone/ ec2- user represents the default user name for an Amazon
Linux or RHEL Amazon EC2 instance. If your instance was created using a custom AMI, the
AMI owner might have specified a different default user name.

sudo yum updat e

sudo yuminstall ruby

sudo yuminstall wget

cd /hone/ ec2-user

wget https://bucket-nane. s3. amazonaws. com | atest/install

chnmod +x ./install

sudo ./install auto

Typey if prompted.
bucket - nane represents one of the following:

* aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

* aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

e aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

e aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

e aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

¢ aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

¢ aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

* aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

* aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
« aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

* aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
» aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region

APl Versi 14-10- . - . .
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¢ aws- codedepl oy- sa- east - 1 for instances in the South America (Sao Paulo) region

sudo service codedepl oy-agent status

If the AWS CodeDeploy agent is installed and running, you should see a message like The AWS
CodeDepl oy agent is running.

If you see a message like error: No AWS CodeDepl oy agent runni ng, start the service and
run the following two commands, one at a time:

sudo service codedepl oy-agent start

sudo service codedepl oy-agent status

Install or reinstall the AWS CodeDeploy agent for Ubuntu
Server

Sign in to the instance, and run the following commands, one at a time.

Note

In the fifth command, / hone/ ubunt u represents the default user name for an Ubuntu Server
instance. If your instance was created using a custom AMI, the AMI owner might have
specified a different default user name.

sudo apt-get update

sudo apt-get install python-pip

sudo apt-get install ruby

sudo apt-get install wget

cd / hone/ ubuntu

wget https://bucket-nane. s3. anazonaws. coml | atest/install

chnmod +x ./install

sudo ./install auto

Type y if prompted.
bucket - nane represents one of the following:

* aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region
e aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region
» aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region
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¢ aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

* aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

* aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

* aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

e aws- codedepl oy-eu-central - 1 for instances in the EU (Frankfurt) region

* aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
* aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

« aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
» aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

« aws- codedepl oy- sa- east - 1 for instances in the South America (S&o Paulo) region

r egi on- nane represents one of the following:

e us-east -1 for instances in the US East (N. Virginia) region

e us- east - 2 for instances in the US East (Ohio) region

e us-west - 1 for instances in the US West (N. California) region

e us-west - 2 for instances in the US West (Oregon) region

* ca-central - 1 for instances in the Canada (Central) region

* eu-west - 1 for instances in the EU (Ireland) region

e eu-west - 2 for instances in the EU (London) region

e eu-central -1 for instances in the EU (Frankfurt) region

e ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
e ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

* ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
e ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

e sa-east - 1 for instances in the South America (S&o Paulo) region

sudo service codedepl oy-agent status

If the AWS CodeDeploy agent is installed and running, you should see a message like The AWS
CodeDepl oy agent is running.

If you see a message like error: No AWS CodeDepl oy agent runni ng, start the service and
run the following two commands, one at a time:

sudo service codedepl oy-agent start

sudo service codedepl oy-agent status

Install or reinstall the AWS CodeDeploy agent for Windows
Server
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Note

On both new and existing instances, we recommend installing the AWS CodeDeploy agent
updater for Windows Server. The updater checks periodically for new versions of the agent
and installs it when a new version is available. On new instances, you can install the updater
instead of the agent, and the current version of the agent will be installed immediately after
the updater. For more information, see Update the AWS CodeDeploy Agent on Windows
Server (p. 130).

Set - Execut i onPol i cy Renot eSi gned

I mport - Mbdul e AWSPower Shel |

New Item —Path "c:\tenp" —ltenilype "directory" -Force

power shel | . exe - Command Read- S3(hj ect - Bucket Name bucket-nane -Key | atest/
codedepl oy-agent. nmsi -File c:\tenp\codedepl oy-agent . nsi

c:\tenp\ codedepl oy-agent.nsi /quiet /| c:\tenp\host-agent-install-Iog.txt

power shel | . exe - Command Get - Servi ce - Nanme codedepl oyagent

bucket - nane represents one of the following:

aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region
aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region
aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region
aws- codedepl oy- sa- east - 1 for instances in the South America (Sao Paulo) region

If the AWS CodeDeploy agent is installed and running, after the Get-Service command call, you
should see output similar to the following:

St at us Narme Di spl ayNane

Runni ng codedepl oyagent CodeDepl oy Host Agent Service
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Update the AWS CodeDeploy Agent

For the Amazon Linux, RHEL, and Ubuntu Server operating systems, the AWS CodeDeploy agent

is updated automatically when a new version is released. For Windows Server, you can install the
AWS CodeDeploy agent updater for Windows Server after or instead of the AWS CodeDeploy agent.
The agent will be updated whenever a new version is detected. You can also force updates on all
supported operating systems by running a command on an instance.

Topics
¢ Update the AWS CodeDeploy Agent on Amazon Linux or RHEL (p. 130)
¢ Update the AWS CodeDeploy Agent on Ubuntu Server (p. 130)
¢ Update the AWS CodeDeploy Agent on Windows Server (p. 130)

Update the AWS CodeDeploy Agent on Amazon Linux or
RHEL

After the AWS CodeDeploy agent (codedepl oy- agent . noar ch. r pnj is installed on an instance, it
will be updated automatically within 24 hours of the release of a new version. The update time cannot
be easily cancelled or rescheduled. If a deployment is in progress during the update, the current
deployment lifecycle event will finish first. After the update is complete, the deployment will resume with
the next deployment lifecycle event.

If you want to force an update of the AWS CodeDeploy agent, sign in to the instance, and run the
following command:

sudo /opt/codedepl oy-agent/bin/install auto

Update the AWS CodeDeploy Agent on Ubuntu Server

After the AWS CodeDeploy agent (codedepl oy- agent _al | . deb) is installed on an instance, it will
be updated automatically within 24 hours of the release of a new version. The update time cannot

be easily cancelled or rescheduled. If a deployment is in progress during the update, the current
deployment lifecycle event will finish first. After the update is complete, the deployment will resume with
the next deployment lifecycle event.

If you want to force an update of the AWS CodeDeploy agent, sign in to the instance, and run the
following command:

sudo /opt/codedepl oy-agent/bin/install auto

Update the AWS CodeDeploy Agent on Windows Server

To enable automatic updates of the AWS CodeDeploy agent whenever a new version is released,
install the AWS CodeDeploy agent updater for Windows Server on new or existing instances. The
updater will check periodically for new versions. When a new version is detected, the updater will
uninstall the current version of the agent, if one is installed, before installing the newest version.

If a deployment is already underway when the updater detects a new version, the deployment will
continue to completion; however, if a deployment attempts to start during the update process, the
deployment will fail.

Sign in to the instance, and run the following commands in Windows PowerShell, one at a time:
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Note
As an alternative to running the fifth command, you can double-click the MSI file if you are
using a remote desktop client to connect to the instance.

Set - Executi onPol i cy Renot eSi gned

| mport - Modul e AWSPower Shel |

New | tem —Path "c:\tenp" —ItenType "directory" -Force

power shel | . exe - Command Read- S3(bj ect -Bucket Name bucket-nane -Key | atest/
codedepl oy-agent -updater. msi -File c:\tenp\codedepl oy-agent - updat er. nsi

c:\tenp\ codedepl oy-agent-updater.nsi /quiet /| c:\tenp\host-agent-updater-
| 0g. t xt

power shel | . exe - Command Get - Servi ce - Nanme codedepl oyagent

bucket - nane represents one of the following:

¢ aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

¢ aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

¢ aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

e aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

¢ aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

¢ aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

¢ aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

e aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

* aws- codedepl oy- ap- nor t heast - 1 for instances in the Asia Pacific (Tokyo) region
¢ aws- codedepl oy- ap- nor t heast - 2 for instances in the Asia Pacific (Seoul) region

¢ aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
¢ aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* aws- codedepl oy- sa- east - 1 for instances in the South America (S&o Paulo) region

If you need to troubleshoot an update process error, type the following command to open the AWS
CodeDeploy agent updater log file:

not epad C:\ ProgranDat a\ Amazon\ CodeDepl oyUpdat er\ | og\ codedepl oy-
agent . updat er. | og

If you want to force an update of the AWS CodeDeploy agent, follow the instructions in Install or
reinstall the AWS CodeDeploy agent for Windows Server (p. 128).

Uninstall the AWS CodeDeploy Agent

You can remove the AWS CodeDeploy Agent from instances when it is no longer needed or when you
want to perform a fresh installation.
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Uninstall the AWS CodeDeploy Agent from Amazon Linux or
RHEL

To uninstall the AWS CodeDeploy agent, sign in to the instance and run the following command:

sudo yum erase codedepl oy- agent

Uninstall the AWS CodeDeploy Agent from Ubuntu Server

To uninstall the AWS CodeDeploy agent, sign in to the instance and run the following command:

sudo dpkg --purge codedepl oy-agent

Uninstall the AWS CodeDeploy Agent from Windows Server

To uninstall the AWS CodeDeploy agent, sign in to the instance and run the following three commands,
one at a time:

wm c

product where nane="CodeDepl oy Host Agent" call uninstall /nointeractive

exit

Alternatively, sign in to the instance, and in Control Panel, open Programs and Features, choose
CodeDeploy Host Agent, and then choose Uninstall.
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Working with Instances for AWS
CodeDeploy

AWS CodeDeploy supports deployments to instances running Amazon Linux, Ubuntu Server, Red Hat
Enterprise Linux (RHEL), and Windows Server. To launch or configure these types of instances for use
in deployments, follow these instructions:

| want to launch a new Amazon Linux or To launch the Amazon EC2 instance with the
Windows Server Amazon EC2 instance. least amount of effort, see Creating an Instance
(AWS CloudFormation Template) (p. 142).

To launch the Amazon EC2 instance mostly on
your own, see Creating an Instance (AWS CLI or
Amazon EC2 Console) (p. 134).

I want to launch a new Ubuntu Server or RHEL See Creating an Instance (AWS CLI or Amazon
Amazon EC2 instance. EC2 Console) (p. 134).

| want to configure an Amazon Linux, Windows See Configuring an Amazon EC2
Server, Ubuntu Server, or RHEL Amazon EC2 Instance (p. 147).
instance.

| want to configure a Windows Server, Ubuntu See Configuring On-Premises
Server, or RHEL on-premises instance (physical | Instances (p. 153).
devices that are not Amazon EC2 instances).

I want AWS CodeDeploy to provision a See Working with Deployments (p. 220).
replacement fleet of instances during a blue/
green deployment.

To prepare Amazon EC2 instances in Auto Scaling groups, you must follow some additional steps. For
more information, see Auto Scaling (p. 37).

Topics
¢ Creating an Instance (AWS CLI or Amazon EC2 Console) (p. 134)
¢ Creating an Instance (AWS CloudFormation Template) (p. 142)
¢ Configuring an Amazon EC2 Instance (p. 147)
¢ View Instance Details (p. 150)
¢ On-Premises Instances (p. 151)
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¢ Configuring On-Premises Instances (p. 153)
¢ Instance Health (p. 179)

Creating an Instance for AWS CodeDeploy (AWS
CLI or Amazon EC2 Console)

These instructions show you how to launch a new Amazon EC2 instance that is configured for use in
AWS CodeDeploy deployments. As part of this process, you will create an IAM instance profile.

You can use our AWS CloudFormation template to launch an Amazon EC2 instance running Amazon
Linux or Windows Server that is already configured for use in AWS CodeDeploy deployments. We

do not provide an AWS CloudFormation template for Amazon EC2 instances running Ubuntu Server
or Red Hat Enterprise Linux (RHEL). For alternatives to the use of the template, see Working with
Instances (p. 133).

You can use the Amazon EC2 console, AWS CLI, or Amazon EC2 APIs to launch an Amazon EC2
instance.

Launch an Amazon EC2 Instance (CLI )

Follow the instructions in Getting Started (p. 13) to set up and configure the AWS CLI and create an
IAM instance profile named CodeDepl oyDenp- EC2- | nst ance- Profi | e.

1. If you are creating an Amazon EC2 instance running Windows Server, call the create-security-
group and authorize-security-group-ingress commands to create a security group that allows
RDP access (which is not allowed by default) and, alternatively, HTTP access:

aws ec2 create-security-group --group-nanme CodeDepl oyDenp- W ndows-
Security-Goup --description "For |aunching Wndows Server inages for use
wi th AWS CodeDepl oy"

aws ec2 authorize-security-group-ingress --group-nane CodeDepl oyDenp-

W ndows- Security-Goup --to-port 3389 --ip-protocol tcp --cidr-ip
0.0.0.0/0 --fromport 3389

aws ec2 authorize-security-group-ingress --group-nane CodeDepl oyDeno-

W ndows- Security-Goup --to-port 80 --ip-protocol tcp --cidr-ip 0.0.0.0/0
--fromport 80

Note

For demonstration purposes, these commands create a security group that allows
unrestricted access for RDP through port 3389 and, alternatively, HTTP through port
80. As a best practice, we recommend restricting access to the RDP and HTTP ports.
AWS CodeDeploy does not require unrestricted port access and does not require HTTP
access. For more information, see Tips for Securing Your Amazon EC2 Instance.

2. Onyour development machine, create a file named i nst ance- set up. sh (for Amazon EC2
instances running Amazon Linux, Ubuntu Server, or RHEL) or i nst ance- set up. t xt (for
Amazon EC2 instances running Windows Server) that contains the following contents.

As the Amazon EC2 instance is launched, this script will download the AWS CodeDeploy agent
from the specified Amazon S3 location and then install it on the instance.

Here are the contents of the i nst ance- set up. sh file (Amazon Linux and RHEL):

#!/ bi n/ bash
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yum -y updat e

yuminstall -y ruby

cd / home/ ec2-user

curl -O https://bucket-nane.s3. amazonaws. coni | atest/install
chrmod +x ./install

.linstall auto

bucket - nane represents one of the following:

e aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

e aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

* aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

¢ aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

e aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

* aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

e aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

« aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

* aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
* aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

* aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
« aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
* aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

¢ aws- codedepl oy- sa- east - 1 for instances in the South America (S&o Paulo) region

regi on- nane represents one of the following:

e us- east - 1 for instances in the US East (N. Virginia) region

e us- east - 2 for instances in the US East (Ohio) region

e us-west - 1 for instances in the US West (N. California) region

e us-west - 2 for instances in the US West (Oregon) region

e ca-central -1 for instances in the Canada (Central) region

e eu-west - 1 for instances in the EU (Ireland) region

e eu-west - 2 for instances in the EU (London) region

e eu-central -1 for instances in the EU (Frankfurt) region

¢ ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
e ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

¢ ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
e ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
¢ ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* sa-east - 1 for instances in the South America (S&o Paulo) region

Here are the contents of the i nst ance- set up. sh (Ubuntu Server):

#! / bi n/ bash

apt-get -y update

apt-get -y install awscli

apt-get -y install ruby

cd / home/ ubuntu

aws s3 cp s3://bucket-nane/latest/install . --region region-nane
chrmod +x ./install
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.linstall auto

bucket - nane represents one of the following:

* aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

* aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

e aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

e aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

* aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

* aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

* aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

e aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

* aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
¢ aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

« aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
« aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
* aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* aws- codedepl oy- sa- east - 1 for instances in the South America (S&o Paulo) region

regi on- nane represents one of the following:

e us-east - 1 for instances in the US East (N. Virginia) region

e us- east - 2 for instances in the US East (Ohio) region

e us-west - 1 for instances in the US West (N. California) region

¢ us-west - 2 for instances in the US West (Oregon) region

e ca-central -1 for instances in the Canada (Central) region

* eu-west - 1 for instances in the EU (Ireland) region

e eu-west - 2 for instances in the EU (London) region

e eu-central -1 for instances in the EU (Frankfurt) region

e ap-nort heast - 1 for instances in the Asia Pacific (Tokyo) region
e ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

¢ ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
» ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
e ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* sa-east - 1 for instances in the South America (S&o Paulo) region

Here are the contents of the i nst ance- set up. t xt (Windows Server):

<power shel | >

New Item -Path c:\tenp -ItenfType "directory" -Force

power shel | . exe - Command Read- S3Cbj ect - Bucket Name bucket - nane/| at est - Key
codedepl oy-agent.nsi -File c:\tenp\codedepl oy-agent. nsi

Start-Process -Wait -FilePath c:\tenp\codedepl oy-agent. nsi -W ndowStyl e
Hi dden

</ power shel | >

bucket - nane represents oné\Bf Wer sitioRiHgt-10-06
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aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region
aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region
aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region
aws- codedepl oy- sa- east - 1 for instances in the South America (Sdo Paulo) region

From the same directory where you created the i nst ance- set up. sh ori nst ance- set up. t xt
file, you will call the run-instances command to create and launch the Amazon EC2 instance.

Before you call this command, you will need to collect the following:

The ID of an Amazon Machine Image (AMI) (ami | D) you will use for the instance. To get the ID,
see Finding a Suitable AMI.

The name of the type of Amazon EC2 instance (i nst anceType) you will create, such as
t 1. m cro. Foralist, see Amazon EC2 Instance Types.

The name of an Amazon EC2 instance key pair (keyNane) to enable SSH access to an Amazon
EC2 instance running Amazon Linux, Ubuntu Server, or RHEL or RDP access to an Amazon
EC2 instance running Windows Server.

Important
Type the key pair name only, not the key pair file extension.

To find a key pair name, open the Amazon EC2 console at https://console.aws.amazon.com/
ec2. In the navigation pane, under Network & Security, choose Key Pairs, and note the key
pair name in the list.

To generate a key pair, see Creating Your Key Pair Using Amazon EC2. Be sure you create
the key pair in one of the regions listed in Region and Endpoints in AWS General Reference.
Otherwise, you won't be able to use the Amazon EC2 instance key pair with AWS CodeDeploy.

To call the run-instances command to launch an Amazon EC2 instance running Amazon Linux,
Ubuntu Server, or RHEL and attach the IAM instance profile you created in Step 4: Create an IAM
Instance Profile (p. 19):

Important
Be sure to include fi | e: // before the file name. It is required in this command.

aws ec2 run-instances \

--image-id am I D\

--key-nane keyNane \

--user-data file://instance-setup.sh \

--count 1\

--instance-type instanceType \

--iaminstance-profil e Name=CodeDepl oyDenp- EC2- | nst ance-Profile

API Version 2014-10-06
137



http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/finding-an-ami.html
https://aws.amazon.com//ec2/instance-types/
https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/ec2
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#having-ec2-create-your-key-pair
http://docs.aws.amazon.com/general/latest/gr/rande.html#codedeploy_region

AWS CodeDeploy User Guide
Launch an Amazon EC2 Instance (Console)

Note

This command creates a default security group for the Amazon EC2 instance that allows
access to several ports, including unrestricted access for SSH through port 22 and,
alternatively, HTTP through port 80. As a best practice, we recommend restricting access
to the SSH and HTTP ports only. AWS CodeDeploy does not require unrestricted port
access and does not require HTTP port access. For more information, see Tips for
Securing Your Amazon EC2 Instance.

To call the run-instances command to launch an Amazon EC2 instance running Windows Server
and attach the IAM instance profile you created in Step 4: Create an IAM Instance Profile (p. 19):

Important
Be sure to include fi | e: // before the file name. It is required in this command.

aws ec2 run-instances --inmage-id anm | D --key-name keyNane --user-data

file://instance-setup.txt --count 1 --instance-type instanceType --iam
i nstance-profil e Name=CodeDepl oyDenp- EC2- | nst ance-Profile --security-
groups CodeDepl oyDenp- W ndows- Security- G oup

These commands launch a single Amazon EC2 instance with the specified AMI, key pair, and
instance type, with the specified IAM instance profile, and run the specified script during launch.

4. Note the value of the | nst ancel Din the output. If you forget this value, you can get it later by
calling the describe-instances command against the Amazon EC2 instance key pair.

aws ec2 describe-instances --filters "Nanme=key- nane, Val ues=keyNane" - -
query "Reservations[*].Instances[*].[Instanceld]" --output text

Use the instance ID to call the create-tags command, which tags the Amazon EC2 instance so
that AWS CodeDeploy can find it later during a deployment. In the following example, the tag is
named CodeDepl oyDenp, but you can specify any Amazon EC2 instance tag you want.

aws ec2 create-tags --resources instancelD --tags
Key=Nane, Val ue=CodeDepl oyDeno

To verify the Amazon EC2 instance has been launched and passed all checks, use the instance ID
to call the describe-instance-status command.

aws ec2 describe-instance-status --instance-ids instancelD --query
"I nstanceSt at uses[ *] .l nstanceStatus.[Status]" --output text

If the instance has been launched and passed all checks, ok will appear in the output:

To verify the AWS CodeDeploy agent is running on the instance, see Managing AWS CodeDeploy
Agent Operations (p. 123), and then return to this page. After you do this, the Amazon EC2 instance
will be ready for use in AWS CodeDeploy deployments. The next step is to proceed to Create an
Application (p. 189).

Launch an Amazon EC2 Instance (Console)

We assume you have already followed the instructions in Getting Started (p. 13) and created an IAM
instance profile named CodeDepl oyDenp- EC2- | nst ance-Profil e.
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Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

In the navigation pane, choose Instances, and then choose Launch Instance.

On the Step 1: Choose an Amazon Machine Image (AMI) page, from the Quick Start tab, locate
operating system amd versopm you want to use, and then choose Select.

On the Step 2: Choose an Instance Type page, choose any available Amazon EC2 instance
type, and then choose Next: Configure Instance Details.

On the Step 3: Configure Instance Details page, in the IAM role list, choose the IAM instance
profile you created in Step 4: Create an IAM Instance Profile (p. 19).

Note

If neither Launch into EC2-Classic nor a default virtual private cloud (VPC) is displayed
in the Network list, and you are not able to select a different Amazon EC2 instance type
that supports launching into EC2-Classic, you must choose an Amazon VPC and subnet,
or choose Create new VPC or Create new subnet or both. For more information, see
Your VPC and Subnets.

Expand Advanced Details.
Next to User data, with the As text option selected, type the following to install the AWS
CodeDeploy agent as the Amazon EC2 instance is launched.

For Amazon Linux or RHEL:

#! / bi n/ bash

yum -y updat e

yuminstall -y ruby

cd / home/ ec2-user

curl -O https://bucket-nane.s3. amazonaws. coni | atest/install
chrmod +x ./install

.linstall auto

bucket - nane represents one of the following:

¢ aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

¢ aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

¢ aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

e aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

e aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

¢ aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region

e aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

e aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

* aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
« aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

* aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
* aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* aws- codedepl oy- sa- east - 1 for instances in the South America (Sao Paulo) region

regi on- nane represents one of the following:

» us- east - 1 for instances in the US East (N. Virginia) region
» us- east - 2 for instances in the US East (Ohio) region
* us-west -1 for instances in the US West (N. California) region
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¢ us-west - 2 for instances in the US West (Oregon) region

e ca-central -1 for instances in the Canada (Central) region

* eu- west - 1 for instances in the EU (Ireland) region

* eu- west - 2 for instances in the EU (London) region

e eu-central -1 forinstances in the EU (Frankfurt) region

e ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region

e ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

« ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region

* ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

e sa- east - 1 for instances in the South America (S&o Paulo) region

For Ubuntu Server:

#!/ bi n/ bash

apt-get -y update

apt-get -y install awscli

apt-get -y install ruby

cd / home/ ubuntu

aws s3 cp s3://bucket-nanme/latest/install . --region region-nane
chnod +x ./install

.linstall auto

bucket - nane represents one of the following:

e aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region

¢ aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region

¢ aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region

* aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region

* aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region

e aws- codedepl oy- eu-west - 1 for instances in the EU (Ireland) region

e aws- codedepl oy- eu- west - 2 for instances in the EU (London) region

* aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region

¢ aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
* aws- codedepl oy- ap- nor t heast - 2 for instances in the Asia Pacific (Seoul) region

* aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
« aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
* aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

¢ aws- codedepl oy- sa- east - 1 for instances in the South America (Sao Paulo) region

r egi on- nane represents one of the following:

e us- east - 1 for instances in the US East (N. Virginia) region

e us- east - 2 for instances in the US East (Ohio) region

* us-west - 1 for instances in the US West (N. California) region
* us-west - 2 for instances in the US West (Oregon) region

e ca- central -1 for instancepinibgicarada (1ieogal) region
e eu-west - 1 for instances in the EU (I?é@md) region
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10.

11.

12.

e eu-west - 2 for instances in the EU (London) region

e eu-central -1 for instances in the EU (Frankfurt) region

e ap-nort heast - 1 for instances in the Asia Pacific (Tokyo) region

* ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region

¢ ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
e ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region

e ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region

* sa-east - 1 for instances in the South America (S&o Paulo) region

For Windows Server:

<power shel | >

New Item -Path c:\tenp -ItenfType "directory" -Force

power shel | . exe - Command Read- S3Chj ect - Bucket Name bucket - nane/ | at est - Key
codedepl oy-agent.nsi -File c:\tenp\codedepl oy-agent. nsi

Start-Process -Wait -FilePath c:\tenp\codedepl oy-agent. nsi -W ndowStyl e
Hi dden

</ power shel | >

bucket - nane represents one of the following:

¢ aws- codedepl oy- us- east - 1 for instances in the US East (N. Virginia) region
¢ aws- codedepl oy- us- east - 2 for instances in the US East (Ohio) region
e aws- codedepl oy- us- west - 1 for instances in the US West (N. California) region
* aws- codedepl oy- us- west - 2 for instances in the US West (Oregon) region
* aws- codedepl oy- ca- central - 1 for instances in the Canada (Central) region
¢ aws- codedepl oy- eu- west - 1 for instances in the EU (Ireland) region
e aws- codedepl oy- eu- west - 2 for instances in the EU (London) region
e aws- codedepl oy- eu- central - 1 for instances in the EU (Frankfurt) region
* aws- codedepl oy- ap- nort heast - 1 for instances in the Asia Pacific (Tokyo) region
* aws- codedepl oy- ap- nort heast - 2 for instances in the Asia Pacific (Seoul) region
« aws- codedepl oy- ap- sout heast - 1 for instances in the Asia Pacific (Singapore) region
* aws- codedepl oy- ap- sout heast - 2 for instances in the Asia Pacific (Sydney) region
* aws- codedepl oy- ap- sout h- 1 for instances in the Asia Pacific (Mumbai) region
e aws- codedepl oy- sa- east - 1 for instances in the South America (S&o Paulo) region
Leave the rest of the items on this page unchanged, and choose Next: Add Storage.
Leave the Step 4: Add Storage page unchanged, and choose Next: Add Tags.
On the Step 5: Add Tags page, with Name displayed in the Key box, type CodeDepl oyDeno in
the Value box, and then choose Next: Configure Security Group.
Important
The contents of the Key and Value boxes are case-sensitive.

On the Step 6: Configure Security Group page, leave the Create a new security group option
selected.

A default SSH role will be configured for Amazon EC2 instances running Amazon Linux, Ubuntu
Server, or RHEL. A default RDP role will be configured for Amazon EC2 instances running
Windows Server.

If you want to open the HTTP port, choose the Add Rule button, and from the Type drop-down
list, choose HTTP. Accept the default Source value of Anywhere 0.0.0.0/0, and then choose
Review and Launch.
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Note

In a production environment, we recommend restricting access to the SSH, RDP,
and HTTP ports, instead of specifying Anywhere 0.0.0.0/0. AWS CodeDeploy does
not require unrestricted port access and does not require HTTP access. For more
information, see Tips for Securing Your Amazon EC2 Instance.

If a Boot from General Purpose (SSD) dialog box appears, follow the instructions, and then
choose Next.

13. Leave the Step 7: Review Instance Launch page unchanged, and choose Launch.

14. In the Select an existing key pair or create a new key pair dialog box, choose either Choose
an existing key pair or Create a new key pair. If you've already configured an Amazon EC2
instance key pair, you can choose it here.

If you don't already have an Amazon EC2 instance key pair, choose Create a new key pair and
give it a name, such as codedepl oydenp. Choose Download Key Pair to download the Amazon
EC2 instance key pair to your computer.

Important
You must have a key pair if you want to access your Amazon EC2 instance with SSH or
RDP.

15. Choose Launch Instances.

16. Choose the ID for your Amazon EC2 instance. Do not continue until the instance has been
launched and passed all checks.

To verify the AWS CodeDeploy agent is running on the instance, see Managing AWS CodeDeploy
Agent Operations (p. 123), and then return to this page. After you do this, the Amazon EC2 instance
will be ready for use in AWS CodeDeploy deployments. The next step is to proceed to Create an
Application (p. 189).

Creating an Amazon EC2 Instance for AWS
CodeDeploy (AWS CloudFormation Template)

You can use our AWS CloudFormation template to quickly launch an Amazon EC2 instance running
Amazon Linux or Windows Server. You can use the AWS CLI, the AWS CodeDeploy console, or the
AWS APIs to launch the instance with the template. In addition to launching the instance, the template
does the following:

¢ Instructs AWS CloudFormation to give the instance permission to participate in AWS CodeDeploy
deployments.

¢ Tags the instance so AWS CodeDeploy can find it during a deployment.
« Installs and runs the AWS CodeDeploy agent on the instance.

You don't have to use our AWS CloudFormation to set up an Amazon EC2 instance. For alternatives,
see Working with Instances.

We do not provide an AWS CloudFormation template for Amazon EC2 instances running Ubuntu
Server or Red Hat Enterprise Linux (RHEL).

Important

If you use the AWS CloudFormation template to launch Amazon EC2 instances, the calling
IAM user must have access to AWS CloudFormation and AWS services and actions on which
AWS CloudFormation depends. If you have not followed the steps in Getting Started (p. 13) to
provision the calling IAM user, you must at least attach the following policy:
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"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Allow',
"Action": [
"cl oudf ormation: *",
"codedepl oy: *",
"ec2:*",
i am AddRol eTol nst anceProfile",
i am Cr eat el nst anceProfile",
i am Cr eat eRol e",
i am Del et el nst anceProfile",
i am Del et eRol e",
"iam Del et eRol ePol i cy",
i am Get Rol e",
i am PassRol e",
i am Put Rol ePol i cy",
i am RenoveRol eFrom nst anceProfile”
I,

"Resource": "*"

Topics
¢ Launch an Amazon EC2 Instance with the AWS CloudFormation Template (AWS CLI) (p. 143)
¢ Launch an Amazon EC2 Instance with the AWS CloudFormation Template (Console) (p. 145)

Launch an Amazon EC2 Instance with the AWS
CloudFormation Template (AWS CLI)

Follow the instructions in Getting Started (p. 13) to install and configure the AWS CLI for use with AWS
CodeDeploy.

Before you call the create-stack command, you must have an Amazon EC2 instance key pair to
enable SSH access to the Amazon EC2 instance running Amazon Linux or RDP access to the Amazon
EC2 instance running Windows Server. Type the key pair name only, not the key pair file extension.

To find a key pair name, open the Amazon EC2 console at https://console.aws.amazon.com/ec2. In the
navigation pane, under Network & Security, choose Key Pairs, and note the key pair name in the list.

To generate a key pair, see Creating Your Key Pair Using Amazon EC2. Be sure the key pair
is created in one of the regions listed in Region and Endpoints in the AWS General Reference.
Otherwise, you won't be able to use the instance key pair with AWS CodeDeploy.

1. Use our AWS CloudFormation template in a call to the create-stack command. This stack will
launch a new Amazon EC2 instance with the AWS CodeDeploy agent installed.

To launch an Amazon EC2 instance running Amazon Linux:

aws cl oudformation create-stack \
--stack- name CodeDepl oyDenoSt ack \
--tenplate-url tenplateURL \
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--paramet ers Par anet er Key=I nst anceCount , Par anet er Val ue=1
Par amet er Key=I nst anceType, Par anet er Val ue=t 1. mi cro \
Par anet er Key=KeyPai r Nanme, Par anet er Val ue=keyNane
Par amet er Key=Cper at i ngSyst em Par anet er Val ue=Li nux \
Par anmet er Key=SSHLocat i on, Par anet er Val ue=0. 0. 0. 0/ 0
Par amet er Key=TagKey, Par anet er Val ue=Nane \
Par anet er Key=TagVal ue, Par anet er Val ue=CodeDepl oyDeno \
--capabilities CAPABILITY_I AM

To launch an Amazon EC2 instance running Windows Server:

aws cloudformati on create-stack --stack-nane
CodeDepl oyDenpSt ack --tenplate-url tenplateURL --
par anet ers Par anet er Key=I nst anceCount , Par anet er Val ue=1
Par anet er Key=I nst anceType, Par anet er Val ue=t 1. mi cro
Par amet er Key=KeyPai r Nane, Par anet er Val ue=keyNane
Par amet er Key=Qper at i ngSyst em Par anet er Val ue=W ndows
Par amet er Key=SSHLocat i on, Par anet er Val ue=0. 0. 0. 0/ 0
Par anet er Key=TagKey, Par anet er Val ue=Nane
Par amet er Key=TagVal ue, Par anet er Val ue=CodeDepl oyDenp --capabilities
CAPABI LI TY_I AM

t enpl at eURL is one of the following:

e http://s3.amazonaws. conf aws- codedepl oy- us-east-1/tenpl ates/| at est/
CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the US East (N. Virginia) region)

e http://s3-us-east-2. amazonaws. conf aws- codedepl oy- us- east - 2/ t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the US East (Ohio) region)

e http://s3-us-west-1. anazonaws. conl aws- codedepl oy- us-west - 1/t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the US West (N. California) region)

e http://s3-us-west-2. amazonaws. conf aws- codedepl oy- us- west - 2/ t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the US West (Oregon) region)

e http://s3-ca-central - 1. anazonaws. conl aws- codedepl oy- ca-central - 1/
t enpl at es/ | at est/ CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the Canada (Central)
region)

e http://s3-eu-west-1. anmazonaws. conf aws- codedepl oy- eu- west - 1/ t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the EU (Ireland) region)

e http://s3-eu-west-2. anazonaws. conl aws- codedepl oy- eu- west - 2/ t enpl at es/
| at est/ CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the EU (London) region)

e http://s3-eu-central - 1. anazonaws. conl aws- codedepl oy- eu-central - 1/
t enpl at es/ | at est/ CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the EU (Frankfurt)
region)

e http://s3-ap-northeast-1. anmazonaws. conf aws- codedepl oy- ap- nort heast - 1/
t enpl at es/ | at est/ CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the Asia Pacific (Tokyo)
region)

e http://s3-ap-northeast-2. amazonaws. con aws- codedepl oy- ap- nort heast - 2/
t enpl at es/ | at est/ CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the Asia Pacific (Seoul)
region)

e http://s3-ap-sout heast-1. amazonaws. com aws- codedepl oy- ap- sout heast - 1/
t enpl at es/ | at est/ CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the Asia Pacific
(Singapore) region)

e http://s3-ap-sout heast-2. amazonaws. com aws- codedepl oy- ap- sout heast - 2/
t enpl at es/ | at est/ CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the Asia Pacific (Sydney)

region)
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e http://s3-ap-south-1. amazonaws. conf aws- codedepl oy- ap- sout h- 1/t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the Asia Pacific (Mumbai) region)

e http://s3-sa-east-1. amazonaws. conf aws- codedepl oy- sa- east - 1/ t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the South America (S&o Paulo)
region)

This command creates an AWS CloudFormation stack named CodeDepl oyDenoSt ack, using the
AWS CloudFormation template in the specified Amazon S3 bucket. The Amazon EC2 instance

is based on the t1.micro instance type, but you can use any type. It is tagged with the value
CodeDepl oyDenp, but you can tag it with any value. It has the specified instance key pair applied.

2. Call the describe-stacks command to verify the AWS CloudFormation stack named
CodeDepl oyDenpSt ack was successfully created:

aws cl oudformati on descri be-stacks --stack-nane CodeDepl oyDenoSt ack --
query "Stacks[0]. StackStatus" --output text

Do not proceed until the value CREATE_COMWPLETE is returned.

To verify the AWS CodeDeploy agent is running on the Amazon EC2 instance, see Managing AWS
CodeDeploy Agent Operations (p. 123), and then proceed to Create an Application (p. 189).

Launch an Amazon EC2 Instance with the AWS
CloudFormation Template (Console)

Before you begin, you must have an instance key pair to enable SSH access to the Amazon EC2
instance running Amazon Linux or RDP access to the instance running Windows Server. Type the key
pair name only, not the key pair file extension.

To find a key pair name, open the Amazon EC2 console at https://console.aws.amazon.com/ec2. In the
navigation pane, under Network & Security, choose Key Pairs, and note the key pair name in the list.

To generate a new key pair, see Creating Your Key Pair Using Amazon EC2. Be sure the key pair is
created in one of the regions listed in Region and Endpoints in AWS General Reference. Otherwise,
you won't be able to use the instance key pair with AWS CodeDeploy.

1. Signin to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

Important

Sign in to the AWS Management Console with the same account you used in Getting
Started (p. 13). On the navigation bar, in the region selector, choose one of the regions
listed in Region and Endpoints in AWS General Reference. AWS CodeDeploy supports
these regions only.

Choose Create Stack.

In Choose a template, choose Specify an Amazon S3 template URL. In the box, type one of the

following, and then choose Next.

e http://s3.amazonaws. conf aws- codedepl oy- us-east-1/tenpl ates/| at est/
CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the US East (N. Virginia) region)

e http://s3-us-east-2. anazonaws. conl aws- codedepl oy- us- east - 2/t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the US East (Ohio) region)

e http://s3-us-west-1. anmazonaws. conf aws- codedepl oy- us- west - 1/ t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the US West (N. California) region)
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http://s3-us-west-2. anazonaws. con aws- codedepl oy- us- west - 2/ t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the US West (Oregon) region)

http://s3-ca-central -1. amazonaws. com aws- codedepl oy-ca-central -1/
t enpl at es/ | at est/ CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the Canada (Central)
region)

http://s3-eu-west-1. anazonaws. conl aws- codedepl oy- eu- west - 1/t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the EU (Ireland) region)

http://s3-eu-west-2. anazonaws. con aws- codedepl oy- eu- west - 2/ t enpl at es/
| at est / CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the EU (London) region)

http://s3-eu-central - 1. amazonaws. conl aws- codedepl oy- eu-central -1/
tenpl at es/ | at est/ CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the EU (Frankfurt)
region)

http://s3-ap-northeast-1. amazonaws. conl aws- codedepl oy- ap- nort heast - 1/
t enpl at es/ | at est/ CodeDepl oy_Sanpl eCF_Tenpl at e. j son (for the Asia Pacific (Tokyo)
region)

http://s3-ap-northeast-2. amazona