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Features of Amazon Cognito

What is Amazon Cognito?

Amazon Cognito lets you easily add user sign-up and sign-in and manage permissions for your mobile
and web apps. You can create your own user directory within Amazon Cognito, or you can authenticate
users through social identity providers such as Facebook, Twitter, or Amazon; with SAML identity
solutions; or by using your own identity system. In addition, Amazon Cognito enables you to save

data locally on users' devices, allowing your applications to work even when the devices are offline.
You can then synchronize data across users' devices so that their app experience remains consistent
regardless of the device they use.

With Amazon Cognito, you can focus on creating great app experiences instead of worrying about
building, securing, and scaling a solution to handle user management, authentication, and sync across
devices.

Topics
¢ Features of Amazon Cognito (p. 1)
¢ Accessing Amazon Cognito (p. 2)
¢ Are You a First-Time Amazon Cognito User? (p. 2)
¢ Pricing for Amazon Cognito (p. 2)

Features of Amazon Cognito

Amazon Cognito Your User Pools: You can create and maintain a user directory and add sign-

up and sign-in to your mobile app or web application using Amazon Cognito User Pools. User pools
scale to hundreds of millions of users and provide simple, secure, and low-cost options for you as a
developer. You can also implement enhanced security features, such as email and phone number
verification, and multi-factor authentication. In addition, Amazon Cognito User Pools lets you customize
workflows through AWS Lambda, for example by adding app-specific logic to user registration for fraud
detection and user validation.

For more information, see Creating and Managing User Pools (p. 10).

Amazon Cognito Federated Identities: Amazon Cognito Federated Identities enable you to create
unique identities for your users and authenticate them with federated identity providers. With a
federated identity, you can obtain temporary, limited-privilege AWS credentials to synchronize data
with Amazon Cognito Sync or to securely access other AWS services such as Amazon DynamoDB,
Amazon S3, and Amazon AP| Gateway. Amazon Cognito Federated Identities support federated
identity providers—including Amazon, Facebook, Google, Twitter, OpenlD Connect providers,

and SAML identity providers—as well as unauthenticated identities. This feature also supports

Version Last Updated: 07/28/2016
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Accessing Amazon Cognito

developer authenticated identities, which let you register and authenticate users via your own back-end
authentication systems.

For more information, see Using Federated Identities (p. 109).

Amazon Cognito Sync: Amazon Cognito Sync is an AWS service that supports offline access

and cross-device syncing of application-related user data. You can use Amazon Cognito Sync to
synchronize user profile data across mobile devices and the web without requiring your own back
end. The client libraries cache data locally so your app can read and write data regardless of device
connectivity status. When the device is online, you can synchronize data, and if you set up push sync,
notify other devices immediately that an update is available.

For more informationk see Amazon Cognito Sync (p. 167).

Accessing Amazon Cognito

Amazon Cognito can be accessed using the Amazon Cognito console, the AWS Command Line
Interface, and the Amazon Cognito APIs.

¢ The Amazon Cognito Your User Pool APIs are documented in the User Pools API Reference.

« The Amazon Cognito Federated Identities APIs are documented in the Amazon Cognito Identity API
Reference.

¢ The Amazon Cognito Sync APIs are documented in the Amazon Cognito Sync APIs.

Are You a First-Time Amazon Cognito User?

If you are a first-time user of Amazon Cognito, we recommend that you begin by reading the following
sections:

¢ Setting Up Amazon Cognito (p. 3)
 Identity Pools (p. 109)
¢ Setting up User Pools (p. 11)

You can also find information and links to videos, articles, documentation, and sample apps on our
Developer Resources Page.

Pricing for Amazon Cognito

For information on Amazon Cognito pricing, see the Amazon Cognito Pricing Page..

Version Last Updated: 07/28/2016
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Setting Up Amazon Cognito

Getting Started

For information on getting started with Amazon Cognito user pools or federated identities, see the
following sections.

Topics
¢ Setting Up Amazon Cognito (p. 3)
¢ Step 1: Obtain AWS Credentials (p. 5)
e Step 2: Store and Sync Data (p. 6)

N. Virginia ¥ Support ¥

W AWS v Services v

Amazon Cognito

Amazon Cognito makes it easy for you to have users sign up and sign in to
your apps, federate identities from social identity providers, secure access to
AWS resources and synchronize data across multiple devices, platforms, and

applications.

Manage your User Pools Manage Federated Identities

b b 4o

Your User Pool beta Federated Identities Synchronized Data
Sign-up and sign-in users in your mobile Federate identity providers and control Synchronize user data across devices
access to AWS resources. and the cloud

and web applications.

Setting Up Amazon Cognito

You can obtain an identity, get credentials, and start syncing data or interacting with other AWS
services from your app with a few steps.

Topics
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¢ Sign Up for AWS (p. 4)
¢ Creating a Pool in Amazon Cognito (p. 4)
¢ Install the Mobile SDK (p. 5)

Sign Up for AWS

To use Amazon Cognito, you need an AWS account. If you don't already have one, use the following
procedure to sign up:

To sign up for an AWS account

1. Open https://aws.amazon.com/, and then choose Create an AWS Account.
Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a PIN using the phone
keypad.

Creating a Pool in Amazon Cognito

You must create a user pool or an identity pool to obtain AWS credentials using Amazon Cognito
Identity as your credential provider. Using a credential provider allows your application to access AWS
services without having to embed your private credentials in your application. This also allows you to
set permissions to control which AWS services your users have access to.

Amazon Cognito offers two options for managing user credentials: you can create Your User Pool
using Amazon Cognito Identity, or you can create an identity pool using Federated Identities, such as
a Facebook or Google login provider.

User pools use Amazon Cognito Identity to scale to hundreds of millions of users and provide simple,
secure, and low-cost options for you as a developer. For more information see Creating and Managing
User Pools (p. 10).

To create a new user pool for your application

1. Signin to the Amazon Cognito console and choose Manage your User Pools.
2. Follow the steps in the wizard.

For more information, see Creating and Managing User Pools (p. 10).

Identity pools use external identity providers such as Facebook, Amazon.com, Google, or Twitter/
Digits. An identity pool is a store of user identity data specific to your account. Every identity pool has
configurable 1AM roles that you can use to specify which AWS services your application’s users can
access. Typically, a developer will use one identity pool per application. For more information, see
Identity Pools (p. 109).

To create a new identity pool for your application

1. Signinto the Amazon Cognito console, choose Manage Federated Identities, and then choose
Create new identity pool.

2. Type a name for your identity pool, select Enable access to unauthenticated identities, and
then choose Create Pool.

3. Choose Allow to create the two default roles associated with your identity pool-one for
unauthenticated users and one for authenticated users. These default roles provide your identity

Version Last Updated: 07/28/2016
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pool access to Amazon Cognito Sync. You can modify the roles associated with your identity pool
in the IAM console. For additional instructions on working with the Amazon Cognito console, see
Using the Amazon Cognito Console (p. 208).

After you have set up your identity pool, see Using Federated Identities (p. 109).

Install the Mobile SDK

To use Amazon Cognito, you must install and configure the AWS Mobile SDK. For more information,
see the following topics:

¢ Set Up the AWS Mobile SDK for Android
¢ Set Up the AWS Mobile SDK for iOS

¢ Set Up the AWS SDK for JavaScript

¢ Set Up the AWS Mobile SDK for Unity

¢ Set Up the AWS Mobile SDK for Xamarin

Step 1: Obtain AWS Credentials
Android

Initialize the credentials provider:

Cogni t oCachi ngCr edenti al sProvi der credenti al sProvider = new
Cogni t oCachi ngCr edent i al sProvi der (
get Appl i cationContext(), // Context
"I DENTI TY_POOL_I D', // ldentity Pool ID
Regi ons. US_EAST_1 // Region
);

IOS - Objective-C

Import the Amazon Cognito header files:

#i nport <AWSCor e/ AWECor e. h>
#i nport <AWSCogni t o/ AWsCogni t 0. h>

Then initialize the credentials provider:

AWECogni t oCredent i al sProvi der *credenti al sProvi der =
[ [ AWBCogni t oCr edent i al sProvi der all oc]
i ni t WthRegi onType: AWSRegi onUSEast 1
i dentityPool | d: @ DENTI TY_POOL_ID'];

AWESer vi ceConfiguration *configuration = [[ AWSServi ceConfiguration all oc]
i ni t WthRegi on: AWBRegi onUSEast 1 credenti al sProvi der: credenti al sProvider];

[ AWsSer vi ceManager def aul t Servi ceManager] . def aul t Servi ceConfiguration =
configuration;

Version Last Updated: 07/28/2016
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I0S - Swift

Import the Amazon Cognito header files:

i mport AWSCor e

Then initialize the credentials provider:

| et credential sProvider = AWSCognitoCredenti al sProvi der(regi onType: .USEast1,
i dentityPool Id: "I DENTITY_POOL_|I D")

I et configuration = AWSServi ceConfiguration(regi on: .USEast1,
credential sProvi der: credential sProvider)

AWESer vi ceManager . def aul t (). defaul t Servi ceConfigurati on = configuration

JavaScript

Initialize the credentials provider:

AWS. config.region = 'us-east-1';
AWS. config.credentials = new AWS. CognitoldentityCredential s({
IdentityPool Id: '"IDENTITY_POOL_ID ,

)

Unity

Obtain AWS credentials:

Cogni t oAWSCr edenti al s credentials = new Cogni t oAWSCr edenti al s (
"1 DENTI TY_POOL_I D', // ldentity Pool 1D
Regi onEndpoi nt . USEast1 // Regi on

)i

Xamarin

Obtain AWS credentials:

Cogni t oAWSCr edenti al s credentials = new Cogni t oAWSCr edential s (
"I DENTITY_POOL_I D', // ldentity Pool ID
Regi onEndpoi nt. USEast1 // Regi on

)

Step 2: Store and Sync Data
Android

Initialize the Amazon Cognito Sync client:

Cogni t oSyncManager syncCient = new CognitoSyncManager (
get ApplicationContext(), // Context

Version Last Updated: 07/28/2016
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Regi ons. US_EAST_1, // Region
credenti al sProvi der

)

Then, create a dataset, add a record, and synchronize it with the server:

Dat aset dataset = syncdient.openO Creat eDat aset (" nyDat aset");
dat aset . put ("nmyKey", "myVal ue");
dat aset . synchroni ze(new Def aul t SyncCal | back() {
@verride
public void onSuccess(Dataset dataset, List newRecords) ({
//Your handl er code here
}

s

IOS - Objective-C

Initialize the Amazon Cognito Sync client:

AWECognito *syncC ient = [ AWSCognito defaul t Cognito];

Then, create a dataset, add a record, and synchronize it with the server:

AWECogni t oDat aset *dataset = [syncCdient openO CreateDat aset: @ nyDat aset"];
[dat aset setString: @nyVal ue" forKey: @nyKey"];
[[dataset synchronize] continueWthBl ock: i d(AWsTask *task) {

/1 Your handl er code here

return nil;

.

I0S - Swift

Import the Amazon Cognito header files:

i nport AWSBCor e

Initialize the Amazon Cognito Sync client:

let syncdient = AWSCognito.default()!

Then create a dataset, add a record, and synchronize it with the server:

| et dataset = syncCient.openO Creat eDat aset ("nyDat aset")!

dat aset.set String("nyVal ue", forKey: "nyKey")

dat aset . synchroni ze(). conti nueOnSuccessWth {(task) -> AnyQhject? in
return task;

}

JavasScript

Download the Amazon Cognito Sync Manager library from GitHub and include it in your project. Then,
initialize the Amazon Cognito Sync client:

Version Last Updated: 07/28/2016
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AWS. config.credential s.get(function(){
var syncClient = new AWS. Cogni t oSyncManager () ;
syncC i ent. openOr Creat eDat aset (' myDataset', function(err, dataset) {

dat aset. put (' nyKey', 'myValue', function(err, record){

dat aset. synchroni ze({

onSuccess: function(data, newRecords) ({
/1 Your handl er code here

}
)

}
3]
1)
1)

Unity

Initialize the Amazon Cognito Sync client:

Cogni t oSyncManager syncManager = new Cognit oSyncManager (
credential s,
new AmazonCogni t oSyncConfig {
Regi onEndpoi nt = Regi onEndpoi nt. USEast1 // Region
}
)s

Then create a dataset, add a record, and synchronize it with the server:

Dat aset dataset = syncManager. QpenOr Cr eat eDat aset (" myDat aset") ;
dat aset . OnSyncSuccess += SyncSuccessCal | back;

dat aset . Put (" nyKey", "nmyVal ue");

dat aset . Synchroni ze();

voi d SyncSuccessCal | back(obj ect sender, SyncSuccessEvent e) {
/1 Your handl er code here
}

Xamarin

Initialize the Amazon Cognito Sync client:

Dat aset dataset = syncManager. QpenCOr Cr eat eDat aset (" myDat aset ") ;
dat aset . OnSyncSuccess += SyncSuccessCal | back;

dat aset . Put (" nyKey", "myVal ue");

dat aset . Synchroni ze();

voi d SyncSuccessCal | back(obj ect sender, SyncSuccessEvent e) {
/'l Your handl er code here
}

Then create a record in a dataset and synchronize it with the server:

Dat aset dataset = syncManager. QpenOr Cr eat eDat aset (" myDat aset") ;
dat aset . OnSyncSuccess += SyncSuccessCal | back;
dat aset . Put (" nyKey", "nmyVal ue");
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dat aset . Synchroni zeAsync() ;

voi d SyncSuccessCal | back(obj ect sender, SyncSuccessEvent e) {
/1 Your handl er code here
}
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Creating and Managing User Pools

Create and maintain a user directory and add sign-up and sign-in to your mobile app or web application
using user pools. User pools scale to hundreds of millions of users and are designed to provide simple,
secure, and low-cost options for you as a developer.

You can use user pools to add user registration and sign-in features to your apps. Instead of using
external identity providers (p. 129) such as Facebook, Google, or Twitter, you can use user pools

to let users register with or sign in to an app using an email address, phone number, or a user name.
You can also create custom registration fields and store that metadata in your user directory. You can
verify email addresses and phone numbers, recover passwords, and enable multi-factor authentication
(MFA) with just a few lines of code.

User pools are for mobile and web app developers who want to handle user registration and sign-

in directly in their apps. Previously, you needed to implement your own user directory to create user
accounts, store user profiles, and implement password recovery flows to support user registration and
sign-in.

User pools integrate easily with the existing Amazon Cognito functionality for anonymous and social
identities. In addition, a user can start as an anonymous user and then either sign in using a social
identity or using user pools to register and sign in using email, phone number, or user name.

You can get started with user pools by using the AWS Management Console, the AWS Command
Line Interface, or the APIs provided in one of our SDKs. For more information, see Setting up User
Pools (p. 11).

To learn more about user pool settings, such as attributes, policies, multi-factor authentication,
and triggers, see Getting Started: Step Through Amazon Cognito User Pool Settings in the AWS
Management Console (p. 13).
Topics
¢ Setting up User Pools (p. 11)
¢ Setting Up the AWS Mobile SDK for Android to Work with User Pools (p. 23)
¢ Setting Up the AWS Mobile SDK for iOS to Work with User Pools (p. 39)
¢ Setting up the Amazon Cognito Identity SDK for JavaScript to Work with User Pools (p. 49)
¢ Customizing User Pool Workflows by Using AWS Lambda Triggers (p. 64)
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¢ Creating User Accounts as Administrator in the AWS Management Console and with the Amazon
Cognito User Pools API (p. 79)

¢ User Groups (p. 82)
¢ Importing Users into Your User Pools (p. 84)
¢ Signing Up and Confirming User Accounts (p. 94)

¢ Managing and Searching for User Accounts in the AWS Management Console and in the Amazon
Cognito User Pools API (p. 97)

¢ Amazon Cognito User Pool Authentication Flow (p. 101)
¢ Integrating User Pools with Federated Identities (p. 102)
¢ Using Tokens with User Pools (p. 105)

Setting up User Pools

To create a new user pool for Amazon Cognito, you can use the AWS Management Console, the AWS
CLlI, or the Amazon Cognito API.

Creating a New User Pool Using the Console

You can create a new user pool by choosing Create new pool from the Amazon Cognito console and
following the instructions. For a step-by-step walkthrough, see Quickstart: Using the Console to Create
a New User Pool (p. 11).

Creating a New User Pool Using the AWS CLI

You can create a new user pool using the create-user-pool command in the AWS CLI.

For more information, see the Amazon Cognito Identity AWS CLI Reference.

Creating a New User Pool Using the API

You can create a new user pool using the Cr eat eUser Pool () API. For more information, see
CreateUserPool.

You can also use one of the following SDKs to create and manage new user pools:

¢ Setting Up the AWS Mobile SDK for Android to Work with User Pools (p. 23)
e Setting Up the AWS Mobile SDK for iOS to Work with User Pools (p. 39)
¢ Setting up the Amazon Cognito Identity SDK for JavaScript to Work with User Pools (p. 49)

Quickstart: Using the Console to Create a New User
Pool

The following procedure shows how to create a new user pool using the AWS Management Console.

To create a new user pool using the AWS Management Console

1. Open the Amazon Cognito console.
2. Onthe Amazon Cognito home page, choose Manage your User Pools.
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3.
4.

6.

ﬁ AWS ~ Services v (AWS’ N. Virginia ¥ Support ¥

Amazon Cognito

Amazon Cognito makes it easy for you to have users sign up and sign in to
your apps, federate identities from social identity providers, secure access to
AWS resources and synchronize data across multiple devices, platforms, and

applications.

Manage your User Pools Manage Federated Identities

¢ 2 &

Your User Pool beta Federated Identities Synchronized Data
S|gn—up and sign-in users in your mobile Federate \UENIW DFUV\[]EFS and control Synthmmze user data across devices
and web applications. access to AWS resources. and the cloud

Choose Create a User Pool to get started.
Specify a Pool name.

Pool names must be between one and 128 characters long. They can contain uppercase and
lowercase letters (a-z, A-Z), numbers (0-9), and the following special characters: + =, . @ and -.

Next, decide how you want to create your user pool.

User Pools _ US East (N. Virginia) Support

Create a user pool

What dg you want to name your user pool?

Name
Give your user pool a descriptive name so you can easily identify it in the future.
Attributes Pool name
MyPool
Policies

Verifications
How do you want to create your user pool?

Message Customizations

Devices.

Review defaults Step through settings
A Start by reviewing the defaults and then Step through each setting to make your
2 customize as desired choices
Triggers

Review

@ Feedback @ English icy  Terms of Use

To create a user pool with the default settings, choose Review defaults, and then choose Create
pool. You can still customize settings from the default values.

To step through each setting to make your choices, choose Step through settings and go to the
next step. For more information, see Getting Started: Step Through Amazon Cognito User Pool
Settings in the AWS Management Console (p. 13).

Review your user pool configuration in the next step, and then choose Create pool.
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Getting Started: Step Through Amazon Cognito
User Pool Settings in the AWS Management
Console

You can customize the user pool settings to the needs of your app. This topic describes each category
of settings and gives you detailed information about attributes, policies, email and phone verification,
multi-factor authentication, apps, triggers, and trusted devices.

Topics
¢ Specifying a User Pool Name (p. 13)
¢ Specifying User Pool Attribute Settings (p. 13)
¢ Specifying User Pool Policy Settings (p. 17)
¢ Specifying User Pool MFA Setting and Email and Phone Verification Settings (p. 17)
e Customizing SMS and Email Verification Messages and User Invitation Messages (p. 19)
¢ Adding Cost Allocation Tags to Your User Pool (p. 21)
¢ Specifying User Pool Device Tracking Settings (p. 21)
¢ Specifying User Pool App Settings (p. 22)
¢ Specifying User Pool Lambda Trigger Settings (p. 23)
¢ Reviewing Your User Pool Settings (p. 23)

Specifying a User Pool Name

You must specify a Pool Name for your Amazon Cognito user pool in the AWS Management Console.
The name cannot be changed after the user pool is created.

Pool names must be between one and 128 characters long. They can contain uppercase and
lowercase letters (a-z, A-Z), numbers (0-9), and the following special characters: + =, . @ and -.

Specifying User Pool Attribute Settings

You get a set of default attributes, called "standard attributes," with all user pools. You can also add
custom attributes to your user pool definition in the AWS Management Console. This topic describes
those attributes in detail and gives you tips on how to set up your user pool.

Attributes are pieces of information that help you identify individual users, such as name, email, and
phone number.

Not all information about your users should be stored in attributes. For example, user data that
changes frequently, such as usage statistics or game scores, should be kept in a separate data store,
such as Amazon Cognito Sync or Amazon DynamoDB.

Standard attributes

The following are the standard attributes for all users in a user pool:

e address

e birthdate

e email

e fam ly_nane
e gender

e given_nane
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* locale

e m ddl e_nane
e nane

e ni cknane

e phone_nunber
e picture

e preferred_usernanme
e profile

e tinezone

e updat ed_at

e website

These attributes will be available as optional attributes for all users. To make an attribute required,
select the check box next to the attribute.

Note

When a standard attribute is marked as required, a user cannot register unless a value for
the attribute is provided. Administrators can create users without giving values for required
attributes by using the AdminCreateUser API. An attribute cannot be switched between
required and not required after a user pool has been created.

Custom attribute names are between one and 32 characters long.

Standard and custom attribute values can be any string up to 2048 characters by default, but some
attribute values, such as updat ed_at , have formatting restrictions. Only email and phone can be
verified. For more information about attributes, see the OpenlD Connect specification.

Note
In the specification, attributes are called members.

Here are some additional notes regarding some of the above fields.

email
Email address values can be verified.

An administrator with proper AWS account permissions can change the user's email and also
mark it as verified.

phone

A phone number will automatically be required if multi-factor authentication (MFA) is enabled. For

more information, see Multi-factor Authentication (MFA) (p. 18).

Phone number values can be verified.

An administrator with proper AWS account permissions can change the user's phone number and

also mark it as verified.

Important

Phone numbers must follow these formatting rules: A phone number must start with a
plus (+) sign, followed immediately by the country code. A phone number can only contain
the + sign and digits. You must remove any other characters from a phone number, such
as parentheses, spaces, or dashes (- ) before submitting the value to the service. For
example, a United States-based phone number must follow this format: +14325551212.

preferred_username
The pr ef er r ed_user nanme cannot be selected as both required and as an alias. If the

pr ef erred_user nane is an alias, a user can add the attribute value once he or she is confirmed

by using the UpdateUserAttributes API.
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To edit standard attributes

1. Onthe Attributes tab, choose the attributes you will require for user registration. If an attribute is
required and a user doesn't provide the required attribute, the user cannot register.

Important
You will not be able to change these requirements after the user pool is created. For more
information, see Specifying User Pool Attribute Settings (p. 13).

2. To create an alias for email, phone number, address, or preferred username, choose Alias. For
more information on aliases, see Using Aliases to Simplify User Sign-Up and Sign-In (p. 15).

3. Choose Save changes or move on to create Custom Attributes (p. 16).

Usernames and Preferred Usernames

The user nane value is a separate attribute and not the same as the nane attribute. A user nane is
always required to register a user, and it cannot be changed after a user is created.

Note

Developers can use the pr ef er r ed_user nane attribute to give users a username that they
can change. For more information, see Using Aliases to Simplify User Sign-Up and Sign-

In (p. 15).

If your use case does not require a username, you do not have to ask users to provide one. Your app
can create a unique username for them in the background if, for example, you want users to register

and sign in with an email address and password. For more information, see Using Aliases to Simplify
User Sign-Up and Sign-In (p. 15).

The user name must be unique within a user pool. A user nane can be reused, but only after it has
been deleted and is no longer in use.

Using Aliases to Simplify User Sign-Up and Sign-In
By using aliases, you can customize your app's sign-in experience to suit the needs of your users.

By default, users sign in with their username and password. The username is a fixed value that users
cannot change. If you mark an attribute as an alias, your users can sign in using that attribute in place
of the username. The email address, phone number, and preferred username attributes can be marked
as aliases.

For example, if email and phone are selected as aliases for a user pool, users in that user pool can
sign in using their username, email address, or phone number along with their password.

If email is selected as an alias, a username cannot match a valid email format. Similarly, if phone
number is selected as an alias, a username that matches a valid phone number pattern will not be
accepted by the service for that user pool.

Note

Alias values must be unique in a user pool. If an alias is configured for an email address

or phone number, the value provided can be in a verified state in only one account. During
sign-up, if an email address or phone number is supplied as an alias from a different
account that has already been used, registration succeeds. Nevertheless, when a user

tries to confirm the account with this email (or phone number) and enters the valid code, an
Al i asExi st sExcept i on error is thrown. The error indicates to the user that an account
with this email (or phone number) already exists. At this point, the user can abandon the new
account creation and can try to reset the password for the old account. If the user chooses
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to continue creating the new account, your app should call the Conf i r n5i gnUp API with the
forceAl i asCreati on option. This moves the alias from the previous account to the newly
created account, and it also marks the attribute unverified in the previous account.

Phone numbers and email addresses only become active aliases for a user after the phone numbers
and email addresses have been verified. We therefore recommend that you choose automatic
verification of email addresses and phone numbers if you choose to use them as aliases.

The pr ef er r ed_user nane attribute is included so that users can have the experience of changing
their username, when in fact the actual username value for a user is not changeable.

If you want to allow users to have the experience of a changeable username, submit their new
"username" value as a pr ef er r ed_user nane and choose pr ef err ed_user nane as an alias. Then
they can log in with the new value they have entered.

If pr ef err ed_user nane is selected as an alias, the value can be provided only when an account is
confirmed and it cannot be provided during registration.

Custom Attributes

You can add up to 25 custom attributes. These custom attributes can be defined as strings or numbers.
You can specify a minimum and/or maximum length for the custom attributes. However, the maximum
length can be no more than 2048 characters.

Custom attributes cannot be required.
Custom attribute names can be any string from one to 20 characters.

Custom attributes cannot be removed or changed once they are added to the user pool.
To add a custom attribute

1. If you want to add custom attributes, open the Do you want to use custom attributes? section
and choose Add custom attribute.

2. Provide properties for each custom attribute, such as the data Type (string or number), the Name,
Min length, and Max length.

3. If you want to allow the user to change the value of a custom attribute after the value has been
provided by the user, choose Mutable.

4. To add more attributes, choose Add another attribute.
5. Choose Save changes

Attribute Permissions and Scopes

You can set per-app read and write permissions for each user attribute. This gives you the ability to
control which applications can see and/or modify each of the attributes that are stored for your users.
For example, you could have a custom attribute that indicates whether a user is a paying customer or
not. Your apps could see this attribute but could not modify it directly. Instead, you would update this
attribute using an administrative tool or a background process. Permissions for user attributes can be
set from the Amazon Cognito console, API, or CLI.

Attributes can be marked as readable or writable for each app. This is true for both standard and
custom attributes. An app can read an attribute that is marked as readable and can write an attribute
that is marked as writable. If an app tries to update an attribute that is not writable, the app gets a
Not Aut hor i zedExcept i on exception. An app calling GetUser only receives the attributes that are
readable for that app. The ID token issued post-authentication only contains claims corresponding
to the readable attributes. Required attributes on a user pool are always writable. If you, using

CLI or the admin API, set a writable attribute and do not provide required attributes, then an

I nval i dPar anet er Except i on exception is thrown.
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Specifying User Pool Policy Settings
Password Policy

The following characters are allowed in passwords, regardless of the policy you set: uppercase and
lowercase letters, numbers, and the special characters listed below.

You can specify the following password requirements in the AWS Management Console:

¢ Minimum length, which must be at least 6 characters but fewer than 99 characters
* Require numbers
¢ Require special character, which includes the following set:

NS LTI {Y(C) 2" @ &, >< ~
¢ Require uppercase letters
* Require lowercase letters

Tip

Specifying a minimum password length of at least 8 characters, as well as requiring
uppercase, numeric, and special characters, increases password complexity for users in your
user pool. The increased complexity helps protect users from the security risks of guessing
attacks or common-pattern attacks. It is generally considered a best practice to require users
to create strong passwords by using these options.

Admin Create User Policy
You can specify the following policies for Admin Create User:

» Specify whether to allow users to sign themselves up. This option is set by default. If it is not set,
only administrators will be able to create users in this pool and calls to the SignUp API fail with
Not Aut hor i zedExcepti on.

¢ Specify the user account expiration time limit (in days) for new accounts. The default setting is 7
days, measured from the time when the user account is created. The maximum setting is 90 days.
After the account expires, the user cannot log in to the account until the administrator updates the
user's profile by updating an attribute or by resending the password to the user.

Note
Once the user has logged in, the account never expires.

Specifying User Pool MFA Setting and Email and Phone
Verification Settings

Important

To ensure that SMS messages are sent to verify phone numbers and for MFA, you must
request an increased spend limit from Amazon SNS.

Amazon Cognito uses Amazon SNS for sending SMS messages to users. The number of
SMS messages Amazon SNS delivers is subject to spend limits. Spend limits can be specified
for an AWS account and for individual messages, and the limits apply only to the cost of
sending SMS messages.

The default spend limit per account (if not specified) is 1.00 USD per month. If you want to
raise the limit, submit an SNS Limit Increase case in the AWS Support Center. For New limit
value, enter your desired monthly spend limit. In the Use Case Description field, explain that
you are requesting an SMS monthly spend limit increase.

In the Verifications tab, you can choose settings for multi-factor authentication (MFA) and for email
and phone verification.
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Note

SMS for MFA or for verifying phone numbers is charged separately. (There is no charge

for sending verification codes to email addresses.) For information about Amazon SNS
pricing, see Worldwide SMS Pricing. For the current list of countries where SMS messaging is
available, see Supported Regions and Countries.

Multi-factor Authentication (MFA)

Multi-factor authentication (MFA) increases security for your app by requiring the user to receive and
enter an authorization code when signing in to your app, in addition to their username (or alias) and
password.

The following MFA settings are available:

¢ Required: All users must use MFA. This setting can only be specified when the user pool is created.
¢ Optional: Individual users can choose whether to enable MFA for their own user accounts.
« Off: MFA is disabled for all users.

When MFA is required on a user pool, the phone number attribute is automatically required.

When a user signs in with MFA turned on, he or she first enters and submits his or her username and
password. The client app will receive a get MFA response indicating where the authorization code was
sent. The client app should tell the user where to look for the code (such as which phone number the
code was sent to), provide a form for entering the code, and then submit the code to complete the sign-
in process. The destination is masked (e.g., only last 4 digits of the phone number are displayed).

The authorization code is valid for 3 minutes.

If a user no longer has access to his or her device where MFA codes are sent, he or she will need
to request help from your customer service office. An administrator with necessary AWS account
permissions can change the user's phone number. The administrator can use the console, the AWS
Command Line Interface, or the API.

When a user successfully goes through the MFA flow, his or her phone number is also marked as
verified.

Requiring Email and Phone Number Verification

Verification requires users to retrieve a code from their email or phone to confirm ownership.
Verification of a phone or email is necessary to automatically confirm users and enable recovery from
forgotten passwords.

Amazon Cognito can automatically verify email addresses and mobile phone numbers by sending a
verification code. For email addresses, the code is sent in an email message. For phone numbers, it is
sent in an SMS text message.

The verification code is valid for 24 hours.

If verification is selected as required for email or phone, the verification code is automatically sent when
a user signs up.

Note
The ForgotPassword flow requires either the user's email or the user's phone number to be
verified.

Note

If a user signs up with both a phone number and an email address, and your user pool
settings require verification of both attributes, a verification code is sent via SMS to the phone.
The email address is not verified. Your app can call GetUser to see if an email address is
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awaiting verification. If it is, the app should call GetUserAttributeVerificationCode to initiate the
email verification flow and then submit the verification code by calling VerifyUserAttribute.

Authorizing Amazon Cognito to Send SMS Messages on Your Behalf

To send SMS messages to your users on your behalf, Amazon Cognito needs your permission. To
grant that permission, you need to create an AWS ldentity and Access Management (IAM) role by
choosing Create role to create the role.

Customizing SMS and Email Verification Messages and User
Invitation Messages

In the Message Customizations tab, you can customize:

¢ Your SMS MFA message

¢ Your SMS and email verification messages

¢ Your user invitation messages

¢ From and Reply-To email addresses for emails going through your user pool

Note

The SMS and email verification message templates will only appear if you have chosen to
require phone number and email verification in the Verifications tab. Similarly, the SMS MFA
message template will only show up if the MFA setting is REQUIRED or OPTIONAL.

Customizing the SMS Message
You can customize the SMS message for MFA authentication by editing the template under the Do

you want to customize your SMS messages? heading.

Important
Your custom message must contain the { ####} placeholder, which is replaced with the
authentication code before the message is sent.

The maximum length for the message is 140 UTF-8 characters, including the authentication code.
Customizing SMS Verification Messages
You can customize the SMS message for phone number verifications by editing the template under the

Do you want to customize your SMS verification messages? heading.

Important
Your custom message must contain the { ####} placeholder, which is replaced with the
verification code before the message is sent.

The maximum length for the message is 140 UTF-8 characters, including the verification code.
Customizing Email Verification Messages
You can customize the email subject and message for email address verifications by editing the

template under the Do you want to customize your email verification messages? heading.

Important
Your custom message must contain the { ####} placeholder, which is replaced with the
verification code before the message is sent.

The maximum length for the message is 20,000 UTF-8 characters, including the verification code.
HTML tags can be used in these emails.
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Customizing User Invitation Messages

You can customize the user invitation message that Amazon Cognito sends to new users via SMS or
email by editing the templates under the Do you want to customize your user invitation messages?
heading.

Important
Your custom message must contain the { user name} and { ####} placeholders, which are
replaced with the user's username and password before the message is sent.

For SMS, the maximum length is 140 UTF-8 characters, including the verification code. For email, the
maximum length for the message is 20,000 UTF-8 characters, including the verification code. HTML
tags can be used in these emails.

Customizing Your Email Address

By default the email messages that Amazon Cognito sends to users in your user pools come from no-
reply@verificationemail.com. You can specify custom FROM email addresses and REPLY-TO email
addresses to be used instead of no-reply@verificationemail.com.

To customize the FROM email address, choose Add custom FROM address and follow the
instructions to verify your Amazon Simple Email Service identity. Choose an AWS region and an
Amazon SES verified identity. Learn more about Verifying Email Addresses and Domains in Amazon
SES.

To customize the REPLY-TO email address, choose Add custom REPLY-TO address and enter a
valid email address.

Authorizing Amazon Cognito to Send Amazon SES Email on Your Behalf (from
a Custom FROM Email Address)

If you want to send email from a custom FROM email address instead of the default, Amazon Cognito
needs your permission to send email messages to your users on behalf of your Amazon SES verified
identity. To grant that permission, create a sending authorization policy. For more information, see
Using Sending Authorization with Amazon SES.

The following is an example of an Amazon SES sending authorization policy for Amazon Cognito User
Pools. For more examples, see Amazon SES Sending Authorization Policy Examples.

Note
In this example, the "Sid" value is an arbitrary string that uniquely identifies the statement. For
more information about policy syntax, see Amazon SES Sending Authorization Palicies.

"Version": "2008-10-17",
"Statenent": [
{
"Sid": "stmt1234567891234",
"Effect": "Alow',
"Principal": {
"Service": "cognito-idp.anmzonaws. cont

}

"Action": [
"ses: SendEmmi | ",
"ses: SendRawkEnai | "
1.
"Resource": "<your SES identity ARN>"
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}

The Amazon Cognito console adds this policy behind the scenes for you when you select an SES
identity from the drop-down menu. If you use the CLI or API to configure the user pool, you must attach
this policy to your SES Identity.

Adding Cost Allocation Tags to Your User Pool

In the Tags tab, you can add cost allocation tags to categorize and track your AWS costs. When you
apply tags to your AWS resources (such as Amazon Cognito user pools), your AWS cost allocation
report includes usage and costs aggregated by tags. You can apply tags that represent business
categories (such as cost centers, application names, and owners) to organize your costs across
multiple services. For more information, see Using Cost Allocation Tags in the AWS Billing and Cost
Management User Guide.

To add a tag, choose Add tag. Specify a Tag key and Tag value, following the restrictions listed in
Tag Restrictions. Choose Save changes to save your tag.

Specifying User Pool Device Tracking Settings

As a way of providing additional security, you can track devices that users have logged in to. This topic
describes how to add device tracking to your Amazon Cognito user pool in the AWS Management
Console.

Setting Up Remembered Devices

With Amazon Cognito Your User Pools, you can choose to have Amazon Cognito remember devices
used to access your application and associate these remembered devices with your application's users
in a user pool. You can also choose to use remembered devices to stop sending codes to your users
when you have set up multi-factor authentication (MFA).

When setting up the remembered devices functionality through the Cognito console, you have three
options: Always, User Opt-In, and No.

* No (default) — Devices are not remembered.
¢ Always — Every device used by your application's users is remembered.
¢ User Opt-In — Your user's device is only remembered if that user opts to remember the device.

If either Always or User Opt-In is selected, a device identifier (key and secret) will be assigned to each
device the first time a user signs in with that device. This key will not be used for anything other than
identifying the device, but it will be tracked by the service.

If you select Always, Amazon Cognito will use the device identifier (key and secret) to authenticate the
device on every user sign-in with that device as part of the user authentication flow.

If you select User Opt-In, you will have the ability to remember devices only when your application's
users opt to do so. When a user signs in with a new device, the response from the request to initiate
tracking will indicate whether the user should be prompted about remembering their device. You must
create the user interface to prompt users. If the user opts to have the device remembered, the device
status will be updated with a 'remembered’ state.

The AWS Mobile SDKs have additional APIs to see remembered devices (ListDevices, GetDevice),
mark a device as remembered or not remembered (UpdateDeviceStatus), and stop tracking a device
(ForgetDevice). In the REST API, there are additional administrator versions of these APIs that

have elevated privileges and work on any user. They have APl names such as AdminListDevices,
AdminGetDevice, and so on. They are not exposed through the SDKs.
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Using Remembered Devices to Suppress Multi Factor Authentication (MFA)

If you have selected either Always or User Opt-In, you also have the option of suppressing MFA
challenges on remembered devices for the users of your application. To use this feature, you must
enable MFA for your user pool. For more information, see Multi-factor Authentication (MFA) (p. 18).

Specifying User Pool App Settings

An app is an entity within a user pool that has permission to call unauthenticated APIs (APIs that do
not have an authenticated user), such as APIs to register, sign in, and handle forgotten passwords.
To call these APIs, you need an app client ID and an optional client secret. It is the developer's
responsibility to secure any app client IDs or secrets so that only authorized client apps can call these
unauthenticated APIs.

You can create multiple apps for a user pool, and generally an app corresponds to the platform of an
app. For example, you may create an app for a server-side application and a different Android app.
Each app will have its own app client ID.

When you create an app, you can optionally choose to create a secret for that app. If a secret is
created for the app, the secret must be provided to use the app. Browser-based applications written in
JavaScript may not need an app with a secret.

Secrets cannot be changed after an app is created. You can create a new app with a new secret if you
want to rotate the secret that you are using. You can also delete an app to block access from apps that
use that app client ID.

To create an app

1. Onthe Apps tab in Create a user pool, choose Add an app.
2. Specify an App name.

3. Specify the app's Refresh token expiration (days). The default value is 30. You can change it to
any value between 1 and 3650.

4. By default, Amazon Cognito User Pools will generate a client secret for your app. If you don't want
that to happen, clear Generate client secret.

5. If your app is a server app that requires developer credentials (using Signature Version 4) and
doesn't use Secure Remote Protocol (SRP) authentication, check Enable sign-in API for server-
based authentication (ADMIN_NO_SRP_AUTH) to enable server-side authentication. For more
information, see Admin Authentication Flow (p. 102).

6. By default, Amazon Cognito User Pools will allow your app to read and write all attributes. If you
want to set different permissions for your app, perform the following steps.

1. Choose Set attribute read and write permissions.
You can set read and write permissions in both of the following ways:

» By choosing one or more scopes. Each scope is a set of standard attributes. For more
information, see the list of standard OIDC scopes.

» By choosing individual standard or custom attributes.

Note
You cannot remove required attributes from write permissions in any app.

7. Choose Create app.
8. If you want to create another app, choose Add an app.
9. Once you've created all the apps you want, choose Save changes.

You can change attribute permissions and scopes after you have created your user pool.
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You can also use the CLI commands create-user-pool-client and update-user-pool-client to set and
change permissions on a user pool.

Specifying User Pool Lambda Trigger Settings

You can use AWS Lambda triggers to customize workflows and the user experience with Amazon
Cognito. You can create the following Lambda triggers: Pre sign-up, Pre authentication, Custom
message, Post authentication, Post confirmation, Define Auth Challenge, Create Auth
Challenge, and Verify Auth Challenge Response. For examples of each Lambda trigger, see
Customizing User Pool Workflows by Using AWS Lambda Triggers (p. 64).

Note

The Custom message AWS Lambda trigger is an advanced way to customize messages for
email and SMS. For more information, see Customizing User Pool Workflows by Using AWS
Lambda Triggers (p. 64).

Reviewing Your User Pool Settings

Before you create your user pool, you can review the different settings and edit them in the AWS
Management Console. Amazon Cognito will validate the user pool settings and warn you if something
needs to be changed. For example:

Warning

This user pool does not have an IAM role defined to allow Amazon Cognito to send SMS
messages, so it will not be able to confirm phone numbers or for MFA after August 31, 2016.
You can define the IAM role by selecting a role on the Verifications panel.

If you see a message, follow the instructions to fix them before choosing Create pool.

Setting Up the AWS Mobile SDK for Android to
Work with User Pools

This section provides information about setting up the AWS Mobile SDK for Android to so you can use
the Amazon Cognito Identity Provider in your app. These instructions are written for Android application
development in Android Studio.

For more information about setting up the AWS Mobile SDK for Android, see Set Up the AWS Mobile
SDK for Android.

Gradle Dependencies

Add the these dependencies in your app's Gradle file:

¢ AWS Android Core SDK (aws-android-sdk-core-x.x.x.jar): Add the latest version of the AWS
Android Core as the aws-android-sdk-core-2.2.8.jar as a dependency library to your project's build
Gradle.

« AWS Cognito Identity Provider Android SDK (aws-android-sdk-
cognitoidentityprovider:2.3.8.jar): Add the latest version of the Android SDK for Cognito Identity
Provider in your app's build Gradle.

Network Permissions

To allow your app to make network calls to talk to the AWS Cognito Identity Provider, you need to
enable your app to perform network operations.
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Include the following permissions in your app's manifest file:

<uses-perni ssion androi d: nane="andr oi d. per m ssi on. | NTERNET" />
<uses-perni ssion androi d: nane="andr oi d. per m ssi on. ACCESS_NETWORK_STATE" />

Using the Mobile SDK for Android in Your Amazon
Cognito Application

In this section, you will learn about using the Mobile SDK for Android to use Amazon Cognito user
pools in your apps. This SDK provides APIs to register (sign up), confirm, and authenticate users, and
more.

Key Concepts

Executing in the Current Thread or a Background Thread

All APIs that perform network calls to interact with the Amazon Cognito Identity Provider service

have two methods. One of these methods executes the task and the network operations in

the current thread (e.g., si gnUp() ) and the other method (postfixed with InBackground, e.g.,

si gnUpl nBackgr ound() ) executes the task in a background thread but invokes the callback methods
in the current thread.

Caching

The Mobile SDK for Android caches the last successfully authenticated user and the user's tokens
locally on the device, in Shar edPr ef er ences. The SDK also provides methods to get the last
successfully authenticated user.

App Id and App Secret

The App ID (also called Client ID) and App Secret (also called Client Secret) are generated at the
Amazon Cognito User Pools console. App Id is necessary to use the Mobile SDK for Android. The App
Secret is optional. However, if an App Id has an associated App Secret, then you must use the App Id
and App Secret in the SDK.

Main Classes

CognitoUserPool
Represents an abstraction of a user pool. Provides methods to register a new user and create a
new instance Cogni t oUser for a user belonging to this pool.

CognitoUser
Represents a single user in a user pool. Through this class you can perform all possible operations
on a user, including authentication (Sign-In), managing user attributes and settings, and much
more. You can create an instance of this class from the Cogni t oUser Pool object.

CognitoUserSession
Encapsulates the tokens issued by Amazon Cognito (ID , access, and refresh token) and provides
methods to read ID and access tokens.

CognitoUserDetails
Encapsulates Cogni t oUser At t ri but es and Cogni t oUser Set ti ngs.

CognitoUserAttributes
Encapsulates all user attributes and provides methods to read and write attributes. For more
information about attributes, see Specifying User Pool Attribute Settings (p. 13)

CognitoUserSettings
Encapsulates all user settings and provides methods to read and write attributes.
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Tutorial: Integrating User Pools for Android Apps

This tutorial outlines the key steps to integrate Amazon Cognito Your User Pools with an Android
application. For a complete sample application that shows how to use user pools in your application,
see the Amazon Cognito Your User Pools sample on the GitHub website.

Topics
e Step 1: Creating a User Pool for Your App by Using the Console (p. 25)
¢ Step 2: Creating a User Pool Object (p. 26)
¢ Step 3: Signing up Users for Your App (p. 26)
e Step 4: Confirming Users for Your App (p. 27)
¢ Step 5: Resolving Alias Value Conflicts (p. 28)
e Step 6: Signing Users in to Your App (p. 28)
e Step 7: Getting User Details (p. 29)
¢ Step 8: Getting Credentials to Access AWS Resources for an App User (p. 29)
¢ Step 9: Setting IAM Permissions to Enable Access to AWS Resources (p. 30)

Step 1: Creating a User Pool for Your App by Using the
Console

The following procedure describes how to create a user pool and use it in your app. This procedure
creates a pool ID, an app client ID, and an app client secret using default settings. For information on
customizing these settings, see Getting Started: Step Through Amazon Cognito User Pool Settings in
the AWS Management Console (p. 13).

To create a user pool for your app

Sign in to the Amazon Cognito console
Choose Manage your User Pools.
Choose Create a User Pool.

PN PE

In Pool name, type a name for the pool and then choose Review defaults. This creates the pool
with the default settings.

5.  From the left navigation pane, choose Attributes to specify which attributes are required and
which attributes to use as aliases. After you set the following attributes and after users in the pool
verify their email addresses, they can sign in with their usernames or email addresses.

a. Foremail, choose Required and Alias.
b. For phone number, choose Required and Alias.
c. For given name, choose Required.

6. From the left navigation pane, choose Policies to specify the password policy. For this tutorial,
use the default settings.

7. From the left navigation pane, choose Verifications. On this page, you can customize the
messages that are sent to the users in your pool to deliver verification codes. For this tutorial, use
the default settings.

8. From the left navigation pane, choose Apps and then choose Add an app. You can create
multiple app clients for a user pool and you can create one app per platform.

9. For App name, type a name for your app. Keep Generate client secret selected, and then
choose Set attribute read and write permissions. Select the attributes that require write
permissions. Required attributes always have write permissions.

10. Choose Create app and then choose Save changes.
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11. From the left navigation bar, choose Review and then choose Create pool.

12. Note the pool ID, client ID, and the client secret. You can find the app client ID and app client
secret under Apps on the left navigation bar. To view the client secret, choose Show details.

Step 2: Creating a User Pool Object

To create a user pool object, you need the pool ID, client ID, and client secret. The following
example shows how to create a C i ent Conf i gur at i on object and a Cogni t oUser Pool object.
The Cogni t oUser Pool object is the entry point for all interactions with your user pool from your
application. In the sample application the user Pool is created in AppHel per . j ava.

ClientConfiguration clientConfiguration = new CientConfiguration();

/! Create a CognitoUserPool object to refer to your user pool
Cogni t oUser Pool user Pool = new CognitoUser Pool (context, poolld, clientld,
clientSecret, clientConfiguration);

Step 3: Signing up Users for Your App
The following steps describe how to sign up users for your app.

To sign up users for your app
1. Collect the following information from the user:

 user-id: This is used by the user to log in and must be unique within the pool.
» password: This is the user’s password.

 user attributes: You must specify the required attributes (email, given name, and phone number)
for your pool.

2. Use the pool instance to sign up the user.

/1 Create a CognitoUserAttributes object and add user attributes
Cogni toUser Attributes userAttributes = new CognitoUserAttributes();

/1 Add the user attributes. Attributes are added as key-value pairs

/1 Adding user's given nane.

/1 Note that the key is "given_nane" which is the O DC claimfor given
nane

userAttributes. addAttri bute("gi ven_nanme", userG venNane);

/1 Addi ng user's phone nunber
userAttributes. addAttri bute("phone_nunber”, phoneNunber);

/1 Adding user's enmil address
userAttributes. addAttribute("email", ennil Address);

3. Create a callback handler for sign-up. The onSuccess method is called when the sign-up is
successful.

Si gnUpHandl er si gnupCal | back = new Si gnUpHandl er () {

@verride
public void onSuccess(CognitoUser cognitoUser, bool ean userConfirned,
Cogni t oUser CodeDel i veryDet ai | s cogni t oUser CodeDel i veryDetails) {
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/1 Sign-up was successful

/1 Check if this user (cognitoUser) needs to be confirned
i f(!'userConfirmed) {
/1 This user nust be confirned and a confirmati on code was
sent to the user
/1 cognitoUser CodeDel i veryDetails will indicate where the
confirmati on code was sent
/1l Get the confirmation code from user

}
el se {
/1l The user has already been confirned
}
}
@verride

public void onFail ure(Exception exception) {
/1 Sign-up failed, check exception for the cause
}
b

4. Call the sign-up API.

user Pool . si gnUpl nBackgr ound(userld, password, userAttributes, null,
si gnupCal | back) ;

Step 4: Confirming Users for Your App

Users may need to be confirmed after they sign up before they can sign in. Users can confirm through
email or phone. After a successful sign-up, if the user needs to be confirmed, a confirmation code is
sent to the user's email address or phone number. You can also automatically confirm a user after
sign-up by using Lambda triggers.

If a user provides an email address or phone number during sign-up, and you selected automatic
verification for your user pool, a confirmation code is sent to the user's phone number as a text
message or to the user's email address. The cogni t oUser CodeDel i ver yDet ai | s object, which
was delivered to the callback handler after successful sign-up, indicates where this confirmation code
was sent. You can use this to let the user know how he or she will get confirmation code.

The following steps describe how to confirm user information before users can sign in to your app.
To confirm a user for your app

1. Create a callback handler to confirm the user. This callback handler is used by the SDK to
communicate the results of the confirmation API call.

/1 Cal |l back handl er for confirnSignUp API
Generi cHandl er confirmationCall back = new GenericHandler() {

@verride
public void onSuccess() {
/'l User was successfully confirned

}

@verride
public void onFail ure(Exception exception) {
/1 User confirmation failed. Check exception for the cause.
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I

2. When a new user is confirmed, the user's attribute through which the confirmation code was sent
(email address or phone number) is marked as verified. If this attribute is also set to be used as an
alias, then the user can sign in with that attribute (email address or phone number) instead of the
username.

Step 5: Resolving Alias Value Conflicts

Alias values must be unique in a pool. When you confirm a new user, if that user's email address

or phone number are used as an alias, and that email or phone number are already in use for an
existing user in the pool, you must resolve this conflict. To ensure uniqueness, you can do either of the
following:

e Setthe forcedAl i asCreat i on parameter to false. This resolves the conflict by allowing the user
confirmation to fail. The attribute remains verified for the existing user and continues to be an alias
for the existing user. The new user remains un-confirmed, as shown in the following example.

/1 This will cause confirmation to fail if the user attribute has been
verified for another user in the sane pool
bool ean forcedAliasCreation = fal se;

/1 Call APl to confirmthis user
cogni toUser. confi rnSi gnUpl nBackgr ound( confi rmati onCode, forcedAliasCreation,
confirmationCal |l back);

¢ Setting the f or cedAl i asCr eat i on parameter to true resolves the conflict by marking the attribute
(email or phone number) as verified for the new user, and consequently marking it as not-verified for
the existing user. This attribute is no longer an alias for the existing user.

All confirmed users can sign in. On successful sign-in, access and ID tokens are returned. These
tokens are in a Cogni t oUser Sessi on object.

Step 6: Signing Users in to Your App

To sign a user in to your app, you must first create a callback handler for authentication. The following
example shows how the SDK interacts with your application through this callback handler.

/1 Callback handler for the sign-in process
Aut henti cati onHandl er aut henti cati onHandl er = new Aut henti cati onHandl er() {

@verride
public void onSuccess(CognitoUser Sessi on cognitoUser Session) {
/1 Sign-in was successful, cognitoUserSession will contain tokens for
t he user
}
@verride

public void getAuthenticationDetail s(AuthenticationConti nuation
aut henti cati onContinuation, String userld) {
/1 The APl needs user sign-in credentials to continue
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Aut henticationDetails authenticationDetails = new
Aut henti cati onDetail s(userld, password, null);

/! Pass the user sign-in credentials to the continuation
aut henti cati onConti nuati on. set Aut henti cati onDetail s(authenticationDetails);

/1 Allowthe sign-in to continue
aut henti cati onConti nuati on. conti nueTask();

}

@verride
public void get MFACode( Mul ti Fact or Aut henti cati onConti nuati on
mul ti Fact or Aut henti cati onConti nuati on) {
/1 Multi-factor authentication is required; get the verification code
from user

mul ti Fact or Aut henti cati onConti nuati on. set M aCode( nfaVerificati onCode);
/1 Al'low the sign-in process to continue
mul ti Fact or Aut henti cati onConti nuati on. conti nueTask();

}

@verride
public void onFail ure(Exception exception) ({
/1 Sign-in failed, check exception for the cause
}
IS

/1 Sign in the user
cogni t oUser . get Sessi onl nBackgr ound( aut henti cati onHandl er);

Step 7: Getting User Details

After authenticating a user, you can retrieve other information about the user in the user pool, as
shown in the following example.

/1 1mplenent callback handler for getting details
Get Det ai | sHandl er get Detail sHandl er = new Get Det ai | sHandl er () {
@verride
public void onSuccess(CognitoUserDetails cognitoUserDetails) {
/1 The user detail are in cognitoUserDetails

}

@verride
public void onFail ure(Exception exception) ({
/'l Fetch user details failed, check exception for the cause
}
b

/1 Fetch the user details
cogni t oUser . get Det ai | sl nBackgr ound( get Det ai | sHandl er) ;

Step 8: Getting Credentials to Access AWS Resources for an
App User

To get credentials to access AWS resources for your user, first create an identity pool and associate
your user pool with that identity pool.
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To get AWS credentials to access AWS resources

1. Signin to the Amazon Cognito console.

2. Choose Manage Federated Identities.

3. Choose Create new identity pool. Type a name for your identity pool in Identity pool name.

4. Expand the Authentication providers section. On the Cognito tab, type the User Pool ID and
the App Client ID for the user pool you just created.

5. Choose Create Pool.

6. Inyour application code, add the ID tokens, received after successful authentication, to your
credentials provider, as follows.

/1l Get id token from CognitoUser Session.
String i dToken = cognitoUser Sessi on. get | dToken().get JWIToken();

/1l Create a credentials provider, or use the existing provider.
Cogni t oCachi ngCr edenti al sProvi der credenti al sProvi der = new
Cogni t oCachi ngCr edenti al sProvi der(context, |DENTITY_POOL_ID, REG ON);

/1l Set up as a credentials provider.

Map<String, String> |ogins = new HashMap<String, String>();

| ogi ns. put ("cogni to-idp. us-east-1. amazonaws. conf us-east-1_123456678",
cogni t oUser Sessi on. get | dToken() . get IWIToken() ) ;

credenti al sProvi der. set Logi ns(| ogi ns);

7. Use the credentials provider to access AWS resources, such as a Amazon DynamoDB table, as
follows.

AmazonDynanoDBCd i ent ddbC i ent = new
AmazonDynanmpDBC i ent (credenti al sProvi der);

Step 9: Setting IAM Permissions to Enable Access to AWS
Resources

When you create an identity pool, Amazon Cognito creates two IAM roles: Cogni t o<i dentity pool
name>Aut h_Rol e and Cogni to<i dentity pool nane>Unaut h_Rol e. By default, these roles
only allow access to Amazon Cognito Identity and Amazon Cognito Sync. To allow your application

to access AWS services such as Amazon DynamoDB, you must attach the appropriate managed
policy to the role. For example, if your application needs to read and write to a DynamoDB database
you must attach the AmazonDynanpDBFul | Access managed policy to the role, as described in the
following procedure.

To set IAM permissions to enable access to AWS resources
1. Signin to the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.

2. Choose the authenticated role for your policy from the list of roles, and then choose Attach
Policy.

3. Choose the required policy for the list of managed policies (AmazonDynamoDBFullAccess, for
example), and then choose Attach Policy.

You application can now perform create, read, update, and delete operations in DynamoDB.
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Examples of Using User Pools with the Mobile SDK
for Android

This topic provides code examples that perform basic tasks using the Mobile SDK for Android. Since
the SDK makes network calls, all API calls should be made from a non-activity thread.

Create a CognitoUserPool

Cogni t oUser Pool user Pool = new CognitoUser Pool (cont ext, userPoolld, clientld,
clientSecret);

/'l user pool can also be created with client app configuration:
Cogni t oUser Pool user Pool = new CognitoUser Pool (cont ext, userPoolld, clientld,
clientSecret, clientConfiguration);

Register a New User

/1 create a handler for registration
Si gnUpHandl er handl er = new Si gnUpHandl er () {
@verride
public void onSuccess(CognitoUser user, CognitoUserCodeDeliveryDetails
codeDel i veryDetails) {
/1 If the sign up was successful, "user" is a CognitoUser object of
the user who was signed up.
/1 "codeDeliveryDetails" will contain details about where the
confirmation codes will be delivered.

}

@verride
public void onFail ure(Exception exception) {
/1 Sign up failed, code check the exception for cause and perform
remedi al actions.

}

Get the Cached User

Cogni t oUser user = userPool . get CurrentUser();

Create a User Object with a Userld

Cogni t oUser user = userPool . get User (userld);

Confirm a User

/1 create a callback handler for confirm
Generi cHandl er handl er = new GenericHandl er {

@verride
public void onSuccess() {

/1l User was successfully confirned!
}
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@verride
public void onFail ure(Exception exception) {

/1 Confirmation failed, probe exception for details
}

}

user. confirnti gnUp(code, handler);

Request a Confirmation Code

/1 create a callback handler for the confirnation code request
Generi cHandl er handl er = new GenericHandl er {

@verride
public void onSuccess() {

/1 Confirmation code was successfully sent!
}

@verride
public void onFail ure(Exception exception) ({

/1 Confirmation code request failed, probe exception for details
}

}

user.resendConfirnmati onCode( handl er);

Forgot Password: Get Code to Set New Password

For got Passwor dHandl er handl er = new For got Passwor dHandl er {
@verride
public void onSuccess() {
/'l Forgot password process conpl eted successfully, new password has
been successfully set

}

@verride
public void get Reset Code( For got Passwor dCont i nuati on continuation) {
/1 A code will be sent, use the "continuation" object to continue
with the forgot password process

/1 This will indicate where the code was sent
String codeSentHere = conti nuation. get Paraneters();

/1 Code to get the code fromthe user - user dialogs etc.
/1 If the programcontrol has to exit this nethod, take the
"continuation" object.

/1 "continuation" is the only possible way to continue with the
process

/1 When the code is avail able

/1 Set the new password
conti nuati on. set Passwor d( newPasswor d) ;
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/1 Set the code to verify
continuation. setVerificati onCode(code);

/1 Let the forgot password process proceed
conti nuati on. conti nueTask();

}
/**

* This is called for all fatal errors encountered during the password

reset process

* Probe {@xception} for cause of this failure.

* @aram exception

*/
public void onFail ure(Exception exception) ({

/1 Forgot password processing failed, probe the exception for cause

}

}

user . f or got Passwor d( handl er) ;

Authentication Handler: Get Tokens

/1 | npl enent authentication handler,
Aut henti cati onHandl er handl er = new Aut henti cati onHandl er {
@verride
public void onSuccess(CognitoUser Sessi on user Session) {
/1 Authentication was successful, the "userSession" will have the
current valid tokens
/1l Time to do awesonme stuff
}

@verride
public void getAuthenticationDetail s(final AuthenticationContinuation
continuation, final String userlD) ({
/1 User authentication details, userld and password are required to
conti nue.
/1 Use the "continuation" object to pass the user authentication
details

/1 After the user authentication details are available, wap themin
an Aut henticationDetails class

/1 Along with userld and password, paraneters for user pools for
Lanbda can be passed here

/1 The validation paraneters "validationParaneters" are passed in as
a Map<String, String>

Aut henti cationDetails authDetails = new AuthenticationDetail s(userld,
password, validationParaneters);

/1 Now al | ow the authentication to continue
conti nuation. set Aut henti cati onDetail s(authDetails);
conti nuation. conti nueTask();

}

@verride
public void get MFACode(final Muilti FactorAuthenticationContinuation
continuation) {
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/1 Multi-factor authentication is required to authenticate
/!l A code was sent to the user, use the code to continue with the
aut hentication

/1 Find where the code was sent to
String codeSentHere = continuation. getParaneter()[0];

/1 When the verification code is available, continue to authenticate
conti nuati on. set M aCode(code) ;
conti nuation. conti nueTask();

}

@verride
public void authenticationChallenge(final ChallengeContinuation
continuation) {

/1 A customchall enge has to be solved to authenticate
/1 Set the chall enge responses

/1 Call continueTask() nmethod to respond to the chall enge and
continue with authentication.

}

@verride
public void onFailure(final Exception exception) {
/1 Authentication failed, probe exception for the cause

}
}s

user . get Sessi on( handl er);

Get User Detalls

Get Det ai | sHandl er handl er = new Get Det ai | sHandl er {
@verride
public void onSuccess(final CognitoUserDetails list) {
/1 Successfully retrieved user details
}

@verride
public void onFailure(final Exception exception) {

/1 Failed to retrieve the user details, probe exception for the cause
}

s
user. get Detai | s(handl er);

Get Attribute Verification Code

Generi cHandl er handl er = new GenericHandl er {

@verride
public void onSuccess() {
/1 Attribute verification code was successfully sent!
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}

@verride
public void onFail ure(Exception exception) ({
/1 Attribute verification code request failed, probe exception for
details
}
IS
user.get AttibuteVerificati onCode(attributeNane, handler);

Verify Attribute

Generi cHandl er handl er = new GenericHandl er {

@verride
public void onSuccess() {

/]l Attribute verification was successful!
}

@verride
public void onFail ure(Exception exception) {

/1 Attribute verification failed, probe exception for details
}

}s

user.verifyAttribute(attributeNane, code, handler);

Delete Attribute

Generi cHandl er handl er = new GenericHandl er {

@verride
public void onSuccess() {

/]l Attribute deletion was successful!
}

@verride
public void onFail ure(Exception exception) ({

/1 Attribute deletion failed, probe exception for details
}

}s

user.del eteAttribute(attributeNane, handler);

Change Password

Generi cHandl er handl er = new GenericHandl er {

@verride
public void onSuccess() {

/1 Password change was successful!
}

@verride
public void onFail ure(Exception exception) {

/1l Password change failed, probe exception for details
}
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}s

user. changePasswor d( ol dPassword, newPassword, handl er);

Change or Set User Settings

Generi cHandl er handl er = new Generi cHandl er {

@verride
public void onSuccess() {

/1 Successfully changed settings!
}

@verride
public void onFail ure(Exception exception) {

/1 Change failed, probe exception for details
}

}s

/1 userSettings is an object of the type CognitoUserSettings,
Cogni t oUser Setti ngs userSettings = new CognitoUserSettings();

/1 Set the user settings
user Settings. setSettings(setti ngNane, settingVal ue);

/1 Now update the new settings to the Amazon Cognito Identity Provider
Service
user. set User Setti ngs(userSettings, handler);

Delete User

Generi cHandl er handl er = new GenericHandl er {

@verride
public void onSuccess() {
/!l Del ete was successful!

}
@verride

public void onFail ure(Exception exception) {
/1 Delete failed, probe exception for details
}
b

user . del et eUser (handl er) ;

Sign Out User

/1 This has cleared all tokens and this user will have to go through the
aut hentication process to get tokens.
user. signQut () ;

Get Access and ID Tokens from CognitoUserSession

‘// Session is an object of the type CognitoUser Session
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String accessToken = sessi on. get AccessToken(). get JWI();
String i dToken = session. getldToken().getJWToken();

List All Devices for a User

Devi cesHandl er devi cesHandl er = new Devi cesHandl er () {
@verride
public void onSuccess(List<CognitoDevice> devices) {
/1 devices will contain a list of all renenbered devices
}

@verride
public void onFail ure(Exception e) {
/1 List devices failed, probe exception for details

}
}s

user. | i st Devi cesl nBackground(10, null, devicesHandl er);

Remember a Device

Generi cHandl er handl er = new GenericHandl er {

@verride

public void onSuccess() {
/1 Successful!

}

@verride

public void onFail ure(Exception exception) ({
/1 Failed, probe exception for details

}

}s

cogni t oDevi ce. r emenber Thi sDevi cel nBackgr ound( handl er)

Do Not Remember a Device

Generi cHandl er handl er = new GenericHandl er {

@verride
public void onSuccess() {
/1 Successful!

}

@verride
public void onFail ure(Exception exception) {
/1 Failed, probe exception for details
}
b
cogni t oDevi ce. doNot Remenber Thi sDevi cel nBackgr ound( handl er)
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Example: Handling Users Created Using the
AdminCreateUser API in the Mobile SDK for Android

Amazon Cognito Your User Pools allows administrators to create new users and invite the users to
sign in. The user must set his or her password during the first sign-in. Also during the first sign-in, the
user must provide values for any required attributes that don't already have values.

The Mobile SDK for Android (version 2.3.2 and later) supports this feature. To support this feature
in your apps, you must implement the Aut hent i cat i onChal | enge callback method. The user
authentication process for these users has not changed. However, after the initial password
verification, the SDK invokes the Aut hent i cat i onChal | enge callback, which you can implement
to read the new password from the user. You can then allow the user to set required attributes and
change user attributes that were already set by the administrator.

The continuation object passed to the Aut hent i cat i onChal | enge callback method is of

the type NewPasswor dCont i nuat i on. The NewPasswor dCont i nuat i on class is a child of
Chal | engeConti nuati on. The Chal | engeConti nuati on class provides easier access to the
challenge attributes.

When the Aut hent i cati onChal | enge callback is invoked during the user authentication process,
first check the Chal | enge name. The challenge name, NEW PASSWORD_REQUI RED, indicates that the
user is trying to sign in for the first time after the administrator created the user's account. To get the
challenge name, call cont i nuati on. get Chal | engeNane.

To complete the sign-in process, the user must set a new password and provide any missing
values for user attributes that were marked as required when the user pool was created or
updated. To get the list of all required attributes, call cont i nuati on. get Requi r edAt tri but es.
To get the attributes and the values that were already set by the administrator, call
continuation. getCurrentUserAttributes.

Call conti nuati on. set Passwor d and cont i nuati on. set User At t ri but e, respectively, to set
the user's new password and attributes (including required attributes).

Call conti nuati on. conti nueTask to complete the sign-in process.

@verride
public void authenticationChallenge(final ChallengeContinuation
continuation) {
/'l Check the chall enge name
i f (" NEW PASSWORD REQUI RED'. equal s(conti nuati on. get Chal | engeNane()) {
/1 A new user is trying to signin for the first tine after
/1 admin has created the user’s account

/1 Cast to NewPasswordContinuation for easier access to challenge
par ameters

NewPasswor dCont i nuati on newPasswor dConti nuati on = (NewPasswor dConti nuati on)
conti nuation;

/1l Get the list of required paraneters
Li st<String> requiredAttributes =
newPasswor dCont i nuati on. get Requi redAttri butes()

/1l Get the current user attributes
Map<String, String> currUserAttributes =
newPasswor dCont i nuati on. get Current User Attri butes();

/1 Pronpt user to set a new password and values for required attributes
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}

c

/1 Set new user password
newPasswor dCont i nuati on. set Passwor d() ;

/Il Set user attributes
newPasswor dCont i nuation. set User Attribute(attributeName, attributeVal ue);

/1 Set user attributes
newPasswor dCont i nuati on. set User Attri but e(anot her Attri bute,
al ue Anot her Attri bute);

/1 Allow the sign-in to conplete
newPasswor dCont i nuati on. conti nueTask();

/1 Set the challenge responses
/1 Call continueTask() nmethod to respond to the chall enge and

ontinue with authentication.

}

Setting Up the AWS Mobile SDK for i0S to Work

with U

ser Pools

Amazon Cognito Identity provides a Mobile SDK for iOS. The following topic provides set-up
instructions and examples for common tasks while working with user pools.

Installing the AWS Mobile SDK for iOS

Th

e following procedure describes how to set up the SDK.

To set up the Mobile SDK for iOS

1.
2.

Follow the instructions here: Set Up the Mobile SDK for i0S.

If you are using CocoaPods, add pod AWSCognitoldentityProvider to your PodSpec and
#i mport AWSCogni t ol denti t yProvi der. h in the classes you want to use it in.

If you are using Frameworks, add AWSCognitoldentityProvider.framework and #i npor t
<AWSCogni t ol denti t yProvi der/ AWSCogni t ol dent i t yProvi der. h> into the classes you
want to use it.

Tutorial: Integrating User Pools for iOS Apps

Th

To

is tutorial helps you get started with user pools.

pics
Step 1: Creating a User Pool for Your App by Using the Console (p. 40)
Step 2: Creating a UserPool Object (p. 40)
Step 3: Signing up Users for Your App (p. 40)
Step 4: Confirming Users for Your App (p. 41)
Step 5: Authenticating Users for Your App (p. 41)
Step 6: Getting User Details (p. 42)
Step 7: Getting Credentials to Access AWS Resources For an App User (p. 42)
Next Steps (p. 43)
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Step 1: Creating a User Pool for Your App by Using the
Console

The following procedure describes how to create a user pool and use it in your app. This procedure
creates a pool ID, an app client ID, and an app client secret using default settings. For information on
customizing these settings, see Getting Started: Step Through Amazon Cognito User Pool Settings in
the AWS Management Console (p. 13).

To create a user pool for your app

Sign in to the Amazon Cognito console

Choose Manage your User Pools.

Choose Create a User Pool.

In Pool name, type a name for the pool and then choose Review defaults.

gk wpdPRE

From the left navigation bar, choose Apps and then choose Add an app. You can create multiple
app clients for a user pool and you can create one app per platform.

6. For App name, type a name for your app. Keep Generate client secret selected, choose Create
app, and then choose Save changes.

7. From the left navigation bar, choose Review and then choose Create pool.

8. Note the pool ID. You can find the app client ID and app client secret under Apps on the left
navigation bar.

Step 2: Creating a UserPool Object

You must create a User Pool object for your client app. Using the user pool ID, app client ID, and app
client secret you obtained in step 1, create an AWSCogni t ol denti t yUser Pool .

//setup service config
AWSSer vi ceConfi gurati on *serviceConfiguration = [[ AWNSServi ceConfiguration
al l oc] initWthRegi on: AWSRegi onUSEast 1 credenti al sProvider:nil];

[/ create a pool

AWSCogni t ol denti t yUser Pool Confi gurati on *configuration
= [[ AWBCogni t ol denti t yUser Pool Confi guration all oc]
initWthdientld: @CLIENT_ID'

clientSecret: @ CLI ENT_SECRET"

pool 1 d: @ USER_POCOL_I D'] ;
[ AWsCogni t ol dent i t yUser Pool
regi st er Cogni t ol dentit yUser Pool Wt hConfi guration: serviceConfiguration
user Pool Confi guration: configuration forKey: @UserPool "];
AWSCogni t ol denti t yUser Pool *pool = [ AWsCogni t ol dentityUser Pool
Cogni t ol denti t yUser Pool For Key: @ User Pool "] ;

Step 3: Signing up Users for Your App

To sign up users, your app's registration Ul must collect information from users and call si gnUp.

NSMut abl eArray * attributes = [ NSMut abl eArray new ;

/1 Set user attributes by retrieving themfromyour U. These values are
hardcoded for this exanple
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AWECogni tol dentityUserAttri buteType * phone =
[ AWsCogni t ol dentityUser Attri but eType new;

phone. nane = @ phone_nunber";
/1A'l phone nunbers require +country code as a prefix
phone. val ue = @ +15555555555";

AWSCogni tol dentityUserAttributeType * email =
[ AWsCogni t ol dentityUser Attri but eType new;

email.nane = @enuail";

emai | . value = @enmai | @ydonai n. cont';

[attributes addObj ect: phone];
[attributes addObject:email];

//set username and password by retrieving themfromyour U. They are
hardcoded in this exanple.

AWECogni t ol dentityUser *user = [[pool signUp: @usernane" password: @ password"
userAttributes:attributes validationData:nil] continueWthSuccessBl ock: i d
_Nul I abl e( AWSTask<AWSCogni t ol dentityUser *> * _Nonnull task) {

NSLog( @ Successful ly regi stered user: %@, task.result.usernane);
return nil;

.

Step 4: Confirming Users for Your App

Users are confirmed when either their email address or phone number is verified. In the following
example, users receive a verification code at their email address or via SMS on their mobile phone
during the registration flow and must input the code to complete sign-up. After obtaining the verification
code from your end user, call confi r n5i gnUp.

//replace VERI FI CATI ON_CODE with the val ue the user inputs
[[user confirnGi gnUp: @ VERI FI CATI ON_CODE"] conti nueWt hSuccessBl ock: i d
_Nul I abl e( AWSTask<AWSCogni t ol denti t yPr ovi der Confi r nSi gnUpResponse *> *
_Nonnul I task) {
NSLog( @ Successful |y confirmed user: %@, user.usernane);
return nil;

.

Step 5: Authenticating Users for Your App

To authenticate the confirmed user, implement the

AWSCogni t ol dent i tyl nt eracti veAut henti cati onDel egat e protocol, as shown next, and set
the delegate for the pool. This protocol manages your custom login Ul and accepts username and
password information from your end user. The protocol's methods are only invoked if the user has
never authenticated, if the user has signed out, or if the user's refresh token (which is valid for 30 days)
has expired.

/1 This code goes in your AppDel egate
pool . del egate = self;

- (i d<AWBCogni t ol dent i t yPasswor dAut henti cati on>)
st art Passwor dAut hent i cati on{
/1inmplement code to instantiate and display login U here
//return sonething that inplenents the
AWSCogni t ol denti t yPasswor dAut henti cati on protocol
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return | oginU ;

}

/1 This code goes in your Login Ul
-(voi d) getPasswor dAut henti cationDetails:
(AWBCogni t ol dent i t yPasswor dAut henti cati onl nput *) authenticati onl nput
passwor dAut hent i cati onConpl eti onSource: (AWSTaskConpl eti onSource *)
passwor dAut hent i cati onConpl eti onSource {
/lusing inputs fromlogin U create an
AWSCogni t ol denti t yPasswor dAut henti cati onDetail s obj ect.
/I These val ues are hardcoded for this exanple.
AWSCogni t ol dent i t yPasswor dAut henti cationDetails * result
= [[ AWsCogni t ol denti t yPasswor dAut henti cati onDetail s all oc]
i ni t WthUsernanme: @ USERNAVE" passwor d: @ PASSWORD' | ;
//set the result to continue the sign-in process
passwor dAut henti cationDetails.result = result;

}s

-(voi d) didConpl et ePasswor dAut henti cati onStepWthError: (NSError*) error {
di spat ch_async(di spat ch_get _mai n_queue(), *{
//present error to end user
if(error){
[[[UWAertViewalloc] initWthTitle:error.userinfol@__type"]
nmessage: error. userl nf o[ @ nmessage"]
del egate: ni |
cancel ButtonTitle:nil
otherButtonTitles: @Ck", nil] show;
}el sef
//dismss view controller
[sel f dism ssViewControllerAni mated: YES conpletion:nil];
}
1)

Step 6: Getting User Details

To get user details, call get Det ai | s, as shown next.

[[user getDetails] continueWthSuccessBl ock:*id
_Nul | abl e( AWETask<AWSCogni t ol dent i t yUser Get Det ai | sResponse *> * _Nonnul |
task) {
AWSCogni t ol denti t yUser Get Det ai | sResponse *response = task.result;
for (AWSCognitoldentityUserAttributeType *attribute in
response. userAttributes) {

[/print the user attributes
NSLog( @Attri bute: %@ Value: %@, attribute.name, attribute.value);

}

return nil;

I

Step 7: Getting Credentials to Access AWS Resources For an
App User

To get credentials to access AWS resources for your user, first associate your user
pool with an identity pool, and then provide AWSCogni t ol dent i t yUser Pool to your
AWSCogni t oCr edent i al sProvi der . The following procedure describes how to get an identity pool.
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To create an identity pool

1. Signin to the Amazon Cognito console.
2. Choose Manage Federated Identities.
3. Choose Create new identity pool. Type a name for your identity pool in Identity pool name.
4. Expand the Authentication providers section.
5. On the Cognito tab, specify your User Pool ID and App Client ID.
6. After you configure the identity pool association, get AWS credentials into your app by providing
AWSCogni t ol dent i t yUser Pool to your AWSCogni t oCr edent i al sProvi der.
AWSCogni t oCr edent i al sProvi der *credenti al sProvi der
= [ [ AWBCogni t oCr edent i al sProvi der al | oc]
initWthRegi onType: AWSRegi onUSEast 1 i dentityPool | d: @| DENTI TY_POOL_| D'
i dentityProvi der Manager : pool ];
AWSSer vi ceConfi gurati on *defaul t Servi ceConfiguration =
[[ AWBSer vi ceConfiguration alloc] initWthRegi on: AWSRegi onUSEast 1
credenti al sProvi der:credential sProvider];
AWSSer vi ceManager . def aul t Ser vi ceManager . def aul t Servi ceConfi gurati on =
def aul t Ser vi ceConfi gurati on;
Next Steps

For a working example demonstrating the functionality described in this tutorial, see the Objective-C
sample on Github.

Examples: Using User Pools with the I0OS SDK

This topic provides details about registering, confirming, and authenticating users, as well as getting
user attributes, when using user pools with the AWS Mobile SDK for iOS.

Creating an AWSCognitoldentityUserPool Object

The following procedure describes how to create an AWSCognitoldentityUserPool object to interact
with.

1.

Set up your service config.

/lsetup service config
AWSSer vi ceConfigurati on *serviceConfiguration = [[ AWSServi ceConfiguration
al l oc] initWthRegi on: AWSRegi onUSEast 1 credenti al sProvider:nil];

Create a user pool configuration.

/lcreate a pool

AWSCogni t ol denti t yUser Pool Confi gurati on *configuration
= [ [ AWBCogni t ol denti t yUser Pool Confi guration all oc]
initWthdientld: @CLI ENT_|I D'

clientSecret: @ CLI ENT_SECRET"

pool | d: @ USER_POOL_I D'];
[ AWECogni t ol dent i t yUser Pool
regi st er Cogni tol denti t yUser Pool Wt hConfi guration: serviceConfiguration
user Pool Confi guration: configuration forKey: @UserPool "];
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AWSCogni t ol denti t yUser Pool *pool = [ AWSCogni t ol dentityUser Pool
Cogni t ol denti t yUser Pool For Key: @ User Pool "] ;

Example: Register a User

Use pool.signUp:password:userAttributes:validationData to register a user.

AWECogni tol dentityUserAttri buteType * phone =
[ AWsCogni t ol dentityUser Attri buteType new;
phone. nanme = @ phone_nunber";
/I phone number nust be prefixed by country code
phone. val ue = @ +15555555555";
AWSCogni tol dentityUserAttributeType * email =
[ AWsCogni t ol dentityUser Attri buteType new;
emai |l .nane = @enunil";
emai | . value = @enmai | @rydonai n. cont';

//register the user
[[pool signUp: @usernane" password: @ passwor d"”
userAttributes: @email, phone] validationData:nil] continueWthBl ock:~id
_Nul | abl e( AWETask<AWSCogni t ol dent i t yUser Pool Si gnUpResponse *> * _Nonnul |
task) {
di spat ch_async(di spat ch_get _mai n_queue(), ~{
if(task.error){
[[[UA ertView alloc]
initWthTitle:task.error.userlnfo[@ __type"]

message: t ask. error. user| nfo[ @ nmessage"]
del egat e: sel f
cancel ButtonTitl e: @ Ck"
otherButtonTitles:nil] show;
}else {
AWECogni t ol denti t yUser Pool Si gnUpResponse * response
task.result;
i f(!response. user Confirmed){
/I need to confirmuser using user.confirmnser:

}
)

return nil;

.

Example: Get a User

You can either get a user by registering or by using one of these methods on the pool.

//get the last |ogged in user
[ pool currentUser];

//get a user without a usernane
[ pool getUser];

//get a user with a specific usernane
[ pool getUser: @ username"];
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Example: Sign in a User
There are two ways to sign in: explicitly or when credentials are needed via a delegate.

To sign in explicitly, use the following:

[user get Session: @usernane" password: @ password" val i dationData: nil
scopes:nil];

To implement the delegate, implement AWSCognitoldentityInteractiveAuthenticationDelegate and
set the delegate on the pool:

pool . del egate = self;

In your implementation, write code to instantiate your authentication user interfaces if they weren't
created and display them.

//set up password authentication ui to retrieve usernane and password from
t he user
-(id) startPasswordAut hentication {
//wite code to instantiate your sign in ui if it wasn't created here
di spat ch_async(di spat ch_get _mai n_queue(), *{
//wite code to display your ui

1)

//return your sign in ui which inplenents the
AWSCogni t ol denti t yPasswor dAut henti cati on protocol
return signlnViewController;

}

//set up nfa ui to retrieve nfa code fromend user
//this is optional and only necessary if you turn on multifactor
aut henti cation on your pool
-(id) startMiltiFactorAuthentication {

//wite code to instantiate your nmultifactor authentication ui if it
wasn’'t created here

di spat ch_async(di spat ch_get _mai n_queue(), *{

//wite code to display your ui

1)

//return your sign in ui which inplenents the
AWSCogni t ol denti tyMil ti Fact or Aut henti cati on protocol
return nfaViewController;

}

//set up new password required ui to retrieve new password and any required
user profile fromend user
//this is optional and only necessary if you use the Adm nCreateUser feature
on the pool
-(id) startNewPasswor dRequired {

//wite code to instantiate your new password required ui if it wasn't
created here

di spat ch_async(di spat ch_get _mai n_queue(), *{

//wite code to display your ui

1)
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//return your new password required ui which inplenents the
AWSCogni t ol dent i t yNewPasswor dRequi red pr ot ocol
return newPasswor dRequi redControl |l er;

In your password authentication Ul, implement the AWSCognitoldentityPasswordAuthentication
protocol.

-(void) getPasswor dAut henti cationDetails:
(AWSCogni t ol dent i t yPasswor dAut henti cati onl nput *)
aut henti cationl nput passwor dAut henti cati onConpl eti onSour ce:
(AWBTaskConpl et i onSour ce<AWSCogni t ol denti t yPasswor dAut henti cati onDetails *>
*) passwor dAut henti cati onConpl eti onSour ce {
[/ keep a handle to the conpletion, you'll need it continue once you get
the inputs fromthe end user
sel f. passwor dAut hent i cati onConpl etion =
passwor dAut hent i cati onConpl eti onSour ce;
/1 aut henti cationl nput has details about the |ast known usernane if you
need to use it

}

-(voi d) di dConpl et ePasswor dAut henti cati onStepWthError: (NSError*) error {
di spat ch_async(di spat ch_get _mai n_queue(), *{
//on conpletion, either display the error or dismss the ui
if(error){
[[[UWAertViewalloc] initWthTitle:error.userinfol[@__type"]
nmessage: error. userl nf o[ @ nmessage"]
del egate: ni |
cancel ButtonTitle:nil
otherButtonTitles: @Retry", nil] show;
}el sef
[sel f dism ssViewControllerAni mated: YES conpletion:nil];
}

1)

When the end user has entered his or her username and password, set the result on
passwordAuthenticationCompletion.

sel f. passwor dAut henti cati onConpl etion.result =
[ [ AWSCogni t ol dent i t yPasswor dAut henti cati onDetails all oc]
i ni t WthUsernanme: @ User name" password: @ Password"] ;

If you support multi-factor authentication (MFA), you can implement the
AWSCognitoldentityMultiFactorAuthentication protocol.

-(void) getMiltiFactorAuthenticationCode:
(AWBCogni tol dentityMul tifactorAuthenticationlnput )authenticationlnput
nf aCodeConpl eti onSource: (AWSTaskConpl eti onSource<NSString > *)
nf aCodeConpl eti onSource {

//keep a handle to the conpletion, you'll need it continue once you get the
inputs fromthe end user

sel f. nfaCodeConpl eti on = nfaCodeConpl eti onSour ce;

/laut henti cationl nput has details about where the nfa code was sent if you
need to display themin your ui

}
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-(void) didConpleteMiltifactorAuthenticationStepWthError: (NSError*) error ({
di spat ch_async(di spat ch_get _mai n_queue(), *{

//on conpletion, either display the error or dismss the ui

if(error){

[[[UWAertViewalloc] initWthTitle:error.userinfol[@__type"]

nmessage: error. userl nf o[ @ nmessage"]

del egat e: ni |

cancel ButtonTitle:nil

otherButtonTitles: @Retry", nil] show;

}el sef

[sel f dism ssViewControllerAni mated: YES conpletion:nil];
}

1)

}

When the end user has entered his or her code, set the result on mfaCodeCompletion.

sel f. nfaCodeConpl etion.result = @ nfaCodeFronser";

If you support sign-up using AdminCreateUser, you can implement the
AWSCognitoldentityNewPasswordRequired protocol.

-(voi d) get NewPasswordDet ai | s: (AW5Cogni t ol dent it yNewPasswor dRequi r edl nput
*) newPasswor dRequi r edl nput
newPasswor dRequi r edConpl et i onSour ce:
(AWSTaskConpl et i onSour ce<AWSCogni t ol dent i t yNewPasswor dRequi redDetail s *> *)
newPasswor dRequi r edConpl et i onSour ce {
//keep a handle to the conpletion, you'll need it continue once you get
the inputs fromthe end user
sel f. newPasswor dRequi r edConpl eti onSource =
newPasswor dRequi r edConpl et i onSour ce;
/1 AW5Cogni t ol dent i t yNewPasswor dRequi redDet ai | s has details about the
existing user attributes and required fields if you need to display themin
your ui

}

-(voi d) di dConpl et eNewPasswor dSt epWthError: (NSError* _Nullable) error {
di spat ch_async(di spat ch_get _mai n_queue(), ~{
//on conpletion, either display the error or dismss the ui
if(error){
[[[UA ertView alloc]
initWthTitle:error.userinfo[@__type"]
nessage: error. userl nf o[ @ nessage"]
del egat e: ni |
cancel ButtonTitl e: nil
otherButtonTitles: @Retry", nil] show;
}el sef
[sel f dism ssViewControll erAni mat ed: YES conpl etion:nil];

}
1)

When the end user has entered their proposed password and any required attributes, set the result on
newPasswordRequiredCompletionSource.

NSDi cti onary<NSString *, NSString *> *userAttributes = @@nane": @M new
nang", @enuil": @nynewenai | @ryenmai |l . coni'};
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AWECogni t ol dent i t yNewPasswor dRequi redDetail s *details =

[ [ AWBCogni t ol dent i t yNewPasswor dRequi redDet ail s al | oc]

i ni t Wt hProposedPasswor d: @ newPasswor d" userAttributes: userAttributes];
sel f. newPasswor dRequi r edConpl eti onSource.result = details;

Example: Forgot Password

[[user forgotPassword] continueWthSuccessBl ock:*id
_Nul I abl e( AWSTask<AWSCogni t ol dent i t yUser For got Passwor dResponse*> * _Nonnul |

task) {
/] success
return nil;
s

[[user confirnForgot Password: @ code" password: @ newPasswor d"]
conti nueWt hSuccessBl ock: i d
_Nul | abl e( AWBTask<AWSCogni t ol dent i t yUser Conf i r nfFor got Passwor dResponse *> *
_Nonnul I task) {
/I success
return nil;

.

Authenticated Example: Get User Attributes

[[user getDetails] continueWthBl ock:”id
_Nul I abl e( AWSTask<AWSCogni t ol denti t yUser Get Det ai | sResponse *> * _Nonnul |
task) {
di spat ch_async(di spat ch_get _mai n_queue(), *{
if(task.error){
[[[U A ertView alloc]
initWthTitle:task.error.userlnfo[@ __type"]

message: t ask. error. user | nfo[ @ nmessage"]
del egat e: sel f
cancel ButtonTitle:nil
otherButtonTitles: @Retry", nil] show;
}el sef
AWECogni t ol denti t yUser Get Det ai | sResponse *response = task.result;
//do sonething with response. userAttributes
}
1
return nil;

.

Authenticated Example: Verify User Attributes

[[user getAttributeVerificati onCode: @phone_nunber"]
conti nueW t hSuccessBl ock: i d
_Nul | abl e( AWBTask<AWSCogni t ol dentityUser Get Attri buteVerificati onCodeResponse
*> * _Nonnull task) {
/[ success
return nil;

.
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[[user verifyAttribute: @phone_nunber"code: @ code"]
conti nueWthSuccessBl ock: *i d
_Nul | abl e( AWBTask<AWSCogni t ol dentityUser Veri fyAttri but eResponse *> *
_Nonnul I task) {
/I success
return nil;

.

Authenticated Example: Update User Attributes

AWECogni tol dentityUserAttri buteType * attribute =
[ AWsCogni t ol dentityUser Attri buteType new;

attribute.namre = @nanme";

attribute.value = @John User";

[[user updateAttributes: @attribute]] conti nueWthSuccessBl ock: *id
_Nul | abl e( AWBTask<AWSCogni t ol denti t yUser Updat eAt tri but esResponse *> *
_Nonnul I task) {

/I success
return nil;

H

Authenticated Example: Change Password

[[user changePassword: @ current Passwor d"
pr oposedPasswor d: @ pr oposedPasswor d"] conti nueWthSuccessBl ock: i d
_Nul I abl e( AWSTask<AWSCogni t ol dent i t yUser ChangePasswor dResponse *> * _Nonnul |
task) {
/I success
return nil;

H

Authenticated Example: Turning on MFA

AWBCogni tol dentityUserSettings * settings = [ AWsCogni tol dentityUserSettings
new ;
AWBCogni t ol denti tyUser MFAOpti on * nfaQptions =
[ AWsCogni t ol denti t yUser MFAQpti on new ;
nfaQOptions. attri buteNane = @ phone_nunber";
nf aOpti ons. del i veryMedi um = AWSCogni t ol denti t yProvi der Del i ver yMedi uniTypeSns;
settings.nfaOptions = @nfaOptions];
[[user setUserSettings:settings] continueWthSuccessBl ock: i d
_Nul I abl e( AWBTask<AWSCogni t ol denti t yUser Set User Setti ngsResponse *> *
_Nonnul I task) {
/I success
return nil;

H

Setting up the Amazon Cognito Identity SDK for
JavasScript to Work with User Pools

The Amazon Cognito Identity SDK for JavaScript allows JavaScript-enabled applications to register
users; authenticate users; and view, delete, and update user attributes in Amazon Cognito user pools.

Version Last Updated: 07/28/2016
49




Amazon Cognito Developer Guide
Tutorial: Integrating User Pools for JavaScript Apps

Other functionality includes password changes for authenticated users and initiating and completing
forgotten password flows for unauthenticated users.

To set up the Amazon Cognito Identity SDK for JavaScript, follow the instructions here: Amazon
Coghnito Identity SDK for JavaScript.

Tutorial: Integrating User Pools for JavaScript Apps

This tutorial helps you use the Amazon Cognito SDK for JavaScript to get started with user pools.

Topics
e Step 1: Creating a User Pool for your JavaScript App by Using the Console (p. 50)
e Step 2: Creating a User Pool Object in Your App (p. 51)
¢ Step 3: Signing up Users for Your App (p. 51)
¢ Step 4: Confirming Users for Your App (p. 52)
e Step 5: Signing Users in to Your App (p. 52)
¢ Step 6: Getting User Details (p. 53)
« Step 7: Getting Credentials to Access AWS Resources for an App User (p. 53)
¢ Next Steps (p. 54)

Step 1: Creating a User Pool for your JavaScript App by Using
the Console

The following procedure describes how to create a user pool and use it in your app. This procedure
creates a user pool ID and an app client ID. For information on customizing these settings, see
Getting Started: Step Through Amazon Cognito User Pool Settings in the AWS Management
Console (p. 13).

To create a user pool for your app

Sign in to the Amazon Cognito console
Choose Manage your User Pools.
Choose Create a User Pool.

e

In Pool name, type a name for the pool and then choose Review defaults. This creates the pool
with the default settings.

5. From the left navigation pane, choose Attributes to specify which attributes are required and
which attributes to use as aliases. After you set the following attributes and after users in the pool
verify their email addresses, they can sign in with their usernames or email addresses.

For email, choose Required and Alias.
For phone number, choose Required and Alias.
For given name, choose Required.

2 oo

Choose Save changes.

6. From the left navigation pane, choose Policies to specify the password policy. For this tutorial,
use the default settings.

7. From the left navigation pane, choose Verifications. On this page, you can customize the
messages that are sent to the users in your pool to deliver verification codes. For this tutorial, use
the default settings.

8. From the left navigation pane, choose Apps and then choose Add an app. You can create
multiple app clients for a user pool and you can create one app per platform.
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9. For App name, type a name for your app. Ensure that the Generate client secret check box is
cleared, and then choose Set attribute read and write permissions. Select the attributes that
require write permissions. Required attributes always have write permissions.

Note
The Amazon Cognito JavaScript SDK does not use the app client secret. If you configure
your user pool app client with an app client secret, the SDK will throw exceptions.

10. Choose Create app and then choose Save changes.

11. From the left navigation bar, choose Review and then choose Create pool.

12. Note the pool ID and client ID. You can find the app client ID under Apps on the left navigation
bar.

Step 2: Creating a User Pool Object in Your App

To create a user pool object, you need the user pool ID and client ID that you obtained in step 1. The
following example shows how to create a Cogni t oUser Pool object. The JavaScript SDK does not
support the app client secret. If you configure your user pool app client with an app client secret, the
SDK will throw exceptions.

AWECogni t 0. config.region = 'us-east-1";

var pool Data = {
UserPoolId : '"...", // your user pool id here
Clientld : "..." [/ your app client id here
b
var userPool =
new AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Cognit oUser Pool ( pool Dat a) ;
var userData = {
Usernanme : '..."', // your usernane here
Pool : user Pool

}s

Step 3: Signing up Users for Your App

After creating a user pool object, users can be signed up for the app. The user's information can be
collected through the web Ul and used to populate Cogni t oUser At t ri but e objects that are passed
in the si gnUp call.

var attributelList = [];

var dataEmail = {

Name : '"emmil"',

Value : "..." /] your email here
b
var dat aPhoneNunber = {

Name : ' phone_nunber’,

Value : '..." /] your phone nunber here with +country code and no
delimters in front
b
var attributeEmail =
new

AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Cogni t oUser Att ri but e(dat aEmai | ) ;
var attributePhoneNunber =
new
AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Cogni t oUser Att ri but e( dat aPhoneNunbe
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attributeList.push(attributeEmil);
attributeList.push(attributePhoneNunber);

var cognitoUser;
user Pool . si gnUp(' usernane', 'password', attributeList, null, function(err,
result){
if (err) {
alert(err);
return;
}
cogni toUser = result.user;
consol e.l og(' user nane is

1)

+ cogni toUser. get Usernane());

Step 4: Confirming Users for Your App

After signing up, the user confirms the sign-up by entering a code sent either through SMS or email
(based on the user pool settings). Alternatively, you can use a Pr eSi gnUp AWS Lambda function
to automatically confirm your users. To confirm sign-up, you must collect the code ('123456' in the
following example) received by the user and use it as follows.

cogni toUser. confirnRegi stration(' 123456', true, function(err, result) {
if (err) {
alert(err);
return;
}

console.log('call result: ' + result);

1)

The registration code can be resent by using the r esendConf i r nat i onCode method of a
cogni t oUser object. This is an unauthenticated call and only the username, the client ID, and the
user pool information are needed.

Step 5: Signing Users in to Your App

A confirmed user signs in to obtain a session. The session contains an ID token that contains user
claims, an access token that is used internally to perform authenticated calls, and a refresh token that
is used internally to refresh the session after it expires each hour. For more information about tokens,
see Using Tokens with User Pools (p. 105). If sign in is successful, the onSuccess callback is called.
If sign in fails, the onFai | ur e callback is called. If sign in requires MFA, the nf aRequi r ed callback is
called and you must invoke sendMFACode on the cogni t oUser object. The verification code that is
received must be passed and the user is then signed in.

var authenticationbData = {

Usernane : '..."', [/ your usernane here
Password : '..."', // your password here
s
var authenticationDetails =
new

AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Aut henti cati onDetail s(authenticatio

var cognitoUser =
new AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Cogni t oUser (user Dat a) ;
cogni toUser. aut henti cat eUser (aut henti cationDetails, {
onSuccess: function (result) {
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consol e. |l og(' access token + ' +
resul t. get AccessToken(). get Jwt Token());

b

onFailure: function(err) {
alert(err);
},
nf aRequi red: function(codeDeliveryDetails) {
var verificationCode = pronpt (' Pl ease input verification
code' ,'');
cogni t oUser . sendMFACode(veri fi cati onCode, this);
}

1)

Step 6: Getting User Details

After signing in, a user can perform authorized operations such as retrieving user attributes, verifying
user attributes (such as an unverified email address), deleting user attributes, updating user attributes,
changing the user password, and deleting the user account. For user pools that have an optional MFA
setting, users can enable or disable MFA for themselves. Signing out from the app clears the local user
session and the user must sign in again to establish a new session.

If users forget their passwords, they can initiate a forgotten password flow. A code will be sent to the
user. The user uses this code together with a new password to complete the flow. The relevant call is

f or got Passwor d on a cogni t oUser object that is unauthenticated; the relevant callbacks are shown
in the following example.

cogni t oUser . f or got Passwor d( {
onSuccess: function (result) {

console.log('call result: ' + result);
1
onFailure: function(err) {
alert(err);
}
i nputVerificationCode() {
var verificationCode = pronpt(' Pl ease input verification code ' ,'");
var newPassword = pronpt(' Enter new password ' ,'');
cogni toUser. confirnPassword(verificati onCode, newPassword, this);
}

1)

Step 7: Getting Credentials to Access AWS Resources for an
App User

If you want to work with other AWS services, you must first create an Amazon Cognito identity

pool (p. 109). After you create this identity pool, you can get AWS credentials by passing the identity
pool ID and the ID token (which were obtained earlier) when signing in the user. The following example
shows how to populate | dent i t yPool | d and pass the ID token through the Logi ns map.

AWS. config.credentials = new AWS. Cogni tol dentityCredential s({
IdentityPool I d: 'us-east- 1: XXX XXXX- XXX XXXX- XHXIXXHXXXXXXX
Logi ns: {
'cogni to-idp.us-east-1. anazonaws. coni us-east - 1_XXXXXXXXX' :
result.getldToken().getJwt Token()
}
1)
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AWB. confi g.credential s.get(function(err){

if (err) {
alert(err);
}
1)
Next Steps

For more examples and an overview of the code used in this tutorial, see the Amazon Cognito Identity
JavaScript GitHub repository.

Examples: Using the JavaScript SDK

Register a User with the Application

You need to create a Cogni t oUser Pool object by providing a User Pool Idanda d i entl d, and
registering by using a username, password, attribute list, and validation data.

AWSCogni to. config.region = 'us-east-1'; //This is required to derive the
endpoi nt

var pool Data = { UserPoolld : 'us-east-1_TcoKGhf7n',
Clientld : '4pe2usej qcdmhi 0a25j p4b5sh3'
s
var userPool = new
AWSCogni t 0. Cogni t ol denti tyServi ceProvi der. Cogni t oUser Pool ( pool Dat a) ;

var attributeList = [];

var dataEmail = {

Narme : 'email"',

Val ue : 'enmil @ydonai n. com
s

var dat aPhoneNunber = {
Narme : ' phone_nunber',
Val ue : ' +15555555555'
s
var attributeEmail = new
AWSCogni t 0. Cogni t ol denti tyServi ceProvi der. Cogni toUser Attri but e(dat aEmail);
var attribut ePhoneNunber = new
AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Cogni t oUser At t ri but e( dat aPhoneNunbe

attributeList.push(attributeEmil);
attributeList.push(attributePhoneNunber);

user Pool . si gnUp(' usernane', 'password', attributeList, null,
function(err, result){
if (err) {
alert(err);
return;
}
cogni toUser = result.user;
consol e.l og(' user nane is

+ cognitoUser. get Usernane());

1)

Version Last Updated: 07/28/2016
54

~


https://github.com/aws/amazon-cognito-identity-js/
https://github.com/aws/amazon-cognito-identity-js/

Amazon Cognito Developer Guide
Examples: Using the JavaScript SDK

Delete an Authenticated User

cogni toUser. del eteUser (function(err, result) {
if (err) {
alert(err);
return;

console.log('call result: ' + result);

1)

Retrieve the current user from local storage

var data = { UserPoolld : 'us-east-1_1qcl12345",
Clientld : '12345du353snivkhjj 1q’
b
var user Pool = new
AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Cogni t oUser Pool (dat a) ;
var cognitoUser = userPool . getCurrentUser();

if (cognitoUser !'= null) {
cogni t oUser . get Sessi on(function(err, session) {
if (err) {
alert(err);
return;
}
consol e.l og(' session validity: ' + session.isValid());
1)

Authenticate a User

The following example authenticates a user and establishes a user session with the Amazon Cognito
service.

var authenticationbData = {
Usernane : 'usernane',
Password : ' password',
s
var authenticationDetails = new
AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Aut henti cati onDetail s(authenticatio
var pool Data = { UserPoolId : 'us-east-1_TcoKGbf7n',
Clientld : '4pe2usej qcdmhi 0a25j p4b5sh3'
s
var userPool = new
AWSCogni t 0. Cogni t ol denti tyServi ceProvi der. Cogni t oUser Pool ( pool Dat a) ;
var userData = {
Usernane : 'usernane',
Pool : user Pool
s
var cognitoUser = new
AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Cogni t oUser (user Dat a) ;
cogni toUser. aut henti cat eUser (aut henticationDetails, {
onSuccess: function (result) {
consol e. |l og(' access token + ' +
resul t.get AccessToken() . get Jwt Token());
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/*Use the idToken for Logins Map when Federating User Pools with
Cognito Identity or when passing through an Authorizati on Header to an API
Gat eway Authorizer*/

console.log('idToken + ' + result.idToken.jwt Token);

b

onFailure: function(err) {
alert(err);

3,
1)

Enable MFA for a User Pool

The following example enables multi-factor authentication (MFA) for a user pool that has an optional
MFA setting for an authenticated user.

cogni t oUser . enabl eMFA(function(err, result) {
if (err) {
alert(err);
return;
}

console.log('call result: ' + result);

1)

Disable MFA for a User Pool

The following example disables multi-factor authentication (MFA) for a user pool that has an optional
MFA setting for an authenticated user.

cogni t oUser. di sabl eMFA(function(err, result) {
if (err) {
alert(err);
return;

console.log('call result: ' + result);

s

Create a User Pool Object

var data = { UserPoolld : 'us-east-1_qg2Y6U8uuY',
Clientld : '224kjog470j nt9ov773erj 7gn9'

}s

var userPool = new
AWSCogni t 0. Cogni t ol denti tyServi ceProvi der. Cogni t oUser Pool (dat a) ;

Sign Up For the Application

var attribute = {
Narme : ' phone_nunber',
Val ue : ' +12245657777'

Version Last Updated: 07/28/2016
56




Amazon Cognito Developer Guide
Examples: Using the JavaScript SDK

var attributeEnail = new
AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. CognitoUserAttribute(attribute);
var attributelList =1[];

attributeList.push(attributeEmil);
var cognitoUser;

user Pool . si gnUp(' usernane', 'password', attributeList, null,
function(err, result) {
if (err) {
alert(err);
return;
}

cogni toUser = result.user;

1)

Sign in With MFA Enabled

var userData = {
Usernane : 'usernane',
Pool : userPool

}s

cogni toUser = new
AWSCogni t 0. Cogni t ol denti t ySer vi ceProvi der. Cogni t oUser (user Dat a) ;

var authenticationData = {
Usernane : 'usernane',
Password : ' password',

}s

var authenticationDetails = new
AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Aut henti cati onDet ai | s(aut henticatio

cogni toUser. aut henti cat eUser (aut henti cationDetails, {
onSuccess: function (result) ({
alert('authentication successful!")

b

onFailure: function(err) {
alert(err);

b

nf aRequi red: function(codeDeliveryDetails) {
var verificationCode = pronpt (' Pl ease input verification
code' ,'');
cogni t oUser . sendMFACode(veri ficati onCode, this);

1)

nDat a) ;

Update Attributes

The following example updates user attributes for an authenticated user.

var attributeList = [];
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var attribute = {
Name : ' nicknane',
Value : 'joe'
i
var attribute = new
AWSCogni t 0. Cogni t ol denti tyServi ceProvi der. CognitoUserAttribute(attribute);
attributeList.push(attribute);

cogni toUser. updateAttributes(attributeList, function(err, result) {
if (err) {
alert(err);
return;

console.log('call result: + result);

1)

Delete Attributes

The following example deletes user attributes for an authenticated user.

var attributelList =1[];
attributeList. push(' ni cknane');

cogni toUser. del eteAttributes(attributeList, function(err, result) {
if (err) {
alert(err);
return;

}

console.log('call result:

+ result);

1)

Verify an Attribute

The following example verifies user attributes for an authenticated user.

cogni toUser.get Attri buteVerificationCode('email', {
onSuccess: function (result) {

console.log('call result: ' + result);
}s
onFai lure: function(err) {

alert(err);
}s

i nput VerificationCode: function() {
var verificationCode = pronpt (' Pl ease input verification code:

)
}

cogni toUser.verifyAttribute('email', verificationCode, this);

1)

Retrieve Attributes

The following example retrieves user attributes for an authenticated user.

cogni toUser. get User Attri butes(function(err, result) {
if (err) {
alert(err);
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return;

}
for (i =0; i <result.length; i++) {
console.log('attribute ' + result[i].getNane() + ' has value ' +
result[i].getValue());

1)

Resend a Confirmation Code

The following example resends a confirmation code via SMS that confirms the registration for an
unauthenticated user.

cogni t oUser . resendConfirnmati onCode(function(err, result) {
if (err) {
alert(err);
return;

}

alert(result);

1)

Confirm Registration

cogni toUser. confirnmRegi stration('123456', true, function(err,
result) {
if (err) {
alert(err);
return;
}

alert(result);

1)

Change a Password

The following example changes the current password of an authenticated user.

cogni t oUser . changePasswor d(' ol dPassword', 'newPassword', function(err,
result) {
if (err) {
alert(err);
return;
console.log('call result: ' + result);
1)

Forgotten Password Flow

The following example starts and completes a forgotten password flow for an unauthenticated user.

cogni t oUser . f or got Passwor d( {
onSuccess: function (result) {
console.log('call result: ' + result);

b

onFailure: function(err) {
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alert(err);

}s

i nputVerificationCode() {
var verificationCode = prompt (' Pl ease input verification code

L} , [ ) ;

var newPassword = pronpt(' Enter new password ' ,'');
cogni toUser. confirnmPassword(verificati onCode, newPassword, this);

}

1)

Delete a User

The following example deletes an authenticated user.

cogni toUser. del et eUser (function(err, result) {
if (err) {
alert(err);
return;

console.log('call result: ' + result);

1),

Sign a User Out

The following example signs the current user out from the application.

if (cognitoUser !'= null) {
cogni toUser . si gnQut () ;
}

Sign a User Out Globally

The following example signs the current user out globally by invalidating all issued tokens.

cogni toUser. gl obal Si gnQut ();

Get the Current User

The following example retrieves the current user from local storage.

var data = {

UserPoolld : '...", // Your user pool id here
Cientld : "..." [/ Your client id here

}s

var userPool = new

AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Cogni t oUser Pool ( dat a) ;
var cognitoUser = userPool . getCurrentUser();

if (cognitoUser != null) {
cogni toUser. get Sessi on(function(err, session) {
if (err) {
alert(err);
return;
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consol e.l og('session validity: ' + session.isValid());

AWB. confi g.credentials = new AWB. Cogni tol dentityCredential s({
IdentityPoolld : '"..." // your identity pool id here
Logins : {
/1 Change the key bel ow according to the specific region
your user pool is in.
' cogni t o-i dp. <regi on>. anazonaws. com
<YOUR_USER POOL_I D>' : session.getldToken().getJw Token()
}
1

/1 Instantiate aws sdk service objects now that the credentials

have been updat ed.
/1 exanple: var s3 = new AWS. S3();

1)

Integrate a User in a User Pool with an Identity Pool

The following example integrates the current user in a user pool with the specified identity pool.

var cognitoUser = userPool . getCurrentUser();

if (cognitoUser != null) {
cogni t oUser . get Sessi on(function(err, result) {
if (result) {
consol e.l og(' You are now | ogged in.");

/1 Add the User's Id Token to the Cognito credentials login

map.
AWE. confi g.credentials = new AWS. Cogni tol dentityCredential s({
I dentityPool 1d: ' YOUR IDENTITY_POOL_ID ,
Logi ns: {
' cogni to-idp.<region" .amazonaws. conf
<YOUR_USER POOL_ID" ': result.getldToken().getJw Token()
}

1)
}
1)

/lcall refresh nmethod in order to authenticate user and get new tenp
credential s
AWB. confi g.credentials.refresh((error) => {

if (error) {
consol e.error(error);
} else {
consol e. |l og(' Successfully | ogged!");
}
1)

List All Devices for a User

The following example lists all devices for an authenticated user. In this case, we need to pass a limit
on the number of devices retrieved at a time. In the first call, the pagination token should be null. The
first call returns a pagination token, which should be passed in all subsequent calls.
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cogni toUser.listDevices(limt, paginationToken, {
onSuccess: function (result) {
console.log('call result: ' + result);
}s
onFailure: function(err) {
alert(err);
}
1)
List Device Information
The following example lists information about the current device.
cogni toUser.listDevices(limt, paginationToken, {

onSuccess: function (result) {

console.log('call result: ' + result);
s
onFailure: function(err) {

alert(err);
}

s

Remember a Device

The following example remembers a device.

cogni t oUser . set Devi ceSt at usRenmenber ed( {
onSuccess: function (result) {
console.log('call result: ' + result);
}
onFailure: function(err) {
alert(err);
}
1)

Do Not Remember a Device

The following example marks a device as not to be remembered.

cogni toUser. set Devi ceSt at usNot Remrenber ed( {
onSuccess: function (result) {

console.log('call result: ' + result);
I
onFailure: function(err) {
alert(err);
}

1)

Do Not Remember a Device

The following example forgets the current device.

cogni toUser. f or get Devi ce({
onSuccess: function (result) {
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console.log('call result: ' + result);
}s
onFailure: function(err) {

alert(err);
}

1)

Confirm a Registered, Unauthenticated User

The following example confirms a registered, unauthenticated user using a confirmation code received
via SMS message.

var pool Data = {
UserPool I d : 'us-east-1 TcoKGof 7n',
Clientld : '4pe2usej qcdmhi 0a25j p4b5sh3

}s

var userPool = new
AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Cogni t oUser Pool ( pool Dat a) ;
var userData = {
Usernane : 'usernane',
Pool : user Pool

}s

var cognitoUser = new
AWSCogni t 0. Cogni t ol denti t yServi ceProvi der. Cogni t oUser (user Dat a) ;
cogni toUser. confirmnmRegi stration('123456', true, function(err, result) {
if (err) {
alert(err);
return;

}

console.log('call result: ' + result);

1)

Example: Authenticate and Set a New Password for
a User Created Using the AdminCreateUser API

To support the user sign-in flow for users created by administrators (using the Adm nCr eat eUser
API), implement a newPasswor dRequi r ed callback method to set the new password when

the user first signs in. The user first attempts to sign in with the temporary password he or she
received in the invitation and the SDK calls your newPasswor dRequi r ed callback. Gather

the required inputs, including the new password and required attributes, and then call the

conpl et eNewPasswor dChal | enge method, which is available in the Cogni t oUser class.

The newPasswor dRequi r ed callback takes two parameters: user At t ri but es and
requi redAttri butes.

cogni toUser. aut henti cat eUser (aut henticationDetails, {
onSuccess: function (result) {
/1 User authentication was successful

b

onFailure: function(err) {
/1 User authentication was not successful

b
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nfaRequi red: function(codeDeliveryDetails) {
/1 MFA is required to conplete user authentication.
/1 Get the code fromuser and call
cogni t oUser . sendMFACode( nf aCode, this)

b

newPasswor dRequi red: function(userAttributes, requiredAttributes) {
/1l User was signed up by an adm n and nust provide new
/'l password and required attributes, if any, to conplete
/1 authentication.

/1 userAttributes: object, which is the user's current profile.
It will list all attributes that are associated with the user.

/1 Required attributes according to schena, which don’t have any
val ues yet, will have bl ank val ues.

/1 requiredAttributes: list of attributes that nust be set by the
user along with new password to conplete the sign-in.

/1 Get these details and call

/'l newPassword: password that user has given

/1 attributesData: object with key as attribute nane and val ue
that the user has given.

cogni t oUser . conpl et eNewPasswor dChal | enge( hewPasswor d,
attributesData, this)

}
1

Customizing User Pool Workflows by Using AWS
Lambda Triggers

You can use AWS Lambda triggers with Amazon Cognito user pools to customize workflows at various
stages in the lifecycle of a user account. For more information, see the AWS Lambda Developer Guide.
The following Lambda triggers are available for you to implement:

Pre sign-up
Amazon Cognito invokes this trigger when a user attempts to register (sign up), allowing you to
perform custom validation to accept or deny the registration request.

Pre authentication
Amazon Cognito invokes this trigger when a user attempts to authenticate (sign in), allowing you to
perform custom validation to accept or deny the authentication request.

Custom message
Amazon Cognito invokes this trigger before sending an email or phone verification message or a
multi-factor authentication (MFA) code, allowing you to customize the message dynamically. Static
custom messages can be edited in the Message Customizations tab of the Amazon Cognito
console.

Post authentication
Amazon Cognito invokes this trigger after authenticating a user, allowing you to add custom logic.
Post confirmation
Amazon Cognito invokes this trigger after a user is confirmed, allowing you to send custom
messages or to add custom logic. For example, you may want to implement analytics in your app.

Define Auth Challenge
Amazon Cognito invokes this trigger to initiate the custom authentication flow.
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Create Auth Challenge
Amazon Cognito invokes this trigger after Define Auth Challenge if a custom challenge has been
specified as part of the Define Auth Challenge trigger.

Verify Auth Challenge Response
Amazon Coghnito invokes this trigger to verify if the response from the end user for a custom Auth
Challenge is valid or not.

Creating an AWS Lambda Trigger for a Stage

You can create an AWS Lambda function and then associate that function with one of the user account
life cycle stages to create a Lambda trigger.

To add a Lambda function to a user stage

If you haven't done so already, create a Lambda function using the Lambda console.

Navigate to the Amazon Cognito console, choose Manage User Pools, and then choose the user
pool to add the Lambda function to.

3. Inyour user pool, choose the Triggers tab.

4. Associate a user stage with a Lambda function by choosing the function from the drop-down menu
for that stage, and then save your changes.

AWS Lambda Trigger Request and Response
Parameters

This section describes the AWS Lambda trigger request and response parameters.

Topics
¢ AWS Lambda Trigger Common Parameters (p. 65)
¢ Pre Sign-up Lambda Parameters (p. 67)
¢ Pre-Authentication Lambda Parameters (p. 67)
¢ Custom Message Lambda Parameters (p. 68)
¢ Post-Authentication Lambda Parameters (p. 69)
¢ Post-Confirmation Lambda Parameters (p. 69)
¢ Define Auth Challenge Lambda Parameters (p. 69)
¢ Create Auth Challenge Lambda Parameters (p. 70)
¢ Verify Auth Challenge Response Lambda Parameters (p. 72)

AWS Lambda Trigger Common Parameters

The event information passed to the invoked Lambda function contains the parameters that were
passed from the Amazon Cognito service. The general format of the event is shown next. The request
and the response parameters depend on the Lambda trigger.

{
"version": nunber,
"triggerSource": "string",
"regi on": AWBRegi on,
"user Pool I d": "string",

"cal | er Cont ext":
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{
"awsSdkVersi on": "string",
"clientld": "string"

b,

"request":

{

"userAttributes": {
"string": "string",

}

b,

"response": {}

version

The version number of your Lambda function.

triggerSource

The name of the event that triggered the Lambda function. The following table shows the
t ri gger Sour ce values and the triggering event for each value.

tri gger Sour ce value

PreSi gnUp_Si gnUp

Post Conf i rmati on_Confi rnSi gnUp

Pr eAut henti cati on_Aut henti cati on
Post Aut henti cati on_Aut henti cation

Cust om\vessage_Si gnUp

Cust omvessage_Adni nCr eat eUser

Cust omvessage_ResendCode

Cust omMessage_For got Passwor d

Cust omvessage_Updat eUser Attri bute

Cust omvessage_VerifyUserAttri bute

Cust omvessage_Aut henti cati on

Def i neAut hChal | enge_Aut henti cati on

Cr eat eAut hChal | enge_Aut henti cati on

Triggering event
Pre-sign up

Post confirmation
Pre authentication
Post authentication

Custom message — To send the confirmation
code post sign-up

Custom message — To send the temporary
password to a new user

Custom message — To resend the confirmation
code to an existing user

Custom message — To send the confirmation
code for Forgot Password request

Custom message — When a user's email or
phone number is changed, this trigger sends
a verification code automatically to the user.
Cannot be used for other attributes.

Custom message — This trigger sends a
verification code to the user when the they
manually request it for a new email or phone
number.

Custom message — To send MFA code during
authentication

Define Auth Challenge

Create Auth Challenge

Veri f yAut hChal | engeResponse_Aut hent i ¢caariiy Auth Challenge Response
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region
The AWS Region, as an AWSRegi on instance.

userPoolld
The user pool ID for the user pool.

callerContext
The caller context, which consists of the following:

awsSdkVersion
The AWS SDK version number.

clientld
The ID of the client associated with the user pool.

request
The request from the Amazon Cognito service. This request must include:

userAttributes
One or more pairs of user attribute names and values. Each pair is in the form "nane":
"val ue".

response
The response from your Lambda trigger. The return parameters depend on the triggering event.

Pre Sign-up Lambda Parameters

The request includes validation data from the client.

"request": {
"userAttributes": {
"string": "string",

H
"val idationData": {<validation data as key-value (String,
String) pairs, fromthe client>}

userAttributes
One or more name-value pairs representing user attributes. The attribute names are the keys.

validationData
One or more name-value pairs containing the validation data in the request to register a user. The
validation data is set and then passed from the client in the request to register a user.

In the response, you can set aut oConf i r mser to t r ue if you want to auto-confirm the user.

"response": {
"aut oConfirnmJser": bool ean

}

autoConfirmUser
Set to t r ue to auto-confirm the user, or f al se otherwise.

Pre-Authentication Lambda Parameters

The request includes validation data from the client.

"request": {
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"userAttributes": {
"“string": "string",

}

alidationbData": {<validation data as key-value (String,
String) pairs, fromthe client>}

userAttributes
One or more name-value pairs representing user attributes.

validationData
One or more key-value pairs containing the validation data in the user's sign-in request.

No return information is expected in the response.

"response": {

}

Custom Message Lambda Parameters

The request includes codePar anet er , which is a string that acts as a placeholder for the code that's
being delivered to the user. Insert the codePar anet er string into the message body, at the position
where you want the verification code to be inserted. On receiving this response, the Amazon Cognito
service replaces the codePar anet er string with the actual verification code.

"request": {
"userAttributes": {
"string": "string",

}

odePar ameter": "string"

userAttributes
One or more name-value pairs representing user attributes.

codeParameter
A string for you to use as the placeholder for the verification code in the custom message.

In the response, you specify the custom text to use in messages to your users.

"response": {

"snsMessage": "string",
"emai | Message": "string",
"emai | Subj ect": "string";
}
smsMessage

The custom SMS message to be sent to your users. Must include the codePar anet er value
received in the request.

emailMessage
The custom email message to be sent to your users. Must include the codePar anet er value
received in the request.
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emailSubject
The subject line for the custom message.

Post-Authentication Lambda Parameters

The request includes a flag to indicate if the user has signed in on a new device. This flag is set only
if remembered devices functionality was enabled for the user pool by setting the remembered devices
value to Always or User Opt-In.

"request": {
"userAttributes": {
"string": "string",

}

"newbDevi ceUsed": bool ean

userAttributes
One or more name-value pairs representing user attributes.

validationData
One or more key-value pairs containing the validation data in the request to register a user.

No return information is expected in the response.

"response”: {

}

Post-Confirmation Lambda Parameters

The request contains the current attributes for the confirmed user.

"request": {
"userAttributes": {
"string": "string",

userAttributes
One or more name-value pairs representing user attributes.

No return information is expected in the response.

"response": {

}

Define Auth Challenge Lambda Parameters

The request contains sessi on, which is an array containing all of the challenges that are presented
to the user in the authentication process that is underway, along with the corresponding result. The

challenge details (Chal | engeResul t) are stored in chronological order in the sessi on array, with
sessi on[ 0] representing the first challenge that is presented to the user.
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"request": {
"userAttributes": {
“string": "string",

H

"session": {

Chal | engeResul t

userAttributes
One or more name-value pairs representing user attributes.

session
The session element is an array of Chal | engeResul t elements, each of which contains the
following elements:

challengeName
The challenge type. One of: " CUSTOM _CHALLENGE", " PASSWORD _VERI FI ER", " SM5_MFA" ,
" DEVI CE_SRP_AUTH', " DEVI CE_PASSWORD VERI FI ER", or " ADM N_NO_SRP_AUTH'.

challengeResult
Set to t r ue if the user successfully completed the challenge, or f al se otherwise.

challengeMetaData
Your name for the custom challenge. Used only if chal | engeNane is
"CUSTOM_CHALLENGE".

In the response you can return the next stage of the authentication process.

"response": {
"chal | engeNanme": "string",
"i ssueTokens": bool ean,
"fail Aut hentication": bool ean

challengeName
A string containing the name of the next challenge. If you want to present a new challenge to your
user, specify the challenge name here.

issueTokens
Set to t r ue if you determine that the user has sufficiently authenticated by completing the
challenges, or f al se otherwise.

failAuthentication
Set to t r ue if you want to terminate the current authentication process, or f al se otherwise.

Create Auth Challenge Lambda Parameters

This Lambda trigger is invoked to create a challenge to present to the user. The request for this
Lambda trigger includes the chal | engeNane and sessi on. The chal | engeNan® is a string and
is the name of the next challenge to the user. The value of this attribute is set in the Define Auth
Challenge Lambda trigger.

"request": {
"userAttributes": {
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"string": "string",

?:

hal | engeNane": "string",
"session": {

Chal | engeResul t

userAttributes
One or more name-value pairs representing user attributes.

challengeName
The name of the new challenge.

session

The session element is an array of Chal | engeResul t elements, each of which contains the
following elements:

challengeName
The challenge type. One of: "CUSTOM_CHALLENGE", "PASSWORD_VERIFIER",
"SMS_MFA", "DEVICE_SRP_AUTH", "DEVICE_PASSWORD_VERIFIER", or
"ADMIN_NO_SRP_AUTH".

challengeResult
Set to t r ue if the user successfully completed the challenge, or f al se otherwise.
challengeMetaData

Your name for the custom challenge. Used only if chal | engeNane is
"CUSTOM_CHALLENGE".

The challenge parameters for the new challenge are added to the response.

"response": {
"publicChal | engeParaneters": {

“string": "string",

I

"privat eChal | engeParanmeters": {
"“string": "string",

}

hal | engeMet adata": "string"

publicChallengeParameters
One or more key-value pairs for the client app to use in the challenge to be presented to the user.
This parameter should contain all of the necessary information to accurately present the challenge
to the user.

privateChallengeParameters
This parameter is only used by the Verify Auth Challenge Response Lambda trigger. This
parameter should contain all of the information that is required to validate the user's response
to the challenge. In other words, the publ i cChal | engePar anet er s parameter contains the
guestion that is presented to the user and pri vat eChal | engePar anet er s contains the valid
answers for the question.

challengeMetadata
Your name for the custom challenge, if this is a custom challenge.
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Verify Auth Challenge Response Lambda Parameters

The request for this trigger contains the pri vat eChal | engePar anet er s and chal | engeAnswer
parameters. The pri vat eChal | engePar anet er s values are returned by the Create Auth Challenge
Lambda trigger and will contain the expected response from the user. The chal | engeAnswer
parameter contains the user's response for the challenge.

"request”: {
"userAttributes": {

"string": "string",

b

"privat eChal | engeParaneters”: {
"string": "string",

b

"chal | engeAnswer": {
"string": "string",

}

userAttributes
One or more name-value pairs representing user attributes.

privateChallengeParameters
This parameter is only used by the Verify Auth Challenge Response Lambda trigger. This
parameter should contain all of the information that is required to validate the user's response
to the challenge. In other words, the publ i cChal | engePar anet er s parameter contains the
question that is presented to the user and pri vat eChal | engePar anet er s contains the valid
answers for the question.

challengeAnswer
The answer in the user's response to the challenge.

The response contains the answer Cor r ect attribute, which is set to t r ue if the user successfully
completed the challenge, or f al se otherwise.

"response”: {
"answer Correct": bool ean

}

answerCorrect
Set to t r ue if the user has successfully completed the challenge, or f al se otherwise.

AWS Lambda Trigger Examples

This section gives code examples for each type of AWS Lambda trigger.

Topics
¢ Pre Sign-up Example (p. 73)
¢ Pre Authentication Example (p. 74)
¢ Custom Message Example (p. 74)
¢ Post Authentication Example (p. 76)
¢ Post Confirmation Example (p. 76)
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¢ Define Auth Challenge Example (p. 78)
¢ Create Auth Challenge Example (p. 78)
¢ Verify Auth Challenge Response Example (p. 78)

Pre Sign-up Example

The following example initializes just before the service starts the new user registration process. With
this Lambda function, you can add custom logic to validate, filter, or restrict the types of user accounts
that can be registered. For example, you may only want to allow users to register if they have been
invited to join the service. This example uses the aut oConf i r mser flag to indicate whether to auto-
confirm a user to the user pool.

exports. handl er = function(event, context) {

/1 This Lanbda function returns a flag to indicate if a user should be
aut o- confi r ned.

/1 Perform any necessary validations.

/1 Inpose a condition that the mnimum|length of the usernane of 5 is
i nposed on all user pools.
if (event.userNane.length < 5) {
var error = new Error('failed!");
cont ext. done(error, event);

}

/1l Access your resource which contains the list of emails of users who
were invited to sign up

/1 Conpare the list of email IDs fromthe request to the approved |ist
i f(event.userPool | d === "your Speci al User Pool ") {
if (event.request.userAttributes.ennil in listOEmailslnvited) {
event.response. aut oConfirnlser = true;
}
}
/1 Return result to Cognito
cont ext.done(null, event);
s
{
"version": 1,
"triggerSource": "PreSignUp_Si gnUp",
"region": "<region>",
"user Pool I d": "<user Pool | d>",
"user Name": "<user Nane>",
"cal l erContext": {
"awsSdk": "<calling aws sdk with version>",
"clientld": "<apps client id>",
H
"request": {
"userAttributes": {
"emai |l ": "<emil >",
"phone_nunber": "<phone_nunber>",
3

"val i dationData": {
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nklu: "Vlu,
" k2|| : " v2|| ,

}
},
"response": {
"aut oConfirmJser": false
}

Pre Authentication Example

This sample function restricts users from a specific app client ID from authenticating.

exports. handl er = function(event, context) {
if (event.callerContext.clientld === "<client id to be blocked>") {
var error = new Error (' Cannot authenticate users fromthis client');
cont ext . done(error, event);
}
cont ext . done(null, event);

}s

Sample event parameter:

{
"version": 1,
"triggerSource": "PreAuthentication_Authentication",
"region": "<regi on>",
"user Pool I d": "<user Pool | d>",
"user Nane": "<user Nane>",
"cal l erContext": ({
"awsSdkVersion": "<calling AW sdk with version>",
"clientld": "<apps client id>",
},
"request”: {
"userAttributes": {
"phone_nunber _verified": false,
"emai |l _verified": fal se,
/1 Al'l customattributes
},
"val i dationData": {
"k1: "v1",
"k2": "v2",
}
},
"response": {}
}

Custom Message Example

This Lambda function is invoked when the service requires an app to send a verification code to the
user. This function is used to customize the messages that are sent to deliver the code.

This Lambda trigger is invoked at multiple points: post-registration; resending a verification code;
forgotten password; or verifying a user attribute. The response includes messages for both SMS
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and email. The message must include the code parameter, { ####} , which is the placeholder for the
verification code that is delivered to the user.

For email, the maximum length for the message is 20,000 UTF-8 characters, including the verification
code. HTML tags can be used in these emails. For SMS, the maximum length is 140 UTF-8 characters,
including the verification code.

exports. handl er = function(event, context) {

I
i f(event.userPool ld === "theSpeci al User Pool ") {
/1 ldentify why was this function invoked
if(event.triggerSource === "Customvessage_Si gnUp") {
/1l Ensure that your nessage contains event.request.codeParaneter.
This is the placeholder for code that will be sent
event . response. snsMessage = "Wel cone to the service. Your
confirmation code is " + event.request.codeParaneter;
event . response. enai | Subj ect = "Wl come to the service";
event . response. enai | Message = "Thank you for signing up. " +

event . request . codePar aneter +

}

/1 Create custom nessage for other events

is your verification code";

}

/1 Custonize nessages for other user pools
I

/1 Return result to Cognito
cont ext . done(null, event);

b

Sample event parameter:

{
"version": 1,
"triggerSource": "Custonmvessage_Si gnUp/ Cust omvessage_ResendCode/
Cust omvessage_For got Passwor d/ Cust omvessage_Veri fyUser Attri bute”,

"region": "<region>",

"user Pool I d": "<user Pool | d>",

"user Nane": "<user Name>",

"cal l erContext": {
"awsSdk": "<calling aws sdk with version>",
"clientld": "<apps client id>",

}

"request": {

"userAttributes": {
"phone_nunber _verified": false,
"emai | _verified": true,

},

"codePar aneter": "###H"
},
"response": {

"snsMessage": "<custom nessage to be sent in the nessage with code
par anet er >"

"emai | Message": "<custom nessage to be sent in the nessage with code
par anet er >"

"emai | Subj ect": "<custom enmil subject>"
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Post Authentication Example

This function is invoked after a user is successfully authenticated. This sample function logs in to the
console after a user is authenticated.

exports. handl er = (event, context, callback) => {
consol e.l og(' User authenticated: User-Pool', event.userPool ld+", Userld:"
+ event. user Nane) ;
/1 Return result to Amazon Cognito
cont ext . done(null, event);

}s

Sample event parameter:

{
"version": 1,
"triggerSource": "PostAuthentication_Authentication",
"region": "<regi on>",
"user Pool I d": "<user Pool | d>",
"user Nane": "<user Nanme>",
"cal l erContext": ({
"awsSdk": "<calling aws sdk wi th version>",
"clientld": "<apps client id>",
8
"request": {
"userAttributes": {
"phone_nunber _verified": true,
"emai |l _verified": true,
/lall customattributes
}
8
"response": {}
s

Post Confirmation Example

The example sends an email message to inform the user that he or she has been confirmed.

var aws = require('aws-sdk');
var ses = new aws. SES();

exports. handl er = function(event, context) {
consol e. | og(event);

if (event.request.userAttributes.email) {

sendEmai | (event.request.userAttributes.email, "Congratul ations
"+event. user Nanme+", you have been confirmed: ", function(status) {
cont ext.done(null, event);
1
} else {
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/1 Nothing to do, the user's enmmil IDis unknown
cont ext.done(null, event);

}s

functi on sendEnmi |l (to, body, conpletedCallback) {
var eParans = {
Destination: {
ToAddr esses: [tO]

H
Message: {
Body: {
Text: {
Dat a: body
}
H
Subj ect: {
Data: "Cognito ldentity Provider registration conpleted"
}
H
Sour ce: "<source_emnail >"
s
var email = ses.sendEnmil (eParans, function(err, data){
if (err) {
consol e.log(err);
} else {
consol e. | og("===EMAI L SENT===");
conpl et edCal | back(' Emai |l sent');
1

consol e. | og("EMAI L CODE END');
s

Sample event parameter:

"version": 1,

"triggerSource": "PostConfirnmation_Confirnti gnUp",

"region": "<region>",

"user Pool I d": "<user Pool | d>",

"user Name": "<user Name>",

"cal l erContext": {
"awsSdk": "<calling aws sdk with version>",
"clientld": "<apps client id>",

},
"request": {
"userAttributes" : {
"emai |l ": "<emmil>",
"phone_nunber": "<phone_nunber>",

}
}

"response": {}

}
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Define Auth Challenge Example

This example defines a series of challenges for authentication and issues tokens only if all of the
challenges are successfully completed.

exports. handl er = function(event, context) {
if (event.request.session.length == 1 &&
event.request.session[0].chall engeNane == ' SRP_A") {
event . response. i ssueTokens = fal se;
event.response. fail Authentication = fal se;
event.response. chal | engeName = ' PASSWORD VERI FI ER' ;

} else if (event.request.session.length == 2 &&
event.request.session[1].chal |l engeNane == ' PASSWORD VERI FI ER &&
event.request.session[1].challengeResult == true) {

event . response. i ssueTokens = fal se;
event.response. fail Authentication = fal se;
event . response. chal | engeNane = ' CUSTOM CHALLENGE' ;

} else if (event.request.session.length == 3 &&
event.request.session[2].chall engeNanme == ' CUSTOM CHALLENGE' &&
event.request.session[2].challengeResult == true) {

event . response. i ssueTokens = true;

event.response. fail Authentication = fal se;
} else {

event . response. i ssueTokens = fal se;

event . response. fai |l Aut hentication

true;

}

cont ext.done(null, event);

Create Auth Challenge Example

A CAPTCHA is created as a challenge to the user. The URL for the CAPTCHA image is added to
the public challenge parameters as "capt chaUr | ", and the expected answer is added to the private
challenge parameters.

exports. handl er = function(event, context) {
if (event.request.chall engeNane == ' CUSTOM CHALLENGE' ) {
event . response. publi cChal | engeParaneters = {};
event . response. publ i cChal | engePar aneters. captchalrl = "url/123.j pg'
event . response. privat eChal | engeParaneters = {};
event.response. pri vat eChal | engePar anet ers. answer = '5';
event . response. chal | engeMet adata = ' CAPTCHA CHALLENCE' ;

}

cont ext.done(null, event);

Verify Auth Challenge Response Example

In this example, the Lambda function checks whether the user's response to a challenge matches the
expected response. The answer Cor r ect parameter is set to t r ue if the user's response matches the
expected response.

exports. handl er = function(event, context) {
if (event.request.privateChall engeParaneters. answer ==
event . request. chal | engeAnswer) {
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event.response. answer Correct = true;
} else {

event. response. answer Correct = fal se;
}

cont ext.done(null, event);

Creating User Accounts as Administrator in the
AWS Management Console and with the Amazon
Cognito User Pools API

After you create your user pool, you can create users using the AWS Management Console, as well as
the AWS Command Line Interface or the Amazon Cognito API. You can create a profile for a new user
in a user pool and send a welcome message with sign-up instructions to the user via SMS or email.

Developers and administrators can perform the following tasks:
« Create a new user profile by using the AWS Management Console or by calling the
Adni nCr eat eUser API.
« Specify the temporary password or allow Amazon Cognito to automatically generate one.

« Specify whether provided email addresses and phone numbers are marked as verified for new
users.

¢ Specify custom SMS and email invitation messages for new users via the AWS Management
Console or a Custom Message Lambda trigger. For more information, see Customizing User Pool
Workflows by Using AWS Lambda Triggers (p. 64).

¢ Specify whether invitation messages are sent via SMS, email, or both.

« Resend the welcome message to an existing user by calling the Adm nCr eat eUser API, specifying
RESEND for the MessageAct i on parameter.

Note
This action cannot currently be performed using the AWS Management Console.

¢ Suppress the sending of the invitation message when the user is created.
« Specify an expiration time limit for the user account (up to 90 days).
¢ Allow users to sign themselves up or require that new users only be added by the administrator.

For code examples, see the following topics:

¢ Example: Handling Users Created Using the AdminCreateUser API in the Mobile SDK for
Android (p. 38)

¢ Examples: Using User Pools with the iOS SDK (p. 43)

« Example: Authenticate and Set a New Password for a User Created Using the AdminCreateUser
API (p. 63)
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Authentication Flow for Users Created by
Administrators or Developers

The authentication flow for these users includes the extra step to submit the new password and provide
any missing values for required attributes. The steps are outlined next; steps 5, 6, and 7 are specific to
these users.

1. The user starts to sign in for the first time by submitting the username and password provided to
him or her.
The SDK calls | ni ti at eAut h( User nane, USER_SRP_AUTH) .
Amazon Cognito returns the PASSWORD_VERI FI ER challenge with Salt & Secret block.

The SDK performs the SRP calculations and calls RespondToAut hChal | enge( User nane,
<SRP vari abl es>, PASSWORD VERI Fl ER) .

5.  Amazon Cognito returns the NEW PASSWORD_REQUI RED challenge along with the current and
required attributes.

The user is prompted and enters a new password and any missing values for required attributes.

The SDK calls RespondToAut hChal | enge( User nane, New password, User
attributes).

8. If the user requires a second factor for MFA, Amazon Cognito returns the SMS_MFA challenge
and the code is submitted.

9. After the user has successfully changed his or her password and optionally provided attributed
values or completed MFA, the user is signed in and tokens are issued.

When the user has satisfied all challenges, the Amazon Cognito service marks the user as confirmed
and issues ID, access, and refresh tokens for the user. For more information, see Using Tokens with
User Pools (p. 105).

Creating a New User in the AWS Management
Console

The Amazon Cognito console for managing user pools has been updated to support this feature, as
shown next.

Policies Tab

The Policies tab has these related settings:

¢ Specify whether to allow users to sign themselves up. This option is set by default.

Do you want to allow users to sign themselves up?
‘You can choose to only allow administrators to create users or allow users to sign themselves up. Learn more

Only allow administrators fo create users
@) Allow users to sign themselves up

¢ Specify user account expiration time limit (in days) for new accounts. The default setting is 7 days,
measured from the time when the user account is created. The maximum setting is 90 days. After
the account expires, the user cannot log in to the account until the administrator updates the user's
profile.

Note
Once the user has logged in, the account never expires.
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How quickly should user accounts created by administrators expire if not used?

‘You can choose for how long until a user account created by an administrator expires if the account is not used
Days to expire

7

Message Customizations Tab

The Message Customizations tab includes templates for specifying custom email verification
messages and custom user invitation messages.

For email (verification messages or user invitation messages), the maximum length for the message is
2048 UTF-8 characters, including the verification code or temporary password. For SMS, the maximum
length is 140 UTF-8 characters, including the verification code or temporary password.

Verification codes are valid for 24 hours.

Do you want to customize your email verification messages?

Email subject

| Your verification code ‘

Email message

Your verification code is {####}.

You can customize the message above, but it must include th

)" placeholder, which will be replaced with the code.

Do you want to customize your user invitation messages?

SMS message

Your username is {username} and temporary password is {##}.

You can o e message above,

Email subject

| Your temporary password ‘

Email message

Your username is {username} and temporary password is {####}.

You can customize the message above, but it must include the Yusemame}" and "####)" placeholder, which will be replaced with the usemame and femporary password respectively.

Users Tab
The Users tab in the Users and groups tab has a Create user button.

Users Groups

Import users
User name v ‘ Search for value.
Create user

Username Enabled Status Updated Created
Usemname000001 Enabled  FORCE_CHANGE_PASSWORD Eau_zmm:w:m Sa”'zmmﬂj“

Usemname000002 Enabled  FORCE_CHANGE_PASSWORD 25'“-2””“”8:53 25’34-2“‘5”3233

When you choose Create user, a Create user form appears, which you can use to enter information
about the new user. Only the Username field is required.
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________________o
Q
Create user

Username (Required)

[+ Send an invitation fo this new user?
[[] SMS (defaulty [ ] Email

Temporary password

Phone number

[+ Mark phone number as verified?

Email

[+ Mark email as verified?

User Groups

Support for groups in Amazon Cognito user pools enables you to create and manage groups, add
users to groups, and remove users from groups. Use groups to create collections of users to manage
their permissions or to represent different types of users. You can assign an AWS Identity and Access
Management (IAM) role to a group to define the permissions for members of a group.

You can use groups to create a collection of users in a user pool, which is often done to set the
permissions for those users. For example, you can create separate groups for users who are readers,
contributors, and editors of your website and app. Using the IAM role associated with a group, you can
also set different permissions for those different groups so that only contributors can put content into
Amazon S3 and only editors can publish content through an APl in Amazon AP| Gateway.

You can create and manage groups in a user pool from the AWS Management Console, the APIs, and
the CLI. As a developer (using AWS credentials), you can create, read, update, delete, and list the
groups for a user pool. You can also add users and remove users from groups.

There is no additional cost for using groups within a user pool. See Amazon Cognito Pricing for more
information.

Assigning IAM Roles to Groups

You can use groups to control permissions to access your resources in AWS by assigning an IAM
role for the users within a group. When you create a group, you can specify the 1AM role for users in
that group by providing a role ARN for the group. IAM roles have associated policies that define the
resources and actions that are allowed and denied for users. IAM roles and their permissions are tied
to the temporary AWS credentials that Amazon Cognito identity pools provide for authenticated users.
Users in a group are automatically assigned the IAM role for the group when AWS credentials are
provided by Amazon Cognito Federated Identities using the Choose role from token option.

Individual users can be in multiple groups. As a developer, you have the following options for
automatically choosing the IAM role when a user is in multiple groups:

¢ You can assign precedence values to each group. The group with the better (lower) precedence will
be chosen and its associated IAM role will be applied.

« Your app can also choose from among the available roles when requesting AWS credentials
for a user through an identity pool, by specifying a role ARN in the GetCredentialsForldentity
Cust onRol eARN parameter. The specified IAM role must match a role that is available to the user.
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Assigning Precedence Values to Groups

A user can belong to more than one group. In the user's ID token, the cogni t o: gr oups claim
contains the list of all the groups a user belongs to. The cogni t o: r ol es claim contains the list of
roles corresponding to the groups.

Because a user can belong to more than one group, each group can be assigned a precedence. This
is a non-negative number that specifies the precedence of this group relative to the other groups that a
user can belong to in the user pool. Zero is the top precedence value. Groups with lower precedence
values take precedence over groups with higher or null precedence values. If a user belongs to two

or more groups, it is the group with the lowest precedence value whose IAM role is applied to the
cogni to: preferred_rol e claim in the user's ID token.

Two groups can have the same precedence value. If this happens, neither group takes precedence
over the other. If two groups with the same precedence value have the same role ARN, that role is
used in the cogni t o: pref erred_r ol e claim in ID tokens for users in each group. If the two groups
have different role ARNs, the cogni t o: pref erred_r ol e claim is not set in users' ID tokens.

Using Groups to Control Permission with Amazon
APl Gateway

You can use groups in a user pool to control permission with Amazon AP| Gateway. The groups that
a user is a member of are included in the ID token provided by a user pool when a user signs in. You
can submit those ID tokens with requests to Amazon API Gateway, use a custom authorizer Lambda
function to verify the token, and then inspect which groups a user belongs to. See this blog post for an
example of using user pool tokens with an Amazon API Gateway custom authorizer.

Limitations on Groups

User groups are subject to the following limitations:

¢ You can create up to 25 groups per user pool.

¢ Groups cannot be nested.

* You cannot search for users in a group.

¢ You cannot search for groups by name, but you can list groups.
« Only groups with no members can be deleted.

Creating a New Group in the AWS Management
Console

The Groups tab in the Users and groups tab has a Create group button.

Users Groups

Group Name Description Precedence Updated Created

Group00 Admin 1

When you choose Create group, a Create group form appears. This form is where you enter
information about the new group. Only the Name field is required. If you are integrating a user pool
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with an identity pool, the IAM role setting determines which role is assigned in the user's ID token if the
identity pool is configured to choose the role from the token. If you don't have roles already defined,
choose Create new role. If you have more than one group, and your users can be assigned to more
than one group, you can set a Precedence value for each group. The precedence value can be any
non-negative integer. Zero is the top precedence value.

Create group

Name (Required)

Description

1AM role

‘ Select. v Create new role

Precedence

Precedence can b
groups. The group

ed to select which group is applied for permissions if a user is in muiipl
h the lowest precedence is applied. Leam more

Create group

Importing Users into Your User Pools

You can import users into an Amazon Cognito user pool. The user information is imported from a
specially formatted .csv file. The import process sets values for all user attributes except password.
Password import is not supported, because security best practices require that passwords are not
available as plain text, and we don't support importing hashes. This means that your users must
change their passwords the first time they sign in. The creation date for each user is the time when that
user was imported into the user pool. (Creation date is not one of the imported attributes.)

The basic steps are:

1. Create an Amazon CloudWatch Logs role in the AWS Identity and Access Management (IAM)
console.

. Create the user import .csv file.

. Create and run the user import job.

. Upload the user import .csv file.

. Start and run the user import job.

. Use CloudWatch to check the event log.

~N o 0ok WON

. Require the imported users to reset their passwords.

Creating the CloudWatch Logs IAM Role

If you're using the Amazon Cognito CLI or API, then you need to create a CloudWatch IAM role. The
following procedure describes how to enable Amazon Cognito to record information in CloudWatch
Logs about your user pool import job.

Note
You don't need to use this procedure if you are using the Amazon Cognito console, because
the console creates the role for you.

To create the CloudWatch Logs IAM Role for user pool import

1.
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ok wbd

13.
14.
15.
16.

Sign in to the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.

Choose Roles.
Choose Create New Role.
Type a role name and choose Next Step.

In Select Role Type, choose Amazon EC2. You can choose any role type; you'll change this
setting in a later step. This is because you can't create an IAM role from scratch; you can only use
an existing 1AM role as a template and overwrite it to make the role you need.

In Attach Policy, choose Next Step.

In Review, choose Create Role.

In Roles, choose the role you just created.
In Summary, choose Permissions.

. On the Permissions tab, choose Inline Policies, and then choose click here.
. In Set Permissions, choose custom policy, and then choose select.
. In Review Policy, type a policy name (no spaces) and copy/paste the following text as your role

access policy, replacing any existing text:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "All ow',
"Action": [
"| ogs: Cr eat eLogG oup",
"l ogs: Creat eLogStreant',
"l ogs: Descri beLogStreans",
"| ogs: Put LogEvent s"
1,
"Resource": [
"arn:aws: | ogs: REG ON: ACCOUNT: | og- group: / aws/ cognito/*"
]

}

Choose Apply Policy.
In Summary, choose the Trust Relationships tab.
Choose Edit Trust Relationship.

Copy/paste the following trust relationship text into the Policy Document text box, replacing any
existing text:

"Version": "2012-10-17",
"Statement": |

{
"Effect": "Alow',
"Principal": {
"Service": "cognito-idp.amzonaws. cont
I
"Action": "sts:AssuneRol e"
}
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17. Choose Update Trust Policy. You are now finished creating the role.
18. Note the role ARN. You need this later when you're creating an import job.

Creating the User Import .csv File

Before you can import your existing users into your user pool, you must create a .csv file that serves as
the input. To do this, you download the user import .csv header information, and then you edit the file
to match the formatting requirements outlined in Formatting the .csv File (p. 87).

Downloading the .csv File Header By Using the AWS
Management Console

1. Navigate to the Amazon Cognito console, choose Manage User Pools, and then choose the user
pool that you are importing the users into.

2. Choose the Users tab.
3. Choose Import users.

4. Choose Download CSV header to get a .csv file containing the header row that you must include
in your .csv file.

Downloading the .csv File Header By Using the CLI

To get a list of the correct headers, run the following CLI command, where USER_POOL_| Dis the user
pool identifier for the user pool you'll import users into:

aws cognito-idp get-csv-header --user-pool-id "USER POOL_I D"

Sample response:

" CSVHeader": [

name",
"gi ven_nane",

"fam | y_nane",

"m ddl e_nane",

"ni cknanme",
"preferred_usernanme",
"profile",

"picture",

"website",

"emai | ",

"email _verified",
"gender",

"birthdate",

"zonei nfo",

"l ocal ",
"phone_nunber",
"phone_nunber _verified",
"address",

"updated_at",

"cogni t o: nfa_enabl ed",
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"cogni t o: user nane"

1,
"User Pool 1 d": "USER POOL_| D'

Formatting the .csv File

The downloaded user import .csv header file looks like this:

cogni t o: user name, nane, gi ven_nane, fanm | y_nane, m ddl e_nane, ni cknane, pref erred_use

You'll need to edit your .csv file so that it includes this header and the attribute values for your users
and is formatted according to the following rules.

Note
For more information about attribute values, such as proper format for phone numbers, see
Specifying User Pool Attribute Settings (p. 13).

¢ The first line in the file is the downloaded header row that contains the user attribute names.
* The order of columns in the .csv file doesn't matter.
¢ Each line after the first line contains the attribute values for a user.
¢ All columns in the header must be present, but you don't need to provide values in every column.
¢ The following attributes are required:

e cognito:username

e cognito:mfa_enabled

* email_verified or phone_number_verified

» email (if email_verified is t r ue)

e phone_number (if phone_number_verified is t r ue)

« Any attributes that you marked as required when you created the user pool

« The user pool must have at least one auto-verified attribute, either email_verified or
phone_number_verified. At least one of the auto-verified attributes must be t r ue for each user. If
the user pool has no auto-verified attributes, the import job will not start. If the user pool only has one
auto-verified attribute, that attribute must be verified for each user. For example, if the user pool has
only phone_number as an auto-verified attribute, the phone_number_verified value must be t r ue
for each user.

Note

In order for users to reset their passwords, they must have a verified email or phone
number. Amazon Cognito sends a message containing a reset password code to the emalil
or phone number specified in the .csv file. If the message is sent to the phone number, it is
sent via SMS.

 Attribute values that are strings should not be in quotation marks.

« If an attribute value contains a comma, you must put a backslash (\) before the comma. This is
because the fields in a .csv file are separated by commas.

¢ The .csv file contents should be in UTF-8 format without byte order mark.

¢ The cognito:username field is required and must be unique within your user pool. It can be any
Unicode string. However, it cannot contain spaces or tabs.

¢ The birthdate values, if present, must be in the format mm/dd/yyyy. This means, for example, that a
birthdate of February 1, 1985 must be encoded as 02/01/1985.

« The cognito:mfa_enabled field is required. If you've set multi-factor authentication (MFA) to be
required in your user pool, this field must be t r ue for all users. If you've set MFA to be off, this field
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must be f al se for all users. If you've set MFA to be optional, this field can be either t r ue or f al se,
but it cannot be empty.

¢ The maximum line length is 16,000 characters.

e The maximum .csv file size is 100 MB.

¢ The maximum number of lines (users) in the file is 100,000, not including the header.

« The updated_at field value is expected to be epoch time in seconds, for example: 1471453471.
¢ Any leading or trailing white space in an attribute value will be trimmed.

A complete sample user import .csv file looks like this:

cogni t o: user nane, nane, gi ven_nane, fani | y_nane, m ddl e_nane, ni cknane, pref erred_username, profil

John, , John, Doe, ,,,,,,j ohndoe@xanpl e. com TRUE, , 02/ 01/ 1985, , ,
+12345550100, TRUE, 123 Any Street,, FALSE
Jane, , Jane, Roe, ,,,,,, ] aneroe@xanpl e. com TRUE, , 01/ 01/ 1985, , ,

+12345550199, TRUE, 100 Main Street,, FALSE

Creating and Running the Amazon Cognito User
Pool Import Job

This section describes how to create and run the user pool import job by using the Amazon Cognito
console and the AWS Command Line Interface.

Topics
¢ Importing Users from a .csv File By Using the Amazon Cognito Console (p. 88)
¢ Importing Users By Using the AWS CLI (p. 88)

Importing Users from a .csv File By Using the Amazon Cognito
Console

The following procedure describes how to import the users from the .csv file.
To import users from the .csv file by using the Amazon Cognito console

1. Choose Create import job.

2. Type a Job name. Job names can contain uppercase and lowercase letters (a-z, A-Z), numbers
(0-9), and the following special characters: + =, . @ and -.

3. Ifthis is your first time creating a user import job, the AWS Management Console will automatically
create an 1AM role for you. Otherwise, you can choose an existing role from the IAM Role list or let
the AWS Management Console create a new role for you.

4. Choose Upload CSV and select the .csv file to import users from.
5. Choose Create job.
6. To start the job, choose Start.

Importing Users By Using the AWS CLI

The following CLI commands are available for importing users into a user pool:

e Create-user-inport-job
e get-csv-header
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e descri be-user-inport-job
e |ist-user-inport-jobs

e start-user-inport-job

e stop-user-inport-job

To get the list of command-line options for these commands, use the hel p command-line option. For
example:

aws cognito-idp get-csv-header help

Creating a User Import Job

After you create your .csv file, create a user import job by running the following CLI command, where
JOB_NAME is the name you're choosing for the job, USER_POOL_| Dis the same user pool ID as before,
and ROLE_ARN s the role ARN you received in Creating the CloudWatch Logs IAM Role (p. 84):

aws cognito-idp create-user-inport-job --job-name "JOB NAVE" --user-pool-id
"USER_POOL_I D' --cl oud-watch-1ogs-rol e-arn "ROLE_ARN'

The PRE_SI GNED_URL returned in the response is valid for 15 minutes. After that time, it will expire
and you must create a new user import job to get a new URL.

Sample response:

"User | nportJob": {
"Status": "Created",
" Ski ppedUsers": 0,
"User Pool I d": "USER POOL_| D",
"l nportedUsers": O,
"JobNane": "JOB NAME",
"Jobld": "JOB |ID",
"PreSignedUrl": "PRE_SI GNED URL",
"Cl oudWat chLogsRol eArn": "ROLE_ARN',
"Fai | edUsers": O,
"CreationDate": 1470957431. 965

Status Values for a User Import Job

In the responses to your user import commands, you'll see one of the following St at us values:

¢ "Created" - The job was created but not started.

¢ "Pending" - A transition state. You have started the job, but it has not begun importing users yet.
« "InProgress" - The job has started, and users are being imported.

e "Stopping" - You have stopped the job, but the job has not stopped importing users yet.

¢ "Stopped" - You have stopped the job, and the job has stopped importing users.

¢ "Succeeded" - The job has completed successfully.

¢ "Failed" - The job has stopped due to an error.

e "Expired" - You created a job, but did not start the job within 24-48 hours. All data associated with
the job was deleted, and the job cannot be started.
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Uploading the .csv File

Use the following cur | command to upload the .csv file containing your user data to the pre-signed
URL that you obtained from the response of the cr eat e- user - i nport - j ob command.

curl -v -T "PATH_TO CSV_FILE" -H
"Xx-anez-server-side-encryption: aws: kns" " PRE_SI GNED_URL"

In the output of this command, look for the phrase "W are conpl etel y upl oaded and fine".
This phrase indicates that the file was uploaded successfully.

Describing a User Import Job

To get a description of your user import job, use the following command, where USER_POOL_| Dis your
user pool ID, and JOB_| Dis the job ID that was returned when you created the user import job.

aws cognito-idp describe-user-inport-job --user-pool-id "USER POOL_I D" --job-
id"JoB_ | D

Sample response:

"User | nportJob”: ({
"Status": "Created",
" Ski ppedUsers": 0,
"User Pool I d": "USER POOL | D",
"I nportedUsers": O,
"JobNane": "JOB NAME",
"Jobld": "JOB | D",
"PreSignedUrl": "PRE_SI GNED URL",
" Cl oudWat chLogsRol eArn": " ROLE_ARN',
"Fai | edUsers": 0,
"CreationDate": 1470957431. 965

In the preceding sample output, the PRE_SI GNED_URL is the URL that you uploaded the .csv file to.
The ROLE_ARN is the CloudWatch Logs role ARN that you received when you created the role.

Listing Your User Import Jobs

To list your user import jobs, use the following command:

aws cognito-idp list-user-inport-jobs --user-pool-id "USER POOL_|I D" --nmax-
results 2

Sample response:

"User | nportJobs": [
{
"Status": "Created",
" Ski ppedUsers": 0,
"User Pool | d": "USER_POOL_I D',
"I nportedUsers": O,
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"JobNane": "JOB_ NAME",

"Jobld": "JOB ID',
"PreSignedUr|":"PRE_SI GNED_URL",
"Cl oudWat chLogsRol eArn": " ROLE_ARN',
"Fai |l edUsers": 0,

"CreationDate": 1470957431. 965

"Conpl etionDate": 1470954227. 701,
"StartDate": 1470954226. 086,
"Status": "Failed",
"User Pool | d": "USER_POOL_I D',
"I nportedUsers": 0,
" Ski ppedUsers": 0,
"JobNane": "JOB_NAME",
"Conpl eti onMessage": "Too nany users have failed or been skipped
during the inport.",
"Jobld": "JOB | D',
"PreSignedUr| ":"PRE_SI GNED_URL",
"Cl oudWat chLogsRol eArn": " ROLE_ARN',
"Fai | edUsers": 5,
"CreationDate": 1470953929. 313
}
]

"Pagi nati onToken": "PAG NATI ON_TOKEN"

Jobs are listed in chronological order from last created to first created. The PAG NATI ON_TOKEN
string after the second job indicates that there are additional results for this list command. To list the
additional results, use the - - pagi nat i on-t oken option as follows:

aws cognito-idp list-user-inport-jobs --user-pool-id "USER POOL_I D" --max-
results 10 --pagi nation-token "PAG NATI ON_TOKEN"

Starting a User Import Job

To start a user import job, use the following command:

aws cognito-idp start-user-inport-job --user-pool-id "USER POOL_ID" --job-id
"JOB | D

Only one user import job can be active at a time for a given user pool.

Sample response:

"User | nportJob": ({
"Status": "Pending",
"StartDate": 1470957851. 483,
"User Pool I d": "USER POOL_| D",
"I nportedUsers": O,
" Ski ppedUsers": 0,
"JobNane": "JOB_ NAME",
"Jobld": "JOB | D",
"PreSignedUrl":"PRE_SI GNED_URL",
"C oudWat chLogsRol eArn": "ROLE_ARN',
"Fai |l edUsers": O,
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"CreationDate": 1470957431. 965

Stopping a User Import Job

To stop a user import job while it is in progress, use the following command. After you stop the job, it
cannot be restarted.

aws cognito-idp stop-user-inport-job --user-pool-id "USER POOL_ID"' --job-id
"JOB_I D'

Sample response:

"User | nportJob": ({
"Conpl eti onDate": 1470958050. 571,
"StartDate": 1470958047. 797,
"Status": "Stopped",
"User Pool I d": "USER POOL_I D",
"I nportedUsers": 0,
" Ski ppedUsers": 0,
"JobNane": "JOB_ NAME",
"Conpl eti onMessage": "The |Inport Job was stopped by the devel oper.",
"Jobld": "JOB | D',
"PreSignedUrl":"PRE_SI GNED_URL",
"Cl oudWat chLogsRol eArn": "ROLE_ARN',
"Fai |l edUsers": O,
"CreationDate": 1470957972. 387

Viewing the User Pool Import Results in the
CloudWatch Console

You can view the results of your import job in the Amazon CloudWatch console.

Topics
¢ Viewing the Results (p. 92)
¢ Interpreting the Results (p. 93)

Viewing the Results

The following steps describe how to view the user pool import results.
To view the results of the user pool import

1.
Sign in to the AWS Management Console and open the CloudWatch console at https://

console.aws.amazon.com/cloudwatch/.
2. Choose Logs.

3. Choose the log group for your user pool import jobs. The log group name is in the form / aws/
cogni t o/ user pool s/ USER_POCL_| D/ USER_POOL_ NAME.
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4. Choose the log for the user import job you just ran. The log name is in the form
JOB_| D/JJOB_NAME. The results in the log refer to your users by line number. No user data is
written to the log. For each user, a line similar to the following appears:
e [ SUCCEEDED] Line Nunmber 5956 - The inport succeeded.
e [ SKI PPED] Line Number 5956 - The user already exists.

« [FAILED] Line Number 5956 - The User Record does not set any of the auto
verified attributes to true. (Exanple: email _verified to true).

Interpreting the Results

Successfully imported users have their status set to "PasswordReset".

In the following cases, the user will not be imported, but the import job will continue:

* No auto-verified attributes are settot r ue.
¢ The user data doesn't match the schema.
« The user couldn't be imported due to an internal error.

In the following cases, the import job will fail:

* The Amazon CloudWatch Logs role cannot be assumed, doesn't have the correct access policy, or
has been deleted.

¢ The user pool has been deleted.

¢ Amazon Cognito is unable to parse the .csv file.

Requiring Imported Users to Reset Their Passwords

The first time each imported user signs in, he or she is required to enter a new password as follows:

Requiring imported users to reset their passwords

1. The user attempts to sign in, providing username and password (via
Get Aut henti cati onDetail s orlnitiateAuth).

Amazon Cognito returns Passwor dReset Requi r edExcept i on.

The app should direct the user into the For got Passwor d flow as outlined in the following
procedure:

1. The app calls For got Passwor d( user nane) .

2. Amazon Cognito sends a code to the verified email or phone number (depending on what you
have provided in the .csv file for that user) and indicates to the app where the code was sent
in the response to the For got Passwor d request.

Note
For sending reset password codes, it is important that your user pool has phone
number or email verification turned on.

3. The app indicates to the user that a code was sent and where the code was sent, and the app
provides a Ul to enter the code and a new password.

The user enters the code and new password in the app.

5. The app calls Conf i r nFor got Passwor d( code, passwor d), which, if successful, sets the
new password.

6. The app should now direct the user to a sign-in page.
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Signing Up and Confirming User Accounts

User accounts are added to your user pool in one of the following ways:

e The user signs up in your user pool's client app, which can be a mobile or web app.

¢ You can import the user's account into your user pool. For more information, see Importing Users
into Your User Pools (p. 84).

¢ You can create the user's account in your user pool and invite the user to sign in. For more
information, see Creating User Accounts as Administrator in the AWS Management Console and
with the Amazon Cognito User Pools API (p. 79).

Users who sign themselves up need to be confirmed before they can sign in. Imported and created
users are already confirmed, but they need to create their password the first time they sign in. The
following sections explain the confirmation process and email and phone verification.

Overview of User Account Confirmation

The following diagram illustrates the confirmation process:

Sign-up
RegiSt?req User import
(cannot sign in)
Lambda Trigger: Admi o Gon )
Pre Sign-u min onfirm via
e Confirm email/phone Reset Required

Confirmed Reset password

Disable  Enable Force Change

Disabled

Admin Create User

Delete

(deleted)

A user account can be in any of the following states:

Registered (Unconfirmed)
The user has successfully signed up, but cannot sign in until the user account is confirmed. The
user is enabled but not confirmed in this state.

New users who sign themselves up start in this state.

Confirmed
The user account is confirmed and the user can sign in. If the user confirmed the user account
by entering a confirmation code that was received via email or phone (SMS), that email or phone
number is automatically verified. If the user account was confirmed by the administrator or a Pre
Sign-up Lambda trigger, there might not be a verified email or phone number associated with the
account.

Password Reset Required
The user account is confirmed, but the user must request a code and reset his or her password
before he or she can sign in.
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User accounts that are imported by an administrator or developer start in this state.

Force Change Password

The user account is confirmed and the user can sign in using a temporary password, but on first
sign-in, the user must change his or her password to a new value before doing anything else.

User accounts that are created by an administrator or developer start in this state.

Disabled

Before a user account can be deleted, it must be disabled.

Allowing Users to Sign Up and Confirm Themselves
and Verify Email or Phone

1.

A user signs up in your app by entering a username, phone number and/or email address, and
possibly other attributes.

The Amazon Cognito service receives the sign-up request from the app. After verifying that the
request contains all attributes required for sign-up, the service completes the sign-up process and
sends a confirmation code to the user's phone (via SMS) or email.

Note

If a user signs up with both a phone number and an email address, and your user

pool settings require verification of both attributes, a verification code is sent via

SMS to the phone. The email address is not verified. Your app can call GetUser

to see if an email address is awaiting verification. If it is, the app should call
GetUserAttributeVerificationCode to initiate the email verification flow and then submit the
verification code by calling VerifyUserAttribute.

The service returns to the app that sign-up is complete and that the user account is pending
confirmation. The response contains information about where the confirmation code was sent. At
this point the user's account is in an unconfirmed state, and the user's email address and phone
number are unverified.

The app can now prompt the user to enter the confirmation code. It is not necessary for the user to
enter the code immediately. However, the user will not be able to sign in until after they enter the
confirmation code.

The user enters the confirmation code in the app.

The app calls ConfirmSignUp to send the code to the Amazon Cognito service, which verifies the
code and, if the code is correct, sets the user's account to the confirmed state. After successfully
confirming the user account, the Amazon Cognito service automatically marks the attribute that
was used to confirm (email or phone number) as verified. Unless the value of this attribute is
changed, the user will not have to verify it again.

At this point the user's account is in a confirmed state, and the user can sign in.

Allowing Users to Sign Up in Your App but
Confirming Them as Administrator

1.

A user signs up in your app by entering a username, phone number and/or email address, and
possibly other attributes.

The Amazon Cognito service receives the sign-up request from the app. After verifying that the
request contains all attributes required for sign-up, the service completes the sign-up process and
returns to the app that sign-up is complete, pending confirmation. At this point the user's account
is in an unconfirmed state. The user cannot sign in until the account is confirmed.

The administrator confirms the user's account, either in the Amazon Cognito console (by finding
the user account in the Users tab and choosing the Confirm button) or in the CLI (by using the
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adm n- confirm si gn-up command). Both the Confirm button and the admi n-confirm
si gn- up command use the AdminConfirmSignUp API to perform the confirmation.

4. At this point the user's account is in a confirmed state, and the user can sign in.

Computing SecretHash Values

The following Amazon Cognito User Pools APIs have a Secr et Hash parameter:

¢ ConfirmForgotPassword
¢ ConfirmSignUp

¢ ForgotPassword

¢ ResendConfirmationCode
e SignUp

The Secr et Hash value is a Base 64-encoded keyed-hash message authentication code (HMAC)
calculated using the secret key of a user pool client and username plus the client ID in the

message. The following pseudocode shows how this value is calculated. In this pseudocode, +
indicates concatenation, HMAC_SHA256 represents a function that produces an HMAC value using
HmacSHA?256, and Base64 represents a function that produces Base-64-encoded version of the hash
output.

Base64 ( HVAC SHA256 ( "Cdient Secret Key", "Username" + "Client 1d" ) )

Alternatively, you can use the following code example in your server-side Java application code:

public String cal cul ateSecretHash(String userPoolclientld, String
user Pool cl i ent Secret, String userNane) ({

Secr et KeySpec si gni ngkey = new Secr et KeySpec(
user Pool cl i ent Secr et . get Byt es( St andar dChar sets. UTF_8),
HVAC_SHA256_ALGORI THV) ;

Mac mac = Mac. get | nst ance( HVAC_SHA256_ALGORI THM) ;

mac. i nit(signingKey);

mac. updat e(user Nane. get Byt es( St andar dChar sets. UTF_8));

byte[] rawHmac =

mac. doFi nal (user Pool cl i entld. get Byt es( St andar dCharsets. UTF_8));
return Encodi ng. encodeBase64(r awHmac) ;

Confirming User Accounts Without Verifying Email
or Phone Number

The Pre-Sign Up Lambda trigger can be used to auto-confirm user accounts at sign-up time, without
requiring a confirmation code or verifying email or phone number. Users who are confirmed this way
can immediately sign in without having to receive a code.

You can also mark a user's email or phone number verified through this trigger.

Note

While this approach is convenient for users when they're getting started, we recommend auto-
verifying at least one of email or phone number. Otherwise the user can be left unable to
recover if they forget their password.
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If you don't require the user to receive and enter a confirmation code at sign-up and you don't auto-
verify email and phone number in the Pre-Sign Up Lambda trigger, you risk not having a verified
email address or phone number for that user account. The user can verify the email address or phone
number at a later time. However, if the user forgets his or her password and doesn't have a verified
email address or phone number, the user is locked out of the account, because the Forgot Password
flow requires a verified email or phone number in order to send a verification code to the user.

Verifying When Users Change Their Email or Phone
Number

When a user changes his or her email address or phone number in your app, that attribute is marked
as unverified. If auto-verification was enabled for the attribute being updated, the service immediately
sends the user a message containing a verification code, which the user should enter to verify the
change. You can use a Custom Message Lambda trigger to customize this message. For more
information, see Customizing User Pool Workflows by Using AWS Lambda Triggers (p. 64).
Whenever the user's email address or phone number is unverified, your app should display the
unverified status and provide a button or link for users to verify their new email or phone number.

Confirmation and Verification Processes for User
Accounts Created by Administrators or Developers

User accounts that are created by an administrator or developer are already in the confirmed state, so
users aren't required to enter a confirmation code. The invitation message that the Amazon Cognito
service sends to these users includes the username and a temporary password. The user is required
to change the password before signing in. For more information, see the Message Customizations
Tab (p. 81) in Creating User Accounts as Administrator in the AWS Management Console and with
the Amazon Cognito User Pools API (p. 79) and the Custom Message trigger in Customizing User
Pool Workflows by Using AWS Lambda Triggers (p. 64).

Confirmation and Verification Processes for
Imported User Accounts

User accounts that are created by using the user import feature in the AWS Management Console,
CLlI, or API (see Importing Users into Your User Pools (p. 84)) are already in the confirmed state, so
users aren't required to enter a confirmation code. No invitation message is sent. However, imported
user accounts require users to first request a code by calling the For got Passwor d API and then
create a password using the delivered code by calling Conf i r nFor got Passwor d API before they sign
in. For more information, see Requiring Imported Users to Reset Their Passwords (p. 93).

Either the user's email or phone number must be marked as verified when the user account is
imported, so no verification is required when the user signs in.

Managing and Searching for User Accounts in the
AWS Management Console and in the Amazon
Cognito User Pools API

Once you create your user pool, you can view and manage users using the AWS Management
Console, as well as the AWS Command Line Interface or the Amazon Cognito API. This topic
describes how you can view and search for users using the AWS Management Console.
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Viewing User Attributes

There are a number of operations you can perform in the AWS Management Console:

¢ You can view the Pool details and edit user pool attributes, password policies, MFA settings, apps,
and triggers. For more information, see Getting Started: Step Through Amazon Cognito User Pool
Settings in the AWS Management Console (p. 13).

* You can view the users in your user pool and drill down for more details.
* You can also view the details for an individual user in your user pool.
« You can also search for a user in your user pool.

To manage user pools using the AWS Management Console

1. From the Amazon Cognito home page in the AWS Management Console, choose Manage your
user identities.

Choose your user pool from the Your User Pools page.

Choose User and Groups to view user information.

Choose a user name to show more information about an individual user. From this screen, you
can perform any of the following actions:

e Add user to group

* Reset user password

e Confirm user

e Enable or disable MFA

e Delete user

The Reset user password action results in a confirmation code being sent to the user
immediately and disables the user’s current password by changing the user state to
RESET_REQUIRED. The Enable MFA action results in a confirmation code being sent to the user
when the user tries to log in. The Reset user password code is valid for 1 hour. The MFA code is
valid for 3 minutes.

Searching User Attributes

If you have already created a user pool, you can search from the Users panel in the AWS
Management Console. You can also use the Amazon Cognito ListUsers API, which accepts a Filter
parameter.

You can search for any of the following standard attributes. Custom attributes are not searchable.

¢ username (case-sensitive)

* emalil

¢ phone_number

* name

¢ given_name

e family_name

¢ preferred_username

« cognito:user_status (called Enabled in the Console) (case-sensitive)
* status (case-insensitive)
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Searching for Users Using the AWS Management
Console

If you have already created a user pool, you can search from the Users panel in the AWS
Management Console.

AWS Management Console searches are always prefix ("starts with") searches.
All of the following examples use the same user pool.

For example, if you want to list all users, leave the search box empty.

Search for value ‘

Username Enabled status Updated Created

useri Enabled Confirmed Aug 4, 2016 4:30:11 AM Aug 4, 2016 4:17:24 AM
user2 Enabled Confirmed Aug 4, 2016 4:20:48 AM Aug 4, 2016 4:19:04 AM
user3 Enabled Unconfirmed Aug 4, 2016 4:21:30 AM Aug 4, 2016 4:21:30 AM
userd Enabled Confirmed Aug 4, 2016 4:22:43 AM Aug 4, 2016 4:21:51 AM
users Enabled Unconfirmed Aug 4, 2016 4:23:22 AM Aug 4, 2016 4:23:22 AM
useré Enabled Confirmed Aug 4, 2016 4:24:48 AM Aug 4, 2016 4:23:55 AM

If you want to search for all confirmed users, choose Status from the drop-down menu. In the search
box, type the first letter of the word "confirmed."

oI |

Username Enabled Status Updated Created

users Enabled Confirmed Aug 4, 2016 4:24:48 AM Aug 4, 2016 4:23:55 AM
user2 Enabled Confirmed Aug 4. 2016 420°48 AM Aug 4, 2016 4:19:04 AM
user1 Enabled Confirmed Aug 4, 2016 4:30:11 AM Aug 4, 2016 4:17:24 AM
userd Enabled Confirmed Aug 4. 2016 422:43 AM Aug 4, 2016 4:21:51 AM

Note that some attribute values are case-sensitive, such as User name.

User name 4 | User ‘

Username Enabled Status Updated Created

| No users found |

Searching for Users Using the vistusers AP

To search for users from your app, use the Amazon Cognito ListUsers API. This API uses the following
parameters:

e AttributesToGet: An array of strings, where each string is the name of a user attribute to be
returned for each user in the search results. If the array is empty, all attributes are returned.

e Filter: Afilter string of the form "At t ri but eNane Fi | t er - Type "Att ri but eVal ue™. Quotation
marks within the filter string must be escaped using the backslash (\ ) character. For example,
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"fam | y_nanme = \"Reddy\"". If the filter string is empty, Li st User s returns all users in the user
pool.
« Attri but eName: The name of the attribute to search for. You can only search for one attribute at
atime.
Note

You can only search for standard attributes. Custom attributes are not searchable. This
is because only indexed attributes are searchable, and custom attributes cannot be
indexed.

e Filter-Type: For an exact match, use =, for example, gi ven_nane = "Jon". For a prefix
("starts with") match, use =, for example, gi ven_name ~= "Jon".

e Attri buteVal ue: The attribute value that must be matched for each user.
e Li m t: Maximum number of users to be returned.
¢ Pagi nati onToken: A token to get more results from a previous search.
¢ User Pool | d: The user pool ID for the user pool on which the search should be performed.

All searches are case-insensitive. Search results are sorted by the attribute named by the
At t ri but eNane string, in ascending order.

Examples of Using the uistusers API

The following example returns all users and includes all attributes.

{

"AttributesToGet": [],

"Filter": "",

"Limt": 10,

"User Pool I d": "us-east-1_sanpl epool "
}

The following example returns all users whose phone numbers start with "+1312" and includes all
attributes.

{
"AttributesToGet": [],
"Filter": "phone_nunber A= \"+1312\"",
"Limt": 10,
"User Pool I d": "us-east-1_sanpl epool "
}

The following example returns the first 10 users whose family name is "Reddy". For each user, the
search results include the user's given name, phone number, and email address. If there are more than
10 matching users in the user pool, the response includes a pagination token.

"AttributesToGet": [
"given_nane", "phone_nunber", "email"
]

"Filter": "famly_nane = \"Reddy\"",
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"Limt": 10,
"User Pool I d": "us-east-1_sanpl epool "

If the previous example returns a pagination token, the following example returns the next 10 users that
match the same filter string.

{
"AttributesToGet": [
"given_nane", "phone_nunber", "email"
1
"Filter": "famly_nane = \"Reddy\"",
"Limt": 10,
"Pagi nati onToken": "pagi nation_t oken_from previous_search",
"User Pool I d": "us-east-1_sanpl epool "
}

Amazon Cognito User Pool Authentication Flow

Custom Authentication Flow

The custom authentication flow is designed to allow for a series of challenge and response cycles
that can be customized to meet different requirements. The flow starts with a call to the InitiateAuth
API that indicates the type of authentication that will be used and provides any initial authentication
parameters. Amazon Cognito will respond to the InitiateAuth call with either:

¢ ID, access, and refresh tokens if the user is signed in
¢ A challenge for the user along with a session and parameters
« An error if the user fails to authenticate

If Amazon Cognito responds to the InitiateAuth call with a challenge, the app will gather more

input and call the RespondToAuthChallenge API, providing the challenge responses and passing
back the session. Amazon Cognito responds to the RespondToAuthChallenge call similarly to the
InitiateAuth call, providing tokens if the user is signed in, another challenge, or an error. If another
challenge is returned, the sequence repeats with the app calling RespondToAuthChallenge until the
user is signed in or an error is returned. More details are provided in the API documentation for the
InitiateAuth and RespondToAuthChallenge APIs.

Amazon Cognito has some built-in Aut hFl owand Chal | engeNane values for a standard
authentication flow to validate username and password through the Secure Remote Password (SRP)
protocol. This flow is built into the iOS, Android, and JavaScript SDKs for Amazon Cognito. At a

high level, the flow starts by sending USER_SRP_AUTH as the Aut hFl owto InitiateAuth along with
USERNAME and SRP_A values in AuthParameters. If the InitiateAuth call is successful, the response
will include PASSWORD_VERI FI ER as the Chal | engeNane and SRP_B in the challenge parameters.
The app will then call RespondToAuthChallenge with the PASSWORD_VERI FI ER Chal | engeNane
and the necessary parameters in ChallengeResponses. If the call to RespondToAuthChallenge is
successful and the user is signed in, the tokens will be returned. If multi-factor authentication (MFA)
is enabled for the user, a Chal | engeNane of SM5_M-A will be returned, and the app can provide the
necessary code through another call to RespondToAuthChallenge.

An app can initiate a custom authentication flow by calling InitiateAuth with CUSTOM_AUTH as the
Aut hf | ow. With a custom authentication flow, the challenges and verification of the responses are
controlled through three AWS Lambda triggers. The DefineAuthChallenge Lambda trigger takes
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as input a session array of previous challenges and responses and outputs the next challenge

name and booleans indicating if the user is authenticated (and should be granted tokens) or if the
authentication has failed. This Lambda trigger is a state machine that controls the user’s path through
the challenges. The CreateAuthChallenge Lambda trigger takes a challenge name as input and
generates the challenge and parameters to evaluate the response. CreateAuthChallenge is called
when DefineAuthChallenge returns CUSTOM _CHALLENCE as the next challenge, and the next type
of challenge is passed in the challenge metadata parameter. The VerifyAuthChallengeResponse
Lambda function evaluates the response and returns a boolean to indicate if the response was valid.

A custom authentication flow can also use a combination of built-in challenges such as SRP password
verification and MFA via SMS, and custom challenges such as CAPTCHA or secret questions. If you
want to include SRP in a custom authentication flow, you need to start with it. To initiate SRP password
verification, the DefineAuthChallenge Lambda trigger returns SRP_A as the challenge name and
SRP_Ain the authentication parameters map. Once the password is verified the DefineAuthChallenge
Lambda trigger will be called again with PASSWORD VERI FI ER in the previous challenges array. MFA
will be done automatically if it is enabled for a user.

For more information about the Lambda triggers, including sample code, see Customizing User Pool
Workflows by Using AWS Lambda Triggers (p. 64).

Admin Authentication Flow

The APIs described Custom Authentication Flow (p. 101) with the use of SRP for password
verification is the recommended approach for authentication. The iOS, Android, and JavaScript SDKs
are based on that approach and make it easy to use SRP. However, there is an alternative set of
admin APIs designed for use on secure backend servers if you want to avoid the SRP calculations.
For these back-end admin implementations, AdminlInitiateAuth is used in place of InitiateAuth,

and AdminRespondToAuthChallenge is used in place of RespondToAuthChallenge. When using
these APIs, the password can be submitted as plain text so the SRP calculations are not needed. For
example,

Adm nl nitiateAuth Request {

" Aut hFl ow': " ADM N_NO_SRP_AUTH',

" Aut hPar aneters": {
"USERNAME" : " <user nanme>",
"PASSWORD" : " <passwor d>"
}

"Cientld":"<clientld>",

"User Pool I d": " <user Pool | d>"

These admin authentication APIs require developer credentials and use the AWS Signature Version 4
(SigV4) signing process. These APIs are available in standard AWS SDKs including Node.js, which is
convenient for use in Lambda functions. In order to use these APIs and have them accept passwords
in plain text, you must enable them for the app in the console or by passing ADM N_NO_SRP_AUTH for
the Expl i ci t Aut hFl ow parameter in calls to CreateUserPoolClient or UpdateUserPoolClient. The
ADM N_NO_SRP_AUTH Aut hFl owis not accepted for the InitiateAuth and RespondToAuthChallenge
APIs.

Integrating User Pools with Federated Identities

Amazon Cognito user pools represent an identity provider that you manage. To enable users in your
user pool to access AWS resources through your client apps, you must configure Amazon Cognito
Federated Identities to accept users that are federated with your user pool.
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Setting Up a User Pool

Create an Amazon Cognito user pool and make a note of the User Pool ID and App Client ID for each
of your client apps. For more information about creating user pools, see Creating and Managing User
Pools (p. 10). For more information about creating apps (to get app client IDs) for your client apps,

see Specifying User Pool App Settings (p. 22).

You can create multiple user pools, and each user pool can have multiple apps.

Configuring Your ldentity Pool Using the AWS
Management Console

The following procedure describes how to use the AWS Management Console to integrate an identity
pool with one or more user pools and client apps.

To configure your identity pool

1. Open the Amazon Cognito console.
2. Choose Manage Federated Identities.

3. Choose the name of the identity pool for which you want to enable Amazon Cognito user pools as
a provider.

On the Dashboard page, choose Edit identity pool.
Expand the Authentication providers section.
Choose Cognito.

Type the User Pool ID.

Type the App Client ID. This must be the same client app ID that you received when you created
the app in the Your User Pools section of the AWS Management Console for Amazon Cognito.

9. If you have additional apps or user pools, choose Add Another Provider and type the User Pool
ID and App Client ID for each app in each user pool.

10. When you have no more apps or user pools to add, choose Save changes.

© No oA

If successful, you will see Changes saved successfully. on the Dashboard page.

Using Amazon Cognito User Pools

Follow the instructions in Authentication Flow (p. 110) to authenticate users.

After the user is authenticated, add that user's identity token to the logins map in the credentials
provider. The provider name will depend on your Amazon Cognito user pool ID. It will have the
following structure:

cogni t o-i dp. <regi on>. amazonaws. com <YOUR_USER POOL_I D>

The value for <r egi on> will be the same as the region in the User Pool ID. For example, cogni t o-
i dp. us-east-1. amazonaws. com us-east-1_123456789.

I0S - Objective-C

AWESer vi ceConfiguration *serviceConfiguration = [[ ANSServi ceConfiguration
al l oc] initWthRegi on: AWSRegi onUSEast 1 credenti al sProvider:nil];

AWBCogni t ol denti t yUser Pool Confi gurati on *user Pool Confi guration
= [[ AWsCogni t ol denti t yUser Pool Confi guration all oc]
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inftWthCientld: @YOUR CLIENT_I D' clientSecret: @ YOUR_CLI ENT_SECRET"
pool 1 d: @ YOUR_USER POOL_I D'];
[ AWsCogni t ol dent i t yUser Pool
regi st er Cogni tol denti t yUser Pool Wt hConfi guration: serviceConfiguration
user Pool Confi gurati on: user Pool Confi gurati on forKey: @ User Pool "] ;
AWECogni t ol denti t yUser Pool *pool = [ AWSCogni t ol dentityUser Pool
Cogni t ol denti t yUser Pool For Key: @ User Pool "] ;
AWECogni t oCr edent i al sProvi der *credenti al sProvi der =
[ [ AWBCogni t oCr edenti al sProvi der alloc] initWthRegi onType: AWSRegi onUSEast 1
i dentityPool I d: @ YOUR_|I DENTI TY_POOL_I D' identityProvider Manager: pool ];

IOS - Swift

| et serviceConfiguration = AWSServi ceConfiguration(regi on: .USEast1,
credential sProvider: nil)

| et userPool Configuration = AWSCogni tol dentityUser Pool Configuration(clientld:
"YOUR CLIENT_I D", clientSecret: "YOUR_CLIENT_SECRET", poolld:
"YOUR_USER POOL_I D")

AWECogni t ol denti t yUser Pool . r egi st er Cogni t ol denti t yUser Pool Wt hConfi guration(se
user Pool Confi guration: userPool Configuration, forKey: "UserPool")

| et pool = AWSCognitoldentityUserPool (forKey: "UserPool")

| et credential sProvider = AWSCognitoCredenti al sProvi der(regi onType: .USEast1,
i dentityPool Id: "YOUR_ I DENTITY_POCOL_I D', identityProvi der Manager: pool)

Android

cogni t oUser . get Sessi onl nBackgr ound( new Aut henti cati onHandl er () {
@verride
public void onSuccess(CognitoUser Sessi on session) ({
String i dToken = session. getldToken().getJWToken();

Map<String, String> |logins = new HashMap<String, String>();

| ogi ns. put (cogni t o-i dp. <regi on>. anazonaws. com <YOUR_USER POOL_| D>,
sessi on. get | dToken() . get JIWIToken());

credenti al sProvi der. set Logi ns(| ogi ns);

}
1)

JavaScript

var cognitoUser = userPool . getCurrentUser();

if (cognitoUser != null) {
cogni t oUser . get Sessi on(function(err, result) {
if (result) {
consol e.l og(' You are now | ogged in.");

/] Add the User's Id Token to the Cognito credentials |ogin nmap.
AWS. config.credentials = new AWS. Cogni tol dentityCredential s({
I dentityPool Id: ' YOUR | DENTITY_POOL_ID ,
Logi ns: {
' cogni to-idp. <regi on>. amazonaws. conl <YOUR_USER_POOL_| D>' :
result.getldToken(). getJwt Token()
}
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Using Tokens with User Pools

After successful authentication of a user, Amazon Cognito issues three tokens to the client:

* |D token
* Access token
* Refresh token

Important
We strongly recommended that you secure all three tokens in transit and storage in the
context of your application.

Using the ID Token

The ID token is represented as a JSON Web Key Token (JWT). The token contains claims about

the identity of the authenticated user. For example, it includes claims such as nane, fam | y_nane,
phone_nunber, etc. For more information about standard claims, see the OpenID Connect
specification. A client app can use this identity information inside the application. The ID token can also
be used to authenticate users against your resource servers or server applications. When an ID token
is used outside of the application against your web APIs, you must verify the signature of the ID token
before you can trust any claims inside the ID token.

The ID token expires one hour after the user authenticates. You should not process the ID token in
your client or web API after it has expired.

Using the Access Token

The access token is also represented as a JSON Web Key Token (JWT). It contains claims about the
authenticated user, but unlike the ID token, it does not include all of the user's identity information. The
primary purpose of the access token is to authorize operations in the context of the user in the user
pool. For example, you can use the access token against Amazon Cognito Identity to update or delete
user attributes. The access token can also be used with any of your web APIs to make access control
decisions and authorize operations in the context of the user. As with the ID token, you must first verify
the signature of the access token in your web APIs before you can trust any claims inside the access
token.

The access token expires one hour after the user authenticates. It should not be processed after it has
expired.

Using the Refresh Token

The refresh token is a string that should only be used against Amazon Cognito to retrieve a new
access or ID token if the existing token has expired.

By default, the refresh token expires 30 days after the user authenticates. When you create an app for
your user pool, you can set the app’s Refresh token expiration (days) to any value between 1 and
3650.
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Note
The user account itself never expires, as long as the user has logged in at least once before
the UnusedAccount Val i di t yDays time limit for new accounts.

To use the refresh token to get new tokens, use the AdminlinitiateAuth API, passing
REFRESH_TOKEN_AUTH for the Aut hFl ow parameter and the refresh token for the Aut hPar anet er s
parameter with key "REFRESH_TOKEN". This initiates the token refresh process with the Amazon
Cognito server and returns new ID and access tokens.

Structure of ID Tokens

ID tokens are JSON Web Key Tokens (JWT) and can be broken down into three parts: a header, a
payload, and a signature.

Header
The header contains two pieces of information: the ki d and the al g. A ki d value is used to locate
the public key. The public key should verify the ID token signature. The al g value represents the
cryptographic algorithm used to secure | dToken. Currently, user pools only use RS256 as the
cryptographic algorithm. For more information, see JSON Web Key Token (JWT).

For example, the header will look like this:

{
"al g" : "RS256",
"kid" : "sanplekid****"
}
Payload

The payload contains claims as per the JWT specification. For more information, see RFC7519.
The following are details of some specific claims:

¢ i ss: Theissuer. It has the following format: ht t ps: // cogni t o-i dp.
{regi on}. amazonaws. cont { user Pool | d} . For example, if you created a user pool in the
us- east - 1 region and its ID is u123456, the ID token issued for users of your user pool have
ani ss claim value of htt ps: // cogni t o-i dp. us- east - 1. anazonaws. com u123456.

¢ sub : The UUID of the authenticated user. This is not the same as user nane.
¢ aud : Contains the cl i ent _i d with which the user authenticated.

« token_use : The intended purpose of this token. Its value is always i d in the case of the ID
token.

Additionally, the ID token contains standard claims defined in the OIDC Core spec, Section 5.1.
It also contains the custom attributes that you define in your user pool. The custom attributes are
always prefixed with the cust om prefix.

Signature
The signature of the ID token is calculated based on the header and payload of the ID token.
When used outside of an application in your web APIs, you must always verify this signature
before processing the ID token.

Structure of Access Tokens

Access tokens are also JSON Web Tokens (JWT) and can be broken down into three parts: a header,
a payload, and a signature.
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Header
The header for the access token will be the same structure as the ID token, but the ki d will be
different because different keys are used to sign ID tokens and access tokens.

Payload
The payload contains claims as per the JWT specification. For more information, see RFC7519.
The following are details of some specific claims:

e i ss: Theissuer. It has the following format: ht t ps: // cogni t o-i dp.
{regi on}. amazonaws. cont { user Pool | d} . For example, if you created a user pool in the
us- east - 1 region and its ID is u123456, the ID token issued for users of your user pool have
ani ss claim value of ht t ps: // cogni t o-i dp. us- east - lamazonaws. conf u123456.

» client_id: The client app that was issued this access token.
¢ user nane : The user name of the authenticated user.
sub : The UUID of the authenticated user. This is not the same as user nane.

» token_use : The intended purpose of this token. Its value is always access in the case of the
access token.

Signature
The signature of the access token is calculated based on the header and payload of the access
token. You should always verify this signature if you use access tokens in your web APIs.

Using ID Tokens and Access Tokens in your Web
APls

Since both the ID token and the access token are JSON Web Tokens (JWT), you may use any of the
available JWT libraries to decode the JWT and verify the signature. For example, if your platform is
Java, you could use the Nimbus JOSE and JWT library. The following procedure describes the high
level steps you must implement to process the ID token and the access token on the server side.

To verify a signature for ID and access tokens

1. Download and store the JISON Web Token (JWT) Set for your user pool. You can locate them
athttps://cognito-idp.{region}.amazonaws. com {user Pool | d}/ . wel | - known/
j WKs. j son.

Each JWT should be stored against its ki d.

Note

This is a one time step before your web APIs can process the tokens. Now you can
perform the following steps each time the ID token or the access token are used against
your web APIs.

2. Decode the token string into JWT format.

3. Checkthei ss claim. It should match your user pool. For example, a user pool created
in the us- east - 1 region will have an i ss value of htt ps: // cogni t o-i dp. us-
east - 1. amazonaws. com {user Pool | d}.

4. Checkthet oken_use claim.
If you are only accepting the access token in your web APIs, its value must be access.
If you are only using the ID token, its value must be i d.

If you are using both tokens, the value is either i d or access.

5. Getthe ki d from the JWT token header and retrieve the corresponding JSON Web Key that was
stored in step 1.

6. Verify the signature of the decoded JWT token.
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7. Check the exp claim and make sure the token is not expired.

You can now trust the claims inside the token and use it as it fits your requirements.

Revoking All Tokens for a User

Users can sign out from all devices where they are currently signed in when you revoke all of the user's
tokens by using the @ obal Si gnQut and Admi nUser @ obal Si gnQut APIs. After the user has been
signed out:

« The user's refresh token cannot be used to get new tokens for the user.
¢ The user's access token cannot be used against the user pools service.
« The user must reauthenticate to get new tokens.

An app can use the d obal Si gnQut API to allow individual users to sign themselves out from all
devices. Typically an app would present this option as a choice, such as Sign out from all devices.
The app must call this method with the user's valid, nonexpired, nonrevoked access token. This
method cannot be used to allow a user to sign out another user.

An administrator app can use the Adm nUser @ obal Si gnQut API to allow administrators to sign out
a user from all devices. The administrator app must call this method with AWS developer credentials
and pass the user pool ID and the user's username as parameters. The Adm nUser d obal Si gnCut
API can sign out any user in the user pool.
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Using Federated Identities

Amazon Cognito Federated Identities enable you to create unique identities for your users and
federate them with identity providers. With an identity, you can obtain temporary, limited-privilege AWS
credentials to synchronize data with Amazon Cognito Sync, or directly access other AWS services.
Amazon Cognito Identity supports the following identity providers:

¢ Public providers: Amazon (p. 135), Facebook (p. 130), Google (p. 138), Twitter/Digits (p. 145)
¢ Amazon Cognito User Pools (p. 10)

¢ Open ID Connect Providers (p. 148)

¢ SAML Identity Provider (p. 150)

* Developer Authenticated Identities (p. 152)

For information about Amazon Cognito Identity Region availability, see AWS Service Region
Availability.

For more information about Amazon Cognito Identity, see the following topics.

« Identity Pools (p. 109)

¢ Getting Credentials (p. 123)

¢ Accessing AWS Services (p. 128)

« External Identity Providers (p. 129)

¢ Developer Authenticated Identities (p. 152)
¢ Switching Identities (p. 164)

|dentity Pools

To use Amazon Cognito Federated Identities in your app, you'll need to create an identity pool.
An identity pool is a store of user identity data specific to your account. Using Amazon Cognito
Sync (p. 167), you can retrieve the data across client platforms, devices, and operating systems,
so that if a user starts using your app on a phone and later switches to a tablet, the persisted app
information is still available for that user.

To create a new identity pool for your application:

1. Log in to the Amazon Cognito Federated Identities console and choose Create new identity pool.

Version Last Updated: 07/28/2016
109


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://console.aws.amazon.com/cognito

Amazon Cognito Developer Guide
Authenticated and Unauthenticated ldentities

2. Enter a name for your identity pool, select the checkbox to enable access to unauthenticated
identities or configure an identity provider, and then choose Create Pool.

3. Choose Allow to create the two default roles associated with your identity pool—one for
unauthenticated users and one for authenticated users. These default roles provide your identity
pool access to Amazon Cognito Sync. You can modify the roles associated with your identity pool in
the 1AM console.

For additional instructions on working with the Amazon Cognito console, see Using the Amazon
Cognito Console (p. 208).

Authenticated and Unauthenticated Identities

Amazon Cognito identity pools support both authenticated and unauthenticated identities.
Authenticated identities belong to users who are authenticated by any supported identity provider.
Unauthenticated identities typically belong to guest users.

« To configure authenticated identities with a public login provider, see External Identity
Providers (p. 129).

¢ To configure your own backend authentication process, see Developer Authenticated
Identities (p. 152).

User IAM Roles

An IAM role defines the permissions for your users to access AWS resources, like Amazon Cognito
Sync (p. 167). Users of your application will assume the roles you create. You can specify

different roles for authenticated and unauthenticated users. To learn more about |IAM roles, see IAM
Roles (p. 115).

Federated Identities Concepts

Amazon Cognito Identity enables you to create unique identities for your users and authenticate them
with identity providers. With an identity, you can obtain temporary, limited-privilege AWS credentials
to synchronize data with Amazon Cognito Sync, or directly access other AWS services. Amazon
Cognito Identity supports public identity providers—Amazon, Facebook, and Google—as well as
unauthenticated identities. It also supports developer authenticated identities, which let you register
and authenticate users via your own back-end authentication process.

For information about Amazon Cognito Identity Region availability, see AWS Service Region
Availability. For more information about Amazon Cognito Identity concepts, see the following topics.

Topics
¢ Authentication Flow (p. 110)
¢ |AM Roles (p. 115)
¢ Role Trust and Permissions (p. 118)

Authentication Flow

Amazon Cognito helps you create unique identifiers for your end users that are kept consistent across
devices and platforms. Amazon Cognito also delivers temporary, limited-privilege credentials to your
application to access AWS resources. This page covers the basics of how authentication in Amazon
Cognito works and explains the life cycle of an identity inside your identity pool.
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External Provider Authflow

A user authenticating with Amazon Cognito will go through a multi-step process to bootstrap their
credentials. Amazon Cognito has two different flows for authentication with public providers: enhanced
and basic.

Once you complete one of these flows, you can access other AWS services as defined by your role's
access policies. By default, the Amazon Cognito console will create roles with access to the Amazon
Cognito Sync store and to Amazon Mobile Analytics. For more information on how to grant additional
access see |IAM Roles (p. 115).

Enhanced (Simplified) Authflow

1 Getld
2. Get Credenti al sForldentity

7 & B =2

Device Login Provider Amazon Cognito AWS 5TS
Login

Getld

e validation —————%

GetCredentialsForldentity

le——— validation ———;

=

Basic (Classic) Authflow

1. Getld
2. Cet Openl dToken
3. AssuneRol eWt hWebl dentity
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Getld
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GetOpenldToken
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AssumeRoleWithWebldentity
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Developer Authenticated Identities Authflow

When using Developer Authenticated Identities (p. 152), the client will use a different authflow that
will include code outside of Amazon Cognito to validate the user in your own authentication system.
Code outside of Amazon Cognito is indicated as such.

Enhanced Authflow

1. Login via Developer Provider (code outside of Amazon Cognito)
2. Validate the user's login (code outside of Amazon Cognito)

3. GetOpenldTokenForDeveloperldentity

4. GetCredentialsForldentity

7 H = S

Device Developer Provider Amazon Cognito AWS STS
Login

GetOpenldTokenForDeveloperldentity

e

GetCredentialsForidentity

Basic Authflow

1. Login via Developer Provider (code outside of Amazon Cognito)
2. Validate the user's login (code outside of Amazon Cognito)

3. GetOpenldTokenForDeveloperldentity

4. GetCredentialsForldentity

5. AssumeRoleWithWebldentity

DI - i o~

Device Developer Provider Amazon Cognito AWS 5TS
Login

GetOpenldTokenForDeveloperldentity

AssumeRoleWithWebldentity

2

(& validation —¥

Which Authflow Should | Use?

For most customers, the Enhanced Flow is the correct choice, as it offers many benefits over the Basic
Flow:

« One fewer network call to get credentials on the device.
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* All calls are made to Amazon Cognito, meaning it is also one less network connection.

* Roles no longer need to be embedded in your application, only an identity pool id and region are
necessary to start bootstrapping credentials.

Since February 2015, the Amazon Cognito console displayed example code that used the Enhanced
Flow. Additionally, the console will display a notification if your identity pool does not have the role
association necessary to use the Enhanced Flow.

The following are the minimum SDK versions where the Enhanced Flow is supported:
SDK (Minimum Version)

+ AWS SDK for iOS (2.0.14)

¢ AWS SDK for Android (2.1.8)

* AWS SDK for JavaScript (2.1.7)
¢ AWS SDK for Unity (1.0.3)

* AWS SDK for Xamarin (3.0.0.5)

You may still wish to use the Basic Flow if you want to use more than the two default roles configured
when you create a new identity pool in the console.

APl Summary
Getld

The Getld API call is the first call necessary to establish a new identity in Amazon Cognito.
Unauthenticated Access

Amazon Cognito has the ability to allow unauthenticated guest access in your applications. If this
feature is enabled in your identity pool, users can request a new identity ID at any time via the Getld
API. The application is expected to cache this identity ID to make subsequent calls to Amazon Cognito.
The AWS Mobile SDKs as well as the AWS SDK for JavaScript in the Browser have credentials
providers that handle this caching for you.

Authenticated Access

When you've configured your application with support for a public login provider (Facebook, Google
+, Login with Amazon), users will also be able to supply tokens (OAuth or OpenlID Connect) that
identify them in those providers. When used in a call to Getld, Amazon Cognito will either create a
new authenticated identity or return the identity already associated with that particular login. Amazon
Cognito does this by validating the token with the provider and ensuring that:

¢ The token is valid and from the configured provider

¢ The token is not expired

* The token matches the application identifier created with that provider (e.g., Facebook app ID)
¢ The token matches the user identifier

GetCredentialsForldentity

The GetCredentialsForldentity APl can be called after you establish an identity ID. This API is
functionally equivalent to calling GetOpenldToken followed by AssumeRoleWithWebldentity.

In order for Amazon Cognito to call AssumeRoleWithWebldentity on your behalf, your identity pool
must have IAM roles associated with it. You can do this via the Amazon Cognito Console or manually
via the SetldentityPoolRoles operation (see the API reference)

GetOpenldToken
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The GetOpenldToken API call is called after you establish an identity ID. If you have a cached identity
ID, this can be the first call you make during an app session.
Unauthenticated Access

To obtain a token for an unauthenticated identity, you only need the identity ID itself. It is not possible
to get an unauthenticated token for authenticated or disabled identities.
Authenticated Access

If you have an authenticated identity, you must pass at least one valid token for a login already
associated with that identity. All tokens passed in during the GetOpenldToken call must pass the
same validation mentioned earlier; if any of the tokens fail, the whole call fails. The response from the
GetOpenldToken call also includes the identity ID. This is because the identity ID you pass in may not
be the one that is returned.

Linking Logins

If you pass in a token for a login that is not already associated with any identity, the login is considered
to be "linked" to the associated identity. You may only link one login per public provider. Attempts to
link more than one login with a public provider will result in a ResourceConflictException. If a login is
merely linked to an existing identity, the identity ID returned from GetOpenldToken will be the same as
what was passed in.

Merging ldentities

If you pass in a token for a login that is not currently linked to the given identity, but is linked to another
identity, the two identities are merged. Once merged, one identity becomes the parent/owner of all
associated logins and the other is disabled. In this case, the identity ID of the parent/owner is returned.
You are expected to update your local cache if this value differs (this is handled for you if you are using
the providers in the AWS Mobile SDKs or AWS SDK for JavaScript in the Browser).

GetOpenldTokenForDeveloperldentity

The GetOpenldTokenForDeveloperldentity API replaces the use of Getld and GetOpenldToken from
the device when using developer authenticated identities. Because this API call is signed by your AWS
credentials, Amazon Cognito can trust that the user identifier supplied in the API call is valid. This
replaces the token validation Amazon Cognito performs with external providers.

The payload for this API includes a logins map which must contain the key of your developer provider
and a value as an identifier for the user in your system. If the user identifier isn't already linked to

an existing identity, Amazon Cognito will create a new identity and return the new identity id and an
Openld Connect token for that identity. If the user identifier is already linked, Amazon Cognito will
return the pre-existing identity id and an Openld Connect token.

Linking Logins

As with external providers, supplying additional logins that are not already associated with an identity
will implicitly link those logins to that identity. It is important to note that if you link an external provider
login to an identity, the user can use the external provider authflow with that provider, but they cannot
use your developer provider name in the logins map when calling Getld or GetOpenldToken.
Merging ldentities

With developer authenticated identities, Amazon Cognito supports both implicit merging as well as
explicit merging via the MergeDeveloperldentities API. This explicit merging allows you to mark two
identities with user identifiers in your system as a single identity. You simply supply the source and
destination user identifiers and Amazon Cognito will merge them. The next time you request an Openld
Connect token for either user identifier, the same identity id will be returned.

AssumeRoleWithWebldentity

Once you have an OpenlID Connect token, you can then trade this for temporary AWS credentials

via the AssumeRoleWithWebldentity API call in AWS Security Token Service (STS). This call is no
different than if you were using Facebook, Google+, or Login with Amazon directly, except that you are
passing an Amazon Cognito token instead of a token from one of the other public providers.
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Because there's no restriction on the number of identities that can be created, it's important to
understand the permissions that are being granted to your users. We recommend having two different
roles for your application: one for unauthenticated users, and one for authenticated users. The Amazon
Cognito console will create these for you by default when you first set up your identity pool. The access
policy for these two roles will be exactly the same: it will grant users access to Amazon Cognito Sync
as well as to submit events to Amazon Mobile Analytics. You are welcome and encouraged to modify
these roles to meet your needs.

Learn more about Role Trust and Permissions (p. 118).

IAM Roles

In the process of creating an identity pool, you'll be prompted to update the IAM roles that your
users assume. |1AM roles work like this: When a user logs in to your app, Amazon Cognito generates
temporary AWS credentials for the user. These temporary credentials are associated with a specific
IAM role. The IAM role lets you define a set of permissions to access your AWS resources.

By default, the Amazon Cognito Console creates IAM roles that provide access to Amazon Mobile
Analytics and to Amazon Cognito Sync. Alternatively, you can choose to use existing IAM roles.

To modify IAM roles, thereby allowing or restricting access to other services, log in to the IAM
Console. Then click Roles and select a role. The policies attached to the selected role are listed in the
Permissions tab. You can customize an access policy by clicking the corresponding Manage Policy
link. To learn more about using and defining policies, see Overview of IAM Policies. For Amazon
Cognito to work, the IAM policy must at least enable access to the Amazon Cognito store for each
identity, as in the following example:

{
"Version": "2012-10-17",

"Statenent": [{

"Effect":"A | ow',

"Action":"cognito-sync:*",

"Resource":["arn:aws: cognito-sync: us-east-1:123456789012: i denti t ypool /
${cogni to-identity.amzonaws. com aud}/i dentity/${cognito-
identity.amazonaws. com sub}/*"]

}H

}

The following policy provides access to the entire Amazon Cognito Sync store:

"Version": "2012-10-17",
"Statenent": [{
"Effect":"A | ow',
"Action":"cognito-sync:*",
"Resource":["arn:aws: cognito-sync: us-east-1:123456789012: i denti t ypool /
"]

}

}

Role Trust and Permissions

Amazon Cognito leverages IAM roles to generate temporary credentials for your application's users.
Access to permissions is controlled by a role's trust relationships. Learn more about role trust and
permissions.

Reuse Roles Across Identity Pools
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To reuse a role across multiple identity pools, because they share a common permission set, you can
include multiple identity pools, like this:

"StringEqual s": {
"cognito-identity.amazonaws. com aud": [
"us-east-1:12345678- abcd- abcd- abcd- 123456790ab",
"us-east-1:98765432- dcba- dcba- dcba- 123456790ab"

Limit Access to Specific Identities

To create a policy limited to a specific set of app users, check the value of cogni t o-
i dentity. amazonaws. com sub:

"StringEqual s": {
"cognito-identity.amzonaws. com aud": "us-east-1:12345678-abcd- abcd-
abcd- 123456790ab",
"cognito-identity.amzonaws. com sub": [
"us-east-1:12345678- 1234- 1234- 1234- 123456790ab",
"us-east-1:98765432- 1234- 1234- 1243- 123456790ab"

Limit Access to Specific Providers

To create a policy limited to users who have logged in with a specific provider (perhaps your own login
provider), check the value of cogni to-i dentity. anazonaws. com anr :

"For AnyVal ue: StringLi ke": {
"cognito-identity.anmazonaws. comanr": "l ogin. myprovider. nyapp"
}

For example, an app that trusts only Facebook would have the following amr clause:

"For AnyVal ue: Stri ngLi ke": {
"cognito-identity.amazonaws. com anr": "graph. facebook. cont

}

Access Policies

The permissions attached to a role are effective across all users that assume that role. If you want to
partition your users' access, you can do so via policy variables. Be careful when including your users'
identity IDs in your access policies, particularly for unauthenticated identities as these may change if
the user chooses to login.

For additional security protection, Amazon Cognito applies a scope-down policy to credentials
vended by Get Cr edent i al For I denti ty to prevent access to services other than these to your
unauthenticated users:

¢ CloudWatch

¢ Amazon Cognito Identity
¢ Amazon Cognito Sync

* DynamoDB

¢ Amazon Kinesis Firehose
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» Gamelift

* AWS loT

¢ Amazon Kinesis Streams
¢ AWS KMS

¢ AWS Lambda

¢ Amazon Lex

¢ Amazon Machine Learning
* Amazon Mobile Analytics
¢ Amazon Polly

¢ Amazon Rekognition

*« Amazon S3

¢ Amazon SimpleDB

* Amazon SES

e Amazon SNS

¢ Amazon SQS

If you need access to something other than these services for your unauthenticated users, you must
use the basic authentication flow. If you are getting Not Aut hor i zedExcept i on and you have
enabled access to the service in your unauthenticated role policy, this is likely the reason.

S3 Prefix

You can give a user a specific prefix "folder" in an S3 bucket by mapping the prefix to the ${ cogni t o-

i dentity.amazonaws. com sub} variable:

{
"Version": "2012-10-17",

"Statement": [
{
"Action": ["s3:ListBucket"],
"Effect": "Alow',
"Resource": ["arn:aws:s3:::nybucket"],
"Condition": {"StringLike": {"s3:prefix": ["${cognito-
identity.amazonaws. com sub}/*"]}}

b
{
"Action": [
"s3: Get Obj ect ",
"s3: Put Obj ect "

1,
"Effect": "Allow',

"Resource": ["arn:aws:s3:::nybucket/${cognito-
i dentity.amazonaws. com sub}/*"]
}
]
}

Fine-Grained Access to Amazon DynamoDB

You can use Amazon Cognito variables to provide fine-grained access control to Amazon DynamoDB

resources. Just grant access to items in DynamoDB by identity ID:

{

Version Last Updated: 07/28/2016
117



Amazon Cognito Developer Guide
Role Trust and Permissions

"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Alow',
"Action": [
"dynanodb: Get | t ent',
"dynanodb: Bat chGet | t ent',
"dynanodb: Query",
"dynanodb: Put |t ent,
"dynanodb: Updat el t ent',
"dynanodb: Del et el t ent',
"dynanodb: Bat chWiteltent
]

Resource": [

"arn: aws: dynanodb: us-west - 2: 123456789012: t abl e/ MyTabl e"
1.
"Condition": {

"For Al | Val ues: Stri ngEqual s":
"dynanodb: Leadi ngKeys": ["${cognito-identity.amzonaws. com sub}"]

Role Trust and Permissions

The way these roles differ is in their trust relationships. Let's take a look at an example trust policy for
an unauthenticated role:

{
"Version": "2012-10-17",
"Statenment”: [
{
"Sidt: o,
"Effect": "All ow',
"Principal": {
"Federated": "cognito-identity.amzonaws. conf
1
"Action": "sts:AssunmeRol eWthWebl dentity"”,
"Condition": {
"StringEqual s": {
"cognito-identity.amzonaws. com aud": "us-east-1:12345678- dead-
beef - caf e- 123456790ab"
}
"For AnyVal ue: StringLi ke": {
"cognito-identity.amazonaws. com anr": "unaut henti cated"
}
}
}
]
}

This policy defines that we want to allow federated users from cogni t o-i denti ty. amazonaws. com
(the issuer of the OpenID Connect token) to assume this role. Additionally, we make the restriction that
the aud of the token, in our case the identity pool ID, matches our identity pool. Finally, we specify that
the amr of the token contains the value unauthenticated.
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When Amazon Cognito creates a token, it will set the anr of the token to be either "unauthenticated"
or "authenticated" and in the authenticated case will include any providers used during authentication.
This means you can create a role that trusts only users that logged in via Facebook, simply by
changing the amr clause to look like the following:

"For AnyVal ue: Stri ngLi ke": {
"cognito-identity.amazonaws. com anr": "graph. facebook. cont

}

Be careful when changing your trust relationships on your roles, or when trying to use roles across
identity pools. If your role is not configured to correctly trust your identity pool, you will see an exception
from STS like the following:

AccessDenied -- Not authorized to perform sts: AssuneRol eWt hWebl dentity

If you see this, double check that you are using an appropriate role for your identity pool and
authentication type.

Role-Based Access Control

Amazon Cognito Federated Identities assigns your authenticated users a set of temporary, limited
privilege credentials to access your AWS resources. The permissions for each user are controlled
through IAM roles that you create. You can define rules to choose the role for each user based on
claims in the user's ID token. You can define a default role for authenticated users. You can also define
a separate IAM role with limited permissions for guest users who are not authenticated.

Creating Roles for Role Mapping

It is important to add the appropriate trust policy for each role so that it can only be assumed by
Amazon Cognito Identity for authenticated users in your identity pool. Here is an example of such a

trust policy:
{
"Version": "2012-10-17",
"Statenment": [
{
"Sidt:o"t,
"Effect": "Alow',
"Principal": {
"Federated": "cognito-identity.anmazonaws. cont
},
"Action": "sts:AssuneRol eWthWbl dentity",
"Condition": {
"StringEqual s": {
"cognito-identity.amzonaws. com aud": "us-east-1:12345678- dead-
beef - caf e- 123456790ab"
},
"For AnyVal ue: StringLi ke": {
"cognito-identity.amzonaws.comam": "authenti cated"
}
}
}
]
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}

This policy allows federated users from cogni t o-i denti t y. amazonaws. com(the issuer of the
OpenlID Connect token) to assume this role. Additionally, the policy restricts the aud of the token, in
this case the identity pool ID, to match the identity pool. Finally, the policy specifies that the anr of the
token contains the value aut henti cat ed.

Granting Pass Role Permission

To allow an IAM user to set roles with permissions in excess of the user's existing permissions on an
identity pool, you grant that user i am PassRol e permission to pass the role to the set -i denti ty-
pool - rol es API. For example, if the user cannot write to Amazon S3, but the IAM role that the
user sets on the identity pool grants write permission to Amazon S3, the user can only set this role if
i am PassRol e permission is granted for the role. The following example policy shows how to allow
i am PassRol e permission.

{
"Version": "2012-10-17",
"Statenent": [
{
"Sid': "Stnt1",
"Effect": "Allow',
"Action": [
"i am PassRol e"
1
"Resource": [
"arn:aws:iam:123456789012: rol e/ nyS3Wit eAccessRol e"
]
}
]
}

In this policy example, the i am PassRol e permission is granted for the myS3W i t eAccessRol e role.
The role is specified using the role's ARN. You must also attach this policy to your IAM user or role to
which your user belongs. For more information, see Working with Managed Policies.

Note

Lambda functions use resource-based policy, where the policy is attached directly to the
Lambda function itself. When creating a rule that invokes a Lambda function, you do not pass
arole, so the user creating the rule does not need the i am PassRol e permission. For more
information about Lambda function authorization, see Manage Permissions: Using a Lambda
Function Policy.

Using Tokens to Assign Roles to Users

For users who log in via Amazon Cognito Your User Pools, roles can be passed in the ID token that
was assigned by the user pool. The roles appear in the following claims in the ID token:

e The cogni t o: preferred_rol e claim is the role ARN.
e The cogni t o: rol es claim is a comma-separated string containing a set of allowed role ARNSs.

The claims are set as follows:

e The cogni t o: preferred_rol e claimis set to the role from the group with the best (lowest)
Pr ecedence value. If there is only one allowed role, cogni t o: pref erred_r ol e is set to that role.
If there are multiple roles and no single role has the best precedence, this claim is not set.
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e The cogni t o: r ol es claim is set if there is at least one role.

When using tokens to assign roles, if there are multiple roles that can be assigned to the user, Amazon
Cognito Federated Identities chooses the role as follows:

¢ Use the GetCredentialsForldentity Cust onRol eAr n parameter if it is set and it matches a role in the
cogni t o: r ol es claim. If this parameter doesn't match a role in cogni t o: r ol es, deny access.

« Ifthe cogni t o: preferred_rol e claim is set, use it.

« Ifthe cogni t o: preferred_rol e claim is not set, the cogni t o: r ol es claim is set, and
Cust onRol eAr n is not specified in the call to Get Cr edent i al sFor | denti ty, then the Role
resolution setting in the console or the Anbi guousRol eResol uti on field (in the Rol eMappi ngs
parameter of the SetldentityPoolRoles API) is used to determine the role to be assigned.

Using Rule-Based Mapping to Assign Roles to
Users

Rules allow you to map claims from an identity provider token to IAM roles.

Each rule specifies a token claim (such as a user attribute in the ID token from an Amazon Cognito
user pool), match type, a value, and an IAM role. The match type can be Equal s, Not Equal ,
StartsWt h, or Cont ai ns. If a user has a matching value for the claim, the user can assume that role
when the user gets credentials. For example, you can create a rule that assigns a specific IAM role for
users with a cust om dept custom attribute value of Sal es.

Note
In the rule settings, custom attributes require the cust om prefix to distinguish them from
standard attributes.
Rules are evaluated in order, and the 1AM role for the first matching rule is used, unless
Cust onRol eAr n is specified to override the order. For more information about user attributes in
Amazon Cognito user pools, see Specifying User Pool Attribute Settings (p. 13).

You can set multiple rules for an authentication provider in the identity pool console. Rules are applied
in order. You can drag the rules to change their order. The first matching rule takes precedence. If the
match type is Not Equal and the claim doesn't exist, the rule is not evaluated. If no rules match, the
Role resolution setting is applied to either Use default Authenticated role or DENY.

In the API and CLI, you can specify the role to be assigned when no rules match in the
Anbi guousRol eResol ut i on field of the RoleMapping type, which is specified in the Rol eMappi ngs
parameter of the SetldentityPoolRoles API.

For each user pool or other authentication provider configured for an identity pool, you can create up to
25 rules. If you need more than 25 rules for a provider, please open a Service Limit Increase support
case.

Token Claims to Use in Rule-Based Mapping

Amazon Cognito

An Amazon Cognito ID token is represented as a JSON Web Key Token (JWT). The token contains
claims about the identity of the authenticated user, such as nane, f am | y_nang, and phone_nunber .
For more information about standard claims, see the OpenID Connect specification. Apart from
standard claims, the following are the additional claims specific to Amazon Cognito:

e cogni to: groups
e cognito:roles
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e cognito:preferred_role

Amazon
The following claims, along with possible values for those claims, can be used with Login with Amazon:

* i ss:www.amazon.com
e aud: App Id
e sub: sub from the Login with Amazon token

Facebook
The following claims, along with possible values for those claims, can be used with Facebook:

¢ i ss: graph.facebook.com
e aud: App Id
¢ sub: sub from the Facebook token

Twitter/Digits
The following claims, along with possible values for those claims, can be used with Twitter/Digits:

¢ i ss: api.twitter.com or www.digits.com
e aud: App Id
¢ sub: Twitter/Digits user ID

Google

A Google token contains standard claims from the OpenID Connect specification. All of the claims in
the OpenlID token are available for rule-based mapping. See Google's OpenID Connect site to learn
about the claims available from the Google token.

OpenID

All of the claims in the Open Id Token are available for rule-based mapping. For more information
about standard claims, see the OpenlD Connect specification. Refer to your OpenlD provider
documentation to learn about any additional claims that are available.

SAML

Claims are parsed from the received SAML assertion. All the claims that are available in the SAML
assertion can be used in rule-based mapping.

Best Practices for Role-Based Access Control

Important

If the claim that you are mapping to a role can be modified by the end user, any end user can
assume your role and set the policy accordingly. Only map claims that cannot be directly set
by the end user to roles with elevated permissions. In an Amazon Cognito user pool, you can
set per-app read and write permissions for each user attribute.

Important

If you set roles for groups in an Amazon Cognito user pool, those roles are passed through
the user's ID token. To use these roles, you must also set Choose role from token for the
authenticated role selection for the identity pool.

Version Last Updated: 07/28/2016
122


http://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
http://openid.net/specs/openid-connect-core-1_0.html#StandardClaims

Amazon Cognito Developer Guide
Getting Credentials

You can use the Role resolution setting in the console and the Rol eMappi ngs parameter
of the SetldentityPoolRoles API to specify what the default behavior is when the correct role
cannot be determined from the token.

Getting Credentials

This section describes how to get credentials and how to retrieve an Amazon Cognito identity.

Android

You can use Amazon Cognito to deliver temporary, limited-privilege credentials to your application,
so that your users can access AWS resources. Amazon Cognito supports both authenticated and
unauthenticated identities. To provide AWS credentials to your app, follow the steps below.

1. In the Amazon Cognito console, create an identity pool and copy the starter code snippets.

2. If you haven't already done so, add the AWS Mobile SDK for Android to your project. For
instructions, see Set Up the Mobile SDK for Android.

3. Include the following import statements:

i mport com amazonaws. aut h. Cogni t oCachi ngCr edent i al sProvi der;
i mport com amazonaws. r egi ons. Regi ons;

4. Initialize the Amazon Cognito credentials provider using the code snippet generated by the Amazon
Cognito console. The value for | DENTI TY_POOL_| D will be specific to your account:

Cogni t oCachi ngCr edenti al sProvi der credenti al sProvider = new
Cogni t oCachi ngCr edenti al sProvi der (
get Appl i cati onContext (), // Context
"1 DENTI TY_POOL_I D', // ldentity Pool ID
Regi ons. US_EAST_1 // Region
)i

5. Pass the initialized Amazon Cognito credentials provider to the constructor of the AWS client to be
used. The code required depends on the service to be initialized. The client will use this provider to
get credentials with which it will access AWS resources.

Note

If you created your identity pool before February 2015, you will need to reassociate your
roles with your identity pool in order to use this constructor without the roles as parameters.
To do so, open the Amazon Cognito console, select your identity pool, choose Edit Identity
Pool, specify your authenticated and unauthenticated roles, and save the changes.

Retrieving an Amazon Cognito Identity

You can retrieve a uniqgue Amazon Cognito identifier (identity ID) for your end user immediately if
you're allowing unauthenticated users or after you've set the login tokens in the credentials provider if
you're authenticating users:

String identityld = credential sProvider.getldentityld();
Log. d("LogTag", "my IDis " + identityld);

Note
Do not callget I dentityld(),refresh(), orgetCredential s() inthe main thread
of your application. As of Android 3.0 (API Level 11), your app will automatically fail and
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throw a NetworkOnMainThreadException if you perform network 1/O on the main application
thread. You will need to move your code to a background thread using AsyncTask. For more
information, consult the Android documentation. You can also call get Cachedl denti tyl d()
to retrieve an ID, but only if one is already cached locally. Otherwise, the method will return
null.

IOS - Objective-C

You can use Amazon Cognito to deliver temporary, limited-privilege credentials to your application,
so that your users can access AWS resources. Amazon Cognito supports both authenticated and
unauthenticated identities. To provide AWS credentials to your app, follow the steps below.

1. Inthe Amazon Cognito console, create an identity pool and copy the starter code snippets.

2. If you haven't already done so, add the AWS Mobile SDK for iOS to your project. For instructions,
see Set Up the Mobile SDK for iOS.

3. Inyour source code, include the AWSCore header:

#i nmport <AWSCor e/ AWSCor e. h>

4. Initialize the Amazon Cognito credentials provider using the code snippet generated by the
Amazon Cognito console. The value for | DENTI TY_POOL_I D will be specific to your account:

AWSCogni t oCr edent i al sProvi der *credenti al sProvider =
[ [ AWBCogni t oCr edent i al sProvi der all oc]
i nit WthRegi onType: AWSRegi onUSEast 1 i dentityPool I d: @1 DENTI TY_POOL_I D'];
AWSSer vi ceConfiguration *configuration = [[ AWSServi ceConfiguration all oc]
i ni t WthRegi on: AWBRegi onUSEast 1 credenti al sProvi der: credenti al sProvider];
AWSSer vi ceManager . def aul t Ser vi ceManager . def aul t Servi ceConfi gurati on =
configuration;

Note

If you created your identity pool before February 2015, you will need to reassociate
your roles with your identity pool in order to use this constructor without the roles as
parameters. To do so, open the Amazon Cognito console, select your identity pool,
choose Edit Identity Pool, specify your authenticated and unauthenticated roles, and
save the changes.

Retrieving an Amazon Cognito Identity

You can retrieve a uniqgue Amazon Cognito identifier (identity ID) for your end user immediately if
you're allowing unauthenticated users or after you've set the login tokens in the credentials provider if
you're authenticating users:

/1 Retrieve your Amazon Cognito ID
[[credential sProvider getldentityld] continueWthBl ock: i d(AWsTask *task) {
if (task.error) {
NSLog( @Error: %@, task.error);

}

el se {
/1 the task result will contain the identity id
NSString *cognitold = task.result;

}

return nil;

H
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Note

get I denti tyl dis an asynchronous call. If an identity ID is already set on your
provider, you can call cr edent i al sProvi der.identityld to retrieve that identity,
which is cached locally. However, if an identity ID is not set on your provider, calling
credenti al sProvi der.identityld will return ni | . For more information, consult the
Mobile SDK for iOS API Reference.

I0OS - Swift

You can use Amazon Cognito to deliver temporary, limited-privilege credentials to your application,
so that your users can access AWS resources. Amazon Cognito supports both authenticated and
unauthenticated identities. To provide AWS credentials to your app, follow the steps below.

In the Amazon Cognito console, create an identity pool and copy the starter code snippets.

If you haven't already done so, add the Mobile SDK for iOS to your project. For instructions, see
Set Up the SDK for iOS.

3. Inyour source code, include the AWSCor e header:

i mport AWSCor e

4. Initialize the Amazon Cognito credentials provider using the code snippet generated by the
Amazon Cognito console. The value for | DENTI TY_POOL_| D will be specific to your account:

| et credential sProvider =
AWSCogni t oCr edent i al sProvi der (regi onType: .USEast1, identityPoolld:
"1 DENTI TY_POOL_| D")
I et configuration = AWSServi ceConfiguration(region: .USEast1,
credenti al sProvi der: credential sProvider)
AWSSer vi ceManager . def aul t (). defaul t Servi ceConfigurati on = configuration

Note

If you created your identity pool before February 2015, you will need to reassociate
your roles with your identity pool in order to use this constructor without the roles as
parameters. To do so, open the Amazon Cognito console, select your identity pool,
choose Edit Identity Pool, specify your authenticated and unauthenticated roles, and
save the changes.

Retrieving an Amazon Cognito Identity

You can retrieve a unique Amazon Cognito identifier (identity ID) for your end user immediately if
you're allowing unauthenticated users or after you've set the login tokens in the credentials provider if
you're authenticating users:

/1 Retrieve your Amazon Cognito ID
credenti al sProvider.getldentityld().conti nueWth(block: { (task) ->
AnyCbject? in

if (task.error !'=nil) {

print("Error: " + task.error!.localizedDescription)
}
el se {

/1 the task result will contain the identity id

let cognitold = task.result!
print("Cognito id: \(cognitold)")
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return task;

19

Note

get I denti tyl d is an asynchronous call. If an identity ID is already set on your
provider, you can call cr edent i al sProvi der.identityld to retrieve that identity,
which is cached locally. However, if an identity ID is not set on your provider, calling
credenti al sProvi der.identityld will return ni | . For more information, consult the
Mobile SDK for iOS API Reference.

JavasScript

You can use Amazon Cognito to deliver temporary, limited-privilege credentials to your application,
so that your users can access AWS resources. Amazon Cognito supports both authenticated and
unauthenticated identities. To provide AWS credentials to your app, follow the steps below.

/1l Set the region where your identity pool exists (us-east-1, eu-west-1)
AWB. config.region = 'us-east-1';

/1 Configure the credentials provider to use your identity pool
AWB. confi g.credentials = new AWS. Cogni tol dentityCredential s({
ldentityPool Id: 'IDENTITY_POOL_ID ,

1)

/1 Make the call to obtain credentials
AWB. confi g. credential s. get (function()({

/1l Credentials will be available when this function is called.
var accessKeyld = AWS. confi g.credenti al s. accessKeyl d;

var secret AccessKey = AWS. confi g.credenti al s. secret AccessKey;
var sessionToken = AWS. config.credenti al s. sessi onToken;

1)

Note

If you created your identity pool before February 2015, you will need to reassociate your roles
with your identity pool in order to use this constructor without the roles as parameters. To do
so, open the Amazon Cognito console, select your identity pool, choose Edit Identity Pool,
specify your authenticated and unauthenticated roles, and save the changes.

Retrieving an Amazon Cognito Identity
You can retrieve a unigue Amazon Cognito identifier (identity ID) for your end user immediately if

you're allowing unauthenticated users or after you've set the login tokens in the credentials provider if
you're authenticating users:

var identityld = AWS. config.credentials.identityld;

Unity

You can use Amazon Cognito to deliver temporary, limited-privilege credentials to your application,
so that your users can access AWS resources. Amazon Cognito supports both authenticated and
unauthenticated identities. To provide AWS credentials to your app, follow the steps below.
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1. In the Amazon Cognito console, create an identity pool and copy the starter code snippets.

2. If you haven't already done so, download and import the AWS Mobile SDK for Unity package into
your project. You can do so from the menu Assets > Import Package > Custom Package.

3. Paste the starter code snippet from the Console into the script you want to call Amazon Cognito
from. The value for | DENTI TY_POOL_| D will be specific to your account:

Cogni t oAWBCr edenti al s credentials = new Cogni t oAWSCr edenti al s (
"1 DENTI TY_POCOL_I D*, /] Cognito ldentity Pool 1D
Regi onEndpoi nt. USEast1 // Region

)

4. Pass the initialized Amazon Cognito credentials to the constructor of the AWS client to be used.
The code required depends on the service to be initialized. The client will use this provider to get
credentials with which it will access AWS resources.

Note

Note: If you created your identity pool before February 2015, you will need to reassociate
your roles with your identity pool in order to use this constructor without the roles as
parameters. To do so, open the Amazon Cognito console, select your identity pool, choose
Edit Identity Pool, specify your authenticated and unauthenticated roles, and save the
changes.

Retrieving an Amazon Cognito Identity

You can retrieve a unigue Amazon Cognito identifier (identity ID) for your end user immediately if
you're allowing unauthenticated users or after you've set the login tokens in the credentials provider if
you're authenticating users:

credential s. Getldentityl dAsync(del egat e( AmazonCogni t ol denti tyResul t<stri ng>

result) {
if (result.Exception !'=null) {
/| Excepti on!
}
string identityld = result. Response;
1)
Xamarin

You can use Amazon Cognito to deliver temporary, limited-privilege credentials to your application,
so that your users can access AWS resources. Amazon Cognito supports both authenticated and
unauthenticated identities. To provide AWS credentials to your app, follow the steps below.

1. In the Amazon Cognito console, create an identity pool and copy the starter code snippets.

2. If you haven't already done so, add the AWS Mobile SDK for Xamarin to your project. For
instructions, see Set Up the SDK for Xamarin.

3. Include the following using statements:

usi ng Amazon. Cogni tol dentity;

4. Paste the starter code snippet from the Console into the script you want to call Amazon Cognito
from. The value for | DENTI TY_POOL_| D will be specific to your account:

Cogni t oAWSCr edenti al s credential s = new Cogni t oAWSCr edenti al s (
"1 DENTI TY_POOL_I D*, /1 Cognito ldentity Pool ID
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Regi onEndpoi nt. USEast1 // Regi on
)

5. Pass the initialized Amazon Cognito credentials to the constructor of the AWS client to be used.
The code required depends on the service to be initialized. The client will use this provider to get
credentials with which it will access AWS resources.

Note

Note: If you created your identity pool before February 2015, you will need to reassociate your
roles with your identity pool in order to use this constructor without the roles as parameters.
To do so, open the Amazon Cognito console, select your identity pool, choose Edit Identity
Pool, specify your authenticated and unauthenticated roles, and save the changes.

Retrieving an Amazon Cognito Identity

You can retrieve a uniqgue Amazon Cognito identifier (identity ID) for your end user immediately if
you're allowing unauthenticated users or after you've set the login tokens in the credentials provider if
you're authenticating users:

var identityld = await credentials. GetldentityldAsync();

Accessing AWS Services

Once the Amazon Cognito credentials provider is initialized and refreshed, you can pass it directly to
the initializer for an AWS client. For example, the following snippet initializes an Amazon DynamoDB
client:

Android

/! Create a service client with the provider
AmazonDynanmoDB client = new AnazonDynanoDBC i ent (credenti al sProvi der);

The credentials provider communicates with Amazon Cognito, retrieving both the unique identifier for
authenticated and unauthenticated users as well as temporary, limited privilege AWS credentials for
the AWS Mobile SDK. The retrieved credentials are valid for one hour, and the provider refreshes them
when they expire.

IOS - Objective-C

/1 create a configuration that uses the provider
AWESer vi ceConfiguration *configuration = [ ANSSer vi ceConfi guration
configurati onWt hRegi on: AWSRegi onUSEast 1 provi der: credenti al sProvi der];

/1 get a client with the default service configuration
AWEDynanoDB *dynanoDB = [ AWSDynanoDB def aul t DynanoDB] ;

The credentials provider communicates with Amazon Cognito, retrieving both the unique identifier for
authenticated and unauthenticated users as well as temporary, limited privilege AWS credentials for
the AWS Mobile SDK. The retrieved credentials are valid for one hour, and the provider refreshes them
when they expire.
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I0S - Swift

/1 get a client with the default service configuration
| et dynanoDB = AWSDynanoDB. def aul t ()

/1 get a client with a custom configuration
AWSDynanoDB. r egi ster (wi th: configuration!, forKey: "USWst2DynanoDB");
| et dynanpoDBCust om = AWSDynanoDB( f or Key: "USWest 2DynanoDB")

The credentials provider communicates with Amazon Cognito, retrieving both the unique identifier for
authenticated and unauthenticated users as well as temporary, limited privilege AWS credentials for
the AWS Mobile SDK. The retrieved credentials are valid for one hour, and the provider refreshes them
when they expire.

JavaScript

/! Create a service client with the provider
var dynanodb = new AWSB. DynanoDB({regi on: 'us-west-2'});

The credentials provider communicates with Amazon Cognito, retrieving both the unique identifier for
authenticated and unauthenticated users as well as temporary, limited privilege AWS credentials for
the AWS Mobile SDK. The retrieved credentials are valid for one hour, and the provider refreshes them
when they expire.

Unity

/] create a service client that uses credentials provided by Cognito
AmazonDynamoDBCd i ent client = new AmazonDynanoDBC i ent (credentials, REGA ON);

The credentials provider communicates with Amazon Cognito, retrieving both the unique identifier for
authenticated and unauthenticated users as well as temporary, limited privilege AWS credentials for
the AWS Mobile SDK. The retrieved credentials are valid for one hour, and the provider refreshes them
when they expire.

Xamarin

/'l create a service client that uses credentials provided by Cognito
var client = new AmazonDynanoDBC i ent (credentials, REGQ ON)

The credentials provider communicates with Amazon Cognito, retrieving both the unique identifier for
authenticated and unauthenticated users as well as temporary, limited privilege AWS credentials for
the AWS Mobile SDK. The retrieved credentials are valid for one hour, and the provider refreshes them
when they expire.

External Identity Providers

Using the | ogi ns property, you can set credentials received from an identity provider. Moreover, you
can associate an Amazon Cognito identity with multiple identity providers. For example, you could set
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both the Facebook and Google tokens in the | ogi ns property, so that the unigue Amazon Cognito
identity would be associated with both identity provider logins. No matter which account the end user
uses for authentication, Amazon Cognito returns the same user identifier.

The instructions below guide you through authentication with the identity providers supported by
Amazon Cognito.

Topics
e Facebook (p. 130)
¢ Amazon (p. 135)
e Google (p. 138)
¢ Twitter/Digits (p. 145)
¢ Open ID Connect Providers (p. 148)
¢ SAML Identity Provider (p. 150)

Facebook

Amazon Cognito integrates with Facebook to provide federated authentication for your mobile
application users. This section explains how to register and set up your application with Facebook as
an identity provider.

Set Up Facebook

You need to register your application with Facebook before you can start authenticating Facebook
users and interacting with Facebook APIs.

The Facebook Developers portal takes you through the process of setting up your application. If you
haven't gone through that process yet, you'll need to do so before you can integrate Facebook in your
Amazon Cognito Identity Pool:

To set up Facebook

1. Atthe Facebook Developers portal, log in with your Facebook credentials.
2. From the Apps menu, select Add a New App.
3. Select a platform and complete the quick start process.

Android

The Facebook Getting Started Guide provides additional information on integrating with Facebook
Login.

iOS - Objective-C

The Facebook Getting Started Guide provides additional information about integrating with Facebook
Login.

iI0S - Swift

The Facebook Getting Started Guide provides additional information about integrating with Facebook
Login.

JavaScript

The Facebook Getting Started Guide provides additional information about integrating with Facebook
Login.
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Unity

The Facebook Getting Started Guide provides additional information about integrating with Facebook
Login.

Xamarin

To provide Facebook authentication, first follow the appropriate flow below to include and set up the
Facebook SDK in your application. Amazon Cognito uses the Facebook access token to generate a
unique user identifier that is associated to a Cognito Identity.

¢ Facebook iOS SDK by Xamarin
¢ Facebook Android SDK by Xamarin

Configure the External Provider in the Amazon Cognito
Console

From the Amazon Cognito Console home page:
1. Click the name of the identity pool for which you want to enable Facebook as an external provider.
The Dashboard page for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool
page appears.

Scroll down and click Authentication providers to expand it.

Click the Facebook tab.

Click Unlock.

Enter the Facebook App ID you obtained from Facebook, and then click Save Changes.

o ok~ w

Using Facebook

Android

To provide Facebook authentication, first follow the Facebook guide to include their SDK in your
application. Then add a "Login with Facebook" button to your Android user interface. The Facebook
SDK uses a session object to track its state. Amazon Cognito uses the access token from this session
object to authenticate the user, generate the unique identifier, and, if needed, grant the user access to
other AWS resources.

Once you have authenticated your user with the Facebook SDK, add the session token to the Amazon
Cognito credentials provider.

Facebook SDK 4.0 or later:

Map<String, String> |logins = new HashMap<String, String>();
| ogi ns. put (" graph. facebook. cont',

AccessToken. get Current AccessToken(). get Token());
credenti al sProvi der. set Logi ns(l ogi ns);

Facebook SDK before 4.0:

Map<String, String> |ogins = new HashMap<String, String>();
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| ogi ns. put (" graph. facebook. cont,
Sessi on. get Acti veSessi on() . get AccessToken());
credenti al sProvi der. set Logi ns(l ogi ns);

The Facebook login process initializes a singleton session in its SDK. The Facebook session

object contains an OAuth token that Amazon Cognito uses to generate AWS credentials for your
authenticated end user. Amazon Cognito also uses the token to check against your user database
for the existence of a user matching this particular Facebook identity. If the user already exists, the
API returns the existing identifier. Otherwise a new identifier is returned. Identifiers are automatically
cached by the client SDK on the local device.

Note
After setting the logins map, you'll need to make a call to r ef r esh or get to actually get the
AWS credentials.

iOS - Objective-C

To add Facebook authentication, first follow the Facebook guide to integrate the Facebook SDK into
your application. Then add a Login with Facebook button to your user interface. The Facebook SDK
uses a session object to track its state. Amazon Cognito uses the access token from this session
object to authenticate the user and bind them to a unique Amazon Cognito identity.

To provide the Facebook access token to Amazon Cognito, implement the
AWSildentityProviderManager protocol.

In the implementation of the | ogi ns method, return a dictionary containing
AWBI dent i t yProvi der Facebook as the key and the current access token from the authenticated
Facebook user as the value, as shown in the following code example.

- (AWSBTask<NSDi cti onary<NSString *, NSString *> *> *)| ogi ns {
FBSDKAccessToken* fbToken = [ FBSDKAccessToken current AccessToken];
i f(fbToken){
NSString *token = fbToken.tokenString;
return [ AWSTask taskWthResult: @ AWl dentityProviderFacebook :
token }];
}el sef
return [ AWSTask taskWthError: [ NSError errorWthDonai n: @ Facebook
Logi n"
code: -1

userinfo:@@error": @No current Facebook access token"}]];

}

When you instantiate the AW5sCogni t oCr edent i al sProvi der, pass the class that implements
AWl dent i t yProvi der Manager as the value of i denti t yPr ovi der Manager in the constructor.
For more information, go to the AWSCognitoCredentialsProvider reference page and choose
initWithRegionType:identityPoolld:identityProviderManager.

iI0S - Swift

To add Facebook authentication, first follow the Facebook guide to integrate the Facebook SDK into
your application. Then add a Login with Facebook button to your user interface. The Facebook SDK
uses a session object to track its state. Amazon Cognito uses the access token from this session
object to authenticate the user and bind them to a unique Amazon Cognito identity.

To provide the Facebook access token to Amazon Cognito, implement the
AWSldentityProviderManager protocol.

Version Last Updated: 07/28/2016
132



https://developers.facebook.com/docs/ios
https://developers.facebook.com/docs/facebook-login/ios
http://docs.aws.amazon.com/AWSiOSSDK/latest/Protocols/AWSIdentityProviderManager.html
http://docs.aws.amazon.com/AWSiOSSDK/latest/Classes/AWSCognitoCredentialsProvider.html
https://developers.facebook.com/docs/ios
https://developers.facebook.com/docs/facebook-login/ios
http://docs.aws.amazon.com/AWSiOSSDK/latest/Protocols/AWSIdentityProviderManager.html

Amazon Cognito Developer Guide
Facebook

In the implementation of the | ogi ns method, return a dictionary containing
AWl dent i t yProvi der Facebook as the key and the current access token from the authenticated
Facebook user as the value, as shown in the following code example.

cl ass FacebookProvi der: NSCbject, AWSIdentityProviderManager {
func | ogins() -> AWsTask<NSDi cti onary> {
if let token = AccessToken. current?. aut henti cati onToken {
return AWSTask(result: [AWBI dentityProvi der Facebook: t oken])

}
return AWSTask(error: NSError(domai n: "Facebook Login", code: -1,
userlnfo: ["Facebook" : "No current Facebook access token"]))

}

When you instantiate the AW5Cogni t oCr edent i al sProvi der, pass the class that implements
AWl dent i t yProvi der Manager as the value of i denti t yPr ovi der Manager in the constructor.
For more information, go to the AWSCognitoCredentialsProvider reference page and choose
initWithRegionType:identityPoolld:identityProviderManager.

JavaScript

To provide Facebook authentication, follow the Facebook Login for the Web to add the "Login with
Facebook" button on your website. The Facebook SDK uses a session object to track its state.
Amazon Cognito uses the access token from this session object to authenticate the user, generate the
unique identifier, and, if needed, grant the user access to other AWS resources.

Once you have authenticated your user with the Facebook SDK, add the session token to the Amazon
Cognito credentials provider.

FB. | ogi n(function (response) {

/1 Check if the user |ogged in successfully.
if (response. aut hResponse) {

consol e.log(' You are now | ogged in.");

/1 Add the Facebook access token to the Cognito credentials |ogin nap.
AWB. confi g.credentials = new AWB. Cogni tol dentityCredential s({
IdentityPool Id: "I DENTITY_POOL_ID,
Logi ns: {
' graph. facebook. com : response. aut hResponse. accessToken
}
1)

/] Obtain AWS credentials
AWS. config.credential s.get(function(){
/1l Access AWS resources here.

1)

} else {
consol e.l og(' There was a problem | ogging you in."');

}
1)

The Facebook SDK obtains an OAuth token that Amazon Cognito uses to generate AWS credentials
for your authenticated end user. Amazon Cognito also uses the token to check against your user
database for the existence of a user matching this particular Facebook identity. If the user already
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exists, the API returns the existing identifier. Otherwise a new identifier is returned. Identifiers are
automatically cached by the client SDK on the local device.

Note

After setting the logins map, you need to make a call to r ef r esh or get to get the AWS
credentials. For a code example, see "Use Case 17, Integrating User Pools with Cognito
Identity," in the JavaScript README file.

Unity

To provide Facebook authentication, first follow the Facebook guide to include and set up their SDK in
your application. Amazon Cognito uses the Facebook access token from the 'FB' object to generate a
unique user identifier that is associated to a Cognito Identity.

Once you have authenticated your user with the Facebook SDK, add the session token to the Amazon
Cognito credentials provider:

void Start()

{
FB. I nit(del egate() {
if (FB.lsLoggedln) { //User already logged in froma previous session
AddFacebookTokenToCogni t o();
} else {
FB. Login ("emmil", FacebookLogi nCal | back);
}
)
}
voi d FacebookLogi nCal | back(FBResult result)
{
if (FB.IsLoggedln)
{
AddFacebookTokenToCogni t o();
}
el se
{
Debug. Log("FB Login error");
}
}
voi d AddFacebookTokenToCognit o()
{

credenti al s. AddLogi n ("graph. facebook. cont,
AccessToken. Current AccessToken. TokenStri ng);

}

You should make sure to call FB. Logi n() and that FB. | sLogged]I n is true before using
FB. AccessToken.

Xamairin

Xamarin for Android:

public void InitializeFacebook() {
FacebookSdk. Sdki nitialize(this.ApplicationContext);
cal | backManager = Cal | backManager Factory. Create();
Logi nManager . | nst ance. Regi st er Cal | back( cal | backManager, new
FacebookCal | back & t; LoginResult &gt; () {
Handl eSuccess = |l ogi nResult = &gt; {
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var accessToken = | ogi nResul t. AccessToken;
credenti al s. AddLogi n("graph. facebook. conf', accessToken. Token);
/1 open new activity
H
Handl eCancel = () = &gt; {
//throw error nessage
H
Handl eError = logi nError = &gt; {
//throw error nessage
}
1)
Logi nManager . | nst ance. Logl nWt hReadPer m ssions(this, new List & t; string
&gt; |
"public_profile"
1)
}

Xamarin for iOS:

public void InitializeFacebook() {
Logi nManager | ogin = new Logi nManager () ;
| ogi n. Logl nW t hReadPer i ssi ons(readPer mi ssi ons. ToArray(),
del egat e( Logi nManager Logi nResult result, NSError error) ({
if (error !'=null) {
//throw error nessage
} else if (result.lsCancelled) {
//throw error nessage
} else {
var accessToken = | ogi nResul t. AccessToken,;
credenti al s. AddLogi n( " graph. facebook. conf', accessToken. Token);
// open new view controller

}
1)
}

Amazon

Amazon Cognito integrates with Login with Amazon to provide federated authentication for your mobile
application and web application users. This section explains how to register and set up your application
with Amazon as an identity provider.

There are two ways to set up Login with Amazon to work with Amazon Cognito. If you're not sure which
one to use, or if you need to use both, see "Setting Up Login with Amazon" in the Login with Amazon
FAQ.

« Through the Amazon Developer Portal. Use this method if you want to let your end users
authenticate with Amazon, but you don’t have a Seller Central account.

¢ Through Seller Central using http://login.amazon.com/. Use this method if you are a retail merchant
that uses Seller Central.

Note
For Xamarin, follow the Xamarin Getting Started Guide to integrate Login with Amazon into
your Xamarin application.

Note
Amazon integration is not natively supported on the Unity platform. Integration currently
requires the use of a web view to go through the browser sign in flow.
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Setting Up Login with Amazon

To implement Login with Amazon, do one of the following:

« Create a Security Profile 1D for your application through the Amazon Developer Portal. Use this
method if you want to let your end users authenticate with Amazon, but you don’t have a Seller
Central account. The Developer Portal Login with Amazon documentation takes you through the
process of setting up Login with Amazon in your application, downloading the client SDK, and
declaring your application on the Amazon developer platform. Make a note of the Security Profile ID,
as you'll need to enter it as the Amazon App ID when you create an Amazon Cognito identity pool,
as described in Getting Credentials.

« Create an Application ID for your application through Seller Central using http://login.amazon.com/.
Use this method if you are a retail merchant that uses Seller Central. The Seller Central Login with
Amazon documentation takes you through the process of setting up Login with Amazon in your
application, downloading the client SDK, and declaring your application on the Amazon developer
platform. Make a note of the Application ID, as you'll need to enter it as the Amazon App ID when
you create an Amazon Cognito identity pool, as described in Getting Credentials.

Configure the External Provider in the Amazon Cognito
Console

From the Amazon Cognito Console home page:

1. Click the name of the identity pool for which you want to enable Amazon as an external provider.
The Dashboard page for your identity pool appears.

In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.

Scroll down and click Authentication providers to expand it.
Choose the Amazon tab.
Choose Unlock.

n

o0k w

Enter the Amazon App ID you obtained from Amazon, and then choose Save Changes.

Use Login with Amazon: Android

Once you've implemented Amazon login, you can pass the token to the Amazon Cognito credentials
provider in the onSuccess method of the TokenListener interface. The code looks like this:

@verride
public void onSuccess(Bundl e response) {
String token = response. get String(Aut hzConst ants. BUNDLE_KEY. TOKEN. val ) ;
Map<String, String> |ogins = new HashMap<String, String>();
| ogi ns. put ("ww. amazon. cont', token);
credenti al sProvi der. set Logi ns(| ogi ns);

Use Login with Amazon: iOS - Objective-C

Once you've implemented Amazon login, you can pass the token to the Amazon Cognito credentials
provider in the requestDidSucceed method of the AMZNAccessTokenDelegate:

- (void)request Di dSucceed: (APl Result \*)api Result {
if (api Result.api == kAPI Aut horizeUser) {
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[ Al Mbbi | eLi b get AccessTokenFor Scopes: [ NSArr ay
arrayWthObject: @profile"] withOverrideParans: nil del egate:self];

else if (api Result.api == KAPI Get AccessToken) {
credenti al sProvider.logins =
@ @ AWsCogni t oLogi nProvi der KeyLogi nW t hAmazon): api Result.result };
}
1}

Use Login with Amazon: iOS - Swift

Once you've implemented Amazon login, you can pass the token to the Amazon Cognito credentials
provider in the r equest Di dSucceed method of the AMEZNAccessTokenDel egat e:

func request Di dSucceed(api Result: APIResult!) {

if api Result.api == API.AuthorizeUser ({
Al Mobi | eLi b. get AccessTokenFor Scopes(["profile"], w thQOverrideParans:
nil, delegate: self)
} else if apiResult.api == API.Get AccessToken {

credenti al sProvider.logins =
[ AWsCogni t oLogi nProvi der Key. Logi nW t hAmazon. rawval ue: api Result.result]

Use Login with Amazon: JavaScript

After the user authenticates with Amazon and is redirected back to your website, the Amazon
access_token is provided in the query string. Pass that token into the credentials login map.

AWB. confi g.credentials = new AWB. Cogni tol dentityCredential s({
I dentityPool Id: ' IDENTITY POOL_ID,
Logi ns: {
"www. amazon. com : ' Amazon Access Token'
}

1)

Use Login with Amazon: Xamarin

Xamarin for Android

AmazonAut hori zat i onManager manager = new AmazonAut hori zati onManager (this,
Bundl e. Empty);

var tokenListener = new APl Li stener {
Success = response => {
/1 Get the auth token
var token = response. Get Stri ng( Aut hzConst ants. BUNDLE_KEY. Token. Val ) ;
credenti al s. AddLogi n("ww. anazon. coni', token);
}
s

/1 Try and get existing login

manager . Get Token(new[] {
"profile"

}, tokenListener);
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Xamarin for iOS

In AppDelegate.cs, insert the following:

public override bool OpenUrl (Ul Application application, NSUIl url, string

sour ceAppl i cati on, NSObject annotation)

{
/1 Pass on the url to the SDK to parse authorization code fromthe url
bool isValidRedirectSi gnlnURL = Al Mbbil eLi b. Handl eQpenUr | (url,

sour ceApplication);
if(!isValidRedirectSignlnURL)
return fal se;

/1 App may al so want to handl e url
return true;

Then, in ViewController.cs, do the following:

public override void ViewD dLoad ()
{

base. LoadVi ew ();

/1l Here we create the Amazon Login Button
bt nLogi n = Ul Button. FromType (Ul ButtonType. RoundedRect);
bt nLogi n. Frame = new Rect angl eF (55, 206, 209, 48);
bt nLogin. SetTitle ("Login using Arazon", Ul Control State. Nornal);
bt nLogi n. TouchUpl nsi de += (sender, e) => {
Al Mobi | eLi b. Aut hori zeUser (new [] { "profile"}, new
AMZNAuUt hori zat i onDel egate ());
i
Vi ew. AddSubvi ew (bt nLogi n);

}

/1 dass that handl es Authentication Success/Failure
public class AMZNAut hori zati onDel egate : Al Aut henti cati onDel egat e

{
public override voi d Request Di dSucceed( Api Result api Resul t)

{
/1 Your code after the user authorizes application for requested scopes
var token = api Result["access_t oken"];
credenti al s. AddLogi n("ww. anazon. conf', t oken) ;

}

public override void RequestDi dFai | (Api Error error Response)

{

/'l Your code when the authorization fails
I nvokeOnMai nThread(() => new U Al ertVi ew("User Authorization Failed",
error Response. Error. Message, null, "Ok", null). Show));

}

Google

Amazon Cognito integrates with Google to provide federated authentication for your mobile application
users. This section explains how to register and set up your application with Google as an identity
provider.
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Android

NOTE: If your app uses Google and will be available on multiple mobile platforms,
you should configure it as an OpenlD Connect Provider, adding all created client IDs
as additional audience values to allow for better integration. To learn more about
Google's cross-client identity model, see Cross-client Identity.

Set Up Google

To enable Google+ Sign-in for Android, you will need to create a Google Developers console project
for your application.

1. Go to the Google Developers console and create a new project.
2. Under APIs and auth > APIs > Social APIs, enable the Google+ API.

3. Under APIs and auth > Credentials > OAuth consent screen, create the dialog that will be shown
to users when your app requests access to their private data.

4. Under Credentials > Add Credentials, create an OAuth 2.0 client ID for Android. You will need a
client ID for each platform you intend to develop for (e.g. web, iOS, Android).

5. Under Credentials > Add Credentials, create a Service Account. The console will alert you that a
new public/private key has been created.

For additional instructions on using the Google Developers console, see Managing projects in the
Developers Console.

For additional instructions on integrating Google+ into your Android app, see the Google
documentation for Android.
Configure the External Provider in the Amazon Cognito Console

From the Amazon Cognito Console home page:

1. Click the name of the identity pool for which you want to enable Amazon as an external provider.
The Dashboard page for your identity pool appears.

. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.

. Scroll down and click Authentication providers to expand it.

. Click the Google tab.

. Click Unlock.

. Enter the Google Client ID you obtained from Google, and then click Save Changes.

N
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Use Google

To enable login with Google in your application, follow the Google+ documentation for Android.
Successful authentication results in an OpenlID Connect authentication token, which Amazon Cognito
uses to authenticate the user and generate a unique identifier.

The following sample code shows how to retrieve the authentication token from the Google Play
Service:

Googl ePl ayServi cesUtil.i sGoogl ePl aySer vi cesAvai | abl e(get Applicati onContext());
Account Manager am = Account Manager. get(this);
Account[] accounts =

am get Account sByType( Googl eAut hUt i | . GOOGLE_ACCOUNT_TYPE) ;
String token = Googl eAuthUtil . get Token(get Appli cationContext(),

account s[ 0] . nane,

"audi ence: server:client_id: YOUR_ GOOGLE _CLIENT_I D");

Map<String, String> |ogins = new HashMap<String, String>();

Version Last Updated: 07/28/2016
139



open-id.html
https://developers.google.com/accounts/docs/CrossClientAuth
https://console.developers.google.com/
https://developers.google.com/console/help/new/?hl=en
https://developers.google.com/console/help/new/?hl=en
https://developers.google.com/+/mobile/android/getting-started
https://developers.google.com/+/mobile/android/getting-started
https://console.aws.amazon.com/cognito/home
https://developers.google.com/+/mobile/android/sign-in

Amazon Cognito Developer Guide
Google

| ogi ns. put ("accounts. googl e. cont', token);
credenti al sProvi der. set Logi ns(l ogi ns);

I0S - Objective-C

Note

If your app uses Google and will be available on multiple mobile platforms, you should
configure it as an OpenID Connect Provider, adding all created client IDs as additional
audience values to allow for better integration. To learn more about Google's cross-client
identity model, see Cross-client Identity.

To enable Google+ Sign-in for iOS, you will need to create a Google Developers console project for
your application.

Set Up Google

1. Go tothe Google Developers console and create a new project.
2. Under APIs and auth > APIs > Social APIs, enable the Google+ API.

3. Under APIs and auth > Credentials > OAuth consent screen, create the dialog that will be
shown to users when your app requests access to their private data.

4. Under Credentials > Add Credentials, create an OAuth 2.0 client ID for iOS. You will need a
client ID for each platform you intend to develop for (e.g. web, iOS, Android).

5. Under Credentials > Add Credentials, create a Service Account. The console will alert you that a
new public/private key has been created.

For additional instructions on using the Google Developers console, see Managing projects in the
Developers Console.

For additional instructions on integrating Google+ into your iOS app, see the Google documentation for
iOS.

From the Amazon Cognito Console home page:
Configure the External Provider in the Amazon Cognito Console

1. Click the name of the identity pool for which you want to enable Amazon as an external provider.
The Dashboard page for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.

3. Scroll down and click Authentication providers to expand it.

4. Click the Google tab.

5. Click Unlock.

6. Enter the Google Client ID you obtained from Google, and then click Save Changes.

Use Google

To enable login with Google in your application, follow the Google+ documentation for iOS. Successful
authentication results in an OpenlD Connect authentication token, which Amazon Cognito uses to
authenticate the user and generate a unique identifier.

Successful authentication results in a GTMOAuth2Authentication object which contains an id_token,
which Amazon Cognito uses to authenticate the user and generate a unique identifier:

- (void)fini shedWthAut h: (GIMOAut h2Aut hentication *)auth error: (NSError *)
error {
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NSString *idToken = [auth. paraneters object ForKey: @i d_t oken"];
credential sProvider.logins = @ @ AWSCogni t oLogi nProvi der KeyGoogl e) :
i dToken };

}
I0S - Swift
Note

If your app uses Google and will be available on multiple mobile platforms, you should
configure it as an OpenID Connect Provider, adding all created client IDs as additional
audience values to allow for better integration. To learn more about Google's cross-client
identity model, see Cross-client Identity.

To enable Google+ Sign-in for iOS, you will need to create a Google Developers console project for
your application.

Set Up Google

1. Go tothe Google Developers console and create a new project.
Under APIs and auth > APIs > Social APIs, enable the Google+ API.

Under APIs and auth > Credentials > OAuth consent screen, create the dialog that will be
shown to users when your app requests access to their private data.

4. Under Credentials > Add Credentials, create an OAuth 2.0 client ID for iOS. You will need a
client ID for each platform you intend to develop for (e.g. web, iOS, Android).

5. Under Credentials > Add Credentials, create a Service Account. The console will alert you that a
new public/private key has been created.

For additional instructions on using the Google Developers console, see Managing projects in the
Developers Console.

For additional instructions on integrating Google+ into your iOS app, see the Google documentation for
iOS.

From the Amazon Cognito Console home page:
Configure the External Provider in the Amazon Cognito Console

1. Click the name of the identity pool for which you want to enable Amazon as an external provider.
The Dashboard page for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page

appears.

3. Scroll down and click Authentication providers to expand it.

4. Click the Google tab.

5. Click Unlock.

6. Enter the Google Client ID you obtained from Google, and then click Save Changes.
Use Google

To enable login with Google in your application, follow the Google+ documentation for iOS. Successful
authentication results in an OpenlD Connect authentication token, which Amazon Cognito uses to
authenticate the user and generate a unique identifier.

Successful authentication results in a GTMOAut h2Aut hent i cat i on object which contains an
i d_t oken, which Amazon Cognito uses to authenticate the user and generate a unique identifier:
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func finishedWthAuth(auth: GIMOAut h2Aut hentication!, error: NSError!) {

if error !'=nil {
print(error.|localizedDescription)

}

el se {
I et idToken = auth. paraneters. obj ect For Key("i d_t oken")
credenti al sProvider.logins =

[ AWBCogni t oLogi nPr ovi der Key. Googl e. rawval ue: idToken!]

JavaScript

NOTE: If your app uses Google and will be available on multiple mobile platforms,
you should configure it as an OpenlD Connect Provider, adding all created client IDs
as additional audience values to allow for better integration. To learn more about
Google's cross-client identity model, see Cross-client Identity.

Set Up Google

To enable Google+ Sign-in for your web application, you will need to create a Google Developers
console project for your application.

1. Go to the Google Developers console and create a new project.
2. Under APIs and auth > APIs > Social APIs, enable the Google+ API.

3. Under APIs and auth > Credentials > OAuth consent screen, create the dialog that will be shown
to users when your app requests access to their private data.

4. Under Credentials > Add Credentials, create an OAuth 2.0 client ID for your web application. You
will need a client ID for each platform you intend to develop for (e.g. web, iOS, Android).

5. Under Credentials > Add Credentials, create a Service Account. The console will alert you that a
new public/private key has been created.

For additional instructions on using the Google Developers console, see Managing projects in the
Developers Console.
Configure the External Provider in the Amazon Cognito Console

From the Amazon Cognito Console home page:

1. Click the name of the identity pool for which you want to enable Amazon as an external provider.
The Dashboard page for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.

. Scroll down and click Authentication providers to expand it.

. Click the Google tab.

. Click Unlock.

. Enter the Google Client ID you obtained from Google, and then click Save Changes.

o 01 A~ W

Use Google
To enable login with Google in your application, follow the Google+ documentation for Web.

Successful authentication results in a response object which contains an i d_t oken, which Amazon
Cognito uses to authenticate the user and generate a unique identifier:
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function signinCallback(authResult) {
if (authResult['status']['signed_in']) {

/] Add the Google access token to the Cognito credentials |ogin map.
AWS. config.credentials = new AWS. Cogni tol dentityCredential s({
IdentityPool Id: ' IDENTITY_POOL_ID ,
Logi ns: {
"accounts. google.com: authResult['id_token']
}
1)

/]l Obtain AWS credentials
AWS. config.credentials.get(function(){
/1l Access AWS resources here.

1)

Unity

Set Up Google

To enable Google+ Sign-in for your web application, you will need to create a Google Developers
console project for your application.

1. Go to the Google Developers console and create a new project.
2. Under APIs and auth > APIs > Social APIs, enable the Google+ API.

3. Under APIs and auth > Credentials > OAuth consent screen, create the dialog that will be shown
to users when your app requests access to their private data.

4. For Unity, you need to create a total of three IDs: two for Android and one for iOS. Under
Credentials > Add Credentials:

¢ Android: Create an OAuth 2.0 client ID for Android and an OAuth 2.0 client ID for a web
application.

¢ |{OS: Create an OAuth 2.0 client ID for iOS.

5. Under Credentials > Add Credentials, create a Service Account. The console will alert you that a
new public/private key has been created.

Create an OpenlID Provider in the IAM Console

1. Next, you will need to create an OpenlID Provider in the IAM Console. For instructions on how to set
up an OpenlD Provider, see Using OpenID Connect Identity Providers.

2. When prompted for your Provider URL, enter "ht t ps: // account s. googl e. cont'.

3. When prompted to enter a value in the Audience field, enter any one of the three client IDs your
created in the previous steps.

4. After creating the provider, click on the provider name and add two more audiences, providing the
two remaining client IDs.

Configure the External Provider in the Amazon Cognito Console

From the Amazon Cognito Console home page:

1. Click the name of the identity pool for which you want to enable Amazon as an external provider.
The Dashboard page for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.
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3. Scroll down and click Authentication providers to expand it.
4. Click the Google tab.
5. Click Unlock.

6. Enter the Google Client ID you obtained from Google, and then click Save Changes.

Install the Unity Google Plugin

1. Add the Google Play Games plugin for Unity to your Unity project.

2. In Unity, from the Windows menu, configure the plugin using the three IDs for the Android and iOS
platforms.

Use Google

The following sample code shows how to retrieve the authentication token from the Google Play
Service:

void Start ()
{

Pl ayGanesd i ent Confi guration config = new

Pl ayGanesd i ent Confi guration. Bui l der().Build();

Pl ayGanesPl atform Initializel nstance(config);

Pl ayGanesPl at f or m DebugLogEnabl ed = true;

Pl ayGanesPl at form Acti vate();

Soci al . | ocal User. Aut hent i cat e( Googl eLogi nCal | back) ;

}

voi d Googl eLogi nCal | back(bool success)
{
if (success)
{
string token = PlayGanesPl atform I nst ance. Get | dToken();
credenti al s. AddLogi n("accounts. googl e. cont', token);
}
el se
{
Debug. LogError (" Google login failed. If you are not running in an actual
Androi d/i CS device, this is expected.");
}
}

Xamarin

Note: Google integration is not natively supported on the Xamarin platform.
Integration currently requires the use of a web view to go through the browser sign in
flow. To learn how Google integration works with other SDKs, please select another
platform.

To enable login with Google in your application, you will need to authenticate your users and obtain an
OpenlID Connect token from them. Amazon Cognito uses this token to generate a unique user identifier
that is associated to a Cognito Identity. Unfortunately, the Google SDK for Xamarin doesn't allow you
to retrieve the OpenID Connect token, so you will need to use an alternative client or the web flow in a
web view.

Once you have the token, you can set it in your Cogni t oAWECr edent i al s:
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credenti al s. AddLogi n("account s. googl e. cont', token);

NOTE: If your app uses Google and will be available on multiple mobile platforms,
you should configure it as an OpenlD Connect Provider, adding all created client IDs
as additional audience values to allow for better integration. To learn more about
Google's cross-client identity model, see Cross-client Identity.

Twitter/Digits
Android

Amazon Cognito integrates with Twitter and Digits to provide federated authentication for your mobile
application users. This section explains how to register and set up your application with Twitter and
Digits as an identity provider.

Set Up Twitter/Digits

You will need to integrate the TwitterKit SDK in your application. Twitter offers Fabric as a mechanism
for enabling various functionality in your application.

Once you've integrated TwitterKit into your application, you get the following values from the Fabric
console:

¢ Consumer Key
¢ Consumer Secret

You must enter these values in the Amazon Cognito Console to configure your identity pool for Twitter/
Digits integration.
Using Twitter

Using the TwitterKit SDK login functionality, we need to simply capture the result of the completion
handler and pass the appropriate fields to Amazon Cognito.

Twitter sessions contain two important values:

« User token
e User secret

Amazon Cognito expects these values to be stored in a single value in | ogi ns with the key
api . twitter.com concatenated with a single semicolon (; ) delimiter.

I oginButton = (TwitterLogi nButton) findViewByld(R id.Ilogin_button);
| ogi nButton. set Cal | back(new Cal | back<Twi tt er Sessi on>() {
@verride
public void success(Result<Twi tterSession> result) {
TwitterSession session = result.data;
Twi tt er Aut hToken aut hToken = sessi on. get Aut hToken();
String value = authToken.token + ";" + authToken. secret;
Map<String, String> |ogins = new HashMap<String, String>();
| ogins. put("api.twitter.con, value);
/'l Note: This overrides any existing |ogins
credenti al sProvi der. set Logi ns(| ogi ns);

}
@verride
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public void failure(Twi tterException exception) {
// Do sonething on failure
}
1)

Using Digits

Digits support is handled through a separate call in the Fabric SDK, but the session returned is
essentially the same as with Twitter login. You just need to concatenate the token and secret from the
session using a single semicolon (; ) delimiter and store in | ogi ns with the key of ww. di gi ts. com

Di gi t sAut hButton digitsButton = (DigitsAuthButton)
findViewByl d(R.id.auth_button);
di gi t sButton. set Cal | back(new Aut hCal | back() {
@verride
public void success(DigitsSession session, String phoneNunber) {
Twi tt er Aut hToken aut hToken = (Twi tter Aut hToken)
sessi on. get Aut hToken() ;
String value = authToken.token + ";" + authToken. secret;
Map<String, String> |ogins = new HashMap<String, String>();
| ogi ns. put ("www. digits.com', value);
/'l Note: This overrides any existing |ogins
credenti al sProvi der. set Logi ns(| ogi ns);

}

@verride
public void failure(DigitsExcepti on exception) {
// Do sonething on failure
}
1)

I0S

Amazon Cognito integrates with Twitter and Digits to provide federated authentication for your mobile
application users. This section explains how to register and set up your application with Twitter and
Digits as an identity provider.

Set Up Twitter/Digits

You will need to integrate the TwitterKit SDK in your application. Twitter offers Fabric as a mechanism
for enabling various functionality in your application.

Once you've integrated TwitterKit into your application, you get the following values from the Fabric
console:

e Consumer Key
¢ Consumer Secret

You must enter these values in the Amazon Cognito Console to configure your identity pool for Twitter/
Digits integration.
Using Twitter

Using the TwitterKit SDK login functionality, we need to simply capture the result of the completion
handler and pass the appropriate fields to Amazon Cognito.

Twitter sessions contain two important values:

* User token
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¢ User secret

Amazon Cognito expects these values to be stored in a single value in | ogi ns with the key
api . twi tter.com concatenated with a single semicolon (; ) delimiter.
Objective-C

[[Twi tter sharedl nstance] |oglnWthConpletion:”
(TWRSessi on *session, NSError *error) {
if (session) {
NSString value = [NSString stringWthFormat: @%@ %@ ,
sessi on. aut hToken, session. aut hTokenSecret];
/1 Note: This overrides any existing |ogins
credential sProvider.logins = @@api.twitter.cont, val ue};
} else {
NSLog(@error: %@, [error |ocalizedDescription]);
}

.

Swift

Twi tter. sharedl nstance() .| ogl nWthConpl etion {
(session, error) -> Void in

if (session !=nil) {
var val ue = session. aut hToken + ";" + session. aut hTokenSecr et
/1 Note: This overrides any existing |ogins
credential sProvider.logins = ["api.twitter.conl: val ue]

} else {
printin("error: (error.localizedDescription)")

}

Using Digits

Digits support is handled through a separate call in the Fabric SDK, but the session returned is
essentially the same as with Twitter login. You just need to concatenate the token and secret from the
session using a single semicolon (; ) delimiter and store in | ogi ns with the key of www. di gi ts. com
Objective-C

[[Digits sharedlnstance] authenticateWthConpletion:”"
(DGTSessi on* session, NSError *error) {
if (session) {
NSString value = [NSString stringWthFormat: @%@ %@ ,
sessi on. aut hToken, session. aut hTokenSecret];
/1 Note: This overrides any existing |ogins
credential sProvider.logins = @ @ww. di gi ts. cont', val ue};
}
H

Swift

let digits = Digits.sharedl nstance()
digits.authenticateWthConpletion { (session, error) in
if (session!=nil) {
var value = session.authToken + ";" + session. aut hTokenSecr et
/1 Note: This overrides any existing |ogins
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credenti al sProvider.logins = ["wwv. digits.conm': val ue]

JavaScript

Amazon Cognito integrates with Twitter and Digits to provide federated authentication for your mobile
application users. This section explains how to register and set up your application with Twitter and
Digits as an identity provider.

Note

We do not yet have documentation for integrating Twitter/Digits with the
JavaScript SDK. To learn how Twitter/Digits integration works with other
SDKs, select a different platform.

External Resources

e Sign in with Twitter
¢ Sign in with Digits

Unity

Amazon Cognito integrates with Twitter and Digits to provide federated authentication for your mobile
application users. This section explains how to register and set up your application with Twitter and
Digits as an identity provider.

Note
We do not yet have documentation for integrating Twitter/Digits with the Unity SDK. To learn
how Twitter/Digits integration works with other SDKs, select a different platform.

External Resources

e Twitter Kit Fabric plugin for Unity

Xamarin

Twitter integration is not natively supported on the Xamarin platform. Integration currently requires the
use of a web view to go through the browser sign in flow. To learn how Twitter/Digits integration works
with other SDKs, please select another platform.

External Resources

« Browser sign in flow for Twitter

Open ID Connect Providers

OpenlID Connect is an open standard for authentication that is supported by a number of login
providers. Amazon Cognito supports linking of identities with OpenID Connect providers that are
configured through AWS Identity and Access Management.

Adding an OpenID Connect Provider

For information on how to create an OpenlID Connect Provider, see the IAM documentation.
Associating a Provider to Amazon Cognito

Once you've created an OpenID Connect provider in the IAM Console, you can associate it to an
identity pool. All configured providers will be visible in the Edit Identity Pool screen in the Amazon
Cognito Console under the OpenlD Connect Providers header.
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* QOpenlD Connect providers o

Amazon Cognito can authenticate users through any OpenlD Connect provider. Once
a provider has been configured with 1AM, you can select the provider from the list
below. Learn more about using OpenlD Connect providers.

+| accounts.google.com

login.salesforce.com

You can associate multiple OpenID Connect providers to a single identity pool.
Using OpenID Connect

Refer to your provider's documentation for how to login and receive an ID token.

Once you have a token, add the token to the logins map, using the URI of your provider as the key.

Android

Map<String, String> |ogins = new HashMap<String, String>();
| ogi ns. put ("l ogi n. provi der.coni', token);
credenti al sProvi der. set Logi ns(| ogi ns);

I0S - Objective-C

credential sProvider.logins = @ "l ogin.provider.cont: token }

I0S - Swift

To provide the OIDC id token to Amazon Cognito, implement the AWSI dent i t yPr ovi der Manager
protocol.

In the implementation of the logins method, return a dictionary containing the OIDC provider name you
configured as the key and the current id token from the authenticated user as the value, as shown in
the following code example.

class O DCProvi der: NSObject, AWSI dentityProvi der Manager {
func | ogins() -> AWSTask<NSDi cti onary> {
| et conpletion = AWSTaskConpl eti onSour ce<NSSt ri ng>()
get Token(t okenConpl eti on: conpl eti on)
return conpl etion.task.conti nueOnSuccessWth { (task) ->
AWSTask<NSDi cti onary>? in
/11 ogin.provider.name is the nane of the O DC provider as setup
in the Cognito console
return AWSTask(result:["l ogin. provider.nane":task.result!])
} as! AWSTask<NSDi cti onary>

}

func get Token(tokenConpl eti on: AWSTaskConpl eti onSource<NSString>) -> Void
{

//get a valid oidc token fromyour server, or if you have one that
hasn't expired cached, return it
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/1 TODO code to get token from your server
/...

/1if error getting token, set error appropriately

t okenConpl eti on. set (error: NSError(domain: "O DC Login", code: -1,
userinfo: ["Unable to get O DC token" : "Details about your error"]))

/lelse

t okenConpl etion.set(result:"result fromserver id token")

When you instantiate the AWsCogni t oCr edent i al sProvi der, pass the class that implements
AWSIldentityProviderManager as the value of identityProviderManager in the constructor.

For more information, go to the AWSCognitoCredentialsProvider reference page and choose
initWithRegionType:identityPoolld:identityProviderManager.

JavaScript

AWB. confi g.credentials = new AWB. Cogni tol dentityCredential s({
I dentityPool I d: ' IDENTITY POOL_ID,
Logi ns: {
"l ogin.provider.con: token
}

1)

Unity

credential s. AddLogi n("1 ogi n. provi der. conf, token);

Xamarin

credenti al s. AddLogi n("1 ogi n. provi der. cont, token);

Validating an OpenID Connect Token

When first integrating with Amazon Cognito, you may receive an | nval i dToken exception. It is
important to understand how Amazon Cognito validates OpenID Connect tokens.

1. The iss parameter must match the key used in the logins map (e.g. login.provider.com ).
2. The signature must be valid. The signature must be verifiable via an RSA public key.

3. The fingerprint of the certificate hosting the public key matches what's configured on your Openld
Connect Provider.

4. If the azp parameter is present, check this value against listed client IDs in your Openld Connect
provider.

5. If the azp parameter is not present, check the aud parameter against listed client IDs in your Openld
Connect provider.

The website jwt.io is a valuable resource for decoding tokens to verify these values.

SAML ldentity Provider

Amazon Cognito supports authentication with identity providers through Security Assertion Markup
Language 2.0 (SAML 2.0). You can use an identity provider that supports SAML with Amazon Cognito
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to provide a simple onboarding flow for your users. Your SAML-supporting identity provider specifies
the 1AM roles that can be assumed by your users so that different users can be granted different sets
of permissions.

Configuring Your ldentity Pool for a SAML Provider

The following steps describe how to configure your identity pool to use a SAML-based provider.

Note

Before configuring your identity pool to support a SAML provider, you must first configure the
SAML identity provider in the IAM console. For more information, see Integrating third-party
SAML solution providers with AWS in the IAM User Guide.

To configure your identity pool to support a SAML provider

1. Signinto the Amazon Cognito console, choose Manage Federated Identities, and choose
Create new identity pool.

In the Authentication providers section, choose the SAML tab.
Choose the ARN of the SAML provider and then choose Create Pool.

Configuring Your SAML Identity Provider

After you create the SAML provider, configure your SAML identity provider to add relying party trust
between your identity provider and AWS. Many identity providers allow you to specify a URL from
which the identity provider can read an XML document that contains relying party information and
certificates. For AWS, you can use https://signin.aws.amazon.com/static/saml-metadata.xml. The
next step is to configure the SAML assertion response from your identity provider to populate the
claims needed by AWS. For details on the claim configuration, see Configuring SAML assertions for
authentication response.

Customizing Your User Role with SAML

Using SAML with Amazon Cognito Identity allows the role to be customized for the end user. Only

the enhanced flow (p. 110) is supported with the SAML-based identity provider. You do not need

to specify an authenticated or unauthenticated role for the identity pool to use a SAML-based identity
provider. The htt ps: // aws. anmazon. com SAM./ At t ri but es/ Rol e claim attribute specifies

one or more pairs of comma delimited role and provider ARN. These are the roles that the user is
allowed to assume. The SAML identity provider can be configured to populate the role attributes based
on the user attribute information available from the identity provider. If multiple roles are received

in the SAML assertion, the optional cust onRol eAr n parameter should be populated while calling

get Credenti al sFor | denti ty. The input role received in the parameter will be assumed by the user
if it matches a role in the claim in the SAML assertion.

Authenticating Users with a SAML Identity Provider

To federate with the SAML-based identity provider, you must determine the URL that is
being used to initiate the login. AWS federation uses IdP-initiated login. In AD FS 2.0 the
URL takes the form of ht t ps: // <f qdn>/ adf s/ | s/ 1 dpl ni ti at edSi gnOn. aspx?

| ogi nToRp=ur n: amazon: webser vi ces.

To add support for your SAML identity provider in Amazon Cognito, you must first authenticate

users with your SAML identity provider from your iOS or Android app. The code for integrating and
authenticating with the SAML identity provider is specific to SAML providers. After your user is
authenticated, you can provide the resulting SAML assertion to Amazon Cognito Identity using Amazon
Cognito APlIs.
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Android

If you are using the Android SDK you can populate the logins map with the SAML assertion as follows.

Map | ogi ns = new HashMap();

I ogi ns. put ("arn: aws:iam:aws account id:sanl -provider/nane", "base64 encoded
assertion response");

/1 Now this should be set to CognitoCachi ngCredenti al sProvi der object.

Cogni t oCachi ngCr edenti al sProvi der credenti al sProvi der = new
Cogni t oCachi ngCredenti al sProvi der(context, identity pool id, region);

credenti al sProvi der. set Logi ns(l ogi ns);

/1 I'f SAML assertion contains multiple roles, resolve the role by setting the
customrole

credenti al sProvi der. set Cust onRol eArn("arn: aws: i am:aws account id:role/

cust onRol eNane") ;

/1 This should trigger a call to Cognito service to get the credentials.

credenti al sProvi der. get Credenti al s();

I0S

If you are using the iOS SDK you can provide the SAML assertion in
AWl dent i t yProvi der Manager as follows.

- (AWSTask<NSDi cti onary<NSString*, NSStri ng*> *> *) | ogins {
/1this is hardcoded for sinplicity, normally you woul d asynchronously go
to your SAM. provider
//get the assertion and return the |logins map using a
AWSTaskConpl et i onSour ce
return [ AWsTask taskWthResult: @ @arn: aws: i am:aws account id:sam -
provi der/ name": @base64 encoded assertion response"}];

}

/1 I'f SAML assertion contains multiple roles, resolve the role by setting the
customrol e.
/1 Inplementing this is optional if there is only one role.
- (NSString *)custonRol eArn {
return @arn: aws: i am :account ! d: rol e/ cust onRol eNanme" ;

Developer Authenticated ldentities

Amazon Cognito supports developer authenticated identities, in addition to web identity federation
through Facebook (p. 130), Google (p. 138), and Amazon (p. 135). With developer authenticated
identities, you can register and authenticate users via your own existing authentication process,

while still using Amazon Cognito to synchronize user data and access AWS resources. Using
developer authenticated identities involves interaction between the end user device, your backend for
authentication, and Amazon Cognito. For more details, please read our blog.

Understanding the Authentication Flow

For information on the developer authenticated identities authflow and how it differs from the external
provider authflow, see Authentication Flow (p. 110).
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Associate Developer Provider

To use developer authenticated identities, you'll need an identity pool associated with your developer
provider. To do so, follow these steps:

1. Log in to the Amazon Cognito Console.
2. Create a new identity pool and, as part of the process, provide a developer provider name.
3. Alternatively, edit an existing identity pool and add a developer provider.

Note: Once the provider name has been set, it cannot be changed.

For additional instructions on working with the Amazon Cognito Console, see Using the Amazon
Cognito Console (p. 208).

Implement an Identity Provider
Android

To use developer authenticated identities, implement your own identity provider class which extends
AWSBAbst r act Cogni t ol denti t yProvi der.

Below is a simple example of an identity provider which is used in our sample app:

public class Devel oper Aut henti cati onProvi der extends
AWSAbst r act Cogni t oDevel oper | dentityProvi der {

private static final String devel operProvider =
"<Devel oper _provi der _nane>";

publ i c Devel oper Aut henti cati onProvider(String accountld, String
i dentityPool I d, Regions region) {
super (accountld, identityPoolld, region);
/1 Initialize any other objects needed here.

}

/1 Return the devel oper provider nane which you choose while setting up the
/1 identity pool in the &0OG Consol e

@verride
public String getProviderNane() {
return devel oper Provi der;

}

/1 Use the refresh method to communicate with your backend to get an
/1 identityld and token.

@verride
public String refresh() {

/1 Override the existing token
set Token(nul |');

/1l Get the identityld and token by making a call to your backend
/1 (Call to your backend)

/1 Call the update nmethod with updated identityld and token to nmake sure
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/1 these are ready to be used from Credentials Provider.

updat e(i dentityld, token);
return token;

}

/1 If the app has a valid identityld return it, otherwi se get a valid
/1 identityld fromyour backend.

@verride
public String getldentityld() {

/1 Load the identityld fromthe cache
identityld = cachedl dentityld,

if (identityld == null) {
/1 Call to your backend
} else {
return identityld;
}

To use this identity provider, you have to pass it into Cogni t oCachi ngCr edent i al sProvi der.
Here's an example:

Devel oper Aut hent i cati onProvi der devel oper Provi der = new
Devel oper Aut henti cati onProvider( null, "I1DENTITYPOOLI D', context,
Regi ons. USEAST1) ;

Cogni t oCachi ngCr edenti al sProvi der credenti al sProvider = new
Cogni t oCachi ngCredenti al sProvi der( context, devel operProvi der,
Regi ons. USEAST1) ;

I0S - Objective-C

To use developer authenticated identities, implement your own identity provider class which extends
AWSCognitoCredentialsProviderHelper.

@ nmpl enent ati on Devel oper Aut henti cat edl denti t yProvi der
/*
* Use the token nethod to communicate with your backend to get an
* jdentityld and token.
*
/

- (AWSBTask <NSString*>) token {
//Wite code to call your backend
// Pass usernane/ password to backend or sonme sort of token to authenticate
user
/11f successful, from backend call getOpenl dTokenForDevel operldentity
with | ogins nap
[/ containing "your.provider.name": "enduser. user nang"
//Return the identity id and token to client
/1 You can use AWSTaskConpl etionSource to do this asynchronously

/1 Set the identity id and return the token
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self.identityld = response.identityld;
return [ AWSTask taskWthResult:response.token];

}
@nd

To use this identity provider, pass it into AWSCogni t oCr edent i al sProvi der as shown in the
following example:

Devel oper Aut henti cat edl dentityProvi der * devAuth
= [[ Devel oper Aut henti cat edl denti t yProvi der all oc]
i ni t Wt hRegi onType: AWSRegi onYOUR _| DENTI TY_POCL_REG ON

i dentityPool I d: @YOUR | DENTI TY_POOL_I D'
useEnhancedFl ow: YES
i dentityProvi der Manager:nil];
AWECogni t oCr edent i al sProvi der *credenti al sProvi der =
[ [ AWBCogni t oCr edent i al sProvi der all oc]

i ni t Wt hRegi onType: AWSRegi onYOUR _| DENTI TY_POCL_REG ON

i dentityProvider:devAuth];

If you want to support both unauthenticated identities and developer authenticated identities, override
the | ogi ns method in your AW5sCogni t oCr edent i al sProvi der Hel per implementation.

- (AWBTask<NSDi cti onary<NSString *, NSString *> *> *)[ogins {
if(/*logic to determine if user is unauthenticated*/) {
return [ AWsTask taskWthResult:nil];
}el sef
return [super |ogins];
}

If you want to support developer authenticated identities and social providers,
you must manage who the current provider is in your | ogi ns implementation of
AWSCogni t oCr edent i al sProvi der Hel per.

- (AWBTask<NSDi cti onary<NSString *, NSString *> *> *)| ogi ns {
if(/*logic to deternmine if user is unauthenticated*/) {
return [ AWSTask taskWthResult:nil];
}else if (/*logic to deternmine if user is Facebook*/){
return [ AWSTask taskWthResult: @ AWSl dentityProviderFacebook :
[ FBSDKAccessToken current AccessToken] }];
}else {
return [super |ogins];
}

I0S - Swift

To use developer authenticated identities, implement your own identity provider class which extends
AWSCognitoCredentialsProviderHelper.

‘ i mport AWSCor e
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/*
* Use the token nethod to conmmunicate with your backend to get an
* jdentityld and token.
*/
cl ass Devel oper Aut henti cat edl denti t yProvi der
AWSCogni t oCr edent i al sProvi der Hel per {
override func token() -> AWSTask<NSString> {
//Wite code to call your backend:
|/ pass usernane/ password to backend or sone sort of token to authenticate
user, if successful,
/1 from backend call get Openl dTokenFor Devel operldentity with | ogins nmap
contai ni ng "your. provi der. nane": "enduser. user nang"
//return the identity id and token to client
/1 You can use AWSTaskConpl eti onSource to do this asynchronously

/1 Set the identity id and return the token
self.identityld = resul t FromAbove.identityld
return AWSTask(result: resultFromAbove. t oken)

To use this identity provider, pass it into AWSCogni t oCr edent i al sProvi der as shown in the
following example:

l et devAuth =
Devel oper Aut hent i cat edl dentityProvi der (regi onType: .YOUR_|I DENTI TY_POOL_REG ON,
i dentityPool Id: "YOUR_ | DENTI TY_POOL_I D', useEnhancedFl ow. true,
i dentityProvi der Manager: nil)
I et credential sProvider =
AWSCogni t oCr edent i al sProvi der (regi onType: . YOUR_| DENTI TY_POOL_REG ON,
i dentityProvider: devAut h)
let configuration =
AWSSer vi ceConfi guration(regi on: .YOUR_| DENTI TY_POOL_REQ QN,
credenti al sProvi der: credenti al sProvider)
AWESer vi ceManager . def aul t (). def aul t Servi ceConfigurati on = configuration

If you want to support both unauthenticated identities and developer authenticated identities, override
the | ogi ns method in your AWSCogni t oCr edent i al sProvi der Hel per implementation.

override func logins () -> AWSTask<NSDi cti onary> {
if(/*logic to deternmine if user is unauthenticated*/) {
return AWBTask(result:nil)
}else {
return super.|ogins()
}

If you want to support developer authenticated identities and social providers,
you must manage who the current provider is in your | ogi ns implementation of
AWECogni t oCr edent i al sProvi der Hel per.

override func logins () -> AWSTask<NSDi cti onary> {
if(/*logic to deternmine if user is unauthenticated*/) {
return AWSTask(result:nil)
telse if (/*logic to deternmine if user is Facebook*/){
if let token = AccessToken. current?. aut henti cati onToken {
return AWSTask(result: [AWBI dentityProvi der Facebook: t oken])
}
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return AWSTask(error: NSError(donmai n: "Facebook Login", code: -1 ,

userlnfo: ["Facebook" : "No current Facebook access token"]))
}else {
return super.|ogins()
}
}
JavaScript

Once you obtain an identity ID and session token from your backend, you will to pass them into the
AWS. Cogni t ol dentityCredenti al s provider. Here's an example:

AWB. confi g.credentials = new AWS. Cogni tol dentityCredential s({
IdentityPoolld: '"IDENTITY_POOL_ID ,
Identityld: 'IDENTITY_I D RETURNED FROM YOUR_PROVI DER ,
Logi ns: {
‘cognito-identity.amazonaws. com : ' TOKEN_RETURNED FROM YOUR_PROVI DER
}
1)

Unity

To use developer-authenticated identities you have to extend Cogni t oAWSCr edent i al s and override
the Ref r eshl dent i t y method to retrieve the user identity id and token from your backend and return
them. Below is a simple example of an identity provider that would contact a hypothetical backend at
‘example.com':

usi ng Uni t yEngi ne;

usi ng System Col | ecti ons;

usi ng Amazon. Cogni tol dentity;
using System Col | ections. Ceneri c;
using ThirdParty. Json. LitJson;
using System

usi ng System Threadi ng;

public class Devel oper Aut henti catedCredentials : CognitoAWSCredenti al s

{
const string PROVI DER NAME = "exanpl e. cont;

const string | DENTITY_POOL = "I DENTI TY_POOL_ID';
static readonly Regi onEndpoi nt REG ON = Regi onEndpoi nt. USEast 1;

private string login = null;

publ i c Devel oper Aut henti cat edCredenti al s(string | ogi nAlias)
base( | DENTI TY_POOL, REG ON)

{
login = | oginAlias;
}
protected override IdentityState Refreshldentity()
{
ldentityState state = null;
Manual Reset Event wai t Lock = new Manual Reset Event (f al se);
Mai nThr eadDi spat cher . Execut eCor out i neOnMai nThr ead( Cont act Provi der ((s)
=>

{

state = s;
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wai t Lock. Set () ;
1)
wai t Lock. Wi t One() ;
return state;

}

| Enunmer at or Cont act Provi der (Acti on<l dentityState> call back)

{
WAV www = new WNA " http://exanpl e. com ?user nane="+l ogi n) ;
yield return ww;
string response = ww. t ext;

JsonData json = JsonMapper. ToObj ect (response);

/1 The backend has to send us back an Identity and a Openl D t oken
string identityld = json["Identityld"].ToString();
string token = json["Token"].ToString();

IdentityState state = new ldentityState(identityld, PROVI DER_NAME,
token, false);
cal | back(state);

The code above uses a thread dispatcher object to call a coroutine. If you don't have a way to do this in
your project, you can use the following script in your scenes:

usi ng System

usi ng Uni t yEngi ne;

usi ng System Col | ecti ons;

usi ng System Col | ecti ons. Generi c;

public class Mi nThreadDi spatcher : MnoBehavi our

{
static Queue<| Enumerator> _corouti neQueue = new Queue<l| Enunerator>();
static object _lock = new object();

public void Update()

{
whil e (_coroutineQueue. Count > 0)

{
}

St art Cor out i ne(_cor outi neQueue. Dequeue());

}

public static void Execut eCorouti neOnMai nThread(| Enuner at or coroutine)

{
lock (_lock) {

_coroutineQueue. Enqueue(coroutine);

}

Xamarin

To use developer-authenticated identities you have to extend Cogni t oAWSCr edent i al s and override
the Ref r eshl dent i t y method to retrieve the user identity id and token from your backend and return
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them. Below is a simple example of an identity provider that would contact a hypothetical backend at
‘example.com':

public class Devel oper Aut henti catedCredentials : CognitoAWSCredenti al s

{
const string PROVI DER NAME = "exanpl e. cont;
const string I DENTITY_POOL = "I DENTITY_POOL_I D';
static readonly Regi onEndpoi nt REG ON = Regi onEndpoi nt. USEast 1;
private string login = null;

publ i c Devel oper Aut henti cat edCredenti al s(string | ogi nAlias)
base(| DENTI TY_POOL, REG ON)

{
}

protected override async Task<ldentityState> RefreshldentityAsync()
{

login = | oginAlias;

ldentityState state = null;
//get your identity and set the state
return state;

Updating the Logins Map (Android and iOS only)
Android

After successfully authenticating the user with your authentication system, update the logins map with
the developer provider name and a developer user identifier, which is an alphanumeric string that
uniquely identifies a user in your authentication system. Be sure to call the r ef r esh method after
updating the logins map as the i dent i t yl d might have changed:

HashMap<String, String> | ogi nsMap = new HashMap<String, String>();
| ogi nsMap. put (devel oper Aut henti cati onProvi der. get Provi der Nane(),
devel operUserldentifier);

credenti al sProvi der. set Logi ns(| ogi nsMap) ;
credenti al sProvi der.refresh();

I0S - Objective-C

The iOS SDK only calls your | ogi ns method to get the latest logins map if there are no credentials
or they have expired. If you want to force the SDK to obtain new credentials (e.g., your end user went
from unauthenticated to authenticated and you want credentials against the authenticated user), call
cl ear Credenti al s onyour credenti al sProvi der.

[credential sProvider clearCredential s];

I0S - Swift

The iOS SDK only calls your | ogi ns method to get the latest logins map if there are no credentials
or they have expired. If you want to force the SDK to obtain new credentials (e.g., your end user went

Version Last Updated: 07/28/2016
159




Amazon Cognito Developer Guide
Getting a Token (Server Side)

from unauthenticated to authenticated and you want credentials against the authenticated user), call
cl ear Credenti al s onyour credenti al sProvi der.

credenti al sProvi der. cl ear Credenti al s()

Getting a Token (Server Side)

All platforms

You obtain a token by calling GetOpenldTokenForDeveloperldentity. This API must be invoked from
your backend using AWS developer credentials. It must not be invoked from the client SDK. The API
receives the Cognito identity pool ID; a logins map containing your identity provider name as the key
and identifier as the value; and optionally a Cognito identity ID (i.e., you are making an unauthenticated
user authenticated). The identifier can be the username of your user, an email address, or a numerical
value. The API responds to your call with a unique Cognito ID for your user and an OpenlID Connect
token for the end user.

A few things to keep in mind about the token returned by Get Openl dTokenFor Devel operldentity:

¢ You can specify a custom expiration time for the token so you can cache it. If you don't provide any
custom expiration time, the token is valid for 15 minutes.

« The maximum token duration you can set is 24 hours.

¢ Be mindful of the security implications of increasing the token duration. If an attacker obtains this
token, they can exchange it for AWS credentials for the end user for the token duration.

The following Java snippet shows how to initialize an Amazon Cognito client and retrieve a token for a
developer authenticated identity.

/1 authenticate your end user as appropriate
I

/1 if authenticated, initialize a cognito client with your AW devel oper
credential s
AmazonCognitol dentity identitydient = new AnazonCognitol dentityd ient(
new Basi CAWSCr edenti al s("access_key_id", "secret_access_key")

)

/1 create a new request to retrieve the token for your end user
Get Openl dTokenFor Devel oper | dentityRequest request =

new Get Openl dTokenFor Devel oper | dentityRequest ();
request . setldentityPool | d("YOUR_COGNI TO_ | DENTI TY_POOL_I D");

request.setldentityld("YOUR_ COGNI TO IDENTITY_ID'); //optional, set this if
your client has an

/lidentity ID that you
want to link to this

/ / devel oper account

/1 set up your logins nmap with the usernanme of your end user
HashMap<String, String> | ogi ns = new HashMap<>();

| ogi ns. add(" YOUR_| DENTI TY_PROVI DER_NAME", " YOUR_END _USER | DENTI FI ER") ;
request . set Logi ns(1 ogi ns);

/1 optionally set token duration (in seconds)

request . set TokenDuration(60 * 15|);

Get Openl dTokenFor Devel oper I dentityResult response =
identitydient.get Openl dTokenFor Devel oper | dentity(request);
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/1 obtain identity id and token to return to your client
String identityld = response.getldentityld();
String token = response. get Token();

//code to return identity id and token to client
/...

Following the steps above, you should be able to integrate developer authenticated identities in your
app. If you have any issues or questions please feel free to post in our forums.

Connect to an Existing Social Identity

All linking of providers when you are using developer authenticated identities must be done from your
backend. To connect a custom identity to a user's social identity (Facebook, Google, or Amazon), add
the identity provider token to the logins map when you call GetOpenldTokenForDeveloperldentity. To
make this possible, when you call your backend from your client SDK to authenticate your end user,
additionally pass the end user's social provider token.

For example, if you are trying to link a custom identity to Facebook, you would add the
Facebook token in addition to your identity provider identifier to the logins map when you call
Get Openl dTokenFor Devel oper |l dentity.

| ogi ns. add(" YOUR_| DENTI TY_PROVI DER_NAME", " YOUR_END_USER | DENTI FI ER") ;
| ogi ns. add(" graph. facebook. cont', " END_USERS_FACEBOOK_ACCESSTOKEN") ;

Supporting Transition Between Providers
Android

Your application might require supporting unauthenticated identities or authenticated identities using
public providers (Login with Amazon, Facebook or Google) along with developer authenticated
identities. The essential difference between developer authenticated identities and other identities
(unauthenticated identities and authenticated identities using public provider) is the way the identityld
and token are obtained. For other identities the mobile application will interact directly with Amazon
Cognito instead of contacting your authentication system. So the mobile application should be able
to support two distinct flows depending on the choice made by the app user. For this you will have to
make some changes to the custom identity provider.

The r ef r esh method should check the logins map, if the map is not empty and has a key with
developer provider name, then you should call your backend; otherwise just call the getldentityld
method and return null.

public String refresh() {
set Token(nul | );

/1 If the logins map is not enpty nmake a call to your backend
// to get the token and identityld
if (getProviderNanme() != null &&

Ithis.loginsMap.iseEmpty() &&

t hi s. | ogi nsMap. cont ai nsKey(get Provi derNane())) {

/**

* This is where you would call your backend
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**/

/1 now set the returned identity id and token in the provider
updat e(i dentityld, token);
return token;

} else {
/1 Call getldentityld nethod and return null
this.getldentityld();
return null;

Similarly the get | denti t ylI d method will have two flows depending on the contents of the logins
map:

public String getldentityld() {

/1 Load the identityld fromthe cache
identityld = cachedldentityld;

if (identityld == null) {

/1 If the logins map is not enpty nmake a call to your backend
/1 to get the token and identityld

if (getProviderName() !'= null && !'this.|oginsMap.isEmty()
&& this.|ogi nsMap. cont ai nsKey(get Provi derNane())) {

/**

* This is where you would call your backend

**/

/] now set the returned identity id and token in the provider
update(identityld, token);
return token;

} else {
/1 Otherw se call &COG wusing getldentityld of super class
return super.getldentityld();

}

} else {
return identityld;
}

IOS - Objective-C

Your application might require supporting unauthenticated identities or authenticated identities using
public providers (Login with Amazon, Facebook or Google) along with developer authenticated
identities. To do this, override the AWSCognitoCredentialsProviderHelper | ogi ns method to be able to
return the correct logins map based on the current identity provider. This example shows you how you
might pivot between unauthenticated, Facebook and developer authenticated.

- (AWSBTask<NSDi cti onary<NSString *, NSString *> *> *)| ogi ns {
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if(/*logic to deternmine if user is unauthenticated*/) {
return [ AWSTask taskWthResult:nil];
telse if (/*logic to deternmine if user is Facebook*/){
return [ AWsTask taskWthResult: @ AWl dentityProviderFacebook :
[ FBSDKAccessToken current AccessToken] }];
}else {
return [super |ogins];
}

When you transition from unauthenticated to authenticated, you should call [ cr edent i al sProvi der
cl ear Credenti al s]; to force the SDK to get new authenticated credentials. When you

switch between two authenticated providers and you aren't trying to link the two providers (i.e.

you are not providing tokens for multiple providers in your logins dictionary), you should call
[credenti al sProvi der cl earKeychai n]; . This will clear both the credentials and identity and
force the SDK to get new ones.

I0S - Swift

Your application might require supporting unauthenticated identities or authenticated identities using
public providers (Login with Amazon, Facebook or Google) along with developer authenticated
identities. To do this, override the AWSCognitoCredentialsProviderHelper | ogi ns method to be able to
return the correct logins map based on the current identity provider. This example shows you how you
might pivot between unauthenticated, Facebook and developer authenticated.

override func logins () -> AWSTask<NSDi cti onary> {
if(/*logic to determine if user is unauthenticated*/) {
return AWSTask(result:nil)
}else if (/*logic to determine if user is Facebook*/){
if let token = AccessToken. current?. aut henti cati onToken {
return AWSTask(result: [AWSl dentityProvi derFacebook: t oken])

}
return AWSTask(error: NSError(donmai n: "Facebook Login", code: -1 ,
user |l nfo: ["Facebook” : "No current Facebook access token"]))
}else {

return super. | ogins()

}

When you transition from unauthenticated to authenticated, you should call

credenti al sProvi der. cl ear Credenti al s() to force the SDK to get new authenticated
credentials. When you switch between two authenticated providers and you aren't trying to link the two
providers (i.e. you are not providing tokens for multiple providers in your logins dictionary), you should
call credenti al sProvi der. cl ear Keychai n() . This will clear both the credentials and identity and
force the SDK to get new ones.

Unity

Your application might require supporting unauthenticated identities or authenticated identities using
public providers (Login with Amazon, Facebook or Google) along with developer authenticated
identities. The essential difference between developer authenticated identities and other identities
(unauthenticated identities and authenticated identities using public provider) is the way the identityld
and token are obtained. For other identities the mobile application will interact directly with Amazon
Cognito instead of contacting your authentication system. So the mobile application should be able
to support two distinct flows depending on the choice made by the app user. For this you will have to
make some changes to the custom identity provider.
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The recommended way to do it in Unity is to extend your identity provider from
AmazonCognitoEnhancedldentityProvide instead of AbstractCognitoldentityProvider, and call the
parent RefreshAsync method instead of your own in case the user is not authenticated with your own
backend. If the user is authenticated, you can use the same flow explained before.

Xamarin

Your application might require supporting unauthenticated identities or authenticated identities using
public providers (Login with Amazon, Facebook or Google) along with developer authenticated
identities. The essential difference between developer authenticated identities and other identities
(unauthenticated identities and authenticated identities using public provider) is the way the identityld
and token are obtained. For other identities the mobile application will interact directly with Amazon
Cognito instead of contacting your authentication system. So the mobile application should be able
to support two distinct flows depending on the choice made by the app user. For this you will have to
make some changes to the custom identity provider.

Switching Identities
Android

Users can begin their life in an application as unauthenticated guests. Eventually they may decide to
log in using one of the supported identity providers. Amazon Cognito will ensure that an old identity
retains the same unique identifier as the new one, and the profile data will be merged automatically.

Your application is informed of a profile merge through the | dent i t yChangedLi st ener interface.
Implement the i dent i t yChanged method in the interface to receive these messages:

@verride

public void identityChanged(String oldldentityld, String newdentityld) {
/1 handl e the change

}

IOS - Objective-C

Users can begin their life in an application as unauthenticated guests. Eventually they may decide to
log in using one of the supported identity providers. Amazon Cognito will ensure that an old identity
retains the same unique identifier as the new one, and the profile data will be merged automatically.

NSNot i fi cati onCent er informs your application of a profile merge:

[[NSNoti ficationCenter defaultCenter] addObserver:self
sel ector: @el ector(identityldD dChange:)

nane: AWsCogni t ol denti tyl dChangedNoti fication
object:nil];

-(void)identityD dChange: (NSNoti fi cation*)notification {
NSDi ctionary *userlnfo = notification.userlnfo;
NSLog( @i dentity changed from %@to %@,
[user| nfo objectFor Key: AWsCogni t oNot i fi cati onPrevi ousl d],
[user | nfo object For Key: AWsCogni t oNot i fi cati onNewl d]);
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I0S - Swift

Users can begin their life in an application as unauthenticated guests. Eventually they may decide to
log in using one of the supported identity providers. Amazon Cognito will ensure that an old identity
retains the same unique identifier as the new one, and the profile data will be merged automatically.

NSNot i fi cati onCent er informs your application of a profile merge:

[ NSNoti fi cati onCent er. def aul t Cent er (). addCbserver (observer: self
sel ector:"identityD dChange"
nanme: AWsCogni t ol dentityl dChangedNoti fi cation
object:nil)

func identityDi dChange(notification: NSNotification!) {
if let userinfo = notification.userinfo as? [String: AnyQbject] {
print("identity changed from
\ (user | nf o[ AWECogni t oNot i fi cati onPrevi ousl d])
to: \(userl nfo[ AWSCognitoNotificati onNewd])")
}
}

JavaScript

Users can begin their life in an application as unauthenticated guests. Eventually they may decide to
log in using one of the supported identity providers. Amazon Cognito will ensure that an old identity
retains the same unique identifier as the new one, and the profile data will be merged automatically.

Unity

Users can begin their life in an application as unauthenticated guests. Eventually they may decide to
log in using one of the supported identity providers. Amazon Cognito will ensure that an old identity
retains the same unique identifier as the new one, and the profile data will be merged automatically.

You can subscribe to the | dent i t yChangedEvent to be notified of profile merges:

credenti al sProvi der. ldentityChangedEvent += del egate(object sender,
Cogni t oAWSCr edent i al s. I dentityChangedArgs e)
{
/1 handl e the change
Debug. |l og("ldentity changed from" + e.d dldentityld + " to " +
e. New dentityld);
b

Xamarin

Users can begin their life in an application as unauthenticated guests. Eventually they may decide to
log in using one of the supported identity providers. Amazon Cognito will ensure that an old identity
retains the same unique identifier as the new one, and the profile data will be merged automatically.

credenti al sProvi der. | dentityChangedEvent += del egat e(obj ect sender,
Cogni t oAWSCr edent i al s. | dentityChangedArgs e){
/1 handl e the change
Consol e. WiteLine("ldentity changed from" + e.Odldentityld + " to " +
e. Newl dentityld);
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Amazon Cognito Sync

Amazon Cognito Sync is an AWS service and client library that enables cross-device syncing of
application-related user data. You can use it to synchronize user profile data across mobile devices
and the web without requiring your own backend. The client libraries cache data locally so your app
can read and write data regardless of device connectivity status. When the device is online, you can
synchronize data, and if you set up push sync, notify other devices immediately that an update is
available.

For information about Amazon Cognito Identity region availability, see AWS Service Region
Availability.

To learn more about Amazon Cognito Sync, see the following topics.

Topics
¢ Synchronizing Data (p. 167)
¢ Handling Callbacks (p. 175)
e Push Sync (p. 187)
¢ Amazon Cognito Streams (p. 194)
¢ Amazon Cognito Events (p. 195)

Synchronizing Data

Amazon Cognito lets you save end user data in datasets containing key-value pairs. This data is
associated with an Amazon Cognito identity, so that it can be accessed across logins and devices. To
sync this data between the Amazon Cognito service and an end user’s devices, invoke the synchronize
method. Each dataset can have a maximum size of 1 MB. You can associate up to 20 datasets with an
identity.

The Amazon Cognito Sync client creates a local cache for the identity data. Your app talks to this local
cache when it reads and writes keys. This guarantees that all of your changes made on the device
are immediately available on the device, even when you are offline. When the synchronize method is
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called, changes from the service are pulled to the device, and any local changes are pushed to the
service. At this point the changes are available to other devices to synchronize.

Initializing the Amazon Cognito Sync Client

To initialize the Amazon Cognito Sync client, you first need to create a credentials provider. The
credentials provider acquires temporary AWS credentials to enable your app to access your AWS
resources. You'll also need to import the required header files. Use the following steps to initialize the
Amazon Cognito Sync client.

Android

1. Create a credentials provider, following the instructions at Step 1: Obtain AWS Credentials (p. 5).

2. Import the Amazon Cognito package: i nport
com amazonaws. nobi | econnect ors. cogni to. *;

3. Initialize Amazon Cognito Sync, passing in the Android app context, the identity pool ID, an AWS
region, and an initialized Amazon Cognito credentials provider:

Cogni t oSyncManager client = new CognitoSyncManager (
get Appl i cati onCont ext (),
Regi ons. YOUR_REG ON,
credenti al sProvi der);

I0S - Objective-C

1. Create a credentials provider, following the instructions at Step 1: Obtain AWS Credentials (p. 5).
2. Import AWSCor e and Cogni t 0, and initialize AWSCogni t o:

#i nport <AWSi OSSDKv2/ AWSCor e. h>
#i nport <AWSCogni t oSync/ Cogni t 0. h>

AWSCognito *syncClient = [ AWSCognito default Cognito];

3. Ifyou're using CocoaPods, replace <AWsi OSSDKv2/ AWSCor e. h> with AWSCor e. h and follow the
same syntax for the Amazon Cognito import.

I0S - Swift

1. Create a credentials provider, following the instructions at Step 1: Obtain AWS Credentials (p. 5).
2. Import and initialize AWBCogni t o:

i nport AWSCognito
| et syncCient = AWBCognito. defaul t()!

JavaScript

1. Download the Amazon Cognito Sync Manager for JavaScript.
2. Include the Sync Manager library in your project.
3. Create a credentials provider, following the instructions at Step 1: Obtain AWS Credentials (p. 5).
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4. Initialize the Sync Manager:

var synchManager = new AWS. Cognit oSyncManager () ;

Unity
1. You will need to first create an instance of Cogni t oAWSCr edent i al s, following the instructions at
Step 1: Obtain AWS Credentials (p. 5).

2. Create an instance of Cogni t oSyncManager , passing the Cogni t oAwsCr edent i al s object and a
AmazonCogni t oSyncConf i g with, at least, the region set:

AmazonCogni t oSyncConfi g clientConfig = new AmazonCognit oSyncConfi g
{ Regi onEndpoi nt = REG ON };

Cogni t oSyncManager syncManager = new Cogni t oSyncManager (credenti al s,
clientConfig);

Xamarin
1. You will need to first create an instance of Cogni t oAWSCr edent i al s, following the instructions at
Step 1: Obtain AWS Credentials (p. 5).

2. Create an instance of Cogni t oSyncManager , passing the Cogni t oAwsCr edent i al s object and a
AmazonCogni t oSyncConf i g with, at least, the region set:

AmazonCogni t oSyncConfi g clientConfig = new AmazonCognitoSyncConfi g
{ Regi onEndpoi nt = REG ON };

Cogni t oSyncManager syncManager = new Cogni t oSyncManager (credenti al s,
clientConfig);

Understanding Datasets

With Amazon Cognito, end user profile data is organized into datasets. Each dataset can contain up
to 1MB of data in the form of key-value pairs. A dataset is the most granular entity on which you can
perform a sync operation. Read and write operations performed on a dataset only affect the local store
until the synchronize method is invoked. A dataset is identified by a unique string. You can create a
new dataset or open an existing one as shown in the following.

Android

Dat aset dataset = client.openO Creat eDat aset (" dat aset nane");

To delete a dataset, first call the method to remove it from local storage, then call the synchr oni ze
method to delete the dataset from Amazon Cognito:

dat aset . del ete();
dat aset. synchroni ze(syncCal | back) ;

Version Last Updated: 07/28/2016
169




Amazon Cognito Developer Guide
Reading and Writing Data in Datasets

I0S - Objective-C

AWECogni t oDat aset *dataset = [syncCient openO CreateDat aset: @ nyDat aSet "] ;

To delete a dataset, first call the method to remove it from local storage, then call the synchr oni ze
method to delete the dataset from Amazon Cognito:

[dat aset clear];
[ dat aset synchroni ze];

IOS - Swift

l et dataset = syncCient.openO Creat eDat aset ("nyDat aSet")!

To delete a dataset, first call the method to remove it from local storage, then call the synchr oni ze
method to delete the dataset from Amazon Cognito:

dat aset . cl ear ()
dat aset . synchroni ze()

JavaScript

synchManager . openOr Cr eat eDat aset (' nyDat aset Nane', function(err, dataset) {
...

1)

Unity

string nmyVal ue = dataset. Get ("nyKey");
dat aset . Put (" myKey", "newal ue");

You can use Renove to delete a key from a dataset:

dat aset . Remove(" nyKey");

Xamarin

Dat aset dataset = syncManager. OpenOr Cr eat eDat aset (" nyDat aset Nane") ;

To delete a dataset, first call the method to remove it from local storage, then call the synchr oni ze
method to delete the dataset from Amazon Cognito:

dat aset. Del ete();
dat aset . Synchroni zeAsync();

Reading and Writing Data in Datasets
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Amazon Cognito datasets function as dictionaries, with values accessible by key. The keys and values
of a dataset can be read, added, or modified just as if the dataset were a dictionary. The following
shows an example.

Android

String value = dataset. get("myKey");
dat aset. put (" nmyKey", "ny val ue");

I0S - Objective-C

[dat aset setString: @ny val ue" forKey: @myKey"];
NSString *value = [dataset stringForKey: @nmyKey"];

I0S - Swift

dat aset.set String("ny value", forKey:"nmyKey")
l et value = dataset.stringForKey("nyKey")

JavaScript

dat aset. get (' myKey', function(err, value) {

consol e.l og(' nyRecord: ' + value);

1)

dat aset. put (' newKey', 'newvalue', function(err, record) {
consol e. |l og(record);

1)

dat aset . renove(' ol dKey', function(err, record) {
consol e. | og(success);

1)

Unity

string nmyVal ue = dataset. Get ("nyKey");
dat aset. Put (" nmyKey", "newal ue");

Xamarin

//obtain a val ue
string nyVal ue = dataset. Get ("nyKey");

/!l Create a record in a dataset and synchroni ze with the server
dat aset. OnSyncSuccess += SyncSuccessCal | back;

dat aset. Put (" nyKey", "nyVal ue");

dat aset . Synchroni zeAsync();

voi d SyncSuccessCal | back(obj ect sender, SyncSuccessEventArgs e) {
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/1 Your handl er code here

}

Android

You can use the r enrbve method to remove keys from a dataset:

dat aset . renove(" nyKey");

I0S - Objective-C

You can use r enpveObj ect For Key to delete a key from a dataset:

[ dat aset renpveObj ect For Key: @ myKey"];

I0S - Swift

You can use r enpveObj ect For Key to delete a key from a dataset:

dat aset . reroveCbj ect For Key (" nyKey")

Unity

You can use Renove to delete a key from a dataset:

dat aset . Renove(" nyKey");

Xamarin

You can use Renove to delete a key from a dataset:

dat aset . Renove( " nyKey");

Note that values written to a dataset only affect the local cached copy of the data until you call the
synchronize method.

Synchronizing Local Data with the Sync Store

Android

The synchr oni ze method compares local cached data to the data stored in the Amazon Cognito
Sync store. Remote changes are pulled from the Amazon Cognito Sync store; conflict resolution
is invoked if any conflicts occur; and updated values on the device are pushed to the service. To
synchronize a dataset, call its synchr oni ze method:

dat aset . synchroni ze(syncCal | back) ;

The synchr oni ze method receives an implementation of the SyncCal | back interface, discussed
below.

Version Last Updated: 07/28/2016
172




Amazon Cognito Developer Guide
Synchronizing Local Data with the Sync Store

The synchr oni zeOnConnecti vi t y() method attempts to synchronize when connectivity is
available. If connectivity is immediately available, synchr oni zeOnConnecti vi t y() behaves

like synchr oni ze()) . Otherwise it monitors for connectivity changes and performs a sync once
connectivity is available. If synchr oni zeOnConnecti vi t y() is called multiple times, only the last
synchronize request is kept, and only the last callback will fire. If either the dataset or the callback is
garbage-collected, this method won't perform a sync, and the callback won't fire.

To learn more about dataset synchronization and the different callbacks, see Handling
Callbacks (p. 175).

I0S - Objective-C

The synchr oni ze method compares local cached data to the data stored in the Amazon Cognito
Sync store. Remote changes are pulled from the Amazon Cognito Sync store; conflict resolution
is invoked if any conflicts occur; and updated values on the device are pushed to the service. To
synchronize a dataset, call its synchr oni ze method:

The synchr oni ze method is asynchronous and returns an AWSTask object to handle the response:

[[dat aset synchronize] continueWthBl ock: i d(AWsTask *task) {
if (task.isCancelled) {
/'l Task cancel | ed.
} else if (task.error) {
/1 Error while executing task.
} else {
/1 Task succeeded. The data was saved in the sync store.
}

return nil;

H

The synchr oni zeOnConnect i vi t y method attempts to synchronize when the device has
connectivity. First, synchr oni zeOnConnect i vi t y checks for connectivity and, if the device is online,
immediately invokes synchronize and returns the AWSTask object associated with the attempt.

If the device is offline, synchr oni zeOnConnecti vi ty 1) schedules a synchronize for the next time
the device comes online and 2) returns an AWsTask with a nil result. The scheduled synchronize is
only valid for the lifecycle of the dataset object. The data will not be synchronized if the app is exited
before connectivity is regained. If you want to be notified when events occur during the scheduled
synchronize, you must add observers of the notifications found in AWsCogni t o.

To learn more about dataset synchronization and the different callbacks, see Handling
Callbacks (p. 175).

I0S - Swift

The synchr oni ze method compares local cached data to the data stored in the Amazon Cognito
Sync store. Remote changes are pulled from the Amazon Cognito Sync store; conflict resolution
is invoked if any conflicts occur; and updated values on the device are pushed to the service. To
synchronize a dataset, call its synchr oni ze method:

The synchr oni ze method is asynchronous and returns an AWSTask object to handle the response:

dat aset. synchroni ze(). conti nueWth(bl ock: { (task) -> AnyGbject? in

if task.isCancelled {
/'l Task cancel | ed.
} else if task.error !=nil {

Version Last Updated: 07/28/2016
173




Amazon Cognito Developer Guide
Synchronizing Local Data with the Sync Store

/1 Error while executing task
} else {

/'l Task succeeded. The data was saved in the sync store.
}

return task

19

The synchr oni zeOnConnect i vi t y method attempts to synchronize when the device has
connectivity. First, synchr oni zeOnConnect i vi t y checks for connectivity and, if the device is online,
immediately invokes synchr oni ze and returns the AWSTask object associated with the attempt.

If the device is offline, synchr oni zeOnConnecti vi ty 1) schedules a synchronize for the next time
the device comes online and 2) returns an AWsTask object with a nil result. The scheduled synchronize
is only valid for the lifecycle of the dataset object. The data will not be synchronized if the app is exited
before connectivity is regained. If you want to be notified when events occur during the scheduled
synchronize, you must add observers of the notifications found in AWsCoghni t o.

To learn more about dataset synchronization and the different callbacks, see Handling
Callbacks (p. 175).

JavaScript

The synchr oni ze method compares local cached data to the data stored in the Amazon Cognito
Sync store. Remote changes are pulled from the Amazon Cognito Sync store; conflict resolution
is invoked if any conflicts occur; and updated values on the device are pushed to the service. To
synchronize a dataset, call its synchr oni ze method:

dat aset . synchroni ze();

To learn more about dataset synchronization and the different callbacks, see Handling
Callbacks (p. 175).

Unity

The synchronize method compares local cached data to the data stored in the Amazon Cognito Sync
store. Remote changes are pulled from the Amazon Cognito Sync store; conflict resolution is invoked
if any conflicts occur; and updated values on the device are pushed to the service. To synchronize a
dataset, call its synchr oni ze method:

dat aset . Synchroni ze();

Synchronize will run asynchronously and will end up calling one of the several callbacks you can
specify in the Dataset.

To learn more about dataset synchronization and the different callbacks, see Handling
Callbacks (p. 175).

Xamarin

The synchr oni ze method compares local cached data to the data stored in the Amazon Cognito
Sync store. Remote changes are pulled from the Amazon Cognito Sync store; conflict resolution
is invoked if any conflicts occur; and updated values on the device are pushed to the service. To
synchronize a dataset, call its synchr oni ze method:

dat aset . Synchroni zeAsync();
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To learn more about dataset synchronization and the different callbacks, see Handling
Callbacks (p. 175).

Handling Callbacks

This section describes how to handle callbacks.

Android

SyncCallback Interface

By implementing the SyncCal | back interface, you can receive notifications on your app about
dataset synchronization. Your app can then make active decisions about deleting local data, merging
unauthenticated and authenticated profiles, and resolving sync conflicts. You should implement the
following methods, which are required by the interface:

e onSuccess()

e onFail ure()

e onConflict()

e onDat aset Del et ed()
e onDat aset sMer ged()

Note that, if you don't want to specify all the callbacks, you can also use the class
Def aul t SyncCal | back which provides default, empty implementations for all of them.
onSuccess

The onSuccess() callback is triggered when a dataset is successfully downloaded from the sync
store.

@verride

public void onSuccess(Dataset dataset, List<Record> newRecords) ({

}

onFailure

onFailure() is called if an exception occurs during synchronization.

@verride
public void onFail ure(Dat aSt orageExcepti on dse) {

}

onConflict

Conflicts may arise if the same key has been modified on the local store and in the sync store. The
onConfl i ct () method handles conflict resolution. If you don't implement this method, the Amazon
Cognito Sync client defaults to using the most recent change.

@verride
publ i c bool ean onConflict (Dataset dataset, final List<SyncConflict>
conflicts) {
Li st <Record> resol vedRecords = new Arrayli st <Record>();
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for (SyncConflict conflict : conflicts) {
/* resolved by taking renpte records */
resol vedRecords. add(conflict.resol veWt hRenpt eRecord());

/* alternately take the |l ocal records */
/'l resol vedRecords. add(conflict.resol veWthLocal Record());

/* or custoner |logic, say concatenate strings */

/1 String newal ue = conflict.get Renot eRecord(). get Val ue()
/1 + conflict.getLocal Record().getVal ue();

/'l resol vedRecords. add(conflict.resol veWthVal ue( newval ue) ;

}

dat aset . resol ve(resol vedRecor ds) ;

/1 return true so that synchronize() is retried after conflicts are
resol ved
return true

onDatasetDeleted

When a dataset is deleted, the Amazon Cognito client uses the SyncCal | back interface to
confirm whether the local cached copy of the dataset should be deleted too. Implement the
onDat aset Del et ed() method to tell the client SDK what to do with the local data.

@verride
publ i ¢ bool ean onDat aset Del et ed( Dat aset dataset, String datasetNane) {

/1 return true to delete the local copy of the dataset
return true;

onDatasetMerged

When two previously unconnected identities are linked together, all of their datasets are merged.
Applications are notified of the merge through the onDat aset sMer ged() method:

@verride
publ i c bool ean onDat aset sMer ged( Dat aset dataset, List<String> datasetNames) {

/1 return false to handl e Dataset merge outside the synchronization
cal | back
return fal se;

IOS - Objective-C
Sync Notifications

The Amazon Cognito client will emit a number of NSNot i fi cati on events during a synchronize call.
You can register to monitor these notifications via the standard NSNot i fi cati onCent er:

[ NSNot i fi cati onCenter defaultCenter]
addQbserver: sel f
sel ector: @el ector(nyNotificationHandl er:)
name: NOTI FI CATI ON_TYPE
object:nil];
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Amazon Cognito supports five notification types, listed below.
AWSCognitoDidStartSynchronizeNotification

Called when a synchronize operation is starting. The user | nf o will contain the key dataset which is
the name of the dataset being synchronized.

AWSCognitoDidEndSynchronizeNotification

Called when a synchronize operation completes (successfully or otherwise). The user | nf o will
contain the key dataset which is the name of the dataset being synchronized.

AWSCognitoDidFailToSynchronizeNotification

Called when a synchronize operation fails. The user | nf o will contain the key dataset which is the
name of the dataset being synchronized and the key error which will contain the error that caused the
failure.

AWSCognitoDidChangeRemoteValueNotification

Called when local changes are successfully pushed to Amazon Cognito. The user | nf o will contain
the key dataset which is the name of the dataset being synchronized and the key keys which will
contain an NSArray of record keys that were pushed.

AWSCognitoDidChangeLocalValueFromRemoteNotification

Called when a local value changes due to a synchronize operation. The user | nf o will contain the key
dataset which is the name of the dataset being synchronized and the key keys which will contain an
NSArray of record keys that changed.

Conflict Resolution Handler

During a sync operation, conflicts may arise if the same key has been modified on the local store and
in the sync store. If you haven't set a conflict resolution handler, Amazon Cognito defaults to choosing
the most recent update.

By implementing and assigning an AWSCognitoRecordConflictHandler you can alter the

default conflict resolution. The AWSCognitoConflict input parameter conflict contains an
AWSCognitoRecord object for both the local cached data and for the conflicting record in the sync
store. Using the AWSCognitoConflict you can resolve the conflict with the local record: [conflict
resolveWithLocalRecord], the remote record: [conflict resolveWithRemoteRecord] or a brand new
value: [conflict resolveWithValue:value]. Returning nil from this method prevents synchronization from
continuing and the conflicts will be presented again the next time the sync process starts.

You can set the conflict resolution handler at the client level:

client.conflictHandl er = “"AWsCogni t oResol vedConflict* (NSString *dataset Nane,
AWSCogni toConflict *conflict) {
/1 always choose | ocal changes
return [conflict resolveWthLocal Record];

}s

Or at the dataset level:

dat aset. confl i ct Handl er = "AWSCogni t oResol vedConflict* (NSString
*dat aset Name, AWSCogni toConflict *conflict) {
/1 override and al ways choose renote changes
return [conflict resol veWthRenoteRecord];

}s
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Dataset Deleted Handler

When a dataset is deleted, the Amazon Cognito client uses the

AWECogni t oDat aset Del et edHandl er to confirm whether the local cached copy of the dataset
should be deleted too. If no AWSCogni t oDat aset Del et edHand! er is implemented, the local data
will be purged automatically. Implement an AWSCogni t oDat aset Del et edHandl er if you wish to
keep a copy of the local data before wiping, or to keep the local data.

You can set the dataset deleted handler at the client level:

client. dataset Del et edHandl er = "BOOL (NSString *dat aset Nane) {
/1 make a backup of the data if you choose

/1 delete the |ocal data (default behavior)
return YES;

}s

Or at the dataset level:

dat aset . dat aset Del et edHandl er = "BOOL (NSString *dat aset Nane) {
/'l override default and keep the | ocal data
return NG

}s

Dataset Merge Handler

When two previously unconnected identities are linked together, all of their datasets are merged.
Applications are notified of the merge through the Dat aset Mer geHandl er . The handler will receive
the name of the root dataset as well as an array of dataset names that are marked as merges of the
root dataset.

If no Dat aset Mer geHandl er is implemented, these datasets will be ignored, but will continue to use
up space in the identity's 20 maximum total datasets.

You can set the dataset merge handler at the client level:

client.dataset MergedHandl er = A(NSString *dataset Name, NSArray *datasets) ({
/1 Blindly delete the datasets
for (NSString *name in datasets) ({
AWECogni t oDat aset *merged = [[ AWSCogni t o def aul t Cogni t 0]
openCr Cr eat eDat aset : nane] ;
[rmerged clear];
[ merged synchroni ze];

}s

Or at the dataset level:

dat aset . dat aset MergedHandl er = A(NSString *dat aset Nane, NSArray *datasets) ({
/1 Blindly delete the datasets
for (NSString *name in datasets) {
AWECogni t oDat aset *merged = [[ AWSCogni t o def aul t Cogni t 0]
openOr Cr eat eDat aset : nane] ;
/1 do sonmething with the data if it differs from existing dataset

/1l now delete it
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[ merged clear];
[ merged synchroni ze];

}s

I0S - Swift
Sync Notifications

The Amazon Cognito client will emit a number of NSNot i fi cat i on events during a synchronize call.
You can register to monitor these notifications via the standard NSNot i fi cati onCent er:

NSNot i fi cati onCenter. defaultCenter().addObserver (observer: self,
selector: "nmyNotificationHandl er",
name: NOTI FI CATI ON_TYPE,
object:nil)

Amazon Cognito supports five notification types, listed below.
AWSCognitoDidStartSynchronizeNotification

Called when a synchronize operation is starting. The user | nf o will contain the key dataset which is
the name of the dataset being synchronized.

AWSCognitoDidEndSynchronizeNotification

Called when a synchronize operation completes (successfully or otherwise). The user | nf o will
contain the key dataset which is the name of the dataset being synchronized.

AWSCognitoDidFailToSynchronizeNotification

Called when a synchronize operation fails. The user | nf o will contain the key dataset which is the
name of the dataset being synchronized and the key error which will contain the error that caused the
failure.

AWSCognitoDidChangeRemoteValueNotification

Called when local changes are successfully pushed to Amazon Cognito. The user | nf o will contain
the key dataset which is the name of the dataset being synchronized and the key keys which will
contain an NSArray of record keys that were pushed.

AWSCognitoDidChangelLocalValueFromRemoteNotification

Called when a local value changes due to a synchronize operation. The user | nf o will contain the key
dataset which is the name of the dataset being synchronized and the key keys which will contain an
NSArray of record keys that changed.

Conflict Resolution Handler

During a sync operation, conflicts may arise if the same key has been modified on the local store and
in the sync store. If you haven't set a conflict resolution handler, Amazon Cognito defaults to choosing
the most recent update.

By implementing and assigning an AWsCogni t oRecor dConf | i ct Handl er you can alter the
default conflict resolution. The AWSCogni t oConf | i ct input parameter conflict contains an
AWSCogni t oRecor d object for both the local cached data and for the conflicting record in the sync
store. Using the AWSCogni t oConfl i ct you can resolve the conflict with the local record: [conflict
resolveWithLocalRecord], the remote record: [conflict resolveWithRemoteRecord] or a brand new
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value: [conflict resolveWithValue:value]. Returning nil from this method prevents synchronization from
continuing and the conflicts will be presented again the next time the sync process starts.

You can set the conflict resolution handler at the client level:

client.conflictHandl er = {
(dat aset Nane: String!, conflict: AWSCognitoConflict!) ->
AWSCogni t oResol vedConflict! in
return conflict.resol veWthLocal Record()

Or at the dataset level:

dat aset.conflictHandler = {
(dataset Nane: String!, conflict: AWCognitoConflict!) ->
AWSCogni t oResol vedConflict! in
return conflict.resol veWthLocal Record()

Dataset Deleted Handler

When a dataset is deleted, the Amazon Cognito client uses the

AWECogni t oDat aset Del et edHandl er to confirm whether the local cached copy of the dataset
should be deleted too. If no AWSCogni t oDat aset Del et edHandl er is implemented, the local data
will be purged automatically. Implement an AWSCogni t oDat aset Del et edHandl er if you wish to
keep a copy of the local data before wiping, or to keep the local data.

You can set the dataset deleted handler at the client level:

client. dataset Del et edHandl er = {
(dataset Name: String!) -> Bool in
/1 make a backup of the data if you choose

/1 delete the local data (default behaviour)
return true

Or at the dataset level:

dat aset . dat aset Del et edHandl er = {
(dat aset Name: String!) -> Bool in
/1 make a backup of the data if you choose

/1 delete the |local data (default behaviour)
return true

Dataset Merge Handler

When two previously unconnected identities are linked together, all of their datasets are merged.
Applications are notified of the merge through the Dat aset Mer geHandl er . The handler will receive
the name of the root dataset as well as an array of dataset names that are marked as merges of the
root dataset.

If no Dat aset Mer geHandl er is implemented, these datasets will be ignored, but will continue to use
up space in the identity's 20 maximum total datasets.
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You can set the dataset merge handler at the client level:

client. dat aset MergedHandl er = {
(dat aset Nanme: String!, datasets: [AnyCbject]!) -> Void in
for nameObj ect in datasets {
if let nane = naneQbj ect as? String {
let merged =
AWSCogni t 0. def aul t Cogni t o() . openOr Cr eat eDat aset ( nane)
mer ged. cl ear ()
mer ged. synchroni ze()

Or at the dataset level:

dat aset . dat aset Mer gedHandl er = {
(dat aset Nanme: String!, datasets: [AnyCbject]!) -> Void in
for nameObj ect in datasets {
if let nane = naneQbj ect as? String {
let merged =
AWSCogni t 0. def aul t Cogni t o() . openOr Cr eat eDat aset ( nane)

/1 do something with the data if it differs from existing dataset

/1 now delete it
mer ged. cl ear ()
mer ged. synchroni ze()

JavaScript

Synchronization Callbacks

When performing a synchronize() on a dataset, you can optionally specify callbacks to handle each of

the following states:

dat aset . synchroni ze({

onSuccess: function(dataset, newRecords) {
/...

b

onFailure: function(err) {
/...

b

onConflict: function(dataset, conflicts, callback) {
/...

b

onDat aset Del et ed: function(dataset, datasetNanme, callback) {
/...

b
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onDat aset Merged: function(dataset, datasetNanes, callback) ({
/...

}
1)

onSuccess()

The onSuccess() callback is triggered when a dataset is successfully updated from the sync store. If
you do not define a callback, the synchronization will succeed silently.

onSuccess: function(dataset, newRecords) {
consol e. | og(' Successfully synchronized
records."');

+ newRecords. |l ength + new

}

onFailure()

onFai | ure() is called if an exception occurs during synchronization. If you do not define a callback,
the synchronization will fail silently.

onFailure: function(err) {
consol e. |l og(' Synchroni zation failed.");
consol e.l og(err);

onConflict()

Conflicts may arise if the same key has been modified on the local store and in the sync store.
The onConfli ct () method handles conflict resolution. If you don't implement this method, the
synchronization will be aborted when there is a conflict.

onConflict: function(dataset, conflicts, callback) {
var resolved = [];
for (var i=0; i<conflicts.length; i++) {

/1 Take renote version.
resol ved. push(conflicts[i].resol veWthRenoteRecord());

/Il O... take local version.
/1 resol ved. push(conflicts[i].resolveWthLocal Record());

/l Or... use customlogic.

/1 var newvalue = conflicts[i].getRenoteRecord().getValue() +
conflicts[i].getLocal Record().getVal ue();

/'l resol ved. push(conflicts[i].resovl eWthVal ue( newal ue);

}

dat aset. resol ve(resol ved, function() {
return call back(true);

1)

/[l O... callback false to stop the synchroni zati on process.
/1 return callback(false);

Version Last Updated: 07/28/2016
182



Amazon Cognito Developer Guide
Unity

onDatasetDeleted()

When a dataset is deleted, the Amazon Cognito client uses the onDat aset Del et ed() callback to
decide whether the local cached copy of the dataset should be deleted too. By default, the dataset will
not be deleted.

onDat aset Del et ed: function(dataset, dataset Nane, call back) {

/1 Return true to delete the |ocal copy of the dataset.

/1l Return false to handl e del eted datasets outside the synchronization
cal | back.

return cal |l back(true);

onDatasetMerged()

When two previously unconnected identities are linked together, all of their datasets are merged.
Applications are notified of the merge through the onDat aset sMer ged() callback.

onDat aset Merged: function(dataset, datasetNanmes, callback) {

/1 Return true to continue the synchronization process.

/1l Return false to handl e dataset nerges outside the synchronization
cal | back.

return call back(false);

Unity

After you open or create a dataset, you can set different callbacks to it that will be triggered when you
use the Synchronize method. This is the way to register your callbacks to them:

dat aset . OnSyncSuccess += this. Handl eSyncSuccess;

dat aset . OnSyncFai l ure += this. Handl eSyncFai l ure;

dat aset . OnSyncConf | i ct t hi s. Handl eSyncConfli ct;

dat aset . OnDat aset Merged = t hi s. Handl eDat aset Mer ged,;
dat aset . OnDat aset Del et ed = t hi s. Handl eDat aset Del et ed;

Note that SyncSuccess and SyncFai | ur e use += instead of = so you can subscribe more than one
callback to them.

OnSyncSuccess

The OnSyncSuccess callback is triggered when a dataset is successfully updated from the cloud. If
you do not define a callback, the synchronization will succeed silently.

private void Handl eSyncSuccess(obj ect sender, SyncSuccessEvent e)

{

/1 Continue with your game flow, display the |oaded data, etc.
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}

OnSyncFailure

OnSyncFai | ur e is called if an exception occurs during synchronization. If you do not define a
callback, the synchronization will fail silently.

private void Handl eSyncFai |l ure(obj ect sender, SyncFail ureEvent e)

{

Dat aset dat aset = sender as Dat aset;
if (dataset.Metadata != null) {

Debug. Log("Sync failed for dataset : " +
dat aset . Met adat a. Dat aset Nane) ;
} else {

Debug. Log("Sync failed");

}
/1 Handl e the error
Debug. LogExcepti on(e. Exception);

OnSynccConflict

Conflicts may arise if the same key has been modified on the local store and in the sync store. The
OnSyncConfl i ct callback handles conflict resolution. If you don't implement this method, the
synchronization will be aborted when there is a conflict.

private bool Handl eSyncConflict(Dataset dataset, List < SyncConflict >
conflicts)
{

if (dataset.Metadata != null) {

Debug. LogWar ni ng(" Sync conflict " + dataset.Metadata. Dat aset Nane) ;
} else {

Debug. LogWar ni ng(" Sync conflict");
}

Li st < Amazon. Cogni t oSync. SyncManager . Record > resol vedRecords = new List <
Amazon. Cogni t oSync. SyncManager. Record > ();
foreach(SyncConflict conflictRecord in conflicts) {
/'l SyncManager provides the follow ng default conflict resol ution
net hods:

/1 Resol veW t hRenpt eRecord - overwrites the local with renote
records

/1 Resol veW t hLocal Record - overwites the renbote with |ocal records

/1 Resol veWthVal ue - to inplenment your own | ogic

resol vedRecor ds. Add(confl i ct Recor d. Resol veW t hRenot eRecord() ) ;
}
/'l resolves the conflicts in |ocal storage
dat aset . Resol ve(resol vedRecor ds) ;
/1 on return true the synchroni ze operation continues where it left,
/1 returning fal se cancel s the synchroni ze operation
return true;

OnDatasetDeleted

When a dataset is deleted, the Amazon Cognito client uses the OnDat aset Del et ed callback to
decide whether the local cached copy of the dataset should be deleted too. By default, the dataset will
not be deleted.
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private bool Handl eDat aset Del et ed( Dat aset dat aset)
{
Debug. Log( dat aset . Met adat a. Dat aset Nane + " Dat aset has been del eted");
/1 Do clean up if necessary
/1 returning true inforns the correspondi ng dataset can be purged in
the local storage and return false retains the |ocal dataset
return true;

}

OnDatasetMerged

When two previously unconnected identities are linked together, all of their datasets are merged.
Applications are notified of the merge through the OnDat aset sMer ged callback.

publ i c bool Handl eDat aset Mer ged( Dat aset | ocal Dat aset, List<string>
nmer gedDat aset Nanes)
{

foreach (string name in nergedDat aset Nanes)
{
Dat aset mergedDat aset = syncManager. QpenO Cr eat eDat aset ( nane) ;
// Lanbda function to delete the dataset after fetching it
Event Handl er <SyncSuccessEvent > | anbda;
| anbda = (obj ect sender, SyncSuccessEvent e) => {
I Col | ection<string> existingValues =
| ocal Dat aset. Get Al | (). Val ues;
I Col | ection<string> newal ues = nergedDat aset. Get Al l (). Val ues;

/11 npl enent your mnerge | ogic here

mer gedDat aset . Del ete(); //Delete the dataset locally
nmer gedDat aset . OnSyncSuccess -= | anbda; //W don't want this
call back to be fired again
nmer gedDat aset . OnSyncSuccess += (object s2, SyncSuccessEvent e2)
=> {
| ocal Dat aset . Synchroni ze(); //Continue the sync operation
that was interrupted by the nerge
b
mer gedDat aset . Synchroni ze(); //Synchronize it as deleted, failing
to do so will leave us in an inconsistent state
b
nmer gedDat aset . OnSyncSuccess += | anbda;
mer gedDat aset . Synchroni ze(); //Asnchronously fetch the dataset

}

/1 returning true allows the Synchronize to continue and false stops it
return fal se;

Xamarin

After you open or create a dataset, you can set different callbacks to it that will be triggered when you
use the Synchronize method. This is the way to register your callbacks to them:

dat aset . OnSyncSuccess += this. Handl eSyncSuccess;
dat aset . OnSyncFai l ure += this. Handl eSyncFai |l ure;
dat aset. OnSyncConflict = this. Handl eSyncConflict;
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dat aset . OnDat aset Merged = t hi s. Handl eDat aset Mer ged;
dat aset . OnDat aset Del et ed = thi s. Handl eDat aset Del et ed;

Note that SyncSuccess and SyncFai | ur e use += instead of = so you can subscribe more than one
callback to them.

OnSyncSuccess

The OnSyncSuccess callback is triggered when a dataset is successfully updated from the cloud. If
you do not define a callback, the synchronization will succeed silently.

private void Handl eSyncSuccess(obj ect sender, SyncSuccessEvent Args e)

{
}

/1 Continue with your game flow, display the |oaded data, etc.

OnSyncFailure

OnSyncFai | ur e is called if an exception occurs during synchronization. If you do not define a
callback, the synchronization will fail silently.

private voi d Handl eSyncFai | ure(obj ect sender, SyncFail ureEvent Args e)

{

Dat aset dataset = sender as Dat aset;
if (dataset.Metadata != null) {

Consol e. WiteLine("Sync failed for dataset : " +
dat aset . Met adat a. Dat aset Nan®) ;
} else {

Consol e. WiteLine("Sync failed");
}

OnSyncConflict

Conflicts may arise if the same key has been modified on the local store and in the sync store. The
OnSyncConf |l i ct callback handles conflict resolution. If you don't implement this method, the
synchronization will be aborted when there is a conflict.

private bool Handl eSyncConflict(Dataset dataset, List < SyncConflict >
conflicts)

{
if (dataset.Metadata != null) {
Consol e. WiteLine("Sync conflict " + dataset.Metadata. Dat aset Nane) ;
} else {
Consol e. WiteLine("Sync conflict");
}

Li st < Amazon. Cogni t oSync. SyncManager. Record > resol vedRecords = new List <
Anmazon. Cogni t oSync. SyncManager. Record > ();
foreach(SyncConflict conflictRecord in conflicts) {
/'l SyncManager provides the follow ng default conflict resolution
nmet hods:

/1 Resol veW t hRenpt eRecord - overwrites the local with renote
records

/1 Resol veW t hLocal Record - overwites the renbte with |ocal records

/1 Resol veWthVal ue - to inplement your own | ogic

resol vedRecor ds. Add(confl i ct Record. Resol veW t hRenot eRecord() ) ;
}
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/'l resolves the conflicts in |ocal storage

dat aset . Resol ve(resol vedRecords) ;

/1 on return true the synchroni ze operation continues where it left,
/1 returning fal se cancel s the synchroni ze operation

return true;

OnDatasetDeleted

When a dataset is deleted, the Amazon Cognito client uses the OnDat aset Del et ed callback to
decide whether the local cached copy of the dataset should be deleted too. By default, the dataset will
not be deleted.

private bool Handl eDat aset Del et ed( Dat aset dat aset)
{
Consol e. Wi teLi ne(dat aset. Met adat a. Dat aset Nane + " Dat aset has been
del eted");
/1 Do clean up if necessary
/1 returning true inforns the correspondi ng dataset can be purged in the
| ocal storage and return false retains the |ocal dataset
return true;

OnDatasetMerged

When two previously unconnected identities are linked together, all of their datasets are merged.
Applications are notified of the merge through the OnDat aset sMer ged callback.

publ i c bool Handl eDat aset Mer ged( Dat aset | ocal Dat aset, List<string>
ner gedDat aset Nanes)
{

foreach (string name in nergedDat aset Nanes)

{
Dat aset nergedDat aset = syncManager. OpenO Cr eat eDat aset ( nane) ;

/11 nmpl enent your nerge logic here

mer gedDat aset . OnSyncSuccess += | anbda;
mer gedDat aset . Synchroni zeAsync(); //Asnchronously fetch the dataset

}

/1 returning true allows the Synchronize to continue and fal se stops it
return fal se;

Push Sync

Amazon Cognito automatically tracks the association between identity and devices. Using the push
synchronization, or push sync, feature, you can ensure that every instance of a given identity is notified
when identity data changes. Push sync ensures that, whenever the sync store data changes for a
particular identity, all devices associated with that identity receive a silent push natification informing
them of the change.

Note
Push sync is not supported for JavaScript, Unity, or Xamarin.
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Before you can use push sync, you must first set up your account for push sync and enable push sync
in the Amazon Cognito console.

Create an Amazon Simple Notification Service
(Amazon SNS) App

Create and configure an Amazon SNS app for your supported platforms, as described in the SNS
Developer Guide.

Enable Push Sync in the Amazon Cognito console

You can enable push sync via the Amazon Cognito console. From the console home page:

1. Click the name of the identity pool for which you want to enable push sync. The Dashboard page
for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.

3. Scroll down and click Push synchronization to expand it.

4. In the Service role dropdown menu, select the IAM role that grants Cognito permission to send an

SNS natification. Click Create role to create or modify the roles associated with your identity pool in
the AWS IAM Console.

5. Select a platform application, and then click Save Changes.
6. Grant SNS Access to Your Application

In the IAM console, configure your IAM roles to have full SNS access, or create a new role that trusts
cognito-sync and has full SNS access. To learn more about IAM roles, see Roles (Delegation and
Federation).

Use Push Sync in Your App: Android

Your application will need to import the Google Play services. You can download the latest version

of the Google Play SDK via the Android SDK manager. Follow the Android documentation on
implementing a GCM client to register your app and receive a registration ID from GCM. Once you
have the registration ID, you need to register the device with Amazon Cognito, as shown in the snippet
below:

String registrationld = "MY_GCM REQ STRATI ON_I D';
try {
client.registerDevice("GCM', registrationld);
} catch (RegistrationFail edException rfe) {
Log. e(TAG "Failed to register device for silent sync", rfe);
} catch (Amazond i ent Exception ace) {
Log. e(TAG "An unknown error caused registration for silent sync to
fail", ace);

}

You can now subscribe a device to receive updates from a particular dataset:

Dat aset trackedDataset = client.openO CreateDataset ("nyDataset");
if (client.isDeviceRegistered()) {
try {
trackedDat aset . subscri be();
} catch (SubscribeFail edException sfe) {
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Log. e(TAG "Failed to subscribe to datasets", sfe);
} catch (Amazond i ent Exception ace) {

Log. e(TAG, "An unknown error caused the subscription to fail", ace);
}

To stop receiving push notifications from a dataset, simply call the unsubscribe method. To subscribe
to all datasets (or a specific subset) in the Cogni t oSyncManager object, use subscri beAl |l ():

if (client.isDeviceRegistered()) {
try {
client.subscribeAl();
} catch (SubscribeFail edException sfe) {
Log. e(TAG "Failed to subscribe to datasets", sfe);
} catch (Amazond i ent Exception ace) {
Log. e(TAG "An unknown error caused the subscription to fail", ace);
}

In your implementation of the Android BroadcastReceiver object, you can check the latest version of
the modified dataset and decide if your app needs to synchronize again:

@verride

public void onReceive(Context context, Intent intent) {
PushSyncUpdat e update = client. get PushSyncUpdate(intent);

/1 The update has the source (cognito-sync here), identityld of the
/1 user, identityPoolld in question, the non-local sync count of the
/1 data set and the nane of the dataset. Al are accessible through
/'l relevant getters.

String source = update. get Source();

String identityPool Id = update.getldentityPoolld();
String identityld = update.getldentityld();

String dataset Nane = updat e. get Dat aset Nane;

I ong syncCount = update. get SyncCount ;

Dat aset dataset = client.openO CreateDat aset (dat aset Nane) ;

/'l need to access last sync count. If sync count is less or equal to
/1 last sync count of the dataset, no sync is required.

I ong | ast SyncCount = dat aset. get Last SyncCount () ;
if (lastSyncCount < syncCount) ({
dat aset . synchroni ze(new SyncCal | back() {
I
1)
H}

The following keys are available in the push notification payload:

¢ sour ce: cognito-sync. This can serve as a differentiating factor between notifications.

* identityPool | d: The identity pool ID. This can be used for validation or additional information,
though it's not integral from the receiver's point of view.
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e identityld: The identity ID within the pool.
« dat aset Nane: The name of the dataset that was updated. This is available for the sake of the
openOrCreateDataset call.

¢ syncCount : The sync count for the remote dataset. You can use this as a way to make sure that the
local dataset is out of date, and that the incoming synchronization is new.

Use Push Sync in Your App: iOS - Objective-C

To obtain a device token for your app, follow the Apple documentation on Registering for Remote
Notifications. Once you've received the device token as an NSData object from APNSs, you'll need to
register the device with Amazon Cognito using the r egi st er Devi ce: method of the sync client, as
shown below:

AWBCognito *syncC ient = [ AWSCognito defaul t Cognito];
[[syncCient registerDevice: devToken] continueWthBl ock: i d( AWSTask
*task) {
if(task.error){
NSLog( @ Unabl e to registerDevice: %@, task.error);
} else {
NSLog( @ Successful ly regi stered device with id: %@,
task.result);

}

return nil;

In debug mode, your device will register with the APNs sandbox; in release mode, it will register with
APNSs. To receive updates from a particular dataset, use the subscri be method:

[[[syncdient openOr CreateDataset: @MDataset"] subscribe]
conti nueW t hBl ock: Ni d( AWSTask *task) {
if(task.error){
NSLog( @ Unabl e to subscribe to dataset: %@, task.error);
} else {
NSLog( @ Successful |y subscribed to dataset: %@, task.result);
}

return nil;

1

To stop receiving push notifications from a dataset, simply call the unsubscri be method:

[[[syncCient openOr CreateDataset: @MDataset”] unsubscri be]
conti nueWt hBl ock: *i d( AWsTask *task) {
if(task.error){
NSLog( @ Unabl e to unsubscri be from dataset: %@, task.error);
} else {
NSLog( @ Successful | y unsubscri bed from dataset: %@,
task.result);
}

return nil;

1

To subscribe to all datasets in the AWSCogni t o object, call subscri beAl | :

[[syncdient subscribeAll] continueWthBl ock: i d( AWsTask *task) {
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if(task.error){
NSLog( @ Unabl e to subscribe to all datasets: %@, task.error);
} else {
NSLog( @ Successful |y subscribed to all datasets: %@,
task.result);

}

return nil;

1

Before calling subscri beAl | , be sure to synchronize at least once on each dataset, so that the
datasets exist on the server.

To react to push notifications, you need to implement the di dRecei veRenot eNot i fi cat i on method
in your app delegate:

- (void)application: (U Application *)application
di dRecei veRenpt eNoti fi cati on: (NSDi cti onary *)userlnfo

[[NSNoti ficati onCenter defaultCenter]
post Noti fi cati onName: @ Cogni t oPushNot i fi cati on" object:userlnfo];

}

If you post a natification using notification handler, you can then respond to the natification elsewhere
in the application where you have a handle to your dataset. If you subscribe to the notification like
this ...

[[NSNoti ficationCenter defaultCenter] addObserver:self
sel ector: @el ect or (di dRecei vePushSync:)
nane: : @ Cogni toPushNotification" object:nil];

...you can act on the notification like this:

- (void)di dRecei vePushSync: (NSNoti fi cati on*)notification

{
NSDi ctionary * data = [(NSDictionary *)[notification object]
obj ect ForKey: @data"];
NSString * identityld = [data objectForKey: @i dentityld"];
NSString * datasetName = [data obj ect For Key: @ dat aset Nane"] ;
if([self.dataset.nanme isEqual ToString: dat aset Nane] &&
[self.identityld isEqual ToString:identityld]){
[[sel f.dataset synchronize] continueWthBl ock: i d( AWSTask *t ask)
{
if(!'task.error){
NSLog( @ Successful |y synced dataset");
}

return nil;

.

The following keys are available in the push notification payload:

e sour ce: cognito-sync. This can serve as a differentiating factor between notifications.

e identityPool I d: The identity pool ID. This can be used for validation or additional information,
though it's not integral from the receiver's point of view.

e identityld: The identity ID within the pool.
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¢ dat aset Nanme: The name of the dataset that was updated. This is available for the sake of the
openOr Cr eat eDat aset call.

¢ syncCount : The sync count for the remote dataset. You can use this as a way to make sure that the
local dataset is out of date, and that the incoming synchronization is new.

Use Push Sync in Your App: iI0S - Swift

To obtain a device token for your app, follow the Apple documentation on Registering for Remote
Notifications. Once you've received the device token as an NSData object from APNSs, you'll need to
register the device with Amazon Cognito using the registerDevice: method of the sync client, as shown
below:

let syncCient = AWSCognito. default()
syncC i ent.registerDevi ce(devToken). conti nueWth(bl ock: { (task: AWSTask!) ->
AnyCbj ect! in
if (task.error !'=nil) {
print("Unable to register device: " +
task.error.localizedDescription)

} else {
print("Successfully registered device with id: \(task.result)")
}

return task

19

In debug mode, your device will register with the APNs sandbox; in release mode, it will register with
APNSs. To receive updates from a particular dataset, use the subscri be method:

syncC i ent. openOr Creat eDat aset (" MyDat aset ") . subscri be().conti nueWt h(bl ock:
{ (task: AWBTask!) -> AnyQbject! in
if (task.error !'=nil) {
print("Unable to subscribe to dataset: " +
task.error.local i zedDescription)

} else {
print("Successfully subscribed to dataset: \(task.result)")

}

return task

)

To stop receiving push notifications from a dataset, call the unsubscri be method:

syncd i ent. openOr Creat eDat aset (" MyDat aset ") . unsubscri be(). conti nueWth(bl ock:
{ (task: AWBTask!) -> AnyCbject! in
if (task.error !'=nil) {
print("Unable to unsubscribe to dataset: " +
task. error.localizedDescription)

} else {
print("Successfully unsubscribed to dataset: \(task.result)")
}

return task

})

To subscribe to all datasets in the AWSCogni t o object, call subscri beAl | :
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syncC i ent. openOr Creat eDat aset (" MyDat aset") . subscri beAl I (). conti nueWth(bl ock:
{ (task: AWSBTask!) -> AnyQbject! in
if (task.error !'=nil) {
print("Unable to subscribe to all datasets: " +
task.error.localizedDescription)

} else {
print("Successfully subscribed to all datasets: \(task.result)")
}

return task

19

Before calling subscri beAl | , be sure to synchronize at least once on each dataset, so that the
datasets exist on the server.

To react to push notifications, you need to implement the di dRecei veRenot eNot i fi cat i on method
in your app delegate:

func application(application: U Application, didReceiveRenoteNotification
user I nfo: [NSCbject : Any(hject],
f et chConpl eti onHandl er conpl eti onHandl er: (Ul BackgroundFet chResult) ->
Voi d) {

NSNot i fi cati onCenter. defaultCenter().postNotificati onName(" CognitoPushNotific
obj ect: userlnfo)

})

ation",

If you post a notification using notification handler, you can then respond to the natification elsewhere
in the application where you have a handle to your dataset. If you subscribe to the notification like
this ...

NSNot i fi cati onCent er. defaul t Center().addOoserver (observer: sel f,
sel ect or: "di dRecei vePushSync: ",
nane: " Cogni t oPushNot i fi cati on",
object:nil)

...you can act on the notification like this:

func di dRecei vePushSync(notification: NSNotification) {
if let data = (notification.object as! [String: AnyQhject])["data"] as?
[String: AnyQbject] {
let identityld = data["identityld"] as! String
| et dataset Nane = dat a[ "dat aset Nane"] as! String

if self.dataset.nanme == datasetNanme && self.identityld == identityld
{
dat aset. synchroni ze(). conti nueWthBl ock {(task) -> AnyCbject! in
if task.error == nil {
print("Successfully synced dataset")
}
return nil
}
}
}
}
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The following keys are available in the push notification payload:

e sour ce: cognito-sync. This can serve as a differentiating factor between notifications.

e identityPool I d: The identity pool ID. This can be used for validation or additional information,
though it's not integral from the receiver's point of view.

e identityld: The identity ID within the pool.

¢ dat aset Nanme: The name of the dataset that was updated. This is available for the sake of the
openOr Cr eat eDat aset call.

¢ syncCount : The sync count for the remote dataset. You can use this as a way to make sure that the
local dataset is out of date, and that the incoming synchronization is new.

Amazon Cognito Streams

Amazon Cognito Streams gives developers control and insight into their data stored in Amazon
Cognito. Developers can now configure an Amazon Kinesis stream to receive events as data is
updated and synchronized. Amazon Cognito can push each dataset change to an Amazon Kinesis
stream you own in real time.

Using Amazon Cognito Streams, you can move all of your Sync data to Amazon Kinesis, which can
then be streamed to a data warehouse tool such as Amazon Redshift for further analysis. To learn
more about Amazon Kinesis, see Getting Started Using Amazon Kinesis.

Configuring Streams

You can set up Amazon Cognito Streams in the Amazon Cognito console. To enable Amazon Cognito
Streams in the Amazon Cognito console, you need to select the Amazon Kinesis stream to publish to
and an IAM role that grants Amazon Cognito permission to put events in the selected stream.

From the console home page:

1. Click the name of the identity pool for which you want to set up Amazon Cognito Streams. The
Dashboard page for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.
3. Scroll down and click Cognito Streams to expand it.

4. In the Stream name dropdown menu, select the name of an existing Kinesis stream. Alternatively,
click Create stream to create one, entering a stream name and the number of shards. To learn
about shards and for help on estimating the number of shards needed for your stream, see the
Amazon Kinesis Developer Guide.

5. In the Publish role dropdown menu, select the IAM role that grants Amazon Cognito permission
to publish your stream. Click Create role to create or modify the roles associated with your identity
pool in the AWS IAM Console.

6. In the Stream status dropdown menu, select Enabled to enable the stream updates. Click Save
Changes.

After you've successfully configured Amazon Cognito streams, all subsequent updates to datasets in
this identity pool will be sent to the stream.
Stream Contents

Each record sent to the stream represents a single synchronization. Here is an example of a record
sent to the stream:

{
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"identityPool 1d": "Pool 1d",

"identityld": "ldentity 1d",

"dat aSet Name": "Dataset Nane",

"operation": "(replace|renove)",

"ki nesi sSyncRecords": [

{

"key": "Key",
"val ue": "Val ue",
"syncCount": 1,
"l ast Mbdi fi edDat e": 1424801824343,
"devi ceLast Modi fi edDate": 1424801824343,
" "(repl ace| renove) "

op":
H

1,

"l ast Mbdi fi edDat e": 1424801824343,

"Kki nesi sSyncRecordsURL": "S3Url",

"payl oadType": "(S3Url|Inline)",

"syncCount": 1

For updates that are larger than the Amazon Kinesis maximum payload size of 50 KB, a presigned
Amazon S3 URL will be included that contains the full contents of the update.

After you have configured Amazon Cognito streams, if you delete the Amazon Kinesis stream or
change the role trust permission so that it can no longer be assumed by Amazon Cognito Sync,
Amazon Cognito streams will be disabled. You will need to either recreate the Amazon Kinesis stream
or fix the role, and then you will need to reenable the stream.

Bulk Publishing

Once you have configured Amazon Cognito streams, you will be able to execute a bulk publish
operation for the existing data in your identity pool. After you initiate a bulk publish operation, either via
the console or directly via the APIl, Amazon Cognito will start publishing this data to the same stream
that is receiving your updates.

Amazon Cognito does not guarantee uniqueness of data sent to the stream when using the bulk
publish operation. You may receive the same update both as an update as well as part of a bulk
publish. Keep this in mind when processing the records from your stream.

To bulk publish all of your streams, follow steps 1-6 under Configuring Streams and then click Start
bulk publish. You are limited to one ongoing bulk publish operation at any given time and to one
successful bulk publish request every 24 hours.

Amazon Cognito Events

Amazon Cognito Events allows you to execute an AWS Lambda function in response to important
events in Amazon Cognito. Amazon Cognito raises the Sync Trigger event when a dataset is
synchronized. You can use the Sync Trigger event to take an action when a user updates data.

The function can evaluate and optionally manipulate the data before it is stored in the cloud and
synchronized to the user's other devices. This is useful to validate data coming from the device before
it is synchronized to the user's other devices, or to update other values in the dataset based on
incoming data such as issuing an award when a player reaches a new level.

The steps below will guide you through setting up a Lambda function that executes each time a
Amazon Cognito Dataset is synchronized.

Creating a Function in AWS Lambda
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To integrate Lambda with Amazon Cognito, you first need to create a function in Lambda. To do so:
Selecting the Lambda Function in Amazon Cognito

. Open the Lambda console.
. Click Create a Lambda function.
. On the Select blueprint screen, search for and select "cognito-sync-trigger."

A W N P

. On the Configure event sources screen, leave the Event source type set to "Cognito Sync Trigger"
and select your identity pool. Click Next.

5. On the Configure function screen, enter a name and description for your function. Leave Runtime
set to "Node.js." Leave the code unchanged for our example. The default example makes no
changes to the data being synced. It only logs the fact that the Amazon Cognito Sync Trigger event
occurred. Leave Handler name set to "index.handler." For Role, select an IAM role that grants your
code permission to access AWS Lambda. To modify roles, see the IAM console. Leave Advanced
settings unchanged. Click Next.

6. On the Review screen, review the details and click Create function. The next page displays your
new Lambda function.

Now that you have an appropriate function written in Lambda, you need to choose that function as the
handler for the Amazon Cognito Sync Trigger event. The steps below walk you through this process.

From the console home page:

Now, your Lambda function will be executed each time a dataset is synchronized. The next section
explains how you can read and modify the data in your function as it is being synchronized.

1. Click the name of the identity pool for which you want to set up Amazon Cognito Events. The
Dashboard page for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.

3. Scroll down and click Cognito Events to expand it.

4. In the Sync Trigger dropdown menu, select the Lambda function that you want to trigger when a
Sync event occurs.

5. Click Save Changes.

Writing a Lambda Function for Sync Triggers

Sync triggers follow the service provider interface programming paradigm. Amazon Cognito will provide
input in the following JSON format to your Lambda function.

"version": 2,
"event Type": "SyncTrigger",

"region": "us-east-1",
"identityPool Id": "identityPoolld",
"identityld": "identityld",

"dat aset Name": "dat aset Name",

"dat aset Records": {
"Sampl eKey1": {

"ol dval ue": "ol dval uel",
"newval ue": "newval uel",
"op": "replace"

?:

anmpl eKey2": {
"ol dval ue": "ol dval ue2",
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"newal ue": "newval ue2",
"op": "replace"
...
}
}

Amazon Cognito expects the return value of the function in the same format as the input. A complete
example is provided below.

Some key points to keep in mind when writing functions for the Sync Trigger event:

« When your Lambda function is invoked during UpdateRecords, it must respond within 5 seconds.
If it does not, the Amazon Cognito Sync service throws a LanbdaSocket Ti meout Excepti on
exception. It is not possible to increase this timeout value.

¢ If you geta LanbdaThr ot t | edExcept i on exception, you should retry the sync operation (update
records).

« Amazon Cognito will provide all the records present in the dataset as input to the function.

¢ Records updated by the app user will have the 'op' field set as “replace” and the records deleted will
have 'op' field as "remove".

¢ You can modify any record, even if it is not updated by the app user.

« All the fields except the datasetRecords are read only and should not be changed. Changing these
fields will result in a failure to update the records.

* To modify the value of a record, simply update the value and set the ‘op' to "replace".
¢ To remove a record, either set the ‘op’ to remove or set the value to null.

¢ To add a record, simply add a new record to the datasetRecords array.

« Any omitted record in the response will be ignored for the update.

Sample Lambda Function

Here is a sample Lambda function showing how to access, modify and remove the data.

consol e. |l og(' Loadi ng function');

exports. handl er = function(event, context) {
consol e. 1 og(JSON. stringify(event, null, 2));

/Il Check for the event type
if (event.eventType === 'SyncTrigger') {

/1 Modify value for a key

i f('Sanpl eKeyl' in event. datasetRecords){
event . dat aset Recor ds. Sanpl eKeyl. newal ue = ' Modi f yVal uel'
event . dat aset Recor ds. Sanpl eKeyl. op = 'repl ace';

}

/I Renove a key
i f('Sanpl eKey2' in event. dataset Records){
event . dat aset Recor ds. Sanpl eKey2. op = 'renove';

}

/1 Add a key
if(!(" Sampl eKey3' in event.datasetRecords)){
event . dat aset Recor ds. Sanpl eKey3={"' newval ue' : ' Modi f yVal ue3d',
op' : 'replace'};

}
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}

cont ext.done(null, event);

}s
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Logging Amazon Cognito API Calls
with AWS CloudTrall

Amazon Cogpnito is integrated with AWS CloudTrail, a service that captures specific API calls and
delivers log files of the calls to an S3 bucket that you specify. CloudTrail captures API calls made from
the Amazon Cognito console or from your code to the Amazon Cognito APIs. With the information
collected by CloudTrail, you can determine which request was made to Amazon Cognito, the IP
address from which the request was made, who made the request, when it was made, and so on.

To learn more about CloudTrail, including how to configure and enable it, see the AWS CloudTrail User
Guide.

You can also create Amazon CloudWatch alarms for specific CloudTrail events. For example, you
can set up CloudWatch to trigger an alarm if an identity pool configuration is changed. For more
information, see Creating CloudWatch Alarms for CloudTrail Events: Examples.

Amazon Cognito Information in CloudTrall

When CloudTrail logging is enabled in your AWS account, API calls made to specific Amazon Cognito
actions are tracked in CloudTrail log files, where they are written with other AWS service records.
CloudTrail determines when to create and write to a new file based on a time period and file size.

The following actions are supported:
Amazon Cognito Your User Pools

« AddCustomAttributes

¢ CreateUserlmportJob

¢ CreateUserPool

¢ CreateUserPoolClient
* DeleteUserPool

¢ DeleteUserPoolClient
¢ DescribeUserlmportJob
¢ DescribeUserPool

¢ DescribeUserPoolClient
¢ GetCSVHeader
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¢ ListUserlmportJobs

« ListUserPoolClients

¢ ListUserPools

¢ StartUserlmportJob

¢ StopUserimportJob

¢ UpdateUserPool

¢ UpdateUserPoolClient

Amazon Cognito Federated Identities

¢ CreateldentityPool

¢ DeleteldentityPool

¢ DescribeldentityPool
¢ GetldentityPoolRoles
« ListldentityPools

¢ SetldentityPoolRoles
¢ UpdateldentityPool

Amazon Coghnito Sync

¢ BulkPublish

¢ DescribeldentityPoolUsage
¢ GetBulkPublishDetails

¢ GetCognitoEvents

¢ GetldentityPoolConfiguration
« ListldentityPoolUsage

¢ SetCognitoEvents

» SetldentityPoolConfiguration

Every log entry contains information about who generated the request. The user identity information

in the log helps you determine whether the request was made with root or AWS Identity and Access
Management (IAM) user credentials, with temporary security credentials for a role or federated user, or
by another AWS service. For more information, see the CloudTrail userldentity Element.

You can store log files in your S3 bucket for as long as you want, but you can also define Amazon
Simple Storage Service (Amazon S3) lifecycle rules to archive or delete log files automatically. By
default, your log files are encrypted by using Amazon S3 server-side encryption (SSE).

If you want to take quick action upon log file delivery, you can have CloudTrail publish Amazon
Simple Notification Service (Amazon SNS) notifications when new log files are delivered. For more
information, see Configuring Amazon SNS Notifications.

You can also aggregate Amazon Cognito log files from multiple AWS regions and multiple AWS
accounts into a single S3 bucket. For more information, see Receiving CloudTrail Log Files From
Multiple Regions.

Understanding Amazon Cognito Log File Entries

CloudTrail log files contain one or more log entries, where each entry lists multiple JSON-formatted
events. A log entry represents a single request from any source and includes information about the
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requested operation, including the date and time of the operation, request parameters, and so on. Log
entries are not an ordered stack trace of the public API calls, so they do not appear in any specific
order.

The following example is a log entry for a request for the Cr eat el dent i t yPool action. The request
was made by an IAM user named Alice.

"event Version":"1.03",
"userldentity":{
"type": "I AMJser",
"principalld":"PRI NC PAL_I D',
"arn":"arn:aws:iam:123456789012: user/ Alice",
"accountld":"123456789012",
"accessKeyld":"[' EXAMPLE_KEY_ID 1",
"user Nanme": " Al'i ce"
o
"event Ti ne": " 2016- 01-07T02: 04: 302",
"event Source":"cognito-identity.amzonaws. cont',
"event Nane": " Creat el dentityPool ",
"awsRegi on": "us-east-1",
"sour cel PAddress":"127.0.0. 1",
"user Agent ": " USER_AGENT",
"request Paraneters": {
"identityPool Narme": " Test Pool ",
"al | owUnaut henti catedl dentities":true,
"support edLogi nProvi ders": {
"graph. f acebook. coni': "*000000000000000"
}
o
"responseEl enents": {
"identityPool Narme": " Test Pool ",
"identityPool 1d": "us-
east-1: 1cf 667a2- 49a6- 454b- 9e45- 23199EXAMPLE" ,
"al | owUnaut henti catedl dentities":true,
"support edLogi nProvi ders": {
"graph. f acebook. coni': " 000000000000000"
}
o
"request | D':"15cc73al- 0780- 460c- 91e8- el2ef 034e116",
"event | D':"f 1d47f 93- c708- 495b- bf f 1- cbh935a6064b2",
"event Type": " AwsApi Cal | ",
"reci pi ent Account 1 d":"123456789012"
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The following tables describe Amazon Cognito hard limits, which are limits that cannot be changed.
Soft limits, which can be changed, are not included. For information about them, see AWS Service
Limits.

Limits in Amazon Cognito Your User Pools

Maximum number of custom attributes per user 25

pool

Maximum number of groups per user pool 25
Maximum characters per attribute 2048 bytes
Maximum character length for custom attribute 20

name

Min/max password policy length Between 6 and 99, inclusive
Maximum characters in email subject 140
Maximum character in email message 20,000
Maximum characters in SMS verification 140
message

Maximum characters in password 256

Token Validity in Amazon Cognito User Pools

ID token 1 hour

Refresh token Between 1 day and 3650 days, inclusive

Code Validity in Amazon Cognito User Pools

Sign-up confirmation code 24 hours
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User attribute verification code validity
Multi-factor authentication code

Forgot password code

Limits in Cognito Federated Identities

Maximum number of identities per identity pool
Maximum character length for identity pool name

Maximum character length for login provider
name

Maximum number of results from a single List/
Lookup API call

Maximum Amazon Cognito user pool providers
per identity pool

Limits in Cognito Sync

Maximum character length for dataset name

Minimum waiting time for a bulk publish after a
successful request

24 hours
3 minutes

1 hour

Unlimited
128 bytes

2048 bytes

60

10

128 bytes

24 hours
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Resource Permissions

This article covers restricting access to Amazon Cognito resources via IAM. If you are trying to define
access permissions for your application's users, see Federated |dentities Concepts (p. 110) for further
details.

Amazon Resource Names (ARNS)

ARNSs for Amazon Cognito Federated Identities

In Amazon Cognito Federated Identities, it is possible to restrict an IAM user's access to a specific
identity pool, using the Amazon Resource Name (ARN) format, as in the following example. For more
information about ARNSs, see IAM Identifiers.

arn: aws: cognito-identity: REG O\N: ACCOUNT_I D: i dentitypool /1 DENTI TY_POOL_I D

ARNSs for Amazon Cognito Sync

In Amazon Cognito Sync, customers can also restrict access by the identity pool ID, identity ID, and
dataset name.

For APIs that operate on an identity pool, the identity pool ARN format is the same as for Amazon
Cognito Federated Identities, except that the service name is cogni t 0o- sync instead of cogni t o-
identity:

arn: aws: cogni t o- sync: REG ON: ACCOUNT_| D:i denti typool /I DENTI TY_POOL_I D

For APIs that operate on a single identity, such as Regi st er Devi ce, you can refer to the individual
identity by the following ARN format:

arn: aws: cogni t o- sync: REG ON: ACCOUNT_I D: i denti t ypool /| DENTI TY_POOL_I D/
identity/ I DENTITY_ID

For APIs that operate on datasets, such as Updat eRecor ds and Li st Recor ds, you can refer to the
individual dataset using the following ARN format:
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arn: aws: cogni t o- sync: REG ON: ACCOUNT | D:i denti typool /| DENTI TY_POOL_I| D/
identity/ | DENTI TY_| D/ dat aset / DATASET _NAME

ARNSs for Amazon Cognito Your User Pools

For Amazon Cognito Your User Pools, it is possible to restrict an IAM user's access to a specific user
pool, using the following ARN format:

arn: aws: cognito-i dp: REG ON: ACCOUNT_I| D: user pool / USER_POCL_I D

Example Policies

Restricting Console Access to a Specific Identity Pool

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Al ow',
"Action": [
"cognito-identity:ListldentityPools"
1.
"Resource": "*"
}
{
"Effect": "Al ow',
"Action": [
"cognito-identity:*"
1.
"Resource": "arn:aws:cognito-identity: us-
east-1:0123456789: i dentitypool /us-east-1: lalalala-ffff-1111-9999-12345678"
}
{
"Effect": "Al ow',
"Action": [
"cognito-sync:*"
1.
"Resource": "arn:aws:cognito-sync: us-east-1:0123456789: i dentitypool / us-
east-1: lalalala-ffff-1111-9999-12345678"
}
]
}
Allowing Access to Specific Dataset for All Identities in a Pool
{
"Version": "2012-10-17",
"Statenment": [
{
"Effect": "Allow',
"Action": [
"cogni to-sync: Li st Records",
"cogni t o- sync: Updat eRecor ds"
1.
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"Resource": "arn:aws:cognito-sync: us-east-1:0123456789: i dentitypool / us-
east-1:lalalala-ffff-1111-9999-12345678/identity/*/dataset/UserProfile"

}
]
}

Managed Policies

A number of policies are available via the IAM Console that customers can use to grant access to
Amazon Cognito:

¢ AmazonCognitoPowerUser - Permissions for accessing and managing all aspects of your identity
pools.

¢ AmazonCognitoReadOnly - Permissions for read only access to your identity pools.

« AmazonCognitoDeveloperAuthenticatedldentities - Permissions for your authentication system to
integrate with Amazon Cognito.

These policies are maintained by the Amazon Cognito team, so even as new APIs are added your IAM
users will continue to have the same level of access.

Note
Because creating a new identity pool also requires creating IAM roles, any IAM user you want
to be able to create new identity pools with must have the admin policy applied as well.

Signed versus Unsigned APIs

APIs that are signed with AWS credentials are capable of being restricted via an IAM policy. The
following Cognito APIs are unsigned, and therefore cannot be restricted via an IAM policy:

Amazon Cognito Federated Identities

e Cetld

e Get Openl dToken

e GetCredential sForldentity
e Unlinkldentity

Amazon Cognito Your User Pools

e ChangePassword

e ConfirnDevice

e Confirnfor got Password
e Confirnti gnUp

e Del et eUser

e Del eteUserAttri butes
e For get Devi ce

e For got Password

e Cet Devi ce

e Get User

e GetUserAttributeVerificati onCode
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G obal Si gnQut
InitiateAuth

Li st Devi ces

ResendConfi rnat i onCode
RespondToAut hChal | enge
Set User Set ti ngs

Si gnUp

Updat eDevi ceSt at us
Updat eUser At tri but es
VerifyUserAttribute
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Using the Amazon Cognito Console

This guide provides a short introduction to working with the Amazon Cognito console.

What is the Amazon Cognito Console?

You can use the Amazon Cognito console to manage the resources for your applications that interact
with Amazon Cognito. The console provides an intuitive user interface for performing many Amazon
Cognito tasks, such as creating and managing identity pools and user pools, browsing the identities of
your users, managing users in your user pools, viewing the number of data syncs for your application,
and so on.

The Amazon Cognito console is a part of the AWS Management Console, which provides information
about your account and billing. For more information on using the AWS Management Console, see
Working with the AWS Management Console.

Create an ldentity Pool

1. Signinto the Amazon Cognito console, choose Manage Federated Identities, and then choose
Create new identity pool.

2. Type a name for your identity pool, select Enable access to unauthenticated identities, and
then choose Create Pool.

3. Choose Allow to create the two default roles associated with your identity pool-one for
unauthenticated users and one for authenticated users. These default roles provide your identity
pool access to Amazon Cognito Sync. You can modify the roles associated with your identity pool
in the IAM console. For additional instructions on working with the Amazon Cognito console, see
Using the Amazon Cognito Console (p. 208).

Delete an Identity Pool

From the Console home page:

1. Click the name of the identity pool that you want to delete. The Dashboard page for your identity
pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.
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3. Scroll down and click Delete identity pool to expand it.
4. Click Delete identity pool.
5. Click Delete pool.

Warning

When you click the delete button, you will permanently delete your identity pool and all the
user data it contains. Deleting an identity pool will cause applications and other services
utilizing the identity pool to stop working.

Delete an Identity from an Identity Pool

From the Console home page:

1. Click the name of the identity pool that contains the identity that you want to delete. The Dashboard
page for your identity pool appears.

2. In the left-hand navigation on the Dashboard page, click Identity browser. The Identities page
appears.

3. On the Identities page, enter the identity ID that you want to delete and then click Search.
4. On the Identity details page, click the Delete identity button, and then click Delete.

Enable or edit authentication providers

If you allow your users to authenticate using public identity providers (e.g. Amazon Cognito user
pools, Facebook, Twitter, Amazon), you can specify your application identifiers in the Amazon Cognito
Console. This associates the application ID (provided by the public login provider) with your identity
pool.

You can also configure authentication rules for each provider from this page. Each provider allows up
to 25 rules. The rules are applied in the order you save for each provider. For more information, see
Role-Based Access Control (p. 119).

Warning
Changing the application 1D to which your identity pool is linked will disable existing users from
authenticating with Amazon Cognito. Learn more about External Identity Providers (p. 129).

From the Console home page:

1. Click the name of the identity pool for which you want to enable the external provider. The
Dashboard page for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.

3. Scroll down and click Authentication providers to expand it.

4. Click the tab for the appropriate provider and enter the required information associated with that
authentication provider.

Change the role associated with an identity type

Amazon Cognito defines two types of identities: authenticated and unauthenticated. Every identity in
your identity pool is either authenticated and unauthenticated. Authenticated identities belong to users
who are authenticated by a public login provider (Amazon Cognito user pools, Facebook, Amazon,
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Google, Twitter/Digits, SAML, or any OpenID Connect Providers) or a developer provider (your own
backend authentication process). Unauthenticated identities typically belong to guest users.

For each identity type, there is an assigned role. This role has a policy attached to it which dictates
which AWS services that role can access. When Amazon Cognito receives a request, the service
will determine the identity type, determine the role assigned to that identity type, and use the policy
attached to that role to respond. By modifying a policy or assigning a different role to an identity
type, you can control which AWS services an identity type can access. To view or modify the policies
associated with the roles in your identity pool, see the AWS |IAM Console.

You can easily change which role is associated with an identity type using the Amazon Cognito
Console. From the Console home page:

1. Click the name of the identity pool for which you want to modify roles. The Dashboard page for your
identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.

3. Use the dropdown menus next to Unauthenticated role and Authenticated role to change roles.
Click Create new role to create or modify the roles associated with each identity type in the AWS
IAM console. For more information, see IAM Roles.

Enable or disable unauthenticated identities

Amazon Cognito can support unauthenticated identities by providing a unique identifier and AWS
credentials for users who do not authenticate with an identity provider. If your application allows users
who do not log in, you can enable access for unauthenticated identities. To learn more, see Identity
Pools (p. 109).

From the Console home page:

1. Click the name of the identity pool for which you want to enable or disable unauthenticated
identities. The Dashboard page for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.

3. Scroll down and click Unauthenticated identities to expand it.
4. Select the checkbox to enable or disable access to unauthenticated identities.
5. Click Save Changes.

Managing Datasets in the Amazon Cognito
Console

If you have implemented Amazon Cognito Sync functionality in your application, the Amazon Cognito
console enables you to manually create and delete datasets and records for individual identities. Any
change you make to an identity's dataset or records in the Amazon Cognito console will not be saved
until you click Synchronize in the console and will not be visible to the end user until the identity calls
synchronize. The data being synchronized from other devices for individual identities will be visible
once you refresh the list datasets page for a particular identity.

Create a Dataset for an Identity

From the Amazon Cognito console home page:
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1. Click the name of the identity pool that contains the identity for which you want to create a dataset.
The Dashboard page for your identity pool appears.

2. In the left-hand navigation on the Dashboard page, click Identity browser. The Identities page
appears.

3. On the Identities page, enter the identity ID for which you want to create a dataset, and then click
Search.

4. On the Identity details page for that identity, click the Create dataset button, enter a dataset name,
and then click Create and edit dataset.

5. On the Current dataset page, click Create record to create a record to store in that dataset.

6. Enter a key for that dataset, the valid JSON value or values to store, and then click Format as
JSON to prettify the value you entered and to confirm that it is well-formed JSON. When finished,
click Save Changes.

7. Click Synchronize to synchronize the dataset. Your changes will not be saved until you click
Synchronize and will not be visible to the user until the identity calls synchronize. To discard
unsynchronized changes, select the change you wish to discard, and then click Discard changes.

Delete a Dataset Associated with an ldentity

From the Amazon Cognito console home page:

1. Click the name of the identity pool that contains the identity for which you want to delete a dataset.
The Dashboard page for your identity pool appears.

2. In the left-hand navigation on the Dashboard page, click Identity browser. The Identities page
appears.

3. On the Identities page, enter the identity ID containing the dataset which you want to delete, and
then click Search.

4. On the Identity details page, select the checkbox next to the dataset or datasets that you want to
delete, click Delete selected, and then click Delete.

Set Up Amazon Cognito Streams

Bulk

Amazon Cognito Streams gives developers control and insight into their data stored in Amazon
Cognito Sync. Developers can now configure an Amazon Kinesis stream to receive events as data.
Amazon Cognito can push each dataset change to an Amazon Kinesis stream you own in real time.
For instructions on how to set up Amazon Cognito Streams in the Amazon Cognito console, see
Amazon Cognito Streams (p. 194).

Publish Data

Bulk publish can be used to export data already stored in your Amazon Cognito Sync store to an
Amazon Kinesis stream. For instructions on how to bulk publish all of your streams, see Amazon
Cognito Streams (p. 194).

Enable Push Synchronization

Amazon Cognito automatically tracks the association between identity and devices. Using the push
sync feature, you can ensure that every instance of a given identity is notified when identity data
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changes. Push sync ensures that, whenever the sync store data changes for a particular identity, all
devices associated with that identity receive a silent push notification informing them of the change.

You can enable Push Sync via the Amazon Cognito console. From the console home page:

1. Click the name of the identity pool for which you want to enable Push Sync. The Dashboard page
for your identity pool appears.

2. In the top-right corner of the Dashboard page, click Edit identity pool. The Edit identity pool page
appears.
3. Scroll down and click Push synchronization to expand it.

4. In the Service role dropdown menu, select the IAM role that grants Amazon Cognito permission
to send an SNS natification. Click Create role to create or modify the roles associated with your
identity pool in the AWS IAM console.

5. Select a platform application, and then click Save Changes.

Set Up Amazon Cognito Events

Amazon Cognito Events allows you to execute an AWS Lambda function in response to important
events in Amazon Cognito Sync. Amazon Cognito Sync raises the Sync Trigger event when a
dataset is synchronized. You can use the Sync Trigger event to take an action when a user updates
data. For instructions on setting up Amazon Cognito Events from the console, see Amazon Cognito
Events (p. 195).

To learn more about AWS Lambda, see AWS Lambda.
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Document History for Amazon
Cognito

The following table describes the documentation for this release of Amazon Cognito.
* APl versions:

Amazon Cognito Your User Pools: 2016-04-18

Amazon Cognito Identity: 2014-06-30

Amazon Cognito Sync: 2014-06-30
¢ Latest documentation update: December 15, 2016

Change Description Date
User groups and role-based Added administrative capability | December 15, 2016
access control features to create and manage user

groups. Administrators can
assign IAM roles to users
based on group membership
and administrator-created rules.
For more information, see User
Groups (p. 82) and Role-Based
Access Control (p. 119).

Documentation update Updated iOS code examples November 18, 2016
in Developer Authenticated
Identities (p. 152).

Documentation update Added information about November 9, 2016
confirmation flow for user
accounts. For more information,
see Signing Up and Confirming
User Accounts (p. 94).

Create user accounts feature Added administrative capability = October 6, 2016
to create user accounts
through the Amazon Cognito
console and the API. For more
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Change Description Date

information, see Creating User
Accounts as Administrator in
the AWS Management Console
and with the Amazon Cognito
User Pools API (p. 79).

Documentation update Updated examples that show September 27, 2016
how to use AWS Lambda
triggers with user pools.
For more information, see
Customizing User Pool
Workflows by Using AWS
Lambda Triggers (p. 64).

User import feature Added bulk import capability September 1, 2016
for Your User Pools. Use this
feature to migrate users from
your existing identity provider
to an Amazon Cognito user
pool. For more information, see
Importing Users into Your User

Pools (p. 84).
General availability of Your Added the Your User Pools July 28, 2016
User Pools feature. Use this feature to

create and maintain a user
directory and add sign-up and
sign-in to your mobile app or
web application using user
pools. For more information,
see Creating and Managing
User Pools (p. 10).

SAML support Added support for June 23, 2016
authentication with identity
providers through Security
Assertion Markup Language
2.0 (SAML 2.0). For more
information, see SAML Identity
Provider (p. 150).

CloudTrail integration Added integration with February 18, 2016
AWS CloudTrail. For more
information, see Logging
Amazon Cognito API Calls with
AWS CloudTrail (p. 199).

Twitter support Provides support for Twitter April 30, 2015
as an external identity
provider. For more information,
see External Identity
Providers (p. 129).
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Change

Integration of events with
Lambda

Data stream to Amazon Kinesis

Push synchronization

OpenlID connect support

Developer-authenticated
identities support added

Amazon Cognito general
availability

Description

Enables you to execute an
AWS Lambda function in
response to important events
in Amazon Cognito. For more
information, see Amazon
Cognito Events (p. 195).

Provides control and insight
into your data streams. For
more information, see Amazon
Cognito Streams (p. 194).

Enables support for silent
push synchronization. For
more information, see Amazon
Cognito Sync (p. 167).

Enables support for OpenlD
Connect providers. For more
information, see External
Identity Providers (p. 129).

Enables developers who own
their own authentication and
identity management systems
to be treated as an identity
provider in Amazon Cognito.
For more information, see
Developer Authenticated
Identities (p. 152).
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