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How to Run AWS CodeBuild

What Is AWS CodeBuild?

AWS CodeBuild is a fully managed build service in the cloud. AWS CodeBuild compiles your source
code, runs unit tests, and produces artifacts that are ready to deploy. AWS CodeBuild eliminates
the need to provision, manage, and scale your own build servers. It provides prepackaged build
environments for the most popular programming languages and build tools such as Apache Maven,
Gradle, and more. You can also customize build environments in AWS CodeBuild to use your own
build tools. AWS CodeBuild scales automatically to meet peak build requests.

AWS CodeBuild provides these benefits:
¢ Fully managed — AWS CodeBuild eliminates the need to set up, patch, update, and manage your

own build servers.

¢ On demand — AWS CodeBuild scales on demand to meet your build needs. You pay only for the
number of build minutes you consume.

¢ Out of the box — AWS CodeBuild provides preconfigured build environments for the most popular
programming languages. All you need to do is point to your build script to start your first build.

For more information, see AWS CodeBuild.

Topics
¢ How to Run AWS CodeBuild (p. 1)
¢ Pricing for AWS CodeBuild (p. 2)
¢ How Do | Get Started with AWS CodeBuild? (p. 3)

How to Run AWS CodeBuild

You can run AWS CodeBuild by using the AWS CodeBuild or AWS CodePipeline console. You can
also automate the running of AWS CodeBuild by using the AWS Command Line Interface (AWS CLI)
or the AWS SDKs. If an AWS SDK is not available for your programming language or platform, you can
call the AWS CodeBuild HTTP API from your HTTP request/response functions.

API Version 2016-10-06
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Pricing for AWS CodeBuild

AWS Management Console  AWS CLI AWS SDKs AWS CodePipeline

!
s
ok

AWS CodeBuild

To run AWS CodeBuild by using the AWS CodeBuild console, AWS CLI, AWS SDKs, or AWS
CodeBuild HTTP API, see Run AWS CodeBuild Directly (p. 38).

As the following diagram shows, you can add AWS CodeBuild as a build action to the build stage of
a pipeline in AWS CodePipeline. AWS CodePipeline is a continuous delivery service that enables
you to model, visualize, and automate the steps required to release your code. This includes building
your code. A pipeline is a workflow construct that describes how code changes go through a release
process.

H

AWS CodePipeline

Source

Build 4— 0 e
‘l’ AWS CodeBuild
Test

Deploy

To use AWS CodePipeline to create a pipeline and then add an AWS CodeBuild build action, see Use
AWS CodePipeline with AWS CodeBuild (p. 25). For more information about AWS CodePipeline,
see the AWS CodePipeline User Guide.

Pricing for AWS CodeBuild

For information, see AWS CodeBuild Pricing.

API Version 2016-10-06
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How Do | Get Started with AWS CodeBuild?

How Do | Get Started with AWS CodeBuild?

We recommend that you complete the following steps:

1. Learn more about AWS CodeBuild by reading the information in Concepts (p. 4).

2. Experiment with AWS CodeBuild in an example scenario by following the instructions in Getting
Started (p. 6).

3. Use AWS CodeBuild in your own scenarios by following the instructions in Plan a Build (p. 23).

API Version 2016-10-06
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How AWS CodeBuild Works

AWS CodeBuild Concepts

The following concepts are important for understanding how AWS CodeBuild works.

Topics
¢« How AWS CodeBuild Works (p. 4)
¢ Next Steps (p. 5)

How AWS CodeBuild Works

The following diagram shows what happens when you run a build with AWS CodeBuild:

Il pig

i
Amazeon SNS Amazon 53 31

S~

' M
| Build project : 2
' I | —_
—— | | B
| . .
5 Build environment | |
" { | v
!
~ .
Amazon CloudWatch Logs AWS CodeBuild

Joeg

AWS Management Console  AWS CLI AWS SDKs AWS CodePipeline

1. Asinput, you must provide AWS CodeBuild with a build project. A build project defines how AWS
CodeBuild will run a build. It includes information such as where to get the source code, the build
environment to use, the build commands to run, and where to store the build output. A build
environment represents a combination of operating system, programming language runtime, and
tools that AWS CodeBuild uses to run a build. For more information, see:

¢ Create a Build Project (p. 40)
¢ Build Environment Reference (p. 82)

API Version 2016-10-06
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Next Steps

2. AWS CodeBuild uses the build project to create the build environment.

3.  AWS CodeBuild downloads the source code into the build environment and then uses the build
specification (build spec), as defined in the build project or included directly in the source code.
A build spec is a collection of build commands and related settings, in YAML format, that AWS
CodeBuild uses to run a build. For more information, see the Build Spec Reference (p. 77).

4. |If the build is successful, the build environment uploads its output to an Amazon S3 bucket.
The build environment can also perform tasks that you specify in the build spec (for example,
sending build notifications to an Amazon SNS topic). For an example, see Build Notifications
Sample (p. 118).

5. While the build is running, the build environment sends information to AWS CodeBuild and
Amazon CloudWatch Logs.

6. While the build is running, you can use the AWS CodeBuild console, AWS CLI, AWS SDKs, or the
AWS CodeBuild HTTP API to get summarized build information from AWS CodeBuild and detailed
build information from Amazon CloudWatch Logs. If you use AWS CodePipeline to run builds, you
can get limited build information from AWS CodePipeline.

Next Steps

Now that you know more about AWS CodeBuild, we recommend that you complete the following steps:

1. Experiment with AWS CodeBuild in an example scenario by following the instructions in Getting
Started (p. 6).

2. Use AWS CodeBuild in your own scenarios by following the instructions in Plan a Build (p. 23).

API Version 2016-10-06
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Step 1: Create or Use Amazon S3 Buckets
to Store the Build Input and Output

Getting Started with AWS
CodeBuild

In this walkthrough, you will use AWS CodeBuild to build a collection of sample source code input
files (which we call build input artifacts or build input) into a deployable version of the source code
(which we call build output artifact or build output). Specifically, you will instruct AWS CodeBuild to use
Apache Maven, a common build tool, to build a set of Java class files into a Java Archive (JAR) file.
You do not need to be familiar with Apache Maven or Java to complete this walkthrough.

Important

Completing this walkthrough may result in charges to your AWS account. These include
possible charges for AWS CodeBuild and for AWS resources and actions related to Amazon
S3, AWS KMS, and CloudWatch Logs. For more information, see AWS CodeBuild Pricing,
Amazon S3 Pricing, AWS Key Management Service Pricing, and Amazon CloudWatch
Pricing.

Topics

Step 1: Create or Use Amazon S3 Buckets to Store the Build Input and Output (p. 6)
Step 2: Create the Source Code to Build (p. 7)

Step 3: Create the Build Spec (p. 9)

Step 4: Add the Source Code and the Build Spec to the Input Bucket (p. 10)
Step 5: Create the Build Project (p. 11)

Step 6: Run the Build (p. 15)

Step 7: View Summarized Build Information (p. 16)

Step 8: View Detailed Build Information (p. 19)

Step 9: Get the Build Output Artifact (p. 21)

Step 10: Clean Up (p. 21)

Next Steps (p. 22)

Step 1: Create or Use Amazon S3 Buckets to
Store the Build Input and Output

To complete this walkthrough, you will need two Amazon S3 buckets:

¢ One of these buckets will store the build input (which we call the input bucket). In this walkthrough,
we will name this input bucket codebui | d- r egi on- | D- account - | D-i nput - bucket , where

API Version 2016-10-06
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Step

regi on- | Drepresents the AWS region of the bucket, and account - | D represents your AWS
account ID.

¢ The other bucket will store the build output (which we call the output bucket). In this walkthrough, we
will name this output bucket codebui | d- r egi on- | D- account - | D- out put - bucket .

If you chose a different name for either of these buckets, substitute it throughout this walkthrough.

These two buckets must be in the same AWS region as your builds. For example, if you instruct AWS
CodeBuild to run a build in the US East (N. Virginia) region, then these buckets must be in the US
Standard region (which is the AWS region that corresponds to buckets in the US East (N. Virginia)
region).

To create a bucket, see Creating a Bucket in the Amazon Simple Storage Service User Guide.

Note

You could use a single bucket for this walkthrough. However, using two buckets can make it
easier to see where the build input is coming from and where the build output is going.
Although AWS CodeBuild also supports build input stored in AWS CodeCommit and GitHub
repositories, this walkthrough does not show you how to use them. For more information, see
Plan a Build (p. 23).

2: Create the Source Code to Build

In this step, you will create the source code that you want AWS CodeBuild to build to the output bucket.
This source code consists of two Java class files and an Apache Maven Project Object Model (POM)
file.

1. Inan empty directory on your local computer or instance, create this directory structure.

(root directory nane)
T-- src
|-- main
| -- java
T-- test
T-- java

2. Using a text editor of your choice, create this file, name it MessageUt i | . j ava, and then save itin
the src/ mai n/ j ava directory.

public class MessageUtil {
private String nessage;

public MessageUtil (String nessage) {
thi s. message = nessage;

}

public String printMssage() {
System out . printl n(nessage);
return nessage;

}

public String sal utati onMessage() {
message = "Hi!" + message;
System out . printl n(nessage);
return nessage;

API Version 2016-10-06
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Step 2: Create the Source Code to Build

This class file creates as output the string of characters passed into it. The MessageUtii |
constructor sets the string of characters. The pri nt Message method creates the output. The
sal ut at i onMessage method outputs Hi ! followed by the string of characters.

Create this file, name it Test Messagelti | . j ava, and then save itinthe /src/test/java
directory.

import org.junit. Test;
import org.junit.lgnore;
import static org.junit.Assert.assertEqual s;

public class TestMessageUtil {

String nmessage = "Robert";
MessageUtil messageltil = new Messageltil (nmessage);
@est

public void testPrintMessage() {
Systemout.println("Inside testPrintMessage()");
assert Equal s(nmessage, nessageltil . print Message());

}

@est
public void testSal utati onMessage() {
Systemout.println("Inside testSalutati onMessage()");
message = "H!" + "Robert";
assert Equal s(nmessage, nessagelti |l . sal utati onMessage());
}
}

This class file sets the nessage variable in the MessageUt i | class to Robert . It then tests to see
if the nessage variable was successfully set by checking whether the strings Robert and Hi !
Robert appear in the output.

Create this file, name it pom xm , and then save it in the root (top level) directory.

<proj ect xm ns="http://mven. apache. org/ POM 4. 0. 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance"
xsi : schemaLocati on="http:// maven. apache. org/ POM 4. 0.0 http://
maven. apache. or g/ maven-v4_0_0. xsd" >
<nodel Ver si on>4. 0. 0</ nodel Ver si on>
<gr oupl d>or g. exanpl e</ gr oupl d>
<artifactld>nessageltil </artifactld>
<versi on>1. 0</ versi on>
<packagi ng>j ar </ packagi ng>
<nane>Message Utility Java Sanpl e App</nane>
<dependenci es>
<dependency>
<groupl d>j uni t </ gr oupl d>
<artifactld>unit</artifactld>
<version>4. 11</versi on>
<scope>t est </ scope>
</ dependency>
</ dependenci es>
</ proj ect >

API Version 2016-10-06
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Step 3: Create the Build Spec

Apache Maven will use the instructions in this file to convert the Messagelti | . j ava and
Test MessageUti | . | ava files into a file named nessageUti | - 1. 0. j ar and then run the
specified tests.

At this point, your directory structure should look like this.

(root directory nane)
| -- pom xm
T-- src
|-- main
| -- java
| “-- Messageltil.java
T-- test
-- java
“-- TestMessageltil.java

Step 3: Create the Build Spec

In this step, you will create a build specification (build spec) file. A build spec is a collection of build
commands and related settings, in YAML format, that AWS CodeBuild uses to run a build. Without a
build spec, AWS CodeBuild will not be able to successfully convert your build input into build output,
nor will it be able to locate the build output artifact in the build environment to upload to your output
bucket.

Create this file, name it bui | dspec. ynml , and then save it in the root (top level) directory.

version: 0.1

phases:
install:
commands:
- echo Nothing to do in the install phase...
pre_buil d:
commands:
- echo Nothing to do in the pre_build phase...
bui I d:
commands:
- echo Build started on “date’
- nvn install
post _bui | d:
commands:
- echo Build conpleted on “date’
artifacts:
files:
- target/nessageltil-1.0.jar

Important

Because a build spec declaration must be valid YAML, the spacing in a build spec declaration
is important. If the number of spaces in your build spec declaration does not match this one,
the build might fail immediately. You can use a YAML validator to test whether your build spec
declaration is valid YAML.

Tip

Instead of including a build spec file in your source code, you can declare build commands
separately when you create a build project. This is helpful if you want to build your source

API Version 2016-10-06
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Step 4: Add the Source Code and
the Build Spec to the Input Bucket

code with different build commands without updating your source code's repository each time.
For more information, see Build Spec Syntax (p. 77).

In this build spec declaration:

e ver si on represents the version of the build spec standard being used. This build spec declaration
uses the latest version, 0. 1.

¢ phases represents the build phases during which you can instruct AWS CodeBuild to run
commands. These build phases are listed here asi nstal | , pre_bui | d, bui | d, and post _bui | d.
You cannot change the spelling of these build phase names, and you cannot create additional build
phase names.

In this example, during the bui | d phase, AWS CodeBuild runs the mvn i nstal | command.

This command instructs Apache Maven to compile, test, and package the source code into a build
output artifact. For completeness, a few echo commands are placed in each build phase in this
example. When you view detailed build information later in this walkthrough, the output of these
echo commands can help you better understand how AWS CodeBuild runs commands and in
which order. (Although all build phases are included in this example, you are not required to include
an build phase if you do not plan to run any commands during that phase.) For each build phase
included, AWS CodeBuild runs each specified command, one at a time, in the order listed, from
beginning to end.

e artifacts represents the set of build output artifacts that AWS CodeBuild will upload to the output
bucket. fi | es represents the files to include in the build output. AWS CodeBuild will upload the
single messagelti | - 1. 0. j ar file found in the t ar get relative directory in the build environment.
The file name nessagelti | - 1. 0. j ar and the directory name t ar get are based on the way
Apache Maven creates and stores build output artifacts for this example only. In your own builds,
these file names and directories will be different.

For more information, see the Build Spec Reference (p. 77).

At this point, your directory structure should look like this.

(root directory nane)
| -- pom xmi
| -- buildspec. yn
-- src
|-- main
| -- java
| ‘-- MessagelUtil.java
T-- test
-- java
“-- Test MessageUtil.java

Step 4: Add the Source Code and the Build Spec
to the Input Bucket

In this step, you will add the source code and build spec file to the input bucket.

Using your operating system's zip utility, create a file named MessageUt i | . zi p that includes
Messageltil.java, Test Messagelti |l . java, pom xm , and bui | dspec. yni .

The Messagelti | . zi p file's directory structure must look like this.

MessageUtil . zip

API Version 2016-10-06
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Step 5: Create the Build Project

| -- pom xmi
| -- buildspec.yn
T-- src

|-- main

| T-- java

| ‘-- Messageltil.java

T-- test

T-- java
“-- Test MessageUtil.java

Important

Do not include the (r oot directory nane) directory, only the directories and files
contained in the (r oot directory nane) directory.

Upload the Messagelti | . zi p file to the input bucket named codebui | d- r egi on-1 D- account -
| D-i nput - bucket .

Important

For AWS CodeCommit and GitHub repositories, you must store a build spec file in the root
(top level) of each repository or include the build spec declaration as part of the build project
definition. Do not create a ZIP file that contains the repository's source code and build spec
file.

For build input stored in Amazon S3 buckets only, you must create a ZIP file that contains the
source code and a build spec file at the root (top level) or include the build spec declaration as
part of the build project definition.

For more information, see the Build Spec Reference (p. 77).

Step 5: Create the Build Project

In this step, you will create a build project that AWS CodeBuild will use to run the build. A build project
defines how AWS CodeBuild will run a build. It includes information such as where to get the source
code, the build environment to use, the build commands to run, and where to store the build output.

A build environment represents a combination of operating system, programming language runtime,
and tools that AWS CodeBuild uses to run a build. The build environment is expressed as a Docker
image. (For more information, see the How Does a Docker Image Work? section in the Understand
the Architecture topic on the Docker Docs website.) For this build environment, you'll instruct AWS
CodeBuild to use a Docker image that contains a version of the Java Development Kit (JDK) and
Apache Maven.

You can complete this step with the AWS CodeBuild console (p. 11) or with the AWS CLI (p. 12).

Note

You can work with AWS CodeBuild in several ways: through the AWS CodeBuild console,
AWS CodePipeline, the AWS CLI, the AWS SDKs, or the AWS CodeBuild HTTP API.
This walkthrough demonstrates how to use the AWS CodeBuild console and the AWS
CLI. To learn how to use AWS CodePipeline, see Use AWS CodePipeline with AWS
CodeBuild (p. 25). To learn how to use the AWS SDKs or the AWS CodeBuild HTTP API,
see Run AWS CodeBuild Directly (p. 38).

To create the build project (console)

1. Signin to the AWS Management Console and open the AWS CodeBuild console at https://
console.aws.amazon.com/codebuild/.

2. Inthe AWS region selector, choose a region that supports AWS CodeBuild. For more information,
see AWS CodeBuild in the "Regions and Endpoints" topic in the Amazon Web Services General
Reference.

3. If awelcome page is displayed, choose Get started.
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O N o u

10.
11.
12.

13.

14.
15.
16.

17.
18.

If a welcome page is not displayed, then on the navigation pane, choose Build projects, and then
choose Create project.

On the Configure your project page, for Project name, type a name for this build project (in this
example, codebui | d- denp- pr oj ect ). Build project names must be unique across each AWS
account. If you use a different name, substitute it throughout this walkthrough.

Note

On the Configure project page, you may see an error message similar to the following:
User: user - ARNis not authorized to perform: codebuild:ListProjects. This is most
likely because you signed in to the AWS Management Console as an IAM user that does
not have sufficient permissions to use AWS CodeBuild in the console. To fix this, sign out
of the AWS Management Console, and then sign back in with credentials belonging to
one of the following IAM entities:

¢ Your AWS root account. This is not recommended. For more information, see The
Account Root User in the IAM User Guide.

« An administrator IAM user in your AWS account. For more information, see Creating
Your First IAM Admin User and Group in the IAM User Guide.

¢ An IAM user in your AWS account with the AWS managed policies named
AWSCodeBuildAdminAccess, AmazonS3ReadOnlyAccess, and IAMFullAccess
attached to that IAM user or to an IAM group that the IAM user belongs to. If you
do not have an IAM user or group in your AWS account with these permission, and
you are not able to add these permissions to your IAM user or group, contact your
AWS account administrator for assistance. For more information, see AWS Managed
(Predefined) Policies for AWS CodeBuild (p. 101).

In Source: What to build, for Source provider, choose Amazon S3.
For Bucket, choose codebuild-r egi on- | D-account - | D-input-bucket.
For S3 object key, type Messagelti | . zi p.

In Environment: How to build, for Environment image, leave Use an image managed by AWS
CodeBuild selected.

For Operating system, choose Ubuntu.
For Runtime, choose Java.
For Version, choose aws/codebuild/java:openjdk-8.

For Build specification, leave Use the buildspec.yml in the source code root directory
selected.

In Artifacts: Where to put the artifacts from this build project, for Artifacts type, choose
Amazon S3.

Leave Artifacts name blank.
For Bucket name, choose codebuild-r egi on- | D-account - | D-output-bucket.

In Service role, leave Create a service role in your account selected, and leave Role name
unchanged.

Choose Continue.
On the Review page, choose Save.

Skip ahead to Step 6: Run the Build (p. 15).

To create the build project (AWS CLI)

1.

Use the AWS CLI to run the cr eat e- pr oj ect command, as follows:

aws codebuild create-project --generate-cli-skeleton
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JSON-formatted data appears in the output. Copy the data to a file named cr eat e-

proj ect . j son in a location on the local computer or instance where the AWS CLI is installed.
If you choose to use a different file name, be sure to substitute it for cr eat e- pr oj ect. j son
throughout this walkthrough.

Modify the copied data to follow this format, and then save your results:

{
"name": "codebuil d-denp- project”,
"source": {
"type": "S3",
"l ocation": "codebuild-region-ID account-|Dinput-bucket/
Messageltil . zi p"
b
"artifacts": {
"type": "S3",
"l ocation": "codebuild-region-ID account-| D out put - bucket"
b
"environnment": {
"type": "LINUX_CONTAI NER',
"i mage": "aws/codebuil d/java: openj dk- 8",
"conput eType": "BU LD GENERAL1_SMALL"
b
"serviceRol e": "servicel AMRol e"
}

Replace ser vi cel AMRol e with the Amazon Resource Name (ARN) of an AWS CodeBuild
service role (for example, ar n: aws: i am : account - | D: r ol e/ r ol e- nane). To create one, see
Create an AWS CodeBuild Service Role (p. 156).

In this data:

* nane represents a required identifier for this build project (in this example, codebui | d- deno-
proj ect). If you use a different name, substitute it throughout this procedure. Build project
names must be unique across all build projects in your account.

« Forsource, type is a required value that represents the source code's repository type (in this
example, S3 for an Amazon S3 bucket).

« Forsource, | ocati on represents the path to the source code (in this example, the input
bucket name followed by the ZIP file name).

e Forartifacts,type is arequired value that represents the build output artifact's repository
type (in this example, S3 for an Amazon S3 bucket).

e Forartifacts,| ocati on represents the name of the output bucket you created or identified
earlier (in this example, codebui | d- r egi on- | D- account - | D- out put - bucket ).

» For environment, t ype is a required value that represents the type of build environment
(LI NUX_CONTAI NERis currently the only allowed value).

e For environnent, i mage is a required value that represents the Docker image name and
tag combination this build project will use, as specified by the Docker image repository
type (in this example, aws/ codebui | d/ j ava: openj dk- 8 for a Docker image in the AWS
CodeBuild Docker images repository). aws/ codebui | d/ j ava is the name of the Docker image.
openj dk- 8 is the tag of the Docker image.

To find more Docker images you can use in your scenarios, see the Build Environment
Reference (p. 82).

e For envi ronnment , conput eType is a required value that represents the computing resources
AWS CodeBuild will use (in this example, BUI LD_GENERAL1_SMALL).
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Note

Other available values in the original JSON-formatted data, such as descri pti on,
bui | dspec, aut h (including t ype and r esour ce), pat h, nanespaceType, nane (for
artifacts), packagi ng, envi ronnent Vari abl es (including narme and val ue),

ti meout I nM nut es, encrypti onKey, and t ags (including key and val ue) are
optional. They are not used in this walkthrough, so they are not shown here. For more
information, see Create a Build Project (AWS CLI) (p. 43).

2. Switch to the directory that contains the file you just saved, and then run the cr eat e- pr oj ect
command again.

aws codebuild create-project --cli-input-json file://create-project.json

If successful, data similar to this will appear in the output.

{
"project": {
"name": "codebuil d-deno- project”,
"serviceRol e": "servicel AMRol e",
"tags": [],
"artifacts": {
"packagi ng": "NONE",
“type": "S3",
"location": "codebuild-region-1D account-| D out put-bucket",
"name": "message-util.zip"
b
"l ast Mbdi fied": 1472661575. 244,
"timeout! nM nutes": 60,
"created": 1472661575. 244,
"environnment": {
"conput eType": "BU LD GENERAL1 SMALL",
"image": "aws/codebuil d/java: openj dk- 8",
"type": "Ll NUX_CONTAI NER',
"envi ronnment Vari abl es": []
o
"source": {
“type": "S3",
"l ocation": "codebuild-region-ID account-I|Dinput-bucket/
MessagelUtil . zi p"
o
"encrypti onKey": "arn:aws: kns: region-1D: account-1D:alias/aws/s3",
"arn": "arn:aws:codebuild:region-I1D:account-|D: project/codebuil d- deno-
project"”
}
}

e proj ect represents information about this build project.
¢ t ags represents any tags that were declared.

¢ packagi ng represents how the build output artifact will be stored in the output bucket. NONE
means that a folder will be created inside of the output bucket and then the build output
artifact will be stored inside of that folder.

| ast Modi fi ed represents the time, in Unix time format, when information about the build
project was last changed.

e ti meout | nM nut es represents the number of minutes after which AWS CodeBuild will stop
the build if the build has not been completed. (The default is 60 minutes.)
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e creat ed represents the time, in Unix time format, when the build project was created.

e envi ronnent Var i abl es represents any environment variables that were declared and are
available for AWS CodeBuild to use during the build.

¢ encrypti onKey represents the Amazon Resource Name (ARN) of the AWS KMS customer
master key (CMK) that AWS CodeBuild used to encrypt the build output artifact.

¢ ar n represents the ARN of the build project.

Note

After you run the create-project command, an error message similar to the following may be
output: User: user - ARNis not authorized to perform: codebuild:CreateProject. This is
most likely because you configured the AWS CLI with the credentials of an IAM user that does
not have sufficient permissions to use AWS CodeBuild to create build projects. To fix this,
configure the AWS CLI with credentials belonging to one of the following IAM entities:

* Your AWS root account. This is not recommended. For more information, see The Account
Root User in the IAM User Guide.

« An administrator IAM user in your AWS account. For more information, see Creating Your
First IAM Admin User and Group in the IAM User Guide.

¢ An IAM user in your AWS account with the AWS managed policies named
AWSCodeBuildAdminAccess, AmazonS3ReadOnlyAccess, and IAMFullAccess
attached to that IAM user or to an IAM group that the IAM user belongs to. If you do not
have an IAM user or group in your AWS account with these permission, and you are not
able to add these permissions to your IAM user or group, contact your AWS account
administrator for assistance. For more information, see AWS Managed (Predefined) Policies
for AWS CodeBuild (p. 101).

Step 6: Run the Build

In this step, you will instruct AWS CodeBuild to run the build with the settings in the build project.

You can complete this step with the AWS CodeBuild console (p. 15) or the AWS CLI (p. 15).

To run the build (console)

PoODNPRE

If the Build projects page is not displayed, then in the navigation pane, choose Build projects.
In the list of build projects, choose codebuild-demo-project, and then choose Start build.

On the Start new build page, choose Start build.

Skip ahead to Step 7: View Summarized Build Information (p. 16).

To run the build (AWS CLI)

1.

Use the AWS CLI to run the st art - bui | d command:

aws codebuild start-build --project-nane project-nanme

Replace pr oj ect - nane with your build project name from the previous step (for example,
codebui | d- denp- proj ect).

If successful, data similar to the following will appear in the output:

{
"build": {
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"bui | dConpl ete": fal se,

"initiator": "user-nane",
"artifacts": {
"l ocation": "arn:aws:s3:::codebuil d-regi on-1Daccount -1 D out put -

bucket/ message-util. zi p"

}

"proj ect Name": "codebuil d- denp-project",

"timeout| nM nutes": 60,

"buil dStatus": "I N_PROGRESS",

"environnent": {
"conput eType": "BU LD _GENERAL1 SMALL",
"i mage": "aws/codebuil d/java: openj dk- 8",
"type": "LINUX_CONTAI NER',
"environnment Vari abl es": []

b
"source": {
"type": "S3",
"l ocation": "codebuild-region-ID account-|Dinput-bucket/

Messagelti |l . zi p"

I
“currentPhase": "SUBM TTED',

"startTine": 1472848787. 882,
"id": "codebuil d-denp- proj ect: Ocf bb6ec-3db9- 4e8c- 992b- 1ab28EXAMPLE",
"arn": "arn:aws:codebuild:region-ID:account-ID: buil d/ codebui | d- deno-

proj ect: Ocf bb6ec- 3db9- 4e8c- 992b- 1ab28EXAMPLE"

}

}

bui | d represents information about this build.

« bui | dConpl et e represents whether the build was completed (t r ue); otherwise, f al se.

e initiator represents the entity that started the build.

e artifacts represents information about the build output, including its location.

¢ proj ect Name represents the name of the build project.

« bui | dSt at us represents the current build status when the st art - bui | d command was run.

¢ curr ent Phase represents the current build phase when the st ar t - bui | d command was
run.

e startTi me represents the time, in Unix time format, when the build process started.
i d represents the ID of the build.
¢ ar n represents the Amazon Resource Name (ARN) of the build.

Make a note of the i d value. You will need it in the next step.

Step 7: View Summarized Build Information

In this step, you will view summarized information about the status of your build.

You can complete this step with the AWS CodeBuild console (p. 16) or the AWS CLI (p. 17).

To view summarized build information (console)

1.

If the codebuild-demo-project:bui | d- | D page is not displayed, then in the navigation bar,
choose Build history. Next, in the list of build projects, choose the Build run link that corresponds
to codebuild-demo-project for Project. There should be only one matching link. (If you have

API Version 2016-10-06
16




AWS CodeBuild User Guide
To view summarized build information (AWS CLI)

completed this walkthrough before, choose the link that corresponds to the most recent value in
the Completed column.)

2. On the build details page, in Phase details, the following list of build phases should be displayed,
with Succeeded in the Status column:

« SUBMITTED

« PROVISIONING

« DOWNLOAD_SOURCE
« INSTALL

« PRE_BUILD

« BUILD

« POST_BUILD

« UPLOAD_ARTIFACTS
« FINALIZING

« COMPLETED

In the page title area, a green box with Succeeded should be displayed.

If you see a blue box with In Progress instead, choose the refresh button to see the latest
progress.

3. Next to each build phase, the Duration value indicates how long that build phase lasted. The
Completed value indicates when that build phase ended.

If you expand a build phase, the phase's start and end times are displayed.

Skip ahead to Step 8: View Detailed Build Information (p. 19).

To view summarized build information (AWS CLI)

Use the AWS CLI to run the bat ch- get - bui | ds command.

aws codebuild batch-get-builds --ids id

Replace i d with the i d value that appeared in the output of the previous step.

If successful, data similar to this will appear in the output.

{
"bui | dsNot Found": [],
"bui lds": [
"bui | dConpl ete": true,
"phases": [
{

"phaseSt at us": " SUCCEEDED',
"endTi ne": 1472848788. 525,
"phaseType": "SUBM TTED",
"dur ationl nSeconds": 0,
"startTime": 1472848787.882

The full list of build phases has been omtted for brevity ...

"phaseType": " COMPLETED',
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"startTime": 1472848878.079

}

1,

"logs": {
"groupNane": "/aws/codebuil d/ codebui |l d- deno- proj ect",
"deepLink": "https://consol e. aws. anazon. coni cl oudwat ch/

home?r egi on=r egi on- | D#l ogEvent : gr oup=/ aws/ codebui | d/ codebui | d- denp-
proj ect; strean=38calc4a- e9ca- 4dbc- bef 1- d52bf EXAMPLE" ,
"streanNane": "38calc4a-e9ca-4dbc- bef 1- d52bf EXAMPLE"
1
"artifacts": {
"md5sunt: " MD5- hash",
"l ocation": "arn:aws:s3:::codebuild-regi on-1D account-| D out put -
bucket / nessage-util . zi p*,
"sha256sunt: " SHA-256- hash"

b,

"proj ect Nane": "codebuil d- deno- project",
"timeout!| nM nutes": 60,

"initiator": "user-nanme",

"bui | dSt atus": " SUCCEEDED',
"environment": {
"conput eType": "BU LD_GENERAL1 SMALL",
"i mage": "aws/codebuil d/java: openj dk- 8",
"type": "LINUX_CONTAI NER',
"environment Vari abl es": []

H
"source": {
"type": "S3",
"l ocation": "codebuild-region-ID account-I|Dinput-bucket/
MessagelUti | . zi p"
}

"current Phase": "COVWLETED',
"startTime": 1472848787.882,
"endTi ne": 1472848878. 079,
"id": "codebuil d-denp- proj ect: 38calc4a- e9ca- 4dbc- bef 1- d52bf EXAMPLE",
"arn": "arn:aws: codebuil d: regi on-1D: account - | D: bui | d/ codebui | d- deno-
proj ect: 38calc4a- e9ca- 4dbc- bef 1- d52bf EXAMPLE"
}
]
}

¢ bui | dsNot Found represents the build IDs for any builds where information is not available. In this
example, it should be empty.

* bui | ds represents information about each build where information is available. In this example,
information about only one build appears in the output.

» phases represents the set of build phases AWS CodeBuild runs during the build process.
Information about each build phase is listed separately as st art Ti ne, endTi e, and
dur ati onl nSeconds (when the build phase started and ended, expressed in Unix time format,
and how long it lasted, in seconds), as well as phaseType such as (SUBM TTED, PROVI SI ONI NG,
DOMLOAD_SOURCE, | NSTALL, PRE_BUI LD, BUI LD, POST_BUI LD, UPLOAD_ARTI FACTS,
FI NALI ZI NG, or COVWPLETED) and phaseSt at us (such as SUCCEEDED, FAI LED, FAULT,
TI MED_QUT, | N_PROGRESS, or STOPPED). The first time you run the bat ch- get - bui | ds
command, there might not be many (or any) phases. After subsequent runs of the bat ch- get -
bui | ds command with the same build ID, more build phases should appear in the output.

* | ogs represents information in Amazon CloudWatch Logs about the build's logs.

» md5sumand sha256sumrepresent MD5 and SHA-256 hashes of the build's output artifact. These
appear in the output only if the related build project's packagi ng value is set to ZI P (which you
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did not set in this walkthrough) . You can use these hashes along with a checksum tool to confirm
both file integrity and authenticity.

Note

You can also use the Amazon S3 console to view these hashes. Select the box next to
the build output artifact, and then choose Actions, Properties. In the Properties pane,
expand Metadata, and view the values for x-amz-meta-codebuild-content-md5 and
x-amz-meta-codebuild-content-sha256. (In the Amazon S3 console, the build output
artifact's ETag value should not be interpreted to be either the MD5 or SHA-256 hash.)
If you use the AWS SDKs to get these hashes, the values are named codebui | d-
cont ent - nd5 and codebui | d- cont ent - sha256.

» endTi e represents the time, in Unix time format, when the build process ended.

Step 8: View Detailed Build Information

In this step, you will view detailed information about your build in CloudWatch Logs.

You can complete this step with the AWS CodeBuild console (p. 19) or the AWS CLI (p. 19).

To view detailed build information (console)

1. With the build details page still displayed from the previous step, the last 20 lines of the build log
are displayed in Build logs. To see the entire build log in CloudWatch Logs, choose the View
entire log link.

2. Inthe CloudWatch Logs log stream, you can browse the log events. By default, only the last set of
log events is displayed. To see earlier log events, scroll to the beginning of the list.

3. Inthis walkthrough, most of the log events contain verbose information about AWS CodeBuild
downloading and installing build dependency files into its build environment, which you probably
don't care about. You can use the Filter events box to reduce the information displayed. For
example, if you type "[ I NFQ " in the Filter events box and then press Enter, only those events
containing the characters [ | NFQ will be displayed. For more information, see Filter and Pattern
Syntax in the Amazon CloudWatch User Guide.

Skip ahead to Step 9: Get the Build Output Artifact (p. 21).

To view detailed build information (AWS CLI)

1. Use your web browser to go to the deepLi nk location that appeared in the output in
the previous step (for example, ht t ps: // consol e. aws. amazon. cont cl oudwat ch/
home?r egi on=r egi on- | D#l ogEvent : gr oup=/ aws/ codebui | d/ codebui | d- deno-
proj ect ; streanr38calc4a- e9ca- 4dbc- bef 1- d52bf EXAMPLE).

2. Inthe CloudWatch Logs log stream, you can browse the log events. By default, only the last set of
log events is displayed. To see earlier log events, scroll to the beginning of the list.

3. In this walkthrough, most of the log events contain verbose information about AWS CodeBuild
downloading and installing build dependency files into its build environment, which you probably
don't care about. You can use the Filter events box to reduce the information displayed. For
example, if you type "[ | NFQ " in the Filter events box and then press Enter, only those events
containing the characters [ | NFQ will be displayed. For more information, see Filter and Pattern
Syntax in the Amazon CloudWatch User Guide.

These portions of a CloudWatch Logs log stream pertain to this walkthrough.

[ Contai ner] 2016/04/15 17:49:42 Entering phase PRE_BU LD
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[ Cont ai

phase. ..
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai

2016/ 04/ 15

2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15

17:

49:

42

Runni ng command echo Entering pre_build

Entering pre_build phase...

Phase conpl ete: PRE_BU LD Success:
Enteri ng phase BU LD

Runni ng command echo Entering build phase..
Entering build phase...

Runni ng command nvn i nstal

[INFQ Scanning for projects...

[INFO

[INFO

true

2016/ 04/ 15

2016/ 04/ 15

[ Cont ai
[ Cont ai

2016/ 04/ 15
2016/ 04/ 15

[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
Ski pped: 0,
[ Cont ai ner]
[ Cont ai ner]
[ Cont ai ner]
[ Cont ai ner]
Ski pped: 0

[ Cont ai ner]

2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15

2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15

2016/ 04/ 15

17:
Ti me el apsed:
17:
17:
17:
17:

Runni ng Test Messagelti |
I nsi de testSal utationMessage()
Hi ! Robert

I nside testPrintMssage()
Rober t
Tests run: 2, Failures:

0, Errors: O,

. 018 sec
.55
.55
.55
.55

Results :

Tests run: 2, Failures: 0, Errors: O,

[ Cont ai ner]
[ Cont ai ner]

2016/ 04/ 15
2016/ 04/ 15

[ Cont ai ner]
[ Cont ai ner]

2016/ 04/ 15
2016/ 04/ 15

17:

2016- 04- 15T17: 49: 56+00: 00

[ Cont ai ner]
[ Cont ai ner]

2016/ 04/ 15
2016/ 04/ 15

17:

Total tine: 11.845 s
Fi ni shed at:

Final Menory: 18M 216M

[ Cont ai
[ Cont ai
[ Cont ai

phase. ..
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai
[ Cont ai

2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15

2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15
2016/ 04/ 15

Phase conpl ete: BU LD Success: true
Enteri ng phase PCST_BUI LD

Runni ng comand echo Entering post_build

Entering post_build phase...

Phase conpl ete: POST_BU LD Success:
Preparing to copy artifacts
Assenmbling file |ist

Expandi ng target/nessageltil-1.0.jar
Found target/nessageltil-1.0.jar
Creating zip artifact

true
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In this example, AWS CodeBuild successfully completed the pre-build, build, and post-build build
phases. It ran the unit tests and successfully built the nessageUti |l -1. 0. j ar file.

Step 9: Get the Build Output Artifact

In this step, you will get the messageUti|l - 1. 0. j ar file that AWS CodeBuild built and then uploaded
to the output bucket.

You can complete this step with the AWS CodeBuild console (p. 21) or the Amazon S3
console (p. 21).

To get the build output artifact (AWS CodeBuild console)

1. With the AWS CodeBuild console still open and the build details page still displayed from the
previous step, expand Build details, and then choose the Build artifacts link. This opens the
folder in Amazon S3 for the build output artifact. (If the build details page is not displayed, in the
navigation bar, choose Build history, and then choose the Build run link.)

2. Open the folder named t ar get , where you will find the build output artifact file named
messageUtil-1.0.jar.

Skip ahead to Step 10: Clean Up (p. 21).

To get the build output artifact (Amazon S3 console)

Open the Amazon S3 console at https://console.aws.amazon.com/s3/.
Open the bucket named codebui | d-r egi on-1 D-account - | D- out put - bucket .
Open the folder named codebui | d- deno- pr oj ect .

Open the folder named t ar get , where you will find the build output artifact file named
messageUtil-1.0.jar.

PN E

Step 10: Clean Up

To prevent ongoing charges to your AWS account, you can delete the input bucket used in this
walkthrough. For instructions, see Deleting or Emptying a Bucket in the Amazon Simple Storage
Service Developer Guide.

If you are using the IAM user to delete this bucket instead of an AWS root account or an administrator
IAM user, then the user must have additional access permissions. (Using an AWS root account is

not recommended.) Add the statement between the markers (### BEG N ADDI NG STATEMENT
HERE ### and ### END ADDI NG STATEMENTS HERE ###) to an existing access policy for the user.
Ellipses (. . . ) are used for brevity and to help you locate where to add the statement. Do not remove
any statements in the existing access policy, and do not type these ellipses into the existing policy.

"Version": "2012-10-17",
"ldt: oL,
"Statenent": [
### BEG N ADDI NG STATEMENT HERE ###

"Effect": "All ow',
"Action": [
"s3: Del et eBucket ",
"s3: Del et eQbj ect”
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]

}
### END ADDI NG STATEMENT HERE ###

source": "*"

Next Steps

In this walkthrough, you used AWS CodeBuild to build a set of Java class files into a JAR file. You then
viewed the build's results.

You can now try using AWS CodeBuild in your own scenarios by following the instructions in Plan a
Build (p. 23). If you don't feel ready yet, you might want to try building some of our samples. For
more information, see Samples (p. 108).
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Plan a Build for AWS CodeBuild

Before you run your build with AWS CodeBuild, you must answer these questions:

1. Where is the source code located? AWS CodeBuild currently supports building from the following
source code repository providers. The source code must contain a build specification (build spec)
file, or the build spec must be declared as part of a build project definition. A build spec is a
collection of build commands and related settings, in YAML format, that AWS CodeBuild uses to run

a build.
Repository Required Documentation
provider
AWS Repository name. = See these topics in the AWS CodeCommit User Guide:
CodeCommit
(Optional) Create an AWS CodeCommit Repository
Commit ID

associated with Create a Commit in AWS CodeCommit
the source code.

Amazon S3 Input bucket See these topics in the Amazon S3 Getting Started
name. Guide:
Object name Create a Bucket

corresponding

to the build input | Add an Object to a Bucket
ZIP file that

contains the

source code.

(Optional)
Version ID
associated with
the build input

ZIP file.

GitHub Repository name. | See this topic on the GitHub Help website:
(Optional) Create a Repo
Commit ID

associated with
the source code.
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. Which build commands do you need to run and in what order? By default, AWS CodeBuild

downloads the build input from the provider you specify and uploads the build output to the bucket
you specify. You use the build spec to instruct how to turn the downloaded build input into the
expected build output. For more information, see the Build Spec Reference (p. 77).

. Which runtimes and tools do you need to run the build? For example, are you building for

Java, Ruby, Python, or Node.js? Does the build need Maven or Ant or a compiler for Java, Ruby, or
Python? Does the build need Git, the AWS CLI, or other tools?

AWS CodeBuild runs builds in build environments that use Docker images. These Docker images
must be stored in a repository type supported by AWS CodeBuild. These include the AWS
CodeBuild Docker image repository, Docker Hub, and Amazon EC2 Container Registry (Amazon
ECR). For more information about the AWS CodeBuild Docker image repository, see Docker
Images Provided by AWS CodeBuild (p. 82).

. Do you need AWS resources that aren't provided automatically by AWS CodeBuild? If so,

which security policies will those resources need? For example, you might need to modify the
AWS CodeBuild service role to allow AWS CodeBuild to work with those resources.

After you have answered these questions, you should have the settings and resources you need to run
a build successfully. To run your build, you can:

Use the AWS CodeBuild console, AWS CLI, AWS SDKs, or AWS CodeBuild HTTP API. For more
information, see Run AWS CodeBuild Directly (p. 38).

Create or identify a pipeline in AWS CodePipeline, and then add a build action that instructs AWS
CodeBuild to run your build automatically. For more information, see Use AWS CodePipeline with
AWS CodeBuild (p. 25).
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Use AWS CodePipeline with AWS
CodeBuild to Run Builds

You can automate your release process by using AWS CodePipeline to run your builds with AWS

CodeBuild.

The following table lists tasks and the methods available for performing them. Using the AWS SDKs or
AWS CodePipeline HTTP API to accomplish these tasks is outside the scope of this topic.

Task

Create a
continuous
delivery (CD)
pipeline with AWS
CodePipeline

that automates
builds with AWS
CodeBuild

Add build
automation with
AWS CodeBuild
to an existing
pipeline in AWS
CodePipeline

Topics

Available
approaches

AWS
CodePipeline
console

AWS CLI
AWS SDKs

AWS
CodePipeline
HTTP API

AWS
CodePipeline
console

AWS CLI
AWS SDKs

AWS
CodePipeline
HTTP API

Approaches described in this topic

AWS CodePipeline console
AWS CLI

You can adapt the information in this topic to use the
AWS SDKs or AWS CodePipeline HTTP API. For

more information, reference the create pipeline action
documentation for your programming language through
the SDKs section of Tools for Amazon Web Services or
see Cr eat ePi pel i ne in the AWS CodePipeline API
Reference.

AWS CodePipeline console

For the AWS CLI, you can adapt the information in this
topic to create a pipeline that contains an AWS CodeBuild
build action. For more information, see Edit a Pipeline
(AWS CLI) in the AWS CodePipeline User Guide.

You can adapt the information in this topic to use the
AWS SDKs or AWS CodePipeline HTTP API. For

more information, reference the update pipeline action
documentation for your programming language through
the SDKs section of Tools for Amazon Web Services or
see Updat ePi pel i ne in the AWS CodePipeline API
Reference.
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Prerequisites (p. 26)

Create a Pipeline that Uses AWS CodeBuild (AWS CodePipeline Console) (p. 28)
Create a Pipeline that Uses AWS CodeBuild (AWS CLI) (p. 31)

Add an AWS CodeBuild Build Action to a Pipeline (AWS CodePipeline Console) (p. 34)

Prerequisites

1.

Answer the questions in Plan a Build (p. 23).

If you are using an IAM user to access AWS CodePipeline instead of an AWS root account or
an administrator IAM user, attach the managed policy named AW5sCodePi pel i neFul | Access
to the user (or to the IAM group to which the user belongs). (Using an AWS root account is not
recommended.) This enables the user to create the pipeline in AWS CodePipeline. For more
information, see Attaching Managed Policies in the IAM User Guide.

Note

The IAM entity that attaches the policy to the user (or to the IAM group to which the

user belongs) must have permission in IAM to attach policies. For more information, see

Delegating Permissions to Administer IAM Users, Groups, and Credentials in the IAM

User Guide.
Create an AWS CodePipeline service role, if you do not already have one available in your
AWS account. This service role enables AWS CodePipeline to interact with other AWS services,
including AWS CodeBuild, on your behalf. For example, to create an AWS CodePipeline service
role by using the AWS CLI, run the IAM cr eat e- r ol e command:

For Linux, OS X, or Unix:

aws iam create-rol e --rol e-name AWS- CodePi pel i ne-

CodeBui | d- Servi ce-Rol e --assune-rol e-policy-docunent
"{"Version":"2012-10-17","Statenent": {"Effect":" Al l ow', "Princi pal ":

{"Service":"codepi pel i ne. amazonaws. conf'}, "Acti on": "sts: AssumeRol e"}}"

For Windows:

aws iamcreate-role --rol e-nanme AWS- CodePi pel i ne- CodeBui | d- Servi ce-
Rol e --assune-rol e-policy-docunent "{\"Version\":\"2012-10-17\",
\"Statement\": {\"Effect\":\"Al low",\"Principal\":{\"Service\":

\ "codepi pel i ne. amazonaws. com "}, \"Action\":\"sts: AssuneRol e\"}}"

Note
The IAM entity that creates this AWS CodePipeline service role must have permission in
IAM to create service roles.

After you create an AWS CodePipeline service role or identify an existing one, you must add policy
statements to it:

* Add policy statements to the AWS CodePipeline service role as described in Edit a Policy for an
IAM Service Role in the AWS CodePipeline User Guide.

¢ Add the following policy statement (between ### BEG N ADDI NG STATEMENT HERE ### and
### END ADDI NG STATEMENT HERE ###) to the AWS CodePipeline service role. This policy
statement enables AWS CodePipeline to interact with AWS CodeBuild on your behalf. Ellipses
(.. .) are used for brevity and to help you locate where to add the statement. Do not remove
any statements, and do not type these ellipses into the existing policy.

{
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"Statenent": [
### BEGQ N ADDI NG STATEMENT HERE ###

{
"Effect": "Alow',
"Action": [
"codebui | d: *"
1,
"Resource": "*"
b
### END ADDI NG STATEMENT HERE ###
"Action": [
"s3: Get vj ect ™,
b
{
"Action": [
"s3: Put Ovj ect ",
b
{
"Action": [
"codeconmi t: Cancel Upl oadAr chi ve",

b

I,
"Version": "2012-10-17"

Note
The IAM entity that modifies this AWS CodePipeline service role must have permission in
IAM to modify service roles.

Create and upload the source code to a repository type supported by AWS CodeBuild and AWS
CodePipeline, such as AWS CodeCommit, Amazon S3, or GitHub. Make sure the source code
contains a build spec file (or you can declare a build spec when you define a build project later in
this topic), which provides instructions for building the source code. For more information, see the
Build Spec Reference (p. 77).

Important
If you plan to use the pipeline to deploy the built source code, then the build output
artifact must be compatible with the deployment system you will use.

¢ For AWS CodeDeploy, see the AWS CodeDeploy Sample (p. 115) in this guide and
see Prepare a Revision for AWS CodeDeploy in the AWS CodeDeploy User Guide.

« For AWS Elastic Beanstalk, see the Elastic Beanstalk Sample (p. 127) in this guide
and see Create an Application Source Bundle in the AWS Elastic Beanstalk Developer
Guide.

» For AWS OpsWorks, see Application Source and Using AWS CodePipeline with AWS
OpsWorks in the AWS OpsWorks User Guide.
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Create a Pipeline that Uses AWS CodeBuild
(AWS CodePipeline Console)

1.

Complete the steps in Prerequisites (p. 26).
Open the AWS CodePipeline console, at https://console.aws.amazon.com/codepipeline.

You need to have already signed in to the AWS Management Console by using one of the
following:

¢ Your AWS root account. This is not recommended. For more information, see The Account Root
User in the IAM User Guide.

¢ An administrator IAM user in your AWS account. For more information, see Creating Your First
IAM Admin User and Group in the IAM User Guide.

¢ An IAM user in your AWS account with permission to use the following minimum set of actions:

codepi pel i ne: *

i am Li st Rol es

i am PassRol e

s3: Cr eat eBucket

s3: Get Bucket Pol i cy

s3: Get vj ect

s3: Li st Al | MyBucket s

s3: Li st Bucket

s3: Put Bucket Pol i cy

codeconmi t: Li st Branches
codeconmi t: Li st Repositories
codedepl oy: Get Application
codedepl oy: Get Depl oynent Gr oup
codedepl oy: Li st Appl i cati ons
codedepl oy: Li st Depl oynent Gr oups
el asti cheanst al k: Descri beAppl i cati ons
el asti cbeanst al k: Descri beEnvi ronnent s
| anbda: Get Functi onConfi gurati on
| anbda: Li st Functi ons

opswor ks: Descri beSt acks

opswor ks: Descri beApps

opswor ks: Descri beLayers

In the AWS region selector, choose the region where your pipeline and related AWS resources
are located. This region must also support AWS CodeBuild. For more information, see AWS
CodeBuild in the "Regions and Endpoints" topic in the Amazon Web Services General Reference.

Create a pipeline as follows:
If a welcome page is displayed, choose Get started.

If an All Pipelines page is displayed, choose Create pipeline.

On the Step 1: Name page, for Pipeline name, type a name for the pipeline; for example,
CodeBui | dDenoPi pel i ne. If you choose a different name, substitute it throughout this
procedure. Choose Next step.

On the Step 2: Source page, for Source provider, do one of the following:
« If your source code is stored in an Amazon S3 bucket, choose Amazon S3. For Amazon

S3 location, type the path to the source code, using the format s3: // bucket -
nanme/ pat h/to/ fil e- nane. zi p. Choose Next step.
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10.

11.
12.

13.

14.

« If your source code is stored in an AWS CodeCommit repository, choose AWS CodeCommit.
For Repository name, choose the name of the repository that contains the source code. For
Branch name, choose the name of the branch that represents the version of the source code
you want to build. Choose Next step.

« If your source code is stored in a GitHub repository, choose GitHub. Choose Connect to
GitHub, and follow the instructions to authenticate with GitHub. For Repository, choose the
name of the repository that contains the source code. For Branch, choose the name of the
branch that represents the version of the source code you want to build. Choose Next step.

On the Step 3: Build page, for Build provider, choose AWS CodeBuild.

If you already have a build project you want to use, choose Select an existing build project.
For Project name, choose the name of the build project, and then skip ahead to step 17 in this
procedure.

Important

If you choose an existing build project, it must have build output artifact settings already
defined (even though AWS CodePipeline will override them). For more information,

see the description of Artifacts: Where to put the artifacts from this build project

in Create a Build Project (Console) (p. 40) or Change a Build Project's Settings
(Console) (p. 54).

Choose Create a new build project.

For Project name, type a name for this build project. Build project names must be unique across
each AWS account.

(Optional) Type a description in the Description box.
For Environment image, do one of the following:

e To use a build environment based on a Docker image that is managed by AWS CodeBuild,
choose Use an image managed by AWS CodeBuild. Make your selections from the
Operating system, Runtime, and Version drop-down lists. For more information, see Docker
Images Provided by AWS CodeBuild (p. 82).

» To use a build environment based on a Docker image in an Amazon ECR repository in your
AWS account, choose Specify a Docker image. For Custom image type, choose Amazon
ECR. Use the Amazon ECR repository and Amazon ECR image drop-down lists to specify
the desired Amazon ECR repository and Docker image in that repository.

« To use a build environment based on a publicly available Docker image in Docker Hub, choose
Specify a Docker image. For Custom image type, choose Other. In the Custom image
ID box, type the Docker image ID, using the format docker - r epo- nane/ docker - i mage-
name: t ag.

For Build specification, do one of the following:

« If your source code includes a build spec file, choose Use the buildspec.yml in the source
code root directory.

« If your source code does not include a build spec file, choose Insert build commands. For
Build command, type the commands you want to run during the build phase in the build
environment; for multiple commands, separate each command with &&. For Output files,
type the paths to the build output files in the build environment that you want to send to AWS
CodePipeline; for multiple files, separate each file path with a comma. For more information, see
the tooltips in the console.

For AWS CodeBuild service role, do one of the following:

« If you do not have an AWS CodeBuild service role in your AWS account, choose Create a
service role in your account. In the Role name box, type a name for the service role or leave
the suggested name. (Service role names must be unique across your AWS account.)

Note
If you use the console to create an AWS CodeBuild service role, by default this service
role works with this build project only. If you use the console to associate this service
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15.

16.
17.
18.

19.
20.

21.
22.
23.

24.
25.

26.

27.

role with another build project, this role will be updated to work with the other build
project. A single AWS CodeBuild service role can work with up to ten build projects.

« If you have an AWS CodeBuild service role in your AWS account, choose Choose an existing
service role from your account. In the Role name box, choose the name of the service role.

Expand Advanced.

To specify a build timeout other than 60 minutes (the default), use the hours and minutes boxes
to set a timeout between 5 and 480 minutes (8 hours) .

For Compute, choose one of the available options.

For Environment variables, use Name and Value to specify any optional environment variables
for the build environment to use. To add more environment variables, choose Add row.

Choose Save build project.
After the build project is saved, choose Next step.
On the Step 4: Beta page, do one of the following:

« If you do not want to deploy the build output artifact, for Deployment provider, choose No
Deployment.

« If you want to deploy the build output artifact, for Deployment provider, choose a deployment
provider, and then specify the settings when prompted.
Choose Next step.

On the Step 5: Service Role page, for Role name, choose the AWS CodePipeline service role
you created or identified as part of this topic's prerequisites.

Do not use this page to create a AWS CodePipeline service role. If you do, the service role will not
have the permissions required to work with AWS CodeBuild.

Choose Next step.
On the Step 6: Review page, choose Create pipeline.

After the pipeline runs successfully, you can get the build output artifact. With the pipeline
displayed in the AWS CodePipeline console, in the Build action, rest your mouse pointer on the
tooltip. Make a note of the value for Output artifact (for example, MyAppBuild).

Tip

You can also get the build output artifact by choosing the Build artifacts link on the build

details page in the AWS CodeBuild console. To get to this page, skip the rest of the steps
in this procedure, and see View Build Details (Console) (p. 65).

Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

In the list of buckets, open the bucket used by the pipeline. The name of the bucket should follow
the format codepi pl i ne-regi on- | D-random nunber . You can use the AWS CLI to run

the AWS CodePipeline get - pi pel i ne command to get the name of the bucket, where ny-

pi pel i ne- nane is the display name of your pipeline:

aws codepi pel i ne get-pipeline --nane ny-pipeline-nane

In the output, the pi pel i ne object contains an ar ti f act St or e object, which contains a
| ocat i on value with the name of the bucket.

Open the folder that matches the name of your pipeline (depending on the length of the pipeline's
name, the folder name might be truncated), and then open the folder matching the value for
Output artifact that you noted in step 23 of this procedure.

Extract the contents of the file. If there are multiple files in that folder, extract the contents of the
file with the latest Last Modified timestamp. (You might need to give the file the . zi p extension
so that you can work with it in your system's ZIP utility.) The build output artifact will be in the
extracted contents of the file.
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28. If you instructed AWS CodePipeline to deploy the build output artifact, use the deployment
provider's instructions to get to the build output artifact on the deployment targets.

Create a Pipeline that Uses AWS CodeBuild
(AWS CLI)

1. Complete the steps in Prerequisites (p. 26).

2. Create or identify a build project in AWS CodeBuild. For more information, see Create a Build
Project (p. 40).

Important

The build project must define build output artifact settings (even though AWS
CodePipeline will override them). For more information, see the description of
artifacts in Create a Build Project (AWS CLI) (p. 43).

3. Make sure you have configured the AWS CLI with the AWS access key and AWS secret access
key that correspond to one of the IAM entities described in this topic. For more information, see
Getting Set Up with the AWS Command Line Interface in the AWS Command Line Interface User
Guide.

4. Create a JSON-formatted file that represents the structure of the pipeline. Name the file cr eat e-

pi pel i ne. j son or similar. For example, this JISON-formatted structure creates a pipeline with
a source action that references an Amazon S3 input bucket and a build action that uses AWS

CodeBuild:
{
"pipeline": {
"roleArn": "arn:aws:iam:account-id:role/ny- AN5s- CodePi pel i ne-servi ce-
rol e- nanme",
"stages": |
{
"name": "Source",
"actions": |
{
"inputArtifacts": [],
"name": "Source",
"actionTypeld": {
"category": "Source",
"owner": "AWS',
"version": "1",
"provider": "S3"
}
"outputArtifacts": [
{
"nane": " M/App"
}
1,
"configuration": {
"S3Bucket": "ny-input-bucket-nane",
"S3Mhj ect Key": "ny-source-code-fil e-nane. zi p"
}
"runOrder": 1
}
]
}
{
"nane": "Build",
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"actions": |
{
"inputArtifacts": |
{

}
1,
"nanme": "Build",
"actionTypeld": {
"category": "Build",
"owner": "AWS",
"version": "1",
"provider": "AWS CodeBuil d"

nane": " WApp"

I
"outputArtifacts": [

nane": "default"

}

"configuration": {
"Proj ect Name": "ny-build-project-nane"
}

"runOder": 1
}

]

}
1,
"artifactStore": {

"type": "S3",

"l ocation": "AWS- CodePi peline-internal -bucket - nane"
b
"nane": "ny-pipeline-nanme",
"version": 1

In this JISON-formatted data:

¢ The value of r ol eAr n must match the ARN of the AWS CodePipeline service role you created
or identified as part of the prerequisites.

* The values of S3Bucket and S3(bj ect Key in confi gur ati on assume the source code is
stored in an Amazon S3 bucket. For settings for other source code repository types, see the
AWS CodePipeline Pipeline Structure Reference in the AWS CodePipeline User Guide.

e The value of Pr oj ect Narne is the name of the AWS CodeBuild build project you created earlier
in this procedure.

e The value of | ocat i on is the name of the Amazon S3 bucket used by this pipeline. For more
information, see Create a Policy for an Amazon S3 Bucket to Use as the Artifact Store for AWS
CodePipeline in the AWS CodePipeline User Guide.

¢ The value of nane is the name of this pipeline. All pipeline names must be unique to your
account.

Although this data describes only a source action and a build action, you can add actions for
activities related to testing, deploying the build output artifact, invoking AWS Lambda functions,
and more. For more information, see the AWS CodePipeline Pipeline Structure Reference in the
AWS CodePipeline User Guide.
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Switch to the folder that contains the JSON file, and then run the AWS CodePipeline cr eat e-
pi pel i ne command, specifying the file name:

aws codepi peline create-pipeline --cli-input-json file://create-
pi peline.json

Note

You must create the pipeline in an AWS region that supports AWS CodeBuild. For more
information, see AWS CodeBuild in the "Regions and Endpoints" topic in the Amazon
Web Services General Reference.

The JSON-formatted data appears in the output, and AWS CodePipeline creates the pipeline.

To get information about the pipeline's status, run the AWS CodePipeline get - pi pel i ne-state
command, specifying the name of the pipeline:

aws codepi pel i ne get-pipeline-state --nanme mny-pipeline-name

In the output, look for information that confirms the build was successful. Ellipses (. . . ) are used
to show data that has been omitted for brevity.

{
"stageStates": [
{
"actionStates": [
{
"actionNanme": "AWS CodeBui |l d",
"| at est Execution": {
"status": " SUCCEEDED',
b
}
]
}
]
}

If you run this command too early, you might not see any information about the build action. You
might need to run this command multiple times until the pipeline has finished running the build
action.

After a successful build, follow these instructions to get the build output artifact. Open the Amazon
S3 console at https://console.aws.amazon.com/s3/.

Tip

You can also get the build output artifact by choosing the Build artifacts link on the

related build details page in the AWS CodeBuild console. To get to this page, skip the
rest of the steps in this procedure, and see View Build Details (Console) (p. 65).

In the list of buckets, open the bucket used by the pipeline. The name of the bucket should follow
the format codepi pl i ne-regi on-1 D-random nunber. You can get the bucket name from the
creat e- pi pel i ne. j son file or you can run the AWS CodePipeline get - pi pel i ne command to
get the bucket's name.
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10.
11.

aws codepi pel i ne get-pipeline --nane ny-pipeline-nane

In the output, the pi pel i ne object contains an ar ti f act St or e object, which contains a
| ocat i on value with the name of the bucket.

Open the folder that matches the name of your pipeline (for example, ny- pi pel i ne- nane).
In that folder, open the folder named def aul t .

Extract the contents of the file. If there are multiple files in that folder, extract the contents of the
file with the latest Last Modified timestamp. (You might need to give the file a . zi p extension
so that you can work with it in your system's ZIP utility.) The build output artifact will be in the
extracted contents of the file.

Add an AWS CodeBuild Build Action to a Pipeline
(AWS CodePipeline Console)

1.

Open the AWS CodePipeline console at https://console.aws.amazon.com/codepipeline.

You should have already signed in to the AWS Management Console by using one of the
following:

* Your AWS root account. This is not recommended. For more information, see The Account Root
User in the IAM User Guide.

* An administrator IAM user in your AWS account. For more information, see Creating Your First
IAM Admin User and Group in the IAM User Guide.

¢ An IAM user in your AWS account with permission to perform the following minimum set of
actions:

codepi pel i ne: *

i am Li st Rol es

i am PassRol e

s3: Cr eat eBucket

s3: Get Bucket Pol i cy

s3: Get oj ect

s3: Li st Al | MyBucket s

s3: Li st Bucket

s3: Put Bucket Pol i cy

codeconmi t: Li st Branches
codeconmi t: Li st Repositories
codedepl oy: Get Appl i cation
codedepl oy: Get Depl oynent G oup
codedepl oy: Li st Appl i cati ons
codedepl oy: Li st Depl oynent G oups
el asti cbeanst al k: Descri beAppl i cati ons
el asti cbeanst al k: Descri beEnvi ronnent s
| anbda: Get Functi onConfi gurati on
| ambda: Li st Functi ons

opswor ks: Descri beSt acks

opswor ks: Descri beApps

opswor ks: Descri beLayers

In the AWS region selector, choose the region where your pipeline is located. This region must
also support AWS CodeBuild. For more information, see AWS CodeBuild in the "Regions and
Endpoints" topic in the Amazon Web Services General Reference.
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3. Onthe All Pipelines page, choose the name of the pipeline.
4. On the pipeline details page, in the Source action, rest your mouse pointer on the tooltip. Make a
note of the value for Output artifact (for example, MyApp):

Source Configuration
Source Output artifact | MyApp
Amazon 33
S3 Bucket codebuild input-bucket

@ Succeeded 6 hours ago
S3 Key MaveninSMinutesSample zip

“. Source: Amazon S3 versi...

Note
This procedure assumes you want to add a build action inside of a build stage between

the Source and Beta stages. If you want to add the build action somewhere else, rest
your mouse pointer on the action just before the place where you want to add the build
action, and make a note of the value for Output artifact.

5. Choose Edit.
6. Between the Source and Beta stages, choose the add symbol (+) next to Stage.

Note
This procedure assumes you want to add a new build stage to your pipeline. To add a

build action to an existing stage, choose the edit (pencil) icon in the existing stage, and

then skip to step 8 of this procedure.
This procedure also assumes you want to add a build stage between the Source and

Beta stages. To add the build stage somewhere else, choose the add symbol in the
desired place.

Source

Source f 0

Amazon 53

Stage

Beta

MyDemoDG P <)

AWS CodeDeploy

© Stage

7. For Enter stage name, type the name of the build stage (for example, Bui | d). If you choose a
different name, use it throughout this procedure.
8. Inside of the selected stage, choose the add symbol (+) next to Action.

Note
This procedure assumes you want to add the build action inside of a build stage. To add

the build action somewhere else, choose the add symbol in the desired place. You might
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10.

11.
12.

13.
14.

15.
16.

17.

18.

first need to choose the edit (pencil) icon in the existing stage where you want to add the
build action.

Build|

Action

In the Add action pane, for Action category, choose Build.

In Build actions, for Action name, type a name for the action (for example, AWS CodeBui | d). If
you choose a different name, use it throughout this procedure.

For Build provider, choose AWS CodeBuild.

If you already have a build project in AWS CodeBuild, choose Select an existing build project.
For Project name, choose the name of the build project, and then skip to step 21 of this
procedure.

Important

If you choose an existing build project, it must have build output artifact settings already
defined (even though AWS CodePipeline will override them). For more information,

see the description of Artifacts: Where to put the artifacts from this build project

in Create a Build Project (Console) (p. 40) or Change a Build Project's Settings
(Console) (p. 54).

Choose Create a new build project.

For Project name, type a name for this build project. Build project names must be unique across
each AWS account.

(Optional) Type a description in the Description box.

For Environment image, do one of the following:

To use a build environment based on a Docker image that is managed by AWS CodeBuild,
choose Use an image managed by AWS CodeBuild. Make your selections from the
Operating system, Runtime, and Version drop-down lists. For more information, see Docker
Images Provided by AWS CodeBuild (p. 82).

To use a build environment based on a Docker image in an Amazon ECR repository in your
AWS account, choose Specify a Docker image. For Custom image type, choose Amazon
ECR. Use the Amazon ECR repository and Amazon ECR image drop-down lists to specify
the desired Amazon ECR repository and Docker image in that repository.

To use a build environment based on a Docker image in Docker Hub, choose Specify a Docker
image. For Custom image type, choose Other. In the Custom image ID box, type the Docker
image ID, using the format docker - r epo- nane/ docker - i mage- nane: t ag.

For Build specification, do one of the following:

If your source code includes a build spec file, choose Use the buildspec.yml in the source
code root directory.

If your source code does not include a build spec file, choose Insert build commands. For
Build command, type the commands you want to run during the build phase in the build
environment; for multiple commands, separate each command with &&. For Output files,

type the paths to the build output files in the build environment that you want to send to AWS
CodePipeline; for multiple files, separate each file path with a comma. For more information, see
the tooltips in the console.

For AWS CodeBuild service role, do one of the following:
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19.

20.
21.
22.
23.
24.
25.
26.

27.
28.

29.

30.

31.

« If you do not have an AWS CodeBuild service role in your AWS account, choose Create a
service role in your account. In the Role name box, type a name for the service role or leave
the suggested name. (Service role names must be unique across your AWS account.)

Note

If you use the console to create an AWS CodeBuild service role, by default this service
role works with this build project only. If you use the console to associate this service
role with another build project, this role will be updated to work with the other build
project. A single AWS CodeBuild service role can work with up to ten build projects.

« If you have an AWS CodeBuild service role in your AWS account, choose Choose an existing
service role from your account. In the Role name box, choose the name of the service role.

Expand Advanced.

To specify a build timeout other than 60 minutes (the default), use the hours and minutes boxes
to specify a timeout between 5 and 480 minutes (8 hours).

For Compute, choose one of the available options.

For Environment variables, use Name and Value to specify any optional environment variables
for the build environment to use. To add more environment variables, choose Add row.

Choose Save build project.

For Input artifact #1, type the value of Output artifact that you noted in step 4 of this procedure.
For Output artifact #1, type a name for the output artifact (for example, My AppBui | d).

Choose Add action.

Choose Save pipeline changes, and then choose Save and continue.

Choose Release change.

After the pipeline runs successfully, you can get the build output artifact. With the pipeline
displayed in the AWS CodePipeline console, in the Build action, rest your mouse pointer on the
tooltip. Make a note of the value for Output artifact (for example, MyAppBuild).
Tip
You can also get the build output artifact by choosing the Build artifacts link on the build
details page in the AWS CodeBuild console. To get to this page, see View Build Details
(Console) (p. 65), and then skip to step 31 of this procedure.

Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

In the list of buckets, open the bucket used by the pipeline. The name of the bucket should follow
the format codepi pl i ne-regi on-1 D-random nunber . You can use the AWS CLI to run the
AWS CodePipeline get - pi pel i ne command to get the name of the bucket:

aws codepi pel i ne get-pipeline --nane ny-pipeline-nane

In the output, the pi pel i ne object contains an ar ti f act St or e object, which contains a
| ocat i on value with the name of the bucket.

Open the folder that matches the name of your pipeline (depending on the length of the pipeline's
name, the folder name might be truncated), and then open the folder matching the value for
Output artifact that you noted in step 26 of this procedure.

Extract the contents of the file. If there are multiple files in that folder, extract the contents of the
file with the latest Last Modified timestamp. (You might need to give the file the . zi p extension
so that you can work with it in your system's ZIP utility.) The build output artifact will be in the
extracted contents of the file.

If you instructed AWS CodePipeline to deploy the build output artifact, use the deployment
provider's instructions to get to the build output artifact on the deployment targets.
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Run AWS CodeBuild Directly

To set up, run, and monitor builds directly with AWS CodeBuild, you can use the AWS CodeBuild
console, AWS CLI, AWS SDK, or AWS CodeBuild HTTP API.

Not what you're looking for? To use AWS CodePipeline to run AWS CodeBuild, see Use AWS
CodePipeline with AWS CodeBuild (p. 25).

Topics
¢ Prerequisites (p. 38)
¢ Run AWS CodeBuild Directly (Console) (p. 38)
¢ Run AWS CodeBuild Directly (AWS CLI) (p. 38)
¢ Run AWS CodeBuild Directly (AWS SDKs) (p. 39)
¢ Run AWS CodeBuild Directly (HTTP API) (p. 39)

Prerequisites

Answer the questions in Plan a Build (p. 23).

Run AWS CodeBuild Directly (Console)

1. Create the build project. For information, see Create a Build Project (Console) (p. 40).
2. Run the build. For information, see Run a Build (Console) (p. 60).
3. Get information about the build. For information, see View Build Details (Console) (p. 65).

Run AWS CodeBuild Directly (AWS CLI)

For more information about using the AWS CLI with AWS CodeBuild, see the Command Line
Reference (p. 90).

1. Create the build project. For information, see Create a Build Project (AWS CLI) (p. 43).
2. Run the build. For information, see Run a Build (AWS CLI) (p. 61).
3. Get information about the build. For information, see View Build Details (AWS CLI) (p. 65).
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Run AWS CodeBuild Directly (AWS SDKSs)

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).

Run AWS CodeBuild Directly (HTTP API)

1. Create the build project. For information, see Create a Build Project (HTTP API) (p. 48).
2. Run the build. For information, see Run a Build (HTTP API) (p. 64).
3. Get information about the build. For information, see View Build Details (HTTP API) (p. 66).
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Working with Build Projects in AWS
CodeBuild

A build project defines how AWS CodeBuild will run a build. It includes information such as where to
get the source code, the build environment to use, the build commands to run, and where to store the
build output.

You can perform these tasks when working with build projects:

Topics
e Create a Build Project in AWS CodeBuild (p. 40)
¢ View a List of Build Project Names in AWS CodeBuild (p. 49)
¢ View a Build Project's Details in AWS CodeBuild (p. 51)
¢ Change a Build Project's Settings in AWS CodeBuild (p. 54)
¢ Delete a Build Project in AWS CodeBuild (p. 57)

Create a Build Project in AWS CodeBuild

You can use the AWS CodeBuild console, AWS CLI, AWS SDKs, or AWS CodeBuild HTTP API to
create a build project.

Topics
¢ Prerequisites (p. 40)
¢ Create a Build Project (Console) (p. 40)
¢ Create a Build Project (AWS CLI) (p. 43)
¢ Create a Build Project (AWS SDKSs) (p. 48)
¢ Create a Build Project (HTTP API) (p. 48)

Prerequisites

Answer the questions in Plan a Build (p. 23).

Create a Build Project (Console)

1. Open the AWS CodeBuild console at https://console.aws.amazon.com/codebuild/.

API Version 2016-10-06
40


https://console.aws.amazon.com/codebuild/

AWS CodeBuild User Guide
Create a Build Project (Console)

2. If awelcome page is displayed, choose Get started.

If a welcome page is not displayed, on the navigation pane, choose Build projects, and then
choose Create project.

3. Onthe Configure your project page, for Project name, type a name for this build project. Build
project names must be unique across each AWS account.

4. (Optional) Choose Add description, and type a description in the Description box.

5. In Source: What to build, for Source provider, choose the source code provider type, and then
do one of the following:

 If you chose Amazon S3, then for Bucket, choose the name of the input bucket that contains
the source code. For S3 object key, type the name of the ZIP file that contains the source code.

 If you chose AWS CodeCommit, then for Repository, choose the name of the repository.

« If you chose GitHub, follow the instructions to connect (or reconnect) with GitHub. For
Repository, choose the name of the repository that contains the source code.

6. In Environment: How to build, for Environment image, do one of the following:

¢ To use a Docker image managed by AWS CodeBuild, choose Use an image managed by
AWS CodeBuild, and then make selections from Operating system, Runtime, and Version.

« To use another Docker image, choose Specify a Docker image. For Custom image type,
choose Other or Amazon ECR. If you choose Other, then for Custom image ID, type the name
and tag of the Docker image in Docker Hub, using the format r eposi t or y- nane/ i nage-
name: i mage-t ag. If you choose Amazon ECR, then use Amazon ECR repository and
Amazon ECR image to choose the Docker image in your AWS account.

7. Do one of the following:

« If your source code includes a build spec file, choose Use the buildspec.yml in the source
code root directory.

« If your source code does not include a build spec file, choose Insert build commands. For
Build command, type the commands you want to run in the bui | d phase only. For multiple
commands, separate each command by &&, for example nvn test && nmvn package. To run
commands in other phases, or if you have a particularly long list of commands for the bui | d
phase, add a buildspec.yml file to the source code root directory, add the commands to the file,
and then choose Use the buildspec.yml in the source code root directory.

For more information, see the Build Spec Reference (p. 77).

8. In Artifacts: Where to put the artifacts from this build project, for Artifacts type, do one of the
following:

« If you do not want to create any build output artifacts, choose No artifacts. You may want to
do this, for example, if you only running build tests or you want to push a Docker image to an
Amazon ECR repository.

¢ To store the build output in an Amazon S3 bucket, choose Amazon S3. Then do the following:

« Leave Artifacts name blank if you want to use your project name for the build output ZIP file
or folder. Otherwise, to specify a name for the build output ZIP file or folder, type the name in
the Artifacts name box. (If you want to output a ZIP file, and you want the ZIP file to have a
file extension, be sure to include it after the ZIP file name.)

» For Bucket name, choose the name of the output bucket.

¢ If you chose Insert build commands previously in this procedure, then for Output files,
type the locations of the files from the build that you want to put into the build output ZIP
file or folder. For multiple locations, separate each location with a comma, for example
appspec.ym , target/ny-app.jar.For more information, see the description of fi | es
in Build Spec Syntax (p. 77).

9. In Service role, do one of the following:
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10.

11.

12.

13.

14.
15.

« If you do not have an AWS CodeBuild service role, choose Create a new role in your account.
In Role name, accept the default name or type your own. Service role names must be unique
across your AWS account.

« If you have an AWS CodeBuild service role, choose Choose an existing role from your
account. In Role name, choose the service role.

Note

When you use the console to create or update a build project, you can create an AWS
CodeBuild service role at the same time. By default, the role works with that build project
only. If you use the console to associate this service role with another build project, the
role will be updated to work with the other build project. A service role can work with up to
ten build projects.

Expand Show advanced settings.

Note

If you arrived at this page by choosing Get started from a welcome page, then the Show
advanced settings section will not be displayed. Skip to step 17 of this procedure.

For information about changing default settings, see Change a Build Project's Settings
(Console) (p. 54).

(Optional) For Timeout, specify a value between 5 minutes and 480 minutes (8 hours) after which
AWS CodeBuild will stop the build if it is not complete. If hours and minutes are left blank, the
default value of 60 minutes will be used.

(Optional) For Encryption key, do one of the following:

¢ To use the AWS-managed customer master key (CMK) for Amazon S3 in your account to
encrypt the build output artifacts, leave Encryption key blank. This is the default.

¢ To use a customer-managed CMK to encrypt the build output artifacts, in Encryption key,
type the ARN of the customer-managed CMK. Use the format ar n: aws: kns: r egi on-
| D: account - | D: key/ key- | D.

(Optional) If you chose Amazon S3 for Artifacts type earlier in this procedure, then for Artifacts
packaging, do one of the following:

* To have AWS CodeBuild create a ZIP file containing the build output, choose Zip.

¢ To have AWS CodeBuild create a folder containing the build output, choose None. (This is the
default.)

For Compute type, choose one of the available options.

(Optional) For Environment variables, type the name and value of environment variables for
builds to use. Use Add row to add an environment variable.

Important

Any environment variables you set will replace existing environment variables. For
example, if the Docker image already contains an environment variable named MY_VAR
with a value of my_val ue, and you set an environment variable named MY_VAR with a
value of ot her _val ue, then nmy_val ue will be replaced by ot her _val ue. Similarly, if
the Docker image already contains an environment variable named PATH with a value
of /usr/ | ocal / sbin:/usr/local/bin, and you set an environment variable named
PATH with a value of $PATH. / usr/ shar e/ ant / bi n, then/ usr/ 1 ocal / sbi n: /usr/
| ocal / bi n will be replaced by the literal value $PATH: / usr/ shar e/ ant/ bi n.

Do not set any environment variable with a name that begins with CODEBUI LD _. This
prefix is reserved for internal use.

If an environment variable with the same name is defined in multiple places, the value is
determined as follows:

« The value in the start build operation call takes highest precedence.
» The value in the build project definition takes next precedence.
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e The value in the build spec declaration takes lowest precedence.

16. (Optional) For Tags, type the name and value of any tags you want supporting AWS services to
use. Use Add row to add a tag. You can add up to 50 tags.

17. Choose Continue.
18. Onthe Review page, do one of the following:

¢ To run a build, choose Save and build.
« To finish creating the build project without running a build, choose Save.

Create a Build Project (AWS CLI)

For more information about using the AWS CLI with AWS CodeBuild, see the Command Line
Reference (p. 90).

1. Runthe create- proj ect command:

aws codebuild create-project --generate-cli-skeleton

JSON-formatted data will appear in the output. Copy the data to a file (for example, cr eat e-
proj ect.j son)in a location on the local computer or instance where the AWS CLI is installed.
Then modify the copied data as follows, and save your results:

"nanme": "project-nane",
"description": "description",
"source": {
"type": "source-type",
"l ocation": "source-|ocation",
"bui |l dspec”: "buil dspec",
"auth": {
"type": "auth-type",
"resource": "resource"
},
"artifacts": {
"type": "artifacts-type",
"location": "artifacts-Ilocation",
"path": "path",
"nanmespaceType": "nanmespaceType",
"nane": "artifacts-nanme",
"packagi ng": "packagi ng"
},
"environnment": {
"type": "environnent-type",
"image": "inmage",
"conput eType": conput eType,
"envi ronment Vari abl es": [

{

nane": "environnent Vari abl e- nane",
"val ue": "environnment Vari abl e-val ue

}
|
},
"serviceRol e": "serviceRol e",
"timeout | nM nutes": "tineoutlnM nutes",
"encryptionKey": "encryptionKey",
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"tags": [

" keyll : Ilt ag_ keyll ,
"val ue": "tag-val ue"

Replace the following:

* proj ect - nanme: Required value. The name for this build project. This name must be unique
across all of the build projects in your AWS account.

e descri ption: Optional value. The description for this build project.

» For the required sour ce object, information about this build project's source code settings.
These settings include the following:

e sour ce-type: Required value. The type of repository that contains the source code to build.
Valid values include CODECOVM T, CODEPI PELI NE, G THUB, and S3.

e source-| ocati on: Required value (unless you set sour ce-t ype to CODEPI PELI NE). The
location of the source code for the specified repository type:

e For AWS CodeCommit, the HTTPS clone URL to the repository that contains the
source code and the build spec (for example, ht t ps: // gi t - codeconmi t. r egi on-
i d. amazonaws. coni v1l/repos/ r epo- nane).

* For Amazon S3, the build input bucket name, followed by a forward slash (/ ), followed by
the name of the ZIP file that contains the source code and the build spec (for example,
bucket - nane/ obj ect - nane. zi p). This assumes that the ZIP file is in the root of
the build input bucket. (If the ZIP file is in a folder inside of the bucket, use for example
bucket - nane/ pat h/ t o/ obj ect - nane. zi p instead.)

e For GitHub, the HTTPS clone URL, including the user name and personal access
token, to the repository that contains the source code and the build spec (for example,
https://1 ogi n-user-nane: personal -access-token@i t hub. com r epo-
owner - nane/ r epo- nane. gi t ). For more information, see Creating an Access Token for
Command-Line Use on the GitHub Help website.

» For AWS CodePipeline, do not specify a | ocat i on value for sour ce. It will be ignored by
AWS CodePipeline because when you create a pipeline in AWS CodePipeline, you specify
the source code location in the Source stage of the pipeline.

¢ bui | dspec: Optional value. The build specification definition or file to use. If this value is
set, it must be a single string that conforms to both the build spec and YAML syntaxes. If
this value is not provided or is set to an empty string, then the source code must contain
a bui | dspec. yml file in its root directory. For more information, see the Build Spec
Reference (p. 77).

¢ aut h: This object is used only by the AWS CodeBuild console. Do not specify values for
aut h-type orresour ce.

e For the required ar ti f act s object, information about this build project's output artifact settings.
These settings include the following:

e artifacts-type: Required value. The type of build output artifact. Valid values include
CODEPI PELI NE, NO_ARTI FACTS, and S3.

e artifacts-location: Required value (unless you setartifacts-typeto
CODEPI PELI NE or NO_ARTI FACTS). The location of the build output artifact:

* If you specified CODEPI PELI NE for arti f act s-t ype, do not specify al ocati on for
artifacts.

* If you specified NO_ARTI FACTS for arti f act s- t ype, do not specify al ocati on for
artifacts.
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« If you specified S3 forarti f act s-t ype, then this is name of the output bucket you
created or identified in the prerequisites.

¢ pat h: Optional value. The path and name of the build output ZIP file or folder:

* If you specified CODEPI PELI NE for arti f act s-t ype, then do not specify a pat h for
artifacts.

« If you specified NO_ARTI FACTSforarti f act s-t ype, do not specify a pat h for
artifacts.

 If you specified S3 forarti f act s-t ype, then this is the path inside of arti f act s-
| ocat i on to the build output ZIP file or folder. If you do not specify a value for pat h, then
AWS CodeBuild will use nanespaceType (if specified) and arti f act s- nane to determine
the path and name of the build output ZIP file or folder. For example, if you specify MyPat h
for pat h and MyArtifact. zi pforartifacts-nane, then the path and name would be
MyPat h/ MyArti fact. zi p.

¢ nanespaceType: Optional value. The path and name of the build output ZIP file or folder:

« If you specified CODEPI PELI NE for arti f act s- t ype, do not specify a nanmespaceType
forartifacts.

« If you specified NO_ARTI FACTS for arti f act s- t ype, do not specify a namespaceType
forartifacts.

* If you specified S3 for arti f act s-t ype, valid values include BUI LD_| D and NONE. Use
BUI LD_I Dto insert the build ID into the path of the build output ZIP file or folder. Otherwise,
use NONE. If you do not specify a value for nanespaceType, AWS CodeBuild will use
pat h (if specified) and ar t i f act s- nanme to determine the path and name of the build
output ZIP file or folder. For example, if you specify MyPat h for pat h, BUl LD _| D for
nanespaceType, and MyArti fact. zi pforartifacts-nane, then the path and name
would be MyPat h/ bui | d-1 D/ MyArti fact. zi p.

e artifacts-nanme: Required value (unless you setarti facts-type to CODEPI PELI NE or
NO_ARTI FACTS). The path and name of the build output ZIP file or folder:

« If you specified CODEPI PELI NE for arti f act s-t ype, do not specify a nane for
artifacts.

« If you specified NO_ARTI FACTS for arti f act s-t ype, do not specify a nane for
artifacts.

« If you specified S3 for arti f act s-t ype, then this is the name of the build output ZIP file
or folder inside of art i f act s- | ocat i on. For example, if you specify MyPat h for pat h
and MyArtifact.zipforartifacts-nane, thenthe path and name would be MyPat h/
M/Artifact. zip.

¢ packagi ng: Optional value. The type of build output artifact to create:

« If you specified CODEPI PELI NEfor arti f act s-t ype, do not specify a packagi ng for
artifacts.

« If you specified NO_ARTI FACTS for arti f act s- t ype, do not specify a packagi ng for
artifacts.

 If you specified S3 forarti f act s-t ype, valid values include ZI P and NONE. To create a
ZIP file that contains the build output, use ZI P. To create a folder that contains the build
output, use NONE. The default value is NONE.

« For the required envi r onnent object, information about this build project's participating build
environment settings. These settings include:

e envi ronnent - t ype: Required value. The type of build environment. The only allowed value
is LI NUX_CONTAI NER.

¢ i mage: Required value. The Docker image identifier this build environment will use. Typically,
this identifier is expressed as i mage- nane:t ag. For example, in the Docker repository
that AWS CodeBuild uses to manage its Docker images, this could be aws/ codebui | d/
j ava: openj dk- 8. In Docker Hub, maven: 3. 3. 9-j dk- 8. In Amazon ECR, account -

i d dll'\l A=A | UUI UlIT= IEPFV&(SYéW%le—‘irO‘{gGJUI ‘I"\'\II!JLUII‘ ECR‘ repygu= ratre: tag
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» conput eType: Required value. A category corresponding to the number of CPU cores and
memory this build environment will use. Allowed values include BU LD_GENERAL1_SMALL,
BU LD _GENERAL1_ MEDI UM and BU LD_GENERAL1_LARGE.

¢ For the optional envi r onnent Var i abl es array, information about any environment
variables you want to specify for this build environment. Each environment variable is
expressed as an object containing a nanme and val ue value of envi r onnent Vari abl e-
nanme and envi ronnent Vari abl e- val ue.

Important

Any environment variables you set will replace existing environment variables.

For example, if the Docker image already contains an environment variable

named MY_VAR with a value of my_val ue, and you set an environment variable
named MY_VAR with a value of ot her _val ue, then ny_val ue will be replaced

by ot her _val ue. Similarly, if the Docker image already contains an environment
variable named PATH with a value of / usr/ | ocal / sbi n: /usr/ | ocal / bi n, and
you set an environment variable named PATH with a value of $PATH: / usr/ shar e/
ant/ bi n, then/usr/ 1 ocal / shin:/usr/1 ocal / bi n will be replaced by the literal
value $PATH: / usr/ shar e/ ant/ bi n.

Do not set any environment variable with a name that begins with CODEBUI LD . This
prefix is reserved for internal use.

If an environment variable with the same name is defined in multiple places, the
value is determined as follows:

» The value in the start build operation call takes highest precedence.
» The value in the build project definition takes next precedence.
« The value in the build spec declaration takes lowest precedence.

e servi ceRol e: Required value. The ARN of the service role AWS CodeBuild will use to
interact with services on behalf of the IAM user (for example, ar n: aws: i am : account -
i d: rol e/ rol e-nane).

e tinmeout | nM nut es: Optional value. The number of minutes, between 5 to 480 (8 hours), after
which AWS CodeBuild will stop the build if it is not complete. If not specified, the default of 60
will be used. To determine if and when AWS CodeBuild stopped a build due to a timeout, run
the bat ch- get - bui | ds command. To determine if the build has stopped, look in the output for
a bui | dSt at us value of FAI LED. To determine when the build timed out, look in the output for
the endTi ne value associated with a phaseSt at us value of TI MED_QUT.

e encryptionKey: Optional value. The alias or ARN of the AWS KMS customer master key
(CMK) AWS CodeBuild will use to encrypt the build output. If you specify an alias, use the
format ar n: aws: kns: r egi on- 1 D: account - | D: key/ key- | Dor, if an alias exists, use the
format al i as/ key- al i as. If not specified, the AWS-managed CMK for Amazon S3 will be
used.

¢ For the optional t ags array, information about any tags you want to associate with this build
project. You can specify up to 50 tags. These tags can be used by any AWS service that
supports AWS CodeBuild build project tags. Each tag is expressed as an object containing a
key and val ue value of t ag- key and t ag- val ue.

For an example, see To create the build project (AWS CLI) (p. 12) in Getting Started.

Switch to the directory that contains the file you just saved, and run the cr eat e- pr oj ect
command again:

aws codebuild create-project --cli-input-json file://create-project.json

If successful, data similar to the following will appear in the output:

{

"project”: {
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"nanme": "project-nane",
"description": "description"
"serviceRol e": "serviceRol e",
"tags": [

"key": "tags-key",
"val ue": "tags-val ue"
}
1.
"artifacts": {
"nanespaceType": "nanmespaceType",
"packagi ng": "packagi ng",
"path": "path",
"type": "artifacts-type",
"location": "artifacts-|ocation",
“"name": "artifacts-name"
b
"l ast Mbdified": |astMdified,
"timeout!lnM nutes": "tinmeoutlnM nutes",
"created": created,
"environnent": {
"conput eType": "computeType",
"image": "inmage",
"type": "environnent-type",
"envi ronment Vari abl es": [
{
"nanme": "environnent Vari abl e- nane",
"val ue": "environnent Vari abl e-val ue

}
}
"source": {
"type": "source-type",
"l ocation": "source-location",
"bui | dspec": "buil dspec"
"auth": {
"type": "auth-type",
"resource": "resource"
}
}

"encrypti onKey": "encryptionKey",
"arn": "arn®

* The proj ect object contains information about the new build project:

e The |l ast Modi fi ed value represents the time, in Unix time format, when information about
the build project was last changed.

¢ The cr eat ed value represents the time, in Unix time format, when the build project was
created.

¢ The ar n value represents the ARN of the build project.

Tip
Except for the build project name, you can change any of the build project's settings later. For
more information, see Change a Build Project's Settings (AWS CLI) (p. 55).

To start running a build, see Run a Build (AWS CLI) (p. 61).
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Create a Build Project (AWS SDKSs)

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).

Create a Build Project (HTTP API)

For more information about using the AWS CodeBuild HTTP API, see the HTTP API
Reference (p. 93).

Call the Cr eat ePr oj ect operation:

Sample headers:

POST / HITP/ 1.1

Host: codebuil d. us-east-1. amazonaws. com

Accept - Encodi ng: identity

Content - Lengt h: 581

X- Anz- Target: CodeBuil d_20161006. Cr eat ePr oj ect

X- Anz- Date: 20161006T213734Z

User-Agent: aws-cli/1.10.3 Python/2.7.9 W ndows/8 botocore/1.3.25

Cont ent - Type: application/x-ane-json-1.1

Aut hori zation: AWS4- HVAC- SHA256 Credenti al =AKI AJTTFEXAMPLE/ 20161003/ us-
east - 1/ codebui | d/ aws4_r equest, Si gnedHeader s=content-type; host; user-agent; x-
anz- dat e; x-ane-target, Signature=bc48f52bEXAMPLE

Sample request body:

{
"nanme": "sanpl e-ant-hel | oworl d-project”,
"source": {
"type": "S3",
"l ocation": "codebuild-region-ID account-I|D-input-bucket/
Ant Hel | oWor | dW t hTest sSanpl e. zi p"
|8
"artifacts": {
"type": "S3",
"l ocation": "codebuil d-region-|D account-| D out put - bucket ",
"name": "AntHel | oWorl dWthTest sQut put Arti fact. zi p",
"packagi ng": "ZIP"
|8
“environment": {
"type": "Ll NUX_CONTAI NER',
"image": "ant-inmage-1D",
"conput eType": "BU LD_GENERAL1 SMALL"
|8
"serviceRol e": "arn:aws:iam:account-|D:rol e/ CodeBui | dServi ceRol e",
"encryptionKey": "arn:aws: kns:region-1D:account-|D: key/ key-1D"
}

If successful, a response is returned with body content similar to the following:

{

"project": {
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nane": "sanpl e-ant-hell oworl d-project”,
"serviceRol e": "arn:aws:iam:account-I|D:rol e/ CodeBuil dServi ceRol e",
"tags": [],

"artifacts": {
"packagi ng": "zl P",
"type": "S3",
"l ocation": "codebuild-regi on-ID account-| D out put - bucket ",
" "sanpl e- ant - hel | owor | d- proj ect”,

nane" :
H
"l ast Modi fied": 1475530648. 823,
"timeout!| nM nutes": 60,
"created": 1475530648. 823,
"environment": {
"conput eType": "BU LD_GENERAL1_ SMALL",
"image": "ant-inmage-1D",
"type": "LINUX_CONTAI NER',
"environment Vari abl es": []

1
"source": {
"type": "S3",
"l ocation": "codebuild-region-ID account-I|Dinput-bucket/
Ant Hel | oWwor I dW t hTest sSanpl e. zi p"
1
"encryptionKey": "arn:aws: kns:region-|D:account-|D: key/ key-1D",
"arn": "arn:aws:codebuil d:region-ID:account-I|D: project/sanpl e-ant-
hel | owor | d- proj ect"”

}
}

For descriptions of request and response data, see Create a Build Project (AWS CLI) (p. 43).

View a List of Build Project Names in AWS
CodeBuild

To view a list of build projects in AWS CodeBuild, you can use the AWS CodeBuild console, AWS CLI,

AWS SDKs, or AWS CodeBuild HTTP API.

Topics
¢ View a List of Build Project Names (Console) (p. 49)
¢ View a List of Build Project Names (AWS CLI) (p. 50)
¢ View a List of Build Project Names (AWS SDKSs) (p. 51)
¢ View a List of Build Project Names (HTTP API) (p. 51)

View a List of Build Project Names (Console)

1. Open the AWS CodeBuild console at https://console.aws.amazon.com/codebuild/.
2. Inthe navigation pane, choose Build projects.
Note
By default, only the ten most recent build projects are displayed. To view more build

projects, select a different value for Projects per page or select the back and forward
arrows for Viewing projects.
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View a List of Build Project Names (AWS CLI)

Run the | i st - proj ect s command:

aws codebuild list-projects --sort-by sort-by --sort-order sort-order --next-
token next-token

In the preceding command, replace the following placeholders:

e sort-by: Optional string. The criterion to be used to list build project names. Valid values include:
e CREATED_TI ME: List the build project names based on when each build project was created.

e LAST_MODI FI ED_TI ME: List the build project names based on when information about each build
project was last changed.

* NAME: List the build project names based on each build project's name.

e sort-order: Optional string. The order in which to list build projects, based on sort - by. Valid
values include ASCENDI NG and DESCENDI NG.

¢ next -t oken: Optional string. During a previous run, if there were more than 100 items in the list,
only the first 100 items are returned, along with a unique string called a next token. To get the next
batch of items in the list, run this command again, adding the next token to the call. To get all of the
items in the list, keep running this command with each subsequent next token, until no more next
tokens are returned.

For example, if you run this command:

aws codebuild list-projects --sort-by NAME --sort-order ASCENDI NG

A result similar to the following might appear in the output:

{
"next Token": "C 33ACF6...The full token has been omtted for brevity...U
+AKMK8=",
"projects": [
"codebui | d- denp- proj ect ",
"codebui | d- denp- pr oj ect 2",
The full list of build project nanes has been omtted for brevity ...
"codebui | d- denp- pr oj ect 99"
]
}

If you run this command again:

aws codebuild list-projects --sort-by NAME --sort-order ASCENDI NG - - next -
token G 33ACF6...The full token has been omitted for brevity...U+tAkM8=

A result similar to the following might appear in the output:

{
"projects": |
"codebui | d- denp- proj ect 100",
"codebui | d- deno- proj ect 101",
The full list of build project nanes has been onmitted for brevity ...
"codebui | d- deno- pr oj ect 122"

]
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‘ }

View a List of Build Project Names (AWS SDKSs)

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).

View a List of Build Project Names (HTTP API)

For more information about using the AWS CodeBuild HTTP API, see the HTTP API
Reference (p. 93).

Call the Li st Pr oj ect s operation:

Sample headers:

POST / HTTP/ 1.1

Host: codebuil d. us-east-1. amazonaws. com

Accept - Encodi ng: identity

Content -Length: 2

X- Anz- Target: CodeBuil d_20161006. Li st Proj ects

X- Anz- Dat e: 20161006T213734Z

User - Agent: aws-cli/1.10.3 Python/2.7.9 Wndows/8 botocore/1.3.25

Cont ent - Type: application/x-ane-json-1.1

Aut hori zation: AWS4- HVAC- SHA256 Credenti al =AKI AJTTFEXAMPLE/ 20161003/ us-
east - 1/ codebui | d/ aws4_request, Si gnedHeader s=content-type; host; user-agent; x-
ane-dat e; x-anz-target, Signature=bc48f52bEXAVMPLE

Sample request body:

{
"sortBy": "NAVE"

"sortOrder": "ASCENDI NG'

If successful, a response is returned with body content similar to the following:

{
"projects": |
"sanpl e- nodej s-proj ect”,
"sanpl e- ruby-project"
]
}

For descriptions of request and response data, see View a List of Build Project Names (AWS
CLI) (p. 50).

View a Build Project's Details in AWS CodeBuild

To view the details of a build project in AWS CodeBuild, you can use the AWS CodeBuild console,
AWS CLI, AWS SDKs, or AWS CodeBuild HTTP API.

Topics
¢ View a Build Project's Details (Console) (p. 52)
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¢ View a Build Project's Details (AWS CLI) (p. 52)
¢ View a Build Project's Details (AWS SDKSs) (p. 53)
¢ View a Build Project's Details (HTTP API) (p. 53)

View a Build Project's Details (Console)

Open the AWS CodeBuild console at https://console.aws.amazon.com/codebuild/.
2. Inthe navigation pane, choose Build projects.
Note
By default, only the ten most recent build projects are displayed. To view more build

projects, select a different value for Projects per page or select the back and forward
arrows for Viewing projects.

3. Inthe list of build projects, in the Project column, choose the link that corresponds to the build
project.

4. Onthe Build project: proj ect - nane page, expand Project details.

View a Build Project's Details (AWS CLI)

For more information about using the AWS CLI with AWS CodeBuild, see the Command Line
Reference (p. 90).

Run the bat ch- get - pr oj ect s command:

aws codebui |l d batch-get-projects --names nanes

In the preceding command, replace the following placeholder:

¢ nanes: Required string. One or more build project names to view details about. To specify more
than one build project, separate each build project's name with a space. You can specify up to 100
build project names. To get a list of build projects, see View a List of Build Project Names (AWS
CLI) (p. 50).

For example, if you run this command:

aws codebui |l d batch-get-projects --nanmes codebuil d- deno- proj ect codebuil d-
deno- proj ect 2 ny- ot her - deno- proj ect

A result similar to the following might appear in the output. Ellipses (. . . ) represent data omitted for
brevity.

{
"proj ect sNot Found": [

"my- ot her - deno- proj ect"
1,
"projects": |

{

"name": codebui |l d-deno- proj ect,
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"nanme":

codebui | d- deno- pr oj ect 2",

In the preceding output, the pr oj ect sNot Found array lists any build project names that were
specified, but no information was found. The pr oj ect s array lists details for each build project where
information was found. Build project details have been omitted from the preceding output for brevity.
For more information, see the output of Create a Build Project (AWS CLI) (p. 43).

View a Build Project's Details (AWS SDKSs)

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).

View a Build Project's Details (HTTP API)

For more information about using the AWS CodeBuild HTTP API, see the HTTP API
Reference (p. 93).

Call the Bat chGet Pr oj ect s operation:

Sample headers:

POST / HITP/ 1.1

Host: codebuil d. us-east-1. amazonaws. com

Accept - Encodi ng: identity

Cont ent - Lengt h: 59

X- Anz- Target: CodeBuil d_20161006. Bat chGet Proj ects

X- Anz- Date: 20161006T213734Z

User-Agent: aws-cli/1.10.3 Python/2.7.9 W ndows/8 botocore/1.3.25

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI AJTTFEXAMPLE/ 20161003/ us-
east - 1/ codebui | d/ aws4_r equest, Si gnedHeader s=content-type; host; user-agent; x-
ane- dat e; x-ane-target, Signature=bc48f52bEXAMPLE

Sample request body:

{
"names": [
"sanpl e- nodej s- proj ect”,
"sanpl e-ruby- proj ect”
]
}

If successful, a response is returned with body content similar to the following. Ellipses (. . . ) represent
data omitted for brevity.

{
"projects": |

{

"name": "sanpl e- nodej s-project”,
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}
{
"name": "sanpl e-ruby-project”,
}
1.
"proj ect sNot Found": []
}

For descriptions of request and response data, see View a Build Project's Details (AWS CLI) (p. 52).

Change a Build Project's Settings in AWS
CodeBuild

To change a build project's settings in AWS CodeBuild, you can use the AWS CodeBuild console,
AWS CLI, AWS SDKs, or AWS CodeBuild HTTP API.

Topics
¢ Change a Build Project's Settings (Console) (p. 54)
¢ Change a Build Project's Settings (AWS CLI) (p. 55)
¢ Change a Build Project's Settings (AWS SDKs) (p. 56)
¢ Change a Build Project's Settings (HTTP API) (p. 56)

Change a Build Project's Settings (Console)

Open the AWS CodeBuild console at https://console.aws.amazon.com/codebuild/.
2. Inthe navigation pane, choose Build projects.
3. Do one of the following:

» Choose the radio button next to the build project you want to change, choose Actions, and then
choose Update.

¢ Choose the link for the build project you want to change, and then choose Edit project.

Note

Only the most recent 10 build projects are displayed by default. To view more build
projects, choose a different value for Projects per page or choose the back and forward
arrows for Viewing projects.

4. On the project details page, to add a description or change the existing description, type the new
or replacement description in the Description box.

For more information about this and the following settings, see Create a Build Project
(Console) (p. 40).

5. To change information about the source code location, in the Source: What to build area, choose
Update source. Then change the displayed fields depending on the source provider type (for
example, Source provider, Bucket, S3 object, or Repository).

6. To change information about the build environment, in the Environment: How to build area,
choose Update image. Then change the displayed fields depending on the build environment type
(for example, Environment image, Operating system, Runtime, Version, Custom image type,
Custom image ID, Amazon ECR repository, or Amazon ECR image).
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10.

11.

12.

13.

14.

15.

16.

Do one of the following:

« If your source code previously did not include a buildspec.yml file but does now, choose Update
build specification, and then choose Use buildspec.yml from source code.

« If your source code previously included a buildspec.yml file but now it does not, choose Update
build specification, then choose Insert build commands, and then type the commands in
Build commands.

To change information about the build output artifact location and name, in Artifacts: Where to
put the artifacts from this build project, change the values of Artifacts type, Artifact name,
Bucket name, or Output files.

To change information about the AWS CodeBuild service role, in Service role, change the values
of Create a role, Choose an existing service role from your account, or Role name.

Note

When you use the console to create or update a build project, you can create an AWS
CodeBuild service role at the same time. By default, the role works with that build project
only. If you use the console to associate this service role with another build project, the
role will be updated to work with the other build project. A service role can work with up to
ten build projects.

To change information about the build timeout, in Show advanced settings, for Timeout, change
the values of hours and minutes. If hours and minutes are left blank, the default value will be 60
minutes.

To change information about the AWS KMS customer master key (CMK), in Show advanced
settings, change the value of Encryption key.

Important
If you leave Encryption key blank, then AWS CodeBuild will use the AWS-managed
customer master key (CMK) for Amazon S3 in your AWS account instead.

To change information about the way build output artifacts are stored, in Show advanced
settings, change the value of Artifacts packaging.

To change the amount of memory and vCPUs that will be used to run builds, in Show advanced
settings, change the value of Compute type.

To change information about environment variables you want builds to use, in Show advanced
settings, for Environment variables, change the values of Name and Value. Use Add row to
add an environment variable. Choose the delete (X) icon next to an environment variable you no
longer want to use.

To change information about tags for this build project, in Show advanced settings, for Tags,
change the values of Name and Value. Use Add row to add a tag. You can add up to 50 tags.
Choose the delete (X) icon next to a tag you no longer want to use.

Choose Update.

Change a Build Project's Settings (AWS CLI)

For more information about using the AWS CLI with AWS CodeBuild, see the Command Line
Reference (p. 90).

1.

Run the updat e- pr oj ect command as follows:

aws codebui | d updat e-project --generate-cli-skeleton

JSON-formatted data will appear in the output. Copy the data to a file (for example, updat e-
proj ect.j son)in a location on the local computer or instance where the AWS CLI is installed.
Then modify the copied data as described in Create a Build Project (AWS CLI) (p. 43), and
save your results.
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Note

In the JSON-formatted data, you must provide the name of the build project that you
want to change settings for. All other settings are optional. You cannot change the build
project's name, but you can change any of its other settings.

2. Switch to the directory containing the file you just saved, and run the updat e- pr oj ect command
again.

aws codebuil d update-project --cli-input-json file://update-project.json

3. If successful, data similar to that as described in Create a Build Project (AWS CLI) (p. 43) will
appear in the output.

Change a Build Project's Settings (AWS SDKSs)

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).

Change a Build Project's Settings (HTTP API)

For more information about using the AWS CodeBuild HTTP API, see the HTTP API
Reference (p. 93).

Call the Updat ePr oj ect operation as follows:

Sample headers:

POST / HITP/ 1.1

Host: codebuil d. us-east-1. amazonaws. com

Accept - Encodi ng: identity

Cont ent - Lengt h: 630

X- Anz- Target: CodeBuil d_20161006. Updat ePr oj ect

X- Anz- Date: 20161006T213734Z

User-Agent: aws-cli/1.10.3 Python/2.7.9 W ndows/8 botocore/1.3.25

Cont ent - Type: application/x-ane-json-1.1

Aut hori zation: AWS4- HVAC- SHA256 Credenti al =AKI AJTTFEXAMPLE/ 20161003/ us-
east - 1/ codebui | d/ ans4_r equest, Si gnedHeader s=content-type; host; user-agent; x-
anz- dat e; x-anz-target, Signature=bc48f52bEXAMPLE

Sample request body:

{
"name": "sanpl e-ant-hel |l oworl d- project",
"description": "This is a sanple build project”,
"source": {
"type": "S3",
"l ocation": "codebuild-region-ID account-I|Dinput-bucket/
Ant Hel | oWwor I dWt hTest sSanpl e. zi p"
H
"artifacts": {
"type": "S3",
"l ocation": "codebuil d-regi on-ID account-| D out put - bucket ",

"name": "AntHel | oWorl dWthTest sQut put Arti fact. zi p",
"packagi ng": "ZIP"
e

"environment": {
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"type": "LINUX_CONTAI NER",

"image": "ant-inmage-1D",

"conput eType": "BU LD_GENERAL1 SMALL"
}

erviceRol e": "arn:aws:iam:account-|D:rol e/ CodeBui | dServi ceRol e",
"encryptionKey": "arn:aws: kns:regi on-1D:account-|D: key/ key-1D"

If successful, a response is returned with body content similar to the following:

{
"project": {
"name": "sanpl e-ant-hel | oworl d- project",
"description": "This is a sanple build project”,
"serviceRol e": "arn:aws:iam:account-|D:rol e/ CodeBui | dServi ceRol e",
"created": 1475530648. 823,
"artifacts": {
"packagi ng": "zl P",
"type": "S3",
"l ocation": "codebuil d-region-1Daccount-| D out put - bucket",
"name": "AntHel | oWorl dWthTest sQut put Arti fact. zi p"
}
"l ast Modi fied": 1475530781. 439,
"timeout!|nM nutes": 60,
"environment": {
"conput eType": "BU LD _GENERAL1_ SMALL",
"image": "ant-image-|1D",
"type": "LINUX_CONTAI NER',
"envi ronment Vari abl es": []
8
"source": {
"type": "S3",
"l ocation": "codebuild-region-IDaccount-|D-input-bucket/
Ant Hel | oWor | dW t hTest sSanpl e. zi p"
8
"encryptionKey": "arn:aws: kns:region-|D:account-|D: key/ key-1D",
"arn": "arn:aws:codebuil d:region-ID:account-I|D: project/sanpl e-ant-
hel | owor | d- proj ect"
}
}

For descriptions of request and response data, see Change a Build Project's Settings (AWS
CLI) (p. 55).

Delete a Build Project in AWS CodeBuild

You can use the AWS CodeBuild console, AWS CLI, AWS SDKs, or AWS CodeBuild HTTP API to
delete a build project in AWS CodeBuild.

Warning
If you delete a build project, it cannot be recovered. All information about builds will also be
deleted and cannot be recovered.

Topics
¢ Delete a Build Project (Console) (p. 58)
¢ Delete a Build Project (AWS CLI) (p. 58)
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¢ Delete a Build Project (AWS SDKSs) (p. 58)
¢ Delete a Build Project (HTTP API) (p. 58)

Delete a Build Project (Console)

1. Open the AWS CodeBuild console at https://console.aws.amazon.com/codebuild/.
2. Inthe navigation pane, choose Build projects.
3. Do one of the following:

« Choose the radio button next to the build project you want to delete, choose Actions, and then
choose Delete.

» Choose the link for the build project you want to delete, and then choose Delete.

Note

Only the most recent 10 build projects are displayed by default. To view more build
projects, select a different value for Projects per page or select the back and forward
arrows for Viewing projects.

Delete a Build Project (AWS CLI)

For more information about using the AWS CLI with AWS CodeBuild, see the Command Line
Reference (p. 90).

1. Runthe del et e- proj ect command:

aws codebui |l d del ete-project --nane nane

Replace the following placeholder:

e nane: Required string. The name of the build project to delete. To get a list of available build
projects, run the | i st - pr oj ect s command. For more information, see View a List of Build
Project Names (AWS CLI) (p. 50).

2. If successful, no data and no errors appear in the output.

Delete a Build Project (AWS SDKSs)

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).

Delete a Build Project (HTTP API)

For more information about using the AWS CodeBuild HTTP API, see the HTTP API
Reference (p. 93).

Call the Del et ePr oj ect operation as follows:

Sample headers:

POST / HITP/ 1.1
Host: codebuil d. us-east-1. anazonaws. com
Accept - Encodi ng: identity
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Content - Lengt h: 43

X- Anz- Target: CodeBuil d_20161006. Del et eProj ect

X- Anz-Date: 20161006T213734Z

User-Agent: aws-cli/1.10.3 Python/2.7.9 W ndows/8 botocore/1.3.25

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI AJTTFEXAMPLE/ 20161003/ us-

east - 1/ codebui | d/ aws4_r equest, Si gnedHeader s=content-type; host; user-agent; x-
ane- dat e; x-ane-target, Signature=bc48f52bEXAMPLE

Sample request body:

{
}

nane": "sanpl e-ant-hell oworl d-project”

For a description of the request data, see Delete a Build Project (AWS CLI) (p. 58).

If successful, no data and no errors are returned in the response.
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Working with Builds in AWS
CodeBuild

A build represents a set of actions performed by AWS CodeBuild to create output artifacts (for
example, a JAR file) based on a set of input artifacts (for example, a collection of Java class files).

You can perform these tasks when working with builds:

Topics
¢ Run a Build in AWS CodeBuild (p. 60)
¢ View Build Details in AWS CodeBuild (p. 65)
¢ View a List of Build IDs in AWS CodeBuild (p. 69)
¢ View a List of Build IDs for a Build Project in AWS CodeBuild (p. 72)
¢ Stop a Build in AWS CodeBuild (p. 74)

Run a Build in AWS CodeBuild

You can use the AWS CodeBuild console, AWS CLI, AWS SDKs, or AWS CodeBuild HTTP API to run
a build in AWS CodeBuild.

Topics
¢ Run a Build (Console) (p. 60)
¢ Run a Build (AWS CLI) (p. 61)
¢ Run a Build (AWS SDKs) (p. 63)
¢ Run a Build (HTTP API) (p. 64)

Run a Build (Console)

To use AWS CodePipeline to run a build with AWS CodeBuild, skip these steps and follow the
instructions in Use AWS CodePipeline with AWS CodeBuild (p. 25).

1. Open the AWS CodeBuild console at https://console.aws.amazon.com/codebuild/.
2. Do one of the following:

« If you just finished creating a build project, the Build project: pr oj ect - nane page should be
displayed. Choose Start build.
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« If you created a build project earlier, in the navigation pane, choose Build projects. Choose the
build project, and then choose Start build.

3. On the Start new build page, do one of the following:

e For AWS CodeCommit or GitHub, for the optional Source version value, type the commit ID
that corresponds to the version of the input artifact you want to build. If Source version is left
blank, then the latest commit will be used.

* For Amazon S3, for the optional Source version value, type the version ID that corresponds to
the version of the input artifact you want to build. If Source version is left blank, then the latest
version will be used.

4. Expand Show advanced options.

« If you want to change the output artifacts type for this build only, choose the replacement type in
Artifacts type.

« If you want to change the name of the output artifact for this build only, type the replacement
name in Artifacts name.

« If you want to change the name of the output bucket for this build only, choose the replacement
name in Bucket name.

« If you want to change the way output artifacts are packaged for this build only, choose the
replacement packaging type in Artifacts packaging.

« If you want to change the build timeout for this build only, specify the new value in Timeout.
5. Expand Environment variables.

If you want to change the environment variables for this build only, change the values of Name
and Value. Use Add row to add a new environment variable for this build only. Choose the delete
(X) icon next to an environment variable if you do not want to use it in this build.

. Important
Any environment variables you set will replace existing environment variables. For
example, if the Docker image already contains an environment variable named MY_VAR
with a value of my_val ue, and you set an environment variable named My_VAR with a
value of ot her _val ue, then my_val ue will be replaced by ot her _val ue. Similarly, if
the Docker image already contains an environment variable named PATH with a value
of /usr/ 1 ocal / sbin:/usr/local/bin, and you set an environment variable named
PATH with a value of $PATH: / usr/ shar e/ ant/ bi n, then/ usr/ 1 ocal / shi n: / usr/
I ocal / bi n will be replaced by the literal value $PATH: / usr/ shar e/ ant/ bi n.
Do not set any environment variable with a name that begins with CODEBUI LD _. This
prefix is reserved for internal use.
If an environment variable with the same name is defined in multiple places, its value is
determined as follows:

¢ The value in the start build operation call takes highest precedence.
¢ The value in the build project definition takes next precedence.
¢ The value in the build spec declaration takes lowest precedence.

6. Choose Start build.

For detailed information about this build, see View Build Details (Console) (p. 65).

Run a Build (AWS CLI)

Note

To use AWS CodePipeline to run a build with AWS CodeBuild, skip these steps and follow the
instructions in Create a Pipeline that Uses AWS CodeBuild (AWS CLI) (p. 31).

For more information about using the AWS CLI with AWS CodeBuild, see the Command Line
Reference (p. 90).
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Run the st art - bui | d command in one of the following ways:

aws codebuild start-build --project-nane project-nane

Use this if you want to run a build that uses the latest version of the build input artifact and the
build project's existing settings.

aws codebuild start-build --generate-cli-skel eton

Use this if you want to run a build with an earlier version of the build input artifact or if you want
to override the settings for the build output artifacts, environment variables, build spec, or default
build timeout period.

If you run the st art - bui | d command with the - - pr oj ect - name option, replace pr oj ect - nane
with the name of the build project, and then skip to step 6 of this procedure. To get a list of build
projects, see View a List of Build Project Names (p. 49).

If you run the st art - bui I d command with the - - gener at e- cl i - skel et on option,
JSON-formatted data will appear in the output. Copy the data to a file (for example, st art -
bui | d. j son) in a location on the local computer or instance where the AWS CLI is installed.
Modify the copied data to match the following format, and save your results:

"proj ect Nanme": "projectNane",
"sourceVersion": "sourceVersion",
"artifactsOverride": {
"type": "type",
"l ocation": "location",
"path": "path",
"nanmespaceType": "nanespaceType",
"nanme": "artifactsOverride-nane",
"packagi ng": "packagi ng
b
"envi ronnent Vari abl esOverride": |
{
"nane": "environnent Vari abl esOverri de- nane",
"val ue": "val ue"
}
1.
"bui | dspecOverride": "buil dspecOverride",
"timeoutl nM nutesOverride": tineoutlnM nutesOverride

Replace the following placeholders:

e proj ect Nane: Required string. The name of the build project to use for this build.

e sour ceVer si on: Optional string. A version of the build input to be built. If not specified, the
latest version will be used. If specified:

¢ For AWS CodeCommit or GitHub: the commit ID to use.
¢ For Amazon S3: the version ID of the object representing the build input ZIP file to use.

e type: Optional string. The build output artifact type that overrides for this build the one defined
in the build project.

* | ocati on: Optional string. The build output artifact location that overrides for this build the one
defined in the build project.

¢ pat h: Optional string. The build output artifact path that overrides for this build the one defined
in the build project.
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e nanespaceType: Optional string. The build output artifact path type that overrides for this build
the one defined in the build project.

« nane: Optional string. The build output artifact name that overrides for this build the one defined
in the build project.

» packagi ng: Optional string. The build output artifact packaging type that overrides for this build
the one defined in the build project.

e envi ronnent Vari abl esOverri de- nane: Optional string. The name of an environment
variable in the build project whose value you want to override for this build.

e val ue: Optional string. The value of the environment variable defined in the build project you
want to override for this build.

Important

Any environment variables you set will replace existing environment variables. For
example, if the Docker image already contains an environment variable named My_VAR
with a value of my_val ue, and you set an environment variable named My_VAR with a
value of ot her _val ue, then ny_val ue will be replaced by ot her _val ue. Similarly, if
the Docker image already contains an environment variable named PATH with a value
of /usr/ 1 ocal / sbin:/usr/local/bin, and you set an environment variable named
PATH with a value of $PATH: / usr/ shar e/ ant / bi n, then/usr/ | ocal / sbi n:/usr/
I ocal / bi n will be replaced by the literal value $PATH: / usr/ shar e/ ant/ bi n.

Do not set any environment variable with a name that begins with CODEBUI LD . This
prefix is reserved for internal use.

If an environment variable with the same name is defined in multiple places, the
environment variable's value is determined as follows:

« The value in the start build operation call takes highest precedence.
* The value in the build project definition takes next precedence.
¢ The value in the build spec declaration takes lowest precedence.

e bui | dspecOverri de: Optional string. A build spec declaration that overrides for this build the
one defined in the build project.

e timeout | nM nutesOverri de: Optional number. The number of build timeout minutes that
overrides for this build the one defined in the build project.

For information about valid values for these placeholders, see Create a Build Project (AWS
CLI) (p. 43). To get a list of the latest settings for a build project, see View a Build Project's
Details (p. 51).

Switch to the directory containing the file you just saved, and run the st art - bui | d command
again.

aws codebuild start-build --cli-input-json file://start-build.]json

If successful, data similar to that described in the To run the build (AWS CLI) (p. 15) procedure in
Getting Started will appear in the output.

To work with detailed information about this build, make a note of the i d value in the output, and then
see View Build Details (AWS CLI) (p. 65).

Run a Build (AWS SDKSs)

To use AWS CodePipeline to run a build with AWS CodeBuild, skip these steps and follow the
instructions in Use AWS CodePipeline with AWS CodeBuild to Run Builds (p. 25) instead.

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).
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Run a Build (HTTP API)

To use AWS CodePipeline to run a build with AWS CodeBuild, skip these steps and follow the
instructions in Use AWS CodePipeline with AWS CodeBuild to Run Builds (p. 25).

For more information about using the AWS CodeBuild HTTP API, see the HTTP API
Reference (p. 93).

Call the St ar t Bui | d operation as follows:

Sample headers:

POST / HITP/ 1.1

Host: codebuil d. us- east-1. amazonaws. com

Accept - Encodi ng: identity

Cont ent - Lengt h: 52

X- Anz- Target: CodeBuil d_20161006. StartBuild

X- Anz- Date: 20161006T213734Z

User-Agent: aws-cli/1.10.3 Python/2.7.9 W ndows/8 botocore/1.3.25

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI AJTTFEXAMPLE/ 20161003/ us-
east - 1/ codebui | d/ aws4_request, Si gnedHeader s=content-type; host; user-agent; x-
anz- dat e; x-anz-target, Signature=bc48f52bEXAMPLE

Sample request body:

{
}

"proj ect Nanme": "sanpl e-maven-in-5-m nut es-project”

If successful, a response is returned with body content similar to this:

{
"build": {
"bui | dConpl ete": fal se,
"artifacts": {
"l ocation": "arn:aws:s3:::codebuil d-region-1D account-| D out put - bucket/

MavenQut put Arti fact. zi p"

},

"proj ect Nanme": "sanpl e-nmaven-in-5-m nut es-project",

"timeout!| nM nutes": 60,

"buil dStatus": "I N_PROGRESS",

"environment": {
"conput eType": "BU LD GENERAL1_SMALL",
"i mage": "aws/codebuil d/java: openj dk- 8",
"type": "LINUX_CONTAI NER',
"environment Vari abl es": []
I8
"source": {
"type": "S3",
"l ocation": "codebuil d-992648334831-i nput - bucket/
Mavenl n5M nut esSanpl e. zi p"
I8
"current Phase": "SUBM TTED',
"startTime": 147553131. 256,
"id": "sanpl e-maven-in-5-m nutes-project:build-ID,
"arn": "arn:aws: codebuil d:region-1D:account -1 D: buil d/ sanpl e- maven-i n- 5-
m nut es-proj ect: buil d-1D"
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For descriptions of the request and response data, see Run a Build (AWS CLI) (p. 61).

View Build Details in AWS CodeBuild

To view details about builds managed by AWS CodeBuild, you can use the AWS CodeBuild console,
AWS CLI, AWS SDKs, or AWS CodeBuild HTTP API.

Topics
¢ View Build Details (Console) (p. 65)
¢ View Build Details (AWS CLI) (p. 65)
¢ View Build Details (AWS SDKSs) (p. 66)
¢ View Build Details (HTTP API) (p. 66)
¢ Build Phase Transitions (p. 68)

View Build Details (Console)

1. Open the AWS CodeBuild console at https://console.aws.amazon.com/codebuild/.
2. Do one of the following:

« In the navigation pane, choose Build history. In the list of builds, in the Build run column,
choose the link that corresponds to the build.

« In the navigation pane, choose Build projects. In the list of build projects, in the Project
column, choose the link that corresponds to the name of the build project. Then, in the list of
builds, in the Build run column, choose the link that corresponds to the build.

Note

By default, only the ten most recent builds or build projects are displayed. To view more
builds or build projects, select a different value for Builds per page or Projects per page
or select the back and forward arrows for Viewing builds or Viewing projects.

View Build Details (AWS CLI)

For more information about using the AWS CLI with AWS CodeBuild, see the Command Line
Reference (p. 90).

Run the bat ch- get - bui | ds command:

aws codebuil d batch-get-builds --ids ids

Replace the following placeholder:

¢ i ds: Required string. One or more build IDs to view details about. To specify more than one build ID,
separate each build ID with a space. You can specify up to 100 build IDs. To get a list of build IDs,
see one or more of the following topics:

e View a List of Build IDs (AWS CLI) (p. 70)
* View a List of Build IDs for a Build Project (AWS CLI) (p. 72)
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For example, if you run this command:

aws codebuild batch-get-builds --ids codebuil d- denp-

proj ect : e9c4f 4df - 3f 43- 41d2- ab3a- 60f e2EXAMPLE codebui | d-
deno- proj ect : 815e755f - bade- 4a7e- 80f 0- ef e51EXAMPLE ny- ot her -
proj ect: 813bb6c6- 891b- 426a- 9dd7- 6d8a3EXAMPLE

If the command is successful, data similar to that described in the To view summarized build
information (AWS CLI) (p. 17) procedure in Getting Started will appear in the output.

View Build Details (AWS SDKSs)

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).

View Build Details (HTTP API)

For more information about using the AWS CodeBuild HTTP API, see the HTTP API
Reference (p. 93).

Call the Bat chGet Bui | ds operation:

Sample headers:

POST / HITP/ 1.1

Host: codebuil d. us-east-1. amazonaws. com

Accept - Encodi ng: identity

Content - Lengt h: 145

X- Anz- Target: CodeBuil d_20161006. Bat chGet Bui | ds

X- Anz- Date: 20161006T213734Z

User-Agent: aws-cli/1.10.3 Python/2.7.9 W ndows/8 botocore/1.3.25
Content - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI AJTTFEXAMPLE/ 20161003/ us-
east - 1/ codebui | d/ aws4_r equest, Si gnedHeader s=content-type; host; user-agent; x-
anz- dat e; x- ane-target, Signature=bc48f52bEXAMPLE

Sample request body:

{
"ids": [
"sanpl e- codedepl oy- proj ect: bui |l d-1D"
]
}

If successful, a response is returned with body content similar to the following:

{
"builds": [

"bui | dConpl ete": true,
"phases": [
{

"phaseSt at us": " SUCCEEDED',
"endTi ne": 1473358443. 027,
"phaseType": "SUBM TTED",
"“durationlnSeconds": O,
"startTinme": 1473358442.564
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"contexts": [],

"phaseType": "PROVI SI ONI NG',
"phaseSt at us": " SUCCEEDED',
"dur ationl nSeconds": 28,
"startTi me": 1473358443. 027,
"endTi me": 1473358471.934

"contexts": [],

"phaseType": " DONLOAD SOURCE",
"phaseSt at us": " SUCCEEDED',
"durationl nSeconds": 3,
"startTime": 1473358471. 934,
"endTi ne": 1473358475. 846

"contexts": [],

"phaseType": "I NSTALL",
"phaseSt at us": " SUCCEEDED',
"durationl nSeconds": 42,
"startTime": 1473358475. 846,
"endTi ne": 1473358518. 758

"contexts": [],

"phaseType": " PRE_BUI LD",
"phaseSt at us": " SUCCEEDED',
"durationl nSeconds": 0,
"startTi me": 1473358518. 758,
"endTi me": 1473358518.878

"contexts": [],

"phaseType": "BU LD',
"phaseSt at us": " SUCCEEDED',
"durationl nSeconds": 12,
"startTime": 1473358518. 878,
"endTi ne": 1473358531. 861

"contexts": [],

"phaseType": "POST_BU LD",
"phaseSt at us": " SUCCEEDED',
"durationlnSeconds": 0,
"startTi me": 1473358531. 861,
"endTi me": 1473358531. 969

"contexts": [],

"phaseType": "UPLOAD ARTI FACTS",
"phaseSt at us": " SUCCEEDED',
"durationl nSeconds": 0,
"startTime": 1473358531. 969,
"endTi ne": 1473358532. 922

"contexts": [],

API Version 2016-10-06
67




AWS CodeBuild User Guide
Build Phase Transitions

"phaseType": "FINALI ZI NG',
"phaseSt at us": " SUCCEEDED',
"durationlnSeconds": 2,
"start Ti ne": 1473358532.922,
"endTi me": 1473358535. 852

3
{
"phaseType": "COWPLETED",
"startTi me": 1473358535. 852
}
1,
"logs": {
"deepLink": "https://consol e. aws. anazon. coni cl oudwat ch/ hone?

regi on=us- east - 1#l ogEvent : gr oup=/ aws/ codebui | d/ sanpl e- codedepl oy-
proj ect ; strean=86303ef 6- a542- 4359- 9143- c50bcEXAMPLE" ,
"groupNane": "/aws/codebuil d/ sanpl e- codedepl oy- project",
"streamNane": "86303ef 6-a542-4359-9143- c50bcEXAMPLE"

}s
"artifacts": {
"l ocation": "arn:aws:s3:::codebuild-regi on-1D account - | D out put -
bucket / CodeDepl oyQut put Arti fact. zi p"
}s
"proj ect Nane": "sanpl e- codedepl oy-project"”,

"timeout!| nM nutes": 60,
"bui | dSt at us": " SUCCEEDED',
"environment": {

"conput eType": "BU LD_GENERAL1 SMALL",

"i mage": "aws/codebuil d/java: openj dk- 8",
"type": "LINUX_CONTAI NER'
H
"source": {
"type": "S3",
"l ocation": "codebuild-region-ID account-I|Dinput-bucket/
CodeDepl oySanpl e. zi p"
}

"current Phase": "COVWLETED',
"startTime": 1473358442.564,
"endTi me": 1473358535. 852,
"id": "sanpl e-codedepl oy-project:build-1D",
"arn": "arn:aws: codebuil d: regi on-1D: account - | D: bui | d/ sanpl e- codedepl oy-
project:build-1D"
}
]
}

For descriptions of request and response data, see View Build Details (AWS CLI) (p. 65).

Build Phase Transitions

Builds in AWS CodeBuild proceed in phases:
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m—

SUCCEEDED

I

SUCCEEDED

I

FAILED
SUCCEEDED
|
SUCCEEDED
FAILED

I

SUCCEEDED

I

SUCCEEDED, FAILED

i

SUCCEEDED, FAILED

I

SUCCEEDED, FAILED

!

SUCCEEDED, FAILED

]

View a List of Build IDs in AWS CodeBuild

To view a list of build IDs for builds managed by AWS CodeBuild, you can use the AWS CodeBuild
console, AWS CLI, AWS SDKs, or AWS CodeBuild HTTP API.
Topics

¢ View a List of Build IDs (Console) (p. 70)

¢ View a List of Build IDs (AWS CLI) (p. 70)
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¢ View a List of Build IDs (AWS SDKs) (p. 71)
¢ View a List of Build IDs (HTTP API) (p. 71)

View a List of Build IDs (Console)

1. Open the AWS CodeBuild console at https://console.aws.amazon.com/codebuild/.
2. Inthe navigation pane, choose Build history.

Note
By default, only the ten most recent builds are displayed. To view more builds, select a

different value for Builds per page or select the back and forward arrows for Viewing
builds.

View a List of Build IDs (AWS CLI)

For more information about using the AWS CLI with AWS CodeBuild, see the Command Line
Reference (p. 90).

. Run the | i st - bui | ds command:

aws codebuild list-builds --sort-order sort-order --next-token next-token

In the preceding command, replace the following placeholders:

e sort-order: Optional string. How to list the build IDs. Valid values include ASCENDI NG and
DESCENDI NG.

e next - t oken: Optional string. During a previous run, if there were more than 100 items in the
list, only the first 100 items would be returned, along with a unique string called a next token. To
get the next batch of items in the list, run this command again, adding the next token to the call.
To get all of the items in the list, keep running this command with each subsequent next token,
until no more next tokens are returned.

For example, if you run this command:

aws codebuild list-builds --sort-order ASCENDI NG

A result similar to the following might appear in the output:

{
"next Token": "4AEA6uU7J...The full token has been onmitted for
brevity...MY20A==",
"ids": [
"codebui | d- denp- proj ect : 815e755f - bade- 4a7e- 80f 0- ef e51EXAVPLE"
"codebui | d- denp- proj ect : 84a7f 3d1- d40e- 4956- b4cf - 7a9d4EXAVPLE"
The full list of build IDs has been onmitted for brevity ...
"codebui | d- denp- proj ect: 931d0b72- bf 6f - 4040- a472- 5¢707EXAVPLE"
]
}

If you run this command again:
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aws codebuild list-builds --sort-order ASCENDI NG - - next-token
4AEA6U7J. .. The full token has been omtted for brevity...MY20A==

A result similar to the following might appear in the output:

{
"ids": [
"codebui | d- denp- proj ect: 49015049- 21cf - 4b50- 9708- df 115EXAVPLE" ,
"codebui | d- denp- proj ect : 543e7206- 68a3- 46d6- adda- 759abEXAVPLE" ,
... The full list of build IDs has been omitted for brevity ...
"codebui | d- denp- proj ect : c282f 198- 4582- 4b38- bdc0- 26f 96 EXAMPLE"
]
}

View a List of Build IDs (AWS SDKSs)

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).

View a List of Build IDs (HTTP API)

For more information about using the AWS CodeBuild HTTP API, see the HTTP API
Reference (p. 93).

Call the Li st Bui | ds operation as follows:

Sample headers:

POST / HITP/ 1.1

Host: codebuil d. us- east-1. amazonaws. com

Accept - Encodi ng: identity

Content-Length: 2

X- Anz- Target: CodeBuil d_20161006. Li st Bui | ds

X- Anz- Date: 20161006T213734Z

User-Agent: aws-cli/1.10.3 Python/2.7.9 W ndows/8 botocore/1.3.25

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI AJTTFEXAMPLE/ 20161003/ us-
east - 1/ codebui | d/ aws4_request, Si gnedHeader s=content-type; host; user-agent; x-
anz- dat e; x-ane-target, Signature=bc48f52bEXAMPLE

Sample request body:

{
}

"sortOrder": "ASCENDI NG'

If successful, a response is returned with body content similar to the following:

"ids": |
"sanpl e- ant - hel | owor | d- proj ect - 2: 3c3f 9435- 7ecf - 4993- 8063- ee942EXAMPLE" ,
"sanpl e- maven-i n- 5- m nut es- pr oj ect: 0a6b900f - ab38- 4d95- aeb7- 74407EXAVPLE" ,
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The full list of build IDs has been omtted for brevity ...
1.
"next Token": "AQECAHg3...The full token has been omtted for
brevity...OPpX7X3f"

}

For descriptions of request and response data, see View a List of Build IDs (AWS CLI) (p. 70).

View a List of Build IDs for a Build Project in AWS
CodeBuild

You can use the AWS CodeBuild console, AWS CLI, AWS SDKs, or AWS CodeBuild HTTP API to
view a list of build IDs for a build project in AWS CodeBuild.

Topics
¢ View a List of Build IDs for a Build Project (Console) (p. 72)
¢ View a List of Build IDs for a Build Project (AWS CLI) (p. 72)
¢ View a List of Build IDs for a Build Project (AWS SDKSs) (p. 73)
¢ View a List of Build IDs for a Build Project (HTTP API) (p. 73)

View a List of Build IDs for a Build Project (Console)

1. Open the AWS CodeBuild console at https://console.aws.amazon.com/codebuild/.

In the navigation pane, choose Build projects. In the list of build projects, in the Project column,
choose the build project.

Note

By default, only the ten most recent builds or build projects are displayed. To view more builds
or build projects, select a different value for Builds per page or Projects per page or select
the back and forward arrows for Viewing builds or Viewing projects.

View a List of Build IDs for a Build Project (AWS
CLI)

For more information about using the AWS CLI with AWS CodeBuild, see the Command Line
Reference (p. 90).

Runtheli st-buil ds-for-project command, as follows:

aws codebuild list-builds-for-project --project-nanme project-nane --sort-
order sort-order --next-token next-token

In the preceding command, replace the following placeholders:

e proj ect - nane: Required string. The name of the build project to list builds IDs for. To get a list of
build projects, see View a List of Build Project Names (AWS CLI) (p. 50).

e sort-order: Optional string. How to list the build IDs. Valid values include ASCENDI NG and
DESCENDI NG.
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¢ next - t oken: Optional string. During a previous run, if there were more than 100 items in the list,
only the first 100 items are returned, along with a unique string called a next token. To get the next
batch of items in the list, run this command again, adding the next token to the call. To get all of the
items in the list, keep running this command with each subsequent next token that is returned, until
no more next tokens are returned.

For example, if you run this command similar to this:

aws codebuild list-builds-for-project --project-name codebuil d- denp- proj ect
--sort-order ASCENDI NG

A result like the following might appear in the output:

{
"next Token": "4AEA6uU7J...The full token has been omtted for

brevity...MY20A==",
"ids": [
"codebui | d- denp- proj ect: 9b175d16- 66f d- 4e71- 93a0- 50a08EXAMPLE"
"codebui | d- denp- proj ect : a9d1bd09- 18a2- 456b- 8a36- 7d65aEXAMPLE"
The full list of build IDs has been onmitted for brevity ...
"codebui | d- denp- proj ect : f e70d102- c04f - 421a- 9cf a- 2dc 15EXAMPLE"
]
}

If you run this command again:

aws codebuild list-builds-for-project --project-nanme codebuil d- denp- proj ect
--sort-order ASCENDI NG - - next-token 4AEA6u7J...The full token has been
omtted for brevity...MY20A==

A result like the following might be output:

{
"ids": [
"codebui | d- denp- proj ect: 98253670- 7a8a- 4546- b908- dc890EXAMPLE"
"codebui | d- denp- pr oj ect : ad5405b2- 1ab3- 44df - ae2d- f baB4EXAMPLE"
The full list of build IDs has been omtted for brevity ...
"codebui | d- denp- proj ect: f 721a282- 380f - 4b08- 850a- eOac 1EXAMPLE"
]
}

View a List of Build IDs for a Build Project (AWS
SDKSs)

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).

View a List of Build IDs for a Build Project (HTTP
API)

For more information about using the AWS CodeBuild HTTP API, see the HTTP API
Reference (p. 93).
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Call the Li st Bui | dsFor Pr oj ect operation as follows:

Sample headers:

POST / HTTP/ 1.1

Host: codebuil d. us-east-1. amazonaws. com

Accept - Encodi ng: identity

Cont ent - Lengt h: 52

X- Anz- Target: CodeBui | d_20161006. Li st Bui | dsFor Pr oj ect

X-Anez- Date: 20161006T213734Z

User-Agent: aws-cli/1.10.3 Python/2.7.9 W ndows/8 botocore/1.3.25

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI AJTTFEXAMPLE/ 20161003/ us-
east - 1/ codebui | d/ aws4_r equest, Si gnedHeader s=content-type; host; user-agent; x-
anez- dat e; x- ane-target, Signature=bc48f52bEXAMPLE

Sample request body:

{
}

"proj ect Nane": "sanpl e-maven-in-5-m nut es-project”

If successful, a response with body content like the following is returned:

{
"ids": [
"sanpl e- maven-i n-5-n nut es-proj ect: build-1D",
The full list of build IDs has been onmtted for brevity ...
]
)

For descriptions of request and response data, see View a List of Build IDs for a Build Project (AWS
CLI) (p. 72).

a Build in AWS CodeBuild

To stop a build in AWS CodeBuild, you can use the AWS CodeBuild console, AWS CLI, AWS SDKs, or
AWS CodeBuild HTTP API.

Topics
¢ Stop a Build (Console) (p. 74)
¢ Stop a Build (AWS CLI) (p. 75)
¢ Stop a Build (AWS SDKSs) (p. 75)
e Stop a Build (HTTP API) (p. 75)

Stop a Build (Console)

1. Open the AWS CodeBuild console at https://console.aws.amazon.com/codebuild/.
2. Do one of the following:

e If the bui | d- proj ect - nanme:bui | d- | D page is displayed, choose Stop.
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« In the navigation pane, choose Build history. In the list of builds, choose the box that
corresponds to the build, and then choose Stop.

« In the navigation pane, choose Build projects. In the list of build projects, in the Project
column, choose the link that corresponds to the build project's name. In the list of builds, choose
the box that corresponds to the build, and then choose Stop.

Note

By default, only the most recent 10 builds or build projects are displayed. To view more builds
or build projects, select a different value for Builds per page or Projects per page or select
the back and forward arrows for Viewing builds or Viewing projects.

If AWS CodeBuild cannot successfully stop a build (for example, the build process is already
complete), the Stop button will be disabled or may be missing altogether.

Stop a Build (AWS CLI)

¢ Run the st op- bui | d command:

aws codebuild stop-build --id id

In the preceding command, replace the following placeholder:

« i d: Required string. The ID of the build to stop. To get a list of build IDs, see the following
topics:
¢ View a List of Build IDs (AWS CLI) (p. 70)
¢ View a List of Build IDs for a Build Project (AWS CLI) (p. 72)

If AWS CodeBuild successfully stops the build, the bui | dSt at us value in the bui | d object in the
output will be STOPPED.

If AWS CodeBuild cannot successfully stop the build (for example, the build is already complete),

the bui | dSt at us value in the bui | d object in the output will be the final build status (for
example, SUCCEEDED).

Stop a Build (AWS SDKSs)

For more information about using AWS CodeBuild with the AWS SDKs, see the AWS SDKs
Reference (p. 92).

Stop a Build (HTTP API)

For more information about using the AWS CodeBuild HTTP API, see the HTTP API
Reference (p. 93).

Call the St opBui | d operation as follows:

Sample headers:

POST / HTTP/ 1.1

Host: codebuil d. us-east-1. amazonaws. com
Accept - Encodi ng: identity

Cont ent - Lengt h: 80

X- Anz- Target: CodeBui | d_20161006. St opBui | d
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X- Anz-Date: 20161006T213734Z

User-Agent: aws-cli/1.10.3 Python/2.7.9 Wndows/8 botocore/1.3.25

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI AJTTFEXAMPLE/ 20161003/ us-

east - 1/ codebui | d/ aws4_r equest, Si gnedHeader s=content-type; host; user-agent; x-
anez- dat e; x-ane-target, Signature=bc48f52bEXAMPLE

Sample request body:

{
}

"id": "sanpl e-maven-in-5-m nutes-project:build-ID

For descriptions of the request data, see Stop a Build (AWS CLI) (p. 75).

If AWS CodeBuild successfully stops the build, a bui | d object will be returned in the response body.
The bui | dSt at us value in the bui | d object will be STOPPED.

If AWS CodeBuild cannot successfully stop the build (for example, the build has already been
successfully completed), the bui | dSt at us value in the bui | d object will be the final build status (for
example, SUCCEEDED).
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Build Specification Reference for
AWS CodeBuild

This topic provides important reference information about build specifications (build specs). A build
spec is a collection of build commands and related settings, in YAML format, that AWS CodeBuild
uses to run a build. You can include a build spec as part of the source code or you can define a build
spec when you create a build project. For information about how a build spec works, see How AWS
CodeBuild Works (p. 4).

Topics
¢ Build Spec File Name and Storage Location (p. 77)
¢ Build Spec Syntax (p. 77)
¢ Build Spec Example (p. 80)
¢ Build Spec Versions (p. 81)

Build Spec File Name and Storage Location

If you include a build spec as part of the source code, the build spec file must be named
bui | dspec. ym .

If you include a build spec as part of the source code, for an AWS CodeCommit or GitHub repository,

it must be stored in the root (top level) of the repository that contains the source code. For an Amazon
S3 bucket, the build spec must be stored in the root (top level) of the build input ZIP file that contains

the source code.

Build Spec Syntax

Build specs must be expressed in YAML format.

The build spec has the following syntax:

version: 0.1

envi ronment _vari abl es:
pl ai nt ext:
key: "val ue"
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key: "val ue"

phases:
install:
conmands:
- conmmand
- conmmand
pre_buil d:
conmands:
- conmand
- conmmand
bui | d:
conmands:
- conmand
- conmand
post _bui | d:
conmands:
- conmmand
- conmand
artifacts:
files:
- location
- location
di scard- pat hs: yes

The build spec contains the following:

¢ ver si on: Required mapping. Represents the build spec version. We recommend you use 0. 1.

Note
Version 0.0 is still supported, but no longer documented. We recommend that you use
version 0.1 whenever possible. For more information, see Build Spec Versions (p. 81).

e envi ronment _vari abl es: Optional sequence. Represents information for one or more custom
environment variables.

« pl ai nt ext : Required if envi r onment _var i abl es is specified. Contains a mapping of
key/val ue scalars, where each mapping represents a single custom environment variable.

Important

Any environment variables you set will replace existing environment variables. For example,
if the Docker image already contains an environment variable named MY_VAR with a

value of ny_val ue, and you set an environment variable named MY_VAR with a value of

ot her _val ue, then ny_val ue will be replaced by ot her _val ue. Similarly, if the Docker
image already contains an environment variable named PATH with a value of / usr/ | ocal /
sbi n: /usr /1 ocal / bi n, and you set an environment variable named PATH with a value
of $PATH: / usr/ shar e/ ant/ bi n, then/usr/| ocal / sbi n: /usr/| ocal / bi n will be
replaced by the literal value $PATH: / usr/ shar e/ ant / bi n.

Do not set any environment variable with a name that begins with CODEBUI LD _. This prefix
is reserved for internal use.

If an environment variable with the same name is defined in multiple places, the value is
determined as follows:

« The value in the start build operation call takes highest precedence.
* The value in the build project definition takes next precedence.
» The value in the build spec declaration takes lowest precedence.

¢ phases: Required sequence. Represents the commands that AWS CodeBuild will run during each
phase of the build. The allowed build phase names are:

e install: Optional sequence. Represents the commands, if any, that AWS CodeBuild will run
during installation. We recommend you use the i nst al | phase only for installing packages in the

API Version 2016-10-06
78




AWS CodeBuild User Guide
Build Spec Syntax

build environment. For example, you might use this phase to install a code testing framework such
as Mocha or RSpec.

e conmands: Required sequence if i nst al | is specified. Contains a sequence of scalars, where
each scalar represents a single command that AWS CodeBuild will run during installation. AWS
CodeBuild runs each command, one at a time, in the order listed, from beginning to end.

e pre_bui | d: Optional sequence. Represents the commands, if any, that AWS CodeBuild will run
before the build. For example, you might use this phase to log in to Amazon ECR, or you might
install npm dependencies.

e conmands: Required sequence if pr e_bui | d is specified. Contains a sequence of scalars,
where each scalar represents a single command that AWS CodeBuild will run before the build.
AWS CodeBuild runs each command, one at a time, in the order listed, from beginning to end.

« bui | d: Optional sequence. Represents the commands, if any, that AWS CodeBuild will run during
the build. For example, you might use this phase to run Mocha, RSpec, or sbt.

« commands: Required if bui | d is specified. Contains a sequence of scalars, where each scalar
represents a single command that AWS CodeBuild will run during the build. AWS CodeBuild
runs each command, one at a time, in the order listed, from beginning to end.

e post _bui | d: Optional sequence. Represents the commands, if any, that AWS CodeBuild will
run after the build. For example, you might use Maven to package the build artifacts into a JAR
or WAR file, or you might push a Docker image into Amazon ECR. Then you might send a build
notification through Amazon SNS.

e conmands: Required if post _bui | d is specified. Contains a sequence of scalars, where
each scalar represents a single command that AWS CodeBuild will run after the build. AWS
CodeBuild runs each command, one at a time, in the order listed, from beginning to end.

e artifacts Required sequence. Represents information about where AWS CodeBuild can find the
build output and how AWS CodeBuild will prepare it for uploading to the Amazon S3 output bucket.

« fil es: Required sequence. Represents the locations containing the build output artifacts in the
build environment. Contains a sequence of scalars, with each scalar representing a separate
location where AWS CodeBuild can find build output artifacts, relative to the original build location.
Locations can include the following:

« Asingle file, for example my-file.jar.

« A single file in a subdirectory, for example ny- subdi rectory/ my-fil e.jar orny-parent -
subdirectory/ ny-subdirectory/ ny-file.jar.

o **[* represents all files recursively.
e ny-subdirectory/* represents all files in a subdirectory named ny- subdi r ect ory.

e my-subdirectory/**/* represents all files recursively starting from a subdirectory named
ny- subdi rectory.

 di scar d- pat hs: Optional mapping. Represents whether paths to files in the build output
artifact are preserved. yes if paths are preserved; otherwise, no or not specified (the default).
For example, if a path to a file in the build output artifact would be coni nyconpany/ app/
Hel | oWor | d. j ava, then specifying yes would shorten this path to simply Hel | oWor | d. j ava.

Important

Because a build spec declaration must be valid YAML, the spacing in a build spec declaration

is important. If the number of spaces in your build spec declaration is invalid, builds might fail

immediately. You can use a YAML validator to test whether your build spec declarations are

valid YAML.

If you use the AWS CLI, the AWS SDKs, or the AWS CodeBuild HTTP API to declare a

build spec when you create or update a build project, the build spec must be a single string

expressed in YAML format, along with required whitespace and newline escape characters.

For an example, see the next section.

If you use the AWS CodeBuild or AWS CodePipeline consoles to insert build commands

instead of using a buildspec.yml file, you can only insert commands for the bui | d phase.
ead of using the precedingByNlar ¥ab istan g spgie tineatto e o andsyou wa




AWS CodeBuild User Guide
Build Spec Example

to run during the build phase. For multiple commands, separate each command by &&, for
example nvn test && nvn package.

You can use the AWS CodeBuild or AWS CodePipeline consoles to specify the locations
of the build output artifacts in the build environment instead of using a buildspec.yml file.
To do this, instead of using the preceding syntax, you list in a single line all of the locations.
For multiple locations, separate each location with a comma, for example appspec. ym ,

target/ny-app.jar.

Build Spec Example

Here is an example of a buildspec.yml file.

version: 0.1
envi ronnment _vari abl es:
pl ai ntext:
JAVA HOVE: "/usr/lib/jvnljava-8-openjdk-and64"
phases:
install:
comrands:
- apt-get update -y
- apt-get install -y maven
pre_buil d:
comrands:
- echo Nothing to do in the pre_build phase...
bui I d:
comrands:
- echo Build started on “date’
- nvn install
post _bui |l d:
comrands:
- echo Build conpleted on “date’
artifacts:
files:
- target/nessageltil-1.0.jar
di scard-pat hs: yes

Here is an example of the preceding build spec, expressed as a single string, for use with the AWS
CLI, the AWS SDKs, or the AWS CodeBuild HTTP API.

"version: 0.1\n\nenvironnent_variables:\n plaintext:\n JAVA HOVE: "/
usr/1ib/jvnljava-8-openj dk-and64"\ n\nphases:\n install:\n conmands: \ n
- apt-get update -y\n - apt-get install -y maven\n pre_build:
\n conmands: \ n - echo Nothing to do in the pre_build phase...\n
build:\n commands: \ n - echo Build started on “date'\n - nmvn
install\n post_build:\n conmands: \ n - echo Build conpleted on
“date’\nartifacts:\n files:\n - target/nessageUtil-1.0.jar\n discard-
pat hs: yes"

Here is an example of the commands in the bui | d phase, for use with the AWS CodeBuild or AWS
CodePipeline consoles.

echo Build started on "date’ && nwvn install
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In these examples:

* A custom environment variable with the key of JAVA_HOME and the value of / usr/1i b/ jvnl
j ava- 8- openj dk- and64 will be set.

¢ You cannot change these build phase names. The only commands that will be run in this example
are apt-get update -y andapt-get install -y maven (to install Apache Maven) and nvn
i nstal | (tocompile, test, and package the source code into a build output artifact and to perform
other actions, such as install the build output artifact in its internal repository). The echo commands
are included here to show how AWS CodeBuild runs commands and the order in which it runs them.

« fil es represents the set of files to upload to the build output location. In this example, AWS
CodeBuild will upload the single file messageUtil -1.0.jar. The messageUtil-1.0.j ar file
can be found in the relative directory named t ar get in the build environment. Because di scar d-
pat hs: yes is specified, messagelti | - 1. 0. j ar will be uploaded directly (and not to an
intermediate t ar get directory.) The file name nessagelUti | - 1. 0. j ar and the relative directory
name of t ar get is based on the way Apache Maven creates and stores build output artifacts for this
example only. In your own scenarios, these file names and directories will be different.

Build Spec Versions

The following table lists the build spec versions and the changes between versions.

Version Changes

0.1 The cont ai ner s and t ag sequences have
been removed.

The dur i ng_bui | d sequence has been
renamed to bui | d.

The t ype mapping has been removed.

All other sequences and mappings from version
0.0 are unchanged.

0.0 This is the initial build spec version.

You can still use build specs that declare version
0.0. However, AWS CodeBuild will ignore the
required cont ai ner s and t ag sequences in
version 0.0 build specs.

Version 0.0 will no longer be documented.
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Build Environment Reference for
AWS CodeBuild

When you call AWS CodeBuild to run a build, you must provide information about the build
environment AWS CodeBuild will use. A build environment represents a combination of operating
system, programming language runtime, and tools that AWS CodeBuild uses to run a build. For
information about how a build environment works in an AWS CodeBuild solution, see How AWS
CodeBuild Works (p. 4).

A build environment contains a Docker image. For information, see "Docker images" in the
Understanding the architecture topic on the Docker Docs website.

When you provide information to AWS CodeBuild about the build environment, you specify the
identifier of a Docker image in a repository type that is supported by AWS CodeBuild. These include
the AWS CodeBuild Docker image repository, publicly available images in Docker Hub, and Amazon
EC2 Container Registry (Amazon ECR) repositories in your AWS account:

¢ We recommend that you use Docker images stored in the AWS CodeBuild Docker image repository,
because they are optimized for use with the service. For more information, see Docker Images
Provided by AWS CodeBuild (p. 82).

¢ To get the identifier of a publicly available Docker image stored in Docker Hub, see the Searching for
images section on the Docker Docs website.

¢ To learn how to work with Docker images stored in Amazon ECR repositories in your AWS account,
see our Amazon ECR Sample (p. 109).

In addition to a Docker image identifier, you also specify a set of computing resources that the build
environment will use. For more information, see Build Environment Compute Types (p. 88).

Docker Images Provided by AWS CodeBuild

AWS CodeBuild manages the following Docker images:
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Platform

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.6

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.6

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.6

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.6

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.6

Programming
language or
framework

Golang

Golang

Java

Java

Java

Java

Node.js

Python

Python

Python

Python

Runtime version

153

153

1.7.0

1.7.0

1.8.0

1.8.0

4.4.6

2.6.9

2.6.9

2.7.10

2.7.10

Additional
components

Apache Maven
3.3.3, Apache Ant
1.9.6, Gradle 2.7

Apache Maven
3.3.3, Apache Ant
1.9.6, Gradle 2.7

Apache Maven
3.3.3, Apache Ant
1.9.6, Gradle 2.7

Apache Maven
3.3.3, Apache Ant
1.9.6, Gradle 2.7

Apache Maven
3.3.3, Apache Ant
1.9.6, Gradle 2.7

Apache Maven
3.3.3, Apache Ant
1.9.6, Gradle 2.7

Git 2.7.4, npm
2.15.5

meld3 1.0.2, pip
7.1.2, setuptools
18.4

meld3 1.0.2, pip
7.1.2, setuptools
18.4

meld3 1.0.2, pip
7.1.2, setuptools
18.4

meld3 1.0.2, pip
7.1.2, setuptools
18.4

Image identifier

aws/

codebui | d/
eb-go- 1. 5-
amazonl i nux- 64:

aws/

codebui | d/
eb-go- 1. 5-
amazonl i nux- 64:

aws/

codebui | d/
eb-java- 7-
amazonl i nux- 64:

aws/

codebui | d/
eb-java- 7-
amazonl i nux- 64:

aws/

codebui | d/

eb-j ava- 8-
amazonl i nux- 64:

aws/

codebui | d/

eb-j ava- 8-
amazonl i nux- 64:

aws/

codebui | d/ eb-
nodej s-4. 4. 6-
amazonl i nux- 64:

aws/

codebui | d/ eb-
pyt hon- 2. 6-
amazonl i nux- 64:

aws/

codebui | d/ eb-
pyt hon- 2. 6-
amazonl i nux- 64:

aws/

codebui | d/ eb-
pyt hon-2. 7-
amazonl i nux- 64:

aws/

codebui | d/ eb-
python-2. 7-
amazonl i nux- 64:
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Platform

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.6

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.6

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.6

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.6

Amazon Linux
2016.03, 64-bit
v2.1.3

Amazon Linux
2016.03, 64-bit
v2.1.6

Amazon Linux
2016.03, 64-bit
v2.1.3

Programming

language or

framework

Python 3.4.3
Python 343
Ruby 1.9.3
Ruby 193
Ruby 2.0.0
Ruby 2.0.0
Ruby 2.1.9
Ruby 2.1.9
Ruby 225
Ruby 2.25
Ruby 231

Runtime version

Additional
components

meld3 1.0.2, pip
7.1.2, setuptools
18.4

meld3 1.0.2, pip
7.1.2, setuptools
18.4

Bundler,
RubyGems

Bundler,
RubyGems

Bundler,
RubyGems

Bundler,
RubyGems

Bundler,
RubyGems

Bundler,
RubyGems

Bundler,
RubyGems

Bundler,
RubyGems

Bundler,
RubyGems

Image identifier

aws/

codebui | d/ eb-
pyt hon- 3. 4-
amazonl i nux- 64:

aws/

codebui | d/ eb-
pyt hon- 3. 4-
amazonl i nux- 64:

aws/

codebui | d/
eb-ruby-1.9-
amazonl i nux- 64:

aws/

codebui | d/
eb-ruby- 1. 9-
amazonl i nux- 64:

aws/

codebui | d/
eb-ruby- 2. 0-
amazonl i nux- 64:

aws/

codebui | d/
eb-ruby- 2. 0-
amazonl i nux- 64:

aws/

codebui | d/
eb-ruby- 2. 1-
amazonl i nux- 64:

aws/

codebui | d/
eb-ruby-2. 1-
amazonl i nux- 64:

aws/

codebui | d/
eb-ruby- 2. 2-
amazonl i nux- 64:

aws/

codebui | d/
eb-ruby- 2. 2-
amazonl i nux- 64:

aws/

codebui | d/
eb-ruby- 2. 3-
amazonl i nux- 64:
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Platform

Amazon Linux
2016.03, 64-bit
v2.1.6

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Programming
language or
framework

Ruby

(Base image)

Android

Android

Android

Docker

Docker

Golang

Golang

Golang

Java

Runtime version

23.1

244.1

2441

244.1

1.11.2

1121

154

16.3

1.7.3

Additional
components

Bundler,
RubyGems

AWS CLI, Git
191

AWS CLlI, Git
1.9.1, Java 6, pip
8.1.2, Python 2.7

AWS CLI, Git
1.9.1, Java 7, pip
8.1.2, Python 2.7

AWS CLI, Git
1.9.1, Java 8, pip
8.1.2, Python 2.7

AWS CLI, Git
1.9.1, pip 8.1.2,
Python 2.7

AWS CLI, Git
1.9.1, pip 8.1.2,
Python 2.7

AWS CLI, Git
1.9.1, pip 8.1.2,
Python 2.7

AWS CLI, Git
1.9.1, pip 8.1.2,
Python 2.7

AWS CLI, Git
1.9.1, pip 8.1.2,
Python 2.7

Apache Ant 1.9.6,
Apache Maven
3.3.3, AWS CLI,
Git 1.9.1, Gradle
2.7,pip8.1.2,
Python 2.7

Image identifier

aws/
codebui | d/
eb-ruby- 2. 3-

amazonl i nux-64:2.1.6

aws/
codebui | d/
ubunt u-
base: 14. 04

aws/
codebui | d/
andr oi d-
java-6:24.4.1

aws/
codebui | d/
andr oi d-
java-7:24.4.1

aws/
codebui | d/
andr oi d-
java-8:24.4.1

aws/
codebui | d/
docker:1.11.2
aws/
codebui | d/
docker:1.12.1
aws/
codebui | d/
golang:1.5.4
aws/
codebui | d/
golang:1.6.3
aws/
codebui | d/
golang:1.7.3
aws/
codebui | d/

j ava: openj dk- 6
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Platform

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Ubuntu 14.04

Programming
language or
framework

Java

Java

Node.js

Node.js

Node.js

Node.js

Node.js

Python

Python

Python

Python

Ruby

Runtime version

4.3.2

4.4.7

5.12.0

6.3.1

7.0.0

2.7.12

3.3.6

3.4.5

3.5.2

2.1.10

Additional
components

Apache Ant 1.9.6,
Apache Maven
3.3.3, AWS CLlI,
Git 1.9.1, Gradle
2.7,pip8.1.2,
Python 2.7

Apache Ant 1.9.6,
Apache Maven
3.3.3, AWS CLlI,
Git 1.9.1, Gradle
2.7,pip 8.1.2,
Python 2.7

AWS CLI, Git
1.9.1, NPM, pip
8.1.2, Python 2.7

AWS CLlI, Git
1.9.1, NPM, pip
8.1.2, Python 2.7

AWS CLlI, Git
1.9.1, NPM, pip
8.1.2, Python 2.7

AWS CLI, Git
1.9.1, NPM, pip
8.1.2, Python 2.7

AWS CLI, Git
1.9.1, NPM, pip
8.1.2, Python 2.7

AWS CLI, Git
1.9.1, pip 8.1.2,
Python 2.7

AWS CLI, Git
1.9.1, pip 8.1.2,
Python 2.7

AWS CLI, Git
1.9.1, pip 8.1.2,
Python 2.7

AWS CLI, Git
1.9.1, pip 8.1.2,
Python 2.7

AWS CLI, Bundler
1.13.5,Git 1.9.1,
pip 8.1.2, Python
2.7, RubyGems
2.6.7

Image identifier

aws/
codebui | d/
j ava: openj dk- 7

aws/
codebui | d/
j ava: openj dk- 8

aws/
codebui | d/
nodej s: 4.3.2
aws/
codebui | d/
nodejs:4.4.7
aws/
codebui | d/
nodej s:5.12.0
aws/
codebui | d/
nodej s:6.3.1
aws/
codebui | d/
nodej s: 7.0.0
aws/
codebui | d/
python: 2.7.12
aws/
codebui | d/
python: 3.3.6
aws/
codebui | d/
python:3.4.5
aws/
codebui | d/
pyt hon: 3.5.2
aws/
codebui | d/
ruby: 2.1.10
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Platform Programming Runtime version @ Additional Image identifier
language or components
framework

Ubuntu 14.04 Ruby 2.2.5 AWS CLI, Bundler | aws/

1.13.5,Git1.9.1, | codebui |l d/
pip 8.1.2, Python  ruby:2.2.5
2.7, RubyGems

2.6.7

Ubuntu 14.04 Ruby 2.3.1 AWS CLI, Bundler  aws/
1.13.5, Git 1.9.1, codebui | d/
pip 8.1.2, Python | ruby:2.3.1
2.7, RubyGems
2.6.7

You can use a build specification to install additional components that you need (for example, the AWS
CLI, Apache Maven, Apache Ant, Mocha, RSpec, or similar) during the i nst al | build phase. For
more information, see Build Spec Example (p. 80).

Note
AWS CodeBuild frequently updates the list of Docker images. To get the most current list, do
one of the following:

¢ In the AWS CodeBuild console, in the create project wizard or update project page, in
Environment: How to build, for Environment image, choose Use an image managed by
AWS CodeBuild. Choose from the Operating system, Runtime, and Version drop-down
lists. For more information, see Create a Build Project (Console) (p. 40) or Change a Build
Project's Settings (Console) (p. 54).

¢ In the AWS CodePipeline console, in the create pipeline wizard on the Step 3: Build
page, or in the AWS CodeBuild section of the Add action or Edit action pane for an
existing pipeline, choose Create a new build project. In Environment: How to build, for
Environment image, choose Use an image managed by AWS CodeBuild. Choose from
the Operating system, Runtime, and Version drop-down lists. For more information, see
Create a Pipeline that Uses AWS CodeBuild (AWS CodePipeline Console) (p. 28) or Add
an AWS CodeBuild Build Action to a Pipeline (AWS CodePipeline Console) (p. 34).

e Forthe AWS CLI, run the | i st - cur at ed- envi ronnent - i mrages command as follows:

aws codebuild |ist-curated-environnent-images

« For the AWS SDKs, call the Li st Cur at edEnvi r onment | mages operation for your target
programming language. For more information, see the AWS SDKs Reference (p. 92).

¢ For AWS CodeBuild HTTP API, call the Li st Cur at edEnvi r onnent | mages operation as
follows:

Sample headers:

POST / HTTP/ 1.1

Host: codebuil d. us-east-1. amazonaws. com

Accept - Encodi ng: identity

Content-Length: 2

X- Anz- Target: CodeBui | d_20161006. Li st Cur at edEnvi r onment | nages

X- Anz- Dat e: 20161006T213734Z

User- Agent: aws-cli/1.10.3 Python/2.7.9 Wndows/8 botocore/1.3.25
Cont ent - Type: application/x-ane-json-1.1

API Version 2016-10-06
87



AWS CodeBuild User Guide
Build Environment Compute Types

Aut hori zati on: AWB4- HVAC- SHA256 Credenti al =AKI AJTTFEXAMPLE/ 20161003/
us- east -1/ codebui | d/ aws4_r equest, SignedHeaders=content -
type; host; user - agent ; x- anez- dat e; x- ane-t ar get,

Si gnat ur e=bc48f 52bEXAMPLE

Sample request body:

{}

For more information on the Docker images that contain eb- in their identifer, see Supported
Platforms and Platform History in the AWS Elastic Beanstalk Developer Guide. Note that
Docker image containing eb- in their identifer are not available in the AWS CodeBuild and
AWS CodePipeline consoles.

To confirm the version of a component installed on a Docker image, during a build you can run
a build command that outputs the component's version number. For example, include one or
more of the following commands in your build specification:

¢ For Apache Ant, run ant -ver si on.

¢ For Apache Maven, run mvn -versi on.
¢ For the AWS CLI, run aws --versi on.
* For Bundler, run bundl e ver si on.

e For Git,rungit --version.

e For Gradle, run gradl e --version.

e ForJava, runjava -version.

e For NPM, run npm - - ver si on.

e For pip, run pi p --version.

¢ For Python, run pyt hon --versi on.

¢ For RubyGems, run gem - - ver si on.

¢ For setuptools, run easy_i nstall --version.

For example, the following build command (entered through the AWS CodeBuild or AWS
CodePipeline console as part of a build project's settings) outputs the versions of the AWS
CLlI, Git, pip, and Python on a Docker image that has these components installed: aws - -
version & git --version & pip --version & python --version.

Build Environment Compute Types

AWS CodeBuild provides build environments with the following available memory, vCPUs, and
available disk space:

Compute type computeType Memory vCPUs Disk space
value

build.generall.small BUI LD _GENERAL1_ V@R 2 64 GB

build.generall.mediudl LD _GENERAL1_NMEGBJM 4 128 GB

build.generall.large BUI LD _GENERAL1_L1SRGB 8 128 GB

To select one of these compute types, do one of the following:
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In the AWS CodeBuild console, in the create project wizard or update project page, expand Show
advanced settings, and then choose one of the available Compute type options. For more
information, see Create a Build Project (Console) (p. 40) or Change a Build Project's Settings
(Console) (p. 54).

In the AWS CodePipeline console, in the create pipeline wizard on the Step 3: Build page, or

in the AWS CodeBuild section of the Add action or Edit action pane for an existing pipeline,
choose Create a new build project, expand Advanced, and then choose one of the available
Compute type options. For more information, see Create a Pipeline that Uses AWS CodeBuild
(AWS CodePipeline Console) (p. 28) or Add an AWS CodeBuild Build Action to a Pipeline (AWS
CodePipeline Console) (p. 34).

For the AWS CLI, run the cr eat e- pr oj ect or updat e- pr oj ect command, specifying the
envi ronment object's conput eType value as listed in the preceding table. For more information,
see Create a Build Project (AWS CLI) (p. 43) or Change a Build Project's Settings (AWS CLI) (p. 55).

For the AWS SDKs, call the equivalent of the Cr eat ePr oj ect or Updat ePr oj ect operation
for your target programming language, specifying the equivalent of the envi r onnent object's
conput eType value, as listed in the preceding table, for your target programming language. For
more information, see the AWS SDKs Reference (p. 92).

For AWS CodeBuild HTTP API, call the Cr eat ePr oj ect or Updat ePr oj ect operation, specifying
the envi r onnent object's conput eType value as listed in the preceding table. For more
information, see Create a Build Project (HTTP API) (p. 48) or Change a Build Project's Settings
(HTTP API) (p. 56).
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Command Line Reference for AWS
CodeBuild

The AWS CLI provides commands for automating AWS CodeBuild. Use the information in this topic as
a supplement to the AWS Command Line Interface User Guide and the AWS CLI Reference for AWS
CodeBuild.

Not what you're looking for? If you want to use the AWS SDKs or the AWS CodeBuild HTTP API to call
AWS CodeBuild, see the AWS SDKs Reference (p. 92) or the HTTP API Reference (p. 93).

To use the information in this topic, you should have already installed the AWS CLI and configured it
for use with AWS CodeBuild, as described in Install and Configure the AWS CLI (p. 163).

Run this command to get a list of AWS CodeBuild commands.

aws codebuild hel p

Run this command to get information about a AWS CodeBuild command, where conmand- nane is the
name of the command.

aws codebui | d command- nane hel p

AWS CodeBuild commands include:

¢ bat ch- get - bui | ds: Gets information about multiple builds in AWS CodeBuild. For more
information, see View Build Details (AWS CLI) (p. 65).

¢ bat ch- get - pr oj ect s: Gets information about one or more specified build projects. For more
information, see View a Build Project's Details (AWS CLI) (p. 52).

e create-proj ect: Creates a build project. For more information, see Create a Build Project (AWS
CLI) (p. 43).

¢ del et e- proj ect : Deletes a build project. For more information, see Delete a Build Project (AWS
CLI) (p. 58).

e |ist-builds: Lists Amazon Resource Names (ARNS) for builds in AWS CodeBuild. For more
information, see View a List of Build IDs (AWS CLI) (p. 70).

e list-builds-for-project: Gets alist of build IDs that are associated with a specified build
project. For more information, see View a List of Build IDs for a Build Project (AWS CLI) (p. 72).
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l'i st-curated-environnent-images: Gets a list of Docker images managed by AWS CodeBuild
that you can use for your builds. For more information, see Docker Images Provided by AWS
CodeBuild (p. 82).

|'i st-projects: Gets a list of build project names. For more information, see View a List of Build
Project Names (AWS CLI) (p. 50).

start - bui | d: Starts running a build. For more information, see Run a Build (AWS CLI) (p. 61).
st op- bui | d: Attempts to stop the specified build from running. For more information, see Stop a
Build (AWS CLI) (p. 75).

updat e- pr oj ect : Changes information about the specified build project. For more information, see
Change a Build Project's Settings (AWS CLI) (p. 55).
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CodeBuild

To use one the AWS SDKs to automate AWS CodeBuild, see the following resources.

Not what you're looking for? If an AWS SDK is not available for your programming language or
platform, you can automate AWS CodeBuild directly from your code by using the AWS CodeBuild
HTTP API. For more information, see the HTTP API Reference (p. 93). If you want to use the AWS
CLI to run AWS CodeBuild, see the Command Line Reference (p. 90). If you want to use the AWS
Tools for Windows PowerShell to run AWS CodeBuild, see the AWS CodeBuild section of the AWS
Tools for Windows PowerShell Cmdlet Reference

The following AWS SDKs support AWS CodeBuild:

The AWS SDK for Go. For more information, see the codebuild section of the AWS SDK for Go API
Reference.

The AWS SDK for Java. For more information, see the com anazonaws. servi ces. codebui |l d
and com amazonaws. ser vi ces. codebui | d. nodel sections of the AWS SDK for Java API
Reference.

The AWS SDK for JavaScript in the Browser and the AWS SDK for JavaScript in Node.js. For
more information, see the Class: AWS.AWS CodeBuild section of the AWS SDK for JavaScript API
Reference.

The AWS SDK for .NET. For more information, see the Amazon.CodeBuild and
Amazon.CodeBuild.Model namespace sections of the AWS SDK for .NET API Reference.

The AWS SDK for PHP. For more information, see the Namespace Aws\CodeBuild section of the
AWS SDK for PHP API Reference.

The AWS SDK for Python (Boto3). For more information, see the CodeBuild section of the Boto 3
Documentation.

The AWS SDK for Ruby. For more information, see the Module: Aws::CodeBuild section of the AWS
SDK for Ruby API Reference.
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AWS CodeBuild HTTP API
Reference

You can automate AWS CodeBuild directly from your code through a set of HTTP-based APIs. This is
especially useful if your target AWS SDK does not yet support AWS CodeBuild.

Not what you're looking for? If you want to use the AWS SDKs to automate AWS CodeBuild, see
the AWS SDKs Reference (p. 92). If you want to use the AWS CLI to run AWS CodeBuild, see the
Command Line Reference (p. 90).

AWS CodeBuild HTTP API operations include:

Bat chGet Bui | ds: Gets information about one or more builds. For more information, see View Build
Details (HTTP API) (p. 66).

Bat chGet Pr oj ect s: Gets information about one or more build projects. For more information, see
View a Build Project's Details (HTTP API) (p. 53).

Cr eat ePr oj ect : Creates a build project. For more information, see Create a Build Project (HTTP
API) (p. 48).

Del et ePr oj ect : Deletes a build project. For more information, see Delete a Build Project (HTTP
API) (p. 58).

Li st Bui | ds: Gets a list of build IDs, with each build ID representing a single build. For more
information, see View a List of Build IDs (HTTP API) (p. 71).

Li st Bui | dsFor Proj ect : Gets a list of build IDs for the specified build project, with each build ID
representing a single build. For more information, see View a List of Build IDs for a Build Project
(HTTP API) (p. 73).

Li st Cur at edEnvi r onnment | mages: Gets information about Docker images that are managed by
AWS CodeBuild. For more information, see Docker Images Provided by AWS CodeBuild (p. 82).

Li st Proj ect s: Gets a list of build project names, with each build project name representing
a single build project. For more information, see View a List of Build Project Names (HTTP
API) (p. 51).

St ar t Bui | d: Starts running a build. For more information, see Run a Build (HTTP API) (p. 64).

St opBui | d: Attempts to stop running a build. For more information, see Stop a Build (HTTP
API) (p. 75).

Updat ePr oj ect : Changes the settings of a build project. For more information, see Change a Build
Project's Settings (HTTP API) (p. 56).
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For more information, see the AWS CodeBuild API Reference.

When you call AWS CodeBuild HTTP API operations, you must sign each request so that AWS can
identify who sent it. You use Signature Version 4 to sign requests.

For example, the following sample Python code file (get V4Si g. py) uses Signature Version 4 to call
the AWS CodeBuild HTTP API:

i mport sys, os, base64, datetine, hashlib, hnmac
import requests # You nmay need to run 'pip install requests' to get this
nodul e.

def sign(key, nsg):
return hmac. newm key, nsg.encode("utf-8"), hashlib.sha256).digest ()

def get Si gnat ureKey(key, date_stanp, regi onNane, serviceNane):
kDate = sign((' AWs4' + key).encode('utf-8"'), date_stamp)
kRegi on = si gn(kDate, regi onNane)
kServi ce = sign(kRegion, serviceNane)
kSi gning = sign(kService, 'aws4_request')
return kSigning

net hod = sys.argv[1l] # The HTTP nethod, for exanple, 'PCST .

service = sys.argv[2] # The AWS CodeBuild service abbreviation, for exanple,
' codebuil d'.

host = sys.argv[3] # The AWS CodeBuil d service host, 'codebuild.us-

east-1. anmazonaws. com .

region = sys.argv[4] # The target AWS region, for exanple, 'us-east-1'.

endpoi nt = sys.argv[5] # The AWS CodeBuild service endpoint, 'https://

codebui | d. us-east - 1. anazonaws. cont ' .

content _type = sys.argv[6] # The content type, for exanple, 'application/x-

anme-json-1.1".

anmz_target = sys.argv[7] # The target AWS CodeBuild HTTP API, for exanple,
' CodeBui | d_20161006. Li st Bui | dsFor Proj ect' .

access_key = sys.argv[8] # Your AWS access key |D.

secret _key = sys.argv[9] # Your AWS secret access key.

request _paraneters = sys.argv[10] # The request body, for exanple,
"{"project Nane": "codebuil d-deno-project"}' for Unix/Linux, or
"{\"projectNane\":\"codebui | d-denp-project\"}' for Wndows.

t = datetine.datetine.utcnow)

anmz_date = t.strftime(' %W%dTWOMGEZ )

date_stamp = t.strftinme(' %% Pd' )

canoni cal _uri ="'/"'

canoni cal _querystring ="'

canoni cal _headers = 'content-type:' + content_type + '\n' + 'host:' + host +
'\n' + 'x-ane-date:' + angz_date + '\n' + 'Xx-ane-target:' + anz_target + '\n'

si gned_headers = 'content-type; host; x-ane-dat e; x-ane-target'

payl oad_hash = hashlib. sha256(request _paranet ers). hexdi gest ()
canoni cal _request = nethod + '\n' + canonical _uri + '\n" +
canoni cal _querystring + '\n" + canoni cal _headers + '\n' + signed_headers +
'"\'n'" + payl oad_hash
al gorithm = ' AWs4- HVAC- SHA256'
credential _scope = date_stanp + '/' + region +'/' + service + '/' +
"aws4_request
string_to_sign = algorithm+ '"\n'" + ane_date + '\n' + credential_scope +
"\'n" + hashlib.sha256(canoni cal _request). hexdi gest ()
si gni ng_key = get Si gnat ureKey(secret_key, date_stanp, region, service)
signature = hmac. new(signing_key, (string_to_sign).encode('utf-8"),
hashl i b. sha256) . hexdi gest ()
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aut hori zati on_header = algorithm+ ' ' + 'Credential=" + access_key + '/’
+ credential _scope + ', ' + 'SignedHeaders=' + signed_headers + ', ' +
' Sighature=' + signature

headers = {' Content-Type':content_type,
' X- Anz- Dat e' : anz_dat e,
' X- Anz- Target' :ane_target,
"Aut hori zation':authorization_header}

print '\ nBEG N REQUEST+++++++++++++++++++++++++++++t++++++
print 'Request URL = ' + endpoint

r = requests. post(endpoi nt, data=request_paraneters, headers=headers)
print '\ nRESPONSE++++++++++++++++++++++++++++++++++++

print 'Response code: %\n' %r.status_code
print r.text

If you call the preceding code (from Windows) with parameters similar to the following:

pyt hon get V4Si g. py POST codebuil d codebuil d. us-east- 1. anazonaws. com us-
east-1 https://codebuil d. us-east-1. amazonaws. com application/x-ane-json-1.1

CodeBui | d_20161006. Li st Bui | dsFor Proj ect my- AWs- access-key-| D nmy- AWs- secr et -
access-key {\"projectNane\":\"codebuil d-denop-project\"}

You would get output similar to the following:

BEGA N REQUEST++++++++++++++++++++++++++++++++++++
Request URL = https://codebuil d. us-east-1. anazonaws. conf

RESPONSE++++++++++++++++++++++++++++++++++++
Response code: 200

{"ids":["codebuil d-deno- proj ect: 469eb862- 09f d- 4ec4- 8e6b-
af a0aEXAMPLE", " codebui | d- denp- pr oj ect : 6bbab563- 4a82- 4d38- adf 6- aO1d9EXAMPLE"] }

For more information, see Signature Version 4 Signing Process in the AWS General Reference.
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Authentication and Access Control
for AWS CodeBuild

Access to AWS CodeBuild requires credentials. Those credentials must have permissions to access
AWS resources, such as storing and retrieving build artifacts in Amazon S3 buckets and viewing
Amazon CloudWatch Logs for builds. The following sections describe how you can use AWS Identity
and Access Management (IAM) and AWS CodeBuild to help secure access to your resources:

¢ Authentication (p. 96)
¢ Access Control (p. 97)

Authentication

You can access AWS as any of the following types of identities:

*« AWS account root user — When you sign up for AWS, you provide an email address and password
that is associated with your AWS account. These are your root credentials and they provide
complete access to all of your AWS resources.

Important

For security reasons, we recommend that you use the root credentials only to create

an administrator user, which is an 1AM user with full permissions to your AWS account.
Then, you can use this administrator user to create other IAM users and roles with limited
permissions. For more information, see IAM Best Practices and Creating an Admin User
and Group in the IAM User Guide Guide.

¢ IAM user — An IAM user is simply an identity in your AWS account that has custom permissions
(for example, permission to create build projects in AWS CodeBuild). You can use an IAM user
name and password to sign in to secure AWS webpages like the AWS Management Console, AWS
Discussion Forums, or the AWS Support Center.

In addition to a user name and password, you can also generate access keys for each user. You
can use these keys when you access AWS services programmatically, either through one of the
AWS SDKs or by using the AWS Command Line Interface (AWS CLI). The AWS SDKs and AWS
CLI tools use the access keys to cryptographically sign your request. If you don't use the AWS tools,
you must sign the request yourself. AWS CodeBuild supports Signature Version 4, a protocol for
authenticating inbound API requests. For more information about authenticating requests, see the
Signature Version 4 Signing Process in the AWS General Reference.
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* IAM role — An IAM role is similar to an IAM user, but it is not associated with a specific person. An
IAM role enables you to obtain temporary access keys that can be used to access AWS services and
resources. |IAM roles with temporary credentials are useful in the following situations:

» Federated user access — Instead of creating an IAM user, you can use preexisting user identities
from AWS Directory Service, your enterprise user directory, or a web identity provider. These are
known as federated users. AWS assigns a role to a federated user when access is requested
through an identity provider. For more information about federated users, see Federated Users
and Roles in the IAM User Guide Guide.

» Cross-account access — You can use an IAM role in your account to grant another AWS account
permissions to access your account’s resources. For an example, see Tutorial: Delegate Access
Across AWS Accounts Using IAM Roles in the IAM User Guide Guide.

* AWS service access — You can use an IAM role in your account to grant permissions to an
AWS service to access your account’s resources. For example, you can create a role that allows
Amazon Redshift to access an Amazon S3 bucket on your behalf and then load data stored in the
bucket into an Amazon Redshift cluster. For more information, see Creating a Role to Delegate
Permissions to an AWS Service in the IAM User Guide Guide.

« Applications running on Amazon EC2 — Instead of storing access keys in the Amazon EC2
instance for use by applications running on the instance and making AWS API requests, you
can use an |IAM role to manage temporary credentials for these applications. To assign an AWS
role to an Amazon EC2 instance and make it available to all of its applications, you can create
an instance profile that is attached to the instance. An instance profile contains the role and
enables programs running on the Amazon EC2 instance to get temporary credentials. For more
information, see Using Roles for Applications on Amazon EC2 in the IAM User Guide Guide.

Access Control

You can have valid credentials to authenticate your requests, but unless you have permissions, you
cannot create or access AWS CodeBuild resources. For example, you must have permissions to
create, view, or delete build projects and to start, stop, or view builds.

The following sections describe how to manage permissions for AWS CodeBuild. We recommend that
you read the overview first.

¢ Overview of Managing Access Permissions to Your AWS CodeBuild Resources (p. 97)
¢ Using ldentity-Based Policies (IAM Policies) for AWS CodeBuild (p. 100)
e AWS CodeBuild Permissions Reference (p. 106)

Overview of Managing Access Permissions to
Your AWS CodeBuild Resources

Every AWS resource is owned by an AWS account, and permissions to create or access a resource
are governed by permissions policies. An account administrator can attach permissions policies to IAM
identities (that is, users, groups, and roles).

Note
An account administrator (or administrator user) is a user with administrator privileges. For
more information, see |IAM Best Practices in the IAM User Guide Guide.

When you grant permissions, you decide who is getting the permissions, the resources they can
access, and the actions that can be performed on those resources.

Topics
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AWS CodeBuild Resources and Operations (p. 98)

¢ Understanding Resource Ownership (p. 99)

« Managing Access to Resources (p. 99)

¢ Specifying Policy Elements: Actions, Effects, and Principals (p. 100)

AWS CodeBuild Resources and Operations

In AWS CodeBuild, the primary resource is a build project. In a policy, you use an Amazon Resource
Name (ARN) to identify the resource the policy applies to. Builds are also resources and have ARNs
associated with them. For more information, see Amazon Resource Names (ARN) and AWS Service
Namespaces in the Amazon Web Services General Reference.

Resource type ARN format

Build project arn: aws: codebui | d: regi on-1 D: account - | D: proj ect/ proj ect -
nane

Build arn: aws: codebui | d: regi on- 1 D: account -1 D: bui | d/ bui I d-1D

All AWS CodeBuild arn: aws: codebui | d: *

resources

All AWS CodeBuild arn: aws: codebui | d: regi on-1 D: account -1 D: *

resources owned by the
specified account in the
specified region

Note

Most AWS services treat a colon () or a forward slash (/) as the same character in ARNSs.
However, AWS CodeBuild uses an exact match in resource patterns and rules. Be sure to use
the correct characters when you create event patterns so that they match the ARN syntax in
the resource.

For example, you can indicate a specific build project (myBui | dPr oj ect ) in your statement using its
ARN as follows:

"Resource": "arn:aws:codebuil d: us-east-1:123456789012: proj ect/ nyBui | dProj ect"

To specify all resources, or if an API action does not support ARNSs, use the wildcard character (*) in
the Resour ce element as follows:

"Resource": "*"

Some AWS CodeBuild API actions accept multiple resources (for example, Bat chGet Pr oj ect s). To
specify multiple resources in a single statement, separate their ARNs with commas, as follows:

"Resource": [
"arn: aws: codebui | d: us-east - 1:123456789012: pr oj ect/ myBui | dProj ect ",
"arn: aws: codebui | d: us-east-1:123456789012: pr oj ect/ myCQ her Bui | dProj ect”

]

AWS CodeBuild provides a set of operations to work with the AWS CodeBuild resources. For a list, see
AWS CodeBuild Permissions Reference (p. 106).
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Understanding Resource Ownership

The AWS account owns the resources that are created in the account, regardless of who created the
resources. Specifically, the resource owner is the AWS account of the principal entity (that is, the root
account, an IAM user, or an IAM role) that authenticates the resource creation request. The following
examples illustrate how this works:

« If you use the root account credentials of your AWS account to create a rule, your AWS account is
the owner of the AWS CodeBuild resource.

« If you create an IAM user in your AWS account and grant permissions to create AWS CodeBuild
resources to that user, the user can create AWS CodeBuild resources. However, your AWS account,
to which the user belongs, owns the AWS CodeBuild resources.

¢ If you create an IAM role in your AWS account with permissions to create AWS CodeBuild
resources, anyone who can assume the role can create AWS CodeBuild resources. Your AWS
account, to which the role belongs, owns the AWS CodeBuild resources.

Managing Access to Resources

A permissions policy describes who has access to which resources.

Note

This section discusses the use of IAM in AWS CodeBuild. It doesn't provide detailed
information about the 1AM service. For complete IAM documentation, see What Is IAM? in the
IAM User Guide Guide. For information about IAM policy syntax and descriptions, see AWS
IAM Policy Reference in the IAM User Guide Guide.

Policies attached to an IAM identity are referred to as identity-based policies (IAM polices). Policies
attached to a resource are referred to as resource-based policies. AWS CodeBuild supports identity-
based (IAM policies) only.

|dentity-Based Policies (IAM Policies)

You can attach policies to IAM identities.

¢ Attach a permissions policy to a user or a group in your account — To grant a user permissions
to view build projects and other AWS CodeBuild resources in the AWS CodeBuild console, you can
attach a permissions policy to a user or group that the user belongs to.

¢ Attach a permissions policy to a role (grant cross-account permissions) — You can attach an
identity-based permissions policy to an IAM role to grant cross-account permissions. For example,
the administrator in Account A can create a role to grant cross-account permissions to another AWS
account (for example, Account B) or an AWS service as follows:

1. Account A administrator creates an IAM role and attaches a permissions policy to the role that
grants permissions on resources in Account A.

2. Account A administrator attaches a trust policy to the role identifying Account B as the principal
who can assume the role.

3. Account B administrator can then delegate permissions to assume the role to any users in
Account B. Doing this allows users in Account B to create or access resources in Account A. The
principal in the trust policy must also be an AWS service principal if you want to grant an AWS
service permissions to assume the role.

For more information about using IAM to delegate permissions, see Access Management in the IAM
User Guide Guide.

In AWS CodeBuild, identity-based policies are used to manage permissions to the resources related to
the deployment process. For example, you can control access to build projects.
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You can create IAM policies to restrict the calls and resources that users in your account have access
to, and then attach those policies to IAM users. For more information about how to create IAM roles
and to explore example IAM policy statements for AWS CodeBuild, see Overview of Managing Access
Permissions to Your AWS CodeBuild Resources (p. 97).

Specifying Policy Elements: Actions, Effects, and
Principals

For each AWS CodeBuild resource, the service defines a set of API operations. To grant permissions
for these API operations, AWS CodeBuild defines a set of actions that you can specify in a policy.
Some API operations can require permissions for more than one action in order to perform the API
operation. For more information, see AWS CodeBuild Resources and Operations (p. 98) and AWS
CodeBuild Permissions Reference (p. 106).

The following are the basic policy elements:

¢ Resource — You use an Amazon Resource Name (ARN) to identify the resource that the policy
applies to.

¢ Action — You use action keywords to identify resource operations you want to allow or deny. For
example, the codebui | d: Cr eat ePr oj ect permission gives the user permissions to perform the
Cr eat ePr oj ect operation.

« Effect — You specify the effect, either allow or deny, when the user requests the action. If you don't
explicitly grant access to (allow) a resource, access is implicitly denied. You can also explicitly deny
access to a resource. You might do this to make sure a user cannot access a resource, even if a
different policy grants access.

¢ Principal — In identity-based policies (IAM policies), the user the policy is attached to is the implicit
principal. For resource-based policies, you specify the user, account, service, or other entity that you
want to receive permissions.

To learn more about IAM policy syntax and descriptions, see AWS IAM Policy Reference in the IAM
User Guide Guide.

For a table showing all of the AWS CodeBuild API actions and the resources they apply to, see the
AWS CodeBuild Permissions Reference (p. 106).

Using Identity-Based Policies (IAM Policies) for
AWS CodeBuild

This topic provides examples of identity-based policies that demonstrate how an account administrator
can attach permissions policies to IAM identities (that is, users, groups, and roles) and thereby grant
permissions to perform operations on AWS CodeBuild resources.

Important

We recommend that you first review the introductory topics that explain the basic concepts
and options available to manage access to your AWS CodeBuild resources. For more
information, see Overview of Managing Access Permissions to Your AWS CodeBuild
Resources (p. 97).

Topics
¢ Permissions Required to Use the AWS CodeBuild Console (p. 101)
« AWS Managed (Predefined) Policies for AWS CodeBuild (p. 101)
¢ Customer-Managed Policy Examples (p. 102)
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The following shows an example of a permissions policy that allows a user to get information about
build projects only in the us- east - 1 region for account 123456789012 for any build project that starts
with the name ny:

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Allow',
"Action": "codebuil d: Bat chGet Proj ects"”,
"Resource": "arn:aws:codebuil d: us-east-1: 123456789012: proj ect/ ny*"
}
]
}

Permissions Required to Use the AWS CodeBuild
Console

A user who uses the AWS CodeBuild console must have a minimum set of permissions that allows
the user to describe other AWS resources for the AWS account. You must have permissions from the
following services:

¢ AWS CodeBuild
* Amazon CloudWatch
¢« AWS CodeCommit (if you are storing your source code in an AWS CodeCommit repository)

* Amazon EC2 Container Registry (Amazon ECR) (if you are using a build environment that relies on
a Docker image in an Amazon ECR repository)

¢ Amazon EC2 Container Service (Amazon ECS) (if you are using a build environment that relies on a
Docker image in an Amazon ECR repository)

¢ AWS Identity and Access Management (IAM)
¢ AWS Key Management Service (AWS KMS)
* Amazon Simple Storage Service (Amazon S3)

If you create an 1AM policy that is more restrictive than the minimum required permissions, the console
won't function as intended.

AWS Managed (Predefined) Policies for AWS
CodeBuild

AWS addresses many common use cases by providing standalone IAM policies that are created and
administered by AWS. These AWS managed policies grant necessary permissions for common use
cases so you can avoid having to investigate what permissions are needed. For more information, see
AWS Managed Policies in the IAM User Guide.

The following AWS managed policies, which you can attach to users in your account, are specific to
AWS CodeBuild.

¢ AWSCodeBuildAdminAccess — Provides full access to AWS CodeBuild including permissions to
administrate AWS CodeBuild build projects.

¢ AWSCodeBuildDeveloperAccess — Provides access to AWS CodeBuild but does not allow build
project administration.
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¢ AWSCodeBuildReadOnlyAccess — Provides read-only access to AWS CodeBuild.

To access build output artifacts that AWS CodeBuild creates, you must also attach the AWS managed
policy named AmazonS3ReadOnlyAccess.

To create and manage AWS CodeBuild service roles, you must also attach the AWS managed policy
named IAMFullAccess.

You can also create your own custom IAM policies to allow permissions for AWS CodeBuild actions
and resources. You can attach these custom policies to the IAM users or groups that require those
permissions.

Customer-Managed Policy Examples

In this section, you can find example user policies that grant permissions for AWS CodeBuild actions.
These policies work when you are using the AWS CodeBuild API, AWS SDKs, or AWS CLI. When you
are using the console, you must grant additional permissions specific to the console. For information,
see Permissions Required to Use the AWS CodeBuild Console (p. 101).

You can use the following sample IAM policies to limit AWS CodeBuild access for your IAM users and
roles.

Note
All of the following examples use the US East (N. Virginia) region (us-east-1) and contain a
fictitious AWS account ID.

Topics
¢ Allow a User to Get Information About Build Projects (p. 102)
¢ Allow a User to Create Build Projects (p. 103)
¢ Allow a User to Delete Build Projects (p. 103)
¢ Allow a User to Get a List of Build Project Names (p. 103)
¢ Allow a User to Change Information About Build Projects (p. 104)
¢ Allow a User to Get Information About Builds (p. 104)
e Allow a User to Get a List of Build IDs for a Build Project (p. 104)
¢ Allow a User to Get a List of Build IDs (p. 105)
¢ Allow a User to Begin Running Builds (p. 105)
¢ Allow a User to Attempt to Stop Builds (p. 105)

¢ Allow a User to Get Information About Docker Images that Are Managed by AWS
CodeBuild (p. 106)

Allow a User to Get Information About Build Projects

The following example policy statement allows a user to get information about build projects only in the
us- east - 1 region for account 123456789012 for any build project that starts with the name ny:

"Version": "2012-10-17",
"Statenment": [

"Effect": "Alow',
"Action": "codebuil d: Bat chGet Proj ects",
"Resource": "arn:aws:codebuil d: us-east-1:123456789012: proj ect/ my*"
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Allow a User to Create Build Projects

The following example policy statement allows a user to create build projects with any name but only
in the us- east - 1 region for account 123456789012 and using only the specified AWS CodeBuild
service role:

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "All ow',
"Action": "codebuil d: Creat eProject"”,
"Resource": "arn:aws:codebuil d: us-east-1:123456789012: proj ect/*"
1
{
"Effect": "All ow',
"Action": "iam PassRol e",
"Resource": "arn:aws:iam 123456789012: rol e/ CodeBui | dSer vi ceRol e"
}
]
}

Allow a User to Delete Build Projects

The following example policy statement allows a user to delete build projects only in the us- east - 1
region for account 123456789012 for any build project that starts with the name ny:

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Alow',
"Action": "codebuil d: Del et eProject"”,
"Resource": "arn:aws:codebuil d: us- east-1: 123456789012: proj ect/ ny*"
}
]
}

Allow a User to Get a List of Build Project Names

The following example policy statement allows a user to get a list of build project names for the same
account:

{
"Version": "2012-10-17",

"Statenent": [

{
"Effect": "Allow',
"Action": "codebuil d:ListProjects",
"Resource": "*"

}
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‘ }

Allow a User to Change Information About Build Projects

The following example policy statement allows a user to change information about build projects with
any name but only in the us- east - 1 region for account 123456789012 and using only the specified
AWS CodeBuild service role:

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Alow',
"Action": "codebuil d: Updat eProj ect",
"Resource": "arn:aws:codebuil d: us-east-1:123456789012: proj ect/*"
3
{
"Effect": "Alow',
"Action": "iam PassRol e",
"Resource": "arn:aws:iam 123456789012: r ol e/ CodeBui | dServi ceRol e"
}
]
}

Allow a User to Get Information About Builds

The following example policy statement allows a user to get information about builds only in the us-
east - 1 region for account 123456789012 for the build projects named ny- bui | d- pr oj ect and ny-
ot her-bui |l d- proj ect:

{
"Version": "2012-10-17",
"Statenment": [
{
"Effect": "Alow',
"Action": "codebuil d: Bat chGet Bui | ds",
"Resource": |
"arn: aws: codebui | d: us-east-1: 123456789012: pr oj ect/ nmy-bui | d- proj ect”,
"arn: aws: codebui | d: us-east-1: 123456789012: pr oj ect/ ny- ot her - bui | d-
proj ect"
]
}
]
}

Allow a User to Get a List of Build IDs for a Build Project

The following example policy statement allows a user to get a list of build IDs only in the us- east - 1
region for account 123456789012 for the build projects named ny- bui | d- pr oj ect and ny- ot her -
bui | d- proj ect:

"Version": "2012-10-17",
"Statenment": [

{
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"Effect": "Alow',
"Action": "codebuil d: Li st Buil dsFor Proj ect",
"Resource": |
"arn: aws: codebui | d: us-east-1: 123456789012: pr oj ect/ nmy-bui | d- proj ect”,
"arn: aws: codebui | d: us-east-1: 123456789012: pr oj ect/ ny- ot her - bui | d-
project"
]
}
]
}

Allow a User to Get a List of Build IDs

The following example policy statement allows a user to get a list of all build IDs for the same account:

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Allow',
"Action": "codebuild:ListBuilds",
"Resource": "*"
}
]
}

Allow a User to Begin Running Builds

The following example policy statement allows a user to run builds only in the us- east - 1 region for
account 123456789012 for build project that starts with the name ny:

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Al ow',
"Action": "codebuild:StartBuild",
"Resource": "arn:aws:codebuil d: us-east-1:123456789012: proj ect/ my*"
}
]
}

Allow a User to Attempt to Stop Builds

The following example policy statement allows a user to attempt to stop running builds only in the us-
east - 1 region for account 123456789012 for any build project that starts with the name ny:

"Version": "2012-10-17",
"Statenment": [

"Effect": "Alow',
"Action": "codebuil d: St opBui |l d",
"Resource": "arn:aws:codebuil d: us-east-1:123456789012: proj ect/ my*"
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Allow a User to Get Information About Docker Images that Are
Managed by AWS CodeBuild

The following example policy statement allows a user to get information about all Docker images that
are managed by AWS CodeBuild:

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Allow',
"Action": "codebuil d: Li st CuratedEnvi ronnment | mages",
"Resource": "*"
}
]
}

AWS CodeBuild Permissions Reference

You can use the following table as a reference when you are setting up Access Control (p. 97) and
writing permissions policies that you can attach to an IAM identity (identity-based policies).

You can use AWS-wide condition keys in your AWS CodeBuild policies to express conditions. For a
list, see Available Keys in the IAM User Guide.

You specify the actions in the policy's Act i on field. To specify an action, use the codebui I d:
prefix followed by the API operation name (for example, codebui | d: Cr eat ePr oj ect

and codebui | d: St ar t Bui | d). To specify multiple actions in a single statement, separate
them with commas (for example, " Acti on": [ "codebuil d: Creat eProject”,

"codebui Il d: StartBui | d" ]).

Using Wildcard Characters

You specify an ARN, with or without a wildcard character (*), as the resource value in the policy's
Resour ce field. You can use a wildcard to specify multiple actions or resources. For example,
codebui | d: * specifies all AWS CodeBuild actions and codebui | d: Bat ch* specifies all AWS
CodeBuild actions that begin with the word Bat ch. The following example grants access to all build
project with names that begin with ny:

arn: aws: codebui | d: us-east - 1: 123456789012 pr oj ect s/ ny*

AWS CodeBuild API Operations and Required Permissions for Actions

Bat chGet Bui | ds
Action: codebui | d: Bat chGet Bui | ds

Required to get information about builds.

Resource: arn: aws: codebui | d: regi on-1 D: account - | D: proj ect/ proj ect - nane

Bat chGet Pr oj ect s
Action: codebui | d: Bat chGet Proj ect s
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Required to get information about build projects.

Resource: arn: aws: codebui | d: regi on-1 D: account - | D: proj ect/ proj ect - nane

Cr eat ePr oj ect
Actions: codebui | d: Creat eProj ect, i am PassRol e

Required to create build projects.

Resources: arn: aws: codebui | d: regi on-1 D: account - | D: proj ect/ proj ect - nane,
arn:aws:iam account -1 D: rol e/ rol e- nane

Del et eProj ect
Action: codebui | d: Del et ePr oj ect

Required to delete build projects.

Resource: arn: aws: codebui | d: regi on-1 D: account - | D: proj ect/ proj ect - nane

Li st Buil ds
Action: codebui | d: Li st Bui | ds

Required to get a list of build IDs.

Resource: *

Li st Bui | dsFor Proj ect
Action: codebui | d: Li st Bui | dsFor Pr oj ect

Required to get a list of build IDs for a build project.

Resource: arn: aws: codebui | d: regi on-1 D: account - | D: proj ect/ proj ect - nane

Li st Cur at edEnvi r onnent | nages
Action: codebui | d: Li st Cur at edEnvi ronnment | nages

Required to get information about all Docker images that are managed by AWS CodeBuild.

Resource: * (required, but does not refer to an addressable AWS resource)

Li st Projects
Action: codebui | d: Li st Proj ects

Required to get a list of build project names.

Resource: *

StartBuild
Action: codebui | d: StartBuil d

Required to start running builds.

Resource: arn: aws: codebui | d: regi on-1 D: account - | D: pr oj ect/ proj ect - nane

St opBui | d
Action: codebui | d: St opBui I d

Required to attempt to stop running builds.

Resource: arn: aws: codebui | d: regi on-1 D: account - | D: pr oj ect/ proj ect - nane

Updat ePr oj ect
Actions: codebui | d: Updat ePr oj ect, i am PassRol e

Required to change information about builds.

Resources: arn: aws: codebui | d: regi on-1 D: account - | D: pr oj ect/ proj ect - nane,
arn:aws:iam account -1 D: rol e/ rol e- nane
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Use these samples to experiment with AWS CodeBuild:

Name

Amazon ECR Sample (p. 109)

Ant Sample (p. 111)

AWS CodeDeploy Sample (p. 115)

Build Notifications Sample (p. 118)

Docker Sample (p. 122)

Elastic Beanstalk Sample (p. 127)

Maven Sample (p. 130)

Node.js Sample (p. 133)

Description

Uses a Docker image in an Amazon ECR
repository to use Apache Maven to produce a
single JAR file.

Uses JUnit to test whether specific string values
are output. Uses Apache Ant to produce a single
JAR file.

Uses Apache Maven to produce a single JAR
file. Uses AWS CodeDeploy to deploy the JAR
file to an Amazon Linux instance. You can also
use AWS CodePipeline to build and deploy the
sample.

Uses Apache Maven to produce a single JAR
file. Sends a build notification to subscribers of
an Amazon SNS topic.

Uses Docker to produce a Docker image with
Apache Maven. Pushes the Docker image to a
repository in Amazon ECR. You can also adapt
this sample to push the Docker image to Docker
Hub.

Uses Apache Maven to produce a single WAR
file. Uses Elastic Beanstalk to deploy the WAR
file to an Elastic Beanstalk instance. You can
also use AWS CodePipeline to build and deploy
the sample.

Uses Apache Maven to produce a single JAR
file.

Uses Mocha to test whether an internal variable
in code contains a specific string value. Produces
a single .js file.
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Name Description

Python Sample (p. 135) Uses Python to test whether an internal variable

in code is set to a specific string value. Produces
a single .py file.

Ruby Sample (p. 137) Uses RSpec to test whether an internal variable

in code is set to a specific string value. Produces
a single .rb file.

Scala Sample (p. 139) Uses sbt to produce a single JAR file.
WAR Sample (p. 142) Uses Apache Maven to produce a single WAR
file.

Amazon ECR Sample for AWS CodeBuild

This sample uses a Docker image in an Amazon EC2 Container Registry (Amazon ECR) image
repository to build the Maven Sample (p. 130) for AWS CodeBuild.

Important

Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3,
AWS KMS, CloudWatch Logs, and Amazon ECR. For more information, see AWS CodeBuild
Pricing, Amazon S3 Pricing, AWS Key Management Service Pricing, Amazon CloudWatch
Pricing, and Amazon EC2 Container Registry Pricing.

Running the Sample

To run this sample:

1.

To create and push the Docker image to your image repository in Amazon ECR, complete the
steps in the Running the Sample section of the Docker Sample (p. 122).

To create and upload the source code to be built, complete steps 1 through 4 of the Running the
Sample section of the Maven Sample (p. 130).

Assign permissions to your image repository in Amazon ECR so that AWS CodeBuild can pull the
repository's Docker image into the build environment:

1. If you are using an IAM user instead of an AWS root account or an administrator IAM user
to work with Amazon ECR, add the statement (between ### BEG N ADDI NG STATEMENT
HERE ### and ### END ADDI NG STATEMENT HERE ###) to the user (or IAM group the
user is associated with). (Using an AWS root account is not recommended.) This statement
enables access to managing permissions for Amazon ECR repositories. Ellipses (. . . ) are
used for brevity and to help you locate where to add the statement. Do not remove any
statements, and do not type these ellipses into the policy. For more information, see Working
with Inline Policies Using the AWS Management Console in the IAM User Guide.

{

"Statenment": [
### BEG N ADDI NG STATEMENT HERE ###
{
"Action": [
"ecr: *Reposi toryPolicy"
1,
"Resource": "*",
"Effect": "All ow'
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© N o ok~ wDd

10.

11.

b
###%# END ADDI NG STATEMENT HERE ###

1.
"Version": "2012-10-17"

Note
The IAM entity that modifies this policy must have permission in IAM to modify
policies.

Open the Amazon ECS console at https://console.aws.amazon.com/ecs/.

Choose Repositories.

In the list of repository names, choose the name of the repository you created or selected.
Choose the Permissions tab, choose Add, and then create a statement.

For Sid, type an identifier (for example, CodeBui | dAccess).

For Effect, leave Allow selected because you want to allow access to AWS CodeBuild.

For Principal, type 201349592320, 570169269855, 964771811575. (These are the
internal AWS account IDs used by AWS CodeBuild to access Amazon ECR repositories in
supported AWS regions). Leave Everybody cleared because you want to allow access to
AWS CodeBuild only.

Note

The preceding internal AWS account IDs are for the US East (N. Virginia), EU
(Ireland), and US West (Oregon) regions, respectively. To deny AWS CodeBuild
access to Amazon ECR repositories in specific AWS regions, remove the internal
AWS account IDs for the AWS regions where you want to deny access.

Skip the All IAM entities list.

For Action, select Pull only actions.

All of the pull-only actions (ecr:DownloadUrlForLayer, ecr:BatchGetimage, and
ecr:BatchCheckLayerAvailability) will be selected.

Choose Save all.

This policy will be displayed in Policy document.

"Version": "2012-10-17",
"Statenment": [

{
"Sid": "CodeBuil dAccess",
"Effect": "Al ow',
"Principal": {
"AWS": [
"arn: aws: i am : 201349592320: root ",
"arn: aws: i am :570169269855: root ",
"arn:aws:iam :964771811575: root "
]
}s
"Action": [
"ecr: Get Downl oadUr | For Layer",
"ecr: Bat chGet | mage",
"ecr: Bat chCheckLayer Avai |l abi | ity"
]
}

]
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}

4. Create a build project, run the build, and view build information by following the steps in Run AWS
CodeBuild Directly (p. 38).

If you use the AWS CLI to create the build project, the JISON-formatted input to the cr eat e-
proj ect command might look similar to this. (Replace the placeholders with your own values.)

{
"nane": "anmmzon-ecr-sanpl e-project",
"source": {
"type": "S3",
"l ocation": "codebuil d-region-IDaccount-I|Dinput-
bucket/ Mavenl n5M nut esSanpl e. zi p"
b
"artifacts": {
"type": "S3",
"l ocation": "codebuil d-region-ID account-I| D out put - bucket ",
"packagi ng": "ZI P",
"nane": "Mavenl n5M nut esCut put Artifact. zi p"
I

"environment": {
"type": "LINUX_CONTAI NER",
"image": "account-1D.dkr.ecr.us-east-1.amazonaws. conf your - Amazon- ECR-
repo-nane: | atest",
"conmput eType": "BU LD _GENERAL1_SMALL"
b
"serviceRole": "arn:aws:iam:account-ID:rol e/rol e-nane",
"encrypti onKey": "arn:aws: kns: region-1D:account-1D: key/ key-1D"

}

To get the build output artifact, open your Amazon S3 output bucket.

Download the Mavenl n5M nut esCut put Arti fact. zi p file to your local computer or instance,
and then extract the contents of the Mavenl n5M nut esQut put Arti fact. zi p file. In the
extracted contents, open the t ar get folder to get the my- app- 1. 0- SNAPSHOT. j ar file.

Ant Hello World Sample for AWS CodeBuild

This Ant sample uses JUnit to test whether specific string values appear in the output. It produces
a single JAR file named Hel | oWor | d. j ar . This sample is based on the Tutorial: Hello World with
Apache Ant on the Apache Ant website.

Important
Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3, AWS
KMS, and CloudWatch Logs. For more information, see AWS CodeBuild Pricing, Amazon S3
Pricing, AWS Key Management Service Pricing, and Amazon CloudWatch Pricing.
Topics
¢ Running the Sample (p. 112)
« Directory Structure (p. 112)

* Files (p. 113)
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Running the Sample

To run this sample:

1.

Create the directory structure and files as described in the Directory Structure and Files sections of
this topic, and then upload them to an Amazon S3 input bucket or an AWS CodeCommit or GitHub
repository.

Important

Do not upload (root directory nane), justthe directories and files inside of (r oot
directory nane).

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains
the directory structure and files, and then upload it to the input bucket. Do not add
(root directory nane) tothe ZIP file, just the directories and files inside of ( r oot
directory nane).

Create an associated build project, run the build, and view related build information by following
the steps in Run AWS CodeBuild Directly (p. 38).

If you use the AWS CLI to create the build project, the JISON-formatted input to the cr eat e-
proj ect command might look similar to this. (Replace the placeholders with your own values.)

{
"nanme": "sanpl e-ant-hel | oworl d- project",
"source": {
"type": "S3",
"l ocation": "codebuil d-region-IDaccount-I|Dinput-
bucket/ Ant Hel | oWor | dSanpl e. zi p"
b
"artifacts": {
"type": "S3",
"l ocation": "codebuild-region-ID account -1 D out put - bucket ",
"packagi ng": "ZI P",
"nane": "AntHel | oWorl dQut put Artifact. zi p"
b
"environnment": {
"type": "LINUX_CONTAI NER',
"image": "aws/codebuil d/java: openj dk- 8",
"conput eType": "BU LD _GENERAL1_SMALL"
b
"serviceRole": "arn:aws:iam:account-ID:rol e/rol e-nane",
"encryptionKey": "arn:aws: kns: region-|D:account -1 D: key/ key- | D"
}

To get the build output artifact, in your Amazon S3 output bucket, download the

Ant Hel | oWor | dQut put Arti fact . zi p file to your local computer or instance, and then
extract the contents of the file. In the extracted contents, open the bui | d/ j ar folder to get the
Hel | oWor | d. j ar file.

Directory Structure

This sample assumes this directory structure.

(root directory name)

| -- buildspec.ym
| -- build. xm
T-- src
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| -- Hell oMessageltil.java
| -- MessageUtil.java
“-- TestMessageltil.java

Files

This sample uses these files

bui | dspec.ym (in(root directory nane))

version: 0.1

phases:
install:
comrands:
- echo Downl oading JUnit JAR file...
- nkdir lib

- wget http://central.maven.org/ maven2/junit/junit/4.10/junit-4.10.jar
-O./libljunit-4.10.jar

pre_buil d:
comrands:
- echo Creating directories...
- nkdir build

- nkdir build/classes
- nkdir build/jar
bui | d:
conmands:
- echo Build started on “date’
- ant
post _bui |l d:
conmands:
- echo Build conpleted on “date’
artifacts:
files:
- build/jar/Hellowrld.jar

buil d.xm (in(root directory nane))

<?xm version="1.0"?>
<proj ect nanme="Hel | oWor| d" defaul t="run" basedir=".">
<property nanme="build.dir" location="build"/>
<property name="cl asses.dir" value="${build.dir}/classes"/>
<property name="jar.dir" value="${build.dir}/jar"/>
<property name="lib.dir" |ocation="Iib"/>
<property name="src.dir" |ocation="src"/>
<property nanme="nmai n-cl ass" val ue="Hel | oMessageltil"/>
<pat h id="cl asspat h. base"/ >
<path id="cl asspath.test">
<pat hel ement location="${lib.dir}/junit-4.10.jar"/>
<pat hel ement | ocation="%{src.dir}"/>
<pat hel ement | ocation="${cl asses.dir}"/>
<pat h refid="cl asspat h. base"/ >
</ pat h>
<target nane="conpile">
<javac srcdir="${src.dir}" destdir="9%{classes.dir}" verbose="true">
<cl asspath refid="cl asspath.test"/>

API Version 2016-10-06
113




AWS CodeBuild User Guide
Files

</javac>
</target>
<target nanme="jar" depends="conpile">
<jar destfile="${jar.dir}/${ant.project.nane}.jar"
basedi r="${cl asses.dir}">
<mani f est >
<attribute nane="Mii n-d ass" val ue="${nai n-cl ass}"/>
</ mani f est >
</jar>
</target>
<target nanme="test" depends="jar">
<junit printsumrary="yes">
<cl asspath refid="cl asspath.test"/>
<fornatter type="brief" usefile="false"/>
<t est nanme="Test Messageltil"/>
</junit>
</target>
<target name="run" depends="test">
<java jar="${jar.dir}/${ant.project.nane}.jar" fork="true"/>
</target>
</ pr oj ect >

Hel | oMessageltil.java (in (root directory nane)/src)

public class Hell oMessageUtil {
public static void main(String[] args) ({

String message = "Robert";
MessageUti|l messageUtil = new Messageltil (nessage);

Systemout. println("Inside main()");
messageUtil . print Message();
messageltil . sal utati onMessage();

MessageUtil.java (in(root directory nane)/src)

public class MessageUtil ({
private String nessage;

public MessageUtil (String nessage)({
thi s. ressage = nessage;

}

public String printMssage(){
System out . printl n(nmessage);
return nessage;

}

public String sal utationMessage(){
nmessage = "Hi!" + nessage;
System out . printl n(nmessage);
return nessage;

}
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}

Test MessageUtil.java (in(root directory nane)/src)

inmport org.junit. Test;
import org.junit.lgnore;
import static org.junit.Assert.assertEquals;

public class TestMessageUtil {

String message = "Robert";
MessageUti|l nessageltil = new Messageltil (nessage);

@rest

public void testPrintMessage() {
Systemout. println("Inside testPrintMssage()");
assert Equal s( nessage, nessageUti |l . pri nt Message());

}

@rest
public void testSalutati onMessage() {
Systemout. println("Inside testSalutati onMessage()");
nmessage = "Hi!" + "Robert";
assert Equal s( nessage, nessagelti |l . sal utati onMessage());
}
}

AWS CodeDeploy Sample for AWS CodeBuild

This sample instructs AWS CodeBuild to use Maven to produce as build output a single JAR file
named ny- app- 1. 0- SNAPSHOT. j ar . This sample then uses AWS CodeDeploy to deploy the JAR file
to an Amazon Linux instance. (Alternatively, you can use AWS CodePipeline to automate the use of
AWS CodeDeploy to deploy the JAR file to an Amazon Linux instance.) This sample is based on the
Maven in 5 Minutes topic on the Apache Maven website.

Important

Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3,
AWS KMS, CloudWatch Logs, and Amazon EC2. For more information, see AWS CodeBuild
Pricing, Amazon S3 Pricing, AWS Key Management Service Pricing, Amazon CloudWatch
Pricing, and Amazon EC2 Pricing.

Running the Sample

To run this sample:

1. Download and install Maven. For more information, see Downloading Apache Maven and
Installing Apache Maven on the Apache Maven website.

2. Switch to an empty directory on your local computer or instance, and then run this Maven
command.

mvn ar chet ype: generate - Dgroupl d=com nmyconpany. app -Dartifactld=ny-app -
Dar chet ypeArti fact| d=maven- ar chet ype- qui ckstart -Di nteracti veMde=fal se

If successful, this directory structure and files will be created.
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(root directory nane)

T-- ny-app
| -- pom xm
-- src
|-- main
| -- java
| T-- com
| T-- nyconpany
| T--app
| T-- App.java
T-- test
-- java
T-- com
T-- nyconpany
T--app

“-- AppTest.java

Create a file with this content. Name the file bui | dspec. ym , and then add it to the (r oot
directory nane)/ my-app directory.

version: 0.1

phases:
bui | d:
comands:
- echo Build started on “date’
- mvn test
post _bui l d:
comands:
- echo Build conpleted on “date’
- nvn package
artifacts:
files:
- target/ny-app-1. 0- SNAPSHOT. j ar
- appspec.ym
di scard- paths: yes

Create a file with this content. Name the file appspec. ynl , and then add it to the ( r oot
directory nane)/ my-app directory.

version: 0.0
os: linux
files:
- source: ./ny-app-1.0-SNAPSHOT. j ar
destination: /tnp

When finished, your directory structure and file should look like this.

(root directory nane)
T-- ny-app
| -- buil dspec. yn
| -- appspec. yn
| -- pom xn
T-- src
|-- main
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5.

6.

| -- java
| T-- com
| T-- nyconpany
| T--app
| “-- App.java
T-- test
-- java
T-- com
“-- nyconpany
S app

-- AppTest.java

Create a ZIP file that contains the directory structure and files inside of (r oot directory
nane) / ny- app, and then upload the ZIP file to a source code repository type supported by AWS
CodeBuild and AWS CodeDeploy, such as an Amazon S3 input bucket or a GitHub repository.

Important

Do notadd (root directory nanme) or(root directory nane)/ny-app tothe
ZIP file, just the directories and files inside of (r oot di rectory nane)/ ny-app. The
ZIP file should contain these directories and files:

CodeDepl oySanpl e. zi p
| --buil dspec. ym
| -- appspec.ym
| -- pom xm
-- src
|-- main
| -- java
| T-- com
| *-- nyconpany
| T--app
| T-- App.java
T-- test
-- java
T-- com
“-- nyconpany
T--app
" -- AppTest.java

Create a build project by following the steps in Create a Build Project (p. 40).

If you use the AWS CLI to create the build project, the JISON-formatted input to the cr eat e-
pr oj ect command might look similar to this. (Replace the placeholders with your own values.)

{
"nanme": "sanpl e- codedepl oy- proj ect",
"source": {
"type": "S3",
"l ocation": "codebuild-region-1D account-IDinput-
bucket / CodeDepl oySanpl e. zi p"
}
"artifacts": {
"type": "S3",
"l ocation": "codebuild-region-ID account-| D out put - bucket ",
"packagi ng": "ZIP",
"nanme": "CodeDepl oyQut put Artifact.zip"
}

"environnment": {
"type": "Ll NUX_CONTAI NER',
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"i mage": "aws/codebuil d/java: openj dk- 8",

"conput eType": "BU LD_GENERAL1_ SMALL"
b
"serviceRole": "arn:aws:iam:account-I|D:role/rol e-nanme",
"encryptionKey": "arn:aws: kns: region-|D:account -1 D: key/ key- | D"

}

7. If you plan to deploy the build output artifact with AWS CodeDeploy, then follow the steps in Run
a Build (p. 60). Otherwise, skip this step. (This is because if you plan to deploy the build output
artifact with AWS CodePipeline, then AWS CodePipeline will use AWS CodeBuild to run the build
automatically.)

8. Complete the setup steps for using AWS CodeDeploy, including:

¢ Grant the IAM user access to AWS CodeDeploy and the AWS services and actions AWS
CodeDeploy depends on. For more information, see Provision an IAM User in the AWS
CodeDeploy User Guide.

e Create or identify a service role to enable AWS CodeDeploy to identify the instances where it
will deploy the build output artifact. For more information, see Creating a Service Role for AWS
CodeDeploy in the AWS CodeDeploy User Guide.

« Create or identify an 1AM instance profile to enable your instances to access the Amazon S3
input bucket or GitHub repository that contains the build output artifact. For more information,
see Creating an IAM Instance Profile for Your Amazon EC2 Instances in the AWS CodeDeploy
User Guide.

9. Create or identify an Amazon Linux instance compatible with AWS CodeDeploy where the build
output artifact will be deployed. For more information, see Working with Instances for AWS
CodeDeploy in the AWS CodeDeploy User Guide.

10. Create or identify an AWS CodeDeploy application and deployment group. For more information,
see Creating an Application with AWS CodeDeploy in the AWS CodeDeploy User Guide.

11. Deploy the build output artifact to the instance.

To deploy with AWS CodeDeploy, see Deploying a Revision with AWS CodeDeploy in the AWS
CodeDeploy User Guide.

To deploy with AWS CodePipeline, see Use AWS CodePipeline with AWS CodeBuild (p. 25).

12. To find the build output artifact after the deployment is complete, sign in to the instance and look in
the / t mp directory for the file named nmy- app- 1. 0- SNAPSHOT. j ar .

Build Notifications Sample for AWS CodeBuild

This sample uses Apache Maven to produce as build output a single JAR file named ny- app- 1. O-
SNAPSHOT. j ar . This sample is based on the Maven in 5 Minutes topic on the Apache Maven website.
After the build is complete, AWS CodeBuild sends a build notification through Amazon SNS to
subscribers.

Important

Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3,
AWS KMS, CloudWatch Logs, and Amazon SNS. For more information, see AWS CodeBuild
Pricing, Amazon S3 Pricing, AWS Key Management Service Pricing, Amazon CloudWatch
Pricing, and Amazon SNS Pricing.

Running the Sample

To run this sample:
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If you already have a topic set up and subscribed to in Amazon SNS that you want to use for this
sample, skip ahead to step 4. Otherwise, if you are using an IAM user instead of an AWS root
account or an administrator IAM user to work with Amazon SNS, add the following statement
(between ### BEG N ADDI NG STATEMVENT HERE ### and ### END ADDI NG STATEMENT
HERE ###) to the user (or IAM group the user is associated with). (Using an AWS root account is
not recommended.) This statement enables viewing, creating, subscribing, and testing the sending
of notifications to topics in Amazon SNS. Ellipses (. . . ) are used for brevity and to help you locate
where to add the statement. Do not remove any statements, and do not type these ellipses into the
existing policy.

{
"Statement": |
### BEG N ADDI NG STATEVMENT HERE ###
{
"Action": [
"sns: Creat eTopi c",
"sns: List*",
"sns: Publ i sh",
"sns: Set Topi cCAttri butes",
"sns: Subscri be"
|
"Resource": "*",
"Effect": "Allow'
},
### END ADDI NG STATENMENT HERE ###
|
"Version": "2012-10-17"
}

Note
The IAM entity that modifies this policy must have permission in IAM to modify policies.

Create or identify a topic in Amazon SNS. AWS CodeBuild will send build natifications to this topic.
For more information, see Create a Topic in the Amazon SNS Developer Guide.

Subscribe one or more recipients to the topic. For more information, see Subscribe to a Topic in
the Amazon SNS Developer Guide.

Add the following statement (between ### BEGQ N ADDI NG STATEMENT HERE ### and ###
END ADDI NG STATEMENT HERE ###) to the policy you attached to your AWS CodeBuild service
role. Ellipses (. . . ) are used for brevity and to help you locate where to add the statement. Do
not remove any statements, and do not type these ellipses into the policy. This statement enables
AWS CodeBuild to send build notifications to Amazon SNS topics.

{

"Statement": [
### BEG N ADDI NG STATEMENT HERE ###

{
"Effect": "All ow',
"Resource": [
"
1,
"Action": [
"sns: SendMessage",
"sns: Publ i sh"
]
I

### END ADDI NG STATEMENT HERE ###
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1.
"Version": "2012-10-17"

Note
The 1AM entity that modifies this policy must have permission in IAM to modify policies.

Download and install Maven on your local computer or instance. For more information, see
Downloading Apache Maven and Installing Apache Maven on the Apache Maven website.

Switch to an empty directory on your local computer or instance, and then run this Maven
command.

m/n ar chetype: generate -Dgroupl d=com nmyconpany. app -Dartifactld=ny-app -
Dar chetypeArtifact| d=maven- ar chet ype-qui ckstart -Di nteractiveMde=fal se

If successful, this directory structure and files will be created.

(root directory nane)

T-- ny-app
| -- pom xm
-- src
|-- main
| -- java
| T-- com
| T-- nyconpany
| T--app
| T-- App.java
T-- test
-- java
T-- com
“-- nyconpany
T--app

-- AppTest.java

Create a file with this content. Name the file named bui | dspec. ym , and then add it to the
(root directory nane)/ ny-app directory.

version: 0.1

envi ronment _vari abl es:
pl ai nt ext:
AWS_DEFAULT_REG ON: "region-| D
SNS_TOPI C_ARN:. "arn: aws: sns:region-1D:account-1D:topic-nane”

phases:
bui | d:
commands:
- echo Build started on “date’
- mv/n test
post _bui | d:
commands:
- echo Build conpleted on “date’
- nvn package
- aws sns publish --topic-arn $SNS_TOPI C_ARN --subj ect ' AWS
CodeBui | d - Build Conpleted --nessage 'The build has conpl et ed.
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For build details, go to https://consol e. aws. amazon. coni cl oudwat ch/
hone?r egi on=us- east - 1#| ogSt r eam gr oup=/ aws/ codebui | d/ sanpl e- bui | d-
notifications-project in Amazon C oudWatch Logs.'
artifacts:

files:
- target/ny-app-1. 0- SNAPSHOT. j ar

Replace r egi on-1 D, account - |1 D, and t opi c- nane with your AWS region ID, your AWS
account ID, and your Amazon SNS topic name.

When finished, your directory structure and file should look like this.

(root directory nane)

T-- ny-app
| -- buildspec.ym
| -- pom xm
T-- src
|-- main
| T-- java
| -- com
I -- nyconpany
I T-- app
I “-- App.java
T-- test
T-- java
T-- com
*-- nyconpany
. app

-- AppTest.java

Upload this contents of the my- app directory to an Amazon S3 input bucket or an AWS
CodeCommit or GitHub repository.

Important

Do not upload (root directory nane) or(root directory nane)/ny-app, just
the directories and files inside of (r oot directory nane)/ my-app.

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains the
directory structure and files, and then upload it to the input bucket. Do not add (r oot
directory nane) or(root directory nane)/ nmy-app tothe ZIP file, just the
directories and files inside of (r oot directory nane)/ ny-app.

Create a build project, run the build, and view build information by following the steps in Run AWS
CodeBuild Directly (p. 38).

For example, if you use the AWS CLI to create the build project, the JISON-formatted input to the
cr eat e- proj ect command might look similar to this. (Replace the placeholders with your own
values.)

{
"nanme": "sanpl e-build-notifications-project”,
"source": {
“"type": "S3",
"l ocation": "codebuild-region-1D account-I1Dinput-
bucket/ Bui | dNot i fi cati onsSanpl e. zi p"
}
"artifacts": {
“"type": "S3",
"l ocation": "codebuild-region-ID account-| D out put - bucket ",

"packagi ng": "ZIP",
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name": "Buil dNotificationsQutputArtifact.zip"
b
"environment": {
"type": "LINUX_CONTAI NER',
"i mage": "aws/codebuil d/java: openj dk- 8",
"conput eType": "BU LD_GENERAL1_ SMALL"
}

erviceRol e": "arn:aws:iam:account-I1D:role/rol e-nanme",
"encryptionKey": "arn:aws: kns: region-|D:account -1 D: key/ key- | D"

}

10. Confirm that AWS CodeBuild successfully sent the build notification. For example, if you
subscribed your email address to the Amazon SNS topic, check to see if the build notification
email is now in your inbox.

11. To get the build output artifact, open your Amazon S3 output bucket.

12. Download the Bui | dNot i fi cati onsQut put Artifact. zi p file to your local computer or
instance, and then extract the contents of the file. In the extracted contents, open the t ar get
folder to get the my- app- 1. 0- SNAPSHOT. | ar file.

Docker Sample for AWS CodeBuild

This sample produces as build output a Docker image and then pushes the Docker image to an
Amazon EC2 Container Registry (Amazon ECR) image repository. You can adapt this sample to push
the Docker image to Docker Hub. For more information, see Adapting the Sample to Push the Image to
Docker Hub (p. 125).

This sample was tested referencing the maven: 3. 3. 9-j dk- 8 Docker image in Docker Hub.

Important

Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3,
AWS KMS, CloudWatch Logs, and Amazon ECR. For more information, see AWS CodeBuild
Pricing, Amazon S3 Pricing, AWS Key Management Service Pricing, Amazon CloudWatch
Pricing, and Amazon EC2 Container Registry Pricing.

Topics
¢ Running the Sample (p. 122)
¢ Directory Structure (p. 125)
¢ Files (p. 125)
¢ Adapting the Sample to Push the Image to Docker Hub (p. 125)

Running the Sample

To run this sample:

1. If you already have an image repository in Amazon ECR you want to use, skip to step 3.
Otherwise, if you are using an IAM user instead of an AWS root account or an administrator IAM
user to work with Amazon ECR, add this statement (between ### BEG N ADDI NG STATEMENT
HERE ### and ### END ADDI NG STATEMENT HERE ###) to the user (or IAM group the user
is associated with). (Using an AWS root account is not recommended.) This statement enables
creating Amazon ECR repositories for storing Docker images. Ellipses (. . . ) are used for brevity
and to help you locate where to add the statement. Do not remove any statements, and do not
type these ellipses into the policy. For more information, see Working with Inline Policies Using the
AWS Management Console in the IAM User Guide.
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{

"Statement": |
### BEG N ADDI NG STATEMENT HERE ###
{
"Action": [
"ecr: Creat eReposi tory"
1.
"Resource": "*",
"Effect": "Allow
I
### END ADDI NG STATEMENT HERE ###

|
"Version": "2012-10-17"

Note
The IAM entity that modifies this policy must have permission in IAM to modify policies.

Create an image repository in Amazon ECR. Be sure to create the repository in the same AWS
region where you will be creating your build environment and running your build. For more
information, see Creating a Repository in the Amazon ECR User Guide. This repository's name
must match the repository name you will specify later in this procedure, represented by the

| MAGE_REPO_NAME environment variable.

Add this statement (between ### BEG N ADDI NG STATEMENT HERE ### and ### END

ADDI NG STATEMENT HERE ###) to the policy you attached to your AWS CodeBuild service role.
This statement enables AWS CodeBuild to upload Docker images to Amazon ECR repositories.
Ellipses (. . . ) are used for brevity and to help you locate where to add the statement. Do not
remove any statements, and do not type these ellipses into the policy.

{
"Statement": [
### BEG N ADDI NG STATEMENT HERE ###
{
"Action": [
"ecr: Bat chCheckLayer Avai l abi lity",
"ecr: Conpl et eLayer Upl oad",
"ecr: Get Aut hori zati onToken",
"ecr:InitiatelLayer Upl oad",
"ecr: Putl mage",
"ecr: Upl oadLayer Part ™"
1
"Resource": "*",
"Effect": "All ow'
H
### END ADDI NG STATEMENT HERE ###
1.
"Version": "2012-10-17"
}

Note
The 1AM entity that modifies this policy must have permission in IAM to modify policies.

Create the files as described in the Directory Structure and Files sections of this topic, and then
upload them to an Amazon S3 input bucket or an AWS CodeCommit or GitHub repository.
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Important

Do not upload (root directory nane), justthe files inside of (r oot directory
nane) .

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains the
files, and then upload it to the input bucket. Do not add (r oot di rectory nane) tothe
ZIP file, just the files inside of (r oot directory nane).

5. Create a build project, run the build, and view related build information by following the steps in
Run AWS CodeBuild Directly (p. 38).

If you use the AWS CLI to create the build project, the JISON-formatted input to the cr eat e-
proj ect command might look similar to this. (Replace the placeholders with your own values.)

{
"nanme": "sanpl e-docker-project"”,
"source": {
"type": "S3",
"l ocation": "codebuild-region-1D account-IDinput-
bucket / Docker Sanpl e. zi p"
}
"artifacts": {
"type": "NO_ARTI FACTS"
}
"environnment": {
"type": "LINUX_CONTAI NER',
"image": "aws/codebuil d/docker:1.12.1",
"conput eType": "BU LD GENERAL1_SMALL",
"envi ronnment Vari abl es": [
{
"nane": "AWS_DEFAULT_REG ON',
"val ue": "region-1D"
}
{
"nane": "AWS_ACCOUNT_I D',
"val ue": "account-I|D"
}
{
"nane": "I MAGE_REPO NAME",
"val ue": "Amazon- ECR-repo- nane"
}
{
"nane": "I MAGE_TAG',
"value": "latest"
}
]
}
"serviceRole": "arn:aws:iam:account-ID:role/rol e-nanme",
"encryptionKey": "arn:aws: kns:region-1D:account-|D: key/ key-1D"
}

6. Confirm that AWS CodeBuild successfully pushed the Docker image to the repository:

1. Open the Amazon ECS console at https://console.aws.amazon.com/ecs/.
2. Choose Repositories.

3. Choose the repository name. The image should be listed on the Images tab.
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Directory Structure

This sample assumes this directory structure.

(root directory nane)
| -- buildspec.ym
“-- Dockerfile

Files

This sample uses these files.

bui | dspec.ym (in(root directory nane))

version: 0.1

phases:
pre_buil d:
comrands:
- echo Logging in to Amazon ECR ..
- $(aws ecr get-login --regi on $AWS DEFAULT_REG ON)
bui I d:
conmmrands:

- echo Build started on “date’
- echo Building the Docker inage...
- docker build -t $I MAGE_REPO NAME .
- docker tag $I MAGE_REPO_NAME: $| MAGE_TAG $AWS_ACCOUNT_I D. dkr . ecr .
$AWS_DEFAULT_REG ON. amazonaws. com $| MAGE_REPO_NAME: $I MAGE_TAG
post _bui |l d:
commrands:
- echo Build conpleted on “date’
- echo Pushing the Docker inmmge...
- docker push $AWS_ACCOUNT_I D. dkr. ecr.
$AWS_DEFAULT_REG ON. amazonaws. com $| MAGE_REPO_NAME: $| MAGE_TAG

Dockerfile (in(root directory nane))

FROM maven: 3. 3. 9-j dk- 8

RUN echo "Hello World"

Adapting the Sample to Push the Image to Docker
Hub

To push the Docker image to Docker Hub instead of Amazon ECR, modify this sample's code.

1. Replace these Amazon ECR-specific lines of code in the bui | dspec. yni file:

pre_buil d:
comands:
- echo Logging in to Amazon ECR ..
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2.

3.

- $(aws ecr get-login --region $AW5_DEFAULT_REG ON)
bui | d:
comands:
- echo Build started on “date’
- echo Building the Docker inmage...
- docker build -t $I MAGE_REPO NAME: $| MAGE_TAG .
- docker tag $I MAGE_REPO_NAME: $| MAGE_TAG $AWS_ACCOUNT_I D. dkr . ecr.
$AWE_DEFAULT_REGQ ON. amazonaws. com $I MAGE_REPO_NAME: $| MAGE_TAG
post _bui | d:
comands:
- echo Build conpleted on “date’
- echo Pushing the Docker inage...
- docker push $AWS_ACCOUNT_I D. dkr. ecr.
$AWE_DEFAULT_REGQ ON. amazonaws. com $I MAGE_REPO_NAME: $| MAGE_TAG

With these Docker Hub-specific lines of code.

pre_buil d:
commands:
- echo Logging in to Docker Hub...
- docker | ogin --usernanme="$DOCKER HUB_USERNAME" - -
passwor d=" $DOCKER_HUB_PASSWORD"
bui | d:
comands:
- echo Build started on "date’
- echo Building the Docker inmage...
- docker build -t $I MAGE_REPO NAME: $| MAGE_TAG .
- docker tag $| MAGE_REPO NAME: $| MAGE_TAG $| MAGE_REPO NAME: $| MAGE_TAG
post _bui |l d:
conmands:
- echo Build conpleted on “date’
- echo Pushing the Docker image...
- docker push $I MAGE_REPO NAME: $| MAGE_TAG

Upload the modified code to an Amazon S3 input bucket or an AWS CodeCommit or GitHub
repository.

Important

Do not upload (root directory nane), justthe files inside of (root directory
nane) .

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains the
files, and then upload it to the input bucket. Do not add (r oot di rectory nane) tothe
ZIP file, just the files inside of (r oot directory nane).

Replace these lines of code from the JISON-formatted input to the cr eat e- pr oj ect command:

"envi ronnment Vari abl es": [

{
"name": "AWS_DEFAULT_REQ ON',
"val ue": "region-ID"

H

{
"hame": "AWS_ACCOUNT | D',
"val ue": "account-1D"

H
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{
"nanme": "I MAGE_REPO_NAME",
"val ue": "Amazon- ECR-repo- nanme"
},
{
"nanme": "I MAGE_TAG',
"value": "latest"
}
]

With these lines of code, which specifies and separates your Docker Hub credentials and
repository name from the source code.

"envi ronment Vari abl es": [
{
"name": " DOCKER_HUB_USERNAME',
"val ue": "your-Docker - Hub- user - nane"
I
{
"name": " DOCKER_HUB_PASSWORD',
"val ue": "your-Docker - Hub- passwor d"
I
{
"name": "1 MAGE_REPO_NAME',
"val ue": "your - Docker - Hub-repo- nane"
I
{
"name": "1 MAGE_TAG',
"value": "latest"
}
]

4. Follow the steps in Run AWS CodeBuild Directly (p. 38) to create a build environment, run the
build, and view related build information.

5. Confirm that AWS CodeBuild successfully pushed the Docker image to the repository. Sign in to
Docker Hub, go to the repository, and choose the Tags tab. The | at est tag should contain a very
recent Last Updated value.

AWS Elastic Beanstalk Sample for AWS
CodeBuild

This sample instructs AWS CodeBuild to use Maven to produce as build output a single WAR file
named ny- web- app. war . This sample then uses Elastic Beanstalk to deploy the WAR file to an
instance. (Alternatively, you can use AWS CodePipeline to automate the use of Elastic Beanstalk to
deploy the WAR file to an instance.) This sample is based on the WAR Sample (p. 142).

Important

Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3,
AWS KMS, CloudWatch Logs, and Amazon EC2. For more information, see AWS CodeBuild
Pricing, Amazon S3 Pricing, AWS Key Management Service Pricing, Amazon CloudWatch
Pricing, and Amazon EC2 Pricing.
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Running the Sample

To run this sample:

1.

Download and install Maven. For more information, see Downloading Apache Maven and
Installing Apache Maven on the Apache Maven website.

Switch to an empty directory on your local computer or instance, and then run this Maven
command.

mvn ar chet ype: gener at e - Dgr oupl d=com nyconpany. app -Darti fact | d=ny-web-app
-DarchetypeArtifactld=maven-ar chet ype- webapp - D nteracti veMbde=f al se

If successful, this directory structure and files will be created.

(root directory nane)

T-- ny-web-app
| -- pom xm
-- src
.- nmain
| -- resources
“-- webapp
| -- VEB-INF
| T-- web. xn
“-- index.jsp

Create a file with this content. Name the file bui | dspec. ynl , and then add it to the (r oot
di rectory nane)/ my-web- app directory.

version: 0.1

phases:
post _bui | d:
conmands:
- echo Build conpleted on “date’
- nvn package
artifacts:
files:

- target/ny-web-app. war
- nmove-war. sh
di scard- paths: yes

Create a file with this content. Name the file nove- war . sh, and then add it to the (r oot
directory nane)/ nmy-web- app directory.

#!/ bi n/ sh

sudo nv /var/lib/tontat 8/ webapps/ ROOT/ ny-web- app. war /var/lib/tontat 8/
webapps/

You will use this file later to move the deployed build output artifact to the correct location on the
instance.

When finished, your directory structure and file should look like this.

(root directory name)
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T-- ny-web-app
| -- buil dpsec.ym
| -- nmove-war. sh
| -- pom xm
T-- src
.- nmain
| -- resources
“-- webapp
| -- WVEB-INF
| T-- web. xn
T-- index.jsp

Upload this contents of the my- web- app directory to an Amazon S3 input bucket or an AWS
CodeCommit or GitHub repository.

Important

Do not upload (root directory nane) or(root directory nane)/ny-web-app,
just the directories and files inside of (r oot di rectory nane)/ nmy-web- app.

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains the
directory structure and files, and then upload it to the input bucket. Do not add ( r oot
directory nane) or(root directory nane)/ my-web-app tothe ZIP file, just the
directories and files inside of (r oot di rectory nane)/ ny-web-app. For example, the
ZIP file should contain these directories and files:

El asti cBeanst al kSanpl e. zi p
| -- buildpsec.yn
| -- move-war. sh

| -- pom xm
T-- src
T-- main
| -- resources
T-- webapp
| -- VAEB- I NF
| T-- web. xm
“-- index.jsp

Create a build project by following the steps in Create a Build Project (p. 40).

If you use the AWS CLI to create the build project, the JISON-formatted input to the cr eat e-
pr oj ect command might look similar to this. (Replace the placeholders with your own values.)

{
"nanme": "sanpl e-el asti c-beanst al k- proj ect",
"source": {
“"type": "S3",
"l ocation": "codebuild-region-1D account-IDinput-
bucket/ El asti cBeanst al kSanpl e. zi p"
}
"artifacts": {
“"type": "S3",
"l ocation": "codebuild-region-ID account-| D out put - bucket ",
"packagi ng": "ZIP",
"nanme": "El asticBeanstal kQut put Artifact. zi p"
}
"environnment": {
"type": "Ll NUX_CONTAI NER',
"image": "aws/codebuil d/java: openj dk- 8",
"conput eType": "BU LD GENERAL1 SMALL"
}
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10.

11.

12.

13.

"serviceRole": "arn:aws:iam:account-I|D:role/rol e-nanme",
"encryptionKey": "arn:aws: kns: region-|D:account -1 D: key/ key- | D"

}

If you plan to deploy the build output artifact with Elastic Beanstalk, then follow the steps in Run
a Build (p. 60). Otherwise, skip this step. (This is because if you plan to deploy the build output
artifact with AWS CodePipeline, then AWS CodePipeline will use AWS CodeBuild to run the build
automatically.)

Complete the setup steps for using Elastic Beanstalk, including:

* If you are using an IAM user instead of an AWS root account (not recommended) or an 1AM
administrator to access Elastic Beanstalk, grant the user access to Elastic Beanstalk and the
AWS services and actions Elastic Beanstalk depends on. For more information, see Elastic
Beanstalk User Policy in the AWS Elastic Beanstalk Developer Guide.

« Create or identify a service role to enable Elastic Beanstalk to interact with dependent AWS
resources. For more information, see Elastic Beanstalk Service Role in the AWS Elastic
Beanstalk Developer Guide.

» Create or identify an IAM instance profile to enable your Elastic Beanstalk instances to interact

with dependent AWS resources. For more information, see Elastic Beanstalk Instance Profile in
the AWS Elastic Beanstalk Developer Guide.

Create or identify an Elastic Beanstalk application. For more information, see Create an
Application in the AWS Elastic Beanstalk Developer Guide.

Create or identify an Elastic Beanstalk environment. For this sample, your environment should
contain a single-instance web server environment with a predefined configuration of Tomcat.
For more information, see The New Environment Wizard and Using the AWS Elastic Beanstalk
Tomcat Platform in the AWS Elastic Beanstalk Developer Guide.

Deploy the build output artifact to the instance.

If you use the Elastic Beanstalk New Environment wizard, the build output artifact should be
deployed automatically.

To deploy with AWS CodePipeline, see Use AWS CodePipeline with AWS CodeBuild (p. 25).

To find the build output artifact after the deployment is complete, sign in to the instance and look
in the / t np/ depl oynent / appl i cati on/ ROOT and /var /i b/t ontat 8/ webapps/ ROOT
directories for the files named nove- war . sh and ny- web- app. war .

To see the results in a web browser:

1. Signin to the instance and then run these two commands, one at a time, to move the
deployed build output artifact to the correct location on the instance.

cd /var/lib/tontat 8/ webapps/ ROOT

sh nove-war. sh

2. From a web browser, go to the instance's environment URL prefix followed by
/ ny- web- app/ (for example, htt p: // my- envi r onment - nanme- env. us-
east- 1. el asti cbeanst al k. cont ny- web- app/).

The web browser should display the text Hel | o Wor | d! .

Maven in 5 Minutes Sample for AWS CodeBuild

This Maven sample produces as build output a single JAR file named ny- app- 1. 0- SNAPSHOT. j ar .
This sample is based on the Maven in 5 Minutes topic on the Apache Maven website.
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Important

Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3, AWS
KMS, and CloudWatch Logs. For more information, see AWS CodeBuild Pricing, Amazon S3
Pricing, AWS Key Management Service Pricing, and Amazon CloudWatch Pricing.

Running the Sample

To run this sample:
1. Download and install Maven. For more information, see Downloading Apache Maven and
Installing Apache Maven on the Apache Maven website.

2. Switch to an empty directory on your local computer or instance, and then run this Maven
command.

mvn ar chet ype: generate - Dgroupl d=com nmyconpany. app -Dartifactld=ny-app -
Dar chet ypeArti f act | d=naven- ar chet ype- qui ckstart -Di nteractiveMde=fal se

If successful, this directory structure and files will be created.

(root directory nane)

T-- ny-app
| -- pom xn
‘-- src
|-- main
| T-- java
| T-- com
I T-- nyconpany
I T-- app
! “-- App.java
-- test
T-- java
T-- com
T-- nyconpany
T-- app

“-- AppTest.java

3. Create a file with this content. Name the file bui | dspec. ynl , and then add it to the ( r oot
directory nane)/ my-app directory.

version: 0.1

phases:
bui | d:
conmands:
- echo Build started on "date’
- nmvn test
post _bui |l d:
conmands:
- echo Build conpleted on “date’
- nvn package
artifacts:
files:
- target/ny-app-1. 0- SNAPSHOT. j ar
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When finished, your directory structure and file should look like this.

(root directory nane)

T-- ny-app
| -- buildspec.ym
| -- pom xm
T-- src
|-- main
| T-- java
| T-- com
| "-- nmyconpany
| T-- app
| “-- App.java
T-- test
T-- java
T-- com
*-- nyconpany
N app

-- AppTest.java

Upload this contents of the my- app directory to an Amazon S3 input bucket or an AWS
CodeCommit or GitHub repository.

Important

Do not upload (root directory nane) or(root directory nane)/ny-app, just
the directories and files inside of (r oot di rectory nane)/ ny-app.

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains the
directory structure and files, and then upload it to the input bucket. Do not add ( r oot
directory nane) or(root directory nane)/my-app to the ZIP file, just the
directories and files inside of (r oot directory nane)/ ny-app.

Create a build project, run the build, and view related build information by following the steps in
Run AWS CodeBuild Directly (p. 38).

If you use the AWS CLI to create the build project, the JISON-formatted input to the cr eat e-
pr oj ect command might look similar to this. (Replace the placeholders with your own values.)

{
"nanme": "sanpl e-maven-i n-5-m nut es-proj ect",
"source": {
"type": "S3",
"l ocation": "codebuil d-region-IDaccount-I|Dinput-
bucket/ Mavenl n5M nut esSanpl e. zi p"
H
"artifacts": {
"type": "S3",
"l ocation": "codebuild-region-ID account-| D out put - bucket",
"packagi ng": "ZI P",
"nane": "Mavenl n5M nut esCut put Arti fact. zi p"
H
"environnment": {
"type": "LINUX_CONTAI NER",
"i mage": "aws/codebuil d/java: openj dk- 8",
"conput eType": "BU LD GENERAL1_SMALL"
H
"serviceRole": "arn:aws:iam:account-I|D:role/rol e-nanme",
"encryptionKey": "arn:aws: kns: regi on-|D: account -1 D: key/ key- | D"
}
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6. To get the build output artifact, open your Amazon S3 output bucket.

7. Download the Mavenl n5M nut esQut put Arti fact . zi p file to your local computer or instance,
and then extract the contents of the Mavenl n5M nut esQut put Arti f act. zi p file. In the
extracted contents, open the t ar get folder to get the my- app- 1. 0- SNAPSHOT. j ar file.

8. Download the mai n. zi p file to your local computer or instance, and then extract the contents of
the mai n. zi p file. In the extracted contents, open the t ar get folder to get the my- app- 1. O-
SNAPSHOT. j ar file.

Node.js Hello World Sample for AWS CodeBuild

This Node.js sample tests whether an internal variable in code starts with the string Hel | o. It produces
as build output a single file named Hel | oWor |l d. j s.

Important

Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3, AWS
KMS, and CloudWatch Logs. For more information, see AWS CodeBuild Pricing, Amazon S3
Pricing, AWS Key Management Service Pricing, and Amazon CloudWatch Pricing.

Topics
¢ Running the Sample (p. 133)
¢ Directory Structure (p. 134)
e Files (p. 134)

Running the Sample

To run this sample:

1. Onyour local computer or instance, create the files as described in the Directory Structure and
Files sections of this topic, and then upload them to an Amazon S3 input bucket or an AWS
CodeCommit or GitHub repository.

Important

Do not upload (root directory nane), justthe files inside of (r oot directory
nane) .

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains the
files, and then upload it to the input bucket. Do not add (r oot directory nane) tothe
ZIP file, just the files inside of (r oot directory nane).

2. Create a build project, run the build, and view related build information by following the steps in
Run AWS CodeBuild Directly (p. 38).

If you use the AWS CLI to create the build project, the JSON-formatted input to the st art - bui | d
command might look similar to this. (Replace the placeholders with your own values.)

{
"nane": "sanpl e-nodej s-project”,
"source": {
"type": "S3",
"l ocation": "codebuil d-region-IDaccount-I|Dinput-
bucket / NodeJSSanpl e. zi p"
H
"artifacts": {
"type": "S3",
"l ocation": "codebuil d-region-ID account-I| D out put - bucket ",

" packagi ng": "ZIP",
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nanme": "NodeJSQutputArtifact.zip"
b
"environment": {
"type": "LINUX_CONTAI NER',
"image": "aws/codebuil d/ nodejs:6.3.1",
"conput eType": "BU LD_GENERAL1_ SMALL"
b
"serviceRole": "arn:aws:iam:account-I|D:role/rol e-nanme",
"encryptionKey": "arn:aws: kns: region-|D:account -1 D: key/ key- | D"

}

3. To get the build output artifact, open your Amazon S3 output bucket.

4. Download the NodeJSQut put Arti f act . zi p file to your local computer or instance, and then
extract the contents of the file. In the extracted contents, get the Hel | oWor | d. j s file.

Directory Structure

This sample assumes this directory structure.

(root directory nane)
| -- buildspec.yn
T-- Hellowrld.js

Files

This sample uses these files.

bui | dspec. ym (in(root directory nane))

version: 0.1

phases:
install:
conmmands:
- echo Installing Mcha...
- npminstall -g nocha
pre_buil d:
conmmands:
- echo Installing source NPM dependenci es. ..
- npminstall unit.js
bui | d:
conmmands:
- echo Build started on "date’
- echo Conpiling the Node.js code
- nocha Hellowrld.js
post _bui |l d:
conmmands:
- echo Build conpleted on “date’
artifacts:
files:

- HelloWwrld.js

Hel l oWorl d.js (in(root directory nane))

var test = require('unit.js");
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var str = '"Hello, world!';
test.string(str).startsWth('Hello');

if (test.string(str).startsWth('Hello')) {
consol e. | og(' Passed');

}

Python Hello World Sample for AWS CodeBuild

This Python sample tests whether an internal variable in code contains the string Hel | o wor | d! . It
produces as build output a single file named Hel | oWor | d. py.

Important

Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild ands for AWS resources and actions related to Amazon S3, AWS
KMS, and CloudWatch Logs. For more information, see AWS CodeBuild Pricing, Amazon S3
Pricing, AWS Key Management Service Pricing, and Amazon CloudWatch Pricing.

Topics
¢ Running the Sample (p. 135)
¢ Directory Structure (p. 136)
¢ Files (p. 136)

Running the Sample

To run this sample:

1. Create the files as described in the Directory Structure and Files sections of this topic, and then
upload them to an Amazon S3 input bucket or an AWS CodeCommit or GitHub repository.

Important

Do not upload (root directory nane), justthe files inside of (root directory
nane) .

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains the
files, and then upload it to the input bucket. Do not add (r oot di rectory nane) tothe
ZIP file, just the files inside of (r oot directory nane).

2. Create a build project, run the build, and view related build information by following the steps in
Run AWS CodeBuild Directly (p. 38).

If you use the AWS CLI to create the build project, the JISON-formatted input to thecr eat e-
proj ect command might look similar to this. (Replace the placeholders with your own values.)

{
"name": "sanpl e- pyt hon-project"”,
"source": {
"type": "S3",
"l ocation": "codebuil d-region-1D account-I|Dinput-
bucket / Pyt honSanpl e. zi p"
8
"artifacts": {
"type": "S3",
"l ocation": "codebuild-region-ID account-| D out put - bucket ",
"packagi ng": "zl P",
"name": "PythonCutputArtifact.zip”
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}

"environnent": {
"type": "LINUX_CONTAI NER',
"image": "aws/codebuil d/ python: 3. 5. 2",
"conput eType": "BU LD_GENERAL1_ SMALL"

}

erviceRol e": "arn:aws:iam:account-I1D:role/rol e-nanme",
"encryptionKey": "arn:aws: kns: region-|D:account -1 D: key/ key- | D"

}

3. To get the build output artifact, open your Amazon S3 output bucket.

4. Download the Pyt honQut put Arti f act . zi p file to your local computer or instance, and then
extract the contents of the file. In the extracted contents, get the Hel | oWor | d. py file.

Directory Structure

This sample assumes this directory structure.

(root directory nane)
| -- buildspec.ym
| -- Hel | oWorl d. py
T-- HelloWorld_tst. py

Files

This sample uses these files.

bui | dspec.ym (in(root directory nane))

version: 0.1

phases:
bui I d:
conmands:
- echo Build started on “date’
- echo Conpiling the Python code...
- python Hell oWwrl d_tst. py
post _bui | d:
conmands:
- echo Build conpleted on “date’
artifacts:
files:

- Hell oWorl d. py

Hel | oWorl d. py (in (root directory nane))

cl ass Hel | oWorl d:
def __init__(self):
sel f.nessage = "Hello world!'

Hel  oWorl d_tst.py (in(root directory nane))

import unittest
fromHellowosrld inport Hell owrld
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cl ass MyTest Case(unittest. Test Case):
def test_default_greeting_set(self):
hw = Hel | oWor | d()
sel f. assert Equal (hw. message, 'Hello world!")
' __nmain

if __name__ =="'__
uni ttest. main()

Ruby Hello World Sample for AWS CodeBuild

This Ruby sample tests whether an internal variable in code contains the string Hel | o, worl d!. It
produces as build output a single file named Hel | oWor | d. r b.

Important

Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3, AWS
KMS, and CloudWatch Logs. For more information, see AWS CodeBuild Pricing, Amazon S3
Pricing, AWS Key Management Service Pricing, and Amazon CloudWatch Pricing.

Topics
¢ Running the Sample (p. 137)
¢ Directory Structure (p. 138)
¢ Files (p. 138)

Running the Sample

To run this sample:

1. Create the files as described in the Directory Structure and Files sections of this topic, and then
upload them to an Amazon S3 input bucket or an AWS CodeCommit or GitHub repository.

Important

Do not upload (root directory nane), justthe files inside of (root directory
nane) .

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains the
files, and then upload it to the input bucket. Do not add (r oot di rectory nane) tothe
ZIP file, just the files inside of (r oot directory nane).

2. Create a build project, run the build, and view related build information by following the steps in
Run AWS CodeBuild Directly (p. 38).

If you use the AWS CLI to create the build project, the JISON-formatted input to the cr eat e-
proj ect command might look similar to this. (Replace the placeholders with your own values.)

{
"name": "sanpl e-ruby-project”,
"source": {
"type": "S3",
"l ocation": "codebuil d-region-1D account-I|Dinput-
bucket / RubySanpl e. zi p"
8
"artifacts": {
"type": "S3",
"l ocation": "codebuild-region-ID account-| D out put - bucket ",
"packagi ng": "zl P",
"name": "RubyQutputArtifact.zip"
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"environnent": {
"type": "LINUX_CONTAI NER',
"image": "aws/codebuil d/ruby:2.3.1",
"conput eType": "BU LD_GENERAL1_ SMALL"

}

erviceRol e": "arn:aws:iam:account-I1D:role/rol e-nanme",
"encryptionKey": "arn:aws: kns: region-|D:account -1 D: key/ key- | D"

}

3. To get the build output artifact, open your Amazon S3 output bucket.

4. Download the RubyQut put Arti fact. zi p file to your local computer or instance, and then
extract the contents of the file. In the extracted contents, get the Hel | oWor | d. r b file.

Directory Structure

This sample assumes this directory structure.

(root directory nane)
| -- buildspec.ym
|-- Hellowbrld.rb
“-- Hellowrld_spec.rb

Files

This sample uses these files.

bui | dspec. ym (in(root directory nane))

version: 0.1

phases:
install:
comrands:
- echo Installing RSpec...
- geminstall rspec
bui I d:
comrands:
- echo Build started on “date’
- echo Conpiling the Ruby code. ..
- rspec Hell owrld_spec.rb
post _bui |l d:
comrands:
- echo Build conpleted on “date’
artifacts:
files:

- Helloworld.rb

Hel l oworl d.rb (in (root directory nane))

class Hell oworl d
def say_hell o()
return 'Hello, world!
end
end
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Hel | oWorl d_spec.rb (in(root directory nane))

require './HelloWwrld

descri be HelloWrld do
context "Wen testing the Hell oWwrld class" do
it "The say_hello method should return "Hello Wrld " do
hw = Hel | oWor | d. new
message = hw. say_hello
puts 'Succeed' if expect(message).to eq "Hello, world!"
end
end
end

Scala Hello World Sample for AWS CodeBuild

This Scala sample produces as build output a single JAR file named core_2.11-1.0.0.j ar.

Important

Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3, AWS
KMS, and CloudWatch Logs. For more information, see AWS CodeBuild Pricing, Amazon S3
Pricing, AWS Key Management Service Pricing, and Amazon CloudWatch Pricing.

Topics
¢ Running the Sample (p. 139)
¢ Directory Structure (p. 140)
¢ Files (p. 140)

Running the Sample

To run this sample:

1. Identify a Docker image that contains sbt, a build tool for Scala projects. To find a compatible
Docker image, search Docker Hub for sbt .

2. Create the directory structure and files as described in the Directory Structure and Files sections of
this topic, and then upload them to an Amazon S3 input bucket or an AWS CodeCommit or GitHub
repository.

Important

Do not upload (root directory nane), just the directories and files inside of (r oot
directory nane).

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains
the directory structure and files, and then upload it to the input bucket. Do not add
(root directory nane) to the ZIP file, just the directories and files inside of ( r oot
directory nane).

3. Create a build project, run the build, and view related build information by following the steps in
Run AWS CodeBuild Directly (p. 38).

If you use the AWS CLI to create the build project, the JISON-formatted input to the cr eat e-
proj ect command might look similar to this. (Replace the placeholders with your own values.)

"name": "sanpl e-scal a-project”,
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"source": {
"type": "S3",
"l ocation": "codebuil d-region-|Daccount-I|Dinput-
bucket/ Scal aSanpl e. zi p"
b
"artifacts": {
"type": "S3",
"l ocation": "codebuil d-region-ID account-I| D out put - bucket ",
"packagi ng": "ZI P",
"nane": "Scal aQutput Artifact. zip"
b
"environnent": {
"type": "LINUX_CONTAI NER',
"image": "scal a-i mage-|D",
"conput eType": "BU LD_GENERAL1_ SMALL"
b
"serviceRole": "arn:aws:iam:account-I|D:role/rol e-nanme",
"encryptionKey": "arn:aws: kns: region-|D:account -1 D: key/ key- | D"

}

To get the build output artifact, open your Amazon S3 output bucket.

5. Download the Scal aCut put Arti fact. zi p file to your local computer or instance, and then
extract the contents of the file. In the extracted contents, open the cor e/ t ar get / scal a- 2. 11
folder to get the core_2. 11-1. 0. 0. j ar file.

Directory Structure

This sample assumes this directory structure.

(root directory name)
-- buil dspec.ym

I

|-- core

| T-- src

| .- main

| ‘-- scala

| “-- Test.scala
| -- macros

| -- src

| .- main

| ‘-- scala

| “-- Macros.scala
‘-- project

| -- Build.scala
“-- build. properties

Files

This sample uses these files.

bui | dspec.ym (in(root directory nane))

version: 0.1

phases:
bui I d:
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commands:
- echo Build started on “date’
- echo Run the test and package the code...
- sbt run
post _bui | d:
commands:
- echo Build conpleted on “date’
- sbt package
artifacts:
files:
- core/target/scala-2.11/core_2.11-1.0.0.j ar

Test.scala(in(root directory nane)/core/src/ min/scal a)

obj ect Test extends App {
Macr os. hel | o
}

Macr os. scal a (in (root directory nane)/nmacros/src/ main/scal a)

i mport scal a. | anguage. experi ment al . macr os
i mport scal a.refl ect. macros. Cont ext

obj ect Macros {
def inpl(c: Context) = {
i nport c.universe. _
c.Expr[Unit](g"""printIn("Hello World")""")

}

def hello: Unit = macro inpl

Bui l d. scal a(in(root directory nane)/project)

i mport sbt. _
i mport Keys. _

obj ect BuildSettings {
val buildSettings = Defaults.defaultSettings ++ Seq(

organi zation := "org.scal amacros",
version :="1.0.0",
scal aVersion := "2.11.8",

crossScal aVersions := Seq("2.10.2", "2.10.3", "2.10.4", "2.10.5",
"2.10.6", "2.11.0", "2.121.1", "2.11.2", "2.11.3", "2.11.4", "2.11.5",
"2.11.6", "2.11.7", "2.11.8"),

resol vers += Resol ver. sonat ypeRepo("snhapshots"),

resol vers += Resol ver. sonat ypeRepo("rel eases"),

scal acOpti ons ++= Seq()

)
}

obj ect MyBuild extends Build {
import BuildSettings._

lazy val root: Project = Project(
"root",
file("."),
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settings = buildSettings ++ Seq(
run <<= run in Conpile in core)
) aggregat e(macros, core)

lazy val macros: Project = Project(
"macr os",
file("macros"),
settings = buildSettings ++ Seq(
I'i braryDependenci es <+= (scal aVersion)("org.scal a-1ang" % "scal a-
reflect" % ),
I'i braryDependencies : = {
CrossVersion. parti al Versi on(scal aVersi on. val ue) natch {
/1 if Scala 2.11+ is used, quasiquotes are available in the
standard distribution
case Some((2, scalaMajor)) if scalaMajor >= 11 =>
|'i braryDependenci es. val ue
/1 in Scala 2.10, quasiquotes are provided by macro paradi se
case Sone((2, 10)) =>
I'i braryDependenci es. val ue ++ Seq(
conpi | er Pl ugi n("org. scal amacros" % "paradi se" %"2.1.0- M"
cross CrossVersion.full),
"org. scal amacros" %% "quasi quotes" % "2.1.0-M" cross
Cr ossVer si on. bi nary)
}
}
)
)

|l azy val core: Project = Project(
"core",
file("core"),
settings = buildSettings

) dependsOn( macr os)

}

bui |l d. properties (in(root directory name)/project)

sbt.version=0.13.7

WAR Hello World Sample for AWS CodeBuild

This Maven sample produces as build output a single Web application ARchive (WAR) file named ny-
web- app. war .
Important
Running this sample may result in charges to your AWS account. These include possible
charges for AWS CodeBuild and for AWS resources and actions related to Amazon S3, AWS
KMS, and CloudWatch Logs. For more information, see AWS CodeBuild Pricing, Amazon S3
Pricing, AWS Key Management Service Pricing, and Amazon CloudWatch Pricing.

Running the Sample

To run this sample:

1. Download and install Maven. For more information, see Downloading Apache Maven and
Installing Apache Maven on the Apache Maven website.
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4.

Switch to an empty directory on your local computer or instance, and then run this Maven
command.

mvn ar chet ype: generate - Dgroupl d=com nmyconpany. app -Darti fact!d=ny-web-app
- DarchetypeArtifactld=maven-archetype-webapp -Di nteracti veMdde=f al se

If successful, this directory structure and files will be created.

(root directory nane)

-- ny-web-app
| -- pom xni
T-- src
T-- main
| -- resources
T-- webapp
| -- VEB-INF
| T-- web. xm
“-- index.jsp

Create a file with this content. Name the file bui | dspec. ynl , and then add it to the (r oot
directory nane)/ my-web- app directory.

version: 0.1

phases:
post _bui | d:
conmands:
- echo Build conpleted on “date’
- nmvn package
artifacts:
files:

- target/ny-web-app. war
di scard- paths: yes

When finished, your directory structure and file should look like this.

(root directory nane)

T-- ny-web-app
| -- buil dpsec. yn
| -- pom xn
T-- src
.- nmain
| -- resources
“-- webapp
| -- WEB-INF
| T-- web. xn
“-- index.jsp

Upload this contents of the my- web- app directory to an Amazon S3 input bucket or an AWS
CodeCommit or GitHub repository.

Important

Do not upload (root directory nane) or(root directory nane)/ ny-web-app,
just the directories and files inside of (r oot di rectory nane)/ nmy-web- app.

If you are using an Amazon S3 input bucket, be sure to create a ZIP file that contains the
directory structure and files, and then upload it to the input bucket. Do not add ( r oot
directory nane) or(root directory nane)/ nmy-web-app tothe ZIP file, just the
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directories and files inside of (r oot di rectory nane)/ ny-web-app. For example, the
ZIP file should contain these directories and files:

WebAr chi veHel | oWor | dSanpl e. zi p
| -- buildpsec.yn

| -- pom xm
T-- src
T-- main
| -- resources
T-- webapp
| -- VAEB- I NF
| T-- web. xm
“-- index.jsp

Create a build project, run the build, and view related build information by following the steps in
Run AWS CodeBuild Directly (p. 38).

If you use the AWS CLI to create the build project, the JISON-formatted input to the cr eat e-
pr oj ect command might look similar to this. (Replace the placeholders with your own values.)

{
"nane": "sanpl e-web-archi ve-project”,
"source": {
"type": "S3",
"l ocation": "codebuil d-region-IDaccount-I|Dinput-
bucket / WebAr chi veHel | oWor | dSanpl e. zi p"
H
"artifacts": {
"type": "S3",
"l ocation": "codebuild-region-ID account-| D out put - bucket ",
"packagi ng": "ZI P",
"nane": "WebArchi veHel | oWorl dQut put Arti fact. zi p"
H
"environnment": {
"type": "LINUX_CONTAI NER",
"i mage": "aws/codebuil d/java: openj dk- 8",
"conput eType": "BU LD GENERAL1_SMALL"
H
"serviceRole": "arn:aws:iam:account-I|D:role/rol e-nanme",
"encryptionKey": "arn:aws: kns: region-|D:account -1 D: key/ key- | D"
}

To get the build output artifact, open your Amazon S3 output bucket.

Download the WebAr chi veHel | oWor | dQut put Arti fact . zi p file to your local computer or
instance, and then extract the contents of the file. In the extracted contents, open the t ar get
folder to get the my- web- app. war file.
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Using the AWS CodeBuild Jenkins
Plugin

Jenkins is a continuous integration and continuous delivery application that you can use to build and
test your software projects continuously. For more information, see Meet Jenkins on the Jenkins
website.

At a functional level, there are two components to Jenkins: a scheduler that creates and runs your
build jobs; and a build platform, namely, a set of distributed build nodes. For more information, see
Distributed builds on the Jenkins website.

The AWS CodeBuild Jenkins Plugin enables you to integrate AWS CodeBuild with your Jenkins build
jobs. Instead of sending your build jobs to Jenkins build nodes, you use the plugin to send your build
jobs to AWS CodeBuild instead. This eliminates the need for you to provision, configure, and manage
Jenkins build nodes.

For instructions on how to download, install, configure, and run the plugin from within Jenkins, see the
awslabs/aws-codebuild-jenkins-plugin repository on GitHub.
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Logging AWS CodeBuild API Calls
with AWS CloudTrall

AWS CodeBuild is integrated with CloudTrail, a service that captures API calls made by or on behalf of
AWS CodeBuild in your AWS account and delivers the log files to an Amazon S3 bucket you specify.
CloudTrail captures API calls from the AWS CodeBuild console, the AWS CLI, the AWS SDKs, and the
AWS CodeBuild HTTP API. Using the information collected by CloudTrail, you can determine which
request was made to AWS CodeBuild, the source IP address from which the request was made, who
made the request, when it was made, and so on. To learn more about CloudTrail, including how to
configure and enable it, see the AWS CloudTrail User Guide.

AWS CodeBuild Information in CloudTrall

When CloudTrail logging is enabled in your AWS account, calls made to AWS CodeBuild actions are

tracked in log files. AWS CodeDeploy records are written together with other AWS service records in

a log file. CloudTrail determines when to create and write to a new file based on a time period and file
size.

All of the AWS CodeBuild actions are logged and documented in the Command Line Reference (p. 90)
and the HTTP API Reference (p. 93). For example, calls to create build projects and run builds
generate entries in CloudTrail log files.

Every log entry contains information about who generated the request. The user identity information
in the log helps you determine whether the request was made with root or IAM user credentials, with
temporary security credentials for a role or federated user, or by another AWS service. For more
information, see the user | denti t y field in the CloudTrail Event Reference.

You can store your log files in your bucket for as long as you want, but you can also define Amazon S3
lifecycle rules to archive or delete log files automatically. By default, Amazon S3 server-side encryption
(SSE) is used to encrypt your log files.

You can have CloudTrail publish Amazon SNS notifications when new log files are delivered. For more
information, see Configuring Amazon SNS Notifications for CloudTrall.
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You can also aggregate AWS CodeBuild log files from multiple AWS regions and multiple AWS
accounts into a single Amazon S3 bucket. For more information, see Receiving CloudTrail Log Files
from Multiple Regions.

Understanding AWS CodeBuild Log File Entries

CloudTrail log files can contain one or more log entries where each entry is made up of multiple JSON-
formatted events. A log entry represents a single request from any source and includes information
about the requested action, any parameters, the date and time of the action, and so on. The log entries
are not guaranteed to be in any particular order. That is, they are not an ordered stack trace of the
public calls.

The following example shows a CloudTrail log entry that demonstrates creating a build project in AWS
CodeBuild:

{

"event Version": "1.05",
"userldentity": {
"type": "FederatedUser",

“principalld": "account-|D: user-nane",

"arn": "arn:aws:sts::account-|D:federated-user/user-nane",
"accountld": "account-I|D",

"accessKeyld": "access-key-I1D',

"sessionContext": {
"attributes": {
"nf aAut henti cated": "fal se",
"creationDate": "2016-09-06T17:59: 102"
},
"sessionl ssuer": {
"type": "I AMJser",
"principalld": "access-key-I1D",
"arn": "arn:aws:iam:account-|D:user/user-nane",
"account!ld": "account-|D",
"user Nane": "user-nane"
}
}
},
"event Ti me": "2016-09-06T17:59: 112",
"event Source": "codebuil d. anazonaws. cont',
"event Nanme": "CreateProject”,
"awsRegi on": "region-1D",
"sour cel PAddress": "127.0.0.1",
"user Agent": "user-agent",
"request Paraneters": {
"awsAct I d": "account-ID"
},
"responseEl enents": {
"project": {
"environment": {
"image": "image-1D",
"conput eType": "BU LD_GENERAL1 SMALL",
"type": "LINUX_CONTAI NER',
"envi ronment Vari abl es": []
},
"name": "codebui | d- deno- proj ect",
"description": "This is ny denp project",
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"arn": "arn:aws: codebuil d: regi on-1D: account - | D: proj ect/ codebui | d- denp-
project:project-1D",
"encryptionKey": "arn:aws: kns:region-1D: key-1D",

“tinmeoutlnMnutes": 10,
"artifacts": {

"l ocation": "arn:aws:s3:::codebuild-regi on-1D account - | D out put -
bucket ",
"type": "S3",
"packagi ng": "zl P",
"out put Nane": "MyQutputArtifact.zip"
H
"serviceRole": "arn:aws:iam:account-I|D:rol e/ CodeBuil dServi ceRol ",
"l ast Mbdi fied": "Sep 6, 2016 10:59:11 AM',
"source": {
"type": "d THUB",
"location": "https://github.conm ny-repo.git"
H
"created": "Sep 6, 2016 10:59:11 AM
}
}

"request| D': "9d32b228- 745b- 11e6- 98bb- 23b67EXAMPLE",
"event| D': "581f 7dd1- 8d2e- 40b0- aeee- 0dbf 7EXAMPLE",
"event Type": "AwsApi Call",

"reci pi ent Account1d": "account-ID'
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Troubleshooting AWS CodeBuild

Use the information in this topic to help you identify, diagnose, and address issues as you use AWS
CodeBuild.

Topics
¢ Error: "CodeBuild is not authorized to perform: sts:AssumeRole" When Creating or Updating a
Build Project (p. 149)

Error: "CodeBuild is not authorized to perform:
sts:AssumeRole" When Creating or Updating a
Build Project

Issue: When you try to create or update a build project, you receive the following error:
"Code:InvalidinputException, Message:CodeBuild is not authorized to perform: sts:AssumeRole on
arn:aws:iam::account - | Dirole/ser vi ce-r ol e- nane".

Possible causes:

¢ The AWS Security Token Service (AWS STS) has been deactivated for the AWS region where you
are attempting to create or update the build project.

¢ The AWS CodeBuild service role associated with the build project does not exist or does not have
sufficient permissions to trust AWS CodeBuild.

Recommended solutions:

* Make sure AWS STS is activated for the AWS region where you are attempting to create or update
the build project. For more information, see "To activate or deactivate AWS STS in a region” in
Activating and Deactivating AWS STS in an AWS Region in the IAM User Guide.

« Make sure the target AWS CodeBuild service role exists in your AWS account. If you are not using
the console, make sure you did not misspell the service role's Amazon Resource Name (ARN) when
creating or updating the build project.

* Make sure the target AWS CodeBuild service role has sufficient permissions to trust AWS

CodeBuild. For more information, see the trust relationship policy statement as described in Create
an AWS CodeBuild Service Role (p. 156).
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Limits for AWS CodeBuild

The following tables list the current limits in AWS CodeBuild. These limits are for each supported AWS
region for each AWS account, unless otherwise specified.

Build Projects

Resource Default limit

Maximum number of build projects 1,000

Length of a build project name 2 to 255 characters, inclusive

Allowed characters in a build project name The letters A- Z and a- z, the numbers 0- 9, and

the special characters - and _
Maximum length of a build project description 255 characters
Allowed characters in a build project description | Any

Maximum number of build projects you can 100
request information about at any one time

by using the AWS CLI, AWS SDKs, or AWS

CodeBuild HTTP API

Maximum number of tags you can associate with = 50
a build project

Number of minutes you can specify in a build 5 to 480 (8 hours)
project for the build timeout of all related builds

Builds

Resource Default limit

Maximum number of concurrent running builds 20
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Resource Default limit

Maximum number of builds you can request 100
information about at any one time by using the

AWS CLI, AWS SDKs, or AWS CodeBuild HTTP

API

Number of minutes you can specify for the build | 5 to 480 (8 hours)
timeout of a single build
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Setting Up AWS CodeBuild

If you follow the steps in Getting Started (p. 6) to access AWS CodeBuild for the first time, most likely
you will not need to reference the information in this topic. However, as you continue using AWS
CodeBuild, you will want to do things such as give IAM groups and users in your organization access
to AWS CodeBuild, modify existing service roles in IAM or customer master keys in AWS KMS to
access AWS CodeBuild, or set up the AWS CLI across your organization's workstations to access
AWS CodeBuild. This topic describes how to complete the related setup steps.

We assume you already have an AWS account. However, if you do not already have one, go to http://
aws.amazon.com, choose Sign In to the Console, and follow the online instructions.

Topics
¢ Add AWS CodeBuild Access Permissions to an IAM Group or IAM User (p. 152)
¢ Create an AWS CodeBuild Service Role (p. 156)
¢ Create and Configure an AWS KMS CMK for AWS CodeBuild (p. 161)
« Install and Configure the AWS CLI (p. 163)

Add AWS CodeBuild Access Permissions to an
|IAM Group or IAM User

To access AWS CodeBuild with an IAM group or IAM user, you must add access permissions. This
section describes how to do this with the IAM console or the AWS CLI.

If you will access AWS CodeBuild with your AWS root account (not recommended) or an administrator
IAM user in your AWS account, then you do not need to follow these instructions.

For information about AWS root accounts and administrator IAM users, see The Account Root User
and Creating Your First IAM Admin User and Group in the IAM User Guide.

To add AWS CodeBuild access permissions to an IAM group or IAM user (console)

1. Open the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.

You should have already signed in to the AWS Management Console by using one of the
following:

* Your AWS root account. This is not recommended. For more information, see The Account Root
User in the IAM User Guide.
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¢ An administrator IAM user in your AWS account. For more information, see Creating Your First
IAM Admin User and Group in the IAM User Guide.

« An IAM user in your AWS account with permission to perform the following minimum set of
actions:

am Att achG oupPol i cy

am Att achUser Pol i cy

am Creat ePol i cy

am Li st At t achedGr oupPol i ci es
am Li st Att achedUser Pol i ci es
am Li st Groups

am Li st Policies

am Li st Users

For more information, see Overview of IAM Policies in the IAM User Guide.
In the navigation pane, choose Policies.

To add a custom set of AWS CodeBuild access permissions to an 1AM group or IAM user, skip
ahead to step 4 in this procedure.

To add a default set of AWS CodeBuild access permissions to an IAM group or IAM user, choose
Policy Type, AWS Managed, and then do the following:

¢ To add full acess permissions to AWS CodeBuild, select the box named
AWSCodeBuildAdminAccess. Then choose Policy Actions, Attach. Select the box next to
the target IAM group or IAM user, and then choose Attach Policy. Repeat this for the policies
named AmazonS3ReadOnlyAccess and IAMFullAccess.

* To add access permissions to AWS CodeBuild for everything except build project
administration, select the box named AWSCodeBuildDeveloperAccess. Then choose Policy
Actions, Attach. Select the box next to the target IAM group or IAM user, and then choose
Attach Policy. Repeat this for the policy named AmazonS3ReadOnlyAccess.

e To add read-only access permissions to AWS CodeBuild, select the boxes named
AWSCodeBuildReadOnlyAccessSelect the box next to the target IAM group or IAM user, and
then choose Attach Policy. Repeat this for the policy named AmazonS3ReadOnlyAccess.

You have now added a default set of AWS CodeBuild access permissions to an IAM group or IAM
user. Skip the rest of the steps in this procedure.

Choose Create Policy.
On the Create Policy page, next to Create Your Own Policy, choose Select.

On the Review Policy page, for Policy Name, type a name for the policy (for example,
CodeBui | dAccessPol i cy). If you use a different name, substitute it throughout this procedure.

For Policy Document, type the following, and then choose Create Policy.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CodeBuil dDef aul t Pol i cy",
"Effect": "Alow',
"Action": [
"codebui | d: *",
"i am PassRol e"
I,
"Resource": "*"
b
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"Sid": "d oudWat chLogsAccessPolicy",
"Effect": "All ow',
"Action": [

"l ogs: FilterLogEvents",

"| ogs: Get LogEvent s"

]

esource": "*"

"Sid": "S3AccessPolicy",
"Effect": "All ow',
"Action": [
"s3: Creat eBucket ",
"s3: Get hj ect ™,
"s3: List*",
"s3: Put hj ect ™
]

esource": "*"

Note

This policy allows access to all AWS CodeBuild actions and to a potentially large
number of AWS resources. To restrict permissions to specific AWS CodeBuild actions,
change the value of codebui | d: * in the AWS CodeBuild policy statement. For more
information, see Authentication and Access Control (p. 96). To restrict access to specific
AWS resources, change the value of the Resour ce object. For more information, see
Authentication and Access Control (p. 96).

In the navigation pane, choose Groups or Users.

In the list of groups, choose the name of the IAM group or IAM user to which you want to add AWS
CodeBuild access permissions.

10. On the group settings page or user settings page, on the Permissions tab, expand Managed
Policies, and then choose Attach Policy.

11. On the Attach Policy page, select CodeBuildAccessPolicy, and then choose Attach Policy.

To add AWS CodeBuild access permissions to an IAM group or IAM user (AWS CLI)

1. Make sure you have configured the AWS CLI with the AWS access key and AWS secret access
key that correspond to one of the IAM entities, as described in the previous procedure. For more
information, see Getting Set Up with the AWS Command Line Interface in the AWS Command
Line Interface User Guide.

2. To add a custom set of AWS CodeBuild access permissions to an IAM group or IAM user, skip
ahead to step 3 in this procedure.

To add a default set of AWS CodeBuild access permissions to an IAM group or IAM user, do the
following:

Run one of the following commands, depending on whether you want to add permissions to an
IAM group or IAM user:

aws i am attach-group-policy --group-name group-nane --policy-arn policy-
arn
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aws iam attach-user-policy --user-name user-nanme --policy-arn policy-arn

You must run the command three times, replacing gr oup- nane or user - nane with the IAM group
name or |AM user name, and replacing pol i cy- ar n once for each of the following policy Amazon
Resource Names (ARNS):
» To add full acess permissions to AWS CodeBuild, use the following policy ARNSs:

e arn:aws:iam:aws: pol i cy/ AWSCodeBui | dAdm nAccess

e arn:aws:iam:aws: pol i cy/ AmazonS3ReadOnl yAccess

e arn:aws:iam:aws: policy/l AMrul | Access

« To add access permissions to AWS CodeBuild for everything except build project
administration, use the following policy ARNSs:

e arn:aws:iam:aws: pol i cy/ AWSCodeBui | dDevel oper Access
e arn:aws:iam:aws: policy/ AmazonS3ReadOnl yAccess
* To add read-only access permissions to AWS CodeBuild, use the following policy ARNSs:
e arn:aws:iam:aws: pol i cy/ AWBCodeBui | dReadOnl yAccess
e arn:aws:iam:aws: pol i cy/ AmazonS3ReadOnl yAccess

You have now added a default set of AWS CodeBuild access permissions to an IAM group or IAM
user. Skip the rest of the steps in this procedure.

In an empty directory on the local workstation or instance where the AWS CLI is installed, create
a file named put - gr oup- pol i cy. j son or put - user - pol i cy. j son. If you use a different file
name, substitute it throughout this procedure.

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "CodeBuil dAccessPolicy",
"Effect": "All ow',
"Action": [
"codebui | d: *",
"i am PassRol e"
1,
"Resource": "*"
},
{
"Sid": "d oudWat chLogsAccessPolicy",
"Effect": "All ow',
"Action": [
"l ogs: FilterLogEvents",
"l ogs: Get LogEvent s"
1,
"Resource": "*"
},
{

"Sid": "S3AccessPolicy",
"Effect": "All ow',
"Action": [

"s3: Creat eBucket ",

"s3: Get hj ect ™,

"s3: List*",

"s3: Put hj ect "
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"Resource": "*"

Note

This policy allows access to all AWS CodeBuild actions and to a potentially large number
of AWS resources. To restrict permissions to specific AWS CodeBuild actions, change
the value of codebui | d: * in the AWS CodeBuild policy statement. For more information,
see Authentication and Access Control (p. 96). To restrict access to specific AWS
resources, change the value of the related Resour ce object. For more information,

see Authentication and Access Control (p. 96) or the specific AWS service's security
documentation.

Switch to the directory where you saved the file, and then run one of the following
commands. You can use different values for CodeBui | dG oupAccessPol i cy and
CodeBui | dUser AccessPol i cy. If you use different values, substitute them here.

For an IAM group:

aws i am put-group-policy --group-name group-nanme --policy-nanme
CodeBui | dGr oupAccessPol icy --policy-docunent file://put-group-policy.json

For an IAM user:

aws iam put-user-policy --user-nanme user-nanme --policy-name
CodeBui | dUser AccessPolicy --policy-document file://put-user-policy.json

In the preceding commands, replace gr oup- nane or user - nane with the name of the target IAM
group or IAM user.

Create an AWS CodeBuild Service Role

You need an AWS CodeBuild service role so that AWS CodeBuild can interact with dependent AWS
services on your behalf. You can create an AWS CodeBuild service role by using the AWS CodeBuild
or AWS CodePipeline consoles. For information, see:

¢ Create a Build Project (Console) (p. 40)

¢ Create a Pipeline that Uses AWS CodeBuild (AWS CodePipeline Console) (p. 28)

¢ Add an AWS CodeBuild Build Action to a Pipeline (AWS CodePipeline Console) (p. 34)
¢ Change a Build Project's Settings (Console) (p. 54)

If you do not plan to use these consoles, this section describes how to create an AWS CodeBuild
service role with the IAM console or the AWS CLI.

To create an AWS CodeBuild service role (console)

1.

Open the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.

You should have already signed in to the console by using one of the following:

¢ Your AWS root account. This is not recommended. For more information, see The Account Root
User in the IAM User Guide.
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o s~ 0D

¢ An administrator IAM user in your AWS account. For more information, see Creating Your First
IAM Admin User and Group in the IAM User Guide.

¢ An IAM user in your AWS account with permission to perform the following minimum set of
actions:

am AddRol eTol nst anceProfil e
am At t achRol ePol i cy

am Cr eat el nst anceProfil e
am Creat ePol i cy

am Cr eat eRol e

am Cet Rol e

am Li st Att achedRol ePol i ci es
am Li st Policies

am Li st Rol es

am PassRol e

am Put Rol ePol i cy

am Updat eAssuneRol ePol i cy

For more information, see Overview of IAM Policies in the IAM User Guide.
In the navigation pane, choose Policies.
Choose Create Policy.
On the Create Policy page, next to Create Your Own Policy, choose Select.

On the Review Policy page, for Policy Name, type a name for the policy (for example,
CodeBui | dSer vi ceRol ePol i cy). If you use a different name, substitute it throughout this
procedure.

For Policy Document, type the following, and then choose Create Policy:

{
"Version": "2012-10-17",

"Statement": |

{
"Sid": "d oudWat chLogsPolicy",
"Effect": "Alow',
"Action": |
"| ogs: Cr eat eLogG oup”,
"| ogs: Creat eLogStreant',
"| ogs: Put LogEvent s"
1,
"Resource": [
e
]
}
{
"Sid": "CodeCommitPolicy",
"Effect": "Alow',
"Action": |
"codecommit: G tPul "
1,
"Resource": [
"
]
}
{

"Sid": "S3Get OhjectPolicy"”,
"Effect": "Alow',
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10.
11.

12.
13.
14.
15.
16.

"Action": [

"s3: Get hj ect ™,

"s3: Get hj ect Ver si on"
]

esource": |
W n

b
{
"Sid": "S3PutObjectPolicy",
"Effect": "All ow',
"Action": [
"s3: Put hj ect ™
1.
"Resource": [
W n
]
}
]
}
Note

This policy contains statements that allow access to a potentially large number of AWS
resources. To restrict AWS CodeBuild to access specific AWS resources, change the
value of the Resour ce array. For more information, see the security documentation for
the AWS service.

In the navigation pane, choose Roles.
Choose Create New Role.

On the Set Role Name page, for Role Name, type a name for the service role (for example,
CodeBui | dSer vi ceRol e). If you use a different name, substitute it throughout this procedure.

Choose Next Step.
On the Select Role Type page, with AWS Service Roles already selected, next to Amazon EC2,
choose Select.

Note

You must choose a role type, such as Amazon EC2, to proceed. This is because an
AWS CodeBuild role type is not yet available on this page. You will change this role type
setting later in this procedure.

On the Attach Policy page, select CodeBuildServiceRolePolicy, and then choose Next Step.
Choose Create Role.

In the list of roles, choose CodeBuildServiceRole.

On the Trust Relationships tab, choose Edit Trust Relationship.

On the Edit Trust Relationship page, completely replace the contents of the Policy Document
box with the following, and then choose Update Trust Policy:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Alow',
"Principal": {
"Service": "codebuil d. amazonaws. cont
},
"Action": "sts:AssuneRol e"
}
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Note

This policy statement establishes a trust relationship with AWS CodeBuild in all supported
AWS regions. You can establish a trust relationship with AWS CodeBuild in fewer
supported AWS regions. To do this, completely replace the contents of the Policy
Document box with the following policy statement, remove the principals for the AWS
regions where you don't want to establish a trust relationship with AWS CodeBuild, and
then choose Update Trust Policy:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow',
"Principal": {
"Service": |
"codebui | d. us- east - 1. amazonaws. cont,
"codebui | d. us-west - 2. amazonaws. cont',
"codebui | d. eu-west - 1. anazonaws. conf
]
b
"Action": "sts:AssuneRol e"
}
]
}

To create an AWS CodeBuild service role (AWS CLI)

1.

Make sure you have configured the AWS CLI with the AWS access key and AWS secret access
key that correspond to one of the IAM entities, as described in the previous procedure. For more
information, see Getting Set Up with the AWS Command Line Interface in the AWS Command
Line Interface User Guide.

In an empty directory on the local workstation or instance where the AWS CLlI is installed, create
two files named cr eat e-rol e. j son and put - r ol e- pol i cy. j son. If you choose different file
names, substitute them throughout this procedure.

create-role.json:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Alow',
"Principal": {
"Service": "codebuil d. amazonaws. cont
},
"Action": "sts:AssuneRol e"
}
]
}
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Note

This policy statement establishes a trust relationship with AWS CodeBuild in all supported
AWS regions. You can establish a trust relationship with AWS CodeBuild in fewer
supported AWS regions. To do this, use the following policy statement, removing the
principals for the AWS regions where you don't want to establish a trust relationship with
AWS CodeBuild:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Alow',
"Principal": {
"Service": [
"codebui | d. us- east - 1. amazonaws. cont',
"codebui | d. us-west - 2. amazonaws. cont',
"codebui | d. eu-west - 1. anazonaws. conft
]
b
"Action": "sts:AssuneRol e"
}
]
}

put-rol e-policy.json:

{
"Version": "2012-10-17",
"Statement": |

{
"Sid": "d oudWat chLogsPolicy",
"Effect": "Alow',
"Action": |
"| ogs: Cr eat eLogG oup”,
"| ogs: Creat eLogStreant',
"| ogs: Put LogEvent s"
1,
"Resource": [
e
]
}
{
"Sid": "CodeCommitPolicy",
"Effect": "Alow',
"Action": |
"codecommit: G tPul "
1,
"Resource": [
e
]
}
{

"Sid": "S3GetOhjectPolicy"”,
"Effect": "Alow',
"Action": |

"s3: Cet hj ect ™,
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"s3: Get bj ect Ver si on"
]

: esource": |
]

b

{

"Sid": "S3PutObjectPolicy",
"Effect": "All ow',
"Action": [

"s3: Put hj ect ™
]

esource": |

" n

Note
This policy contains statements that allow access to a potentially large number of AWS
resources. To restrict AWS CodeBuild to access specific AWS resources, change the
value of the Resour ce array. For more information, see the security documentation for
the AWS service.
3. Switch to the directory where you saved the preceding files, and then run the following two
commands, one at a time, in this order. You can use different values for CodeBui | dSer vi ceRol e
and CodeBui | dSer vi ceRol ePol i cy, but be sure to substitute them here.

aws iam create-role --rol e-name CodeBui | dServi ceRol e --assune-rol e-policy-
docurent file://create-role.json

aws iam put-role-policy --rol e-nane CodeBuil dServi ceRol e --policy-nane
CodeBui | dServi ceRol ePolicy --policy-docunent file://put-role-policy.json

Create and Configure an AWS KMS CMK for
AWS CodeBuild

For AWS CodeBuild to encrypt its build output artifacts, it needs access to an AWS KMS customer
master key (CMK). By default, AWS CodeBuild uses the AWS-managed CMK for Amazon S3 in your
AWS account.

If you do not want to use this CMK, you must create and configure a customer-managed CMK yourself.
This section describes how to do this with the IAM console.

For information about CMKs, see AWS Key Management Service Concepts and Creating Keys in the
AWS KMS Developer Guide.

To configure a CMK for use by AWS CodeBuild, follow the instructions in the "How to Modify a

Key Policy" section of Modifying a Key Policy in the AWS KMS Developer Guide. Then add the
following statements (between ### BEG N ADDI NG STATEMENTS HERE ### and ### END ADDI NG
STATEMENTS HERE ###) to the key policy. Ellipses (. . . ) are used for brevity and to help you locate
where to add the statements. Do not remove any statements, and do not type these ellipses into the
key policy.
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{

"Version": "2012-10-17",
ldtotoLu",
"Statenent": [
### BEG N ADDI NG STATEMENTS HERE ###
{
"Sid"': "Alow access through Armazon S3 for all
account that are authorized to use Amazon S3",
"Effect": "Alow',
"Principal": {
"AWE': "
}s
"Action": [
"kms: Encrypt"”,
"kns: Decrypt",
"kns: ReEncrypt *",
"kns: Gener at eDat akKey* ",
"kns: Descri beKey"
I,
"Resource": "*",
"Condition": {
"StringEqual s": {
"kms: Vi aServi ce":

"kms: Cal | er Account": "account-1D"

principals in the

"s3.regi on-1D. amazonaws. cont',

}
}
}s
{
"Effect": "Allow',
"Principal": {
"AWS": "arn:aws:iam:account-I|D:rol e/ CodeBuil d-service-role"
}s
"Action": [
"kms: Encrypt"”,
"kns: Decrypt",
"kns: ReEncrypt *",
"kns: Gener at eDat akKey* ",
"kns: Descri beKey"
1.
"Resource": "*"
}s
### END ADDI NG STATEMENTS HERE ###
{
"Sid": "Enable | AM User Perm ssions",
}s
{
"Sid': "Alow access for Key Adm nistrators",
}s
{
"Sid': "A'low use of the key",
}s
{
"Sid"': "Alow attachnent of persistent resources"”,
}
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r egi on- | Drepresents the ID of the AWS region where the Amazon S3 buckets associated with
AWS CodeBuild are located (for example, us- east - 1).

account - | Drepresents the ID of the of the AWS account that owns the CMK.

CodeBui | d- servi ce-r ol e represents the name of the AWS CodeBuild service role you created or
identified earlier in this topic.

Note
To create or configure a CMK through the IAM console, you must first sign in to the AWS
Management Console by using one of the following:

¢ Your AWS root account. This is not recommended. For more information, see The Account
Root User in the IAM User Guide.

¢ An administrator IAM user in your AWS account. For more information, see Creating Your
First IAM Admin User and Group in the IAM User Guide.

¢ An IAM user in your AWS account with permission to create or modify the CMK. For more
information, see Permissions Required to Use the AWS KMS Console in the AWS KMS
Developer Guide.

Install and Configure the AWS CLI

To access AWS CodeBuild, you can use the AWS CLI with—or instead of—the AWS CodeBuild
console, the AWS CodePipeline console, the AWS SDKs, or the AWS CodeBuild HTTP API. To install
and configure the AWS CLI, see Getting Set Up with the AWS Command Line Interface in the AWS
Command Line Interface User Guide.

1.

Run the following command to confirm whether your installation of the AWS CLI supports AWS
CodeBuild:

aws codebuild list-builds

If successful, information similar to the following will appear in the output:

"ids": []

The empty square brackets indicate that you have not yet run any builds.

If an error is output, you must uninstall your current version of the AWS CLI and then install
the latest version. For more information, see Uninstalling the AWS CLI and Installing the AWS
Command Line Interface in the AWS Command Line Interface User Guide.
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Here is a list of important changes to the AWS CodeBuild User Guide.

* Latest API version: 2016-10-06
¢ Latest documentation update: December 5, 2016

Change Description Date Changed

Troubleshooting topic added Troubleshooting information December 5, 2016
is now available. For
more information, see
Troubleshooting AWS
CodeBuild (p. 149).

Jenkins plugin initial release This is the initial release of December 5, 2016
the AWS CodeBuild Jenkins
Plugin. For more information,
see Using the AWS CodeBuild
Jenkins Plugin (p. 145).

User Guide initial release This is the initial release of the | December 1, 2016
AWS CodeBuild User Guide.
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For the latest AWS terminology, see the AWS Glossary in the AWS General Reference.
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