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What Is Amazon SES?

Welcome to the Amazon Simple Email Service (Amazon SES) Developer Guide. Amazon SES is an
email platform that provides an easy, cost-effective way for you to send and receive email using your
own email addresses and domains. For example, you can send marketing emails such as special
offers, transactional emails such as order confirmations, and other types of correspondence such as
newsletters. You only pay for what you use, so you can send and receive as much or as little email as
you like. For service highlights, FAQs, and pricing information, go to the Amazon Simple Email Service
Detail Page.

use Amazon SES?

Building a large-scale email solution is often a complex and costly challenge for a business. You
must deal with infrastructure challenges such as email server management, network configuration,
and IP address reputation. Additionally, many third-party email solutions require contract and
price negotiations, as well as significant up-front costs. Amazon SES eliminates these challenges
and enables you to benefit from the years of experience and sophisticated email infrastructure
Amazon.com has built to serve its own large-scale customer base.

Amazon SES and other AWS services

Amazon SES integrates seamlessly with other AWS products. For example, you can:

¢ Add email capabilities to any application that runs on an Amazon EC2 instance by using the AWS
SDKs or the Amazon SES API. If you want to send email through Amazon SES from an Amazon
EC2 instance, you can get started with Amazon SES for free.

¢ Use Elastic Beanstalk to create an email-enabled application such as a program that uses Amazon
SES to send a newsletter to customers.

« Set up Amazon Simple Notification Service (Amazon SNS) to notify you of your emails that bounced,
produced a complaint, or were successfully delivered to the recipient's mail server. When you use
Amazon SES to receive emails, your email content can be published to Amazon SNS topics.

¢ Use the AWS Management Console to set up Easy DKIM, which is a way to authenticate your
emails. Although you can use Easy DKIM with any DNS provider, it is especially easy to set up when
you manage your domain with Amazon Route 53.

« Control user access to your email sending by using AWS Identity and Access Management (IAM).
¢ Store emails you receive in Amazon Simple Storage Service (Amazon S3).
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e Take action on your received emails by triggering AWS Lambda functions.

* Use AWS Key Management Service (AWS KMS) to optionally encrypt the mail you receive in your
Amazon S3 bucket.

¢ Use AWS CloudTrail to log Amazon SES API calls that you make using the console or the Amazon
SES API.

¢ Publish your email sending events to Amazon CloudWatch or Amazon Kinesis Firehose. If you
publish your email sending events to Firehose, you can access them in Amazon Redshift, Amazon
Elasticsearch Service, or Amazon S3.

In this guide

This guide contains the following sections:

Section Description

Sending Email (p. 3) Describes how you can send email using Amazon SES.
Receiving Email (p. 256) Describes how you can receive email using Amazon SES.
Controlling Access (p. 302) Shows you how to use Amazon SES with AWS Identity

and Access Management (IAM) to specify which Amazon
SES API actions a user can perform on which Amazon SES

resources.

Logging API Calls (p. 308) Provides a list of Amazon SES APIs that can be logged
using AWS CloudTrail.

Using Credentials (p. 318) Explains the types of credentials that you might use with
Amazon SES, and when you might use them.

Using the API (p. 321) Describes how to use the Amazon SES Query API.

Regions (p. 327) Lists the Amazon SES SMTP and API endpoints for the

AWS regions in which Amazon SES is available, and
contains information you need to know when you use
Amazon SES endpoints in multiple regions.

Limits (p. 332) Provides a list of limits within Amazon SES.

Resources (p. 335) Lists resources that you may find useful as you work with
Amazon SES

Appendix (p. 337) Provides supplementary information about header fields,

unsupported attachment types, and scripts.

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.
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Sending Email with Amazon SES

How

When you send an email, you are sending it through some type of outbound email server. That email
server might be provided by your Internet service provider (ISP), your company's IT department, or
you might have set it up yourself. The email server accepts your email content, formats it to comply
with email standards, and then sends the email out over the Internet. The email may pass through
other servers until it eventually reaches a receiver (an entity, such as an ISP, that receives the email
on behalf of the recipient). The receiver then delivers the email to the recipient. The following diagram
illustrates the basic email-sending process.

Sender Sender's Internet Receiver Recipient

email server {e.g., an Internet
Service Provider)

When you use Amazon SES, Amazon SES becomes your outbound email server. You can also keep
your existing email server and configure it to send your outgoing emails through Amazon SES so
that you don't have to change any settings in your email clients. The following diagram shows where
Amazon SES fits in to the email-sending process.

Internet ) Internet -
Sender (Optional) Amazon Simple Recelver Recipient
Sender's Email Service (SES) {e.q., an Internet
email server Service Provider)

A sender can generate the email content in different ways. A sender can create the email by using an
email client application, or use a program that automatically generates emails, like an application that
sends order confirmations in response to purchase transactions.

do | send emails using Amazon SES?

There are several ways that you can send an email by using Amazon SES. You can use the Amazon
SES console, the Simple Mail Transfer Protocol (SMTP) interface, or you can call the Amazon SES
API.

¢« Amazon SES console—This method is the quickest way to set up your system and send a couple
of test emails, but once you are ready to start your email campaign, you will use the console
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primarily to monitor your sending activity. For example, you can quickly view the number of emails
that you have sent and the number of bounces and complaints that you have received.

SMTP Interface—There are two ways to access Amazon SES through the SMTP interface. The first
way, which requires no coding, is to configure any SMTP-enabled software to send email through
Amazon SES. For example, you can configure your existing email client or software program to
connect to the Amazon SES SMTP endpoint instead of your current outbound email server.

The second way is to use an SMTP-compatible programming language such as Java and access the
Amazon SES SMTP interface by using the language's built-in SMTP functions and data types.

Amazon SES API—You can call the Amazon SES Query API directly through HTTPS, or you

can use the AWS Command Line Interface, the AWS Tools for Windows PowerShell, or an AWS
Software Development Kit (SDK). The AWS SDKs wrap the low-level functionality of the Amazon
SES API with higher-level data types and function calls that take care of the details for you. The
AWS SDKs provide not only Amazon SES operations, but also basic AWS functionality such as
request authentication, request retries, and error handling. AWS SDKs and resources are available
for Android, iOS, Java, .NET, Node.js, PHP, Python, and Ruby.

How do | start?

If you are a first-time user of Amazon SES, we recommend that you begin by reading the following
sections:

Amazon SES Quick Start (p. 15)—Shows you how to get set up and send a test email as quickly
as possible.

Getting Started Sending Email with Amazon SES (p. 16)—Shows you how to send an email by
using the Amazon SES console, the SMTP interface, and an AWS SDK. Examples are provided in
C#, Java, and PHP.

Amazon SES and Deliverability (p. 6)—Explains email deliverability concepts that you should be
familiar with when you use Amazon SES.

Amazon SES Email-Sending Process (p. 9)—Shows you what happens when you send an email
through Amazon SES.

Email Format and Amazon SES (p. 12)—Reviews the format of emails and identifies the
information that you need to provide to Amazon SES.

Then you can learn about sending email with Amazon SES in more detail by reading the sections listed
in the following table:

Section Description

Setting up Email (p. 37) Shows you how to sign up for AWS, get your AWS access
keys, download an AWS SDK, verify email addresses or
domains, and move out of the Amazon SES sandbox.

Using the SMTP Interface (p. 56) Shows you how to get your Amazon SES SMTP
credentials, connect to the Amazon SES SMTP endpoint,
and provides examples of how to configure email clients
and software packages to send email through Amazon
SES. Also explains how to configure your existing email
server to send all outgoing emails through Amazon SES.

Using the API (p. 85) Shows you how to send formatted and raw emails by using
the Amazon SES API. Explains how to use non-standard
characters and send attachments by using the Multipurpose
Internet Mail Extensions (MIME) standard when you send
raw emails.
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Concepts

Section

Authenticating Your Email (p. 90)

Monitoring Your Sending
Activity (p. 101)

Managing Your Sending
Limits (p. 190)

Improving Deliverability (p. 224)

Using Sending Authorization (p. 194)

Using Dedicated IP
Addresses (p. 216)

Testing Email Sending (p. 221)

Troubleshooting (p. 226)

Description

Shows you how to use DKIM with Amazon SES to show
ISPs that you own the domain you are sending from.

Shows you how to view your usage statistics (such as

the number of deliveries, bounces, and complaints) and
sending limits by using the Amazon SES console or by
calling the Amazon SES API. Also shows you how to
receive bounce and complaint notifications by email, and
how to receive bounce, complaint, and delivery notifications
by setting up Amazon SNS notifications.

Explains the two Amazon SES sending limits (sending
quota and maximum send rate), how to increase them, and
the errors you receive when you try to exceed them.

Provides tips about how to improve the percentage of
emails that reach your recipients' inboxes. These include
monitoring your sending activity and taking preventative
measures to keep your bounce and complaint statistics low.

Shows you how to authorize other users to send emails
from your identities on your behalf.

Helps you decide whether to use shared IP addresses
or lease dedicated IP addresses for your Amazon SES
sending.

Explains how to use the Amazon SES mailbox simulator

to simulate common email scenarios without affecting

your sending statistics such as your bounce and complaint
metrics. The scenarios you can test are successful delivery,
bounce, complaint, out-of-the-office (OOTO), and address
on the suppression list.

Explains common causes of delivery problems and
provides descriptions of common Amazon SES exceptions
and SMTP response codes.

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Amazon SES Email-Sending Concepts

The following sections contain fundamental information about how Amazon SES sends your mail.

¢« Amazon SES and Deliverability (p. 6)

¢« Amazon SES Email-Sending Process (p. 9)

¢ Email Format and Amazon SES (p. 12)

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.
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Amazon SES and Deliverability

You want your recipients to read your emails, find them valuable, and not label them as spam. In other
words, you want to maximize email deliverability—the percentage of your emails that arrive in your
recipients' inboxes. This topic reviews email deliverability concepts that you should be familiar with
when you use Amazon SES.

To maximize email deliverability, you need to understand email delivery issues, proactively take
steps to prevent them, stay informed of the status of the emails that you send, and then improve your
email-sending program, if necessary, to further increase the likelihood of successful deliveries. The
following sections review the concepts behind these steps and how Amazon SES helps you through
the process.

Understand
Email Delivery
Issues

Email Sen ing
Program

Stay Informed

Understand Email Delivery Issues

In most cases, your messages are delivered successfully to recipients who expect them. In some
cases, however, a delivery might fail, or a recipient might not want to receive the mail that you are
sending. Bounces, complaints, and the suppression list are related to these delivery issues and are
described in the following sections.

Bounce

If your recipient's receiver (for example, an ISP) fails to deliver your message to the recipient, the
receiver bounces the message back to Amazon SES. Amazon SES then notifies you of the bounced
email through email or through Amazon Simple Notification Service (Amazon SNS), depending

on how you have your system set up. For more information, see Monitoring Using Amazon SES
Notifications (p. 104).

There are hard bounces and soft bounces, as follows:

¢ Hard bounce — A persistent email delivery failure. For example, the mailbox does not exist.
Amazon SES does not retry hard bounces, with the exception of DNS lookup failures. We strongly
recommend that you do not make repeated delivery attempts to email addresses that hard bounce.

¢ Soft bounce — A temporary email delivery failure. For example, the mailbox is full, there are too
many connections (also called throttling), or the connection times out. Amazon SES retries soft
bounces multiple times. If the email still cannot be delivered, then Amazon SES stops retrying it.

API Version 2010-12-01
6



Amazon Simple Email Service Developer Guide
Amazon SES and Deliverability

Amazon SES notifies you of hard bounces and soft bounces that will no longer be retried. However,
only hard bounces count toward your bounce rate and the bounce metric that you retrieve using the
Amazon SES console or the Get SendSt ati stics API.

Bounces can also be synchronous or asynchronous. A synchronous bounce occurs while the email
servers of the sender and receiver are actively communicating. An asynchronous bounce occurs when
a receiver initially accepts an email message for delivery and then subsequently fails to deliver it to the
recipient.

Complaint

Most email client programs provide a button labeled "Mark as Spam," or similar, which moves the
message to a spam folder, and forwards it to the ISP. Additionally, most ISPs maintain an abuse
address (e.g., abuse@example.net), where users can forward unwanted email messages and request
that the ISP take action to prevent them. In both of these cases, the recipient is making a complaint.

If the ISP concludes that you are a spammer, and Amazon SES has a feedback loop set up with the
ISP, then the ISP will send the complaint back to Amazon SES. When Amazon SES receives such a
complaint, it forwards the complaint to you either by email or by using an Amazon SNS notification,
depending on how you have your system set up. For more information, see Monitoring Using Amazon
SES Notifications (p. 104). We recommend that you do not make repeated delivery attempts to email
addresses that generate complaints.

Suppression List

The Amazon SES suppression list is a list of recipient email addresses that have recently caused a
hard bounce for any Amazon SES customer. If you try to send an email through Amazon SES to an
address that is on the suppression list, the call to Amazon SES succeeds, but Amazon SES treats

the email as a hard bounce instead of attempting to send it. Like any hard bounce, suppression list
bounces count towards your sending quota and your bounce rate. An email address can remain on the
suppression list for up to 14 days. If you are sure that the email address that you're trying to send to

is valid, you can submit a suppression list removal request. For more information, see Removing an
Email Address from the Amazon SES Suppression List (p. 233).

Be Proactive

One of the biggest issues with email on the Internet is unsolicited bulk email, or spam. ISPs take
considerable measures to prevent their customers from receiving spam. Correspondingly, Amazon
SES takes proactive steps to decrease the likelihood that ISPs consider your email to be spam.
Amazon SES uses verification, authentication, sending limits, and content filtering. Amazon SES also
maintains a trusted reputation with ISPs and requires you to send high-quality email. Amazon SES
does some of those things for you automatically (like content filtering); in other cases, it provides the
tools (like authentication), or guides you in the right direction (sending limits). The following sections
provide more information about each concept.

Verification

Unfortunately, it's possible for a spammer to falsify an email header and spoof the originating email
address so that it appears as though the email originated from a different source. To maintain trust
between ISPs and Amazon SES, Amazon SES needs to ensure that its senders are who they

say they are. You are therefore required to verify all email addresses from which you send emails
through Amazon SES to protect your sending identity. You can verify email addresses by using the
Amazon SES console or by using the Amazon SES API. You can also verify entire domains. For
more information, see Verifying Email Addresses in Amazon SES (p. 39) and Verifying Domains in
Amazon SES (p. 41).

If your account is still in the Amazon SES sandbox, you also need to verify all recipient addresses
except for addresses provided by the Amazon SES mailbox simulator. For information about getting
out of the sandbox, see Moving Out of the Amazon SES Sandbox (p. 54). For more information
about the mailbox simulator, see Testing Amazon SES Email Sending (p. 221).
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Authentication

Authentication is another way that you can indicate to ISPs that you are who you say you are. When
you authenticate an email, you provide evidence that you are the owner of the account and that

your emails have not been madified in transit. In some cases, ISPs refuse to forward email that is

not authenticated. Amazon SES supports two methods of authentication: Sender Policy Framework
(SPF) and DomainKeys Identified Mail (DKIM). For more information, see Authenticating Your Email in
Amazon SES (p. 90).

Sending Limits

If an ISP detects sudden, unexpected spikes in the volume or rate of your emails, the ISP might
suspect you are a spammer and block your emails. Therefore, every Amazon SES account has a set
of sending limits to regulate the number of email messages that you can send and the rate at which
you can send them. These sending limits help you to gradually ramp up your sending activity to protect
your trustworthiness with ISPs.

Amazon SES has two sending limits: a sending quota (the maximum number of messages you can
send in a 24-hour period) and a maximum send rate (the maximum number of emails that Amazon
SES can accept from your account per second, although the actual rate at which Amazon SES accepts
your messages might be less than the maximum send rate). If you are a brand-new user, Amazon SES
lets you send a small amount of email each day. If the mail that you send is acceptable to ISPs, this
limit will gradually increase. Over time, your sending limits will steadily increase so that you can send
larger quantities of email at faster rates. You can also file an SES Sending Limits Increase Case to get
your quotas increased if you need them to ramp up more quickly.

For more information about sending limits and how to increase them, see Managing Your Amazon SES
Sending Limits (p. 190).

Content Filtering

Many ISPs use content filtering to determine if incoming emails are spam. Content filters look for
guestionable content and block the email if the email fits the profile of spam. Amazon SES uses
content filters also. When your application sends a request to Amazon SES, Amazon SES assembles
an email message on your behalf and then scans the message header and body to determine if they
contain content that ISPs might construe as spam. If your messages look like spam to the content
filters that Amazon SES uses, your reputation with Amazon SES will be negatively affected. If a
message is infected with a virus, it is rejected by Amazon SES entirely.

Reputation

When it comes to email sending, reputation—a measure of confidence that an IP address, email
address, or sending domain is not the source of spam—is important. Amazon SES maintains a strong
reputation with ISPs so that ISPs deliver your emails to your recipients' inboxes. Similarly, you need

to maintain a trusted reputation with Amazon SES. You build your reputation with Amazon SES by
sending high-quality content. When you send high-quality content, your reputation becomes more
trusted over time and Amazon SES increases your sending limits. Excessive bounces and complaints
negatively impact your reputation and can cause Amazon SES to lower your sending limits or terminate
your Amazon SES account.

One way to help maintain your reputation is to use the mailbox simulator when you test your system,
instead of sending to email addresses that you have created yourself. Emails to the mailbox simulator
do not count toward your bounce and complaint metrics. For more information about the mailbox
simulator, see Testing Amazon SES Email Sending (p. 221).

High-Quality Email

High-quality email is email that recipients find valuable and want to receive. Value means different
things to different recipients and can come in the form of offers, order confirmations, receipts,
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newsletters, etc. Ultimately, your deliverability rests on the quality of the emails that you send because
ISPs block emails that they find to be low quality (spam). For more information about how to send high-
quality email, see Improving Deliverability with Amazon SES (p. 224) and the Amazon SES Email
Sending Best Practices white paper.

Stay Informed

Whether your deliveries fail, your recipients complain about your emails, or Amazon SES successfully
delivers an email to a recipient's mail server, Amazon SES helps you to track down the issue by
providing notifications and by enabling you to easily monitor your usage statistics.

Notifications

When an email bounces, the ISP notifies Amazon SES, and Amazon SES notifies you. Amazon SES
notifies you of hard bounces and soft bounces that Amazon SES will no longer retry. Many ISPs also
forward complaints, and Amazon SES sets up complaint feedback loops with the major ISPs so you
don't have to. Amazon SES can notify you of bounces, complaints, and successful deliveries in two
ways: you can set your account up to receive notifications through Amazon SNS, or you can receive
notifications by email (bounces and complaints only). For more information, see Monitoring Using
Amazon SES Notifications (p. 104).

Usage Statistics

Amazon SES provides usage statistics so that you can view your failed deliveries to determine and
resolve the root causes. You can view your usage statistics by using the Amazon SES console or by
calling the Amazon SES API. You can view how many deliveries, bounces, complaints, and virus-
infected rejected emails you have, and you can also view your sending limits to ensure that you stay
within them.

Improve Your Email-Sending Program

If you are getting large numbers of bounces and complaints, it's time to reassess your email-sending
strategy. Remember that excessive bounces, complaints, and attempts to send low-quality email
constitute abuse and put your AWS account at risk of termination. Ultimately, you need to be sure that
you use Amazon SES to send high-quality emails and to only send emails to recipients who want to
receive them. For more information, see Improving Deliverability with Amazon SES (p. 224) and the
Amazon SES Email Sending Best Practices white paper.

Amazon SES Email-Sending Process

This topic describes what happens when you send an email with Amazon SES, and the various
outcomes that can occur after the email is sent. The following figure is a high-level overview of the
sending process:
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1. Aclient application, acting as an email sender, makes a request to Amazon SES to send email to
one or more recipients.

2. Ifthe requestis valid, Amazon SES accepts the email and sends it over the Internet to the
recipient's receiver. Once the message is passed to Amazon SES, it is usually sent immediately,
with the first delivery attempt normally occurring within milliseconds.

3. Atthis point, there are different possibilities. For example:

The ISP successfully delivers the message to the recipient's inbox.

b. The recipient's email address does not exist, so the ISP sends a bounce natification to
Amazon SES. Amazon SES then forwards the notification to the sender.

c. The recipient receives the message but considers it to be spam and registers a complaint with
the ISP. The ISP, which has a feedback loop set up with Amazon SES, sends the complaint to
Amazon SES, which then forwards it to the sender.

The following sections review the individual possible outcomes after a sender sends an email request
to Amazon SES and after Amazon SES sends an email message to the recipient.

After a Sender Sends an Email Request to Amazon SES

When the sender makes a request to Amazon SES to send an email, the call may succeed or fail. The
following sections describe what happens in each case.

Successful Sending Request

If the request to Amazon SES succeeds, Amazon SES returns a success response to the sender.

This message includes the message ID, a string of characters that uniquely identifies the request.

You can use the message ID to identify the sent email or to track problems encountered during
sending. Amazon SES then assembles an email message based on the request parameters, scans the
message for questionable content and viruses and then sends it out over the Internet using Simple Malil
Transfer Protocol (SMTP). Your message is usually sent immediately; the first delivery attempt typically
occurs within milliseconds.

Note

If Amazon SES successfully accepts the sender's request and then an Amazon SES content
filter finds that the message contains a virus, Amazon SES drops the message and notifies
the sender by email.

Failed Sending Request

If the sender's email-sending request to Amazon SES fails, Amazon SES responds to the sender with
an error and drops the email. The request could fail for several reasons. For example, the request may
not be formatted properly or the email address may not have been verified by the sender.

The method through which you can determine if the request has failed depends on how you call
Amazon SES. The following are examples of how errors and exceptions are returned:

* If you are calling Amazon SES through the Query (HTTPS) API (SendEnmai | or SendRawEnmi | ),
the actions will return an error. For more information, see the Amazon Simple Email Service API
Reference.

¢ If you are using an AWS SDK for a programming language that uses exceptions, the call to Amazon
SES will throw a MessageRejectedException. (The name of the exception may vary slightly
depending on the SDK.)

¢ If you are using the SMTP interface, then the sender receives an SMTP response code, but how the
error is conveyed depends on the sender's client. Some clients may display an error code; others
may not.
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For information about errors that can occur when you send an email with Amazon SES, see Amazon
SES Email Sending Errors (p. 228).

After Amazon SES Sends an Emaill

If the sender's request to Amazon SES succeeds, then Amazon SES sends the email and one of the
following outcomes occurs:

« Successful delivery and the recipient does not object to the email—The email is accepted

by the ISP, and the ISP delivers the email to the recipient. A successful delivery is shown in the
following figure.

Sender Amazon SES Receiver Recipient
(e.g., 1SP)

Hard bounce—The email is rejected by the ISP because of a persistent condition or rejected by
Amazon SES because the email address is on the Amazon SES suppression list. An email address
is on the Amazon SES suppression list if it has recently caused a hard bounce for any Amazon SES
customer. A hard bounce with an ISP can occur because the recipient's address is invalid. A hard
bounce notification is sent from the ISP back to Amazon SES, which notifies the sender through
email or through Amazon Simple Notification Service (Amazon SNS), depending on the sender's
setup. Amazon SES notifies the sender of suppression list bounces by the same means. The path of
a hard bounce from an ISP is shown in the following figure.

& @ -

Sender Amazon SES Receivar
(e.g., ISP)

Soft bounce—The ISP cannot deliver the email to the recipient because of a temporary condition,
such as the ISP is too busy to handle the request or the recipient's mailbox is full. A soft bounce can
also occur if the domain does not exist. The ISP sends a soft bounce notification back to Amazon
SES, or, in the case of a nonexistent domain, Amazon SES cannot find an email server for the
domain. In either case, Amazon SES retries the email for an extended period of time. If Amazon
SES cannot deliver the email in that time period, it sends you a bounce notification through email

or through Amazon SNS. If Amazon SES can deliver the email to the recipient during a retry, the
delivery is successful. A soft bounce is shown in the following figure. In this case, Amazon SES
retries sending the email, and the ISP is eventually able to deliver it to the recipient.

s E—-a
Sender Amazon SES Receivar Recipient

(e.g., ISP}
Complaint—The email is accepted by the ISP and delivered to the recipient, but the recipient
considers the email to be spam and clicks a button such as "Mark as spam" in his or her email client.
If Amazon SES has a feedback loop set up with the ISP, then a complaint naotification is sent to
Amazon SES, which forwards the complaint notification to the sender. Most ISPs do not provide

the email address of the recipient who submitted the complaint, so the complaint naotification from
Amazon SES provides the sender a list of recipients who might have sent the complaint, based on
the recipients of the original message and the ISP from which Amazon SES received the complaint.
The path of a complaint is shown in the following figure.
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Sender Amazon SES Receiver Recipient
(e.g.. ISP)

¢ Auto response—The email is accepted by the ISP, and the ISP delivers it to the recipient. The ISP
then sends an automatic response such as an out-of-the-office (OOTO) message to Amazon SES.
Amazon SES forwards the auto response notification to the sender. An auto response is shown in
the following figure.

Sender Amazon SES Receiver Recipient

(e.g., ISP)

Make sure that your Amazon SES-enabled program does not retry sending messages that generate
an auto response.

Tip

You can use the Amazon SES mailbox simulator to test a successful delivery, bounce,

complaint, OOTO, or what happens when an address is on the suppression list. For more
information, see Testing Amazon SES Email Sending (p. 221).

Email Format and Amazon SES

When a client makes a request to Amazon SES, Amazon SES constructs an email message compliant
with the Internet Message Format specification (RFC 5322). An email consists of a header, a body, and
an envelope, as described below.

* Header—Contains routing instructions and information about the message. Examples are the
sender's address, the recipient's address, the subject, and the date. The header is analogous to the
information at the top of a postal letter, though it can contain many other types of information, such
as the format of the message.

« Body—Contains the text of the message itself.

* Envelope—Contains the actual routing information that is communicated between the email client
and the mail server during the SMTP session. This email envelope information is analogous to the
information on a postal envelope. The routing information of the email envelope is usually the same
as the routing information in the email header, but not always. For example, when you send a blind
carbon copy (BCC), the actual recipient address (derived from the envelope) is not the same as the
"To" address that is displayed in the recipient's email client, which is derived from the header.

The following is a simple example of an email. The header is followed by a blank line and then the
body of the email. The envelope isn't shown because it is communicated between the client and the
mail server during the SMTP session, rather than a part of the email itself.

Recei ved: from abc. smt p-out. amazonses. com (123. 45.67.89) by in. exanple.com
(87.65.43.210); Fri, 17 Dec 2010 14:26: 22

From "Andrew' <andrew@xanpl e.conp;

To: "Bob" <bob@xanpl e. conm>

Date: Fri, 17 Dec 2010 14:26:21 -0800

Subject: Hello

Message- |1 D <61967230- 7A45- 4A9D- BEC9- 87CBCF2211C9@xanpl e. conme

Accept - Language: en-US
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Cont ent - Language: en-US

Cont ent - Type: text/plain; charset="us-ascii"
Cont ent - Transf er - Encodi ng: quot ed-pri ntabl e
M ME-Version: 1.0

Hel l o, | hope you are having a good day.

- Andr ew

The following sections review email headers and bodies and identify the information that you need to
provide when you use Amazon SES.

Email Header

There is one header per email message. Each line of the header contains a field followed by a colon
followed by a field body. When you read an email in an email client, the email client typically displays
the values of the following header fields:

* To—The email addresses of the message's recipients.
¢ CC—The email addresses of the message's carbon copy recipients.
¢ From—The email address from which the email is sent.

¢ Subject—A summary of the message topic.
» Date—The time and date the email is sent.

There are many additional header fields that provide routing information and describe the content of
the message. Email clients typically do not display these fields to the user. For a full list of the header
fields that Amazon SES accepts, see Appendix: Header Fields (p. 337). When you use Amazon SES,
you particularly need to understand the difference between "From," "Reply-To," and "Return-Path"
header fields. As noted previously, the "From" address is the email address of the message sender,
whereas "Reply-To" and "Return-Path" are as follows:

» Reply-To—The email address to which replies will be sent. By default, replies are sent to the original
sender's email address.

¢ Return-Path—The email address to which message bounces and complaints should be sent.
"Return-Path" is sometimes called "envelope from," "envelope sender," or "MAIL FROM."

Note
When you use Amazon SES, we recommend that you always set the "Return-Path"
parameter so that you can be aware of bounces and take corrective action if they occur.

To easily match a bounced message with its intended recipient, you can use Variable Envelope Return
Path (VERP). With VERP, you set a different "Return-Path" for each recipient, so that if the message
bounces back, you automatically know which recipient it bounced from, rather than having to open the
bounce message and parse it.

Email Body

The email body contains the text of the message. The body can be sent in the following formats:
¢ HTML—If the recipient's email client can interpret HTML, the body can include formatted text and
hyperlinks

¢ Plain text—If the recipient's email client is text-based, the body must not contain any nonprintable
characters.
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¢ Both HTML and plain text—When you use both formats to send the same content in a single
message, the recipient's email client decides which to display, based upon its capabilities.

If you are sending an email message to a large number of recipients, then it makes sense to send

it in both HTML and text. Some recipients will have HTML-enabled email clients, so that they can
click embedded hyperlinks in the message. Recipients using text-based email clients will need you to
include URLSs that they can copy and open using a web browser.

Email Information You Need to Provide to Amazon SES

When you send an email with Amazon SES, the email information you need to provide depends on
how you call Amazon SES. You can provide a minimal amount of information and have Amazon SES
take care of all of the formatting for you. Or, if you want to do something more advanced like send an
attachment, you can provide the raw message yourself. The following sections review what you need
to provide when you send an email by using the Amazon SES API, the Amazon SES SMTP interface,
or the Amazon SES console.

Amazon SES API

If you call the Amazon SES API directly, you call either the SendEnwi | or the SendRawEnmai | API.
The amount of information you need to provide depends on which API you call.

« The SendEnai | API requires you to provide only a source address, destination address, message
subject, and a message body. You can optionally provide "Reply-To" addresses. When you call this
API, Amazon SES automatically assembles a properly formatted multi-part Multipurpose Internet
Mail Extensions (MIME) email message optimized for display by email client software. For more
information, see Sending Formatted Email Using the Amazon SES API (p. 86).

¢ The SendRawEnmai | API provides you the flexibility to format and send your own raw email message
by specifying headers, MIME parts, and content types. SendRawEnmi | is typically used by advanced
users. You need to provide the body of the message and all header fields that are specified as
required in the Internet Message Format specification (RFC 5322). For more information, see
Sending Raw Email Using the Amazon SES API (p. 86).

If you use an AWS SDK to call the Amazon SES API, you provide the information listed above to the
corresponding functions (for example, SendEnai | and SendRawEnei | for Java).

For more information about sending email using the Amazon SES API, see Using the Amazon SES
API to Send Email (p. 85).

Amazon SES SMTP Interface

When you access Amazon SES through the SMTP interface, your SMTP client application assembles
the message, so the information you need to provide depends on the application you are using. At a
minimum, the SMTP exchange between a client and a server requires a source address, a destination
address, and message data. If you are using the SMTP interface and have feedback forwarding
enabled, then your bounces, complaints, and delivery notifications are sent to the "MAIL FROM"
address. Any "Reply-To" address that you specify is not used.

For more information about sending email using the Amazon SES SMTP interface, see Using the
Amazon SES SMTP Interface to Send Email (p. 56).

Amazon SES Console

When you send an email by using the Amazon SES console, the amount of information you need to
provide depends on whether you choose to send a formatted or raw email.
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¢ To send a formatted email, you need to provide a source address, a destination address, a message
subject, and a message body. Amazon SES automatically assembles a properly formatted multi-part
MIME email message optimized for display by email client software. You can also specify a reply-to
and a return path field.

¢ To send a raw email, you provide the source address, a destination address, and the message
content, which must contain the body of the message and all header fields that are specified as
required in the Internet Message Format specification (RFC 5322).

Amazon SES Quick Start

This procedure leads you through the steps to sign up for AWS, verify your email address, send your
first email, consider how you will handle bounces and complaints, and move out of the Amazon Simple
Email Service (Amazon SES) sandbox.

Use this procedure if you:

¢ Are just experimenting with Amazon SES.
¢ Want to send some test emails without doing any programming.
¢ Want to get set up in as few steps as possible.

Step 1: Sign up for AWS

Before you can use Amazon SES, you need to sign up for AWS. When you sign up for AWS, your
account is automatically signed up for all AWS services.

For instructions, see Signing up for AWS (p. 38).

Step 2: Verify your email address

Before you can send email from your email address through Amazon SES, you need to show Amazon
SES that you own the email address by verifying it.

For instructions, see Verifying Email Addresses in Amazon SES (p. 39).

Step 3: Send your first email

You can send an email simply by using the Amazon SES console. As a new user, your account is in a
test environment called the sandbox, so you can only send email to and from email addresses that you
have verified.

For instructions, see Send an Email Using the Amazon SES Console (p. 17).

Step 4: Consider how you will handle bounces and
complaints

Before the next step, you need to think about how you will handle bounces and complaints. If you are
sending to a small number of recipients, your process can be as simple as examining the bounce and
complaint feedback that you receive by email, and then removing those recipients from your mailing
list.

For more information, see Processing Bounces and Complaints (p. 225).
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Step 5: Move out of the Amazon SES sandbox

To be able to send emails to unverified email addresses and to raise the number of emails you can
send per day and how fast you can send them, your account needs to be moved out of the sandbox.
This process involves opening an SES Sending Limits Increase case in Support Center.

For more information about the sandbox restrictions and how to apply to move out of the sandbox, see
Moving Out of the Amazon SES Sandbox (p. 54).

Next steps

¢ After you send a few test emails to yourself, use the Amazon SES mailbox simulator for further
testing because emails to the mailbox simulator do not count towards your sending quota or your
bounce and complaint rates. For more information on the mailbox simulator, see Testing Amazon
SES Email Sending (p. 221).

* Monitor your sending activity, such as the number of emails that you have sent and the number that
have bounced or received complaints. For more information, see Monitoring Your Amazon SES
Sending Activity (p. 101).

« Verify entire domains so that you can send email from any email address in your domain without
verifying addresses individually. For more information, see Verifying Domains in Amazon
SES (p. 41).

¢ Increase the chance that your emails will be delivered to your recipients' inboxes instead of junk
boxes by authenticating your emails. For more information, see Authenticating Your Email in
Amazon SES (p. 90).

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Getting Started Sending Email with Amazon SES

This getting started tutorial provides step-by-step instructions for you to set up Amazon Simple Email
Service (Amazon SES) and send an email. First, review the information in Before You Begin with
Amazon SES (p. 17). Then, send an email in one of the following ways. You can also watch our
Getting Started with Amazon SES video.

For information about Amazon SES email pricing, see Pricing on the Amazon SES detail page.

Using the Amazon SES Console

Use this method if you want to get started sending test emails through Amazon SES with minimal
setup. When you are ready to start your production email sending campaign, you will want to move
on to one of the other sending methods and use the Amazon SES console primarily to monitor your
sending activity.

To start this tutorial, go to Send an Email Using the Amazon SES Console (p. 17).

Using Simple Mail Transfer Protocol (SMTP)

Use this method if you want to send email through the Amazon SES SMTP interface with or without
programming as follows:
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¢ Enable an application to send email through Amazon SES by using a programming language that
supports SMTP. Examples are provided in C#, Java, and PHP. To start this tutorial, go to Send an
Email by Accessing the Amazon SES SMTP Interface Programmatically (p. 19).

¢ Set up your mail server to forward mail to Amazon SES, or configure your email client or SMTP-
enabled software package to send email through Amazon SES. Examples are provided for Postfix,
Sendmail, and Exim mail servers as well as email client Microsoft Outlook and issue-tracking
software Jira. To start this tutorial, go to Configuring Your Existing Email Server or SMTP-Enabled
Application to Send Email Through Amazon SES (p. 28).

For introductory information on both SMTP sending methods, see Send an Email Through Amazon
SES Using SMTP (p. 18).

Using an AWS SDK

Use this method to call the Amazon SES API using libraries that handle the details of the underlying
Amazon SES Query interface. Examples are provided in C#, Java, and PHP. To start this tutorial, go to
Send an Email Through Amazon SES Using an AWS SDK (p. 28).

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Before You Begin with Amazon SES

Before you get started, you need to set up Amazon SES. Whether you send an email by using the
Amazon SES console, the SMTP interface, or the Amazon SES API, you need to:

¢ Sign up for AWS—Before you can use Amazon SES or other AWS services, you need to create an
AWS account. For information, see Signing up for AWS (p. 38).

¢ Verify your email address or domain—To send emails using Amazon SES, you always need
to verify your "From" address to show that you own it. If you are in the sandbox, you also need to
verify your "To" addresses. You can verify email addresses or entire domains. For information, see
Verifying Email Addresses and Domains in Amazon SES (p. 38).

This list contains the setup tasks that are mandatory for all email sending methods. Additional setup
tasks that are specific to the email sending method are given in the corresponding getting started
section. To see a complete list of all setup tasks, see Setting up Email with Amazon SES (p. 37).

Send an Email Using the Amazon SES Console

The easiest way to send an email with Amazon SES is to use the Amazon SES console. Because

the console requires you to manually enter information, you will typically only use it to send a few test
emails. After you get started with Amazon SES, you will want to send your emails using either the
Amazon SES SMTP interface or API, but the console is still useful for monitoring your sending activity.

Important

In this getting started tutorial, you send an email to yourself so that you can check to see if
you received it. For further experimentation or load testing, use the Amazon SES mailbox
simulator. Emails that you send to the mailbox simulator do not count toward your sending
quota or your bounce and complaint rates. For more information, see Testing Amazon SES
Email Sending (p. 221).

Before you follow these steps, make sure you review the setup instructions in Before You Begin with
Amazon SES (p. 17).
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To send an email message from the Amazon SES console

1.

Sign in to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/home. If you are not currently signed into your AWS account, this
link will take you to a sign-in page. After you sign in, you will be directed to the Amazon SES
console.

In the Navigation pane of the Amazon SES console, under Identity Management, choose Email
Addresses to view the email address that you verified in Verifying Email Addresses in Amazon
SES (p. 39).

In the list of identities, select the checkbox of an email address that you have verified.
Choose Send a Test Email.
In the Send Test Email dialog box, choose the Email Format. The two choices are as follows:

» Formatted—This is the simplest option. Choose this if you simply want to type the text of your
message into the Body text box. When you send the email, Amazon SES will put the text into
email format for you.

« Raw—Choose this option if you want to send a more complex message, such as a message
that includes HTML or an attachment. Because of this flexibility, you will need to format the
message as described in Sending Raw Email Using the Amazon SES API (p. 86) yourself,
and then paste the entire formatted message, including the headers, into the Body text box.
You can use the following example, which contains HTML, to send a test email using the Raw
email format. Copy and paste this message in its entirety into the Body text box. Ensure that
there is not a blank line between the M ME- Ver si on header and the Cont ent - Type header,
because that would cause the email to be formatted as plain text instead of HTML.

Subj ect: Amazon SES Raw Email Test
M ME- Version: 1.0
Cont ent - Type: text/htm

<! DOCTYPE html >

<htm >

<body>

<h1>This text should be large, because it is formatted as a header in
HTM.. </ h1>

<p>Here is a formatted link: <a href="http://docs. aws. amazon. con ses/

| at est/ Devel oper Gui de/ Wl cone. ht Ml ">Amazon SES Devel oper Qui de</a>. </ p>

</ body>

</htm >

In the Send Test Email dialog box, fill out the rest of the fields. If you are still in the Amazon SES
sandbox, make sure that you have verified the address in the To field. For more information, see
Verifying Email Addresses in Amazon SES (p. 39).

Choose Send Test Email.

Sign in to the email client of the address you sent the email to. You will find the message that you
sent.

Send an Email Through Amazon SES Using SMTP

To send an email using the Amazon SES SMTP interface, you can use an SMTP-enabled
programming language, email server, or application. Before you start, review the instructions in Before
You Begin with Amazon SES (p. 17). You also need to obtain the following additional information:

e Your Amazon SES SMTP username and password, which enable you to connect to the Amazon

SES SMTP endpoint. To get your Amazon SES SMTP username and password, see Obtaining Your
Amazon SES SMTP Credentials (p. 57).
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Important
Your SMTP credentials are different from your AWS credentials. For more information about
credentials, see Using Credentials With Amazon SES (p. 318).
¢« The Amazon SES SMTP hostname, which is email-smtp.us-east-1.amazonaws.com (for region
us-east-1), email-smtp.us-west-2.amazonaws.com (for region us-west-2), or email-smtp.eu-
west-1.amazonaws.com (for region eu-west-1).
¢ The Amazon SES SMTP interface port number, which depends on the connection method. For more
information, see Connecting to the Amazon SES SMTP Endpoint (p. 60).

After you have obtained your SMTP credentials, you can connect to the Amazon SES SMTP endpoint
and start sending email. This getting started tutorial shows you how to send email through the Amazon
SES SMTP interface by using the following methods:

¢ Send an Email by Accessing the Amazon SES SMTP Interface Programmatically (p. 19)

¢ Configuring Your Existing Email Server or SMTP-Enabled Application to Send Email Through
Amazon SES (p. 28)

For more information about the Amazon SES SMTP interface, see Using the Amazon SES SMTP
Interface to Send Email (p. 56).

Send an Email by Accessing the Amazon SES SMTP Interface
Programmatically

You can access the Amazon SES SMTP interface by using an SMTP-enabled programming language.
You provide the Amazon SES SMTP hostname and port number along with your SMTP credentials
and then use the programming language's generic SMTP functions to send the email.

Review Send an Email Through Amazon SES Using SMTP (p. 18) and then select one of the
following tutorials:

e Send an Email Through the Amazon SES SMTP Interface with C# (p. 19)
¢ Send an Email Through the Amazon SES SMTP Interface with Java (p. 22)
¢ Send an Email Through the Amazon SES SMTP Interface with PHP (p. 25)

Send an Email Through the Amazon SES SMTP Interface with C#

The following procedure shows you how to use Microsoft Visual Studio to create a console application
and modify the C# code to send an email through Amazon SES. The process to create a new project
based on a project template that is similar across Microsoft Visual Studio editions, but we'll go through
the procedure using Microsoft Visual Studio Professional 2012.

Before you perform the following procedure, complete the setup tasks described in Before You Begin
with Amazon SES (p. 17) and Send an Email Through Amazon SES Using SMTP (p. 18).

Important

In this getting started tutorial, you send an email to yourself so that you can check to see if
you received it. For further experimentation or load testing, use the Amazon SES mailbox
simulator. Emails that you send to the mailbox simulator do not count toward your sending
guota or your bounce and complaint rates. For more information, see Testing Amazon SES
Email Sending (p. 221).

To send an email using the Amazon SES SMTP interface with C#

1. Create a console project in Visual Studio by performing the following steps:
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2.

a. Open Microsoft Visual Studio.
b. Choose File, choose New, and then choose Project.

c. Inthe New Project dialog box, in the left pane, expand Installed, expand Templates, and
then expand Visual C#.

d. Under Visual C#, choose Windows.
e. Choose Console Application.

f.  In the Name field, type AmazonSESSanpl e. The dialog box should look similar to the
following figure.

b Recent .MET Framework 4.5 ~ Sortby: Default - ;;E Search Installed Templ P ~
4 Installed
C# B e A =
| I Windows Forms Application Visual C# fvnefiden
4 Templates A project for creating a command-ine
4 Visual C# 54 : ; application
WPF Application Visual C#
Windows <m» 3
Web c#
AWS E Congole Application Visual C#
Cloud -
Ll
Reporting ‘Bi! Class Library Visual C#
Silverlight 7 .
Test El!i! Portable Class Library Visual C#
WCF G
Workflow C#
aretiaw WPF Browser Application Visual C#
P Other Languages <M
I Other Project Types -
Samples k] Empty Project Visual C#
i i
kol :D Windows Service Visual C#
CH#
ARG Wor st Comtral ibeary Wizl i
Mame: AmazonSESSample
Location: c:'usersiyoudocumentsvisual studio 2012'Projects - Browse... |
Solution name: AmazonSESSample Create directory for solution

[] Add to source control

oK Cancel

g. Choose OK.

In your Visual Studio project, replace the entire contents of Program.cs with the following code:

usi ng System

nanespace AmazonSESSanpl e
{

cl ass Program

{
static void Min(string[] args)

{
const String FROM = " SENDER@EXAMPLE. COM'; /1 Replace with
your "Froni address. This address nust be verified.
const String TO = "RECI Pl ENT@GEXAMPLE. COM'; // Replace with a
"To" address. |f your account is still in the

/!l sandbox, this
address nust be verified.

const String SUBJECT = "Amazon SES test (SMIP interface
accessed using CH)";

const String BODY = "This email was sent through the Amazon
SES SMIP interface by using C#. ";
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/1 Supply your SMIP credentials bel ow Note that your SMIP
credentials are different fromyour AW credentials.

const String SMIP_USERNAME = "YOUR_SMIP_USERNAME"; // Repl ace
wi th your SMIP usernane.

const String SMIP_PASSWORD = "YOUR _SMIP_PASSWORD'; // Repl ace
with your SMIP password.

/1 Amazon SES SMIP host nane. This exanple uses the US West
(Oregon) region.
const String HOST = "enmil -sntp. us-west-2. amazonaws. cont';

/1 The port you will connect to on the Anazon SES SMIP
endpoi nt. W are choosing port 587 because we will use

/1 STARTTLS to encrypt the connecti on.

const int PORT = 587;

/1l Create an SMIP client with the specified host nane and
port.

using (System Net.Mil.Sntpdient client = new
System Net. Mai | . Snt pd i ent (HOST, PORT))

/] Create a network credential with your SMIP user nane
and password.

client.Credentials = new
Syst em Net . Net wor kCr edent i al (SMIP_USERNAME, SMIP_PASSWORD) ;

/1 Use SSL when accessing Amazon SES. The SMIP session
wi Il begin on an unencrypted connection, and then

/1 the client will issue a STARTTLS command to upgrade to
an encrypted connection using SSL.
client. Enabl eSsl = true;

/1l Send the emmil.
try

{
Consol e. WiteLine("Attenpting to send an enmil through
the Anazon SES SMIP interface...");
client.Send(FROM TO SUBJECT, BODY);
Consol e. WiteLine("Email sent!");

catch (Exception ex)

{
Consol e. WiteLine("The enail was not sent.");
Consol e. WiteLine("Error nessage: " + ex.Message);
}
}
Console. Wite("Press any key to continue...");

Consol e. ReadKey();

}

3. In Program.cs, replace the following email addresses with your own values:

Important
The email addresses are case-sensitive. Make sure that the addresses are exactly the
same as the ones you verified.
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« SENDER@EXAMPLE.COM—Replace with your "From" email address. You must verify this
address before you run this program. For more information, see Verifying Email Addresses and
Domains in Amazon SES (p. 38).

¢ RECIPIENT@EXAMPLE.COM—Replace with your "To" email address. If your account is still in
the sandbox, you must verify this address before you use it. For more information, see Moving
Out of the Amazon SES Sandbox (p. 54).

In Program.cs, replace the following SMTP credentials with the values that you obtained in
Obtaining Your Amazon SES SMTP Credentials (p. 57):

Important
Your SMTP credentials are different from your AWS credentials. For more information
about credentials, see Using Credentials With Amazon SES (p. 318).

* YOUR_SMTP_USERNAME—Replace with your SMTP username. Note that your SMTP
username credential is a 20-character string of letters and numbers, not an intelligible name.

* YOUR_SMTP_PASSWORD—Replace with your SMTP password.

(Optional) If you want to use an Amazon SES SMTP endpoint in a region other than US West
(Oregon), you need to change HOST in Program.cs to the endpoint you want to use. For a list of
Amazon SES endpoints, see Regions and Amazon SES (p. 327).

Save Program.cs.
To build the project, choose Build and then choose Build Solution.
To run the program, choose Debug and then choose Start Debugging.

Review the program's console output to verify that the sending was successful. (You should see
"Email sent!")

10. Log into the email client of the recipient address. You will find the message that you sent.

Send an Email Through the Amazon SES SMTP Interface with Java

This example uses Eclipse IDE for Java EE Developers and the JavaMail API to send email through
Amazon SES using the SMTP interface. The JavaMail APl is included in the Java EE Platform and is
available as an optional package for use with the Java SE Platform. If you do not have the JavaMalil

APl installed, install it from JavaMail.

Before you perform the following procedure, complete the setup tasks described in Before You Begin
with Amazon SES (p. 17) and Send an Email Through Amazon SES Using SMTP (p. 18).

Important

In this getting started tutorial, you send an email to yourself so that you can check to see if
you received it. For further experimentation or load testing, use the Amazon SES mailbox
simulator. Emails that you send to the mailbox simulator do not count toward your sending
quota or your bounce and complaint rates. For more information, see Testing Amazon SES
Email Sending (p. 221).

To send an email using the Amazon SES SMTP interface with Java

1.

Create a project in Eclipse by performing the following steps:

Open Eclipse.

In Eclipse, choose File, choose New, and then choose Java Project.

In the Create a Java Project dialog box, type a project name and then choose Next.
In the Java Settings dialog box, choose the Libraries tab.

Choose Add External JARs.

Browse to your installation of JavaMail, choose mail.jar, and then choose Open. The Java
Settings dialog box should now look similar to the following figure:

-0 20 oTp
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i x|

Java Settings ya
Define the Java build settings. 7

[ Source I 1= Projects = Libraries | % Order and E)cportl
JARs and dass folders on the build path:

(s mail.jar - C:\InstalledApps'javamail-1.4.3 Add JARs... |
B JRE System Library [JavaSE-1.6]

Add Variable... |

Add Library... |

Add Class Folder... |

Add External Class Folder... |

Edit... |
Remove |

Migrate JaR File, .. |

@:l < Back | flexk = | Finish | Cancel

g. Inthe Java Settings dialog box, choose Finish.

In Eclipse, in the Package Explorer window, expand your project.

Under your project, right-click the src directory, choose New, and then choose Class.

In the New Java Class dialog box, in the Name field, type AnazonSESSanpl e and then choose
Finish.

Replace the entire contents of AmazonSESSample.java with the following code:

i mport java.util.Properties;
i mport javax.mail.*;
i mport javax.mail.internet.*;

public class AmazonSESSanpl e {

static final String FROM = " SENDER@GEXAMPLE. COM'; /1l Replace with
your "Front address. This address must be verified.
static final String TO = "RECI PI ENT@G&XAMPLE. COM'; // Replace with a
"To" address. If your account is still in the
/1 sandbox, this
address nust be verified.

static final String BODY = "This email was sent through the Amazon SES
SMIP interface by using Java.";

static final String SUBJECT = "Amazon SES test (SMIP interface
accessed using Java)";

/1 Supply your SMIP credentials bel ow Note that your SMIP credentials
are different fromyour AWS credenti al s.

static final String SMIP_USERNAME = "YOUR _SMIP_USERNAME"; // Repl ace
with your SMIP usernane.

static final String SMIP_PASSWORD = "YOUR_SMIP_PASSWORD'; // Repl ace
with your SMIP password.
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/'l Amazon SES SMIP host name. This exanpl e uses the US West (O egon)
regi on.
static final String HOST = "email-sntp. us-west-2. amazonaws. cont';

/1 The port you will connect to on the Anazon SES SMIP endpoi nt. W
are choosing port 25 because we will use

/1 STARTTLS to encrypt the connecti on.

static final int PORT = 25;

public static void main(String[] args) throws Exception {

/1 Create a Properties object to contain connection configuration
i nformation.
Properties props = System get Properties();
props. put("mail.transport.protocol", "sntps");
props. put("mail.sntp.port", PORT);

/1 Set properties indicating that we want to use STARTTLS to encrypt
t he connecti on.

/1l The SMIP session will begin on an unencrypted connection, and then
the client

/1 will issue a STARTTLS command to upgrade to an encrypted

connecti on.

props. put("mail.sntp.auth", "true");

props.put("mail.sntp.starttls.enable", "true");

props.put("mail.sntp.starttls.required", "true");

/1l Create a Session object to represent a nmail session with the
speci fied properti es.
Sessi on session = Session. get Defaul t1nstance(props);

/] Create a nmessage with the specified infornation.
M nmeMessage nsg = new M nmeMessage(session);
nsg. set From(new | nt er net Addr ess( FROM) ) ;
nsg. set Reci pi ent (Message. Reci pi ent Type. TO, new
I nt er net Address(TO) ) ;
nsg. set Subj ect (SUBJECT) ;
nsg. set Cont ent ( BODY, "t ext/ pl ai n");

/] Create a transport.
Transport transport = session.getTransport();

/1 Send the nessage.
try

{
Systemout.printin("Attenpting to send an enmil through the
Amazon SES SMIP interface...");

/] Connect to Amazon SES using the SMIP usernane and password

you specified above.
transport. connect (HOST, SMIP_USERNAME, SMIP_PASSWORD) ;

/1 Send the email.
transport. sendMessage(nsg, neg.getAll Recipients());
Systemout.println("Email sent!");

catch (Exception ex) {
Systemout.println("The ermail was not sent.");
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10.

11.
12.

13.

Systemout.println("Error nessage: + ex. get Message());

}

finally
/! Close and term nate the connection.
transport.cl ose();

}

}

In AmazonSESSample.java, replace the following email addresses with your own values:

Important
The email addresses are case-sensitive. Make sure that the addresses are exactly the
same as the ones you verified.

 SENDER@EXAMPLE.COM—Replace with your "From" email address. You must verify this
address before you run this program. For more information, see Verifying Email Addresses and
Domains in Amazon SES (p. 38).

* RECIPIENT@EXAMPLE.COM—Replace with your "To" email address. If your account is still in
the sandbox, you must verify this address before you use it. For more information, see Moving
Out of the Amazon SES Sandbox (p. 54).

In AmazonSESSample.java, replace the following SMTP credentials with the values that you
obtained in Obtaining Your Amazon SES SMTP Credentials (p. 57):

Important
Your SMTP credentials are different from your AWS credentials. For more information
about credentials, see Using Credentials With Amazon SES (p. 318).

* YOUR_SMTP_USERNAME—Replace with your SMTP username credential. Note that your
SMTP username credential is a 20-character string of letters and numbers, not an intelligible
name.

* YOUR_SMTP_PASSWORD—Replace with your SMTP password.

(Optional) If you want to use an Amazon SES SMTP endpoint in a region other than US West
(Oregon), you need to change HOST in AmazonSESSample.java to the endpoint you want to use.
For a list of Amazon SES endpoints, see Regions and Amazon SES (p. 327).

Save AmazonSESSample.java.

To build the project, choose Project and then choose Build Project. (If this option is disabled,
then you may have automatic building enabled.)

To start the program and send the email, choose Run and then choose Run again.

Review the program's console output to verify that the sending was successful. (You should see
"Email sent!")

Log into the email client of the recipient address. You will find the message that you sent.

Send an Email Through the Amazon SES SMTP Interface with PHP

This example uses the PHP Extension and Application Repository (PEAR) to send email through
Amazon SES using the SMTP interface.

Important

In this tutorial, you send an email to yourself so that you can check to see if you received
it. For further experimentation or load testing, use the Amazon SES mailbox simulator.
Emails that you send to the mailbox simulator do not count toward your sending quota or
your bounce and complaint rates. For more information, see Testing Amazon SES Email
Sending (p. 221).
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Prerequisites

Before you begin, perform the following tasks:

Verify your email address with Amazon SES—Before you can send an email with Amazon SES,
you must verify that you own the sender's email address. If your account is still in the Amazon SES
sandbox, you must also verify the recipient email address. The easiest way to verify email addresses
is by using the Amazon SES console. For more information, see Verification Procedures (p. 40).

Get your SMTP credentials—You need an Amazon SES SMTP user name and password to
access the Amazon SES SMTP interface. Your SMTP credentials are not the same as your AWS
credentials. You can find your SMTP credentials by going to the SMTP Settings page of the Amazon
SES console. For more information about SMTP credentials, see Obtaining Your Amazon SES
SMTP Credentials (p. 57).

Install PHP—PHP is available at http:/php.net/downloads.php. After you install PHP, add the path
to PHP in your environment variables so that you can run PHP from any command prompt.

Install the PEAR package manager—The PEAR package manager, which is available at https://
pear.php.net/manual/en/installation.getting.php, will enable you to download the required PEAR
packages.

Install the PEAR Mail and Net_SMTP packages—The PEAR Mail package is available at http://
pear.php.net/package/Mail, and the PEAR Net_SMTP package is available at https://pear.php.net/
package/Net SMTP.

Procedure

The following procedure shows how to send an email through the Amazon SES with PHP.

To send an email using the Amazon SES SMTP interface with PHP

1.

Create a file named amazon-ses-smtp-sample.php. Open the file with a text editor and paste in the
following code:

<?php

/'l Repl ace sender @xanpl e.comw th your "Froni address.
/1 This address nust be verified with Anmazon SES.
define(' SENDER , 'sender @xanpl e.coni);

/1 Repl ace recipi ent @xanple.comwith a "To" address. |If your account
/1 is still in the sandbox, this address must be verifi ed.
define(' RECIPIENT', 'recipient@xanple.conm);

/1 Replace sntp_usernane with your Amazon SES SMIP user nane.
define(' USERNAME' , ' snt p_usernane');

/'l Replace sntp_password with your Amazon SES SMIP password.
define(' PASSWORD , ' snt p_password');

/1 If you're using Amazon SES in a region other than US West (O egon),
/'l replace email-sntp.us-west-2. amazonaws. comwi th the Amazon SES SMIP
/1 endpoint in the appropriate region.

define(' HOST', 'email -sntp. us-west-2. anazonaws. con ) ;

/1 The port you will connect to on the Amazon SES SMIP endpoi nt.
define(' PORT', '587");

/1 Cther nmessage infornmation
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define(' SUBJECT',' Amazon SES test (SMIP interface accessed using PHP)');
define(' BODY',' This email was sent through the Amazon SES SMIP interface
by using PHP.');

requi re_once ' Mail.php';

$headers = array (
"From => SENDER,
"To' => RECI Pl ENT,
' Subj ect' => SUBJECT);

$snt pParanms = array (
"host' => HOST,
"port' => PORT,
"auth' => true,
"usernane' => USERNAME,
' password' => PASSWORD

)
/1l Create an SMIP client.
$mail = Mail::factory('snmp', $sntpParans);

/1 Send the enmail.
$result = $nmail - >send( RECI PI ENT, $headers, BODY);

if (PEAR :isError($result)) {

echo("Email not sent. " .$result->getMessage() ."\n");
} else {

echo("Email sent!"."\n");
}

?>

In amazon-ses-smtp-sample.php, replace the following with your own values:

* sender@example.com—Replace with an email address that you have verified with Amazon
SES. For more information, see Verifying Email Addresses and Domains (p. 38). Email
addresses in Amazon SES are case-sensitive. Make sure that the address you enter is exactly
the same as the one you verified.

* recipient@example.com—Replace with the address of the recipient. If your account is still in
the sandbox, you must verify this address before you use it. For more information, see Moving
Out of the Amazon SES Sandbox (p. 54). Make sure that the address you enter is exactly the
same as the one you verified.

e smtp_username—Replace with your SMTP user hame credential, which you obtained from
the SMTP Settings page of the Amazon SES console. This is not the same as your AWS
access key ID. Note that your SMTP user name credential is a 20-character string of letters and
numbers, not an intelligible name.

¢ smtp_password—Replace with your SMTP password, which you obtained from the SMTP
Settings page of the Amazon SES console. This is not the same as your AWS secret access
key.

¢ (Optional) email-smtp.us-west-2.amazonaws.com—If you want to use an Amazon SES
SMTP endpoint in a region other than US West (Oregon), replace this with the Amazon SES
SMTP endpoint in the region you want to use. For a list of Amazon SES SMTP endpoints, see
Regions and Amazon SES (p. 327).

Save amazon-ses-smtp-sample.php.

To run the program, open a command prompt in the same directory as amazon-ses-smtp-
sample.php, and enter php anmazon- ses-snt p- sanpl e. php.
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5. Review the output. If the sending succeeded, you will see "Email sent!"
6. Log in to the email client of the recipient address. You will find the message that you sent.

Configuring Your Existing Email Server or SMTP-Enabled
Application to Send Email Through Amazon SES

You can configure your mail server, email client, or email sending software package to send messages
through Amazon SES without any programming.

First, read Send an Email Through Amazon SES Using SMTP (p. 18). Then review one of the
following topics, which show you how to configure a mail server to forward mail to Amazon SES:

¢ Integrating Amazon SES with Postfix (p. 68)
¢ Integrating Amazon SES with Sendmail (p. 71)
¢ Integrating Amazon SES with Exim (p. 81)

For information about how to configure Microsoft Outlook, an email client, to send email through
Amazon SES, see Configuring Email Clients to Send Through Amazon SES (p. 61).

For information about how to configure Jira, an issue-tracking software package, to send email through
Amazon SES, see Sending Email Through Amazon SES From Software Packages (p. 64).

Send an Email Through Amazon SES Using an
AWS SDK

To send an email using the Amazon SES API, you can use the Query interface directly, or you can
use an AWS SDK to handle low-level details such as assembling and parsing HTTP requests and
responses.

Before you send email using an AWS SDK, review the instructions in Before You Begin with Amazon
SES (p. 17). For this tutorial, you also need to:

* Download an AWS SDK—Download and install an AWS SDK for either .NET or Java. For more
information, see Downloading an AWS SDK (p. 46).

¢ Get your AWS credentials—To access Amazon SES programmatically, you need your AWS
access keys. For more information, see Getting Your AWS Access Keys (p. 46).

After you have installed the appropriate SDK and retrieved your AWS credentials, you can send an
email through Amazon SES using one of the following examples:

¢ Send an Email Through Amazon SES Using the AWS SDK for .NET (p. 28)
¢ Send an Email Through Amazon SES Using the AWS SDK for Java (p. 32)
¢ Send an Email Through Amazon SES Using the AWS SDK for PHP (p. 35)

Send an Email Through Amazon SES Using the AWS SDK
for NET

The following procedure shows you how to use Microsoft Visual Studio and AWS Toolkit for Microsoft
Visual Studio to create an AWS SDK project and modify the C# code to send an email through Amazon
SES. The process to create a hew project based on a project template is similar across Microsoft
Visual Studio editions, but we'll go through the procedure using Microsoft Visual Studio Professional
2012.
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Before you begin this procedure, complete the setup tasks described in Before You Begin with Amazon
SES (p. 17) and Send an Email Through Amazon SES Using an AWS SDK (p. 28).

Important

In this getting started tutorial, you send an email to yourself so that you can check to see if
you received it. For further experimentation or load testing, use the Amazon SES mailbox
simulator. Emails that you send to the mailbox simulator do not count toward your sending
quota or your bounce and complaint rates. For more information, see Testing Amazon SES
Email Sending (p. 221).

To send an email using the AWS SDK for .NET v.2
1. Create an AWS project in Visual Studio by performing the following steps:

a. Open Visual Studio.
b. Choose File, choose New, and then choose Project.

c. Inthe New Project dialog box, in the left pane, expand Installed, expand Templates, and
then expand Visual C#.

d. Under Visual C#, choose AWS.
e. Choose AWS Empty Project.

f.  In the Name field, type AmazonSESSanpl e. The dialog box should look similar to the
following figure.

New Project _'h ﬂ 1'
b Recent .MET Framework 4.5 ~ Sortby: Default - ;;E Search Installed Templ P ~
4 Installed §

- ™ AWS Conscle Project Visual C# e et
4 Templates Bootstraps your development of AWS C#
4 Visual C2 - Applications, Please ensure that the
Windows AWS Empty Project Visual C# AWSSDK.dll is installed on your machine as itis
referenced by the project created from this
Web ; y = template.
AWS 0 AWS Web Project Visual C#
Cloud
Reporting
Silverlight
Test
WCF
Workflow

I Other Languages

I Online
Mame: AmazonSESSample
Location: cusersiyou'\documentsvisual studio 2012\Projects - Browse... |
Solution name: AmazonSESSample Create directory for solution
[[] Add to source control
oK I Cancel

g. Choose OK.

2. Inthe AWS Access Credentials dialog box, select an existing account or enter the following
information:

« Display Name—Type a name that identifies your account. Next time you create an AWS
project in Visual Studio, you will be able to select this account so you do not have to enter the
information again.

» Access Key ID—Enter the AWS access key ID that you obtained in Getting Your AWS Access
Keys (p. 46).

» Secret Access Key—Enter the AWS secret access key that you obtained in Getting Your AWS
Access Keys (p. 46).

. Account Number—(OptlonaI) Enter your AWS account number To flnd your AWS account
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Account Identifiers. (If you are not logged into your AWS account, this link will take you to an
AWS account sign-in page first.) At the bottom of the page, under Account Identifiers, you will
see your AWS Account ID.

¢ Default Region—Select the AWS region of the Amazon SES endpoint you want to connect
to. Note that your sandbox status, sending limits, and Amazon SES identity-related settings
are specific to a given AWS region, so be sure to select an AWS region in which you set up
Amazon SES. For a list of AWS regions that Amazon SES supports, see Regions and Amazon
SES (p. 327).

il AWS Access Credentials I x|

Please specify your access credentials and a default region, these will be
added to the App or Web.config file. Your credentials are available at:

http://aws.amazon.com/security-credentials

" Use existing account

| - x|

% Use a new account

Display Name*

|
Access Key ID* I
|

Secret Access Key™

Account number I

™ This is an AWS GovCloud (US) Account

Default region: IUS West (Oregon) [us-west-2] j

3. Choose OK.
4. Inyour Visual Studio project, replace the entire contents of Program.cs with the following code:

usi ng System

usi ng System Col | ections. Generi c;
usi ng Amazon. Si npl eEnwi | ;

usi ng Amazon. Si npl eEnai | . Model ;

nanespace AmazonSESSanpl e
{

cl ass Program

{
public static void Main(string[] args)

{
const String FROM = " SENDER@EXAMPLE. COM'; // Replace with
your "Froni address. This address nust be verified.
const String TO = "RECI Pl ENT@&XAMPLE. COM'; // Replace with a
"To" address. |f your account is still in the
/1 sandbox, this address nust be verified.

const String SUBJECT = "Amazon SES test (AWS SDK for . NET)";
const String BODY = "This email was sent through Amazon SES by
using the AWS SDK for .NET.";

/] Construct an object to contain the recipi ent address.
Destination destination = new Destination();
destinati on. ToAddresses = (new List<string>() { TO});
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5.

/1 Create the subject and body of the nessage.
Cont ent subj ect = new Cont ent (SUBJECT) ;

Cont ent textBody = new Content ( BODY);

Body body = new Body(t ext Body) ;

/] Create a message with the specified subject and body.
Message nmessage = new Message(subject, body);

/1 Assenble the email.
SendEnai | Request request = new SendEnmi | Request ( FROV
destination, nessage);

/] Choose the AWS region of the Amazon SES endpoi nt you want
to connect to. Note that your sandbox

/] status, sending linmts, and Anazon SES identity-rel ated
settings are specific to a given

/1 AWS region, so be sure to select an AW5 region in which you
set up Amazon SES. Here, we are using

/1 the US West (Oregon) region. Exanples of other regions that
Amazon SES supports are USEastl

/1 and EUWest1. For a conplete list, see http://
docs. aws. anazon. com ses/ | at est/ Devel oper Gui de/ regi ons. ht i

Anmazon. Regi onEndpoi nt REG ON = Anazon. Regi onEndpoi nt . USWést 2;

/1 Instantiate an Anazon SES client, which will nake the
service call.

AmazonSi npl eEnmi | ServiceC ient client = new
AmazonSi npl eEmai | Servi ced i ent (REG ON) ;

/1l Send the emmil.
try

{
Consol e. WiteLine("Attenpting to send an enmil through
Amazon SES by using the AWS SDK for . NET...");
client. SendEnwi | (request);
Consol e. WiteLine("Email sent!");

catch (Exception ex)

{
Consol e. WiteLine("The enail was not sent.");
Consol e. WiteLine("Error nessage: " + ex.Message);
}
Console. Wite("Press any key to continue...");

Consol e. ReadKey() ;

In Program.cs, replace the following with your own values:

Important
The email addresses are case-sensitive. Make sure that the addresses are exactly the
same as the ones you verified.
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« SENDER@EXAMPLE.COM—Replace with your "From" email address. You must verify this
address before you run this program. For more information, see Verifying Email Addresses and
Domains in Amazon SES (p. 38).

¢ RECIPIENT@EXAMPLE.COM—Replace with your "To" email address. If your account is still in
the sandbox, you must verify this address before you use it. For more information, see Moving
Out of the Amazon SES Sandbox (p. 54).

¢ REGION—Set this to the AWS region of the Amazon SES endpoint you want to connect to.
Note that your sandbox status, sending limits, and Amazon SES identity-related settings are
specific to a given AWS region, so be sure to select an AWS region in which you set up Amazon
SES. In this example, we are using the US West (Oregon) region. Examples of other regions
that Amazon SES supports are USEastl and EUWestl. For a complete list of AWS regions that
Amazon SES supports, see Regions and Amazon SES (p. 327).

Save Program.cs.
To build the project, choose Build and then choose Build Solution.
To run the program, choose Debug and then choose Start Debugging.

Review the program's console output to verify that the sending was successful. (You should see
"Email sent!")

10. Log into the email client of the recipient address. You will find the message that you sent.

Send an Email Through Amazon SES Using the AWS SDK for
Java

The following procedure shows you how to use Eclipse IDE for Java EE Developers and AWS Toolkit
for Eclipse to create an AWS SDK project and modify the Java code to send an email through Amazon
SES. It retrieves your AWS credentials from environment variables.

Before you begin this procedure, complete the setup tasks described in Before You Begin with Amazon
SES (p. 17) and Send an Email Through Amazon SES Using an AWS SDK (p. 28).

Important

In this getting started tutorial, you send an email to yourself so that you can check to see if
you received it. For further experimentation or load testing, use the Amazon SES mailbox
simulator. Emails that you send to the mailbox simulator do not count toward your sending
guota or your bounce and complaint rates. For more information, see Testing Amazon SES
Email Sending (p. 221).

To send an email using the AWS SDK for Java

1.

Create an environment variable called AWS_ACCESS_KEY_ID and set it to your AWS access key
ID. The procedure for setting environment variables depends on your operating system. Your AWS
access key ID will look something like: AKI Al OSFODNN7 EXAMPLE.

Create an environment variable called AWS_SECRET_ACCESS_KEY and set it to your AWS
secret access key. Your AWS secret access key will look something like: wdal r XUt nFEM /
K7NMDENG bPxRf i CYzEXAMPLEKEY.

Create an AWS Java Project in Eclipse by performing the following steps:

a. Open Eclipse.

b. In Eclipse, choose File, choose New, and then choose AWS Java Project. If you do not see
AWS Java Project as an option, try selecting Other.

c. Inthe Create an AWS Java Project dialog box, type a project name.

API Version 2010-12-01
32


http://www.eclipse.org/
http://aws.amazon.com/eclipse/
http://aws.amazon.com/eclipse/

Amazon Simple Email Service Developer Guide
Send an Email Using an AWS SDK

N o g &

=0l
Create an AWS Java project
Enter a project name, a m azon
" webservices”

-

Project name: |

AWS Credentials
’7 Select Account: |default | Configure AWS accounts...

AWS SDK for Java Samples

d. Choose Finish.

In Eclipse, in the Package Explorer window, expand your project.

Under your project, right-click the src directory, choose New, and then choose Class.

In the Java Class dialog box, in the Name field, type AnazonSESSanpl e and then choose Finish.
Replace the entire contents of AmazonSESSample.java with the following code:

i mport java.io.| OException;

i mport com anmzonaws. servi ces. si npl eemai | . *;

i mport com anmeazonaws. servi ces. si npl eemai | . nodel . *;
i nport com amazonaws. r egi ons. *;

public class AnazonSESSanpl e {

static final String FROM = " SENDER@EXAMPLE. COM'; // Replace with your
"From address. This address nust be verified.

static final String TO = "RECI Pl ENT@GEXAMPLE. COM'; // Replace with a
"To" address. |If your account is still in the

/1l sandbox, this
address nust be verified.

static final String BODY = "This enail was sent through Amazon SES by
using the AWS SDK for Java.";

static final String SUBJECT = "Amazon SES test (AWS SDK for Java)";

public static void main(String[] args) throws | OException {

/] Construct an object to contain the recipi ent address.
Destination destination = new Destination().w thToAddresses(new

String[1{TQ);

/] Create the subject and body of the nessage.
Cont ent subj ect = new Content().w thData( SUBJECT) ;
Cont ent textBody = new Content().w t hDat a( BODY);
Body body = new Body().w t hText (t ext Body);

/1l Create a nessage with the specified subject and body.
Message nessage = new
Message() . wi t hSubj ect (subj ect) . wi t hBody( body) ;

/1 Assenble the email.
SendEnai | Request request = new
SendEnai | Request (). wi t hSource( FROV) . wi t hDesti nati on(destination).w t hMessa

try
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{
Systemout.printin("Attenpting to send an enmil through Amazon
SES by using the AWS SDK for Java...");

/] Instantiate an Amazon SES client, which will make the
service call. The service call requires your AWS credentials.

/] Because we're not providing an argunent when instantiating
the client, the SDK will attenpt to find your AWS credentials

/] using the default credential provider chain. The first
pl ace the chain | ooks for the credentials is in environnment variabl es

/1 AWS_ACCESS KEY_I D and AWS_SECRET_KEY.

/1 For nore information, see http://docs. aws. amazon. con!

AWSSdkDocsJava/ | at est/ Devel oper Gui de/ credenti al s. ht m

AmazonSi npl eEnmi | ServiceC ient client = new

AmazonSi npl eEnmi | Servi ced ient();

/] Choose the AWS region of the Amazon SES endpoi nt you want
to connect to. Note that your sandbox

/] status, sending linmts, and Anmazon SES identity-rel ated
settings are specific to a given AWNS

/1 region, so be sure to select an AWS region in which you set
up Amazon SES. Here, we are using

/1 the US West (Oregon) region. Exanples of other regions that
Amazon SES supports are US_EAST_1

/1 and EU WEST_1. For a conplete list, see http://
docs. aws. anazon. com ses/ | at est/ Devel oper Gui de/ regi ons. ht

Regi on REG ON = Regi on. get Regi on( Regi ons. US_WEST_2) ;

client.setRegi on(REA ON) ;

/1 Send the email.
client.sendEnail (request);
Systemout.println("Email sent!");

catch (Exception ex)

{

Systemout.println("The ermail was not sent.");
Systemout.println("Error nessage: " + ex.getMessage());

}

In AmazonSESSample.java, replace the following with your own values:

Important
The email addresses are case-sensitive. Make sure that the addresses are exactly the
same as the ones you verified.

+ SENDER@EXAMPLE.COM—Replace with your "From" email address. You must verify this
address before you run this program. For more information, see Verifying Email Addresses and
Domains in Amazon SES (p. 38).

* RECIPIENT@EXAMPLE.COM—Replace with your "To" email address. If your account is still in
the sandbox, you must verify this address before you use it. For more information, see Moving
Out of the Amazon SES Sandbox (p. 54).

¢ REGION—Set this to the AWS region of the Amazon SES endpoint you want to connect to.
Note that your sandbox status, sending limits, and Amazon SES identity-related settings are
specific to a given AWS region, so be sure to select an AWS region in which you set up Amazon
SES. In this example, we are using the US West (Oregon) region. Examples of other regions
that Amazon SES supports are US_EAST_1 and EU_WEST_1. For a complete list of AWS
regions that Amazon SES supports, see Regions and Amazon SES (p. 327).
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9. Save AmazonSESSample.java.

10. To build the project, choose Project and then choose Build Project. (If this option is disabled, you
may have automatic building enabled.)

11. To start the program and send the email, choose Run and then choose Run again.

12. Review the program's console output to verify that the sending was successful. (You should see
"Email sent!")

13. Log into the email client of the recipient address. You will find the message that you sent.

Send an Email Through Amazon SES Using the AWS SDK for
PHP

This topic shows how to use the AWS SDK for PHP to send an email through Amazon SES.

Important

In this tutorial, you send an email to yourself so that you can check to see if you received
it. For further experimentation or load testing, use the Amazon SES mailbox simulator.
Emails that you send to the mailbox simulator do not count toward your sending quota or
your bounce and complaint rates. For more information, see Testing Amazon SES Email
Sending (p. 221).

Prerequisites
Before you begin, perform the following tasks:

¢ Verify your email address with Amazon SES—Before you can send an email with Amazon SES,
you must verify that you own the sender's email address. If your account is still in the Amazon SES
sandbox, you must also verify the recipient email address. The easiest way to verify email addresses
is by using the Amazon SES console. For more information, see Verification Procedures (p. 40).

« Get your AWS credentials—You need an AWS access key ID and AWS secret access key to
access Amazon SES using an SDK. You can find your credentials by using the Security Credentials
page of the AWS Management Console. For more information about credentials, see Using
Credentials With Amazon SES (p. 318).

¢ Install PHP—PHP is available at http://php.net/downloads.php. This tutorial requires PHP version
5.5 or higher. After you install PHP, add the path to PHP in your environment variables so that you
can run PHP from any command prompt.

¢ Install the AWS SDK for PHP—The SDK is available at AWS SDK for PHP. For installation
instructions, see the AWS SDK for PHP documentation.

Procedure

The following procedure shows how to send an email through Amazon SES using the AWS SDK for
PHP.

To send an email through Amazon SES using the AWS SDK for PHP

1. Setup your AWS credentials by creating the following environment variables. For alternate ways
to set up your AWS credentials, see the AWS SDK for PHP documentation.
Note
The procedure for creating environment variables depends on your operating system.

a. Create an environment variable called AWS_ACCESS_KEY_| D and set it to your AWS access
key ID. Your AWS access key ID will look something like: AKI Al OSFODNN7 EXAMPLE.

b. Create an environment variable called AWS_SECRET_ACCESS_KEY and set it to your AWS
secret access key. Your AWS secret access key will look something like: wdal r XUt nFEM /
K7NMDENG bPxRf i CYzEXAMPLEKEY.
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Create a file named amazon-ses-sample.php. Open the file with a text editor and paste in the
following code:

<?php

/1 Replace path_to_sdk_inclusion with the path to the SDK as described in
/1 http://docs. aws. anmazon. com aws- sdk- php/ v2/ gui de/ qui ck-start. htm
define(' REQUI RED_FILE', "' path_to_sdk_i nclusion');

/'l Repl ace sender @xanpl e.comw th your "Froni address.
/1 This address must be verified with Amazon SES.
define(' SENDER , 'sender @xanpl e.comni);

/'l Repl ace recipient@xanple.comwith a "To" address. |f your account
/1 is still in the sandbox, this address must be verifi ed.
define(' RECI PI ENT', 'recipient @xanple.conm);

/'l Replace us-west-2 with the AWS region you're using for Amazon SES.
define(' REG ON , ' us-west-2");

define(' SUBJECT' ,' Amazon SES test (AWS SDK for PHP)');
define(' BODY',' This email was sent with Amazon SES using the AWS SDK for
PHP.');

requi re REQUI RED FI LE;
use Aws\ Ses\ Sesd i ent;

$client = SesCient::factory(array(
"version' => 'latest"',
'region' => REG ON

)

$request = array();

$request[' Source'] = SENDER

$request[' Destination'][' ToAddresses'] array( RECI Pl ENT) ;
$request[' Message' ][' Subject'][' Data'] SUBJECT;
$request[' Message' ][' Body' ][' Text']['Data'] = BODY;

try {
$result = $client->sendEnmil ($request);
$nessagel d = $resul t->get (' Messagel d');
echo("Email sent! Message ID: $nmessageld"."\n");

} catch (Exception $e) {
echo("The enmil was not sent. Error nessage: ");
echo( $e- >get Message()."\n");

}

?>

In amazon-ses-sample.php, replace the following with your own values:
e path_to_sdk_inclusion—Replace with the path required to include the AWS SDK for PHP in
the program. For more information, see the AWS SDK for PHP documentation.

¢ sender@example.com—Replace with an email address that you have verified with Amazon
SES. For more information, see Verifying Email Addresses and Domains (p. 38). Email
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addresses in Amazon SES are case-sensitive. Make sure that the address you enter is exactly
the same as the one you verified.

e recipient@example.com—Replace with the address of the recipient. If your account is still in
the sandbox, you must verify this address before you use it. For more information, see Moving
Out of the Amazon SES Sandbox (p. 54). Make sure that the address you enter is exactly the
same as the one you verified.

¢ (Optional) us-west-2—If you want to use Amazon SES in a region other than US West
(Oregon), replace this with the region you want to use. For a list of regions in which Amazon
SES is available, see Regions and Amazon SES (p. 327).

Save amazon-ses-sample.php.

5. To run the program, open a command prompt in the same directory as amazon-ses-sample.php,
and enter php amazon- ses- sanpl e. php.

6. Review the output. If the sending succeeded, you will see "Email sent!"

Note

If you encounter a "cURL error 60: SSL certificate problem" error when you run the
program, download the latest CA bundle as described in the AWS SDK for PHP
documentation. Then, in amazon-ses-sample.php, add the following lines to the

Sesd i ent:: factory array, replace pat h_of _cert s with the path to the CA bundle
you downloaded, and re-run the program.

"http' => [
‘verify' => 'path_of _certs\cacert. pen

]

7. Log in to the email client of the recipient address. You will find the message that you sent.

Setting up Email with Amazon SES

To set up email with Amazon Simple Email Service (Amazon SES), you need to perform the following
tasks:

« Before you can access Amazon SES or other AWS services, you need to set up an AWS account.
For more information, see Signing up for AWS (p. 38).

¢ Before you send email through Amazon SES, you need to verify that you own the "From" address. If
your account is still in the Amazon SES sandbox, you also need to verify your "To" addresses. You
can verify email addresses or entire domains. For more information, see Verifying Email Addresses
and Domains in Amazon SES (p. 38).

The following tasks are optional depending on what you want to do:

« If you want to access Amazon SES through the Amazon SES API, whether by the Query (HTTPS)
interface or indirectly through an AWS SDK, the AWS Command Line Interface or the AWS Tools for
Windows PowerShell, you need to obtain your AWS access keys. For more information, see Getting
Your AWS Access Keys (p. 46).

¢ If you want to call the Amazon SES API without handling the low-level details of the Query interface,
you can use an AWS SDK. For more information, see Downloading an AWS SDK (p. 46).

 If you want to access Amazon SES through its SMTP interface, you need to obtain your SMTP user
name and password. Your SMTP credentials are different from your AWS credentials. For more
information, see Getting Your SMTP Credentials for Amazon SES (p. 53).

* When you first sign up for Amazon SES, your account is in the Amazon SES sandbox. In the
sandbox, you can send emails using the same email-sending methods as any other Amazon SES
user, except that you can only send 200 emails per 24-hour period at a maximum rate of one
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email per second, and you can only send emails to addresses you have verified. To increase your
sending limits and to send email to unverified email addresses, see Moving Out of the Amazon SES
Sandbox (p. 54).

 If you want your emails to pass Domain-based Message Authentication, Reporting and Conformance
(DMARC) authentication based on Sender Policy Framework (SPF), configure your identity to send
from a custom MAIL FROM domain as described in Using a Custom MAIL FROM Domain (p. 46).

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Signing up for AWS

You need to create an AWS account before you can use Amazon SES or other AWS services. When
you create an AWS account, AWS automatically signs up your account for all services. You are
charged only for the services that you use.

Note

If you will be sending your emails from an Amazon EC2 instance either directly or through
AWS Elastic Beanstalk, you can get started with Amazon SES for free. For more information,
see Amazon SES Pricing.

When you first sign up for Amazon AWS, your account is in the Amazon SES sandbox. In the sandbox,
you have full access to the Amazon SES APl and SMTP interface. However, the following restrictions
are in effect:

¢ You can only send emails to the Amazon SES mailbox simulator and to email addresses or domains
that you have verified. For more information, see Verifying Email Addresses and Domains in Amazon
SES (p. 38).

¢ You can send a maximum of 200 messages per 24-hour period.

¢ You can send a maximum of one message per second.

For information about moving out of the sandbox, see Moving Out of the Amazon SES
Sandbox (p. 54).

To create an AWS account

Go to http://aws.amazon.com/ses, and choose Sign up now.

Follow the on-screen instructions.

Note
Even if your account is out of the Amazon SES sandbox, you still need to verify your "From"
address to confirm that you own it.

Verifying Email Addresses and Domains in Amazon
SES

Before you can send an email using Amazon SES, you must verify each email address (or the domain
of the email address) that you will use as a "From", "Source", "Sender", or "Return-Path" address to
prove that you own it. If your account is still in the Amazon SES sandbox, you also need to verify any
email addresses that you send emails to except for email addresses provided by the Amazon SES
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mailbox simulator. You can verify an email address or domain by using the Amazon SES console or by
using the Amazon SES API.

Email address and domain verification status for each AWS region is separate. For more information,
see the verification procedures in the following sections.

¢ For information about verifying email addresses, see Verifying Email Addresses in Amazon
SES (p. 39).

¢ For information about verifying entire domains, see Verifying Domains in Amazon SES (p. 41).

Verifying Email Addresses in Amazon SES

Amazon SES requires that you verify your email address or domain, to confirm that you own it and
to prevent others from using it. This section discusses verifying individual email addresses. For
information about domain verification, see Verifying Domains in Amazon SES (p. 41).

Overview

With the exception of addresses containing labels (see below), you must verify each email address
(or the domain of the email address) that you will use as a "From", "Source", "Sender", or "Return-
Path" address for your messages. Until your account is out of the Amazon SES sandbox, you must
also verify the email address of every recipient except for the recipients provided by the Amazon SES
mailbox simulator. For more information about the mailbox simulator, see Testing Amazon SES Email
Sending (p. 221). For more information about moving out of the sandbox, see Moving Out of the
Amazon SES Sandbox (p. 54).

Important notes about email address verification are as follows:

¢ The entire email address is case-sensitive. For example, if you verify sender@example.com, you
cannot send emails from sender@EXAMPLE.com unless you verify sender@EXAMPLE.com also.
(Domain verification, however, is case-insensitive. For more information, see Verifying Domains in
Amazon SES (p. 41).)

« If you individually verify an email address and you also verify the domain of that address, the verified
identity settings (such as DKIM and feedback notifications) of the email address override the domain-
level settings. For example, if you verify example.com and sender@example.com, and you have
DKIM enabled for example.com but not enabled for sender@example.com, then emails you send
from sender@example.com will not be DKIM-signed.

« Amazon SES has endpoints in multiple AWS regions, and email address verification status is
separate for each AWS region. You must complete the email address verification process for each
sender in the AWS region(s) you want to use. For information about using Amazon SES in multiple
AWS regions, see Regions and Amazon SES (p. 327).

¢ You can verify as many as 1,000 identities (domains and email addresses, in any combination) per
AWS account.

« Verifying an email address also allows you to set the "From" and "Return-Path" address to any
address formed by adding a label to the verified address. Addresses that contain labels are of the
form name+label@example.com, with user-specified text between the plus sign (+) and the at sign
(@).

For example, if you verify user@example.com, you can also send email from user
+recipientl@example.com, user+recipient2@example.com, and so on. This makes it
possible to support Variable Envelope Return Path (VERP) — the use of a different return
path for each recipient. For more information about VERP, see http://en.wikipedia.org/wiki/
Variable_envelope_return_path.

When you verify an unlabeled address, then you are essentially verifying all addresses that
are formed by adding a label to the verified address. The opposite, however is not true.

API Version 2010-12-01
39


http://en.wikipedia.org/wiki/Variable_envelope_return_path
http://en.wikipedia.org/wiki/Variable_envelope_return_path

Amazon Simple Email Service Developer Guide
Verifying Email Addresses and Domains

Verifying an email address that already contains a label does not allow you to send from
other addresses. For example, verifying andrew+recipientl@example.com does not allow
you to send from andrew@example.com, andrew+recipient2@example.com, or andrew
+recipientl+recipient2@example.com.

« If you want to use the SendRawEnai | API action to send a message that contains a "Sender"

header, then you must first verify the email address or domain in that header. For more information,
see About Email Header Fields (p. 86).

Verification Procedures

The following procedures show how to use the Amazon SES console to verify and view email
addresses.

To verify an email address

1.

Go to your email address list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

b. Inthe navigation pane, under Identity Management, choose Email Addresses.

Choose Verify a New Email Address.

In the Verify a New Email Address dialog box, type your email address in the indicated field, and
then choose Verify This Email Address.

Verify a New Email Address X

To verify a new email address, enter it below and click the Verify This Email Address
button. A wverification email will be sent to the email address you entered.

Email Address:

Cancel Verify This Email Address

In your email client, open the message from Amazon SES asking you to confirm that you are the
owner of this email address.

Click the link in the message.

Note
The link in the verification message expires 24 hours after your original verification
request.

The status of the email address in the Amazon SES console will change from "pending
verification" to "verified".

You can now use Amazon SES to send email from this address. To send a test email, check the
box next to the verified email address, and then choose Send a Test Email.

To view your verified email addresses

1.

Go to your email address list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.
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b. Inthe navigation pane, under Identity Management, choose Email Addresses.

2. Inthe list of verified email addresses, you can expand one or more email addresses to view the
details.

To remove verified email addresses

1. Go to your email address list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

b. Inthe navigation pane, under Identity Management, choose Email Addresses.
2. Check the box beside each email address that you want to remove, and then choose Remove.

Using the Amazon SES API

You can also manage verified email addresses with the Amazon SES API. The following actions are
available:

e VerifyEmailldentity

e Listldentities

e Deleteldentity

e CetldentityVerificationAttributes

Note
The API actions above are preferable to the following older API actions, which are deprecated
as of the May 15, 2012 release of Domain Verification.

e VerifyEnmai | Address
e ListVerifiedEmil Addresses
e DeleteVerifiedEnail Addr ess

You can use these API actions to write a customized front-end application for email address
verification. For a complete description of the API actions related to email verification, go to the
Amazon Simple Email Service API Reference.

Verifying Domains in Amazon SES

Amazon SES requires that you verify your email address or domain, to confirm that you own it and to
prevent others from using it. When you verify an entire domain, you are verifying all email addresses
from that domain, so you don't need to verify email addresses from that domain individually. For
example, if you verify the domain example.com, you can send email from userl@example.com,
user2@example.com, or any other user at example.com.

You can manage your verified domains by using the Amazon SES console or the Amazon SES API.
For a complete description of API actions related to domain verification, go to the Amazon Simple
Email Service API Reference. This section, which demonstrates the actions using the Amazon SES
console, contains the following topics:

¢ Verifying a Domain With Amazon SES (p. 42)

¢ Viewing Your Domains Verified With Amazon SES (p. 43)
¢ Removing a Domain Verified With Amazon SES (p. 44)

¢« Amazon SES Domain Verification Revocation (p. 44)
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*« Amazon SES Domain Verification TXT Records (p. 44)

Important notes about domain verification are as follows:

*« Amazon SES has endpoints in multiple AWS regions, and domain verification applies to each AWS
region separately. You must perform the entire domain verification procedure for each region in
which you want to send from a given domain. If you want to verify the same domain in multiple
regions and your DNS provider does not allow you to have multiple TXT records with the same
name, see the workarounds in Common Domain Verification Problems (p. 231).

« If you verify a domain with Amazon SES, you can send from any subdomain of that domain without
specifically verifying the subdomain. For example, if you verify example.com, you do not need to
verify a.example.com or a.b.example.com. As specified in RFC 1034, each DNS label can have up
to 63 characters and the whole domain name must not exceed a total length of 255 characters.

« If you verify a domain, subdomain(s), and/or email address(es) that share a root domain, the verified
identity settings (such as feedback notifications and Easy DKIM) apply at the most granular level you
verified. That is:

» Verified email address settings override verified domain settings.

» Verified subdomain settings override verified domain settings, with lower-level subdomain settings
overriding higher-level subdomain settings.

For example, assume you verify user@a.b.example.com, a.b.example.com, b.example.com, and
example.com. These are the verified identity settings that will be used in the following scenarios:

* Emails sent from user@example.com (an address that is not specifically verified) will use the
settings for example.com.

* Emails sent from user@a.b.example.com (an address that is specifically verified) will use the
settings for user@a.b.example.com.

* Emails sent from user@b.example.com (an address that is not specifically verified) will use the
settings for b.example.com.

« Domain names are case-insensitive. If you verify example.com, you can send from EXAMPLE.com
also.

¢ You can verify as many as 1,000 identities (domains and email addresses, in any combination) per
AWS account.

Verifying a Domain With Amazon SES

The following procedure shows you how to verify a domain using the Amazon SES console. If you want
to use the Amazon SES API instead, see the Amazon Simple Email Service AP| Reference.

To verify a domain

1. Go to your verified domain list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

b. Inthe navigation pane, under Identity Management, choose Domains.

2. Choose Verify a New Domain.

3. Inthe Verify a New Domain dialog box, enter the domain name. If you want to set up DKIM
signing for this domain, select the Generate DKIM Settings option. (For information about DKIM
signing, see Authenticating Email with DKIM in Amazon SES (p. 91).) Choose Verify This
Domain.

4. Inthe Verify a New Domain dialog box, you will see a Domain Verification Record Set
containing a Name, a Type, and a Value. (This information will also be available by choosing the
domain name after you close the dialog box.)
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To complete domain verification, add a TXT record with the displayed Name and Value to your
domain's DNS server. For information about Amazon SES TXT records and general guidance
about how to add a TXT record to a DNS server, see Amazon SES Domain Verification TXT
Records (p. 44). In particular:

« If your DNS provider does not allow underscores in record names, you can omit _amazonses
from the Name.

« To help you easily identify this record within your domain's DNS settings, you can optionally
prefix the Value with amazonses:

« Some DNS providers automatically append the domain name to DNS record names. To avoid
duplication of the domain name, you can add a period to the end of the domain name in the
DNS record. This indicates that the record name is fully qualified and the DNS provider need not
append an additional domain name.

Verify a New Domain X
Q The domain example.com has been added to the list of Verified Senders with a Status of "pending verification”
Further action is needed to complete verification of this domain. See details below

In order to complete verification of example.com, you must create the following records in the DNS settings for the domain, with the
following values:

Domain Verification Record Set

Name Type Value

_amazonses.example.com TXT 38BnuGvLZI30ZtQP+RRznLBdvhOqoz 5tNgH4s KmB/pl=

If your DNS provider does not allow underscores in record names, you can omit _amazonses from the record name. To help you easily
dentify this record within your domain's DNS settings, you can optionally prefix the record value with amazonses: For more information
about Amazon SES TXT records and general guidance on how to add a TXT record to a DNS server, see Amazon SES Domain
Verification TXT Records

Download Record Set as CSV »

Close

If Amazon Route 53 provides the DNS service for the domain that you are verifying, and you are
logged in to the AWS Management Console under the same account that you use for Amazon
Route 53, then Amazon SES will give you the option of updating your DNS server immediately
from within the Amazon SES console. If you are not using Amazon Route 53, Amazon SES needs
to verify that a TXT record with the specified Name and Value have been added to your domain's
DNS server. This may take up to 72 hours.

When verification is complete, the domain's status in the Amazon SES console will change from
"pending verification" to "verified," and you will receive a confirmation success email from Amazon
SES to the email address associated with your AWS account.

You can now use Amazon SES to send email from any address in the verified domain. To send a
test email, check the box next to the verified domain, and then choose Send a Test Email.

If the DNS settings are not correctly updated, you will receive a domain verification failure email from
Amazon SES, and the domain will display a status of "failed" in the Domains tab. If this happens, read
our troubleshooting page at Amazon SES Domain Verification Problems (p. 230). When you have
verified that your TXT record is correctly in place, choose the "retry" link next to the "failed" status
notification. This will reinitiate the domain verification process.

Viewing Your Domains Verified With Amazon SES

To view your verified domains, follow the procedure below.
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To view your verified domains

1. Go to your verified domain list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Sign in to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

b. Inthe navigation pane, under Identity Management, choose Domains.
2. Inthe list of verified domains, you can expand one or more domains to view the details.

Removing a Domain Verified With Amazon SES
To remove a verified domain, follow the procedure below.
To remove a verified domain

1. Go to your verified domain list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

b. Inthe navigation pane, under Identity Management, choose Domains.
2. Check the box beside each domain that you want to remove, and then choose Remove.
3. You will no longer be able to send email from the removed domain.

Amazon SES Domain Verification Revocation

Amazon SES periodically reviews domain verification status, and revokes verification in cases where
it is no longer valid. If Amazon SES is unable to detect the TXT record information required to confirm
ownership of a domain, you will receive an Amazon SES Domain Verification REVOCATION
WARNING email from Amazon SES.

If you restore the TXT record information to your domain's DNS server within 72 hours, you will receive
an Amazon SES Domain Verification REVOCATION CANCELLATION email from Amazon SES.

Note

You can review the required TXT record information in the Amazon SES console by using the
following instructions. In the navigation pane, under ldentity Management, choose Domains.
In the list of domains, choose (not just expand) the domain to display the domain verification
settings, which include the TXT record name and value.

If you do not restore the TXT record information to your domain's DNS server within 72 hours, you will
receive an Amazon SES Domain Verification REVOCATION email from Amazon SES, the domain
will be removed from the list of Verified Senders on the Domains tab, and you will no longer be able
to send from the domain.

To reverify a domain for which verification has been revoked, you must restart the verification
procedure from the beginning, just as if the revoked domain were an entirely new domain.

Amazon SES Domain Verification TXT Records

Your domain is associated with a set of Domain Name System (DNS) records that you manage
through your DNS provider. A TXT record is a type of DNS record that provides additional information
about your domain. Each TXT record consists of a name and a value.

When you initiate domain verification using the Amazon SES console or APIl, Amazon SES gives you
the name and value to use for the TXT record. For example, if your domain is example.com, the TXT
record settings that Amazon SES generates will look similar to the following example:
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Name Type Value

_amazonses.exam{le.com pmBGN/7MjnfhiTKUZO6ENqq1PeC

Add a TXT record to your domain's DNS server using the specified Name and Value. Amazon SES
domain verification is complete when Amazon SES detects the existence of the TXT record in your
domain's DNS settings.

If your DNS provider does not allow DNS record hames to contain underscores, you
can omit _amazonses from the Name. In that case, for the preceding example, the TXT
record name would be example.com instead of _amazonses.example.com. To make
the record easier to recognize and maintain, you can also optionally prefix the Value
with amazonses:. In the example above, the value of the TXT record would therefore be
amazonses:pmBGN/7MjnfhTKUZ06EnqglPeGUaOkw8IGhcfwefcHU=.

Note

Amazon SES previously allowed TXT record names to contain amazonses without an
underscore. If you have already verified a domain and your TXT record contains amazonses
without an underscore, your domain will continue to be verified; there is no action required on
your part. However, any new domains that you verify will require that amazonses in the TXT
record name is either preceded by an underscore, or _amazonses is removed from the TXT
record name entirely.

You can find troubleshooting information and instructions on how to check your domain verification
settings in Amazon SES Domain Verification Problems (p. 230).

Adding a TXT Record to Your Domain's DNS Server

The procedure for adding TXT records to your domain's DNS server depends on who provides your
DNS service. Your DNS provider might be Amazon Route 53 or another domain name registrar such
as GoDaddy. Although we cannot provide specific instructions about how to add TXT records to your
domain's DNS server, here is the general procedure DNS providers typically use.

To add a TXT record to your domain's DNS server (general procedure)

1. Goto your DNS provider's website. If you are not sure which DNS provider serves your domain,
try looking it up by using a free Whois service.

Sign in to your domain's account.

Find the page for updating your domain's DNS records. This page often has a name such as DNS
Records, DNS Zone File, Advanced DNS, or something similar.

Locate the TXT records for your domain.
Add a TXT record with the name and value provided by Amazon SES.

Important

Some DNS providers automatically append the domain name to the end of

DNS records. Adding a record that already contains the domain name (such as
_amazonses.example.com) might result in the duplication of the domain name (such as
_amazonses.example.com.example.com). To avoid duplication of the domain name, add
a period to the end of the domain name in the DNS record. This will indicate to your DNS
provider that the record name is fully qualified (that is, no longer relative to the domain
name), and prevent the DNS provider from appending an additional domain name.

6. Save your changes. DNS record updates can take up to 48 hours to take effect, but they often
take effect much sooner. You can verify that the TXT record is correctly published by using the
procedure in How to Check Domain Verification Settings (p. 230).
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Getting Your AWS Access Keys

After you've signed up for Amazon SES, you'll need to obtain your AWS access keys if you want to
access Amazon SES through the Amazon SES API, whether by the Query (HTTPS) interface directly
or indirectly through an AWS SDK, the AWS Command Line Interface or the AWS Tools for Windows
PowerShell. AWS access keys consist of an access key ID and a secret access key.

For information about getting your AWS access keys, see How Do | Get Security Credentials? in the
AWS General Reference.

Downloading an AWS SDK

If you want to call the Amazon SES API without having to handle low-level details like assembling raw
HTTP requests, you can use an AWS SDK. The AWS SDKs provide functions and data types that
encapsulate the functionality of Amazon SES and other AWS services. AWS SDKs and resources are
available for Android, iOS, Java, .NET, Node.js, PHP, Python, and Ruby.

To download an AWS SDK, go to the appropriate link listed above. The prerequisites and installation
instructions for each SDK are listed on the corresponding page.

Note

The getting started section of this developer guide provides examples of how to send an
email by using the AWS SDKs for .NET and Java. For more information, see Send an Email
Through Amazon SES Using an AWS SDK (p. 28).

To see a list of all the AWS SDKs, go to Sample Code and Libraries.

Using a Custom MAIL FROM Domain with Amazon
SES

When an email is sent, it has two addresses that indicate its source: a "From" address provided by
the email header, and a MAIL FROM address (sometimes called the envelope sender, envelope from,
bounce address, or Return Path) that the sending mail server specifies to the receiving mail server to
indicate the source of the message. When recipients view an email in their inbox, they see the email's
"From" address. In contrast, the MAIL FROM address, which is used by mail servers to return bounce
messages and other error notifications, is typically only viewable by recipients if they inspect the
email's headers in the raw message source. Amazon SES sets the MAIL FROM domain to a default
value unless you choose to use your own.

Why Use a Custom MAIL FROM Domain?

By default, messages that you send through Amazon SES use amazonses.com (or a subdomain

of that) as the MAIL FROM domain. Sender Policy Framework (SPF) authentication successfully
validates these messages because the default MAIL FROM domain matches the sending mail server,
Amazon SES. Although this level of authentication is enough for many senders, you might want to set
the MAIL FROM domain to a domain that you own to enable your emails to authenticate with Domain-
based Message Authentication, Reporting and Conformance (DMARC) through SPF, which requires
an additional check for SPF domain alignment. DMARC enables a sender's domain to indicate, using a
DNS record, that its emails are protected by SPF, DomainKeys Identified Mail (DKIM), or both.

There are two ways to achieve DMARC validation: using SPF and using DKIM. Unless you use your
own MAIL FROM domain, you cannot achieve DMARC validation using SPF because that validation
requires the domain in the "From" address to match the MAIL FROM domain. By using your own MAIL
FROM domain, you have the flexibility to use SPF, DKIM, or both to achieve DMARC validation. For
more information, see Authenticating Email with SPF (p. 90).
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Choosing a MAIL FROM Domain

If you choose to use your own MAIL FROM domain with Amazon SES, your MAIL FROM domain must
comply with the following requirements:

¢ The MAIL FROM domain must be a subdomain of the verified identity (email address or domain)
from which you will send your emails. For example, bounce.example.com is a valid MAIL FROM
domain for the user@example.com email address or example.com domain.

¢ You must not use the MAIL FROM domain in a "From" address ("From", "Return Path", or "Source")
unless you ensure that your setup is such that email feedback forwarding will never forward
feedback to the MAIL FROM domain. This is to prevent feedback loops that would cause you to not
receive feedback. If you must use the MAIL FROM domain in a "From" address, either disable email
feedback forwarding and receive your bounces through Amazon SNS notifications, or ensure that
your MAIL FROM domain is not the destination for the feedback. To determine the destination of
email forwarding feedback, see Email Feedback Forwarding Destination (p. 107).

¢ The MAIL FROM domain must not be a domain that you use to receive emails.

Setup Process

To set the MAIL FROM domain for a verified identity, you configure the verified identity using the
Amazon SES console or APl and publish an MX record (and optionally, an SPF record) to your MAIL
FROM domain's DNS server. If at any point you want to return to using the default Amazon SES MAIL
FROM domain, you can remove your MAIL FROM domain from the verified identity's settings. These
procedures are described in the following sections:

¢ Setting a MAIL FROM Domain (p. 47)

¢« Removing a MAIL FROM Domain (p. 50)
¢ Editing a MAIL FROM Domain (p. 51)

For a description of custom MAIL FROM domain setup states, see MAIL FROM Domain Setup
States (p. 52).

Setting a MAIL FROM Domain with Amazon SES

This topic contains an overview of the custom MAIL FROM setup process, and then walks you through
the procedure using the Amazon SES console.

Note
You can use the same MAIL FROM address in multiple AWS regions. For more information,
see Regions and Amazon SES (p. 327).

Overview of the Setup Process

Setting up a MAIL FROM domain for a verified identity consists of the following three steps:

1. You use the Amazon SES console or API to configure the identity to use a MAIL FROM domain
that you specify.

2. You publish an MX record to the DNS server of the MAIL FROM domain. Amazon SES provides
you with this record during the setup process. For example, if you are configuring identity
example.com to use the MAIL FROM domain bounce.example.com in the US West (Oregon)
region, Amazon SES will provide you with the following MX record settings:
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Name Type Value
bounce.examplé/om 10 feedback-
smtp.us-

west-2.amazonses.com

The endpoint in the record value depends on the AWS region. For a list of feedback endpoints for
all AWS regions, see Custom MAIL FROM Domains (p. 330).

3. (Optional) If you want your emails to pass Sender Policy Framework (SPF) checks, you must
publish an SPF record to the DNS server of the custom MAIL FROM domain. Amazon SES
provides you with this record during the setup process. The SPF record for MAIL FROM domain
bounce.example.com would have the following settings:

Name Type Value
bounce.examle.com "v=spfl include:amazonses.com -
all"

For further details on setting up SPF records, see Authenticating Email with SPF in Amazon
SES (p. 90).

Setup Procedure Details

The following procedures show how to use the Amazon SES console to configure a verified email
address or domain to send emails using a specified MAIL FROM domain. If you want to use the
Amazon SES API instead, see the Set | dent i t yMai | Fr onDomai n API in the Amazon Simple Email
Service API Reference.

To configure a verified email address to use a specified MAIL FROM domain

1. Go to your verified email address list in the Amazon SES console, or follow these instructions to
navigate to it:

a. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

b. Inthe navigation pane, under Identity Management, choose Email Addresses.

2. Inthe verified email address list, confirm that the status of the email address for which you want to
set the MAIL FROM domain is verified. If the status is failure, choose retry and then click the link
within the verification email you receive in your email client. Otherwise, choose the email address
and continue this procedure.

3. Inthe details pane of the verified email address, expand MAIL FROM Domain.
Choose Set MAIL FROM Domain.

5. Inthe Set MAIL FROM Domain dialog box, type the name of the MAIL FROM domain that you
want to use. Note that this must be a subdomain of the domain of the verified email address.

6. Later in this procedure, you must publish an MX record to the DNS server of the custom MAIL
FROM domain. Here, for Behavior if MX record not found, choose what you want Amazon SES
to do if it cannot successfully read that record when you send an email. You have the following
options:

* Use default Amazon SES value—If the custom MAIL FROM domain's MX record is not set
up correctly, Amazon SES will use the default MAIL FROM domain (amazonses.com or a
subdomain of amazonses.com).
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¢ Reject message—If the custom MAIL FROM domain's MX record is not set up correctly,
Amazon SES will return a Mai | Fr onDorrai nNot Veri fi ed error and not send the email.

Choose Set MAIL FROM Domain.
Next, you must publish an MX record to the DNS server of the custom MAIL FROM domain.

Important

To successfully set up a custom MAIL FROM domain with Amazon SES, you must
publish exactly one MX record to the DNS server of your MAIL FROM domain. If the MAIL
FROM domain has multiple MX records, the custom MAIL FROM setup with Amazon
SES will fail.

a. If Amazon Route 53 provides the DNS service for your MAIL FROM domain, and you are
logged in to the AWS Management Console under the same account that you use for Amazon
Route 53, then choose Publish Records Using Route 53 if you want to publish the MX
record and/or SPF record from within the Amazon SES console.

b. If your MAIL FROM domain does not use Amazon Route 53, then you must publish the
displayed MX record to the MAIL FROM domain's DNS server yourself. The procedure for
adding an MX record to your domain's DNS server depends on who provides your DNS
service; please see the documentation for your DNS service. After Amazon SES detects the
record, emails you send from this verified email address will use the specified MAIL FROM
domain. Until then, Amazon SES will either use the default MAIL FROM domain or reject the
message, depending on the preferences you specified earlier in this procedure. Amazon SES
can take up to 72 hours to detect your MX record.

(Optional) If you want Sender Policy Framework (SPF) checks to succeed, you must publish an
SPF record to your MAIL FROM domain's DNS server to show receiving mail servers that you
have authorized Amazon SES to send email on behalf of your domain. For more information, see
Authenticating Email with SPF in Amazon SES (p. 90).

To configure a verified domain to use a specified MAIL FROM domain

1.

Go to your verified domain list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.
b. Inthe navigation pane, under Identity Management, choose Domains.

In the verified domain list, confirm that the status of the domain for which you want to set

the MAIL FROM domain is verified. If the status is failure, choose retry and then add the
displayed TXT record to your DNS server, as described in Amazon SES Domain Verification TXT
Records (p. 44). Otherwise, choose the domain and continue this procedure.

In the details pane of the verified domain, expand MAIL FROM Domain.
Choose Set MAIL FROM Domain.

In the Set MAIL FROM Domain dialog box, type the name of the MAIL FROM domain that you
want to use. Note that this must be a subdomain of the verified domain.

Later in this procedure, you must publish an MX record to the verified domain's DNS server. Here,
for Behavior if MX record not found, choose what you want Amazon SES to do if it cannot
successfully read that record when you send an email. You have the following options:

* Use default Amazon SES value—If the custom MAIL FROM domain's MX record is not set
up correctly, Amazon SES will use the default MAIL FROM domain (amazonses.com or a
subdomain of amazonses.com).

* Reject message—If the custom MAIL FROM domain's MX record is not set up correctly,
Amazon SES will return a Mai | Fr onDonmai nNot Ver i f i ed error and not send the email.

Choose Set MAIL FROM Domain.
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8. Next, you must publish an MX record to the DNS server of the custom MAIL FROM domain.

Important

To successfully set up a custom MAIL FROM domain with Amazon SES, you must
publish exactly one MX record to the DNS server of your MAIL FROM domain. If the MAIL
FROM domain has multiple MX records, the custom MAIL FROM setup with Amazon
SES will fail.

a. If Amazon Route 53 provides the DNS service for your MAIL FROM domain, and you are
logged in to the AWS Management Console under the same account that you use for Amazon
Route 53, then choose Publish Records Using Route 53 if you want to publish the MX
record and/or SPF record from within the Amazon SES console.

b. If your MAIL FROM domain does not use Amazon Route 53, then you must publish the
displayed MX record to the MAIL FROM domain's DNS server yourself. The procedure for
adding an MX record to your domain's DNS server depends on who provides your DNS
service; please see the documentation for your DNS service. After Amazon SES detects the
record, emails you send from this verified domain will use the specified MAIL FROM domain.
Until then, Amazon SES will either use the default MAIL FROM domain or reject the message,
depending on the preferences you specified earlier in this procedure. Amazon SES can take
up to 72 hours to detect your MX record.

9. (Optional) If you want Sender Policy Framework (SPF) checks to succeed, you must publish an
SPF record to your MAIL FROM domain's DNS server to show receiving mail servers that you
have authorized Amazon SES to send email on behalf of your domain. For more information, see
Authenticating Email with SPF in Amazon SES (p. 90).

Removing a MAIL FROM Domain with Amazon SES

If you want to use the default Amazon SES MAIL FROM domain, you can remove the custom MAIL
FROM domain configuration from the verified identity.

The following procedures show how to use the Amazon SES console to remove a custom MAIL FROM
domain from the configuration of a verified email address or domain. If you want to use the Amazon
SES APl instead, see the Set | denti t yMai | Fr onDomai n API in the Amazon Simple Email Service
API Reference.

To remove a custom MAIL FROM domain from the configuration of a verified email
address

1. Goto your verified email address list in the Amazon SES console, or follow these instructions to
navigate to it:

a. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.
b. Inthe navigation pane, under Identity Management, choose Email Addresses.

2. Inthe verified email address list, choose the verified email address for which you want to remove
the custom MAIL FROM domain.

In the details pane of the verified email address, expand MAIL FROM Domain.
Choose Remove MAIL FROM Domain.
Choose Yes, Remove MAIL FROM Domain.

(Optional) Log in to your DNS service and remove the MX record that you published when you set
up the MAIL FROM domain with Amazon SES.

7. (Optional) Remove the SPF record that you published when you set up the custom MAIL FROM
domain with Amazon SES.

o g ko
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To remove a custom MAIL FROM domain from the configuration of a verified domain

1. Go to your verified domain list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Sign in to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

b. Inthe navigation pane, under Identity Management, choose Domains.

In the verified domain list, choose the verified domain for which you want to remove the custom
MAIL FROM domain.

In the details pane of the verified domain, expand MAIL FROM Domain.
Choose Remove MAIL FROM Domain.
Choose Yes, Remove MAIL FROM Domain.

(Optional) Log in to your DNS service and remove the MX record that you published when you set
up the MAIL FROM domain with Amazon SES.

7. (Optional) Remove the SPF record that you published when you set up the custom MAIL FROM
domain with Amazon SES.

n

o0 ko

Editing a MAIL FROM Domain with Amazon SES

The following procedures show how to use the Amazon SES console to edit the custom MAIL FROM
domain configuration of a verified email address or domain. If you want to use the Amazon SES

APl instead, see the Set | denti t yMai | Fr omDonmi n API in the Amazon Simple Email Service API
Reference.

To edit the MAIL FROM configuration of a verified email address

1. Go to your verified email address list in the Amazon SES console, or follow these instructions to
navigate to it:

a. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

b. Inthe navigation pane, under Identity Management, choose Email Addresses.

2. Inthe verified email address list, choose the email address for which you want to configure the
MAIL FROM domain.

3. In the details pane of the verified email address, expand MAIL FROM Domain.
4. Choose Edit MAIL FROM Domain.

5. Inthe Edit MAIL FROM Domain dialog box, edit the settings and then choose Save MAIL FROM
Domain.

6. If you changed the MAIL FROM domain name when you edited the settings, you must publish an
MX record to the DNS server of the new MAIL FROM domain.

a. If Amazon Route 53 provides the DNS service for your MAIL FROM domain, and you are
logged in to the AWS Management Console under the same account that you use for Amazon
Route 53, then choose Publish Records Using Route 53 if you want to publish the MX
record and/or SPF record from within the Amazon SES console.

b. If your domain does not use Amazon Route 53, then you must publish the displayed MX
record to the MAIL FROM domain's DNS server yourself. The procedure for adding an MX
record to your domain's DNS server depends on who provides your DNS service; please
see the documentation for your DNS service. After Amazon SES detects the record, emails
you send from this verified email address will use the specified MAIL FROM domain. Until
then, Amazon SES will either use the default MAIL FROM domain or reject the message,
depending on the preferences you specified earlier in this procedure. Amazon SES can take
up to 72 hours to detect your MX record.
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7. (Optional) If you changed the MAIL FROM domain name and you want Sender Policy Framework
(SPF) checks to succeed, you must publish an SPF record to your MAIL FROM domain's DNS
server to show receiving mail servers that you have authorized Amazon SES to send email on
behalf of your domain. For more information, see Authenticating Email with SPF in Amazon
SES (p. 90).

To edit the MAIL FROM configuration of a verified domain

1. Go to your verified domain list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Sign in to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

b. Inthe navigation pane, under Identity Management, choose Domains.

2. In the verified domain list, choose the domain for which you want to configure the MAIL FROM
domain.

3. In the details pane of the verified domain, expand MAIL FROM Domain.
4. Choose Edit MAIL FROM Domain.

5. Inthe Edit MAIL FROM Domain dialog box, edit the settings and then choose Save MAIL FROM
Domain.

6. If you changed the MAIL FROM domain name when you edited the settings, you must publish an
MX record to the DNS server of the new MAIL FROM domain.

a. If Amazon Route 53 provides the DNS service for your MAIL FROM domain, and you are
logged in to the AWS Management Console under the same account that you use for Amazon
Route 53, then choose Publish Records Using Route 53 if you want to publish the MX
record and/or SPF record from within the Amazon SES console.

b. If your domain does not use Amazon Route 53, then you must publish the displayed MX
record to the MAIL FROM domain's DNS server yourself. The procedure for adding an MX
record to your domain's DNS server depends on who provides your DNS service; please see
the documentation for your DNS service. After Amazon SES detects the record, emails you
send from this verified domain will use the specified MAIL FROM domain. Until then, Amazon
SES will either use the default MAIL FROM domain or reject the message, depending on the
preferences you specified earlier in this procedure. Amazon SES can take up to 72 hours to
detect your MX record.

7. (Optional) If you changed the MAIL FROM domain name and you want Sender Policy Framework
(SPF) checks to succeed, you must publish an SPF record to your MAIL FROM domain's DNS
server to show receiving mail servers that you have authorized Amazon SES to send email on
behalf of your domain. For more information, see Authenticating Email with SPF in Amazon
SES (p. 90).

MAIL FROM Domain Setup States with Amazon SES

After you configure an identity to use a custom MAIL FROM domain, the state of the setup is "pending"”
while Amazon SES attempts to detect the required MX record in your DNS settings. The state then
changes depending on whether Amazon SES detects the MX record. The following table describes the
email-sending behavior, and the Amazon SES actions associated with each state. Each time the state
changes, Amazon SES sends a notification to the email address associated with your AWS account.

State Email Sending Behavior Amazon SES
Actions
Pending Uses custom MAIL FROM fallback setting Amazon SES

attempts to detect
the required
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State Email Sending Behavior Amazon SES
Actions

MX record for

72 hours. If
unsuccessful, the
state changes to
"Failed".

Success Uses custom MAIL FROM domain Amazon SES
continuously
checks that the
required MX
record is in place.

TemporaryFailure | Uses custom MAIL FROM fallback setting Amazon SES
attempts to detect
the required
MX record for
72 hours. If
unsuccessful, the
state changes
to "Failed"; if
successful, the
state changes to
"Success".

Failed Uses custom MAIL FROM fallback setting Amazon SES no
longer attempts
to detect the
required MX
record. To use
a custom MAIL
FROM domain,
you must restart
the setup process
in Setting a
MAIL FROM
Domain (p. 47).

Setting up SPF Records for Amazon SES

An SPF record indicates to ISPs that you have authorized Amazon SES to send mail for your domain.
When you use Amazon SES, your decision about whether to publish an SPF record depends on
whether you only require your email to pass an SPF check by the receiving mail server, or if you
want your email to comply with the additional requirements needed to pass Domain-based Message
Authentication, Reporting and Conformance (DMARC) authentication based on SPF. For more
information, see Authenticating Email with SPF in Amazon SES (p. 90).

Getting Your SMTP Credentials for Amazon SES

To use the Amazon SES SMTP interface, you must first create an SMTP user name and password. To
get your SMTP Credentials, see Obtaining Your Amazon SES SMTP Credentials (p. 57).

Important
Your SMTP user nhame and password are not the same as your AWS access key ID and
secret access key. Do not attempt to use your AWS credentials to authenticate yourself to the
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Amazon SES SMTP endpoint. For more information about credentials, see Using Credentials
With Amazon SES (p. 318).

Moving Out of the Amazon SES Sandbox

To help protect our customers from fraud and abuse and to help you establish your trustworthiness to
ISPs and email recipients, we do not immediately grant unlimited Amazon SES usage to new users.
New users are initially placed in the Amazon SES sandbox. In the sandbox, you have full access to
all Amazon SES email-sending methods and features so that you can test and evaluate the service;
however, the following restrictions are in effect:

¢ You can only send mail to the Amazon SES mailbox simulator and to verified email addresses and
domains.

¢ You can only send mail from verified email addresses and domains.
¢ You can send a maximum of 200 messages per 24-hour period.
* Amazon SES can accept a maximum of one message from your account per second.

To remove the restriction on recipient addresses and increase your sending limits, you need to open a
case in Support Center by using the following instructions.

To move out of the Amazon SES sandbox

Log into the AWS Management Console.

Go to SES Sending Limits Increase. Alternatively, you can go to Support Center, choose Create
Case, choose Service Limit Increase, and then select SES Sending Limits as the limit type.

3. Inthe form, provide the following information:

* Region: Select the AWS region for which you are requesting a sending limit increase. Note that
your Amazon SES sandbox status and sending limits are separate for each AWS region. For
more information, see Regions and Amazon SES (p. 327).

e Limit: Select Desired Daily Sending Quota or Desired Maximum Send Rate. Sending limits are
described in Managing Your Amazon SES Sending Limits (p. 190).

Note
The rate at which Amazon SES accepts your messages might be less than the
maximum send rate.

« New limit value:Enter the amount you are requesting. Be sure to only request the amount
you think you'll need. Keep in mind that you are not guaranteed to receive the amount
you request, and the higher the limit you request, the more justification you will need to be
considered for that amount.

« Mail type: Select Transactional, System Notifications, Subscription, Marketing, or Other.

* Website URL. Provide a link to your website. Although it isn't required, we highly recommend
that you provide one if you have it, because it helps us evaluate your request.

¢ My email-sending complies with the AWS Service Terms and AWS Acceptable Use Policy
(AUP). Select Yes or No.

« lonly send to recipients who have specifically requested my mail. Select Yes or No. For
tips on how to send high-quality mail and keep your recipient list clean, see Obtaining and
Maintaining Your Recipient List (p. 225) and the Amazon Simple Email Service Email Sending
Best Practices white paper.

e | have a process to handle bounces and complaints. Select Yes or No. For information
on how to monitor and handle bounces and complaints, see Processing Bounces and
Complaints (p. 225).

¢ Use Case Description. Explain your situation in as much detail as possible. For example,
describe the type of emails you are sending and how email-sending fits into your business.
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The more information you can provide that indicates that you are sending high-quality emails to
recipients who want and expect it, the more likely we are to approve your request. The higher
the limit value you are requesting, the more detail you should provide.

We will respond to the case after reviewing your request. Please allow one business day for
processing. If you are granted a sending limit increase, then you have also been moved out of the
sandbox and no longer need to verify your "To" addresses.

The following are three ways to determine whether you have moved out of the sandbox:

¢ The correspondence in your SES Sending Limits Increase case indicates that your request has been
granted.

¢ You can successfully use Amazon SES to send an email message from your verified email address
to an unverified address that you own. If you receive a MessageRejected error instead, stating that
your email address is not verified, then you are still in the sandbox.

¢ The Amazon SES console shows that your sending quota is higher than 200 messages per 24-hour
period. To learn more, see Monitoring Your Amazon SES Sending Limits (p. 191).

Once you are out of the sandbox, you no longer have to verify "To" addresses or domains; however,
you must still verify any additional "From" or "Return-Path" addresses or domains. Over time, Amazon
SES will gradually increase your sending limits, or you can open another SES Sending Limits Increase
case if the gradual increase does not meet your needs. For more information, see Managing Your
Amazon SES Sending Limits (p. 190).

Sending Your Email with Amazon SES

You can send an email with Amazon Simple Email Service (Amazon SES) by using the Amazon
SES console, the Amazon SES Simple Mail Transfer Protocol (SMTP) interface, or the Amazon SES
API. You typically use the console to send test emails and manage your sending activity. To send
bulk emails, you use either the SMTP interface or the API. For information about Amazon SES email
pricing, see Pricing on the Amazon SES detail page.

¢ If you want to use an SMTP-enabled software package, application, or programming language to
send email through Amazon SES, or integrate Amazon SES with your existing mail server, use the
Amazon SES SMTP interface. For more information, see Using the Amazon SES SMTP Interface to
Send Email (p. 56).

¢ If you want to call Amazon SES by using raw HTTP requests, use the Amazon SES API. For more
information, see Using the Amazon SES API to Send Email (p. 85).

Before you send emails, see Setting up Email with Amazon SES (p. 37).

Important

When you send an email to multiple recipients (recipients are "To", "CC", and "BCC"
addresses) and the call to Amazon SES fails, the entire email is rejected and none of the
recipients will receive the intended email. We therefore recommend that you send an email to
one recipient at a time.

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.
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Using the Amazon SES SMTP Interface to Send
Email

To send production email through Amazon SES, you can use the Simple Mail Transfer Protocol
(SMTP) interface or the Amazon SES API. For more information about the Amazon SES API, see
Using the Amazon SES API to Send Email (p. 85). This section describes the SMTP interface.

Amazon SES sends email using the SMTP, the most common email protocol on the Internet. You can
send email through Amazon SES by using a variety of SMTP-enabled programming languages and
software to connect to Amazon SES's native SMTP interface. This section explains how to get your
Amazon SES SMTP credentials, how to send email by using the SMTP interface, and how to configure
several pieces of software and mail servers to use Amazon SES for email sending.

Note
For solutions to common problems that you might encounter when you use Amazon SES
through its SMTP interface, see Amazon SES SMTP Issues (p. 235).

To send email using the Amazon SES SMTP interface, you will need the following:

¢ An AWS account. For more information, see Signing up for AWS (p. 38).

e The SMTP interface hostname (i.e., endpoint). For a list of Amazon SES SMTP endpoints, see
Connecting to the Amazon SES SMTP Endpoint (p. 60).

e The SMTP interface port number. The port number varies with the connection method. For more
information, see Connecting to the Amazon SES SMTP Endpoint (p. 60).

¢ An SMTP user name and password. You can use the same set of SMTP credentials in all AWS
regions.

Important

Your SMTP user name and password are not identical to your AWS access keys or the
credentials you use to log into the Amazon SES console. For information about how to
generate your SMTP user name and password, see Obtaining Your Amazon SES SMTP
Credentials (p. 57).

« Client software that can communicate using Transport Layer Security (TLS). For more information,
see Connecting to the Amazon SES SMTP Endpoint (p. 60).

¢ An email address that you have verified with Amazon SES. For more information, see Verifying
Email Addresses and Domains in Amazon SES (p. 38).

« Higher sending limits, if you want to send large quantities of email. For more information, see
Managing Your Amazon SES Sending Limits (p. 190).

Then, you can send email by doing the following:

» To configure an email client to send email through Amazon SES, including an example for Microsoft
Outlook, see Configuring Email Clients to Send Through Amazon SES (p. 61).

¢ To configure SMTP-enabled software to send email through the Amazon SES SMTP interface,
including an example for issue-tracking software Jira, see Sending Email Through Amazon SES
From Software Packages (p. 64).

¢ To program an application to send email through Amazon SES, see Sending Email Through Amazon
SES From Your Application (p. 66).

¢ To configure your existing email server to send all of your outgoing mail through Amazon SES, see
Integrating Amazon SES with Your Existing Email Server (p. 66).

¢ To interact with the Amazon SES SMTP interface using the command line, which can be useful
for testing, see Using the Command Line to Send Email Through the Amazon SES SMTP
Interface (p. 83).
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For a list of SMTP response codes, see SMTP Response Codes Returned by Amazon SES (p. 237).

Email Information to Provide

When you access Amazon SES through the SMTP interface, your SMTP client application assembles
the message, so the information you need to provide depends on the application you are using. At a
minimum, the SMTP exchange between a client and a server requires a source address, a destination
address, and message data.

If you are using the SMTP interface and have feedback forwarding enabled, then your bounces,
complaints, and delivery notifications are sent to the "MAIL FROM" address. Any "Reply-To" address
that you specify is not used.

Obtaining Your Amazon SES SMTP Credentials

You need an Amazon SES SMTP user name and password to access the Amazon SES SMTP
interface. You can use the same set of SMTP credentials in all AWS regions.

Important

Your SMTP user name and password are not the same as your AWS access key ID and
secret access key. Do not attempt to use your AWS credentials to authenticate yourself
against the SMTP endpoint. For more information about credentials, see Using Credentials
With Amazon SES (p. 318).

There are two ways to generate your SMTP credentials. You can either use the Amazon SES console
or you can generate your SMTP credentials from your AWS credentials.

Use the Amazon SES console to generate your SMTP credentials if:

¢ You want to get your SMTP credentials using the simplest method.
¢ You do not need to automate SMTP credential generation using code or a script.

Generate your SMTP credentials from your AWS credentials if:

¢ You have an existing AWS Identity and Access Management (IAM) user that you created using
the 1AM interface and you want that user to be able to send emails using the Amazon SES SMTP
interface.

¢ You want to automate SMTP credential generation using code or a script.

For information on each method, see Obtaining Amazon SES SMTP Credentials Using the Amazon
SES Console (p. 57) and Obtaining Amazon SES SMTP Credentials by Converting AWS
Credentials (p. 58).

Obtaining Amazon SES SMTP Credentials Using the Amazon SES Console

When you generate SMTP credentials by using the Amazon SES console, the Amazon SES console
creates an IAM user with the appropriate policies to call Amazon SES and provides you with the SMTP
credentials associated with that user.

Note

An IAM user can create Amazon SES SMTP credentials, but the IAM user's policy must give
them permission to use IAM itself, because Amazon SES SMTP credentials are created
through IAM. If the IAM user tries to create Amazon SES SMTP credentials using the console
and they don't have IAM permissions, they will get an error that says "... not authorized to
perform iam:ListUsers..." In that case, the root account owner needs to modify the IAM user's

policy to allow them to access the following IAM actions: "iam:ListUsers", "iam:CreateUser",
"iam:CreateAccessKey", and "iam:PutUserPolicy".
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To create your SMTP credentials

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.
In the navigation pane, click SMTP Settings.
In the content pane, click Create My SMTP Credentials.

In the Create User for SMTP dialog box, you will see that an SMTP user name has been filled
in for you. You can accept this suggested user name or enter a different one. To proceed, click
Create.

Create User for SMTP Cancel | X

This form lets you create an 1AM user for SMTP authentication with Amazon SES. Enter the name of a new
IAM user or accept the default and click Create to set up your SMTP credentials

1AM User Name ses-smtp-user_01

Maximum G4 characters

» Show More Information

Create

5. Click Show User SMTP Credentials. Your SMTP credentials will be displayed on the screen;
copy them and store them in a safe place. You can also click Download Credentials to download
a file that contains your credentials.

Create User for SMTP Cancel | X

Your 1 User(s) have been created successfully.

This is the only time these SMTP security credentials will be available for download. Credentials for
SMTP users are only available when creating the user. For your protection, you should never share your SMTP
credentials with anyone

» Show User SMTP Security Credentials

Download Credentials Close Window

Important
This is the only time that you will be able to view your SMTP credentials! We strongly
advise you to download these credentials and refrain from sharing them with others.

6. Click Close Window.

If you want to delete your SMTP credentials, go to the IAM console at https://
console.aws.amazon.com/iam/home and delete the IAM user name that corresponds with your SMTP
credentials. To learn more, go to the Using IAM guide.

If you want to change your SMTP password, go to the IAM console and delete your existing IAM user,
and then go to the Amazon SES console to re-generate your SMTP credentials.

Obtaining Amazon SES SMTP Credentials by Converting AWS Credentials

If you have an IAM user that you set up using the 1AM interface, you can derive the user's Amazon
SES SMTP credentials from their AWS credentials.

Important

Do not use temporary AWS credentials to derive SMTP credentials. The Amazon SES SMTP
interface does not support SMTP credentials that have been generated from temporary
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To enable the IAM user to send email using the Amazon SES SMTP interface, you need to do the
following two steps:

 Derive the user's SMTP credentials from their AWS credentials using the algorithm provided in this
section. Because you are starting from AWS credentials, the SMTP username will be the same as
the AWS access key ID, so you just need to generate the SMTP password.

Important

If you generate SMTP credentials using the Amazon SES console, the SMTP username is
not the same as the AWS access key ID. The SMTP username and the AWS access key
ID are only the same if you generate the SMTP password programmatically, as described in
this section.

» Apply the following policy to the IAM user:

{ "Statenent": [{
"Effect":"All ow',
"Action":"ses: SendRawEnai | ",
"Resource":"*"

'}

For more information about using Amazon SES with IAM, see Controlling Access to Amazon
SES (p. 302).

Note

Although you can generate Amazon SES SMTP credentials for any existing IAM user, we
recommend for security reasons that you create a separate 1AM user for the AWS credentials
that you will use to generate the SMTP password. For information about why it is good
practice to create users for specific purposes, go to IAM Best Practices.

The following pseudocode shows the algorithm that converts an AWS Secret Access Key to an
Amazon SES SMTP password.

key = AWS Secret Access Key;

message = " SendRawEmai | ";

versionl nBytes = 0x02;

si gnaturel nBytes = HracSha256( nessage, key);

si gnat ur eAndVer = Concat enat e(versi onl nByt es, si gnaturel nBytes);
snt pPassword = Base64(si gnat ur eAndVer) ;

The following is an example Java implementation that converts an AWS Secret Access Key to an
Amazon SES SMTP password. Before you run the program, put the AWS Secret Access Key of

the 1AM user into an environment variable called AWS_SECRET_ACCESS_KEY. The output of

the program is the SMTP password. That password, along with the SMTP username (which, if you
generate the SMTP password programmatically, is the same as the AWS access key ID) are the user's
Amazon SES SMTP credentials.

i mport javax.crypto. Mac;
i mport javax.crypto. spec. Secr et KeySpec;
i mport javax.xm . bind. Dat at ypeConverter;

public class SesSnt pCredenti al Generator {
private static final String KEY_ENV_VARI ABLE =
"AWS_SECRET_ACCESS KEY"; // Put your AWS secret access key in this
envi ronment vari abl e.
private static final String MESSAGE = "SendRawEmail"; // Used to
generate the HVAC signature. Do not nodify.
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private static final byte VERSION = 0x02; // Version nunber. Do not
nmodi fy.

public static void main(String[] args) {

/1l Get the AWS secret access key from environnment variable
AWS_SECRET_ACCESS_KEY.

String key = System get env(KEY_ENV_VARI ABLE);

if (key == null)

{
Systemout.printin("Error: Cannot find environment variable
AWS_SECRET_ACCESS KEY.");
System exit(0);
}

/'l Create an HVAC- SHA256 key fromthe raw bytes of the AWS
secret access key.

Secr et KeySpec secret Key = new Secr et KeySpec(key. get Byt es(),
" Hmac SHA256" ) ;

try {
/1 Get an HVAC- SHA256 Mac instance and initialize it
with the AWS secret access key.
Mac nac = Mac. get | nst ance(" HmacSHA256") ;
mac. i nit(secretKey);

/1 Conpute the HVAC signature on the input data bytes.
byte[] rawSi gnature = nac. doFi nal (MESSAGE. get Bytes());

/] Prepend the version nunber to the signature.
byte[] rawSi gnatureWthVersion = new
byte[rawSi gnature.length + 1];
byte[] versionArray = {VERSI ON\};
System arraycopy(versi onArray, O,
rawsSi gnat ureWthVersion, 0, 1);
System arraycopy(rawsi gnature, O,
rawSi gnatureWthVersion, 1, rawSi gnature.length);

/1 To get the final SMIP password, convert the HVAC
signature to base 64.

String sntpPassword =
Dat at ypeConverter. pri nt Base64Bi nary(rawSi gnat ureW t hVer si on) ;

System out . println(snt pPassword);

catch (Exception ex) ({

Systemout.printin("Error generating SMIP password: " +
ex. get Message());
}

}

Connecting to the Amazon SES SMTP Endpoint

The following table shows the Amazon SES SMTP endpoints for the regions in which Amazon SES is
available.
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Region name SMTP endpoint

US East (N. Virginia) email-smtp.us-east-1.amazonaws.com
US West (Oregon) email-smtp.us-west-2.amazonaws.com
EU (Ireland) email-smtp.eu-west-1.amazonaws.com

The Amazon SES SMTP endpoint requires that all connections be encrypted using Transport Layer
Security (TLS). (Note that TLS is often referred to by the name of its predecessor protocol, SSL.)
Amazon SES supports two mechanisms for establishing a TLS-encrypted connection: STARTTLS
and TLS Wrapper. Check the documentation for your software to determine whether it supports
STARTTLS, TLS Wrapper, or both.

If your software does not support STARTTLS or TLS Wrapper, you can use the open source stunnel
program to set up an encrypted connection (called a "secure tunnel"), then use the secure tunnel to
connect to the Amazon SES SMTP endpoint.

Important

Amazon Elastic Compute Cloud (Amazon EC2) throttles email traffic over port 25 by default.
To avoid timeouts when sending email through the SMTP endpoint from EC2, use a different
port (587 or 2587) or fill out a Request to Remove Email Sending Limitations to remove the
throttle.

STARTTLS

STARTTLS is a means of upgrading an unencrypted connection to an encrypted connection. There are
versions of STARTTLS for a variety of protocols; the SMTP version is defined in RFC 3207.

To set up a STARTTLS connection, the SMTP client connects to the Amazon SES SMTP endpoint
on port 25, 587, or 2587, issues an EHLO command, and waits for the server to announce that it
supports the STARTTLS SMTP extension. The client then issues the STARTTLS command, initiating
TLS negotiation. When negotiation is complete, the client issues an EHLO command over the new
encrypted connection, and the SMTP session proceeds normally.

TLS Wrapper

TLS Wrapper (also known as SMTPS or the Handshake Protocol) is a means of initiating an encrypted
connection without first establishing an unencrypted connection. With TLS Wrapper, the Amazon SES
SMTP endpoint does not perform TLS negotiation: it is the client's responsibility to connect to the
endpoint using TLS, and to continue using TLS for the entire conversation. TLS Wrapper is an older
protocol, but many clients still support it.

To set up a TLS Wrapper connection, the SMTP client connects to the Amazon SES SMTP endpoint
on port 465 or 2465. The server presents its certificate, the client issues an EHLO command, and the
SMTP session proceeds normally.

Secure Tunnel

If your software does not support STARTTLS or TLS Wrapper, you can set up a secure tunnel to allow
your software to communicate with the Amazon SES SMTP endpoint. As this option is most commonly
used by mail server administrators, details are given under Integrating Amazon SES with Your Existing
Email Server (p. 66).

Configuring Email Clients to Send Through Amazon SES

After you obtain your SMTP user name and password (p. 57), you can send email through Amazon
SES. You can use any email client application that supports SMTP and can connect to an SMTP
endpoint using Transport Layer Security (TLS).
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The following procedure shows how to configure one such client, Microsoft Outlook 2013, to send
email through the Amazon SES SMTP interface. If you are using a different email client, follow the
instructions provided by the client vendor, and use the settings described in the following procedure.

To configure Microsoft Outlook 2013 for sending via Amazon SES

In Microsoft Outlook, choose File, and then choose Info.
Choose Add Account.

In the Add Account dialog box, choose Manual setup or additional server types, and then
choose Next.

Under Choose Service, choose POP or IMAP, and then choose Next.
5. Under POP and IMAP Account Settings, fill in the following fields:

Your Name—Type your name.

b. Email Address—Type the email address from which you will send emails. You must verify
this email address or domain (p. 38). The email address is case-sensitive. Make sure that
the address is exactly the same as the one you verified.

c. Account Type—Choose POP3.

Incoming mail server—Type none. (Even though you are setting up Amazon SES for
outgoing email only, this field is required.)

e. Outgoing mail server (SMTP)—Type the SMTP endpoint for the outgoing mail server.
For a list of Amazon SES SMTP endpoints, see Connecting to the Amazon SES SMTP
Endpoint (p. 60). For example, if you use the Amazon SES endpoint in the US West
(Oregon) Region, the outgoing mail server is email-smtp.us-west-2.amazonaws.com.

f.  User Name—Type none. (You will configure your credentials later in this procedure.)

I
Add Account X
POP and IMAP Account Settings
Enter the mail server settings for your account.
User Information Test Account Settings
Your Name: John Stiles ‘We recommend that you test your account to ensure that
the entries are correct.
Email Address: john@ example.com
Server Information
Test Account Settings ...
Account Type: POP3
Incoming mail server: none Autgmaticallytest account settings when Mext
is clicked
Outgaing mail server (SMTF: | email-smtp.us-west-2.amazo Deliver new messages to:
Logon Information (@ Mew Outlook Data File
User Name: none () Existing Outlook Data File
Password: T

I:‘Remember password

|:| Require logon using Secure Password Authentication

[SPA) Maore Settings ...

< Back ][ Mext > ][ Cancel ]

Choose More Settings.

In the Internet E-mail Settings dialog box, choose the Outgoing Server tab and fill in the
following fields:

a. My outgoing server (SMTP) requires authentication—Check this box.

b. Log on using—Choose this option.
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c. User Name—Enter your SMTP user nhame credential, which is the string of letters and
numbers you obtained using the procedure in Obtaining Your Amazon SES SMTP
Credentials (p. 57).

Important
Your SMTP user name (p. 57) is not the same as your AWS access key ID.

d. Password—Enter your SMTP password, which is the string of letters and numbers you
obtained using the procedure in Obtaining Your Amazon SES SMTP Credentials (p. 57).

Important
Your SMTP password (p. 57) is not the same as your AWS secret access key.

e. Remember Password—Select this box.

Internet E-mail Settings Iﬁ
- Outgoing Server | Advanced

My outgoing server ([SMTF] requires authentication

() Use same settings as my incoming mail server

@ Log on using
User Mame: |AKIADQKE4 EXAMPLE

Password: el |

Rememberpassword
|:| Require Secure Password Authentication [SPA)

() Log on to incoming mail server before sending mail

[ OK ][ Cancel ]

8. Choose the Advanced tab, and then fill in the following fields.

Note

This example shows a typical configuration. For alternative configurations, see
Connecting to the Amazon SES SMTP Endpoint (p. 60). The Outlook-encrypted
connection type labeled TLS corresponds to STARTTLS (p. 61), and the Outlook-
encrypted connection type labeled SSL corresponds to TLS Wrapper (p. 61).

a. Outgoing server (SMTP)—Type 587.
b. Use the following type of encrypted connection—Choose TLS.
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10.

11.

12.
13.

Internet E-mail Settings @

| General I Outgoing Ser\rer| Advanced |

Server Port Numbers
Incoming server (POP3): 110
I:‘This server requires an encrypted connection (S5L)
Qutgoing server [SMTPF): 587
Use the following type of encrypted connection: | TLS |Z|
Server Timeouts
Short g Long 1 minute
Delivery
Leave a copy of messages on the server
Remove from server after 14 = days

|:| Remove from server when deleted from 'Deleted Items’

OK ] [ Cancel

Choose OK.
On the Add Account page, choose Test Account Settings. This lets you test your setup by
having Outlook send an email through Amazon SES.

Note
Because you are using Amazon SES as your outgoing email server only, the Log onto
incoming mail server test is expected to fail. The Send test e-mail test should pass.

If the test message that Outlook sends through Amazon SES arrives successfully, clear the Test
Account Settings by clicking the Next button check box (because the test will fail without
setting up incoming email) and then choose Next.

Choose Next, and then choose Finish.

You set up Amazon SES for email sending only. To ensure that the account is not set up to
receive messages using Amazon SES, you must disable mail retrieval for the account by using the
following steps.

In Microsoft Outlook, choose the Send/Receive tab.

b. On the Send/Receive tab, choose Send/Receive Groups, and then choose Define Send/
Receive Groups.

In the Send/Receive Groups dialog box, choose Edit.

In the Accounts section on the left, choose the account you just created for sending malil
through Amazon SES.

e. Under Account Options, clear Receive mail items.
f. Choose OK, and then choose Close.

Sending Email Through Amazon SES From Software
Packages

There are a number of commercial and open source software packages that support sending email via
SMTP. Here are some examples:

* Blogging platforms

* RSS aggregators
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 List management software
¢ Workflow systems

You can configure any such SMTP-enabled software to send email through the Amazon SES SMTP
interface. For instructions on how to configure SMTP for a particular software package, see the
documentation for that software.

The following procedure shows how to set up Amazon SES sending in JIRA, a popular issue-tracking
solution. With this configuration, JIRA can notify users via email whenever there is a change in the
status of a software issue.

To Configure JIRA to Send Email Using Amazon SES

Using your web browser, log in to JIRA with administrator credentials.
In the browser window, click Administration.

On the System menu, click Mail.

On the Mail administration page, click Mail Servers.

Click Configure new SMTP mail server.

On the Add SMTP Mail Server form, fill in the following fields:

o gk~ w DR

Name—A descriptive name for this server.

b. From address—The address from which email will be sent. You will need to verify this
email address with Amazon SES before you can send from it. For more information about
verification, see Verifying Email Addresses and Domains in Amazon SES (p. 38).

Email prefix—A string that JIRA prepends to each subject line prior to sending.
Protocol—Choose SMTP.

Note

If you cannot connect to Amazon SES using this setting, try SECURE_SMTP.

e. Host Name—See Connecting to the Amazon SES SMTP Endpoint (p. 60) for a
list of Amazon SES SMTP endpoints. For example, if you want to use the Amazon
SES endpoint in the US West (Oregon) region, the host name would be email-smtp.us-
west-2.amazonaws.com.

f.  SMTP Port—25, 587, or 2587 (to connect using STARTTLS), or 465 or 2465 (to connect
using TLS Wrapper).

TLS—Select this check box.
h. Username—Your SMTP username.
i. Password—Your SMTP password.

Settings for TLS Wrapper are shown below.
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Mail Sarvers Update SMTP Mail Server
Mail Quous

Pa—y-y— Lisa this page to update a SMTP mail sarver, This senver will be used 1o send all cutgoing mail from JIRA,
Ll St

Name *  Amaros SES
Tha naim off Tus sonver witkin ARA.

Descrigion

From address *  bob@example.com
Thes dofacl sddnsd this servar will uss 15 sand smaily from

Email prafic * pna
Thés prefix will be prepended o al ouigorg emal subjecs.

Server Details
[Crtor sither o howt neem of your SMTP server o the JNDI iocation of o jevax maill Sossior object 1o use

SMTP Host
Protocdl |LGNTR— 3]
Hoat Name ® | sai- 1 amazonaws.com
Thay SMTP et raera of yoausr mal sonao:

SMTPPert  4gs
Cptions - SMTF porl muribor 1o use. Lesve biank for defecl [defouts: SMTP - 15, SMTFS - 465)

Timecut 10000
Timeout in milisooords - 0o nogaive vakeos indcate nfinds Smooul Leave blank for default (10000 mSecs)

s &
Cptional - tha mall servir roguines the wse of TLS secety.

7. Click Test Connection. If the test email that JIRA sends through Amazon SES arrives
successfully, then your configuration is complete.

Sending Email Through Amazon SES From Your Application

Many programming languages support sending email using SMTP. This capability might be built into
the programming language itself, or it might be available as an add-on, plug-in, or library. You can take
advantage of this capability by sending email through Amazon SES from within application programs
that you write.

For examples in C# and Java, see Send an Email by Accessing the Amazon SES SMTP Interface
Programmatically (p. 19) in the Getting Started section.

Integrating Amazon SES with Your Existing Email Server

If you currently administer your own email server, you can use the Amazon SES SMTP endpoint to
send all of your outgoing email to Amazon SES. There is no need to modify your existing email clients
and applications; the changeover to Amazon SES will be transparent to them.

Several mail transfer agents (MTAS) support sending email through SMTP relays. This section
provides general guidance on how to configure some popular MTAs to send email using Amazon SES
SMTP interface.

¢ To configure Postfix to send email through Amazon SES, see Integrating Amazon SES with
Postfix (p. 68).

¢ To configure Sendmail to send email through Amazon SES, see Integrating Amazon SES with
Sendmail (p. 71).

¢ To configure Microsoft Exchange to send email through Amazon SES, see Integrating Amazon SES
with Microsoft Exchange (p. 76).

« To configure Microsoft Windows Server's IIS SMTP server to send email through Amazon SES, see
Integrating Amazon SES with Microsoft Windows Server IS SMTP (p. 80).
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¢ To configure Exim to send email through Amazon SES, see Integrating Amazon SES with
Exim (p. 81).

The Amazon SES SMTP endpoint requires that all connections be encrypted using Transport Layer
Security (TLS). If you want to use TLS Wrapper but your MTA does not support TLS Wrapper, you
can set up a "secure tunnel" to provide TLS Wrapper support. For more information, see Setting Up a
Secure Tunnel to Connect to Amazon SES (p. 67).

Setting Up a Secure Tunnel to Connect to Amazon SES

The Amazon SES SMTP endpoint requires that all connections be encrypted using Transport Layer
Security (TLS). If you want to use TLS Wrapper to connect to the Amazon SES SMTP endpoint, but
your MTA does not support TLS Wrapper, you can set up a "secure tunnel" to provide TLS Wrapper
support. One way to do this is by using the open source stunnel program. Note that stunnel is intended
to be used for port 465, the SSL port, only.

Important

Some MTAs have native support for TLS Wrapper, while others do not. Check the
documentation for your mail server to determine whether it supports TLS Wrapper. If it
supports TLS Wrapper, then you do not need to set up a secure tunnel.

These instructions were tested on a 64-bit Amazon EC2 instance using the following Amazon Machine
Image (AMI), which is based on Red Hat:

¢ Amazon Linux AMI 2014.09.2 (HVM) (ami-146e2a7c).

To launch an Amazon EC2 instance, which includes selecting an AMI, see Amazon Machine Images
(AMIs).

To set up a secure tunnel to the Amazon SES US West (Oregon) endpoint using stunnel

1. Download and install the stunnel software. For information, go to http://www.stunnel.org.

If you are using Ubuntu Linux, stunnel may require a certificate. To generate the certificate, go to
the /etc/stunnel directory and at a command prompt, type the following:

sudo openssl req -new -out nmail.pem -keyout nail.pem -nodes -x509 -days
365

3. Open or create a file called /etc/stunnel/stunnel.conf.

4. To configure the secure tunnel, add the following lines to stunnel.conf. For the accept line, specify
a port number that is outside the range of reserved ports and is not currently being used. For this
example, we will use port 2525 for this purpose.

These instructions assume that you want to use Amazon SES in the US West (Oregon)

AWS region. If you want to use a different region, replace the instance of email-smtp.us-
west-2.amazonaws.com in these instructions with the SMTP endpoint of the desired region. For a
list of SMTP endpoints, see Regions and Amazon SES (p. 327).

Important
Be sure to include del ay = yes, which delays the DNS look-up until it is needed.
Otherwise, the stunnel connection may fail.

[sntp-tls-wapper]

accept = 2525

client = yes

connect = emmil-sntp. us-west-2. amazonaws. com 465
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delay = yes

5. If you are using stunnel version 4.36 or lower, add this additional line to stunnel.conf:

ssl Version = TLSv1

6. If you are using Ubuntu Linux, add this additional line to stunnel.conf:

cert = /etc/stunnel/mail.pem

Save stunnel.conf.

At a command prompt, issue the following command to start stunnel:
sudo stunnel /etc/stunnel/stunnel.conf

9. Atacommand prompt, type the following command to verify that the tunnel has been created.
We are using port 2525 for this example; if you have specified a different port number, modify the
command accordingly.
tel net | ocal host 2525

Integrating Amazon SES with Postfix

Postfix was created as an alternative to the widely used Sendmail MTA. For information about Postfix,
go to http://www.postfix.org.

These instructions were tested on a 64-bit Amazon EC2 instance using the following Amazon Machine
Image (AMI), which is based on Red Hat:

¢ Amazon Linux AMI 2014.09.2 (HVM) (ami-146e2a7c).

To launch an Amazon EC2 instance, which includes selecting an AMI, see Amazon Machine Images
(AMIs).

Prerequisites
Before you perform one of the following procedures, verify the following:

¢ You have uninstalled Sendmail (if you are not sure how to switch between Sendmail and Postfix).
¢ You have installed Postfix.
¢ You are able to successfully send an email using Postfix without Amazon SES.

¢ You have verified your "From" address and, if your account is still in the sandbox, you have also
verified your "To" addresses. For more information, see Verifying Email Addresses in Amazon
SES (p. 39).

¢ (Optional) If you are sending email through Amazon SES from an Amazon EC2 instance, you may
need to assign an Elastic IP Address to your Amazon EC2 instance for the receiving ISP to accept
your email. For more information, see Amazon EC2 Elastic IP Addresses.

¢ (Optional) If you are sending email through Amazon SES from an Amazon EC2 instance, you
can fill out a Request to Remove Email Sending Limitations to remove the additional sending limit
restrictions that are applied to port 25 by default.

To configure integration with the Amazon SES US West (Oregon) endpoint using
STARTTLS

1. On your mail server, open the main.cf file. On many systems, this file resides in the /etc/postfix
folder.
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Important

These instructions assume that you want to use Amazon SES in the US West (Oregon)
AWS region. If you want to use a different region, replace all instances of email-smtp.us-
west-2.amazonaws.com in these instructions with the SMTP endpoint of the desired
region. For a list of SMTP endpoints, see Regions and Amazon SES (p. 327).

Add the following lines to the main.cf file.

rel ayhost = [enmmil-sntp. us-west-2. anazonaws. conj: 25

snt p_sasl _auth_enabl e = yes

snt p_sasl _security_options = noanonynous

snt p_sasl _password_naps = hash:/etc/postfix/sasl_passwd
sntp_use_tls = yes

smp_tls_security_level = encrypt
smp_tls_note_starttls_offer = yes

Save and close the main.cf file.

On your mail server, open the master.cf file. On many systems, this file resides in the /etc/postfix
folder.

Comment out the following line of the master.cf file by putting a # in front of it: - o
st p_fallback_rel ay=

Save and close the master.cf file.

Edit the /etc/postfix/sasl_passwd file. If the file does not exist, create it. Add the following lines to
the file, replacing USERNAME and PASSWORD with your SMTP user name and password. If
Postfix cannot authenticate with the Amazon SES SMTP endpoint because the hostname does not
match, try adding the additional line specified in Amazon SES SMTP Issues (p. 235).

Important

Use your SMTP user name and password, not your AWS access key ID and secret
access key. Your SMTP credentials and your AWS credentials are not the same. For
information about how to obtain your SMTP credentials, see Obtaining Your Amazon SES
SMTP Credentials (p. 57).

[email -snt p. us-west - 2. amazonaws. coni : 25 USERNAME: PASSWORD

Save and close the sasl_passwd file.

At a command prompt, issue the following command to create a hashmap database file containing
your SMTP credentials.

sudo postnap hash:/etc/postfix/sasl_passwd
(Optional but recommended) Remove the /etc/postfix/sasl_passwd file.

(Optional but recommended) The /etc/postfix/sasl_passwd and /etc/postfix/sasl_passwd.db files
you created in the previous steps are not encrypted. Because these files contain your SMTP
credentials, it is a good idea to use the following commands to change the owner to root and
set permissions to restrict access to the files as much as possible. (Note that if you deleted /etc/
postfix/sasl_passwd in the previous step, you should omit it from the commands below.)

sudo chown root:root /etc/postfix/sasl_passwd /etc/postfix/sasl_passwd. db

sudo chnod 0600 /etc/postfix/sasl_passwd /etc/postfix/sasl_passwd. db

Tell Postfix where to find the CA certificate (needed to verify the Amazon SES server certificate).
You could use a self-signed certificate or you could use default certificates as follows:

If running on the Amazon Linux AMI:
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sudo postconf -e 'sntp_tls_CAfile = /etc/ssl/certs/ca-bundle.crt’
If running on Ubuntu Linux:

sudo postconf -e '"sntp_tls_CAfile = /etc/ssl/certs/ca-certificates.crt'

10. When you have finished updating the configuration, stop and start Postfix by typing the following at
the command line:

sudo postfix stop

sudo postfix start

11. Send a test email by typing the following at a command line, pressing Enter after each line. Note
that you must replace from@example.com with your "From" email address, which you must have
previously verified with Amazon SES. Replace to@example.com with your "To" address. If your
account is still in the sandbox, the "To" address must also be verified. Also note that the final line
is a single period.

sendrmai | -f from@xanpl e.comto@xanpl e. com
From from@xanpl e. com
Subj ect: Test

This email was sent through Amazon SES!

12. Check your inbox for the email. If the message was not delivered, check your Junk box, and then
check your system's mail log (typically /var/log/maillog) for errors. For example, you will get an
"Email address not verified" error if you have not verified the "From" address that follows "-f* on the
command line.

To configure integration using a secure tunnel

1. To begin, you will need to set up a secure tunnel as described in Setting Up a Secure Tunnel to
Connect to Amazon SES (p. 67). In the following procedure, we use port 2525 as your stunnel
port. If you are using a different port, modify the settings that you actually use accordingly.

2. On your mail server, open the main.cf file. On many systems, this file resides in the /etc/postfix
folder.

3. Add the following lines to the main.cf file.

rel ayhost = 127.0.0. 1: 2525

snt p_sasl _aut h_enabl e = yes

smt p_sasl _security_opti ons = noanonynous
smp_tls_security_level = may

st p_sasl _password_nmaps = hash:/etc/ postfix/sasl_passwd

Save and close the main.cf file.

4. On your mail server, open the master.cf file. On many systems, this file resides in the /etc/postfix
folder.

5. Comment out the following line of the master.cf file by putting a # in front of it: - o
snt p_fall back_rel ay=

Save and close the master.cf file.

6. Edit the /etc/postfix/sasl_passwd file. If the file does not exist, create it. Add the following line to
the file, replacing USERNAME and PASSWORD with your SMTP user name and password.
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10.

11.

12.

Important

Use your SMTP user name and password, not your AWS access key ID and secret
access key. Your SMTP credentials and your AWS credentials are not the same. For
information about how to obtain your SMTP credentials, see Obtaining Your Amazon SES
SMTP Credentials (p. 57).

127.0. 0. 1: 2525 USERNAME: PASSVWORD

Save the sasl_passwd file.

At a command prompt, issue the following command to create a hashmap database file containing
your SMTP credentials.

sudo postnmap hash:/etc/postfix/sasl_passwd
(Optional but recommended) Remove the /etc/postfix/sasl_passwd file.

(Optional but recommended) The /etc/postfix/sasl_passwd and /etc/postfix/sasl_passwd.db files
you created in the previous steps are not encrypted. Because these files contain your SMTP
credentials, it is a good idea to use the following commands to change the owner to root and
set permissions to restrict access to the files as much as possible. (Note that if you deleted /etc/
postfix/sasl_passwd in the previous step, you should omit it from the commands below.)

sudo chown root:root /etc/postfix/sasl_passwd /etc/postfix/sasl_passwd. db

sudo chnod 0600 /etc/postfix/sasl_passwd /etc/postfix/sasl_passwd. db
When you have finished updating the configuration, stop and start Postfix by typing the following at
the command line:

sudo postfix stop

sudo postfix start

Send a test email by typing the following at a command line, pressing Enter after each line. Note
that you must replace from@example.com with your "From" email address, which you must have
previously verified with Amazon SES. Replace to@example.com with your "To" address. If your
account is still in the sandbox, the "To" address must also be verified. Also note that the final line
is a single period.

sendrai | -f from@xanpl e.comto@xanpl e.com
From from@xanple.com
Subj ect: Test

This email was sent through Amazon SES!

Check your inbox for the email. If the message was not delivered, check your Junk box, and then
check your system's mail log (typically /var/log/maillog) for errors. For example, you will get an
"Email address not verified" error if you have not verified the "From" address that follows "-f* on the
command line.

Integrating Amazon SES with Sendmail

Sendmail was released in the early 1980s, and has been continuously improved ever since. It is a very
flexible and configurable MTA, and it has a large installed base. For information about Sendmail, go to
http://www.sendmail.com/sm/open_source/.

API Version 2010-12-01
71



http://www.sendmail.com/sm/open_source/

Amazon Simple Email Service Developer Guide
Using the SMTP Interface

The following instructions show you how to configure Sendmail to send email through Amazon SES
using two ways to encrypt the connection: STARTTLS and a secure tunnel.

These instructions were tested on a 64-bit Amazon EC2 instance using the following Amazon Machine
Image (AMI):

¢ Amazon Linux AMI 2015.09.2 (ami-8fcee4eb)

To launch an Amazon EC2 instance, which includes selecting an AMI, see Amazon Machine Images
(AMIs).

Prerequisites

Before you perform one of the following procedures, verify the following:

¢ The Sendmail package is installed on your computer, and you are able to successfully send an email
using Sendmail without Amazon SES.
Tip
To see if a package is installed on a computer running Red Hat Linux, type rpm - ga |

grep <package>, where <package> is the package nane. To see if a package is
installed on a computer running Ubuntu Linux, type dpkg -s <package>.

¢ In addition to the Sendmail package, the following packages are installed on your computer:
sendmail-cf, m4, and cyrus-sasl-plain.

¢ You have verified your "From" address and, if your account is still in the sandbox, you have also
verified your "To" addresses. For more information, see Verifying Email Addresses in Amazon
SES (p. 39).

¢ (Optional) If you are sending email through Amazon SES from an Amazon EC2 instance, you may
need to assign an Elastic IP Address to your Amazon EC2 instance for the receiving ISP to accept
your email. For more information, see Amazon EC2 Elastic IP Addresses.

¢ (Optional) If you are sending email through Amazon SES from an Amazon EC2 instance, you
can fill out a Request to Remove Email Sending Limitations to remove the additional sending limit
restrictions that are applied to port 25 by default.

To configure Sendmail to send email through the Amazon SES endpoint in US West
(Oregon) using STARTTLS

1. Open the /etc/mail/authinfo file for editing. If the file does not exist, create it.

Important

These instructions assume that you want to use Amazon SES in the US West (Oregon)
AWS region. If you want to use a different region, replace all instances of email-smtp.us-
west-2.amazonaws.com in these instructions with the SMTP endpoint of the desired
region. For a list of SMTP endpoints, see Regions and Amazon SES (p. 327).

2. Add the following line to /etc/mail/authinfo, where:

¢ U:root—Do not modify.

¢ :USERNAME—Replace USERNAME with the Amazon SES username you obtained using the
instructions in Obtaining Your Amazon SES SMTP Credentials (p. 57). This is NOT the same
as your AWS Access Key ID.

¢ P:PASSWORD—Replace PASSWORD with the Amazon SES password you obtained using the
instructions in Obtaining Your Amazon SES SMTP Credentials (p. 57). This is NOT the same
as your AWS Secret Key.

« M:LOGIN—Replace LOGIN with the method of authentication to use. For example, PLAIN,
DIGEST-MDS5, etc.
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10.
11.

12.

Aut hl nf o: emai | - snt p. us-west - 2. anazonaws. com "U. root" "1 : USERNAMVE"
"P: PASSWORD' "M LOG N

If Sendmail cannot authenticate with the Amazon SES SMTP endpoint because the hostname
does not match, try adding the additional line specified in Amazon SES SMTP Issues (p. 235).

Save the authinfo file.
At a command prompt, type the following command to generate /etc/mail/authinfo.db:
sudo makemap hash /etc/mail/authinfo.db < /etc/nail/authinfo

Open the /etc/mail/access file and include support for relaying to the Amazon SES SMTP endpoint
by adding the following line. If Sendmail cannot authenticate with the Amazon SES SMTP
endpoint because the hostname does not match, try adding the additional line specified in Amazon
SES SMTP Issues (p. 235).

Connect : emai | - snt p. us-west - 2. amazonaws. com RELAY

Save the file.
At a command prompt, type the following command to regenerate /etc/mail/access.db:

sudo nakenap hash /etc/nail/access.db < /etc/ mail/access
Save a back-up copy of /etc/mail/sendmail.mc and /etc/mail/sendmail.cf.

Add the following group of lines to the /etc/mail/sendmail.mc file before any MAILER() definitions.
If you add a FEATURE() line after a MAILER() definition, when you run m4 in a subsequent step,
you will get the following error: " ERROR: FEATURE() shoul d be before MAILER().":

Important

If you are using an AWS region other than US West (Oregon), replace the SMART_HOST
value with the Amazon SES SMTP endpoint of the region you're using, and be sure to
use the " character and the apostrophe exactly as shown.

define(” SMART_HOST', “enumil-sntp. us-west-2. anazonaws. com ) dnl
define(® RELAY_MAI LER ARGS' , 'TCP $h 25')dnl

define(” conf AUTH_MECHANI SM5', "LOGd N PLAIN )dnl

FEATURE( " aut hinfo', “hash -o /etc/mail/authinfo.db')dnl
MASQUERADE_AS( " YOUR_DOMAI N ) dnl

FEATURE( masquer ade_envel ope) dnl

FEATURE( masquer ade_enti re_donai n) dnl

In the text you just added to sendmail.mc, in the line that starts with MASQUERADE_AS, replace
YOUR_DOMAIN with the domain name from which you are sending your email. By adding this
masquerade, you are making email from this host appear to be sent from your domain. Otherwise,
the email will appear as if the email is being sent from the host name of the mail server, and you
may get an "Email address not verified" error when you try to send an email.

Save the sendmail.mc file.

At a command prompt, type the following command to make sendmail.cf writeable:

sudo chnod 666 /etc/mail/sendmail . cf
At a command prompt, type the following command to regenerate sendmail.cf:

sudo m4 /etc/mail/sendnmail.ntc > /etc/ mail/sendmail . cf
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Note

If you encounter errors such as "Command not found" and "No such file or directory,"
make sure you have installed the m4 and sendmail-cf packages as specified in the
prerequisites section above.

13. At a command prompt, type the following command to reset the permissions of sendmail.cf to read
only:
sudo chnod 644 /etc/ mail/sendnail . cf

14. At a command prompt, type the following command to restart Sendmail:

sudo /etc/init.d/ sendmail restart
15. Send a test email by doing the following:

1. Atacommand prompt, type the following. Note that you should replace from@example.com
with your "From" email address, which you must have verified with Amazon SES. Replace
to@example.com with your "To" address. If your account is still in the sandbox, the "To"
address must also be verified.

sudo /usr/sbin/sendnail -f from@xanple.comto@xanple.com

2. Press <Enter>. Type the body of the message, pressing <Enter> after each line.
3. When you are finished typing the email, press CTRL+D to send the email.

16. Check the recipient email's client for the email. If you cannot find the email, check the Junk box in
the recipient's email client. If you still cannot find the email, look at the Sendmail log on the mail
server. The log is typically in /var/spool/mail/<user>.

To configure Sendmail to send email through Amazon SES using a secure tunnel

1. To begin, you will need to set up a secure tunnel as described in Setting Up a Secure Tunnel to
Connect to Amazon SES (p. 67). In the following procedure, we use port 2525 as your stunnel
port. If you are using a different port, modify the settings that you actually use accordingly.

2. Open the /etc/mail/authinfo file for editing. If the file does not exist, create it.
3. Add the following lines to /etc/mail/authinfo, where:

¢ U:root—Do not modify.

¢ :USERNAME—Replace USERNAME with the Amazon SES username you obtained using the
instructions in Obtaining Your Amazon SES SMTP Credentials (p. 57). This is NOT the same
as your AWS Access Key ID.

¢ P:PASSWORD—Replace PASSWORD with the Amazon SES password you obtained using the
instructions in Obtaining Your Amazon SES SMTP Credentials (p. 57). This is NOT the same
as your AWS Secret Key.

¢ M:LOGIN—Replace LOGIN with the method of authentication to use. For example, PLAIN,
DIGEST-MDS5, etc.

Aut hl nfo:127.0.0.1 "U root" "I:USERNAME" "P: PASSWORD' "M LOG N'

4. Save the authinfo file.
5. At acommand prompt, type the following command:
sudo makemap hash /etc/mail/authinfo.db < /etc/nail/authinfo
6. Open the /etc/mail/access file to ensure that relaying is allowed for 127.0.0.1. This is the default

behavior. If relaying is not allowed for localhost, open your /etc/hosts file and add another
hostname pointing to 127.0.0.1.
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10.
11.

12.

13.

14.

15.

If you modified /etc/mail/access in the last step, at a command prompt, type the following
command to regenerate /etc/mail/access.db:

sudo nakenap hash /etc/nail/access.db < /etc/ mail/access
Open the /etc/mail/sendmail.mc file and add the following group of lines before any MAILER()
definitions. If you add a FEATURE() line after a MAILER() definition, when you run m4 in a

subsequent step, you will get the following error: " ERROR.  FEATURE() shoul d be before
MAI LER() . ":

Important
Be sure to use the " character and the apostrophe exactly as shown.

FEATURE( " aut hinfo', “hash -o /etc/mil/authinfo.db')dnl
define(  SMART_HOST', "[127.0.0.1]"')dnl

define(  RELAY_MAI LER ARGS', " TCP $h 2525')dnl

define(  ESMIP_MAI LER ARGS', " TCP $h 2525')dnl
MASQUERADE_AS( ™ YOUR_DOVAI N' ) dnl

FEATURE( masquer ade_envel ope) dnl

FEATURE( masquer ade_enti re_donai n) dnl

In the text you just added to sendmail.mc, in the line that starts with MASQUERADE_AS, replace
YOUR_DOMAIN with the domain name from which you are sending your email. By adding this

masquerade, you are making email from this host appear to be sent from your domain. Otherwise,

the email will appear as if the email is being sent from the host name of the mail server, and you
may get an "Email address not verified" error when you try to send an email.

Also, if you found in Step 5 that relaying was not allowed for 127.0.0.1, change the

"SMART_HOST! line you added to sendmail.mc to use the hostname that you entered in the /etc/

hosts file. That is:

define(” SMART_HOST', "hostnane')dnl

Save and close the sendmail.mc file.

At a command prompt, type the following command to make sendmail.cf writeable:

sudo chnod 666 /etc/mail/sendmail . cf
At a command prompt, type the following command to regenerate sendmail.cf:

sudo m} /etc/mail/sendmail.ntc > /etc/ mail/sendmail . cf

Note

If you encounter errors such as "Command not found" and "No such file or directory,"
make sure you have installed the m4 and sendmail-cf packages as specified in the
prerequisites section above.

At a command prompt, type the following command to reset the permissions of sendmail.cf to read

only:

sudo chnod 644 /etc/ mail/sendnail . cf
At a command prompt, type the following command to restart Sendmail:

sudo /etc/init.d/ sendmail restart

Send a test email by doing the following:

1. Atacommand prompt, type the following. Note that you should replace from@example.com
with your "From" email address, which you must have verified with Amazon SES. Replace
to@example.com with your "To" address. If your account is still in the sandbox, the "To"
address must also be verified.
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sudo /usr/sbin/sendmail -f from@xanple.comto@xanple.com

2. Press <Enter>. Type the body of the message, pressing <Enter> after each line.
3. When you are finished typing the email, press CTRL+D to send the email.

16. Check the recipient email's client for the email. If you cannot find the email, check the Junk box in
the recipient's email client. If you still cannot find the email, look at the Sendmail log on the email
sending computer. The log is typically in /var/spool/mail/<user>.

Integrating Amazon SES with Microsoft Exchange

You can configure Microsoft Exchange to send email through Amazon SES. The following procedures
show you how to integrate Microsoft Exchange with Amazon SES using the Microsoft Exchange GUI or
Windows PowerShell.

Important

Follow only one of the following procedures (Microsoft Exchange GUI or Windows
PowerShell). If you follow both procedures, you will get an error stating that you have two
send connectors with the same name.

These instructions were written using Microsoft Exchange 2013.

To integrate Microsoft Exchange with Amazon SES using the Microsoft Exchange GUI

1. Go to the Microsoft Exchange admin center (typically https://<CASServerName>/ecp) and sign in
as a user who is part of the Exchange administrators group.

2. From the left menu, click mail flow.

Enterprise  Office 365

ad
Exchange admin center
recipients
permissions

compliance management

3. Click send connectors.

nectors send connectors

4. Click the plus sign.
5. Enter a name for the send connector (for example, SES).
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6.

7.
8.

10.
11.
12.

Under Type, select Internet.

new send connector

Create a Send connector.

There are four types of send connectors. Each connector has different permissions and
network settings. Learn more...

*Mame:

SES

Custom (For example, to send mail to other non-Exchange servers)

Internal {For example, to send intranet mail)

(®) Internet (For example, to send internet mail)

() Partner {For example, to route mail to trusted third-party servers)

R P s -

Click Next.
Select Route mail through smart hosts.

new send connector

A send connector can route mail directly through DNS or redirect it to a smart host. Leamn
more...

*Network settings:
Specify how to send mail with this connector.

(O MX record associated with recipient domain

® Route mail through smart hosts

4=

SMART HOST v

[ Use the external DNS lookup settings on servers with transport roles

Click the plus sign and then enter the Amazon SES endpoint that you will use (for example, email-
smtp.us-west-2.amazonaws.com). For a list of Amazon SES endpoints, see Regions and Amazon
SES (p. 327).

Click Save. The endpoint you entered will appear in the SMART HOST box.
Click Next.

Select Basic authentication, then select Offer basic authentication only after starting TLS,
and then enter your Amazon SES SMTP user name and password.

Important

Your SMTP user name and password are not the same as your AWS access key ID
and secret access key. Do not attempt to use your AWS credentials to authenticate
yourself against the SMTP endpoint. For more information about credentials, see Using
Credentials With Amazon SES (p. 318).
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new send connector

Configure smart host authentication. Learn more...

Smart host authentication:
O None
®) Basic authentication
W] Offer basic authentication only after starting TLS
*User name:
AKIADQKE4EXAMPLE |
*Password:

MNote: all smart hosts must accept the same username and password.
.} Exchange Server authentication
L) Externally secured {for example, with IPsec)

b, . Py -~

13. Click Next.
14. Click the plus sign.
15. Verify that Type is SMIP, FQDN is *, and Cost is 1.

=1 Address Space -- Webpage Dialog -
Help
add domain
*Type:
SMTP |

*Full Qualified Domain Name (FQDN):

[1 X]

*Cost:

1 |

save | cancel

16. Click Save and then click Next.
17. Click the plus sign.

18. Select all transport servers you would like to apply this rule to and click Add. When you have
added all the servers you want to send email through Amazon SES, click ok.
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eample.com/Configuration/.  Mailboo, ClientAccess Version 15.0 {Buil...

1 selected of 1 total

19. Verify that the servers are added and then click finish.

new send connector

A send connector sends mail from a list of servers with transport roles or Edge Subscriptions.
Learn more...

*50Urce server:

Associate this connector with the following servers containing transport roles. You can also
add Edge Subscriptions to this list.

& | SITE ROLE

eample.com/Configuration/Sites/Default-First-5..  Mailbox, Clie...

| back | | finish | | cancel |

You should now see a send connector for Amazon SES with an enabled status. All outbound mail
will now flow through Amazon SES.
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send connectors

+ _/‘ m e -
& | STATUS
T Sy S IS o . e S e o~

To integrate Microsoft Exchange with Amazon SES using Windows PowerShell

1.

Open the Exchange Management Shell and type $creds = Get - Credenti al . A Windows
PowerShell Credential Request dialog box will appear.

In the dialog box, enter your Amazon SES SMTP user name and password and then click OK.

Important

Your SMTP user name and password are not the same as your AWS access key ID
and secret access key. Do not attempt to use your AWS credentials to authenticate
yourself against the SMTP endpoint. For more information about credentials, see Using
Credentials With Amazon SES (p. 318).

At the command prompt, type the following line, replacing ENDPOINT with an Amazon SES
SMTP endpoint (for example, email-smtp.us-west-2.amazonaws.com). For a list of Amazon SES
endpoints, see Regions and Amazon SES (p. 327).

New SendConnect or -Nane "SES" - AddressSpaces "*;1" -SnartHosts
"ENDPO NT" - Smart Host Aut hMechani sm Basi cAut hRequi r eTLS - Usage I nternet -
Aut henti cati onCredenti al $creds

The command line should now display a send connector for Amazon SES with an enabled status.
All outbound mail will now flow through Amazon SES.

n32 >New sonnector ame =" pa "u31" ~SmartHosts “email-smtp.us-east-1.amazonaws.
A ential Sereds

\Windows \systen:
artHostAuthMechanizm

[P§] C:sWindowsssystend2

Integrating Amazon SES with Microsoft Windows Server 1IS SMTP

You can configure Microsoft Windows Server's IS SMTP server to send email through Amazon SES.
These instructions were written using Microsoft Windows Server 2012 on an Amazon EC2 instance.
You can use the same configuration on Microsoft Windows Server 2008 and Microsoft Windows Server
2008 R2.

To integrate the Microsoft Windows Server IIS SMTP server with Amazon SES

1.

First, set up Microsoft Windows Server 2012 using the following instructions.

a. From the Amazon EC2 management console, launch a new Microsoft Windows Server 2012
Base Amazon EC2 instance.
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e.

Connect to the instance and log into it using Remote Desktop by following the instructions in
Getting Started with Amazon EC2 Windows Instances.

Launch the Server Manager Dashboard.

Install the Web Server role. Be sure to include the IIS 6 Management Compatibility tools
(an option under the Web Server checkbox).

Install the SMTP Server feature.

Next, configure the IIS SMTP service using the following instructions.

-~ o o0 oTp

Return to the Server Manager Dashboard.

From the Tools menu, click Internet Information Services (1IS) 6.0 Manager.

Right-click SMTP Virtual Server #1 and then select Properties.

On the Access tab, under Relay Restrictions, click Relay.

In the Relay Restrictions dialog box, click Add.

Under Single Computer, enter 127.0.0.1 for the IP address. You have now granted access
for this server to relay email to Amazon SES through the IIS SMTP service.

Note

In this procedure, we assume that your emails are generated on this server. If the
application that generates the email runs on a separate server, you need to grant
relaying access for that server in IS SMTP.

Finally, configure the server to send email through Amazon SES using the following instructions.

Sae ~ o o

Return to the SMTP Virtual Server #1 Properties dialog box and then click the Delivery tab.
On the Delivery tab, click Outbound Security.

Select Basic Authentication and then enter your Amazon SES SMTP username and
password. You can obtain these credentials from the Amazon SES console using the
procedure in Obtaining Your Amazon SES SMTP Credentials (p. 57).

Important

Your SMTP user name and password are not the same as your AWS access key ID
and secret access key. Do not attempt to use your AWS credentials to authenticate
yourself against the SMTP endpoint. For more information about credentials, see
Using Credentials With Amazon SES (p. 318).

Ensure that TLS encryption is selected.

Return to the Delivery tab.

Click Outbound Connections.

In the Outbound Connections dialog box, ensure that the port is 25 or 587.
Click Advanced.

For the Smart host name, enter the Amazon SES endpoint that you will use (for example,
email-smtp.us-west-2.amazonaws.com). For a list of Amazon SES endpoints, see Regions
and Amazon SES (p. 327).

Return to the Server Manager Dashboard.

On the Server Manager Dashboard, right-click SMTP Virtual Server #1 and then restart the
service to pick up the new configuration.

Send an email through this server. You can examine the message headers to confirm that it
was delivered through Amazon SES.

Integrating Amazon SES with Exim

Exim is an MTA that was originally developed for Unix-like systems. It is a general purpose mail
program that is very flexible and configurable.

To learn more about Exim, go to http://www.exim.org.
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To configure integration with the Amazon SES US West (Oregon) endpoint using
STARTTLS

1.

2.

3.

Open the /etc/exim/exim.conf file for editing. If the file does not exist, create it.

Important

These instructions assume that you want to use Amazon SES in the US West (Oregon)
AWS region. If you want to use a different region, replace all instances of email-smtp.us-
west-2.amazonaws.com in these instructions with the SMTP endpoint of the desired
region. For a list of SMTP endpoints, see Regions and Amazon SES (p. 327).

In /etc/exim/exim.conf, make the following changes:

a.

In the routers section, after the begin routers line, add the following:

send_vi a_ses:

driver = manual route

domai ns = ! +l ocal _donmai ns

transport = ses_sntp

route_list = * email-sntp.us-west-2.amazonaws. com

In the transports section, after the begin transports line, add the following:

ses_snt p:

driver = smp

port = 25

hosts_require_auth = $host_address
hosts_require_tls = $host_address

In the authenticators section, after the begin authenticators line, add the following, replacing
USERNAME and PASSWORD with your SMTP user name and password:

Important

Use your SMTP user name and password, not your AWS access key ID and secret
access key. Your SMTP credentials and your AWS credentials are not the same. For
information about how to obtain your SMTP credentials, see Obtaining Your Amazon
SES SMTP Credentials (p. 57).

ses_| ogi n:

driver = plaintext

publi c_nane LOA N

client_send USERNAME : PASSWORD

Save the /etc/exim/exim.conf file.

To configure integration using a secure tunnel

1.

To begin, you will need to set up a secure tunnel as described in Secure Tunnel (p. 61). In the
following procedure, we use port 2525 as your stunnel port. If you are using a different port, modify
the settings that you actually use accordingly.

Open the /etc/exim/exim.conf file for editing. If the file does not exist, create it.

Important

These instructions assume that you want to use Amazon SES in the US West (Oregon)
AWS region. If you want to use a different region, replace all instances of email-smtp.us-
west-2.amazonaws.com in these instructions with the SMTP endpoint of the desired
region. For a list of SMTP endpoints, see Regions and Amazon SES (p. 327).

In /etc/exim/exim.conf, make the following changes:
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a. Inthe routers section, after the begin routers line, add the following:

send_vi a_ses:

driver = manual route
domains = ! +l ocal _donai ns
transport = ses_sntp

self = send

route_list = * |ocal host

b. Inthe transports section, after the begin transports line, add the following:

ses_snt p:

driver = sntp

port = 2525
hosts_require_auth = | ocal host
hosts _avoid_tls = | ocal host

c. Inthe authenticators section, after the begin authenticators line, add the following, replacing
USERNAME and PASSWORD with your SMTP user name and password:

ses_| ogi n:

driver = plaintext

publ i c_name LOA N

client_send USERNAME : PASSWCRD

4, Save the /etc/exim/exim.conf file.

When you have finished updating the configuration, restart Exim. At the command line, type the
following command and press ENTER.

sudo /etc/init.d/eximrestart

Note
This command may not be exactly the same on your particular server.

When you have completed this procedure, your outgoing email will be sent via Amazon SES. To test
your configuration, send an email message through your Exim server, and then verify that arrives at
its destination. If the message is not delivered, then check your system's mail log for errors. On many
systems, this is the /var/log/exim/main.log file.

Using the Command Line to Send Email Through the Amazon
SES SMTP Interface

You can use a command line utility to interact directly with the Amazon SES SMTP interface.
The command line interface can be helpful for testing purposes or for writing software that must
communicate directly using the SMTP protocol.

To protect our customers, all communication with the SMTP interface must take place using

TLS (Transport Layer Security). For SMTP command line usage, we recommend that you use
OpenSSL. OpenSSL, which is available at https://www.openssl.org, includes a command line utility for
communicating over a TLS-secured connection.
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I TN e S5 SUTE B LR

example is omitted for brevity.
¢ s_cl i ent —Specifies that this connection will use TLS (SSL).

e -crl f—Translates line feed characters (LF) to CR+LF (carriage return and line feed).

¢ - qui et —Inhibits printing of session and certificate information. This implicitly turns on -ign_eof as
well.

¢ -connect —Specifies the SMTP host and port.

Fnsgl]_ |5ent -crlf -quiet -starttls sntp -connect enail-sntp. us-
qg amazonaws. com 25

¢ s_cl i ent —Specifies that this connection will use TLS (SSL).
e -crl f—Translates line feed characters (LF) to CR+LF (carriage return and line feed).

¢ - qui et —Inhibits printing of session and certificate information. This implicitly turns on -ign_eof as
well.

e -starttls sntp—Specifies STARTTLS negotiation.
¢ - connect —specifies the SMTP host and port.

After you make the connection using one of the preceding commands, the Amazon SES SMTP
BRHRS IS 8BBD S50y Presening s Sl C8HIel ver certificate ----- BEG N
CERTI FI CATE- - - - -

M | D2j CCAue4gAw BAgl AVEKqj WRxmBcqMAOt GC2Gx S| 37 DQEBQBUAM GHj swCQD
VQQEWWLZ Er TNBEGax ASLUECB! MKV2FZa7Gl UZ3RVbj EMKA4GAUEBY EXAVPLECERT

Egbrtf g FﬁEgWHggggﬂé% Jdentify yqur client. Specify the hostname of the system from

wh| youa og

250- | ocal host
<out put onitted>

gg&wﬁo&%@e%e AUTH LOGA Ncommand to supply your SMTP credentlals You must base64-
enc s

r SMTP userna

4 [ty

similam, stelelaret

b iR

334 VXN cnBhbWJ6
Yz I\Wekx YTnRk SEFOZFh Cb GNFWEFNUEX F
334 UGFzc3dvems

%gu ; ea%:rﬁ\ld'i/e%fe\ll’\rﬂi]eqlmgrgt ){dap ngw\@%\ﬁand RCPT TOcommands. For MAl L FROM
MUSt S 'é;‘ér:?;;.giva:l‘:an (];Fés:ér'\md V u have already verified with Amazon SES. For more information

about verification, sée Verifying Email Addresses and Domains in Amazon SES (p. 38).

250 &

%le-rtﬁglﬁiﬂ&:g )r%waa% ) stoenc]ify the email headers and the body of the message. The headers

3 (‘Mﬁ’é‘ body must be separated by at least one blank line. In this example, only the Subject: header is

peing used. A dot (".") on a line by itself signifies the end of the message body.

354 End data with <CR><LF>. <CR><LF>
Subj ect: Hell o from Anazon SES!

Thi o Il \whe con Hneino tha Armmoasnn CEC CMID i ntarfarn
IIII p=) 1 waos OCIIL usi IIU LT ~Aracurni DO OIivir rrmrciiacc.,

T, .
g‘é t&at the message has been sent, use the QUIT command to close the SMTP connection.
221 R\J/n
cl osed
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Note
For more information about SMTP, go to https://tools.ietf.org/html/rfc5321.

Using the Amazon SES API to Send Email

To send production email through Amazon SES, you can use the Simple Mail Transfer Protocol
(SMTP) interface or the Amazon SES API. For more information about the SMTP interface, see Using
the Amazon SES SMTP Interface to Send Email (p. 56). This section describes how to send email

by using the API.

The Amazon SES API has a Query interface over HTTPS. See Regions and Amazon SES (p. 327)

for a list of Amazon SES API endpoints. When you send an email by using the API, you can provide
limited information and have Amazon SES assemble the email for you, or you can assemble the emalil
yourself so that you have complete control over the content and formatting. For more information about
the API, see the Amazon Simple Email Service API Reference. You can call the API in the following
four ways:

* Make raw Query requests and responses—This is the most advanced method, because you are
calling the API directly. For information about how to make Query requests and responses, see
Amazon SES Query API (p. 321).

¢ Use an AWS SDK—AWS SDKs wrap the low-level functionality of the Amazon SES API with higher-
level data types and function calls that take care of the details for you, and provide basic functions
(not included in the Amazon SES API), such as request authentication, request retries, and error
handling. AWS SDKs and resources are available for Android, iOS, Java, .NET, Node.js, PHP,
Python, and Ruby.

*« Use acommand line interface—The AWS Command Line Interface is the command line tool for
Amazon SES. We also offer the AWS Tools for Windows PowerShell for those who script in the
PowerShell environment.

Regardless of whether you access the Amazon SES API directly or indirectly through an AWS SDK,
the AWS Command Line Interface or the AWS Tools for Windows PowerShell, the Amazon SES API
provides two different ways for you to send an email, depending on how much control you want over
the composition of the email message:

¢ Formatted—Amazon SES composes and sends a properly formatted email message. You need
only supply "From:" and "To:" addresses, a subject, and a message body. Amazon SES takes
care of all the rest. For more information, see Sending Formatted Email Using the Amazon SES
API (p. 86).

¢« Raw—You manually compose and send an email message, specifying your own email headers and
MIME types. If you are experienced in formatting your own email, the raw interface gives you more
control over the composition of your message. For more information, see Sending Raw Email Using
the Amazon SES API (p. 86).
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Sending Formatted Email Using the Amazon SES API

You can send a formatted email by using the AWS Management Console or by calling the Amazon
SES API through an application directly, or indirectly through an AWS SDK, the AWS Command Line
Interface, or the AWS Tools for Windows PowerShell.

The Amazon SES API provides the SendEnmei | action, which lets you compose and send a formatted
email. SendEmai | requires a From: address, To: address, message subject, and message body—text,
HTML, or both. For a complete description of SendEmmi | , go to the Amazon Simple Email Service API
Reference.

Note

The email address string must be 7-bit ASCII. If you want to send to or from email addresses
that contain unicode characters in the domain part of an address, you must encode the
domain using Punycode. For more information, see RFC 3492.

For an example of how to compose a formatted message using the AWS SDK for Java or the AWS
SDK for .NET, see Send an Email Through Amazon SES Using the AWS SDK for Java (p. 32) or Send
an Email Through Amazon SES Using the AWS SDK for .NET (p. 28), respectively.

For tips on how to increase your email sending speed when you make multiple calls to SendEmi | ,
see Increasing Throughput with Amazon SES (p. 234).

Sending Raw Email Using the Amazon SES API

Sometimes you might want more control over how Amazon SES composes and sends email than
automatic formatting provides. If so, you can use the Amazon SES raw email interface to specify email
headers and MIME types, to send highly customized messages to your recipients.

This section introduces you to some common email standards and how Amazon SES uses them. It
also shows how to construct and send raw email from the command line and from the Amazon SES
API.

About Email Header Fields

Simple Mail Transfer Protocol (SMTP) specifies how email messages are to be sent by defining
the mail envelope and some of its parameters, but it does not concern itself with the content of the
message. Instead, the Internet Message Format (RFC 5322) defines how the message is to be
constructed.

With the Internet Message Format specification, every email message consists of a header and a
body. The header consists of message metadata, and the body contains the message itself. For more
information about email headers and bodies, see Email Format and Amazon SES (p. 12).

Using MIME

The SMTP protocol is designed for sending email messages composed of 7-bit ASCII characters.
While this works well for many use cases, it is insufficient for non-ASCII text encodings (such as
Unicode), binary content, or attachments. The Multipurpose Internet Mail Extensions standard (MIME)
was developed to overcome these limitations, making it possible to send many other kinds of content
using SMTP.

The MIME standard works by breaking the message body into multiple parts and then specifying what
is to be done with each part. For example, one part of an email message body might be plain text,
while another might be an image. In addition, MIME allows email messages to contain one or more
attachments. Message recipients can view the attachments from within their email clients, or they can
save the attachments.

The message header and content are separated by a blank line. Each part of the email is separated by
a boundary, a string of characters that denotes the beginning and ending of each part.
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Here is an example of the raw text of a multipart MIME email message:

Recei ved: from sntp-out. exanpl e.com (123. 45. 67.89) by
i n.exanpl e.com (87.65.43.210); Wed, 2 Mar 2011 11:39: 39 -0800
From "Bob" <bob@xanpl e.con
To: "Andrew' <andrew@xanpl e. conr
Date: Wed, 2 Mar 2011 11:39:34 -0800
Subj ect: Customer service contact info
Message- |1 D: <97DCB304- C529- 4779- BEBC- FC8357FCCAD2@xanpl e. conp
Accept - Language: en-US
Cont ent - Language: en-US
Content - Type: multipart/m xed;
boundar y="_003_97DCB304C5294779BEBCFC8357FCC4D2"
M ME-Version: 1.0

--_003_97DCB304C5294779BEBCFC8357FCCAD2
Content - Type: text/plain; charset="us-ascii"
Cont ent - Transf er - Encodi ng: quot ed-pri ntabl e

H Andrew. Here are the custoner service names and tel ephone
nunbers | prom sed you.

See attached.
- Bob

--_003_97DCB304C5294779BEBCFC8357FCC4AD2
Cont ent - Type: text/plain; nane="cust-serv.txt"
Cont ent - Descri ption: cust-serv.txt
Content-Di sposition: attachnent; filename="cust-serv.txt";
si ze=1180;
creation-date="Wed, 02 Mar 2011 11:39:39 GvVI";
nodi fi cati on-date="Wed, 02 Mar 2011 11:39: 39 GVI"
Cont ent - Transf er - Encodi ng: base64

TWEy e SBEYXZpcyAt | CgzM Epl DULNSO3NDY1DQDYXJs| FRob21hcyAt | CgzM Epl DULNSO1M ML
DQTYWOgRFycni zI COgKDMy MSkgNTULLTI x Mz Q=

--_003_97DCB304C5294779BEBCFC8357FCCAD2

Note the following aspects of this example:

* A blank line separates the header from the body.

« The content type is "multipart/mixed," which indicates that the message has many parts and the
receiver must handle each part separately.

« The "boundary" parameter specifies where each part begins and ends. In this case, the boundary is
a unique string of characters that the sender's email client generates.

» There are two parts to the body, a plain text message and an attachment. The email client will
display the plain text part, and it will handle the attachment separately.

¢ The "Content-Disposition" field specifies how the client should handle the attachment: When the
reader clicks the attachment, the email client will attempt to save it to a text file named "cust-
serv.ixt".
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MIME Encoding

Because of the 7-bit ASCII restriction of SMTP, any content containing 8-bit characters must first be
converted to 7-bit ASCII before sending. MIME defines a Content-Transfer-Encoding header field for
this purpose.

By convention, the most common encoding scheme is base64, where 8-bit binary content is encoded
using a well-defined set of 7-bit ASCII characters. Upon receipt, the email client inspects the Content-
Transfer-Encoding header field, and can immediately perform a base64 decode operation on the
content, thus returning it to its original form. With most email clients, the encoding and decoding occur
automatically, and the user need not be aware of it.

In the example above, the "cust-serv.txt" attachment must be decoded from base64 format in order to
be read. Some email clients will encode all MIME parts in base64 format, even if they were originally
in plain text. This is not normally an issue, since email clients perform the encoding and decoding
automatically.

Note
For a list of MIME types that Amazon SES accepts, see Appendix: Unsupported Attachment
Types (p. 339).

If you want certain parts of a message, like some headers, to contain characters other than 7-bit ASCII,
then you must use MIME encoded-word syntax (RFC 2047) instead of a literal string. MIME encoded-
word syntax uses the following form: =?charset?encoding?encoded-text?=. For more information,

see RFC 2047. If you want to send to or from email addresses that contain unicode characters in the
domain part of an address, you must encode the domain using Punycode. For more information, see
RFC 3492.

API

The Amazon SES API provides the SendRawEnmai | action, which lets you compose and send an
email message in the format that you specify. For a complete description of SendRawEnwi | , go to the
Amazon Simple Email Service API Reference.

Note
For tips on how to increase your email sending speed when you make multiple calls to
SendRawEnmi | , see Increasing Throughput with Amazon SES (p. 234).

The message body must contain a properly formatted, raw email message, with appropriate header
fields and message body encoding. Although it is possible to construct the raw message manually
within an application, it is much easier to do so using existing mail libraries.
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ht m . set Cont ent (" <ht m ><body><h1>HTM.</ h1>\n" + EMAI L_BODY_TEXT + "</

BodyRpidt m >, “text/htmt ")

try {
Systemout.printin("Attenpting to send an enail through Amazon

SES by using the AWS SDK for Java...");

/*
* The ProfileCredential sProvider will return your [default]
* credential profile by reading fromthe credentials file
| ocated at
* (~/.aws/credentials).
*
* Transfer Manager nanages a pool of threads, so we create a
* single instance and share it throughout our application.
*/
AWECr edential s credentials = null;
try {
credentials = new
Profil eCredenti al sProvider().getCredential s();
} catch (Exception e) {
t hrow new Amazond i ent Excepti on(
"Cannot | oad the credentials fromthe credenti al
profiles file. " +
"Pl ease make sure that your credentials file is at
the correct " +
"location (~/.aws/credentials), and is in valid
format.",
e);

}

/1 Instantiate an Amazon SES client, which will nmake the service
call with the supplied AWS credenti al s.

AmazonSi npl eEnai | Serviced ient client = new
AnazonSi npl eEnmi | Servi ceC i ent (credential s);

Regi on REG ON = Regi on. get Regi on( AWS_REG ON) ;

client.setRegi on(REG ON) ;

/1 Print the raw email content on the console
PrintStreamout = System out;
nmessage. witeTo(out);

/1 Send the enmil.
Byt eArrayCQut put St ream out put St ream = new Byt eArrayQut put St ream() ;
nmessage. witeTo(out put Strean);
RawlMessage rawiessage = new
RawMessage( Byt eBuf f er. wrap(out put Stream toByteArray()));

SendRawEmai | Request rawEmai | Request = new
SendRawEnai | Request (r awmMessage) ;

client.sendRawEmai | (r awEmai | Request) ;

Systemout.println("Email sent!");

} catch (Exception ex) {
Systemout.println("Email Failed");
Systemerr.println("Error nmessage:
ex. printStackTrace();

+ ex. get Message());
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Authenticating Your Email in Amazon SES

Amazon Simple Email Service (Amazon SES) uses the Simple Mail Transfer Protocol (SMTP) to
send email. Because SMTP does not provide any authentication by itself, spammers can send email
messages that claim to originate from someone else, while hiding their true origin. By falsifying email
headers and spoofing source IP addresses, spammers can mislead recipients into believing that the
email messages that they are receiving are authentic.

Most ISPs that forward email traffic take measures to evaluate whether email is legitimate. One such
measure that ISPs take is to determine whether an email is authenticated. Authentication requires
senders to verify that they are the owner of the account that they are sending from. In some cases,
ISPs refuse to forward email that is not authenticated. To ensure optimal deliverability, we recommend
that you authenticate your emails.

The following sections describe two authentication mechanisms ISPs use—Sender Policy Framework
(SPF) and DomainKeys Identified Mail (DKIM)—and provide instructions for how to use these
standards with Amazon SES.

* To learn about SPF, which provides a way to trace an email message back to the system from which
it was sent, see Authenticating Email with SPF in Amazon SES (p. 90).

¢ To learn about DKIM, a standard that allows you to sign your email messages to show ISPs that your
messages are legitimate and have not been modified in transit, see Authenticating Email with DKIM
in Amazon SES (p. 91).

* To learn how to comply with Domain-based Message Authentication, Reporting and Conformance
(DMARC), which relies on SPF and DKIM, see Complying with DMARC Using Amazon
SES (p. 101).

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Authenticating Email with SPF in Amazon SES

Sender Policy Framework (SPF) is an email validation standard, defined in RFC 7208, designed to
combat email spoofing. SPF enables domain owners to specify which mail servers are authorized to
send email for their domain. To indicate compliance with SPF, the domain owner publishes a list of
authorized mail servers in a DNS record on the domain's DNS server. When a receiving mail server
receives an email that contains the domain in the MAIL FROM address, it checks the domain's DNS
records to compare the sending mail server to the authorized mail servers and takes action on the
email accordingly.

An SPF record indicates to ISPs that you have authorized Amazon SES to send email for your domain.
When you use Amazon SES, your decision about whether to publish an SPF record depends on
whether you only require your email to pass an SPF check by the receiving mail server, or if you

want your email to comply with the additional requirements needed to pass Domain-based Message
Authentication, Reporting and Conformance (DMARC) authentication based on SPF. You can use
DKIM to achieve DMARC validation, but it is a best practice to use both DKIM and SPF for maximum
deliverability.

¢ To pass an SPF check—When you use Amazon SES, there are two setups with which you can
pass an SPF check. The first setup is to use the default MAIL FROM domain of Amazon SES, and to
not publish an SPF record at all. This setup enables you to pass an SPF check because by default,
Amazon SES uses its own MAIL FROM domain to send your emails. In this case, an SPF check will
pass because the default MAIL FROM domain is amazonses.com (or a subdomain of that) and the
sending mail server is Amazon SES.
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The other setup with which you can pass an SPF check is to configure Amazon SES to use your
own MAIL FROM domain, in which case you must publish an SPF record because the MAIL FROM
domain and the domain of the sending mail server, Amazon SES, are different. Instructions for
configuring your domain to send emails using a custom MAIL FROM domain are provided in Using a
Custom MAIL FROM Domain (p. 46).

¢ To pass DMARC validation based on SPF—If you want DMARC validation to succeed based on
SPF, you must set up a custom MAIL FROM domain (p. 46) and publish an SPF record. Note that
the alignment mode in the DMARC policy must be relaxed, which is the default. For more information
about DMARC policies, see https://dmarc.org/.

Adding an SPF Record

The procedure for adding a TXT record to your domain's DNS settings depends on who provides your
DNS service, but for general instructions, see Adding a TXT Record to Your Domain's DNS Server in

Amazon SES Domain Verification TXT Records (p. 44). For information specific to SPF records, go to
http://www.openspf.net and RFC 7208.

Adding a New SPF Record

If your custom MAIL FROM domain does not have an existing SPF record, publish a TXT record with
the following value. The name of the record can be blank or @, depending on your DNS service.

Important

If you use "-all" as shown in the example, ISPs might block email from IP addresses that are
not listed in your SPF record. Your SPF record must therefore include every IP address that
you use to send email. As a debugging aid, you can use "~all" instead. When you use "~all",
ISPs will typically accept email from IP addresses that are not listed in the SPF record, but
they might flag it. To maximize deliverability, use "-all" and add a record for each IP address.
For examples of how to authorize multiple IP addresses, go to http://www.openspf.org/
SPF_Record_Syntax.

"v=spfl include: amazonses. com-al | "

Adding to an Existing SPF Record

If your domain already has an SPF record, then you must add the following SPF mechanism to the
existing record.

i ncl ude: amazonses. com

Authenticating Email with DKIM in Amazon SES

DomainKeys Identified Mail (DKIM) is a standard that allows senders to sign their email messages and
ISPs to use those signatures to verify that those messages are legitimate and have not been modified
by a third party in transit.

An email message that is sent using DKIM includes a DKIM-Signature header field that contains a
cryptographically signed representation of all, or part, of the message. An ISP receiving the message
can decode the cryptographic signature using a public key, published in the sender's DNS record, to
ensure that the message is authentic. For more information about DKIM, see http://www.dkim.org.

DKIM signatures are optional. You might decide to sign your email using a DKIM signature to enhance
deliverability with DKIM-compliant ISPs. Amazon SES provides two options to sign your messages
using a DKIM signature:
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¢ To set up your domain so that Amazon SES automatically adds a DKIM signhature to every message
sent from that domain, see Easy DKIM in Amazon SES (p. 92).

¢ To add your own DKIM signature to any email that you send using the SendRawEmai | API, see
Manual DKIM Signing in Amazon SES (p. 100).

Easy DKIM in Amazon SES

Easy DKIM is a feature of Amazon SES that signs every message that you send from a verified email
address or domain with a DKIM signature that uses a 1024-bit DKIM key. You can use the Amazon
SES console to configure Easy DKIM settings, and to enable or disable automatic DKIM signing for
your email messages. You must be able to edit your domain's DNS records to set up Easy DKIM.
With the appropriate DNS records in place, you can enable Easy DKIM signing for any verified email
address or domain.

The following rules apply:

¢ As with other verified identity settings, if you verify a domain, subdomain, and email address that
share a root domain, Easy DKIM settings apply at the most granular level you verified. That is:

« Verified email address settings override verified domain settings.

 Verified subdomain settings override verified domain settings, with lower-level subdomain settings
overriding higher-level subdomain settings.

« If you verify a root domain, and do not verify a particular subdomain, then that subdomain uses the
root domain's Easy DKIM settings. That is, if the root domain has Easy DKIM set up and enabled,
the subdomain's emails are automatically DKIM-signed as well.

Once you set up Easy DKIM, your messages will automatically be DKIM-signed regardless of whether
you call Amazon SES through the SMTP interface or the APl (SendEmai | or SendRawEnai | ). Note
that you only need to set up Easy DKIM for the domain you use in your "From" address, not for the
domain in a "Return-Path" or "Reply-To" address.

If you are verifying a new domain, you can set up Easy DKIM at that time. If you already have a verified
domain or email address, you can add Easy DKIM capability to it whenever you want.

Note

Amazon SES has endpoints in multiple AWS regions, and Easy DKIM setup applies to each
AWS region separately. You must perform the Easy DKIM setup procedure for each region in
which you want to use Easy DKIM. For information about using Amazon SES in multiple AWS
regions, see Regions and Amazon SES (p. 327).

This topic contains the following sections:
e To set up Easy DKIM while you verify a new domain, see Setting Up Easy DKIM for a New
Domain (p. 92).

« To set up Easy DKIM for an email address or domain that you have already verified, see Setting Up
Easy DKIM for an Existing Verified Identity (p. 95).

Setting Up Easy DKIM for a New Domain

When you use the AWS Management Console to verify a new domain, you can also set up Easy DKIM
at the same time.

These instructions are for new domains only. If you want to set up Easy DKIM for an email address
or domain that you have already verified, see Setting Up Easy DKIM for an Existing Verified
Identity (p. 95).
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To set up Easy DKIM for a new domain

1.

4.

Go to your verified domain list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Sign in to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

b. Inthe navigation pane, under Identities, click Domains.

Click Verify a New Domain.

In the Verify a New Domain dialog box, enter your domain name, select the Generate DKIM
settings check box, and then click Verify This Domain.

Verify a New Domain X

To verify a new domain, enter the domain name below and choose whether you'd like to generate DKIM settings. Once
done, click the Verify This Domain button.

Domain: |example com

DomainKeys Identified Mail (DKIM) provides proof that the email you send criginates from your domain and is authentic.
DKIM signatures are stored in your domain's DNS system. You can generate DNS records for DKIM now, or do it later by
going to the DKIM tab for this domain. Learn more about DKIM.

¥ Generate DKIM Settings

Cancel Verify This Domain

In the resulting dialog box, you will see all of the DNS records that you need for setting up domain
verification and Easy DKIM. This information will also be available by clicking the domain name
after you close the dialog box.

Verify a New Domain X

The domain example.com has been added to the list of Verified Identities with a Status of "pending verification”.
Further action is needed to complete verification of this domain. See details below.

To complete verification of example.com, you must add the following TXT record to the domain's DNS settings:

Domain Verification Record

Name Type Value

L4 _amazonses.example.com TXT pmBGN/TMjnfhTKUZ06Engg1PeGUaOkwsIGhcfwefcHU=

To enable DKIM signing for your domain {optional but recommended), you must add the following CNAME records to your
domain's DNS settings:

DKIM Record Set
Name Type Value
53lainxToo3tgndadduudchkleakifdb._domaink... | CNAME | 53lainx7oo3tgndas4uudchkleakifdb.dkim.amazonses.com
bobtnfovdsxkxcdsltn2dxvob7aob6gf._domaink... = CNAME | bo6tnfovdsxkxcdsitn2dxvobTao66gf.dkim.amazonses.com
Svivavghyakdnznsfambedlgwlr3d5pp._domain... | CNAME | 5vivavghyak4nznsfambediqwlr3d5pp.dkim.amazonses.c...

Download Record Set as CSV »
B L o i PP R S R

To complete domain verification, you must update your domain's DNS settings with the TXT record
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not allow underscores in record names, you can omit _amazonses from the Name of the domain
verification record. To help you easily identify this record within your domain's DNS settings, you
can optionally prefix the Value with amazonses:

Highlight and copy individual records, or select Download Record Set as CSV to download all of
the records.

Important

DNS providers may append the domain name to the end of DNS records. Adding a record
that already contains the domain name (such as _amazonses.example.com) may result
in the duplication of the domain name (such as _amazonses.example.com.example.com).
To avoid duplication of the domain name, add a period to the end of the domain name

in the DNS record. This will indicate to your DNS provider that the record name is fully
qualified (that is, no longer relative to the domain name), and prevent the DNS provider
from appending an additional domain name.

To set up DKIM, you must update your domain's DNS settings with the CNAME record information
from the dialog box. Note that you cannot omit the underscore from _domainkey because the
underscore is required by RFC 4871.

Highlight and copy individual CNAME records, or select Download Record Set as CSV to
download all of the records.

a. If Amazon Route 53 provides the DNS service for the domain you are verifying, and you are
logged in to Amazon SES console with the same email address and password you use for
Amazon Route 53, then you will have the option of immediately updating your DNS settings
for both domain verification and DKIM from within the Amazon SES console.

b. If you are not using Amazon Route 53, you will need to update your DNS settings according
to the procedure established by your DNS service provider. (Ask your system administrator
if you are not sure who provides your DNS service.) Amazon Web Services will eventually
detect that you have updated your DNS records; this detection process may take up to 72
hours.

When verification is complete, the domain's Status in the Amazon SES console will change
from pending verification to verified, and you will receive an Amazon SES Domain Verification
SUCCESS confirmation email from Amazon Web Services. (AWS emails are sent to the email
address you used when you signed up for Amazon SES.)

When Amazon SES has successfully detected the changes to your DNS records, the DKIM
Verification Status for that domain in the Amazon SES console will change from in progress to
success, and you will receive an Amazon SES DKIM Setup Successful confirmation email from
Amazon Web Services.

You can now use Amazon SES to send email that is signed using a DKIM signature from any valid
address in the verified domain. To send a test email using the Amazon SES console, check the
box next to the verified domain, and then click Send a Test Email. View the email headers in the
email you receive. Email providers typically provide this capability through an option such as Show
original or View message source. Look for a header named DKIM-Signature with the "d" tag set
to your domain. Note that when DKIM is enabled, there will be two DKIM-Signature headers added
to the message: one header for your domain, and one header with d=amazonses.com. (Amazon
SES adds a signature for amazonses.com automatically whether you have DKIM enabled or not.
You can ignore it.) For example, for a domain called ses-example.com, the DKIM signature header
you are looking for might look like:

DKI M Si gnature: v=1; a=rsa-sha256; q=dns/txt; c=rel axed/sinple;
s=xt k53kxcy4p3t 6zt br f f s6d54r srrhh6; d=ses-exanpl e. com
t =1366720445;
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h=Fr om To: Subj ect : M ME- Ver si on: Cont ent - Type: Cont ent - Tr ansf er -

Encodi ng: Dat e: Message- | D;

bh=l cj / Sl 5gKI 6K6zwFUb7FI gnngl 892pWs74knS1hr SO=;

b=nhVMQLNBh7/ DVbPW x PV4AK/ PN4i VY0a50F4YYk2L7j gUg9hHQ ckopxe82TaAr 64
eVTcBhHH 9Bwt zknmuk88g4G5UUN8J +AAsd/ JUNGoZOBS10of SkuAQecf RGanF68Ag7
nmEj Ei +JL5JQn/ / u+EKTHATVb4zdEW BuM r dTg=

Important

How you update the DNS settings depends on who provides your DNS service. DNS service
may be provided by a domain name registrar such as GoDaddy or Network Solutions, or by a
separate service such as Amazon Route 53.

What if Easy DKIM fails?

If your DNS settings are not correctly updated, you will first receive an Amazon SES DKIM FAILURE
email from Amazon Web Services, and you will see a status of failed in the Domains area when you
click on the DKIM tab.

Note
If this happens, Amazon SES will still send your email, but it will not be signed using a DKIM
signature.

Setting Up Easy DKIM for an Existing Verified Identity

If you have already verified a domain or email address, you can use the AWS Management Console to
set up Easy DKIM for that identity at any time.

These instructions are for adding DKIM signing to a domain that has already been verified. If you are
verifying a new domain and want to set up Easy DKIM at the same time, see Setting Up Easy DKIM for
a New Domain (p. 92).

Important

Easy DKIM only works with fully qualified domain names (FQDNS). If you wanted to set up
Easy DKIM for both example.com and newyork.example.com, you would need to set up Easy
DKIM for each of these FQDNs separately.

To set up Easy DKIM for an existing verified domain

1. Go to your verified domain list in the Amazon SES console, or follow these instructions to navigate
to it:

a. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.
b. Inthe navigation pane, under Identities, click Domains.
In the content pane, click the verified domain for which you would like to set up Easy DKIM.
3. Onthe domain's Details page, expand DKIM.
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Domains >

» Verification

» Feedback

DKIM

DKIM is not enabled for this domain.
Enabling DKIM for a domain is a 3 step process.

1. Your DKIM DNS setting must be generated using the button
below.

You must update your DNS settings with the records provided
by AWS.

Once these records are wverified, you can enable DKIM for this
domain. You can then disable/enable DKIM at any time.

™

w

i L R L L e e T L o R A L el

Learn more about DKIM

Generate DKIM Settings

Click Generate DKIM Settings.

Your DKIM records will be displayed.
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~ DKIM

DKIM settings for your domain have been generated. The information below must be added to your domain's DNS
records. How you update the DNS settings depends on who provides your DNS service; if your DNS service is provided by a

e P Pl

CNAME | g7ryvegdchbstineyaxkdrejgasjkssx dkim.amazonses.com 1

domain name registrar, please contact that registrar to update your DNS records. Learn more

3 DKIM:

{ DKIM Verification Status:

f‘ To enable DKIM signing for your domain, the records below must be entered in your DNS settings. AWS will automatically

J detect the presence of these records, and allow DKIM signing at that time. Note that verfication of these settings may
take up to 72 hours.

i Name Type Value

gl CNAME idh265bvdultwluy2adwpygcssGpdvik.dkim amazonses.com

b] CNAME cosfedqlgntgiwzreuxlGiime2gjspyg.dkim.amazonses.com

3

|

i

Download Record Set as CSWV »» ”
‘“‘ﬂ_— - it 4 il “alp—ip- A,

To set up DKIM, you must update your domain's DNS settings with the displayed CNAME record
information. You can copy the records or click the Download Record Set as CSV link.

a. If Amazon Route 53 provides the DNS service for the domain you are verifying, and you are
logged in to Amazon SES console with the same email address and password you use for
Amazon Route 53, then Amazon SES will give you the option of immediately updating your
DNS settings for Easy DKIM. If you would like to do this, click the Use Route 53 button.

Next, click Create Record Sets in the Use Route 53 dialog box to complete the process.

b. If you are not using Amazon Route 53, you will need to update your DNS settings according
to the procedure established by your DNS service provider. (Ask your system administrator
if you are not sure who provides your DNS service.) Amazon Web Services will eventually
detect that you have updated your DNS records; this detection process may take up to 72
hours.

When Amazon SES has successfully detected the changes to your DNS records, the DKIM
Verification Status for that domain in the Amazon SES console will change from in progress to
success, and you will receive an Amazon SES DKIM Setup Successful confirmation email from
Amazon Web Services. (Amazon Web Services emails are sent to the email address you used
when you signed up for Amazon SES.)

(This step is only required if DKIM setup was initiated before 09-13-16, 2:00 PDT) To sign your
messages using a DKIM signature, you must enable Easy DKIM for the appropriate verified
sending identity as follows:

a. Inthe navigation pane, under Identities, click either Email Addresses or Domains,
depending whether you want to enable Easy DKIM signing for an email address or a domain.

b. Click the email address or domain for which you wish to enable Easy DKIM signing.
c. On the Details page of the email address or domain, expand DKIM.
d. Inthe DKIM: field, click enable.

You can now use Amazon SES to send email that is signed using a DKIM signature from any valid
address in the verified domain. To send a test email using the Amazon SES console, check the
box next to the verified domain, and then click Send a Test Email. View the email headers in the
email you receive. Email providers typically provide this capability through an option such as Show
original or View message source. Look for a header named DKIM-Signature with the "d" tag set
to your domain. Note that when DKIM is enabled, there will be two DKIM-Signature headers added
to the message: one header for your domain, and one header with d=amazonses.com. (Amazon
SES adds a signature for amazonses.com automatically whether you have DKIM enabled or not.
You can ignore it.) For example, for a domain called ses-example.com, the DKIM signature header
you are looking for might look like:
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DKI M Si gnature: v=1; a=rsa-sha256; q=dns/txt; c=rel axed/sinple;

s=xt k53kxcy4p3t 6zt br f f s6d54r srrhh6; d=ses-exanpl e. com

t =1366720445;

h=Fr om To: Subj ect : M ME- Ver si on: Cont ent - Type: Cont ent - Tr ansf er -

Encodi ng: Dat e: Message- | D;

bh=l cj / Sl 5gKI 6K6zwFUwb7FI gnngl 892pWs74knS1hr SO=;

b=nhVMQLnBh7/ DVbPW x PVAK/ PN4i VY0a50F4YYk2L7j gUg9hHQ ckopxe82TaAr 64
eVTcBhHH 9Bwt zknmuk88g4 G5 UUNBJ +AAsd/ JUNGoZOBS1Cof SkuAQec G RGanF68Ag7
nnEj Ei +JL5JCh/ / u+EKTHATVb4zdEW BuM r dTg=

Important

How you update the DNS settings depends on who provides your DNS service. DNS service
may be provided by a domain name registrar such as GoDaddy or Network Solutions, or by a
separate service such as Amazon Route 53.

What if Easy DKIM fails?

If your DNS settings are not correctly updated, you will first receive an Amazon SES DKIM FAILURE
email from Amazon Web Services, and you will see a status of failed in the Domains area when you
click on the DKIM tab.

Note
If this happens, Amazon SES will still send your email, but it will not be signed using a DKIM
signature.

Disabling Easy DKIM in Amazon SES

If you want to temporarily stop Amazon SES from signing your messages using DKIM, you can disable
Easy DKIM for your email address or domain. You can reenable it at any time.

To disable Easy DKIM signing
1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. In the navigation pane, under Identities, click either Email Addresses or Domains, depending
whether you want to disable Easy DKIM signing for an email address or a domain.

Click the email address or domain for which you wish to disable Easy DKIM signing.

On the Details page of the email address or domain, expand DKIM.

In the DKIM: field, click disable. Amazon SES will no longer DKIM-sign emails that you send from
this identity.

Note
If you do not see the disable option as in the figure below, then DKIM is already disabled.
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~ DKIM

DKIM settings for your domain have been generated. The information below must be added to your domain's DNS
records. How you update the DNS settings depends on who provides your DNS service; If your DNS service is provided
by a domain name registrar, please contact that registrar to update your DNS records. Learn more

DKIM: enabled | disable

DKIM Verification Status: veril

To enable DKIM signing for your domain, the records below must be entered in your DNS settings. AWS wil
automatically detect the presence of these records, and allow DKIM signing at that time. Note that verification of these
settings may take up to 72 hours.
Name Type Value
CNAME
MNAME

CNAME

Note
If you want to permanently disable DKIM signing from any email address on that domain, you
should also remove the CNAME records from your DNS.

DKIM Record Revocation in Amazon SES

Amazon Web Services periodically reviews DKIM DNS records, and revokes DKIM signing in cases
where it is no longer valid. If Amazon Web Services is unable to detect the CNAME record information
required to confirm the ownership of a domain, you will receive an Amazon SES DKIM REVOCATION
WARNING email from Amazon Web Services. Amazon SES will continue to send your email, but it will
not be signed using a DKIM signature.

If you restore the CNAME record information to your DNS settings within five days, you will receive an
Amazon SES DKIM REVOCATION CANCELLATION email from Amazon Web Services. Amazon SES
will once again sign email using a DKIM signature from a verified identity for which you have enabled
Easy DKIM.

If you do not restore the CNAME record information to your DNS settings within five days, you will
receive an Amazon SES DKIM REVOCATION email from Amazon Web Services, and email you send
via Amazon SES will not be signed using a DKIM signature.

To set up Easy DKIM for a domain for which DKIM signing has been revoked, you must restart the
procedure from the beginning, as if you were setting up Easy DKIM for the first time.

Other Ways to Manage Easy DKIM in Amazon SES

You can also manage Easy DKIM with the Amazon SES API. The following actions are available:

e Veri fyDormai nDki m
e SetldentityDki nEnabl ed
e GetldentityDki mAttri butes

You can use these API actions to write a customized front-end application for working with Easy DKIM.
For a complete description of API actions related to Easy DKIM, go to the Amazon Simple Email
Service API Reference.
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Creating DNS Records for DKIM Signing in Amazon SES

Unlike the Amazon SES console, the Amazon SES API does not generate fully-formed DNS records
for use with DKIM. Instead, they return DKIM tokens — character strings that represent your domain's
identity.

If you are not using the Amazon SES console, you will need to create your own CNAME records using
the DKIM tokens returned by the API.

To create DNS records for DKIM signing

1. Obtain the DKIM tokens for your domain. To do so, if you are using the Amazon SES API, call
Ver i f yDonmai nDki mto generate the tokens. If you already have a DKIM verified identity, call
Get I denti t yDki mAt t ri but es to obtain the tokens.

2. In the output from the API, you will receive three DKIM tokens similar to the following:

VVj ui pp74whnv76gqoni 7gmwwn4dwdqusj i ai ni vf 6sf
3f rge7j ndobpuxj pwpol z6i pb3k5nvt 2nhj pi k2oy
wr gpl t eh7o00dxnad7hsl 4m xg2uavzneazxv5sxi 2

3. Use these tokens to construct three CNAME records. For a domain named example.com, the
records should appear similar to these:

VVj ui pp74whnv76gqoni 7gmmwwn4wdqusj i ai ni vf 6sf. _domai nkey. exanpl e. com CNAMVE
VVj ui pp74whn76gqoni 7gmmwn4wdqusj i ai ni vf 6sf. dki m amazonses. com

3f rge7j nd4obpuxj pwpol z6i pb3k5nvt 2nhj pi k2oy. _donmai nkey. exanpl e. com CNAME
3f rge7j ndobpuxj pwpol z6i pb3k5nvt 2nhj pi k2oy. dki m amazonses. com

wr gpl t eh7oodxnad7hsl 4mi xg2uavzneazxv5sxi 2. _domai nkey. exanpl e. com CNAMVE
wr gpl t eh7oodxnad7hsl 4m xg2uavzneazxv5sxi 2. dki m amazonses. com

You can now update your DNS with these records. Amazon Web Services will eventually detect that
you have updated your DNS records; this detection process may take up to 72 hours. Upon successful
detection, you will receive an Amazon SES DKIM Setup Successful confirmation email from Amazon
Web Services. (Amazon Web Services emails are sent to the email address you used when you signed
up for Amazon SES.)

Manual DKIM Signing in Amazon SES

If you prefer not to use Easy DKIM, you can still sign your email messages using a DKIM signature
and send them using Amazon SES. To do this, you must use the SendRawEnai | API and self-sign
your message content according to the specifications provided at http://www.dkim.org. If you use this
approach, be aware that Amazon SES does not validate the DKIM signature that you construct. If there
are any errors in the signature, you will need to correct them yourself. If you DKIM-sign your own email
messages, we recommend that you use keys that are at least 1024 bits.

Whether or not you DKIM-sign your messages, Amazon SES automatically adds a DKIM header with
d=amazonses.com, which you can ignore. If you do DKIM-sign your messages, it is expected that
there will be two DKIM headers: one for your domain, and one for amazonses.com.

Important
To ensure maximum deliverability, do not sign any of the following headers using a DKIM
signature:

* Message-ID
« Date

¢ Return-Path
* Bounces-To
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Note

If you are using the Amazon SES SMTP interface to send email, and your client software
automatically performs DKIM signing, you should check to ensure that your client does not
sign any of the headers listed above. We recommend that you check the documentation for
your software to find out exactly what headers are signed with DKIM.

For more information about the Amazon SES SMTP interface, see Using the Amazon SES
SMTP Interface to Send Email (p. 56).

Complying with DMARC Using Amazon SES

Domain-based Message Authentication, Reporting and Conformance (DMARC) is an email
authentication protocol that uses Sender Policy Framework (SPF) and DomainKeys Identified Mail
(DKIM) to detect email spoofing. An email can comply with DMARC through SPF or through DKIM. For
maximum deliverability, it is a best practice to set up your email-sending to comply with both methods.

This topic describes what to do to enable emails that you send with Amazon SES to comply with
DMARC. For information about the DMARC specification, see http://www.dmarc.org.

DMARC Compliance through SPF

For an email to comply with DMARC based on SPF, the DMARC specification requires that both of the
following conditions are met:

* The email must pass an SPF check. For information about SPF checks, see http://www.openspf.org.

¢ The domain in the "From" address of the email header must align with the MAIL FROM domain that
the sending mail server specifies to the receiving mail server to indicate the source of the message.
If the DMARC policy specifies strict alignment, the "From" and MAIL FROM domains must match
exactly. With relaxed alignment, the MAIL FROM domain can be a subdomain of the "From" domain.

To comply with both DMARC SPF requirements with Amazon SES, you must publish an SPF
record (p. 90) and use relaxed alignment in your DMARC policy (relaxed alignment is the default).

DMARC Compliance through DKIM

For an email to comply with DMARC based on DKIM, the DMARC specification requires that both of
the following conditions are met:

¢ The message must have a valid DKIM signature.

¢ The d= domain in the DKIM signature must align with the domain in the "From" address of the email
header. If the DMARC policy specifies strict alignment, these domains must match exactly. With
relaxed alignment, the d= domain can be a subdomain of the "From" domain.

To comply with both DMARC DKIM requirements with Amazon SES, you simply need to set up Easy
DKIM (p. 92) so that Amazon SES signs your emails automatically. You can also manually DKIM-
sign your messages (p. 100). Regardless of how you DKIM-sign your messages, you will comply
with DMARC if you use relaxed alignment (which is the default) in your DMARC policy. If you want to
require that the "From" domain exactly matches the d= domain, then you must specifically apply strict
alignment in your DMARC policy.

Monitoring Your Amazon SES Sending Activity

Amazon SES provides means by which to monitor your sending activity, and we strongly encourage
you to monitor your sending activity regularly. For example, you should watch your number of bounces,
complaints, and rejected emails so that you can identify and correct problems right away. Excessive
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bounces and complaints constitute abuse and put your Amazon SES sending abilities at risk of
suspension.

Note
To find how close you are to your sending limits, see Monitoring Your Sending
Limits (p. 191).

You monitor your Amazon SES sending in terms of email sending events. The email sending events
that you can monitor are:

¢ Bounces — The recipient's mail server permanently rejected the email. This event corresponds to
hard bounces. Soft bounces are only included when Amazon SES fails to deliver the email after
retrying for a period of time.

¢ Complaints — The recipient marked the email as spam.

¢ Sends — Your API call to Amazon SES was successful and Amazon SES will attempt to deliver the
email.

¢ Rejects — Amazon SES initially accepted the email, but later rejected it because the email contained
a virus.

« Deliveries — Amazon SES successfully delivered the email to the recipient's mail server.

You can monitor email sending events in three ways: using the console, using feedback notifications,
and using event publishing. The monitoring method you choose depends on the type of event you
want to monitor, the granularity and level of detail with which you want to monitor it, and where

you want Amazon SES to publish the data. You might choose to use multiple monitoring methods.
Characteristics of each method are listed in the following table.

Monitoring
Method

Amazon SES
or CloudWatch
console or API

Feedback
notifications

Event publishing

Events You Can
Monitor

Bounces,
complaints,
deliveries, sends,
rejects

Bounces,
complaints,
deliveries

Bounces,
complaints,

deliveries, sends,

rejects

How to Access
the Data

Amazon SES

or CloudWatch
console or API
(deliveries are
available through

CloudWatch only)

Amazon SNS or
email (delivery
events are by
Amazon SNS

only)

Amazon
CloudWatch or
Amazon Kinesis
Firehose

Level of Detail

Count only

Details on each
event

Details on each
event

Granularity

Coarse (across
entire AWS
account)

Coarse (across
entire AWS
account)

Fine-grained

(based on user-
definable email
characteristics)

For information on how to use each monitoring method, see the following topics:

¢ Monitoring Using the Amazon SES Console or API (p. 103)
* Monitoring Using Notifications (p. 104)
¢ Monitoring Using Event Publishing (p. 125)

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.
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Monitoring Using the Amazon SES Console or API

You can monitor your bounce, complaint, sent, and rejected email statistics by using the Amazon SES
console or the Amazon SES API. You can use the API by calling the Query (HTTPS) interface directly
or indirectly through an AWS SDK, the AWS Command Line Interface, or the AWS Tools for Windows
PowerShell.

Monitoring Your Usage Statistics Using the Amazon SES
Console

The following procedure shows you how to view your usage statistics using the Amazon SES console.

1.

3.
4.

Sign in to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

In the Navigation pane, click Sending Statistics. Your usage statistics are shown under Your
Amazon SES Metrics.

Note
The Deliveries graph corresponds to the number of emails you have sent.

i P e

et

+ Your Amazon SES Metrics
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* Charts show previous 2 weeks with 24 hour aggregation

To view trend data for any metric, double-click the corresponding graph.
To update the display, click the Refresh button.
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Monitoring Your Usage Statistics Using the Amazon SES API

The Amazon SES API provides the Get SendSt ati sti cs action, which returns information about your
service usage. We recommend that you use Get SendSt ati sti cs on a regular basis, so that you can
monitor your sending activity and make adjustments as needed.

When you call Get SendSt ati sti cs, you will receive a list of data points representing the last
two weeks of your sending activity. Each data point in this list represents 15 minutes of activity and
contains the following information for that period:

* Bounces (hard bounces only)

¢ Complaints

« Delivery attempts (corresponds to the number of emails you have sent)
¢ Rejected send attempts

¢ Timestamp

Note
For a complete description of Get SendSt ati sti cs, go to the Amazon Simple Email Service
API| Reference.

Monitoring Using Amazon SES Notifications

Amazon SES can notify you of the status of your emails by email or through Amazon Simple
Notification Service (Amazon SNS). Amazon SES supports the following three types of notifications:

« Bounces — The email is rejected by the recipient's ISP or rejected by Amazon SES because the
email address is on the Amazon SES suppression list. For ISP bounces, Amazon SES reports only
hard bounces and soft bounces that will no longer be retried by Amazon SES. In these cases, your
recipient did not receive your email message, and Amazon SES will not try to resend it. Bounce
notifications are available through email and Amazon SNS. You are notified of out-of-the-office
(OOTO) messages through the same method as bounces, although they don't count toward your
bounce statistics. To see an example of an OOTO bounce notification, you can use the Amazon SES
mailbox simulator. For more information, see Testing Amazon SES Email Sending (p. 221).

¢ Complaints — The email is accepted by the ISP and delivered to the recipient, but the recipient does
not want the email and clicks a button such as "Mark as spam." If Amazon SES has a feedback loop
set up with the ISP, Amazon SES will send you a complaint notification. Complaint notifications are
available through email and Amazon SNS.

« Deliveries — Amazon SES successfully delivers the email to the recipient's mail server. This
notification does not indicate that the actual recipient received the email because Amazon SES
cannot control what happens to an email after the receiving mail server accepts it. Delivery
notifications are available only through Amazon SNS.

You can set up notifications using the Amazon SES console or the Amazon SES API.
There are several important points to know about notifications:

« Notification settings are configured on a per-verified-identity basis — There is no global setting,
and notification settings apply only to the verified identity in the AWS region in which you configured
the settings.

¢ Verified domain notification settings apply to all mail sent from email addresses in
that domain except for email addresses that are also verified — The configurations for
email addresses are separate from the configuration for the domain, so changing the domain
configuration will have no effect on the email address configuration. For example, if you verify
only example.com and configure its bounce notification settings, bounce notifications for email
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from sender@example.com will use those settings. However, if you verify both example.com and
sender@example.com, sender@example.com will not use the bounce notification settings that are
configured for example.com.

* You must receive bounce and complaint notifications either by email or through Amazon
SNS — The default method is by email, through a feature called email feedback forwarding. Delivery
notifications are optional and available only through Amazon SNS.

¢ If you choose to receive notifications for all three types of events, then you might receive
multiple notifications for one email — For example, the receiving mail server accepts the email
(triggering a delivery natification), but the recipient marks the email as spam, triggering a complaint
notification.

« Before you start sending email, make sure that you set up a process to handle bounces
and complaints — Your process needs to monitor bounces and complaints and to remove those
addresses from your mailing list. Excessive bounces and complaints put your Amazon SES account
at risk of termination. You will need to analyze each bounce and complaint message that you
receive to determine the cause. Bounces are usually caused by attempting to send to a nonexistent
recipient; complaints arise when recipients indicate that they do not want to receive your message. In
either case, we strongly recommend that you stop sending to these email addresses.

¢ You can test notifications by using the Amazon SES mailbox simulator — Emails that you send
to the mailbox simulator do not affect your bounce and complaint rates. For more information, see
Testing Amazon SES Email Sending (p. 221).

The following sections describe the notification methods:

¢ To receive natifications by email (which applies to bounces and complaints only), see Amazon SES
Notifications Through Email (p. 105).

¢ To receive natifications through Amazon SNS (which applies to all three notification types), see
Amazon SES Notifications Through Amazon SNS (p. 107).

Amazon SES Notifications Through Email

Amazon SES can notify you of your bounces and complaints through email using a process called
email feedback forwarding or through Amazon Simple Notification Service (Amazon SNS). This topic
is about receiving notifications by email, which is the default setting. For information about setting up
notifications through Amazon SNS, see Amazon SES Notifications Through Amazon SNS (p. 107).
Unlike bounce and complaint notifications, delivery notifications are available only through Amazon
SNS.

Important
For several important points about notifications, see Monitoring Using Amazon SES
Notifications (p. 104).

The following sections describe how to receive bounce and complaint notifications through email:

* To enable bounce and complaint notifications by email, see Enabling Email Feedback
Forwarding (p. 105).

¢ To disable bounce and complaint notifications by email, see Disabling Email Feedback
Forwarding (p. 106).

¢ To learn the email address to which bounce and complaint notifications are sent, see Email
Feedback Forwarding Destination (p. 107).

Enabling Email Feedback Forwarding

Email feedback forwarding is enabled by default. If you previously disabled it, you can enable it by
using the following procedure.
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To enable bounce and complaint forwarding through email using the Amazon SES
console

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. Inthe navigation pane, under Identity Management, click Email Addresses or Domains,
depending on whether you want to configure bounce and complaint notifications for an email
address or domain.

3. Inthe list of verified senders, click the email address or domain for which you want to configure
bounce and complaint notifications.

In the details pane of the verified sender, expand Notifications.
Click Edit Configuration.
Under Email Feedback Forwarding, click Enabled.

Note
Changes made to your settings on this page might take a few minutes to take effect.

You can also enable bounce and complaint notifications through email by using the Amazon SES API
Set I dent i t yFeedbackFor war di ngEnabl ed action. For more information, see the Amazon Simple
Email Service API Reference.

Disabling Email Feedback Forwarding

You must receive bounce and complaint notifications through either Amazon SNS or email feedback
forwarding, so you can disable email feedback forwarding only if you select an Amazon SNS topic
for both bounce and complaint notifications. If you selected an Amazon SNS topic for bounces and
complaints, you can disable email feedback forwarding by using the following procedure.

To disable bounce and complaint forwarding through email using the Amazon SES
console

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. In the navigation pane, under ldentity Management, click Email Addresses or Domains,
depending on whether you want to configure bounce and complaint notifications for an email
address or domain.

3. Inthe list of verified senders, click the email address or domain for which you want to configure
bounce and complaint notifications.

In the details pane of the verified sender, expand Notifications.
Click Edit Configuration.

In the Edit Notification Configuration dialog box, ensure that you have selected an Amazon SNS
topic for both bounces and complaints. Otherwise, you will not be able to disable email feedback
forwarding in the next step.

Under Email Feedback Forwarding, click Disabled.

Click Save Config to save your natification configuration.

Note
Changes made to your settings on this page might take a few minutes to take effect.

You can also disable bounce and complaint notifications through email by using the
Set | dent i t yFeedbackFor war di ngEnabl ed API. For more information, see the Amazon Simple
Email Service API Reference.
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Email Feedback Forwarding Destination

When you receive notifications by email, Amazon SES rewrites the From: header and sends the
notification to you. The address to which Amazon SES forwards the notification depends on how you
sent the original message.

If you used the SMTP interface to send the message, then notifications go to the address specified in
the MAIL FROM command, which overrides any Return-Path: header specified in the SMTP DATA.

If you used the SendEmai | API to send the message, then the notifications are delivered as follows:

« If you specified the optional Ret ur nPat h parameter of SendEmi | , then notifications go to that
address.

¢ Otherwise, notifications go to the address specified in the required Sour ce parameter of
SendEnai | , which populates the From: header of the message.

If you used the SendRawEnmi | API to send the message, then the notifications are delivered as
follows:

« If you specified the optional Sour ce parameter of SendRawEnsi | , then notifications go to that
address, overriding any Return-Path: header specified in the raw message.

¢ Otherwise, if the Return-Path: header was specified in the raw message, then notifications go to that
address.

¢ Otherwise, naotifications go to the address in the From: header of the raw message.

Amazon SES Notifications Through Amazon SNS

You can use Amazon Simple Notification Service (Amazon SNS) to receive notifications about
bounces, complaints, and deliveries for emails that you send through Amazon SES. Amazon SNS
notifications are in JavaScript Object Notation (JSON) format, which enables you to process them
programmatically.

If you configure Amazon SNS notifications for both bounces and complaints, you can disable receiving
bounce and complaint notifications by email entirely. For information about receiving bounce and
complaint notifications by email, see Amazon SES Notifications Through Email (p. 105). Delivery
notifications are available only through Amazon SNS.

Important
For several important points about notifications, see Monitoring Using Amazon SES
Notifications (p. 104).

For information about Amazon SES bounce, complaint, and delivery notifications through Amazon
SNS, see the following sections:

« To set up notifications using the Amazon SES console or the Amazon SES API, see Configuring
Amazon SNS Notifications for Amazon SES (p. 107).

¢ For a description of the contents of a notification, see Amazon SNS Notification Contents for Amazon
SES (p. 109).

¢ For examples of bounce, complaint, and delivery natifications, see Amazon SNS Notification
Examples for Amazon SES (p. 118).

Configuring Amazon SNS Notifications for Amazon SES

Amazon SES can notify you of your bounces, complaints, and deliveries through Amazon Simple
Notification Service (Amazon SNS).
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Important
For several important points about notifications, see Monitoring Using Amazon SES
Notifications (p. 104).

You can configure notifications by using the Amazon SES console or by using the Amazon SES API,
as described in the following sections.

¢ To configure notifications by using the Amazon SES console, see Configuring Notifications Using the
Amazon SES Console (p. 108).

« To configure notifications by using the Amazon SES API, see Configuring Notifications Using the
Amazon SES API (p. 109).

Configuring Notifications Using the Amazon SES Console

To configure notifications using the Amazon SES console

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

In the navigation pane, under Identity Management, choose Domains or Email Addresses.

In the list of verified senders, choose the email address or domain for which you want to configure
notifications.

Important
Verified domain notification settings apply to all mail sent from email addresses in that
domain except for email addresses that are also verified.

In the details pane of the verified sender, expand Notifications.
Choose Edit Configuration.
Under SNS Topic Configuration, you can edit the Amazon SNS topic configuration as follows:

a. Choose the Amazon SNS topics you want to use for bounces, complaints, and/or deliveries.
You can choose to publish natifications to the same Amazon SNS topic or to different Amazon
SNS topics.

Important
The Amazon SNS topics you use for bounce, complaint, and delivery notifications
must be within the same AWS region in which you are using Amazon SES.

If you want to use an Amazon SNS topic that you do not own, you must configure your AWS
Identity and Access Management (IAM) policy to allow publishing from the Amazon Resource
Name (ARN) of the Amazon SNS topic.

b. If you want the Amazon SNS notifications to contain the original headers of the emails you
pass to Amazon SES, choose Include original headers. This option is only available if you
have assigned an Amazon SNS topic to the associated notification type. For information about
the contents of the original email headers, see the mai | object in Amazon SNS Notification
Contents (p. 109).

7. If you choose Amazon SNS topics for both bounces and complaints, you can disable email
notifications entirely. To disable email notifications for bounces and complaints, under Email
Feedback Forwarding, choose Disable. Delivery notifications are available only through Amazon
SNS.

8. Choose Save Config. The changes you made to your notification settings might take a few
minutes to take effect.

After you configure your settings, you will start receiving bounce, complaint, and/or delivery
notifications to your Amazon SNS topic(s). These notifications will be in the JavaScript Object Notation
(JSON) format and will follow the structure described in Amazon SNS Notification Contents (p. 109).
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You will be charged standard Amazon SNS rates for bounce, complaint, and delivery notifications. For
more information, see the Amazon SNS pricing page.

Note

If an attempt to publish to your Amazon SNS topic fails because the topic has been deleted or
your AWS account no longer has permissions to publish to it, the Amazon SES configuration
for that topic for the sending identity will be deleted, bounce and complaint notifications
through email will be re-enabled for that identity, and you will be notified of the change through
email. If you have multiple identities configured to use that topic, each identity will have its
topic configuration changed when each identity experiences a failure to publish to that topic.

Configuring Notifications Using the Amazon SES API

You can also configure bounce, complaint, and delivery notifications with the Amazon SES API. The
following actions are available:

e SetldentityNotificationTopic

e Setl dentityFeedbackForwardi ngEnabl ed

e GetldentityNotificationAttributes

e SetldentityHeaderslnNotificationsEnabl ed

You can use these API actions to write a customized front-end application for notifications. For a
complete description of the API actions related to notifications, see the Amazon Simple Email Service
API Reference.

Amazon SNS Notification Contents for Amazon SES

Bounce, complaint, and delivery notifications are published to Amazon Simple Notification Service
(Amazon SNS) topics in JavaScript Object Notation (JSON) format. The top-level JSON object
contains anoti fi cati onType string, a mai | object, and either a bounce object, a conpl ai nt
object, or a del i very object.

See the following sections for descriptions of the different types of objects:

¢ Top-level JSON object (p. 110)
e mai |l object (p. 110)

¢ bounce object (p. 112)

e conpl ai nt object (p. 115)

e del i very object (p. 117)

The following are some important notes about the contents of Amazon SNS notifications for Amazon
SES:

¢ For a given notification type, you might receive one Amazon SNS notification for multiple recipients,
or you might receive a single Amazon SNS notification per recipient. Your code should be able to
parse the Amazon SNS notification and handle both cases; Amazon SES does not make ordering
or batching guarantees for notifications sent through Amazon SNS. However, different Amazon
SNS natification types (for example, bounces and complaints) will never be combined into a single
notification.

* You might receive multiple types of Amazon SNS notifications for one recipient. For example, the
receiving mail server might accept the email (triggering a delivery naotification), but after processing
the email, the receiving mail server might determine that the email actually results in a bounce
(triggering a bounce notification). However, these will always be separate notifications because they
are different notification types.

¢« Amazon SES reserves the right to add additional fields to the notifications. As such, applications that
parse these notifications must be flexible enough to handle unknown fields.
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» Amazon SES overwrites the headers of the message when it sends the email. You can retrieve the
headers of the original message from the header s and cormonHeader s fields of the mai | object.

Top-Level JSON Object
The top-level JSON object in an Amazon SES notification contains the following fields.
Field Name Description

notificationType A string that holds the type of naotification
represented by the JSON object. Possible values
are Bounce, Conpl ai nt, or Del i very.

mai | A JSON object that contains information about
the original mail to which the notification pertains.
For more information, see Mail Object (p. 110).

bounce This field is present only if the
noti ficati onType is Bounce and contains
a JSON object that holds information about
the bounce. For more information, see Bounce
Object (p. 112).

conpl ai nt This field is present only if the
notificationType is Conpl ai nt and contains
a JSON obiject that holds information about the
complaint. For more information, see Complaint
Object (p. 115).

del i very This field is present only if the
notificationType is Del i very and contains
a JSON object that holds information about the
delivery. For more information, see Delivery
Object (p. 117).

Mail Object

Each bounce, complaint, or delivery notification contains information about the original email in the
mai | object. The JSON object that contains information about a mai | object has the following fields.

Field Name Description

timestanp The time at which the original message was sent
(in 1SO8601 format).

messagel d A unique ID that Amazon SES assigned to the
message. Amazon SES returned this value to
you when you sent the message.

Note

This message ID was assighed

by Amazon SES. You can find the
message ID of the original email in the
header s and cormpnHeader s fields of
the mai | object.

source The email address from which the original
message was sent (the envelope MAIL FROM
address).
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Field Name Description

sour ceArn The Amazon Resource Name (ARN) of the
identity that was used to send the email. In the
case of sending authorization, the sour ceArn
is the ARN of the identity that the identity
owner authorized the delegate sender to use
to send the email. For more information about
sending authorization, see Using Sending
Authorization (p. 194).

sendi ngAccount | d The AWS account ID of the account that was
used to send the email. In the case of sending
authorization, the sendi ngAccount I d is the
delegate sender's account ID.

destination A list of email addresses that were recipients of
the original mail.

header sTruncat ed (Only present if the notification settings include
the original email headers.) A string that specifies
whether the headers are truncated in the
notification, which occurs if the headers are
larger than 10 KB. Possible values are t r ue and
fal se.

header s (Only present if the notification settings include
the original email headers.) A list of the email's
original headers. Each header in the list has a
nane field and a val ue field.

Note

Any message ID within the header s
field is from the original message

that you passed to Amazon SES.

The message ID that Amazon SES
subsequently assigned to the message
is in the nessagel d field of the mai |
object.

commonHeader s (Only present if the notification settings include
the original email headers.) A list of the email's
original, commonly used headers. Each header
in the list has a nane field and a val ue field.

Note

Any message ID within the
comonHeader s field is from the
original message that you passed to
Amazon SES. The message ID that
Amazon SES subsequently assigned to
the message is in the nessagel d field
of the nai | object.

The following is an example of a nai | object that includes the original email headers. When this
notification type is not configured to include the original email headers, the mai | object does not
include the header sTr uncat ed, header s, and commbnHeader s fields.
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"timestanp":"2016-01-27T14: 05: 45 +0000",
"messagel d": "000001378603177f - 7a5433e7- 8edb- 42ae- af 10-
f 0181f 34d6ee- 000000",
"source":"j ohn@xanpl e. cont',
"sourceArn": "arn:aws:ses: us-west-2:888888888888: i dentity/exanple.cont,
"sendi ngAccount | d": " 123456789012",
"destination":][
"j ane@xanpl e. cont
1,
"header sTruncat ed": f al se,
"headers": |
{
"nanme": " Front,
"val ue":"\"John Doe\" <john@xanple.com"

},
{
"nane": " To",
"val ue":"\"Jane Doe\" <jane@xanple.com"
},
{
"nane": " Message- | D',
"val ue": "cust om nessage- | D"
},
{
"name": " Subj ect”,
"val ue": "Hel | 0"
},
{
"nane": " Cont ent - Type",
"val ue":"text/plain; charset=\"UTF-8\""
},
{
"name": " Cont ent - Tr ansf er - Encodi ng",
"val ue": "base64"
},
{
"nane": " Date",
"val ue":"Wed, 27 Jan 2016 14:05:45 +0000"
}

1.
"comonHeader s": {

"from': |

"John Doe <john@xanpl e. conp"

1.
"date":"Wed, 27 Jan 2016 14:05:45 +0000",
"to":[

"Jane Doe <jane@xanpl e.conp"
1.
"nmessagel d": " custom nessage-| D",
"subject":"Hello"

Bounce Object

The JSON object that contains information about bounces will always have the following fields.
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Field Name

bounceType

bounceSubType

bouncedReci pi ents

ti mestanp

f eedbackl d

Description

The type of bounce, as determined by Amazon
SES. For more information, see Bounce
Types (p. 114).

The subtype of the bounce, as determined by
Amazon SES. For more information, see Bounce
Types (p. 114).

A list that contains information about the
recipients of the original mail that bounced.
For more information, see Bounced
Recipients (p. 114).

The date and time at which the bounce was sent
(in 1ISO8601 format). Note that this is the time at
which the natification was sent by the ISP, and
not the time at which it was received by Amazon
SES.

A unique ID for the bounce.

Optionally, if a delivery status notification (DSN) was attached to the bounce, the following field may

also be present.

Field Name

reporti ngMrA

The following is an example of a bounce object.

Description

The value of the Repor t i ng- MTA field from the
DSN. This is the value of the Message Transfer
Authority (MTA) that attempted to perform the
delivery, relay, or gateway operation described in
the DSN.

"bounceType": " Per manent",
"bounceSubType": "General",
"bouncedReci pi ents": [

{

"status":"5.0.0",

"action":"fail ed",

"di agnosti cCode": "sntp; 550 user unknown",

"enmai | Address": "reci pi ent 1@xanpl e. cont
},
{

"status":"4.0.0",

"action":"del ayed",

"enmai | Address": "reci pi ent 2@xanpl e. cont
}

1.
"reporti ngMrA": "exanpl e. conf',

"timestanp":"2012-05-25T14: 59: 38. 605Z",
"f eedbackl d": "000001378603176d- 5a4b5ad9- 6f 30- 4198- a8¢c3-

bleb0Oc270ald- 000000"
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}

Bounced Recipients

A bounce notification may pertain to a single recipient or to multiple recipients. The
bouncedReci pi ent s field holds a list of objects—one per recipient to whom the bounce notification
pertains—and will always contain the following field.

Field Name Description

emai | Addr ess The email address of the recipient. If a DSN
is available, this is the value of the Fi nal -
Reci pi ent field from the DSN.

Optionally, if a DSN is attached to the bounce, the following fields may also be present.

Field Name Description

action The value of the Act i on field from the DSN. This
indicates the action performed by the Reporting-
MTA as a result of its attempt to deliver the
message to this recipient.

status The value of the St at us field from the DSN.
This is the per-recipient transport-independent
status code that indicates the delivery status of
the message.

di agnost i cCode The status code issued by the reporting MTA.
This is the value of the Di agnost i c- Code field
from the DSN. This field may be absent in the
DSN (and therefore also absent in the JSON).

The following is an example of an object that might be in the bouncedReci pi ent s list.

{
"emai | Address": "recipi ent @xanpl e. cont',
"action": "failed",
"status": "5.0.0",
"di agnosti cCode": "X-Postfix; unknown user"
}

Bounce Types

The following bounce types are available. We recommend that you remove the email addresses that
have returned bounces marked Per manent from your mailing list, as we do not believe that you will

be able to successfully send to them in the future. Tr ansi ent bounces are sent to you when all retry
attempts have been exhausted and will no longer be retried. You may be able to successfully resend to
an address that initially resulted in a Tr ansi ent bounce.

Note

Amazon SES only reports hard bounces and soft bounces that will no longer be retried by
Amazon SES. In other words, your recipient did not receive your email message, and Amazon
SES will not try to resend it.

API Version 2010-12-01
114




Amazon Simple Email Service Developer Guide
Monitoring Using Notifications

bounceType | bounceSubType

Undet er m ned Undet er m ned

Per manent Gener al

Per manent NoEnmai |

Per manent Suppr essed

Tr ansi ent Gener al

Transi ent Mai | boxFul |

Tr ansi ent MessageToolLar ge

Tr ansi ent Cont ent Rej ect ed

Tr ansi ent Att achnment Rej ect ed

Complaint Object

Description

Amazon SES was unable to determine a specific
bounce reason.

Amazon SES received a general hard bounce and
recommends that you remove the recipient's email
address from your mailing list.

Amazon SES received a permanent hard bounce
because the target email address does not exist.
It is recommended that you remove that recipient
from your mailing list.

Amazon SES has suppressed sending to this
address because it has a recent history of
bouncing as an invalid address. For information
about how to remove an address from the
suppression list, see Removing an Email
Address from the Amazon SES Suppression
List (p. 233).

Amazon SES received a general bounce. You
may be able to successfully retry sending to that
recipient in the future.

Amazon SES received a mailbox full bounce. You
may be able to successfully retry sending to that
recipient in the future.

Amazon SES received a message too large
bounce. You may be able to successfully retry
sending to that recipient if you reduce the
message size.

Amazon SES received a content rejected bounce.
You may be able to successfully retry sending to
that recipient if you change the message content.

Amazon SES received an attachment rejected
bounce. You may be able to successfully retry
sending to that recipient if you remove or change
the attachment.

The JSON object that contains information about complaints has the following fields.

Field Name

conpl ai nedReci pi ents

timestanp

Description

A list that contains information about recipients
that may have been responsible for the
complaint. For more information, see Complained
Recipients (p. 116).

The date and time at which the bounce was sent
(in 1SO8601 format). Note that this is the time at
which the notification was sent by the ISP, and
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Field Name Description
not the time at which it was received by Amazon
SES.

f eedbackl d A unique ID for the complaint.

Further, if a feedback report is attached to the complaint, the following fields may be present.

Field Name Description

user Agent The value of the User - Agent field from the
feedback report. This indicates the name and
version of the system that generated the report.

conpl ai nt FeedbackType The value of the Feedback- Type field from
the feedback report received from the ISP. This
contains the type of feedback.

arrival Date The value of the Arri val - Dat e or Recei ved-
Dat e field from the feedback report (in ISO8601
format). This field may be absent in the report
(and therefore also absent in the JSON).

The following is an example of a conpl ai nt object.

"user Agent ": " AnyConpany Feedback Loop (V0.01)",
"conpl ai nedReci pi ents": [
{
}
1
"conpl ai nt FeedbackType": "abuse",
"arrival Date":"2009- 12- 03T04: 24: 21. 000- 05: 00",
"timestanp":"2012-05-25T14: 59: 38. 623Z",
"feedbackl d": "000001378603177f - 18c07c78- f a81- 4a58- 9dd1-

f edc3ch8f 49a- 000000
}

"emai | Address": "reci pi ent 1@xanpl e. cont

Complained Recipients

The conpl ai nedReci pi ent s field contains a list of recipients that may have submitted the complaint.

Important

Since most ISPs redact the email address of the recipient who submitted the complaint from
their complaint notification, this list contains information about recipients who might have
sent the complaint, based on the recipients of the original message and the ISP from which
we received the complaint. Amazon SES performs a lookup against the original message to
determine this recipient list.

JSON objects in this list contain the following field.

Field Name Description

emai | Addr ess The email address of the recipient.
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The following is an example of a Complained Recipient object.

{ "enrmil Address": "recipi ent 1@xanpl e. com' }

Note

Because of this behavior, you can be more certain that you know which email address
complained about your message if you limit your sending to one message per recipient (rather
than sending one message with 30 different email addresses in the bcc line).

Complaint Types

You may see the following complaint types in the conpl ai nt FeedbackType field as assigned by the
reporting ISP, according to the Internet Assigned Numbers Authority website:

» abuse—Indicates unsolicited email or some other kind of email abuse.
¢ aut h-f ai | ur e—Email authentication failure report.
» fraud—Indicates some kind of fraud or phishing activity.

¢ not - spam—Indicates that the entity providing the report does not consider the message to be spam.
This may be used to correct a message that was incorrectly tagged or categorized as spam.

» ot her —Indicates any other feedback that does not fit into other registered types.
¢ Vi r us—Reports that a virus is found in the originating message.

Delivery Object

The JSON object that contains information about deliveries will always have the following fields.
Field Name Description

ti mestanp The time Amazon SES delivered the email to the
recipient's mail server (in 1ISO8601 format).

processingTineMIlis The time in milliseconds between when Amazon
SES accepted the request from the sender to
passing the message to the recipient's mail
server.

recipients A list of the intended recipients of the email to
which the delivery notification applies.

smt pResponse The SMTP response message of the remote ISP
that accepted the email from Amazon SES. This
message will vary by email, by receiving mail
server, and by receiving ISP.

reporti ngMrA The host name of the Amazon SES mail server
that sent the mail.

The following is an example of a del i very object.

{
"timestanp":"2014-05-28T22: 41: 01. 184Z",
"processingTimeM | |is": 546,
"reci pients":["success@i nul at or. anazonses. coni'],
"snt pResponse": "250 ok: Message 64111812 accepted"”,
"reporti ngMrA": "a8- 70. snt p- out . anazonses. cont'

}
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Amazon SNS Notification Examples for Amazon SES

The following sections provide examples of the three types of notifications:

« For bounce notification examples, see Amazon SNS Bounce Notification Examples (p. 118).

¢ For complaint notification examples, see Amazon SNS Complaint Notification Examples (p. 121).

« For delivery notification examples, see Amazon SNS Delivery Notification Example (p. 124).

Amazon SNS Bounce Notification Examples

This section contains examples of bounce notifications with and without a Delivery Status Notification

(DSN) provided by the email receiver that sent the feedback.

Bounce Notification With a DSN

The following is an example of a bounce notification that contains a DSN and the original email

headers. When bounce notifications are not configured to include the original email headers, the

mai | object within the notifications does not include the header sTr uncat ed, header s, and

commonHeader s fields.

"notificationType":"Bounce",
"bounce": {
"bounceType": " Per nanent ",
"reporti ngMrA": "dns; enmil.exanple.cont,
"bouncedReci pi ents": [
{
"emai | Address":"j ane@xanpl e. coni',
"status":"5.1.1",
"action":"fail ed",

"di agnosti cCode":"smp; 550 5.1.1 <jane@xanpl e. conp. ..

}
]

ounceSubType": " CGeneral ",
"timestanmp":"2016-01-27T14: 59: 38. 237Z2",
"feedbackl d": "00000138111222aa- 33322211-cccc-cccc-cccce-
ddddaaaa068a- 000000"
b
"mail " {
"timestanmp":"2016-01-27T14: 59: 38. 237Z2",
"source":"john@xanpl e. cont',
"sourceArn": "arn:aws:ses: us-west-2: 888888888888:identity/
exanpl e. cont',
"sendi ngAccount | d": " 123456789012",
"messagel d": "00000138111222aa- 33322211-cccc-cccc-cccce-
ddddaaaa0680- 000000",
"destination":[
"j ane@xanpl e. cont',
"mary@xanpl e. cont',
"richard@xanpl e. cont'],
"headersTruncat ed": f al se,

"headers": [
{
"nanme": " Front',
"val ue":"\"John Doe\" <john@xanple.com"
}s
{

"nane": " To",

User"
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"val ue":"\"Jane Doe\" <jane@xanple.conr, \"Mary Doe\"
<mary@xanpl e. conm>, \"Richard Doe\" <richard@xanpl e. conp"

3
{
"nane": " Message-1 D",
"val ue": "cust om nessage- | D"
3
{
"name": " Subj ect"”,
"val ue": "Hel | 0"
3
{
"nane": " Cont ent - Type",
"val ue":"text/plain; charset=\"UTF-8\""
3
{
"nanme": " Cont ent - Tr ansf er - Encodi ng",
"val ue": "base64"
3
{
"nane": " Date",
"val ue":"Wed, 27 Jan 2016 14:05:45 +0000"
}

]

onmmonHeader s" : {
"from':[
"John Doe <john@xanpl e. conp"
1.
"date":"Wed, 27 Jan 2016 14:05:45 +0000",
Ilt OlI : [
"Jane Doe <jane@xanpl e.conr, Mary Doe <mary@xanpl e. conp,
Ri chard Doe <richard@xanpl e. cons"
1.
"messagel d": "cust om nessage-1 D",
"subject":"Hell 0"
}
}
}

Bounce Notification Without a DSN

The following is an example of a bounce notification that includes the original email headers but does
not include a DSN. When bounce notifications are not configured to include the original email headers,
the mai | object within the notifications does not include the header sTr uncat ed, header s, and
conmonHeader s fields.

"notificationType":"Bounce",
"bounce": {
"bounceType": " Per manent",
"bounceSubType": "General",
"bouncedReci pi ents": [

"emai | Address": "j ane@xanpl e. conf

b
{

"enmai | Address": "ri chard@xanpl e. cont
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1.
"timestanmp":"2016-01-27T14: 59: 38. 237Z",

"f eedbackl d": " 00000137860315f d- 869464a4- 8680- 4114- 98d3- 716f e35851f 9- 000000"
b
"mail "
"timestanp":"2016-01-27T14: 59: 38. 237Z",

"nmessagel d": " 00000137860315f d- 34208509- 5b74- 41f 3- 95¢5- 22c1ledc3c924- 000000",
"source":"j ohn@xanpl e. cont,
"sourceArn": "arn:aws:ses: us-west-2: 888888888888 i dentity/
exanpl e. cont',
"sendi ngAccount | d": " 123456789012",
"destination":[
"j ane@xanpl e. cont',
"mary@xanpl e. cont',
"richard@xanpl e. cont
1,
"header sTruncat ed": f al se,
"headers": [
{
"name": " Front,
"val ue":"\"John Doe\" <john@xanple.conp"
H
{

"name":"To",
"val ue":"\"Jane Doe\" <jane@xanple.conr, \"Mary Doe\"
<mary@xanpl e. conm>, \"Richard Doe\" <richard@xanpl e. conp"

H
{
"nane": " Message-1D",
"val ue": "cust om nessage- | D'
H
{
"name": " Subj ect",
"val ue":"Hel | 0"
H
{
"nane": " Cont ent - Type",
"val ue":"text/plain; charset=\"UTF-8\""
H
{
"name": " Cont ent - Tr ansf er - Encodi ng",
"val ue": "base64"
H
{
"nanme": "Date",
"val ue":"Wed, 27 Jan 2016 14:05:45 +0000"
}

]

"commonHeader s": {
"from': [
"John Doe <john@xanpl e. cons"
1.
"date":"Wed, 27 Jan 2016 14:05: 45 +0000",
" t 0I| : [
"Jane Doe <jane@xanpl e.conm>, Mary Doe <mary@xanpl e. conp,
Ri chard Doe <richard@xanpl e. cons"

1.
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"messagel d": "cust om nmessage- 1 D',
"subject":"Hell 0"

Amazon SNS Complaint Notification Examples

This section contains examples of complaint notifications with and without a feedback report provided
by the email receiver that sent the feedback.

Complaint Notification With a Feedback Report

The following is an example of a complaint notification that contains a feedback report and the original
email headers. When complaint notifications are not configured to include the original email headers,

the mai | object within the notifications does not include the header sTruncat ed, header s, and
conmonHeader s fields.

"notificationType":"Conplaint",

"conpl ai nt":{
"user Agent ": " AnyConpany Feedback Loop (V0.01)",
"conpl ai nedReci pi ents": [

"enmai | Address": "ri chard@xanpl e. cont
}
1.
"conpl ai nt FeedbackType": "abuse",
"arrival Date":"2016-01-27T14:59: 38. 237Z2",
"timestanp":"2016-01-27T14: 59: 38. 237Z2",
"f eedbackl d": "000001378603177f-18c07c78-f a81-4a58-9dd1-
f edc3ch8f 49a- 000000"
b,
"mail":{
"timestanp":"2016-01-27T14: 59: 38. 237Z2",
"nmessagel d": " 000001378603177f - 7a5433e7- 8edb- 42ae- af 10-
f 0181f 34d6ee- 000000",
"source":"j ohn@xanpl e. cont',
"sourceArn": "arn:aws:ses: us-west-2: 888888888888 identity/
exanpl e. cont',
"sendi ngAccount | d": " 123456789012",
"destination":|
"j ane@xanpl e. cont',
"mary@xanpl e. cont',
"richard@xanpl e. cont
]

"headersTruncat ed": f al se,

"headers": [
{
"nanme": " Front',
"val ue":"\"John Doe\" <john@xanple.com"
}s
{

"name": " To" |
"val ue":"\"Jane Doe\" <jane@xanple.conr, \"Mary Doe\"
<mary@xanpl e. conm>, \"Richard Doe\" <richard@xanpl e. conp"
}s
{

name": " Message- I D',

API Version 2010-12-01
121




Amazon Simple Email Service Developer Guide
Monitoring Using Notifications

"val ue": "cust om nessage- | D"

3
{
"name": " Subj ect"”,
"val ue": "Hel | 0"
3
{
"nane": " Cont ent - Type",
"val ue":"text/plain; charset=\"UTF-8\""
3
{
"nanme": " Cont ent - Tr ansf er - Encodi ng",
"val ue": "base64"
3
{
"nane": " Date",
"val ue":"Wed, 27 Jan 2016 14:05: 45 +0000"
}

]

onmmonHeader s" : {
"from': |
"John Doe <john@xanpl e. conp"
1.
"date":"Wed, 27 Jan 2016 14:05:45 +0000",
"t oII : [
"Jane Doe <jane@xanpl e.conr, Mary Doe <mary@xanpl e. conp,
Ri chard Doe <richard@xanpl e. cons"

]

ssagel d": "cust om message-| D",
"subject":"Hell 0"

}

Complaint Notification Without a Feedback Report

The following is an example of a complaint notification that includes the original email headers but does
not include a feedback report. When complaint notifications are not configured to include the original
email headers, the mai | object within the notifications does not include the header sTr uncat ed,
header s, and cormonHeader s fields.

"notificationType":"Conplaint",
"conpl aint": {
"conpl ai nedReci pi ents": [

"enmai | Address": "ri chard@xanpl e. cont
}
1.
"timestanp":"2016-01-27T14: 59: 38. 237Z2",
"f eedbackl d": "0000013786031775- f ea503bc- 7497- 49e1- 881b-
a0379bb037d3- 000000"
}s
"mail":{
"timestanp":"2016-01-27T14: 59: 38. 237Z2",
"nmessagel d": " 0000013786031775- 163e3910- 53eb- 4c8e- al4a-
f 29debf 88a84- 000000",
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"source":"j ohn@xanpl e. cont',
"sourceArn": "arn:aws:ses: us-west-2: 888888888888 identity/
exanpl e. cont',
"sendi ngAccount | d": " 123456789012",
"destination":[
"j ane@xanpl e. cont',
"mary@xanpl e. cont',
"richard@xanpl e. cont
1,
"header sTruncat ed": f al se,
"headers": [

{

nane": " Front,

"val ue":"\"John Doe\" <john@xanple.conp"
H
{

name":"To",
"val ue":"\"Jane Doe\" <jane@xanple.conr, \"Mary Doe\"
<mary@xanpl e. con>, \"Richard Doe\" <richard@xanpl e. conp"

H
{
"nane": " Message-1D",
"val ue": "cust om nessage- | D'
H
{
"name": " Subj ect",
"val ue": "Hel | 0"
H
{
"nane": " Cont ent - Type",
"val ue":"text/plain; charset=\"UTF-8\""
H
{
"name": " Cont ent - Tr ansf er - Encodi ng",
"val ue": "base64"
H
{
"nane": "Date",
"val ue":"Wed, 27 Jan 2016 14:05:45 +0000"
}

]

onmmonHeader s" : {
"from': |
"John Doe <john@xanpl e. conp"
1.
"date":"Wed, 27 Jan 2016 14:05:45 +0000",
"t oII : [
"Jane Doe <jane@xanpl e.conr, Mary Doe <mary@xanpl e. conp,
Ri chard Doe <richard@xanpl e. cons"

]

ssagel d": "cust om message- | D",
"subject":"Hello"

}
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Amazon SNS Delivery Notification Example

The following is an example of a delivery notification that includes the original email headers. When
delivery notifications are not configured to include the original email headers, the mai | object within the
notifications does not include the header sTr uncat ed, header s, and conmonHeader s fields.

"notificationType":"Delivery",
"mail " {
"timestanp":"2016-01-27T14: 59: 38. 237Z2",
"messagel d": " 0000014644f e5ef 6- 9a483358- 9170- 4ch4- a269-
f 5dcdf 415321- 000000",
"source":"j ohn@xanpl e. cont',
"sourceArn": "arn:aws:ses: us-west-2: 888888888888 i dentity/
exanpl e. cont',
"sendi ngAccount | d": " 123456789012",
"destination":[
"j ane@xanpl e. cont
]

"headersTruncated": f al se,

"headers": [
{
"nanme": " Front',
"val ue":"\"John Doe\" <john@xanple.com"
3
{
"nane":"To",
"val ue":"\"Jane Doe\" <jane@xanple.com"
3
{
"nane": " Message-1 D",
"val ue": "cust om nessage- | D"
3
{
"name": " Subj ect ",
"val ue": "Hel | 0"
3
{
"nane": " Cont ent - Type",
"value":"text/plain; charset=\"UTF-8\""
3
{
"nanme": " Cont ent - Tr ansf er - Encodi ng",
"val ue": "base64"
3
{
"nane": " Date",
"val ue":"Wed, 27 Jan 2016 14:58:45 +0000"
}

]

omonHeader s": {
"from': |
"John Doe <john@xanpl e. conp"
1.
"date":"Wed, 27 Jan 2016 14:58:45 +0000",
"ton:
"Jane Doe <jane@xanpl e.conp"
]

ssagel d": "cust om nmessage- | D',
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"subject":"Hell 0"
}

1
"delivery":{
"timestanp":"2016-01-27T14: 59: 38. 237Z",
"recipients":["]jane@xanpl e. coni'],
"processingTinmeM | |is": 546,
"reporti ngMrA": "a8-70. snt p- out . anazonses. cont',
"snt pResponse": "250 ok: Message 64111812 accepted"”

Monitoring Using Amazon SES Event Publishing

To enable you to track your email sending at a granular level, you can set up Amazon SES to publish
email sending events to Amazon CloudWatch or Amazon Kinesis Firehose based on fine-grained email
characteristics that you define. For example, you can categorize your emails by purpose (transactional
versus marketing), product details, the recipient's "From" domain, and so on.

You can track five types of email sending events: bounces, complaints, deliveries, sent emails, and
rejected emails. This information can be useful for operational and analytical purposes. For example,
you can publish your email sending events to CloudWatch and trigger an alarm when the complaint
rate of a specific email campaign reaches a certain level. You might publish events to Firehose so that
you can transfer the records to Amazon Redshift or another AWS service and merge the information
with your business data.

How Event Publishing Works

To use event publishing, you first set up one or more configuration sets. A configuration set specifies
where to publish your events and which events to publish. Then, each time you send an email, you
provide the name of the configuration set and one or more message tags, in the form of name/value
pairs, to categorize the email. For example, if you advertise books, you could name a message tag
genre, and assign a value of sci-fi or western, when you send an email for the associated campaign.
Depending on which email sending interface you use, you either provide the message tag as a
parameter to the API call or as an Amazon SES-specific email header.

In addition to defining your own message tags, you can use message tags that Amazon SES
automatically provides. These are called auto-tags and they include the configuration set name, the
domain of the "From" address, the caller's outgoing IP address, the Amazon SES outgoing IP address,
and the 1AM identity of the caller.

How to Use Event Publishing

The following sections contain the information you need to set up and use Amazon SES event
publishing.

¢ Setting Up Event Publishing (p. 126)
¢ Managing Event Publishing (p. 134)
¢ Retrieving Event Data (p. 136)

e Tutorials (p. 152)

Event Publishing Terminology

The following list defines terms related to Amazon SES event publishing.
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Email sending event
Information associated with the outcome of an email you submit to Amazon SES. There are five
types of email sending events:

¢ Send — Your API call to Amazon SES was successful and Amazon SES will attempt to deliver
the email.

¢ Reject — Amazon SES initially accepted the email, but later rejected it because the email
contained a virus.

¢ Bounce — The recipient's mail server permanently rejected the email. This event corresponds to
hard bounces. Soft bounces are only included when Amazon SES fails to deliver the email after
retrying for a period of time.

¢ Complaint — The recipient marked the email as spam.
¢ Delivery — Amazon SES successfully delivered the email to the recipient's mail server.

Configuration set
An Amazon SES construct that encapsulates where you want to publish email sending events, and
what email sending events you want to publish. When you send an email that you want to use with
event publishing, you specify the configuration set to associate with the email.

Event destination
An Amazon SES construct that represents an AWS service to which you publish Amazon SES
email sending events. Each event destination that you set up belongs to one, and only one,
configuration set.

Message tag
A name/value pair that you use to categorize an email for the purpose of event publishing.
Examples are campaign/book and campaign/clothing. When you send an email, you either specify
the message tag as a parameter to the API call or as an Amazon SES-specific email header.

Auto-tag
Message tags that Amazon SES automatically provides so that you do not need to explicitly
specify them when you send an email. There is an auto-tag for the configuration set name, the
domain of the "From" address, the caller's outgoing IP address, the Amazon SES outgoing IP
address, and the 1AM identity of the caller.

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Setting Up Amazon SES Event Publishing

This section describes what you need to do to configure Amazon SES to publish your email sending
events to Amazon CloudWatch or Amazon Kinesis Firehose.

You first create a configuration set using the Amazon SES console or API. After you create

a configuration set, you add one or more event destinations (CloudWatch or Firehose) to the
configuration set, and configure parameters unique to the event destination. Then, each time you send
an email, you include the configuration set name and email characteristics, called message tags, as
parameters to the API, or Amazon SES-specific headers in the email.

These steps are explained in the following topics.

1. Step 1: Create a Configuration Set (p. 127)
2. Step 2: Add an Event Destination (p. 127)
3. Step 3: Send Email (p. 132)
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Step 1. Create a Configuration Set Using Amazon SES

Configuration sets enable you to publish email sending events (bounces, complaints, deliveries, sent
emails, and rejected emails) to Amazon CloudWatch or Amazon Kinesis Firehose.

You can use the Amazon SES console or the Cr eat eConf i gur ati onSet API to create a
configuration set.

To create a configuration set (console)

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

In the left navigation pane, choose Configuration Sets.

In the content pane, choose Create Configuration Set.

Type a name for the configuration set, and then choose Create Configuration Set.
Choose Close.

A S

For information about how to use the Cr eat eConfi gur ati onSet API to create a configuration set,
see the Amazon Simple Email Service API Reference.

Step 2: Add an Event Destination Using Amazon SES

Event destinations represent AWS services to which you publish email sending events such as
bounces, complaints, deliveries, sent emails, and rejected emails. Each event destination that you
set up belongs to one, and only one, configuration set. When you set up an event destination with
Amazon SES, you choose the AWS service destination, and you specify parameters associated with
that destination.

There are two event destinations: Amazon CloudWatch and Amazon Kinesis Firehose. The event
destination that you choose depends on the level of detail you want about the events. If you simply
want a running total of each type of event (for example, so that you can set an alarm when the total
gets too high), use CloudWatch. If you want detailed event records that you can output to another
service such as Amazon Elasticsearch Service or Amazon Redshift for analysis, choose Firehose.

The following topics explain how to set up each type of event destination.

¢ Set Up a CloudWatch Destination (p. 127)
¢ Set Up a Firehose Destination (p. 129)

Set Up a CloudWatch Event Destination for Amazon SES Event Publishing

An Amazon CloudWatch event destination represents an entity that publishes Amazon SES email
sending events to CloudWatch. Because a CloudWatch event destination exists within a configuration
set only, you must first create a configuration set (p. 127) and then add the event destination to the
configuration set.

When you add a CloudWatch event destination to a configuration set, you must choose one or more
CloudWatch dimensions that correspond to the message tags you use when you send your emails.
Like message tags, a CloudWatch dimension is a name/value pair that helps you uniquely identify a
metric. For example, you might have a message tag and a dimension called canpai gn that you use to
identify your email campaign. When you publish your email sending events to CloudWatch, choosing
your message tags and dimensions is important because these choices affect your CloudWatch billing
and determine how you can filter your email sending event data in CloudWatch.

This section provides information to help you choose your dimensions, and then shows how to add a
CloudWatch event destination to a configuration set.
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Choosing CloudWatch Dimensions
When you choose your message tags and CloudWatch dimensions, keep the following in mind:

* Auto-tags — Amazon SES has a set of automatically defined auto-tags to help you define
dimensions for your emails. To set up a CloudWatch dimension for an auto-tag, you must explicitly
type the auto-tag name as the dimension name when you add the CloudWatch event destination to
your configuration set. For more information, see Using Auto-Tags (p. 133).

« Price per metric — Although you can access basic email sending statistics across your entire
AWS account in CloudWatch for free, any metrics that you collect using configuration sets are not
free, because they are custom metrics. Each unique combination of email sending event type,
CloudWatch dimension name, and CloudWatch dimension value creates a different custom metric
in CloudWatch, and CloudWatch charges for each custom metric. For this reason, you might want
to avoid choosing dimensions that can take many different values. For example, unless you are very
interested in tracking your email sending events by "From" domain, you might not want to define a
dimension for the Amazon SES auto-tag ses: f r om domai n because it can take many different
values.

¢ Metric filtering — If a metric has multiple dimensions, you cannot access the metric in CloudWatch
based on each dimension separately. For that reason, think carefully before you add more than one
dimension to a single CloudWatch event destination. For example, if you want metrics per canpai gn
and per a combination of canpai gn and genr e, you need to add two event destinations: one with
only canpai gn as a dimension, and one with canpai gn and genr e as dimensions.

« Dimension value source — As an alternative to specifying your dimension values using Amazon
SES-specific headers or a parameter to the API, you can also choose for Amazon SES to take
the dimension values from your own MIME message headers. You might use this option if you are
already using custom headers and you do not want to change your emails or your calls to the email
sending API to collect metrics based on your header values. If you use your own MIME message
headers for Amazon SES event publishing, the header names and values that you use for Amazon
SES event publishing must be in ASCII. If you specify a non-ASCII header name or value for event
publishing, the email sending call will still succeed, but the event metrics will not be emitted to
Amazon CloudWatch.

For more information about CloudWatch concepts, see Amazon CloudWatch Concepts in the Amazon
CloudWatch User Guide.

Adding a CloudWatch Event Destination

To add a CloudWatch event destination to a configuration set, you can use the Amazon SES console
or the Updat eConf i gur at i onSet Event Dest i nati on API.

To add a CloudWatch event destination to a configuration set (console)

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

In the left navigation pane, choose Configuration Sets.

Choose a configuration set from the configuration set list. If the list is empty, you must first create a
configuration set (p. 127).

4. For Add Destination, choose Select a destination type, and then choose CloudWatch.
5. For Name, type a name for the event destination.
6. For Event types, select at least one event type to publish to the event destination:
» Send — Your API call to Amazon SES was successful and Amazon SES will attempt to deliver
the email.

¢ Reject — Amazon SES initially accepted the email, but later rejected it because the email
contained a virus.
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10.
11.

Bounce — The recipient's mail server permanently rejected the email. This event corresponds to
hard bounces. Soft bounces are only included when Amazon SES fails to deliver the email after
retrying for a period of time.

Complaint — The recipient marked the email as spam.
Delivery — Amazon SES successfully delivered the email to the recipient's mail server.

Select Enabled.

For Value Source, choose Message Tag if you want Amazon SES to get the value of the
dimension from a message tag that you specified using an X- SES- MESSACGE- TAGS header or a
parameter to the API, or choose Email Header if you want Amazon SES to get the value of the
dimension from your own email headers.

For Dimension Name, type a string to represent this email characteristic in CloudWatch.

Note
If you want to use an Amazon SES auto-tag, you must explicitly type the name of the
auto-tag as the Dimension Name. For more information, see Using Auto-Tags (p. 133).

For Default Value, type a default value for the dimension.

Choose Add Dimension to add dimensions, as needed.

Cloudwatch Destination X

Custom CloudWatch metrics may incur a charge. See the CloudWatch Pricing Page for more information .

Name* € | cloudwatch_destination
Event types* & [ Send Reject [ Delivery Bounce Complaint
Enabled a

Value Source ﬂ Dimension Name ﬂ Default Value ﬂ

campaign unspecified remaove

Add Dimension

* Required

12. Choose Save.

13. To exit the Edit Configuration Set page, use the back button of your browser.

For information about how to use the Updat eConfi gur ati onSet Event Dest i nati on APl to add a
CloudWatch event destination, see the Amazon Simple Email Service AP| Reference.

Set Up a Firehose Event Destination for Amazon SES Event Publishing

An Amazon Kinesis Firehose event destination represents an entity that publishes specific Amazon
SES email sending events to Firehose. Because a Firehose event destination exists within a
configuration set only, you must first create a configuration set (p. 127) and then add the event
destination to the configuration set.

You can use the Amazon SES console or the Updat eConf i gur ati onSet Event Dest i nati on API to
add a Firehose event destination.
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To add a Firehose event destination to a configuration set (console)

1.

Sign in to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

In the left navigation pane, choose Configuration Sets.

Choose a configuration set from the configuration set list. If the list is empty, you must first create a
configuration set (p. 127).

For Add Destination, choose Select a destination type, and then choose Firehose.
For Name, type a name for the event destination.
For Event types, select at least one event type to publish to the event destination:

¢ Send — Your API call to Amazon SES was successful and Amazon SES will attempt to deliver
the email.

« Reject — Amazon SES initially accepted the email, but later rejected it because the email
contained a virus.

¢ Bounce — The recipient's mail server permanently rejected the email. This event corresponds to
hard bounces. Soft bounces are only included when Amazon SES fails to deliver the email after
retrying for a period of time.

¢ Complaint — The recipient marked the email as spam.
« Delivery — Amazon SES successfully delivered the email to the recipient's mail server.
Select Enabled.

For Stream, choose an existing Firehose delivery stream, or choose Create new stream to create
a new one using the Firehose console.

For information about creating a stream using the Firehose console, see Creating an Amazon
Kinesis Firehose Delivery Stream in the Amazon Kinesis Firehose Developer Guide.

For IAM role, choose an IAM role for which Amazon SES has permission to publish to Firehose on
your behalf. You can choose an existing role, have Amazon SES create a role for you, or create
your own role.

If you choose an existing role or create your own role, you must manually modify the role's policies
to give the role permission to access the Firehose delivery stream, and to give Amazon SES
permission to assume the role. For example policies, see Giving Amazon SES Permission to
Publish to Your Firehose Delivery Stream (p. 131).

Firehose Destination X
Name* €  firehose-destination

Event types* (1] Send Reject Bounce Complaint

Enabled (i)

Stream* O | myfirehose-stream v

IAM role* (i ] firehose-access-role w

* Required

10. Choose Save.
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11. To exit the Edit Configuration Set page, use the back button of your browser.

For information about how to use the Updat eConf i gur ati onSet Event Desti nati on APl to add a
Firehose event destination, see the Amazon Simple Email Service API Reference.

Giving Amazon SES Permission to Publish to Your Firehose Delivery Stream

To enable Amazon SES to publish records to your Firehose delivery stream, you must use an AWS
Identity and Access Management (IAM) role and attach or modify the role's permissions policy and
trust policy. The permissions policy enables the role to publish records to your Firehose delivery

stream, and the trust policy enables Amazon SES to assume the role.

This section provides examples of both policies. For information about attaching policies to IAM roles,
see Modifying a Role in the IAM Developer Guide.

Permissions Policy

The following permissions policy enables the role to publish data records to your Firehose delivery
stream.

{
"Version": "2012-10-17",
"Statenent": [
{
"Sidvo"t,
"Effect": "Alow',
"Action": [
"firehose: Put Recor dBat ch”
1.
"Resource": [
"arn: aws: firehose: regi on: ACCOUNT- | D: del i veryst reani DELI VERY-
STREAM NAME "
]
H
]
}
Trust Policy

The following trust policy enables Amazon SES to assume the role.

"Version": "2012-10-17",
"Statenment": [

{
"Sid': ",
"Effect": "Alow',
"Principal": {
"Service": "ses.amazonaws. cont
}s
"Action": "sts:AssuneRol e",
"Condition": {
"StringEqual s": {
"sts:External Id": "ACCOUNT-I|D"
}
}
}
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Step 3: Send Email Using Amazon SES Event Publishing

After you create a configuration set (p. 127) and add an event destination (p. 127), the last step to
event publishing is to send your emails.

To publish events associated with an email, you must provide two things to Amazon SES when you
send the email: the configuration set to associate with the email, and message tags to categorize the
email.

You provide this information to Amazon SES as either parameters to the email sending API, Amazon
SES-specific email headers, or custom headers in your MIME message. The method you choose
depends on which email sending interface you use, as shown in the following table.

Email Sending Interface Ways to Publish Events
SendEnai | API parameters
SendRawEnai | API parameters, Amazon SES-specific email

headers, or custom MIME headers

Important

If you specify message tags using
both headers and API parameters,
Amazon SES uses only the message
tags provided by the API parameters.
Amazon SES does not join message
tags specified by APl parameters and
headers.

SMTP interface Amazon SES-specific email headers

Amazon SES also provides a number of auto-tags that you can use without specifying message tags
when you sent the email. For more information, see Using Auto-Tags (p. 133).

The following sections describe how to specify the configuration set and message tags using headers
and using API parameters.

¢ Using Amazon SES API Parameters (p. 132)
¢ Using Amazon SES-Specific Email Headers (p. 132)
¢ Using Custom Email Headers (p. 133)

Using Amazon SES API Parameters

To use SendEnai | or SendRawEnmi | with event publishing, you specify the configuration set and the
message tags by passing data structures called Conf i gur ati onSet and MessageTag to the API call.

For more information about using the Amazon SES API, see the Amazon Simple Email Service API
Reference.

Using Amazon SES-Specific Email Headers
When you use SendRawEmai | or the SMTP interface, you can specify the configuration set and

the message tags by adding Amazon SES-specific headers to the email. Amazon SES removes the
headers before sending the email. The following table shows the names of the headers to use.
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Event Publishing Information Header
Configuration set X- SES- CONFI GURATI ON- SET
Message tags X- SES- MESSACE- TAGS

The following example shows how the headers might look in a raw email that you submit to Amazon
SES.

X- SES- MESSACE- TAGS: tagNanmel=t agVal uel, tagNanme2=t agVal ue2

X- SES- CONFI GURATI ON- SET:  nyConfi gur ati onSet

From sender @xanpl e. com

To: recipi ent @xanpl e. com

Subj ect: Subj ect

Content - Type: multipart/alternative;
boundary="----=_boundary"

------ =_boundary
Cont ent - Type: text/plain; charset=UTF-8
Cont ent - Transf er - Encodi ng: 7bi t

------ =_boundary
Cont ent - Type: text/htm; charset=UTF-8
Cont ent - Transf er - Encodi ng: 7bi t

body
------ =_boundary- -

Using Custom Email Headers

Although you must specify the configuration set name using the Amazon SES-specific header X- SES-
CONFI GURATI ON- SET, you can specify the message tags by using your own MIME headers.

Note

Header names and values that you use for Amazon SES event publishing must be in ASCII.
If you specify a non-ASCII header name or value for Amazon SES event publishing, the
email sending call will still succeed, but the event metrics will not be emitted to Amazon
CloudWatch.

Using Amazon SES Auto-Tags

Amazon SES automatically provides a number of message tags, called auto-tags, to help you
categorize your emails. To use auto-tags, you do not need to specify message tags when you send the
email, but you must still specify a configuration set.

Important

If you publish your events to Amazon CloudWatch and you want to use auto-tags, you must
explicitly define a dimension value for the auto-tags when you set up the CloudWatch event
destination (p. 127).

The following table shows the auto-tags that Amazon SES provides.

Auto-tag name Description
ses: configuration-set The name of the configuration set associated
with the email
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Auto-tag name Description

ses:caller-identity The caller's AWS Identity and Access
Management (IAM) identity

ses: from domai n The domain of the "From" address

ses:source-ip The IP address that the caller used to send the
email

ses: out goi ng-i p The IP address that Amazon SES used to send
the email

Managing Amazon SES Event Publishing

After you create configuration sets and event destinations, you can perform various operations on
them.

This section contains the following topics:

¢ Managing Configuration Sets (p. 134)
¢ Managing Event Destinations (p. 135)

Managing Amazon SES Configuration Sets

In addition to creating configuration sets as described in Setting Up Event Publishing (p. 126),
you can view a list of your configuration sets, view the details of a configuration set, and delete a
configuration set, as described in the following sections.

Viewing a List of Your Configuration Sets

You can use the Amazon SES console or you can use the Li st Conf i gur ati onSet s API to view a
list of your configuration sets.

To view your configuration sets (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. Inthe left navigation pane, choose Configuration Sets.
In the details pane, you will see a list of your configuration sets.
For information about how to use the Li st Confi gur at i onSet s API to list your configuration sets,
see the Amazon Simple Email Service API Reference.
Viewing the Details of a Configuration Set

You can use the Amazon SES console to view the details of a configuration set, or you can use the
Descri beConfi gurati onSet API to describe a configuration set.

Viewing the details of a configuration set (console)

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. Inthe left navigation pane, choose Configuration Sets.
3. Inthe details pane, choose the expand icon next to the configuration set.
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You will see the details of the configuration set.

For information about how to use the Descri beConfi gur ati onSet API to describe a configuration
set, see the Amazon Simple Email Service AP| Reference.

Deleting a Configuration Set

You can use the Amazon SES console or the Del et eConfi gur ati onSet API to delete a
configuration set.

To delete a configuration set (console)

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. In the left navigation pane, choose Configuration Sets.
3. Inthe details pane, choose the configuration set.

4. From the Actions menu, choose Delete, and then confirm that you want to delete the
configuration set.

For information about how to use the Del et eConf i gur ati onSet API to delete a configuration set,
see the Amazon Simple Email Service API Reference.

Managing Amazon SES Event Destinations

In addition to creating event destinations as described in Setting Up Event Publishing (p. 126), you
can update, delete, enable, and disable event destinations, as described in the following sections.

Updating an Event Destination

You can use the Amazon SES console or the Updat eConf i gur ati onSet Event Dest i nati on API to
update an event destination.

To update an event destination (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. Inthe left navigation pane, choose Configuration Sets.

3. Inthe configuration set list, choose the configuration set that contains the event destination that
you want to update.

4. Inthe Destination list, to the right of the destination you want to edit, choose the edit icon (the
pencil).

5. Edit the event destination details, and then choose Save.

6. To exit the Edit Configuration Set page, use the back button of your browser.

For information about how to use the Updat eConf i gur at i onSet Event Dest i nati on API to update
an event destination, see the Amazon Simple Email Service AP| Reference.

Deleting an Event Destination

You can use the Amazon SES console or the Del et eConf i gur ati onSet Event Desti nati on APl to
delete an event destination.

To delete an event destination (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.
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2. Inthe left navigation pane, choose Configuration Sets.

3. Inthe configuration set list, choose the configuration set that contains the event destination that
you want to delete.

4. Inthe Destination list, choose the delete icon (the X in a circle).
5. Confirm that you want to delete the configuration set.
6. To exit the Edit Configuration Set page, use the back button of your browser.

For information about how to use the Del et eConf i gur ati onSet Event Dest i nati on API to delete
an event destination, see the Amazon Simple Email Service AP| Reference.

Enabling or Disabling an Event Destination

You can use the Amazon SES console or the Updat eConf i gur ati onSet Event Dest i nati on API to
enable or disable an event destination.

To enable or disable an event destination (console)

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. Inthe left navigation pane, choose Configuration Sets.

3. In the configuration set list, choose the configuration set that contains the event destination that
you want to enable or disable.

4. Inthe Destination list, to the right of the destination you want to edit, choose the edit icon (the
pencil).

5. Select or deselect Enabled, and then choose Save.

6. To exit the Edit Configuration Set page, use the back button of your browser.

For information about how to use the Updat eConfi gur ati onSet Event Dest i nati on API to enable
or disable an event destination, see the Amazon Simple Email Service AP| Reference.

Retrieving Amazon SES Event Data

After you set up event publishing (p. 126) and specify a configuration set for sending emails, you can
retrieve your email sending events from the event destination that you specified when you set up the
configuration set associated with the email.

This section describes how to retrieve your email sending events from the available event destinations,
Amazon CloudWatch and Amazon Kinesis Firehose.

¢ Retrieving Amazon SES Event Data from CloudWatch (p. 136)
¢ Retrieving Amazon SES Event Data from Firehose (p. 138)

Retrieving Amazon SES Event Data from CloudWatch

Amazon SES publishes metrics for your email sending events — bounces, complaints, deliveries, sent

emails, and rejected emails — to Amazon CloudWatch. CloudWatch provides your email sending event
metrics as an ordered set of time-series data. You can use these metrics to monitor the performance of
your email sending. For example, you can monitor the complaint metric and set a CloudWatch alarm to
trigger when the metric exceeds a certain value.

There are two levels of granularity at which Amazon SES can publish these events to CloudWatch:

¢ Across your AWS account — These coarse metrics, which correspond to the metrics you monitor
using the Amazon SES console and the Get SendSt ati sti cs API, are totals across your entire
AWS account. Amazon SES publishes these metrics to CloudWatch automatically.
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* Fine-grained — These metrics are categorized by email characteristics that you define using
message tags. To publish these metrics to CloudWatch, you must set up event publishing (p. 126)
with a CloudWatch event destination and specify a configuration set (p. 132) when you send
an email. You can also specify message tags or use auto-tags (p. 133) that Amazon SES

automatically provides.

This section describes the available metrics and how to view the metrics in CloudWatch.

Available Metrics

The following metrics are available from Amazon SES.

Metric

Bounce

Complaint

Delivery

Reject

Send

Available Dimensions

Description

The recipient’'s mail server permanently rejected the
email. This event corresponds to hard bounces. Soft
bounces are included only when Amazon SES fails to
deliver the email after retrying for a period of time.

Unit: count
The recipient marked the email as spam.
Unit: count

Amazon SES successfully delivered the email to the
recipient’s mail server.

Unit: count

Amazon SES initially accepted the email, but later
rejected it because the email contained a virus.

Unit: count

The email sending API call to Amazon SES was
successful and Amazon SES will attempt to deliver the
email.

Unit: count

CloudWatch uses the dimension hames that you specify when you add a CloudwWatch event
destination to a configuration set in Amazon SES. For more information, see Set Up a CloudWatch
Event Destination for Amazon SES Event Publishing.

Viewing Amazon SES Metrics in the CloudWatch Console

The following procedure describes how to view your Amazon SES event publishing metrics using the

CloudWatch console.

To view metrics using the CloudWatch console

1. Signin to the AWS Management Console and open the CloudWatch console at https://

console.aws.amazon.com/cloudwatch/.

2. If necessary, change the region. From the navigation bar, select the region where your AWS
resources reside. For more information, see http://docs.aws.amazon.com/general/latest/gr/

rande.html.
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3. Inthe navigation pane, choose Metrics.
4. Inthe All metrics pane, expand AWS Namespaces, and then choose SES.

5. To view metrics across your entire AWS account, which Amazon SES publishes automatically,
choose Account Sending Metrics. To view fine-grained event publishing metrics (p. 125),
choose the combination of dimensions that you specified when you set up your CloudWatch event
destination (p. 127).

6. Choose the metric you want to view.

The graph will display the metric over time.

To view metrics using the AWS CLI

¢ Atacommand prompt, use the following command:

aws cloudwatch list-netrics --nanespace "AWS/ SES"

Retrieving Amazon SES Event Data from Firehose

Amazon SES publishes email sending events to Firehose as JSON records. Firehose then publishes
the records to the AWS service destination that you chose when you set up the delivery stream in
Firehose. For information about setting up Firehose delivery streams, see Creating an Amazon Kinesis
Firehose Delivery Stream in the Amazon Kinesis Firehose Developer Guide.

For examples of how you can use Firehose to publish your email sending events to Amazon Redshift
and Amazon Elasticsearch Service, see Tutorials (p. 152).

For a description of the record contents and for example records, see the following sections.

¢ Event Record Contents (p. 138)
¢ Event Record Examples (p. 145)

Contents of Amazon SES Event Data Published to Firehose

Amazon SES publishes email sending event records to Amazon Kinesis Firehose in JSON format.
When publishing events to Firehose, Amazon SES follows each JSON record with a newline character.

The top-level JSON object contains an event Type string, a mai | object, and either a bounce,
conpl ai nt, del i very, send, orrej ect object.

See the following sections for descriptions of the different types of objects:

¢ Top-level JSON object (p. 138)
« mai |l object (p. 139)

e bounce object (p. 140)

e conpl ai nt object (p. 143)

e del i very object (p. 144)

e send object (p. 144)

e reject object (p. 144)

Top-Level JSON Object

The top-level JSON object in an email sending event record contains the following fields.
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Field Name Description

event Type A string that holds the type of email sending
event represented by the JSON object. Possible
values are Bounce, Conpl ai nt, Del i very,
Send, and Rej ect .

mai | A JSON object that contains information about
the original mail to which the event pertains. For
more information, see Mail Object (p. 139).

bounce This field is present only if the event Type
is Bounce and contains a JSON object that
holds information about the bounce. For more
information, see Bounce Object (p. 140).

conpl ai nt This field is present only if the event Type is
Conpl ai nt and contains a JSON object that
holds information about the complaint. For more
information, see Complaint Object (p. 143).

delivery This field is present only if the event Type is
Del i very and contains a JSON object that
holds information about the delivery. For more
information, see Delivery Object (p. 144).

send This field is present only if the event Type
is Send. For more information, see Send
Object (p. 144).

rej ect This field is present only if the event Type
isrej ect and contains a JSON object that
holds information about the rejection. For more
information, see Reject Object (p. 144).

Mail Object

Each email sending event record contains information about the original email in the mai | object. The
JSON object that contains information about a mai | object has the following fields.

Field Name Description

timestanp The time at which the original message was sent
(in 1SO8601 format).

nmessagel d A unique ID that Amazon SES assigned to the
message. Amazon SES returned this value to
you when you sent the message.

Note

This message ID was assighed

by Amazon SES. You can find the
message ID of the original email in the
header s and cormonHeader s fields of
the mai | object.

source The email address from which the original
message was sent (the envelope MAIL FROM
address).
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Field Name Description

sour ceArn The Amazon Resource Name (ARN) of the
identity that was used to send the email. In the
case of sending authorization, the sour ceArn
is the ARN of the identity that the identity
owner authorized the delegate sender to use
to send the email. For more information about
sending authorization, see Using Sending
Authorization (p. 194).

sendi ngAccount | d The AWS account ID of the account that was
used to send the email. In the case of sending
authorization, the sendi ngAccount I d is the
delegate sender's account ID.

destination A list of email addresses that were recipients of
the original mail.

header sTruncat ed A string that specifies whether the headers are
truncated in the notification, which occurs if the
headers are larger than 10 KB. Possible values
aretrue andf al se.

header s A list of the email's original headers. Each
header in the list has a nane field and a val ue
field.

Note

Any message ID within the header s
field is from the original message

that you passed to Amazon SES.

The message ID that Amazon SES
subsequently assigned to the message
is in the nessagel d field of the mai |
object.

commonHeader s A list of the email's original, commonly used
headers. Each header in the list has a nane field
and a val ue field.

Note

Any message ID within the
comonHeader s field is from the
original message that you passed to
Amazon SES. The message ID that
Amazon SES subsequently assigned to
the message is in the nessagel d field
of the nai | object.

Bounce Object

The JSON object that contains information about a bounce event will always have the following fields.

Field Name Description

bounceType The type of bounce, as determined by Amazon
SES. For more information, see Bounce
Types (p. 142).
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Field Name Description

bounceSubType The subtype of the bounce, as determined by
Amazon SES. For more information, see Bounce
Types (p. 142).

bouncedReci pi ent s A list that contains information about the
recipients of the original mail that bounced.
For more information, see Bounced
Recipients (p. 141).

ti mest anp The date and time at which the bounce was sent
(in ISO8601 format). Note that this is the time at
which the bounce notification was sent by the
ISP, and not the time at which it was received by
Amazon SES.

f eedbackl d A unique ID for the bounce.

Optionally, if a delivery status notification (DSN) was attached to the bounce, the following field may
also be present.

Field Name Description

reporti ngMrA The value of the Repor t i ng- MTA field from the
DSN. This is the value of the Message Transfer
Authority (MTA) that attempted to perform the
delivery, relay, or gateway operation described in
the DSN.

Bounced Recipients

A bounce event may pertain to a single recipient or to multiple recipients. The bouncedReci pi ent s
field holds a list of objects — one object per recipient to whom the bounce event pertains — and will
always contain the following field.

Field Name Description

emai | Addr ess The email address of the recipient. If a DSN
is available, this is the value of the Fi nal -
Reci pi ent field from the DSN.

Optionally, if a DSN is attached to the bounce, the following fields may also be present.

Field Name Description

action The value of the Act i on field from the DSN. This
indicates the action performed by the reporting
MTA as a result of its attempt to deliver the
message to this recipient.

st atus The value of the St at us field from the DSN.
This is the per-recipient transport-independent
status code that indicates the delivery status of
the message.
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Field Name

di agnost i cCode

Bounce Types

Description

The status code issued by the reporting MTA.
This is the value of the Di agnost i c- Code field
from the DSN. This field may be absent in the
DSN (and therefore also absent in the JSON).

The following bounce types are available. We recommend that you remove the email addresses that
have returned bounces marked Per manent from your mailing list, as we do not believe that you will

be able to successfully send to them in the future. Tr ansi ent bounces are sent to you when all retry
attempts have been exhausted and will no longer be retried. You may be able to successfully resend to
an address that initially resulted in a Tr ansi ent bounce.

Note

Amazon SES only reports hard bounces and soft bounces that will no longer be retried by
Amazon SES. In other words, your recipient did not receive your email message, and Amazon
SES will not try to resend it.

bounceType

bounceSubType

Undet er mi ned Undet er m ned

Per manent

Per manent

Per manent

Tr ansi ent

Tr ansi ent

Tr ansi ent

Tr ansi ent

Cener al

NoEni |

Suppr essed

Cener al

Mai | boxFul |

MessageToolLar ge

Cont ent Rej ect ed

Description

Amazon SES was unable to determine a specific
bounce reason.

Amazon SES received a general hard bounce and
recommends that you remove the recipient's email
address from your mailing list.

Amazon SES received a permanent hard bounce
because the target email address does not exist.
It is recommended that you remove that recipient
from your mailing list.

Amazon SES has suppressed sending to this
address because it has a recent history of
bouncing as an invalid address. For information
about how to remove an address from the
suppression list, see Removing an Email
Address from the Amazon SES Suppression
List (p. 233).

Amazon SES received a general bounce. You
may be able to successfully retry sending to that
recipient in the future.

Amazon SES received a mailbox full bounce. You
may be able to successfully retry sending to that
recipient in the future.

Amazon SES received a message too large
bounce. You may be able to successfully retry
sending to that recipient if you reduce the
message size.

Amazon SES received a content rejected bounce.
You may be able to successfully retry sending to
that recipient if you change the message content.

API Version 2010-12-01



Amazon Simple Email Service Developer Guide
Monitoring Using Event Publishing

bounceType | bounceSubType Description

Tr ansi ent At t achment Rej ect ed Amazon SES received an attachment rejected
bounce. You may be able to successfully retry
sending to that recipient if you remove or change
the attachment.

Complaint Object

The JSON object that contains information about a conpl ai nt event has the following fields.

Field Name Description

conpl ai nedReci pi ents A list that contains information about recipients
that may have submitted the complaint.
For more information, see Complained
Recipients (p. 143).

ti mestanp The date and time at which the bounce was sent
(in 1ISO8601 format). Note that this is the time at
which the complaint notification was sent by the
ISP, and not the time at which it was received by
Amazon SES.

f eedbackl d A unique ID for the complaint.

Further, if a feedback report is attached to the complaint, the following fields may be present.

Field Name Description

user Agent The value of the User - Agent field from the
feedback report. This indicates the name and
version of the system that generated the report.

conpl ai nt FeedbackType The value of the Feedback- Type field from
the feedback report received from the ISP. This
contains the type of feedback.

arrival Date The value of the Arri val - Dat e or Recei ved-
Dat e field from the feedback report (in ISO8601
format). This field may be absent in the report
(and therefore also absent in the JSON).

Complained Recipients

The conpl ai nedReci pi ent s field contains a list of recipients that may have submitted the complaint.

Important

Since most ISPs redact the email address of the recipient who submitted the complaint from
their complaint notification, this list contains information about recipients who might have
sent the complaint, based on the recipients of the original message and the ISP from which
we received the complaint. Amazon SES performs a lookup against the original message to
determine this recipient list.

JSON objects in this list contain the following field.
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Field Name Description
emai | Addr ess The email address of the recipient.
Complaint Types

You may see the following complaint types in the conpl ai nt FeedbackType field as assigned by the
reporting ISP, according to the Internet Assigned Numbers Authority website:

¢ abuse—Indicates unsolicited email or some other kind of email abuse.
* aut h-f ai | ur e—Email authentication failure report.
¢ fraud—Indicates some kind of fraud or phishing activity.

¢ not - spam—Indicates that the entity providing the report does not consider the message to be spam.
This may be used to correct a message that was incorrectly tagged or categorized as spam.

» ot her —Indicates any other feedback that does not fit into other registered types.
¢ vi r us—Reports that a virus is found in the originating message.

Delivery Object

The JSON object that contains information about a del i very event will always have the following
fields.

Field Name Description

ti mest anp The time Amazon SES delivered the email to the
recipient's mail server (in 1ISO8601 format).

processingTimeMIIlis The time in milliseconds between when Amazon
SES accepted the request from the sender to
when Amazon SES passed the message to the
recipient's mail server.

recipients A list of the intended recipients of the email to
which the delivery event applies.

snt pResponse The SMTP response message of the remote ISP
that accepted the email from Amazon SES. This
message will vary by email, by receiving mail
server, and by receiving ISP.

reporti ngMrA The host name of the Amazon SES mail server
that sent the mail.

Send Object

The JSON object that contains information about a send event is always empty.

Reject Object

The JSON object that contains information about a r ej ect event will always have the following fields.

Field Name Description

reason The reason the email was rejected. The only
possible value is Bad cont ent, which means
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Field Name Description

that Amazon SES detected that the email
contained a virus.

Examples of Amazon SES Event Data Published to Firehose

This section provides examples of each type of email sending event record that Amazon SES
publishes to Firehose.

The event types are as follows:

¢ Bounce Record (p. 145)

¢ Complaint Record (p. 146)

¢ Delivery Record (p. 148)

¢ Send Email Record (p. 150)
¢ Reject Event Record (p. 151)

Bounce Record

The following is an example of a bounce event record that Amazon SES publishes to Firehose.

{
"event Type": "Bounce",
"bounce": {
"bounceType": "Pernmanent",

bounceSubType": "General ",
bouncedReci pients": [

"emai | Address": "recipi ent @xanpl e. cont',
"action": "failed",
"status": "5.1.1",
"di agnosti cCode": "sntp; 550 5.1.1 user unknown"
}
1,
"timestanp": "2016-10-14T05:02: 52.574z2",

"feedbackl d": "EXAMPLE7c1923f27-
ab0c24ch- 5d9f - 4e77- 99b8- 85e4ch3a33bb- 000000",

"reporti ngMrA": "dsn; ses-exanple.conf
b,
"mail " {
"timestanp": "2016-10-14T05: 02: 16. 6452",
"source": "sender @xanpl e. cont',

"sourceArn": "arn:aws:ses: us-east-1:123456789012:i dentity/
sender @xanpl e. cont',
"sendi ngAccount | d": "123456789012",
"nmessagel d": "EXAMPLE7c191be45- e9aedb9a- 02f 9- 4d12- a87d- dd0099a07f 8a- 000000",
"destination": [
"reci pi ent @xanpl e. conf’
]

header sTruncated": fal se,
"headers": |

"nanme": "From',

"val ue": "sender @xanpl e. conf
b

{
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"nane": "To",
"val ue": "recipi ent @xanpl e. cont
b
{
"name": "Subject",
"val ue": "Enmmil Subject"
b
{
"nanme": "M MEe-Version",
"val ue": "1.0"
b
{
"nane": "Content-Type",
"value": "nultipart/mxed; boundary=\"----
= Part_0_716996660. 1476421336341\ ""
b
{

"nane": " X- SES- MESSAGE- TAGS",
"val ue": "nyCustonilfagl=nyCust omragVal uel, nyCust onTag2=myCust oniTagVal ue2"

}
]

ommonHeaders": {
"from': [

"sender @xanpl e. cont'
]

" OII : [

"reci pi ent @xanpl e. cont
1.

"messagel d": "EXAMPLE7c¢191be45- e9aedb9a- 02f 9- 4d12- a87d-

dd0099a07f 8a- 000000" ,

"subject": "Enmil Subject"

}

"tags": {
"ses:configuration-set": [
"my-configuration-set"

1.

"ses:source-ip": [
"192.0.2.0"

1.

"ses:fromdomain": [
"exanpl e. cont

]

es:caller-identity": [
"ses_user"

1.
"myCust oniragl": [
"myCust onfagVal uel"

1.
"myCust onirag2": [
"myCust onfagVal ue2"

]

Complaint Record

The following is an example of a conpl ai nt event record that Amazon SES publishes to Firehose.
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{
"event Type": "Conplaint",
"conplaint": {

"conpl ai nedReci pi ents": [

"emai | Address": "recipi ent @xanpl e. conf'

}

timestamp": "2016-10-14T17:48:17. 365Z2",

"f eedbackl d":

"01000157c44f 053b- 61b59c11- 9236- 11e6- 8f 96- 7be8ad4ae61bb- 000000",
"user Agent": "Amazon SES Mail box Sinul ator",

"conpl ai nt FeedbackType": "abuse",

"arrival Date": "2016-10-14T17:48:17.5842Z"

b

"mail " {
"timestanp": "2016-10-14T17:48:02.7772",
"source": "sender @xanpl e. cont,

"sourceArn": "arn:aws:ses: us-east-1:123456789012:i dentity/
sender @xanpl e. cont',

"sendi ngAccount | d": "123456789012",

"messagel d": "EXAMPLE7c191be45- e9aedb9a- 02f 9- 4d12- a87d- dd0099a07f 8a- 000000",

"destination": [

"reci pi ent @xanpl e. conf’

1,
"headersTruncated": fal se,
"headers": |

{
"name": "Front,
"val ue": "sender @xanpl e. cont
},
{
"nanme": "To",
"val ue": "recipi ent @xanpl e. cont
},
{
"name": "Subject",
"val ue": "Enmmil Subject"
},
{
"nane": "M ME-Version",
"val ue": "1.0"
},
{
"nanme": "Content-Type",
"value": "nultipart/mxed; boundary=\"----
= Part_0 558624761. 1476467282538\ ""
},
{

"nane": " X- SES- MESSAGE- TAGS",
"val ue": "nyCustonilfagl=nyCust omlagVal uel, nyCust onTag2=myCust onifagVal ue2"
}
]

"conmmonHeader s": {
"from': [

"sender @xanpl e. cont'
|

"to": [
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"reci pi ent @xanpl e. conf

1.
"messagel d": "EXAMPLE7c¢191be45- e9aedb9a- 02f 9- 4d12- a87d-
dd0099a07f 8a- 000000" ,

"subject": "Enmil Subject"

b

" agsll: {

"ses:configuration-set": [
"ny-configuration-set"

1.

"ses:source-ip": [
"192.0.2.0"
1.
"ses:fromdomain": [
exanpl e. cont'

]

es:caller-identity": [
ses_user"
1.
"myCust oniragl": [
nmyCust oniragVal uel"
1.
"myCust onirag2": [
"myCust onTfagVal ue2"

]

Delivery Record

The following is an example of a del i very event record that Amazon SES publishes to Firehose.

{
"event Type": "Delivery",
"mail " {
"timestanp": "2016-10-19T23: 20: 52. 240Z",
"source": "sender @xanpl e. cont,

"sourceArn": "arn:aws:ses: us-east-1:123456789012:i dentity/
sender @xanpl e. cont',

"sendi ngAccount | d": "123456789012",

"nessagel d": "EXAMPLE7c191be45- e9aedb9a- 02f 9- 4d12- a87d- dd0099a07f 8a- 000000",

"destination": [

"reci pi ent @xanpl e. conf’

1,

"headersTruncated": fal se,
"headers": |

{

"nanme": "From',

"val ue": "sender @xanpl e. cont
b
{

"nanme": "To",

"val ue": "recipi ent @xanpl e. cont
b
{

"name": "Subject",

"val ue": "Enmmil Subject"
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H
{
"nanme": "M MEe-Version",
"val ue": "1.0"
H
{
"nane": "Content-Type",
"value": "text/htm; charset=UTF-8"

b
{
"name": "Content-Transfer-Encodi ng",
"value": "7bit"
}
1.
"conmmonHeader s": {
"from': [
"sender @xanpl e. cont'
1.
"to": [
"reci pi ent @xanpl e. conf
]

"messagel d": "EXAMPLE7c¢191be45- e9aedb9a- 02f 9- 4d12- a87d-
dd0099a07f 8a- 000000",
"subject": "Enmil Subject"

}

"tags": {
"ses:configuration-set": [
"my-configuration-set"

1.

"ses:source-ip": [
"192.0.2.0"

1.

"ses:fromdomain": [
exanpl e. cont'

1.

"ses:caller-identity": [
"ses_user"

1.

"ses:outgoing-ip": [
"192.0.2.0"

]

"nyCust onTagl": [
nmyCust oniragVal uel"
1,
"nyCust onTag2": [
"myCust onTfagVal ue2"
]
}
}

elivery": {
"timestanp": "2016-10-19T23:21: 04. 1332",
"processingTimeM | lis": 11893,
"recipients": |

"reci pi ent @xanpl e. conf’

1,
"snt pResponse": "250 2.6.0 Message received",
"reporti ngMrA": "nta.exanpl e. conf

}
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}

Send Email Record

The following is an example of a send event record that Amazon SES publishes to Firehose.

{
"event Type": "Send",
"mail " {
"timestanp": "2016-10-14T05: 02: 16. 6452",
"source": "sender @xanpl e. cont,

"sourceArn": "arn:aws:ses: us-east-1:123456789012:i dentity/
sender @xanpl e. cont',
"sendi ngAccount | d": "123456789012",
"nessagel d": "EXAMPLE7c191be45- e9aedb9a- 02f 9- 4d12- a87d- dd0099a07f 8a- 000000",
"destination": [
"reci pi ent @xanpl e. conf’
]

header sTruncated": fal se,
"headers": |

{
"nane": "Front,
"val ue": "sender @xanpl e. cont
H
{
"nane": "To",
"val ue": "recipi ent @xanpl e. cont
H
{
"name": "Subject",
"val ue": "Enmmil Subject"
¥
{
"nanme": "M ME-Version",
"val ue": "1.0"
H
{
"nane": "Content-Type",
"value": "nultipart/mxed; boundary=\"----
= Part_0_716996660. 1476421336341\ ""
H
{

"nane": " X- SES- MESSAGE- TAGS",
"val ue": "nyCustonifagl=nyCust omragVal uel, nyCust onTag2=myCust onrfagVal ue2"
}
]

ommonHeaders": {
"from': [

"sender @xanpl e. cont'
]

"to": [
"reci pi ent @xanpl e. conf

1,
"messagel d": "EXAMPLE7c¢191be45- e9aedb9a- 02f 9- 4d12- a87d-
dd0099a07f 8a- 000000",

"subject": "Enmil Subject"
b
"tags": {
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"ses:configuration-set": [
"my-configuration-set"

1.

"ses:source-ip": [
"192.0.2.0"

1.

"ses:fromdomain": [
"exanpl e. cont'

]

es:caller-identity": [
"ses_user"

1.
"myCust oniragl": [
"myCust onfagVal uel"

1.
"myCust onirag2": [
"myCust onTfagVal ue2"

Reject Event Record

The following is an example of ar ej ect event record that Amazon SES publishes to Firehose.

{
"event Type": "Reject",
"mail " {
"timestanp": "2016-10-14T17:38:15.2112",
"source": "sender @xanpl e. cont,

"sourceArn": "arn:aws:ses: us-east-1:123456789012:i dentity/
sender @xanpl e. cont',
"sendi ngAccount | d": "123456789012",
"nmessagel d": "EXAMPLE7c191be45- e9aedb9a- 02f 9- 4d12- a87d- dd0099a07f 8a- 000000",
"destination": [
"sender @xanpl e. cont'
]

header sTruncated": fal se,
"headers": |

{
"nanme": "From',
"val ue": "sender @xanpl e. cont
b
{
"nanme": "To",
"val ue": "sender @xanpl e. cont
b
{
"name": "Subject",
"val ue": "Enmmil Subject"
b
{
"nanme": "M ME-Version",
"val ue": "1.0"
b
{
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name": "Content-Type",
"value": "nmultipart/m xed; boundary=\"qMmM-Fa2AknHoGS\ " "
b
{
"nane": " X- SES- MESSAGE- TAGS",
"val ue": "nyCustonifagl=nyCust omragVal uel, nyCust onTag2=myCust oniTfagVal ue2"

}
]

ommonHeaders": {
"from': [

"sender @xanpl e. cont'
]

o": [
"sender @xanpl e. cont'
1.
"messagel d": "EXAMPLE7c¢191be45- e9aedb9a- 02f 9- 4d12- a87d-
dd0099a07f 8a- 000000",
"subject": "Enmil Subject"

I
"tags": {
"ses:configuration-set": [
"my-configuration-set"

1.

"ses:source-ip": [
"192.0.2.0"
1.

"ses:fromdomain": [
exanpl e. cont'

]

es:caller-identity": [
ses_user"
1.
"myCust oniragl": [
nmyCust oniragVal uel"
1.
"myCust onirag2": [
"myCust onTfagVal ue2"

]

}
b,
"reject": {
"reason": "Bad content"
}
}

Amazon SES Event Publishing Tutorials

This section provides tutorials that demonstrate how to use Amazon SES event publishing with AWS
services that enable you to analyze and visualize your data.

These tutorials are contained in the following sections.

¢ Analyze Email Sending Events With Amazon Redshift (p. 153)

¢ Visualize Email Sending Events With Amazon Elasticsearch Service and Kibana (p. 164)
¢ Graph Email Sending Events in CloudWatch (p. 174)

¢ Analyze Email Sending Events With Amazon Kinesis Analytics (p. 177)
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Analyze Email Sending Events With Amazon Redshift

In this tutorial, you publish Amazon SES email sending events to an Amazon Kinesis Firehose delivery
stream that publishes data to Amazon Redshift. You then connect to the Amazon Redshift database
and use a SQL query tool to query the database for Amazon SES email sending events that meet
certain criteria.

The following sections walk you through the process.

¢ Prerequisites (p. 153)

e Step 1: Create an Amazon Redshift Cluster (p. 154)

e Step 2: Connect to Your Amazon Redshift Cluster (p. 154)
¢ Step 3: Create a Database Table (p. 157)

¢ Step 4: Create a Firehose Delivery Stream (p. 159)

e Step 5: Set up a Configuration Set (p. 162)

e Step 6: Send Emails (p. 162)

e Step 7: Query Email Sending Events (p. 163)

Prerequisites
For this tutorial, you will need the following:

¢« An AWS account — To access any web service that AWS offers, you must first create an AWS
account at http://aws.amazon.com.

¢ Verified email address — To send emails using Amazon SES, you must verify your "From"
address or domain to show that you own it. If you are in the sandbox, you also must verify your "To"
addresses. You can verify email addresses or entire domains, but this tutorial requires a verified
email address so that you can send an email from the Amazon SES console, which is the simplest
way to send an email. For information about how to verify an email address, see Verifying Email
Addresses in Amazon SES (p. 39).

¢ A SQL query tool — Amazon Redshift does not provide or install any SQL client tools or libraries,
so you must install one that you can use to access the Amazon Redshift clusters that contain your
Amazon SES events. In this tutorial, we use SQL Workbench/J, a free, DBMS-independent, cross-
platform SQL query tool. The following steps show you were to go to install it.

The following procedure shows how to install SQL Workbench/J.

To install SQL Workbench/J on Your Client Computer

Review the SQL Workbench/J software license.

Go to the SQL Workbench/J website and download the appropriate package for your operating
system.

3. Goto Installing and starting SQL Workbench/J and install SQL Workbench/J.
Important

Note the Java runtime version prerequisites for SQL Workbench/J and ensure you are
using that version. Otherwise, this client application will not run.

4. Goto Configure a JDBC Connection and download an Amazon Redshift JDBC driver to enable
SQL Workbench/J to connect to your cluster.

Next Step

Step 1: Create an Amazon Redshift Cluster (p. 154)
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Step 1: Create an Amazon Redshift Cluster

To create an Amazon Redshift cluster, go the Amazon Redshift console and choose Launch Cluster.
A wizard guides you through choosing options for your cluster, and it provides default values for most

options.

For this simple tutorial, type a cluster name and password, and then you can use all of the default
values. You do not need to set any values specific to Amazon SES event publishing.

Important

The cluster that you deploy for this tutorial will run in a live environment. As long as it is
running, it will accrue charges to your AWS account. To avoid unnecessary charges, you
should delete your cluster when you are done with it. For pricing information, go to the
Amazon Redshift pricing page.

Next Step
Step 2: Connect to Your Amazon Redshift Cluster (p. 154)
Step 2: Connect to Your Amazon Redshift Cluster

Now you will connect to your cluster by using a SQL client tool. For this tutorial, you use the SQL
Workbench/J client that you installed in the prerequisites section (p. 153).

Complete this section by performing the following steps:

¢ Getting Your Connection String (p. 154)
e Connecting to Your Cluster From SQL Workbench/J (p. 155)

Getting Your Connection String

The following procedure shows how to get the connection string that you will need to connect to your

Amazon Redshift cluster from SQL Workbench/J.

To get your connection string

In the Amazon Redshift console, in the navigation pane, choose Clusters.
To open your cluster, choose your cluster name.

3. Onthe Configuration tab, under Cluster Database Properties, copy the JDBC URL of the
cluster.

Note
The endpoint for your cluster is not available until the cluster is created and in the
available state.
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B  AWS v Tags v %

Cluster. | ses-events ~ Configuration | | Status | | Performance | | Queries | | Loads | | Table restore
Cluster Version 1.0.1104

Redshift Dashboard

l Clusters Cluster Security Groups  default ( active )
Snapshots Cluster Parameter Group  default.redshift-1.0 ( in-sync )
Security

Cluster Database Properties
Port 5439
Database Name dev

Parameter Groups
Reserved Nodes

Events Master Username  user
Encrypted Mo
JDBC URL | idbc:-redshift://example 123456783

Connect Client

Sus-west-

2. redshift.amazonaws.com:54353/dev
ODBC URL Criver={Zmzzon Redshift (x&4)};
Server=example. 123458783 . us-west—
2.redshift.amazonaws.com;
Database=dewv; UIl=user;
PHD=insert_your master_user_password
_here; Port=543%

i T - Lo

Connecting to Your Cluster From SQL Workbench/J

The following procedure shows how to connect to your cluster from SQL Workbench/J. This
procedure assumes that you installed SQL Workbench/J on your computer as described in
Prerequisites (p. 153).

To connect to your cluster from SQL Workbench/J

1. Open SQL Workbench/J.
2. Choose File, and then choose Connect window.

3. Choose the Create a new connection profile button.

5™ Select Connection Profile x
= i Default group
i %
iter ST New profile
E|___ Default group -
BN e profile river ~

LIRL
Username
Fassword Show password

In the New profile text box, type a name for the profile.
At the bottom of the window, on the left, choose Manage Drivers.

In the Manage Drivers dialog box, choose the Create a new entry button, and then add the driver
as follows.
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10.
11.
12.

2% Manage drivers bt

x

Adabas ~
Apache Derby Embedded MHame
Apache Derby Network Client Library
Cubrid
EnterpriseDB

=
FirebirdsQL o R - X

a. Inthe Name box, type a name for the driver.
b. Nextto Library, choose the folder icon.

c. Navigate to the location of the driver you downloaded in Configure a JDBC Connection, select
the driver, and then choose Open.

d. Choose OK.

You will be taken back to the Select Connection Profile dialog box.
For Driver, choose the driver that you just added.
For URL, paste the JDBC URL that you copied from the Amazon Redshift console.

For Username, type the username that you chose when you set up the Amazon Redshift
cluster (p. 154).

For Password, type the password that you chose when you set up the Amazon Redshift cluster.

Select Autocommit.
To test the connection, choose Test.

Note

If the connection attempt times out, you might need to add your IP address to the security
group that allows incoming traffic from IP addresses. For more information, see The
Connection Is Refused or Fails in the Amazon Redshift Developer Guide.
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5™ Select Connection Profile bt

E'_u LB | X H lEI'£| Default group

E& 7| lses Events in Redshift

B_[:!;fa Driver Redshift JDBC driver (com.amazon.redshift. jdbc42. Driver) w
URL jdbciredshift: /fexample. 123456789, us-west-2. redshift. amazonaws. com: 5439 /dev

Username |user

Password eeesssssss Show password
Autocommit Fetch size Timeout s Extended Properties
[ Prompt for username [ confirm updates [ Read only Remember DbExplorer Schema

Save password [ Confirm DML without WHERE [ store completion cache locally
Separate connection per tab [~ Rolback before disconnect [ Remove comments

[] Ignore DROP errors [] Empty string iz NULL [ Hide warnings

[ Trim CHAR. data Include NULL columns in INSERTs Check for uncommitted changes

Info Background 2 ..o | None) Alternate Delimiter

Workspace

Main window icon

Macros
Tags
Connect scripts Schema/Catalog Filter Variables
Manage Drivers Help Cancel

13. On the top menu bar, choose the Save profile list button.
14. Choose OK.

SQL Workbench/J will connect to your Amazon Redshift cluster.

Next Step
Step 3: Create a Database Table (p. 157)
Step 3: Create a Database Table

After you connect to the initial database in Amazon Redshift, you typically use the initial database as
the base for creating a new database. However, in this simple tutorial, we create a table to hold your
Amazon SES event publishing data directly within the initial database.

For this tutorial, let's assume that we're interested in the following fields within the email sending event
records (p. 138). All of these fields, except for mai | . t ags. canpai gn, are provided automatically by
Amazon SES. We introduce the nmai | . t ags. canpai gn field when we send an email using canpai gn
as a message tag in Step 6: Send Emails (p. 162).

e mail . nmessageld

* event Type

e mail . sendi ngAccount | d

e mail.tinmestanp

e mail.destination

e muil.tags. ses:configuration-set

e mail.tags. canpai gn
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To access this information within your database, you must create a table. The following procedure
shows how to specify this information when you create the table in your database.

Note
We assume that SQL Workbench/J is currently open on your computer, and it is connected to
your Amazon Redshift cluster, as described in previous step (p. 154).

To create a table using SQL Workbench/J

1. In SQL Workbench/J, copy the following code and paste it into the Statement 1 window.

create table ses (
nmessage_i d varchar (200) not null,
event _type varchar(20) not null,
sendi ng_account _id char(12),
ti mestanp varchar (50),
destinati on text,
configuration_set text,
canpai gn text

E

2. Place the cursor within the statement (somewhere before the semicolon), and then choose the
Execute current statement button, as shown in the following figure.

3 SOL Werkbench/) SES Events - Default.whksp — O X
File Edit View Data 50L Macros Workspace Tools Help

] @ k<>  HEmX P v-v (BB 0% | 8
Statement 1

1create takle ses |

me3sage_id varchar(200) not null,
event_type varchar(20) not null,
sending account_id char(l2),
timestamp wvarchar (50},
destination text,
configuration_set text,

campaign text

LV I I B VR B S L S |

F

Messages

Table ses created

Execution time: 0.333

Ready, if you are L:1C:17 0.33s | Timeout: 0 | Max. Rows:

3. Inthe Messages pane, verify that your table was successfully created.

Next Step

Step 4: Create a Firehose Delivery Stream (p. 159)
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Step 4: Create a Firehose Delivery Stream

To publish email sending events to Amazon Kinesis Firehose, you must create a Firehose delivery
stream. When you set up a Firehose delivery stream, you choose where Firehose publishes the data.
For this tutorial, we will set up Firehose to publish the data to Amazon Redshift, and choose to have
Firehose publish the records to Amazon S3 as an intermediary step. In the process, we need to specify
how Amazon Redshift should copy records from Amazon S3 into the table we created in the previous
step (p. 157).

This section shows how to create a Firehose delivery stream that sends data to Amazon Redshift, and
how to edit the delivery stream to specify how Amazon Redshift should copy the Amazon SES event
publishing data to Amazon S3.

Note
You must have already set up the Amazon Redshift cluster (p. 154), connected to your
cluster (p. 154), and created a database table (p. 157), as explained previous steps.

Creating a Firehose Delivery Stream

The following procedure shows how to create a Firehose delivery stream that publishes data to
Amazon Redshift, using Amazon S3 as the intermediary data location.

To create a delivery stream from Firehose to Amazon Redshift

1. Signinto the AWS Management Console and open the Firehose console at https://
console.aws.amazon.com/firehose/.

2. Choose Create Delivery Stream.
On the Destination page, choose the following options.

¢ Destination — Choose Amazon Redshift.
* Delivery stream name — Type a name for the delivery stream.

¢ S3 bucket — Choose New S3 bucket, type a bucket name, choose the region, and then choose
Create Bucket.

« Redshift cluster — Choose the Amazon Redshift cluster that you created in a previous step.
* Redshift database — Type dev, which is the default database name.

* Redshift table — Type ses, which is the table you created in Step 3: Create a Database
Table (p. 157).

« Redshift table columns — Leave this field empty.

¢ Redshift username — Type the username that you chose when you set up the Amazon Redshift
cluster (p. 154).

* Redshift password — Type the password that you chose when you set up the Amazon Redshift
cluster.

* Redshift COPY options — Leave this field empty.

« Retry duration — Leave this at its default value.

*« COPY command — Leave this at its default value. You will update it in the next procedure.
Choose Next.

5. Onthe Configuration page, leave the fields at the default settings for this simple tutorial. The
only step you must do is select an IAM role that enables Firehose to access your resources, as
explained in the following procedure.

For IAM Role, choose Select an IAM role.

b. Inthe drop-down menu, under Create/Update existing IAM role, choose Firehose delivery
IAM role.

You will be taken to the IAM console.
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c. Inthe IAM console, leave the fields at their default settings, and then choose Allow.

Bl AWS ~ Tags v %

Amazon Kinesis Firehose is requesting permission to use resources in your account

Click Allow to give Amazon Kinesis Firehose Read and Write access to resources in your account.

» Hide Details

Role Summary @

Role Provides access to AWS Semvices and Resources

Description
IAM Role firehose_delivery_role ~
Policy Name Create a new Role Policy S

» View Policy Document

Don't Allow m

You will return to the Firehose delivery stream set-up steps in the Firehose console.

Choose Next.
7. Onthe Review page, review your settings, and then choose Create Delivery Stream.

Setting Amazon Redshift Copy Options

Next, you must specify to Amazon Redshift how to copy the Amazon SES event publishing JSON
records into the database table you created in Step 3: Create a Database Table (p. 157). You do this
by editing the copy options in the Firehose delivery stream.

For this procedure, you must create a JSONPaths file. A JSONPaths file is a text file that specifies to
the Amazon Redshift COPY command how to parse the JSON source data. We provide a JSONPaths
file in the procedure. For more information about JSONPaths files, see COPY from JSON Format in the
Amazon Redshift Developer Guide.

You upload the JSONPaths file to the Amazon S3 bucket you set up when you created the Firehose
delivery stream, and then edit the COPY options of the Firehose delivery stream to use the JSONPaths
file you uploaded. These steps are explained in the following procedure.

To set Amazon Redshift COPY command options

1. Create a JSONPaths file — On your computer, create a file called jsonpaths.json. Copy the
following text into the file, and then save the file.

"jsonpaths": [
"$. mai | . ressagel d",
"$. event Type",
"$. mai | . sendi ngAccount | d",
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mai | . ti nestanmp",

mai | . desti nation",

mai | . tags. ses: configuration-set",
nai | . t ags. canpai gn"

}

Upload the JSONPaths file to the Amazon S3 bucket — Go to the Amazon S3 console and
upload the file to the bucket you created when you set up the Firehose delivery stream in Creating
a Firehose Delivery Stream (p. 159).

Set the COPY command in the Firehose delivery stream settings — Now you have the
information you need to set the syntax of the COPY command that Amazon Redshift uses when it
puts your data in the table you created. The following procedure shows how to update the COPY
command information in the Firehose delivery stream settings.

1. Go to the Firehose console.

2. Under Redshift Delivery Streams, choose the Firehose delivery stream that you created for
Amazon SES event publishing.

3. On the Details page, choose Edit.

4. In the Redshift COPY options box, type the following text, replacing the following values with
your own values:

* S3-BUCKET-NAME — The name of the Amazon S3 bucket where Firehose places your
data for Amazon Redshift to access. You created this bucket when you set up your Firehose
delivery stream in Step 4: Create a Firehose Delivery Stream (p. 159). An example is ny-
bucket .

¢ REGION - The region in which your Amazon SES, Firehose, Amazon S3, and Amazon
Redshift resources are located. An example is us- west - 2.

json 's3://S3- BUCKET- NAME/ j sonpat hs. j son'

region ' REG ON ;

5. Choose Save.

Delivery Streams > ses-stream

Use the tabs below to view, edit and monitor your delivery stream.

Details Monitoring 53 Logs Redshift Logs Delete Delivery Stream

Cancel | EGES

Delivery stream name®
53 bucket*

S3 prefix

1AM role*

53 buffer size (MB)*

S3 buffer interval {sec)*
53 Compression

S3 Encryption

Status

Error logging

ses-stream

example-bucket

firehose_delivery_role
5

300
UNCOMPRESSED
No Encryption
ACTIVE

® FEnable
Disable

2 @ @ @ @ @ @9

Redshift cluster®
Redshift database™
Redshift table*
Redshift table columns
Redshift username®
Redshift password®

Redshift COPY options

Retry duration (sec)”

COPY command |

ses-events v

dev

ses

user

2 @ @ ¢ @ @

json 's3://S3-BUCKET-NAME/jsonpaths.json' region
'REGION'

]
3600 (1]

! COPY ses FROM 's3://example-bucket/<manifests'
! CREDENTIALS 'aws_access_key_id=<aws-access-key-id>; :
| aws_secret_access_key=<aws-secret-access-key>' MANIFEST |
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Next Step

Step 5: Set up a Configuration Set (p. 162)

Step 5: Set up a Configuration Set

To set up Amazon SES to publish your email sending events to Amazon Kinesis Firehose, you first
create a configuration set, and then you add a Firehose event destination to the configuration set. This

section shows how to accomplish those tasks.

If you already have a configuration set, you can add a Firehose destination to your existing
configuration set. In this case, skip to Adding a Firehose Event Destination (p. 162).

Creating a Configuration Set
The following procedure shows how to create a configuration set.

To create a configuration set

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

In the left navigation pane, choose Configuration Sets.

In the content pane, choose Create Configuration Set.

Type a name for the configuration set, and then choose Create Configuration Set.

AT

Choose Close.

Adding a Firehose Event Destination

The following procedure shows how to add a Firehose event destination to the configuration set you
created.

To add a Firehose event destination to the configuration set

Choose the configuration set from the configuration set list.

For Add Destination, choose Select a destination type, and then choose Firehose.
For Name, type a name for the event destination.

Select all Event types.

Select Enabled.

For Stream, choose the delivery stream that you created in Step 4: Create a Firehose Delivery
Stream (p. 159).

For IAM role, choose Let SES make a new role, and then type a name for the role.

AN L

Choose Save.
To exit the Edit Configuration Set page, use the back button of your browser.

Next Step

Step 6: Send Emails (p. 162)

Step 6: Send Emails

For Amazon SES to publish events associated with an email, you must specify a configuration set

when you send the email. You can also include message tags to categorize the email. This section
shows how to send a simple email that specifies a configuration set and message tags using the
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Amazon SES console. You send the email to the Amazon SES mailbox simulator so that you can test
bounces, complaints, and other email sending outcomes.

To send an email using the Amazon SES console

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. In the navigation pane of the Amazon SES console, under Identity Management, choose Email
Addresses.

3. Inthe list of identities, select the check box of an email address that you have successfully verified
with Amazon SES (p. 39).

4. Choose Send a Test Email.

5. Inthe Send Test Email dialog box, for Email Format, choose Raw.

6. Forthe To address, type an address from the Amazon SES mailbox simulator (p. 221), such as
conpl ai nt @i nmul at or. anazonses. comor bounce@i mul at or. amazonses. com

7. Copy and paste the following message in its entirety into the Message text box, replacing
CONFI GURATI ON- SET- NAME with the name of the configuration set you created in Step 5: Set up
a Configuration Set (p. 162), and replacing FROM ADDRESS with the verified address you are
sending this email from.

X- SES- MESSACE- TAGS: canpai gn=book

X- SES- CONFI GURATI ON- SET:  CONFI GURATI ON- SET- NAVE
Subj ect: Amazon SES Event Publishing Test

From Amazon SES User <FROWVI ADDRESS>

M ME-Version: 1.0

Content - Type: text/plain

This is a test nessage.

8. Choose Send Test Email.

9. Repeat this procedure a few times so that you generate multiple email sending events. For a few
of the emails, change the value of the canpai gn message tag to cl ot hi ng to simulate sending
for a different email campaign. That way, when you query your Amazon Redshift database for
email sending event records in the last step of this tutorial, you can experiment with querying
based on email campaign.

Next Step
Step 7: Query Email Sending Events (p. 163)

Step 7: Query Email Sending Events

Now that you have generated some email sending events by sending emails with your configuration set
and message tags, you can query those records in Amazon Redshift.

Note

We assume that SQL Workbench/J is currently open on your computer, and it is connected
to your Amazon Redshift cluster, as described in Step 2: Connect to Your Amazon Redshift
Cluster (p. 154).

To query email sending event data in Amazon Redshift from SQL Workbench/J

1. Todisplay all of your email sending records, copy the following query and paste it into the
Statement 1 window.

select * from ses;
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Place the cursor within the statement (somewhere before the semicolon), and then choose the
Execute current statement button.

You will see the email sending records for all of the emails you sent in Step 6: Send
Emails (p. 162). The records in the following figure show that our book campaign had two
complaints, and the cl ot hi ng campaign had one bounce.

o4 SOL Workbench/) SES Events - Defaultwksp - m] x
File Edit View Data S0L Macros Workspace Tools Help

’E@ K <> 3| H=mmx § - ¥ % | (® By | [ [ | User=ses, Schema=public, URL =jdbc:redshift: /!

Statement 1

1select * from ses;

2

AY

Result 1 Messages

message_id & event_type  sending_account_id  timestamp destination configuration_set campaign
< 01bfSb3c-c3ae-4015-84c2-18b 3dEXAMPLE Complaint 123456789012 2016-10-17T20:19:26. 131Z [“recipient@example.com”]  ['my-configuration-set] [book’]
< 05bf5f3c-d3ae-6015-94c2-48b32EXAMPLE Bounce 123456789012 2016-10-17T20:19:26. 131Z [“recipient@example.com”]  ['my-configuration-set] ["dothing]
< 06bf5b16-c3ae-7045-84c2-h3b4dEXAMPLE Complaint 123456789012 2016-10-17T20:19:26. 131Z [“recipient@example.com”]  ['my-configuration-set] [book’]
Ready, if you are =X E) 0,05z | Timeout: 0| Max. Rows: 0/1-3/3

To count the conpl ai nt records for the campaign of type book, copy the following query and
paste it into the Statement 1 window.

sel ect count(*) as nunber O Conpl ai nt from ses where event _type =
" Conpl ai nt' and canpai gn |ike ' %o00k% ;

Place the cursor within the statement (somewhere before the semicolon), and then choose the
Execute current statement button.

The results are the following, showing that the book campaign had two complaints.

2 50L Workbench/) SES Events - Defaultwksp - O x
File Edit View Data 50L Macros Workspace Tools Help

» E@ € € > 3 @ i m X - W % | (@ iy | B [i5] | User=ses, Schema=public, URL =jdbc:redshift: /!

Statement 1

1select count(*) a3 numberOfComplaint from ses where event type = 'Complaint' and campaign like '%book:';

2

AV
Result 1 Messages

numberofcomplaint ¥

<& 2

Ready, if you are L:2C:1 0.05s | Timeout: 0 | Max. Rows: 0/1-1/1

Visualize Email Sending Events With Amazon Elasticsearch Service and
Kibana

Elasticsearch is an open-source search and analytics engine for use cases such as log analytics and
real-time application monitoring. Amazon Elasticsearch Service (Amazon ES) is an AWS service that
enables you to deploy, operate, and scale Elasticsearch in the AWS cloud. You can use Amazon ES to
analyze your Amazon SES email sending events.

In this tutorial, you publish Amazon SES email sending events to an Amazon Kinesis Firehose delivery
stream that publishes the event data to Amazon ES. You then view the data with Kibana, an open-
source visualization tool designed to work with Elasticsearch. Amazon ES includes built-in integration

with-Kibana-
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The following sections walk you through the process.

e Prerequisites (p. 165)

¢ Step 1: Create an Amazon ES Cluster (p. 165)

e Step 2: Create a Firehose Delivery Stream (p. 166)
e Step 3: Set up a Configuration Set (p. 167)

e Step 4: Send Emails (p. 168)

¢ Step 5: Visualize Data in Kibana (p. 169)

Prerequisites
For this tutorial, you will need the following:

< An AWS account — To access any web service that AWS offers, you must first create an AWS
account at http://aws.amazon.com.

« Verified email address — To send emails using Amazon SES, you must verify your "From"
address or domain to show that you own it. If you are in the sandbox, you also must verify your "To"
addresses. You can verify email addresses or entire domains, but this tutorial requires a verified
email address so that you can send an email from the Amazon SES console, which is the simplest
way to send an email. For information about how to verify an email address, see Verifying Email
Addresses in Amazon SES (p. 39).

Next Step
Step 1: Create an Amazon ES Cluster (p. 165)
Step 1: Create an Amazon ES Cluster

Before you set up Amazon Kinesis Firehose to publish your Amazon SES email sending events to
Amazon Elasticsearch Service (Amazon ES), you must create an Amazon ES cluster. This section
shows how to create an Amazon ES cluster using the Amazon ES console.

For the simplicity of this tutorial, we choose basic options. For information about all available options,
see the Amazon Elasticsearch Service Developer Guide.

Important

The cluster that you deploy for this tutorial will run in a live environment. As long as it is
running, it will accrue charges to your AWS account. To avoid unnecessary charges, you
should delete your cluster when you are done with it. For pricing information, go to the
Amazon Elasticsearch Service pricing page.

To create an Amazon ES cluster

1. Signinto the AWS Management Console and open the Amazon ES console at https://
console.aws.amazon.com/es/.

In the Amazon ES console, choose Get started.

On the Define domain page, under Domain Name, type a name for your Amazon ES domain.
Under Version, leave the Elasticsearch version field at its default value.

Choose Next.

On the Configure cluster page, under Node configuration, choose the following options.

ook wDd

e Instance count — Type 1.

¢ Instance type — Choose t2.micro.elasticsearch (Free tier eligible).
« Enable dedicated master — Do not enable this option.

« Enable zone awareness — Do not enable this option.
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7. Under Storage configuration, choose the following options.

e Storage type — Choose EBS. For the EBS settings, choose EBS volume type of General
Purpose (SSD) and EBS volume size of 10.

« Automated snapshot start hour — Choose Automated snapshots start hour 00:00 UTC
(default).

8. Choose Next.
9. Onthe Set up access policy page, for Set the domain access policy to, choose Allow open
access to the domain.

Important

This setting simplifies testing but is not recommended for production environments.
For information about configuring access policies, see Configuring Access Policies in the
Amazon Elasticsearch Service Developer Guide.

10. Choose Next.
11. On the Review page, review your settings, and then choose Confirm and create.

Note
The cluster will take up to ten minutes to deploy.

Next Step
Step 2: Create a Firehose Delivery Stream (p. 166)
Step 2: Create a Firehose Delivery Stream

To publish email sending events to Amazon Kinesis Firehose, you must create a Firehose delivery
stream. When you set up a Firehose delivery stream, you choose where Firehose publishes the data.
In this tutorial, we set up Firehose to publish the data to Amazon Elasticsearch Service (Amazon ES).

This section shows how to create a Firehose delivery stream using the Firehose console. For the
simplicity of this tutorial, we choose basic options. For information about all available options, see
Creating an Amazon Kinesis Firehose Delivery Stream in the Amazon Kinesis Firehose Developer
Guide.

Note
You must have already set up an Amazon ES cluster, as explained in Step 1: Create an
Amazon ES Cluster (p. 165).

To create a delivery stream from Firehose to Amazon Elasticsearch Service

1. Signinto the AWS Management Console and open the Firehose console at https://
console.aws.amazon.com/firehose/.

2. Choose Create Delivery Stream.
3. Onthe Destination page, choose the following options.

» Destination — Choose Amazon Elasticsearch Service.
¢ Delivery stream name — Type a name for the delivery stream.

e Elasticsearch domain — Choose the Amazon ES domain that you created in Step 1: Create an
Amazon ES Cluster (p. 165).

¢ Index — Type a name that you want to use to explore your email sending event data in Kibana.
You can choose any name, but let's use hol i day- sal e for this tutorial. An index is analogous
to a database. For example, if you want an easy way to access events from each of your email
campaigns separately, you can use a different Firehose stream and index for each campaign.

* Index rotation — Choose NoRotation.

« Type — Although this setting is not relevant to this tutorial, you must choose something, so type
event s. A type is a logical category or partition of your index.

API Version 2010-12-01
166


http://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-access-policies
http://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://console.aws.amazon.com/firehose/
https://console.aws.amazon.com/firehose/

Amazon Simple Email Service Developer Guide
Monitoring Using Event Publishing

¢ Retry duration (sec) — Type 300.
¢ Backup mode — Choose Failed Documents Only.

¢ S3 bucket — Choose New S3 Bucket. Type a name for the bucket and choose the region your
console is currently using.

e S3 prefix — Leave this field empty.
4. Choose Next.

5. Onthe Configuration page, leave the fields at the default settings. The only step you must do is
select an 1AM role that enables Firehose to access your resources, as explained in the following
procedure.

a. For lAM Role, choose Select an IAM role.

b. Inthe drop-down menu, under Create/Update existing IAM role, choose Firehose delivery
IAM role.

You will be taken to the IAM console.
c. Inthe IAM console, leave the fields at their default settings, and then choose Allow.

B  AWS v Tags v %

Amazon Kinesis Firehose is requesting permission to use resources in your account

Click Allow to give Amazon Kinesis Firehose Read and Write access to resources in your account.

» Hide Details

Role Summary @

Role Provides access to AWS Semvices and Resources

Description
IAM Role firehose_delivery_role ~
Policy Name Create a new Role Policy S

» View Policy Document

Don't Allow m

You will return to the Firehose delivery stream set-up steps in the Firehose console.
6. Choose Next.
7. Onthe Review page, review your settings, and then choose Create Delivery Stream.

Next Step
Step 3: Set up a Configuration Set (p. 167)
Step 3: Set up a Configuration Set

To set up Amazon SES to publish your email sending events to Amazon Kinesis Firehose, you first
create a configuration set, and then you add a Firehose event destination to the configuration set. This
section shows how to accomplish those tasks.
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If you already have a configuration set, you can add a Firehose destination to your existing
configuration set. In this case, skip to Adding a Firehose Event Destination (p. 168).

Creating a Configuration Set
The following procedure shows how to create a configuration set.

To create a configuration set

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

In the left navigation pane, choose Configuration Sets.

In the content pane, choose Create Configuration Set.

Type a name for the configuration set, and then choose Create Configuration Set.

gk wDn

Choose Close.

Adding a Firehose Event Destination

The following procedure shows how to add a Firehose event destination to the configuration set you
created.

To add a Firehose event destination to the configuration set

Choose the configuration set from the configuration set list.

For Add Destination, choose Select a destination type, and then choose Firehose.
For Name, type a name for the event destination.

Select all Event types.

Select Enabled.

For Stream, choose the delivery stream that you created in Step 2: Create a Firehose Delivery
Stream (p. 166).

For IAM role, choose Let SES make a new role, and then type a name for the role.

ISR A

N

Choose Save.
To exit the Edit Configuration Set page, use the back button of your browser.

Next Step
Step 4: Send Emails (p. 168)
Step 4: Send Emails

For Amazon SES to publish events associated with an email, you must specify a configuration set
when you send the email. You can also include message tags to categorize the email. This section
shows how to send a simple email that specifies a configuration set and message tags using the
Amazon SES console. You send the email to the Amazon SES mailbox simulator so that you can test
bounces, complaints, and other email sending outcomes.

To send an email using the Amazon SES console
1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. Inthe Navigation pane of the Amazon SES console, under Identity Management, choose Email
Addresses.
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3. Inthe list of identities, select the check box of an email address that you have successfully verified
with Amazon SES (p. 39).

4. Choose Send a Test Email.

5. Inthe Send Test Email dialog box, for Email Format, choose Raw.

6. Forthe To address, type an address from the Amazon SES mailbox simulator (p. 221), such as
conpl ai nt @i nmul at or. anazonses. comor bounce@i mul at or. amazonses. com

7. Copy and paste the following message in its entirety into the Message text box, replacing
CONFI GURATI ON- SET- NAME with the name of the configuration set you created in Step 3: Set up
a Configuration Set (p. 167), and replacing FROM ADDRESS with the verified address you are
sending this email from.

X- SES- MESSACE- TAGS: canpai gn=book

X- SES- CONFI GURATI ON- SET:  CONFI GURATI ON- SET- NAVE
Subj ect: Amazon SES Event Publishing Test

From Amazon SES User <FROWVI ADDRESS>

M ME- Version: 1.0

Cont ent - Type: text/plain

This is a test nessage.

8. Choose Send Test Email.

9. Repeat this procedure a few times so that you generate multiple email sending events. For a few
of the emails, change the value of the canpai gn message tag to cl ot hi ng to simulate sending
for a different email campaign.

Next Step
Step 5: Visualize Data in Kibana (p. 169)

Step 5: Visualize Data in Kibana

Now that you have published some Amazon SES email sending events to Amazon Elasticsearch
Service (Amazon ES) by sending emails with your configuration set and message tags, you can
visualize the events using Kibana, a web interface for Elasticsearch.

This section shows how to find your email sending events in Kibana, graph your email sending events
by event type, and find the email addresses that bounced. These exercises are useful because
monitoring your bounces and complaints is an important part of maintaining your mailing list.

¢ Viewing Your Email Sending Events (p. 169)
¢ Graphing Your Email Sending Events by Type (p. 171)
¢ Finding Recipient Addresses That Bounced (p. 172)

For Kibana documentation and tutorials, see the Kibana User Guide.
Viewing Your Email Sending Events

The following procedure shows how to go to the Kibana user interface from the Amazon ES console.
It then shows how to view the email sending events associated with the index you defined when

you set up your Amazon Kinesis Firehose delivery stream in Step 2: Create a Firehose Delivery
Stream (p. 166).

To view your raw email sending events in Kibana

1. Signin to the AWS Management Console and open the Amazon ES console at https://
console.aws.amazon.com/es/.
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2.

3.

Under My Elasticsearch domains, choose the domain you created in Step 1: Create an Amazon
ES Cluster (p. 165).

Choose the Kibana link.

ﬁ AWS Services v Oregon ¥ Support v

Dashboard example-domain

domains
Configure cluster Modify access policy Manage tags

example-domain

L]
2]

Domain status  Active
Elasticsearch version 2.3

Endpoint  search-example-domain-exampleabcdefghijkimnopars.us-west-2.es.amazonaws.com

Domain ARN  arn:aws:es:us-west-2:123456789012:domain/example-domain

Kibana search-example-domain-exampleabcdefghijklmnopgrs.us-west-2.es.amazonaws.com/ plugin/kibana

You will be directed to the Kibana web interface.

On the Configure an index pattern page, clear the Index contains time-based events check
box.

Under Index name or pattern, verify that hol i day- sal e, the index you created in Step 1: Create
an Amazon ES Cluster (p. 165), is present. If it is not present, type hol i day- sal e* into the
field, and then choose Create.

Note
If the Create button does not appear, try adding an asterisk to the end of the index
pattern.

Configure an index pattern

In order to use Kibana you must configure at least one index pattemn. Index patterns are used to identify the Elasticsearch index to run search
and analytics against. They are also used to configure fields.

[ Index contains time-based events

Index name or pattern

Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*

holiday-sale®

Create

Choose the Discover tab on the top menu.

In the search box below the Discover tab, put the cursor after the asterisk (*), and then press
Enter.

Kibana will display a list of all of your email sending events.
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-
| I klbana Discover  Visualze  Dashboard  Sefiings

GUGES

Selected Fields

_source '
» eventType: Send mail.timestamp: October 13th 2016, 22:02:16.645 mail.source: sender@example.com mail.sourceArn:
Available Fields us-east-1:123456789012:identity/sender@example. com mail.sendingAccountId: 123456789012 mail.messageld: EXAMPLE7cl
id b9a-02f9-4d12-a87d-dd0099a07f8a-000000 mail.destination: recipient@example.com mail.headersTruncated: false maill
< name”: "From”, “value”: "sender@example.com” }, { "name": "To", "value": "recipient@example.com” }, { "name": "Subi
index
- 51 Subsect” 1. T Thame"s "MTME Version®  fualue®: ™. 0" 1. T "mame": "Content-Tune® e Tmultinart /ml
_type .
bounce.bounceSubType »  eventType: Send mail.timestamp: October 13th 2016, 22:02:16.645 mail.source: sender@example.com mail.sourceArn:

us-east-1:123456789012:1dentity/sender@example. com mail.sendingAccountTd: 123456789012 mail.messageld: EXAMPLE7c1g
bounce.bounceType !

b9a-02f9-4d12-a87d-dd0099a07fBa-000000 mail.destination: recipient@example.com mail.headersTruncated: false mail.
bounce.bouncedRecipients k.
name": "From”, "value": "sender@example.com” }, { "name": "To", "value": "recipient@example.com” }, { “name": "Sub
bounce feedbackld

bounce.reportingMTA

" 4 eventType: Send mail.timestamp: October 13th 2016, 22:02:16.645 mail.source: sender@example.com mail.sourceArn:
bounce timestamp

us-east-1:123456789012:7dentity/sender@example.com mail.sendingAccountId: 123456789012 mail.messageld: EXAMPLE7cl!
complaint arrivalDate

b9a-02f9-4d12-a87d-dd0099a0718a-000000 mail.destination: recipient@example.com mail.headersTruncated: false mail.

Graphing Your Email Sending Events by Type

For insight into the overall health of your email campaign, you can visually compare the number of
problematic outcomes (bounces, complaints, and rejected emails) you have received across your
campaign. The following procedure shows how to set up a vertical bar chart that displays the count of
each type of email sending event.

To graph your email sending events by type

o gk~ PR

N

Choose the Visualize tab on the top menu.

Choose Vertical bar chart.

Choose From a new search. If prompted for an index pattern, choose hol i day- sal e*.
On the metrics pane, next to Y-Axis, ensure that the metric is set to Count.

In the Buckets pane, choose X-Axis.

For Aggregation, choose Terms. Terms refers to the fields in your JSON documents in your
index.

For Field, under String, choose eventType. Leave the rest of the fields at their default values.

Next to Options, choose the play button. Your bar chart comparing the event types will display on
the screen.
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10.

Discover Visualize Dashboard Settings

holiday* Legend ©
@ Count

Data Options

metrics
u Y-Axis Count 20

+ Add metrics

buckets 0
u X-Axis n
Aggregation 60

:
E
a 50
Field A Analyzed Field ]
eventType E|
40
Order Size
Top E| 5 =) 30
Order By
20
metric: Count E| -
4Advanced 10
¥ Add sub-buckets

send delivery bounce complaint reject
Top 5 eventType

To save your visualization, choose the save icon from the group of icons to the right of the search
bar.

Type atitle such as All Event Types, and then choose Save.

Finding Recipient Addresses That Bounced

Now that you have a visualization of the health of your overall email campaign, you can go back to the
raw data and find out which recipient addresses bounced, as described in the following procedure.

To view the email addresses that bounced

1.

Go to the Discover tab on the top menu.

You will see a list of your raw event records.

Note
If the main window reports that there are zero search results, enter * in the search bar,
and then press Enter.

In the left pane, under Available Fields, hover over eventType, and then choose the add button
that appears next to it.
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complaint.complaintFeedbackType

ndary= — Part 0 7160996660, 1476427336341% """ 1. "name": "¥-SES-MESSAGE

complaint feedbackld

complainttimestamp eventType: Send mail.timestamp: October 13th 2016, 22:02:16.645 mail.source]

. v/sender@example. com mail.sendingAccountId: 123456789012 mail.messageld: EX:
complaintuserAgent
pient@example.com mail.headersTruncated: false mail.headers: { "name": "From
delivery.processing TimeMillis . . .
com” }, { "name": "Subject”, "value": "Email Subject™ }, { "name": "MIME-Ver

delivery.recipients

ndarv= — Part 0 716006660 14764213263415"" 1 T "hama": ™¢_SES_MESSACE

delivery.reportingMTA
delivery smipResponse 4 eventType: Send mail.timestamp: October 13th 2016, 22:02:16.645 mail.source

_ _ v/sender@example. com mail.sendingAccountId: 123456789012 mail.messageld: EX:
delivery timestamp
pient@example.com mail.headersTruncated: false mail.headers: { "name": "From

eventType - . . - . . S
e n com” }, { "name": "Subject”, "value": "Email Subject™ }, { "name": "MIME-Ver

mail.commonHeaders.from T — Part 0 T1EOGEEEN 1476413363415 1T "pnama: "W_CEC_MECCACE

mail.commonHeaders.messageld
. . 4 eventType: Send mail.timestamp: October 13th 2016, 22:02:16.645 mail.source
mail.commonHeaders.subject
v/sender@example. com mail.sendingAccountId: 123456789012 mail.messageld: EX
mail.commonHeaders.to .
pient@example.com mail.headersTruncated: false mail.headers: { "name": "From

WAL ESTTEED com” }, { "name”: “Subject”, "wvalue”: "Email Subject™ }, { "name": "MIME-Ver

mail.headers dar= = Part 0 T1EADEEEN 1ATEAT]ITEIATL T L Voo V. Uy ore pEcsarE
ey

P e WENS

3. Inthe main window, hover over the eventType column heading, and then choose the arrow to sort
the event types by name.

The bounce events will move to the top of the list.

Note
There might be a short delay before the events are resorted.

Discover

holiday*
Selected Fields
eventT'mEE
eventType » Bounce

Awvailable Fields

» Bounce

_id

» Bounce
_index

» Bounce
_type

bounce bounceSubType » Bounce

bounce.bounceType »  Bounce

bounce.bouncedRecipients » Bounce

bounce.feedbackld
» Complaint

bounce.reportingMTA

» Complaint

- .bounce.timestaw P B I S b

4. Inthe left pane, under Available Fields, hover over bounce.bouncedRecipients, and then
choose the add button that appears next to it.

In the main window, you will see the recipient address and bounce reason for each bounce event.
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I I kl ban a Discover Visualize Dashboard Settings
*

holiday” <
Selected Fields N
eventType bounce.bouncedRecipients
eventType »  Bounce i
bounce.bouncedRecipients emailAddress": "recipient@example.com”,
"action”: "failed"”,
Available Fields "status”: "5.1.1%,
"diagnosticCode™: "smtp; 550 5.1.1 user unknown"”
_id }
_index
» Bounce i
_type "emailAddress": "recipient@example.com”,
"action": "failed",
bounce.bounceSubType "status”: "5.1.1"
TR , "diagnosticCode”: "smtp; 550 5.1.1 user unknown”
bounce.feedbackld
bounce.reportingMTA L i . R
"emailAddress": "recipient@example.com”,
bounce timestamp "action™: "failed",
o "status”: "5.1.1",
complaintarrivalDate "diagnosticCode™: "smtp; 550 5.1.1 user unknown"”
W%WWW

Graph Events in Amazon CloudWatch

In this tutorial, you publish Amazon SES email sending events to Amazon CloudWatch and then graph
the events using the CloudWatch console.

The following sections walk you through the process.

¢ Prerequisites (p. 174)

¢ Step 1: Set up a Configuration Set (p. 174)
¢ Step 2: Send Emails (p. 176)

e Step 3: Graph Events (p. 176)

Prerequisites
For this tutorial, you will need the following:

« An AWS account — To access any web service that AWS offers, you must first create an AWS
account at http://aws.amazon.com.

« Verified email address — To send emails using Amazon SES, you must verify your "From"
address or domain to show that you own it. If you are in the sandbox, you also must verify your "To"
addresses. You can verify email addresses or entire domains, but this tutorial requires a verified
email address so that you can send an email from the Amazon SES console, which is the simplest
way to send an email. For information about how to verify an email address, see Verifying Email
Addresses in Amazon SES (p. 39).

Next Step

Step 1: Set up a Configuration Set (p. 174)

Step 1: Set up a Configuration Set

To set up Amazon SES to publish your email sending events to Amazon CloudWatch, you first create

a configuration set, and then you add a CloudWatch event destination to the configuration set. This
section shows how to accomplish those tasks.
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If you already have a configuration set, you can add a CloudWatch destination to your existing
configuration set. In this case, skip to Adding a CloudWatch Event Destination (p. 175).

Creating a Configuration Set
The following procedure shows how to create a configuration set.
To create a configuration set

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

In the left navigation pane, choose Configuration Sets.

In the content pane, choose Create Configuration Set.

Type a name for the configuration set, and then choose Create Configuration Set.
Choose Close.

Al

Adding a CloudWatch Event Destination

The following procedure shows how to add a CloudWatch event destination to the configuration set you
created.

To add a CloudWatch event destination to a configuration set

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

In the left navigation pane, choose Configuration Sets.

Choose the configuration set you created in the previous procedure.

For Add Destination, choose Select a destination type, and then choose CloudWatch.
For Name, type a name for the event destination.

For Event types, choose Bounce and Complaint.

Select Enabled.

For Value Source, choose Message Tag.

For Dimension Name, type canpai gn.

10. For Default Value, type unknown.

©® N OO

Cloudwatch Destination X
Custom CloudWatch metrics may incur a charge. See the CloudWatch Pricing Page for more information.
Name* € | example_destination
Event types® €& [ send [1 Reject [] Delivery Bounce Complaint
Enabled [i]

Value Source 9 Dimension Name 9 Default Value 9
Message Tag ~ campaign unknown remaove

Add Dimension

* Required
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11. Choose Save.
12. To exit the Edit Configuration Set page, use the back button of your browser.

Step 2: Send Emails

For Amazon SES to publish events associated with an email, you must specify a configuration set
when you send the email. You can also include message tags to categorize the email. This section
shows how to send a simple email that specifies a configuration set and message tags using the
Amazon SES console. You send the email to the Amazon SES mailbox simulator so that you can test
bounces, complaints, and other email sending outcomes.

To send an email using the Amazon SES console

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

2. Inthe Navigation pane of the Amazon SES console, under Identity Management, choose Email
Addresses.

3. Inthe list of identities, select the check box of an email address that you have successfully verified
with Amazon SES (p. 39).

4. Choose Send a Test Email.

5. Inthe Send Test Email dialog box, for Email Format, choose Raw.

6. Forthe To address, type an address from the Amazon SES mailbox simulator (p. 221), such as
conpl ai nt @i nmul at or. anazonses. comor bounce@i mul at or. anazonses. com

7. Copy and paste the following message in its entirety into the Message text box, replacing
CONFI GURATI ON- SET- NAME with the name of the configuration set you created in Step 3: Set up
a Configuration Set (p. 167), and replacing FROM ADDRESS with the verified address you are
sending this email from.

X- SES- MESSACE- TAGS: canpai gn=book

X- SES- CONFI GURATI ON- SET:  CONFI GURATI ON- SET- NAVE
Subj ect: Anmazon SES Event Publishing Test

From Amazon SES User <FROW ADDRESS>

M ME- Version: 1.0

Content - Type: text/plain

This is a test nessage.

8. Choose Send Test Email.
9. Repeat this procedure a few times so that you generate multiple email sending events. For a few

of the emails, change the value of the canpai gn message tag to cl ot hi ng to simulate sending
for a different email campaign.
Next Step
Step 3: Graph Email Sending Events (p. 176)
Step 3: Graph Email Sending Events
Now that you have published some Amazon SES email sending events to CloudWatch by sending
emails with your configuration set and message tags, you can graph metrics for those events using the

CloudWatch console.

To graph email sending event metrics

1. Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.
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2. Inthe left navigation pane, choose Metrics.
In the All metrics tab, choose SES.

You can also type SES into the search field.
Choose Per configuration set.
Select the metric to view.

A graph appears in the details pane.

Analyze Email Sending Events With Amazon Kinesis Analytics

Amazon Kinesis Analytics enables you to process and analyze streaming data using SQL. You can use
Amazon Kinesis Analytics to analyze your Amazon SES email sending events.

In this tutorial, you first set up an Amazon SES configuration set to publish your email sending events
to an Amazon Kinesis Firehose delivery stream, and then you send emails through Amazon SES using
that configuration set. You then set up Amazon Kinesis Analytics to capture the email sending events
from the Firehose stream and use SQL to extract key information from the emails you sent.

Note
This tutorial requires that you already have an application that can send a steady stream of
emails through Amazon SES. This requirement is explained in Prerequisites (p. 177).

The following sections walk you through the tutorial.

e Prerequisites (p. 177)

¢ Step 1: Create a Firehose Delivery Stream (p. 178)

¢ Step 2: Set up a Configuration Set (p. 179)

¢ Step 3: Send Emails (p. 180)

e Step 4: Create an Amazon Kinesis Analytics Application (p. 180)
¢ Step 5: Run a SQL Query (p. 185)

¢ (Optional) Step 6: Save SQL Query Results (p. 186)

Prerequisites
For this tutorial, you will need the following:

« An AWS account — To access any web service that AWS offers, you must first create an AWS
account at http://aws.amazon.com.

« Verified email address — To send emails using Amazon SES, you must verify your "From"
address or domain to show that you own it. If you are in the sandbox, you also must verify your "To"
addresses. You can verify email addresses or entire domains, but this tutorial requires a verified
email address so that you can send an email from the Amazon SES console, which is the simplest
way to send an email. For information about how to verify an email address, see Verifying Email
Addresses in Amazon SES (p. 39).

« Email application — When you use the console to set up and use Amazon Kinesis Analytics, as in
this tutorial, you must send a steady stream of emails through Amazon SES so that you generate
a steady stream of email sending events. This enables Amazon Kinesis Analytics to automatically
detect the schema and then later, process the event records with SQL. One email every ten seconds
for five minutes is sufficient for this tutorial.

Important
If you do not have an existing email campaign to send to real recipients, we strongly
recommend that you send emails to an Amazon SES mailbox simulator (p. 221) address.
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Emails that you send to the mailbox simulator do not count towards your Amazon SES
bounce and complaint rates or your daily sending quota.

Next Step
Step 1: Create a Firehose Delivery Stream (p. 178)
Step 1: Create a Firehose Delivery Stream

To analyze Amazon SES email sending events with Amazon Kinesis Analytics, you must configure
Amazon SES to publish the events to an Amazon Kinesis Firehose delivery stream, and then configure
Amazon Kinesis Analytics to get the event data from Firehose.

When you set up a Firehose delivery stream, you choose the final destination of the data. Your
destination options are Amazon Simple Storage Service (Amazon S3), Amazon Elasticsearch

Service, or Amazon Redshift. If you simply want to analyze email sending events with Amazon Kinesis
Analytics, it does not matter which destination you choose. For the simplicity of this tutorial, we
configure Firehose to publish the data to Amazon S3, but you can use any destination as long as you
set it up in the same region as your Amazon SES sending and Firehose delivery stream.

This section shows how to create a Firehose delivery stream using the Firehose console. For the
simplicity of this tutorial, we choose basic options. For information about all available options, see
Creating an Amazon Kinesis Firehose Delivery Stream in the Amazon Kinesis Firehose Developer
Guide.

To create a delivery stream from Firehose to Amazon S3

1. Signinto the AWS Management Console and open the Firehose console at https://
console.aws.amazon.com/firehose/.
Choose Create Delivery Stream.
On the Destination page, choose the following options.

» Destination — Choose Amazon S3.
* Delivery stream name — Type a name for the delivery stream.

¢ S3 bucket — Choose an existing bucket, or choose New S3 Bucket. If you create a new bucket,
type a name for the bucket and choose the region your console is currently using.

e S3 prefix — Leave this field empty.
Choose Next.
On the Configuration page, leave the fields at the default settings. The only step you must do is
select an IAM role that enables Firehose to access your resources, as explained in the following
procedure.
a. For IAM Role, choose Select an IAM role.
b. Inthe drop-down menu, under Create/Update existing IAM role, choose Firehose delivery
IAM role.
You will be taken to the IAM console.

c. Inthe IAM console, leave the fields at their default settings, and then choose Allow.
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BN AWS v Tags v %

Amazon Kinesis Firehose is requesting permission to use resources in your account

Click Allow to give Amazon Kinesis Firehose Read and Write access to resources in your account.

» Hide Details

Role Summary @

Role Provides access to AWS Services and Resources

Description
IAM Role firehose_delivery_role w
Policy Name Create a new Role Policy o

» View Policy Document

Don't Allow m

You will return to the Firehose delivery stream set-up steps in the Firehose console.

Choose Next.
On the Review page, review your settings, and then choose Create Delivery Stream.

Next Step

Step 2: Set up a Configuration Set (p. 179)

Step 2: Set up a Configuration Set

To set up Amazon SES to publish your email sending events to Amazon Kinesis Firehose, you first
create a configuration set, and then you add a Firehose event destination to the configuration set. This

section shows how to accomplish those tasks.

If you already have a configuration set, you can add a Firehose destination to your existing
configuration set. In this case, skip to Adding a Firehose Event Destination (p. 180).

Creating a Configuration Set
The following procedure shows how to create a configuration set.

To create a configuration set

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses/.

In the left navigation pane, choose Configuration Sets.

In the content pane, choose Create Configuration Set.

Type a name for the configuration set, and then choose Create Configuration Set.

o > DN

Choose Close.
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Adding a Firehose Event Destination

The following procedure shows how to add a Firehose event destination to the configuration set you
created.

To add a Firehose event destination to the configuration set

Choose the configuration set from the configuration set list.

For Add Destination, choose Select a destination type, and then choose Firehose.
For Name, type a name for the event destination.

Select all Event types.

Select Enabled.

For Stream, choose the delivery stream that you created in Step 1: Create a Firehose Delivery
Stream (p. 178).

For IAM role, choose Let SES make a new role, and then type a name for the role.
Choose Save.
9. To exit the Edit Configuration Set page, use the back button of your browser.

o0k wnNpE

© N

Next Step
Step 3: Send Emails (p. 180)
Step 3: Send Emails

When you use the console to set up and use Amazon Kinesis Analytics, as you do in the rest of this
tutorial, you must send a steady stream of emails through Amazon SES. This tutorial assumes that you
already have an application that can send these emails. One email every ten seconds for five minutes
is sufficient for this tutorial. We highly recommend that you use a "To" address from the Amazon SES
mailbox simulator (p. 221), such as success@i nmul at or . amazonses. com

To enable event publishing for an email, you must provide the name of the configuration set to Amazon
SES when you send the email. You can optionally include message tags to categorize the email. You
provide this information to Amazon SES as either parameters to the email sending APIl, Amazon SES-
specific email headers, or custom headers in your MIME message. For more information, see Send
Email Using Amazon SES Event Publishing (p. 132).

For example, you might add the following Amazon SES-specific email headers to your email to
simulate a book campaign. Replace CONFI GURATI ON- SET- NAME with the name of the configuration
set you created in Step 2: Set up a Configuration Set (p. 179).

X- SES- CONFI GURATI ON- SET:  CONFI GURATI ON- SET- NAVE
X- SES- MESSAGE- TAGS: canpai gn=book

Next Step
Step 4: Create an Amazon Kinesis Analytics Application (p. 180)
Step 4: Create an Amazon Kinesis Analytics Application

Now that you have set up event publishing with Amazon SES, you can configure Amazon Kinesis
Analytics to capture the email sending event data from your Amazon Kinesis Firehose delivery stream.
To do this, you create an Amazon Kinesis Analytics application.

The following procedure shows how to use the Amazon Kinesis Analytics console to create an
application that captures Amazon SES email sending event data from your Firehose delivery stream,
and then how to perform a simply SQL query on the data to return the events of type "Send".

API Version 2010-12-01
180




Amazon Simple Email Service Developer Guide
Monitoring Using Event Publishing

Note

The email sending events of different event types (send, bounce, complaint, and delivery)
have different JISON schema (p. 138). In a production environment, you might choose to
examine several fields of this schema, but in this tutorial, we limit our examination to a small
set of fields that are present for all event types.

To create an Amazon Kinesis Analytics application

1.

o ok~ w

Start sending a steady stream of emails configured for event publishing through Amazon SES,
and continue sending the emails throughout this procedure. This is required so that the Amazon
Kinesis Analytics console can automatically detect the schema of the event records. One email
every ten seconds for five minutes is sufficient for this tutorial. For more information, see Step 3:
Send Emails (p. 180).

After your email program has sent a few emails, move on to the next step.

Sign in to the AWS Management Console and open the Amazon Kinesis Analytics console at
https://console.aws.amazon.com/kinesisanalytics.

Choose Create new application.

Enter an application name and description, and then choose Save and continue.
Choose Connect to a source.

Choose the Firehose stream you created in Step 2: Set up a Configuration Set (p. 179).

Amazon Kinesis Analytics will attempt to discover the schema of the email sending event records
based on the incoming records. If Amazon Kinesis Analytics displays Error discovering input
schema, that means that it has not received any email sending records yet. Choose Rediscover
schema. You might need to choose this button several times. If schema discovery does not
succeed after several attempts, ensure that your email sending application is steadily sending
emails, and that the emails specify a configuration set.

When Amazon Kinesis Analytics detects a schema, it will display a success message and list the
records it detected.

Important

Do not choose Save and continue. This will cause you to encounter errors because
the discovered schema does not adhere to SQL naming constraints. You must edit the
schema as described in the next step.

Choose Edit schema.
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A

b

I P O e D U VU

& Schema discovery successful
Detected .JJSON format and applied schema

» To define a custom schema, choose “Edit schema” in the stream sample below.
= To capture a new stream sample from the selected source for discovery,
rediscover the schema

(Optional) Send AWS a sample of your data to help improve schema discovery in
Amazon Kinesis Analytics

Help improve schema discovery

Formatted stream sample Raw stream sample
T Filter by columr o # Edit schema

messageld0 eventType source sourceAm

VARCHAR(64) VARCHAR(8) VARCHAR(32) VARCHAR(128)
EXAMPLEBdBE33ffed-9d79e202-8e68-4d84-8c12-bdB0644b270e-000000  Send sender@example.com arn:aws:ses:us-east-
EXAMPLEBdG33fed-9d79e202-8e68-4d84-8¢12-bd80644b270e-000000 Send sender@example.com arn.aws:sesus-east-
EXAMPLEBdE33ifed4-9d75e202-8e68-4d84-8c12-bd80644b270e-000000 Send sender@example.com arn.aws:ses.us-east-
EXAMPLEBdE33fed-9d79e202-8e68-4d84-8C12-bd80644b270e-000000 Send sender@example.com arn.aws:ses:us-east-
EXAMPLEBdG331e4-9d75e202-8e68-4d84-8c12-bd80644b270e-000000 Send sender@example.com arn:aws:ses:us-east-
EXAMPLEBd6E33ffed-9dT79e202-8e68-4d84-8c12-bdB0644b270e-000000  Send sender@example.com arn:aws:ses:us-east-

For the purpose of this tutorial, we will remove most of the rows. Choose X next to all rows except
rows with the following column names:

e eventType

* timestamp

¢ messageld

e to

* ses:configuration-set

Important

Do not choose Save schema and update stream samples. This will cause you to
encounter errors because the discovered schema does not adhere to SQL naming
constraints. You must edit the schema as described in the next step.
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Kinesis Analytics dashboard > Example > Source > Edit schema (2]
Format: JSON hd Record encoding: UTF-8 Row path: S
T
Column order Column name Column type Row path

< Add column

1 eventType VARCHAR - Length 8 S.eventType

2 timestamp TIMESTAMP = 5.mail.timestamp

3 source VARCHAR - Length 32 $.mail.source

4 sourceAm VARCHAR - Length 128 $.mail.sourceArmn

[« B EE x

sendingAccountld BIGINT $_mail sendingAcct
R messageld VARCHAR - Length 64 5.mail.messageld
S 7 destination VARCHAR - Length: | 64 $.mail destination(
et - — P a Al e e el e O ot il il A pn 4]

9. Examine the remaining entries under Column name and compare them to the SQL naming
requirements as follows:

¢ Format — As described in Identifiers in the Amazon Kinesis Analytics SQL Reference,
unquoted identifiers must start with a letter or underscore, and be followed by letters, digits or
underscores. Amazon SES auto-tag names do not comply with these requirements because
they contain colons and dashes. You will edit these in the next step.

¢ Reserved words — Column names must not conflict with the SQL reserved words listed in
Reserved Words and Keywords in the Amazon Kinesis Analytics SQL Reference. Examples of
reserved keywords that conflict with Amazon SES event records are t i mest anp, val ue, dat e,
from and t o. Also check any custom headers you use.

10. Edit the remaining column names to conform to the SQL requirements as follows:

« Rename ses: confi guration-set toses_configuration_set.
* Renameti mest anp to ses_ti mest anp.

¢ Renametotoses to.
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Kinesis Analytics dashboard > Example > Source > Edit schema
Format: JSON hd Record encoding: UTF-8 Row path: 5
Column order Column name Column type Row path
4 Add column
x “ 1 eventType VARCHAR v Length: 8 S.eveniType
x - 2 ses_timestamp TIMESTAMP = $.mail timestamp
x ° 3 messageld WVARCHAR « | Length: 64 $.mail.messageld
x . 4 ses_to VARCHAR - Length: G4 5. mail.commonHe:
x - 5 ses_configuration_set WVARCHAR - Length: 16 $.mail.tags.ses:cor
o ~ PPy

11. Choose Save schema and update stream samples. If you encounter any validation errors,
ensure that you correctly performed step 10. If you encounter the error No rows in source
stream, ensure that you are still sending the email stream you started at the beginning of this

procedure, and then choose Retrieve rows. You might n
times before Amazon Kinesis Analytics captures records.

eed to choose Retrieve rows several

12. Nextto Save schema and update stream samples, choose Exit (done).
S e, A e A s
Y Filtel col e
Column order Column name Column type Row path
+ Add column
x 1 eventType VARCHAR v | Length: g $.eventType
x =2 ses_timestamp TIMESTAMP = $.mail timestamp
% “ 3 messageld VARCHAR »  Length: 54 $.mail. messageld
x * 4 ses_to VARCHAR «  Length: 64 $.mail. commonHe
-
% = 5 ses_configuration_set VARCHAR =  Length: 16 $.mail tags.ses:cc
Exit (done) Save schema and update stream samples
Next Step

Step 5: Run a SQL Query (p. 185)
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Step 5: Run a SQL Query

Now that you have created an Amazon Kinesis Analytics application and configured it to use your
Amazon Kinesis Firehose delivery stream as its source, you can query the email sending event data
that the Firehose delivery stream receives.

This topic shows how to run a SQL query on the email sending event data.

Important
This procedure requires that you continue to send a steady stream of emails configured for
event publishing through Amazon SES, as described in Step 3: Send Emails (p. 180).

To run a SQL query in Amazon Kinesis Analytics

1. Assuming that you have moved on to this procedure immediately after the last step (p. 180), go
to the Amazon Kinesis Analytics console top menu and choose your application.

[ T Services ~  Resource Groups v % / N. Virginia v

Kinesis Analytics dashboard > > Source
Source
Select a stream (1) Configure a new stream
VN
v [+
Stream name T Stream type

2. Choose Go to SQL editor.

Amazon Kinesis Analytics will attempt to read event data from the Firehose stream. If you
encounter the error No rows in source stream, ensure that you are still sending the email stream
you started at the beginning of this procedure, and then choose Retrieve rows.

Kinesis Analytics dashboard » Example (7]

Example

' Metrics Application status: RUNNING

Source

Firehose delivery stream: MyStream &

Your Kinesis Analytics application can receive input from a single streaming source. Leamn more

Real-time analytics
O Author your own SQL queries or add SAL from templates to easily analyze your source data. Learn more

Go to 5QL editor

3. Inthe code editor box, paste the following code.
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CREATE OR REPLACE STREAM " DESTI NATI ON_SQL_STREAM' ("event Type"
VARCHAR( 16), "ses_timestanmp" tinmestanp, "nessageld" VARCHAR(64),
VARCHAR( 64), "ses_configuration_set" VARCHAR(32));

"ses_to"

CREATE OR REPLACE PUWP " STREAM PUVP" AS | NSERT | NTO
" DESTI NATI ON_SQL_STREAM'

SELECT STREAM "event Type",
"ses_configuration_set"
FROM " SOURCE_SQL_STREAM 001"

WHERE "event Type" = ' Send'

"ses_tinmestanp”, "nessageld", "ses_to",

Choose Save and run SQL.

After Amazon Kinesis Analytics retrieves and processes incoming records, you will see a list of
event records of type "Send".

Kinesis Analytics dashboard > Example > SQL editor (2]

Add SQL from templates Export SQL

1 [CREATE OR REPLACE STREAM "DESTINATION_SQL_STREANM" ("eventType" VARCHAR(16), "ses_timestamp" timestamp, "messageld” VARCHAR(64), "Ses_to" VARCHAR(64), "Ses_configuration_set” VARCHAR|
; CREATE OR REP! PUMP “"STREAM_PUMP™ AS INSERT INTO "DESTINATION_SQL_STREAM™
; SELECT STREAM "eventType”, "ses_timestamp”, "messageld”, "ses_to", "ses_configuration_set”
6 | FROM "SOUR( I_ea1"
7 |WHERE "eventType™ = "Send"
v
=
eee
Sourcedata || Real-time analytics || D Application status: RUNNING

In-application streams:

Pause results £5 New resulits will be added every 2-10 seconds

EES R GRS SRHE RN Scroll to bottom when new resulis arrive

error_stream

T

ROWTIME eventType = ses_timestamp messageld

2016-12-07 00:53:17.389  Send 2016-12-07 00:51:42.039  EXAMPLEdGC3bd57-a4b91dbd-ech9-4€05-aec6-b7 5cfee5b86b-00C
2016-12-07 00:53:17.389  Send 2016-12-07 00:52:32 12 EXAMPLEd6c480f8-cOeedbed-2fdf-4ef0-b8ba-061461f5a169-00000
2016-12-07 00:53:17.389  Send 2016-12-07 00:52:22.032  EXAMPLEU6C45990-e7eab936-303c-4M7-9879-1c55017b24b3-00C
2016-12-07 00:53:26.303  Send 2016-12-07 00:52:42 036 EXAMPLEdGc4arb4-2c94da25-2592-4bci-a784-fc41b255a417-0001
2016-12-07 00:53:31.307  Send 2016-12-07 00:52:11 983  EXAMPLEd6c43247-6cde57d2-2194-4720-a366-c63b%e5T4cdf-0000C

Next Step
(Optional) Step 6: Save SQL Query Results (p. 186)

(Optional) Step 6: Save SQL Query Results

You can set up your Amazon Kinesis Analytics application to write the output of your SQL queries to an
Amazon Kinesis Firehose delivery stream. To do so, you must create another Firehose delivery stream
because you cannot use the same delivery stream as both the source and destination of an Amazon
Kinesis Analytics application. As with any Firehose delivery stream, you can choose the destination to
be Amazon Simple Storage Service (Amazon S3), Amazon Elasticsearch Service, or Amazon Redshift.

The following procedure shows how to configure Amazon Kinesis Analytics to save SQL query results
in JSON format to a Firehose delivery stream that writes the data to Amazon S3. Then you run a SQL

qguery and access the saved data.
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To save the results of SQL queries to Amazon S3

1. Setup anew Firehose stream that uses Amazon S3 as the destination. It is the same procedure
you used in Step 1: Create a Firehose Delivery Stream (p. 178).

2. Go to the Amazon Kinesis Analytics console, expand your application, and then choose
Application details.

ii Services ~  Resource Groups v % AL Userv  N.Virginia v Support v
T &« < MViewing 1- 1 of 1 applications > »
Application name - State -
O E Example Running
Input Created: Dec 8, 2016 2:55:06 PIM

Last Updated: _Dec 046 2°5 =¥

Source ARN: arn:aws:firehose us-east- Application details
1:123456789012:deliverystream/MyStream

Role ARN: arn:aws:iam: 123456789012 role/service-
role/kinesis-analytics-Example
Format: JSON

Qutput

Source: No source ARN specified
Role ARN: No role ARN specified
Format: Mo record format specified

« < Viewing 1- 1 of 1 applications > »

3. Choose Connect to a destination.

P,

e AR it P e e P A L P A e P A e i AT A

100411

010000 Source

aa0400

Firehose delivery stream: MyStream I

Your Kinesis Analytics application can receive input from a single streaming source. Learn more

Real-time analytics

Q Continuously analyzing your source data with SQL. Learn more

Go to SQL results

Destination

(Optional) Connect a Kinesis stream or a Firehose delivery stream to continuously deliver SQL results to S3, Redshift, or
Elasticsearch.
101001 Learn more

010100
Connect to a destination

101010

4. Choose the Firehose stream you created in step 1, leave the rest of the options at their default
settings, and then choose Save and continue.

It might be several seconds before you return to the main page of the application.
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5.

Destination
Select a stream (1) Configure a new stream
Stream name - Stream type
StreamForsaL Firehose delivery stream
In your SQL, refer to this streamas DESTINATION_SQL_STREAM
4
Qutput format JSON -
Permission to access the stream @ Create/update Example 1AM role
Choose an IAM role
T T S S TP S—— i . - P e B e B e

Choose Go to SQL results.

P R P S R B S P

oo,

210000 Source

101001

40400

Firehose delivery stream: MyStream ¢

Your Kinesis Analytics application can receive input from a single streaming source. Learn more

Real-time analytics
Q Continuously analyzing your source data with SQL. Learn more

Go to SQL results

Destination
Firehose delivery stream: StreamForsQL &

Connect a Kinesis Stream, or a Firehose delivery stream to continuously deliver SQL results to S3. Redshift or
010100 Elasticsearch. Learn more

Choose Save and run SQL to re-run the query you ran in Step 5: Run a SQL Query (p. 185).

Amazon Kinesis Analytics will attempt to process event data it receives from the Firehose delivery
stream. If you encounter the error No rows have arrived yet, ensure that you are still sending
emails so that Amazon Kinesis Analytics has email sending events to process.

As Amazon Kinesis Analytics processes records, you will see results appear in the Real-time
analytics tab. Amazon Kinesis Analytics automatically saves the results to the Amazon S3 bucket
that you specified when you set up the Firehose delivery stream in step 1.
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Kinesis Analytics dashboard > Example > SQL editor

Add SQL from templates

(2]

Export SQL

In-application streams: Pause results
DESTINATION_SQL_STREAM

error_stream

1 [CREATE OR REPLACE STREAM "DESTINATION_SQL_STREANM" ("eventType" VARCHAR(16), "ses_timestamp" timestamp, "messageld” VARCHAR(64), "Ses_to" VARCHAR(64), "Ses_configuration_set” VARCHAR|
; CREATE OR REPLACE PUMP "STREAM_PUMP™ AS INSEI INTO "DESTINATION_SQL_STREAM™
; SELECT STREAM "eventType”, "ses_timestamp”, "messageld”, "ses_to", "ses_configuration_set”
6 |FROM "SOURCE_SQL_STREAM_ 861"
7 |WHERE "eventType™ = "Send"
v
=
eee
Sourcedata || Real-time analytics || D Application status: RUNNING

% New results will be added every 2-10 seconds

Scroll to bottom when new resulls arrive

Y Fite
ROWTIME eventType = ses_timestamp messageld

2016-12-07 00:53:17.389  Send 2016-12-07 00:51:42.039  EXAMPLEdGC3bd57-a4b91dbd-ech9-4€05-aec6-b7 5cfee5b86b-00C
2016-12-07 00:53:17.389  Send 2016-12-07 00:52:32 12 EXAMPLEd6c480f8-cOeedbed-2fdf-4ef0-b8ba-061461f5a169-00000
2016-12-07 00:53:17.389  Send 2016-12-07 00:52:22.032  EXAMPLEU6C45990-e7eab936-303c-4M7-9879-1c55017b24b3-00C
2016-12-07 00:53:26.303  Send 2016-12-07 00:52:42 036 EXAMPLEdGc4arb4-2c94da25-2592-4bci-a784-fc41b255a417-0001
2016-12-07 00:53:31.307  Send 2016-12-07 00:52:11 983  EXAMPLEd6c43247-6cde57d2-2194-4720-a366-c63b%e5T4cdf-0000C

To retrieve the results, go to the Amazon S3 console.

8. Choose the Amazon S3 bucket that is associated with the Firehose delivery stream that the
Amazon Kinesis Analytics application uses as its destination.

9. Navigate to the data, which by default, is organized in a folder hierarchy based on the date the
results are saved to the bucket.

If the bucket is empty, wait a few minutes and try again. It can take several minutes for data to get
from Amazon Kinesis Analytics to your Amazon S3 bucket.

10. Choose a file, and then from the Actions menu, choose Download.

User v Global ~

Support ~

Services v Resource Groups ~

m Create Folder ~ Actions ~ Q None Properties = Transfers (e
All Buckets | example
Name Storage Class Size Last Modified
D StreamForSQL-1-2016-1 -4122-h361-21c7694e9bC Standard 62KB Thu Dec 08 15:51:50 GMT-800 2016
Create Folder._
| ] D StreamForSQL-1-2016-12 G-4718-b230-4c60284d4037  Standard 6.9 KB Thu Dec 08 15:56:55 GMT-800 2016

Upload
Make Public
Rename
Delete

nitiate

11. Follow the on-screen instructions to download the file to your computer.

12. On your computer, open the file with a text editor. The records are in JSON format, and each
record is contained in braces. The following is an example of a file that contains two records.
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"event Type": "Send", "ses_tinestanp":"2016-12-08

18:51:12. 092", "nmessagel d": " EXAMPLE8df c6695c- 5f 048b74-
caB83- 4052-8348- 4e7da9669f ¢3- 000000", "ses_to": "[\"success@i nul at or. amazonses. com
\" ]","ses_configuration_set":"[\"M/ConfigSet\" ]"}
{"event Type": " Send", "ses_ti nmestanp":"2016-12-08

18: 50: 42. 181", "nessagel d": " EXAMPLEdf c5f 485-
d40a2543- 2cac- 4b84- 8a8f - 30bebdf 3820c- 000000", "ses_to":"[\"success@i nul at or|. anazonses. ccC
\" ]","ses_configuration_set":"[\"M/ConfigSet\" ]"}

Managing Your Amazon SES Sending Limits

Your Amazon Simple Email Service (Amazon SES) account has a set of sending limits to regulate the
number of email messages that you can send and the rate at which you can send them. Sending limits
benefit all Amazon SES customers because they help to maintain the trusted relationship between
Amazon SES and Internet service providers (ISPs). Sending limits help you to gradually ramp up

your sending activity and decrease the likelihood that ISPs will block your emails because of sudden,
unexpected spikes in your email sending volume or rate.

The following are Amazon SES sending limits:

¢ Sending Quota—The maximum number of emails that you can send in a 24-hour period. The
sending quota reflects a rolling time period. Every time you try to send an email, Amazon SES
checks how many emails you sent in the previous 24 hours. As long as the total number of emails
that you have sent is less than your quota, your send request will be accepted and your email will
be sent. If you have already sent your full quota, your send request will be rejected with a throttling
exception. For example, if your sending quota is 50,000, and you sent 15,000 emails in the previous
24 hours, then you can send another 35,000 emails right away. If you have already sent 50,000
emails in the previous 24 hours, you will not be able to send more emails until some of the previous
sending rolls out of its 24-hour window.

¢ Maximum Send Rate—The maximum number of emails that Amazon SES can accept from your
account per second. You can exceed this limit for short bursts, but not for a sustained period of time.

Note
The rate at which Amazon SES accepts your messages might be less than the maximum
send rate.

Your Amazon SES sending limits for each AWS region are separate. For information about using
Amazon SES in multiple AWS regions, see Regions and Amazon SES (p. 327).

When you are in the Amazon SES sandbox, your sending quota is 200 messages per 24-hour period
and your maximum sending rate is one message per second. To increase your sending limits, you
need to submit an SES Sending Limits Increase case. For more information, see Moving Out of the
Amazon SES Sandbox (p. 54). After you have moved out of the sandbox and start sending emails, you
can increase your sending limits further by submitting another SES Sending Limits Increase case, as
discussed in Increasing Your Amazon SES Sending Limits (p. 192).

Note

Sending limits are based on recipients rather than on messages. For example, an email
that has 10 recipients counts as 10 against your quota. However, we do not recommend
that you send an email to multiple recipients in one call to SendEnai | because if the call to
Amazon SES fails (for example, the request is improperly formatted), the entire email will be
rejected and none of the recipients will get the intended email. We recommend that you call
SendEnai | once for every recipient.

¢ To increase your sending limits, see Increasing Your Amazon SES Sending Limits (p. 192).
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¢ For information about the errors your application receives when you reach your sending limits, see
What Happens When You Reach Your Amazon SES Sending Limits (p. 193).

¢ To monitor your sending limits by using the Amazon SES console or the Amazon SES API, see
Monitoring Your Amazon SES Sending Limits (p. 191).

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Monitoring Your Amazon SES Sending Limits

You can monitor your sending limits by using the Amazon SES console or through the Amazon SES
API, whether by calling the Query (HTTPS) interface directly or indirectly through an AWS SDK, the
AWS Command Line Interface, or the AWS Tools for Windows PowerShell.

Important

We recommend that you frequently check your sending statistics to ensure that you are

not close to your sending limits. If you are close to your sending limits, see Increasing Your
Amazon SES Sending Limits (p. 192) for information about how to increase them. Don't wait
until you reach your sending limits to consider increasing them.

Monitoring Your Sending Limits Using the Amazon SES
Console

The following procedure shows you how to view your sending limits using the Amazon SES console.

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. In the Navigation pane, click Sending Statistics. Your sending limits are shown under Your
Amazon SES Sending Limits.

~ Your Amazon SES Sending Limits &

Below are the latest statistics and metrics related to your Amazon SES Usage.

PO VU

Last updated: 2013-06-11 18:12 UTC-7
Your Amazon SES Sending Limits

Sending Quota: send 1000000 emails per 24 hour period
Quota Used: 0% as of 2013-06-11 18:12 UTC-7
Max Send Rate: 80 emails/second

Learn more about your sending limits.

PR AT

3. To update the display, click Refresh.

Monitoring Your Sending Limits Using the Amazon SES API

The Amazon SES API provides the Get SendQuot a action, which returns your sending limits. When
you call Get SendQuot a action, you receive the following information:
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¢ Number of emails you have sent during the past 24 hours
¢ Sending quota for the current 24-hour period
* Maximum send rate

Note
For a complete description of Get SendQuot a, go to the Amazon Simple Email Service API
Reference.

Increasing Your Amazon SES Sending Limits

Once your account is out of the sandbox, your sending limits will increase if you are sending high-
quality content and we detect that your utilization is approaching your current limits. Often, the system
will automatically increase your quota before you actually need it, and no further action is needed.

If your existing quota is not adequate for your needs and the system has not automatically increased
your quota, you can open an SES Sending Limits Increase case in Support Center.

For a list of the information that you will need when you open the case, see Opening an SES Sending
Limits Increase Case (p. 192).

Important

Plan ahead. Be aware of your sending limits and try to stay within them. If you anticipate
needing a higher quota than the system has allocated automatically, please open an SES
Sending Limits Increase case well prior to the date that you need the higher quota.

Important
If you anticipate needing to send more than one million emails per day, you must open an
SES Sending Limits Increase case.

For Amazon SES to increase your quota, make sure that you use the following guidelines:

¢ Send high-quality content—Send content that recipients want and expect. For recommendations
about how to send high-quality emails, see the Amazon Simple Email Service Email Sending Best
Practices white paper.

¢ Send real production content—Send your actual production email. This enables Amazon SES to
accurately evaluate your sending patterns, and verify that you are sending high-quality content.

¢ Send near your current quota—If your volume stays close to your quota without exceeding it,
Amazon SES can detect this usage pattern and automatically increase your quota.

¢ Have low bounce and complaint rates—Try to minimize the numbers of bounces and complaints.
Having high numbers of bounces and complaints can adversely affect your sending limits.

Important

Test emails that you send to your own email addresses may adversely affect your bounce
and complaint metrics, or appear as low-quality content to our filters. Whenever possible, use
the Amazon SES mailbox simulator to test your system. Emails that are sent to the mailbox
simulator do not count toward your sending metrics or your bounce and complaint rates. For
more information, see Testing Amazon SES Email Sending (p. 221).

For information about opening an SES Sending Limits Increase case, see Opening an SES Sending
Limits Increase Case (p. 192).

Opening an SES Sending Limits Increase Case

To apply for higher sending limits for Amazon SES, you need to open a case in Support Center by
using the following instructions.
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To request higher sending limits

1. Log into the AWS Management Console.

2. Goto SES Sending Limits Increase. Alternatively, you can go to Support Center, click Create
Case, click Service Limit Increase, and then select SES Sending Limits as the limit type.

3. Inthe form, provide the following information:

Region: Select the AWS region for which you are requesting a sending limit increase. Note that
your Amazon SES sandbox status and sending limits are separate for each AWS region. For
more information, see Regions and Amazon SES (p. 327).

Limit: Select Desired Daily Sending Quota or Desired Maximum Send Rate. Sending limits are
described in Managing Your Amazon SES Sending Limits (p. 190).

Note
The rate at which Amazon SES accepts your messages might be less than the
maximum send rate.

New limit value: Enter the amount you are requesting. Be sure to only request the amount
you think you'll need. Keep in mind that you are not guaranteed to receive the amount

you request, and the higher the limit you request, the more justification you will need to be
considered for that amount.

Mail type: Select Transactional, System Notifications, Subscription, Marketing, or Other.

Website URL. Provide a link to your website. Although it isn't required, we highly recommend
that you provide one if you have it, because it helps us evaluate your request.

My email-sending complies with the AWS Service Terms and AWS Acceptable Use Policy
(AUP). Select Yes or No.

I only send to recipients who have specifically requested my mail. Select Yes or No. For
tips on how to send high-quality mail and keep your recipient list clean, see Obtaining and
Maintaining Your Recipient List (p. 225) and the Amazon Simple Email Service Email Sending
Best Practices white paper.

I have a process to handle bounces and complaints. Select Yes or No. For information
on how to monitor and handle bounces and complaints, see Processing Bounces and
Complaints (p. 225).

Use Case Description. Explain your situation in as much detail as possible. For example,
describe the type of emails you are sending and how email-sending fits into your business.

The more information you can provide that indicates that you are sending high-quality emails to
recipients who want and expect it, the more likely we are to approve your request. The higher
the limit value you are requesting, the more detail you should provide.

We will respond to the case after reviewing your request. Please allow one business day for
processing.

What Happens When You Reach Your Amazon
SES Sending Limits

If you attempt to send an email after you have reached your sending quota or maximum send rate,
you will encounter a throttling error and the email will be dropped. The way you observe the error
depends on whether you are calling the Amazon SES API directly, or accessing Amazon SES through
the SMTP interface. The following sections describe both scenarios.

Note

You can send an email to multiple recipients as long as you have at least one email left before
you reach your sending rate limit. Then, you have to wait until you build up the corresponding
amount of sending rate quota before you can send again. For example, if your sending

rate limit is one email per second, then you will be able to send an email with 10 recipients

API Version 2010-12-01
193


https://console.aws.amazon.com/console/home
https://aws.amazon.com/ses/extendedaccessrequest/
https://console.aws.amazon.com/support
http://aws.amazon.com/service-terms/
http://aws.amazon.com/aup/
http://aws.amazon.com/aup/
http://media.amazonwebservices.com/AWS_Amazon_SES_Best_Practices.pdf
http://media.amazonwebservices.com/AWS_Amazon_SES_Best_Practices.pdf

Amazon Simple Email Service Developer Guide
Using Sending Authorization

once every 10 seconds. However, we do not recommend that you send an email to multiple
recipients in one call to SendEnmi | .

Reaching Sending Limits with the Amazon SES API

If your application attempts to send an email beyond your sending limits, the application will encounter
a Throttling error with one of the following messages:

« Daily message quota exceeded
¢ Maximum sending rate exceeded

A throttling error might occur because of incorrect predictions of email volume, or bursts of
transactional email that are higher than expected. To handle a throttling error, program your application
to wait for a random interval of between 0 and 10 minutes, and then retry the send request.

Reaching Sending Limits with SMTP

If you reach your sending limits when you are accessing Amazon SES through the SMTP interface,
your SMTP client will receive one of the following errors:

e 454 Throttling failure: Maxinmum sending rate exceeded
e 454 Throttling failure: Daily nmessage quota exceeded

However, SMTP clients handle these errors in various ways. For example, if you use Microsoft Outlook
as your email client, and you attempt to send past your sending quota, you get a Send/Receive error
that displays the following text in the status pane at the bottom of the Outlook client window:

Task 'andrew@xanpl e. net- Sending' reported error (0x800CCC7F): 'Establishing
an encrypted connection to your outgoing (SMIP) server failed. If this

probl em conti nues, contact your server administrator or Internet service
provider (ISP). The server responded: 454 Throttling failure: Daily message
guot a exceeded.'

The way in which these errors are handled depends on the SMTP client that you use; some SMTP
clients may not display the error code at all.

Using Sending Authorization with Amazon SES

Amazon Simple Email Service (Amazon SES) enables you to authorize other users to send emails
from your identities on your behalf. This feature, called sending authorization, lets you maintain control
over your identities so that you can change or revoke the permissions at any time. For example, as a
business owner, you might use sending authorization to enable an email marketing company to send
marketing emails from an email address under your domain name.

If you want to authorize someone to send emails on your behalf, then you are an identity owner. If you
are an identity owner, we recommend that you read the following sections:

¢ Overview of Sending Authorization (p. 195)

¢ Sending Authorization Policies (p. 197)

¢ Sending Authorization Policy Examples (p. 201)
¢ |dentity Owner Tasks (p. 205)

If you have been authorized to send emails on behalf of someone else, then you are a delegate
sender. If you are a delegate sender, we recommend that you read the following sections:
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¢ Overview of Sending Authorization (p. 195)
¢ Delegate Sender Tasks (p. 210)

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Overview of Amazon SES Sending Authorization

This topic provides an overview of the sending authorization process and then explains how Amazon
SES email-sending features, such as sending limits and notifications, work with sending authorization.

We use the following terminology:

¢ An identity is an email address or domain that Amazon SES users use to send email.

¢ An identity owner is an Amazon SES user who has verified ownership of an identity by using the
procedure described in Verifying Email Addresses and Domains (p. 38).

« A delegate sender is an entity that is authorized to send emails from an identity it does not own. An
AWS account, an Identity and Access Management (IAM) user, or an AWS service can have this
cross-account authority.

¢ A sending authorization policy is a document that you attach to an identity to specify who may send
for that identity and under which conditions.

¢ An Amazon Resource Name (ARN) is a standardized way to uniquely identify an AWS resource
across all AWS services. In the case of sending authorization, the resource is the identity that
the identity owner wants the delegate sender to use. An example of an ARN is arn:aws:ses:us-
west-2:123456789012:identity/example.com.

Sending Authorization Process

Sending authorization is based on sending authorization policies. If you want to enable a delegate
sender to send on your behalf, you create a sending authorization policy and associate the policy to
your identity by using the Amazon SES console or the Amazon SES API. When the delegate sender
attempts to send an email through Amazon SES on your behalf, the delegate sender passes the ARN
of your identity in the request or in the header of the email.

When Amazon SES receives the request to send the email, it checks your identity's policy (if present)
to determine if you have authorized the delegate sender to send on the identity's behalf. If the delegate
sender is authorized, Amazon SES accepts the email; otherwise, Amazon SES returns an error
message.

The following diagram shows the high-level relationship between sending authorization concepts:

Amazon SES

Identity Owner’s Verified Identities

1 e .
: o
Verify identities | Arn

and create

O polides [ | s Conssieor —
_— Identity
mn T Interface Policy
| aan
Identity Gwner H - €
Identity Policy !
aan | !
Call SendEmail or | |
SendRawEmail | '
" i SMTP Interface !
) (with ARN) i orHTTPs || Sending Authorization Policy —r v
Interface Evaluation Logic i %

Delegate Sender
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Step by step, the sending authorization process is as follows:

1.

The identity owner verifies an identity with Amazon SES by using the Amazon SES console or the
Amazon SES API. For information about the verification procedure, see Verifying Email Addresses
and Domains (p. 38).

. The delegate sender gives the identity owner the AWS account ID, IAM user ARN, or AWS service

name of the entity that will do the sending.

. The identity owner creates a sending authorization policy and attaches the policy to the identity by

using the Amazon SES console or the Amazon SES API.

. The identity owner gives the delegate sender the ARN of the identity so that the delegate sender

can provide the ARN to Amazon SES at the time of email sending.

. The identity owner and delegate sender configure bounce, complaint, and delivery notifications

separately by using either the Amazon SES console or the Amazon SES API. For information about
setting up natifications, see Monitoring Using Amazon SES Notifications (p. 104).

. The delegate sender attempts to send an email through Amazon SES on behalf of the identity

owner by passing the ARN of the identity owner's identity in the request or in the header of the
email. The delegate sender can send the email by using either the Amazon SES SMTP interface
or the Amazon SES API. Upon receiving the request, Amazon SES examines any policies that

are attached to the identity, and accepts the email if the delegate sender is authorized to use the
specified "From" address and "Return Path" address; otherwise, Amazon SES returns an error and
does not accept the message.

. To deauthorize the delegate sender, the identity owner simply edits the sending authorization policy

or deletes the policy entirely. Either action can be performed by using the Amazon SES console or
the Amazon SES API.

For more information about how the identity owner or delegate sender perform those tasks, see Identity
Owner Tasks (p. 205) or Delegate Sender Tasks (p. 210), respectively.

Attribution of Email-Sending Features

It is important to understand the role of the delegate sender and the identity owner with respect to
Amazon SES email-sending features such as daily sending quota, bounces and complaints, DKIM
signing, feedback forwarding, and so on. The attribution is the following:

Sending limits—The emails count toward the delegate sender’s daily sending quota.

Bounces and complaints—Bounces and complaints count toward the delegate sender's bounce
and complaint metrics, and therefore the delegate sender's reputation as a sender.

DKIM signing—If the identity owner has enabled Easy DKIM signing for an identity, all email sent
from that identity will be DKIM-signed, including email sent by a delegate sender. Only the identity
owner has control of whether the emails are DKIM-signed.

Notifications—The identity owner and the delegate sender set up their own Amazon SNS
notifications for bounces, complaints, and deliveries independently. However, feedback forwarding
by email is only available to the identity owner.

Verification—Identity owners are responsible for following the procedure in Verifying Email
Addresses and Domains (p. 38) to verify that they own the email addresses and domains that
they are authorizing delegate senders to use. Delegate senders do not need to verify any email
addresses or domains specifically for sending authorization.

AWS regions—The delegate sender must send the emails from the AWS region in which the
identity owner's identity is verified. The sending authorization policy that gives permission to the
delegate sender must be attached to the identity in that region.
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Amazon SES Sending Authorization Policies

To enable another AWS account, Identity Access and Management (IAM) user, or AWS service to
send email through Amazon SES on your behalf, you create a sending authorization policy, which is
a JSON document that you attach to an identity that you own. The policy explicitly lists who you are
allowing to send for that identity, and under which conditions. All senders but you and the entities you
explicitly grant permissions to in the policies are denied. An identity can have no policy, one policy, or
multiple policies attached to it. You can also have one policy with multiple statements to achieve the
effect of multiple policies.

Policies can be very simple or very detailed for fine-grained control. For example, if you owned
example.com, you could write a simple policy to grant AWS ID 123456789012 permission to send from
that domain. A more detailed policy could specify that AWS ID 123456789012 can send email only
from user@example.com and only within a specified date range.

Policy Structure

Each sending authorization policy is a JSON document that is attached to an identity. A policy includes:

¢ Optional policy-wide information at the top of the document.
¢ One or more individual statements, each of which describes one set of permissions.

Each statement includes the core information about a single permission. If a policy includes multiple
statements, Amazon SES applies a logical OR across the statements at evaluation time. Similarly, if
an identity has multiple policies attached to it, Amazon SES applies a logical OR across the policies at
evaluation time.

The following example shows a simple policy that allows AWS ID 123456789012 to send email from
the identity example.com (which is under account 888888888888) but only if the "From" address is
marketing+.*@example.com, where .* is any string that the sender wants to add after marketing+.

{
"Id": "Sanpl eAut horizationPolicy",
"Version": "2012-10-17",
"Statenent": [
{
"Sid": "AuthorizeMarketer",
"Effect": "Allow',
"Resource": "arn:aws:ses: us-east-1:888888888888:identity/exanple.conf,
“Principal": {"AWS": ["123456789012"]},
"Action": ["SES: SendEmail", "SES: SendRawEmail "],
"Condition": {
"StringLike": {
"ses: FromAddress": "nmarketing+. * @xanpl e. cont
}
}
}
]
}

You can find more sending authorization policy examples at Sending Authorization Policy
Examples (p. 201).
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Policy Elements

This section describes the elements contained in sending authorization policies. First we describe

policy-wide elements, and then we describe elements that apply only to the statement in which they are

included. We follow with a discussion of how to add conditions to your statements.

For specific information about the syntax of the elements, see Grammar of the IAM Policy Language in

the 1AM User Guide.

Policy-Wide

There are two policy-wide elements: | d and Ver si on. The following table provides information about

these elements.

Name Description
Id Uniquely identifies the policy.
Ver si on Specifies the policy access
language version.
Statements

Sending authorization policies require at least one statement. Each statement can include the elements

described in the following table.

Name
Sid

Ef f ect

Resour ce

Princi pal

Description

Uniquely identifies the
statement.

Specifies the result that
you want the policy
statement to return at
evaluation time.

Specifies the identity
to which the policy
applies. This is the
email address or
domain that the identity
owner is authorizing
the delegate sender to
use.

Specifies the AWS
account, IAM user,
or AWS service
that receives the
permission in the
statement.

Required

Valid Values

No. Any string

No, but

as a best
practice, we
recommend
that you
include this
field with

a value of
"2012-10-17".

Required

No.

No, although a
statement without an
effect is useless.

Yes.

Yes.

Any string

Valid Values

Any string.

"Allow" or "Deny".

An identity's ARN,
as specified in the
Amazon SES console.

A valid AWS account
ID, IAM user ARN, or
AWS service. AWS
account IDs and

IAM user ARNs are
specified using " AWS"
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Name Description Required Valid Values

(for example, " AVE" :
["123456789012"]

or" AWG":
["arn:aws:iam:123456789012: r oot
AWS service names

are specified using

"Service" (for

example, " Servi ce":

["cognito-

i dp. amazonaws. coni']).

For examples of the
format of IAM user

ARNS, see the AWS
General Reference.

Action Specifies the email- Yes. "ses:SendEmail",
sending action to which "ses:SendRawEmail" (one
the statement applies. or both). If you use

the custom policy
editor, you can also
set the action to
"ses:*" to encompass
both APIs. If your
sender will access
Amazon SES through
the SMTP interface,
you must select
"ses:SendRawEmail"
at a minimum (or use

"ses:*).
Condi tion Specifies any No. See the information
restrictions or details about conditions
about the permission. following this table.

Conditions

A condition is any restriction about the permission in the statement. The part of the statement that
specifies the conditions can be the most detailed of all the parts. A key is the specific characteristic that
is the basis for access restriction, such as the date and time of the request.

You use both conditions and keys together to express the restriction. For example, if you want to
restrict the delegate sender from making requests to Amazon SES on your behalf after July 30, 2015,
you use the condition called Dat eLessThan. You use the key called aws: Curr ent Ti me and set it to
the value 2015- 07- 30T00: 00: 00Z.

You can use any of the AWS-wide keys listed at Available Keys described in the IAM User Guide, or
you can use one of the following keys specific to Amazon SES:

Condition Key Description

ses: Reci pients Restricts the recipient addresses, which include the To:,
"CC", and "BCC" addresses.

ses: FromAddr ess Restricts the "From" address.
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Condition Key Description

ses: FronDi spl ayNane Restricts the contents of the string that is used as
the "From" display name (sometimes called "friendly
from"). For example, the display name of "John Doe
<johndoe@example.com>" is John Doe.

ses: FeedbackAddr ess Restricts the "Return Path" address, which is the address
where bounce and complaints can be sent to you by
email feedback forwarding. For information about email
feedback forwarding, see Amazon SES Notifications
Through Email (p. 105).

It is common to use the St ri ngEqual s and St ri ngLi ke conditions with the Amazon SES keys.
These conditions are for case-sensitive string matching. For St ri ngLi ke, the values can include a
multi-character match wildcard (*) or a single-character match wildcard (?) anywhere in the string.
For example, the following condition specifies that the delegate sender can only send from a "From
address that starts with invoicing and ends with example.com:

"Condition": {
"StringlLike": {
"ses: FromAddress": "invoici ng+. * @xanpl e. cont

}

Note

When you want to disallow access to an email address, use wildcards to ensure that you
are completely preventing access to all forms of that address. For example, to disallow
sending from admin@example.com, you can prevent access to alternatives such as
"admin"@example.com and admin+1@example.com by specifying the following condition:

"Condition": {
"StringNotLike": {
"ses: FromAddr ess”: "*adm n*. exanpl e. cont

}

For more information about how to specify conditions, see Condition in the IAM User Guide.

Policy Requirements

Each policy must adhere to the following requirements:

« Each policy must include at least one statement.
¢ Each policy must include at least one valid principal.

¢ Each policy must specify one resource, and that resource must be the ARN of the identity to which
the policy is attached.

« Identity owners can associate up to 20 policies with each unique identity.
¢ Policies must not exceed 4 kilobytes (KB).

¢ Policy names cannot exceed 64 characters and can only include alphanumeric characters, dashes,
and underscores.
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Amazon SES Sending Authorization Policy
Examples

Sending authorization enables you to specify the fine-grained conditions under which you allow
delegate senders to send on your behalf. The following examples show you how to write policies to
control different aspects of sending:

¢ Specifying the Delegate Sender (p. 201)

¢ Restricting the "From" Address (p. 202)

¢ Restricting the Destination of Bounce and Complaint Feedback (p. 202)
¢ Restricting the Time Period of Sending (p. 203)

¢ Restricting the Email-Sending Action (p. 203)

¢ Restricting the Display Name of the Email Sender (p. 204)

¢ Using Multiple Statements (p. 204)

Specifying the Delegate Sender

The principal, which is the entity to which you are granting permission, can be an AWS account, an
Identity and Access Management (IAM) user, or an AWS service. The following example policy grants
AWS account ID 123456789012 permission to send from identity example.com.

{
"Id": "Exanpl eAut hori zationPolicy",
"Version": "2012-10-17",
"Statenent": [
{
"Sid": "AuthorizeAccount",
"Effect": "Allow',
"Resource": "arn:aws:ses: us-east-1;:888888888888:identity/exanple.conf,
“Principal": {"AWS": ["123456789012"]},
"Action": ["SES: SendEmail", "SES: SendRawEnai | "]
}
]
}

The following example policy grants permission to two IAM users to send from identity example.com.
IAM users are specified by their Amazon Resource Name (ARN).

"Id": "Exanpl eAut hori zationPolicy",
"Version": "2012-10-17",
"Statenent": [
{
"Sid": "Authorizel AMJUser",
"Effect": "Alow',
"Resource": "arn:aws:ses: us-east-1:888888888888:identity/exanple.coni,
"Principal": {"AW": [
"arn:aws:iam:111122223333: user/John",
"arn:aws:iam : 444455556666: user/ Jane"
1},
"Action": ["SES: SendEmail", "SES: SendRawEnai | "]
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}

The following example policy grants permission to Amazon Cognito to send from identity example.com.

{
"Id": "Exanpl eAut hori zationPolicy",
"Version": "2012-10-17",
"Statenent": [
{
"Sid": "AuthorizeService",
"Effect": "Allow',
"Resource": "arn:aws:ses:us-east-1:888888888888:identity/exanple.coni,
"Principal": {"Service": ["cognito-idp.anmazonaws.coni']},
"Action": ["SES: SendEmail", "SES: SendRawEnai | "]
}
]
}

Restricting the "From" Address

Even if you have verified a whole domain, you might want to restrict the "From" address so that the
delegate sender can send from a specified email address only. To restrict the "From" address, you

set a condition on the key called ses:FromAddress. The following policy enables AWS account ID
123456789012 to send from identity example.com, but only from email address sender@example.com.

{
"Id": "Exanpl ePolicy",
"Version": "2012-10-17",
"Statenent": [
{
"Sid": "AuthorizeFromAddress",
"Effect": "Allow',
"Resource": "arn:aws:ses:us-east-1:888888888888:identity/exanple.coni,
“Principal": {"AWS": ["123456789012"]},
"Action": ["SES: SendEmail", "SES: SendRawEmail "],
"Condition": {
"StringEqual s": {
"ses: FromAddress": "sender @xanpl e. cont
}
}
}
]
}

Restricting the Destination of Bounce and Complaint Feedback

If a delegate sender is sending on your behalf and you want to ensure that bounce and complaint
notifications are forwarded to you by email, you need to do two things: you must enable emalil
feedback forwarding for the identity by using the procedure in Amazon SES Notifications Through
Email (p. 105), and you must restrict the "Return Path" of the emails to an email address that you
own by setting a condition on the ses:FeedbackAddress key.

The following sending authorization policy enables AWS account ID 123456789012 to send from the
identity example.com as long as the "Return Path" of the email is set to feedback@example.com.

{
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"1d": "Exanpl ePolicy",
"Version": "2012-10-17",
"Statenment": [

{
"Sid": "Control ReturnPath",
"Effect": "Alow',
"Resource": "arn:aws:ses:us-east-1:888888888888:identity/exanple.coni,
"Principal": {"AWS": ["123456789012"]},
"Action": ["SES: SendEmail", "SES: SendRawEnmmil"],
"Condition": {
"StringEqual s": {
"ses: FeedbackAddress": "feedback@xanpl e. cont
}
}
}

Restricting the Time Period of Sending

You might want to constrain the date and time during which the delegate sender can send on your
behalf. For example, if your email campaign is scheduled for the month of September 2015, the
following policy enables the delegate sender to send emails on your behalf during that month only.

{
"Id": "Exanpl ePolicy",
"Version": "2012-10-17",
"Statenent": [
{
"Sid": "Control Ti nrePeri od",
"Effect": "Al ow',
"Resource": "arn:aws:ses:us-east-1:888888888888:identity/exanple.coni,
"Principal": {"AWS": ["123456789012"]},
"Action": ["SES: SendEmail", "SES: SendRawkEnail "],
"Condition": {
"Dat eG eat er Than": {
"aws: Current Ti me": " 2015- 08-31T12: 002"
}
"Dat eLessThan": {
"aws: Current Ti me": " 2015- 10- 01T12: 002"
}
}
}
]
}

Restricting the Email-Sending Action

There are two actions that senders can use to send an email with Amazon SES: SendEnai | and
SendRawEnai | , depending on how much control the sender wants over the format of the email.
Sending authorization policies enable you to restrict the delegate sender to one of those two actions.
However, many identity owners leave the details of the email-sending calls up to the delegate sender
by enabling both actions in their policies.

Note
If you want to enable the delegate sender to access Amazon SES through the SMTP
interface, you must choose SendRawEnai | at a minimum.
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If your use case is such that you want to restrict the action, you can do so by including only one of
the actions in your sending authorization policy. The following example shows you how to restrict the
action to SendRawEmai | .

{
"1d": "Exanpl ePolicy",
"Version": "2012-10-17",
"Statenent": [
{
"Sid": "Control Action",
"Effect": "Alow',
"Resource": "arn:aws:ses: us-east-1:888888888888:identity/exanple.coni,
"Principal": {"AWS": ["123456789012"]},
"Action": ["SES: SendRawEnmi | "]
}
]
}

Restricting the Display Name of the Email Sender

Some email clients display the "friendly" name of the email sender (if the email header

provides it), rather than the actual "From" address. For example, the display name of "John

Doe <johndoe@example.com>" is John Doe. For instance, you might send emails from
user@example.com, but you prefer that recipients see that the email is from Marketing rather than
from user@example.com. The following policy enables AWS account ID 123456789012 to send from
identity example.com, but only if the display name of the "From" address includes Marketing.

{
"Id": "Exanpl ePolicy",
"Version": "2012-10-17",
"Statenment”: [
{
"Sid": "AuthorizeFromAddress",
"Effect": "All ow',
"Resource": "arn:aws:ses:us-east-1:888888888888:identity/exanple.conf,
"Principal": {"AWS": ["123456789012"]},
"Action": ["SES: SendEmail", "SES: SendRawkEnail "],
"Condition": {
"StringLike": {
"ses: FronDi spl ayNanme": " Marketing"
}
}
}
]
}

Using Multiple Statements

You can use multiple statements for fine-grained control. The following example policy has

two statements. The first statement authorizes two individual AWS accounts to send from
sender@example.com using the SendEmai | API as long as the "From" address and the feedback
address are both under the domain example.com. The second statement authorizes an IAM user to
send email from sender@example.com as long as the email is sent to an email address under the
domain example.com.

{
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"Version": "2012-10-17",
"Statenent": [{

"Sid": "AuthorizeAWS",

"Effect": "Alow',

"Resource": "arn:aws:ses: us-east-1:999999999999: i dentity/
sender @xanpl e. cont',

"Principal": {

"AWS': ["111111111111", "222222222222"]

}s
"Action": ["SES: SendEmail", "SES: SendRawEnmmil"],
"Condition": {

"StringLike": {
"ses: FromAddress": "*@xanpl e. cont',
"ses: FeedbackAddress": "*@xanpl e. cont

}
H

"Sid": "Authorizelnternal",

"Effect": "Alow',

"Resource": "arn:aws:ses: us-east-1:999999999999: i dentity/
sender @xanpl e. cont',

"Principal": {

"AWS": "arn:aws:iam :333333333333: user/Jane"

H
"Action": ["SES: SendEmail", "SES: SendRawEnmmil"],
"Condition": {

"For Al'l Val ues: StringLi ke": {
"ses: Reci pi ents": "*@xanpl e. cont
}

}

ldentity Owner Tasks for Amazon SES Sending
Authorization

This section describes all of your responsibilities as an identity owner. Your main responsibility is to
create a sending authorization policy that grants permission to a delegate sender to send on your
behalf, and to attach that policy to the identity that you want the delegate sender to use. There are also
some small setup tasks that you need to perform.

To see where these tasks fit into the overall sending authorization process, see Overview of Sending
Authorization (p. 195).

« Verifying an Identity (p. 206)

¢ Setting Up Notifications (p. 206)

¢ Getting Information from the Delegate Sender (p. 206)

¢ Creating a Policy (p. 206)

¢ Providing the Delegate Sender with the Identity Information (p. 209)

¢ Managing Your Policies (p. 209)
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Verifying an Identity for Amazon SES Sending Authorization

As with any Amazon SES sender, you must first prove that you own the email address or domain from
which your emails will be sent, even though the delegate sender will send the emails. The verification
procedure is described in Verifying Email Addresses and Domains (p. 38).

You can confirm that your email address or domain is verified by looking at its status
in the Verified Senders list in the Amazon SES console or by using the Amazon SES
GetldentityVerificationAttributes APL

Setting Up Identity Owner Notifications for Amazon SES
Sending Authorization

When a delegate sender sends emails on your behalf, bounces and complaints that those emails
generate count toward the delegate sender's bounce and complaint metrics rather than your own.
However, if you want to be informed of these email-sending outcomes, you can set up natifications by
email or by Amazon SNS notifications just as you would for any other identity. Follow the procedures in
Monitoring Using Amazon SES Notifications (p. 104).

Delegate senders can set up their own Amazon SNS notifications for the identities that you have
authorized them to use, although only you, the identity owner, can control whether feedback can be
directly forwarded to your identity via email.

Getting Information from the Delegate Sender for Amazon SES
Sending Authorization

Your sending authorization policy must specify at least one principal, which is the entity to which you
are granting access. For Amazon SES sending authorization policies, the principal can be an AWS
account, an ldentity and Access Management (IAM) user, or an AWS service.

The type of principal you choose depends on your preference, but if you want the finest grain control,
ask the delegate sender to set up an IAM user so that only one delegate sender can send for you
rather than any user in the delegate sender's AWS account. The delegate sender can find information
about setting up an IAM user in Creating an IAM User in Your AWS Account in the IAM User Guide.

After you have decided whether you want to grant access to an AWS account, an IAM user, or an
AWS service, ask the delegate sender for the AWS account ID or the IAM user's Amazon Resource
Name (ARN) so that you can include it in your sending authorization policy. You can refer your
delegate sender to the instructions for finding this information in Providing Information to the Identity
Owner (p. 211). If your delegate sender is an AWS service, the service's documentation should
provide the service name to use in the policy.

Creating a Policy for Amazon SES Sending Authorization

To authorize a delegate sender to send emails for one of your identities, you create a sending
authorization policy and then attach that policy to the identity. Identities can have zero policies, one
policy, or multiple policies. However, each policy must be associated with an identity, and one identity
only.

Important

Policies attached to email address identities override policies attached to the

corresponding domain identities. For example, say that you have verified example.com

and user@example.com. If you create a policy for example.com that disallows a delegate
sender, and you create a policy for user@example.com that allows that delegate sender,
the delegate sender will be able to send from user@example.com if they specify the ARN of
user@example.com in the request to send the email.
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You can create a sending authorization policy in the following ways:

Using the Policy Generator—You can create a simple policy by using the Policy Generator in the
Amazon SES console. In addition to specifying who can send the emails, you can constrain the
email-sending with conditions based on the time and date range in which emails can be sent, the
"From" address, the "From" display name, the address to which bounces and complaints are sent,
the recipient addresses, and the source IP. You might also want to use the Policy Generator to
create the structure of a simple policy and then customize it later by editing the policy.

Creating a Custom Policy—If you want to include more advanced conditions or use an AWS
service as the principal, you can create a custom policy and attach it to the identity by using the
Amazon SES console or the Amazon SES API.

This topic describes both methods.

Using the Policy Generator

You can use the Policy Generator to create a simple authorization policy by using the following
procedure.

To create a policy by using the Policy Generator

1.

Sign in to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

In the left navigation pane, under Identity Management, choose either Email Addresses or
Domains.

In the resource list, choose the identity for which you want to create a policy.

In the details pane, expand Identity Policies, choose Create Policy, and then choose Policy
Generator.

In the wizard, create a policy statement by choosing values for the following fields. You can find
information about these options in Sending Authorization Policies (p. 197).

» Effect—If you want to grant access, choose Allow; otherwise, choose Deny.

¢ Principals—Enter either the 12-digit AWS account ID or the ARN of an IAM user that you are
allowing or denying access, and then choose Add. You can add more principals by repeating
this step. An example of an AWS account ID is 123456789012 and an example of an IAM user
ARN is arn:aws:iam::123456789012:user/John.

Note

The policy generator wizard does not currently support AWS service principals. To
add an AWS service principal, you must either create a custom policy or use the policy
generator to add an AWS account or IAM user principal, and then edit the policy.

¢ Actions—Choose the email-sending access to which this policy applies. Typically, identity
owners choose both options to give the delegate sender the freedom to choose how to
implement the email sending. For more information, see Statements (p. 198).

(Optional) If you want to add restrictions to the policy, choose Add Conditions, and then choose
the following information:

» Key—This is the characteristic that is the basis for access restriction. The Policy Generator
lets you choose an Amazon SES-specific key or one of a few commonly used AWS-wide keys
(current time and source IP). For details, see Conditions (p. 199). If you want to specify the
more advanced AWS-wide keys listed in Available Keys, you can edit the policy after you create
it.

« Condition—This is the type of condition that you want to specify. For example, there are string
conditions, numeric conditions, date and time conditions, and so on. For a list of conditions, see
the Condition Types in the IAM User Guide.
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¢ Value—This is the value that will be tested against the condition. For examples, see the policies
in Sending Authorization Policy Examples (p. 201).

After you choose the key, condition, and value, choose Add Condition. The condition appears in
the Conditions list. You can remove conditions by choosing Remove next to a condition in the
list. You can add another condition by choosing Add Conditions again.

MWWH\
Policy Generator b
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With this tool, you can create a bas nding authonzation policy by generating simple statements
Le & about using the Pol erator. |f you want to include more advanced conditions in
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7
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} Key  ses:FromAddress v 0
Condition StringEquals v 0
Value | marketing@example.com (1]
f
1 Add Condition I
i Add Statement
{ Cancel L

When you are finished adding conditions (if any), choose Add Statement. The statement appears
in the Statements list, where you can choose to edit or remove it. You can add additional
statements by repeating steps 5-7.

When you are finished adding statements, choose Next.
In the Edit Policy dialog box, review your policy, edit it if needed, and then choose Apply Policy.

Creating a Custom Policy

If you want to create a custom policy and attach it to an identity, you have the following options:

Using the Amazon SES APl—Create a policy in a text editor and then attach the policy to the
identity by using the Put | dent i t yPol i cy API described in the Amazon Simple Email Service API
Reference.

Using the Amazon SES console—Create a policy in a text editor and attach it to an identity
by pasting it into the Custom Policy editor in the Amazon SES console. The following procedure
describes this method.

To create a custom policy by using the Custom Policy editor

1.

Sign in to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

In the left navigation pane, under Identity Management, choose either Email Addresses or
Domains.

In the resource list, choose the identity for which you want to create a policy.
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4. In the details pane, expand Identity Policies, choose Create Policy, and then choose Custom
Policy.

5. Inthe Edit Policy pane, paste the text of your policy and edit it as necessary.
6. Choose Apply Policy.

Providing the Delegate Sender with the Identity Information for
Amazon SES Sending Authorization

After you create your sending authorization policy and attach it to your identity, you need to give the
delegate sender the Amazon Resource Name (ARN) of the identity. The delegate sender will pass that
ARN to Amazon SES in the email-sending operation or in the header of the email.

You can use the following procedure to find your identity's ARN.

To find the ARN of an identity

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Identity Management, choose either Email Addresses or
Domains.

In the resource list, choose the identity to which you attached the sending authorization policy.

At the top of the details pane, after Identity ARN, you will see the identity's ARN. It will look similar
to arn:aws:ses:us-east-1:123456789012:identity/user@example.com. Copy the entire ARN and
give it to your delegate sender.

Managing Your Policies for Amazon SES Sending
Authorization

In addition to creating and attaching policies to identities as explained in Creating a Policy (p. 206),
you can edit, remove, list, and retrieve an identity's policies, as described in the following sections.

Note
To revoke permissions, you can either edit a policy or remove it.

Editing a Policy

The easiest way to edit a policy is to use the Amazon SES console. If you want to use the Amazon
SES APl instead, you can use the Get | dent i t yPol i ci es API to retrieve the policy, edit the policy
by using a text editor, and then use the Put | denti t yPol i cy API to overwrite the older policy. These
actions are explained in the Amazon Simple Email Service AP| Reference.

The following procedure shows you how to edit a policy by using the Amazon SES console.

To edit a policy by using the Amazon SES console
1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Identity Management, choose either Email Addresses or
Domains.

3. Inthe resource list, choose the identity that is associated with the policy that you want to edit.

In the details pane, expand ldentity Policies, find the policy that you want in the Identity Policy
list, and then choose Edit Policy.
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5. Inthe Edit Policy pane, edit the policy, and then choose Apply Policy.
6. Inthe Overwrite Existing Policy dialog box, choose Overwrite.

Removing a Policy

To revoke permissions at any time, you can simply remove the policy. You can remove a policy by
using the Del et el denti t yPol i cy API, as explained in the Amazon Simple Email Service API
Reference, or you can use the Amazon SES console, as described in the following procedure.

Important
After you remove a policy, there is no way to get it back. We recommend that you back up the
policy by copying and pasting it into a text file before you remove the policy.

To remove a policy by using the Amazon SES console
1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Identity Management, choose either Email Addresses or
Domains.

In the resource list, choose the identity that is associated with the policy that you want to remove.

In the details pane, expand Identity Policies, find the policy that you want to remove, and then
choose Remove Policy.

5. Inthe Remove Policy dialog box, choose Yes, Remove Policy.

Listing and Retrieving Policies

You can list the policies that are attached to an identity by using the Li st denti tyPol i ci es API
as explained in the Amazon Simple Email Service API Reference. You can also retrieve the policies
themselves by using the Get | dent i t yPol i ci es APL.

You can also jointly perform these operations in the Amazon SES console as described in the following
procedure.

To list and show the policies attached to an identity by using the Amazon SES console
1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Identity Management, choose either Email Addresses or
Domains.

In the resource list, choose the identity for which you want to see policies.
In the details pane, expand ldentity Policies. You will see a list of policies.
Find the policy that you want to view in the Identity Policy list, and then choose Show Policy.

o0 ko

After you are finished viewing the policy, close the Show Policy dialog box.

Delegate Sender Tasks for Amazon SES Sending
Authorization

As a delegate sender, you are sending cross-account emails. This means that you are sending emails
on behalf of an identity that you do not own, but are authorized to use. Even though you are sending on
the identity owner's behalf, bounces and complaints count toward your bounce and complaint metrics,
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and the emails count toward your sending quota. You are also responsible for requesting any sending
limit increases that you might need to send the identity owner's emails.

Delegate senders are responsible for the tasks described in this section. To see where these tasks fit
into the overall sending authorization process, see Overview of Sending Authorization (p. 195).

¢ Providing Information to the Identity Owner (p. 211)
¢ Using Delegate Sender Notifications (p. 211)
¢ Sending Emails for the Identity Owner (p. 214)

Providing Information to the Identity Owner for Amazon SES
Sending Authorization

As a delegate sender, you need to give your AWS account ID or the Amazon Resource Name (ARN) of
the Identity and Access Management (IAM) user who will do the sending to the identity owner. You can
find this information by using the following procedures.

To find the ARN of an IAM user

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam.

2. Inthe left navigation pane, choose Users.

3. Inthe resource list, choose the user name. The Summary section displays the ARN. The ARN wiill
look something like arn:aws:iam::123456789012:user/John.

To find your AWS account ID

1. You can go directly to https://console.aws.amazon.com/billing/home?#/account. Alternatively, you
can navigate to it by going to the AWS Management Console at https://console.aws.amazon.com/
console. In the top bar, select your name, and then select My Account.

2. Expand Account Settings. The AWS account ID is at the top of this section.

Using Delegate Sender Notifications for Amazon SES Sending
Authorization

As a delegate sender, you can set up Amazon Simple Notification Service (Amazon SNS) notifications
to inform you of bounces, complaints, and deliveries. The format and content of these notifications

are described in Amazon SES Notifications Through Amazon SNS (p. 107). Only the identity owner
has the option to receive natifications by email feedback forwarding as described in Amazon SES
Notifications Through Email (p. 105).

Important

As the delegate sender, bounces and complaints count toward your bounce and complaint
metrics. High bounce and complaint rates put your account at risk of being shut down, so
ensure that you set up notifications and have a process in place to monitor the notifications
and remove recipient addresses that have bounced or complained from your mailing list. For
more information, see Processing Bounces and Complaints (p. 225).

You will be charged standard Amazon SNS rates for bounce, complaint, and delivery notifications. For
more information, see the Amazon SNS pricing page.

The following sections show you how to manage cross-account identity notifications.

¢ Setting Up a Notification Configuration (p. 212)
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¢ Editing a Notification Configuration (p. 212)
¢ Viewing a Notification Configuration (p. 213)
¢ Removing a Notification Configuration (p. 213)

Setting Up an Amazon SES Cross-Account Identity Notification Configuration

Before you set up notifications, you need to know the Amazon Resource Name (ARN) of the identity
that the identity owner has authorized you to use, and for which you want to configure notifications.
For example, the ARN for identity user@example.com would look similar to arn:aws:ses:us-
east-1:123456789012:identity/user@example.com. If the identity owner has not given you the
identity's ARN, refer them to the procedure in Providing the Delegate Sender with the Identity
Information (p. 209).

The easiest way to configure notifications is to use the Amazon SES console. If you want to use the
Amazon SES API instead, you can use the Set | dentityNoti fi cati onTopi ¢ APl and pass the
identity's ARN as the | dent i t y parameter. This action is explained in the Amazon Simple Emall
Service API Reference. The following procedure shows you how to set up notifications by using the
Amazon SES console.

To set up Amazon SNS bounce, complaint, and/or delivery notifications by using the
Amazon SES console

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

In the left navigation pane, choose Cross-Account Notifications.
Choose Add Notification Config.

In the Edit Notification Configuration dialog box, enter the ARN of the identity that the identity
owner has authorized you to use, and for which you want to configure natifications. The identity
cannot belong to the account that is currently logged in. If you want to configure notifications for
your own identities, see Configuring Amazon SNS Notifications for Amazon SES (p. 107).

5. Specify the existing Amazon SNS topics that you want to use for bounces, complaints, and/or
deliveries, or create a new Amazon SNS topic.

Important
The Amazon SNS topics that you use for Amazon SES notifications must be within the
same AWS region in which you are using Amazon SES.

You can choose to publish bounce, complaint, and delivery notifications to the same Amazon SNS
topic or to different Amazon SNS topics. If you want to use an Amazon SNS topic that you do

not own, then the owner of that topic must configure an Amazon SNS access policy that allows
your account to call the SNS: Publ i sh action on their topic. For information about how to control
access to your Amazon SNS topic through the use of IAM policies, see Managing Access to Your
Amazon SNS Topics.

6. Choose Save Config to save your notification configuration. Changes might take a few minutes to
take effect.

After you have configured your settings, you will start receiving bounce, complaint, and/or delivery
notifications to your Amazon SNS topic(s). These notifications will follow the structure described in
Amazon SNS Notification Contents for Amazon SES (p. 109).

Editing an Amazon SES Cross-Account Notification Configuration

The easiest way to edit notification configurations is to use the Amazon SES console. If you want to
use the Amazon SES API instead, you can use the Set I denti tyNoti fi cati onTopi c APl and pass
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the identity's ARN as the | dent i t y parameter. This action is explained in the Amazon Simple Emalil
Service API Reference.

The following procedure shows you how to edit a cross-account notification configuration by using the
Amazon SES console.

To edit a cross-account notification configuration by using the Amazon SES console

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. In the left navigation pane, choose Cross-Account Notifications.

The cross-account identities for which you have set up notifications will be listed in the Cross-
Account Notifications details pane.

3. Choose the ARN of the identity for which you want to view the notification configuration.
Edit the notification settings, and then choose Save Config.

Note

Setting all notifications to No SNS Topic is the equivalent of removing the identity's
notification configuration entirely. In this case, the ARN of the cross-account identity will
disappear from your list of cross-account identity ARNs in the Amazon SES console. This
does not mean that you cannot continue to send for that identity; it just means that you
are no longer set up to receive bounce, complaint, and/or delivery notifications for it. If
you want to re-enable notifications, you need to repeat the notification setup procedure
described in Setting Up a Notification Configuration (p. 212).

Viewing Your Amazon SES Cross-Account Identity Notifications

The easiest way to view your notification configurations is to use the Amazon SES console. If you want
to use the Amazon SES API instead, you can use the Get I dentityNotificati onAttributes

API and pass the identity's ARN as the | dent i t y parameter. This action is explained in the Amazon
Simple Email Service API Reference.

Note

The only cross-account identities that you will find in the cross-account identity list are the
identities for which you have configured notifications by using the procedure described in
Setting Up a Notification Configuration (p. 212).

To view your cross-account notification configurations by using the Amazon SES
console

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, choose Cross-Account Notifications.

The cross-account identities for which you have set up notifications will be listed in the Cross-
Account Notifications details pane.

3. Choose the ARN of an identity.

The Edit Configuration Notification dialog box will display the identity's settings.

Removing an Amazon SES Cross-Account Identity Notification Configuration

The easiest way to remove a notification configuration is to use the Amazon SES console. If you want
to use the Amazon SES API instead, you can use the Set I denti tyNoti fi cati onTopi c API, pass
the identity's ARN as the | dent i t y parameter, and pass in null for the SnsTopi ¢ parameter. This
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action is explained in the Amazon Simple Email Service API Reference. To completely remove the
notification configuration, you must perform this operation for each type of notification type (bounce,
complaint, and/or delivery) that was set.

Note

When you remove a notification configuration, the ARN of the cross-account identity will
disappear from your list of cross-account identity ARNs in the Amazon SES console. This
does not mean that you cannot continue to send for that identity; it just means that you are no
longer set up to receive bounce, complaint, and/or delivery natifications for it. If you want to re-
enable notifications, you need to repeat the notification setup procedure described in Setting
Up a Notification Configuration (p. 212).

The following procedure shows you how to remove a cross-account notification configuration by using
the Amazon SES console.

To remove a cross-account notification configuration by using the Amazon SES
console

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. In the left navigation pane, choose Cross-Account Notifications.

The cross-account identities for which you have set up notifications will be listed in the Cross-
Account Notifications details pane.

3. Choose the box to the left of the cross-identity that you want to remove, and then choose
Remove.

4. Inthe Remove Cross-Account Notification Config dialog box, choose Delete Notification
config.

The ARN of the cross-account identity will no longer appear in the list of cross-account identity
ARNSs. This does not mean that you cannot send for the identity, just that you no longer have
configured notifications for it.

Sending Emails for the Identity Owner for Amazon SES
Sending Authorization

As a delegate sender, you send emails the same way that other Amazon SES senders do, except that
you provide the ARN of the identity that the identity owner has authorized you to use. When you call
Amazon SES to send the email, Amazon SES checks to see if the identity that you specified has a
policy that authorizes you to send for it.

There are different ways that you can specify the identity's ARN when you send an email. The method
that you can use depends on whether you send the email by using the Amazon SES API (SendEmsi |
or SendRawEnmi | ) or the Amazon SES SMTP interface.

Important

To successfully send an email on behalf of an identity owner's identity, you must connect to
the Amazon SES endpoint of the AWS region in which the identity is verified. The sending
authorization policy that grants you permission must be attached to the identity in that region.

Using the Amazon SES API

As with any Amazon SES email sender, if you access Amazon SES through the Amazon SES API
(either directly through HTTPS or indirectly through an AWS SDK), you can choose between one of
two email-sending actions: SendEmai | and SendRawEnai | . The Amazon Simple Email Service API
Reference describes the details of these APls, but we provide an overview of the sending authorization
parameters here.
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SendRawEmail

If you want to use SendRawEnai | so that you can control the format of your emails, you can specify
the cross-account identity in one of two ways:

» Pass optional parameters to the SendRawEmai | API—These parameters are as follows:

Parameter Description

Sour ceAr n The ARN of the identity that is associated with the
sending authorization policy that permits you to send for
the email address specified in the Sour ce parameter of
SendRawEnsi | .

Note

For the most common use case, we
recommend that you specify the Sour ceAr n
and do not specify either the Fr omAr n

or Ret ur nPat hAr n. If you only specify

the Sour ceAr n, Amazon SES will simply
set the "From" address and the "Return
Path" addresses to the identity specified in
Sour ceAr n.

Fr omAr n The ARN of the identity that is associated with the
sending authorization policy that permits you to specify
a particular "From" address in the header of the raw
email.

Ret ur nPat hArn The ARN of the identity that is associated with the
sending authorization policy that permits you to use the
email address specified in the Ret ur nPat h parameter
of SendRawEnai | .

¢ Include X-headers in the email— X-headers are custom headers that you can use in addition to
standard email headers. Amazon SES has three X-headers that you can use to specify sending
authorization parameters. If you include multiple instances of any of the X-headers, Amazon SES
will use the first instance. In all cases, Amazon SES removes all X-headers from the email before
sending it. The following table shows you the three X-headers that you can use with Amazon SES for
sending authorization.

Important
Do not include these X-headers in the DKIM signature, because they are removed by
Amazon SES before sending the email.

X-Header Description

X- SES- SOURCE- ARN Corresponds to the Sour ceAr n.

X- SES- FROVt ARN Corresponds to the Fr omAr n.

X- SES- RETURN- PATH- ARN Corresponds to the Ret ur nPat hAr n.

The following example shows an email that includes sending authorization X-headers:

X- SES- SOURCE- ARN:  ar n: aws: ses: us-west - 2: 123456789012 i denti t y/ exanpl e. com
X- SES- FROM ARN:  ar n: aws: ses: us-west - 2: 123456789012: i denti ty/ exanpl e. com
X- SES- RETURN- PATH ARN:  ar n: aws: ses: us-west - 2: 123456789012: i dentity/

exanpl e. com
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From sender @xanpl e. com

To: recipi ent @xanpl e. com

Ret ur n- Pat h: feedback@xanpl e. com

Subj ect: subj ect

Content-Type: mnultipart/alternative;
boundary="----=_boundary"

------ = boundary
Content - Type: text/plain; charset=UTF-8
Cont ent - Transf er - Encodi ng: 7bi t

body

------ = boundary

Content - Type: text/htm; charset=UTF-8
Cont ent - Transf er - Encodi ng: 7bi t

------ =_boundary- -

SendEmail

If you want to use SendEnmi | so that Amazon SES formats your emails for you, you can specify the
cross-account identity by passing in the optional parameters below. You cannot use the X-header
method because when you use SendEmai | , Amazon SES assembles the message for you.

Parameter Description

Sour ceArn The ARN of the identity that is associated with the
sending authorization policy that permits you to send for
the email address specified in the Sour ce parameter of
SendRawEnsi | .

Ret ur nPat hAr n The ARN of the identity that is associated with the
sending authorization policy that permits you to use the
email address specified in the Ret ur nPat h parameter of
SendRawEnwi | .

Using the Amazon SES SMTP interface

If you are using the Amazon SES SMTP interface for cross-account sending, the only method you can
use is to include the X-headers as SendRawEmai | described earlier.

Using Dedicated IP Addresses with Amazon SES

By default, Amazon SES sends your email from IP addresses (IPs) that you share with other Amazon
SES customers. For an extra cost, you can reserve dedicated IPs for your exclusive use. This topic
describes use cases for dedicated IPs, trade-offs to consider when you choose between shared IPs
and dedicated IPs, how to request dedicated IPs, and how to prepare dedicated IPs before you use
them to their full capacity.

This topic contains the following sections:

¢ Dedicated IP Use Cases (p. 217)
¢ Trade-offs Between Dedicated IPs and Shared IPs (p. 217)
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¢ How to Request and Relinquish Dedicated IPs (p. 218)
¢ How to Warm Up Dedicated IPs (p. 219)

Dedicated IP Use Cases

Dedicated IPs provide a set of known, unchanging IP addresses for which you control the mail.
Dedicated IPs are a good choice for the following use cases.

« You want to isolate the reputation of your transactional mail, such as order confirmations and
password resets, from your marketing mail.

¢ You want to isolate the reputation of mail streams for separate customers, programs, or engagement
metrics.

* You need to whitelist specific IPs for certification purposes or security reasons. For example, you
might want to send diagnostic or operational email from a certain set of IPs, and reject all other mail.

Trade-offs Between Dedicated IPs and Shared IPs

When you choose whether to use dedicated IPs, shared IPs, or a mix, consider the following trade-offs.

Cost

Shared IPs are included with Amazon SES. Dedicated IPs incur an extra cost. For pricing information,
see the Amazon SES pricing page.

Email Volume

For dedicated IPs, we typically require that you send an average of 175,000 emails per day, although
we sometimes grant exceptions for use cases that require whitelisting. With shared IPs, you can send
as little email as you like.

Sending Pattern

When you use dedicated IPs, we recommend that you gradually ramp up your sending as described
in How to Warm Up Dedicated IPs (p. 219), and then maintain a sustained and consistent sending
pattern. With shared IPs, you can scale your sending up or down at any time.

Reputation Isolation

Dedicated IPs enable you to isolate the reputation of your separate mail streams, and to separate the
reputation of your email sending from the sending of other Amazon SES customers. However, this also
means that you are primarily responsible for maintaining the reputation of your IPs because your IP
reputation is largely driven by the email you send.

Regardless of the type of IPs you use, you must ensure that your email sending follows standard best
practices. For best practices, see Obtaining and Maintaining Your Recipient List (p. 225), Processing
Bounces and Complaints (p. 225), Improving Deliverability with Amazon SES (p. 224), and the
Amazon Simple Email Service Email Sending Best Practices whitepaper.

Knowledge of the IP Addresses

When you use dedicated IPs, you can find the values of the IPs that send your mail in the Dedicated
IPs page of the Amazon SES console, and those addresses do not change. With shared IPs, you do
not know the IP addresses that Amazon SES uses to send your mail, and those addresses can change
at any time.
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Engaging Amazon SES

Shared IPs are the default option, so you do not need to contact us to use them. To request or
relinquish dedicated IPs, you must open an SES Sending Limits Increase case as described in How to
Request and Relinquish Dedicated IPs (p. 218).

How to Request and Relinquish Dedicated IPs

This section describes how to request and relinquish dedicated IPs. In this process, you submit an
SES Sending Limits Increase case in Support Center. Depending on the outcome, you might need to
perform some additional steps, as described in the relevant procedures.

Requesting Dedicated IPs

The following steps show how to request dedicated IPs for the first time, and how to request additional
dedicated IPs. You will know that you need to request additional dedicated IPs when you start
receiving Maximum sending rate exceeded errors when you send emails with Amazon SES.

To request dedicated IPs for the first time

1. Signinto the AWS Management Console and open an SES Sending Limits Increase case in
Support Center. You can also reach this link using the Dedicated IPs page in the Amazon SES
console.

2. Inthe case submission form, choose the region, choose Desired Maximum Send Rate, and then
enter the number of emails per second you expect to use with dedicated IPs.

3. Forthe Use Case Description, tell us that you are requesting dedicated IPs, and provide as much
detail as possible about your use case, including what you expect your daily sending volume will
be with dedicated IPs. If we determine that you are a good candidate for dedicated IPs, we will let
you know the number of dedicated IPs that best fits your use case.

4. After we evaluate your request, you will receive a reply within the case. This reply could be the
outcome of your request, or a request for more information.

5. If the case reply indicates that you have been granted dedicated IPs, do the following steps:

Open another AWS account. This is the account you will use with your dedicated IPs.

b. In the other account, configure Amazon SES (notifications, verified identities, and so on) for
the sending you will do with dedicated IPs. You do not need to submit a separate sending
limit increase case for the new account because we will make the sending limits on your new
account the same as the sending limits of your old account.

c. Find the AWS account ID of the new account. To find the AWS account ID, ensure that you
are signed into the new account, and then go to https://console.aws.amazon.com/billing/
home?#/account.

d. Sign out of the new AWS account, and sign back into the old account.

e. Go to Support Center, and provide the AWS account ID of the new account in a reply to your
dedicated IP limit increase case.

f.  You will receive a case reply confirming that your dedicated IPs are now associated with your
new account.

g. Warm up the dedicated IPs as described in How to Warm Up Dedicated IPs (p. 219).

To request additional dedicated IPs

1. Signinto the AWS Management Console with the account you use for dedicated IPs, and open
an SES Sending Limits Increase case in Support Center. You can also reach this link using the
Dedicated IPs page in the Amazon SES console.
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2. In the case submission form, choose the region, choose Desired Maximum Send Rate, and then
enter the number of emails per second you expect to use across all of your dedicated IPs.

3. Forthe Use Case Description, tell us that you are requesting additional dedicated IPs, explain
why you need them, and include what you expect your daily sending volume will be across all of
your dedicated IPs. If we determine that you need additional dedicated IPs, we will let you know
the number of additional dedicated IPs that best fits your use case.

4. After we evaluate your request, you will receive a reply within the case. This reply could be the
outcome of your request, or a request for more information. If your request is granted, the reply will
confirm that your dedicated IPs are now associated with your new account.

5. If your request is granted, you do not need to warm up the new dedicated IPs because Amazon
SES will distribute your sending among all of your dedicated IPs.

Relinquish Dedicated IPs
To relinquish dedicated IPs, do the following steps.

To relinquish dedicated IPs

1. Signinto the AWS Management Console with the account you use for dedicated IPs, and open
an SES Sending Limits Increase case in Support Center. You can also reach this link using the
Dedicated IPs page in the Amazon SES console.

2. In the case submission form, choose the region, choose Desired Maximum Send Rate and then
enter any number. (You will specify how many dedicated IPs you want to relinquish within the use
case description.)

3. Forthe Use Case Description, tell us that you want to relinquish dedicated IPs, and how many
dedicated IPs you want to relinquish.

4. After we evaluate your request, you will receive a reply within the case asking you to confirm that
you want to release the number of dedicated IPs that you specified.

5.  You will receive a case reply confirming that your dedicated IPs have been released.

How to Warm Up Dedicated IPs

When determining whether to accept or reject an email, ISPs consider the reputation of the IP that sent
it. One of the factors that contributes to the reputation of an IP is whether the IP has a considerable
history of sending high-quality emails. ISPs that receive mail from a new IP that has no history tend to
be more cautious about accepting mail from it. This manifests as throttling (soft, transient) bounces,
but can also result in rejection (hard) bounces, as well as putting your mail in the junk folder until the IP
establishes a good reputation by sending a steady stream of high-quality mail.

You should therefore gradually increase your sending through a new dedicated IP before you use it to
its full capacity. This process is called warming up the IP. You warm up an IP by using the following
three principles:

1. Start small.

2. Measure results.
3. Make corrections.

Ideal IP warm-up times vary by ISP and recipient. It takes a minimum of 14 days to establish some
level of positive reputation with some ISPs; it can take up to 6 weeks for many ISPs. When warming
up a new IP, you should send emails to the users who engage with you the most to ensure that your
complaint rate is low.
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For best results, you should carefully examine your bounce messages and send less email if you
receive a high number of IP blocking or throttling responses. For information about how to monitor your
bounces, see Monitoring Your Amazon SES Sending Activity (p. 101).

The following is an example of a warm-up plan. This plan assumes that your goal is to send one million
messages a day, and that you work with a linear warm-up plan over 45 days.

Day Number of emails Percentage of your
sending
1 22,222 2.22%
2 44,444 4.44%
3 66,667 6.67%
4 88,889 8.89%
5 111,111 11.11%
6 133,333 13.33%
7 155,556 15.56%
8 177,778 17.78%
9 200,000 20.00%
10 222,222 22.22%
11 244,444 24.44%
12 266,667 26.67%
13 288,889 28.89%
14 311,111 31.11%
15 333,333 33.33%
16 355,556 35.56%
17 377,778 37.78%
18 400,000 40.00%
19 422,222 42.22%
20 444,444 44.44%
21 466,667 46.67%
22 488,889 48.89%
23 511,111 51.11%
24 533,333 53.33%
25 555,556 55.56%
26 577,778 57.78%
27 600,000 60.00%
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Day Number of emails Percentage of your
sending
28 622,222 62.22%
29 644,444 64.44%
30 666,667 66.67%
31 688,889 68.89%
32 711,111 71.11%
33 733,333 73.33%
34 755,556 75.56%
35 777,778 77.78%
36 800,000 80.00%
37 822,222 82.22%
38 844,444 84.44%
39 866,667 86.67%
40 888,889 88.89%
41 911,111 91.11%
42 933,333 93.33%
43 955,56 95.556%
44 977,78 97.778%
45 1,000,000 100.00%

After you successfully warm up your dedicated IP, you must continue to send a steady stream of high-
quality mail through that IP to maintain a positive reputation with ISPs.

Testing Amazon SES Email Sending

Amazon Simple Email Service (Amazon SES) provides a mailbox simulator that you can use to test
how your application handles various email sending scenarios without affecting your sending quota
or your bounce and complaint metrics. The Amazon SES mailbox simulator is a set of test email
addresses. Each email address represents a specific scenario. You can send emails to the mailbox
simulator when you want to:

Test your application without having to create test "To" addresses.

Test how your email sending program handles bounces, complaints, and out-of-the-office (OOTO)
responses.

See what happens when you email an address that is on the Amazon SES suppression list.
Generate a bounce without putting a valid email address on the suppression list.

Find your system's maximum throughput without using up your daily sending quota.

Send test emails without affecting your email deliverability metrics for bounces and complaints.
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To use the mailbox simulator, email the addresses and observe how your setup responds to the
simulated scenarios. The following table lists each simulated scenario and the corresponding email
address that you would use. The email addresses are not case-sensitive.

Note
You can only access the mailbox simulator by using Amazon SES. You cannot access it from
an external mail server.

Simulated scenario Mailbox simulator email address

Success—The recipient's ISP accepts your email. If you success@simulator.amazonses.com
have set up delivery notifications as described in Monitoring

Using Amazon SES Notifications (p. 104), Amazon SES

sends you a delivery notification through Amazon Simple

Notification Service (Amazon SNS). Otherwise, you will

not receive any confirmation about this successful delivery

other than the API return value.

Bounce—The recipient's ISP rejects your email with bounce@simulator.amazonses.com
an SMTP 550 5.1.1 response code ("Unknown User").
Amazon SES generates a bounce notification and sends it
to you via email or by using an Amazon SNS notification,
depending on how you set up your system. This mailbox
simulator email address will not be placed on the Amazon
SES suppression list as one normally would when an email
hard bounces. The bounce response that you receive from
the mailbox simulator is compliant with RFC 3464. For
information about how to receive bounce feedback, see
Monitoring Using Amazon SES Notifications (p. 104).

Out of the Office—The recipient's ISP accepts your ooto@simulator.amazonses.com
email and delivers it to the recipient’s inbox. The ISP
sends an out-of-the-office (OOTO) message to Amazon
SES. Amazon SES then forwards the OOTO message
to you via email or by using an Amazon SNS notification,
depending on how you set up your system. The OOTO
response that you receive from the Mailbox Simulator is
compliant with RFC 3834. For information about how to
set up your system to receive OOTO responses, follow
the same instructions for setting up how Amazon SES
sends you notifications in Monitoring Using Amazon SES
Notifications (p. 104).

Complaint—The recipient's ISP accepts your email and complaint@simulator.amazonses.com
delivers it to the recipient’s inbox. The recipient, however,
does not want to receive your message and clicks "Mark
as Spam" within an email application that uses an ISP that
sends a complaint response to Amazon SES. Amazon
SES then forwards the complaint notification to you via
email or by using an Amazon SNS notification, depending
on how you set up your system. The complaint response
that you receive from the mailbox simulator is compliant
with RFC 5965. For information about how to receive
bounce feedback, see Monitoring Using Amazon SES
Notifications (p. 104).

Address on Suppression List—Amazon SES treats suppressionlist@simulator.amazonses.com
your email as a hard bounce because the address you are
sending to is on the Amazon SES suppression list.
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Important
If you send an email to a mailbox simulator address other than the test addresses listed
above, the unlisted address will be placed on the suppression list.

The mailbox simulator provides typical bounce, complaint, and OOTO responses. In the bounce
scenario, multiple bounces from the same sending request are gathered into a single response. In
practice, the response varies by ISP. To reduce your bounce and complaint rates, see the Amazon
Simple Email Service Email Sending Best Practices white paper.

When you send emails to the mailbox simulator, you will be limited by your maximum send rate. You
will also be billed for your emails. However, emails to the mailbox simulator will not affect your email
deliverability metrics for bounces and complaints or count against your sending quota.

The mailbox simulator supports labeling, which enables you to send emails to the same mailbox
simulator address in multiple ways, or to test your support for Variable Envelope Return Path
(VERP). For example, you can send an email to bounce+labell@simulator.amazonses.com and
bounce+label2@simulator.amazonses.com to test how your setup matches a bounce message with
the undeliverable address that caused the bounce. For more information about VERP, see http:/
en.wikipedia.org/wiki/Variable_envelope_return_path.

You can send emails to the mailbox simulator even if you are in the sandbox.

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Amazon SES and Security Protocols

This topic describes the security protocols that you can use when you connect to Amazon SES, as well
as when Amazon SES delivers an email to a receiver.

Email Sender to Amazon SES

The security protocol that you use to connect to Amazon SES depends on whether you are using the
Amazon SES API or the Amazon SES SMTP interface, as described next.

HTTP

If you are using the Amazon SES API (either directly or through an AWS SDK), then all
communications are encrypted by TLS through the Amazon SES HTTPS endpoint. The Amazon SES
HTTPS endpoint supports TLS 1.0 only.

SMTP Interface

If you are accessing Amazon SES through the SMTP interface, you are required to encrypt your
connection using Transport Layer Security (TLS). Note that TLS is often referred to by the name of its
predecessor protocol, Secure Sockets Layer (SSL).

Amazon SES supports two mechanisms for establishing a TLS-encrypted connection: STARTTLS and
TLS Wrapper.

¢ STARTTLS—STARTTLS is a means of upgrading an unencrypted connection to an encrypted
connection. There are versions of STARTTLS for a variety of protocols; the SMTP version is defined
in RFC 3207. For STARTTLS connections, Amazon SES supports TLS 1.2, TLS 1.1, TLS 1.0 and
SSLv2Hello.

e TLS Wrapper—TLS Wrapper (also known as SMTPS or the Handshake Protocol) is a means of
initiating an encrypted connection without first establishing an unencrypted connection. With TLS
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Wrapper, the Amazon SES SMTP endpoint does not perform TLS negotiation: it is the client's
responsibility to connect to the endpoint using TLS, and to continue using TLS for the entire
conversation. TLS Wrapper is an older protocol, but many clients still support it. For TLS Wrapper
connections, Amazon SES supports TLS 1.2, TLS 1.1 and TLS 1.0.

For information about connecting to the Amazon SES SMTP interface using these methods, see
Connecting to the Amazon SES SMTP Endpoint (p. 60).

If your software does not support STARTTLS or TLS Wrapper, you can set up a secure tunnel to allow
your software to communicate with the Amazon SES SMTP endpoint. For information about how to set
up a secure tunnel, see Setting Up a Secure Tunnel to Connect to Amazon SES (p. 67).

Amazon SES to Receiver

Amazon SES sends messages over a TLS-protected connection (TLS version 1.0 only) by default. This
method, called opportunistic TLS, means that when Amazon SES establishes an SMTP connection
with a receiving mail server, Amazon SES upgrades the connection using the STARTTLS protocol if
the receiving mail server supports TLS. If the receiving server does not advertise STARTTLS or if TLS
negotiation fails, the connection proceeds in plaintext.

Amazon SES supports opportunistic TLS in all regions and you don't need to take any action to enable
it.

Best Practices with Amazon SES

This section contains the following topics on best practices for sending email using Amazon Simple
Email Service (Amazon SES):

¢ For tips on how to improve the chances that your emails will be delivered to your recipients' inboxes,
see Improving Deliverability with Amazon SES (p. 224).

¢ For ways to keep your mailing list from containing invalid addresses and recipients who do not want
your mail, see Obtaining and Maintaining Your Recipient List (p. 225).

« For guidance on how to handle bounces and complaints, see Processing Bounces and
Complaints (p. 225).

¢ For factors to consider when you send email through Amazon SES using multiple AWS accounts,
see Using Multiple Amazon SES Accounts (p. 226).

Improving Deliverability with Amazon SES

The following recommendations can help improve your deliverability when you use Amazon SES.

¢ Only send email to recipients who have requested it—Collect recipients' email addresses
yourself, and with the recipients' permission. Do not buy mailing lists from third parties. Keep your
mailing lists up-to-date and provide a mechanism for recipients to unsubscribe. If your mailing list is
associated with a discussion group, consider unsubscribing recipients who have not interacted with
you for a long period of time (for example, 180 days).

¢ Keep your number of bounces and complaints low—High numbers of bounces indicate to ISPs
that you do not know your recipients very well. High numbers of complaints indicate that recipients
do not want to receive your emails. If an email bounces or is marked as spam by a recipient, make
sure to remove that recipient from your list. For information about how to be notified of bounces and
complaints, see Monitoring Using Amazon SES Notifications (p. 104).

¢ Authenticate your email—Authentication is a way to show ISPs that your emails are genuine and
have not been modified in transit. For more information, see Authenticating Your Email in Amazon
SES (p. 90).
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Send high-quality email—High-quality email is email that your recipients expect and find valuable.
Value means different things to different recipients and can come in the form of offers, order
confirmations, receipts, newsletters, etc. Inform your recipients of what you plan to send and
understand what your recipients expect from an email program.

Check your sending statistics—Regularly monitor your number of delivery attempts, bounces,
complaints, and rejected emails so that you can identify and correct problems right away. To check
your sending statistics, see Monitoring Your Amazon SES Sending Activity (p. 101).

Watch your sending limits—If you attempt to exceed your sending limits, your calls to the Amazon
SES API will fail. Check the Amazon SES console or call Get SendQuot a. If you need to raise your
sending limits, see Increasing Your Amazon SES Sending Limits (p. 192).

Watch for upward trends in rejected emails. Amazon SES will generate a MessageRejected error
for any message that it does not accept; if you see a large number of rejections, make sure that none
of your applications are trying to send the same rejected message repeatedly.

For a more in-depth discussion of these and other best practices, see the Amazon Simple Email
Service Email Sending Best Practices whitepaper.

Obtaining and Maintaining Your Recipient List

Ultimately, you want to make sure that the recipient addresses on your mailing list are valid and that
your recipients want and expect your mail. Emails to invalid recipient addresses will bounce, and if
valid recipients do not want your mail, they may mark your email as spam in their email client. High
bounce and complaint rates put your account at risk of being shut down.

The following list includes, but is not limited to, ways that will help you keep your recipient list clean.
For more detailed information, see the Amazon Simple Email Service Email Sending Best Practices
whitepaper.

Set up a process to monitor bounces and complaints, and when a recipient address bounces or
complains, remove it from your mailing list. For more information, see Processing Bounces and
Complaints (p. 225).

Do not buy email lists.

Only send emails to recipients who have interacted with your site recently (for example, within the
last 180 days).

When a recipient signs up for your list, make it clear what type of mail they are signing up for, and do
not send them other types of mail. For example, recipients who sign up to receive notifications about
particular events might not appreciate your marketing mail.

You can use double opt-in to ensure that you don't repeatedly send email to a bad address. With
double opt-in, a subscriber must first request to be subscribed to your list. Then, the subscriber
receives a verification email. They must click on the link in the email to confirm that they want to be
subscribed.

One way to prevent bots from signing up for your mailing list is to use CAPTCHA during your sign-
up process. CAPTCHA is an automated challenge-response test that is designed to verify that

a human, rather than a computer, is entering the information. For more information, see http://
www.captcha.net.

Do not use Amazon SES as a way to clean your recipient list.

Processing Bounces and Complaints

High bounce and complaint rates put your account at risk of being shut down, so you need to make
sure that you have a process in place to remove recipient addresses that have bounced or complained
from your recipient list. For tips on preventing the inclusion of invalid email addresses on your list, see
Obtaining and Maintaining Your Recipient List (p. 225). The following guidelines pertain to handling
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bounces and complaints. For more detailed information, see the Amazon Simple Email Service Email
Sending Best Practices whitepaper.

¢ Monitor your bounces and complaints and remove any bounced or complained recipient addresses
from your mailing list. You can be notified of bounces and complaints in one of two ways: by email
or by Amazon Simple Notification Service (Amazon SNS) notifications. For more information, see
Monitoring Using Amazon SES Notifications (p. 104).

« If your recipient list is large, you should probably set up an automated process. For .NET example
code on how you might manage your email list using the information in Amazon SNS notifications,
see Handling Bounces and Complaints on the Amazon SES blog.

¢ Treat suppression list bounces like any other hard bounce. Although it is possible to remove
addresses from the suppression list by using the Amazon SES console, only do that if you are 100%
sure that the email address is valid. In most cases, the email address is not valid, and you should
remove it from your list.

« If you need to test your bounce and complaint handling process, use the Amazon SES mailbox
simulator. Emails that you send to the mailbox simulator do not affect your bounce and complaint
rates. For more information, see Testing Amazon SES Email Sending (p. 221).

Using Multiple Amazon SES Accounts

When you need to send distinctly different streams of email, you can send emails through Amazon
SES using multiple AWS accounts. For example, you might send marketing emails from one account
and transactional emails from another account, or you might use separate accounts to send email on
behalf of different clients. When you use multiple AWS accounts to send emails through Amazon SES,
keep the following in mind:

¢ Make sure to monitor the emails you receive at the email address associated with each AWS
account you are using. We send notifications about the status of your accounts, such as Amazon
SES probation and suspension notices, to the email address associated with each particular AWS
account. It is important to pay attention to the status of all of your accounts, because the suspension
of one account puts the other accounts at risk of suspension.

« If you are sending through multiple accounts, make sure that you send (and continue to send)
different types of email through your different accounts. Using multiple accounts to send very similar
content can be indicative of sending spam, and puts your accounts at risk of suspension.

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Troubleshooting Amazon SES

When you use Amazon Simple Email Service (Amazon SES), you might encounter problems when you
attempt to send email. The most common problems are parsing errors; however, there could be other
reasons why the service cannot accept your request, or you may not be able to reach your maximum
send rate. Even if your request is successful, it's still possible that your email will not be delivered due
to circumstances beyond the control of Amazon SES.

This section contains the following topics that may help you when you encounter problems:

¢ For a list of common delivery problems that you might encounter when you send email, along with
corrective actions that you can take, see Amazon SES Delivery Problems (p. 227).

¢ For a description of issues recipients may see when they receive an email that was sent through
Amazon SES, see Problems with Emails Received from Amazon SES (p. 228).
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¢ For a list of errors that can occur when you send an email with Amazon SES, see Amazon SES
Email Sending Errors (p. 228).

« For information about domain verification problems that you might encounter, see Amazon SES
Domain Verification Problems (p. 230).

¢ For solutions to Easy DKIM issues, see Amazon SES DKIM Problems (p. 232).

¢ For solutions to problems with bounce, complaint, and delivery notifications, see Amazon SES
Notification Problems (p. 233).

¢ For information about how to remove an email address from the suppression list, see Removing an
Email Address from the Amazon SES Suppression List (p. 233).

¢ For tips on how to increase your email sending speed when you make multiple calls to Amazon SES
using either the API or the SMTP interface, see Increasing Throughput with Amazon SES (p. 234).

¢ For solutions to common problems that you might encounter when you use Amazon SES through its
Simple Mail Transfer Protocol (SMTP) interface, see Amazon SES SMTP Issues (p. 235).

¢ For a list of SMTP response codes that a client application can receive from Amazon SES, see
SMTP Response Codes Returned by Amazon SES (p. 237).

« For a list of error codes that are returned by the Amazon SES Query (HTTPS) API, see API Error
Codes Returned by Amazon SES (p. 239).

¢ For a description of common enforcement issues and how to handle them, see Amazon SES
Enforcement FAQs (p. 242).

» For a discussion about how IP blacklists affect your sending with Amazon SES, see Amazon SES IP
Blacklist FAQ (p. 254).

If you are calling the Amazon SES API directly, see Amazon Simple Email Service API Reference for
the HTTP errors that you might receive.

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Amazon SES Delivery Problems

After you make a successful request to Amazon SES, your message is often sent immediately. At other
times, there might be a short delay. In any case, you can be assured that your email will be sent.

When Amazon SES sends your message, however, several factors can prevent it from being delivered
successfully, and in some cases you will become aware that delivery failed only when the message
you send does not arrive. Use the following process to resolve this situation.

If an email does not arrive, try the following:

« Verify that you made a SendEnmai | or SendRawEnmai | request for the email in question and that
you received a successful response. (See Structure of a Successful Response (p. 325) for an
example.) If you are making these requests programmatically, check your software logs to ensure
that the program made the request and received a successful response.

¢ Read the blog article Three places where your email could get delayed when sending through SES
because the problem might actually be a delay rather than a nondelivery.

¢ Check the sender's email address (the "From" address) to verify that it is valid. Also check the
Return-Path address, which is where bounce messages are sent. If your mail bounced, there will be
an explanatory error message there.

¢ Check the AWS Service Health Dashboard at http://status.aws.amazon.com to confirm that there is
not a known problem with Amazon SES.
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¢ Contact the email recipient or the recipient's ISP. Verify that the recipient is using the correct email
address, and inquire whether there have been any known delivery problems with the recipient's ISP.
Also, determine whether the email did arrive but was filtered as spam.

 If you have signed up for a paid AWS Support Plan, you can open a new technical support case.
In your correspondence with us, please provide any relevant recipient addresses, along with any
request IDs or message IDs returned from the SendEmai | or SendRawEnai | responses.

¢ Wait to see if the problem is actually a delay, not a permanent delivery failure. To combat spammers,
some ISPs temporarily reject incoming messages from unknown sending mail servers. This
process, called greylisting, can cause a delay in delivery. Amazon SES will retry these messages. If
greylisting is the issue, the ISP should accept the email on one of these retry attempts.

Problems with Emails Received from Amazon SES

The following issue can arise when a recipient receives an email sent through Amazon SES. If you are
looking for troubleshooting information that talks about when a recipient does not receive an email at
all, see Amazon SES Delivery Problems (p. 227).

¢ A recipient's email client displays "sent via amazonses.com" as the source of the email—
Some email clients display the "via" domain when the sender's domain does not match the domain
that the email was actually sent from (in this case, amazonses.com). For more information on why,
see this explanation from Google. As a workaround, you can set up Domain Keys Identified Mail
(DKIM), which is good practice anyway. When you authenticate your emails using DKIM, email
clients will typically not show the "via" domain because the DKIM signature shows that the email is
from the domain it claims to be from. For information about how to set up DKIM, see Authenticating
Email with DKIM in Amazon SES (p. 91).

¢ Your email is not displaying correctly in arecipient's email client

« If your email contains non-ASCII characters, you must construct the email in Multipurpose Internet
Mail Extensions (MIME) format and send it using the SendRawEnai | API. For more information,
see Sending Raw Email Using the Amazon SES API (p. 86).

* Your email might contain improperly formatted MIME. Ensure that it complies with RFC 2047. For
example, it must use appropriate header fields and message body encoding.

» The recipient's email server or email client might impose limitations on the rendered content.

Amazon SES Email Sending Errors

This topic reviews the types of email sending-specific errors that you may encounter when you send an
email through Amazon SES. If you try to send an email through Amazon SES and the call to Amazon
SES fails, Amazon SES returns an error message to your application and does not send the email. The
way that you observe this error message depends on the way that you call Amazon SES.

« If you call the Amazon SES API directly, the Query action will return an error. The error may be
MessageRej ect ed or one of the errors specified in the Common Errors topic of the Amazon SES
API Reference.

¢ If you call Amazon SES using an AWS SDK that uses a programming language that supports
exceptions, Amazon SES may throw an exception. The type of exception depends on the SDK and
on the error. For example, the exception could be an Amazon SES MessageRej ect edExcepti on
(the actual name may vary depending on the SDK) or a general AWS exception. Regardless of
the type of exception, the error type and the error message in the exception will give you more
information.

« If you call Amazon SES through its SMTP interface, the way that you experience the error depends
on the application. Some applications may display a specific error message, some may not. For a list
of SMTP response codes, see SMTP Response Codes Returned by Amazon SES (p. 237).
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Note
When your call to Amazon SES to send an email fails, you are not billed for that email.

The following are the types of Amazon SES-specific problems that can cause Amazon SES to
return an error when you try to send an email. These errors are in addition to general AWS errors
like Mal f or medQuer yStri ng as specified in the Common Errors topic of the Amazon SES API
Reference.

« Email address is not verified. The following identities failed the check in region <region>:
<identity1l>, <identity2>, <identity3>—You are trying to send email from an email address or
domain that you have not verified with Amazon SES. This error could apply to the "From", "Source",
"Sender", or "Return-Path" address. If your account is still in the sandbox, you also must verify every
recipient email address except for the recipients provided by the Amazon SES mailbox simulator. If
Amazon SES is not able to show all of the failed identities, the error message ends with an ellipsis.

Note

Amazon SES has endpoints in multiple AWS regions, and email address verification status
is separate for each AWS region. You must complete the verification process for each
sender in the AWS region(s) you want to use.

e Customer is suspended—Your AWS account has been blocked from sending email using
Amazon SES. You can still access the Amazon SES console and perform any activity (e.g., view
your metrics) except for email sending; if you attempt to send an email, you will receive this error
message.

If this happens, you should have received an email from Amazon SES to the email address
associated with your AWS account informing you of the problem. To appeal your suspension and
reinstate email sending privileges, follow the instructions in the email. You will need to explain in
detail why you believe that the suspension itself was an error, or the changes you have made to
ensure that the same problem does not occur again.

¢ Throttling—Amazon SES is limiting the rate at which you can send messages. Your application may
be trying to send too much email, or to send email at too fast a rate. In these cases, the error may be
similar to the following:

« Daily message quota exceeded—You have sent the maximum number of messages that you are
permitted in a 24-hour period. If you have exceeded your daily quota, you will have to wait until the
next 24-hour period before you can send more email.

* Maximum sending rate exceeded—You are attempting to send more emails per second than is
permitted by your maximum send rate. If you have exceeded your sending rate, you can continue
to send email, but will need to reduce your send rate. For more information, see How to handle a
"Throttling - Maximum sending rate exceeded" error on the Amazon SES blog.

You should regularly monitor your sending activity to see how close you are to your sending limits.
For more information, see Monitoring Your Amazon SES Sending Limits (p. 191). For general
information about sending limits, see Managing Your Amazon SES Sending Limits (p. 190). For
information about how to increase your sending limits, see Increasing Your Amazon SES Sending
Limits (p. 192).

Important

If the error text that explains the throttling error is not related to you exceeding your daily
quota or maximum send rate, then there might be a system-wide problem that is causing
reduced sending capabilities. For information about the service status, go to the AWS
Service Health Dashboard at http://status.aws.amazon.com.

e There are no recipients specified—No recipients were provided.

* There are non-ASCIl characters in the email address—The email address string must be 7-bit
ASCII. If you want to send to or from email addresses that contain Unicode characters in the domain
part of an address, you must encode the domain using Punycode. Punycode is not permitted in the
local part of the email address (i.e., the part before the @) nor in the "friendly from" name. If you
want to use Unicode characters in the "friendly from" name, you must encode the "friendly from"
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name using MIME encoded-word syntax, as described in Sending Raw Email Using the Amazon
SES API (p. 86). For more information about Punycode, see RFC 3492.

¢ Mail FROM domain is not verified—Amazon SES could not read the MX record required to use
the specified MAIL FROM domain. For information about editing the custom MAIL FROM domain
settings for an identity, see Editing a MAIL FROM Domain with Amazon SES (p. 51).

¢ Configuration set does not exist—The configuration set that you specified does not exist. A
configuration set is an optional parameter that you use to publish email sending events. For more
information, see Monitoring Using Amazon SES Event Publishing (p. 125).

Amazon SES Domain Verification Problems

To verify a domain with Amazon SES, you initiate the process using either the Amazon SES console
or the Amazon SES API, and then publish a TXT record to your DNS server as described in Verifying
Domains in Amazon SES (p. 41). This section contains the following topics that might help you if you
encounter problems:

¢ To verify that the TXT record is correctly published to your DNS server, see How to Check Domain
Verification Settings (p. 230).

« For some common problems you may encounter when you attempt to verify your domain with
Amazon SES, see Common Domain Verification Problems (p. 231).

How to Check Domain Verification Settings

You can check that your Amazon SES domain verification TXT record is published correctly to your
DNS server by using the following procedure. This procedure uses the nslookup tool, which is available
for Windows and Linux. On Linux, you can also use dig.

The commands in these instructions were executed on Windows 7, and the example domain we use is
ses-example.com.

In this procedure, you first find the DNS servers that serve your domain, and then query those servers
to view the TXT records. You query the DNS servers that serve your domain because those servers
contain the most up-to-date information for your domain, which can take time to propagate to other
DNS servers.

To verify that your domain verification TXT record is published to your DNS server
1. Find the name servers for your domain by taking the following steps.

a. Go to the command line. To get to the command line on Windows 7, choose Start and then
type cmd. On Linux-based operating systems, open a terminal window.

b. At the command prompt, type the following, where <domain> is your domain. This will list all
of the name servers that serve your domain.

nsl ookup -type=NS <donmai n>

If your domain was ses-example.com, this command would look like:

nsl ookup -type=NS ses-exanpl e.com

The command's output will list the name servers that serve your domain. You will query one of
these servers in the next step.

2. Verify that the TXT record is correctly published by taking the following steps.
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a. Atthe command prompt, type the following, where <domain> is your domain, and <name
server> is one of the name servers you found in step 1.

nsl ookup -type=TXT _amazonses. <domai n> <nane server >

In our ses-example.com example, if a name server that we found in step 1 was called
nsl.name-server.net, we would type the following:

nsl ookup -type=TXT _anmmzonses. ses-exanpl e.com nsl. nane-server. net

b. Inthe output of the command, verify that the string that follows t ext = matches the TXT
value you see when you choose the domain in the Identities list of the Amazon SES console.

In our example, we are looking for a TXT record under _amazonses.ses-example.com with a
value of f mkgxT/ i cOYx4aA/ bEUr DPMeax9/ s3f r bl S+ni i xmgk=. If the record is correctly
published, we would expect the command to have the following output:

_ammzonses. ses-exanpl e.com text = "fnxgxT/i cOYx4aA/ bEUr DPMeax9/ s3frbl S
+ni i xngk="

Common Domain Verification Problems

If you attempt to verify a domain using the procedure in Verifying Domains in Amazon SES (p. 41) and
you encounter problems, review the possible causes and solutions below.

¢ Your DNS provider does not allow underscores in TXT record nhames—You can omit the
_amazonses from the TXT record name.

¢ You want to verify the same domain multiple times and you can't have multiple TXT records
with the same name—You might need to verify your domain more than once because you're
sending in different regions or you're sending from multiple AWS accounts from the same domain
in the same region. If your DNS provider does not allow you to have multiple TXT records with the
same name, there are two workarounds. The first workaround, if your DNS provider allows it, is to
assign multiple values to the TXT record. For example, if your DNS is managed by Amazon Route
53, you can set up multiple values for the same TXT record as follows:

1. In the Amazon Route 53 console, choose the _amazonses TXT record you added when you
verified your domain in the first region.

2. In the Value box, press Enter after the first value.
3. Add the value for the additional region, and save the record set.

The other workaround is that if you only need to verify your domain twice, you can verify it once with
_amazonses in the TXT record name and the other time you can omit _amazonses from the record
name entirely. We recommend the previous solution as a best practice, however.

¢ Your email address is provided by a web-based email service you do not have control over—
You cannot successfully verify a domain that you do not own. For example, if you want to send email
through Amazon SES from a gmail address, you need to verify that email address specifically; you
cannot verify gmail.com. For information about individual email address verification, see Verifying
Email Addresses in Amazon SES (p. 39).

< Amazon SES reports that domain verification failed—You receive a "Domain Verification Failure"
email from Amazon SES, and the domain displays a status of "failed" in the Domains tab of the
Amazon SES console. This means that Amazon SES cannot find the necessary TXT record on your
DNS server. Verify that the required TXT record is correctly published to your DNS server by using
the procedure in How to Check Domain Verification Settings (p. 230), and look for the following
possible errors:
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* Your DNS provider appended the domain name to the end of the TXT record—Adding a TXT
record that already contains the domain name (such as _amazonses.example.com) may result in
the duplication of the domain name (such as _amazonses.example.com.example.com). To avoid
duplication of the domain name, add a period to the end of the domain name in the TXT record.
This will indicate to your DNS provider that the record name is fully qualified (that is, no longer
relative to the domain name), and prevent the DNS provider from appending an additional domain
name.

¢ You receive an email from Amazon SES that says your domain verification has been (or will
be) revoked—Amazon SES can no longer find the required TXT record on your DNS server. The
notification email will inform you of the length of time in which you must re-publish the TXT record
before your domain verification status is revoked.

Note

You can review the required TXT record information in the Amazon SES console by using
the following instructions. In the navigation pane, under Identities, choose Domains. In
the list of domains, choose (not just expand) the domain to display the domain verification
settings, which include the TXT record name and value.

If your domain verification status is revoked, you must restart the verification procedure in Verifying
Domains in Amazon SES (p. 41) from the beginning, just as if the revoked domain were an entirely
new domain. After you publish the TXT record to your DNS server, verify that the TXT record is
correctly published by using How to Check Domain Verification Settings (p. 230).

Amazon SES DKIM Problems

If you attempt to set up Easy DKIM using the procedure in Easy DKIM in Amazon SES (p. 92) and
you encounter problems, review the possible causes and solutions below.

¢ You set up Easy DKIM successfully, but your messages are not being DKIM-signed—Possible
problems are:

* Make sure that Easy DKIM is enabled for the appropriate identity. To enable Easy DKIM for an
identity in the Amazon SES console, choose the email address or domain in the Identities list.
On the Details page for the email address or domain, expand DKIM, and then choose Enable to
enable DKIM.

* You could be sending from an individually verified email address that does not have DKIM-signing
enabled. If you set up Easy DKIM for a domain, it will apply to all email addresses in that domain
except for email addresses that you individually verified. Individually verified email addresses use
separate settings. If this is your issue, either remove the email address from your identity list (its
settings will then be inherited from the verified domain's settings) or enable Easy DKIM for the
email address as explained above.

« If you are using Amazon SES in multiple regions or with multiple AWS accounts, you must perform
the Easy DKIM set-up procedure described in Easy DKIM in Amazon SES (p. 92) for each
region and account for which you want to use Easy DKIM. Amazon SES will generate a unique
set of DNS records for each domain/account/region combination. You will need to add all of these
records to your DNS server. If you remove the necessary DNS records for a specific region or
account, Amazon SES will disable DKIM signing only for that account in that region, and notify you
by email so that you can take action.

¢ Your domain's DKIM details in the Amazon SES console show DKIM: waiting on sender
verification... DKIM Verification Status: pending verification—Your DKIM status is pending,
which means that Amazon SES has not yet detected the required CNAME records on your DNS
server, which you should have published during the Easy DKIM set-up procedure (Easy DKIM in
Amazon SES (p. 92)). If your DKIM status is pending, see the following articles on the Amazon
SES blog:

¢ DKIM Troubleshooting Series: Your DKIM Status is Pending
e DKIM Troubleshooting Series: Your DKIM Status is Still Pending
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* When queried, your DNS servers successfully return the Amazon SES DKIM CNAME records,
but return SERVFAIL for the TXT records—Your DNS provider might have problems redirecting
CNAME records. Note that Amazon SES and ISPs query for TXT records. To comply with the DKIM
specification, your DNS servers must be able to respond to TXT record queries as well as CNAME
record queries. If your DNS provider cannot respond to TXT record queries, an alternative is to use
Amazon Route 53 for your DNS hosting.

¢ Your emails are being DKIM-signed, but the DKIM signature is not validating—See DKIM
Troubleshooting Series: Why is My Signature Not Validating? on the Amazon SES blog.

¢ You receive an email from Amazon SES that says your DKIM setup has been (or will be)
revoked—This means that Amazon SES can no longer find the required CNAME records on your
DNS server. The notification email will inform you of the length of time in which you must re-publish
the CNAME records before your DKIM setup status is revoked and DKIM signing is disabled. If
your DKIM setup is revoked, you must restart the DKIM set-up procedure in Easy DKIM in Amazon
SES (p. 92) from the beginning.

¢ You do not have DKIM-signing enabled, yet your message headers contain a DKIM
sighature—The DKIM signature you are seeing contains d=amazonses.com and is automatically
added by Amazon SES.

¢ Your emails contain two DKIM signatures—The extra DKIM signature, which contains
d=amazonses.com, is automatically added by Amazon SES. You can ignore it.

Amazon SES Notification Problems

If you encounter a problem with bounce, complaint, or delivery notifications, review the possible causes
and solutions below.

* You receive bounce notifications via Amazon SNS, but you don't know which recipients the
notifications correspond to. In the future, to associate a bounce notification with a given recipient,
you have the following options:

» Since Amazon SES doesn't retain any custom message IDs that you have added, store a mapping
between an identifier and the Amazon SES message ID that Amazon SES passes back to you
when it accepts the email.

* In each call to Amazon SES, send to a single recipient, rather than sending a single message to
multiple recipients.

* You can enable feedback forwarding via email, which will forward the full bounce message to you.

« You receive complaint notifications via Amazon SNS or email feedback forwarding, but you
don't know which recipients the notifications correspond to. Some ISPs redact the complained
recipient's email address before passing the complaint notification to Amazon SES. To enable you
to find the recipient's email address, your best option is to store your own mapping between an
identifier and the Amazon SES message ID that Amazon SES passes back to you when it accepts
the email. Note that Amazon SES does not retain any custom message IDs that you add.

¢ You want to set up notifications to go to an Amazon SNS topic you don't own. The owner
of that topic must configure an Amazon SNS access policy that allows your account to call the
SNS: Publ i sh action on their topic. For information about how to control access to your Amazon
SNS topic through the use of IAM policies, see Managing Access to Your Amazon SNS Topics.

Removing an Email Address from the Amazon SES
Suppression List

Amazon SES maintains a suppression list of recipient email addresses that have recently caused a
hard bounce for any Amazon SES customer. If you try to send an email through Amazon SES to an
address that is on the suppression list, the call to Amazon SES succeeds, but Amazon SES treats

the email as a hard bounce instead of attempting to send it. Like any hard bounce, suppression list
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bounces count towards your sending quota and your bounce rate. An email address can remain on the
suppression list for up to 14 days.

The only way you will know if an address is on the suppression list is that you will receive a
suppression list bounce when you send to it. There is no way to query the suppression list in advance.

Important

As with any email address that hard bounces, you should remove addresses that cause a
suppression list bounce from your mailing list unless you are absolutely sure the address

is valid, because suppression list bounces count towards your bounce rate and a high

bounce rate puts your account at risk of being shut down. If you remove an address from the
suppression list when it is indeed undeliverable, then the next time you or another Amazon
SES customer sends an email to that address, it will hard bounce and the address will go back
on the suppression list.

If you are sure that an address on the suppression list is valid, you can remove it from the list by using
the following procedure. Although each AWS region has a separate suppression list, if you remove an
address from the suppression list of one region, the address is removed from the suppression list of all
regions.

To remove an email address from the suppression list

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. In the Navigation pane, choose Suppression List Removal.

3. Inthe Email Address field, type the email address that you want to remove from the suppression
list.

4. Inthe Type characters field, type the characters that you see in the image above it.
5. Choose Submit.

After you submit the form, you can fill out the form for another email address. Suppression list removal
requests are processed immediately.

Increasing Throughput with Amazon SES

When you send emails, you can call Amazon SES as frequently as your maximum send rate allows.
(For more information about your maximum send rate, see Managing Your Amazon SES Sending
Limits (p. 190).) However, each call to Amazon SES takes time to complete.

If you are making multiple calls to Amazon SES using the Amazon SES API or the SMTP interface, you
may want to consider the following tips to help you improve your throughput:

¢ Measure your current performance to identify bottlenecks—A possible performance test
involves sending multiple test emails as quickly as possible within a code loop in your application.
Measure the round-trip latency of each SendEmai | request. Then, incrementally launch additional
instances of the application on the same machine, and watch for any impact on network latency. You
may also want to run this test on multiple machines and on different networks to help pinpoint any
possible machine resource bottlenecks or network bottleneck that may exist.

* (API only) Consider using persistent HTTP connections—Rather than incurring the overhead
of establishing a separate new HTTP connection for each API request, use persistent HTTP
connections. That is, reuse the same HTTP connection for multiple API requests.

¢ Consider using multiple threads—When an application uses a single thread, the application
code calls the Amazon SES API and then synchronously waits for an API response. Sending
emails is typically an 1/0O-bound operation, and doing the work from multiple threads provides better
throughput. You can send concurrently using as many threads of execution as you wish.

» Consider using multiple processes—Using multiple processes can help increase your throughput
because you will have more concurrent active connections to Amazon SES. For example, you can
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segment your intended emails into multiple buckets, and then run multiple instances of your email
sending script simultaneously.

e Consider using a local mail relay—Your application can quickly transmit messages to your local
mail server, which can then help to buffer the messages and asynchronously transmit them to
Amazon SES. Some mail servers support delivery concurrency, which means that even if your
application is generating emails to the mail server in a single-threaded fashion, the mail server will
use multiple threads when sending to Amazon SES. For more information, see Integrating Amazon
SES with Your Existing Email Server (p. 66).

¢ Consider hosting your application closer to the Amazon SES API endpoint—You may wish to
consider hosting your application in a data center close to the Amazon SES API endpoint, or on an
Amazon EC2 instance in the same AWS Region as the Amazon SES API endpoint. This may help to
decrease network latency between your application and Amazon SES, and improve throughput. For
a list of Amazon SES endpoints, see Regions and Amazon SES (p. 327).

¢ Consider using multiple machines—Depending on the system configuration on your host
machine, there may be a limit on the number of simultaneous HTTP connections to a single IP
address, which may limit the benefits of parallelism once you exceed a certain number of concurrent
connections on a single machine. If this is a bottleneck, you may wish to consider making concurrent
Amazon SES requests using multiple machines.

¢ Consider using the Amazon SES query APl instead of the SMTP endpoint—Using the Amazon
SES query API enables you to submit the email send request using a single network call, whereas
interfacing with the SMTP endpoint involves an SMTP conversation which consists of multiple
network requests (for example, EHLO, MAIL FROM, RCPT TO, DATA, QUIT). For more information
about the Amazon SES query API, see Using the Amazon SES API to Send Email (p. 85).

¢ Use the Amazon SES mailbox simulator to test your maximum throughput—To test any
changes you may implement, you can use the mailbox simulator. The mailbox simulator can help
you to determine your system’s maximum throughput without using up your daily sending quota. For
information about the mailbox simulator, see Testing Amazon SES Email Sending (p. 221).

If you are accessing Amazon SES through its SMTP interface, see Amazon SES SMTP
Issues (p. 235) for specific SMTP-related issues that may affect throughput.

Amazon SES SMTP Issues

If you are having problems sending email through the Amazon SES Simple Mail Transfer Protocol
(SMTP) interface, review the possible causes and solutions below. For general information about
sending email through the Amazon SES SMTP interface, see Using the Amazon SES SMTP Interface
to Send Email (p. 56).

¢ You are unable to connect to the Amazon SES SMTP endpoint

» Verify that you are using the right credentials. Your SMTP credentials are different than your
AWS credentials. To obtain your SMTP credentials, see Obtaining Your Amazon SES SMTP
Credentials (p. 57). For more information about credentials, see Using Credentials With Amazon
SES (p. 318).

* Your network might be blocking outbound connections over the port you're trying to send email
from. Try the following command: t el net emai | - snt p. us- west - 2. amazonaws. com <port >,
where <port> is the port you're trying to use (typically 25, 465, 587, or 2587). If that works, and
you are trying to connect to Amazon SES using TLS Wrapper or STARTTLS, try the openssl
commands shown in Using the Command Line to Send Email Through the Amazon SES SMTP
Interface (p. 83). If you cannot connect to the Amazon SES SMTP endpoint using telnet or
openssl, then something in your network (for example, a firewall) is blocking outbound connections
over the port you're trying to use. Work with your network administrator to diagnose and fix the
problem.

¢ You are sending to Amazon SES from an Amazon EC2 instance via port 25 and you cannot
reach your Amazon SES sending limits or you are receiving time outs—Amazon EC2 imposes
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default sending limits on email sent via port 25 and throttles outbound connections if you attempt to
exceed those limits. To remove these limits, submit a Request to Remove Email Sending Limitations.
You can also connect to Amazon SES via port 465 or port 587, neither of which is throttled.

Network errors are causing dropped emails—Ensure that your application uses retry logic when
it connects to the Amazon SES SMTP endpoint, and that your application can detect and retry
message delivery in case of a network error. SMTP is a verbose protocol and submitting an email
using this protocol requires several network round trips. Because of the nature of this protocol, the
potential of transient network errors increases. A message is accepted by Amazon SES for delivery
only when Amazon SES responds with an Amazon SES message ID.

You lose connection with the SMTP endpoint

« If you receive a time-out error message, the maximum transmission unit (MTU) size on the
network interface of the computer you're using to connect to the Amazon SES SMTP interface
might be too large. To mitigate this, you can try setting the MTU size on that computer to 1500. For
instructions on how to set the MTU size on Microsoft Windows, Linux, and Mac OS X operating
systems, see Queries Appear to Hang in the Client and Do Not Reach the Cluster in the Amazon
Redshift documentation. Users connecting to Amazon SES from an Amazon EC2 instance can
alternatively try the workaround described in Security Group Rules for Path MTU Discovery in the
Amazon EC2 documentation.

« Do not attempt to maintain long-lived connections with the Amazon SES SMTP endpoint. The
Amazon SES SMTP endpoint runs on a fleet of Amazon EC2 instances behind an Elastic Load
Balancer (ELB). In order to ensure that the system is up-to-date and fault tolerant, active Amazon
EC2 instances are periodically terminated and replaced with new instances. Because your
application connects to an Amazon EC2 instance through the ELB, the connection becomes
invalid when the Amazon EC2 instance is terminated. You should establish a new SMTP
connection after you have delivered a fixed number of messages via a single SMTP connection,
or if the SMTP connection has been active for some amount of time. You will need to experiment
to find appropriate thresholds depending on where your application is hosted and how it submits
email to Amazon SES.

You want to know the IP addresses of the Amazon SES SMTP mail servers so that you can
whitelist the IP addresses with your network—We are unable to provide a specific set of IP
addresses for the Amazon SES SMTP endpoints because they reside behind load balancers and the
IP addresses can change frequently. We recommend that you only whitelist based on DNS and not
static IP addresses.

You are integrating Amazon SES with a Sendmail or Postfix mail server using the instructions
in Integrating Amazon SES with Your Existing Email Server (p. 66), and your mail server
cannot authenticate with the Amazon SES SMTP endpoint because the hostname does not
match.—In this case, try the following steps.

* Sendmail—In Step 1 of Integrating Amazon SES with Sendmail (p. 71), put the following
additional line in /etc/mail/authinfo, depending on the AWS region of the Amazon SES endpoint
you are using. Note that you must replace USERNAME and PASSWORD with your SMTP user
name and password.

Region name Add this line to /etc/mail/authinfo
US East (N. Aut hl nf 0: ses- snt p- prod- 335357831. us-
Virginia) east- 1. el b. amazonaws. com "U.root" "I : USERNAMVE"

"P: PASSWORD' "M LOG N

US West Aut hl nf 0: ses- snt p- us- west - 2- pr od- 14896026. us-
(Oregon) west - 2. el b. amazonaws. com "U: root " "I : USERNAME"
" P: PASSWORD' "M LOG N

EU (Ireland) Aut hl nf 0: ses- snt p- eu- west - 1- pr od- 345515633. eu-
west - 1. el b. amazonaws. com "U: root " "I : USERNAME"
"P: PASSWORD' "M LOG N’
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In Step 4 of Integrating Amazon SES with Sendmail (p. 71), add the following to /etc/mail/access:

Region name

US East (N.
Virginia)
US West
(Oregon)

EU (Ireland)

Add this line to /etc/mail/access

Connect : ses-snt p- pr od- 335357831. us-
east-1. el b. amazonaws. com RELAY

Connect : ses- snt p- us- west - 2- pr od- 14896026. us-
west - 2. el b. amazonaws. com RELAY

Connect : ses-snt p- eu- west - 1- pr od- 345515633. eu-
west - 1. el b. amazonaws. com RELAY

» Postfix—In Step 3 of Integrating Amazon SES with Postfix (p. 68), put the following additional line
in /etc/postfix/sasl_passwd, depending on the AWS region of the Amazon SES endpoint you are
using. Note that you must replace USERNAME and PASSWORD with your SMTP user name and

password.

Region name
US East (N.
Virginia)

US West
(Oregon)

EU (Ireland)

Add this line to /etc/postfix/sasl_passwd

ses-snt p- prod- 335357831. us-east- 1. el b. amazonaws. com 25
USERNAME: PASSWORD

ses-snt p- us- west - 2- prod- 14896026. us-
west - 2. el b. amazonaws. com 25 USERNAME: PASSWORD

ses-snt p- eu- west - 1- prod- 345515633. eu-
west - 1. el b. anazonaws. com 25 USERNANME: PASSWORD

SMTP Response Codes Returned by Amazon SES

SMTP response codes that Amazon SES returns are listed in the following table. Note that 4xx errors
indicate a temporary issue.

Note

The way in which errors are handled depends on the SMTP client that you use; some SMTP
clients may not display error codes at all.

Description Response code More information
Authentication successful 235 Authentication successful N/A
Successful delivery 250 Ok <Message ID> <Message ID> is a string of

Daily sending quota
exceeded

Maximum send rate
exceeded

characters that Amazon SES uses
to uniquely identify a message.

454 Throttling failure: Daily You have exceeded the maximum

message quota exceeded number of emails that Amazon
SES permits you to send in a 24-
hour period. For more information,
see Managing Your Amazon SES
Sending Limits (p. 190).

454 Throttling failure: Maximum You have exceeded the maximum

sending rate exceeded number of emails that Amazon
SES permits you to send per
second. For more information,
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Description

Amazon SES issue
when validating SMTP
credentials

Problem receiving the
request

Incorrect credentials

Authentication Credentials
Invalid

Account not subscribed to
Amazon SES

Response code

454 Temporary authentication
failure

454 Temporary service failure

530 Authentication required

535 Authentication Credentials
Invalid

535 Account not subscribed to
SES

More information

see Managing Your Amazon SES
Sending Limits (p. 190).

Possible reasons include, but are
not limited to:

e There is a problem with the
encryption between your email-
sending application and Amazon
SES. Note that you need to
use an encrypted connection
when you connect to Amazon
SES. For more information, see
Connecting to the Amazon SES
SMTP Endpoint (p. 60).

e Amazon SES could be
experiencing an issue. Check
the Service Health Dashboard
for updates.

Amazon SES did not successfully
receive the request and therefore
did not send the message. Please
retry the request.

Your email-sending application
did not attempt to authenticate
with Amazon SES when it tried

to connect to the Amazon SES
SMTP interface. For an example
of how to set up an email-sending
application to authenticate with
Amazon SES, see Configuring
Email Clients to Send Through
Amazon SES (p. 61).

Your email-sending application
did not provide the correct SMTP
credentials to Amazon SES.

Note that your SMTP credentials
are not the same as your AWS
credentials. For more information,
see Obtaining Your Amazon SES
SMTP Credentials (p. 57).

The AWS account that owns the
SMTP credentials is not signed up
for Amazon SES. To sign up, go to
Manage Your Account.
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Description

User not authorized to call

the Amazon SES SMTP
endpoint

Unverified email address

Response code

554 Access denied: User <User
ARN> is not authorized to
perform ses:SendRawEmail on
resource <ldentity ARN>

554 Message rejected: Email
address is not verified. The
following identities failed the
check in region <region>:
<identityl>, <identity2>,
<identity3>

More information

The AWS Identity and Access
Management (IAM) policy or
the Amazon SES sending
authorization policy of the

user who owns the SMTP
credentials is not allowed to
call the Amazon SES SMTP
endpoint. For information about
how to get SMTP credentials
for an existing IAM user, see
Obtaining Amazon SES SMTP
Credentials by Converting AWS
Credentials (p. 58).

You are trying to send email from
an email address or domain that
you have not verified with Amazon
SES. This error could apply to

the "From", "Source", "Sender",
or "Return-Path" address. If your
account is still in the sandbox, you
also must verify every recipient
email address except for the
recipients provided by the Amazon
SES mailbox simulator. If Amazon
SES is not able to show all of the
failed identities, the error message
ends with an ellipsis.

Note

Amazon SES has
endpoints in multiple
AWS regions, and email
address verification status
is separate for each
AWS region. You must
complete the verification
process for each sender
in the AWS region(s) you
want to use.

API Error Codes Returned by Amazon SES

Error codes that are returned by the Amazon SES Query (HTTPS) API are listed in the following table.
For more information about the Amazon SES API, see Amazon Simple Email Service API Reference.

Error

ConfigurationSetDoesNotEkistspecified

Description

400
configuration set

does not exist. A
configuration set is

an optional parameter

that you use to publish

HTTPS Status Code

Actions That Return
This Code

SendEnmi |,
SendRawenai |
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Error

IncompleteSignature

InternalFailure

InvalidAction

InvalidClientTokenld

Description HTTPS Status Code

email sending events.
For more information,
see Monitoring Using
Amazon SES Event
Publishing (p. 125).

The request signature | 400
does not conform to
AWS standards.

The request processing | 500
has failed because

of an unknown error,
exception, or failure.

The requested action 400
or operation is invalid.

Verify that the action is

typed correctly.

The X.509 certificate 403
or AWS access key ID
provided does not exist

in our records.

InvalidParameterCombinalarameters that must 400

InvalidParameterValue

InvalidQueryParameter

not be used together
were used together.

An invalid or out- 400
of-range value was

supplied for the input
parameter.

The AWS query string | 400
is malformed, does

not adhere to AWS
standards.

MailFromDomainNotVerifi€tle message could 400

MalformedQueryString

not be sent because
Amazon SES could
not read the MX record
required to use the
specified MAIL FROM
domain.

The query string 404
contains a syntax error.

Actions That Return
This Code

All

All

All

All

All

All

All

SendEmai |,
SendRawEnai |

All
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Error Description HTTPS Status Code Actions That Return
This Code
MessageRejected Indicates that the 400 SendEnai |,
action failed, and SendRawEnmi |

the message could
not be sent. Check
the error stack for a
description of what
caused the error.
For more information
about problems
that can cause this
error, see Amazon
SES Email Sending
Errors (p. 228).

MissingAction The request is missing | 400 All
an action or a required
parameter.

MissingAuthenticationTok&he request must 403 All
contain either a valid
(registered) AWS
access key ID or X.509
certificate.

MissingParameter A required parameter 400 All
for the specified action
is not supplied.

OptinRequired The AWS access key 403 All
ID needs a subscription
for the service.

RequestExpired The request reached 400 All
the service more than
15 minutes after the
date stamp on the
request or more than
15 minutes after the
request expiration date
(such as for pre-signed
URLSs), or the date
stamp on the request is
more than 15 minutes
in the future.

ServiceUnavailable The request failed due | 503 All
to a temporary failure
of the server.

Throttling The request was 400 All
denied due to request
throttling.
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Amazon SES Enforcement FAQs

If the emails you send result in excessive bounces, complaints, or other issues, your sending abilities
might be placed on probation or suspended. This process is called enforcement. In these cases, you
will receive a notification at the email address associated with your AWS account.

This section contains FAQs on the following enforcement-related topics:

¢ Probations (p. 242)

e Suspensions (p. 244)

¢ Bounces (p. 245)

e Complaints (p. 247)

e Spamtraps (p. 251)

¢ Manual Investigations (p. 253)

Amazon SES Probation FAQ

Q1. | received a probation notice. What does that mean?

We have detected a significant issue with the sending on your account and we're giving you time to
fix it. You can still send normally for now, but if you don't fix the problem in the allotted timeframe or
sending allowance, your Amazon SES sending privileges might be suspended.

Q2. Will I always be notified if | am put on probation?

Yes. You will receive a notification at the email address of the AWS account associated with the
Amazon SES probation.

Q3. Will the Amazon SES probation affect my use of other AWS services?

No.

Q4. What should I do if I'm on probation?
You should do the following:

« If your situation allows it, stop sending mail until you fix the problem. Although probation does not
affect your ability to send mail through Amazon SES, if you continue to send mail without first making
changes, you are putting your continued sending at risk.

¢ Look at the email you received from us for a summary of the issue.
« Investigate your sending to determine what aspect of your sending specifically triggered the issue.

¢ Once you have made your fixes, send us an appeal telling us about the fixes you made (see Q6.
How do | submit an appeal? (p. 243)). Note that you should appeal your probation only after you've
made your changes—do not submit an appeal outlining changes you plan to make. If you do, we
will ask you to contact us again once the fixes are actually in place. If we find that you have fixed the
problem, we'll take you off probation.

¢ Be sure to provide any information we specifically request. We need this information to evaluate your
case.

Q5. What is an appeal?

An appeal is when you reply to a probation or suspension notification (or email ses-
enforcement@amazon.com from the email address associated with your AWS account) and provide
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the specific information we need to determine whether we can remove the probation or suspension.
For a list of information to provide, see Q6. How do | submit an appeal? (p. 243).

Q6. How do | submit an appeal?

Just reply to the probation natification. If you cannot find the probation notification, send your appeal
to ses-enforcement@amazon.com from the email address associated with your AWS account. In your
appeal, you should explain in as much detail as possible the following three things:

* An explanation of how and why you think the problem occurred.
¢ A list of changes you have already made to address the issue (not changes you plan to make).
* An explanation of why you believe these changes will prevent the problem from happening again.

Please read the FAQ specific to your issue (for example, bounces) to see if there is additional
information you need to provide in your appeal.

Note

Failure to provide this information will delay the appeal process because we will request the
remaining information before we can make a decision. In addition, be sure to provide any
additional information we specifically request during the appeal correspondence.

Q7. What if my appeal isn't accepted?

We will respond to you explaining why your appeal wasn't accepted, and you will often have the option
of appealing again after you address the issue. For example, we might ask you for more information,
and once you provide the information, your appeal might be accepted. As another example, if you tell
us how you will fix the problem and haven't actually fixed it, we'll ask you to contact us again once
you've actually fixed the issue.

Q8. Can you help me diagnose the problem?

Typically we can give you only a high-level overview of your issue (for example, that you have a
problem with bounces). You will need to investigate the root cause on your end.

Q9. How will I know if I'm off probation?

We will provide this information in our response to your appeal, or in some cases you will receive an
automated notification at the email address associated with your AWS account. The notification will
indicate either that you're off probation, or that your account has been suspended because you haven't
fixed the problem.

Q10. Will I always have a probation period if there's a problem?
No. There are two cases in which you might not be provided a probation period:

« If your sending problem is very severe, you might be immediately suspended. As with any
suspension, we will send you a notification at that time.

¢ If you show a pattern of repeated probations, eventually you might be suspended rather than being
put on probation again. For this reason, it is important to address the underlying problem rather
than just the specific incident that caused a specific probation. For instance, if a particular campaign
triggers a probation, you must do more than simply stop that campaign. You need to determine
which properties of the campaign were problematic and ensure that you have processes in place so
that your future campaigns won't have the same issue.

Q11. What if | make my fixes shortly before the probation is due to expire?

Contact us through the appeal process to let us know that you fixed the problem.
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Q12. Can | get help from my AWS representative or Premium Support?

If you are actively working with an AWS account representative, we will contact him or her regarding
your probation, and he or she might be able to help you to better understand the problem. Feel free to
contact your representative directly as well. If you are signed up for Premium Support, you might also
want to engage that team to help with this process.

Amazon SES Suspension FAQ

Q1. I received a suspension notice. What does that mean?

We had to shut down your account due to a critical issue with your sending, so you can no longer send
emails. There are three scenarios in which a suspension can occur:

« You are put on probation for a sending problem (for example, bounces), the probation expires, and
the issue has not been resolved.

« Your problem is so severe that you were immediately suspended without a probation period.

* You have a history of repeated probations for a particular issue, and the issue reoccurred.

Q2. Will I always be notified if | am suspended?

Yes. You will receive a notification at the email address of the AWS account associated with the
Amazon SES suspension.

Q3. Will the Amazon SES suspension affect my use of other AWS services?

No.

Q4. What should I do if my account has been suspended?

You should do the following:

¢ Look at the email you received from us for a summary of the issue.
¢ Investigate your sending to determine what aspect of your sending specifically triggered the issue.

¢ Once you have fixed the issue, send us an appeal telling us about the fixes you made (see Q6. How
do | submit an appeal? (p. 244)). Note that you should appeal your suspension only after you've
made your changes—do not submit an appeal outlining changes you plan to make. If you do, we will
ask you to contact us again once the fixes are actually in place.

¢ Be sure to provide any information we specifically request. We need this information to evaluate your
case.

Q5. What is an appeal?

An appeal is when you reply to a probation or suspension notification (or email ses-
enforcement@amazon.com from the email address associated with your AWS account) and provide
the specific information we need to determine whether we can remove the probation or suspension.
For a list of information to provide, see Q6. How do | submit an appeal? (p. 244).

Q6. How do | submit an appeal?

Just reply to the suspension notification. If you cannot find the suspension notification, send your
appeal to ses-enforcement@amazon.com from the email address associated with your AWS account.
In your appeal, you should explain in as much detail as possible the following three things:
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¢ An explanation of how and why you think the problem occurred.
¢ A list of changes you have already made to address the issue (not changes you plan to make).
¢ An explanation of why you believe these changes will prevent the problem from happening again.

Read the FAQ specific to your issue (for example, bounces) to see if there is additional information you
need to provide in your appeal.

Note

Failure to provide this information will delay the appeal process because we will request the
remaining information before we can make a decision. In addition, be sure to provide any
additional information we specifically request during the appeal correspondence.

Q7. What if my appeal isn't accepted?

We will respond to you explaining why your appeal wasn't accepted, and you will often have the option
of appealing again after you address the issue. For example, we might ask you for more information,
and once you provide the information, your appeal might be accepted. As another example, if you tell
us how you will fix the problem and haven't actually fixed it, we'll ask you to contact us again once
you've actually fixed the issue.

Q8. Can you help me diagnose the problem?

Typically we can give you only a high-level overview of your issue (for example, that you have a
problem with bounces). You will need to investigate the root cause on your end.

Q9. How will I know if my account has been reinstated?

We will provide this information in our response to your appeal, or in some cases you will receive

an automated notification at the email address associated with your AWS account. You can also try
sending an email to yourself through Amazon SES (for example, using the Amazon SES console). If
the attempt is successful, then you have been reinstated.

Q10. Can | get help from my AWS representative or Premium Support?

If you are actively working with an AWS account representative, we will contact him or her regarding
your probation, and he or she might be able to help you to better understand the problem. Feel free to
contact your representative directly as well. If you are signed up for Premium Support, you might also
want to engage that team to help with this process.

Amazon SES Bounce FAQ

Q1. Why do you care about my bounces?

High bounce rates are often used by entities such as ISPs, mailbox providers, and anti-spam
organizations as indicators that senders are engaging in low-quality email-sending practices and their
email should be blocked or sent to the spam folder.

Q2. What should | do if | receive a probation or suspension notice for my
bounce rate?

Fix the underlying problem and appeal to get your case reevaluated. For information about the appeal
process, see the FAQs on probation and suspension. In your appeal, in addition to the information
requested in the probation and suspension FAQs, tell us the following:

¢ The method you use to track your bounces
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« How you ensure that the email addresses of new recipients are valid prior to sending to them.
For example, which of the recommendations are you following in Q11. What can | do to minimize
bounces? (p. 247)

Q3. What types of bounces count toward my bounce rate?

Your bounce rate includes only hard bounces to domains you have not verified. Hard bounces are
permanent delivery failures such as "address does not exist." Temporary and intermittent failures such
as "mailbox full," or bounces due to blocked IP addresses, do not count toward your bounce rate.

Q4. Do you disclose the Amazon SES bounce rate limits that trigger probation
and suspension?

No, but you can find general bounce rate guidelines and tips on how to avoid bounces in the Amazon
Simple Email Service Email Sending Best Practices whitepaper.

Q5. Over what period of time is my bounce rate calculated?

We don't calculate your bounce rate based on a fixed period of time, because different senders send

at different rates. Instead, we look at what is called a representative volume, which represents a
reasonable amount of mail with which to evaluate your sending practices. To be fair to both high-
volume and small-volume senders, the representative volume is different for each user and changes as
the user's sending patterns change.

Q6. Can | calculate my own bounce rate by using the information from the
Amazon SES console or the GetSendStatistics API?

No. The bounce rate is calculated using representative volume (see Q5. Over what period of time is
my bounce rate calculated? (p. 246)). Depending on your sending rate, your bounce rate can stretch
farther back in time than the Amazon SES console or Get SendSt at i sti cs can retrieve. In addition,
only emails to non-verified domains are considered when calculating your bounce rate. However, if you
regularly monitor your bounce rates using those methods, you should still have a good indicator that
you can use to catch problems before they get to levels that trigger a probation or suspension.

Q7. How can | find out which email addresses bounced?

Examine the bounce notifications that Amazon SES sends you. The email address to which Amazon
SES forwards the notifications depends on how you sent the original messages, as described at
Amazon SES Notifications Through Email (p. 105). You can also set up bounce notifications through
Amazon Simple Notification Service (Amazon SNS), as described at Monitoring Using Amazon SES
Notifications (p. 104). Note that simply removing bounced addresses from your list without any
additional investigation might not solve the underlying problem. For information about what you can do
to reduce bounces, see Q11. What can | do to minimize bounces? (p. 247).

Q8. If I haven't been monitoring my bounces, can you give me a list of
addresses that have bounced?

No. We cannot give you a comprehensive list. You should be regularly monitoring your bounces by
email or through Amazon SNS.

Q9. How should I handle bounces?
You need to remove bounced addresses from your mailing list and stop sending mail to them

immediately. If you are a small sender, it might be sufficient to simply monitor bounces through email
and manually remove bounced addresses from your mailing list. If your volume is higher, you will
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probably want to set up automation for this process, either by programmatically processing the mailbox
where you receive bounces, or by setting up bounce notifications through Amazon SNS. For more
information, see Monitoring Using Amazon SES Notifications (p. 104).

Q10. Could my emails be bouncing because I've reached my sending limits?

No. Bounces have nothing to do with sending limits. If you try to exceed your sending limits, you will
receive an error from the Amazon SES API or SMTP interface when you try to send an email.

Q11. What can | do to minimize bounces?

First, be sure that you are aware of your bounces (see Q7. How can | find out which email addresses
bounced? (p. 246)). Then follow these guidelines:

¢ Do not buy, rent, or share email addresses. Use only addresses that specifically requested your mail.
* Remove bounced email addresses from your list.
« When you ask for email addresses, ask twice and require a match to minimize typos.

¢ Use double opt-in to sign up new users. That is, when a new users sign up, send them a
confirmation email that they need to click before receiving any additional mail. This prevents people
from signing up other people as well as accidental signups.

¢ If you must send to addresses that you haven't mailed lately (and thus you can't be confident that
the addresses are still valid), do so only with a small portion of your overall sending. For more
information, see our blog post Never send to old addresses, but what if you have to?.

¢ Ensure that you are not structuring signups to encourage people to use fictional addresses. Either do
not provide any value to new users until their email address is verified, or ask for their address only
when they specifically sign up to receive mail.

« If you have an "email a friend" feature, be sure you use CAPTCHA or a similar mechanism to
discourage automated use of the feature, and do not allow arbitrary content to be inserted by the
user. For more information about CAPTCHA, see http://www.captcha.net/.

« If you are using Amazon SES for system notifications, ensure that you are sending the notifications
to real addresses that can receive mail. Also consider turning off notifications that you do not need.

¢ If you are testing a new system, be sure you are either sending to real addresses that can receive
email, or you are using the Amazon SES mailbox simulator. For more information, see Testing
Amazon SES Email Sending (p. 221).

Amazon SES Complaint FAQ

Q1. What is a complaint?

A complaint occurs when a recipient reports that they do not want to receive an email. They might
have clicked the "This is spam" button in their email client, complained to their email provider, notified
Amazon SES directly, or through some other method. This topic includes general information about
complaints. If your notification contains specific information about the source of the complaints, also
read the relevant topic: Amazon SES Complaints Through ISP Feedback Loops FAQ (p. 248),
Amazon SES Complaints Directly from Recipients FAQ (p. 250), or Amazon SES Complaints
Through Email Providers FAQ (p. 250).

Q2. Why do you care about my complaints?

High complaint rates are often used by entities such as ISPs, email providers, and anti-spam
organizations as indicators that a sender is sending to recipients who did not specifically sign up to
receive emails, or that the sender is sending content that is different from the type that recipients
signed up for.
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Q3. What should | do if | receive a probation or suspension notice for my
complaint rate?

Review your list acquisition process and the content of your emails to try to understand why your
recipients might not appreciate your email. Once you have determined the cause, fix the underlying
problem and appeal to get your case reevaluated. For information about the appeal process, see the
FAQs on probation and suspension.

Q4. What can | do to minimize complaints?

First, be sure that you monitor the complaints that Amazon SES can notify you about, which are
complaints that Amazon SES receives through ISP feedback loops (see Amazon SES Complaints
Through ISP Feedback Loops FAQ (p. 248)). Then follow these guidelines:

« Do not buy, rent, or share email addresses. Use only addresses that specifically requested your mail.

¢ Use double opt-in to sign up new users. That is, when users sign up, send them a confirmation email
that they need to click before receiving any additional mail. This prevents people from signing up
other people as well as accidental signups.

« Monitor engagement with the mail you send and stop sending to recipients who do not open or click
your messages.

¢ When new users sign up, be clear about the type of email they will receive from you, and ensure
that you send only the type of mail that they signed up for. For example, if users sign up for news
updates, do not send them advertisements.

¢ Ensure that your mail is well-formatted and looks professional.

» Ensure that your mail is clearly from you and cannot be confused for something else.

« Provide users an obvious and easy way to unsubscribe from your mail.

Amazon SES Complaints Through ISP Feedback Loops FAQ

This topic provides information about complaints that Amazon SES receives through feedback loops.
For general information that applies to all types of complaints, see the Amazon SES Complaint
FAQ (p. 247).

Q1. How is this type of complaint reported?

Most email client programs provide a button labeled "Mark as Spam," or similar, which moves the
message to a spam folder and forwards it to the ISP. Additionally, most ISPs maintain an abuse
address (e.g., abuse@example.net), where users can forward unwanted emails and request that the
ISP take action to prevent them. If the Amazon SES has a feedback loop (FBL) set up with the ISP,
then the ISP will send the complaint back to Amazon SES.

Q2. Are these complaints included in the complaint rate statistic shown in the Amazon SES
console and returned by the GetSendStatistics API?

Yes. Note, however, that the complaint rate statistic does not include complaints from ISPs that do
not provide feedback to Amazon SES. Nevertheless, the complaint rate from domains that provide
feedback is likely to be representative of the rest of your sending as well.

Q3. How can | be notified of these complaints?

You can be notified through email or through Amazon SNS notifications. See the set-up instructions in
Monitoring Using Amazon SES Notifications (p. 104).

Q4. What should I do if | receive a complaint notification through email or through Amazon
SNS?

First, you need to remove addresses that generated complaints from your mailing list and stop sending
mail to them immediately. Do not even send an email that says you have received the request to
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unsubscribe. You will probably want to set up automation for this process, either by programmatically
processing the mailbox where you receive complaints, or by setting up complaint notifications through
Amazon SNS. For more information, see Monitoring Using Amazon SES Notifications (p. 104).

Then, take a close look at your sending to determine why your recipients do not appreciate the mail
you are sending, and address that underlying problem. For every person who complains, there are
potentially dozens who didn't appreciate your mail who did not (or were not able to) complain. If all you
do is remove the recipients who actually complain, you are not addressing the underlying problem with
your sending.

Q5. Do you disclose the Amazon SES complaint rate limits that trigger probation and
suspension?

No, but you can find general complaint rate guidelines and tips on how to avoid complaints in the
Amazon Simple Email Service Email Sending Best Practices whitepaper.

Q6. Over what period of time is my complaint rate calculated?

We don't calculate your complaint rate based on a fixed period of time, because different senders
send at different rates. Instead, we look at what is called a representative volume, which represents

a reasonable amount of mail with which to evaluate your sending practices. To be fair to both high-
volume and small-volume senders, the representative volume is different for each user and changes
as the user's sending patterns change. Additionally, the complaint rate isn't calculated based on every
email. It is calculated as the percentage of complaints on mail sent to domains that send complaint
feedback to Amazon SES.

Q7. Can | calculate my own complaint rate by using metrics from the Amazon SES console or
the GetSendStatistics API?

No. There are two primary reasons for this:

* The complaint rate is calculated using representative volume (see Q6). Depending on your
sending rate, your complaint rate can stretch farther back in time than the Amazon SES console or
Get SendSt ati sti cs can retrieve. However, if you regularly monitor your complaint rates using
those methods, you should still have a good indicator that you can use to catch problems before they
get to levels that trigger a probation or suspension.

¢ When calculating complaint rate, not every email counts. Complaint rate is calculated as the
percentage of complaints on mail sent to domains that send complaint feedback to Amazon SES.

Q8. How can | find out which email addresses complained?

Examine the complaint notifications that Amazon SES sends you through email or through Amazon
SNS (see Monitoring Using Amazon SES Notifications (p. 104)). However, different ISPs provide
differing amounts of information, and some ISPs redact the complained recipient's email address
before passing the complaint notification to Amazon SES. To enable you to find the recipient's email
address in the future, your best option is to store your own mapping between an identifier and the
Amazon SES message ID that Amazon SES passes back to you when it accepts the email. Note that
Amazon SES does not retain any custom message IDs that you add.

Q9. If I haven't been monitoring my complaints, can you give me a list of addresses that have
complained?

Unfortunately, we can't give you a comprehensive list. However, you can monitor future complaints by
email or through Amazon SNS.

Q10. Can | get a sample email?

We cannot send you a sample email upon request, but you might find this information in the complaint
notification. See the answer to Q8.
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Amazon SES Complaints Directly from Recipients FAQ

This topic provides information about complaints that Amazon SES receives directly from recipients.
For general information that applies to all types of complaints, see the Amazon SES Complaint
FAQ (p. 247).

Q1. How is this type of complaint reported?

Multiple recipients directly contacted Amazon SES about your mail through email or some other
means.

Q2. Are these complaints included in the complaint rate statistic shown in the Amazon SES
console and returned by the GetSendStatistics API?

No. The complaint rate statistic you retrieve using the Amazon SES console or the

Get SendSt ati sti cs APl only includes complaints that Amazon SES receives through ISP feedback
loops. For more information about those types of complaints, see Amazon SES Complaints Through
ISP Feedback Loops FAQ (p. 248).

Q3. Why haven't | heard about these complaints through email feedback notifications or
through Amazon SNS?

Email feedback forwarding and Amazon SNS notifications only include complaints that Amazon SES
receives through ISP feedback loops. You will not receive notifications for complaints that recipients
filed directly with Amazon SES.

Q4. How can | find out which email addresses complained?

We are unable to disclose the addresses of recipients who complained, but we can say that it is more
than one recipient, and the number of complaints is significant when taking your current sending
volume into consideration. However, rather than focusing on removing individual recipients from

your list, you need to focus on finding and fixing the underlying problem. Start by reviewing your list
acquisition process and the content of your emails to try to understand why your recipients might not
appreciate your email.

Q5. Can | get a sample email?

Unfortunately, we are unable to provide an example of an email that triggered a recipient to directly
complain.

Q6. | have received a probation notice for direct recipient complaints. What should | do?

As soon as possible, fix your system so that your mailing list only includes recipients who have
specifically signed up to receive your mail, and ensure you are sending content that your recipients
actually want. Then, please email us with the details of your changes so that we can start the process
of re-evaluating your case. If three weeks pass and we don't hear from you at all, we will have to
disable your sending if we are still getting complaints about your mail.

Amazon SES Complaints Through Email Providers FAQ

This topic provides information about complaints that Amazon SES receives through email providers
(also called mailbox providers). For general information that applies to all types of complaints, see the
Amazon SES Complaint FAQ (p. 247).

Q1. How is this type of complaint reported?

An email provider reported to Amazon SES that a significant number of its customers marked your

emails as spam. The report was provided to Amazon SES through a means other than the feedback
loops described in Amazon SES Complaints Through ISP Feedback Loops FAQ (p. 248).
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Q2. Are these complaints included in the complaint rate statistic shown in the Amazon SES
console and returned by the GetSendStatistics API?

No. The complaint rate statistic you retrieve using the Amazon SES console or the
Get SendSt ati sti ¢cs API only includes complaints that Amazon SES receives through ISP feedback
loops.

Q3. Why haven't | heard about these complaints through email feedback notifications or
through Amazon SNS?

Email feedback forwarding and Amazon SNS notifications only include complaints that Amazon SES
receives through ISP feedback loops.

Q4. How can | find out which email addresses complained?

Email providers typically do not disclose this information. However, rather than focusing on removing
individual recipients from your list, you need to focus on finding and fixing the underlying problem. Start
by reviewing your list acquisition process and the content of your emails to try to understand why your
recipients might not appreciate your email.

Q5. Can | get a sample email?
No. Email providers typically do not provide an example email.

Q6. | have received a probation or shutdown notice for this type of complaint. What should |
do?

Fix your system so that your mailing list only includes recipients who have specifically signed up to
receive your mail, and ensure that the email content itself is something your recipients actually want.
Then, please email us with the details of your changes so that we can start the process of re-evaluating
your case. If you are on probation and three weeks pass and we don't hear from you at all, we will have
to disable your sending if we are still getting complaints about your mail. If you appealing a shutdown,
then the information you send us needs to convince us that if you start sending again, the problem will
no longer occur.

Amazon SES Spamtrap FAQ

Q1. What are spamtraps?

A spamtrap is a special email address maintained by an email provider, ISP, or anti-spam organization
that is guaranteed not to have a human being behind it. Because that address will never legitimately
be signed up to receive email, the organizations that maintain these spamtraps know that anyone who
sends mail to any of these addresses is likely engaging in questionable email practices.

Q2. How are spamtraps set up?

Spamtrap addresses can be set up in multiple ways. They can be converted from addresses that were
once valid, but have been unused (and bouncing) for an extended period of time. They can also be
addresses that were set up just to be spamtraps. They can be unusual addresses that are hard to
guess, and sometimes they are addresses that are close to real addresses (for example, introducing
a typo into a common domain name). Often, but not always, spamtraps are "seeded" into the world by
putting them on the internet in a variety of ways.

Q3. How does Amazon SES know if | am sending to spamtraps?

Certain organizations that operate spamtraps send Amazon SES notifications when their spamtraps
are hit by Amazon SES senders.
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Q4. How does Amazon SES use the spamtrap reports?

We review the reports, and if we find enough evidence that you have a problem with sending to
spamtraps, we will put you on probation and ask you to fix the underlying problem. If you do not fix the
problem in the probation period, your account will be suspended. Also, if your spamtrap problem is very
severe, you might be immediately suspended without a probation period. As with any suspension, we
will send you a notification at that time.

Q5. What should | do if | receive a probation or suspension notice for sending
to spamtraps?

Fix the underlying problem and appeal to get your case reevaluated. For information about the appeal
process, see the FAQs on probation and suspension. Due to the way spamtrap sending is reported,

it will take a minimum of three weeks before we can confirm that a fix you have put in place has
succeeded.

Q6. How many spamtrap hits can | have before | am put on probation or
suspended?

Spamtrap hits are a very negative sign, so it takes only a small number of them to indicate that you are
engaging in questionable sending practices.

Q7. Do you disclose the spamtrap addresses?

No. Spamtrap organizations disclose only the occurrence of spamtrap hits, not the actual spamtrap
addresses. This is one of the measures they take to keep spamtrap addresses confidential and
effective.

Q8. What can | do to avoid sending to spamtraps?

To reduce the risk of sending to spamtraps, follow these guidelines:

« Do not buy, rent, or share email addresses. Use only addresses that specifically requested your mail.
« Ensure that you ask for the email address twice to reduce the chance of typos.

« Use double opt-in to sign up new users. That is, when users sign up, send them a confirmation email
that they need to click before receiving any additional mail.

¢ Ensure that you remove addresses that hard bounce from your list, so that they are removed long
before they are converted to spamtraps.

¢ Ensure that you are monitoring engagement by your recipients, and stop sending to recipients who
have not engaged with your emails or website recently. Time frames for what an "engaged user" is
depend on your use case, but generally speaking if users haven't opened or clicked your emails in
several months, you should consider removing them unless you have evidence that they do want
your mail.

¢ Be very careful with reengagement campaigns where you intentionally contact people who have not
interacted with you recently. These efforts tend to be highly risky, and can often cause problems not
only with spamtrap sending, but also with bounces and complaints.

¢ Send an opt-in message to your entire mailing list and keep only the recipients who click on the
verification link. In addition to removing inactive recipients from your list, this procedure will remove
spamtrap addresses as well. However, we do not recommend using this technique if you think
that your mailing list might contain a lot of bad addresses and/or you already have a problem with
bounces, because it might cause your bounce rate to reach the point at which your sending is put on
probation or shut down.
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Amazon SES Manual Investigation FAQ

Q1. I received a probation or shutdown notice for a manual investigation. What
does that mean?

An Amazon SES investigator has identified a significant problem with your sending. Typical problems
include, but are not limited to, the following:

* Your sending violates the AWS Acceptable Use Policy (AUP).

¢ Your emails appear to be unsolicited.

¢ Your content is associated with a use case that Amazon SES does not support.

If the problem is correctable, your account is put on probation and you are given a certain amount of
time (rather than a certain volume of mail, as with bounces and complaints) to correct the problem. If
the problem is uncorrectable, your account is suspended without a probation period.

Q2. Why would you do a manual investigation?

There are a variety of reasons. These include, but are not limited to, the following:

¢ Recipients contact Amazon SES to complain about your emails.
* We detect a significant change in your sending patterns.
¢ The spam filters of Amazon SES flag a significant portion of your emails.

The probation or suspension notification indicates the issue at a high level. For some problems, we are
able to provide more specific details.

Q3. What are "unsolicited" emails?

Unsolicited emails are emails that the recipient did not specifically sign up for. This includes cases in
which a recipient signs up for a certain type of mail (for example, notifications), and instead is sent a
different type of mail (for example, advertisements). If the probation or suspension notice indicates that
unsolicited sending is your problem, you should provide the following information in your appeal:

¢ Are all the messages that you send specifically requested by the recipient, and do they comply with
the AUP?

« Have you acquired email addresses in any way other than a customer specifically interacting with
you or your website and requesting emails from it? You should explain how you accumulated your
mailing list.

¢ How do your subscribe and unsubscribe processes work? You should include your opt-in and opt-out
links.

Also, feel free to provide any other information you might have to assure us that your email list was
accumulated and is managed using the practices described in the Amazon Simple Email Service Email
Sending Best Practices whitepaper.

Q4. What should I do if | receive a probation or suspension notice for a manual
investigation?

As with any probation or suspension, fix the underlying problem that is causing the issue specified
in the probation or suspension notice, and then appeal to get your case reevaluated. For information
about the appeal process, see the FAQs on probation and suspension.
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Q5. What types of problems do you view as "correctable?"

Generally, we believe the situation is correctable if you have a history of good sending practices,
and if there are steps you can take to eliminate the problematic sending while continuing the bulk
of your sending. For example, if you are sending three different types of email and only one type is
problematic, you might be able to simply stop the problematic sending and continue with the rest of
your sending.

Q6. What if | cannot find the source of the problem?

You can respond to the notification (or email ses-enforcement@amazon.com from the email address
associated with your AWS account) and request a sample of the mail that caused the issue.

Amazon SES IP Blacklist FAQ

Mailbox providers aim to protect their users from receiving spam. To determine whether an incoming
email is spam, mailbox providers examine various characteristics of the email. One of the methods
they use is to check whether the IP address that sent the email is on an IP blacklist. An IP blacklist,
also known as realtime blackhole list (RBL) or DNS-based blackhole list (DNSBL), is a list of IP
addresses suspected to send spam. If the IP address from which the email was sent is on a blacklist
that a mailbox provider uses, the mailbox provider might bounce the email or drop it entirely. Various
organizations compile blacklists. Mailbox providers choose which of these blacklists they use. Some
blacklists are more widely used than others.

As with IP addresses of other email service providers, Amazon SES IP addresses occasionally appear
on blacklists. This topic describes how blacklists impact your sending with Amazon SES.

Note

This topic is about blacklists that mailbox providers use to block incoming mail from email
service providers such as Amazon SES. If you are looking for information about how Amazon
SES blocks outgoing mail to recipient addresses that have previously bounced, see Removing
an Email Address from the Amazon SES Suppression List (p. 233).

Q1. How do | know if blacklisting is preventing recipients from
receiving my emails?

If your sending is impacted by the blacklisting of an Amazon SES IP address, you will most likely
receive a bounce notification that contains a message indicating that your email was rejected because
of a listing on a blacklist. In most cases, the bounce message includes the name or URL of the
blacklist. An example of this type of message is "Message rejected due to IP [0.0.0.0] listed on RBL
[X]". If you do not see this type of message in your bounce notifications, it is unlikely that a blacklist is
impacting your sending.

Q2. What does Amazon SES do about blacklisting?

We carefully and continually monitor the reputation of our IP address space. We work closely with
mailbox providers and blacklist operators to identify and mitigate blacklistings in parallel with our
routine compliance processes to remove offending users from our system.

Blacklist operators set their own listing and delisting policies, which do not always comply with the
recommendations in RFC 6471, so we cannot provide a guarantee or timeframe in which a blacklisting
will be resolved. In particular, we are aware that portions of our IP address space are sometimes listed
on SORBS and UCEPROTECT. We frequently work with blacklist data to mitigate and resolve the
listings, but we cannot estimate the time to resolution.

There are some blacklists, such as SORBS and SpamCannibal, that we are not currently working with
to resolve listings. Our data indicates that the impact of these blacklists is extremely low. We are not

API Version 2010-12-01
254


http://docs.aws.amazon.com/ses/latest/DeveloperGuide/notifications.html
https://tools.ietf.org/html/rfc6471#section-2
http://www.sorbs.net/
http://www.uceprotect.net/en/index.php

Amazon Simple Email Service Developer Guide
IP Blacklist FAQ

aware of any major mailbox provider using SORBS or SpamCannibal to reject messages. If you are
particularly concerned about SORBS, we recommend doing an internet search of "SORBS reliability" to
get an idea of why ISPs should never use this blacklist as the sole criteria for rejecting mail.

Q3. Are all blacklists equally important?

No. Large mailbox providers typically use reputable blacklists such as Spamhaus, whereas smaller
mailbox providers who aren't aware of which blacklists are reputable might use less reputable
blacklists. A Spamhaus listing is likely to result in mail being blocked at major mailbox providers, while
a listing on SORBS, UCEPROTECT, or SpamCannibal might not have much impact on your sending.
A service that asks you to pay for delisting or does not accept delist requests is unlikely to be used by
major mailbox providers.

Q4. What should I do if I notice that an Amazon SES IP
address is on a blacklist?

Rest assured that we are aware of the listing, and are working towards a resolution. However,
remember that if you do not receive bounce notifications that contain a message about blacklisting, it is
very unlikely that a blacklisting is impacting your sending. If your bounce notifications do indicate that

a SORBS, UCEPROTECT, or SpamCannibal listing is impacting your sending, we recommend that
you contact the mailbox provider and make sure that it is not using any of these as the sole criteria for
blocking IP addresses.

Q5. Emails | send are being put in the junk folder. Could this
be because an Amazon SES IP address is on a blacklist?

It is unlikely that your sending is impacted by blacklisting unless your bounce notifications contain a
message indicating that blacklisting is the reason for the rejection of the message.
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Receiving Emall with Amazon SES

Amazon Simple Email Service (Amazon SES) is a mail server that can both send and receive malil
on behalf of your domain. When you use Amazon SES to receive your mail, Amazon SES handles
underlying mail-receiving operations, such as:

e communicating with other mail servers

¢ scanning for spam and viruses

¢ rejecting mail from untrusted sources

¢ accepting mail for recipients in your domain

As part of the AWS infrastructure, Amazon SES can also take action on your mail, such as delivering
it to an Amazon S3 bucket, publishing it to an Amazon SNS topic, calling your custom code through
AWS Lambda, integrating with Amazon WorkMail, or bouncing the mail back to the sender.

The following sections contain the information you need to understand, set up, and use Amazon SES
to receive your mail.

¢ Email-Receiving Concepts (p. 256)
¢ Getting Started Receiving Email (p. 258)
¢ Setting Up Email Receiving (p. 269)
¢ Managing Email Receiving (p. 286)

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Amazon SES Email-Receiving Concepts

When you use Amazon SES as your email receiver, you must tell the service what to do with your mail.
The primary method, which gives you fine-grained control over your mail, is to specify the actions to
take based on the recipient. The other method is to block or allow mail based on the originating IP
address. This topic describes both methods.

Recipient-Based Control

The primary way to control your incoming mail is to specify how mail is handled based on its recipient.
For example, if you own example.com, you can specify that mail for user@example.com should
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bounce, and that all other mail for example.com and its subdomains should be delivered. The list of
recipients you provide is called the condition.

You set up receipt rules to specify how to handle the mail when a condition is satisfied. A receipt rule
consists of a condition and an ordered list of actions. If the recipient to whom the incoming mail is
addressed matches a recipient specified in the condition, then Amazon SES performs the actions
specified in the rule. The following actions are available:

« S3 action—Delivers the mail to an Amazon S3 bucket and, optionally, notifies you through Amazon
SNS.

¢ SNS action—Publishes the mail to an Amazon SNS topic.

Note

The SNS action includes a complete copy of the email content in the Amazon SNS
notifications. The other Amazon SNS notifications mentioned here simply notify you of email
delivery; they contain information about the email, not the email content itself.

« Lambda action—Calls your code through a Lambda function and, optionally, notifies you through
Amazon SNS.

¢ Bounce action—Rejects the email by returning a bounce response to the sender and, optionally,
notifies you through Amazon SNS.

« Stop action—Terminates the evaluation of the receipt rule set and, optionally, notifies you through
Amazon SNS.

¢ Add header action—Adds a header to the received email. You typically use this action only in
combination with other actions.

¢ WorkMail action—Handles the mail with Amazon WorkMail. You will typically not use this action
directly because Amazon WorkMail takes care of the setup.

Receipt rules are grouped together into receipt rule sets. You can define multiple receipt rule sets for
your AWS account, but only one receipt rule set is active at any time. The following figure shows how
receipt rules, receipt rule sets, and actions relate to each other.

Receipt rule set

IP Address-Based Control

You can control your mail flow on a broader level by setting up IP address filters. IP address filters
are optional and enable you to specify whether to accept or reject mail originating from an IP address
or range of IP addresses. Your IP address filters can include block lists (IP addresses from which
you want to block incoming mail) and allow lists (IP addresses from which you want to always accept
mail). IP address filters are useful for blocking spam. Amazon SES maintains its own block list of

IP addresses known to send spam, but you can choose to receive mail from those IP addresses by
adding them to your allow list.

Note
If you want to allow mail that originates from an Amazon EC2 IP address, you must add it to
your allow list. All mail originating from Amazon EC2 is blocked by default.
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Email-Receiving Process

When Amazon SES receives an email for your domain, the following events occur:

1. Amazon SES first looks at the IP address of the sender. Amazon SES allows the mail to pass this
stage unless:

¢ The IP address is in your block list.
¢ The IP address is in the Amazon SES block list and not on your allow list.

2. Amazon SES examines your active receipt rule set to determine whether any of your receipt rules
contain a condition that matches any of the incoming email's recipients.

3. If there aren't any matches, Amazon SES rejects the mail. Otherwise, Amazon SES accepts the
mail.

4. If Amazon SES accepts the mail, it evaluates your active receipt rule set. All of the receipt rules that
match at least one of the recipient conditions are applied in the order that they are defined, unless
an action or a receipt rule explicitly terminates evaluation of the receipt rule set.

Now that you have an overview of the process, you can get started by going to Setting Up Email
Receiving (p. 269).

Getting Started Receiving Email with Amazon
SES

In this tutorial, you will set up Amazon SES to receive email for a domain that you have registered with
Amazon Route 53, and deliver the email to an Amazon S3 bucket.

Topics
¢ Step 1: Before You Begin (p. 258)
¢ Step 2: Verify Your Domain (p. 259)
e Step 3: Set up a Receipt Rule (p. 261)
e Step 4: Send an Email (p. 265)
¢ Step 5: View the Received Email (p. 266)
¢ Step 6: Clean Up (p. 269)

Step 1: Before You Begin

Before you can start this tutorial, you must sign up for an AWS account (if you don't already have one),
and register the domain you want to receive email for with Amazon Route 53. The following sections
describe where to accomplish those tasks.

Sign Up

If you already have an AWS account, skip to the next section: Register a Domain with Amazon Route
53 (p. 259). Otherwise, follow these steps.

To sign up for an AWS account

1. Open https://aws.amazon.com/, and then choose Create an AWS Account.
2. Follow the online instructions.
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Part of the sign-up procedure involves receiving a phone call and entering a PIN using the phone
keypad.

Register a Domain with Amazon Route 53

In this tutorial, you will receive email for a domain that you have registered with Amazon Route 53. To
get this domain, you can either register a new domain or transfer an existing domain. Transferring an
existing domain can take several days.

Next step: Step 2: Verify Your Domain (p. 259)

Step 2: Verify Your Domain

Before you can receive email for a domain using Amazon SES, you must prove that you own the
domain by verifying it with Amazon SES. Although Amazon SES enables you to verify single email
addresses, you must verify a domain if you want to use Amazon SES for email receiving. You can
verify and receive email with Amazon SES for any domain that you own, but it is easier to set up a
domain that you have registered with Amazon Route 53.

To verify a domain with Amazon SES

1. Signinto the AWS Management Console using the AWS account that you used to register
your domain with Amazon Route 53, and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. In the left navigation pane, under Identity Management, choose Domains. Then, in the content
pane, choose Verify a New Domain.

Services v

Q X Allidentities > o tems
Domain Identities Status

o harve not variied a8y domains.

@ Feedback @ English

3. Enter the name of the domain that is registered in Amazon Route 53, leave Generate DKIM
Settings unselected (it is for email sending), and then choose Verify This Domain.
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Verify a New Domain X

To verify a new domain, enter the domain name below and choose whether you'd like to generate DKIM settings.
Once done, click the Verify This Domain button.

Domain: | example.com

Domainkeys Identified Mail (DKIM) provides proof that the email you send originates from your domain and is
authentic. DKIM signatures are stored in your domain's DNS system. You can generate DNS records for DKIM
now, or do it later by going to the DKIM tab for this domain. Learn more about DKIM.

[[] Generate DKIM Settings

Cancel Verify This Domain

4. Onthe Verify a New Domain page, which displays the records you must add to your DNS server,
choose Use Route 53.

Note
If you do not see Use Route 53, then your domain is not registered with Amazon Route
53, which is a prerequisite for this tutorial.

Verify a New Domain X

The domain example.com has been added to the list of Verified Identities with a Status of "pending verification”
Further action is needed to complete verification of this domain. See details below.

To complete verification of example.com, you must add the following TXT record to the domain's DNS settings

Domain Verification Record

Name Type Value

o

_amazonses example.com TXT pmBGN/7TM|nfhTKUZ0EENngg1PeGUaOkw8IGhcfwefcHU=

Download Record Set as CSV »

The following additional step applies to email receiving ONLY:
To automatically route your domain’s incoming mail to Amazon SES, add the following MX record to your domain’s DNS settings:
Email Receiving Record

Name Type Value

(i} example.com MX 10 inbound-smtp.us-east-1.amazonaws.com

Amazon Route 53 Customers

Because you are an Amazon Route 53 customer, you can create the new records automatically

Close Use Route 53

5. Onthe Use Route 53 page, choose Domain Verification Record, choose Email Receiving
Record, and choose the hosted zone you want to use.

Important

If you have already set up mail exchanger (MX) records for your domain, the next step will
replace your old MX records with new records. MX records specify the mail server that
you want to accept emails on behalf of your domain.
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Use Route 53 X

Below are your DNS records for Amazon SES domain verification, DKIM signing, and email receiving. Select which records
you'd like to import into Route 53, and then select the hosted zones you want to update. You may also do this at a later time
from the details pane for this domain

[¥| Domain Verification Record

Name Type Value

_amazonses example com TXT pmBGN/7Mjnfh TKUZO6Engq1PeGUaOkwsIGhefwefcHU=

A WARNING: This option will replace all existing MX records for your domain. Do NOT select this option unless you
are specifically setting up your domain to receive email through Amazon SES, as described in Receiving Email
with Amazon SES

[¥]Email Receiving Record
Name Type Value

example.com MX 10 inbound-smip.us-east-1.amazonaws.com

Hosted Zones

Il example.com. - HostedZone created by Route53 Registrar

Cancel Create Record Sets

6. Choose Create Record Sets. You will go back to the Domain Identities list.

7. Wait a few minutes, and then refresh the Domain Identities list by using the refresh button near
the top right of the content pane. Confirm that the status of the domain is verified.

Verity 2 New Domain Send a Test Email Remave View Details | < |9
4
Qseanch domans o ANl identities v € € tiotcfimems > ¥
Demains Domain |dentities Status
Email Addresses B »  earplcon

Cross-Account
Motificabons

Next step: Step 3: Set up a Receipt Rule (p. 261)

Step 3: Set up a Receipt Rule

To use Amazon SES as your email receiver, you must have at least one active receipt rule set. A
receipt rule set is an ordered collection of receipt rules that specify what Amazon SES should do with
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mail it receives across all of your verified domains. Because you are setting up email receiving with
Amazon SES for the first time, Amazon SES automatically creates a default receipt rule set for you, so
you can jump into creating a receipt rule. The receipt rule you create will belong to the default receipt
rule set.

To create areceipt rule

1. In the left navigation pane, under Email Receiving, choose Rule Sets. Then, in the content pane,
choose Create a Receipt Rule.

Nl AWS ~  Services ~

SES Home Receive Email with Amazon SES

When you use Amazon SES 1o receive messages on behall of your verified domains, you can configure Amazon SES to deliver your messages
to an Amazon 53 bucket, call your custom code via an AWS Lamibda function, or publish nolifications to Amazon SNS. You can also con‘.ug.]re
Domains Amazon SES to drop or bounce messages you do not want to receive
‘You control what happens to your mail by defining receipt rules. Each receipt rule consists of an ordered kst of actons. Your recelpt nules

Email Addresses
collectively make up your account's receipt rule set. To leam more about réceiving email with Amazon SES, see the De

To get staned, create a receipt rube.

Sending Statistics Create a Receipt Rule

SMTP Settings

Suppression List
Remaoval

Cross-Account
Notifications

IP Address Filters

@ Feedback (@ English

2. Onthe Recipients page, choose Next Step. Because you aren't adding any recipients, this
receipt rule will handle mail for all recipients in all of your verified domains.

(7] HANS ~  Services v

Recipients
Rule 4
Configure a list of recipients for whom you want o receive emails. A ent may be an email address or a domain. You may also use a keading period to
| Stép 1: Recipients capture all sub3Omains of a Gomain. Using example com for demonst N PUPOSEs

Step 2: Actions
Step 3. Rule getails

of the address with a label_ Addresses that contain labels are of the form
and the at sign (@). If you specify a label. then only messages with ihe

user. usergberample. com. This will match any fo
com, with user-specified bexd between the plus s

n
565 within @ domain but not its subdomains: exa
all subdomains, but not the domain it exampie. co
M @ domain and all of its subdomains: Two recipients: e

Step 4. Review

e leading period)
m, exampie. com

« To match al add,
= To match ail add:

If you do not specify any reciplents, will receive emails sent to recipients under ALL of your verified domains. For more information about

sefting up receipt rules, see the De

Recipient Verification status
(Mo re il réceive emais Sent fo recipients under ALL of your veriied domains. )
#Add Recipient
“Required fields Cancel Previous

@ Feedback (@ English

3. From the Add action menu, choose S3.
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AHNS - Services ~

eipt Actions

Step 1- Recipients Specify the actions that Amazon SES should pe
recipients you et up in Step 1.) For morne informat

n an emal arrives for a recipient that mat

he conditions of this rule. (The conditions are the
ut setting up achions within receipt rules, C

| step 2: Actions he Developer Guide
Step 3. Rule details
Action

Step 40 Review

Add action <Select an action type> b

Bounce

Lambda

SNS

Stop Rule Set

Required fields Cancel Previous m

& Feedback (@ English

For S3 bucket, choose Create S3 bucket.

Wl AWS v Services ~

Actions

15 that Amazon SES should perform when an email armves for a recipient that matches the condit
set up in Step 1.) For more information about setting up actions within receipt rules, see the Deve

Step 1. Reciplents Specity the

of this rule. (The conditions are the
Suide

| step 2: Actions

Step 3 Rule cetails

Action
Step 4. Review

53 bucket” O <None> v
Object key prefc @

1. 83 (x]
Encrypt Message €
SNS topic

Add action «Select an action type> v

4 Feedback (@ English

For Bucket Name, enter a new bucket name. Bucket names must comply with the following
requirements.

« Can contain lowercase letters, numbers, periods (.), and hyphens (-).

¢ Must be unique across all of AWS.

* Must start with a number or letter.

* Must be between 3 and 63 characters long.

¢ Must not contain underscores (_), end with a hyphen, or be formatted as an IP address (e.qg.,
192.168.5.4).

« Cannot contain two, adjacent periods or dashes next to periods.

Next, choose Create Bucket.
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Create New Bucket X

Bucket Name*

Cancel Create Bucket

Note

Because you are creating the Amazon S3 bucket using the Amazon SES console,
Amazon SES automatically sets up the policy required to give Amazon SES permission to
write to the bucket. However, if you choose an Amazon S3 bucket that already exists, you
must explicitly give Amazon SES permission to write to the bucket by attaching a policy to
the bucket using the Amazon S3 console or API.

6. Leave all other options at their default settings for the simplicity of this tutorial, and choose Next
Step.

T] ANS ~  Services v

Actions
Step 1. Reciplents Specity the actions that Amazon SES should perform when an email arrives for a recipient that matches the conditions of this rule. (The conditions are the
recipients you set up in Step 1.) For more information about setting up actions within receipt rules, see the Developer Guide

| Step 2: Actions

Step 3. Rule dedails
Action
Step 4: Review

33 bucket” 0 ses-email-recelving-tutorial
Object key prefc €
Encrypt Message

SNS topic O <nNone> "

Add action <Select an action type> w

"Required fields Cancel Previous

@ Feedback @ English

7. Onthe Rule Details page, for the rule name, type my-rule, leave all other options at their default
settings, and then choose Next Step.
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Services -

Rule Details

Step 1- Recipients Name your rule, and select other options. For more information about receipt rule options, see the Dev

Step 2 Actions Rule name* | my-rule o
| step 3: Rule details
a r Enabled |4 (1]
Step 4 Review
d Require TLS i ]
Enable spam and virus scanning [V (1]

Rule set
Rules are organzed inside rule sets. Associate this rule to a new or exst ng rule set.

Rule set” default-rule-set - Creale new ruke set
Rule position

Select where 1o insert the new rulé into the rule set

Insert after rule” <Beginning> pe

Required lelds Cancel Prevous

& Feedback (@ English

8. On the Review page, choose Create Rule.

Services v

Receipt Step 4: Review

Please review the following receipt rule settings before creating the rule
Step 1: Reciplents

Slep 2. Actions

Recipients Edt
Step 3: Rube detais P
Step 4: Review {No recipients specified, 5o this rule will receive emails sent 10 recipients under ALL of your verified domains )
Actions Edt
1. 83 Action ‘Write to 53 bucket! ses-email-receiving-tutorial
Rule Details Edt
Rule name my-rule
Enabled true
Require TLS false
Enable spam and virus scanning frue
Rule set default-rule-set
Insert after rule <Beginning>

Reduiredfislas Ganeel Previous

@ Feedback @ English

Next step: Step 4: Send an Email (p. 265)

Step 4: Send an Email

Sign in to the email client that you use to send email, and then send an email to an email address in
the domain for which you set up email receiving.

Next step: Step 5: View the Received Email (p. 266)
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Step 5: View the Received Emall

1. In the upper left of the AWS Management Console, choose the AWS icon, and then, under Storage
& Content Delivery, choose S3.

[T} AWS ~ Services v

Amazon Web Services

Compute Developer Tools Intemnet of Things
EC2 CodeCommit ‘ AWS loT
Virtual Servers in the Cloud Store Code in Private Git Repositories Connect Devices 1o the Cloud

(b2 EC2 Container Sewic_e

Run and Manage Docker Contaknens

Elastic Beanstalk

Game Development

& CodePipeline & Gamelift
- Release " D

Run and Manage Web Apps Software using Continuous Delivery and Scale Session-based
Lambda
Run Code in Response to Events Management Tools Maobile Senices

s CloudWatch ) Mobile Hub
Mgnitor Rescurces and Applications * Bulld, Test. and Monitor Mobile Apps

Storage & Content Delivery

| i S° CloudFormation 5] Cognito
St wit L 4 User ty

n the Cloud Create and Manage Re

CloudTrail o D
t Delivery Network Track User Activity and A1 Ussge w
2, Elastic File System ™~ = Config -
W Fully Managed File System for EC2 WP Track Rescurce Inventory and Changes s !n.dObﬂB N’!aly[l(:S
‘ Glacier . OpsWorks ot e N
Archive Storage in the Cloud Autornate Operations with Chef '8 SNS
Push Notification Senvice
Snowball ‘ Senvice Catalog ’ N -
Large Scale Dats Transport Create and Use Standardized Products Applicalion Senice
Application Sendces
‘ Storage Gateway & Trusted Adisor hd
Fybrid Storage Integration W' Octimize Perdomance and Security da AP| Gateway
B Bulle, Deploy and Manage APl
Database Secunty & ldentity = AppS .
RDS g Identity & Access Management oo e
Managed Relstional Datsbase Service Mansgs User Access and Enayption Kays o CloudSearch
) ) Managed Search Service
. DynamoDB iy Directory Senice
Managed NoSOL Database = Host and Manage Active Directory -] Elastic Transcoder
. W Easy-io-Use Scalsble Media Tramcoding
ElastiCache Inspector
t In-Memory Cache -g« Analyze Application SES
' Reds| WAF
Fast gl t ausing Filtar Malicicus Waeb Tratlic
DMS = Cenificate Manager
Maraged Database Migratic == Provision. Manage. and Deploy SSUTLS Certificates
ication
MNeatworking Anahytics
s VPC = EMR Enterprise Applications
s Fasear WP hianagsd Hadoop Framewor

@ WorkSpaces
Desktops in the Cloud

6 WorkDocs

Secure Enterprise Stceage and Sharing Service

Elasticsearch Senice

Run and Scale Elasticsearch Clusters
WorkMail
e Kinesis Secure Email and Calendaring Senvice
=5 Woen with Resl-Tima Strasming Dats

Machine Leamin:
$ Build Smart Appli 9 e

cations Quickly and Easily

@ Feedback @ English

2. In the Amazon S3 console, choose the bucket that you created when you set up Amazon SES email
receiving earlier in this tutorial.

API Version 2010-12-01
266



Amazon Simple Email Service Developer Guide
Step 5: View the Received Email

ANS -~ Services v

m Actions ~ None Properties  Transfers -

All Buckets (1

Nams »®

$3 Console
Ciick the “Feedback™ button at the bottom of the page to
$end us your comments.

@ Feedback @ English

3. In the bucket, find the received email. The name of the email will be an alphanumeric string. The
bucket will also contain an item with the name AMAZON_SES_SETUP_NOTIFICATION, which you
can ignore.

m Croate Folder  Actions ~ Q i Mone | Properties | Transfers o
All Bucksts | ses.omail.ceceiving uorial
= Storage Class size Lant toddied
D 1805285 180pve28A 0T I inegtragasg TSosg 1 Standard SK8 Tue Jun 28 120737 GUT-TO0 2008
[ amazon_ses_seTue woTFCATEN Standard 545 pyten. Tue Jun 28 120707 GUT-T00 2006

ck @ English

4. To download the email to your computer, choose the box to the left of the email, and then choose
Download from the menu.
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m Create Folder  Actions v Q, Search by prefx None Properties  Transfers (e

All Buckets | ses-email-rec:

Name: I Storage Class Size. Last Modified
ED 1505eB5 N0 2ar2 AT 1in “Sxandard 5 KB Tue Jun 28 12:07:37 GUT-T00 2016
O3 muszon_ses_seTup_no Standarg 645 bites Tue Jun 28 120707 GUT-700 2016

@ Feedback &3 English

5. Open the email in a text editor. The email will be in a raw format, which is typically Multipurpose
Internet Mail Extensions (MIME). To decode MIME, you must use your own application.

Return-path: <prvs=980fTal5a=sender@example. com>
rReceived: from smtp-fw-2101.amazon.com (smtp-fw-2101.amazon.com [72.21.196.25])
by inbound-smtp.us-east-1.amazonaws.com with sMTP id Odgon3ksleqnjfijr7afi1ffg3ldszeddkotnvrgol
for recipient@example. com;
Tue, 28 Jun 2016 23:14:13 +0000 (UTC)
X-SES-Spam-verdict: PASS
X-SES-Virus-verdict: PASS
Received-SPF: pass (sgfcheck domain of amazon.com designates 72.21.196.25 as permitted sender) client-
ip=72.21.196.25; envelope-from=prvs=980ffalSa=sender@example.com; helo=smtp-fw-2101.amazon.com;
Authentication-Results: amazonses. com;
spf=pass (spfcheck: domain of amazon.com designates 72.21.196.25 as permitted sender) client-ip=72.21.196.25;
envelope-from=prvs=980ffal5a=sender@example. com; helo=smtp-fw-2101.amazon. com;
dk1m-gass header. i=2amazon. com;
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=amazon. com; i=@amazon.com; g=dns/txt; s=amazon201209;
T=1467155653; x=1498691653
h=Ffrom:to:subject:date:message-id:mime-version;
bh=43t1cZ8pkukgL /oMCT 7 TKOEMSXhr4f e j uCWoBNAQXF 5=;
b-QA3D?CguZRRVSvOLtEqunUgGO?fuMdUKlTI?n1EEFDNNLGrYFY3q12?
qSkUGE 5+GKNPOT! dkkp3qdd1h8xXuYZFOAZYDF 7yx17Yr 31+uCvOXRKQ
kqsemIdqgqeFzclpl 1pbpuwGGmaH Sxxq,/ hBSKGqFeuovA3yl1CAk,/Telt

Ew;
X-IranPort-Av: E-Sophos i="5.26,543,1459814400";
d="scan'208,217" "519004457"

Received: from iadé- co svc-pl-1bl-vlan2. amazon. com (HELO email-inbound-relay-6011.iadé.amazon. com) ([10.124.125.2])
by smtp-border-fw-out-2101. iad2. amazon. com with ESMTP/TLS/DHE-RSA-AES256-5HA; 28 Jun 2016 23:14:12 +0000
Received: from EX13MTAUWAOOL. ant.amazon.com (iadl-ws-svc-1b9l-vlanZ.amazon, com [10.0.103.146])
by email-inbound-relay-6011.1adé. amazon. com (8.14.7/8.14.7) with £SMTP id uSSNE4XE010066
gversion-Tst1f55Lv3 cipher=AE5256-5HA bits=256 verify=0K)
or <recipient@example.com>; Tue, 28 Jun 2016 23:14:12 GMT
rReceived: from Ex13010UwWAQO4.ant.amazon. com (10.43.160.64) by
EX13MTAUWADOL. ant . amazon. com (10.43.160.58) with Microsoft SMTP Server (TLS)
id 15.0.1104.5; Tue, 28 Jun 2016 23:14:05 +0000
received: from Exi3plOuwaDOL.ant.amazon. com (10.43.160. 216) by
EX13D10UwWAD04 . ant . amazon. com (10.43.160.64) with Microsoft SMTP Server (TLS)
id 15.0.1104.5; Tue, 28 Jun 2016 23:14:04 +0000
received: from Exi3pi0UWADOL.ant.amazon. com ([10.43.160.216]) by
EX13D10UwAQ0L, ant . amazon. com ([10.43.160.216]) with mapi id 15.00.1104.000;
Tue, 28 Jun 2016 23:14:04 +0000
From: "Doe, John" <sender@example.com>
To: "recipient@example.com” <recipient@example. com=
subject: This is a test email.
Thread-Topic: This is a test email.
Thread-Index: AdHRksAFSM1c0QHVQFovaA9qvv3nzw--
Date: Tue, 28 Jun 2016 23:14:04 +0000
Message-ID: <58ac58b0abeed3erbf4fdc8865a0d4a9BEX13ID10UWAOOL. ANt . amazon. Com>
Accept-Language: en-uUs
content-LanguaEe: en-us
X-MS-Has-attach:
X-M5-TNEF-Correlator:
x-ms-exchange-transport-fromentityheader: Hosted
x-originating-ip: [10.43.161.202]
[Content-Type: mu]tipartfa1ternat ve,
boundary="_000_ 58a:58b0abee43e?bf4fdc8365a0d4a95x13010uwn001antamazon: "
MIME-version: 1.0
pPrecedence: Bulk

OUwWAOOlantamazonc_

==_000_58ac SSbOabegd 3e7bf4fdc8ss 5a0d4ade.
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Next step: Step 6: Clean Up (p. 269)

Step 6: Clean Up

After you have completed this tutorial, you should clean up the following settings and resources to
avoid incurring additional charges.

Amazon SES Receipt Rule Set

If you no longer want Amazon SES to receive mail for your domain, you must disable your active
receipt rule set.

Amazon S3 Bucket

If you no longer want the Amazon S3 bucket that you created, you can delete it. However, you cannot
delete an Amazon S3 bucket that has items in it, so you must first delete the contents of the bucket,
and then delete the bucket. For more information about deleting folders and buckets, see Delete an
Object and Bucket in the Amazon S3 Getting Started Guide.

Amazon Route 53 Domain

If you no longer want Amazon Route 53 to register your domain, you can delete the registration or
transfer your domain to another registrar.

Setting Up Amazon SES Email Receiving

This section describes what you need to do to configure Amazon SES to receive your mail. For
example, you should first consider how you want to receive, filter, and process your mail, because
those decisions will affect how you configure Amazon SES. You also need to verify your domain with
Amazon SES to prove that you own it, and point your domain to Amazon SES for incoming mail.
Another step is to give Amazon SES permission to access any required AWS resources. Then you
configure email receiving by creating a receipt rule set, receipt rules, and optionally, IP address filters.

All of these steps are explained in the following topics.

. Considering Your Use Case (p. 269)
. Verifying Your Domain (p. 271)

. Publishing an MX Record (p. 272)

. Giving Permissions (p. 272)

. Creating IP Address Filters (p. 274)
. Creating a Receipt Rule Set (p. 275)
. Creating Receipt Rules (p. 275)

~N O OB WN P

To see where these tasks fit into the overall email-receiving process, see Email-Receiving
Concepts (p. 256).

Considering Your Use Case for Amazon SES Email
Receiving

Before you set up Amazon SES to receive your mail, you might find it helpful to consider the following
guestions.
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Email Content

* How do you want Amazon SES to pass you the email content?

Amazon SES can provide you the email content in two ways: it can store the emails in an Amazon
S3 bucket that you specify, or it can send you an Amazon SNS noatification that contains a copy of
the email. Amazon SES delivers you the raw, unmodified email, which is typically in Multipurpose

Internet Mail Extensions (MIME) format. For more information about MIME format, see RFC 2045.

* How large of a limit on email size do you need?

If you choose to store emails in an Amazon S3 bucket, the maximum email size (including headers)
is 30 MB. If you choose to receive your emails through Amazon SNS notifications, the maximum
email size (including headers) is 150 KB.

¢« How do you want to trigger the processing of your mail?

After your mail is delivered, you will want to process it with your own code. For example, your
application might convert the base 64-encoded email into a displayable format and then make
it available to an end user through an email client. There are a couple of ways you can start the
process:

« If your emails are delivered to Amazon S3, your application can listen for Amazon SNS
notifications generated by S3 actions, extract the message ID of the email from the notifications,
and then use the message ID to retrieve the email from Amazon S3.

Alternatively, you can incorporate email processing into your receipt rules by writing a Lambda
function. In this case, your receipt rule should first write the email to Amazon S3, and then trigger
the Lambda function. Lambda actions can be executed synchronously or asynchronously from
within your receipt rules, depending on whether the Lambda function needs to return a result that
influences how other actions are executed. We recommend that you use asynchronous execution
unless synchronous is absolutely necessary for your use case. For more information about AWS
Lambda, see the AWS Lambda Developer Guide.

« If your emails are delivered through an Amazon SNS notification by using the SNS action, your
application can listen for Amazon SNS notifications, and then extract the email messages from the
notifications.

« Do you want the emails to be encrypted?

Amazon SES integrates with AWS Key Management Service (AWS KMS) to optionally encrypt the
mail it writes to your Amazon S3 bucket. Amazon SES uses client-side encryption to encrypt your
mail before writing it to Amazon S3. This means that you must decrypt the content on your side
after retrieving the mail from Amazon S3. The AWS SDK for Java and AWS SDK for Ruby provide a
client that can handle the decryption for you. Amazon SES can encrypt the emails for you only if you
choose for your emails to be delivered to an Amazon S3 bucket.

Unwanted Mall

¢ At what point in the email-receiving process do you want to reject unwanted mail?

You can reject emails at two points in the email-receiving process: during the SMTP conversation
with the sender's mail server, and after delivery when you can examine the email's properties. You
are not billed for any mail that is rejected during the SMTP conversation, so it is to your advantage
to reject as much unwanted mail as possible at that time. You can reject emails during the SMTP
conversation with IP address filters and receipt rules, both of which are described in Email-Receiving
Concepts (p. 256).

After the SMTP conversation, Amazon SES performs virus scanning, spam scanning, and
authentication checks for DomainKeys Identified Mail (DKIM) and Sender Policy Framework (SPF)
and makes the verdicts available to you so you can decide whether you trust the email. If you don't
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trust the email, you can drop it or send a bounce response to the sender. You will be billed for the
email because this decision point occurs after Amazon SES delivered the email to you.

¢ Do you want to filter your emails based on any property other than recipient or IP address?

You can write complex message-matching conditions using synchronously-executed Lambda
functions (invoked as "RequestResponse") and then incorporate the Lambda functions into your
receipt rules. The return value of the Lambda function indicates whether the evaluation of the receipt
rule and receipt rule set should continue. For example, you can have a receipt rule that drops malil
that Amazon SES flags as spam.

Using Other AWS Services

¢ Have you set up the appropriate permissions?

If you want your mail to be delivered to an Amazon S3 bucket, published to an Amazon SNS topic
you don't own, trigger a Lambda function, or use a custom master AWS KMS key, you need to
give Amazon SES permission to access those resources. To give Amazon SES access, you create
policies on resources from the consoles or APIs for those AWS services. For more information
Giving Permissions (p. 272).

Mail Streams
¢ How do you want to divide your mail stream?

Your domain most likely receives different classes of mail. For example, some of your domain's mail,
such as an email to user@example.com, might be intended for a personal inbox. Other mail, such
as an email to unsubscribe@example.com, might be better directed to automated systems instead.
You can use receipt rules to divide your incoming mail so that it can be processed differently. For
information about how to set up receipt rules, see Creating Receipt Rules (p. 275).

Verifying Your Domain for Amazon SES Emaill
Receiving

As with any domain you want to use for sending or receiving email with Amazon SES, you must first
prove that you own it. The verification procedure, which includes initiating domain verification with
Amazon SES and then publishing a TXT record to your DNS server, is described in Verifying Domains
in Amazon SES (p. 41).

Note
Although Amazon SES enables you to verify single email addresses, you must verify a domain
if you want to use Amazon SES for email receiving.

You can also start the domain verification process when you set up receipt rules in Creating Receipt
Rules (p. 275). The recipient list will indicate which recipients are not verified, and enable you to
initiate verification. In any case, you must complete domain verification by publishing a TXT record to
your DNS server, as described in Amazon SES Domain Verification TXT Records (p. 44).

You can confirm that your email address or domain is verified by looking at its status in the Email
Address Identities or Domain Identities list in the Amazon SES console or by using the Amazon
SES GetldentityVerificati onAttributes API.
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Publishing an MX Record for Amazon SES Emaill
Receiving

A mail exchanger (MX) record is a record on your domain's name server that points to a mail server

to handle your domain's email. To specify Amazon SES as your email receiver, you can publish an

MX record to point to the Amazon SES email-receiving endpoint for the region you want to use. (For
example, the endpoint for US West (Oregon) is inbound-smtp.us-west-2.amazonaws.com.) For a list of
Amazon SES endpoints, see Regions and Amazon SES (p. 327).

Although you are not required to publish an MX record to receive mail through Amazon SES, if you
don't publish the record, Amazon SES will receive mail for your domain only if you explicitly route it to
Amazon SES.

Giving Permissions to Amazon SES for Email
Receiving

To enable Amazon SES to write emails to your Amazon S3 bucket, use an AWS KMS key to encrypt
your emails, call your Lambda function, or publish to an Amazon SNS topic of another account,
Amazon SES must have permission to access those resources. You give permission by attaching a
policy to the resource. This topic provides example policies.

Give Amazon SES Permission to Write to Your Amazon S3
Bucket

To allow Amazon SES to write to your Amazon S3 bucket, use the Amazon S3 console or API to
attach a policy to the bucket. The following policy gives Amazon SES permission to write objects to an
Amazon S3 bucket. Replace ACCOUNT- | D- W THOUT- HYPHENS with your 12-digit AWS account ID,
and BUCKET- NAME with the name of your Amazon S3 bucket. For more information about attaching
policies to Amazon S3 buckets, see the Amazon S3 Developer Guide.

"Version": "2008-10-17",
"Statenment": [
{
"Sid": "G veSESPerni ssionToWiteEmil",
"Effect": "Alow',
"Principal": {
"Service": [
"ses. anazonaws. cont'
]

}

"Action": [
"s3: Put Ooj ect ™
I,
"Resource": "arn:aws:s3:::BUCKET- NAVE/ *",
"Condition": {
"StringEqual s": {
"aws: Referer": "ACCOUNT-| D W THOUT- HYPHENS"
}
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Give Amazon SES Permission to Use Your AWS KMS Master
Key

For Amazon SES to encrypt your emails, it must have permission to use the AWS KMS key that you
specified when you set up your receipt rule. You can either use the default master key (aws/ses) in
your account or a custom master key you create. If you use the default master key, you don't need

to perform any steps to give Amazon SES permission to use it. If you use a custom master key, you
need to give Amazon SES permission to use it by adding a statement to the key's policy. The policy
statement includes conditions that are designed to ensure that Amazon SES can only use your custom
master key when certain values are present in the request to AWS KMS; specifically:

e aws: ses: sour ce- account —The AWS account ID on behalf of which Amazon SES received the
email.

e aws: ses: message- i d—Fhe Amazon SES message ID of the received email.
* aws: ses: rul e- name—The name of the receipt rule that was used to encrypt the email.

Paste the following policy statement into the key policy to permit Amazon SES to use your custom
master key when Amazon SES receives email on behalf of your AWS account. Replace ACCOUNT- | D-
W THOUT- HYPHENS with your 12-digit AWS account ID.

{
"Sid": "All owSESToEncrypt MessagesBel ongi ngToThi sAccount ™,
"Effect": "Alow',
"Principal": {"Service":"ses.amazonaws. coni'},
"Action": ["knms: Encrypt”, "kmns:GenerateDataKey*"],
"Resource": "*",
"Condition": {
"Nul " {
"kns: Encrypti onCont ext : aws: ses: rul e-nane": "fal se",
"kns: Encrypti onCont ext : aws: ses: nessage-i d": "fal se"
1
"StringEqual s": {
"kns: Encrypti onCont ext : aws: ses: sour ce-account”: "ACCOUNT-1|D-
W THOUT- HYPHENS"
}
}
}

For more information about attaching policies to AWS KMS keys, see the AWS KMS Developer Guide.

Give Amazon SES Permission to Invoke Your Lambda
Function

To enable Amazon SES to call your Lambda function, you can either configure the Lambda function
using the Amazon SES console during receipt-rule setup (in which case Amazon SES automatically
adds the necessary permissions to the function) or you can use the AWS Lambda AddPer mi ssi on
API to attach a policy to the function. The following AddPer mi ssi on API call gives Amazon SES
permission to invoke your Lambda function. Replace ACCOUNT- | D- W THOUT- HYPHENS with your 12-
digit AWS account ID. For more information about attaching policies to Lambda functions, see the
AWS Lambda Developer Guide.

"Action": "lanbda: | nvokeFunction",
"Principal": "ses.anmazonaws.cont,
"Sour ceAccount ": " ACCOUNT- | D- W THOUT- HYPHENS" ,

API Version 2010-12-01
273



http://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
http://docs.aws.amazon.com/lambda/latest/dg/intro-permission-model.html

Amazon Simple Email Service Developer Guide
Creating IP Address Filters

"Statenment!ld": "G veSESPerm ssi onTol nvokeFuncti on"

Give Amazon SES Permission to Publish to an Amazon SNS
Topic of Another Account

If the Amazon SNS topic you want to use is owned by the same AWS account you are using for
Amazon SES, no setup is required to allow Amazon SES to publish to the topic. However, if you want
to publish notifications to a topic that you do not own, use the Amazon SNS console or API to attach a
policy to the Amazon SNS topic. The following policy gives Amazon SES permission to publish to an
Amazon SNS topic. Replace ACCOUNT- | D- W THOUT- HYPHENS with your 12-digit AWS account ID,
and TOPI C- NAME with the name of the Amazon SNS topic. For more information about writing policies
for Amazon SNS topics, see the Amazon SNS Developer Guide.

"Version": "2008-10-17",
"Statenent": [
{
"Effect": "Al ow',
"Principal": {
"Service": "ses.amazonaws. conf
},
"Action": "SNS: Publish",
"Resource": "arn:aws:sns: us-east-1: ACCOUNT-I| D- W THOUT-
HYPHENS: TOPI C- NAVE"

}
]

Creating IP Address Filters for Amazon SES Email
Receiving

An IP address filter enables you to optionally specify whether to accept or reject mail originating from
an IP address or range of IP addresses.

You can use the Amazon SES console or the Cr eat eRecei pt Fi | t er API to create an IP address
filter.
Note
If you only want to receive mail from a finite list of known IP addresses, then set up a block
list that contains 0. 0. 0. 0/ 0, and set up an allow list that contains the IP addresses that you
trust. This configuration blocks all IP addresses by default, and only allows mail from the IP
addresses that you explicitly specify.

To create an IP address filter (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Email Receiving, choose IP Address Filters.
3. Inthe content pane, choose Create Filter.

4. For Filter Name, type a name for the IP address filter. The name must contain less than 64
alphanumeric, hyphen (-), underscore (), and period (.) characters. The name must start and end
with a letter or number.

5. For IP Address Range, type a single IP address or a range of IP addresses that you want to block
or allow, specified in Classless Inter-Domain Routing (CIDR) notation. An example of a single IP
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address is 10.0.0.1. An example of a range of IP addresses is 10.0.0.1/24. For more information
about CIDR notation, see RFC 2317.

6. For Policy Type, choose Allow or Block.
7. Choose Create Filter.

For information about how to use the Cr eat eRecei pt Fi | t er API to create an IP address filter, see
the Amazon Simple Email Service API Reference.

Creating a Receipt Rule Set for Amazon SES Email
Receiving

A receipt rule set is an ordered collection of receipt rules that specify what Amazon SES should do
with mail it receives across all of your domains. To use Amazon SES as your email receiver, you must
create at least one receipt rule set for your account. You can set up multiple receipt rule sets, but only
one receipt rule set in each AWS region can be active at any given time. For more information about
the role of receipt rule sets in the email-receiving process, see Email-Receiving Concepts (p. 256).

Note

If you do not want to use Amazon SES as your email receiver, simply disable all of your
receipt rule sets. For information about how to disable receipt rule sets, see Managing Receipt
Rule Sets (p. 286).

You can use the Amazon SES console or API to create a receipt rule set.

¢ Using the Amazon SES console

» Receipt rules exist in receipt rule sets only, so to create a receipt rule set, you can start by creating
a receipt rule. For more information, see Creating Receipt Rules (p. 275). When you reach the
end of this procedure, you can create a new receipt rule set.

» Copy an existing receipt rule set as explained in Managing Receipt Rule Sets (p. 286).

« In the left navigation pane, under Email Receiving, choose Rule Sets, and then choose Create a
New Rule Set.

¢ Using the Amazon SES APl—Use the Cr eat eRecei pt Rul eSet API to create an empty receipt
rule set, as described in the Amazon Simple Email Service API Reference. Then, you can use the
Amazon SES console or the Cr eat eRecei pt Rul e API to add receipt rules to it.

Creating Receipt Rules for Amazon SES Email
Receiving

A receipt rule enables you to specify what you want Amazon SES to do with mail it receives for one or
more recipients or domains. The receipt rule consists of a condition and an ordered list of actions. If the
recipient to which the incoming mail is addressed matches a recipient specified in the condition, then
Amazon SES performs the actions specified in the receipt rule. For more information about the role of
receipt rules in the email-receiving process, see Email-Receiving Concepts (p. 256).

Note
Receipt rules exist in receipt rule sets only, which is why you must have at least one receipt
rule set. Each receipt rule can belong to only one receipt rule set.

This topic shows you how to create a receipt rule and describes options for each action type.

Setting Up a Receipt Rule

You can use the Amazon SES console or the Cr eat eRecei pt Rul e API to create rules.
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To create areceipt rule (console)

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

In the left navigation pane, under Email Receiving, choose Rule Sets.

3. Choose a receipt rule set. For example, to go to your active receipt rule set, choose View Active

Rule Set. If you have not created any receipt rule sets yet, you can create one by choosing Create

a New Rule Set.

From your receipt rule set, choose Create Rule.

Use the following procedure to add one or more recipients. Collectively, these recipients are the

condition. You can have a maximum of 100 recipients per receipt rule.

a. Under Recipients, type an email address or domain that you own. You may use a leading dot
to capture all subdomains of a domain. Using example.com for demonstration purposes:

« To match a specific user—user@example.com. This will match any form of the address
with a label. Addresses that contain labels are of the form name+label@example.com, with
user-specified text between the plus sign (+) and the at sign (@). If you specify a label, then
only messages with the same label will match.

For example, if you want a receipt rule to apply to ticket+123@example.com, ticket
+456@example.com, and ticket+789@example.com, simply set the recipient of the receipt
rule to ticket@example.com. In contrast, if you set the recipient of the receipt rule to ticket
+123@example.com, then the rule will only apply to ticket+123@example.com — it will not
capture ticket+456 @example.com and ticket+789@example.com.

* To match all addresses within a domain but not its subdomains—example.com

» To match all addresses within all subdomains, but not the domain itself—.example.com
(note the leading period)

« To match all addresses within a domain and all of its subdomains—Two recipients:
example.com, .example.com

« All recipients within all verified domains—Empty. (Do not specify any recipients.)

b. Choose Add Recipient.

c. If you have not yet verified the domain of the recipient, choose Verify. To complete domain
verification, you need to publish a TXT record to your DNS server, as described in Verifying
Domains in Amazon SES (p. 41).

d. Add additional recipients as needed, and then choose Next Step.

6. Use the following procedure to add one or more actions to the receipt rule.

a. Choose an action from the menu.

b. Choose the action settings. For information about the options for each action, see Action
Options (p. 277).

c. Add additional actions as needed, and then choose Next Step.

7. For Rule Details, use the following procedure to choose settings.

a. For Rule Name, type a name for the receipt rule. The name must contain less than 64
alphanumeric, hyphen (-), underscore (_), and period (.) characters. The nhame must start and
end with a letter or number.

b. If you want to enable the receipt rule, leave the Enabled option selected.

c. If you want Amazon SES to reject any incoming emails that are not sent over a connection
that is encrypted with Transport Layer Security (TLS), select TLS.

d. If you want Amazon SES to scan incoming emails for spam and viruses, select Enable Spam
and Virus Scanning.

8. For Rule Set, choose an exisprg (eGeiphrafe 6efnnelick Create New Rule Set.
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9. For Rule Position, choose where to place the receipt rule in the ordered list of receipt rules. The
receipt rules are evaluated sequentially.

10. Choose Next Step, and then choose Create Rule.

For information about how to use the Cr eat eRecei pt Rul e API to create rules, see the Amazon
Simple Email Service API Reference.

Action Options

Each receipt rule for Amazon SES email receiving contains an ordered list of actions. The overall
setup procedure for receipt rules is described in Creating Receipt Rules for Amazon SES Email
Receiving (p. 275). This section describes the specific options for each action type.

The action types are the following:

¢ Add Header Action (p. 277)
¢ Bounce Action (p. 277)

¢ Lambda Action (p. 278)

¢ S3 Action (p. 284)

¢ SNS Action (p. 285)

¢ Stop Action (p. 285)

« WorkMail Action (p. 286)

Add Header Action

The Add Header action adds a custom header to the received email. You typically use this action only
in combination with another action. This action has the following options.

+ Header name—The name of the header to add. It must be between 1 and 50 characters, inclusive,
and consist of alphanumeric (a-z, A-Z, 0-9) characters and dashes only.

« Header value—The value of the header to add. It must be less than 2048 characters, and must not
contain newline characters ("\r" or "\n").

Bounce Action

The Bounce action rejects the email by returning a bounce response to the sender and, optionally,
notifies you through Amazon SNS. This action has the following options.

¢ SMTP Reply Code—The SMTP reply code, as defined by RFC 5321.
¢ SMTP Status Code—The SMTP enhanced status code, as defined by RFC 3463.

¢ Message—Human-readable text to include in the bounce email.

¢ Reply Sender—The email address of the sender of the bounced email. This is the address from
which the bounce email will be sent. It must be verified with Amazon SES.

¢ SNS Topic—The name or ARN of the Amazon SNS topic to optionally notify when a bounce email is
sent. An example of an Amazon SNS topic ARN is arn:aws:sns:us-west-2:123456789012:MyTopic.
You can also create an Amazon SNS topic when you set up your action by choosing Create SNS
Topic. For more information about Amazon SNS topics, see the Amazon SNS Developer Guide.

Note
The Amazon SNS topic you choose must be in the same AWS region as the Amazon SES
endpoint you use to receive email.
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You can type in your own values for these fields, or you can choose a template that fills in the SMTP
Reply Code, SMTP Status Code, and Message fields with values based on the bounce reason. The
following templates are available:

¢ Mailbox Does Not Exist—SMTP Reply Code = 550, SMTP Status Code =5.1.1

¢ Message Too Large—SMTP Reply Code = 552, SMTP Status Code =5.3.4

¢ Message Full—SMTP Reply Code = 552, SMTP Status Code = 5.2.2

¢ Message Content Rejected—SMTP Reply Code = 500, SMTP Status Code =5.6.1
¢ Unknown Failure—SMTP Reply Code = 554, SMTP Status Code = 5.0.0

e Temporary Failure—SMTP Reply Code = 450, SMTP Status Code = 4.0.0

For additional bounce codes that you might use by typing custom values in the fields, see RFC 3463.
Lambda Action

The Lambda action calls your code through a Lambda function and, optionally, notifies you through
Amazon SNS. This action has the following options.

¢ Lambda function—The ARN of the Lambda function. An example of a Lambda function ARN is
arn:aws:lambda:us-west-2:account-id:function:MyFunction. For information about AWS Lambda, see
the AWS Lambda Developer Guide.

¢ Invocation type—The invocation type of the Lambda function. An invocation type of
RequestResponse means that the execution of the function will immediately result in a response,
and a value of Event means that the function will be invoked asynchronously. We recommend that
you use Event invocation type unless synchronous execution is absolutely necessary for your use
case.

Note
There is a 30-second timeout on RequestResponse invocations.

For information about AWS Lambda invocation types, see the AWS Lambda Developer Guide.

¢ SNS Topic—The name or ARN of the Amazon SNS topic to notify when the specified
Lambda function is triggered. An example of an Amazon SNS topic ARN is arn:aws:sns:us-
west-2:123456789012:MyTopic. You can also create an Amazon SNS topic when you set up your
action by choosing Create SNS Topic. For more information about Amazon SNS topics, see the
Amazon SNS Developer Guide.

Note
The Amazon SNS topic you choose must be in the same AWS region as the Amazon SES
endpoint you use to receive email.

Writing Your Lambda Function

To process your email, your Lambda function can be invoked asynchronously (that is, using the Event
invocation type). The event object passed to your Lambda function will contain metadata pertaining

to the inbound email event. You can also use the metadata to access the message content from your
Amazon S3 bucket.

If you want to actually control the mail flow, your Lambda function must be invoked synchronously (that
is, using the Request Response invocation type) and your Lambda function must call the cal | back
method with two arguments: the first argument is nul | , and the second argument is a di sposi ti on
property that is set to either STOP_RULE, STOP_RULE_SET, or CONTI NUE. If the second argument is
nul | or does not have a valid di sposi ti on property, the mail flow continues and further actions and
rules are processed, which is the same as with CONTI NUE.

For example, you can stop the receipt rule set by writing the following line at the end of your Lambda
function code:
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cal I back( null, { "disposition" : "STOP_RULE_SET" });

For AWS Lambda code samples, see Lambda Function Examples (p. 282). For examples of high-
level use cases, see Use Case Examples (p. 279).

Input Format

Amazon SES passes information to the Lambda function in JSON format. The top-level object contains
a Recor ds array, which is populated with properties event Sour ce, event Ver si on, and ses. The
ses object contains r ecei pt and nai | objects, which are in exactly the same format as in the
Amazon SNS notifications described in Notification Contents (p. 292).

The following is a high-level view of the structure of the input that Amazon SES provides to the Lambda
function.

{
"Records": |
{
"event Source": "aws:ses"
"event Version": "1.0",
"ses": {
"receipt": {
<sane contents as SNS notification>
b,
"mai " {
<sane contents as SNS notification>
}
}
}
]
}

Return Values
Your Lambda function can control mail flow by returning one of the following values:

* STOP_RULE—NOo further actions in the current receipt rule will be processed, but further receipt rules
can be processed.

¢ STOP_RULE_SET—No further actions or receipt rules will be processed.
« CONTI NUE or any other invalid value—This means that further actions and receipt rules can be

processed.
Use Case Examples

The following examples outline some rules that you might set up to use Lambda function outcomes to
control your mail flow. For demonstration purposes, many of these examples use the S3 action as the
outcome.

Use Case 1: Drops Spam Across All Domains

This example demonstrates a global rule that drops spam across all of your domains. Rules 2 and 3
are included to show that you can apply domain-specific rules after the spam is dropped over all the
domains.

Rule 1

Recipient list: Empty. This rule will therefore apply to all recipients under all of your verified domains.
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Actions

1. Lambda action (synchronous) that returns STOP_RULE_SET if the email is spam. Otherwise, it
returns CONTI NUE. See the example Lambda function for dropping spam in Lambda Function
Examples (p. 282).

Rule 2
Recipient list: examplel.com

Actions

1. Any action.

Rule 3
Recipient list: example2.com

Actions

1. Any action.

Use Case 2: Bounces Spam Across All Domains

This example demonstrates a global rule that bounces spam across all of your domains. Rules 2 and
3 are included to show that you can apply domain-specific rules after the spam is bounced over all the
domains.

Rule 1

Recipient list: Empty. This rule will therefore apply to all recipients under all of your verified domains.

Actions

1. Lambda action (synchronous) that returns CONTI NUE if the email is spam. Otherwise, it returns
STOP_RULE.

2. Bounce action ("500 5.6.1. Message content rejected").
3. Stop action.

Rule 2

Recipient list: examplel.com

Actions

1. Any action

Rule 3
Recipient list: example2.com

Actions

1. Any action
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Use Case 3: Applies the Most Specific Rule

This example demonstrates how you can use the Stop action to prevent emails from being processed
by multiple rules. In this example, you have one rule for a specific address, and another rule for all
email addresses under the domain. By using the Stop action, messages that match the rule for the
specific email address are not processed by the more generic rule that applies to the domain.

Rule 1
Recipient list: user@example.com
Actions

1. Lambda action (asynchronous).
2. Stop action.

Rule 2
Recipient list: example.com
Actions

1. Any action.

Use Case 4: Logs Mail Events to CloudWatch

This example demonstrates how to keep an audit log of all mail going through your system before
saving the mail to Amazon SES.

Rule 1
Recipient list: example.com
Actions

1. Lambda action (asynchronous) that writes the event object to a CloudWatch log. The example
Lambda functions in Lambda Function Examples (p. 282) log to CloudWatch.

2. S3 action.

Use Case 5: Drops Mail That Fails DKIM

This example demonstrates how you can save all incoming email to an Amazon S3 bucket, but
only send email that goes to a specific email address, and passes DKIM, to your automated email
application.

Rule 1
Recipient list: example.com
Actions

1. S3 action.

2. Lambda action (synchronous) that returns STOP_RULE_SET if the message fails DKIM. Otherwise, it
returns CONTI NUE.

Rule 2

Recipient list: support@example.com

API Version 2010-12-01
281



Amazon Simple Email Service Developer Guide
Creating Receipt Rules

Actions

1. Lambda action (asynchronous) that triggers the automated application.

Use Case 6: Filters Mail Based on Subject Line

This example demonstrates how you can drop all of a domain's incoming mail that contains the word
"discount" in the subject line, and then process mail intended for an automated system one way, and
process mail addressed to all other recipients in the domain a different way.

Rule 1
Recipient list: example.com
Actions

1. Lambda action (synchronous) that returns STOP_RULE_SET if the subject line contains the word
"discount". Otherwise, it returns CONTI NUE.

Rule 2
Recipient list: support@example.com
Actions

1. S3 action with bucket 1.
2. Lambda action (asynchronous) that triggers the automated application.
3. Stop action.

Rule 3
Recipient list: example.com
Actions

1. S3 action with bucket 2.
2. Lambda action (asynchronous) that processes email for the rest of the domain.

Lambda Function Examples
This topic contains examples of Lambda functions that control mail flow.
Example 1: Drops Spam

This example stops processing messages that have at least one spam indicator.

exports. handl er = function(event, context, callback) {
console.log(' Spamfilter');

var sesNotification = event. Records[0]. ses;
consol e.l og("SES Notification:\n", JSON stringify(sesNotification, null,

2));
/1 Check if any spam check failed
if (sesNotification.receipt.spfVerdict.status === "FAIL'
|| sesNotification.receipt.dkinVerdict.status === "'FAIL'
|| sesNotification.receipt.spanVerdict.status === "'FAI L'
|| sesNotification.receipt.virusVerdict.status === "FAIL') {
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consol e. |l og(' Droppi ng spam);
/1 Stop processing rule set, dropping nessage
cal | back(null, {'disposition':'STOP_RULE SET'});
} else {
cal I back(null, null);
}

}s

Example 2: Continues if Particular Header

This example continues processing the current rule only if the email contains a specific header value.

exports. handl er = function(event, context, call back) ({
consol e. | og(' Header nmatcher');

var sesNotification = event. Records[0]. ses;
consol e. 1 og("SES Notification:\n", JSON. stringify(sesNotification, null,

2));
/'l lterate over the headers
for (var index in sesNotification. mil.headers) {
var header = sesNotification.nmail.headers[index];

// Exam ne the header val ues

if (header.na === ' X- Header' && header.value === "'"X-Value') {
consol e. |l og(' Found header with value.');
cal I back(null, null);
return;

}

}

/1 Stop processing the rule if the header val ue wasn't found
cal I back(null, {'disposition':'STOP_RULE });
b

Example 3: Retrieves Email from Amazon S3

This example gets the raw email from Amazon S3 and processes it.

Note
You must first write the email to Amazon S3 using an S3 Action.

var AWE = require(' aws-sdk');
var s3 = new AWS. S3();

var bucket Nane = ' <YOUR BUCKET GOES HERE>' ;

exports. handl er = function(event, context, callback) {
consol e. |l og(' Process enmil');

var sesNotification = event. Records[0]. ses;
consol e. 1 og("SES Notification:\n", JSON stringify(sesNotification, null,
2));

/! Retrieve the email from your bucket
s3. get Ovj ect ({
Bucket: bucket Nane,
Key: sesNotification.nail.nmessageld
}, function(err, data) {
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}s

if (err) {
consol e.l og(err, err.stack);
cal | back(err);
} else {
consol e.l og("Raw enmi |l :\n" + dat a. Body);

/1 Custom enmil processing goes here
cal | back(null, null);

1)

S3 Action

The S3 action delivers the mail to an Amazon S3 bucket and, optionally, notifies you through Amazon
SNS. This action has the following options.

S3 Bucket—The name of the Amazon S3 bucket to which to save received emails. You can also
create a new Amazon S3 bucket when you set up your action by choosing Create S3 Bucket.
Amazon SES provides you the raw, unmodified email, which is typically in Multipurpose Internet Mail
Extensions (MIME) format. For more information about MIME format, see RFC 2045.

Important
When you save your emails to an Amazon S3 bucket, the maximum email size (including
headers) is 30 MB.

Object Key Prefix—A key name prefix to use within the Amazon S3 bucket. Key hame prefixes
enable you to organize your Amazon S3 bucket in a folder structure. For example, if you use Email
as your Object Key Prefix, your emails will appear in your Amazon S3 bucket in a folder named
Email.

KMS Key (if "Encrypt Message" is selected in the Amazon SES console)—The customer master
key that Amazon SES should use to encrypt your emails before saving them to the Amazon S3
bucket. You can use the default master key or a custom master key you created in AWS KMS.

Note
The master key you choose must be in the same AWS region as the Amazon SES endpoint
you use to receive email.

« To use the default master key, choose aws/ses when you set up the receipt rule in the Amazon
SES console. If you use the Amazon SES API, you can specify the default master key by providing
an ARN in the form of ar n: aws: kns: REG ON: ACCOUNT- | D- W THOUT- HYPHENS: al i as/
aws/ ses. For example, if your AWS account ID is 123456789012 and you want to use the
default master key in the US West (Oregon) region, the ARN of the default master key would be
arn: aws: kns: us-west - 2: 123456789012: al i as/ aws/ ses. If you use the default master key,
you don't need to perform any extra steps to give Amazon SES permission to use the key.

« To use a custom master key you created in AWS KMS, provide the ARN of the master key and
ensure that you add a statement to your key's policy to give Amazon SES permission to use it.
For more information about giving permissions, see Giving Permissions to Amazon SES for Email
Receiving (p. 272).

For more information about using AWS KMS with Amazon SES, see the AWS KMS Developer
Guide. If you do not specify a master key in the console or API, Amazon SES will not encrypt your
emails.

Important

Your mail is encrypted by Amazon SES using the Amazon S3 encryption client before the
mail is submitted to Amazon S3 for storage. It is not encrypted using Amazon S3 server-
side encryption. This means that you must use the Amazon S3 encryption client to decrypt
the emalil after retrieving it from Amazon S3, as the service has no access to use your AWS
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KMS keys for decryption. This encryption client is available with the AWS Java SDK and
AWS Java Ruby only. For more information about client-side encryption using AWS KMS
master keys, see the Amazon S3 Developer Guide.

SNS Topic—The name or ARN of the Amazon SNS topic to notify when an email is saved

to the Amazon S3 bucket. An example of an Amazon SNS topic ARN is arn:aws:sns:us-
west-2:123456789012:MyTopic. You can also create an Amazon SNS topic when you set up your
action by choosing Create SNS Topic. For more information about Amazon SNS topics, see the
Amazon SNS Developer Guide.

Note
The Amazon SNS topic you choose must be in the same AWS region as the Amazon SES
endpoint you use to receive email.

SNS Action

The SNS action publishes the mail using an Amazon SNS notification. The notification includes the
complete email content. This action has the following options.

SNS Topic—The name or ARN of the Amazon SNS topic to which to publish the emails. The
Amazon SNS notifications will contain a raw, unmodified copy of the email, which is typically in
Multipurpose Internet Mail Extensions (MIME) format. For more information about MIME format, see
RFC 2045.

Important

If you choose to receive your emails through Amazon SNS notifications, the maximum email
size (including headers) is 150 KB. Larger emails will bounce. If you anticipate emails larger
than this size, save the emails to an Amazon S3 bucket instead.

An example of an Amazon SNS topic ARN is arn:aws:sns:us-west-2:123456789012:MyTopic. You
can also create an Amazon SNS topic when you set up your action by choosing Create SNS Topic.
For more information about Amazon SNS topics, see the Amazon SNS Developer Guide.

Note
The Amazon SNS topic you choose must be in the same AWS region as the Amazon SES
endpoint you use to receive email.

Encoding—The encoding to use for the email within the Amazon SNS notification. UTF-8 is easier
to use, but may not preserve all special characters when a message was encoded with a different
encoding format. Base64 preserves all special characters. For information about UTF-8 and Base64,
see RFC 3629 and RFC 4648, respectively.

Stop Action

The Stop action terminates the evaluation of the receipt rule set and, optionally, notifies you through
Amazon SNS. This action has the following options.

¢ SNS Topic—The name or ARN of the Amazon SNS topic to notify when the Stop

action is performed. An example of an Amazon SNS topic ARN is arn:aws:sns:us-
west-2:123456789012:MyTopic. You can also create an Amazon SNS topic when you set up your
action by choosing Create SNS Topic. For more information about Amazon SNS topics, see the
Amazon SNS Developer Guide.

Note
The Amazon SNS topic you choose must be in the same AWS region as the Amazon SES
endpoint you use to receive email.
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WorkMail Action

The WorkMail action integrates with Amazon WorkMail. If Amazon WorkMail performs all of your email
processing, you will typically not use this action directly because Amazon WorkMail takes care of the
setup. This action has the following options.

¢ Organization ARN—The ARN of the Amazon WorkMail

organization. Amazon WorkMail organization ARNs are in the form

arn: aws: wor kmai | : regi on: account _I D: or gani zati on/ or gani zat i on_I D, where:

* regi on is the region in which you are using Amazon SES and Amazon WorkMail. (You must use
them from the same region.) An example is us-west-2.

* account _| Dis the AWS account ID. You can find your AWS account ID on the Account page of
the AWS Management Console.

e organi zati on_I Dis a unique identifier that Amazon WorkMail generates when you create
an organization. You can find the organization ID in the Amazon WorkMail console on the
Organization Settings page of your organization.

An example of a complete Amazon WorkMail organization ARN is arn:aws:workmail:us-
west-2:123456789012:0rganization/m-68755160c4cb4e29a2b2f8fh58f359d7. For information about
Amazon WorkMail organizations, see the Amazon WorkMail Administrator Guide.

¢ SNS Topic—The name or ARN of the Amazon SNS topic to notify when the Amazon
WorkMail action is taken. An example of an Amazon SNS topic ARN is arn:aws:sns:us-
west-2:123456789012:MyTopic. You can also create an Amazon SNS topic when you set up your
action by choosing Create SNS Topic. For more information about Amazon SNS topics, see the
Amazon SNS Developer Guide.

Note
The Amazon SNS topic you choose must be in the same AWS region as the Amazon SES
endpoint you use to receive email.

Managing Amazon SES Email Receiving

After you create your receipt rule sets, receipt rules, and IP address filters, you can use the Amazon
SES console or API to edit, delete, and perform other operations. You can also examine the Amazon
SNS notifications you receive, and use Amazon CloudWatch to view your error metrics.

This section contains the following topics:

¢ Managing Receipt Rule Sets (p. 286)
¢ Managing Receipt Rules (p. 289)

¢ Managing IP Address Filters (p. 291)
¢ Viewing Error Metrics (p. 291)

¢ Using Notifications (p. 292)

Managing Receipt Rule Sets for Amazon SES Email
Receiving

After you create a receipt rule set as described in Creating a Receipt Rule Set (p. 275), you can
update it as needed. Although editing a receipt rule set usually consists of editing individual receipt
rules as described in Managing Receipt Rules (p. 289), you can also delete, activate, disable, and
copy receipt rule sets. Additionally, you can reorder the receipt rules in a receipt rule set. These
operations are described in the following sections.
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Deleting a Receipt Rule Set

You can use the Amazon SES console or the Del et eRecei pt Rul eSet API to delete a receipt rule
set.

Note
You cannot delete the receipt rule set that is currently active.

To delete a receipt rule set (console)

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Email Receiving, choose Rule Sets.
3. Inthe Inactive Rule Sets list, select the receipt rule set that you want to delete.

4. From the Actions menu, choose Delete, and then confirm that you want to delete the receipt rule
set.

For information about how to use the Del et eRecei pt Rul eSet API to delete a receipt rule set, see
the Amazon Simple Email Service API Reference.

Activating and Disabling a Receipt Rule Set

Each receipt rule set is in one of two states: active or disabled. Only one of your receipt rule sets can
be active at any given time. Disabled receipt rule sets can be useful in cases where you want to make
changes to your active receipt rule set, but you do not want those changes to be active until you are
sure your updates are correct. In that case, you can copy the active receipt rule set and make changes
to the copied, disabled receipt rule set. After you're satisfied with the changes, you can activate the
copied receipt rule set. When you activate a receipt rule set, all other receipt rule sets are disabled
automatically.

Note
To disable email receiving through Amazon SES completely, disable all of your receipt rule
sets.

You can use the Amazon SES console or the Set Act i veRecei pt Rul eSet API to control which rule
set is active.

To activate a disabled receipt rule set (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Email Receiving, choose Rule Sets.
3. Inthe Inactive Rule Sets list, select the receipt rule set that you want to activate.
4. Choose Set as Active Rule Set.

To disable the active receipt rule set (console)

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Email Receiving, choose Rule Sets.

3. Under Active Rule Set, choose Disable Active Rule Set, and then confirm that you want to
disable the receipt rule set.

For information about how to use the Set Act i veRecei pt Rul eSet API to activate or disable a rule
set, see the Amazon Simple Email Service API Reference.
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Copying a Receipt Rule Set

You can use the Amazon SES console or the Cl oneRecei pt Rul eSet API to copy a receipt rule set. If
you use the Amazon SES console, the procedure differs slightly, depending on whether the receipt rule
set you want to copy is active or disabled.

To copy the active receipt rule set (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

In the left navigation pane, under Email Receiving, choose Rule Sets.

In the content pane, choose Copy Active Rule Set.

In the Copy Rule Set dialog box, type the name you want to assign to the copied receipt rule set.
Choose Copy Rule Set. The copied receipt rule set will appear in the Inactive Rule Sets list.

o ke

To copy a disabled receipt rule set (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

In the left navigation pane, under Email Receiving, choose Rule Sets.

In the Inactive Rule Sets list, select the receipt rule set that you want to copy.

From the Actions menu, choose Copy.

In the Copy Rule Set dialog box, type the name you want to assign to the copied receipt rule set.
Choose Copy Rule Set. The copied receipt rule set will appear in the Inactive Rule Sets list.

ok e

For information about how to use the Cl oneRecei pt Rul eSet API to copy a receipt rule set, see the
Amazon Simple Email Service API Reference.

Reordering Receipt Rules

You can use the Amazon SES console or the Reor der Recei pt Rul eSet API to reorder receipt rules
in a receipt rule set. If you use the Amazon SES console, the procedure differs slightly, depending on
whether the receipt rule set is active or disabled.

To reorder receipt rules in the active receipt rule set (console)

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

In the left navigation pane, under Email Receiving, choose Rule Sets.
In the content pane, choose View Active Rule Set.
Choose Reorder Rules.

Use the up and down arrows next to the receipt rule names to reorder the receipt rules, and then
choose Save Order.

AN S

To reorder receipt rules in a disabled receipt rule set (console)

1. Signin to the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Email Receiving, choose Rule Sets.
In the Inactive Rule Sets list, select the receipt rule set.
4. Choose Reorder Rules.
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5. Use the up and down arrows next to the receipt rule names to reorder the receipt rules, and then
choose Save Order.

For information about how to use the Reor der Recei pt Rul eSet API to reorder receipt rules in a
receipt rule set, see the Amazon Simple Email Service API Reference.

Managing Receipt Rules for Amazon SES Email
Receiving

In addition to creating receipt rules as described in Creating Receipt Rules (p. 275), you can edit,
delete, enable, disable, copy, and set the position of a receipt rule in its receipt rule set, as described in
the following sections.

Note

The instructions in this section assume that the receipt rule is in the active receipt rule set. To
edit the receipt rules of a disabled receipt rule set, choose a receipt rule set from the Inactive
Rule Sets list. From there, the instructions for editing receipt rules are the same as for the
active receipt rule set.

Editing a Receipt Rule

You can use the Amazon SES console or the Amazon SES API to edit a receipt rule. It is easier to use
the Amazon SES console.

To edit a receipt rule (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. In the left navigation pane, under Email Receiving, choose Rule Sets.

In the content pane, choose View Active Rule Set or choose a receipt rule set from the Inactive
Rule Sets list.

In the details pane, choose the receipt rule you want to edit.
5. Inthe Edit Rule pane, edit the policy, and then choose Save Rule.

If you want to use the Amazon SES API instead, use the Descri beRecei pt Rul e API to retrieve
the rule, use a text editor to edit the rule, and then use the Updat eRecei pt Rul e API to overwrite
the previous version of the rule. For more information, see the Amazon Simple Email Service API
Reference.

Deleting a Receipt Rule

You can use the Amazon SES console or the Del et eRecei pt Rul e API to delete a receipt rule.

To delete a receipt rule (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Email Receiving, choose Rule Sets.

In the content pane, choose View Active Rule Set or choose a receipt rule set from the Inactive
Rule Sets list.

4. In the details pane, select the receipt rule.
5. From the Actions menu, choose Delete, and then confirm that you want to delete the receipt rule.
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For information about how to use the Del et eRecei pt Rul e API to delete a rule, see the Amazon
Simple Email Service API Reference.

Enabling and Disabling a Receipt Rule

You can use the Amazon SES console or the Amazon SES API to enable or disable a receipt rule. It is
easier to use the Amazon SES console.

To enable or disable a receipt rule (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Email Receiving, choose Rule Sets.

3. Inthe content pane, choose View Active Rule Set or choose a receipt rule set from the Inactive
Rule Sets list.

4. In the details pane, choose the receipt rule you want to edit.
5. Inthe Edit Rule pane, select or clear Enabled, and then choose Save Rule.

If you want to use the Amazon SES API instead, you can use the Descri beRecei pt Rul e API to
retrieve the receipt rule, use a text editor to edit the receipt rule's Enabl ed field, and then use the
Updat eRecei pt Rul e API to overwrite the previous version of the receipt rule. For more information,
see the Amazon Simple Email Service API Reference.

Copying a Receipt Rule

You can use the Amazon SES console or the Amazon SES API to copy a receipt rule. It is easier to
use the Amazon SES console.

To copy areceipt rule (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Email Receiving, choose Rule Sets.

3. Inthe content pane, choose View Active Rule Set or choose a receipt rule set from the Inactive
Rule Sets list.

4. Inthe details pane, select the receipt rule.
5. From the Actions menu, choose Copy Rule.

6. Inthe Copy Rule dialog box, type a new receipt rule name and select the destination receipt rule
set. The new receipt rule will be inserted at the beginning of the receipt rule set, and it will initially
be disabled.

If you want to use the Amazon SES API instead, you can use the Descri beRecei pt Rul e API to
retrieve the receipt rule, use a text editor to edit the receipt rule's name and receipt rule set (if desired),
and then pass that receipt rule to the Cr eat eRecei pt Rul e API. For more information, see the
Amazon Simple Email Service API Reference.

Setting the Position of a Receipt Rule

You can use the Amazon SES console or the Set Recei pt Rul ePosi ti on API to change the position
of a receipt rule in the receipt rule set.

To set the position of a receipt rule (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.
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2. Inthe left navigation pane, under Email Receiving, choose Rule Sets.

3. Inthe content pane, choose View Active Rule Set or choose a receipt rule set from the Inactive
Rule Sets list.

4. Inthe content pane, choose Reorder Rules.

5. Use the up and down arrows next to the receipt rule names to reorder the receipt rules, and then
choose Save Order.

For information about how to use the Set Recei pt Rul ePosi ti on API to change the position of a
receipt rule in the receipt rule set, see the Amazon Simple Email Service API Reference.

Managing IP Address Filters for Amazon SES Email
Receiving

In addition to creating IP address filters as explained in Creating IP Address Filters (p. 274), you can
view and delete them, as described in the following sections.

Viewing IP Address Filters

You can use the Amazon SES console or the Li st Recei pt Fi | t er s API to get a list of your IP
address filters.

To view your IP address filters (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Email Receiving, choose IP Address Filters. You will see a list
of your IP address filters.

For information about how to use the Li st Recei pt Fi | t er s API to get a list of your IP address filters,
see the Amazon Simple Email Service API Reference.

Deleting an IP Address Filter

You can use the Amazon SES console or the Del et eRecei pt Fi | t er API to delete an IP address
filter.

To delete an IP address filter (console)

1. Signinto the AWS Management Console and open the Amazon SES console at https://
console.aws.amazon.com/ses.

2. Inthe left navigation pane, under Email Receiving, choose IP Address Filters.
3. Inthe details pane, select the IP address filter.
4. Choose Delete, and then confirm that you want to delete the IP address filter.

For information about how to use the Del et eRecei pt Fi | t er API to delete an IP address filter, see
the Amazon Simple Email Service API Reference.

Viewing Metrics for Amazon SES Email Receiving

You can use Amazon CloudWatch (CloudWatch) to view failure metrics for your receipt rules. You'll
find the metrics under SES/Rule Metrics.

There are two failure metrics:
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¢ PublishFailure—Amazon SES encountered an error when it tried to execute the actions you
configured.

¢ PublishExpired—Amazon SES encountered an error when it tried to execute the actions you
configured, and Amazon SES will no longer retry to deliver the email. This failure can be permanent
or transient. Amazon SES will no longer retry because the action did not succeed within eight hours.

These errors can occur, for example, if you deleted or revoked permissions to an Amazon S3 bucket,
Amazon SNS topic, or Lambda function that an action in one of your receipt rules was configured to
use.

Important

Changes you make to fix your receipt rule set will apply only to emails that Amazon SES
receives after the update. Emails are always evaluated against the receipt rule set that was in
place at the time the email was received.

The following figure shows the metrics in the CloudWatch console.
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Using Notifications for Amazon SES Emaill
Receiving

There are two types of Amazon SNS notifications that you can use when you receive email using
Amazon SES: notifications that alert you that an action in a receipt rule was taken, and notifications
from the SNS action, which contain the content of the email.

This section describes the contents of the natifications and provides an example of each natification
type:

¢ Notification Contents (p. 292)
¢ Notification Examples (p. 296)

Contents of Notifications for Amazon SES Email Receiving

All notifications for email receiving are published to Amazon Simple Notification Service (Amazon SNS)
topics in JavaScript Object Notation (JSON) format.
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Top-Level JISON Object

The top-level JSON object contains the following fields.

Field Name

notificationType
recei pt
mai |

cont ent

receipt Object

The r ecei pt object has the following fields.

Field Name

action

dki m\er di ct

processingTineMIlis

recipients

spanVer di ct

spf Verdi ct

timestanp

vi rusVerdi ct

Description

String that specifies the notification type. This
value will always be Recei ved.

Object that contains information about the email
delivery.

Object that contains information about the email
to which the notification pertains.

String that contains the raw, unmodified email,
which is typically in Multipurpose Internet Mail
Extensions (MIME) format. For more information
about MIME format, see RFC 2045.

Note

This field is present only if the
notification was triggered by an SNS
action. Notifications triggered by all
other actions do not contain this field.

Description

Object that encapsulates information about the
action that was executed.

Object that indicates whether the DomainKeys
Identified Mail (DKIM) check passed.

String that specifies the period, in milliseconds,
from the time Amazon SES received the
message to the time it triggered the action.

A list of the recipient addresses for this delivery.
This list might be a subset of the recipients to
which the mail was addressed.

Object that indicates whether the message is
spam.

Obiject that indicates whether the Sender Policy
Framework (SPF) check passed.

String that specifies when the action was
triggered, in ISO8601 format.

Object that indicates whether the message
contains a virus.
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action Object

The act i on object has the following fields.

Field Name

type

topi cArn

bucket Nane

obj ect Key

snt pRepl yCode

st at usCode

nmessage

sender

functionArn

i nvocati onType

organi zati onArn

dkimVerdict Object

The dki mer di ct object has the following fields.

Description

String that indicates the type of action that was
executed. Possible values are S3, SNS, Bounce,
Lanbda, St op, and Wor kMai | .

String that contains the Amazon Resource Name
(ARN) of the Amazon SNS topic to which the
notification was published.

String that contains the name of the Amazon S3
bucket to which the message was published.
Present only for the S3 action type.

String that contains a name that uniquely
identifies the email in the Amazon S3 bucket.
This is the same as the nessagel d in the nai |
object. Present only for the S3 action type.

String that contains the SMTP reply code, as
defined by RFC 5321. Present only for the
bounce action type.

String that contains the SMTP enhanced status
code, as defined by RFC 3463. Present only for
the bounce action type.

String that contains the human-readable text to
include in the bounce message. Present only for
the bounce action type.

String that contains the email address of the
sender of the email that bounced. This is the
address from which the bounce message was
sent. Present only for the bounce action type.

String that contains the ARN of the Lambda
function that was triggered. Present only for the
Lambda action type.

String that contains the invocation type of

the Lambda function. Possible values are
Request Response and Event . Present only for
the Lambda action type.

String that contains the ARN of the Amazon
WorkMail organization. Present only for the
WorkMail action type.
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Field Name Description

st at us String that contains the DKIM verdict. Possible
values are as follows:

* PASS — The check succeeded.
¢ FAl L — The check failed.
* GRAY - The message is not DKIM-signed.

¢ PROCESSI NG _FAI LED - There is an issue
that prevents Amazon SES from checking the
DKIM signature. For example, DNS queries
are failing or the DKIM signature header is not
formatted properly.

spamVerdict Object

The spanmVer di ct object has the following fields.

Field Name Description

stat us String that contains the result of spam scanning.
Possible values are as follows:

¢ PASS — The check succeeded.

¢ FAI L — The check failed.

* CGRAY — Amazon SES scanned the email but
could not determine with confidence whether it
is spam.

¢ PROCESSI NG_FAI LED— Amazon SES is

unable to scan the content of the email.
For example, the email is not a valid MIME

message.
spfVerdict Object
The spf Ver di ct object has the following fields.
Field Name Description
status String that contains the SPF verdict. Possible

values are as follows:

¢ PASS — The check succeeded.
* FAl L — The check failed.

¢ GRAY — There is no SPF policy under the
domain used in the MAIL FROM command.

¢ PROCESSI NG_FAI LED - There is an issue that
prevents Amazon SES from checking the SPF
record. For example, DNS queries are failing.

virusVerdict Object

The vi rusVer di ct object has the following fields.
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Field Name Description

st at us String that contains the result of virus scanning.
Possible values are as follows:

* PASS — The check succeeded.
¢ FAl L — The check failed.
* GRAY — Amazon SES scanned the email but

could not determine with confidence whether it
contains a virus.

¢ PROCESSI NG _FAI LED—- Amazon SES is
unable to scan the content of the email.
For example, the email is not a valid MIME

message.
mail Object
The nui | object has the following fields.
Field Name Description
destination A list of email addresses that are recipients of the
email.
nmessagel d String that contains the unique ID assigned to

the email by Amazon SES. If the email was
delivered to Amazon S3, the message ID is also
the Amazon S3 object key that was used to write
the message to your Amazon S3 bucket.

source String that contains the email address from which
the email was sent (the envelope MAIL FROM
address).

ti mest anp String that contains the time at which the email

was received, in ISO8601 format.

header s A list of Amazon SES headers and your custom
headers. Each header in the list has a nare field
and a val ue field.

comonHeader s A list of headers common to all emails. Each
header in the list is composed of a name and a
value.

header sTruncat ed String that specifies whether the headers were

truncated in the notification, which will happen
if the headers are larger than 10 KB. Possible
values are t rue and f al se.

Examples of Notifications for Amazon SES Email Receiving

This section provides an example of a notification that alerts you that an action was taken, and a
notification from an SNS action, which contains the contents of the email.

* Alert Notification (p. 297)

API Version 2010-12-01
296



Amazon Simple Email Service Developer Guide
Using Notifications

¢ Notification of an SNS action (p. 299)

Alert Notification

This section contains an example of an Amazon SNS natification that can be triggered by an S3 action.
Notifications triggered by Lambda actions, bounce actions, stop actions, and Amazon WorkMail actions
are similar. Although the natification contains information about the email, it does not contain the
content of the email itself.

"notificationType": "Received",
"receipt": {
"tinmestanp": "2015-09-11T20: 32: 33. 936Z",
"processingTineM I 1is": 406,
"recipients": [
"reci pi ent @xanpl e. conf
1,
"spanVerdict": {
"status": "PASS'
}

irusVerdict": {

"status": "PASS'

b,

"spfVerdict": {

"status": "PASS'

b,

"dki mverdict": {

"status": "PASS'

H
"action": {
"type": "S3",
"topi CArn": "arn:aws:sns:us-east-1:012345678912: exanpl e-topi c",
"bucket Nane": "nmy-S3-bucket",
"obj ect Key": "\email"
}
H
"mail " {
"timestanmp": "2015-09-11T20: 32: 33. 936Z2",
"source":

"0000014f belc09cf-7cb9f 704- 7531- 4e53- 89al- 5f a9744f 5eb6- 000000@mazonses. cont',
"messagel d": "d6iitobk75ur44p8kdnnp7g2n800",
"destination": [
"reci pi ent @xanpl e. conf
]

eadersTruncated": fal se,
"headers": |

{
"nanme": "Return-Path",
"val ue":
"<0000014f belc09cf - 7cb9f 704- 7531- 4e53- 89al- 5f a9744f 5eb6- 000000@nazoONSeS. conp'
}s
{
"nane": "Received",
"val ue": "from a9-183. snt p- out. anazonses. com (a9- 183. snt p-

out . anmazonses. com [ 54. 240. 9. 183]) by i nbound-snt p. us-east - 1. anmazonaws. com
with SMIP id d6iitobk75ur44p8kdnnp7g2n800 for recipient @xanmple.com Fri, 11
Sep 2015 20: 32: 33 +0000 (UTC)"

b
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nane": "DKI M Signhature",
"val ue": "v=1; a=rsa-sha256; qg=dns/txt;

c=rel axed/ si npl e; s=ug7nbtf4gccm pwj 322ax3p6owbyf sug;
d=anmazonses. com t=1442003552; h=From To: Subj ect: M ME-

Ver si on: Cont ent - Type: Cont ent - Tr ansf er - Encodi ng: Dat e: Message-

| D: Feedback-1D; bh=DW 31 OmirWbXCA9ARqGC/ UaODf ghf f i wFNRI b2Mekyt 4=;
b=p4ukUDSFghqi ub+zPRODWLkp70JZakr zupr 6LBe6sUuvqpBki g56UzUnc29r FbJF
hl X30v7DeYVNoN38st qwsF8i vcaj XpQs XRCLcWPz8x875J041r Cl Aj V7IEGoLnudVpPX
4hHst 1XPy X5wngdHI hmJuh80ZKpVgG 6bHGzzf 7g="

3
{
"nanme": "Front,
"val ue": "sender @xanpl e. cont
3
{
"nane": "To",
"val ue": "recipi ent @xanpl e. cont
3
{
"name": "Subject",
"val ue": "Exanpl e subject"
3
{
"nanme": "M MEe-Version",
"val ue": "1.0"
3
{
"nane": "Content-Type",
"val ue": "text/plain; charset=UTF-8"
3
{
"name": "Content-Transfer-Encodi ng",
"val ue": "7bit"
3
{
"nane": "Date",
"value": "Fri, 11 Sep 2015 20: 32: 32 +0000"
3
{
"nane": "Message-ID',
"val ue": "<61967230- 7A45- 4A9D- BEC9- 87CBCF2211C9@xanpl e. conp"
3
{
"name": " X- SES-Qut goi ng",
"val ue": "2015.09. 11-54. 240. 9. 183"
3
{

name": "Feedback-1D",
"val ue": "1.us-east- 1. Krv2FKpFdW+KUYW3Qd6wcpPJ4Sv/
pOPpEPSHN2u204=: AmazonSES"
}
]

omonHeaders": {
"returnPath":
"0000014f belc09cf - 7cb9f 704- 7531- 4e53- 89al- 5f a9744f 5eb6- 000000@mazonses. cont',
"from': [
"sender @xanpl e. cont'
I,
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"date": "Fri, 11 Sep 2015 20:32:32 +0000",
"t OII: [

"reci pi ent @xanpl e. conf
]

"messagel d": "<61967230- 7A45- 4A9D-
BEC9- 87CBCF2211C9@xanpl e. conp",
"subj ect": "Exanple subject”
}

Notification of an SNS action

This section contains an example of an SNS action notification. Unlike the alert notification shown
previously, it includes a cont ent section that contains the email, which is typically in Multipurpose
Internet Mail Extensions (MIME) format.

"notificationType": "Received",
"receipt": {
"tinmestanp”: "2015-09-11T20: 32: 33. 936Z",
"processingTineM I 1is": 222,
"recipients": [
"reci pi ent @xanpl e. cont
1,
"spanVerdict": {
"status": "PASS'

}
"virusVerdict": {
"status": "PASS'
}
"spfVerdict": {
"status": "PASS'
}
"dki mverdict": {
"status": "PASS'
}
"action": {
"type": "SNS',
"topi cArn": "arn:aws:sns: us-east-1:012345678912: exanpl e-t opi c"
}
}
"mail " {
"timestanp": "2015-09-11T20: 32: 33.936Z",
"source": "61967230- 7A45- 4A9D- BEC9- 87CBCF2211C9@xanpl e. cont',
"messagel d": "d6iitobk75ur44p8kdnnp7g2n800",
"destination": [
"reci pi ent @xanpl e. conf
I,
"headersTruncated": fal se,
"headers": |
{
"nanme": "Return-Path",
"val ue":
"<0000014f belc09cf - 7cb9f 704- 7531- 4e53- 89al- 5f a9744f 5eb6- 000000@nazoNnses. conp'
}
{
"nane": "Received",
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"val ue": "from a9-183. snt p- out. anazonses. com (a9- 183. snt p-
out . anmazonses. com [ 54. 240. 9. 183]) by i nbound-snt p. us-east - 1. anmazonaws. com
with SMIP id d6iitobk75ur44p8kdnnp7g2n800 for recipient @xanmple.com Fri, 11
Sep 2015 20:32:33 +0000 (UTC)"
3
{

nane": "DKI M Signhature",
"val ue": "v=1; a=rsa-sha256; qg=dns/txt;

c=rel axed/ si npl e; s=ug7nbtf4gccm pwj 322ax3p6owbyf sug;
d=anmazonses. com t=1442003552; h=From To: Subj ect: M ME-

Ver si on: Cont ent - Type: Cont ent - Tr ansf er - Encodi ng: Dat e: Message-

| D: Feedback-1D; bh=DW 31 OmirWbXCA9ARqGC/ UaODf ghf f i wFNRI b2Mckyt 4=;
b=p4ukUDSFghqi ub+zPRODWLkp70JZakr zupr 6LBe6sUuvqpBki g56UzUnc29r FbJF
hl X30v7DeYVNoN38st qwsF8i vcaj XpQs XRCLcWPz8x875J041r Cl Aj V7IEGoLnudVpPX
4hHst 1XPy X5wngdHI hmJuh80ZKpVgG 6bHGzzf 7g="

}
{
"name": "From',
"val ue": "sender @xanpl e. cont
}
{
"nanme": "To",
"val ue": "recipi ent @xanpl e. cont
}
{
"name": "Subject",
"val ue": "Exanpl e subject"
}
{
"nanme": "M MEe-Version",
"val ue": "1.0"
}
{
"nane": "Content-Type",
"val ue": "text/plain; charset=UTF-8"
}
{
"name": "Content-Transfer-Encodi ng",
"value": "7bit"
}
{
"nanme": "Date",
"value": "Fri, 11 Sep 2015 20: 32: 32 +0000"
}
{
"nane": "Message-ID',
"val ue": "<61967230- 7A45- 4A9D- BEC9- 87CBCF2211C9@xanpl e. conp"
}
{
"name": " X- SES-Qut goi ng",
"val ue": "2015.09. 11-54. 240. 9. 183"
}
{

name": "Feedback-1D",
"val ue": "1.us-east- 1. Krv2FKpFdW+KUYW3Qd6wcpPJ4Sv/
pOPpEPSHN2u204=: AmazonSES"

}
]

omonHeaders": {
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"returnPath":
"0000014f belc09cf - 7cb9f 704- 7531- 4e53- 89al- 5f a9744f 5eb6- 000000@rmazonses. cont',
"from': [
"sender @xanpl e. cont'
1,
"date": "Fri, 11 Sep 2015 20:32:32 +0000",
Ilt OlI : [
"reci pi ent @xanpl e. conf
]

"messagel d": "<61967230- 7A45- 4A9D-
BEC9- 87CBCF2211C9@xanpl e. conp",
"subj ect": "Exanple subject”

}
1
"content": "Return-Path: <61967230-7A45- 4A9D

BEC9- 87CBCF2211C9@xanpl e. conp\ r\ nRecei ved: from a9-183. snt p-
out . amazonses. com (a9- 183. snt p- out . amazonses. com [ 54. 240. 9. 183] ) \r
\'n by inbound-sntp. us-east-1.amazonaws.comwith SMIP id

d6i i t obk75ur 44p8kdnnp7g2n800\r\ n for reci pi ent @xanple.com\r\n Fri,

11 Sep 2015 20:32:33 +0000 (UTC)\r\nDKI M Si gnature: v=1; a=rsa-sha256;

g=dns/txt; c=rel axed/sinple;\r\n\ts=ug7nbtf4gccm pwj 322ax3p6oweyf sug;

d=anmazonses. com t=1442003552;\r\ n\th=From To: Subj ect: M M-
Ver si on: Cont ent - Type: Cont ent - Tr ansf er - Encodi ng: Dat e: Message- | D: Feedback-
I D; \ r\ n\ t bh=DW 31 OmyWOXCA9ARqGC/ UaCDf ghf f i wFNRI b2Mckyt 4=;\r\ n
\'t b=p4ukUDSFghqi ub+zPRODWLkp70JZakr zupr 6LBe6sUuvqgpBki g56UzUac29r FbJF\ r\ n
\ t hl X30Ov7DeYVNoN38st quwsF8i vcaj XpQs XRC1cWPz8x875J041r A Aj V7EGOLmudVpPX\ r
\ n\ t 4hHst 1XPy X5wngdHl hnJuh80ZKpVqG 6bHGzzf 7g=\r\ nFrom sender @xanpl e. com
\r\nTo: recipient@xanple.comr\nSubject: Exanple subject\r\nM M-
Version: 1.0\r\nContent-Type: text/plain; charset=UTF-8\r\nContent-
Transfer-Encoding: 7bit\r\nDate: Fri, 11 Sep 2015 20: 32: 32 +0000\r
\ nMessage- I D <61967230- 7A45- 4A9D- BEC9- 87CBCF2211C9@xanpl e. con®\ r\ nX- SES-
Qut goi ng: 2015. 09. 11-54. 240. 9. 183\ r\ nFeedback-1D: 1. us-east- 1. Kr v2FKpFdW
+KUYW3Q6we pPJ4Sv/ pOPpEPSHN2u204=: AmazonSES\ r\ n\ r\ nExanpl e content\r\n"

}
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Controlling Access to Amazon SES

You can use AWS ldentity and Access Management (IAM) with Amazon Simple Email Service
(Amazon SES) to specify which Amazon SES API actions an IAM user, group, or role can perform. (In
this topic we refer to these entities collectively as user.) You can also control which email addresses
the user can use for the "From", recipient, and "Return-Path" addresses of emails.

For example, you can create an IAM policy that allows users in your organization to send email, but not
perform administrative actions such as checking sending statistics. As another example, you can write

a policy that allows a user to send emails through Amazon SES from your account, but only if they use
a specific "From" address.

To use |IAM, you define an IAM policy, which is a document that explicitly defines permissions, and
attach the policy to a user. To learn how to create IAM policies, see the IAM User Guide. Other than
applying the restrictions you set in your policy, there are no changes to how users interact with Amazon
SES or in how Amazon SES carries out requests.

This topic is about controlling the access of users within the same AWS account. If you want to enable
other AWS accounts access to your Amazon SES identities, see Using Sending Authorization with
Amazon SES (p. 194).

Note
If you are looking for information about how to generate Amazon SES SMTP credentials for an
existing IAM user, see Obtaining Your Amazon SES SMTP Credentials (p. 57).

Creating |IAM Policies for Access to Amazon SES

This section explains how you can use IAM policies specifically with Amazon SES. To learn how to
create 1AM policies in general, see the IAM User Guide.

There are three reasons you might use IAM with Amazon SES:

* To restrict the email-sending action.
¢ To restrict the "From", recipient, and "Return-Path" addresses of the emails that the user sends.
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» To control general aspects of API usage such as the time period during which a user is permitted to
call the APIs that they are authorized to use.

Restricting the Action

To control which Amazon SES actions a user can perform, you use the Act i on element of an
IAM policy. You can set the Act i on element to any Amazon SES API action by prefixing the API
name with the lowercase string ses: . For example, you can set the Act i on to ses: SendEnai | ,
ses: Get SendSt ati sti cs, or ses: * (for all actions).

Then, depending on the Act i on, specify the Resour ce element as follows:

If the Acti on element only permits access to email-sending APlIs (that is, ses: SendEnai | and/
or ses: SendRawEnai | ):

¢ To allow the user to send from any identity in your AWS account, set Resour ce to *

« To limit the identities that the user can send from, set Resour ce to the ARN(s) of the identities that
you are permitting the user to use.

If the Act i on element permits access to all APIs:

« If you do not want to limit the identities that the user can send from, set Resour ce to *

« If you do want to limit the identities that the user can send from, you need to create two policies (or
two statements within one policy):

» One with Act i on set to an explicit list of the permitted non-email-sending APIs and Resour ce set
to*
* One with Act i on set to one of the email-sending APIs (ses: SendEmai | and/or

ses: SendRawEnai | ), and Resour ce set to the ARN(s) of the identities you are permitting the
user to use.

For a list of available Amazon SES actions, see the Amazon Simple Email Service API Reference. If
the IAM user will be using the SMTP interface, you must allow access to ses: SendRawEnai | at a
minimum.

Restricting Email Addresses

If you want to restrict the user to specific email addresses, you can use a Condi ti on block. In the
Condi ti on block, you specify conditions by using condition keys as described in the IAM User Guide.
By using condition keys, you can control the following email addresses:

Note
These email address condition keys apply only to the APIs noted in the following table.

Condition Key Description API

ses: Reci pients Restricts the recipient SendEmai | , SendRawEmi |
addresses, which include
the To:, "CC", and "BCC"

addresses.
ses: FromAddr ess Restricts the "From" address. SendEnai | , SendRawEmai | ,
SendBounce
ses: FronDi spl ayNane Restricts the "From" address SendEmai | , SendRawEnai |
that is used as the display
name.
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Condition Key

ses: FeedbackAddr ess

Description API

Restricts the "Return-Path" SendEnmai | , SendRawEmai |
address, which is the address

where bounces and complaints

can be sent to you by email

feedback forwarding. For

information about email

feedback forwarding, see

Amazon SES Notifications

Through Email (p. 105).

Restricting General APl Usage

By using AWS-wide keys in conditions, you can restrict access to Amazon SES based on aspects such
as the date and time that user is permitted access to APIs. Amazon SES implements only the following
AWS-wide policy keys:

aws: Current Ti ne
aws: EpochTi e

aws: Secur eTr anspor t

aws: Sour cel p
aws: User Agent

For more information about these keys, see the IAM User Guide.

Example IAM Policies for Amazon SES

This topic provides examples of policies that permit a user access to Amazon SES, but only under
certain conditions.

Allowing Full Access to All Amazon SES Actions (p. 304)

Allowing Access to Email-Sending Actions Only (p. 305)

Restricting the Time Period of Sending (p. 305)

Restricting the Recipient Addresses (p. 305)

Restricting the "From" Address (p. 306)

Restricting the Display Name of the Email Sender (p. 306)

Restricting the Destination of Bounce and Complaint Feedback (p. 307)

Allowing Full Access to All Amazon SES Actions

The following policy allows a user to call any Amazon SES action.

"Version": "2012-10-17",

"Statenent":[{

"Effect": "Alow',

"Action": ["ses:*"],

"Resource":"*"
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Allowing Access to Email-Sending Actions Only

The following policy permits a user to send email using Amazon SES, but does not permit the user to
perform administrative actions such as accessing Amazon SES sending statistics.

{

"Version": "2012-10-17",

"Statenent": [

{
"Effect": "Allow',
"Action": ["ses:SendEnmil", "ses:SendRawkEnmil "],
"Resource":"*"

}
]
}

Restricting the Time Period of Sending

The following policy permits a user to call Amazon SES email-sending APIs only during the month of
September 2015.

"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Allow',
"Action": ["ses: SendEnmil", "ses:SendRawkEnail "],
"Resource":"*",
"Condition": {
"Dat eG eat er Than": {
"aws: Current Ti ne": "2015-08-31T12: 00Z"
b
"Dat eLessThan": {
"aws: Current Ti me": " 2015-10-01T12: 002"

Restricting the Recipient Addresses

The following policy permits a user to call the Amazon SES email-sending APIs, but only to recipient
addresses in domain example.com.

"Version": "2012-10-17",
"Statenment": [

{
"Effect": "Allow',
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"Action": ["ses:SendEnmil", "ses: SendRawkEnmil "],
"Resource":"*",
"Condition": {
"For Al | Val ues: StringLi ke": {
"ses: Recipients": ["*@xanple.conl]
}

Restricting the "From" Address

The following policy permits a user to call the Amazon SES email-sending APIs, but only if the "From"
address is marketing@example.com.

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Alow',
"Action": ["ses:SendEmail", "ses:SendRawkEmail "],
"Resource":"*",
"Condition": {
"StringEqual s": {
"ses: FromAddr ess”: "marketi ng@xanpl e. cont
}
}
}
]
}

The following policy permits a user to call the SendBounce API, but only if the "From" address is
bounce@example.com.

{
"Version": "2012-10-17",
"Statenment": [
{
"Effect": "Allow',
"Action": ["ses: SendBounce"],
"Resource":"*",
"Condition": {
"StringEqual s": {
"ses: FromAddress": "bounce@xanpl e. cont
}
}
}
]
}

Restricting the Display Name of the Email Sender

The following policy permits a user to call the Amazon SES email-sending APls, but only if the display
name of the "From" address includes Marketing.
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"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Allow',
"Action": ["ses:SendEnmil", "ses: SendRawkEnail "],
"Resource":"*",
"Condition": {
"StringLike": {
"ses: FronDi spl ayNane": "Marketing"
}

Restricting the Destination of Bounce and Complaint
Feedback

The following policy permits a user to call the Amazon SES email-sending APIs, but only if the "Return-
Path" of the email is set to feedback@example.com.

{
"Version": "2012-10-17",
"Statenment": [
{
"Effect": "Alow',
"Action": ["ses:SendEmail", "ses:SendRawkEnmail "],
"Resource":"*",
"Condition": {
"StringEqual s": {
"ses: FeedbackAddress": "feedback@xanpl e. cont
}
}
}
]
}

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.
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Logging Amazon SES API Calls By
Using AWS CloudTrall

Amazon SES is integrated with CloudTrail, a service that captures API calls made by or on behalf of
Amazon SES in your AWS account and delivers the log files to an Amazon S3 bucket that you specify.
CloudTrail captures API calls made from the Amazon SES console or from the Amazon SES API.
Using the information collected by CloudTrail, you can determine what request was made to Amazon
SES, the source IP address from which the request was made, who made the request, when it was
made, and so on. To learn more about CloudTrail, including how to configure and enable it, see the
AWS CloudTrail User Guide.

Amazon SES Information in CloudTrall

When CloudTrail logging is enabled in your AWS account, API calls made to a subset of Amazon
SES actions are tracked in log files. Amazon SES records are written together with other AWS service
records in a log file. CloudTrail determines when to create and write to a new file based on a time
period and file size.

The following actions are supported:

¢ CloneReceiptRuleSet

¢ CreateReceiptFilter

¢ CreateReceiptRule

¢ CreateReceiptRuleSet

¢ Deleteldentity

¢ DeleteldentityPolicy

¢ DeleteReceiptFilter

¢ DeleteReceiptRule

¢ DeleteReceiptRuleSet

¢ DeleteVerifiedEmailAddress
¢ DescribeActiveReceiptRuleSet
¢ DescribeReceiptRule

¢ DescribeReceiptRuleSet
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¢ GetldentityDkimAttributes

¢ GetldentityNotificationAttributes
¢ GetldentityPolicies

¢ GetldentityVerificationAttributes
¢ GetSendQuota

¢ GetSendStatistics

« Listldentities

e ListldentityPolicies

¢ ListReceiptFilters

¢ ListReceiptRuleSets

¢ ListVerifiedEmailAddresses

¢ PutldentityPolicy

¢ ReorderReceiptRuleSet

¢ SetActiveReceiptRuleSet

¢ SetReceiptRulePosition

¢ SetldentityDkimEnabled

¢ SetldentityFeedbackForwardingEnabled
¢ SetldentityHeadersInNotificationsEnabled
¢ SetldentityNotificationTopic

¢ UpdateReceiptRule

¢ VerifyDomainDkim

¢ VerifyDomainldentity

¢ VerifyEmailAddress

¢ VerifyEmailldentity

Every log entry contains information about who generated the request. The user identity information
in the log helps you determine whether the request was made with root or IAM user credentials, with
temporary security credentials for a role or federated user, or by another AWS service. For more
information, see the userldentity field in the CloudTrail Event Reference.

You can store your log files in your bucket for as long as you want, but you can also define Amazon
S3 lifecycle rules to archive or delete log files automatically. By default, your log files are encrypted by
using Amazon S3 server-side encryption (SSE).

You can choose to have CloudTrail publish Amazon SNS natifications when new log files are delivered
if you want to take quick action upon log file delivery. For more information, see Configuring Amazon
SNS Notifications.

You can also aggregate Amazon SES log files from multiple AWS regions and multiple AWS accounts
into a single Amazon S3 bucket. For more information, see Aggregating CloudTrail Log Files to a
Single Amazon S3 Bucket.

Understanding Amazon SES Log File Entries

CloudTrail log files contain one or more log entries where each entry is made up of multiple JSON-
formatted events. A log entry represents a single request from any source and includes information
about the requested action, any parameters, the date and time of the action, and so on. The log entries
are not guaranteed to be in any particular order. That is, they are not an ordered stack trace of the
public API calls.
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The following example shows a CloudTrail log.

"Records": [
{
"awsRegi on": "us-west-2",
"event| D': "Offa308d-1467-4259-8be3-c749753be325",
"event Name": "Deleteldentity",
"event Source": "ses.anmazonaws. cont,
"event Ti me": "2015-02-02T21: 34: 502",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipient Account|d": "111122223333",
"request| D': "50b87bfe-ab23-11e4-9106-5b36376f 9d12",
"request Paraneters": {
"identity": "amazon.cont
}
"responseEl ements": null,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"account!|d": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "17bb827a-dc8c-4156-90bl-c214e1d135c9",
"event Name": "Del eteVerifiedEmil Address",
"event Source": "ses.anmazonaws. cont,
"event Ti me": "2015-02-04T00:57: 152",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipient Account|d": "111122223333",
"request| D': "c29fb5cl-ac08-1le4-8ff5-a56a3119e253",
"request Paraneters": {
"emai | Address": "user @xanpl e. cont
}s
"responseEl ements": null,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"account!|d": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",

"event| D': "0b311e38-b5c6-43b3-9a39- 5f bf 0c2d0d99",
"event Nanme": "GetldentityDki mAttributes",

"event Source": "ses.amazonaws. conf,

"event Ti me": "2015-02-02T21: 34: 502",

"event Type": "AwsApi Call",
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"event Version": "1.02",
"recipient Accountld": "111122223333",
"request| D': "50f92e80-ab23-11e4-9106-5b36376f 9d12",
"request Paraneters": {
"identities": [
"exanpl e. cont
]
}

esponseEl enents": nul |,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"accountld": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "bf 695be8-1c67-45b0- 8f 10-f d56af ee09dd",
"event Name": "GetldentityNotificationAttributes",
"event Source": "ses.amazonaws. cont,
"event Ti me": "2015-02-02T21: 34: 502",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipi ent Account1d": "111122223333",
"request| D': "5133ed92-ab23-11e4-9106-5b36376f 9d12",
"request Paraneters": {
"identities": [
"exanpl e. cont
]
}

esponseEl enents": nul I,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"accountld": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "8f9aed63-b03a-4d30- a880-33ae0c6b7786",
"event Name": "GetldentityVerificationAttributes",
"event Source": "ses.amazonaws. cont,
"event Ti me": "2015-02-04T00: 57: 162",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipient Account!ld": "111122223333",
"request| D': "c2d23773-ac08-11e4-8ff5-a56a3119e253",
"request Paraneters": {

"identities": [

"exanpl e. cont

]
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}

"responseEl ements": null,

"sour cel PAddress": "192.0.2.0",

"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {

"accessKeyl d": " AKI Al OSFODNN7EXAMPLE",
"accountld": "111122223333",

"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",

"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "60ef 4f 01- 9826- 4f b4- 828e- 8c36dda81f 40",
"event Name": " Get SendQuot a",
"event Source": "ses.anmazonaws. cont,
"event Ti me": "2015-02-04T01:03: 272",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipient Accountld": "111122223333",
"request| D': "a0760648-ac09-11e4-8ff5-a56a3119e253",
"request Paraneters": null,
"responseEl ements": null,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE",
"account|d": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "Of e5eef 3-0c28-4480- 808e- 307b21404a78",
"event Name": "Get SendStatistics",
"event Source": "ses.anmazonaws. cont,
"event Ti me": "2015-02-02T21:34:512",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipient Accountld": "111122223333",
"request| D': "51644c64-ab23-11e4-9106-5b36376f 9d12",
"request Paraneters": null,
"responseEl ements": null,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"accountld": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "6eb8178e-69c3-4a93- 8af 0- 2a5a0f 5f 209e",
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"event Nane": "Listldentities",
"event Source": "ses.anmazonaws. cont,
"event Ti me": "2015-02-04T01: 03: 272",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipi ent Account1d": "111122223333",
"request| D': "aOa4de7a-ac09-1le4-8ff5-a56a3119e253",
"request Paraneters": {
"identityType": "Domain",
"maxltenms": 10

}

esponseEl enents": nul I,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"accountld": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "al8a9745-d06a- 43e9- aad0- 8eeed4de50f 48",
"event Name": "ListVerifiedEmail Addresses",
"event Source": "ses.anmazonaws. cont,
"event Ti me": "2015-02-02T21:34:512",
"event Type": "AwsApi Cal ",
"event Version": "1.02",
"recipient Account|d": "111122223333",
"request| D': "5l1ad8a66-ab23-11e4-9106-5b36376f 9d12",
"request Paraneters": null,
"responseEl ements": null,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"accountld": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "da975f 45-e68b-4499- 8e3f-31a89140e0c9",
"event Nanme": "SetldentityDki nEnabl ed",
"event Source": "ses.amazonaws. cont,
"event Ti me": "2015-02-04T01: 01: 242",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipient Account|d": "111122223333",
"request| D': "5731c4dab-ac09-1le4-8f f5-a56a3119e253",
"request Paraneters": {
"dki nEnabl ed": true,
"identity": "exanple.cont

}

esponseEl enents": nul I,
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"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"accountld": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "5d817126-dadb- 436f - b480-f 9843289f 487",
"event Nanme": "SetldentityFeedbackForwardi ngEnabl ed",
"event Source": "ses.amazonaws. cont,
"event Ti me": "2015-02-02T21: 34: 512",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipient Account!ld": "111122223333",
"request| D': "51dd4cf8-ab23-11e4-9106-5b36376f 9d12",
"request Paraneters": {
"forwardi ngEnabl ed": true,
"identity": "exanple.cont

}

esponseEl enents": nul |,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"accountld": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "5d817126-dadb- 436f - b480-f 9843289f 487",
"event Nanme": "SetldentityHeaderslnNotificati onsEnabl ed",
"event Source": "ses.amazonaws. cont,
"event Ti me": "2015-02-02T21: 34: 512",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipi ent Account1d": "111122223333",
"request| D': "51dd4cf8-ab23-11e4-9106-5b36376f 9d12",
"request Paraneters": {
"“enabl ed": true,
"identity": "exanple.cont,
"notificationType": "Bounce"

}

esponseEl enents": nul |,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE",
"accountld": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"
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"awsRegi on": "us-west-2",
"event| D': "1a31f d43-55ba- 4ce7- b3f e- 55659e8144c0",
"event Nanme": "SetldentityNotificationTopic",
"event Source": "ses.amazonaws. cont,
"event Ti me": "2015-02-04T00: 59: 212",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipi ent Account1d": "111122223333",
"request| D': "0d553aac-ac09-11e4-8ff5-a56a3119e253",
"request Paraneters": {
"identity": "exanple.cont,
"notificationType": "Bounce",
"snsTopi c": "arn:aws:sns: us-west-2:123456789100: MyTopi c"

}

esponseEl enents": nul |,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"accountld": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "aec73edb-6dac-4503-81bb-ccall02f 959e",
"event Nanme": "Veri fyDonai nDKki nt',
"event Source": "ses.amazonaws. cont,
"event Ti me": "2015-02-02T21: 34: 522",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipi ent Account1d": "111122223333",
"request| D': "52215ada-ab23-11e4-9106-5b36376f 9d12",
"request Paraneters": {
"domai n": "exanpl e. cont

}

esponseEl ement s": {
"dki mfokens": [
"3r2ul trqtel opya3v2apj ul cvz7z5n50",
"yexya47xny5f 3j 3e7vgnbpcr crmayubénu”,
"wt | dugduor hmb2vdt 2nmb3yql cj 2nBt pw'
]
}s
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"account!|d": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"
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"awsRegi on": "us-west-2",
"event| D': "33b3e2eb-7ba3-460b-al27- a5f 4cedb4469",
"event Name": "VerifyDomai nl dentity",
"event Source": "ses.anmazonaws. cont,
"event Ti me": "2015-02-04T00: 59: 212",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipient Account|d": "111122223333",
"request| D': "0d9c2ebe-ac09-11le4-8ff5-a56a3119e253",
"request Paraneters": {
"di sabl eEnmi | Noti fications": false,
"domai n": "exanpl e.cont
b,
"responseEl enents": {
"verificationToken":
"pnBGN 7M nf hTKUZO6EnqqlPeGUaCkwsl Ghef wef c HU="
}s
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"accountld": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"

"awsRegi on": "us-west-2",
"event| D': "eb2el616-2b7b-4cd2- b6dc-29f83fcl1789f",
"event Narme": "VerifyEmail Address",
"event Source": "ses.anmazonaws. cont,
"event Ti me": "2015-02-02T21: 34: 532",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipient Account1d": "111122223333",
"request| D': "5265ddec-ab23-11e4-9106-5b36376f 9d12",
"request Paraneters": {
"emai | Address": "user @xanpl e. conf
}

"responseEl ements": null,

"sour cel PAddress": "192.0.2.0",

"user Agent": "aws-sdk-java/ unknown-version",
"userldentity": {

"accessKeyl d": " AKI Al OSFODNN7EXAMPLE",
"accountld": "111122223333",

"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",

"type": "Root"

"awsRegi on": "us-west-2",

"event| D': "5613b0ff-d6c6-4526-9b53-a603a9231725",
"event Nanme": "VerifyEmailldentity",

"event Source": "ses.anmazonaws. cont,

"event Ti me": "2015-02-04T01: 05: 332",

"event Type": "AwsApi Call",

"event Version": "1.02",
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"recipient Accountld": "111122223333",
"request| D': "eb2ff803-ac09-1le4-8ff5-a56a3119e253",
"request Paraneters": {
"emai | Address": "user @xanpl e. conf
}s
"responseEl ements": null,
"sour cel PAddress": "192.0.2.0",
"user Agent": "aws-sdk-java/unknown-version",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"account|d": "111122223333",
"arn": "arn:aws:iam:111122223333:root",
"principalld": "111122223333",
"type": "Root"
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Using Credentials With Amazon
SES

To interact with Amazon Simple Email Service (Amazon SES), you use security credentials to verify
who you are and whether you have permission to interact with Amazon SES. There are different types
of credentials, and the credentials you use depend on what you want to do. For example, you use AWS
access keys when you send an email using the Amazon SES API, and SMTP credentials when you
send an email using the Amazon SES SMTP interface.

The following table lists the types of credentials you might use with Amazon SES, depending on what
you are doing.

If you want to Use these What the How to get the credentials
access the... credentials credentials consist
of
Amazon SES API AWS access keys Access key ID and | See the Access keys section
secret access key of How Do | Get Security
(You might access Credentials? in the AWS
the Amazon SES General Reference.

API directly, or

indirectly through Note _

an AWS SDK, the For security best

AWS Command practice, use AWS

Line Interface, or Identity and Access

the AWS Tools Management (IAM)

for Windows user access keys
PowerShell.) instead of AWS account

access keys. Your AWS
account credentials
grant full access to all
your AWS resources,
so you should store
them in a safe place
and instead use |IAM
user credentials for
day-to-day interaction
with AWS. For more
information, see Root
Account Credentials vs.
IAM User Credentials
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If you want to Use these What the How to get the credentials
access the... credentials credentials consist
of
in the AWS General
Reference.
Amazon SES SMTP | SMTP credentials User name and See Obtaining Your Amazon
interface password SES SMTP Credentials (p. 57).
Note

Although your Amazon
SES SMTP credentials
are different than your
AWS access keys

and IAM user access
keys, Amazon SES
SMTP credentials

are actually a type of
IAM credentials. An
IAM user can create
Amazon SES SMTP
credentials, but the
root account owner
must ensure that the
IAM user's policy
gives them permission
to access the
following IAM actions:
"lam:ListUsers",
"lam:CreateUser",
"iam:CreateAccessKey",
and
"iam:PutUserPolicy".
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If you want to Use these What the How to get the credentials
access the... credentials credentials consist
of
Amazon SES IAM user name and | IAM user name and | See the IAM user name and
console password password password and Email address
and password sections of How
OR OR Do | Get Security Credentials? in

) ) the AWS General Reference.
Email address and Email address and

password password Note
For security best

practice, use an

IAM user name and
password instead of
an email address and
password. The email
address and password
combination are for
your AWS account, so
you should store them
in a safe place instead
of using them for day-
to-day interaction

with AWS. For more
information, see Root
Account Credentials vs.
IAM User Credentials
in the AWS General
Reference.

For more information about different types of AWS security credentials (except for SMTP credentials,
which are used only for Amazon SES), see Types of Security Credentials in the AWS General
Reference.

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.
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Using the Amazon SES API

You can use the Amazon SES API by using an AWS SDK, which wraps the low-level functionality of
the Amazon SES API with higher-level data types and function calls that take care of the details for
you, or you can make raw requests to Amazon SES over HTTPS by using the Query API. For general
information about the Query API, see Amazon SES Query API (p. 321). Individual APls are described
in the Amazon Simple Email Service API Reference.

Amazon SES Query API

This section describes how to make Query requests to Amazon SES. The various topics acquaint you
with the Amazon SES Query interface, the components of a request, how to authenticate a request,
and the content of responses.

¢ For information about Query requests, see Query Requests and Amazon SES (p. 321).

¢ For information about request authentication, see Request Authentication and Amazon
SES (p. 324).

¢ For examples of GET and POST requests, see GET and POST Examples for Amazon
SES (p. 324).

¢ For information about Query responses, see Query Responses and Amazon SES (p. 325).

Query Requests and Amazon SES

Amazon SES supports Query requests for service actions. Query requests are simple HTTPS requests
that use the GET or POST method. Query requests must contain an Act i on parameter to indicate the
action to be performed.

Important
For security reasons, Amazon SES does not support HTTP requests. You must use HTTPS
instead.

Structure of a GET Request

This guide presents the Amazon SES GET requests as URLs. Each URL consists of the following:

¢ Endpoint—The resource the request is acting on. For a list of Amazon SES endpoints, see Regions
and Amazon SES (p. 327).

¢ Action—The action you want to perform on the endpoint, such as sending a message.
e Parameters—Any request parameters.
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The following is an example GET request to send a message using the Amazon SES endpoint in the
US West (Oregon) region.

https://email.us-west-2. amazonaws. conPActi on=SendEnai | &Sour ce=user
%l0exanpl e. com&Dest i nati on. ToAddr esses. nenber. 1=al | an

%l0exanpl e. com&Message. Subj ect . Dat a=Thi s%20i s%20t he%20subj ect

%20l i ne. &Vessage. Body. Text . Dat a=Hel | 0. %201 ¥20hope%20you%20ar e%20havi ng¥20a
%20good%20day .

Important

Because the GET requests are URLSs, you must URL-encode the parameter values. For
example, in the preceding example request, the value for the Sour ce parameter is actually
user @xanpl e. com However, the "@" character is not allowed in URLS, so each "@" is
URL-encoded as "%40".

To make the GET examples easier to read, this guide presents them in the following parsed format.

https://email.us-west-2. amazonaws. com

?Acti on=SendEnai |

&Sour ce=user ¥%d0exanpl e. com

&Dest i nati on. ToAddr esses. nenber. 1=al | an%l0exanpl e. com

&\vessage. Subj ect . Dat a=Thi s%20i s%20t he%20subj ect %20l i ne.

&\Vessage. Body. Text . Dat a=Hel | 0. %201 %20hope%20you%20ar e%20havi ng¥20a%20good
%20day.

The first line represents the endpoint of the request. After the endpoint is a question mark (?), which
separates the endpoint from the parameters. Each parameter is separated by an ampersand (&).

The Act i on parameter indicates the action to perform. For a complete list of actions, and the
parameters used with each action, see the Amazon Simple Email Service AP| Reference.

Some operations take lists of parameters. For example, when you send an email to multiple recipients,
you can provide a list of email addresses. You specify this type of list with par am n notation, where
values of n are integers starting from 1. For example, you would specify the first "To:" address using
Desti nati on. ToAddr esses. 1, the second with Dest i nati on. ToAddr esses. 2, etc.

In Amazon SES, spaces are not allowed in any of the parameter values. In this guide, any example
Query request parameter value that includes spaces is displayed in one of two different ways:

¢ URL-encoded (as 9%20).

* Represented by a plus sign ("+"). Within a Query request, a plus sign is reserved as a shorthand
notation for a space. (If you want to include a literal, uninterpreted plus sign in any parameter, you
must URL-encode it as %2B.)

Note
Every request must be accompanied by an X- Anzn- Aut hori zat i on HTTP header. For
more information, see Request Authentication and Amazon SES (p. 324).

Structure of a POST Request

Amazon SES also accepts POST requests. With a POST request, you send the query parameters as a
form in the HTTP request body as described in the following procedure.

To create a POST request

1. Assemble the query parameter names and values into a form.
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Put the parameters and values together as you would for a GET request (with an ampersand
separating each name-value pair). The following example shows a SendEnai | request with the
line breaks we use in this guide to make the information easier to read.

Act i on=SendEnai |

&Sour ce=user @xanpl e. com

&Dest i nati on. ToAddr esses. nenber. 1=al | an@xanpl e. com

&\Vessage. Subj ect. Data=This is the subject |ine.

&\Vessage. Body. Text . Dat a=Hel l 0. | hope you are having a good day.

2. Form-URL-encode the form according to the Form Submission section of the HTML specification.

For more information, see http://www.w3.org/MarkUp/html-spec/html-spec_toc.htmI#SEC8.2.1.

Act i on=SendEmai |

&Sour ce=user Yd0exanpl e. com

&Dest i nati on. ToAddr esses. nenber . 1=al | an%l0exanpl e. com

&\Vessage. Subj ect . Dat a=Thi s%20i s¥20t he%20subj ect %201 i ne.

&\Vessage. Body. Text . Dat a=Hel | 0. %201 ¥20hope%20you%20ar e¥20havi ng%20a%20good
%20day.

3. Provide the resulting form as the body of the POST request.
4. Include the following HTTP headers in the request:

e Cont ent - Type, with the value set to appl i cati on/ x- ww f or m ur | encoded
e Content-Length
* Date

e X- Anezn- Aut hori zat i on (For more information, see Request Authentication and Amazon
SES (p. 324).)

5. Send the completed request.

POST / HTTP/ 1.1
Date: Thu, 26 May 2011 06:49: 50 GMr
Host: enmil.us-west-2. anazonaws. com
Cont ent - Type: application/ x-ww-formurl encoded
X- Anzn- Aut hori zati on: AWS3

AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE, Si gnat ur e=| BP67vCvd DVBQ=dof Zxg8E8SUEXAMPLE, Al gorii t
Cont ent - Lengt h: 230

Act i on=SendEmai |

&Sour ce=user %d0exanpl e. com

&Dest i nati on. ToAddr esses. nenber. 1=al | an%!0exanpl e. com

&\Vessage. Subj ect . Dat a=Thi s%20i s¥20t he%20subj ect %201 i ne.

&Message. Body. Text . Dat a=Hel | 0. %201 %20hope%20you%@20ar e%20havi ng¥20a%20good
%20day.

The X- Anzn- Aut hor i zat i on header you provide is the same header you would provide if you sent a
GET request.

Note
Your HTTP client typically adds other items to the HTTP request as required by the version
of HTTP that the client uses. We don't include those additional items in the examples in this
guide.

API Version 2010-12-01
323


http://www.w3.org/MarkUp/html-spec/html-spec_toc.html#SEC8.2.1

Amazon Simple Email Service Developer Guide
Request Authentication

Request Authentication and Amazon SES

When you make a request to the Amazon SES API, you must provide proof that you are truly the
account holder so that Amazon SES can verify your identity and whether you are registered to use
services offered by AWS. If either test fails, Amazon SES returns an error and does not process the
request.

Amazon SES supports signature version 3 and version 4. Version 4 is preferred. For information about
using signature version 4, see Signature Version 4 Signing Process in the AWS general reference
documentation.

GET and POST Examples for Amazon SES

The following are examples of GET and POST requests, using the Query API.

Example GET Request

Here is an example of what a GET request might look like, including the calculated signature. Notice
that all of the parameters have been URL-encoded.

https://email . us-west-2. anazonaws. con

?Act i on=SendEni |

&Sour ce=user ¥%0exanpl e. com

&Dest i nati on. ToAddr esses. nenber. 1=al | an%l0exanpl e. com

&\Vessage. Subj ect . Dat a=Thi s%20i s%20t he%20subj ect %20l i ne.

&\Vessage. Body. Text . Dat a=Hel | 0. %201 ¥20hope%20you%20ar e%20havi ng¥20a%20good
%20day.

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur e=RhU864j Fu893ng7g9N9j 9nr 6h7EXAMPLE

&Al gor i t hm=HVACSHA256

Example POST Request

Here is an example of what a POST request might look like, before calculating the signature. Notice
that all of the parameters have been URL-encoded.

POST / HTTP/1.1

Host: enmil . us-west-2. amazonaws. com

Cont ent - Type: application/ x-wwformurl encoded
Date: Tue, 25 May 2010 21:20:27 +0000

Content -Length: 174

Act i on=SendRawEnui |
&Dest i nati ons. menber . 1=al | an%l0exanpl e. com
&RawVessage. Dat a=RnJvbTplc2VyQGV4AYWLwbGUu Y29t DQpTdWI gZWNOO BUZXNODQONCKk1l €3 . . .

The value for RawMessage. Dat a is a base64-encoded representation of the following text.

From user @xanpl e. com
Subj ect: Test

Message sent using SendRawEnmi | .

Following is the complete POST request to SendRawEmail, with the X- Amzn- Aut hori zati on
header. None of the headers should be URL-encoded.
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POST / HITP/ 1.1
Host: enumil.us-west-2. amazonaws. com
Cont ent - Type: application/ x-wwformurl encoded
Date: Tue, 25 May 2010 21:20:27 +0000
Content-Length: 174
X- Anen- Aut hori zat i on: AWS3- HTTPS
AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE, Al gor i t hm=HMACSHA256, Si gnat ur e=l BP67vCvd

Act i on=SendRawEnmi |
&Dest i nati ons. menber. 1=al | an%l0exanpl e. com
&RawMessage. Dat a=RnJvbTplc2VyQGVvAYWLwbGUUY29t DQpTdW qZWNOO BUZXNODQoNCk 1l ¢3 . . .

Query Responses and Amazon SES

In response to a Query request, Amazon SES returns an XML data structure that contains the results
of the request.

Every Amazon SES response includes a request ID in a Request | d element. The value is a unique
string that AWS assigns. If you ever have issues with a particular request, AWS will ask for the request
ID to help troubleshoot the issue.

Successful Amazon SES responses also include one or more message IDs. You can think of a
message ID as a receipt for an email message that Amazon SES sends. If a message is rejected or
bounced, the message ID will appear in any complaint or bounce notifications that you receive; you
can then use the message ID to identify any problematic email messages that you have sent, and take
corrective action.

Structure of a Successful Response

If the request succeeded, the main response element is named after the action, but with "Response"
appended. For example, SendEnai | Response is the response element returned for a successful
SendEmai | request. This element contains the following child elements:

¢ ResponseMet adat a, which contains the Request | d child element.

« An optional element containing action-specific results. For example, the SendEmai | Response
element includes an element called SendEmai | Resul t.

The XML schema describes the XML response message for each Amazon SES action.

The following is an example of a successful response.

<SendEnai | Response xm ns="https://email.amzonaws. com doc/ 2010- 03- 31/">
<SendEnmai | Resul t >
<Messagel d>000001271b15238a- f d3ae762- 2563- 11df - 8cd4- 6d4e828a9ae8- 000000</
Messagel d>
</ SendEmai | Resul t >
<ResponseMet adat a>
<Request | d>f d3ae762- 2563- 11df - 8cd4- 6d4e828a9ae8</ Request | d>
</ ResponseMet adat a>
</ SendEmai | Response>
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Structure of an Error Response

If a request is unsuccessful, the main response element is called Er r or Response regardless of the
action that was called. This element contains an Er r or element and a Request | d element. Each

Error includes:

« A Type element that identifies whether the error was a receiver or sender error

¢ A Code element that identifies the type of error that occurred

*« A Message element that describes the error condition in a human-readable form

e« ADetail elementthat might give additional details about the error or might be empty

The following is an example of an error response.

<Err or Response>
<Error>
<Type>
Sender
</ Type>
<Code>
Val i dati onError
</ Code>
<Message>

Val ue null at 'nessage.subject’' failed to satisfy constraint:

must not be null
</ Message>
</ Error>
<Request | d>
42d59b56- 7407- 4c4a- beOf - 4c88daeea257
</ Request | d>
</ Error Response>

Menber

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse

and post questions, go to the Amazon SES forum.
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Regions and Amazon SES

When you use Amazon Simple Email Service (Amazon SES), you connect to a URL that provides an
endpoint for the Amazon SES API or SMTP interface. Amazon SES has endpoints in multiple AWS
regions. To reduce network latency, it's a good idea to choose an endpoint closest to your application.

This topic contains information you need to know when you use Amazon SES endpoints in multiple

AWS regions. It discusses the following subjects:

¢ Amazon SES Endpoints (p. 327)

¢ Selecting a Region to Use with Amazon SES (p. 328)
¢ Sandbox and Sending Limit Increases (p. 329)
¢ Verification (p. 329)

¢ Easy DKIM Setup (p. 329)

¢ Suppression List (p. 329)

¢ Feedback Notifications (p. 330)

¢ SMTP Credentials (p. 330)

¢ Sending Authorization (p. 330)

¢ Custom MAIL FROM Domains (p. 330)

¢ Email Receiving (p. 330)

For general information about AWS regions, see Regions and Endpoints in the AWS General

Reference.

Amazon SES Endpoints

The following sections list the AWS regions in which Amazon SES is available, and the corresponding

endpoints for sending and receiving emails.

Email Sending Endpoints

The following table lists the endpoints you use for email sending.

Region name API (HTTPS) SMTP endpoint

endpoint
US East (N. email.us- email-smtp.us-east-1.amazonaws.com
Virginia) east-1.amazonaws.com
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Region name APl (HTTPS) SMTP endpoint
endpoint
US West email.us- email-smtp.us-west-2.amazonaws.com
(Oregon) west-2.amazonaws,com
EU (Ireland) email.eu- email-smtp.eu-west-1.amazonaws.com

west-1.amazonaws.com

Email Receiving Endpoints

The following table lists the endpoints you use for email receiving.

Region name API (HTTPS) endpoint

US East (N. Virginia) inbound-smtp.us-east-1.amazonaws.com
US West (Oregon) inbound-smtp.us-west-2.amazonaws.com
EU (Ireland) inbound-smtp.eu-west-1.amazonaws.com

Selecting a Region to Use with Amazon SES

The following sections describe how to select a region depending on which method you use to call
Amazon SES.

Amazon SES API

When you use the Amazon SES API, you specify an endpoint in the Query request. That endpoint
determines the AWS region you are using. For more information, see Query Requests and Amazon
SES (p. 321).

Amazon SES SMTP Interface

The SMTP interface is for email sending only. When you use the SMTP interface, the SMTP endpoint
you specify in your code or configuration settings determines the AWS region you are using. For more
information, see Connecting to the Amazon SES SMTP Endpoint (p. 60).

Amazon SES Console

When you use the Amazon SES console, you can change the endpoint by clicking the region name in
the upper right corner of the navigation bar, as shown in the following screenshot.

Account Name ~ Oregon -~

“::"F”"“t“' ~ Your Amazon SES Sending Limits © Additional -
SMTP Settings H
_ B Below are the latest statistics and metrics related to your Amazon II"IfO I'I'Tlatl on
Suppression List SES Usage. Arr —
Remova Amazon SES
Last updated: 2014-01-08 13:03 UTC-8 Documentation
Your Amazon SES Sending Limits All SES Resources
Sending Quota: send 200 emails per 24 hour pencd Forums
Email Addresses Quola Used: 0% as of 2014-01-06 18:03 UTC-8 Contact Us
Domains Max Send Rate: 1 email'second Request Increased Sendir
Learn more about your sending limits. I":r:::: St Increased sending
i e W SRR . i PEEE_ NIFRPF s S
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Sandbox and Sending Limit Increases

Sandbox status and sending limits apply on a per-region basis. You must request sending limit
increases for each region individually. When you open an SES Sending Limits case in Support Center,
the form has a menu you use to select the AWS region for which you are requesting a sending limit
increase. For more information on increasing your sending limits, see Opening an SES Sending Limits
Increase Case (p. 192).

Verification

Before you send email using Amazon SES, you must verify that you own your email address or
domain with Amazon SES. Verification status for each region is separate, as described in the following
sections.

Email Address Verification

You must verify each sender's email address separately for each region you want to use. For example,
if you verify an email address in the US West (Oregon) region, you will be able to send from it when
you connect to an Amazon SES endpoint in the US West (Oregon) region, but you will not be able to
send from it using an endpoint in the US East (N. Virginia) region until you verify that email address in
the US East (N. Virginia) region. For more information about verifying email addresses, see Verifying
Email Addresses in Amazon SES (p. 39).

Domain Verification

Like email address verification, domain verification applies to each region separately. You must
perform the domain verification procedure for each region in which you want to send from a given
domain. For example, if you want to send email from example.com from both the US West (Oregon)
region endpoint and the US East (N. Virginia) region endpoint, you must add two TXT records to your
DNS settings — one record for each region. You generate these records by using the Amazon SES
console with the appropriate region selected, or the Amazon SES API endpoint that corresponds to
the region you want. For more information about verifying domains, see Verifying Domains in Amazon
SES (p. 41).

Easy DKIM Setup

You must perform the Easy DKIM setup procedure for each region in which you want to use Easy
DKIM. That is, for each region, you must use the Amazon SES console or the Amazon SES API to
generate TXT records, add the TXT records to your DNS settings, and then use the Amazon SES API
or the Amazon SES console to enable DKIM signing for your chosen sending identity (email address
or domain) within that region. For more information about setting up Easy DKIM, see Easy DKIM in
Amazon SES (p. 92).

Suppression List

Although each region has a separate suppression list, if you remove an address from the suppression
list of one region, the address is removed from the suppression list of all regions. You remove
addresses from the suppression list by using the Amazon SES console. For more information about the
suppression list, see Removing an Email Address from the Amazon SES Suppression List (p. 233).
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Feedback Notifications

There are two important points to note about setting up feedback notifications in multiple regions:

« Verified identity settings, such as whether you receive feedback by email or through Amazon Simple
Notification Service (Amazon SNS), apply only to the region in which you set them. For example, if
you verify user@example.com in the US West (Oregon) and US East (N. Virginia) regions and you
want to receive bounced emails via Amazon SNS notifications, you must use the Amazon SES API
or the Amazon SES console to set up Amazon SNS feedback notifications for user@example.com in
both regions.

« Amazon SNS topics you use for feedback forwarding must be within the same region in which you
are using Amazon SES.

SMTP Credentials

You can use the same set of SMTP credentials in all regions. For more information about SMTP
credentials, see Obtaining Your Amazon SES SMTP Credentials (p. 57).

Custom MAIL FROM Domains

You can use the same custom MAIL FROM domain for verified identities in different AWS regions. If
that is what you want to do, you must still publish only one MX record to the MAIL FROM domain's
DNS server. Bounces returned by ISPs will go to the Amazon SES feedback endpoint in the region
specified in the MX record first, and then Amazon SES will redirect the bounces to the verified identity
in the region that sent the email.

Use the MX record settings that Amazon SES provides during the custom MAIL FROM setup for an
identity in one of the regions. The custom MAIL FROM setup process is described in Setting a MAIL
FROM Domain (p. 47). For reference, you can find the feedback endpoints for all of the regions in the
following table.

Region name Feedback endpoints for custom MAIL FROM
sending configurations

US East (N. Virginia) feedback-smtp.us-east-1.amazonses.com

US West (Oregon) feedback-smtp.us-west-2.amazonses.com

EU (Ireland) feedback-smtp.eu-west-1.amazonses.com

Sending Authorization

The delegate sender must send the emails from the AWS region in which the identity owner's identity
is verified. The sending authorization policy that gives permission to the delegate sender must be
attached to the identity in that region. For more information about sending authorization, see Using
Sending Authorization with Amazon SES (p. 194).

Email Recelving

When you receive email with Amazon SES, all of the resources that you use must be in the same
region as the Amazon SES endpoint.
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Note
For a list of endpoints for Amazon SES email receiving, see Email Receiving
Endpoints (p. 328).

For example, if you use the Amazon SES endpoint in US West (Oregon), then any Amazon S3 bucket,
Amazon SNS topic, AWS KMS key, and Lambda function that you use must also be in US West
(Oregon). Similarly, to receive mail with Amazon SES within a region, you must have an active receipt
rule set within that region.

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.
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Limits in Amazon SES

This topic lists limits within Amazon Simple Email Service (Amazon SES).

Limits Related to Email Sending

The following tables list limits related to email sending.

Sending Limits

Note
Sending limits are based on recipients rather than on messages.

Limit Description

Sending limits in the sandbox ¢ Sending quota: 200 emails per 24-hour period.

environment » Maximum send rate: 1 email per second.
Note

The rate at which Amazon SES accepts your
messages might be less than the maximum
send rate.

To increase your sending limits, open an SES Sending
Limit case in Support Center. For more information, see
Moving Out of the Amazon SES Sandbox (p. 54).

Message Limits

Limit Description

Maximum message size (including 10 MB per message (after base64 encoding).
attachments)

Accepted header fields Amazon SES accepts any email headers that follow the

format described in RFC 822.
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Limit

Accepted attachment types

Description

Amazon SES accepts all file attachment types except
for attachments with file extensions listed in Appendix:
Unsupported Attachment Types (p. 339).

Sender and Recipient Limits

Limit

Sender address

Recipient address

Maximum number of recipients per
message

Maximum number of identities you can
verify

Description

Both in and out of the sandbox, you are required to verify
the "From", "Source", "Sender", and "Return-Path" email
addresses or domains, although not "Reply-To".

In the sandbox environment, all "To" addresses except
for Amazon SES mailbox simulator addresses must be
verified. If you don't want to verify your "To" addresses,
open an SES Sending Limit case in Support Center. For
more information, see Moving Out of the Amazon SES
Sandbox (p. 54).

50 recipients per message.
A recipient is any "To", "CC", or "BCC" address.

1000 identities (domains or email addresses in any
combination) per AWS account per region.

Limits Related to Email Sending Event Publishing

Limit
Maximum number of configuration sets

Maximum number of event
destinations per configuration set

Maximum number of dimensions per
CloudWatch event destination

Description
50
10

10

Amazon EC2-Related Limits

Limit

Email sending over port 25

Description

Amazon EC2 throttles email traffic over port 25 by default.
To avoid timeouts when sending email through the Amazon
SES SMTP endpoint from Amazon EC2, use a different
port (587 or 2587) or fill out a Request to Remove Email
Sending Limitations.
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Limits Related to Email Receiving

The following table lists limits related to email receiving.

Limit Description
Maximum number of rules per receipt | 100

rule set

Maximum number of actions per 10

receipt rule

Maximum number of recipients per 100

receipt rule

Maximum number of receipt rule sets 20

per AWS account

Maximum number of IP address filters | 100

per AWS account

Maximum email size (including 30 MB
headers) that can be stored in an

Amazon S3 bucket

Maximum email size (including 150 KB
headers) that can be published using

an Amazon SNS notification

General Limits

The following table lists limits that apply to both email sending and email receiving.

Amazon SES API Limits

Limit

Rate at which you can call Amazon

SES API actions

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse

Description

Service API Reference.

and post questions, go to the Amazon SES forum.
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Amazon SES Resources

The following table lists resources that you may find useful as you work with Amazon Simple Email

Service (Amazon SES).

Resource

Amazon Simple Email Service API
Reference

Amazon Simple Email Service Email
Sending Best Practices whitepaper
Amazon SES Pricing

SES Sending Limits Increase
Request to Remove Email Sending
Limitations

Amazon SES Forum

Amazon SES Blog

AWS Developer Tools

AWS Support Center

Contact Us

AWS Glossary

Description

The Amazon SES API Reference. Contains complete
descriptions of the API actions, parameters, and data types,
and a list of errors that the service returns.

A white paper about Amazon SES best practices.

Pricing information for Amazon SES.

The Support Center form to request an increase in your
sending limits and move out of the sandbox.

The form to request to remove the default Amazon EC2
sending limits.

The forum in which Amazon SES users can post questions
and discuss various Amazon SES topics.

The blog that contains blog posts and announcements by
the Amazon SES team.

Links to developer tools and resources that provide
documentation, code samples, release notes, and other
information to help you build innovative applications with
AWS.

The hub for creating and managing your AWS Support
cases. Also includes links to other helpful resources, such
as forums, technical FAQs, service health status, and AWS
Trusted Advisor.

A central contact point for inquiries concerning AWS billing,
account, events, abuse, and other issues.

The AWS Glossary. Contains definitions of common terms
used in Amazon SES and other AWS services.
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Resource Description

Conditions of Use Amazon Web Services Acceptable Use Policy. Describes
email abuse and other prohibited uses of the web services
offered by Amazon Web Services, Inc.

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.
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Amazon SES Developer Guide
Appendix

This appendix contains supplementary information about sending emails through Amazon Simple
Email Service (Amazon SES).

¢ For the header field requirements for emails that you send through Amazon SES, see Appendix:
Header Fields (p. 337).

¢ For a list of attachment types that Amazon SES does not accept, see Appendix: Unsupported
Attachment Types (p. 339).

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.

Appendix: Header Fields

Amazon SES accepts any email headers that follow the format described in RFC 822.
The following fields cannot appear more than once in a header:

e Accept-Language
¢ acceptLanguage (Note: This field is nonstandard. If possible, use Accept-Language instead.)
¢ Archived-At

¢ Auto-Submitted

* Bounces-to

« Comments

¢ Content-Alternative
« Content-Base

¢ Content-Class

¢ Content-Description
¢ Content-Disposition
¢ Content-Duration
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Content-ID
Content-Language
Content-Length
Content-Location
Content-MD5
Content-Transfer-Encoding
Content-Type

Date (Note: Amazon SES overrides any Date header you provide with the time that Amazon SES
accepts the message. The time zone of the Date header is UTC.)

Delivered-To
Disposition-Notification-Options
Disposition-Notification-To
DKIM-Signature
DomainKey-Signature
Errors-To

From

Importance

In-Reply-To

Keywords

List-Archive

List-Help

List-Id

List-Owner

List-Post

List-Subscribe
List-Unsubscribe
Message-Context

Message-ID (Note: Amazon SES overrides any Message-ID header you provide.)
MIME-Version

Organization

Original-From
Original-Message-ID
Original-Recipient
Original-Subject

Precedence

Priority

References

Reply-To

Return-Path (Note: After Amazon SES uses any Return-Path header you provide, it removes that
header before sending the email.)
Return-Receipt-To

Sender

Solicitation

Sensitivity

Subject

Thread-Index

Thread-Topic
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e User-Agent
¢ VBR-Info

Appendix: Unsupported Attachment Types

You can send messages with attachments through Amazon SES by using the Multipurpose Internet
Mail Extensions (MIME) standard. Amazon SES accepts all file attachment types except for
attachments with the file extensions in the following list.

Note
Some ISPs have further limitations (e.g., regarding archived attachments), so we recommend
testing your email sending through major ISPs before you send your production email.

Unsupported Attachment Types

.ade fxp .mag .msc .prg .url
.adp .gadget .mam .msh .reg .vb
.app .hip .mag .msh1 .scf .vbe
.asp .hta .mar .msh2 .scr .vbs
.bas .inf .mas .mshxml .sct .vps
.bat .ins .mat .mshlxml .shb .vsmacros
.cer .isp .mau .msh2xml .shs .Vss
.chm its .mav .msi .Sys .vst
.cmd Js .maw .msp .psl .VSW
.com Jjse .mda .mst psixml .vxd
.cpl .ksh .mdb .ops .ps2 ws
.crt ib .mde .pcd .ps2xml .wWsc
.csh Ink .mdt .pif .pscl wsf
.der .mad .mdw .plg .psc2 .wsh
.exe .maf .mdz prf .tmp Xnk
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Amazon SES Developer Guide
Document History

The following table describes the major changes to the documentation to the Amazon Simple Email
Service (Amazon SES) Developer Guide.

¢ APl version: 2010-12-01
¢ Latest documentation update: December 9, 2016

Change

New feature

New feature

Service
update

Description

Updated for dedicated IPs.

Updated for email sending event publishing.

Updated to reflect that users no longer need to explicitly enable
Easy DKIM signing after generating their DKIM records.

Documentation Added a getting started tutorial for receiving email.

update
New feature

New feature

New feature

New feature
New feature

Service
update

Service
update

Updated for enhanced notifications.

Updated for custom MAIL FROM domains.

Updated for inbound email.

Updated for sending authorization.
Updated for AWS CloudTrail logging.

Updated to reflect the consolidation of the Amazon SES limit
increase forms and removed "production access" terminology.

Updated with new requirements for domain verification TXT
records.

Date Changed

November 21,
2016

November 2,
2016

September 15,
2016

July 12, 2016

June 14, 2016

March 14,
2016

September 28,
2015

July 8, 2015
May 7, 2015
April 8, 2015

February 25,
2015
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Change

Documentation
update

New feature

New feature

New feature

New feature

New feature

Documentation
update

New feature
New feature
New feature

Documentation
update

Documentation
update

Documentation
update

Documentation
update

New feature

New feature

New feature

New feature
New feature
New feature

New feature

New feature

Description

Added Enforcement FAQ.

Updated for delivery notifications.

Updated for subdomain support.

Updated for Amazon SES expansion to the US West (Oregon)
region.

Updated for Amazon SES expansion to the EU (Ireland) region.

Updated to reflect the changes in validation of Header Fields and
MIME Types.

Removed content on Sender ID.

Updated to reflect the Amazon SES console redesign.
Replaced the blacklist with the suppression list.
Updated for the blacklist removal feature.

Added MIME types.

Included a Getting Started section to replace the stand-alone
Getting Started guide, restructured the Table of Contents, and
updated the Sendmail integration instructions.

Added troubleshooting sections on increasing throughput and
SMTP issues.

Restructured the information on sending limits.

Updated for the Amazon SES mailbox simulator.

Updated for using a DKIM signature to sign email from a verified
identity.

Updated for receiving bounce and complaint feedback notifications

through Amazon Simple Notification Service (Amazon SNS).
Updated for domain verification.

Updated to reflect additional header and attachment types.
Updated for the STARTTLS extension to SMTP.

Updated for Variable Envelope Return Path (VERP).

Updated for SMTP support.

Date Changed

December 15,
2014

June 23, 2014

March 19,
2014

January 29,
2014

January 15,
2014

November 6,
2013

August 22,
2013

June 19, 2013
May 8, 2013
March 4, 2013

February 4,
2013

January 21,
2013

December 12,
2012

November 9,
2012

October 3,
2012

July 17, 2012

June 26, 2012

May 15, 2012
April 25, 2012
March 7, 2012

February 22,
2012

December 13,
2011
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Change Description Date Changed
New feature Updated for AWS Management Console support. November 17,
2011
New feature Updated for attachment support. July 18, 2011
Initial release | This is the first release of the Amazon Simple Email Service January 25,
Developer Guide. 2011

For technical discussions about various Amazon SES topics, visit the Amazon SES blog. To browse
and post questions, go to the Amazon SES forum.
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