Hi Ms. O'Brien,

| am currently out of the office on leave. Right before | left for the

holidays | had received the last "pile" of documents from my boss. Your
request comprises files from: Gary M. Stern, NARA General Counsel; William
J. Bosanko, Chief Operating Officer of NARA (former Director of ISOO);
Kevin McCoy, Director of Security; and William Circa, Acting Director of
ISOO. | was in the middle of reviewing the documents. A rough guess of

the documents is a bit over 1,000 pages. | will resume my review of the
material this Thursday when | am back in my office. Your case is at the

top of my queue.

| apologize for the delay in processing your request.
Kind regards,

Joe Scanlon

Joseph A. Scanlon

FOIA & Privacy Act Officer

National Archives and Records Administration
Office of the General Counsel
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Re: Fwd: Website set up for posting classified mformation
Date : February 25, 2008, 830:42 am EST
Size : 10.5 KB
Folder : Willam Bosanko:archive-william\Sent Items
From :-William Bosanko

To ;: Gregory Pannont <Gi~egory.Pannoni@nara. gov>,Kristofer Johnson <Kristofer. Johnson@nara.gov>,
Patrick Viscuso <Patrick. Viscuso(@nara.gov>

71 1d : BLIMKUTTQRFEFXM3NEAIRESSOPLIKHTB
Type : Exchange ExchangeArchive

The most interesting aspect is that when the site was ordered down, the
folks who prepared the orders clearly had no idea as to how the mternet
works - foliowing the instructions issued, the actual address was rendered
noperable while the 1P address remained valid - so, like removing a
telephone number only from the telephone book, but leaving the number
finctioning for those that know the number!

>>> "Patrick Viscuso” <Patrick. Viscuso@nara.gov> 02/25/08 747 AM >>>
All,

A number of US documents are posted.
Pat

>>> Rob Bledsoe 2/22/2008 1:30 PM >>>

The following information is to make you aware of a new website that

has the potential for serious security compromises of national security

or other sensitive information and should be considered FOUO and shared
judiciously. It should not be widely disseminated to staff, the public,

or to any private email addressees.

The website is called "Wikileaks", It is similar to, but not

affiliated with, the Wikipedia site in that people can anonymously post
and edit documents. Just another avenue that makes it easier for
disgruntled employees, or anyone else with access and whatever motive,
to give away the farm.

Wikileaks claims that postings are uniraceable and that they already
NW#:12756 Docld: 59168858
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have over 1.2 miflion documents posted from governments all over the
world.

A federal judge ordered the site shut down i the U.S., but since the
internet is aferall the “world-wide" web, it's still accessible through
servers/websites run in other countries. For more information about
this website, here's a write-up on Wikipedia:

hitp/en. wikipedia org/wikiVWikileaks

And here's one link to the actual website through a server in Britain:
http//www. wikileaks. org.uk/wiki/Wikileaks

**CONFIDENTIALITY NOTICE: This commumication with its contents may
contain confidential and/or legally privileged mfornmtion. It is

sokely for the use of the infended recipient(s). Unauthorized

terception, review, use or disclosure is prolubited and may violate

applicable laws including the Electronic Communications Privacy Act. If

you are not the mtended recipient, please contact the sender and

destroy all copies of the communication.

Rob Bledsoe

Information Security Officer

National Archives and Records Administration (NARA)
Office: (301) 837-0296

Unclassified Fax: (301) 837-3657

Secure Fax;] FOIA(R) () - (E)
rob.bledsoc@nara.gov

Aftachments

NWH#:12756 DoclId: 59168858 1
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Re: Guidance on Recent Disclosure of Documents on Wikileaks
I)até : July 26, 2010, 11:59:33 am EDT
Size : 9.7 KB
Folder : William Bosanko archive-william\Sent Items
From : William Bosanko

To : Greg Pannoni <Greg Pannoni@nara.gov>, Wiliam Cira <Willam C ra@nara.gov>,
MurphyNM@)state.gov

Ce : DiedrichIE@state.gov,GrafeldMP@state. gov,
HessC2(@state.gov

ZL1d: EVGDKKVWYN2GHPS4X221CSE4ROLX2DOCA
Type : Exchange ExchangeArchive
We agree that if anything is said, a consisfent .approach is best.

This is something we would have to discuss with NSS and also DOJ.

----- Origmal Message-----

From: "Murphy, Nicholas M" <MurphyNM@state.gov>
To: Pannoni, Greg <Greg. Pannoni@ nara.gov>

To: Bosanko, William <William Bosanko(@nara.gov>
To: Cira, Willam <William Cira{@nara.gov>

C¢: Diedrich, Jane E. <Diedrich]E@state.gov>

Cc: Grafeld, Margaret P <GrafeldMP @state. gov>

Cc: Hess, Cheryl <HessC2(@state.gov>

Sent; 7/26/2010 11:40:58 AM
Subject: Guidance on Recent Disclosure of Documents on Wikileaks

Jay- _

FOTA (D) (5)

And we think it mportant t0
retterate the general point that an unauthorized dicsclosure does not

HWH:12756 DocId: 59168859
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constitute declassification.
Nick
Nick

FOIA (D) (3)

Attéchrrlems

NWH#:12756 DocId: 59168859 o a1
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Re: Guidénce on Recent Disclosure of Documents on Wikileaks
Date : July 26, 2010, 12:51:10 pm EDT
Size : 9.9 KB
Folder : William Bosanko:archive-william\Sent Items
From : William Bosanko

To : Greg Pannoni <Greg Pannoni@nara.gov>, Wiliam Cira <William.Cira(@nara.gov>,
MurphyNM(@state. gov

Ce: DiedrichJE@state.gov,GrafeldMP@state.gov,
HessC2(@state.gov

7L.1d : JV312WIICTYDIVHVZNYUXLQPOFQKJQZ0A
Type : Exchange ExchangeArchive
Nick,

I doubt we coﬁld say more than the reminder you note without heading mito
all sorts of really tough issues.

Ifwe did, it would likely take some tirme to clear and the value ofthe
guidance would diminish.

Jay ‘

----- Original Message-----

From: "Murphy, Nicholas M" <MurphyNM(@state.gov>
To: Pannoni, Greg <Greg.Pannoni@nara.gov>

To: Bosanko, William <William Bosanko@nara.gov>
To: Cira, William <W illam.Cira@nara.gov>

Ce: Diedrich, Jane E. <Diedrich]JE@state. gov>

Cc: Grafeld, Margaret P <GrafedMP@state. gov>

Cc: Hess, Cheryl <HessC2(@state.gov>

Sent: 7/26/2010 11:40:58 AM
Subject: Guidance on Recent Disclosure of Documents on Wikileaks

Jay-

FOIA (D] (5)

NWH: 12756 Docld: 59168860



12473

FOIA{b) (5)

| And we think it important to
retterate the general pomnt that an unauthorized dicsclosure does not
constitute declassification.

Nick

Nick

FOIA(L) {5}

Attachments
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Re: Wikileaks...
Date : July 26, 2010, 226:08 pm EDT
Size : 6.5 KB
Folder : William Bosanko:archive-william\Sent Items
From : Wilkam Bosanko

To : Theresa. Ramsey@osd.mil

CC . FOIA(L) (&)

ZL 1d : L3ITLIY2GWG3GMMCIAOHSCVCKC3LGBHTB
Type : Exchange ExchangeArchive
T,

Understand what you are up against-appreciate the efforts. Let us know if
we can help.

Best,

From: "Ramsey, Theresa Ms DISL OSD OUSDI" <Theresa. Ramsey@osd. mik>
To: Bosanko, William <William. Bosanko(@nara.gov>

Cci
Ccj

FOTA (b} (6)

Sent: 7/26/2010 2:09:37 PM
Subject: Wikileaks...

HiJay,

Well today has just been awful given the break of the subject story.

Security Directorate 1 aware of its responsibilities fo notify 1ISOQO of
calamitous information security breaches; however we are as yet unaware of
the facts of this case. Semiors at the highest level of this Department

are

engaging and we expect to have better data than that we are reading in the
Post and Times. As soon as we can confrm, we'll provide you more formal

notification. Stan wanted to make sure you're aware that we're all over
this!

NWH:12756 DocId: 59168861 ' -
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Very best regards,
T

Theresa L. Ramsey
Deputy Director,
Information Security Policy
& Security Oversight
HC1&S, OUSD()

703 604-1116

Attachments
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Re: Guidance on Recent Disclosure of Documents on Wikileaks
Date : July 26, 2010, 32730 pm EDT
Size : 10.7 KB
Folder : William Bosanko:archive-william\Sent Items
Frdm : Wilkam Bosanko

To : Greg Pannoni <Greg.Pannoni@nara.gov>, William Cira <William.Cira@nara.gov>,
MurphyNM@state.gov

Z1.1d : FAOOGEM25WS3EUPOCNZSKIHALGHZBXZMA
Type : Exchange ExchangeArchive

Thanks Nick. Sounds good. Jay

From: "Murphy, Nichols M" <MurphyNM@state.gov>>
To: Panneni, Greg <Greg Pamnoni@nara gov>

To: Bosanko, William <Willam. Bosanko@nara.gov>
To: Cira, Williarn <William.Cira@nara. gov>

Sent: 7/26/2010 2:44:57 PM
Subject: RE: Guidance on Recent Disclosure of Documents on Wikileaks

Thanks Jay. In view of the potential complexity,|

FOIA (b} (3)

_Jto address the pointthat unauthorized disclosure does not equate to
declassification and leave it at that,

————— Origmal Message-----

From: Wilkam Bosanko [mailto william bosanko@nara.gov]

Sent: Monday, July 26, 2010 12:51 PM

To: Greg Parmoni; William Cira; Murphy, Nicholas M

Cc: Diedrich, Jane E.; Grafeld, Margaret P; Hess, Cheryl

Subject: Re: Guidance on Recent Disclosure of Documents on Wikileaks

Nick,

1 doubt we could say more than the reminder you note without heading
mto all sorts of really tough issues.

If we did, it would likely take some time to clear and the value of the
guidance would diminish.

NW$#:12756 DocId: 59168862



12213

----- Original Message-----

From: *‘Murphy, Nicholas M" <MurphyNM({@state.gov>>
To: Pammoni, Greg <Greg. Parmom(@nara. gov:>

To: Bosanko, Willam <Willam. Bosanko(@nara.gov>
To: Cira, Willam <William Cira@nara.gov>

Cc: Diedrich, Jane E. <DiedrichJE@state.gov>

Cc: Grafeld, Margaret P <GrafeldMP @)state. gov>

Cc: Hess, Cheryl <HessC2@state.gov>

Sent; 7/26/2010 11:40:58 AM
Subject: Guidance on Recent Disclosure of Documents on Wikileaks

Jay-
FOIA({E) (5)

And we think it important to
reiterate the general point that an unauthorized dicsclosure does not
constitute declassification.

Nick '
Nick
FOTA (D) {5)

Attachments
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Re: Fwd: Re: Wikileaks docs
Date : August 4, 2010, 74421 pm EDT
Size : 5.7 KB
Folder : Wiﬂxam Bosarko:archive-william\Sent Items
From : Wiliam Bosanko
To : Sheryl Shenberger <Sheryl. Shenberger@nara.gov>
71, 1d : DSGOLVVZRWTPG3EYTZKCIVGOYCEY1XNSA
Type : Exchange ExchangeArchive

I discussed with NSS at the outset. There are a host of issues. I'll
chat with Gary tomorrow.

From: Sheryl Shenberger
To: Bosanko, Willam <William.Bosanko(@nara.gov>

* Sent: 8/4/2010 7:40:59 PM
Subject: Fwd: Re: Wikileaks docs

Didnt see you on the cc, and wanted to be sure you saw the query.
Shoukin't a note have been sent to the NARA workforce warning them not to
access or download, etc the wikileaks docs?

>>> GaryM Stern 8/4/2010 3:07 PM >>>

Interesting question, It's ultimately an mformation and T security
issue. I'd fike to know what, if anything, other agencies have done on
this, and am cc'ing Jay to get his perspective.

Thanks,
Gary

From: Sheryl Shenberger
To: Stern, GaryM <GaryM.Stern(@nara.gov>

Sent: 8/4/2010 10:1347 AM
Subject: Fw: Wikileaks docs

Gary, Michael suggested 1 send this query to you Should a note be sent to
the NARA work force about these classified documents?

NW§: 12756 DocId: 59168863
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Wikileaks
Date : August 4, 2010, 75134 pm EDT
Size : 3.2 KB
Folder : William Bosanko:archive-willam\Sent Jtems
From : William Bosanko
Te : GaryM Stern <GaryM. Stern@nara.gov>
7L 1d : O3PSGGNGINGIDK RAFETPGX0YESTODPSOB
Type :I Exchange ExchangeArchive
Gary,

Sheryl reached out to me re the subject and NARA staff. There are a host
of issues at play. Would like to discuss if you have time.

Jay

Attachments

NWH#:127586 DoclId: 59168864
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Wikikeaks
Date : August 4, 2010, 8:49:48 pm EDT
Size :' 3.5KB
Folder : Wlﬂlam Bosanko:archive-william\Sent [tems
From: Bosanko |
To : Charles Piercy <Charles.Piercy@nara. gov>
7L 1d : LRSUE22TPKIZ5K GWXUI3QXBELMTX4WOGB
Type : Exchange Exchange Archive
Chuck,

Is "Wikileaks" something we can/should block? Any idea as to amount of
- stafl'access? As you can imagine this is an area of growing concern (and

now sonx at NARA are raising some concerns.

Thanks, -

Jay

Attachments

NWH: 12756 DocId: 59168865
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Re: Fwd: Re: Wikileaks
Date : August 5, 2010, 5:57.54 pm EDT
Size : 8.3 KB
Folder : Willam Bosanko:archive-william\Sent Hems
From : Willam Bosanko
To : Charles Pierc-y <Charles.Piercy{@nara. gov>
7L 1d : KFVLBQJQSO0JDRIQKEN33PIZAOSSTCPUIA
Type : Exchange ExchangeArchive

Thanks. Let me know if you hear any concerns, etc. Jay
----- Original Message-----

From: Charles Piercy

To: Bosanko, Willam <William. Bosanko(@nara.gov>

Sent: 8/5/2010 53803 PM
Subject: Fwd: Re: Wikileaks

FYI

>>> Laima Kurmg 8/5/2010 336 PM >>>
fi

>>> Taha Sadeghi 8/5/2010 2:40 PM >>>
Hello -

Wikileaks.org, Wikileaks.net, and Wikileaks.com were added to the block
Iist m Websense at 11:15 AM. The ticket has been resolved.

- Thanks,
Taha Sadeghi, CISSP
Team Capstone
NITTSS - Security Team .
National Archives & Records Administration (NARA)
Archives 11
Office: 301-837-2085
Cell: 240-401-9027

NWH#:12756 ' DocId: 59168866
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>>> T HELP 8/5/2010 11:14 AM >>>

Hello Lairma, Thank you for contacting the NHT user Support Services
Helpdesk. Your request has been received and case #345421 has been opened
for you. If you have any questions regarding your case prior to a

technician contacting you, please reply or contact us at x7-2020. Regards,
LaQuavia

Team Capstone

NITTSS - Help Desk

National Archives & Records Admmistration (NARA)
Location Archives 11

Office: 301-837-2020

>>> Laima Kuring 8/5/2010 1021 AM >>>

Please open a ticket to make this change to our websensing blocking
configuration. Please let me know when this is complete.

Laima

Laima Kwring

Information Technology Operations Chief
National Archives and Records Administration
Lama. Kurmg@NARA. gov

301-837-3609

301-837-3215 (fax)

>>> Charles Piercy 8/5/2010 740 AM >>>

Lama, :

I agree with Jay that we should block access to the wikilcaks website.
Please take action to do so. Also is it possible to tell how much this s

currently being accessed by NARA staff?

Chuck

HNH#:12756 Docld: 59168866
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>>> Bosanko, Willam(Willlam Bosanko) 8/4/2010 8:49 PM >>>
Chuck,
Is "Wikileaks" something we carn/should block? Any idea as to amount of -
staff access? As you can imagine this s an area of growing concern (and
now some at NARA are raismg s0me concerns.

Tharks,

Jay

Attachments

HWH:12756 DocId: 59168866
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Re: Wikileaks questions from DOT
Date : August 11, 2010, 10:43:58 am EDT
Size : 5.6 KB
Folder : William Bosanko:archive-willam\Sent Iterrs
From : Wiliam Bosanko
To : Willam Cira <Willam Cira@nara.gov>
Z1.1d : HOVBX2ELTRACWKI24WGDQJKO010VFUZY2B
Type : Exchange ExchangeArchive

Made some mmor mods.

FOIA (b) (5)

Attachments
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Re: Wikil eaks and Classified "Spillage” on civilian agency computers

Date : August 12, 2010, 3:04:47 pm EDT

Size : 5.8 KB

Folder : William Bosanko:archive-willam\Sent Items

From : Wiliam Bosanko

To:

FOTA (L) (6]

7L 1d : ATRKSDMIF4ERJPUTP1SHHMIJTQN I LIBJIB

Type Exchange ExchangeArchive

Will do.

----- Original Message-----

Front "Leary, William H."| SOt D) (6] i
To: Bosanko, William <William. Bosanko(@nara.gov>

Sent: 8/12/2010 3:02:09 PM
Subject: FW: Wikileaks and Classified "Spillage” on civilian agency

computers

Jay,

Why don't you call when you return to the office. Thanks.

From: McConnell, Bruce FOIA (b) (6)

Sent: Thursday, August 12, 2010 1:41 PM
TO:LC&IY, William H,I IFOIA(b) (3) - 50 USC 403-1{i) {1} - Sources and methods
Cc: Delaney, David; Johnson, Kim A ' '

- Subject: WikiLeaks and Classified "Spillage" on civilian agency computers

As discussed, this is an issue where there is governmentwide policy that
is set by NSC and NARA/ISOO. [ am looping i Bill Leary from NSC who will
loop in Jay Bosanko of NARA/ISOO to continue the discussion.

Ako on this thread Jfom NCIX, David Delaney (DHS/OGC),
and Kim Johnson of my staff

Thanks. '

FOIA(D) {3) - 50 USC 403-1(i) (1} - Scurces and methods

Bruce W. McConnell

Senior Couriselor

NWH§:12756

DocId: 59168868
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National Protection and Program Directorate
US Department of Homeland Security
202-447-3809 (NEW)

Attachments
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Re: FW: Wikileaks and Classified "Spillage” on civilian agency computers
Date : Augst 12, 2010, 4:51:49 pm EDT

Size : 10.3 KB

Folder : Wiltiam Bosanko:archive-willami\Sent ltems

Froni : William Bosanko

To ; William H. Leary <William H. Leary@nss.cop.gov>

71 Id : NYSFLE20YBBVHKFUKE!IU2IWYZFSCEFHBA

Type : Exchange ExchangeArchive

NW

I took a stab...
";"FOIA(b) {5)
>>> "Leary, Wilkam H." FOTA (B} (6) 8/12/2010 347 PM
>
Jay,
How about something like this. I'm sure you can Iprove upon this.
“TTUEGIA (D) (5)

F: 12706 Docld: 5>l e8863
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_—""EOIA{b) (5}

............... FOIA(b) (6}

From; McConnell, Bruce
Sent: Thursday, August 12, 2010 1:41 PM

"To: Leary, Wﬂﬁam}{.i | --------------------------- TROTA(b) (3) - 50 USC 403-1(1j (1} - Beurces and methods
Cc: Delaney, David; Johnson, Kim A

Subject: WikiLeaks and Classified "Spiliage” on civilian agency computers

As discussed, this is an issue where there is governmentwide policy that
is set by NSC and NARA/ISOO. I am looping in Bill Leary from NSC who wil
foop in Jay Bosanko of NARA/ISOO to continue the discussion.

Also on this thread - — JiomNCIX, David Delaney (DHS/OGC),
and Kim Johnson of my staff ‘

Thanks.

Bruce W. McConrnell

Senior Counselor
National Protection and Program Directorate
US Department of Homeland Security
202-447-3809 (NEW)

'FOIA(b) (3) - 50 USC 403-1{i} (1) - Sources and methods

Atfa_chments |
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Re: FW: WikiLeaks and Classified "Spillage" on civilian agency computers
Date : August 12, 2010, 11:01:17 pm EDT
Size : 11 KB
Felder : William Bosanko:archive-williamiSent Items

From : William Bosanko

To:I e FOIA(B) (6)

71 1d : MUYFYN2EKSEAGS50BPSPEO1ESWN3B35A
Type : Exchange Exchange Archive

Fither way works. Glad to send &.

————— Original Message-----
From: "Leary, William H~"| I ------------------------------------------ e FOTR(b) (&)

To: Bosanko, Willam <Wiliam. Bosanko(@nara.gov>

Sent: 8/12/2010 9:03:04 PM
Subject; Re: FW: WikiLeaks and Classified “Spillage" on civilian agency
~ computers

Excellent. Do you want to send this or shall I?

----- Original Message -----

From: William Bosanko <willian:bosanko@nara.gov>

To: Leary, William H.

Sent: Thu Aug 12 16:51:49 2010

Subject: Re: FW: WikiLeaks and Classified "Spillage” on civilian agency
computers '

I took a stab...

FOIA(b) (5)

Tz
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FOIR{L) (5)
>>> ] cary, William H." FOIA (b) (6) 8/12/2010 347 PM
P
Jay,

How about sornething kke this. I'm sure you can improve upon this.

FOIA (b} {5}
From: McConnell, Bruce FOIR (D) (6)
Sent: Thursday, August 12, 2010 1:41 PM
To:Leary W]]llamHl I ,,,,,,,, e RO R (Y (B) — 50 USC 403-1(i) (1) - Sources and methods

Cc: Delaney, David; Johnson, Kim A
Subject: WikiLeaks and Classified "Spillage” on civilian agency computers

As discussed, this is an issue where there is governmentwide policy that
is set by NSC and NARA/ISOO. 1 am looping in Bill Leary from NSC who will
loop in Jay Bosanko of NARA/ISOO to continue the discussion.

Also on this thread - from NCIX, David Delaney (DHS/OGC),
and Kim Johnson of my stafl] e

'_'FOIA{b) (3} - 50 USC 403-11i}) (1) — Sources and methods

Thanks.

Bruce W. McConnell

Senior Counselor
National Protection and Program Directorate
NWH#: 12756 DocId: 59168870
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US Department of Homeland Security
202-447-3809 (NEW)

Attachments
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FY1
Date : Au_gust 13,2010,9:1237 amEDT
Size : 6.9 KB
Folder : William Bosanko:archive-wilam\Sent Itemrs
From : Bosanko
To : Greg Panrioni <Greg Panmoni@nara.gov>, Willlam Cira <Willam.Cira@nara. gov>
Cc ; Patrick Viscuso <Patrick. Viscuso@nara.gov> |
7L 1d : DSCATOABA4F2PXZF25TIGU503QUI4EZVB
Type : Exchange ExchangeArchive

Don't run anywhere with this, Reaction?

FOIA(D) (9)

Attachments
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Re: Wikileaks and Classified "Spillage" on civilian agency computers
Date : August 13, 2610, 9222220 am EDT |
Size : 3.1 KB

Folder : Willam Bosanko:archive-willam\Sent Items

From : Willam Bosanko ' I -

To :

71 1d : BGLA2BKSY2YFPDXP54K3F5SBTF3AH2LEPA
Type : Exchange ExchangeArchive

My staff is encoraging me to send something similar to the SAQs for the
EO. Thoughts?

Attachments
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Re: WikiLeaks and Classified "Spillage” on civilian agency cormputers
Date : August 13, 2610, 92526 am EDT

Size : 4.4 KB

Folder : William Bosanko:archive-willam\Sent Items

From : William Bosanko

To 1 FOIA(b) (6)

7L 1d : EC51KGQ1XASRNTUWMMRLHK 32IWIRMP4ZA
Type : Exchange ExchangeArchive

Will give you a call inan hour or so.

-----Original Message-----

From: "Leary, William H."| FOIA (b) (6) |
To: Bosanko, William <William Bosanko(@nara.gov>

Sent: 8/13/2010 923:39 AM :
Subject: RE: Wikil.eaks and Classified "Spillage" on civilian agency
computers

Let's talk. .

From: William Bosanko [mailto:william bosanko@nara.gov]

Sent: Friday, August 13, 2010 922 AM

To: Leary, Wiliam H.

Subject: Re: WikiLeaks and Classified "Spillage” on civilian agency
computers

My staffis encouraging me to send something similar to the SAOs for the
EO. Thoughts?

Attachments
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Wikileaks & "Spillage"
Date : August 13, 2010, 23427 pm EDT
Size : 6.6 KB
Folder : William Bosanko:archive-william\Sent Items

From : Willam Bosanko

To : Stanley DISES OSD OUSDI Sims ROz () (6

7L Id : GZZYG32MQ472U0UYAIZO30ALFMISKIZAA
" Type : Exchange ExchangeArchive

Stan,

FOIA (L) {5)

Thoughts?
Tharks,

Jay

NWH:12756 DocId: 59168874
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Wikileaks and "Spillage”
Date : August 13, 2010, 7:1337 pm EDT
Size : 6.3 KB
Folder ;: William Bosanko:archive-william\Sent Items
From : Bosanko
To : GrafeldMP@state.gov
ZI.1d : PZ5U3BAROPRBNISHDXRP4OVDSENAQEAKA
Type : Exchange Exchange Archive

Pegey,

FOIA(k) (5]

Thoughts?
NW#:12756 DocId:59168875
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Thanks,

Jay

Attachments
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Re: Wikileaks and "Spillage"
Date : August 13, 2010, 11:58:06 pm EDT
Size : 10.2 KB
Folder : William Bosanko:archive-willami\Sent Jtems
From : William Bosanko
To : GrafeldMP(@state. gov
ZL1d: KFMé}RGAIRCATET}IZQAHEUSJATZIKOGSA
Type : Exchange ExchangeArchive
Peggy,

Thanks. Likewise-enjoy the weekend!

Jay :

----- Origmal Message-----

From: "Grafeld, Margaret P" <GrafeldMP@state.gov>
To: Bosanko, William <William Bosanko{@nara. gov>

Sent: 8/13/2010 11:46:00 PM
Subject: Re: Wikileaks and "Spillage"

Jay,

FOIA (D) (6)

FOIA(L) (5}

That said, will forward to you next Week the policies that have already
been released from the intell, national security, and foreign policy
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agencies. That should cover most of your bases.

FOTIA (b} (5)

Hope you have a good weekend with your fanmuly!

Best, Peggy

~~~~~ Origmal Message -----
From: William Bosanko <william. bosanko@nara.gov>

To: Grafeld, Margaret P
Sent: Fri Aug 13 19:13:37 2010
Subject: Wikileaks and "Spillage”

Peggy,

FOIA (L) (5)
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Thoughts?
Thanks,

Jay

Attachments
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Re: Wikileaks guidance
Date : August 23, 2010, 126:51 pm EDT
Size : 8.6 KB
Folder : William Bosanko:archive-willamiSent [tems
From : Willam Bosanko
To : FreemanJB@state. gov
Cc : William Cira <William. Cira@nara.gov> MurphyNM(@state.gov
7L 1d : ECASSKTQIHVOGXMIBYGUGNOYRITOGZMCB
Type : Exchange Exchange Archive
Jeremy, |

ISOO has received a number of inquiries from agencies seeking gudance
about '

how to respond to the WikiLeaks situation and specifically how to handle
potential “spillage.".

While section 1.1(c) of E.O. 13526 makes it clear that an unauthorized
disclosure does not result in declassification, the handling of “spillage”
- _

this case i unikque. Given the size of the unauthorized disclosure, it

will

take significant time and resources for the pertinent agencies to assess
the .

damage. In the meantime, to attempt to identify and mitigate every
mstance _

of potential "spillage” associated with this situation across all U.S.
Government systems (not to mention those of our ckeared contractors, as
well

as other partners) would require immense resources likely better spent
otherwise safegnarding classified mformation.

We do think that it is important to take prudent steps to minimize the
complications from this and potential other, related unauthorized
disclosures. '

The most sensible action agencies can take is to block access to the
WikiLeaks

sites via their systems. This will preclude any further "spillage."

NHf: 12756 DocId: 59168877
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1 hope that this helps.

From: "Freeman, Jeremy B" <Freeman)B@state.gov>
To: Bosanko, William <WiﬂiamBosank0@nara-.gov>
‘Ce: Murphy, Nicholas M <MurphyNM@state. gov>

Sent: 8/23/2010 1:1925 PM
Subject: Wikileaks guidance

Jay,

We have been asked to review the attached draft notice to State
Department employees that provides guidance on accessing documents
released by Wikileaks.

Has your office issued any guidance on this issue? If so, we'd ke to
take that into account. ‘

Jeremy

Jeremy B. Freeman
Attorney- Adviser
U.S. Department of State

(202) 647-2227

Attachments
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Fw: Wikileaks guidance
Date : August 23, 2010, 1:52:03 pm EDT
~Size : 28 KB
Folder : William Bosankoarchive-william\Sent [tems
From : William Bosanko
To : William Cira <Wil]ian1Cira@nafa.gov>
71, 1d : MOXWHUNOGO420ISKNXPRCCACOYDIGLPSA
Type : Exchange ExchangeArchive
This ncludes their attachment.

Attachments
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Re: WikilLeaks and Classified "Spiﬂage'; on civilian agency computers
Date : August 23, 2010, 2:12:39 pm EDT
Size : 21.5 KB

Folder : Wiliam Bosanko:archive-wiliam\Sent Itenss

From ; William Bosanko
To :l

FOIA(L) {6)
Ce: FOIA (D) (5) |

" 7L, 1d ; ERBODK QPEBQGACI13V5EXU2GBEQNICSQTA
Type : Exchange ExchangeArchive

I'amin a series of meetings from 10 to 4, but will make it work.

Jay
----- Original Message-----
From: "Sourinho, John"| FOTA({b) (6) \
To: Bosanko, William <William. Bosanko@nara.gov>
Cc: Curry, Angela L
To: McConnell, Bru?

FOIA (b} (6)
To: Delaney, David
To: Johnson, Kim A

Sent: 8/23/2010 1:53:49 PM
Subject: RE: Wikileaks and Classified "Spillage” on civilian agency
computers

Al
Please advise if 10:30-11:30AM Thursday 26 August 2010 Conf Call would

work for everyone. 1 will get a confbridge then will send out meeting
mvites once 1 received concurrence from everyone.

Vi,

John S

- NW#:12756 DocId: 59168879
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John Sourmho

Executive Assistant to the Director and Deputy Director

DHS, Cybersecurity & Commumications

National Cyber Security Division

Office Phone: (703} 235-5436

- Office Blackberry; FOIA (D] {6)

Fax: (703) 235-5889

E-~mail: FOIA(b) (6)

From: Dean, Nicole M

Sent: Friday, August 20, 2010 139 PM

To: Johnson, Kim A

Cc: Curry, Angela; Sourinho, John

Subject: RE: WikiLeaks and Classified "Spillage” on civilian agency
computers

Kim,

NWH#:12756 DocId: 59168879
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{ think that is a great idea! My assistant is John Sourinho (cc'd
above) who can assist in getting this scheduled. Do you think a con
call would work?

Nicole

From: Johnson, Kim A

Sent; Friday, August 20, 2010 136 PM

To: Dean, Nicole M

Cc: Curry, Angela

Subject: RE: Wikileaks and Classified "Spillage" on civilian agency
corputers

Thanks, Nicole. Bruce sent the following feedback:

1 agree it's a security ssue but falls between _]LlIlSdlCthIlal cracks.
We should convene a meeting with OGC and NCSD and NARA/ISOO.

Anji, would you be able to work with Nicole on scheduling the meeting?
David Delaney could represent OGC. William bosanko@nara.gov 202
357-5205 is the point of contact at NARA/ISOO. If we could meet within
the next week or two that would be great. Goal would be to meet before
the next round of wikileaks & posted.

From: Dean, Nicole M

Sent: Friday, August 20, 2610 1026 AM

To: Johnson, Kim A

Subject: RE: WikiLeaks and Classified "Spillage” on civilian agency
computers

Kim,
NW#:12756 DocId: 59168872
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We did not do this.

FOIA(h) (5)

This act & not techmically "spillage.” It i an unauthorized release

of classified information by a crimmal.

FOIA{L) (5)

Nicok

From: Johnson, Kim A
Sent: Friday, August 20, 2010 9:05 AM
* To: Dean, Nicole M
Subject: FW: Wikileaks and Classified "Spillage" on civilian agency
computers

HiNicole. I'm puttmg together an update for Bruce for his return on
Tuesday. Do you know if US-CERT issued guidance for the .gov on
blocking Wikileaks/sanitization?

From: Johnson, Kim A

Sent: Friday, August 13, 2010 4:59 PM

To: Dean, Nicole M

Subject: FW: Wikil.eaks and Classified "Spillage" on civilian agency
computers

NW#:12756  DocId:59168879
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FOIA (D) (3) - B8 USC 403-1{i) (1) -~ Sources and methods

Sent: Friday, August 13, 2010 4:58 PM

To: Johnson, Kim X | FOIA (D) (&) | McConnell, Bruce W
Cc: Delapey, David; william bosanko@nara.gov;

- 50 USC 403-1(i) (1) ~ Sources and methods

Subject: RE: WikiLeaks and Classified "Spillage” on civilian agency-

conputers

']::OIn(b) {3) - B0 USC 403~1(i) (1} - Sources and methods

Colleagues -

Thanks so much for the guidance! We will ensure this is put forward at
next inferagency secure session. And would appreciate your assistance
15 promulgating the guidance to other agencies where appropriate.

Respectfully,
Margie Gibert
Cyber Drectorate

Office of Director of National Counterintelligence

FOTA(b) (6)

From: Johnson, Kim A [mailto:Kim. A Johnson(@dhs.gov}

Sent: Friday, August 13, 2010 10:08 AM

To: Leary, Wiliam H.; Johnson, Kim A; McConnell, Bruce; Marjorie J
Gilbert

Cc: Delaney, David; William Bosanko

Subject: RE: Wikileaks and Classified "Spillage” on civilian agency

NWH#:12756 DocId: 59168879

L]



A2
Fwd: Re: Wikieaks
Date : September 2, 2010, 92726 am EDT
Size : 8.5 KB
F:older : William Bosanko:archive-willam\Sent Items
From : William Bosanko
To : Charles Piercy <Charles.Piercj1@nara. gov>
71.1d: 15SSEBFQHDXIPMMKSCVKLSJZM{WFEA
Type : Exchange ExchangeArchive

The "blocking” seems to have been increased. We can't even get to news
stories te Wikileaks, etc. which poses a problem (at least for ISOO).

Jay

>>> Charles Piercy 8/5/2010 538 PM >>>
FYI '

>>> Laima Kuring 8/5/2010 336 PM >>>
-t

»>> Taha Sadeghi 8/5/2010 240 PM >>>
Hello -

Wikileaks.org, Wikileaks.net, and Wikileaks.com were added to the block
list in Websense at 11:15 AM. The ticket has been resolved.

Thanks,

Taha Sadeghi, CISSP

Team Capstone

NITTSS - Securty Team

National Archives & Records Administration (NARA)

Archives 11

Office;: 301-837-2085
Cell: 240-401-9027

>>> [T HELP 8/5/2010 11:14 AM >>>
HWH#:12756 DocId: 59168880
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Hello Laima, Thank you for contacting the NHT user Support Services
Helpdesk. Your request has been received and case #345421 has been opened
for you. If you have any questions regarding your case prior to a
technician contacting you, please reply or contact us at x7-2020. Regards

~ LaQuavia

Team Capstone

NITTSS - Help Desk

National Archives & Records Administration (NARA)
Location Archives 11

Office: 301-837-2020

>>> Laima Kuring 8/5/2010 1021 AM >>>

Please open a ticket to make this change to our websensing blocking
configuration. Please Jet me know when this is complete.

Lama

Laima Kuring

Information Technology Operations Chief
National Archives and Records Administration
Laima. Kuring@N ARA. gov

301-837-3609

301-837-3215 (fax)

>>> Charles Piercy 8/5/2010 7:40 AM >>>
“Laima,

I agree with Jay that we should block access to the wikileaks website.
Please take action to do so. Also is it possibke to tell how much this is
currently being accessed by NARA staff?

Chuck

>>> Bosanko, William(Willam Bosanko) 8/4/2010 8:49 PM >>>
Chuck,

NWH: 12756 DocId: 59168880
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Is "Wikileaks" something we can/shoukd block? Any idea as to amount of
staffaccess? As you can imagine this is an area of growing concern {and
now some at NARA are raising some concerns.

Thanks,

Jay

Attachments
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Re: Fwd: Re: Wikileaks
Date : September 2, 2010, 11:12:53 am EDT
Size : [1.3KB
Folder : William Bosanko:archive-willam\Sent Iterns
From : William Bosanko |
To : Charks Piercy <Charles.Piercy@nara.gov>,Laima Kuring <Lamma Kuwing@nara.gov>
Cc : William Cira <William.Cra@nara.gov>
71.1d OQZY1T4ATFVOPYQRMOVSNKGAFOKCDXNFAA
Type : Exchange ExchangeArchive

Thanks. [ am in a meeting. Bill Cira will send you an example (Federal
Computer Week).

I note that once he identified the problem to me, | tried a number of
similar links and ran into the same problem. The "websense" page cited
"US-CERT" monitoring or something along those lines.

Jay

From: Laima Kurmg
To: Bosanko, William <Wilkam.Bosanko@nara. gov>
To: Piercy, Charles <Charles.Piercy@nara.gov>

Sent: 9/2/2010 10:5624 AM
Subject: Fwd: Re: Wikileaks

Il check - we rarely manually add blocks and we get the blacklisted
sites as part of our service from Websense. Can [ get some URLS that are
being blocked that you believe shouldn't be blocked?

Lama

>>> Charles Piercy 9/2/2010 1047 AM >>>

Laima,

Would you pkase fliow up on this? Could it be possible that we are
blocking googie searches on the text "wikileaks"?

NW$H:12756 DocId: 59168881
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Chuck

>>> Willam Bosanko 9/2/2010 927 AM >>>
The "blocking" seems to have been mcreased. We can't even get 0 news
stories re Wikileaks, etc. which poses a problem (at least for ISOO).

Jay

>>> Charles Piercy 8/5/2010 5:38 PM >>>
FYI '

>>> Laima Kuring 8/5/2010 336 PM >>>
1

>>> Taha Sadeghi 8/5/2010 2:40 PM >>>
Hello -

Wikileaks.org, Wikileaks.net, and Wikileaks.com were added to the block
list m Websense at 11:15 AM. The ticket has been resolved.

Thanks,
" Taha Sadephi, CISSP
Team Capstone
NITTSS - Security Team
National Archives & Records Admmistration (NARA)
Archives 11
Office: 301-837-2085
Cell: 240-401-9027

>>> T HELP 8/5/2010 11:14 AM >>>

Hello Laima, Thank you for contacting the NHT user Support Services
Helpdesk. Your request has been received and case #345421 has been opened
for you. If you have any questions regarding your case prior to a

technician contacting you, plkase reply or contact us at x7-2020. Regards,
LaQuavia

Team Capstone
NITTSS - Help Desk
National Archives & Records Administration (NARA)

NWH#:12756 DocId: 592168881
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Location Archives 11
Office: 301-837-2020

>>> Lamna Kurmg 8/5/2010 1021 AM >>>

Please open a ticket to make this change to our websensing blocking
configuration. Please let me know when this s complete.

Laima

Laima Kuring

Information Technology Operations Chief
National Archives and Records Administration
Lama. Kurmg@NARA. gov

301-837-3609 |

301-837-3215 (fax)

>>> Charles Piercy 8/5/2010 7:40 AM >>>
Laima,

I agree with Jay that we should block access to the wikileaks webstte.
Please take action to do so. Also is it possible to tell how much this is
currently being accessed by NARA staff?

.

Chuck

>>> Bosanko, Willam{Willam Bosanko) 8/4/2010 849 PM >>>
Chuck,

1s "Wikileaks" something we car/should block? Any idea as to amount of

staffaccess? As you can imagine this is an area of growing concern (and
now some at NARA are rasmg some concerns.

Thanks,

Jay

NWH#:12756" DocId: 59168881
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Fwd: Re: Wikileaks
Date : September 2, 2010, 1241:01 pm EDT
Size : 10.5KB
Folder : Willam Bosanko:archive-william\Sent Iterns
F rdm : Wiliam Bosarko
To : Charles Piercy <Charles. Piercy@nara.gov>, Laima Kuring <Laima Kuring@rara.gov>>
7L Id : BLFPCMVQMNDI1ZNI112341A00XJZODVIBPB
Type : Exchange ExchangeArchive

What s odd is that if T use the Google tool bar, 1 get blocked from
searching but I don't if T actually go to google.com.
When I get blocked, here is the message:

"The Websense category "US-CERT Monitoring" is filered.”

>>> Laima Kuring 9/2/2010 10:56 AM >>>

1'll check - we rarely manually add blocks and we get the blacklisted

sites as part of our service from Websense. Can I get some URLS that are
being blocked that you believe shouldn't be blocked?

Laima
>>> Charles Piercy 9/2/2010 10:47 AM >>>
Laima,

Would you please follow up on this? Could it be possible that we are
blocking google searches on the text "wikileaks™

Chuck

>>> William Bosanko 9/2/2010 9:27 AM >>>

The "blocking” seems to have been increased. We can't even get to news
stories re Wikileaks, etc. which poses a problem (at least for ISOQ).

Jay

>>> Charles Piercy 8/5/2010 5:38 PM >>>
NW#:12756 DocId: 59168882
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FYI

>>> Laima Kuring 8/5/2010 3:36 PM >>>
fyi

>>>Taha Sadeghi 8/5/2010 2:40 PM >>>
Hello - '

Wikileaks.org, Wikileaks.net, and Wikileaks.com were added to the block
list in Websense at 11:15 AM. The ticket has been resolved.

Thanks, .

Taha Sadeghi, CISSP

Team Capstone

NITTSS - Security Team

National Archives & Records Admnistration (NARA)
Archives II '

Office: 301-837-2085

Cell: 240-401-9027

>>> T HELP 8/5/2010 11:14 AM >>>

Hello Laima, Thank you for contacting the NHT user Support Services
Helpdesk. Your request has been received and case #345421 has been opened
for you. If you have any questions regarding your case priorto a

techpician contacting you, please reply or contact us at x7-2020. Regards,
LaQuavia '

Team Capstone

NITTSS - Help Desk

National Archives & Records Admmistration (NARA)
Location Archives 1T

Office: 301-837-2020

>>> Laima Kuring 8/5/2010 1021 AM >>>

Please open a ticket to make this change to our websensing blocking
configuration. Please let me know when this is complete.

NWH#:12756 DoclId: 59168882
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Laima Kuring

Information Technology Operations Chicf
National Archives and Records Administration
Lama Kuring@NARA. gov

301-837-3609

301-837-3215 (fax)

>>> Charles Piercy 8/5/2010 740 AM >>>

Laima, '

I agree with Jay that we should block access to the wikileaks website.
Please take action to do so. Also i it possible to tell how much this is
currently being accessed by NARA staff?

Chuck

>>> Bosanko, Willam(Willam Bosanko) 8/4/2010 8:49 PM >>>
Chuck,

Is "Wikfleaks" something we can/shoukd block? Any idea as to amount of

staffaccess? As you can imagine this is an area of growing concern (and
now some at NARA are raising some concerns.

Thanks,

Jay

Attachivents
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Fwd: Re: Wikileaks
Date : September 2, 2010, 327:09 pm EDT
Size : 12.6 KB
Folder : William Bosanko mhhre-wi]ﬁarﬁ\Sent Items
From : William Bosanko
To :Michael Tieran <MichaeLTieman@nara.g0v>,Charles Piercy <Charles.Piercy@nara.gov>
Ce : Bernarr Coletta <Bemarr.Coletta@nara.gov>,Laima Kuring <Laima. K uring@nara.gov>
7L 1d : KZAWXVXCZYE22WYYAM3NBTQGITPOO45HA
Type : Exchange ExchangeArchive
Looks like wé are good - many thapks.
Jay

>>> Michael Tiernan 9/2/2010 1:46 PM >>>
Folks,

We revisited the Websense block filfer list and refined the filter to not

use the expression option. Please visit the website you were having access
problems with m respect 10 wikileaks. 1f you our still having access

issues please let 8 know. '

Thanks,

Michael Tierman, CISSP
Team Capstone
NITTSS - Sccurity Team
National Archives. & Records Administration (NARA)
Archives 11
Office: 301-837-3118
Cell: 301-356-0434
>>> Laima Kuring 9/2/2010 105 PM >>>
HWH: 12756 DocId: 59168883
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Another piece of nformation...

>>> William Bosanko 9/2/2010 12:41 PM >>>

What & odd is that if 1 use the Google tool bar, 1 get blocked from
searching but I don't if I actually go to google.com.

Wher 1 get blocked, here is the message:

"The Websense category "US-CERT Monitoring" s filtered.”

>>> Laima Kurmg 9/2/2010 10:56 AM >>>

I'l check - we rarely manually add blocks and we get the blacklisted

sites as part of our service from Websense. Can I get some URLs that are
being blocked that you believe shouldn't be blocked?

Laima

>>> Charles Piercy 9/2/2010 1047 AM >>>

Laima,

Would you please follow up on this? Could it be possible that we are
blocking google searches on the text "wikileaks"?

Chuck

>>> William Bosanko 9/2/2010 927 AM >>>
The "blocking" seems to have been increased. We can't even get 10 news
stories e Wikileaks, efc. which poses a problem (at least for ISOO).

Jay

>>> Charles Piercy 8/5/2010 538 PM >>>
FYI

>>> Laima Kuring 8/5/2010 336 PM >>>
fyi

>>> Taha Sadeghi 8/5/2010 2:40 PM >>>
Hello -

Wikileaks.org, Wikileaks.net, and Wikileaks.com were added to the block
list in Websense at 11:15 AM. The ticket has been resolved.

Thanks,
NWH: 12756 DocId:59168B83
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Taha Sadeghi, CISSP

Team Capstone

NITTSS - Security Team

National Archives & Records Administration (NARA)
Archives 11

Office: 301-837-2085

Cell: 240-401-9027

>>3> [T HELP 8/5/2010 11:14 AM >>>

Hello Laima, Thank you for contacting the NHT user Support Services
Helpdesk. Your request has been received and case #345421 has been opened
for you, If you have any questions regarding your case prior to a

technician contacting you, please reply or contact us at x7-2020. Regards,
LaQuavia

Team Capstone

NITTSS - Help Desk

National Archives & Records Administration (NARA)
Location Archives 11

Office: 301-837-2020

>>> Laima Kuring 8/5/2010 10221 AM >>>

Please opena ticket to make this change to our websensing blocking
configuration. Please let me know when this is conplete.

Laima

Laima Kuring

Information Technology Operations Chief
National Archives and Records Administration
Laima Kurng@NARA. gov

301-837-3609

301-837-3215 (fax)

NWH: 12756 DoclId: 59168883
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>>> Charles Piercy 8/5/2010 740 AM >>>

Laima,

] agree with Jay that we should block access to the wikileaks webstte.
Please take action to do so. Also is it possble to tell how much this is
currently being accessed by NARA staff?

Chuck

>>> Bosanko, William(William Bosanko) 8/4/2010 8:49 PM >>>
Chuck,

Is "Wikileaks" something we can/should block? Any idea as to amount of

staff access? As you can imagine this is an area of growing concern (and
now some at NARA are raising some concerns.

Thanks,

Jay

Attachments
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computers

Will do. Thanks!

T T RGTR D) (6)

William H.

Sent: Friday, August 13, 2010 1007 AM
To: Johnson, Kim A’; McConnell, Bruce;
Cc: Delancy, David; Willam Bosanko
Subject: RE: Wikileaks and Classified "Spillage" on civilian agency
computers

FoJa(b) (3) - 50 USC 403-1({1){1) - Socurces and methods

_We agree that DHS is free to distribute this guidance to DHS agencie [ W |
T e RO () (5)

From: Johmson, KmaA| e D FOIA (D) (6) |
Sent: Friday, August 13, 2010 952 AM _

TO: Lﬁary, W]ﬂlam H, MCCOIme}l, Bnlce, BRIA{DL) (3) - BO USC 403-1(i) (1} - Sources and methods

Cc: Delaney, David; Johnson, Kin A; Wilkam Bosanko '

Subject: RE: Wikil eaks and Classified "Spillage" on civilian agency

computers

Thanks, Bill

" Do we have agreement that DHS should distribute this guidance to the
federal civilian agencies?

NWH:12756 DocId:5%168B879
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On Behalf Of Leary,
Wiliam H.
Sent: Friday, August 13, 2010 847 AM
To: 'McConnell, Brace'; | } - FOTA(b) (3) - 50 USC 403-1(i) (1)

Cc: Delaney, David; Johnson, Kim A; 'William Bosanko'
Subject: RE: Wikileaks and Classified "Spillage" on civilian agency
corputers

The Information Security Oversight Office has received a number of
inquiries from agencies seeking guidance about how to respond to the
Wikil.eaks situation and specifically how to handle potential "spillage.”
While section 1.1(c) of E.O. 13526 makes it clear that an unauthorized
disclosure does not result in declassification, the handing of

"spillage" m this case is unique. Given the size of the unauthorized
disclosure, it will take significant time and resources for the

pertinent agencies to assess the damage. In the meantime, to attempt to
identify and mitigate every instance of potential "spillage” associated
with this situation across all U.S. Government systems (not to mention
those of our cleared contractors, as well as other partners) would
require imimense resources likely better spent otherwise safeguarding
classified information. '

We do think that it is important {o take prudent steps to mmmize the
complications from this and potential other, related wnauthorzed
disclosures. The most sensible action agencies can take 1s to block
access to the Wikileaks sites via their systems. This will preclude any
further "spillage "

I hope this 5 helpful.

NWH#:12756 Docld:59168879
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From: McCompel, Bruce\ =
Sent: Thursday, August 12, 2010 1:41 PM

To: I_Eary, William H;I I """ FOTA(D) (3) - 50 USC 403-1(i) (1) - Sources and methods
Cc: Delaney, David; Johnson, Kim A

Subject;: Wikil.eaks and Classified "Spillage" on civilian agency

computers

As discussed, this is an issue where there is governmentwide policy that
is set by NSC and NARA/ASOO. I am boping in Bill Leary from NSC who
will loop in Jay Bosanko of NARA/ISOO to contiiue the discussion.

Alo on this thread - from NCIX, David Delaney (DHS/OGC),
and Kim Johnson of my staff. h
Thanks
\l‘FOIR(b) {3) - 50 USC 403-1(i) (1) - Sources and methods

Bruce W. McComnell
Senior Counselor
National Protection and Program Directorate

US Department of Homeland Security

FOTA(b) {6

Attachments
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Re: Goldsmith m Wash Post Today
Date : October 22, 2010, 924:46 am EDT
Size : 28 KB
Folder : William Bosanko:archive-william\Sent Items

From : William Bosanko

Tﬂ . FCIA (D) (6)

Z1.1d : INSC5POVGIWNPCUAAVKCVVQOIJ212]L0AB
Type : Exchange ExchangeArchive

Bill

I have not read it (between meetings) but from the first couple of lines,
I' note this: '

SRS (5)

What is necded is an effort to better educate the cleared workforce as to
the threats posed by leaks (the tangible and the intangible),

It would not be hard to task ISOQ and/or the DNT's SSC (or whalever it is
these days) and DoD's DSS SETA (and maybe PERSEREC).

To provide a complete package, consider also including:

1. Awareness/education re threats posed by failures to classify and/or
declassify properly.

2. An mteragency panel/group/team to deal with leaks. We had this
previously...ISOO sat on it. I can see what we still have on it. The
idea would be to track trends, assess threat, mitigate damage across
agencies (rather than ad hoc). Look at the lost time and confision re
wikileaks. ' :

The bottom line is that we need to acknowledge that leaks ofall types
HNW#:12756 DocId: 53168884
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(intentional and unintentional) pose a threat. We need to address that
threat in a comprehensive and systematic way.

FOIA({Db) (5]

Just my two cents (getting off of soap box now).
Jay
----- Origmal Message-----

From: "Leary, William H."| FOIA (b} {6) |
To: Bosanko, William <Willam Bosanko@nara.gov>

Sent: 10/22/2010 90349 AM
Subject: FW: Goklsmith m Wash Post Today

| FOTA{D) (5) |any thoughts about what we can do
in response, if anything?

From: Sanborn, Daniel R

Sent: Friday, October 22, 2010 742 AM

To: Ronan, Mary, Smith, Mike; Leary, Willam H.
Subject: Goldsmith in Wash Post Today

[cid:image001.gif@01CB71BC.A3B26940]<http//www.washingfonpost.com/>
NEW S<hitp//www.washingtonpost.cony?nav=pf> |
LOCAL<http//www.washingtonpost.comvlocal/?nav-=pf> |

POLITICS<http//www. washmggonpost com/polmcs/‘?na\ﬁpﬁ ]
SPORTS<http: ;
OPINIONS<http //WWW Washmg’gogpost com/ﬂpmdm{content/optmons/‘?nav_:pﬁ |
BUSINESS<http/www.washingtonpost.comwp-dyn/content/business/?nay=pf> |
ARTS & '
LIVING<hitps//www.washingtonpost.com/wp-dyn/content/artsandliving//nav=pf>
| GOING OUT GUIDE<http/www.washingtonpost.com/gog/!nav=pf> |
JOBS<hitpy/www.washingtonpost.conywl/jobs/home ?nav=p£> |
CARS<http/iwww, Washmgt_ogpgst corrxfﬂp~d_,vp_/content/cars/‘7nav*pf> | REAL
ESTATE<http//

|SHOPPIN G<hun.//www washmggongost corrﬂmg-advfshogpmg{front html‘?nav—pf>

Our nation's secrets, stuck m a broken system

NWH#:12756 DocId: 59168884
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By Jack Goldsmith
Friday, October 22, 2010; A25

Bob Woodward's "Obama's
Wars<hiip//www.amazon.corm/gp/product/14391724982ie=UTF 8 &tag=washpost-book
5-20&linkCode=xm2 &camp—1789&creative ASIN=1439172498>" contams remarkable
revelations about the inner workings of the administration's nafional

security team and the development of its policy on Afghanistan and

Pakistan. Equally remarkable is how much classified information is m

these revelations -- so much classified information, in fact, that it

calls into question the legitimacy of the presidential secrecy system

The fireworks begin in Chapter 1, which recounts President Obama’s
post-election intelligence briefing from Mike McConnell, director of
national inteligence in the Bush administration. Several highly

classified programs and their code names are described. Subsequent
chapters reveal classified reports, memorandums, conversations, progrars,
meetngs and the like.

Woodward unquestionably received much of this information from senior
government officials (just as he seemed to receive classified information
fiom officials for his books about the Bush era). One cannot assume that
the information came from the people being quoted or from the authors or
recipients of documents; much of it coukd bave come from second- and
third-hand sources.

Information becomes classified when someone with authority m the

executive branch determines that its revelation would cause "exceptionally

grave darmage” (in the case of top-secret information) or “grave damage”

(in the case of secret nformation) to national security.

Qverclassification is rampant. But a great deal of the information

revealed m "Obama's

Wars"<http Jiwww.washingionpost.cormywp-srv/special/nation/woodward-obamas-
wars’> -- such as a "breakthrough National Security Agency eavesdropping
technology -- seems indisputably properly classified and inchudes things

that the government should want to keep secret.

Govermment employees pledge not to disclose classified information, and
breaches of the agreement can be enforceable by civil or crimmnal
sanctions. Some senior national security officials can declassify
information or delegate in writing the authority to declassify. It &
conceivable that these officials declassified some of the information

given to Woodward, but it is hard to imagine that they declassified most
or all of it.

NWH:12756 DocId: 59168884
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President Obama sat for an interview with Woodward for the book. He comes
across in the book as circumspect, and he expressly refuses, when asked,
to discuss classified information. The White House has said recently that
the president did not authorize his aides to disclose clssified
information to Woodward., Still, because the White House clearly gave the
green light to cooperate with Woodward, we should not expect a Jeak

mvestigation anytime soon.

Yet even if the giant disclosures of classified information have no legal
consequences, they still harm national security by delegitimizng the
presidential classification system.

Director of National Intelligence James

Clapper<http-//www . whonmsgov.convProfiles/James R._Clapper> recently

criticized leakers of chassified information, saying that President Obama

had expressed “great angst” about the bevy of

leaks<Mhttp: Politi ‘
-angered-media- leaks/story‘hd—l 1817252> surrounding reported terrorist

threats n Europe Such messages are weakened, however, by the seemmgly

opportunistic top-level leaking reflected in Woodward's book.

The problem is not just hypocrisy. Classified disclosures from people near

the top indicate a lack of seriousness about national security secrecy

that inevitably influences the respect that lower-level officials give

security classifications in their discussions with journalists. The

secrecy system then "becomes one to be disregarded by the cynical or the

careless, and to be manipulated by those intent on self protection or

self- promotion,” as Justice Potter Stewart wrote in the Pentagon Papers
case<http/fwww.law.comell edwsupct/htmlhistories/USSC_CR_0403_0713 7C3
Jhtmb>,

The Woodward disclosures are especially incongruous because the Obama
Justice Department is engaged in an unprecedented number of prosecutions

of lower-level officials for their disclosures of classified information.

An attorney for Stephen Jm- Woo

K im<http//www,washingtonpost. com/wp-dyn/content/article/2010/08/27/ AR2010
082704602 htmb>, one official under mdictment, has said this month that

Kim will challenge tis
indictment<http:/www.msnbc.msn.comyid/39693850/ns/us_news-security/> in
light of top officials leaking classified material to Woodward. Ths legal
strategy is not likely to succeed. But the optics for the government, to

put it mildly, are not good.

Promiscuous leaking also influences the media. Government officials often
disclose classified nformation to journalists to help fixther some

NWH: 12756 Docld: 59168884
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foreign policy goal or for less attractive reasons. This practice makes
the media imured to the leaks and disrespectful of security
classifications when deciding whether to publish information that the
government wants to keep secret. The Woodward disclosures can only confrm
the media’s skeptical attitude toward the government's secrecy system.

Finally, as the government frequently complains to the media when faced
with inmwanted leaks, these revelations will dissuade allied intelligence
services from cooperating with the United States for fear that i does not
keep sccrets.

"The halimark ofa truly effective internal security system would be the
maximum possible disclosure, recognizing that secrecy can best be
preserved only when credibility is truly maintained," Justice Stewart

noted. Woodward's book reveals a secrecy systern that is truly meflective,
one that massively overclassifies at the same time that  tolerates open
and selective leaking from the top about important secrets that is not
obviously principled or in the national mterest but that does render the
system non-credible. '

The writer, a ptofessor at Harvard Law School and a member of the Hoover
Institution's Task Force on National Security and Law, served as an
assistant attorney general in the George W. Bush adnmmnistration.

Posf a Comiment

View all

comments<htip//www.washingtonpost.com/wp-dyn/content/article/2010/10/21/A
R2010102104848 Comments.htmb> that have been posted about this article.

Report item as: (required)

X<http //www.washin ggongost.com/s_,v_p—d}gg_/contentfarticle/ 2010/10/21/AR201010
2104848 pfhtmlfnone>

1

Conmment: (optional)

[cid:image002.gifl@01CB71BC.A3B26940]<http/www.p huck.com/>

Comments that include profanity or personal attacks or other mappropriate

comments or material will be removed from the site. Additionally, entries

that are unsigned or contam "signatures" by someone other than the actual

author will be removed. Finally, we will take steps to block users who

violate any of our posting standards, terms of use or privacy policies or

any other policies governing this site. Please review the full

rules<http J/www.washingtonpost.convwp-srv/liveonline/delphvdelphirules. b
NW$#:12756 Docld: 59168884
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tm> governing comroentaries and discussions. You are fully responsible for
the cortent that you post.

(c) 2010 The Washington Post Company
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Re: Wikileaks
Date : November 29, 2010, 839:55 am EST
Size : 5.7 KB
Folder : William Bosanko:archive-william\Sent Items
From : William Bosanko
To : William Cira <Willam Cira@nara.gov=>
7L 1d : EYXQQINDLIWLSOBUIE2YASIKNKDOY530A

Type : Exchange ExchangeArchive

FOIA (b} (5)

From: Wiliam Cira
To: Bosanko, William <William. Bosanko(@nara.gov>

Sent: 11/29/2010 8:35:51 AM
Subject: Re: Wikileaks

Seriously. This is apparently the work ofa trusted insider and that is

very hard to deal with.
Mavbe some balance in the message from the top of the USG would help some.
FOIA (L) (5)
>>> Willi 1/29/2010 829 AM >>>
FOIA(b) (5)
----- Original Message-----
From: William Cira

To: Bosanko, William <William Bosanko(@nara.gov>

Sent: 11/29/2010 82341 AM
Subject: Re: Wikieaks

FOTA (b} (5]

>>> Bosanko, Willam(Wiliam Bosanko) 11/29/2010 820 AM >>>
NWH#: 12756 DocId: 55168885
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Any ideas as to what the USG might do short or long term? If'so, send
them to me NLT 1130 today...brief bullet form.

Attachments
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Re: Please Call
Date : November 29, 2010, 10:18:12 am EST
Size : 3.4 KB
Folder : William Bosanko:archive-william\Sent [tems

From : William Bosanko

To:  FOIA(D) (6)

Cc : William Cira <William Cira@ nara,gov>

7L 1d : MOFXLYCWXSUITF5QINO101252FVTSPDFB
Type : Exchange ExchangeArchive

Bill,

AP is reporting a WH ordered review (led by OMB, ISOQ, and O/DNI) re
Wikileaks. Any info.?

Jay

Attachments
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Re: Please Call
Drate : November 2§, 2010, 11:17:16 amEST
Size : 12.5 KB
Folder : William Bosanko:archive-william\Sent Iterms

From : William Bosanko

To : Willam H. Leary FOIA(b) (6)

7L 1d : MOAMXSALWREISQJP1HVTSLRSS45Z4APEMA
Type : Exchange ExchangeArchive

I just got my hands on i, see:

hitpJ/www whitchouse. gov/sites/de fault/files/omb/imemoranda/201 1 /wikileak s pdf

Jay

>>> "Leary, Willam H"]_ o o) 1112972010 11:15 AM >>>
! have heard nothing but will try to find out. I am not in the office today.

~~~~~ Ongmal Message -----
From: William Bosanko <william. bosanko@nara.gov>

To: Leary, Willlam H.

Ce: William Cira <Willam. Cira@nara. gov>
Sent: Mon Nov 29 10:18:12 2010

Subject: Re: Please Call

Bill
AP is reporting a WH ordered review (led by OMB, ISOO0, and O/DNI)} re Wikileaks, Any info.?

Jay
Attachments
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Re: Wikikaks
Date : November 29, 2010, 11:40:11 am EST
Size : 31.1 KB
Folder : Willam Bosanko:archive-william\Sent Itemns
From : William Bosanko

To : David Best <David. Best(@nara.gov>,Greg Pammoni <Greg. Pannoni@nara. gov>,
John Powers <John.Powers(@nara.gov>,Peggy Ushman <Peggy. Ushman(@nara.gov>,
Robert Skwirot <Robert. Skwirot@nara. gov> Willam Cira <Willam.Cira@nara.gov>

Z1.1d : OSROSXEASHZDOHLEMFDIASTQX21KVOY2A
Type : Exchange ExchangeArchive

Excellent. Thanks. Jay

>>> Robert Skwirot 11/29/2010 1130 AM >>>
Jay,

FOIA (b} {5)

HWH:12756 DoclId: 59168888
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>>> Bosanko, Willam(William Bosanko) 11/29/2010 820 AM >>>

Any ideas as to what the USG might do short or long term? If'so, send themto me NLT 1130 today.. brief]
bullet form.
Attachments
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Re: Wikileaks
Date : November 29, 2010, 12:01:24 pmEST
Size : 344 KB
Folder : William Bosanko:archive-willam\Sent items
me : William Bosanko
To : William Cira <William Cira(@nara.gov>
7L 1d : HZPFIYRBWINUKUDWERP53IKCHTXEAWO2B
lType : Exchange ExchangeArchive

John Fitzpatrick e-mailed me and asked that we talk at 430 today...that should give us some insight as to where
ODNI is on ths.

>>> William Cira 11/29/2010 11:58 AM >>>
These are very pood suggestions.|

FOTA (L) (5)

1 wonder if DNI is planning any sort of program in response to this, I could ask Gina Otto.
I wonder if we should have an interagency gathering to develop an action plan.

>>> William Bosanko 11/29/2010 11:40 AM >>>
Excellent. Thanks. Jay

>>> Robert Skwirot 11/29/2010 11:30 AM >>>
Jay,'

FOIA (b} (5)

iH#: L2706 Docld: >%1o6888%
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FCIA (b} (5)

>>> Bosanko, William(William Bosanko) 11/29/2010 820 AM >>>

Any ideas as to what the USG might do short or long term? Ifso, send them to me NLT 1130 today.. bricf,
bullet form.

Attachments
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Re: Wikileaks-related policy reviews

Date : Noverber 30, 2010, 12:53:37 pm EST
Size : 13.1 KB

Folder : William Bosanko:archive-william\Sent Iteros

From : William Bosanko

To : John Hamilton <John Hamilton{@nara. gov=> FOIA(b) (6)

7L 1d : FAVIK YBRCLBEBIFMGWUNMS4N2ZL1K3WUB
Tyhe : Exchange ExchangeArchive |

Christian,

1 amnot aware of any requests as of yet.

Will do.

From: "Beckner, Christian (HSGAC)'L FOIR (b} (6]

To: Hamilton, John <John Hamiton@@nara.gov>
To: Bosanko, William <William.Bosanko(@nara.gov>

Sent: 11/30/2010 11:05:00 AM
Subject: Wikileaks-related policy reviews

Jay, John:

As you can imiagine our Committee is interested in the policy debates that

are already emerging following the recent Wikileaks disclosures with

respect to classification policy, information security, and mformation

sharing. We are still figuring out our response, but I wanted to get in

touch in order to requiest that you keep us in the loop on any significant

policy developments related to the OMB/DNI/NARA review described in the
OMB meno vesterday, and also to ensure that we are mchuded n any
multi-agency briefings on these topics that other offices or committees

may be requesting and in which you will be participating. (We have not

yet requested any bricfings, but expect that others probably have.)

Thanks,

NW$#:12756 DocId: 59168890
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Christian

Christian Beckner
Professional Staff Member
Senate Homeland Security and Governmental Affairs Committee
Charman Joseph 1. Lieberman (ID-CT)
340 Senate Dirksen Office Building
Washington, DC 20510

Tel: 202-224-5173

E-mail: _FOTA (b} (6)

Attachments
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Re: Wﬂ(ﬂeaké-re]ated policy reviews
Date : November 30, 2010, 738:11 pmEST
Size : 13.8 KB
Folder : William Bosanko:archive-willam\Sent [tems

From : William Bosanko

To : Christian (HSGAC) Beckner| FOTA (b} (6) Hohn Hamilton
<John Hamiton@nara. gov>

ZL 1d : EXMONTLOSOODYIHACGAJVRSIFVWEIVW4A
Type : Exchange ExchangeArchive
Christian,

Just a quick note to let you know that [ understand that brieﬁngs are
being arranged (perhaps as early as tomorrow) for SSCIL, HPSCI, and
"others." I am not aware of any of the details.

Jay

>>> "Beckner, Christian (HSGAC)" _ | FOTA (b) (6)
11/30/2010 1105 AM >>>
Jay, John:

As you can imagine our Committee i mierested in the policy debates that

are already emerging following the recent Wikileaks disclosures with

respect to classification policy, information security, and information

sharing, We are still figuring out our response, but I wanted to get in

touch in order to request that you keep us in the loop on any significant

policy developments related to the OMB/DNI/NARA review described in the
OMB memo yesterday, and also to ensure that we are mncluded in any
multi-agency briefings on these topics that other offices or conmittees

may be requesting and in which you will be participating. (We have not

yet requested any briefings, but expect that others probably have.)

Thanks,

Christian

HW#:12756 DocId: 59168891
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Christian Beckner
Professional Staff Member
Senate Homeland Security and Governmental Affairs Committee
Chairman Joseph 1. Lieberman (1D-CT)
340 Senate Dirksen Office Buikding
Washington, DC 20510
Tel: 202-224-5173
E-mail| FOTA(b) {6) |

Attachments

NW#:12756 DocId: 59168891

u



127273
FYT re "Wikileaks”
Date : November 30, 2010, 82646 pm EST
Size : 11.2KB
Folder : Willam Bosankoarchive-william\Sent Items
From : William Bosanko
To : David Ferriero <David Ferriero@nara. gov=>
Z1.1d: PNEUQSATRV14Q51OUQPHFRAOKSEKMBOB
Type : Exchange ExchangeArchive

1. John and I were contacted by Christian Beckner (Senate Homeland
Security and Governmental Affairs Commitiee - works for the Chamrman,
Senator Licherman). He expressed interest in what we are doing n
response to the OMB memo and otherwise asked us to let him know of any
briefings. 1 have passed his info. to O/DNI staff' who I know are

arranging some briefings and otherwise Jet him know we would stay engaged.

2. It was a suprise to me as 1 left A2 at 545 as I was in Lecture Room C
without e-mail or phone al afternoon, but OMB requested that I attend a
meeting at 6:00 p.m. Bill Cira (Deputy I noted to you today) was able to

cover it for me. |

FOIA(B) (5)

__'_J.

Attachiments
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Re: FY1 re "Wikileaks"
Date : November 30, 2010, 84033 pm EST
Size : 9.3 KB
Folder : Wiliam Bosanko:archive-william\lnbox
From : David Ferriero
To : William Bosanko <Wiliam.Bosanko(@nata.gov>
7L 1d : LO5SOIDIIUVWCONZBMUK CIHMCRP53S1VIB
Type : Exchange ExchangeArchive

Thanks, Jay.

See what's new at AQL.com and Make AOL Your Homepage.
Attachments

Mime.822(2.7 KB)
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Re: FYI re "Wikileaks”

Date : November 30, 2010, 8:45:29 pm EST

Size : 12.7 KB |

Folder : William Bosanko:archive—wﬂ}iam\Sen{ Itemns

From : William Bosanko

To : David Ferriero <David. Ferriero@nara.gov>

7L 1d : DDYCNEASNOZIGF 1 IMLPIGOO2TLCSNMVSA
Type : Exchange ExchangeArchive

Done. Jay

>>> David Ferriero 11/30/2010 8:40 PM >>>
Thanks, Jay. Let Hamifon know about Beckner.

David

————— Original Message-----
From: William Bosanko
To: Ferriero, David <David.Ferriero{@nara.gov>

Sent: 11/30/2010 82646 PM
Subject: FYI re "Wikileaks"

1. John and I were contacted by Christian Beckner (Senate Homeland
Security and Governmental Affairs Comruittee - works for the Chairman, '
Senator Lieberman). He expressed interest in what we are doing in
response to the OMB memmo and otherwise asked us to let him kriow of any
briefings. | have passed his info. to O/DNI staff who | know are

arranging some briefings and otherwise let him know we would stay engaged.

2. It was a suprise to me as 1 left A2 at 545 as I was in Lecture Room C
without e-mail or phone al afternoon, but OMB requested that attend a
meeting at 6:00 p.m. Bill Cira (Deputy I noted to you today) was able to

cover it for me.| ' ~

FOIA(L) (5)

14?
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FOIA (L) (S)
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Re: Wikil.eaks Memo 113010
Date : December 1, 2010, 7:5747 am EST
Size : 7KB
Folder : William Bosanko:archive- william\Sent Items
From : William Bosanko
To : William Cira <William.Cira@nara.gov>
ZL1d: -MWWBNNSBNCSMISCQGXWY SFVLJVJHAJMEB
Type : Exchange Exchange Archive

I have concems. Inbound to A2.

From: "William Cira" <William Cira@nara.gov>
To: Bosanko, William <William Bosanko@nara.gov>

Sent: 12/1/2010 5:3533 AM
Subject: Fw: Wikileaks Memo 113010

Jay. | have not had a chance to look at this yet.

Attachments
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Fw: Wikileaks Memo 113010
Date : December 1, 2010, 8:06:06 am EST
Size : 5.4 KB
Folder : William Bosankozarchive-william\Sent Items

From ; William Bosanko

To : FOIA(b) (6)

Z1.1d : E2GF23K WRPABENORN4PF3H1 SGIRIDAKDB

Type : Exchange ExchangeArchive

FYI FOTR () 15

Attachmenis

HNW$:12756 DoclId: 59168896

1M



2213
Fw: WikiLeaks Memo 113010
Date : December 1, 2010, 8:06:44 am EST
Size : 5.3 KB
Folder : Wiliam Bosanko:archive-willam\Sent Items

From : Wiliam Bosanke

i I 1
Y (3) - 501USC 403-1(i) (1) - Scurces and methods
A 1

7L 1d : ODWYLNFSHEIYWZRUYCRIKL3414VPQDHYA

Type : Exchange Exchange Archive

FYI FOIA (b) (5)

Attachments
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Re: Wikileaks Memo 113010
Date : December 1, 2010, 9:15:58 am EST -
Size : 10.5 KB
Folder : William Bosanko:archive-williarm\Sent Items

From : Willam Bosanko

Tod = b e wm T =TTTTURQIA(D) (3) - 50 USC 403-1{1) {1) - Sources and methods

7L 1d : PQPDSMBCUEJCEBARTOQ WBMAASBALYJGRB

Type : Exchange ExchangeArchive

- EQIAMD) (5)

FOTA{b) (3) - 50 USC 403-1+¢1) (1) - Scurces and methods

>>>{ - l1211/20109:10 AM 55>
Is this likely to bring you back from College Park task?

----- Original Message -----

From: Wiliam Bosanko [mailto:wiliam bosanko@nara. gov]
Sent: Wednesday, December 01, 2010 08:06 AM

To: John P Fitzpatrick

Subject: Fw: WikiLeaks Memo 113010

1% T St — R —————————— T FOTR (L) (5)
Attachments
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RE: WikiLeaks Memo 113010

-E‘Olﬁ(b) {3} - S0 USC 403-1{i) (1) - Sources and methods
Date : December 1, 2010, 9:44:13 am EST
Size : 37.9 KB
Folder : William Bosanko:archive-william\Sent ltems
From ; Williarn Bosanko
To : William Cira <William Cra@nara. gov>|, - ]
Charles L. Newmanl ___EOIR(b) t8) |Christopher Painter '
| FOIA () (6) |
Robert R. Jensen| FOIA(R) (6) ] Trent Teyema { FOTA (b) {6) i

Michael Howell <Michael Howell@omb.eop.gov>,Preeta D. Bansal <Preeta_D. Bansali@omb.eop.gov>,
Vivek Kundra <Vivek_Kundra@omb.eop.gov>.. 7

7L Id : NHSK TCJTWJ52IU0ISO0SIPTIWTIFMYKDB
Type : Exchange ExchangeArchive

1 apologize for not being able to attend the meeting last night.

FOIA(b) (9)

NWH#:12756 DocTd: 59168899
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Respectiully,

Jay

Wilham J. Bosanko
Director

Information Security Oversight Office
The National Archives Building

700 Pernsylvania Avenue, N.W.
Washmngton, DC 20408

{202) 357-5205 (ofhice)
FOIA(L) (6) cell)

(202) 357-5907 (fax)

Attachments
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Re: the draft Wikileaks memo
Date : December 1, 2010, 94543 am EST
Size : 9.9 KB'
Folder : William Bosanko mchjvé— william\Sent Itemns
From : William Bosanko
To : Willam Cira <William Cira@nara.gov>
71.1d: CVAAZZPYHARABGAWF QIAPKLAJSPRRGOSB

Type : Exchange ExchangeArchive

—I—-hanks FOIA(L) ()

>>> "William Cira" <Willlam Cira@nara.gov> 12/1/2010 9:44 AM >>>

Jay,

I 'had them fix the Section 1.1(c) reference in the footnote that now appears. There was an extra period. Other
than that I don't have any other suggestions.

Bill
Attachments
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RE: WikiLeaks Memo 113019
Date : December 1, 2010, 10:00:04 am EST
Size : 53.1 KB

Folder : William Bosanko:archive-william\Sent Items

From : William Bosanko
TOTA BT (37 = 50 WSC- 203=1(1) {1 . 5ources and fiefhods
To: Wiliam Cira <Wiliam Cira@nara.gov>] OB 0 seistih i nenmess 2000 ,
Charles .. Newman i F.Chrstopher Pamter
L FOTIR (b} (6) | '
Robert R. Jensen] Trent Teyema FOIA (1) (6!

Michael Howell <Michael Howelk@omb.eop.gov>, Preeta D. Bansal <Preeta_D._Bansa@omb.eop. B20V>,
Vivek Kundra <Viek_Kundra@omb.cop.govs>..

Z1. 1d : HOUB5AXHGGBOLO2BZCOMAGTUG4FIDNXVA

Type : Exchange ExchangeArchive

ECQIA(b) (5)

FOTA (D) (5)

T TROTA(b) (6

>>> "Pamter, Christopher" 127172010 9:48 AM >>>

FOIA (Db} (5)

From: William Bosanko [mai[to:william.bosanko@nara.gov]

Sent; Wednesday, December N1 2010 9:44 AM

To: ~William Cira; Newman, Charles L.; Painter, Christopher; Jensen, Robert R.; Teyema,
Trent; Howell, Michael; Bansal, Preeta D.; Kundra, Vivek; DeRosa, Mary B,

Subject: RE: WikiLeaks Memo 113010~ .

Importance: High

“\FOIA(h) {3) - 50 USC 403-1{i) (1) - Sources and methods

NiWH: 12756 DoclId: 591685901

143



TLAES

I apologize for not being able to attend the meeting last night.

FOLAY) (5)

Respectfully,

Jay

NA#:12756 DocId: 59168901

213



TS

Wiiliam J. Bosanko
Director

Information Security Oversight Cffice
The National Archives Building

700 Pennsylvania Avenue, N.W.
Washington, DC 20408

202) 357-5205 (office)
cell)

(202) 357-5907 (fax)

Attachiments

NWH: 12756 DocId: 59168501
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RE: Wikil_eaks Memo 113010
Date : December 1, 2010, 102946 am EST
Size : 23.4KB
Folder : William Bosanko:archive-william\Sent Iterns
From : William Bosanko
To : Vivek Kundra <Vivek Kundra@omnth.eop.gov>,Mary B. DeRosa <Mary_B. DeRosa@who.eop.gov>

71 1d : NAT102VSHWWWKDUZOCEQS5QVOU42K YKZRB

Type : Exchange ExchangeArchive

FOIA(b) {5)

Wﬂliam-J . Bosanko
Director

Information Security Oversight Office
The National Archives Building

700 Pennsylvania Averue, N.W.
Washington, DC 20408

(202) 357-5205 (office)
l FOIA (D) (6) I(ccll)
(202) 357-5907 {fax)

Attachments

NW#:12756 DocId: 53168902
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RE: Wikileaks-related policy reviews
Date : December 1, 2010, 112424 am EST
Size : 21.9 KB
Folder : William Bosanko:archive-wiliam\Sent items
From : Willarn Bosanko

To : John Hamilton <John. Hamilton@nara.gov>,Christian (HSGAC) Beckner

FOTA (b) {6)

7L 1d : I0BZMLGSZ12ZZNBIZEIK EDWIQILAATZNLA
Type : Exchange ExchangeArchive

As of nght now, we are not involved in the briefings, etc.
Best,

Jay

»>> "Beckner, Christian (HSGAC)"| _ FOIA (b} (6] 12/1/2010 1122 AM >>>
Thanks - had heard that too from SSCI staff. Are you participatig m Thosc briefings? We don't need to be
included on briefings that discuss the substance of the leaks and the fallout from them, but do want to be mcluded
in discussions of policy implications pertaming to info-sharing, classification policy, and IT security since those
issues are directly in our jurisdictional lane. ‘ '

Chstian

-----Origmal Message-----

From: Williarm Bosanko [mailto:william. bosanko(@nara.gov]
Sent: Tuesday, November 30, 2010 738 PM

To: Beckner, Christian (HSGACY); John Hamilton

Subject: Re: Wikileaks-related policy reviews

Christian,

Just a quick note to let you know that I understand that briefings are being arranged (perhaps as early as
tomorrow) for SSCI, HPSCL and "others.” I am not aware of any of the detais.

Jay

>>> "Beckner, Christian (HSGAC)" FOIA (b} (6) 11/30/2010 11:05 AM >>>
Jay, Johu:

NW#:12756 DocId: 59168903
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As you can imagine our Committee i interested in the policy debates that are already emerging following the
recent Wikileaks disclosures with respect to classification policy, nformation security, and information sharing.
We are still figuring out our response, but I wanted to get in touch i order to request that you keep us m the
loop on any significant poticy developments related to the OMB/DNI/NARA review described in the OMB
memo yesterday, and also to ensure that we are inchided in any nmulti-agency briefings on these topics that other
offices or committees may be requesting and n which you will be participating. (We have not yet requested any
briefings, but expect that others probably have.)

Thanks,

Christian

Christian Beckner
Professional Staff Member
Senate Homeland Security and Governmental Affairs Committee
Chairman Joseph 1. Lieberman (ID-CT)
340 Senate Dirksen Office Building
Washington, DC 20510

Tel: 202-224-5173 N
E-mail: _ FOIA(b) (6)

Attachments

NWH#:12756 DocId: 591683903
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Re: FW: Draﬁ_OMB Guidance on Wikileaks and Model Notice to Employees/Contractors
Date : December 1, 2010, 1:44:02 pm EST
Size : 65.4 KB
Folder : William Bosanko:archive-willamiSent Iterms
From : William Bosanko

Yo : Preeta D. Bansal <Preeta_D._Bansal@omb.eop.gov>

FOLR (D) (3] = 00 USC-408~itii-{11— 3ources and mefhods

Ce : William Cira <William. Cira(@nara.gov>|
Charles T Newnan{ Christopher Painter

FOTA(D) (6)

Howard A. Schmidt} b, Trent Teyemal FOIA (b) (6)

Michael Howell <Michael Howeli@omb.eop.gov>,Vivek Kundra <Vivek_Kundra@omb.eop.gov=>
71.1d: 02JOY13DCQVILHQS43ZIPFOBYIOSFSSFCWA
Type : Exchange ExchangeArchive

Preeta,

My prior concerns aside, please'ﬁnd attached (1 file) some suggested edits and comments froman ISOO
perspective.

Best,

Jay

_ William J. Bosanko
Director

Information Security Oversight Office
The National Archives Building

700 Pennsylvania Avenue, N.W.
Washington, DC 20408

(202) 357-5205 (office)
[ FOTA(D) (&) - [ce]l)
(202) 357-5907 (fax)

NWH#:12756 DocId: 53168904
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Attacﬂments
Wikileaks Memo 120110 ISOO Comiments.docx(37.9 KB)

HW$#:12756 DocId: 59168904
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DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

From: Jacob J. Lew
Director

SUBIECT: Protection of Classified Information

FOLA (D) (P

NWH#:12756 Deocld: 59168904



DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

’,-"FOIA(b) 15)

Thank you for your cooperation and assistance,

Attachment {Model Agency Notice)

MWH:12756 DocId: 59168504



DEUBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

MODEL AGENCY NOTICE TO EMPLOYEES AND CONTRACTORS
CONCERNING SAFEGUARDING OF CLASSIFIED INFORMATION

FOIA (D) (5]

NW#:12756

Docld: 598168504



DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

/FOIAb) (5)

Thank you for your ¢coperation, and for your vigilance to these responsibilities.

NW#:12756 DocId:59168%04
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Fwd: Re: Wikileaks
Date : December 1, 2010, 1:46:19 pm EST
Size : 43.5 KB
Folder : William Bosanko:archive-wiliam\Sent Iterns
From: Wzﬂlam Bosanko

To : Ben McElyea <Ben.McElyea@nara.gov>,Rob Bledsoe <Rob.Bledsoe@nara.gov>,

Bernarr Coletta <Bernarr. Coletta@nara.gov:>,David Omorogbe <David.Omoro gbe@nara.gov>,
Keith Day <Keith.Day@nara.gov>,Leo Scanlon <Jeo.Scanlon(@nara.gov>,

Mario Barroga <Mario.Barroga@nara.gov>,Mark Bartholomew <Mark Bartholomew(@nara.gov>,
Natalie Leontiev <Natalie.Leontiev@nara.gov>.. ¥

Ce¢ : Charles Piercy <Charles.Piercy@nara. gov>,GaryM Stern <(GaryM.Stem@nara.gov>,
Haseen Uddin <Haseen.Uddin@nara.gov>

71 1d : ASIN 345UTUQ2WLGZEATY1QHOOVB2KRWPA

Type : Exghange ExchangeArchive

FYI- OMB 1s getting ready to. issue a second memo that addresses this issue.

It is my understanding that NARA has already taken the necessary action to block access to the pertent sites.
Jay

>>> Leo Scanlon 12/1/2010 1:11 PM >>>
re: the OMB memo 11-06 and subsequent actions we might have to take

The memo instructs us fo create a security assessment team to review a number of things; NHI would be on the
hook to look at the security plans and configuration settings of the classified systers--my guess it holdings
management and others will have some mput on physical security controls--NHI would be an inferested party to
that review, as it would be part of our assessment of that contro] family for those systens.

In the mean fime, I think Marianne Swanson's argument is (attached thread) unassailable, and the implication is
that if we don't block the Wikileaks site, we run the risk of managing spiliage of the classified documents that are
on that site.

Additionally, maybe we need a reminder to the general user population that reiterates her citation of the EQ, and
tells people that they should avoid downloading from any site that advertises copies of the wikileaks documents.

Proper reading of the statute would also imply you should not be handling this stuff on your personal computers
etther...

NWH: 12756 DocId: 521683905
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Leo

>>> "Swanson, Marianne” <marianne. swanson@mist. gov> 12/1/2010 12:16 PM >>>

Executive Order 13526, Section 1.1{4){2) states

"Classified Information shall not be declassified automatically as a

result of any unauthorized disclosure of identical or similar information.” The information was neither properly nor

improperly "declassified” by the appropriate aut

Mariarne Swanson

hority and requires continued classification or reclassification.

FOTA({Db) {5)

NWH:12756 DocId: 59168305

w3



122013

Attachments

NWH:12756

DocId: 5531683905
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Fwd: Re: FW: Draft OMB Guidance on WikiLeaks and Modei Notice to Employees/Contractors
Date : December 1, 2010, 14835 pm EST
Size : 748 KB
Folder : William Bosanko:archive-willam\Sent Iterns

From : Willam Bosanko

TO . FCIA (D) (6)

7L 1d : IXALQTEOEWG2VDWZK SLHOG5ZD1BSIM2HA

Type : Exchange ExchangeArchive

Bill,

The train keeps chugging along. Iam not certain that I am even commenting on the latest, but have provided
Preeta with my thoughts] _ FOIA (b) (5) i

Jay

Artachments

Enclosed Message 2.eml(45 KB)

NWH: 12756 DocId: 591683906



DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

MEMORANDUM FOR THE HEADS GF EXECUTIVE DEPARTMENTS AND AGENCIES

From: lacol ). Lew
Director

SUBJECT: Protection of Classified Information

FOIR(b) (5)

NWH#:12756 RocId: 59168906



DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

FOIA{Db) (5)

Thank you for your cooperation and assistance.

Attachment (Model Agency Notice)

NWH:12756 Docld: 59168906



DELIBERATVE AND PRE-DECISIONAL DRAFT 12-1-10

MODEL AGENCY NOTICE TO EMPLOYEES AND CONTRACTORS
CONCERNING SAFEGUARDING OF CLASSIFIED INFORMATION

FOIR(b) {5)

NW:12756" DocId: 52168906



DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

FOIA(h) (D)

Thank you for your coopefation, and for your vigilance to these responsibilities.

NWH#:12756 DocId: 59168506
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Re: FW: Draft OMB Guidance on Wikileaks and Model Notice to Employees/Contractors
Date : December 1, 2010, 1:50:36 pm EST
Size : 24.8 KB
Folder : William Bpsanko:archive-wﬂ]iam\Sent Items
From : William Bosanko
To : William Cra <Willam.Cra@nara. gov-_>
71, 1d : PS4QMSHRS3VQZ24ITHK E2ZOFXSSCB4UHB
Type : Exchange ExchangeArchive

Thanks.

FOIA(D) (D)

>>> William Cira 12/1/2010 147 PM >>>
Those are very good suggestions.

>>> William Bosanko 12/1/2010 1:44 PM >>>
Preeta,

My prior concerns aside, please find attached (1 file) some suggested edits and comments from an ISOO
perspective,

Best,

Jay

William J. Bosanko
Director

NWH: 12756 DocId: 59168907
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Information Securtty Oversight Office
The National Archives Building
700 Pennsybvania Averue, N.W.
Washmgton, DC 20408

(202) 357-5205 (office)
| rommier (cell)
(202) 357-5907 (fax)

Attachments

NWH:12756  DocId:59168907 | y



120273
RE: FW: Draft OMB Guidance on Wikileaks and Model Notice to Employees/Contractors
Date : December 1, 2010, 2:17:330 pm EST
Size : 76.4 KB

Folder : William Bosanko:archive-wilhlam\Sent items

From : William Bosanko
To : Trent Teyema FOIA(Db) (6) Preecta D. Bansal <Preeta_D._ Bansal@omb.eop.gov>
Cc': William Cira <Willam.Cira@nara.gov> ,I Eom(b)'1‘3)‘"-—"-50--%@--4@3~-1-(-1.;4.1.;...z..Spu.nggﬁ,_@_ m’ethods
Charles T. Newman FOIA (o) 1) IChristopher Painter

FOIA (b) {6) ' :
Howard A. Schmidt} roab) (6 Michael Howell

<Michael_Howell@0mb.eop.g_ov>—,
Vivek Kundra <Vivek_Kundra@omb.eop.gov>

ZL 1d : NTLOS10WXIBWDFIREBIVYJTHIMIMVX4AQB
Type : Exchange ExchangeArchive
Thanks. Good pomts. Attached are some adjustments to what [ just sent..

Jay

>>>"Teyerma, Trent" FOIA (b} (6] 12/1/2010 2:04 PM >>>

Minor suggestions from NSS Cyber for consistency with 11/28/2010 memo and any Justice equties.

Trent R. Teyema
Birector for Cybersecurity

National Security Staff

Ofhce: FOIA (L) (6]

HW#:12756 DocId: 59168908 W0
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),4"FOIA(b) {3) - 50 UsC 403-1{i) (1) - Scurces and methods

From: William Bosanko [maitto:william. bo'éanko@nara.gov]

Sent: Wednesday, December 01, 201{) 1:44 PM

To: Bansal, Preeta D.

Cc: I I: Wll[eam Cira; Newman, Charles L.; Painter, Christopher; Schmidt, Howard A.;
Teyema, Trent; Howell, Mmhael Kundra, Vivek

Subject: Re: FW: Draft OMB Guidance on WikiLeaks and Model Notice to Employees/Contractors

Preeta,

My prior concerns aside, please find attached (1 file) some suggested edits and comments from an ISO0 perspeclive.

Best,

Jay

William J. Bosa nko
Director

Information Security Oversight Office
The National Archives Building

700 Pennsylvania Avenueg, N.W,
Washington, DC 20408

{202) 357-5205 (office)}
1 roiatb) (€) I(celt)
(202) 357-5507 (fax)

Attachments
Wikil eaks Memo 120110 ISOO Comments 2.docx(37 KB)

NWH: 12756 DocId: 59168908
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DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

From: Jacob ). Lew
Director

SUBJECT: Protection of Classified Information

FOIA(D) (5)

NW$#:12756 DocId: 59168908



DELIBERATIVE AND PRE-DECISIONAL CRAFT 12-1-10

FOIA(b] (5)

Thank you for your cooperation and assistance.

Attachment (Model Agency Notice)

RWH#:12756 DocId: 59168908



DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

MODEL AGENCY NOTICE TO EMPLOYEES AND CONTRACTORS
CONCERNING SAFEGUARDING OF CLASSIFIED INFORMATION

FOIA(DL) (5)

NiW#:12756 DoclId: 59168308



DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

FOIA (L) (5)

Thank you for your cooperation, and for your vigilance to these responsibilities.

NW§: 12756  DocId: 59168908
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RE- FW: Draft OMB Guidance on WikiLeaks and Model Notice to Employees/Coniractors
Date : December 1, 2010, 234:02 pm EST
Size : 33.9 KB
Folder ;: Wiliam Bosanko:archive-william\Sent [tems

From : Wiliam Bosanko |

To : Trent Teyema FOIA(D) (6)

7L 1d : BUXZTXZRC5VNHNREID030F230FHDQCVMA
Type : Exchange Exchange Archive

Trent,

Thanks; again for taking a fow minutes to discuss the mtent, etc.
Best, |

Jay

Wiliam J. Bosanko
Direcior

Information Security Oversight Office
The National Archives Building

700 Pennsylvania Avenue, N.W.
Washington, DC 20408

(202) 357-5205 (office)

I TOTA(b) (8) kce]])
(202) 357-5907 (fax)

>>> "Teyema, Trent' FOTA(b) (6) 12/1/2010 2:04 PM >>>

Minor suggestions fiom NSS Cyber for consistency with 1 1/28/2010 memo and any Justice equities.

HWH:12756 DocId: 591683909
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Trent R. Tevema
Director for Cybersecurity

National Security Staff’

Office; FOIR (0] (6}

Frome William Bosanko [mailto:wi[liam.bosanko@nara.gov]

Sent: Wednesday, Decernber 01, 2010 1:44 PM

To: Bansal, Preeta D.

Cc: 'Kshemendra.Paul@dni.gov'; William Cira; Newmarn, Charles L.; Painter, Christopher; Schmidt, Howard A.;
Teyema, Trent; Howell, Michael; Kundra, Vivek

Subject: Re: FW: Draft OMB Guidance on WikiLeaks and Model Notice to Employees/Contractors

Preeta,

My prior concerns aside, please find attached (1 file) some suggested edits and comments from an SO0 perspective.
Best,

Jay

Willilam J. Bosanko
Birector

Information Security Oversight Office
The National Archives Building

700 Pennsylvania Avenue, N.W.
Washington, DC 20408 '
NW#:12756  DocId:59168909

AR
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-5205 (office)
l FOIA(b) (6) he[;)

(202) 357-5907 (fax)

Attachments

NWH:12756

DoclId: 59168909

am



12213
FYI re draft OMB Memo
Date : December [, 2010, 23502 pm EST
Size : 51.6 KB
Folder : William Bosanko:archive-william\Sent Items

From : Wilkam Bosanko

To Willam H. Leary

ZL1d: HSTJZNZOVONI\SCT.PSPX4D43CSOHGXMPUITA
Type : Exchange ExchangeA;Ehiye '

Here is the latest (I have seen) wrthmy suggested edits.

Jay ‘.

Attachments

WikiLeaks Memo 120110 ISOO Cormments 2.dacx(37 KB)

NWH#:12756 DocId: 53168310

\FOIA(b) {(2) — 50 USC 403-1(i) {1} - Sounrces and methods
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OELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

From: Jacob ). Lew
Director

SUBJECT: Protection of Classified Information

FOLA (B |5)

NWH:12756 DocId: 59168910



DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

EOTIA (D) {(5)

Thank ydu for your cooperation and assistance.

Attachment {Model Agency Notice)

NWH#:12756 DocId: 59168310



DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

MODEL AGENCY NOTICE TO EMPLOYEES AND CONTRACTORS
CONCERNING SAFEGUARDING OF CLASSIFIED INFORMATION

Ec;‘um(b) (5}

NWH#:12756" DocId: 521683910



DELIBERATIVE AND PRE-DECISIONAL DRAFT 12-1-10

géiﬂ(b) (5}

Thank you for your coaperation, and for your vigilance to these responsibilities.

NWH#:12756 DocId: 59168910



14213
Fwd: Re: Wikileaks
Date : December 1, 2010, 236:03 pm EST
Size : 50 KB
Folder : Willam Bosanko:archive-willlam\Sent Items
From : William Bosanko

To : Ben McElyea <Ben McElyea@nara.gov>,Rob Bledsoe <Rob.Bledsoe@nara.gov>,

‘Bernarr Coletta <Bemarr.Coletta@nara.gov:>,David Omorogbe <David. Omorogbe@nara. gov>,
Keith Day <Keith. Day@nara.gov>>,Leo Scanlon <Leo.Scanlon@nara.gov>,

Mario Barroga <Mario. Barroga@nara.gov>,Mark Bartholomew <Mark. Bartholomew(@nara.gov>,
Natalie Leontiev <Natalie.Leontiev@nara.gov>..

Ce : Charles Piercy <Charles. Piercy@nara.gov>,GaryM Stern <GaryM. Stern@nara.gov>,
Haseen Uddin <Hascen. Uddm@nara.gov>

7L 1d : DAPSOVUMTIQICWSBRRLKKUI1IXUCLPSDBB
Type : Exchange ExchangeArchive
I would sit tight pending the direction from OMB. There are still too many questions.

For example - noting "wikileaks" is one thing...but where do you stop?

Here is the problem traditional media outkts are all covering the story and uoting ﬁom the materla]s found at

----------------------- FOTA (D) (5)

>>> [ ea Scanlon 12/1/2010 1:58 PM >>>

Jay,

Should we send a reminder to folks about accessing/handling these classificd documents from other sources?
Leo

>>> William Bosanko 12/1/2010 1:46 PM >>>
FYI - OMB 1s getting ready to issue a second memo that addresses this issue.

It is my understanding that NARA has already taken the necessary action to block access to the pertiment sites.
Jay

>>>Leo Scanlon 12/1/2010 1:11 PM >>>
re: the OMRB memo 11-06 and subsequent actions we might have o take

NWi: 12756 DocId: 59168911 "
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The memo instructs us to create a security assessment team to review a number of things; NHI would be on the
hook to look at the security plans and configuration settings of'the classified systems--my guess it holdings
management and others will have some input on physical security controls--NHI would be an interested party to
that review, as it would be part of our assessment of that control family for those systems,

In the mean time, I think Marianne Swanson's argument 1s (attached thread) unassailable, and the implication is
that if we don't block the Wikileaks site, we run the risk of managing spillage of the classified documents that are
on that site.

Additionally, maybe we need a reminder to the general user population that reiterates her citation of the EO, and
tells people that they should avoid downloadmg from any site that advertises copies of the wikileaks documenits.

Proper readmg of the statute would also imply you should not be handling this stuff on your personal computers
etther...
Leo

>>> "Swanson, Marianne" <marianne.swanson@nist.gov> 12/1/2010 12:16 PM >>>

Executive Order 13526, Section 1.1(4)(2) states "Classified Information shall not be declassified automatically as a
result of any unauthorized disclosure of identical or simitar information.” The information was neither properly nor
improperly "declassified” by the appropriate authority and requires continued classification or reclassification.

Marnanne Swanson

FOIA (L) (5)

WH: 12756 bocld: 55168511
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FOTA(b) (5)

Attachments

NW#:12756

DocId: 59168911
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Fwd: Re: Wikileaks
Date : December 1, 2010, 2:43:18 pm EST
Size : 409KB
Folder : Willam Bosanko:archive-william\Sent Items
From : Willam Bosanko
To : GaryM Stern <GaryM.Stern@nara.gov>
7L 1d : GWQOBIH44VDXXE0N2Q53NSUUCFYODTDDQRB
Type : Exchange ExchangeArchive

That 5 the okl memo. They are working on another.

>>> (GaryM Stem 12/1/2010 2:40 PM >>>
Jay, here's the OMB memo (in case you hadu't yet seen 1), which doesn't say a whole lot specifically, unless
there is something else coming as well.

>>> William Bosanko 12/1/10 2:.36 PM >>>
I would sit tight pending the direction from OMB. There are still too many questions.

For example - noting "wikileaks" is one thing..but where do you stop?

Here is the problem traditional media outlets are allcoveringthe story and quoting fiom the materials found at

- >>> Leo Scanlon 12/1/2010 1:58 PM >>>

Jay, -
Should we send a remmder to folks about accessmg/handling these classified documents from other sources?
Leo '

>>> William Bosanko 12/1/2010 1:46 PM >>>
FYT - OMB s getting ready to issue a second memo that addresses this ssue.

It is my understanding that NARA has already taken the necessary action to block access to the pertinent sites.

Jay

NWH#:12756 Docld: 59168912
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>>> Leo Scanlon 12/1/2010 1:11 PM >>>
re: the OMB memo 11-06 and subsequent actions we might have to take

The memo instructs us to create a securify assessment team to review a mumber of things; NHI would be on the
hook to look at the security plans and configuration settings of the classified systems--my guess it holdings
management and others will have some input on physical security controk--NHI would be an interested party to
that review, as it would be part of our assessment of that control family for those systems.

In the mean time, [ think Marianne Swanson's argument is (attached thread) unassailable, and the implication is
that if we don't block the Wikileaks site, we run the risk of managing spillage of the classified documents that are
on that site.

Additionally, maybe we need a reminder to the general user population that reiterates her citation of the EQ, and
tells people that they should avoid downloading from any site that advertises copies of the wikileaks documents.

Proper reading of the statute would also imply you should not be handling this stuff on your personal computers
either...
Leo

>>> "Swanson, Marianne" <marianne. swanson@nist.gov:> 12/1/2010 12:16 PM >>>

Executive Order 13526, Section |.1(4)(2) states "Classified Information shail not be declassified automatically as a
result of any unauthorized disclosure of identical or similar information.” The information was neither properly nor
improperly "declassified" by the appropriate authority and requires continued classification or reclassification.

Marianne Swansaon

FOIA (D) 15)

WH: 12756 Docld: 59168912
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Re: FW:FACT SHEET: U.S. Government Mitigation Efforts in Light of the Recent Unlawful Disclosure of
Classified Information

Date : December 1, 2010, 2:44:37 pm EST

Size : 107.7 KB

.~ ECIA(p) (3) - 50 USC 403-1{1i)(1) - Sources and methods
Folder : William Bosanko:archive-william\Sent ¥tems
From : William Bosanko
' e T T TTFOIAL(L) (6)
To:|_ ‘Wiltiarn H. Leary _ A

Z1. 1d : AFORSDTFYBSHHAIMCPNOMAMPSXP11KI1A
Type : Exchange ExchangeArchive

Agree. This 1s a good thing

>>> "Leary, Willam H." _ _ 127172010 247 PM >>>

Actually, this describes a number of steps taken by State, DoD), and DN that sourd quite sensible to me.

From: Leary, William H,

Sent: Wednesday, December 01, 2010 2:32 PM

To: 'William Bosanko' ’I_'_I ,,,,,,,,,,,, oo e TEOIA(D) {3) - 50 USC 403-1{i) {1) - Sources and methods
Subject: FW: FACT SHEET: U.S. Government Mitigation Efforts in Light of the Recent Unlawful Disclosure of
Classified Information

Here is what has driven the urgency of recent efforts.

From: Tibbits, Nathan D.

Sent: Wednesday, December 01, 2010 2:25 PM

To: #EXECSEC

Subject: FW: FACT SHEET: 1).S. Government Mitigation Efforts in Light of the Recent Unlawful Disclosure of
(assified Information

NWE:12756 DocId: 59168913
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Thanks,

Nate

From:: White House Press Office [mailto: noreply@messages.whitehouse.gov]

Sent: Wednesday, December 01, 2010 2:24 PM

To: Tibbits, Nathan D.

Subject: FACT SHEET: U.S. Government Mitigation Efforts in Light of the Recent Unlawful Disclosure of Classified
Information

THE WHITE HOUSE

Office of the Press Secretary

For Immediate Release December 1, 2010

FACT SHEET: U.S. Government Mitigation Efforts in Light of the Recent Unlawful Disclosure of
Classified Information

As part of an integrated federal government approach to respond to the unlawful and rresponsible disclosure of
classified information by Wikileaks, the National Security Staff has been coordinating an inferagency effort 1o
examine the policies and practices surounding the handling of classified mformation, and fo put in place
safeguards to prevent such a compromise from happening agam.

The 9/11 attacks and their aftermath revealed gaps n mnfra-governmental information sharing. During the past
decade, departments and agencies have tried to elimmate those gaps, resulting in considerable improvement m
information-sharing. At the same titme, federal policies underscore the importance of the existing prohibitions,
restrictions, and requirements regarding the safeguarding of classified mformation. Our national security requires

nga:t ieﬂ%egmb Mﬁﬂlgg ?&%ﬁ%ﬁgﬁfgﬁe to protect our citizens, our democratic institutions, our
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homeland and our partners. Protecting mformation critical to our nation's security is the responsibility of each
mdividual and agency granted access to classified nformation.

NATIONAL SECURITY STAFF INITIATIVES

On December 1, 2010, the National Security Advisor named Russell Travers to serve as the National Security
Staff's Senior Advisor for Information Access and Security Policy. Travers will lead a comprehensive effort to
identify and develop the structural reforms needed in light of the Wikileaks breach. His responsibilities will
mclude: '

Advising the National Security Staff on corrective actions, mitigation measures, and policy
recommendations related to the breach.

Facilitating interagency diséussi()ns and developing options for Deputies, Principals, and the President
regarding technological and/or policy changes to limit the likelhood of such a leak reoccurring,

Additionally, the President's Intelligence Advisory Board (PTAB) will take an independent look at the mears by
which the Executive Branch as a whole shares and protects classified nformation. While the PIAB's traditional
mandate 1 the examination of intelligence issues, the members' requisite security clearances, deep understanding
ofthe wider United States Government national security mission and appreciation of the scope and complexity of
classified government corputer networks, make it particularly well-suited to immediately undertake this U.S.
Government-wide review. As a part of this undertaking, the PIAB wilk:

Work with departments and agencies across the government to ensure they gain a cornprehelnsive
~ appreciation of all relevant challenges and requrements necessary to safeguard classified information and
networks.

Examine the current posture of the whole of government with regard to leaks of classified mformation.
Examme the balance between the need to share information and the need to protect information.

Review the degree to which the government is organized to achieve information handling goals, consistent
with our interests in security, mformation sharing, and transparency.

These efforts by the NSS and the PIAB will complement actions being taken across the Federal Government.
The Office of Management and Budget (OMB) has drected each department or agency that handles classified
information establish a security assessment team consisting of counterintelligence, security, and information
assurance experts to review the agency's implementation of procedures for safeguarding classified information
against improper disclosures. The OMB has directed that each review should nclude (without limitation)

evaluation of the agency's configuration of classified government systems to ensure that users do not have
NW:12756 DocId: 59168913



14214

broader access than is necessary to do their jobs effectively, as well as implementation of restrictions on usage
of, and removable media capabilities fom, classified government computer networks. The OMB, the
Information Security Oversight Office, and the Office of the Director of National Intelligence will stand up
processes to evaliate, and to assist agencies in their review of security practices with respect to the protection of
classified mformation.

Prior to the issuance of this OMB Drrective, several agencies had proactively mitiated measures to firther
safeguard classified mformation and networks. The following are examples of the numerous mitigation efforts
underway across the interagency.

DEPARTMENT OF STATE INITIATIVES

The Secretary of State has commissionied a review of State Department security procedures. The Under
Secretary for Management has assembled a team of senior management professionals in all related areas to
conduct a thorough review of current policies and procedures to ensure that they are fully abreast of the
challenges faced. Their efforts will be coordinated with the Bureau of Intelligence and Research to ensure that a
measures taken strike the correct balance between the critical need to protect classified information and the

- equally compelling requiremert to ensure that i is shared with those who need it in their work to advance our
national security.

This review has already reaffirmed the Department's policy of deploying "thin client” computer units without
removable media options and limiting the ability to download material from classified terminals to only approved
and controlled circumstances.

The Department will also deploy an automated tool that will continuously monitor the classified network to detect
anomalies that would not be readily apparent. This capability will be backed up by a professional staff who will
promptly analyze these anomalies to ensure that they do not represent threats to the system.

The mandatory annual training and recertification requirement that all employees must satisfy is being reviewed to
see if additional material needs to be added to bolster this on-going effort.

In the mtermn, the Department has suspended access to the Net Centric Diplomacy (NCD) database of
diplomatic reporting , and its classified "ClassNet" web sites and SharePoint sites previously accessible through

the Secret Internet Protocol Router Network éSIPRN et), while retaming access via the Joint Worldwide
NWH: 12756 DocId: 59168913
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Inteligence Commumications System..
DEPARTMENT OF DEFENSE (DoD) INITIATIVES

On August 12, 2010, Defense Secretary Robert Gates commissioned two reviews 1o determine what policy,
procedural and/or technological shortfalls contributed to the umauthorized disclosure to the Wikileaks website.
He specifically directed an assessment to determine if the DoD had appropriately balanced restrictions &
associated with mformation security and the need to provide our front-line personnel with the information needed
10 accomplish their assigned missions.

As a result of these two reviews, a number of findings and recommendations are in the process of being assessed
and implemented, ncluding the Hlowing:

Disablng and controlling use of removable storage media on DoD classified networks to prevent
download from classified networks.

Developing procedures to monitor and detect suspicious, unusual or anomalous user behavior (similar to
procedures now bemg mplemented by credit card companies to detect and monitor faud).

Conducting security oversight mspections in all Combatant Commands.
Undertaking vulnerability assessments of DoD networks.

Improving awareness and compliance with information protection procedures. Specific examples being
undertaken at the Combatant Command level inchude:

Increased "msider threat” training focusing on awareness of associated activity.

Multi-discipline trammng between traditional security, law enforcement and information assurance at all
echelons.

The establishment of "Tasider Threat Working Groups" to address the Wikileaks incident and prevent
reocCurrence. ;

Component-determmed restricted access to the Wikileaks sife to prevent further dissemination or
downloading of classified information to unclassified DoD networks.

Restating of policy to all personnel regarding restrictions on downloading to government systems and
cautionary advice regarding personal IT systems.

Individual DoD components are taking additional action as relevant and appropriate, ranging from random
NW#: 12756 DocId: 59168913 7
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physical mspections to enabling new security features on networks. Leadership reinforcement of workforce
responsibilities and new mitiatives to safeguard mformation are key components of DoD's mitigation efforts.
Department-wide, the Pentagon is accelerating its publication of policy issuances related to the mformation
security program as well as focusing mereased attention on detecting potential msider threats.

OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE (ODNI) INITIATIVES

The ODNI is working as part of the mtegrated whole of government approach to assist agencies m their review
of security practices.

In coordmation with the larger OMB effort, ODNI is developmg recommendations to enhance security within the
Intelligence Community (IC), to include:

Insider Threat Assessrmnt Inspections: Departments and Agercies will establish inspection teams, with
assistance provided by ODNI/ONCIX, consisting of Counterintelligence (CI), Security, and Information
Assurance (LA) experts to identify removable media policies and their implementation.

Enhanced Autormated, On-Line Audit Capabilty: Systems will monitor user activity on all IC classified
computer systems to detect unusual behavior. Additionally, a fully staffed analytic capability will put a
human eye on the suspect activity.

Removable Media Policies Review: Department and Agencies will review current policies and
procedures to reduce risk posed by removable media within each organization.

Policy Compliance Action Plan: Departments and Agencies will assess the level of compliance with
existing Cl, Security, and A policies to identify discrepancies and will establish a plan to track and
report Improvements.

Information Assurance Training: Departments and Agencies will conduct mandatory regular tramings for
all employees on the handling of classified mformation. .

Review Secure Device Settings: Depariments and Agencies will mandate a compliance review of secure
system configuration settings.

i

Unsubscribe

The White House - 1800 Pennsylvania Avenue, NW - Washington DC 20500 - 202-456-1111
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FYI re Wikileaks
Date : December 1, 2010, 2:48:11 pm EST
Size : 10.9 KB
Folder : William Bosanko:archive-williarriSent Items
From : William Bosanko
To :.David Ferriero <Daﬁd.Fen‘iero@nara. gov>
Z1.1d : PLFIQATHR5C5LVNVYZOHQ50GYEXMTXXYB
Type : Exchange ExchangeArchive
FYI - here 15 the latest (all good):

v/th

bttp//www. whitehouse,
- recent-unlawiil-disclo

-press-office/201 0/12/0]/fact-sheet-us-

The draft is still churning alongl FOTA (B} (5)

Attachments

HWH:12756 Docld: 59168914
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RE: FW: Draft OMB Guidance on Wikil.eaks and Model Notice to Employees/Contractors
Date : December 1, 2010, 3:06:15 pm EST |
Size : 33.1 KB o FOTR(E) (8)
Folder : William Bosanko:archive-willam\Sent Items

From : William Bosanko

To : Trent Teyéma| |;P’fééta D. Bansal <PreetaD. Bansal@omb.eop.gov>,
Jason (SMO) Chipman <Jason. Chipman(@usdo).gov>>

FOTALD) 137 = 50 UE0-A03-1 1) (1] .~ BOUTCRE and 1ethod5

Cc : William Crra <William, Cira(@nara.gov> e T

Charles L. Newman|. ,Christopher Pamter

) _ l ' e ~FOIA(E) (6]
Howard A. Schmudt | Michae] Howell """
<Michael Howell@omb.eop.gov>, ' ”
Vivek Kundra <Vivek Kundra@omb.eop.gov>

7L Id : AOCUD3RBEMCLI3KNTAMNNYGTPH4URS0JA
Type : Exchange ExchangeArchive

Preeta,

FOTA (D} (5)

Best,
Jay

>>> "Bansal, Preeta D." <Preeta_D. Bansal@omb.cop.gov> 12/1/2010 4:42 PM >>>

Attached is the latest iteration, ncorporating almost all comments to date| e e e

| } Also copying DOJ (Jason). Please let e know by 5:15 if
you have violent objections with this. Otherwise, this will go-..._

TUROTA (b)) (B)

NWH#:12756 DocId: 59168915
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Precta D. Bansal

OMB General Counscl and Senior Policy Advisor ‘,:"EOIAl(b) (3) - 50 USC 403-1{1i] (1) - Sources and metheds

395-5044

From: William Bosanko [maiIto:williarr‘l,.ﬁésanko@nara.gov}
Sent: Wednesday, December 01, 2010 2:17 PM

To: Teyema, Trent; Bansal, Preeta D.
Cc:l Jwilliam Cira; Newman, Charles L; Painter, Christopher; Schmidt, Howard A.;
Howell, Michael; Kundra, Vivek '

Subject: RE: FW: Draft OMB Guidance on WikitLeaks and Model Notice to Employees/Contractors

Thanks. Good points. Attached are some adjustments to what I just sent..

Jay

>>> "Teyema, Trent" D010 0PI ST RO

Minor suggestions from NSS Cyber for consistency with 11/28/2010 memo and any Justice equities.

Trent R. Teyema
Director for Cybersecurity

National Security Staff

TTTUFOIA (L) (6)

Office;| e

Fron: William Bosanko [mailto:william.bosanko@nara.gov]
Sent: Wednesday, December 01, 2010 1:44 PM

NWH:12756 DocId: 59168315

HR
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To: Bansal, Preeta D.

Cei | william Cira; Newman, Charles L.; Painter, Christopher; Schmidt, Howard A.;
Teyema, Trent; Howell, Michael; Kundra, Vivek

Subject: Re: FW: Draft OMB Guid“:;nce on WikiLeaks and Model Notice to Employees/Contractors

Preeta,
My prior concerns aside, please find attacﬁe_d (1 file) some suggested edits and cornments from an ISQ0 perspective.

Best,

\E‘OIA(b) {3} - 50 USC 403-1(i) (1) - Sources and methods

Jay

William J. Bosanko
Director

Information Security Oversight Office
The National Archives Building

700 Pennsylvania Avenue, N.W.
Washington, DC 20408

202) 357-5203 (office)
‘| FCIR(D) (6 cell)

(202) 357-5907 (fax)

Attachments

HW$#:12756 DocId: 59168915
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RE: FW: Draft OMB Guidance on Wikileaks and Model Notice to Employees/Contractors
D{ate : Decemmber 1, 2010, 520:02 pm. EST
Size : 41.3 KB
‘Folder : William Bosanko:archive-william\Sent Items

From : William Bosanko

To : Christopher Pamter Howard A. Schoudt

FOTA (b} [6) ‘
Trent Teyema' I,Preeta D. Bansal <Preeta_D. Bansal@omb.cop.gov>,
Jason (SMO) Clipman

Cc : W]]hamcn.a <Wﬂh‘amcira@nara'gov> FOIR (b)Y (3) - 50 UsC 403-1¢{i) (1) - Sourc:es.and”meth.ods .
Charles L. Newman  FOIA(b) (6) ,Michael Howell

- <Michael_Howell@omb.eop.gov>,
Vivek Kundra <Vivek Kundra@omb.eop.gov>

71 1d : MEQ5XELADJEIBGTCRSVFDI3SQOKGUSKTB

Type : Exchange ExchangeArchive

FOIA (D) (5)
Jay
>>> "Schmidt, Howard A." FOIA(L) (6) 12/1/2010 4:57 PM >>>
Thanks.

FRrom: Painter, Christopher

Sent: Wadnesday, December 01, 2010 16:56 PM

To: Schmidt, Howard A.: Bansal, Preeta D.; William Bosanko; Teyema, Trent; Chipman, Jason (SMO)
Cc: William Cira; Newman, Charles L.; Howell, Michael; Kundra, Vivek
Subject: RE: FW: Draft OMB Guidance on- thLeaks and Madel Notice to Employees/Contractors

FOIA(b) {3) - 50 USC 403-1(i) (1) - Sources and methods

FOIA (D) (5)

174

HWH: 12756 DocId: 59168916
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FOIA(L) (3) - 50 USC 403~1(i) (1) ~ Sources and methods

From: Schmidt, Howard A.

Sent: Wednesday, December 01, 2010 4: 53 PM

To: Bansal, Preeta D.; William Bosanko; Teyema, Trent; Chipman, Jason (SMO)

Ce:| Jwilliam Cira; Newman, Charles L.; Painter, Christopher; Howell, Michael; Kundra,
Vivek

Subject: RE: FW: Draft OMB Guidance on WikiLeaks and Model Notice to Employees/Contractors

Thanks Preeta,

FOTA(b) (D)

Howard

~“FOLA(b) (3} - 50 USC 403-1(i} (1) - Sources and methods

From: Bansal, Preeta D.

Sent: Wednesday, December 01 2010 16*42 PM

To: rent;” Chlpman Jason (SMO)

Ce: : William Cira; Newman, Charles L.; Painter, Christopher; Schmidt, Howard A.;
Howell, Michael; Kundra, Vivek

Subject: RE: FW: Draft OMB Guidance on WikiLeaks and Model Notice to Employees/Contractors

— “FOIA(b) (5)

Attached is the Iatest iteration, incorporating almost all conmnls to date

you have violent objections with this. Otherwise, this will go.

Preeta D. Bansal
OMBE General Counsel and Sentor Policy Advisor

395-5044

NW#:IE?EE_ DocId: 59168916 o4



1213 ‘.,.»-"'FOIA(b) {3) - 50 USC 403-1(i) (1) - Bources and methods

From: William Bosanko [mailto:wiiiiam.bosankg@ﬁéi?é.gov]
Sent: Wednesday, December 01, 2010 2:17PM
To: Teyema, Trent; Bansal, Preeta D,

Ce: : }Wi’fliam Cira; Newman, Charles L.; Painter, Christopher; Schmidt, Howard A.;
How , VIV

Subject: RE: FW: Draft OMB Guidance on WikiLeaks and Model Notice to Employees/Contractors

Thanks. Good points. Attached are some adjustments to what I just sent..

Jay

' T R e FOIA (b} {€)
>>» "Teyema, Trept” 1241120102704 PM S>>

Mmor suggestions from NSS Cyber for consistency with 11/28/2010 memo and any Justice equities.

Trent R, Teyerma
Dmector for Cybersecurity

National Security Staff

------------------------------------------------------------- FOIA (D) (o}°

Ofﬁéc: '

Rrom: William Bosanko [mailto:william.bosanko@nara.gov]

Sent: Wednesday, December 01, 2010 1:44 PM

To: Bansal, Preeta D.

Cc:l }..William Cira; Newman, Charles L.; Painter, Christopher; Schmidt, Howard A.;
Teyema, Trent, Howell, Michael, Kunhdra, Vivek

Subject: Re: FW: Draft OMB Guidance ori-WikiLeaks and Model Notice to Employees/Contractors

"'FOIA(b) {3) - 50 USC 403-1(i) (1) - Scurces and methods

Preeta,
NWH:12756 DoclId: 59168916
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My prior concerns aside, please find attached (1 file) some suggested edits and comments from an ISOO perspective.

Best,

Jay

William J. Bosanko
Director

Information Security Oversight Office
The National Archives Building

700 Pennsylvania Avenue, N.W.
Washington, DC 20408

(202) 357-5205 (office)
| Forn(r) () I(Oell)
(202) 357-5907 (fax)

Attachments

NW§:12756 DocId:531683916

444



121213
RE: FW: Drafi OMB Guidance on WikiLeaks and Model Notice to Employees/Contractors
Date : December 1, 2010, 523:56 pmEST
Size : 34.5 KB
Folder : William Bosanko:archive-william\Sent Items

From : William Bosanko

To : Trent Teyema LPreeta D, Bansal <PreetaD. Bansal@omb.eop.gov>,
Jason (SMQ)} Chipman e T TG A () (6)

Cc : Willam Cira <William.Cira@nara.gov>
ZL 1d : L3XGVIP2YR4TRDNIRH4A14B2XAQ3NBGRA
Type : Exchange ExchangeArchive

These are both excellent points.

TTTTROIA (LY (6)

>>> "Chipman, Jason (SMO)" | RARSISPMSSS T

Thanks. We have lwo comments:

FOTA| b (5)

From: Bansal, Preeta D. [mailto:Preeta_D._Bansal@omb.eop.gov]

Sent: Wednesday, December 01, 2010 4:42 PM ,

To: William Bosanko; Tevema, Trent; Chipman, Jason (SMO)

Cc| jwilliam Cira; Newman, Charles L.; Painter, Christopher; Schmidt, Howard A.;
Howell, Michael; Kundra, Vivek . '

Subject: RE: FW: Draft OMB Guidance on‘WHdLgaks and Model Notice to Employees/Contractors

_‘-'FOIA(]:)) {3) - 50 USC 4C3-1{i) (1) - Sources and methods

HW#: 12756 DocId: 52168917
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I FOIA (D) [5)

E I A]so copying DOJ (Jason) Please let me know by 5:15 if
you have violent objections with this. Otherwise, this will go.

Preeta D). Bansal
OMB General Counsel and Senior Policy Advisor

395-5044

From: William Bosanko [mailto: william.bosanko@rara.gov]

Sent: Wednesday, December 01, 2010 2:17 PM

To: 3D

Ce: GHCODED Willlam Cira; Newman, Charles L.; Painter, Christopher; Schmidt, Howard A.;
Howell, Michael; kundra, Vivek

Sub]ect RE: FW: Draft OMB Guidance on WikiLeaks and Model Notice to Employees/Contractors

Thanks. Good points. Attached are some adjustments to what I just sent..

Jay

R "Teyema, Trent" . UNCODED 12/1/2010 2:04 PM >>>

Minor suggestions from NSS Cyber for .consistency with 1 172872010 memo and any Justice equities.

Trent R. Teyema
Director for Cybersecurity

National Securtty Staff

O ﬁice‘ UNCODED
NWH#: 12756 DocId: 59168517
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-~ TFOIA(b) (3) - 50 USC 403-1(i) (1) - Sources and methods

Fron: William Bosanko [ mailto: william. bc}sénko@nara.gov]

Sent: Wednesday, December 01, 2010 1:44 PM

To: Bansal, Preeta D.

CC'I IWlIIlam Cira; Newman, Charles L.; Painter, Christopher; Schmidt, Howard A.;
Teyemna, Trent; Howell, Mlchael Kundra, Vivek

Subject: Re: FW: Draft OMB Guidance on WikiLeaks and Model Notice to Employees/Contractors

Preets,
My prior concerns aside, please find attached (1 file) some suggested edits and comments from an ISOO perspective,
Best,

Jay

Wifliam J. Bosanko
Director

Information Security Oversight Office
The National Archives Building

700 Pennsylvania Avenue, N.W,
Washington, DC 20408

202) 357-5205 (office)
. FOIA(Db) (6) cel)

(202) 357-5907 (fax)

Attachments

NW#:12756 DocId: 59168917 -
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Fwd: RE: FW: Draft OMB Guidance on WikilLeaks and Model Notice to Employees/Contractors
Date : December 1, 2010, 5:30:51 pm EST
Size : 73 KB

~ Folder : William Bosanko:archive-william\Sent [tems

From : Willam Bosanko

To FOIA(D) (6)

71.1d : AOVLUOLU2TIV24ZGWNDVSBZYDEGUKZYEB
Type : Exchange ExchangeArchive

[atest.

FOIA (L) (5)

Jay
Attachments

NW#:12756 DocId: 591683918

171




2727
Re: FW: Draft OMB Guidance on Wikil.caks and Model Notice to Emp
Date : December 1, 2010, 62048 pm EST
Size : 13.2 KB
Folder : Wiliam Bosanko:archive-willlam\Sent Iterns
Fr'om: William Bosanko
To : Preeta_D. Bansal@omb.eop.gov
71 Id : KABXCPPRAZYHWIQMWWAYTLXQ3IWPITAGB

Type : Exchange ExchangeArchive

FOIA(D} (5)

Just wanted to offer you an option.

From: "Bansal, Precta D." <Preeta_D. Bansal@omb.eop.gov>
To: Bosanko, William <William. Bosanko@nara.gov>

Cc: Cira, Willam <William Cira@nara.gov>

CC: FoTA(L) (3) - 50 USC 403-1{i){1) - SBources and methods |
Cc: Newman, Charles L.
To: Painter, Christopher <
To: Schmidt, Howard A. 5 _
To: Teyerma, Trent _ |

Cc: Howell, Michael <Michael Howell@omb.eop.gov>>
Cc: Kundra, Vivek <Vivek Kundra@omb.eop.gov>
To: Chipman, Jason (SMO)\ TOTA(L) (6)

FOIA(b) {6)

Sent: 12/1/2010 6:1539 PM
Subject: RE: FW: Draft OMB Guidance on Wikil eaks and Model Notice to
Employees/Contractors

FOIA (b} (5)

Preeta D, Bansal |
NW#:12756 DocId: 59168819
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OMB General Counsel and Semior Policy Advisor

395-5044 7 _x‘fFOIA(b) (3) - 50 USC 403-1{i){1) - Sources and methods

From: William Bosanko [maﬂtom]hambosanko@nara gov]

Sent: Wednesday, December 01, 2010 5:20.PM ,'

To: Pamter, Christopher; Schomdt, Howard A Teyema, Trent; Bansal,
Preeta D2 Jason (SMOQ) Chin
Cc: leham Cira; Newm:an, Charles L.; Howell,
Michael; Kundra, Vivek

Subject: RE: FW: Draft OMB Guidance on Wﬂ{ll_,eaks and Model Notice to

- Employees/Conftractors

______________________________________________ FOIA (b} (5}
Jay
>3 "Schmidt, Howard A ieanotoasTe T e
> - -
Thanks.

From: Pamter, Christopher

Sent: Wednesday, December 01, 2010 1656 PM

To: Schmidt, Howard A.; Bansal, Preeta D William Bosanko; Teyema Trent;
Chipman, Jason (SMO}

‘Ce: 'Kshemendra Paul@dni.gov'; Wﬂham Cira; Newman, Charles L.; Howell,
Michael Kundra, Vivek

Subject: RE: FW: Draft OMB Gmdance on Wikileaks and Model Notice to
Employees/Contractors ‘

FOLA (L) (5}

From: Schmidt, Howard A. ;

Sent: Wednesday, December 01, 2010 4:53 PM

To: Bansal, Precta D.; William Bosanko Teyemy, Trent; Chipman, Jason
(SMQ)

Cc: Wiiham Cira; Newman, Charles 1..; Pamter,
Christopher; Howell, Michael; Kundra, Vivek

Subject: RE: FW: Draft OMB Guidance on Wikil eaks and Model Notice to
Employees/Contractors

“Thanks Preeta,

NW#:12756 DocId: 591689153
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EOIA(DL) (5)

Thx
Howard

From: Bansal, Preeta D.
Sent: Wednesday, December 01, 2010 16 42 PM

CC' Wﬂham CII'a NCWIHBII, Cﬁari\é( )LE Pam%USC 403-1{i) {1} - Sources and methods
Christopher; Schmidt, Howard A.; Howell, Michael; Kundra, Vivek
Subject: RE: FW: Draft OMB Gudance on Wikil eaks and Model Notice to

Employees/Contractors

Atftached is the latest iteration, mcorporating almost all coniments to ‘

dated L. R I B FOLIA (b} (5)
TTTFOIA (B} (5)

| Also-copying POF (Jason): Please ket me kijow by S:i15ifyou 77T
have violent objections with this. Otherwise, this will go.

Preeta D. Bansal
OMB General Counsel and Senior Policy Advisor
395-5044

From: William Bosanko [mailto william.bosanko(@nara.gov]

Sent: Wednesday, December 01, 2010 2:17 PM

To: Teyema, Trent; Bansal, Preeta D,

Ccl I‘v’v’ﬂh&ﬁl Cira: Newman, Cﬁ%‘i‘é@ L3) Faﬁ%elsc 403-1{1i} (1) - Sources and methods
Christopher; Schmidt, Howard A.; Howell, Michael: Kundra, Vivek

Subject: RE: FW: Draft OMB Guidance on Wikil eaks and Model Notice to

Employees/Contractors

Thanks. Good pomts. Attached are some adjustments to what 1 just sent..

Jay

,,,,,,,,, e o) :¥ 05 I £}

>>> "Teyera, Trent" ; 121172010204 PM 55>
Minor suggestions from NSS Cyber for consistency with 11/28/2010 memo and
any Justice equuties.

T

NW#:12756 DocId: 593168319
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Trent R. Teyerma
Drrector for Cybersecurity

National Security Staff
Office] 0 Jeeme S

------------------------------------------------------------------ FOIA (b} (6]

From: William Bosanko [mailtowilliam.bosanko@nara.gov]
Sent: Wednesday, December (1, 2010 1:.44 PM
To: Bansal, Precta D,

Ccf }William Cira; Newmman, Charles L.; Painter,
Christopher; Schmidt, Howard A.;'T eyenz, Trent; Howell, Michacl; Kundra,
Vivek

Subject: Re; FW: Draft OMB Guldancc on WikiLeaks and Model Notice to
Employees/Contractors ;

Preeta,

My prior concerns aside, please find attached ( 1 ﬁle) some suggested
edits and comments from an ISOO perspective.

Best,

Jay

FOIA (b) {3} - B0 U8C 403-1(i} (1) - Scurces and metheds

Willlam J. Bosanko
Director

Information Security Oversight Office
The National Archives Building

700 Pennsylvania Avenue, N.W.
Washington, DC 20408

(202) 357-5205 (office)}
FOIA(D) {6) (cell) ‘
(202) 357-5907 (&x)

Attachments

HNW#:12756 DocId:59168%19
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Re: FW: Draft OMB Guidance on WikiLeaks and Model Nofice to Enyp
Date : December 1, 2010, 6:24:58 pm ES’i‘

Size : 14.2 KB
Folder : Willkam Bosanko:archive-william\Sent Items

From ; William Bosanko

To :I © roragl (6) IPreeta_D._Bansal@omb,eop.gov,

Ti: - ﬂ] . ) A ThE (3)--.=. 50 PSC 403-1(i) (1) - 8 d thod:
Cc . Wl]]lam Cn‘a <W Clra@ .g0V> FOIAChT (-3} (i) (1) ources and methods
FOIA(b) (6) N
[Michael Howeli@omb.eop.gov,

Vivek_Kundra@omb.eop.gov
ZL]1d: }H’3EN2PKF4AJHKL2EVIXHMIKKOEWERIB
Type : Exchange ExchangeArchive

O .k. Thanks.

From: "Bansal, Preeta D" <Preeta_D. Bansal@omb.eop.gov>
To: Bosanko, William <Wiliam Bosanko(@nara.gov>

Cc: Cira, William <Wilam, Cirra@nara. gov>

Cc: Kshemendra.Paul@ dni.go
Cc¢: Newnman, Charles L.
Cc: Pamter, Christopher
Cc: Schmidt, Howarg
‘To: Teyemm, Trent
Cc: Howell, Michael <Michael Howell@omb.eop.gov>
Cc: Kundra, Vivek <Vivek Kundra@omb.eop.gov>
To: Chipman, Jason {SMO) FOIA(D) (6)

{by {3} - 50 USC 403-1(i) (1) - Sources and methods

FOTA (b} (6)

Sent: 12/1/2010 6:15:01 PM _
Subject: RE: FW: Draft OMB Guidance on WikiLeaks and Model Notice to
Employees/Contractors

FOIA(D) (5

144
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FOIA (b} (5)

’,“'FOIA(b) {3y ~ 50 USC 403-1{i} (1} - Scurces and metheds

Preeta D. Bansal
OMB General Counsel and Senior Policy Adwsor
395-5044 .

From: William Bosanko [miltowﬂliambgs’éinko@nara. gov]

Sent: Wednesday, December 01, 2010 '5:06 PM

To: Teverna, Trent: Bansal, Preeta ID.; Jason (SMQ) Chipman

Cecs ‘William Cra; Newman, Charles L.; Pamter,
Christopher; Schnudt, Howard A.; Howell, Michael, Kundra, Vivek

Subject: RE: FW: Draft OMB Guidance on Wikileaks and Model Notice to
Employees/Contractors

Preeta,

L~ "ROTA (L) (5)

Best,
Jay

>>> "Bansal, Precta D." <Preeta D. Bansal@omb.cop.gov> 12/1/2010 442 PM
S>>
Attached 15 the latest feration, mcorporating almost all conmnents to
date §

| |Also copying DOJ (Jason). Please el me know by 5:15 Tyou e

have violent objections with this. Otherwise, this will go. TroTA ) (5)

Preeta D, Bansal
OMB General Counsel and Senior Pohcy Advisor
395-5044

NH#:12756 DocId: 59168920
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12413 : .~ FOLA(D) (3) - B0 USC 403-1{1}{1) - Sources and methods

From: Willam Bosanko [mailto wiﬂiambosankq@ﬁéra. gov]

Sent: Wednesday, December 01, 2010 2_:’17"E’7'M

To: Teyema, Trent; Bansal, Preeta D,

Cef ]Wﬂham Cira; Newman, Charles L.; Painter,
Christopher; Schindt, Howard A.; Howell, Michael, Kundra, Vivek

Subject: RE: FW: Draft OMB Guidance on WikiLeaks and Model Notice to
Employees/Contractors -

Thanks. Good points. Attached are some adjustments to what I just sent..

Jay

TUETROIA (L) (6)

>>> "Teyema, Trent" T O PRESSS T
Minor suggestions fomNSS Cybcr for consistency with 11/28/2010 memo and
any Justice equities.

T

Trent R. Teyema

Director for Cybersecurity
National Security Staff
Office:

From: William Bosanko [mailto :william bosanko@nara.gov]

Sent: Wednesday, December 01, 2010 1:44 PM

To: Bansal, Preeta D. -

Ce] Wllliar‘ﬂ"(liféimﬁé%ﬁm Chat ’I(.3) Panmter, 07111 (1) - Sonrces and wethods
Christopher; Schmidt, Howard A.; Teyena, Trent; Howell, Michael; Kundra, '

Vivek

Subject: Re: FW: Draft OMB Guidance on WikiLeaks and Model Notice to

Employees/Contractors

Preeta,

My prior concerns asude, please find attached (1 file) some suggested
edits and comments froman [SOO perspective.

Best,

Jay

HW#:iQ?BE. DocId: 53168820
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William J. Bosanko
Director

Information Security Oversight Office
The Natonal Archives Building

700 Pennsylvania Avenue, N.W.
Washington, DC 20408

(202) 357-5205 (office)
FOIA(D) (6) (ce]])
(202) 357-5907 (£x)

Attachments

NW#:12756 DocId: 59168920
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Re: FW: Draft OMB Guidance on WikilLeaks and Model Notice to Emp
Date : December 1, 2010, 7:02:41 pmEST

Size : 11.6 KB

Folder : William Bosanko:archive-william\Sent Items

From : William Bosanko

To |

FOIA(b) (6)

, .

I .
. i - ) T - USC 403-1(i) {1) - Scurces and methods
Cc : William Cira <William Cira@roza (x) 37 - 50 _

FOIA{Db) (6)

|
AL1d: BQY35MAIQRITHTGYJI3TTALACIEZITWRA

Type : Exchange ExchangeArchive

ISOO defer to others on the specific wording, but want to express our
support for the concept | '

FOIA({D) (D)

~~~~~ Original Message--- --
From: "Bansal, Preeta D." <Preeta_D._Bansal@omb.eop.gov>
To: Bosanko, William <Willam. Bosanko@nara.gov>>

Ce: Crra, Wilkiam <Wilkam Cira(@nara. pov>

Cc: FOIA (L) (3) - 50 USC 403-1(i) (1} - Scurces and methods I
Cec:Newman, Charles L. '
To: Painter, Christopher 4
To: Schmidt, Howard A.
To: Teyena, Trent
Ce: Howell, Michael <Michael_Howell@omb.eop.gove
Ce: Kundra, Vivek <Vivek Kundra@omb.eop.gov>
Ce: O'Neil, David (ODAG)

To: Chipman, Jason (SMO)

To: Rhee, Jeanmie (SMO) FOLA (B} (6)
To: Cedarbaum, Jonathan (SMO)

Cc: Monaco, Lisa (ODAG | '

FOIRA (b)) (6)

NWE:12756  DocId: 59168921
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Sent: 12/1/2010 6:42:10 PM
Subject: RE: FW: Draft OMB Guidance on Wikileaks and Model Notice 1o
Employees/Contractors

Loopmg m OLC re: a new draft of bullet 1 on the employee notice (see
last sentence esp.):

FOIA{b) {5)

Allachments

NWH#:12756 DocId: 59168921
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Re: Fwd: Re: Wikileaks
Date : December 1, 2010, 7:06:57 pm EST
Size :21.6 KB
Folder : Willlam Bosanko:archive-willam\Sent Itemns
From : William Bosanko

To : Ben McElyea <Ben McElyea@nara.gov>,Rob Bledsoe <Rob.Bledsoe@nara.gov>,

Bernarr Coletta <Bemarr.Coletta@nara. gov>,David Omorogbe <David Omoroghe@nara. gov>,
Keith Day <Keith. Day@nara.gov>,Leo Scanlon <Leo.Scanlon@nara.gov>,

‘Mario Barroga <Mario.Barroga@nara.gov>>Mark Bartholomew <Mark.Bartholomew(@nara.gov>,
Natalie Leontiev <Natalie. Leonticv@nara.gov>.. ¥

Cc i Charles Piercy <Charles.Piercy@nara. gox}>,GaryM Stern <GaryM. Stem(@nara.gov>,
Haseen Uddin <Haseen.Uddm@nara.gov>

ZLId : IWLUWKHITI3YM3DWIWL2DIEGIXCAYKTXB
Type : Exchange ExchangeArchive

Based on what I am seeing we might want to start thinking about how we
might insfruct staff and contractors that devices used to access NARA
systems (personally owned or contractor owned) shall not be used to access
the "wikileaks" site(s).

From: Leo Scanlon

To: McElyea, Ben <Ben.McElyea@nara.gov>

To: Bosanko, William <William. Bosanko@nara. gov>
To: Bledsoe, Rob <Rob.Bledsoe@nara.gov>

To: Coletta, Bernarr <Bernarr.Coletta@nara.gov>

Cc: Piercy, Charles <Charles. Piercy@nara.gov>

To: Omorogbe, David <David. Omorogbe@nara.gov>
Cc: Stern, GaryM <GaryM.Stern@nara.gov>

Cc: Uddin, Haseen <Haseen. Uddin{@nara.gov=>

To: Day, Keith <K eith. Day(@nara.gov>

To: Barroga, Mario <Maric.Barroga@nara. gov>

To: Bartholomew, Mark <Mark.Bartholomew(@nara.gov>
To: Leontiev, Natalie <Natalie.Leontiev@nara.gov>
To: Depp, Renita <Renita. Depp@nara.gov>

To: McMullen, Robert <Robert. McMullen@nara.gov>

NW#:12756 DocId: 59168922 "
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To: Paul-Blane, Sandra <Sandra.Paul Blanc(@nara.gov>
To: Sadeghi, Taha <Taha.Sadeghi@nara.gov>

Sent: 12/1/2010 2:3720 PM
Subject: Fwd: Re: Wikileaks

Tharks Jay,

standing by...
Leo

>>> William Bosanko 12/1/2010 2:36 PM >>>
I would sit tight pendmng the direction rom OMB. There are still too
many questions.

For example - noting "wikileaks" is one thing...but where do you stop?

Here is the problem - traditional media outlets are all covering the story
and quoting from the materials found at the wikileaks stte...so, by

>>> Leo Scanlon 12/1/2010 1:58 PM >>>

Jay,

Should we send a reminder to folks about accessing/handling these
classified documents from other sources?

Leo

>>> Willam Bosanko 12/1/2010 146 PM >>>
FYT - OMB 5 getting ready to issue a second memo that addresses this
ssue.

It s my understanding that NARA has akeady taken the necessary action to
block access to the pertinent sites.

Jay

=>>> Leo Scanlon 12/1/2010 1:11 PM >>>
re: the OMB memo 11-06 and subsequent actions we might have to take

The memo instructs us to create a security assessment team to review a
number of things; NHI would be on the hook to lock at the security plans
and configuration settings of the classified systems--n1y guess it holdings
management and others will have some mput on physical security
controls--NHI would be an interested party to that review, as it would be

NW#:12756 DocId: 52168322

ipssrzzeerssSIEREITIDEAestARSIeS

extension they could be thought of in the same veml

“TUFOTA(B) (5)
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part of our assessment of that control family for those systems.

In the mean time, I think Marianne Swanson's argument is {attached fhread)
unassailable, and the miplication is that if we don't block the Wikileaks

site, we run the risk of managmng spillage of the classified documents

that are on that site.

Additionally, maybe we need a reminder to the general user population that
retterates her citation of the EQ, and tells people that they should avoid
downloading from any site that advertises copies of the wikileaks
documerts.

Proper reading of the statute would also mmply you should not be handling
 this stuff on your personal computers either...
Leo

- >>>"Swanson, Marianne" <marianne. swanson@nist. gov> 12/1/2010 12:16 PM >>>
Executive Order 13526, Section 1. 1(4)(2) states "Classified Information
shall not be declassified automatically as a result of any unauthorized
disclosure of identical or similar information." The mformation was
neither properly nor improperly "declassified” by the appropriate
authority and requires continued classification or reclassification.

‘Marianne Swanson

FOIA(bL) 15)
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FOIA (D) (b}

Attachments
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Re: Fwd: Re: Wikikeaks
Date : December 1, 2010, 7:18:37 pm EST
Size : 205 KB
Folder : Willam Bosanko :archive-william\Sent Items
¥rom : Wiliam Bosanko
To : Mark Bartholomew <Mark.Bartholomew(@nara.gov>
ZL 1d : IQAGMIGO4HWRK XH3WK STDV5QSHTSOFOVB

Type : Exchange ExchangeArchive

OMB is not prescribing FOTA(b) (5)

We did not take any steps re "spillage" earler.

1 think they are nioting this to try and stop the proliferation but do not
expect a scrub, efc. of systems to identify spillage.

- From: Mark Bartholomew
To: Bosanko, William <William Bosanko(@nara.gov>

Sent: 12/1/2010 7:13:11 PM
Subject: Re: Fwd: Re: Wikileaks

And in the event that they or another individual does, what the steps are
that they should take if they discover or suspect "spillage” onto their
device.

Mark Bartholomew,

Project Management _

National Archives and Records Administration

NHV-Rm. 2352 '

8601 Adelphi Road

College Park, MD 20740-6001

Phone: (301) 837-1501

Fax: (301) 837-0871

Mobile: (202) 536-8893

E-mail: mark.bartholomew{@nara.gov

HW#: 12756 DocId: 52168323
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CONFIDENTIALITY NOTICE:

This email message and any attachments hereto are confidential and may
also be privileged. If you are not the named recipient, please notify

the sender immediately by reply email and delete the contents of this

email and any attachments without disclosing the contents to anyone, using
the contents for any purpose, or storing or copying the contents mn any
medum *

From: William Bosanko
To: Ben McElyea <BenMcElyea@nara.gov>
To: Rob Bledsoe <Rob.Bledsoe@nara.gov>
To: Bernarr Coletta <Bernarr.Coletta(@nara.gov>
Cc: Charles Piercy <Charles.Piercy@nara.gov>
To: David Omorogbe <David Omorogbe(@nara, gov>
Cc: GaryM Stern <GaryM. Stem@nara. gov>
Cc: Haseen Uddin <Haseen. Uddin@nara. gov>>
To: Keith Day <K eith. Day@nara.gov>
- To: Leo Scanlon <Le¢o.Scanlon@nara. gov>
To: Mario Barroga <Mario.Barroga@nara.gov>
To: Mark Bartholomew <Mark.Bartholomew(@nara.gov>
To: Natalie Leontiev <Natalie.Leontiev@nara.gov>
To: Renita Depp <Renita. Depp@nara.gov>
To: Robert McMullen <Robert. McMullen@nara. gov>
To: Sandra Paul-Bhanc <Sandra. Paul-Blanc@nara.gov>
To: Taha Sadeghi <Taha.Sadeghi@nara. gov>

Sent: 12/1/2010 7:06:57 PM
Subject: Re: Fwd: Re: Wikileaks

Based on what | am seeing we might want to start thinking about how we
might instruct staff and contractors that devices used to access NARA
systems (personally owned or contractor owned) shall not be used to access
the "wikileaks" site(s).

From: Leo Scanlon

To: McElyea, Ben <Ben McElyea@nara.gov>

To: Bosanko, Wiliam <William Bosanko(@nara.gov>
To: Bledsoe, Rob <Rob.Bledsoe(@nara. gov>

To: Coletta, Bernarr <Bernarr.Coletta{@mnara. gov>
Cec: Piercy, Charles <Charles.Piercy@nara.gov>

To: Omorogbe, David <David. Omorogbe@nara.gov>
Cc: Stern, GaryM <GaryM.Stern{@nara. gov>

KWH#:12756 DoclId: 59168923 215



TS
Ce: Uddm, Haseen <Haseen.Uddin@nara.gov>
To: Day, K eith <K eith. Day@nara.gov>
To: Barroga, Mario <Mario.Barroga@nara.gov>
To: Bartholomew, Mark <Mark.Bartholomew(@nara.gov>
To: Leontiev, Natalie <Natalie. Leontiev@nara.gov>
To: Depp, Renita <Rentta.Depp@nara.gov>
To: McMullen, Robert <Robert McMullen@nara. gov>
To: Paul-Blanc, Sandra <Sandra.Paul-Blanc@nara.gov>
To: Sadeghi, Taha <Taha.Sadeghi@nara.gov>

Sent: 12/1/2010 2:3720 PM
Subject: Fwd: Re: Wikileaks

Thanks Jay,
Stalldlng by;‘. .
Leo

>>> William Bosanko 12/1/2010 2:36 PM >>>
I would sit tight pending the direction from OMB. There are still too
many questions. '

For example - noting "wikileaks" is one thing,..but where do you stop?

Here is the problem - traditional media outlets are all covering the story
and quoting from the materials found at the wikileaks site...so, by
extension they could be thought ofinthe same vein| e

tveciseemmemneme s FOIA (b) (5)

>>>Leo Scanlon 12/1/2010 1:58 PM >>>

Jay,

Should we send a reminder to folks about accessing/handling these
chssified documents from other sources?

Leo '

>>> Willam Bosanko 12/1/2010 1:46 PM >>>
FYT - OMB is gettng ready to issue a second memo that addresses this
ssue.

It is my understanding that NARA has already taken the necessary action to
block access to the pertinent sites.

Jay

>>> Leo Scanlon 12/1/2010 1:11 PM >>>
NWH:12756 DocId: 59168923
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re: the OMB memo 11-06 and subsequent actions we might have to take

The memo mstructs us to create a security assessment team to review a
number of things; NHI would be on the hook to look at the security plans
and configuration settings of the classified systems--miy guess it holdings
management and others will have some mput on physical security
controls--NHI would be an interested party to that review, as it would be
part of our assessment of that control family for those systems,

In the mean time, 1 think Marianne Swanson's argument 1 (attached thread)
unassailable, and the implication is that if we don't block the Wikileaks

site, we run the risk of managing spillage ofthe classified documents

that are on that site.

Additionally, maybe we need a reminder to the general user population that
retterates her citation of the EO, and tells people that they should avoid
downloading from any site that advertises copies of the wikileaks
documents. :

Proper reading of the statute would also imply you should not be handling
this stuff on your personal computers either. ..
Leo '

>>> "Swanson, Marianne" <marianne.swanson@nist.gov> 12/1/2010 12:16 PM >>>
Executive Order 13526, Section L.1(4)(2) states "Classified Information

shall not be declassified automatically as a result of any unauthorized

diclosure of identical or similar information.” The information was

neither properly nor improperly "declassified” by the appropriate

authority and requires contmued classification or reclassification.

Maranne Swanson

FOIR (L) {5}

NWH#:12756 DocId: 59168923
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FCIA(b) (5)
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VTS
Re: Fwd: Re: Wikikeaks
Date : December 1, 2G10, 72051 pm EST
Sizer :8.6 KB
Folder : William Bosanko:archive-willlam\Sent [tems
- From : Wiliam Bosanko}

To : Ben McElyea <Ben McElyea@nara.gov>,Rob Bledsoe <Rob.Bledsoe@nara.gov>,
Bemarr Coletta <Bernarr. Coletta@nara.gov>,David Omorogbe <David.Omorogbe@nara.gov>,
Keith Day <Keith Day@nara,gov>,1¢o Scanlon <Leo.Scanlon@nara.gov>,

Mario Barroga <Mario. Barroga@nara.gov>,Mark Bartholomew <Mark. Bartholomew@nara. g0v> :

Natalie Leonticv <Natalie.Leontiev@nara.gov>., *

Cc : Charles Piercy <Charles. Piercy@nara.gov>,GaryM Stern <GaryM.Stem(@nara.gov>,
Haseen Uddin <Haseen. Uddin@nara.gov>

7L Id : PTRFYYACICUCCJISVPFSZFSSH2NKU010UB
Type : Exchange ExchangeArchive

I forgot to mention in my last that OMB will provide a shell, so we are
not entirely on our own.

Attaglnmrr_ts

NWH:12756 DocId: 59168924
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Re: Fwd: Re: Wikileaks
Date : December 2, 2010, 927:54 am EST

Size : 29 KB -
Folder : William Bosanko:archive-williamiinbox
frem : GaryM Stern
To : Willam Bosanko <William.Bosanko(@nara.gov>
ZL 1d : BOASRWSM4U2LWCSG3K YOHX3IRUNIMNYCAA
Type : Exchange Exchange Archive
You might have missed this Vexchange due to my error.

Jay

Attachments

NWH#: 12756 Docld: 59168325
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Re: Fwd: Re: Wikileaks
Date : December 2, 2010, 12:30:43 pm EST
Size : 14.7KB
Folder : William Bosanko:archive-william\Sent Items
F m:ﬁ : William Bosanko

To : Ben McElyea <BenMcElyea@nara.gov>,Rob Bledsoe <Rob.Bledsoe@nara.gov>,

Bemarr Coletta <Bemarr.Coletta@nara, gov> David Omorogbe <David. Omorogbe@nara. gov>,
Keith Day <Keith. Day@nara. gov>,Leo Scanlon <Leo.Scanlon@nara. gov>,

Mario Barroga <Mario. Barroga@nara.gov>Mark Bartholomew <Mark Bartholomew@nara. gov>>,
Natalie Leontiev <Natalie. Leontiev@nara gov>.. *

Ce : Charles Piercy <Charbs.Piercy@nara.gov>,GaryM Stern <GaryM. Stern@nara.gov>,
Haseen Uddin <Haseen. Uddin@nara. gov>

7L 1d : HYUDEEGX1HHHD3NIOOGR] 1CGWIXN2XBGA

Type : Exchange ExchangeArchive

FOIR{L) |5)

-----Original Message-----
From: Sandra Paul-Blanc

To: McElyea, Ben <BenMcElyea@nara.gov>

To: Bosanko, Wiltiam <Wilham Bosanko@nara.gov>
To: Bledsoe, Rob <Rob.Bledsoe@nara.gov>

To: Coletta, Bernarr <Bemarr.Coletta@nara. gov>
Cc: Piercy, Charles <Charles.Piercy@nara.gov>

To: Omoroghe, David <David. Omorogbe@nara. gov>
Ce: Stern, GaryM <GaryM.Stem@nara.gov>

Ce: Uddin, Haseen <Haseen Uddin@nara.gov>

To: Day, Keith <K eith. Day@nara. gov>

To: Scanlon, Leo <Leo.Scanlon@nara.gov>

To: Barroga, Mario <Mario.Baerga@nara.gnv>

To: Bartholomew, Mark <Mark. Bartholomew(@nara.gov>

HWH:12756 DoclId: 59168926
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To: Leontiev, Natalie <Natalie. Leontiev@nara.gov>
To: Depp, Rentta <Renita. Depp@nara.gov>

To: McMullen, Robert <Robert McMullen@nara. gov>
To: Sadeghi, Taha <Taha.Sadeghi@nara.gov>

Sent: 12/2/2010 12:17:54 PM
Subject: Re: Fwd: Re: Wikileaks

FOTA(b) (5)

Sandra

Sandra E. Paul-Blanc {(Formerly Douyon)
IT Securtty Specialist, CISSP
NARA, Deputy CISO

- (301) 837-3048>>> William Bosanko 12/1/2010 720 PM >>>
1 forgot to mention in my last that OMRB will provide a shell, so we are
not entirely on our own. -

Attachments

NwWH#:12756 DocId: 59168926
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Re: CALIFORNIA SPEECH
Date : December 2, 2010, 1:03:18 pm EST
Size : 10.1 KBl
Folder : William Bosanko:archive-william\Sent Items
From : William Bosanko
.To : David Ferricro <David.Ferriero@nara.gov>
Z1L.1d : DEO34LWLYSYQOASZPI11QGIYALIJGLIEA

Type : Exchange ExchangeArchive

I read the draft befween meetings.

FOIR (L) (5]

>>> David Ferriero 12/2/2010 10:07 AM >>>
Jay, '

I am speaking at an ECAR conference in Carksbad next week on the topic: "Openness, Social Media, and Your

Govermment." Hard not to incorporate something about Wikileaks. What can 1 say?!

David

David 8. Ferriero

Archivist of the United States

National Archives and Records Administration

700 Pennsylvania Avenue, NW '

Washmgton, DC 20408

Telephone: 202 357 5900

Fax: 202 357 5901 >>> James Worsham 12/2/2010 924 AM >>>
David,

Here is a draft of your speech to ECAR on Dec. 8. Susan has reviewed and this reflects changes she suggested.

FOIA(D} (5)

NW#:12756 DocId; 58168327

12



127213

Let me know if you need more or something else. . .

Jm
Attachments

NWH#:12756 DocId: 59168927
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Guidanee re "Wikileaks"
Déte : December 3, 2010, 12:57:56 pm EST
Size : 41.9 KB
Folder : William Bosanko:archive-williarm\Sent Items
From : William Bosanko
To : Class. Mgmt. Staff,Ops. & Ind. Sec. Staff
Cc : CUIT StaffSupport Staff
7L Id : JOBBLMSOYZMLGQCXRZI1QSK EUEKKS2KCA
Type : Exchange ExchangeArchive

Please send the text below and the attachment to your POCs ASAP and ask that they share with their SAO
ASAP.

ook e ok

Given your responsibilities specific to E.O. 13526, we wanted to bring this to your attention ASAP.

The text that follows has been sent to agency General Counsels by OMB along with the attachment. Given your
responsibilities specific to E.O. 13526, we wanted to bring this to your attention ASAP. '

TO: AGENCY GENERAL COUNSELS

The recent disclosure of U.S. Government documents by WikiLeaks has resulted in damage to
our national security. Federal agencies collectively, and each federal employee and contractor
individually, are obligated to protect classified information pursuant to all applicable laws, as
well as to protect the integrity of government information technology systems. It is a function
of agency leadership to establish a vigilant climate that underscores the critical importance of
the existing prohibitions, restrictions, and requirements regarding the safeguarding of dassified
information. '

Accordingly, agencies are requested immediately to send a notice to all agency employees and
contractors reminding them of their obligations to safeguard classified information. A model
notice, for use or adaptation by each agency, is attached to this memorandum. Agencies are
responsible for communicating this notice promptly to their employees and contractors. If an
agency has a legitimate need for persannel to access dassified information on publicly available
websites, the agency head shall ensure that such access is managed in a manner that minimizes
risk to government information technology systems and adheres to established requirements.

Thank you for your cooperation and assistance.

NWH#: 12756 DocId: 591683528
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Attachment (Model Agency Notice)

Attachments
Wikil eaks Model Employee Notice 120310.docx(27.4 KB)

NHH#: 12756 DocId: 59168528
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FYI re Wikileaks
Date : December 3, 2010, 12:59:56 pm EST
Size : 4.8 KB
Folder : .Wﬂ]iam Bosanko:archive-willam\Sent Iterns
From : William Bosanko
To : David Ferriero <David. Ferriero@nara.gov>,Debra Wall <Dehra. Wali@nara.gov>
ZL1d : F21SCOSM3AQLHHH5RHT2ZKNOGVIRPZLKB
Type : Exchange ExchangeArchive

FYI - OMB sent out guidance to agency GCs. [ am on the phone with Gary now and he will forward t na
mitte.
Attachments

NWH#: 12756 DocId: 59168929
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US CERT
Date : December 3, 2010, 1:03:04 pm EST
Size : 160.9 KRB
Folder : William Bosanko:archive-willam\Sent Items
From : Wiliam Bosanko

To : GaryM Stern <GaryM.Stem(@nara.gov>

ZL Id : POKNFURXADLZWRHXRCMEXW QWISHEEBEB

TFype : Exchange Exchange Archive

Attachments
Advisory 10-334-01.doc(157 .4 KB)

NWH:12756 Docld: 59168530
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AR
Re: Gudance re "Wikileaks"
Date : December 3, 2010, 10641 pmEST
Size : 14.9 KB
Folder : William Bosanko:archive-william\Sent Iterns
From : William Bosanko
To : Class. Mgmt. Staff Ops. & Ind. Sec. Staff
Cc : Patrick Viscuso <Patrick. Viscuso(@nara.gov>
ZL Id : H2FUCOGJ1SGA3XZYDUZP4SNPV5C3EVOS3A
Type : Exchange ExchangeArchive

Pat noted that there is a duplicate sentence in the infroductory paragraph. As you send it out, please strike the
second reference of '
"Given your responsibilities specific to E.O. 13526, we wanted to bring this to your attention ASAP."

>>> William Bosanko 12/3/2010 12:57 PM >>>
Please send the text below and the attachment to your POCs ASAP and ask that they share with thsn‘ SAO
ASAP.

o ok ok Kok

Given your responsibilities specific to E.O. 13526, we wanted to bring this to your attention ASAP,

The text that follows has been sent to agency General Counsels by OMB along with the attachment. Given your
responsibilities specific to E.O. 13526, we wanted to bring this to your attention ASAP.

TO: AGENCY GENERAL COUNSELS

The recent disclosure of U.S. Government documents by WikiLeaks has resulted in damage to
our national security. Federal agencies collectively, and each federal employee and contractor
individually, are obligated to protect dassified information pursuant to all applicable laws, as
well as to protect the integrity of government information technology systems. It is a function
of agency leadership to establish a vigilant climate that underscores the critical importance of
the existing prohibitions, restrictions, and requirements regarding the safeguarding of cIasssF ed
information.

‘Accordingly, agencies are requested immediately to send a notice to all agency employees and
contractors reminding them of their obligations to safeguard dassified information. A model
notice, for use or adaptation by each agency, is attached to this memorandum. Agencies are

responsible for communicating this notice promptly to their employees and contractors. If an
HWH:12756 DocId: 59168931 i
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agency has a legitimate need for personnel to access classified information on publicly available
websites, the agency head shall ensure that such access is managed in a manner that minimizes
risk to government information technology systems and adheres to established requirements,

Thank you for your cooperation and assistance.

Attachmént (Model Agency Notice)
Attachments

NWH#:12756 DocId: 59168931
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RE: FW: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: Wikileaks: Model Agency
Notice to Employees

Date : December 3, 2010, 12222 pm EST
Size : 18.7 KB

Folder : William Bosanko:archive-william\Sent [tems

—FOIA(k) {3) - 50 USC 403-1(i) (1} ~ Sources and methods

From : Willizrn Bosanko e

e e o FOIA (L) (6)
To : I -

Cc : Greg Pannoni <Greg Pannoni@nara. gov>, William Cira <William Cira@nara.gov>

Z1.1d : JVXIB3TZWIDYUAZ2R1VF4IXO2RN3IZUKFA
Type : Exchange ExchangeArchive

ISOO has not heard from Russ Travers as to the IPC meeting. I willbe TDY Monday and plan to have Bill
Cira attend if we are mvited.

As 10 the next-level steps - agree. Bill Cira (202-357-5323 and copied on this message) has the lead for all
"Wikileaks" issues within ISOO when [ amnot available. If you are unable to reach Bill, please reach out to
Greg Pannont (202-357-5047 and also copied on this message).

EPRERSSE FOIA(b) {3) - 50 USC 403-1(i) (1} - Sources and methods

>>> 12312010 T:17 PM >>>

Gents,

Much attention here on the Russ Travers "Information Access and Security Policy IPC" called for Monday at
1300-1400. 1 amnot yet sure who will be in the ODNI Chair, but wondered if either or both of your offices will
be 1 attendance?

FOIREDL) {5)

NWH: 12756 DocId: 591683832
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John

Attachments

NW#:12756 Docld: 52168932
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Wikileaks
Date : December 3, 2010, 1:37:59 pm EST
Size : 43.4 KB
Folder : William Bosarko:archive-wiliam\Sent [tens
Frém : William Bosanko
To : David Femmiero <David.Ferricro@nara.gov>
71.1d : NHV45SBXZFQMXD2YY2GSI1ZOQNKDXTI44B

Type : Exchange ExchangeArchive

Below and attached is what was pushed out.

FOIA(b) (5)

Jay

ook s ok ok ok o ok

TO: AGENCY GENERAL COUNSELS

The recent disclosure of U.S. Government documents by WikiLeaks has resulted in damage to
our national security. Federal agencies collectively, and each federal employee and contractor
individually, are obligated to protect dassified information pursuant to all applicable laws, as
well as to protect the integrity of government information technology systems. It is a function
of agency leadership to establish a vigilant climate that underscores the critical importance of
the existing prohibitions, restrictions, and requirements regarding the safeguarding of dassified
information.

Accordingly, agencies are requested immediately to send a notice to all agency employees and
contractors reminding them of their obligations to safeguard classified information. A model
notice, for use or adaptation by each agency, is attached to this memorandum. Agencies are
responsible for communicating this notice promptly to their employees and contractors. If an
agency has a legitimate need for personnel to access classified information on publicly available
websites, the agency head shall ensure that such access is managed in a manner that minimizes

HWH:12756 DocId: 59168933
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risk to government information technology systems and adheres to established requirements.

Thank you for your cooperation and assistance.

Attachment (Model Agency Notice)

Attachments
Wikileaks Model Employee Notice 120310 1.docx(27.4 KB)

NWH:12756 DocId: 53168933
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MODEL AGENCY NOTICE TO EMPLOYEES AND CONTRACTORS
CONCERNING SAFEGUARDING OF CLASSIFIED INFORMATION
AND USE OF GOVERNMENT INFORMATION TECHNOLOGY SYSTEMS

The recent disclosure of U.S. Government documents by WikiLeaks has resulted in damage to
our national security. Each federal employee and contractor is obligated to protect classified
information pursuant to all applicable laws, and to use government information technology
systems in accordance with agency procedures so that the integrity of such systems is not
compromised.

Unauthorized disclosures of classified documents (whether in print, on a blog, or on websites}
do not alter the documents’ classified status or automatically result in declassification of the
documents. To the contrary, classified information, whether or not glready posted on public
websites or disclosed to the media, remains classified, and must be treated as such by federal
employees and contractors, until it is declassified by an appropriate U.S. Government authority.!

Federal employees and contractors therefore are reminded of the following obligations with
respect to the treatment of classified information and the use of non-classified government
information technology systems:

s Except as authorized by their agencies and pursuant to agency procedures, federal
employees or contractors shall not, while using computers or other devices (such as
Blackberries or Smart Phones) that access the web on non-classified government
systems, access documents that are marked classified (including classified documents
publicly available on the WikiLeaks and other websites), as doing so risks that material
still classified will be placed onto non-classified systems. This requirement applies to

-access that occurs either through agency or contractor computers, or through
employees’ or contractors’ personally owned computers that access non-classified
government systems. This requirement does not restrict employee or contractor access
to non-classified, publicly available news reports (and other non-classified material} that
may in turn discuss classified material, as distinguished from access to underlying

: Executive Order 13526, Classified National Security Information (December 28, 2009), Section 1.1.{c} states,
"Classified information shall not be declassified automatically as a result of any unauthortized disclosure of identical
or similar information."

NWH:12756 DocId: 59168933



documents that themselves are marked classified {including if the underlying classified
documents are available on public websites or otherwise in the public domain).

+ Federal employees or contractors shall not access classified material unless a favorable
determination of the person’s eligibility for access has been made by an agency head or
the agency head's designee, the person has signed and approved non-disclosure
agreement, the person has a need to know the information, and the person has
received contemporaneous training on the proper safeguarding of classified information
and on the criminal, civil, and administrative sanctions that may be imposed on an
individual who fails to protect classified information from unauthorized disclosure.

= (Classified information shall not be removed from official premises or disclosed without
proper authorization.

» Federal employees and contractors who believe they may have inadvertently accessed
or downloaded classified or sensitive infermation on computers that access the web via

non-classified government systems, or without prior authorization, should contact their
information security offices for assistance.

Thank you for your cooperation, and for your vigilance to these responsibilities.

NWH#:12756 DocId:59168%33
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Re: Wikileaks
Date : December 3, 2010, 225:02 pm EST
Size : 10.2 KB
Folder : Willilam Bosanko:archive-william\Sent Items
From : William Bosanko
To : David Ferriero <David.Ferriero@mnara.gov>
71.1d: DGDQ'TZE822 IPJLWSIFZST44XRT20EDUFA

Type : Exchange ExchangeArchive

/ FOIR (b (5)

From: David Ferriero
To: Bosanko, William <William. Bosanko@nara.gov>

Sent: 12/3/2010 2:0740 PM
Subject: Re: Wikileaks

FOTA (1) (5)

David

David S. Ferriero

Archivist of the United States _

National Archives and Records Administration

700 Permsylvania Avenue, NW

Washington, DC 20408

Telephone: 202 357 5900

Fax: 202 357 5901 >>> Willlam Bosanko 12/3/2010 1:37 PM >>>

Below and attached is what was pushed out. |

FOIA(L) (9}
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FOTA({b) (5]

Jay

ke sk e e ok ok e e e

TO: AGENCY GENERAL COUNSELS

The recent disclosure of U.S. Government documents by WikiLeaks has
resulted n damage to our national security. Federal agencies

collectively, and each federal employee and contractor mdividually, are
obligated to protect classified mformation pursuant to all applicable

laws, as well as to protect the mtegrity of government mformation
technology systems. It s a function of agency leadership to establish a
vigilant climate that underscores the critical importance of the existing
prohibitions, restrictions, and requirements regarding the safeguarding of
classified mformation. - '

Accordingly, agencies are requested immeditely to send a potice to all
agency employees and contractors reminding them of their obligations to
safeguard classified mformation. A model notice, for use or adaptation

by each agency, s attached to this memorandum. Agercies are responsible
for communicating this notice promptly to ther employees and contractors.
If an agency has a legitmate need for personnel to access classified
mformation on publicly available websites, the agency head shall ensure
that such access is managed in a manner that minimizes risk to govermment
mformation technology systems and adberes to established requirements.
Thank you for your cooperation and assistance.

Attachment (Model Agency Notice)

Attachments
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Fwd: RE: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: WikiLeaks: Model Agency
Notice to Employees

Date : December 3, 2010, 236:57 pm EST
Size : 4.5 KB
Folder ; William Bosanko:archive-willam\Sent Items

From : Willlam Bosanko

To : FOTA (b} (€)

71.1d : PATABXDCPPIBTODFTQ4XIIN4AFDKPCCBKB
Type : Exchange ExchangeArchive-

Read down for how NARA miends to handle based on the firther exchange between Gary and Preeta.
Attachments

NWH:12756 DocId: 52168935
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RE: RE: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: Wikil eaks: Model Agency
Notice fo Employees

Date : December 3, 2010, 3:1330 pm EST
Size : 15.1 KB
Folder : William Bosanko:archive-william\Sent [tems

From ; William Bosanko

To : William H. Leary, FOTA(b) (6)

7L 1d : N4TX3NJIREXJIZBSIRNETUAQ4NTQVWNDA
Type : Exchange ExchangeArchive-

Limits the "limitation” re personal devices to when logged into the USG network. No prohibition as to what you
otherwise do.

- >>>"Leary, Willam H."| - FOIA(b) (6) 12/3/2010 2:55 PM >>>

How is the proposed NARA (Gary) guidance any different than OMB's proposed guidance?

From: William Bosanko [maitto:william.bosanko@nara.gov]

Sent: Friday, December 03, 2010 2:37 PM

To: Leary, William H.

Subject: Fwd: RE: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: WikiLeaks: Model Agency Notice to
Employees

Read down for how NARA intends to handle based on the further exchange between Gary and Preeta.
Attachments

NWH#:12756 DocId: 59168936
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Re: Fwd: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: Wikil eaks: Model Agency
Notice to Employees |

Date : December 3, 2010, 32221 pm EST

Size : 22.7 KB

Folder : Willam Bosanko :arﬁhive—wﬂ]jazn\Sent Items
From : Willam Bosanko

To : Kevin McCoy <Kevin.McCoy@nara.gov>,Rob Bledsoe <Rob.Bledsoe@nara.gov>,
Charles Piercy <Charles.Piercy@nara.gov>,David Fertiero <David Ferriero@nara.gov>,
Debra Wall <Debra. Wall@nara.gov>,GaryM Stern <GaryM. Stem(@nara.gov>,

Leo Scanlon <Leo.Scanlon@nara.gov>>,Susan Ashtianie <Susan. Ashtiamie@nara.gov>>,
Adrienne Thomas <Adrienne. Thomas(@nara.gov>>.. @

ZLL Id : BSLPEZIASTZXHMWDNZQMKDDBLZYAARJA
Type : Exchange FxchangeArchive

Gary,

i

FOIA (D) (5)

Jay

>>> GaryM Stern 12/3/2010 302 PM >>>
Per attached exchange with Preeta, and with David's concurrence, I recommend we proceed with issuing a
NARA notice to all staff, which I have modified in the attached. I will let NPOL fill in any other details for the

notice.
Please review the notice, and ket me know if you have any questions or would like to discuss firther.

Thanks,
Gary
NWH#:12756 Docld: 59168937
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>>> GaryM Stern 12/3/10 127 PM >>>

See attached memo from OMB General Counsel to all agency GCs requesting all agencies to “mmmediately to
send a nonce to all agency employees and contractors reminding them of their obligations to safeguard classified

" a model notice. | | FOIA (b} (5) |
FOTA (b) {5)

Jay has been involved in this ssue, including the drafting of the model notice,

FOIA{b) {5)

Accordingly, | have sent the attached query back to OMB GC Preeta Bansal, and am waiting on
response.

FOIA (b} (5]

| will let you know when I‘get a response, and then we should probably have a quick
meeting/conference call to discuss.

Thanks,
Gary

Attachments

NWH:12756 DocId: 59168937
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Re: FW: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: Wikileaks: Model Agency
Notice to Employees

Date : December 3, 2010, 3:24:41 pm EST
Size : 36.1 KB

Folder : William Bosanko:archive-willianmi\Sent Items

From : William Bosanko
' Ta : Willam Cira <William.Cira@nara.gov> FOTA (D) (3] = 50 USCE05- il 1 1} = Bources and me‘1hods
Chatles L N _ [Christopher Painter
‘ -------------------------- “UFOIA (b) (&)
Howard A. Schmidt Trent Teyema | ToIp (b} 16)
Michael Howell <Michael Howell@omb eop.gov>,Preeta D. Bansal <Preeta_D._Bansal@omb.cop.gov>,
Vivek Kundra <Vivek Kundra@omb.eop.gov>
_Ce : David (ODAG)} O'NeilL_ | s (SMOYClipran FOTA (b) (6)
e FOIA (L) |6)

—— . eSOy Cadbam
I . | --..-._-..-..-_.,_.,_,,_,..‘._,,

Lisa (ODAG)' "Monaco}

7L Yd : BISPROFKTZTBYCO1Q2WISQR343WOBOEA
~ Type : Exchange ExchangeArchive

ISOO has also pushed this out to all of the designated senior agency officials for E.O. 13526 to be certain that
théy are positioned to support the implementation.

Jay

Williarm J. Bosanko
Drrector

Information Security Oversight Office
The National Archives Building

700 Permsylvania Avenue, N.W.
Washington, DC 20408

(202) 357-5205 (office)
[ FOIA (L) (6) l(ceﬂ)
(202) 357-5907 (fax)

NWH#:12756 DocId: 59168938
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>>> "Bansal, Preeta [." <Preeta_D. Bansal@omb.eop.gov> 12/3/2010 12:34 PM >>>

This went out as a GC email, with just the model notice attached, rather than as an OMBE Director memo 1o
agency heads (in light of the passage of time and other issues).

Precta D. Bansal
OMB General Counsel and Senior Policy Advisor

395-5044

From: OMB General Counsel's Office [mailto:agency-gcs@messages.whitehouse.gov]

Sent: Friday, December 03, 2010 12:21 PM

To: Bansal, Preeta D. :

Subject: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: WikiLeaks: Madel Agency Notice to Employees

TO: AGENCY GENERAL COUNSELS

The recent disdosure of U.S. Government documents by WikiLeaks has resulted in damage to
our national security. Federal agendies collectively, and each federal employee and contractor
individually, are obligated to protect classified information pursuant to all applicable laws, as
well as to protect the integrity of government information technology systems. Itisa function
of agency leadership to establish a vigilant climate that underscores the critical importance of
the existing prohibitions, restrictions, and requirements regarding the safeguarding of classified
information.

Accordingly, agendies are requested immediately to send a notice to all agency employees and
contractors reminding them of their obligations to safeguard classified information. A model
notice, for use or adaptation by each agency, is attached to this memorandum. Agendies are
responsible for communicating this notice promptly to their employees and contractors. If an
agency has a legitimate need for personnel to access dassified information on publicly available
websites, the agency head shall ensure that such access is managed in a manner that minimizes
risk to government information technology systems and adheres to established requirements.

Thank you for your cooperation and assistance.

Attachment (Model Agency Notice)

NWH#:12756 DocId: 59168338 an
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Preeta D). Bansal
OMB General Counsel and Senior Policy Advisor
395-5044

» Wikil eaks Model Employee Notice 120310.docx

The White House - 1600 Pennsylvania Avenue, NW - Washington DC 20500 - 202-456-1111

Attachments

HWH:12756 DocId: 59168338 i
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Re: Fwd: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: Wikil eaks: Model Agency
Notice to Employees

Déte : December 3, 2010, 327:13 pm EST

Size : 203 KB

Folder : William Bosanko:archive-william\Sent [tems

From : Willam Bosanko

To : GaryM Stern <GaryM.Stern@nara.gov>

7L Id : KSSGDSBOA2N2WCR55HHGRHYWIXAOUZXJA
Type : Exchange ExchangeArchive

No change.

>>> GaryM Stemn 12/3/2010 3:25 PM >>>
Qkay, so here's a revised version of the notice, with Jay's changes:

>>> William Bosarko 12/3/10 322 PM >>>

Gary,

FCOIR(DL) (5)
Jay
>>> GaryM Stern 12/3/2010 3:02 PM >>>

FOIAR (D) (5)

Please review the notice, and let me know if you have any questions or would like to discuss further.

HW#:12756 DocId: 59168339
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Thanks,
Gary

>>> GaryM Stern 12/3/10 127 PM >>>
See attached memo from OMB General Counsel to all agency GCs requesting all agencies to "immediately to

send a notice to all agency employees and contractors remindmg them of their obligations to safeouard classified
~mformation.” and atfaching a model notice. FOTA (b} (5 I

FOIA(Db) (5)

Jay has been mvolved in this issue, ncluding the drafting of the model notice,

FOIA() {5)

Accordingly, | have sent the attached query back to OMB GC Preeta Bansal, and am waiting on
response.

FOTIA (L) (5)

- I will let you know when | get a response, and then we should probably have a quick
meeting/conference call to discuss.

Tharnks,
Gary

Attachments

HW$: 12756 DocId: 59168339
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Talkking Points re¢ Wikileaks for CA
Date : December 3, 2010, 5:58:43 pm EST
Size : 73.6 KB
Folder : William Bosanko:archive-william\Sent Items
From : Willizm Bosanko
| To : David Ferriero <David.Ferriero@nara. gov>>
Cc : Sam Anthony <Sam Anthony(@nara.gov>
Z1.1d : NPBXSEXSKKKZE42SWWLXMT1DLNER42RNB
Type : Exchange ExchangeArchive

Dawvid, .

FOIA(D) (5)

Please let me know of any questions, etc.
Best,
Jay

Attachments
Wikileaks Talking Pomnts.doc(61.6 KB)
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Re: FW: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: Wikil eaks: Model Agency
Notice to

Date : December 6, 2010, 9:221:43 am EST
Size : 12.2 KB
Folder : William Bosanko:archive-willam\Sent Items

From : Wiliam Bosanko

Tﬂ . I FOTR (b) (6) FOIA(b} {3) - 50 USC 403-1(i) {1) - Sources and methods

Ce : William Cira <Willam.Crra@nara.gov>
ZL Id': NEYIXEUKOJFNVSUIUUXDRILF1AXZ3YVCB
Type : Exchange ExchangeArchive

We have not, as of yet, béen invited. If so, Bill Cra will represent
ISOO (202-357-5323).

Here are some thoughts as to next steps from an ISOO perspective:

FOIA (D) (5)

#: 12706 bocld: >¥lebBval
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FOIA (L) (5)

From: "Leary, William H. "L FOTA(b) (6)
To: Bosanko, William <Wilham. Bosanko{@nara. gov>

L 3
ng‘_s.(b) (3) - 50 USC 403-1{1i) (1} - Scurces and met.hods
]

Sent: 12/3/2010 1:20:19 PM

Subject: RE: FW: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION:

Wikileaks: Model Agency Notice to Employees

John,

I will be attending Monday's meeting. | agree with your thoughts about
next steps. Do you think you should these "plans" at Monday’s meetig,

FrorFQ:IA(b) {3} - 50 USC 403-1(i) {1} - Sources and methosi's
Sent: Friday, December 03, 2010 1:17 PM
To: Leary, William H.; william. bosankoe(@nara.gov

Subject: RE: FW: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: -

WikiLeaks: Model Agency Notice to Employees
Gents,

Much attention here on the Russ Travers "Information Access and Security
Policy IPC" calied for Monday at 1300-1400. T am not yet sure who will be
in the ODNI Chafr, but wondered if either or both of your offices will be

m attendance?

FOIAR (k) (3)

John

From: Leary, WilhmnH [mailto FOLA(b) (6)
NH$: 12756 . Docld: 591689241
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1HUS
Sent: Friday, December 03, 2010 12:50 PM
To: "Wiliam Bosanko'; John P Fitzpatrick
Subject: RE: FW: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION:
WikiLeaks: Model Agency Notice to Employees

FOIA (b} (5)

From: William Bosanko [mailto:wiliam.bosanko@nara.gov]

Sent: Friday, December 03, 2010 12:43 PM e ot 3 B0 s 4051081 4 _—
- usc -1d{i - Sources and methods
To: lL'eary;'Wﬂ]iz’{mH. FOLRT ) )

Subject: Fwd: FW: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION:
Wikil eaks: Model Agency Notice to Enployees

Attachments

NW#:12756 Docld: 59168941
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Re: NYT - Axr Force Blocks Sites That Posted Secret Cables

Date : December 15, 2010, 10:1034 am EST

Size R 19 5 KB "_,,-""FOIA(b) {3) — B0 USC 403-1{i) {1} - Sources and methods
Folder : Willam Bosankomclﬁve—wi]]iar_r_l,\,Se‘ﬁiﬂltems

From : William Bosanko '
,M==—.=Jyom(b) (6)’

71.1d : BUHGCHEAUTBHIAPISYNMOVUNG34JZRFCA

Type : Exchange ExchangeArchive

- Twould like to draft an ISOO Notice re spillage and "wikileaks."

L FOTA (B} (5)

Jay

""" Original Message-----

From: "Leary, Wiliam F." { I i ot (6
3 .

To: Bosanko, William <William. Bosanko@nara.gov>

TO{ } ----- “ROTA(B) {3) - 50 USC 403-1(i) {1) - Sources and methods

S T . — b 6

To: Travers, Russell U o

NW#:12756 DocId: 59168942 s
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Sent: 12/15/2010 94345 AM
Subject: FW:NYT - Arr Force Blocks Sites That Posted Secret Cables

TFOIA(D) (5)

Fron: Sanborn, Daniel R.

Sent: Wednesday, December 15, 2010 8:09 AM

To: Leary, Wilham H.

Subject: NYT - Arr Force Blocks Sites That Posted Secret Cables

[cidimage001.gifl@0 1 CBIC2F.5F6CAC40]<http//www, nytimes.cony=>
Decemrber 14, 2010

AT Force Blocks Sites That Posted Secret Cables

By ERIC

SCHMITT<http/topics.nytimes. com/top/reference/tmstoglcs/p_eogle/s/enc
schmitt/mdex. html? mline=nyt-per>

WASHIN GTON The Air

us_ar_force/mdex. hnnl"mlmemyt—org> is barring its personnel from

using work computers to view the Web sites of The New York Times and more
than 25 other news organizations and blogs that have posted secret cables
obtained by

Wikil_eaks<http//topics.nytimes. cormytop/reference/timestopics/organization
swiwikileaks/index. htmlZinline=nyt-org>, Arr Force officials said

Tuesday. '

When Air Force persomel on the service's computer network try to view the
Web sites of The Times, the British newspaper The Guardian, the German
magazine Der Spiegel, the Spanish newspaper El Pais and the French
newspaper Le Monde, as well as other sites that posted full confidential
cables, the screen says "Access Denied: Internet usage is logged and
monitored," according to an Air Force official whose access was blocked
and who shared the screen warning with The Times. Violators are warned
that they face punishment if they try to view classified material from
unauthorzed Web sites.

Some Air Force officials acknowledged that the steps taken might be m

vain since many military personnel could gain access to the documents from
home computers, despite admonishments from superiors not to read the
cables without proper clearances.

Cyber network specialists within the Air Force Space Command last week
followed longstanding procedures to keep classified information off
unchissified conmputer systems. "News media Web sites will be blocked if
they post classified documents from the WikilLeaks Web site," said Lt. Col.
Brenda Campbell, a spokeswoman for the Air Force Space Command, a unit of
which oversees Atr Force cyber systems. "This is similar to how we'd block

NWH:12756 DocId: 591683942 ”
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any other Web site that posted classified mformation.”

Colonel Campbell said that only sites posting full classified documents,

not just excerpts, would be blocked. "When classified documents appear on
a Web stte, a judgment will be made whether it will be blocked," she said.
"It's an issue we're working through right now."

Spokesmen for the

Army<hitp//topics nytimes. comvtop/reference/timestopics/organizations/a/u
s_army/mdex. html?mline=nyt-org>, Navy and
Marmes<http//topics.nytimes.com/top/reference/timestopics/organizations/
m/us_marine_corps/index htmi?mlne=nyt-org> said they were not blocking
the Web sites of news organizations, largely because guidance has already
been issued by the Obama administration and the Defense Department
directing undreds of thousands of federal employees and contractors not
to read the secret cables and other classified documents published by
-WikiLeaks unless the workers have the required security clearance or
authorization. .

"Classified information, whether or not already posted on public websites
or disclosed to the media, remains classified, and must be treated as such
by federal employees and contractors, until it is declassified by an
appropriate U.S. Government authority," said a notice sent on Dec. 3 by
the Office of Management and
- Budget<http //topics nytimes.comytop/reference/timestopics/organizations/o
/oftice_of management and budget/index htmi?inline=nyt-org>, which is part
of the White House, to agency and department heads.

A Defense Department spokesman, Col. David Lapan, m an e-mail on Tuesday
night sought to distance the departiment from the Air Force's action to
block access to the media Web sites: “This is not DoD-directed or
DoD-wide." '

The Air Force's action was first reported on The Wall Street Journal's Web
site late Tuesday and underscores the wide-ranging impact of the recent
release of secret State Department documents by WikiLeaks, and five news
organizations, including The Times. It also illustrates the contortions

the military and other government agencies appear to be going through to
hmit the spread of classified information that has become widely

available in the public domain.

"It is urfortunate that the U.S. Air Force has chosen rot to allow its
personnel access 1o mformation that virtually everyone else m the workd

can access,” said a spokeswoman for The Times, Danielle Rhoades Ha. A
senior administration official said Tuesday that the administration's

policy contamed sonk leeway, for instance, to allow certam employees to
downlbad mformation m order for them to be able to verify that

classified information was leaking into the public domam, and to assess
damage to national security and potential danger to sources.

Steven Aftergood of the Federation of American Scientists, a secrecy
specialist, said dozens of agencies, as well as branches of the military

NWH:12756 Docld: 53168942
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and government contractors, had issued their own policy mstructions based
on the Office of Management and Budget memo.

"Ii's a self-defeating policy that will leave government employees less
mformed than they ought to be,” Mr. Aftergood said.

Wiliam J. Broad contributed reporting from New York.
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Re: OMB
Date : Decembef 15,2010, 3:17:52 pm EST
Size : 148 KB
Folder : Wﬂﬁam Bosanko:archive-willam\Sent Items

Erom : William Bosanko

To : John Young FOTA (L) (6)

ZL Id : HSLYFE4SNY3 OIGMXE3K DIUAMTQYN4JIMB
Type : Exchange ExchangeArchive

Yes. That is being worked (as 1 type).

>>> "Young, John" FoIA(b) (6) 12/15/2010 2:53 PM >>>

Jay,

According to the November 28, 2010, OMB memo, "Wikil eaks - Mishandling Classified Information," OMB,
ISOO and ODNI will stand up a process to evaluate and assist agencies in their review of security practices.
We have already started this within DHS but I wanted to see if your office would be coming out with something
$0 we can make sure that whatever we do is consistent with what you might put ouf.

Thanks much,

John

JohnJ. YGung
Chief, Admmistrative Security Division
DHS Office ofthe Chief Security Officer

(202) 447-5337

FOTA(b) (6] Cel))

FOTA(D) (6)

HW#:12756 DocId: 591683943
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RE:-NVT - Air Force Blocks Sites That Posted Secret Cables
Date : December 15, 2010, 3:57:02 pm EST
_"l‘.f"’FOIA(h) {3) - 50 USC 403-1(i) (1) - Scurces and methods
Size : 349 KB '
Folder : William Bosanko:archive-wil]jaq;\Seﬁ{'ltem

From ; William Bosanko

To :I |R'i'3ésell Travers] . (5 (6) \
Willam H. Leary} [

71,14 : CPSM12TXIZKZHYRQQCAAWATVXTPW3ZBYA

Type : Exchange ExchangeArchive

FOIA (b} {5)

>>> | eary, William H." FOTA (b} (€) 12/15/2010 3:47 PM >>>

FOIA (b} (5)

----- Orlglnal Message--—--
From: Wiliam Bosanko [mailtowilliam bosanko@nara.gov]

Sent: Wednesday, December 15, 2010 13:11 AM )
To ITravers,Russeﬂ,Lcary,WiﬂiamH. FOIA(b} (3) - 90 USC 403-1(i) (1) - Sources and methods

Subject: Re: NYT - Air Force Blocks Sites That Posted Secret Cables

1 would like 1o draft an 1ISOO Notice re spillage and "wikileaks.” |

FOTAIL) (5)

CHNWH:12756 DocId: 59168944
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FOTA {b) {5}

Jay

----- Original Message-----

From: "Leary, Willlam H.“I FOLR (b) (6) l

To: Bosanko, Wilkam <William. Bosarko(@nara.gov>

TOI : I_ ------------------------------- FOIA(b) {3} - 50 USC 403-1{i) (1) - Sources and methods
To: Travers, Russell FOIA{b) (&)

Sent: 12/15/2010 943:45 AM
Subject: FW: NYT - Air Force Blocks Sites That Posted Secret Cables

FOIA({DL) (5}

Fromr Sanbom, Daniel R

Sent: Wednesday, Decernber 15, 2010 809 AM

To: Leary, William H.

Subject: NYT - Air Force Blocks Sites That Posted Secret Cables

[cidimage00] gif@01 CBYC2F .SF6CAC401<hips/www.nytimes.com/>

December 14, 2010

Alr Force Blocks Sites That Posted Secret Cables

By ERIC SCHMITT<http j/topics.nvtimes.com’ton/reference/timestonics/aeoole/s/eric_schmitt/indexhtmr?irﬂine=m&

per>

WASHTNGTON The Air

bamng its personnel from using work computers t0 view the Web sites of The New York Times and more than 25 other
news organizations and b]ogs that have posted secret cables obtamﬁd by
" WikiLeaks<htip: . ' Foki i i -org, At
Forge officials said Tuesday
When Air Force personnel on the service's computer network try to view the Web sites of The Times, the British
rewspaper The Guardian, the German magazine Der Spiegel, the Spanish newspaper El Pais and the French newspaper
Le Monde, as well as other sites that posted full confidential cables, the screen says "Access Denied: Internet usage 18
logged and monitored," according to an Air Force official whose access was blocked and who shared the screen warning
with The Times. Violators are warned that they face punishment if they try to view classified material from unauthorized
Web sites.
Some Ar Force officils acknowledged that the steps taken might be in vain since many military personnel could gain
access 10 the docurnents from home computers, despite admonishments from superiors not to read the cables without
proper clearances.
Cyber network specialists within the Air Force Space Command last week followed longstanding procedures to keep
classified information off unciassified computer systems. "News media Web sites will be blocked if they post classified
documents fom the WikiLeaks Web site,” said Lt. Col Brenda Campbell, a spokeswoman for the Air Force Space
Command, a unit of which oversees Air Force cyber systems. "This is similar to how we'd block any other Web stte that
posted classified information.”
Colonel Campbell said that only sites posting full classified documents, not just excerpts, would be blocked. "When
classified documents appear ona Web site, a judgment will be made whether it will be blocked,” she said. It's an issue
we're workmg through right now."
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Spokesmen for the Am1y<hm:)'J’ftomcs.nvtimes.confton/reference/ti}mstonics/organizationsf’afus army/index. himi?
inline=nyt-org>, Navy and
Marines<http;/fopics. nvtimes,com/top/reference/timestopics/ oreanizations/m/us_marine _corps/index html?mline—nyt-org>
said they were not blocking the Web sites of news organizations, largely because guidance has already been issued by the
Obama administration and the Defense Department directing hundreds of thousands of federal employees and contractors
1ot to read the secret cables and other classified documents published by WikiLeaks unless the workers have the required
security clearance or authorization.
“Classified information, whether or not already posted on public websites or disclosed to the media, remains classified,
and nmust be treated as such by federal employees and contractors, until it is declassified by an appropriate U.S.
Government authority,” said a notice sext on Dec. 3 by the Office of Management and
Budget<hm>:r’/tonics.nvtims.comfton/rcﬁ:rence/tirmstor)icsr’oraanicmﬁons/o/ofﬁce_of_ management_and budget/index. html?
mline=nyt-org>, which i part of the White House, to agency and department heads.
A Defense Department spokesman, Col. David Lapan, i an e-mail on Tuesday night sought to distance the department
from the Air Force's-action to block access to the media Web sites: "This is not DoD-directed or DoD-wide.”
The Air Force's action was first reported on The Wall Street Journal's Web site late Tuesday and underscores the wide-
ranging impact of the recent release of secret State Department documents by Wikileaks, and five news organizations,
including The Times. It also illustrates the contortions the military and other government agencies appear to be going
through to limit the spread of classified information that has become widely available in the public domain.
"It is unfortunate that the U.S. Air Force has chosen not to allow its personnel access to mformation that virtually everyorne
else in the workd can access,” said a spokeswoman for The Tires, Danielle Rhoades Ha. A senior administration official
said Tuesday that the administration's policy contained sorme leeway, for instance, to allow certain employges to download
nformation in order for them to be able to verify that classified mformation was leaking into the public domam, and to
assess damage to national security and potential danger 1o sources.
Steven Aftergood of the Federation of American Scientists, a secrecy specialist, said dozens of agencies, as well as
branches of the military and government contractors, had ssued ther own policy mstructions based on the Office of
Management and Budget memo.
"i's 3 self-defeating policy that will leave government employees less informed than they ought to be," Mr. Aftergood said.
William J. Broad contributed reporting from New Yozk.
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Re: FW: Reuters OP Ed on Wikileaks
Date ; December 20, 2010, 938:34 am EST
Size : 17.7KB
Folder : William Bosarko:archive-william\Sent Items

From : Wiliam Bosanko

To : William H. Leary] FOIA (D) (6]

7L 1d : AXHTQPGUMDSOPOKQ3 5FNPCYOQOCUMCTDRA

Type : Exchange ExchangeArchive

FOIR(b) (5}

>>> "Leary, William H.' FOIA(D) (6) 12/20/2010 932 AM
S '

FYL

From: Sanborn, Daniel R.
Sent: Monday, December 20, 2010 8:18 AM
To: Leary, William H.

_ Subject: Reuters OP Ed on Wikileaks

American secrets and bizarre rules

Dec 17, 2010 10:59 EST

*

*

us.

governrment<http//blo o5 reuters,com/bernddebusmann/tag/u-s- government= |
u.s. politics<http: reuters.comvbernddebusmann/tagfu-s-politics> |

w.S. state _ .
department<http'j/blogg.reuiers.com/bernddebusmnn/taggu—s—state—departmen

| wikileaks<htt_tpJ/blog§.reuiers.coanemddebusmam/tag[wﬂcﬂeaks?

Bernd Debusmann is a Reuters columnist. The opinjons expressed are his
own.

Does a secret stop being a secret when millions of people know it? Yes,
says common sense. No, says the U.S. government, whose reaction to the
WikiLeaks dump of classified diplomatic cables portrays a bureaucracy
inhabiting a logic-free world all of its own,

NiW$#:12756 DocId:59168945
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Writers thinking of producing 2 1st century novels emulating the works of
Franz Kafka are well advised to closely follow Washington's problems i
coming to grips with what kind of information should be open to whom and
wher. :

Anyone with a computer and an fernet connection can see the 1,500-o0dd
chassified cables released so far by the anti-secrecy organization

Wikileaks, which holds more than 250,000 messages exchanged between the
U.S. Department of State and American embassics around the world. Five
news organizations, inclnding the New York Times, have reported on the
cables in great detail. But the fact that the imformation is in the public

domain makes no difference to the government's view of its classified

nature.

So, government workers were told, in the first week ofthe WikilLeaks data
dump, that "unauthorized disclosure of classified documents {whether m
print, on a blog or on websites} do not alter the documents’ classified
status or automatically result in dechssification of the documents. To
the contrary, classified information, whether or not already posted on

- public websites or disclosed to the media, remams classified, and must be
treated as such by federal employees and contractors, until it i8
declassified by an appropriate U.S. government authority.” -

There's an authority specifically set up for the declassification of

documents, under an executive order President Barack Obama signed a year
ago, It's called the National Declassification Center and it i dealng

with a backlog of more than 400 million (yes, 400 million) classified
documents. They date back 25 years or more and are keptin cardboard boxes
holding 2,500 pages cach in storage vaults the size of several football

fields at the U.S. National Archives in College Park, Maryland.

The classified-stays-classified view of documents made public has produced

an element of anguish among federal employees, includmg the more than

200,000 who work under the umbrella of the sprawling Department of

Homeland Security. One of its workers expressed the vexation of many m an .
email to Steven Aftergood, a veteran anti-secrecy campaigner who puts out

a weekly newsletter, Secrecy News, for the Federation of American

Scientists.

The email, fiom a DHS employee whose work mnvolves dealing with senior
foreign officials, noted that "f it is discovered that we have accessed a
classified WikiLeaks cable on our personal computers, that willbe a
security violation. So, my grandmother would be allowed to access the
cables, but not me. This seems ludicrous.”

NWH#:12756 DocId: 59168945
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ACCESS DENIED

Not to be outdone by Homeland Security, the U.S. Air Force went a step
firther this week and blocked employees from using work computers to view
the websites of the New York Times and other news organizations that have
posted WikiLeaks cables. Those who tried saw "Access Demed: Internet
usage is logged and monitored" splashed across their screens, a notice

that brings to mind the Chinese government's eftorts to block its citizens

from material deemed mapproprate. :

Denying access to nformation that virtually everyone else in the world
can sec has been accompanied by warnings to students at several colleges
to refrain from commenting on Wikil eaks and its cables on social websites
such as Facebook or Twitter. Doing so might jeopardize their chances of
future employment with the government, said messages from the schools'
offices of career services.

Self censorship in the country that prides itseifon its commitment to
free speech and openness, or prudent advice in a clhimate of post-September
11 obsession with secrecy?

One of the casualties of WikiLeaks and the government's fierce reaction to
them will almost certainly be the effort Obama launched a year ago to curb
America's secrecy inflation. The executive order that created the National
Declassification Center also laid out in 13,000 words and great detai
guidelines on classifying information. One of the novel features of the

order was that classified documents must inchide the name of the person
who classified thern. That was meant to curb such excesses as slapping
"secret" labels on, for example, summarics of foreign press reports.

The opening paragraph of the order, dated December 29, 2009, says: "Our
democratic principles require that the American people be mformed of the
activities of their Government. Also, our Nation's progress depends on the
fiee flow of information both within the Government and to the American
people.”

How does that square with the present atternpts to prevent large mumbers of
Americans from looking at information available to much of the rest of the

world?

(You can contact the author at Debusmann(@ Reuters.com)

Attachments
NW#: 12756 DocId: 59168545



1213

NW$#:12756

DocId: 591683945

474



12213
Re: Wikileaks
Date : December 22, 2010., 8:57:11 amEST
Size : 5.8 KB
Folder : William Bosanko:archive-willamiSent Items

' From : William Bosanko

To : C. Elame Cunmmms FOIA(b) (T) - (C)

7L 1d : NY5CBPC1L3U2CNKFEHPJPWJHCRFGIKIPB
Type : Exchange ExchangeArchive

You are not losing your mind...they remain in draft form. They were both
shared with Deputies yesterday and are expected to be finalized and issued
today.

Best wishes to you as well!

Jay

>>> "Curmmins, C. Elaine" FOIA(R) (7} = 10) 12/22/2010 8:53 AM
>>>

Jay - I can only imagine that you are swamped - but [ have a question. We

are rushing to finish up our 2010 Annual Report for information sharing,

and of course we have to include Wikil eaks. Yesterday I went to a DOJ
component meeting where we were given a copy of a memorandum from Lew
which covered a joint memorandum from you and Bryant. However, thesc were
not dated - 1 have googled all over the place and can't seem to find them
anywhere. Do you have the dates?

Hope you have a wonderfid holiday!
Elame

C. Elaine Cummins, Ph.D.

Chief Information Sharing Officer
Federal Bureau of Investigation
O -
BB

FOIA (D) (7) - (C)

Attachments
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RE: WikiLeaks
Date : December 22, 2010, 10:08:56 am EST
Size : 7.3 KB
Folder : Willam Bosanko:archive- willam\Sent Items

From : Wilkatm Bosanko

To : C, Elame Cummins FOIA(R) {7} — (C)

ZL Id : BJEK4QKF5MAOQW3JK0XZGLRCUDFMSIFOB

Type : Exchange ExchangeArchive

Thanks - you too..] ' |

I ' 'Jay [ TTTTTROIA (b)) (5B)
>>> "Cummins, C. Elaine” FOIA(D) (7) - (C) 12/22/2010 10:07 AM
> :

Ok - thanks much - hope you can take a few days away to enjoy your family

C. Elaine Cummins, Ph.D.

Chief Information Sharing Officer
Federal Bureau of Investigation
‘s
BB

FOTA(L) (T) - (C)

————— Onginal Message----- _

From: William Bosanko [maito:william:bosanko(@nara.gov]
Sent: Wednesday, December 22, 2010 857 AM

To: Cummmmns, C. Elame

Subject: Re: WikiLeaks

You are not losing your mind...they remain in draft form. They were both
shared with Deputies yesterday and are expected to be finalized and ssued
today.

Best wishes to you as well!

Jay _
HNW$:127586 Docld: 551682347
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>>> "Curnmins, C. Elaine" | FOIA(R) (1)~ Gy 12/22/2010 8:53 AM
>3

Jay - 1 can only imagine that you are swamped - but | have a question. We

are rushing to finish up our 2010 Annual Report for mformation sharmg,

and of course we have to nclude Wikileaks. Yesterday I went to a DOJ
component meetmg where we were given a copy of a memorandum from Lew
which covered a jomt memorandum from you and Bryant. However, these were
not dated - 1 have googled all over the place and car't seem to find them
anywhere. Do you have the dates?

Hope you have a wonderfid holiday!
Elaine

C. Elame Cummins, Ph.D.

Chief Information Sharing Officer
Federal Bureau of Investigation
O-
BB

FOIR (D} (7) - (C)
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RE: WikiLcaks

Date : December 22, 2010, 1025:50 am EST

Size : 8.7 KB

Folder : William Bosanko:archive- willam\Sent Items

From : Willam Bosanko

To : C. Elaine Cummins FOIA(D) {7) - (C)

ZL1d: OUBF54OUFAN SMTPVHTE21IFOFN40JY303B

Type : Exchange ExchangeArchive

We are not looking for formal, detailed responses FOIA (D) (5)

>>> "Cummins, C. Elaine’| FOIALRL (71~ (C] 12/22/2010 1020 AM

>

C. Elame Cunmins, Ph.D.

" Chief Information Sharing Officer

Federal Bureau of Investigation
0O -
BB

FOIA (b} {7) — (C)

----- Original Message-----

From: William Bosanko [mailto mlhambosanko@nara gov]
Sent: Weduesday, Decerber 22, 2010 1009 AM

To: Cummins, C. Elamne

Subject: RE: WikilLeaks

Thanks - you t00.. FOTA (b (5]

[ Jay
>>> "Cummins, C. Elaine" FOTA(R) (1) - (C) 12/22/2010 10:07 AM
>

Ok - thanks much - hope you can take a few days away to enjoy your family

NW#: 12756 Docld: 591683948
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C. Elaine Cummins, Ph.D.

Chief Information Sharing Officer-
. Federal Bureau of Investigation

O -

BB

FOIA(R) {7) - (C)

----- Original Message-----

From: William Bosanko [mailto:william. bosanko@mnara.gov]
Sent: Wednesday, December 22, 2010 8:57 AM

To: Cummins, C. Elame

Subject: Re: Wikil.eaks

You are not Josing your mind...they remain i draft form. They were both
shared with Deputies yesterday and are ¢xpected to be finalized and issued
today. '

Best wishes to you as well!

Jay

>>> "Cummmns, C. Elame" - EOIA(B) () - (C) 12/22/2010 8:53 AM
g
Jay - I can only imagine that you are swamped - but I have a question. We

are rushing to finish up our 2010 Annual Report for iformation sharing,

and of course we have to include WikiLeaks. Yesterday I went to a DOJ
component meeting where we were given a copy of a memorandum from Lew
which covered a joint memorandum from you and Bryant. However, these were
not dated - 1 have googled all over the place and can't seem to find them
anywhere. Do you have the dates?

Hope you have a wonderful holiday!
Elaine

C. Elamne Cummins, Ph.D.

Chief Information Sharing Officer
Federal Bureau of Investigation
O -
BB

FOIA(R) (7)) - (C)
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Re: Center for Public Integrity OP ED on Wikileaks
Date : December 22, 201G, 2:52:40 pm EST
Size : 27.6 KB
Folder : Wiliam Bosanko:archive-william\Sent Items

From : Wiliam Bosanko

To : FOIA{bL) (6)

7L 1d : IYAJ1IC1VQWLGZII3SESAWRF50TUIOZAIB
Type : Exchange ExchangeArchive

I sent the authdr a brief note as he had "million” rather than "billion"
and also had ISOO spending the 8.8 rather than the USG.

He said he would correct.

From: "Leary, William H." FOIA (b} (6)

Cc: Bosanko, William <William. Bosanko(@nara. gov> _
To: Roberts, Blake C.
To: DeRosa, Mary B.
To: Eisen, Norman L.
To: Vietor, Tonarmy

FOIA (D) (6}

Sent: 12/22/2010 247:43 PM
Subject: FW: Center for Public Integrity OP ED on Wikileaks

FYT. There are mistakes here, of course. For example, there are at least
500,000 persons cleared for access to SIPRNet, not 60,000.

Fronx: Sanborn, Danie] R.

Sent: Wednesday, December 22, 2010 2:37 PM

To: Leary, William H.

Subject: Center for Public Integrity OP ED on Wikileaks

Wikil_eaks and the Classification Follies - Thank You Nofes, Picnic Menus -
Are These Really Official Secrets?

By Julian Hattem | December 22, 2010

NWH:12756 DocId: 59168549
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The Center for Public Integrity
http//www.publicintegrity.or,

Egypt's leader has trouble hearing, while ltaly's prime minister ENjoys
"partying hard." The Sultan of Oman is too busy to read books. A
diplomat's picric menu in Fritrea included sheep innards with honey.

Such baral revelations, contained in U.S. diplomatic cables made public by
WikiLeaks in recent weeks, were routinely classified as if national

security depended on them But some say the disclosures actually expose
the government's zeal for secrets, even trivial ones.

President Barack Obama in December 2009 issued an order designed to
curtail the classification of documents, hoping to make government more
open and transparent. The new order says that the government shields
nformation "in order to protect our citizens, our democratic

institutions, our homeland security, and our interactions with foreign
nations." '

Judging from the Wikileaks release, that apparently nchides diplomatic

~ cables on heavy drinking at a wedding, jokes exchanged by foreign leaders,
and details of personal habits, from partying to womanizing - evidence to
some that keeping secrets has become hazardously routine.

After all, in such a classified deluge how can even decision-makers with
access to sensitive documents figure out what's important?

"Many officials in the State Department and elewhere use classified as a
default setting,” said Steven Aftergood, director of the Project on
Government Secrecy at the American Federation of Scientists. "In many
cases even Congress is unable to obtain or meaningfully debate classified
nformation.

"t diminishes the meaning of the classified stamp. It ceases to be an
index of national security sensitivity and it becomes a mere bureaucratic
artifact,” he said,

The Obama administration derurred on addressing specific revelations in
the cables.

'"The State Department, like all other agencies, follows classification
requirements” as determined by the president, said department spokesperson
Harry Edwards m a statement.

White House spokesman Tormmy Vietor said "we look forward to receiving
NWH#:12756 DocId: 59168349
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reconmendations” fforn an advisory group, the Public Imerest
Declassification Board. The group has scheduled a public meeting Jan. 20.

The government can protect sensitive government documents and
commmunications from disclosure by giving them a national security
classification ranging from "confidential” to "secret” to "top secret” at
the more sensitive end. Only officials with approved security clearances
can see documents in the various categories.

The higher the designation, the fewer people are permitted 1o see the
document. For instance, Pfc. Bradley Manming, the suspected leaker of the
diplomatic cables published by WikiLeaks, s said to have downloaded them
from a Defense and State department network known as SIPRNet, which
contains cables marked as “secret” or less sensiive.

Some 60,000 people are cleared to use SIPRNet, according to Thomas S.
Blanton, executive director of the National Security Archive, a nonprofit
private research group affifiated with George Washington University.

The number of contactors, military personnel and civilians with access to
classified documents has been rising, i part due to increased information
sharing since Sept. 11, 2001.

The WikiLeaks cables with light-hearted and trivial observations reviewed
by the Center for Public Integrity were classified as either
"confidential” or "secret.”

Blanton worries about the classification system's crediblity.

He likens the current classification system to a Jow fence of security
around a large prairie of information. Instead, be said, the United States
needs "a tall fence around a graveyard" - safeguarding only the most
sensitive secrets.

Keeping secrets can be expensive for the taxpayer.

In 2009, the [nformation Security Oversight Office, the agency charged
with overseeing the government's security classification syster, spent
$8.8 billion to safeguard classified mformation according to its June
report to President Obama - and that only includes intelligence operations
that aren't themselves classified.

Tangible and intangible costs, inchuding loss of confidence in the system,
can add up if valuable messages are released, said William Bosanko, the
oversight office’s drector.
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"Over-classification is not in the mterest of the government," said
Bosanko. "Finite resources are best deployed when they are focused on the
information that truly requires protection.”

The cables published by Wikil eaks span multiple presidential
admnistrations. Typical is one sent n March 2008, reporting on a meeting
the previous month between a top U.S. military official, William Fallon,
and the Sultan of Oman at one of the Arabian leader’s castles.

The admiral, then head of U.S Central Command, found Qaboos bin Said al
Said "in good health." Qaboos was "cheerful," reported a diligent

diplomatic correspondent in an official State Department cable to

Secretary of State Condoleezza Rice.

The sultan was too busy "o do all the things he wanted to do, such as
reading more books" - though he always found some time to "waich the
news." The cable was marked "secret."”

Had such documents not been disclosed on Wikileaks in November, the world
would have had to wait decades. Under classification rules for the cable
on Fallon's meeting with the sultan, it would remain secret until 2018,

An April 2009 classified cable sent from Secretary of State Hillary
Clinton's office to the American Embassy in Argentina amounts to little
more than a thank you for the embassy’s help in forwarding information on
key state figures, inchxding "a nice example of when [then-Foreign
Minister Jorge] Taiana has cracked a joke in meetings to lighten the
mood."

That cable, with some sections marked as secret, would not have been
declassified until 2034.

In another instance, a February 2009 cable describes how the U.S.
ambassador to Eritrea and his wife had been invited to a picnic on the
farily farm of the ruling party's economic director, where they ate

- "erilled sheep nnards served with honey and chili sauce (but no
sitverware)" and drank "a sour, sermi-fermented traditional drink called,
aptly, 'sewa.'

That same cable reveals that Eritrea’s defense minister chose to spend the
Eritrean president's birthday at the American ambassador's Groundhog Day
celebration,

| A classified October 2009 cablk from the American embassy in Rome relates
NW#:12756 DocId: 59168949
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the consequences from Italian Prime Minister Silvio Berlusconi's "frequent
late nights and penchant for partying hard." Noted the cable: "He does not
get sufficient rest."

As if writing home about a visit with a relative, another diplomatic
correspondent reported in 2008 that Egyptian President Hosni Mubarak, "now
0, is in solid health, notwithstanding a hearing deficit in his left

ear."

An American diplomat who attended a 2006 Caucasus wedding, meanwhile,
reported a "lavish display and heavy drinking" - hardly the stuff of'a

James Bond novel, let alone sensitive detadls mvolving treaty

negotiations, tank movements or nuclear weapons shipments.

President Obama has said that he is "conmmitted to creating an
unprecedented level of openness in Government.” Early on, his
administration made public classified docurents on torture policies from
the Bush presidency, and the White House has posted its visitor logs
onlne. ‘ '

But the administration's record has tarned out to be more mixed. When
classified information is leaked to the press, for instance, the Obama
admmistration has been particularly quick to respond. After two years in
office, Obama has "outdone every previous president in pursung leak
prosecutions," according to a report in The New York Times.

At the same time, Obama has said he is in favor of changing some of the
rules on which such enforcement is based. In October, he signed the
Reducing Over-Classification Act, a measure designed to streamime
classification across the government and crack down on misclassification.

Few of its features have been implemented, though, and the Public Interest
Declassification Board has et to issue recommendations for what Obama
described last December as a coming "fundamental transformation of the
security classification system "

Rep. Bill Delalunt (D-Mass.) called the classification process "arcane,”
and said that "it puts the American democracy at risk." Several ot his
colleagues on the House Judiciary Committee during a Dec. 16 hearing
joined him in calling for reducing over-classification.

"There are legitimate secrets, and they do deserve protection,” said

Patrice McDermott, director of OpenTheGovernment.org, a coalition of
non-governmental groups dedicated to federal transparency.
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But the State Department cables? They contain "many examples of silly
over-classification,” she added.

Attachments
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Re: Center for Public Integrity OP ED on Wikileaks
Date : December 22, 2010, 2:59:15 pm EST
Size : 28.5 KB
Faolder : Willam Bosanko:archive-william\Sent Iters

¥rom : William Bosanko

To ¢ FOIR(b) (6)

7L 1d : GA3SGWLIPHFBGIPO3GPFZN1OXCNEUKAA
Type : Exchange ExchangeArchive

‘When it first posted he had million, so he got that fixed at least.

From: "Leary, Wiliam H.' FOTA (D) (8).
To: Bosanko, William <William Bosanko@nara.gov>

Sent: 12/22/2010 2:57:46 PM
Subject: RE: Center for Public Integrity OP ED on Wikileaks

It says $8.8 billion.

————— Orgmal Message-----

From: William Bosanko [mailto:william bosanko@nara. gov]
Sent: Wednesday, December 22, 2010 2:53 FM

To: Leary, Willam H,

Subject: Re: Center for Public Integrity OP ED on Wikileaks

I sent the author a briefnote as he had "million” rather than "billion”
and also had ISOO spending the 8.8 rather than the USG.

He said he would correct.

----- Original Message-----
From: "Leary, William HL FOTA (b) (6)

Cc¢: Bosanko, Willam <William Bosanko(@nara.gov>
To: Roberts, Blake C.
To: DeRosa, Mary B.
To: Eisen, Norman L.
To: Vietor, Tommy

FOIA(R) (6)

- NW#:12756 DocId: 59168950
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Sent: 12/22/201(} 2 47 43 PM.
Subject FW: Center for Public Integrity OP ED on Wikileaks

FYI There are mistakes here of course For example there are at 1east
500,000 persons cleared ﬁ)r access to SIPRN et not 60 (}00 o

From. Sanbom, DanelR. - '
Sent: Wednesday, December 22 2010 2 37 PM
To: Lea:ry, ‘William H. 3 o Tl
SubJeet Cente’r ibr Pubhc Integrrty GP ED on Wildleaks

Wikleaks and the C]assﬁcatlon Fo]hes Thank You Notes, chmc Menus -
Are Thesc Rea]ly Ofﬁc:lal Sccrets‘? .

By Jlﬂxan Hattem1 December 22 2010

The Center for Public Integrity
http//www.publicintegrity.org/

Egypt's keader has trouble hearing, while ltaly's prime minister enjoys
"partying hard." The Sultan of Oman is too busy to read books. A
dqalemt's ptcmc menu in Eritrea included sheep innards with horiey.

Such banal revelations, contained in U.S. diplomatic cables made public by
WikilLeaks in recent weeks, were routinely classified as if national '
security depended on them. But some say the disclosures actuaIky expose
the government's zeal for secrets, even trivial ones.

President Barack Obama in December 2009 issued an order designed to
curtail the classification of documents, hoping to make government more
open and transparent. The new order says that the government shields
information "in order to protect our citizens, our democratic

institutions, our homeland security, and our interactions with foreign
nations."

Judging from the WikiLeaks release, that apparently inciudes diplomatic
cables on heavy drinking at a wedding, jokes exchanged by foreign leaders,
and details of personal habits, from partying to womanizing - evidence to
some that keeping secrets has become hazardously routme.

After all, in such a classified deluge how can even decision-makers with
access to sensitive documents figure out what's important?

"Many officials n the State Department and elsewhere use clssified as a
default setting," said Steven Aftergood, director of the Project on
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Government Secrecy at the American Federation of Scientists. "In many
cases even Congress is unable to obtain or meaningfully debate classified
miormation.

"It diminishes the meaning of the classified stamp. It ceases to be an
index of national security sensitivity and it becomes a mere bureaucratic
artifact," he said.

The Obama administration demirred on addressing specific revelations in
the cables. ' '

"The State Department, like all other agencies, follows classification
requirements" as determined by the president, said department spokesperson
Harry Edwards n a statement.

White House spokesman Tommy Vietor said "we look forward to receving
recommendations” from an advisory group, the Public Interest
Declassification Board. The group has scheduled a public meeting Jan. 20.

The government can protect sensitive government documents and
comnumications from disclosure by giving them a national security
classification ranging from "confidential" to "secret” to "top secret" at
the more sensitive end. Only officials with approved security clearances
can see documents in the various categories.

The higher the desigpation, the fewer peoplk are permitted to see the
documertt. For instance, Pf. Bradley Manning, the suspected leaker of the
diplomatic cables published by WikiLeaks, is said to have downloaded them
from a Defense and State department network known as SIPRNet, which
contains cables marked as "secret" or less sensitive.

Some 60,000 people are cleared to use SIPRNet, according to Thomas S.
Blamton, executive director of the National Security Archive, a nonprofit
private research group affiliated with George Washington University.

The nurmber of contactors, military personniel and civilians with access 10
classified documents has been rismg, in part due to ncreased information
sharing since Sept. 11, 2001.

The WikiLeaks cables with light-hearted and trivial observations reviewed
by the Center for Public Integrity were classified as either

"confidential” or "secret."”

Blanton worries about the classification system's credibility.
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He Bkens the current classification system 10 a low fence of security
around a large prairie of information. Instead, he said, the United States
needs "a tall fence around a graveyard" - safeguarding only the most
sensitive secrets.

Keeping secrets can be expensive for the taxpayer.

In 2009, the Information Security Oversight Office, the agency charged
with overseeing the government's security classification system, spent
$8.8 billion to safeguard classified information accordng to its June
report to President Obama - and that only includes intelligence operations
that aren't themselves classified.

Tangble and intangible costs, inchiding loss of confidence in the system,
can add up 1f valuable messages are released, said Willam Bosanko, the
oversight office's director.

"Over-classification is not in the interest of the government," said
Bosanko. "Finite resources are best deployed when they are focused on the-
information that truly requires protection.”

The cables published by Wikileaks span muitiple presidential
administrations. Typical is one sent in March 2008, reporting on a meeting

 the previous month between a top U.S. military official, William Fallon,
and the Sultan of Oman at one of the Arabian leader's castles.

The admiral, then head of U.S Central Command, found Qaboos bin Said al
Said " good health.” Qaboos was "cheerful," reported a diligent

diplomatic correspondent in an official State Department cable to

Secretary of State Condoleezza Rice.

' The sultan was too busy "to do all the things he wanted to do, such as
reading more books" - though he always found some time to "watch the
news." The cable was marked "secret.”

Had such documents not been disclosed on WikiLeaks m November, the world
would have had to wait decades. Under classification rules for the cable
on Fallon's meeting with the sultan, it would remain secret until 2018.

An April 2009 classified cable sent from Secretary of State Hillary
Clinton's office to the American Errbassy n Argentina amounts 1o litle
more than a thank you for the embassy's help in forwarding information on
key state figures, mcluding "a nice example of when [then-Foreign
Minister Jorge] Taiana has cracked a joke in meetings to lighten the
mood."
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That cable, with some sections marked as secret, would not have been
declassified until 2034.

In another instance, a February 2009 cable describes how the U.S.
ambassador to Fritrea and his wife had been ivited to a picnic on the
family farm of the ruling party's economic director, where they ate
"grilled sheep innards served with honey and chili sauce (but no
sitverware)" and drank "a sour, semi-fermented traditional drink called,
apily, 'sewa."

That same cable reveals that Eritrea's defense minister chose to spend the
Eritrean president's bitthday at the American ambassador's Groundhog Day
celebration.

A classified October 2009 cable from the American embassy in Rome relates
the consequences from Italian Prime Minister Silvio Berlusconi's "frequent
late nights and penchant for partying hard." Noted the cable: "He does not
get sufficient rest.”

As if writing home about a visit with a relative, another diplomatic
correspondent reported in 2008 that Egyptian President Hosm Mubarak, "now
80, is I solid health, notwithstarling a hearing deficit in his left

ear- "

An American diplomat who attended a 2006 Caucasus wedding, meanwhile,
* reported a "lavish display and heavy drinking” - hardly the stuffofa

James Bond novel, let alone sensitive details involving treaty

negotiations, tank moverments or nuclear weapons: shipments.

President Obama has said that he is "committed to creatmg an
unprecedented level of openness in Government." Early on, his

~ administration made public classified documents on torture policies from
the Bush presidency, and the White House has posted its visitor logs
onlne.

But the administration's record has turned out to be more mixed. When
classified information is leaked to the press, for instance, the Obama
administration has been particularly quick to respond. After two years m
office, Obama has "outdone every previous president in pursumg leak
prosecutions," according to a report in The New York Times.

At the same time, Obama has said he is in favor of changing some of the
rules on which such enforcement is based. In October, he signed the

Reducing Over-Classification Act, a measure designed to streamiine
NWH:12756 DocId: 59168950
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chassification across the government and crack down on musclassification.

Few of s features have been implemented, though, and the Public Interest
Declassification Board has yet to issue recommendations for what Obama
described last December as a coming "fundamental transformation of the
security classification system.”

~ Rep. Bill Delalunt (D-Mass.) called the classification process "arcane,”

- and said that "it puts the American democracy at risk.” Several of his
colleagues on the House Judiciary Committee during a Dec. 16 hearmg
joined him in callng for reducing over-classification.

"There are legitimate secrets, and they do deserve protection,” said
Patrice McDermott, director of OpenTheGovernment.org, a coalition of

non-governmental groups dedicated to federal transparency.

But the State Department cables? They contain "many examples of silly
over-chssification," she added.

Attachments
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Re: Your guidance sought
Date ; December 28, 2010, 12:35:46 pm EST
Size : 9.6 KB
Fblder : William Bosanko:archive-willam\Sent Items

From : Willlam Bosanko

To : Lizarne Kelley FOIA (L) (6)

7L 1d : MO5SCTK TMWOMZUS30E2DMU3TULOLSQ4ZZA

Type : Exchange Exchange Archive

Lizanne,

My apologies for the delay. Your message was stuck in our overzealous spam filter and 1 only just came across
it. Thave set it to clear any future messages from crs.loc.gov. The only guidance that has been issued has come -
based on the OMB issuances which I assume you have already seen.

Best,

Jay

William J. Bosanko
Director '

Information Security Oversight Office
The National Archives Building

700 Pennsylvania Avenue, N.W.
Washington, DC 20408

(202) 357-52035 (office)

I FOTA (B} (6) I(cell)
(202} 357-5907 (fax)

>>> "Lizanne Kelley"| TOIA(b) (6) 112/9/2010 2:15 PM >>>

Jay: Has ISOO issued any guidance for agencies in dealing with the public release of classified government
nformation? We are grappling particularly with the issue of the propriety of referencing secondary sources of
information on the Wikileaks disclosure. Thank you in advance for any guidance you may have.

Lizanne D. Kelley
NWH: 12756 Docld: 59168951
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Counselor to the Director, Congressional Research Service

FOTA({b) (€)

Attachments _
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Re: Wikileaks Memos

" Date : Decermber 30, 2010, 8:11:48 am EST
Size : 5.1 KB _-FOTA(b) {3) - 50 USC 403-1(i) (1) - Scurces and methods

Folder : Willam Bosankoarchive-william\S gnt*I‘fé;ls

From ; William Bosanko

To : l ' FOTA (b} (6)
PreetaD. Bansal@omb.eop.gov

7L, 1d : BAW3ORS5SOL1IVWLP4SX2F0ZIX32TKO1XIA
Type : Exchange ExchangeArchive
No objections from ISOO.

Thanks,

----- Original Message-----

From: "Bansal, Preeta D." <Preeta_D._Bansak@omb.eop.gov=>

To: Bosanko, William <Willam. Bosanko@nara.gov>

To:l | ----- e FOIZ(b) (3} - 50 USC 403-1(i) {1} - Sources and methods

To: Leary, Willlam H. FOIA (D) (6)

Sent: 12/30/2010 12:42:44 AM
Subject: FW: WikiLeaks Memos

Please take another quick look at the cover OMB memo. Hopefully it will )
be issued tomorrow. I e

FOIA (D) (5)

Attachments
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OMB & NCIX/ISOO Memos re WikiLeaks - January 28tﬁ Suspense
Date : January 3, 2011, 4:19:54 pm EST
Size : 6.4 KB
Folder : William Bosanko:archive-william\Sent Items
From : Willam Bosanko

Te : Rob Bledsoe <Rob.Bledsde@nara.gov>,Charies Piercy <Charles.Piercy@nara.gov>,
David Ferriero <David.Ferriero@nara.gov>,Debra Wall <Debra. Walk@nara. gov>,
Adriénoe Thomas <Adrienne. Thomas@nara.gov>,Richard Judson <Richard.Judson(@nara.gov>

ZL 1d : INOETEUMVWVVVREII YHYYGRYZAOBIMPIA

Type : Exchange ExchangeArchive

http//www.whitehouse. gov/sites/default/files/omb/memoranda/2011/ml 1-08.pdf
Attachments
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Re: Request from Library of Congress
Date : January 14, 201 1, 7:13:10 am EST
Size : 8.9 KB
Folder : Willlam Bosanko:archive-william\Sent Items

From ; William Bosanko

To: FCIA{L) (5]

Z1.1d : NNU0104ZOESYSM5PRUIEXER]153GXQ3LDB
Type :. Exchahge Exchange Archive
Elizabeth,

Apologies-been swamped. Sounds good.

From: "Pugh, Elizabeth" FOIA (b} (6)
To: Bosanko, William <W_i]1iamBosanko@nara-.g0v>

Sent: 1/12/2011 10:50:55 AM
~ Subject: RE: Request from Library of Congress

just checking to see if'you got my email with the information and if feb.
2nd will work. '
we need to send out the notice. thanks
if you'll ike to discuss, please give me a call - FOTA(D) (6)

-----Ongnal Message-----
From: William Bosanko [mailto:william bosanko@nara.gov]

Sent: Wednesday, January 05, 2011 7:47 PM
To: Pugh, Elizabeth

Cc: Sheryl Shenberger

Subject: Re: Request from Library of Congress

Elzabeth,

Can you provide any further specifics as to when on the 2nd, how long,
audience, etc.? This remams a very touchy issue, but it deserves
discussion and 1 am certam that I can find a way to make it work.

NWH#:127586 DocId: 59168954
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Best,
Jay
William J. Bosanko
Drector
Information Security Oversight Office”
The National Archives Building

700 Pernsylvania Averme, N.W.
Washington, DC 20408

2023 357- (office)
- FGIA(b) (6) (cel)

(202} 357-5907 (fax)

>>> Sheryl Shenberger 1/5/2011 3:44 PM >>>

~ Jay, I have been contacted by Elizabeth Pugh (cced), the General Counsel
for Library of Congress. She and I worked together to the set up the
Kssmger collection review effort. The L of C OGC holds a regular forum
for librarians and lawyers across government, and at the 2 February
session, Elizabeth would like to offer them a speaker on the issue of
Wikileaks documents: something lke the challenges involved in fitture
dealing with the unauthorized disclosure of these records, etc. I think
you or your designee at 1ISOO would be a better choice than I as NDC is
more inclined toward docurments 25 years old and older now, and I won't
really be dealing with that material for quite some time (and 1 hope to be
retired by then...) I also don't feel all that qualified to address the
cross-government policy aspects of this subject.

Ebzabeth can better explain what she is mterested in, and if you are
amenable, over to her to call or email you to discuss this further. Thank

you for your consideration.

Sheryl

Attachments
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Re: February 2 FLICC GC forum on Wikileaks
Date : Jarwary 15, 2011, 922533 am EST
Size : 6.8 KB
Folder : William Bosankoarchive-willlam\Sent [tems

From : Williami Bosanko

To ¢ FOIA () (6)

Cc . FOTIA({DL) (6)

71 1d : INWAF1 PPNBIRWFYBZSKRFS3PROUHRSHPB
Type : Exchange ExchangeArchive

- Hope, |
Just me. Sounds good.

Thanks,

----- Original Message-----
From: "O'Keeffe, Hope"|  rornm &) |

To: Bosanko, William <William.Bosanko@nara.gov>
Cc: Dessy, Blane K|
Cc: Pugh, Eliabeth{ =7

Sent; 1/14/2011 45841 PM
Subject: February 2 FLICC GC forum on WikiLeaks

M:r. Bosanko:

We are very pleased that you are able to come on the 2d -- there's an
enormous interest in this issue among federal agencies, so I think you're
guaranteed a packed room.

~ Are you planning on bringing anyone along, or on speaking alone? 1fthe
latter, we propose the following description, subject to your approvak

William J. Bosanko, Director of the Information Security Oversight Office,
will speak about Wikileaks and the unauthorized disclosure of classified

NWH#:12756 DocId:59168955
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mformation, including access issues for federal employees and agency
libraries.

Like all FLICC/GC Forum meetings, the session will be off the record and
restricted to federal employees.

Many thanks

Hope O'Keefie

Hope O'Keeffe

Associate General Counsel
Library of Congress

101 Independence Avenue S.E.
- Washington, D.C. 20506
202/707-0275 (direct)
202/707-6316 (main)
202/707-159%4 (fax) .

Attachments
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Re: Role of 1Gs?
Date : Jamiary 19, 2011, 4:14:52 pm EST
Size : 6.4 KB

Folder : Willam Bosanko:archive-william\Sent Items

From : Wiliam Bosarko
TD . | FOIA (D) {3) — 50 USC 403-1¢i) (1) - Sources and methods
- [FOTA (b) (6)

7L 1d : E153LBAGF GBMUFCUQIS0F242X47ZXL3HPB
Type : Exchange Exchange Archive
Russ,

I will send details in a few minutes but as of last year there is now a
requirement for them to do this. The NARA 1G is working with the IG
leadership to begin a discussion with [SOO so that we can enabk them to
meet with success. '

----- Origmal Message----- _
From: "Travers, Russell'{ . FOIA(D) [6)

To: Bosanko, William <William Bosanko(@nara.gov>

e “g0IA (B) {3) - 50 USC 403-1(i) (1] - Sources and methods

To: s

To: Leary, William H. ‘ FOTA (k) (6)

Sent: 1/19/2011 40758 PM
Subject: Role of IGs?

I've been asked to speak to a roomfil of IC IGs tomorrow regarding

_wikileaks

e TTEGIA (D) (5)

Got any views - either under current procedures/governance or
under a future governance regime? Might there be a way of sharing the
inspection load as part of improved oversight? Thr....

Attachments
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H.R. 553 - Public Law 111-258

Date : January 19’ 2011’ 4:42:37 pm EST ’__,"'FOIA(b) (3} - 50 USC 403-1{i) (1} - Sources.and methods
“Size : 16.4 KB

Folder : William Bosanko :archivev.william\‘,Seiﬁ ltems

From : William Bosanko

To : Russell Travers FOTA(b) (6)

Ce: : WlIham H. Leary FOTA(b) (6)

7L 1d : NNOFRDUHIHQSWT4IGCNCPQ3RUKNKLBI2A
Type : Exchange ExchangeArchive
Russ,

On October 7, 2010 the President signed into aw H.R. 553, the "Reducing Over-Classification Act," which 5
now Public Law 111-258. ] will send a copy in another email in just a mmimte. See section 6(b). -

In short, IGs of agencies with original classification authority are required to carry out at least 2 evaluations NLT |
30 September 2016, with the first done NLT 30 September 2013.

Whik the authors were focused on the promotion of accurate classification, the requirernents can be read to be
broader as the lead one s "o assess whether applicable classification policies, procedures, rules, and regulations
have been adopted, followed, and effectively admmnistered within such department, agency, or COmpone M

The reviews are to be done i consultation/coordination with 1SOO0, and given the circurmstances, T would
support a focus along the nes you note.

The reporting is broad, but I think that this existing requirement could be Jeveraged to demonstrae to Congress
the Administration's cornmitment in this area. The IG reports are to be provided to: (1) the Committee on
Homeland Security and Governmental Affairs and the Select Committee on Intelligence of the Senate; (2) the
Committee on Homeland Security, the Committee on Oversight and Governrnent Reform, and the Permanent
Select Committee on Intelligence of the House of Representatives; (3) any other cormmittee of Congress with
jurisdiction over a department or agerncy reviewed; (4) the head of a department or agency reviewed; and, (5)
1ISOO.

Jay

>>> "Travers, Russell" FOTA(b) {8) 1/19/2011 407 PM >>>

I've been asked to speak 10 a roomful of IC 1Gs tomorrow regarding wikileaks.

NW#: 12756 DocId: 59168957 - - s
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| Got any views - either under current procedures/governance or undera
future governance regime? Might there be a way of sharing the mspection load as part of improved oversight?’

Attachiments

FOIA (D) (5)

NWH#:12756 Docld: 59168557 e
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FYlre WL
Date : January 28, 2011, 5:1028 pm EST
Size : 5.1 KB
Folder : William Bosanko:archive-willam\Sent Items
From : Bosanko

To : David Ferriero <David. Ferriero@nara.gov>,Debra Wall <Debra. Wali@nara.gov>,
Tom Mills <Tom Mills@mnara.gov>,Adrienne Thomas <Adrienne. Thomas@nara.gov>

Cc : Laura Diachenko <Laura.Diachenko@nara.gov>>,Susan Cooper <Susan.Cooper@nara. gov>
71.1d : JHN MQKNLSG4IFRWDDNCMSMMDCMHRVII 1A
Type : Exchange ExchangeArchive

They did not waste any time:

http//blogs. federaltimes. convfederak times-blog/201 1/01/28/fed-ri
risk-in-wikileaks-backiash-groups-say/

Attachments

HW#:12756 DocId: 59168358

1M
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RE: POTUS Memorandum
Date : February 1, 2011, 11:1803 am EST JFOIA(R) (3] - 50 USC 403-1(1) (1) - Sources and methods
Size : 44.9 KB | |
Folder : Willam Bosanko:archive-willamSent Itéms

From ;: William Bosanko

To: William H. Leary <Willam H. Leary@nss.cop.gov>

71, 1d : CJ13F2U4STXODSARZAH4CTLAOMMASZ04JB
Type : Exchange ExchangeArchive
Bill,
Looks great. Please see attached (1 file) for some suggested edits.

Best,

Jay

. . e T T FOTA (b} {6)
>>> "gary, William H." 173172011351 PM >>>

Johr/ay,

Here s a new and improved version that mcludes a new bullet at the end regarding insider threats.

From: Leary, William H,

Sent: Monday, January 31, 2011 1:27 PM
To: william.bosanko@nara.gov]
Subject: POTUS Memorandum

I __________________ TTFOTA (D) {3) - 50 USC 403-1(i} {1) - Sources and methods

John/Jay,

FOIAD) (5)

NW#: 12756 Docld: 59168959 .
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Fire away!

Attachments
Wikileaks-Mission-POTUS iSQO Suggested Edits.docx(27.4 KB)

NWH#:12756 DocId: 59168959
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- MEMORANDUM FOR HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

FOR OFFICIAL USE ONLY

Subject: Implementing Post-Wikileaks Reforms

FOL

L (b) {5}

NWH#:12756

FOR OFFICIAL USE ONLY
DocId: 59168959
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FOR OFFICIAL USE ONLY
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RE: POTUS Memorandum
Date February 2, 2011, 53129 pm EST (‘,-"FOIA(b) {3) - 50 USC 403-1(i} (1) - Sources and metheds
Size : 50.4 KB | "

Folder : Wilkiam Bosanko:archive- willamiSent Items

From : William Bosanko

~FOIA (b)Y (6)

To: ~JRussell Travers
WiliamH. Tearyy T — “FOIR(b) (6)

ZL 1d : KHLSLAFYTIIBSWLZQMLXUPCISEKX0PGUA
Type : Exchange Exchange Archive

Bill

Please see attached for some additional minor suggestions.

Jay

______________ FOIA (D) (6)

>>> “Leary, Wiliam H." | fennotrasspMsss

The latest, correcting one mistake m the prior version.

Fome Leary, William H.

Sent: Wednesday, February 02, 2011 4:19 PM

To: “William Bosanko'; . |- Travers; Russell
Subject: RE: POTUS Memorandum

FOIA(b) (3) - 50 USC 403-1(i) (1) - Sources and methods

The latest.

Fronx William Bosanko [mailto: William.Bosanko@nara.gov]

Sent: Wedmﬂ_sdaff February 02, 2011 3:46PM
To: TI‘EV@?‘S,RUSS@";Leafy,WilllamH, ) FOIA(b) {3) - 50 USC 403-1(i) {1} - Sourcés and methods
Subject: Re: POTUS Memorandum

NW#: 12756 DocId: 59168960 "
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gom( )} {5)

Jay

>>> "Leary, William H." 2/2/201T 329 PM S5 T OB
Myltesttweaks.| e [T FOTA(b) (5)
Attachments

Wikileaks-Mission-POTUS(2) 3 WIB Suggested Edits.docx(26.9 KB)

NWH#:12756 DocId: 59168960
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MEMORANDUM FOR HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

Subject: Implementing Improved Governance of Classified Computer Networks

FOR OFFICIAL USE CNLY

FOLS

L (b) (8)

HNWH:12756

_ _ FOR OFFICIAL USE ONLY
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Fwd: Deputies to be Friday 4 Feb 1100
Date : February 2, 2011, 532:53 pm EST
Size : 14.3 KB
Folder : Willam Bosanko:archive- willians\Sent [tems
From : Williarn Bosanko
To ; David Ferriero <David. Fernero(@nara.gov>
Z1.1d : HITASHTYAOKGQTNEZIVS4LOWUPN3XEF2WA
Type : Exchange Exchange Archive
| mdérstand that you might be invited to this.

Jay

! [UEIUIRU— oo “TTTTTTTTRQIA(L) (6)
>>> "Travers, Russell” I%:‘21‘26’l"1‘"5‘523 PM>>>
) ' ' ' ToJa b1 (5)
Attachments

NW: 12756 DocId: 59168961 | P
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Re: Deputies to be Friday 4 Feb 1100
Date : February 3, 2011, 6:0936 pm EST
Size : 12.1 KB
Folder : Willam Bosanko:archive-william\Sent Items

From : William Bosanko

To 3 i

71.1d : GUASNO3LETDSEZ4FSS5LOWI342YDRFY3RA
Type : Exchange Exchange Archive

Russ,

The Archivist was mvited, but had a conflict and provided my name and
details. We have not heard back, but please know that if you have a space
 concern, feelings will not be hurt on our end i we peed to be bumped.

“““ Original Message---= ' /FOIA(b) (3] - 10 USC 424— DIA, NRO and NGA
From: *Travers, Russell" fod

To: Bosanko, William <William.Bosanko(@nara. gov>
To: david.foley@dhs.gov <davi.foley@dhs.gov>

To

Toj Toradb) (3) - 54 usc 40;@1(;”) (1) - Sources and merhods

To ‘ |

To: michael mastromichalis@@do.treas.gov

<michael mastromichalis(@do.treas.gov>

To: lawrence.hopkins@dot. gov <lawrence.hopkms@dot.gov> FA
To FOTA(5) (3) - 30 USE'403-1(4) (1) - Sources and methods
To: gary vanhorn(@ios.doigov <gary vanhorn@ios.doi.gov> i

To ' 1

To ' .
To:Newman, Chares L. 77 FOTA (D) (3) - 5§ USC 403-1(1) (1) - Sources and methods

To: Murrie, Eden J.
To: Stukenbroeker,'@
To: Resnick, Michael D.
To: Hawkms, Monte B.
To: Travers, Russell
To: Teyema, Trent

To: Leary, Wilham H.

NWH#:12756 DoclId: 591683962
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To: Bemard, Scott A. <Scott_A. Bernard@omb.cop.gov>
To: Burns, GK <Gerard K. Buns@ONDCP.EOP.GOV>
To: gary.guissanie(@osd.mil <gary. guissanie(@ osd.mit>

To: swartsh@state gov <swartsh@state gov>

To; :

To:
To:
To: james.a.baker@usdoj.gov <james.a.baker@usdoj.gov>
To: william.j. walker@usdoj. gov <william j.walker@usdoj.gov>

__,_.-""'EOIA(]:J) (3) - 50 UsC 403-1(4i) (1) - Sources and methods

Sent: 2/3/2011 54236 PM
Subject: RE: Deputies to be Friday 4 Feb 1100

“x,_--"'FOIA(b) 15)
From: Travers, Russell _
Sent: Wednesday, February 02, 2011 524 PM
FOIA(b) (6)
Subject. Deputis to be Friday 4 Feb 1100

-~ FOIA(b) {5)

NWH#:12756 DocId: 59168962 )
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.~ FOIA(b) (5}

Attachments
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Re: Deputies to be Friday 4 Feb 1160

Date : February 4, 2011, 8:33:16 am EST

Size : 14 KB

Folder : Willam Bosanko archive-william\Sent Iterms

From ; William Bosarko

To: FCIA (D) (6)

75.1d : MF4EY4QBNPU43LDNVZAHHRMXCTCCZ3MEA
Type : Exchange ExchangeArchivé

Clearer than what we are trying to solve! Thanks.

From: "Travers, Russell] FOIA(D) (6) |
To: Bosanko, William <William.Bosanko@nara. gov>

Sent; 2/4/2011 82503 AM
Subject; RE: Deputies to be Friday 4 Feb 1100

FOTA (b} (5)

----- Orignal Message----- :

From: William Bosanko [mailto:W iliam Bosanko@nara.gov)
Sent: Thursday, February 03, 2011 6:10 PM

To: Travers, Russell

Subject: Re: Deputies to be Friday 4 Feb 1100

Russ,
The Archivist was invited, but had a conflict and provided my name and
details. We have not heard back, but please know that if you have a space

concern, feelings will not be hurt on our end if we need to be bumped.

Jay
NW#: 12756 DocId: 591683863

13



FOIR(b) (6)

Sent: 2/3/2011 54236 PM
Subject: RE: Deputies to be Friday 4 Feb 1100

FOTIA(D) {&)

From: Travers, Russell

NwWH#: 12756 DocId: 531689263

w3
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Sent: Wednesday, February 02, 2011 524 PM

FOIA(b) (6)

Subject: Deputies to be Friday 4 Feb 1100

FOIR(D) {5)

Attachments

NWH#:12756 DocId: 59168963
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Re: Secrecy News -- 02/07/11

Date : February 7, 2011, 12455 pmEST oo ) 505 405304 31— s s s
Size : 32.8 KB, |
Folder : William Bosanko mchhre-wﬂliaiﬁ{é ent Item:?‘;

From : William Bosanko

To : I ' S S FOIA (D) (6)
Preeta D. Bansak@omb.eop.gov ‘ ‘

7L 1d : PPUSQESTSLMIQYOCAK USGOPIGSAAFXACB

Type : Exchange ExchangeArchive

© FOIA(b}(5)
----- Origmal Message----- :‘ B
From: "Leary, William H. | ] |
To: Bosanko, William <Wi1hamBosank0@naIa gov>
Tol, |

To: Bansal, Preeta D. <Preeta_D._Bansal@ormb.cop.gov>

Sent: 2/7/2011 12:1909 PM
Subject: FW: Secrecy News -- 02/07/11

FYL FOIA (b} (5)

From: Steven Aftergood [mailt_osaﬁefgood@ﬁs.org]
Sent: Monday, February 07, 2011 12:16 PM

To: Leary, Willam H.

Subject: Secrecy News -- 02/07/11

Format Note: If you cannot easily read the formatted text below, or you
prefer to receive Secrecy News m plain text, please reply to this email
to Jet us know.

SECRECY NEWS

from the FAS Project on Government Sectecy
Vohime 2011, Issue No. 13

February 7, 2011

NWH: 12756 DocId: 59168964
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" Secrecy News Blog: hitp//www. fas.org/blog/secrecy/

¥ ACCESSING WIKILEAKS VIOLATES ESPIONAGE ACT, USAF SAYS
+* STEPHEN KIM LEAK DEFENSE CITES OVERCLASSIFICATION
«* C1A VIEWS RUSSIAN CONCERNS OVER IRAN'S SPACE PROGRAM
** POLITICAL TRANSITION IN TUNISIA, AND MORE FROM CRS

ACCESSING WIKILEAKS VIOLATES ESPIONAGE ACT, USAF SAYS

Americans who have accessed the Wikileaks web site may have violated the
Espionage Act, under an extreme interpretation of the law advanced by Air
Force officials last week.

Many government agencies have instructed their employees not to download
chssified materials from the WikiLeaks web site onto anclassified

computer systems. The government's position is that although the material

is in the public domam, its classification status is unaffected.

Therefore, to preserve the integrity of unclassificd systers, the leaked
classified information should not be accessed on such systerns. Ifit s
accessed, it should be deleted.

But on February 3, Air Force Materiel Command (AFMC) at Wright-Patterson
Air Force Base issued startling new

guidance<https/fwww. fas.org’ sen/news/201 1/02/afinc-020311 htmb> statng
that the leaked documents are protected by the Espionage Act and that
accessing them under any crcumstances 1 against the Iaw, not simply a

violation of government computer security policy.

*According to AFMC's legal office, Air Force mentbers -- mifary or
civilian -- may pot legally access Wikileaks at home on therr personal,
non-governimental computers, etther. To do so would not only violate the
SECAF [Secretary of the Air Force] guidance on this issue,... it would
also subject the violator to prosecution for violation of espionage under
the Espionage Act," the AFMC legal office

said<http//www. fis.org/sep/news/2011/02/afinc-0203 11 html>.

Then, in an astounding interpretive leap, the AF MC went on to séy that
similar prohibitions apply to the relatives of Air Force employees.

"If a famnily member of an Air Force employee accesses Wikileaks on a home
computer, the family member may be subject to prosecution for espionage
under U.S. Code Title 18 Section 793."

NW#:12756 DocId: 52168964
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This is a breathtaking claim that goes far beyond any previous reading of
the espionage statutes.

"That has to be one of the worst policy/legal inferpretations I have seen
m my entire career," said Willam J. Rosanko, director of the Information
Security Oversight O ffice<httpy//www.archives, gov/is00/>, by email

If taken seriowsly for a moment, the AFMC
gukiance<htt9:f/www.ﬁxs.org[sgn/news/?_()} 1/02/afine-02031 1 .htmf> raises a
host of follow-on questions. What if a family member accessed Wikil.eaks
on a computer outside the home? What if a non-family mermber accessed
WikiLeaks on the home computer? What if one leamns that a neighbor has
accessed WikiLeaks in the neighbor's home? Is the Air Force employee
obliged to intervene or to report the violation to authorities? And how

could any of this possibly be constitutional?

Since the AFMC guidance is not based in existing case law or past
practice, these questions have no immediate answers.

Last December, a Department of Homeland Sccurity official complained to
Secrecy News<http//www. fas org/blog/secrecy/2010/12/govt_response.himb>
that government policy on Wikileaks produced the incongruous resulf that
"my grandmother would be allowed to access the cables but not me."” But if
the new Air Force guidance can be believed, this is incorrect because the
official's grandmother would be subject to prosecution under the Espionage
Act. : ‘

In reality, there does not seem {o be even a remote possibility that
anyone's grandmother would be prosecuted m this way.

Instead, ronically enough, the real significance ofthe new AFMC
guidance<httpy’/\xww.fas.ogg[sgp_/newsf'EO1 1/02/afimc-0203 11 html> could e
in its potential use as evidence for the defense in one of the pending

leak prosecutions under the Espionage Act. Defendants might argue that if

the Espionage Act can be seriously construed by Air Force Jegal
professionals to render a sizable fraction of the American public culpable

of espionage, then the Act truly is impermissibly broad, vague and
unconstitutional

For a standard view of the general subject see "The Protection of
Classified Information: The Legal

Framework"<hitp Jfwrww. fas.org/sep/ors/secrecy/RS21900.pdf> (pdf),
Congressional Research Service, January 10, 2011,

NWH#:12756 DocId: 59168564
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STEPHEN KIM LEAK DEFENSE CITES OVERCLASSIFICATION

"The government routinely overclassifies information,” so the mere fact

that something is classified is not sufficient to establish that 1ts

unauthorized disclosure is prohbited by law, according to a defense
motion<http/www.fas.org/sgp/jud/kim/01311 1-dismiss2. pdf> (pdf) that was
fled last week in the case of former State Department contractor Stephen

K im<http //www.stephenkim.org/mdex htmb>. Mr. Kim was accused under the
Espionage Act of leaking classified information to a news reporter,

reportedly concerning North Korth's nuclear test program.

"There & no better evidence of this gross overclassification than this

very case,” the Jamary 31 defense
motion<httpY/www.fs.ore/sep/jud/kim/0131 11 -dismiss2. pd> said. "Even
though the news media has reported extensively on this case, mcluding
reporting on the name of the 'foreign country’ it believes is at ISSUe...,

the prosecution claims that the name of that "foreign country' i

clssified."

"Because the system of classification is an imperfect ane, the court
cannot simply terpret [the espionage statutes] to provide adequate
constitutional notice any time the matter at hand pertains to a government
employee alleged to have leaked classified information," the defense said
in its motion<http/www.fas.org/sgp/jud/kiny/01311 ] -dismiss2 . pdf> to
dismiss the charges against Mr. Kim

Defense attorneys also argued that “leaking is widespread and has become
an essential tool that is fequently employed by officials at every level

of government." Yet prosecutions for leaking are comparatively rare,
thereby resulting in "arbitrary and discrmmmatory enforcement.” (See
related coverage from Josh
Gerstein<http//www.politico convblogs/jos
artment_leaker_fights_charges html> and Marc

Wheeler<hitp/emptywheel firedoglake.comy201 1/02/03/abbe-lowells-leak-as-
governance-theory’>.)

Perhaps the most interesting and original legal argument presented by the
defense i that the use of the Espionage Act to punish unautborized
disclostres of clssified information is an improper attempt to expand the
definition of treason, whose scope is strictly limited by the

Constitution.

The defense explained in 4 separate Jaruary 31

motion<http/www. fas.org/sgp/jud/Kim/0131 1 1-dismiss1.pdf> (pdf) that the

framers of the Constitution, who were themselves “traitors" against the
NH#: 12756 Docld: 59168964
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British, deliberately chose to limit the definition of political crimes
against the nation to “levying war against [the United States], or...
adhering to their Enemies, giving them Aid and Comfort." This definition
of treason excluded other types of political actions against the
government. In particular, the defense argued, it meant that acts of
speech agamst the government could not be punished as treason.

"Today we typically look to the First Amendment to protect the feedom of
speech, but the Framers of the original Constitution expected the Treason
Clause to do some heavy lifting on that front, particularly because the

First Amendment... was not added to the Constitution until later.”

What is happening now, the defense

said<http//www.fhs. org/sgp/jud/kiny013 1 1 I -dismiss | pdf>, is that "the
government has taken conduct it alleges to have injured the state [namely
leaking] and squeezed it into a successor statute [the Espionage Act] that
punishes treason under a different name, but without providing Mr. Kim
with the substantive and procedural guarantees that he is entitled to
under the Constitution™ in a case of treason, such as a requirement for
the government to produce two winesses to the alleged crime.

Mr. Kim is represented by Abbe D.

Lowell<http #/www.mwe.convindex.cfin/fuseactionbios.detaillobject_id/4[563
be6-81da-40cc-ad34-83 1caftad9ec.cfin> and his colleagues at McDermott will
& Emery<http /www.mwe.conmymdex.cfin/fuseaction/root.home/mdex.cfin>.
Goverriment responses to the defense motions are due March 2.

CIA VIEWS RUSSIAN CONCERNS OVER [RAN'S SPACE PROGRAM

Russian experts are persuaded that Iran's space program is serving to
advance development of infercontinental ballistic missiles that could be
used against targets throughout the Middle East and Russia, according to a
CIA review of open source reporting,

"Over the past year Moscow appears to have become more worried about the
security implications of assisting Tehran with the further development of
its space capability,” the November 2010 CIA

report<httpy/www.fas,org/irp/cia/product/iran-space.pdf> (pdf) said.

The CIA document was first reported by Bloomberg News ("Russian Scientists
‘Worried Iran Uses Their Know-How for

- Missiles"<https//www.bloomberg.com/news/201 1-02-03/russian-scientists-worr

N

ied-iran-uses- their-know- how- for-missiles. htmt> by Roxana Tiron and
Anthony Capaccio, February 3). A copy was obtained by Secrecy News. See
#:127586 DocId: 59168364
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"Russia: Security Concerns About Iran's Space Program

Growing,"<https/www.fs.org/irp/cia/product/iran-space.pdf> CIA Open
Sowrce Works, November 16, 2010.

In Tehran today, Iranian officials

_ displayed<http7/www.google.comhostednews/afp/article/ Al egM5ShI'C )3nYBZdqUph
O{EMXFVAMIQecA?docld=CNG.30a945d880fb0c467a82e584423dac3£721> four new

prototype satellites that they said would be launched in the near future,
POLITICAL TRANSITION IN TUNISIA, AND MORE FROM CRS

Noteworthy new reports from the Congressional Research Service mclude the
following (all pdf).

"Political Transition m
Tunisia,"<http //www.fas org/sgp/crs/row/RS2 1666.pdf> February 2, 2011,

"National Security Letters: Proposals in the 112th
Congress,"<http:/Avww.fas org/sgp/ers/mteVR41619.pdf> February 1, 2011.

"Murder or Attempted Murder of a Member of Congress and Other Federal
Officials and Employees: Implications in Federal Criminal Law and
Procedure of Events m

Tucson,"<http/www. fas.org/sgp/crs/misc/R41606.pdf> January 25, 201 1.

“The U.S. Foreign-Bomn Population: Trends and Selected

Characteristics,<https//www.fas.org/sgp/crs/misc/R41592.pdf> January 18,
2011.

Secrecy News 1s written by Steven Aftergood and published by the
Federation of American Scientists.

The Secrecy News Blog Is at:
http Jlm,fas.orgblogZSfccrecy/

To SUBSCRIBE to Secrecy News, go to:
http 7/ www.fas.org/sgp/news/secrecy/subscribe.htmi

To UNSUBSCRIBE, go to
http /Awww. fas. org/sen/news/secrecy/unsubscribe. html

OR email your request to saftergood@ fas.org<mailtosaflergood@fas.org>
NWH#:12756 Docld:59168964
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Secrecy News is archived at:
htip/fwww. fas.org/sgp/mews/secrecy/index. html

Support the FAS Project on Government Secrecy with a donation:

http//www.fas.ore/member/donate_today.htmi<http:/fas.org/member/donate_t
oday.himb>

Steven Aﬁergood

Project on Government Secrecy

Federation of American Scientists

web: www.fas.org/sgp/index htmi<https//www.fas org/sgp/index htmt>
email: saftergood(@ fas.org<mailtosaftergood@fas.org>

voice: (202)454-4691

twitter: (@saftergood

Altachments

NWH#:12756 DocId: 53168964
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Re: Secrecy News -- 02/07/11
',)t_::f‘,fi‘OIA(b) {3) - 50 USC 403-1{i){1) - Sources and methods

Date : February 7, 2011, 6:1620 pm EST gt

Size : 35.6 KB
Folder : William BOSanko:archiVQfWﬂhaﬂ" iam\S en,.{ Items

From : Willam Bosarko

To i I O A S FOIA(b) {6)
Preeta D. Bansak@omb.cop.gov o

71.1d: JR4TVYVYPCGRQH0GBYTIW5iO$DSBM2MDCIA
Type : Exchange ExchangeArchive '

Bill is the Senior Agency Official for EO 13526 and reports to the
Secretary.

FOIA (L) (D)

----- Origmnal Message-----
From: "Bansal, Preeta D." <Preeta_] D Bansa]@omb eop gov>
To: Bosanko, Willam <Wil]mmBosanko@nara gov>

Tol, |

To: Leary, William H.

Sent: 2/7/2011 6:12:58 PM ;
Subject: RE: Secrecy News -- 02/07/11

FOIA(D) {5)

Preeta D. Bansal
OMB General Counsel and Senior Policy Advisor
395-5044 :

----- Original Message----

From: Leary, William H.|

Sent: Monday, February 07,2011 244 PM

To: FWilliam. Bosanko(@nara.gov; Bansal, Preeta D,

NW#:12756 DocId: 59168965
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Subject; RE: Secrecy News -- 02/07/11
That's fine with me, provided Preeta agrees.

----- Original Message-----

FI'OU'I:I . } _____ e FOIA(DL) {3) - 50 USC 403-1(1i)({l} - Sources and methods
Sent: Monday, February 07, 2011 133 PM

To: William.Bosanko@nara.gov; Leary, William H.; Bansal, Preeta D.

Subject: RE: Secrecy News -- 02/07/11

e ———— e "'”:;,I-’FOIA(b) (5)
J ;
----- Orignal Message-----
From: Wiliam Bosanko [mailto:William Bosanko@nara.gov}
Sent: Monday, February 07, 2011 125 PM
To: John P Fitzpatrick; TTTUROIA(B) (6)

Preeta_D. Bansal@omb.eop.gov
Subject: Re: Secrecy News -- 02/07/11

From: "Leary, Willam H." '

To: Bosanko, William <William Bosanko@nara:gov

Tof
To: Bansal, Preeta D. <Precta:D._Bansal@omb.eop‘.éov>

Sent: 2/7/2011 121909 PM -
Subject: FW: Secrecy News -- 02/07/11 7

FYI.

Fronyx. Steven Aftergood [maitto:saftergood@fhs.org]
Sent: Monday, February 07, 2011 12:16 PM

To: Leary, William H.

Subject; Secrecy News -- 02/07/11

Format Note: If you cannot easily read the formatted text below, or you
prefer to receive Secrecy News m plain text, please reply to this email
to let us know.
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SECRECY NEWS
from the FAS Project on Government Secrecy Volume 2011, Issue No. 13
February 7, 2011

Secrecy News Blog: htip Jrwrww. fas.org/blog/secrecy/

«% ACCESSING WIKILEAKS VIOLATES ESPIONAGE ACT, USAF SAYS
*+ STEPHEN KIM LEAK DEFENSE CITES OVERCLASSIFICATION
** C1A VIEWS RUSSIAN CONCERNS OVER [RAN'S SPACE PROGRAM
#% POLITICAL TRANSITION IN TUNISIA, AND MORE FROM CRS

ACCESSING WIKILEAKS VIOLATES ESPIONAGE ACT, USAF SAYS

Americans who have accessed the WikiLeaks web site may have violated the
Espionage Act, under an extreme interpretation of the law advanced by Ar
Force officials last week.

Many government agencies have mstructed their employees not to download
classified materials from the WikiLeaks web site onto unclassified

computer systems. The government's position is that although the material

is in the public domam, its classification status is unaffected.

Therefore, to preserve the integrity of wnclassified systerns, the leaked
classified information should not be accessed on such systems. Ifiis
accessed, it should be deleted.

But on February 3, Air Force Materel Command (AFMC) at Wright-Patterson
Air Force Base issued startlng new

giﬁdance<bﬁpJ/www.fhs.orﬁ/sgofnews/ZO1 1/02/afinc-020311 htmi> stating
that the leaked documents are protected by the Espionage Act and that
accessing them under any circumstances is against the law, not simply a

violation of government computer security policy.

"According to AFMC's legal office, Air Force members -- miltary or
civilian -- may not legally access Wikileaks at home on thelr personal,
non-governmental computers, either. To do so would not only violate the
SECAF [Secretary of the Air Force] guidance on this issue,... i would
also subject the violator to prosecution for violation of espionage under
the Espionage Act," the AFMC legal office
said<hitp/www.fas.org/sgp/mews/201 1/02/afine-02031 1 htmf>.,

Then, i an astounding interpretive leap, the AFMC went on to say that
similar prohibitions apply to the relatives of Air Force employees.
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"[fa farmly member of an Air Force emmployee accesses Wikileaks on a home

computer, the family member may be subject to prosecution for espionage
under U.S. Code Title 18 Section 793."

This is a breathtaking claim that goes far beyond any previous reading of
the espionage statutes.

"That has to be one of the warst policy/legal interpretations I have seen
i my entire career,” said William J. Bosanko, director of the Information
Security Oversight Office<http//www.archives.gov/isoo/>, by email

Iftaken seriously for a moment, the AF MC
gujdance<httgzzwww.fas.org{sgp/ney\_is/m1 1/02/afinc-020311 htmb> raises a
host of follow-on questions. What ifa family member accessed WikilLeaks
on a computer outside the home? What ifa non-family member accessed
WikiLeaks on the home computer? What if one learns thata neighbor has
accessed WikiLeaks in the neighbor's home? Is the Air Force employee
obliged to intervene or to report the violation to authorities? And how

could any of this possibly be constitutional?

Since the AFMC guidance is not based in existing case law or past
practice, these questions have no mmediate answers.

Last December, a Departent of Homeland Security official complained to
Secrecy News<http//www.fas.org/blog/ secrecy/2010/12/govt_response.htmb>
that government policy on Wikileaks produced the ncongruous result that

"my grandmother would be allowed to access the cables but not me." But if

the new Air Force guidance can be believed, this is incorrect because the
official's grandmother would be subject to prosecution under the Espionage
Act.

In reality, there does not seemi to be even a remote possibility that
anyone's grandmother would be prosecuted in this way.

Instead, ironically enough, the real significance of the new AFMC
gujdance<http‘//www.fas.org/sgp/news/ZO 1 1/02/afine-020311.himt> could lie
in ffs poteniial use as evidence for the defense in one of the pending

leak prosecutions under the Espionage Act. Defendants might argue that if
the Fspionage Act can be seriously construed by Air Force legal
professionals to render a sizable faction of the American public culpable

of espionage, then the Act truly is impermissibly broad, vague and
unconstitutional.

For a standard view of the general subject see "The Protection of
Classified Information: The Legal
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Framework"<httpy/www.fas.org/sgp/crs/secrecy/RS2 1900.pdf> (pdf),
Congressional Research Service, January 10, 2011.

STEPHEN KIM LEAK DEFENSE CITES OVERCLASSIFICATION

"The government routinely overclassifies information,” so the mere fact

that something is classified is not sufficient to establish that i1s

unauthorized disclosure is prohibited by law, according to a defense
motion<http:/www.fas.org/sgp/jud/kiny013 111-dismiss2.pdf> (pdf) that was
filed last week in the case of former State Department confractor Stephen
Kim<httns/www.stephenkim org/mdex.html>. Mr. Kim was accused under the
Espionage Act of leaking classified information to a news reporter,

reportedly concerning North Korth's nuclear test program.

"There is no better evidence of this gross overclassification than this

very case,” the January 31 defense ‘
motion<httpy/www.fas.org/sgp/jud/kim/0131 11 -dismiss2.pdf> said. "Even
though the news media has reported extensively on this case, ncluding
reporting on the name of the ‘foreign country' it believes is at issue...,

the prosecution claims that the name of that "foreign country' 18

classified.”

"Because the system of classification is an imperfect one, the court
cannot simply interpret [the espionage statutes] to provide adequate
constitutional notice any time the matter at hand pertains {o a goverament
employee alleged to have leaked classified information,” the defense said

in its motion<http:/www.fas.org/sgp/jud/kinV01311 1 -dismiss2.pdf> to
distriss the charges against Mr. Kim.

Defense attorneys also argued that “leaking is widespread and has become

an essential tool that is frequently employed by officials at every level

of governmert." Yet prosecutions for keaking are comparatively rare,

thereby resulting in “arbitrary and discrimmatory enforcement.” (See

related coverage from Josh
Gerstein<http//www.politico.comvblogs/ioshgerstein/02 1 1/Alle ged State Dep
artment_leaker fights_charges htmb> and Marcy

Wheeler<http//emptywheel. firedo olake.cony2011/02/03/abbe-lowells-leak-as-
governance-theory/>.)

Perhaps the most nteresting and original legal argument presented by the
defense i that the use of the Espionage Act to punish unauthorized
disclosures of classified information is an improper attermpt to expand the
definition of treason, whose scope is strictly limited by the
Coustiution.
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The defense explained in a separate January 31
motion<httn//www.fas.ore/sen/fud/kiny0 1311 1 -dismiss1.pdf> (pdf) that the
famers of the Constitution, who were themselves "traitors” against the
British, deliberately chose to Jmit the definition of political crimes
against the nation to "levying war against {the United States], or...
adhering to their Enemiies, giving them Axd and Comfort." This defmition
of treason excluded other types of political actions agamst the
government. In particular, the defense argued, it meant that acts of

- speech against the government could not be punished as treason.

"Today we typically look to the First Amendment to protect the freedom of
speech, but the Framers of the original Constitution expected the Treason
Clause to do some heavy lifting on that front, particularly because the

First Amendment... was not added to the Constitution until later."

What is happening now, the defense
said<http/www.fas.org/sgp/jud/kim/01311 1 -dismiss 1. pdf>, is that "the
government has taken conduct it alleges to have mnjured the state [namely
leaking] and squeezed it info a successor statute [the Espionage Act] that
punishes treason under a different name, but without providing Mr. Kim
with the substantive and procedural guarantees that he is entitled to
under the Constitution” in a case of treason, such as a requirement for
the government to produce two winesses {0 the alleged crime.

Mr. K im is represented by Abbe D.

Lowell<httn//www.mwe.com/index cfin/fiseaction/bios. detailobject_id/4£563
be6-81da-40cc-ad34-831caffad9ec.cfin> and his colleagues at McDermott Will
& Emery<http//www. mwe.convindex.cfiv/fuseaction/root. home/index. cfiri>.
Government responses to the defense motions are due March 2.

CIA VIEWS RUSSIAN CONCERNS OVER IRAN'S SPACE PROGRAM

Russian experts are persuaded that Iran's space program is serving to
advance development of intercontinental ballistic missiles that could be
used against targets throughout the Middle East and Russia, accordmng to a
CIA review of open source reporting,

"Over the past year Moscow appears to have become more worried about the
security mplications of assisting Tehran with the further development of

its space capability,” the November 2010 CIA
report<http7/www.fas.org/rp/cia/product/iran-space.pdf> (pdf) said.

The CIA document was first reported by Bloomberg News ("Russian Scientists
HW$#:12756 DocId: 53168965
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Worried Iran Uses Their Know-How for
Missiles"<http//www.bloomberg.com/news/201 1-02-03/russian-scientists-worr
ied-iran-uses- their-know- how-for-missiles htmP> by Roxana Tiron and

Anthony Capaccio, February 3). A copy was obtained by Secrecy News. See
"Russia: Security Concerns About Iran's Space Program "
Growing,"<http Jfwwy.fas.org/irp/cia/product/iran-space.pdf> C1A Open
Sowrce Works, November 16, 2010.

In Tehran today, Iranian officials

displayed<hitp //www.g00 ole.comvhostednews/afp/article/ALeqMShFQ3nYBZdqUph
OquMXFV4MIQeoA?d0cId=CNG.30a945d880fb00467a82€584423dac3£721> four new
prototype satellites that they said would be launched in the near future.

POLITICAL TRANSITION IN TUNISIA, AND MORE FROM CRS

Noteworthy new reports from the Congressional Research Service include the
- following (all pdf).

- '"Political Transition in

Tunjsia,"<h§pﬂwww.ﬁis.orgsgp/crs/row/RS21666.pdf> February 2, 201 1.

"National Security Letters: Proposalé inthe 112th
Congress,"<bitp /wrww . fas.org/sgp/ers/imte/R41619.pd & February 1, 2011.

“Murder or Attempted Murder of a Member of Congress and Other Federal
Officials and Fmployees: Implications in Federal Criminal Law and
Procedure of Events m

Tucson, "<https/www.fas.org/sgp/crs/misc/R41606.pdf> January 25, 2011.

“The U.S. Foreign-Born Population: Trends and Selected

* Characteristics, "<hitp//www.fas.org/sgp/crs/misc/R41 592.pdf> January 18,
2011.

Secrecy News is written by Steven Affergood and published by the
Federation of American Scientists.

The Secrecy News Blog is at:
http //www.fas.org/blog/secrecy/
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To SUBSCRIBE to Secrecy News, go to:
hito//www.fas.org/sep/news/secrecy/subscribe htmt

To UNSUBSCRIBE, go to
hgg://www.ﬁls.org{sgp/news/secrecy/msubscribe.html

OR email your‘ request to saftergood(@ fas.org<mailio saftergood@fas.org>

Secrecy News is archived at:
lttp/Awww. fas.org/sgpmews/secrecy/index. hitrnl

Support the FAS Project on Government Secrecy with a donation:

http/iwww.fas.org/member/donate today. htmi<http//fas.org/member/donate t
oday. htmb> : :

Steven Aftergood

Project on Government Secrecy

Federation of American Scientists

web: www. fas.org/sgp/index htmi<https//www.fas.org/sgp/index. htmb>
ermil: saftergood @ fas.org<mailtosaftergood@fas.org>

voice: {202)454-4691

twitter: @saftergood

Attachments

NW#: 12756 DocId: 59168965

R



12023
Re: Secrecy News -- 02/07/11
Date ; February 7, 2011, 62821 pm EST _",,,-;;’Fom:b) {3) - 50 USC 403-1(i) (1) - Sources and methods
Size : 36.7 KB ‘ _:
Folder : William Bosanko archivej}zvilﬁ;m\Sent Items

From : William Bosanko

.‘“ [ et Yo} V- €Y L
To :} / (b {6)

PreetaD. Bansal@omb.eop.gov .
7L 1d : NBQJR2G2RKATFSZVUWIXTOGCSSXICWBIA
Type : Exchange ExchangeArchive

Will do.

mm-e- Ongmal Message----- : {

From: "Bansal, Preeta D." <Preeta D.; Bansal@omb €op.gov>
To: Bosanko, Willam <William. Bosanko@nara.gov>

To: johnPF 1 @dni.gov <johnPF1@dri.gov>

To: Leary, Wilkam H. <WilljamMH._ﬁLeary@nss.eop. gov>

Sent:2/7/2011 62021 PM
Subject: RE: Secrecy News -- 02/07/11

“TROIA (D) (5)

Please start with Bill N e

Preeta D. Bansal :
OMB General Counsel and Semor PO]]Cy Advisor
395-5044 /

~~~~~ Origmnal Message---';"--

From: William Bosanko {mailto:William. Bosanko@nara.gov]
Sent: Monday, February 07, 2011 6:16 PM

To 'Leary, William H.; Bansal, Preeta D.
Subject: Re: Secrecy News -- 02/07/11

Bill is the Senior Agency Official for EO 13526 and reports to the
Secretary.

HNWH#:12756 DocId: 59168966 s



12213

Fronr "Bansal, Preeta D.” <Preeta D. Bansak@omb.eop.gov>>
To: Bosanko, William <William. Bosanko@nara.gov> _

Tol | ------------------------------ FOIA(b) (3) - 50 USC 403-1(i )(1) —S’ources a}i:ld methods
RTH ————— : ;" FOIA(D) (6
To: Leary, WllhamH.I e A ; (2 18)

- Sent: 2/7/2011 6:12:58 PM
Subject: RE: Secrecy News -- 02/07/11

Preeta D. Bansal -
OMB General Counsel and Senior Pohcy Adwsor
395-5044 g

From: Leary, Willam H. .

Sent: Monday, February 07, 2011 2:44 PM / ; 7
To:| |W1lhamBosanko@nara gov; B )ansal, Preeta ]Z)
Subject: RE: Secrecy News -- 02/07/11 g

-----Onginal Message----- ;
‘From] T

Sent: Monday, February 07, 2011 133 PM ‘

To: Wiliam. Bosanko(@nara. gov; Leary, Wiliam H.; BanSal, Preeta D
Subject: RE: Secrecy News -- 02/07/11

From: William Bosanko [mailto:William. Bosanko@nara. gov]
Sent: Monday, February 07, 2011 125 PM

To: John P Fitzpatrick]
Preeta D. Bansal@omb.eop.gov
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Subject: Re: Secrecy News -- 02/07/11

________ ~= 7 FOLA (D) (5]
----- Original Message----~
From: "Leary, William H'"I .................................... ::;;:-5: """"""""""""""" T TEQIR (L) (€}
To: Bosanko, William <William Bosanko(@nara.gov>
TO.I _____________________________ FOIA (b} {3) w50 USC 403-1(i) (1) ~ Sources and methods

To: Bansal, Preeta D. <Precta_D._Bansal@omb,eop.gov>

Sent: 2/7/2011 12:1909 PM
Subject: FW: Secrecy News -~ 02/07/11

From: Steven Aftergood [mailtosaftergood@fas.org]
Sent: Monday, February 07, 2011 12:16 PM

To: Leary, William H. ' '
Subject: Secrecy News -- 02/07/11

Format Note: If you cannot easily read the formatted text below, or you
prefer to receive Secrecy News in plain text, please reply to this email
to let us know. '

SECRECY NEWS
from the FAS Project on Government Secrecy Vohume 2011, Issue No. 13
February 7, 2011

Secrecy News Blog: hitp//www.fas.org/blog/secrecy/

** ACCESSING WIKILEAKS VIOLATES ESPIONAGE ACT, USAF SAYS
** STEPHEN KIM LEAK DEFENSE CITES OVERCLASSIFICATION

** CIA VIEWS RUSSIAN CONCERNS OVER IRAN'S SPACE PROGRAM

** POLITICAL TRANSITION IN TUNISIA, AND MORE FROM CRS

ACCESSING WIKILEAKS VIOLATES ESPIONAGE ACT, USAF SAYS
Americans who have accessed the Wikileaks web site may have violated the

Espionage Act, under an extreme interpretation of the law advanced by At
Force officials last week.
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Many government agencies have nstructed their employees not to download
classified materials from the Wikil.eaks web site onto unclassified

computer systems. The government's position is that although the material

1s m the public domaim, its classification status is unafiected.

Therefore, to preserve the mtegrity of unclassified systerns, the leaked
classified information should not be accessed on such systems, [f it is
accessed, it should be deleted.

But on February 3, Air Force Materiel Command (AFMC) at Wright-Patterson
Air Force Base ssued startling new

guidance<http-/www.fas.org/sgp/mews/20 1 1/02/afinc-020311.htmP> statm_g
that the leaked documents are protected by the Espionage Act and that
accessing them under any circunstances is against the law, not simply a

violation of government computer security policy.

"According to AFMC's legal office, Air Force members -- millitary or
civilian -- may not legally access WikiLeaks at home on their personal,
non-govermmental computers, either. To do so would not only violate the
SECAF [Secretary of the Ar Force] guidance on this issue,... it would
also subject the violator to prosecution for violation of espionage under
the Espionage Act,” the AFMC legal office

said<http J/vav. fas.org/sgp/news/2011/02/afimc-02031 1 .htmb>.

Then, in an astounding interpretive leap, the AFMC went on to say that
similar prohibitions apply to the relatives of Arr Force employees.

"Ifa family member of an Air Force employee accesses WikiLeaks on a home
computer, the family member may be subject to prosecution for espionage
under U.S. Code Title 18 Section 793."

This 15 arbreaﬂﬁaking claim that goes far beyond any previous reading of
the espionage statutes.

- "That has to be one of the worst policy/legal inferpretations [ have seen
mn my entire career," said William J. Bosanko, director of'the Information

Security Oversight Office<http//www.archives. goviisoo/>, by email

Iftaken seriously for a moment, the AFRMC
guidance<httpy//www.fas org/sgp/news/2011/02/afinc-0203 1 1 htmP> raises a
host of follow-on questions. What if a family member accessed Wikileaks
on a computer outside the home? What if a non- family member accessed
WikiLeaks on the home computer? What if one learns that a neighbor bas
accessed WikilLeaks in the neighbor's home? Is the Air Force employee
obliged to intervene or to report the violation to authorities? And how
coukd any of this possibly be constitutional?

NW# 12756 DocId: 59168266
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Smice the AFMC gudance s not based m existmg case law or past
practice, these questions have no immediate answers.

Last December, a Department of Homeland Security official complained to
Secrecy News<http//www, fas.org/blog/secrecy/2010/12/govt response.htrb>
that government policy on WikiLeaks produced the mcongruous result that

"my grandmother would be allowed to access the cables but not me.” But if
the new Air Force guidance can be believed, this is ncorrect because the
official's grandmother would be subject to prosecution under the Espionage
Act.

In reality, there does not seem o be even a remote possibility that
anyone's grandmother would be prosecuted in this way.

Instead, fronically ¢nough, the real significance of the new AFMC
guidance<httpy/www.fas.org/sgp/news/2011/02/afimc-020311 .himP> could Le
in its potential use as evidence for the defense in one of the pending

leak prosecutions under the Espionage Act. Defendants might argue that if

the Espionage Act can be seriously construed by Air Force legal
professionals to render a sizable fraction of the American public culpable

of espionage, then the Act truly is impermissibly broad, vague and
unconstitutional.

For a standard view of the general subject see "The Protection of
Classified Information: The Legal '

Framework "<htip//www._fas. org/sgp/ers/secrecy/RS 2 1900.pdf> (pdf),
Congressional Research Service, January 10, 2011.

STEPHEN KIM LEAK DEFENSE CITES OVERCLASSIFICATION

“The government routinely overclassifies mformation,” so the mere fact
that something is classified is not sufficient to establish that its
unauthorized disclosure is prohibited by law, according to a defense

motion<http//www.fas.org/sgp/jud/kim/01 31 11-dismiss2.pdf> (pdf) that was
flled last week i the case of former State Department contractor Stephen

Kim<http//www._stephenkim org/index htrmi>. Mr. Kim was accused under the
Espionage Act of leaking classified information to a news reporter,
reportedly concerning North Korth's nuclear test program.

"There is no better evidence of this gross overclassification than this
very case," the January 31 defense

motion<http//www. fas.org/sgp/jud/kinv0131 1 1-dismiss?.pdf> said. "Even
though the news media has reported extensively on this case, including

NWH#:12756 DocId: 592168966
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reporting on the name of the 'foreign country' it believes is at issue...,
the prosecution clams that the name of that "foreign country’ is
classified.”

"Because the system of classification i an imperfect one, the court
cannot simply mierpret {the espionage statutes] to provide adequate
constitutional notice any time the matter at hand pertains to a government
employee alleged to have leaked classified information,” the defense said

m its motion<http/www.fas.org/sgp/iud/kinv01311 1 -dismiss2.pdf> to
dismiss the charges agamst Mr. Kim.

Defense attormneys also argued that “leaking is widespread and has become
an essential tool that is frequently employed by officials at every level

of government." Yet prosecutions for leaking are comparatively rare,
thereby resulting in "arbitrary and discrimimatory enforcement.” (See
related coverage from Josh

Gerstein<hitp/www.politico.convblogs/joshgerstein/02 1 1/Alleged_State Dep
artment_leaker fights charges.html> and Marcy

Wheeler<http://emptywheel firedoglake.comv201 1/02/03/abbe-lowells-leak-as-
governance-theory/>.}

Perhaps the most interesting and original legal argument presented by the
defense is that the use of the Espionage Act to punish unauthorized
disclosures of ¢lassified nformation is an improper attempt to expand the
definition of treason, whose scope B8 stricily imited by the

Constifution.

The defense explined in a separate January 31

motion<http//wwy. fas.org/sgp/jud/kinv013 11 1-dismiss1.pdf> (pdf) that the
framers of the Constitution, who were themselves "trattors” agamst the
British, deliberately chose to limit the definition of political crimes

against the nation to "levying war against [the United States], or...

adhering to their Enemies, giving them Aid and Comfort." This defnition

of treason excluded other types of political actions agamst the

government. In particular, the defense argued, it meant that acts of

speech agamnst the government could not be punished as treason.

“Today we typically look to the First Amendment to protect the ffeedom of
speech, but the Framers of the original Copstitution expected the Treason
Clause to do some heavy lifting on that front, particularly because the

First Amendment... was not added to the Constitution until later.”

What is happenmg now, the defense

said<http/fwww, fas.org/sgp/jud/kim/013 1 1 1-dismiss ] .pdf>, is that "the
government has taken conduct it alleges to have injured the state [namely
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leaking] and squeezed it into a successor statute [the Espionage Act] that
punishes treason under a different name, but without providing Mr. Kim
with the substantive and procedural guarantees that he is entitled to
under the Constitution" in a case of treason, such as a requirement for
the govermment to produce two witnesses to the alleged crime.

Mr. Kim is represented by Abbe D.
Loweli<http./fwww.mwe,conyindex. cfiw/fuseaction/bios.detailobject_id/41563
be6-81da-40cc-ad34-83 1 caffad9ec.cfin> and his colleagues at McDermott Will

& Emery<http//www.mwe.convindex.cfin‘fliseaction/root home/index.cfin>.

Government responses 1o the defense motions are due March 2.

CIA VIEWS RUSSIAN CONCERNS OVER IRAN'S SPACE PROGRAM

Russian experts are persuaded that Iran's space program is serving to
advance development of infercontinental ballistic missiles that could be
used against targets throughout the Middle East and Russia, according to a
CIA review of open source reporting.

"Over the past year Moscow appears to have become more worried about the
security implications of assisting Tehran with the further development of
its space capability,” the November 2010 CIA

report<mJ/www.fas.Q}_'g{im/cia/prgdmt/iran- space.pdf> (pdf) said.

The CIA document was first reported by Bloomberg News ("Russian Scientists
Worried Iran Uses Their Know-How for
Missiles"<http//www.bloomberg.comynews/2011-02-03/russian-scientists-wort
ied-iran-uses-their-know-how- for-missiles. htmb> by Roxana Tiron and

Anthony Capaccio, February 3). A copy was obtained by Secrecy News. See
"Russia: Security Concerns About Iran's Space Program

Growing, "<http//www.fas. org/irp/cia/product/iran- space. pdf> CIA Open
Source Works, November 16, 2010.

In Tehran today, Iranian officials

disphyed<hitp//www.google.comvhostednews/afp/article/Al egMShFQ 3nYBZdqUph
OfEMXFV4AMIQeoA?docld=CNG.30a945d880fh0c467a82e584423dac3£721> four new

prototype satellites that they said would be launched i the near future,

POLITICAL TRANSITION IN TUNISIA, AND MORE FROM CRS
NWH#:12756 DocId: 55168966
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Noteworthy new reports from the Congressional Research Service nclude the
followmg (all pdf}.

"Political Transition in

Tunisia, "<http//www. fas.org/sgp/crs/row/RS82 L666.pdf> February 2, 2011,

"National Security Letters: Proposals m the 112th
Congress,"<h m]fwww fas.org/sgp/crs/mtel/R41619 pdf> February 1, 201 1.

"Murder or Attempted Murder of a Member of Congress and Other Federal
Officials and Employees: Implications in Federal Crimmal Law and
Procedure of Events in '

Tucson,"<https/www.fas. orgsg;fcrs/mlsc/RMéOé pdf> January 25, 2011.

"The U.S. Foreign-Bom Population: Trends and Selected
Characteristics,"<http //www.fas.org/sgp/crs/misc/R41592 .pdf> January 18,
2011.

Secrecy News is written by Steven Aftergood and published by the
Federation of American Scientists.

The Secrecy News Blog is at:
Jiwww. fas.org/blog/secrecy/

To SUBSCRIBE to Secrecy News, go to:
http//www.fas.org/sgp/news/secrecy/subscribe. html

To UNSUBSCRIBE, go to
http//www.fas. org/sgp/news/secrecy/unsubscribe html

OR email your request to saflergood@fas.org<mailto:safiergood@fas.org>

Secrecy News is archived at:

http //www, fas.org/sgp/mews/secrecy/index. himi

Support the FAS Project on Government Secrecy with a donation:

hitp//www.fas.org/member/donate today.htmi<http//fas.org/member/donate_t
oday.htmf>

Steven Aftergood
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Re: Secrecy News -- 02/07/11
".,'"FOIA(b) t3) - 50 USC 403-1(i) (1) - Sources and methods
Date : February 7, 2011, 8:54:27 pm EST
Size : 39.9 KB
Folder : William Bosanko:archive-gzﬂliém\s ent [termns
From : Wiliam Bosanko

To § _ I |-
Preeta_D. Bansal@omb.eop.gov

7L 1d : KPWU45LOOISXJFFVMBV IN4212QQIZK SEA

Type : Exchange ExchangeArchive

e B FOIA(E) |5)

CROTA (D) (6)

Forwarded message ----------
From:
Johnson, Richard L LtCol MIL USAF SAF/PAO*
<Richard. Johnson@pentagon.af mit>, Date: Mon, Feb 7, 2011 at 809 PM
~ Subject: Wiki leaks Statement
To: /
Ladies and gentlemen, I know youre interested or have reported on this:
the statement below may be attributed to me, Lt Col Richard Johnson, as an
Air Force spokesman. Ifyou have firther questions please let me know.

RICHARD L. JOHNSON, Lt Col, USAF
Air Force Press Desk
703-571-8597

"Air Force Materiel Command (AFMC) recently published an internal news
story that discussed the implications of downloading presurmed classified
information from WikiLeaks. The release was not previously coordinated

- with Headquarters Air Force and has been removed fom the AFMC website.
The Air Force has provided guidance to military members and employees to
avoid downloading what could be classified mformation into Air Force
wnclassified networks and reminded them that publication of information
does not itself constitute declassification of such nformation. The Air
Force guidance did not address family members who are not Air Force
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members or enployees. The Air Force defers to the Department of Justice
in all non-mifitary matters related to WikilLeaks."

----- Origmal Message-----
From: "Bansal, Preeta D." <Preeta_D. Bansai@omb eop.gov>
To: Bosanko, William <Wiﬂ1amBosank0@nara gov>

TO: ------ EOIAEb {3} - 50 USC 403-1{i) (1) - Sources and methods

To: Leary, Wiliam H]

Sent: 2/7/2011 62021 PM
Subject: RE: Secrecy News -- 02/07/11

Please start with Bill] , e S T ROTA ) (5)
'I‘hx. ; P

‘:,:"FOIA(b)' (6}
Precta D. Bansal : '
OMSB General Counsel and Semor Pohcy Advisor
395-5044 ; i

----- Orignal Message-----

From: William Bosanko [maﬂto William. Bosanko@nara gov] -
Sent: Monday, February’ 07,2011 6:16 PM {

To Leary, William H.; Bansal, Preeta D.
Subject: Re; Secrecy News -- 02/07/11 '

" "FOIA(L) (5)

————— Origmnal Message----- i
From: "Bansal, Preeta D." <Preeta_D. BanSal@omb cop. g0V>
To: Bosanko, William <William. Bosanko@nara.gov>

Tol |

To: Leary, William H.

Sent: 2/7/2011 6:12:58 PM
Subject: RE: Secrecy News -- 02/07/11

NWH#:12756 Docld: 59168968
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I TFOIA(D) (5)

,-"E‘OIA(b) 13) - 50 USC 403-1{i}{1l) - Sources and methods

Preeta D. Bansal o
OMB General Counsel and Semior Pohcy Adv;sor
395-5044

From: Leary, WiliamH. .

Sent: Monday, February 07, 2011 2:44 PM.

To:} | William Bosanko@nara.gov; Bansal, Preeta D.
Subject: RE: Secrecy News -- 02/07/11

----- Omngmal Message----- _ )

From| _ B | )

Sent: Monday, February 07,2011 1:33 PM ‘

To: William. Bosanko@nara.gov; Leary, Willam H.; Bansal, Preeta D
Subject: RE: Sccrecy News -- 02/07/11 o

-----Original Message-----

From: William Bosanko [mailto:William. Bosanko@nara.gov]
Sent: Monday, February 07, 2011 125 PM .
To: John P Fitzpatrick{ I i EOTA(B] (6)
Precta D, Bansal@omb.eop.gov
Subject: Re: Secrecy News -- 02/07/11

From: "Leary, William H."

To: Bosanko, Wilkam <Wi]]3amBosanko@nara LOV>

To: johnpfl @dnigov | |

To: Barsal Preeta D. <Preeta_D._Bansal@omb.cop.gov>
HNWH:12756 Docld: 592168368
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Sent: 2/7/2011 12:1909 PM
Subject: FW: Secrecy News -- 02/07/11

From: Steven Aftergood [mailtosaftergood@fas.org]
Sent: Monday, February 07, 2011 12:16 PM

To: Leary, William H.

Subject: Secrecy News -- 02/07/11

Format Note: If you camnot casily read the formatted text below, or you
prefer to receive Secrecy News in plam text, please reply to this email
to et us know.

SECRECY NEWS _
from the FAS Project on Government Secrecy Volume 2011, Issue No. 13
February 7, 2011 '

Secrecy News Blog: hitp//www.fas.org/blog/secrecy/

«* ACCESSING WIKILEAKS VIOLATES ESPIONAGE ACT, USAF SAYS
** TEPHEN KIM LEAK DEFENSE CITES OVERCLASSIFICATION
** C1A VIEWS RUSSIAN CONCERNS OVER IRAN'S SPACE PROGRAM
*+* POLITIC AL TRANSITION IN TUNISIA, AND MORE FROM CRS

ACCESSING WIKILEAKS VIOLATES ESPIONAGE ACT, USAF SAYS

Americans who have accessed the Wikileaks web site may have violated the
Espionage Act, under an extreme interpretation of the law advanced by Air
Force officials last weck.

Many government agencies have instructed their employees not to download
classified materials from the WikiLeaks web site onto unclassified

computer systems. The government's position is that although the material

is in the public domain, its classification status is unaffected.

Therefore, to preserve the mtegrity of unclassified systems, the leaked
classified information should not be accessed on such systems. Ifit is
accessed, it should be deleted.

'But on February 3, Air Force Materiel Command (AFMC) at Wright- Patterson
Air Force Base issued startling new
guidance<http/www. fas.org/sgp/news/201 1/02/afinc-02031 1 htmf> stating
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that the leaked documents are protected by the Espionage Act and that
accessing them under any circumstances is agamst the law, not stnply a
violation of government computer security policy.

“"According to AFMC's legal office, Air Force members -- military or
civilian -~ may not legally access Wikil.eaks at home on their personal,
non- governmental computers, either. To do so would not only violate the
SECAF [Secretary of the Air Force] guidance on this issug,... it would
also subject the violator to prosecution for violation of espionage under
the Espionage Act,” the AFMC kegal office
said<https//www.fas.org/sgp/news/201 1/02/afinc-0203 11 htmb>,

" Then, in an astounding interpretive leap, the AFMC went on 1o say that
similar prohibitions apply to the relatives of Air Force employees.

"Ifa family member of an Air Force employee accesses Wikileaks on a home
computer, the family member may be subject to prosecution for espionage
under U.S. Code Title 18 Section 793."

This is a breathtaking claim that goes far beyond any previous reading of
the espionage statutes.

"That has to be one of the worst policy/legal interpretations 1 have seen
in my entire career," said William J. Bosanko, director of the Information
Security Oversight Office<htpy/www.archives.gov/isoo/>, by email.

If taken seriously for a moment, the AFMC
guidance<http/www.fas,org/sgp/news/201 1/02/afinc-0203 11 hrl> raises a
host of follow-on questions, What if'a family mermber accessed WikiLeaks
on a computer outside the home? What if a non-family member accessed
WikiLeaks on the home computer? What if one learns that 2 neighbor has
accessed Wikileaks in the neighbor's home? Is the Air Force employee
obliged to intervene or to report the violation to authortties? And how

could any of this possibly be constitutional?

Since the AFMC guidance is not based in existing case law or past
practice, these questions have no immediate answers.

[ ast December, a Department of Homeland Security official complamed to
Secrecy News<http//www.fas.org/blo g/secrecy/2010/12/govt_response.tmb>
that government policy on Wikileaks produced the incongruous result that

"my grandmother would be allowed to access the cables but not me."” But if

the new Air Force guidance can be believed, this is mcorrect because the
official's grandmother would be subject to prosecution under the Espionage
Act.
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In reality, there does not seem to be even a remote possibility that
anyone's grandmother would be prosecuted in this way.

Instead, jronically enough, the real significance of the new AFMC
guidance<htip/www.fas.org/sgp/news/201 1/02/afinc-0203 11 htmP> could e
in ifs potential use as evidence for the defense in one of the pending

leak prosecutions under the Espionage Act. Defendants might argue that if

the Espionage Act can be seriously construed by Air Force legal
professionals to render a sizable fraction of the American public cuipable

of espionage, then the Act truly is impermissibly broad, vague and
unconstitutional.

Fora standard view of the general subject see "The Protection of
Classified Information: The Legal

Framework"<http//www.fas.org/sgp/crs/secrecy/RS21900.pdf> (pdf),
Congressional Research Service, January 10, 2011,

STEPHEN KIM LEAK DEFENSE CITES OVERCLASSIFICATION

"The government routinely overclassifies information,” so the mere fact

that something is classified is not sufficient to establish that its

unauthorized disclosure is prohibited by law, according to a defense
motion<http/www.fas.org/sgp/jud/kim/Q1311 1-dismiss2.pdf> (pdf) that was
fled last week in the case of former State Department contractor Stephen
Kim<http//www stephenkim org/index.him>. Mr. Kim was accused under the
Espionage Act of leaking classified information to a news reporter,

reportedly concerning North Korth's nuclear test program

"There is no better evidence of this gross overclassification than this

very case," the January 31 defense
motion<http//www.fas.org/sgp/jud/kinv013 1 1 1 - dismiss2 pdf> said. "Even
though the news media has reported extensively on this case, ncludmg
reporting on the name of the “foreign country’ it believes is at issue...,

the prosecution claims that the name of that 'foreign country is

classified.”

"Because the system of chssification is an imperfect one, the court
cammot simply interpret [the espionage statutes] to provide adequate
constitutional notice any time the matter at hand pertains to a government
employee alleged to have leaked classified nformation,” the defense said
in its motion<http//www. fas.org/sgp/jud/kinv0131 1 | -dismiss2.pdf> to
dismiss the charges agamst Mr. Kim.
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Defense attorneys also argued that "leaking is widespread and has become

an essential tool that is frequently employed by officials at every level

of government." Yet prosecutions for leaking are conmparatively rare,

thereby resulting in "arbitrary and discriminatory enforcement.” (See

related coverage from Josh '
Gerstein<http//www.politico.comblogs/joshgersten/021 1 /Alleged State Dep
artment_leaker fights charges.html> and Marcy

Wheeler<http//emptywheel firedoglake.com/201 1/02/03/abbe-lowells-leak-as-
governance-theory/>.)

Perhaps the most interesting and original legal argument presented by the
defense is that the use of the Espionage Act to punish unauthorized
disclosures of classified information is an improper attempt to expand the
definition of treason, whose scope is strictly limited by the

Constitution.

The defense explained in a separate January 31
motion<httpy/www.fas.org/sgp/jud/kim/01311 1 -dismiss1.pdf> (pdf) that the
framers of the Constitution, who were themselves “traitors” aganst the
British, deliberately chose to limit the definition of political crimes

against the nation to "levying war against [the United States], or...

adhering to their Enemies, giving them Aid and Comiort.” This definition

of treason excluded other types of political actions against the

government. In particular, the defense argued, it meant that acts of

speech against the government coukd not be punished as treason.

"Today we typically look to the First Amendment to protect the freedom of
speech, but the Framers of the original Constitution expected the Treason
Clause to do some heavy lifting on that front, particularly because the

First Amendment... was not added to the Constitution until later."

What is happening now, the defense
said<hitps/www.fas.org/sep/jud/kiny013111-dismiss 1. pdf>, is that “the
government has taken conduct it alleges to have injured the state [narrely
leaking] and squeezed it into a successor statute (the Espionage Act] that
punishes treason under a different name, but without providing Mr. Kim
with the substantive and procedural guarantees that he is entitled to
under the Constitution” in a case of treason, such as a requiremernt for
the government to produce two witnesses to the alleged crime.

Mr. Kim is represented by Abbe D.

Lowel<https/www.mwe copyindex.cfin/fuscaction/bios detail/object_id/4{563
be6-81da-40cc-ad34-831caffad9ec.cfin> and his colleagues at McDermott Will
& Emery<ht‘m'/iwww.nwe.com/indexcﬁﬂﬁxseacﬁon/root.hmm/hdex.cﬁn>.
Govermnmert responses to the defense motions are due March 2.
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- CIAVIEWS RUSSIAN CONCERNS OVER IRAN'S SPACE PROGRAM

Russian experts are persuaded that Iran's space program is serving to
advance development of intercontinental ballistic missiles that could be
used against targets throughout the Middle East and Russia, according to a
CIA review of open source reporting.

"Over the past year Moscow appears to have become more worried about the
security implications of assisting Tehran with the further development of
its space capability,” the November 2010 CIA

report<http//www.fas.org/irp/cia/product/iran-space pdf- (pdf) said.

The CIA document was first reported by Bloomberg News ("Russian Scientists
Worried Iran Uses Their Know-How for

Missiles"<http-//www.bloomberg conynews/2011-02-03/russian-scientists-worr
ied-iran-uses-their-know-how- for-missiles. html> by Roxana Tiron and

Anthony Capaccio, February 3). A copy was obtained by Secrecy News. See
"Russia: Security Concerns About Iran's Space Program

Growing, "<http//www.fas.org/irp/cin/product/iran-space. pdf> CTA Open
Source Works, November 16, 2010.

In Tebran today, Iranian officials
disp'layed<hgp://www.google.cornfl'jostednews/afnlartécle/ALmMShF Q3nYBZdqlph
OquI_\/IXFVélMJQeoA?docIdZCNG.?)03945d880f000467a82@584423d303f721> four new
prototype satellites that they said would be launched in the near future.

POLITICAL TRANSITION IN TUNISIA, AND MORE FROM CRS

Noteworthy new reports from the Congressional Research Service mclude the
following (all pdf).

"Political Transition in
Tunisia,"<httpwaww.f%ls.org/ssz[)/crs/row/RSZ1666.Ddf> February 2, 201 1.

"National Security Letters: Proposals in the 112th
Congress,"<http://www.fas. org/sgp/crs/inte/R41619.pdf> February 1, 2011.

"Murder or Attempted Murder of a Member of Congress and Other Federal
NW#: 12756 DocId: 53168968
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Officials and Employees: Implications in Federal Crimmnal Law and
Procedure of Events m

Tucson,"<http://www. fas.org/sgp/crs/misc/R4 1606.pdf> January 25,2011,

"The U.S. Foreign-Bom Population: Trends and Selected

Characteristics, "<http //www. fas.org/sgp/crs/misc/R41592 .pdf> January 1 8,
2011.

Secrecy News is written by Steven Aftergood and published by the
Federation of Anxrican Scientists.

The Secrecy News Blog s at:
hitp//www fas.org/blog/secrecy/

To SUBSCRIBE to Secrecy News, go to:
h_gpﬂwww.ﬁis.org{sgp/news/secrecy/subscn’be.html

To UNSUBSCRIBE, go to
hgp'.//www.ﬁas.org[sgp/news/secrecy/msubscnbe.html

OR email your request to saftergood@fas.org<mailto safterpood@fas.org>

Secrécy News is archived at:

http/iwww, fas.org/sgp/news/secrecy/index. html

Support the FAS Project on Government Secrecy with a donation:

hitp J/www.ﬁls.or.meemberfdonate_today.htmkhttg J/fas.org/member/donate_t
oday.htmb>

Steven Aftergood

Project on Government Secrecy

Federation of American Scientists

web: www.fas.org/sgp/index htmi<http//www. fas.org/sgp/index. htral>
email saffergood@fas.org<mailto saftergood@ fas.org>

voice: (202)454-4691

twitter: @saftergood
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Re: AFMC cormment in Secrecy News
Date ; Febma_ry 8, 2011, 9:55:13 am EST
Size : 9.2 KB
Folder : William Bosanko:archive-william\Sent Items
From ;: William Bosanko
To : Rashad Shakir <Rashad.Shakir@nara.gov>

Ce : David Best <David. Best@nara,gov>,Greg Pannoni <Greg. Pannoni@nara.gov>,
William Cira <William.Cira@nara.gov>

Z1.1d : AG3D34CW4IW2NTPIILSG3QZXHWOABWQAA
Type : Exchange Exchange Archive

Here is the statement:

From:

Johnson, Richard L LtCol MIL USAF SAF/PAO*
<Richard.Johnson@pentagon.af mit>,Date: Mon, Feb 7, 2011 at 8:09 PM
Subject: Wiki leaks Statement

To:

Ladies and gentlemen, I know youre interested or have reported on this:

the staterment below may be attributed to me, Lt Col Richard Johnson, as an
Air Force spokesman. If you have further questions please let me know.

RICHARD L. JOHNSON, Lt Col, USAF
At Force Press Desk
703-371-8597

"Air Force Materiel Conmmand (AFMC) recently published an internal news
story that discussed the implications of downloading presumed classified
information from WikiLeaks. The release was not previously coordinated

with Headquarters Air Force and has been removed from the AFMC website.
The Arr Force has provided guidance to military members and enployees to
avoid downloading what could be clssified mformation inte Air Force
unclassified networks and reminded them that publication of mformiation

does not itself constitute declassification of such information. The Air
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Force guidance did not address family members who are not Ar Force
members or enployees. The Ar Force defers to the Department of Justice
m all non-military matters related to WikilLeaks."

-----Orngmal Message-----

From: Rashad Shakir

To: Bosanko, William <William.Bosanko(@nara.gov>
Cc: Best, David <David.Best(@nara.gov>

Cc: Pannoni, Greg <Greg.Pannoni@nara. gov>

Cc: Cira, William <William Crra@nara. gov>

Sent: 2/8/2011 93834 AM
Subject: AFMC comment in Secrecy News

Jay,

FOLA(D) (B) ..

Thanks.
Rashad

Attachirents
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RE: Secrecy News -- 02/07/11 /EOTA(B (31 = 50 USC 403-1(4) (1) - Sources and mechods
Date : February 8, 2011, 425:10 pm EST
Size : 14.7 KB ’
Folder : William Bosanko :archivgvﬁﬁiam\Sent Iterns

From :; William Bosanko

To : ' Wﬂliam H. Leary e T ROTA (D) (6)
Preeta D. Bansal <PreetaD. Bansal@omb.eop.gov=

7L1d: D3FXQETP4NAUO QDGNEIODYZVDJKAEATOA
Type : Exchange ExchangeArchive

Bill indicates that the statement | forwarded last night has been provided to all AF components as
well as the media.

SAF/PAO has issued two different updates, both below. kis our understanding that these
commen'ts were coordinated with SecAF and CSAF and that SAF/AA is aware.

CURRENT STATEMENT

“Air Force Materiel Command (AFMC) recently published an internal news story that discussed the
implications of downloading presumed classified information from Wikil.eaks or other sources.
The release was in error in many respects and has been removed from the AFMC website. The
Air Force has provided guidance to military members and employees to avoid downloading what
could be classified information into Air Force unclassified networks and reminded them that
publication of information does not itself constitute declassification of such information. The Air
Force guidance did not address family members who are not Air Force members or employees,
nor does it apply to personally owned computers.”

INITIAL STATEMENT (2009 HRS, 7 FEB 11)

"Ajr Force Materiel Command (AFMC) recently published an internal news story that discussed
the implications of downloading presumed classified information from WikiLeaks. The release
was not previously coordinated with Headquarters Air Force and has been removed from the
AFMC website. The Air Force has provided guidance to military members and employees to
avoid downloading what could be classified information into Air Force unclassified networks and

. reminded them that publication of information does not itself constitute declassification of such
information. The Air Force guidance did not address family members who are not Air Force
members or employees. The Air Force defers 1o the Department of Justice in all non-military
matters related to WikiLeaks." '

MEDIA WHO RECENED THE STATEMENT (2009 HRS 7 FEB 11)
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Steven Aftergoon, Federation of American Scientists
Michael Isikoff, NBC News
Bryant Jordah, Monster.com
Josh Gerstein, Politico
Ewen Macaskill, Guardian (UK)
| Spencer Ackerman, Wired/Danger Room
Scott Fontaine, Air Force Times

Bryant Jordan, Military.com

Attachments
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RE: Secrecy News -- 02/07/11 OTA(b)(3) - 50 USC 403-L(1) (1) - Sources and methods
‘Date : February 8, 2011, 4:31:45 pm EST

Size : 32.9 KB

Folder : William Bosanko mchivg—/"wﬁam\Sent tems

From : William Bosanko

To ; WﬂhamH Leary| }-- T " /FOIA(b) (6)
Preeta D. Bansal <Preeta_D. Bansal@omb.eop.gov> o '

71.1d : NMBN INOHYRXDOUHASCIS55BWDFK YLJIA2B

Type : Exchange ExchangeArchive

------------------------------------ FOTA{b} (5)

Steve updated his blog posting yesterday and a few articles have been written notmg the “adjush:mnt" by AF.
Steve's blog now includes:

Update: Josh Gerstein at Politico was told by the Air Force Monday afternoon that the AF MC gmdance s
being taken down pending a further review of the legal opinions it was based on." -

However, several copies of the AFMC statement were also entered mto the Lexis- Nex1s database by States
News Service, Targeted News Service and US Fed News. Those reman in mrcu]at}on and unaffected.

Update 2: Air Force Lt. Col Richard Johnson provided this statement on the evenmg of February 7:

"Air Force Materiel Conwmand (AFMC) recently published an mtermnal news story that discussed the implications
of downloading presumed classified information from Wikileaks. The release was not previously coordinated
with Headquarters Air Force and has been removed from the AFMC website, “The Air Force has provided
guidance to military members and employees to avoid downloadmg what cou]d be classified mformation mto Air
Yorce unclssified networks and reminded them that publication of Infonmtlon does not itself constitute
declassification of such information, The Air Force guidance did not address family members who are not Ar
Force menbers or employees. The Air Force defers to the Departrmnt of Justice m all non-military matters
related to WikiLeaks." /

>>> " eary, William H." 5/8/2011 4:29 PM >>>

Good work. 1trust Steve will publish a story about this clarification (even if you did spelt his name
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"Aftergoon"). '__',.-"‘FOIA(]:)) (3) - S0 USC 403-1(i) (1) - Scurces and methods

From: William Bosanko [mai_lj:of\'iﬁ;filliam.Bosanko@nara.gov]

Sent: Tuesday, February-08, 2011 4:25 PM
To:l l’Leary, William H.; Bansal, Preeta D.
Subject: RE; Secrecy News -- 02/07/11

Bill indicates that the statement | forwarded last night has been provided to all AF components as
well as the media. '

SAF/PAO has issued two different updates, both below. I is our understanding that these
comments were coordinated with SecAF and CSAF and that SAF/AA is aware.

CURRENT STATEMENT

"Air Force Materiel Command (AFMC) recently published an internal news story that discussed the
implications of downloading presumed classified information from Wikil eaks or other sources.
The release was in error in many respects and has been removed from the AFMC website. The
Air Force has provided guidance to military members and employees to avoid downloading what
could be classified information info Air Force unclassified networks and reminded them that
publication of information does not itself constitute dectassification of such information. The Air
Force guidance did not address family members who are not Air Force members or employees,
nor does it apply to personally owned computers.”

INITIAL STATEMENT (2009 HRS, 7 FEB 11)

"Air Force Materiel Command (AFMC) recently published an internal news story that discussed the
implications of downloading presumed classified information from WikilL.eaks. The release was
not previously coordinated with Headquarters Air Force and has been removed from the AFMC
website. The Air Force has provided guidance to military members and employees to avoid
downloading what could be classified information into Air Force unclassified networks and
reminded them that publication of information does not itself constitute declassification of such
information. The Air Force guidance did not address family members who are not Air Force
members or employees. The Air Force defers to the Department of Justice in all non-military
matters related to Wikileaks."

MEDIA WHO RECENVED THE STATEMENT (2009 HRS 7 FEB 11)
Steven Aftergoon, Federation of American Scientists

Michael lsikoff, NBC News

Bryant Jordan, Monster.com

Josh Gerstein, Politico
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Ewen Macaskill, Guardian (UK)
Spencer Ackerman, Wired/Danger Room
Scott Fontaine, Air Force Times

Bryant Jordan, Military.com

Attachments .
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Re: Draft Wikil.eaks Response Letter
Date : February 15, 2011, 8:50:31 am EST
Size : 6.5 KB
Folder : William Bosankoarchive-william\Sent [terms

From : William Bosanko

To ;

ZL1d: }H(ZHTUOBLDTZIK}JWIN5CXKJC4I3DORMLA
Type : Exchange ExchangeArcﬁng

Sorry for the delay...BB issues on mytand

"1 had offered.
------------------------------- FOTA(Db) {5) .

————— Original Message----- .
FI'OI]II _____________________________________________________ S FOIA(D) {3) — 50 USC 403-1{i) (1) - Scurces and methods
To: Bosanko, William <William. Bosanko(@nara.gov>
Sent: 2/14/2011 11:1927 AM
Subject: FW: Draft Wikileaks Response Letter

. . e T FOIA (D) (5)

J

From: Nusraty, Tim [mailto:Temim H_Nusraty@ormb.eop.gov]

Sent: Monday, February 14, 2011 1040 AM

To: William. Bosanko@nara.gov; John P Fitzpatrick; Greg. Parmoni@nara.gov;
William.Cira@nara.gov; Kundra, Vivek; Travers, Russell

Cc: Richardson, William; Kadakia, Pooja

Subject: Draft Wikileaks Response Letter

Colleagues,
NH#:12756 DocId: 59168974
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Following up on our February 2nd conference call with Preeta, attached for
your review is a draft WikiLeaks response letter. Please provide your
comments or edits by Tuesday mommg. Thank you

Tin Nusraty
General Counsels Office
Office of Management and Budget

---------------------------------------------------------------------------------------------------- o e T T G T () (6)

Attachments

NW$:12756 DocId: 59168974
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Re: Draft Wikileaks Response Letter
Date : February 15, 2011, 8:5031 am EST
Size : 6.5 KB
Foider : Wilhiam Bosanko:archive-wiham\Sent Items

From : William Bosanko

Td @ e eneeimannemmnemn T T,-"'EOIA(b) (3) - 50 USC 403-1(i){1) - Scurces and methods

ZL1d: HKZHTLJO?;LDTﬁfKUWIN_5CXKJC4I3DQRMLA
Type : Exchange ExchangeArchive

Sorry for the delay...BB issues on my end.

1 had offered.

e e “FOIA(D) (5)

- Or'iginal Message-----
From: '
To: Bosanko, William <William. Bosank o(@nara.gov>

Sent: 2/14/2011 11:1927 AM
Subject: FW: Draft Wikil eaks Response Letter

J"““n"“"dFOIA(b)(5)

J

From: Nusraty, Tim [maitto:Temim H_Nusraty@omb.eop.gov}

Sent: Monday, February 14, 2011 1040 AM

To: Wiliam Bosanko@nara.gov; John P Fitzpatrick; Greg.Pannoni@ nara. gov,
William.Cira@nara. gov; Kundra, Vivek; Travers, Russell :
Cc: Richardson, William; Kadakia, Pooja

Subject: Draft Wikileaks Response Letter

Colleagues,
NW#: 12756 DocId: 59168875 1"
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Following up on our February 2nd conference call with Preeta, attached for
your review is a draft WikiLeaks response letter. Please provide your
comments or edits by Tuesday moming. Thank you

Tun Nusraty
General Counsels Office

_Office of Managewentand Budget
e FOIA(L) (6)

Attachments
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Re: PBS Frontlme request
Date : February i6, 2011, 44555 pm EST
Size : 69.7 KB
Folder : William Bosanko:archive-william\Sent Items
From : William Bosanko
To : Ryan Knutson <rknutson@rainmedia net>
7L 1d : CI2DJI50SPYKLVUZAXWYL3LR2PXVTXILB
Type : Exchange ExchangeArchive
Ryan,
[ was worried this would happen...our Counsel has asked if the attached would be acceptable.

Best,

Jay

William J. Bosanko
Director

- Information Security Oversight O ffice
The National Archives Building
700 Pennsylvania Avenue, N.W.
Washington, DC 20408

(202) 357-5205 (office)
(202) 246-4264 (cel)
(202) 357-5907 (fax)

>>> Ryan Knutson <rkmitson@rammedia.net> 2/10/2011 723 PM >>>
Mr. Bonsanko, ‘

I'm a reporter with PBS FRONTLINE, and I'm working on an hour-long documentary about Wikileaks. Our
story will focus mostly on Bradley Manning and information security, and i scheduled to air in late May.

I'm wondering if you might be available for an on-camera interview to speak with us about protectmg classified
information. We're interested in what it takes for a document to become classified, how the rules surrounding

NwW: 12756 Docld: 59168976
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clssified information have changed over the years, and what challenges an organization like WikiLeaks presents

to protecting government secrets. As the Director of the Information Security Oversight Office, we feel your
participation will be most helpful for us and our viewers to understand the system.

We'll be in DC Wednesday, Feb. 16 and Thursday Feb. 18, and are wondering if you might be available then.
Please give me a call when you have a moment to discuss. My contact information is below.

Thanks for your time and I look forward to hearing from you soon.

Ryan Knutson

Associate Producer/Reporter

RAINmedia for PBS FRONTLINE

Office: (212) 579-7781

rknutson(crammedia. net

Attachments

Model Appearance Release Distribution Version 01-07-09.doc(57.5 KB)
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Re: [archives] Fwd: No 'Leak’ tinks: US National Archives blocks searches contaming 'WikiLeaks' - RT
Date : Novermber 5, 2012, 12:09:15 pm EST
Size : 12.6 KB
Folder : Willam Eosanko -archive-willlam\Sent Items
From : Willam Bosanko

To : Chis Iskib <Chris. Iskei(@nara.gov>,David Ferriero <David.Ferriero@nara.gov=>,
Donna Garland <Domna.Garland@nara.gov>,Debra Wall <Debra. Wall@nara.gov=>,
Tom Mills <TomMills@nara.gov>,Pamel Wright <Pamela. Wright@nara.gov=>,
Stephanie Foutz <Stephanie. Foutz(@nara.gov>

7L 1d : CO3FFMLQMF 3BPPH2JAS5TP22CZU024832MB
Type : Exchange ExchangeArchive

We did block the actual sites (intentionally} once upon a time ago {not
‘sure though about searches from public access terminals, etc.).

From: Pamela Wright

To: Islib, Chris <Chris.Iskeib@nara, gov>

To: Ferriero, David <David.Ferriero@nara. gov>

To: Bosanko, Willam <William. Bosanko(@nara.gov>
To: Garland, Donna <Donna.Garland@nara.gov>
To: Wall, Debra <Debra. Wall@nara.gov>

To: Mills, Tom <TomMills@nara.gov>

To: Foutz, Stephanie <Stephanie. Foutz@nara. gov>

Seat: 11/5/2012 12:00:09 PM
Subject: Re: [archives] Fwd: No "Leak' links: US National Archives blocks
searches containing WikiLeaks RT

We are aware of this ssue and currently have several stafl working to
find the source of the blockmg now.

>>> Debra Wall 11/5/2012 11:58 AM >>>
From the archives listserv:

>>> Peter Kurilecz <peter. kurilecz(@ gruail com> 11/4/2012 1002 PM >>>

NWH§:12756 DocId: 59168977
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No 'Leak’ inks: US National Archives blocks searches contaming
"Wikileaks' - RT

The public search engine for the US National Archives appears to be
blocked for the term "WikiLeaks". The whistleblower website has already
lashed out at the move, saying the Archives has turned into "Orwell's
Ministry of Truth."An error message pops up every time 2 search is
performed with the word "Wikileaks".

http//bit by/STmsJ4

Source: hitp Jirt.com/news/us-archives-wikileaks-ban-939/
See if people are clicking on this link: http/bit.ly/SInsJ4-+
Try the bitly.com sidebar to see who is talking about a page on the web:.

hitp//bitly.comypages/sidebar

Peter Kurilecz CRM CA

peter.kurilecz@ gmail.com

Richmond, Va

http//twitter.com/RAINbyte

http/tech.groups. yahoo.convgroup/RAINDyte/

http/paper. WVRAINbyte/rambyte
http//pinterest.convpakurilecz/archives/
hitp//pinterest.conypakurilecz/records- rmanagement/
http//Awww linkedin.comyin/peterakurilecz

Information not relevant for my reply has been deleted to reduce the
electronic footprint and to save the sanity of digest subscribers

0-0-0-0-0-0-0-0-0-0

The ARCHIVES & ARCHIVISTS (A&A) LIST is sponsored by the Society of
Amenican Archivists. The opinions expressed on the A&A List do not
necessarily represent those of SAA and are not endorsed by the Society.

To post to the list, send messages to archives(@ forurms.archivists.org,

To unsubscribe or to modify your subscription settings, log n at:
hitp://www.archivists.org/listservs/change.asp

To read the Iist archives:
September 2006 to Present:

HW#:12756~ DocId: 59168377
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hitp//forums. archivists.orgfread/? forunrarchives
April 1993 to September 2006:
http/Eistserv.muohio.eduw/archives/archives.html
To view the A&A List Terms of Participation, visit:
tip //Awww.archivists.org/listservs/arch_listseryterms.as

A&A List Coordmator:
Meghan Petersen
mpetersen@archivists.org

Attachrmnts
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Fw: [archives] Fwd: No ‘Leak’ Iimks: US National Archives blocks searches contaming "Wikileaks' - RT
Date : Novenaber 53,2012, 12:1324 pm EST
Size : 20.9 KB
Folder : William Bosanko:archive- william\Sent Items
From : Willam Bosanko
To : Leo Scanlon <Leo.Scar110@nara. gov>
71.1d : NHOKMFAHHHNPZNU1HXFPYZAXWYRYHUTI A
Type : Exchange ExchangeArchive |

 FYI

Attachments
Enclosed_Message 2.emk6.9 KB)

NWH:12756 DocId: 59168978
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Fw: [archives] Fwd: No 'Leak’ links: US National Archives blocks searches containing "WikiLeaks' - RT
Date : November 5, 2012, 12:40:05 pm EST
Size : 26.3 KB
Fo]der - William Bosanko:archive-wiliam\Sent Iterns
From : Willam Bosanko
To : GaryM Stern <GaryM.Stem(@nara.gov=>
ZL1d: Pl SQCI2CIUXZMCCWUZHJITQPQXWN55DIA
Type : Exchange ExchangeArchive

FYI

Attachments
Enclosed_Message 2.exk(8.8 KB}

NWH: 12756 DocId: 59168979
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Re: Fw: [archives] Fwd: No 'Leak’ lmks: US National Archives blocks searches containing "Wikileaks' - RT
Date : November 5, 2012, 127:51 pm EST
Size : 6.4 KB
Folder ; Wilkiam Bosanko:archive-william\Sent Items
From : William Bosanko
To : GaryM Stern <GaryM.Sterﬁ@nara.gov>
7L 1d : LIWD5XQ440QG3IMYLQHGKA4VSIERIM3VNDB
Type : Exchange ExchangeArchive
Interesting indeed... the blocks that were imposed in 2010 are gone - one can go straight to the wikileaks site.

>>> GaryM Stern 11/5/2012 12:46 PM >>>
Thanks for the heads up. Interestingly, 1 just tried searching that term on archives.gov, and go mumerous hits,
and no blocking -- could it be because it's from an inside computer?

Do you know anything more about the background?
>>> William Bosanko 11/5/12 12:40 PM >>>

FYI
Attachments

RWH:12756 DocId: 591683980
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Re: Fw: [archives] Fwd: No 'Leak’ links: US National Archives blocks searches contaming "Wikileaks' - RT
Date : November 5, 2012, 4:16:48 pm EST
Size : 5.5 KB
Folder : William Bosanko:archive-wiliam\Sent Iters
From : William Bosanko
To : GaryM Stern <GaryM. Stern@nara. gov>
21 1d : IGFO1X2ET5NO2F5M2WJ1GBACCMOAVOZ2 A
Type : Exchange Exchange Archive

- More mvestigation as I understand it.

From: GaryM Stemn
To: Bosanko, William <William. Bosanko@nara. gov>

Sent: 11/5/2012 4:1130 PM
Subject: Re: Fw: [archives] Fwd; No 'Leak' links: US National Archives
blocks searches containing Wikileaks RT

Is that the answer to the complaint, or is more nvestigation going on,
per Paml's ermail?

>>> William Bosanko 11/5/12 127 PM >>>
Interesting mdeed....the blocks that were imposed in 2010 are gone - one
can go straight to the wikileaks site.

>>> GaryM Stern 11/5/2012 12:46 PM >>>

Thanks for the heads up. Interestingly, I just tried searching that term
on archives.gov, and go numerous hits, and no blocking -- could it be
because it's ffom an inside computer?

Do you know anything more about the background?

>>> Willam Bosanko 11/5/12 12:40 PM >>>
FYl

Attachments
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Re: Fwd: Wikikeaks question

Date : Noverrber 7, 2012, 2:58:39 pm EST

Size : [0.9KB

Folder : Willam Bosanko:archive-willam\Sent Items
From : William Bosanko

To : Chris Iskib <Chris.Iskeb@nara.gov>,Donna Garland <Donna.Garland@nara.gov>,
John Fitzpatrick <John.Fitzpatrick@nara. gov>,Joseph Scanlon <J oseph.Scanlon@nara. gov>,
Michael Wash <Michael Wash@nara.gov> Pamela Wright <Pamela. Wright@nara.gov>,
GaryM Stern <GaryM.Stern@nara. gov>,Kevin McCoy <Kevin. McCoy@nara. gov=>

7L 1d : OVZHDF3RSN RRZETI1 1HZC34K A3MST2ZVA
Type : Exchange ExchangeArchive

I think No. 2 is already resolved and posted.

On No. 1., there was not a requirerent, but rather was done following the
guidance and in order to best manage NARA's IT assets.

We have lists of ary number of sites we block access to for any number of
reasons. Glad to explamn my thinking, but in short, our staff have

legitimate access to classified documents, 10 include still classified

capies of these materials or very similar materials and I can't see why we
would want to vite the potential complications.

From: GaryM Stem
To: Isleib, Chris <Chris. Isleib@nara.gov>

" To: Bosanko, William <William. Bosanko@nara.gov>
To: Garland, Donna <Donna.Garland(@nara. gov>
To: Fitzpatrick, John <John.Fitzpatrick @nara.gov>
To: Scanlon, Joseph <Joseph. Scanlon@nara. gov=
To: Wash, Michael <Michael Wash@nara.gov=
To: Wright, Pamela <Pamela. Wright@nara.gov>
To: McCoy, Kevin <KevinMcCoy@nara.gov>

Sent: 11/7/2012 2:4036 PM
Subject; Fwd: Wikileaks question

There now seem to be three separate ernails threads discussing various
aspects of this issue -- see attached email

NWH#: 12756 DocId: 59168582
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As far as [ can tell, there are two distinct questions: 1} Kevi's

question about blocking access to the Wikileaks website itself; and 2) the
public fistserve complaint that the NARA search engine would not even
allow for the searching of the term "wikileaks" on the archives.gov
website.

I think the mam focus is on question no. 2. Currently, you can search

the term “wikileaks" on archives.gov and get numerous results 0f NARA
documents containing that term. It's not clear why domg so should ever
have been blocked in the first place, but if it was in the past, we should
try to understand why and then explain back to the public what happened
and where things stand now.

It's also not clear that we were ever required to block access 1o
wikileaks.org, if indeed we ever did, and the NARA Notice attached to
Leo's email does not require doing so.

What's the best way to resolve this issue?

Thanks,

Gary

Attachments

NWH:12756 DocId: 59168982
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Re: Wikileaks question

Date : November 7, 2012, 4:14:50 pm EST

Size ;: 12.6 KB

Folder : William Bosanko:archive-william\Sent ltems

From : William Bosanko

To: Joim Fitzpatrick <John.Fitzpatrick@nara.gov>,Leo Scanlon <Leo.Scanlon@nara. gov>
Cc : Michael Wash <Michael,Wash@nara. gov>,GaryM Stern <GaryM.Stern@nara. gov>
ZL Id : NSW5TGVFS1P2MMQTHAJ2ZAFUSXZIRYWNA

Type : Exchange ExchangeArchive

FOIA (k) (9)

HWH#:12756 DocId: 59168983 - e



From: Leo Scanlon

To: Bosanko, William <William, Bosanko@nara.gov>
To: Fitzpatrick, John <John Fiizpatrick(@nara. gov>
C¢: Wash, Michael <Michael Wash@nara.gov>

Cc: Stern, GaryM <GaryM. Stem@nara. gov>

Sent: 11/7/2012 2:18:56 PM
Subject: Wikileaks question

Iav. John

FOIA(D) (5)

ico

Attachments
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Re: Fwd: Wikile_aks question
Date : November 7, 2012, 422:53 pm EST
Size : 16.9 KB
Folder : William Bosanko:archive- willam\Sent Items
From : William Bosanko
To : Michacl Wash <Michael Wash(@nara.gov>>
7L 1d : GKIRCWB2ECUQPZPUAURPCQMF22BEV2J0B
Type : Exchange ExchangeArchive |

Thanks to you .and your team for working through this one Mike (and for putting up with all of us chimmng mn while
you were trying to do it!),

>>> Michael Wash 11/7/2012 420 PM >>>

This may be a repeat for some, but the root-cause of the problem that resulted in blocking search requests was a
“result ofa configuration error at our hosted Internet Service Provider that delivers our Trusted Internet

Connection (TIC). The TIC is managed by GSA and endorsed by DHS. The Service Provider upgraded

aspects of their infrastructure in the past week and introduced the rule that resulted in the block. This was

resotved late yesterday.

Michael Wash
Chief Infannatic_nn Officer
National Archives and Records Administration

michael wash(@inara.gov
301.837.1992

>>> On 11/7/2012 at 3:58 PM, in message <S09ACB81.959 : 184 ; 25872>, Kevin McCoy
<Kevin. McCoy@nara.gov> wrote:

QGary, .
Well, from your explanation, I think we are good.

Kevin

"PERSONAL INFORMATION - Ifyou are not the intended recipient of the e-mail, you are prohibited
NWH: 12756 DocId: 59168984 w
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from sharing, copymg, or otherwise using or disclosing its contents. If you have received this e-mail in error,
please notify the sender immediately by reply e-mail and permanently delete this e-mail and any attachments
without reading, forwarding, saving or disclosing them: POC for any issues is the undersigned."

Kevin A. McCoy, CPP, MBA

Agency Security Officer

National Archives and Records Admiistration

Office 301-837-0298

Fax 301-837-3657>>> GaryM Stern 11/7/2012 2:40 PM >>>

There now seemto be three separate emails threads discussing various aspects of this issue -- see attached
email,

As far as I can tell, there are two distinct questions: 1) Kevin's question about blocking access to the
Wikileaks website itself, and 2) the public listserve conplamt that the NARA search engine would not even
allow for the searching of the term "wikileaks" on the archives.gov website.

I think the main focus is on question no. 2. Currently, you can search the term "wikileaks" on archives.gov
and get mumerous results 0f NARA documents containing that term. It's not clear why doing so should ever
have been blocked m the first place, but if it was in the past, we should try to understand why and then
explain back to the public what happencd and where things stand now.

It's also not clear that we were ever required to block access to wikileaks.org, if ndeed we ever did, and
the NARA Notice attached to Leo's email does not require domng so.

What's the best way to resolve this ssue?

Thanks,
Gary

Attachments

NWH#:12756 DocId: 59168984
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Re: Wikileaks question
Date : Noverrber 7, 2012, 5:14:36 pm EST
. Size ; 22 KB
Folder : William Bosanko:archive-williamiSent Items
From : William Bosanko
To ; John Fitzpatrick <John Fitzpatrick@nara.gov>,Leo Séanlon <Leo.Scanlon@nara.gov>>
Ce : Michael Wash <Michael Wash@nara.gov>,GaryM Stem <GaryM. Sterm(@nara.gov>
7L Id : 10JJRZBSOSMVPOOLTSONK V3PCAKPIILAB

Type ¢ Exchange ExchangeArcHive

FOIA (k) (5)

>>> [eo Scanlon 11/7/2012 505 PM >>>

FOIA (b) (5)

>>> Wiliam Bosanko 11/7/2012 4:14 PM >>>

FOLA (b) {5}

NWH#:1275%6 Docld: 59168985
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FOIA (D) {5)

From: Leo Scanlon

To: Bosanko, Willam <William. Bosanko@nara.gov>
To: Fitzpatrick, John <John. Fitzpatnick(@nara.gov>
Ce: Wash, Michael <Michael Wash{@nara.gov>

Cc: Stern, GaryM <GaryM.Stem@nara.gov=>

Sent: 11/7/2012 2:18:56 PM
Subject: Wikileaks question

Jay, John,

FOTA(DL) (B)

NWB: 12756  Docld:59168985
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Re: Wikileaks question
Date : November 7, 2012, 5:16:25 pm EST
Size : 21.5KB
VFol'der 1 William Bosanko:archive-willlam\Sent lterns
From : William Bosanko
To : John Fitzpatrick <John Fitzpatrick@nara.gov>

71.1d : MRR32RAWDBIIUOMFNNKJGASEK 11IQN4SA

Type + Exchange ExchangeArchive

FOTA (b} (5)

> Inhn Eitzpatrick 11/7/2012 513 PM S>s

FOTR{L) (5)
J
>>> Leo Scanlon 11/7/2012 505 PM >>>

FOIA(b) (5)

>>> William Bosanko 11/7/2012 4:14 PM >>>

FOIA (D} (5)

NWg:12756 DocId: 59168986
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FOTA(b) {E)

From: Leo Scanlon .

To: Bosanko, Willam <William. Bosanko{@nara.gov>
To: Fitzpatrick, John <John Fitzpatrick@nara.gov>
Cc: Wash, Michael <Michael Wash(@nara.gov>

Cc: Stern, GaryM <GaryM.Sterr{@nara. gov>-

Sent: 11/7/2012 2:18:56 PM
Subject: Wikileaks question

Jay, John,

FCIR(b) (5}

leo
Attachments

NWH#:12756 DoclId: 59168986
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Re: Wikileaks question
Date : November 7, 2012, 5:19:03 pm EST
Size : 19.6 KB
Folder : William Bosanko:archive-willam\Sent Items
me : Willam Bosanko
To: Leé Scanlon <Leo.Scanlon@nara.gov>
ZL 1d : CLOH12TQOFO IF1WKCPJV5SCIEEA2BWTQ4A.

Type : Exchange ExchangeArchive

FOTA (L) (5)
>>> Leo Scanlon 11/7/2012 505 PM >>>
FOIA(b) (5)
_>>> Wilkam Bosanko 11/7/2012 414 PM >>>
FOIR (b) (5)

NWH:12756 DocId: 59168987
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FOIA(b) (5)

From: Leo Scanlon

To: Bosanko, William <Willam Bosanko@nara.gov>
To: Fitzpatrick, John <John Fitzpatrick@nara.gov>
Cc: Wash, Michael <Michael Wash{@nara.gov>

Cc: Stern, GaryM <GaryM.Sterm(@nara. gov>

Sent: 11/7/2012 2:18:56 PM
Subject: Wikileaks question

Jay, John,

FOTA(L) (5)

Leo
Attachments
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Re: Wikileaks question
Date : November 7, 2012, 52031 pm EST
Size : 23.4 KB
Folder : William Bosanko:archive-william\Sent Iterms
From : William Bosanko
To : Joln Fitzpatrick <Jobn.Fitzpatrick@mnara. gov>
7L 1d: NUJ4QCUDGQIZSE5KEUO 121P1JEZOSYKSA

Type : Exchange ExchangeArchive

FCIA (k) {5)

>>> John Fitzpatrick 11/7/2012 5,19 PM >==

FOIA(L) (5

55> William Bosanko 11/7/2012 5:16 PM 222

FOIA(b) (5}
>>> John Fitzpatrick 11/7/2012 5:13 PM >>>

FOIR{Db) (5)
J
>>> Leo Scanlon 11/7/2012 5:05 PM >>>

FOIA(D) (5)

>~> William Bosapko 11/7/2012 4:14 PM >>>

FOIA (b} (5)

Nw#ﬂ-}ﬁ% Tocld: 591 68968
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FOTA(Db) (5}

From: Leo Scanlon

To: Bosanko, William <William Bosanko@nara.gov>
To: Fitzpatrick, John <John.Fitzpatrick{@nara.gov=
Cc: Wash, Michael <Michacl Wash(@nara.gov>

Cc: Stern, GaryM <GaryM.Stem{@nara.gov>

Sent: 11/7/2012 2:18:56 PM
Subject: Wikilkeaks question

Jay, John,

FGIA (b} |5)

243
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FOIRA (L) (5]

Leo
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Re: Wikileaks guestion

Date Noverber 7, 2012, 54031 pm EST

Size : 26.7 KB

Folder : Willam Bosanko:érchﬁe—wi]]iam\Sent [terms

From : William Bosanko

To : John Fitzpﬁtrick <John Fitzpatrick@mnara.gov>,Leo Scanlon <Leo. Scanlon@nara. gov>
Cc : Michael Wash <MichaelWésh@nara. gov>,GaryM Stern <GaryM. Stem(@nara. gov>
71.1d: ADY1OIIL3QNF2LIPLRSYIGZYTWAEBUUKA

Type : Exchange ExchangeArchive

FOTA (b} (5)

>>> L eo Scanlon 11/7/2012 5:37 PM >>>

FCIA(Db) (D)
Leo
' >>> John Fitzpatrick 11/7/2012 532 PM >>>
FOIA(R) (5}
>>> 1 eo Scanlon 11/7/2012 528 PM >.>>
FCIA(D) (D)

>>> William Bosanko 11/7/2012 5:14 PM >>>

FOTIA (b} {5)

NWH#: 12756 DoclId: 59168989
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. ECIA(E) (5)

55> Leo Seanlon 11/7/2012 505 PM >>>

EQIA (k) (5}

>>> Willizm Bosanko 11/7/2012 4:14 PM >>>

FOIA(R) (5)

From: Leo Scanlon

To: Bosanko, William <W illiam Bosanko(@nara.gov>
To: Fitzpatrick, John <John Fitzpatrick@nara.gov>
Cc: Wash, Michael <Michael Wash@nara.gov>

Cec: Stern, GaryM <GaryM.Stern(@nara.gov>

Sent: 11/7/2012 2:18:56 PM
Subject: Wikileaks question

NWH:12756  DoclId:59168989
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Jav, John,

FOIA{b} (5)

Leo _
Aftachments

NWH#: 12756

Docld:59168989

anR
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Re: Wikileaks question
Date : November 7, 2012, 54237 pm EST
Size : 27.2 KB
Folder : William Bosanko:archive-william\Sent Items
From : William Bosanko
Te : John Fitzpatrick <John Fitzpatrick@nara.gov>,Leo Scanion <Leo.Scanlon@nara. gov>
Cc : Michael Wash <Michael Wash@nara.gov>,GaryM Stern <GaryM.Stern@ nara. gov>
7L Xd : IS2ZKVRY4425ZVWDN3WHIOPWPMSVOLCSR
T/yp'e . Exchange Exchange Archive

Another factor - although my memory might be wrong...I recall a note from NIST or someone to agencies at the
height of the interest that the sites were suspected of being exploited to pose a risk with respect to malware, etc.

>>> Leo Scanlon 11/7/2012 5:37 PM >=>

FOIA (D) (5)
Leo
_>>> John Fitzpatrick 11/7/2012 532 PM >>>
| | FOTR(Db) (5)
>>> Leo Scarlon 11/7/2012 528 PM >>>
FOIA(D) (5)

>>> Willam Bosanko 11/7/2012 5:14 PM >>>

FOIA(D) (5)

NWH#:12756 DocId: 59168930

13
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FOTA (D) (5)

>>> Leo Scanlon 11/7/2012 505 PM >

FOTA(b) (5}

>>> William Bosanko 11/7/2012 4:14 PM >>>

.Ilt'

FOIA(b) (5)

----- Ongmnal Message-----

Fron: Leo Scanlon

To: Bosanko, Willam <William. Bosanko(@nara.gov>
To: Fitzpatrick, John <John Fitzpatrick@nara.gov>
Ce: Wash, Michael <Michael Wash@nara.gov>

Ce: Stern, GaryM <GaryM. Stern@nara. gov>

Sent: 11/7/2012 2:18:56 PM
Subject: Wikileaks question

HWH#:12756 DocId: 55168530

243
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Jay, John,

FOIA(D) (D)

Teo
Attachments

NWE: 12756

DocId: 5916839950
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Re: Wikileaks question
Date : November 7, 2012, 5:49:59 pm EST
- Size : 13.8 KB
Folder : William Bosanko:Archive\[Gmail AT Mail
From : Leo Scanlon <Léo.Scanlon@nara.gov>
To Bosanko, William <William Bosanko@nara. gov>,F.itzpatrick, John <John Filgpatrick@nara.gov>
Cc : Wash, Michael <Michael Wash@nara.gov>,Stern, GaryM <GaryM.Stern@nara.gov>
Z1. 1d : EEACKHVNHRPEUGMXVJDB4XRGNUTIVUUGB

Type : OtherArchive IMAP Archive

FOTA (D) (5}
>>2> Wilham Bosanko 11/7/2012 540 PM >>>
' FOIA(L) (5}
>>> 1eo Scaplon 11/7/2012 5:37 PM >>>
FOIA (b) (5)
Leo -
>>> John Fitzpatrick 11/7/2012 532 PM >>>
FOIA (D) (5)
>>> T eg Scanlon 11/7/2012 528 PM >>>
FOTA (b) [5)

>>> Wiliam Bosanko 11/7/2012 5:14 PM >>>

FOIA (D) (5)

NW#:12756 DocId: 59168991
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FOIA (D) {5)

>>> Leo Scanlon 11/7/2012 505 PM >>>

FOIA(Db) (5)

_>>> William Bosanko 10/7/2012 4:14 PM >>>

FOIR(L) (5)

From: Leo Scanlon

To: Bosanko, William <William, Bosanko@nara.gov>
To: Fitzpatrick, Johm <John Fitzpatrick@nara.gov>

Cc: Wash, Michael <Michael. Wash(@nara. gov>
NWH#:12756 Hmc1d5_59168991

"3
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Cc: Stern, GaryM <GaryM . Stern@nara. gov>

Sent: 11/7/2012 2:18:56 PM
Subject: Wikieaks question

Jay, John,

FOIA(b) (5]

Attachments

MWH#:12756

DocId: 59168991

R}
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Re: Wikileaks question

Date : November 7, 2012, 6:11:16 pm EST

Size : 20.4 KB

Folder : William Bosanko:archive-willam\Sent Items

From : William Bosanko

To : John Fitzpatrick <John.Fitzpatrick@nara.gov>,Leo Scanlon <Leo.Scanlon@nara.gov>
© Ce : Michael Wash <Michael Wash@nara.gov>,GaryM Stern <GaryM Stern(@nara.gov>

Z1.1d: E4WLDLHJQHSG_HXRXPSKRGHL2WLBCKGWZB

Type : Exchange ExchangeArchive

Thanks. Jay

From: Leo Scanlon

To: Bosanko, William <William Bosanko@mnara.gov>
To: Fitzpatrick, John <John.Fitzpatrick@nara.gov>
Cc: Wash, Michael <Michael Wash@nara.gov>

Cc: Stern, GaryM <GaryM. Stern{@nara. gov>

Sent: 11/7/2012 5:49:20 PM
Subject: Re: Wikileaks question

FOIR(b} (5)

>>> William Bosanko 11/7/2012 5:42 PM >>>
Another factor - although my memory might be wrong...I recall a note from
NIST or someone to agencies at the height of the nterest that the sites

NWH#:12756 DocId: 59168992
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were suspected of being exploited to pose a risk with respect to malware,
etc.

>>> a0 Scanlon 11/7/2012 537 PM >>>

FOIA (D) {(5)

Leo

>>> John Fitzpatrick 11/7/2012 532 PM >>>

FOTA (b} [5)

>>> 160 Scanlon 11/7/2012 528 PM >>>

FOIA (L) (5)

>>> Wilkam Bosanko 11/7/2012 5:14 PM >>>

FOIA (L) (5)

>>> Leo Scanlon 11/7/2012 505 PM >>>

FOTA (D) (5)

DoeId T 59T68992 o
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were suspected of being exploited tc_i'}ios_é a risk with respect to malware,
etc, . : Co et TR T : PR

>>> 1 g0 Seanlon /712012 537 PM o>

© .FOIA(D) (5)

e 'fo:[‘A('b-) - -

S>> Loo Scanlon 11/7/2012 SOR PN >>>

FOIA (b} {5)

>>> William Bosanko 11/7/2012 5:14 PM >>>

FOIA(b) {5)

>>> Leo Scanlon 11/7/2012 5:05 PM >>>

FOIA(L) {5)

NWH—TZ275% b5 o Tl N e o J M 5T 5 3 ' o
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FOIA (D) (5)
>>> Willinm Bosankn 11/7/2012 4-14 PM 22>
FOTIA (L) {5)
----- Original Message-----

From: Leo Scanlon

To: Bosanko, William <William Bosanko(@nara.gov>
To: Fitzpatrick, John <John. Fitzpatrick{@nara. gov>
Cc: Wash, Michael <Michael. Wash@nara. gov>>

Cc: Stern, GaryM <GaryM.Stem(@nara.gov>

Sent: 11/7/2012 2:18:56 PM
Subject: Wikileaks question

Jay, John,

FOTA (b) (5)

Rid



T3

FOIA(b) {5H)

leo

Attachments |

NWH: 12756

Docld:; 59168932

Ai4



1272013
Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 10:06:09 am EDT
Size : 4.1 KB
Fold;er : William Bosanko:Archive\[Gmail Al Mail
From : Gary Stem <garym stern(@nara. gov>

To : David Ferriero <david.ferriero{@nara.gov>Debra Wall <debra. wali@nara.gov>,
William Bosanko <william.bosanko@nara.gov>,Bill Mayer <bill mayer@nara.gov>,
Ann Cummings <ann.cummings@nara.gov>,John Hamilton <john hamilton(@nara.gov>,
Donna Garland <donna.garland@nara.gov>,Chris Isleib <chris.skib@nara.gov>,
Jason Baron <jason.baron@nara.gov>.. *

ZL 1d : FAOH31CCDOSEZOOSGPNTVF1AZHLKZQAOB
Type : OtherArchive IMAPArchive
- File Plan : Temporary Records

In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, 1 can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They also claim that they

have made the files muich more easily searchable. They also appear to have
integrated other leaked cables into this collection. .

FOIA (b) (5)

Attachments

HW#:12756 DocId: 59168953
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Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 10:06:09 am EDT
Size : 4.1 KB. |
Folder : William Bosanko:Archive\[Grai All Mail
From : Gary Stermn <garym.stern{@nara. gov>

To : David Ferriero <david.ferriero@nara.gov>,Debra Wall <debra.wall@nara.gov>,
William Bosanko <william.bosanko@nara.gov>,Bill Mayer <bill mayer@nara.gov>,
Anmn Cumryings <ann.cummings@nara. gov>,John Hamilton <john.hamilton(@nara.gov>,
Donna Garland <donna.garland@nara.gov>,Chris Isleib <chris. skib@nara. gov>,
Jason Baron <jason.baron@nara.gov>.. *

ZL 1d : FAOH31CCDOSEZOOSGPNTVFIAZHLKZQAOB
Type : OtherArchive IMAP Archive
File Pian ;: Termporary Records

In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, 1 can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the Tecords. They also claim that they

_have made the files much more easily searchable | FOIA (L) (5]
)

FOIA (b)Y {5}

FOIA (0} {5}

Attachments

NW#:12756 DocId: 59168933
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Fwd: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 10:11:47 am EDT
Size : 4.6 KB
Folder : William Bosanko Amﬁwe\[&mﬂ}\Aﬂ Mai
From Wﬂham Bosanko <william bosanko{@nara. gov>
To : Rmer, Carla <carla.riner@hara.gov>
71 1d : KTWIKWZYTRGIMS35CL4ICVGDIZIGK3FRB
Type : OtherArchive IMAP Archive

File Plan : Temporary Records

—————————— Forwarded message ----------

From: Gary Stern <garym stern(@nara.gov>

Date: Mon, Apr 8, 2013 at 1006 AM

Subject: Wikileaks Posts State Dept Cables from AAD

To: david.ferriero(@nara.gov, debra,walli@nara.gov, willizm bosanko(@nara.gov, bill. mayer(@nara.gov,
ann.cummings@nara.gov, johnhamilton(@nara. gov, donna.garland(@inara.gov, chris. sleib(@nara.gov,
jason.baron@unara.gov, Hannah. Bergman(@nara.gov, martha, nmurphy(@nara.gov, john. fitzpatrick(@nara. gov,
sheryl shenberger@mnara, gov, Michael Wash@nara.gov, pamela. wright@nara.gov, paul wester{@nara. goy

In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protectmg
against the reclassification of the records. They a. im that the .
have made the files much more easily searchab]f:.i FOIA(L) (5) _

l FOIA (D) (5} _ l

FOLA (b} (5}

Attachments

NiWwH#: 12756 DocId: 591689394

1
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- Fwd: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 10:14:55 am EDT
Size : 5.6 KB
Folder : Wﬂham Bosanko:Archive\] Gmail AT Mail

From : William Bosanko <william bosanko@nara. gov>

To : John W. Fickln FOTA{B) {5)

7L 1d : J22GEUSR4LZDOBNZXIKIDDJJHPEG4WDKHA
Type : OtherArchive IMAPArchive

File Plan : Termporary Records

John;

1 wanted to be certain you were aware of this. The AAD Gary refers to is NARA's online, open collection of
~ declassified and released State Department Cables.

FOIA (D) (5)

---------- Forwarded message --------~-

From: Gary Stern <garym.sternf@nara. gov>

Date: Mon, Apr 8, 2013 at 10:06 AM

Subject: Wikileaks Posts State Dept Cables from AAD

To: david.ferriero(@nara, gov, debra.wali@nara.gov, william bosanko(@nara,gov, bitlmayer@mnara. gov,
ann.cummings@nara.gov, john.hamilton@nara.gov, donna. garland@nara.gov, chris. isleib(@nara. gov,
iason.baron@ nara.gov, Hannah Bereman@ nara.gov, martha, muurphy(@nara.gov, jobn, filzpatrick@nara. gov,
sheryl shenberger@nara.gov, Michael Wash@nara.gov, pamela. wright{@nara.goy, peul wester@nara.gov

In case you haven't yet seen it, Wikileaks released a press release today

announcing that it has reformatted and posted the State Dept cables from

AAD. The Guardian has picked up the story. (Since my remote access

doesn’t work right now, 1 car't supply the links.). They make clear that
~these records have not been leaked, but say that they are protecting

against the reclassification of the records. They also claim that they

have made the files much more easily searchable) FOIA(b) (5)

NWH#:12756 DocId: 591689385 112
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FOIA(b) (5)

FOIA (D) (5)

Attachments

NW#:12756  DocId:59168995 .
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Fwd: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 10:16:226 amn EDT
Size : 4.7 KB
Folder ; William Bosanko:Archive\| Gmail \ALL Mail
me : Wﬂham Bosanko <william.bosanko{@nara.gov>
To : Cheatham, Micah <micah cheatham{@nara. gov>
71.1d: NHIGDLF32BROZYTVCLIDAXTSFVKXCOGLB
Type : OtherArchive IMAP Archive
File Plan : Temporary Records

Just in case anyone from OMB catches this and asks....

---------- Forwarded message ----------
From: Gary Stexmn <garym.stern(@nara. gov>
Date: Mon, Apr 8, 2013 at 10:06 AM
Subject: Wikileaks Posts State Dept Cables from AAD
To: david ferriero(@nara.gov, debra. walk@nara. gov, william bosanko@nara.gov, bill mayer{@nara.gov,
ann. cummings(@nara. gov, johnhamilton@nara. gov, domna. garland(¢tnara. gov, chris.isleib(@nara. gov,
jason.baron(@nara, gov, Harmah Bergman(@ nara.gov, martha murphy(@nara.gov, john. fitzpatrick(@nara.goy,
shervlshenberger@nara.gov, Michael Wash@nara.gov, pamela. wright@nara. gov, paul wester@nara. gov

In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Smce my remote access
doesn't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They also claim that they

have made the files much more easily searchable. FOTA (D) {5) l
FOIA(Db) (5)

FOIA(R) (D)

Attachments -

NWH: 12756 DocId:59168596
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Re: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 10:22:24 am EDT
Size : 3.9 KB
Folder ; Wiliam Bosanko:Archive\{ Gmail\All Mail
From : William Bosdnko <william.bosanko@nara.gov>
To : Gary Stern <garym.stern@nara. gov>
Cc ; Ferriero, David <david. ferriero@nara.gov>,Wall, Debra <debra.wall@nara.gov>,
Maver, Bill <billmayer@nara.gov> Cummings, Am <ann.cunmmmgs(@nara. gov>,
Hamilton, John <john,hamilton@mnara. gov>,Garland, Donna <donna. garland@nara.gov>,

Islebb, Chris <chris.isleib@nara.gov>,Baron, Jason <jason.baron@nara. gov>,
Bergman, Hanmah <Hannah.Bergman@nara.gov>.. ~

71.1d : LBYFQKSUOPDWLZSRX4X53N1AASF1G4NDA
Type : OtherArchive IMAPArchive

File Plan : Temporary Records

hitp//www.wired.co.

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.sternf@nara. gov> wrote:
In case you haven't yet seen i, Wikileaks released a press release today
announcing that 1 has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Smce my remote access
doesn't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protectng
against the reclassification of the records. They also claim that they

. have made the files much more easily searchable. FOLA({b) (5}

FOIA(b) (5)

FOTA(b) (5]}

Attachments

NWH:12756 DocId: 59168997
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Fwd: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 103449 am EDT
Size : 48 KB
Folder : Wiliam Bosanko:Archive\[Gmail\All Mail
From : William Bosanko <udliiaﬁ1bosanko@nara.gov>
To : Wash, Michael <Michael Wash@nara.gov>
7L Id : NYXQTESOWHMFPUDIN WEK CLQK SFSMPRHHB
Type : OtherArchive IMAPArch&e
File Plan -: Temporary Records
I assume they had to pull this all off of our site - did we notice any big spikes in activity?

---------- Forwarded message ----------

From: Gary Sterm < 1. stem@nara. gov>

Date: Mon, Apr 8, 2013 at 10:06 AM

Subject: Wikileaks Posts State Dept Cables from AAD

To: david.ferriero(@nara.gov, debra.wall@nara.gov, william.bosanko(@inara.goy, bill mayer@nara.goy,

ann.c ings(@nara.gov, john.hamilton(@nara.gov, domma.garland(@nara. gov, chris.isleib(@nara. gov,
jason.baron@nara.gov, Harmah. Ber, @nara. gov, martha, murphy(@mnara gov, john. fitzpatrick @ nara. gov,

shervl.shenberger(@nara.gov, Michael. Wash@nara.gov, pamel, wright@nara.gov, paul wester(@nara. gov

In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesr't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
agamnst the reclassification of the records. They also claim that they
have made the files much more easily searchable. FOLA(2) {5)

FCGIA (D) (5)

FOIR{b) {5

Attachments

NWH#:12756 DocId: 59168998
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Re: Wikileaks Posts State Dept Cables frfom AAD
Date : April 8, 2013, 1038:50 am EDT
Size ; 11.8 KB |
Folder : Willam Bosanko:Archive\|Gmail\AT Mail
From : William Bosanko <v-vﬂ]iambosarﬂ<o@nara.gov>
To : Gary Stern <garym stern{@nara,gov=>

Ce : Ferriero, David <david.ferriero@nara.gov>,Wall, Debra <debra.wall@nara.gov>,
Mayer, Bill <bil. mayer@nara.gov>,Cummings, Arn <ann.cummings@nara,gov>,
Hamilton, John <john, harilton@ nara.gov>,Garland, Donna <donna.garland@nara.gov>,
Isleib, Chris <chris.skeb@nara.gov>,Baron, Jason <jason.baron@nara.gov>,

Bergman, Hannah <Hannah Bergman@nara.gov>.. *

71 1d : AL200VNA4MVHBGIWVFSY13QEIAABXUUPA
Type : OtherArchive IMAP Archive
File Plan ; Temporary Records

Seems the link [ sent can't get passed our filters. Here is the straight text:

More than 1.7 million US diplomatic cabls, written between 1973 and 1976, have been released as the Public
Library of US Diplomacy (PlusD) by Wikileaks. According to Julian Assange -- who has reportedly worked on
from his refuge n the Ecuadorian embassy -- it represents "the single most significant body of geopolitical
material ever published”.

It's definitely the largest Wikileaks release so far, with 380 gigabytes of raw data translating as more than 700
millions words. However, these are not "new" documents, leaked without the US government's knowledge -~
they come from the National Archives and Records Association (NARA), which is tasked with routinely
assessing and releasing government documents mito the public dormain 25 years after therr first appearance. The
documents were left in NARA's Central Foreign Policy Files collection as raw unorganised PDFs. Wikileaks

- made "a detailed analysis of individual fiekds" to "reverse-engineer” the PDFs and create PlusD, a database of
these documents that people can actually search through.

Many of the documents were written by or written to former US secretary of state Henry Kissmger -- so much
so that Wikileaks has dubbed this release "the Kissinger Cables". Topics of discussion include the 1973 Yom
Kippur War, the rise of British politician Margaret Thatcher and American diplomatic relations with a host of
dictatorships around the world. Many of the regimes -- such as Franco's Spain, Pinochet's Chile and junta-ruled
Greece -- are known to have committed appalling crimes with the support of the American governiment as part
of the wider Cold War against the Soviet Union.

NW§:12756 DocId: 59168999

42
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Indeed, this history {that is still within the living memory of many people today) is presumably the cause for
atterpts by the C1A to reclassify many of the cabkes after thewr release. Wikileaks claims that the intelligence
agency had managed to redact 55,000 of the cables during the George W Bush admnistration. Thousands ofthe
documents were originally labelled as either NODIS (meaning "no distribution'} or "Eyes Only", both of which
are below the most restrictive classifications. '

In tts press release for the project, Wikileaks states that its researchers "developed sophisticated technical
systems to deal with the complex and voluminous data and corrected a great many errors infroduced by NARA,
the State Department or #ts diplomats, for example barmonising the many different ways n which departments,
capitals and people's names were spelt." The result is a plain text search engme that should prove a useful tool to
histortans.

Despite NARA's mandate to assess and declassify government documents after 25 years, 1976 is the latest year
available to the public, hence the time period in today's release, meaning that the body "is therefore currently
rumning 12 years late". Julian Assange said: "The US administration cannot be trusted to maintain the history of'its
interactions with the world." While currently only the 2010 Cablegate and Kissinger Cables are included in
PlusD's search, the assunmption is that further "leaks" (or declassifications) will be added to the site to create a
general-purpose repository of public domain mformation on the American government.

Assange is still in the Ecuadorian embassy m London, unable to leave without being arrested. The Fcuadorian
governmenthas granted Assange asyhmm, but the British government has said it will not allow Assange safe
passage out of the [JK.

On Mon, Apr §, 2013 at 10:06 AM, Gary Stern <garym.stern(@nara, gov=> wrote:
In'case youhaven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, I can't supply the Inks.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They also clamm that they
have made the files much more easily searchable) FOLA () (5)

FOIA(b) (5)

FOIA (L) (5)

Attachments

7

NW#: 12756 DocId: 59168999
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Straight text
Date ; April 8, 2013, 10:39:22 é.mEDT
Size : 9.1 KB |
Folder : William Bosanko:Archive\|Gmail\All Mail

From : William Bosanko <william.bosanko(@nara.gov>

To : John W. Ficklin FOTA(b) (6]

7L 1d : HUIVIYVAZ5USTV4AYVVCHGKEIEAGI2CTSB
Type : OtherArchive IMAPArchive
File Plan : Temporary Records

Site is blocked on our end, but here is the straight text:

Scems the link I sent can't get passed our filters. Here is the straight text:

More than 1.7 million US diplomatic cables, written between 1973 and 1976, have been released as the Public
Library of US Diplomacy (PlsD) by Wikileaks. According to Julian Assange -- who has reportedly worked on
from his refuge in the Ecuadorian embassy -- it represents "the single most significant body of geopolitical
material ever published".

It's definitely the largest Wikileaks release so far, with 380 gigabytes of raw data translating as more than 700
nillions words, However, these are not "new" documents, leaked without the US government's knowledge --
they come from the National Archives and Records Association (NARA), which is tasked with routinely
assessing and releasing government documents into the public domain 25 years after ther first appearance. The
documents were left in NARA's Central Foreign Policy Files collection as raw unorganised PDFs. Wikileaks
made "a detailed analysis of individual fields" to "reverse-engineer” the PDFs and create PlusD, a database of
these documents that people can actually search through. ‘

Many of the documents were written by or written to former US secretary of state Henry Kissinger -- so much
so that Wikileaks has dubbed this relcase "the Kissinger Cables". Topics of discussion inclode the 1973 Yom
Kippur War, the rise of British politician Margaret Thatcher and American diplomatic relations with a host of
dictatorships around the world. Many of the regimes -- such as Franco's Spamn, Pmochet's Chile and junta-ruled
Greece -- are known to have committed appalling crimes with the support of the American government as part
of the wider Cold War against the Soviet Union.

Indeed, this history (that is still within the living memory of many people today) is presumably the cause for
attempts by the CIA to reclassify many of the cables after their release. Wikileaks claims that the intelligence
agency had managed to redact 55,000 of'the cables during the George W Bush administration. Thousands of the
documents were originally labelled as either NODIS (meaning "no distribution”) or "Eyes Only", both of which

NwWH#:12756 DocId: 531635000 "



a3

are below the most restrictive classifications.

‘In it press release for the project, Wikileaks states that its researchers "developed sophisticated technical
systems to deal with the complex and vohminous data and corrected a great many errors mtroduced by NARA,
the State Department or its diplomats, for exarple harmonising the many different ways m which departments,
capitals and people’s names were spelt,” The result is a plam text search engine that should prove a useful tool to
historians.

Despite NARA's mandate to assess and dechssify government documents after 25 years, 1976 1 the latest year

~ available to the public, hence the time period in today's release, meaning that the body "is therefore currently
running 12 years late”. Julian Assange said: "The US administration cannot be trusted to mamtam the history of its
interactions with the world.” While currently only the 2010 Cablegate and Kissinger Cables are included in
PlusD's search, the assumption is that firther "leaks" (or declassifications) will be added to the site to create a
general-purpose repository of public domain nformation on the American government,

Assange is still m the Ecuadorian embassy in London, unable to leave without being arrested. The Ecuadorian
government has granted Assange asylum, but the British government has said it will not allow Assange safe
passage out of the UK.

Attachments

HWH#:12756 DocId: 59169000
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Re: Wikileaks Posts State Dept Cables from AAD
Date : April §, 2013, 10:39:34 am EDT
Size : 12.7 KB
Folder : William Bosanko:Archive\[Gmail\AT Mail
From : Chris Islelb <Chris.Isleh@nara.gov>
To : william.bosanko@ galias.nara.gov
7L1d: MXUBNQ4DIDFXWFOR3ANCX11ZIKQUATPTA
'Type : OtherArchive IMAP Archive
File Plan : Temporary Records

Thank you!

- >>> William Bosanko <william.bosanko@nara.gov> 4/8/2013 1038 AM >>>
Seems the link I sent can't get passed our fitters. Here is the straight text:

More than 1.7 million US diplomatic cables, written between 1973 and 1976, have been released as the Public
Library of US Diplomacy (PlusD) by Wikileaks. According to Julian Assange -- who has reportedly worked on
from his refuge in the Fcuadorian embassy -- it represents “the single most significant body of geopolitical

" material ever published".

It's definitely the largest Wikileaks release so far, with 380 gigabytes of raw data translating as more than 700
millions words. However, these are not "new" documerts, leaked without the US government's knowledge --
they come from the National Archives and Records Association (NARA), which is tasked with routinely
assessing and releasing government documents into the public domain 25 years after their first appearance. The
documents were left in NARA's Central Foreign Policy Files collection as raw unorganised PDFs. Wikileaks
made "z detailed analysis of individual fields" to "reverse-engmeer” the PDFs and create PlusD, a database of
these docurnents that people can actually search through.

Many of the documents were written by or written to former US secretary of state Henry Kissinger -- so much
so that Wikileaks has dubbed this release "the Kissinger Cables”. Topics of discussion include the 1973 Yom
Kippur War, the rise of British politician Margaret Thatcher and American diplomatic relations with a host of
dictatorships around the world. Many ofthe regimes -- such as Franco's Spain, Pinochet's Chile and junta-ruled
Greece -- are known to have committed appalling crimes with the support of the American government as part
of the wider Cold War against the Soviet Union.

Indeed, this history (that is still within the living memory of many people today) is presumably the cause for
atternpts by the CIA to reclassify many of the cables after therr release. Wikileaks claims that the mtelligence
agency had managed to redact 55,000 of the cables during the George W Bush admmistration. Thousands of the
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documents were origmally labelled as either NODIS (meaning "no distribution”) or "Eyes Only", both of which
are below the most restrictive classifications.

In its press release for the project, Wikileaks states that its researchers "developed sophisticated technical
systems to deal with the complex and volummnous data and corrected a great many errors infroduced by NARA, -
the State Department or its diplomats, for example harmonising the many different ways m which departivents,
capitals and people's names were spelt.” The result 1s a plain fext search engine that should prove a useful tool to
historians.

Despite NARA's mandate to assess and declassify government documents after 25 years, 1976 is the latest year
available to the public, hence the time period in today's release, meaning that the body "is therefore currently
ruming 12 vears late”. Julian Assange said: "The US administration cannot be trusted to mamntain the history of its
interactions with the world."” While currently only the 2010 Cablegate and Kissmger Cables are ncluded m
PlusD's search, the assumption is that further "leaks" (or declassifications) will be added to the site to create a
general-purpose repository of public domam mformation on the American government.

Assange is still in the Ecuadorian embassy in London, unable to leave without being arrested. The Ecuadorian
government has granted Assange asyhum, but the British government has said it will not allow Assange safe
passage out of the UK.

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@nara. gov> wrote:
In case you haven't yet seen it, Wikikaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protectmg
against the reclassification of the records. They also clam that they

have made the files muich more easitv searckable FOIA(L) (5)
FOTA (b} {5

FOIA (L) (5)

Attachments
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FYI
Date : April 8, 2013, 10:3944 am EDT
Size : 9 KB
Folder : Williarm Bosanko:Archive\{Gmail NAll Mail
From ; William Bosanko <william.bosanko@nara.gov>
To : Riner, Carla <carl.riner@nara.gov>,Cheatham, Micah <micah.cheathami@nara.gov>
71 1d : EKR33EESPBORXRNLIDESQZVTYIOQ30PVA
Type : OtherArchive IMAP Archive
File Plan : Temporary Records

Seens the Ik I sent can't get passed our filters. Here is the straight text:

More than 1.7 million US diplomatic cables, written between 1973 and 1976, have been released as the Public
Library of US Diplomacy (PluisD) by Wikileaks. According to Julian Assange -- who has reportedly worked on
from his refuge in the Ecuadorian embassy -- it represents "the singke most significant body of geopolitical
material ever published”. 7

It's definitety the largest Wikileaks release so far, with 380 gigabytes of raw data translating as more than 700
millions words. However, these are not "new" documents, leaked without the US government's knowledge --
they come from the National Archives and Records Association (NARA), which s tasked with routinely
assessing and releasing government documents mto the public domain 25 years after therr first appearance. The -
documents were left in NARA's Central Foreign Policy Files collection as raw unorganised PDFs. Wikileaks
made “a detailed analysis of individual fields" to "reverse-engineer” the PDFs and create PlusD, a database of
these documents that people can actually search through.

Many of the documents were written by or written to former US secretary of state Hemry Kissinger -- so much
so that Wikileaks has dubbed this release "the Kissinger Cables". Topics of discussion include the 1973 Yom
Kippur War, the risc of British politician Margaret Thatcher and American diplomatic relations with a host of
dictatorships around the world. Many of the regimes -- such as Franco's Spain, Pochet's Chile and junta-ruled
Greece -- are knowrn to have committed appalling crimes with the support of the American government as part
of the wider Cold War agamst the Soviet Union.

Indeed, this history (that is still within the living memory of many people today) is presumably the cause for
attempts by the CIA to reclassify many of the cables after their release. Wikileaks claims that the intelligence
agency had managed to redact 55,000 of the cables during the George W Bush administration. Thousands of the
documents were originalty labelled as either NODIS {meaning “no distribution”) or "Eyes Only", both of which
are below the most restrictive classifications.
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In its press release for the project, Wikileaks states that its researchers "developed sophisticated technical
systems to deal with the complex and voluninous data and corrected a great many errors introduced by NARA,
the State Department or its diplomats, for example harmonising the many different ways in which departments,

capitals and people's names were spelt.” The result is a plain text search engine that should prove a usefil tool to
historians.

Despite NARA's mandate to assess and declassify government documents after 25 years, 1976 s the latest year
available to the public, hence the time period in today's release, meaning that the body "is therefore currently
running 12 years late”. Julian Assange said: "The US administration cannot be trusted to mamtam the history of its
interactions with the world.” While currently only the 2010 Cablegate and Kissinger Cables are included m
PlusD's search, the assumption is that further "leaks" (or declassifications) will be added to the site to create a
general-purpose repository of public domain information on'the American governmer.

Assange is still in the Ecuadorian embassy in London, unable to leave without being arrested, The Ecuadorian
government has granted Assange asylum, but the British government has said i will not allow Assange safe
passage out of the UK.

Attachments
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Fwd: Re: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 11:08:08 am EDT
Size : 20 KB
Folder : Wiliam Bosanko:Archive\| Gmai All Mail
From : Chris Isleib <Chris.Isleib@nara.gov>
To : Martha Murphy <Martha, Murphy(@nara.gov>,Paul Wester <PaulWester@nara. gov>

Ce : william.bosanko@ galias.nara.gov,Donna Garland <Donna. Garland@nara.gov=>,
GaryM Stern <GaryM.Stern(@nara.gov>>,Laura Diachenko <Laura.Diachenko@nara.gov>,
Miriam Kleiman <Miriam K leiman(@para.gov>

7L 1Id : NLGSFSRQOCGSKNNMEMXXDSYPO2IXSIXEA
Type : OtherArchive IMAPArchive
File Plan : Térnporary Records

Just discussed at kength with Jay via phone --

Our thoughts are that we should first create a list of Responses-To-Query, to explain what the collection i, how
long it has been publicly available, where it has been housed, etc. Immediate media query could be
largely handled by this RTQ, and if story continues, we can reapproach and press forward.

Can you help us collect up key questions, and draft responses to them? We are making some up, as well, over
here, and will format for final approvals.

We would need to address such issues as why we organized the records the way we do, where they came from,
how we make them available to public, specifics to this records collection, etc.

Any assist you can provide will be nuch appreciated!

viT,

CHRIS ISLEIB
Director of Conmumnications
U.S. National Archives
700 Pennsylvamia Avenue
Washington, DC 20408
chris.isletb{@nara. gov
202-357-5300
Attachments
NWH#:12756 DoclId: 59165003
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Enclosed Message 2.eml(15.3 KB)
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Fwd Rc Wikxleaks Posts State Dept Cables ﬁomAAD

Date ApnlS 2013 11‘.20.16 am EDT
&m SZKB.- :
Folder W]lham Bosanko Archwe\[Gmai[]\A]l Mall

'-’From g Martha Murphy <Martha Mmphy@nara g0v>

"'Te Chns Isleib <Chns Isleib@nara gov> Paul Wester <PaulWester@nara gov>

r <Bﬂl Mayer@nara gov>

Laura Dlachenkb <Latﬁ‘a Dlachénko@nara ,Q'Kleniﬁn <Mﬁ1amKlennan@nafa gov>
Robert Spangler <Robert. Spangler@nara. gov> o

7L 1d : MWGAIQEZS3GP33ANUYTWUIHURAIDSHAZA
Type : OtherArchive IMAP Archive
 File Plan : Teniporary _Records |

I think that R's Electronic Records folks are the best to answer the questions about the background. 1 didn't see
them onthe e-mail string. I'm cc'ing Béb"Spangler and Bill

>>> Chris Isleib 4/8/2013 11:08 AM >>>
Just discussed at length with Jay via phone --

~ Our thoughts are that we should first create a list of Responses-To-Query, to explam what the collection is, how
long it has been publicly available, where it has been housed, etc. Immediate media query could be -
largely handled by this RTQ, and if story continues, we can reapproach and press forward.

“Can you help us collect up'key'questions, and draft responses to them? We are making some up, as well, over
here, and will format for final approvals. '

We would need to address such issues as why we organized the records the way we do, where they came from,
how we make them available to public, specifics to this records collection, etc.

Any assist you can provide will be nmch appreciated!
viT,
CHRIS ISLEIB

Director of Comnunucations
U.S. National Archives

NW#:12756 DocId: 59169004
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700 Pennsylvania Avenue
Washmgton, DC 20408
chris,sleb@nara.gov =~
202-357-5300
Attachmerts

NWH#:12756 DocId: 59163004

247



12512
Fwd_:. Re: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 11:20:39 am EDT
Size : 5S3KB -
Folder : Wilkam Bosanko:Archive\[Gmail\All Mail
From : Chrs Isleb <Chris Isleib(@nara.gov>
- To : Martha Murphy <Martha Murphy@nara.gov>,Paul Wester <Paul. Wester(@nara.gov>
Ce: Wﬂliambosanko@gaﬁas.nara.gov,Bi]l’Mayer <Bill Mayer@nara.gov>,
Donna Garland <Donna.Garland@nara.gov>,GaryM Stern <GaryM. Stern@nara.gov>,

Laura Diachenko <Laura.Diachenko@nara.gov>Miriam Kleiman <Miriam. Kleiman(@nara. gov>,
Robert Spangler <Robert. Spangler@nara. gov>

ZL1d: ITBCQ2Z5TBPETIXBRYXSDHSZHFPSWVWLB
Type : OtherAfchjve IMAP Archive |
File Plan : Temporary Records
Huge thank you; Martha!

>>> Martha Murphy 4/8/2013 1120 AM >>>
I think that R's Electromic Records folks are the best to answer the questions about the background [ didn't see
them on the e-mail string. I'm cc'ing Bob Spangler and Bill.

>>> Chris Isleib 4/8/2013 11:08 AM >>>
Just discussed at length with Jay via phone --

Our thoughts are that we should first create a list of Responses-To-Query, to explain what the collection 15, how
long it has been publicly available, where it has been housed, ete. Immediate media query could be
largely handled by this RTQ, and if story continues, we can reapproach and press forward.

Can you help us collect up key questions, and draft responses to them? We are making some up, as well, over
here, and will format for fmal approvals.

We would need to address such issues as why we organized the records the way we do, where they came from,
how we make. them available to public, specifics to this records collection, etc.

Any assist you can provide will be much appreciated!

v,

NWH#:12756 DocId: 59169005
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CHRIS ISLEIB

Drrector of Commemications
U.S. National Archives

700 Pernsylvania Avenue
Washington, DC 20408
chis. isleib(tnara. gov
202-357-5300
Attachments
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Re: Wikileaks Posts State Dept Cables from AAD
Date : April §, 2013, 11:55:14 am EDT
Size : 15.2 KB |
Folder : Willam BosankoArchive\[Gmaﬁ]\Aﬂ Malil
From : Chris Isleib <Chris. Isleib@nara.gov>>

To ; william.bosanko(@ galias.nara.gov,Donna Garland <Dorma.Garland@nara.gov>,
GaryM Stemn <GaryM.Stern@nara.gov>,Paul Wester <Paul Wester{@nara.gov>

Cc : Debra Wall <Debra. Wall@nara.gov>,Laura Diachenko <Laura. Diachenko(@nara.gov=>,
Miriam Kleiman <Miriam K leiman@nara. gov>

71.1d : HDW IJBMQ4ULOONOAM4OAFEWOIGTRMTNAA
Type : OtherArchive IMAP Archive
File Plan : Temporary Records

Just got our first press query, from Agence France Press, asking for a response statement to Wikileaks press
release.

In addition to the RTQ we are creating, I propose a holding statement along the Imes of.

FOIA(b) {5)

...or something to that effect.

>>> William Bosanko <william.bosanko@nara.gov> 4/8/2013 10:42 AM >>>
At home: 410-544-2984

OnMon, Apr 8, 2013 at 10:41 AM, Chris Isleib <Chris. Isieb(@nara. gov> wrote:

I just tried calling -- are you at your desk today?

>>> William Bosanko <william.bosanko@nara.gov> 4/8/2013 10:38 AM >>>
Seems the link I sent can't get passed our filters. Here is the straight text:

Mare than 1.7 million US diplomatic cables, written between 1973 and 1976, have been released as the Public

Library of US Diplomacy (PlusD bé W:kuleaks Accordmg to Julian Assange -- who has reportedly worked on
NW§:12756 Docld: 521630 ‘
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from his refuge in the Ecuadorian embassy -- it represents "the single most significant body of geopolitical
material ever published".

It's definitely the largest Wikileaks release so far, with 380 gigabytes of raw data translating as more than 700
millions words. However, these are not "new” documents, leaked without the US government's knowledge --
they come from the National Archives and Records Association (NARA), which is tasked with routinely assessing
and releasing government documents into the public domain 25 years after their first appearance. The
documents were left in NARA's Central Foreign Policy Files collection as raw unorganised PDFs. Wikileaks made
“a detailed analysis of individual fields” to "reverse-engineer” the PDFs and create PlusD, a database of these
documents that people can actually search through.

Many of the documents were written by or written to former US secretary of state Henry Kissinger -- so much
so that Wikileaks has dubbed this release "the Kissinger Cables". Topics of discussion include the 1873 Yom
Kipour War, the rise of British politician Margaret Thatcher and American diplomatic relations with a host of
dictatorships arcund the world. Many of the regimes -- such as Franco's Spain, Pinochet's Chile and junta-ruled
Greece -- are known to have committed appalling ¢rimes with the support of the American government as part
of the wider Cold War against the Soviet Union.

Indeed, this history (that is still within the living memaory of many peoptle today) is presumably the cause for
attempts by the CIA to reclassify many of the cables after their release. Wikileaks claims that the intelligence
agency had managed to redact 55,000 of the cables during the George W Bush administration. Thousands of
the documents were originally labelled as either NODIS {meaning "no distribution™) or "Eyes Only", both of
which are below the most restrictive classifications.

In its press release for the project, Wikileaks states that its researchers "developed sophisticated technical ,
systems to deal with the complex and voluminous data and corrected a great many errors introduced by NARA, -
the State Department or its diplomats, for example harmonising the many different ways in which departments,
capitals and people's names were spelt" The result is a plain text search engine that should prove a useful tool

to historians.

Despite NARA's mandate to assess and declassify government documents after 25 years, 1976 is the latest year
available to the public, hence the time period in today's release, meaning that the body “is therefore currently
running 12 years late”. Julian Assange said: "The US administration cannot be trusted to maintain the history of
its interactions with the world." While currently only the 2010 Cablegate and Kissinger Cables are included in
PlusD's search, the assumption is that further "leaks” (or declassifications) will be added to the sile to create a
general-purpose repository of public domain informaticn on the American government.

Assange is still in the Ecuadorian embassy in London, unable to leave without being arrested. The Ecuadorian
government has granted Assange asylum, but the British government has said it will not allow Assange safe
" passage out of the UK.

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@nara.gov> wrote:
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They also claim that they
_have made the files much more easily searchable, FOLA (D) (5) |
FOTA{b) (5)

FOTA (b} (5)
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Re: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 12:06:18 pm EDT
Size : 15 KB
Folder : Willam Bosanko:Archive\[Gmail AT Mail

~From : William Bosanko <william.bosanko@nara.gov>
To : Chris Iskeib <Chris.Isleib(@nara.gov>

Cc : William Bosanko <william.bosanko(@galias.nara.gov>,Donna Garland <Donna. Garland(@nara. gov>,
GaryM Stern <GaryM.Stern@nara.gov>,Paul Wester <Paul. Wester@nara.gov>,

Debra Wall <Debra. Wall@nara.gov>,Lawra Diachenko <Laura.Dachenko{@nara.gov>,

Miriam Kleiman <Miriam K leiman(@nara.gov>

71.1d : HDPZOBZAAZRWBQQ2EWQYJOOKZYDZPFGFA
Type : OtherArchive IMAP Archive
File Plan : Temporary Records

Works from my perspective.

On Mon, Apr 8, 2013 at 11:55 AM, Chris Isleib <Chris.Isleib{@nara.gov> wrote:

Just got our first press query, from Agence France Press, asking for a response statement to Wikileaks press
release.

In additicn to the RTQ we are creating, | pro'pose a holding statement along the lines of:

FOTA (D) (5)

..or something to that effect

>>> William Bosanko <william.bosanko@nara.gov> 4/8/2013 1042 AM >>>
At home: 410-544-2884

On Mon, Apr 8, 2013 at 13:41 AM, Chris Isleib <ChrisJsleib@nara.gov> wrote;
Ijust tried calling -- are you at your desk today?

>>> William Bosanko <william.bosanko@nara.qoy> 4/8/2013 10:38 AM >>>
Seems the link I sent can't get passed our filters. Here is the straight text

NW$:12756 DocId: 53165007
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More than 1.7 million US diplomatic cables, written between 1973 and 1976, have been released as the
Public Library of US Diplomacy (PlusD) by Wikileaks. According to Julian Assange -- who has reportedly
worked on from his refuge in the Ecuadorian embassy -- it represents "the single most significant body of
geopolitical material ever published".

It's definitely the [argest Wikileaks release so far, with 380 gigabytes of raw data translating as more than
700 millions words. However, these are not "new" documents, leaked without the US government's
knowledge -- they come from the National Archives and Records Association {NARA)}, which is tasked with
routinely assessing and releasing government documents into the public domain 25 years after their first
appearance. The documents were left in NARA's Central Foreign Policy Files collection as raw unorganised
PDFs. Wikileaks made "a detailed analysis of individual fields" to "reverse-engineer” the PDFs and create
PlusD, a database of these documents that people can actually search through.

Many of the documents were written by or written to former US secretary of state Henry Kissinger -- so
much so that Wikileaks has dubbed this release “the Kissinger Cables". Topics of discussion include the 1373
Yom Kippur War, the rise of British politician Margaret Thatcher and American diplomatic relations with a
host of dictatorships around the world. Many of the regimes -- such as Franco's Spain, Pinochet's Chile and
junta-ruled Greece -- are known to have committed appalling crimes with the support of the American
government as part of the wider Cold War against the Soviet Union.

Indeed, this history {that is still within the living memory of many people today) is presumably the cause for
attempts by the CIA to reclassify many of the cables after their release. Wikileaks claims that the intelligence
agency had managed to redact 55,000 of the cables during the George W Bush administration. Thousands

of the documents were originally labelled as either NODIS (meaning "no distribution”) or "Eyes Only”, both

of which are below the most restrictive classifications.

In its press release for the project, Wikileaks states that its researchers "developed sophisticated technical
systems to deal with the complex and voluminous data and corrected a great many errors introduced by
NARA, the State Department or its diplomats, for example harmonising the many different ways in which
departments, capitals and people's names were spelt.” The result is a plain text search engine that should
prove a useful tool to historians. '

Despite NARA's mandate to assess and declassify government documents after 25 years, 1976 is the latest
year available to the public, hence the time period in today's release, meaning that the body "is therefore
currently running 12 years late". Julian Assange said: "The US administration cannot be trusted to maintain
the history of its interactions with the warld.” While currently only the 2010 Cablegate and Kissinger Cables
are included in PlusD's search, the assumption is that further "leaks” (or daclassifications) will be added to
the site to create a general-purpose repository of public domain information on the American government.

Assange is still in the Ecuadorian embassy in London, unable to leave without being arrested. The
Ecuadorian government has granted Assange asylum, but the British government has said it will not allow
Assange safe passage out of the UK.

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@nara.goy> wrote:
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They algg claim fhatihey

have made the files much more easily searghable. FOTIA (b} (5)
FOIA(b) (5}
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Re: Wikileaks Posts State Dept Cables from AAD
Date : April §, 2013, 12:10:39 pm EDT
ize : 19.4 KB
Folder : Willarn Bosanko:Archive\[Gmai\ATl Mail
From : Gary Stern <garyﬁ1 stern(@nara.gov=>
To : William Bosanko <william bosanko@nara.gov>,Chris Iskeb <Chris. Isleib@nara.gov>

Cec : william. bosanko({@galias.nara.gov,Donna Garland <donna. garland@nara.gov>,
Paul Wester <paul wester@nara.gov>,Debra Wall <debra.wall@nata.gov>,
Laura Diachenko <laura.diachenko@nara.gov>Miriam Kleiman <Mmriam.Kleiman(@nara. gov>

7L Id : HS2WIISCLALSICRM3KTDM2T14L5E1ZO0B
Type : OtherArchive IMAP Archive

File Plan : Temporary Records

Agree with the approach aisol _ _ _ FOIA (D] (5) l
FOIA (D) {5)

From: William Bosanko [maitto:william.bosanke@nara. gov]

Sent: Monday, April 08, 2013 09:06 AM

Ta: Chris Isleib <Chris. Isleib@nara.gov>

Cc: William Bosanko <william.bosanko@galias.nara.gov>; Donna Garland <Donna.Garland@nara.gov>; GaryM Stern

<GaryM.Stern@nara.gov>; Paul Wester <Paul,Wester@nara.qov>; Debra Wall <Debra. Wall@nara.qov>; Laura
Diachenko <Laura.Diachenko@nara.gov>; Miriam Kleiman <Miriam.Keiman@nara.qov>

Subject: Re: Wikileaks Posts State Dept Cables from AAD

Works from my perspective.

OnMon, Apr 8, 2013 at 11:55 AM, Chris Isleib <Chris.Islet@nara.gov> wrote:

Just got our first press query, from Agence France Press, asking for a response statement to Wikileaks press
release.

In addition to the RTQ we are creating, [ propose a holding statement along the lines of:

FOIA(b) (5)

..or something to that effect.
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>35> William Bosanko <william.bosanko@nara.gov> 4/8/2013 1042 AM >>>
At home: 410-544-2984

On Mon, Apr 8, 2013 at 10:41 AM, Chris Isleib <Chris Isleib@nara.gov> wrote:
[ just tried calling -- are you at your desk today?

>>> William Bosanko <william.bosanko @nara gov> 4/8/2013 10:38 AM >>>
Seems the link I sent can't get passed ovur filters. Here is the straight text:

More than 1.7 million US diplomatic cables, written between 1973 and 1976, have been released as the
Public Library of US Diplomacy (PlusD) by Wikileaks. According to Julian Assange -- who has reportedly
worked on from his refuge in the Ecuadorian embassy -- it represents "the single mest significant body of
geopolitical material ever published".

It's definitely the largest Wikileaks release so far, with 380 gigabytes of raw data translating as mare than
700 millions words. However, these are not "new" documents, leaked without the US government's
knowledge -- they come from the National Archives and Records Assgciation (NARA), which is tasked with
routinely assessing and releasing government documents into the public domain 25 years after their first
appearance. The documents were left in NARA's Central Foreign Policy Files collection as raw unorganised
PDFs. Wikileaks made "a detailed analysis of individual fields” to "reverse-engineer" the PDFs and create
PlusD, a database of these documents that people can actually search through.

Many of the documents were written by or written to former US secretary of state Henry Kissinger -- 5o
much so that Wikileaks has dubbed this release “the Kissinger Cables". Topics of discussion include the 1573
Yom Kippur War, the rise of British politician Margaret Thatcher and American diplomatic relations with a
host of dictatorships around the world. Many of the regimes -- such as Franco's Spain, Pinochet's Chile and
junta-ruled Greece -- are known to have committed appalling crimes with the support of the American

government as part of the wider Cold War against the Soviet Union.

Indeed, this history (that is still within the living memory of many people today) is presumably the cause for
attempts by the CIA to reclassify many of the cables after their release. Wikileaks claims that the intelligence

_agency had managed to redact 55,000 of the cables during the George W Bush administration. Thousands
of the dacuments were originally labelled as either NODIS {meaning "no distribution”) or “Eyes Only", both
of which are below the most restrictive classifications.

In its press refease for the project, Wikileaks states that its researchers "developed sophisticated technical
systems to deal with the complex and voluminous data and corrected a great many errors introduced by
NARA, the State Department or its diplomats, for example harmonising the many different ways in which
departments, capitals and people's names were spelt" The result is a plain text search engine that should
prove a useful tool to historians.

Despite NARA's mandate to assess and declassify government documents after 25 years, 1976 is the latest
year available to the public, hence the time period in today's release, meaning that the body "is therefore
currently running 12 years late". Julian Assange said: “The US administration cannot be trusted to maintain
the history of its interactions with the world.” While currently only the 2010 Cablegate and Kissinger Cables
are included in PlusD¥'s search, the assumption is that further "leaks" {or declassifications} wili be added to
the site to create a general-purpose repository of public domain information on the American government.

Assange is still in the Ecuadorian embassy in London, unable to leave without being arrested. The
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Ecuadorian government has granted Assange asylum, but the British government has said it will not allow
Assange safe passage out of the UK.

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern®@nara.gov> wrote:

In case you haven't yet seen it, Wikileaks released a press release today

announcing that it has reformatted and posted the State Dept cables from

AAD. The Guardian has picked up the story. (Since my remote access

doesn't work right now, I can't supply the links.}). They make clear that

these records have not been jeaked, but say that they are protecting

against the reclassification of the records. They alsg claim that they

have made the files much mare easily searchable | FOIA(D} {5) I
‘ FOIA (D) (5)

FOTA (b} {5)

Attachments
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Re: Wikileaks Posts St;ate Dept Cables from AAD
Date : April 8, 2013, 12:1622 pm EDT
Size : 18.2 KB
Folder : William Bosanko:Archive\[Gmail\All Mail
From : Chris Isleb <Chris.Isleb@nara.gov>

To : willam.bosanko@galias.nara.gov,GaryM Stern <GaryM. Stern(@nara.gov>,
Paul Wester <Paul Wester(@nara.gov>>

71 1d ; IRXPKPDLSGAYSMYFEAQOILS43TGSIQCSDA
Typé : OtherArchive IMAP Archive

File Plan : Temporary Records

Copy -- will ;make changes.

QUESTION: When were these records originally made public?

>>> Gary Stern <garym.steri@nara.gov> 4/8/2013 12:10 PM >>>

Agree with the approach also. FOIA (L) {5)
FOIA (L) (5) i

From; William Bosanko [mailto: willizm.bosankgc@nara.gov]

Sent: Monday, April 08, 2013 09:06 AM

To: Chris Isleib <Chris.Isleib@nara.gov>

Cc: William Bosanko <william, bosanko@qalias.nara.gov>; Donna Garland <Donna.Garland@nara.gov>; GaryM Stern
<GaryM.Stern@nara.gov>; Paul Wester <Paul.Wester@nara.qgoyv>; Debra Wall <Debra.Wali@nara.gov>; Laura
Diachenko <Laura.Diachenko@nara.gov>; Miriam Kleiman <Miriam.Kleiman@nara.gov>

Subject: Re: Wikileaks Posts State Dept Cables from AAD

Works from my perspective.

On Mon, Apr 8, 2013 at 11:55 AM, Chris Isleib <Chrss Isleb(@inara. gov> wrote:

Just got our first press query, from Agence France Press, asking for a response statement to Wikileaks press
release.
In addition to the RTQ we are creating, ] propose a holding statement along the lines of:

FOIA(b) (5)

..0r something to that effect.
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>»> William Bosanko <william.bosanko®@nara.gov> 4/8/2013 180:42 AM >>>
At home: 410-544-2984

On Mon, Apr 8, 2013 at 10:41 AM, Chris Isleib <Chris.Isleio@nara.gov> wrote:
[just tried calling -- are you at your desk today?

>>> William Bosanko <william.beosanko@nara.gov> 4/8/2013 10:38 AM >>>
Seems the link I sent can't get passed our filters. Here is the straight text

More than 1.7 million US diplomatic cables, written between 1973 and 1976, have been released as the
Public Library of US Diplomacy (PfusD) by Wikileaks. According to Julian Assange -- who has reportedly
worked on from his refuge in the Ecuadorian embassy -- it represents “the single most significant bedy of
geopolitical material ever published™.

It's definitely the largest Wikileaks release so far, with 380 gigabytes of raw data translating as more than
706 millions words. However, these are not "new" documents, teaked without the US gavernment's
knowledge -- they come from the National Archives and Records Association (NARA), which is tasked with
routinely assessing and releasing government documents into the public domain 25 years after their first
appearance. The documents were left in NARA's Central Foreign Policy Files coliection as raw unorganised
PDFs. Wikileaks made "a detailed analysis of individual fields" to "reverse-engineer” the PDFs and create
PlusD, a database of these documents that people can actually search through.

Many of the documents were written by or written to former US secretary of state Henry Kissinger -- so
much so that Wikileaks has dubbed this release "the Kissinger Cables". Topics of discussion include the 1973
" Yom Kippur War, the rise of British palitician Margaret Thatcher and American diplomatic relations with a
host of dictatorships around the world, Many of the regimes -- such as Franco's Spain, Pinochet's Chile and
junta-ruted Greece -- are known to have committed appalling crimes with the support of the American
government as part of the wider Cold War against the Saviet Union.

Indeed, this history (that is still within the living memory of many people today) is presumably the cause for
attempts by the CIA to reclassify many of the cables after their release. Wikileaks claims that the intelligence
agency had managed to redact 55,000 of the cables during the George W Bush administration. Thousands
of the documents were ariginally labelled as either NODIS {meaning "no distribution”} or "Eyes Only", both
of which are below the most restrictive classifications.

In its press release for the project, Wikileaks states that its researchers “developed sophisticated technical
systems to deal with the complex and veluminous data and corrected a great many errors introduced by
NARA, the State Department or its diplomats, for example harmonising the many different ways in which
departments, capitals and people's names were spelt” The result is a plain text search engine that should
prove a useful tool to historians.

Despite NARA's mandate to assess and declassify government documents after 25 years, 1976 is the latest
year available to the public, hence the time period in today's release, meaning that the body "is therefore
currently running 12 years late". Julian Assange said: “The US administration cannot be trusted to maintain
the history of its interactions with the world.” While currently only the 2010 Cablegate and Kissinger Cables
are included in PlusD's search, the assumption is that further "leaks"” (or declassifications) will be added to
the site to create a general-purpose repository of public domain information on the American government.

Assange is still in the Ecuadorian embassy in London, unable to leave without being arrested. The
~ Ecuadorian government has granted Assange asylum, but the British government has said it will not allow
Assange safe passage out of the UK.
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On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@nara.gov> wrote:
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from

' AAD. The Guardian has picked up the story. {Since my remote access
doesn't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They alse claim that they

have made the files much more easily searchable.| FOIA({b) {5)
FOIR(b) (5]
FOIA{L) (5)
Attachments
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Fwd: Wikfleaks Posts State Dept Cables from AAD
Date : April 8, 2013, 1220:43 pm EDT
Size : 6.6 KB
Folder : William Bosanko:Archive\[Gmail\All Mail
From : Willam Bosanico <william.bosanko@nara.gov>
To : Spangler, Robert <robert.spahg1er@nara. gov>
7L 1d : JGSYLALFMBDGGGP2PQKBRTQ20Z3BNSQXA
Type : OtherArchive IMAPArchive
File Plan : Temporary Records

Please see question from Chris below.

—————————— Forwarded message ----------
- Frome Chris Isleib <Chris Isleib(@nara.gov>
Date: Mon, Apr §, 2013 at 12:16 PM
Subject: Re: Wikileaks Posts State Dept Cables from AAD
To: williars bosanko(@ galias.nara. gov, GaryM Stern <GaryM. Ster(@nara. gov>, Paul Wester
<Paul Wester(@nara, gov>

Copy -- wilt make changes.
QUESTION: When were these records ariginally made public?
>>> Gary Stern <garym.stern@nara.gov> 4/8/2013 12.10 PM >>>

Agree with the approach also. _ FOTA (b} (5] |
FOIA (b} (5) '

Fram: William Bosanko [mailto:william.bosanko@nara.qov]

Sent: Monday, April 08, 2013 09:06 AM

To: Chris Isleib <Chris. Isleib@nara.gov>

Cc: William Bosanko <william.bosanko@galias.nara.gov>; Donna Garland <Donna.Garland@nara.gov:>; GaryM
Stern <GaryM.Stern@nara.gov>; Paul Wester <Paul.Wester@nara.qgov>; Debra Wall <Debra.Wall@nara.gov>;
Laura Diachenko <Laura.Diachenko@nara.gov>; Miriam Kleiman <Miriam.Kleiman@nara.gov>

Subject: Re: Wikileaks Posts State Dept Cables from AAD

Works fram my perspective.
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On Mon, Apr 8, 2013 at 11:55 AM, Chris Isleib <Chris.Isleib@nara.gov> wrote:

Just got our first press query, from Agence France Press, asking for a response statement to Wikileaks press
release.

FOIA(b) (5}

...or something to that effect

Attachments
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Re: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 123831 pmEDT
Size : 10.8 KB
Folder : Willam Bosanko:Archive\[Gmail\All Mail
From : Robert Spangler <robert.spangier@nara.gov>
To ;: William Bosanko <wiliam.bosanko(@nara.gov>

Ce : Cummings, Ann <amcummmgs@nara gov>Mayer, Bill <bill mayer@nara. gov>
Goodsell, Lynn <iynn goodsell@nara. gov>

71 1d : FCRVP2M2WZNXSMMK4GNB4DY4GV1IN4ZNA
Type : OtherArchive IMAP Archive

File Plan : Temporary Records

Jay:

Just fished up a meeting with Bill Mayer and Ann Cummings about this subject. We are confirming the
"available to researchers” date, and get that back to you and Chris Isleib (through Bill) within the hour.

Thanks
Bob

On Mon, Apr &, 2013 at 1220 PM, William Bosanko <william bosanko(@nara.gov> wrote:
- Please see question from Chris below.

Cmmmmmmmeee Forwarded message ----------
From: Chris Isleib <Chris Isleib@inara. gov>
Date: Mon, Apr 8, 2013 at 12:16 PM
Subject: Re: Wikileaks Posts State Dept Cables from AAD :
To: william.bosanko@ galias nara.gov, GaryM Stern <GaryM. Sterm(@nara.gov:>, Paul Wester:

<Paul. Wester@nara, gov>

Copy -- will make changes.

QUESTION: When were these records originally made public?

>>> Gary Stern <garymstern@nara.gov> 4/8/2013 12:10 PM »>>>
HWH:12756 DocId: 59165011
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Agree with the approach also] FOIA (b) (5)
FOTA (B (5)

From: William Bosanko [mailto; william.bosanko@nara. qov]

Sent: Monday, April 08, 2013 09:06 AM

To: Chris Isleib <Chris Isleib@nara.gov>

Cc: William Bosanko <william.bosanko@galias.nara.gov>; Donna Garland <Donna.Garland@nara.gov>; Garym

Stern <GaryM.Stern@nara.gov>; Paul Wester <Paul, Wester@nara.gov>; Debra Wall <Debra Wall@nara.gov>;
Laura Diachenko <Laura.Diachenko@nara.gov>; Miriam Kleiman <Miriam.Kleiman@nara.qov>

Subject: Re: Wikileaks Posts State Dept Cables from AAD

Works from my perspective.

On Mon, Ap'r 8 2013 at 11:55 AM, Chris Isleib <Chris.Isleib@nara.gov> wrote;
Just got our first press query, from Agence France Press, asking for a response statement to Wikileaks press

release.
_In addition te the RTQ we are creating, I pbropose a holding statement along the Jines of

FOIA({b) (5)

..0r something to that effect.

Attachments
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Re: Wikileaks Posts State Dept Cables fiom AAD
Date : April 8, 2013, 12:39:05 pm EDT
Size : 8.8 KB
Folder : Wiliam Bosanko:Archive\(Gmail\All Mail
From : Willam Bosanko <willlam.bosanko{@nara.gov>
To : Robert Spangler <robert.spangler{@nara.gov>

Cc : Cummings, Ann <ann.cummings(@nara.gov>>Mayer, Bill <bill mayer@nara.gov>,
Goodsell, Lynn <lynn.goodsell@nara.gov>

Z1.1d : GPF1TFBKGRSLC4SGLFSWAXHLALRZWPSIA
Type : OtherArchive IMAPArchive
File Plan : Temporary Records

Thanks - most appreciated all around.
On Mon, Apr 8, 2013 at 12:38 PM, Robert Spangler <robert.spangler(@nara. gov>> wrote:
- lay:

Just finished up a meeting with Bill Mayer and Ann Cummings about this subject. We are confirming the
"available to researchers" date, and get that back to you and Chrss Isleib (through Bill) within the hour.

Thanks -
Bob

© On Mo, Apr 8, 2013 at 1220 PM, William Bosanko <william bosanko(@nara.gov> wrote:
Please see question from Chris below.

---------- Forwarded message ----------

From: Chris Isleib <Chnis.Isleb{@nara.gov>

Date: Mon, Apr 8, 2013 at 12:16 PM

Subject: Re: Wikileaks Posts State Dept Cables from AAD

To: william bosanko@ gatias.nara gov, GaryM Stern <GaryM.Stern@nara.gov>, Paul Wester
<Paul Wester@ nara. gov>

Copy -- will méke changes.
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QUESTION: When were these records originally made public?

>>> Gary Stern <garym.stern@nara_gov> 4/8/2013 12:10 PM_ > >

Agree with the approach also] : FOIA(b) (5)
FOTA(b) (5)

From: William Bosanko {mailto: william.bosanko@nara.gov]

Sent: Monday, April 08, 2013 09:06 AM

To: Chris Kleib <Chris.Isleib@nara.gov>

Cc: William Bosanko <wiliiam.bosanko@qgalias.nara.qov>; Donna Garland <Donna.Garland@nara.qov>; GaryM
Stern <GaryM.Stern@nara.gov>; Paul Wester <Paul.Wester@nara.gov>; Debra Wall <Debra.Wall@nara.qov>;

Laura Diachenko <lLaura.Diachenko@nara.goyv>; Miriam Kleiman <Miriam.Kleiman@nara.qov>
Subject: Re: Wikileaks Posts State Dept Cables from AAD

Works from my perspective.

On Mon, Apr 8, 2013 at 11:55 AM, Chris Isleib <Chris Isleib@nara.qov> wrote:

Just got our first press query, from Agence France Press, asking for a response statement to Wikileaks
press release.

e linos Af

FOIR(bL) (D)

...or samething to that effect.

Attachments
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Re: Wikikeaks Posts State Dept Cables from AAD
Date : Apnl 8, 2013, 12:46:04 pm EDT
Size : 9.9 KB
Folder : William Bosanko:Archive\[Gmail] \All Mail
From : Wililam Bosarko <william bosanko@nara.gov>
To : Robert S.pangler <robert. spangler@nara. gov>

Ce : Cummings, Ann <ann.cunmmings@nara.gov:>,Mayer, Bill <bill mayer@nara.gov>,
Goodsell, Lymn <lynn.goodsell@nara.gov>

7L 1d : LGWC2WHIGX31VNXTS4UVG3050FBUJFIA
Type : OtherArchive IMAPArchive

File Plan : Temporary Records

Nationat Security Archive weighs in:

httpsy/twitter. comyN S Archive/status/32129834 7371663361

hitps//twitter.convN S Archive/status/32 1 298819994238976 -

On Mon, Apr 8, 2013 at 12:38 PM, Robert Spangler <robert.spangler@nara.gov> wrote:
Jay:

Just finished up a meeting with Bill Mayer and Ann Curnmings about this subject. We are confirming the
"available to researchers” date, and get that back to you and Chris Isleib (through Bill) withm the hour.

Thanks

Bob

On Mon, Apr 8, 2013 at 12:20 PM, William Bosanko <william.bosanko(@nara.gov> wrote:
Please see question from Chris below.

---------- Forwarded message ----------

From: Chris Isleib <Chris.[sleib(@nara.gov>

Date: Mon, Apr 8, 2013 at 12:16 PM

Subject: Re: Wikileaks Posis State Dept Cables from AAD

To: william hosanko{@ galias nara.gov, GaryM Stern <GaryM.Stern(@nara gov>, Paul Wester
NWH#:12756 DocId: 591635013
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<Paul Wester(@nara.gov>

Copy -- will make changes.
QUESTION: When were these records originally made public?
>>> Gary Stern <garym.stern@nara.gov> 4/8/2013 12:10 PM >>>

Apree with the approach also,
FOTA(b) (5)

FOIR{L) (5)

‘Front William Bosanko [mailto: william.bosarko@nara.gov]

Sent: Monday, April 08, 2013 09:06 AM

To: Chris Isieib <Chris.Isleib@nara.qov>

Cc: William Bosanko <william.bosanko@galias.nara.qgov>; Donna Garland <Donna.Garlandg@nara.goy>; GaryM
Stern <GaryM,Stern@nara.gov>; Paul Wester <Paul. Wester@nara.gov>; Debra Wall <Debra.Wall@nara.gov>;
laura Diachenko <Laura.Diachenko@nara.gov>; Miriam Kleiman <Miriam.Kleiman@nara.gov>

Subject: Re: Wikileaks Posts State Dept Cables from AAD

Works fram my perspective,

On Mon, Apr 8, 2013 at 11:55 AM, Chris Isleib <Chris Isleib@nara.gov> wrote:

Just got our first press query, from Agence France Press, asking for a response statement to Wikileaks
press release. :
In addition to the RTQ we are creating, [ propese a holding statement along the lines of:

FOIA(L) (5)

...or something to that effect.

Attachments
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Re: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 12:4620 pm EDT
Size : 4.8 KB
Folder : William Bosanko:Archive\[GmailfATl Matil
From : William Bosanko <willambosanko@nara.gov>
To : Gary Stern <garym.stem{@nara.gov>

Ce : Fermriero, David <david.ferriero@nara.gov>,Wall, Debra <debra.wall@nara.gov>,
Mayer, Bill <bil.mayer@nara.gov>,Curnmings, Ann <ann.cummings@nara.gov>,
Hamilton, Jobn <john.hamilton@nara. gov>,Garland, Donna <donna.garland(@nara. gov>,
Iskib, Chris <chris.isleib@mnara.gov>,Baron, Jason <jason.baron@nara.gov>,

Bergman, Hannah <Hannah Bergman(@nara.gov>.. ~

7L1d: BAQQ3W20FDZ1EPDMON MGRKPISWDXLZ14A
Type : OtherArchive IMAP Archive

File Plan ; Temporary Records

National Security Archive weighs in:
hitps/twitter.comyN S Archive/status/321298347371663361

https:/twitter.comVN S Archive/status/321298819994238976

On Mon, Apr 8, 2013 at 13:06 AM, Gary Stern <garymistern{@nara. gov> wrote:
In case you haven't yet seen it, Wikileaks released a press release today
arnouncing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, I can't supply the links.). They make clear that

‘these records have not been leaked, but say that they are protecting

against the reclssification of the records. They also claim that the
have made the files nmch more easily searchable. FOIA (b) (5)
FOTA (b} [5)

FOIA D) (5]

Attachments
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Re: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 12:57:42 pm EDT
Size : 3.8 KB
Folder : Willam Bosanko:Archive\| GmailpAll Mail
From : Bill Mayer <bill. mayer@nara.gov>
To : William Bosanko <wiliam.bosanko@nara.gov=>

Cc : Gary Stern <garym.stern@nara.gov>,Ferriero, David <david.fermero@nara. gov>,
Wall, Debra <debra.wali@nara.gov>,Curmings, Ann <ann cummmngs(@nara.gov>,
Hamiltor, John <john.hamilton@nara.gov>,Garland, Donna <dorma. garland@nara.gov>,
Isleib, Chris <chris.isleib@nara.gov>,Baron, Jason <jason.baron(@nara.gov>,

Bergman, Hannah <Hannah.Bergman@nara.gov>., ~

71.1d : BJIHZMIUDPEDYB1V3V5SMAHUINWM2HIOA
Type : OtherArchive IMAP Archive
File Plan : Temporary Records

Great to see these links, thanks jay - Electronic Records group is working on a coherent, concise description of
the process.

As oftoday, 1977 is very near compiction, and we just received 1978 and 1979 from Dept of State in late dec.
I've talked with Mike Wash - we're Jooking to sec what timeline is possible for mounting more records when
they are ready. It is unfortunately more conplicated than flipping a switch. More soon.

Bill
On Mon, Apr 8, 2013 at 12:46 PM, Wiliam Bosanko <willam.bosanko(@nara. goy> wrote:

National Security Archive weighs in:

https/twitter.conyN SArchive/status/321298347371663361

https//twitter.comyNS Archive/status/32 12988 19994238976

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stem@nara.gov> wrote:
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since miy remote access
doesn't work right now, I can't supply the links.). They make clear that

NW#:12756 DocId: 591639015
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these records have not been leaked, but say that they are protecting
against the reclassification of the records. They also clamm that they

have made the files much more easily searchable FOIA(b) (5)
| . FOIA (b) (5) |
FOTAR {b) (5}
William A. Mayer
Executive, Research Services (R)
National Archives

and Records Admmistration
8601 Adelphi Rd. rm 3400
College Park, MD 20740-6002
bil mayer@nara. gov

office 301.837.3110

direct: 301.837.1893

cell] rwotam (e

fax: 301.837.3633
Attachments
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Re: Wikikeaks Posts State Dept Cables from AAD
Date : April 8, 2013, 12:5831 pm EDT
Size : 8.7 KB
Folder : Wiliam Bosanko:Archive\[GmailpAll Mail
From : Chrs Isleib <Chris. Isleib@nara. gov>
To : willam.bosanko@ galias. nara. gov, Bill Mayer <Bill Mayer(@nara. gov>
Cc : Ann Cummings <AnnCuminings@nara. gov>,David Ferriero <Da\dd.Ferriero@néra. gov>,
Débra Wall <Debra. Wall@nara.gov>,Donna Garland <Donna.Garland@nara.gov>,
GaryM Stern <GaryM. Stem(@nara.gov>,Hannah Bergman <Hamnah Bergman@nara.gov>,

Jason Baron <Jason. Baron@nara.gov>>,John Fitzpatrick <John.Fitzpatrick(@nara.gov>,
John Hamilton <John.Hamilton(@nara.gov>>.. *

71.1d : OESOUDCF UWJDIZHQQSHI\/IXWBQOIKKTAACA
Type : OtherArchive IMAPArchive
File Plan : Teroporary Records

Thank you for your help!

>>> Bill Mayer <bill mayer@nara.gov> 4/8/2013 12:57 PM >>>

Great to see these links, thanks jay - Electronic Records group is working on a coherent, concise description of
the process.

As of today, 1977 is very near completion, and we just received 1978 and 1979 from Dept of State in late dec.
I've talked with Mike Wash - we're looking to sec what timeline is possible for mounting more records when
they are ready. It is unfortunately more complicated than flipping a switch. More soon.

Bill

On Mon, Apr 8, 2013 at 12:46 PM, Willlam Bosanko <william bosanko(@nara.goy> wrote:
National Security Archive weighs in:

https//twitter.comyNS Archive/status/321298347371663301

https//twitter.comy/NS Archive/status/32 12988 19994238976

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@nara. gov>> wrote:
In case you haven't yet seen it, Wikileaks released a press release today

NW$#:12756 DocId:59168016
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announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Smce myy remote access
doesn't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They also claim that the
have made the files much more easily searchable FOTR(P) (9) |

| . FOTA (b) (5} |

FCTA (D) {5)

William A. Mayer

Executive, Research Services (R)
National Archives

and Records Administration
8601 Adelphi Rd. rm 3400
College Park, MD 20740-6002
bill maver(@nara.gov

office 301.837.3110

direct; 301.837.1893

cell] FOTA (B} {6) I

fax: 301.837.3633

Attachments
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Re: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 1:01:58 pm EDT
Size : 93 KB
Falder : William Bosanko:Archive\[GmailfMATL Mail
" From : Michael Wash <michael wash@nara.gov>
To : William Bosanko <william.bosanko@nara.gov>>
7L 1d : MOC54KWOBUUSUYXFWI12LS3AS2VIYMOFEA
Type : OtherArchive IMAP Archive
File Plan : Temporary Records

I will check. We gét daily bandwidth reports.

On Mon, Apr 8, 2013 at 10:34 AM, Willam Bosanko <william.bosanko@nara. gov> wrote:
[ assume they had to pull this all off of our site - did we notice any big spikes m activity?

R Forwarded message ----------
Front Gary Stern <garvm.stern(@nara.gov>
Date: Mon, Apr 8, 2013 at 10:06 AM
Subject: Wikileaks Posts State Dept Cables from AAD
To: david. ferriero@nara.gov, debra.wali@nara.gov, williambosanko(@nara. gov, bill mayer{@nara. gov,
anm,cummin gggc?)nara.gg' v, john.hamiton@nara. gov, donna.garland@nara.gov, chris. isleb@nara.gov,
jason.baron(@nara gov, Hannah. Bergman(@nara.gov, martha murphy@nara. gov, jo_haﬁtznatrick@nara. 20V,
sheryl.shenberger(@nara.gov, Michael Wash@nara. gov, pamela, wright@nara.gov, paul wester(@nara. gov

In case you haven't yet seen it, Wikileaks released a press release today

announcing that it has reformatted and posted the State Dept cables from

AAD. The Guardian has picked up the story. (Smce my remote access

doesn't work right now, [ can't supply the links.). They make clear that

these records have not been keaked, bul say that they are protecting

against the reclassification of the records. They aiso claim that they

have made the files much more easily searchable. | FOTA (D) (5) |
FOIA(L) (5)

FOTA (D] (5)

1
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FOTIA (D) (D)

miw,

Michael Wash

Chief Information Officer

National Archives and Records Administration
301.837.1992

Attachments
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Re: Wikileaks Posts State Dept Cables from AAD
Date : April 8, 2013, 1:09:55 pm EDT
Size : 22.3 KB
Folder : Wiliam Bosanko:Archive\[ Gmailp A1l Mail
From : GaryM Stern <GaryM-Stem@naia. gov>

To : garym stern@galias.nara.gov,william.bosanko(@galias.nara.gov,
Chiris Iskeib <Chris Isleib@nara.gov>,Martha Murphy <Martha. Murphy@nara.gov>,
Paul Wester <Paul Wester@nara.gov>

7L Id : GOFVROSFBW2SOZ5SYEONNGOTLWKRBZKCB
Type : OtherArchive IMAP Archive
File Plan : Temporary Records

Martha should know when we first posted these.

From: Chris Isleib [maiito:Chris.Isleib@nara.gov]
Sent: Monday, April 08, 2013 09:16 AM
To: garym.stern@qgalias.nara.gov <garym.stern@galias.nara.goy>; William Bosanko <Jay.Bosanko@nara.gov>; Paul

Wester <Paul Wester@nara.qgv:>
Subject: Re: Wikileaks Posts State Dept Cables from AAD

Copy -- will make changes.
QUESTION: When were these records originally made public?

. >>> Gary Stern <garym.stermn(nara gov> 4/8/2013 12:10 PM >>>

Agree with the approach also FOTA (b) (5)
| Fo1R (1) (5) _ ' . :

From: William Bosanko [mailto: william.bosanko@nara.gov]

Sent: Monday, April 08, 2013 09:06 AM

To: Chris Isleib <Chris.Isleib@nara.gov>

Cc: William Bosanko <william.bosanko@qalias.nara.gov>; Donna Garland <Donna.Garland@nara.gov>; GaryM Stern
<GaryM.Stern@nara.qoy>; Paul Wester <Paul.Wester@nara.gov>; Debra Wall <Debra.Wall@nara.gov>; Laura
Diachenko <Laura.Diachenko@nara.gov>; Miriam Keiman <Miriam.Keiman®nara.gov>

Subject: Re: Wikileaks Posts State Dept Cables from AAD

Works from my perspective.
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On Mon, Apr 8, 2013 at 11:55 AM, Chuis Isleib <Chris.Islebzunara, gov> wrote:

Just got our first press query, from Agence France Press, asking for a response statement o Wikileaks press
release.

In addition to the RTQ we are creating, I propose a holding statement along the lines of:

FOTL (b) {5)

..0r something to that efiect

>>> William Bosanko <william.bosdanko®@nara.gov> 4/8/2013 10:42 AM >>>
At home: 410-544-2984

On Man, Apr 8, 2013 at 10:41 AM, Chris Isleib <Chris.Isleib@naza.gov> wrote:
Ijust tried calling -- are you at your desk today?

>>> William Bosanko <william.bosanko @nara.ggov> 4/8/2013 10:38 AM >>>
Seems the link 1 sent can't get passed our filters. Here is the straight text:

More than 1.7 million US diplomatic cables, written between 1973 and 1976, have been released as the
Public. Library of US Diplamacy (PlusD) by Wikileaks. According to Julian Assange -- who has reportedly
worked on from his refuge in the Ecuadorian embassy -- it represents "the single most significant body of
geopolitical material ever published”.

~ It's definitely the Targest Wikileaks release so far, with 380 gigabytes of raw data translating as more than
700 millions words. However, these are not "new" documents, leaked without the US government's
knowledge -- they come from the National Archives and Records Asscciation (NARA), which is tasked with
routinely assessing and releasing government documents into the public domain 25 years after their first
appearance. The documents were left in NARA's Central Foreign Policy Files collection as raw unorganised
PDFs. Wikileaks made "a detailed analysis of individual fields" to “reverse-engineer" the PDFs and create
PlusD, a database of these documents that people can actually search through.

Many of the documents were written by or written to former US secretary of state Henry Kissinger -- so
much so that Wikileaks has dubbed this release "the Kissinger Cables". Topics of discussion include the 1973
Yom Kippur War, the rise of British politician Margaret Thatcher and American diplomatic relations with a
host of dictatorships around the world, Many of the regimes -- such as Franco's Spain, Pinochet's Chile and
junta-ruled Greece -- are known to have committed appalling crimes with the support of the American
government as part of the wider Cold War against the Soviet Union.

Indeed, this history (that is still within the living memory of many people today) is presumakly the cause for
attempts by the CIA to reclassify many of the cables after their release. Wikileaks claims that the intelligence
agency had managed to redact 55,000 of the cables during the George W Bush administration. Thausands
of the documents were originally labelled as either NODIS {meaning "no distribution”) or "Eyes Only", both
of which are below the most restrictive classifications.

In its press release for the project, Wikileaks states that its researchers "developed sophisticated technical
systems o deal with the complex and voluminous data and corrected a great many errors introduced by
NARA, the State Department or its diplomats, for example harmonising the many different ways in which
departments, capitals and people's names were speft.” The result is a plain text search engine that should
prove a useful tool to historians.

Despite NARA's mandate to assess and declassify government documents after 25 years, 1976 is the latest
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year available to the public, hence the time period in today's release, meaning that the body "is therefore
currently running 12 years late". Julian Assange said: "The US administration cannat be trusted to maintain
the history of its interactions with the world.” While currently only the 2010 Cablegaie and Kissinger Cables
are incuded in PlusD's search, the assumption is that further "leaks” (or declassifications} will be added to
the site to create a general-purpase repository of public domain infarmation on the American government,

Assange is still in the Ecuadorian embassy in London, ungble to leave without being arrested. The
_Ecuadorian government has granted Assange asyiurn, but the British government has said it will not allow
Assange safe passage out of the UK.

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@®nara.gov> wrote:
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables fram
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, I can't supply the links.}. They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They also claim that they I

~have made the files much more easilv searchable FOTA (D) (S)

FOIA (L) (5)

FOIA{Db) {5)

Attachmenis
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Wikileﬁks Response - Describmg the process -
Date : April 8, 2013, 1:42:20 pm EDT
Size : 202 KB
Folder : Willam Bosanko:Archive\[{GmailfAll Mail
From : Bill Mayer <BilLMaycr@nara. gov>
To : Chris Iskeib <Chris. Isleb@nara.gov>

Cc : willam bosanko@galias.nara. gov,Ann Cummings <Ann. Cummings(@nara.gov>,
David Ferriero <David. Ferriero(@nara.gov>,Debra Wall <Debra, Walk@nara.gov>,
Domna Garland <Donna.Garland@nara. gov>,GaryM Stern <GaryM. Stern@nara.gov>,
Hannah Bergman <Hannah. Bergman(@nara. gov>,Jason Baron <Jason.Baron@nara.gov>,
John Fitzpatrick <John.Fitzpatrick@nara.gov>.. *

71.1d : FDOLAFROWQVIYKAHVG2QV3UVOSICODUGA
Type : OtherArchive IMAPArchive

File Plan : Temporary Records

Chris -

we've pulled together a clear a description of the cables posting process as possible - it's a hitle long, sorry, but it
does tell the picture. Please ket me know if this helps you for for Response to Queries:

State Department Cables, prepared by Lynn Goodsell (RDER), Aprit 8, 2013

Frequently asked questions about the State Department Cables are available via AAD at; http//
aad.archives.gov/aad/content/aad_docs/rg59 state dept fag.pdf

Dates

NARA made the 1973 — 1974 State Department electronic cables available to the public online
via the Access to Archival Databases (AAD} in March 2006. (See NARA’s press release March
15, 2006)

The 1975 State Department electronic cables were released via AAD in March 2007 and the
1976 State Department electronic cables were released via AAD m February 2010.

In September 2010, NARA released additional 1973-1975 cables as part of implementing the
disposition schedule.

Process

The Department of State s responsible for the 25-year systematic declassification review of

the ekectronic cables. Once this review is conmplete, State transfers to NARA the permanently
NWH:12756 DocId: 59163015
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valuable electronic declassified/unclassified cables, chssified cables, otherwise restricted cables,
and withdrawal cards representing the classified and otherwise restricted cables. Records
disposttion schedule N 1-059-07-003 defines what are the permanently valuable cables. The

records are transferred as monthly files in XML format. NARA preserves the files in the XML
format according to standard procedures.

NARA then begms the process of creating public use versions of the declassified/unclassified
cables in order to make them available online via AAD. This process includes reviewmng the
declassified/unclassified cables for personally identifiable information or other information
exempt from disclosure under FOLA (b)(6). NARA withdraws those cables identified as exerpt
from disclosure and creates withdrawal cards representing those cables. NARA firther reviews
the withdrawal cards to redact specific words or phrases that are exenpt from disclosure under
FOIA (b)(6). This process can take many, many months.

The withdrawal cards created by NARA from this process clearly mdicated that NARA
withdrew the corresponding cable for privacy reasons and the date withdrawn. Where NARA
redacted specific words or phrases i the withdrawal cards, NARA replaces the redacted text
with something along the lines of “Sensitive Information Removed, NARA, [date].”

NARA loads the XML files info AAD, merging the monthly files mto yearly files. The records
are stored m AAD as structured files in XML, AAD renders individual cables as PDFs “on the
fly” when a researcher clicks to view the full record. The PDF format allows NARA to display
the declassified/released marking in the header and footer.

Contmumg Work
NARA is working to creating the public use versions ofthe 1977 electronic cables and hopes to
make them available online soon.

- InDecember 2012, NARA received the 1977 ¢lectronic P-Reel Index, 1978 electronic cables and
P-Reel Index, and the 1979 electronic cables and P-Reel Index. NARA 1 still accessioning these
transfers, and they are not ready for public access yet.

On Mon, Apr &, 2013 at 12:58 PM, Chrs Isleib <Chris.Isleib(@nara.gov>> wrote:
Thank you for your help!

>>> Bill Mayer <billmayer@nara.gov> 4/8/2013 12.57 PM >>>

Great to see these links, thanks jay - Electronic Records group is working on a coherent, concise description of
the process.

As of today, 1977 is very near completion, and we just received 1978 and 1979 from Dept of State in late dec.
I've talked with Mike Wash - we're locking to see what timeline is possible for mounting more records when
they are ready. It is unfortunately more complicated than flipping a switch. More soon. '

Bill

NWH#:12756 DocId: 59165019

24



12213

On Mon, Apr 8, 2013 at 12:46 PM, William Bosanko <william.besanko®nara.gov> wrote:
National Security Archive weighs in:

hitps.//twitter. com/NSArchive/status/321298347371663361

https://twitter. com/NSArchive/status/321298819994238976

On Man, Apr 8, 2013 at 1006 AM, Gary Stern <garym.stern@para.ggv> wrote:
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, 1 can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the recards. They alse claim that they

have made the files much mor i FOIR (b} (5) I
FOTA (D) (5) i '

FOIA (L] (9)

William A. Mayer

Executive, Research Services (R)
National Archives

and Records Administration
8601 Adelphi Rd. rm 3400
College Park, MD 20740-6002
bill. nayer@nara.gov

office 301.837.3110

direct 301 8371393
cell] Fora(e) (s
fax: 301.837.3633

Wiliam A. Mayer

Executive, Research Services (R)
National Arcluves

and Records Administration
8601 Adelphi Rd. mm 3400
College Park, MD 20740-6002
billmaver@nara. gov

office 301.837.3110

direct: 301.837.1893
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Fwd: Wikileaks Response - Describmg the process -
Date : April 8, 2013, 15124 pm EDT
Size : 19.3 KB
Folder : William Bosanko:Archive\{ Gma#\All Mai
From : Wﬂliam Bosanko <wiliam.bosanko(@nara. gov>
To : Rmer, Carla <carla.riner@nara.gov>,Cheatham, Micah <micah.cheatham(@nara.gov>
71 1d : C42SQUVRMXI11BKIXUKDOORB2QTNN2S3NA
Type : OtherArchive IMAP Archive

File Plan : Temporary Records

—————————— Forwarded message ----------
From: Bill Mayer <Bill Mayer(@nara. gov>
Date: Mon, Apr 8, 2013 at 1142 PM -
Subject: Wikileaks Response - Describing the process -
To: Chris Iskeib <Chris.Isleib(@nara. gov>
Cc: william. bosanko(@ galias .nara. gov, Ann Cummings <Am. Cummings@nara. gov>, David Ferriero
<David.Ferriero(@nara. gov>, Debra Wall <Debra. Wall@nara.gov>, Donna Garland
<Donna. Garland(@nara. gov>, GaryM Stern <GaryM. Stem(@nara. gov>, Hannah Bergman

' <Hannah.Bergman(@nara. gov>, Jason Baron <Jason.Baron@nara.gov>, John Fitzpatrick
<John Fitzpatrick @ para.gov>, John Hamilton <John. Hamilton@nara. gov>, Martha Murphy
<Martha Murphy@nara.gov>, Michael Wash <Michael Wash(@nara.gov>, Pamela Wright
<Pamel Wright(¢irnara. gov>, Paul Wester <Paul Wester(@nara.gov>>, Sheryl Shenberger
<Sheryl Shenpberger@ nara, gov>

Chris -
we've pulled together a clear a description of the cables posting process as possible - it's a bitle long, sorry, but it
does tell the picture. Please let me know if this helps you for for Response to Queries:

State Department Cables, prepared by Lym Goodsell (RDER), April 8, 2013

Frequently asked questions about the State Department Cables are available via AAD at: hitp//
aad.archives.gov/aad/content/aad_docs/rg59 state dept_fagq.pdf

Dates
NARA made the 1973 — 1974 State Department electronic cables available to the public online

NWH#: 12756 DocId: 59163020 1



TXANG

via the Access to Archival Databases (AAD) in March 2006. (See NARA's press release March
15, 2006) '

The 1975 State Department electronic cables were released via AAD m March 2007 and the
1976 State Department electronic cables were released via AAD m February 2010,

In September 2010, NARA released additional 1973-1975 cables as part of implementing the
disposition schedule.

Process

The Department of State is responsible for the 25-year systematic declassification review of
the clectronic cables. Once this review is conplete, State transfers to NARA the permanently
valuable electronic declassified/unclassificd cables, classified cables, otherwise restricted cables,
and withdrawal cards representing the classified and otherwise restricted cables. Records
disposition schedule N 1-059-07-003 defines what are the permanently valuable cables. The
records are transferred as monthly files in XML format. NARA preserves the files in the XML
format according to standard procedures.

NARA then begins the process of creating public use versions of the declassified/unclassified
cables in order to make them available online via AAD. This process includes reviewmng the
dechssifiedinclassified cables for personally identifiable information or other information
exempt from disclosure under FOIA (b)(6). NARA withdraws those cables identified as exempt
from disclosure and creates withdrawal cards representing those cables. NARA further reviews
the withdrawal cards to redact specific words or phrases that are exempt from disclosure under
FOIA (b)(6). This process can take many, many months,

The withdrawal cards created by NARA from this process clearly indicated that NARA
withdrew the corresponding cable for privacy reasons and the date withdrawn. Where NARA
redacted specific words or phrases i the withdrawal cards, NARA replaces the redacted text
with something along the lines of “Sensitive Information Removed, NARA, [date].”

NARA loads the XML files into AAD, merging the monthly files into yearly files. The records
are stored m AAD as structured files in XMIL.. AAD renders mdividual cables as PDFs “on the
fly” when a researcher clicks to view the full record. The PDF format allows NARA to display
the declassified/released marking in the header and footer.

Contmming Work
NARA is working to creating the public use versions of the 1977 electronic cables and hopes to
make them available online soon.

In December 2012, NARA received the 1977 electronic P-Reel Index, 1978 electronic cables and
P-Reel Index, and the 1979 electronic cables and P-Reel Index. NARA is still accessioning these
transfers, and they are not ready for public access yet.
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On Mon, Apr 8, 2013 at 12:58 PM, Chris Isleib <Chris. Islkeib{@nara.gov> wrote:
Thank you for your help!

>>> Bili Mayer <bil.mayer@nara.gov> 4/8/2013 12:57 PM >>>

Great to see these links, thanks jay - Electronic Records group is working on a coherent, concise description of
the process. :

As of today, 1977 is very near completion, and we just received 1978 and 1979 from Dept of State in late dec.
I've talked with Mike Wash - we're looking to see what timeline is possible for mounting more records when
they are ready. It is unfortunately more complicated than flipping a switch. More soon.

Bill

On Mon, Apr 8, 2013 at 12:46 PM, William Bosanko <william.bosanko@nara.gov> wrote:
National Security Archive weighs in:

https.//twitter.com/NSArchive/status/321298347371663361

https://twitter. cam/NSArchive/status /321 298819994238376

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@nara.gov> wrote:
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, 1 can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting

against the reclassification of the records. They also claim that they

have made the files much more easily searchable EOIA(b) (5)

FOIA (k) (5)

FOTA (b} (5)

Wiliam A, Mayer

Executive, Research Services {R)
Nationat Archives

and Records Administration
8601 Adeiphi Rd. rm 3400
College Park, MD 20740-6C02
bilLmayer@nara.gov

office 301.837.3110

direct; 301,837 1893

- fax: 301.837.3633
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Willam A, Mayer

Exccutive, Research Services (R)
National Archives

and Records Admmistration
8601 Adelphi Rd. rm 3400
College Park, MD 20740-6002
bilk mayer(@nara.gov

office 301.837.3110

direct: 301.837.1893

cel: FOIA(b) (6)
fax: 301.837.3633

Attachments
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Re: Wikileaks Posts State Dept Cables flom AAD
Date : April §, 2013, 2:08:14 pm EDT
Size : 203 KB
Folder : William Bosanko:Archive\[Gmal\ATl Mail
From : Martha Murphy <Martha. Murphy@nara.gov>
To : garym.stem@galias.nara.gov, william bosanko(@ gatias. nara.gov,
Chris Iskeib <Chris. [sleib@nara.gov>,GaryM Stern <GaryM. Stern(@nara.gov>,
Paul Wester <Paul. Wester@mnara.gov>
Cc : Bill Mayer <Bill Mayer@nara.gov>,Robert Spangler <Robert. Spangler(@nara.gov>
71. 1d : NLGO4PMCMVNHCRITIS3ESXNALFAW2TE3A
Type : OtherArchive IMAP Archive
File Plan : Temporary Records

Sotry, that's not somethmg I've kept track of.

However, I called Lynn Goodsell (RD-DC, Electronic Records). She tells me March 2006 for the 1973/74
cables. :

>>> Gary Stern <garym.ster{@nara.gov> 4/8/2013 1:.09 PM >>>
Martha should know when we first posted these,

From: Chris Isleib [mailto: Chris.Isleib@nara,qov
Sent: Monday, April 08, 2013 09:16 AM

To: garvm.stern@galias.nara.gov <garym.stern@qalias,nara.gov>, William Bo§anko <Jay.Bosanko@nara.gav>; Paul
Wester <Payl.Wester@nara.gov>
Subject: Re: Wikileaks Posts State Dept Cables from AAD

Copy -- will make changes.
QUESTION: When were these records originally made pubhc?

>>> Gary Stern <garym stern@nara.gov> 4/8/2013 12:10 PM >>>

. Agree with the approach also FOTR{D) (5)
FOTA(b) (5)

From: William Bosanko [mailto: william.bosanko@nara.gov]
Sent: Monday, April 08, 2013 09:06 AM
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To: Chris Isleib <Chris,Isleib@nara.gov>

Cc: William Bosanko <william.bosanko@galias.nara.gov>; Donna Garland <Dgnna.Garland@nara.gov>; GaryM Stern
<GaryM.Stern@nara.qov>; Paul Wester <Paul.Wester@nara.gov>; Debra Wall <Debra.Wall@nara.gov>; Laura
Diachenko <Laura.Diachenko@nara.gov>; Miriam Kleiman <Miriam.Kleiman@nara.goy>

Subject: Re: Wikileaks Posts State Dept Cables from AAD

Works from my perspective.

On Mon, Apr 8, 2013 at 11:55 AM, Chiris Isleib <Chris.Isleib(enara. gov> wrote:

Just got our first press query, from Agence France Press, asking for a response statement to Wikileaks press
release.

In addition to the RTQ we are creating, I propose a holding statement along the lines of:

FOTIA (L) (9)

..oF something to that effect.

>>> Willlam Bosanko <william.bosanko®@nara.gov> 4/8/2013 10:42 AM >>>
At home: 410-544-2984

'_ On Mon, Apr 8, 2013 at 10:41 AM, Chris Isleib <Chris.Isleib@nara.gov> wrote:
Ijust tried calling -~ are you at your desk today?

>>> William Bosanko <william.besanko @nara.goy> 4/8/2013 10:38 AM >>>
Seems the link I sent can't get passed ouwr filters. Here is the straight text:

More than 1.7 million US diplomatic cables, written between 1973 and 1976, have been released as the
Public Library of US Diplomacy (PlusD) by Wikileaks. According to julian Assange -- who has reportedly
worked on from his refuge in the Ecuadgrian embassy -- it represents "the single most significant body of
geopolitical material ever published”.

It's deﬁhitely the largest Wikileaks release so far, with 380 gigabytes of raw data translating as more than
700 millions words. However, these are not "new" documents, leaked without the US government’s
knowledge - they come from the National Archives and Records Association (NARA), which is tasked with
routinely assessing and releasing government documents into the public domain 25 years after their first
appearance. The documents were left in NARA's Central Foreign Policy Files collection as raw unorganised
PDFs. Wikileaks made "a detailed analysis of individual fields" to "reverse-engineer” the PDFs and create
PlusD, a database of these documents that people can actually search through.

Many of the documents were written by or written to former US secretary of state Henry Kissinger -- so
much sc that Wikileaks has dubbed this release "the Kissinger Cables”. Topics of discussion include the 1973
Yom Kippur War, the rise of British politician Margaret Thatcher and American diplomatic relations with a
host of dictatorships around the world. Many of the regimes -- such as Franco's Spain, Pinochet's Chile and
junta-ruled Greece -- are known to have committed appalling crimes with the support of the American
government as part of the wider Cold War against the Soviet Union.

Indeed, this history (that is still within the living memory of many people today) is presumably the cause for
attempts by the CIA to reclassify many of the cables after their release. Wikileaks claims that the intelligence
ency had managed to redact 55,000 of the cables during the George W Bush administration. Thousands
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of the documents were originally labelled as either NODIS (meaning "no distribution”) or "Eyes Only", both
of which are below the most restrictive classifications.

In its press release for the project, Wikileaks states that its researchers "developed sophisticated technical
systems to deal with the complex and voluminous data and corrected a great many errors introduced by
NARA, the State Department or its diplomats, for example harmcnising the many different ways in which
departments, capitals and people’s names were spelt” The resultis a plain text search engine that should
prove a useful tool to historians.

Despite NARA's mandate to assess and declassify government documents after 25 years, 1976 is the latest
year available 1o the public, hence the time period in today's release, meaning that the body "is therafore
currently running 12 years late™. Julian Assange said: “The US administration cannot be trusted to maintain
the history of its interactions with the world." While currently only the 2010 Cablegate and Kissinger Cables
“are included in PlusD's search, the assumption is that further "leaks" (or declassifications) will be added to
the site to create a general-purpose repository of public domain information on the American government

Assange is still in the Fcuadorian embassy in London, unable to leave without being arrested. The
Ecuadorian government has granted Assange asylum, but the British government has said it will not allow
Assange safe passage out of the UK.

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@nara.gov> wrote:
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. {Since my remote access
doesn't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They also claim that the _
have made the files much more easily searchable.i _ FOIA (b} {5} I

FOTA {b) (5} I

FOIA(b) {5}

Attachments
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Re: Wikileaks Response - Describing the process -
Date : April 8, 2013, 2:09:49 pm EDT
Size : 23.6 KB
Folder : William BosankoArchive\[Gﬁxail]\A]l Mail
From : Micah Cheatham <micah cheatham@nara. gov>
To : William Bosanko <william.bosanko @nara.gov>
Cc : Riner, Carla <carla.rmer@nara.gov>
71.1d : AG13USEFSLUTFOIAOOLSXPNAILTVMKTNB
Type : O.therAr'chive IMAP Archive

File Plan : Temporary Records

FOTLA{D} {5)

On Mon, Apr 8, 2013 at 1:51 PM, William Bosanko <william.bosanko(@nara. gov> wrote:

o mam Forwarded message ----- -

From: Bill Mayer <Bill Mayer(@nara. gov>

Date: Mon, Apr 8, 2013 at 1:42 PM

Subject: Wikileaks Response - Describing the process -

To: Chris Isleib <Chris.Isletb{@nara. gov> _
Ce: wiliam bosanko(@ galias.nara. gov, Ann Cummings <Am.Cummings@nara.gov>, David Ferriero
<David Ferriero@nara.gov>, Debra Wall <Debra, Wall@nara.gov>, Donna Garland
<Donm.Garland@nara gov>>; GaryM Stern <GaryM. Stern{@nara.gov>, Harmah Bergman
<Harmnah. Bergnan(@nara.gov>, Jason Baron <Jason.Baron(@nara.gov>, Joln Fitzpatrick
<John, Fitzpatrick(@nara.gov>, John Hamilton <John, Hamilton@nara.gov>, Martha Murphy
<Martha Murphy(@nara.cov>, Michael Wash <Michael. Wash(@nara.gov>, Pamela Wright
<Pamela. Wright@nara.gov>, Paul Wester <Paul Wester@nara.goy>, Sheryl Shenberger
<Sheryl Shenberger{@nara. gov>

Chris -
we've pulled together a clear a description of the cables posting process as possible - 1t's a [ittle long, sorry,
but it does tell the picture. Please let me know if this helps you for for Response to Queries:

it - Sz Rsgartment Gables: brengred byd g Goodsell (RDER), Apri§, 2013

14
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Frequently asked questions about the State Department Cables are available via AAD at: hitpy/
aad.archives.gov/aad/content/aad_docsirg59 state dept faq.pdf

Dates

NARA made the 1973 — 1974 State Department electronic cables available to the public online
via the Access to Archival Databases (AAD) in March 2006. (See NARA’s press release March
15, 2006)

The 1975 State Department electronic cables were released via AAD n March 2007 and the
1976 State Department electronic cables were released via AAD m February 2010,

In September 2010, NARA released additional 1973-1975 cables as part of iplementing the
disposition schedule.

- Process
The Department of State is responsible for the 25-year systematic declassification review of
the electronic cables. Once this review is complete, State transfers to NARA the permanently
valuable electronic declassified/unclassified cables, classified cables, otherwise restricted cables,
and withdrawal cards representing the classified and otherwise restricted cables. Records
disposition schedule N1-059-07-003 defines what are the permanently valuable cables. The
records are transferred as monthly files in XML format. NARA preserves the files in the XML
format according to standard procedures.

NARA then begins the process of creating public use versions of the declassified/unclassified
cables in order to make them available online via AAD, This process includes reviewing the
declassified/unclassified cables for personally identifiable information or other information
exempt from disclosure under FOTA (b)(6). NARA withdraws those cables identified as exempt
from disclosure and creates withdrawal cards representing those cables. NARA further reviews
the withdrawal cards to redact specific words or phrases that are exempt from disclosure under
FOIA (b)6). This process can take many, many months.

The withdrawal cards created by NARA from this process clearly mdicated that NARA
withdrew the corresponding cable for privacy reasons and the date withdrawn. Where NARA
redacted specific words or phrases in the withdrawal cards, NARA replaces the redacted text
with something along the lines of “Sensitive Information Removed, NARA, [date].”

NARA loads the XML files info AAD, merging the monthly files into yearly files. The records
are stored n AAD as structured files in XML. AAD renders individual cables as PDFs “on the
fly” when a researcher clicks to view the full record. The PDF format allows NARA to display
the declassified/released marking i the header and footer.

Contnung Work
NARA is working to creating the public use versions of the 1977 electronic cables and hopes to
make them available onlne soon. '

NW#: 12756 DocId: 59169022 o
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In December 2012, NARA received the 1977 clectronic P-Reel Index, 1978 electronic cables and
P-Reel Index, and the 1979 electronic cables and P-Reel Index. NARA s still accessmmng these
transfers, and they are not ready for public access yet.

OnMon, Apr 8, 2013 at 12:58 PM, Chris Isleib <Chris Isleb@nara.gov> wrote:
Thank you for your help!

>>> Bili Mayer <billmayer@nara.gov> 4/8/2013 12:57 PM >>>

Great to see these links, thanks jay - Electronic Recards group is working on a coherent, concise description
of the process.

As of today, 1977 is very near. completion, and we just received 1978 and 1979 from Dept of State in late dec.

I've talked with Mike Wash - we're looking to see what timeline is possible for mounting more records whan
they are ready. It is unfartunately more complicated than flipping a switch. More soon.

Bill

On Mon, Apr 8, 2013 at 12:46 PM, William Bosanko <william.bosanko@nara.gov> wrote:
National Security Archive weighs in:

https://twitter.com/NSArchive/status/321298347371663361

https://twitter.com/NSArchive/status/321298819994238976

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@nara.gov> wrote:
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remate access
doesn't work right now, I can't supply the links.). They make clear that
these recards have not been leaked, but say that they are protecting

against the recla55|f|cat10n of the records They alsg ciaim that they
FOTA (k) (5) |

. _EOI’A(b) {5}

FOIR (bj (5]

Witliam A Mayer
Executive, Research Services {R)
National Archives _
and Records Administration
8601 Adelphi Rd. rm 3400
NWH: 12756 DocId: 59163022
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College Park, MD 20740-6002
bill.mayer@nara.gov
office 301.837.3110
direct: 301.837.1893
cell} roIa(b) (8)
fax: 301.837.3633

Willam A. Mayer

Executive, Research Services (R)
National Archives '
and Records Administration
8601 Adelpli Rd. rm 3400
College Park. MD 20740-6002
bill mayer(@nara.gov

office 301.837.3110

direct: 301.837,1893

cell.] Forn(v (4)

tax; 301.837.3633

Altachments

HW#:12756 DocId: 59168022

Al



1202113
Re: Wikileaks Response --Descrfoing the process -
Date : April 8, 2013, 2:12221 pm EDT
Size : 22.1 KB
Folder : Willam Bosarko:Archive\[Gmail\AT Mail
From : Wilkam(Jay) Bosa;nko <wilham bosanko@nara.gov>
To : Micah Cheatham <micah.cheathan¥@nara.gov>
Cc : Carla Riner <car]a-riner@nara.go§>
E Id : JSEOTASBZN2TH3NBNZS3VZAAPTBHL2ZOB
Type : OtherArchive IMAP Archive

File Plan : Temporary Records

FOIA(D) (5)

Fronx Micah Cheatham {mailto:micah.cheatham@nara.gov]
Sent: Monday, Aprit 08, 2013 11:09 AM '
To: William Bosanko <william.bosanko@nara.qgov>

Cc: Riner, Carla <carla.riner@nara.gov>

Subject: Re: Wikileaks Response - Describing the process -

FOIA{L) {5)

On Mon, Apr 8, 2013 at 151 PM, Willlam Bosanko <william bosanko(@nara.gov> wrote:

---------- Forwarded message «~-~~~----

From: Bill Mayer <Bill. Mayer({@nara. gov>

Date: Mon, Apr 8, 2013 at 1:42 PM

Subject: Wikileaks Response - Describing the process -

To: Chris Isleb <Chris. [sletb(@nara. gov>

Ce: william. bosanko(@ galias.nara.gov, Amm Curnmings <Ann.Cummings(@nara, gov>, David Ferriero

<David.Ferricro(@nara.gov>, Debra Wall <Debra. Wall@nara. gov>, Donna Garland

<Dorma.Garland{@nara. gov>, GaryM Stern <GaryM. Stern(@nara.gov>, Hannah Bergman

<Hannah.Bergman(@nara.pov:>, Jason Baron <Jason Baron(@nara.gov>>, John Fitzpatrick

<John Fitzpatrick@nara.gov>>, John Hamilton <John. Hamilton@nara.gov>, Martha Murphy

<Martha Murphy@nara.gov>, Michael Wash <Michael Wash@nara.gov>>, Pamela Wright

<Pamela. Wright(@nara. gov>, Paul Wester <Paul Wester@nara. gov>, Sheryl Shenberger
NWH#:12756 DoclId: 59169023
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<Sheryl. Shenberger(@nara. gov>

Chris -
‘we've pulled together a clear a description of the cables posting process as possible - it's a liftle long, sorry,
but it does tell the picture. Please let me know if this helps you for for Response to Queries:

State Department Cables, prepared by Lynn Goodsell (RDER), April 8, 2013

Frequently asked questions about the State Department Cables are available via AAD at: http//
aad.archives. gov/aad/content/aad_docs/rg59 state dept faq.pdf

Dates

NARA made the 1973 — 1974 State Department electronic cables available to the public online
via the Access to Archival Databases (AAD) in March 2006. (See NARA’s press release March
15, 2006) '

The 1975 State Department electronic cables were released via AAD in March 2007 and the
1976 State Department electronic cables were released via AAD m February 2010,

In September 2010, NARA released additional 1973-1975 cables as part of implementing the
disposition schedule.

Process

The Departrment of State is responsible for the 25-year systematic declassification review of
the electronic cables. Once this review is complete, State transfers to NARA the permanently
vahmble electronic declassified/unclassified cables, classified cables, otherwise restricted cables,
and withdrawal cards representing the classified and otherwise restricted cables. Records
disposition schedule N 1-059-07-003 defines what are the permanently valuable cables. The
records are transferred as monthly files m XML format. NARA preserves the files in the XML
format according to standard procedures.

NARA then begins the process of creating public use versions of the declassified/unclassified
cables in order to make them available online via AAD. This process includes reviewng the
declassified/unclassified cables for personally identifiable information or other mformation
exempt from disclosure under FOIA (b)(6). NARA withdraws those cables identified as exempt
from disclosure and creates withdrawal cards representing those cables. NARA further reviews
the withdrawal cards to redact specific words or phrases that are exempt from disclosure under
FOIA (b)(6). This process can take many, many months.

The withdrawal cards created by NARA from this process clearly mdicated that NARA
withdrew the corresponding cable for privacy reasons and the date withdrawn. Where NARA
redacted specific words or phrases in the withdrawal cards, NARA replaces the redacted text
with something along the lines of “Sensitive Information Removed, NARA, [date].”

NWH:12756 DocId: 59169023
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NARA loads the XML files mto AAD, merging the monthly files into yearly files. The records
are stored m AAD as structured files in XML. AAD renders mdividual cables as PDFs “on the
fly” when a researcher clicks to view the fill record. The PDF format allows NARA to disply
the declassified/released marking in the header and footer.

Contmung Work
NARA 15 working to creating the public use versions ofthe 1977 electronic cables and hopes to
make them available onlne soon.

In Decernber 2012, NARA received the 1977 electronic P-Reel Index, 1978 electronic cables and
P-Reel Index, and the 1979 electronic cables and P-Reel Index. NARA is still accessioning these
transfers, and they are not ready for public access yet.

On Mon, Apr 8, 2013 at 12:58 PM, Chris Isleib <Chris. Isleb{@nara gov> wrote:
Thank you for your help!

>>> Bill Mayer <bill.mayer@nara.goyv> 4/8/2013 12:57 PM >>>

Great to see these links, thanks jay - Electronic Records group is working on a coherent, concise description
of the process. '

As of today, 1977 is very near completicn, and we just received 1978 and 1979 from Dept of State in late dec.
I've talked with Mike Wash --we're locking to see what timeline is possible for mounting more records when

they are ready. It is unfortunately more complicated than flipping a switch. More soon.

Bill

On Mon, Apr 8, 2013 at 12:46 PM, William Bosanko <william.bosanko@nara.ggv> wrote:
National Security Archive weighs in;

hitps://twitter.com/NSArchive/status/321298347371663361

https://twitter. com/NSArchive/status/321298819994238976

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@nara.gov> wrote;
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, I can't supply the links.). They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They also claim that they

have made the files much more easily searchable FOIA (Db} (5} |
I FOIA{R) {5}

FOIA (D) {5)

NWH:12756 Docld: 59169023
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Pixccutivc, Research Services (R)
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Wik Leaks responée statement
Date : April 8, 2013, 22131 pmEDT
Size : 6.1 KB
Folder : Willarm Bosanko:Archive\| GmailNAIl Mait
From : Chris Isleib <Chris.Isleib@nara.gov>
To : David Ferriero <David.Ferriero@nara.gov>,Debra Wall <Debra. Wall@nara.gov>

Ce : william bosanko(@ galias.nara. gov,Domma Garland <Donna.Garland@nara.gov>,
GaryM Stern <GaryM. Stern@nara.gov>,Laura Diachenko <Laura Diachenko@nara.gov>,
Mary Ryan <Mary.Ryan@nara.gov>Miriam Kleiman <Miriam Kleman(@nara. gov>,
Victoria Blue <Victona. Blue(@nara. gov>

7L 1d : P3QEUOOGNOEMWS3WOFG4RZKFH413T15VB
Type : OtherArchive IMAP Archive
File Plan : Temporary Records

Hope all s well!

Regarding Wiki-Leaks repackaging of 1974-1976 State Department cables -- we have gotten one media query
so far, from Agence France-Presse, lookmng for our response.

1 held discussions with Jay Bosanko, Gary Stern, Bill Mayer, and Donna Garland on the overall way
forward. Based on their input, my team is putting together an n-depth set of responses-to-query for longer term,
. ifneeded.

For the immediate media query today, we propose the following response statement, which has been vetted by
Jay, Donna and Gary:

"The mission of the National Archives is to collect, preserve, and to make available, records of our Federal
government. The records that Wikileaks published have been in the public domain, and available to researchers
since 2006."

With your permission, I would fike to send this statement out.

All thoughts are welcome, and [ am available to discuss.

CHRIS ISLEIB -
Director of Communications

- U.S. National Archives

700 Pennsylvamia Avenue
Washington, DC 20408
chris. iskeib(@ nara.gov

NWi: 12756 DocId: 53169024
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Re: Wikileaks Response - Describing the process -
Date : April 8, 2013, 2:34:50 pm EDT
Size : 24.1 KB
Folder : William Bosanko:Archive] Gmail\All Mail
From : Michael Wash <Michacl Wash@nara.gov>
To : Bill Mayer <Bill Mayer@nara.gov>,Chris Iskeib <Chris.Isleib{@nara.gov>

Ce : william bosanko(@ galias.nara.gov,Ann Cummings <Ann. Cummmngs{@nara. gov>>,
David Ferriero <David. Ferriero@nara.gov>,Debra Wall <Debra, Wall@nara.gov>,

~ Donna Garland <Donna.Garland@nara.gov>,GaryM Stern <GaryM. Stern@nara. gov=>,
Harmah Bergman <Hannah. Bergman@nara. gov>,Jason Baron <Jason.Baron{@nara.gov>,
John Fitzpatrick <John.Fitzpatrick@nara.gov>.. ¥

4. 1d : BOTHOCYIJO2HETSZMZVGCO2BPOZI XQOQTA
Type : OtherArchive IMAP Archive |
File Plan : Temporary Records
Some additioﬁal info on AAD...

This system was refreshed and moved to ABLin ERA's data center in the past year. It is now completely under
NARA Ops control. Some issues are being worked to add new records. Initial attempts to use the SOPs
provided by the contractor didn't work properly. Our engineering team has a good understanding of the
design and is developing a plan to resolve the issue.

From: Bili Mayer [mailto: bill. mayer@nara.gov]

Sent: Monday, April 08, 2013 10:42 AM

To: Chris kleib <Chris.Isleib@nara.gov>

Cc: William Bosanko <J)ay.Bosanko@nara.gov>; Ann Cummings <Ann.Cummings@nara.gov>; David Ferriero
<David.Ferriero@nara.gov>; Debra Wall <Debra.Wall@nara.gov>; Donna Garland <Donna.Garland@nara.gov>;
GaryM Stern <GaryM.Stern@nara.gov>; Hannah Bergman <Hannah.Bergman@nara.gov>; Jason Baron
<Jason.Barcn@nara.qov>: John Fitzpatrick <John. Fitzpatrick@nara,aov:>; John Hamilton <John.Hamilton@nara.gov>;
Martha Murphy <Martha.Murphy@nara.gov:>-; Michael Wash <Michael. Wash@nara.gov>; Pamela Wright
<Pamela.Wright@nara.gov>; Paul Wester <Paul.Wester@nara.gov>; Sheryl Shenberger
<Sheryl.Shenberger@nara.gov>

Subject: Wikileaks Response - Describing the process -

Chis -
we've pulled together a clear a description of the cables posting process as possble - it's a little long, sorry, but it
does tell the picture. Please let me know if this helps you for for Response to Queries:

NWH:12756 DoclId: 59169025
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State Department Cables, prepared by Lynn Goodsell (RDER), April 8, 2013

Frequently asked questions about the State Departrent Cables are available via AAD at; http.//
aad.archives.gov/aad/content/aad _docs/rg59_state dept faq.pdf

Dates

NARA made the 1973 — 1974 State Department electronic cables available to the public online
via the Access to Archival Databases (AAD) in March 2006. (See NARA’s press release March
15, 2006)

The 1975 State Departirent electronic cables were released via AAD n March 2007 and the
1976 State Department electronic cables were released via AAD in February 2010,

In September 2010, NARA released additional 1973-1975 cables as part of implermenting the
disposition schedule.

Process

The Department of State is responsible for the 25-year systematic declassification review of
the electronic cables. Once this review is complete, State transfers to NARA the permanently
valuable electronic declassified/unclassified cables, classified cables, otherwise restricted cables,
and withdrawal cards representing the classified and otherwise restricted cables. Records
disposition schedule N1-059-07-003 defines what are the permanently valuable cables. The
records are transferred as monthly files m XML format. NARA preserves the files n the XML
format according to standard procedures. '

NARA then begns the process of creating public use versions of the declassified/unclassified
cables n order to make them available online via AAD. This process includes reviewing the
declassified/unclassified cables for personally identifiable mformation or other information
exempt from disclosure under FOIA (b)(6). NARA withdraws those cables identified as exempt
from disclosure and creates withdrawal cards representing those cables, NARA further reviews
the withdrawal cards to redact specific words or phrases that are exempt from disclosure under
FOIA (b)(6). This process can take many, many months.

The withdrawal cards created by NARA from this process clearly mdicated that NARA
withdrew the corresponding cabke for privacy reasons and the date withdrawn. Where NARA
redacted specific words or phrases in the withdrawal cards, NARA replaces the redacted text
with something along the Incs of “Sensitive Information Removed, NARA, {date].”

NARA loads the XML files into AAD, merging the monthly files into yearly files. The records
are stored n AAD as structured files in XML. AAD renders individual cables as PDFs “on the
fly” when a researcher clicks to view the full record. The PDF format allows NARA to display
the declassified/released marking in the header and footer.

Contmuing Work
NARA is working to creating the public use versions ofthe 1977 ¢lectromic cables and hopes to

NW§:12756 DoclId: 5916%025
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make them available online soon.

In December 2012, NARA received the 1977 electronic P-Reel Index, 1978 electronic cables and
P-Reel Index, and the 1979 electronic cables and P-Reel Index. NARA is still accessioning these
transfers, and they are not ready for public access yet.

On Mon, Apr 8, 2013 at 12:58 PM, Chris Isleib <Chris.Iskeib@nara.gov> wrote:
Thank you for your help!

>>> Bill Mayer <billmayer@nara.gov> 4/8/2013 12:57 PM >>>

Great to see these links, thanks jay - Electronic Records group is working on a coherent, concise description of
the process.

As of today,- 1977 is very near completion, and we just received 1978 and 1979 from Dept of State in late dec.
I've talked with Mike Wash - we're looking to see what timeline is possible for mounting more records when
they are ready. It is unfortunately more complicated than flipping a switch. More soon.

Bil

On Mon, Apr 8, 2013 at 12:46 PM, William Bosanko <william.bosanko®nara,gov> wrote:
National Security Archive weighs in:

https://twitter. com/NSArchive/status/321298347371663361

https://twitter.cam/NSArchive/status /321298819994 238376

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <garym.stern@®nara.gov> wrate:
In case you haven't yet seen it, Wikileaks released a press release today
announcing that it has reformatted and posted the State Dept cables from
AAD. The Guardian has picked up the story. (Since my remote access
doesn't work right now, [ can't supply the links.}. They make clear that
these records have not been leaked, but say that they are protecting
against the reclassification of the records. They also claim that they

i FOIA (b {5) |

FOIA (b} (5)

FOIA(b) (5)
William A. Mayer
Executive, Research Services (R)
National Archives

HWH:12756 Docld: 53163025
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Re: Wiki-Leaks response statement
Date : April 8, 2013, 2:34:52 pm EDT
Size : 10.8 KB
Fﬁlder : William Bosanko:Archive\{ Gmail Al Mail
From : David Ferriero <David.Ferricro@nara.gov>

To : david.ferriero@galias.nara.gov,Chris Isleib <Chris.Iskeib@nara.gov>,
Debra Wall <Debra. Wall@nara.gov>

Cc : wiliam bosanko@galias.nara.gov,Donna Garland <Donna.Garland@nara.gov>,
GaryM Stem <GaryM. Stem(@nara.gov>>,Laura Diachenko <Laura. Diachenko@nara.gov>,
Mary Ryan <Mary.Ryan@nara.gov>,Miriam K leiman <Mriam Kleiman@nara.gov>,
Victoria Blue <Victoria. Blue@nara. gov>

7L 1d : M3PIGXGVSUH34CEMYCIWDCZQTLSZQES0A
Type : OtherArchive IMAP Archive

File Plan : Temporary Records

Looks good. Thanks,

David

From: Chris Isleib [mailto: Chris.Isleib@nara.gov]

Sent: Monday, April 08, 2013 11:21 AM

To: david.ferriero@galias.nara.qgov <david.ferriero@galias.nara.gov>; Debra Wall <Debra.Wall@nara.gov>

Cc: Donna Garland <Denna,Garland@nara.gov>; GaryM Stern <GaryM.Stern@nara.gov>; William Bosanko
<Jay.Bosankg@nara.gov>; laura Diachenko <Laura Diachenko@nara.gov>; Mary Ryan <Mary. Ryan@nara gov>;
Miriam Kleiman <Miriam. Kleiman@nara gov>; Victoria Blue <Victoria Blue@nara.gov>

Suhbject: Wiki-leaks response statement

Hope all is well!

Regarding Wiki-Leaks repackaging of 1974-1976 State Department cables -- we have gotten one media query
so far, from Agence France-Presse, looking for our response.

1 held discussions with Jay Bosanko, Gary Stern, Bill Mayer, and Donna Garland on the overall way
forward. Based on their input, my team is putting together an m-depth set of responses-to-query for longer term,
it needed.

For the immediate media query today, we propose the following response statement, which has been vetted by
Jay, Donna and Gary:

"The mission of the National Archives is to collect, preserve, and to make available, records of our Federal
government. The records that Wikileaks published have been m the public domain, and available to researchers

NW#:12756 DocId: 59169026 "
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smce 2006."

With your pernussion, I would ke to send this statement out,

All thoughts are welcome, and I am available to discuss.

CHRIS ISLEIB

Director of Commumications
U.S. National Archives

700 Pennsylvania Avenue
Washmgton, DC 20408
chris. isleib@nara.gov
202-357-5300
Attachments

NW#:12756  DocId: 59169026
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T2
Wikileaks presser on Youtube
Date : April 8, 2013, 2:45:55 pm EDT
Size : 4.6 KB
Folder ; Williarn Bosanko:Archive\[Gmail\All Mail
From : Bill Mayer <bill mayer(@nara.gov>

To : William Bosanko <william.bosanko@nara.gov>,GaryM Stem <garym.stern{@nara.gov=>,
Chris Isleib <chris.iskeib@nara.gov>

7L 1d : DIBM4RUOYLGAZKICKOUY5B5SHCPB2015A
Type : OtherArchive IMAP Archive

File Plan : Temporary Records

FOIR(b) (6)

" hitpJ/www youtube.comwatch?v—Hu2 8 8eEyZU

William A. Mayer

Executive, Research Services (R}
National Archives

and Records Administration
8601 Adelphi Rd. rm 3400
College Park, MD 20740-6002
bill maver{@nara.gov

office 3G1.837.3110

direct: 301.837.1893

cell:l FOIA (B} [6) I

fax: 301.837.3633

Attachments

NW#:12756 DocId: 59169027
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Full Wikileaks Event
Date : April 8, 2013, 2:5738 pm EDT
Size l: 967 bytes
Folder : William Bosanko:Archive\| Gmail NAIL Mail
From : William Bosanko <william bosanko(@nara.gov>
To : Ferriero, David <david.ferriero@nara.gov>,Wall, Debra <debra. wall@nara.gov>
71 1d : 120UY5STCPKFIDRIMK OGFAOTCUMCAOGCRB
Type : OtherArchive IMAP Archive

File Plan : Temporary Records

http //www.voutube.com/watch?v=Hu2 8z8e EvZJ

Attachments

NWH#:12756 DocId: 591639028
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Re: Wikileaks presser on Youtube
Date : Aprit &, 2013, 3:0122 pm EDT
Size : 2.6 KB
Folder : William BésankoArchive\[Gmaﬂ]\A!l Mail
From : Chris .lslexb <Chris.Isleib@nara. gov>

To : willam bosanko(@ galias nara.gov,Bill Mayer <Bill Mayer@nara.gov>,
GaryM Stern <GaryM.Stern@nara.gov>

Ce : Dorna Garland <Domnna. Garland@nara.govz>, Laura Diachenko <Laura. Diachenko@nara.gov>,
Mary Ryan <Mary.Ryan@nara.gov>Miriam K leiman <Miriam Kleiman@nara,gov>

71.1d : LOJL2ARIS24RRP5SXGQFZEN3AE1 ZOUDCIB
Type : OtherArchive IMAP Archive

File Plan : Temporary Records

Bill - If you can jot down some quick bullet pomts FOTA (b} (5) 1 will ensure they get
into media products, ' '

From: Bill Mayer <billmayer@nara.gov>

To: Isleb, Chris <Chris.Isleib@nara.gov>

To: Bosanko, William <William. Bosanko@nara.gov>
To: Stern, GaryM <GaryM.Stem{@nara. gov>

Sent: 4/8/2013 2:49:55 PM
Subject: Wikileaks presser on Youtube

I FOTA(D) (6) I

http ;/;’www.youtube.conﬂwétch?V:HuZ 8z8eEyZU

Willlam A. Mayer

Executive, Research Services (R}
National Archives

and Records Admmistration
8601 Adelphi Rd. rm 3400
College Park, MD 2074{-6002

_ bill.mayer(@nara.gov
NWH#:12 DocId: 59169029
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office 301.837.3110
direct: 301.837.1893
Ce]i:l FOTA (b {5) I
fax: 301.837.3633

Attachments

NW§:12756

DocId: 59163029
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12T
Wikileaks
Date : Apnl 8, 2013, 30450 pm EDT
Size : 2 KB
Folder : William Bosanko:Archive\{ Gmail\ATl Mail
From : William Bosanko <william bosanko(@nara.gov>
To: grafek-jnp@state.g()v
7L Id : GEWBXX2RDDYRKNOOANIPU3BRZKPUM4RI1B
Type : OtherArchive IMAPArciﬁve
File Plan : Tenmporary Records

| Peggy,

I just wanted to be certain that you and your team were fully aware of the WikiLeaks "release” today and the
focus on State Departient materials previously declassified, released, and available at NARA.

For background:

http//www, wired.co.uk/news/archive/2013-04/8 kissinger- cables- wikileaks-plusd

- Jay
Attachments

NWH:12756 Docld: 59165030
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Wikileaks
Date : April 9, 2013, 11.08:57 amEDT
Size : 803 bytes
Folder : Willam Bosanko:Archive\[ Grail A Mail
From: Wﬂliaﬁl(Jay) Bosanko <william bosanko(@nara.gov>

To : Michael Wash <Michael Wash@nara.gov>,Chris Isleib <chris.isleib@nara.gov>,
Donna Garland <donna. garland@nara.gov>,Pamela Wright <pamela. wright@nara.gov>,
Bill Mayer <bill mayer@mnara.gov>,GaryM Stern <garym.stem@nara.gov>

ZL 1d : FGMEMVWNPS4QFE3FXW5ANM3UIFXGX5RAA
Type : OtherArchive IMAPArchive

File Plan : Permanent Records

FOIA (k) (5)

Attachments

NWwH#:12756 DocId: 591658031
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', Re: WikiLeaks
Date : April 9, 2013, 11:13:57 am EDT
Size : 3.2 KB
Folder : Wilkam Bosanko ArchWe\[Gmﬂ]M Mait
From : Chris Isleib <Chris.Isleib@nara. gov>
To : william.bosanko(@gakias. nara.gov
Z1.1d : E1ZVVLRYG2YLET0200210ILGCISMSKN2 A
Type : OtherArchive IMAP Archive

Fite Plan : Permanert Records

FOIA (L) (5)

As FYT -- we are getting no media calls stil

>>> "Willian Jav) Bosanko" <william bosanko(@nara.gov> 4/9/2013 1108 AM >>>

FOIA(R) (5)

“ Attachments

NWH#:12756 DocId: 551693032
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Re: WikiLeaks
Date : April9, 2013, 11:1450 amEDT
Size : 3.3 KB
Fdlder : William Bosanko:Archive\[Grmail\AR Mail
From : Wﬂjiam(.lay) Bosanko <william. bosanko@nara.gov>
To : Chris Iskeib <chris.sleib@nara.gov>,william bosanko(@galias.nara.gov
7L 1d : FTD3EEIHQFMGV(BCIZNOJV3ZMIEAOVA3B
Type : OtherArchive IMAP Archive

File Plan : Permanent Records

FOTA (b} {5)

Can you all check and let me know what sort of play this story is getting?

From: Chris Isleib [mailto:Chris.Isteib@nara.gov]

Sent: Tuesday, April 09, 2013 08:13 AM

To: william.bosanko@galias.nara.gov <william.bosanko@galias.nara.gav>
Subject: Re: WikiLeaks

FOIA (L) (%)

As FYT -- we are getting no media calls still.

>>> "William(Jay) Bosanko" <william bosanko(@nara. gov> 4/9/2013 11:08 AM >>>

FOIA(b) {5)

HWH:12756 DocId:52165033
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Re: Wikileaks
Date : April 9, 2013, 11:19:58 am EDT
Size : 5.5 KB
Folder : Wiliam Bosanko:Archive\] Gmail\All Mail
From : Chris Isleib <Chris.Isletb(@nara.gov>
To : wil]jambésanko@galias.nara.gov,Wﬂliam Bosanko <Jay.Bosanko@nara.gov>>
7L 1d : KEO2SGY2YOBLRT2GWHHPMU14TVIM20HVB
Type : OtherArchive IMAPArchive
File Plan : Permanent Records

I will phone soonest after [ get off current conf call

There have been a dozen national-level stories, but all smallnon-nflammatory, and some even making fim of
WikiLeaks (Vanity Farr, of all people). No bounce stories, no media query to our desk smce AFP yesterday
morning. '

>>> "Willian(Jav) Bosanko" <william bosanko@nara.gov> 4/9/2013 11:14 AM >>>

FOTA (b} {5)

Can you all check and let me know what sort of play this story is getting?

From: Chris Isleib [mailto: Chris.Isleib@nara.gov]

Sent: Tuesday, April 09, 2013 08:13 AM

To: william.bosanko@galias.nara.qov <william.bosanko@agalias.nara.gov>
Subject: Re: WikiLeaks

FOIA (k) {5)

As FYT -~ we are getting no media calls still

>>> "William(Jay) Bosanko" <willian.bosanko(@nara.gov> 4/9/2013 1108 AM >>>

ECIA(b) (5]}

142
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FOIA (D) (5]
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s
FYIre Press Contacts
Date : April 9, 2013, 1122837 am EDT
Size : 869 bytes
Folder : William Bosanko:Archive\[Gmail)All Mail

From : Willam(Jay) Bosanko <william.bosanko(@nara.gov>

FOIR (k) (5)

Jay

Attachments

NW§:12756 DocId: 59169035
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FW: Press Guidance
Date : April 9, 2013, 12:02:36 pm EDT
Size : 182 KB
Folder : William Bosanko:Archive\[Gmail\Al Mail
From : Grafeld, Margaret P. <GrafeldMP@state.gov>
To : William(Jay) Bosanko <willam bosanko@nara.gov>

Cc : Walter, Sheryl L <WalterSL@state.gov>,Fischer, Wiliam P <FischerWP@state.gov>,
Thian, Tasha M <ThianTM2@state.gov>

71 Id : INJUIXHXCYDS2UIKEWRMZK SOHDSQKSQZB
Type : OtherArchive IMAPArchive
File Plan : Pérmanent Records

Jay,

FOIA (b} {5)

Just FY I in our very cursory research of the AAD site, we found that the listing of
Cenftral Foreign Policy Files for 7/1/1973-12/31/1976, Record Group 59, has
approximately 1.7M records (roughly the same as WikiLeaks purported to have posted),
but not oll are cables.

Best,

Peggy

Margaret P. Grafeld
Deprity Assistant Secretary

Global Information Services

NWH#:12756 DocId: 592163036
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A/GIS, State Annex 2
202-261-8300 (phone)
202-663-2228 (fax)

Grafeld M Plasiate.gov

FOTA(b) (5}

NW#: 12756

DocId: 59169036
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FOIA(Db) (5)

This email is UNCLASSIFIED.

Attachments

NW§:12756 Docld: 59169036
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WikiLeaks
Date : April 9, 2013, 2:4541 pm EDT
Size : 1.8 KB |
Folder : Willam Bosanko :Archive\[Grmail\AT Mail
From : William(Jay) Bosanko <Wﬂﬁambosanko@nara. gov>

To : Chrs Isleib <chris. sleib@nara.gov>,Donna Garland <donna.garland@nara.gov>,
GaryM Stern <garym.stern@nara.gov>>,Debra Wall <debra.wall@nara. gov>

ZL Id : CMUM3UJQM3ZHRCSOSWQTPIETQTU4P2GNB
Type : OtherArchive IMAPArchive
File Plan : Permanent Records

Here is what State might be using (if asked):

Consistent with prevailing Executive orders governing
classification and declassification of permanent records, the State -
Department has an ongoing program for the declassification review
(including coordmnation with other agencies) and transfer to the National
Archives and Records Administration (NARA) of permanent records when they
are roughly 25 years old.

: There is an accessioning process for agency records n wheh
NARA assumes legal custody and control of transferred records.

We can neither confirm nor deny whether the documents recently
posted on the Wikileaks site are authentic, declassified State Department
records. ' :

We can confirm that State Department electronic records are

- posted by NARA on therr Access to Archival Databases (AAD) and are
available to the public on therr site at hitp+/aad.archives.gov/aad/.

Further information about these databases is available on the
NARA site; questions regarding NARA procedures, access, and public
databases should be referred to the National Archives

Attachments

NWH:12756 DocId: 59163037
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Re: Wikileaks
Date : April 9, 2013, 2:4724 pm EDT
Size : 5.2 KB
Folder : William Bosanko:Archive\[Gmai\AIl Mail
From : Chris Isleib <Chris.Isleib{@nara.gov>

To : william bosanko(@ gabias.nara.gov,Debra Wall <Debra. Wall@nara.gov>,
Domna Garland <Donna.Garland@nara. gov>,GaryM Stem <GaryM. Stern@nara. gov>

ZL Id : DE3ATXCTPTNXIGOAYTFDSQUKF2M4FYCDA
- Type : OtherArchive IMAP Archive

File Plan : Permanent Records

Huge help -- thank you for sharing these!

>>> "Wiliam{Jay) Bosanko" <william.bosanko@nara.gov> 4/9/2013 2:45 PM >>>
Here is what State might be using (if asked):

Consistent with prevailing Fxecutive orders governing
chssification and declassification of permanent records, the State
Department has an ongoing program for the declassification review
(including coordination with other agencies) and transfer to the National
Archives and Records Admnistration (NARA} of permanent records when they
are roughly 25 years old.

There is an accessionmg process for agency records m which
NARA assumes legal custody and control of transferred records.

We can neither confirm nor deny whether the documents recently
posted on the WikiLeaks site are authentic, dechssified State Department
records.

We can confirm that State Department electronic records are
posted by NARA on therr Access to Archival Databases (AAD) and are
available to the public on their site at http//aad.archives.gov/aad/.

Further mformation about these databases is available on the
NARA site; questions regarding NARA procedures, access, and public
databases should be referred to the National Archives
Attachments

NWH#:12756 DocId: 59169038
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Re: WikiLeaks
Date : April 9, 2013, 2:49:10 pm EDT
Size : 5.3 KB
Folder : Wil]iém Bosanko:Archive\[Gmail NMATL Mail
From : William{Jay) Bosanko <william.bosanko{@nara. gov>
To : Chris Isleib <chris.isleib@nara.gov>
71 1d : FNEXRSB1FAW3DGSQANDIDZHSMK VUWNHBB
Type : OtherArchive IMAPArchive
Fiie Plan : Permanent Records

Please email me your contact info so | can pass to State,

From: Chris Isleib [mailto: Chris.Isleib@nara,gov]
Sent: Tuesday, April 09, 2013 11:47 AM
To: william bosanko@galias.nara.gov <william.bosanko@galias.nara.gov>; Debra Wall <Debra.Wall@nara.gov>;

Donna Garland <Donna.Garland@nara.gov>; GaryM Stern <GaryM.Stern@nara.gov>
Subject: Re: WikiLeaks

Huge help -- thank you for sharing these!

>>> "William{Jay) Bosanko" <william. bosanko@nara.gov> 4/9/2013 2:45 PM >>>
Here is what State nmght be using (if asked):

Consistent with prevailing Executive orders governmg
classification and declassification of permanent records, the State
Departroent has an ongoing program for the declassification review
(including coordination with other agencies) and transfer to the National

~ Archives and Records Administration (NARA) of permanent records when they
are roughly 25 years old.
: There is an accessioning process for agency records in which
NARA assumes legal custody and control of transferred records.

We can neither confirm nor deny whether the documents recently
posted on the WikiLeaks site are authentic, declassified State Department
records.

‘We can. confirm that State Department electronic records are
posted by NARA on their Access to Archival Databases (AAD) and are
available to the public on their site at hitpv/aad.archives.gov/aad/.

- Further mformation about these databases is available on the
NARA site; questions regarding NARA procedures, access, and public

HW#:I.E?SE DQGId5915903§ 12
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databases should be referred to the National Archives
Attachments
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Re: WikiLeaks
Date : Apnl 9, 2013, 2:5030 pm EDT
Size : 7.3 KB
Folder : Willam Bosanko:Archive\[Gmail\All Mail
From : Chris Isleib <Chris.Isleib@nara.gov>
To : wﬂﬁﬁnbosanko@gal;hs.nara.gov
ZL 1d : COVGS2XIMQQM4SEUL3ZEM4DTMI3LI3XHSA
Type : OtherArchive IMAPArchive

File Plan : Permanent Records

CHRIS ISLEIB

Director of Communications

U.S. National Archives

700 Pennsylvania Avenue

Washington, DC 20408

chris. isleb(@nara. gov.

202-357-5300

>>> "Wiliam(Jay) Bosanko" <william bosanko@nara. gov> 4/9/2013 2:49 PM >>>
Please email me your contact info so | can pass to State.

From: Chris Isleib [mailto:Chris.Isleib@nara.qov]

Sent: Tuesday, April 09, 2013 11:47 AM

To: william.bosanko@galias.nara.qov <william.bosanko@galias.nara.gov>; Debra Wall <Debra.Wall@nara.gov>;
Donna Garland <Donha,Garland@nara.gov>; GaryM Stern <GaryM.Stern@nara.qov>

Subject: Re: Wikileaks

Huge help -- thank you for sharing these!

>>> "Willam(Jay) Bosanko" <william.bosanko@nara.gov> 4/9/2013 2:45 PM >>>
Here is what State might be using (if asked):

Consistent with prevailing Executive orders governing
classification and declassification of permanent records, the State
Department has an ongoing program for the declassification review
(inchuding coordination with other agencies) and transfer to the National

NWH: 12756 - DocId: 59169040
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Archives and Records Admmstration (NARA) of permanent records when they
are roughly 25 years old.

There is an accessioning process for agency records in which
NARA assumes legal custody and control of fransferred records.

- We can neither confirm nor deny whether the documents recently
posted on the WikiLeaks site are authentic, declassified State Department
records. ‘

We can confirm that State Department electronic records are
posted by NARA on their Access to Archival Databases (AAD) and are
available to the public on their site at httpJ//aad.archives.gov/aad/,

Further information about these databases is available on the
NARA site; questions regardng NARA procedures, access, and public
databases should be referred to the National Archives
Attachments
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Fw: Staff Wikileaks
Date : June 13, 2013, 9:12:04 am EDT
Size : 6.8 KB
Folder : William Bosanko:Archive\{Gmail\Al Mail
From : GaryM Stern <garym sterik@nara.gov>
To : William Eosanko <william.bosanko@nara.gov->
ZL Id : HVDLAMSGLPZSESUISIIRXFRFPTAEOOWIB
Type : OtherArchive IMAP Archive
File Plan : Pemmnent Records

Fyi

From: Kevin McCoy [mailte: kevin.mccoy@nara.qov]
Sent: Thursday, June 13, 2013 06:05 AM

To: Charles Piercy <charles.piercy@nara.gov>; GaryM Stern <garym.stern@nara.gov>
Subject: Staff Wikileaks

FGIA(D) (' - ()

They reported to us as a spillage. Willis getting Leo and Rob Bledsoe on it.
I guess the recent Snowden affair has generated interest in this exposed classified material

1 thought we sent out a NARA Notice on this the first time when Manning passed material to Wikileaks for staff’
not to look at it.

Maybe we need to do agam?

Kevin

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from
sharing, copying, or otherwise using or disclosing iis contents. If you have received this ¢-mail in error, please
notify the sender immediately by reply e-mail and permanently delete this e-mail and any attachments without
reading, forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Kevin A. McCoy, CPP, MBA
Agency Security Officer

HWH#:12756 DocId: 59169226
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1973-1976 Cables
Date. : August 22, 2013, 34025 pm EDT
Size : 8.6 KB |
Folder : Wﬂliém BosankoArchive\[Gmaﬂ]\A]l Mail
From : Aon Cunmmings <ann,cummings(@nara. gov=>
To : Mayer, Bill <billmayer@nara.gov>,Bosanko, Willam <william bosanko(@nara.gov>

Cc : Martha Murphy <martha.murphy@nafa. gov>>, Theodore Hull <theodore.hull@nara.gov>,
Robert Spangler <robert.spangler@nara.gov>

- ZL1d : IFPOOYM2VVZSTSLAXR2NLHSP2THIAXQIB
Type : OtherArchive IMAPArchive
File Pl-an : Permanent Records
Bill and Jay:

I would like to make you aware that a re-review of the 1973-1976 electronic State Department Cables for

PII occurred this past winter. These cables are currently onfine and have been for several years. However,
Mark Conrad (Applied Research of ERA) harvested the 1973-1976 cables on AAD and ran

PowerGREP4 on them. His initial search was strictly for social security mumbers. He found some and notified -
the Advanced Search Group. Martha Murphy is part of this group and she alerted Lynn Goodsell m RDE
about the matter. Also, after this initial search, Mr. Conrad began experimenting with search expressions to
find dates of birth and maiden names.

FOIA{L) (9)

FOTA (b)Y (5)

NWf: L2700 Docld: o3l6922 7
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FOIA(b) {5)
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Re: 1973-1976 Cables
Date : August 22, 2013, 4:1442 pm EDT
Size : 7.5 KB
Folder : Willam Bosanko:Archive\| GmailPAll Mail
From : William Bosanko <william.bosanko@nara.gov>
To: Ann Cummings <ann.cummings@nare. gov>,Bill Mayer <bi]lmayer@nara. gov>

Cc : Martha Murphy <martha. murphy@nara.gov>, Theodore Hull <theodore. nu]]@nara gov>,
. Robert Spangler <robert.spangler@nara.gov>

7. 1d: NNZCFOX3EVPVD2TNOQTKRGSDGWRI44CGB
Type : OtherArchive IMAP Archive

File Plan : Permanent Records

Thanks Ann.

Jay

From: Ann Cummings [mailto:ann.cummings@nara.gov]

Sent: Thursday, August 22, 2013 12:40 PM

To: Mavyer, Bill <bill.maver@nara.qov>; Bosanko, William <william.bosanko@nara.gov>

Cc: Martha Murphy <martha.murphy@nara.gov>; Theodore Hull <theodore.hull@nara.gov>; Robert Spangler
<robert,spangler@nata.qov:>

Subject: 1973-1976 Cables

Bill and Jay:

1 would like to make you aware that a re-review of the 1973-1976 electronic State Department Cables for
P1I occurred this past winter. These cables are currently online and have been for several years. However,
Mark Conrad (Applied Research of ERA) harvested the 1973-1976 cables on AAD and ran

PowerGREP4 on them. His imitial search was strictly for social security numbers, He found some and notified
the Advanced Search Group. Martha Murphy is part of this group and she alerted Lynn Goodsell m RDE
about the matter. Also, after this mitial search, Mr, Conrad began experimenting with search expresswns to
find dates of birth and maiden names.

FOIA(b) (5)

NWHTTZ7TSS
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Re: 1973-1976 Cables
Date : August 23,2013, 12849 am EDT
Size : |11.9 KB
Folder : William Bosanko:Archive\[Gmail AT Mail
From : Bill Mayer <bill nmyer@nara.gov>
To : William Bosanko <william.bosanko@nara.gov>

Ce : Ann Cummings <ann.cummings(@nara. gov>Martha Murphy <martha. murphy@nara.gov>,
Theodore Hull <theodore hull@nara.gov> Robert Spangler <robert.spangler@nara.gov>

ZL 1d : JRVZCILVALTIDUFOXMIBT221EAPQI335B
Type : OtherArchive IMAP Archive
File Plan : Permanent Records

Thanks Amn - A very thorough job - fromall ends.
Bill

On Thy, Aug 22, 2013 at 10:14 AM, Willam Bosanko <william.bosanko{@nara. gov> wrote:
Thanks Ann.

lay

From: Ann Cummings [mailto: ann.cummings@nara.gov]
Sent: Thursday, August 22, 2013 12:40 PM

To: Mayer, Bill <hill.mayer@nara.gov:>; Bosanko, William <wiliiam.bosanko@nara.qgoy>

Cc: Martha Murphy <martha,murphy@nara.gov>; Theodore Hull <theodore.hull@nara.qgov>; Robert Spangler
<rgbert.spangler@nara.qov>

Subject: 1973-1976 Cables

Bill and Jay:

I would like fo make you aware that a re-review of the 1973-1976 electronic State Department Cables for
PII occurred this past winter. These cables are currently online and have been for several years. However,
Mark Conrad (Applied Research of ERA) harvested the 1973-1976 cables on AAD and ran
PowerGREP4 on them. His initial search was strictly for social security numbers. He found some and
notified the Advanced Search Group. Martha Murphy i part of this group and she alerted Lynn Goodsell
in RDE about the matter. Also, after this nitial search, Mr. Conrad began experimenting with search
expressions to find dates of birth and maiden names.

FCIA (D) (5)

NW#li2?56 Docld:BIlBIZ220
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FOTIA (D) (5)

FCIA(DL) (5)

Willam A. Mayer

Executive, Research Services (R)
Natonal Archives

and Records Admmistration
8601 Adelphi Rd. rm 3400
College Park, MD 20740-6002
billmayer(@mnara gov '
office 301.837.3110

direct: 301.837.1893

cell Fommier |

fax: 301.837.3633
Attachments .
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Dear Ms. O'Brien,

Attached is the last portion of records regarding your FOIA request
regarding Wikileaks in NARA's files. As | noted to you in previous emails,
the bulk of NARA's responsive records were in Mr.

Bosanko's files, but there remained the files of Gary M. Stern, William
Cera, and Kevin McKoy. | have completed those files and

have attached them. This completes the processing of your request.

If you are not satisfied with our action on this request, you have the

right to file an administrative appeal. Address your appeal to the Deputy
Archivist (ND), National Archives and Records Administration, College Park,
Maryland 20740. Your appeal should be received within 35 calendar days of
the date of this communication and it should explain why you think this
response does not meet the requirements of the FOIA. Both the letter and
the envelope should be clearly marked “Freedom of Information Act Appeal.”
You may also email FOIA@nara.gov an appeal. All correspondence should
reference the tracking number NGC14-043.

Thank you for your patience with me through the technical difficulties and
delays.

Kind regards,

Joseph A. Scanlon

FOIA & Privacy Act Officer

National Archives and Records Administration
Office of General Counsel



January 28, 2011

Mr. Jacob J. Lew

Director

The Office of Management and Budget
725 17th Street, NW

Washington, DC 20503

Dear Director Lew:

‘We write with regard to the President’s new initiative to review the implementation of
safeguarding procedures for classified information in the wake of the WikiLeaks
disclosures. This effort is a necessary and commendable response to the WikiLeaks
matter. However, we want to ensure that the review is carried out in a manner that is
targeted to the problem at hand and does not sweep so broadly as to infringe on protected
constitutional rights and privacy interests of employees. :

The newly required assessments are detaited in a January 3™ memo from the Office of
Management and Budget (OMB) and an attached Memo from the National
Counterintelligence Executive and the Information Security Oversight Office. They
require agencies that handle classified information to assess weaknesses or gaps in
information security with respect to an attached 9-page list of questions, and to formulate
plans to resolve the issues. The assessments are to be completed by January 28.

Most of the actions suggested by the federal government’s on-going assessments of
classified information policies are a natural, and appropriate, response to address some of
the vulnerabilities in our current systems that were exposed in the massive disclosure of
classified national security information by WikiLeaks. For the most part, the guidelines
focus appropriately on actual safeguarding policies and practices and oversight measures.
Those parts of the review that address personnel security, however, should focus on
standards-based and publicly-reviewed rules for personnel security practices.

Some of the suggested steps, however, are not narrowly tailored to the security review’s
purpose. and‘may intrude upon protected First Amendment rights. In addition, focusing
égenéy altention on such inquiries could divert agency. resources. from actions needed to
actually improve information security.

A question of particular concern is the suggestion that agencies monitor employees’ pre-
and post-employment activities or partficipation m on-line media data mining sites [IKE__
WikiLeaks or Open Leaks. It is not at all clear how agencies could accomplish this, and,
more importantly, such monifafing sweeps so broadly as to threaten constitutional rights.
Surely pre- -employmen ions cannot be considered job-related activities that
can or should be monitored by government agencies absent probable cause and a———
judicially-authorized warrant.
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The memo also suggests agencies require employees to report all contact with the media.

T . L. - 3 MBS S ]
The policy does not distinguish between job-related contagis andrh(w&:jlin___
EMpIOYEE's capacity as a private citizen. The suggestions also appear to apply to d

“employees in an agency, regardless of their access to classified information. We—

NWH#:12756

understand this may bea common policy within the intelligence community, but the
—— - . H ] 1 H —
ufiiverse of agencies that can create and use classified information is much wider and
more diverse. Adopting this policy across the board in such agencies would unnecessarily
clamp down on the ability of tederal employees to openly discuss and explain how the
agency is fulfilling its duties to the public. _

We also are particularly concerned that the memo. may provide the basis for profiling of,
and creating suspicious activity files on, employees. Some of the suggested questions
would permit targeting of employees who have complained of discrimination, waste,
fraud, abuse or illegality within the agency or may simply be unhappy with their agency
or supervisor. Those profiles might then be wsed as a pretext to investigate, fire ar
otherwise retaliate against employees who don't fall in line or who expose waste, fraud,
and abuse to others inside and outside the government.

We applaud the federal government for taking prompt action to improve the security of
pational security information. However, such efforts must be focused on the task at hand,
and we urge you not to craft policies that encourage agencies to unduly restrict free
speech. or otherwise distract agencies from actually improving information security.

Sincerely,

Laura W. Murphy, Director, Washington Legislative Office
American Civil Liberties Union

L.ynne Bradley. Director, Office of Government Relations
American. Library Association

Elizabeth Goitein, Co-Director, Liberty and National Security Program
Brennan Center for Justice

Anne Weismann, Chief Counsel
Citizens for Responsibility and Ethics in Washington

Sharon Bradford Franklin, Senior Counse],'Rule of Law Program
The Constitution Project

Mark Cohen, Executive Director
Government Accountability Project

Sean Moulton, Director, Federal Information Policy
OMB Watch
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Patrice McDermott, Director
OpenTheGovernment.org

Danielle Brian. Executive Director
Project On Government Oversight

cc: Witliam J. Bosanko Directar, Information Security Oversight Office
Robert M. Bryant, National Counterintelligence Executive
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

THE DIRECTOR March 29, 2011

Laura W. Murphy

Director, Washington Legislative Office
American Civil Liberties Union

915 15th Street, N'W.

Washington, DC 20005

Dear Ms. Murphy:

Thank you for your letter of Jarmary 28, 2011, concering the recent guidance that OMB
issued on the Wikil.eaks incident and the assessments that are being conducted pursuant to those
Memoranda.

You have raised the concern that some of the items in the Jarmary 3, 2011, checklist
distributed to departments and agencies may be viewed as imposing new requirements on certain
agencies. As the cover memo from the Director of the Information Security Oversight Office
and the National Counterintelligence Executive notes, however, the checklist reflects“existing
requirements and questiond’for assessment teams to utilize, as appropriate, in reviewing the
current state of information systems security. The checklist does not impose any new agency
requirenients, and agencies accordingly are directed only to self-assess their compliance with
existing requirements.

We appreciate your bringing the various concerns outlined in your letter to our attention.
Relevant pexsormel from the Information Security Oversight Office, the Office of the National -
Counterintelligence Executive, and my Office would welcome the opportunity to hear from. you
in person. At your convenience, please contact Carla Stone at 202-395-7545 or at
cstone(@omb.eop.gov to provide some dates and times that work best for everyone.

Thank you and we look forward to the continued dialogue.
Sincerely,
Jacob J. Lew
Director
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Identical Letter Sent to:

Laura W. Murphy, Director, Washington Legislative Office, American Civil Liberties Union
Lyrme Bradiey, Director, Office of Government Relations, American Library Association
Elizabeth Goitein, Co-Director, Liberty and National Security Program, Brennan Center for Justice
Anne Weismann, Chief Counsel, Citizens for Responsibility and Ethics in Washington

Sharon Bradford Franklin Senior Counsel, Rule of Law Program, The Constitution Project

Mark Cohen, Bxecutive Director, Government Accountability Project

Sean Moulton, Director, Federal Information Policy OMB Watch

Patrice McDermott, Director, OperTheGovernment org

Danielle Brian, Executive Director, Project On Government Oversight
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June 2, 2011

Delivered via e-mail ¢/o Carlo Stone, Office of Monogement and Budget {OMB)

Scott Bernard, Federal Chief Enterprise Architect, OMB

william Cira, Acting Director of the Information Security and Oversight Office

inhn Fitzpatrick, Direrior Speciat Seourity Center. Office of the Director of National intelligonce
Michael Howell, Deputy Program Manager for the Information Sharing Environment

Vivek Kundra, Federal Chief Information Officer (C1O) ‘

Tim Nusraty, Attomey, General Counsel’s Office, OMB
Dear Sirs:

We are writing to respond to your reguest that we provide you with some guidelines and principles that
we believe will help you develop a 21% century framewaork of policies for governance of intra-
government information sharing. Cur organizations work on a variety of issues related to transparency,
good government, and preserving civil liberties in the national security context. Although not all our
organizations address all of the issues discussed below, we come together in urging policies that will
promote openness and accountability. '

While the WikiLeaks disclosures have brought to light serious weaknesses in our information
safeguarding policies and procedures that must be addressed, we cannot afford to neglect various
complementary, and sometimes competing, government interests like promoting efficient information-
sharing, serving the public interest, protecting constitutionat rights and the role of whistleblowers in
uncovering fraud, waste, or abuse, and creating and maintaining robust checks and balances. These
interests must be held in balance with measures taken to secure information.

Thus, security measures to address Wikileaks-type scenarios and other tyber-security risks must be
narrowly focused to target the identified risk. Unnecessarily broad poiicies and procedures could easily
swing the pendulum too far: creating new incentives to overclassify information, diverting agency
rescurces from actions needed to actually improve information security, creating excessive secrecy that
contributes to rather than prevents feaks, and violating the rights of federal employees and others. Also,
in many cases there cannot be a one-size-fits-all approach. Some practices used within the intelligence
community are not applicable or appropriate for other agencies, and may not be properly protective of
First Amendment speech rights and civil liberties, privacy and due process rights for employees in any
agency.

We provide three broad areas for consideration while promulgating a new framework for information
security, and [astly some thoughts about the framework itself:

Reduce the scope of the classified universe. Rampant overclassification, a problem that has been
identified by numerous Congressional committees, Com missions, advisory groups, and by the President
himself, undermines the integrity of the very system we depend upon to ensure that gur nation’s
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adversaries cannot use national security-refated information to harm us. Crafting policies and
procedures to ensure that only information that legitimately needs protection is labeled as classified
would create a more credible, agile and flexible classification system.

President Obama's January 2009 Executive Order {(EO) on Classified National Security Information, EO
13526 {section 1.9), includes a mechanism to help curb overclassification of national security
information through the Nundamantal Classiticstion Guldance Review Brocess. Unfortunately, the
process has. produced no known results to date. We urge you to appeint a team responsible for
monitoring and reviewing agency actions, and for setting measurable targets for reducing the size of the
classified world. The team should be also be aware of and, when appropriate, engaged in the Public
Interest Declassification Board's {PIDB) work on transforming the classification process. Several of our
organizations have submitted classification reform proposals to the PIDB. These proposals and those

offered by PIDB members should be given close consideration.

8e mindful of federal employees’ rights, espedally as you create policies and procedures to address
insider threats, Federal agencies must be required to have reasonable suspicion to initiate any
investigation and/or collection of information about employees’ personal lives and/or First Amendment-
protected activities. Federal employees who blow the whistle on waste, fraud or abuse must have safe
channels for disclosing wrongdoing and meaningful protections against retaliation. The Administration
should issue an Executive Order creating a strong, independent whistleblower protection system for
intelligence community and national security workers, and sending a strong message that retakiation
against whistleblowers will not be tolerated.

As classified information is not only made public by entities like WikiLeaks, we urge you to provide
clarity for federal employees about the current classification status of information that high ranking
officials have shared with sources outside the government. Further, we suggest you consider the
possible harm to national security caused by preventing public employees from using information that is
freely available to our enemies. Insisting that federal employees blind themselves to any information
that remains technicaily classified, but is clearly in the public domain, puts them at an information
disadvantage. ) ‘ '

Protect the public’s right to know under the Freedom of Information Act {FOIA]. As with President
Ohama's EO on Controlled Unclassified Infarmation {CUI1), it should be clear that any policy intended to
improve information sharing within the government has no relationship to the ability to release the
information under FOIA. They are completely separate processes. We urge you to provide clear
guidance to federal employees regarding the Administration’s expectations for proactive and
discretionary releases of government information to the public, and to reinforce the message that CUl
markings have no effect on FOIA.
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In a March 31 letter, many of us urged the administration to coordinate and submit for review all agency
proposals for new exemptions to FOIA.! Agencies already are seeking exemptions for information that
they formerly withheld under the broad interpretation of FOIA Exemption 2 overturned by the Supreme
Court in Milner v Department of the Navy. We urge you 1o ensure that agencies do not seek overbroad
and unnecessary exemptions from public release or improperly use existing exemptions in resbonse to
your policies.

In addition to our thoughts on these specific issues, we have some thoughts on the infrastructure and
processes you are building to mana ge information policy. In addition to the technology, intelligence and
national security participants, there also should be participation by representatives from other
government agencies and bodies with specific expertise in the rangé of issues related to balancing
critical information security with checks and balances that protect public access to government
infortnation, civil liberties, whistleblower activities, and privacy rights. For example, representatives
from the Open Government Working Group, FOIA community/OIP/OGIS, 0SC, and DO! should be
included in the new government-wide collaboration. Once its members have been appeinted and
canfirmed and it is finally operational, the Privacy and Civil Liberties Oversight Board created by
legislation in 2007 could play a vital role in reviewing such policies. In the meantirne, we urge you to
dedicate at least one individual on your team to reviewing proposals with the goal of protecting civil
liberties, privacy rights, and the public’s right to know. We also greatly appreciate your consultation
with us and other stakeholders/members of the advocacy community to date, and hope that you will
continue to keep us apprised of your efforts as you progress, so that we may raise any concerns or
suggestions in a timely manner.

We note that effective oversight of information governance is critically important. Accordingly, new
policies and procedures should include the establishment of independent reviews and audits. Interms
of their substance, these policies and procedures should avoid creating too many punitive measures.

We also suggest you closely monitor ad hoc attempts by Congress to address information sharing and
safeguarding issues. While Congress has an important oversight role, the Administration should identify
and actively oppose any proposals that could violate protected constitutional rights and privacy interests
of employees and access rights for the public.

Finally, the first step in achieving the proper balance between information security and the
privacy/access interests discussed above must be to fulfitl your commitment to clarify the intent and
appropriate application of the January 3 memo directing agencies to inventory their practices for
safeguarding information in the wake of WikiLeaks.? You have acknowledged that it was not your intent
to direct agencies to apply new practices listed in the checklist, such as monitoring employees’ pre- and
post-employment activities or participation in onine media data mining sites like WikiLeaks and

t http://www.openthegovernment.org/ sites/default/files/Milner-coordinated ProcessFinal.pdf

? http:,’/www.openthegovﬁmment.org/sites/defau%t/ﬂles/otngpmmentsOMBleaksMemD—Final.pdf
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requiring employees to report all contact with the media, or to suggest that these measures represent
“best préctices." You agreed that clarification on this point might be needed. We hope that you will
soon make that official clarification to atl agencies in writing to ensure that you are not encouraging
agencies to craft policies that unduly restrict free speech or otherwise distract agencies from actually
improving information security.

v dovelop a governance

ope this is the beginning of

We appreciate your asking for sur thoughts on principles toguideyou as y

o.
b3
B
- 9

framework for 21" century intra-government information sharing, an
an cngoing collaboration.

Sincerely,

Steven Aftergood, Director, Government Secrecy Program
Federation of American Scientists

Sharon Bradford Franklin, Senior Counsel
The Constitution Project

. Angela Canterbury, Director of Public Policy
Project On Government Oversight — POGO

Tom Devine, Legal Director
Government Accountability Project —GAP

Mike German, Senior Pblicy Counsel
American Civil Liberties Union

Elizabeth Goitein, Co-Director, Liberty and National Security Program
Brennan Center for Justice

Patrice McDermott, Director
OpenTheGovernment.org

Sean Moulton, Birector, Federal Information Policy
OMB Watch

Anne Weismann, Chief Counsel
Citizens for Responsibility and £thics in Washington - CREW
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William Cira - Jay's Wikilleaks guidance

wRER L8 WG

From: William Cira

To: Pannoni, Greg

Date: 11/30/2010 2:43 PM
Subject: Jay's Wikilleaks guidance

1SOO has received a number of inquiries from agencies seeking guidance about
how to respond to the WikiLeaks situation and specifically how to handle
potential "spillage.”.

While section 1.1{c) of £.0. 13526 makes it clear that an unauthorized
disclosure does not result in_d%.mssiﬁcalfion, the handling of "spillage™ in .
this case is unique. Given the sizé ofthe unauthorized disclosure, it will

take significant time and resouirces for the pertinent agencies to assess the
damage. In the meantime, to attempt to identify and mitigate every instance
of potential "spillage” associated with this situation across all U.S.
Government systems (not to mention those of our cleared contractors, as well
as other partners) would require immense resources likely better spent
otherwise safeguarding classified information.

We do think that it is important to take prudent steps to minimize the

complications from this and potential other, related unauthorized disclosures. ;
The most sensible action agencies can take is to block access to the WEkiLeaksé_—
sites via their systems. This will preciude any further "spillage.”
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RE: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: Wikileaks:
Model Agency Notice to Employees

Date : December 3, 2010, 2:1723 pmEST

Size : 35.6 KB

Folder : GaryM SternArchive\FileSurfil \22\RED\65

From : Bansal, Preeta D. <Preeta_D. Bansak@omb.cop.gov>

To : GaryM Stern <garym stern@nara. gov>

Cc : Wilkam Bosanko <william, bosanko@nara.gov>, Jonathan Cedarbaum <Jonathan Cedarbaum@usdoj.gov>
7114 : NXK IKRX3FCXRIK ODPGZBGGPFH51 YINCEFB

Type : Exchange ExchangeAschive

File Plan : 1103-1-b-RED-13_Gary M. Stern

Preeta D. Bansal
OMB General Counsel and Senior Policy Advisor
395-5044

me: GaryM Stern [mallta garym.shem@nara gov]
~Senty Friday, Deceimber. 03, 2010‘1 59 PM :

‘To:.Bansal, Preeta D, .. =~
“Ce: William Bosanko; Jonathan Cedarbaum C
Subject: RE: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: WilkiLeaks: Model Agency Notice to

Emplovees

Thanks for the quick response, which is very helpful.

>>> "Bansal, Preeta D.” <Preeta_D._Bansal@omb.eop.gov> 12/3/10 1:44 PM >>>

This is left up to each agency, but | believe the general guidance is:
HWH#: 12756 Docld: 55171202
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Precta I). Bansal
OMB General Counsel and Senior Policy Advisor
39355044

Fronx GaryM Stern Imailtn: garym.stern@nara.gov]

Sent: Friday, December 03, 2010 1:24 PFM

Yo: Bansal, Preeta D. '

Cc: William Bosanko; Jonathan Cedarbaum

Subject: Fwd: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: WikiLeaks: Model Agency Notice to
Employees

Importance: High

TOLA(B) (f

Thanks,

Gary

GARY M. STERN

General Counsel

National Archives and Records Administration

8601 Adelphi Road, Suite 3110
HW§Eclieag B3, MD 2019856084 : 59171202
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301-837-1750 (main)

301-837-3026 (direct)

240-475-2816 (cell)

301-837-0293 (fax)

garym.stern@nara.gov

>»> "OMB General Counsel's Office” <agency-gcs@messages.whitehouse.gov> 12/3/10 12:21 PM >>>

TO: AGENCY GENERAL COUNSELS

The recent disdosure of U.S. Government documents by WikiLeaks has resulted in damage to
our national security. Federal agencies collectively, and each federal employee and contractor
individually, are obligated to protect dassified information pursuant to all applicable laws, as
well as to protect the integrity of government information technology systems. It is a function
of agency leadership to establish a vigilant dimate that underscores the critical importance of
the existing prohibitions, restrictions, and requirements regarding the safeguarding of classified
information.

Accordingly, agendies are requested immediately to send a notice t0 all agency employees and
contractors reminding them of their obligations to safeguard dassified information. A model
notice, for use or adaptation by each agency, is attached to this memorandum. Agendes are

e for picating this 2 | ptly to their employees and contractors. If an
agency has a legitimate need for personnel to access classified information on publicly available
websites, the agency head shall ensure that such access is managed in a manner that minimizes -
risk to government information technology systems and adheres to established reguirements.

Thank you for your cooperation and assistance.

Attachment (Model Agency Notice)

Precta D. Bansal
OMB General Counsel and Senior Policy Advisor
395-5044

¢ Wikileaks Model Employee Notice 120310.docx

The White House - 1600 Pennsylvania Avenue, NW - Washington DC 20500 - 202-456-1111%

Attachments
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Re: Fwd: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: WikiLeaks: Model Agency
Notice to Employees

Date : Decenber 3, 2010, 32240 pm EST
Size : 189 KB

Folder : GaryM Stern-archive- garym\nbox
Frem : Leo Scanlon

To : Kevin McCoy <Kevin. McCoy{@mara.gov>,Rob Bledsoe <Rob.Bledsoe@nara.gov>,
Charles Piercy <Charles. Prercy@nara.gov>,David Fenriero <David. Ferniero(@nara.gov>,
Debra Wall <Debra. Wali@nara. gov>, GaryM Stern <GaryM. Stem{@inara. gov>,

Susan Ashtianie <Susan. Ashtianie@nara.gov>, Adrierne Thomas <Adrenne. Thomas@nara. gov>,
Richard Judson <Richard. Judson{@nara. gov>

ZL. 1d : PTPAMON3D3L3KGRSZCTK ALAASO3XNAIDA

Type : Exchange ExchangeArchive

Ditto,

FOJA(b) (5)

Leo

>>> Rob Bledsoe 12/3/2010 2:59 PM >>>
Gary, please go ahead and add my name as a POC, and I'm sure Leo would want to be inclzded as well I

'ﬁam(t {5)

Rob

>>= GaryM Stern 12/3/2010 127 PM >>>

See attached memo from OMB General Counsel to all agency GCs requesting all agencies to 'nmmdnately to
send a notice to all agency employees and contractors remindmg them of their obligations to safeguard cla
information,” and attaching a model notice.

IR 15)

o EQIBiP) (5)

Jay has been involved m this ssue, mehdng the draﬁmg of the model notice,

W #ccfﬂl?g‘é I have sgnt ﬂf éﬁg@ﬁfﬁﬁf%@ck to OMB GC Preeta Bansal, and am waiting on

hitps #frecords Alicioud comps/Prmappizlp dunimy?ieGOZBC 1TYH3MNAU 14DEZPWVOZ AH QVXSESPRSuc=SiF stch=trueisearchType=33NadtPage=/zluifa. .. 112
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response.

FOIA (B} (5)

I will let you know when | get a response, and then we should probably have a quick
meeting/conference call to discuss.

Thanks,
Gary

Attachments
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Re: Fwd: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: Wikil eaks: Model Agency
Notice to Employees

Date : December 3, 2010, 327:13 pm EST

Size ; 203 KB |

Folder : GaryM Sterncarchive- garyminbox

From : Wiliam Bosanko

To : GaryM Stern <GaryM.Stern{@nara. gov>

71.1d: MSZSCVSSASH?)DMRTIBEHJZPYS!IUBQYEA '
Type : Exchange ExchangeArchive

No change.

>>> GaryM Stern 12/3/2010 325 PM >>>
Okay, so here's a revised version of the notice, with Jay's changes:

>>> Wilkam Bosanko 1273710 322 PM >>> -
Gary,

FOLARb) (5)

Jay

>>> GaryM Stern 12/3/2010 302 PM >>>

Per attached exchange with Preeta, and with David's concurrence, I recommend we proceed with issuing a
NARA notice to all staff, which I have modificd in the attached. 1 willlet NPOL fill in any other details for the
notice.

Please review the notice, and ket me know if you have any questions or would ke to discuss further.

nwieke 756 DocId: 59171202
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Gary

>>> GaryM Stemn 12/3/10 127 PM >>>
See attached memo from OMB General Counsel to all agency GCs requesting all agencies to "immeduately to
send a notice to all agency employees and contractors remnding them of their obligations to safegnard classified

[Mn," and attaching a model notice. ToLA (b} (5)

................................... B . Tormn) (D)

Jay has been involved in this ssue, including the drafting of the model notice,

ECTA(Y) (5)

Accordingly, | have sent the attached query back to OMB GC Preeta Bansal, and am waiting on
response.

FOIA (B 5)

| wili let you know when | get a response, and then we should probably have a quick
meeting/conference call to discuss. '

Thanks,
Gary

Attachmends
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Re: Fwd: FOR YOUR IMMEDIATE ATTENTION AND PROMPT ACTION: Wikil eaks: Model Agency
Notice o Employees

Date : December 3, 2010, 3:55:52 pm EST

Size : 204 KB

Folder ; GaryM Stermarchive- garym\Inbox

From : Charles Piercy

Fo : GaryM Stern <GaryM. Stem(@nara.gov>

71, 1d : GCQQ4QAU2GAZLVGOYHSBOQUKYMIPIISQA
Type : Exchange ExchangeArchive

Gary,

This looks good to me.

Chuck

>>> GaryM Stern 12/3/2010 331 PM >>>
Resending, this time with Jay's changes.

> Willam Bosanko 12/3/10 322 PM >>>
Gary,

F01A (0] (]

Jay

>>> GaryM Stern 12/3/2010 3:02 PM >>>
Per attached exchange with Preeta, and with David's concumence, 1 recominend we proceed with issumg 2
NARA nofice to all staff, which I have modified in the attached. 1wll Jet NPOL. fill in any other details for the
NWHaclicd 756 Docld:b9171202
itps:irecords icleud compe/PmAppizlp,_ dummy?ie GOZBC TYHIMNIU 14DEZPWVOZAHQUVXSESPBaUGS & etctr=trusisenrchT ypo=38NadPage-/zldla. . 12
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Please review the notice, and let me know if you have any questions or would fike to discuss fiwrther.

Thanks,
Gary

>>> GaryM Stem 12/3/10 127 PM >>>
Sec attached memo from OMB General Counsel to all agency GCs rcqmslmg all agezmes o "mmed:ately to
send a nottce to all agency employees and contractors reminds jioati

1

nformation," and attaching a model notice.

Jay has been involved in this issue, nchyding the drafting of the model notice,

FOTA (b]

Accordingly, | have sent the attached query back to OMB GC Preeta Ba nsal, and am waiting on
response.

(5}

FQ;A(b)

i will let you know when | get a response, and then we should probably have a quick
meeting/conference call to discuss.

Thanks,
Gary

Attachients.
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Re: NOTICE TO STAFF

Date : December 6, 2010, 9:13:34 am EST

Size ; 8.8KB

Folder : GaryM Stern:archive-garym\Sent Ttems

From : GaryM Stern

To : David Fertiero <David. Ferriero{@nara. gov>

71 1d : GSAPPXCFSLNA2EOUTUU2Q YDPSR22PGEAB
Type : Exchange ExchangeArchive

NPOL is putting it into final form, and then I send # back your way for final review.

T assume you saw the stories in today's Post (and weekend Times)?

>>> David Ferriero 12/6/10 8:14 AM >>>
Gary,

Where are we with the "wikileak" notice to NARA. staff? Would like to see final copy.
Thanks,

David

David S. Femero

Archivist of the United States

National Archives and Records Administration

700 Pennsylvania Averme, NW

Washington, DC 20408
Telephone: 202 357 5900

Fax: 202 357 5901
Attachments
HWH:1275¢ DocId: 59171202
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12119013 hitps:irecords zifitoud comips/PmApplzlp_dummy2tk-GOZBC1YHIMN3U 14DEZPWVOZAHQVXBESPBRuc=8Fetch=uedsoarchType=38NextPages...
Re: Notice - Wikileaks docx |
Date : December 6, 2010, 12:5824 pm EST
Size : 6.8 KB
Folder : GaryM Stemarchive-garymilubox
From : David Ferriero
To : GaryM Stern <GaryM.Stemi@nara. gov>
7L Id : ONCCPLP3GBDVOVEFKKPAIP2ZS3RATS0XMQB
Type : Exchange Exchange Archive

Have asked Susan Cooper to take a look.

Dawvid

David S. Ferriero

Archivist of the United States

National Archives and Records Admmistration

700 Pennsylvania Averme, NW

Washington, DC 20408

Telephone: 202 357 5900 _

Fax: 202 357 5901 >>> GaryM Stern 12/6/2010 1025 AM >>>

Here's the latest version of the memo (with a £w mivor edits that I}ust caught). Let me know if you have any
additional, final edits.

Thanks,

Gary
Attachiments

HWH#: 12756 Docld: 59171202
hiips firecords Ziticloud.comipsPmAppizip,_dumimy?tie GOZBC TYHIMNAL14DEZ PYW OZAHOVXSESPBAIc=&F elch=tuslisearchType= 38NePage=/zivifa... 11



12H913  Wipsdirecords Aticoud comps/Pmappizlp_ dummy?ti=G0ZBC TYHIMM U 14DEZPWVOZ AHOVXEESPBRuc=E&fFetch=Yus8searchType= 3&NeptPages/. .

Notice - Wikileaks.docx

Date : December 6, 2010, 1:32:59 pm EST
Size : 39 KB

Folder : GaryM Stermarchive-garym\Sent Jiems
From : GaryM Siern

To : Carl Rauscher <Carl Rauscher{@nara.gov>

Ce : Wilkam Bosanko <William Bosanko{@nara.gov>>,Rob Bledsoe <Rob.Bledsoe{@nara.gov>,
David Ferviero <David.Ferriero(@nara.gov>,Leo Scanbn <Leo,Scanlon@nara.gov>

71. 14 : BDIP1GSIMSHCAREEUIHIMK4ZASOGDXQHIA
Type : Exchange ExchangeArchive
Carl, here's a clean version of the final notice for release.

Thanks,
Gary

>>> David Ferriero 12/6/10 128 PM >>>
Looks good. Susan signed offon #t.

David

David S. Ferriero |

Archivist of the Unsted States

National Archives and Records Admmistration

700 Pennsylvanta Avemnie, NW

Washington, DC 20408

Telephone: 202 357 5900

Fax: 202 357 53901 >>> GaryM Stern 12/6/2010 1025 AM >>>

Here's the latest version of the memo (with a few mmor edits that T just caught). Let me know if you bave any
additionsl, final edits.

Thanks,
Gary
Attachments
Notice - Wikileaks.docx(29.4 KB)
HW#: 12756 DocId: 59171202
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121913 htlps#frmds_ﬂﬁclwdmﬂpsﬂmﬂppizlp_dmtwm;:GDZBCWHWNSU14DEZPWVOZAHQVX5ESPB&L£=&tFemh=mn85wchTyp$3&NeﬂPage=I...

Re: CRS on Wikileaks

Date : Decerrber 9, 2010, 11:17:55 am EST

Size : S KB

Folder : GaryM Stermarchive- garym\Sent Items

From : GaryM Stern

To : Joseph Scanlon <Joseph Scanlon@nara. gov>

71. 14 : JIXSEZSRASZ5RUOSOOWLWEPVEEEFHIH4B
Type : Exchange Exchange Archive

I saw Steve A.'s write-up of this, but not the report itself
‘Thanks.

>>> Joseph Scanlon 12/9/10 1022 AM >>>
Gary,

Have you seen the attached CRS report?
Attachments

HWH#:12756 DoclId: 59171202
'ps/ProAppidp_
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121913 s firesords ZiclouscomipsPmAppIp_umimyPti-GOZBC tYHIMN3U 14DEZPWVOZAHQUXSE SPBuc=AIF eluh=true&seorchiT ype=SaNePage=. .

Re: Wikil_eaks

Date : Jannary 10, 2011, 2:41:54 pm EST

Size : 5.1 KB

Folder : GaryM Sternarchive- garymiSent Items

From : GaryM Sterm |

Te : Wiliam H. Leary@nss.eop.gov

71 1d : OIIZBRDPHYWSSKVQ530L2BDTL2ZERQ2C2A
Type : Exchange ExchangeArchive

Yes, I amaware of these new efforts. I have not heard from him yet, and
will let you know ifhe doesn't contact me soon.

----- Original Message-——--
From: “Leary, WiliamH.{ _ — } [ _
Cc: William Bosanko <William Bosanko{@nara.gov>>

To: GaryM Stern <GaryM. Stern{@nara.gov>

Sent: 1/10/2011 2:38:14 PM
Subject: Wikileaks

Gary,

.~ FOIA(D) (5]

Attachments

MNWH:12756 -DocId: 59171202
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1211913 mm#lrecacb,ﬂﬁdmmps}Panlp_Mnng{’ﬂFGOZBC1YH3MN3U A EZPWVOZAHOVXSESPBAUc= S eich=trucksearchType=38NexiPage=/...

Re: WikiLeaks

Date : February 8, 2011, 12:24:09 pm EST
Size : 13.9KB

Folder : GaryM Stemzarchive-garym\Sent Ttenos

From : GaryM Stem

To: WikamH. tearyl |77 e FOIA(b) (6}

Ce: wmsmm-minm ARCHID1@nara. gov, William Bosarko <Wiliam Bosanko@nara.gov>
7L 1d : B22QYYCSKBHCQZ2A0TUQ2QKP4AOBOLYUA

Type : Exchange ExchangeArchive

fii, 1 still have not heard from him. Is this still an active matter?

>>> "L eary, William H." G 2SR PISSS T FOLA (b (6}
Gary,
FQIR (B] 5)
Attachments
HNW#:12756 DocId: 59171202

iipsiracords ziticloud.compsiPmAppizlp_durmy7ie GOZBC1YH3MN3U1_4DEZP\MfOZN4QVX5ESPBW&dec§Pirm&swchTW3&N®€Pms=izﬂwa. .o




12119443 hﬁps#freomdszlﬁdwdsmﬁpsﬁrﬂqﬂzip_&nnﬁ?ﬂ(:GOZBC1W3MNw14DEZWWDZAHQVX5ESPB&W&FWWLQ&S&3&hTme=3&NWageEL_.

Fwd: Fw: Wikikaks Posts State Dept Cables from AAD
Date : April 9, 2013, 11:1620 am EDT

Size : 16 KB

Folder : GaryM Stern:Archive\[Gmaif\All Mail

From : Michael Wash <michael wash(@nara. gov>

To : Stern, GaryM <garym stem@para. gov>,Bergiman, Harmah <HamahBergtmn@na:ra 2OV,
Wright, Pamela <pamela wright{@nara.gov>

71 1d : 23T241P3BZGS3CEZMHUCK2SFIMOAJYGB
Type : OtherArchive IMAP Archive
File Plan : Permanent Records

FYI

DOEnALT LAl
Date: Tue, Apr 9, 2013 at 11:13 AM

Subject: Re: Fw: Wikileaks Posts State Dept Cables from AAD
To: Michael Wash <michaelw nara. gov>

Ce: "Kuring, Laima" <lamm kuringi@nara gov=>

It looks like the MTIPS firewall s blocking wikileaks.org. That's the outside firewall, not the NARA firewall.
Our blocked page has a big, red, FortiGuard logo at the top of the page.

Do you want i to try to contact soracone at CenturyLink to get i unblocked?

Berme

Ou Tue, Apr 9, 2013 at 1042 AM, Michael Wash <michael wash(@mnara. gov> wrole:
| 1s wikikleaks.org blacklisted?

: Fromyx: Hannah Bergman [maiito:hannah. bergman@nara.gov]
. Sent: Tuesday, Apri 09, 2013 07:36 AM
To Wash, Michael <michael.wash@nara.goy>; Stern, GaryM <garym.stern@nara.gov>
: Ce: Wright, Pamela <pamela.wright@nara.gov>
Nﬁ:ﬂ: - SubprigRe: WikigplsPust S8 DepliGeigien from AAD

hitps:/frecords. Zibcloud.comipsiPmapp/zip, dummyPtkeGOZBCTYHIMMNIU 14DEZPWWOZ AHQVXSESPREUc=8F eichtrusdsearchTpe=3aNexPage=irlufa. ..
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1211913 hﬂps:!hecards.ziﬁclmjd.cwﬂpslpnﬂpﬂZIpAWﬁFGOZBC 1YH3MN3L 14DE2P%WOZAHQVX5ESPB&JE=&F&C¥FB’U98&&HChTypB:3&Ne>dPagE=L. .

Hi Pam and Mike,

* Wikileaks is still blocked on my computer - Gary asked e to send a screenshot, and let you know it was
still an issue. He thought it had been resolved based on yesterday's email.

© OnMon, Apr 8, 2013 at 12:58 PM, Chris Iskib <Chris Islelbi@nara. gov> Wrole:
- Thank you for your help!
' >>> Bill Mayer <billmayer@nara.gov> 47872013 12:57 PM >>>

Great to see these links, thanks jay - Electronic Records group is working on a coherent, concise description
. of the process.

. Asof today, 1977 is very near completion, and we just received 1978 and 1979 from Dept of State in late dec.
T've talked with Mike Wash - we're looking to see what timeline is possible for mounting more records when
they are ready. It is unfortunately more complicated than flipping a switch. More soon.

il

On Mon, Apr 8, 2013 at 12:46 PM, William Bosanko <william.bosanko@nara.gpv> wrote:
* National Security Archive weighs In:

" https://twitter.com/NSArchive/status/321298347371663361

hﬂgs:{@ittef.comzl\!SArchive,'_‘5tatust321298812994238976

On Mon, Apr 8, 2013 at 10:06 AM, Gary Stern <gary m.stern@nara.gov> wrote:
: In case you haven't yet seen it, Wikileaks released a press release today
S announcing that it has reformatted and posted the State Dept cables from
. AAD. The Guardian has picked up the story. (Since my remote access
: doesn't work right now, 1 can't supply the links). They make clear that
* these records have not been leaked, but say that they are protecting
| against the redassification of the records. They also claim that they

* have made the files much more easily searchable. - “TTTEOTALD) (5)
S T S TTTROTA D) {5)
'_'___,,w‘”'"_FOIA(b) [5)

. William A. Mayer
Executive, Research Services {R)

W : 1 DRI Ve 1 9: 53171202
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.+ and Records Administration
- | 8601 Adelphi Rd. rm 3400

~ ¢ College Park, MD 20740-6002
i ¢ bil.mayer@nara.gov

{1 office 301.837.3110

| | direct 301.837.1893

¢ cell: 301.325.8299

¢ ¢ fax: 301.837.3633

Bemarr B, Coktta, CISSP

IT Security Officer

1T Operations Branch (IMB)

National Archives and Records Admimstration
Sutte 4500

8601 Adelphi Road

College Park, MD 20740

Phone: (301)837-1599
Email: bemayr.coletia@nara. gov

..miw.

Michael Wash

Chief Information Officer

National Archives and Records Administration
301.837.1992

Attachments -

WW#: 12756 Docld: 59171202
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Re: Wikl eaks

Date : April 10, 2013, 1148:17 am EDT

Size : 8.9 KB

Folder : GaryM Sterm:Archive [Groail \ATL Mail

From : Chris Iskeib <Chris. Iskeib@nara. gov>

To : garym.stern(@gakias nara.gov

71, 1d : HKXPFMOZEUP2MXPSH2E2SKIBOMUKDXEVB
Type : OtherArchive IMAP Archive

File Plan : Permanent Records

Clips captured some. I will send along more. Some is blocked by govt computer.

>>> Gary Stern <garym.stern(@nara.gov> 4/10/2013 1 146 AM >>>
OK, can you send me those links, or are they in the dips?

From Chns Islelb [mas!tn Chn§ Lglelb@nara ggvl

Sent: Wednesday, April 10, 2013 08:44 AM

To: ™ igs.na v <garym.stern fias.nara.qov>
Subject: Re: Wikil eaks

No -- no further media query, either. We have firller taking points from State Dept, but the coverage has swung
back at Assange, calling it non-news, or scokding him for attacking our underfimded agency.

>>> Gary Stern <garym stern@nara.gov> 4/10/2013 11 A0 AM >>>

Chris, | couldn't tetl from your comment at MT if there was a further release or response on this issue
yesterday, beyond the initial response on Monday?

Thanks,
Gary

From: Chris Isleib [maiito: Chris.Isle
Sent: Tuesday, April 09, 2013 11:47 AM
To: garym.stern@galias.nara.gov <garym.stern n@qgalias nara.gov>; Debra Wall <Debra. Wall@nara.gov>; Donna

Garland <Donna.Garland@nara.gov>; William Besanko <lay. Bosanko@nara.aov>
Subject: Re: WikiLeaks

Huge help -~ thank you for sharing these!

>>> "Wilkan(Jay) Bosanko" <william bosanko(@nara.gov> 41972013 2:45 PM >>>
Here i what State might be using (if asked):

NWH:12756 DocId: 53171202
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121913 hitps:fveconds icloud comipsPrmAppizie, dummmyatieGOZBC TYHIMNSU 14DEZPWVOZAHQVXSESPBSuc=&fF etchi=iruelisear chType=3ENexPage=. .
Consistent with prevailing Exccutive orders governing
classification and dechssification of permanent records, the State
Department has an ongoing program for the dechssification review
(inchuding coordination with other agencies) and transfer to the National
Axchives and Records Adrmiistration (NARA) of permanent records when they
are roughly 25 years old.
. There i an accessioning process for agency records in which
NARA assumes legal custody and control of transferred records.
We can nether confirm not deny whether the documments recently
posted on the Wikileaks site are authentic, declassified State Department
records. :
We can confirm that State Department electronic records are
posted by NARA on their Access to Archival Databases (AAD) and are
available to the public on their site at hitp://aad archives. gov/aad/.
Further information about these databases is available on the
NARA site; questions regardmg NARA procedures, access, and public
databases should be referred to the National Archives
Aftachments
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Re: Wikil eaks

Date : April9, 2013, 24724 pm EDT

Size : 5.2 KB

Folder : GaryM Stern:Archive\[Gmai\ATl Mail
From : Chris Iskeb <Chris Isleib{@mnara. gov>

To : garym stern(@galias.nara.gov,Debra Wall <Debra. Walli@nara.gov>,
Donna Garland <Donna. Gadand@nara govs>, Willam Bosanko <J ay.Bosanko@mnara. gov>

7L Td : NPMSNQFHK SAO3CH2UGDQSAUFKR20GC3A
Type : OtherArchive IMAP Archive

File Plam : Permanent Records

Huge help ~- thauk you for sharing these!

>>> "William(Jay) Bosatko" <willambosanko@nara. gov>4/9/2013 2:45 PM >>>
" Here i what State might be using (if asked):

Consistent with prevailing Executive orders governing
classification axd declassification of permanent records, the State
Department has an ongoing program for the dechssification review
(inchuding coordination with other agencics) and transfer to the National
Archives and Records Administration (NARA) of permanent records when they
are roughly 25 years old.

. There is an accessioning process for agency records in which
NARA assumes legal eustody and control of transferred records.

We can neither confirr nor deny whether the documents recently
posted on the Wikil eaks site are authentic, declassified State Department
records. _ '

We can confirm that State Departoent electronic records are
posted by NARA on their Access io Archival Databases (AAD) and are
available to the public on their site at hitp//aad.archives.gov/aad/.

. Furiher nformation about these databases is available on the
NARA site; questions regarding NARA procedures, access, and pubhc
databases should be reforred to the National Archives

Alttachiments

H%ﬁ;IE?SE DocId: 59171202
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Re: Wiki-Leaks response stateroent

Date : April 8, 2013, 2:34:52 pmEDT

Size : 9.5KB

Folder : GaryM Stermn:Archive\{Groail\AIL Mail
From : David Ferriero <david. frriero@nara. gov>

To - Chris Iskib <chris. sleib@nara.gov>>,david. ferriero(@ galias.nara.gov,
Debra Wall <dcbra. walk@nara. gov>

Ce : Dorna Garland <donna.garland@nara.gov>,GaryM Stern <garym stern{@nara. gov>,
jay.bosanko(@nara.gov,Laura Diachenko <laura.diachenko@nara.gov>,

Mary Ryan <mary.ryan@nara.gov>,Miriam K keiman <miram kleiman(@nara. gov>,
Victoria Bhe <victoria. blue(@nara.gov>

7L 1d : NOEWXSX4N4AGGEXAZ103LXGSTB4ZOIMKSA

Type : OtherArchive IMAP Archive

¥ile Plan : Permanent Records

Looks good. Thanks,

David

m Chris Iéleib [mailto:Chris. Isleib@nara.gov]
Sent: Monday, April 08, 2013 11:21 AM

To: david.ferriero@galias.nara.qov <gavid.ferriero@galias.nara.gov>; Debra Wall <Debra, Wall@nara.gov>
Cc: Donna Garland <Donna.Garland@nara.gov>; GaryM Stern <G_aﬂl‘_4.$tern@nara.gov>; William Bosanko

<Jay.Bosanko@nara.gov>; Laura Diachenko <Laura.Diachenio@nara.gov>; Mary Ryan <Mary.Ryan@nara.gov>;
Miriam Kleiman <Miriam.Kleiman@nara.gov>; Victoria Blue <Vichoria. Blue@nara.qov>

Subject: Wiki-Leaks response statement

Hope all s well!

Regarding Wiki-Leaks repackaging of 1974- 1976 State Department cables -- we have gotien one media query
so far, from Agence France-Presse, looking for our response.

I held discussions with Jay Bosauko, Gary Stern, Bill Mayer, and Donna Garland on the overall way
forward. Based on their input, nay team is putting together an in-depth set of responses-to-query for longer term,
ifnceded.

For the immediate media query today, we propose the following respounse statement, which has been vetted by
Jay, Domna and Gary. '

"The nission of the National Archives i 1o collect, preserve, and 1o maake availabke, records of our Federal
governmentt. The records that Wikileaks published have been in the public domam, and available to researchers
Wi HsieeZ086" DocId:5%171202
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With your permission, I would lke to send this statement out.

All thoughts are welcome, and T am available to discuss.

CHRIS ISLEIB

Director of Conmumications
U.S. National Archives

700 Pennsylvania Avenue
Washington, DC 20408
202-357-5300
Attachienis

HWH#:12756 DocId: 59171202
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1172713 National Archives & Records Adiministralion Mail - Staff Wikileaks

%' ' Kevin McCoy <kevin.mccoy@nara.gov>
Staff Wikileaks
1 message
Kevin McCoy <kevin.mccoy@nara.gov> Thu, Jun 13, 2013 at 9:05 AM

To: Charles Piercy <charles.piercy@nara.gov>, GaryM Stem <garym.stem@nara.gov>

FOIA(b) {7} - (C)

They reported to us as a spillage. Will is getting Leo and Rob Bledsoe on it.
I guess the recent Snowden affair has generated interest in this exposed classified material.

1 thought we sent out a NARA Notice on this the first time when Manning passed material to Wikileaks for staff
not to look at it. :

Maybe we need to do again?

Kevin

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from sharing,
copying, or otherwise using or disclosing its contents. If you have received this e-mail in error, please notify the
sender immediately by reply e-mail and permanently delste this e-mail and any attachrments without reading,
forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Kevin A. McCoy, CPP, MBA

Agency Security Officer

National Archives and Records Administration
Ofiice 301-837-0208

Fax 301-837-3657 -

NW#:12756 DocId:59%1710%99
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11727143 National Archives & Records Administration Mail - Re: Staff Wikileaks

%‘ ‘ Kevin McCoy <kevin.mccoy@nara.gov>

Re: Staff Wikileaks

1 message

Charles Plercy <charles.piercy@nara.govw> Thu, Jun 13, 2013 at 9:42 AM
To: Kevin McCoy <kevin.mccoy@nara.gov>
Cc: GaryM Stem <garym.stem@nara.gov>

Just got a call from Jay on this. We need to discuss any notification action we do on this with him, based on
lessons leamed from wikileaks.

On Thu, Jun 13, 2013 at 8:05 AM, Kevin McCoy <kevin.mccoy@nara.gov> wrote:

We just have a report of an employse who was at the CNN site here in A2 and was. viewing the classified
documents.

They reported to us as a spiflage. Will is getting Leo and Rob Bledsoce on it
| guess the recent Snowden affair has generated interest in this exposed classified material.

| thought we sent out a NARA Notice’on this the first time when Manning passed material to Wikileaks for staff
not to look at it

Maybe we need to do again?

Kevin

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from
sharing, copying, or otherwise using or disclosing its contents. If you have received this e-mail in emor, please
notify the sender immediately by reply e-mail and permanently delete this e-mail and any attachments without
reading, forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Kevin A. McCoy, CPP, MBA

Agency Security Officer-

National Archives and Records Administration
Office 301-837-0298

Fax 301-837-3657

Charles Keith Piercy

Executive for Business Support Senices
U.S. National Archives

(301) 8371973

archives.gov

NWH#:12756 DocId:591710599
itps:J/mail. goog e.comimail/ui0rui= 28JieSdcDe a7 108Mew=ptdq=Staff Wikilealsaq s=trusssearchequerydihe 1330500002228 0



11727113 National Archives & Records Administration Mail - Fwch Staff Wikileaks

® . .
" : Kevin McCoy <kevin.mccoy@nara.gov>

Fwd: Staff Wikileaks

1 message

Kevin McCoy <kevin.mcc6y@nara.gow Thy, Jun 13, 2013 at 9:45 AM
To: Will Fletcher <will.fletcher@nara.gov>, Rob Bledsoe <rob.bledsoe@nara.gov>, Leo Scanlon
<Leo.Scanlon@nara.gow

FYIL

Leadership informed, please contiue to work as they decide on action to put out to the agency.

Kenvin

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from sharing,
copying, or otherwise using or disclosing its contents. If you have received this e-mail in error, please notify the
sender immediately by reply e-mail and permanently delete this e-mail and any attachments without reading,
forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Kevin A. McCoy, CPP, MBA

Agency Security Officer

National Archives and Records Administration
Office 301-837-0288

Fax 301-837-3657

Forwarded message
From: Charles Plercy <charles.piercy@nara.gov>
Date: Thu, Jun 13, 2013 at 9:42 AM

Subject: Re: Staff Wikileaks

To: Kevin McCoy <kevin.mccoy@nara.gov>

Cc: GaryM Stemn <garym.stem@nara.gov>

Just got a call from Jay on this. We need to discuss any notification action we do on this with him, based on
lessons leamed from wikileaks.

On Thu, Jun 13, 2013 at 9:05 AM, Kevin McCoy <kevin.mccoy@nara.gov> wrote:

Wa just have a report of an employee who was at the CNN site here in A2 and was viewing the classified
documents. _

They reported to us as a spillage. Will is getting Leo and Rob Bledsoe on it.

1 guess the recent Snowden affair has generated interest in this exposed classified material.

I thought we sent out a NARA Notice on this the first time when Manning passed material to Wikileaks for staff
not to jook at it.

Maybe we need to do again?

WNWH: 12756 DocId: 59171099
https:Aimail google. comimeilulOVoui=28ikeScicOeta 1d8iaws= plq=Stall Wikleaks 3q s=truesearchequenyit=13f3dcB6ef776263 7 112



112713 National Archives & Records Administration Mail - Fwd: Staff Wikileaks
| Kevin

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from
sharing, copying, or otherwise using or disclosing its contents. If you have received this e-mail in emor, please
" notify the sender immediately by reply e-mail and permanently delete this e-mail and any attachments without
reading, forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Kevin A. McCoy, CPP, MBA

Agency Security Officer

National Archives and Records Administration
Office 3011-837-0298

Fax 301-837-3657

Charles Keith Piercy

Executive for Business Support Sendces
U.S. National Archives

(301) 837-1973

archives.gov

NW#:12756 DocId:59171099

https ¥/mail .g cogle.comymail WD ui=28ik=5dc0e 1a7 idéview=ptiq=5taff Wikileaks8q s=trus&search=queryBih=13f3dcBGel 77623



11213 National Archives & Records Administration Mail - Re: Staff Wikileals

v Kevin McCoy <kevin.mcocoy@nara.gov>

Re: Staff Wikileaks

1 message

GaryM Stern <garym.stem@nara,gov> Thu, Jun 13, 2013 at 10:23 AM
To: Charles Piercy <chares.piercy@nara.gow
Cc: Kevin McCoy <kevin.mccoy@nara.gov>

Yes, let's discuss.l

Thanks,
Gary

“FOIA (D) (5)

On Thu, Jun 13, 2013 at 9:42 AM, Charles Piercy <charles.piercy@nara.gov> wrote:
Just got a call from Jay on this. We need to discuss any notification action we do on this with him, based on
| lessons leamed from wikileaks.

On Thu, Jun 13, 2013 at 9:05 AM, Kevin McCoy <kevin.mccoy@nara.gov> wrote:
We just have a report of an employee who was at the CNN site here in A2 and was viewing the classified
documents.

They reported to us as a spillage. Will is getting Leo and Rob Biedsoe on it.
I guess the recent Snowden affair has generated interest in this exposed classified material.

I thought we sent out a NARA Notice on this the first time when Manning passed material to Wikileaks for
staff not to look at it. '

Maybe we need to do again?

Keﬁn

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from
sharing, copying, or otherwise using or disclosing its contents. If you have received this e-maill in eror,
please notify the sender immediately by reply e-mail and permanently delete this e-mail and any
attachments without reading, forwarding, saving or disclosing them. POC for any issues is the
undersigned.”

Kevin A. McCoy, CFP, MBA

Agency Security Officer

National Archives and Records Administration
Office 301-837-0298

Fax 301-837-3657

;hades Keith Piercy
NW#:!12756 DocId: 59171099
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1U2TH3 National Archives & Records Administration Mail - Re: Staff Wikileals

Executive for Business Support Senices
U.S. National Archives

(301) 837-1973

archives.gov

Gary M. Stem

General Counsel

National Archives and Recotds Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 {office)

B01-837-0293 (fax)

garym.stermn@nara.gov .

NWi#:12756  DocId:59171099

hiips:/imail g cogle,comimail AW ?ui= 281%=5dcDe a7 1d8M ew=ptaq= Staff Wikiealelq s=truedsearch=q ueryith= 13f3dec041e93356




1172713 National Archives & Records Administration Mail - Re: Staff Wikileals

L

Kevin McCoy <kevin.mccoy@nara.gov>

Re: Staff Wikileaks

1 message

Charles Plercy <charles.piercy@nara.gov> Thu, Jun 13, 2013 at 11:05 AM
To: GaryM Stem <garym.stermn@nara.gov> '

Cc: Kevin McCoy <kevin.mccoy@nara.gov>

-~ FOIA(b) (5}
On Thu, Jun 13, 2013 at 10:23 AM. GaryM Stemn < m.stem ra.gove wrote: i
Yes, let's discuss. ]
, FRTA (b} (5)
Thanks,
Gary

On Thu, Jun 13, 2013 at 9:42 AM, Chares Piercy <chares.piercy@nara.govw> wiote:

Just got a call from Jay on this. We nesd to discuss any notification action we do on this with him, based
on lessons leamed from wikileaks.

On Thu, Jun 13, 2013 at 9:05 AM, Kevin McCoy <kevin.mccoy@nara.gov> wrote:

We just have a report of an employee who was at the CNN site here in A2 and was viewing the classified
documernits.

They reported to us as a spillage. Will is getting Leo and Rob Bledsoe on it.
| guess the recent Snowden affair has generated interest in this exposed classified material.

I thought we sent out a NARA Notice on this the first time when Manning passed material to Wikileaks for
staff not to look at it.

Maybe we need to do again?

- Kevin

"*PERSONAL INFORMATION - If you are not the intended recipient of the e-mall, you are prohibited from
sharing, copying, or otherwise using or disclosing its contents. If you have received this e-mail in error,
please notify the sender immediately by reply e-mail and permanently delete this e-mail and any
attachments without reading, forwarding, saving or disclosing them. PCC for any issues is the
undersigned.”

' Kevin A. McCoy, CPP, MBA

Agency Security Officer

National Archives and Records Adminisiration
Office 301-837-0208

Fax 301-837-3657

NWH#112756 Docld: 59171099
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T2TNM3 National Archives & Records Administration Mail - Re: Staff Wikiieaks

Charles Keith Piercy

Executive for Business Support Senvices
U.S. National Archives

(301) 837-1973

archives.gov

Gary M. Stern

General Counsel _
National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 {office)

801-837-0293 {fax)

garym.stem@nara.gov

Charles Keith Piercy

Executive for Business Support Senices
U.S. National Archives

{301) 837-1973

archives.gov

NW#:12756 DocId: 59171039

https:/mall. g oogle.comimait/ultyPui=28ik=5oc0e a7 {d8views pt3q=Staff Wiklesks &g s=trusksearch=q uerydth= 1336 123/580c037




112713 National Archives & Records Administration Mall - Fwal; Staff Wikileaks

L] . .
.‘ Kevin McCoy <kevin.mccoy@nara.gov>

Fwd: Staff Wikileaks

1 message

Kevin McCoy <kevin.mccoy@nara.gov> Thuy, Jun 13, 2013 at 11:08 AM
To: Rob Bledsoe <rob.bledsoe@nara.gov>, Leo Scanlon <Leo. Scanlon@nara gow>

Current thought process, when | find out more or a decision is made on this, | will let you know.
Continue on current path.

Kevin

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from sharing,
copying, or ctherwise using or disclosing its contents. If you have received this e-mail in error, please notify the
sender immediately by reply e-mall and permanently delete this e-mail and any attachments without reading,

~ forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Kevin A. McCoy, CPP, MBA

Agency Security Officer

National Archives and Records Administration
Office 301-837-0298

Fax 301-837-3657

Forwarded message
From: GaryM Stern <garym.stem@nara.gov>
Date: Thu, Jun 13, 2013 at 10:23 AM

Subject: Re: Staff Wikileaks

To: Chasles Piercy <charies.piercy@nara.gov>
Ce: Kevin McCoy <kevin.mccoy@nara.gov>

Yes, let's discuss. I

Thanks,
Gary

'FOIA (b) {5)

On Thu, Jun 13, 2013 at 9:42 AM, Charles Piercy <charles.piercy @nara.gov> wrote:
Just got a call from Jay on this. We need to discuss any notification action we do on this with him, based on
lessons leamed from wiklieaks.

On Thu, Jun 13, 2013 at 9:05 AM, Kevin McCoy <kevin.mccoy@nara.gov> wrote:
We just have a report of an employee who was at the CNN site here in A2 and was viewing the classified
documents,

They reported to us as a spillage. Will is getting Leo and Rob Bledsoe on it.

NWH112756 Docld: 59171095
htipsJfmeail gcogle commall AWy hii=28lle5dc0e1a7108vieve ptaq=Stalf Wikileaks g s=lrusdsearch=queryRih=13t3e148cc30d968 7]




1"2Th3 National Archives & Records Administration Mail - Fuxk: Staff Wikileaks
| guess the recent Snowden affair has generated interest in this exposed classified material.

1 thought we sent out a NARA Notice on this the first time when Manning passed material to Wikileaks for
staff not to look at it.

Maybe we need to do again?

Kevin

*PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from
sharing, copying, or otherwise using or disclosing its contents. If you have received this e-mail in error,
please notify the sender immediately by reply e-mail and permanently delete this e-mail and any
attachments without reading, forwarding, saving or disclosing them. POQC for any issues is the
undersigned.”

Kevin A. McCoy, CPP, MBA

Agency Security Officer

National Archives.and Records Administration
Office 301-837-0298

Fax 301-837-3657

Chares Keith Piercy

Executive for Business Support Senvices
U.S. National Archives

(301) 837-1973

archives.gov

Gary M. Stem

General Counsel )

Nationa! Archives and Records Administration
8501 Adelphi Road .

College Park, MD 20740

301-837-3026 {(office)

801-837-0293 (fax)

garym.stem@nara.gov

NWH:12756 DocId: 59171059

https:!fn‘laii.google.ommlaim'hli=2&ih=5d0091a71d&\iw=pt&q=staﬂ Wikileaks&qs=trupsearch=querydth=13{3a148cc300368



2713 National Archives & Records Administration Mail - Re: Fwd: Staff Wikileaks

9

pﬁ' Kevin McCoy <kevin.mcecoy@nara.gov>
Re: Fwd: Staff Wikileaks EOIA(B) (7} - (B}
1 message
Leo Scanion <leo.scanlon@nara.gow Thu, Jun 13, 2013 at 11:40 AM

To: kevin.mccoy@nara.gov, will.fletcher@nara.gov, rob.bledsoe@nara.gov .
Cc: Michael.Wash@nara.gov, swamnali.haldar@nara.gov, garym.stem@nara.gov

Agree that policy memao is the key:| [‘ai'll'ld spillage cointainment and
remediation is expensive, sa should be done where we know there is a bona fide exposure that justifies
the effort...will be available this afternoon for any discussion we need toi have

From: Kevin McCoy [mailto:kevin.mccoy@nara.gov]

Sent: Thursday, June 13, 2013 06:45 AM

To: Will Fletcher <will.fletcher@nara.gov>; Rob Bledsoe <rob.bledsce@nara.gov>; Leo Scanion
<Leo.Scanlon@nara.gov>

Subject: Fwd: Staff Wikileaks

FYl.

Leadership informed, please contiue to work as they decide on action to put out to the agency.

Kevin

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mall, you are prohibited from sharing,
copying, or otherwise using or disclosing its contents. If you have received this e-mail in emor, please notify the
sender immediately by reply e-mail and permanently delete this e-mail and any attachments without reading,
forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Kevin A. McCoy, CPP, MBA

Agency Security Officer

National Archives and Records Administration
Office 301-837-0298

Fax 301-B37-3657

Forwarded message
From: Chares Piercy <charles.piercy@nara.gov>
Date; Thu, Jun 13, 2013 at 9:42 AM

Subject: Re: Staff Wikileaks

To: Kevin McCoy <kevin.mccoy@nara.gov>

Cc: GaryM Stemn <garym.stem@nara.gov>

Just got a call from Jay on this. We need to discuss any notification action we do on this with him, based on
lessons learned from wikileaks.

On Thu, Jun 13, 2013 at 8:05 AM, Kevin McCoy <kevin.mccoy@nara.gov> wrote:
l We just have a report of an employee who was at the CNN site here in A2 and was viewing the classified

NW# : [10ecymsgts. DocId: 59171099

hitps:/mail g cogle.comimail A0/ ui=28ik=5dc0eTa7 ddviews=ptBq=Staff Wi Kleaks&qs=truedsearch=queryath=13f3e3275¢aa8051
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Hizms3 National Archives & Records Administration Mail - Re: Fwd: Staff Wikileals

They reported to us as a spillage. Will is getting Leo and Rob Bledsoe on it.
| guess the recent Snowden affair has generated interest in this exposed classified material.

1 thought we sent out a NARA Notice on this the first time when Manning passed matesial to Wikileaks for staff
not to look at it.

Maybe we need to do again?

Kewun

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from
sharing, copying, or otherwise using or disclosing its confents. 1f you have received this e-mail in eror, please
notify the sender immediately by reply e-mail and permanently delete this e-mail and any attachments without
reading, forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Kevin A. McCoy, CPP, MBA
" Agency Security Officer
National Archives and Records Administration
Office 301-837-0298
Fax 301-837-3657

Charles Keith Pietcy

Executive for Business Support Senices
L.S. National Archives

(301) 837-1973

archives.gov
NWH:12756  Docld:59171099
hitps:fmail. g oog le.com/mail/w(yui=28ik=5dc0e1a7 1davew=pisq=Stall Wikileaks&q s=truedsearch=quengih= 131363275caa6051




112713 National Archives & Records Administration Mail - Re: Fwd: Staff Wikileals

2 . .
f /FCIA(b} (6) Kevin McCoy <kevin.mccoy@nara.gov>

Re: Fwd: Staff Wikileaks

1 message

WIIl Fletcher <will.fletcher@nara.gov> Thu, Jun 13, 2013 at 4:01 PM
To: Leo Scanlon <ieo.scanlon@nard.gov>

Cc: Kevin McCoy <kevin.mccoy@nara.gov>, "Bledsoe, Rob" <rob.bledsoe@nara.govw>, "Wash, Michael”
<Michael.Wash@nara.gov>, swamali.haldar@nara.gov, "Stem, GaryM” <garym.stem@nara.gov>

"_,,--"JBLOIA(b) 7] - (B

On Thu, Jun 13, 2013 at 11:40 AM, Leo Scanlon <leo.scanlon@nara.gov> wmte |
Agree that policy memo is the key: ‘and'spillage cointainment and

remediation is expensive, so shouid be done where we know there is a bona fide exposure that
justifies the effort...will be available this afternoon for any discussion we need toi have

Rrom: Kevin McCoy [mailto: kevin.mccoy@nara.gov]

Sent: Thursday, June 13, 2013 06:45 AM

To: Will Fletcher <will-fletcher@nara.gov>; Rob Bledsoe <rob.bledsoe@nara.gov>; Leo Scanlon
<leo.Scanlon@nara.gov>

Subject: Fwd: Staff Wikileaks

FYl
Leadership informed, please contiue to work as they decide on action to put out to the agency.

Kevin

"PERSONAL INFORMATION - If you are. not the intended recipient of the e-mail, you are prohibited from
sharing, copying, or otherwise using or disclosing its contents. If you have received this e-mail in error, please
notify the sender immediately by reply e-mail and permanently delete this e-mail and any attachments without
reading, forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Kesin A. McCoy, CPP, MBA

Agency Security Officer

Nationa! Archives and Records Administration
Office 301-837-0298

Fax 301-837-3657

NW# : [T §orwardedessiss 59171099
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National Archives & Records Admiristration Mail - Re: Fud: Staff Wikilecks

From: Charles Piercy <charles.piercy@nara.gov>
Date: Thu, Jun 13, 2013 at 9:42 AM

Subject: Re: Staff Wikileaks

To: Kevin McCoy <kevin.mccoy@nara.gov>

Ce: GaryM Stemn <garym.stem@nara.gow

Just got a call from Jay on this. Wae need to discuss any notification action we do on this with him, based on
lessons leamed from wikileaks.

On Thy, Jun 13, 2013 at 9:05 AM, Kevin McCoy <kevin.mccoy@nara.gov> wrote:

We just have a report of an employee who was at the CNN site here in A2 and was viewing the classified
documents.

They reported to us as a spillage. Will is getting Leo and Rob Bledsoe on it.
t guess the recent Snowden affair has generated interest in this exposed classified material.

i thought we sent out 2 NARA Notice on this the first time when Manning passed material to Wikileaks for
staff not to look at it.

Maybe we need to do again?

Kewvin

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from
sharing, copying, or otherwise using or disclosing its contents. If you hawe received this e-mail in error,
please notify the sender immediately by reply e-mail and permanently delete this e-mail and any
attachments without reading, forwarding, saving or disclosing them. POC for any issues is the
undersigned.”

Kevin A. McCoy, CPP, MBA

Agency Secuiity Officer

National Archives and Records Admlnlstl’atlon
Office 301-837-0298

Fax 301-837-3657

Charles Keith Piercy

Executive for Business Support Sendces
U.S. National Archives

(301) 837-1973

archives.gov

Please contact me soonest if you have questions.

*PERSONAL INFORMATICN - K you are not the intended recipient of the e-mail, you are prohibited from: sharing,
co_iylngf or otherwise using or dtsc!oslng?;ts contents. If you have received this e-mail in error, please notify the

W
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2713 National Archives & Records Administration Mail - Re: Fwd: Staff Wikilsals

sender immediately by reply e-mait and permanently defete this e-mail and any attachments without reading,
forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Respectiully.

Wili Fletcher

Lead Security Specialist

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

Office: (301) 837-1491

Fax: (301) 837- 3657

meﬁ:ﬂr%?g %%?mmlimg=%%££a%a§d%u¥p&qg%maéls&qs=trus&seardwq uery&th= 13f3f2084595fb0d
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Re: Wikiileaks Block removed?

Date : November 7, 2012, 1:07:59 pm EST |

Size : 17 KB

Folder : Kevin McCoyarchive-kevin\Cabinet\Info Security
From : Leo Scanlon

To : Rob Bledsoe <Rob.Bledsoe@nara.gov>,GaryM Stem <GaryM.Stem@nara.gov>,
Kevin McCoy <K evin McCoy@nara.gov>

7L I3 : IFBMRZ40BNQADA2XFF43CHGH33FF3U3VA

Type : Exchange ExchangeArchive

There was, at one time, the itent to block outbound commections from our IP space to Wikileaks, what has been
removed was a block that nadvertently prevented the public from searching for that term on Archuves.gov.

When we transferred to Century Link, the blocking rule got lost in the shuffle, and the nverse rule (the one that
blocked the public from searching) was floating around on a firewall that they maintain. Last week they did a
code upgrade, and (as often happens) when the system was booted back up, a rule that had not been processing
suddenly began processing--that's when the public noticed the behavior. Currently there is no blocking rule on
our firewall for outbound access either, '

FOLALD) {5)

For all I know, there may be legitimate reasons for researchers to access that site.

I'm going to talk to Jay Bosanko and John at ISOO to get their take, but if you guys have anything more sobd
that you've seen re: directives please let me know.

thanks,

Leo

>>> Kevin McCoy 11/7/2012 1222 PM >>>

Nw i 89 20tmgw why this Block wessemo¥sin g

2




TV27113

From what I know it was put in place as a result of the Classified Material that was all over that sight to protect
our own staff in an action plan on this: :

/bb ) d Ip=10947

Or am I confused?

"PERSONAL INFORMATION - If you are not the intended recipient of the e-mail, you are prohibited from
sharing, copying, or otherwise using or disclosing its contents. If'you have received this e-mail in error, please
notify the sender immediately by reply e-mail and permanently delete this e-mail and any attachments without
reading, forwarding, saving or disclosing them. POC for any issues is the undersigned.”

Kevin A. McCoy, CPP, MBA

Agency Security Officer

National Archives and Records Administration
Office 301-837-0298

Fax 301-837-3657

Attachments

NwWH#:12756 DocId: 59171089




