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Welcome

Welcome to the AWS OpsWorks Stacks API Reference. This guide provides descriptions, syntax, and
usage examples for AWS OpsWorks Stacks actions and data types, including common parameters
and error codes.

AWS OpsWorks Stacks is an application management service that provides an integrated experience
for overseeing the complete application lifecycle. For information about this product, go to the AWS
OpsWorks details page.

SDKs and CLI

The most common way to use the AWS OpsWorks Stacks APl is by using the AWS Command Line
Interface (CLI) or by using one of the AWS SDKs to implement applications in your preferred language.
For more information, see:

e AWS CLI

¢ AWS SDK for Java

¢ AWS SDK for .NET

¢ AWS SDK for PHP 2

¢ AWS SDK for Ruby

¢ AWS SDK for Node.js

¢ AWS SDK for Python(Boto)

Endpoints

AWS OpsWorks Stacks supports the following endpoints, all HTTPS. You must connect to one of the
following endpoints. Stacks can only be accessed or managed within the endpoint in which they are
created.

» opsworks.us-east-1.amazonaws.com

» opsworks.us-east-2.amazonaws.com

» opsworks.us-west-1.amazonaws.com

» opsworks.us-west-2.amazonaws.com

« opsworks.eu-west-1.amazonaws.com

» opsworks.eu-central-1.amazonaws.com

» opsworks.ap-northeast-1.amazonaws.com
» opsworks.ap-northeast-2.amazonaws.com
¢ opsworks.ap-south-1.amazonaws.com

» opsworks.ap-southeast-1.amazonaws.com
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http://aws.amazon.com/opsworks/
http://aws.amazon.com/opsworks/
http://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
http://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/opsworks/AWSOpsWorksClient.html
http://docs.aws.amazon.com/sdkfornet/latest/apidocs/html/N_Amazon_OpsWorks.htm
http://docs.aws.amazon.com/aws-sdk-php-2/latest/class-Aws.OpsWorks.OpsWorksClient.html
http://docs.aws.amazon.com/sdkforruby/api/
http://aws.amazon.com/documentation/sdkforjavascript/
http://docs.pythonboto.org/en/latest/ref/opsworks.html
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» opsworks.ap-southeast-2.amazonaws.com
» opsworks.sa-east-1.amazonaws.com

Chef Versions

When you call CreateStack (p. 28), CloneStack (p. 9), or UpdateStack (p. 130) we

recommend you use the Confi gur ati onManager parameter to specify the Chef version. The
recommended and default value for Linux stacks is currently 12. Windows stacks use Chef 12.2. For
more information, see Chef Versions.

Note

You can specify Chef 12, 11.10, or 11.4 for your Linux stack. We recommend migrating your
existing Linux stacks to Chef 12 as soon as possible.

This document was last published on December 9, 2016.
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http://docs.aws.amazon.com/opsworks/latest/userguide/workingcookbook-chef11.html
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Actions

The following actions are supported:

Assigninstance (p. 5)
AssignVolume (p. 6)
AssociateElasticlp (p. 7)
AttachElasticLoadBalancer (p. 8)
CloneStack (p. 9)

CreateApp (p. 15)
CreateDeployment (p. 18)
Createlnstance (p. 20)
CreateLayer (p. 24)
CreateStack (p. 28)
CreateUserProfile (p. 33)
DeleteApp (p. 35)
Deletelnstance (p. 36)
DeleteLayer (p. 37)
DeleteStack (p. 38)
DeleteUserProfile (p. 39)
DeregisterEcsCluster (p. 40)
DeregisterElasticlp (p. 41)
Deregisterinstance (p. 42)
DeregisterRdsDblinstance (p. 43)
DeregisterVolume (p. 44)
DescribeAgentVersions (p. 45)
DescribeApps (p. 47)
DescribeCommands (p. 49)
DescribeDeployments (p. 51)
DescribeEcsClusters (p. 53)
DescribeElasticlps (p. 55)

DescribeElasticLoadBalancers (p. 57)

Describelnstances (p. 59)
DescribeLayers (p. 62)
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DescribeLoadBasedAutoScaling (p. 65)
DescribeMyUserProfile (p. 67)
DescribePermissions (p. 68)
DescribeRaidArrays (p. 70)
DescribeRdsDblnstances (p. 72)
DescribeServiceErrors (p. 74)
DescribeStackProvisioningParameters (p. 76)
DescribeStacks (p. 78)
DescribeStackSummary (p. 80)
DescribeTimeBasedAutoScaling (p. 82)
DescribeUserProfiles (p. 84)
DescribeVolumes (p. 86)
DetachElasticLoadBalancer (p. 88)
DisassociateElasticlp (p. 89)
GetHostnameSuggestion (p. 90)
GrantAccess (p. 92)
RebootInstance (p. 94)
RegisterEcsCluster (p. 95)
RegisterElasticlp (p. 97)
Registerinstance (p. 99)
RegisterRdsDblnstance (p. 101)
RegisterVolume (p. 103)
SetlLoadBasedAutoScaling (p. 105)
SetPermission (p. 107)
SetTimeBasedAutoScaling (p. 109)
Startinstance (p. 111)

StartStack (p. 112)

StoplInstance (p. 113)

StopStack (p. 114)
Unassigninstance (p. 115)
UnassignVolume (p. 116)
UpdateApp (p. 117)
UpdateElasticlp (p. 120)
Updatelnstance (p. 121)
UpdateLayer (p. 124)
UpdateMyUserProfile (p. 128)
UpdateRdsDblinstance (p. 129)
UpdateStack (p. 130)
UpdateUserProfile (p. 135)
UpdateVolume (p. 137)

API Version 2013-02-18
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Assigninstance

Assigninstance

Assign a registered instance to a layer.

¢ You can assign registered on-premises instances to any layer type.
¢ You can assign registered Amazon EC2 instances only to custom layers.
¢ You cannot use this action with instances that were created with AWS OpsWorks Stacks.

Required Permissions: To use this action, an AWS Identity and Access Management (IAM) user must
have a Manage permissions level for the stack or an attached policy that explicitly grants permissions.
For more information on user permissions, see Managing User Permissions.

Request Syntax

"I nstanceld": "string",
"Layerlds": [ "string" ]

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 5)
The instance ID.

Type: String
Required: Yes

Layerlds (p. 5)
The layer ID, which must correspond to a custom layer. You cannot assign a registered instance to
a built-in layer.

Type: array of Strings
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400

API Version 2013-02-18
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AssignVolume

AssignVolume

Assigns one of the stack's registered Amazon EBS volumes to a specified instance. The volume must
first be registered with the stack by calling RegisterVolume (p. 103). After you register the volume,
you must call UpdateVolume (p. 137) to specify a mount point before calling Assi gnVol urne. For
more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"I nstanceld": "string",
"Vol unel d": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 6)
The instance ID.
Type: String
Required: No

Volumeld (p. 6)
The volume ID.
Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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AssociateElasticlp

Associates one of the stack's registered Elastic IP addresses with a specified instance. The address
must first be registered with the stack by calling RegisterElasticlp (p. 97). For more information, see
Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Elasticlp": "string",
"I nstanceld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Elasticlp (p. 7)
The Elastic IP address.

Type: String
Required: Yes

Instanceld (p. 7)
The instance ID.

Type: String
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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AttachElasticLoadBalancer

Attaches an Elastic Load Balancing load balancer to a specified layer. For more information, see
Elastic Load Balancing.

Note

You must create the Elastic Load Balancing instance separately, by using the Elastic Load
Balancing console, API, or CLI. For more information, see Elastic Load Balancing Developer
Guide.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"El asti cLoadBal ancer Nane": "string",
"Layerld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

ElasticLoadBalancerName (p. 8)
The Elastic Load Balancing instance's name.
Type: String
Required: Yes

Layerld (p. 8)
The ID of the layer that the Elastic Load Balancing instance is to be attached to.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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CloneStack

Creates a clone of a specified stack. For more information, see Clone a Stack. By default, all
parameters are set to the values used by the parent stack.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

"Agent Versi on": "string",
"Attributes": {

"string" : "string"
}

" Chef Configuration": {
"Ber kshel fVersion": "string",
"ManageBer kshel f": bool ean

H

"C oneApplds": [ "string" ],

"Cl onePer mi ssi ons": bool ean,

"Confi gurationManager": {
"Name": "string",
"Version": "string"

H

" Cust onCookbooksSource": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",
"Ul": "string",
"Usernane": "string"

H

"CustomJson": "string",

"Defaul t Avai | abi lityZone": "string",

"Defaul tI nstanceProfil eArn": "string",

"Defaul tOs": "string",

" Def aul t Root Devi ceType": "string",

"Def aul t SshKeyNane": "string",

"Def aul t Subnet 1 d": "string",

"Host naneThene": "string",

“Name": "string",

"Region": "string",

"ServiceRol eArn": "string",

"SourceStackld": "string",

"UseCust onCookbooks": bool ean,

"UseOpswor ksSecuri tyG oups": bool ean,

"Vpcld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.
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AgentVersion (p. 9)
The default AWS OpsWorks Stacks agent version. You have the following options:

¢ Auto-update - Set this parameter to LATEST. AWS OpsWorks Stacks automatically installs new
agent versions on the stack's instances as soon as they are available.

¢ Fixed version - Set this parameter to your preferred agent version. To update the agent version,
you must edit the stack configuration and specify a new version. AWS OpsWorks Stacks then
automatically installs that version on the stack's instances.

The default setting is LATEST. To specify an agent version, you must use the complete version

number, not the abbreviated number shown on the console. For a list of available agent version

numbers, call DescribeAgentVersions (p. 45). AgentVersion cannot be set to Chef 12.2.

Note
You can also specify an agent version when you create or update an instance, which
overrides the stack's default setting.

Type: String
Required: No
Attributes (p. 9)
A list of stack attributes and values as key/value pairs to be added to the cloned stack.
Type: String to String map
Valid Map Keys: Col or
Required: No
ChefConfiguration (p. 9)

A Chef Confi gur at i on object that specifies whether to enable Berkshelf and the Berkshelf
version on Chef 11.10 stacks. For more information, see Create a New Stack.

Type: ChefConfiguration (p. 146) object
Required: No
CloneApplds (p. 9)
A list of source stack app IDs to be included in the cloned stack.
Type: array of Strings
Required: No
ClonePermissions (p. 9)
Whether to clone the source stack's permissions.
Type: Boolean
Required: No
ConfigurationManager (p. 9)
The configuration manager. When you clone a stack we recommend that you use the configuration

manager to specify the Chef version: 12, 11.10, or 11.4 for Linux stacks, or 12.2 for Windows
stacks. The default value for Linux stacks is currently 12.

Type: StackConfigurationManager (p. 185) object
Required: No
CustomCookbooksSource (p. 9)

Contains the information required to retrieve an app or cookbook from a repository. For more
information, see Creating Apps or Custom Recipes and Cookbooks.

Type: Source (p. 180) object
Required: No
CustomJson (p. 9)

A string that contains user-defined, custom JSON. It is used to override the corresponding default
stack configuration JSON values. The string should be in the following format:

"{\"keyl\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
Attributes

Type: String
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Required: No
DefaultAvailabilityZone (p. 9)
The cloned stack's default Availability Zone, which must be in the specified region. For more

information, see Regions and Endpoints. If you also specify a value for Def aul t Subnet | d, the
subnet must be in the same zone. For more information, see the Vpcl d parameter description.

Type: String
Required: No
DefaultinstanceProfileArn (p. 9)

The Amazon Resource Name (ARN) of an 1AM profile that is the default profile for all of the stack's
EC2 instances. For more information about IAM ARNSs, see Using ldentifiers.

Type: String
Required: No
DefaultOs (p. 9)

The stack's operating system, which must be set to one of the following.

¢ A supported Linux operating system: An Amazon Linux version, such as Amazon Li nux
2016. 09, Amazon Li nux 2016. 03, Amazon Li nux 2015. 09, or Amazon Li nux 2015. 03.

¢ A supported Ubuntu operating system, such as Ubuntu 16. 04 LTS, Ubuntu 14. 04 LTS, or
Ubuntu 12.04 LTS.

e CentCS 7

* Red Hat Enterprise Linux 7

¢« Mcrosoft Wndows Server 2012 R2 Base, M crosoft W ndows Server 2012 R2

with SQL Server Express,Mcrosoft Wndows Server 2012 R2 with SQ. Server
St andard, or M crosoft W ndows Server 2012 R2 with SQL Server Wb.

¢ A custom AMI: Cust om You specify the custom AMI you want to use when you create
instances. For more information on how to use custom AMIs with OpsWorks, see Using Custom
AMls.

The default option is the parent stack's operating system. For more information on the supported
operating systems, see AWS OpsWorks Stacks Operating Systems.
Note

You can specify a different Linux operating system for the cloned stack, but you cannot
change from Linux to Windows or Windows to Linux.

Type: String
Required: No
DefaultRootDeviceType (p. 9)

The default root device type. This value is used by default for all instances in the cloned stack, but
you can override it when you create an instance. For more information, see Storage for the Root
Device.

Type: String
Valid Values: ebs | instance-store
Required: No

DefaultSshKeyName (p. 9)
A default Amazon EC2 key pair name. The default value is none. If you specify a key pair name,
AWS OpsWorks installs the public key on the instance and you can use the private key with an
SSH client to log in to the instance. For more information, see Using SSH to Communicate with an

Instance and Managing SSH Access. You can override this setting by specifying a different key
pair, or no key pair, when you create an instance.

Type: String
Required: No
DefaultSubnetld (p. 9)

The stack's default VPC subnet ID. This parameter is required if you specify a value for the Vpcl d
parameter. All instances are launched into this subnet unless you specify otherwise when you
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create the instance. If you also specify a value for Def aul t Avai | abi | i t yZone, the subnet must
be in that zone. For information on default values and when this parameter is required, see the
Vpcl d parameter description.

Type: String
Required: No
HosthameTheme (p. 9)
The stack's host name theme, with spaces are replaced by underscores. The theme is used
to generate host names for the stack's instances. By default, Host naneThene is set to

Layer _Dependent , which creates host names by appending integers to the layer's short name.
The other themes are:

* Baked_Goods

e O ouds

* Europe_Cities

e Fruits

e Greek_Deities

e Legendary_creatures_from Japan
¢ Pl anets_and_Mbons
e Roman_Deities

e Scottish_Islands
« US Cities

e Wld_Cats

To obtain a generated host name, call Get Host NameSuggest i on, which returns a host name
based on the current theme.

Type: String
Required: No

Name (p. 9)
The cloned stack name.
Type: String
Required: No

Region (p. 9)
The cloned stack AWS region, such as "ap-northeast-2". For more information about AWS regions,
see Regions and Endpoints.
Type: String
Required: No

ServiceRoleArn (p. 9)
The stack AWS ldentity and Access Management (IAM) role, which allows AWS OpsWorks Stacks
to work with AWS resources on your behalf. You must set this parameter to the Amazon Resource
Name (ARN) for an existing IAM role. If you create a stack by using the AWS OpsWorks Stacks
console, it creates the role for you. You can obtain an existing stack's IAM ARN programmatically

by calling DescribePermissions (p. 68). For more information about IAM ARNSs, see Using
Identifiers.

Note

You must set this parameter to a valid service role ARN or the action will fail; there is no
default value. You can specify the source stack's service role ARN, if you prefer, but you
must do so explicitly.

Type: String
Required: Yes

SourceStackld (p. 9)
The source stack ID.
Type: String
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Required: Yes
UseCustomCookbooks (p. 9)

Whether to use custom cookbooks.

Type: Boolean

Required: No

UseOpsworksSecurityGroups (p. 9)

Whether to associate the AWS OpsWorks Stacks built-in security groups with the stack's layers.

AWS OpsWorks Stacks provides a standard set of built-in security groups, one for each layer,

which are associated with layers by default. With UseOpswor ksSecur i t yGr oups you can

instead provide your own custom security groups. UseQpswor ksSecur i t yGr oups has the
following settings:

e True - AWS OpsWorks Stacks automatically associates the appropriate built-in security group
with each layer (default setting). You can associate additional security groups with a layer after
you create it but you cannot delete the built-in security group.

¢ False - AWS OpsWorks Stacks does not associate built-in security groups with layers. You
must create appropriate Amazon Elastic Compute Cloud (Amazon EC2) security groups and
associate a security group with each layer that you create. However, you can still manually
associate a built-in security group with a layer on creation; custom security groups are required
only for those layers that need custom settings.

For more information, see Create a New Stack.

Type: Boolean

Required: No

Vpcld (p. 9)

The ID of the VPC that the cloned stack is to be launched into. It must be in the specified region.

All instances are launched into this VPC, and you cannot change the ID later.

« If your account supports EC2 Classic, the default value is no VPC.

« If your account does not support EC2 Classic, the default value is the default VPC for the
specified region.

If the VPC ID corresponds to a default VPC and you have specified either the

Def aul t Avai | abi | i t yZone or the Def aul t Subnet | d parameter only, AWS OpsWorks

Stacks infers the value of the other parameter. If you specify neither parameter, AWS OpsWorks

Stacks sets these parameters to the first valid Availability Zone for the specified region and the
corresponding default VPC subnet ID, respectively.

If you specify a nondefault VPC ID, note the following:
« It must belong to a VPC in your account that is in the specified region.
¢ You must specify a value for Def aul t Subnet | d.

For more information on how to use AWS OpsWorks Stacks with a VPC, see Running a Stack in a
VPC. For more information on default VPC and EC2 Classic, see Supported Platforms.

Type: String
Required: No

Response Syntax

"Stackld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
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Stackld (p. 13)
The cloned stack ID.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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CreateApp

Creates an app for a specified stack. For more information, see Creating Apps.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

" AppSource": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",
"Ul": "string",
"Usernane": "string"

},

"Attributes": {

"string" : "string"
},
"Dat aSour ces": [
{ .
"Arn": "string",
"Dat abaseNane": "string",
"Type": "string"
}

] ! . . .

"Description": "string",

"Donmmins": [ "string" ],

"Enabl eSsl| ": bool ean,

"Environment": [

{ .
"Key": "string",
"Secure": bool ean,
"Val ue": "string"

}

] ! .

"Nanme": "string",

"Shortnane": "string",

"Ssl Configuration": {
"Certificate": "string",
"Chain": "string",
"PrivateKey": "string"

},

"Stackld": "string",

"Type": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.
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AppSource (p. 15)
A Sour ce object that specifies the app repository.
Type: Source (p. 180) object
Required: No
Attributes (p. 15)
One or more user-defined key/value pairs to be added to the stack attributes.
Type: String to String map
Valid Map Keys: Docunent Root | Rail sEnv | Aut oBundl eOnDepl oy |
AwsFl owRubySet ti ngs
Required: No
DataSources (p. 15)
The app's data source.
Type: array of DataSource (p. 149) objects
Required: No
Description (p. 15)
A description of the app.
Type: String
Required: No
Domains (p. 15)

The app virtual host settings, with multiple domains separated by commas. For example:
"www. exanpl e. com exanpl e. coni

Type: array of Strings
Required: No
EnableSsl (p. 15)
Whether to enable SSL for the app.
Type: Boolean
Required: No
Environment (p. 15)

An array of Envi r onnment Var i abl e objects that specify environment variables to be associated
with the app. After you deploy the app, these variables are defined on the associated app server
instance. For more information, see Environment Variables.

There is no specific limit on the number of environment variables. However, the size of the
associated data structure - which includes the variables' names, values, and protected flag values
- cannot exceed 10 KB (10240 Bytes). This limit should accommodate most if not all use cases.
Exceeding it will cause an exception with the message, "Environment: is too large (maximum is
10KB)."

Note

This parameter is supported only by Chef 11.10 stacks. If you have specified one or more
environment variables, you cannot modify the stack's Chef version.

Type: array of EnvironmentVariable (p. 158) objects
Required: No
Name (p. 15)
The app name.
Type: String
Required: Yes
Shortname (p. 15)
The app's short name.
Type: String
Required: No
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SslConfiguration (p. 15)
An Ssl Confi gur at i on object with the SSL configuration.

Type: SslConfiguration (p. 181) object
Required: No
Stackld (p. 15)
The stack ID.
Type: String
Required: Yes
Type (p. 15)
The app type. Each supported type is associated with a particular layer. For example, PHP
applications are associated with a PHP layer. AWS OpsWorks Stacks deploys an application to

those instances that are members of the corresponding layer. If your app isn't one of the standard
types, or you prefer to implement your own Deploy recipes, specify ot her .

Type: String
Valid Values: aws-flowruby | java | rails | php | nodejs | static | other
Required: Yes

Response Syntax

"Appld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Appld (p. 17)
The app ID.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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CreateDeployment

Runs deployment or stack commands. For more information, see Deploying Apps and Run Stack
Commands.

Required Permissions: To use this action, an IAM user must have a Deploy or Manage permissions
level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"Appld": "string",
"Command": {
"Args": {
"string" : [ "string" ]
}
"Nanme": "string"
}
"Comment": "string",
"CustomJson": "string",
"I nstancelds": [ "string" ],
"Layerlds": [ "string" ],
"Stackld": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Appld (p. 18)
The app ID. This parameter is required for app deployments, but not for other deployment
commands.

Type: String
Required: No
Command (p. 18)

A Depl oynent Conmand object that specifies the deployment command and any associated
arguments.

Type: DeploymentCommand (p. 152) object
Required: Yes
Comment (p. 18)
A user-defined comment.
Type: String
Required: No
CustomJson (p. 18)

A string that contains user-defined, custom JSON. It is used to override the corresponding default
stack configuration JSON values. The string should be in the following format:

"{\"keyl\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
Attributes.

Type: String
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Required: No
Instancelds (p. 18)
The instance IDs for the deployment targets.
Type: array of Strings
Required: No
Layerlds (p. 18)
The layer IDs for the deployment targets.
Type: array of Strings
Required: No
Stackld (p. 18)
The stack ID.
Type: String
Required: Yes

Response Syntax

"Depl oynment 1 d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Deploymentld (p. 19)
The deployment ID, which can be used with other requests to identify the deployment.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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Createlnstance

Creates an instance in a specified stack. For more information, see Adding an Instance to a Layer.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

" Agent Versi on": "string",
"Am I d": "string",
"Architecture": "string",
" Aut oScal i ngType": "string",
"Avail abi l'ityZone": "string",
"Bl ockDevi ceMappi ngs": [
{
"Devi ceNane": "string",
"Ebs": {
"Del eteOnTer m nati on": bool ean,
"l ops": nunber,
"Snapshot I d": "string",
"Vol unesSi ze": nunber,
"Vol uneType": "string

b
"NoDevi ce": "string",
"Virtual Name": "string"

}
1
"EbsOptim zed": bool ean,
"Host name": "string",
"I nstal | Updat esOnBoot ": bool ean,
"I nstanceType": "string",
"Layerlds": [ "string" ],
"Gs": "string",
"Root Devi ceType": "string",
" SshKeyNane": "string",
"Stackld": "string",
"Subnetld": "string",
"Tenancy": "string",
"VirtualizationType": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

AgentVersion (p. 20)
The default AWS OpsWorks Stacks agent version. You have the following options:
¢ | NHERI T - Use the stack's default agent version setting.

¢ version_number - Use the specified agent version. This value overrides the stack's default
setting. To update the agent version, edit the instance configuration and specify a new version.
AWS OpsWorks Stacks then automatically installs that version on the instance.
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The default setting is | NHERI T. To specify an agent version, you must use the complete version
number, not the abbreviated number shown on the console. For a list of available agent version
numbers, call DescribeAgentVersions (p. 45). AgentVersion cannot be set to Chef 12.2.

Type: String
Required: No
Amild (p. 20)

A custom AMI ID to be used to create the instance. The AMI should be based on one of the
supported operating systems. For more information, see Using Custom AMls.

Note
If you specify a custom AMI, you must set s to Cust om

Type: String
Required: No
Architecture (p. 20)

The instance architecture. The default option is x86_64. Instance types do not necessarily support
both architectures. For a list of the architectures that are supported by the different instance types,
see Instance Families and Types.

Type: String

Valid Values: x86_64 | i 386

Required: No
AutoScalingType (p. 20)

For load-based or time-based instances, the type. Windows stacks can use only time-based
instances.

Type: String
Valid Values: | oad | timer
Required: No
AvailabilityZone (p. 20)
The instance Availability Zone. For more information, see Regions and Endpoints.
Type: String
Required: No
BlockDeviceMappings (p. 20)

An array of Bl ockDevi ceMappi ng objects that specify the instance's block devices. For more
information, see Block Device Mapping. Note that block device mappings are not supported for
custom AMls.

Type: array of BlockDeviceMapping (p. 145) objects
Required: No
EbsOptimized (p. 20)
Whether to create an Amazon EBS-optimized instance.
Type: Boolean
Required: No
Hostname (p. 20)
The instance host name.
Type: String
Required: No
InstallUpdatesOnBoot (p. 20)

Whether to install operating system and package updates when the instance boots. The

default value is t r ue. To control when updates are installed, set this value to f al se. You

must then update your instances manually by using CreateDeployment (p. 18) to run the

updat e_dependenci es stack command or by manually running yum(Amazon Linux) or apt - get
(Ubuntu) on the instances.
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Note
We strongly recommend using the default value of t r ue to ensure that your instances
have the latest security updates.

Type: Boolean
Required: No

InstanceType (p. 20)

The instance type, such as t 2. mi cr o. For a list of supported instance types, open the stack in the
console, choose Instances, and choose + Instance. The Size list contains the currently supported
types. For more information, see Instance Families and Types. The parameter values that you use
to specify the various types are in the APl Name column of the Available Instance Types table.
Type: String

Required: Yes

Layerlds (p. 20)

An array that contains the instance's layer IDs.
Type: array of Strings
Required: Yes

Os (p. 20)

The instance's operating system, which must be set to one of the following.

¢ A supported Linux operating system: An Amazon Linux version, such as Amazon Li nux
2016. 09, Amazon Li nux 2016. 03, Amazon Li nux 2015. 09, or Amazon Li nux 2015. 03.

¢ A supported Ubuntu operating system, such as Ubuntu 16. 04 LTS, Uobuntu 14. 04 LTS, or
Ubuntu 12.04 LTS.

e CentCS 7

e Red Hat Enterprise Linux 7

¢ A supported Windows operating system, such as M crosoft W ndows Server 2012 R2
Base, M crosoft W ndows Server 2012 R2 with SQ Server Express,M crosoft
W ndows Server 2012 R2 with SQ. Server Standard,or M crosoft W ndows
Server 2012 R2 with SQL Server Wb.

¢ A custom AMI: Cust om

For more information on the supported operating systems, see AWS OpsWorks Stacks Operating

Systems.

The default option is the current Amazon Linux version. If you set this parameter to Cust om

you must use the Createlnstance (p. 20) action's Amild parameter to specify the custom AMI

that you want to use. Block device mappings are not supported if the value is Cust om For more

information on the supported operating systems, see Operating SystemsFor more information on

how to use custom AMIs with AWS OpsWorks Stacks, see Using Custom AMIs.

Type: String

Required: No

RootDeviceType (p. 20)

The instance root device type. For more information, see Storage for the Root Device.
Type: String

Valid Values: ebs | instance-store

Required: No

SshKeyName (p. 20)

The instance's Amazon EC2 key-pair name.
Type: String
Required: No

Stackld (p. 20)

The stack ID.
Type: String
Required: Yes
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Subnetld (p. 20)
The ID of the instance's subnet. If the stack is running in a VPC, you can use this parameter
to override the stack's default subnet ID value and direct AWS OpsWorks Stacks to launch the
instance in a different subnet.
Type: String
Required: No

Tenancy (p. 20)
The instance's tenancy option. The default option is no tenancy, or if the instance is running in
a VPC, inherit tenancy settings from the VPC. The following are valid values for this parameter:
dedi cat ed, def aul t, or host . Because there are costs associated with changes in tenancy
options, we recommend that you research tenancy options before choosing them for your
instances. For more information about dedicated hosts, see Dedicated Hosts Overview and
Amazon EC2 Dedicated Hosts. For more information about dedicated instances, see Dedicated
Instances and Amazon EC2 Dedicated Instances.
Type: String
Required: No

VirtualizationType (p. 20)
The instance's virtualization type, par avi rt ual or hvm
Type: String
Required: No

Response Syntax

"I nstancel d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Instanceld (p. 23)
The instance ID.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400
ValidationException

Indicates that a request was not valid.

HTTP Status Code: 400
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CreatelLayer

Creates a layer. For more information, see How to Create a Layer.

Note

You should use CreateLayer for noncustom layer types such as PHP App Server only if the
stack does not have an existing layer of that type. A stack can have at most one instance of
each noncustom layer; if you attempt to create a second instance, CreateLayer fails. A stack
can have an arbitrary number of custom layers, so you can call CreateLayer as many times
as you like for that layer type.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Attributes": {
"string" : "string"

}

ut oAssi gnEl asti cl ps": bool ean,
" Aut oAssi gnPubl i cl ps": bool ean,
"Cust onl nstanceProfil eArn": "string",
"CustomJson": "string",
"Cust onReci pes": {
"Configure": [ "string" ],
"Deploy": [ "string" ],
"Setup": [ "string" 1,
"Shutdown": [ "string" ],
"Undepl oy": [ "string" ]
}

stonfBSecurityG ouplds": [ "string" 1],
"Enabl eAut oHeal i ng": bool ean,
"I nstal | Updat esOnBoot ": bool ean,
"Li f ecycl eEvent Confi guration": {
" Shut down": {
"Del ayUnti | El bConnecti onsDrai ned": bool ean,
"ExecutionTi neout": nunber
}
}

Name": "string",
"Packages": [ "string" ],
"Shortnane": "string",
"Stackld": "string",
"Type": "string",
"UseEbsOpti mi zedl nst ances": bool ean,
"Vol uneConfigurations": [
{
"l ops": nunber,
"Mount Point": "string",
"Nunber O Di sks": nunber,
"Rai dLevel ": nunber,
"Size": nunber,
"Vol uneType": "string"
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Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Attributes (p. 24)
One or more user-defined key-value pairs to be added to the stack attributes.
To create a cluster layer, set the EcsC ust er Ar n attribute to the cluster's ARN.
Type: String to String map
Valid Map Keys: EcsCl uster Arn | Enabl eHaproxyStats | HaproxyStatsuUrl
| HaproxyStatsUser | HaproxyStatsPassword | HaproxyHeal t hCheckUrl |
Hapr oxyHeal t hCheckMet hod | Mysql Root Password | Mysql Root Passwor dUbi qui t ous
| Ganglialrl | GangliaUser | GangliaPassword | MentachedMenory |
Nodej sVersion | RubyVersion | RubygensVersion | ManageBundl er |
Bundl erVersion | RailsStack | PassengerVersion | Jvm | JvnVersion |
Jvnmptions | JavaAppServer | JavaAppServer Version

Required: No
AutoAssignElasticlps (p. 24)

Whether to automatically assign an Elastic IP address to the layer's instances. For more
information, see How to Edit a Layer.

Type: Boolean
Required: No
AutoAssignPubliclps (p. 24)

For stacks that are running in a VPC, whether to automatically assign a public IP address to the
layer's instances. For more information, see How to Edit a Layer.

Type: Boolean
Required: No
CustominstanceProfileArn (p. 24)

The ARN of an IAM profile to be used for the layer's EC2 instances. For more information about
IAM ARNSs, see Using ldentifiers.

Type: String
Required: No
CustomJson (p. 24)
A JSON-formatted string containing custom stack configuration and deployment attributes to be

installed on the layer's instances. For more information, see Using Custom JSON. This feature is
supported as of version 1.7.42 of the AWS CLI.

Type: String
Required: No
CustomRecipes (p. 24)
A Layer Cust onReci pes object that specifies the layer custom recipes.
Type: Recipes (p. 175) object
Required: No
CustomSecurityGrouplds (p. 24)
An array containing the layer custom security group IDs.
Type: array of Strings
Required: No
EnableAutoHealing (p. 24)
Whether to disable auto healing for the layer.
Type: Boolean
Required: No
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InstallUpdatesOnBoot (p. 24)
Whether to install operating system and package updates when the instance boots. The
default value is t r ue. To control when updates are installed, set this value to f al se. You
must then update your instances manually by using CreateDeployment (p. 18) to run the
updat e_dependenci es stack command or by manually running yum(Amazon Linux) or apt - get
(Ubuntu) on the instances.

Note
To ensure that your instances have the latest security updates, we strongly recommend
using the default value of t r ue.

Type: Boolean
Required: No
LifecycleEventConfiguration (p. 24)

A Li f eCycl eEvent Confi gur ati on object that you can use to configure the Shutdown event to
specify an execution timeout and enable or disable Elastic Load Balancer connection draining.

Type: LifecycleEventConfiguration (p. 169) object
Required: No
Name (p. 24)
The layer name, which is used by the console.
Type: String
Required: Yes
Packages (p. 24)
An array of Package objects that describes the layer packages.
Type: array of Strings
Required: No
Shortname (p. 24)
For custom layers only, use this parameter to specify the layer's short name, which is used
internally by AWS OpsWorks Stacks and by Chef recipes. The short name is also used as

the name for the directory where your app files are installed. It can have a maximum of 200
characters, which are limited to the alphanumeric characters, '-',' ', and ".".

The built-in layers' short names are defined by AWS OpsWorks Stacks. For more information, see
the Layer Reference.

Type: String
Required: Yes
Stackld (p. 24)
The layer stack ID.
Type: String
Required: Yes
Type (p. 24)
The layer type. A stack cannot have more than one built-in layer of the same type. It can have any
number of custom layers. Built-in layers are not available in Chef 12 stacks.

Type: String

Valid Values: aws-fl owruby | ecs-cluster | java-app | I|b | web | php-app
| rails-app | nodejs-app | menctached | db-master | nonitoring-master |
custom

Required: Yes
UseEbsOptimizedinstances (p. 24)
Whether to use Amazon EBS-optimized instances.
Type: Boolean
Required: No
VolumeConfigurations (p. 24)
A Vol umeConf i gur at i ons object that describes the layer's Amazon EBS volumes.
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Type: array of VolumeConfiguration (p. 192) objects
Required: No

Response Syntax

"Layerld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Layerld (p. 27)
The layer ID.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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CreateStack

Creates a new stack. For more information, see Create a New Stack.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

"Agent Versi on": "string",
"Attributes": {
"string" : "string"
8
" Chef Configuration": {
"Ber kshel f Versi on": "string",
"ManageBer kshel f": bool ean

}

nfigurati onManager": {
"Nanme": "string",
"Version": "string"
8
" Cust onCookbooksSource": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",
"Ul": "string",
"User name": "string"

}

stomlJson": "string",
"Defaul t Avai l abilityZone": "string",
"Defaul tI nstanceProfil eArn": "string",
"DefaultGs": "string",
" Def aul t Root Devi ceType": "string",
"Def aul t SshKeyNane": "string",
"Def aul t Subnet 1 d": "string",
"Host nameThene": "string",
"Name": "string",
"Region": "string",
"ServiceRol eArn": "string",
" UseCust onCookbooks": bool ean,
"UseOpswor ksSecuri tyG oups": bool ean,
"Vpcld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

AgentVersion (p. 28)
The default AWS OpsWorks Stacks agent version. You have the following options:

¢ Auto-update - Set this parameter to LATEST. AWS OpsWorks Stacks automatically installs new
agent versions on the stack's instances as soon as they are available.
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¢ Fixed version - Set this parameter to your preferred agent version. To update the agent version,
you must edit the stack configuration and specify a new version. AWS OpsWorks Stacks then
automatically installs that version on the stack's instances.

The default setting is the most recent release of the agent. To specify an agent version, you must
use the complete version number, not the abbreviated number shown on the console. For a list of
available agent version numbers, call DescribeAgentVersions (p. 45). AgentVersion cannot be
set to Chef 12.2.

Note

You can also specify an agent version when you create or update an instance, which
overrides the stack's default setting.

Type: String
Required: No
Attributes (p. 28)
One or more user-defined key-value pairs to be added to the stack attributes.
Type: String to String map
Valid Map Keys: Col or
Required: No
ChefConfiguration (p. 28)

A Chef Confi gur at i on object that specifies whether to enable Berkshelf and the Berkshelf
version on Chef 11.10 stacks. For more information, see Create a New Stack.

Type: ChefConfiguration (p. 146) object
Required: No
ConfigurationManager (p. 28)

The configuration manager. When you create a stack we recommend that you use the
configuration manager to specify the Chef version: 12, 11.10, or 11.4 for Linux stacks, or 12.2 for
Windows stacks. The default value for Linux stacks is currently 11.4.

Type: StackConfigurationManager (p. 185) object
Required: No
CustomCookbooksSource (p. 28)

Contains the information required to retrieve an app or cookbook from a repository. For more
information, see Creating Apps or Custom Recipes and Cookbooks.

Type: Source (p. 180) object
Required: No
CustomJson (p. 28)

A string that contains user-defined, custom JSON. It can be used to override the corresponding
default stack configuration attribute values or to pass data to recipes. The string should be in the
following format:

"{\"keyl\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
Attributes.

Type: String

Required: No

DefaultAvailabilityZone (p. 28)
The stack's default Availability Zone, which must be in the specified region. For more information,
see Regions and Endpoints. If you also specify a value for Def aul t Subnet | d, the subnet must
be in the same zone. For more information, see the Vpcl d parameter description.

Type: String
Required: No
DefaultinstanceProfileArn (p. 28)

The Amazon Resource Name (ARN) of an IAM profile that is the default profile for all of the stack's
EC2 instances. For more information about IAM ARNSs, see Using Identifiers.
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Type: String
Required: Yes
DefaultOs (p. 28)

The stack's default operating system, which is installed on every instance unless you specify a
different operating system when you create the instance. You can specify one of the following.

¢ A supported Linux operating system: An Amazon Linux version, such as Amazon Li nux

2016. 09, Amazon Li nux 2016. 03, Amazon Li nux 2015. 09, or Amazon Li nux 2015. 03.

¢ A supported Ubuntu operating system, such as Ubuntu 16. 04 LTS, Ubuntu 14. 04 LTS, or
Ubuntu 12.04 LTS

e CentCS 7

e Red Hat Enterprise Linux 7

¢ A supported Windows operating system, such as M crosoft W ndows Server 2012 R2
Base, M crosoft Wndows Server 2012 R2 with SQL Server Express,M crosoft

W ndows Server 2012 R2 with SQ. Server Standard,orM crosoft W ndows
Server 2012 R2 with SQ. Server Wb.

¢ A custom AMI: Cust om You specify the custom AMI you want to use when you create
instances. For more information, see Using Custom AMIs.

The default option is the current Amazon Linux version. For more information on the supported

operating systems, see AWS OpsWorks Stacks Operating Systems.

Type: String
Required: No
DefaultRootDeviceType (p. 28)
The default root device type. This value is the default for all instances in the stack, but you can

override it when you create an instance. The default option is i nst ance- st or e. For more
information, see Storage for the Root Device.

Type: String
Valid Values: ebs | instance-store
Required: No

DefaultSshKeyName (p. 28)

A default Amazon EC2 key pair name. The default value is none. If you specify a key pair name,
AWS OpsWorks installs the public key on the instance and you can use the private key with an

SSH client to log in to the instance. For more information, see Using SSH to Communicate with an

Instance and Managing SSH Access. You can override this setting by specifying a different key
pair, or no key pair, when you create an instance.
Type: String
Required: No

DefaultSubnetld (p. 28)
The stack's default VPC subnet ID. This parameter is required if you specify a value for the Vpcl d
parameter. All instances are launched into this subnet unless you specify otherwise when you
create the instance. If you also specify a value for Def aul t Avai | abi | i t yZone, the subnet must
be in that zone. For information on default values and when this parameter is required, see the
Vpcl d parameter description.
Type: String
Required: No

HostnameTheme (p. 28)
The stack's host name theme, with spaces replaced by underscores. The theme is used
to generate host names for the stack's instances. By default, Host naneThen® is set to

Layer _Dependent , which creates host names by appending integers to the layer's short name.
The other themes are:

e Baked_Coods
e Cl ouds
e Europe_Cities
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e Fruits

e Geek Deities

e Legendary_creatures_fromJapan

e Pl anets_and_Mons

e Roman_Deities

e Scottish_Islands

e US Cities

e WIld_Cats

To obtain a generated host name, call Get Host NanmeSuggest i on, which returns a host name
based on the current theme.

Type: String
Required: No
Name (p. 28)
The stack name.
Type: String
Required: Yes
Region (p. 28)
The stack's AWS region, such as "ap-south-1". For more information about Amazon regions, see
Regions and Endpoints.

Type: String
Required: Yes

ServiceRoleArn (p. 28)
The stack's AWS Identity and Access Management (IAM) role, which allows AWS OpsWorks
Stacks to work with AWS resources on your behalf. You must set this parameter to the Amazon
Resource Name (ARN) for an existing IAM role. For more information about IAM ARNSs, see Using
Identifiers.
Type: String
Required: Yes

UseCustomCookbooks (p. 28)
Whether the stack uses custom cookbooks.
Type: Boolean
Required: No

UseOpsworksSecurityGroups (p. 28)
Whether to associate the AWS OpsWorks Stacks built-in security groups with the stack's layers.
AWS OpsWorks Stacks provides a standard set of built-in security groups, one for each layer,
which are associated with layers by default. With UseOpswor ksSecur i t yGr oups you can

instead provide your own custom security groups. UseQpswor ksSecur i t yG oups has the

following settings:

e True - AWS OpsWorks Stacks automatically associates the appropriate built-in security group
with each layer (default setting). You can associate additional security groups with a layer after
you create it, but you cannot delete the built-in security group.

¢ False - AWS OpsWorks Stacks does not associate built-in security groups with layers. You must
create appropriate EC2 security groups and associate a security group with each layer that
you create. However, you can still manually associate a built-in security group with a layer on
creation; custom security groups are required only for those layers that need custom settings.

For more information, see Create a New Stack.

Type: Boolean

Required: No

Vpcld (p. 28)

The ID of the VPC that the stack is to be launched into. The VPC must be in the stack's region. All

instances are launched into this VPC. You cannot change the ID later.
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« If your account supports EC2-Classic, the default value is no VPC.

« If your account does not support EC2-Classic, the default value is the default VPC for the
specified region.

If the VPC ID corresponds to a default VPC and you have specified either the

Def aul t Avai | abi I'i t yZone or the Def aul t Subnet | d parameter only, AWS OpsWorks

Stacks infers the value of the other parameter. If you specify neither parameter, AWS OpsWorks

Stacks sets these parameters to the first valid Availability Zone for the specified region and the

corresponding default VPC subnet ID, respectively.

If you specify a nondefault VPC ID, note the following:
It must belong to a VPC in your account that is in the specified region.
¢ You must specify a value for Def aul t Subnet | d.

For more information on how to use AWS OpsWorks Stacks with a VPC, see Running a Stack in a
VPC. For more information on default VPC and EC2-Classic, see Supported Platforms.

Type: String
Required: No

Response Syntax

"Stackld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Stackld (p. 32)

The stack ID, which is an opaque string that you use to identify the stack when performing actions
such as Descri beSt acks.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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CreateUserProfile

CreateUserProfile

Creates a new user profile.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

{
"Al'l owSel f Managenent": bool ean,
"lamJser Arn": "string",
"SshPubl i cKey": "string",
"SshUsernane": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

AllowSelfManagement (p. 33)
Whether users can specify their own SSH public key through the My Settings page. For more
information, see Setting an IAM User's Public SSH Key.

Type: Boolean
Required: No
lamUserArn (p. 33)
The user's IAM ARN; this can also be a federated user's ARN.
Type: String
Required: Yes

SshPublicKey (p. 33)
The user's public SSH key.
Type: String
Required: No

SshUsername (p. 33)
The user's SSH user name. The allowable characters are [a-z], [A-Z], [0-9], -', and '_". If the
specified name includes other punctuation marks, AWS OpsWorks Stacks removes them. For
example, my. name will be changed to nynare. If you do not specify an SSH user name, AWS
OpsWorks Stacks generates one from the IAM user name.

Type: String
Required: No

Response Syntax

"lanmJser Arn": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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Errors

The following data is returned in JSON format by the service.

lamUserArn (p. 33)
The user's IAM ARN.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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DeleteApp

DeleteApp

Deletes a specified app.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Appld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Appld (p. 35)
The app ID.
Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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Deletelnstance

Deletelnstance

Deletes a specified instance, which terminates the associated Amazon EC2 instance. You must stop
an instance before you can delete it.

For more information, see Deleting Instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

{
"Del et eEl asticlp": bool ean,
"Del et eVol unes": bool ean,
"I nstanceld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

DeleteElasticlp (p. 36)
Whether to delete the instance Elastic IP address.

Type: Boolean
Required: No

DeleteVolumes (p. 36)
Whether to delete the instance's Amazon EBS volumes.

Type: Boolean
Required: No

Instanceld (p. 36)
The instance ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DeleteLayer

DeleteLayer

Deletes a specified layer. You must first stop and then delete all associated instances or unassign
registered instances. For more information, see How to Delete a Layer.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Layerld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Layerld (p. 37)
The layer ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DeleteStack

DeleteStack

Deletes a specified stack. You must first delete all instances, layers, and apps or deregister registered
instances. For more information, see Shut Down a Stack.

Required Permissions: To use this action, an IAM user must have a Manage permissions level

for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Stackld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Stackld (p. 38)
The stack ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DeleteUserProfile

DeleteUserProfile

Deletes a user profile.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

"lanUser Arn": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

lamUserArn (p. 39)
The user's IAM ARN. This can also be a federated user's ARN.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DeregisterEcsCluster

Deregisters a specified Amazon ECS cluster from a stack. For more information, see Resource
Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack or an attached policy that explicitly grants permissions. For more information on user
permissions, see http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-
users.html.

Request Syntax

"EcsClusterArn": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

EcsClusterArn (p. 40)
The cluster's ARN.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DeregisterElasticlp

DeregisterElasticlp

Deregisters a specified Elastic IP address. The address can then be registered by another stack. For
more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level

for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Elasticlp": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Elasticlp (p. 41)
The Elastic IP address.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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Deregisterinstance

Deregisterinstance

Deregister a registered Amazon EC2 or on-premises instance. This action removes the instance from
the stack and returns it to your control. This action can not be used with instances that were created
with AWS OpsWorks Stacks.

Required Permissions: To use this action, an IAM user must have a Manage permissions level

for the stack or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"I nstanceld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 42)
The instance ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DeregisterRdsDblinstance

DeregisterRdsDbinstance

Deregisters an Amazon RDS instance.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"RdsDbl nstanceArn": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

RdsDblInstanceArn (p. 43)
The Amazon RDS instance's ARN.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DeregisterVolume

Deregisters an Amazon EBS volume. The volume can then be registered by another stack. For more
information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level

for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Vol unel d": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Volumeld (p. 44)
The AWS OpsWorks Stacks volume ID, which is the GUID that AWS OpsWorks Stacks assigned
to the instance when you registered the volume with the stack, not the Amazon EC2 volume ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DescribeAgentVersions

Describes the available AWS OpsWorks Stacks agent versions. You must specify a stack ID or a
configuration manager. Descr i beAgent Ver si ons returns a list of available agent versions for the
specified stack or configuration manager.

Request Syntax

{

" Confi gurationManager": {
"Name": "string",
"Version": "string"

I

"Stackld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

ConfigurationManager (p. 45)
The configuration manager.

Type: StackConfigurationManager (p. 185) object
Required: No

Stackld (p. 45)
The stack ID.

Type: String
Required: No

Response Syntax

{
"Agent Versi ons": [
{
"Configurati onManager": {
"Nanme": "string",
"Version": "string"
o
"Version": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AgentVersions (p. 45)
The agent versions for the specified stack or configuration manager. Note that this value is the
complete version number, not the abbreviated number used by the console.
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Type: array of AgentVersion (p. 140) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400

API Version 2013-02-18
46



AWS OpsWorks API Reference
DescribeApps

DescribeApps

Requests a description of a specified set of apps.
Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

"Applds": [ "string" ],
"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Applds (p. 47)
An array of app IDs for the apps to be described. If you use this parameter, Descr i beApps
returns a description of the specified apps. Otherwise, it returns a description of every app.

Type: array of Strings
Required: No
Stackld (p. 47)

The app stack ID. If you use this parameter, Descr i beApps returns a description of the apps in
the specified stack.

Type: String
Required: No

Response Syntax

"Apps": [
{

"Appld": "string",

" AppSource": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",

"Url": "string",
"Usernanme": "string"
b
"Attributes": {
"string" : "string"
b
"CreatedAt": "string",

"Dat aSources": |
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{
"Arn": "string",
"Dat abaseNane": "string",
"Type": "string"

}

]

Description": "string",
"Domeins": [ "string" ],

"Enabl eSsl ": bool ean,
"Environment": [
{

"Key": "string",
"Secure": bool ean,
"Val ue": "string"

}
]

Name": "string",
"Shortnane": "string",

"Ssl Configuration": {
"Certificate": "string",
"Chain": "string",
"PrivateKey": "string"

}

tackl d": "string",
"Type": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Apps (p. 47)
An array of App objects that describe the specified apps.

Type: array of App (p. 141) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DescribeCommands

Describes the results of specified commands.
Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

{
"Commrendl ds": [ "string" ],
"Depl oynment I d": "string",
"I nstancel d": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Commandlds (p. 49)
An array of command IDs. If you include this parameter, Descr i beComrands returns a
description of the specified commands. Otherwise, it returns a description of every command.

Type: array of Strings
Required: No
Deploymentld (p. 49)

The deployment ID. If you include this parameter, Descr i beCommands returns a description of the
commands associated with the specified deployment.

Type: String
Required: No
Instanceld (p. 49)

The instance ID. If you include this parameter, Descr i beConmands returns a description of the
commands associated with the specified instance.

Type: String
Required: No

Response Syntax

"Commands": [
{

"Acknow edgedAt": "string",
"Commandl d": "string",
"Conpl etedAt": "string",
"CreatedAt": "string",
"Depl oynent I d": "string",
"Exit Code": nunber,
"I nstancel d": "string",
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Response Elements

"LogUrl": "string",
"Status": "string",
"Type": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Commands (p. 49)
An array of Conmand objects that describe each of the specified commands.

Type: array of Command (p. 147) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DescribeDeployments

Requests a description of a specified set of deployments.
Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

{
"Appld": "string",
"Depl oynment I ds": [ "string" ],
"Stackld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Appld (p. 51)
The app ID. If you include this parameter, Descr i beDepl oynent s returns a description of the
commands associated with the specified app.

Type: String
Required: No
Deploymentlds (p. 51)
An array of deployment IDs to be described. If you include this parameter,

Descri beDepl oynent s returns a description of the specified deployments. Otherwise, it returns
a description of every deployment.

Type: array of Strings
Required: No
Stackld (p. 51)

The stack ID. If you include this parameter, Descri beDepl oynent s returns a description of the
commands associated with the specified stack.

Type: String
Required: No

Response Syntax

{
"Depl oynments": |
{
"Appld": "string",
"Command": {
"Args": {

"string" : [ "string" ]
}

Nanme": "string"
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Response Elements

b,

"Comment": "string",
"Conpl etedAt": "string",
"CreatedAt": "string",

"CustomJson": "string",
"Depl oyment I d": "string",
"Duration": nunber,
"lamJser Arn": "string",

"I nstancelds": [ "string" 1,
"Stackld": "string",
"Status": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Deployments (p. 51)
An array of Depl oynment objects that describe the deployments.

Type: array of Deployment (p. 150) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DescribeEcsClusters

DescribeEcsClusters

Describes Amazon ECS clusters that are registered with a stack. If you specify only a stack ID, you

can use the MaxResul t s and Next Token parameters to paginate the response. However, AWS
OpsWorks Stacks currently supports only one cluster per layer, so the result set has a maximum of one
element.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack or an attached policy that explicitly grants permission. For more
information on user permissions, see Managing User Permissions.

Request Syntax

{
"EcsClusterArns": [ "string" ],
"MaxResul t s": nunber,
"Next Token": "string",
"Stackld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

EcsClusterArns (p. 53)
A list of ARNSs, one for each cluster to be described.
Type: array of Strings
Required: No

MaxResults (p. 53)

To receive a paginated response, use this parameter to specify the maximum number of results
to be returned with a single call. If the number of available results exceeds this maximum, the
response includes a Next Token value that you can assign to the Next Token request parameter
to get the next set of results.

Type: Integer
Required: No

NextToken (p. 53)

If the previous paginated request did not return all of the remaining results, the response
object'sNext Token parameter value is set to a token. To retrieve the next set of results, call
Descri beEcsCl ust er s again and assign that token to the request object's Next Token
parameter. If there are no remaining results, the previous response object's Next Token parameter
issettonul | .

Type: String
Required: No
Stackld (p. 53)

A stack ID. Descri beEcsd ust er s returns a description of the cluster that is registered with the
stack.

Type: String
Required: No

API Version 2013-02-18
53


http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html

AWS OpsWorks API Reference
Response Syntax

Response Syntax

{
"EcsClusters": [
{
"EcsClusterArn": "string",
"EcsCl uster Nane": "string",
"Regi steredAt": "string",
"Stackld": "string"
}
1
"Next Token": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

EcsClusters (p. 54)
A list of EcsCl ust er objects containing the cluster descriptions.
Type: array of EcsCluster (p. 155) objects

NextToken (p. 54)
If a paginated request does not return all of the remaining results, this parameter is set to a token
that you can assign to the request object's Next Token parameter to retrieve the next set of
results. If the previous paginated request returned all of the remaining results, this parameter is set
tonulI.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DescribeElasticlps

DescribeElasticlps

Describes Elastic IP addresses.
Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

{
"I nstanceld": "string",
"lIps": [ "string" ],
"Stackld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 55)
The instance ID. If you include this parameter, Descri beEl asti cl ps returns a description of the
Elastic IP addresses associated with the specified instance.

Type: String
Required: No
Ips (p. 55)
An array of Elastic IP addresses to be described. If you include this parameter,

Descri beEl asti cl ps returns a description of the specified Elastic IP addresses. Otherwise, it
returns a description of every Elastic IP address.

Type: array of Strings
Required: No
Stackld (p. 55)

A stack ID. If you include this parameter, Descr i beEl asti cl ps returns a description of the
Elastic IP addresses that are registered with the specified stack.

Type: String
Required: No

Response Syntax

{
"Elasticlps": [

{
"Domai n": "string",
"I nstancel d": "string",
"Ip": "string",
"Nanme": "string",
"Region": "string"

}
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Elasticlps (p. 55)
An El asti cl ps object that describes the specified Elastic IP addresses.

Type: array of Elasticlp (p. 156) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DescribeElasticLoadBalancers

Describes a stack’s Elastic Load Balancing instances.

Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

"Layerlds": [ "string" ],
"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Layerlds (p. 57)

A list of layer IDs. The action describes the Elastic Load Balancing instances for the specified
layers.

Type: array of Strings
Required: No
Stackld (p. 57)
A stack ID. The action describes the stack's Elastic Load Balancing instances.
Type: String
Required: No

Response Syntax

{
"El asti cLoadBal ancers": [
{
"Avail abi | ityZones": [ "string" ],
"DnsNane": "string",
"Ec2l nstancelds": [ "string" ],
"El asti cLoadBal ancer Nane": "string",
"Layerld": "string",
"Region": "string",
"Stackld": "string",
"Subnetlds": [ "string" ],
"Vpcld": "string"
}
]
}
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ElasticLoadBalancers (p. 57)
A list of El asti cLoadBal ancer objects that describe the specified Elastic Load Balancing
instances.

Type: array of ElasticLoadBalancer (p. 157) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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Describelnstances

Requests a description of a set of instances.

Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

{
"I nstancelds": [ "string" ],
"Layerld": "string",
"Stackld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instancelds (p. 59)

An array of instance IDs to be described. If you use this parameter, Descr i bel nst ances returns
a description of the specified instances. Otherwise, it returns a description of every instance.

Type: array of Strings
Required: No
Layerld (p. 59)

A layer ID. If you use this parameter, Descr i bel nst ances returns descriptions of the instances
associated with the specified layer.

Type: String
Required: No
Stackld (p. 59)

A stack ID. If you use this parameter, Descr i bel nst ances returns descriptions of the instances
associated with the specified stack.

Type: String
Required: No

Response Syntax

{
"I nstances": [
{
"Agent Version": "string",
"Am I d": "string",
"Architecture": "string",
"Aut oScal i ngType": "string",
"Avail abi lityZone": "string",
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"Bl ockDevi ceMappi ngs": [

{
"Devi ceNane": "string",
"Ebs": {
"Del eteOnTer m nation": bool ean,
"l ops": nunber,
"Snapshot1d": "string",
"Vol uneSi ze": nunber,
"Vol uneType": "string"
3
"NoDevi ce": "string",
"Virtual Nanme": "string"
}
1,
"CreatedAt": "string",
"EbsOptim zed": bool ean,
"Ec2l nstancel d": "string",
"EcsClusterArn": "string",
"EcsCont ai ner | nstanceArn": "string",
"Elasticlp": "string",
"Host nane": "string",
"Infrastructured ass": "string",
"I nstal | Updat esOnBoot ": bool ean,
"I nstancel d": "string",
"I nstanceProfil eArn": "string",
"I nstanceType": "string",
"Last ServiceErrorld": "string",
"Layerlds": [ "string" ],
"Os": "string",
"Platform': "string",
"PrivatebDns": "string",
"Privatelp": "string",

"PublicDns": "string",
"Publiclp": "string",
"Regi steredBy": "string",
"ReportedAgent Version": "string",
"ReportedCs": {

"Fam ly": "string",

"Nane": "string",

"Version": "string"

}

Root Devi ceType": "string",

"Root Devi ceVol unel d": "string",
"SecurityGouplds": [ "string" ],

" SshHost DsaKeyFi ngerprint": "string",
"SshHost RsaKeyFi ngerprint": "string",
"SshKeyNane": "string",

"Stackld": "string",

"Status": "string",

"Subnet | d": "string",
"Tenancy": "string",
"VirtualizationType": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

Instances (p. 59)
An array of | nst ance objects that describe the instances.

Type: array of Instance (p. 159) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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DescribelLayers

Requests a description of one or more layers in a specified stack.
Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

"Layerlds": [ "string" ],
"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Layerlds (p. 62)

An array of layer IDs that specify the layers to be described. If you omit this parameter,
Descri belLayer s returns a description of every layer in the specified stack.

Type: array of Strings

Required: No
Stackld (p. 62)

The stack ID.

Type: String

Required: No

Response Syntax

"Layers": [
{
"Attributes": {
"string" : "string"

}

ut oAssi gnEl asti cl ps": bool ean,
" Aut oAssi gnPubl i cl ps": bool ean,
"CreatedAt": "string",
"Custonm nstanceProfileArn": "string",
"CustomJson": "string",
"Cust onReci pes": {

"Configure": [ "string" ],
"Deploy": [ "string" ],
"Setup": [ "string" ],
"Shutdown": [ "string" ],
"Undepl oy": [ "string" ]

API Version 2013-02-18
62



http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html

AWS OpsWorks API Reference
Response Elements

}

stonBecurityG ouplds": [ "string" ],

"Def aul t Reci pes": {

"Configure": [ "string" ],

"Deploy": [ "string" ],

"Setup": [ "string" 1,

"Shutdown": [ "string" ],

"Undepl oy": [ "string" ]
}

Def aul t SecurityG oupNanes": [ "string" ],
"Enabl eAut oHeal i ng": bool ean,
"I'nstal | Updat esOnBoot ": bool ean,
"Layerld": "string",
"Li f ecycl eEvent Configuration": {
" Shut down": {
"Del ayUnti | El bConnecti onsDrai ned": bool ean,
"ExecutionTi neout": numnber
}
}

Name": "string",
"Packages": [ "string" ],
"Shortnane": "string",
"Stackld": "string",
"Type": "string",
"UseEbsOpti m zedl nstances": bool ean,
"Vol uneConfigurations": [
{
"l ops": nunber,
"Mount Point": "string",
"Nunber Of Di sks": nunber,
"Rai dLevel ": nunber,
"Size": nunber,
"Vol uneType": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Layers (p. 62)
An array of Layer objects that describe the layers.

Type: array of Layer (p. 166) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.
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HTTP Status Code: 400
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DescribeLoadBasedAutoScaling

Describes load-based auto scaling configurations for specified layers.
Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

"Layerlds": [ "string" ]

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Layerlds (p. 65)
An array of layer IDs.

Type: array of Strings
Required: Yes

Response Syntax

{
"LoadBasedAut oScal i ngConfi gurations": [
{

"DownScal i ng": {
"Alarnms": [ "string" ],
"CpuThreshol d": nunber,
"l gnoreMetricsTime": numnber,
"I nstanceCount": nunber,
"LoadThreshol d": nunber,
"MenoryThreshol d": nunber,
"Threshol ds\Wi t Ti ne": nunber

b

"Enabl e": bool ean,

"Layerld": "string",

"UpScal i ng": {
"Alarnms": [ "string" ],
"CpuThreshol d": nunber,
"l gnoreMetricsTime": numnber,
"I nstanceCount": nunber,
"LoadThreshol d": nunber,
"MenoryThreshol d": nunber,
"Threshol ds\Vi t Ti ne": nunber

}

}
]

API Version 2013-02-18
65



http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html

AWS OpsWorks API Reference
Response Elements

‘ }

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

LoadBasedAutoScalingConfigurations (p. 65)
An array of LoadBasedAut oScal i ngConf i gur at i on objects that describe each layer's
configuration.

Type: array of LoadBasedAutoScalingConfiguration (p. 170) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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DescribeMyUserProfile

Describes a user's SSH information.

Required Permissions: To use this action, an IAM user must have self-management enabled or
an attached policy that explicitly grants permissions. For more information on user permissions, see
Managing User Permissions.

Response Syntax

{
"UserProfile": {
"lanmJser Arn": "string",
"Nanme": "string",
"SshPubl i cKey": "string",
"SshUsernane": "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

UserProfile (p. 67)
A User Pr of i | e object that describes the user's SSH information.

Type: SelfUserProfile (p. 177) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).
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DescribePermissions

Describes the permissions for a specified stack.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"lamJser Arn": "string",
"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

lamUserArn (p. 68)
The user's IAM ARN. This can also be a federated user's ARN. For more information about IAM
ARNSs, see Using ldentifiers.

Type: String
Required: No
Stackld (p. 68)
The stack ID.
Type: String
Required: No

Response Syntax

{
"Perm ssions": [
{
"Al'l owSsh": bool ean,
"Al | owSudo": bool ean,
"lamJser Arn": "string",
"Level ": "string",
"Stackld": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Permissions (p. 68)
An array of Per m ssi on objects that describe the stack permissions.
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« If the request object contains only a stack ID, the array contains a Per mi ssi on object with
permissions for each of the stack IAM ARNSs.

« If the request object contains only an IAM ARN, the array contains a Per m ssi on object with
permissions for each of the user's stack IDs.

« If the request contains a stack ID and an IAM ARN, the array contains a single Per mi ssi on
object with permissions for the specified stack and IAM ARN.
Type: array of Permission (p. 171) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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DescribeRaidArrays

Describe an instance's RAID arrays.
Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

{
"I nstancel d": "string",
"Rai dArraylds": [ "string" ],
"Stackld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 70)
The instance ID. If you use this parameter, Descr i beRai dAr r ays returns descriptions of the
RAID arrays associated with the specified instance.

Type: String
Required: No
RaidArraylds (p. 70)

An array of RAID array IDs. If you use this parameter, Descr i beRai dArr ays returns descriptions
of the specified arrays. Otherwise, it returns a description of every array.

Type: array of Strings

Required: No
Stackld (p. 70)

The stack ID.

Type: String

Required: No

Response Syntax

{
"Rai dArrays": |
{
"Avail abi lityZone": "string",
"CreatedAt": "string",
"Device": "string",
"I nstancel d": "string",
"l ops": nunber,
"Mount Point": "string",

n NaITE"I "Stl’i ng",
"Nunber O Di sks": nunber,
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"Rai dArrayld": "string",
"Rai dLevel ": nunber,
"Size": nunber,
"Stackld": "string",
"Vol uneType": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

RaidArrays (p. 70)
A Rai dAr r ays object that describes the specified RAID arrays.

Type: array of RaidArray (p. 172) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DescribeRdsDblnstances

Describes Amazon RDS instances.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

"RdsDbl nst anceArns": [ "string" ],
"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

RdsDbInstanceArns (p. 72)
An array containing the ARNSs of the instances to be described.

Type: array of Strings
Required: No
Stackld (p. 72)

The stack ID that the instances are registered with. The operation returns descriptions of all
registered Amazon RDS instances.

Type: String
Required: Yes

Response Syntax

{
"RdsDbl nst ances": [
{
"Address": "string",
"Dbl nstanceldentifier": "string",
"DbPassword": "string",
"DbUser": "string",
"Engi ne": "string",
"M ssi ngOnRds": bool ean,
"RdsDbl nst anceArn": "string",
"Region": "string",
"Stackld": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
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RdsDblInstances (p. 72)
An a array of RdsDbl nst ance objects that describe the instances.

Type: array of RdsDbinstance (p. 174) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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DescribeServiceErrors

Describes AWS OpsWorks Stacks service errors.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

{
"I nstanceld": "string",
"ServiceErrorlds": [ "string" ],
"Stackld": "string"

}

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 74)
The instance ID. If you use this parameter, Descri beSer vi ceErr or s returns descriptions of the
errors associated with the specified instance.

Type: String
Required: No
ServiceErrorlds (p. 74)

An array of service error IDs. If you use this parameter, Descri beSer vi ceErr or s returns
descriptions of the specified errors. Otherwise, it returns a description of every error.

Type: array of Strings
Required: No
Stackld (p. 74)

The stack ID. If you use this parameter, Descr i beSer vi ceEr r or s returns descriptions of the
errors associated with the specified stack.

Type: String
Required: No

Response Syntax

{
"ServiceErrors": [
{
"CreatedAt": "string",
"I nstancel d": "string",
"Message": "string",
"ServiceErrorld": "string",
"Stackld": "string",
"Type": "string"
}
]
}
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ServiceErrors (p. 74)
An array of Ser vi ceErr or objects that describe the specified service errors.

Type: array of ServiceError (p. 178) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DescribeStackProvisioningParameters

Requests a description of a stack's provisioning parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Stackld (p. 76)
The stack ID

Type: String
Required: Yes

Response Syntax

{
"AgentlnstallerUl": "string",
“"Paraneters": {
"string" : "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AgentlinstallerUrl (p. 76)
The AWS OpsWorks Stacks agent installer's URL.

Type: String
Parameters (p. 76)
An embedded object that contains the provisioning parameters.

Type: String to String map

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
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HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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DescribeStacks

Requests a description of one or more stacks.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

"Stacklds": [ "string" ]

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Stacklds (p. 78)
An array of stack IDs that specify the stacks to be described. If you omit this parameter,
Descri beSt acks returns a description of every stack.

Type: array of Strings
Required: No

Response Syntax

"Stacks": [
{
"Agent Versi on": "string",
"Arn": "string",
"Attributes": {
"string" : "string"
3

"Chef Configuration": {

"Ber kshel f Versi on": "string",
"ManageBer kshel f": bool ean

3

"Configurati onManager": ({
"Nane": "string",
"Version": "string"

3

"CreatedAt": "string",

" Cust onCookbooksSource": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",

"Url": "string",
"Usernanme": "string"

}

"CustomJson": "string",
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"Defaul t Avai | abi lityZone": "string",
"Defaul tInstanceProfil eArn": "string",
"Defaul tGs": "string",

" Def aul t Root Devi ceType": "string",
"Def aul t SshKeyNane": "string",

"Def aul t Subnet 1 d": "string",

"Host naneThene": "string",
"Nanme": "string",

"Region": "string",
"ServiceRol eArn": "string",

"Stackld": "string",

"UseCust omCookbooks": bool ean,
"UseOpswor ksSecuri tyG oups": bool ean,
"Vpcld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Stacks (p. 78)
An array of St ack objects that describe the stacks.

Type: array of Stack (p. 182) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400

API Version 2013-02-18
79




AWS OpsWorks API Reference
DescribeStackSummary

DescribeStackSummary

Describes the number of layers and apps in a specified stack, and the number of instances in each
state, such as runni ng_set up oronl i ne.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Stackld (p. 80)
The stack ID.

Type: String
Required: Yes

Response Syntax

"StackSummary": {
"AppsCount": nunber,
"Arn": "string",

"I nstancesCount": {
"Assigning": nunber,
"Booting": nunber,
"ConnectionLost": nunber,
"Deregistering": nunber,
"Online": nunber,
"Pendi ng": nunber,
"Rebooting": nunber,
"Regi stered": nunber,
"Regi stering": nunber,
"Request ed": numnber,
"Runni ngSet up": nunber,
"SetupFai | ed": nunber,
"ShuttingDown": nunber,
"StartFailed": nunber,
" St opped": nunber,

" St oppi ng": nunber,

"Term nated": nunber,
"Term nating": nunber,
"Unassi gni ng": nunber

}

LayersCount": nunber,
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" I\lan.en: nstri ng",
"Stackld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

StackSummary (p. 80)
A St ackSummar y object that contains the results.

Type: StackSummary (p. 186) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DescribeTimeBasedAutoScaling

Describes time-based auto scaling configurations for specified instances.
Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

"Instancelds": [ "string" ]

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instancelds (p. 82)
An array of instance IDs.

Type: array of Strings
Required: Yes

Response Syntax

{
"Ti meBasedAut oScal i ngConfi gurations": [
{
" Aut oScal i ngSchedul e": {
"Friday": {
"string" : "string"
b,
“Monday": {
"string" : "string"
b,
"Saturday": {
"string" : "string"
b,
"Sunday": {
"string" : "string"
b,
"Thur sday": {
"string" : "string"
b,
"Tuesday": {
"string" : "string"
b,
"Wednesday": {
"string" : "string"
}
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}

I nstancel d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

TimeBasedAutoScalingConfigurations (p. 82)
An array of Ti neBasedAut oScal i ngConf i gur at i on objects that describe the configuration for
the specified instances.

Type: array of TimeBasedAutoScalingConfiguration (p. 188) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DescribeUserProfiles

Describe specified users.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

"lamJser Arns": [ "string" ]

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

lamUserArns (p. 84)
An array of IAM or federated user ARNs that identify the users to be described.

Type: array of Strings
Required: No

Response Syntax

{
"UserProfiles": [
{
"Al'l owSel f Managenent": bool ean,
"lamJser Arn": "string",
"Nanme": "string",
"SshPubl i cKey": "string",
"SshUsernane": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

UserProfiles (p. 84)
A User s object that describes the specified users.

Type: array of UserProfile (p. 189) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
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HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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DescribeVolumes

Describes an instance's Amazon EBS volumes.
Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage
permissions level for the stack, or an attached policy that explicitly grants permissions. For more
information on user permissions, see Managing User Permissions.

Request Syntax

{
"I nstanceld": "string",
"Rai dArrayld": "string",
"Stackld": "string",
"Vol unelds": [ "string" ]
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 86)
The instance ID. If you use this parameter, Descr i beVol unes returns descriptions of the
volumes associated with the specified instance.

Type: String
Required: No
RaidArrayld (p. 86)

The RAID array ID. If you use this parameter, Descr i beVol unes returns descriptions of the
volumes associated with the specified RAID array.

Type: String
Required: No
Stackld (p. 86)
A stack ID. The action describes the stack's registered Amazon EBS volumes.
Type: String
Required: No
Volumelds (p. 86)

Am array of volume IDs. If you use this parameter, Descr i beVol umes returns descriptions of the
specified volumes. Otherwise, it returns a description of every volume.

Type: array of Strings
Required: No

Response Syntax

"Vol unes": |

"Avail abi lityZone": "string",

API Version 2013-02-18
86


http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html

AWS OpsWorks API Reference
Response Elements

"Device": "string",
"Ec2Vol unel d": "string",
"I nstancel d": "string",
"l ops": nunber,

"Mount Point": "string",
"Nane": "string",

"Rai dArrayld": "string",
"Region": "string",
"Size": nunber,
"Status": "string",

"Vol unel d": "string",
"Vol uneType": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Volumes (p. 86)
An array of volume IDs.

Type: array of Volume (p. 190) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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DetachElasticLoadBalancer

Detaches a specified Elastic Load Balancing instance from its layer.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"El asti cLoadBal ancer Nane": "string",
"Layerld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

ElasticLoadBalancerName (p. 88)
The Elastic Load Balancing instance's name.

Type: String
Required: Yes

Layerld (p. 88)
The ID of the layer that the Elastic Load Balancing instance is attached to.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400
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DisassociateElasticlp

Disassociates an Elastic IP address from its instance. The address remains registered with the stack.
For more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level

for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Elasticlp": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Elasticlp (p. 89)
The Elastic IP address.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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GetHosthameSuggestion

Gets a generated host name for the specified layer, based on the current host name theme.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Layerld": "string"

Request Parameters
For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Layerld (p. 90)
The layer ID.

Type: String
Required: Yes

Response Syntax

"Host name": "string",
"Layerld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Hostname (p. 90)
The generated host name.
Type: String
Layerld (p. 90)
The layer ID.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
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ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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GrantAccess

Note
This action can be used only with Windows stacks.

Grants RDP access to a Windows instance for a specified time period.

Request Syntax

"I nstancel d": "string",
"Val i dFor | nM nut es": nunber

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 92)
The instance's AWS OpsWorks Stacks ID.

Type: String
Required: Yes

ValidForinMinutes (p. 92)
The length of time (in minutes) that the grant is valid. When the grant expires at the end of this
period, the user will no longer be able to use the credentials to log in. If the user is logged in at the
time, he or she automatically will be logged out.

Type: Integer
Valid Range: Minimum value of 60. Maximum value of 1440.
Required: No

Response Syntax

{
"TenporaryCredential ": {
"I nstancel d": "string",
"Password": "string",
"Usernanme": "string",
"Val i dFor | nM nut es": nunber
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

TemporaryCredential (p. 92)
A Tenpor ar yCr edent i al object that contains the data needed to log in to the instance by RDP
clients, such as the Microsoft Remote Desktop Connection.

Type: TemporaryCredential (p. 187) object
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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Rebootlnstance

Reboots a specified instance. For more information, see Starting, Stopping, and Rebooting Instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"I nstanceld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 94)
The instance ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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RegisterEcsCluster

Registers a specified Amazon ECS cluster with a stack. You can register only one cluster with a stack.
A cluster can be registered with only one stack. For more information, see Resource Management.
Required Permissions: To use this action, an IAM user must have a Manage permissions level

for the stack or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"EcsClusterArn": "string",
"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

EcsClusterArn (p. 95)
The cluster's ARN.

Type: String
Required: Yes

Stackld (p. 95)
The stack ID.

Type: String
Required: Yes

Response Syntax

"EcsClusterArn": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

EcsClusterArn (p. 95)
The cluster's ARN.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
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HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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RegisterElasticlp

Registers an Elastic IP address with a specified stack. An address can be registered with only
one stack at a time. If the address is already registered, you must first deregister it by calling
DeregisterElasticlp (p. 41). For more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Elasticlp": "string",
"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Elasticlp (p. 97)
The Elastic IP address.
Type: String
Required: Yes
Stackld (p. 97)
The stack ID.
Type: String
Required: Yes

Response Syntax

"El asticlp": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Elasticlp (p. 97)
The Elastic IP address.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

API Version 2013-02-18
97


http://docs.aws.amazon.com/opsworks/latest/userguide/resources.html
http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html

AWS OpsWorks API Reference
Errors

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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Registerinstance

Registers instances that were created outside of AWS OpsWorks Stacks with a specified stack.

Note

We do not recommend using this action to register instances. The complete registration
operation includes two tasks: installing the AWS OpsWorks Stacks agent on the instance,
and registering the instance with the stack. Regi st er | nst ance handles only the second
step. You should instead use the AWS CLI r egi st er command, which performs the entire
registration operation. For more information, see Registering an Instance with an AWS
OpsWorks Stacks Stack.

Registered instances have the same requirements as instances that are created by using the
Createlnstance (p. 20) API. For example, registered instances must be running a supported Linux-
based operating system, and they must have a supported instance type. For more information about
requirements for instances that you want to register, see Preparing the Instance.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Host nanme": "string",

"I nstanceldentity": {
"Docunent": "string",
"Signature": "string"

H

"Privatelp": "string",

"Publiclp": "string",

"RsaPubl i cKey": "string",

"RsaPubl i cKeyFi ngerprint": "string",

"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Hostname (p. 99)
The instance's hostname.

Type: String
Required: No

Instanceldentity (p. 99)
An Instanceldentity object that contains the instance's identity.
Type: Instanceldentity (p. 163) object
Required: No

Privatelp (p. 99)
The instance's private IP address.
Type: String
Required: No

Publiclp (p. 99)
The instance's public IP address.
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Type: String
Required: No
RsaPublicKey (p. 99)

The instances public RSA key. This key is used to encrypt communication between the instance
and the service.

Type: String
Required: No
RsaPublicKeyFingerprint (p. 99)
The instances public RSA key fingerprint.
Type: String
Required: No
Stackld (p. 99)
The ID of the stack that the instance is to be registered with.
Type: String
Required: Yes

Response Syntax

"I nstancel d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Instanceld (p. 100)
The registered instance's AWS OpsWorks Stacks ID.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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RegisterRdsDblnstance

Registers an Amazon RDS instance with a stack.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

{
"DbPassword": "string",
"DbUser": "string",
"RdsDbl nst anceArn": "string",
"Stackld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

DbPassword (p. 101)
The database password.

Type: String
Required: Yes

DbUser (p. 101)
The database's master user name.

Type: String
Required: Yes

RdsDbInstanceArn (p. 101)
The Amazon RDS instance's ARN.

Type: String
Required: Yes

Stackld (p. 101)
The stack ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
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HTTP Status Code: 400
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RegisterVolume

Registers an Amazon EBS volume with a specified stack. A volume can be registered with only
one stack at a time. If the volume is already registered, you must first deregister it by calling
DeregisterVolume (p. 44). For more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Ec2Vol unel d": "string",
"Stackld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Ec2Volumeld (p. 103)
The Amazon EBS volume ID.
Type: String
Required: No
Stackld (p. 103)
The stack ID.
Type: String
Required: Yes

Response Syntax

"Vol unel d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Volumeld (p. 103)
The volume ID.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).
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ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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SetLoadBasedAutoScaling

Specify the load-based auto scaling configuration for a specified layer. For more information, see
Managing Load with Time-based and Load-based Instances.

Note

To use load-based auto scaling, you must create a set of load-based auto scaling instances.
Load-based auto scaling operates only on the instances from that set, so you must ensure
that you have created enough instances to handle the maximum anticipated load.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

{

"DownScal i ng": {
"Alarns": [ "string" ],
"CpuThreshol d": nunber,
"I gnoreMetricsTi me": nunber,
"l nstanceCount": nunber,
"LoadThr eshol d": nunber,
"MenoryThreshol d": nunber,
"Thr eshol dsWai t Ti me": nunber

},

"Enabl e": bool ean,

"Layerld": "string",

"UpScal i ng": {
"Alarns": [ "string" ],
"CpuThreshol d": nunber,
"I gnoreMetricsTi me": nunber,
"l nstanceCount": nunber,
"LoadThr eshol d": nunber,
"MenoryThreshol d": nunber,
"Thr eshol dsWai t Ti me": nunber

}

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

DownScaling (p. 105)

An Aut oScal i ngThr eshol ds object with the downscaling threshold configuration. If the load falls
below these thresholds for a specified amount of time, AWS OpsWorks Stacks stops a specified
number of instances.

Type: AutoScalingThresholds (p. 143) object
Required: No

Enable (p. 105)
Enables load-based auto scaling for the layer.
Type: Boolean
Required: No
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Layerld (p. 105)
The layer ID.
Type: String
Required: Yes
UpScaling (p. 105)
An Aut oScal i ngThr eshol ds object with the upscaling threshold configuration. If the load

exceeds these thresholds for a specified amount of time, AWS OpsWorks Stacks starts a specified
number of instances.

Type: AutoScalingThresholds (p. 143) object
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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SetPermission

Specifies a user's permissions. For more information, see Security and Permissions.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

{
"Al | owSsh": bool ean,
"Al | owSudo": bool ean,
"lamJser Arn": "string",
"Level ": "string",
"Stackld": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

AllowSsh (p. 107)
The user is allowed to use SSH to communicate with the instance.

Type: Boolean
Required: No
AllowSudo (p. 107)
The user is allowed to use sudo to elevate privileges.
Type: Boolean
Required: No
lamUserArn (p. 107)
The user's IAM ARN. This can also be a federated user's ARN.
Type: String
Required: Yes
Level (p. 107)

The user's permission level, which must be set to one of the following strings. You cannot set your
own permissions level.

« deny

e show

« depl oy

* manage

e iamonly

For more information on the permissions associated with these levels, see Managing User
Permissions.

Type: String
Required: No
Stackld (p. 107)
The stack ID.
Type: String
Required: Yes
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Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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SetTimeBasedAutoScaling

Specify the time-based auto scaling configuration for a specified instance. For more information, see
Managing Load with Time-based and Load-based Instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level

for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

{
" Aut oScal i ngSchedul e": {
"Friday": {
"string" : "string"
I
"Monday": {
"string" : "string"
H
"Saturday": {
"string" : "string"
H
"Sunday": {
"string" : "string"
H
"Thur sday": {
"string" : "string"
H
"Tuesday": ({
"string" : "string"
H
"Wednesday": {
"string" : "string"
}
H
"I nstanceld": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

AutoScalingSchedule (p. 109)
An Aut oScal i ngSchedul e with the instance schedule.
Type: WeeklyAutoScalingSchedule (p. 193) object
Required: No

Instanceld (p. 109)
The instance ID.
Type: String
Required: Yes
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Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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Startlnstance

Starts a specified instance. For more information, see Starting, Stopping, and Rebooting Instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"I nstanceld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 111)
The instance ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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StartStack

Starts a stack’s instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Stackld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Stackld (p. 112)
The stack ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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Stoplnstance

Stops a specified instance. When you stop a standard instance, the data disappears and must be
reinstalled when you restart the instance. You can stop an Amazon EBS-backed instance without
losing data. For more information, see Starting, Stopping, and Rebooting Instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"I nstanceld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 113)
The instance ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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StopStack

Stops a specified stack.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Stackld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Stackld (p. 114)
The stack ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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Unassigninstance

Unassigns a registered instance from all of it's layers. The instance remains in the stack as an
unassigned instance and can be assigned to another layer, as needed. You cannot use this action with
instances that were created with AWS OpsWorks Stacks.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"I nstanceld": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Instanceld (p. 115)
The instance ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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UnassignVolume

Unassigns an assigned Amazon EBS volume. The volume remains registered with the stack. For more
information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level

for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Vol unel d": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Volumeld (p. 116)
The volume ID.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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UpdateApp

Updates a specified app.

Required Permissions: To use this action, an IAM user must have a Deploy or Manage permissions
level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

"Appld": "string",

" AppSour ce": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",
"Ul": "string",
"User name": "string"

b

"Attributes": {

"string" : "string"
b
"Dat aSources": [
{
"Arn": "string",
" Dat abaseNane": "string",
"Type": "string"
}
]

Description": "string",
"Domains": [ "string" ],
" Enabl eSsl ": bool ean,
"Environment": [
{
"Key": "string",
"Secure": bool ean,
"Val ue": "string"
}
]

Name": "string",

"Ssl Configuration": {
"Certificate": "string",
"Chain": "string",
"PrivateKey": "string"

},

"Type": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Appld (p. 117)
The app ID.

API Version 2013-02-18
117


http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html

AWS OpsWorks API Reference
Request Parameters

Type: String
Required: Yes
AppSource (p. 117)
A Sour ce object that specifies the app repository.
Type: Source (p. 180) object
Required: No
Attributes (p. 117)
One or more user-defined key/value pairs to be added to the stack attributes.
Type: String to String map
Valid Map Keys: Docunent Root | Rail sEnv | Aut oBundl eOnDepl oy |
AwsFl owRubySet ti ngs
Required: No
DataSources (p. 117)
The app's data sources.
Type: array of DataSource (p. 149) objects
Required: No
Description (p. 117)
A description of the app.
Type: String
Required: No
Domains (p. 117)

The app's virtual host settings, with multiple domains separated by commas. For example:
"www. exanpl e. com exanpl e. coni

Type: array of Strings
Required: No
EnableSsl (p. 117)
Whether SSL is enabled for the app.
Type: Boolean
Required: No
Environment (p. 117)

An array of Envi r onnent Var i abl e objects that specify environment variables to be associated
with the app. After you deploy the app, these variables are defined on the associated app server
instances.For more information, see Environment Variables.

There is no specific limit on the number of environment variables. However, the size of the
associated data structure - which includes the variables' names, values, and protected flag values
- cannot exceed 10 KB (10240 Bytes). This limit should accommodate most if not all use cases.
Exceeding it will cause an exception with the message, "Environment: is too large (maximum is
10KB)."

Note

This parameter is supported only by Chef 11.10 stacks. If you have specified one or more

environment variables, you cannot modify the stack's Chef version.

Type: array of EnvironmentVariable (p. 158) objects
Required: No
Name (p. 117)
The app name.
Type: String
Required: No
SsIConfiguration (p. 117)
An Ssl Confi gur at i on object with the SSL configuration.
Type: SslConfiguration (p. 181) object
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Required: No
Type (p. 117)
The app type.
Type: String
Valid Values: aws-flowruby | java | rails | php | nodejs | static | other
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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UpdateElasticlp

Updates a registered Elastic IP address's nhame. For more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Elasticlp": "string",
"Nane": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

Elasticlp (p. 120)
The address.

Type: String
Required: Yes

Name (p. 120)
The new name.

Type: String
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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Updatelnstance

Updates a specified instance.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

{
" Agent Versi on": "string",
"Am I d": "string",
"Architecture": "string",
" Aut oScal i ngType": "string",
"EbsOptim zed": bool ean,
"Host name": "string",
"I nstal | Updat esOnBoot ": bool ean,
"I nstanceld": "string",
"I nstanceType": "string",
"Layerlds": [ "string" ],
"Gs": "string",
"SshKeyNane": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

AgentVersion (p. 121)

The default AWS OpsWorks Stacks agent version. You have the following options:

« | NHERI T - Use the stack's default agent version setting.

« version_number - Use the specified agent version. This value overrides the stack's default
setting. To update the agent version, you must edit the instance configuration and specify a new
version. AWS OpsWorks Stacks then automatically installs that version on the instance.

The default setting is | NHERI T. To specify an agent version, you must use the complete version

number, not the abbreviated number shown on the console. For a list of available agent version

numbers, call DescribeAgentVersions (p. 45).

AgentVersion cannot be set to Chef 12.2.
Type: String
Required: No
Amild (p. 121)
The ID of the AMI that was used to create the instance. The value of this parameter must be the

same AMI ID that the instance is already using. You cannot apply a new AMI to an instance by
running Updatelnstance. Updatelnstance does not work on instances that are using custom AMIs.

Type: String
Required: No
Architecture (p. 121)
The instance architecture. Instance types do not necessarily support both architectures. For a list

of the architectures that are supported by the different instance types, see Instance Families and
Types.

Type: String
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Valid Values: x86_64 | i 386
Required: No
AutoScalingType (p. 121)

For load-based or time-based instances, the type. Windows stacks can use only time-based
instances.

Type: String
Valid Values: load | tiner
Required: No
EbsOptimized (p. 121)
This property cannot be updated.
Type: Boolean
Required: No
Hostname (p. 121)
The instance host name.
Type: String
Required: No
InstallUpdatesOnBoot (p. 121)
Whether to install operating system and package updates when the instance boots. The
default value is t r ue. To control when updates are installed, set this value to f al se. You
must then update your instances manually by using CreateDeployment (p. 18) to run the

updat e_dependenci es stack command or by manually running yum(Amazon Linux) or apt - get
(Ubuntu) on the instances.

Note
We strongly recommend using the default value of t r ue, to ensure that your instances
have the latest security updates.

Type: Boolean
Required: No
Instanceld (p. 121)
The instance ID.
Type: String
Required: Yes
InstanceType (p. 121)
The instance type, such as t 2. nmi cr o. For a list of supported instance types, open the stack in the
console, choose Instances, and choose + Instance. The Size list contains the currently supported

types. For more information, see Instance Families and Types. The parameter values that you use
to specify the various types are in the APl Name column of the Available Instance Types table.

Type: String
Required: No

Layerlds (p. 121)
The instance's layer IDs.
Type: array of Strings
Required: No

Os (p. 121)

The instance's operating system, which must be set to one of the following. You cannot update an
instance that is using a custom AMI.

¢ A supported Linux operating system: An Amazon Linux version, such as Amazon Li nux
2016. 09, Amazon Li nux 2016. 03, Amazon Li nux 2015. 09, or Amazon Li nux 2015. 03.

¢ A supported Ubuntu operating system, such as Ubuntu 16. 04 LTS, Ubuntu 14. 04 LTS, or
Ubuntu 12.04 LTS.

e CentCS 7
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e Red Hat Enterprise Linux 7

¢ A supported Windows operating system, such as M crosoft W ndows Server 2012 R2
Base, M crosoft Wndows Server 2012 R2 with SQL Server Express,M crosoft
W ndows Server 2012 R2 with SQ. Server Standard,or M crosoft W ndows
Server 2012 R2 with SQL Server Wb.

For more information on the supported operating systems, see AWS OpsWorks Stacks Operating

Systems.

The default option is the current Amazon Linux version. If you set this parameter to Cust om

you must use the Amild parameter to specify the custom AMI that you want to use. For more
information on the supported operating systems, see Operating Systems. For more information on
how to use custom AMIs with OpsWorks, see Using Custom AMls.

Note
You can specify a different Linux operating system for the updated stack, but you cannot
change from Linux to Windows or Windows to Linux.

Type: String
Required: No

SshKeyName (p. 121)

The instance's Amazon EC2 key name.
Type: String
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException

Indicates that a resource was not found.
HTTP Status Code: 400

ValidationException

Indicates that a request was not valid.
HTTP Status Code: 400
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UpdatelLayer

Updates a specified layer.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Attributes": {
"string" : "string"

}

ut oAssi gnEl asti cl ps": bool ean,
" Aut oAssi gnPubl i cl ps": bool ean,
"Cust onl nstanceProfil eArn": "string",
"CustomJson": "string",
"Cust onReci pes": {
"Configure": [ "string" ],
"Deploy": [ "string" ],
"Setup": [ "string" ],
"Shut down": [ "string" ],
"Undepl oy": [ "string" ]
}

stonBSecurityG ouplds": [ "string" ],

"Enabl eAut oHeal i ng": bool ean,
"I nstal | Updat esOnBoot ": bool ean,
"Layerld": "string",
"Li fecycl eEvent Configuration": {

" Shut down": {

"Del ayUnti | El bConnecti onsDrai ned": bool ean,
"ExecutionTi neout": nunber

}
},
"Name": "string",
"Packages": [ "string" ],
"Shortnane": "string",
"UseEbsOpt i mi zedl nst ances": bool ean,
"Vol uneConfigurations": [
{

"l ops": nunber,

"Mount Point": "string",

"Nunber O Di sks": nunber,

"Rai dLevel ": nunber,

"Size": nunber,

"Vol uneType": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.
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Attributes (p. 124)
One or more user-defined key/value pairs to be added to the stack attributes.
Type: String to String map
Valid Map Keys: EcsCl uster Arn | Enabl eHaproxyStats | HaproxyStatsuUrl
| HaproxyStatsUser | HaproxyStatsPassword | HaproxyHeal t hCheckUrl |
Hapr oxyHeal t hCheckMet hod | Mysql Root Password | Mysql Root Passwor dUbi qui t ous
| GangliaUrl | GangliaUser | GangliaPassword | MentachedMenory |
Nodej sVersi on | RubyVersion | RubygensVersion | ManageBundl er |
Bundl er Version | RailsStack | PassengerVersion | Jvm| JvnVersion |
JvnOptions | JavaAppServer | JavaAppServer Version

Required: No
AutoAssignElasticlps (p. 124)

Whether to automatically assign an Elastic IP address to the layer's instances. For more
information, see How to Edit a Layer.

Type: Boolean
Required: No
AutoAssignPubliclps (p. 124)

For stacks that are running in a VPC, whether to automatically assign a public IP address to the
layer's instances. For more information, see How to Edit a Layer.

Type: Boolean
Required: No
CustominstanceProfileArn (p. 124)

The ARN of an IAM profile to be used for all of the layer's EC2 instances. For more information
about IAM ARNSs, see Using ldentifiers.

Type: String
Required: No
CustomJson (p. 124)

A JSON-formatted string containing custom stack configuration and deployment attributes to be
installed on the layer's instances. For more information, see Using Custom JSON.

Type: String
Required: No
CustomRecipes (p. 124)
A Layer Cust onReci pes object that specifies the layer's custom recipes.
Type: Recipes (p. 175) object
Required: No
CustomSecurityGrouplds (p. 124)
An array containing the layer's custom security group IDs.
Type: array of Strings
Required: No
EnableAutoHealing (p. 124)
Whether to disable auto healing for the layer.
Type: Boolean
Required: No

InstallUpdatesOnBoot (p. 124)

Whether to install operating system and package updates when the instance boots. The
default value is t r ue. To control when updates are installed, set this value to f al se. You

must then update your instances manually by using CreateDeployment (p. 18) to run the

updat e_dependenci es stack command or manually running yum(Amazon Linux) or apt - get
(Ubuntu) on the instances.
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Note
We strongly recommend using the default value of t r ue, to ensure that your instances
have the latest security updates.

Type: Boolean
Required: No
Layerld (p. 124)
The layer ID.
Type: String
Required: Yes
LifecycleEventConfiguration (p. 124)
Type: LifecycleEventConfiguration (p. 169) object
Required: No
Name (p. 124)
The layer name, which is used by the console.
Type: String
Required: No

Packages (p. 124)
An array of Package objects that describe the layer's packages.

Type: array of Strings
Required: No

Shortname (p. 124)
For custom layers only, use this parameter to specify the layer's short name, which is used
internally by AWS OpsWorks Stacks and by Chef. The short name is also used as the name for
the directory where your app files are installed. It can have a maximum of 200 characters and must
be in the following format: NA[a-z0-9\-\_\.]+\Z/.
The built-in layers' short names are defined by AWS OpsWorks Stacks. For more information, see
the Layer Reference

Type: String
Required: No

UseEbsOptimizedinstances (p. 124)
Whether to use Amazon EBS-optimized instances.

Type: Boolean
Required: No

VolumeConfigurations (p. 124)
A Vol umeConf i gur at i ons object that describes the layer's Amazon EBS volumes.

Type: array of VolumeConfiguration (p. 192) objects
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.
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HTTP Status Code: 400

API Version 2013-02-18
127



AWS OpsWorks API Reference
UpdateMyUserProfile

UpdateMyUserProfile

Updates a user's SSH public key.

Required Permissions: To use this action, an IAM user must have self-management enabled or
an attached policy that explicitly grants permissions. For more information on user permissions, see
Managing User Permissions.

Request Syntax

"SshPubl i cKey": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

SshPublicKey (p. 128)
The user's SSH public key.

Type: String
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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UpdateRdsDblnstance

Updates an Amazon RDS instance.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

{
"DbPassword": "string",
"DbUser": "string",
"RdsDbl nstanceArn": "string"
}

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

DbPassword (p. 129)
The database password.

Type: String
Required: No

DbUser (p. 129)
The master user name.

Type: String
Required: No

RdsDbInstanceArn (p. 129)
The Amazon RDS instance's ARN.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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UpdateStack

Updates a specified stack.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

" Agent Version": "string",
"Attributes": {

"string" : "string"
}

" Chef Configuration": {
"Ber kshel f Version": "string",
"ManageBer kshel f": bool ean

H

"Confi gurationManager": {
"Nane": "string",
"Version": "string"

H

" Cust onCookbooksSource": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",
"Ul": "string",
"Usernanme": "string"

H

"CustomJson": "string",

"Def aul t Avai | abi lityZone": "string",

"Defaul tl nstanceProfileArn": "string",

"DefaultGs": "string",

" Def aul t Root Devi ceType": "string",

" Def aul t SshKeyNane": "string",

"Def aul t Subnet1d": "string",

"Host naneThene": "string",

"Nane": "string",

"Servi ceRol eArn": "string",

"Stackld": "string",

" UseCust omCookbooks": bool ean,

"UseOQpswor ksSecurityG oups": bool ean

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

AgentVersion (p. 130)
The default AWS OpsWorks Stacks agent version. You have the following options:

¢ Auto-update - Set this parameter to LATEST. AWS OpsWorks Stacks automatically installs new
agent versions on the stack's instances as soon as they are available.
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¢ Fixed version - Set this parameter to your preferred agent version. To update the agent version,
you must edit the stack configuration and specify a new version. AWS OpsWorks Stacks then
automatically installs that version on the stack's instances.

The default setting is LATEST. To specify an agent version, you must use the complete version
number, not the abbreviated number shown on the console. For a list of available agent version
numbers, call DescribeAgentVersions (p. 45). AgentVersion cannot be set to Chef 12.2.

Note
You can also specify an agent version when you create or update an instance, which
overrides the stack's default setting.

Type: String
Required: No
Attributes (p. 130)
One or more user-defined key-value pairs to be added to the stack attributes.
Type: String to String map
Valid Map Keys: Col or
Required: No
ChefConfiguration (p. 130)

A Chef Conf i gur at i on object that specifies whether to enable Berkshelf and the Berkshelf
version on Chef 11.10 stacks. For more information, see Create a New Stack.

Type: ChefConfiguration (p. 146) object
Required: No
ConfigurationManager (p. 130)

The configuration manager. When you update a stack, we recommend that you use the
configuration manager to specify the Chef version: 12, 11.10, or 11.4 for Linux stacks, or 12.2 for
Windows stacks. The default value for Linux stacks is currently 11.4.

Type: StackConfigurationManager (p. 185) object
Required: No
CustomCookbooksSource (p. 130)

Contains the information required to retrieve an app or cookbook from a repository. For more
information, see Creating Apps or Custom Recipes and Cookbooks.

Type: Source (p. 180) object
Required: No
CustomJson (p. 130)

A string that contains user-defined, custom JSON. It can be used to override the corresponding
default stack configuration JSON values or to pass data to recipes. The string should be in the
following format:

"{\"keyl\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
Attributes.

Type: String
Required: No
DefaultAvailabilityZone (p. 130)

The stack's default Availability Zone, which must be in the stack's region. For more information,
see Regions and Endpoints. If you also specify a value for Def aul t Subnet | d, the subnet must
be in the same zone. For more information, see CreateStack (p. 28).

Type: String
Required: No
DefaultinstanceProfileArn (p. 130)

The ARN of an IAM profile that is the default profile for all of the stack's EC2 instances. For more
information about IAM ARNSs, see Using ldentifiers.
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Type: String
Required: No
DefaultOs (p. 130)
The stack's operating system, which must be set to one of the following:

¢ A supported Linux operating system: An Amazon Linux version, such as Amazon Li nux
2016. 09, Amazon Li nux 2016. 03, Amazon Li nux 2015. 09, or Amazon Li nux 2015. 03.

¢ A supported Ubuntu operating system, such as Ubuntu 16. 04 LTS, Ubuntu 14. 04 LTS, or
Ubuntu 12.04 LTS.

e CentOS 7
e Red Hat Enterprise Linux 7

¢ A supported Windows operating system, such as M crosoft W ndows Server 2012 R2
Base, M crosoft W ndows Server 2012 R2 with SQ Server Express,M crosoft
W ndows Server 2012 R2 with SQ. Server Standard,or M crosoft W ndows
Server 2012 R2 with SQL Server Wb.

¢ A custom AMI: Cust om You specify the custom AMI you want to use when you create
instances. For more information on how to use custom AMIs with OpsWorks, see Using Custom
AMIs.

The default option is the stack’s current operating system. For more information on the supported
operating systems, see AWS OpsWorks Stacks Operating Systems.

Type: String
Required: No

DefaultRootDeviceType (p. 130)
The default root device type. This value is used by default for all instances in the stack, but you
can override it when you create an instance. For more information, see Storage for the Root
Device.
Type: String
Valid Values: ebs | instance-store
Required: No

DefaultSshKeyName (p. 130)
A default Amazon EC2 key-pair name. The default value is none. If you specify a key-pair name,
AWS OpsWorks Stacks installs the public key on the instance and you can use the private key
with an SSH client to log in to the instance. For more information, see Using SSH to Communicate
with an Instance and Managing SSH Access. You can override this setting by specifying a
different key pair, or no key pair, when you create an instance.
Type: String
Required: No

DefaultSubnetld (p. 130)
The stack's default VPC subnet ID. This parameter is required if you specify a value for the Vpcl d
parameter. All instances are launched into this subnet unless you specify otherwise when you
create the instance. If you also specify a value for Def aul t Avai | abi | i t yZone, the subnet must
be in that zone. For information on default values and when this parameter is required, see the
Vpcl d parameter description.
Type: String
Required: No

HosthameTheme (p. 130)
The stack's new host name theme, with spaces replaced by underscores. The theme is
used to generate host names for the stack's instances. By default, Host nanmeThene is set to
Layer _Dependent , which creates host names by appending integers to the layer's short name.
The other themes are:
* Baked_Goods

¢ Cl ouds
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e Europe_Cities

e Fruits

e Greek_Deities

e Legendary_creatures_from Japan
e Pl anets_and_Mons

e Roman_Deities

e Scottish_Islands

« US Cities

e« WIld_Cats

To obtain a generated host name, call Get Host NameSuggest i on, which returns a host name
based on the current theme.

Type: String
Required: No
Name (p. 130)
The stack's new name.
Type: String
Required: No
ServiceRoleArn (p. 130)
Do not use this parameter. You cannot update a stack's service role.
Type: String
Required: No
Stackld (p. 130)
The stack ID.
Type: String
Required: Yes
UseCustomCookbooks (p. 130)
Whether the stack uses custom cookbooks.
Type: Boolean
Required: No
UseOpsworksSecurityGroups (p. 130)
Whether to associate the AWS OpsWorks Stacks built-in security groups with the stack's layers.

AWS OpsWorks Stacks provides a standard set of built-in security groups, one for each
layer, which are associated with layers by default. UseOpswor ksSecuri t yG oups allows
you to provide your own custom security groups instead of using the built-in groups.
UseQpswor ksSecuri t yGr oups has the following settings:

¢ True - AWS OpsWorks Stacks automatically associates the appropriate built-in security group
with each layer (default setting). You can associate additional security groups with a layer after
you create it, but you cannot delete the built-in security group.

¢ False - AWS OpsWorks Stacks does not associate built-in security groups with layers. You must
create appropriate EC2 security groups and associate a security group with each layer that
you create. However, you can still manually associate a built-in security group with a layer on.
Custom security groups are required only for those layers that need custom settings.

For more information, see Create a New Stack.

Type: Boolean

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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UpdateUserProfile

Updates a specified user profile.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

{
"Al | owSel f Managenent ": bool ean,
"lamJser Arn": "string",
"SshPubl i cKey": "string",
"SshUsernane": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

AllowSelfManagement (p. 135)
Whether users can specify their own SSH public key through the My Settings page. For more
information, see Managing User Permissions.

Type: Boolean
Required: No
lamUserArn (p. 135)
The user IAM ARN. This can also be a federated user's ARN.
Type: String
Required: Yes

SshPublicKey (p. 135)
The user's new SSH public key.
Type: String
Required: No
SshUsername (p. 135)
The user's SSH user name. The allowable characters are [a-z], [A-Z], [0-9], '-', and '_". If the
specified name includes other punctuation marks, AWS OpsWorks Stacks removes them. For

example, my. name will be changed to nynane. If you do not specify an SSH user name, AWS
OpsWorks Stacks generates one from the IAM user name.

Type: String
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
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HTTP Status Code: 400

ValidationException
Indicates that a request was not valid.

HTTP Status Code: 400
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UpdateVolume

Updates an Amazon EBS volume's name or mount point. For more information, see Resource
Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level
for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

{
"Mount Point": "string",
"Nane": "string",
"Vol unel d": "string"

}

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 194).

The request accepts the following data in JSON format.

MountPoint (p. 137)
The new mount point.

Type: String
Required: No
Name (p. 137)
The new name.
Type: String
Required: No
Volumeld (p. 137)
The volume ID.
Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 196).

ResourceNotFoundException
Indicates that a resource was not found.
HTTP Status Code: 400
ValidationException
Indicates that a request was not valid.
HTTP Status Code: 400
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Data Types

The AWS OpsWorks API contains several data types that various actions use. This section describes
each data type in detail.

Note
The order of each element in a data type structure is not guaranteed. Applications should not
assume a particular order.

The following data types are supported:

¢ AgentVersion (p. 140)

* App (p. 141)

¢ AutoScalingThresholds (p. 143)
¢ BlockDeviceMapping (p. 145)

¢ ChefConfiguration (p. 146)

e Command (p. 147)

« DataSource (p. 149)

¢ Deployment (p. 150)

¢ DeploymentCommand (p. 152)
« EbsBlockDevice (p. 154)

¢ EcsCluster (p. 155)

¢ Elasticlp (p. 156)

¢ ElasticLoadBalancer (p. 157)

¢ EnvironmentVariable (p. 158)

¢ Instance (p. 159)

¢ Instanceldentity (p. 163)

¢ InstancesCount (p. 164)

e Layer (p. 166)

« LifecycleEventConfiguration (p. 169)
¢ LoadBasedAutoScalingConfiguration (p. 170)
¢ Permission (p. 171)

¢ RaidArray (p. 172)

« RdsDblnstance (p. 174)

¢ Recipes (p. 175)

¢ ReportedOs (p. 176)
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SelfUserProfile (p. 177)

ServiceError (p. 178)
ShutdownEventConfiguration (p. 179)
Source (p. 180)

SslConfiguration (p. 181)

Stack (p. 182)
StackConfigurationManager (p. 185)
StackSummary (p. 186)
TemporaryCredential (p. 187)
TimeBasedAutoScalingConfiguration (p. 188)
UserProfile (p. 189)

Volume (p. 190)
VolumeConfiguration (p. 192)
WeeklyAutoScalingSchedule (p. 193)
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AgentVersion

Describes an agent version.

Contents

ConfigurationManager
The configuration manager.

Type: StackConfigurationManager (p. 185) object
Required: No
Version
The agent version.
Type: String
Required: No
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App

A description of the app.

Contents

Appld
The app ID.
Type: String
Required: No
AppSource
A Sour ce object that describes the app repository.
Type: Source (p. 180) object
Required: No
Attributes
The stack attributes.
Type: String to String map
Valid Map Keys: Docunent Root | Rail sEnv | AutoBundl eOnDepl oy |
AwsFl owRubySet ti ngs
Required: No
CreatedAt
When the app was created.
Type: String
Required: No
DataSources
The app's data sources.
Type: array of DataSource (p. 149) objects
Required: No
Description
A description of the app.
Type: String
Required: No
Domains

The app vhost settings with multiple domains separated by commas. For example:
" www. exanpl e. com exanpl e. com

Type: array of Strings
Required: No
EnableSsl
Whether to enable SSL for the app.
Type: Boolean
Required: No
Environment

An array of Envi r onnent Var i abl e objects that specify environment variables to be associated
with the app. After you deploy the app, these variables are defined on the associated app server
instances. For more information, see Environment Variables.

Note

There is no specific limit on the number of environment variables. However, the size of
the associated data structure - which includes the variable names, values, and protected
flag values - cannot exceed 10 KB (10240 Bytes). This limit should accommodate most
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if not all use cases, but if you do exceed it, you will cause an exception (API) with an

"Environment: is too large (maximum is 10KB)" message.

Type: array of EnvironmentVariable (p. 158) objects
Required: No
Name
The app name.
Type: String
Required: No
Shortname
The app's short name.
Type: String
Required: No
SsIConfiguration

An Ssl Confi gur ati on object with the SSL configuration.

Type: SslConfiguration (p. 181) object
Required: No
Stackld
The app stack ID.
Type: String
Required: No
Type
The app type.
Type: String

Valid Values: aws-flowruby | java | rails | php |

Required: No

nodej s |

static |

ot her
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AutoScalingThresholds

Describes a load-based auto scaling upscaling or downscaling threshold configuration, which specifies
when AWS OpsWorks Stacks starts or stops load-based instances.

Contents

Alarms
Custom Cloudwatch auto scaling alarms, to be used as thresholds. This parameter takes a list of
up to five alarm names, which are case sensitive and must be in the same region as the stack.

Note
To use custom alarms, you must update your service role to allow
cl oudwat ch: Descri beAl ar ns. You can either have AWS OpsWorks Stacks update
the role for you when you first use this feature or you can edit the role manually. For more
information, see Allowing AWS OpsWorks Stacks to Act on Your Behalf.
Type: array of Strings
Required: No
CpuThreshold
The CPU utilization threshold, as a percent of the available CPU. A value of -1 disables the
threshold.
Type: Double
Required: No
IgnoreMetricsTime
The amount of time (in minutes) after a scaling event occurs that AWS OpsWorks Stacks should
ignore metrics and suppress additional scaling events. For example, AWS OpsWorks Stacks adds
new instances following an upscaling event but the instances won't start reducing the load until
they have been booted and configured. There is no point in raising additional scaling events during
that operation, which typically takes several minutes. | gnor eMet ri csTi ne allows you to direct
AWS OpsWorks Stacks to suppress scaling events long enough to get the new instances online.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.
Required: No
InstanceCount
The number of instances to add or remove when the load exceeds a threshold.
Type: Integer
Required: No
LoadThreshold

The load threshold. A value of -1 disables the threshold. For more information about how load is
computed, see Load (computing).

Type: Double
Required: No
MemoryThreshold

The memory utilization threshold, as a percent of the available memory. A value of -1 disables the
threshold.

Type: Double
Required: No
ThresholdsWaitTime

The amount of time, in minutes, that the load must exceed a threshold before more instances are
added or removed.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.
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Required: No
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BlockDeviceMapping

Describes a block device mapping. This data type maps directly to the Amazon EC2
BlockDeviceMapping data type.

Contents

DeviceName
The device name that is exposed to the instance, such as / dev/ sdh. For the root device, you can
use the explicit device name or you can set this parameter to ROOT_DEVI CE and AWS OpsWorks
Stacks will provide the correct device name.

Type: String
Required: No
Ebs

An EBSBI ockDevi ce that defines how to configure an Amazon EBS volume when the instance is
launched.

Type: EbsBlockDevice (p. 154) object
Required: No
NoDevice
Suppresses the specified device included in the AMI's block device mapping.
Type: String
Required: No
VirtualName
The virtual device name. For more information, see BlockDeviceMapping.
Type: String
Required: No
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ChefConfiguration

Describes the Chef configuration.

Contents

BerkshelfVersion
The Berkshelf version.

Type: String

Required: No
ManageBerkshelf

Whether to enable Berkshelf.

Type: Boolean

Required: No
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Command

Describes a command.

Contents

AcknowledgedAt
Date and time when the command was acknowledged.

Type: String
Required: No
Commandld
The command ID.
Type: String
Required: No
CompletedAt
Date when the command completed.
Type: String
Required: No
CreatedAt
Date and time when the command was run.
Type: String
Required: No
Deploymentid
The command deployment ID.
Type: String
Required: No
ExitCode
The command exit code.
Type: Integer
Required: No
Instanceld
The ID of the instance where the command was executed.
Type: String
Required: No
LogUrl
The URL of the command log.
Type: String
Required: No
Status
The command status:
« failed
¢ successful
e skipped
* pending
Type: String
Required: No
Type
The command type:
e depl oy
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e rol | back

e start

e stop

e restart

e undepl oy

e updat e_dependenci es

e instal |l _dependenci es

e updat e_cust om cookbooks

e execute_recipes
Type: String
Required: No
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DataSource

Describes an app's data source.

Contents

Arn
The data source's ARN.

Type: String
Required: No
DatabaseName
The database name.
Type: String
Required: No
Type
The data source's type, Aut 0Sel ect OQpswor ksMysqgl | nst ance, Opswor ksMysqgl | nst ance, or
RdsDbl nst ance.

Type: String
Required: No
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Deployment

Describes a deployment of a stack or app.

Contents

Appld
The app ID.
Type: String
Required: No
Command
Used to specify a stack or deployment command.
Type: DeploymentCommand (p. 152) object
Required: No
Comment
A user-defined comment.
Type: String
Required: No
CompletedAt
Date when the deployment completed.
Type: String
Required: No
CreatedAt
Date when the deployment was created.
Type: String
Required: No
CustomJson
A string that contains user-defined custom JSON. It can be used to override the corresponding

default stack configuration attribute values for stack or to pass data to recipes. The string should
be in the following format:

"{\"keyIl\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
Attributes.

Type: String

Required: No

Deploymentid
The deployment ID.

Type: String

Required: No
Duration

The deployment duration.

Type: Integer

Required: No
lamUserArn

The user's IAM ARN.

Type: String

Required: No
Instancelds

The IDs of the target instances.

Type: array of Strings
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Required: No

Stackld
The stack ID.

Type: String
Required: No
Status
The deployment status:
e running
¢ successful
« failed
Type: String
Required: No
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DeploymentCommand

Used to specify a stack or deployment command.

Contents

Args

The arguments of those commands that take arguments. It should be set to a JSON object with
the following format:

{"arg_nanel" : ["valuel", "value2", ...], "arg_name2" : ["valuel",
"val ue2", ...], ...}

The updat e_dependenci es command takes two arguments:

upgr ade_os_t o - Specifies the desired Amazon Linux version for instances whose OS you
want to upgrade, such as Amazon Li nux 2014. 09. You must also set the al | ow_r eboot
argument to true.

al | ow_r eboot - Specifies whether to allow AWS OpsWorks Stacks to reboot the instances if
necessary, after installing the updates. This argument can be set to either t r ue or f al se. The
default value is f al se.

For example, to upgrade an instance to Amazon Linux 2014.09, set Ar gs to the following.

{ "upgrade_os_to":["Amazon Linux 2014.09"], "allow reboot":["true"] }
Type: String to array of Strings map
Required: No

Name

Specifies the operation. You can specify only one command.
For stacks, the following commands are available:

execut e_r eci pes: Execute one or more recipes. To specify the recipes, set an Ar gs
parameter named r eci pes to the list of recipes to be executed. For example, to execute
phpapp: : appset up, set Args to {"reci pes": [ " phpapp: : appsetup”]}.

i nstal | _dependenci es: Install the stack's dependencies.

updat e_cust om cookbooks: Update the stack's custom cookbooks.

updat e_dependenci es: Update the stack's dependencies.

Note

The update_dependencies and install_dependencies commands are supported only for
Linux instances. You can run the commands successfully on Windows instances, but they
do nothing.

For apps, the following commands are available:

depl oy: Deploy an app. Ruby on Rails apps have an optional Ar gs parameter named
m gr at e. Set Ar gs to {"migrate":["true"]} to migrate the database. The default setting is
{"migrate":["false"]}.

rol | back Roll the app back to the previous version. When you update an app, AWS OpsWorks
Stacks stores the previous version, up to a maximum of five versions. You can use this
command to roll an app back as many as four versions.

st art : Start the app's web or application server.

st op: Stop the app's web or application server.

rest art : Restart the app's web or application server.
undepl oy: Undeploy the app.

Type: String

Valid Values: i nstal | _dependenci es | update_dependenci es |

updat e_cust om cookbooks | execute_recipes | configure | setup | deploy |
roll back | start | stop | restart | undepl oy

Required: Yes
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EbsBlockDevice

Describes an Amazon EBS volume. This data type maps directly to the Amazon EC2 EbsBlockDevice
data type.

Contents

DeleteOnTermination
Whether the volume is deleted on instance termination.

Type: Boolean
Required: No
lops
The number of I/0O operations per second (IOPS) that the volume supports. For more information,
see EbsBlockDevice.

Type: Integer

Required: No
Snapshotld

The snapshot ID.

Type: String

Required: No
VolumeSize

The volume size, in GiB. For more information, see EbsBlockDevice.

Type: Integer

Required: No
VolumeType

The volume type. gp2 for General Purpose (SSD) volumes, i 01 for Provisioned IOPS (SSD)
volumes, and st andar d for Magnetic volumes.

Type: String
Valid Values: gp2 | iol | standard
Required: No
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EcsCluster

Describes a registered Amazon ECS cluster.

Contents

EcsClusterArn
The cluster's ARN.

Type: String
Required: No
EcsClusterName
The cluster name.
Type: String
Required: No
RegisteredAt
The time and date that the cluster was registered with the stack.
Type: String
Required: No
Stackld
The stack ID.
Type: String
Required: No
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Elasticlp

Describes an Elastic IP address.

Contents

Domain
The domain.

Type: String
Required: No
Instanceld
The ID of the instance that the address is attached to.

Type: String
Required: No

The IP address.

Type: String

Required: No
Name

The name.

Type: String

Required: No
Region

The AWS region. For more information, see Regions and Endpoints.

Type: String

Required: No
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ElasticLoadBalancer

Describes an Elastic Load Balancing instance.

Contents

AvailabilityZones
A list of Availability Zones.
Type: array of Strings
Required: No
DnsName
The instance's public DNS name.
Type: String
Required: No
Ec2Instancelds
A list of the EC2 instances that the Elastic Load Balancing instance is managing traffic for.
Type: array of Strings
Required: No
ElasticLoadBalancerName
The Elastic Load Balancing instance's name.
Type: String
Required: No
Layerld
The ID of the layer that the instance is attached to.
Type: String
Required: No
Region
The instance's AWS region.
Type: String
Required: No
Stackld
The ID of the stack that the instance is associated with.
Type: String
Required: No
Subnetlds
A list of subnet IDs, if the stack is running in a VPC.
Type: array of Strings
Required: No
Vpcld
The VPC ID.
Type: String
Required: No
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EnvironmentVariable

Represents an app's environment variable.

Contents

Key
(Required) The environment variable's name, which can consist of up to 64 characters and must
be specified. The name can contain upper- and lowercase letters, numbers, and underscores (),
but it must start with a letter or underscore.

Type: String
Required: Yes
Secure
(Optional) Whether the variable's value will be returned by the DescribeApps (p. 47) action. To

conceal an environment variable's value, set Secur e to t r ue. Descr i beApps then returns
** %% % E| LTERED* **** instead of the actual value. The default value for Secur e is f al se.

Type: Boolean
Required: No
Value

(Optional) The environment variable's value, which can be left empty. If you specify a value, it can
contain up to 256 characters, which must all be printable.

Type: String
Required: Yes
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Instance

Describes an instance.

Contents

AgentVersion
The agent version. This parameter is set to | NHERI T if the instance inherits the default stack
setting or to a a version number for a fixed agent version.

Type: String
Required: No
Amild
A custom AMI ID to be used to create the instance. For more information, see Instances
Type: String
Required: No
Architecture
The instance architecture: "i386" or "x86_64".
Type: String
Valid Values: x86_64 | i 386
Required: No
AutoScalingType
For load-based or time-based instances, the type.
Type: String
Valid Values: | oad | tiner
Required: No
AvailabilityZone
The instance Availability Zone. For more information, see Regions and Endpoints.
Type: String
Required: No
BlockDeviceMappings
An array of Bl ockDevi ceMappi ng objects that specify the instance's block device mappings.
Type: array of BlockDeviceMapping (p. 145) objects
Required: No
CreatedAt
The time that the instance was created.
Type: String
Required: No
EbsOptimized
Whether this is an Amazon EBS-optimized instance.
Type: Boolean
Required: No
Ec2Instanceld
The ID of the associated Amazon EC2 instance.
Type: String
Required: No
EcsClusterArn
For container instances, the Amazon ECS cluster's ARN.
Type: String
Required: No
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EcsContainerinstanceArn
For container instances, the instance's ARN.
Type: String
Required: No
Elasticlp
The instance Elastic IP address .
Type: String
Required: No
Hostname
The instance host name.
Type: String
Required: No
InfrastructureClass
For registered instances, the infrastructure class: ec2 or on- prem ses.
Type: String
Required: No
InstallUpdatesOnBoot
Whether to install operating system and package updates when the instance boots. The default
value is t r ue. If this value is set to f al se, you must then update your instances manually by
using CreateDeployment (p. 18) to run the updat e_dependenci es stack command or by
manually running yum(Amazon Linux) or apt - get (Ubuntu) on the instances.
Note

We strongly recommend using the default value of t r ue, to ensure that your instances
have the latest security updates.

Type: Boolean

Required: No
Instanceld

The instance ID.

Type: String

Required: No
InstanceProfileArn

The ARN of the instance's IAM profile. For more information about IAM ARNSs, see Using
Identifiers.

Type: String
Required: No
InstanceType
The instance type, such ast 2. mi cro.
Type: String
Required: No
LastServiceErrorld
The ID of the last service error. For more information, call DescribeServiceErrors (p. 74).
Type: String
Required: No
Layerlds
An array containing the instance layer IDs.
Type: array of Strings
Required: No
Os
The instance's operating system.
Type: String
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Required: No
Platform
The instance's platform.
Type: String
Required: No
PrivateDns
The The instance's private DNS name.
Type: String
Required: No
Privatelp
The instance's private IP address.
Type: String
Required: No
PublicDns
The instance public DNS name.
Type: String
Required: No
Publiclp
The instance public IP address.
Type: String
Required: No
RegisteredBy
For registered instances, who performed the registration.
Type: String
Required: No
ReportedAgentVersion
The instance's reported AWS OpsWorks Stacks agent version.
Type: String
Required: No
ReportedOs
For registered instances, the reported operating system.
Type: ReportedOs (p. 176) object
Required: No
RootDeviceType
The instance's root device type. For more information, see Storage for the Root Device.
Type: String
Valid Values: ebs | instance-store
Required: No
RootDeviceVolumeld
The root device volume ID.
Type: String
Required: No
SecurityGrouplds
An array containing the instance security group IDs.
Type: array of Strings
Required: No
SshHostDsaKeyFingerprint
The SSH key's Deep Security Agent (DSA) fingerprint.
Type: String
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Required: No
SshHostRsaKeyFingerprint

The SSH key's RSA fingerprint.

Type: String

Required: No

SshKeyName
The instance's Amazon EC2 key-pair name.

Type: String

Required: No
Stackld

The stack ID.

Type: String

Required: No
Status

The instance status:

e booting
e connection_| ost
e online
e pendi ng
¢ rebooting
e requested
e runni ng_setup
e setup_failed
e shutting_down
e start_failed
e stop_failed
e stopped
e stopping
e term nated
e termnating
Type: String
Required: No
Subnetid
The instance's subnet ID; applicable only if the stack is running in a VPC.
Type: String
Required: No
Tenancy
The instance's tenancy option, such as dedi cat ed or host .
Type: String
Required: No
VirtualizationType
The instance's virtualization type: par avi rt ual or hvm
Type: String
Valid Values: paravirtual | hvm
Required: No
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Instanceldentity

Contains a description of an Amazon EC2 instance from the Amazon EC2 metadata service. For more
information, see Instance Metadata and User Data.

Contents

Document
A JSON document that contains the metadata.

Type: String
Required: No
Signature
A signature that can be used to verify the document's accuracy and authenticity.
Type: String
Required: No
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InstancesCount

Describes how many instances a stack has for each status.

Contents

Assigning
The number of instances in the Assigning state.
Type: Integer
Required: No

Booting
The number of instances with boot i ng status.
Type: Integer
Required: No

ConnectionLost
The number of instances with connect i on_| ost status.
Type: Integer
Required: No

Deregistering
The number of instances in the Deregistering state.
Type: Integer
Required: No

Online
The number of instances with onl i ne status.
Type: Integer
Required: No

Pending
The number of instances with pendi ng status.
Type: Integer
Required: No

Rebooting
The number of instances with r eboot i ng status.
Type: Integer
Required: No

Registered
The number of instances in the Registered state.
Type: Integer
Required: No

Registering
The number of instances in the Registering state.
Type: Integer
Required: No

Requested
The number of instances with r equest ed status.
Type: Integer
Required: No

RunningSetup
The number of instances with r unni ng_set up status.
Type: Integer
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Required: No

SetupFailed
The number of instances with set up_f ai | ed status.
Type: Integer
Required: No

ShuttingDown
The number of instances with shut t i ng_down status.
Type: Integer
Required: No

StartFailed
The number of instances with st art _f ai | ed status.
Type: Integer
Required: No

Stopped
The number of instances with st opped status.
Type: Integer
Required: No

Stopping
The number of instances with st oppi ng status.
Type: Integer
Required: No

Terminated
The number of instances with t er m nat ed status.
Type: Integer
Required: No

Terminating
The number of instances with t er m nat i ng status.
Type: Integer
Required: No

Unassigning
The number of instances in the Unassigning state.
Type: Integer
Required: No
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Layer

Describes a layer.

Contents

Attributes
The layer attributes.

For the Hapr oxy St at sPasswor d, Mysql Root Passwor d, and Gangl i aPasswor d attributes,
AWS OpsWorks Stacks returns ***** F| LTERED* * * ** instead of the actual value

For an ECS Cluster layer, AWS OpsWorks Stacks the EcsC ust er Ar n attribute is set to the
cluster's ARN.

Type: String to String map
Valid Map Keys: EcsCl uster Arn | Enabl eHaproxyStats | HaproxyStatsuUrl
| HaproxyStatsUser | HaproxyStatsPassword | HaproxyHeal t hCheckUrl |
Hapr oxyHeal t hCheckMet hod | Mysql Root Password | Mysql Root Passwor dUbi qui t ous
| Ganglialrl | GangliaUser | GangliaPassword | MentachedMenory |
Nodej sVersion | RubyVersion | RubygensVersion | ManageBundl er |
Bundl erVersion | RailsStack | PassengerVersion | Jvm | JvnVersion |
JvmOptions | JavaAppServer | JavaAppServer Version
Required: No
AutoAssignElasticlps

Whether to automatically assign an Elastic IP address to the layer's instances. For more
information, see How to Edit a Layer.

Type: Boolean
Required: No
AutoAssignPubliclps

For stacks that are running in a VPC, whether to automatically assign a public IP address to the
layer's instances. For more information, see How to Edit a Layer.

Type: Boolean
Required: No
CreatedAt
Date when the layer was created.
Type: String
Required: No
CustominstanceProfileArn

The ARN of the default IAM profile to be used for the layer's EC2 instances. For more information
about IAM ARNSs, see Using Identifiers.

Type: String
Required: No
CustomJson

A JSON formatted string containing the layer's custom stack configuration and deployment
attributes.

Type: String
Required: No
CustomRecipes
A Layer Cust onReci pes object that specifies the layer's custom recipes.
Type: Recipes (p. 175) object
Required: No
CustomSecurityGrouplds
An array containing the layer's custom security group IDs.
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Type: array of Strings
Required: No

DefaultRecipes
AWS OpsWorks Stacks supports five lifecycle events: setup, configuration, deploy, undeploy,
and shutdown. For each layer, AWS OpsWorks Stacks runs a set of standard recipes for
each event. In addition, you can provide custom recipes for any or all layers and events. AWS
OpsWorks Stacks runs custom event recipes after the standard recipes. Layer Cust onReci pes
specifies the custom recipes for a particular layer to be run in response to each of the five events.

To specify a recipe, use the cookbook's directory name in the repository followed by two colons
and the recipe name, which is the recipe's file name without the .rb extension. For example:
phpapp2::dbsetup specifies the dbsetup.rb recipe in the repository's phpapp2 folder.

Type: Recipes (p. 175) object
Required: No
DefaultSecurityGroupNames
An array containing the layer's security group names.
Type: array of Strings
Required: No
EnableAutoHealing
Whether auto healing is disabled for the layer.
Type: Boolean
Required: No
InstallUpdatesOnBoot
Whether to install operating system and package updates when the instance boots. The default
value is t r ue. If this value is set to f al se, you must then update your instances manually by

using CreateDeployment (p. 18) to run the updat e_dependenci es stack command or manually
running yum(Amazon Linux) or apt - get (Ubuntu) on the instances.

Note
We strongly recommend using the default value of t r ue, to ensure that your instances
have the latest security updates.

Type: Boolean
Required: No
Layerld
The layer ID.
Type: String
Required: No
LifecycleEventConfiguration
A Li f eCycl eEvent Confi gur at i on object that specifies the Shutdown event configuration.
Type: LifecycleEventConfiguration (p. 169) object
Required: No
Name
The layer name.
Type: String
Required: No
Packages
An array of Package objects that describe the layer's packages.
Type: array of Strings
Required: No
Shortname
The layer short name.
Type: String
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Required: No

Stackld

The layer stack ID.
Type: String
Required: No

Type

The layer type.
Type: String
Valid Values: aws-fl owruby | ecs-cluster | java-app | I|b | web | php-app

| rails-app | nodejs-app | menctached | db-master | nonitoring-master |
custom

Required: No

UseEbsOptimizedinstances

Whether the layer uses Amazon EBS-optimized instances.
Type: Boolean
Required: No

VolumeConfigurations

A Vol unmeConf i gur at i ons object that describes the layer's Amazon EBS volumes.
Type: array of VolumeConfiguration (p. 192) objects
Required: No
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LifecycleEventConfiguration

Specifies the lifecycle event configuration

Contents

Shutdown
A Shut downEvent Conf i gur at i on object that specifies the Shutdown event configuration.

Type: ShutdownEventConfiguration (p. 179) object
Required: No
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LoadBasedAutoScalingConfiguration

Describes a layer's load-based auto scaling configuration.

Contents

DownScaling

An Aut oScal i ngThr eshol ds object that describes the downscaling configuration, which defines
how and when AWS OpsWorks Stacks reduces the number of instances.

Type: AutoScalingThresholds (p. 143) object
Required: No
Enable
Whether load-based auto scaling is enabled for the layer.
Type: Boolean
Required: No
Layerld
The layer ID.
Type: String
Required: No
UpScaling
An Aut oScal i ngThr eshol ds object that describes the upscaling configuration, which defines
how and when AWS OpsWorks Stacks increases the number of instances.

Type: AutoScalingThresholds (p. 143) object
Required: No
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Permission

Describes stack or user permissions.

Contents

AllowSsh
Whether the user can use SSH.

Type: Boolean
Required: No
AllowSudo
Whether the user can use sudo.
Type: Boolean
Required: No
lamUserArn

The Amazon Resource Name (ARN) for an AWS Identity and Access Management (IAM) role. For
more information about IAM ARNSs, see Using ldentifiers.

Type: String
Required: No
Level
The user's permission level, which must be the following:
e deny
e show
« depl oy
e manage
e iamonly
For more information on the permissions associated with these levels, see Managing User
Permissions

Type: String

Required: No
Stackld

A stack ID.

Type: String

Required: No

API Version 2013-02-18
171


http://docs.aws.amazon.com/IAM/latest/UserGuide/Using_Identifiers.html
http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html
http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html

AWS OpsWorks API Reference
RaidArray

RaidArray

Describes an instance's RAID array.

Contents

AvailabilityZone
The array's Availability Zone. For more information, see Regions and Endpoints.
Type: String
Required: No
CreatedAt
When the RAID array was created.
Type: String
Required: No
Device
The array's Linux device. For example /dev/mdadmoO.
Type: String
Required: No
Instanceld
The instance ID.
Type: String
Required: No
lops
For PIOPS volumes, the IOPS per disk.
Type: Integer
Required: No
MountPoint
The array's mount point.
Type: String
Required: No
Name
The array name.
Type: String
Required: No
NumberOfDisks
The number of disks in the array.
Type: Integer
Required: No
RaidArrayld
The array ID.
Type: String
Required: No
RaidLevel
The RAID level.
Type: Integer
Required: No
Size
The array's size.
Type: Integer
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Required: No
Stackld
The stack ID.
Type: String
Required: No
VolumeType
The volume type, standard or PIOPS.
Type: String
Required: No
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RdsDblnstance

Describes an Amazon RDS instance.

Contents

Address
The instance's address.

Type: String
Required: No
Dblinstanceldentifier
The DB instance identifier.
Type: String
Required: No
DbPassword
AWS OpsWorks Stacks returns ***** F| LTERED* * * ** instead of the actual value.
Type: String
Required: No
DbUser
The master user name.
Type: String
Required: No
Engine
The instance's database engine.
Type: String
Required: No
MissingOnRds
Set to t r ue if AWS OpsWorks Stacks is unable to discover the Amazon RDS instance. AWS

OpsWorks Stacks attempts to discover the instance only once. If this value is setto t r ue, you
must deregister the instance, and then register it again.

Type: Boolean
Required: No
RdsDblInstanceArn
The instance's ARN.
Type: String
Required: No
Region
The instance's AWS region.
Type: String
Required: No
Stackld
The ID of the stack with which the instance is registered.
Type: String
Required: No
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Recipes

AWS OpsWorks Stacks supports five lifecycle events: setup, configuration, deploy, undeploy, and
shutdown. For each layer, AWS OpsWorks Stacks runs a set of standard recipes for each event. In
addition, you can provide custom recipes for any or all layers and events. AWS OpsWorks Stacks runs
custom event recipes after the standard recipes. Layer Cust onReci pes specifies the custom recipes
for a particular layer to be run in response to each of the five events.

To specify a recipe, use the cookbook's directory name in the repository followed by two colons
and the recipe name, which is the recipe's file name without the .rb extension. For example:
phpapp2::dbsetup specifies the dbsetup.rb recipe in the repository's phpapp2 folder.

Contents

Configure
An array of custom recipe names to be run following a conf i gur e event.
Type: array of Strings
Required: No

Deploy
An array of custom recipe names to be run following a depl oy event.
Type: array of Strings
Required: No

Setup
An array of custom recipe names to be run following a set up event.
Type: array of Strings
Required: No

Shutdown
An array of custom recipe names to be run following a shut down event.
Type: array of Strings
Required: No

Undeploy
An array of custom recipe names to be run following a undepl oy event.
Type: array of Strings
Required: No
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ReportedOs

A registered instance's reported operating system.

Contents

Family
The operating system family.
Type: String
Required: No

Name
The operating system name.
Type: String
Required: No

Version
The operating system version.
Type: String
Required: No
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SelfUserProfile

Describes a user's SSH information.

Contents

lamUserArn
The user's IAM ARN.

Type: String

Required: No
Name

The user's name.

Type: String

Required: No
SshPublicKey

The user's SSH public key.

Type: String

Required: No
SshUsername

The user's SSH user name.

Type: String

Required: No
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ServiceError

Describes an AWS OpsWorks Stacks service error.

Contents

CreatedAt
When the error occurred.

Type: String
Required: No
Instanceld
The instance ID.
Type: String
Required: No
Message
A message that describes the error.
Type: String
Required: No
ServiceErrorld
The error ID.
Type: String
Required: No
Stackld
The stack ID.
Type: String
Required: No
Type
The error type.
Type: String
Required: No
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ShutdownEventConfiguration

ShutdownEventConfiguration

The Shutdown event configuration.

Contents

DelayUntilEIbConnectionsDrained

Whether to enable Elastic Load Balancing connection draining. For more information, see
Connection Draining

Type: Boolean
Required: No
ExecutionTimeout

The time, in seconds, that AWS OpsWorks Stacks will wait after triggering a Shutdown event
before shutting down an instance.

Type: Integer
Required: No
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Source

Source

Contains the information required to retrieve an app or cookbook from a repository. For more
information, see Creating Apps or Custom Recipes and Cookbooks.

Contents

Password

When included in a request, the parameter depends on the repository type.
¢ For Amazon S3 bundles, set Passwor d to the appropriate IAM secret access key.

e For HTTP bundles and Subversion repositories, set Passwor d to the password.

For more information on how to safely handle IAM credentials, see http://docs.aws.amazon.com/
general/latest/gr/aws-access-keys-best-practices.html.

In responses, AWS OpsWorks Stacks returns ***** F| LTERED* * * ** instead of the actual value.
Type: String
Required: No

Revision

The application's version. AWS OpsWorks Stacks enables you to easily deploy new versions of an
application. One of the simplest approaches is to have branches or revisions in your repository that
represent different versions that can potentially be deployed.

Type: String
Required: No

SshKey

In requests, the repository's SSH key.

In responses, AWS OpsWorks Stacks returns ***** F| LTERED* * * ** instead of the actual value.
Type: String

Required: No

Type

Url

The repository type.

Type: String

Valid Values: git | svn | archive | s3
Required: No

The source URL.
Type: String
Required: No

Username

This parameter depends on the repository type.
¢ For Amazon S3 bundles, set User nane to the appropriate IAM access key ID.

¢ For HTTP bundles, Git repositories, and Subversion repositories, set User name to the user
name.

Type: String

Required: No
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SslConfiguration

SslConfiguration

Describes an app's SSL configuration.

Contents

Certificate
The contents of the certificate's domain.crt file.

Type: String
Required: Yes

Chain
Optional. Can be used to specify an intermediate certificate authority key or client authentication.
Type: String
Required: No
PrivateKey
The private key; the contents of the certificate's domain.kex file.
Type: String
Required: Yes
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Stack

Stack

Describes a stack.

Contents

AgentVersion

The agent version. This parameter is set to LATEST for auto-update. or a version number for a
fixed agent version.

Type: String

Required: No
Arn

The stack's ARN.

Type: String

Required: No
Attributes

The stack's attributes.

Type: String to String map

Valid Map Keys: Col or

Required: No
ChefConfiguration

A Chef Confi gur at i on object that specifies whether to enable Berkshelf and the Berkshelf
version. For more information, see Create a New Stack.

Type: ChefConfiguration (p. 146) object
Required: No
ConfigurationManager
The configuration manager.
Type: StackConfigurationManager (p. 185) object
Required: No
CreatedAt
The date when the stack was created.
Type: String
Required: No
CustomCookbooksSource

Contains the information required to retrieve an app or cookbook from a repository. For more
information, see Creating Apps or Custom Recipes and Cookbooks.

Type: Source (p. 180) object
Required: No
CustomJson
A JSON object that contains user-defined attributes to be added to the stack configuration and
deployment attributes. You can use custom JSON to override the corresponding default stack

configuration attribute values or to pass data to recipes. The string should be in the following
format:

"{\"keyI\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
Attributes.

Type: String
Required: No
DefaultAvailabilityZone
The stack's default Availability Zone. For more information, see Regions and Endpoints.
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Contents

Type: String
Required: No
DefaultinstanceProfileArn

The ARN of an IAM profile that is the default profile for all of the stack's EC2 instances. For more
information about IAM ARNSs, see Using Identifiers.

Type: String
Required: No
DefaultOs
The stack's default operating system.
Type: String
Required: No
DefaultRootDeviceType
The default root device type. This value is used by default for all instances in the stack, but you

can override it when you create an instance. For more information, see Storage for the Root
Device.

Type: String
Valid Values: ebs | instance-store
Required: No

DefaultSshKeyName

A default Amazon EC2 key pair for the stack's instances. You can override this value when you
create or update an instance.

Type: String
Required: No
DefaultSubnetld
The default subnet ID; applicable only if the stack is running in a VPC.
Type: String
Required: No
HostnameTheme
The stack host name theme, with spaces replaced by underscores.
Type: String
Required: No
Name
The stack name.
Type: String
Required: No
Region
The stack AWS region, such as "ap-northeast-2". For more information about AWS regions, see
Regions and Endpoints.

Type: String
Required: No
ServiceRoleArn
The stack AWS ldentity and Access Management (IAM) role.
Type: String
Required: No
Stackld
The stack ID.
Type: String
Required: No
UseCustomCookbooks
Whether the stack uses custom cookbooks.
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Contents

Type: Boolean
Required: No
UseOpsworksSecurityGroups

Whether the stack automatically associates the AWS OpsWorks Stacks built-in security groups
with the stack's layers.

Type: Boolean
Required: No
Vpcld
The VPC ID; applicable only if the stack is running in a VPC.
Type: String
Required: No
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StackConfigurationManager

StackConfigurationManager

Describes the configuration manager.

Contents

Name
The name. This parameter must be set to "Chef".
Type: String
Required: No

Version

The Chef version. This parameter must be set to 12, 11.10, or 11.4 for Linux stacks, and to 12.2
for Windows stacks. The default value for Linux stacks is 11.4.

Type: String
Required: No
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StackSummary

StackSummary

Summarizes the number of layers, instances, and apps in a stack.

Contents

AppsCount
The number of apps.

Type: Integer
Required: No
Arn
The stack's ARN.
Type: String
Required: No
InstancesCount
An | nst ancesCount object with the number of instances in each status.
Type: InstancesCount (p. 164) object
Required: No
LayersCount
The number of layers.
Type: Integer
Required: No
Name
The stack name.
Type: String
Required: No
Stackld
The stack ID.
Type: String
Required: No
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TemporaryCredential

TemporaryCredential

Contains the data needed by RDP clients such as the Microsoft Remote Desktop Connection to log in
to the instance.

Contents

Instanceld
The instance's AWS OpsWorks Stacks ID.

Type: String
Required: No
Password
The password.
Type: String
Required: No
Username
The user name.
Type: String
Required: No
ValidForInMinutes
The length of time (in minutes) that the grant is valid. When the grant expires, at the end of this
period, the user will no longer be able to use the credentials to log in. If they are logged in at the
time, they will be automatically logged out.
Type: Integer
Required: No

API Version 2013-02-18
187



AWS OpsWorks API Reference
TimeBasedAutoScalingConfiguration

TimeBasedAutoScalingConfiguration

Describes an instance's time-based auto scaling configuration.

Contents

AutoScalingSchedule
A Weekl yAut oScal i ngSchedul e object with the instance schedule.

Type: WeeklyAutoScalingSchedule (p. 193) object
Required: No
Instanceld
The instance ID.
Type: String
Required: No
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UserProfile

UserProfile

Describes a user's SSH information.

Contents

AllowSelfManagement
Whether users can specify their own SSH public key through the My Settings page. For more
information, see Managing User Permissions.

Type: Boolean
Required: No
lamUserArn
The user's IAM ARN.
Type: String
Required: No
Name
The user's name.
Type: String
Required: No
SshPublicKey
The user's SSH public key.
Type: String
Required: No
SshUsername
The user's SSH user name.
Type: String
Required: No

API Version 2013-02-18
189


http://docs.aws.amazon.com/opsworks/latest/userguide/security-settingsshkey.html

AWS OpsWorks API Reference
Volume

Volume

Describes an instance's Amazon EBS volume.

Contents

AvailabilityZone
The volume Availability Zone. For more information, see Regions and Endpoints.
Type: String
Required: No
Device
The device name.
Type: String
Required: No
Ec2Volumeld
The Amazon EC2 volume ID.
Type: String
Required: No
Instanceld
The instance ID.
Type: String
Required: No
lops
For PIOPS volumes, the IOPS per disk.
Type: Integer
Required: No
MountPoint
The volume mount point. For example, "/mnt/disk1".
Type: String
Required: No
Name
The volume name.
Type: String
Required: No
RaidArrayld
The RAID array ID.
Type: String
Required: No
Region
The AWS region. For more information about AWS regions, see Regions and Endpoints.
Type: String
Required: No
Size
The volume size.
Type: Integer
Required: No
Status
The value returned by DescribeVolumes.
Type: String
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Contents

Required: No
Volumeld
The volume ID.
Type: String
Required: No
VolumeType
The volume type, standard or PIOPS.
Type: String
Required: No
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VolumeConfiguration

VolumeConfiguration

Describes an Amazon EBS volume configuration.

Contents

lops
P For PIOPS volumes, the IOPS per disk.

Type: Integer
Required: No

MountPoint
The volume mount point. For example "/dev/sdh".
Type: String
Required: Yes

NumberOfDisks
The number of disks in the volume.

Type: Integer
Required: Yes

RaidLevel
The volume RAID level.

Type: Integer

Required: No
Size

The volume size.

Type: Integer

Required: Yes

VolumeType
The volume type:

e st andar d - Magnetic
¢ i 0l - Provisioned IOPS (SSD)

¢ gp2 - General Purpose (SSD)
Type: String
Required: No
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WeeklyAutoScalingSchedule

WeeklyAutoScalingSchedule

Describes a time-based instance's auto scaling schedule. The schedule consists of a set of key-value
pairs.

¢ The key is the time period (a UTC hour) and must be an integer from 0 - 23.

¢ The value indicates whether the instance should be online or offline for the specified period, and
must be set to "on" or "off"

The default setting for all time periods is off, so you use the following parameters primarily to specify
the online periods. You don't have to explicitly specify offline periods unless you want to change an
online period to an offline period.

The following example specifies that the instance should be online for four hours, from UTC 1200 -
1600. It will be off for the remainder of the day.

{ "12":"on" y "13":"on" y "14": " on" y "15":"on" }
Contents

Friday
The schedule for Friday.
Type: String to String map
Required: No

Monday
The schedule for Monday.
Type: String to String map
Required: No

Saturday
The schedule for Saturday.
Type: String to String map
Required: No

Sunday
The schedule for Sunday.
Type: String to String map
Required: No

Thursday
The schedule for Thursday.
Type: String to String map
Required: No

Tuesday
The schedule for Tuesday.
Type: String to String map
Required: No

Wednesday
The schedule for Wednesday.
Type: String to String map
Required: No
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Common Parameters

The following table lists the parameters that all actions use for signing Signature Version 4 requests.
Any action-specific parameters are listed in the topic for that action. To view sample requests, see
Examples of Signed Signature Version 4 Requests or Signature Version 4 Test Suite in the Amazon
Web Services General Reference.

Action
The action to be performed.

Type: string

Required: Yes

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Type: string

Required: Yes

X-Amz-Algorithm
The hash algorithm that you used to create the request signature.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string
Valid Values: AWB4- HVAC- SHA256

Required: Conditional

X-Amz-Credential
The credential scope value, which is a string that includes your access key, the date, the region
you are targeting, the service you are requesting, and a termination string ("aws4_request"). The
value is expressed in the following format: access_key/YYYYMMDD/region/service/aws4_request.

For more information, see Task 2: Create a String to Sign for Signature Version 4 in the Amazon
Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string
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Required: Conditional

X-Amz-Date
The date that is used to create the signature. The format must be ISO 8601 basic format
(YYYYMMDD'T'HHMMSS'Z"). For example, the following date time is a valid X-Amz-Date value:
20120325T120000Z.

Condition: X-Amz-Date is optional for all requests; it can be used to override the date used for
signing requests. If the Date header is specified in the ISO 8601 basic format, X-Amz-Date is not
required. When X-Amz-Date is used, it always overrides the value of the Date header. For more
information, see Handling Dates in Signature Version 4 in the Amazon Web Services General
Reference.

Type: string

Required: Conditional

X-Amz-Security-Token
The temporary security token that was obtained through a call to AWS Security Token Service.
For a list of services that support AWS Security Token Service, go to Using Temporary Security
Credentials to Access AWS in Using Temporary Security Credentials.

Condition: If you're using temporary security credentials from the AWS Security Token Service,
you must include the security token.

Type: string

Required: Conditional

X-Amz-Signature
Specifies the hex-encoded signature that was calculated from the string to sign and the derived
signing key.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string

Required: Conditional

X-Amz-SignedHeaders
Specifies all the HTTP headers that were included as part of the canonical request. For more
information about specifying signed headers, see Task 1: Create a Canonical Request For
Signature Version 4 in the Amazon Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string

Required: Conditional
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400
InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403
InvalidParameterCombination
Parameters that must not be used together were used together.
HTTP Status Code: 400
InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.
HTTP Status Code: 400
InvalidQueryParameter
The AWS query string is malformed or does not adhere to AWS standards.
HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.
HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.

HTTP Status Code: 400
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MissingAuthenticationToken
The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or
more than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date
stamp on the request is more than 15 minutes in the future.

HTTP Status Code: 400
ServiceUnavailable
The request has failed due to a temporary failure of the server.
HTTP Status Code: 503
Throttling
The request was denied due to request throttling.

HTTP Status Code: 400

ValidationError
The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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