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What Is AWS Mobile Hub?

Configure Build Test Analytics Resources
<> O o 00

AWS Mobile Hub provides an integrated console experience that enables you to quickly create and
configure powerful mobile app backend features and integrate them into your mobile app. You create a
project by selecting features to add to your app.

The features and AWS services that are supported by Mobile Hub are constantly evolving. Currently
they include:

¢ App Analytics (p. 6)

¢ App Content Delivery (p. 7)
¢ Cloud Logic (p. 12)

¢ NoSQL Database (p. 26)

¢ Push Notifications (p. 32)

¢ User Data Storage (p. 46)
¢ User Sign-in (p. 52)

¢ Connectors (p. 15)

¢ Conversational Bots (p. 24)
¢ User Engagement (p. 50)

When you build your project for iOS Objective-C, iOS Swift, or Android, Mobile Hub automatically
provisions and configures all of the AWS service resources that your app's features require. Mobile
Hub then guides you through integrating the features into your app code and downloading a fully
working quickstart app project that demonstrates those features.

After your mobile app is built, you can use Mobile Hub to test your app, then monitor and visualize how
it is being used.

AWS Mobile Hub enables you to select the region in which your project's resources will be created. For
more information about AWS regions, see Regions and Endpoints.

Version 1.0
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How Can | Use AWS Mobile Hub?

When you use AWS Mobile Hub, you pay only for the underlying services that Mobile Hub provisions
based on the features you choose in the Mobile Hub console. For more information, see Pricing.

How Can | Use AWS Mobile Hub?

Mobile Hub provides all the information you need to use your sample app project:

¢ Explore the details of AWS mobile features
¢ Configure AWS services as mobile back ends
¢ Build your custom app on top of the solid foundation of your Mobile Hub sample app

« Get the app components and functional sample code you need for an app project you build from
scratch.

To get started see Setting Up AWS Mobile Hub (p. 3).

Version 1.0
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Signing Up for AWS

Setting Up AWS Mobile Hub

Before you use AWS Mobile Hub for the first time, you must complete the following tasks:

Topics
¢ Signing Up for AWS (p. 3)
¢ Creating an IAM User (p. 3)
¢ Enabling AWS Mobile Hub (p. 4)

Signing Up for AWS

To use AWS Mobile Hub, you need an AWS account. Your account has access to all available
services, but you are charged only for the services you use. If you are a new AWS customer, you can
get started with the AWS Free Tier.

Creating an IAM User

To provide better security, we recommend that you do not use your AWS root account to access
Mobile Hub. Instead, create an AWS Identity and Access Management (IAM) user, or use an existing
IAM user, in your AWS account and then access Mobile Hub with that user. For more information, see
AWS Security Credentials in the AWS General Reference. .

If you signed up for AWS but have not created an IAM user for yourself, you can create one by using
the IAM console. First, create an IAM administrator group, then create and assign a new |IAM user to
that group.

To create an IAM administrators group

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. Inthe navigation pane, choose Groups, and then choose Create New Group.

3. For Group Name, type a name for your group, such as Administrators, and then choose Next
Step.

4. In the list of policies, select the check box next to the AdministratorAccess policy. You can use
the Filter menu and the Search box to filter the list of policies.

5. Choose Next Step, and then choose Create Group. Your new group is listed under Group Name.

Version 1.0
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Enabling AWS Mobile Hub

The following procedure describes how to create an IAM user for yourself, add the user to the
administrators group, and create a password for the user.

To add an IAM user to your group and assigh a password

1. Inthe navigation pane, choose Users, and then choose Create New Users.

2. Inbox 1, type a user name. Clear the check box next to Generate an access key for each user.
Then choose Create.

3. Inthe list of users, choose the name (not the check box) of the user you just created. You can use
the Search box to search for the user name.

4. Inthe Groups section, choose Add User to Groups.
5. Select the check box next to the administrators group. Then choose Add to Groups.

6. Scroll down to the Security Credentials section. Under Sign-In Credentials, choose Manage
Password.

7. Select Assign a custom password. Then type a password in the Password and Confirm
Password boxes. When you are finished, choose Apply.

Enabling AWS Mobile Hub

AWS Mobile Hub administers AWS resources for mobile app projects on behalf of the customer. This
includes automation that creates AWS ldentity and Access Management (IAM) roles for mobile app
users and updates their permissions based on the features that are enabled in a mobile app project.
Because these operations require administrative privileges (the ability to create and modify IAM roles),
only a user with administrative privileges may enable Mobile Hub to do this. These are the steps an
administrative user must take in order to enable AWS Mobile Hub in an AWS account. This only needs
to be done once.

To enable Mobile Hub in an AWS account

Navigate to the AWS Mobile Hub console at https://console.aws.amazon.com/mobilehub/.
Choose Get Started.

Review the details of the First things first... page.

Choose Yes, grant permissions.

P obdPE

Signing in to Mobile Hub and Creating Your Project

A Mobile Hub project is a logical workspace that contains the features you choose to incorporate into
your mobile app. You can create as many projects as you wish.

To create a Mobile Hub project

1. Choose Get Started or Create new project.
2. For Project name, type a name for your project.
3. Choose Create project.

Version 1.0
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Getting Started with AWS Mobile
Hub

To get started using AWS Mobile Hub:

* Read about the mobile app features Mobile Hub supports, which include: App Content
Delivery (p. 7); Cloud Logic (p. 12); NoSQL Database (p. 26); Push
Notifications (p. 32); User Data Storage (p. 46); User Sign-in (p. 52); Connectors (p. 15);
Conversational Bots (p. 24); User Engagement (p. 50); or see, What Is AWS Mobile
Hub? (p. 1)

¢ Try AWS Mobile Hub (https://aws.amazon.com/mobile)

Easy configuration of the AWS services used by common mobile app features, plus working iOS and
Android demo app, SDK and integraton helper code customized for your project. Follow the steps at
Setting Up AWS Mobile Hub (p. 3).

¢ Create the AWSSampleMessenger tutorial (p. 74) app

This walkthrough demonstrates configuring and integrating several Mobile Hub features into a
working demonstration chat app for iOS and Android.

¢ Check out the Mobile Blog (https://aws.amazon.com/blogs/mobile/)

Recent articles on how to use Mobile Hub for building cloud backend components for common
mobile app features.

Version 1.0
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Upgrade your app from Legacy
App Analytics to User Engagement

App Analytics

The App Analytics feature has now been replaced by the Mobile Hub User Engagement (p. 50)
feature, which is based on the Amazon Pinpoint service. Your existing projects that utilize App
Analytics and your access to the visualization of your apps' usage metrics in Mobile Analytics will
continue to function as before.

Upgrade your app from Legacy App Analytics to
User Engagement

When you sign in to the Mobile Hub console and open a project for an existing app that uses App
Analytics, you will see that the User Engagement feature card has replaced the App Analytics card,
and is marked as enabled to show that your legacy App Analytics feature is still enabled.

Choose the User Engagement card, and then choose Enable engagement to upgrade App Analytics
in your app to add Amazon Pinpoint campaigns to your app.

Version 1.0
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App Content Delivery

Choose AWS Mobile Hub App Content Delivery to add access to cloud content to your mobile app,

from a single location or a global Content Delivery Network (CDN).

Mabile b

Tealiire h—

Amazon
EI Cognito T A
IA thanticat] Authorization
. 1ientication
1 @I . Authenticatior At
"

SINGLE

Amazon S3

ul

GLOBAL CDM
Amazon Cloudfront

The App Content Delivery feature enables you to store app assets, like resource or media files, in
the cloud so you can download and cache them within your app. Mobile Hub offers two choices for
distributing these files: either from a single location using an Amazon S3 bucket or distributed through

a global content delivery network by using Amazon CloudFront.

Topics

Version 1.0
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App Content Delivery At a Glance

¢ App Content Delivery At a Glance (p. 8)

¢ Configuring the App Content Delivery Feature (p. 8)

¢ Viewing AWS Resources Provisioned for this Feature (p. 8)
¢ Quickstart App Details (p. 11)

App Content Delivery At a Glance

AWS * Amazon CloudFront - Content Delivery Network (see Amazon CloudFront)
services

and Concepts | Console | Pricing

resources |« Amazon S3 Bucket (see Amazon Simple Storage Service Getting Started Guide)
configured

Concepts | Console | Pricing

Mobile Hub-enabled features use Amazon Cognito for authentication and IAM for
authorization. For more information, see User Sign-in (p. 52).

For more information, see Viewing AWS Resources Provisioned for this
Feature (p. 8).

ConfigurationThis feature enables the following mobile backend capabilities:
options
¢ Single location (AWS storage in a single regional location)

e Global CDN (AWS storage on a global Content Distribution Network)

For more information, see Configuring the App Content Delivery Feature (p. 8).

Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:
app demos
* View file list in AWS storage, download and view files, and manage their local
cache.

* Same behavior from a single storage location and a global content distribution
network.

Configuring the App Content Delivery Feature

If you choose the Single location option, Mobile Hub creates an Amazon S3 bucket and pre-populates
the bucket with a few sample files that are distributed to your quickstart app directly from there.

If you choose the Global CDN option, Mobile Hub provisions an Amazon CloudFront distribution to
deliver files to your app. Amazon CloudFront caches your files using your Amazon S3 bucket as the
source (origin) in edge locations around the world to provide faster, lower latency access to your files.
Learn more about Amazon CloudFront.

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the App Content Delivery feature with Single location selected.

Version 1.0
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Viewing AWS Resources Provisioned for this Feature

onfigure

<>
- |

Build

ES0UrCES

Mobile Hub app-content-deliversample

Manage your resources

Ej Amazon Cognito Identity Pools

Amazon Cognito provides identifiers and secure access tokens for your
app users based on their authentication state so you can ensure secure
access to your AWS services without embedding developer credentials
in your mobile app. To provide secure access for your project, the AWS
Mobile Hub has provisioned an Amazon Cognito ldentity Pool.

appcontentdeliversam_MOBILEHUB_1186102604

? AWS ldentity and Access Management Roles

AWS Identity and Access Management (IAM) securely controls access
to AWS services and resources. The following IAM roles provide
Mobile Hub the permissions it needs to administer your resources and
provide your users access to the features you configure.

MobileHub_Service_Role &

appcontentdeliversam_unauth_MOBILEHUB_1186102604 =&

* Amazon S3 Buckets

Amazon S3 allows you to store files in the cloud
Depending on which features you have configurs
provisioned buckets for User Data Storage and f
Delivery.

appcontentdeliversam-contentdelivery-mobilehu

The following image illustrates the resource typically provisioned for the additional CloudFront element
of the App Content Delivery feature with Global CDN selected.
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Viewing AWS Resources Provisioned for this Feature

il g
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Amazon CloudFront is a conter
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Quickstart App Details

Quickstart App Detalils

In the Mobile Hub quickstart app, the App Content Delivery demo lists a set of image files that can be
downloaded and cached locally and displayed on the device. The user can also delete the local copy of
the image files.

Version 1.0
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Cloud Logic Mobile Backend
Feature for Your Mobile App

Choose the AWS Mobile Hub Cloud Logic mobile backend service feature to add business logic
functions in the cloud and extend to other AWS services for your app, with no cost for server set up or

maintenance.
2 API
T B Gateway Lambda

am\

webs

Mobile App
Amazon | ' Y | ( Your ‘

ﬁl Cognito A Business
- * Security _

1| |* Throttling ) Lrgdge'jz

. | |+ Monitoring . Java

: Python
REST API CALL . N HANDLE:
GET /items = 1 . : :

1

/ N

The Cloud Logic feature lets you build backend services using AWS Lambda functions that you can
call from your mobile app. Using Cloud Logic, you can run code in the cloud to process business logic

Version 1.0
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Cloud Logic At a Glance

for your apps and share the same code for both iOS and Android apps. The Cloud logic feature is
powered by AWS Lambda functions, which allow you to write code without worrying about managing
frameworks and scaling backend infrastructure. You can write your functions in JavaScript, Java, or
Python.
Topics

¢ Cloud Logic At a Glance (p. 13)

¢ Viewing AWS Resources Provisioned for this Feature (p. 13)

¢ Quickstart App Details (p. 14)

Cloud Logic At a Glance

AWS *« Amazon API Gateway (see Amazon AP| Gateway Developer Guide)
services

and Concepts | Console | Pricing

resources |« AWS Lambda (see AWS Lambda Developer Guide)

configured

Concepts | Console | Pricing
¢ Amazon Virtual Private Cloud (see Amazon VPC User Guide)

Concepts | Console | Pricing
* AWS CloudFormation (see AWS CloudFormation User Guide)

Concepts | Console | Pricing

Mobile Hub-enabled features use Amazon Cognito for authentication and IAM for
authorization. For more information, see User Sign-in (p. 52).

For more information, see Viewing AWS Resources Provisioned for this Feature (p. 8).

ConfigurationThis feature enables the following mobile backend capabilities:
options
« Provides a default Hello World Lambda function that accepts the parameter value
entered by the app user and returns it back to an app.

« Enables you to choose an existing function from the list provided or use the AWS
Lambda console to create new functions.

Quickstart | This feature adds the following functionality to a quickstart app generated by Mobile
app demos | Hub:

» User can specify an AWS Lambda function by name, provide parameters and call a
function and see the value returned by the function

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the Cloud Logic feature.
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Quickstart App Details

Mobile Hub CLtest11-6-1042

figure Manage YOur resources

fgace [:-'_] Amazon Cognito ldentity Pools ‘ Amazon 53 Buckets
Amazon Cognito provides identifiers and secure access tokens for youwr app Amazon 53 allows you to store files in the cloud organize
users based on their authentication state so you can ensure Secure access to Degending on which features you have configured, we han
- your AWS services without embedding developer credentials in your mobile buckets for User Data Storage and for App Content Delne
app. To provide secure access for vour project, the AWS Mobile Hub has
| provisioned an Amazon Cognito Identity Pool citest-deployments-mobilehub-1942779497 &

=il cltest_ MOBILEHUB_1342779481

d} AP| Gateway

. APl Gateway configures APIS for your cloud logic. The &P
G AWS Lambda Functions arw listad balow:

Amaron Lamibda runs your code in the cloud 5o you can execute backend logic API-MobileHub-1533366766

for wour app. Each function that you have created is listed below,
Created-MobileHub-1942779491 &
Created-itemsHandlerl-mobilehub-1342779491 £

Created-itemsHandler2-mobilehub-1942779497 &

? AWS Identity and Access Managerment Roles

AWS Identity and Access Management (LAM)] securely controls access to AWS
services and resources. The following LAM roles provide Mobile Hub the
permissions it needs to administer your resources and provide your users
access o the features you configure,

MobileHub_Service_Role &
cltest_unauth_MOBILEHUB_1942779497 ¢

MOBILEHUB-1242779491-Developmie-lambdagxecutionrole=-UITSJUTISFIC
>

Quickstart App Detalils

Your quickstart app includes code to use AWS Lambda APIs to invoke any functions you have selected
in your project. Adding Cloud Logic to your quickstart app provides a Hello World default Lambda
function. You can also choose an existing Lambda function from your AWS account, or you can create
a new one. When you choose the edit button, you are taken to the function editor in the AWS Lambda
console. From the Lambda console, you can edit the code directly or upload a package of source and
libraries as a .zip file.

In the demo screen of the Cloud Logic quickstart app, you can enter the name and input parameters
of the Lambda function you wish to invoke. The quickstart app then calls your Lambda function and
displays the results it returns.

Version 1.0
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Connectors

Choose the AWS Mobile Hub Connectors mobile backend service feature to connect your iOS and

Android mobile apps to the SaaS platform you use. Using REST APIs, gain visibility into and control
over your Saas traffic. Lower the cost of your app lifecycle.

s

3 Amazon API AWS
:1 2 Gateway a Lambda

\ X .
* Security Pre-Sdeflged funé;non
Mobile App « Throttling | | Pef=aas provider
* Monitoring
Amazon - |
| - | Cognito IAM ol
> S I I A 55
at]
Marketo
REST APICALL oy -
G- —|_| @3tickbooks
Authorization
i \ flow from SaaS ' AP Handler
] Provider Function
. J L — |
______________ ‘_._J

\ J Custom

@ N 1 [} [ S CLOUDLOGIC
Waondesk  MgBSEER | i
1
1 AP| Handler Function

AWS Mobile Hub Connectors are AWS APIs that are pre-defined to enable you to rapidly develop
mobile apps that connect to your application on a SaaS platform. Connectors optimize and simplify
connecting your app to your SaaS application in several ways. The underlying SaaS APIs are
normalized, which provides you a consistent object model, and paging and filtering behaviors.
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Connectors provide a central point for auditing and metering API activity, for testing, and for enabling
caching and throttling. That adds up to savings in time and developer and administrator costs
throughout an app’s lifecycle and an increase in code reusability.

Like Cloud Logic, Connectors use an Lambda function exposed to your app as a REST API by Amazon
API Gateway. That means that the required AWS services and permissions are provisioned for you

in minutes. You can download of a native SDK for both iOS and Android as well as a quickstart app
demonstrating your provisioned services on iPhone and Android.

Unlike Cloud Logic, we author and maintain the business logic of a Connector for you. As minor SaaS
platform updates happen we will adjust behind the scenes, where possible, so that you can avoid the
need to republish your app.

Enabling Connectors in your project will also enables the User Data Storage (p. 46) feature. We
take this step to provide the infrastructure for secure file transfer, as this is a common requirement in
SaasS application scenarios.

The Saa$S providers currently supported are:

‘“ Microsoft
DCynamics

Microsoft Dynamics Connector for Mobile Hub (p. 17)
HubSpot Connector for Mobile Hub (p. 18)
Marketo Connector for Mobile Hub (p. 19)

@ quickbooks

QuickBooks Connector for Mobile Hub (p. 18)

salesforce

Salesforce Connector for Mobile Hub (p. 20)

i""'j
e zendesk
Zendesk Connector for Mobile Hub (p. 20)

Connectors At a Glance

AWS < Amazon API Gateway (see Amazon API Gateway Developer Guide)

services o
Concepts | Console | Pricing
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and ¢ AWS Lambda (see AWS Lambda Developer Guide)
resources
configured Concepts | Console | Pricing

* AWS CloudFormation (see AWS CloudFormation User Guide)

Concepts | Console | Pricing

Mobile Hub-enabled features use Amazon Cognito for authentication and IAM for
authorization. For more information, see User Sign-in (p. 52).

For more information, see Viewing AWS Resources Provisioned for this
Feature (p. 48).

ConfigurationThis feature enables the following mobile backend capabilities:
options
¢ Create and configure APIs for your project that connect your app to the SaaS
provider you use. For configuration details for each connector see:

* HubSpot

¢ Marketo

* Microsoft Dynamics
¢ Quickbooks

» Salesforce

e Zendesk

« Integrate your app by downloading the example of the quickstart app, and a
package of native iOS and Android SDKs plus helper code, all of which are
dynamically generated to match your Mobile Hub project.

Quickstart | This feature adds the following functionality to a quickstart app generated by Mobile
app demos | Hub:

« Prompts the user to log in to the SaaS provider and performs the authorization flow

< Create, read, update, and delete objects (ie. accounts, tickets, or contacts) within
the SaaS backend

Microsoft Dynamics Connector for Mobile Hub
g 55

The Microsoft Dynamics Connector implements all the methods and properties available when directly
calling Microsoft Dynamics APIs.

Configuring Microsoft Dynamics Authorization for
Your App

To enable your app to use OAuth authentication for Microsoft Dynamics user validation, register your
app with Azure Active Directory cloud services. To register, create an account at portal.azure.com, and
then create an application in their system.

To configure your Connector backend to use your Microsoft Dynamics app registration, provide the
following configuration values from portal.azure.com.

* Dynamics Application ID (OAuth Client ID)
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¢ Dynamics Redirect URL (OAuth Redirect URI)
¢ Dynamics Resource URI

The Resource URI is in the form of: your _Dynam cs_subdonmai n. cr m dynami cs. com

Microsoft Dynamics Connector API Details

See the Microsoft Dynamics Connector API Reference for more details.

HubSpot Connector for Mobile Hub

HubSs Els_r:tt

The HubSpot Connector implements all the methods and properties available when directly calling
HubSpot APIs.

Configuring HubSpot Authorization for Your App

To enable your app to use OAuth authentication for HubSpot user validation, register your app with
their cloud services. To register, create a HubSpot account at https://app.hubspot.com, and then create
an application in their system.

To find information about HubSpot accounts, applications, and OAuth validation, see HubSpot OAuth2
Authentication.

To configure your Connector backend to use your HubSpot app registration, provide the following
configuration values from https://app.hubspot.com.

¢ HubSpot Client ID (OAuth Client ID)
¢ HubSpot Redirect URL (OAuth Redirect URI)

HubSpot Redirect URLs must use the HTTPS scheme. To learn about recommended coding
practices to meet this requirement, see Using HTTPS OAuth redirect URLs (p. 21).

¢ HubSpot Portal ID

The Portal ID is available in the upper right corner of the portal page when logged in.

HubSpot Connector API Details

See the HubSpot Connector API Reference for more details.

QuickBooks Connector for Mobile Hub

@D guickbooks

The QuickBooks Connector implements all the methods and properties available when directly calling
QuickBooks APIs.

Version 1.0
18


https://aws-mobile-hub.S3.amazonaws.com/connectors-saas-provider-api-reference/dynamics/latest.html
https://app.hubspot.com/
http://developers.hubspot.com/docs/methods/oauth2/oauth2-overview
http://developers.hubspot.com/docs/methods/oauth2/oauth2-overview
https://app.hubspot.com/
https://aws-mobile-hub.S3.amazonaws.com/connectors-saas-provider-api-reference/hubspot/latest.html

AWS Mobile Hub Developer Guide
Configuring QuickBooks Authorization for Your App

Configuring QuickBooks Authorization for Your App

To enable your app to use OAuth authentication for QuickBooks user validation, register your app with
their cloud services. To register, create a QuickBooks account at https://developer.intuit.com, and then
create an application in their system.

To find information about QuickBooks accounts, applications, and OAuth validation, see https://
developer.intuit.com.

To configure your Connector backend to use your QuickBooks app registration, provide the following
configuration values from https://developer.intuit.com.

¢ QuickBooks OAuth Consumer Key (OAuth Client ID)
¢ Quickbooks OAuth Callback URL (OAuth Redirect URI)

QuickBooks Connector API Detalls

See the QuickBooks Connector API Reference for more details.

Marketo Connector for Mobile Hub

-t
Marketo

The Marketo Connector implements all the methods and properties available when directly calling
Marketo APIs.

Configuring Marketo Authorization for Your App

To enable your app to use OAuth authentication for Marketo user validation, register your app with their
cloud services. To register, create a Marketo account at https://login.marketo.com, and then create an
application in their system.

To find information about Marketo accounts, applications, and OAuth validation, see Marketo REST
API documentation.

To view the values, you will need to configure your Marketo Connector using Marketo credentials
assigned a role that has access to developer resources. Your app should provide Marketo credentials
(ClientID and Secret) on a per user basis.

To configure your Connector backend to use your Marketo app registration, provide the following
configuration values from https://app.marketo.com.

¢ Marketo REST API Endpoint (OAuth Client ID)

This URI should be in the form of: ht t ps: xxx- xxx- xxx. nkt t or est. coni r est .
« Marketo REST API Identity (OAuth Redirect URI)

This URI should be in the form of: ht t ps: xxx- xxx- xxx. nkttorest. confi dentity.

Marketo Connector API Details

See the Marketo Connector API Reference for more details.
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Salesforce Connector for Mobile Hub

The Salesforce Connector implements all the methods and properties available when directly calling
Salesforce APIs.

Configuring Salesforce Authorization for Your App

To enable your app to use OAuth authentication for Salesforce user validation, register your app with
their cloud services. To register, create a Salesforce account at https://login.salesforce.com, and then
create an application in their system.

To learn more about Salesforce accounts, applications, and OAuth validation, see https://
developer.salesforce.com/

To configure your Connector backend to use your Salesforce app registration, provide the following
configuration values from https://login.salesforce.com/.

¢ Salesforce Consumer Key (OAuth Client ID)
¢ Salesforce Callback URL (OAuth Redirect URI)

Salesforce Connector API Detalls

See the Salesforce Connector API Reference for more details.

Zendesk Connector for Mobile Hub
7::=zendesl-<

The Zendesk Connector implements all the methods and properties available when directly calling
Zendesk APls.

Configuring Zendesk Authorization for Your App

To enable your app to use OAuth authentication for Zendesk user validation, register your app with
their cloud services. To register, create a Zendesk account at https://developer.zendesk.com, then
create an application in their system.

To configure your Connector backend to use your Zendesk app registration, provide the following
configuration values from https://developer.zendesk.com.

e Zendesk Unique Identifier (OAuth Client ID)

¢ Zendesk Redirect UR (OAuth Redirect URI)

Zendesk Redirect URLs must use the HTTPS scheme. To learn about recommended coding
practices to meet this requirement, see Using HTTPS OAuth redirect URLs (p. 21).

¢ Zendesk Subdomain
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Zendesk Connector API Detalils

See the Zendesk Connector API Reference for more details.

Using HTTPS OAuth redirect URLs

The SaaS providers HubSpot and Zendesk require that the OAuth2 redirect URL for your Connector
must use the HTTPS scheme. To avoid a network call, we recommend the following:

¢ Projects targeted at the Android platform only

If you are using your Mobile Hub project to create only an Android version of your app, your Redirect
URL can be in the form of ht t ps: / /1 ocal host /.

« Projects targeted at the iOS platform only

If you are using your Mobile Hub project to produce an iOS version of your app, use the following
steps to provide a universal link as the redirect URL.

¢ Projects targeted at both iOS and Android platforms

If you are using your Mobile Hub project to produce both iOS and Android versions of your app:
» For iOS (i0S 9 and above), use the following steps to provide a universal link as the redirect URL.

» For Android (API 6.0 and above), using the same domain as you configure for your iOS universal
link, declare a web site association for your redirect URL using Intents as described in the Android
App Links documentation.

If you encounter issues with your Zendesk HTTPS OAuth Redirect URL using universal links, try
using Apple URL Schemes. Set up an HTTPS website containing an URL that redirects back to your
app using the URL scheme. Use the URL of that file as your Zendesk Redirect URL. You can use a
protected Amazon S3 bucket as the endpoint. It can be created as part of your project by enabling
User Data Storage feature, but this step should be taken before enabling your Connector so that you
can use the bucket URL as the configuration value for your Connector.

Setting up universal links for iOS apps

This section describes how to set up iOS universal links that can be used for HTTPS redirect URLSs for
Mobile Hub SaaS Connectors.

To set up universal links for iOS

1. Navigate to the S3 console at https://console.aws.amazon.com/s3/, choose Create Bucket and
supply the name and region.

2. Enable Associated Domains for your App ID in the Apple Developer Portal by logging into the
developer portal, selecting Certificates, IDs & Profiles, selecting App IDs, and then selecting
your app from the list.

3. In Apple Developer Portal, copy your App ID Prefix value and save it for later when you create the
appl e- app-si t e-associ ati on file.
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9.

In Xcode, choose App Target, then choose Capabilities, then change the Associated Domains
switch to ON

In the Domains: field of Associated Domains, add your S3 bucket subdomain appended to
appl i nks. As an example, if your bucket name is myBucket and the region it is created in is us-
west - 2, then your Associated Domains Domain would be:

appl i nks: nyBucket . s3- us- west - 2. amazonaws. com

Configure your app to handle universal links by adding the following
application:continueUserActivity:restorationHandl er to your AppDel egat e class.

[Swift]

func application(application: U Application, continueUserActivity
userActivity: NSUserActivity, restorationHandl er: ([AnyChject]?) -> Void)
-> Bool {
if userActivity.activityType == NSUserActi vityTypeBrowsi ng\Web {
let url = userActivity.webpageURL!
//'handl e url stuff
}

return true

}

Create a new file named appl e- app- si t e- associ at i on. The file will contain JSON but its
name does not use the .json extension.

Paste the following JSON object into the file and modify the appl D value <your
AppPr ef i x. Appl D> by replacing it with your AppID appended to your App Identifier Prefix.

For example if your App Prefix is GR51 UEHB6E and your App ID is com conpany. appnane then
the value of appl D should be:

GR51 UEHBGE. com conpany. appnane

{
"applinks": {
“apps”: [ ],
"details": |
{
"appl D': "<your AppPrefix. Appl D>",
"paths": [ "*" ]
}
]
}

In the S3 console, upload the modified appl e- app- si t e- associ at i on file to the root of your
S3 bucket.

a. Inthe S3 console, right-click your uploaded file and select make public.
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b. Inthe S3 console, open Properties for the uploaded file.

In the Metadata dropdown, modify Value, to appl i cati on/j son.

~ Metadata

Metadata i & set of name-value pairs. Learn more,

Key: Content-Type Value: | application/ison

© Add more metadata @ Remove selectet d metadata

10. Run the app.

You can test the universal link functionality by sending a link with the URL specified in associated
domains to your email or SMS. Selecting the link on the device with the app installed will open the
app and the apps restoration handler function in the AppDelegate will manage the link URL and
any attributes.

Universal Link Caveats:

1. Simply pasting a link into the address bar of Safari will not launch the app as you might
expect. Try clicking in the link from SMS or mail client.

2. Universal links are supported for iOS 9+. Universal links in early versions of 9 work only on
the device and not the simulator.
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Conversational Bots

Choose the AWS Mobile Hub conversational bots mobile backend service feature to add voice and text
natural language understanding interface to your app. Integrate these with your business logic in the

cloud.
: Amazon am
Mobile A webs
PP Lex | AWS weo
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AWS Mobile Hub conversational bots bring your mobile app the same natural language understanding
and business logic integration that power the Amazon Alexa and Amazon Shopping voice and text
conversation experiences.

Mobile Hub conversational bots use Amazon Lex, an AWS service for building voice and text
conversational interfaces into applications. Amazon Lex has built-in integration with Lambda.

With conversational bots and Amazon Lex, no deep learning expertise is necessary. Specify the basic
conversation flow in the Amazon Lex console to create a bot. The service manages the dialogue and
dynamically adjusts the responses in the conversation. Using Mobile Hub conversation bots, you can
provision and test bots based on demonstration templates or bots you have created in the Amazon
Lex console. Mobile Hub provides integration instructions and customized components for reusing the
sample app code we generate in your own app.
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Conversational Bots At a Glance

AWS * Amazon Lex (see Amazon Lex Developer Guide)
services

and Concepts | Console

resources

configured

Mobile Hub-enabled features use Amazon Cognito for authentication and IAM for
authorization. For more information, see User Sign-in (p. 52).

ConfigurationThis feature enables the following mobile backend capabilities:
options
¢ Create and configure conversational bots in the Amazon Lex service based on
provided demonstration templates or by using the Amazon Lex console to add your
customized text and/or speech interactions to your app.

 Integrate your app by downloading and reusing the code of the quickstart app, a
package of native iOS and Android SDKSs, plus helper code and on line guidance, all
of which are dynamically generated to match your Mobile Hub project.

Quickstart | This feature adds the following functionality to a quickstart app generated by Mobile
app demos | Hub:

* Enables user to interact with a conversational bot that interacts with Amazon Lex.
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NoSQL Database

Choose the Mobile Hub NoSQL Database mobile backend feature to your mobile app to add database
capabilities that are easy to develop and provide scalable performance and cost.

Mobile App

Amazonl
Amazon
ﬁl Cognito T IAM NoSQL Tz
= . Indexe
' o Authorization
! Authentication —
! Authenticated
access

Unauthenticated

adl.L.Ea5

The NoSQL Database feature uses Amazon DynamoDB to enable you to create database tables that
can store and retrieve data for use by your apps.

NoSQL databases are widely recognized as the method of choice for many mobile backend solutions
due to their ease of development, scalable performance, high availability, and resilience. For more
information, see From SQL to NoSQL in the Amazon DynamoDB Developer Guide.

Topics
¢ NoSQL Database At a Glance (p. 27)
¢ Configuring the NoSQL Database Feature (p. 27)
e Configuring Your Tables (p. 28)
¢ Viewing AWS Resources Provisioned for this Feature (p. 30)
¢ Quickstart App Details (p. 31)
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NoSQL Database At a Glance

AWS « Amazon DynamoDB tables (see Working with Tables in DynamoDB)
services

and Concepts | Console | Pricing

resources

configured

Mobile Hub-enabled features use Amazon Cognito for authentication and IAM for
authorization. For more information, see User Sign-in (p. 52).

For more information, see Viewing AWS Resources Provisioned for this
Feature (p. 30).

ConfigurationThis feature enables the following mobile app backend capabilities:

options
Configuring Your Tables (p. 28) - Using custom schema, based on a sample
schema provided, or by using a wizard that guides you through choices while creating
atable

Data Permissions (p. 28) - Access to your app's data can be:

« Public (enables any mobile app user to read or write any item in the table)

« Protected (enables any mobile app user to read any item in the table but only the
owner of an item can update or delete it)

* Private (enables only the owner of an item to read and write to a table)

For more information, see Configuring the NoSQL Database Feature (p. 27).

Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:

app demos
« Insert and remove sample data, based on the schema you specify in the console.

« Perform and see the results of NoSQL operations on tables including Get, Scan,
and all the example queries displayed by the console as you make design
selections.

Configuring the NoSQL Database Feature

This section describes steps and options for configuring NoSQL Database features in Mobile Hub.
To add the NoSQL Database feature to your Mobile Hub project

1. Choose Enable NoSQL.
2. Choose Add a new table.

3. Choose the initial schema for the table. You can use a provided example schema, or generate a
schema through the wizard.

Example Table Schemas

AWS Mobile Hub provides a set of example table schemas for typical mobile apps. If you create a table
using one of the example schema templates, the table initially has a set of attributes specific to each
example. You can choose one of these templates as the starting schema for your table:

« News, which stores author, title, article content, keywords, and other attributes of news articles.
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¢ Locations, which stores names, latitude, and longitude of geographic locations.
« Notes, which stores private notes for each user.

¢ Ratings, which stores user ratings for a catalog of items.

¢ Graffiti Wall, which stores shared drawing items.

To add a table using one of the example schema templates in your Mobile Hub project

1. Choose the example template to use for the initial schema of the table.

Type a new name in Table name to rename the table if you wish. Each template gives the table a
default name matching the name of the template.

3. Choose Public, Protected, or Private permissions to grant to the mobile app users for the table.
For more information, see Data Permissions (p. 28).

4. (Optional) Under What attributes do you want on this table?, you can add, rename, or delete
table attributes.

5. (Optional) Choose Add index to add name, partition key, and (optionally) sort key for a
secondary index for your table.

6. Choose Create table.

Configuring Your Tables

This section describes options for configuring DynamoDB NoSQL tables for your app.

Contents
¢ NoSQL Table Terminology (p. 28)
¢ Data Permissions (p. 28)
« Enforcing Permissions (p. 29)
« Restricting Permissions for Multiple Writers (p. 29)
e Table Permissions Options in Mobile Hub (p. 29)
¢ Retrieving Data (p. 30)

NoSQL Table Terminology

Similar to other database management systems, DynamoDB stores data in tables. A table is a
collection of data with the following elements.

Items
Each table contains multiple items. An item is a group of attributes that is uniquely identifiable
among all of the other items. Items are similar to rows, records, or tuples in relational database
systems.

Attributes
Attributes are the columns in a DynamoDB table. The rows of the table are the individual records
you add, update, read, or delete as necessary for your app.

The table schema provides a set of initial attributes based on the needs of each example. You can
remove any of these attributes by choosing Remove. If you remove the partition key attribute, then
you must designate another attribute as the partition key for the primary index of the table.

You can choose Add attribute to add a blank attribute to the table. Give the attribute a name,
choose the type of data it will store, and choose whether the new attribute is the partition key or
the sort key.
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Indexes
Each table has a built-in primary index, which has a partition key and may also have a sort
key. This index allows specific types of queries. You can see the types of queries the table can
perform by expanding the Queries this table can perform section. To enable queries using other
attributes, create additional secondary indexes. Secondary indexes enable you to access data
using a different partition key and optional sort key from those on the primary index.

Data Permissions

When you create a new table, you must set permissions that determine which mobile app users can
read and/or write the table’s data. You can set these permissions to control access to each table as:
public, protected, or private.

Enforcing Permissions

Use the settings in the What permissions would you like for this table? section to enable your
mobile app to directly access your NoSQL tables in the Amazon DynamoDB service. Because there
is no middle layer between the mobile app and the database service, it is important that you use an
appropriate access policy to restrict access to your tables. When you choose permissions for each
table, Mobile Hub provisions a fine-grained access control policy for your mobile app users. If you
select Protected or Private, then every operation that is attempted on an item in your table will first
check if the userld field in the table item (or row) matches the user's Amazon Cognito Identity.

As the value of the primary partition key of a restricted NoSQL Database table will contain the Amazon
Cognito Identity of the app user whose action created the item, the key must be called userld and be
of type string). The name and data type of secondary indexes for restricted tables must follow the
same pattern: 'userld' (string).

Restricting Permissions for Multiple Writers

After Mobile Hub provisions access restrictions for your tables with Protected or Private permissions,
IAM ensures that only the mobile app user whose action creates an item in the table will be able to
write to the attribute values of that item. To design your schema for the case where multiple users need
to write data to an existing item, one strategy is to structure your schema in a way that users write to
different tables. In this design, the app queries both tables to join data.

For example, customers may create orders in an or der stable and delivery service drivers may write
delivery tracking information to a del i veri es table, where both tables have secondary indexes that
allow fast lookup based on or der I d or cust oner | d.

Table Permissions Options in Mobile Hub

When you create a new table, you must set the table's permissions. These permissions determine
who can read data from and who can write data to the table. Mobile Hub offers the following table
permissions configurations.

Public
Public permissions allow all mobile app users to read or write all items in the table. There is no
restriction on how you configure the partition key.

Protected
Protected permissions allow all mobile app users to read all items in the table but only the owner of
an item can update or delete it. These permissions grant full access to retrieve data from the table
but limited access to update or remove existing items.

Only app users with an Amazon Cognito Identity ID matching the item's partition key can write to
the item. The partition key for the table must follow the pattern of 'userld’ (string) value.

Version 1.0
29



AWS Mobile Hub Developer Guide
Retrieving Data

Private
Private permissions allow only the owner of an item to read and write to it. This enforces the most
restrictive set of permissions for accessing the table; however, these permissions offer a higher
degree of protection by limiting access.

Only app users with an Amazon Cognito Identity ID matching the item's partition key can read or
write to the item. The partition key for the table and for any secondary indexes must follow the
pattern of 'userld' (string)value.

Retrieving Data

The operations you can use to retrieve data from your NoSQL database include the following:

¢ Get, which retrieves a single item from the table based on matching the primary key.
¢ Query, which finds items in a table or a secondary index using only primary key attribute values.

« Scan, which reads every item in a table or secondary index. By default, a Scan operation returns
all of the data attributes for every item in the table or index. You can use Scan to return only some
attributes, rather than all of them.

e Query with Filters, which performs a Query but returns results that are filtered based on a filter
expression you create.

e Scan with Filters, which performs a Scan but returns results that are filtered based on a filter
expression you create.

For more information, see Query and Scan Operations in DynamoDB.

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying the AWS elements typically
provisioned for the NoSQL Database feature:
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Mobile Hub nosgl-database-sample
Manage your resources !
=
@ Amazon DynamoDB Tables [Z1 Amazon Cognito Identity Pools
Amazon DynameDB is a fast, flexible NoSQL database. Amazon Cognito provides identifiers and secure access
t: Mobile hub uses Dynamo DB for your Database feature. tokens for your app users based on their authentication state

S0 yOu can ensure secure access to your AWS services
without embedding developer credentials in your mobile app.
To provide secure access for your project, the AWS Mobile
Hub has provisioned an Amazon Cognito Identity Pool.

Tast nosgldatabasesample-mobilehub-1888054916-News

Analytics nosgldatabasesample_MOBILEHUB_1888054916
t AWS Identity and Access Management
Roles

AWS |dentity and Access Management (IAM) securely
controls access to AWS services and resources. The
following 1AM roles provide Mobile Hub the permissions it
needs to administer your resources and provide your users
access to the features you configure.

MobileHub_Service_Role

nosgldatabasesample_unauth_ MOBILEHUB_1888054916 =

Quickstart App Detalils

In the Mobile Hub quickstart app, the NoSQL Database demo shows a list of all tables created during
app configuration. Selecting a table shows a list of all queries that are available for that table, based
on the choices made regarding its primary indexes, secondary indexes, and sort keys. Tables that you
make using the example templates enable an app user to insert and remove sample data from within
the app.
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Push Notifications

Choose AWS Mobile Hub Push Notifications mobile backend feature to add mobile messaging to your

mobile app.

The following image shows client perspective on subscription of a mobile app to Amazon SNS

applications and topics.

Amazon
El Cognito

Authentication

2

Authorization
Authenticated

Unauthenticated

= AL b e

i]Amazon SNS

-
4 ,
&

Subscribe™

: ‘(:g N

The following image shows the server side developer perspective on publishing of push notifications to
devices subscribed to Amazon SNS applications and topics.
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Publisher

Amazon SNS

Cognito SNS
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-———
-

{105 ENDPOINT™
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e =
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ENDPOINT
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The Push Notifications feature enables you to send push notification messages to your iOS and

Android apps using Amazon Simple Notification Service (Amazon SNS). You can integrate with Apple
and Google messaging services by providing credentials that are provided by those services. You then
can send messages directly to individual devices, or publish messages to the SNS topics that installed

apps are subscribed to.

Topics

¢ Push Notifications At a Glance (p. 33)

¢ Configuring the Push Notifications Feature (p. 34)

e Setting Up Push Notification Services (p. 34)

¢ Viewing AWS Resources Provisioned for this Feature (p. 43)

¢ Quickstart

App Details (p. 44)

Push Notifications At a Glance

AWS
services
and
resources
configured

*« Amazon SNS (see Amazon Simple Notification Service Developer Guide)
Concepts | Console | Pricing

Mobile Hub-enabled features use Amazon Cognito for authentication and IAM for

authorization. For more information, see User Sign-in (p. 52).

For more information, see Viewing AWS Resources Provisioned for this
Feature (p. 43).

Configuratio
options

nThis feature enables the following mobile backend capabilities:
Messaging Service Integration

« via Firebase or Google Cloud Messaging (FCM/GCM) (see Setting Up Android
Push Notification (p. 41))

« via Apple Push Notification service (APNs) (see Setting Up iOS Push
Notification (p. 34))
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For more information, see Configuring the Push Notifications Feature (p. 34).

Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:

demo

features * App is registered to receive and display push messages sent to the device
individually, and those sent to a topic the device has been subscribed to.

Configuring the Push Notifications Feature

When you include Push Notifications in your project, Mobile Hub creates an Amazon SNS Platform
Application based on your choice of push platform. Mobile Hub also creates an Amazon Simple
Notification Service topic named ALL_DEVI CES and modifies the IAM role to allow your app to create

a platform endpoint and subscribe that endpoint to the ALL_DEVI CES topic and any others you
configured when creating your project.

For more information on choosing a push provider, see Setting Up Push Notification
Services (p. 34).

Setting Up Push Notification Services

Using AWS Mobile Hub, you can enable a user push naotification feature for your app. Push notification
works with native platform support for sending push notifications, including Apple Push Notification
service (APNs) for iOS apps and Firebase Cloud Messaging (FCM) for Android apps. Mobile Hub helps
you configure push notifications for APNs or iOS; however you also must set up push notifications with

the platforms you plan to use.

The topics in this section detail the setup you must complete with push notification support for iOS and
Android apps and obtain data values Mobile Hub needs to configure your push naotification feature.

Topics
¢ Setting Up iOS Push Notification (p. 34)
¢ Setting Up Android Push Notification (p. 41)

Setting Up iIOS Push Noaotification

Mobile Hub sends push notifications to iOS apps using Apple Push Notification service (APNs). To
integrate this service with Mobile Hub, you must obtain and provide a certificate for APNs. To do this,
you must prepare a certificate request, and then create an app ID and associated SSL certificate on
the Apple Developer website. The certificate allows the Amazon Simple Notification Service server to

send push natifications to the app identified by the App ID.

Topics
¢ Generating a Certificate Request (p. 34)
e Setting up an App ID (p. 35)
« Configuring the App ID for Development Push Notifications (p. 37)

Generating a Certificate Request

To create the certificate required by iOS to enable push notifications for your app, start by generating a

certificate request on your Mac that you will use later to create the certificate.
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To generate a certificate request

On your Mac, start the Keychain Access application.

2. From the Keychain Access menu, choose Certificate Assistant and then choose Request a
Certificate From a Certificate Authority...

LT ELERLEEE File  Edit View wigqow Help

About Keychain Access
Preferences... *®,

Keychain First Aid NEHA
Ticket Viewer NEHK Create a Certificate...

| Create a Certificate Authority...
Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Access  HH Request a Certificate From a Certificate Authority...
Hide Others T3H Set the default Certificate Authority...
Show Al Evaluate “Apple Development |0S Push Services: com.talismedia.Redshirt”..

10w All

Services >

Quit Keychain Access  #Q

3. Enter your e-mail address and name.

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: ldoedeveloper@example.com -

Commen Name: | John Doo Developor

CA Email Address:
Reguest is: Emailed to the CA
* Saved to disk
¥ Let me specity key pair information

Continue

4. Select Saved to disk to create a file that contains the certificate request.

Setting up an App ID

You need to provide an app ID for your app. Every app installed on a developer device needs an app
ID. Typically, an app ID consists of a reversed web address, for example com.amazon.mysampleapp.
You can use an existing app ID if it doesn't contain a wildcard character ("*").

To assign an app ID to your app

1. Sign into the Apple Developer Member Center website at https://developer.apple.com/
membercenter/index.action.

2. Choose Certificates, Identifiers & Profiles.

Version 1.0
35


https://developer.apple.com/membercenter/index.action
https://developer.apple.com/membercenter/index.action

AWS Mobile Hub Developer Guide
Setting Up iOS Push Notification

3.

4.

5.

& Developer Member Center

" Programs & Add-ons

Inthei

iTunes Connect
[TTrrTR——

i, ok Do Darveloper | 10 cut

SDKs

Certificates, Identifiers & Profiles

A S e y Technical Support

OS Apps section, choose Identifiers.

@& Developer Technologie

Certificates, ldentifiers & Profiles

ii i0S Apps -

L
@
i

ek

Certificates
Identifiers
Dévices

Provisioning Profiles

Learn More Lea
* App Distribution Cutde

At the top of the list of your iOS apps IDs, select +.

Technologies  Resources Programs  Support  Member Center

entifiers & Profiles

= i0S App IDs

Type a name for the new app ID.

|Di Registering an App ID

The App ID string contains two parts separated by a period (.)—an App 1D Prefix that is defined
as your Team ID by default and an App 1D Suffix that is defined as a Bundle 1D search string.
Each part of an App 1D has different and im portant uses for your app. Learn More

App 1D Description

Mame:  sxampleApp

You cannot use special characters such as @, &, *. " "

App ID Prefix

Value: % SR (Team 1D}
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6. Choose the default selection for App ID Prefix.

7. For App ID Suffix, choose Explicit App ID and then enter the Bundle ID for your app. This ID
must match the Bundle Identifier in your app's Info.plist.

App ID Suffix

= Explicit App ID
If you plan to incorporate app services such as Game Center, In-App Purchase, Data
Protection, and iCloud, or want a provisioning profile unique to a single app. you must
register an explicit App 1D for your app.

To create an explicit App 1D, enter a unique string in the Bundle 1D field. This string
should match the Bundle ID of your app.

Bundle ID:  com.axampleConp sxamploApp

8. Under App Services choose Push Notification.

In-App Purchase
Inter-App Audio
Wallet
+ Push Notifications
VPN Configuration & Control

9. Choose Continue. Check that all values were entered correctly. The identifier must match your
app's bundle identifier and app ID prefix.

Wallex:
Fush Netifications: & Configurable

VPN Configuration & Contral Disabled

(| R

10. Choose Submit to register the new app ID.

Configuring the App ID for Development Push Notifications

After creating a new app ID or choosing an existing explicit app ID, you must configure the app ID for
push natifications.

To configure an app ID for push notifications

1. Signinto the Apple Developer Member Center website at https://developer.apple.com/
membercenter/index.action.

2. Choose Certificates, Identifiers & Profiles.
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€ Developer

" Programs. & Add-ons.

Member Center

1, ot Do Erwslepar | Lo ot
SDKs

Forums
Certificates, Identifiers & Profiles
Man 5. ideonifiers, dev nd protiles Bug Reporting

iTunes Connect
@ - " the A Stoee Snd Mst A y Technical Suppart

From the iOS Apps section, choose Identifiers.

@& Developer Technologie

Certificates, ldentifiers & Profiles

Certificates
Identifiers

Bl pevices

@l Provisioning Profiles

Learn More Le

" App Distribution Guide
pp Distribution Gul

Select your newly created app ID from the list of iOS app IDs.

Choose Edit.
Wallet Disabled Disabled
Push Notifications @ Configurable @ Configurable
VPN Configuration & Control Disabled Dizabled

Edit

Under Push Notifications there are options to create a development SSL Certificate as well as

a production SSL Certificate. Select Create Certificate... in the Development SSL Certificate
section.
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5 G Push Notifications

Apple Push Notification service SSL Certificates

To configure push notifications for this 05 App 1D, a Client SSL Certificate that allows your
notification server 1o connect to the Apple Push Notification Service is required. Each i0S App ID
requires its own Client S8 Centificate. Manage and gencrate your certificates below.

& Development S5L Certificate
Create certificate to use for this App 1D, Create Certificate..
o Production S5L Certificate

Create certificate to use for this App 1D, Create Certificate...

@ VPN Configuration & Control

7. Choose Continue on the page that provides instructions on generating a Certificate Signing
Request (CSR). This is the same certificate request created in Generating a Certificate
Request (p. 34) and does not need to be created again.

8. In Generate your certificate, select Choose File... and then select the CSR file you created.

Add i0S Certificate Q

Select Type Request ' Genenate Daownload

Generate your certificate.

When your CSR file is created, a public and private key pair is automatically generated. Your
private key is stored on your computer. On a Mac, it is stored in the legin Keychain by default
and can be viewed in the Keychain Access app under the "Keys™ category. Your requested
«certificate is the public half of your key pair.

Upload C5R file.
Select .cenSigningRequest file saved on your Mac.

Choose File..

9. Choose Generate.
10. When the certificate is ready, choose Download and then save the certificate to your computer.

Download, Install and Backup
Download your certificate to your Mac, then double click the .cer file to install in Keychain
Access. Make sure to save a backup copy of your private and public keys somewhere secure.

- Mame: Apple Development 105 Push Services: com.examploComp.axampleApp
Rudend Type: APNs Development 03
_— identifier ID:  Redshirt

Expires: Dec 06, 2016

Documentation

For more information on using and managing your certificates read:

11. Double-click the downloaded certificate to install it to the Keychain on your Mac. In the Add
Certificates dialog box, choose Add.
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Do you want to add the certificate(s) from the file
“aps_development.cer” to a keychain?

Keychain:  legin

Wiew Certificates

Cancel Add

12. Onyour Mac, start the Keychain Access application.

13. In My Certificates, navigate to the certificate you just added. It should be called "Apple

Development IOS Push Services:".

1] Click to lock the login keychain,

Keychaing
[

i login
Name

W Local Mems
» 2] Asple D

Issued by: Appie H loper Relations. Authority
Expires: Tuescay, December 6, 2006 at £:40:38 PM Paciic Standard Time
© This centificate is valil

i System
[ System Roots

Category
A Al ems
A, Passwords
Socure Netes
L My Certificates
i Keys
[ Certificates

o] i

2items

14. Context-select this certificate and then choose Export

contains the certificate.

‘s0 0 Keychain Access

[l Fckto bock Uk bogin kaychain.

Keychains
. - Apple Development 105 Push Services: com.examplecorp.exampliapp
o Tssued by: Applo Workdwide Developer Ralations Cortification Authority
W Locai Nams | Expires: Tuasday, Bocomber 6, 2016 a1 4:40:38 PM Paciic Standard Tine
[ Bystom

& This certificate s valid
[ System Roots

Hame
* Apple Deveiopment 105 Push Serv

Expires

Apple Development 105 Push Services: com.exampleCorp.exampleApp

Keychain

Dec 6, 2016, 4:40-38 PM login

... from the context menu to export a file that

Keyehain

New Identity Preference...

Copy "Apple Development 105 Push

+ [0 comappieidms appicid ped 3646

Category Delete “Apple D KOS Push
A Al liems
L. Posswords Export “Apple Developrent 105 Push Services: com.examplecorp®..
Secure Notes Get Info
Ll My Cortificatos Evaluate “Apple Development 105 Push Services: com.examplecorp.exampleapp™
I Keys —-

[ Certificates

15. Name the exported certificate "MobileHubPushCertificate.p12" and then save it to your computer.
Do not provide an export password when prompted. You need to upload this certificate when

creating your app in the Mobile Hub console.
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Save As: DartboardPushCertificate.p12 ~
Tags:
Where: | Desktop <
Personal Information Exchange (.p12) o
Cancel Save

Push natification is now enabled for your app in development mode. Prior to releasing your app on the
App Store, you must repeat these steps but choose Production Push SSL Certificate.

Setting Up Android Push Notification

To send push natifications to Android apps, you must have credentials from either Firebase Cloud
Messaging (FCM) or its predecessor, Google Cloud Messaging (GCM). This topic describes how to
retrieve your credentials from FCM or GCM.

The credentials are: server key and a sender ID (also called project number). You get these
credentials from a project, with cloud messaging enabled, that you have created either in the Firebase
console or the Google Cloud Platform console.

Use FCM for new Android apps. Use GCM only if you have a preexisting GCM project that you have
not yet updated for FCM support. To get your GCM app's credentials in this case, see Obtain the
Credentials of an Existing GCM App (p. 43).

To obtain your credentials from FCM

1. Go tothe Firebase console at https://console.firebase.google.com/. If you are not signed in to
Google, the link will take you to a sign-in page. After you sign in, you will see the Firebase console.

2. Ifyou do not already have a Firebase project created that you want to use to enable Push
Notifications:

a. Choose Create New Project.
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3.

4.

U Firebase

Welcome to Firebase ®

Tools from Google for developing great apps,
engaging with your users, and earning more through
mobile ads. Learn more

CREATE NEW PROJECT -

or import a Google project

Jro—— e - s

b. Type a project name, and then choose Create Project.

Firebase projects support push messaging by default.

In the left pane, to the right of your project name, choose the gear icon, and then choose Project
settings.

Z Firebase

A MyProject o Project settings
Permissions
&  Analytics
DEVELOP )
Welcome to Firebase! Get started here.

an  Auth

& Database

PN Storage

® Hosting

R Confi Add Firebase to Add Firebase to Add Firebase

+ Remote Config your iOS app your Android app your web ap

Lnatliem={est L3k - N - PR S

In the top menu, choose Cloud Messaging.
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" Firebase

A MyProject Settings

GENERAL DATABASE CLOUD MESSAGING ANALYTICS ACCOUNT LINKING
&  Analytics
DEVELOP
Your project
an Auth BNIP
A i B o v, PN & P P, Tt g TN

5. Under Project credentials, you will find the server key and sender ID. Save these values
somewhere you can access later.

Obtain the Credentials of an Existing GCM App

To obtain your credentials from GCM

1. Go tothe Google API Console at https://console.developers.google.com.
In the left pane, choose Credentials.

3. If you already have credentials for your app, your server key is shown in the API keys section.
Save this key somewhere you can access later.

4. If you don't have credentials for your app, the console displays the Credentials dialog box. Create
a server key by completing the following steps:

a. Choose Create credentials.
b. Choose API key.
c. Save the API key somewhere you can access later.

5. To retrieve your sender ID (also called project number), go to the Google Cloud Platform console
at https://console.cloud.google.com/. Select your project from the Project menu. Then, choose the
down arrow next to the project name.

6. Save the displayed project number somewhere you can access later.

Note
Project number is another name for sender ID.

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the Push Natifications feature:
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Mobale Hub push=notifications?2

Manage your resources

]‘:'j Amazon Cognito ldentity Pools

Amarsn l:-:::_qm'!-;h provides identifiers and secure access lokens for
wour app users based on their authentication state so you can ensure
secure access to your AWS services without embedding developer
credentials in your mobile app. To provide secure access for your
propect, the AWS Mobile Hub has provisioned an Amazon Cognito
Identity Pool

pushnotifications_MOBILEHUB_TE7292621 &

iy Amazon SNS Topics

Amazon Simple Motification Service [SMN5] lets you send push
notifications to your app users through the Apple and Google push
services, You can push messages to individual users or push
messages to topics that you subscribe users to,

ilr Amazon SNS Platform Application

Amazon Simple Nolification Service [(SNS] lets vy
natifications to your app users through the Apple
sarvices. You can push messages to individual us
messages to topics that you subscribe users to.

GCMipushnatifications_MOBILEHUB_T8729262

? AWS ldentity and Access Manage

AWS Identity and Access Management (AM) se
access to AWS services and resources. The follo
provide Mobile Hub the permissions it needs to :
resources and provide your users acoess to the fi
canfigure,

MobileHub_Service_Role &
dynamodb

pushmotifications_unauth_MOBILEHUB_TB72921
pushnotifications_alldevices MOBILEHUB_7B7292621 ¥

pushnotifications_consclepush_MOBILEHUE_78

Quickstart App Detalls

Upon launch, the Push Notification demo in a quickstart app automatically registers the installed app
for push notifications with the configured provider. The app obtains a push token from the provider and
passes it to create a new platform endpoint in the Amazon SNS application created for your project.

In addition to creating the Amazon SNS platform application, Mobile Hub provisions the ALL_DEVI CES
topic that will be automatically subscribed to by the quickstart app. The 1AM role is also modified

to allow the quickstart app to create a platform endpoint and subscribe to the Amazon SNS topic.

The demo also provides a list of all Amazon Amazon SNS topics that the device can subscribe to
which includes the ALL DEVI CES topic and any others you configured while creating your project.
Selecting/unselecting a topic from the list of topics subscribes or unsubscribes the device's Amazon
SNS platform endpoint from that topic.
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Creating Test Push Notifications for the Quickstart
app with Amazon SNS

To demonstrate the Push Notification feature and send messages to your quickstart app, you can open
the Amazon SNS console, choose the application, select the endpoint you wish to notify, and choose
Publish to Endpoint. If you want to test publishing notifications via SNS topic, choose Topics, select
the topic, and choose Publish to topic.
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User Data Storage

Choose AWS Mobile Hub User Data Storage to add cloud storage of user files, profile data, and app
state to your mobile app. This feature enables sync and caching of data between devices using a
simple programming model.

The following image shows access policy enforcement for public and private user files.

Mobile App

Amazon

Authorization

e
- Ny

|
_ 1
- . ~ |
( Authenticated
» - . access _ -~

_—
- —

: “
“ Unauthenticated ~
s T Ny
~._ access _-"

e

——— - = —— =

The following image shows user profile data sync for persisting user data and synchronizing it across
devices.

Version 1.0
46



AWS Mobile Hub Developer Guide
User Data Storage At a Glance

Amazon
Mobile App rdl:ngnitn Sync Mobile App
4 )

App Data Sync

) 2
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L — state ?
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The User Data Storage feature enables you to store user files such as photos or documents in the
cloud, and it also allows you to save user profile data in key/value pairs, such as app settings or game
state. When you select this feature, an Amazon S3 bucket is created as the place your app will store
user files.

Mobile Hub will also configure Amazon Cognito Sync so you can save user profile data in key/value
pairs and synchronize that data across a user’s authenticated devices.
Topics

¢ User Data Storage At a Glance (p. 47)

¢ Viewing AWS Resources Provisioned for this Feature (p. 48)

¢ Quickstart App Details (p. 49)

User Data Storage At a Glance

AWS * Amazon S3 bucket (see Amazon Simple Storage Service Getting Started Guide)
services

and Concepts | Console | Pricing

resources |« Amazon Cognito Sync (see Amazon Cognito Sync)

configured

Concepts | Console | Pricing

Mobile Hub-enabled features use Amazon Cognito for authentication and 1AM for
authorization. For more information, see User Sign-in (p. 52).

For more information, see Viewing AWS Resources Provisioned for this
Feature (p. 48).

ConfigurationThis feature enables the following configuration options mobile backend capabilities:
options
« Store user files and app data using Amazon S3.

When you enable User Data Storage four folders are provisioned, each with a
distinct access policy configuration:
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* privat e - Each mobile app user can create, read, update, and delete their own
files in this folder. No other app users can access this folder.

¢ prot ect ed - Each mobile app user can create, read, update, and delete their
own files in this folder. In addition, any app user can read any other app user’s
files in this folder.

* publ i ¢ — Any app user can create, read, update, and delete files in this folder.
¢ upl oads - Any app user can only create files in this folder.
¢ Synchronize data to the cloud and between a user's devices using Amazon Cognito

Sync.
Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:
demo
features « File explorer for accessing sample files in the public and private folders in your S3

bucket.
» User settings sync persists user's choice of color theme to the cloud.

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the User Data Storage feature.
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Manage Yyour resources

E_j Amazon Cognito Identity Pools * Amazon 53 Buckets
amazon Cogmito prowdes ientifiers and secwre access lokens for Armazon 33 allows you to stofe files i the clou
your app users based on their authentication state so you can buckets. Depending on which features you haw
BNSUNe SecUle aCcess to youw AWS services without embedding hawve provisioned buckets for User Data Storag
daveloper credentials in your mobile app. To provide secure acoess Content Delivery,
for your praject, the AWS Mobile Hub has provisioned an Amason
Cagnite [dentity Posl, userdatastoragesampl-useriles-mobilehulb-14 7

userdatastoragesampl_MOBILEHUB_1479840764

? AWS |dentity and Access Management Roles

AMNS Identity and Access Management (LAM) securely controls
access o AWS services and resources. The following 1AM roles
prowide Mobile Hub the permissions it needs to administer your
nésources and provide your users access to the features you
configure.

MuobileHub_Service_Role &F

userdatastoragesampl_unauth_MOBILEHUB_1479840764 &

Quickstart App Detalils

In the Mobile Hub quickstart app, the User Data Storage demo enables all users to see the contents of
a public folder. When this feature is used in combination with User Sign-in, users who are signed in are
able to access a private folder; unauthenticated users are not.

The demo also includes an option for the user to change the color scheme of the app. That choice is
stored in Amazon Cognito Sync Profile. Any time the user returns to the app, their chosen theme is
loaded from the stored user profile. If the user is authenticated, the same theme can sync across all
devices they own.
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User Engagement

Choose the AWS Mobile Hub User Engagement feature to add push notification campaigns to reach
your app users, and to understand how they are engaging with your app.

Mobile App Amazon Amazon Pinpoint

Cognito AM
9 Push Notification
Campaigns

o Segmentation
o Scheduling

Analytics

> > Ready-made and
customn capture
and analysis of
app usage

\ metrics

AWS Mobile Hub User Engagement helps you understand how your users use your app and enables
you to engage them through push notification, based on a pattern you design.

User Engagement uses Amazon Pinpoint to carry out campaigns that interact with your app users
based on the way you configure Amazon Pinpoint options. You decide which users receive notification,
why a notification gets pushed to them, and the timing of when the notification is sent. You decide if
the notification displays a text message, opens an application deep link, or passes a custom JSON
statement to the client.

Amazon Pinpoint performs capture, visualization, and analysis of app usage event metrics that
describe how your users use your app. You can choose Amazon Pinpoint default options or custom
design the data that gets collected to align with your app design and campaign goals. Amazon Pinpoint
enables you to use this data as a factor in your campaign parameters.
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User Engagement At a Glance

AWS * Amazon Pinpoint (see Amazon Pinpoint Developer Guide)
services

and Concepts | Console

resources

configured

Mobile Hub-enabled features use Amazon Cognito for authentication and IAM for
authorization. For more information, see User Sign-in (p. 52).

ConfigurationThis feature enables the following mobile backend capabilities:
options
¢ Integrate Amazon Pinpoint campaigns into your mobile app.

« Integrate push notifications through APNs, GCM, and FCM.

« Integrate your app by downloading and reusing the code of the quickstart app,
a package of native iOS and Android SDKs, plus helper code and developer
guidance, all of which are dynamically generated to match your Mobile Hub project.

Quickstart | This feature adds the following functionality to a quickstart app generated by Mobile
app demos | Hub:

« Demonstrate enabling the app user to receive campaign notifications.

» Demonstrate providing the app user with a view of an Amazon Pinpoint data
visualization, on their mobile phone.
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User Sign-in

Choose the AWS Maobile Hub User Sign-in mobile backend feature to add AWS user authentication
and identity access management to your mobile app. Your app can include access to AWS resources
for unauthenticated users and/or integrate the sign-in process for one or more identity providers like
Facebook, Google or your own user directory created in AWS.

You can also federate your existing user directory outside of AWS that uses an identity provider like
Microsoft Active Directory Federation Services or Shibboleth. This allows your users to sign-in to use
your backend features in AWS using their familiar credentials.

The following image shows a resource access policy being enforced for an unauthenticated user.

. I- Amazon Cognito [ R -
Mobile App .%_ 9 ~N /rlm R
[~ — " Authorization i
w0 — p — =
— L Identity _,"# -
“ Unauthenticated ~ Pool { UNAUTH
, UNAUTH
( User Identity P P - . ROLE | poLicy
- B I'r Usar % B
Idantity
N antity ) '
\- Ih"""‘-—--——-"""‘ J \- ‘o B
|
I
%

The following image shows a resource access policy being enforced for an authenticated user.
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Identity Providers
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Mobile App

This feature enables you to configure how your users gain access to AWS resources and services
used by your app, either with no sign in process or through authentication provided by one or more
identity providers. In both cases, AWS identity creation and credentials are provided by Amazon
Cognito ldentity, and access authorization comes through AWS Identity and Access Management
(IAM).

When you create a project, Mobile Hub provisions the AWS identity, user role, and access policy
configuration required to allow all users access to unrestricted resources. When you add the User
Sign-in feature to your app, you are able to restrict access to allow only those who sign in with
credentials validated by an identity provider to use protected resources. Through Amazon Cognito
Identity, your app user obtains AWS credentials to directly access the AWS services that you enabled
and configured for your Mobile Hub project. Both authenticated and unauthenticated users are granted
temporary, limited-privilege credentials with the same level of security enforcement.

Amazon Cognito can federate validated user identities from multiple identity providers to a single AWS
identity. Mobile Hub helps you integrate identity providers into your mobile app so that users can sign
in using their existing credentials from Facebook, Google, and your own identity system. You can also
create and configure your own email- and password-based user directory using Amazon Cognito Your
User Pools.
Topics

¢ User Sign-in Feature At a Glance (p. 54)

¢ Configuring User Sign-in (p. 54)

¢ Setting Up User Authentication (p. 56)

¢ Viewing AWS Resources Provisioned for this Feature (p. 72)

¢ Quickstart App Details (p. 73)
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User Sign-in Feature At a Glance

AWS ¢« Amazon Cognito

services

and Concepts | Console | Pricing
resources « Amazon Cognito Identity Pool
configured

(see Using Federated ldentities)
¢« Amazon Cognito Your User Pools

(see Creating and Managing User Pools)
¢« Amazon Cognito SAML Federation

(see Overview of Configuring SAML 2.0-Based Federation)

* IAM role and security policies (see Controlling Access to Mobile Hub
Projects (p. 117))

Concepts | Console | Pricing

For more information, see Viewing AWS Resources Provisioned for this
Feature (p. 72).

ConfigurationThis feature enables the following mobile backend capabilities:
options
Sign-in Providers (users gain greater access when they sign in)
« via Google authentication (see Setting Up Google Authentication (p. 60))
« via Facebook authentication (see Setting Up Facebook Authentication (p. 57))
¢ via Email and Password authentication (see User Sign-in Providers (p. 55))
¢ via SAML Federation authentication (see User Sign-in Providers (p. 55))

Required Sign-in (authenticated access)
Optional Sign-in (users gain greater access when they sign in)
For more information, see Configuring User Sign-in (p. 54)

Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:

demo
features < Unauthenticated access (if allowed by your app's configuration), displaying the 1D

that AWS assigns to the app instance's device.

 Sign-in screen that authenticates users using the selected method: Facebook,
Google, or Custom.

< With Optional Sign-in and Require Sign-in, the app demonstrates an access
barrier to protected folders for unauthenticated users.

Configuring User Sign-in

The following options are available for configuring your users' sign-in experience.
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User Sign-in Providers

Facebook
To enable Facebook user authentication, register your application with Facebook.

If you already have a registered Facebook app, copy the App ID from the Facebook Developers
App Dashboard. Paste the ID into the Facebook App ID field and choose Save Changes.

If you do not have a Facebook App ID yet, you'll need to create one before you can integrate
Facebook in your mobile app. The Facebook Developers portal takes you through the process of
setting up your Facebook application.

For full instructions on integrating your application with Facebook, see Setting Up Facebook
Authentication (p. 57). .

Google
To authenticate your users through Google, fully integrate your sample app with Google+ Sign-in.

If you already have a registered Google Console project with the Google+ API, a web application
OAuthClient and a client ID for the platform of your choice set up, then copy and paste the Google
Web App Client ID and client ID(s) from the Google Developers Console into those fields and
choose Save Changes.

Regardless of the platform you choose (Android or iOS), you'll need to at least create the
following.

* A Google Console project with the Google+ API enabled (used for Google Sign-in)
« A web application OAuth client ID
¢ An iOS and/or Android client ID, depending on which platform you are supporting

For full instructions on integrating your application with Google+, see Setting Up Google
Authentication (p. 60). .

Email and Password
Choose Email and Password sign-in when you want to create your own AWS-managed user
directory and sign-in process for your app's users. Configure the characteristics of their sign-in
experience by:

¢ Selecting user login options (email, username, and/or phone number)

¢ Enabling multi-factor authentication (none, required, optional) which adds delivery of an entry
code via text message to a user's phone, and a prompt to enter that code along with the other
factor to sign-in

» Selecting password character requirements (minimum length, upper/lower cases, numbers or
special characters allowed).

SAML Federation
SAML Federation enables users with credentials in your existing identity store to sign in to your
mobile app using their familiar username and password. A user signs into to your identity provider
(IdP) which is configured to return a validating SAML assertion. Your app then uses Amazon
Cognito Federated Identities to exchange the SAML assertion for typical temporary, limited
privilege credentials to access your AWS backend services.

SAML 2.0 (Security Assertion Markup Language 2.0) is an open standard used by many IdPs,
including Microsoft Active Directory Federation Service and Shibboleth. Your IdP must be SAML
2.0 compatible to use this Mobile Hub option. To establish federation between AWS and your IdP
the two systems must exchange SAML federation metadata. AWS federation metadata can be
found at https://signin.aws.amazon.com/static/saml-metadata.xml. This xml file demonstrates the
form that your IdP’s metadata should take. For more information on SAML federation metadata for
your IdP, see Integrating Third-Party SAML Solution Providers with AWS.
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To implement this exchange, view your IdP’s documentation to understand how to use the AWS
federation metadata file to register AWS as a service provider. Then provide upload your IdP’s
federation metadata file using SAML Federation page of the Mobile Hub console.

To learn more about how AWS supports SAML federation, see Overview of Configuring SAML 2.0-
Based Federation.

User Sign-in Requirement

Sign-in is optional
Users have the option to sign in (authenticate) with your chosen sign-in identity provider(s) or
users can skip sign-in (unauthenticated). Your app receives temporary, limited privilege access
credentials from Amazon Cognito Identity as either an authenticated user or an unauthenticated
guest user so that your app can access your AWS services securely.

Sign-in is required
Users are required to sign in with one of your chosen sign-in providers. Your app receives
temporary, limited privilege access credentials from Amazon Cognito Identity as an authenticated
user so that your app can access your AWS services securely.

User Sign-in and AWS ldentity and Access
Management (IAM)

When your mobile app is saved, Mobile Hub creates an Amazon Cognito identity pool and a new |IAM
role. These are used to generate temporary AWS credentials for the quickstart app users to access
your AWS resources. The AWS IAM role security policies are updated based on the sign-in features
enabled.

At this point, your mobile project is set up for users to sign in. Each chosen identity provider has been
added to the login screen of the quickstart app.

For more information, see Using AWS Managed Policies to Control Access to Mobile Hub
Projects (p. 117).

Setting Up User Authentication

With AWS Mobile Hub, you can enable a user sign-in feature for your app. User sign-in works with

various user authentication services, including Facebook, Google, and custom authentication. Mobile
Hub helps you to configure sign-in with Facebook, Google, or your own identity system; however, you
may also need to set up user authentication with the different authentication services you plan to use.

Learn more about how Amazon Cognito performs authentication using external identity providers, see
Understanding Amazon Cognito Authentication.

The topics in this section detail the setup you must complete with various user authentication services
and how to obtain the data values Mobile Hub needs to configure your sign-in feature.
Topics

¢ Setting Up Facebook Authentication (p. 57)

¢ Setting Up Google Authentication (p. 60)

¢ Setting Up Custom Authentication (p. 72)
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Setting Up Facebook Authentication

You must first register your application with Facebook by using the Facebook Developers portal.

Mobile Hub generates code that enables you to use Facebook to provide federated authentication for
your mobile app users. This topic explains how to set up Facebook as an identity provider for your app.

If you already have a Facebook app ID, copy and paste it into the Facebook App ID field in the Mobile
Hub console, and choose Save changes.

To get a Facebook app ID

1. Inthe Facebook Developers portal, sign in with your Facebook credentials.

2. From Created App, choose Add a New App (note: this menu label will be My Apps if you have
previously created an app.

3. If asked, choose the platform of your app that will use Facebook sign-in, and basic setup.

4. Type a display name for your app, select a category for your app from the Category drop-down
list, and then choose Create App ID.

Create a New App ID

Display Name
Namespace

Is this a test version of another app? Learn More.

Category

Choose a Category v

5.

APP ID: 1166851926714933 # View Analytics

Product Setup

6. Copy the App ID and paste it into the Facebook App ID field in the Mobile Hub console.
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A\

To enable Facebook Login, you will need to configure a Facebook App
and enter the App 1D here,

Facebook App ID

In the Facebook Developer portal's left hand navigation list, choose Settings, then choose + Add
Platform.

App ID App Secret
1166851926714833  wssesess Shaw

Display Name Namespace

MobileHub-sign-n

App Domains Contact Emai

Privacy Policy URL Terms of Service URL

AppIcon Category

Choose your platform and provide information about your Mobile Hub app that Facebook will use
for integration during credential validation.

For iOS:

e Add your app's Bundle ID. (ie. com amazon. Your Pr oj ect Nane). To use the AWS Mobile
Hub sample app project, set your this value to com amazon. MySanpl eApp.

ios Quick Start

Bundie ID iPhone Store ID

com.amazon MySampleApp

URL Schermia Siifix (Optional) iPad Store ID

Single Sign On
° Wil launch from iOS Notificatio

. i0S Only: Log In-App Purchase Events Automatically (Recommended)

ated. Learn More

For Android:

a. Provide your app's Google Play Package Name. (ie. com your pr oj ect nane). To use the
AWS Mobile Hub sample app project, set this value to com amazon. nysanpl eapp.

b. Provide your Class Name that handles deep links (ie.
com your pr oj ect name. Mai nActi vi ty). To use the AWS Mobile Hub sample app project,
set your class name to com nysanpl eapp. Mai nActivity.
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Android Quick Start

Google Piay Package Name Class Name

com.amazon.mysampleapp com.mysampleapp.MainActivity

Key Hashes

GeORGNYHYNMSAOSLGQIpOWAPGJS= * |

Amazon AppstereURENODTional)

. Single Sign On
c. Provide your app's Facebook development Key Hashes. This is a value that you generate via
a terminal in your development environment, and is unigue to that environment.

To generate a development key for your Android environment on Mac, run the following
command line.

keyt ool -exportcert -alias androi ddebugkey -keystore ~/.android/
debug. keystore | openssl shal -binary | openssl base64

To generate a development key for your Android environment on Windows, run the following
command line.

keyt ool -exportcert -alias androi ddebugkey -keystore %IOVEPATHY
\. andr oi d\ debug. keystore | openssl shal -binary | openssl base64

For more information, choose the Quick Start button in the upper left of the Facebook
Developer Portal Add Platform dialog.

9. Inthe Facebook Developers portal, choose Save changes, then Use this package name if a
dialog appears saying that Google Play has an issue with your package name.

10. Only users with roles assigned in the Facebook portal will be abel to authenticate through your app
while it is in development (not yet published).

To authorize users, in the Facebook Developer portal's left hand navigation list, choose Roles,

then Add Testers. Provide a valid Facebook ID.

Developer roles aliow you to control which pecple have permission to edit and view your app.

Administrators Add Administrators

Developers e

Testers Add Testers

11. In the Mobile Hub console, choose Save changes.

For more information about integrating with Facebook Login, see the Facebook Getting Started Guide.
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Setting Up Google Authentication

With AWS Mobile Hub, you can configure a working Google Sign-In feature for both Android and

iOS apps. To fully integrate Google Sign-In with your sample app, Mobile Hub needs information that
you must first obtain through Google's setup process. The process has several parts, one of which

is required regardless of which platforms you're supporting with your app. There are other parts to
complete only for specific platforms:

» Create a Google Developers project and an OAuth Web Application Client ID (required for all apps
regardless of platform)

* Create an OAuth Android client ID (required for all Android apps)

¢ Create an OAuth iOS client ID (required for all iOS apps)

This section details the Google Sign-In requirements as well as how to integrate Google Sign-In for
both iOS and Android apps.
Topics

¢ Creating a Google Developers Project and OAuth Web Client ID (p. 60)

¢ Creating an OAuth Android Client ID (p. 65)

¢ Creating an OAuth iOS Client ID (p. 68)

¢ Verifying All Platform Client IDs (p. 71)

Creating a Google Developers Project and OAuth Web Client
ID

Before you enable Google Sign-In in an app, you must create a project in the Google Developers
Console. Google recommends using a single project to create and manage all of the platform instances
of your app, such as iOS, Android, and web.

Each platform requires its own OAuth client ID, which you obtain through the project you create for
your app in the Google Developers Console. The first thing you must do is create a project for your app

in the Google Developers Console that has the Google+ API enabled, and then enable an OAuth web
client ID that Amazon Cognito uses to enable user authentication for your app.

To create a Google Developers project and OAuth web client ID

Go to the Google Developers Console at https://console.developers.google.com.

If you have not created a project yet, choose Select a project from the menu bar, and then
choose Create a project....

= Google Developers Console Selectapoject ~  §f§f B 0 @

Manage all projocts

Getting started
Create a project.

Documentation
Use Google APls Try App Engine (Sandbox

Environment)
Enable APils, create credentials, and track

your usage Cee
with

RAPL  Enable and manage APis

3. Complete the form that is displayed to create your new project.
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In the Dashboard for your project, go to the Use Google APIs section and then choose Enable
and manage APIs.

Google Developers Console

i Home Dashboard
1j!  Dashboard

Project: My Project Documentation
= Adtivity

10: nifty-province-114920 (#306664077196) w

B Google Clovd P

El Google Cloud 5c
Use Google APls

E Google Clovd Tu
2

¥

Try App En
Environme:

API  Enable and manage APis

sineg your fo

In the API Manager, in the Social APIs section, choose Google+ API.

Google Maps Roads AP

More
Social APIs
g+ Google+ API
Blogger AP

Googles Pages AP
Googles Domaing AP

Other popular APIs

In the Overview for Google+ API, choose Enable API.

= Google Developers Console Q

API API Manager Overview

r  Overview
Lol Enable AP1

(-2 Credentials
Google+ API

The Google+ API enables developers to build on top of the Google+ platform.
Learn more
Try this APl in APls Explorer

A message appears to inform you that the API is enabled but that it requires credentials before
you can use it. Choose Go to Credentials.
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- Disable AP|
Google+ API

This APl is enabled, but you can't use it in your project untll you create credentials.
Click *Go to Credentials® to do this now (strengly recommended).

Overview Usage Quotas

8. Your Mobile Hub sample app authenticates users through Amazon Cognito Identity, so you need
an OAuth web application client ID for Amazon Cognito. In Credentials, choose client ID from the
links in the first step.

Credentials

Add credentials to your project

1 Find out what kind of credentials you need

We'll help you set up the correct credentials
If you wish you can skip this step and create an API key, client ID, or service account

Which API are you using?
Determines what kind of credentials you need.
Google+ APl -

Where will you be calling the API from?

9. A message appears to inform you that you must set a product name. Choose Configure consent
screen.

Credentials

Lal

Create client ID

To create an OAuth client ID, you must first set a product name on the consent screen

Application type

Learn mare
Learmn mode
Learn mone

10. In OAuth consent screen, enter the name of your app in Product name shown to users. Leave
the remaining fields blank. Then choose Save.
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e ——————————————

Credentials

Credentials OAuth consent screen Domain verification

Email address
S @gmail.com -
Product name shown to users
Mobile Hub Sample App
Homepage URL
The
uSer:
to th
Product logo URL 0. 11 v
httpz/i'www.example.com/logo.png appl
proje
This is how your logo will look to end users
Max size: 120x120 px You
and |
work

Privacy policy URL

Terms of service URL

m Cancel

11. In Create client ID, choose Web application.
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= Google Developers Console Q

API API Manager Credentials

<r  Overview “

o~  Credentials
' Create client ID

Application type
‘Web application
Androkd Learn more
Chrome App Learn more
05 Leam mone
PlayStation 4
Other

B e

12. In Name, enter a name for the web client credentials for your app. Leave the Authorized
JavaScript origins and Authorized Redirect URIs fields blank. Mobile Hub configures this
information indirectly through Amazon Cognito Identity integration. Choose Create.

Credentials

-
Create client ID

Application type

® Web application
Androbd Learn mone
Chrome App Learn more
i08 Learn mone
PlayStation 4
Other

Hame
Moblle Hub web application client 1D

Restrictions
Erter JavaScript ofiging, redirect URLS, of bath

Authorized JavaScript origins
For use with nequests from a browser, This is the ofigin URI of the client application, Cannot contain a wildcard
(hatpc® example.com) or a path (hitpofexamphe.comy'subdir).

Authorized redirect URIS

For use with requests from a web server. This is the path in your application that users are redirected to after they have
authenticated with Googht, The: path will be appended with the authorization code for access, Must have a protocdl,
Cannot contain URL fragrments or relative paths. Cannot be a public IP address,

Criate Cancel
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13. In the OAuth client pop-up, copy and save the value that was generated for your client ID. You
will need the client ID to implement Google Sign-In in your Mobile Hub app. After you copy the
client ID, choose OK.

OAuth client
Here is your client ID

3871191387013-t20tfssagulb1532orE0kiruvlndIh0u.apps.googleusercontent.com

Here is your client secret

akmKwlEhXLV-fOplg2s-MSwQ

14. Paste the web application client ID value into the Mobile Hub Google Web App Client ID field for
your project.

/\

To get started, you'll need the web app client |D provided by the Google
developer console, when you enabled the Google+ APIL.

Google Web App Client ID

You'll also need the iOS andfor Android client 1D, depending on which
platforms you support.

Google Android Client ID

Google i0S Client ID

Save changes | Cancel changes

Creating an OAuth Android Client ID

To enable Google Sign-In for your Android Mobile Hub sample app, you must create an Android OAuth
client ID so that the Android sample app that is generated by Mobile Hub can access Google APIs
directly and manage token lifecycle through Amazon Cognito Identity. This Android OAuth client ID

is in addition to the Web application OAuth client ID you created while Creating a Google Developers
Project and OAuth Web Client ID (p. 60).

To integrate Google Sign-In for your Android sample app, you must generate an Android OAuth client
ID in the Google Developers Console. You will provide this client ID to Mobile Hub during the Google
Sign-In configuration.

To create an OAuth Android client ID

1. Go to the Google Developers Console at https://console.developers.google.com.
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2. Inthe Dashboard for your project, go to the Use Google APIs section and then choose Enable
and manage APIs.

Google Dewv
i Home Dashboard
1! Dashboard
Project: My Project Documentation
= Activity
18 nifty-province-114920 (4306664077156) v B Google Cloud Pl

El Google Cloud 5c
Use Google APls
E Google Clovd Tu

Try App En

API  Enable and manage Enviranme!

ing your faw

3. Inthe API Manager, choose Credentials in the left side menu.

Google Developers Console

API API Manager Credentials
& Overview Credentials Dauth consent screen Domain verification

St Mew credentials ~

Create credentials 10 access your enabled APls. Refer 1o the AP documentation for details

Oawth 2.0 client IDs
Hame Creation date Type Client ID
Mobile Hub sample Jan 22, 2016 Web application 382439791
app web client

4. Choose New credentials and then choose OAuth client ID.

= Google Developers Console

API APIManager Credentials

‘a.‘ Overview Credertialy QAwih conent screen Damain verification

oo CE=C

AP oy o
Identifies your project weing B simple AP key 10 chock quots and BCCoss
Fod AP ke Godgle Trarmisle.

Cvunh chiam 1D
ReQuirsls widd COongent S0 yous 0ED oM SO0 1 wsors dath
Fod APIS ke Godgle Calendad

Service atoount key ot
Erables server o, op9-lvel Suthenticalion uing robel sooounts.
Fod it with Googhe Cloud APTS:

Help me choose
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5. In Create client ID, choose Android.

= Google Developers Console Q

API API Manager Credentials

<  Overview -

or  Credentials )
Create client ID

Application type
‘Web application
Androkd Learn more
Chrame App Learn mone
IS Learn more

PlayStation 4
Other

B e

In Name, enter a name in the format com anazon. nysanpl eapp Android client |D.

In Signing-certificate fingerprint, enter the SHA-1 fingerprint. For more information about
Google's process for obtaining your SHA-1 fingerprint, see this Google support article.

Credentials

inl

Create client 1D

Application type
Web application

#® Android Learn more
Chrome App Learn more
108 Learn mione

PlayStation 4
Other

Hama

£Om,amazon mysampleapp Android client 1D
Signing-certificate fingerprint
Androld devices send API requésts directly to Google. Google verifies that each request comes from an Android app that
matches a package name and SHA-1 signing-certificate fingerprint that you provide. Use the following command to get the
fingerpiint. Learm maone

keytool -exportcert -alias andreiddebugkey -keystore path-to-debug-or-production-kKeystore =

list -w

00:00:00:00:00:00:00:00:00:00:00:00:00:00:00,00:00:00:00:00
Package name
From your AndroidManifest.xmi file

COM,AMAzon Mysamplearn
cae

8. In Package name, enter the package name in the format com amazon. mysanpl eapp.
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9. Choose Create.

10. In the OAuth client pop-up, copy and save the value generated for your Android client ID. You will
need this client ID to implement Google Sign-In in your Mobile Hub app. After you copy the client
ID, choose OK.

OAuth client
Here is your client ID

aiem o Misaleeis | . apps . googleusercontent . coa

11. Paste the Android client ID value into the Mobile Hub Google Android Client ID field for your
project.

/\

To get started, you'll need the web app client |D provided by the Google
developer console, when you enabled the Google+ APIL.

Google Web App Client ID

You'll also need the iOS andfor Android client 1D, depending on which
platforms you support.

Google Android Client ID

Google i0S Client ID

Save changes Cancel changes

Creating an OAuth iOS Client ID

To enable Google Sign-In for your iOS Mobile Hub sample app, you must create an iOS OAuth client
ID for your app. This enables your Mobile Hub sample app to access Google APIs directly and to
manage token lifecycle through Amazon Cognito Identity. This iOS OAuth client ID is in addition to
the web application OAuth client ID that you created while Creating a Google Developers Project and
OAuth Web Client ID (p. 60).

To integrate Google Sign-In for your iOS sample app, you must generate an iOS OAuth client ID in the
Google Developers Console. You will provide this client ID to Mobile Hub during the Google Sign-In
configuration.

To create an OAuth iOS client ID

1. Go to the Google Developers Console at https://console.developers.google.com.

2. Inthe Dashboard for your project, go to the Use Google APIs section and then choose Enable
and manage APIs.
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= Google Deve
fy Home Dashboard
1i!  Dashboard
Preject: My Project Documentation
= Activity
10: nifty-province-114920 (#306664077196) v

B Google Cloud Pi

El Google Cloud 5c
Use Google APls
E Google Clovd Tu

Try App En

API  Enable and man Envirgnme|

3. Inthe API Manager, choose Credentials in the left side menu.

Google Developers Console

API API Manager Credentials
'3’ Overview Credentials Qayth consent screen Domain verification

Credentials Mew credentials ~ [ESEIERES

Create credentials 10 access your enabled APIs. Refer to the API documentation for details.

OAwth 2.0 client IDs
Name Creation date Type Cliemt ID
Maobile Hub sample Jan 22, 2016 Web application 3E2439791
app web client

4. Choose New Credentials and then choose OAuth client ID.

Google Develop

API API Manager Credentials

*3‘ Overview Credertialy OAUTH ConBent screen Damiin veriheation

oo CE=mm

AP ey o &
Identifies your project using o simple AP1 kay to check quota and sccess.
For AP like Google Trarmlute.

Cduah chem 1D

Regquesis uper conzent 30 your app con access the user's data,
Fior APis likce Google Calendar.

Service account key e
Enables serverio-server, app-ievel suthentication using robot acoounts,
Foor use with Googhe Cloud APis:

Hekp e choose

5. In Create client ID, choose iOS.
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= Google Developers Console Q

API API Manager Credentials

<r  Overview “

or  Credentials )
Create client |D

Application type
Web application
Androkd Learn more
Chrome App Learn more

05 Leam mone

PlayStation 4
Other

Gancel

6. In Name, enter a name in the format com anmazon. nysanpl eapp i OS client |D.
7. InBundle ID, enter the bundle name in the format com anazon. nysanpl eapp.

Credentials

-

Create client ID

Application type
Web application
Android Leam mane
Chrome App Leam more
#® 05 Leam mora
PlayStation 4
Other
Name

Bundie 1D
COM.AMAZoN.mysampleapp

App Store ID

Team ID
Croate e 0]

Choose Create.

In the OAuth client pop-up, copy and save the value that was generated for your iOS client ID.
You will need these values to implement Google Sign-In in your Mobile Hub app. After you copy
the client ID, choose OK.
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OAuth client
Here is your client ID

C L YR A iy shl e W .apps . googleusercontent. com

10. Paste the iOS client ID value into the Mobile Hub Google iOS Client ID field for your project.

/\

To get started, you'll need the web app client 1D provided by the Google
developer console, when you enabled the Google+ APIL.

Google Web App Client ID

You'll also need the iOS and/for Android client ID, depending on which
platforms you support.

Google Android Client ID

Google i0OS Client ID

| Concel changes |

Verifying All Platform Client IDs

If your app supports both Android and iOS platforms, then your app project in the Google Developers
Console will now have three client IDs: one for web application, one for Android, and one for iOS. You
can verify that you have all of the credentials for all of the platforms by looking at the Credentials panel
in the API Manager for your app, as shown in the following.

Credentials
Crgdegntials Dlth Gorianl BEroon Drormiin virilcation
Mgw crodontialy =
Croale credieniials b0 access your enabled AFls. FRefer io the APl doosmenialion for delals

Ofuth 2.0 cliant 105

Bame Croaton date ~ Troa

COM.AMATON Mysamplespp  Jan 23, 2016

SO ATATON. T EAMpEDD Jan 3, 2004

Android client 1D

Mstiln Hubs B/l 850 Jan 22, 2018 Wk g PR T AT O AR )
woeh chent
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Setting Up Custom Authentication

You can use your own authentication system, rather than identity federation provided by Facebook

or Google, to register and authenticate your customers. The use of developer-authenticated identities
involves interaction between the end-user device, your authentication back end, and Amazon Cognito.
For more information, see the following blog entries:

¢ Understanding Amazon Cognito Authentication
¢ Understanding Amazon Cognito Authentication Part 2: Developer-Authenticated Identities

To use your own authentication system, you must implement an identity provider by extending the
AWBAbst r act Cogni t ol denti t yProvi der class and associating your provider with an Amazon
Cognito identity pool. For more information, see Developer Authenticated Identities in the Amazon
Cognito Developer Guide.

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the User Sign-in feature.

Maobile Hub Cloud Logic APls

Manage your resources

Ej Amazon Cognito Identity Pools

Amazon Cognito provides identifiers and secure access tokens for your app uiers based on their
authentication state so you can ensure secura access to your AWS sarvices without embedding
developer credentials in yowr mobile app. To provide secure access for your project, the AWS Maobile
Hub has provisgioned an Amazon Cognito Identity Pool

cloudlogicapis_MOBILEHUB_1421569281 (#

* Amazon 53 Buckets

Amazon 53 allows you to siore files in the cloud organized in buckets. Depending on which features
you have configured, we have provisioned budkets for User Data Storage and for App Content
Delivery.

cloudlogicapis-deployments-mobilehub-1421569281 =

a
:1, APl Gateway
AP| Gateway configures APIs for your cloud logic. The APIs you have created are listed below.

MyCloudLoglcAPl-MobileHub- 1421569281 =

? SAML Providers

A SAML 2.0 identity provider is an entity in 1AM that describes an identity provider (IdP) service. You
use a SAML identity provider when you want to establish trust between an SAML-compatible IdP
such as Shibboleth or Active Directory Federation Services 20 that users in your organization can
access AWS resources,

arm:aws:iam::367 278834079 saml-providerftest &

El Amazon Cognito User Pools

Amazon Cognito provides a user directory to allow your users to sign
appécation. User pools scale to hundreds of millions of users and pro
options for you as a developer.

cloudlogicapis_userpool MOBILEHUB 1421569281 &

P AWS Lambda Functions

Amazon Lambda nens your code in the clowd so you can execute back
function that you have créated is listed below.

MyCloudLogicAPl-itemsHandler-mobilehub-1421569281 2

? AWS Identity and Access Management Roles

AWS Identity and Access Management (LAM) securely controls acces
resources. The following LAM roles provide Mobile Hub the permissic
resources and provide your users access to the features you configun

MaobileHub_Service Role F
cloudlogicapis_smaverification_MOBILEHUB_1421569281 &
cloudlogicapis_auth_MOBILEHUB_1421569281 &

MOBILEHUB-1421569281-Developme-lambdaexecutionrale-1ADD!
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Quickstart App Detalils

In the Mobile Hub quickstart app, the User Sign-in demo enables users to use features that access
AWS resources without authentication or by signing in to the app via identity providers including
Facebook, Google, SAML Federation or Email and Password.

When you add User Sign-in to your project with the Optional Sign-in option, choosing the app's
quickstart sign-in demo returns and displays the user's Amazon Cognito Identity Pool ID. This identifier
is associated with the app instance's device currently accessing AWS resources.

When you add User Sign-in to your project with Required Sign-in, choosing the app's quickstart
sign-in demo displays a sign-in experience branded to match the identity provider(s) configured in the
project. Signing in to the demo authenticates the user in the selected identity provider service and
returns and displays the Amazon Cognito Identity Pool ID identifier of the user.

Version 1.0
73



AWS Mobile Hub Developer Guide
Setup and Requirements

Build a Social Messaging App Using
Multiple Mobile Hub Features

Amazon Web Services (AWS) provides mobile app developers with a powerful back-end platform that
is easy to provision and easy to maintain. AWS provides your application with rich, flexible features that
can scale up to meet very large demands and you pay only for the services you use.

In this walkthrough, we show you how to use AWS Mobile Hub to create the cloud backend for a social
messaging application that we call AWSSampleMessenger. You will then complete a few integration
steps and produce a demonstration chat app with features similar to those found in many popular
mobile apps on either Android (Java) or iOS (Swift). This walkthrough takes about an hour to complete.

Topics

Setup and Requirements (p. 74)

Sample App Features (p. 75)

Step 1: Creating a Mobile Hub Project (p. 77)
Step 2: Adding User Sign-in (p. 78)

Step 3: Adding NoSQL Database (p. 79)
Step 4: Adding User Data Storage (p. 83)
Step 5: Adding Push Notifications (p. 84)
Step 6: Integrating Backend Features (p. 86)
Sample App Code Tour (p. 90)

Setup and Requirements

To complete this walkthrough, you need the following.

Prerequisites

You must have these things before beginning this walkthrough.

¢ Basic knowledge of app development using Android and Java or iOS and Swift
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¢ AWS account

If you do not have an AWS account, use the following procedure to create one.
To sign up for AWS

1. Open http://aws.amazon.com/ and choose Create an AWS Account.
2. Follow the online instructions.

Android System Requirements

To complete this walkthrough for Android apps, you need the following software.

¢ Android Studio 1.4 or newer
¢ Android SDK 4.4 (KitKat) API level 19 or newer
¢ Android SDK Build-tools 23.0.1

¢ Android device with Android OS 4.0.3 (Ice Cream Sandwich) API level 15 or newer for testing.
Optionally, you can use AWS Device Farm to test your app remotely on real hardware.

I0OS System Requirements

To complete this walkthrough for iOS apps, you need the following software.

¢ Xcode 7.1 or newer version

Sample App Features

The features of the AWSSampleMessenger app described in this walkthrough are typical of popular
social messaging mobile apps. They enable the app to:

¢ Provide user login, using Facebook or Google+ accounts

« Enable creation of chat rooms and invitation to friends from the address book
¢ Send and receive messages

« Store and share pictures

App Design and Implementation

Both front-end and back-end implementation of these features often requires substantial development
work common to other kinds of mobile apps and back ends. This work includes:

« Creating sign-in functionality for each social media platform.

¢ Creating and maintaining an affordable and scalable cloud infrastructure that is able to handle
millions of chat rooms and billions of messages every day.

« Capturing usage data, analysis and visualization to understand app performance and keep track of

consumer use patterns. This data helps prioritize enhancements for ease-of-use and to maximize
revenue.

As this walkthrough shows, AWS Mobile Hub can significantly reduce the development time required to
build both the front end and back end of these features to publish a social media mobile app.
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Remember: this is a tutorial demo app.

The design of the demo app reflects a balance between using best practices for concerns
like security and user experience versus keeping the tutorial simple enough to complete in
about an hour. To deploy this mobile app in production, we recommend you consider security
requirements to meet your intended use cases, which are outside the scope of this simple
project. For example, some enhancements could be made around:

¢ Access control - Set up access permissions policies that provide users the ability to control
who can contact them through the app.

« Data encryption - For the demo app, all chat communication between devices is encrypted
in transport via https. However, the images shared via Amazon S3 and conversation text
stored in Amazon DynamoDB are not encrypted by default in the sample app.

« To implement server-side encryption of data in Amazon S3, see Protecting Data Using
Encryption .

» To learn about DynamoDB client-side encryption via a Java-based DynamoDB encryption
client, see Client-side Encryption for Amazon DynamoDB .

Using the App

Upon starting the app, the user is given the option to sign in via Facebook or Google+.

Users create a new chat room by pressing the icon on the top-right corner of the screen.

o3 Chats

Users invite others into the chat room from the address book by pressing the “+” icon on the top-right
corner of the screen.

Craate Geoup Chat
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Step 1: Creating a Mobile Hub Project

In this step, you create a Mobile Hub project called AWSSampleMessenger. As you perform the steps
described in this walkthrough, Mobile Hub provisions and configures the AWS services and resources
that make up the back-end features you add to your project.

After you finish configuring all the features used by the project, you can download sample app code
from Mobile Hub containing the identifiers of all resources created for those features. You then
integrate the Mobile Hub project features into your AWSSampleMessenger Getting Started project, by
copying those identifiers into its source code.

To create the AWSSampleMessenger project in Mobile Hub

1. Navigate to the AWS Mobile Hub console.
2. Choose Create new mobile project.

o e e e e
3. Type AWBSanpl eMessenger in the field labeled What is your project name?

What is your project name?

4. Select a region by choosing the pencil icon to the right of the label that describes the default region
where your project's AWS resources are hosted. Unless you need to select a different region, skip
this step and choose Create project.

Resources for your project will be created in the US East (Virginia) région. #

Reasons for selecting a region other than your default can include that your app is aimed at users
in a region different than yours, or that your app depends on region-specific resources like AWS
Lambda functions or Amazon SNS notification topics.
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Step 2: Adding User Sign-in

In this step you add the Mobile Hub User Sign-in feature to the AWSSampleMessenger project. The
User Sign-in feature lets users sign in using their existing social network accounts, such as Facebook
and Google+.

This feature uses Amazon Cognito Identity and AWS Identity and Access Management (IAM) services
in conjunction with external identity providers. For more information about this Mobile Hub feature and
the AWS services that it uses, see User Sign-in (p. 52).

To add the User Sign-in feature to the AWSSampleMessenger project

1.

Choose User Sign-in in the Mobile Hub console.

Oersioper

Pick and configure features for your project

S =

User Signin
L% O WA g I e i ety
DT O O Qe KPS FrteeT.

+
App Analytics

oot g wiage sormation and alre ey

Configure the sign-in options for your app by choosing Facebook Login or Google Sign-in as a
sign-in provider to authenticate user credentials from the provider. Then enter the identifiers from
the service your app will use for sign-in. Choose Save Changes.

The AWSSampleMessenger project does not support SAML Federation or Email and Password
sign-in features.

& User Sign-in

Lart your users. shgn in with public identity providers or your own Identity system.

Which sign-in providers do you want to enable?

4 can authenticate your app users with a combination of Facebook Login, Googhe Sign-in, or email and password authentication and
AT tIGIT SGCUND BECESS 10 YOUT AWS resoirces li databases. You £an Slso integrats an existing corparste drectary in & SAMLenabled
sribity provider and enable access control to AWS backend resources using Mobide Hub,

©) Ernail and Password @ Focebook Login © Googie Signin ) samL Federation

For more information about acquiring a Facebook app ID, see Setting Up Facebook
Authentication (p. 57). For information about acquiring Google+ app and client IDs, see Setting Up
Google Authentication (p. 60).

Choose Required and then choose Configure more features. Choosing required sign-in means
that the quickstart app Mobile Hub generates requires user authentication to access all features of
the app. With optional sign-in, some features are available to unauthenticated users.
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Are users required to sign in to your app?

Choosing Optional will allow users who have not signed in to ac0ess unfestricted AWYS resources you configure for your app. Choosing
toquired will enforce user prioe o sing your app’s AWS resources.

fleases

What do you want to do next?

Integrate with your apn

Step 3: Adding NoSQL Database

The Mobile Hub NoSQL Database feature uses Amazon DynamoDB to provide easily programmed,
mobile-friendly data. NoSQL avoids many constraints of relational databases and can be scaled to
meet AWSSampleMessenger app requirements for chat rooms created and used daily by millions of
users. Data about chat rooms, conversations, and chat room recipients is stored in and retrieved from
the cloud, using NoSQL Database tables.

The steps in this section implement the schema of the AWSSampleMessenger app in the form of
DynamoDB tables that are provisioned and configured with access permissions for the users of your
app. To learn more about how the schema is used in this project, see AWSSampleMessenger schema
and database code for iOS or Android.

For more information about this Mobile Hub feature and the AWS services that it uses, see NoSQL
Database (p. 26).

To create NoSQL Database schema and tables for this app

1. Choose NoSQL Database from the Mobile Hub console.

MoSQL Database

Store data in a fully managed cloud database.

2. Choose Enable NoSQL, then + Add a new table, and then Custom to configure a new schema.

@ | B

How would you like to define your database schema?
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3. To create the UserProfile table, type User Pr of i | e for the Table name and then choose
Protected permissions. You use this table to contain data for chat participant identities and

relationships.

Table nume
T
Tabie resounce; awssampl nQesmobiehs JuarProfie
What permissions would you like for this table?
Pubiic Protected Private
QT Ll ooty MRk
What attributes do you want on this table?
Alrete nae Tywe Partition by Sort hey
o v v

4. Choose Add attribute to add the following attributes to the table.

« Attribute name: phone; Type: string; Sort key: Yes (selected)

« Attribute name: nare; Type: string; Sort key: No
¢ Attribute name: pushTar get Ar n; Type: string set; Sort key: No

What attributes do you want on this table?

o
= R
Harre *®
o .
[ e
© Gt e b
Primary Index Queries Enampies
Get Hem Findd it with unerid = ABC andl phone = ABC

Chsery by Partition Ky Find a8 iserms with usevidl = ABC

ABC and phene s < K12

Cuery by Partition Ky and Find sl

by P Find a8 = ABC and phone is Detween 322
] Fier o 222 ) o R, with X7

5. Choose Create table.

 Chbies s Lable can e

Priemasy bfan Dusries Exsmples
it o with e = ABC and phons = ABC
Coury by Pastition Key st ol itwores woith sl = ABC

Cuary by Partition Key and Sort Condition it 38 g with usavidl = ADC and phone is < 122

Ey Partition Key, Sort Condition, it ol i with usaeidl = ADC s phone is etwoon 82
and Faar 808 £33 4l Piarma Eebgng. with XY

What indexes do you want on this table?

6. Choose Create table in the confirmation dialog.
7. Now create the ChatRoom table. Choose Add a new table then choose Custom. Type Chat Room
for the Table name and then choose Protected permissions.

Version 1.0
80



AWS Mobile Hub Developer Guide
Step 3: Adding NoSQL Database

Do you want to add a database to your app?

Mo ¢ Erablo NoSOL
s Partition key Seort hey Ioma. Capuacity
UterProfis weetd Bhéns 8 3y [ | [

© Your changes have been saved
R ——

Conligpure mare

Letegrnte wth oy b

8. Choose Add attribute to add each of the following attributes to the table.

Attribute name: chat Room d; Type: string; Sort key: Yes (selected)
Attribute name: cr eat edAt ; Type: string; Sort key: No

Attribute name: nane; Type: string; Sort key: No

Attribute name: r eci pi ent s; Type: string set; Sort key: No

VWhat attributes do you want on this tablers

Atiribute name Tret Partition hey  Sor ey
id veg - ®
tatRoornds st v ®
srestedAt oy ®
mame ey ®
recegients ring 3¢ ®

At parnse

9. Choose Add index.

resegarts gt x
¥ Ouaries thes table can perkorm.

Primary Indes Cuaries Enamples

Get lem Find i with useid = ABC and chatRooemid = ABC

Qusery by Partition Key Find ol ierm with, userid = ABC

uery by Partition Key and Seet Condition Firsdl 2 itevna with userid = ABL and chatRloomid is < ez

Ky, Find usenhd = ABL et
aned Fiter B4 ared FEF S ereatedAl Baging with XY
What indexes do you want on this table?

TN

10. Type ByCr eat i onDat e for Index name. Choose chat Roomnl d for Partition key and cr eat edAt
for Sort key.
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and Fater ) 233 3 224 el creatodAL bagens with XY
‘What indexes do you want on this table?
Inden mame Partition bey Savt by
ByCoeationDate R ereatedtt -
¥ Ouevies this index can perform.

11. Choose Create table and then choose Create table in the confirmation dialog.

12. Now create the Conversation table. Choose Add a new table and then choose Custom. Type
Conver sati on for Table name and then choose Protected permissions.

13. Choose Add attribute to add each of the following attributes to the table.

Attribute name: conver sat i onl d; Type: string; Sort key: Yes (selected)
« Attribute name: cr eat edAt ; Type: string; Sort key: No

Attribute name: chat Roonl d; Type: string; Sort key: No

Attribute name: i mageUr | Pat h; Type: string set; Sort key: No

Attribute name: message; Type: string set; Sort key: No

What attributes do you want on this table?

Atiribute name Tyme Partitiom key  Sort key

] ®

14. Choose Add index.

15. Type ByCr eat i onDat e for Index name, choose chat Room d for Partition key and cr eat edAt
for Sort key.

and Fator : 583 $nad 273 e ErestedAL Bagens with XY
‘What indexes do you want on this table?
Indin mame Partitin bey Soet by
BreeatonDate - P— «
> Guaries this indes can parform,

16. Choose Create table and then choose Create table in the confirmation dialog.
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Partition ey

UserPrafile widrid phang
wertd
unerkd

Conmversation

@ Your changes have been sived.

Tee revouree reation detais

Configure more features Integrate with my a0

17. Choose Configure more features.

Step 4: Adding User Data Storage

The Mobile Hub User Data Storage feature enables your mobile app user to store files and synchronize
app data in the cloud. The AWSSampleMessenger app uses User Data Storage to create an Amazon
S3 bucket that acts as the storage location for images exchanged during a conversation.

For more information about User Data Storage and the AWS services that it uses, see User Data
Storage (p. 46).

To add User Data Storage to the project

1. Choose User Data Storage on the Mobile Hub console.

User Data Storage

Store files for your users in the cloud, and store and sync user
data in keyhalue pairs.

Porwored by Amacon Cognito and 53

+

2. Choose Store user data and then choose Save changes.

3. Open the S3 console at https://console.aws.amazon.com/s3/ to modify the access policy for the
bucket you created. The access policy you are modifying ensures that only signed-in users have
access and that only the user who posts the image can delete it.

4. Choose the bucket Mobile Hub created for your project. The name looks like:

awssanpl enesenger - userfil es- nobi | ehub- 0123456789

Choose Properties from the top-right corner.
In Permissions, choose + Add more permissions.
Choose Any Authenticated AWS User from the Grantee drop-down list.
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= Permissions

You can control access to the bucket and its contents using access policies, Learn more,

Grantee: S +Ust + Upload/Delete v View Permissions ~ Edit Permissions *
Grantee: Any Authenticated AW! v List v Upload/Delete  View Permissions ~ Edit Permissions X
& Add more permissions 1 Add bucket policy 1 Add CORS Configuration

-

8. Choose Save.

9. Return to the Mobile Hub console and choose Configure more features.

Step 5: Adding Push Notifications

The Mobile Hub Push Notifications feature uses Amazon Simple Notification Service (Amazon SNS) to
provide robust messaging services for mobile apps. AWSSampleMessenger uses this feature as the
mechanism for notifying app users of incoming messages.

For more information about the Mobile Hub Push Notifications feature, see Push Notifications (p. 32).

To add Push Notifications to your Mobile Hub project

1. Choose Push Notifications on the Mobile Hub console.

(=)

Push Notifications

Send push notifications to individuals or groups of users.

Choose Enable Push Notifications

Choose the platform for the project.

Choose Android to configure push notifications for Android applications. For information on
obtaining your API key and sender ID, see Setting Up Android Push Notification (p. 41).
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Do you want to send push notifications to your app?

@ »

Ned required Enabie push

What platforms do you want to send messages to?

o

To enable Googhe Cloud Messaging (GCMI, you will nesd to enter your Google credentials
hede.

AP Key

Sender ID

For iOS: Choose iOS (Apple Push Notification service) to configure push notifications for iOS
applications. For information on obtaining your Apple Push Certificate (.p12), see Setting Up iOS
Push Notification (p. 34).

WO YOU Wall Lo 5ENd pUsn nouncauons W your apps

@ 4

Not required Enable push

What platforms do you want to send messages to?

To enable Apple Push Notification senvice [APHNs), you'll need to provide your Universal Apple
Certificate here

N

P12 Certificate

Browte. Mo Ml seiected

Certificate Password

Upioad certificate

Choose Save changes.

Add push natification publishing permissions. To send push notifications to your Amazon SNS
platform applications, modify the authenticated IAM role for your project so its permissions policy
allows publishing messages from the app.

Choose your project in the Mobile Hub console and then choose Resources from the left panel.

Choose your authenticated (_aut h_) role from the AWS Identity and Access Management card to
launch the IAM console where you can edit the policy associated with this role.

Version 1.0
85



AWS Mobile Hub Developer Guide
Step 6: Integrating Backend Features

? AWS Identity and Access Management

Roles

the features you configure

MobileHub_Service_Role

auth_MOBILEHUB

8. In the list of policies attached to the role, choose Edit Policy for the push policy with a name
similar to the following.

awssanpl enessenger _push_MOBI LEHUB_ 012345678

9. Check that the sns: Publ i sh action is present in the first statement for publishing messages
to any of your SNS applications. This allows authenticated app users to publish to other SNS
platform endpoints (other registered devices).

Pedicy Name

[anss anplemassenger] push_MOSILEMUE 735542085

Pelicy Document
A
“Version®: “2@12-18-17°,
“statesent™: [

Add this action to allow app users to send messages

“mesource™: [

1
e

10. Choose Apply Policy.
11. Return to the Mobile Hub console.

Step 6: Integrating Backend Features

This walkthrough guides you through the Mobile Hub process of configuring features for your
AWSSampleMessenger project. This process creates and configures new services and their resources
in the AWS cloud for your project. Mobile Hub offers two options for integrating those services into your
mobile app:
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« Integrate these features into your mobile app by following instructions for incorporating and invoking
each feature you configure in an existing mobile app you have created

¢ Use a Mobile Hub sample app with these features by downloading an auto-generated project
containing iOS or Android code that you can build and demonstrate use of each of the features you
configured.

The AWSSampleMessenger project is based on a project auto-generated by Mobile Hub.

Topics
¢ Integrating Android Apps (p. 87)
¢ Integrating iOS Apps (p. 89)

Integrating Android Apps

You will enable the AWS services that you configured for the AWSSampleMessenger app using the
identifiers and attributes of the resources that Mobile Hub provisioned as you completed the previous
steps. The AWSSampleMessenger sample project is structured so that you can quickly copy and paste
that information from the downloadable Mobile Hub quickstart app.

To integrate your AWS back-end services into an Android app

From your app, choose Integrate from the left navigation menu.
Choose Android.
In the Getting Started section, choose Option 1: Use a Mobile Hub sample app.

P o DdE

Choose Download a sample app.

Mobile Hub  AWSSampleMessenger

3 W05 Swift & 05 06

Setup Steps

Overview

The s

Option 1: Use a Mobile Hub sample app

Dewnload & sample app

DR O W demoratiases e Inaturey o have comdgun

5. Download the Getting Started AWSSampleMessenger Android package and unzip it.

https://s3-us-west-2.amazonaws.com/aws-mobile-hub/samples/awssamplemessenger/
AWSMessengerAndroid.zip

6. Open the app project in Android Studio and then open thej ava/ con anazonaws/ nobi | e/
AWBConf i gur ati on. j ava file. Fill in the values for each item whose value is an empty
string. You can find the correct values, which map to the AWS services you configured, in the
AWBConf i gur ati on. j ava file in the Mobile Hub project.

7. Choose the View menu and then choose Compare With....
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# Android Studio  File E.mt Mavigate Code Analyze Refsctor Build Run Tools VCS

t Android - [~/Dacuments/ AW SMotileHub g

[ ] = MWSConfigy  Tool Windows L
= " th == F =
O #4000 Q0 guick Definition (bam kL Zai?
AWS Sample Messenger for Android [0 Show Sibings 1 ) amazoeaws | [7) mobile | © AWSConfigur
# Androi - @  Quick Documentation ]
= Parameter Info ®P
Japp 2 o o
£ manifests xpression Type s s mobile;
- Context Info ~0Q
java
- : s, regions. Begions;
Scem i Jump to Source #1
Elamazonaws.mabile
EJcontent Recent Files ME [ETTING STARTE
3 downloader Recently Changed Files +36E 7,0 ©77°7a% % T0F T SRS
Elpush Recent Changes Stgc |- o
EJuser figuration {
E1util Comgpare With... D
Compare with Clipboard Bl sasagent string
AwsConfigiiral s = Final String ANWS_WOBTLEMUB_USER_AGENT

AWSMobileClie

Guick Switch

8. Find and select AWSConf i gur ati on. j ava in the Mobile Hub-generated project. Copy values
from the Mobile Hub project to the Getting Started project with the two files side by side.
‘] ":uJ:t:v“;t:::r:i;rat‘in;;,iav;;fl-Jser.s:” -I-h:i..':::Llll;nen:s;;;Sh;{;ll;;:-;;b_-'getti:;-;tar:e‘cl}.;;arn;;lnwsls‘;r:nler
t 4 [ Sde-by-side viewer Do not ignare Highlight words. FE & ?
AWSConfiguration java {fUsers! S/ Documents | AW... AWsConfiguration.java (fUsers ! s 'Docun
import com.amazonaws.regions.Regions; 1 12
12 13
13 14 & MOBILE HUB Gi
414 15 s
h vel 15 156 ¢ rs
keys. It should be kept < 16 17 or
17 18 .
public class AwSConfiguration { 18 19 public class AWSConfiguration {
i)
n publie static finel String AMS.H
T xS ._ffll_u.s_n__tlu@p_:_gcgaus-mu-du
PN stutie fiaal Regions MNAZN COGKITO| 24 28 public static final Regions AMAZ
Regions.US_EAST_1; h 25 26 & Regions . frosName( “us-east-1");
public static final String AMAZON_COGNITO 6 27 public static final String AMAT
& T—
;g i: wbl:i.c. ltlati:”f.i,ull.".Str.l;\n AMAT
<4 39 ne I"lc_iﬂﬁ?fdl?&:l.zﬂu_:hiu.:.!(h
;; §§ pun.l_i:“ static fi.u.llkég.im;s iz
P31 T
9. Verify the table names in the Amazon DynamoDB Tables section of the AWSSampleMessenger
project resources in the Mobile Hub console. You need these table names in the next step.
10. Add the following variable declarations to AWSConf i gur ati on. j ava in your Getting started app.
/ I Chat RoonDO TABLE NAME
public static final String AVAZON _DYNAMODB_TABLENAME CHATROOM = " <Your
Chat Room Tabl e Name>";
/1 Conver sati onDO TABLE NAME
public static final String AVAZON_DYNAMODB_TABLENAME_CONVERSATI ON = " <Your
Conversation Tabl e Name>";
[/ User Profil eDO TABLE NAMVE
public static final String AVAZON_DYNAMODB_TABLENAME_USERPROFI LE = "<Your
User Profil e Tabl e Name>";
11. Opentheres/val ues/strings. xm file in the Getting Started project and insert your Facebook

App ID as the value of f acebook_app_i d. Find your Facebook App ID in the Mobile Hub console
by returning to the configuration page for the User Sign-in feature of this app. Choose User Sign-
in and the Facebook icon.
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<string name="facebook_app_i d">0123456789012345</ stri ng>

You have now completed integrating your AWS services backend into your Getting Started app.

Integrating iI0OS Apps

You will enable the AWS back-end services that you configured for the AWSSampleMessenger app
using the identifiers and attributes of the resources that Mobile Hub provisioned as you completed the
previous steps. The AWSSampleMessenger sample project is structured so that you can quickly copy
and paste that information from the downloadable Mobile Hub quickstart app.

To integrate your AWS back-end services into an iOS app

P Db P

From your app, choose Integrate from the left navigation menu.
Choose i0OS.
In the Getting Started section, choose Option 1: Use a Mobile Hub sample app.

Choose Download a sample app.

Mobile Hub - AWSSampleMessenger

3 05 Swift & i05 ObRC.

Setup Steps

Overviow

The s

Option 1: Use a Mabile Hub sample app

Download & sample app
Joemicasd TS BSFTEMS 8P INTYECL W GRTIORAT 826 e Inaturm v have contguee

B iser Data Storage

Download the Getting Started AWSSampleMessenger iOS package and open the project in
Xcode.

https://s3-us-west-2.amazonaws.com/aws-mobile-hub/samples/awssamplemessenger/
AWSMessengerSwift.zip

Open the Mobile Hub quickstart sample project in Xcode. Open the Info tab and copy the entire
AWB dictionary.

Delete the AWS dictionary file of the i nf 0. pl i st in your Getting Started project and then paste
the dictionary copied in the previous step.
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8. Look up and note the table names given under the Amazon DynamoDB Tables section of the
AWSSampleMessenger project resources in the Mobile Hub console. You need these table names
in the next step.

9. Enter the DynamoDB table names in the DynamoDBTables key section of the Info tab in the
AWSSampleMessenger project.

FacebookDisplayMName

~  String MySampleApp
¥+ Supported Interface orlentations (IPady 2 A items
Bundie identifier & $(PRODUCT_BUNDLE_IDENTIFIER)
| DynamoDBTables £ OO Dictionary 2 (3 items)
UserProfile String awssamplemassengar-maobilehub-
Cornversation String awssamplemessenger-mobilehub-
ChatRoom String awssamplemessenger-mobilehub-

Rumdin craator 05 Tvoe code ] nn

10. Enter your Facebook App ID in the Getting Started project’'s FacebookAppl D key, found in the
Info tab. Find your Facebook App ID in the Mobile Hub console by returning to the configuration
page for the User Sign-in feature of this app. Choose User Sign-in and the Facebook icon.

" FacebookApplD 4 String
Localization native development region : t en
» Supported interface orientations (Pad) 4 4

11. Copy the URL Schemes from the i nf o. pl i st of your Mobile Hub project and paste them into the
i nfo.plist of your Getting Started project.

¥ UL Types (1}
com.amazon MySampleAnn

entitier comamammnMySampleA  URL Schames
B

com.amazon myssmpiesn
[]

hee Editor ]

» Additioral wl type properties ()

You have now integrated your AWS services backend into your Getting Started app.

Sample App Code Tour

This section describes how AWS backend services configured for this mobile app are integrated and
invoked in an app running either Android or iOS.

Topics
¢ Android Source Code (p. 90)
¢ iOS Source Code (p. 103)

Android Source Code

This section describes how the AWS back-end services configured for this Android mobile app are
integrated and invoked.

Topics
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¢ User Sign-in: Amazon Cognito and Identity Providers (p. 91)

¢ NoSQL Database: Amazon DynamoDB and the AWSSampleMessenger Schema (p. 91)
¢ User Data Storage: Amazon S3 (p. 96)

¢ Push Notifications: Amazon SNS (p. 98)

User Sign-in: Amazon Cognito and Identity Providers
AWSSampleMessenger uses Amazon Cognito Identity to implement the sign-in feature of your app.
Sign-in Required

AWSSampleMessenger user sign-in is configured so that a user must provide credentials that are
authenticated by an identity provider (Facebook Login or Google+ Sign-in, in this instance). When

a user signs in, a three-way communication occurs between the mobile client, the identity provider,
and Amazon Cognito. Successful authentication results in the user having an authenticated Amazon
Cognito Identity in the Cognito identity pool, associated with your version of this app.

In configuring the User Sign-in feature, Mobile Hub provisions AWS ldentity and Access Management
(IAM) roles and policies regarding authenticated and unauthenticated access to the resources you
configured, such as Amazon DynamoDB tables. For AWSSampleMessenger, a policy allowing access
is attached to the authenticated role. That authenticated role is attached to the Amazon Cognito identity
pool for your app, allowing any signed-in user access to the back-end resources for the app.

User Sign-in Components
Mobile Client

The Mobile Client bootstraps the app. It creates an identity manager to establish the user identity with
Amazon Cognito. It also enables the features you selected for the project. For example, it handles the
push notification device tokens, and indicates to the Amazon Mobile Analytics client when to pause and
resume metrics collection for the user session. Code for this component can be found in j ava/ conl
amazonaws/ nobi | e/ AWBMbbi | eCl i ent . j ava.

Identity Manager

The Identity Manager keeps track of the identity of the current app user by storing the user's Amazon
Coghnito identity pool ID. It assists with signing the user into the app if you have User Sign-in enabled
in your project. It passes results of the sign-in operation back to the application's handler. Code for this
component can be found in j ava/ conml amazonaws/ nobi | e/ user/ | denti t yManager . j ava.

Sign-in Manager

The Sign-in Manager is a single component that creates the sign-in identity providers and orchestrates
sign-in call flows. It is responsible for keeping track of the most recent provider, refreshing credentials,
and initializing sign-in buttons with the sign-in providers. Code for this component can be found in

j aval/ conl anazonaws/ nobi | e/ user/ si gni n/ Si gnl nManager . j ava.

NoSQL Database: Amazon DynamoDB and the
AWSSampleMessenger Schema

AWSSampleMessenger uses Amazon DynamoDB to implement the NoSQL database feature of your
app.

The Amazon DynamoDB tables configured for this app give the cloud data structure where app data is
dynamically stored in and retrieved from the User Pr of i | e, Chat Room and Conver sat i on tables.
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Table Indexes

Each table contains a primary index that consists of a primary key and a sort key, both of which
organize data for most efficient query path. The User Pr of i | e table is designed so that queries of
userld and phone have the best performance. The Chat Roomand Conver sat i on tables also have
a secondary index called By Cr eat i onDat e to maximize query performance based on the chat room
and the date when the chat room was created or the conversation happened.

Data Relationships

The tables contain some attributes in common. These common attributes indicate to the app the
relationship between items (equivalent to rows in a relational database). For instance, the recipients
participating in a Chatroom can be enumerated for a given conversation by querying the Chat Room
table r eci pi ent s attribute value based on the shared chat Roonl d value.

Security

The tables of this app are all Protected, which in Mobile Hub means the owner of an item in a table
can read and modify an item, everyone else can read but not modify the item data. The owner, in this
case, is the Amazon Cognito Identity ID connected to the instance of the app that created the item.
This security is enforced in the following ways:

* When a user takes an action in the app that creates an item, their Amazon Cognito Identity ID is
captured as the user | D attribute value for the item.

* Amazon DynamoDB table permissions have been configured such that when a user takes an action
that would modify the data of that item, the user | Dvalue is compared to the Amazon Cognito
Identity ID of the active user. If these values match, then modifying the data is allowed.

Schema
The following summarizes the table definitions of the AWSSampleMessenger schema.

Table Name: User Profil e

Table property Type of value Value

Security Protected
Primary Key string userld

Sort Key string phone

Attribute string nane

Attribute string set pushTar get Arn

Table Name: Chat r oom

Table property Type of value Value

Security Protected

Primary Key string userld

Sort Key string chat Roonl d

Attribute string creat edAt
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Table property Type of value Value

Attribute string name

Attribute string set reci pients
Secondary Index Name ByCr eat i onDat e
Secondary Index Primary Key string chat Room d
Secondary Index Sort Key string cr eat edAt

Table Name: Conver sati on

Table property Type of value Value

Security Protected

Primary Key string userld

Sort Key string conversationld
Attribute string cr eat edAt
Attribute string chat Rooni d
Attribute string i mageUr | Pat h
Attribute string nmessage
Secondary Index Name ByCr eati onDat e
Secondary Index Primary Key | string chat Roomnl d
Secondary Index Sort Key string cr eat edAt

How DynamoDB is Used

The following code in Cr eat eChat RoomAct i vi t y uses the AWSSampleMessenger schema to let
users create chat rooms and initiate conversations with one or multiple contacts from the device’s
address book.

An enumeration of selected recipients is retrieved from | oadUser sW t hPhonelLi st in the
User Prof i | e table. Running this code loads all the contacts from the authenticated user’s database.

publ i ¢ Pagi nat edScanLi st <Chat RoonDO>
| oadUser Chat Roons( Cogni t oCachi ngCr edenti al sProvi der provider){

ddbCl i ent = new AnazonDynanoDBC i ent (provi der. get Credential s());

ddbd i ent . set Regi on( Regi on. get Regi on( AWsConf i gur ati on. AMVAZON_DYNAMODB_REG ON) ) ;
nmapper = new DynanoDBMapper (ddbd i ent);

//find current user chat roomon the base of userld
Map<String, AttributeValue> filter = new HashMap<Stri ng,
AttributeVal ue>();
filter.put(":userld", new
AttributeVal ue().w t hS(provider. get Cachedldentityld()));
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DynanoDBScanExpr essi on scanExpressi on = new DynanoDBScanExpr essi on()
.withFilterExpression("userld=:userld OR
contains(recipients,:userld)")
.wi t hExpressi onAttributeVal ues(filter);

Pagi nat edScanLi st <Chat RoonDO> scanResult = napper. scan( Chat RoonDO. cl ass,
scanExpr essi on) ;

if(scanResult != null){
return scanResult;

}

return null;

saveNewChat Roominserts a new chat room in the Chat Roomtable, which lets the user
create a new chat room, with one or more recipients gleaned from the data produced by
| oadUser sW t hPhonelLi st .

String groupName, Set<String> recipientld, String chatRoom d) {

AmazonDynanmoDBCd i ent ddbd i ent = new
AnmazonDynanoDBC i ent (provi der. get Credential s());

ddbd i ent . set Regi on( Regi on. get Regi on( AWSConf i gur ati on. AMAZON_DYNAMODB_REG ON)
mapper = new DynanoDBMapper (ddbd ient);

chat RoonDO = new Chat RoonDQ() ;

chat RoonDO. set User | d( provi der. get Cachedl dentityld());
chat RoonDO. set Chat Roonl d( chat Rooml d) ;

chat RoonDO. set Cr eat edAt (dt);

chat RoonDO. set Nane( gr oupNane) ;

chat RoonDO. set Reci pi ent s(recipientld);

mapper . save( chat RoonDO) ;

cr eat eChat Roomcalls the two preceding functions in sequence.

public void createChat Roon( Vi ew vi ew) {
i f( contactsAdapter. phNoLi st. size()>0){

new AsyncTask<Voi d, Void, String>() {

@verride
protected String dol nBackground(Void... parans) {
String msg = "";
try {
Chat User Prof i | eManager userProfil eManager = new
Chat User Prof i | eManager () ;
awsReci pi ent Users =
user Profi | eManager. | oadUser sWt hPhoneLi st (credenti al sProvi der,
cont act sAdapt er. phNoLi st.toArray());

} catch (AnmzonServi ceException ex) {

nmeg = ex.getlLocal i zedMessage();

Log. e("CustonError", "--->" + ex.getlLocalizedMessage());
}catch (Exception ex){

nmeg = ex.get Message();
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}

return nsg;

}

@verride
protected voi d onPost Execute(String nsg) {

if( awsReci pientUsers.size() !'= 0 ){

new AsyncTask<Voi d, Void, String>() {

@verride

protected String dol nBackground(Void... paranms) {

String msg = "";

try {

/1 For current date

Cal endar cur_cal = Cal endar. getlnstance();

Date dt = cur_cal.getTinme();

Si npl eDat eFor mat dat eFor nat = new Si npl eDat eFor mat ("yyyy- Mt
dd' THH M ss' Z2'");

dat eFor mat . set Ti neZone( Ti neZone. get Ti neZone("en_US_PCSI X)) ;

//for chat roomid
UUI D uuid = UUID. randonJUl () ;
randonJUI DString = uuid.toString();

Chat Roomvanager chat Roomvanager = new Chat RoonmVanager () ;

/1 create hash set

Set <String> endpoi nt Set = new HashSet <String>();
for(UserProfil eDO userProfil eDO : awsReci pi ent Users){
endpoi nt Set . add(user Profil eDO getUserld());

chat Roomvanager . saveNewChat Roon{ dat eFor mat . f or mat (dt),
credenti al sProvi der, groupName. get Text().toString(), endpointSet,
randomJUl DSt ri ng) ;

} catch (AnmzonServi ceException ex) {

nmeg = ex.getlLocal i zedMessage();

Log. e("CustonError", "--->" + ex.getlLocalizedMessage());
}catch (Exception ex){

nmeg = ex. get Message();

}

return nsg;

}

@verride

protected voi d onPost Execute(String nsg) {

Intent intent = new | ntent (CreateChat RoomActivity.this,
Chat Activity.class);

intent.putExtra("ID', randonJUl DStri ng);

intent.putExtra("Flag", fal se);

startActivity(intent);

finish();

}

}.execute();

o

.execute();
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}else {

new Al ert Di al og. Bui | der ( Cr eat eChat RoomActi vity. this)
.setTitle(R string.error)

.set Message(R string. error_nessage)
.setPositiveButton(android.R string.ok, null)
.show();

}

}

When a user creates a new chat room in AWSSampleMessenger, the user can only add recipients who
are:

¢ Present in the user’s address book
« Already registered with the application

¢ Have registered with a phone number that matches the recipient’s entry in the user’'s address book

showChat Roons in Dashboar dAct i vi ty is called to display the chat room list.

private voi d showChat Roonms() {

i f (awsChat RoonsLi st.size() !'= 0){
/I change and set date format in Chat RoonDO
for ( Chat RoonDO chat Room : awsChat RoonsLi st) {
String changeDate =
chat RoonLi st Adapt er . set Dat eW t hNewfFor mat (chat Room get Creat edAt () ) ;
chat Room set Cr eat edAt (changeDat e) ;
}

for ( Chat RoonDO chat Room : awsChat RoonsLi st) {
chat Roonli st Adapt er . add( chat Roon) ;
}

chat Roonli st Adapter.sort();
chat Li st Vi ew. set Adapt er (chat Roonli st Adapt er);
chat Roomnli st Adapt er. noti f yDat aSet Changed() ;

chat Li st Vi ew. set Onl t enCl i ckLi st ener (new
Adapt er Vi ew. Onl t enCl i ckLi stener () {
@verride
public void onltenC ick(AdapterVi ew<?> parent, View view, final
int position, long id){
//call conversation activity
Intent intent = new
I nt ent (DashBoardActivity.this, Chat Activity.class);
intent.putExtra("1 D', chatRoonlListAdapter.getld(position));
intent. put Extra("Fl ag", fal se);
startActivity(intent);

}
1)

User Data Storage: Amazon S3

AWSSampleMessenger uses Amazon S3 to implement the user data storage feature of your app.
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Uploading an Image From Code

To enable upload of image files for sharing in chat sessions, the upl oadW t hDat a() function uses
I mageSel ect or Ut i | s to provide a path to the user Fi | eManager upl oadCont ent method and
facilitates the secure transfer to the S3 bucket used by the app.

private void uploadWthbData(lntent data) {

final Ui uri = data.getData();
//get file path froma Uri
final String path =
I mgeSel ector Uil s. getFil ePat hFromJri (Chat Activity.this, uri);
File resizeFile = null;
File file = new File(path);

Bi t map bi tmap = decodeSanpl edBi t napFronmri (path, 200, 150);
try {

resi zeFile = savebitmap(bitmap, file.getNane());
} catch (1 OException e) {

e.printStackTrace();

}

//get an instance of User File Manager which uploads files from Anazon S3
user Fi | eManager . upl oadCont ent (resi zeFi | e, resi zeFi | e. get Nane(), new
Cont ent Progr essLi stener () {

@verride
public void onSuccess(final Contentltemcontentltemn) ({

Cogni t oCachi ngCredenti al sProvi der credenti al sProvider = new
Cogni t oCachi ngCredenti al sProvi der (
get Appl i cati onContext (),
AWSConf i gurati on. AMAZON_COGNI TO_| DENTI TY_POCL_I D, //
Identity Pool ID
AWSConf i gur ati on. AMAZON_S3_USER FI LES_BUCKET_REG ON //
Regi on

)

final AmazonS3 s3 =
new AmazonS3d i ent (credenti al sProvi der);

s3. set Regi on( Regi on. get Regi on( AWSConf i gur ati on. AVAZON_S3_USER_FI LES_BUCKET_RE

final String identityld = AWSMbbi |l eC i ent. defaul t Mobil el ient()
.getldentityManager ()
.get Credenti al sProvi der ()
.get Cachedl dentityld();

[/ full path of upload inmage
final URL presignedUl =
s3. gener at ePresi gnedUr | ( AWSConfi gur ati on. AMVAZON_S3_USER_FI LES_BUCKET,
S3_PREFI X_PRI VATE + identityld +"/"+contentltem getFil ePath(),
new Dat e(new Date().getTinme() + 60 * 60 * 1000));

String[] urlParts = presignedUrl.toString().split("\\?");

upl oadedl magePath = url Parts[0];

sendBtn. cal | Ond i ck();
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Log. d("URL", upl oadedl nagePat h) ;
}

@verride
public void onProgressUpdate(final String fileNane, final bool ean
i sWai ting,
final long bytesCurrent, final |ong
bytesTotal ) {
Log. d("URL", fileNane);
}

@verride
public void onError(final String fileName, final Exception ex) {

Log. e("Custonkrror", "--->" + ex.getlLocalizedMessage());

}
1)

Push Notifications: Amazon SNS

AWSSampleMessenger uses Amazon SNS to implement the push notifications feature of your app.

The following code establishes identifiers for the send-and-receive endpoints needed to complete a
push natification interaction between users. In this code the identifier is called t ar get ARN and is in the
form of an Amazon Resource Name (ARN).

Establishing the User’'s Push Endpoint

In Logi nActi vi ty, the following function interacts with the User Pr of i | e table to establish identifiers
for the endpoint of the user's device.

new AsyncTask<Voi d, Void, String>() {

@verride

protected String dol nBackground(Void... paranms) {
String nmeg = "";
try {

/'l register device first to ensure we have a push endpoint.
pushManager . regi st er Devi ce() ;
i sUser =

user Profi | eManager . i sUser Exi st (cachi ngCredenti al sProvi der);

Log.i ("AWS"', nsQ);

} catch (AnmzonServi ceException ex) {
nmeg = ex.getlLocal i zedMessage();

Log. e("Custonkrror", "--->" + ex.getlLocalizedMessage());
}
return nsg;
}
@verride

protected voi d onPost Execute(String nsg) {
if (isUser I'=null) {
if (isUser.getltens().size() == 0) {

// get phone nunber
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LayoutInflater i = Layoutlnflater.fron(Logi nActivity.this);
View pronptsView = li.inflate(R |ayout.pronpt, null);
Al ertDi al og. Bui | der al ert Di al ogBui | der = new
Al ertDi al og. Bui | der (Logi nActivity.this);
al ert Di al ogBui | der. set Vi ew( pronpt sVi ew) ;
final EditText userlnput = (EditText)
pronpt sVi ew. fi ndVi ewByl d(R. i d. edi t Text Di al ogUser | nput) ;
/1 set dialog nessage
al ert Di al ogBui | der
. set Cancel abl e(fal se)
.setPositiveButton(R string. ok,
new Di al ogl nterface. Ond i ckLi stener() {
public void onCick(final Dialoglnterface
dialog, int id) {

new AsyncTask<Voi d, Void, String>() {
@verride
protected String
dol nBackground(Void... parans) {
String meg = "";
try {
/1 create hash set
Set <String> endpoi nt Set = new
HashSet <String>();

endpoi nt Set . add( pushManager . get Endpoi nt Arn());

String ph =
user | nput.get Text().toString();

//add user profile
information in UserProfile table

user Profi | eManager. addUser Profi | e(endpoi nt Set, ph, identityManager,
cachi ngCredenti al sProvi der);

} catch (AmazonServi ceException

ex) {
msg =
ex. get Local i zedMessage() ;
Log. e("CustonError", "--->"
+ ex. get Local i zedMessage());
}
return nsg;
}
@verride

protected void onPost Execute(String
msg) {
startActivity(new
I ntent (Logi nActivity.this, DashBoardActivity.class)

.setFl ags(Intent. FLAG ACTI VI TY_CLEAR TOP)) ;
finish();
di al og. cancel ();

}.execute();

}
)

.set Negati veButton(R string.cancel,
new Di al ogl nterface. Ond i ckLi stener() {
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public void onCick(Di al oglnterface dial og,
int id) {
di al og. cancel ();
}
1

/1 create alert dialog
AlertDialog alertDialog = al ertDi al ogBui | der.create();
/1 show it
al ert Di al og. show() ;
} else {

final String phNo =
i sUser.getltens().get(0).get("phone").getS();
Li st<String> endpoi ntArn =
i sUser.getltens().get(0).get("pushTarget Arn").getSS();
final Set<String> endpointSet = new HashSet<String>();
endpoi nt Set . add( pushManager . get Endpoi nt Arn());
for (int i =0; i < endpointArn.size(); i++) {
endpoi nt Set . add( endpoi nt Arn. get(i));

}
new AsyncTask<Voi d, Void, String>() {
@verride
protected String dol nBackground(Void... parans) {
String meg = "";
try {

//add user profile information in UserProfile
tabl e

user Profi | eManager. addUser Pr of i | e( endpoi nt Set ,
phNo, identityManager, cachi ngCredenti al sProvider);

} catch (AnmzonServi ceException ex) {
nmeg = ex.getlLocal i zedMessage();
Log. e("Custonkrror", "--->" +
ex. get Local i zedMessage()) ;
}

return nsg;

}

@verride
protected voi d onPost Execute(String nsg) {
Log. d(LOG_TAG "Launching DashBoard Activity...");
startActivity(new Intent(Logi nActivity.this,
DashBoar dActi vity. cl ass)
.setFl ags(I ntent. FLAG ACTI VI TY_CLEAR TOP) ) ;

}.execute();

}

}.execute();

Establishing the User’s Push Endpoint and Pushing

Chat Act i vi t y contains the sendPush() function, which interacts with the User Pr of i | e table to
establish identifiers for a recipient’s endpoint when a push notification is sent. In the following code,
the function then sets a Publ i shRequest object’s attributes using that recipient t ar get Ar n, along
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with MessageSt r uct ur e and Message. That object is passed to the AmazonSNSCl i ent publ i sh
method.

Note
Sending push notification from mobile end points is not a best practice. Instructions are
included in the sample application for demonstration purposes.

private void sendPush(){

new AsyncTask<Voi d, Void, String>() {

@verride

protected String dol nBackground(Void... parans) {
String meg = "";
try {

Cogni t oCachi ngCr edenti al sProvi der credenti al sProvider = new
Cogni t oCachi ngCredenti al sProvi der (
get Appl i cati onCont ext (),
AWSConf i gur ati on. AMAZON_COGNI TO | DENTI TY_POOL_ID, //
Identity Pool ID
AWEConfi gurati on. AVAZON_SNS REG ON // Region

)

AmazonSNSCl i ent snsClient = new
AnazonSNSCl i ent (credenti al sProvi der. get Credential s());

snsC i ent. set Regi on( Regi on. get Regi on( AWSConf i gur ati on. AVAZON_SNS_REG ON) ) ;
for (UserProfil eDO userData : awsUsersbData) {
String currentUserlD =
credenti al sProvi der. get Cachedl dentityl d();
String userl D = userData.getUserld();
if(!'userlD. equal s(currentUserlD)){
Set <String> target Arn = userDat a. get PushTar get Arn();
/'l create an iterator
Iterator targetArnlterator = targetArn.iterator();
for( ;targetArnlterator. hasNext();){
Publ i shRequest publ i shRequest = new
Publ i shRequest () ;
publ i shRequest . set MessageStructure("json");

publ i shRequest . set Target Arn(target Arnlterator.next().toString());

String sender =
i dentityManager. get CurrentldentityProvider().getUserNane();

String default Message = String.format("\"default
\": \"Sent By %\",\n", sender);

String gcrmvessage = String. format ("\"GCM":\"{\\
\"data\\\": {\\\"nmessage\\\":\\\"Message sent by %\\\",\\\"chat Room d\\\":\\
\"os\\\"}}\ ", \n", sender, chat Roomnl d) ;

String apnsMessage = String.format ("\"APNS\":\"{\
VWhaps\ WV {(\\\"al ert\\\":\\\"Message sent by %\\\"}, \\\"chat Room d\\\":\\
\"os\\\ "}V "\ n", sender, chat Room d) ;

String apnsSANDBOXMessage =
String. format ("\"APNS_SANDBOX\ ":\"{\\\"aps\\\":{\\\"al ert\\\":\\\"Message
sent by 9%\\\"},\\\"chat Rooml d\\\":\\\"9%\\\"}\ "\ n", sender, chat Room d);

String message = String.format("{\n" +
def aul t Message + gcnmivessage + apnsMessage + apnsSANDBOXMessage + "}");

publ i shRequest . set Message( nmessage) ;

try{
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Publ i shResult publishResult =
snsCl i ent. publ i sh(publishRequest);
Log.i ("AWS", publishResult. get Messagel d());
} catch (AnmzonServi ceException ex) {
nmeg = ex.getlLocal i zedMessage();
Log. e("Custonkrror", "--->" +
ex. get Local i zedMessage()) ;

}
}

} catch (AnmzonServi ceException ex) {

nmeg = ex.getlLocal i zedMessage();

Log. e("Custonkrror", "--->" + ex.getlLocalizedMessage());
}catch (Exception ex){

nmeg = ex.get Message();

}
return nsg;
}
@verride
protected voi d onPost Execute(String nsg) {

| oadChat () ;
nmessageBox. set Text ("");

upl oadedl magePat h = ;

}.execute();

Receiving Push Notifications from Code

This section describes how the app receives and processes a chat notification both when the chat
activity is open and in the background when the app is closed. In both cases, the app obtains the
chat Roon d from the push data sent to the receiving device.

When the chat activity is open, the following code responds to an incoming push notification.

private final BroadcastReceiver notificationReceiver = new
Br oadcast Recei ver () {
@verride
public void onRecei ve(Context context, Intent intent) {

Bundl e data =

i nt ent. get Bundl eExt ra( PushLi st ener Servi ce. | NTENT_SNS_NOTI FI CATI ON_DATA) ;
chat Room d = data.get String("chat Room d");
if(chatRoomd !'= null){loadChat();}

}s

When the chat activity is not open the following code responds to an incoming push notification.

private final BroadcastReceiver notificationReceiver = new
Br oadcast Recei ver () {
@verride
public void onRecei ve(Context context, Intent intent) {
final Bundle data =
i ntent. get Bundl eExt ra( PushLi st ener Servi ce. | NTENT_SNS_NOTI FI CATI ON_DATA) ;
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new Al ert Di al og. Bui | der (DashBoar dActivity.this)
.setTitle(R string. push_deno_title)
. set Message(dat a. get Stri ng("nessage"))
.setPositiveButton(android.R string.ok, new
Di al ogl nterface. OnCl i ckLi stener () {
@verride
public void onCick(Dial oglnterface dialog, int which) {
//call conversation activity
Intent intent = new
I nt ent (DashBoardActivity.this, Chat Activity.class);
intent.putExtra("l D', data. getString("chat Room d"));
startActivity(intent);

}
})
.show();

}s

IOS Source Code

This section describes how the AWS back-end services configured for this iOS mobile app are
integrated and invoked.
Topics
¢ User Sign-in: Amazon Cognito and Identity Providers (p. 103)
¢ NoSQL Database: Amazon DynamoDB and the AWSSampleMessenger Schema (p. 104)
e User Data Storage: Amazon S3 (p. 109)
¢ Push Notifications: Amazon SNS (p. 110)

User Sign-in: Amazon Cognito and Identity Providers

AWSSampleMessenger uses Amazon Cognito Identity to implement the sign-in feature of your app.
Sign-in Required

AWSSampleMessenger user sign-in is configured so a user must provide credentials that are
authenticated by an identity provider (Facebook Login or Google+ Sign-in, in this instance). When a
user signs in, a three-way communication occurs between the mobile client, the identity provider, and
Amazon Cognito. Successful authentication results in the user having an authenticated identity in the
Amazon Cognito identity pool that is associated with your version of this app.

In configuring the User Sign-in feature, Mobile Hub provisions AWS ldentity and Access Management
(IAM) roles and policies regarding authenticated and unauthenticated access to the resources you
have configured, such as Amazon DynamoDB tables. For AWSSampleMessenger, a policy allowing
access is attached to the authenticated role. That authenticated role is attached to the Amazon Cognito
identity pool for your app, allowing any signed-in user access to the back-end resources for the app.

User Sign-in Components
Mobile Client
The Mobile Client bootstraps the app. It creates an identity manager to establish the user identity with

Amazon Cognito. It also enables the features you selected for the project. For example, it handles
the push notification device tokens, and indicates to the Amazon Mobile Analytics client when to
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pause and resume metrics collection for the user session. Code for this component can be found in
My Sanpl eApp/ AmazonAws/ AWSMVbbi | eCl i ent . swift.

Identity Manager

The Identity Manager keeps track of the identity of the current app user by storing the user's Amazon
Cognito identity pool ID. The Identity Manager assists with signing the user into the app if you have
User Sign-in enabled in your project. It passes results of the sign-in operation back to the application's
handler. Code for this component can be found in AWSI dent i t yManager. swi ft.

Sign-in Manager

The Sign-in Manager is a single component that creates the sign-in identity providers and
orchestrates sign-in call flows. The Sign-in Manager is responsible for keeping track of the most
recent provider, refreshing credentials, and initializing sign-in buttons with the respective sign-in
providers. In iOS, use AWSI dent i t yManager . Then pass the AWESi gnl nPr ovi der object to its
| ogi NW t hSi gnl nProvi der method.

NoSQL Database: Amazon DynamoDB and the
AWSSampleMessenger Schema

AWSSampleMessenger uses Amazon DynamoDB to implement the NoSQL database feature of your
app.

Table Indexes

Each table contains a primary index that consists of a primary key and a sort key, both of which
organize data for most efficient query path. The User Pr of i | e table is designed so that queries of
userld and phone have the best performance. The Chat Roomand Conver sat i on tables also have
a secondary index called By Cr eat i onDat e to maximize query performance based on the chat room
and the date when the chat room was created or the conversation happened.

Data Relationships

The tables contain some attributes in common. These common attributes indicate to the app the
relationship between items (equivalent to rows in a relational database). For instance, the recipients
participating in a Chatroom can be enumerated for a given conversation by querying the Chat Room
table r eci pi ent s attribute value based on the shared chat Roonl d value.

Security

The tables of this app are all Protected, which in Mobile Hub means the owner of an item in a table
can read and modify an item, everyone else can read but not modify the item data. The owner, in this
case, is the Amazon Cognito Identity ID connected to the instance of the app that created the item.
This security is enforced in the following ways:

* When a user takes an action in the app that creates an item, the user's Amazon Cognito Identity ID
is captured as the user | D attribute value for the item.

* Amazon DynamoDB table permissions have been configured such that when a user takes an action
that would modify the data of that item, the user | Dvalue is compared to the Amazon Cognito
Identity ID of the active user. If these values match, then modifying the data is allowed.

Schema

The following summarizes the table definitions of the AWSSampleMessenger schema.
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Table Name: User Profil e

Table property
Security
Primary Key
Sort Key
Attribute

Attribute

Table Name: Chat r oom

Type of value

string
string
string

string set

Value
Protected
userld
phone
nane

pushTar get Arn

Table property Type of value Value
Security Protected
Primary Key string userld
Sort Key string chat Roonl d
Attribute string cr eat edAt
Attribute string name
Attribute string set recipients
Secondary Index Name ByCr eat i onDat e
Secondary Index Primary Key | string chat Roonl d
Secondary Index Sort Key string cr eat edAt

Table Name: Conver sati on
Table property Type of value Value
Security Protected
Primary Key string userld
Sort Key string conversationld
Attribute string cr eat edAt
Attribute string chat Roond d
Attribute string i mageUr | Pat h
Attribute string nmessage
Secondary Index Name ByCr eat i onDat e
Secondary Index Primary Key | string chat Roonl d
Secondary Index Sort Key string cr eat edAt
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How DynamoDB is Used

The following code in Cr eat eChat RoonVC uses the AWSSampleMessenger schema to enable users
to create chat rooms and initiate conversations with one or multiple contacts from the device’s address
book.

When a user creates a new chat room in AWSSampleMessenger, the user can only add recipients who
are:

¢ Present in the user’s address book

¢ Already registered with the application

¢ Have registered with a phone number that matches the recipient’s entry in the user’'s address book

To verify whether the selected phone number is registered with the application, implement the
i sUser Regi st er ed function.

func isUserRegi stered(contact: CNContact) {
if let nunmber = contact.phoneNunbers. first?.value as? CNPhoneNunber {

showBusyl ndi cat or (true)

user Servi ces. get User Fr onPhoneNo( nunber . stri ngVal ue). conti nueWt hBl ock({ (task
-> AnyObject? in

sel f. showBusyl ndi cat or (f al se)

if let _userProfile = task.result as? UserProfile {

print(_userProfile)
di spat ch_async(di spat ch_get _mai n_queue(), {
sel f. reci pei nt sDat aSour ce. append( cont act)
sel f.tabl eVi ew. rel oadDat a()
})
}el sef{
U Al ertControl |l er.showErrorAl ert Wt hMessage(" Thi s phone
nunber is not registered")
}

return nil

19

| oadUser sW t hPhonelLi st retrieves an enumeration of selected recipients from the User Profi |l e
table. Running this code enables you to load all contacts from the authenticated user’s database.

func | oadUser sWt hPhoneli st (phonelLi st: Array<Stri ng>) - >AWBTask {
| et scanExpressi on = AWSDynanoDBScanExpr essi on()
var filters = Dictionary<String, String>()
for index in 0...phoneList.count-1 {
filters[":val\(index)"] =

(phoneLi st[i ndex] . conponent sSepar at edByChar act er sl nSet ( NSChar act er Set . deci mal
}
let all Keys = Array(filters.keys)
| et keysExpression = allKeys.joinWthSeparator(",")
scanExpression.filterExpression = "phone in (\(keysExpression))"
scanExpr essi on. expressi onAttri buteValues = filters
return dynanoDBChj ect Mapper!.scan(UserProfile. sel f,

expressi on: scanExpressi on).conti nueWthBl ock { (task) -> AnyQbject? in
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if task.error !'=nil || task.exception I=nil {
print(task.exception)
return AWSTask(error: NSError(domain: "", code: -11, userlnfo: [
NSLocal i zedDescri pti onKey: "Users are not found!"
1))
if task.result !'=nil {

print(task.result)
| et pagi nat edQut put : AWEDynanoDBPagi nat edQut put = task.result as!
AWSDy nanmobDBPagi nat edQut put ;
for rect in paginatedQutput.itens {
print(rect)

}

return AWSTask(result: pagi natedQutput.itens)
}
return nil

saveNewChat Roominserts a new chat room in the Chat Roomtable, which allows the user
to create a new chat room, with one or more recipients obtained from the data produced by
| oadUser sW t hPhonelLi st .

func saveNewChat Roon( chat RoomNane: String?, userProfiles:[UserProfile])-
>AWSTask {
| et chat Room = Chat Room();

chat Room _chat Rooml d = NSUUI (). UUI DStri ng

chat Room _createdAt = NSDate().formattedl SC8601

chat Room _userld =
AWSI dent i t yManager . def aul t 1 dentityManager ().identityld!

chat Room nane = chat RoomNane

chat Room _recipients = Set<String>()

for userProfile in userProfiles {

chat Room _recipients?.insert(userProfile._userld!)

}

/| Save

return dynanoDBChj ect Mapper! . save(chat Roon). conti nueWthBl ock { (task) ->
AnyCbject? in

if task.error !'=nil || task.exception !=nil {
print(task.exception)
return AWSTask(error: NSError(domain: "", code: -11, userlnfo: [
NSLocal i zedDescri pti onKey: "Chat roomis not created”
1))
if task.result !'=nil {
return AWSTask(result: "Chat Room Created")
}
return nil

Create the Cr eat eChat RoonC function.

@ BAction func createChat Roon(sender: Ul Button) {

i f recipeintsDataSource.count > 0 {

Version 1.0
107




AWS Mobile Hub Developer Guide
iOS Source Code

showBusyl ndi cat or (true)

user Servi ces. | oadUser sWt hPhonelLi st (get Al | Sel ect edPhone()) . conti nueW t hBl ock(
-> AnyObject? in
if let _userProfiles = task.result as? [UserProfile] where
_userProfiles.count > 0 {
I et nane = sel f.chat RoonNaneText Field.text?.isEnpty == true ?
nil : self.chat RoomNaneText Fi el d. t ext

return sel f. chat Servi ces. saveNewChat Roon{ nane, user Profi | es:
_userProfiles)

}
return nil
}).continueWthBlock({ (task) -> AnyCbject? in

if let result = task.result as? String {
print(result)

di spat ch_async(di spatch_get _nmai n_queue(), {
sel f. navi gati onControl | er?. popVi ewControl | er Ani nat ed(true)

NSNot i fi cati onCenter. defaultCenter().postNotificati onName("ReLoadChat Roons",
object: nil)

b
sel f. showBusyl ndi cat or (f al se)
return nil
})
}
el se {

let alertController = UA ertController(title: "Error", nessage:
"Pl ease Add at |east one recipient user", preferredStyle: .Aert)

| et doneAction = U AlertAction(title: "Cancel", style: .Cancel,
handl er: nil)

alertControl | er. addActi on(doneActi on)

present ViewControl l er(al ertControl |l er, aninmated: true, conpletion:
nil)

}

Display Chat Room

Implement the | oadUser Chat Roons function to load all associated chat rooms for a logged-in user.

func | oadUser Chat Roons() - >AWBTask {

I et | oggedlnUserld =

AWS| dent i t yManager . def aul t I dentityManager ().identityld!
| et scanExpressi on = AWSDynanoDBScanExpr essi on()
scanExpression.filterExpression = "userld = :userld or

contains(recipients, :userld)"
scanExpr essi on. expressi onAttributeValues = [":userld": | oggedl nUser| d]
return dynanoDBCbj ect Mapper! . scan( Chat Room sel f,

expressi on: scanExpressi on).conti nueWthBl ock { (task) -> AnyQbject? in

if let _result = task.result {
print(_result)
| et pagi nat edQut put : AWBDynanoDBPagi nat edCQut put = _result as!
AWSDy nanmoDBPagi nat edQut put ;
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return AWSTask(result: pagi natedQutput.itens)

}

if let _error = task.error {
print(_error)

}

if let _exception = task.exception {
print(_exception)

}

return AWSTask(error: NSError(domain: "", code: -11, userlnfo: [
NSLocal i zedDescri pti onKey: "Recipient is not found"
1))

Now implement the showChat Roons function in Chat Tabl eVi ewControl | er.

@ BAction func showChat Roons(sender: U RefreshControl) {
i f AWSl dentityManager. defaultldentityManager().loggedln == fal se {

return
}
sel f.refreshControl ?. begi nRef reshi ng()
chat Servi ces. | oadUser Chat Roons() . conti nueWthBl ock { (task) -> AnyQbject?
in
sender . endRef r eshi ng()
if let _chatRoons = task.result as? Array<Chat Roonr {
sel f. chat RoonDat aSour ce?. renmoveAl | ()
sel f. chat RoonDat aSour ce = _chat Roons
/1 Sort | oaded chat roons by creation date
sel f. chat RoonDat aSour ce?. sortInPlace({ (iteml, itenR) -> Bool in
let datel = NSDate().formattedl SO8601Date(itemnl. createdAt!)
let date2 = NSDate().formattedl SO8601Dat e(iten?. createdAt!)
return datel. conpare(date2) == . O deredDescendi ng

1))

sel f.tabl eVi ew. r el oadDat a()
return nil

User Data Storage: Amazon S3

AWSSampleMessenger uses Amazon S3 to implement the user data storage feature of your app.
Uploading an Image From Code

To enable upload of image files for sharing in chat sessions, the upl oadW t hDat a() function uses

Ul | magePi cker Cont rol | er to pass the selected image as NSDat a to this function, and facilitate the
secure transfer to the app’s Amazon S3 bucket.

private func upl oadWt hDat a(data: NSData) {
/1 convert current date into string
let createdAt = NSString(format:" %@, NSDate()) as String
//set image nane with current date
l et imageNane = "\ (createdAt). png"
//set upload destination folder in key
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let key = "private/
\ (AWEI denti t yManager . def aul t |1 dentityManager().identityld!)/\(imgeNane)"

/1 create & initialize Conversation object
| et conversation = createConversation()
conversation. _i mageUrl Path = i mageNanme
conversation. _message = "| MAGE"
//get An instance of “~AWBLocal Content™ that represents data to be
upl oaded.
I et | ocal Content = userFil eManager. | ocal Content Wt hDat a(data, key: key)

//start uploading fromthis function
upl oadLocal Cont ent (| ocal Content , conversation: conversation)

private func upl oadLocal Content (| ocal Content: AWSLocal Cont ent
conversati on: Conversation) {
showlpl oadi ngSt at usVi ew(true)

| ocal Cont ent . upl oadWt hPi nOnConpl eti on(fal se, progressBl ock: {[weak self]
(content: AWBLocal Content?, progress: NSProgress?) -> Void in
/1 You can get uploading progress here ..
}, conpletionHandl er: {[weak self](content: AWSContent?, error:
NSError?) -> Void in
guard let strongSelf = self else { return }
strongSel f. showUpl oadi ngSt at usVi ew( f al se)
if let error = error {
print("Failed to upload an object. \(error)")
} else {
cont ent ?. get Renot eFi | eURLW t hConpl et i onHandl er ({ (url, error)

/1 get full path of uploaded inage
l et imagePath =
url ?. absol ut eStri ng. conponent sSepar at edByString("?").first

/1 store into conversation object
conversation. _i mageUrl Path = i magePat h

print(url?.absol uteString)
/1l send conversation object to Conversation Tabl e
strongSel f. sendMessageToSer ver (conver sati on)

19
19

Push Notifications: Amazon SNS

AWSSampleMessenger uses Amazon SNS to implement the push notifications feature of your app.
The following code establishes identifiers for the send-and-receive endpoints that are needed to

complete a push notification interaction between users. In this code, the identifier is called t ar get ARN
and is in the form of an Amazon Resource Name (ARN).

Establishing the User’'s Push Endpoint

Implement the get Devi ceAr n function to get the device t ar get Ar n.
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class func getDeviceArn() -> String? {
| et pushManager: AWSPushManager = AWSPushManager . def aul t PushManager ()
if let _endpoint ARN = pushManager. endpoi nt ARN {
return _endpoi nt ARN
}el sef
pushManager . regi st er For PushNoti fi cati ons()
}

return nil

After a successful log in, update the current user’'s pushTar get Ar n field in the User Pr of i | e table.
Sending Push Notifications From Code

Conver sati onVi enControl | er contains the sendPush( conver sati on: Conver sati on)
function, which interacts with the User Pr of i | e table to establish identifiers for a recipient’s
endpoint when a push notification is sent. In the following code, the function then sets an
AWSSNSPubl i shl nput object’s attributes using the t ar get Ar n of the recipient, along with
MessageSt r uct ur e and Message. That object is passed to the AWSSNS method publ i sh().

¢ Set attributes for theAWSSNSPubl i shl nput . swi ft class. Attributes include t ar get Ar n (recipient
device ID), messageSt r uct ur e, and Message.

¢ Pass the AWGSNSPubl i shl nput . swi ft object to the AWSSNS method, publ i sh.

Note
Sending push notification from mobile end points is not a best practice. Instructions are
included in the sample application for demonstration purposes.

func sendPush(conversati on: Conversation) {
l et credential sProvider =
AWSCogni t oCr edent i al sProvi der (regi onType: regi onType( NSBundl e. get Regi onFr onCr eadent i al Provi
i dentityPool | d: pool | D)
let configuration =
AWSSer vi ceConfi gurati on(regi on: regi onType(NSBundl e. get Regi onFr onmPushManager ()
credenti al sProvi der: credential sProvider)
AWESer vi ceManager . def aul t Servi ceManager (). def aul t Servi ceConfiguration =
configuration

for userProfile in recipientUsers {
//skip to current user
if userProfile. _userld ==
AWSI dent i t yManager . def aul t1dentityManager().identityld {
conti nue

}

if let targetArns = userProfile._pushTargetArn {
for deviceTargetArn in targetArns {
do {

| et sns = AWBSNS. def aul t SNS()
I et request = AWSSNSPubl i shl nput ()
request. messageStructure = "json"
| et senderNane =

AWSI dent i t yManager . def aul t 1 denti t yManager (). user Nane

| et devicePayLoad = ["default": "Message
sent by \(senderNane!)", "APNS_SANDBOX"': "{\"aps\":{\"alert\":
\"Message sent by \(senderNane!)\",\"sound\":\"defaul t\", \"badge\":
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\"1\"}, \"chatRoom d\":\"\ (conversation._chat Room d!')\" }","APNS":
"{\"aps\":{\"alert\": \"Message sent by \(senderNane!)\"},
\"chat Room d\":\ "\ (conversation._chatRoom d!')\" }","GCM':"{\"data
\":{\"nmessage\":\"Message sent by \(senderName!)\", \"chat Room d\":
\"\(conversation._chatRoom d!)\"}}"]

let jsonData = try
NSJSONSeri al i zat i on. dat aW t hJSONObj ect (devi cePayLoad, options:
NSISONW i ti ngOptions.init(rawal ue: 0))

request . subj ect
request. nessage

NSUTF8St ri ngEncodi ng) as? String
request.target Arn = deviceTarget Arn

"Message Sent By \(sender Nane)"
NSString(data: jsonData, encoding:

sns. publ i sh(request).conti nueWthBlock { (task) ->
AnyChj ect! in
print("error \(task.error), result:; \(task.result)")
return nil

} catch let parseError {
print(parseError) // Log the error thrown by
" JSONhj ect Wt hDat a”
}
}

Receiving Push Notifications From Code

This section describes how the app receives and processes a chat natification, both when the chat
activity is open and in the background when the app is closed. In both cases, the app obtains the
chat Roonl d from the push data sent to the receiving device.

The following code responds to an incoming push natification, whether the chat activity is open or
running in the background.

func application(application: U Application, didReceiveRenoteNotification
userlnfo: [NSObject : AnyQhject]) {
AVWEMbDbI | el i ent . shar edl nst ance. appl i cati on(application,
di dRecei veRenpt eNoti fi cation: userlnfo)

if let chat Room d = userlnfo["chatRoom d"] as? String {
print (chat Roonl d)

Chat DynanpDBSer vi ces() . get Chat RoomW t hChat Roonl d( chat Rooml d) . conti nueW t hBI ock
-> AnyObject? in
if let chat Room = task.result as? Chat Room {

print (chat Roon)

var defaul t Message = ""

if let _defaultMessage = userlnfo["aps"]!["alert"]! as
String! {

def aul t Message = _def aul t Message

sel f. showMessagel nConver sati on(chat Room def aul t Message:
def aul t Message)

Version 1.0
112

({ (task)



AWS Mobile Hub Developer Guide
iOS Source Code

}

return nil

19
}

func showiessagel nConver sati on(chat Room Chat Room , defaul t Message: String) {
guard let _navigationController = self.w ndow?.rootViewController as?
Ul Navi gationController else{
showPushAl ert (def aul t Message)

return
}
guard |l et conversationVC = _navigationController.topViewController as?
Conver sationVi ewControl | er where
conversati onVC. sel ect edChat Rooml . _chat Rooml d == chat Room _chat Room d el se{
showPushAl ert (def aul t Message)
return
}

conversati onVC. sel ect edChat Room = chat Room
conver sati onVC. | oadReci pi ent sAndConver sati ons(fal se)
print(conversati onVC)

}

func showPushAl ert (def aul t Message: String) {

di spat ch_async(di spat ch_get _mai n_queue(), {

let alertController = U Al ertController(title: "Message", nessage:
def aul t Message, preferredStyle: .Alert)

| et doneAction = U AlertAction(title: "Cancel", style: .Cancel, handler:
nil)

alertControl |l er. addActi on(doneActi on)

sel f.wi ndow?. root Vi ewControl |l er?. present ViewControl l er(alertController,
ani nated: true, conpletion: nil)

19
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Document History for AWS Mobile
Hub

The following table describes important changes to the documentation since the release of AWS
Mobile Hub.

e Latest documentation update: August 19, 2016

Change Description Date Changed
AWS Mobile Hub Developer Site restructured around August 17, 2016
Guide Redesign using the key mobile app

backend features Mobile Hub
facilitates. Most pages in the
site are updated with additional

information.
iOS and Android Push The documentation for setting February 9, 2016
Notification Setup up iOS push notifications in
Documentation the Apple Developer Member

Center website and Android
push notifications in the

Google Developers Console
website has been updated to
provide more detail about the
process for setting up these
features outside the Mobile Hub

console.
Facebook and Google The documentation now has January 26, 2016
Authentication Process a section describing how to
Documentation create a Google Developers

Console project and create
all client IDs Mobile Hub
needs to enable Google Sign-
In in both iOS and Android
apps. For more information,
see Setting Up Google
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Change Description Date Changed

Authentication (p. 60). The
documentation on creating a
Facebook app ID has been
updated to reflect changes
in the Facebook Developer
portal. For more information,
see Setting Up Facebook
Authentication (p. 57).

IAM Managed Policies Added Details about the managed January 4, 2016
policies required to view and
modify configuration for any
project with AWS Mobile Hub.
For more information, see
AWS Managed (Predefined)
Policies for Mobile Hub Project
Access (p. 117).

IAM Service Role for Mobile Details about the service November 9, 2015
Hub Added policy and permissions for the

Mobi | eHub_Ser vi ce_Rol e

IAM role created by Mobile

Hub to configure the features

of each mobile app is

documented. For more

information, see Mobile Hub

Service Role and Policies Used

on Your Behalf (p. 118).

New Guide This is the first release of the October 8, 2015
AWS Mobile Hub service. This
is a beta release and is subject
to change.
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AWS Mobile Hub Reference

The reference topics in this section provide more detailed information about how Mobile Hub works.

Topics
¢ AWS Identity and Access Management Usage in AWS Mobile Hub (p. 116)
¢« Amazon S3 Security Considerations for Mobile Hub Users (p. 131)

AWS ldentity and Access Management Usage In
AWS Mobile Hub

Note
In depth understanding of IAM and AWS authentication and access controls is not required to
build a mobile app using AWS Mobile Hub.

Controlling Access to Your Mobile Hub Project

To learn how to grant permissions for configuration of your Mobile Hub project, see Using AWS
Managed Policies to Control Access to Mobile Hub Projects (p. 117).

Understanding Mobile Hub Permissions

To learn more about permissions you give Mobile Hub to configure AWS resources and services, see
Mobile Hub Service Role and Policies Used on Your Behalf (p. 118)

Understanding AWS Identity and Access
Management

To learn about the details of IAM and AWS authentication and access controls, see |AM Authentication
and Access Control for Mobile Hub (p. 126).
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Using AWS Managed Policies to Control Access to
Mobile Hub Projects

This section describes how to control access to your projects using the AWSMobileHub_FullAccess
and AWSMobileHub_ReadOnly AWS managed policies provided by Mobile Hub.

To understand how Mobile Hub uses IAM policies attached to the MobileHub_Service_Role to
create and modify services on your behalf, see Mobile Hub Service Role and Policies Used on Your
Behalf (p. 118).

To understand AWS Identity and Access Management (IAM) in more detail, see IAM Authentication
and Access Control for Mobile Hub (p. 126) and Overview of Access Permissions Management for
Mobile Hub Projects (p. 128).

AWS Managed (Predefined) Policies for Mobile Hub Project
Access

The AWS Identity and Access Management service controls user permissions for AWS services and
resources. Specific permissions are required in order to view and modify configuration for any project
with AWS Mobile Hub. These permissions have been grouped into the following managed policies,
which you can attach to an IAM user, role, or group.

¢ AWSMobileHub_FullAccess

This policy provides read and write access to AWS Mobile Hub projects. Users with this policy
attached to their IAM user, role, or group are allowed to create new projects, modify configuration for
existing projects, and delete projects and resources. This policy also includes all of the permissions
that are allowed under the AWSMobileHub_ReadOnly managed policy. After you sign in to the
Mobile Hub console and create a project, you can use the following link to view this policy and the
IAM identities that are attached to it.

https://console.aws.amazon.com/iam/home?region=us-east-1#policies/arn:aws:iam::aws:policy/
AWSMobileHub_FullAccess

¢ AWSMobileHub_ReadOnly

This policy provides read-only access to AWS Mobile Hub projects. Users with this policy attached
to their IAM user, role, or group are allowed to view project configuration and generate sample quick
start app projects that can be downloaded and built on a developer’s desktop (e.g., in Android Studio
or Xcode). This policy does not allow modification to Mobile Hub project configuration, and it does
not allow the user to enable the use of AWS Mobile Hub in an account where it has not already been
enabled. After you sign in to the Mobile Hub console and create a project, you can use the following
link to view this policy and the IAM identities that are attached to it.

https://console.aws.amazon.com/iam/home?region=us-east-1#policies/arn:aws:iam::aws:policy/
AWSMobileHub_ReadOnly

Viewing the Mobile Hub Console with Read-only Permissions

If your IAM user, role, or group has read-only permissions for use in an AWS Mobile Hub

project, then the project information you see in the console will not reflect any changes made
outside of Mobile Hub. For example, if you remove a Cloud Logic APl in AP| Gateway, it may

still be present in the Cloud Logic Funtions list of your Mobile Hub project, until a user with

mobi | ehub: Synchr oni zePr oj ect permissions visits the console. Users who are granted console
access through the AWSMbbi | eHub_Ful | Access policy have those permissions. If you need
additional permissions in Mobile Hub, please contact your administrator and request the Full Access

policy.
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Attaching a Managed Policy to a User, Role, or Group

To use these managed policies, a user with administrative privileges must attach one of them to a user,
role or group in the AWS Identity and Access Management console.

To attach a managed policy
1. Choose the link for the managed policy you want to attach.

 https://console.aws.amazon.com/iam/home?region=us-east-1#policies/arn:aws:iam::aws:policy/
AWSMobileHub_FullAccess

« https://console.aws.amazon.com/iam/home?region=us-east-1#policies/arn:aws:iam::aws:policy/
AWSMobileHub_ReadOnly

Choose Attached Entities.

Choose Attach.

Choose the users, roles, or groups you want to grant permissions.
Choose Attach Policy.

Al

Mobile Hub Service Role and Policies Used on Your
Behalf

The following section describes the Mobi | eHub_Ser vi ce_Rol e IAM role that allows Mobile Hub to
create and modify your AWS resources and services for the project you configure.

To understand how to grant and restrict permissions to your projects in the Mobile Hub console, see
Using AWS Managed Policies to Control Access to Mobile Hub Projects (p. 117).

To understand AWS Identity and Access Management in more detail, see IAM Authentication and
Access Control for Mobile Hub (p. 126) and Overview of Access Permissions Management for Mobile
Hub Projects (p. 128).

Topics
¢ Source of Mobile Hub Service Role Permissions (p. 118)
e Trust Relationship (p. 118)
¢ Administrative Privileges (p. 119)
e Service Policy (p. 119)

Source of Mobile Hub Service Role Permissions

AWS Mobile Hub provides an integrated console experience in which you select mobile back-end
features you can access from a mobile app. When you select and enable a feature, Mobile Hub
configures multiple AWS services and resources on your behalf. Configuring AWS service or resource
requires your permission to allow Mobile Hub to manage AWS services and resources for you. When
you agree to the Mobile Hub console one-time request to manage AWS resources and services for
you, you are giving Mobile Hub permissions that allow it to create a pre-defined IAM administrative
service role, called Mobi | eHub_Ser vi ce_Rol e.

After this service role is created, you can see it at https://console.aws.amazon.com/iam/home?
region=us-east-1#roles/MobileHub_Service_Role.

Trust Relationship

In the IAM console at https://console.aws.amazon.com/iam/home?region=us-east-1#roles/
MobileHub_Service_Role, there is a section for the trust relationship. The trust relationship dictates
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which entities can assume this role and make use of its permissions. The trust relationship for this
service role has an access control policy that looks like this:

{
"Version": "2012-10-17",
"Statenent": [
{
"Sid': """,
"Effect": "Al ow',
"Principal": {
"Service": "nmobil ehub. amazonaws. conf
}s
"Action": "sts:AssunmeRol e"
}
]
}

This access control policy dictates that only AWS Mobile Hub (mobi | ehub. anazonaws. com) can
assume this role. This policy should not be modified. No other user or system can assume this role and
use its permissions.

Administrative Privileges

By allowing Mobile Hub to create and assume the Mobi | eHub_Ser vi ce_Rol e role, you give Mobile
Hub permissions to create additional roles as necessary to support the features enabled in your
project. The Mbbi | eHub_Ser vi ce_Rol e gives Mobile Hub permission to enable any service policies
necessary on these additional roles for proper operation of the mobile app.

There are no limits on the number or scope of service policies or roles Mobile Hub may create. Actions
taken by Mobile Hub in this regard are always in response to your actions in the Mobile Hub console.
Roles or policies are never created without direct action from you, such as creating a Mobile Hub
project or configuring an app feature.

Revoking Privileges

To disallow Mobile Hub access to any users of your account, delete the Mbbi | eHub_Ser vi ce_Rol e
role. Make sure your users don't have permission to re-create the role, for example by having the
| AM Cr eat eRol e permission.

Service Policy

The service policy states which operations an entity that assumes the Mobi | eHub_Ser vi ce_Rol e
role can perform. If the role has been created, go to https://console.aws.amazon.com/iam/home?
region=us-east-1#roles/MobileHub_Service_Role to see the service policy used by AWS Mobile Hub. It
looks like the following example:

"Version": "2012-10-17",
"Statenment": [

"Effect": "Alow',

"Action": [
"cl oudf ormati on: Cr eat eUpl oadBucket ",
"cl oudf ormati on: Val i dat eTenpl ate",
"cloudfront: CreateDi stri bution",
"cl oudf ront: Del et eDi stri bution",
"cloudfront: GetDistribution",
"cloudfront: GetDistributionConfig",
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"cl oudfront: Updat eDi stri bution",
"cognito-identity: CreateldentityPool",
"cognito-identity: UpdateldentityPool",
"cognito-identity: Del eteldentityPool",
"cognito-identity: SetldentityPool Rol es",
"cogni t o-i dp: Creat eUser Pool ",
"dynanodb: Cr eat eTabl e",

"dynanodb: Del et eTabl e",

"dynanodb: Descri beTabl e",

"dynanodb: Updat eTabl e",

"iam Addd i ent | DToQpenl DConnect Pr ovi der ",
i am Cr eat eOpenl DConnect Provi der",

i am Get Openl DConnect Provi der ",

i am Li st Openl DConnect Provi ders",
"iam Creat eSAMLProvi der ",

i am Get SAMLProvi der ",

i am Li st SAMLPr ovi der ",

"iam Updat eSAMLPr ovi der ",

"l anbda: Cr eat eFuncti on",

"l anbda: Del et eFuncti on",

"l ambda: Get Functi on",

"mobi | eanal yti cs: Creat eApp",

"mobi | eanal yti cs: Del et eApp",

"sns: Creat eTopi c",

"sns: Del et eTopi c",

"ec2: Descri beSecurityG oups",

"ec2: Descri beSubnet s",

"ec2: Descri beVpcs"

1,
"Resource": [
W
]
3
{
"Effect": "Alow',
"Action": [
"sns: Creat ePl at f or mAppl i cation”,
"sns: Del et ePl at f or mAppl i cati on”,
"sns: Get Pl at f ormAppl i cati onAttri butes"”,
"sns: Set Pl at f or mAppl i cati onAttri butes”
1,
"Resource": |
"arn:aws:sns:*:*:app/*_MOBI LEHUB_*"
]
3
{

"Effect": "Alow',
"Action": [
"s3: Creat eBucket ",
"s3: Del et eBucket ",
"s3: Del et eBucket Pol i cy",
"s3: Li st Bucket",
"s3: Li st Bucket Ver si ons",
"s3: Get Bucket Locat i on",
"s3: Get Bucket Ver si oni ng",
"s3: Put Bucket Ver si oni ng"

]

Resource": [
"arn:aws:s3:::*-userfil es-nobil ehub-*",
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"arn:aws: s3:::*-contentdelivery-nobil ehub-*",
"arn: aws: s3:::*-depl oynent s- nobi | ehub-*"

"Effect": "Alow',
"Action": [
"s3: Del et e(bj ect™,
"s3: Del et eVersi on",
"s3: Del et eObj ect Ver si on",
"s3: Get vj ect ™,
"s3: Get vj ect Ver si on",
"s3: Put Obj ect ",
"s3: Put Obj ect Acl "

]

Resource": [
"arn:aws:s3:::*-userfil es-nobil ehub-*/*",
"arn:aws: s3:::*-contentdelivery-nobil ehub-*/*",
"arn: aws: s3:::*-depl oynent s- nobi | ehub-*/*"

"Effect": "Alow',
"Action": [
"l anbda: AddPer mi ssi on",
"l anbda: Creat eAl i as",
"l anbda: Del et eAl i as",
"l anbda: Updat eAl i as",
"l anmbda: Get Functi onConfi gurati on",
"l anbda: Get Pol i cy",
"l anbda: RenovePer m ssi on",
"l anbda: Updat eFunct i onCode",
"1 ambda: Updat eFunct i onConfi gurati on

]

Resource": [
"arn:aws: | anbda: *: *: functi on: *- nmobi | ehub-*"

"Effect": "Alow',
"Action": [

"iam Creat eRol e",
am Del et eRol e",
am Del et eRol ePol i cy",
am Cet Rol e",
am Get Rol ePol i cy",
am Li st Rol ePol i ci es",
am PassRol e",
am Put Rol ePol i cy",
am Updat eAssuneRol ePol i cy",
am At t achRol ePol i cy",
am Det achRol ePol i cy"

]

Resource": [
"arn:aws:iam:
"arn:aws:iam:
"arn:aws:iam:
"arn:aws:iam:
"arn:aws:iam:

:rol e/*_unaut h_MOBI LEHUB_*",

:rol e/ *_aut h_MOBI LEHUB_*",

:rol e/ *_consol epush_MOBI LEHUB_*",

:rol e/ *_| anbdaexecuti onrol e_MOBI LEHUB_*",
:rolel/*_smsverificati on_MOBI LEHUB_*",

* 0% kX
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"arn:aws:iam: *:rol e/ MOBI LEHUB- *- | anbdaexecuti on*",
"arn:aws:iam:*:rol e/ Mbil eHub_Servi ce_Rol e"

"Effect": "Alow',

"Action": [
"l ogs: Cr eat eLogGr oup",
"l ogs: Creat eLogStreant,
"l ogs: Put LogEvent s"

]

Resource": [
"arn:aws: | ogs: *:*:|o0g-group:/aws/ nobi | ehub/*: | og-stream *"

]

"Effect": "Alow',
"Action": [
"iam Li st Att achedRol ePol i ci es"

]

Resource": [
"arn:aws:iam:*:rol e/ Mbil eHub_Servi ce_Rol e"

]

"Effect": "Alow',

"Action": [
"cl oudf ormat i on: Creat eSt ack",
"cl oudf ormat i on: Del et eSt ack",
"cl oudf ormat i on: Descri beSt acks",
"cl oudf ormat i on: Descri beSt ackEvent s",
"cl oudf ormat i on: Descri beSt ackResource",
"cl oudf ormati on: Get Tenpl at e",
"cl oudf or mati on: Li st St ackResour ces",
"cl oudf or nmati on: Updat eSt ack"

]

Resource": [
"arn: aws: cl oudf ormati on: *: *: st ack/ MOBI LEHUB- *"

"Effect": "Alow',

"Action": [
"api gat eway: DELETE",
"api gat eway: GET",
"api gat eway: HEAD",
"api gat eway: OPTI ONS",
"api gat eway: PATCH",
"api gat eway: POST",
"api gat eway: PUT"

]

Resource": [
"arn: aws: api gateway: *::/restapi s*"

]

"Effect": "Alow',
"Action": [
"cogni t o-i dp: Del et eUser Pool ",
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"cogni to-idp: Descri beUser Pool ",
"cogni to-idp: CreateUserPool dient",
"cogni to-idp: DescribeUserPool Cient",
"cogni to-idp: Del eteUser Pool dient"

]

Resource": [
"arn: aws: cognito-idp:*:*:userpool /*"

]

All of these permissions pertain to resources Mobile Hub creates on your behalf. You can see these
resources by choosing Resources in the left navigation panel of the Mobile Hub console.

AWS ldentity and Access Management

These are the items in the service policy for the Mobile Hub service role defining IAM permissions.

am Cr eat eRol e",

am Del et eRol e",

am Del et eRol ePol i cy",
am Cet Rol e",

am Li st Rol ePol i ci es",
am PassRol e",

am Put Rol ePol i cy",

am Updat eAssuneRol ePol i cy",
am At t achRol ePol i cy",
am Det achRol ePol i cy",
am Cr eat eSAM_Pr ovi der ",
am Get SAMLProvi der",
am Li st SAMLPr ovi der ",
am Updat eSAM_Pr ovi der "

Mobile Hub creates one or more IAM roles to use with your mobile app project, depending on the
configuration options you choose for each feature. By default, IAM creates an unauthenticated app
user role to allow users of your app to get temporary permissions to perform various operations with
other services you've enabled. For example, you need this role when your app calls an AWS Lambda
function in the Cloud Logic feature.

If you enable the Cloud Logic feature, Mobile Hub also creates an AWS Lambda execution role. This
role provides your AWS Lambda functions the permissions they need to carry out their tasks; for
example, writing debug logs to Amazon CloudWatch.

If you enable the User Sign-in feature, Mobile Hub creates an authenticated app user role. This
authenticated app user role is used by the users of your app when they sign in using a sign-in provider
such as Facebook or Google+. If you select the Sign-in is required option in User Sign-in, the
unauthenticated app user role is removed. All access to your resources from the app then require use
of the authenticated role.

In addition, if you select Google as a sign-in provider, Mobile Hub needs access to the following Open
ID Connect Provider APIs from IAM:

"iam Addd i ent | DToQpenl DConnect Pr ovi der ",
"iam Cr eat eQpenl DConnect Provi der ",

"i am Get Qpenl DConnect Provi der",

"iam Li st Openl DConnect Pr ovi ders",
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These permissions allow the service to create an Open ID Connect Provider for Google if it does not
already exist, and add ClientIDs to that provider.

Amazon API Gateway

These are the items in the service policy for the Mobile Hub service role defining APl Gateway
permissions.

"api gat eway: DELETE",
"api gat eway: CET",
"api gat eway: PATCH",
"api gat eway: POST",
"api gat eway: PUT",
"api gat eway: HEAD",
"api gat eway: OPTI ONS"

These policies enable Mobile Hub to configure REST APIs for mobile back-ends.
Amazon Cognito

These are the items in the service policy for the Mobile Hub service role defining Amazon Cognito
permissions.

"cognito-identity: CreateldentityPool",
"cognito-identity: UpdateldentityPool",
"cognito-identity: Del eteldentityPool",
"cognito-identity: SetldentityPool Rol es",
"cogni to-i dp: Creat eUser Pool ",

"cogni t o-i dp: Del et eUser Pool ",

"cogni to-idp: Descri beUser Pool ,

"cogni to-idp: CreateUserPool dient",
"cogni to-idp: DescribeUser Pool Cient",
"cognito-idp: Del eteUserPool dient""

Amazon Cognito provides temporary credentials that give app users access to your AWS resources.
By default Mobile Hub creates an Amazon Cognito identity pool to provide a scope or namespace
for user identities. If you enable the User Sign-in feature and configure a sign-in provider, such as
Facebook or Google+, Mobile Hub updates the identity pool to support that feature in your app.

Amazon Elastic Compute Cloud

These are the items in the service policy for the Mobile Hub service role defining Amazon EC2
permissions.

"ec2: Descri beSecurityG oups"”,
"ec2: Descri beSubnet s",
"ec2: Descri beVpcs"

Amazon Mobile Analytics

These are the items in the service policy for the Mobile Hub service role defining Mobile Analytics
permissions.

"mobi | eanal yti cs: Creat eApp",
"mobi | eanal yti cs: Del et eApp",
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When you enable the App Analytics feature in Mobile Hub, it creates an App ID for your app in Amazon
Mobile Analytics. This App ID can be removed if you delete the project.

Amazon Simple Notification Service

These are the items in the service policy for the Mobile Hub service role defining Amazon SNS
permissions.

"sns: Creat eTopi c",

"sns: Del et eTopi c",

"sns: Creat ePl at f or mAppl i cati on”,

"sns: Del et ePl at f or mAppl i cati on",

"sns: Get Pl at f ormAppl i cati onAttri butes"”,
"sns: Set Pl at f ormAppl i cati onAttri butes"”,

When you enable the Push Notifications feature, Mobile Hub creates an Amazon SNS platform
application for each push platform you configure. It also creates a default Amazon SNS topic you can
use to push messages to all users of your app. The topic and platform application are deleted if you
delete the associated Mobile Hub project.

Amazon Simple Storage Service

These are the items in the service policy for the Mobile Hub service role defining Amazon S3
permissions.

"s3: Cr eat eBucket ",

"s3: Del et eBucket ",

"s3: Del et eBucket Pol i cy",
"s3: Li st Bucket ",

"s3: Li st Bucket Ver si ons",
"s3: Del et e(hj ect™,

"s3: Del et eVer si on",

"s3: Put bj ect ™,

"s3: Put bj ect Acl ",

"s3: Get Bucket Locati on",
"s3: Get oj ect ™,

"s3: Get bj ect Ver si on",

App Content Delivery and User Data Storage features both use Amazon Simple Storage Service.
When you enable one of these features, Mobile Hub creates an Amazon S3 bucket on your behalf.
Mobile Hub also puts example files and folders in the bucket so you can demonstrate your app
downloading and navigating between folders. Some of these permissions are required to set up your
Amazon S3 bucket for use with Amazon CloudFront if you enable the App Content Delivery feature
and select Multi-Region CDN. Other policies enable storage capabilities needed by mobile back-end
features that use multiple AWS services.

Amazon CloudFront

These are the items in the service policy for the Mobile Hub service role defining CloudFront
permissions.

"cloudfront: CreateDi stribution",
"cl oudfront: Del eteDi stri bution",
"cloudfront: Get Di stribution",
"cloudfront: GetDi stributionConfig",
"cl oudf ront: Updat eDi stri bution",

Version 1.0
125




AWS Mobile Hub Developer Guide
Authentication and Access Control Basics

If you enable the App Content Delivery feature and configure it for Multi-Region CDN, Mobile Hub
creates a CloudFront distribution with your Amazon S3 bucket set as the origin.

AWS CloudFormation

These are the items in the service policy for the Mobile Hub service role defining AWS CloudFormation
permissions.

"cl oudf or mat i on: Cr eat eUpl oadBucket ",
"cl oudf ormati on: Val i dat eTenpl ate",

"cl oudf or mat i on: Cr eat eSt ack",

"cl oudf or mati on: Li st St ackResour ces",
"cl oudf or mat i on: Del et eSt ack",

"cl oudf or mat i on: Descri beSt acks",

"cl oudf or mat i on: Descri beSt ackEvent s",
"cl oudf or mat i on: Descri beSt ackResour ce",
"cl oudf or mat i on: Get Tenpl at e",

"cl oudf or mat i on: Updat eSt ack"

These policies allow Mobile Hub to dynamically provision and configure back-end stacks to support
your mobile app’s requirements.

AWS Lambda

These are the items in the service policy for the Mobile Hub service role defining Lambda permissions.

"| anbda: Cr eat eFuncti on",

"| anbda: Del et eFuncti on",

"| anbda: Get Function",

"| anbda: Creat eAl i as",

"| anbda: Del et eAl i as",

"l ambda: Get Functi onConfi gurati on”,

"l ambda: Get Pol i cy",

"| ambda: Updat eFunct i onCode",

"l anmbda: Updat eAl i as”,

"| ambda: Updat eFuncti onConfi gurati on"

If you enable the Cloud Logic feature, Mobile Hub creates an example Lambda function. You can use
this function to demonstrate invocation of a Lambda function from your app.

IAM Authentication and Access Control for Mobile
Hub

In depth understanding of AWS authentication and access controls is not required to build a mobile app
using AWS Mobile Hub.

Mobile Hub uses AWS credentials and permissions policies in two ways:

¢ Using AWS Managed Policies to Control Access to Mobile Hub Projects (p. 117).

¢ Providing Mobile Hub Service Role and Policies Used on Your Behalf (p. 118) to create and
configure the back-end features you select for your mobile app.

The following sections provide details on how IAM works, how you can use IAM to securely control
access to your projects, and what IAM roles and policies Mobile Hub configures on your behalf.

Topics
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¢ Authentication (p. 127)
¢ Access Control (p. 128)

Authentication

AWS resources and services can only be viewed, created or modified with the correct authentication
using AWS credentials (which must also be granted access permissions (p. 128) to those resources
and services). You can access AWS as any of the following types of identities:

¢ AWS account root user

When you sign up for AWS, you provide an email address and password that is associated with your
AWS account. These are your root credentials and they provide complete access to all of your AWS
resources.

Important

For security reasons, we recommend that you use the root credentials only to create

an administrator user, which is an 1AM user with full permissions to your AWS account.
Then, you can use this administrator user to create other IAM users and roles with limited
permissions. For more information, see IAM Best Practices and Creating an Admin User
and Group in the IAM User Guide.

¢ |AM user

An |IAM user is simply an identity within your AWS account that has specific custom permissions
(for example, read-only permissions to access your Mobile Hub project). You can use an IAM user
name and password to sign in to secure AWS webpages like the AWS Management Console, AWS
Discussion Forums, or the AWS Support Center.

In addition to a user name and password, you can also generate access keys for each user. You

can use these keys when you access AWS services programmatically, either through one of the
several SDKs or by using the AWS Command Line Interface (CLI). The SDK and CLI tools use the
access keys to cryptographically sign your request. If you don’t use the AWS tools, you must sign the
request yourself.

* [AMrole

An IAM role is another IAM identity you can create in your account that has specific permissions. It
is similar to an IAM user, but it is not associated with a specific person. An IAM role enables you to
obtain temporary access keys that can be used to access AWS services and resources. |IAM roles
with temporary credentials are useful in the following situations:

* Federated user access

Instead of creating an IAM user, you can use preexisting user identities from your enterprise user
directory or a web identity provider. These are known as federated users. AWS assigns a role to a
federated user when access is requested through an identity provider. For more information about
federated users, see Federated Users and Roles in the IAM User Guide.

« Cross-account access

You can use an IAM role in your account to grant another AWS account permissions to access
your account’s resources. For an example, see Tutorial: Delegate Access Across AWS Accounts
Using IAM Roles in the IAM User Guide.

* AWS service access

You can use an IAM role in your account to grant an AWS service permissions to access your
account’s resources. For example, you can create a role that allows Amazon Redshift to access
an Amazon S3 bucket on your behalf and then load data stored in the bucket into an Amazon
Redshift cluster. For more information, see Creating a Role to Delegate Permissions to an AWS
Service in the IAM User Guide.
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» Applications running on Amazon EC2

Instead of storing access keys within the EC2 instance for use by applications running on

the instance and making AWS API requests, you can use an IAM role to manage temporary
credentials for these applications. To assign an AWS role to an EC2 instance and make it
available to all of its applications, you can create an instance profile that is attached to the
instance. An instance profile contains the role and enables programs running on the EC2 instance
to get temporary credentials. For more information, see Using Roles for Applications on Amazon
EC2 in the IAM User Guide.

Access Control

You can have valid credentials to authenticate your requests, but unless you have permissions you
cannot access or modify a Mobile Hub project. The same is true for Mobile Hub when it creates and
configures services and resources you have configured for your project.

The following sections describe how to manage permissions and understand those that are being
managed on your behalf by Mobile Hub.

¢ Using AWS Managed Policies to Control Access to Mobile Hub Projects (p. 117)

« Mobile Hub Service Role and Policies Used on Your Behalf (p. 118)

Overview of Access Permissions Management for
Mobile Hub Projects

In depth understanding of AWS authentication and access controls is not required to build a mobile app
using AWS Mobile Hub.

Every AWS resource is owned by an AWS account, and permissions to create or access the resources
are governed by permissions policies. This includes:
¢ Policies for Using AWS Managed Policies to Control Access to Mobile Hub Projects (p. 117).

* AWS Mobile Hub Service Role and Policies (p. 118) to create and configure the back-end features
you select for your mobile app.

An account administrator can attach permissions policies to IAM identities (that is, users, groups,
and roles), and some services (such as AWS Lambda) also support attaching permissions policies to
resources.

Note
An account administrator (or administrator user) is a user with administrator privileges. For
more information, see |IAM Best Practices in the IAM User Guide.
When granting permissions, you decide who is getting the permissions, the resources they get
permissions for, and the specific actions that you want to allow on those resources.
Topics
¢ Understanding Resource Ownership for AWS Mobile Hub (p. 129)
¢ Managing Access to Resources (p. 129)

¢ Specifying Policy Elements: Actions, Effects, Resources, and Principals (p. 130)
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Understanding Resource Ownership for AWS Mobile Hub

The primary resource of a Mobile Hub project is the project itself. In first use of the Mobile Hub console,
you allow Mobile Hub to manage permissions and access the project resource for you. A resource
owner is the AWS account that created a resource. That is, the resource owner is the AWS account of
the principal entity (the root account, an IAM user, or an 1AM role) that authenticates the request that
creates the resource. The following examples illustrate how this works:

« If you use the root account credentials of your AWS account to create an AWS Mobile Hub project,
your AWS account is the owner of the resources associated with that project.

¢ If you create an IAM user in your AWS account and grant permissions to create Mobile Hub projects
to that user, the user can also create projects. However, your AWS account, to which the user
belongs, owns the resources associated with the project.

« |If you create an IAM role in your AWS account with permissions to create AWS Mobile Hub projects,
anyone who can assume the role can create, edit, or delete projects. Your AWS account, to which
the role belongs, owns the resources associated with that project.

Managing Access to Resources

A permissions policy describes who has access to what. The following section explains the available
options for creating permissions policies.

Note

This section discusses using IAM in the context of AWS Mobile Hub. It doesn't provide
detailed information about the IAM service. For complete IAM documentation, see What Is
IAM? in the IAM User Guide. For information about IAM policy syntax and descriptions, see
AWS ldentity and Access Management Policy Reference in the IAM User Guide.

Policies attached to an IAM identity are referred to as identity-based policies (IAM polices) and policies
attached to a resource are referred to as resource-based policies.

Topics
¢ |dentity-Based Policies (IAM Policies) (p. 129)
¢ Resource-Based Policies (p. 130)

Identity-Based Policies (IAM Policies)

You can attach policies to IAM identities. For example, you can do the following:

¢ Attach a permissions policy to a user or a group in your account — An account administrator
can use a permissions policy that is associated with a particular user to grant permissions for that
user to view or modify an AWS Mobile Hub project.

¢ Attach a permissions policy to a role (grant cross-account permissions) — You can attach an
identity-based permissions policy to an IAM role to grant cross-account permissions. For example,
when you first enter Mobile Hub and agree, as account principal, to grant it permissions to provision
and configure your project, you are granting the AWS managed Mobi | eHub_Ser vi ce_Rol e
role cross-account permissions. An AWS managed policy, AWEMbbi | eHub_Ser vi ceUseOnl y,
is attached to that role in the context of your Mobile Hub project. The role has a trust policy that
allows Mobile Hub to act as account principal with the ability to grant permissions for services and
resources used by your project.

For more information about using 1AM to delegate permissions, see Access Management in the IAM
User Guide.
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As an example of using an identity-based policy, the following policy grants permissions to a user to
create an Amazon S3 bucket. A user with these permissions can create a storage location using the
Amazon S3 service.

"Version":"2012-10-17",
"Statenent": [

{
"Effect":"All ow',
"Action":"s3: Creat eBucket *",
"Resource":"*"

}

For more information about using identity-based policies with Mobile Hub , see Using AWS Managed
Policies to Control Access to Mobile Hub Projects (p. 117) and Mobile Hub Service Role and Policies
Used on Your Behalf (p. 118).

For more information about users, groups, roles, and permissions, see Identities (Users, Groups, and
Roles) in the IAM User Guide.

Resource-Based Policies

Other services, such as Amazon S3, also support resource-based permissions policies. For example,
you can attach a policy to an Amazon S3 bucket to manage access permissions to that bucket.

Specifying Policy Elements: Actions, Effects, Resources, and
Principals

Each service that is configured by Mobile Hub defines a set of API operations. To grant Mobile
Hub permissions for these API operations, a set of actions is specified in an AWS managed policy.
Performing an API operation can require permissions for more than one action.

The following are the basic policy elements:

¢ Resource — In a policy, you use an Amazon Resource Name (ARN) to identify the resource to which
the policy applies.

¢ Action — You use action keywords to identify resource operations that you want to allow or deny.
For example, the s3: Cr eat ebucket permission allows Mobile Hub to perform the Amazon S3
Cr eat eBucket operation.

« Effect — You specify the effect when the user requests the specific action—this can be either allow
or deny. If you don't explicitly grant access to (allow) a resource, access is implicitly denied. You
can also explicitly deny access to a resource, which you might do to make sure that a user cannot
access it, even if a different policy grants access.

¢ Principal — In identity-based policies (IAM policies), the user that the policy is attached to is the
implicit principal. For resource-based policies, you specify the user, account, service, or other entity
that you want to receive permissions (applies to resource-based policies only).
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Amazon S3 Security Considerations for Mobile
Hub Users

In Mobile Hub, if you use the User Data Storage feature, it creates an Amazon S3 bucket in your
account. This topic describes the key Amazon S3 security-related features that you might want to use
for this bucket.

Object Lifecycle Management

You can use object lifecycle management to have Amazon S3 take actions on files (also referred to in
Amazon S3 as objects) in a bucket based on specific criteria. For example, after a specific amount of
time since a mobile app user uploaded a file to the bucket, you might want to permanently delete that
file or move it to Amazon Glacier. You might want to do this to reduce the amount of data in files that

other mobile app users can potentially access. You might also want to manage your costs by deleting
or archiving files that you know you or mobile app users no longer need.

For more information, see Object Lifecycle Management in the Amazon Simple Storage Service
Developer Guide.

Object Encryption

Object encryption helps increase the protection of the data in files while they are traveling to and from
a bucket as well as while they are in a bucket. You can use Amazon S3 to encrypt the files, or you can
encrypt the files yourself. Files can be encrypted with an Amazon S3-managed encryption key, a key
managed by AWS Key Management Service (AWS KMS), or your own key.

For more information, see the Protecting Data Using Encryption section in the Amazon Simple Storage
Service Developer Guide.

Object Versioning

Object versioning helps you recover data in files more easily after unintended mobile app user actions
and mobile app failures. Versioning enables you to store multiple states of the same file in a bucket.
You can uniquely access each version by its related file name and version ID. To help manage

your costs, you can delete or archive older versions that you no longer need, or you can suspend
versioning.

For more information, see the Using Versioning section in the Amazon Simple Storage Service
Developer Guide.

Bucket Logging

Bucket logging helps you learn more about your app users, helps you meet your organization’s audit
requirements, and helps you understand your Amazon S3 costs. Each access log record provides
details about a single access request, such as the requester, bucket name, request time, request
action, response status, and error code, if any. You can store logs in the same bucket or in a different
one. To help manage your costs, you can delete logs that you no longer need, or you can suspend

logging.

For more information, see Managing Bucket Logging in the Amazon Simple Storage Service Console
User Guide.
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