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Amazon S3 REST API Introduction

Welcome to the Amazon Simple Storage Service API Reference. This guide explains the Amazon
Simple Storage Service (Amazon S3) application programming interface (API). It describes various
API operations, related request and response structures, and error codes. The current version of the
Amazon S3 APl is 2006-03-01.

Amazon S3 supports the REST API.

Note

Support for SOAP over HTTP is deprecated, but it is still available over HTTPS. However, new
Amazon S3 features will not be supported for SOAP. We recommend that you use either the
REST API or the AWS SDKs.

Read the following about authentication and access control before going to specific API topics.

Requests to Amazon S3 can be authenticated or anonymous. Authenticated access requires
credentials that AWS can use to authenticate your requests. When making REST API calls directly
from your code, you create a signature using valid credentials and include the signature in your
request. For information about various authentication methods and signature calculations, see
Authenticating Requests (AWS Signature Version 4) (p. 15).

Making REST API calls directly from your code can be cumbersome. It requires you to write the
necessary code to calculate a valid signature to authenticate your requests. We recommend the
following alternatives instead:

* Use the AWS SDKs to send your requests (see Sample Code and Libraries). With this option, you
don't need to write code to calculate a signature for request authentication because the SDK clients
authenticate your requests by using access keys that you provide. Unless you have a good reason
not to, you should always use the AWS SDKs.

¢ Use the AWS CLI to make Amazon S3 API calls. For information about setting up the AWS CLI and
example Amazon S3 commands see the following topics:

Set Up the AWS CLI in the Amazon Simple Storage Service Developer Guide.
Using Amazon S3 with the AWS Command Line Interface in the AWS Command Line Interface User

Guide.

You can have valid credentials to authenticate your requests, but unless you have permissions you
cannot create or access Amazon S3 resources. For example, you must have permissions to create an

API Version 2006-03-01
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S3 bucket or get an object from your bucket. If you use root credentials of your AWS account, you have
all the permissions. However, using root credentials is not recommended. Instead, we recommend

that you create IAM users in your account and manage user permissions. For more information, see
Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple Storage Service
Developer Guide.

API Version 2006-03-01
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Common Request Headers

The following table describes headers that can be used by various types of Amazon S3 REST

requests.

Header Name

Aut hori zati on

Cont ent - Lengt h

Cont ent - Type

Cont ent - MD5

Dat e

Expect

Description

The information required for request authentication. For more
information, go to The Authentication Header in the Amazon
Simple Storage Service Developer Guide. For anonymous
requests this header is not required.

Length of the message (without the headers) according to RFC
2616. This header is required for PUTs and operations that load
XML, such as logging and ACLs.

The content type of the resource in case the request content in
the body. Example: t ext/ pl ai n

The base64 encoded 128-bit MD5 digest of the message (without
the headers) according to RFC 1864. This header can be used as
a message integrity check to verify that the data is the same data
that was originally sent. Although it is optional, we recommend
using the Content-MD5 mechanism as an end-to-end integrity
check. For more information about REST request authentication,
go to REST Authentication in the Amazon Simple Storage Service
Developer Guide.

The current date and time according to the requester. Example:
Wed, 01 Mar 2006 12: 00: 00 GMI. When you specify the
Aut hori zat i on header, you must specify either the x- ane-
dat e or the Dat e header

When your application uses 100-continue, it does not send the
request body until it receives an acknowledgment. If the message
is rejected based on the headers, the body of the message is not
sent. This header can be used only if you are sending a body.

Valid Values: 100-continue

API Version 2006-03-01
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Header Name Description

Host For path-style requests, the value is s3. amazonaws. com
For virtual-style requests, the value is
Bucket Nane. s3. amazonaws. com For more information, go to
Virtual Hosting in the Amazon Simple Storage Service Developer
Guide.
This header is required for HTTP 1.1 (most toolkits add this
header automatically); optional for HTTP/1.0 requests.

X-anz- cont ent - sha256 When using signature version 4 to authenticate request, this
header provides a hash of the request payload. For more
information see Signature Calculations for the Authorization
Header: Transferring Payload in a Single Chunk (AWS Signature
Version 4) (p. 20). When uploading object in chunks, you set
the value to STREAMING-AWS4-HMAC-SHA256-PAYLOAD to
indicate that the signature covers only headers and that there is
no payload. For more information, see Signature Calculations
for the Authorization Header: Transferring Payload in Multiple
Chunks (Chunked Upload) (AWS Signature Version 4) (p. 31).

x-anz-date The current date and time according to the requester. Example:
Wed, 01 Mar 2006 12: 00: 00 GMI. When you specify the
Aut hori zat i on header, you must specify either the x- ane-
dat e or the Dat e header. If you specify both, the value specified
for the x- anez- dat e header takes precedence.

X-ane-security-token This header can be used in the following scenarios:

« Provide security tokens for Amazon DevPay operations—Each
request that uses Amazon DevPay requires two x- ane-
security-token headers: one for the product token and one
for the user token. When Amazon S3 receives an authenticated
request, it compares the computed signature with the provided
signature. Improperly formatted multi-value headers used to
calculate a signature can cause authentication issues

¢ Provide security token when using temporary security
credentials—When making requests using temporary security
credentials you obtained from IAM you must provide a security
token using this header. To learn more about temporary
security credentials, go to Making Requests.

This header is required for requests that use Amazon DevPay
and requests that are signed using temporary security
credentials.

API Version 2006-03-01
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Common Response Headers

The following table describes response headers that are common to most AWS S3 responses.

Name

Cont ent - Lengt h

Cont ent - Type

Connection

Dat e

ETag

Description

The length in bytes of the body in the response.
Type: String

Default: None

The MIME type of the content. For example, Content-Type: text/html;
charset=utf-8

Type: String

Default: None

specifies whether the connection to the server is open or closed.
Type: Enum

Valid Values: open | close

Default: None

The date and time Amazon S3 responded, for example, Wed, 01 Mar 2006
12:00:00 GMT.

Type: String
Default: None

The entity tag is a hash of the object. The ETag reflects changes only to the
contents of an object, not its metadata. The ETag may or may not be an MD5
digest of the object data. Whether or not it is depends on how the object was
created and how it is encrypted as described below:

» Objects created by the PUT Object, POST Object, or Copy operation, or
through the AWS Management Console, and are encrypted by SSE-S3 or
plaintext, have ETags that are an MD5 digest of their object data.

API Version 2006-03-01
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Name

Server

X-ane-del et e-
mar ker

Xx-ane-id-2

X-ane-request -
id

X-ane-ver si on-
id

Description

» Objects created by the PUT Object, POST Object, or Copy operation, or
through the AWS Management Console, and are encrypted by SSE-C or
SSE-KMS, have ETags that are not an MD5 digest of their object data.

« If an object is created by either the Multipart Upload or Part Copy operation,
the ETag is not an MD5 digest, regardless of the method of encryption.

Type: String

The name of the server that created the response.

Type: String

Default: AmazonS3

Specifies whether the object returned was (true) or was not (false) a delete
marker.

Type: Boolean

Valid Values: true | false

Default: false

A special token that helps AWS troubleshoot problems.
Type: String

Default: None

A value created by Amazon S3 that uniquely identifies the request. In the
unlikely event that you have problems with Amazon S3, AWS can use this
value to troubleshoot the problem.

Type: String
Default: None

The version of the object. When you enable versioning, Amazon S3 generates
a random number for objects added to a bucket. The value is UTF-8 encoded
and URL ready. When you PUT an object in a bucket where versioning has
been suspended, the version ID is always nul | .

Type: String
Valid Values: null | any URL-ready, UTF-8 encoded string

Default: null

API Version 2006-03-01
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Error Responses

This section provides reference information about Amazon S3 errors.

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

Topics
¢ REST Error Responses (p. 7)
 List of Error Codes (p. 8)

REST Error Responses

When there is an error, the header information contains:

« Content-Type: application/xml
¢ An appropriate 3xx, 4xx, or 5xx HTTP status code

The body or the response also contains information about the error. The following sample error
response shows the structure of response elements common to all REST error responses.

<?xm version="1.0" encodi ng="UTF-8"?>
<Error>
<Code>NoSuchKey</ Code>
<Message>The resource you requested does not exist</Mssage>
<Resour ce>/ mybucket / nyf ot 0. j pg</ Resour ce>
<Request | d>4442587FB7D0A2F9</ Request | d>
</ Error>

The following table explains the REST error response elements

Name Description

Code The error code is a string that uniquely identifies an error condition. It is meant to
be read and understood by programs that detect and handle errors by type. For
more information, see List of Error Codes (p. 8).

Type: String
Ancestor: Error

API Version 2006-03-01
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Name

Error

Message

Request | d

Resour ce

Description

Container for all error elements.
Type: Container
Ancestor: None

The error message contains a generic description of the error condition in English.
It is intended for a human audience. Simple programs display the message directly
to the end user if they encounter an error condition they don't know how or don't
care to handle. Sophisticated programs with more exhaustive error handling and
proper internationalization are more likely to ignore the error message.

Type: String
Ancestor: Error

ID of the request associated with the error.
Type: String
Ancestor: Error

The bucket or object that is involved in the error.
Type: String
Ancestor: Error

Many error responses contain additional structured data meant to be read and understood by a
developer diagnosing programming errors. For example, if you send a Content-MD5 header with a
REST PUT request that doesn't match the digest calculated on the server, you receive a BadDigest
error. The error response also includes as detail elements the digest we calculated, and the digest
you told us to expect. During development, you can use this information to diagnose the error. In
production, a well-behaved program might include this information in its error log.

For information about general response elements, go to Error Responses.

The following table lists Amazon S3 error codes.

Error Code Description HTTP SOAP
Status Fault
Code Code
Prefix
AccessDeni ed Access Denied 403 Client
Forbidden
Account Probl em There is a problem with your AWS 403 Client

account that prevents the operation | Forbidden
from completing successfully. Please
use Contact Us.

Anbi guousG ant ByEnai | Addr ess The email address you provided 400 Bad | Client
is associated with more than one Request
account.

BadDi gest The Content-MD5 you specified did | 400 Bad | Client

not match what we received. Request

API Version 2006-03-01
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Error Code

Bucket Al r eadyExi sts

Bucket Al r eadyOwnedBy You

Bucket Not Enpt y

Credent i al sNot Support ed

CrossLocat i onLoggi ngPr ohi bi ted

EntityTooSnal |

EntityToolar ge

Expi redToken

Description

The requested bucket name is not
available. The bucket namespace
is shared by all users of the system.
Please select a different name and
try again.

Your previous request to create the
named bucket succeeded and you
already own it. You get this error

in all AWS regions except US East
(N. Virginia) region, us-east-1. In
us-east-1 region, you will get 200
OK, but it is no-op (if bucket exists it
Amazon S3 will not do anything).

The bucket you tried to delete is not
empty.

This request does not support
credentials.

Cross-location logging not allowed.
Buckets in one geographic location
cannot log information to a bucket in
another location.

Your proposed upload is smaller
than the minimum allowed object
size.

Your proposed upload exceeds the
maximum allowed object size.

The provided token has expired.

I I I egal Ver si oni ngConf i gur at i onExbeldadtes that the versioning

I nconpl et eBody

configuration specified in the request
is invalid.

You did not provide the number
of bytes specified by the Content-
Length HTTP header

I ncorrect Nunber O Fi | esl nPost RequB&XST requires exactly one file

I nli neDat aToolLar ge

I nternal Error

upload per request.

Inline data exceeds the maximum
allowed size.

We encountered an internal error.
Please try again.

HTTP
Status
Code

409
Conflict

409
Conflict
(in all
regions
except
us
East (N.
Virginia)
region).
409
Conflict

400 Bad
Request

403
Forbidden

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

500
Internal
Server
Error

SOAP
Fault
Code
Prefix

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Server

API Version 2006-03-01
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Error Code

I nval i dAccessKeyl d

I nval i dAddr essi ngHeader

I nval i dAr gunent

I nval i dBucket Nane

I nval i dBucket St at e

I nval i dDi gest

I nval i dEncrypti onAl gorithnError

I nval i dLocat i onConstr ai nt

Inval i dObj ect State

I nval i dPart

I nval i dPart Or der

I nval i dPayer

I nval i dPol i cyDocument

I nval i dRange

Description

The AWS access key Id you
provided does not exist in our
records.

You must specify the Anonymous
role.

Invalid Argument

The specified bucket is not valid.

The request is not valid with the
current state of the bucket.

The Content-MD5 you specified is
not valid.

The encryption request you specified
is not valid. The valid value is
AES256.

The specified location constraint is
not valid. For more information about
regions, see How to Select a Region
for Your Buckets.

The operation is not valid for the
current state of the object.

One or more of the specified parts
could not be found. The part might
not have been uploaded, or the
specified entity tag might not have
matched the part's entity tag.

The list of parts was not in
ascending order.Parts list must
specified in order by part number.

All access to this object has been
disabled.

The content of the form does not
meet the conditions specified in the
policy document.

The requested range cannot be
satisfied.

HTTP
Status
Code

403
Forbidden

N/A

400 Bad
Request

400 Bad
Request

409
Conflict

400 Bad
Request

400 Bad
Request

400 Bad
Request

403
Forbidden

400 Bad
Request

400 Bad
Request

403
Forbidden

400 Bad
Request

416
Requested
Range

Not
Satisfiable

SOAP
Fault
Code
Prefix

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

API Version 2006-03-01

10


http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html#access-bucket-intro
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html#access-bucket-intro

Amazon Simple Storage Service API Reference
List of Error Codes

Error Code

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dSecurity

I nval i dSOAPRequest

I nval i dSt or aged ass

I nval i dTar get Bucket For Loggi ng

I nval i dToken

I nval i dURI

KeyTooLong

Description

Please use AWS4-HMAC-SHA256.

SOAP requests must be made over
an HTTPS connection.

S3 Transfer Acceleration is not
supported for buckets with non-DNS
compliant names.

S3 Transfer Acceleration is not
supported for buckets with periods
() in their names.

S3 Transfer Accelerate endpoint
only supports virtual style requests.

S3 Transfer Accelerate is not
configured on this bucket.

S3 Transfer Accelerate is disabled
on this bucket.

S3 Transfer Acceleration is not
supported on this bucket. Contact
AWS Support for more information.

S3 Transfer Acceleration cannot
be enabled on this bucket. Contact
AWS Support for more information.

The provided security credentials are
not valid.

The SOAP request body is invalid.

The storage class you specified is
not valid.

The target bucket for logging does
not exist, is not owned by you, or
does not have the appropriate grants
for the log-delivery group.

The provided token is malformed or
otherwise invalid.

Couldn't parse the specified URI.

Your key is too long.

HTTP
Status
Code

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

403
Forbidden

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

SOAP
Fault
Code
Prefix
N/A
Client

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Client

Client

Client

Client

Client

Client

Client

API Version 2006-03-01
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Error Code

Mal f or medACLErr or

Mal f or mredPOSTRequest

Mal f or med XM

MaxMessagelengt hExceeded

Description

The XML you provided was not well-
formed or did not validate against
our published schema.

The body of your POST request is
not well-formed multipart/form-data.

This happens when the user sends
malformed xml (xml that doesn't

conform to the published xsd) for the

configuration. The error message
is, "The XML you provided was
not well-formed or did not validate
against our published schema."

Your request was too big.

MaxPost Pr eDat aLengt hExceededEr r o¥our POST request fields preceding

Met adat aTooLar ge

Met hodNot Al | owed

M ssi ngAt t achment

M ssi ngCont ent Lengt h

M ssi ngRequest BodyEr r or

M ssi ngSecuri t yEl enent

M ssi ngSecuri t yHeader

NoLoggi ngSt at usFor Key

NoSuchBucket

NoSuchKey

the upload file were too large.

Your metadata headers exceed the
maximum allowed metadata size.

The specified method is not allowed
against this resource.

A SOAP attachment was expected,
but none were found.

You must provide the Content-
Length HTTP header.

This happens when the user sends
an empty xml document as a
request. The error message is,
"Request body is empty."

The SOAP 1.1 request is missing a
security element.

Your request is missing a required
header.

There is no such thing as a logging
status subresource for a key.

The specified bucket does not exist.

The specified key does not exist.

HTTP
Status
Code

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

405
Method
Not
Allowed

N/A

411
Length
Required

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

404 Not
Found

404 Not
Found

SOAP
Fault
Code
Prefix

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

API Version 2006-03-01
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Error Code

NoSuchlLi f ecycl eConfi guration

NoSuchUpl oad

NoSuchVer si on

Not | npl enment ed

Not Si gnedUp

NoSuchBucket Pol i cy

Oper ati onAborted

Per manent Redi r ect

Precondi ti onFail ed

Redi r ect

Rest or eAl r eadyl nProgr ess

Request | sNot Mul ti Part Cont ent

Request Ti meout

Request Ti meTooSkewed

Description

The lifecycle configuration does not
exist.

The specified multipart upload does
not exist. The upload ID might be
invalid, or the multipart upload might
have been aborted or completed.

Indicates that the version ID
specified in the request does not
match an existing version.

A header you provided implies
functionality that is not implemented.

Your account is not signed up for
the Amazon S3 service. You must
sign up before you can use Amazon
S3. You can sign up at the following
URL: http://aws.amazon.com/s3

The specified bucket does not have
a bucket policy.

A conflicting conditional operation
is currently in progress against this
resource. Try again.

The bucket you are attempting to
access must be addressed using the
specified endpoint. Send all future
requests to this endpoint.

At least one of the preconditions you
specified did not hold.

Temporary redirect.

Object restore is already in progress.

Bucket POST must be of the
enclosure-type multipart/form-data.

Your socket connection to the server
was not read from or written to within
the timeout period.

The difference between the request
time and the server's time is too
large.

HTTP SOAP

Status Fault

Code Code
Prefix

404 Not Client

Found

404 Not Client

Found

404 Not Client

Found

501 Not Server

Implemented

403 Client

Forbidden

404 Not Client

Found

409 Client

Conflict

301 Client

Moved

Permanently

412 Client

Precondition

Failed

307 Client

Moved

Temporarily

409 Client

Conflict

400 Bad Client

Request

400 Bad Client

Request

403 Client

Forbidden

API Version 2006-03-01
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Error Code Description HTTP SOAP
Status Fault
Code Code
Prefix
Request Tor r ent Of Bucket Err or Requesting the torrent file of a 400 Bad | Client
bucket is not permitted. Request
Si gnat ur eDoesNot Mat ch The request signature we calculated | 403 Client
does not match the signature Forbidden

you provided. Check your AWS
secret access key and signing
method. For more information, see
REST Authentication and SOAP
Authentication for details.

Servi ceUnavai | abl e Reduce your request rate. 503 Server
Service
Unavailable
Sl owDown Reduce your request rate. 503 Slow | Server
Down
Tenpor ar yRedi r ect You are being redirected to the 307 Client
bucket while DNS updates. Moved
Temporarily
TokenRef r eshRequi r ed The provided token must be 400 Bad | Client
refreshed. Request
TooManyBucket s You have attempted to create more | 400 Bad Client
buckets than allowed. Request
Unexpect edCont ent This request does not support 400 Bad | Client
content. Request
Unr esol vabl eGr ant ByEmai | Addr ess' The email address you provided 400 Bad | Client
does not match any account on Request
record.
User KeyMust BeSpeci fi ed The bucket POST must contain the | 400 Bad | Client

specified field name. If it is specified, | Request
check the order of the fields.

API Version 2006-03-01
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Authenticating Requests (AWS
Signature Version 4)

Topics
¢ Authentication Methods (p. 16)
« Introduction to Signing Requests (p. 16)
¢ Authenticating Requests: Using the Authorization Header (AWS Signature Version 4) (p. 17)
¢ Authenticating Requests: Using Query Parameters (AWS Signature Version 4) (p. 38)
« Examples: Signature Calculations in AWS Signature Version 4 (p. 43)

¢ Authenticating Requests: Browser-Based Uploads Using POST (AWS Signature Version
4) (p- 45)
¢ Amazon S3 Signature Version 4 Authentication Specific Policy Keys (p. 47)

Every interaction with Amazon S3 is either authenticated or anonymous. This section explains request
authentication with the AWS Signature Version 4 algorithm.

Note

If you use the AWS SDKs (see Sample Code and Libraries) to send your requests, you don't
need to read this section because the SDK clients authenticate your requests by using access
keys that you provide. Unless you have a good reason not to, you should always use the AWS
SDKs. In regions that support both signature versions, you can request AWS SDKs to use
specific signature version. For more information, see Specifying Signature Version in Request
Authentication in the Amazon Simple Storage Service Developer Guide. You need to read this
section only if you are implementing the AWS Signature Version 4 algorithm in your custom
client.

Authentication with AWS Signature version 4 provides some or all of the following, depending on how
you choose to sign your request:

¢ Verification of the identity of the requester — Authenticated requests require a signature that
you create by using your access keys (access key ID, secret access key). For information about
getting access keys, see Understanding and Getting Your Security Credentials in the AWS General
Reference. If you are using temporary security credentials, the signature calculations also require
a security token. For more information, see Requesting Temporary Security Credentials in the IAM
User Guide.

¢ In-transit data protection — In order to prevent tampering with a request while it is in transit, you
use some of the request elements to calculate the request signature. Upon receiving the request,
Amazon S3 calculates the signature by using the same request elements. If any request component

API Version 2006-03-01
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received by Amazon S3 does not match the component that was used to calculate the signature,
Amazon S3 will reject the request.

« Protect against reuse of the signed portions of the request — The signed portions (using AWS
Signatures) of requests are valid within 15 minutes of the timestamp in the request. An unauthorized
party who has access to a signed request can modify the unsigned portions of the request without
affecting the request's validity in the 15 minute window. Because of this, we recommend that you
maximize protection by signing request headers and body, making HTTPS requests to Amazon S3,
and by using the s3: x- anz- cont ent - sha256 condition key (see Amazon S3 Signature Version 4
Authentication Specific Policy Keys (p. 47)) in AWS policies to require users to sign S3 request
bodies.

Note

Amazon S3 supports Signature Version 4, a protocol for authenticating inbound API requests
to AWS services, in all AWS regions. At this time, AWS regions created before January 30,
2014 will continue to support the previous protocol, Signature Version 2. Any new regions
after January 30, 2014 will support only Signature Version 4 and therefore all requests to
those regions must be made with Signature Version 4. For more information about AWS
Signature Version 2, see Signing and Authenticating REST Requests in the Amazon Simple
Storage Service Developer Guide.

Authentication Methods

You can express authentication information by using one of the following methods:

¢ HTTP Authorization header — Using the HTTP Aut hori zat i on header is the most common
method of authenticating an Amazon S3 request. All of the Amazon S3 REST operations (except
for browser-based uploads using POST requests) require this header. For more information
about the Aut hori zat i on header value, and how to calculate signature and related options, see
Authenticating Requests: Using the Authorization Header (AWS Signature Version 4) (p. 17).

¢ Query string parameters — You can use a query string to express a request entirely in a URL. In
this case, you use query parameters to provide request information, including the authentication
information. Because the request signature is part of the URL, this type of URL is often referred to as
a presigned URL. You can use presigned URLs to embed clickable links, which can be valid for up to
seven days, in HTML. For more information, see Authenticating Requests: Using Query Parameters
(AWS Signature Version 4) (p. 38).

Amazon S3 also supports browser-based uploads that use an HTTP POST requests. With an HTTP
POST request, you can upload content to Amazon S3 directly from the browser. For information about
authenticating POST requests, see Browser-Based Uploads Using POST in the Amazon Simple
Storage Service Developer Guide.

Introduction to Signing Requests

Authentication information that you send in a request must include a signature. To calculate a
signature, you first concatenate select request elements to form a string, referred to as the string to
sign. You then use a signing key to calculate the hash-based message authentication code (HMAC) of
the string to sign.

In AWS Signature Version 4, you don't use your secret access key to sign the request. Instead, you
first use your secret access key to create a signing key. The signing key is scoped to a specific region
and service, and it never expires.

API Version 2006-03-01
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The following diagram illustrates the general process of computing a signature.

1. StringToSign

[A string based on select requast elements ]

— T
2. Signing Key
DateKay = HMAG-SHA256 ("AWS4" + "<SecretA Key>", "<yyyymmdd=")
DateRegionKey = HMAC-SHA256(DateKey, “<aws-region="
DateRegicnServiceKey = HMAC-SHA256(DateRegionKey, "<aws-service>"
SigningKey = HMAC-SHA256(DateRegionServiceKey, -awsd_request-)

3. Signature

signature = Hex(HMAC-SHA256(Signingkey, StringToSign)) ]

The string to sign depends on the request type. For example, when you use the HTTP Authorization
header or the query parameters for authentication, you use a varying combination of request elements
to create the string to sign. For an HTTP POST request, the POST policy in the request is the string
you sign.

Upon receiving an authenticated request, Amazon S3 servers re-create the signature by using the
authentication information that is contained in the request. If the signatures match, Amazon S3
processes your request; otherwise, the request is rejected.

For more information about authenticating requests, see the following topics:

* Authenticating Requests: Using the Authorization Header (AWS Signature Version 4) (p. 17)
¢ Authenticating Requests: Using Query Parameters (AWS Signature Version 4) (p. 38)

¢ Authenticating Requests in Browser-Based Uploads Using POST (AWS Signature Version
4) (p. 52)

Authenticating Requests: Using the Authorization
Header (AWS Signature Version 4)

Topics
¢ Overview (p. 17)

« Signature Calculations for the Authorization Header: Transferring Payload in a Single Chunk (AWS
Signature Version 4) (p. 20)

¢ Signature Calculations for the Authorization Header: Transferring Payload in Multiple Chunks
(Chunked Upload) (AWS Signature Version 4) (p. 31)

Overview

Using the HTTP Aut hori zat i on header is the most common method of providing authentication
information. Except for POST requests (p. 333) and requests that are signed by using query
parameters, all Amazon S3 bucket operations (p. 70) and object operations (p. 286) use the

Aut hori zat i on request header to provide authentication information.

The following is an example of the Aut hor i zat i on header value. Line breaks are added to this
example for readability:

Aut hori zati on: AWS4- HVAC- SHA256

API Version 2006-03-01
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Credent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east - 1/ s3/ aws4_r equest,
Si gnedHeader s=host ; r ange; x- ane- dat e,
Si gnat ur e=f e5f 80f 77d5f a3beca038a248f f 027d0445342f e2855ddc963176630326f 1024

The following is the properly formatted version of the same Authorization header:
Note the following:

¢ There is space between the first two components, AWs4- HVAC- SHA256 and Cr edent i al

« The subsequent components, Cr edent i al , Si gnedHeader s, and Si gnat ur e are separated by a
comma.

The following table describes the various components of the Aut hor i zat i on header value in the
preceding example:

Component Description

AWSB4- HVAC- SHA256 The algorithm that was used to calculate the signature. You must
provide this value when you use AWS Signature Version 4 for
authentication.

The string specifies AWS Signature Version 4 (AW84) and the
signing algorithm (HVAC- SHA256).

Credenti al Your access key ID and the scope information, which includes the
date, region, and service that were used to calculate the signature.

This string has the following form:

<your - access- key- i d>/ <dat e>/ <aws- r egi on>/ <aws-
servi ce>/ aws4_r equest

Where:

» <dat e> value is specified using YYYYMVDD format.

* <aws- servi ce> value is s3 when sending request to Amazon
S3.

Si gnedHeader s A semicolon-separated list of request headers that you used to
compute Si gnat ur e. The list includes header names only, and
the header names must be in lowercase. For example:

host ; range; x- anz- dat e

Si gnature The 256-bit signature expressed as 64 lowercase hexadecimal
characters. For example:

f e5f 80f 77d5f a3beca038a248f f 027d0445342f €2855ddc963176630326f 1024

Note that the signature calculations vary depending on the option
you choose to transfer the payload.

The signature calculations vary depending on the method you choose to transfer the request payload.
S3 supports the following options:

API Version 2006-03-01
18



Amazon Simple Storage Service APl Reference
Overview

¢ Transfer payload in a single chunk — In this case, you have the following signature calculation
options:

» Signed payload option — You can optionally compute the entire payload checksum and include it
in signature calculation. This provides added security but you need to read your payload twice or
buffer it in memory.

For example, in order to upload a file, you need to read the file first to compute a payload hash
for signature calculation and again for transmission when you create the request. For smaller
payloads, this approach might be preferable. However, for large files, reading the file twice can be
inefficient, so you might want to upload data in chunks instead.

We recommend you include payload checksum for added security.
« Unsigned payload option — Do not include payload checksum in signature calculation.

For step-by-step instructions to calculate signature and construct the Authorization header value, see
Signature Calculations for the Authorization Header: Transferring Payload in a Single Chunk (AWS
Signature Version 4) (p. 20).

¢ Transfer payload in multiple chunks (chunked upload) — In this case you transfer payload in
chunks. You can transfer a payload in chunks regardless of the payload size.

You can break up your payload into chunks. These can be fixed or variable-size chunks. By
uploading data in chunks, you avoid reading the entire payload to calculate the signature. Instead,
for the first chunk, you calculate a seed signature that uses only the request headers. The second
chunk contains the signature for the first chunk, and each subsequent chunk contains the signature
for the chunk that precedes it. At the end of the upload, you send a final chunk with 0 bytes of data
that contains the signature of the last chunk of the payload. For more information, see Signature
Calculations for the Authorization Header: Transferring Payload in Multiple Chunks (Chunked
Upload) (AWS Signature Version 4) (p. 31).

When you send a request, you must tell Amazon S3 which of the preceding options you have chosen
in your signature calculation, by adding the x- anz- cont ent - sha256 header with one of the following
values:

« If you choose chunked upload options, set the header value to STREAM NG AW54- HVAC- SHA256-
PAYLOAD.

« If you choose to upload payload in a single chunk, set the header value to the payload checksum
(signed payload option), or set the value to the literal string UNSI GNED- PAYLQAD (unsigned payload
option).

Upon receiving the request, Amazon S3 re-creates the string to sign using information in the

Aut hori zat i on header and the dat e header. It then verifies with authentication service the
signatures match. The request date can be specified by using either the HTTP Dat e or the x- ane-
dat e header. If both headers are present, x- anz- dat e takes precedence.

If the signatures match, Amazon S3 processes your request; otherwise, your request will fail.

For more information, see the following topics:

Signature Calculations for the Authorization Header: Transferring Payload in a Single Chunk (AWS
Signature Version 4) (p. 20)

Signature Calculations for the Authorization Header: Transferring Payload in Multiple Chunks
(Chunked Upload) (AWS Signature Version 4) (p. 31)
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Signature Calculations for the Authorization Header:
Transferring Payload in a Single Chunk (AWS
Signature Version 4)

When using the Aut hor i zat i on header to authenticate requests, the header value includes, among
other things, a signature. The signature calculations vary depending on the choice you make for
transferring the payload (Overview (p. 17)). This section explains signature calculations when you
choose to transfer the payload in a single chunk. The example section (see Examples: Signature
Calculations (p. 25)) shows signature calculations and resulting Aut hor i zat i on headers that you
can use as a test suite to verify your code.

Important

When transferring payload in a single chunk, you can optionally choose to include the payload
hash in the signature calculations, referred as signed payload (if you don't include it, the
payload is considered unsigned). The signing procedure discussed in the following section
applies to both, but note the following differences:

¢ Signed payload option — You include the payload hash when constructing the canonical
request (that then becomes part of StringToSign, as explained in the signature calculation
section). You also specify the same value as the x- anz- cont ent - sha256 header value
when sending the request to S3.

¢ Unsigned payload option — You include the literal string UNSI GNED- PAYLQAD when
constructing a canonical request, and set the same value as the he x- anez- cont ent -
sha256 header value when sending the request to S3.

When you send your request to S3, the x- anez- cont ent - sha256 header value informs S3
whether the payload is signed or not. Amazon S3 can then create signature accordingly for
verification.

Calculating a Signature

To calculate a signature, you first need a string to sign. You then calculate a HVAC- SHA256 hash of
the string to sign by using a signing key. The following diagram illustrates the process, including the
various components of the string that you create for signing

When Amazon S3 receives an authenticated request, it computes the signature and then compares it
with the signature that you provided in the request. For that reason, you must compute the signature
by using the same method that is used by Amazon S3. The process of putting a request in an agreed-
upon form for signing is called canonicalization.
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1. Canonical Request

"GET" | "PUT" | "POST" |
HTTP Verb + “in” + ( UrEncode(<resource>)

Canonical URI + “in” + UriEncode(<QueryParameterf>) + =" + * UrEncode(<value>) + "&" +
UriEncode(<QueryParameter2>) + "=" + "UriEncode(<valug>) + "&" +

Sorted by
QueryParameter

Canonical Query String +Wn°|  UriEncode({<QueryParameterN>) + =" + * UriEncode(<value>)
7

Canonical Headers +\n" Lowercase(<HeaderName1>) + =" +Trim({<value>) + "n"
Lowercase({<HeaderName2>) + =" + Trim{<value>) + "\n"

Sorted by
HeaderName

BT Lowercase(<HeaderNameN=) + *° + Trim{<value>) + "in"

L
Hashed Payload Lowercase(<HeaderName1>) + *." + Lowercase (<HeaderName2>) -:oﬂzd :Y
+""+ .+ Lowercase (<HeaderNamehi>) sateriame

2. StringToSign (( Hex(sHA256Hash(<payioac) )
AWSLHMAC-SHAZSE" + A" * (™ Fomat 1508601, g, "20130524T0000002" |
TimeStamp + “n" +
"eyyyymmdd>/<AWS Region>/s3fawsd_request"
Scope +"\n” + £.0.. "20130524/us-east-1/s3/aws4_request”

— | Haex(SHA256Hash({Canonical Request)) J

—_—T
3. Signature

[ ———————————————— " )
I I
: DatekKey = HMAC-SHA256 ("AWSA4" + "=SecretAccesskey=", "<yyyymmadd=") }
I DateRegionKey = HMAC-8HA256(DateKey, "<aws-region>" |
I DateRegionServiceKey = HMAC-SHA256(DateRegionKey, "<aws-service=" |
: SigningKey = HMAC-SHA256(DateRegionServiceKey, “aws4_request-) }
I I
I

I [
signature = HexfHMAC-SHA256 ( SigningKey, SI:nngTDSIwJ}j }

I

I\-_ ___________________________________________ -

The following table describes the functions that are shown in the diagram. You need to implement code
for these functions.

Function Description

Lower case() Convert the string to lowercase.

Hex () Lowercase base 16 encoding.

SHA256Hash() Secure Hash Algorithm (SHA) cryptographic hash function.

HVAC- SHA256( ) Computes HMAC by using the SHA256 algorithm with the signing
key provided. This is the final signature.

Trinm() Remove any leading or trailing whitespace.

Uri Encode() Ull?l encode every byte. UriEncode() must enforce the following
rules:

* URI encode every byte except the unreserved characters: '‘A-'Z',
'a-'z','0-'9, -, ' and '~

» The space character is a reserved character and must be
encoded as "%20" (and not as "+").

» Each URI encoded byte is formed by a '%' and the two-digit
hexadecimal value of the byte.

* Letters in the hexadecimal value must be uppercase, for
example "%1A".

* Encode the forward slash character, '/, everywhere except in
the object key name. For example, if the object key name is
phot os/ Jan/ sanpl e. j pg, the forward slash in the key name
is not encoded.
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Function Description

Caution

The standard UriEncode functions provided by your
development platform may not work because of
differences in implementation and related ambiguity in the
underlying RFCs. We recommend that you write your own
custom UriEncode function to ensure that your encoding
will work.

The following is an example uri-encode() function in Java.

public static String Uri Encode(Char Sequence i nput,
bool ean encodeSl ash) {
StringBuilder result = new
StringBuilder();
for (int i = 0; i < input.length(); i++)
{

char ch = input.charAt(i);
if ((ch>"A & ch <="Z") || (ch
>='a" & ch <="'2") || (ch >="'0" && ch <="'9")
[| ch=="_"1]] ch=="-"]] ch ="~ || ch ==
) o
resul t. append(ch);
} elseif (ch=="/"){
resul t. append(encodeS| ash ?
"ORF" : ch);
} else {
resul t. append(toHexUTF8(ch));
}
}

return result.toString();

Task 1: Create a Canonical Request
This section provides an overview of creating a canonical request.

The following is the canonical request format that Amazon S3 uses to calculate a signature. For
signatures to match, you must create a canonical request in this format:

<HTTPMet hod>\n

<Canoni cal URI >\ n

<Canoni cal QueryString>\n
<Canoni cal Header s>\ n

<Si gnedHeader s>\ n
<HashedPayl| oad>

Where:

e HTTPMet hod is one of the HTTP methods, for example GET, PUT, HEAD, and DELETE.

e Canoni cal URl is the URI-encoded version of the absolute path component of the URI—everything
starting with the "/" that follows the domain name and up to the end of the string or to the question
mark character ('?") if you have query string parameters. The URI in the following example, /
exanpl ebucket / myphot o. j pg, is the absolute path and you don't encode the "/" in the absolute
path:
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http://s3. amazonaws. coni exanpl ebucket / nyphot o. j pg

Note

You do not normalize URI paths for requests to Amazon S3. For example, you may have
a bucket with an object named "my-object//example//photo.user". Normalizing the path
changes the object name in the request to "my-object/example/photo.user”. This is an
incorrect path for that object.

e Canoni cal Quer ySt ri ng specifies the URI-encoded query string parameters. You URI-encode
name and values individually. You must also sort the parameters in the canonical query string
alphabetically by key name. The sorting occurs after encoding. The query string in the following URI
example is pr ef i x=sonePr ef i x&mar ker =sonmeMar ker &ax- keys=20:

http://s3. amazonaws. conf exanpl ebucket ?
pref i x=somePr ef i x&rar ker =sonmeMar ker &rax- keys=20

The canonical query string is as follows (line breaks are added to this example for readability):

URI - encode( " mar ker ") +"="+URI - encode( " soneMar ker ") +" &" +
URI - encode( " max- keys") +"="+URI - encode("20") + "&" +
URI - encode( " prefix")+"="+URl - encode("sonmePrefix")

When a request targets a subresource, the corresponding query parameter value will be an empty
string (™). For example, the following URI identifies the ACL subresource on the exanpl ebucket
bucket:

http://s3. amazonaws. conl exanpl ebucket ?acl

The CanonicalQueryString in this case is as follows:

URl - encode("acl ") + "=" + ""

If the URI does not include a '?', there is no query string in the request, and you set the canonical
guery string to an empty string (""). You will still need to include the "\n".

e Canoni cal Header s is a list of request headers with their values. Individual header name and value
pairs are separated by the newline character ("\n"). Header names must be in lowercase. You must
sort the header names alphabetically to construct the string, as shown in the following example:

Lower case( <Header Nanel>) +": " +Tri n(<val ue>) +"\ n"
Lower case( <Header Nane2>) +": " +Tri n( <val ue>) +"\ n"

Lower case( <Header NaneN>) +": " +Tri n( <val ue>) +"\ n"

The Lower case() and Tri m() functions used in this example are described in the preceding
section.

The Canoni cal Header s list must include the following:

e HTTP host header.

« If the Cont ent - Type header is present in the request, you must add it to the
Canoni cal Header s list.
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* Any x- anz- * headers that you plan to include in your request must also be added. For example,
if you are using temporary security credentials, you need to include x- anz- securi ty-token in
your request. You must add this header in the list of Canoni cal Header s.

Note

The x- anz- cont ent - sha256 header is required for all AWS Signature Version 4
requests. It provides a hash of the request payload. If there is no payload, you must provide
the hash of an empty string.

The following is an example Canoni cal Header s string. The header names are in lowercase and
sorted.

host : s3. anazonaws. com

X-ane-cont ent -

sha256: e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b785
2b855

Xx-ane-dat e: 20130708T220855Z7

Note

For the purpose of calculating an authorization signature, only the host and any x- ane-

* headers are required; however, in order to prevent data tampering, you should consider
including all the headers in the signature calculation.

« Si gnedHeader s is an alphabetically sorted, semicolon-separated list of lowercase request
header names. The request headers in the list are the same headers that you included in the
Canoni cal Header s string. For example, for the previous example, the value of Si gnedHeader s
would be as follows:

host ; x- anz- cont ent - sha256; x- anz- dat e

¢ HashedPayl oad is the hexadecimal value of the SHA256 hash of the request payload.

Hex( SHA256Hash( <payl oad>)

If there is no payload in the request, you compute a hash of the empty string as follows:

Hex ( SHA256Hash(" "))

The hash returns the following value:

e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852h855

For example, when you upload an object by using a PUT request, you provide object data in the
body. When you retrieve an object by using a GET request, you compute the empty string hash.

Task 2: Create a String to Sign

This section provides an overview of creating a string to sign. For step-by-step instructions, see Task 2:
Create a String to Sign in the AWS General Reference.

The string to sign is a concatenation of the following strings:

" AWB4- HVAC- SHA256" + "\ n" +
ti meSt anpl SB601Format + "\n" +
<Scope> + "\n" +
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Hex( SHA256Hash( <Canoni cal Request >))

The constant string AWS4- HVAC- SHA256 specifies the hash algorithm that you are using,
HMAC-SHA256. The t i meSt anp is the current UTC time in ISO 8601 format (for example,
20130524T0000002).

Scope binds the resulting signature to a specific date, an AWS region, and a service. Thus, your
resulting signature will work only in the specific region and for a specific service. The signature is valid
for seven days after the specified date.

dat e. For mat (<YYYYMMDD>) + "/" + <region> + "/" + <service> + "/aws4_request"

For Amazon S3, the service string is s3. For a list of r egi on strings, see Regions and Endpoints in the
AWS General Reference. The region column in this table provides the list of valid region strings.

The following scope restricts the resulting signature to the us- east - 1 region and Amazon S3.

20130606/ us- east - 1/ s3/ aws4_r equest

Note
Scope must use the same date that you use to compute the signing key, as discussed in the
following section.

Task 3: Calculate Signature

In AWS Signature Version 4, instead of using your AWS access keys to sign a request, you first create
a signing key that is scoped to a specific region and service. For more information about signing keys,
see Introduction to Signing Requests (p. 16).

Dat eKey

Dat eRegi onKey

Dat eRegi onSer vi ceKey
Si gni ngKey

HMAC- SHA256( " AWB4" +" <Secr et AccessKey>", "<YYYYMVDD>")
HMAC- SHA256( <Dat eKey>, "<aws-regi on>")

HVAC- SHA256( <Dat eRegi onKey>, "<aws-service>")

HMAC- SHA256( <Dat eRegi onSer vi ceKey>, "aws4_request")

Note
This signing key is valid for seven days from the date specified in the Dat eKey hash.

For a list of region strings, see Regions and Endpoints in the AWS General Reference.

Using a signing key enables you to keep your AWS credentials in one safe place. For example, if you
have multiple servers that communicate with Amazon S3, you share the signing key with those servers;
you don’t have to keep a copy of your secret access key on each server. Signing key is valid for up to
seven days. So each time you calculate signing key you will need to share the signing key with your
servers. For more information, see Authenticating Requests (AWS Signature Version 4) (p. 15).

The final signature is the HMAC-SHA256 hash of the string to sign, using the signing key as the key.

HMAC- SHA256( Si gni ngKey, StringToSi gn)

For step-by-step instructions on creating a signature, see Task 3: Create a Signature in the AWS
General Reference.

Examples: Signature Calculations

You can use the examples in this section as a reference to check signature calculations in your code.
For additional references, see Signature Version 4 Test Suite of the AWS General Reference. The
calculations shown in the examples use the following data:
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¢ Example access keys.

Parameter Value
AWBAccessKeyl d AKI Al OSFODNN7EXAMPLE
AWBSecr et AccessKey wJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

¢ Request timestamp of 20130524T000000Z (Fri, 24 May 2013 00: 00: 00 GMT).
¢ Bucket name exanpl ebucket .

¢ The bucket is assumed to be in the US East (N. Virginia) region. The credential Scope and the
Si gni ng Key calculations use us- east - 1 as the region specifier. For information about other
regions, see Regions and Endpoints in the AWS General Reference.

¢ You can use either path-style or virtual hosted-style requests. The following examples show how to
sign a virtual hosted—style request, for example:

htt ps:// exanpl ebucket . s3. amazonaws. coni phot os/ phot ol. j pg

For more information, see Virtual Hosting of Buckets in the Amazon Simple Storage Service
Developer Guide.

Example: GET Object

The following example gets the first 10 bytes of an object (test.txt) from exanpl ebucket . For more
information about the API action, see GET Object (p. 301).

GET /test.txt HITP/ 1.1

Host: exanpl ebucket. s3. anazonaws. com

x-ane- dat e: 20130524T000000Z

Aut hori zation: SignatureToBeCal cul ated

Range: bytes=0-9

X-ane- cont ent -

sha256: e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852b855
x-ane-date: 20130524T000000Z

Because this GET request does not provide any body content, the x- anz- cont ent - sha256 value is
the hash of the empty request body. The following steps show signature calculations and construction
of the Aut hori zat i on header.

1. StringToSign

a. CanonicalRequest

CET
/test.txt

host : exanpl ebucket . s3. amazonaws. com

range: byt es=0-9

X-ane-cont ent -

sha256: e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852b855
x-ane- dat e: 20130524T000000Z

host ; range; x- anz- cont ent - sha256; x- anz- dat e
e3b0c44298f c1c149af bf 4c8996f h92427ae41e4649b934ca495991b7852h855
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In the canonical request string, the last line is the hash of the empty request body. The third
line is empty because there are no query parameters in the request.

b. StringToSign

AWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

7344ae5b7ee6¢c3e7e6b0f e0640412a37625d1f bf f f 95¢c48bbb2dc43964946972

2. SigningKey

signi ng key = HVAGC SHA256( HVAC- SHA256 ( HMAC- SHA256 ( HMAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

f 0e8bdb87c964420e857bd35b5d6ed310bd44f 0170aba48dd91039c6036bdb41

4. Authorization header

The resulting Aut hor i zat i on header is as follows:

AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east - 1/
s3/ aws4_r equest, Si gnedHeader s=host ; r ange; x- anz- cont ent - sha256; x- anz-
dat e, Si gnat ur e=f 0e8bdb87c964420e857bd35b5d6ed310bd44f 0170aba48dd91039c6036b

Example: PUT Object

This example PUT request creates an object (t est $f i | e. t ext ) in exanpl ebucket . The example
assumes the following:

¢ You are requesting REDUCED_REDUNDANCY as the storage class by adding the x- anez- st or age-
cl ass request header. For information about storage classes, see Storage Classes in the Amazon
Simple Storage Service Developer Guide.

¢ The content of the uploaded file is a string, " Wel cone to Amazon S3." The value of x- anz-
cont ent - sha256 in the request is based on this string.

For information about the API action, see PUT Object (p. 347).

db41

PUT test$file.text HTTP/ 1.1
Host: exanpl ebucket. s3. amazonaws. com
Date: Fri, 24 May 2013 00: 00: 00 GV

Aut hori zation: SignatureToBeCal cul ated
x-ane-date: 20130524T000000Z
X-ane- st orage- cl ass: REDUCED_REDUNDANCY
X-ane-cont ent - sha256:
44ce7dd67¢959e0d3524f f ac1771df bba87d2b6b4b4e99e42034a8b803f 8b072

<Payl oad>

The following steps show signature calculations.
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1. StringToSign

a. CanonicalRequest

PUT
/testyR4fil e.text

date: Fri, 24 May 2013 00: 00: 00 GvVIr
host : exanpl ebucket . s3. amazonaws. com
X-ane-cont ent -

x-anz- dat e: 20130524T000000Z
X-ane- st or age- cl ass: REDUCED REDUNDANCY

dat e; host ; x- anez- cont ent - sha256; x- anz- dat e; x- ane- st or age- cl ass
44ce7dd67c959e0d3524f f ac1771df bba87d2b6b4b4e99e42034a8b803f 80072

sha256: 44ce7dd67c959e0d3524f f ac1771df bba87d2b6b4b4e99e42034a8b803f 8b072

In the canonical request, the third line is empty because there are no query parameters in the
request. The last line is the hash of the body, which should be same as the x- anz- cont ent -

sha256 header value.
b. StringToSign

AWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

9e0e90d9c76de8f a5b200d8c849cd5b8dc7a3be3951ddb7f 6a76b4158342019d

2. SigningKey

signi ng key = HVAC- SHA256( HMAC- SHA256 ( HMAC- SHA256 ( HMAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

98ad721746da40c64f 1a55b78f 14c238d841eal380cd77alb5971af Oecel08bd

4, Authorization header

The resulting Aut hori zat i on header is as follows:

AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/
us- east - 1/ s3/ aws4_r equest, Si gnedHeader s=dat e; host ; x-
anz- cont ent - sha256; x- anz- dat e; x- anz- st or age-

cl ass, Si gnat ur e=98ad721746da40c64f 1a55b78f 14c238d841eal380cd77alb5971af Oece

Example: GET Bucket Lifecycle

The following GET request retrieves the lifecycle configuration of exanpl ebucket . For information
about the API action, see GET Bucket lifecycle (p. 129).

GET ?lifecycle HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Aut hori zation: SignatureToBeCal cul ated
x-ane-date: 20130524T000000Z
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X-ane-content -
sha256: e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852b855

Because the request does not provide any body content, the x- anz- cont ent - sha256 header value

is the hash of the empty request body. The following steps show signature calculations.

1.

StringToSign

a. CanonicalRequest

GET
/
Iifecycle=

host : exanpl ebucket . s3. amazonaws. com
X-ane-cont ent -

x-anz- dat e: 20130524T000000Z

host ; x- ane- cont ent - sha256; x- anz- dat e
e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852hb855

sha256: e3b0c44298f clcl49af bf 4c8996f b92427ae41e4649h934ca495991b7852b855

In the canonical request, the last line is the hash of the empty request body.
b. StringToSign

AVB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

9766c798316f f 2757b517bc739a67f 6213b4ab36dd5da2f 94eaebf 79¢c77395ca

SigningKey

signi ng key = HVAC- SHA256( HVAC- SHA256 ( HMAC- SHA256( HVMAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

Signature

f ea454ca298b7dalc68078a5d1bdbf bbe0d65¢c699e0f 91ac7a200a0136783543

Authorization header

The resulting Aut hor i zat i on header is as follows:

AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east - 1/
s3/ aws4_r equest, Si gnedHeader s=host ; x- anez- cont ent - sha256; x- anz-

dat e, Si gnat ur e=f ea454ca298b7dalc68078a5d1bdbf bbe0d65¢c699e0f 91ac7a200a013678

Example: Get Bucket (List Objects)

The following example retrieves a list of objects from exanpl ebucket bucket. For information about
the API action, see GET Bucket (List Objects) Version 1 (p. 102).

3543

GET ?max- keys=2&prefix=J HITP/ 1.1
Host: exanpl ebucket. s3. amazonaws. com
Aut hori zation: SignatureToBeCal cul ated
x-ane-date: 20130524T000000Z
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X-ane-content -
sha256: e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852b855

Because the request does not provide a body, the value of x- anz- cont ent - sha256 is the hash of
the empty request body. The following steps show signature calculations.

1. StringToSign

a.

CanonicalRequest

GET
/
max- keys=2&pr ef i x=J

host : exanpl ebucket . s3. amazonaws. com

X-ane- cont ent -

sha256: e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852b855
x-ane- dat e: 20130524T000000Z

host ; x- anz- cont ent - sha256; x- anz- dat e
e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852hb855

In the canonical string, the last line is the hash of the empty request body.
StringToSign

AVWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

df 57d21db20da04d7f a30298dd4488ba3a2b47ca3a489c74750e0f 1e7df 1b9b7

2. SigningKey

si gning key = HMAC- SHA256( HVAC- SHA256( HMAC- SHA256( HMAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

34b48302e7b5f a45bde8084f 4b7868a86f 0a534bc59db6670ed5711ef 69dc6f 7

4, Authorization header

The resulting Aut hor i zat i on header is as follows:

AWB4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east - 1/
s3/ aws4_request, Si gnedHeader s=host ; x- anz- cont ent - sha256; x- ane-
dat e, Si gnat ur e=34h48302e7b5f a45bde8084f 4b7868a86f 0a534bc59db6670ed5711ef 69d
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Signature Calculations for the Authorization Header:
Transferring Payload in Multiple Chunks (Chunked
Upload) (AWS Signature Version 4)

As described in the Overview (p. 17), when authenticating requests using the Aut hori zat i on header,
you have an option of uploading the payload in chunks. You can send data in fixed size or variable size
chunks. This section describes the signature calculation process in chunked upload, how you create
the chunk body, and how the delayed signing works where you first upload the chunk, and send its
signature in the subsequent chunk. The example section (see Example: PUT Object (p. 35)) shows
signature calculations and resulting Aut hor i zat i on headers that you can use as test suite to verify
your code.

Note

When transferring data in a series of chunks, you must use the Cont ent - Lengt h HTTP
header to explicitly specify the total content length (object length in bytes plus metadata in
each chunk). This will require you to pre-compute the total length of the payload including the
metadata you will send in each chunk before starting your request. The x- anz- decoded-
cont ent - | engt h header will contain the size of the object length in bytes.

Each chunk signature calculation includes the signature of the previous chunk. To begin with, you
create a seed signature using only the headers. You use the seed signature in the signature calculation
of the first chunk. For each subsequent chunk, you create a chunk signature that includes signature of
the previous chunk. Thus, the chunk signatures are chained together; that is, signature of chunk n is a
function F(chunk n, signature(chunk n-1)). The chaining ensures you send the chunks in correct order.

To perform a chunked upload, do the following:

1. Decide payload chunk size. You need this when you write the code.

Chunk size must be at least 8 KB. We recommend a chunk size of a least 64 KB for better
performance. This chunk size applies to all chunk except the last one. The last chunk you send can
be smaller than 8 KB. If your payload is small and can fit in one chunk, then it can be smaller than
the 8 KB.

2. Create the seed signature for inclusion in the first chunk. For more information, see Calculating the
Seed Signature (p. 31).

3. Create the first chunk and stream it. For more information, see Defining the Chunk Body (p. 34).

4. For each subsequent chunk, calculate the chunk signature that includes the previous signature in
the string you sign, construct the chunk and send it. For more information, see Defining the Chunk
Body (p. 34).

5. Send the final additional chunk, same as other chunks in construction, but it has zero data bytes.
For more information, see Defining the Chunk Body (p. 34).

Calculating the Seed Signature

The following diagram illustrates the process of calculating the seed signature.
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1. Canonical Request "GET" | "PUT" | "POST"| ..
HTTP Verb + “in"™ + UriEncode(<resource>)

Canonical URI + “n" + UriEncode(<QueryParameter>) + "=" + "UriEncode(<value>) + & +
UriEncode(<QueryParameter?>) + "=" + "UrlEncode(<value>) + "& + |Sorted by
QueryParameter

Canonical Query Siring + “in"+ UriEncode(<QueryParameteri>) + "=" + "UriEncode(<value>)

Canonical Headers +\n” " Lowercase(<HeaderNameT>) + " +Trim(<valug>) + "n"

Lowercase(<HeaderName2>) + ":" + Trim{<value=) + "n" Sorted by

HeaderName

Siaeill=cdeetiil L-éwercase@Haade.rNameN:-J +™" + Trim(<value=) + "in"

“UNSIGNED-
PAYLOAD" Le <Head 1)+ %" + Lo (<HeaderNameZ>) ﬁ‘mzd ?‘Y
+"" 4+ . + Lowercase (<HeaderNameN=) lsaderName

2. StringToSign

. o |
SRR TS [ Format 1508601, e.g. ~20130524T0000002"
TimeStamp + “In” + —

“<yyyymmdd=I<AWS Region>s3/aws4_request’
Scope + " + ©.9., "20130524Jus-east-1/s3/awsd_request" ]

| Hex{SHA256Hash({Canonical Request)) J

R —
3. Signature

= HMAC-SHAZ56 ("AWSA4" + "<SecretAccessKey>", "<yyyymmdd>")
DateRegionKey = HMAC-SHA256(DateKey, "<aws-region="
DateRegionServiceKey =
SigningKey =

HMAC-SHA256({DateRegionKey, “<aws-service>"
HMAC-5HAZ256(DateRegionServiceKey, -awsd_request)

,
i
| | Datekey
I
i
i
I
I
[

%.
I3
:
g
T
=
&
g
4
ko
¢
3
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o
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L

The following table describes the functions that are shown in the diagram. You need to implement code
for these functions.

Function Description

Lower case() Convert the string to lowercase.

Hex() Lowercase base 16 encoding.

SHA256Hash() Secure Hash Algorithm (SHA) cryptographic hash function.

HVAC- SHA256( ) Computes HMAC by using the SHA256 algorithm with the signing
key provided. This is the final signature.

Trim) Remove any leading or trailing whitespace.

Uri Encode() URI encode every byte. UriEncode() must enforce the following
rules:

» URI encode every byte except the unreserved characters: 'A'-'Z',
lal_lzll lOl_lgl, l-l, l.l' I_l, and I~l.

» The space character is a reserved character and must be
encoded as "%20" (and not as "+").

» Each URI encoded byte is formed by a '%' and the two-digit
hexadecimal value of the byte.

 Letters in the hexadecimal value must be uppercase, for
example "%1A".

» Encode the forward slash character, '/, everywhere except in
the object key name. For example, if the object key name is
phot os/ Jan/ sanpl e. j pg, the forward slash in the key name
is not encoded.
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Function

Description

Caution

The standard UriEncode functions provided by your
development platform may not work because of
differences in implementation and related ambiguity in the
underlying RFCs. We recommend that you write your own
custom UriEncode function to ensure that your encoding
will work.

The following is an example uri-encode() function in Java.

public static String Uri Encode(Char Sequence i nput,
bool ean encodeSl ash) {
StringBuilder result = new
StringBuilder();
for (int i = 0; i < input.length(); i++)
{

char ch = input.charAt(i);
if ((ch>"A & ch <="Z") || (ch
>='a" & ch <="'2") || (ch >="'0" && ch <="'9")
|| ch=="_" || ch=="-" || ch=="~ || ch==
) o
resul t. append(ch);
} elseif (ch=="/"){
resul t. append(encodeS| ash ?
"ORF" : ch);
} else {
resul t. append(toHexUTF8(ch));
}
}

return result.toString();

For information about the signing process, see Signature Calculations for the Authorization Header:
Transferring Payload in a Single Chunk (AWS Signature Version 4) (p. 20). The process is the same
except that the creation of Canoni cal Request differs as follows:

¢ In addition to the request headers you plan to add, you must include the following headers:

Header

X-ane-cont ent -
sha256

Description

This header is required for all AWS Signature Version 4 requests. Set the
value to STREAM NG AWB4- HVAC- SHA256- PAYLQOAD to indicate that the
signature covers only headers and that there is no payload.
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Header Description
Cont ent - Encodi ng Set the value to aws- chunked.

Amazon S3 supports multiple content encodings. For example:

Cont ent - Encodi ng : aws-chunked, gzi p

That is, you can specify your custom content-encoding when using
Signature Version 4 streaming API.

Note

S3 will store the resulting object without the aws- chunked
encoding. Therefore, when you retrieve the object it will not be
aws- chunked encoded.

x- ane- decoded- Set the value to the length, in bytes, of the data to be chunked, without

content-1ength counting any metadata. For example, if you are uploading a 4 GB file, set
the value to 4294967296.

Cont ent - Lengt h Set the value to the length of your data, including the metadata. Each

chunk will have metadata, such as the signature of the previous chunk.
Chunk calculations are discussed in the following section.

You send the first chunk with the seed signature. You will need to construct the chunk as described in
the following section.

Defining the Chunk Body

All chunks include some metadata. Each chunk must conform to the following structure:

string(lntHexBase(chunk-size)) + ";chunk-signature=" + signature + \r\n
+ chunk-data + \r\n

Where:

e | nt HexBase() is a function that you will write to convert an integer chunk-size to hexadecimal. For
example, if chunk-size is 65536, hexadecimal string is "1000".

« chunk- si ze is the size, in bytes, of the chunk-data, without metadata. For example, if you are
uploading a 65 KB object and using a chunk size of 64 KB, you upload the data in three chunks: the
first would be 64 KB, the second 1 KB, and the final chunk with 0 bytes.

¢ si gnat ur e For each chunk, you calculate signature using the following string to sign. For the first
chunk, you use the seed-signature as the previous signature.
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StringToSign

"AWS-HMAC-SHM.‘:S—PAYLQ&D’ +* " .
DateTime + “in" +

Scope + I’

PreviousSignature + "
Hex(SHA256Hash(™)) + “n"
Hex(SHA256Hashicurrent-chunk-data))

Signature
Rt ettt ettt
|
; DateKey = HMAC-SHAZSE ["TAWS4" + "<S, =", "<yyyymmedet=")
| | DateRegionkey = HMAC-SHA256(DateKey, <
| | DateRegionServicekey = HMAC-SHAZ56({DateRegionKey, "<aws-services"
|
I
|

)
|
|
|
|
|
Signingkey =HMAC-SHA256(DateRegionServicekey, “awsd-request) :
|
|
|
1
|
|

|
L.[ signature = Hex(HMAC-SHAZSE ( SigningKey, StringToSign))
™ y

The size of the final chunk data that you send is 0, although the chunk body will still contain metadata,
including the signature of the previous chunk.

Example: PUT Object

You can use the examples in this section as a reference to check signature calculations in your code.
Before you review the examples, note the following:

¢ The signature calculations in these examples use the following example security credentials.

Parameter Value
AWBAccessKeyl d AKI Al OSFODNN7EXAMPLE
AWESecr et AccessKey wJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
¢ All examples use the request timestamp 20130524T000000Z (Fri, 24 May 2013 00: 00: 00
GMI).
« All examples use exanpl ebucket as the bucket name.

¢ The bucket is assumed to be in the US East (N. Virginia) region, and the credential Scope and the
Si gni ng Key calculations use us- east - 1 as the region specifier. For more information, see
Regions and Endpoints in the Amazon Web Services General Reference.

¢ You can use either path style or virtual-hosted style requests. The examples below show use virtual-
hosted style requests, for example:

htt ps: // exanpl ebucket . s3. amazonaws. com phot os/ phot 0l. j pg

For more information, see Virtual Hosting of Buckets in the Amazon Simple Storage Service
Developer Guide.

Example: PUT Object

The following example sends a PUT request to upload an object. The signature calculations assume
the following:

¢ You are uploading a 65 KB text file, and the file content is a one-character string made up of the
letter 'a’.

¢ The chunk size is 64 KB. As a result, the payload will be uploaded in three chunks, 64 KB, 1 KB, and
the final chunk with 0 bytes of chunk data.
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¢ The resulting object has the key name chunkObj ect . t xt .

¢ You are requesting REDUCED REDUNDANCY as the storage class by adding the x- anez- st or age-
cl ass request header.

For information about the API action, see PUT Object (p. 347). The general request syntax is as
follows:

PUT / exanpl ebucket/chunkCbj ect.txt HTTP/ 1.1

Host: s3. amazonaws. com

x-anz-date: 20130524T000000Z

X-anz- st orage- cl ass: REDUCED_REDUNDANCY

Aut hori zati on: SignatureToBeCal cul at ed
X-ane-cont ent - sha256: STREAM NG AWs4- HVAC- SHA256- PAYLOAD
Cont ent - Encodi ng: aws- chunked
x-anez-decoded- content -1 engt h: 66560

Cont ent - Lengt h: 66824

<Payl oad>

The following steps show signature calculations.
1. Seed signature — Create String to Sign

1. CanonicalRequest

PUT
/ exanpl ebucket / chunkQbj ect . t xt

cont ent - encodi ng: aws- chunked

content -1 engt h: 66824

host : s3. amazonaws. com

X-ane- cont ent - sha256: STREAM NG AW54- HVAC- SHA256- PAYLOAD
x-ane-dat e: 20130524T000000Z

x- ane- decoded- cont ent - | engt h: 66560

X- ane- st or age- ¢l ass: REDUCED_REDUNDANCY

cont ent - encodi ng; cont ent - | engt h; host ; x- ane- cont ent - sha256; x- ane-
dat e; x- anz- decoded- cont ent - | engt h; x- anz- st or age- cl ass
STREAM NG- AWs4- HVAC- SHA256- PAYLOAD

In the canonical request, the third line is empty because there are no query parameters in the
request. The last line is the constant string provided as the value of the hashed Payload which

should be same as the value of x- anz- cont ent - sha256 header.
2. StringToSign

AWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

cee3f ed04b70f 867d036f 722359b0b1f 2f 0e5dcOef adbc082b76c4c60e316455

Note
For information about each of line in the string to sign, see the diagram that explains
seed signature calculation.
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SighingKey

signing key = HVAC SHA256( HVAC- SHA256( HVAC- SHA256( HVAC- SHA256( " AWB4"  +

"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

Seed Signature

4f 232c4386841ef 735655705268965c44a0e4690baadadeal53f 7db9f a80ala9

Authorization header

The resulting Authorization header is as follows:

AWBA- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east - 1/ s3/
aws4_request, Si gnedHeader s=cont ent - encodi ng; cont ent - | engt h; host ; x- ane-

cont ent - sha256; x- anz- dat e; x- ane- decoded- cont ent - | engt h; x- anz- st or age-

cl ass, Si gnat ur e=4f 232c¢4386841ef 735655705268965c44a0e4690baad4adeal53f 7db9of a8

Chunk 1: (65536 bytes, with value 97 for letter 'a')

1.

Chunk string to sign:

AWS4- HVAC- SHA256- PAYLOAD

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

4f 232¢c4386841ef 735655705268965c44a0e4690baad4adeal53f 7db9f a80a0a9
e3b0c44298f clcl149af bf 4c8996f b92427ae41e4649b934ca495991b7852h855
bf 718b6f 653bebc184e1479f 1935b8da974d701b893af cf 49e701f 3e2f 9f 9c5a

Note

To information about each line in the string to sign, see the preceding diagram that
show various components of the string to sign (for example, the last three lines are,
previ ous- si gnat ur e, hash(""), and hash(current - chunk- dat a) ).

Chunk signature:

ad80c730a21e5b8d04586a2213dd63b9a0e99e0e2307h0ade35a65485a288648

Chunk data sent:

10000; chunk-
si gnat ur e=ad80c730a21e5hb8d04586a2213dd63b9a0e99e0e2307b0ade35a65485a288¢
<65536- byt es>

Chunk 2: (1024 bytes, with value 97 for letter 'a’)

1.

Chunk string to sign:

AWB4- HVAC- SHA256- PAYLOAD

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest
ad80c730a21e5h8d04586a2213dd63h9a0e99e0e2307b0ade35a65485a288648
e3b0c44298f c1cl49af bf 4c8996f h92427ae41e4649b934ca495991b7852h855
2edc986847e209b4016e141a6dc8716d3207350f 416969382d431539bf 292e4a

Chunk signature:
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0055627¢c9e194ch4542bae2aa5492e3¢c1575bbb81b612b7d234b86a503ef 5497

3. Chunk data sent:

400; chunk-
si gnat ur e=0055627c9e194cb4542bae2aa5492e3c1575bbb81b612b7d234b86a503ef 5497
<1024 byt es>

7. Chunk 3: (0 byte data)

1. Chunk string to sign:

AWS4- HVAC- SHA256- PAYLOAD

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest
0055627c9e194ch4542bae2aa5492e3¢c1575bbb81b612b7d234b86a503ef 5497
e3b0c44298f clcl149af bf 4c8996f b92427ae41e4649b934ca495991b7852h855
e3b0c44298f clcl149af bf 4c8996f b92427ae41e4649b934ca495991b7852h855

2. Chunk signature:

b6c6ea8a5354eaf 15b3cb7646744f 4275b71ea724f ed81ceb9323e279d449df 9

3. Chunk data sent:

0; chunk-
si gnat ur e=b6c6ea8a5354eaf 15b3ch7646744f 4275b71ea724f ed81ceb9323e279d449df 9

Authenticating Requests: Using Query
Parameters (AWS Signature Version 4)

As described in the authentication overview (see Authentication Methods (p. 16)), you can provide
authentication information using query string parameters. Using query parameters to authenticate
requests is useful when you want to express a request entirely in a URL. This method is also referred
as presigning a URL.

A use case scenario for presigned URLSs is that you can grant temporary access to your Amazon S3
resources. For example, you can embed a presigned URL on your website or alternatively use it in
command line client (such as Curl) to download objects.

The following is an example presigned URL.

https://s3. amazonaws. conf exanpl ebucket/test .t xt

?X- Anez- Al gori t hmrAWS4- HVAC- SHA256

&X- Anz- Cr edent i al =<your - access- key-i d>/ 20130721/ us- east - 1/ s3/ aws4_r equest
&X- Ane- Dat €=20130721T201207Z

&X- Az - Expi r es=86400

&X- Anz- Si gnedHeader s=host

&X- Anz- Si gnat ur e=<si gnat ur e- val ue>

In the example URL, note the following:
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¢ The line feeds are added for readability.

e The X- Anz- Credenti al value in the URL shows the "/" character only for readability. In practice, it
should be encoded as %2F. For example:

&X- Anez- Credent i al =<your - access- key-i d>%2F20130721%2Fus-
east - 19%2Fs3%2Faws4_r equest

The following table describes the query parameters in the URL that provide authentication information.

Query String Parameter
Name

X- Anez- Al gorithm

X- Anz- Credenti al

X- Ane- Dat e

X- Anez- Expi r es

X- Anez- Si gnedHeader s

Example Value

Identifies the version of AWS Signature and the algorithm that you
used to calculate the signature.

For AWS Signature Version 4, you set this parameter value to
AWB4- HVAC- SHA256. This string identifies AWS Signature Version
4 (AWS4) and the HMAC-SHA256 algorithm (HMAC-SHA256).

In addition to your access key ID, this parameter also provides
scope (AWS region and service) for which the signature is valid.
This value must match the scope you use in signature calculations,
discussed in the following section. The general form for this
parameter value is as follows:

<your - access- key- i d>/ <dat e>/ <AW5- r egi on>/ <AVE-
servi ce>/ aws4_r equest

For example:

AKI Al OSFODNN7EXAMPLE/ 20130721/ us- east - 1/ s3/
aws4_request

For Amazon S3, the AWB- ser vi ce string is s3. For a list of S3
AWE- r egi on strings, see Regions and Endpoints in the AWS
General Reference.

The date and time format must follow the 1ISO 8601 standard, and
must be formatted with the "yyyyMVdd THHMms s Z" format. For
example if the date and time was "08/01/2016 15:32:41.982-700"
then it must first be converted to UTC (Coordinated Universal
Time) and then submitted as "20160801T083241Z".

Provides the time period, in seconds, for which the generated
presigned URL is valid. For example, 86400 (24 hours). This
value is an integer. The minimum value you can set is 1, and the
maximum is 604800 (seven days).

A presigned URL can be valid for a maximum of seven days
because the signing key you use in signature calculation is valid
for up to seven days.

Lists the headers that you used to calculate the signature. The
following headers are required in the signature calculations:
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Query String Parameter Example Value
Name

e The HTTP host header.
* Any x- anz-* headers that you plan to add to the request.

Note
For added security, you should sign all the request
headers that you plan to include in your request.

X- Anz- Si gnat ur e Provides the signature to authenticate your request. This
signature must match the signature Amazon S3 calculates;
otherwise, Amazon S3 denies the request. For example,
733255ef 022bec3f 2a8701cd61d4b371f 3f 28c9f 193a1f 02279211d48d5193d7

Signature calculations are described in the following section.

Calculating a Signature

The following diagram illustrates the signature calculation process.

1. Canonical Request “GET* | "PUT"| "POST"| ..
HTTP Verb + “\n" + UriEncode(<resource>)

UriEncode(<QueryParameter!>) + "=" + "UrEncode({<value>) + "&" +
UriEncode(<QueryParameter?>) + "=" + "UriEncode(<value>) + "&” +

Canonical URI + *\n" +
Sored by

CuueryParameter
Canonical Query String + “\n"™+

UriEncode(<QueryParameterh>) + "=" + "UriEncode(<value>)

Canonical Headers +in" + Lo Hi M: T>)+ ™" +Trim( )+ "in"

Lowercase(<HsaderName2=) + *" + Trim{<value=) + “n" Sarted by

HeaderName

Seil=entai I;r-awemase(cuaadan\famewj + " + Trim{<value>) + "in"

“UNSIGNED-
PAYLOAD" Le <Head 13) + " + Lo (<HeaderName2>) ﬁnﬂjd ?‘Y
+"" + ... + Lowercase (<HeaderiameN=) lsadarNamea

2. StringToSign
( )
ANSITIMACSHAZSS™ *"W™* (" Fomat 1508601, e.g. -20130524T000000Z" ]
TimaStamp + “\n" + —y

) ~ayyyymmdd=l<AWS Region=/s3/aws4_request”
Scope +n" + e.g., "20130524/us-east-1/53/awsd_request” ]

L_p| Hex{SHA256Hash({Canonical Request)) J

—_—
3. Signature
fm === mm—mmmmmmmmm e mmmm e mmmmmmmmmm—mmmm————————
|
: DateKey = HMAC-SHAZ256 ("AWS4" + "<SecretAccessKey>", "<yyyymmdd>")
| DateRegionKey = HMAC-SHA256(DateKey, "<aws-region="
| DateRegionServiceKey = HMAC-SHA256(DateRegionKey, "<aws-service>"
: SigningKey = HMAC-SHAZ56(DateRegionServiceKey, “awsd_request”)
|

e

The following table describes the functions that are shown in the diagram. You need to implement code
for these functions.

Function Description
Lower case() Convert the string to lowercase.
Hex() Lowercase base 16 encoding.
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Function Description

SHA256Hash() Secure Hash Algorithm (SHA) cryptographic hash function.

HVAC- SHA256( ) Computes HMAC by using the SHA256 algorithm with the signing
key provided. This is the final signature.

Trinm() Remove any leading or trailing whitespace.

Uri Encode() Ull?l encode every byte. UriEncode() must enforce the following
rules:

* URI encode every byte except the unreserved characters: '‘A'-'Z',
a7, 09, and =,

» The space character is a reserved character and must be
encoded as "%20" (and not as "+").

» Each URI encoded byte is formed by a '%' and the two-digit
hexadecimal value of the byte.

* Letters in the hexadecimal value must be uppercase, for
example "%1A".

» Encode the forward slash character, '/, everywhere except in
the object key name. For example, if the object key name is
phot os/ Jan/ sanpl e. j pg, the forward slash in the key name
is not encoded.

Caution

The standard UriEncode functions provided by your
development platform may not work because of
differences in implementation and related ambiguity in the
underlying RFCs. We recommend that you write your own
custom UriEncode function to ensure that your encoding
will work.

The following is an example uri-encode() function in Java.

public static String Ui Encode(Char Sequence i nput,
bool ean encodeSl ash) {
StringBuilder result = new
StringBuil der();
for (int i =0; i < input.length(); i++)
{

char ch = input.charAt(i);
if ((ch>="A & ch <="2") || (ch
>='a" & ch <="z") || (ch >="'0" & ch <="'9")
|| ch="_" || ch="-*" || ch ="~ || ch ==
) A
resul t.append(ch);
} elseif (ch=="/") {
resul t.append(encodeSl ash ?
"0RF" : ch);
} else {
resul t. append(t oHexUTF8(ch));
}

}

return result.toString();
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For more information about the signing process (details of creating a canonical request, string to sign,
and signature calculations), see Signature Calculations for the Authorization Header: Transferring
Payload in a Single Chunk (AWS Signature Version 4) (p. 20). The process is generally the same
except that the creation of CanonicalRequest in a presigned URL differs as follows:

¢ You don't include a payload hash in the Canonical Request, because when you create a presigned
URL, you don't know the payload content because the URL is used to upload an arbitrary payload.
Instead, you use a constant string UNSI GNED- PAYL QAD.

e The Canonical Query String must include all the query parameters from the preceding table except
for X- Anez- Si gnat ur e.

e Canonical Headers must include the HTTP host header. If you plan to include any of the x- anz-
* headers, these headers must also be added for signature calculation. You can optionally add all
other headers that you plan to include in your request. For added security, you should sign as many
headers as possible.

An Example

Suppose you have an object t est . t xt in your exanpl ebucket bucket. You want to share this object
with others for a period of 24 hours (86400 seconds) by creating a presigned URL.

https://s3. amazonaws. conf exanpl ebucket/test .t xt

?X- Anz- Al gori t hmrAWS4- HVAC- SHA256

&X- Anz- Cr edent i al =AKI Al OSFODNN7EXAMPLEY®2F20130524%2Fus-

east - 19%2Fs3%2Faws4_r equest

&X- Anz - Dat e=20130524T000000Z&X- Az - Expi r es=86400&X- Ane- Si gnedHeader s=host
&X- Anz- Si gnat ur e=<si gnat ur e- val ue>

The following steps illustrate first the signature calculations and then construction of the presigned
URL. The example makes the following additional assumptions:

¢ Request timestampis Fri, 24 May 2013 00: 00: 00 GW.

¢ The bucket is in the US East (N. Virginia) region, and the credential Scope and the Si gni ng
Key calculations use us- east - 1 as the region specifier. For more information, see Regions and
Endpoints in the AWS General Reference.

You can use this example as a test case to verify the signature that your code calculates; however, you
must use the same bucket name, object key, time stamp, and the following example credentials:

Parameter Value
AWSAccessKeyl d AKI Al OSFODNN7EXAMPLE

AWBSecr et AccessKey  wJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

1. StringToSign

a. CanonicalRequest

GET

/test.txt

X- Anez- Al gor i t hmeFAWS4- HVAC- SHA2568&X- Anz- Cr edent i al =AKI Al OSFODNN7 EXAMPLE
9%2F20130524%2Fus- east - 192Fs3%2Faws4_r equest &X- Ane-

Dat €=20130524T000000Z&X- Ane- Expi r es=864008&X- Anz- Si gnedHeader s=host

host : exanpl ebucket . s3. amazonaws. com
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host
UNSI GNED- PAYLOAD

b. StringToSign

AWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

3bf a292879f 6447bbcda7001decf 97f 4a54dc650c8942174ae0a9121cf 58ad04

SigningKey

signi ng key = HVAC- SHA256( HVAC- SHA256( HVAC- SHA256 ( HVAC- SHA256( " AWB4"  +
" <Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

Signature

aeeed9bbccd4d02ee5c0109b86d86835f 995330da4c265957d157751f 604d404

Now you have all information to construct a presigned URL. The resulting URL for this example is
shown as follows (you can use this to compare your presigned URL):

https://exanpl ebucket. s3. amazonaws. coni t est . t xt ?X- Ane-

Al gori t hmFAWBA- HVAC- SHA2568&X- Anz- Cr edent i al =AKI Al OSFODNN7EXAMPLE
%2F20130524%2Fus- east - 19%2Fs3%Faws4_r equest &X- Anz-

Dat e=20130524T000000Z&X- Anz- Expi r es=86400&X- Anez- Si gnedHeader s=host &X- Ane-
Si gnat ur e=aeeed9bbccd4d02ee5c0109b86d86835f 995330da4c265957d157751f 604d404

Examples: Signature Calculations in AWS
Signature Version 4

Topics

¢ Signature Calculation Examples Using Java (AWS Signature Version 4) (p. 44)
¢ Examples of Signature Calculations Using C# (AWS Signature Version 4) (p. 45)

For authenticated requests, unless you are using the AWS SDKs, you have to write code to calculate
signatures that provide authentication information in your requests. Signature calculation in AWS
Signature Version 4 (see Authenticating Requests (AWS Signature Version 4) (p. 15)) can be a
complex undertaking, and we recommend that you use the AWS SDKs whenever possible.

This section provides examples of signature calculations written in Java and C#. The code samples
send the following requests and use the HTTP Authorization header to provide authentication
information:

PUT object — Separate examples illustrate both uploading the full payload at once and uploading
the payload in chunks. For information about using the Authorization header for authentication, see
Authenticating Requests: Using the Authorization Header (AWS Signature Version 4) (p. 17).

GET object — This example generates a presigned URL to get an object. Query parameters provide
the signature and other authentication information. Users can paste a presigned URL in their
browser to retrieve the object, or you can use the URL to create a clickable link. For information
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about using query parameters for authentication, see Authenticating Requests: Using Query
Parameters (AWS Signature Version 4) (p. 38).

The rest of this section describes the examples in Java and C#. The topics include instructions for
downloading the samples and for executing them.

Signature Calculation Examples Using Java (AWS
Signature Version 4)

The Java sample that shows signature calculation can be downloaded at https://s3.amazonaws.com/
aws-java-sdk/samples/AWSS3SigV4JavaSamples.jar. In RunAl | Sanpl es. j ava, the mai n() function
executes sample requests to create an object, retrieve an object, and create a presigned URL for the
object. The sample creates an object from the text string provided in the code:

Put S3(hj ect Sanpl e. put S3hj ect (bucket Nanme, regi onNane, awsAccessKey,
awsSecr et Key) ;

Get S3(hj ect Sanpl e. get S3Chj ect (bucket Nane, regi onName, awsAccessKey,
awsSecr et Key) ;

Pr esi gnedUr | Sanpl e. get Presi gnedUr | ToS3Chj ect (bucket Nane, regi onNane,
awsAccessKey, awsSecr et Key);

Put S3hj ect ChunkedSanpl e. put S3hj ect Chunked( bucket Nane, regi onNane,
awsAccessKey, awsSecr et Key);

To test the examples on a Linux-based computer
The following instructions are for the Linux operating system.

1. At a command prompt, change the directory to the directory that contains
AWBS3Si gV4JavaSanpl es. j ar.

2. Extract the source files from AWBS3Si gV4JavaSanpl es. j ar.

jar xvf AWSS3Si gv4JavaSanpl es.j ar

3. In a text editor, open the file . / coml amazonaws/ ser vi ces/ s3/ sanpl es/
RunAl | Sanpl es. j ava. Update code with the following information:

¢ The name of a bucket where the new object can be created.

Note

The examples use a virtual-hosted style request to access the bucket. To avoid potential
errors, ensure that your bucket name conforms to the bucket naming rules as explained

in Bucket Restrictions and Limitations in the Amazon Simple Storage Service Developer
Guide.

¢ AWS region where the bucket resides.

If bucket is in the US East (N. Virginia) region, use us-east-1 to specify the region. For a list of
other AWS regions, go to Amazon Simple Storage Service (S3) in the AWS General Reference.

4. Compile the source code and store the compiled classes into the bi n/ directory.

javac -d bin -source 6 -verbose com

5. Change the directory to bi n/, and then execute RunAl | Sanpl es.

java com anazonaws. servi ces. s3. sanpl e. RunAl | Sanpl es
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The code runs all the methods in mai n() . For each request, the output will show the canonical
request, the string to sign, and the signature.

Examples of Signature Calculations Using C# (AWS
Signature Version 4)

The C# sample that shows signature calculation can be downloaded at http://docs.aws.amazon.com/
AmazonS3/latest/APl/samples/AmazonS3SigV4_Samples_CSharp.zip. In Progr am cs, the mai n()
function executes sample requests to create an object, retrieve an object, and create a presigned URL
for the object. The code for signature calculation is in the \ Si gner s folder.

Put S3hj ect Sanpl e. Run( awsRegi on, bucket Name, "M/SanpleFile.txt");

Consol er teLl ne("\n\ n************************************************") .

Put S3hj ect ChunkedSanpl e. Run( awsRegi on, bucket Nane,
"MySanpl eFi | eChunked. txt");

Consol er teLl ne("\n\ n************************************************") .

Get S3(hj ect Sanpl e. Run(awsRegi on, bucket Name, "MSanpleFile.txt");

Consol er teLl ne("\n\ n************************************************") .

Pr esi gnedUr | Sanpl e. Run(awsRegi on bucket Narme, "M/SanpleFile.txt");

To test the examples with Microsoft Visual Studio 2010 or later

. Extract the .zip file.

. Start Visual Studio, and then open the .sIn file.

. Update the App.config file with valid security credentials.
. Update the code as follows:

A WON P

¢ In Program cs, provide the bucket name and the AWS region where the bucket resides. The
sample creates an object in this bucket.
5. Execute the code.

6. To verify that the object was created, copy the presigned URL that the program creates, and then
paste it in a browser window.

Authenticating Requests: Browser-Based Uploads
Using POST (AWS Signature Version 4)

Amazon S3 supports HTTP POST requests so that users can upload content directly to Amazon

S3. Using HTTP POST to upload content simplifies uploads and reduces upload latency where
users upload data to store in Amazon S3. This section describes how you authenticate HTTP POST
requests. For more information about HTTP POST requests, how to create a form, create a POST
policy, and an example, see Authenticating Requests in Browser-Based Uploads Using POST (AWS
Signature Version 4) (p. 52).

To authenticate an HTTP POST request you do the following:

1. The form must include the following fields to provide signature and relevant information that Amazon
S3 can use to re-calculate the signature upon receiving the request:
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Element Name

policy

x-anez-al gorithm

X-ane-credenti al

X-ane-dat e

X-ane-si gnature

Description

The Base64-encoded security policy that describes what
is permitted in the request. For signature calculation this
policy is the string you sign. Amazon S3 must get this
policy so it can re-calculate the signature.

The signing algorithm used. For AWS Signature Version
4, the value is AWB4- HVAC- SHA256.

In addition to your access key ID, this provides scope
information you used in calculating the signing key for
signature calculation.

It is a string of the following form:

<your - access- key-i d>/ <dat e>/ <aws-

regi on>/ <aws- servi ce>/ aws4_r equest

For example:

AKI Al OSFODNN7EXAMPLE/ 20130728/ us- east - 1/ s3/
aws4_request . .

For Amazon S3, the aws-service string is s3. For a list
of Amazon S3 aws- r egi on strings, see Regions and
Endpoints in the AWS General Reference.

It is the date value in ISO8601 format. For example,
20130728T000000Z.

It is the same date you used in creating the signing key.
This must also be the same value you provide in the
policy (x- anez- dat e) that you signed.

(AWS Signature Version 4) The HMAC-SHA256 hash of
the security policy.

2. The POST policy must include the following elements:

Element Name

Xx-anez-al gorithm

X-ane-credenti al

X-anz-dat e

Description

The signing algorithm that you used to calculation the
signature. For AWS Signature Version 4, the value is
AWS4-HMAC-SHA256.

In addition to your access key ID, this provides scope
information you used in calculating the signing key for
signature calculation.

It is a string of the following form:

<your - access- key-i d>/ <dat e>/ <aws-

regi on>/ <aws- servi ce>/ aws4_r equest

For example,

AKI Al OSFODNN7EXAMPLE/ 20130728/ us- east - 1/ s3/
aws4_request ..

The date value specified in the ISO8601 formatted string.
For example, "20130728T000000Z". The date must

be same that you used in creating the signing key for
signature calculation.
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3. For signature calculation the POST policy is the string to sign.

Calculating a Signature

The following diagram illustrates the signature calculation process.
1. StringToSign

[Bass-ﬁzt encoded security policy J

— 1
2. Signing Key
DateKey = HMAC-SHAZ56 ("AWS4" + "< Accesskay>", "<yy ")
DateRegionKey = HMAC-SHA256(<Hash 1>, "<aws-region="
DateRegionServiceKey = HMAC-SHA256(<Hashz2=>, "<aws-service>"
SigningKey = HMAC-SHAZ56(<Hash3=, -aws4_request-)

3. Signature

HMAC-SHA256 [ SigningKey, StringToSign) ]

To Calculate a sighature

1. Create a policy using UTF-8 encoding.
2. Convert the UTF-8-encoded policy to Base64. The result is the string to sign.

3. Create the signature as an HMAC-SHA256 hash of the string to sign. You will provide the signing
key as key to the hash function.

4. Encode the signature by using hex encoding.

For more information about creating HTML forms, security policies, and an example, see the following
subtopics:

¢ Creating an HTML Form (Using AWS Signature Version 4) (p. 54)

¢ Creating a POST Policy (p. 58)

« Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 64)
¢ Additional Considerations for Browser-Based Uploads (p. 66)

Amazon S3 Signature Version 4 Authentication
Specific Policy Keys

The following table shows the policy keys related Amazon S3 Signature Version 4 authentication that
can be in Amazon S3 policies. In a bucket policy, you can add these conditions to enforce specific
behavior when requests are authenticated by using Signature Version 4. For example policies, see
Bucket Policy Examples Using Signature Version 4 Related Condition Keys (p. 49).

Applicable Keys for s3: * Actions or any of the Amazon S3 Actions

Applicable Keys Description

s3:signatureversion Identifies the version of AWS Signature that you
want to support for authenticated requests. For
authenticated requests, Amazon S3 supports both
Signature Version 4 and Signature Version 2. You
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Applicable Keys Description

can add this condition in your bucket policy to
require a specific signature version.

Valid values:
"AWS" identifies Signature Version 2

" AWB4- HVAC- SHA256" identifies Signature
Version 4

s3: aut hType Amazon S3 supports various methods of
authentication (see Authenticating Requests
(AWS Signature Version 4) (p. 15). You can
optionally use this condition key to restrict
incoming requests to use a specific authentication
method. For example, you can allow only the
HTTP Aut hori zat i on header to be used in
request authentication.

Valid values:
REST- HEADER
REST- QUERY- STRI NG
POST
s3: si gnat ur eAge The length of time, in milliseconds, that a
signature is valid in an authenticated request.

In Signature Version 4, the signing key is valid
for up to seven days (see Introduction to Signing
Requests (p. 16). Therefore, the signatures are
also valid for up to seven days. You can use this
condition to further limit the signature age.

Example value: 100

API Version 2006-03-01
48



Amazon Simple Storage Service APl Reference
Bucket Policy Examples Using Signature
Version 4 Related Condition Keys

Applicable Keys Description

s3: x-ane- cont ent - sha256 You can use this condition key to disallow
unsigned content in your bucket.

When you use Signature Version 4, for requests
that use the Aut hori zat i on header, you add the
x-ane- cont ent - sha256 header in the signature
calculation and then set its value to the hash
payload.

You can use this condition key in your bucket
policy to deny any uploads where payloads are
not signed. For example:

» Deny uploads that use presigned URLs. For
more information, see Authenticating Requests:
Using Query Parameters (AWS Signature
Version 4) (p. 38).

» Deny uploads that use Authorization header
to authenticate requests but don't sign the
payload. For more information, see Signature
Calculations for the Authorization Header:
Transferring Payload in a Single Chunk (AWS
Signature Version 4) (p. 20).

Valid value: UNSI GNED- PAYLOAD

Bucket Policy Examples Using Signature Version 4
Related Condition Keys

Deny any Amazon S3 action on the exanpl ebucket to anyone if request is authenticated using
Signature Version 4.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid': "Test",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket/*",
"Condition": {
"StringEqual s": {
"s3:signatureversion": "AWS4- HVAC SHA256"
}
}
}
]
}
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The following bucket policy denies any Amazon S3 action on objects in exanpl ebucket if the
signature is more than ten minutes old.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Deny request if signature is nore than 10 mn ol d",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket 3/ *",
"Condition": {
"NunericG eater Than": {
"s3: si gnatureAge": 600000
}
}
}
]
}

The following bucket policy allows only requests that use the Aut hori zat i on header for request
authentication. Any POST or presigned URL requests will be denied.

"Version": "2012-10-17",
"Statement": [
{
"Sid': "Allow only requests that use Authorization header for
request authentication. Deny POST or presigned URL requests.",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket 3/ *",

"Condition": {
"StringNot Equal s": {
"s3:aut hType": "REST- HEADER"
}

The following bucket policy denies any uploads that use presigned URLs.

"Version": "2012-10-17",
"Statement": [
{
"Sid': "Allow only requests that use Authorization header for
request authentication. Deny POST or presigned URL requests.",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket 3/ *",

"Condition": {
"StringNot Equal s": {
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"s3: x-ane-cont ent - sha256": " UNSI GNED- PAYLOAD'
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Authenticating Requests Iin Browser-
Based Uploads Using POST (AWS
Signature Version 4)

Topics
¢ Calculating a Signature (p. 53)
e Creating an HTML Form (Using AWS Signature Version 4) (p. 54)
¢ Creating a POST Policy (p. 58)
¢ Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 64)
¢ Additional Considerations for Browser-Based Uploads (p. 66)

Amazon S3 supports HTTP POST requests so that users can upload content directly to Amazon S3.
By using POST, end users can authenticate requests without having to pass data through a secure
intermediary node that protects your credentials. Thus, HTTP POST has the potential to reduce
latency.

The following figure shows an Amazon S3 upload using a POST request.
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Proxying Amazon S3 PUTs Using Amazon 53 POST

File: Transfor

Your Web Server Your Web Server

? Fie Trarster Web Rmk

Your Customer Your Customer

Uploading Using POST
1 The user accesses your page from a web browser.

2 Your web page contains an HTTP form that contains all the information necessary for the
user to upload content to Amazon S3.

3 The user uploads content to Amazon S3 through the web browser.

The process for sending browser-based POST requests is as follows:

1. Create a security policy specifying conditions restricting what you want to allow in the request, such
as bucket name where objects can be uploaded, key hame prefixes that you want to allow for the
object being created.

2. Create signature that is based on the policy. For authenticated requests, the form must include a
valid signature and the policy.

3. Create an HTML form that your users can access in order to upload objects to your Amazon S3
bucket.

The following section describes how to create a signature to authenticate a request. For information
about creating forms and security policies, see Creating an HTML Form (Using AWS Signature Version
4) (p. 54).

Calculating a Signature

For authenticated requests, the HTML form must include fields for a security policy and a signature.

¢ A security policy (see Creating a POST Policy (p. 58)) controls what is allowed in the request.
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¢ The security policy is the StringToSign (see Introduction to Signing Requests (p. 16)) in your
signature calculation.

1. StringToSign

[3353—64 encoded security policy ]

—
2. Signing Key
Datekey = HMAC-SHA256 ("AWS4" + "=SecretAccessKey=", "=yyyymmdd=")
DateRegionKey = HMAC-SHA256(<Hash1>, "<aws-region>"
DateRegionServiceKey = HMAC-SHA256(<Hash2>, "<aws-service>"
SigningKey = HMAC-SHA256(<Hash3>, -awsd_request”)

3. Signature

HMAC-SHA256 [ SigningKey, StringToSign) ]

To Calculate a signature

Create a policy using UTF-8 encoding.

Convert the UTF-8-encoded policy bytes to Base64. The result is the StringToSign.
Create a signing key.

Use the signing key to sign the StringToSign using HMAC-SHA256 signing algorithm.

P oDNPE

For more information about creating HTML forms, security policies, and an example, see the following:

¢ Creating an HTML Form (Using AWS Signature Version 4) (p. 54)

¢ Creating a POST Policy (p. 58)

« Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 64)
¢ Additional Considerations for Browser-Based Uploads (p. 66)

Creating an HTML Form (Using AWS Signature
Version 4)

Topics
¢ HTML Form Declaration (p. 55)
¢ HTML Form Fields (p. 55)

To allow users to upload content to Amazon S3 by using their browsers (HTTP POST requests), you
use HTML forms. HTML forms consist of a form declaration and form fields. The form declaration
contains high-level information about the request. The form fields contain detailed request information.

This section describes how to create HTML forms. For a working example of browser-based upload
using HTTP POST and related signature calculations for request authentication, see Examples:
Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 64).

The form and policy must be UTF-8 encoded. You can apply UTF-8 encoding to the form by specifying
char set =UTF- 8 in the cont ent attribute. The following is an example of UTF-8 encoding in the
HTML heading.
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<htm >
<head>

<meta http-equi v="Content-Type" content="text/htm ; charset=UTF-8" />
</ head>
<body>

Following is an example of UTF-8 encoding in a request header.

Content - Type: text/htm; charset=UTF-8

Note
The form data and boundaries (excluding the contents of the file) cannot exceed 20K.

HTML Form Declaration

The HTML form declaration has the following three attributes:

¢ acti on — The URL that processes the request, which must be set to the URL of the
bucket. For example, if the name of your bucket is exanpl ebucket , the URL ishttp://
exanpl ebucket . s3. amazonaws. cont .

Note
The key name is specified in a form field.
¢ net hod — The method must be POST.

¢ enct ype — The enclosure type (enct ype) must be set to multipart/form-data for both file uploads
and text area uploads. For more information about enct ype, see RFC 1867.

This is a form declaration for the bucket exanpl ebucket .

<form acti on="http://exanpl ebucket. s3. amazonaws. coni " net hod="post"

enctype="nul tipart/formdata">

HTML Form Fields

The following table describes a list of fields that you can use within a form. Among other fields, there
is a signature field that you can use to authenticate requests. There are fields for you to specify the
signature calculation algorithm (x- anz- al gori t hm, the credential scope (x- anez- cr edenti al )
that you used to generate the signing key, and the date (x- anez- dat e) used to calculate signature.
Amazon S3 uses this information to re-create the signature. If the signatures match, Amazon S3
processes the request.

Note

The variable ${fi | enane} is automatically replaced with the name of the file provided by
the user and is recognized by all form fields. If the browser or client provides a full or partial
path to the file, only the text following the last slash (/) or backslash (\) will be used (e.g., C.
\Program Fil es\directoryl\file.txt will be interpreted asfil e. t xt). If no file or file
name is provided, the variable is replaced with an empty string.

If you don't provide elements required for authenticated requests, such as the pol i cy element, the
request is assumed to be anonymous and will succeed only if you have configured the bucket for public
read and write.
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Element Name

acl

Cache- Control
Cont ent - Type

Cont ent - Di sposi tion
Cont ent - Encodi ng
Expires

key

policy

success_action_redirect

Description

An Amazon S3 access control list. If an invalid
access control list is specified, Amazon S3
denies the request. For more information about
ACLs, see Using Amazon S3 ACLs.

Type: String
Default: private

Valid Values: private | public-read |
public-read-wite | aws-exec-read |
aut henti cated-read | bucket - owner -
read | bucket-owner-full-control

REST-specific headers. For more information,
see PUT Object (p. 347).

The key name of the uploaded object.

To use the file name provided by the user, use
the ${filename} variable. For example, if you
upload a file phot 01. j pg and you specify /
user/user 1/ ${fi | enane} as key name, the
file is stored as / user/ user 1/ phot 01. j pg.

For more information, see Object Key and
Metadata in the Amazon Simple Storage
Service Developer Guide.

The Base64-encoded security policy that
describes what is permitted in the request. For
authenticated requests a policy is required.

Requests without a security policy are
considered anonymous and will succeed only
on a publicly writable bucket.

The URL to which the client is redirected upon
successful upload.

If success_acti on_redirect isnot
specified, or Amazon S3 cannot interpret
the URL, Amazon S3 returns the empty
document type that is specified in the
success_act i on_st at us field.

If the upload fails, Amazon S3 returns an error
and does not redirect the user to another URL.

Required
No

No

Yes

Required for
authenticated
requests

No
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Element Name

Description

success_action_status The status code returned to the

x-ane-al gorithm

X-ane-credenti al

client upon successful upload if
success_action_redirect is not specified.

Valid values are 200, 201, or 204 (default).

If the value is set to 200 or 204, Amazon S3
returns an empty document with the specified
status code.

If the value is set to 201, Amazon S3 returns
an XML document with a 201 status code.
For information about the content of the XML
document, see POST Object (p. 333).

If the value is not set or is invalid, Amazon S3
returns an empty document with a 204 status
code.

Note

Some versions of the Adobe Flash
player do not properly handle HTTP
responses with an empty body. To
support uploads through Adobe
Flash, we recommend setting
success_acti on_st at us to 201.

The signing algorithm used to authenticate the
request. For AWS Signature Version 4, the
value is AW54- HVAC- SHA256.

This field is required if a policy document is
included with the request.

In addition to your access key ID, this field
also provides scope information identifying
region and service for which the signature is
valid. This should be the same scope you used
in calculating the signing key for signature
calculation.

It is a string of the following form:

<your - access- key- i d>/ <dat e>/ <aws-
regi on>/ <aws- servi ce>/ aws4_r equest
For example:

AKI Al OSFODNN7EXAMPLE/ 20130728/ us-
east - 1/ s3/ aws4_r equest

For Amazon S3, the aws-service string is s3.
For a list of Amazon S3 aws- r egi on strings,
see Regions and Endpoints in the AWS General
Reference. This is required if a policy document
is included with the request.

Required
No

Required for
authenticated
requests

Required for
authenticated
requests
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Element Name

X-ane-dat e

X-aneg-security-token

X-ane- si gnat ure

X-ane-meta-*

X-ang-*

file

Description

It is the date value in ISO8601 format. For
example, 20130728T000000Z.

It is the same date you used in creating the
signing key. This must also be the same value
you provide in the policy (x- anez- dat e) that you
signed.

This is required if a policy document is included
with the request.

A security token used by Amazon DevPay and
session credentials

If the request is using Amazon DevPay;, it
requires two x- anez- securi ty-t oken form
fields: one for the product token and one for the
user token. For more information, see Using
DevPay in the Amazon Simple Storage Service
Developer Guide.

If the request is using session credentials,

it requires one x- anz-security-token

form . For more information, see Requesting
Temporary Security Credentials in the IAM User
Guide.

(AWS Signature Version 4) The HMAC-SHA256
hash of the security policy.

This field is required if a policy document is
included with the request.

Field names starting with this prefix are user-
defined metadata. Each one is stored and
returned as a set of key-value pairs. Amazon
S3 doesn't validate or interpret user-defined
metadata. For more information, see PUT
Object (p. 347).

See POST Object (POST Object (p. 333) for
other x- anez- * headers.

File or text content.

The file or content must be the last field in the
form.

You cannot upload more than one file at a time.

Required

Required for
authenticated
requests

Required for
authenticated
requests

No

No

Yes

Conditional items are required for authenticated requests and are optional for anonymous requests.

Now that you know how to create forms, next you can create security policy that you can sign. For
more information, see Creating a POST Palicy (p. 58).

Creating a POST Policy

Topics
¢ Expiration (p. 59)
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¢ Condition Matching (p. 59)
¢ Conditions (p. 60)
¢ Character Escaping (p. 62)

The policy required for making authenticated requests using HTTP POST is a UTF-8 and Base64
encoded document written in JavaScript Object Notation (JSON) that specifies conditions that the
request must meet. Depending on how you design your policy document, you can control the access
granularity per-upload, per-user, for all uploads, or according to other designs that meet your needs.

This section describes the POST policy. For example signature calculations using POST policy, see
Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 64).

Note

Although the policy document is optional, we highly recommend that you use one in order to
control what is allowed in the request. If you make the bucket publicly writable, you have no
control at all over which users can write to your bucket.

The following is an example of a POST policy document.

{ "expiration": "2007-12-01T12: 00: 00. 000Z",
"conditions": [
{"acl": "public-read" },
{"bucket": "johnsmth" },
["starts-with", "$key", "user/ericl/"],
]
}

The POST policy always contains the expi r at i on and condi t i ons elements. The example policy
uses two condition matching types (exact matching and starts-with matching). The following sections
describe these elements.

Expiration

The expi r at i on element specifies the expiration date and time of the POST policy in ISO8601 GMT
date format. For example, 2013- 08- 01T12: 00: 00. 000Z specifies that the POST policy is not valid
after midnight GMT on August 1, 2013.

Condition Matching

Following is a table that describes condition matching types that you can use to specify POST policy
conditions (described in the next section). Although you must specify one condition for each form field
that you specify in the form, you can create more complex matching criteria by specifying multiple
conditions for a form field.

Condition Description
Match Type

Exact Matches | The form field value must match the value specified. This example indicates that
the ACL must be set to public-read:

{"acl": "public-read" }

This example is an alternate way to indicate that the ACL must be set to public-
read:
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Condition Description
Match Type
[ "eq", "S$acl", "public-read" ]
Starts With The value must start with the specified value. This example indicates that the object

key must start with user/userl:

["starts-with", "$key", "user/userl/"]

Matching Any | To configure the POST policy to allow any content within a form field, use
Content starts-w t h with an empty value (""). This example allows any value for
success_action_redirect:

["starts-with", "$success_action_redirect", ""]
Specifying For form fields that accept a range, separate the upper and lower limit with a
Ranges comma. This example allows a file size from 1 to 10 MiB:

["content-I|ength-range", 1048579, 10485760]

The specific conditions supported in a POST policy are described in Conditions (p. 60).

Conditions

The condi ti ons in a POST policy is an array of objects, each of which is used to validate the request.
You can use these conditions to restrict what is allowed in the request. For example, the preceding
policy conditions requires the following:

¢ Request must specify j ohnsni t h bucket name.
¢ Object key name must have the user/ eri c prefix.
¢ Object ACL must be set to publ i c-r ead.

Each form field that you specify in a form (except x- ane- si gnature, fil e, poli cy, and field names
that have an x- i gnor e- prefix) must appear in the list of conditions.

Note

All variables within the form are expanded prior to validating the POST policy. Therefore, all
condition matching should be against the expanded form fields. Suppose you want to restrict
your object key name to a specific prefix (user / user 1). In this case, you set the key form
field to user/user 1/ ${fi | enane}. Your POST policy should be [ "starts-with",
"$key", "user/userl/" ] (donotenter[ “"starts-with", "$key", "user/userl/
${fil enane}" ]).For more information, see Condition Matching (p. 59).

Policy document conditions are described in the following table.

Element Name Description
acl Specifies the ACL value that must be used in the form
submission.

This condition supports exact matching and st arts-wi th
condition match type discussed in the following section.
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Element Name

bucket

cont ent - | engt h-range

Cache- Contr ol
Cont ent - Type

Cont ent - Di sposi tion
Cont ent - Encodi ng
Expires

key

success_action_redirect
redirect

success_acti on_st at us

x-ane-al gorithm

X-ane-credenti al

Description

Specifies the acceptable bucket name.
This condition supports exact matching condition match type.

The minimum and maximum allowable size for the uploaded
content.

This condition supports cont ent - | engt h-r ange condition
match type.

REST-specific headers. For more information, see POST
Object (p. 333).

This condition supports exact matching and starts-wi th
condition match type.

The acceptable key name or a prefix of the uploaded object.

This condition supports exact matching and starts-wi th
condition match type.

The URL to which the client is redirected upon successful
upload.

This condition supports exact matching and starts-wi th
condition match type.

The status code returned to the client upon successful upload
if success_acti on_redirect is not specified.

This condition supports exact matching.

The signing algorithm that must be used during signature
calculation. For AWS Signature Version 4, the value is ANG4-
HVAC- SHA256.

This condition supports exact matching.

The credentials that you used to calculate the signature. It
provides access key ID and scope information identifying
region and service for which the signature is valid. This should
be the same scope you used in calculating the signing key for
signature calculation.

It is a string of the following form:

<your - access- key- i d>/ <dat e>/ <aws- r egi on>/ <aws-
servi ce>/ aws4_r equest

For example:

AKI Al OSFODNN7EXAMPLE/ 20130728/ us- east - 1/ s3/
aws4_r equest

For Amazon S3, the aws-service string is s3. For a list of
Amazon S3 aws- r egi on strings, see Regions and Endpoints
in the AWS General Reference. This is required if a POST
policy document is included with the request.

This condition supports exact matching.
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Element Name Description

X-ane-dat e

The date value specified in the 1ISO8601 formatted string. For
example, 20130728T000000Z. The date must be same that
you used in creating the signing key for signature calculation.

This is required if a POST policy document is included with the
request.

This condition supports exact matching.

X-ane-security-token Amazon DevPay security token.

Each request that uses Amazon DevPay requires

two x- ane- security-t oken form fields: one for

the product token and one for the user token. As a
result, the values must be separated by commas. For
example, if the user token is eW91dHVi ZQ== and the
product token is bOhnNVNKW/J 1 QTA=, you set the
POST policy entry to: { "x-ane-security-token":
"eVWD1dHVi ZQ==, bOhnNVNKW/JI QTA=" }.

For more information about Amazon DevPay, see Using
DevPay in the Amazon Simple Storage Service Developer
Guide.

X-ane- net a- * User-specified metadata.

X-ang-*

Note

This condition supports exact matching and starts-wi th
condition match type.

See POST Object (POST Object (p. 333) for other x- anez- *
headers.

This condition supports exact matching.

If your toolkit adds additional form fields (e.g., Flash adds filename), you must add them to the
POST policy document. If you can control this functionality, prefix x- i gnor e- to the field so
Amazon S3 ignores the feature and it won't affect future versions of this feature.

Character Escaping

Characters that must be escaped within a POST policy document are described in the following table.

Escape
Sequence

\
\$
\b
\f
\n
\r
\t

\v

Description

Backslash
Dollar symbol
Backspace
Form feed
New line
Carriage return
Horizontal tab

Vertical tab

API Version 2006-03-01
62


http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingDevPay.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingDevPay.html

Amazon Simple Storage Service APl Reference
Character Escaping

Escape Description
Sequence
\UX XXX All Unicode characters

Now that you are acquainted with forms and policies, and understand how signing works, you can try
a POST upload example. You need to write the code to calculate the signature. The example provides
a sample form, and a POST policy that you can use to test your signature calculations. For more
information, see Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version

4) (p. 64).
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Examples: Browser-Based Upload using HTTP
POST (Using AWS Signature Version 4)

Topics
¢ File Upload (p. 64)

File Upload

This example provides a sample POST policy and a form that you can use to upload a file. The topic
uses the example policy and fictitious credentials to show you the workflow and resulting signature and
policy hash. You can use this data as test suite to verify your signature calculation code.

The example uses the following example credentials the signature calculations.

Parameter Value
AWSAccessKeyl d AKI Al OSFODNN7EXAMPLE

AWSSecr et AccessKey | wdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Sample Policy and Form

The following POST policy supports uploads to Amazon S3 with specific conditions.

{ "expiration": "2015-12-30T12: 00: 00. 000Z",
"conditions": [
{"bucket": "sigvdexanpl ebucket"},

["starts-with", "$key", "user/userl/"],

{"acl": "public-read"},

{"success_action_redirect": "http://sigvdexanpl ebucket.s3. anazonaws. con!
successful _upl oad. htm "},

["starts-with", "$Content-Type", "inmage/"],

{"x-ane-neta-uui d": "14365123651274"},

{"x-ane-server-side-encryption": "AES256"},

["starts-with", "$x-anz-neta-tag", ""],

{"x-anez-credential ": "AKI Al OSFODNN7EXAMPLE/ 20151229/ us- east - 1/ s3/

aws4_request"},
{"x-ane-al gorithm': "AWS4- HVAC- SHA256"},
{"x-anez-date": "20151229T000000Z" }
]
}

This POST policy sets the following conditions on the request:

¢ The upload must occur before midnight UTC on December 30, 2015.

¢ The content can be uploaded only to the si gv4exanpl ebucket . The bucket must be in the region
that you specified in the credential scope (x- anez- cr edenti al form parameter), because the
signature you provided is valid only within this scope.

* You can provide any key name that starts with user / user 1. For example, user/ user 1/

MyPhot 0. j pg.
e The ACL must be set to publ i c-r ead.
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« If the upload succeeds, the user's browser is redirected to ht t p: / /
si gv4exanpl ebucket . s3. amazonaws. contf successful _upl oad. ht m .

¢ The object must be an image file.
e The x- anz- net a- uui d tag must be set to 14365123651274.
¢ The x- anz- net a- t ag can contain any value.

The following is a Base64-encoded version of this POST policy. You use this value as your
StringToSign in signature calculation.

eyAi ZxhwaxJhdd vbi | 61 Cl yMDELILTEYLTMWDEY O AwGj AwLj AwMFoi LAOKI CAi Y29uZd OaVeucy|

Using example credentials to create a signature, the signature value is as follows:

8af dbf 4008c03f 22c2cd3cdb72e4af bblf 6a588f 3255ac628749a66d7f 09699e

The following example form specifies the preceding POST policy and supports a POST request to
the si gvdexanpl ebucket . Copy/paste the content in a text editor and save it as exampleform.html.
You can then upload image files to the specific bucket using the exampleform.html. You request will
succeed if you signature you provide matches the signature Amazon S3 calculates.

Note
You must update the bucket name, dates, credential, policy, and signature with valid values
for this to successfully upload to S3.

<htm >
<head>

<meta http-equi v="Content-Type" content="text/htm ; charset=UTF-8" />

</ head>
<body>

<form action="http://sigvdexanpl ebucket. s3. amazonaws. com " net hod="post"
enctype="nul tipart/formdata">
Key to upl oad:
<input type="input" nanme="key" val ue="user/userl1l/${filenanme}" /><br />
<i nput type="hi dden" name="acl" val ue="public-read" />
<i nput type="hi dden" name="success_action_redirect" value="http://
si gvdexanpl ebucket . s3. anazonaws. conif successful _upl oad. ht " />

Cont ent - Type
<i nput type="input" nane="Content-Type" val ue="inage/jpeg" /><br />
<i nput type="hi dden" name="x-ane-neta-uuid" val ue="14365123651274" />
<i nput type="hi dden" nanme="x-ane-server-side-encryption" val ue="AES256" /

<i nput type="text" nane="X- Anz- Credenti al "

ue=" AKI Al OSFODNN7EXAMPLE/ 20151229/ us- east - 1/ s3/ aws4_request" />

<input type="text" name="X- Anz- Al gorithn' val ue="AWs4- HVAC- SHA256" />
<input type="text" name="X- Anez- Dat e" val ue="20151229T000000Z2" />

va

Tags for File:
<input type="input" name="x-ane-neta-tag" value="" /[/><br />
<i nput type="hi dden" name="Policy" val ue=' <Base64-encoded policy
string> />
<i nput type="hi dden" name="X-Ane-Signature" val ue="<signature-val ue>" />
File:
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<input type="file" name="file" /> <br />
<l-- The elenents after this will be ignored -->
<input type="subnmit" name="submit" val ue="Upl oad to Amazon S3" />
</forne
</htm >

Additional Considerations for Browser-Based
Uploads

This section discusses additional considerations for uploading objects with an HTTP POST request.

POST with Adobe Flash

This section describes how to use POST with Adobe Flash.

Adobe Flash Player Security

By default, the Adobe Flash Player security model prohibits making network connections to servers
outside the domain that serves the Adobe Flash (.swf) file.

To override the default, you must upload a publicly readable cr ossdonai n. xni file to the bucket that
will accept POST uploads. Here is a sample cr ossdonai n. xm file:

<?xm version="1.0"7?>
<! DOCTYPE cr oss-donmi n- pol i cy SYSTEM
"http://ww. macr onedi a. coni xnl / dt ds/ cr oss- dommi n- pol i cy. dtd">
<cr oss-domai n- pol i cy>
<al | ow access-from domai n="*" secure="fal se" />
</ cross-domai n-pol i cy>

For more information about the Adobe Flash security model, go to the Adobe web site.

When you add the cr ossdomai n. xmi file to your bucket, any Adobe Flash Player can connect to the
crossdonai n. xm file within your bucket. However, cr ossdomai n. xim does not grant access to the
Amazon S3 bucket.

Other Adobe Flash Considerations

The FileReference class in the Adobe Flash API adds the Fi | enane form field to the POST
request. When you build an Adobe Flash application that uploads files to Amazon S3 by using the
Fi | eRef er ence class, include the following condition in your policy:

["starts-with', '$Filename', '']

Some versions of the Adobe Flash Player do not properly handle HTTP responses that have

an empty body. To configure POST to return a response that does not have an empty body, set
success_acti on_st at us to 201. Then, Amazon S3 will return an XML document with a 201 status
code. For information about using this as an optional element (currently the only allowed value is the
content of the XML document), see POST Object (p. 333). For information about form fields, see
HTML Form Fields (p. 55).

API Version 2006-03-01
66


http://www.adobe.com

Amazon Simple Storage Service APl Reference
GET Service

Operations on the Service

This section describes operations you can perform on the Amazon S3 service.

Topics
¢ GET Service (p. 67)

GET Service

Description

This implementation of the GET operation returns a list of all buckets owned by the authenticated
sender of the request.

To authenticate a request, you must use a valid AWS Access Key ID that is registered with Amazon
S3. Anonymous requests cannot list buckets, and you cannot list buckets that you did not create.

Requests
Syntax

GET / HITP/ 1.1

Host: s3. anmazonaws.com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).
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Request Elements

This implementation of the operation does not use request elements.

Responses

Response Elements

Name Description

Bucket Container for bucket information.
Type: Container
Children: Name, CreationDate
Ancestor: ListAllIMyBucketsResult.Buckets

Bucket s Container for one or more buckets.
Type: Container
Children: Bucket
Ancestor: ListAllMyBucketsResult

CreationbDate Date the bucket was created.

Type: date ( of the form yyyy-mm-ddThh:mm:ss.timezone, e.g.,
2009-02-03T16:45:09.0002)

Ancestor: ListAllIMyBucketsResult.Buckets.Bucket

Di spl ayNane Bucket owner's display name.

Type: String

Ancestor: ListAllIMyBucketsResult.Owner
I D Bucket owner's user ID.

Type: String

Ancestor: ListAllIMyBucketsResult.Owner

Li st Al | MyBucket sResul t | Container for response.
Type: Container
Children: Owner, Buckets
Ancestor: None

Nane Bucket's name.
Type: String
Ancestor: ListAllIMyBucketsResult.Buckets.Bucket

Oaner Container for bucket owner information.
Type: Container
Ancestor: ListAllIMyBucketsResult

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

API Version 2006-03-01
68



Amazon Simple Storage Service APl Reference
Examples

Examples

Sample Request

The GET operation on the Service endpoint (s3.amazonaws.com) returns a list of all of the buckets
owned by the authenticated sender of the request.

GET / HTTP/ 1.1

Host: s3. amazonaws.com

Date: Wed, 01 Mar 2006 12: 00: 00 GMI
Aut hori zation: authorization string

Sample Response

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Al | MyBucket sResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01" >
<Omner >
<| D>bcaf 1f f d86f 461ca5f b16f d081034f </ | D>
<Di spl ayName>webfi | e</ Di spl ayNanme>
</ Oaner >
<Bucket s>
<Bucket >
<Nanme>quot es</ Nane>
<Cr eat i onDat €>2006- 02- 03T16: 45: 09. 000Z</ Cr eat i onDat e>
</ Bucket >
<Bucket >
<Nanme>sanpl es</ Nane>
<Cr eat i onDat €>2006- 02- 03T16: 41: 58. 000Z</ Cr eat i onDat e>
</ Bucket >
</ Bucket s>
</ Li st Al l MyBucket sResul t >

Related Resources

¢ GET Bucket (List Objects) Version 1 (p. 102)
e GET Object (p. 301)
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Operations on Buckets

This section describes operations you can perform on Amazon S3 buckets.

Topics
¢ DELETE Bucket (p. 72)
« DELETE Bucket analytics configuration (p. 74)
e DELETE Bucket cors (p. 76)
¢ DELETE Bucket inventory configuration (p. 78)
 DELETE Bucket lifecycle (p. 80)
¢ DELETE Bucket policy (p. 82)
* DELETE Bucket replication (p. 84)
¢ DELETE Bucket tagging (p. 86)
« DELETE Bucket website (p. 88)
¢ DELETE Bucket Metrics (p. 89)
¢ GET Bucket (List Objects) Version 2 (p. 92)
¢ GET Bucket accelerate (p. 110)
¢ GET Bucket acl (p. 113)
¢ GET Bucket analytics configuration (p. 116)
¢ GET Bucket cors (p. 121)
¢ GET Bucket inventory configuration (p. 124)
¢ GET Bucket lifecycle (p. 129)
¢ GET Bucket policy (p. 136)
¢ GET Bucket location (p. 138)
¢ GET Bucket logging (p. 140)
e GET Bucket notification (p. 143)
¢ GET Bucket replication (p. 148)
e GET Bucket tagging (p. 152)
¢ GET Bucket Object versions (p. 155)
¢ GET Bucket requestPayment (p. 167)
¢ GET Bucket versioning (p. 169)
¢ GET Bucket website (p. 172)
* GET Bucket Metrics (p. 173)
« HEAD Bucket (p. 178)
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List Multipart Uploads (p. 180)

List Bucket Analytics Configurations (p. 189)
List Bucket Inventory Configurations (p. 193)
List Bucket Metrics (p. 198)

PUT Bucket (p. 201)

PUT Bucket accelerate (p. 206)

PUT Bucket acl (p. 209)

PUT Bucket analytics configuration (p. 216)

PUT Bucket cors (p. 222)

PUT Bucket inventory configuration (p. 228)

PUT Bucket lifecycle (p. 233)

PUT Bucket policy (p. 245)

PUT Bucket logging (p. 247)

PUT Bucket notification (p. 252)

PUT Bucket replication (p. 260)

PUT Bucket tagging (p. 266)

PUT Bucket requestPayment (p. 269)

PUT Bucket versioning (p. 271)

PUT Bucket website (p. 275)

PUT Bucket Metrics (p. 282)
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DELETE Bucket

Description

This implementation of the DELETE operation deletes the bucket named in the URI. All objects
(including all object versions and delete markers) in the bucket must be deleted before the bucket itself
can be deleted.

Requests
Syntax

DELETE / HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This request deletes the bucket named "quotes".
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DELETE / HTTP/ 1.1

Host: quot es. s3. anazonaws. com

Date: Wed, 01 Mar 2006 12:00: 00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: JuKZgmXui wreDQxhD7MBKt sKobSzWALQEj LbTMIragkKdBX2z71 | / j GhDeJ3j 6s80
X-anz-request-id: 32FE2CEB32F5EE25

Date: Wed, 01 Mar 2006 12:00:00 GVI

Connection: close

Server: AmazonS3

Related Resources

e PUT Bucket (p. 201)
¢ DELETE Object (p. 287)
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DELETE Bucket analytics configuration

Description

This implementation of the DELETE operation deletes an analytics configuration (identified by the
analytics configuration ID) from the bucket.

To use this operation, you must have permissions to perform the s3: Put Anal yti csConfi guration
action. The bucket owner has this permission by default. The bucket owner can grant this permission
to others. For more information about permissions, see Permissions Related to Bucket Subresource
Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

For information about Amazon S3 analytics feature, see Amazon S3 Analytics — Storage Class
Analysis in the Amazon Simple Storage Service Developer Guide.

Requests
Syntax

DELETE / ?anal yti cs& d=anal ytics-configuration-1D HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p- 19))

Request Parameters

This implementation of DELETE uses the parameter in the following table.

Parameter Description Required
id The ID that identifies the analytics configuration. Yes
Type: String

Default: None
Valid Characters fori d: a-z A-Z 0-9 - _

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).
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Sample Request

The following DELETE request deletes the analytics configuration with the ID | i st 1.

DELETE ?/anal ytics& d=listl HTTP/ 1.1
Host: exanpl ebucket. s3. amazonaws. com
Date: Wed, 14 May 2014 02:11:22 GVIr
Aut hori zation: signatureVal ue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Cont ent response. The
analytics configuration with the ID | i st 1 for the bucket has been removed.

HTTP/ 1.1 204 No Content

x-ane-id-2: OFnFl Wsh/ PpBuzZ0JFRC55ZGVn QM SHI 7xVDgKwhEdJInf 3q63Rt r vH3ZuxWLBol 5
X-ane-request-id: OCFO38E9BCF63097

Date: Wed, 14 May 2014 02:11:22 GJI

Server: AmazonS3

Related Resources

e GET Bucket analytics configuration (p. 116)
¢ List Bucket Analytics Configurations (p. 189)
e PUT Bucket analytics configuration (p. 216)
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DELETE Bucket cors
Description

Deletes the cor s configuration information set for the bucket.

To use this operation, you must have permission to perform the s3: Put CORSConf i gur at i on action.
The bucket owner has this permission by default and can grant this permission to others.

For information more about cor s, go to Enabling Cross-Origin Resource Sharing in the Amazon
Simple Storage Service Developer Guide.

Requests

Syntax

DELETE /?cors HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Examples

Example 1: Retrieve cors subresource

The following DELETE request deletes the cor s subresource from the specified bucket. This action
removes cor s configuration that is stored in the subresource.
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Sample Request

DELETE /?cors HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Dat e: Tue, 13 Dec 2011 19:14:42 GVI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: OFnFl Wsh/ PpBuzZ0JFRC55ZGVn QM SHI 7xVDgKwhEdJInf 3q63Rt r vH3ZuxWLBol 5
X-ane-request-id: OCFO38E9BCF63097

Date: Tue, 13 Dec 2011 19:14:42 GVI

Server: AmazonS3

Content-Length: O

Related Resources

¢ PUT Bucket cors (p. 222)
¢ DELETE Bucket cors (p. 76)
¢ OPTIONS object (p. 330)
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DELETE Bucket inventory configuration

Description

This implementation of the DELETE operation deletes an inventory configuration (identified by the
inventory configuration ID) from the bucket.

To use this operation, you must have permissions to perform the s3: Put | nvent or yConf i gurati on
action. The bucket owner has this permission by default. The bucket owner can grant this permission
to others. For more information about permissions, see Permissions Related to Bucket Subresource
Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

For information about Amazon S3 inventory feature, see Amazon S3 Inventory in the Amazon Simple
Storage Service Developer Guide.

Requests
Syntax

DELETE / ?i nvent ory& d=i nventory-configuration-1D HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p- 19))

Request Parameters

This implementation of DELETE uses the parameter in the following table.

Parameter Description Required
id The ID that identifies the inventory configuration. Yes
Type: String

Default: None
Valid Characters fori d: a-z A-Z0-9- _.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

API Version 2006-03-01
78


http://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html#using-with-s3-actions-related-to-bucket-subresources
http://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html#using-with-s3-actions-related-to-bucket-subresources
http://docs.aws.amazon.com/AmazonS3/latest/dev/s3-access-control.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html

Amazon Simple Storage Service APl Reference
Examples

Examples

Sample Request

The following DELETE request deletes the inventory configuration withthe ID | i st 1.

DELETE ?/inventory& d=listl HTTP/ 1.1
Host: exanpl ebucket. s3. amazonaws. com
Date: Wed, 14 May 2014 02:11:22 GVIr
Aut hori zation: signatureVal ue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Cont ent response. The
inventory configuration with the ID | i st 1 for the bucket has been removed.

HTTP/ 1.1 204 No Content

x-ane-id-2: OFnFl Wsh/ PpBuzZ0JFRC55ZGVn QM SHI 7xVDgKwhEdJInf 3q63Rt r vH3ZuxWLBol 5
X-ane-request-id: OCFO38E9BCF63097

Date: Wed, 14 May 2014 02:11:22 GJI

Server: AmazonS3

Related Resources

e GET Bucket inventory configuration (p. 124)
¢ List Bucket Inventory Configurations (p. 193)
e PUT Bucket inventory configuration (p. 228)
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DELETE Bucket lifecycle

Description

Deletes the lifecycle configuration from the specified bucket. Amazon S3 removes all the lifecycle
configuration rules in the lifecycle subresource associated with the bucket. Your objects never expire,
and Amazon S3 no longer automatically deletes any objects on the basis of rules contained in the
deleted lifecycle configuration.

To use this operation, you must have permission to perform the s3: Put Li f ecycl eConfi gurati on
action. By default, the bucket owner has this permission and the bucket owner can grant this
permission to others.

There is usually some time lag before lifecycle configuration deletion is fully propagated to all the
Amazon S3 systems.

For more information about the object expiration, go to Elements to Describe Lifecycle Actions in the
Amazon Simple Storage Service Developer Guide.

Requests

Syntax

DELETE /?lifecycle HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).
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Sample Request

The following DELETE request deletes the | i f ecycl e subresource from the specified bucket. This
removes lifecycle configuration stored in the subresource.

DELETE /?lifecycle HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Date: Wed, 14 Dec 2011 05:37:16 GVI
Aut hori zation: signatureVal ue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Cont ent response.
Objects in your bucket no longer expire.

HTTP/ 1.1 204 No Content

x-ane-id-2: UuaglLuByRx9e6j 50ni nt SAMPLEt RPf TaOAa==
X-ane-request-id: 656c76696e672SAMPLES5657374

Date: Wed, 14 Dec 2011 05:37:16 GMJI

Connecti on: keep-alive

Server: AmazonS3

Related Resources

e PUT Bucket lifecycle (p. 233)
¢ GET Bucket lifecycle (p. 129)
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DELETE Bucket policy

Description

This implementation of the DELETE operation uses the pol i cy subresource to delete the policy on a
specified bucket. To use the operation, you must have Del et ePol i cy permissions on the specified
bucket and be the bucket owner.

If you do not have Del et ePol i cy permissions, Amazon S3 returns a 403 Access Deni ed error. If
you have the correct permissions, but are not the bucket owner , Amazon S3 returns a 405 Met hod
Not Al | owed error. If the bucket doesn't have a policy, Amazon S3 returns a 204 No Cont ent error.
There are restrictions about who can create bucket policies and which objects in a bucket they can
apply to. For more information, go to Using Bucket Palicies.

Requests
Syntax

DELETE /?policy HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

The response elements contain the status of the DELETE operation including the error code if the
request failed.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).
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Sample Request

This request deletes the bucket named Bucket Nane.

DELETE /?policy HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: Tue, 04 Apr 2010 20: 34:56 GMI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: UuaglLuByRx9e6j 50ni nt SAMPLEt RPf TaOFg==
X-ane-request-id: 656c76696e672SAMPLES5657374

Date: Tue, 04 Apr 2010 20: 34:56 GMr

Connecti on: keep-alive

Server: AmazonS3

Related Resources

¢ PUT Bucket (p. 201)
+ DELETE Object (p. 287)
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DELETE Bucket replication

Description

Deletes the r epl i cat i on subresource associated with the specified bucket.

This operation requires permission for the s3: Del et eRepl i cati onConfi gur ati on action. For
more information about permissions, go to Using Bucket Policies and User Policies in the Amazon
Simple Storage Service Developer Guide.

Note
There is usually some time lag before replication configuration deletion is fully propagated to
all the Amazon S3 systems.

For more information about the replication, go to Cross-Region Replication in the Amazon Simple
Storage Service Developer Guide.

Requests

Syntax

DELETE /?replication HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p- 19))

Request Parameters
This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Examples

The following DELETE request deletes the r epl i cat i on subresource from the specified bucket. This
removes the replication configuration set for the bucket.
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DELETE /?replication HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
Date: Wed, 11 Feb 2015 05:37:16 GMI
20150211T171320z

Aut hori zation: signatureVal ue

Amazon S3 returns a 204 No Cont ent response upon successfully deleting the r epl i cati on
subresource. Amazon S3 will no longer replicate any new objects you create in the exanpl ebucket
bucket.

HTTP/ 1.1 204 No Cont ent

x-ane-id-2: UuaglLuByRx9e6j 50ni nt SAMPLEL RPf Ta ==
X-ane-request-id: 656c76696e672exanpl e

Date: Wed, 11 Feb 2015 05:37:16 GMVI

Connection: keep-alive

Server: AmazonS3

Related Resources

« PUT Bucket replication (p. 260)
e GET Bucket replication (p. 148)
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DELETE Bucket tagging

Description

This implementation of the DELETE operation uses the t aggi ng subresource to remove a tag set from
the specified bucket.

To use this operation, you must have permission to perform the s3: Put Bucket Taggi ng action. By
default, the bucket owner has this permission and can grant this permission to others.

Requests
Syntax

DELETE /?tagging HTTP/ 1.1
Host: bucket nane. s3. anazonaws. com
Date: date
Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version
4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Examples

Sample Request

The following DELETE request deletes the tag set from the specified bucket.

DELETE /?taggi ng HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
Date: Wed, 14 Dec 2011 05:37:16 GMI
Aut hori zation: signatureVal ue
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Sample Response

The following successful response shows Amazon S3 returning a 204 No Cont ent response. The
tag set for the bucket has been removed.

HTTP/ 1.1 204 No Cont ent
Date: Wed, 25 Nov 2009 12:00: 00 GVIr
Connection: close
Server: AmazonS3

Related Resources

¢ GET Bucket tagging (p. 152)
¢ PUT Bucket tagging (p. 266)
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DELETE Bucket website

Description

This operation removes the website configuration for a bucket. Amazon S3 returns a 200 OK response
upon successfully deleting a website configuration on the specified bucket. You will get a 200 OK
response if the website configuration you are trying to delete does not exist on the bucket. Amazon S3
returns a 404 response if the bucket specified in the request does not exist.

This DELETE operation requires the S3: Del et eBucket Wbsi t e permission. By default, only the
bucket owner can delete the websi t e configuration attached to a bucket. However, bucket owners can
grant other users permission to delete the websi t e configuration by writing a bucket policy granting
them the S3: Del et eBucket Websi t e permission.

For more information about hosting websites, go to Hosting Websites on Amazon S3 in the Amazon
Simple Storage Service Developer Guide .

Requests

Syntax

DELETE /?website HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.
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Sample Request

This request deletes the website configuration on the specified bucket.

DELETE ?website HTTP/ 1.1

Host: exanpl e- bucket. s3. amazonaws. com
Date: Thu, 27 Jan 2011 12:00: 00 GMVI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 204 No Content

x-anz-id-2: aws-s3integ-s3ws-31008. sea3l. amazon. com
X-anz-request-id: AF1DD829D3B49707

Date: Thu, 03 Feb 2011 22:10:26 GVIT

Server: AmazonS3

Related Resources

¢ GET Bucket website (p. 172)
¢ PUT Bucket website (p. 275)

DELETE Bucket Metrics

Description

Deletes a metrics configuration for the CloudWatch request metrics (specified by the metrics
configuration ID) from the bucket. Note that this doesn't include the daily storage metrics.

Requests
Syntax

DELETE /?metrics& d=ld HTTP/ 1.1

HOST: Bucket Nane. s3. anazonaws. com

Content-Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

Request Parameters

Parameter Description Required
Bucket Nane The name of the bucket containing the metrics configurations to Yes
delete.
Type: String
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Parameter Description Required

Id The ID used to identify the metrics configuration. Yes

Request Headers

This operation uses only Request Headers common to most requests. For more information, see
Common Request Headers (p. 3).

Request Elements

This operation does not use request elements.

Responses

Response Headers

The operation returns response header that are common to most responses. For more information, see
Common Response Headers (p. 5).

Response Elements
This implementation of the operation does not return response elements.
Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

Delete the metric configuration with a specified ID, which disables the CloudWatch metrics with the
Exanpl eMet ri cs value for the Fi | t er | d dimension.

DELETE / ?netri cs& d=Exanpl eMetrics HITP/ 1.1
Host: exanpl ebucket. s3. amazonaws. com
x-anz-date: Thu, 15 Nov 2016 00: 17:21 GMI
Aut hori zation: signatureVal ue

Sample Response

Delete the metric configuration with a specified ID, which disables the CloudWatch metrics with the
Exanpl eMet ri cs value for the Fi | t er | d dimension.

HTTP/ 1.1 204 No Content

x-anz-id-2: | TnGT1ly4REXAMPLEPi 4hkl TXouTf OhcclUj 00i CPEXAMPLEuUt Bj 3M7f PG WO2 SEWD
x-ane-request-id: 51991EXAMPLES321

Date: Thu, 15 Nov 2016 00:17:22 GMVI

Server: AmazonS3

Related Resources

¢ GET Bucket Metrics (p. 173)
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¢ PUT Bucket Metrics (p. 282)
e List Bucket Metrics (p. 198)

¢ Monitoring Metrics with Amazon CloudWatch in the Amazon Simple Storage Service Developer
Guide.
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GET Bucket (List Objects) Version 2

Description

This implementation of the GET operation returns some or all (up to 1,000) of the objects in a bucket.
You can use the request parameters as selection criteria to return a subset of the objects in a bucket.
A 200 OKresponse can contain valid or invalid XML. Make sure to design your application to parse the
contents of the response and handle it appropriately.

To use this implementation of the operation, you must have READ access to the bucket.

Important

This section describe the latest revision of the API. We recommend that you use this revised
API, GET Bucket (List Objects) version 2, for application development. For backward
compatibility, Amazon S3 continues to support the prior version of this APIl, GET Bucket (List
Objects) version 1. For more information about the previous version, see GET Bucket (List
Objects) Version 1 (p. 102).

Note
To get a list of your buckets, see GET Service (p. 67).

Requests

Syntax

GET /?list-type=2 HITP/ 1.1
Host: Bucket Nane. s3. anazonaws. com

Date: date
Aut hori zation: authorization string (see Authenticating Requests (AW

Si gnature Version
4) (p. 15))

Request Parameters

This implementation of GET uses the parameters in the following table.

Parameter Description Required

del i m t er A delimiter is a character you use to group keys. No
If you specify a pr ef i x, all keys that contain the same string between the
pr ef i x and the first occurrence of the delimiter after the prefix are grouped
under a single result element called ConmonPr ef i xes. If you don't specify
the pr ef i x parameter, the substring starts at the beginning of the key. The
keys that are grouped under the CormonPr ef i xes result element are not
returned elsewhere in the response.
Type: String
Default: None

encodi ng- Requests Amazon S3 to encode the response and specifies the encoding No
type method to use.

An object key can contain any Unicode character. However, XML 1.0
parsers cannot parse some characters, such as characters with an ASCII
value from 0 to 10. For characters that are not supported in XML 1.0, you
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Parameter Description Required
can add this parameter to request that Amazon S3 encode the keys in the
response.
Type: String

Default: None
Valid value: ur |

max- Sets the maximum number of keys returned in the response body. If you No
keys want to retrieve fewer than the default 1,000 keys, you can add this to your
request.

The response might contain fewer keys, but it will never contain more. If
there are additional keys that satisfy the search criteria, but these keys were
not returned because max- keys was exceeded, the response contains
<l sTruncat ed>t rue</ | sTruncat ed>. To return the additional keys, see
Next Cont i nuati onToken.
Type: String
Default: 1000
prefix Limits the response to keys that begin with the specified prefix. You can use | No

prefixes to separate a bucket into different groupings of keys. (You can think
of using pr ef i x to make groups in the same way you'd use a folder in a file

system.)

Type: String

Default: None
list- Version 2 of the API requires this parameter and you must set its value to 2. | Yes
type Type: String

Default: The value is always 2.
cont i nuat iVidhen the Amazon S3 response to this API call is truncated (that is, No
t oken I sTruncat ed response element value is true), the response also includes

the Next Cont i nuat i onToken element, the value of which you can use
in the next request as the cont i nuati on-t oken to list the next set of
objects.

» The continuation token is an opaque value that Amazon S3 understands.

* Amazon S3 lists objects in UTF-8 character encoding in lexicographical
order.

Type: String
Default: None

fetch- By default, the API does not return the Oaner information in the response. No
owner If you want the owner information in the response, you can specify this
parameter with the value set to true.
Type: String
Default: false
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Parameter Description Required
start- If you want the API to return key names after a specific object key in your No
after key space, you can add this parameter. Amazon S3 lists objects in UTF-8

character encoding in lexicographical order.

This parameter is valid only in your first request. In case the response is
truncated, you can specify this parameter along with the cont i nuat i on-
t oken parameter, and then Amazon S3 will ignore this parameter.

Type: String

Default: None

Request Elements

This implementation of the operation does not use request elements.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Contents Metadata about each object returned.
Type: XML metadata
Ancestor: ListBucketResult

CommonPr ef i xes
All of the keys rolled up into a common prefix count as a single return

when calculating the number of returns. See MaxKeys.

* A response can contain ConmonPr ef i xes only if you specify a
delimiter.

» ConmonPr ef i xes contains all (if there are any) keys between
Pr ef i x and the next occurrence of the string specified by a
delimiter.

« CommonPr ef i xes lists keys that act like subdirectories in the
directory specified by Pr ef i x.

For example, if the prefix is not es/ and the delimiter is a slash (/) as
in not es/ sunmmer/ j ul y, the common prefix is not es/ summer /. All
of the keys that roll up into a common prefix count as a single return
when calculating the number of returns. See MaxKeys.

Type: String

Ancestor: ListBucketResult
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Name Description
Delimter Causes keys that contain the same string between the prefix and

the first occurrence of the delimiter to be rolled up into a single result
element in the CommonPr ef i xes collection. These rolled-up keys are
not returned elsewhere in the response. Each rolled-up result counts
as only one return against the MaxKeys value.

Type: String
Ancestor: ListBucketResult

Di spl ayNane Object owner's name.

Note

This value is not included in the response in the US East
(Ohio), Asia Pacific (Mumbai), Asia Pacific (Seoul), EU
(Frankfurt), China (Beijing), or AWS GovCloud (US) regions.

Type: String
Ancestor: ListBucketResult.Contents.Owner

Encodi ng- Type Encoding type used by Amazon S3 to encode object key names in the
XML response.

If you specify encodi ng- t ype request parameter, Amazon S3
includes this element in the response, and returns encoded key name
values in the following response elements:

Delimter, Prefix, ContinuationToken, Key,and Start After.
Type: String
Ancestor: ListBucketResult

ETag The entity tag is an MD5 hash of the object. The ETag only reflects
changes to the contents of an object, not its metadata.

Type: String
Ancestor: ListBucketResult.Contents

ID Object owner's ID.
Type: String
Ancestor: ListBucketResult.Contents.Owner

I sTruncat ed Specifies whether (t r ue) or not (f al se) all of the results were
returned. If the number of results exceeds that specified by MaxKeys,
all of the results might not be returned.

Type: Boolean
Ancestor: ListBucketResult

Key The object's key.
Type: String
Ancestor: ListBucketResult.Contents

Last Modi fi ed Date and time the object was last modified.
Type: Date
Ancestor: ListBucketResult.Contents

MaxKeys The maximum number of keys returned in the response body.
Type: String
Ancestor: ListBucketResult
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Name Description

Nanme Name of the bucket.
Type: String
Ancestor: ListBucketResult

Omner Bucket owner.
Type: String
Children: DisplayName, ID
Ancestor: ListBucketResult.Contents | CommonPrefixes

Prefix Keys that begin with the indicated prefix.
Type: String
Ancestor: ListBucketResult

Si ze Size in bytes of the object.
Type: String
Ancestor: ListBucketResult.Contents

St or ageC ass STANDARD | STANDARD | A | REDUCED_REDUNDANCY | GLACI ER
Type: String
Ancestor: ListBucketResult.Contents

Conti nuati onToken Cont i nuat i onToken is included in the response if it was sent with
the request.

Type: String
Ancestor: ListBucketResult

KeyCount Returns the number of keys included in the response. The value is
always less than or equal to the MaxKeys value.
Type: String
Ancestor: ListBucketResult

Next Cont i nuati onToken | If the response is truncated, Amazon S3 returns this parameter with a
continuation token that you can specify as the cont i nuati on-t oken
in your next request to retrieve the next set of keys.

Type: String
Ancestor: ListBucketResult

Start After Start Aft er isincluded in the response if it was sent with the
request.

Type: String
Ancestor: ListBucketResult

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).
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Examples

Example 1: Listing Keys

This request returns the objects in Bucket Nane. The request specifies the | i st -t ype parameter,
which indicates version 2 of the API.

Sample Request

GET /?list-type=2 HITP/ 1.1

Host: bucket.s3. amazonaws. com
x-anz-date: 20160430T233541Z

Aut hori zation: authorization string
Content - Type: text/plain

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Bucket Resul t xml ns="http://s3. anazonaws. com doc/ 2006- 03- 01/ ">
<Name>bucket </ Nane>
<Prefix/>
<KeyCount >205</ KeyCount >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>ny-i mage. j pg</ Key>
<Last Modi fi ed>2009- 10- 12T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; f ba9dede5f 27731¢c9771645a39863328&quot ; </ ETag>
<Si ze>434234</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
</ Cont ent s>
<Cont ent s>

</ Cont ent s>

</ Li st Bucket Resul t >

Example 2: Listing Keys Using the max-keys, prefix, and start-
after Parameters

In addition to the | i st - t ype parameter indicating the version 2 of the API, the request also specifies
additional parameters to retrieve up to 3 keys in the quot es bucket that start with E and occur

lexicographically after Exanpl eGui de. pdf .

Sample Request

GET /?list-type=2&max- keys=3&pr ef i x=E&st art - af t er =Exanpl eGui de. pdf HTTP/ 1.1
Host: quotes. s3. amazonaws. com

x-anz-date: 20160430T232933Z

Aut hori zation: authorization string
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Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnrkN98Zaj xHXr 3u7EFM57bNgSAxexeEHNdCX/ 7GRnf TXxReKUQF28I f P
X-ane-request-id: 3B3C7C725673C630

Date: Sat, 30 Apr 2016 23:29:37 GMJI

Cont ent - Type: application/xm

Content -Length: |ength

Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ " >
<Name>quot es</ Nane>
<Prefi x>E</ Prefix>
<Start Aft er >Exanpl eCui de. pdf </ Start After >
<KeyCount >1</ KeyCount >
<MaxKeys>3</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>Exanpl eCbj ect . t xt </ Key>
<Last Mbdi fi ed>2013-09-17T18: 07: 53. 000Z</ Last Modi fi ed>
<ETag>&quot ; 599bab3ed2c697f 1d26842727561f d94&quot ; </ ETag>
<Si ze>857</ Si ze>
<St or ageCl ass>REDUCED_REDUNDANCY</ St or ageCl ass>
</ Cont ent s>
</ Li st Bucket Resul t >

Example 3: Listing Keys Using the prefix and delimiter
Parameters

This example illustrate the use of the pr ef i x and the del i mi t er parameters in the request. For this
example, we assume that you have the following keys in your bucket:

sanpl e. j pg

phot os/ 2006/ Januar y/ sanpl e. j pg
phot os/ 2006/ Febr uar y/ sanpl e2. j pg
phot os/ 2006/ Febr uar y/ sanpl €3. j pg
phot os/ 2006/ Febr uary/ sanpl e4. j pg

The following GET request specifies the del i mi t er parameter with value /.

GET /?list-type=2&delimter=/ HITP/ 1.1
Host: exanpl e- bucket. s3. anazonaws. com
x-anz-date: 20160430T235931Z

Aut hori zation: authorization string

The key sanpl e. j pg does not contain the delimiter character, and Amazon S3 returns it in the
Cont ent s element in the response. However, all other keys contain the delimiter character. Amazon
S3 groups these keys and returns a single CormonPr ef i xes element with prefix value phot os/ that
is a substring from the beginning of these keys to the first occurrence of the specified delimiter.
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<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>exanpl e- bucket </ Name>
<Prefix></Prefix>
<KeyCount >2</ KeyCount >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>sanpl e. j pg</ Key>
<Last Mbdi fi ed>2011- 02- 26T01: 56: 20. 000Z</ Last Modi fi ed>
<ETag>&quot ; bf 1d737a4d46a19f 3bced6905cc8b902&quot ; </ ETag>
<Si ze>142863</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
</ Cont ent s>
<CommonPr ef i xes>
<Pr ef i x>phot os/ </ Prefi x>
</ CommonPr ef i xes>
</ Li st Bucket Resul t >

The following GET request specifies the del i mi t er parameter with value / , and the pr efi x
parameter with value phot os/ 2006/ .

GET /?list-type=2&prefix=phot os/ 2006/ &delinmter=/ HITP/ 1.1
Host: exanpl e- bucket. s3. anazonaws. com

x-anz-date: 20160501T000433Z

Aut hori zati on: authorization string

In response, Amazon S3 returns only the keys that start with the specified prefix. Further, it uses
the del i m t er character to group keys that contain the same substring until the first occurrence
of the del i mi t er character after the specified prefix. For each such key group Amazon S3 returns
one <ConmonPr ef i xes> element in the response. The keys grouped under this ConmonPr ef i xes
element are not returned elsewhere in the response. The value returned in the CormonPr ef | xes
element is a substring from the beginning of the key to the first occurrence of the specified delimiter
after the prefix.

<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ " >

<Name>exanpl e- bucket </ Name>

<Pr ef i x>phot os/ 2006/ </ Prefi x>

<KeyCount >3</ KeyCount >

<MaxKeys>1000</ MaxKeys>

<Delimter>/</Delimter>

<l sTruncat ed>f al se</|sTruncat ed>

<Cont ent s>
<Key>phot os/ 2006/ </ Key>
<Last Mbdi fi ed>2016- 04- 30T23: 51: 29. 000Z</ Last Modi fi ed>
<ETag>&quot ; d41d8cd98f 00b204e9800998ecf 8427e&quot ; </ ETag>
<Si ze>0</ Si ze>
<St or ageC ass>STANDARD</ St or ageCl ass>

</ Cont ent s>

<CommonPr ef i xes>

<Pr ef i x>phot os/ 2006/ Febr uary/ </ Prefi x>
</ CommonPr ef i xes>
<CommonPr ef i xes>

<Pr ef i x>phot os/ 2006/ January/ </ Pref i x>
</ CommonPr ef i xes>
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‘</ Li st Bucket Resul t >

Example 4: Using a Continuation Token

In addition to the | i st - t ype parameter indicating the version 2 of the API, the request also specifies
additional parameters to retrieve up to 3 keys in the quot es bucket that start with E and occur
lexicographically after Exanpl eGui de. pdf.

In response to this request, Amazon S3 returns <Next Cont i nuat i onToken>.

GET /?list-type=2 HITP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Mon, 02 May 2016 23:17:07 GV
Aut hori zation: authorization string

The following is sample response:

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnrkN98Zaj x HXr 3u7EFM67bNgSAxexeEHNdCX/ 7GRnf TXxReKUQF28I f P
X-ane-request-id: 3B3C7C725673C630

Date: Sat, 30 Apr 2016 23:29:37 GJI

Cont ent - Type: application/xmnl

Content-Length: length

Connection: close

Server: AmazonS3

<Li st Bucket Resul t xm ns="http://s3. anmazonaws. com doc/ 2006- 03-01/" >
<Name>bucket </ Nanme>
<Prefix></Prefix>
<Next Cont i nuat i onToken>1ueGcxLPRx1Tr/ XYExHnhbYLgveDs2J/ wnB6Hy 4vbOmvEE</
Next Cont i nuati onToken>
<KeyCount >1000</ KeyCount >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>t rue</ | sTruncat ed>
<Cont ent s>
<Key>happyf ace. j pg</ Key>
<Last Mbdi fi ed>2014- 11- 21T19: 40: 05. 000Z</ Last Modi fi ed>
<ETag>&quot ; 70eel738b6b21e2c8a43f 3a5ab0eee71&quot ; </ ETag>
<Si ze>11</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
</ Content s>

</ Li st Bucket Resul t >

In the following subsequent request, we include a cont i nuat i on- t oken query parameter in the
request with value of the <Next Cont i nuat i onToken> from the preceding response.

GET /?list-type=2 HITP/ 1.1
GET /?list-type=2&continuation-token=1ueGcxLPRx1Tr/ XYExHnhbYLgveDs2J/
wnB6Hy4vbOmvE HTTP/ 1. 1

Host: bucket.s3. amazonaws. com
Date: Mon, 02 May 2016 23:17: 07 GMr
Aut hori zation: authorization string
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Amazon S3 returns a list of the next set of keys starting where the previous request ended.

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnrkN98Zaj xHXr 3u7EFM67bNgSAxexeEHNACX/ 7GRnf TXxReKUQF28I f P
x-ane-request-id: 3B3C7C725673C630

Date: Sat, 30 Apr 2016 23:29:37 GMI

Cont ent - Type: application/xm

Content-Length: |ength

Connecti on: cl ose

Server: AmazonS3

<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>bucket </ Nanme>
<Prefix></Prefix>
<Conti nuati onToken>1ueGcxLPRx1Tr/ XYExHnhbYLgveDs2J/ wnB6Hy 4vbOMVE</
Cont i nuati onToken>
<KeyCount >112</ KeyCount >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>happyf acex. j pg</ Key>
<Last Mbdi fi ed>2014- 11- 21T19: 40: 05. 000Z</ Last Modi fi ed>
<ETag>&quot ; 70eel1738b6b21e2c8a43f 3a5ab0eee71&quot ; </ ETag>
<Si ze>1111</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
</ Cont ent s>

</ Li st Bucket Resul t >

Related Resources

¢ GET Object (p. 301)
e PUT Object (p. 347)
¢ PUT Bucket (p. 201)
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GET Bucket (List Objects) Version 1

Description

Important

This API has been revised. We recommend that you use the newer version, GET Bucket (List
Objects) version 2, when developing applications. For more information, see GET Bucket (List
Objects) Version 2 (p. 92). For backward compatibility, Amazon S3 continues to support GET
Bucket (List Objects) version 1.

This implementation of the GET operation returns some or all (up to 1,000) of the objects in a bucket.
You can use the request parameters as selection criteria to return a subset of the objects in a bucket.
A 200 OKresponse can contain valid or invalid XML. Make sure to design your application to parse the
contents of the response and handle it appropriately.

To use this implementation of the operation, you must have READ access to the bucket.

Note
To get a list of your buckets, see GET Service (p. 67).

Requests

Syntax

GET / HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

Request Parameters

This implementation of GET uses the parameters in the following table to return a subset of the objects
in a bucket.

Parameter Description Required

del i m t er A delimiter is a character you use to group keys. No
If you specify a pr ef i x, all keys that contain the same string between the
pr ef i x and the first occurrence of the delimiter after the prefix are grouped
under a single result element called ConmonPr ef i xes. If you don't specify
the pr ef i x parameter, the substring starts at the beginning of the key. The
keys that are grouped under the CommonPr ef i xes result element are not
returned elsewhere in the response.

Type: String
Default: None

encodi ngt yJReguests Amazon S3 to encode the response and specifies the encoding No
method to use.

An object key can contain any Unicode character. However, XML 1.0
parsers cannot parse some characters, such as characters with an ASCII
value from 0 to 10. For characters that are not supported in XML 1.0, you
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Parameter Description Required
can add this parameter to request that Amazon S3 encode the keys in the
response.
Type: String
Default: None
Valid value: ur |

mar ker Specifies the key to start with when listing objects in a bucket. Amazon S3 No
returns object keys in UTF-8 binary order, starting with key after the marker
in order.
Type: String
Default: None

max- Sets the maximum number of keys returned in the response body. If you No
keys want to retrieve fewer than the default 1,000 keys, you can add this to your
request.

The response might contain fewer keys, but it will never contain more. If
there are additional keys that satisfy the search criteria, but these keys were
not returned because max- keys was exceeded, the response contains

<l sTruncat ed>t rue</ | sTruncat ed>. To return the additional keys, see
mar ker .

Type: String

Default: 1000

prefix Limits the response to keys that begin with the specified prefix. You can use | No
prefixes to separate a bucket into different groupings of keys. (You can think
of using pr ef i x to make groups in the same way you'd use a folder in a file
system.)
Type: String
Default: None

Request Elements
This implementation of the operation does not use request elements.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Contents Metadata about each object returned.
Type: XML metadata
Ancestor: ListBucketResult
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Name

ComonPr ef i xes

Delimter

Di spl ayNane

Encodi ng- Type

ETag

Description

All of the keys rolled up in a common prefix count as a single return
when calculating the number of returns. See MaxKeys.

» A response can contain ConmonPr ef i xes only if you specify a
delimiter.

» ConmonPr ef i xes contains all (if there are any) keys between
Pr ef i x and the next occurrence of the string specified by delimiter.

« CommonPr ef i xes lists keys that act like subdirectories in the
directory specified by Pr ef i x.

For example, if the prefix is not es/ and the delimiter is a slash (/) as
in not es/ sunmer/ j ul y, the common prefix is not es/ summer /. All
of the keys that roll up into a common prefix count as a single return
when calculating the number of returns. See MaxKeys.

Type: String
Ancestor: ListBucketResult

Causes keys that contain the same string between the prefix and

the first occurrence of the delimiter to be rolled up into a single result
element in the CommonPr ef i xes collection. These rolled-up keys are
not returned elsewhere in the response. Each rolled-up result counts
as only one return against the MaxKeys value.

Type: String
Ancestor: ListBucketResult

Object owner's name.

Note

This value is not included in the response in the US East
(Ohio), Asia Pacific (Mumbai), Asia Pacific (Seoul), EU
(Frankfurt), China (Beijing), or AWS GovCloud (US) regions.

Type: String
Ancestor: ListBucketResult.Contents.Owner

Encoding type used by Amazon S3 to encode object key names in the
XML response.

If you specify encodi ngt ype request parameter, Amazon S3 includes
this element in the response, and returns encoded key name values in
the following response elements:

Del i m ter, Marker, Prefix, Next Marker, Key.
Type: String
Ancestor: ListBucketResult

The entity tag is an MD5 hash of the object. The ETag only reflects
changes to the contents of an object, not its metadata.

Type: String
Ancestor: ListBucketResult.Contents

Object owner's ID.
Type: String
Ancestor: ListBucketResult.Contents.Owner
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Name

| sTruncat ed

Key

Last Modi fi ed

Mar ker

MaxKeys

Next Mar ker

Onner

Prefix

Si ze

Description

Specifies whether (t r ue) or not (f al se) all of the results were
returned. If the number of results exceeds that specified by MaxKeys,
all of the results might not be returned.

Type: Boolean
Ancestor: ListBucketResult

The object's key.
Type: String
Ancestor: ListBucketResult.Contents

Date and time the object was last modified.
Type: Date
Ancestor: ListBucketResult.Contents

Indicates where in the bucket listing begins. Mar ker is included in the
response if it was sent with the request.

Type: String
Ancestor: ListBucketResult

The maximum number of keys returned in the response body.
Type: String
Ancestor: ListBucketResult

Name of the bucket.
Type: String
Ancestor: ListBucketResult

When the response is truncated (that is, the | sTr uncat ed element
value in the response is true), you can use the key name in this field as
a mar ker in the subsequent request to get next set of objects. Amazon
S3 lists objects in UTF-8 character encoding in lexicographical order.

Note

This element is returned only if you specify adel i mi t er
request parameter. If the response does not include the
Next Maker and it is truncated, you can use the value of the
last Key in the response as the mar ker in the subsequent
reguest to get the next set of object keys.

Type: String
Ancestor: ListBucketResult

Bucket owner.

Type: String

Children: DisplayName, ID

Ancestor: ListBucketResult.Contents | CommonPrefixes

Keys that begin with the indicated prefix.
Type: String
Ancestor: ListBucketResult

Size in bytes of the object.
Type: String
Ancestor: ListBucketResult.Contents

API Version 2006-03-01
105



Amazon Simple Storage Service APl Reference
GET Bucket (List Objects) Version 1

Name Description
St or aged ass STANDARD | STANDARD | A | REDUCED_REDUNDANCY | GLACI ER
Type: String

Ancestor: ListBucketResult.Contents

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This requests returns the objects in Bucket Nane.

GET / HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: Wed, 12 Cct 2009 17:50: 00 GMr
Aut hori zation: authorization string
Cont ent - Type: text/plain

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>bucket </ Nanme>
<Prefix/>
<Mar ker/ >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>ny-i mage. j pg</ Key>
<Last Mbdi fi ed>2009- 10-12T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; f ba9dede5f 27731¢c9771645a39863328&quot ; </ ETag>
<Si ze>434234</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Omner >

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Owner >
</ Cont ent s>
<Cont ent s>
<Key>ny-t hi rd-i mage. j pg</ Key>

<Last Mbdi fi ed>2009- 10- 12T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; 1b2cf 535f 27731¢c974343645a3985328&quot ; </ ETag>
<Si ze>64994</ Si ze>
<St or aged ass>STANDARD | A</ St or aged ass>
<Omner >

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Owner >
</ Cont ent s>
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</ Li st Bucket Resul t >

Sample Request Using Request Parameters

This example lists up to 40 keys in the quot es bucket that start with N and occur lexicographically after
Ned.

GET / ?pr ef i x=N&mar ker =Ned&max- keys=40 HTTP/ 1.1
Host: quotes. s3. amazonaws. com

Date: Wed, 01 Mar 2006 12: 00: 00 GMr

Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnrkN98Zaj xHXr 3u7EFM67bNgSAxexeEHNdCX/ 7GRnf TXx ReKUQF28I f P
x-ane-request-id: 3B3C7C725673C630

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Cont ent - Type: application/xm

Cont ent - Lengt h: 302

Connecti on: cl ose

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Nanme>quot es</ Nane>
<Prefi x>N</ Prefix>
<Mar ker >Ned</ Mar ker >
<MaxKeys>40</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>Nel son</ Key>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢383f c9ac7f &quot ; </ ETag>
<Si ze>5</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Owner >
<| D>bcaf 161ca5f b16f d081034f </ | D>
<Di spl ayNanme>webf i | e</ Di spl ayNane>
</ Owner >
</ Cont ent s>
<Cont ent s>
<Key>Neo</ Key>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢383f c9ac7f &quot ; </ ETag>
<Si ze>4</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Oaner >
<| D>bcaf 1f f d86a5f b16f d081034f </ | D>
<Di spl ayNanme>webf i | e</ Di spl ayNane>
</ Owner >
</ Cont ent s>
</ Li st Bucket Resul t >

Sample Request Using Prefix and Delimiter

For this example, we assume that you have the following keys in your bucket:
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sanpl e. j pg

phot os/ 2006/ Januar y/ sanpl e. j pg
phot os/ 2006/ Febr uary/ sanpl e2. j pg
phot os/ 2006/ Febr uary/ sanpl €3. j pg
phot os/ 2006/ Febr uary/ sanpl e4. j pg

The following GET request specifies the del i mi t er parameter with value / .

GET /?delimter=/ HITP/ 1.1

Host: exanpl e- bucket. s3. anazonaws. com
Date: Wed, 01 Mar 2006 12:00: 00 GMI
Aut hori zati on: authorization string

The key sanpl e. j pg does not contain the delimiter character, and Amazon S3 returns it in the

Cont ent s element in the response. However, all other keys contain the delimiter character. Amazon
S3 groups these keys and return a single ConmonPr ef i xes element with prefix value phot os/ thatis
a substring from the beginning of these keys to the first occurrence of the specified delimiter.

<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>exanpl e- bucket </ Name>
<Prefix></Prefix>
<Mar ker ></ Mar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>sanpl e. j pg</ Key>
<Last Mbdi fi ed>2011- 02- 26T01: 56: 20. 000Z</ Last Modi fi ed>
<ETag>&quot ; bf 1d737a4d46a19f 3bced6905cc8b902&quot ; </ ETag>
<Si ze>142863</ Si ze>
<Omner >
<| D>canoni cal -user-i d</ | D>
<Di spl ayNanme>di spl ay- nane</ Di spl ayNane>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
</ Cont ent s>
<CommonPr ef i xes>
<Pr ef i x>phot os/ </ Pref i x>
</ CommonPr ef i xes>
</ Li st Bucket Resul t >

The following GET request specifies the del i mi t er parameter with the value / , and the prefi x
parameter with the value phot os/ 2006/ .

GET / ?prefi x=phot os/ 2006/ &del i mter=/ HITP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com

Date: Wed, 01 Mar 2006 12: 00: 00 GMI

Aut hori zation: authorization string

In response, Amazon S3 returns only the keys that start with the specified prefix. Further, it uses
the del i m t er character to group keys that contain the same substring until the first occurrence
of the del i mi t er character after the specified prefix. For each such key group Amazon S3 returns
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one <CommonPr ef i xes> element in the response. The keys grouped under this CormonPr ef i xes
element are not returned elsewhere in the response. The value returned in the CormonPr ef i xes
element is a substring from the beginning of the key to the first occurrence of the specified delimiter
after the prefix.

<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ " >
<Name>exanpl e- bucket </ Nanme>
<Pr ef i x>phot os/ 2006/ </ Prefi x>
<Mar ker ></ Mar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</ | sTruncat ed>

<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ Febr uary/ </ Prefi x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ January/ </ Pref i x>
</ ConmonPr ef i xes>
</ Li st Bucket Resul t >

Related Resources

e GET Object (p. 301)
« PUT Object (p. 347)
e PUT Bucket (p. 201)
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GET Bucket accelerate

Description

This implementation of the GET operation uses the accel er at e subresource to return the Transfer
Acceleration state of a bucket, which is either Enabl ed or Suspended. Amazon S3 Transfer
Acceleration is a bucket-level feature that enables you to perform faster data transfers to and from
Amazon S3.

To use this operation, you must have permission to perform the s3: Get Accel er at eConfi gurati on
action. The bucket owner has this permission by default. The bucket owner can grant this permission
to others. For more information about permissions, see Permissions Related to Bucket Subresource
Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

You set the Transfer Acceleration state of an existing bucket to Enabl ed or Suspended by using the
PUT Bucket accelerate (p. 206) operation.

A GET accel er at e request does not return a state value for a bucket that has no transfer
acceleration state. A bucket has no Transfer Acceleration state, if a state has never been set on the
bucket.

This implementation of the GET operation returns the following responses:

« If the transfer acceleration state is set to Enabl ed on a bucket, the response is:

<Accel erateConfiguration xm ns="http://s3.amazonaws. con doc/ 2006- 03- 01/ ">
<St at us>Enabl ed</ St at us>
</ Accel er at eConfi gurati on>

« If the transfer acceleration state is set to Suspended on a bucket, the response is:

<Accel erateConfi guration xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ ">
<St at us>Suspended</ St at us>
</ Accel erat eConfi gurati on>

« If the transfer acceleration state on a bucket has never been set to Enabl ed or Suspended, the
response is:

<Accel erat eConfigurati on xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01/"/ >

For more information on transfer acceleration, see Transfer Acceleration in the Amazon Simple
Storage Service Developer Guide.

Requests
Syntax

GET /?accel erate HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Content -Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version
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‘ 4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of GET returns the following response elements.

Name Description

Accel erat eConfi gurati on | Container for the St at us response element.
Type: Container
Ancestor: None

St at us The transfer acceleration state of the bucket.
Type: Enum
Valid Values: Suspended | Enabled
Ancestor: AccelerateConfiguration

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Retrieve the transfer acceleration configuration for
a bucket

The following example shows a GET / ?accel er at e request to retrieve the transfer acceleration state
of the bucket named exanpl ebucket .

‘GET / ?accel erate HTTP/ 1.1
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Host: exanpl ebucket . s3. amazonaws. com
Date: Mon, 11 Apr 2016 12:00:00 GV
Aut hori zation: authorization string
Content - Type: text/plain

The following is a sample of the response body (only) that shows bucket transfer acceleration is
enabled.

<Accel erat eConfigurati on xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01/ " >
<St at us>Enabl ed</ St at us>
</ Accel er at eConfi gurati on>

Related Resources

¢ PUT Bucket accelerate (p. 206)
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GET Bucket acl

Description

This implementation of the GET operation uses the acl subresource to return the access control list
(ACL) of a bucket. To use GET to return the ACL of the bucket, you must have READ_ACP access to
the bucket. If READ_ACP permission is granted to the anonymous user, you can return the ACL of the
bucket without using an authorization header.

Requests
Syntax

GET /?acl HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

AccessControl Li st Container for ACL information.
Type: Container
Ancestry: AccessControlPolicy

AccessControl Pol i cy Container for the response.
Type: Container
Ancestry: None
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Name Description

Di spl ayNanme Bucket owner's display name. This is returned only if the owner's e-
mail address (or the forum name, if configured) can be determined
from the | D.

Type: String
Ancestry: AccessControlPolicy.Owner

G ant Container for G- ant ee and Per mi ssi on.
Type: Container
Ancestry: AccessControlPolicy.AccessControlList

G ant ee Container for Di spl ayNane and | D of the person being granted
permissions.

Type: Container
Ancestry: AccessControlPolicy.AccessControlList.Grant

ID Bucket owner's ID.
Type: String
Ancestry: AccessControlPolicy.Owner

Onner Container for bucket owner information.
Type: Container
Ancestry: AccessControlPolicy

Per m ssi on Permission given to the Gr ant ee for bucket.
Type: String
Valid Values: FULL_CONTROL | WRITE | WRITE_ACP | READ |
READ_ACP

Ancestry: AccessControlPolicy.AccessControlList.Grant

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request returns the ACL of the specified bucket.

GET ?acl HTTP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K
x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4Opl szj 7UDNEHG an
X-anz-request-id: 318BC3BC148832E5
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Date: Wed, 28 Cct 2009 22:32:00 GVr
Last-Modi fied: Sun, 1 Jan 2006 12:00: 00 GV
Content -Length: 124

Content - Type: text/plain

Connection: close

Server: AmazonS3

<AccessControl Pol i cy>

<Owner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>
<Di spl ayName>Cust omer sName@nazon. conx/ Di spl ayNane>

</ Oaner >

<AccessControl Li st>
<G ant >

<Grantee xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance"
Xsi :type="Canoni cal User">

<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>
<Di spl ayName>Cust omer sName@nazon. conx/ Di spl ayNane>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
</ AccessControl Li st>
</ AccessControl Policy>

Related Resources

¢ GET Bucket Objects (p. 102)
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GET Bucket analytics configuration

Description

This implementation of the GET operation returns an analytics configuration (identified by the analytics
configuration ID) from the bucket.

To use this operation, you must have permissions to perform the s3: Get Anal yti csConfi guration
action. The bucket owner has this permission by default. The bucket owner can grant this permission
to others. For more information about permissions, see Permissions Related to Bucket Subresource
Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

For information about Amazon S3 analytics feature, see Amazon S3 Analytics — Storage Class
Analysis in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

GET /?anal yti cs& d=anal yti cs-configuration-1D HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of GET uses the parameter in the following table.

Parameter Description Required
id The ID that identifies the analytics configuration. Limited to = Yes

64 characters.

Type: String

Default: None
Valid Charactersforid:a-z A-Z 0-9 - _

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.
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Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

The Examples section shows an example of an analytics configuration XML. The following table
describes the XML elements in the analytics configuration returned by the GET request.

Name Description

Anal yti csConfi gur ati onContains the configuration and any analyses for the analytics filter.
Type: Container
Children: 1d, Fil ter, St orageCl assAnal ysi s
Ancestor: None

And A conjunction (logical AND) of predicates, which is used in evaluating
an analytics filter. The operator must have at least two predicates.
Type: String
Children: Prefi x, Tag
Ancestor: Fil ter

Bucket The Amazon Resource Name (ARN) of the bucket where analytics
results are published.
Type: String
Ancestor: S3Bucket Dest i nati on

Bucket Account I d The ID of the account that owns the destination bucket where the
analytics results are published.
Type: String

Ancestor: S3Bucket Dest i nati on

Dat aExpor t A container used to describe how data related to the storage class
analysis should be exported.

Type: Container
Children: Qut put SchenaVer si on, Desti nati on
Ancestor: St or aged assAnal ysi s

Desti nati on Contains information about where to publish the analytics results.
Type: Container
Children: S3Bucket Dest i nati on
Ancestor: Dat aExport

Filter Specifies an analytics filter. The analytics only includes objects that
meet the filter's criteria.
Type: Container
Children: And

Ancestor: Anal yti csConfi gurati on
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For mat Specifies the output format of the analytics results. Currently, Amazon
S3 supports the comma-separated value (CSV) format.
Type: String
Ancestor: S3Bucket Dest i nati on
Valid values: CSV
Id The ID that identifies the analytics configuration.
Type: String
Ancestor: Anal yti csConfi gurati on
Key The key for a tag.

CQut put SchemaVer si on

Prefix

Prefix

St or ageC assAnal ysi s

S3Bucket Desti nati on

Tag

Type: String
Ancestor: Tag

The version of the output schema to use when exporting data. Must be
V_1.

Type: String

Ancestor: Dat aExport

Valid values: V_1

The prefix that an object must have to be included in the analytics
results.

Type: String

Ancestor: And

The prefix that is prepended to all analytics results.
Type: String
Ancestor: S3Bucket Desti nati on

If present, it indicates that data related to access patterns will be
collected and made available to analyze the tradeoffs between different
storage classes.

Type: Container
Children: Dat aExpor t
Ancestor: Anal yti csConfi guration

Contains the bucket ARN, file format, bucket owner (optional), and
prefix (optional) where analytics results are published.

Type: Container

Children: For mat , Bucket Account | d, Bucket, Prefi x
Ancestor: Dest i nati on.

The tag to use when evaluating an analytics filter.

Type: Container

Children: Key, Value

Ancestor: And
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Name Description
Val ue The value for a tag.
Type: String

Ancestor: Tag

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example: Configure an Analytics Report

The following GET request for the bucket exanpl ebucket returns the inventory configuration with the
IDIistl.

GET /?anal ytics& d=listl1 HTTP/ 1.1
Host: exanpl ebucket. s3. amazonaws. com
Date: Mbn, 31 COct 2016 12:00: 00 GMr
Aut hori zation: authorization string

The following is a sample response.

HTTP/ 1.1 200 K

x-anz-id-2: Ygl Pl fBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 236A8905248E5A02

Date: Mn, 31 Cct 2016 12:00: 00 GMr

Server: AmazonS3

Content-Length: |ength

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Anal yti csConfiguration xm ns="http://s3.amazonaws. conf doc/ 2006- 03- 01/ ">
<ld>listil</Id>
<Filter>
<And>
<Pref i x>i mages/ </ Prefi x>
<Tag>
<Key>dog</ Key>
<Val ue>cor gi </ Val ue>
</ Tag>
</ And>
</Filter>
<St or ageC assAnal ysi s>
<Dat aExport >
<Qut put SchenmaVer si on>V_1</ Qut put SchenaVer si on>
<Desti nati on>
<S3Bucket Desti nati on>
<For mat >CSV</ For mat >
<Bucket Account | d>123456789012</ Bucket Account | d>
<Bucket >arn: aws: s3: : : desti nati on- bucket </ Bucket >
<Prefi x>destination-prefix</Prefix>
</ S3Bucket Dest i nati on>
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</ Destinati on>
</ Dat aExport >
</ St or ageC assAnal ysi s>
</ Anal yti csConfi guration>

Related Resources

« DELETE Bucket analytics configuration (p. 74)
« List Bucket Analytics Configurations (p. 189)
¢ PUT Bucket analytics configuration (p. 216)
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GET Bucket cors

Description

Returns the cor s configuration information set for the bucket.

To use this operation, you must have permission to perform the s3: Get Bucket CORS action. By
default, the bucket owner has this permission and can grant it to others.

To learn more cor s, go to Enabling Cross-Origin Resource Sharing in the Amazon Simple Storage
Service Developer Guide.

Requests
Syntax

GET /?cors HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements
This implementation of GET returns the following response elements.

Name Description

CORSConfi guration Container for up to 100 CORSRul es elements.
Type: Container
Children: CORSRul es
Ancestor: None
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Name Description
CORSRul e A set of origins and methods (cross-origin access that you want to

allow). You can add up to 100 rules to the configuration.
Type: Container

Children: Al | owedOri gi n, Al | owedMet hod, MaxAgeSeconds,
ExposeHeader, | D.

Ancestor: CORSConf i gur ati on

Al | owedHeader Specifies which headers are allowed in a pre-flight OPTI ONS
request through the Access- Cont r ol - Request - Header s
header. Each header name specified in the Access- Control -
Request - Header s must have a corresponding entry in the rule.
Only the headers that were requested will be sent back. This
element can contain at most one * wildcard character.

A CORSRul e can have at most one MaxAgeSeconds element.
Type: Integer (seconds)
Ancestor: CORSRul e

Al | owedMet hod Identifies an HTTP method that the domain/origin specified in the
rule is allowed to execute.

Each CORSRul e must contain at least one Al | onedMet hod and
one Al | onedOri gi n element.

Type: Enum (GET, PUT, HEAD, POST, DELETE)
Ancestor: CORSRul e

Al'l owedOrigin One or more response headers that you want customers to be able
to access from their applications (for example, from a JavaScript
XMLHttpRequest object).

Each CORSRul e must have at least one Al | owedOr i gi n element.
The string value can include at most one "*' wildcard character, for
example, http://*.example.com". You can also specify only "*" to
allow cross-origin access for all domains/origins.

Type: String
Ancestor: CORSRul e

ExposeHeader One or more headers in the response that you want customers
to be able to access from their applications (for example, from a
JavaScript XMLHt t pRequest object).

You add one ExposeHeader in the rule for each header.
Type: String
Ancestor: CORSRul e

ID An optional unique identifier for the rule. The ID value can be
up to 255 characters long. The IDs help you find a rule in the
configuration.

Type: String
Ancestor: CORSRul e

MaxAgeSeconds The time in seconds that your browser is to cache the preflight
response for the specified resource.

A CORSRul e can have at most one MaxAgeSeconds element.
Type: Integer (seconds)
Ancestor: CORSRul e
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Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Retrieve cors subresource

The following example gets the cor s subresource of a bucket.

Sample Request

GET /?cors HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Date: Tue, 13 Dec 2011 19:14:42 GMr
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: OFnFl Wsh/ PpBuz Z0JFRC55ZGVmMQM SHI 7x VDgKwhEdJnf 3963Rt r vH8ZuxWLBol 5
X-ane-request-id: OCFO38E9BCF63097

Date: Tue, 13 Dec 2011 19:14:42 GMr

Server: AmazonS3

Cont ent - Lengt h: 280

<CORSConfi gurati on>
<CORSRul e>
<Al | owedOri gi n>ht t p: // www. exanpl e. conx/ Al | owedOri gi n>
<Al | owedMet hod>CET</ Al | owedMet hod>
<MaxAgeSeconds>3000</ MaxAgeSec>
<ExposeHeader >x- ane- server - si de- encrypti on</ ExposeHeader >
</ CORSRul e>
</ CORSConf i gur ati on>

Related Resources

¢ PUT Bucket cors (p. 222)
« DELETE Bucket cors (p. 76)
¢ OPTIONS object (p. 330)
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GET Bucket inventory configuration

Description

This implementation of the GET operation returns an inventory configuration (identified by the inventory
configuration ID) from the bucket.

To use this operation, you must have permissions to perform the s3: Get | nvent or yConfi gurati on
action. The bucket owner has this permission by default. The bucket owner can grant this permission
to others. For more information about permissions, see Permissions Related to Bucket Subresource
Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

For information about Amazon S3 inventory feature, see Amazon S3 Inventory in the Amazon Simple
Storage Service Developer Guide.

Requests
Syntax

GET /?inventory& d=i nventory-configuration-1D HTTP/ 1.1

Host: bucket nane. s3. anazonaws. comate: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

Request Parameters

This implementation of GET uses the parameter in the following table.

Parameter Description Required
id The ID that identifies the inventory configuration. Yes
Type: String

Default: None
Valid Characters fori d: a-z A-Z0-9-_ .

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).
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Response Elements

The Examples section shows an example of an inventory configuration XML. The following table
describes the XML elements in the inventory configuration returned by the GET request.

Name Description

Account | d The ID of the account that owns the destination bucket where the
inventory is published.

Although optional, we recommend that the value be set to prevent
problems when destination bucket ownership changes.

Type: String
Ancestor: S3Bucket Desti nati on

Bucket The Amazon Resource Name (ARN) of the bucket where inventory
results will be published.

Type: String
Ancestor: S3Bucket Dest i nati on

Destination Contains information about where to publish the inventory results.
Type: Container
Children: S3Bucket Dest i nati on

Ancestor: | nvent or yConfi gurati on

Field Contains the optional fields that are included in the inventory results.
Multiple Fi el ds can be contained in Opt i onal Fi el ds.
Type: String

Ancestor: Opt i onal Fi el ds

Valid values: Si ze, Last Modi f i edDat e, St or aged ass, ETag,
I sMul ti part Upl oaded, Repl i cati onSt at us

Filter Specifies an inventory filter. The inventory only includes objects that
meet the filter's criteria.
Type: Container

Children: Prefi x
Ancestor: | nvent or yConfi gurati on

For mat Specifies the output format of the inventory results. Currently, Amazon
S3 supports the comma-separated value (CSV) format.

Type: String
Ancestor: S3Bucket Desti nati on
Valid values: CSV

Frequency Specifies how frequently inventory results are produced.
Type: String
Ancestor: Schedul e
Valid values: Dai | y, or Weekl y

Id The ID that identifies the inventory configuration.
Type: String
Ancestor: | nvent or yConfi gurati on

I nvent or yConf i gur at i onContains the inventory configuration.
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Name

| sEnabl ed

Prefix

Prefix

Description

Type: Container

Children: 1 d, | sEnabl ed, Fi |l t er, Dest i nati on, Schedul e,
I ncl udedObj ect Ver si ons, and Opt i onal Fi el ds elements.

Ancestor: None

Specifies whether the inventory is enabled or disabled. If set to Tr ue,
an inventory list is generated. If set to Fal se, no inventory list is
generated.

Type: String
Ancestor: | nvent or yConfi gurati on
Valid values: Tr ue or Fal se

The prefix that an object must have to be included in the inventory
results.

Type: String

Ancestor: Fi | ter

The prefix that is prepended to all inventory results.
Type: String
Ancestor: S3Bucket Dest i nati on

I ncl udedObj ect Ver si onsObject versions to include in the inventory list. If set to Al | , the list

Opti onal Fi el ds

Schedul e

S3Bucket Desti nati on

includes all the object versions, which adds the version related fields
Ver si onl d, | sLat est, and Del et eMar ker to the list. If set to
Cur r ent, the list does not contain these version related fields.

Type: String
Ancestor: | nvent or yConfi gurati on
Valid values: Current or Al |

Contains the optional fields.

Type: Container

Children: Fi el d

Ancestor: | nvent or yConfi gurati on

Contains the frequency of inventory results generation.
Type: Container

Children: Fr equency

Ancestor: Dest i nati on.

Contains the bucket ARN, file format, bucket owner (optional), and
prefix (optional) where inventory results are published.

Type: Container
Children: For mat, Account | d, Bucket, Prefi x

Ancestor: Dest i nati on.
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Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example: Configure an Inventory Report

The following GET request for the bucket exanpl ebucket returns the inventory configuration with the
IDlistl.

GET /?inventory& d=listl HITP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com
Date: Mn, 31 Cct 2016 12:00: 00 GJr
Aut hori zation: authorization string

The following is a sample response.

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 236A8905248E5A02

Date: Mon, 31 Cct 2016 12:00: 00 GJr

Server: AmazonS3

Content-Length: length

<?xm version="1.0" encodi ng="UTF-8"?>
<l nvent oryConfiguration xm ns="http://s3. anmazonaws. conf doc/ 2006- 03-01/" >
<l d>report1</1d>
<l sEnabl ed>t r ue</ | sEnabl ed>
<Desti nati on>
<S3Bucket Desti nati on>
<For mat >CSV</ For mat >
<Account | d>123456789012</ Account | d>
<Bucket >ar n: aws: s3: :: desti nati on- bucket </ Bucket >
<Prefix>prefixl</Prefix>
</ S3Bucket Dest i nati on>
</ Desti nati on>
<Schedul e>
<Fr equency>Dai | y</ Frequency>
</ Schedul e>
<Filter>
<Prefix>nyprefix/</Prefix>
</Filter>
<I ncl udedQbj ect Ver si ons>Al | </ | ncl udedObj ect Ver si ons>
<Optional Fi el ds>
<Fi el d>Si ze</ Fi el d>
<Fi el d>Last Modi fi edDat e</ Fi el d>
<Fi el d>ETag</ Fi el d>
<Fi el d>St or aged ass</ Fi el d>
<Fi el d>I sMul ti part Upl oaded</ Fi el d>
<Fi el d>Repl i cati onSt at us</ Fi el d>
</ Optional Fi el ds>
</ I nvent oryConfi gurati on>

API Version 2006-03-01
127




Amazon Simple Storage Service APl Reference
Related Resources

Related Resources

¢ DELETE Bucket inventory configuration (p. 78)
« List Bucket Inventory Configurations (p. 193)
¢ PUT Bucket inventory configuration (p. 228)
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GET Bucket lifecycle
Description

Note

Bucket lifecycle configuration now supports specifying lifecycle rule using object key name
prefix, one or more object tags, or combination of both. Accordingly, this section describes the
latest API. The response describes the new filter element that you can use to specify a filter
to select a subset of objects to which the rule applies. If you are still using previous version

of the lifecycle configuration, it works. For related API description, see GET Bucket lifecycle
(deprecated) (p. 474).

Returns the | i f ecycl e configuration information set on the bucket. For information about lifecycle
configuration, go to Object Lifecycle Management in the Amazon Simple Storage Service Developer
Guide.

To use this operation, you must have permission to perform the s3: Get Li f ecycl eConfi gurati on
action. The bucket owner has this permission, by default. The bucket owner can grant this permission

to others. For more information about permissions, see Managing Access Permissions to Your Amazon
S3 Resources in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

GET /?lifecycle HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).
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Response Elements

This implementation of GET returns the following response elements.

Name

And

Abort I nconpl et eMul ti part Upl oad

Dat e

Days

DaysAfterlnitiation

Expiration

Description

Container for specifying Pr ef i x and Tag based filters.
Child: Prefi x and Tag

Type: Container
Ancestor: Fil ter.

Container for specifying when an incomplete multipart
upload becomes eligible for an abort operation.
Child: DaysAfterlnitiation

Type: Container
Ancestor: Rul e.

Object creation date based on which the object is
deemed eligible for lifecycle action. For example,
suppose you add a Tr ansi t i on action to take effect on
December 31, 2014. S3 will take this action on applicable
objects created on or before this date.

Type: String

Ancestor: Expi rationor Transi tion

Specifies the number of days after object creation when
the specific rule action takes effect. The object's eligibility
time is calculated as creation time + the number of days,
and rounding the resulting time to the next day midnight
UTC.

Type: Non-negative Integer when used with
Transi ti on, Positive Integer when used with
Expi ration.

Ancestor: Tr ansi ti on or Expi rati on.

Specifies the number of days after initiating a multipart
upload when the multipart upload must be completed. If
it does not complete by the specified number of days, it
becomes eligible for an abort operation and Amazon S3
aborts the incomplete multipart upload.

Type: Positive Integer.
Ancestor: Abort | nconpl et eMul ti part Upl oad.

This action specifies a period in the object's lifetime when
Amazon S3 should take the appropriate expiration action.
The expiration action occurs only on objects that are
eligible according to the period specified in the child Dat e
or Days element. The action Amazon S3 takes depends
on whether the bucket is versioning enabled.

« If versioning has never been enabled on the bucket,
Amazon S3 deletes the only copy of the object
permanently.

¢ Otherwise, if your bucket is versioning-enabled (or
versioning is suspended), the action applies only to the
current version of the object. Buckets with versioning-
enabled or versioning-suspended can have many
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Name Description

versions of the same object, one current version, and
Zero or more noncurrent versions.

Instead of deleting the current version, Amazon S3
makes it a noncurrent version by adding a delete
marker as the new current version.

Important

If your bucket state is versioning-suspended,
Amazon S3 creates a delete marker with
version ID nul | . If you have a version with
version ID nul | , then Amazon S3 overwrites
that version.

Note

To set expiration for noncurrent

objects, you must use the

Noncur r ent Ver si onExpi r at i on action.

Type: Container
Children: Days or Date
Ancestor: Rule

Filter Container element describing one or more filters used
to identify a subset of objects to which the lifecycle rule
applies.

Child: Prefi x, Tag, or And (if both prefix and tag are
specified)

Type: String

Ancestor: Rule

ID Unique identifier for the rule. The value cannot be longer
than 255 characters.

Type: String
Ancestor: Rule

Key Tag key.
Type: String
Ancestor: Tag

Li fecycl eConfiguration Container for lifecycle rules. You can add as many as
1000 rules.

Type: Container
Children: Rule
Ancestor: None
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Name

Expi r edObj ect Del et eMar ker

Noncur r ent Days

Noncur r ent Ver si onExpi rati on

Noncur rent Ver si onTransi ti on

Prefix

Description

On a versioned bucket (versioning-enabled or versioning-
suspended bucket) this element indicates if Amazon

S3 will delete any expired object delete markers in

the bucket. For an example, go to Example 8: Specify
Expiration Action to Remove Expired Object Delete
Markers in the Amazon Simple Storage Service
Developer Guide.

Type: String

Valid values: true | false (the value false is allowed but
it is no-op, Amazon S3 will not take action if the value is
false)

Ancestor: Expi rati on.

Specifies the number of days an object is noncurrent
before Amazon S3 can perform the associated action.
For information about the noncurrent days calculations,
see Lifecycle Rules Based on the Number of Days in the
Amazon Simple Storage Service Developer Guide.
Type: Nonnegative Integer when used with

Noncur r ent Ver si onTr ansi t i on, Positive Integer
when used with Noncur r ent Ver si onExpi rati on.
Ancestor: Noncur r ent Ver si onExpi rati on or
Noncur r ent Ver si onTransi tion

Specifies when noncurrent object versions expire.
Upon expiration, Amazon S3 permanently deletes the
noncurrent object versions.

You set this lifecycle configuration action on a bucket
that has versioning enabled (or suspended) to request
that Amazon S3 delete noncurrent object versions at a
specific period in the object's lifetime.

Type: Container

Children: NoncurrentDays

Ancestor: Rule

Container for the transition rule that describes when
noncurrent objects transition to the STANDARD_| A or the
GLACIER storage class.

If your bucket is versioning-enabled (or versioning is
suspended), you can set this action to request Amazon
S3 to transition noncurrent object versions to the
GLACIER storage class at a specific period in the object's
lifetime.

Type: Container

Children: NoncurrentDays and StorageClass

Ancestor: Rule

Object key prefix identifying one or more objects to which
the rule applies.

Type: String
Ancestor: Fi | t er or And (if you specify Prefix and Tag
child elements inthe Fi | t er)
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Name Description
Rul e Container for a lifecycle rule.

Type: Container
Ancestor: LifecycleConfiguration

St at us If Enabled, Amazon S3 executes the rule as scheduled. If
Disabled, Amazon S3 ignores the rule.

Type: String
Ancestor: Rule
Valid values: Enabled or Disabled.

St or ageCl ass Specifies the Amazon S3 storage class to which you
want to transition the object.
Type: String
Ancestor: Transition and NoncurrentVersionTransition
Valid values: STANDARD_IA | GLACIER.

Tag Container listing the tag key and value used to filter
objects to which the rule applies.
Type: String
Ancestor: Filter

Transition This action specifies a period in the objects' lifetime when
Amazon S3 should transition them to the STANDARD | A
or the GLACIER storage class. When this action is in
effect, what Amazon S3 does depends on whether the
bucket is versioning-enabled.

« If versioning has never been enabled on the bucket,
Amazon S3 transitions the only copy of the object
specified storage class.

» Otherwise, when your bucket is versioning-enabled (or
versioning is suspended), Amazon S3 transitions only
the current versions of objects identified in the rule.

Note

A versioning-enabled or versioning-suspended
bucket can have many versions of an

object. This action has no impact on the
noncurrent object versions. To transition
noncurrent objects, you must use the
Noncur r ent Ver si onTr ansi ti on action.

Type: Container
Children: Days or Date, and StorageClass
Ancestor: Rule

Val ue Tag key value.
Type: String
Ancestor: Tag
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Special Errors

Error Code Description HTTP SOAP Fault
Status Code Code Prefix
NoSuchlLi f ecycl eConf i gur at Tha lifecycle configuration does not = 404 Not Client
exist. Found

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Retrieve lifecycle subresource

This example shows a GET request to retrieve the | i f ecycl e subresource from the specified bucket
and an example response with the returned lifecycle configuration.

Sample Request

GET /?lifecycle HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
x-ane-date: Thu, 15 Nov 2012 00:17:21 GMI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: |1 TnGIly4RyTnXa3r Pi 4hkl TXouTf OhccUj 00i CPj z6Fnf | ut Bjf 3M/f PG WO2 SEW
X-ane-request-id: 51991C342C575321

Date: Thu, 15 Nov 2012 00:17:23 GMI

Server: AmazonS3

Cont ent - Lengt h: 358

<?xm version="1.0" encodi ng="UTF-8"?>
<Li fecycl eConfi guration xm ns="http://s3.amazonaws. conf doc/ 2006- 03- 01/ ">

<Rul e>
<I D>Archive and then delete rule</|D>
<Filter>
<Prefi x>proj ect docs/ </ Prefi x>
</Filter>

<St at us>Enabl ed</ St at us>
<Transition>
<Days>30</ Days>
<St or aged ass>STANDARD | A</ St or aged ass>
</ Transition>
<Transition>
<Days>365</ Days>
<St or aged ass>G_ACI ER</ St or aged ass>
</ Transition>
<Expi ration>
<Days>3650</ Days>
</ Expiration>
</ Rul e>

API Version 2006-03-01
134




Amazon Simple Storage Service APl Reference
Related Resources

‘</ Li f ecycl eConfi gurati on>

Related Resources

« PUT Bucket lifecycle (p. 233)
« DELETE Bucket lifecycle (p. 80)

API Version 2006-03-01
135



Amazon Simple Storage Service APl Reference
GET Bucket policy

GET Bucket policy

Description

This implementation of the GET operation uses the pol i cy subresource to return the policy of a
specified bucket. To use this operation, you must have Get Pol i cy permissions on the specified
bucket, and you must be the bucket owner.

If you don't have Get Pol i cy permissions, Amazon S3 returns a 403 Access Deni ed error. If you
have the correct permissions, but you're not the bucket owner, Amazon S3 returns a 405 Met hod

Not Al | owed error. If the bucket does not have a policy, Amazon S3 returns a 404 Pol i cy Not

f ound error. There are restrictions about who can create bucket policies and which objects in a bucket
they can apply to. For more information, go to Using Bucket Policies.

Requests
Syntax

GET /?policy HITP/ 1.1

Host: Bucket Nane. s3. anezonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements
The response contains the (JSON) policy of the specified bucket.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).
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Examples

Sample Request

The following request returns the policy of the specified bucket.

GET ?policy HTTP/ 1.1

Host: bucket. s3. anmazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: UuaglLuByr u9pOU4ASAMPLEAL RPf TaOFg==
X-ane-request-id: 656c76696e67SAMPLES7374
Date: Tue, 04 Apr 2010 20: 34:56 GMr

Connecti on: keep-alive

Server: AmazonS3

{
"Version":"2008-10-17",

"1d":"aaaa- bbbb-cccc-dddd",

"Statenent" : |
{
"Effect":"Deny",
"Sidtit1t,
"Principal" : {

"AWE":["111122223333", "444455556666" ]
b,
"Action":["s3:*"],
"Resource":"arn: aws: s3::: bucket/*"

Related Resources

¢ GET Bucket Objects (p. 102)
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GET Bucket location

Description

This implementation of the GET operation uses the | ocat i on subresource to return a bucket's region.
You set the bucket's region using the Locat i onConst r ai nt request parameter in a PUT Bucket
request. For more information, see PUT Bucket (p. 201).

To use this implementation of the operation, you must be the bucket owner.

Requests
Syntax

GET /?location HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com
Dat e: date
Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version
4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Locati onConstrai nt Specifies the region where the bucket resides. For more information about
region endpoints and location constraints, go to Regions and Endpoints in
the Amazon Web Services Glossary.

Type: String

Valid Values: [ us-west-1 | us-west-2 | EU or eu-west-1 | eu-central-1 | ap-
south-1 | ap-southeast-1 | ap-southeast-2 | ap-northeast-1 | ap-northeast-2
| sa-east-1 | empty string (for the US East (N. Virginia) region) | us-east-2]
Ancestry: None
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When the bucket's region is US East (N. Virginia), Amazon S3 returns an empty string for the bucket's
region:

<LocationConstraint xm ns="http://s3.anazonaws. coni doc/ 2006-03-01/"/>

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples
Sample Request

The following request returns the region of the specified bucket.

GET /?location HTTP/ 1.1

Host: nyBucket . s3. amazonaws. com

Date: Tue, 09 Cct 2007 20:26: 04 +0000
Aut hori zation: signatureVal ue

Sample Response

<?xm version="1.0" encodi ng="UTF-8"?>
<LocationConstraint xm ns="http://s3. amazonaws. coni doc/ 2006- 03- 01/ " >EU/
Locati onConstrai nt >

Related Resources

¢ GET Bucket Objects (p. 102)
e PUT Bucket (p. 201)
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GET Bucket logging

Note
Logging functionality is currently in beta.

Description

This implementation of the GET operation uses the | oggi ng subresource to return the logging status
of a bucket and the permissions users have to view and modify that status. To use GET, you must be
the bucket owner.

Requests

Syntax

GET /?logging HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: date

Aut hori zation: authorization string

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Bucket Loggi ngSt at us | Container for the response.
Type: Container
Ancestry: None

Emai | Addr ess E-mail address of the person whose logging permissions are displayed.
Type: String
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Name Description

Ancestry:
BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant.Grantee

G ant Container for Gr ant ee and Per mi ssi on.
Type: Container
Ancestry: BucketLoggingStatus.LoggingEnabled.TargetGrants

G ant ee Container for Enai | Addr ess of the person whose logging permissions
are displayed.

Type: Container
Ancestry: BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant

Loggi ngEnabl ed Container for logging information. This element and its children are
present when logging is enabled, otherwise, this element and its
children are absent.

Type: Container
Ancestry: BucketLoggingStatus

Per m ssi on Logging permissions assigned to the Gr ant ee for the bucket.
Type: String
Valid Values: FULL_CONTROL | READ | WRITE
Ancestry: BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant

Tar get Bucket Specifies the bucket whose logging status is being returned. This
element specifies the bucket where server access logs will be delivered.

Type: String
Ancestry: BucketLoggingStatus.LoggingEnabled

Target Grants Container for granting information.
Type: Container
Ancestry: BucketLoggingStatus.LoggingEnabled

Tar get Prefi x Specifies the prefix for the keys that the log files are being stored under.
Type: String
Ancestry: BucketLoggingStatus.LoggingEnabled

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request returns the logging status for nybucket .

GET ?logging HTTP/ 1.1

Host: nybucket. s3. amazonaws. com
Date: Wed, 25 Nov 2009 12:00: 00 GMr
Aut hori zation: authorization string
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Sample Response Showing an Enabled Logging Status

HTTP/ 1.1 200 K

Date: Wed, 25 Nov 2009 12:00: 00 GVIT
Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" >
<Loggi ngEnabl ed>
<Tar get Bucket >mybucket | ogs</ Tar get Bucket >
<Tar get Pref i x>mybucket - access_| og-/ </ Tar get Prefi x>
<Tar get G ant s>
<G ant >
<G antee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schemna- i nst ance"
Xsi : type="AmazonCust omer ByEnai | " >
<Enmi | Addr ess>user @onpany. conx/ Emai | Addr ess>
</ Grant ee>
<Per m ssi on>READ</ Per ni ssi on>
</ Grant >
</ Tar get G ant s>
</ Loggi ngEnabl ed>
</ Bucket Loggi ngSt at us>

Sample Response Showing a Disabled Logging Status

HTTP/ 1.1 200 K

Date: Wed, 25 Nov 2009 12:00: 00 GVIT
Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" />

Related Resources

e PUT Bucket (p. 201)
¢ PUT Bucket logging (p. 247)
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GET Bucket notification

Description

This implementation of the GET operation uses the not i f i cat i on subresource to return the
notification configuration of a bucket.

If notifications are not enabled on the bucket, the operation returns an empty
Not i fi cati onConfi gurati on element.

By default, you must be the bucket owner to read the notification configuration of a bucket. However,
the bucket owner can use a bucket policy to grant permission to other users to read this configuration
with the s3: Get Bucket Not i fi cati on permission.

For more information about setting and reading the notification configuration on a bucket, see Setting
Up Notification of Bucket Events. For more information about bucket policies, see Using Bucket
Policies.

Requests
Syntax

GET /?notification HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Cl oudFuncti on Lambda cloud function ARN that Amazon S3 can
invoke when it detects events of the specified type.
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Responses

Name

Cl oudFuncti onConfi gurati on

Event
Filter
FilterRule

Description
Type: String
Ancestry: Cl oudFunct i onConfi gurati on

Container for specifying the AWS Lambda
notification configuration.

Type: Container

Children: An | d, d oudFunct i on, and one, or
more Event .

Ancestry: Noti fi cati onConfi guration
Bucket event for which to send notifications.

Note

You can add multiple instance

of QueueConfi gurati on,

Topi cConfi guration, or

Cl oudFuncti onConfi gurati on to the
notification configuration.

Type: String

Valid Values: For a list of supported event types,
go to Configuring Event Notifications in the Amazon
Simple Storage Service Developer Guide.

Ancestry: Topi cConfi gurati on and
QueueConfiguration

Container for S3Key, which contains object key
name filtering rules. For information about key name
filtering, go to Configuring Event Notifications in the
Amazon Simple Storage Service Developer Guide.

Type: Container
Children: S3Key

Ancestor: Topi cConfi gurati on,
QueueConfiguration, or
Cl oudFuncti onConfi gurati on.

Container for key value pair that defines the criteria
for the filter rule.

Container S3Key
Type: Container
Children: Nane and Val ue

Ancestor: S3Key
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Responses
Name Description
Id Optional unique identifier for

each of the configurations in the
Noti fi cati onConfi guration. If you don't
provide, Amazon S3 will assign an ID.

Type: String
Ancestry: Topi cConfi gurati on and
QueueConfiguration

Nane Object key name prefix or suffix identifying
one or more objects to which the filtering rule
applies. Maximum prefix length can be up to 1,024
characters. Overlapping prefixes and suffixes
are not supported. For more information, go to
Configuring Event Notifications in the Amazon
Simple Storage Service Developer Guide.

Type: String
Ancestor: Fi l terRul e
Valid values: prefi x orsuf fi x

Noti fi cati onConfi guration Container for specifying the notification configuration
of the bucket. If this element is empty, notifications
are turned off on the bucket.

Type: Container

Children: one or more Topi cConf i gur ati on,
QueueConfiguration, and
C oudFuncti onConfi gurati on elements.

Ancestry: None

Queue Amazon SQS queue ARN to which Amazon S3
will publish a message when it detects events of
specified type.

Type: String
Ancestry: Topi cConfi gurati on

QueueConfiguration Container for specifying a configuration when you
want Amazon S3 to publish events to an Amazon
Simple Queue Service (Amazon SQS) queue.

Type: Container
Children: An I d, Topi ¢, and one, or more Event .
Ancestry: Not i fi cati onConfi guration

S3Key Container for object key name prefix and suffix
filtering rules.

Type: Container
Children: One or more Fi | t er Rul e

Ancestor: Fi l ter
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Examples
Name Description
Topi c Amazon SNS topic ARN to which Amazon S3

Topi cConfi guration

Val ue

Special Errors

will publish a message when it detects events of
specified type.

Type: String

Ancestry: Topi cConfi gurati on

Container for specifying the configuration when you
want Amazon S3 to publish events to an Amazon
Simple Notification Service (Amazon SNS) topic.

Type: Container
Children: An I d, Topi ¢, and one, or more Event .
Ancestry: Noti fi cati onConfi guration

Specifies the object key name prefix or suffix to filter
on.

Type: String

Ancestor: Fil ter Rul e

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This request returns the notification configuration on the bucket quotes.s3.amazonaws.com.

GET ?notification HTTP/ 1.1
Host: quotes. s3. amazonaws. com

Date: Wed, 15 Cct 2014 16:59:03 GV
Aut hori zation: authorization string

Sample Response

This response returns that the notification configuration for the specified bucket.

HTTP/ 1.1 200 K

x-anz-id-2: Ygl Pl fBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6 QKo
X-ane-request-id: 236A8905248E5A02
Date: Wed, 15 Oct 2014 16:59:04 GMI

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>

<Noti fi cati onConfigurati on xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >

<Topi cConfi gurati on>

<l d>Yj VKM2YOYnt NG 3NCO0Zj QyLVEWNG t NDI y YWUx Y21 ON2MA</ | d>
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<Topi c>arn: aws: sns: us-east-1: account-id:s3notificationtopi c2</ Topi c>
<Event >s3: ReducedRedundancyLost Obj ect </ Event >
<Event >s3: Obj ect Cr eat ed: *</ Event >
</ Topi cConfi gurati on>
</ Noti fi cationConfigurati on>

Related Resources

¢ PUT Bucket natification (p. 252)
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GET Bucket replication

Description

Returns the r epl i cat i on configuration information set on the bucket. For information about
replication configuration, go to Adding Replication Configuration to a Bucket in the Amazon Simple
Storage Service Developer Guide.

This operation requires permission for the s3: Get Repl i cat i onConfi gur ati on action. For more
information about permissions, go to Using Bucket Policies and User Policies in the Amazon Simple
Storage Service Developer Guide.

Requests
Syntax

GET /?replication HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements
This implementation of GET returns the following response elements.

Name Description

Repl i cati onConfi guration Container for replication rules. You can add
as many as 1,000 rules. Total replication
configuration size can be up to 2 MB.

Type: Container
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Responses

Name Description
Children: Rul e
Ancestor: None

Rol e Amazon Resource Name (ARN) of an IAM role
for Amazon S3 to assume when replicating the
objects.
Type: String
Ancestor: Rule

Rul e Container for information about a particular
replication rule. Replication configuration must
have at least one rule and can contain up to
1,000 rules.
Type: Container
Ancestor:Repl i cat i onConfi guration

1D Unique identifier for the rule. The value cannot
be longer than 255 characters.
Type: String
Ancestor: Rule

St at us The rule is ignored if status is not Enabl ed.
Type: String
Ancestor: Rule
Valid values: Enabl ed, Di sabl ed.

Prefix Object key name prefix identifying one or more

Destination

Bucket

St or ageCd ass

objects to which the rule applies. Maximum
prefix length can be up to 1,024 characters.
Overlapping prefixes are not supported.

Type: String
Ancestor: Rul e

Container for destination information.
Type: Container
Ancestor: Rule

Bucket name for storing replicas of objects
identified by the rule.

Type: String
Ancestor: Destination

Storage class to use for the replicated objects.
If you did not set the storage class when you
configured the cross-region replication (PUT
Bucket replication (p. 260)), this field is not
returned.

Type: String
Ancestor: Destination
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Special Errors

Error Code Description HTTP SOAP Fault
Status Code | Code Prefix
NoSuchRepl i cati onConf i gur @&hé oeplication configuration does 404 Not Client
not exist. Found

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Retrieve replication configuration information

The following example GET request retrieves replication configuration information set for the
exanpl ebucket bucket.

GET /?replication HITP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
x-anz-date: Tue, 10 Feb 2015 00:17:21 GMI
Aut hori zati on: signatureVal ue

The following sample response shows that replication is enabled on the bucket, and the empty

prefix indicates that Amazon S3 will replicate all objects created in the examplebucket bucket. The
Desti nat i on element shows the target bucket where Amazon S3 creates the object replicas and the
storage class (STANDARD_IA) that Amazon S3 will use when creating replicas.

Amazon S3 will assume the specified role to replicate objects on behalf of the bucket owner, which is
the AWS account that created the bucket.

HTTP/ 1.1 200 K

x-ane-id-2: |1 TnGIly4RyTnXa3r Pi 4hkl TXouTf OhccUj 00i CPj z6Fnf | ut Bjf 3M/f PG WO2 SEVW
X-anz-request-id: 51991C342exanpl e

Date: Tue, 10 Feb 2015 00:17: 23 GMJI

Server: AmazonS3

Content -Length: contentlength

<?xm version="1.0" encodi ng="UTF- 8" ?>
<ReplicationConfiguration xm ns="http://s3.amazonaws. com doc/ 2006- 03-01/" >
<Rul e>
<I D>rul el</ | D>
<St at us>Enabl ed</ St at us>
<Prefix></Prefix>
<Desti nati on>
<Bucket >ar n: aws: s3: : : exanpl et ar get bucket </ Bucket >
<St or ageC ass>STANDARD | A</ St or aged ass>
</ Desti nati on>
</ Rul e>
<Rol e>arn: aws: i am : 35667exanpl e: rol e/ Cr ossRegi onRepl i cat i onRol eFor S3</ Rol e>
</ Repli cati onConfi guration>

Related Resources

¢ PUT Bucket replication (p. 260)
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« DELETE Bucket replication (p. 84)
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GET Bucket tagging

Description

This implementation of the GET operation uses the t aggi ng subresource to return the tag set
associated with the bucket.

To use this operation, you must have permission to perform the s3: Get Bucket Taggi ng action. By
default, the bucket owner has this permission and can grant this permission to others.

Requests
Syntax

GET /?tagging HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Taggi ng Contains the TagSet and Tag elements.
Type: Container
Ancestry: None

TagSet Contains the tag set.
Type: Container
Ancestry: Tagging
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Name Description
Tag Contains the tag information.

Type: Container
Ancestry: TagSet

Key Name of the tag
Type: String
Ancestry: Tag

Val ue Value of the tag
Type: String

Ancestry: Tag

Special Errors

¢ NoSuchTagSetError - There is no tag set associated with the bucket.

Examples

Sample Request

The following request returns the tag set of the specified bucket.

GET ?tagging HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

Date: Wed, 25 Nov 2009 12:00: 00 GV
Connection: close

Server: AmazonS3

<Taggi ng>
<TagSet >
<Tag>
<Key>Pr 0j ect </ Key>
<Val ue>Pr oj ect One</ Val ue>
</ Tag>
<Tag>
<Key>User </ Key>
<Val ue>j sm t h</ Val ue>
</ Tag>
</ TagSet >
</ Taggi ng>

Related Resources

¢ PUT Bucket tagging (p. 266)
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¢ DELETE Bucket tagging (p. 86)
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GET Bucket Object versions

Description

You can use the ver si ons subresource to list metadata about all of the versions of objects in a
bucket. You can also use request parameters as selection criteria to return metadata about a subset of
all the object versions. For more information, see Request Parameters (p. 155).

Note
A 200 OKresponse can contain valid or invalid XML. Make sure to design your application to
parse the contents of the response and handle it appropriately.

To use this operation, you must have READ access to the bucket.

Requests

Syntax

GET /?versions HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 195))

Request Parameters

This implementation of GET uses the parameters in the following table to return a subset of the objects
in a bucket.

Parameter Description Required

delimter A delimiter is a character that you specify to group keys. All keys | No
that contain the same string between the pr ef i x and the first
occurrence of the delimiter are grouped under a single result
element in ConmonPr ef i xes. These groups are counted as
one result against the max- keys limitation. These keys are not
returned elsewhere in the response. Also, see prefi x.
Type: String
Default: None

encodi ng-type Requests Amazon S3 to encode the response and specifies the No
encoding method to use.

An object key can contain any Unicode character; however, XML
1.0 parser cannot parse some characters, such as characters
with an ASCII value from O to 10. For characters that are not
supported in XML 1.0, you can add this parameter to request that
Amazon S3 encode the keys in the response.

Type: String
Default: None
Valid value: ur |
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Parameter Description Required
key- mar ker Specifies the key in the bucket that you want to start listing from. | No
Also, see ver si on-i d- mar ker .
Type: String
Default: None
max- keys Sets the maximum number of keys returned in the response No

body. The response might contain fewer keys, but will never
contain more. If additional keys satisfy the search criteria, but
were not returned because max- keys was exceeded, the
response contains <i sTruncat ed>t rue</i sTruncat ed>. To
return the additional keys, see key- mar ker and ver si on-i d-
mar ker .

Type: String

Default: 1000

prefix Use this parameter to select only those keys that begin with the No
specified prefix. You can use prefixes to separate a bucket into
different groupings of keys. (You can think of using pr efi x to
make groups in the same way you'd use a folder in a file system.)
You can use pref i x with del i mi t er to roll up numerous
objects into a single result under ConmonPr ef i xes. Also, see
delimter.
Type: String
Default: None

ver si on-i d- Specifies the object version you want to start listing from. Also, No
mar ker see key- mar ker .

Type: String

Default: None

Valid Values: Valid version ID | Default

Constraint: May not be an empty string

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Del et eMar ker Container for an object that is a delete marker.
Type: Container
Children: Key, Versionld, IsLatest, LastModified, Owner
Ancestor: ListVersionsResult
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Name Description
Di spl ayNanme Object owner's name.

Encodi ng- Type

ETag

| sLat est

| sTruncat ed

Key

KeyMar ker

Last Modi fi ed

Type: String
Ancestor: ListVersionsResult.Version.Owner |
ListVersionsResult.DeleteMarker.Owner

Encoding type used by Amazon S3 to encode object key names in the
XML response.

If you specify encodi ng- t ype request parameter, Amazon S3 includes
this element in the response, and returns encoded key name values in
the following response elements:

KeyMar ker , Next KeyMar ker , Prefi x, Key,and Del i m ter.
Type: String
Ancestor: ListBucketResult

The entity tag is an MD5 hash of the object. The ETag only reflects
changes to the contents of an object, not its metadata.

Type: String
Ancestor: ListVersionsResult.Version

Object owner's ID.

Type: String

Ancestor: ListVersionsResult.Version.Owner |
ListVersionsResult.DeleteMarker.Owner

Specifies whether the object is (t r ue) or is not (f al se) the current
version of an object.

Type: Boolean
Valid Values: true | f al se
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

A flag that indicates whether (t r ue) or not (f al se) Amazon S3
returned all of the results that satisfied the search criteria. If your results
were truncated, you can make a follow-up paginated request using the
Next KeyMar ker and Next Ver si onl dMar ker response parameters
as a starting place in another request to return the rest of the results.

Type: Boolean
Valid Values: true | f al se
Ancestor: ListVersionsResult

The object's key.
Type: String
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

Marks the last Key returned in a truncated response.
Type: String
Ancestor: ListVersionsResult

Date and time the object was last modified.
Type: Date
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker
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Name

Li st Ver si onsResul t

MaxKeys

Next KeyMar ker

Next Ver si onl dVvar ker

Omner

Prefix

Si ze

St or aged ass

Ver si on

Description

Container for the result.

Type: Container

Children: All elements in the response
Ancestor: ListVersionsResult

Specifies the maximum number of objects to return.
Type: String

Default: 1000

Valid Values: Integers from 1 to 1000, inclusive
Ancestor: ListVersionsResult

Bucket owner's name.
Type: String
Ancestor: ListVersionsResult

When the number of responses exceeds the value of MaxKeys,

Next KeyMar ker specifies the first key not returned that satisfies the
search criteria. Use this value for the key- mar ker request parameter in
a subsequent request.

Type: String
Ancestor: ListVersionsResult

When the number of responses exceeds the value of MaxKeys,

Next Ver si onl dMvar ker specifies the first object version not returned
that satisfies the search criteria. Use this value for the ver si on-i d-
mar ker request parameter in a subsequent request.

Type: String
Ancestor: ListVersionsResult

Bucket owner.

Type: String

Children: DisplayName, ID

Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

Selects objects that start with the value supplied by this parameter.
Type: String
Ancestor: ListVersionsResult

Size in bytes of the object.
Type: String
Ancestor: ListVersionsResult.Version

Always STANDARD.
Type: String
Ancestor: ListVersionsResult.Version

Container for version information.
Type: Container
Ancestor: ListVersionsResult
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Name Description

Ver si onl d Version ID of an object
Type: String
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

Ver si onl dvar ker Marks the last version of the Key returned in a truncated response.
Type: String
Ancestor: ListVersionsResult

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request returns all of the versions of all of the objects in the specified bucket.

GET /?versions HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: Wed, 28 Oct 2009 22:32: 00 +0000

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Sample Response to GET Versions

<?xm version="1.0" encodi ng="UTF-8"?>

<Li st Versi onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01" >
<Name>bucket </ Nanme>
<Prefix>nmy</ Prefix>
<KeyMar ker/ >
<Ver si onl dvar ker / >
<MaxKeys>5</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Ver si on>
<Key>ny-i mage. j pg</ Key>
<Ver si onl d>3/ L4kqt JI 40Nr 8X8gdRBpUM_Uo</ Ver si onl d>
<l sLatest>true</|slLatest>
<Last Modi fi ed>2009- 10- 12T17: 50: 30. 000Z</ Last Modi f i ed>
<ETag>&quot ; f ba9dede5f 27731¢c9771645a39863328&quot ; </ ETag>
<Si ze>434234</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Owner >

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Owner >
</ Ver si on>
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<Del et eMar ker >
<Key>ny- second-i mage. j pg</ Key>
<Ver si onl d>03j pf f 543dhf f ds434r f dsFDNO43f dsFkdngnh892</ Ver si onl d>
<| sLat est >true</| sLat est >
<Last Modi fi ed>2009- 11- 12T17: 50: 30. 000Z</ Last Modi fi ed>
<Owner >

<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>

</ Owner >

</ Del et eMar ker >

<Ver si on>
<Key>ny- second-i mage. j pg</ Key>
<Ver si onl d>QUpf dndhf d8438MNFDN93j dnJFkdnnh893</ Ver si onl d>
<l sLat est >fal se</|slLat est >
<Last Mbdi fi ed>2009- 10- 10T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; 9b2cf 535f 27731¢c974343645a3985328&quot ; </ ETag>
<Si ze>166434</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Omner >

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>

</ Onner >

</ Ver si on>

<Del et eMar ker >
<Key>ny-t hi rd-i mage. j pg</ Key>
<Ver si onl d>03j pf f 543dhf f ds434r f dsFDNO43f dsFkdnmgnh892</ Ver si onl d>
<l sLat est>true</|sLat est>
<Last Mbdi f i ed>2009- 10- 15T17: 50: 30. 000Z</ Last Modi f i ed>
<Owner >

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>

</ Owner >

</ Del et eMar ker >

<Ver si on>
<Key>ny-t hi rd-i mage. j pg</ Key>
<Ver si onl d>Ul ORUnf ndf hnw89493j JFJ</ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi f i ed>2009- 10-11T12: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; 772cf 535f 27731c974343645a3985328&quot ; </ ETag>
<Si ze>64</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Owner >

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Onner >
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request

The following request returns objects in the order they were stored, returning the most recently stored
object first starting with the value for key- mar ker .

‘ GET /?versi ons&ey- nar ker =key2 HTTP/ 1.1
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Host: s3. anmazonaws.com

Pragma: no-cache

Accept: image/gif, imagel/x-xbitmap, inmagel/jpeg, image/pjpeg, */*
Date: Thu, 10 Dec 2009 22:46: 32 +0000

Aut hori zation: signatureVal ue

Sample Response

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Versi onsResult xm ns="http://s3. amazonaws. coni doc/ 2006- 03-01/">
<Name>nt p- ver si oni ng- f resh</ Nane>
<Prefix/>
<KeyMar ker >key2</ KeyMar ker >
<Ver si onl dvar ker/ >
<MaxKeys>1000</ MaxKeys>
<I sTruncat ed>f al se</1sTruncat ed>
<Ver si on>
<Key>key3</ Key>
<Ver si onl d>| 5VhnK6 CDDd Q6 Pwf e1lgc HZWrHDpcv 7gf nf c29UBxsKU. </ Ver si onl d>
<l sLatest>true</|slLatest>
<Last Mbdi fi ed>2009- 12- 09T00: 19: 04. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</
| D>
</ Omner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
<Del et eMar ker >
<Key>sour cekey</ Key>
<Ver si onl d>gDhpr LUB0sAl CFLu2DWgXAEDgKzWar n- HS_JU0TvYQs. </ Ver si onl d>
<l sLatest>true</|slLatest>
<Last Mbdi fi ed>2009- 12- 10T16: 38: 11. 000Z</ Last Modi fi ed>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</
| D>
</ Omner >
</ Del et eMar ker >
<Ver si on>
<Key>sour cekey</ Key>
<Ver si onl d>wxxQ7ezLalL5JN2Si sl q66Syxxo00k7uHTUpb9qi i MkNg. </ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi fi ed>2009- 12- 10T16: 37: 44. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</
| D>
</ Omner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using prefix

This example returns objects whose keys begin with sour ce.
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GET / ?versi ons&prefi x=source HITP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 28 COct 2009 22:32: 00 +0000
Aut hori zation: authorization string

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Versi onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01/ ">
<Name>nt p- ver si oni ng- f r esh</ Name>
<Pr ef i x>source</ Prefix>
<KeyMar ker/ >
<Ver si onl dvar ker / >
<MaxKeys>1000</ MaxKeys>
<I sTruncat ed>f al se</1sTruncat ed>
<Del et eMar ker >
<Key>sour cekey</ Key>
<Ver si onl d>gDhpr LUB0sAl CFLu2DWIXAEDgKzWAr n- HS_JUOTvYQs. </ Ver si onl d>
<l sLat est >t rue</| sLat est >
<Last Modi fi ed>2009- 12- 10T16: 38: 11. 000Z</ Last Modi fi ed>
<Omner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</
| D>
</ Omner >
</ Del et eMar ker >
<Ver si on>
<Key>sour cekey</ Key>
<Ver si onl d>wxxQr7ezLalL5JN2Si sl q66Syxxo0k7uHTUpb9qi i MKNg. </ Ver si onl d>
<I sLat est >f al se</ | sLat est>
<Last Modi fi ed>2009- 12- 10T16: 37: 44. 000Z</ Last Modi f i ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢c7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Omner >
<| D>75aa57f 09aalc8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</

</ Omner >
<St or ageC ass>STANDARD</ St or aged ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using key-marker and version-id-marker
Parameters

The following example returns objects starting at the specified key (key- mar ker ) and version ID
(versi on-i d- mar ker).

GET / ?versi ons&ey- mar ker =key3&ver si on-i d- mar ker =t 46Zenl YTZBnj HITP/ 1.1
Host: bucket. s3. anazonaws. com

Date: Wed, 28 Cct 2009 22:32: 00 +0000

Aut hori zati on: signatureVal ue

Sample Response

‘<?xn1 version="1.0" encodi ng="UTF- 8" ?>
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<Li st Versi onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03-01/" >
<Name>nt p- ver si oni ng- f r esh</ Name>
<Prefix/>
<KeyMar ker >key3</ KeyMar ker >
<Ver si onl dMar ker >t 46Zenl YTZBnj </ Ver si onl dMar ker >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Del et eMar ker >
<Key>sour cekey</ Key>
<Ver si onl d>qDhpr LU80sAl CFLu2DW)XAEDgKzWar n- HS_JUOTvYgs. </ Ver si onl d>
<l sLat est>true</|slLat est>
<Last Mbdi fi ed>2009- 12- 10T16: 38: 11. 000Z</ Last Modi fi ed>
<Omner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</
| D>
</ Owner >
</ Del et eMar ker >
<Ver si on>
<Key>sour cekey</ Key>
<Ver si onl d>wxxQ7ezLalL5JN2Si sl g66Syxxo0k7uHTUpb9qi i MKNg. </ Ver si onl d>
<l sLat est >fal se</|slLat est >
<Last Mbdi fi ed>2009- 12- 10T16: 37: 44. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Omner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</
| D>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using key-marker, version-id-marker and
max-keys

The following request returns up to three (the value of max- keys) objects starting with the key
specified by key- mar ker and the version ID specified by ver si on-i d- mar ker .

GET / ?versi ons&key- mar ker =key3&ver si on-i d- mar ker =t 46Z0nenl YTZBnj HTTP/ 1.1
Host: bucket. s3. amazonaws. com

Date: Wed, 28 COct 2009 22:32: 00 +0000

Aut hori zation: authorization string

Sample Response

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Versi onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03-01/">
<Name>nt p- ver si oni ng- f r esh</ Name>
<Prefix/>
<KeyMar ker >key3</ KeyMar ker >
<Ver si onl dMar ker >nul | </ Ver si onl dMar ker >
<Next KeyMar ker >key3</ Next KeyMar ker >
<Next Ver si onl dVar ker >d- d309nf j Fr UhoQODBsVgqntMW150 . </ Next Ver si onl dMar ker >
<MaxKeys>2</ MaxKeys>
<l sTruncat ed>true</1sTruncat ed>
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<Ver si on>
<Key>key3</ Key>
<Ver si onl d>8XECi ENpj 8pydEDJdd- _VRr vaGKAHCaGWNWI't g6WVi | . </ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi f i ed>2009- 12- 09T0O0: 18: 23. 000Z</ Last Modi f i ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</
| D>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
<Ver si on>
<Key>key3</ Key>
<Ver si onl d>d- d309nf j Fri 40QvukDozgBt 3UmQQDBsVgntW150 . </ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi f i ed>2009- 12- 09T0O0: 18: 08. 000Z</ Last Modi f i ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</
| D>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using the Delimiter and the Prefix
Parameters

Assume you have the following keys in your bucket, exanpl e- bucket .

phot os/ 2006/ Januar y/ sanpl e. j pg

phot os/ 2006/ Febr uar y/ sanpl e. j pg

phot os/ 2006/ Mar ch/ sanpl e. j pg

vi deos/ 2006/ Mar ch/ sanpl e. wnv

sanpl e.j pg

The following GET versions request specifies the delimiter parameter with value "/".

GET /?versions&delimiter=/ HITP/1.1
Host: exanpl e- bucket. s3. amazonaws. com
Date: Wed, 02 Feb 2011 20:34:56 GMI
Aut hori zation: authorization string

The list of keys from the specified bucket are shown in the following response.

The response returns the sanpl e. j pg key in a <Version> element. However, because all the other
keys contain the specified delimiter, a distinct substring, from the beginning of the key to the first
occurrence of the delimiter, from each of these keys is returned in a <CommonPrefixes> element. The
key substrings, phot os/ and vi deos/ , in the <CommonPrefixes> element indicate that there are one
or more keys with these key prefixes.
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This is a useful scenario if you use key prefixes for your objects to create a logical folder like structure.
In this case you can interpret the result as the folders phot os/ and vi deos/ have one or more
objects.

<Li st Versi onsResult xm ns="http://s3. amazonaws. coni doc/ 2006- 03-01/">
<Nane>nvbucket wi t hver si ononl</ Nane>
<Prefix></Prefix>
<KeyMar ker ></ KeyMar ker >
<Ver si onl dvar ker ></ Ver si onl dMvar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<I sTruncat ed>f al se</|sTruncat ed>

<Ver si on>
<Key>Sanpl e. j pg</ Key>
<Ver si onl d>t oxMzQ BsGyGCz 1YuMAWp90cdXLzgOCH</ Ver si onl d>
<l sLat est >t rue</| sLat est >
<Last Mbdi fi ed>2011- 02- 02T18: 46: 20. 000Z</ Last Modi fi ed>
<ETag>&quot ; 3305f 2cf c46c0f 04559748bb039d69ae&quot ; </ ETag>
<Si ze>3191</ Si ze>
<Omner >
<| D>852bh113e7a2f 25102679df 27bb0ael2b3f 85be6f 290b936c4393484be31bebcc</

<Di spl ayName>di spl ay- nane</ Di spl ayNane>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>

<CommonPr ef i xes>
<Pr ef i x>phot os/ </ Pref i x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>vi deos/ </ Prefi x>
</ ConmonPr ef i xes>
</ Li st Ver si onsResul t >

In addition to the delimiter parameter you can filter results by adding a pr ef i x parameter as shown in
the following request.

GET / ?versi ons&pr ef i x=phot os/ 2006/ &del i m ter=/ HITP/ 1.1
Host: exanpl e- bucket. s3. anazonaws. com

Date: Wed, 02 Feb 2011 19:34:02 GMI

Aut hori zation: authorization string

In this case the response will include only objects keys that start with the specified prefix. The value
returned in the <CommonPrefixes> element is a substring from the beginning of the key to the first
occurrence of the specified delimiter after the prefix.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Versi onsResult xm ns="http://s3. amazonaws. coni doc/ 2006- 03-01/">
<Name>exanpl e- bucket </ Name>
<Pr ef i x>phot 0s/ 2006/ </ Pr ef i x>
<KeyMar ker ></ KeyMar ker >
<Ver si onl dvar ker ></ Ver si onl dvar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</| sTruncat ed>
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<Ver si on>
<Key>phot os/ 2006/ </ Key>
<Ver si onl d>3U275dAA4gz8Z0qOPHt JCUO 60kr pCdy</ Ver si onl d>
<l sLat est >true</|sLat est>
<Last Modi fi ed>2011-02-02T18: 47: 27. 000Z</ Last Modi fi ed>
<ETag>&quot ; d41d8cd98f 00b204e9800998ecf 8427e&quot ; </ ETag>
<Si ze>0</ Si ze>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</

<Di spl ayNanme>di spl ay- nane</ Di spl ayNane>
</ Owner >
<St or ageCl ass>STANDARD</ St or ageCl ass>
</ Ver si on>
<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ Febr uary/ </ Prefi x>
</ CommonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>phot 0s/ 2006/ January/ </ Prefi x>
</ CommonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ Mar ch/ </ Pr ef i x>
</ CommonPr ef i xes>
</ Li st Ver si onsResul t >

Related Resources

¢ GET Bucket Objects (p. 102)
¢ GET Object (p. 301)

¢ PUT Object (p. 347)

¢ DELETE Object (p. 287)
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GET Bucket requestPayment

Description

This implementation of the GET operation uses the r equest Paynment subresource to return the
request payment configuration of a bucket. To use this version of the operation, you must be the
bucket owner. For more information, see Requester Pays Buckets.

Requests

Syntax

GET ?request Payment HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: Date

Aut hori zation: authorization string

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description
Payer Specifies who pays for the download and request fees.
Type: Enum

Valid Values: Requester | BucketOwner
Ancestor: RequestPaymentConfiguration

Request Paynent Confi guration | Container for Payer .
Type: Container

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).
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Sample Request

The following request returns the payer for the bucket, col or pi ct ures.

GET ?requestPaynent HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com
Date: Wed, 01 Mar 2009 12:00:00 GMTr
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2009 12:00: 00 GJr

Cont ent - Type: [type]

Content-Length: 0O

Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>

<Request Paynent Confi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/ " >
<Payer >Request er </ Payer >

</ Request Paynent Confi gurati on>

This response shows that the bucket is a Requester Pays bucket, meaning the person requesting a
download from this bucket pays the transfer fees.

Related Resources

e GET Bucket (List Objects) Version 1 (p. 102)
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GET Bucket versioning

Description

This implementation of the GET operation uses the ver si oni ng subresource to return the versioning
state of a bucket. To retrieve the versioning state of a bucket, you must be the bucket owner.

This implementation also returns the MFA Delete status of the versioning state, i.e., if the MFA Delete
status is enabl ed, the bucket owner must use an authentication device to change the versioning state
of the bucket.

There are three versioning states:

« If you enabled versioning on a bucket, the response is:

<Ver si oni ngConfi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/ " >
<St at us>Enabl ed</ St at us>
</ Ver si oni ngConfi gurati on>

« If you suspended versioning on a bucket, the response is:

<Ver si oni ngConfi guration xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ ">
<St at us>Suspended</ St at us>
</ Ver si oni ngConfi gurati on>

« If you never enabled (or suspended) versioning on a bucket, the response is:

<Ver si oni ngConfigurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/"/ >

Requests
Syntax

GET /?versioning HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Content -Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.
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Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of GET returns the following response elements.

Name Description

M aDel et e Specifies whether MFA delete is enabled in the bucket versioning
configuration. This element is only returned if the bucket has
been configured with MfaDelete. If the bucket has never been so
configured, this element is not returned.

Type: Enum
Valid Values: Disabled | Enabled
Ancestor: VersioningConfiguration

St at us The versioning state of the bucket.
Type: Enum
Valid Values: Suspended | Enabled
Ancestor: VersioningConfiguration

Ver si oni ngConfi gurati on | Container for the St at us response element.
Type: Container
Ancestor: None

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This example returns the versioning state of myBucket .

GET /?versioning HITP/ 1.1

Host: nyBucket. s3. amazonaws. com
Date: Wed, 12 Cct 2009 17:50: 00 GMr
Aut hori zation: authorization string
Content - Type: text/plain

Sample Response

The following is a sample of the response body (only) that shows bucket versioning is enabled.

‘ <Ver si oni ngConfi guration xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ " >
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<St at us>Enabl ed</ St at us>
</ Ver si oni ngConfi gurati on>

Related Resources

¢ GET Object (p. 301)
¢ PUT Object (p. 347)
» DELETE Object (p. 287)
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GET Bucket website

Description

This implementation of the GET operation returns the website configuration associated with a

bucket. To host website on Amazon S3, you can configure a bucket as website by adding a website
configuration. For more information about hosting websites, go to Hosting Websites on Amazon S3 in
the Amazon Simple Storage Service Developer Guide .

This GET operation requires the S3: Get Bucket Websi t e permission. By default, only the bucket
owner can read the bucket websi t e configuration. However, bucket owners can allow other users to

read the websi t e configuration by writing a bucket policy granting them the S3: Get Bucket Websi t e
permission.

Requests

Syntax

GET /?website HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

The response XML includes same elements that were uploaded when you configured the bucket as
website. For more information, see PUT Bucket website (p. 275).
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Sample Request

This request retrieves website configuration on the specified bucket.

GET ?website HTTP/ 1.1

Host: exanpl e- bucket. s3. anazon. com

Date: Thu, 27 Jan 2011 00:49:20 GVIr

Aut hori zation: AWS AKI Al OSFODNN7EXAMPLE: nONhek72Uf g/ u7SnbCldqRLs8XX=

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 3848CD259D811111

Date: Thu, 27 Jan 2011 00:49:26 GVI

Cont ent - Lengt h: 240

Cont ent - Type: application/ xmni

Transfer-Encodi ng: chunked

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>
<Websi teConfiguration xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<l ndexDocumnent >
<Suf fi x>i ndex. ht ml </ Suf fi x>
</ I ndexDocunent >
<Err or Docunent >
<Key>404. ht nl </ Key>
</ Err or Docunent >
</ Websi t eConfi gurati on>

Related Resources

« DELETE Bucket website (p. 88)
e PUT Bucket website (p. 275)

GET Bucket Metrics

Description

Gets a metrics configuration for the CloudWatch request metrics (specified by the metrics configuration
ID) from the bucket. Note that this doesn't include the daily storage metrics.

Requests
Syntax

CGET /?netrics& d=id HTTP/ 1.1
Host: Bucket Nane. s3. amazonaws. com
x-ane-date: Thu, 15 Nov 2016 00:17: 21 GVI
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Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version
4) (p. 15))

Request Parameters

Parameter Description Required
Bucket Nane The name of the bucket containing the metrics configurations to Yes
retrieve.
Type: String
Id The ID used to identify the metrics configuration. Yes

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

The operation returns response header that are common to most responses. For more information, see
Common Response Headers (p. 5).

Response Elements

Name Description

MetricsConfiguration | An existing metrics configuration for CloudWatch request metrics on
this bucket.

Type: Container
Ancestry: ListMetricsConfigurationsResult

The response for this operation returns a Met ri csConf i gur at i on element, which has an | d and
may also have a Fi l ter:

Name Description
Id The ID used to identify the metrics configuration.
Type: String

Ancestry: MetricsConfiguration

Filter Specifies a metrics configuration filter. The metrics configuration only
includes objects that meet the filter's criteria. A filter must be a prefix, a
tag, or a conjunction (MetricsAndOperator).

Type: Container
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Name Description
Ancestry: MetricsConfiguration

Each Fi | t er can be made of one or more of the following:

Name Description

Prefix A string of text used at the beginning of a object key name to infer
hierarchy.
Type: String

Ancestry: Filter

Tag A key value name pair, used to organize objects by association.
Type: Container
Ancestry: Filter

And A conjunction (logical AND) of predicates, which is used in evaluating
a metrics filter. The operator must have at least two predicates, and an
object must match all of the predicates in order for the filter to apply.

Type: Container
Ancestry: Filter

Each And can be made of at least two in any combination of the following:

Name Description

Prefix A string of text used at the beginning of a object key name to infer
hierarchy.
Type: String

Ancestry: And

Tag A key value name pair, used to organize objects by association.
Type: Container
Ancestry: And

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

First Sample Request

Retrieve a metrics configuration that filters metrics based on a specified prefix.

GET /?netrics& d=Docunents HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
x-ane-date: Thu, 15 Nov 2016 00:17:21 GVI
Aut hori zation: signatureVal ue
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First Sample Response

Retrieve a metrics configuration that filters metrics based on a specified prefix.

HTTP/ 1.1 200 K

x-anz-id-2: | TnGT1ly4REXAMPLEPi 4hkl TXouTf OhccU 00i CPEXAMPLEuUt Bj 3M7f PG WO2 SEWH
x-ane-request-id: 51991EXAMPLE5321

Date: Thu, 15 Nov 2016 00:17:22 GMI

Server: AmazonS3

Cont ent - Lengt h: 180

<?xm version="1.0" encodi ng="UTF- 8" ?>
<MetricsConfiguration xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/">
<l d>Docunent s</ | d>

<Filter>
<Prefi x>docunent s/ </ Prefi x>
</Filter>

</ MetricsConfiguration>

Second Sample Request

Retrieve a metrics configuration that enables metrics for objects that start with a particular prefix and
also have specific tags applied.

GET /?netricsé& d=I nportant Bl ueDocunents HTTP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com

x-ane-date: Thu, 15 Nov 2016 00:17:21 GVI

Aut hori zation: signatureVal ue

Second Sample Response

Retrieve a metrics configuration that enables metrics for objects that start with a particular prefix and
also have specific tags applied.

HTTP/ 1.1 200 K

x-anz-id-2: | TnGT1ly4REXAMPLEPi 4hkl TXouTf OhccUj 00i CPEXAMPLEuUt Bj 3M7f PG WO2 SEWD
x-ane-request-id: 51991EXAMPLE5321

Date: Thu, 15 Nov 2016 00:17:22 GMI

Server: AmazonS3

Cont ent - Lengt h: 480

<?xm version="1.0" encodi ng="UTF-8"?>
<MetricsConfiguration xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/ ">
<l d>I npor t ant Bl ueDocunent s</ | d>

<Filter>
<And>
<Prefi x>docunent s/ </ Prefi x>
<Tag>
<Key>pri ority</ Key>
<Val ue>hi gh</ Val ue>
</ Tag>
<Tag>
<Key>cl ass</ Key>
<Val ue>bl ue</ Val ue>
</ Tag>
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</ And>
</[Filter>
</ MetricsConfiguration>

Related Resources

¢ PUT Bucket Metrics (p. 282)
¢ DELETE Bucket Metrics (p. 89)
¢ List Bucket Metrics (p. 198)

¢ Monitoring Metrics with Amazon CloudWatch in the Amazon Simple Storage Service Developer
Guide.
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HEAD Bucket

Description

This operation is useful to determine if a bucket exists and you have permission to access it. The
operation returns a 200 K if the bucket exists and you have permission to access it. Otherwise, the
operation might return responses such as 404 Not Found and 403 For bi dden.

For information about permissions required for this bucket operation, go to Specifying Permissions in a
Policy in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

HEAD / HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Elements

This implementation of the operation does not use request elements.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).
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Sample Request

This requests returns the objects in Bucket Nane.

HEAD / HTTP/ 1.1

Date: Fri, 10 Feb 2012 21:34:55 GVI
Aut hori zation: authorization string
Host: nyawsbucket. s3. amazonaws. com
Connecti on: Keep-Alive

Sample Response

HTTP/ 1.1 200 K

x-aneg-id-2: JuKZgmXui wreDQxhD7MBKt sKobSzWALQEj LbTMragkKdBX2z71 | / j GhDeJ3j 6s80

X-ane-request-id: 32FE2CEB32F5EE25
Date: Fri, 10 2012 21:34:56 GVIT
Server: AmazonS3
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List Multipart Uploads

Description

This operation lists in-progress multipart uploads. An in-progress multipart upload is a multipart upload
that has been initiated using the Initiate Multipart Upload request, but has not yet been completed or
aborted.

This operation returns at most 1,000 multipart uploads in the response. 1,000 multipart uploads is the
maximum number of uploads a response can include, which is also the default value. You can further
limit the number of uploads in a response by specifying the max- upl oads parameter in the response.
If additional multipart uploads satisfy the list criteria, the response will contain an | sTruncat ed
element with the value t r ue. To list the additional multipart uploads, use the key- mar ker and

upl oad- i d- mar ker request parameters.

In the response, the uploads are sorted by key. If your application has initiated more than one multipart
upload using the same object key, then uploads in the response are first sorted by key. Additionally,
uploads are sorted in ascending order within each key by the upload initiation time.

For more information on multipart uploads, see Uploading Objects Using Multipart Upload in the
Amazon Simple Storage Service Developer Guide.

For information on permissions required to use the multipart upload API, see Multipart Upload API and
Permissions in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

GET /?upl oads HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: Date

Aut hori zation: authorization string

Request Parameters

Parameter Description Required
delimter Character you use to group keys. No

All keys that contain the same string between the pr efi x, if
specified, and the first occurrence of the delimiter after the prefix
are grouped under a single result element, ConmonPr ef i xes.

If you don't specify the pr ef i x parameter, then the substring
starts at the beginning of the key. The keys that are grouped under
CommonPr ef i xes result element are not returned elsewhere in the
response.

Type: String

encodi ng-type Requests Amazon S3 to encode the response and specifies the No
encoding method to use.

An object key can contain any Unicode character; however, XML
1.0 parser cannot parse some characters, such as characters with
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Parameter Description Required

an ASCII value from 0 to 10. For characters that are not supported
in XML 1.0, you can add this parameter to request that Amazon S3
encode the keys in the response.

Type: String
Default: None
Valid value: ur |

max- upl oads Sets the maximum number of multipart uploads, from 1 to 1,000, No
to return in the response body. 1,000 is the maximum number of
uploads that can be returned in a response.
Type: Integer

Default: 1,000

key- mar ker Together with upl oad- i d- mar ker, this parameter specifies the No
multipart upload after which listing should begin.

If upl oad- i d- mar ker is not specified, only the keys
lexicographically greater than the specified key- mar ker will be
included in the list.

If upl oad- i d- nar ker is specified, any multipart uploads for a key
equal to the key- mar ker might also be included, provided those
multipart uploads have upload IDs lexicographically greater than the
specified upl oad- i d- mar ker .

Type: String

prefix Lists in-progress uploads only for those keys that begin with the No
specified prefix. You can use prefixes to separate a bucket into
different grouping of keys. (You can think of using prefix to make
groups in the same way you'd use a folder in a file system.)

Type: String
upl oad-i d- Together with key- mar ker , specifies the multipart upload after No
mar ker which listing should begin. If key- mar ker is not specified, the

upl oad- i d- mar ker parameter is ignored. Otherwise, any multipart
uploads for a key equal to the key- mar ker might be included in the
list only if they have an upload ID lexicographically greater than the
specified upl oad- i d- mar ker .

Type: String

Request Headers

This operation uses only Request Headers common to most requests. For more information, see
Common Request Headers (p. 3).

Request Elements

This operation does not use request elements.
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Responses

Response Headers

This operation uses only response headers that are common to most responses. For more information,
see Common Response Headers (p. 5).

Response Elements

Name Description

Li st Mul ti part Upl oadsResul t Container for the response.

Children: Bucket , KeyMar ker , Upl oadl dMar ker ,
Next KeyMar ker , Next Upl oadl divar ker , MaxUpl oads,
Delimter, Prefix, CoomonPrefixes,|sTruncated

Type: Container
Ancestor: None

Bucket Name of the bucket to which the multipart upload was
initiated.
Type: String
Ancestor: Li st Mul ti part Upl oadsResul t
KeyMar ker The key at or after which the listing began.
Type: String
Ancestor: Li st Mul ti part Upl oadsResul t
Upl oadl dMar ker Upload ID after which listing began.
Type: String

Ancestor: Li st Mul ti part Upl oadsResul t

Next KeyMar ker When a list is truncated, this element specifies the value that
should be used for the key- mar ker request parameter in a
subsequent request.

Type: String
Ancestor: Li st Mul ti part Upl oadsResul t

Next Upl oadl dMar ker When a list is truncated, this element specifies the value
that should be used for the upl oad- i d- mar ker request
parameter in a subsequent request.

Type: String
Ancestor: Li st Mul ti part Upl oadsResul t

Encodi ng- Type Encoding type used by Amazon S3 to encode object key
names in the XML response.

If you specify encodi ng- t ype request parameter, Amazon
S3 includes this element in the response, and returns
encoded key name values in the following response
elements:

Del i m ter, KeyMarker, Prefi x, Next KeyMar ker , Key.
Type: String

Ancestor: ListBucketResult

MaxUpl oads Maximum number of multipart uploads that could have been
included in the response.
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Name

| sTruncat ed

Upl oad

Key

Upl oadl d

Initiator

Di spl ayNamne

Omner

Description

Type: | nt eger
Ancestor: Li st Mul ti part Upl oadsResul t

Indicates whether the returned list of multipart uploads

is truncated. A value of t r ue indicates that the list was
truncated. The list can be truncated if the number of
multipart uploads exceeds the limit allowed or specified by
MaxUpl oads.

Type: Bool ean
Ancestor: Li st Mul ti part Upl oadsResul t

Container for elements related to a particular multipart
upload. A response can contain zero or more Upl oad
elements.

Type: Container

Children: Key, Upl oadl d, I ni ti at or Oaner,
St orageC ass, I niti ated

Ancestor: Li st Mul ti part Upl oadsResul t

Key of the object for which the multipart upload was initiated.
Type: | nt eger
Ancestor: Upl oad

Upload ID that identifies the multipart upload.
Type: Integer
Ancestor: Upl oad

Container element that identifies who initiated the multipart
upload. If the initiator is an AWS account, this element
provides the same information as the Oaner element. If the
initiator is an IAM User, then this element provides the user
ARN and display name.

Children: 1 D, Di spl ayNane
Type: Container
Ancestor: Upl oad

If the principal is an AWS account, it provides the Canonical
User ID. If the principal is an IAM User, it provides a user
ARN value.

Type: String
Ancestor: | ni ti at or, Oaner

Principal's name.
Type: String
Ancestor: I ni ti at or , Owner

Container element that identifies the object owner, after the
object is created. If multipart upload is initiated by an IAM
user, this element provides a the parent account ID and
display name.

Type: Container

Children: | D, Di spl ayNane

Ancestor: Upl oad
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Name Description

St or ageCd ass The class of storage (STANDARD or REDUCED REDUDANCY)
that will be used to store the object when the multipart upload
is complete.

Type: String
Ancestor: Upl oad

Initiated Date and time at which the multipart upload was initiated.
Type: Dat e
Ancestor: Upl oad

Li st Mul ti part Upl oadsResul t. PriéMhen a prefix is provided in the request, this field contains
the specified prefix. The result contains only keys starting
with the specified prefix.

Type: String
Ancestor: Li st Mul ti part Upl oadsResul t

Delimter Contains the delimiter you specified in the request. If you
don't specify a delimiter in your request, this element is
absent from the response.

Type: String
Ancestor: Li st Mul ti part Upl oadsResul t

ConmonPr ef i xes If you specify a delimiter in the request, then the result
returns each distinct key prefix containing the delimiter in
a ConmonPr ef i xes element. The distinct key prefixes are
returned in the Pr ef i x child element.

Type: Cont ai ner
Ancestor: Li st Mul ti part Upl oadsResul t

ConmmonPr ef i xes. Prefix If the request does not include the Pr ef i x parameter,
then this element shows only the substring of the key that
precedes the first occurrence of the delimiter character.
These keys are not returned anywhere else in the response.

If the request includes the Pr ef i x parameter, then this
element shows the substring of the key from the beginning to
the first occurrence of the delimiter after the prefix.

Type: String
Ancestor: ConmonPr ef i xes

Examples

Sample Request

The following request lists three multipart uploads. The request specifies the max- upl oads request
parameter to set the maximum number of multipart uploads to return in the response body.

GET / ?upl oads&max- upl oads=3 HTTP/ 1.1
Host: exanpl e- bucket. s3. anazonaws. com
Date: Mon, 1 Nov 2010 20: 34: 56 GVI
Aut hori zati on: authorization string
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Sample Response

The following sample response indicates that the multipart upload list was truncated and provides
the Next KeyMar ker and the Next Upl oadl dVar ker elements. You specify these values in

your subsequent requests to read the next set of multipart uploads. That is, send a subsequent
request specifying key- mar ker =ny- novi e2. n2t s (value of the Next KeyMar ker element) and
upl oad- i d- mar ker =YWb51 A kZWEgd2h5I GVsdm uZydzl HVwb&hZCBmYW sZWQ (value of the
Next Upl oadl dvar ker).

The sample response also shows a case of two multipart uploads in progress with the same key (my-
novi e. n2t s). That is, the response shows two uploads with the same key. This response shows the
uploads sorted by key, and within each key the uploads are sorted in ascending order by the time the
multipart upload was initiated.

HTTP/ 1.1 200 K

x-ane-id-2: UuaglLuByRx9e6j 5(ni nt u9pMzZVvKnl2Qz7/ CLNPcf TWAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20: 34:56 GVI

Cont ent - Lengt h: 1330

Connection: keep-alive

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>
<Li stMul ti part Upl oadsResult xm ns="http://s3.amazonaws. conf doc/ 2006-03-01/">
<Bucket >bucket </ Bucket >
<KeyMar ker ></ KeyMar ker >
<Upl oadl dMar ker ></ Upl oad| dMar ker >
<Next KeyMar ker >my- novi e. n2t s</ Next KeyMar ker >
<Next Upl oadl dMvar ker >YWs51 G kZWEgd2h51 GVsdm uzZydzl HVWh&hZCBmYW s ZWQ</
Next Upl oadl dMar ker >
<MaxUpl oads>3</ MaxUpl oads>
<l sTruncat ed>t rue</ | sTruncat ed>
<Upl oad>
<Key>ny- di vi sor </ Key>
<Upl oadl d>XMybQ@ r ZSBI bHZpbncncyBub3QyaG-2aWsnl G11Y2ggbHV) aw</ Upl oadl d>
<Initiator>
<ID>arn: aws:iam:111122223333: user/user1-11111a31- 17b5- 4f b7- 9df 5-
b111111f 13de</| D>
<Di spl ayName>user 1-11111a31- 17b5- 4f b7- 9df 5- b111111f 13de</ Di spl ayName>
</Initiator>
<Omner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4balba</

<Di spl ayNane>Oaner Di spl ayNane</ Di spl ayNane>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
<Initiated>2010-11-10T20: 48: 33. 000Z</ I ni ti at ed>
</ Upl oad>
<Upl oad>
<Key>ny- novi e. n2t s</ Key>
<Upl oadl d>VXBsb2Fkl El El &vci Bl bHZpbntncyBt eS1t b3ZpZS5t MRzl HVwWbBhZA</
Upl oadl d>
<Initiator>
<l D>b1d16700c70b0b05597d7acd6a3f 92be</ | D>
<Di spl ayNane>I ni ti at or D spl ayNane</ Di spl ayNanme>
</Initiator>
<Owner >
<l D>b1d16700c70b0b05597d7acd6a3f 92be</ | D>
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<Di spl ayNane>Oaner Di spl ayNane</ Di spl ayNane>
</ Owner >
<St or ageC ass>STANDARD</ St or aged ass>
<Initiated>2010-11-10T20: 48: 33. 000Z</ I ni ti at ed>
</ Upl oad>
<Upl oad>
<Key>ny- novi e. n2t s</ Key>
<Upl oadl d>YW55!1 G kZWEgd2h5I GVsdm uZydz| HVwb@hZCBmYW sZWQ</ Upl oadl d>
<Initiator>
<I D>arn: aws: i am : 444455556666: user/ user 1- 22222a31- 17b5- 4f b7- 9df 5-
b222222f 13de</ | D>
<Di spl ayName>user 1- 22222a31- 17b5- 4f b7- 9df 5- b222222f 13de</ Di spl ayNanme>
</Initiator>
<Owner >
<l D>b1d16700c70b0b05597d7acd6a3f 92be</ | D>
<Di spl ayNane>Oaner Di spl ayNane</ Di spl ayNane>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
<Initiated>2010-11-10T20: 49: 33. 000Z</ I ni ti at ed>
</ Upl oad>
</ ListMl tipart Upl oadsResul t >

Sample Request Using the Delimiter and the Prefix
Parameters

Assume you have a multipart upload in progress for the following keys in your bucket, exanpl e-
bucket .

phot os/ 2006/ Januar y/ sanpl e. j pg
phot os/ 2006/ Febr uary/ sanpl e. j pg
phot os/ 2006/ Mar ch/ sanpl e. j pg

vi deos/ 2006/ Mar ch/ sanpl e. wmv
sanpl e. j pg

The following list multipart upload request specifies the delimiter parameter with value "/".

GET /?upl oads&del imter=/ HTTP/ 1.1
Host: exanpl e- bucket. s3. anazonaws. com
Date: Mon, 1 Nov 2010 20: 34: 56 GVl
Aut hori zation: authorization string

The following sample response lists multipart uploads on the specified bucket, exanpl e- bucket .
The response returns multipart upload for the sanpl e. j pg key in an <Upload> element.

However, because all the other keys contain the specified delimiter, a distinct substring, from the
beginning of the key to the first occurrence of the delimiter, from each of these keys is returned in a
<CommonPrefixes> element. The key substrings, phot os/ and vi deos/ , in the <CommonPrefixes>
element indicate that there are one or more in-progress multipart uploads with these key prefixes.

This is a useful scenario if you use key prefixes for your objects to create a logical folder like structure.
In this case you can interpret the result as the folders phot os/ and vi deos/ have one or more
multipart uploads in progress.
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<Li stMul ti part Upl oadsResult xm ns="http://s3. amazonaws. coni doc/ 2006-03-01/">
<Bucket >exanpl e- bucket </ Bucket >
<KeyMar ker/ >
<Upl oadl dvar ker / >
<Next KeyMar ker >sanpl e. j pg</ Next KeyMar ker >

<Next Upl oadl dVar ker >Xgw4AMI T6 ZPAVXpYOSAUGN7q4uW IJM22ZYg1V@9t r dp4t pCB88. PT6. MhQ0
</ Next Upl oadl dMar ker >
<Delimter>/</Delimter>
<Prefix/>
<MaxUpl oads>1000</ MaxUpl oads>
<l sTruncat ed>f al se</| sTruncat ed>
<Upl oad>
<Key>sanpl e. j pg</ Key>

<Upl oadl d>AgwAMI T6ZPAVXpYOSAUGN7 q4uW JM22ZYg1N99t r dp4t pOB88. PT6. MMnOOW2EL17eut f A
</ Upl oadl d>
<lnitiator>
<| D>314133b66967d86f 031c7249d1d9a80249109428335cd0ef 1cdc487b4566chlb</

<Di spl ayNane>s3- ni cknane</ Di spl ayNane>
</Initiator>
<Omner >
<| D>314133b66967d86f 031c7249d1d9a80249109428335cd0ef 1cdc487b4566chlb</

<Di spl ayNane>s3- ni cknane</ Di spl ayNane>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
<Initiated>2010-11-26T19: 24: 17. 000Z</ I niti at ed>
</ Upl oad>
<CommonPr ef i xes>
<Pr ef i x>phot os/ </ Prefi x>
</ CommonPr ef i xes>
<CommonPr ef i xes>
<Prefi x>vi deos/ </ Prefi x>
</ CommonPr ef i xes>
</ Li st Ml tipart Upl oadsResul t >

M2EL17eut f AvQF

Q& Quoaj gE_Ve

In addition to the delimiter parameter you can filter results by adding a pr ef i x parameter as shown in
the following request.

GET / ?upl oads&del i m t er =/ &pr ef i x=phot os/ 2006/ HTTP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com

Date: Mon, 1 Nov 2010 20: 34:56 GMI

Aut hori zation: authorization string

In this case the response will include only multipart uploads for keys that start with the specified prefix.
The value returned in the <CommonPrefixes> element is a substring from the beginning of the key to
the first occurrence of the specified delimiter after the prefix.

<?xm version="1.0" encodi ng="UTF-8"?>
<Li stMul ti part Upl oadsResult xm ns="http://s3.amazonaws. conf doc/ 2006-03-01/">
<Bucket >exanpl e- bucket </ Bucket >
<KeyMar ker/ >
<Upl oadl dvar ker / >
<Next KeyMar ker / >
<Next Upl oadl dMvar ker / >
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<Delimter>/</Delinmter>
<Pr ef i x>phot os/ 2006/ </ Prefi x>
<MaxUpl oads>1000</ MaxUpl oads>
<I sTruncat ed>f al se</|sTruncat ed>
<CommonPr ef i xes>

<Pr ef i x>phot os/ 2006/ Febr uary/ </ Prefi x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>

<Pr ef i x>phot 0s/ 2006/ January/ </ Prefi x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>

<Pr ef i x>phot os/ 2006/ Mar ch/ </ Pr ef i x>
</ ConmonPr ef i xes>

</ ListMl tipart Upl oadsResul t >

Related Actions

Initiate Multipart Upload (p. 385)
Upload Part (p. 394)

Complete Multipart Upload (p. 407)
Abort Multipart Upload (p. 413)
List Parts (p. 415)
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List Bucket Analytics Configurations

Description

This implementation of the GET operation returns a list of analytics configurations for the bucket. You
can have up to 1,000 analytics configurations per bucket.

This operation supports list pagination and does not return more than 100 configurations at a time. You
should always check the | sTr uncat ed element in the response. If there are no more configurations to
list, | sTruncat ed is set to false. If there are more configurations to list, | sTr uncat ed is set to true,
and there will be a value in Next Cont i nuat i onToken. You use the Next Cont i nuat i onToken value
to continue the pagination of the list by passing the value in Cont i nuati onToken in the request to
GET the next page.

To use this operation, you must have permissions to perform the s3: Get Anal yti csConfi gurati on
action. The bucket owner has this permission by default. The bucket owner can grant this permission
to others. For more information about permissions, see Permissions Related to Bucket Subresource
Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

For information about Amazon S3 analytics feature, see Amazon S3 Analytics — Storage Class
Analysis in the Amazon Simple Storage Service Developer Guide.

Requests
Syntax

GET /?analytics HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

Request Parameters
This implementation of GET uses the parameters in the following table.

Parameter Description Required

Cont i nuat i onTokEne marker that is used to continue an analytics configuration listing | No
that has been truncated. Use the Next Cont i nuat i onToken from
a previously truncated list response to continue the listing. The
continuation token is an opaque value that Amazon S3 understands.

Request Elements

This implementation of the operation does not use request elements.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).
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Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Conti nuati onToken The marker that is used as a starting point for this analytics
configuration list response. This value is present if it was sent
in the request.

Type: String
Ancestor:
Li st Bucket Anal yti csConfi gurati onsResul t

I sTruncat ed Indicates whether the returned list of analytics configurations
is complete. A value of true indicates that the list is not
complete and the Next Cont i nuati onToken is provided for
a subsequent request.

Type: Bool ean
Ancestor: Li st Anal yti csConfi gurati onsResul t

Anal yti csConfiguration Contains the analytics configuration. For the XML structure,
see GET Bucket analytics configuration (p. 116).

Type: Container
Ancestor: Li st Anal yti csConfi gurati onsResul t

Li st Anal yti csConfi gur at i onsResIhé list of analytics configurations for a bucket.
Type: Cont ai ner

Next Cont i nuati onToken The marker used to continue an analytics configuration listing
that has been truncated. Use the Next Cont i nuat i onToken
from a previously truncated list response to continue the
listing. The continuation token is an opaque value that
Amazon S3 understands.

Type: String
Ancestor:
Li st Bucket Anal yti csConfi gurati onsResul t

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Listing Analytics Configurations

The following request returns the analytics configurations in exanpl e- bucket .

API Version 2006-03-01
190



Amazon Simple Storage Service APl Reference
Examples

Sample Request

GET /?analytics HTTP/ 1.1

Host: exanpl e- bucket. s3. amazonaws. com
x-ane-date: 20160430T233541Z

Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnrkN98Zaj x HXr 3u7EFM67bNgSAxexeEHNdCX/ 7GRnf TXx ReKUQF28I f P
x-ane-request-id: 3B3C7C725673C630

Date: Sat, 30 Apr 2016 23:29:37 GMI

Content-Length: |ength

Server: AmazonS3

<Li st Bucket Anal yti csConfi gurati onResult xm ns="http://s3.amazonaws. com
doc/ 2006- 03- 01/ " >
<Anal yti csConfi guration>
<ld>listl</Id>

<Filter>
<And>
<Prefi x>i mages/ </ Pref i x>
<Tag>
<Key>dog</ Key>
<Val ue>cor gi </ Val ue>
</ Tag>
</ And>
</Filter>

<St or aged assAnal ysi s>
<Dat aExport >
<Qut put SchenmaVer si on>V_1</ Qut put SchenaVer si on>
<Desti nati on>
<S3Bucket Desti nati on>
<For mat >CSV</ For nat >
<Bucket Account | d>123456789012</ Bucket Account | d>
<Bucket >arn: aws: s3: : : desti nati on- bucket </ Bucket >
<Prefix>destination-prefix</Prefix>
</ S3Bucket Dest i nati on>
</ Desti nati on>
</ Dat aExport >
</ St or aged assAnal ysi s>
</ Anal yti csConfi guration>

<Anal yti csConfi guration>
<l d>report1</1d>

<Filter>
<And>
<Pref i x>i mages/ </ Prefi x>
<Tag>
<Key>dog</ Key>
<Val ue>bul | dog</ Val ue>
</ Tag>
</ And>
</Filter>

<St or aged assAnal ysi s>
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<Dat aExport >
<Qut put SchenmaVer si on>V_1</ Qut put SchenaVer si on>
<Desti nati on>
<S3Bucket Desti nati on>
<For mat >CSV</ For mat >
<Bucket Account | d>123456789012</ Bucket Account | d>
<Bucket >arn: aws: s3::: desti nati on- bucket </ Bucket >
<Prefix>destination-prefix</Prefix>
</ S3Bucket Dest i nati on>
</ Destination>
</ Dat aExport >
</ St or aged assAnal ysi s>
</ Anal yti csConfi guration>

<I sTruncat ed>f al se</|sTruncat ed>

<l-- |f ContinuationToken was provided in the request. -->
<Cont i nuati onToken>. .. </ Conti nuati onToken>
<l-- if IsTruncated == true -->

<I sTruncat ed>t rue</ | sTruncat ed>
<Next Cont i nuat i onToken>. .. </ Next Cont i nuati onToken>
</ Li st Bucket Anal yti csConfi gurati onResul t >

For an example of using the Cont i nuat i onToken with a list, see Example 4: Using a Continuation
Token (p. 100).

Related Resources

¢ GET Bucket analytics configuration (p. 116)
¢ DELETE Bucket analytics configuration (p. 74)
¢ PUT Bucket analytics configuration (p. 216)
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List Bucket Inventory Configurations

Description

This implementation of the GET operation returns a list of inventory configurations for the bucket. You
can have up to 1,000 analytics configurations per bucket.

This operation supports list pagination and does not return more than 100 configurations at a time. You
should always check the | sTr uncat ed element in the response. If there are no more configurations to
list, | sTruncat ed is set to false. If there are more configurations to list, | sTr uncat ed is set to true,
and there will be a value in Next Cont i nuat i onToken. You use the Next Cont i nuat i onToken value
to continue the pagination of the list by passing the value in Cont i nuati onToken in the request to
GET the next page.

To use this operation, you must have permissions to perform the s3: Get | nvent or yConf i gur ati on
action. The bucket owner has this permission by default. The bucket owner can grant this permission
to others. For more information about permissions, see Permissions Related to Bucket Subresource
Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

For information about Amazon S3 inventory feature, see Amazon S3 Inventory in the Amazon Simple
Storage Service Developer Guide.

Requests
Syntax

GET /?inventory HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

Request Parameters
This implementation of GET uses the parameters in the following table.

Parameter Description Required

Cont i nuat i onTokEne marker that is used to continue an inventory configuration listing | No
that has been truncated. Use the Next Cont i nuat i onToken from
a previously truncated list response to continue the listing. The
continuation token is an opaque value that Amazon S3 understands.

Request Elements

This implementation of the operation does not use request elements.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).
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Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Conti nuati onToken The marker that is used as a starting point for this inventory
configuration list response. This value is present if it was sent
in the request.

Type: String
Ancestor: Li st | nvent or yConfi gurati onsResul t

I sTruncat ed Indicates whether the returned list of inventory configurations
is complete. A value of true indicates that the list is not
complete and the Next Cont i nuat i onToken is provided for
a subsequent request.

Type: Bool ean
Ancestor: Li st | nvent or yConfi gurati onsResul t

I nvent oryConfi guration Contains the inventory configuration. For the XML structure,
see GET Bucket inventory configuration (p. 124).

Type: Container
Ancestor: Li st | nvent or yConfi gurati onsResul t

Li st I nvent or yConf i gur at i onsResIhaé list of inventory configurations for a bucket.
Type: Cont ai ner

Next Cont i nuati onToken The marker used to continue a inventory configuration listing
that has been truncated. Use the Next Cont i nuat i onToken
from a previously truncated list response to continue the
listing. The continuation token is an opaque value that
Amazon S3 understands.

Type: String
Ancestor: Li st | nvent or yConfi gurati onsResul t

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Listing Inventory Configurations

The following request returns the inventory configurations in exanpl e- bucket .

Sample Request

‘GET /?inventory HTTP/ 1.1
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Host: exanpl e- bucket. s3. anazonaws. com
x-anz-date: 20160430T233541Z

Aut hori zation: authorization string
Content - Type: text/plain

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnrkN98Zaj x HXr 3u7EFM67bNgSAxexeEHNdCX/ 7GRnf TXx ReKUQF28I f P
X-ane-request-id: 3B3C7C725673C630

Date: Sat, 30 Apr 2016 23:29:37 GMI

Cont ent - Type: application/xm

Content-Length: |ength

Connecti on: cl ose

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>
<Li stl nventoryConfigurati onsResult xm ns="http://s3.amazonaws. com
doc/ 2006- 03-01/">
<l nvent oryConfi guration>
<l d>reporti</1d>
<| sEnabl ed>t rue</ | sEnabl ed>
<Desti nati on>
<S3Bucket Desti nati on>
<For mat >CSV</ For mat >
<Account | d>123456789012</ Account | d>
<Bucket >arn: aws: s3::: desti nati on-bucket </ Bucket >
<Prefix>prefixl</Prefix>
</ S3Bucket Desti nati on>
</ Destination>
<Schedul e>
<Fr equency>Dai | y</ Frequency>
</ Schedul e>

<Filter>
<Prefix>prefix/ One</Prefix>
</Filter>

<l ncl udedj ect Ver si ons>Al | </ | ncl udednj ect Ver si ons>
<Opti onal Fi el ds>
<Fi el d>Si ze</ Fi el d>
<Fi el d>Last Modi fi edDat e</ Fi el d>
<Fi el d>ETag</ Fi el d>
<Fi el d>St or ageCl ass</ Fi el d>
<Fi el d>l sMul ti part Upl oaded</ Fi el d>
<Fi el d>Repl i cati onSt at us</ Fi el d>
</ Optional Fi el ds>
nvent or yConfi gurati on>
<l nvent or yConfi gur ati on>
<l d>report2</1d>
<l sEnabl ed>t r ue</ | sEnabl ed>
<Desti nati on>
<S3Bucket Desti nati on>
<For mat >CSV</ For mat >
<Account | d>123456789012</ Account | d>
<Bucket >ar n: aws: s3: : : bucket 2</ Bucket >
<Prefix>prefix2</Prefix>
</ S3Bucket Desti nati on>
</ Desti nati on>
<Schedul e>

</

API Version 2006-03-01
195




Amazon Simple Storage Service APl Reference
Related Resources

<Fr equency>Dai | y</ Frequency>
</ Schedul e>

<Filter>
<Prefi x>prefix/ Two</ Prefix>
</[Filter>

<l ncl udedj ect Ver si ons>Al | </ | ncl udednj ect Ver si ons>
<Opti onal Fi el ds>
<Fi el d>Si ze</ Fi el d>
<Fi el d>Last Modi fi edDat e</ Fi el d>
<Fi el d>ETag</ Fi el d>
<Fi el d>St or ageCl ass</ Fi el d>
<Fi el d>l sMul ti part Upl oaded</ Fi el d>
<Fi el d>Repl i cati onSt at us</ Fi el d>
</ Optional Fi el ds>
</ I nvent oryConfi guration>
<l nvent oryConfi guration>
<l d>report 3</1d>
<l sEnabl ed>t r ue</ | sEnabl ed>
<Desti nati on>
<S3Bucket Desti nati on>
<For mat >CSV</ For mat >
<Account | d>123456789012</ Account | d>
<Bucket >ar n: aws: s3: : : bucket 3</ Bucket >
<Prefix>prefix3</Prefix>
</ S3Bucket Desti nati on>
</ Desti nati on>
<Schedul e>
<Fr equency>Dai | y</ Frequency>
</ Schedul e>

<Filter>
<Prefix>prefix/ Three</Prefix>
</[Filter>

<l ncl udedj ect Ver si ons>Al | </ | ncl udednj ect Ver si ons>
<Opti onal Fi el ds>
<Fi el d>Si ze</ Fi el d>
<Fi el d>Last Modi fi edDat e</ Fi el d>
<Fi el d>ETag</ Fi el d>
<Fi el d>St or ageCl ass</ Fi el d>
<Fi el d>I sMul ti part Upl oaded</ Fi el d>
<Fi el d>Repl i cati onSt at us</ Fi el d>
</ Optional Fi el ds>
</ I nvent oryConfi guration>

<I sTruncat ed>f al se</|sTruncat ed>

<I-- |f ContinuationToken was provided in the request. -->
<Cont i nuati onToken>. .. </ Conti nuati onToken>
<l-- if IsTruncated == true -->

<l sTruncat ed>t rue</ | sTruncat ed>
<Next Cont i nuat i onToken>. .. </ Next Cont i nuati onToken>
</ Li st Bucket Anal yti csConfi gurati onResul t >
</ Li st nventoryConfigurati onsResul t >

For an example of using the Cont i nuat i onToken with a list, see Example 4: Using a Continuation
Token (p. 100).

Related Resources

¢ GET Bucket inventory configuration (p. 124)
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¢ DELETE Bucket inventory configuration (p. 78)
¢ PUT Bucket inventory configuration (p. 228)
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List Bucket Metrics

Description

Lists the metrics configurations for the CloudWatch request metrics of the bucket. Note that daily
storage metrics aren't included in a metrics configuration.

If additional metrics configurations satisfy the list criteria, the response will contain an | sTruncat ed
element with the value t r ue. To list the additional metric configurations, use the cont i nuat i on-
t oken request parameter.

For more information on metrics configurations and CloudWatch request metrics, see Monitoring
Metrics with Amazon CloudWatch in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

GET /?netrics HITP/ 1.1

HOST: Bucket Nane. s3. anazonaws. com

Content-Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

Request Parameters

Parameter Description Required
Bucket Nanme The name of the bucket containing the metrics configurations to Yes
retrieve.
Type: String
Cont i nuat i onTokEne marker that is used to continue a metrics configuration listing No

that has been truncated. Use the Next Cont i nuat i onToken from
a previously truncated list response to continue the listing. The
continuation token is an opaque value that Amazon S3 understands.

Request Headers

This operation uses only Request Headers common to most requests. For more information, see
Common Request Headers (p. 3).

Request Elements

This operation does not use request elements.
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Response Headers

The operation returns response header that are common to most responses. For more information, see
Common Response Headers (p. 5).

Response Elements

Name Description

I sTruncat ed Indicates whether the returned list of metrics configurations
is complete. A value of true indicates that the list is not
complete and the Next Cont i nuat i onToken is provided for
a subsequent request.

Type: Bool ean
Ancestor: Li st Metri csConfi gurati onResul t

Conti nuati onToken The marker that is used as a starting point for this metrics
configuration list response. This value is present if it was sent
in the request.

Type: String
Ancestor: Li st Metri csConfi gurati onResul t

Next Cont i nuati onToken The marker used to continue a metrics configuration listing
that has been truncated. Use the Next Cont i nuat i onToken
from a previously truncated list response to continue the
listing. The continuation token is an opaque value that
Amazon S3 understands.

Type: String
Ancestor: Li st Metri csConfi gurati onResul t

Li st Metri csConfi gur ati onsResulThe list of metrics configurations for a bucket.
Type: Cont ai ner

Examples

Sample Request

GET /?netrics HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
x-anz-date: Thu, 15 Nov 2016 00: 17:21 GMI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: | TnGT1ly4REXAMPLEPi 4hkl TXouTf OhcclUj 00i CPEXAMPLEuUt Bj 3M7f PG WO2 SEWH
x-ane-request-id: 51991EXAMPLE5321

Date: Thu, 15 Nov 2016 00:17:22 GMI

Server: AmazonS3

Content - Lengt h: 758
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<?xm version="1.0" encodi ng="UTF-8"?>
<ListMetricsConfigurationsResult xm ns="http://s3.amazonaws. com
doc/ 2006- 03-01/ ">
<Metri csConfi gurati on>
<l d>Enti reBucket </ | d>
</ MetricsConfiguration>
<Metri csConfi gurati on>
<l d>Docunent s</ | d>

<Filter>
<Prefi x>docunent s/ </ Prefi x>
</Filter>

</ MetricsConfiguration>
<Metri csConfi gurati on>
<| d>Bl ueDocunent s</ | d>
<Filter>
<And>
<Prefi x>docunent s/ </ Prefi x>
<Tag>
<Key>cl ass</ Key>
<Val ue>bl ue</ Val ue>
</ Tag>
</ And>
</Filter>
</ MetricsConfiguration>
<l sTruncat ed>f al se</|sTruncat ed>
</ Li st MetricsConfigurati onsResult>

Related Resources

¢ PUT Bucket Metrics (p. 282)
¢ DELETE Bucket Metrics (p. 89)
¢ GET Bucket Metrics (p. 173)

¢ Monitoring Metrics with Amazon CloudWatch in the Amazon Simple Storage Service Developer
Guide.
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PUT Bucket

Description

This implementation of the PUT operation creates a new bucket. To create a bucket, you must register
with Amazon S3 and have a valid AWS Access Key ID to authenticate requests. Anonymous requests
are never allowed to create buckets. By creating the bucket, you become the bucket owner.

Not every string is an acceptable bucket name. For information on bucket naming restrictions, see
Working with Amazon S3 Buckets.

By default, the bucket is created in the US East (N. Virginia) region. You can optionally specify a
region in the request body. You might choose a region to optimize latency, minimize costs, or address
regulatory requirements. For example, if you reside in Europe, you will probably find it advantageous to
create buckets in the EU (Ireland) region. For more information, see How to Select a Region for Your
Buckets.

Note

If you create a bucket in a region other than US East (N. Virginia) region, your application
must be able to handle 307 redirect. For more information, go to Virtual Hosting of Buckets in
Amazon Simple Storage Service Developer Guide.

When creating a bucket using this operation, you can optionally specify the accounts or groups that
should be granted specific permissions on the bucket. There are two ways to grant the appropriate
permissions using the request headers.

¢ Specify a canned ACL using the x- anz- acl request header. For more information, see Canned
ACL in the Amazon Simple Storage Service Developer Guide.

¢ Specify access permissions explicitly using the x- anez- gr ant - r ead, x- ane-grant-wite, x-
ane- grant - r ead- acp, x- anz-grant-w i t e-acp, x- ane-grant-ful | - control headers.
These headers map to the set of permissions Amazon S3 supports in an ACL. For more information,
go to Access Control List (ACL) Overview in the Amazon Simple Storage Service Developer Guide.

Note
You can use either a canned ACL or specify access permissions explicitly. You cannot do
both.

Requests
Syntax

PUT /| HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Content -Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnat ure Version

4) (p. 19))

<Cr eat eBucket Confi gurati on xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Locat i onConst r ai nt >Bucket Regi on</ Locat i onConst r ai nt >
</ Cr eat eBucket Confi gurati on>

Note
The syntax shows some of the request headers. For a complete list, see the Request Headers
section.

API Version 2006-03-01
201


http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html#access-bucket-intro
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html#access-bucket-intro
http://docs.aws.amazon.com/AmazonS3/latest/dev/VirtualHosting.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html#CannedACL
http://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html#CannedACL
http://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html

Amazon Simple Storage Service API Reference
Requests

Note

If you send your create bucket request to the s3. amazonaws. comendpoint, the request go
to the us- east - 1 region. Accordingly, the signature calculations in Signature Version 4 must
use us- east - 1 as region, even if the location constraint in the request specifies another
region where the bucket is to be created.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. Request headers are limited to 8 KB in size. For more information,
see Common Request Headers (p. 3).

When creating a bucket, you can grant permissions to individual AWS accounts or predefined groups
defined by Amazon S3. This results in creation of the Access Control List (ACL) on the bucket. For
more information, see Using ACLs. You have the following two ways to grant these permissions:

¢ Specify a canned ACL — Amazon S3 supports a set of predefined ACLs, known as canned ACLs.
Each canned ACL has a predefined set of grantees and permissions. For more information, go to
Canned ACL.

Name Description Required

x-anz- acl The canned ACL to apply to the bucket you are creating. For No
more information, go to Canned ACL in the Amazon Simple
Storage Service Developer Guide.
Type: String
Valid Values: private | public-read | public-read-

wite | aws-exec-read | authenticated-read |
bucket - owner-read | bucket-owner-full-control

¢ Specify access permissions explicitly — If you want to explicitly grant access permissions to
specific AWS accounts or groups, you use the following headers. Each of these headers maps to
specific permissions Amazon S3 supports in an ACL. For more information, go to Access Control List
(ACL) Overview. In the header value, you specify a list of grantees who get the specific permission

Name Description Required
x-anz-grant- | Allows grantee to list the objects in the bucket. No
read Type: String

Default: None
Constraints: None

x-ane-grant- | Allows grantee to create, overwrite, and delete any object in the | No
wite bucket.
Type: String

Default: None
Constraints: None

x-anz-grant- | Allows grantee to read the bucket ACL. No
read-acp Type: String
Default: None
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Name Description Required

Constraints: None
x-anz-grant- | Allows grantee to write the ACL for the applicable bucket. No
write-acp Type: String

Default: None

Constraints: None
X-anz- gr ant - Allows grantee the READ, WRITE, READ_ACP, and No
full-control WRITE_ACP permissions on the bucket.

Type: String
Default: None
Constraints: None

You specify each grantee as at ype=val ue pair, where the type can be one of the following::

* emailAddress — if value specified is the email address of an AWS account
« id — if value specified is the canonical user ID of an AWS account
e uri — if granting permission to a predefined group.

For example, the following x- ane- gr ant - r ead header grants list objects permission to the AWS
accounts identified by their email addresses.

X-ane-grant-read: enail Address="xyz@nazon. conf,
emai | Addr ess="abc@nuazon. cont

For more information see, ACL Overview.

Request Elements

Name Description Required

Cr eat eBucket Confi gur ati on | Container for bucket configuration settings. No
Type: Container
Ancestor: None

Locat i onConstr ai nt Specifies the region where the bucket will be No
created. If you are creating a bucket on the US
East (N. Virginia) region (us-east-1), you do not
need to specify the location constraint. For more
information about region endpoints and location
constraints, go to Regions and Endpoints in the
AWS General Reference.

Type: Enum

Valid Values: [ us-west-1 | us-west-2 | EU or eu-
west-1 | eu-central-1 | ap-south-1 | ap-southeast-1
| ap-southeast-2 | ap-northeast-1 | ap-northeast-2
| sa-east-1 | us-east-2]

Default: US East (N. Virginia) region

Ancestor: CreateBucketConfiguration
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Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This request creates a bucket named col or pi ct ur es.

PUT / HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com
Content-Length: O

Date: Wed, 01 Mar 2006 12: 00: 00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Location: /col orpictures
Content-Length: 0O
Connection: cl ose
Server: AmazonS3

Sample Request: Setting the region of a bucket

The following request sets the region the bucket to EU.

PUT / HTTP/ 1.1

Host: bucket Nane. s3. anazonaws. com
Date: Wed, 12 Cct 2009 17:50: 00 GV
Aut hori zation: authorization string
Cont ent - Type: text/plain

Cont ent - Lengt h: 124

<Cr eat eBucket Confi gurati on xm ns="http://s3. anazonaws. coni doc/ 2006- 03-01/">
<Locat i onConstr ai nt >EU</ Locat i onConst r ai nt >
</ Cr eat eBucket Confi gurati on >
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Sample Response

Sample Request: Creating a bucket and configuring access
permission using a canned ACL

This request creates a bucket named "colorpictures" and sets the ACL to pri vat e.

PUT / HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com
Content-Length: 0O

x-aneg-acl: private

Date: Wed, 01 Mar 2006 12:00: 00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Location: /col orpictures
Content-Length: 0O
Connection: cl ose
Server: AmazonS3

Sample Request: Creating a bucket and configuring access
permissions explicitly

This request creates a bucket named col or pi ct ur es and grants WRITE permission to the AWS
account identified by an email address.

PUT HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com

x-ane-date: Sat, 07 Apr 2012 00:54:40 GVI

Aut hori zation: authorization string

X-anme-grant-wite: email Address="xyz@mazon. cont,
emai | Addr ess="abc@nuazon. cont

Sample Response

HTTP/ 1.1 200 K

Related Resources

¢ PUT Object (p. 347)
¢ DELETE Bucket (p. 72)
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PUT Bucket accelerate

Description

This implementation of the PUT operation uses the accel er at e subresource to set the Transfer
Acceleration state of an existing bucket. Amazon S3 Transfer Acceleration is a bucket-level feature that
enables you to perform faster data transfers to Amazon S3.

To use this operation, you must have permission to perform the s3: Put Accel er at eConf i gurati on
action. The bucket owner has this permission by default. The bucket owner can grant this permission
to others. For more information about permissions, see Permissions Related to Bucket Subresource

Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

The Transfer Acceleration state of a bucket can be set to one of the following two values:

* Enabl ed — Enables accelerated data transfers to the bucket.
¢ Suspended — Disables accelerated data transfers to the bucket.

The GET Bucket accelerate (p. 110) operation returns the transfer acceleration state of a bucket.

After setting the Transfer Acceleration state of a bucket to Enabl ed, it might take up to thirty minutes
before the data transfer rates to the bucket increase.

The name of the bucket used for Transfer Acceleration must be DNS-compliant and must not contain
periods (".").

For more information about transfer acceleration, see Transfer Acceleration in the Amazon Simple
Storage Service Developer Guide.

Requests

Syntax

PUT / ?accel erate HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Content-Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

Transfer accel eration configuration in the request body

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).
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Request Body

In the request, you specify the acceleration configuration in the request body. The acceleration
configuration is specified as XML. The following is an example of an acceleration configuration used
in a request. The St at us indicates whether to set the transfer acceleration state to Enabl ed or
Suspended.

<Accel erat eConfigurati on xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01/" >
<Status>transfer acceleration state</Status>
</ Accel er at eConfi gurati on>

The following table describes the XML elements in the acceleration configuration:

Name Description Required

Accel erat eConfigurati on | Container for setting the transfer acceleration state. | Yes
Type: Container
Children: Status
Ancestor: None

St at us Sets the transfer acceleration state of the bucket. Yes
Type: Enum
Valid Values: Enabled | Suspended
Ancestor: AccelerateConfiguration

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements
This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Add Transfer Acceleration Configuration to Set
Acceleration Status

The following is an example of a PUT / ?accel er at e request that enables transfer acceleration for
the bucket named exanpl ebucket .

PUT /?accel erate HTTP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com
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Date: Mn, 11 Apr 2016 12:00: 00 GJr
Aut hori zation: authorization string
Content - Type: text/plain
Content-Length: |ength

<Accel erat eConfigurati on xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01/ " >
<St at us>Enabl ed</ St at us>
</ Accel er at eConfi gurati on>

The following is an example response:

HTTP/ 1.1 200 K

x-anz-id-2: Ygl Pl fBi Ka2bj OKMy95r/ 0zo3enmzU4dzsD4r c KCHQUAdQk T 3ShJ TOOp XUue F6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Mon, 11 Apr 2016 12:00:00 GMI

Content-Length: O

Server: AmazonS3

Related Resources

¢ GET Bucket accelerate (p. 110)
¢ PUT Bucket (p. 201)

API Version 2006-03-01
208




Amazon Simple Storage Service APl Reference
PUT Bucket acl

PUT Bucket acl

Description

This implementation of the PUT operation uses the acl subresource to set the permissions on an
existing bucket using access control lists (ACL). For more information, go to Using ACLs. To set the
ACL of a bucket, you must have WRITE_ACP permission.

You can use one of the following two ways to set a bucket's permissions:

¢ Specify the ACL in the request body
« Specify permissions using request headers

Note
You cannot specify access permission using both the body and the request headers.
Depending on your application needs, you may choose to set the ACL on a bucket using either the

request body or the headers. For example, if you have an existing application that updates a bucket
ACL using the request body, then you can continue to use that approach.

Requests

Syntax

The following request shows the syntax for sending the ACL in the request body. If you want to use
headers to specify the permissions for the bucket, you cannot send the ACL in the request body.
Instead, see Request Headers section for a list of headers you can use.

PUT /?acl HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

<AccessControl Pol i cy>
<Owner >
<I D>l D</ | D>
<Di spl ayName>Enai | Addr ess</ Di spl ayName>
</ Owner >
<AccessControl Li st >
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
Xsi : type="Canoni cal User">
<I D>l D</ | D>
<Di spl ayName>Enai | Addr ess</ Di spl ayName>
</ Grant ee>
<Per m ssi on>Per ni ssi on</ Per m ssi on>
</ Grant >

</ AccessControl Li st >
</ AccessControl Policy>
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Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

You can use the following request headers in addition to the Common Request Headers (p. 3).
These headers enable you to set access permissions using one of the following methods:

¢ Specify a canned ACL, or
« Specify the permission for each grantee explicitly

Amazon S3 supports a set of predefined ACLs, known as canned ACLs. Each canned ACL has a
predefined set of grantees and permissions. For more information, see Canned ACL. To grant access
permissions by specifying canned ACLs, you use the following header and specify the canned ACL
name as its value. If you use this header, you cannot use other access control specific headers in your
request.

Name Description Required

x-anz- acl Sets the ACL of the bucket using the specified canned ACL. No
For more information, go to Canned ACL in the Amazon Simple
Storage Service Developer Guide.
Type: String
Valid Values: private | public-read | public-read-write |
authenticated-read
Default: private

If you need to grant individualized access permissions on a bucket, you can use the following "x-amz-
grant-permission" headers. When using these headers you specify explicit access permissions and
grantees (AWS accounts or a Amazon S3 groups) who will receive the permission. If you use these
ACL specific headers, you cannot use x- anez- acl header to set a canned ACL.

Note
Each of the following request headers maps to specific permissions Amazon S3 supports in
an ACL. For more information go to Access Control List (ACL) Overview.

Name Description Required
X-aneg- gr ant - Allows the specified grantee(s) to list the objects in the bucket. No
read Type: String

Default: None
Constraints: None

X-aneg-grant - Allows the specified grantee(s) to create, overwrite, and delete No
wite any object in the bucket.
Type: String

Default: None
Constraints: None

X-anz- gr ant - Allows the specified grantee(s) to read the bucket ACL. No
read-acp Type: String
Default: None
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Name Description Required
Constraints: None
X-anz- gr ant - Allows the specified grantee(s) to write the ACL for the applicable = No
write-acp bucket.
Type: String

Default: None
Constraints: None

X-ane- grant - Allows the specified grantee(s) the READ, WRITE, READ_ACP, No
full-control and WRITE_ACP permissions on the bucket.

Type: String
Default: None
Constraints: None

For each of these headers, the value is a comma-separated list of one or more grantees. You specify
each grantee as a t ype=val ue pair, where the t ype can be one of the following:

* emailAddress — if value specified is the email address of an AWS account

¢ id — if value specified is the canonical User ID of an AWS account

e uri — if granting permission to a predefined Amazon S3 group.

For example, the following x- anez- gr ant - wr i t e header grants create, overwrite, and delete objects
permission to LogDel i very group predefined by Amazon S3 and two AWS accounts identified by
their email addresses.

X-anmg-grant-wite: uri="http://acs.amazonaws. com groups/s3/LogDel i very",
enmuai | Addr ess="xyz@nmazon. conf', enmil Addr ess="abc@nazon. cont

For more information, go to Access Control List (ACL) Overview. For more information about bucket
logging, go to Server Access Logging.

Request Elements

If you decide to use the request body to specify an ACL, you must use the following elements.

Note
If you request the request body, you cannot use the request headers to set an ACL.

Name Description Required

AccessControl Li st Container for Grant, Grantee, and Permission No
Type: Container
Ancestors: AccessControl Policy

AccessCont rol Pol i cy Contains the elements that set the ACL permissions foran | No
object per grantee.

Type: String
Ancestors: None

Di spl ayNanme Screen name of the bucket owner. No
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Name Description Required
Type: String
Ancestors: AccessCont rol Pol i cy. Oamner

G ant Container for the grantee and his or her permissions. No
Type: Container

Ancestors:
AccessControl Pol i cy. AccessControl Li st

G ant ee The subject whose permissions are being set. For more No
information, see Grantee Values (p. 212).

Type: String
Ancestors:
AccessControl Policy. AccessControl Li st. Grant

I D ID of the bucket owner, or the ID of the grantee. No
Type: String
Ancestors: AccessControl Pol i cy. Oaner |
AccessControl Policy. AccessControl Li st. Grant

Onner Container for the bucket owner's display name and ID. No
Type: Container
Ancestors: AccessCont rol Pol i cy

Per m ssi on Specifies the permission given to the grantee. No
Type: String
Valid Values: FULL_CONTROL | WRITE | WRITE_ACP |
READ | READ_ACP

Ancestors:
AccessControl Pol i cy. AccessControl Li st. Grant

Grantee Values

You can specify the person (grantee) to whom you're assigning access rights (using request elements)
in the following ways:

¢ By the person's ID:

<G antee xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-i nst ance"
Xsi : type="Canoni cal User " ><I D>| D</ | D><Di spl ayNanme>G ant eesEnai | </

Di spl ayNane>

</ Grant ee>

Di spl ayNane is optional and ignored in the request.
¢ By Email address:

<G antee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schemna- i nst ance"
Xsi : type="AmazonCust oner ByEmai | " ><Emai | Addr ess>G ant ees@nai | . conx/
Emai | Address>l t;/ G ant ee>

The grantee is resolved to the Canoni cal User and, in a response to a GET Obj ect acl request,
appears as the Canoni cal User .

e By URL:
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<Grantee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
Xsi :type="G oup"><URI >http://acs. anazonaws. coni gr oups/ gl obal /
Aut hent i cat edUser s</ URI ></ Gr ant ee>

Responses

Response Headers

The operation returns response header that are common to most responses. For more information, see
Common Response Headers (p. 5).

Response Elements

This operation does not return response elements.

Special Errors

This operation does not return special errors. For general information about Amazon S3 errors and a
list of error codes, see Error Responses (p. 7).

Examples

Sample Request: Access permissions specified in the body

The following request grants access permission to the existing exanpl ebucket bucket. The request
specifies the ACL in the body. In addition to granting full control to the bucket owner, the XML specifies
the following grants.

e Grant Al | User s group READ permission on the bucket.

e Grantthe LogDel i very group WRITE permission on the bucket.

¢ Grant an AWS account, identified by email address, WRITE_ACP permission.

e Grant an AWS account, identified by canonical user ID, READ_ACP permission.

PUT ?acl HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com

Cont ent - Lengt h: 1660

x-ane-date: Thu, 12 Apr 2012 20:04:21 GVI
Aut hori zation: authorization string

<AccessControl Policy xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01/ ">
<Owner >
<| D>852b113e7a2f 25102679df 27bb0ael12b3f 85be6Bucket Omer Canoni cal User | D</
| D>
<Di spl ayName>Oaner Di spl ayNane</ Di spl ayNanme>
</ Owner >
<AccessControl Li st>
<G ant >
<G antee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schemna- i nst ance"
Xxsi : type="Canoni cal User" >

<| D>852b113e7a2f 25102679df 27bb0ael2b3f 85be6Bucket Owner Canoni cal User | D</ | D>
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<Di spl ayNane>Oaner Di spl ayNane</ Di spl ayNane>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
xsi:type="G oup">
<URI xm ns="">http://acs. amazonaws. com groups/ gl obal / Al | User s</ URI >
</ Grant ee>
<Per m ssi on xm ns="">READ</ Per m ssi on>
</ Grant >
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
xsi:type="G oup">
<URI xm ns="">http://acs. amazonaws. conl groups/ s3/ LogDel i very</ URIl >
</ Grant ee>
<Per m ssi on xm ns="">WRlI TE</ Per ni ssi on>
</ Grant >
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"

xsi : type="AmazonCust ormer ByEmai | " >
<Enmmi | Addr ess xm ns="">xyz@mnazon. con</ Enai | Addr ess>
</ Grant ee>
<Per m ssi on xm ns="">WRl TE_ACP</ Per ni ssi on>
</ Grant >
<G ant >

<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
Xsi : type="Canoni cal User">
<ID
xm ns="">f 30716ab7115dch44a5ef 76e9d74b8e20567f 63Test Account Canoni cal User | D</
| D>
</ Grant ee>
<Per m ssi on xm ns="">READ_ACP</ Per mi ssi on>
</ Grant >
</ AccessControl Li st>
</ AccessControl Policy>

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: NxgO3PNi MHXXGn gv15LLgUoAnPVNE0xt Zw2sxePXLhpl veyouXDr c QUaVWAKc OKO
X-ane-request-id: C651BCI9B4E1BD401

Date: Thu, 12 Apr 2012 20: 04: 28 GMVI

Content-Length: O

Server: AmazonS3

Sample Request: Access permissions specified using headers

The following request uses ACL-specific request headers to grant the following permissions:

¢ Write permission to the Amazon S3 LogDel i very group and an AWS account identified by the
email xyz@amazon.com.

¢ Read permission to the Amazon S3 Al | User s group

PUT ?acl HTTP/ 1.1
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Host: exanpl ebucket . s3. amazonaws. com

x-ane-date: Sun, 29 Apr 2012 22:00:57 GV

X-anz-grant-wite: uri="http://acs.amzonaws. coni groups/s3/LogDel i very",
enmai | Addr ess="xyz@nazon. conf

x-ane-grant-read: uri="http://acs.anmazonaws. com groups/ gl obal / Al l Users"

Accept: */*

Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: 0wdi | mt 23VF9s6Qof OTDzel F7nTryz7d04MV23FQC 40205Z2w28Zn+d340/ Ryt 0Q
X-anz-request-id: A6A8FO01A38EC7138

Date: Sun, 29 Apr 2012 22:01:10 GJIr

Content-Length: O

Server: AmazonS3

Related Resources

e PUT Bucket (p. 201)
¢ DELETE Bucket (p. 72)
* GET Object ACL (p. 313)
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PUT Bucket analytics configuration

Description

This implementation of the PUT operation adds an analytics configuration (identified by the analytics ID)
to the bucket. You can have up to 1,000 analytics configurations per bucket.

You can choose to have storage class analysis export analysis reports to a comma-separated values
(CSV) flat file, see the Dat aExport request element. Reports are updated daily and are based on the
object filters you configure. When selecting data export you specify a destination bucket and optional
destination prefix where the file is written. You can export the data to a destination bucket in a different
account. However, the destination bucket must be in the same region as the bucket that you are
making the PUT analytics configuration to. For more information, see Amazon S3 Analytics — Storage
Class Analysis in the Amazon Simple Storage Service Developer Guide.

Important

You must create a bucket policy on the destination bucket where the exported file is written
to grant permissions to Amazon S3 to write objects to the bucket. For an example policy, see
Granting Permissions for Amazon S3 Inventory and Storage Class Analysis.

To use this operation, you must have permissions to perform the s3: Put Anal yti csConfi guration
action. The bucket owner has this permission by default. The bucket owner can grant this permission
to others. For more information about permissions, see Permissions Related to Bucket Subresource
Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

Requests

Syntax

PUT / ?anal yti cs& d=configuration-I1D HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Content-Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

Anal ytics configuration in the request body

Request Parameters

This implementation of PUT uses the parameter in the following table.

Parameter Description Required
id The ID identifying the analytics configuration. This ID must = Yes
match the request element i d. Limited to 64 characters.
Type: String

Default: None
Valid Characters forid: a-z A-Z 0-9 -

API Version 2006-03-01
216


http://docs.aws.amazon.com/AmazonS3/latest/dev/storage-analytics.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/storage-analytics.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html#example-bucket-policies-use-case-9
http://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html#using-with-s3-actions-related-to-bucket-subresources
http://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html#using-with-s3-actions-related-to-bucket-subresources
http://docs.aws.amazon.com/AmazonS3/latest/dev/s3-access-control.html

Amazon Simple Storage Service API Reference
Requests

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

In the request, you specify the analytics configuration in the request body, which is specified as XML.
The Examples section shows an example of an analytics configuration.

The following table describes the XML elements in the analytics configuration:

Name Description Required

Anal yti csConfi gur a€Coatains the configuration and any analyses for the Yes
analytics filter.

Type: Container
Children: 1d, Fil ter, StorageC assAnal ysi s
Ancestor: None

And A conjunction (logical AND) of predicates, which is used No
in evaluating an analytics filter. The operator must have at
least two predicates.
Type: String
Children: Prefi x, Tag
Ancestor: Fi l ter

Bucket The Amazon Resource Name (ARN) of the bucket where  Yes
analytics results are published. This destination bucket
must be in the same region as the bucket used for the
analytics configuration PUT.

Type: String
Ancestor: S3Bucket Desti nati on

Bucket Account | d The ID of the account that owns the destination bucket No
where the analytics is published.

Although optional, we recommend that the value be set
to prevent problems if the destination bucket ownership
changes.

Type: String
Ancestor: S3Bucket Desti nati on

Dat aExport A container used to describe how data related to the No
storage class analysis should be exported.

Type: Container
Children: Qut put SchemaVer si on, Desti nati on
Ancestor: St or ageC assAnal ysi s

Desti nation Contains information about where to publish the analytics  Yes
results.

Type: Container
Children: S3Bucket Dest i nati on

Ancestor: Dat aExpor t
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Name Description Required

Filter Specifies an analytics filter. The analytics only includes No
objects that meet the filter's criteria. If no filter is speciified,
all of the contents of the bucket are included in the
analysis.
Type: Container
Children: And

Ancestor: Anal yti csConfi guration

For mat Specifies the output format of the analytics results. Yes
Currently, Amazon S3 supports the comma-separated
value (CSV) format.

Type: String
Ancestor: S3Bucket Desti nati on
Valid values: CSV

Id The ID that identifies the analytics configuration. This ID Yes
must match the request parameter i d.
Type: String
Ancestor: Anal yti csConfi guration

Key The key for a tag. Yes
Type: String

Ancestor: Tag

Qut put SchenaVer si omfhe version of the output schema to use when exporting Yes
data. Must be V_1.

Type: String
Ancestor: Dat aExpor t
Valid values: V_1

Prefix The prefix that an object must have to be included in the No
analytics results.
Type: String
Ancestor: And

Prefix The prefix that is prepended to all analytics results. No
Type: String
Ancestor: S3Bucket Desti nati on

St or ageCl assAnal ysimlicates that data related to access patterns will be Yes
collected and made available to analyze the tradeoffs
between different storage classes.

Type: Container
Children: Dat aExpor t

Ancestor: Anal yti csConfi guration
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Name Description Required
S3Bucket Dest i nat i o€ontains the bucket ARN, file format, bucket owner Yes
(optional), and prefix (optional) where analytics results are

published.
Type: Container
Children: For mat , Bucket Account | d, Bucket, Prefi x
Ancestor: Dest i nati on.
Tag The tag to use when evaluating an analytics filter. No
Type: Container
Children: Key, Value
Ancestor: And

Val ue The value for a tag. Yes
Type: String
Ancestor: Tag

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

Special Errors

Amazon S3 checks the validity of the proposed Anal yti csConf i gur ati on element and verifies
whether the proposed configuration is valid when you call the PUT operation. The following table lists
the errors and possible causes.

HTTP Error Code Cause

HTTP 400 Bad InvalidArgument Invalid argument.

Request

HTTP 403 AccessDenied You are not the owner of the specified bucket, or you do
For bi dden not have the s3: Put Anal yti csConfi gur ati on bucket

permission to set the configuration on the bucket.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).
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Examples

Example 1: Creating an Analytics Configuration

The following PUT request for the bucket exanpl ebucket creates a new or replaces an existing
analytics configuration with the ID r epor t 1. The configuration is defined in the request body.

PUT / ?anal ytics& d=reportl HTTP/ 1.1
Host: exanpl ebucket. s3. amazonaws. com
Date: Mon, 31 Cct 2016 12:00:00 GMI
Aut hori zation: authorization string
Content-Length: |ength

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Anal yti csConfiguration xm ns="http://s3.amazonaws. conf doc/ 2006- 03- 01/ ">
<l d>report1</1d>
<Filter>
<And>
<Pref i x>i mages/ </ Prefi x>
<Tag>
<Key>dog</ Key>
<Val ue>cor gi </ Val ue>
</ Tag>
</ And>
</Filter>
<St or ageC assAnal ysi s>
<Dat aExport >
<Cut put SchemaVer si on>V_1</ Qut put SchenmaVer si on>
<Desti nati on>
<S3Bucket Dest i nati on>
<For mat >CSV</ For mat >
<Bucket Account | d>123456789012</ Bucket Account | d>
<Bucket >arn: aws: s3: : : desti nati on- bucket </ Bucket >
<Prefix>destination-prefix</Prefix>
</ S3Bucket Dest i nati on>
</ Destinati on>
</ Dat aExport >
</ St or aged assAnal ysi s>
</ Anal yti csConfi guration>

The following is a sample response.

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Mn, 31 Cct 2016 12:00: 00 GVr

Content-Length: O

Server: AmazonS3

Related Resources

¢ GET Bucket analytics configuration (p. 116)
* DELETE Bucket analytics configuration (p. 74)
¢ List Bucket Analytics Configurations (p. 189)
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PUT Bucket cors

Description

Sets the cor s configuration for your bucket. If the configuration exists, Amazon S3 replaces it.

To use this operation, you must be allowed to perform the s3: Put Bucket CORS action. By default, the
bucket owner has this permission and can grant it to others.

You set this configuration on a bucket so that the bucket can service cross-origin requests. For
example, you might want to enable a request whose origin is ht t p: / / www. exanpl e. comto access
your Amazon S3 bucket at my. exanpl e. bucket . comby using the browser's XMLHt t pRequest
capability.

To enable cross-origin resource sharing (CORS) on a bucket, you add the cor s subresource to the
bucket. The cor s subresource is an XML document in which you configure rules that identify origins
and the HTTP methods that can be executed on your bucket. The document is limited to 64 KB in size.
For example, the following cors configuration on a bucket has two rules:

* The first CORSRul e allows cross-origin PUT, POST and DELETE requests whose origin is
htt ps: //ww. exanpl e. comorigins. The rule also allows all headers in a pre-flight OPTIONS
request through the Access- Cont r ol - Request - Header s header. Therefore, in response to any
pre-flight OPTIONS request, Amazon S3 will return any requested headers.

¢ The second rule allows cross-origin GET requests from all the origins. The "' wildcard character
refers to all origins.

<CORSConfi gurati on>
<CORSRul e>
<Al | owedOri gi n>ht t p: // www. exanpl e. conx/ Al | owedCri gi n>

<Al | onedMet hod>PUT</ Al | owedMet hod>
<Al | onedMet hod>POST</ Al | owedMet hod>
<Al | owedMet hod>DELETE</ Al | onedMet hod>

<Al | onedHeader >*</ Al | owedHeader >
</ CORSRul e>
<CORSRul e>
<Al | owedOri gi n>*</ Al | owedOri gi n>
<Al | owedMet hod>GET</ Al | owedMet hod>
</ CORSRul e>
</ CORSConf i gur ati on>

The cor s configuration also allows additional optional configuration parameters as shown in the
following cors configuration on a bucket. For example, this cor s configuration allows cross-origin PUT
and POST requests from ht t p: / / ww. exanpl e. com

<CORSConfi gurati on>
<CORSRul e>

<Al | owedOri gi n>htt p: // www. exanpl e. conx/ Al | owedCOri gi n>
<Al | onedMet hod>PUT</ Al | owedMet hod>
<Al | onedMet hod>POST</ Al | owedMet hod>
<Al | ownedMet hod>DELETE</ Al | owedMet hod>
<Al | onedHeader >*</ Al | owedHeader >
<MaxAgeSeconds>3000</ MaxAgeSeconds>
<ExposeHeader >x- ane- server - si de- encrypti on</ ExposeHeader >
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</ CORSRul e>

</ CORSConfi gurati on>

In the preceding configuration, CORSRul e includes the following additional optional parameters:

MaxAgeSeconds—Specifies the time in seconds that the browser will cache an Amazon S3
response to a pre-flight OPTIONS request for the specified resource. In this example, this parameter
is 3000 seconds. Caching enables the browsers to avoid sending pre-flight OPTIONS request to
Amazon S3 for repeated requests.

ExposeHeader —Identifies the response header (in this case x- anz- ser ver - si de- encr ypt i on)
that you want customers to be able to access from their applications (for example, from a JavaScript
XM_Ht t pRequest object).

When Amazon S3 receives a cross-origin request (or a pre-flight OPTIONS request) against a bucket,
it evaluates the cor s configuration on the bucket and uses the first CORSRul e rule that matches the
incoming browser request to enable a cross-origin request. For a rule to match, the following conditions
must be met:

The request's Ori gi n header must match Al | owedOri gi n elements.

The request method (for example, GET, PUT, HEAD and so on) or the Access- Contr ol -
Request - Met hod header in case of a pre-flight OPTI ONS request must be one of the
Al | onedMet hod elements.

Every header specified in the Access- Cont r ol - Request - Header s request header of a pre-flight
request must match an Al | onedHeader element.

For more information about CORS, go to Enabling Cross-Origin Resource Sharing in the Amazon
Simple Storage Service Developer Guide.

Requests

Syntax

PUT /?cors HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Content-Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS

Si gnat ure Version
4) (p. 15))

Cont ent - MD5: NMD5

<CORSConfi gurati on>

<CORSRul e>
<Al | owedOri gi n>Origin you want to allow cross-donain requests fronx/

Al | onedOri gi n>

<Al |l owedOrigin>. .. </ Al'l owedOri gi n>

<Al | onwedMet hod>HTTP net hod</ Al | owedMet hod>
<Al | onedMet hod>. . . </ Al | owedMet hod>

<MaxAgeSeconds>Ti ne in seconds your browser to cache the pre-flight
OPTI ONS response for a resource</ MaxAgeSeconds>
<Al | owedHeader >Headers that you want the browser to be allowed to send</

Al | owedHeader >
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<Al | owedHeader >. . . </ Al | onedHeader >

<ExposeHeader >Headers in the response that you want accessible from
client application</ExposeHeader >

<ExposeHeader >. . . </ ExposeHeader >

</ CORSRul e>
<CORSRul e>

</ CORSRul e>

</ CORSConfi gurati on>

Request Parameters

This implementation of the operation does not use request parameters.
Request Headers

Name Description Required

Cont ent - MD5 The base64-encoded 128-bit MD5 digest of the data. This header | Yes
must be used as a message integrity check to verify that the
request body was not corrupted in transit. For more information, go
to RFC 1864.

Type: String

Default: None

Request Elements

Name Description Required

CORSConf i gur at i onContainer for up to 100 CORSRul es elements. Yes
Type: Container
Children: CORSRul es
Ancestor: None

CORSRul e A set of origins and methods (cross-origin access that Yes
you want to allow). You can add up to 100 rules to the
configuration.

Type: Container

Children: Al | owedOri gi n, Al | owedMet hod,
MaxAgeSeconds, ExposeHeader, | D.
Ancestor: CORSConf i gur ati on

ID A unique identifier for the rule. The ID value can be up to No
255 characters long. The IDs help you find a rule in the
configuration.

Type: String
Ancestor: CORSRul e

Al | onedMet hod An HTTP method that you want to allow the origin to Yes
execute.
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Name Description Required
Each CORSRul e must identify at least one origin and one
method.
Type: Enum (GET, PUT, HEAD, POST, DELETE)
Ancestor: CORSRul e

Al l onedOrigin An origin that you want to allow cross-domain requests from. | Yes
This can contain at most one * wild character.

Each CORSRul e must identify at least one origin and one
method.

The origin value can include at most one "*' wild character.
For example, "http://*.example.com”. You can also specify
only * as the origin value allowing all origins cross-domain
access.

Type: String
Ancestor: CORSRul e

Al | onedHeader Specifies which headers are allowed in a pre-flight No
OPTIONS request via the Access- Cont r ol - Request -
Header s header. Each header name specified in the
Access- Cont r ol - Request - Header s header must have
a corresponding entry in the rule. Amazon S3 will send only
the allowed headers in a response that were requested.

This can contain at most one * wild character.
Type: String
Ancestor: CORSRul e

MaxAgeSeconds The time in seconds that your browser is to cache the No
preflight response for the specified resource.

A CORSRul e can have at most one MaxAgeSeconds
element.

Type: Integer (seconds)
Ancestor: CORSRul e

ExposeHeader One or more headers in the response that you want No
customers to be able to access from their applications (for
example, from a JavaScript XM_LHt t pRequest object).

You add one ExposeHeader element in the rule for each
header.

Type: String
Ancestor: CORSRul e

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

API Version 2006-03-01
225



Amazon Simple Storage Service APl Reference
Examples

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

The following examples add the cor s subresource to a bucket.

Example : Configure cors

Sample Request

The following PUT request adds the cor s subresource to a bucket (exanpl ebucket).

PUT /?cors HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
x-anz-date: Tue, 21 Aug 2012 17:54:50 GMI
Cont ent - MD5: 8dYi LewFWZy GgV2QBFNI 4We=

Aut hori zation: authorization string
Content -Length: 216

<CORSConfi gurati on>
<CORSRul e>
<Al | owedOri gi n>ht t p: // www. exanpl e. conx/ Al | owedCOri gi n>
<Al | onedMet hod>PUT</ Al | owedMet hod>
<Al | onedMet hod>POST</ Al | owedMet hod>
<Al | owedMet hod>DELETE</ Al | owedMet hod>
<Al | onedHeader >*</ Al | owedHeader >
<MaxAgeSeconds>3000</ MaxAgeSec>
<ExposeHeader >x- ane- server - si de- encrypti on</ ExposeHeader >
</ CORSRul e>
<CORSRul e>
<Al | owedOri gi n>*</ Al | owedCOri gi n>
<Al | ownedMet hod>GET</ Al | owedMet hod>
<Al | onedHeader >*</ Al | onedHeader >
<MaxAgeSeconds>3000</ MaxAgeSeconds>
</ CORSRul e>
</ CORSConfi gur ati on>

Sample Response

HTTP/ 1.1 200 K

X-ane-id-2: CCshOvbOPf xzhwQADy CAgHj / Ck3F9QOVi XKw3r i vZ+CGcBoZSOCahvEIf Pi sZB7B
X-ane-request-id: BDC4B83DF5096BBE

Date: Tue, 21 Aug 2012 17:54:50 GMI

Server: AmazonS3

Related Resources

e GET Bucket cors (p. 121)
¢ DELETE Bucket cors (p. 76)
¢ OPTIONS object (p. 330)
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PUT Bucket inventory configuration

Description

This implementation of the PUT operation adds an inventory configuration (identified by the inventory
ID) to the bucket. You can have up to 1,000 inventory configurations per bucket.

Amazon S3 inventory generates inventories of the objects in the bucket on a daily or weekly basis and
the results are published to a flat file. The bucket that is inventoried is called the source bucket and the
bucket where the inventory flat file is stored is called the destination bucket. The destination bucket
must be in the same region as the source bucket.

When you configure an inventory for a source bucket, you specify the destination bucket where you
want the inventory to be stored, and whether to generate the inventory daily or weekly. You can also
configure what object metadata to include and whether to inventory all object versions or only current
versions. For more information, see Amazon S3 Inventory in the Amazon Simple Storage Service
Developer Guide.

Important

You must create a bucket policy on the destination bucket to grant permissions to Amazon
S3 to write objects to the bucket in the defined location. For an example policy, see Granting
Permissions for Amazon S3 Inventory and Storage Class Analysis.

To use this operation, you must have permissions to perform the s3: Put | nvent or yConf i gurati on
action. The bucket owner has this permission by default. The bucket owner can grant this permission
to others. For more information about permissions, see Permissions Related to Bucket Subresource
Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

Requests
Syntax

PUT /?i nvent ory& d=configuration-1D HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Content -Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Inventory configuration in the request body

Request Parameters

This implementation of PUT uses the parameter in the following table.

Parameter Description Required
id The ID identifying the inventory configuration. This ID must Yes
match the request element i d. Limited to 64 characters.
Type: String

Default: None
Valid Characters fori d: a-zA-Z0-9-_ .
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Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

In the request, you specify the inventory configuration in the request body, which is specified as XML.
The Examples section shows an example of an inventory configuration.

The following table describes the XML elements in the inventory configuration:

Name Description Required

Account | d The ID of the account that owns the destination bucket. No

Although optional, we recommend that the value be set
to prevent problems if the destination bucket ownership
changes.

Type: String
Ancestor: S3Bucket Desti nati on

Bucket The Amazon Resource Name (ARN) of the bucket where  Yes
inventory results will be published. This destination bucket
must be in the same region as the source bucket.

Type: String
Ancestor: S3Bucket Desti nati on

Desti nation Contains information about where to publish the inventory  Yes
results.

Type: Container
Children: S3Bucket Desti nati on
Ancestor: | nvent or yConfi gurati on

Field Contains the optional fields that are included in the No
inventory results. Multiple Fi el ds can be contained in
Opti onal Fi el ds.

Type: String
Ancestor: Opti onal Fi el ds

Valid values: Si ze, Last Mbdi f i edDat e,
St or aged ass, ETag, | sMul ti part Upl oaded,
Repl i cati onSt at us

Filter Specifies an inventory filter. The inventory only includes No
objects that meet the filter's criteria. If no filter is speciified,
all of the contents of the bucket are inventoried.

Type: Container
Children: Prefi x
Ancestor: | nvent oryConfi gurati on

For mat Specifies the output format of the inventory results. Yes
Currently, Amazon S3 supports the comma-separated
value (CSV) format.

Type: String
Ancestor: S3Bucket Desti nati on
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Name Description
Valid values: CSV

Frequency Specifies how frequently inventory results are produced.
Type: String
Ancestor: Schedul e
Valid values: Dai | y, or Weekl y

Id The ID identifying the inventory configuration. This ID must
match the request parameter i d.

Type: String
Ancestor:l nvent or yConfi gurati on

I nvent or yConf i gur a€ioatains the inventory configuration.
Type: Container

Children: | d,| sEnabl ed, Fi |l t er, Desti nati on,
Schedul e, I ncl udedObj ect Ver si ons, and
Opti onal Fi el ds elements.

Ancestor: None

| sEnabl ed Specifies whether the inventory is enabled or disabled.

If set to Tr ue, inventory results are generated. If set to
Fal se, no inventory is generated.

Type: String
Ancestor: | nvent oryConfi gurati on
Valid values: Tr ue or Fal se

Prefix The prefix that an object must have to be included in the
inventory results.
Type: String
Ancestor: Fi | ter

Prefix The prefix that is prepended to all inventory results.
Type: String
Ancestor: S3Bucket Desti nati on

I ncl udedObj ect Ver sBpasifies which object versions to include in the
inventory results. If set to Al |, the list includes all of the
object versions, which adds the version related fields
Ver si onl d, | sLat est, and Del et eMar ker to the list.
If set to Cur r ent , the list does not contain these version
related fields.

Type: String
Ancestor: | nvent oryConfi gurati on
Valid values: Current or Al |

Optional Fi el ds Contains the optional fields that are included in the
inventory results.

Type: Container
Children: Fi el d

Ancestor: | nvent oryConfi gurati on

Required

Yes

Yes

Yes

Yes

No

No

Yes

No
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Name Description Required
Schedul e Contains the frequency for generating inventory results. Yes
Type: Container
Children: Fr equency
Ancestor: Dest i nati on.

S3Bucket Dest i nat i o@ontains the bucket ARN, file format, bucket owner Yes
(optional), and prefix (optional) where inventory results are
published.

Type: Container
Children: For mat, Account | d, Bucket, Prefix

Ancestor: Dest i nati on.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

Special Errors

Amazon S3 checks the validity of the proposed | nvent or yConf i gur ati on element and verifies
whether the proposed configuration is valid when you call the PUT operation. The following table lists
the errors and possible causes.

HTTP Error Code Cause

HTTP 400 Bad InvalidArgument Invalid argument.

Request

HTTP 403 AccessDenied You are not the owner of the specified bucket, or you do
For bi dden not have the s3: Put | nvent or yConfi gur ati on bucket

permission to set the configuration on the bucket.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Creating an Inventory Configuration

The following PUT request for the bucket exanpl ebucket creates a new or replaces an existing
inventory configuration with the ID r epor t 1. The configuration is defined in the request body.
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PUT /?inventory& d=reportl HTTP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com
Date: Mn, 31 Cct 2016 12:00: 00 GJr
Aut hori zation: authorization string
Content-Length: |ength

<?xm version="1.0" encodi ng="UTF- 8" ?>

<l nvent oryConfi guration xm ns="http://s3.amazonaws. conf doc/ 2006- 03- 01/ ">
<l d>reporti</1d>
<l sEnabl ed>t rue</ | senabl ed>

<Filter>
<Prefix>filterPrefix/</Prefix>
</Filter>

<Desti nati on>
<S3Bucket Desti nati on>
<For mat >CSVv</ For mat >
<Account | d>123456789012</ Account | d>
<Bucket >ar n: aws: s3::: desti nati on- bucket </ Bucket >
<Prefix>prefixl</Prefix>
</ S3Bucket Dest i nati on>
</ Desti nati on>
<Schedul e>
<Fr equency>Dai | y</ Frequency>
</ Schedul e>
<l ncl udedj ect Ver si ons>Al | </ | ncl udedj ect Ver si ons>
<Opti onal Fi el ds>
<Fi el d>Si ze</ Fi el d>
<Fi el d>Last Modi fi edDat e</ Fi el d>
<Fi el d>ETag</ Fi el d>
<Fi el d>St or aged ass</ Fi el d>
<Fi el d>l sMul ti part Upl oaded</ Fi el d>
<Fi el d>Repl i cati onSt at us</ Fi el d>
</ Optional Fi el ds>
</l nvent oryConfi guration>

The following is a sample response.

HTTP/ 1.1 200 K

x-ane-id-2: Ygl Pl fBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6QKo
X-ane-request-id: 236A8905248E5A01

Date: Mon, 31 Cct 2016 12:00:00 GMI

Content-Length: O

Server: AmazonS3

Related Resources

¢ GET Bucket inventory configuration (p. 124)
 DELETE Bucket inventory configuration (p. 78)
¢ List Bucket Inventory Configurations (p. 193)
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PUT Bucket lifecycle

Description

Creates a new lifecycle configuration for the bucket or replaces an existing lifecycle configuration. For
information about lifecycle configuration, go to Object Lifecycle Management in the Amazon Simple
Storage Service Developer Guide.

Note

Bucket lifecycle configuration now supports specifying lifecycle rule using object key name
prefix, one or more object tags, or combination of both. Accordingly, this section describes the
latest API. The previous version of the API supported filtering based only on object key name
prefix, which is supported for backward compatibility For related API description, see PUT
Bucket lifecycle (deprecated) (p. 463).

Permissions

By default, all Amazon S3 resources are private, including buckets, objects, and related subresources
(for example, lifecycle configuration and website configuration). Only the resource owner (that is,

the AWS account that created it) can access the resource. The resource owner can optionally grant
access permissions to others by writing an access policy. For this operation, a user must get the

s3: Put Li f ecycl eConf i gur at i on permission.

You can also explicitly deny permissions. Explicit deny also supersedes any other permissions. If you
want to block users or accounts from removing or deleting objects from your bucket, you must deny
them permissions for the following actions.

¢ s3: Del et eObj ect
e 53: Del et eCbj ect Ver si on
e s3: PutLifecycl eConfiguration

For more information about permissions, see Managing Access Permissions to Your Amazon S3
Resources in the Amazon Simple Storage Service Developer Guide.

Requests
Syntax

PUT /?lifecycle HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com
Content-Length: length

Date: date

Aut hori zation: authorization string
Cont ent - MD5: ND5

Lifecycle configuration in the request body

For details about aut hori zati on stri ng, see Authenticating Requests (AWS Signature Version
4) (p. 15).

Request Parameters

This implementation of the operation does not use request parameters.
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Requests
Request Headers
Name Description Required
Cont ent - MD5 The base64-encoded 128-bit MD5 digest of the Yes

data. This header must be used as a message
integrity check to verify that the request body was
not corrupted in transit. For more information, go
to RFC 1864.

Type: String

Default: None

Request Body

You specify the lifecycle configuration in your request body. The lifecycle configuration is specified as
XML consisting of one or more rules.

<Li fecycl eConfi guration>
<Rul e>

</ Rul e>
<Rul e>
</ Rul e>

</ Li fecycl eConfi gurati on>

Each rule consists of the following:

« Filter identifying a subset of objects to which the rule applies. The filter can be based on key name
prefix, object tags, or combination of both.

¢ Status whether rule is in effect.

¢ One or more lifecycle transition and expiration actions that you want Amazon S3 to perform on
the objects identified by the filter. If the state of your bucket is versioning-enabled or versioning-
suspended, you can have many versions of the same object (one current version and zero or more
noncurrent versions). Amazon S3 provides predefined actions you can specify for current and
noncurrent object versions.

For example,

<Li f ecycl eConfi gurati on>

<Rul e>
<Filter>
<Prefix>key-prefix</Prefix>
</Filter>

<St atus>rul e- st at us</ St at us>
One or nore Transition/Expiration |ifecycle actions.
</ Rul e>
</ Li fecycl eConfi gurati on>

For more information, see Object Lifecycle Management in the Amazon Simple Storage Service
Developer Guide.
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Requests

For more information, see Lifecycle Configuration Elements in the Amazon Simple Storage Service

Developer Guide.

The following table describes the XML elements in the lifecycle configuration:

Name

Description

Abort | nconpl et eMul ti part Upl o&dntainer for specifying when an incomplete

And

Dat e

Days

DaysAfterlnitiation

multipart upload becomes eligible for an abort
operation.

When you specify this lifecycle action, the rule
cannot specify tag-based filter.

For more information, see Elements to Describe
Lifecycle Actions in the Amazon Simple Storage
Service Developer Guide.

Child: DaysAfterlnitiation
Type: Container
Ancestor: Rul e.

Container for specify rule filters. These filters
determine the subset of objects to which the
rule applies.

Type: String
Ancestor: Rul e

Object creation date based on which the object
is deemed eligible for lifecycle action. For
example, suppose you add a Transi ti on
action to take effect on December 31, 2014.
S3 will take this action on applicable objects
created on or before this date.

The date value must conform to the ISO 8601
format. The time is always midnight UTC.
Type: String

Ancestor: Expi ration or Transi ti on

Specifies the number of days after object
creation when the specific rule action takes
effect.

Type: Nonnegative Integer when used with
Transi ti on, Positive Integer when used with
Expiration.

Ancestor: Expi rati on, Transi tion.

Specifies the number of days after initiating a
multipart upload when the multipart upload must
be completed. If it does not complete by the
specified number of days, it becomes eligible for
an abort operation and Amazon S3 aborts the
incomplete multipart upload.

Type: Positive Integer.

Required

Yes, if no

other action
is specified
for the rule.

Yes, if you
specify

more than
one filter
conditions
(for example,
one prefix
and one or
more tags).

Yes, if

Days and

Expi r edObj ect Del et eMar kel
are absent.

Yes, if

Dat e and

Expi r edObj ect Del et eMar kel
are absent.

Yes, if
ancestor is
specified.
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Requests

Name

Expiration

Filter

Description

Ancestor:
Abort | nconpl et eMul ti part Upl oad.

This action specifies a period in an object's
lifetime when Amazon S3 should take the
appropriate expiration action. The action
Amazon S3 takes depends on whether the
bucket is versioning-enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 deletes the only copy of
the object permanently.

» Otherwise, if your bucket is versioning-
enabled (or versioning is suspended), the
action applies only to the current version of
the object. A versioning-enabled bucket can
have many versions of the same object, one
current version, and zero or more noncurrent
versions.

Instead of deleting the current version,
Amazon S3 makes it a noncurrent version by
adding a delete marker as the new current
version.

Important

If your bucket state is versioning-
suspended, Amazon S3 creates a
delete marker with version ID nul | .
If you have a version with version ID
nul | , then Amazon S3 overwrites
that version.

Note

To set expiration for noncurrent
objects, you must use the
Noncur r ent Ver si onExpi rati on
action.

Type: Container
Children: Days or Date
Ancestor: Rule

Container for elements that describe filter
identifying subset of objects to which the
lifecycle rule applies. If you specify an empty
filter (<Fi | t er ></ Fi | t er >), the rule applies to
all objects in the bucket.

Type: String

Children: Prefix, Tag

Ancestor: Rule

Required

Yes, if no
other action
is present in
the Rul e.

Yes
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Requests
Name Description Required
ID Unique identifier for the rule. The value cannot No
be longer than 255 characters.
Type: String
Ancestor: Rule
Key Specifies key of a tag. A tag key can be up to Yes, if
128 Unicode characters in length. <Tag>
Tag keys you specify in lifecycle rule filter must | parent is
be unique. specified.
For more information, see Object Tagging in
the Amazon Simple Storage Service Developer
Guide.
Type: String
Ancestor: Tag
Li f ecycl eConfi guration Container for lifecycle rules. You can add as Yes
many as 1000 rules.
Type: Container
Children: Rule
Ancestor: None
Expi r edObj ect Del et eMar ker On a versioned bucket (versioning-enabled Yes, if Dat e
or versioning-suspended bucket), you can and Days
add this element in the lifecycle configuration are absent.

to direct Amazon S3 to delete expired object
delete markers. For an example, see Example
8: Removing Expired Object Delete Markers in
the Amazon Simple Storage Service Developer
Guide. On a nonversioned bucket, adding this
element in a policy is meaningless because you
cannot have delete markers and the element
will not do anything.

For more information, see Elements to Describe
Lifecycle Actions in the Amazon Simple Storage
Service Developer Guide.

When you specify this lifecycle action, the rule
cannot specify tag-based filter.

Type: String

Valid values: true | false (the value f al se is
allowed, but it is no-op and Amazon S3 will not
take action if the value is f al se)

Ancestor: Expi rati on.
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Requests

Name

Noncur r ent Days

Noncur rent Ver si onExpi rati on

Noncur rent Ver si onTransi ti on

Prefix

Description

Specifies the number of days an object is
noncurrent before Amazon S3 can perform the
associated action. For information about the
noncurrent days calculations, see How Amazon
S3 Calculates When an Object Became
Noncurrent in the Amazon Simple Storage
Service Developer Guide.

Type: Nonnegative Integer when used
with Noncurrent Ver si onTransi ti on,
Positive Integer when used with

Noncur rent Ver si onExpi rati on.

Ancestor: Noncur r ent Ver si onExpi rati on
or Noncurrent Versi onTransi tion

Specifies when noncurrent object versions
expire. Upon expiration, Amazon S3
permanently deletes the noncurrent object
versions.

You set this lifecycle configuration action

on a bucket that has versioning enabled (or
suspended) to request that Amazon S3 delete
noncurrent object versions at a specific period in
the object's lifetime.

Type: Container
Children: NoncurrentDays
Ancestor: Rule

Container for the transition rule that describes
when noncurrent objects transition to the
STANDARD | A or GLACIER storage class.

If your bucket is versioning-enabled (or
versioning is suspended), you can set this
action to request that Amazon S3 transition
noncurrent object versions at a specific period in
the object's lifetime.

Type: Container

Children: NoncurrentDays and StorageClass
Ancestor: Rule

Object key prefix identifying one or more
objects to which the rule applies. Empty prefix
(<Pr ef i x></ Pr ef i x>) indicates there is no
filter based on key prefix.

There can be at most one Prefix in a lifecycle
rule Filter.

Type: String
Ancestor: Filter or And (if you specify multiple
filters such as a prefix and one or more tags).

Required

Yes

Yes, if no
other action
is present in
the Rul e.

Yes, if no
other action
is present in
the Rul e.

No
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Requests
Name Description Required
Rul e Container for a lifecycle rule. A lifecycle Yes
configuration can contain as many as 1,000
rules.
Type: Container
Ancestor:LifecycleConfiguration
St at us If Enabled, Amazon S3 executes the rule as Yes
scheduled. If Disabled, Amazon S3 ignores the
rule.
Type: String
Ancestor: Rule
Valid values: Enabled, Disabled.
St or ageCl ass Specifies the Amazon S3 storage class to which | Yes
you want the object to transition. )
Type: String ThIS elgment
. is required
Ancestor: Transition and only if you
NoncurrentVersionTransition specify one
Valid values: STANDARD_IA | GLACIER. or both its
ancestors.
Tag Container for specifying a tag key and value. No

Each tag has a key and a value.
Type: Container
Children: Key and Value

Ancestor: Filter or And (if you specify multiple
filters such as a prefix and one or more tags).
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Responses
Name Description Required
Transition This action specifies a period in the objects' Yes, if no
lifetime when Amazon S3 should transition other action
them to the STANDARD | A or the GLACIER is present in
storage class. When this action is in effect, the Rul e.

what Amazon S3 does depends on whether the
bucket is versioning-enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 transitions the only copy
of the object to the specified storage class.

¢ Otherwise, when your bucket is versioning-
enabled (or versioning is suspended) Amazon
S3 transitions only the current versions of
objects identified in the rule.

Note

A versioning-enabled bucket

can have many versions of

an object. This action has no
impact on the noncurrent object
versions. To transition noncurrent
objects, you must use the
Noncurrent Ver si onTr ansi ti on
action.

Type: Container
Children: Days or Date, and StorageClass
Ancestor: Rule

Val ue Specifies the value for a tag key. Each object No
tag is a key-value pair. If you specify a tag-
based filter in a lifecycle rule in which you
specify only key but not value, it indicates that
object must have a tag with specific key but
value does not matter.

Tag value can be up to 256 Unicode characters
in length.

Type: String

Ancestor: Tag

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.
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Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Add lifecycle configuration - bucket not versioning-
enabled

The following lifecycle configuration specifies two rules, each with one action.

¢ The Transition action requests Amazon S3 to transition objects with the "documents/" prefix to the
GLACIER storage class 30 days after creation.

¢ The Expiration action requests Amazon S3 to delete objects with the "logs/" prefix 365 days after
creation.

<Li f ecycl eConfi gurati on>
<Rul e>
<| D>i d1</ | D>
<Filter>
<Prefi x>docunent s/ </ Prefi x>
</Filter>
<St at us>Enabl ed</ St at us>
<Transition>
<Days>30</ Days>
<St or ageC ass>G.ACl ER</ St or ageCl ass>
</ Transition>
</ Rul e>
<Rul e>
<| D>i d2</ | D>
<Filter>
<Prefi x>l ogs/ </ Prefix>
</Filter>
<St at us>Enabl ed</ St at us>
<Expi rati on>
<Days>365</ Days>
</ Expiration>
</ Rul e>
</ Li fecycl eConfi gurati on>

The following is a sample PUT /?li f ecycl e request that adds the preceding lifecycle configuration to
the exanpl ebucket bucket.

PUT /?lifecycle HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
x-anz-date: Wed, 14 May 2014 02:11:21 GMI
Cont ent - MD5: 6yJDl | kcBaGE b3QLY69A==

Aut hori zation: authorization string
Content - Lengt h: 415

<Li f ecycl eConfi gurati on>
<Rul e>
<| D>i d1</ | D>
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<Filter>
<Pr efi x>docunent s/ </ Prefi x>
</Filter>

<St at us>Enabl ed</ St at us>
<Transition>
<Days>30</ Days>
<St or aged ass>G_ACI ER</ St or aged ass>
</Transition>
</ Rul e>
<Rul e>
<| D>i d2</ | D>
<Filter>
<Prefix>l ogs/ </ Prefix>
</Filter>
<St at us>Enabl ed</ St at us>
<Expi ration>
<Days>365</ Days>
</ Expiration>
</ Rul e>
</ Li fecycl eConfi guration>

The following is a sample response.

HTTP/ 1.1 200 K

x-anz-id-2: r+gR7+nhXt JDDI J0JJYcd+1j 5nM r UFi i i Z/ f NoDQOsd3J UES NWWLNHXmv Pf wivbdc
X-anz-request-id: 9E26D08072A8EF9E

Date: Wed, 14 May 2014 02:11:22 GV

Content-Length: 0O

Server: AmazonS3

Example 2: Add lifecycle configuration - bucket is versioning-
enabled

The following lifecycle configuration specifies two rules, each with one action for Amazon S3 to
perform. You specify these actions when your bucket is versioning-enabled or versioning is suspended:

e The Noncurr ent Ver si onExpi r at i on action requests Amazon S3 to expire noncurrent versions of
objects with the "logs/" prefix 100 days after the objects become noncurrent.

¢ The Noncurrent Ver si onTr ansi t i on action requests Amazon S3 to transition noncurrent
versions of objects with the "documents/" prefix to the GLACIER storage class 30 days after they
become noncurrent.

<Li f eCycl eConfi gurati on>

<Rul e>
<| D>Del et eAf t er Becomi ngNonCur rent </ | D>
<Filter>

<Prefix>l ogs/ </ Prefix>
</[Filter>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onExpi rati on>
<Noncur r ent Days>100</ Noncur r ent Days>

</ Noncur r ent Ver si onExpi r ati on>

</ Rul e>

<Rul e>
<I D>Transi ti onAfter Becom ngNonCurrent</| D>
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<Filter>
<Pr efi x>docunent s/ </ Prefi x>
</Filter>

<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onTransi ti on>
<Noncur r ent Days>30</ Noncur r ent Days>
<St or aged ass>G_ACI ER</ St or aged ass>
</ Noncur rent Versi onTransi ti on>
</ Rul e>
</ Li feCycl eConfi guration>

The following is a sample PUT / ?1i f ecycl e request that adds the preceding lifecycle configuration to
the exanpl ebucket bucket.

PUT /?lifecycle HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
x-ane-date: Wed, 14 May 2014 02:21:48 GVII
Cont ent - MD5: 961 xHOInDqVNKkazDddgnw==

Aut hori zation: authorization string

Cont ent - Lengt h: 598

<Li feCycl eConfi gurati on>
<Rul e>
<| D>Del et eAf t er Becom ngNonCur rent </ | D>
<Filter>
<Prefi x>l ogs/ </ Prefix>
</[Filter>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onExpi rati on>
<Noncur r ent Days>1</ Noncur r ent Days>
</ Noncur r ent Ver si onExpi rati on>
</ Rul e>
<Rul e>
<I D>Transi ti onSoonAf t er Becom ngNonCurrent </ | D>
<Filter>
<Prefi x>docunent s/ </ Prefi x>
</[Filter>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onTransi ti on>
<Noncur r ent Days>0</ Noncur r ent Days>
<St or aged ass>G.ACI ER</ St or aged ass>
</ Noncurrent Versi onTransi ti on>
</ Rul e>
</ Li f eCycl eConfi gurati on>

The following is a sample response.

HTTP/ 1.1 200 K

x-ane-id-2: aXQ+Kbl r miviroQ' / 3bMIDTW Cnj Arwj e+J49Hf +j 44yRb/ Vimbl kgl CBA
+PT98Cp/ 6k07hf +LD2mY=

X-anz-request-id: 02D7ECACL0381EB1

Date: Wed, 14 May 2014 02:21:50 GJr

Content-Length: 0O

Server: AmazonS3
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Additional Examples

Lifecycle configuration topic in the developer guide provides additional examples. For more
information, go to Examples of Lifecycle Configuration.

Related Resources

¢ GET Bucket lifecycle (p. 129)
 DELETE Bucket lifecycle (p. 80)
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PUT Bucket policy

Description

This implementation of the PUT operation uses the pol i cy subresource to add to or replace a policy
on a bucket. If the bucket already has a policy, the one in this request completely replaces it. To
perform this operation, you must be the bucket owner.

If you are not the bucket owner but have Put Bucket Pol i cy permissions on the bucket, Amazon S3
returns a 405 Met hod Not Al | owed. In all other cases for a PUT bucket policy request that is not
from the bucket owner, Amazon S3 returns 403 Access Deni ed. There are restrictions about who
can create bucket policies and which objects in a bucket they can apply to. For more information, go to
Using Bucket Policies.

Requests

Syntax

PUT /?policy HTTP/1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

Policy witten in JSON

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

The body is a JSON string containing the policy contents containing the policy statements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

PUT response elements return whether the operation succeeded or not.
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Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request shows the PUT individual policy request for the bucket.

PUT /?policy HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Tue, 04 Apr 2010 20: 34:56 GMI
Aut hori zation: authorization string

{
"Version":"2008-10-17",
"1d":"aaaa- bbbb-cccc-dddd",

"Statenent" : [
{
"Effect":"All ow',
" Si dll : " 1Il ,
"Principal" : {

"AWS":["111122223333", "444455556666" ]
b,
"Action":["s3:*"],
"Resource":"arn:aws: s3::: bucket/*"

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: UuaglLuByR50ni nt u9SAMPLEAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732SAMPLE7374
Date: Tue, 04 Apr 2010 20: 34:56 GMI

Connection: keep-alive

Server: AmazonS3

Related Resources

e PUT Bucket (p. 201)
¢ DELETE Bucket (p. 72)
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PUT Bucket logging

Description

Note
The logging implementation of PUT Bucket is a beta feature.

This implementation of the PUT operation uses the | oggi ng subresource to set the logging
parameters for a bucket and to specify permissions for who can view and modify the logging
parameters. To set the logging status of a bucket, you must be the bucket owner.

The bucket owner is automatically granted FULL_CONTROL to all logs. You use the Gr ant ee request
element to grant access to other people. The Per nmi ssi ons request element specifies the kind of
access the grantee has to the logs.

To enable logging, you use Loggi ngEnabl ed and its children request elements.

To disable logging, you use an empty Bucket Loggi ngSt at us request element:

<Bucket Loggi ngSt at us xm ns="http://doc. s3. anazonaws. conf 2006- 03- 01" />

For more information about creating a bucket, see PUT Bucket (p. 201). For more information about
returning the logging status of a bucket, see GET Bucket logging (p. 140).

Requests
Syntax

PUT /2l ogging HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

Request el enents vary dependi ng on what you're setting.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

Name Description Required

Bucket Loggi ngSt at us | Container for logging status information. Yes
Type: Container
Children: LoggingEnabled
Ancestry: None
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Requests
Name Description Required
Emai | Addr ess E-mail address of the person being granted logging No
permissions.
Type: String
Children: None

Ancestry:
BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant.Grantee

G ant Container for the grantee and his/her logging permissions. No
Type: Container
Children: Grantee, Permission

Ancestry:
BucketLoggingStatus.LoggingEnabled.TargetGrants

G ant ee Container for Enai | Addr ess of the person being granted No
logging permissions. For more information, see Grantee
Values (p. 249).
Type: Container
Children: EmailAddress

Ancestry:
BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant

Loggi ngEnabl ed Container for logging information. This element is present No
when you are enabling logging (and not present when you
are disabling logging).
Type: Container
Children: Grant, TargetBucket, TargetPrefix
Ancestry: BucketLoggingStatus

Per m ssi on Logging permissions given to the Gr ant ee for the bucket. No
The bucket owner is automatically granted FULL_CONTROL
to all logs delivered to the bucket. This optional element
enables you grant access to others.
Type: String
Valid Values: FULL_CONTROL | READ | WRITE
Children: None

Ancestry:
BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant

Tar get Bucket Specifies the bucket where you want Amazon S3 to store No
server access logs. You can have your logs delivered to any
bucket that you own, including the same bucket that is being
logged. You can also configure multiple buckets to deliver
their logs to the same target bucket. In this case you should
choose a different TargetPrefix for each source bucket so
that the delivered log files can be distinguished by key.

Type: String
Children: None
Ancestry: BucketLoggingStatus.LoggingEnabled
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Responses
Name Description Required
Target Grants Container for granting information. No

Type: Container
Children: Grant, Permission
Ancestry: BucketLoggingStatus.LoggingEnabled

Tar get Prefix This element lets you specify a prefix for the keys that the No
log files will be stored under.

Type: String
Children: None
Ancestry: BucketLoggingStatus.LoggingEnabled

Grantee Values

You can specify the person (grantee) to whom you're assigning access rights (using request elements)
in the following ways:

¢ By the person's ID:

<Grantee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
xsi :type="Canoni cal User " ><| D>| D</ | D><Di spl ayName>G ant eesEmai | </

Di spl ayNane>

</ Grant ee>

Di spl ayNane is optional and ignored in the request.
¢ By Email address:

<Grantee xm ns:xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
xsi :type="AmazonCust omer ByEmai | " ><Emai | Addr ess>G ant ees@nai | . conx/
Emai | Address>lt;/ G ant ee>

The grantee is resolved to the Canoni cal User and, in a response to a GET Obj ect acl request,
appears as the Canoni cal User .

e By URL:

<G antee xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-i nst ance"
Xsi :type="G oup"><URI >http://acs. anazonaws. coni gr oups/ gl obal /
Aut hent i cat edUser s</ URI ></ Gr ant ee>

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.
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Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This request enables logging and gives the grantee of the bucket READ access to the logs.

PUT ?l ogging HTTP/ 1.1

Host: quot es. s3. amazonaws. com
Content-Length: 214

Date: Wed, 25 Nov 2009 12:00:00 GMI
Aut hori zation: authorization string

<?xm version="1.0" encodi ng="UTF-8"?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" >
<Loggi ngEnabl ed>
<Tar get Bucket >nybucket | ogs</ Tar get Bucket >
<Tar get Pref i x>nmybucket - access_| og-/ </ Tar get Prefi x>
<Tar get Grant s>
<G ant >
<G antee xnl ns: xsi="http://ww. w3. org/ 2001/ XMLSchena- i nst ance"
Xsi : type="AmazonCust oner ByEnai | " >
<Emai | Addr ess>user @onpany. conx/ Emai | Addr ess>
</ Grant ee>
<Per m ssi on>READ</ Per ni ssi on>
</ Grant >
</ Tar get G ant s>
</ Loggi ngEnabl ed>
</ Bucket Loggi ngSt at us>

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: YglPlfBi Ka2bj 0KMy95r/ 0zo3enzU4dzsD4r c KCHQUAD Qkf 3ShJ TOOp XUueF6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Sample Request Disabling Logging

This request disables logging on the bucket, quot es.

PUT ?l oggi ng HTTP/ 1.1

Host: quotes. s3. amazonaws. com
Content - Length: 214

Date: Wed, 25 Nov 2009 12:00: 00 GMr
Aut hori zation: authorization string

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. com 2006- 03-01" />

API Version 2006-03-01
250




Amazon Simple Storage Service APl Reference
Related Resources

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GV

Related Resources

¢ PUT Object (p. 347)

¢ DELETE Bucket (p. 72)

e PUT Bucket (p. 201)

¢ GET Bucket logging (p. 140)
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PUT Bucket notification

Description

The Amazon S3 notification feature enables you to receive notifications when certain events happen in
your bucket. For more information about event notifications, go to Configuring Event Notifications in the
Amazon Simple Storage Service Developer Guide.

Using this API, you can replace an existing notification configuration. The configuration is an XML file
that defines the event types that you want Amazon S3 to publish and the destination where you want
Amazon S3 to publish an event notification when it detects an event of the specified type.

By default, your bucket has no event notifications configured. That is, the notification configuration will
be an empty Not i fi cati onConfi gurati on.

<Noti fi cati onConfi guration>
</ Noti fi cationConfigurati on>

This operation replaces the existing notification configuration with the configuration you include in the
request body.

After Amazon S3 receives this request, it first verifies that any Amazon Simple Notification Service
(Amazon SNS) or Amazon Simple Queue Service (Amazon SQS) destination exists, and that the
bucket owner has permission to publish to it by sending a test natification. In the case of AWS Lambda
destinations, Amazon S3 verifies that the Lambda function permissions grant Amazon S3 permission to
invoke the function from the Amazon S3 bucket. For more information, go to Configuring Notifications
for Amazon S3 Events in the Amazon Simple Storage Service Developer Guide.

You can disable natifications by adding the empty Not i fi cati onConf i gur ati on element.

By default, only the bucket owner can configure notifications on a bucket. However, bucket
owners can use a bucket policy to grant permission to other users to set this configuration with
s3: Put Bucket Not i fi cati on permission.

Note

The PUT notification is an atomic operation. For example, suppose your notification
configuration includes SNS topic, SQS queue, and Lambda function configurations. When you
send a PUT request with this configuration, Amazon S3 sends test messages to your SNS
topic. If the message fails, the entire PUT operation will fail, and Amazon S3 will not add the
configuration to your bucket.

Requests
Syntax

PUT /?notification HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

<Noti fi cati onConfi gurati on>
<Topi cConfi gurati on>
<l d>Confi gurationld</Id>

API Version 2006-03-01
252



http://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html

Amazon Simple Storage Service APl Reference
Requests

<Filter>
<S3Key>
<FilterRul e>
<Nane>pr ef i x</ Name>
<Val ue>pr ef i x- val ue</ Val ue>
</FilterRul e>
<FilterRul e>
<Nane>suf f i x</ Name>
<Val ue>pr ef i x- val ue</ Val ue>
</FilterRul e>
</ S3Key>
</[Filter>
<Topi c>Topi cARN</ Topi c>
<Event >event -t ype</ Event >
<Event >event -t ype</ Event >

</ Topi cConfi gurati on>
<QueueConfi guration>
<l d>Confi gurationld</I1d>
<Filter>

</Filter>
<Queue>QueueARN</ Queue>

<Event >event - t ype</ Event >
<Event >event - t ype</ Event >

</ QueueConfi gurati on>
<C oudFuncti onConfi gurati on>
<l d>Confi gurationld</Id>
<Filter>
</Filter>
<C oudFuncti on>cl oud-f uncti on- ar n</ C oudFunct i on>
<Event >event - t ype</ Event >

</ d oudFuncti onConfi gurati on>

</ Noti fi cationConfigurati on>

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For

more information, see Common Request Headers (p. 3).

Request Elements

Name Description

C oudFuncti on Lambda cloud function ARN that Amazon S3 can invoke
when it detects events of the specified type.
Type: String

Ancestor: C oudFunct i onConfi guration

Required

Required if
Cl oudFuncti onConfi guration
is added.
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Name

Description

Cl oudFunct i onConf i Gontinenfor specifying the AWS Lambda notification

Event

Filter

FilterRule

configuration.
Type: Container

Children: An 1 d,Fi | ter, Cl oudFuncti on, and one, or
more Event .

Ancestor: Not i fi cati onConfi guration

Bucket event for which to send notifications.

Note

You can add multiple instance of

QueueConfi guration, Topi cConfi gurati on,
or d oudFuncti onConfi gur ati on to the
notification configuration.

Type: String

Valid Values: For a list of supported event types, go to
Configuring Event Notifications in the Amazon Simple
Storage Service Developer Guide.

Ancestor: Topi cConfi gurati on,
QueueConfi guration, and
Cl oudFuncti onConfi gurati on.

Container for S3Key, which contains object key nhame
filtering rules. For information about key name filtering, go
to Configuring Event Notifications in the Amazon Simple
Storage Service Developer Guide.

Type: Container
Children: S3Key

Ancestor: Topi cConf i gurati on,
QueueConfi guration, or
Cl oudFuncti onConfi gurati on.

Container for key value pair that defines the criteria for the
filter rule.

Container S3Key
Type: Container
Children: Nane and Val ue
Ancestor: S3Key

Optional unique identifier for each of the configurations in
the Noti fi cati onConfi gurati on. If you don't provide,
Amazon S3 will assign an ID.

Type: String

Ancestor: Topi cConfi gurati on and
QueueConfiguration

Required
No

Required if

Topi cConfi gurati on,
QueueConfi guration

or

Cl oudFuncti onConfi gurati on
is added.

No

No

No
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Name

Description

Object key name prefix or suffix identifying one or more
objects to which the filtering rule applies. Maximum prefix
length can be up to 1,024 characters. Overlapping prefixes
and suffixes are not supported. For more information, go
to Configuring Event Notifications in the Amazon Simple
Storage Service Developer Guide.

Type: String
Ancestor: Fil ter Rul e

Valid values: prefi x or suf fi x

Required
No

Noti fi cati onConfi gGoatdioner for specifying the notification configuration of the Yes

Queue

bucket. If this element is empty, notifications are turned off
on the bucket.

Type: Container

Children: one or more Topi cConfi gurati on,
QueueConfi guration, and
Cl oudFuncti onConfi gur ati on elements.

Ancestor: None

Amazon SQS queue ARN to which Amazon S3 will publish
a message when it detects events of specified type.

Type: String
Ancestor: Topi cConfi gurati on

QueueConfi gur at i onContainer for specifying the SQS queue configuration for

S3Key

Topi ¢

the notification. You can add one or more of these queue
configurations, each identifying one or more event types.

Type: Container

Children: An I d, Fil ter, Topi c, and one, or more
Event .

Ancestor: Noti fi cati onConfi guration

Container for object key name prefix and suffix filtering
rules.

Type: Container
Children: One ormore Fil terRul e
Ancestor: Fi |l ter

Amazon SNS topic ARN to which Amazon S3 will publish
a message when it detects events of specified type.

Type: String
Ancestor: Topi cConfi guration

Required if
QueueConfi guration
is added.

No

No

Required if
Topi cConfi guration
is added.
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Name Description Required

Topi cConf i gur at i onContainer for specifying an SNS topic configuration for the No
notification.

Type: Container

Children: An 1 d, Fil ter, Topi ¢, and one, or more
Event .

Ancestor: Not i fi cati onConfi guration
Val ue Specifies the object key name prefix or suffix to filter on. No
Type: String

Ancestor: Fil terRul e

Responses

Response Headers

In addition to the common response headers (see Common Response Headers (p. 5)), if the
configuration in the request body includes only one Topi cConfi gur at i on specifying only the
s3:ReducedRedundancyLostObject event type, the response will also include the x-amz-sns-test-
message-id header containing the message ID of the test notification sent to topic.

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

Special Errors

Amazon S3 checks the validity of the proposed Not i fi cat i onConfi gur ati on element and verifies
whether the proposed configuration is valid when you call the PUT operation. The following table lists
the errors and possible causes.

HTTP Error Code Cause
HTTP 400 Bad InvalidArgument The following conditions can cause this error:
Request

» A specified event is not supported for notifications.

» A specified destination ARN does not exist or is not
well-formed. Verify the destination ARN.

» A specified destination is in a different region than the
bucket. You must use a destination that resides in the
same region as the bucket.

* The bucket owner does not have appropriate
permissions on the specified destination.

* An object key name filtering rule defined with
overlapping prefixes, overlapping suffixes, or
overlapping combinations of prefixes and suffixes for
the same event types.
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HTTP Error Code Cause
HTTP 403 AccessDenied You are not the owner of the specified bucket, or you
For bi dden do not have the s3: Put Bucket Noti fi cati on bucket
permission to set the notification configuration on the
bucket.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Configure Notification to Invoke a cloud function in
Lambda

The following notification configuration includes Cl oudFunct i onConf i gur at i on, which identifies
the event type for which Amazon S3 can invoke a cloud function and the name of the cloud function to
invoke.

<Noti fi cati onConfi guration>
<Cl oudFuncti onConfi gurati on>
<l d>nj ect Cr eat edEvent s</ | d>
<C oudFuncti on>ar n: aws: | anbda: us-
west - 2: 35667exanpl e: functi on: Creat eThunbnai | </ C oudFuncti on>
<Event >s3: Obj ect Cr eat ed: *</ Event >
</ d oudFuncti onConfi gur ati on>
</ Noti fi cati onConfigurati on>

The following PUT uploads the notification configuration. The operation replaces the existing
notification configuration.

PUT http://s3.amazonaws. conl exanpl ebucket ?notificati on= HTTP/ 1.1
User-Agent: s3curl 2.0

Host: s3. amazonaws.com

Pragma: no-cache

Accept: */*

Proxy- Connecti on: Keep-Alive

Aut hori zation: authorization string

Date: Mon, 13 Cct 2014 23:14:52 +0000

Content-Length: |ength

[ request body]

The following is a sample response.

HTTP/ 1.1 200 K

x-ane-id-2: 8+Fl wagBSoT2qpMad f CUKRKFR5WBCeS7UnhoBb17j +kqvpS2cSFI gJ5colLd53d2
X-anz-request-id: E5BA4600A3937335

Date: Fri, 31 Oct 2014 01:49:50 GMI

Content-Length: O

Server: AmazonS3

Example 2: Configure a Notification with Multiple Destinations
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The following notification configuration includes the topic and queue configurations:

» A topic configuration identifying an SNS topic for Amazon S3 to publish events of the
s3: ReducedRedundancylLost Cbj ect type.

¢ A queue configuration identifying an SQS queue for Amazon S3 to publish events of the
s3: Obj ect Cr eat ed: * type.

<Noti fi cati onConfi guration>
<Topi cConfi gurati on>
<Topi c>arn: aws: sns: us-east - 1: 356671443308: s3notifi cati ont opi c2</ Topi c>
<Event >s3: ReducedRedundancyLost Obj ect </ Event >
</ Topi cConfi gurati on>
<QueueConfi gurati on>
<Queue>arn: aws: sqs: us-east - 1: 356671443308: s3noti fi cati onqueue</ Queue>
<Event >s3: Obj ect Cr eat ed: *</ Event >
</ QueueConfi gurati on>
</ Noti fi cati onConfiguration>

The following PUT request against the notification subresource of the exanpl ebucket bucket sends
the preceding natification configuration in the request body. The operation replaces the existing
notification configuration on the bucket.

PUT http://s3.amazonaws. conl exanpl ebucket ?notificati on= HTTP/ 1.1
User-Agent: s3curl 2.0

Host: s3. amazonaws.com

Pragma: no-cache

Accept: */*

Pr oxy- Connecti on: Keep-Alive

Aut hori zation: authorization string

Date: Mon, 13 Cct 2014 22:58:43 +0000

Cont ent - Lengt h: 391

Expect: 100-conti nue

The following is a sample response.

HTTP/ 1.1 200 K

x-ane-id-2: Sl vJLkfunoAG LZK3KqHSSUg4kwbudkr ROTESoHOpDac ULy +cxRoR1Svr f oyvg2A
X-ane-request-id: BB1BASE12D6A80B7

Date: Mon, 13 Cct 2014 22:58:44 GV

Content-Length: O

Server: AmazonS3

Example 3: Configure a Notification with Object Key Name
Filtering

The following notification configuration contains a queue configuration identifying an Amazon SQS
queue for Amazon S3 to publish events to of the s3: Cbj ect Cr eat ed: Put type. The events will be
published whenever an object that has a prefix of i mrages/ and a . j pg suffix is PUT to a bucket. For
more examples of notification configurations that use filtering, go to Configuring Event Notifications in
the Amazon Simple Storage Service Developer Guide.

<Noti fi cati onConfi gurati on>
<QueueConfi guration>
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<l d>1</1d>
<Filter>
<S3Key>

<FilterRul e>
<Nane>pr ef i x</ Name>
<Val ue>i mages/ </ Val ue>
</FilterRul e>
<FilterRul e>
<Name>suf f i x</ Name>
<Val ue>. j pg</ Val ue>
</FilterRul e>
</ S3Key>
</Filter>
<Queue>ar n: aws: sgs: us- west - 2: 444455556666: s3noti fi cati onqueue</ Queue>
<Event >s3: bj ect Cr eat ed: Put </ Event >
</ QueueConfi gurati on>
</ Noti fi cationConfigurati on>

The following PUT request against the notification subresource of the exanpl ebucket bucket sends
the preceding natification configuration in the request body. The operation replaces the existing
notification configuration on the bucket.

PUT http://s3.amazonaws. conl exanpl ebucket ?notificati on= HTTP/ 1.1
User-Agent: s3curl 2.0

Host: s3. amazonaws.com

Pragma: no-cache

Accept: */*

Proxy- Connecti on: Keep-Alive

Aut hori zation: authorization string

Date: Mon, 13 Oct 2014 22:58:43 +0000

Content-Length: |ength

Expect: 100-conti nue

The following is a sample response.

HTTP/ 1.1 200 K

x-anz-id-2: Sl vJLKfunoAGd LZK3KgHSSUg4kwbudkr ROTESoHOpDac ULy +cxRoR1Svr f oyvg2A
X-anz-request-id: BBLBASE12D6A80B7

Date: Mn, 13 Cct 2014 22:58:44 GJI

Content-Length: O

Server: AmazonS3

Related Resources

¢ GET Bucket notification (p. 143)
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PUT Bucket replication

Description

In a versioning-enabled bucket, this operation creates a new replication configuration (or replaces
an existing one, if present). Amazon S3 stores the configuration in the r epl i cat i on subresource
associated with the bucket. If the r epl i cat i on subresource does not exist, Amazon S3 creates it;
otherwise, Amazon S3 replaces the configuration stored in the subresource. For information about
replication configuration, go to Cross-Region Replication in the Amazon Simple Storage Service
Developer Guide.

Important

If you have an object expiration lifecycle policy in your non-versioned bucket and you want to
maintain the same permanent delete behavior when you enable versioning, you must add a
noncurrent expiration policy. The noncurrent expiration lifecycle policy will manage the deletes
of the noncurrent object versions in the version-enabled bucket. (A version-enabled bucket
maintains one current and zero or more noncurrent object versions.) For more information,
see Lifecycle and Versioning in the Amazon Simple Storage Service Developer Guide.

This operation requires permission for the s3: Put Repl i cat i onConf i gur ati on action. For more
information about permissions, go to Using Bucket Policies and User Policies in the Amazon Simple
Storage Service Developer Guide.

Requests
Syntax

PUT /?replication HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Content-Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 15))
Cont ent - MD5: MD5

Replication configuration XML in the body

Request Parameters

This implementation of the operation does not use request parameters.
Request Headers

Name Description Required

Cont ent - MD5 The base64-encoded 128-bit MD5 digest of the Yes
data. This header must be used as a message
integrity check to verify that the request body was
not corrupted in transit. For more information, go
to RFC 1864.

Type: String

Default: None
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Request Body

You specify the replication configuration in the request body. The configuration includes one or more
rules. Each rule provides information such as an key name prefix identifying objects with specific
prefixes that you want to replicate (an empty prefix indicates all objects), rule status, and details about
the destination.

The destination details include the bucket where you want replicas stored and optional storage class
you want to use to store the replicas.

Amazon S3 acts only on rules with the status "Enabled." The configuration also identifies an IAM role
for Amazon S3 to assume for copying objects. This role must have sufficient permissions to read
objects from the source bucket and replicate them into the target bucket.

<Repl i cati onConfi guration>
<Rol e>| AM r ol e- ARN</ Rol e>
<Rul e>
<I D>Rul e- 1</ | D>
<St at us>rul e- st at us</ St at us>
<Prefix>key-prefix</Prefix>
<Desti nati on>
<Bucket >ar n: aws: s3: : : bucket - nanme</ Bucket >
<St or aged ass>opti onal -desti nati on-storage-cl ass-override</
St or ageCl ass>
</ Destination>
</ Rul e>
<Rul e>
<I D>Rul e- 2</ | D>

</ Rul e>

</ Repl i cati onConfi guration>

The following table describes the XML elements in the replication configuration:

Name Description Required

Repl i cati onConfi guration Container for replication rules. You can add Yes
as many as 1,000 rules. Total replication
configuration size can be up to 2 MB.

Type: Container
Children: Rul e
Ancestor: None

Rol e Amazon Resource Name (ARN) of an IAM role | Yes
for Amazon S3 to assume when replicating the
objects.

Type: String
Ancestor: Rule

Rul e Container for information about a particular Yes
replication rule. Replication configuration must
have at least one rule and can contain up to
1,000 rules.
Type: Container

Ancestor:Repl i cati onConfi guration
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Name

I D

St at us

Prefix

Desti nation

Bucket

St or aged ass

Description Required

Unique identifier for the rule. The value cannot No
be longer than 255 characters.

Type: String
Ancestor: Rule

The rule is ignored if status is not Enabl ed. Yes
Type: String

Ancestor: Rule

Valid values: Enabl ed, Di sabl ed.

Object keyname prefix identifying one or more Yes
objects to which the rule applies. Maximum

prefix length can be up to 1,024 characters.
Overlapping prefixes are not supported.

Type: String
Ancestor: Rul e

Container for destination information. Yes
Type: Container
Ancestor: Rule

Amazon resource name (ARN) of the bucket Yes
where you want Amazon S3 to store replicas of
the object identified by the rule.

If you have multiple rules in your replication
configuration, note that all these rules must
specify the same bucket as the destination. That
is, replication configuration can replicate objects
only to one destination bucket.

Type: String
Ancestor: Destination

Optional destination storage class override to No
use when replicating objects. If not specified,
Amazon S3 uses the storage class of the

source object to create object replica.

Type: String

Ancestor: Destination

Default: Storage class of the source object.

Valid Values: STANDARD | STANDARD | A |
REDUCED_REDUNDANCY

Constraints: You cannot specify GLACI ER as
the storage class. You can transition objects
to the GLACI ER storage class using lifecycle
configuration. For more information, go to
Object Lifecycle Management in the Amazon
Simple Storage Service Developer Guide.
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Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Add replication configuration

The following is a sample PUT request that creates ar epl i cat i on subresource on the specified
bucket and saves the replication configuration in it. The replication configuration specifies a rule to
replicate to the exanpl et ar get bucket bucket any new objects created with the key name prefix
"TaxDocs".

After you add a replication configuration to your bucket, Amazon S3 assumes the |IAM role specified in
the configuration in order to replicate objects on behalf of the bucket owner, which is the AWS account
that created the bucket.

PUT /?replication HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
x-ane-date: Wed, 11 Feb 2015 02:11:21 GMI
Cont ent - MD5: q6yJDl | kcBaGEH b3QLY69A==

Aut hori zation: authorization string

Cont ent - Lengt h: 406

<Repl i cati onConfi guration>
<Rol e>arn: aws: i am : 35667exanpl e: rol e/ Cr ossRegi onRepl i cat i onRol eFor S3</ Rol e>
<Rul e>
<| D>rul el</ | D>
<Pref i x>TaxDocs</ Prefi x>
<St at us>Enabl ed</ St at us>
<Desti nati on>
<Bucket >ar n: aws: s3: : : exanpl et ar get bucket </ Bucket >
</ Destinati on>
</ Rul e>
</ Repl i cati onConfi guration>

The following is a sample response.

HTTP/ 1.1 200 K

x-ane-id-2: r+gR7+nhXt JDDI J0JJYcd+1j 5nM r UFi i i Z/ f NoDGs d3JUESNWWLNHXmv Pf wivbdc
X-ane-request-id: 9E26D08072A8EF9E

Date: Wed, 11 Feb 2015 02:11:22 GMVIr
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Content-Length: O
Server: AmazonS3

If you want Amazon S3 to replicate objects having key name prefixes other than "TaxDocs", you
can add more rules to the replication configuration. However, you cannot set two rules that specify
overlapping prefixes, implying two rules for the same set of objects. For example, Amazon S3 will
respond with an error if you attempt to set the following replication configuration on a bucket.

<Repl i cati onConfi gurati on>
<Rol e>arn: aws: i am : 35667exanpl e: rol e/ Cr ossRegi onRepl i cati onRol eFor S3</ Rol e>
<Rul e>
<| D>rul el</ | D>
<Pr ef i x>TaxDocs</ Prefi x>
<St at us>Enabl ed</ St at us>
<Desti nati on>
<Bucket >ar n: aws: s3: : : exanpl et ar get bucket 1</ Bucket >
</ Destinati on>
</ Rul e>
<Rul e>
<| D>rul e2</ | D>
<Pr ef i x>TaxDocs/ 2015</ Pr ef i x>
<St at us>Enabl ed</ St at us>
<Desti nati on>
<Bucket >ar n: aws: s3: : : exanpl et ar get bucket 1</ Bucket >
</ Destinati on>
</ Rul e>
</ Repli cati onConfiguration>

In this non-working replication configuration, note the following:

¢ The first rule requests Amazon S3 to replicate objects with the key name prefix "TaxDocs" to a
bucket.

« The second rule requests Amazon S3 to replicate objects with the key name prefix "TaxDocs/2015"
to another bucket.

Suppose you upload an object with keyname "TaxDocs/2015/docl.pdf", the keyname prefix satisfies
both rules. Amazon S3 does not support adding replication configuration with rules that specify
overlapping prefixes.

You can optionally specify storage class for the object replicas as shown in the XML fragment which
directs Amazon S3 to use the STANDARD_IA storage class when creating object replicas:

<Desti nati on>
<Bucket >ar n: aws: s3: : : exanpl et ar get bucket 1</ Bucket >
<St or ageCl ass>STANDARD | A</ St or ageCl ass>

</ Desti nati on>

Related Resources

¢ GET Bucket replication (p. 148)
« DELETE Bucket replication (p. 84)

¢ For information about enabling versioning on a bucket, go to Using Versioning in the Amazon Simple
Storage Service Developer Guide.
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¢ By default, a resource owner, in this case the AWS account that created the bucket, can perform this
operation, and can also grant others permission to perform the operation. For more information, see
the following topics in the Amazon Simple Storage Service Developer Guide.

« Specifying Permissions in a Policy
* Managing Access Permissions to Your Amazon S3 Resources
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PUT Bucket tagging

Description

This implementation of the PUT operation uses the t aggi ng subresource to add a set of tags to an
existing bucket.

Use tags to organize your AWS bill to reflect your own cost structure. To do this, sign up to get your
AWS account bill with tag key values included. Then, to see the cost of combined resources, organize
your billing information according to resources with the same tag key values. For example, you can tag
several resources with a specific application name, and then organize your billing information to see
the total cost of that application across several services. For more information, see Cost Allocation and
Tagging in About AWS Billing and Cost Management.

To use this operation, you must have permission to perform the s3: Put Bucket Taggi ng action. By
default, the bucket owner has this permission and can grant this permission to others.

Requests
Syntax

The following request shows the syntax for sending tagging information in the request body.

PUT /?tagging HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

<Taggi ng>
<TagSet >
<Tag>
<Key>Tag Nane</ Key>
<Val ue>Tag Val ue</ Val ue>
</ Tag>
</ TagSet >
</ Taggi ng>

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

Content-MD5 will be a required header for this operation.

Request Elements

Name Description Required
Taggi ng Container for the TagSet and Tag elements. Yes
Type: String

Ancestors: None
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Name Description Required

TagSet Container for a set of tags Yes
Type: Container
Ancestors: Taggi ng

Tag Container for tag information. Yes
Type: Container
Ancestors: TagSet

Key Name of the tag. Yes
Type: String
Ancestors: Tag

Val ue Value of the tag. Yes
Type: String

Ancestors: Tag

Responses

Response Headers

The operation returns response header that are common to most responses. For more information, see
Common Response Headers (p. 5).

Response Elements

This operation does not return response elements.

Special Errors

« InvalidTagError - The tag provided was not a valid tag. This error can occur if the tag did not pass
input validation. See the CostAllocation docs for a description of valid tags.

¢ MalformedXMLError - The XML provided does not match the schema.

¢ OperationAbortedError - A conflicting conditional operation is currently in progress against this
resource. Please try again.

¢ InternalError - The service was unable to apply the provided tag to the bucket.

Examples
Sample Request: Add tag set to a bucket

The following request adds a tag set to the existing exanpl ebucket bucket.

PUT ?taggi ng HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
Content - Lengt h: 1660

x-anz-date: Thu, 12 Apr 2012 20:04:21 GMI
Aut hori zation: authorization string

<Taggi ng>
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<TagSet >
<Tag>
<Key>Pr oj ect </ Key>
<Val ue>Pr oj ect One</ Val ue>
</ Tag>
<Tag>
<Key>User </ Key>
<Val ue>j sm t h</ Val ue>
</ Tag>
</ TagSet >
</ Taggi ng>

Sample Response

HTTP/ 1.1 204 No Content

x-anz-id-2: Ygl Pl fBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Oct 2012 12:00: 00 GVI

Related Resources

¢ GET Bucket tagging (p. 152)
¢ DELETE Bucket tagging (p. 86)
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PUT Bucket requestPayment

Description

This implementation of the PUT operation uses the r equest Paynment subresource to set the request
payment configuration of a bucket. By default, the bucket owner pays for downloads from the bucket.
This configuration parameter enables the bucket owner (only) to specify that the person requesting the
download will be charged for the download. For more information, see Requester Pays Buckets.

Requests

Syntax

PUT ?request Payment HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Content-Length: |ength

Date: date

Aut hori zati on: si gnat ur eVal ue

<Request Paynment Confi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/ " >
<Payer >payer </ Payer >
</ Request Paynment Confi gur ati on>

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

Name Description
Payer Specifies who pays for the download and request fees.
Type: Enum

Valid Values: Requester | BucketOwner
Ancestor: RequestPaymentConfiguration

Request Paynment Confi gurati on | Container for Payer .
Type: Container

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).
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Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This request creates a Requester Pays bucket named "colorpictures."

PUT ?request Payment HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com
Content - Lengt h: 173

Date: Wed, 01 Mar 2006 12:00: 00 GVI
Aut hori zation: authorization string

<Request Payment Confi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/ " >
<Payer >Request er </ Payer >
</ Request Payment Confi gur ati on>

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQk 3ShJ TOOp XUue F6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12: 00: 00 GMI

Location: /col orpictures

Content-Length: O

Connection: close

Server: AmazonS3

Related Resources

e PUT Bucket (p. 201)
¢ GET Bucket requestPayment (p. 167)
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PUT Bucket versioning

Description

This implementation of the PUT operation uses the ver si oni ng subresource to set the versioning
state of an existing bucket. To set the versioning state, you must be the bucket owner.

You can set the versioning state with one of the following values:

¢ Enabled—Enables versioning for the objects in the bucket
All objects added to the bucket receive a unique version ID.

¢ Suspended—Disables versioning for the objects in the bucket
All objects added to the bucket receive the version ID nul | .

If the versioning state has never been set on a bucket, it has no versioning state; a GET ver si oni ng
request does not return a versioning state value.

If the bucket owner enables MFA Delete in the bucket versioning configuration, the bucket owner must
include the x- anz- nf a request header and the St at us and the M aDel et e request elements in a
request to set the versioning state of the bucket.

Important

If you have an object expiration lifecycle policy in your non-versioned bucket and you want to
maintain the same permanent delete behavior when you enable versioning, you must add a
noncurrent expiration policy. The noncurrent expiration lifecycle policy will manage the deletes
of the noncurrent object versions in the version-enabled bucket. (A version-enabled bucket
maintains one current and zero or more noncurrent object versions.) For more information,
see Lifecycle and Versioning in the Amazon Simple Storage Service Developer Guide.

For more information about creating a bucket, see PUT Bucket (p. 201). For more information about
returning the versioning state of a bucket, see GET Bucket Versioning Status (p. 169).

Requests
Syntax

PUT /?versioning HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Content-Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 15))
x-ane-nfa: [Serial Nunber] [ TokenCode]

<Ver si oni ngConfi guration xm ns="http://s3.amazonaws. com doc/ 2006- 03- 01/ " >
<St at us>Ver si oni ngSt at e</ St at us>
<M aDel et e>M aDel et eSt at e</ M aDel et e>

</ Ver si oni ngConfi gurati on>

Note the space between [ Seri al Nunber] and [ TokenCode] .

Request Parameters

This implementation of the operation does not use request parameters.
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Request Headers
Name Description Required
x-ane-nf a The value is the concatenation of the authentication device's serial = Conditional
number, a space, and the value displayed on your authentication
device.
Type: String

Default: None

Condition: Required to configure the versioning state if versioning
is configured with MFA Delete enabled.

Request Elements

Name Description Required
St at us Sets the versioning state of the bucket. No
Type: Enum

Valid Values: Suspended | Enabled
Ancestor: VersioningConfiguration

M aDel et e Specifies whether MFA Delete is enabled in the No
bucket versioning configuration. When enabled,
the bucket owner must include the x- ane-
nf a request header in requests to change the
versioning state of a bucket and to permanently
delete a versioned object.

Type: Enum
Valid Values: Disabled | Enabled
Ancestor: VersioningConfiguration

Constraint: Can only be used when you use
St at us.

Ver si oni ngConfi gurati on | Container for setting the versioning state. Yes
Type: Container
Children: Status
Ancestor: None

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.
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Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request enables versioning for the specified bucket.

PUT /?versioning HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 01 Mar 2006 12:00: 00 GVI
Aut hori zation: authorization string
Cont ent - Type: text/plain

Cont ent - Lengt h: 124

<Ver si oni ngConfi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/ " >
<St at us>Enabl ed</ St at us>
</ Ver si oni ngConfi gurati on>

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Sample Request

The following request suspends versioning for the specified bucket.

PUT /?versioning HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 12 Oct 2009 17:50:00 GMI
Aut hori zation: authorization string
Content - Type: text/plain
Content-Length: 124

<Ver si oni ngConfi guration xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ " >
<St at us>Suspended</ St at us>
</ Ver si oni ngConfi gurati on>

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: Ygl Pl fBi Ka2bj OKMy95r/ 0zo3enmzU4dzsD4r c KCHQUAd kT 3ShJ TOOp XUueF6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI
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Sample Request

The following request enables versioning and MFA Delete on a bucket.

PUT /?versioning HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 12 Cct 2009 17:50: 00 GMr
x-anz-nfa:[Serial Nunber] [ TokenCode]
Aut hori zation: authorization string
Content - Type: text/plain

Content - Length: 124

<Ver si oni ngConfi guration xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ ">
<St at us>Enabl ed</ St at us>
<M aDel et e>Enabl ed</ M aDel et e>

</ Ver si oni ngConfi gurati on>

Note the space between [Ser i al Nunber ] and [TokenCode] and that you must include St at us
whenever you use M aDel et e.

Sample Response

HTTPS/ 1.1 200 OK

x-ane-id-2: Ygl PlIfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Location: /col orpictures
Content-Length: 0O
Connection: cl ose
Server: AmazonS3

Related Resources

¢ DELETE Bucket (p. 72)
e PUT Bucket (p. 201)
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PUT Bucket website

Description

Sets the configuration of the website that is specified in the websi t e subresource. To configure a
bucket as a website, you can add this subresource on the bucket with website configuration information
such as the file name of the index document and any redirect rules. For more information, go to
Hosting Websites on Amazon S3 in the Amazon Simple Storage Service Developer Guide.

This PUT operation requires the S3: Put Bucket Wbsi t e permission. By default, only the bucket
owner can configure the websi t e attached to a bucket; however, bucket owners can allow

other users to set the websi t e configuration by writing a bucket policy that grants them the

S3: Put Bucket Websi t e permission.

Requests
Syntax

PUT /?website HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Content -Lengt h: ContentLength

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

<Websi t eConfiguration xm ns="http://s3. amazonaws. conif doc/ 2006- 03-01/ ">
<l-- website configuration information. -->
</ Websi t eConfi gurati on>

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

You can use a website configuration to redirect all requests to the website endpoint of a bucket, or you
can add routing rules that redirect only specific requests.

¢ To redirect all website requests sent to the bucket's website endpoint, you add a website
configuration with the following elements. Because all requests are send to another website, you
don't need to provide index document name for the bucket.

Name Description Required

Websi t eConfi gur at i onThe root element for the website configuration Yes
Type: Container
Ancestors: None
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Requests
Name Description Required
Redi r ect Al | Request s[TDescribes the redirect behavior for every request Yes

to this bucket's website endpoint. If this element is
present, no other siblings are allowed.

Type: Container
Ancestors: WebsiteConfiguration

Host Nane Name of the host where requests will be redirected. Yes
Type: String
Ancestors: RedirectAllIRequestsTo

Pr ot ocol Protocol to use (http, https) when redirecting requests. | No
The default is the protocol that is used in the original
request.

Type: String
Ancestors: RedirectAllRequestsTo

« If you want granular control over redirects, you can use the following elements to add routing rules
that describe conditions for redirecting requests and information about the redirect destination. In
this case, the website configuration must provide an index document for the bucket, because some
requests might not be redirected.

Name Description Required

Websi t eConfi gur at i onContainer for the request Yes
Type: Container
Ancestors: None

I ndexDocunent Container for the Suf f i x element. Yes
Type: Container
Ancestors: WebsiteConfiguration

Suf fix A suffix that is appended to a request that is for Yes
a directory on the website endpoint (e.g., if the
suffix is index.html and you make a request to
sanpl ebucket /i mages/ , the data that is returned will
be for the object with the key name images/index.html)

The suffix must not be empty and must not include a
slash character.

Type: String
Ancestors: WebsiteConfiguration.IndexDocument

Er r or Docunent Container for the Key element No
Type: Container
Ancestors: WebsiteConfiguration

Key The object key name to use when a 4XX class error Conditional
occurs. This key identifies the page that is returned
when such an error occurs.

Type: String
Ancestors: WebsiteConfiguration.ErrorDocument

Condition: Required when Er r or Docunent is
specified.

Rout i ngRul es Container for a collection of RoutingRule elements. No
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Name

Rout i ngRul e

Condi tion

KeyPr ef i xEqual s

Description Required

Type: Container
Ancestors: WebsiteConfiguration

Container for one routing rule that identifies a condition = Yes
and a redirect that applies when the condition is met.

Type: String

Ancestors: WebsiteConfiguration.RoutingRules

Condition: In a Rout i ngRul es container, there must
be at least one of Rout i ngRul e element.

A container for describing a condition that must be met | No
for the specified redirect to apply. For example:

* If request is for pages in the / docs folder, redirect to
the / docunent s folder.

* If request results in HTTP error 4xx, redirect request
to another host where you might process the error.

Type: Container

Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule

The object key name prefix when the redirect Conditional
is applied. For example, to redirect requests

for Exanpl ePage. ht ml , the key prefix will be

Exanpl ePage. ht ml . To redirect request for all pages
with the prefix docs/ , the key prefix will be / docs,

which identifies all objects in the docs/ folder.

Type: String

Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Condition
Condition: Required when the parent

element Condi ti on is specified and sibling

Ht t pEr r or CodeRet ur nedEqual s is not specified. If
both conditions are specified, both must be true for the
redirect to be applied.

Ht t pEr r or CodeRet ur netiig ISP error code when the redirect is applied. Conditional

In the event of an error, if the error code equals this

value, then the specified redirect is applied.

Type: String

Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Condition
Condition: Required when parent element Condi ti on

is specified and sibling KeyPr ef i xEqual s is not
specified. If both are specified, then both must be true

for the redirect to be applied.
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Name Description Required
Redi r ect Container for redirect information. You can redirect Yes

requests to another host, to another page, or with
another protocol. In the event of an error, you can
specify a different error code to return.

Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule

Pr ot ocol The protocol to use in the redirect request. No
Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Redirect
Valid Values: http, https
Condition: Not required if one of the siblings is present

Host Nane The host name to use in the redirect request. No
Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Redirect
Condition: Not required if one of the siblings is present

Repl aceKeyPr ef i xW t hThe object key prefix to use in the redirect request. No
For example, to redirect requests for all pages
with prefix docs/ (objects in the docs/ folder) to
docunent s/, you can set a condi t i on block with
KeyPr ef i xEqual s setto docs/ and in the Redi r ect
set Repl aceKeyPrefi xWthto/docunents.

Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Redirect

Condition: Not required if one of the siblings is present.
Can be present only if Repl aceKeyW t h is not
provided.

Repl aceKeyW t h The specific object key to use in the redirect request. No
For example, redirect requestto error. ht m .

Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Redirect

Condition: Not required if one of the sibling is present.
Can be present only if Repl aceKeyPr ef i XW t h is not
provided.

Ht t pRedi r ect Code The HTTP redirect code to use on the response. No
Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Redirect
Condition: Not required if one of the siblings is present.
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Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

Examples

Example 1: Configure bucket as a website (add website
configuration)

The following request configures a bucket exanpl e. comas a website. The configuration in the
request specifies index.html as the index document. It also specifies the optional error document,
SoneEr r or Docunent . ht m .

PUT ?website HTTP/ 1.1

Host: exanpl e. com s3. anmazonaws. com
Cont ent - Lengt h: 256

Date: Thu, 27 Jan 2011 12: 00: 00 GMI
Aut hori zati on: signatureVal ue

<Websi t eConfiguration xm ns='http://s3. amazonaws. coni doc/ 2006- 03-01/"' >
<l ndexDocunent >
<Suf fi x>i ndex. ht m </ Suf fi x>
</ I ndexDocunent >
<Err or Docunent >
<Key>SomneEr r or Document . ht m </ Key>
</ Err or Docunent >
</ Websi t eConfi gurati on>

Amazon S3 returns the following sample response.

HTTP/ 1.1 200 K

x-anz-id-2: Ygl Pl fBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 80CD4368BD211111

Date: Thu, 27 Jan 2011 00: 00: 00 GMI

Content-Length: O

Server: AmazonS3

Example 2: Configure bucket as a website but redirect all
requests

The following request configures a bucket www. exanpl e. comas a website; however, the
configuration specifies that all GET requests for the www. exanpl e. combucket's website endpoint will
be redirected to host exanpl e. com

PUT ?website HTTP/ 1.1
Host: www. exanpl e. com s3. amazonaws. com
Cont ent - Lengt h: | engt h-val ue
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Date: Thu, 27 Jan 2011 12:00: 00 GMVIr
Aut hori zation: signatureVal ue

<Websi t eConfigurati on xm ns='http://s3. amazonaws. com doc/ 2006- 03-01/"' >
<Redi rect Al | Request sTo>
<Host Name>exanpl e. conx/ Host Nane>
</ Redi rect Al | Request sTo>
</ Websi t eConfi gurati on>

This redirect can be useful when you want to serve requests for both ht t p: / / ww. exanpl e. comand
ht t p: / / exanpl e. com but you want to maintain the website content in only one bucket, in this case
exanpl e. com For more information, go to Hosting Websites on Amazon S3 in the Amazon Simple
Storage Service Developer Guide.

Example 3: Configure bucket as a website and also specify
optional redirection rules

Example 1 is the simplest website configuration. It configures a bucket as a website by providing only
an index document and an error document. You can further customize the website configuration by
adding routing rules that redirect requests for one or more objects. For example, suppose your bucket
contained the following objects:

index.html
docs/articlel.html
docs/article2.html

If you decided to rename the folder from docs/ to docunent s/, you would need to redirect requests
for prefix / docs to docunent s/ . For example, a request for docs/ arti cl el. ht i will need to be
redirected to docunent s/ articlel. htn .

In this case, you update the website configuration and add a routing rule as shown in the following
request:

PUT ?website HTTP/ 1.1

Host: www. exanpl e. com s3. anmazonaws. com
Cont ent - Lengt h: | engt h-val ue

Date: Thu, 27 Jan 2011 12:00: 00 GMVIr
Aut hori zation: signatureVal ue

<Websi t eConfiguration xm ns='http://s3. amazonaws. com doc/ 2006- 03-01/"' >
<l ndexDocunent >
<Suf fi x>i ndex. ht ml </ Suf fi x>
</ | ndexDocunent >
<Er r or Docunent >
<Key>Error. ht m </ Key>
</ Er r or Docunent >

<Rout i ngRul es>
<Rout i ngRul e>
<Condi ti on>
<KeyPr ef i xEqual s>docs/ </ KeyPr ef i xEqual s>
</ Condi ti on>
<Redi rect >
<Repl aceKeyPr ef i xXW t h>docunent s/ </ Repl aceKeyPr ef i xXWt h>
</ Redi rect >
</ Rout i ngRul e>
</ Rout i ngRul es>
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‘</V‘ébsi teConfi gurati on>

Example 4: Configure bucket as a website and redirect errors

You can use a routing rule to specify a condition that checks for a specific HTTP error code. When a
page request results in this error, you can optionally reroute requests. For example, you might route
requests to another host and optionally process the error. The routing rule in the following requests
redirects requests to an EC2 instance in the event of an HTTP error 404. For illustration, the redirect
also inserts a object key prefix r epor t - 404/ in the redirect. For example, if you request a page
Exanpl ePage. ht ml and it results in a HTTP 404 error, the request is routed to a page report - 404/
test Page. ht M on the specified EC2 instance. If there is no routing rule and the HTTP error 404
occurred, then Er r or . ht M would be returned.

PUT ?website HTTP/ 1.1

Host: www. exanpl e. com s3. amazonaws. com
Cont ent - Lengt h: 580

Date: Thu, 27 Jan 2011 12: 00: 00 GMI
Aut hori zation: signatureVal ue

<Websi teConfigurati on xm ns='"http://s3. amazonaws. com doc/ 2006- 03-01/"' >
<l ndexDocunent >
<Suf fi x>i ndex. ht m </ Suf fi x>
</ | ndexDocunent >
<Err or Docunent >
<Key>Error. ht m </ Key>
</ Er r or Docunent >

<Rout i ngRul es>
<Rout i ngRul e>
<Condi ti on>
<Ht t pEr r or CodeRet ur nedEqual s>404</ Ht t pEr r or CodeRet ur nedEqual s >
</ Condi ti on>
<Redi rect >
<Host Name>ec2- 11- 22- 333- 44. conput e- 1. anazonaws. conx/ Host Nanme>
<Repl aceKeyPr ef i xXW t h>r eport - 404/ </ Repl aceKeyPr ef i xXW t h>
</ Redi rect >
</ Rout i ngRul e>
</ Rout i ngRul es>
</ Websi t eConfi gurati on>

Example 5: Configure a bucket as a website and redirect folder
requests to a page

Suppose you have the following pages in your bucket:

images/photol.jpg

images/photo2.jpg

images/photo3.jpg

Now you want to route requests for all pages with the i nages/ prefix to go to a single page,
error page. ht nl . You can add a website configuration to your bucket with the routing rule shown in
the following request:

PUT ?website HTTP/ 1.1
Host: www. exanpl e. com s3. anmazonaws. com
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PUT

Content - Lengt h: 481
Date: Thu, 27 Jan 2011 12:00: 00 GMVIr
Aut hori zation: signatureVal ue

<Websi t eConfigurati on xm ns='http://s3. amazonaws. com doc/ 2006- 03-01/"' >
<l ndexDocunent >
<Suf fi x>i ndex. ht M </ Suf fi x>
</ I ndexDocunent >
<Er r or Docunent >
<Key>Error. ht m </ Key>
</ Er r or Docunent >

<Rout i ngRul es>
<Rout i ngRul e>
<Condi ti on>
<KeyPr ef i xEqual s>i mages/ </ KeyPr ef i xEqual s>
</ Condi ti on>
<Redi rect >
<Repl aceKeyW t h>er r or page. ht ml </ Repl aceKeyW t h>
</ Redirect >
</ Rout i ngRul e>
</ Rout i ngRul es>
</ Websi t eConfi gurati on>

Bucket Metrics

Description

Sets or updates a metrics configuration for the CloudWatch request metrics (specified by the metrics
configuration ID) from the bucket. If you're updating an existing metrics configuration, note that this is
a full replacement of the existing metrics configuration, meaning that if you don't include the elements
you want to keep, they will be erased.

Requests
Syntax

PUT /?metrics& d=Id HTTP/ 1.1

HOST: Bucket Nane. s3. anazonaws. com

Content -Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 15))
Metrics configuration in the request body.

Request Parameters

Parameter Description Required
Bucket Nane The name of the bucket containing the metrics configurations to Yes
retrieve.
Type: String
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Parameter Description

Id The ID used to identify the metrics configuration.

Required

Yes

Met ri csConf i gur 8peaifies the metrics configuration for CloudWatch request metrics Yes

on this bucket.

The request for this operation requires a Met ri csConf i gur ati on element, which has an | d and may

alsohaveaFilter:

Parameter Description

Id The ID used to identify the metrics configuration.
Type: String

Filter Specifies a metrics configuration filter. The metrics

configuration only includes objects that meet the
filter's criteria. A filter must be a prefix, a tag, or a
conjunction (And).

Type: Container

Required

Yes

No

Each Fi | t er can be made of one or more of the following elements. There's a limit of 11 predicates
for each filter, of which there can be one prefix and up to ten tags in a single filter.

Name Description

Prefix A string of text used at the beginning of a object key
name to infer hierarchy.
Type: String

Tag A key value name pair, used to organize objects by
association.

Type: Container

And A conjunction (logical AND) of predicates, which is
used in evaluating a metrics filter. The operator must
have at least two predicates, and an object must
match all of the predicates in order for the filter to
apply.

Type: Container

Each And can be made of at least two in any combination of the following:

Name Description

Prefix A string of text used at the beginning of a object key
name to infer hierarchy.
Type: String

Tag A key value name pair, used to organize objects by
association.

Type: Container

Required

No

No

No

Required

No

No
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Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

The operation returns response header that are common to most responses. For more information, see
Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

First Sample Request

Put a metric configuration that enables metrics for an entire bucket.

PUT /?metrics& d=EntireBucket HTTP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com
x-ane-date: Thu, 15 Nov 2016 00:17:21 GVI
Aut hori zation: signatureVal ue

Cont ent - Lengt h: 159

<?xm version="1.0" encodi ng="UTF-8"?>

<MetricsConfiguration xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/">
<l d>Enti reBucket </ | d>

</ MetricsConfiguration>

First Sample Response

Put a metric configuration that enables metrics for an entire bucket.

HTTP/ 1.1 204 No Content

x-anz-id-2: | TnGT1ly4REXAMPLEPi 4hkl TXouTf OhcclUj 00i CPEXAMPLEuUt Bj 3M7f PG WO2 SEWD
x-ane-request-id: 51991EXAMPLES321

Date: Thu, 15 Nov 2016 00:17:22 GMVI

Server: AmazonS3
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Second Sample Request

Put a metrics configuration that enables metrics for objects that start with a particular prefix and also
have specific tags applied.

PUT /?nmetrics& d=I nportant Bl ueDocurments HTTP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com

x-ane-date: Thu, 15 Nov 2016 00:17:29 GVI

Aut hori zation: signatureVal ue

Cont ent - Lengt h: 480

<?xm version="1.0" encodi ng="UTF- 8" ?>
<MetricsConfiguration xm ns="http://s3. amazonaws. conl doc/ 2006- 03-01/ ">
<l d>I npor t ant Bl ueDocunent s</ | d>

<Filter>
<And>
<Prefi x>document s/ </ Prefi x>
<Tag>
<Key>priority</ Key>
<Val ue>hi gh</ Val ue>
</ Tag>
<Tag>
<Key>cl ass</ Key>
<Val ue>bl ue</ Val ue>
</ Tag>
</ And>
</Filter>

</ MetricsConfiguration>

Second Sample Response

Put a metrics configuration that enables metrics for objects that start with a particular prefix and also
have specific tags applied.

HTTP/ 1.1 204 No Content

x-ane-id-2: |1 TnGT1ly4REXAMPLEPI 4hkl TXouTf OhccUj 00i CPEXAMPLEuUt Bj 3M7f PG WOR2 SEW
X-ane-request-id: 51991EXAMPLE5321

Date: Thu, 15 Nov 2016 00:17:29 GVI

Server: AmazonS3

Related Resources

¢ DELETE Bucket Metrics (p. 89)
e GET Bucket Metrics (p. 173)
¢ List Bucket Metrics (p. 198)

* Monitoring Metrics with Amazon CloudWatch in the Amazon Simple Storage Service Developer
Guide.
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Operations on Objects

This section describes operations you can perform on Amazon S3 objects.

Topics
» DELETE Object (p. 287)
« DELETE Object tagging (p. 291)
¢ Delete Multiple Objects (p. 292)
¢ GET Object (p. 301)
¢ GET Object ACL (p. 313)
¢ GET Object tagging (p. 317)
¢ GET Object torrent (p. 320)
¢« HEAD Object (p. 322)
¢« OPTIONS object (p. 330)
¢ POST Object (p. 333)
¢ POST Object restore (p. 343)
¢ PUT Object (p. 347)
¢ PUT Object acl (p. 360)
¢ PUT Object tagging (p. 367)
¢ PUT Object - Copy (p. 370)
« Initiate Multipart Upload (p. 385)
¢ Upload Part (p. 394)
¢ Upload Part - Copy (p. 399)
¢ Complete Multipart Upload (p. 407)
¢ Abort Multipart Upload (p. 413)
e List Parts (p. 415)
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DELETE Object

Description

The DELETE operation removes the null version (if there is one) of an object and inserts a delete
marker, which becomes the current version of the object. If there isn't a null version, Amazon S3 does
not remove any objects.

Versioning

To remove a specific version, you must be the bucket owner and you must use the ver si onl d
subresource. Using this subresource permanently deletes the version. If the object deleted is a delete
marker, Amazon S3 sets the response header, x-amz-delete-marker, to t r ue.

If the object you want to delete is in a bucket where the bucket versioning configuration is MFA Delete
enabled, you must include the x- anez- nf a request header in the DELETE ver si onl d request.
Requests that include x- anz- nf a must use HTTPS.

For more information about MFA Delete, go to Using MFA Delete. To see sample requests that use
versioning, see Sample Request (p. 289).

You can delete objects by explicitly calling the DELETE Object API or configure its lifecycle (see PUT
Bucket lifecycle (p. 233)) to enable Amazon S3 to remove them for you. If you want to block users or
accounts from removing or deleting objects from your bucket you must deny them s3: Del et eChj ect,
s3: Del et eObj ect Ver si on and s3: Put Li f eCycl eConfi gurati on actions.

Requests
Syntax

DELETE / Qoj ect Nanme HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Content-Length: |ength

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

Name Description Required
x-ane-nfa The value is the concatenation of the authentication device's serial | Conditional
number, a space, and the value displayed on your authentication
device.
Type: String

Default: None

Condition: Required to permanently delete a versioned object if
versioning is configured with MFA Delete enabled.
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Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

Header Description
x- ane- del et e- Specifies whether the versioned object that was permanently deleted was
mar ker (t rue) or was not (f al se) a delete marker. In a simple DELETE, this header

indicates whether (t r ue) or not (f al se) a delete marker was created.
Type: Boolean

Valid Values: true | f al se
Default: f al se

x-anz-versi on- | Returns the version ID of the delete marker created as a result of the DELETE
id operation. If you delete a specific object version, the value returned by this
header is the version ID of the object version deleted.

Type: String

Default: None

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request deletes the object, nmy- second- i nage. j pg.

DELETE / my-second-i mage.jpg HTTP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 12 Cct 2009 17:50: 00 GMr
Aut hori zation: authorization string
Content - Type: text/plain

Sample Response

HTTP/ 1.1 204 NoCont ent

x-ane-id-2: LriYPLAnOdAI | fgSn F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
x-ane-request-id: 0A49CE4060975EAC

Date: Wed, 12 Cct 2009 17:50: 00 GV
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Content-Length: O
Connection: close
Server: AmazonS3

Sample Request Deleting a Specified Version of an Object

The following request deletes the specified version of the object, ny- t hi r d- i nage. j pg.

DELETE / my-t hird-i mage.jpg?

ver si onl d=Ul ORUnf ndf i uf di soj hr 398493 f dkj FJj kndnqUi f hnw89493j JFJ HTTP/ 1.1
Host: bucket. s3. anazonaws. com

Date: Wed, 12 Cct 2009 17:50:00 GV

Aut hori zation: authorization string

Cont ent - Type: text/plain

Content-Length: O

Sample Response

HTTP/ 1.1 204 NoCont ent

Xx-ane-id-2: LriYPLdnOdAI | fgSm F1YsVi TILWR4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-ane-request-id: 0A49CE4060975EAC

x-ane-version-id: U ORUnf ndfi uf di soj hr 398493] f dkj FJj kndnqUi f hnw89493j JFJ
Date: Wed, 12 Cct 2009 17:50: 00 GMVI

Content-Length: O

Connection: close

Server: AmazonS3

Sample Response if the Object Deleted is a Delete Marker

HTTP/ 1.1 204 NoCont ent

x-ane-id-2: LriYPLdnOdAI | fgSm F1YsVi TILWR4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-ane-request-id: 0A49CE4060975EAC

x-ane-version-id: 3/L4kqt Jl cpXr oDTDmI+r mSpXd3dl br HY

+MTIRCxf 3vj VBHAONr 8X8gdRQ@BpUM.Uo

x-ane-del et e-marker: true

Date: Wed, 12 Cct 2009 17:50: 00 GMVr

Content-Length: O

Connecti on: cl ose

Server: AmazonS3

Sample Request Deleting a Specified Version of an Object in
an MFA-Enabled Bucket

The following request deletes the specified version of the object, my-t hi r d- i mage. j pg, which is
stored in an MFA-enabled bucket.

DELETE / ny-third-image.jpg?versionl d=U ORUnf ndfi uf HTTP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 12 COct 2009 17:50: 00 GMr

x-ane-nfa:[Serial Nunber] [AuthenticationCode]

Aut hori zation: authorization string

Content - Type: text/plain
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‘Cont ent-Length: 0

Sample Response

HTTPS/ 1. 1 204 NoCont ent

x-ane-id-2: LriYPLAnOdAI | fgSn F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
x-ane-request-id: O0A49CE4060975EAC

x-ane-version-id: U ORUnf ndfi uf

Date: Wed, 12 Cct 2009 17:50: 00 GvVr

Content-Length: O

Connection: cl ose

Server: AmazonS3

Related Resources

¢ PUT Object (p. 347)
¢ DELETE Object (p. 287)
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DELETE Object tagging

Description

This implementation of the DELETE operation uses the t aggi ng subresource to remove the entire tag
set from the specified object. For more information about managing object tags, see Object Tagging in
the Amazon Simple Storage Service Developer Guide.

To use this operation, you must have permission to perform the s3: Del et e(bj ect Taggi ng action.

To delete tags of a specific object version, add the ver si onl d query parameter in the request. You
will need permission for the s3: Del et e(hj ect Ver si onTaggi ng action.

Requests
Syntax

DELETE Obj ect Key/ ?taggi ng HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Examples

Sample Request

The following DELETE request deletes the tag set from the specified object.

DELETE exanpl eobj ect/ ?taggi ng HTTP/ 1.1
Host: exanpl ebucket. s3. amazonaws. com
Date: Wed, 25 Nov 2016 12:00:00 GMI
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‘Aut hori zation: signatureVal ue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Cont ent response. The
tag set for the object has been removed.

HTTP/ 1.1 204 No Cont ent

Date: Wed, 25 Nov 2016 12: 00: 00 GVIT
Connection: close

Server: AmazonS3

Related Resources

¢ PUT Object tagging (p. 367)
¢ GET Object tagging (p. 317)

Delete Multiple Objects
Description

The Multi-Object Delete operation enables you to delete multiple objects from a bucket using a single
HTTP request. If you know the object keys that you want to delete, then this operation provides a
suitable alternative to sending individual delete requests (see DELETE Object (p. 287)), reducing per-
request overhead.

The Multi-Object Delete request contains a list of up to 1000 keys that you want to delete. In the
XML, you provide the object key names, and optionally, version IDs if you want to delete a specific
version of the object from a versioning-enabled bucket. For each key, Amazon S3 performs a delete
operation and returns the result of that delete, success, or failure, in the response. Note that, if the
object specified in the request is not found, Amazon S3 returns the result as deleted.

The Multi-Object Delete operation supports two modes for the response; verbose and quiet. By default,
the operation uses verbose mode in which the response includes the result of deletion of each key in
your request. In quiet mode the response includes only keys where the delete operation encountered
an error. For a successful deletion, the operation does not return any information about the delete in
the response body.

When performing a Multi-Object Delete operation on an MFA Delete enabled bucket, that attempts to
delete any versioned objects, you must include an MFA token. If you do not provide one, the entire
request will fail, even if there are non versioned objects you are attempting to delete. If you provide
an invalid token, whether there are versioned keys in the request or not, the entire Multi-Object Delete
request will fail. For information about MFA Delete, see MFA Delete.

Finally, the Content-MD5 header is required for all Multi-Object Delete requests. Amazon S3 uses the
header value to ensure that your request body has not be altered in transit.

Requests
Syntax

POST / ?del ete HTTP/ 1.1
Host: bucket nane. s3. anazonaws. com
Aut hori zation: authorization string
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Content-Length: Size
Cont ent - MD5: NMD5

<?xm version="1.0" encodi ng="UTF-8"?>
<Del et e>
<Qui et >t rue</ Qui et >
<(bj ect >
<Key>Key</ Key>
<Ver si onl d>Ver si onl d</ Ver si onl d>
</ Obj ect >
<(bj ect >
<Key>Key</ Key>
</ Obj ect >

</ Del et e>

Request Parameters

The Multi-Object Delete operation requires a single query string parameter called "delete" to distinguish
it from other bucket POST operations.

Request Headers

This operation uses the following Request Headers in addition to the request headers common to most
requests. For more information, see Common Request Headers (p. 3).

Name Description Required

Cont ent - MD5 The base64-encoded 128-bit MD5 digest of the data. This header Yes
must be used as a message integrity check to verify that the request
body was not corrupted in transit. For more information, go to RFC
1864.

Type: String

Default: None
Cont ent - Length of the body according to RFC 2616. Yes
Lengt h

Type: String

Default: None

x-ane-nfa The value is the concatenation of the authentication device's Conditional
serial number, a space, and the value that is displayed on your
authentication device.

Type: String

Default: None
Condition: Required to permanently delete a versioned object if
versioning is configured with MFA Delete enabled.

Request Elements

Name Description Required

Del ete Container for the request. Yes
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Name

Qui et

hj ect

Key

Ver si onl d

Responses

Response Headers

Description
Ancestor: None
Type: Container

Children: One or more Obj ect elements and an optional
Qui et element.

Element to enable quiet mode for the request. When you
add this element, you must set its value to true.

Ancestor: Del et e
Type: Boolean

Default: false

Container element that describes the delete request for an
object.

Ancestor: Del et e
Type: Container

Children: Key element and an optional Ver si onl d
element.

Key name of the object to delete.

Ancestor: Qbj ect
Type: String

Versionld for the specific version of the object to delete.

Ancestor: Obj ect
Type: String

Required

No

Yes

Yes

No

This operation uses only response headers that are common to most responses. For more information,
see Common Response Headers (p. 5).

Response Elements

Name

Del et eResul t

Del et ed

Key

Description

Container for the response.
Children: Del et ed, Err or
Type: Container
Ancestor: None

Container element for a successful delete. It identifies the

object that was successfully deleted.
Children: Key, Ver si onl d

Type: Cont ai ner

Ancestor: Del et eResul t

Key name for the object that Amazon S3 attempted to

delete.
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Name

Ver si onl d

Del et eMar ker

Del et eMar ker Ver si onl d

Error

Key

Description
Type: String
Ancestor: Del et ed, or Err or

Versionld for the versioned object in the case of a versioned
delete.

Type: String
Ancestor: Del et ed

DeleteMarker element with a true value indicates that the
request accessed a delete marker.

If a specific delete request either creates or deletes a delete
marker, Amazon S3 returns this element in the response
with a value of true. This is only the case when your Multi-
Object Delete request is on a bucket that has versioning
enabled or suspended. For more information about delete
markers, go to Object Versioning.

Type: Bool ean
Ancestor: Del et ed

Version ID of the delete marker accessed (deleted or
created) by the request.

If the specific delete request in the Multi-Object Delete either
creates or deletes a delete marker, Amazon S3 returns

this element in response with the version ID of the delete
marker. When deleting an object in a bucket with versioning
enabled, this value is present for the following two reasons:

* You send a non-versioned delete request, that is, you
specify only object key and not the version ID. In this
case, Amazon S3 creates a delete marker and returns its
version ID in the response.

* You send a versioned delete request, that is, you specify
an object key and a version ID in your request; however,
the version ID identifies a delete marker. In this case,
Amazon S3 deletes the delete marker and returns the
specific version ID in response. For information about
versioning, go to Object Versioning.

Type: String
Ancestor: Del et ed

Container for a failed delete operation that describes the
object that Amazon S3 attempted to delete and the error it
encountered.

Children: Key, Ver si onl d, Code, Message.
Type: String
Ancestor: Del et eResul t

Key for the object Amazon S3 attempted to delete.
Type: String
Ancestor: Err or
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Name Description
Ver si onl d Version ID of the versioned object Amazon S3 attempted to

delete. Amazon S3 includes this element only in case of a
versioned-delete request.

Type: String
Ancestor: Del et ed, Error

Code Status code for the result of the failed delete. .
Type: String
Values: AccessDeni ed, | nt er nal Error
Ancestor: Error

Message Error description.
Type: String
Ancestor: Er r or

Examples

Example 1: Multi-Object Delete resulting in mixed success/
error response

This example illustrates a Multi-Object Delete request to delete objects that result in mixed success
and errors response.

Sample Request

The following Multi-Object Delete request deletes two objects from a bucket (bucketname). In this
example, the requester does not have permission to delete the sample2.txt object.

PCST /?del ete HTTP/ 1.1

Host: bucket nane. S3. anazonaws. com

Accept: */*

x-anz-date: Wed, 30 Nov 2011 03:39:05 GMI

Cont ent - MD5: p5/ WA/ oEr 30qr EEl 21PAqw==

Aut hori zation: AWS AKI Al OSFODNN7 EXAMPLE: WOqPYCLe6JwkZADlei 6hp9XZl ee=
Content -Lengt h: 125

Connecti on: Keep-Alive

<Del et e>
<(hj ect >
<Key>sanpl el. t xt </ Key>
</ Obj ect >
<(hj ect >
<Key>sanpl e2. t xt </ Key>
</ Obj ect >
</ Del et e>

Sample Response

The response includes a Del et eResul t element that includes a Del et ed element for the item that
Amazon S3 successfully deleted and an Er r or element that Amazon S3 did not delete because you
didn't have permission to delete the object.
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HTTP/ 1.1 200 K

x-ane-id-2: 5h4FxSNCUS7wWP5z92eGCWDs hNpMhRuXv ETa4HH3LvVHEVAI r 0] U7t HOk M7 X+nj Xx
X-ane-request-id: A437B3B641629AEE

Date: Fri, 02 Dec 2011 01:53:42 GV

Cont ent - Type: application/xm

Server: AmazonS3

Content - Lengt h: 251

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Del et eResult xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/" >
<Del et ed>
<Key>sanpl el. t xt </ Key>
</ Del et ed>
<Error>
<Key>sanpl e2. t xt </ Key>
<Code>AccessDeni ed</ Code>
<Message>Access Deni ed</ Message>
</Error>
</ Del et eResul t >

Example 2: Deleting Object from a Versioned Bucket

If you delete an item from a versioning enabled bucket, all versions of that object remain in the bucket;
however, Amazon S3 inserts a delete marker. For more information, go to Object Versioning.

The following scenarios describe the behavior of a Multi-Object Delete request when versioning is
enabled for your bucket.

Case 1 - Simple Delete

The following sample the Multi-Object Delete request specifies only one key.

POST / ?del ete HTTP/ 1.1

Host: bucket nane. S3. anazonaws. com

Accept: */*

x-ane-date: Wed, 30 Nov 2011 03:39:05 GV

Cont ent - MD5: p5/ WA oEr 30qr EEl 21PAqw==

Aut hori zation: AWS AKI Al OSFODNN7EXAMPLE: WOqPYCLe6JwkZADlei 6hp9XZIl ee=
Cont ent - Lengt h: 79

Connection: Keep-Alive

<Del et e>
<(bj ect >
<Key>Sanpl eDocunent . t xt </ Key>
</ Obj ect >
</ Del et e>

Because versioning is enabled on the bucket, Amazon S3 does not delete the object. Instead, it
adds a delete marker for this object. The response indicates that a delete marker was added (the
Del et eMar ker element in the response as a value of true) and the version number of the delete
marker it added.

HTTP/ 1.1 200 K

x-anz-id-2: P3xqgrhuhYxl ref dwdr Ezmlh8z5KDt Gzb+/ FB70i QaScl 9Yaxd8ol YXc7d1l1lllab+
X-ane-request-id: 264A17BF16E9E80A

Date: Wed, 30 Nov 2011 03:39:32 GMI

Cont ent - Type: application/xm
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Server: AmazonS3
Content -Length: 276

<?xm version="1.0" encodi ng="UTF-8"?>
<Del et eResult xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/" >
<Del et ed>
<Key>Sanpl eDocunent . t xt </ Key>
<Del et eMar ker >t r ue</ Del et eMar ker >
<Del et eMar ker Ver si onl d>NeQ 5xeFTf gPJD8B4COMKSLt | uM 11s</
Del et eMar ker Ver si onl d>
</ Del et ed>
</ Del et eResul t >

Case 2 - Versioned Delete

The following Multi-Object Delete attempts to delete a specific version of an object

POST /?del ete HTTP/ 1.1

Host: bucket nane. S3. anazonaws. com

Accept: */*

x-anz-date: Wed, 30 Nov 2011 03:39:05 GMI

Cont ent - MD5: p5/ WA/ oEr 30qr EEl 21PAqw==

Aut hori zation: AWS AKI Al OSFODNN7 EXAMPLE: WOqPYCLe6JwkZADlei 6hp9XZI xx=
Cont ent - Lengt h: 140

Connecti on: Keep-Alive

<Del et e>
<(bj ect >
<Key>Sanpl eDocunent . t xt </ Key>
<Ver si onl d>OycLXagns. VaD. . oyH4KRguB95_YhLs7</ Ver si onl d>
</ Obj ect >
</ Del et e>

In this case, Amazon S3 deletes the specific object version from the bucket and returns the following
response. In the response, Amazon S3 returns the key and version ID of the object deleted.

HTTP/ 1.1 200 K

x-anz-id-2: P3xqgrhuhYx! ref dw3r Ezmlh8z5KDt Gzb+/ FB70i QaScl 9Yaxd8ol YXc7d1111xx+
X-anz-request-id: 264A17BF16E9ES0A

Date: Wed, 30 Nov 2011 03:39:32 GMI

Cont ent - Type: application/ xni

Server: AmazonS3

Content - Lengt h: 219

<?xm version="1.0" encodi ng="UTF-8"?>
<Del eteResul t xm ns="http://s3. amazonaws. con doc/ 2006- 03-01/ ">
<Del et ed>
<Key>Sanpl eDocumnent . t xt </ Key>
<Ver si onl d>OycLXagnt. WAD. . oyH4AKRguB95_YhLs7</ Ver si onl d>
</ Del et ed>
</ Del et eResul t >

Case 3 - Versioned Delete of a Delete Marker

In the preceding example, the request refers to a delete marker (instead of an object), then Amazon S3
deletes the delete marker. The effect of this operation is to make your object reappear in your bucket.
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Amazon S3 returns a response that indicates the delete marker it deleted (Del et eMar ker element
with value true) and the version ID of the delete marker.

HTTP/ 1.1 200 K

x-ane-id-2: |1 PUZrt ol xDEmMMA$KOae9Jl SZebyW Tye3H@BT2i Ae0ZE4XHa6NKvAJcPp51zZaBr
X-ane-request-id: D6B284CECOBOSE4E

Date: Wed, 30 Nov 2011 03:43:25 GJI

Cont ent - Type: application/xm

Server: AmazonS3

Cont ent - Lengt h: 331

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Del eteResult xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/" >
<Del et ed>
<Key>Sanpl eDocunent . t xt </ Key>
<Ver si onl d>NeQ 5xeFTf gPID8B4CGWKSLt | uM 11s</ Ver si onl d>
<Del et eMar ker >t r ue</ Del et eMar ker >
<Del et eMar ker Ver si onl d>NeQ 5xeFTf gPIJD8B4CGMKSLt | uM 11s</
Del et eMar ker Ver si onl d>
</ Del et ed>
</ Del et eResul t >

In general, when a Multi-Object Delete request results in Amazon S3 either adding a delete marker or
removing a delete marker, the response returns the following elements.

<Del et eMar ker >t r ue</ Del et eMar ker >
<Del et eMar ker Ver si onl d>NeQ@ 5xeFTf gPJD8B4COMKSLt | uM 11s</
Del et eMar ker Ver si onl d>

Example 3: Malformed XML in the Request

This example shows how Amazon S3 responds to a request that includes a malformed XML document.
Sample Request

The following requests sends a malformed XML document (missing the Del et e end element).

POST /?delete HTTP/ 1.1

Host: bucket nane. S3. anazonaws. com

Accept: */*

x-ane-date: Wed, 30 Nov 2011 03:39:05 GMI

Cont ent - MD5: p5/ WA/ oEr 30qr EEl 21PAqw==

Aut hori zation: AWS AKI Al OSFCDNN7EXAMPLE: WOqPYCLe6JwkZADlei 6hp9XZIl ee=
Cont ent - Lengt h: 104

Connecti on: Keep-Alive

<Del et e>
<(bj ect >
<Key>404. t xt </ Key>
</ Obj ect >
<(bj ect >
<Key>a. t xt </ Key>
</ Obj ect >

Sample Response

The response returns the Error messages that describe the error.
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HTTP/ 1.1 200 K

x-anz-id-2: P3xqgrhuhYxl ref dwdr Ezmlh8z5KDt Gzb+/ FB70i QaScl 9Yaxd8ol YXc7d1l1lllab+
X-ane-request-id: 264A17BF16E9E80A

Date: Wed, 30 Nov 2011 03:39:32 GMVIr

Cont ent - Type: application/xm

Server: AmazonS3

Cont ent - Lengt h: 207

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Error>

<Code>Mal f or nedXM_</ Code>

<Message>The XM. you provi ded was not well-forned or did not

val i dat e agai nst our published schema</ Message>

<Request | d>264A17BF16E9EB0A</ Request | d>

<Host | d>P3xqr huhYxI| r ef dw3r EzmJh8z5KDt Gzb+/ FB70i QaScl 9Yaxd8ol YXc7d1llllab+</
Host | d>
</Error>

Related Actions

« Initiate Multipart Upload (p. 385)

e Upload Part (p. 394)

¢ Complete Multipart Upload (p. 407)
e Abort Multipart Upload (p. 413)

e List Parts (p. 415)
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GET Object

Description

This implementation of the GET operation retrieves objects from Amazon S3. To use GET, you must
have READ access to the object. If you grant READ access to the anonymous user, you can return the
object without using an authorization header.

An Amazon S3 bucket has no directory hierarchy such as you would find in a typical computer file
system. You can, however, create a logical hierarchy by using object key names that imply a folder
structure. For example, instead of naming an object sanpl e. j pg, you can name it phot os/ 2006/
February/ sanpl e. j pg.

To get an object from such a logical hierarchy, specify the full key name for the object in the GET
operation. For a virtual hosted-style request example, if you have the object phot os/ 2006/

Febr uary/ sanpl e. j pg, specify the resource as / phot os/ 2006/ Febr uar y/ sanpl e. j pg. For

a path-style request example, if you have the object phot os/ 2006/ Febr uary/ sanpl e. j pg in

the bucket named exanpl ebucket , specify the resource as / exanpl ebucket / phot os/ 2006/
Febr uary/ sanpl e. j pg. For more information about request types, see HTTP Host Header Bucket
Specification in the Amazon Simple Storage Service Developer Guide.

To distribute large files to many people, you can save bandwidth costs by using BitTorrent. For more
information, see Amazon S3 Torrent in the Amazon Simple Storage Service Developer Guide. For
more information about returning the ACL of an object, see GET Object ACL (p. 313).

If the object you are retrieving is a GLACI ER storage class object, the object is archived in Amazon
Glacier. You must first restore a copy using the POST Object restore (p. 343) API before you can
retrieve the object. Otherwise, this operation returns an | nval i dObj ect St at eErr or error. For
information about archiving objects in Amazon Glacier, go to Object Lifecycle Management in the
Amazon Simple Storage Service Developer Guide.

If you encrypt an object by using server-side encryption with customer-provided encryption keys (SSE-
C) when you store the object in Amazon S3, then when you GET the object, you must use the headers
documented in the section Specific Request Headers for Server-Side Encryption with Customer-
Provided Encryption Keys (p. 304). For more information about SSE-C, go to Server-Side Encryption
(Using Customer-Provided Encryption Keys) in the Amazon Simple Storage Service Developer Guide.

Assuming you have permission to read object tags (permission for the

s3: Get vj ect Ver si onTaggi ng action), the response also returns the x- anz-t aggi ng- count
header that provides the count of number of tags associated with the object. You can use the "GET
Object tagging" API (see GET Object tagging (p. 317)) to retrieve the tag set associated with an
object.

Permissions

You need the s3: Get Obj ect permission for this operation. For more information, go to Specifying
Permissions in a Policy in the Amazon Simple Storage Service Developer Guide. If the object

you request does not exist, the error Amazon S3 returns depends on whether you also have the
s3: Li st Bucket permission.

 If you have the s3: Li st Bucket permission on the bucket, Amazon S3 will return an HTTP status
code 404 ("no such key") error.

« if you don’t have the s3: Li st Bucket permission, Amazon S3 will return an HTTP status code 403
("access denied") error.
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Versioning

By default, the GET operation returns the current version of an object. To return a different version, use
the ver si onl d subresource.

Note
If the current version of the object is a delete marker, Amazon S3 behaves as if the object was
deleted and includes x- anez- del et e- mar ker: true in the response.

For more information about versioning, see PUT Bucket versioning (p. 271) To see sample requests
that use versioning, see Sample Request Getting a Specified Version of an Object (p. 309) .

Requests
Syntax

GET / Obj ect Nane HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 15))
Range: byt es=byt e_range

Request Parameters

There are times when you want to override certain response header values in a GET response. For
example, you might override the Cont ent - Di sposi ti on response header value in your GET request.

You can override values for a set of response headers using the query parameters listed in the
following table. These response header values are sent only on a successful request, that is, when
status code 200 OKis returned. The set of headers you can override using these parameters is a
subset of the headers that Amazon S3 accepts when you create an object. The response headers that
you can override for the GET response are Cont ent - Type, Cont ent - Language, Expi r es, Cache-
Control , Cont ent - Di sposi ti on, and Cont ent - Encodi ng. To override these header values in the
GET response, you use the request parameters described in the following table.

Note
You must sign the request, either using an Aut hor i zat i on header or a pre-signed URL,
when using these parameters. They cannot be used with an unsigned (anonymous) request.

Parameter Description Required
response-cont ent -type Sets the Cont ent - Type header of the response. No
Type: String
Default: None
response-cont ent - Sets the Cont ent - Language header of the response. No
| anguage Type: String
Default: None
response- expires Sets the Expi r es header of the response. No
Type: String
Default: None
response- cache-control | Setsthe Cache- Control header of the response. No
Type: String
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Parameter Description Required
Default: None
response-content - Sets the Cont ent - Di sposi ti on header of the No
di sposition response.
Type: String
Default: None
r esponse-cont ent - Sets the Cont ent - Encodi ng header of the response. No

encodi ng

Type: String
Default: None

Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. Request headers are limited to 8 KB in size. For more information,
see Common Request Headers (p. 3).

Name

Range

| f-Mdified-
Si nce

| f-Unnodi fied-
Si nce

| f-Match

Description

Downloads the specified range bytes of an object. For more
information about the HTTP Range header, go to http://
www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#secl4.35.

Type: String
Default: None
Constraints: None

Return the object only if it has been modified since the specified
time, otherwise return a 304 (not modified).

See Consideration 2 (p. 304)
Type: String

Default: None

Constraints: None

Return the object only if it has not been modified since the
specified time, otherwise return a 412 (precondition failed).

See Consideration 1 (p. 304)
Type: String

Default: None

Constraints: None

Return the object only if its entity tag (ETag) is the same as the
one specified; otherwise, return a 412 (precondition failed).

See Consideration 1 (p. 304)

Type: String

Required
No

No

No
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Name Description Required
Default: None

Constraints: None

| f - None- Mat ch Return the object only if its entity tag (ETag) is different from the No
one specified; otherwise, return a 304 (not modified).

See Consideration 2 (p. 304)
Type: String
Default: None

Constraints: None

Note

Encryption request headers, like x- anez- ser ver - si de- encr ypt i on, should not be sent for
GET requests if your object uses server-side encryption with AWS KMS—managed encryption
keys (SSE-KMS) or server-side encryption with Amazon S3—-managed encryption keys (SSE-
S3). If your object does use these types of keys, you'll get an HTTP 400 BadRequest error.

Note the following additional considerations about the preceding request headers:

* Consideration 1 — If both of the | f - Mat ch and | f - Unnodi fi ed- Si nce headers are present in the
request as follows:

| f - Mat ch condition evaluates to t r ue, and;
I f - Unnodi fi ed- Si nce condition evaluates to f al se;

then, S3 returns 200 OK and the data requested. For more information about conditional requests,
see RFC 7232.

¢ Consideration 2 — If both of the | f - None- Mat ch and | f - Mbdi f i ed- Si nce headers are present in
the request as follows:

| f - None- Mat ch condition evaluates to f al se, and;
| f- Modi fi ed- Si nce condition evaluatestot r ue;
then, S3 returns 304 Not Mbdi fi ed response code. For more information about conditional

requests, see RFC 7232.

Specific Request Headers for Server-Side Encryption with Customer-Provided
Encryption Keys

When you retrieve an object from Amazon S3 that was encrypted by using server-side encryption with
customer-provided encryption keys (SSE-C), you must use the following request headers. For more
information about SSE-C, go to Server-Side Encryption (Using Customer-Provided Encryption Keys) in
the Amazon Simple Storage Service Developer Guide.

Name Description Required
X-ane- Specifies the algorithm to use to when decrypting the requested Yes
server-side object.
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Name

-encryption
- cust omer -
al gorithm

X-aneg-
server-side

-encryption-
cust oner - key

X-ane-
server-si de
-encrypti on-
cust oner - key-
MD5

Description Required

Type: String
Default: None
Valid Values: AES256

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encrypti on-cust oner - key and x- ane- ser ver -
si de- encrypti on- cust oner - key- MD5 headers.

Specifies the customer-provided base64-encoded encryption Yes
key to use to decrypt the requested object. This value is used to
perform the decryption and then it is discarded; Amazon does

not store the key. The key must be appropriate for use with the
algorithm specified in the x- anez- ser ver - si de- encrypti on-

cust oner - al gori t hmheader.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encrypti on-cust oner - al gori t hmand x- anz-
server - si de-encrypti on-cust oner - key- MD5 headers.

Specifies the base64-encoded 128-bit MD5 digest of the Yes
customer-provided encryption key according to RFC 1321.

Amazon S3 uses this header for a message integrity check to

ensure that the encryption key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid x- ane- ser ver -
si de-encryption-custoner-al gorithmand x- ane-
server-si de-encryption-custoner-key headers.

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

Header

x-ane- del et e-
mar ker

X-ane-
expiration

Description

Specifies whether the object retrieved was (t r ue) or was not (f al se) a delete
marker. If f al se, this response header does not appear in the response.
Type: Boolean

Valid Values: true | f al se
Default: f al se

Amazon S3 returns this header if an Expi r ati on action is configured for
the object as part of the bucket's lifecycle configuration. The header value
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Header

X-ane- net a- *

X-ane-
replication-
st at us

X-aneg-
server - si de-
encryption

X-ane-
server-si de-
encryption-
aws- kns- key-id

Description

includes an "expiry-date” component and a URL-encoded "rule-id" component.
Note that for versioning-enabled buckets, this header applies only to current
versions; Amazon S3 does not provide a header to infer when a noncurrent
version will be eligible for permanent deletion. For more information, see PUT
Bucket lifecycle (p. 233).

Type: String

Headers starting with this prefix are user-defined metadata. Each one is
stored and returned as a set of key-value pairs. Amazon S3 doesn't validate or
interpret user-defined metadata.

Type: String

Amazon S3 can return this header if your request involves a bucket that is
either a source or destination in a cross-region replication.

In cross-region replication you have a source bucket on which you configure
replication and destination bucket where Amazon S3 stores object replicas.
When you request an object (GET Object) or object metadata (HEAD Object)
from these buckets, Amazon S3 will return the x- anz-repl i cati on- st at us
header in the response as follow:

* If requesting object from the source bucket — Amazon S3 will return the x-
anez-replication-status header if object in your request is eligible for
replication.

For example, suppose in your replication configuration you specify object
prefix "TaxDocs" requesting Amazon S3 to replicate objects with key prefix
"TaxDocs". Then any objects you upload with this key name prefix, for
example "TaxDocs/documentl.pdf", is eligible for replication. For any
object request with this key name prefix Amazon S3 will return the x- ane-
replicati on- st at us header with value PENDING, COMPLETED or
FAILED indicating object replication status.

* If requesting object from the destination bucket — Amazon S3 will return the
x-ane-replication-status header with value REPLI CA if object in your
request is a replica that Amazon S3 created.

For more information, go to Cross-Region Replication in the Amazon Simple
Storage Service Developer Guide.

Valid Values: PENDI NG, COVPLETED, FAI LED, REPLI CA
Type: String

If the object is stored using server-side encryption either with an AWS KMS or
an Amazon S3-managed encryption key, the response includes this header
with the value of the encryption algorithm used.

Type: String

If the x- ane- server - si de- encrypti on is present and has the value of
aws: ks, this header specifies the ID of the AWS Key Management Service
(KMS) master encryption key that was used for the object.

Type: String

API Version 2006-03-01
306


http://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html

Amazon Simple Storage Service API Reference
Responses

Header

X-ane-
server-side
-encryption
- cust oner -
al gorithm

X- ane-
server-side
-encryption-
cust oner - key-
MD5

X- ane- st or age-
cl ass

X-ane-restore

X-ane-taggi ng-
count

X-aneg-ver si on-
id

X-ang-website
-redirect-
| ocation

Description

If server-side encryption with customer-provided encryption keys decryption
was requested, the response will include this header confirming the decryption
algorithm used.

Type: String
Valid Values: AES256

If server-side encryption with customer-provided encryption keys decryption
was requested, the response includes this header to provide roundtrip
message integrity verification of the customer-provided encryption key.

Type: String
Provides storage class information of the object. Amazon S3 returns this
header for all objects except for St andar d storage class objects.

For more information, go to Storage Classes in Amazon Simple Storage
Service Developer Guide.

Type: String
Default: None

Provides information about the object restoration operation and expiration time
of the restored object copy.

For more information about archiving objects and restoring them, go to
Transitioning Objects: General Considerations in the Amazon Simple Storage
Service Developer Guide.

Type: String
Default: None

Returns the count of the tags associated with the object. This header is
returned only if the count is greater than zero.

Type: String

Default: None

Returns the version ID of the retrieved object if it has a unique version ID.
Type: String

Default: None

When a bucket is configured as a website, you can set this metadata on the
object so the website endpoint will evaluate the request for the object as a 301
redirect to another object in the same bucket or an external URL.

Type: String

Default: None

Response Elements

This implementation of the operation does not return response elements.
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Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request returns the object, ny-i nage. j pg.

GET /ny-image.jpg HITP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Mon, 3 Cct 2016 22:32: 00 GVI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-ane-request-id: 318BC8BCL48832E5

Date: Mon, 3 Oct 2016 22:32:00 GMI

Last-Modified: Wed, 12 Oct 2009 17:50: 00 GMI

ETag: "fba9dede5f27731c9771645a39863328"

Cont ent - Lengt h: 434234

[434234 bytes of object data]

If the object had tags associated with it, S3 returns the x- anez- t aggi ng- count header with tag count.

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-ane-request-id: 318BC3BC148832E5

Date: Mon, 3 Cct 2016 22:32: 00 GVI

Last-Modi fied: Wed, 12 Cct 2009 17:50: 00 GVI

ETag: "fba9dede5f27731c9771645a39863328"

Cont ent - Lengt h: 434234

X-ane-taggi ng-count: 2

[434234 bytes of object data]

If the object had expiration set using lifecycle configuration, you get the following response with the x-
ane- expi rati on header.

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4Opl szj 7UDNEHG an
X-anz-request-id: 318BC8BCl48832E5

Date: Wed, 28 Oct 2009 22:32:00 GMI

Last-Modified: Wed, 12 Cct 2009 17:50:00 GMI

X-ane-expiration: expiry-date="Fri, 23 Dec 2012 00: 00: 00 GMI", rul e-

i d="picture-del etion-rule"

ETag: "fba9dede5f27731¢c9771645a39863328"

Cont ent - Lengt h: 434234
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Content - Type: text/plain

[434234 bytes of object data]

Sample Response if an Object Is Archived in Amazon Glacier

An object archived in Amazon Glacier must first be restored before you can access it. If you attempt to
access an Amazon Glacier object without restoring it, Amazon S3 returns the following error.

HTTP/ 1.1 403 For bi dden

X-anz-request-id: CD4BD8A1310A11B3

x-anz-id-2: nmRDbQUO+RRBTj] OUN1ChQlegMJnr 9dv8b+KP61 2gHf RIZSTSr MCoRP8Rt PRz X9rb
Cont ent - Type: application/xmnl

Date: Mon, 12 Nov 2012 23:53:21 GMI

Server: AmazonS3

Content - Lengt h: 231

<Error>

<Code>I nval i dObj ect St at e</ Code>

<Message>The operation is not valid for the object's storage cl ass</
Message>

<Request | d>9FEFFF118E15B86F</ Request | d>

<Host | d>W/Qbkzhi T+oi Uf DCO OYv8WITk9eNcxW / MK+hTS/ av34Xy4r BU3zsavf Oaaaaa</
Host | d>
</Error>

Sample Response if the Latest Object Is a Delete Marker

HTTP/ 1.1 404 Not Found

X-anz-request-id: 318BC3BC148832E5

x-anz-id-2: eftixk72aD6Ap51Tngzj 7UDNEHG an
X-anz-version-id: 3G.4kqtJl cpXroDTDnBvj VBHAONr 8X8g
x-anz-del ete-marker: true

Date: Wed, 28 Cct 2009 22:32: 00 GMr

Content - Type: text/plain

Connection: close

Server: AmazonS3

Notice that the delete marker returns a 404 Not Found error.

Sample Request Getting a Specified Version of an Object

The following request returns the specified version of an object.

GET / nyQoj ect ?ver si onl d=3/ L4kqgt JI cpXr oDTDnpUMLUo HTTP/ 1. 1
Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI

Aut hori zation: authorization string

Sample Response to a Versioned Object GET Request

HTTP/ 1.1 200 K
x-ane-id-2: eftixk72aD6Ap540pl szj 7UDNEHG an
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X-ane-request-id: 318BC8BC148832E5

Date: Wed, 28 COct 2009 22:32:00 GV

Last-Modified: Sun, 1 Jan 2006 12: 00:00 GVI
x-ane-version-id: 3/L4kqt Jl cpXr oDTDmI+r nSpXd3Q@BpUM_Uo
ETag: "fba9dede5f27731¢c9771645a39863328"

Cont ent - Lengt h: 434234

Content - Type: text/plain

Connecti on: cl ose

Server: AmazonS3

[434234 bytes of object data]

Sample Request with Parameters Altering Response Header
Values

The following request specifies all the query string parameters in a GET request overriding the
response header values.

GET /Junk3. t xt ?response- cache- control =No- cache&r esponse- cont ent -

di sposition=attachment %83B%20fi | enane%3Dt est i ng. t xt & esponse- cont ent -

encodi ng=x- gzi p& esponse- cont ent - | anguage=ni %2C¥%20ené&r esponse- expi r es=Thud2C
%2001%20Dec%2019949%2016: 00: 009%20GMTI HTTP/ 1. 1

x-ane-date: Sun, 19 Dec 2010 01:53: 44 GMI

Accept: */*

Aut hori zati on: AWS AKI Al CSFCDNN7EXAMPLE: aaSt E6GnKnw8i hhi | dReoXYl MamA:

Sample Response with Overridden Response Header Values

In the following sample response note, the header values are set to the values specified in the t r ue
request.

HTTP/ 1.1 200 K

x-anz-id-2: SlidWAK3hK+I | 3/ Qi ulZKEuegzLAAspwsgwnwygh9GgFseeFHL5C! | 8NXSr f W2
X-anz-request-id: 881B1CBDODF17WAL

Date: Sun, 19 Dec 2010 01:54:01 GMVI

x-anz- met a- paraml: value 1

X-anz- met a- paran?: val ue 2

Cache- Control : No-cache

Cont ent - Language: m, en

Expires: Thu, 01 Dec 1994 16:00: 00 GMI

Content-Di sposition: attachnent; fil ename=testing.txt
Cont ent - Encodi ng: x-gzi p

Last - Modi fied: Fri, 17 Dec 2010 18:10:41 GwVI

ETag: "0332beela7bf 845f 176c5c0dlae7cf 07"
Accept - Ranges: bytes

Content - Type: text/plain

Content -Length: 22

Server: AmazonS3

[ obj ect data not shown]

Sample Request with a Range Header

The following request specifies the HTTP Range header to retrieve the first 10 bytes of an object. For
more information about the HTTP Range header, go to http://www.w3.org/Protocols/rfc2616/rfc2616-
secl4.html.
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GET / exanpl e-obj ect HTTP/ 1.1

Host: exanpl e- bucket. s3. anazonaws. com

x-ane-date: Fri, 28 Jan 2011 21:32:02 GVI

Range: bytes=0-9

Aut hori zation: AWS AKI Al OSFODNN7EXAMPLE: Yxg83MzZaEgh3Qz3l Or Lo5RTX110=
Sanpl e Response with Specified Range of the Cbject Bytes

Note
Amazon S3 doesn't support retrieving multiple ranges of data per GET request.

Sample Response

In the following sample response, note that the header values are set to the values specified in the
t r ue request.

HTTP/ 1.1 206 Partial Content

x-anz-id-2: MRl SOwyj mupCzj | IWC06] 5TTAznv/ Jy pPGXLhOOVFGecJaaC3KW hRAgqKOp! EEp
X-anz-request-id: 47622117804B3E11l

Date: Fri, 28 Jan 2011 21:32:09 GMVI
x-anme-nmeta-title: the title

Last-Modified: Fri, 28 Jan 2011 20:10: 32 GMI
ETag: "b2419ble3f d45d596ee22bdf 62aaaa2f "
Accept - Ranges: bytes

Cont ent - Range: bytes 0-9/443

Content - Type: text/plain

Content - Length: 10

Server: AmazonS3

[10 bytes of object data]

Sample: Get an Object Stored Using Server-Side Encryption
with Customer-Provided Encryption Keys

If an object is stored in Amazon S3 using server-side encryption with customer-provided encryption
keys, Amazon S3 needs encryption information so that it can decrypt the object before sending it

to you in response to a GET request. You provide the encryption information in your GET request
using the relevant headers (see Specific Request Headers for Server-Side Encryption with Customer-
Provided Encryption Keys (p. 304)), as shown in the following example request.

GET / exanpl e-obj ect HTTP/ 1.1
Host: exanpl e- bucket. s3. anazonaws. com

Accept: */*

Aut hori zati on: aut hori zation string

Date: Wed, 28 May 2014 19: 24: 44 +0000

X-ane-server-si de-encrypti on-cust oner -

key: g0l Cf A3Dv40j Zz5SQI1ZukLRFqt | 5\Wr C/ 8SEKEXAMPLE

X-ane-server-si de-encrypti on-cust oner - key- MD5: Zj @ nelX/ i TcskbY2nBexanpl e
X-ane-server-si de-encrypti on-custoner-al gorithm AES256

The following sample response shows some of the response headers Amazon S3 returns. Note that it
includes the encryption information in the response.

HTTP/ 1.1 200 K
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x-anz-id-2: kab5j RMBX3N12Zi ¥297989z9g2t NSJPMcK+t 07) Nj xI mXBbyChqc6t LAv+sau7Vj zh
X-anz-request-id: 195157E3E073D3F9

Date: Wed, 28 May 2014 19:24: 45 GMI

Last-Modi fied: Wed, 28 May 2014 19:21:01 GVI

ETag: "c12022c9a3c6d3a28d29d90933a2b096"

X-ane-server-si de-encryption-custoner-al gorithm AES256

X-ane-server-si de-encryption-cust oner-key-Md5: Zj @ nelX i TcskbY2nBexanpl e

Related Resources

« GET Service (p. 67)
¢ GET Object ACL (p. 313)
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GET Object ACL

Description

This implementation of the GET operation uses the acl subresource to return the access control list
(ACL) of an object. To use this operation, you must have READ_ACP access to the object.

Versioning

By default, GET returns ACL information about the current version of an object. To return ACL
information about a different version, use the ver si onl d subresource.

To see sample requests that use Versioning, see Sample Request Getting the ACL of the Specific
Version of an Object (p. 315).

Requests

Syntax

GET / Obj ect Nane?acl HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 15))
Range: byt es=byt e_r ange

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

AccessControl Li st Container for Grant, Grantee, and Permission
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Name Description

Type: Container
Ancestors: AccessControlPolicy

AccessCont r ol Pol i cy Contains the elements that set the ACL permissions for an object per
Grantee.

Type: Container
Ancestors: None

Di spl ayNanme Screen name of the bucket owner

Note

This value will not be in the response in the US East (Ohio), Asia
Pacific (Mumbai), Asia Pacific (Seoul), EU (Frankfurt), China
(Beijing), or AWS GovCloud (US) regions.

Type: String
Ancestors: AccessControlPolicy.Owner

G ant Container for the grantee and his or her permissions.
Type: Container
Ancestors: AccessControlPolicy.AccessControlList

Grant ee The subject whose permissions are being set.

Type: String

Ancestors: AccessControlPolicy.AccessControlList.Grant
1D ID of the bucket owner, or the ID of the grantee

Type: String

Ancestors: AccessControlPolicy.Owner or
AccessControlPolicy.AccessControlList.Grant

Omner Container for the bucket owner's display name and ID.
Type: Container
Ancestors: AccessControlPolicy

Per m ssi on Specifies the permission (FULL_CONTROL, WRITE, READ_ACP) given to
the grantee.

Type: String
Ancestors: AccessControlPolicy.AccessControlList.Grant

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request returns information, including the ACL, of the object, my-image.jpg.

GET /ny-inmage.jpg?acl HITP/ 1.1
Host: bucket. s3. amazonaws. com
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Date: Wed, 28 Cct 2009 22:32:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: eftixk72aD6Ap51TngcoF8eFi dJ&Z/ 2nki DFu8yU9AS1ed4Opl szj 7UDNEHG an
X-anz-request-id: 318BC8BCL48832E5

x-anz-version-id: 4HL4kqt JI cpXr oDTDmJ +r nSpXd3dl br HY+MIRCxf 3vj VBHAONr j f kd
Date: Wed, 28 COct 2009 22:32:00 GV

Last - Modi fied: Sun, 1 Jan 2006 12: 00: 00 GMVI

Content-Length: 124

Content - Type: text/plain

Connection: close

Server: AmazonS3

<AccessCont rol Pol i cy>

<Owner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>
<Di spl ayName>nt d@nazon. conx/ Di spl ayNanme>

</ Oaner >

<AccessControl Li st >
<G ant >

<Grantee xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
XSi :type="Canoni cal User">

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>
<Di spl ayName>nt d@nezon. conx/ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per m ssi on>
</ Grant >
</ AccessCont rol Li st >
</ AccessControl Pol i cy>

Sample Request Getting the ACL of the Specific Version of an
Object

The following request returns information, including the ACL, of the specified version of the object, my-
image.jpg.

GET /ny-image. j pg?versionl d=3/ L4kqt J| cpXr oDVBHAONr 8X8gdRMBpUM_Uo&acl HTTP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 28 COct 2009 22:32:00 GV

Aut hori zation: authorization string

Sample Response Showing the ACL of the Specific Version

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-anz-request-id: 318BC3BC148832E5

Date: Wed, 28 COct 2009 22:32: 00 GMr

Last-Modified: Sun, 1 Jan 2006 12:00: 00 GMr

x-ane-version-id: 3/L4kqt Jl cpXr oDTDmI+r nSpXd3dl br HY

+MIRCxf 3vj VBHAONr 8X8gd RQBpUM.Uo
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Content - Length: 124
Content - Type: text/plain
Connection: close
Server: AmazonS3

<AccessControl Pol i cy>

<Omner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>
<Di spl ayNanme>ndt d@nmazon. conx/ Di spl ayNanme>

</ Owner >

<AccessControl Li st >
<G ant >

<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
Xsi :type="Canoni cal User">

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>
<Di spl ayNanme>ndt d@nmazon. conx/ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
</ AccessCont rol Li st >
</ AccessControl Policy>

Related Resources

¢ GET Object (p. 301)
¢ PUT Object (p. 347)
» DELETE Object (p. 287)
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GET Object tagging

Description

This implementation of the GET operation returns the tags associated with an object. You send the
GET request against the t aggi ng subresource associated with the object.

To use this operation, you must have permission to perform the s3: Get Obj ect Taggi ng action.
By default, the GET operation returns information about current version of an object. For a
versioned bucket, you can have multiple versions of an object in your bucket. To retrieve tags

of any other version, use the ver si onl d query parameter. You also need permission for the
s3: Get hj ect Ver si onTaggi ng action.

By default, the bucket owner has this permission and can grant this permission to others.

Requests
Syntax

GET / Obj ect Nane?taggi ng HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Taggi ng Container for the TagSet element.
Type: Container
Ancestors: None
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Name Description
TagSet Contains the tag set.

Type: Container
Ancestors: Tagging

Tag Contains the tag information.
Type: Container
Ancestors: TagSet

Key Name of the tag
Type: String
Ancestors: Tag

Val ue Value of the tag
Type: String

Ancestors: Tag

Examples

Sample Request

The following request returns the tag set of the specified object.

GET / exanpl e- obj ect ?t aggi ng HTTP/ 1. 1
Host: exanpl ebucket. s3. amazonaws. com
Date: Thu, 22 Sep 2016 21:33:08 GMVI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K
Date: Thu, 22 Sep 2016 21:33:08 GV
Connection: close
Server: AmazonS3
<?xm version="1.0" encodi ng="UTF-8"?>
<Taggi ng xm ns="http://s3.amazonaws. conf doc/ 2006- 03- 01/ " >
<TagSet >
<Tag>
<Key>t agl</ Key>
<Val ue>val 1</ Val ue>
</ Tag>
<Tag>
<Key>t ag2</ Key>
<Val ue>val 2</ Val ue>
</ Tag>
</ TagSet >
</ Taggi ng>

Related Resources

¢ PUT Object tagging (p. 367)
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GET Object torrent

Description

This implementation of the GET operation uses the t or r ent subresource to return torrent files from a
bucket. BitTorrent can save you bandwidth when you're distributing large files. For more information
about BitTorrent, see Amazon S3 Torrent.

Note
You can get torrent only for objects that are less than 5 GB in size and that are not encrypted
using server-side encryption with customer-provided encryption key.

To use GET, you must have READ access to the object.

Requests
Syntax

GET / Obj ect Nane?torrent HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).
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Examples

Getting Torrent Files in a Bucket

This example retrieves the Torrent file for the "Nelson" object in the "quotes" bucket.

GET / quot es/ Nel son?torrent HTTP/ 1.0
Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

X-ane-request-id: 7CD745EBB7AB5EDO

Date: Wed, 25 Nov 2009 12:00: 00 GJr

Content - Di sposi tion: attachnent; fil ename=Nel son.torrent;
Cont ent - Type: application/x-bittorrent

Cont ent - Lengt h: 537

Server: AmazonS3

<body: a Bencoded dictionary as defined by the BitTorrent specification>

Related Resources

¢ GET Object (p. 301)
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HEAD Object

Description

The HEAD operation retrieves metadata from an object without returning the object itself. This operation
is useful if you are interested only in an object's metadata. To use HEAD, you must have READ access
to the object.

A HEAD request has the same options as a GET operation on an object. The response is identical to the
GET response except that there is no response body.

If you encrypt an object by using server-side encryption with customer-provided encryption keys (SSE-
C) when you store the object in Amazon S3, then when you retrieve the metadata from the object, you
must use the headers documented in the section Specific Request Headers for Server-Side Encryption
with Customer-Provided Encryption Keys (p. 324). For more information about SSE-C, go to Server-
Side Encryption (Using Customer-Provided Encryption Keys) in the Amazon Simple Storage Service
Developer Guide.

Permissions

You need the s3: Get Obj ect permission for this operation. For more information, go to Specifying
Permissions in a Policy in the Amazon Simple Storage Service Developer Guide. If the object

you request does not exist, the error Amazon S3 returns depends on whether you also have the
s3: Li st Bucket permission.

¢ If you have the s3: Li st Bucket permission on the bucket, Amazon S3 will return a HTTP status
code 404 ("no such key") error.

« if you don’t have the s3: Li st Bucket permission, Amazon S3 will return a HTTP status code 403
("access denied") error.

Versioning

By default, the HEAD operation retrieves metadata from the current version of an object. If the current
version is a delete marker, Amazon S3 behaves as if the object was deleted. To retrieve metadata
from a different version, use the ver si onl d subresource. For more information, see Versions in the
Amazon Simple Storage Service Developer Guide.

To see sample requests that use versioning, see Sample Request Getting Metadata from a Specified
Version of an Object (p. 328).

Requests
Syntax

HEAD / Cbj ect Nane HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 15))
Date: date

Request Parameters

This implementation of the operation does not use request parameters.
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Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. Request headers are limited to 8 KB in size. For more information,
see Common Request Headers (p. 3).

Name Description Required

Range Downloads the specified range bytes of an object. For more No
information about the HTTP Range header, go to http://
www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#sec14.35.

Type: String
Default: None
Constraints: None

I f-Mdified- Return the object only if it has been modified since the specified No
Si nce time, otherwise return a 304 (not modified).

See Consideration 2 (p. 324)
Type: String

Default: None

Constraints: None

I f-Unnodi fi ed- | Return the object only if it has not been modified since the No
Si nce specified time, otherwise return a 412 (precondition failed).

See Consideration 1 (p. 324)
Type: String

Default: None

Constraints: None

I f-Match Return the object only if its entity tag (ETag) is the same as the No
one specified; otherwise, return a 412 (precondition failed).

See Consideration 1 (p. 324)
Type: String

Default: None

Constraints: None

| f - None- Mat ch Return the object only if its entity tag (ETag) is different from the No
one specified; otherwise, return a 304 (not modified).

See Consideration 2 (p. 324)
Type: String
Default: None

Constraints: None
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Note

Encryption request headers, like x- anez- ser ver - si de- encrypt i on, should not be sent for
GET requests if your object uses server-side encryption with AWS KMS—managed encryption
keys (SSE-KMS) or server-side encryption with Amazon S3—-managed encryption keys (SSE-
S3). If your object does use these types of keys, you'll get an HTTP 400 BadRequest error.

Note the following additional considerations about the preceding request headers:

* Consideration 1 — If both of the | f - Mat ch and | f - Unnodi f i ed- Si nce headers are present in the
request as follows:

| f - Mat ch condition evaluates to t r ue, and;
| f- Unnodi fi ed- Si nce condition evaluates to f al se;

then, S3 returns 200 OK and the data requested. For more information about conditional requests,
see RFC 7232.

e Consideration 2 — If both of the | f - None- Mat ch and | f - Modi fi ed- Si nce headers are present in
the request as follows:

| f - None- Mat ch condition evaluates to f al se, and,;
| f- Modi fi ed- Si nce condition evaluatestot r ue;

then, S3 returns 304 Not Mbdi f i ed response code. For more information about conditional
requests, see RFC 7232.

Specific Request Headers for Server-Side Encryption with Customer-Provided
Encryption Keys

When you retrieve metadata from an object stored in Amazon S3 that was encrypted by using server-
side encryption with customer-provided encryption keys (SSE-C), you must use the following request
headers. For more information about SSE-C, go to Server-Side Encryption (Using Customer-Provided
Encryption Keys) in the Amazon Simple Storage Service Developer Guide.

Name Description Required
X-ane- Specifies the algorithm to use to when decrypting the requested Yes
server-side object.

-encryption

- cust omer - Type: String

al gorithm

Default: None
Valid Values: AES256

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encrypti on- cust oner - key and x- ane- ser ver -
si de- encrypti on- cust oner - key- MD5 headers.

X- ane- Specifies the customer-provided base64-encoded encryption Yes
server-side key to use to decrypt the requested object. This value is used to
-encryption- perform the decryption and then it is discarded; Amazon does

cust oner - key not store the key. The key must be appropriate for use with the

algorithm specified in the x- anez- ser ver - si de- encrypti on-
cust oner - al gori t hmheader.
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Name Description Required

Type: String

Default: None

Constraints: Must be accompanied by valid x- anz- ser ver -

si de-encrypti on-cust oner - al gori t hmand x- anz-

server - si de-encrypti on- cust oner - key- MD5 headers.
X-ane- Specifies the base64-encoded 128-bit MD5 digest of the Yes
server-side customer-provided encryption key according to RFC 1321.
-encryption- Amazon S3 uses this header for a message integrity check to
cust oner - key- ensure that the encryption key was transmitted without error.
VD5

Type: String
Default: None

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encrypti on-cust oner - al gori t hmand x- ane-
server - si de-encryption-cust oner - key headers.

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to

the response headers
Headers (p. 5).

Name

X-anz-expiration

X-ane-net a-*

common to all responses. For more information, see Common Response

Description

Amazon S3 will return this header if an Expi r at i on action is configured
for the object as part of the bucket's lifecycle configuration. The header
value includes an "expiry-date” component and a URL-encoded "rule-id"
component. Note that for versioning-enabled buckets, this header applies
only to current versions; Amazon S3 does not provide a header to infer
when a noncurrent version will be eligible for permanent deletion. For
more information, see PUT Bucket lifecycle (p. 233).

Type: String

Headers starting with this prefix are user-defined metadata. Each one
is stored and returned as a set of key-value pairs. Amazon S3 doesn't
validate or interpret user-defined metadata.

Type: String

X-ane-m ssi ng-nmeta | This header is set to the number of metadata entries that were not

returned in x- anez- net a headers. This can happen if you create
metadata using an API like SOAP that supports more flexible metadata
than the REST API. For example, with SOAP, you can create metadata
with values that are not valid HTTP headers.

Type: String
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Name

x-ane-replication-
status

X-ane-restore

X-ane- server - si de-
encryption

Description

Amazon S3 can return this header if your request involves a bucket that is
either a source or destination in a cross-region replication.

In cross-region replication you have a source bucket on which you
configure replication and destination bucket where Amazon S3 stores
object replicas. When you request an object (GET Object) or object
metadata (HEAD Object) from these buckets, Amazon S3 will return the
x-ane-replication-status header in the response as follow:

« If requesting object from the source bucket — Amazon S3 will return
the x- anez-repl i cati on- st at us header if object in your request is
eligible for replication.

For example, suppose in your replication configuration you specify
object prefix "TaxDocs" requesting Amazon S3 to replicate objects with
key prefix "TaxDocs". Then any objects you upload with this key name
prefix, for example "TaxDocs/documentl.pdf’, is eligible for replication.
For any object request with this key name prefix Amazon S3 will return
the x- anez-r epl i cati on- st at us header with value PENDING,
COMPLETED or FAILED indicating object replication status.

« If requesting object from the destination bucket — Amazon S3 will
return the x- ane- r epl i cati on- st at us header with value REPLI CA
if object in your request is a replica that Amazon S3 created.

For more information, go to Cross-Region Replication in the Amazon
Simple Storage Service Developer Guide.

Valid Values: PENDI NG, COVPLETED, FAI LED, REPLI| CA
Type: String

If the object is an archived object (an object whose storage class is
GLACI ER), the response includes this header if either the archive
restoration is in progress (see POST Object restore (p. 343)) or an
archive copy is already restored.

If an archive copy is already restored, the header value indicates when
Amazon S3 is scheduled to delete the object copy. For example,

X-ane-restore: ongoi ng-request="fal se", expiry-
date="Fri, 23 Dec 2012 00: 00: 00 GvVI"

If the object restoration is in progress, the header will return the value
ongoi ng-request ="true".

For more information about archiving objects, see Transitioning Objects:
General Considerations in the Amazon Simple Storage Service Developer
Guide

Type: String
Default: None

If the object is stored using server-side encryption either with an AWS
KMS or an Amazon S3-managed encryption key, the response includes
this header with the value of the encryption algorithm used.

Type: String
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Name

X-ane- server - si de-
encrypti on- aws-
kms- key-id

X- ane- server -
si de-encryption-
cust oner-al gorithm

X- ane- server -
si de-encryption-
cust oner - key- MD5

X-ane- st or age-
cl ass

X-aneg-version-id

Description

If the x- anez- ser ver - si de- encrypt i on is present and has the value
of aws: ks, this header specifies the ID of the AWS Key Management
Service (KMS) master encryption key that was used for the object.

Type: String
If server-side encryption with customer-provided encryption keys(SSE-

C) decryption was requested, the response will include this header
confirming the decryption algorithm used.

Type: String
Valid Values: AES256

If SSE-C decryption was requested, the response includes this header to
provide roundtrip message integrity verification of the customer-provided
encryption key.

Type: String

Provides storage class information of the object. Amazon S3 returns this
header for all objects except for St andar d storage class objects.

For more information, go to Storage Classes in Amazon Simple Storage
Service Developer Guide.

Type: String
Default: None

The version ID of the object returned.
Type: String

Response Elements

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request returns the metadata of an object.

HEAD / ny-image.jpg HITP/ 1.1

Host: bucket. s3. anmazonaws. com

Date: Wed, 28 Cct 2009 22:32:00 GVIr

Aut hori zation: AWS AKI Al OSFODNN7 EXAMPLE: 02236(@BVORonhpaBX5s CYVf 1bNRuU=
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Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: ef 8yUIASled4Opl szj 7UDNEHG an
X-anz-request-id: 318BC8BCl43432E5
x-anz-version-id: 3HL4kqt JI cpXr oDTDnj VBHAONrj f kd
Date: Wed, 28 Cct 2009 22:32:00 GV
Last - Modi fied: Sun, 1 Jan 2006 12: 00: 00 GMI
ETag: "fba9dede5f27731c9771645a39863328"
Content - Lengt h: 434234

Content - Type: text/plain

Connection: close

Server: AmazonS3

If the object is scheduled to expire according to a lifecycle configuration set on the bucket, the
response returns the x- ane- expi r at i on tag with information about when Amazon S3 will delete the
object. For more information, see Transitioning Objects: General Considerations in the Amazon Simple
Storage Service Developer Guide.

HTTP/ 1.1 200 K

x-ane-id-2: azQRZt QI2mlP8R+TlI s@Gh0OVuC/ Dmi SJInj XUMy7snk+LKSJeur t nf zSI GhR46GzSJ

x-ane-request-id: OEFF61CCE3F24A26

Date: ©Mn, 17 Dec 2012 02:26: 39 GMIr

Last-Modified: Mn, 17 Dec 2012 02:14:10 GVI

X-ane-expiration: expiry-date="Fri, 21 Dec 2012 00: 00: 00 GMI", rule-id="Rule
for testfile.txt"

ETag: "54b0c58c7cedf 2a8b551351102ee0938"

Accept - Ranges: bytes

Content - Type: text/plain

Content -Length: 14

Server: AmazonS3

Sample Request Getting Metadata from a Specified Version of
an Object

The following request returns the metadata of the specified version of an object.

HEAD / ny-i mage. j pg?ver si onl d=3HL4kqCxf 3vj VBHAONrj fkd HTTP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Wed, 28 COct 2009 22:32:00 GV

Aut hori zati on: AWS AKI Al CSFODNN7EXAMPLE: 02236 V0OWaBX5s CYVF 1bNRulU=

Sample Response to a Versioned HEAD Request

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TngcoF8epl szj 7UDNEHG an
X-anz-request-id: 318BC8BCLl43432E5
x-anz-version-id: 3HL4kqt JI cpXr of 3vj VBHAONrj f kd
Date: Wed, 28 COct 2009 22:32: 00 GJr

Last-Modified: Sun, 1 Jan 2006 12:00: 00 GMr

ETag: "fba9dede5f27731¢c9771645a39863328"

Cont ent - Lengt h: 434234

Content - Type: text/plain
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Connection: close
Server: AmazonS3

Sample Request for an Amazon Glacier Object

For an archived object, the x- anz- r est or e header provides the date when the restored copy expires,
as shown in the following response. Even if the object is stored in Amazon Glacier, all object metadata
is still available.

HEAD / ny-image.jpg HITP/ 1.1

Host: bucket. s3. amazonaws. com

Date: 13 Nov 2012 00: 28:38 GVl

Aut hori zation: AWS AKI Al OSFODNN7 EXAMPLE: 02236(@BVORonhpaBX5s CYVf 1bNRuU=

Sample Response - Glacier Object

If the object is already restored, the x- ane-r est or e header provides the date when the restored copy
will expire, as shown in the following response.

HTTP/ 1.1 200 K

x-ane-id-2: FSVaTM r mBp3l zs1NnwBZeu7ML9i | 8UbxMoi 0A8AI r HANJBo+hEf t Bui ESACOMIp

X-ane-request-id: E5CEFCB143EB505A

Date: Tue, 13 Nov 2012 00:28:38 GVI

Last-Modi fied: Mn, 15 Oct 2012 21:58:07 GVI

X-ane-restore: ongoi ng-request="fal se", expiry-date="Wed, 07 Nov 2012
00: 00: 00 GMr™

ETag: "laccb31fcf202eba0OcOf 41f a2f 09b4d7"

Accept - Ranges: bytes

Cont ent - Type: bi nary/octet-stream

Cont ent - Lengt h: 300

Server: AmazonS3

If the restoration is in progress, then the x- ane- r est or e header returns a message accordingly.

HTTP/ 1.1 200 K

x-anz-id-2: b+V2nDi MHTdy1lnyoUBpct vl 95HOU OSUm j Rt Hxj hO+pCk5SvByL4xu2TDv4GM
X-ane-request-id: E2E7B6AEE4E9BD2B

Dat e: Tue, 13 Nov 2012 00:43:32 GVI
Last-Modi fied: Sat, 20 Oct 2012 21:28:27 GVI
X-ane-restore: ongoi ng-request="true"

ETag: "laccb31fcf202eba0OcOf 41f a2f 09b4d7"
Accept - Ranges: bytes

Cont ent - Type: bi nary/octet-stream

Cont ent - Lengt h: 300

Server: AmazonS3

Related Resources

¢ GET Object (p. 301)

API Version 2006-03-01
329




Amazon Simple Storage Service APl Reference
OPTIONS object

OPTIONS object

Description

A browser can send this preflight request to Amazon S3 to determine if it can send an actual request
with the specific origin, HTTP method, and headers.

Amazon S3 supports cross-origin resource sharing (CORS) by enabling you to add a cor s
subresource on a bucket. When a browser sends this preflight request, Amazon S3 responds by
evaluating the rules that are defined in the cor s configuration.

If cor s is not enabled on the bucket, then Amazon S3 returns a 403 For bi dden response.

For more information about CORS, go to Enabling Cross-Origin Resource Sharing in the Amazon
Simple Storage Service Developer Guide.

Requests
Syntax

OPTI ONS / Cbj ect Name HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Oigin: Oigin

Access- Cont r ol - Request - Met hod: HTTPMet hod
Access- Cont rol - Request - Headers: Request Header

Request Parameters

This operation does not introduce any specific request parameters, but it may contain any request
parameters that are required by the actual request.

Request Headers

Name Description Required

Oigin Identifies the origin of the cross-origin request to Amazon S3. | Yes
For example, http://www.example.com.

Type: String
Default: None

Access- Control - Identifies what HTTP method will be used in the actual Yes
Request - Met hod request.

Type: String
Default: None

Access- Control - A comma-delimited list of HTTP headers that will be sent in No
Request - Headers | the actual request.

For example, to put an object with server-side encryption, this
preflight request will determine if it can include the x- ane-
server - si de- encrypt i on header with the request.
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Name Description Required
Type: String

Default: None

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

Header Description

Access- Control - Al | ow The origin you sent in your request. If the origin in your request is not

aigin allowed, Amazon S3 will not include this header in the response.
Type: String

Access- Cont r ol - Max- Age | How long, in seconds, the results of the preflight request can be
cached.
Type: String

Access- Control - Al | ow The HTTP method that was sent in the original request. If the
Met hods method in the request is not allowed, Amazon S3 will not include this
header in the response.

Type: String

Access- Control - Al | ow A comma-delimited list of HTTP headers that the browser can send

Header s in the actual request. If any of the requested headers is not allowed,
Amazon S3 will not include that header in the response, nor will the
response contain any of the headers with the Access- Cont r ol
prefix.

Type: String

Access- Cont r ol - Expose- | A comma-delimited list of HTTP headers. This header provides the
Header s JavaScript client with access to these headers in the response to the
actual request.

Type: String

Response Elements

This implementation of the operation does not return response elements.

API Version 2006-03-01
331



Amazon Simple Storage Service APl Reference
Examples

Examples

Example : Send a preflight OPTIONS request to a cors enabled
bucket

A browser can send this preflight request to Amazon S3 to determine if it can send the actual PUT
request from http://www.example.com origin to the Amazon S3 bucket named exanpl ebucket .

Sample Request

OPTI ONS / exanpl eobj ect HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Oigin: http://ww. exanpl e. com
Access- Cont r ol - Request - Met hod: PUT

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: 6SvaESv3VULYPLi k5LLI 71 SPPt SnBvDdGmkI X1Hf Ul 7uS2mLDF6t d6KVWKN YMXZ
X-ane-request-id: BDC4B83DF5096BBE

Date: Wed, 21 Aug 2012 23:09:55 GJI

Etag: "1flalaf1f1111111111111cllaedldal”

Access-Control -Allow Origin: http://ww. exanpl e.com

Access-Control - Al | ow Met hods: PUT

Access- Cont rol - Expose- Headers: x-ane-request-id

Content-Length: O

Server: AmazonS3

Related Resources

e GET Bucket cors (p. 121)
« DELETE Bucket cors (p. 76)
e PUT Bucket cors (p. 222)
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POST Object

Description

The PCOST operation adds an object to a specified bucket using HTML forms. POST is an alternate form
of PUT that enables browser-based uploads as a way of putting objects in buckets. Parameters that

are passed to PUT via HTTP Headers are instead passed as form fields to POST in the multipart/form-
data encoded message body. You must have WRI TE access on a bucket to add an object to it. Amazon
S3 never stores partial objects: if you receive a successful response, you can be confident the entire
object was stored.

Amazon S3 is a distributed system. If Amazon S3 receives multiple write requests for the same object
simultaneously, all but the last object written will be overwritten.

To ensure that data is not corrupted traversing the network, use the Content-MD5 form field. When you
use this form field, Amazon S3 checks the object against the provided MD5 value. If they do not match,
Amazon S3 returns an error. Additionally, you can calculate the MD5 value while posting an object

to Amazon S3 and compare the returned ETag to the calculated MD5 value. The ETag only reflects
changes to the contents of an object, not its metadata.

Note

To configure your application to send the Request Headers prior to sending the request body,
use the 100-continue HTTP status code. For POST operations, this helps you avoid sending
the message body if the message is rejected based on the headers (e.g., authentication
failure or redirect). For more information on the 100-continue HTTP status code, go to Section
8.2.3 of http://www.ietf.org/rfc/rfc2616.txt.

You can optionally request server-side encryption where Amazon S3 encrypts your data as it writes

it to disks in its data centers and decrypts it for you when you access it. You have option of providing
your own encryption key or you can use the AWS-managed encryption keys. For more information, go
to Using Server-Side Encryption in the Amazon Simple Storage Service Developer Guide.

Versioning

If you enable versioning for a bucket, POST automatically generates a unique version ID for the object
being added. Amazon S3 returns this ID in the response using the x- ane- ver si on-i d response
header.

If you suspend versioning for a bucket, Amazon S3 always uses nul | as the version ID of the object
stored in a bucket.

For more information about returning the versioning state of a bucket, see GET Bucket (Versioning
Status) (p. 169).

Amazon S3 is a distributed system. If you enable versioning for a bucket and Amazon S3 receives
multiple write requests for the same object simultaneously, all of the objects will be stored.

To see sample requests that use versioning, see Sample Request (p. 341).

Requests
Syntax

POST / HTTP/ 1.1

Host: destinati onBucket.s3. anazonaws. com
User - Agent: browser_data

Accept: file_types

Accept - Language: Regi ons
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Accept - Encodi ng: encodi ng

Accept - Charset: character_set

Keep- Al'i ve: 300

Connection: keep-alive

Content - Type: nultipart/formdata; boundary=9431149156168
Content-Length: |ength

--9431149156168
Content - Di sposi tion: formdata; nane="key"

acl
--9431149156168
Content -Di sposition: formdata; nane="taggi ng"

<Taggi ng><TagSet ><Tag><Key>Tag Nane</ Key><Val ue>Tag Val ue</ Val ue></ Tag></

TagSet ></ Taggi ng>
--9431149156168

Content - Di sposition: formdata; nane="success_action_redirect"

success_redirect
--9431149156168
Content - Di sposi tion: formdata; nane="Content-Type"

content _type
--9431149156168
Cont ent - Di sposi tion: formdata; nane="x-anz-neta-uuid"

uui d
--9431149156168
Content - Di sposi tion: formdata; nane="x-anz-neta-tag"

nmet adat a
--9431149156168
Content-Di sposition: formdata; nane="AWSAccessKeyl d"

access-key-id
--9431149156168
Content - Di sposition: formdata; nane="Policy"

encoded_pol i cy
--9431149156168
Content -Di sposition: formdata; nane="Si gnature"

signature=
--9431149156168

Content-Di sposition: formdata; nane="file"; filename="MFil enane.jpg"

Cont ent - Type: inmage/j peg

file_content
--9431149156168
Content-Di sposition: formdata; nane="submt"

Upl oad to Anazon S3
--9431149156168- -

Request Parameters

This implementation of the operation does not use request parameters.
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Form Fields

This operation can use the following form fields.

Name

AWSAccessKeyl d

acl

Cache-Control,
Cont ent - Type, Content -
Di sposition, Content-
Encodi ng, Expi res

file

key

policy

Description Required

The AWS access key ID of the owner of the bucket Conditional
who grants an Anonymous user access for a request

that satisfies the set of constraints in the policy.

Type: String

Default: None

Constraints: Required if a policy document is included

with the request.

Specifies an Amazon S3 access control list. If an No
invalid access control list is specified, an error is

generated. For more information on ACLs, go to

Access Control List (ACL) Overview in the Amazon

Simple Storage Service Developer Guide.

Type: String
Default: private

Valid Values: private | public-read |
public-read-wite | aws-exec-read |

aut henti cated-read | bucket-owner-read |
bucket - owner-ful | -control

REST-specific headers. For more information, see No
PUT Object (p. 347).

Type: String
Default: None

File or text content. Yes
The file or text content must be the last field in the

form.

You cannot upload more than one file at a time.

Type: File or text content

Default: None

The name of the uploaded key. Yes

To use the file name provided by the user, use the
${filename} variable. For example, if the user Betty
uploads the file | ol cat z. j pg and you specify /
user/betty/ ${fil enanme}, the key name will be /
user/betty/lolcatz.jpg.

For more information, go to Object Key and Metadata
in the Amazon Simple Storage Service Developer
Guide.

Type: String

Default: None

Security Policy describing what is permitted in the Conditional
request. Requests without a security policy are

considered anonymous and work only on publicly

writable buckets. For more information, go to HTML

Forms and Upload Examples.
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Name Description Required
Type: String
Default: None

Constraints: Policy is required if the bucket is not
publicly writable.

success_action_redirect, | The URL to which the client is redirected upon No
redirect successful upload.
If success_acti on_redirect is not specified,
Amazon S3 returns the empty document type
specified in the success_act i on_st at us field.
If Amazon S3 cannot interpret the URL, it acts as if the
field is not present.
If the upload fails, Amazon S3 displays an error and
does not redirect the user to a URL.
Type: String
Default: None

Note

The redirect field name is deprecated and
support for the redirect field name will be
removed in the future.

success_action_stat us The status code returned to the client upon successful | No
upload if success_acti on_redirect is not
specified.

Accepts the values 200, 201, or 204 (default).

If the value is set to 200 or 204, Amazon S3 returns an
empty document with a 200 or 204 status code.

If the value is set to 201, Amazon S3 returns an XML
document with a 201 status code.

If the value is not set or if it is set to an invalid value,
Amazon S3 returns an empty document with a 204
status code.

Type: String
Default: None

Note

Some versions of the Adobe Flash player

do not properly handle HTTP responses
with an empty body. To support uploads
through Adobe Flash, we recommend setting
success_acti on_st at us to 201.
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Name Description Required
taggi ng Specifies set of tags to add to the object using the No
following encoding scheme.
<Taggi ng>
<TagSet >
<Tag>
<Key>Tag Name</ Key>
<Val ue>Tag Val ue</ Val ue>
</ Tag>
</ TagSet >
</ Taggi ng>
For more information, go to Object Tagging in the
Amazon Simple Storage Service Developer Guide.
Type: String
Default: None
X- anz- st or age- cl ass Storage class to use for storing the object. No
Type: String
Default: STANDARD
Valid Values: STANDARD | STANDARD _IA |
REDUCED_REDUNDANCY
Constraints: You cannot specify GLACI ER as the
storage class. To transition objects to the GLACIER
storage class you can use lifecycle configuration.
For more information about storage classes, go to
Using DevPay.
x-ane- net a- * Headers starting with this prefix are user-defined No
metadata. Each one is stored and returned as a set
of key-value pairs. Amazon S3 doesn't validate or
interpret user-defined metadata. For more information,
see PUT Object (p. 347).
Type: String
Default: None
X-ane-security-token Amazon DevPay security token. No

Each request that uses Amazon DevPay requires two
X-anz-security-token form fields: one for the
product token and one for the user token.

For more information, go to Using DevPay.
Type: String
Default: None
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Name Description Required
X-ane-website-redirect- If the bucket is configured as a website, redirects No
| ocation requests for this object to another object in the same

bucket or to an external URL. Amazon S3 stores
the value of this header in the object metadata. For
information about object metadata, go to Object Key
and Metadata.

In the following example, the request header sets the
redirect to an object (anot her Page. ht n1 ) in the
same bucket:
Xx-anz-website-redirect-location: /

anot her Page. ht m

In the following example, the request header sets the
object redirect to another website:

x-ane-website-redirect-location: http://
www. exanpl e. coml

For more information about website hosting in
Amazon S3, go to sections Hosting Websites on
Amazon S3 and How to Configure Website Page
Redirects in the Amazon Simple Storage Service
Developer Guide.

Type: String

Default: None

Constraints: The value must be prefixed by, "/",
"http://" or "https://". The length of the value is limited
to 2 K.

Server-Side Encryption Specific Request Form Fields

You can optionally request Amazon S3 to encrypt data at rest using server-side encryption. Server-side
encryption is about data encryption at rest, that is, Amazon S3 encrypts your data as it writes it to disks
in its data centers and decrypts it for you when you access it.

For more information, go to Protecting Data Using Server-Side Encryption in the Amazon Simple
Storage Service Developer Guide.

Depending on whether you want to use AWS-managed encryption keys or provide your own encryption
keys, you use the following form fields:

» Use AWS-managed encryption keys — If you want Amazon S3 to manage keys used to encrypt
data, you specify the following form fields in the request.

Name Description Required
X- ane- server - Specifies a server-side encryption algorithm to use when Yes
si de-encryption Amazon S3 creates an object.

Type: String

Valid Value: aws: kns, AES256
X- ane- server - If the x- anez- server - si de- encrypti on is present and Yes, if the
si de-encryption- | hasthe value of aws: kns, this header specifies the ID of the | value of
aws- kms- key-i d X-ane-
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Name Description Required
AWS Key Management Service (KMS) master encryption key | server -
that was used for the object. si de-
Type: String encryption
is
aws: kns
X- ane- server - If x- anez- server - si de-encrypti on is present, and if No
si de-encryption- | itsvalueis aws: kns, this header specifies the encryption
cont ext context for the object. The value of this header is a base64-

encoded UTF-8 string holding JSON with the encryption
context key-value pairs.

Type: String

Note
If you specify x- anz- ser ver - si de- encrypti on: aws: kns, but do not provide x- ane-
server-side- encryption-aws-kns-key-i d, the default AWS KMS key will be used
to protected the data.
¢ Use customer-provided encryption keys — If you want to manage your own encryption keys, you
must provide all the following form fields in the request.

Note
If you use this feature, the ETag value that Amazon S3 returns in the response will not be
the MD5 of the object.

Name Description Required
X-anz- server - Specifies the algorithm to use to when encrypting the object. | Yes

si de-encryption _

- cust ormer - Type: String

al gorithm

Default: None
Valid Value: AES256

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encrypti on-cust oner - key and x- anz- ser ver -
si de-encrypti on- cust onmer - key- MD5 fields.

X- ane- server - Specifies the customer-provided base64-encoded encryption | Yes
si de-encryption- | key for Amazon S3 to use in encrypting data. This value is
cust oner - key used to store the object and then it is discarded; Amazon

does not store the encryption key. The key must be
appropriate for use with the algorithm specified in the x-
anz-server-side-encryption-custoner-al gorithm
header.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encryption-cust oner-al gorit hmand x- ane-
server - si de-encrypti on-cust oner - key- MD5 fields.

X- anz- server - Specifies the base64-encoded 128-bit MD5 digest of the Yes
si de-encryption- | encryption key according to RFC 1321. Amazon S3 uses
cust oner - key- MD5
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Name Description Required

this header for a message integrity check to ensure the
encryption key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anez- ser ver -
si de-encryption-cust oner-al gorit hmand x- ane-
server - si de-encryption-cust oner - key fields.

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to
the response headers common to all responses. For more information, see Common Response
Headers (p. 5).

Name Description

X-aneg-expiration Amazon S3 will return this header if an Expi rati on
action is configured for the object as part of the bucket's
lifecycle configuration. The header value includes an
"expiry-date" component and a URL encoded "rule-id"
component. Note that for version-enabled buckets, this
header only applies to current versions; Amazon S3
does not provide a header to infer when a noncurrent
version will be eligible for permanent deletion. For more
information, see PUT Bucket lifecycle (p. 233).

Type: String
success_action_redirect, The URL to which the client is redirected on successful
redirect upload.

Type: String

Ancestor: PostResponse

X-ane-server-si de-encryption If you specified server-side encryption either with AWS
KMS encryption or AWS-Managed encryption in your
POST request, the response includes this header. It
confirms the encryption algorithm that Amazon S3 used
to encrypt the object.

Type: String
X-ane- server-si de-encrypti on- If the x- ane- server - si de- encrypti on is present
aws- kns- key-id and has the value of aws: kns, this header specifies the

ID of the AWS Key Management Service (KMS) master
encryption key that was used for the object.

Type: String
X-ane- server-si de-encrypti on- If server-side encryption with customer-provided
cust oner -al gorithm encryption keys (SSE-C) encryption was requested,

the response will include this header confirming the
encryption algorithm used.

Type: String
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Examples
Name Description
Valid Values: AES256
X-anz-server-si de- encrypti on- If SSE-C encryption was requested, the response

cust oner - key- MD5

X-ane-version-id

Response Elements

Name

Bucket

ETag

Key

Location

Special Errors

includes this header to provide roundtrip message
integrity verification of the customer-provided encryption
key.

Type: String

Version of the object.
Type: String

Description

Name of the bucket the object was stored in.
Type: String
Ancestor: PostResponse

The entity tag is an MD5 hash of the object that you can use to
do conditional GET operations using the If-Modified request tag
with the GET request operation. The ETag reflects changes to
only the contents of an object, not its metadata.

Type: String
Ancestor: PostResponse

The object key name.
Type: String
Ancestor: PostResponse

URI of the object.
Type: String
Ancestor: PostResponse

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

POST / Neo HTTP/ 1.1
Content-Length: 4

Host: quotes. s3. amazonaws. com
Date: Wed, 01 Mar 2006 12: 00: 00 GMI
Aut hori zation: authorization string

Content - Type: text/plain

Expect: the 100-conti nue HTTP status code
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‘Ooj ect Cont ent

Sample Response with Versioning Suspended

The following shows a sample response when bucket versioning is suspended.

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-anz-id-2: LriYPLdnOdAI | f gSm F1YsVi TILWO4/ xUQxMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-anz-request-id: 0A49CE4060975EAC

Xx-ane-version-id: default

Date: Wed, 12 Cct 2009 17:50:00 GV

ETag: "1b2cf535f27731c974343645a3985328"

Content-Length: 0O

Connection: close

Server: AmazonS3

Notice in this response the version ID is nul | .

Sample Response with Versioning Enabled

The following shows a sample response when bucket versioning is enabled.

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-ane-id-2: LriYPLdnOdAI | fgSn F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-ane-request-id: O0A49CE4060975EAC

x-ane-version-id: 43jfkodU8493j nFJDOf j j 3HHNVF dsQUI FDNsi df 038j f dsj GFDSI Rp
Date: Wed, 01 Mar 2006 12:00: 00 GMI

ETag: "828ef 3f df a96f 00ad9f 27¢c383f c9ac7f"

Content-Length: O

Connecti on: cl ose

Server: AmazonS3

Related Resources

¢ PUT Object - Copy (p. 370)
¢ POST Object (p. 333)
¢ GET Object (p. 301)
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POST Object restore

Description

Restores a temporary copy of an archived object. You can optionally provide version ID to restore
specific object version. If version ID is not provided, it will restore the current version.

In the request, you specify the number of days that you want the restored copy to exist. After the
specified period, Amazon S3 deletes the temporary copy. Note that the object remains archived.
Amazon S3 deletes only the restored copy.

An object in the Glacier storage class is an archived object. To access the object, you must first
initiate a restore request, which restores a copy of the archived object. The time it takes restore jobs to
complete depends on which retrieval option you specify, Expedi t ed, St andar d, or Bul k.

When retrieving an archived object, you can specify one of the following options in the Ti er element of
the request body:

* Expedi t ed - Expedited retrievals allow you to quickly access your data when occasional urgent
requests for a subset of archives are required. For all but the largest archived object (250 MB+), data
accessed using Expedited retrievals are typically made available within 1-5 minutes.

e St andar d - Standard retrievals allow you to access any of your archived objects within several
hours. Standard retrievals typically complete within 3-5 hours. This is the default option for retrieval
requests that do not specify the retrieval option.

¢ Bul k - Bulk retrievals are Amazon Glacier lowest-cost retrieval option, enabling you to retrieve large
amounts, even petabytes, of data inexpensively in a day. Bulk retrievals typically complete within 5—
12 hours.

For more information about archive retrieval options and provisioned capacity for Expedited retrievals,
see Restoring Archived Objects in the Amazon Simple Storage Service Developer Guide.

You can obtain restoration status by sending a HEAD request. In the response, these operations return
the x- ane- r est or e header with restoration status information.

After restoring an archived object, you can update the restoration period by reissuing this request with
the new period. Amazon S3 updates the restoration period relative to the current time and charges only
for the request—there are no data transfer charges.

You cannot issue another restore request when Amazon S3 is actively processing your first restore
request for the same object. However, after Amazon S3 restores a copy of the object, you can send
restore requests to update the expiration period of the restored object copy.

If your bucket has a lifecycle configuration with a rule that includes an expiration action, the object
expiration overrides the life span that you specify in a restore request. For example, if you restore an
object copy for 10 days but the object is scheduled to expire in 3 days, Amazon S3 deletes the object
in 3 days. For more information about lifecycle configuration, see PUT Bucket lifecycle (p. 233) and
Object Lifecycle Management in Amazon Simple Storage Service Developer Guide.

To use this action, you must have s3: Rest or eQbj ect permissions on the specified object. For more
information, see Access Control in the Amazon S3 Developer Guide.

Requests
Syntax

‘ POST / Obj ect Nane?r est or e&ver si onl d=Versionl D HTTP/ 1. 1
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Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 15))
Cont ent - MD5: NMD5

<Rest or eRequest xm ns="http://s3. amazonaws. con doc/ 2006- 3- 01" >
<Days>Nunber O Days</ Days>
<d aci er JobPar anet er s>
<Ti er>Retrieval Option</Tier>
</ d aci er JobPar anet er s>
</ Rest or eRequest >

Note
The syntax shows some of the request headers. For a complete list, see the Request Headers
section of this topic.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

Name Description Required

Cont ent - MD5 | The base64-encoded 128-bit MD5 digest of the data. This header | Yes
must be used as a message integrity check to verify that the
request body was not corrupted in transit. For more information, go
to RFC 1864.

Type: String

Default: None

Request Elements

Name Description

Rest or eRequest Container for restore information.
Type: Container
Ancestors: AccessContr ol Pol i cy

Days Lifetime of the restored (active) copy. The minimum number of days that you
can restore an object from Amazon Glacier is 1. After the object copy reaches
the specified lifetime, Amazon S3 removes the copy from the bucket. This is a
required element.

Type: Positive integer
Ancestors: RestoreRequest

G aci er JobPar anet @untainer for Glacier job parameters. This element is not required.
Type: Container
Ancestors: Rest or eRequest
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Responses
Name Description
Ti er The retrieval option to use when restoring the archive. St andar d is the
default.
Type: Enum

Valid values: Expedi t ed | St andar d | Bul k
Ancestors: GlacierJobParameters

Responses

A successful operation returns either 200 OK or 202 Accept ed status code.

« If the object copy is not previously restored, then Amazon S3 returns 202 Accept ed in the
response.

« If the object copy is previously restored, Amazon S3 returns 200 OK in the response.

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This operation does not return response elements.

Special Errors

Error Code Description HTTP SOAP Fault
Status Code | Code Prefix
Rest or eAl r eadyl nPr ogr ess Object restore is already in 409 Conflict | Client
progress.
d aci er Expedi t edRet ri eval Stadleréxpdilited retrievals are 503 N/A

currently not available, please try
again later. (Returned if there is
insufficient capacity to process the
Expedited request. This error only
applies to Expedited retrievals and
not to Standard or Bulk retrievals.)

Examples
Restore an Object for 2 Days Using the Expedited Retrieval
Option

The following restore request restores a copy of the phot ol. j pg object from Amazon Glacier for a
period of 2 days using the expedited retrieval option.

‘ PCOST /photol.jpg?restore HITP/ 1.1
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Host: exanpl ebucket . s3. amazonaws. com
Date: Mon, 22 Oct 2012 01:49:52 GMI
Aut hori zation: authorization string
Content-Length: content |ength

<Rest or eRequest >
<Days>2</ Days>
<d aci er JobPar anet er s>
<Ti er >Expedi t ed</ Ti er >
<d aci er JobPar anet er s>
</ Rest or eRequest >

If the exanpl ebucket does not have a restored copy of the object, Amazon S3 returns the following
202 Accept ed response.

HTTP/ 1.1 202 Accepted

x-ane-id-2: GFi hv3y6+kE7KGL1GEKChU7/ 2/ cHR3Yb2f Ch2S04nx| 423Dgwg2Xi QOB/
Uzl zYQuPI Bl ZNRcovw=

x-ane-request-id: 9F341CD3CABA79EOD

Date: Sat, 20 Oct 2012 23:54:05 GMI

Content-Length: O

Server: AmazonS3

If a copy of the object is already restored, Amazon S3 returns a 200 OK response, only updating the
restored copy's expiry time.

Related Resources

¢ GET Bucket lifecycle (p. 129)
e PUT Bucket lifecycle (p. 233)
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PUT Object

Description

This implementation of the PUT operation adds an object to a bucket. You must have WRI TE
permissions on a bucket to add an object to it.

Amazon S3 never adds partial objects; if you receive a success response, Amazon S3 added the entire
object to the bucket.

Amazon S3 is a distributed system. If it receives multiple write requests for the same object
simultaneously, it overwrites all but the last object written. Amazon S3 does not provide object locking;
if you need this, make sure to build it into your application layer or use versioning instead.

To ensure that data is not corrupted traversing the network, use the Cont ent - MD5 header. When you
use this header, Amazon S3 checks the object against the provided MD5 value and, if they do not
match, returns an error. Additionally, you can calculate the MD5 while putting an object to Amazon S3
and compare the returned ETag to the calculated MD5 value.

Note

To configure your application to send the Request Headers prior to sending the request
body, use the 100- cont i nue HTTP status code. For PUT operations, this helps you avoid
sending the message body if the message is rejected based on the headers (e.g., because of
authentication failure or redirect). For more information on the 100- cont i nue HTTP status
code, go to Section 8.2.3 of http://www.ietf.org/rfc/rfc2616.txt.

You can optionally request server-side encryption where Amazon S3 encrypts your data as it writes it
to disks in its data centers and decrypts it for you when you access it. You have the option to provide
your own encryption key or use AWS-managed encryption keys. For more information, go to Using
Server-Side Encryption in the Amazon Simple Storage Service Developer Guide.

Versioning

If you enable versioning for a bucket, Amazon S3 automatically generates a unique version 1D for
the object being stored. Amazon S3 returns this ID in the response using the x- anez- ver si on-i d
response header. If versioning is suspended, Amazon S3 always uses nul | as the version ID for the
object stored. For more information about returning the versioning state of a bucket, see GET Bucket
versioning (p. 169).

If you enable versioning for a bucket, when Amazon S3 receives multiple write requests for the same
object simultaneously, it stores all of the objects.

To see sample requests that use versioning, see Sample Request (p. 356).

Storage Class Options

Amazon S3 uses the Standard storage class by default to store newly created objects. The Standard
storage class provides high durability and high availability. Depending on the performance needs in
your use case scenario, you can optionally specify other storage classes. For more information, go to
Storage Classes in the Amazon Simple Storage Service Developer Guide.

Access Permissions

When uploading an object, you can optionally specify the accounts or groups that should be granted
specific permissions on your object. There are two ways to grant the appropriate permissions using the
request headers:
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¢ Specify a canned (predefined) ACL using the x- anez- acl request header. For more information, see
Canned ACL in the Amazon Simple Storage Service Developer Guide.

¢ Specify access permissions explicitly using the x- ane- gr ant - r ead, , x- ane- gr ant - r ead- acp,
and x- anz-grant-wite-acp, x-ane-grant-full-control headers. These headers map to
the set of permissions Amazon S3 supports in an ACL. For more information, go to Access Control
List (ACL) Overview in the Amazon Simple Storage Service Developer Guide.

Note
You can either use a canned ACL or specify access permissions explicitly. You cannot do
both.

Requests
Syntax

PUT / Qbj ect Name HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

Note
The syntax shows some of the request headers. For a complete list, see the Request Headers
section.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. Request headers are limited to 8 KB in size. For more information,
see Common Request Headers (p. 3).

Name Description Required

Cache- Control Can be used to specify caching behavior along the request/ No
reply chain. For more information, go to http://www.w3.org/
Protocols/rfc2616/rfc2616-secl4.html#sec14.9.

Type: String
Default: None
Constraints: None

Cont ent - Specifies presentational information for the object. For more No
Di sposi tion information, go to http://www.w3.org/Protocols/rfc2616/
rfc2616-sec19.html#sec19.5.1.
Type: String

Default: None
Constraints: None

Cont ent - Encodi ng | Specifies what content encodings have been applied to the No
object and thus what decoding mechanisms must be applied
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Requests

Name

Cont ent - Lengt h

Cont ent - MD5

Cont ent - Type

Expect

Expi res

Description

to obtain the media-type referenced by the Cont ent - Type
header field. For more information, go to http://www.w3.org/
Protocols/rfc2616/rfc2616-secl4.html#secl14.11.

Type: String
Default: None
Constraints: None

The size of the object, in bytes. For more information,
go to http://www.w3.org/Protocols/rfc2616/rfc2616-
secl4d.html#secl14.13.

Type: String
Default: None
Constraints: None

The base64-encoded 128-bit MD5 digest of the message
(without the headers) according to RFC 1864. This header
can be used as a message integrity check to verify that the
data is the same data that was originally sent. Although it is
optional, we recommend using the Content-MD5 mechanism
as an end-to-end integrity check. For more information about
REST request authentication, see REST Authentication in the
Amazon Simple Storage Service Developer Guide.

Type: String
Default: None
Constraints: None

A standard MIME type describing the format of the contents.
For more information, go to http://www.w3.org/Protocols/
rfc2616/rfc2616-secl4.html#secl4.17.

Type: String

Default: binary/octet-stream
Valid Values: MIME types
Constraints: None

When your application uses 100- cont i nue, it does not send
the request body until it receives an acknowledgment. If the
message is rejected based on the headers, the body of the
message is not sent.

Type: String

Default: None

Valid Values: 100- cont i nue
Constraints: None

The date and time at which the object is no longer cacheable.
For more information, go to http://www.w3.org/Protocols/
rfc2616/rfc2616-secl4.html#sec14.21.

Type: String
Default: None
Constraints: None

Required

Yes

No

No

No

No
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Name Description Required

X- ane- et a- Headers starting with this prefix are user-defined metadata. No
Within the PUT request header, the user-defined metadata is
limited to 2 KB in size. User-defined metadata is a set of key-
value pairs. The size of user-defined metadata is measured by
taking the sum of the number of bytes in the UTF-8 encoding
of each key and value. Amazon S3 doesn't validate or interpret
user-defined metadata.

Type: String
Default: None
Constraints: None

X- ane- st or age- If you don't specify, Standard is the default storage class. No
cl ass Amazon S3 supports other storage classes. For more

information, go to Storage Classes in the Amazon Simple

Storage Service Developer Guide.

Type: Enum
Default: STANDARD

Valid Values: STANDARD | STANDARD | A |
REDUCED_REDUNDANCY

Constraints: You cannot specify GLACI ER as the storage
class. To transition objects to the GLAC!I ER storage class, you
can use lifecycle configuration. For more information, go to
Object Lifecycle Management in the Amazon Simple Storage
Service Developer Guide.

X-ane-taggi ng Specifies a set of one or more tags you want to associated No
with the object. These tags are stored in the t aggi ng
subresource associated with the object.

For more information about adding tags to an object, Object
Tagging Management in the Amazon Simple Storage Service
Developer Guide.

Type: String

Default: None

Constraints: The encoding for tags will be URL query
parameter encoding. The maximum size of this header is
limited to 2 K.
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Name Description Required

x- anez- websi t e- If the bucket is configured as a website, redirects requests No
redi rect -1 ocation | for this object to another object in the same bucket or to an

external URL. Amazon S3 stores the value of this header in

the object metadata. For information about object metadata,

go to Object Key and Metadata.

In the following example, the request header sets the redirect
to an object (anot her Page. ht m ) in the same bucket:
X-anz-website-redirect-1location: /

anot her Page. ht m

In the following example, the request header sets the object
redirect to another website:

x-anme-website-redirect-location: http://
www. exanpl e. com

For more information about website hosting in Amazon S3,
go to sections Hosting Websites on Amazon S3 and How to
Configure Website Page Redirects in the Amazon Simple
Storage Service Developer Guide.

Type: String

Default: None

Constraints: The value must be prefixed by, "/", "http://" or
"https://". The length of the value is limited to 2 KB.

Access Control List (ACL) Specific Request Headers

Additionally, you can use the following access control-related headers with this operation. By default,
all objects are private: only the owner has full control. When adding a new object, you can grant
permissions to individual AWS accounts or predefined Amazon S3 groups. These permissions are then
used to create the Access Control List (ACL) on the object. For more information, go to Using ACLs.

You can use one of the following two ways to grant these permissions:

¢ Specify a canned ACL — Amazon S3 supports a set of predefined ACLs, known as canned ACLs.
Each canned ACL has a predefined set of grantees and permissions. For more information, go to
Canned ACL.

Name Description Required

x-anz- acl The canned ACL to apply to the object. For more information, No
see Canned ACL in the Amazon Simple Storage Service
Developer Guide.

Type: String
Default: private

Valid Values: private | public-read | public-read-
wite | aws-exec-read | authenticated-read |
bucket - owner-read | bucket-owner-full-control

Constraints: None

» Specify access permissions explicitly — If you want to explicitly grant access permissions to
specific AWS accounts or a group, you use the following headers. Each of the following headers
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maps to specific permissions Amazon S3 supports in an ACL. For more information, go to Access
Control List (ACL) Overview. In the header value, you specify a list of grantees who get the specific
permission.

Name Description Required
Xx-anz-grant- | Allows grantee to read the object data and its metadata. No
read Type: String

Default: None
Constraints: None

x-anz-grant- | Notapplicable. This applies only when granting permissionona ' No
wite bucket.
Type: String

Default: None
Constraints: None

x-anz-grant- | Allows grantee to read the object ACL. No
read-acp Type: String

Default: None

Constraints: None

x-anz-grant- | Allows grantee to write the ACL for the applicable object. No
wite-acp Type: String

Default: None

Constraints: None

x-anz-grant- | Allows grantee the READ, READ_ACP, and WRITE_ACP No
full-control permissions on the object.
Type: String

Default: None
Constraints: None

You specify each grantee as at ype=val ue pair, where the type can be one of the following:

* emailAddress — if value specified is the email address of an AWS account

Important

You cannot use an email address to specify a grantee for any AWS region that was created
after 12/8/2014. The following regions were created after 12/8/2014: US East (Ohio), Asia
Pacific (Mumbai), Asia Pacific (Seoul), EU (Frankfurt), China (Beijing), and AWS GovCloud
(US) regions.

« id —if value specified is the canonical user ID of an AWS account

e uri —if granting permission to a predefined group.

For example, the following x- ane- gr ant - r ead header grants read object data and its metadata
permission to the AWS accounts identified by their email addresses.

X-ane-grant-read: enail Address="xyz@nazon. coni,
emai | Addr ess="abc@nuazon. cont
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Server-Side Encryption Specific Request Headers

You can optionally request Amazon S3 to encrypt data at rest using server-side encryption. Server-side
encryption is about data encryption at rest, that is, Amazon S3 encrypts your data as it writes it to disks
in its data centers and decrypts it for you when you access it. Depending on whether you want to use
AWS-managed encryption keys or provide your own encryption keys, you use the following headers:

¢ Use AWS-managed encryption keys — If you want Amazon S3 to manage keys used to encrypt
data, you specify the following header in the request.

Name Description Required
X-anz- server - Specifies a server-side encryption algorithm to use when Yes
si de-encryption Amazon S3 creates an object.
Type: String
Valid Value: aws: kns, AES256
X- ane- server - If the x- anez- server - si de- encrypti on is present and Yes, if the
si de-encryption- | has the value of aws: kns, this header specifies the ID of the | value of
aws- kns- key-id AWS Key Management Service (KMS) master encryption key | x- ane-
that was used for the object. server -
Type: String si de-
encryption
is
aws: kns
X-ane-server - If x- anez- server - si de-encrypti on is present, and if No
si de-encryption- | itsvalueis aws: kns, this header specifies the encryption
cont ext context for the object. The value of this header is a base64-

encoded UTF-8 string holding JSON with the encryption
context key-value pairs.

Type: String

Note

If you specify x- anez- server - si de-encrypti on: aws: kns, but do not provide x- ane-
server-side- encryption-aws-kmns-key-i d, the default AWS KMS key will be used
to protected the data.

Important
All GET and PUT requests for an object protected by AWS KMS will fail if not made via SSL
or by using SigVv4.

For more information on Server-Side Encryption with Amazon KMS-Managed Keys (SSE-KMS), go
to Protecting Data Using Server-Side Encryption with AWS KMS-Managed Keys in the Amazon
Simple Storage Service Developer Guide.

¢ Use customer-provided encryption keys— If you want to manage your own encryption keys, you
must provide all the following headers in the request.

Note
If you use this feature, the ETag value that Amazon S3 returns in the response will not be
the MD5 of the object.

Name Description Required

X- ane- server - Specifies the algorithm to use to when encrypting the object. | Yes

si de-encryption
Type: String

API Version 2006-03-01
353


http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html

Amazon Simple Storage Service API Reference
Responses

Name Description Required

- cust oner - Default: None

al gorithm
Valid Value: AES256

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encrypti on-cust oner - key and x- anz- ser ver -
si de-encrypti on- cust omer - key- MD5 headers.

X- anz- server - Specifies the customer-provided base64-encoded encryption | Yes
si de-encryption- | keyfor Amazon S3 to use in encrypting data. This value is
cust oner - key used to store the object and then is discarded; Amazon does
not store the encryption key. The key must be appropriate for
use with the algorithm specified in the x- anz- ser ver - si de
-encryption-cust oner-al gorit hmheader.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encryption-custoner-al gori t hmand x- anz-
server - si de-encryption-cust onmer - key- MD5 headers.

X-ane- server - Specifies the base64-encoded 128-bit MD5 digest of the Yes
si de-encryption- | encryption key according to RFC 1321. Amazon S3 uses
cust onmer - key- MD5 | this header for a message integrity check to ensure the

encryption key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anez- ser ver -
si de- encrypti on-cust oner - al gori t hmand x- anz-
server-si de-encryption-cust onmer - key headers.

For more information on Server-Side Encryption with Customer-Provided Encryption Keys (SSE-C),
go to Protecting Data Using Server-Side Encryption with Customer-Provided Encryption Keys (SSE-
C) in the Amazon Simple Storage Service Developer Guide.

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to
the response headers common to all responses. For more information, see Common Response
Headers (p. 5).

Name Description

X- ane- If the object expiration is configured (see PUT Bucket lifecycle (p. 233)), the

expiration response includes this header. It includes the expi ry- dat e and r ul e-i d key-
value pairs providing object expiration information. The value of the rul e-i d is
URL encoded.
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Name

X- ane-
server - si de-
encryption

X- ane-
server-si de-
encryption-
aws- kns- key-
id

X-ane-
server-side
-encryption
- cust omer -
al gorithm

X- ane-
server-si de
-encrypti on-

cust oner - key-

VD5

X- ane-
version-id

Description
Type: String

If you specified server-side encryption either with an AWS KMS or Amazon S3-
managed encryption key in your PUT request, the response includes this header.
It confirms the encryption algorithm that Amazon S3 used to encrypt the object.

Type: String

If the x- anez- server - si de- encrypt i on is present and has the value of
aws: kns, this header specifies the ID of the AWS Key Management Service
(KMS) master encryption key that was used for the object.

Type: String

If server-side encryption with customer-provided encryption keys encryption
was requested, the response will include this header confirming the encryption
algorithm used.

Type: String
Valid Values: AES256

If server-side encryption using customer-provided encryption keys was
requested, the response returns this header to provide roundtrip message
integrity verification of the customer-provided encryption key.

Type: String

Version of the object.
Type: String

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1. Upload an Object

Sample Request

The following request stores the image ny- i mage. j pg in the bucket nyBucket .

PUT /ny-image.jpg HITP/ 1.1

Host :
Dat e: Wed,

Aut hori zati on:
Cont ent - Type:

Cont ent - Lengt h:
X- ane- net a- aut hor:
100- cont i nue

Expect :

nyBucket . s3. amazonaws. com

12 Oct 2009 17:50: 00 GV
aut hori zation string

text/plain

11434
Janet
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[11434 bytes of object data]

Sample Response with Versioning Suspended

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-ane-id-2: LriYPLdnOdAI | fgSm F1YsVi TILWR4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-ane-request-id: 0A49CE4060975EAC

Date: Wed, 12 Cct 2009 17:50: 00 GVr

ETag: "1b2cf535f27731c974343645a3985328"

Content-Length: O

Connecti on: cl ose

Server: AmazonS3

If an expiration rule created on the bucket using lifecycle configuration applies to the object, you

get a response with an x- anz- expi r at i on header as shown in the following response. For more
information, see Transitioning Objects: General Considerations in the Amazon Simple Storage Service
Developer Guide.

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-ane-id-2: LriYPLdnOdAI | fgSn F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-ane-request-id: O0A49CE4060975EAC

Date: Wed, 12 Cct 2009 17:50: 00 GMr

X-ane-expiration: expiry-date="Fri, 23 Dec 2012 00: 00: 00 GvI", rul e-id="1"
ETag: "1b2cf535f27731¢c974343645a3985328"

Content-Length: 0O

Connection: close

Server: AmazonS3

Sample Response with Versioning Enabled

If the bucket has versioning enabled, the response includes the x- anez- ver si on-i d header.

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-anz-id-2: LriYPLAnOdAI | f gSm F1YsVi TILWO4/ xUQxMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-anz-request-id: 0A49CE4060975EAC

x-ane-version-id: 43jfkodU8493j nFJDOf j j 3HHNVF dsQUI FDNsi df 038j f dsj GFDSI Rp
Date: Wed, 12 Cct 2009 17:50: 00 GMr

ETag: "fbacf535f27731¢c9771645a39863328"

Content-Length: O

Connection: close

Server: AmazonS3

Example 2: Upload an Object (Specify Storage Class)

Sample Request: Specifying reduced redundancy storage class

The following request stores the image, ny- i mage. j pg, in the bucket, myBucket . The
request specifies x- anez- st or age- cl ass header to request object be stored using the
REDUCED REDUNDANCY storage class.
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PUT /ny-image.jpg HITP/ 1.1

Host: nyBucket.s3. amazonaws. com

Date: Wed, 12 Cct 2009 17:50:00 GMr

Aut hori zation: authorization string

Cont ent - Type: i mage/j peg

Content-Length: 11434

Expect: 100-conti nue

X-anz- st orage- cl ass: REDUCED_REDUNDANCY

Sample Response

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-ane-id-2: LriYPLdnOdAI | fgSm F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-anz-request-id: 0A49CE4060975EAC

Date: Wed, 12 Cct 2009 17:50: 00 GMr

ETag: "1b2cf535f27731c974343645a3985328"

Content-Length: O

Connecti on: cl ose

Server: AmazonS3

Example 3:Upload an Object (Specify Access Permission
Explicitly)

Sample Request: Uploading an object and specifying access permissions
explicitly

The following request stores the file Test Obj ect . t xt in the bucket myBucket . The request specifies
various ACL headers to grant permission to AWS accounts specified using canonical user ID and email
address.

PUT Test Qhject.txt HTTP/ 1.1

Host: nyBucket . s3. anmazonaws. com
x-ane-date: Fri, 13 Apr 2012 05:40:14 GV
Aut hori zati on: authorization string
X-ane-grant-wite-acp:

i d=8a6925cedadf 588a4532142d3f 74dd8c71f al24Exanpl eCanoni cal User | D
x-ane-grant-full-control: email Address="Exanpl eUser @nazon. conf
X-ane-grant-wite: email Address="Exanpl eUser 1@nazon. coni,

enai | Addr ess="Exanpl eUser 2@nazon. cont
Cont ent - Lengt h: 300
Expect: 100-conti nue
Connecti on: Keep-Alive

...Object data in the body...

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: RUXQsZJUf S+ezeAS2i 0Xj 6w ST6xqF/ 8pFNH Tj Tr ECWb6 SCAUWGY+7 QL Voj 1GH
X-ane-request-id: 8D017A90827290BA

Date: Fri, 13 Apr 2012 05:40:25 GvVr

ETag: "dd038b344cf9553547f 8b395a814b274"
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Content-Length: O
Server: AmazonS3

Example 4: Upload an Object (Specify Access Permission
Using Canned ACL)

Sample Request: Using a canned ACL to set access permissions

The following request stores the file Test Obj ect . t xt in the bucket nyBucket . The request uses an
x-anz-acl header to specify a canned ACL to grant READ permission to the public.

...(Object data in the body...

PUT Testbject.txt HTTP/ 1.1

Host: nyBucket. s3. amazonaws. com
x-ane-date: Fri, 13 Apr 2012 05:54:57 GV
x-ane-acl: public-read

Aut hori zation: authorization string

Cont ent - Lengt h: 300

Expect: 100-continue

Connecti on: Keep-Alive

...CObject data in the body...

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Yd6PSIxJFQeTYJ/ 3dDO7mi qJf VMXXWIS2Hi j 03WFs4bz60e2QCVXasx XLZdM ASd
X-anz-request-id: 80DF413BB3D28A25

Date: Fri, 13 Apr 2012 05:54:59 GJI

ETag: "dd038b344cf 9553547f 8b395a814b274"

Content -Length: O

Server: AmazonS3

Example 5: Upload an Object (Request Server-Side Encryption
Using Customer-Provided Encryption Key)

In this upload object example, you request server-side encryption and provide an encryption key.

PUT /exanpl e- obj ect HTTP/ 1.1

Host: exanpl e- bucket. s3. amazonaws. com

Accept: */*

Aut hori zation: aut horization string

Date: Wed, 28 May 2014 19:31:11 +0000

X-ane-server-si de-encrypti on- cust oner -

key: g0l Cf A3Dv40j Zz5SQI1ZukLRFqt | 5Wor C/ 8 SEEXAMPLE

X-ane-server-si de-encryption-cust oner - key- MD5: Zj @ nelX/ i TcskbY2exanpl e
X-ane-server-si de-encryption-custoner-al gorithm AES256

In the response, Amazon S3 returns the encryption algorithm and MD5 of the encryption key you
specified when uploading the object. Note that the ETag returned is not the MD5 of the object.

HTTP/ 1.1 200 K
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x-ane-id-2: 79g0YGN7uMiFuYS6ni7a4l szH6i n+hccE+4DXPnDZ7C9Kqucj nZClgl 5nshai 6f bMG

X-ane-request-id: 06437EDD40C407C7

Date: Wed, 28 May 2014 19:31:12 GMVIr

X-ane-server-si de-encryption-custoner-al gorithm AES256

X-ane-server-si de-encryption-cust oner-key-Md5: Zj @ nelX i TcskbY2exanpl e
ETag: "ae89237c20e759c5f 479ece02c642f 59"

Example 6: Upload an Object and Specify Tags

In this upload object request, you specify the optional x- ane- t agggi ng header to add tags to the
object.

PUT / exanpl e-object HTTP/ 1.1

Host: exanpl e- bucket. s3. amazonaws. com
Accept: */*

Aut hori zation: aut hori zation string
Date: Thu, 22 Sep 2016 21:58:13 GJI
x-anz-taggi ng: tagl=val uel&t ag2=val ue2

[... bytes of object data]

After the object is created, S3 stores the specified object tags in the t aggi ng subresource associated
with the object.

HTTP/ 1.1 200 K
x-anz-id-2: 79goYGN7uMiFuYS6nva4dl szH6i n+hccE+4DXPnDZ7C9Kqucj nZClgl 5nshai 6f bMG

X-anz-request-id: 06437EDD40CA07C7
Date: Thu, 22 Sep 2016 21:58:17 GJI

Related Resources

¢ PUT Object - Copy (p. 370)
* POST Object (p. 333)
¢ GET Object (p. 301)
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PUT Object acl

Description

This implementation of the PUT operation uses the acl subresource to set the access control list (ACL)
permissions for an object that already exists in a bucket. You must have WRITE_ACP permission to
set the ACL of an object.

You can use one of the following two ways to set an object's permissions:

¢ Specify the ACL in the request body, or
¢ Specify permissions using request headers

Depending on your application needs, you may choose to set the ACL on an object using either the
request body or the headers. For example, if you have an existing application that updates an object
ACL using the request body, then you can continue to use that approach.

Versioning

The ACL of an object is set at the object version level. By default, PUT sets the ACL of the current
version of an object. To set the ACL of a different version, use the ver si onl d subresource.

To see sample requests that use versioning, see Sample Request: Setting the ACL of a specified
object version (p. 365).

Requests
Syntax

The following request shows the syntax for sending the ACL in the request body. If you want to use
headers to specify the permissions for the object, you cannot send the ACL in the request body.
Instead, see the Request Headers section for a list of headers you can use.

PUT / Ooj ect Nane?acl HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 19))

<AccessControl Pol i cy>
<Omner >
<I D>l D</ | D>
<Di spl ayName>Enai | Addr ess</ Di spl ayNanme>
</ Owner >
<AccessControl Li st >
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
Xsi : type="Canoni cal User">
<I D>l D</ | D>
<Di spl ayName>Enai | Addr ess</ Di spl ayNane>
</ Grant ee>
<Per m ssi on>Per ni ssi on</ Per m ssi on>
</ Grant >
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</ AccessControl Li st>
</ AccessControl Policy>
Note
The syntax shows some of the request headers. For a complete list see the Request Headers
section.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers
You can use the following request headers in addition to the Common Request Headers (p. 3).

Access Control List (ACL) Specific Request Headers
These headers enable you to set access permissions using one of the following methods:

¢ Specify canned ACL, or
« Specify the permission for each grantee explicitly

Amazon S3 supports a set of predefined ACLs, known as canned ACLs. Each canned ACL has a
predefined a set of grantees and permissions. For more information, see Canned ACL. To grant
access permissions by specifying canned ACLs, you use the following header and specify the canned
ACL name as its value. If you use this header, you cannot use other access control-specific headers in
your request.

Name Description Required

x-ane- acl Sets the ACL of the object using the specified canned ACL. For No
more information, go to Canned ACL in the Amazon Simple
Storage Service Developer Guide.
Type: String
Valid Values: private | public-read | public-read-
wite | aws-exec-read | authenticated-read |
bucket - owner-read | bucket-owner-full-control

Default: private

If you need to grant individualized access permissions on an object, you can use the following x- anz-
gr ant - per m ssi on headers. When using these headers you specify explicit access permissions and
grantees (AWS accounts or Amazon S3 groups) who will receive the permission. If you use these ACL
specific headers, you cannot use x- anz- acl header to set a canned ACL.

Note
Each of the following request headers maps to specific permissions Amazon S3 supports in
an ACL. For more information, go to Access Control List (ACL) Overview.

Name Description Required
X-ane-grant - Allows the specified grantee to list the objects in the bucket. No
read Type: String

Default: None
Constraints: None
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Name Description Required
X-ane- grant - Not applicable when granting access permissions on objects. You | No
wite can use this when granting access permissions on buckets.

Type: String

Default: None

Constraints: None
X-ane- grant - Allows the specified grantee to read the bucket ACL. No
read-acp Type: String

Default: None

Constraints: None
X-aneg- gr ant - Allows the specified grantee to write the ACL for the applicable No
write-acp bucket.

Type: String

Default: None
Constraints: None

X-ane-grant - Allows the specified grantee the READ, WRITE, READ_ACP, and ' No
full-control WRITE_ACP permissions on the bucket.

Type: String
Default: None
Constraints: None

For each of these headers, the value is a comma-separated list of one or more grantees. You specify
each grantee as a t ype=val ue pair, where the type can be one of the following:

« emailAddress — if value specified is the email address of an AWS account
« id — if value specified is the canonical user ID of an AWS account
e uri — if granting permission to a predefined group.

For example, the following x- ane- gr ant - r ead header grants list objects permission to the two AWS
accounts identified by their email addresses.

X-anz-grant-read: enmail Address="xyz@umazon. cont',
enai | Addr ess="abc@nazon. cont

For more information, go to Access Control List (ACL) Overview.

Request Elements

If you decide to use the request body to specify an ACL, you must use the following elements.

Note
If you use the request body, you cannot use the request headers to set an ACL.

Name Description

AccessCont rol Li st Container for ACL information
Type: Container
Ancestors: AccessCont r ol Pol i cy
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Name Description

AccessCont r ol Pol i Gontains the elements that set the ACL permissions for an object per grantee
Type: Container
Ancestors: None

Di spl ayNane Screen name of the bucket owner
Type: String
Ancestors: AccessContr ol Pol i cy. Omer

G ant Container for the grantee and his or her permissions
Type: Container
Ancestors: AccessControl Policy. AccessControl Li st

G ant ee The subject whose permissions are being set.
Type: String
Valid Values: Di spl ayNane | Enai | Addr ess | Aut hent i cat edUser . For
more information, see Grantee Values (p. 363).

Ancestors: AccessControlPolicy.AccessControlList.Grant

1D ID of the bucket owner, or the ID of the grantee
Type: String
Ancestors: AccessControl Pol i cy. Omer or
AccessControl Policy. AccessControl Li st. G ant

Omner Container for the bucket owner's display name and 1D
Type: Container
Ancestors: AccessControl Pol i cy

Per m ssi on Specifies the permission given to the grantee
Type: String
Valid Values: FULL_CONTROL | WRITE | WRITE_ACP | READ | READ_ACP
Ancestors: AccessControl Policy. AccessControl Li st. G ant

Grantee Values

You can specify the person (grantee) to whom you're assigning access rights (using request elements)
in the following ways:

¢ By the person's ID:

<Grantee xm ns:xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
xsi :type="Canoni cal User " ><| D>| D</ | D><Di spl ayName>G ant eesEmai | </

Di spl ayName>

</ Grant ee>

Di spl ayNane is optional and ignored in the request.
¢ By Email address:

<G antee xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-i nst ance"
xsi :type="AmazonCust omer ByEmai | " ><Emai | Addr ess>G ant ees@nai | . conx/
Emai | Address>lt;/ G ant ee>
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The grantee is resolved to the Canoni cal User and, in a response to a GET Obj ect acl request,
appears as the Canoni cal User .

* By URL:

<Grantee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
xsi:type="Goup"><URI >http://acs. amazonaws. conf gr oups/ gl obal /
Aut henti cat edUser s</ URI ></ Gr ant ee>

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to
the response headers common to all responses. For more information, see Common Response
Headers (p. 5).

Name Description
X-ane- Version of the object whose ACL is being set.
version-id Type: Stnng

Default: None

Response Elements

This operation does not return response elements.

Special Errors

This operation does not return special errors. For general information about Amazon S3 errors and a
list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request grants access permission to an existing object. The request specifies the ACL
in the body. In addition to granting full control to the object owner, the XML specifies full control to an
AWS account identified by its canonical user ID.

PUT /ny-image.jpg?acl HITP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 28 COct 2009 22:32:00 GV
Aut hori zation: authorization string
Cont ent - Lengt h: 124

<AccessControl Policy>
<Omner >
<|I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4balba</ | D>
<Di spl ayName>Cust orrer sNane@umazon. conx/ Di spl ayNane>
</ Omner >
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<AccessControl Li st >
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
Xsi :type="Canoni cal User">
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeeExanpl eCanoni cal User | D</
| D>
<Di spl ayName>Cust omer Name@nazon. conx/ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
</ AccessControl Li st>
</ AccessControl Policy>

Sample Response

The following shows a sample response when versioning on the bucket is enabled.

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51T9AS1ed4pl szj 7UDNEHG an
X-anz-request-id: 318BC3BC148832E5

x-ane-version-id: 3/L4kqt Jl cpXrof 3vj VBHAONr 8X8gdR@BpUM_Uo
Date: Wed, 28 COct 2009 22:32:00 GV

Last-Modified: Sun, 1 Jan 2006 12: 00:00 GMVI
Content-Length: O

Connecti on: cl ose

Server: AmazonS3

Sample Request: Setting the ACL of a specified object version

The following request sets the ACL on the specified version of the object.

PUT / ny-i mage. j pg?acl &ver si onl d=3HL4kqgt JI cpXr oDTDmJ +r nSpXd3dl br HY
+MIRCxf 3vj VBHAONrj f kd HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI

Aut hori zation: authorization string

Content - Length: 124

<AccessControl Pol i cy>

<Omner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>

</ Owner >

<AccessControl Li st >
<G ant >

<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
Xsi : type="Canoni cal User">

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
</ AccessControl Li st >
</ AccessControl Policy>
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Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51u8yU9ASled4Opl szj 7UDNEHG an
X-ane-request-id: 318BC8BC148832E5

X-ane-version-id: 3/L4kqtJl cpXro3vj VBHAONr 8X8gdRQBpUM.Uo
Date: Wed, 28 Cct 2009 22:32: 00 GMr

Last-Modi fied: Sun, 1 Jan 2006 12: 00: 00 GMI
Content-Length: O

Connecti on: cl ose

Server: AmazonS3

Sample Request: Access permissions specified using headers

The following request uses ACL-specific request headers, x- anez- acl , and specifies a canned ACL
(publ i c_r ead) to grant object read access to everyone.

PUT Exanpl eObj ect.txt?acl HITP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com
x-ane-acl: public-read

Accept: */*

Aut hori zation: authorization string
Host: s3. amazonaws.com

Connection: Keep-Alive

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: wbYegkbG6ZDsj e4AVWK56 RWPXNCQHI QUG rj YRVFZhEJI 9E3kbabXnBOOwW5G7 Dk sgk
x-ane-request-id: ClL3B2827BD8455B1

Date: Sun, 29 Apr 2012 23:24:12 GV

Content-Length: O

Server: AmazonS3

Related Resources

¢ PUT Object - Copy (p. 370)
¢ POST Object (p. 333)
¢ GET Object (p. 301)
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PUT Object tagging

Description

This implementation of the PUT operation uses the tagging subresource to add a set of tags to an
existing object.

A tag is a key/value pair. You can associate tags with an object by sending a PUT request against the
tagging subresource associated with the object. You can retrieve tags by sending a GET request. For
more information, see GET Object tagging (p. 317).

For tagging related restrictions related to characters and encodings, see Tag Restrictions in the AWS
Billing and Cost Management User Guide. Note that S3 limits the maximum number of tags to 10 tags
per object.

To use this operation, you must have permission to perform the s3: Put Obj ect Taggi ng action. By
default, the bucket owner has this permission and can grant this permission to others.

To put tags of any other version, use the ver si onl d query parameter. You also need permission for
the s3: Put Qbj ect Ver si onTaggi ng action.

Requests
Syntax

The following request shows the syntax for sending tagging information in the request body.

PUT / (bj ect Nane?taggi ng HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com
Date: date
Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version
4) (p. 15))
<Taggi ng>
<TagSet >
<Tag>
<Key>Tag Nane</ Key>
<Val ue>Tag Val ue</ Val ue>
</ Tag>
</ TagSet >
</ Taggi ng>

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

Content-MD5 will be a required header for this operation.
Request Elements

Name Description Required

Taggi ng Container for the TagSet and Tag elements. Yes
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Name Description Required
Type: String
Ancestors: None

TagSet Container for a set of tags Yes
Type: Container
Ancestors: Taggi ng

Tag Container for tag information. No
Type: Container
Ancestors: TagSet

Key Name of the tag. Yes, if Tag is
Type: String specified
Ancestors: Tag

Val ue Value of the tag. No
Type: String

Ancestors: Tag

Responses

Response Headers

The operation returns response header that are common to most responses. For more information, see
Common Response Headers (p. 5).

Response Elements

This operation does not return response elements.

Special Errors

« InvalidTagError - The tag provided was not a valid tag. This error can occur if the tag did not pass
input validation. For more information, see Object Tagging in the Amazon Simple Storage Service
Developer Guide.

¢ MalformedXMLError - The XML provided does not match the schema.

« OperationAbortedError - A conflicting conditional operation is currently in progress against this
resource. Please try again.

« InternalError - The service was unable to apply the provided tag to the object.

Examples
Sample Request: Add tag set to an object

The following request adds a tag set to the existing object obj ect - key in the exanpl ebucket
bucket.

PUT obj ect - key?tagging HTTP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com
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Content-Length: |ength
Cont ent - MD5:  pUNXr/ Bj KKEQUKExanpl e==
x-ane-date: 20160923T001956Z
Aut hori zation: authorization string
<Taggi ng>
<TagSet >
<Tag>
<Key>t agl</ Key>
<Val ue>val 1</ Val ue>
</ Tag>
<Tag>
<Key>t ag2</ Key>
<Val ue>val 2</ Val ue>
</ Tag>
</ TagSet >
</ Taggi ng>

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: YglPlfBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 236A8905248E5A01

Date: Fri, 23 Sep 2016 00: 20: 19 GJr

Related Resources

¢ GET Object tagging (p. 317)
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PUT Object - Copy

Description

This implementation of the PUT operation creates a copy of an object that is already stored in Amazon
S3. A PUT copy operation is the same as performing a GET and then a PUT. Adding the request header,
X- ane- copy- sour ce, makes the PUT operation copy the source object into the destination bucket.

Note

You can store individual objects of up to 5 TB in Amazon S3. You create a copy of your object
up to 5 GB in size in a single atomic operation using this API. However, for copying an object
greater than 5 GB, you must use the multipart upload Upload Part - Copy (p. 399) API.

For conceptual information, see Copy Object Using the REST Multipart Upload API in the
Amazon Simple Storage Service Developer Guide.

When copying an object, you can preserve most of the metadata (default) or specify new metadata.
However, the ACL is not preserved and is set to pri vat e for the user making the request.

Important

Amazon S3 Transfer Acceleration does not support cross region copies. You will get a

400 Bad Request error if you request a cross region copy using a Transfer Acceleration
endpoint. For more information about transfer acceleration, see Transfer Acceleration in the
Amazon Simple Storage Service Developer Guide.

All copy requests must be authenticated and cannot contain a message body. Additionally, you must
have READ access to the source object and WRITE access to the destination bucket. For more
information, see REST Authentication.

To copy an object only under certain conditions, such as whether the ETag matches or whether the
object was modified before or after a specified date, use the request headers x- ane- copy- sour ce-
i f-match, x-ane-copy-source-if-none-match, x-anme-copy-source-if-unnodified-

si nce, or x- ane- copy- sour ce-i f-nodi fi ed- si nce.

Note
All headers prefixed with x- anz- must be signed, including x- anez- copy- sour ce.

You can use this operation to change the storage class of an object that is already stored in Amazon
S3 using the x- anez- st or age- cl ass request header. For more information, go to Storage Classes in
the Amazon Simple Storage Service Developer Guide.

The source object that you are copying can be encrypted or unencrypted. If the source object is
encrypted, it can be encrypted by server-side encryption using AWS-managed encryption keys or by
using a customer-provided encryption key. When copying an object, you can request that Amazon
S3 encrypt the target object by using either the AWS-managed encryption keys or by using your own
encryption key, regardless of what form of server-side encryption was used to encrypt the source or if
the source object was not encrypted. For more information about server-side encryption, go to Using
Server-Side Encryption in the Amazon Simple Storage Service Developer Guide.

There are two opportunities for a copy request to return an error. One can occur when Amazon S3
receives the copy request and the other can occur while Amazon S3 is copying the files. If the error
occurs before the copy operation starts, you receive a standard Amazon S3 error. If the error occurs
during the copy operation, the error response is embedded in the 200 K response. This means that
a 200 OKresponse can contain either a success or an error. Make sure to design your application to
parse the contents of the response and handle it appropriately.

If the copy is successful, you receive a response that contains the information about the copied object.

Note
If the request is an HTTP 1.1 request, the response is chunk encoded. Otherwise, it will not
contain the content-length and you will need to read the entire body.
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Versioning

By default, x- anz- copy- sour ce identifies the current version of an object to copy. (If the current
version is a delete marker, Amazon S3 behaves as if the object was deleted.) To copy a different
version, use the ver si onl d subresource.

If you enable versioning on the target bucket, Amazon S3 generates a unique version ID for the object
being copied. This version ID is different from the version ID of the source object. Amazon S3 returns
the version ID of the copied object in the x- anez- ver si on- i d response header in the response.

If you do not enable versioning or suspend it on the target bucket, the version ID Amazon S3 generates
is always nul | .

If the source object's storage class is GLACI ER, then you must first restore a copy of this object before
you can use it as a source object for the copy operation. For more information, see POST Object
restore (p. 343).

To see sample requests that use versioning, see Sample Request: Copying a specified version of an
object (p. 382).

Access Permissions

When copying an object, you can optionally specify the accounts or groups that should be granted
specific permissions on the new object. There are two ways to grant the permissions using the request
headers:

¢ Specify a canned ACL using the x- anz- acl request header. For more information, see Canned
ACL in the Amazon Simple Storage Service Developer Guide.

¢ Specify access permissions explicitly using the x- anez- gr ant - r ead, x- anez- gr ant - r ead- acp, x-
anz-grant-wite-acp, and x-ane-grant-full-control headers. These headers map to the
set of permissions Amazon S3 supports in an ACL. For more information, go to Access Control List
(ACL) Overview in the Amazon Simple Storage Service Developer Guide.

Note
You can use either a canned ACL or specify access permissions explicitly. You cannot do
both.

Requests

Syntax

PUT /destinationObject HTTP/1.1

Host: destinationBucket.s3. amazonaws. com

X-ane-copy-source: /source_bucket/sourceCbject

X-anz- met adat a-directive: netadata_directive

X-ane-copy-source-if-match: etag

X-ane-copy-source-if-none-match: etag

X-anz- copy-source-if-unnodified-since: tinme_stanp

X-anz- copy-source-if-nodified-since: tine_stanp

<request netadat a>

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 15))
Dat e: date
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Note

The syntax shows only some of the request headers. For a complete list, see the Request

Headers section.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. Request headers are limited to 8 KB in size. For more information,

see Common Request Headers (p. 3).

Name

X- anz- copy- source

Xx-ane- net adat a-directive

Description

The name of the source bucket and key name
of the source object, separated by a slash (/).

Type: String
Default: None
Constraints:

This string must be URL-encoded. Additionally,
the source bucket must be valid and you must
have READ access to the valid source object.

If the source object is archived in Amazon
Glacier (storage class of the object is GLACI ER),
you must first restore a temporary copy

using the POST Object restore (p. 343).
Otherwise, Amazon S3 returns the 403

hj ect Not I nActi veTi erError error
response.

Specifies whether the metadata is copied from
the source object or replaced with metadata
provided in the request.

« If copied, the metadata, except for the version
ID, remains unchanged. In addition, the
server-si de-encryption, st orage-
cl ass, and websi te-redirect-1ocation
metadata from the source is not copied. If you
specify this metadata explicitly in the copy
request, Amazon S3 adds this metadata to
the resulting object. If you specify headers
in the request specifying any user-defined
metadata, Amazon S3 ignores these headers.

* If replaced, all original metadata is replaced
by the metadata you specify.

Type: String
Default: COPY
Valid values: COPY | REPLACE

Constraints: Values other than COPY or
REPLACE result in an immediate 400-based
error response. You cannot copy an object to

Required

Yes

No
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Name Description Required
itself unless the Met adat aDi r ect i ve header
is specified and its value set to REPLACE.

For information on supported metadata, see
Common Request Headers (p. 3)

X-ane- copy-source-if-match Copies the object if its entity tag (ETag) No
matches the specified tag; otherwise, the
request returns a 412 HTTP status code error
(failed precondition).
See Consideration 1 (p. 375)
Type: String
Default: None
Constraints: This header can be used with x-
anz- copy-source-if-unnodified-si nce,
but cannot be used with other conditional copy

headers.
X- ane- copy- sour ce-i f - none- Copies the object if its entity tag (ETag) is No
mat ch different than the specified ETag; otherwise, the

request returns a 412 HTTP status code error
(failed precondition).

See Consideration 2 (p. 375)
Type: String
Default: None

Constraints: This header can be used with x-
anz- copy-source-if-nodified-since,
but cannot be used with other conditional copy

headers.
X- ane- copy-source-if- Copies the object if it hasn't been modified No
unnodi fi ed-si nce since the specified time; otherwise, the request

returns a 412 HTTP status code error (failed
precondition).

See Consideration 1 (p. 375)

Type: String

Default: None

Constraints: This must be a valid HTTP date.
This header can be used with x- anez- copy-
sour ce-i f - mat ch, but cannot be used with
other conditional copy headers.

X- ane- copy-source-if- Copies the object if it has been modified since No
nodi fi ed-since the specified time; otherwise, the request
returns a 412 HTTP status code error (failed
condition).
See Consideration 2 (p. 375)
Type: String
Default: None
Constraints: This must be a valid HTTP date.
This header can be used with x- anez- copy-
sour ce-i f - none- mat ch, but cannot be used
with other conditional copy headers.
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Name

X-ane- st or age- cl ass

X-ane-taggi ng-directive

Description

If you don't specify, Standard is the default
storage class. Amazon S3 supports other
storage classes. For more information, go to
Storage Classes in the Amazon Simple Storage
Service Developer Guide.

Type: Enum
Default: STANDARD

Valid Values: STANDARD | STANDARD | A |
REDUCED_REDUNDANCY

Constraints: You cannot specify GLACI ER as
the storage class. To transition objects to the
GLACI ER storage class, you can use lifecycle
configuration. For more information, go to
Object Lifecycle Management in the Amazon
Simple Storage Service Developer Guide.

Specifies whether the object tags are copied
from the source object or replaced with tags
provided in the request.

* If copied, the tagset remains unchanged.

* If replaced, all original tagset is replaced by
the tags you specify.

S3 copies tags by default if you don't specify
tagging directive.

If tagging directive is REPLACE, you specify
any tags in url format in the x- anez-t aggi ng
header similar to PUT object with tags.

If tagging directive is REPLACE, but you don't
specify the x- anez-t aggi ng in the request, the
destination object will not have any tags.
Type: String

Default: COPY

Valid values: COPY | REPLACE

Constraints: Values other than COPY or
REPLACE result in an immediate 400-based
error response.

Required
No

No
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Name Description Required
X-ane-website-redirect- If the bucket is configured as a website, No
| ocation redirects requests for this object to another

object in the same bucket or to an external
URL. Amazon S3 stores the value of this
header in the object metadata. For information
about object metadata, go to Object Key and
Metadata.

In the following example, the request header
sets the redirect to an object (anotherPage.html)
in the same bucket:
x-anmz-website-redirect-location: /
anot her Page. ht m

In the following example, the request header
sets the object redirect to another website:

X-ane-website-redirect-1location:
http://ww. exanpl e. con!

For more information about website hosting in
Amazon S3, go to sections Hosting Websites
on Amazon S3 and How to Configure Website
Page Redirects in the Amazon Simple Storage
Service Developer Guide.

Type: String

Default: None

Constraints: The value must be prefixed by, "/",
"http://" or "https://". The length of the value is
limited to 2 K.

Note the following additional considerations about the preceding request headers:

¢ Consideration 1 - If both of the x- anz- copy- sour ce-i f - mat ch and x- anz- copy- source-i f -
unnodi f i ed- si nce headers are present in the request as follows:

X- ane- copy-sour ce-i f - mat ch condition evaluates to t r ue, and;
X- ane- copy-sour ce-if-unnodi fi ed-si nce condition evaluates to f al se;

then, S3 returns 200 OK and copies the data.

« Consideration 2 — If both of the x- anz- copy- sour ce-i f - none- nat ch and x- anez- copy-
source-if-nodi fi ed-si nce headers are present in the request as follows:

X-ane- copy- sour ce-i f - none- mat ch condition evaluates to f al se, and;
X-ane- copy-source-if-nodi fi ed-si nce condition evaluates to t r ue;

then, S3 returns 412 Precondi ti on Fai | ed response code.
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Server-Side Encryption Specific Request Headers

If you want your target object encrypted, you will need to provide appropriate encryption related
request headers depending on whether you want to use AWS-managed encryption keys or provide
your own encryption key:

« If you want the target object encrypted using server-side encryption with an AWS-managed
encryption key, you provide the following request header.

Name Description Required
X- anz- server - Specifies a server-side encryption algorithm to use when Yes
si de-encryption Amazon S3 creates an object.
Type: String
Valid Value: aws: kns, AES256
X- ane- server - If the x- ane- server - si de- encrypti on is present and Yes, if the
si de-encryption- | has the value of aws: kns, this header specifies the ID of the | value of
aws- kns- key-id AWS Key Management Service (KMS) master encryption key | x- ane-
that was used for the object. server -
Type: String si de-
encryption
is
aws: kns
X-ane-server - If x- anez- server - si de-encrypti on is present, and if No
si de-encryption- | itsvalueis aws: kns, this header specifies the encryption
cont ext context for the object. The value of this header is a base64-

encoded UTF-8 string holding JSON with the encryption
context key-value pairs.

Type: String

Note

If you specify x- anez- ser ver - si de-encrypti on: aws: kns, but do not provide x- ane-
server-side- encryption-aws-kmns-key-i d, the default AWS KMS key will be used
to protected the data.

Important
All GET and PUT requests for an object protected by AWS KMS will fail if not made via SSL
or by using SigVv4.

For more information on Server-Side Encryption with Amazon KMS-Managed Keys (SSE-KMS), go
to Protecting Data Using Server-Side Encryption with AWS KMS-Managed Keys in the Amazon
Simple Storage Service Developer Guide.

« If you want the target object encrypted using server-side encryption with an encryption key you
provide, you must provide encryption information using the following headers.

Name Description Required
X- ane- server - Specifies the algorithm to use to when encrypting the object. | Yes

si de-encryption .

- cust oner - Type: String

al gorithm

Default: None

Valid Value: AES256
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Name

X- ane- server -
si de-encryption-
cust oner - key

X- ane- server -
si de-encryption-
cust oner - key- VD5

Description

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encrypti on-cust oner - key and x- ane- ser ver -
si de- encrypti on- cust onmer - key- MD5 headers.

Specifies the customer-provided base64-encoded encryption
key for Amazon S3 to use in encrypting data. This value is
used to store the object and then is discarded; Amazon does
not store the encryption key. The key must be appropriate for
use with the algorithm specified in the x- anz- ser ver - si de
-encrypti on-custoner-al gorit hmheader.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encryption-custoner-al gori t hmand x- anz-
server-si de-encryption- cust onmer - key- MD5 headers.

Specifies the base64-encoded 128-bit MD5 digest of the
encryption key according to RFC 1321. Amazon S3 uses
this header as a message integrity check to ensure the
encryption key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anez- ser ver -
si de- encrypti on-cust oner - al gori t hmand x- anz-
server-si de-encryption-cust oner - key headers.

Required

Yes

Yes

« If the source object is encrypted using server-side encryption with customer-provided encryption
keys, you must use the following headers providing encryption information so that Amazon S3 can
decrypt the object for copying.

Name

X- aneg- copy-
sour ce- server -
si de-encryption
- cust oner -

al gorithm

X- anz- copy-
sour ce- server -
si de-encryption-
cust oner - key

Description

Specifies the algorithm to use when decrypting the source
object.

Type: String
Default: None
Valid Value: AES256

Constraints: Must be accompanied by valid x- anz- copy-
sour ce-server - si de-encrypti on-cust oner - key
and x- anez- copy- sour ce- server - si de-encrypti on-
cust oner - key- MD5 headers.

Specifies the customer-provided base64-encoded encryption
key for Amazon S3 to use to decrypt the source object. After
the copy operation, Amazon S3 will discard this key. The
encryption key provided in this header must be one that was
used when the source object was created.

Required

Yes

Yes
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Name Description Required
Type: String

Default: None

Constraints: Must be accompanied by valid x- anz- copy-
sour ce-server-si de-encryption-cust omer -

al gorit hmand x- anz- copy- sour ce- server - si de-
encrypti on-cust oner - key- MD5 headers.

X- ane- copy- Specifies the base64-encoded 128-bit MD5 digest of the Yes
sour ce- server - encryption key according to RFC 1321. Amazon S3 uses

si de-encryption- | this header for a message integrity check to ensure the

cust oner - key- MD5 | encryption key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anz- copy-
sour ce-server-si de-encrypti on-cust oner -

al gori t hmand x- anz- copy- sour ce- server - si de-
encrypti on-cust orer - key headers.

For more information on Server-Side Encryption with Customer-Provided Encryption Keys (SSE-C),
go to Protecting Data Using Server-Side Encryption with Customer-Provided Encryption Keys (SSE-
C) in the Amazon Simple Storage Service Developer Guide.

Access Control List (ACL) Specific Request Headers

Additionally, you can use the following access control-related headers with this operation. By default,
all objects are private; only the owner has full access control. When adding a new object, you can
grant permissions to individual AWS accounts or predefined groups defined by Amazon S3. These
permissions are then added to the Access Control List (ACL) on the object. For more information, go
to Using ACLs. This operation enables you to grant access permissions using one of the following two
methods:

¢ Specify a canned ACL — Amazon S3 supports a set of predefined ACLs, known as canned ACLs.
Each canned ACL has a predefined set of grantees and permissions. For more information, go to
Canned ACL.

Name Description Required
x-anz- acl The canned ACL to apply to the object. No
Type: String

Default: private

Valid Values: private | public-read | public-read-
wite | aws-exec-read | authenticated-read |
bucket - owner-read | bucket-owner-full-control

Constraints: None

¢ Specify access permissions explicitly — If you want to explicitly grant access permissions to
specific AWS accounts or groups, you can use the following headers. Each of these headers maps
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to specific permissions Amazon S3 supports in an ACL. For more information, go to Access Control
List (ACL) Overview. In the header, you specify a list of grantees who get the specific permission.

Name

X-ane- gr ant -
r ead

X-ane- gr ant -
wite

X-ane-grant -
read- acp

X-ane- grant -
wite-acp

X-anz- gr ant -
full-control

Description

Allows grantee to read the object data and its metadata.
Type: String

Default: None

Constraints: None

Not applicable. This applies only when granting access
permissions on a bucket.

Type: String
Default: None
Constraints: None

Allows grantee to read the object ACL.
Type: String

Default: None

Constraints: None

Allows grantee to write the ACL for the applicable object.
Type: String

Default: None

Constraints: None

Allows grantee the READ, READ_ACP, and WRITE_ACP

permissions on the object.
Type: String

Default: None
Constraints: None

Required

No

No

No

No

No

You specify each grantee as at ype=val ue pair, where the type can be one of the following:

* emailAddress — if value specified is the email address of an AWS account

¢ id —if value specified is the canonical user ID of an AWS account

e uri —if granting permission to a predefined group.

For example, the following x- anez- gr ant - r ead header grants read object data and its metadata
permission to the AWS accounts identified by their email addresses.

X-ane-grant -read:

emai | Addr ess="xyz@nmazon. coni',

emai | Addr ess="abc@nuazon. cont

Request Elements

This implementation of the operation does not use request elements.
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Responses

Response Headers

This implementation of the operation can include the following response headers in addition to
the response headers common to all responses. For more information, see Common Response

Headers (p. 5).
Name

X-ane-expiration

X- aneg- copy- sour ce-ver si on-
id

X-ane-server-si de-
encryption

X-ane- server - si de-
encryption- aws- kns- key-id

X-ane-server-si de-
encrypti on- cust orer -
al gorithm

X-ane-server-si de-
encrypti on- cust oner - key-
VD5

X-ane-version-id

Response Elements

Description

Amazon S3 will return this header if an Expi r at i on action

is configured for the object as part of the bucket's lifecycle
configuration. The header value includes an "expiry-date”
component and a URL-encoded "rule-id" component. Note that
for version-enabled buckets, this header applies only to current
versions; Amazon S3 does not provide a header to infer when
a noncurrent version will be eligible for permanent deletion. For
more information, see PUT Bucket lifecycle (p. 233).

Type: String

Version of the source object that was copied.
Type: String

If you specified server-side encryption either with an AWS KMS
or Amazon S3-managed encryption key in your copy request,
the response includes this header. It confirms the encryption
algorithm that Amazon S3 used to encrypt the object.

Type: String

If the x- anez- server - si de- encrypti on is present and has
the value of aws: ks, this header specifies the ID of the AWS
Key Management Service (KMS) master encryption key that
was used for the object.

Type: String

If server-side encryption with customer-provided encryption
keys (SSE-C) encryption was requested, the response will
include this header confirming the encryption algorithm used for
the destination object.

Type: String

Valid Values: AES256

If SSE-C encryption was requested, the response includes
this header to provide roundtrip message integrity verification
of the customer-provided encryption key used to encrypt the
destination object.

Type: String

Version of the copied object in the destination bucket.
Type: String

Name Description

Copybj ect Resul t Container for all response elements.
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Name Description

Type: Container
Ancestor: None

ETag Returns the ETag of the new object. The ETag reflects changes
only to the contents of an object, not its metadata. The source and
destination ETag will be identical for a successfully copied object.

Type: String
Ancestor: CopyQbj ect Resul t

Last Modi fi ed Returns the date the object was last modified.
Type: String
Ancestor: CopyQbj ect Resul t

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This example copies ny- i mage. j pg into the bucket, bucket , with the key name ny- second-
i mge. j pg.

PUT / my-second-i mage. jpg HITP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI
X-anz- copy-source: /bucket/ny-image.jpg
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-ane-request-id: 318BC8BC148832E5

X-ane-copy-sour ce-version-id: 3/L4kqgtJl cpXr oDTDmI+r nSpXd3dl br HY

+MIRCxf 3vj VBHAONr 8X8gdRQ@BpUM._Uo

x-ane-version-id: QUpfdndhf d8438MNFDN93j dnJFkdngnh893

Date: Wed, 28 Cct 2009 22:32: 00 GMr

Connection: close

Server: AmazonS3

<CopyObj ect Resul t >
<Last Mbdi fi ed>2009- 10- 28T22: 32: 00</ Last Modi fi ed>
<ETag>"9b2cf 535f 27731c974343645a3985328" </ ETag>
</ Copybj ect Resul t >

x-anz-ver si on- i d returns the version ID of the object in the destination bucket, and x- anez- copy-
sour ce- ver si on-i d returns the version ID of the source object.
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Sample Request: Copying a specified version of an object

The following request copies the key nmy- i mage. j pg with the specified version ID and copies it into
the bucket bucket and gives it the key nmy- second- i mage. j pg.

PUT /ny-second-image.jpg HITP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 28 COct 2009 22:32:00 GV

X-ane-copy-source: /bucket/ny-image.]jpg?versionld=3/L4kqt Jl cpXroDTDMJ
+r nSpXd3dl br HY+MIRCxf 3vj VBHAONr 8X8gdRQ@BpUM.Uo

Aut hori zation: authorization string

Success Response: Copying a versioned object into a version
enabled bucket

The following response shows that an object was copied into a target bucket where Versioning is
enabled.

HTTP/ 1.1 200 K
x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-ane-request-id: 318BC8BCL48832E5
x-ane-version-id: QUpf dndhf d8438MNFDN93j dnJFkdngnh893
X- ane- copy- source-version-id: 09df 8234529f) s0df i 0w52935029wef dj
Date: Wed, 28 COct 2009 22:32: 00 GJr
Connection: close
Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>
<Copybj ect Resul t >
<Last Mbdi fi ed>2009- 10- 28T22: 32: 00</ Last Modi fi ed>
<ETag>"9b2cf 535f 27731c974343645a3985328" </ ETag>
</ Copybj ect Resul t >

Success Response: Copying a versioned object into a version-
suspended bucket

The following response shows that an object was copied into a target bucket where versioning is
suspended. Note that the parameter <Ver si onl d> does not appear.

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-anz-request-id: 318BC8BC148832E5

X-ane-copy-source-version-id: 3/L4kqgtJl cpXr oDTDmJ+r nSpXd3dl br HY

+MI'RCxf 3vj VBHA0Nr 8X8gd RBpUM.Uo

Date: Wed, 28 Oct 2009 22:32:00 GMI

Connecti on: cl ose

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<CopyObj ect Resul t >
<Last Mbdi f i ed>2009- 10- 28T22: 32: 00</ Last Modi fi ed>
<ETag>"9b2cf 535f 27731c974343645a3985328" </ ETag>
</ Copybj ect Resul t >
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Sample: Copy from unencrypted object to an object encrypted
with server-side encryption with customer-provided encryption
keys

The following example specifies the HTTP PUT header to copy an unencrypted object to an object
encrypted with server-side encryption with customer-provided encryption keys (SSE-C).

PUT / exanpl eDestinati onCbj ect HTTP/ 1.1

Host: exanpl e-desti nati on-bucket. s3. anmazonaws. com

X-ane-server-si de-encryption-custoner-al gorithm AES256

X-anz-server-si de-encryption-cust omer - key: Base64( Your Key)

X-ane-server-si de-encryption-custoner-key-Md5 : Base64(MD5( Your Key))

x-anz- met adat a-directive: netadata_directive

X-ane-copy-source: /exanpl e_source_bucket/exanpl eSour ceOhj ect

X-ane-copy-source-if-match: etag

X-ane-copy-source-if-none-match: etag

X-anz- copy-source-if-unnodified-since: tine_stanp

X-anz- copy-source-if-nodified-since: tine_stanp

<request netadata>

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version

4) (p. 15))
Date: date

Sample: Copy from an object encrypted with SSE-C to an
object encrypted with SSE-C
The following example specifies the HTTP PUT header to copy an object encrypted with server-side

encryption with customer-provided encryption keys to an object encrypted with server-side encryption
with customer-provided encryption keys for key rotation.

PUT / exanpl eDesti nati onCbj ect HTTP/ 1.1
Host: exanpl e-desti nati on-bucket. s3. anmazonaws. com
X-ane-server-si de-encrypti on-custoner-al gorithm AES256
X-ane-server-si de-encrypti on-custoner-key: Base64(NewKey)
X-ane-server-si de-encrypti on-cust oner - key- MD5: Base64( MD5( NewKey) )
Xx-ane-nmet adat a-directive: netadata_directive
X-ane-copy-source: /source_bucket/sourceChject
X-ane-copy-source-if-match: etag
X-ane- copy-source-if-none-match: etag
X-ane-copy-source-if-unnodified-since: tine_stanp
X-ane-copy-source-if-nodified-since: tine_stanp
X- anmZ- copy- sour ce-server-si de-encryption-custoner-al gorithm AES256
X- anZ- copy- sour ce-server -si de-encrypti on-custoner-key: Base64(d dKey)
X- anZ- copy- sour ce- server -si de-encrypti on-cust oner - key- MD5:
Base64( VD5( A dKey))
<request netadata>
Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnature Version
4) (p. 15))
Date: date
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Related Resources

¢ Copying Objects
¢ PUT Object (p. 347)
¢ GET Object (p. 301)
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Initiate Multipart Upload

Description

This operation initiates a multipart upload and returns an upload ID. This upload ID is used to associate
all of the parts in the specific multipart upload. You specify this upload ID in each of your subsequent
upload part requests (see Upload Part (p. 394)). You also include this upload ID in the final request to
either complete or abort the multipart upload request.

For more information about multipart uploads, see Multipart Upload Overview in the Amazon Simple
Storage Service Developer Guide.

If you have configured a lifecycle rule to abort incomplete multipart uploads, the upload must complete
within the number of days specified in the bucket lifecycle configuration. Otherwise, the incomplete
multipart upload becomes eligible for an abort operation and Amazon S3 aborts the multipart upload.
For more information, see Aborting Incomplete Multipart Uploads Using a Bucket Lifecycle Policy in the
Amazon Simple Storage Service Developer Guide.

For information about the permissions required to use the multipart upload API, see Multipart Upload
APl and Permissions in the Amazon Simple Storage Service Developer Guide.

For request signing, multipart upload is just a series of regular requests—you initiate a multipart

upload, you send one or more requests to upload parts, and then you complete the multipart upload.
You sign each request individually. There is nothing special about signing multipart upload requests.
For more information about signing, see Authenticating Requests (AWS Signature Version 4) (p. 15).

Note

After you initiate a multipart upload and upload one or more parts, you must either complete
or abort the multipart upload in order to stop getting charged for storage of the uploaded parts.
Only after you either complete or abort a multipart upload will Amazon S3 free up the parts
storage and stop charging you for the parts storage.

You can optionally request server-side encryption where Amazon S3 encrypts your data as it writes
it to disks in its data centers and decrypts it for you when you access it. You have the options of
providing your own encryption key, using AWS Key Management Service (KMS) encryption keys,
or the Amazon S3-managed encryption keys. If you choose to provide your own encryption key, the
request headers you provide in Upload Part (p. 394) and Upload Part - Copy (p. 399) requests
must match the headers you used in the request to initiate the upload by using Initiate Multipart
Upload (p. 385). For more information, see Protecting Data Using Server-Side Encryption in the
Amazon Simple Storage Service Developer Guide.

Requests
Syntax

POST / Obj ect Nane?upl oads HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW
Si gnature Version

4) (p. 19))

Request Parameters

This operation does not use request parameters.
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Request Headers

Name

Cache- Contr ol

Cont ent -

Di sposition

Cont ent -
Encodi ng

Cont ent - Type

Expi res

X-ane-net a-

Description

Can be used to specify caching behavior along the request/reply
chain. For more information, see http://www.w3.org/Protocols/
rfc2616/rfc2616-sec14.html#secl14.9.

Type: String
Default: None

Specifies presentational information for the object. For more
information, see http://www.w3.org/Protocols/rfc2616/rfc2616-
secl19.html#sec19.5.1.

Type: String
Default: None

Specifies what content encodings have been applied to the
object and thus what decoding mechanisms must be applied to
obtain the media-type referenced by the Cont ent - Type header
field. For more information, go to http://www.w3.org/Protocols/
rfc2616/rfc2616-secl4.html#secl4.11.

Type: String
Default: None

A standard MIME type describing the format of the object data.
For more information, see http://www.w3.org/Protocols/rfc2616/
rfc2616-secl4.html#secl4.17.

Type: String
Default: bi nary/ oct el - stream
Constraints: MIME types only

The date and time at which the object is no longer cacheable.
For more information, see http://www.w3.org/Protocols/rfc2616/
rfc2616-secl4.html#secl4.21.

Type: String
Default: None

Headers starting with this prefix are user-defined metadata.
Each one is stored and returned as a set of key-value pairs.
Amazon S3 doesn't validate or interpret user-defined metadata.
For more information, see PUT Object (p. 347).

Type: String

Default: None

Required

No

No

No

No

No

No
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Name Description Required
X- ane- st or age- The type of storage to use for the object that is created after No
cl ass successful multipart upload. If you don't specify, Standard is

the default storage class. Amazon S3 supports other storage
classes. For more information, see Storage Classes in the
Amazon Simple Storage Service Developer Guide.

Type: Enum
Default: STANDARD

Valid Values: STANDARD | STANDARD | A |
REDUCED_REDUNDANCY

Constraints: You cannot specify GLACI ER as the storage class.
To transition objects to the GLACI ER storage class, you can
use lifecycle configuration. For more information, see Object
Lifecycle Management in the Amazon Simple Storage Service
Developer Guide.

X-anz-website If the bucket is configured as a website, redirect requests for No
-redirect- this object to another object in the same bucket or to an external
| ocation URL. Amazon S3 stores the value of this header in the object

metadata. For information about object metadata, see Object
Key and Metadata.

In the following example, the request header sets the redirect to
an object (anot her Page. ht m ) in the same bucket:
Xx-ane-website-redirect-location: /

anot her Page. ht m

In the following example, the request header sets the object
redirect to another website:

x-ane-website-redirect-location: http://
ww. exanpl e. com

For more information about website hosting in Amazon S3,

see Hosting Websites on Amazon S3 and How to Configure
Website Page Redirects in the Amazon Simple Storage Service
Developer Guide.

Type: String

Default: None

Constraints: The value must be prefixed by, "/", "http://" or
"https://". The length of the value is limited to 2 K.

Access Control List (ACL) Specific Request Headers

Additionally, you can use the following access control-related headers with this operation. By default,
all objects are private and only the owner has full access control. When adding a new object, you can
grant permissions to individual AWS accounts or predefined groups defined by Amazon S3. These
permissions are then added to the Access Control List (ACL) on the object. For more information, see
Access Control List (ACL) Overview in the Amazon Simple Storage Service Developer Guide. This
operation enables you to grant access permissions using one of the following methods:
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» Specify canned ACL — Amazon S3 supports a set of predefined ACLs, known as canned ACLs.
Each canned ACL has a predefined set of grantees and permissions. For more information, see
Canned ACL.

Name Description Required
x-anz- acl The canned ACL to apply to the object. No
Type: String

Default: private

Valid Values: private | public-read | public-read-
wite | aws-exec-read | authenticated-read |
bucket - owner-read | bucket-owner-full-control

Constraints: None

¢ Specify access permissions explicitly — If you want to explicitly grant access permissions to
specific AWS accounts or groups, you can use the following headers. Each of these headers maps
to specific permissions Amazon S3 supports in an ACL. For more information, see Access Control
List (ACL) Overview. In the header, you specify a list of grantees who get the specific permission.

Name Description Required
X-ane-grant-read Allows grantee to read the object data and its metadata. No
Type: String

Default: None
Constraints: None

x-anz-grant-wite Notapplicable. No
Type: String
Default: None
Constraints: None

x-anz-grant-read- | Allows grantee to read the object ACL. No
acp Type: String

Default: None

Constraints: None

X-anz- gr ant - Allows grantee to write the ACL for the applicable object. No
wite-acp Type: String

Default: None

Constraints: None

x-ane-grant-full- | Allows grantee the READ, READ_ACP, and WRITE_ACP | No
control permissions on the object.
Type: String

Default: None
Constraints: None

You specify each grantee as at ype=val ue pair, where the type can be one of the following:

* emailAddress — If the specified value is the email address of an AWS account.
* id — If the specified value is the canonical user ID of an AWS account.
 uri — If you are granting permission to a predefined group.
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For example, the following x- ane- gr ant - r ead header grants read object data and its metadata
permissions to the AWS accounts identified by their email addresses.

X-ane-grant-read: enail Address="xyz@nazon. coni,
emai | Addr ess="abc@nnazon. cont

Server-Side Encryption—Specific Request Headers

You can optionally request Amazon S3 to encrypt data at rest using server-side encryption. Server-side
encryption is about data encryption at rest, that is, Amazon S3 encrypts your data as it writes it to disks
in its data centers and decrypts it for you when you access it. Depending on whether you want to use
AWS-managed encryption keys or provide your own encryption keys, you use the following headers:

¢ Use encryption keys managed by AWS KMS or Amazon S3 - If you want AWS to manage keys
used to encrypt data, you specify the following headers in the request.

Name Description Required
X- ane- server - Specifies a server-side encryption algorithm to use when Yes
si de-encryption Amazon S3 creates an object.
Type: String
Valid Value: aws: kns, AES256
X- ane- server - If the x- ane- server - si de- encrypti on is present and Yes, if the
si de-encryption- | has the value of aws: kns, this header specifies the ID of the | value of
aws- knms- key-id AWS Key Management Service (KMS) master encryption key | x- ane-
that was used for the object. server -
Type: String si de-
encryption
is
aws: kns
X- anz- server - If x- anez- server - si de-encrypti on is present, and if No
si de-encryption- | itsvalue is aws: kns, this header specifies the encryption
cont ext context for the object. The value of this header is a base64-

encoded UTF-8 string holding JSON with the encryption
context key-value pairs.

Type: String

Note

If you specify x- anz- server - si de- encrypti on: aws: kns, but do not provide x- ane-
server-side- encryption-aws-kns-key-id, the default AWS KMS key will be used
to protected the data.

For more information on Server-Side Encryption with Amazon KMS-Managed Keys (SSE-KMS), see
Protecting Data Using Server-Side Encryption with AWS KMS-Managed Keys in the Amazon Simple
Storage Service Developer Guide.

« Use customer-provided encryption keys — If you want to manage your own encryption keys, you
must provide all the following headers in the request.

Name Description Required
X- ane- server - Specifies the algorithm to use to when encrypting the object. | Yes

si de-encryption .

- cust ormer - Type: String

al gorithm
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Name Description Required
Default: None

Valid Value: AES256

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encrypti on-cust oner - key and x- anz- ser ver -
si de-encrypti on- cust omer - key- MD5 headers.

X- ane- server - Specifies the customer-provided base64-encoded encryption | Yes
si de-encryption- | key for Amazon S3 to use in encrypting data. This value is
cust oner - key used to store the object and then is discarded; Amazon does

not store the encryption key. The key must be appropriate for
use with the algorithm specified in the x- anz- ser ver - si de
-encryption-cust oner - al gorit hmheader.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encryption-custoner-al gorit hmand x- ane-
server - si de-encryption-cust oner - key- MD5 headers.

X- ane- server - Specifies the base64-encoded 128-bit MD5 digest of the Yes
si de-encryption- | encryption key according to RFC 1321. Amazon S3 uses this
cust oner - key- MD5 | header for message integrity check to ensure the encryption

key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encryption-cust oner-al gori t hmand x- anz-
server - si de-encrypti on- cust omer - key headers.

For more information on Server-Side Encryption with Customer-Provided Encryption Keys (SSE-C),
see Protecting Data Using Server-Side Encryption with Customer-Provided Encryption Keys (SSE-
C) in the Amazon Simple Storage Service Developer Guide.

Request Elements

This operation does not use request elements.

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to
the response headers common to all responses. For more information, see Common Response
Headers (p. 5).
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Name

X-ane-abort -
dat e

X-ane- abort -
rule-id

X-ane-
server - si de-
encryption

X- ane-
server-si de-
encryption-
aws- kns- key-
id

X-ane-
server-side
-encryption
- cust oner -
al gorithm

X-ane-
server-side
-encryption-

cust oner - key-

VD5

Description

If the bucket has a lifecycle rule configured with an action to abort incomplete
multipart uploads and the prefix in the lifecycle rule matches the object name in
the request, the response includes this header that indicates when the initiated
multipart upload will become eligible for abort operation. For more information,
see Aborting Incomplete Multipart Uploads Using a Bucket Lifecycle Policy in the
Amazon Simple Storage Service Developer Guide.

The response also includes the x- anez- abort - rul e- i d header that provides
the ID of the lifecycle configuration rule that defines this action.

Type: String

This header is returned along with the x- anz- abor t - dat e header. It identifies
the applicable lifecycle configuration rule that defines the action to abort
incomplete multipart uploads.

Type: String

If you specified server-side encryption either with an AWS KMS or Amazon S3-
managed encryption key in your initiate multipart upload request, the response
includes this header. It confirms the encryption algorithm that Amazon S3 used to
encrypt the part you uploaded.

Type: String

If the x- anez- server - si de- encrypti on is present and has the value of
aws: kns, this header specifies the ID of the AWS Key Management Service
(KMS) master encryption key that was used for the object.

Type: String

If server-side encryption with customer-provided encryption keys encryption
was requested, the response will include this header confirming the encryption
algorithm used.

Type: String

Valid Values: AES256

If server-side encryption using customer-provided encryption key was requested,
the response returns this header to provide roundtrip message integrity
verification of the customer-provided encryption key.

Type: String

Response Elements

Name

InitiateMultipartUpl oadResul t

Bucket

Description

Container for response.

Type: Container

Children: Bucket , Key, Upl oadl d
Ancestors: None

Name of the bucket to which the multipart upload was
initiated.

Type: string

Ancestors: I ni tiateMil ti part Upl oadResul t
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Name Description

Key Object key for which the multipart upload was initiated.
Type: String
Ancestors: I ni ti ateMil ti part Upl oadResul t

Upl oadl d ID for the initiated multipart upload.
Type: String
Ancestors: I ni tiateMil ti part Upl oadResul t

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This operation initiates a multipart upload for the exanpl e- obj ect object.

POST / exanpl e- obj ect ?upl oads HTTP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com
Date: Mon, 1 Nov 2010 20: 34:56 GMVI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: UuaglLuByRx9e6j 50ni nt u9pO4zVvKnl2Qz7/ CLNPcf TWAtL RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Dat e: Mon, 1 Nov 2010 20: 34:56 GMI

Cont ent - Lengt h: 197

Connecti on: keep-alive

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<InitiateMiltipartUpl oadResult xm ns="http://s3.amazonaws. conf
doc/ 2006- 03- 01/ ">
<Bucket >exanpl e- bucket </ Bucket >
<Key>exanpl e- obj ect </ Key>
<Upl oadl d>VXBsb2Fkl El El GZvci A2aWNpbntncyBt eS1t b3ZpZS5t MRz HVWh&hZA</
Upl oadl d>
</InitiateMiltipartUpl oadResul t >

Sample: Initiate multipart upload, using server-side encryption
with customer-provided encryption keys

This example initiate multipart upload request specifies server-side encryption with customer-provided
encryption keys by adding relevant headers.

‘ PCOST / exanpl e- obj ect ?upl oads HTTP/ 1.1
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Host: exanpl e- bucket. s3. anazonaws. com
Aut hori zati on: aut hori zation string
Date: Wed, 28 May 2014 19:34:57 +0000
X-ane-server-si de-encrypti on-cust oner - key:
g0l Cf A3Dv40j Zz5SQI1ZukLRFqgt | 5Wr C/ 8SEEXAMPLE
X-ane-server-si de-encryption-cust oner-key-Md5: Zj @ nelX i TcskbY2exanpl e
X-ane-server-si de-encryption-custoner-al gorithm AES256

In the response, Amazon S3 returns an Uploadld. In addition, Amazon S3 returns the encryption
algorithm and the MD5 digest of the encryption key you provided in the request.

HTTP/ 1.1 200 K
x-ane-id-2: 36HRCal G57F1FvW VRr vd3hNn9WBG EaCVHTCt 8QW 00gxdHaz QUgf o XAbhFWD

X-anz-request-id: 50FA1D691B62CA43

Date: Wed, 28 May 2014 19:34:58 GMI

X-ane-server-si de-encryption-custoner-al gorithm AES256

X-anz-server-si de-encrypti on- cust onmer - key- MD5: Zj @ nelX/ i TcskbY2nBt Fg==
Transfer-Encodi ng: chunked

<?xm version="1.0" encodi ng="UTF-8"?>
<InitiateMiltipartUpl oadResul t
xm ns="http://s3.anmazonaws. conf doc/ 2006- 03- 01/ " >
<Bucket >exanpl e- bucket </ Bucket >
<Key>exanpl e- obj ect </ Key>

<Upl oadl d>EXAMPLEJZ6e0YupT2h66i ePQCc9l EbYbDUy4RTpMeoSMLPRp8Z501u8f eSRonpvnWK
</ Upl oadl d>
</InitiateMiltipartUpl oadResul t>

Related Actions

¢ Upload Part (p. 394)

¢ Complete Multipart Upload (p. 407)
¢ Abort Multipart Upload (p. 413)

¢ List Parts (p. 415)

¢ List Multipart Uploads (p. 180)
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Upload Part

Description

This operation uploads a part in a multipart upload.

Note

In this operation, you provide part data in your request. However, you have an option to
specify your existing Amazon S3 object as a data source for the part you are uploading. To
upload a part from an existing object, you use the Upload Part (Copy) operation. For more
information, see Upload Part - Copy (p. 399).

You must initiate a multipart upload (see Initiate Multipart Upload (p. 385)) before you can upload any
part. In response to your initiate request, Amazon S3 returns an upload ID, a unique identifier, that you
must include in your upload part request.

Part numbers can be any number from 1 to 10,000, inclusive. A part number uniquely identifies a part
and also defines its position within the object being created. If you upload a new part using the same
part number that was used with a previous part, the previously uploaded part is overwritten. Each
part must be at least 5 MB in size, except the last part. There is no size limit on the last part of your
multipart upload.

To ensure that data is not corrupted when traversing the network, specify the Cont ent - MD5 header in
the upload part request. Amazon S3 checks the part data against the provided MD5 value. If they do
not match, Amazon S3 returns an error.

Note

After you initiate multipart upload and upload one or more parts, you must either complete or
abort multipart upload in order to stop getting charged for storage of the uploaded parts. Only
after you either complete or abort the multipart upload, Amazon S3 frees up the parts storage
and stops charging you for it.

For more information on multipart uploads, go to Multipart Upload Overview in the Amazon Simple
Storage Service Developer Guide .

For information on the permissions required to use the multipart upload API, go to Multipart Upload API
and Permissions in the Amazon Simple Storage Service Developer Guide.

You can optionally request server-side encryption where Amazon S3 encrypts your data as it writes it
to disks in its data centers and decrypts it for you when you access it. You have the option of providing
your own encryption key, or you can use the AWS-managed encryption keys. If you choose to provide
your own encryption key, the request headers you provide in the request must match the headers

you used in the request to initiate the upload by using Initiate Multipart Upload (p. 385). For more
information, go to Using Server-Side Encryption in the Amazon Simple Storage Service Developer
Guide.

Requests

Syntax

PUT / Ohj ect Nane?part Nunber =Par t Nunber &uipl oadl d=Upl oadl d HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com

Date: date

Content-Length: Size

Aut hori zation: authorization string
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Request Parameters

This operation does not use request parameters.

Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. Request headers are limited to 8 KB in size. For more information,
see Common Request Headers (p. 3).

Name Description Required

Cont ent - Lengt h The size of the part, in bytes. For more information, go to http:/ | Yes
www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#sec14.13.

Type: Integer
Default: None

Cont ent - MD5 The base64-encoded 128-bit MD5 digest of the part data. This No
header can be used as a message integrity check to verify that
the part data is the same data that was originally sent. Although
it is optional, we recommend using the Content-MD5 mechanism
as an end-to-end integrity check. For more information, see RFC
1864.
Type: String
Default: None

Expect When your application uses 100-continue, it does not send No
the request body until it receives an acknowledgment. If the
message is rejected based on the headers, the body of the
message is not sent. For more information, go to RFC 2616.

Type: String
Default: None
Valid Values: 100-continue

Server-Side Encryption Specific Request Headers

If you requested server-side encryption using a customer-provided encryption key in your initiate
multipart upload request, you must provide identical encryption information in each part upload using
the following headers.

Name Description Required
X- ane- server - Specifies the algorithm to use to when encrypting the object. Yes

si de-encryption _

- cust oner - Type: String

al gorithm

Default: None
Valid Value: AES256

Constraints: Must be accompanied by valid x- anez- ser ver -
si de-encryption-custoner - key and x- anz- server -
si de-encryption-cust oner - key- MD5 headers.

X-anz- server - Specifies the customer-provided base64-encoded encryption Yes
si de-encrypti on- key for Amazon S3 to use in encrypting data. This value is
cust oner - key used to store the object and then is discarded; Amazon does
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Name

X-ane-server -

Description Required

not store the encryption key. The key must be appropriate for
use with the algorithm specified in the x- ane- ser ver - si de-
encryption-cust oner - al gori t hmheader.

Type: String
Default: None

Constraints: Must be accompanied by valid x- anez- ser ver -
si de-encryption-cust oner-al gori t hmand x- ane-
server - si de-encryption-cust oner - key- MD5 headers.

Specifies the base64-encoded 128-bit MD5 digest of the Yes

si de-encrypti on- encryption key according to RFC 1321. Amazon S3 uses this
cust oner - key- MD5 | header for a message integrity check to ensure the encryption

key was transmitted without error.
Type: String
Default: None

Constraints: Must be accompanied by valid x- anz- ser ver -
si de-encryption-cust oner-al gorit hmand x- anz-
server - si de-encryption- cust omer - key headers.

Request Elements

This operation does not use request elements.

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to
the response headers common to all responses. For more information, see Common Response

Headers (p. 5).

Name

X-ane-
server - si de-
encryption

X-ane-
server-si de-
encrypti on-
aws- kns- key-
id

X-ane-
server-side
-encryption

Description

If you specified server-side encryption either with an AWS KMS or Amazon S3-
managed encryption key in your initiate multipart upload request, the response
includes this header. It confirms the encryption algorithm that Amazon S3 used to
encrypt the object.

Type: String

If the x- anez- server - si de- encrypt i on is present and has the value of
aws: kns, this header specifies the ID of the AWS Key Management Service
(KMS) master encryption key that was used for the object.

Type: String

If server-side encryption with customer-provided encryption keys(SSE-C)
encryption was requested, the response will include this header confirming the
encryption algorithm used.

Type: String
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Name Description
- cust omer - Valid Values: AES256
al gorithm
X-ane- If SSE-C encryption was requested, the response includes this header to provide
server-side roundtrip message integrity verification of the customer-provided encryption key.

-encryption- | Type: String
cust oner - key-
VD5

Response Elements

This operation does not use response elements.
Special Errors

Error Code Description HTTP SOAP Fault
Status Code Code Prefix

NoSuchUpl oad The specified multipart upload does not exist. 404 Not Client
The upload ID might be invalid, or the multipart | Found
upload might have been aborted or completed.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following PUT request uploads a part (part number 1) in a multipart upload. The request includes
the upload ID that you get in response to your Initiate Multipart Upload request.

PUT / nmy-novi e. nRt s?
par t Nunber =1&upl oadl d=VCVsb2Fkl El El GZvci Bl bZZpbrcncyBt eS1t b3ZpZS5t MRzl HYWbhGIhZR
HTTP/ 1.1

Host: exanpl e- bucket. s3. anazonaws. com
Date: Mn, 1 Nov 2010 20:34: 56 GMI
Cont ent - Lengt h: 10485760

Cont ent - MD5:  pUNXr/ Bj KKEQUKvaRRr QA==
Aut hori zation: authorization string

***part data omitted***

Sample Response

The response includes the ETag header. You need to retain this value for use when you send the
Complete Multipart Upload request.

HTTP/ 1.1 200 K

x-ane-id-2: WaglLuByRx9e6j 50ni nt u9pM4zZVvKnJ2Qz7/ CLNPcf TWAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20: 34:56 GMI
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ETag: "b54357f af 0632cce46e942f a68356b38"
Content-Length: O

Connection: keep-alive

Server: AmazonS3

Sample: Upload a part with an encryption key in the request for
server-side encryption

If you initiated a multipart upload, see Sample: Initiate multipart upload, using server-side encryption
with customer-provided encryption keys (p. 392), with a request to save an object using server-side
encryption with a customer-provided encryption key, each part upload must also include the same set
of encryption-specific headers as shown in the following example request.

PUT / exanpl e- obj ect ?
par t Nunber =1&upl oadl d=EXAMPLEJZ6e0YupT2h66i ePQCc9l EbYbDUy4RTpMeoSM_PRp8Z501u8f ¢
HTTP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com
Aut hori zation: authorization string
Date: Wed, 28 May 2014 19:40: 11 +0000
X-anz-server-si de-encrypti on- cust omer - key:
g0l Cf A3Dv40j Zz5SQI1Zuk LRFqt | 5Wr C/ 8SEEXAMPLE
X-anz-server-si de-encryption-cust oner - key- MD5: Zj @ nelX/ i TcskbY2exanpl e
X-anz-server-si de-encryption-custoner-al gorithm AES256

In the response, Amazon S3 returns encryption-specific headers providing the encryption algorithm
used and MD5 digest of the encryption key you provided in the request.

HTTP/ 1.1 100 Conti nue HTTP/ 1.1 200 K

x-anz-id-2: Zn8bf 8aEFQ+kBnGPBc/ JaAf 9SoWWB8QDPS9+Sy Fwk| ZOHURBI RLZi 50Xw4c OCEt
X-anz-request-id: 5A37448A37622243

Date: Wed, 28 May 2014 19:40: 12 GV

ETag: "7el0e7d25dc4581d89b9285be5f 384f d"

X-anz-server-si de-encryption-custoner-al gorithm AES256

X-anz-server-si de-encryption- cust oner - key- MD5: Zj @ nelX/ i TcskbY2exanpl e

2 SRonpvnW KKG

Related Actions

« Initiate Multipart Upload (p. 385)

¢ Complete Multipart Upload (p. 407)
Abort Multipart Upload (p. 413)
List Parts (p. 415)

¢ List Multipart Uploads (p. 180)

API Version 2006-03-01
398



Amazon Simple Storage Service APl Reference
Upload Part - Copy

Upload Part - Copy

Description

Uploads a part by copying data from an existing object as data source. You specify the data source
by adding the request header x- anz- copy- sour ce in your request and a byte range by adding the
request header x- anz- copy- sour ce-r ange in your request.

The minimum allowable part size for a multipart upload is 5 MB. For more information about multipart
upload limits, go to Quick Facts in the Amazon Simple Storage Service Developer Guide.

Note
Instead of using an existing object as part data, you might use the Upl oad Part operation
and provide data in your request. For more information, see Upload Part (p. 394).

You must initiate a multipart upload before you can upload any part. In response to your initiate
request. Amazon S3 returns a unique identifier, the upload ID, that you must include in your upload
part request.

For more information on using the upload part - copy operation, see the following
topics:

¢ For conceptual information on multipart uploads, go to Uploading Objects Using Multipart Upload in
the Amazon Simple Storage Service Developer Guide.

» For information on permissions required to use the multipart upload API, go to Multipart Upload API
and Permissions in the Amazon Simple Storage Service Developer Guide.

¢ For information about copying objects using a single atomic operation vs. the multipart upload, go to
Operations on Objects in the Amazon Simple Storage Service Developer Guide.

< For information about using server-side encryption with customer-provided encryption keys with the
upload part - copy operation, see PUT Object - Copy (p. 370) and Upload Part (p. 394).

Requests

Syntax

PUT / Qbj ect Nanme?part Nunber =Par t Nunber &upl oadl d=Upl oadl d HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com

X-ane-copy-source: /source_bucket/sourceCbject

X- ane- copy- sour ce-range: bytes=first-| ast
X-ane-copy-source-if-match: etag

X-ane-copy-source-if-none-match: etag
X-ane-copy-source-if-unnodified-since: tine_stanp
X-ane-copy-source-if-nodified-since: tinme_stanp

Date: date

Aut hori zation: authorization string

Request Parameters

This operation does not use request parameters.
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Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. Request headers are limited to 8 KB in size. For more information,
see Common Request Headers (p. 3).

Name Description Required
X- anz- copy- sour ce The name of the source bucket and the source object key | Yes
name separated by a slash (/).
Type: String
Default: None
X- ang- copy- sour ce- The range of bytes to copy from the source object. The No
range range value must use the form byt es=first-1| ast,

where the first and last are the zero-based byte offsets to
copy. For example, byt es=0- 9 indicates that you want
to copy the first ten bytes of the source.

This request header is not required when copying an
entire source object.

Type: Integer
Default: None

The following conditional headers are based on the object that the x- anz- copy- sour ce header
specifies.

Name Description Required

X-ane- copy-source-if-match | Perform a copy if the source object entity tag No
(ETag) matches the specified value. If the value
does not match, Amazon S3 returns an HTTP
status code 412 precondition failed error.
See Consideration 1 (p. 401)
Type: String
Default: None

X- ane- copy-source-if-none- | Perform a copy if the source object entity tag No
mat ch (ETag) is different than the value specified using

this header. If the values match, Amazon S3

returns an HTTP status code 412 precondition

failed error.

See Consideration 2 (p. 401)

Type: String

Default: None

X- anz- copy- source-if- Perform a copy if the source object is not modified | No
unnodi fi ed- si nce after the time specified using this header. If the

source object is modified, Amazon S3 returns an

HTTP status code 412 precondition failed error.

See Consideration 1 (p. 401)
Type: String
Default: None

X- anz- copy- source-if- Perform a copy if the source object is modified No
nodi fi ed-si nce after the time specified using this header. If the
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Name Description Required

source object is not modified, Amazon S3 returns
an HTTP status code 412 precondition failed
error.

See Consideration 2 (p. 401)
Type: String
Default: None

Note the following additional considerations about the preceding request headers:

» Consideration 1 — If both of the x- anz- copy- sour ce-i f - mat ch and x- anz- copy- source-i f -
unnodi fi ed- si nce headers are present in the request as follows:

X-ane- copy- sour ce-i f - mat ch condition evaluates to t r ue, and;
X-ane- copy-sour ce-i f-unnodi fi ed- si nce condition evaluates to f al se;

then, S3 returns 200 OK and copies the data.

¢ Consideration 2 — If both of the x- anz- copy- sour ce-i f - none- mat ch and x- anz- copy-
source-i f-nodi fi ed- si nce headers are present in the request as follows:

X-ane- copy- sour ce-i f - none- mat ch condition evaluates to f al se, and;
X- ane- copy-source-if-nodifi ed-si nce condition evaluates to t r ue;

then, S3 returns 412 Precondi ti on Fai | ed response code.

Server-Side Encryption Specific Request Headers

If you requested server-side encryption using a customer-provided encryption key in your initiate
multipart upload request, you must provide identical encryption information in each part upload using
the following headers.

Name Description Required
X-anz-server - Specifies the algorithm to use to when encrypting the object. Yes

si de-encryption _

- cust ormer - Type: String

al gorithm

Default: None
Valid Value: AES256

Constraints: Must be accompanied by a valid x- anez- ser ver -
si de-encrypti on-cust oner - key and x- anz- ser ver -
si de- encrypti on- cust onmer - key- MD5 headers.

X-ane- server - Specifies the customer provided base64-encoded encryption Yes
si de-encryption- | keyfor Amazon S3 to use in encrypting data. This must be the
cust oner - key same encryption key specified in the initiate multipart upload
request.
Type: String

Default: None
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Requests

Name

X- ane- server-
si de-encrypti on-
cust oner - key- MD5

Description

Constraints: Must be accompanied by a valid x- anez- ser ver -
si de-encryption-cust oner-al gori t hmand x- ane-
server - si de-encryption-cust oner - key- MD5 headers.

Specifies the base64-encoded 128-bit MD5 digest of the
encryption key according to RFC 1321. Amazon S3 uses this
header as a message integrity check to ensure the encryption
key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by a valid x- anez- ser ver -
si de-encryption-cust oner-al gori t hmand x- anz-
server - si de-encryption- cust omer - key headers.

Required

Yes

If the source object is encrypted using server-side encryption with a customer-provided encryption key,
you must use the following headers providing encryption information so that Amazon S3 can decrypt

the object for copying.

Name

X- ane- copy-
sour ce- server -
si de-encryption
- cust oner -

al gorithm

X- ang- copy- sour ce
-server-side
-encryption-
cust oner - key

X- ane- copy-
sour ce- server -

si de-encryption-
cust oner - key- MD5

Description

Specifies algorithm to use when decrypting the source object.
Type: String

Default: None

Valid Value: AES256

Constraints: Must be accompanied by a valid x- anez- copy-
sour ce-server -si de-encrypti on-cust oner - key
and x- ane- copy- sour ce- server - si de- encrypti on-
cust oner - key- MD5 headers.

Specifies the customer provided base-64 encoded encryption
key for Amazon S3 to use to decrypt the source object. The
encryption key provided in this header must be one that was
used when the source object was created.

Type: String
Default: None

Constraints: Must be accompanied by a valid x- anz-
copy-sour ce-server-si de-encrypti on-cust oner -
al gorit hmand x- anz- copy- sour ce- server - si de-
encrypti on-cust orer - key- MD5 headers.

Specifies the base64-encoded 128-bit MD5 digest of the
encryption key according to RFC 1321. Amazon S3 uses this
header for a message integrity check to ensure the encryption
key was transmitted without error.

Type: String

Default: None

Required

Yes

Yes

Yes

API Version 2006-03-01
402


http://tools.ietf.org/html/rfc1321
http://tools.ietf.org/html/rfc1321

Amazon Simple Storage Service API Reference
Versioning

Name Description Required

Constraints: Must be accompanied by a valid x- ane-
copy- sour ce-server-si de-encrypti on-cust oner -
al gori t hmand x- anez- copy- sour ce- server - si de-
encryption-cust oner - key headers.

Request Elements

This operation does not use request elements.

Versioning

If your bucket has versioning enabled, you could have multiple versions of the same object. By default,
X- anz- copy- sour ce identifies the current version of the object to copy. If the current version is a
delete marker and you don't specify a versionld in the x- anz- copy- sour ce, Amazon S3 returns a
404 error, because the object does not exist. If you specify versionld in the x- anz- copy- sour ce and
the versionld is a delete marker, Amazon S3 returns an HTTP 400 error, because you are not allowed
to specify a delete marker as a version for the x- anz- copy- sour ce.

You can optionally specify a specific version of the source object to copy by adding the ver si onl d
subresource as shown in the following example:

X-anz- copy-source: /bucket/object?versionld=version id

Responses

Response Headers

This implementation of the operation can include the following headers in addition to the response
headers common to all responses. For more information, see Common Response Headers (p. 5).

Name Description
X- ane- copy- sour ce- The version of the source object that was copied, if you have
version-id enabled versioning on the source bucket.

Type: String
X-ane- server - si de- If you specified server-side encryption either with an AWS KMS
encryption or Amazon S3-managed encryption key in your initiate multipart

upload request, the response includes this header. It confirms the
encryption algorithm that Amazon S3 used to encrypt the object.

Type: String
X-ane- server - si de- If the x- anez- server - si de- encrypti on is present and has the
encryption-aws- kims- key- | value of aws: kns, this header specifies the ID of the AWS Key
id Management Service (KMS) master encryption key that was used

for the object.

Type: String
X-ane- server - si de- If server-side encryption with customer-provided encryption keys
encrypti on- cust orer - encryption was requested, the response will include this header
al gorithm confirming the encryption algorithm used.
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Name Description
Type: String
Valid Values: AES256

X-ane- server-si de- If server-side encryption with customer-provided encryption keys

encryption-cust orer - key- | encryption was requested, the response includes this header to

VD5 provide roundtrip message integrity verification of the customer-
provided encryption key.

Type: String

Response Elements

Name Description

CopyPart Resul t Container for all response elements.
Type: Container
Ancestor: None

ETag Returns the ETag of the new part.
Type: String
Ancestor: CopyPar t Resul t

Last Modi fi ed Returns the date the part was last modified.
Type: String

Ancestor: CopyPar t Resul t

Important

Part boundaries are factored into ETag calculations, so if the part boundary on the source is
different than on the destination, then the ETag data will not match between the two. However,
data integrity checks are performed with each copy to ensure that the data written to the
destination matches the data at the source.

Special Errors

Error Code Description HTTP Status
Code
NoSuchUpl oad The specified multipart upload does not exist. The upload = 404 Not Found

ID might be invalid, or the multipart upload might have
been aborted or completed.

I nval i dRequest The specified copy source is not supported as a byte- 400 Bad Request
range copy source.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

As the following examples illustrate, when a request succeeds, Amazon S3 returns
<CopyPart Resul t > in the body. If you included ver si onl d in the request, Amazon S3 returns the
version ID in the x- anez- copy- sour ce- ver si on- i d response header.
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Sample Request

The following PUT request uploads a part (part number 2) in a multipart upload. The request specifies a
byte range from an existing object as the source of this upload. The request includes the upload ID that
you getinresponsetoyourlnitiate Miltipart Upl oad request.

PUT / newobj ect ?

par t Nunber =2&upl oadl d=VCVsb2Fkl El El &vci Bl bZZpbrcncyBt eS1t b3ZpZS5t vhRzl HVWbh&hZR
HTTP/ 1.1

Host: target-bucket.s3. amazonaws. com

Date: Mon, 11 Apr 2011 20: 34:56 GMI

X-ane-copy-source: /source-bucket/sourceobject

X- ane- copy- sour ce-range: byt es=500- 6291456

Aut hori zation: authorization string

Sample Response

The response includes the ETag value. You need to retain this value to use when you send the
Conpl ete Multipart Upl oad request.

HTTP/ 1.1 200 K

x-ane-id-2: WaglLuByRx9e6j 50ni nt u9pO4zVvKnJ2Qz7/ CLNPcf TWAtL RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mon, 11 Apr 2011 20: 34:56 GMI

Server: AmazonS3

<CopyPart Resul t >
<Last Mbdi f i ed>2009- 10- 28T22: 32: 00</ Last Modi f i ed>
<ETag>"9b2cf 535f 27731c974343645a3985328" </ ETag>
</ CopyPar t Resul t >

Sample Request

The following PUT request uploads a part (part number 2) in a multipart upload. The request does
not specify the optional byte range header, but requests the entire source object copy as part 2. The
request includes the upload ID that you got in response to your I ni tiate Multipart Upl oad
request.

PUT / newobj ect ?

par t Nunber =2&upl oadl d=VCVsb2Fkl El El GZvci Bl bZZpbntncyBt eS1t b3ZpZS5t MRzl HWWbGhZR
HTTP/ 1.1

Host: target-bucket.s3.amazonaws. com

Date: Mbn, 11 Apr 2011 20:34:56 GVI

X- anz- copy-source: /source-bucket/sourceobject

Aut hori zation: authorization string

Sanpl e Response

The response structure is similar to the one specified in the preceding example.

Sample Request

The following PUT request uploads a part (part number 2) in a multipart upload. The request specifies
a specific version of the source object to copy by adding the ver si onl d subresource. The byte range
requests 6 MB of data, starting with byte 500, as the part to be uploaded.
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PUT / newobj ect ?

par t Nunber =2&upl oadl d=VCVsb2Fkl El El GZvci Bl bZZpbntncyBt eS1t b3ZpZS5t MRzl HYWbhGIhZR
HTTP/ 1.1

Host: target-bucket.s3. amazonaws. com

Date: Mon, 11 Apr 2011 20: 34:56 GMI

X-ane-copy-source: /source-bucket/sourceobject ?versi onl d=3/ L4kqt JI cpXr oDTDMJ

+r nSpXd3dI br HY+MIRCxf 3vj VBHA0Nr 8 X8gd RQBpUM.Uo

X- ane- copy- sour ce-range: byt es=500- 6291456

Aut hori zation: authorization string

Sample Response

The response includes the ETag value. You need to retain this value to use when you send the
Conpl ete Mul tipart Upl oad request.

HTTP/ 1.1 200 K

x-ane-id-2: WaglLuByRx9e6j 50ni nt u9pd4zVvKnJ2Qz7/ CLNPcf TWAtL RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

X-ane-copy-sour ce-version-id: 3/L4kqgtJl cpXr oDTDmI+r nSpXd3dl br HY
+MIRCxf 3vj VBHAONr 8X8gdRBpUM.Uo

Date: Mon, 11 Apr 2011 20: 34:56 GMI

Server: AmazonS3

<CopyPart Resul t >
<Last Mbdi f i ed>2009- 10- 28T22: 32: 00</ Last Modi f i ed>
<ETag>"9b2cf 535f 27731c974343645a3985328" </ ETag>
</ CopyPar t Resul t >

Related Actions

« Initiate Multipart Upload (p. 385)

¢ Upload Part (p. 394)

¢ Complete Multipart Upload (p. 407)
¢ Abort Multipart Upload (p. 413)

¢ List Parts (p. 415)

¢ List Multipart Uploads (p. 180)
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Complete Multipart Upload

Description

This operation completes a multipart upload by assembling previously uploaded parts.

You first initiate the multipart upload and then upload all parts using the Upload Parts operation

(see Upload Part (p. 394)). After successfully uploading all relevant parts of an upload, you call this
operation to complete the upload. Upon receiving this request, Amazon S3 concatenates all the parts
in ascending order by part number to create a new object. In the Complete Multipart Upload request,
you must provide the parts list. You must ensure the parts list is complete, this operation concatenates
the parts you provide in the list. For each part in the list, you must provide the part number and the
ETag header value, returned after that part was uploaded.

Processing of a Complete Multipart Upload request could take several minutes to complete. After
Amazon S3 begins processing the request, it sends an HTTP response header that specifies a 200
K response. While processing is in progress, Amazon S3 periodically sends whitespace characters
to keep the connection from timing out. Because a request could fail after the initial 200 OK response
has been sent, it is important that you check the response body to determine whether the request
succeeded.

Note that if Complete Multipart Upload fails, applications should be prepared to retry the failed
requests. For more information, go to Amazon S3 Error Best Practices section of the Amazon Simple
Storage Service Developer Guide.

For more information on multipart uploads, go to Uploading Objects Using Multipart Upload in the
Amazon Simple Storage Service Developer Guide.

For information on permissions required to use the multipart upload API, go to Multipart Upload API
and Permissions in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

PGOST / Obj ect Nane?upl oadl d=Upl oadl d HTTP/ 1. 1
Host: Bucket Nane. s3. anazonaws. com

Date: Date

Content-Length: Size

Aut hori zation: authorization string

<Conpl et eMul ti part Upl oad>
<Part >
<Par t Nunber >Par t Nunber </ Par t Nurmber >
<ETag>ETag</ ETag>
</ Part>

</ Conpl et eMul ti part Upl oad>

Request Parameters

This operation does not use request parameters.
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Responses

Request Headers

This operation uses only Request Headers common to most requests. For more information, see
Common Request Headers (p. 3)

Request Elements

Name

Description Required

Conpl et eMul ti part Upl oad Container for the request. Yes

Par t

Par t Nurmber

ETag

Responses

Ancestor: None
Type: Container

Children: One or more Part elements

Container for elements related to a particular previously Yes
uploaded part.

Ancestor: Conpl et eMul ti part Upl oad
Type: Container

Children: Par t Nunber , ETag
Part number that identifies the part. Yes

Ancestor: Par t
Type: Integer

Entity tag returned when the part was uploaded. Yes

Ancestor: Part
Type: String

Response Headers

The operation uses the following response header, in addition to the response headers common to
most requests. For more information, see Common Response Headers (p. 5).

Header

X- ane-
expiration

X-ane-
server - si de-
encryption

Description

Amazon S3 returns this header if an Expi r at i on action is configured for

the object as part of the bucket's lifecycle configuration. The header value
includes an "expiry-date" component and a URL-encoded "rule-id" component.
Note that for versioning-enabled buckets, this header applies only to current
versions; Amazon S3 does not provide a header to infer when a noncurrent
version will be eligible for permanent deletion. For more information, see PUT
Bucket lifecycle (p. 233).

Type: String

If you specified server-side encryption either with an AWS KMS or Amazon S3-
managed encryption key in your initiate multipart upload request, the response
includes this header. It confirms the encryption algorithm that Amazon S3 used
to encrypt the object.

Type: String
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Responses
Header Description
X- ane- If the x- anez- server - si de- encrypt i on is present and has the value of
server - si de- aws: kns, this header specifies the ID of the AWS Key Management Service
encryption- (KMS) master encryption key that was used for the object.
aws- kms- key-id | Type: String
X- ane- If encryption by using server-side encryption with customer-provided encryption
server-side keys was requested, the response will include this header confirming the
-encryption encryption algorithm used.
-customer - Type: String
al gorithm

Valid Value: AES256

x-anz-version- | Version ID of the newly created object, in case the bucket has versioning
id turned on.

Type: String

Response Elements

Name Description

Conpl et eMul ti part Upl oadResul t | Container for the response
Type: Container
Children: Locat i on, Bucket , Key, ETag
Ancestors: None

Locati on The URI that identifies the newly created object.
Type: URI
Ancestors: Conpl et eMul ti part Upl oadResul t
Bucket The name of the bucket that contains the newly created
object.
Type: String
Ancestors: Conpl et eMul ti part Upl oadResul t
Key The object key of the newly created object.
Type: String

Ancestors: Conpl et eMul ti part Upl oadResul t

ETag Entity tag that identifies the newly created object's data.
Objects with different object data will have different entity
tags. The entity tag is an opaque string. The entity tag may
or may not be an MD5 digest of the object data. If the entity
tag is not an MD5 digest of the object data, it will contain
one or more nonhexadecimal characters and/or will consist
of less than 32 or more than 32 hexadecimal digits.

Type: String
Ancestors: Conpl et eMul ti part Upl oadResul t
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Special Errors
Error Code Description HTTP Status
Code
EntityTooSmal | Your proposed upload is smaller than the minimum 400 Bad Request
allowed object size. Each part must be at least 5 MB in
size, except the last part.
I nval i dPart One or more of the specified parts could not be found. 400 Bad Request

The part might not have been uploaded, or the specified
entity tag might not have matched the part's entity tag.

I nval i dPart Order | The list of parts was not in ascending order. The parts list | 400 Bad Request
must be specified in order by part number.

NoSuchUpl oad The specified multipart upload does not exist. The upload = 404 Not Found

ID might be invalid, or the multipart upload might have
been aborted or completed.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following Complete Multipart Upload request specifies three parts in the
Conpl et eMul ti part Upl oad element.

POST / exanpl e- obj ect ?

upl oadl d=AAAsb2FkI El El GZvci Bl bHZpbntncyWeeS1t b3ZpZS5t MRzl RRwb&hZA HTTP/ 1. 1
Host: exanpl e- bucket. s3. anazonaws. com

Date: Mn, 1 Nov 2010 20:34:56 GMVI

Cont ent - Lengt h: 391

Aut hori zation: authorization string

<Conpl et eMul ti part Upl oad>
<Part >
<Par t Nunber >1</ Par t Nunber >
<ETag>"ab54357af f 0632cce46d942af 68356b38" </ ETag>
</ Part>
<Part >
<Par t Nunber >2</ Par t Nunber >
<ETag>"0c78aef 83f 66abclf ale8477f 296d394" </ ETag>
</ Part>
<Part >
<Par t Nunber >3</ Par t Nunber >
<ETag>"achd18db4cc2f 85cedef 654f ccc4a4d8" </ ETag>
</ Part>
</ Conpl et eMul ti part Upl oad>

Sample Response

The following response indicates that an object was successfully assembled.

\ HTTP/ 1.1 200 OK
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x-ane-id-2: UuaglLuByRx9e6j 5(0ni nt u9pM4zZVvKnl2Qz7/ CLNPcf TWAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mdn, 1 Nov 2010 20: 34:56 GMI

Connecti on: cl ose

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Conpl et eMul ti part Upl oadResult xm ns="http://s3. anazonaws. conf
doc/ 2006- 03- 01/ " >
<Location>http:// Exanpl e- Bucket . s3. amazonaws. com Exanpl e- Obj ect </ Locat i on>
<Bucket >Exanpl e- Bucket </ Bucket >
<Key>Exanpl e- Obj ect </ Key>
<ETag>"3858f 62230ac3c915f 300c664312c11f - 9" </ ETag>
</ Conpl et eMul ti part Upl oadResul t >

Sample Response with Error Specified in Header

The following response indicates that an error occurred before the HTTP response header was sent.

HTTP/ 1.1 403 For bi dden

X-ane-id-2: UuaglLuByRx9e6j 50ni nt u9pO4zVKnJ2Qz7/ CLNPcf TWAtL RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Dat e: Mon, 1 Nov 2010 20: 34:56 GMI

Cont ent - Lengt h: 237

Connecti on: keep-alive

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Error>

<Code>AccessDeni ed</ Code>

<Message>Access Deni ed</ Message>

<Request | d>656c76696e6727732072657175657374</ Request | d>

<Host | d>UuaglLuByRx9e6j 50ni nt u9p42z2VKnJ2Qz 7/ CLINPcf TWAt RPf TaOFg==</ Host | d>
</Error>

Sample Response with Error Specified in Body

The following response indicates that an error occurred after the HTTP response header was sent.
Note that while the HTTP status code is 200 OK, the request actually failed as described in the Er r or
element.

HTTP/ 1.1 200 K

x-ane-id-2: UuaglLuByRx9e6j 50ni nt u9pMzVvKnJ2Qz7/ CLNPcf TWAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20: 34:56 GMI

Connecti on: cl ose

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Error>
<Code>Il nt er nal Error </ Code>
<Message>We encountered an internal error. Please try again.</Mssage>
<Request | d>656c76696e6727732072657175657374</ Request | d>
<Host | d>UuaglLuByRx9e6j 50ni nt u9p A 2ZVKnJ2Qz 7/ CLNPcf TWAt RPf TaOFg==</ Host | d>
</Error>
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Related Actions

Related Actions

Initiate Multipart Upload (p. 385)

Upload Part (p. 394)

Abort Multipart Upload (p. 413)
List Parts (p. 415)

List Multipart Uploads (p. 180)
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Abort Multipart Upload

Description

This operation aborts a multipart upload. After a multipart upload is aborted, no additional parts can be
uploaded using that upload ID. The storage consumed by any previously uploaded parts will be freed.
However, if any part uploads are currently in progress, those part uploads might or might not succeed.
As a result, it might be necessary to abort a given multipart upload multiple times in order to completely
free all storage consumed by all parts. To verify that all parts have been removed, so you don't get
charged for the part storage, you should call the List Parts (p. 415) operation and ensure the parts list
is empty.

For information on permissions required to use the multipart upload API, go to Multipart Upload API
and Permissions in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

DELETE / Qbj ect Nane?upl oadl d=Upl cadl d HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com

Date: Date

Aut hori zation: authorization string

Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses only Request Headers common to most requests. For more information, see
Common Request Headers (p. 3).

Request Elements

This operation does not use request elements.

Responses

Response Headers

This operation uses only response headers that are common to most responses. For more information,
see Common Response Headers (p. 5).

Response Elements

This operation does not use response elements.
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Special Errors
Error Code Description HTTP Status SOAP
Code Fault
Code
Prefix

NoSuchUpl oad | The specified multipart upload does not exist. The | 404 Not Found | Client
upload ID might be invalid, or the multipart upload
might have been aborted or completed.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request aborts a multipart upload identified by its upload ID.

DELETE / exanpl e- obj ect ?

upl oadl d=VXBsb2Fkl El El GZvci Bl bHZpbntncyBt eS1t b3ZpZS5t MRzl HVWb&BhzZ HTTP/ 1. 1
Host: exanpl e- bucket. s3. amazonaws. com

Dat e: Mon, 1 Nov 2010 20: 34:56 GVII

Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 204 K

x-ane-id-2: WeaglLuByRx9e6j 50ni nt u9pd4zVvKnJ2Qz7/ CLNPcf TWAtL RPf TaOFg==
X-ane-request-id: 996c76696e6727732072657175657374

Dat e: Mon, 1 Nov 2010 20: 34:56 GVII

Content-Length: O

Connecti on: keep-alive

Server: AmazonS3

Related Actions

¢ Initiate Multipart Upload (p. 385)

¢ Upload Part (p. 394)

¢ Complete Multipart Upload (p. 407)
e List Parts (p. 415)

¢ List Multipart Uploads (p. 180)
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List Parts

Description

This operation lists the parts that have been uploaded for a specific multipart upload.

This operation must include the upload ID, which you obtain by sending the initiate multipart upload
request (see Initiate Multipart Upload (p. 385)). This request returns a maximum of 1,000 uploaded
parts. The default number of parts returned is 1,000 parts. You can restrict the number of parts
returned by specifying the max- par t s request parameter. If your multipart upload consists of

more than 1,000 parts, the response returns an | sTr uncat ed field with the value of t rue, and a
Next Par t Nunber Mar ker element. In subsequent List Parts requests you can include the part -
nunber - mar ker query string parameter and set its value to the Next Par t Nunber Mar ker field value
from the previous response.

For more information on multipart uploads, see Uploading Objects Using Multipart Upload in the
Amazon Simple Storage Service Developer Guide.

For information on permissions required to use the multipart upload API, see Multipart Upload API and
Permissions in the Amazon Simple Storage Service Developer Guide.

Requests
Syntax

GET / Obj ect Nane?upl oadl d=Upl oadl d HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com

Date: Date

Aut hori zation: authorization string

Request Parameters

This implementation of GET uses the parameters in the following table to return a subset of the objects
in a bucket.

Parameter Description Required

encodi ng- Requests Amazon S3 to encode the response and specifies the No
type encoding method to use.

An object key can contain any Unicode character; however, XML
1.0 parser cannot parse some characters, such as characters with
an ASCII value from 0 to 10. For characters that are not supported
in XML 1.0, you can add this parameter to request that Amazon S3
encode the keys in the response.

Type: String
Default: None
Valid value: ur |

upl oadl d Upload ID identifying the multipart upload whose parts are being Yes
listed.
Type: String
Default: None
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Responses
Parameter Description Required
max-parts Sets the maximum number of parts to return in the response body. No
Type: String
Default: 1,000
part - nunber - | Specifies the part after which listing should begin. Only parts with No
mar ker higher part numbers will be listed.

Type: String
Default: None

Request Headers

This operation uses only Request Headers common to most requests. For more information, see
Common Request Headers (p. 3).

Request Elements

This operation does not use request elements.

Responses

Response Headers

This operation uses only response headers that are common to most responses. For more information,
see Common Response Headers (p. 5).

Response Elements

Name Description

X-anz-abort-date If the bucket has a lifecycle rule configured with an action to abort
incomplete multipart uploads and the prefix in the lifecycle rule
matches the object name in the request, then the response includes
this header indicating when the initiated multipart upload will become
eligible for abort operation. For more information, see Aborting
Incomplete Multipart Uploads Using a Bucket Lifecycle Policy in the
Amazon Simple Storage Service Developer Guide.
The response will also include the x- ane- abort - rul e-i d header
that will provide the ID of the lifecycle configuration rule that defines
this action.
Type: String

x-ane-abort-rule-id This header is returned along with the x- anez- abort - dat e header. It
identifies applicable lifecycle configuration rule that defines the action
to abort incomplete multipart uploads.
Type: String

Li st Part sResul t Container for the response.

Children: Bucket , Key, Upl oadl d, I ni ti at or, Oaner,
St or ageC ass, Part Nunber Mar ker , Next Par t Nunber Mar ker ,
MaxParts, | sTruncat ed, Part

Type: Container
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Responses
Name Description
Bucket Name of the bucket to which the multipart upload was initiated.
Type: String

Ancestor: Li st Part sResul t

Encodi ng- Type Encoding type used by Amazon S3 to encode object key names in the
XML response.

If you specify encodi ng-t ype request parameter, Amazon S3
includes this element in the response, and returns encoded key name
values in the Key element.

Type: String
Ancestor: ListBucketResult

Key Object key for which the multipart upload was initiated.
Type: String
Ancestor: Li st Part sResul t

Upl oadl d Upload ID identifying the multipart upload whose parts are being
listed.

Type: String
Ancestor: Li st Part sResul t

Initiator Container element that identifies who initiated the multipart upload.
If the initiator is an AWS account, this element provides the same
information as the Oamner element. If the initiator is an IAM User, then
this element provides the user ARN and display name.

Children: | D, Di spl ayNane
Type: Container
Ancestor: Li st Part sResul t

ID If the principal is an AWS account, it provides the Canonical User ID.
If the principal is an IAM User, it provides a user ARN value.

Type: String
Ancestor: I ni ti at or

Di spl ayNane Principal's name.
Type: String
Ancestor: I niti ator

Onner Container element that identifies the object owner, after the object is
created. If multipart upload is initiated by an IAM user, this element
provides the parent account ID and display name.

Children: 1 D, Di spl ayNane
Type: Container
Ancestor: Li st Part sResul t

St or aged ass Class of storage (STANDARD or REDUCED_REDUNDANCY) used to store
the uploaded object.

Type: String
Ancestor: Li st Part sResul t
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Examples

Name

Par t Nunber Mar ker

Next Part Nunber Mar ker

MaxPart s

| sTruncat ed

Par t

Par t Nunmber
Last Modi fi ed
ETag

Si ze

Examples

Sample Request

Description

Part number after which listing begins.
Type: Integer
Ancestor: Li st Part sResul t

When a list is truncated, this element specifies the last part in the list,
as well as the value to use for the par t - nunber - mar ker request
parameter in a subsequent request.

Type: Integer
Ancestor: Li st Part sResul t

Maximum number of parts that were allowed in the response.
Type: Integer
Ancestor: Li st Part sResul t

Indicates whether the returned list of parts is truncated. At r ue value
indicates that the list was truncated. A list can be truncated if the
number of parts exceeds the limit returned in the MaxPar t s element.

Type: Boolean
Ancestor: Li st Part sResul t

Container for elements related to a particular part. A response can
contain zero or more Part elements.

Children: Par t Nurber , Last Modi fi ed, ETag, Si ze
Type: String
Ancestor: Li st Part sResul t

Part number identifying the part.
Type: Integer
Ancestor: Par t

Date and time at which the part was uploaded.
Type: Date
Ancestor: Par t

Entity tag returned when the part was uploaded.
Type: String
Ancestor: Par t

Size of the uploaded part data.
Type: Integer
Ancestor: Par t

Assume you have uploaded parts with sequential part numbers starting with 1. The following List Parts
request specifies max- part s and part - nunber - mar ker query parameters. The request lists the
first two parts that follow part number 1, that is, you will get parts 2 and 3 in the response. If more

parts exist , the result is a truncated result and therefore the response will return an |1 sTruncat ed
element with the value t r ue. The response will also return the Next Par t Nunber Mar ker element with
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the value 3, which should be used for the value of the par t - nunber - mar ker request query string
parameter in the next List Parts request.

GET / exanpl e- obj ect ?

upl oadl d=XXBsb2Fkl El El GZvci Bl bHZpbntncyVcdSlt b3ZpZS5t MRz EEEwbhZA&max-
parts=2&part - nunber - marker=1 HTTP/ 1.1

Host: exanpl e- bucket. s3. anazonaws. com

Date: Mdn, 1 Nov 2010 20: 34:56 GMVI

Aut hori zation: authorization string

Sample Response

The following is a sample response.

HTTP/ 1.1 200 K

x-ane-id-2: UuaglLuByRx9e6j 5(ni nt u9pM2ZVvKnl2Qz7/ CLNPcf TWAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20: 34:56 GMVI

Cont ent - Lengt h: 985

Connecti on: keep-alive

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>
<Li stPartsResult xm ns="http://s3.amazonaws. coni doc/ 2006-03-01/">
<Bucket >exanpl e- bucket </ Bucket >
<Key>exanpl e- obj ect </ Key>
<Upl oadl d>XXBsh2Fkl El El GZvci Bl bHZpbntncyVcdS1t b3ZpZS5t MRz EEEWhhZA</
Upl oadl d>
<lnitiator>
<ID>arn:aws:iam:111122223333: user/ sonme- user-11116a31- 17b5- 4f b7- 9df 5-
b288870f 11xx</ | D>
<Di spl ayNanme>umat - user - 11116a31- 17b5- 4f b7- 9df 5- b288870f 11xx</
Di spl ayNanme>
</lnitiator>
<Owner >

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</ | D>

<Di spl ayNane>soneNane</ Di spl ayName>

</ Onner >

<St or aged ass>STANDARD</ St or aged ass>

<Par t Nunber Mar ker >1</ Par t Nunber Mar ker >

<Next Par t Nunber Mar ker >3</ Next Par t Nunber Mar ker >

<MaxPart s>2</ MaxPart s>

<I sTruncat ed>t rue</ | sTruncat ed>

<Part >
<Par t Nunber >2</ Par t Nunber >
<Last Mbdi fi ed>2010-11- 10T20: 48: 34. 000Z</ Last Modi f i ed>
<ETag>"7778aef 83f 66abc1f ale8477f 296d394" </ ETag>
<Si ze>10485760</ Si ze>

</ Part>

<Part >
<Par t Nunber >3</ Par t Nunber >
<Last Mbdi fi ed>2010-11- 10T20: 48: 33. 000Z</ Last Modi f i ed>
<ETag>"aaaal8db4cc2f 85cedef 654f ccc4a4x8" </ ETag>
<Si ze>10485760</ Si ze>

</ Part>

</ Li stPartsResul t>
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Related Actions

Related Actions

Initiate Multipart Upload (p. 385)
Upload Part (p. 394)

Complete Multipart Upload (p. 407)

Abort Multipart Upload (p. 413)
List Multipart Uploads (p. 180)
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Amazon S3 Resources

Following is a table that lists related resources that you'll find useful as you work with this service.

Resource

Amazon Simple Storage Service
Getting Started Guide

Amazon Simple Storage Service
Developer Guide

Amazon S3 Technical FAQ

Amazon S3 Release Notes

Tools for Amazon Web Services

AWS Management Console

Discussion Forums

AWS Support Center

AWS Premium Support

Amazon S3 product information

Description

The getting started guide provides a quick tutorial of

the service based on a simple use case. Examples and
instructions for Java, Perl, PHP, C#, Python, and Ruby are
included.

The developer guide describes how to accomplish tasks
using Amazon S3 operations.

The FAQ covers the top 20 questions developers have
asked about this product.

The Release Notes give a high-level overview of the
current release. They specifically note any new features,
corrections, and known issues.

A central starting point to find documentation, code samples,
release notes, and other information to help you build
innovative applications with AWS SDKs and tools.

The console allows you to perform most of the functions of
Amazon S3 without programming.

A community-based forum for developers to discuss
technical questions related to Amazon Web Services.

The home page for AWS Technical Support, including
access to our Developer Forums, Technical FAQs, Service
Status page, and Premium Support.

The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to
help you build and run applications on AWS Infrastructure
Services.

The primary web page for information about Amazon S3.

API Version 2006-03-01

421


http://docs.aws.amazon.com/AmazonS3/latest/gsg/
http://docs.aws.amazon.com/AmazonS3/latest/gsg/
http://docs.aws.amazon.com/AmazonS3/latest/dev/
http://docs.aws.amazon.com/AmazonS3/latest/dev/
http://aws.amazon.com/s3/faqs/
http://aws.amazon.com/releasenotes/Amazon-S3?browse=1
http://aws.amazon.com//tools/
https://console.aws.amazon.com/console/
https://forums.aws.amazon.com/forum.jspa?forumID=24
https://console.aws.amazon.com/support/home
http://aws.amazon.com/premiumsupport
http://aws.amazon.com/s3/

Amazon Simple Storage Service APl Reference

Resource Description

Contact Us A central contact point for inquiries concerning AWS billing,
account, events, abuse, etc.

Conditions of Use Detailed information about the copyright and trademark
usage at Amazon.com and other topics.
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Document History

The following table describes the important changes to the documentation since the last release of the
Amazon Simple Storage Service API Reference.

* APl version: 2006-03-01
¢ Latest documentation update: November 29, 2016

Change Description Release
Date

Object tagging support | Amazon S3 now supports object tagging. The following new | In this
API operations support object tagging: release
PUT Object tagging (p. 367)
GET Object tagging (p. 317)
DELETE Object tagging (p. 291)
In addition, other API operations are updated to support

object tagging. For more information, see Object Tagging in
the Amazon Simple Storage Service Developer Guide.

S3 lifecycle now Amazon S3 now support tag based filtering in lifecycle In this
supports object tag configuration. You can now specify lifecycle rule in which release
based filter you can specify a key prefix, one or more object tags, or

combination of both to select subset of objects to which
the lifecycle rule applies. For more information, see Object
Lifecycle Managementin the Amazon Simple Storage
Service Developer Guide.

Amazon S3 now supports Expedited and Bulk data retrievals
in addition to Standard retrievals when restoring objects
archived to Amazon Glacier.

CloudWatch request Amazon S3 now supports CloudWatch metrics for requests | In this
metrics for buckets made on buckets. The following new API operations support | release
configuring request metrics:
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Change Description Release
Date

DELETE Bucket Metrics (p. 89)
GET Bucket Metrics (p. 173)
PUT Bucket Metrics (p. 282)
List Bucket Metrics (p. 198)

For more information, see Monitoring Metrics with Amazon
CloudWatch in the Amazon Simple Storage Service
Developer Guide.

Amazon S3 Inventory Amazon S3 now supports storage inventory. Amazon S3 In this
inventory provides a flat-file output of your objects and their | release
corresponding metadata on a daily or weekly basis for an S3
bucket or a shared prefix (that is, objects that have names
that begin with a common string).

The following new API operations are for storage inventory:
DELETE Bucket inventory configuration (p. 78)

GET Bucket inventory configuration (p. 124)

PUT Bucket inventory configuration (p. 228)

List Bucket Inventory Configurations (p. 193)

For more information, see Amazon S3 Storage Inventory in
the Amazon Simple Storage Service Developer Guide.

Added Amazon Glacier A Amazon S3 now supports Expedited and Bulk data retrievals = November

retrieval options in addition to Standard retrievals when restoring objects 21, 2016
to POST Object archived to Amazon Glacier. For more information, see
restore (p. 343) Restoring Archived Objectsin the Amazon Simple Storage

Service Developer Guide.

US East (Ohio) Region = Amazon S3 is now available in the US East (Ohio) Region. October 17,

For more information about Amazon S3 regions and 2016
endpoints, see Regions and Endpoints in the AWS General
Reference.
Asia Pacific (Mumbai) | Amazon S3 is now available in the Asia Pacific (Mumbai) June 27,
region region. For more information about Amazon S3 regions and | 2016
endpoints, see Regions and Endpoints in the AWS General
Reference.
GET Bucket (List The GET Bucket (List Objects) API has been revised. We May 4,
Objects) API revised recommend that you use the new version, GET Bucket (List | 2016

Objects) version 2. For more information, see GET Bucket
(List Objects) Version 2 (p. 92).
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Change

Amazon S3 Transfer
Acceleration

Lifecycle support to
remove expired object
delete marker

Bucket lifecycle
configuration now
supports the action
to abort incomplete
multipart uploads

Description Release
Date

Amazon S3 Transfer Acceleration enables fast, easy, April 19,

and secure transfers of files over long distances between 2016

your client and an S3 bucket. Transfer Acceleration takes
advantage of Amazon CloudFront’s globally distributed edge
locations.

For more information, see Transfer Acceleration in the
Amazon Simple Storage Service Developer Guide.

The following new API operations support Transfer
Acceleration: GET Bucket accelerate (p. 110) and PUT
Bucket accelerate (p. 206).

Lifecycle configuration expiration action now allows you to March 16,
direct Amazon S3 to remove expired object delete markers 2016

in versioned bucket. For more information, see Elements to

Describe Lifecycle Actions in the Amazon Simple Storage

Service Developer Guide.

Bucket lifecycle configuration now supports the March 16,
Abort I nconpl et eMul ti part Upl oad action that you can | 2016

use to direct Amazon S3 to abort multipart uploads that

don't complete within a specified number of days after being

initiated. When a multipart upload becomes eligible for an

abort operation, Amazon S3 deletes any uploaded parts and

aborts the multipart upload.

The following API operations have been updated to support
the new action:

» PUT Bucket lifecycle (p. 233) — The XML
configuration now allows you to specify the
Abort I nconpl et eMul ti part Upl oad action in a
lifecycle configuration rule.

 List Parts (p. 415) and Initiate Multipart Upload (p. 385)
— Both of these API operations now return two additional
response headers (x- anez- abort - dat e, and x- anz-
abort -rul e-i d) if the bucket has a lifecycle rule that
specifies the Abor t | nconpl et eMul ti part Upl oad
action. These headers in the response indicate when the
initiated multipart upload will become eligible for an abort
operation and which lifecycle rule is applicable.

For conceptual information, see the following topics in the
Amazon Simple Storage Service Developer Guide:

« Aborting Incomplete Multipart Uploads Using a Bucket
Lifecycle Policy

» Elements to Describe Lifecycle Actions
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Change

Amazon S3 Signature
Version 4 now supports
unsigned payloads

Asia Pacific (Seoul)
region

Renamed the US

Standard region

New storage class

Event notifications

Cross-region
replication

Description

Amazon S3 Signature Version 4 now supports unsigned
payloads when authenticating requests using the

Aut hori zat i on header. Because you don't sign the
payload, it does not provide the same security that comes
with payload signing, but it provides similar performance
characteristics as signature version 2. For more information,
see Signature Calculations for the Authorization Header:
Transferring Payload in a Single Chunk (AWS Signature
Version 4) (p. 20).

Amazon S3 is now available in the Asia Pacific (Seoul)
region. For more information about Amazon S3 regions and
endpoints, see Regions and Endpoints in the AWS General
Reference.

Changed the region name string from US Standard to US
East (N. Virginia). This is only a region name update, there
is no change in the functionality.

Amazon S3 now offers a new storage class, STANDARD_IA

(IA, for infrequent access) for storing objects. This storage
class is optimized for long-lived and less frequently
accessed data. For more information, see Storage Classes
in the Amazon Simple Storage Service Developer Guide.

Lifecycle configuration feature updates now allow you to
transition objects to the STANDARD_IA storage class. For
more information, see Object Lifecycle Management in the
Amazon Simple Storage Service Developer Guide.

Previously, the cross-region replication feature used the
storage class of the source object for object replicas.

Now, when you configure cross-region replication you can
specify a storage class for the object replica created in

the destination bucket. For more information, see Cross-
Region Replication in the Amazon Simple Storage Service
Developer Guide.

Amazon S3 event notifications have been updated to

add notifications when objects are deleted and to add
filtering on object names with prefix and suffix matching.
For the relevant API operations, see PUT Bucket
notification (p. 252), and GET Bucket notification (p. 143).
For more information, see Configuring Amazon S3 Event
Notifications in the Amazon Simple Storage Service
Developer Guide.

Amazon S3 now supports cross-region replication.
Cross-region replication is the automatic, asynchronous
copying of objects across buckets in different AWS
regions. For the relevant API operations, see PUT Bucket
replication (p. 260), GET Bucket replication (p. 148) and
DELETE Bucket replication (p. 84). For more information,
see Enabling Cross-Region Replication in the Amazon
Simple Storage Service Developer Guide.

Release
Date

January 15,
2016

January 6,
2016

December
11, 2015

September
16, 2015

July 28,
2015

March 24,
2015
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Change

Event notifications

Server-side encryption
with AWS Key
Management Service
(KMS)

EU (Frankfurt) region

Description Release
Date

Amazon S3 now supports new event types and November

destinations in a bucket notification configuration. 13, 2014

Prior to this release, Amazon S3 supported only the

s3: ReducedRedundancylLost Obj ect event type and

an Amazon SNS topic as the destination. For more
information about the new event types, go to Setting Up
Notification of Bucket Events in the Amazon Simple Storage
Service Developer Guide. For the relevant API operations,
see PUT Bucket notification (p. 252) and GET Bucket
notification (p. 143).

Amazon S3 now supports server-side encryption using November
AWS Key Management Service (KMS). With server-side 12,2014
encryption with KMS, you manage the envelope key through

KMS, and Amazon S3 calls KMS to access the envelope key

within the permissions you set.

For more information about server-side encryption with
KMS, see Protecting Data Using Server-Side Encryption
with AWS Key Management Service in the Amazon Simple
Storage Service Developer Guide.

The following Amazon S3 REST API operations support
headers related to KMS.

e PUT Object (p. 347)

» PUT Object - Copy (p. 370)

* POST Object (p. 333)

* Initiate Multipart Upload (p. 385)
« Upload Part (p. 394)

Amazon S3 is now available in the EU (Frankfurt) region. October 23,
2014
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Change

Server-side encryption
with customer-provided
encryption keys

Lifecycle support for
versioning

Amazon S3 now
supports Signature
Version 4

Description Release
Date
Amazon S3 now supports server-side encryption using June 12,

customer-provided encryption keys (SSE-C). Server-side 2014
encryption enables you to request Amazon S3 to encrypt

your data at rest. When using SSE-C, Amazon S3 encrypts

your objects with the custom encryption keys that you

provide. Since Amazon S3 performs the encryption for you,

you get the benefits of using your own encryption keys

without the cost of writing or executing your own encryption

code.

For more information about SSE-C, go to Server-Side
Encryption (Using Customer-Provided Encryption Keys) in
the Amazon Simple Storage Service Developer Guide.

The following Amazon S3 REST API operations support
headers related to SSE-C.

* GET Object (p. 301)

* HEAD Object (p. 322)

» PUT Object (p. 347)

e PUT Object - Copy (p. 370)

« POST Object (p. 333)

« Initiate Multipart Upload (p. 385)
e Upload Part (p. 394)

« Upload Part - Copy (p. 399)

Prior to this release lifecycle configuration was supported May 20,
only on nonversioned buckets. Now you can configure 2014
lifecycle on both the nonversioned and versioning-enabled

buckets.

For more information, go to Object Lifecycle Management in
the Amazon Simple Storage Service Developer Guide.

The related API operations, see PUT Bucket
lifecycle (p. 233), GET Bucket lifecycle (p. 129), and
DELETE Bucket lifecycle (p. 80).

Amazon S3 now supports Signature Version 4 (SigV4) January 30,
in all regions, the latest specification for how to sign and 2014
authenticate AWS requests.

For more information, see Authenticating Requests (AWS
Signature Version 4) (p. 15).
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Change Description Release
Date

Amazon S3 list The following Amazon S3 list actions now support November

actions now support encodi ng- t ype optional request parameter. 1, 2013

encodi ng-type

request parameter GET Bucket (LiSt ObJECtS) Version 1 (p 102)

GET Bucket Object versions (p. 155)
List Multipart Uploads (p. 180)
List Parts (p. 415)

An object key can contain any Unicode character; however,
the XML 1.0 parser cannot parse some characters, such as
characters with an ASCII value from O to 10. For characters
that are not supported in XML 1.0, you can add this
parameter to request that Amazon S3 encode the keys in
the response.

SOAP Support Over SOAP support over HTTP is deprecated, but it is still September
HTTP Deprecated available over HTTPS. New Amazon S3 features will not be | 19, 2013
supported for SOAP. We recommend that you use either the
REST API or the AWS SDKs.

Root domain support Amazon S3 now supports hosting static websites at the December
for website hosting root domain. Visitors to your website can access your site 27,2012

from their browser without specifying "www" in the web

address (e.g., "example.com"). Many customers already

host static websites on Amazon S3 that are accessible from

a "www" subdomain (e.g., "www.example.com"). Previously,

to support root domain access, you needed to run your own

web server to proxy root domain requests from browsers to

your website on Amazon S3. Running a web server to proxy

requests introduces additional costs, operational burden,

and another potential point of failure. Now, you can take

advantage of the high availability and durability of Amazon

S3 for both "www" and root domain addresses.

For an example walkthrough, go to Example: Setting Up

a Static Website Using a Custom Domain in the Amazon
Simple Storage Service Developer Guide. For conceptual
information, go to Hosting Static Websites on Amazon S3 in
the Amazon Simple Storage Service Developer Guide.

API Version 2006-03-01
429


http://docs.aws.amazon.com/AmazonS3/latest/dev/website-hosting-custom-domain-walkthrough.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/website-hosting-custom-domain-walkthrough.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html

Amazon Simple Storage Service API Reference

Change

Support for Archiving
Data to Amazon
Glacier

Support for Website
Page Redirects

Cross-Origin Resource
Sharing (CORS)
support

Cost Allocation
Tagging support

Description Release
Date

Amazon S3 now support a storage option that enables you November
to utilize Amazon Glacier's low-cost storage service for 13, 2012
data archival. To archive objects, you define archival rules

identifying objects and a timeline when you want Amazon S3

to archive these objects to Amazon Glacier. You can easily

set the rules on a bucket using the Amazon S3 console or
programmatically using the Amazon S3 API or AWS SDKs.

To support data archival rules, Amazon S3 lifecycle
management API has been updated. For more information,
see PUT Bucket lifecycle (p. 233).

After you archive objects, you must first restore a copy
before you can access the data. Amazon S3 offers an new
API for you to initiate a restore. For more information, see
POST Object restore (p. 343).

For conceptual information, go to Object Lifecycle
Management in the Amazon Simple Storage Service
Developer Guide.

For a bucket that is configured as a website, Amazon S3 October 4,
now supports redirecting a request for an object to another 2012
object in the same bucket or to an external URL. You

can configure redirect by adding the x- anz- websi t e-

redi rect -1 ocat i on metadata to the object.

The object upload API operations PUT Object (p. 347),
Initiate Multipart Upload (p. 385), and POST Object (p. 333)
allow you to configure the x- anz- websi t e-r edi r ect -

| ocat i on object metadata.

For conceptual information, go to How to Configure Website
Page Redirects in the Amazon Simple Storage Service
Developer Guide.

Amazon S3 now supports Cross-Origin Resource Sharing August 31,
(CORS). CORS defines a way in which client web 2012
applications that are loaded in one domain can interact

with or access resources in a different domain. With CORS

support in Amazon S3, you can build rich client-side web

applications on top of Amazon S3 and selectively allow

cross-domain access to your Amazon S3 resources. For

more information, see Enabling Cross-Origin Resource

Sharing in the Amazon Simple Storage Service Developer

Guide.

Amazon S3 now supports cost allocation tagging, which August 21,
allows you to label S3 buckets so you can more easily 2012
track their cost against projects or other criteria. For more

information, see Cost Allocation Tagging in the Amazon

Simple Storage Service Developer Guide.
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Change

Object Expiration
support

New Region supported

Multi-Object Delete

New region supported

Server-side encryption
support

Multipart Upload API
extended to enable
copying objects up to 5
B

SOAP API calls over
HTTP disabled

Description

You can use Object Expiration to schedule automatic
removal of data after a configured time period. You set
object expiration by adding lifecycle configuration to a
bucket. For more information, see Transitioning Objects:
General Considerations in the Amazon Simple Storage
Service Developer Guide.

Amazon S3 now supports the South America (Sao Paulo)
region. For more information, see Buckets and Regions in
the Amazon Simple Storage Service Developer Guide.

Amazon S3 now supports Multi-Object Delete API that
enables you to delete multiple objects in a single request.
With this feature, you can remove large numbers of objects
from Amazon S3 more quickly than using multiple individual
DELETE requests.

For more information about the API see, see Delete Multiple
Objects (p. 292).

For conceptual information about the delete operation, see
Deleting Objects in the Amazon Simple Storage Service
Developer Guide.

Amazon S3 now supports the US West (Oregon) region. For
more information, see Buckets and Regions in the Amazon
Simple Storage Service Developer Guide.

Amazon S3 now supports server-side encryption. It enables
you to request Amazon S3 to encrypt your data at rest,

that is, encrypt your object data when Amazon S3 writes
your data to disks in its data centers. To request server-
side encryption, you must add the x- anz- ser ver - si de-
encrypti on header to your request. To learn more about
data encryption, go to Using Data Encryption in the Amazon
Simple Storage Service Developer Guide.

Prior to this release, Amazon S3 API supported copying
objects (see PUT Object - Copy (p. 370)) of upto 5 GB in
size. To enable copying objects larger than 5 GB, Amazon
S3 extends the multipart upload API with a new operation,
Upl oad Part (Copy) . You can use this multipart upload
operation to copy objects up to 5 TB in size. For conceptual
information about multipart upload, go to Uploading Objects
Using Multipart Upload in the Amazon Simple Storage
Service Developer Guide. To learn more about the new API,
see Upload Part - Copy (p. 399).

To increase security, SOAP API calls over HTTP are
disabled. Authenticated and anonymous SOAP requests
must be sent to Amazon S3 using SSL.

Release
Date

December
27,2011

December
14, 2011

December
7,2011

November
8, 2011

October 17,
2011

June 21,
2011

June 6,
2011
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Change

Support for hosting
static websites in
Amazon S3

Response Header API
Support

Large Object Support

Multipart upload

Notifications

Description

Amazon S3 introduces enhanced support for hosting static
websites. This includes support for index documents and
custom error documents. When using these features,
requests to the root of your bucket or a subfolder (e.g.,
http:// nywebsi t e. com subf ol der) returns your index
document instead of the list of objects in your bucket. If an
error is encountered, Amazon S3 returns your custom error
message instead of an Amazon S3 error message. For API
information to configure your bucket as a website, see the
following sections:

e PUT Bucket website (p. 275)
» GET Bucket website (p. 172)
« DELETE Bucket website (p. 88)

For conceptual overview, go to Hosting Websites on
Amazon S3 in the Amazon Simple Storage Service
Developer Guide.

The GET Object REST API now allows you to change the
response headers of the REST GET Object request for
each request. That is, you can alter object metadata in
the response, without altering the object itself. For more
information, see GET Object (p. 301).

Amazon S3 has increased the maximum size of an object
you can store in an S3 bucket from 5 GB to 5 TB. If you
are using the REST API you can upload objects of up to

5 GB size in a single PUT operation. For larger objects,
you must use the Multipart Upload REST API to upload
objects in parts. For conceptual information, go to Uploading
Objects Using Multipart Upload in the Amazon Simple
Storage Service Developer Guide. For multipart upload API
information, see Initiate Multipart Upload (p. 385), Upload
Part (p. 394), Complete Multipart Upload (p. 407), List
Parts (p. 415), and List Multipart Uploads (p. 180)

Multipart upload enables faster, more flexible uploads into
Amazon S3. It allows you to upload a single object as a
set of parts. For conceptual information, go to Uploading
Objects Using Multipart Upload in the Amazon Simple
Storage Service Developer Guide. For multipart upload API
information, see Initiate Multipart Upload (p. 385), Upload
Part (p. 394), Complete Multipart Upload (p. 407), List
Parts (p. 415), and List Multipart Uploads (p. 180)

The Amazon S3 notifications feature enables you to
configure a bucket so that Amazon S3 publishes a message
to an Amazon Simple Notification Service (SNS) topic when
Amazon S3 detects a key event on a bucket. For more
information, see GET Bucket notification (p. 143) and PUT
Bucket notification (p. 143).

Release
Date

February
17, 2011

January 14,
2011

December
9, 2010

November
10, 2010

July 14,
2010
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Change

Bucket policies

Reduced Redundancy

New region supported

Object Versioning

New region supported

C# Library Support

Technical documents
reorganized

Description

Bucket policies is an access management system you use
to set access permissions on buckets, objects, and sets of
objects. This functionality supplements and in many cases
replaces access control lists.

Amazon S3 now enables you to reduce your storage costs
by storing objects in Amazon S3 with reduced redundancy.
For more information, see PUT Object (p. 347).

Amazon S3 now supports the Asia Pacific (Singapore)
region and therefore new location constraints. For more
information, see GET Bucket location (p. 138) and PUT
Bucket (p. 201).

This release introduces object Versioning. All objects now
have a key and a version. If you enable versioning for a
bucket, Amazon S3 gives all objects added to a bucket a
unique version ID. This feature enables you to recover from
unintended overwrites and deletions. For more information,
see GET Object (p. 301), DELETE Object (p. 287), PUT
Object (p. 347), PUT Object Copy (p. 370), or POST
Object (p. 333). The SOAP API does not support versioned
objects.

Amazon S3 now supports the US-West (Northern
California) region. The new endpoint is s3- us-

west - 1. amazonaws. com For more information, see How
to Select a Region for Your Buckets in the Amazon Simple
Storage Service Developer Guide.

AWS now provides Amazon S3 C# libraries, sample code,
tutorials, and other resources for software developers

who prefer to build applications using language-specific
API operations instead of REST or SOAP. These libraries
provide basic functions (not included in the REST or SOAP
APIs), such as request authentication, request retries, and
error handling so that it's easier to get started.

The API reference has been split out of the Amazon S3
Developer Guide. Now, on the documentation landing page,
Amazon Simple Storage Service Documentation, you can
select the document you want to view. When viewing the
documents online, the links in one document will take you,
when appropriate, to one of the other guides.

Release
Date

July 6, 2010

May 12,

2010

April 28,
2010

February 8,
2010

December

2, 2009

November
11, 2009

September
16, 2009

API Version 2006-03-01
433


http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html#access-bucket-intro
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html#access-bucket-intro
http://aws.amazon.com/documentation/s3/

Amazon Simple Storage Service APl Reference
Appendix: SOAP API

Appendix

Topics
e Appendix: SOAP API (p. 434)
¢ Appendix: Lifecycle Configuration APIs (Deprecated) (p. 462)

Appendix: SOAP API

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

This section describes the SOAP API with respect to service, bucket, and object operations. Note that
SOAP requests, both authenticated and anonymous, must be sent to Amazon S3 using SSL. Amazon
S3 returns an error when you send a SOAP request over HTTP.

The latest Amazon S3 WSDL is available at http://doc.s3.amazonaws.com/2006-03-01/
AmazonS3.wsdl.

Topics
¢ Operations on the Service (SOAP API) (p. 434)
¢ Operations on Buckets (SOAP API) (p. 436)
¢ Operations on Objects (SOAP API) (p. 444)
e SOAP Error Responses (p. 461)

Operations on the Service (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

This section describes operations you can perform on the Amazon S3 service.

Topics
¢ ListAllIMyBuckets (SOAP API) (p. 434)

ListAlIMyBuckets (SOAP API)
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Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Li st Al | MyBucket s operation returns a list of all buckets owned by the sender of the request.
Example

Sanpl e Request

<Li st Al'l MyBuckets xnml ns="http://doc. s3. amazonaws. conf 2006- 03- 01" >
<AWBAccessKey| d>AKI Al CSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>

</ Li st Al | MyBucket s>

Sanpl e Response

<Li st Al | MyBucket sResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01" >
<Omner >
<| D>bcaf 1f f d86f 41161ca5f b16f d081034f </ | D>
<Di spl ayNanme>webf i | e</ Di spl ayNane>
</ Owner >
<Bucket s>
<Bucket >
<Name>quot es; / Nane>
<Cr eat i onDat e>2006- 02- 03T16: 45: 09. 000Z</ Cr eat i onDat e>
</ Bucket >
<Bucket >
<Name>sanpl es</ Nanme>
<Cr eat i onDat e>2006- 02- 03T16: 41: 58. 000Z</ Cr eat i onDat e>
</ Bucket >
</ Bucket s>
</ Li st Al |l MyBucket sResul t >

Response Body

¢ Onner:

This provides information that Amazon S3 uses to represent your identity for purposes of
authentication and access control. ID is a unique and permanent identifier for the developer who
made the request. DisplayName is a human-readable name representing the developer who made
the request. It is not unique, and might change over time.We recommend that you match your
DisplayName to your Forum name.

* Nane:

The name of a bucket. Note that if one of your buckets was recently deleted, the name of the deleted
bucket might still be present in this list for a period of time.

e CreationDate:

The time that the bucket was created.

Access Control

You must authenticate with a valid AWS Access Key ID. Anonymous requests are never allowed to list
buckets, and you can only list buckets for which you are the owner.
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Operations on Buckets (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

This section describes operations you can perform on Amazon S3 buckets.

Topics
¢ CreateBucket (SOAP API) (p. 436)
¢ DeleteBucket (SOAP API) (p. 437)
« ListBucket (SOAP API) (p. 438)
¢ GetBucketAccessControlPolicy (SOAP API) (p. 440)
¢ SetBucketAccessControlPolicy (SOAP API) (p. 441)
¢ GetBucketLoggingStatus (SOAP API) (p. 442)
¢ SetBucketLoggingStatus (SOAP API) (p. 443)

CreateBucket (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Cr eat eBucket operation creates a bucket. Not every string is an acceptable bucket name. For
information on bucket naming restrictions, see Working with Amazon S3 Buckets .

Note

To determine whether a bucket name exists, use Li st Bucket and set MaxKeys to 0. A
NoSuchBucket response indicates that the bucket is available, an AccessDenied response
indicates that someone else owns the bucket, and a Success response indicates that you own
the bucket or have permission to access it.

Example Create a bucket named "quotes™"

Sanpl e Request

<Creat eBucket xm ns="http://doc.s3.amazonaws. conf 2006- 03-01" >
<Bucket >quot es</ Bucket >
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Cr eat eBucket >

Sanpl e Response

<Cr eat eBucket Response xml ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Cr eat eBucket Response>
<Bucket >quot es</ Bucket >
</ Cr eat eBucket Response>
</ Cr eat eBucket Response>

Elements

¢ Bucket: The name of the bucket you are trying to create.
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e AccessControl Li st: The access control list for the new bucket. This element is optional. If not
provided, the bucket is created with an access policy that give the requester FULL_CONTROL
access.

Access Control

You must authenticate with a valid AWS Access Key ID. Anonymous requests are never allowed to
create buckets.

Related Resources

¢ ListBucket (SOAP API) (p. 438)

DeleteBucket (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Del et eBucket operation deletes a bucket. All objects in the bucket must be deleted before the
bucket itself can be deleted.

Example
This example deletes the "quotes" bucket.

Sanpl e Request

<Del et eBucket xm ns="http://doc.s3. amazonaws. conf 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<AWBAccessKeyl d> AKI Al OSFODNN7EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti nest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Del et eBucket >

Sanpl e Response

<Del et eBucket Response xm ns="http://s3. amazonaws. coni doc/ 2006- 03-01" >
<Del et eBucket Response>
<Code>204</ Code>
<Descri pti on>No Cont ent </ Descri pti on>
</ Del et eBucket Response>
</ Del et eBucket Response>

Elements

« Bucket: The name of the bucket you want to delete.

Access Control

Only the owner of a bucket is allowed to delete it, regardless the access control policy on the bucket.
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ListBucket (SOAP API)

Note
SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Li st Bucket operation returns information about some of the items in the bucket.

For a general introduction to the list operation, see the Listing Object Keys.
Requests
This example lists up to 1000 keys in the "quotes" bucket that have the prefix "notes."

Syntax

<Li st Bucket xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Prefix>not es/ </ Prefix>
<Delimter>/</Delimter>
<MaxKeys>1000</ MaxKeys>
<AWBAccessKeyl d>AKI Al OSFCDNN7 EXAMPLE</ AWBAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti nmest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnhat ur e>
</ Li st Bucket >

Parameters

Name Description Required

prefix Limits the response to keys which begin with the indicated prefix. No
You can use prefixes to separate a bucket into different sets of
keys in a way similar to how a file system uses folders.
Type: String
Default: None

mar ker Indicates where in the bucket to begin listing. The list will only No
include keys that occur lexicographically after marker. This is
convenient for pagination: To get the next page of results use the
last key of the current page as the marker.
Type: String
Default: None

max- keys The maximum number of keys you'd like to see in the response No
body. The server might return fewer than this many keys, but will
not return more.
Type: String
Default: None

delimter Causes keys that contain the same string between the prefix and No

the first occurrence of the delimiter to be rolled up into a single
result element in the CommonPrefixes collection. These rolled-up
keys are not returned elsewhere in the response.

Type: String
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Name Description Required
Default: None

Success Response

This response assumes the bucket contains the following keys:

not es/ t odos. t xt

not es/ 2005- 05- 23/ cust oner _nt g_not es. t xt
not es/ 2005- 05- 23/ phone_not es. t xt

not es/ 2005- 05- 28/ sal es_not es. t xt

Syntax

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ " >
<Name>backups</ Name>
<Prefix>not es/ </ Prefix>
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>not es/ t odos. t xt </ Key>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27c383f c9ac7f &quot ; </ ETag>
<Si ze>5126</ Si ze>
<St or ageC ass>STANDARD</ St or ageC ass>
<Omner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</

<Di spl ayName>webfi | e</ Di spl ayNanme>

</ Omner >

<St or ageC ass>STANDARD</ St or ageC ass>
</ Cont ent s>
<CommonPr ef i xes>

<Pr ef i x>not es/ 2005- 05- 23/ </ Prefi x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>

<Pr ef i x>not es/ 2005- 05- 28/ </ Pref i x>
</ ConmonPr ef i xes>
</ Li st Bucket Resul t >

As you can see, many of the fields in the response echo the request parameters. | sTr uncat ed,
Cont ent s, and CormonPr ef i xes are the only response elements that can contain new information.

Response Elements

Name Description

Contents Metadata about each object returned.
Type: XML metadata
Ancestor: ListBucketResult

ConmmonPr ef i xes = A response can contain ConmonPr ef i xes only if you specify adel i m ter.
When you do, ConmonPr ef i xes contains all (if there are any) keys between
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Name

Delimter

| sTruncat ed

Mar ker

MaxKeys

Prefix

Response Body

Description

Pr ef i x and the next occurrence of the string specified by del i mi t er . In effect,
CommonPr ef i xes lists keys that act like subdirectories in the directory specified
by Pr ef i x. For example, if prefi x is not es/ and del i m t er is a slash (/), in
not es/ sumer/ j ul y, the common prefix is not es/ sumer/ .

Type: String
Ancestor: ListBucketResult

Causes keys that contain the same string between the prefix and the first
occurrence of the delimiter to be rolled up into a single result element in the
CommonPrefixes collection. These rolled-up keys are not returned elsewhere in
the response.

Type: String
Ancestor: ListBucketResult

Specifies whether (true) or not (false) all of the results were returned. All of the
results may not be returned if the number of results exceeds that specified by
MaxKeys.

Type: String
Ancestor: boolean

Indicates where in the bucket to begin listing.
Type: String
Ancestor: ListBucketResult

The maximum number of keys returned in the response body.
Type: String
Ancestor: ListBucketResult

Name of the bucket.
Type: String
Ancestor: ListBucketResult

Keys that begin with the indicated prefix.
Type: String
Ancestor: ListBucketResult

For information about the list response, see Listing Keys Response.

Access Control

To list the keys of a bucket you need to have been granted READ access on the bucket.

GetBucketAccessControlPolicy (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or

the AWS SDKs.

The Get Bucket AccessCont r ol Pol i cy operation fetches the access control policy for a bucket.
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Example
This example retrieves the access control policy for the "quotes" bucket.

Sanpl e Request

<Cet Bucket AccessControl Policy xm ns="http://doc. s3. anmazonaws. conm 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Get Bucket AccessContr ol Pol i cy>

Sanpl e Response

<AccessControl Pol i cy>
<Omner >
<| D>a9a7b886d6f d2441bf 9b1lc61be666€9</ | D>
<Di spl ayNanme>chri scust oner </ Di spl ayNane>
</ Omner >
<AccessControl Li st>
<G ant >
<G antee xsi:type="Canonical User" >
<| D>a9a7b886d6f 41bf 9b1c61be666€9</ | D>
<Di spl ayName>chri scust oner </ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
<G ant >
<G antee xsi:type="Goup">
<URI >htt p: // acs. amazonaws. coni gr oups/ gl obal / Al | User s<URI >
</ Grant ee>
<Per m ssi on>READ</ Per ni ssi on>
</ Grant >
</ AccessCont rol Li st >
<AccessControl Policy>

Response Body

The response contains the access control policy for the bucket. For an explanation of this response,
see SOAP Access Policy .

Access Control

You must have READ_ACP rights to the bucket in order to retrieve the access control policy for a
bucket.

SetBucketAccessControlPolicy (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Set Bucket AccessCont r ol Pol i cy operation sets the Access Control Policy for an existing
bucket. If successful, the previous Access Control Policy for the bucket is entirely replaced with the
specified Access Control Policy.
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Example
Give the specified user (usually the owner) FULL_CONTROL access to the "quotes" bucket.

Sanpl e Request

<Set Bucket AccessControl Policy xm ns="http://doc. s3. anmazonaws. con’ 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<AccessControl Li st >
<G ant>
<G antee xsi:type="Canonical User">
<| D>a9a7b8863000e241bf 9blc61be666€9</ | D>
<Di spl ayName>chri scust oner </ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Gant>
</ AccessControl Li st>
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Set Bucket AccessControl Policy >

Sanpl e Response

<Cet Bucket AccessCont rol Pol i cyResponse xm ns="http://s3. amazonaws. conl
doc/ 2006- 03- 01" >
<Cet Bucket AccessCont r ol Pol i cyResponse>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ Get Bucket AccessCont r ol Pol i cyResponse>
</ Get Bucket AccessCont r ol Pol i cyResponse>

Access Control

You must have WRI TE_ACP rights to the bucket in order to set the access control policy for a bucket.

GetBucketLoggingStatus (SOAP API)
Note
SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Get Bucket Loggi ngSt at us retrieves the logging status for an existing bucket.

For a general introduction to this feature, see Server Logs.
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Example

Sanpl e Request

<?xm version="1.0" encodi ng="utf-8"?>
<soap: Envel ope xm ns:soap="http://schenmas. xn soap. or g/ soap/ envel ope/"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance" xm ns: xsd="http://
www. W3. or g/ 2001/ XMLSchema" >
<soap: Body>
<Cet Bucket Loggi ngSt at us xm ns="http://
doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >mybucket </ Bucket >
<AWBAccessKeyl d>YOUR_AWS ACCESS KEY_| D</ AWsAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>YOUR_SI GNATURE_HERE</ Si gnhat ur e>
</ Get Bucket Loggi ngSt at us>
</ soap: Body>
</ soap: Envel ope>

Sanpl e Response

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xnm soap. or g/ soap/
envel ope/" xm ns:xsd="http://ww. w3. or g/ 2001/ XM_Schema" xm ns: xsi ="http://
www. W3. or g/ 2001/ XMLSchena- i nst ance" >
<soapenv: Header >
</ soapenv: Header >
<soapenv: Body>
<Cet Bucket Loggi ngSt at usResponse xm ns="http://s3. amazonaws. cont
doc/ 2006- 03- 01" >
<Cet Bucket Loggi ngSt at usResponse>
<Loggi ngEnabl ed>
<Tar get Bucket >nyl ogs</ Tar get Bucket >
<Tar get Pref i x>mybucket - access_| og- </ Tar get Pref i x>
</ Loggi ngEnabl ed>
</ Get Bucket Loggi ngSt at usResponse>
</ Get Bucket Loggi ngSt at usResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Access Control

Only the owner of a bucket is permitted to invoke this operation.

SetBucketLoggingStatus (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Set Bucket Loggi ngSt at us operation updates the logging status for an existing bucket.

For a general introduction to this feature, see Server Logs.
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Example

This sample request enables server access logging for the 'mybucket’ bucket, and configures the logs
to be delivered to 'mylogs' under prefix ‘access_log-'

Sanpl e Request

<?xm version="1.0" encodi ng="utf-8"?>
<soap: Envel ope xm ns:soap="http://schemas. xn soap. or g/ soap/ envel ope/"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance" xnl ns: xsd="http://
www, W3. or g/ 2001/ XMLSchema" >
<soap: Body>
<Set Bucket Loggi ngSt at us xm ns="http://doc. s3. anazonaws. coni 2006- 03- 01" >
<Bucket >myBucket </ Bucket >
<AWBAccessKeyl d>YOUR_AWS ACCESS KEY_ | D</ AWsAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti nest anp>
<Si gnat ur e>YOUR_SI GNATURE_HERE</ Si gnat ur e>
<Bucket Loggi ngSt at us>
<Loggi ngEnabl ed>
<Tar get Bucket >nyl ogs</ Tar get Bucket >
<Tar get Pref i x>mybucket - access_| og- </ Tar get Pref i x>
</ Loggi ngEnabl ed>
</ Bucket Loggi ngSt at us>
</ Set Bucket Loggi ngSt at us>
</ soap: Body>
: </ soap: Envel ope>

Sanpl e Response

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xnm soap. or g/ soap/
envel ope/" xm ns:xsd="http://ww. w3. org/ 2001/ XM_Schema" xm ns: xsi ="http://
www, W3. or g/ 2001/ XM.Schena- i nst ance" >
<soapenv: Header >
</ soapenv: Header >
<soapenv: Body>
<Set Bucket Loggi ngSt at usResponse xm ns="http://s3. amazonaws. cont
doc/ 2006- 03- 01"/ >
</ soapenv: Body>
</ soapenv: Envel ope>

Access Control

Only the owner of a bucket is permitted to invoke this operation.

Operations on Objects (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

This section describes operations you can perform on Amazon S3 objects.
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Topics
¢ PutObjectinline (SOAP API) (p. 445)
« PutObject (SOAP API) (p. 447)
e CopyObject (SOAP API) (p. 449)
* GetObject (SOAP API) (p. 453)
¢ GetObjectExtended (SOAP API) (p. 458)
¢ DeleteObject (SOAP API) (p. 458)
¢ GetObjectAccessControlPolicy (SOAP API) (p. 459)
¢ SetObjectAccessControlPolicy (SOAP API) (p. 460)

PutObijectinline (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Put Obj ect | nl i ne operation adds an object to a bucket. The data for the object is provided in the
body of the SOAP message.

If an object already exists in a bucket, the new object will overwrite it because Amazon S3 stores the
last write request. However, Amazon S3 is a distributed system. If Amazon S3 receives multiple write
requests for the same object nearly simultaneously, all of the objects might be stored, even though only
one wins in the end. Amazon S3 does not provide object locking; if you need this, make sure to build it
into your application layer.

To ensure an object is not corrupted over the network, you can calculate the MD5 of an object, PUT it
to Amazon S3, and compare the returned Etag to the calculated MD5 value.

PutObjectinline is not suitable for use with large objects. The system limits this operation to working
with objects 1MB or smaller. PutObjectinline will fail with the I nl i neDat aTooLar geEr r or status
code if the Data parameter encodes an object larger than 1MB. To upload large objects, consider using
the non-inline PutObject API, or the REST API instead.
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Example

This example writes some text and metadata into the "Nelson" object in the "quotes" bucket, give
a user (usually the owner) FULL_CONTRCL access to the object, and make the object readable by
anonymous parties.

Sanpl e Request

<Put Ovj ectInline xm ns="http://doc.s3. amazonaws. conf 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<Met adat a>
<Name>Cont ent - Type</ Nane>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>f am | y</ Nane>
<Val ue>Munt z</ Val ue>
</ Met adat a>
<Dat a>aCGEt aCE=</ Dat a>
<Cont ent Lengt h>5</ Cont ent Lengt h>
<AccessControl Li st>
<G ant >
<G antee xsi:type="Canonical User">
<l D>a9a7b886d6f de241bf 9b1c61be666€9</ | D>
<Di spl ayName>chri scust onmer </ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
<G ant >
<G antee xsi:type="Goup">
<URI >htt p: // acs. amazonaws. coni gr oups/ gl obal / Al | User s</ URI >
</ Grant ee>
<Per m ssi on>READ</ Per ni ssi on>
</ Grant >
</ AccessControl Li st>
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Put Qbj ect I nl i ne>

Sanpl e Response

<Put bj ect I nl i neResponse xm ns="http://s3.amazonaws. con doc/ 2006- 03- 01" >
<Put Obj ect I nl i neResponse>
<ETag>&quot 828ef 3f df a96f 00ad9of 27¢383f c9ac7f &quot </ ETag>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ | ast Modi fi ed>
</ Put Obj ect | nl i neResponse>
</ Put Obj ect | nl i neResponse>

Elements
¢ Bucket: The bucket in which to add the object.
* Key: The key to assign to the object.

« Met adat a: You can provide name-value metadata pairs in the metadata element. These will be
stored with the object.
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* Dat a: The base 64 encoded form of the data.
* Cont ent Lengt h: The length of the data in bytes.

e AccessControl Li st: An Access Control List for the resource. This element is optional. If
omitted, the requester is given FULL_CONTRCOL access to the object. If the object already exists, the
preexisting access control policy is replaced.

Responses

« ETag: The entity tag is an MD5 hash of the object that you can use to do conditional fetches of the
object using Get Obj ect Ext ended. The ETag only reflects changes to the contents of an object, not
its metadata.

e Last Modi fi ed: The Amazon S3 timestamp for the saved object.

Access Control
You must have WRI TE access to the bucket in order to put objects into the bucket.

Related Resources

 PutObject (SOAP API) (p. 447)
¢ CopyObject (SOAP API) (p. 449)

PutObject (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Put Obj ect operation adds an object to a bucket. The data for the object is attached as a DIME
attachment.

To ensure an object is not corrupted over the network, you can calculate the MD5 of an object, PUT it
to Amazon S3, and compare the returned Etag to the calculated MD5 value.

If an object already exists in a bucket, the new object will overwrite it because Amazon S3 stores the
last write request. However, Amazon S3 is a distributed system. If Amazon S3 receives multiple write
requests for the same object nearly simultaneously, all of the objects might be stored, even though only
one wins in the end. Amazon S3 does not provide object locking; if you need this, make sure to build it
into your application layer.
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Example

This example puts some data and metadata in the "Nelson" object of the "quotes" bucket, give a user
(usually the owner) FULL_CONTROL access to the object, and make the object readable by anonymous
parties. In this sample, the actual attachment is not shown.

Sanpl e Request

<Put Cbj ect xmi ns="http://doc.s3. amazonaws. conl 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<Met adat a>
<Name>Cont ent - Type</ Nanme>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Narme>f am | y</ Nanme>
<Val ue>Munt z</ Val ue>
</ Met adat a>
<Cont ent Lengt h>5</ Cont ent Lengt h>
<AccessControl Li st>
<G ant>
<G ant ee xsi:type="Canoni cal User" >
<| D>a9a7b886d6241bf 9b1c61be666e9</ | D>
<Di spl ayName>chri scust oner </ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per i ssi on>
</ Grant >
<G ant>
<Grantee xsi:type="G oup">
<URI >htt p: // acs. amazonaws. com gr oups/ gl obal / Al | User s<URI >
</ Grant ee>
<Per mi ssi on>READ</ Per ni ssi on>
</ Grant >
</ AccessControl Li st>
<AWBAccessKeyl d>AKI Al OSFCDNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2007- 05- 11T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnhat ur e>
</ Put Cbj ect >

Sanpl e Response

<Put Obj ect Response xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Put Cbj ect Response>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27c383f c9ac7f &quot ; </ ETag>
<Last Mbdi fi ed>2006- 03- 01T12: 00: 00. 183Z</ Last Modi fi ed>
</ Put Obj ect Response>
</ Put Obj ect Response>

Elements

* Bucket: The bucket in which to add the object.
* Key: The key to assign to the object.

¢ Met adat a: You can provide name-value metadata pairs in the metadata element. These will be
stored with the object.

» Cont ent Lengt h: The length of the data in bytes.
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¢ AccessControl Li st: An Access Control List for the resource. This element is optional. If
omitted, the requester is given FULL_CONTRCOL access to the object. If the object already exists, the
preexisting Access Control Policy is replaced.

Responses

e ETag: The entity tag is an MD5 hash of the object that you can use to do conditional fetches of the
object using Get Obj ect Ext ended. The ETag only reflects changes to the contents of an object, not
its metadata.

¢ Last Modi fi ed: The Amazon S3 timestamp for the saved object.

Access Control
To put objects into a bucket, you must have WRI TE access to the bucket.

Related Resources

¢ CopyObject (SOAP API) (p. 449)

CopyObject (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

Description

The CopyObj ect operation creates a copy of an object when you specify the key and bucket of a
source object and the key and bucket of a target destination.

When copying an object, you can preserve all metadata (default) or specify new metadata. However,
the ACL is not preserved and is set to pri vat e for the user making the request. To override the
default ACL setting, specify a new ACL when generating a copy request. For more information, see
Using ACLs.

All copy requests must be authenticated. Additionally, you must have read access to the source object
and write access to the destination bucket. For more information, see Using Auth Access.

To only copy an object under certain conditions, such as whether the Etag matches or
whether the object was modified before or after a specified date, use the request parameters
Copy Sour cel f Unnodi fi edSi nce, Copyl f Unnodi fi edSi nce, CopySour cel f Mat ch, or
Copy Sour cel f NoneMat ch.

Note
You might need to configure the SOAP stack socket timeout for copying large objects.

Request Syntax

<CopyObj ect xm ns="http://bucket _nane.s3. anazonaws. coni 2006- 03- 01" >
<Sour ceBucket >sour ce_bucket </ Sour ceBucket >
<Sour ce(hj ect >sour ce_obj ect </ Sour ceOhj ect >
<Desti nati onBucket >desti nati on_bucket </ Desti nati onBucket >
<Desti nati onCbj ect >desti nati on_obj ect </ Desti nati on(hj ect >
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<Met adat aDi recti ve>{ REPLACE | COPY}</ Met adat aDi rective>
<Met adat a>

<Name>net adat a_nane</ Nane>

<Val ue>net adat a_val ue</ Val ue>
</ Met adat a>

<AccessControl Li st >
<G ant >
<G antee xsi:type="user_type">
<| D>user_i d</ | D>
<Di spl ayNanme>di spl ay_nane</ Di spl ayNane>
</ Grant ee>
<Per m ssi on>per ni ssi on</ Per m ssi on>
</ Grant >

</ AccessControl Li st>
<CopySour cel f Mat ch>et ag</ CopySour cel f Mat ch>
<CopySour cel f NoneMat ch>et ag</ Copy Sour cel f NoneMat ch>
<CopySour cel f Modi fi edSi nce>dat e_t i ne</ CopySour cel f Modi fi edSi nce>
<CopySour cel f Unnodi fi edSi nce>dat e_t i me</ CopySour cel f Unnodi fi edSi nce>
<AWBAccessKeyl d>AWSAccessKeyl d</ AWSAccessKeyl d>
<Ti mest anp>Ti neSt anp</ Ti nest anp>
<Si gnat ur e>Si gnat ur e</ Si gnat ur e>
</ Copybj ect >

Request Parameters

Name Description Required
Sour ceBucket The name of the source bucket. Yes
Type: String

Default: None
Constraints: A valid source bucket.

Sour ceKey The key name of the source object. Yes
Type: String
Default: None

Constraints: The key for a valid source
object to which you have READ access.

Desti nat i onBucket The name of the destination bucket. Yes
Type: String
Default: None

Constraints: You must have WRITE access
to the destination bucket.

Dest i nat i onKey The key of the destination object. Yes
Type: String
Default: None

Constraints: You must have WRITE access
to the destination bucket.

Met adat aDi recti ve Specifies whether the metadata is copied No
from the source object or replaced with
metadata provided in the request.

Type: String
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Name Description Required

Default: COPY
Valid values: COPY | REPLACE

Constraints: Values other than COPY or
REPLACE will result in an immediate error.
You cannot copy an object to itself unless
the MetadataDirective header is specified
and its value set to REPLACE.

Met adat a Specifies metadata name-value pairs to set | No
for the object.If MetadataDirective is set to
COPY, all metadata is ignored.

Type: String
Default: None
Constraints: None.

AccessControl Li st Grants access to users by e-mail addresses = No
or canonical user ID.

Type: String
Default: None
Constraints: None

Copy Sour cel f Mat ch Copies the object if its entity tag (ETag) No
matches the specified tag; otherwise return
a PreconditionFailed.

Type: String
Default: None

Constraints: None. If the Etag does not
match, the object is not copied.

Copy Sour cel f NoneMat ch Copies the object if its entity tag (ETag) is No
different than the specified Etag; otherwise
returns an error.

Type: String
Default: None
Constraints: None.

CopySour cel f Unnodi fi edSi nce Copies the object if it hasn't been modified No
since the specified time; otherwise returns a
PreconditionFailed.

Type: dateTime
Default: None

CopySour cel f Modi fi edSi nce Copies the object if it has been modified No
since the specified time; otherwise returns
an error.

Type: dateTime
Default: None

Response Syntax

<Copybj ect Response xm ns="http://bucket _nane. s3. anazonaws. conf 2006- 03- 01" >
<CopyObj ect Response>
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<ETag>"et ag" </ ETag>
<Last Mbdi fi ed>ti nest anp</ Last Modi fi ed>
</ CopyObj ect Response>
</ CopyObj ect Response>

Response Elements

Following is a list of response elements.

Note
The SOAP API does not return extra whitespace. Extra whitespace is only returned by the
REST API.

Name Description

Et ag Returns the etag of the new object. The ETag only
reflects changes to the contents of an object, not its
metadata.

Type: String
Ancestor: CopyObjectResult

Last Modi fi ed Returns the date the object was last modified.
Type: String
Ancestor: CopyObjectResult

For information about general response elements, see Using REST Error Response Headers.

Special Errors

There are no special errors for this operation. For information about general Amazon S3 errors, see
List of Error Codes (p. 8).

Examples

This example copies the f | ot samobject from the paci f i c bucket to the j et samobject of the
at | anti c bucket, preserving its metadata.

Sample Request

<CopyObj ect xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Sour ceBucket >paci fi c</ Sour ceBucket >
<Sour ceOhj ect >f | ot sanx/ Sour ceObj ect >
<Desti nati onBucket >at | anti c</ Desti nati onBucket >
<Desti nati onCbj ect >j et sanx/ Dest i nati onObj ect >
<AWSAccessKeyl d>AKI Al OSFCDNN7 EXAMPLE</ AWBAccessKeyl d>
<Ti mest anp>2008- 02- 18T13: 54: 10. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbq7Rr t SFmw=</ Si gnat ur e>
</ Copybj ect >

Sample Response

<Copybj ect Response xm ns="http://doc.s3. anazonaws. coni 2006- 03- 01" >
<CopyObj ect Response>
<ETag>" 828ef 3f df a96f 00ad9f 27¢c383f c9ac7f " </ ETag>
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<Last Mbdi fi ed>2008- 02- 18T13: 54: 10. 183Z</ Last Modi fi ed>
</ CopyObj ect Response>
</ CopyObj ect Response>

This example copies the "tweedledee" object from the wonderland bucket to the "tweedledum" object
of the wonderland bucket, replacing its metadata.

Sample Request

<CopyObj ect xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Sour ceBucket >wonder | and</ Sour ceBucket >
<Sour ce(j ect >t weed| edee</ Sour cehj ect >
<Desti nati onBucket >wonder | and</ Dest i nat i onBucket >
<Desti nati onChj ect >t weedl edunx/ Dest i nati onObj ect >
<Met adat aDi recti ve >REPLACE</ Met adat aDi rective >
<Met adat a>
<Name>Cont ent - Type</ Nane>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>r el at i onshi p</ Nane>
<Val ue>t wi ns</ Val ue>
</ Met adat a>
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2008- 02- 18T13: 54: 10. 183Z</ Ti nest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbhq7Rr t SFmw=</ Si gnat ur e>
</ Copyhj ect >

Sample Response

<CopyObj ect Response xm ns="http://doc. s3. anazonaws. conf 2006- 03- 01" >
<CopyObj ect Response>
<ETag>" 828ef 3f df a96f 00ad9f 27c383f c9ac7f " </ ETag>
<Last Mbdi fi ed>2008- 02- 18T13: 54: 10. 183Z</ Last Modi fi ed>
</ Copybj ect Response>
</ Copybj ect Response>

Related Resources

+ PutObject (SOAP API) (p. 447)
¢ PutObjectinline (SOAP API) (p. 445)

GetObject (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Get Obj ect operation returns the current version of an object. If you try to Get Cbj ect an object
that has a delete marker as its current version, S3 returns a 404 error. You cannot use the SOAP API
to retrieve a specified version of an object. To do that, use the REST API. For more information, see
Versioning. For more options, use the GetObjectExtended (SOAP API) (p. 458) operation.
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Example
This example gets the "Nelson" object from the "quotes" bucket.

Sanpl e Request

<Get Cbj ect xm ns="http://doc.s3. amazonaws. conl 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<Get Met adat a>t r ue</ Get Met adat a>
<Get Dat a>t r ue</ Get Dat a>
<l nli neDat a>true</ I nl i neDat a>
<AWBAccessKeyl d>AKI Al OSFCDNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Get Obj ect >

Sanpl e Response

<Cet Obj ect Response xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Cet Obj ect Response>
<St at us>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ St at us>
<Met adat a>
<Name>Cont ent - Type</ Name>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>f ami | y</ Nane>
<Val ue>Munt z</ Val ue>
</ Met adat a>
<Dat a>aGEt aCE=</ Dat a>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27c383f c9ac7f &quot ; </ ETag>
</ Get Cbj ect Response>
</ Get Cbj ect Response>

Elements

» Bucket: The bucket from which to retrieve the object.

* Key: The key that identifies the object.

* Cet Met adat a: The metadata is returned with the object if this is true.
¢ Get Dat a: The object data is returned if this is true.

* I'nli neDat a: If this is true, then the data is returned, base 64-encoded, as part of the SOAP
body of the response. If false, then the data is returned as a SOAP attachment. The InlineData
option is not suitable for use with large objects. The system limits this operation to working
with 1MB of data or less. A GetObject request with the InlineData flag set will fail with the
I nl'i neDat aTooLar geEr r or status code if the resulting Data parameter would have encoded more
than 1MB. To download large objects, consider calling GetObject without setting the InlineData flag,
or use the REST API instead.

Returned Elements

* Met adat a: The name-value paired metadata stored with the object.
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e Dat a: If InlineData was true in the request, this contains the base 64 encoded object data.
e Last Modi fi ed: The time that the object was stored in Amazon S3.

* ETag: The object's entity tag. This is a hash of the object that can be used to do conditional gets.
The ETag only reflects changes to the contents of an object, not its metadata.

Access Control
You can read an object only if you have been granted READ access to the object.

SOAP Chunked and Resumable Downloads

To provide GET flexibility, Amazon S3 supports chunked and resumable downloads.
Select from the following:

¢ For large object downloads, you might want to break them into smaller chunks. For more information,
see Range GETs (p. 455)

» For CET operations that fail, you can design your application to download the remainder instead of
the entire file. For more information, see REST GET Error Recovery (p. 458)

Range GETs

For some clients, you might want to break large downloads into smaller downloads. To break a GET
into smaller units, use Range.

Before you can break a GET into smaller units, you must determine its size. For example, the following
request gets the size of the bigfile object.

<Li st Bucket xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >bi gbucket </ Bucket >
<Prefix>bigfile</Prefix>
<MaxKeys>1</ MaxKeys>
<AWBAccessKeyl d>AKI Al OSFCDNN7 EXAMPLE</ AWBAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Li st Bucket >

Amazon S3 returns the following response.

<Li st Bucket Result xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01" >
<Name>quot es</ Nane>
<Prefi x>N</ Prefix>
<MaxKeys>1</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>bi gf i | e</ Key>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢383f c9ac7f &quot ; </ ETag>
<Si ze>2023276</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Owner >
<| D>bcaf 1f f d86f 41161ca5f b16f d081034f </ | D>
<Di spl ayName>bi gf i | e</ Di spl ayNanme>
</ Owner >
</ Cont ent s>
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</ Li st Bucket Resul t >

Following is a request that downloads the first megabyte from the bigfile object.

<Cet hj ect xm ns="http://doc.s3. amazonaws. com 2006- 03- 01" >
<Bucket >bi gbucket </ Bucket >
<Key>bi gfi | e</ Key>
<Cet Met adat a>t r ue</ Get Met adat a>
<Get Dat a>t r ue</ Get Dat a>
<l nli neDat a>true</ I nli neDat a>
<Byt eRangeSt art >0</ Byt eRangeSt art >
<Byt eRangeEnd>1048576</ Byt eRangeEnd>
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Get Obj ect >

Amazon S3 returns the first megabyte of the file and the Etag of the file.

<Cet bj ect Response xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Cet hj ect Response>
<St at us>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ St at us>
<Met adat a>
<Name>Cont ent - Type</ Nanme>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>f am | y</ Nanme>
<Val ue>Munt z</ Val ue>
</ Met adat a>
<Dat a>--first megabyte of bigfile--</Data>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>" 828ef 3f df a96f 00ad9f 27¢c383f c9ac7f " </ ETag>
</ Get Obj ect Response>
</ Get Obj ect Response>

To ensure the file did not change since the previous portion was downloaded, specify the IfMatch
element. Although the IfMatch element is not required, it is recommended for content that is likely to
change.

The following is a request that gets the remainder of the file, using the IfMatch request header.

<Cet hj ect xm ns="http://doc.s3. amazonaws. com 2006- 03- 01" >
<Bucket >bi gbucket </ Bucket >
<Key>bi gfi | e</ Key>
<Cet Met adat a>t r ue</ Get Met adat a>
<Cet Dat a>t r ue</ Get Dat a>
<l nli neDat a>true</ I nli neDat a>
<Byt eRangeSt art >10485761</ Byt eRangeSt art >
<Byt eRangeEnd>2023276</ Byt eRangeEnd>
<| f Mat ch>"828ef 3f df a96f 00ad9f 27¢383f c9ac7f "</ | f Mat ch>
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
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</ Get Obj ect >

Amazon S3 returns the following response and the remainder of the file.

<Get Obj ect Response xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Get Obj ect Response>
<St at us>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ St at us>
<Met adat a>
<Nane>Cont ent - Type</ Nane>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>f am | y</ Nanme>
<Val ue>>Munt z</ Val ue>
</ Met adat a>
<Dat a>- -remai nder of bigfile--</Data>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>" 828ef 3f df a96f 00ad9f 27c383f c9ac7f " </ ETag>
</ Get Obj ect Response>
</ Get Obj ect Response>

Versioned GetObject

The following request returns the specified version of the object in the bucket.

<Cet hj ect xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >quot es</ Bucket >

<Key>Nel son</ Key>

<Get Met adat a>t r ue</ Get Met adat a>

<Get Dat a>t r ue</ Get Dat a>

<l nli neDat a>true</ I nl i neDat a>

<AWBAccessKeyl d>AKI Al OSFCDNN7 EXAMPLE</ AWSAccessKeyl d>

<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>

<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>

</ Get Obj ect >

Sample Response

<Cet hj ect Response xm ns="http://s3. anazonaws. com doc/ 2006- 03- 01" >
<Cet hj ect Response>

<St at us>

<Code>200</ Code>

<Descri pti on>0K</ Descri pti on>

</ St at us>

<Met adat a>

<Name>Cont ent - Type</ Nane>

<Val ue>t ext/ pl ai n</ Val ue>

</ Met adat a>

<Met adat a>

<Name>f am | y</ Nane>

<Val ue>Mint z</ Val ue>

</ Met adat a>

<Dat a>aCGEt aCE=</ Dat a>

<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>

API Version 2006-03-01
457




Amazon Simple Storage Service APl Reference
Operations on Objects (SOAP API)

<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢383f c9ac7f &quot ; </ ETag>
</ Get Obj ect Response>
</ Get Obj ect Response>

REST GET Error Recovery

If an object GET fails, you can get the rest of the file by specifying the range to download. To do so,
you must get the size of the object using Li st Bucket and perform a range GET on the remainder of
the file. For more information, see GetObjectExtended (SOAP API) (p. 458).

Related Resources

Operations on Objects (SOAP API) (p. 444)

GetObjectExtended (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

Get Obj ect Ext ended is exactly like GetObject (SOAP API) (p. 453), except that it supports the
following additional elements that can be used to accomplish much of the same functionality provided
by HTTP GET headers (go to http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html).

GetObjectExtended supports the following elements in addition to those supported by GetObject:

¢ ByteRangeStart, ByteRangeEnd: These elements specify that only a portion of the object data
should be retrieved. They follow the behavior of the HTTP byte ranges (go to http://www.w3.org/
Protocols/rfc2616/rfc2616-sec14.html#sec14.35).

« | f Modi fi edSi nce: Return the object only if the object's timestamp is later than the specified
timestamp. (http://www.w3.org/Protocols/rfc2616/rfc2616-secl14.html#sec14.25)

e | fUnnodi fi edSi nce: Return the object only if the object's timestamp is earlier than or equal to the
specified timestamp. (go to http://www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#secl4.28)

« | f Mat ch: Return the object only if its ETag matches the supplied tag(s). (go to http://www.w3.org/
Protocols/rfc2616/rfc2616-secl4.html#secl4.24)

« | f NoneMat ch: Return the object only if its ETag does not match the supplied tag(s). (go to http://
www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#secl4.26)

¢ Ret urnConpl et eCbj ect OnCondi ti onFai | ur e: ReturnCompleteObjectOnConditionFailure: If
true, then if the request includes a range element and one or both of IfUnmodifiedSince/IfMatch
elements, and the condition fails, return the entire object rather than a fault. This enables the If-
Range functionality (go to http://www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#secl4.27).

DeleteObject (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Del et eCbj ect operation removes the specified object from Amazon S3. Once deleted, there is
no method to restore or undelete an object.

Note
If you delete an object that does not exist, Amazon S3 will return a success (not an error
message).
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Example
This example deletes the "Nelson" object from the "quotes" bucket.

Sanpl e Request

<Del et evj ect xm ns="http://doc. s3. anmazonaws. conf 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<AWBAccessKeyl d> AKI Al OSFODNN7EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Del et enj ect >

Sanpl e Response

<Del et ebj ect Response xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Del et ehj ect Response>
<Code>200</ Code>
<Descri pti on>0OK</ Descri pti on>
</ Del et e(bj ect Response>
</ Del et e(bj ect Response>

Elements

¢ Bucket : The bucket that holds the object.
* Key: The key that identifies the object.

Access Control

You can delete an object only if you have WRI TE access to the bucket, regardless of who owns the
object or what rights are granted to it.

GetObjectAccessControlPolicy (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Get Obj ect AccessCont r ol Pol i cy operation fetches the access control policy for an object.
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Example
This example retrieves the access control policy for the "Nelson" object from the "quotes" bucket.

Sanpl e Request

<Cet nj ect AccessControl Policy xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<AWBAccessKeyl d>AKI Al OSFCDNN7 EXAMPLE</ AWBAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti nmest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnhat ur e>
</ Get Obj ect AccessContr ol Pol i cy>

Sanpl e Response

<AccessControl Policy>
<Owner >
<| D>a9a7h886d6f d24a541bf 9b1c61be666€9</ | D>
<Di spl ayName>chri scust oner </ Di spl ayNanme>
</ Owner >
<AccessControl Li st >
<G ant >
<G ant ee xsi:type="Canoni cal User" >
<| D>a9a7hb841bf 9b1c61be666e9</ | D>
<Di spl ayName>chri scust oner </ Di spl ayNane>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
<G ant >
<Grantee xsi:type="G oup">
<URI >htt p: // acs. amazonaws. coni gr oups/ gl obal / Al' | User s<URI >
</ Grant ee>
<Per m ssi on>READ</ Per ni ssi on>
</ Grant >
</ AccessControl Li st >
</ AccessControl Policy>

Response Body

The response contains the access control policy for the bucket. For an explanation of this response,
SOAP Access Policy .

Access Control

You must have READ_ACRP rights to the object in order to retrieve the access control policy for an
object.

SetObjectAccessControlPolicy (SOAP API)

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Set Obj ect AccessCont r ol Pol i cy operation sets the access control policy for an existing
object. If successful, the previous access control policy for the object is entirely replaced with the
specified access control policy.
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Example

This example gives the specified user (usually the owner) FULL_CONTROL access to the "Nelson"
object from the "quotes" bucket.

Sanpl e Request

<Set hj ect AccessControl Policy xm ns="http://doc. s3. anmazonaws. conm’ 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<AccessControl Li st>
<G ant >
<G antee xsi:type="Canonical User">

<l D>a9a7b886d6f d24a52f e8ca5bef 65f 89a64e0193f 23000e241bf 9b1c61be666€9</ | D>
<Di spl ayName>chri scust onmer </ Di spl ayName>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per i ssi on>
</ Grant >

</ AccessControl Li st>

<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>

<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>

<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>

</ Set Obj ect AccessControl Pol i cy>

Sanpl e Response

<Set (hj ect AccessControl Pol i cyResponse xm ns="http://s3. anazonaws. con!
doc/ 2006- 03- 01" >
<Set (hj ect AccessCont r ol Pol i cyResponse>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ Set Obj ect AccessCont r ol Pol i cyResponse>
</ Set Obj ect AccessCont r ol Pol i cyResponse>

Access Control

You must have \RI TE_ACP rights to the object in order to set the access control policy for a bucket.

SOAP Error Responses

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

In SOAP, an error result is returned to the client as a SOAP fault, with the HTTP response code 500.

If you do not receive a SOAP fault, then your request was successful. The Amazon S3 SOAP fault
code is comprised of a standard SOAP 1.1 fault code (either "Server" or "Client") concatenated with
the Amazon S3-specific error code. For example: "Server.InternalError" or "Client.NoSuchBucket". The
SOAP fault string element contains a generic, human readable error message in English. Finally, the
SOAP fault detail element contains miscellaneous information relevant to the error.

For example, if you attempt to delete the object "Fred", which does not exist, the body of the SOAP
response contains a "NoSuchKey" SOAP fault.

The following example shows a sample SOAP error response.
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<soapenv: Body>

<soapenv: Faul t >
<Faul t code>soapenv: d i ent . NoSuchKey</ Faul t code>
<Faul t string>The specified key does not exist.</Faultstring>
<Det ai | >

<Key>Fr ed</ Key>

</ Detail >

</ soapenv: Faul t >

</ soapenv: Body>

The following table explains the SOAP error response elements

Name Description

Det ai | Container for the key involved in the error
Type: Container
Ancestor: Body.Fault

Faul t Container for error information.
Type: Container
Ancestor: Body

Faul t code The fault code is a string that uniquely identifies an error condition. It is meant to be
read and understood by programs that detect and handle errors by type. For more
information, see List of Error Codes (p. 8).

Type: String
Ancestor: Body.Fault

Faul t string | The fault string contains a generic description of the error condition in English. It is
intended for a human audience. Simple programs display the message directly to
the end user if they encounter an error condition they don't know how or don't care
to handle. Sophisticated programs with more exhaustive error handling and proper
internationalization are more likely to ignore the fault string.

Type: String
Ancestor: Body.Fault

Key Identifies the key involved in the error
Type: String
Ancestor: Body.Fault

Appendix: Lifecycle Configuration APIs
(Deprecated)

Bucket lifecycle configuration is updated to support filters based on object tags. That is, you can now
specify a rule that specifies key name prefix, one or more object tags, or both to select a subset of
objects to which the rule applies. The APIs have been updated accordingly. The following topics
describes the prior version of the PUT and GET bucket lifecycle operations for backward compatibility.

Topics
¢ PUT Bucket lifecycle (deprecated) (p. 463)
¢ GET Bucket lifecycle (deprecated) (p. 474)
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PUT Bucket lifecycle (deprecated)

Description

Important

For updated version of this API, see PUT Bucket lifecycle (p. 233). This version has been
deprecated. Existing lifecycle configurations will work. For new lifecycle configurations, use
the updated API.

Creates a new lifecycle configuration for the bucket or replaces an existing lifecycle configuration. For
information about lifecycle configuration, go to Object Lifecycle Management in the Amazon Simple
Storage Service Developer Guide.

Permissions

By default, all Amazon S3 resources are private, including buckets, objects, and related subresources
(for example, lifecycle configuration and website configuration). Only the resource owner (that is,

the AWS account that created it) can access the resource. The resource owner can optionally grant
access permissions to others by writing an access policy. For this operation, a user must get the

s3: Put Li f ecycl eConf i gur ati on permission.

You can also explicitly deny permissions. Explicit deny also supersedes any other permissions. If you
want to block users or accounts from removing or deleting objects from your bucket, you must deny
them permissions for the following actions.

e 53: Del et e(bj ect
e 53: Del et e(bj ect Ver si on
e s3: Put Li fecycl eConfiguration

For more information about permissions, see Managing Access Permissions to Your Amazon S3
Resources in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

PUT /?lifecycle HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com
Content -Length: |ength

Date: date

Aut hori zation: authorization string
Cont ent - MD5: D5

Li fecycle configuration in the request body

For details about aut hori zati on string, see Authenticating Requests (AWS Signature Version
4) (p. 15).

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers
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Name Description Required

Cont ent - MD5 The base64-encoded 128-bit MD5 digest of the Yes
data. This header must be used as a message
integrity check to verify that the request body was
not corrupted in transit. For more information, go
to RFC 1864.

Type: String

Default: None

Request Body

In the request, you specify lifecycle configuration in the request body. The lifecycle configuration is
specified as XML. The following is an introductory example lifecycle configuration skeleton. It specifies
one rule. The Prefi x in the rule identifies objects to which the rule applies. The rule also specifies two
actions (Tr ansi t i onand Expi r at i on). Each action specifies a timeline when you want Amazon S3
to perform the action. The St at us indicates whether the rule is enabled or disabled.

<Li fecycl eConfi gurati on>
<Rul e>
<| D>sanpl e-rul e</ | D>
<Prefi x>key- prefix</Prefix>
<St at us>rul e- st at us</ St at us>
<Transition>
<Dat e>val ue</ Dat e>
<St oraged ass>st orage cl ass</ Storaged ass>
</ Transition>
<Expirati on>
<Days>val ue</ Days>
</ Expiration>
</ Rul e>
</ Li fecycl eConfi gurati on>

If the state of your bucket is versioning-enabled or versioning-suspended, you can have many
versions of the same object, one current version, and zero or more noncurrent versions. The
following lifecycle configuration specifies the actions (Noncur r ent Ver si onTr ansi ti on,
Noncur r ent Ver si onExpi r at i on) that are specific to noncurrent object versions.

<Li f ecycl eConfi gurati on>
<Rul e>
<| D>sanpl e-rul e</ | D>
<Prefix>key-prefix</Prefix>
<St at us>rul e- st at us</ St at us>
<Noncur r ent Ver si onTr ansi ti on>
<Noncur r ent Days>val ue</ Noncur r ent Days>
<St or aged ass>st orage cl ass</ St orageC ass>
</ Noncur r ent Ver si onTr ansi ti on>
<Noncur r ent Ver si onExpi rati on>
<Noncur r ent Days>val ue</ Noncur r ent Days>
</ Noncur r ent Ver si onExpi rat i on>
</ Rul e>
</ Li fecycl eConfi gurati on>
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You can use the multipart upload API to upload large objects in parts. For more information about
multipart uploads, see Multipart Upload Overview in the Amazon Simple Storage Service Developer
Guide. Using lifecycle configuration, you can direct Amazon S3 to abort incomplete multipart uploads
(identified by the key name prefix specified in the rule) if they don't complete within a specified
number of days after initiation. When Amazon S3 aborts a multipart upload, it deletes all parts
associated with the multipart upload. This ensures that you don't have incomplete multipart uploads
with parts that are stored in Amazon S3 and, therefore, you don't have to pay any storage costs

for these parts. The following is an example lifecycle configuration that specifies a rule with the
Abort I nconpl et eMul ti part Upl oad action. This action requests Amazon S3 to abort incomplete

multipart uploads seven days after initiation.

<Li f ecycl eConfi gurati on>
<Rul e>
<| D>sanpl e-rul e</ | D>
<Pr ef i x>SonmeKeyPr ef i x/ </ Prefi x>
<St at us>rul e- st at us</ St at us>
<Abort I nconpl et eMul ti part Upl oad>
<DaysAfterlnitiati on>7</DaysAfterlnitiation>
</ Abort | nconpl et eMul ti part Upl oad>
</ Rul e>
</ Li f ecycl eConfi guration>

The following table describes the XML elements in the lifecycle configuration:

Name Description

Abor t | nconpl et eMul ti part Upl o@dntainer for specifying when an incomplete
multipart upload becomes eligible for an abort
operation.

Child: DaysAfterlnitiation
Type: Container
Ancestor: Rul e.

Dat e Specifies the date after which you want the
corresponding action to take effect. When the
action is in effect, Amazon S3 performs the

specific action on the applicable objects as they

appear in the bucket (you identify applicable

objects in the lifecycle Rul e in which the action

is defined).

For example, suppose you add a Tr ansi ti on

action to take effect on December 31, 2014.

Suppose this action applies to objects with key

prefix docunment s/ . When the action takes
effect on this date, Amazon S3 transitions
existing applicable objects to the GLACIER

storage class. As long as the action is in effects,

Amazon S3 transitions any new objects, even
after December 31, 2014.

The date value must conform to the ISO 8601
format. The time is always midnight UTC.
Type: String

Ancestor: Expi rationor Transi tion

Required

Yes, if no

other action
is specified
for the rule.

Yes, if

Days and

Expi r edObj ect Del et eMar kel
are absent.
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Name

Days

DaysAfterlnitiation

Description

Specifies the number of days after object
creation when the specific rule action takes
effect.

Type: Nonnegative Integer when used with
Transi ti on, Positive Integer when used with
Expiration.

Ancestor: Expi rati on, Transi tion.

Specifies the number of days after initiating a
multipart upload when the multipart upload must
be completed. If it does not complete by the
specified number of days, it becomes eligible for
an abort operation and Amazon S3 aborts the
incomplete multipart upload.

Type: Positive Integer.

Ancestor:
Abort | nconpl et eMul ti part Upl oad.

Required

Yes, if

Dat e and

Expi r edObj ect Del et eMar kel
are absent.

Yes, if
parent tag is
specified.
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Name

Expiration

Li fecycl eConfiguration

Description

This action specifies a period in an object's
lifetime when Amazon S3 should take the
appropriate expiration action. The action
Amazon S3 takes depends on whether the
bucket is versioning-enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 deletes the only copy of
the object permanently.

¢ Otherwise, if your bucket is versioning-
enabled (or versioning is suspended), the
action applies only to the current version of
the object. A versioning-enabled bucket can
have many versions of the same object, one

current version, and zero or more noncurrent

versions.

Instead of deleting the current version,

Amazon S3 makes it a noncurrent version by

adding a delete marker as the new current
version.

Important

If your bucket state is versioning-
suspended, Amazon S3 creates a
delete marker with version ID nul | .
If you have a version with version 1D
nul | , then Amazon S3 overwrites
that version.

Note

To set expiration for noncurrent
objects, you must use the
Noncurrent Ver si onExpi rati on
action.

Type: Container
Children: Days or Date
Ancestor: Rule

Unique identifier for the rule. The value cannot
be longer than 255 characters.

Type: String
Ancestor: Rule

Container for lifecycle rules. You can add as
many as 1000 rules.

Type: Container
Children: Rule
Ancestor: None

Required

Yes, if no
other action
is present in
the Rul e.

No

Yes
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Name

Expi r edObj ect Del et eMar ker

Noncur r ent Days

Noncur r ent Ver si onExpi rati on

Description

On a versioned bucket (versioning-enabled or
versioning-suspended bucket), you can add this
element in the lifecycle configuration to direct
Amazon S3 to delete expired object delete
markers. For an example, go to Example 8:
Removing Expired Object Delete Markers in
the Amazon Simple Storage Service Developer
Guide. On a non-versioned bucket, adding this
element in a policy is meaningless because you
cannot have delete markers and the element
will not do anything.

Type: String

Valid values: true | false (the value f al se is
allowed, but it is no-op and Amazon S3 will not
take action if the value is f al se)

Ancestor: Expi rati on.

Specifies the number of days an object is
noncurrent before Amazon S3 can perform the
associated action. For information about the
noncurrent days calculations, see How Amazon
S3 Calculates When an Object Became
Noncurrent in the Amazon Simple Storage
Service Developer Guide.

Type: Nonnegative Integer when used
with Noncur r ent Ver si onTr ansi ti on,
Positive Integer when used with
Noncur r ent Ver si onExpi rati on.

Ancestor: Noncur r ent Ver si onExpi rati on
or Noncurrent Versi onTransition

Specifies when noncurrent object versions
expire. Upon expiration, Amazon S3
permanently deletes the noncurrent object
versions.

You set this lifecycle configuration action

on a bucket that has versioning enabled (or
suspended) to request that Amazon S3 delete
noncurrent object versions at a specific period in
the object's lifetime.

Type: Container

Children: NoncurrentDays

Ancestor: Rule

Required

Yes, if Dat e
and Days
are absent.

Yes

Yes, if no
other action
is present in
the Rul e.
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Name

Noncurrent Ver si onTransi ti on

Prefix

Rul e

St at us

St or aged ass

Description

Container for the transition rule that describes
when noncurrent objects transition to the
STANDARD | A or GLACIER storage class.

If your bucket is versioning-enabled (or
versioning is suspended), you can set this
action to request that Amazon S3 transition
noncurrent object versions at a specific period in
the object's lifetime.

Type: Container
Children: NoncurrentDays and StorageClass
Ancestor: Rule

Object key prefix identifying one or more objects
to which the rule applies.

Type: String
Ancestor: Rule

Container for a lifecycle rule. A lifecycle
configuration can contain as many as 1000
rules.

Type: Container
Ancestor:LifecycleConfiguration

If Enabled, Amazon S3 executes the rule as
scheduled. If Disabled, Amazon S3 ignores the
rule.

Type: String
Ancestor: Rule
Valid values: Enabled, Disabled.

Specifies the Amazon S3 storage class to which
you want the object to transition.

Type: String

Ancestor: Transition and
NoncurrentVersionTransition

Valid values: STANDARD_IA | GLACIER.

Required

Yes, if no
other action
is present in
the Rul e.

Yes

Yes

Yes

Yes

This element
is required
only if you
specify one
or both its
ancestors.
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Name Description Required

Transition This action specifies a period in the objects' Yes, if no
lifetime when Amazon S3 should transition other action
them to the STANDARD | A or the GLACIER is present in
storage class. When this action is in effect, the Rul e.

what Amazon S3 does depends on whether the
bucket is versioning-enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 transitions the only copy
of the object to the specified storage class.

¢ Otherwise, when your bucket is versioning-
enabled (or versioning is suspended) Amazon
S3 transitions only the current versions of
objects identified in the rule.

Note

A versioning-enabled bucket

can have many versions of

an object. This action has no
impact on the noncurrent object
versions. To transition noncurrent
objects, you must use the
Noncurrent Versi onTransition
action.

Type: Container
Children: Days or Date, and StorageClass
Ancestor: Rule

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements
This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about
Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Add lifecycle configuration - bucket not versioning-enabled
The following lifecycle configuration specifies two rules, each with one action.

¢ The Transition action requests Amazon S3 to transition objects with the "documents/" prefix to the
GLACIER storage class 30 days after creation.
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¢ The Expiration action requests Amazon S3 to delete objects with the "logs/" prefix 365 days after
creation.

<Li f ecycl eConfi gurati on>
<Rul e>
<| D>i d1</ | D>
<Prefi x>docunent s/ </ Prefi x>
<St at us>Enabl ed</ St at us>
<Transition>
<Days>30</ Days>
<St or aged ass>G_ACI ER</ St or ageCd ass>
</ Transition>
</ Rul e>
<Rul e>
<| D>i d2</ | D>
<Prefi x>l ogs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Expi ration>
<Days>365</ Days>
</ Expiration>
</ Rul e>
</ Li f ecycl eConfi guration>

The following is a sample PUT / ?1i f ecycl e request that adds the preceding lifecycle configuration to
the exanpl ebucket bucket.

PUT /?lifecycle HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
x-anz-date: Wed, 14 May 2014 02:11:21 GMI
Cont ent - MD5: 6yJD | kcBaGE b3QLY69A==

Aut hori zation: authorization string
Content - Lengt h: 415

<Li f ecycl eConfi gurati on>
<Rul e>
<| D>i d1</ | D>
<Prefi x>docunent s/ </ Prefi x>
<St at us>Enabl ed</ St at us>
<Transition>
<Days>30</ Days>
<St or aged ass>G_ACI ER</ St or aged ass>
</Transition>
</ Rul e>
<Rul e>
<| D>i d2</ | D>
<Prefi x>l ogs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Expi ration>
<Days>365</ Days>
</ Expiration>
</ Rul e>
</ Li f ecycl eConfi guration>

The following is a sample response.
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HTTP/ 1.1 200 K

x-ane-id-2: r+gR7+nhXt JDDI J0JJYcd+1j 5nM r UFi i i Z/ f NbDGs d3J UES NVWWL NHXmv Pf wivbdc
X-ane-request-id: 9E26D08072A8EF9E

Date: Wed, 14 May 2014 02:11:22 GV

Content-Length: O

Server: AmazonS3

Example 2: Add lifecycle configuration - bucket is versioning-enabled

The following lifecycle configuration specifies two rules, each with one action for Amazon S3 to
perform. You specify these actions when your bucket is versioning-enabled or versioning is suspended:

¢ The Noncurr ent Ver si onExpi r at i on action requests Amazon S3 to expire noncurrent versions of
objects with the "logs/" prefix 100 days after the objects become noncurrent.

¢ The Noncurrent Ver si onTr ansi t i on action requests Amazon S3 to transition noncurrent
versions of objects with the "documents/" prefix to the GLACIER storage class 30 days after they
become noncurrent.

<Li feCycl eConfi guration>
<Rul e>
<| D>Del et eAf t er Becom ngNonCur rent </ | D>
<Prefi x>l ogs/ </ Prefi x>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onExpi rati on>
<Noncur r ent Days>100</ Noncur r ent Days>
</ Noncur r ent Ver si onExpi rati on>
</ Rul e>
<Rul e>
<I D>Transi ti onAfter Becom ngNonCurrent</| D>
<Pr ef i x>docunent s/ </ Prefi x>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onTr ansi ti on>
<Noncur r ent Days>30</ Noncur r ent Days>
<St or aged ass>G.ACI ER</ St or aged ass>
</ Noncur r ent Ver si onTr ansi ti on>
</ Rul e>
</ Li f eCycl eConfi gurati on>

The following is a sample PUT / ?1i f ecycl e request that adds the preceding lifecycle configuration to
the exanpl ebucket bucket.

PUT /?lifecycle HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
x-anz-date: Wed, 14 May 2014 02:21:48 GMI
Cont ent - MD5: 961 xHINDgVNKkazDddgnw==

Aut hori zation: authorization string

Cont ent - Lengt h: 598

<Li f eCycl eConfi gurati on>
<Rul e>
<| D>Del et eAf t er Becom ngNonCur rent </ | D>
<Prefi x>l ogs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onExpi rati on>
<Noncur r ent Days>1</ Noncur r ent Days>
</ Noncur r ent Ver si onExpi r ati on>
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</ Rul e>
<Rul e>
<I D>Transi ti onSoonAf t er Becom ngNonCurrent </ | D>
<Prefi x>docunent s/ </ Prefi x>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onTransi ti on>
<Noncur r ent Days>0</ Noncur r ent Days>
<St or aged ass>G.ACI ER</ St or aged ass>
</ Noncur rent Versi onTransi ti on>
</ Rul e>
</ Li f eCycl eConfi guration>

The following is a sample response.

HTTP/ 1.1 200 K

x-ang-id-2: aXQ+Kbl r mivhoQ / 3bMIDTW Cnj Ar wj e+J49Hf +j 44yRb/ Vbl kgl GBA
+PT98Cp/ 6k07hf +LD2my=

X-ane-request-id: 02D7EC4CL0381EB1

Date: Wed, 14 May 2014 02:21:50 GMJr

Content-Length: O

Server: AmazonS3

Additional Examples

Lifecycle configuration topic in the developer guide provides additional examples of transitioning
objects to storage classes such as STANDARD_IA. For more information, go to Examples of Lifecycle
Configuration.

Related Resources

e GET Bucket lifecycle (p. 129)
¢ POST Object restore (p. 343)

« By default, a resource owner, in this case a bucket owner (the AWS account that created the
bucket), can perform any of the operations, and can also grant others permission to perform the
operation. For more information, see the following topics in the Amazon Simple Storage Service
Developer Guide.

» Specifying Permissions in a Policy
¢ Managing Access Permissions to Your Amazon S3 Resources
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GET Bucket lifecycle (deprecated)

Description

Important

For updated version of this API, see GET Bucket lifecycle (p. 129). If you configured bucket
lifecycle configuration using the <filter> element, you should see updated version of this topic.
This topic is provided for backward compatibility.

Returns the | i f ecycl e configuration information set on the bucket. For information about lifecycle
configuration, go to Object Lifecycle Management in the Amazon Simple Storage Service Developer
Guide.

To use this operation, you must have permission to perform the s3: Get Li f ecycl eConfi gurati on
action. The bucket owner has this permission, by default. The bucket owner can grant this permission

to others. For more information about permissions, see Managing Access Permissions to Your Amazon
S3 Resources in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

GET /?lifecycle HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS
Si gnat ure Version

4) (p. 19))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of GET returns the following response elements.
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Name

Description

Abort | nconpl et eMul ti part Upl o&dntainer for specifying when an incomplete

Dat e

Days

DaysAfterlnitiation

multipart upload becomes eligible for an abort
operation.
Child: DaysAfterlnitiation

Type: Container
Ancestor: Rul e.

Specifies the date after which you want the
corresponding action to take effect. When the
action is in effect, Amazon S3 will perform the
specific action on the applicable objects as they
appear in the bucket (you identify applicable
objects in the lifecycle Rul e in which the action
is defined).

For example, suppose you add a Tr ansi ti on
action to take effect on Dec. 31, 2014. Suppose
this action applies to objects with the key prefix
"documents/". When the action takes effect

on this date, Amazon S3 transitions existing
applicable objects to the GLACIER storage
class. As long as the action is in effect, Amazon
S3 will transition all objects that satisfy the prefix
condition.

The date value must conform to the ISO 8601
format. The time is always midnight UTC.
Type: String

Ancestor: Expi ration or Transi ti on

Specifies the number of days after object
creation when the specific rule action takes
effect. The object's eligibility time is calculated
as creation time + the number of days, and
rounding the resulting time to the next day
midnight UTC.

Type: Non-negative Integer when used with
Transi ti on, Positive Integer when used with
Expiration.

Ancestor: Transi ti on or Expi rati on.

Specifies the number of days after initiating a
multipart upload when the multipart upload must
be completed. If it does not complete by the
specified number of days, it becomes eligible for
an abort operation and Amazon S3 aborts the
incomplete multipart upload.

Type: Positive Integer.

Ancestor:
Abort | nconpl et eMul ti part Upl oad.

Required

Yes, if no

other action
is specified
for the rule.

Yes, if

Days and

Expi r edObj ect Del et eMar kel
are absent.

Yes, if

Dat e and

Expi r edObj ect Del et eMar kel
are absent.

Yes, if Dat e
is absent.
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Name

Expiration

Li fecycl eConfi guration

Description

This action specifies a period in the object's
lifetime when Amazon S3 should take the
appropriate expiration action. The expiration
action occurs only on objects that are eligible
according to the period specified in the child
Dat e or Days element. The action Amazon
S3 takes depends on whether the bucket is
versioning enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 deletes the only copy of
the object permanently.

¢ Otherwise, if your bucket is versioning-
enabled (or versioning is suspended), the
action applies only to the current version
of the object. Buckets with versioning-
enabled or versioning-suspended can have
many versions of the same object, one
current version, and zero or more noncurrent
versions.

Instead of deleting the current version,
Amazon S3 makes it a noncurrent version by
adding a delete marker as the new current
version.

Important

If your bucket state is versioning-
suspended, Amazon S3 creates a
delete marker with version ID nul | .
If you have a version with version 1D
nul | , then Amazon S3 overwrites
that version.

Note

To set expiration for noncurrent
objects, you must use the
Noncur r ent Ver si onExpi rati on
action.

Type: Container
Children: Days or Date
Ancestor: Rule

Unique identifier for the rule. The value cannot
be longer than 255 characters.

Type: String
Ancestor: Rule

Container for lifecycle rules. You can add as
many as 1000 rules.

Type: Container
Children: Rule
Ancestor: None

Required

Yes, if
parent tag is
specified

No

Yes
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Name

Expi r edObj ect Del et eMar ker

Noncur r ent Days

Noncur r ent Ver si onExpi rati on

Noncur rent Ver si onTransi ti on

Description

On a versioned bucket (versioning-enabled

or versioning-suspended bucket) this element
indicates if Amazon S3 will delete any expired
object delete markers in the bucket. For an
example, go to Example 8: Specify Expiration
Action to Remove Expired Object Delete
Markers in the Amazon Simple Storage Service
Developer Guide.

Type: String
Valid values: true | false (the value false is

allowed but it is no-op, Amazon S3 will not take
action if the value is false)

Ancestor: Expi rati on.

Specifies the number of days an object is
noncurrent before Amazon S3 can perform the
associated action. For information about the
noncurrent days calculations, see Lifecycle
Rules Based on the Number of Days in the
Amazon Simple Storage Service Developer
Guide.

Type: Nonnegative Integer when used
with Noncur r ent Ver si onTr ansi ti on,
Positive Integer when used with
Noncur r ent Ver si onExpi rati on.

Ancestor: Noncur r ent Ver si onExpi rati on
or Noncurrent Versi onTransition

Specifies when noncurrent object versions
expire. Upon expiration, Amazon S3
permanently deletes the noncurrent object
versions.

You set this lifecycle configuration action

on a bucket that has versioning enabled (or
suspended) to request that Amazon S3 delete
noncurrent object versions at a specific period in
the object's lifetime.

Type: Container
Children: NoncurrentDays
Ancestor: Rule

Container for the transition rule that describes
when noncurrent objects transition to the
STANDARD | A or the GLACIER storage class.
If your bucket is versioning-enabled (or
versioning is suspended), you can set this
action to request Amazon S3 to transition
noncurrent object versions to the GLACIER
storage class at a specific period in the object's
lifetime.

Type: Container

Children: NoncurrentDays and StorageClass
Ancestor: Rule

Required

Yes, if Dat e
and Days
are absent.

Yes, only if
the ancestor
is present.

Yes, if no
other action
is present in
the Rul e.

Yes, if no
other action
is present in
the Rul e.
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Name Description Required
Prefix Object key prefix identifying one or more objects | Yes

to which the rule applies.

Type: String

Ancestor: Rule

Rul e Container for a lifecycle rule. Yes
Type: Container
Ancestor: LifecycleConfiguration

St at us If Enabled, Amazon S3 executes the rule as Yes
scheduled. If Disabled, Amazon S3 ignores the
rule.

Type: String
Ancestor: Rule
Valid values: Enabled or Disabled.

St or ageCd ass Specifies the Amazon S3 storage class to which | Yes
you want to transition the object.
Type: String
Ancestor: Transition and
NoncurrentVersionTransition
Valid values: STANDARD_IA | GLACIER.

Transition This action specifies a period in the objects' Yes, if no
lifetime when Amazon S3 should transition other action
them to the STANDARD_| A or the GLACIER is present in
storage class. When this action is in effect, the Rul e.

what Amazon S3 does depends on whether the
bucket is versioning-enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 transitions the only copy
of the object specified storage class.

» Otherwise, when your bucket is versioning-
enabled (or versioning is suspended),
Amazon S3 transitions only the current
versions of objects identified in the rule.

Note

A versioning-enabled or versioning-
suspended bucket can have many
versions of an object. This action
has no impact on the noncurrent
object versions. To transition
noncurrent objects, you must use the
Noncur rent Ver si onTransi ti on
action.

Type: Container
Children: Days or Date, and StorageClass
Ancestor: Rule

API Version 2006-03-01
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Special Errors

Error Code Description HTTP SOAP Fault
Status Code Code Prefix
NoSuchlLi f ecycl eConf i gur at Tha lifecycle configuration does not = 404 Not Client
exist. Found

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Retrieve lifecycle subresource

This example shows a GET request to retrieve the | i f ecycl e subresource from the specified bucket
and an example response with the returned lifecycle configuration.

Sample Request

GET /?lifecycle HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
x-ane-date: Thu, 15 Nov 2012 00:17:21 GVI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: |1 TnGIly4RyTnXa3r Pi 4hkl TXouTf OhccUj 00i CPj z6Fnf | ut Bjf 3M/f PG WO2 SEW
X-ane-request-id: 51991C342C575321

Date: Thu, 15 Nov 2012 00:17:23 GMVI

Server: AmazonS3

Cont ent - Lengt h: 358

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li fecycl eConfi guration xm ns="http://s3.amazonaws. conf doc/ 2006- 03- 01/ ">
<Rul e>
<I D>Archive and then delete rul e</ID>
<Prefi x>proj ectdocs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Transition>
<Days>30</ Days>
<St or aged ass>STANDARD | A</ St or aged ass>
</ Transition>
<Transition>
<Days>365</ Days>
<St or aged ass>@E_ACI ER</ St or aged ass>
</ Transition>
<Expi ration>
<Days>3650</ Days>
</ Expiration>
</ Rul e>
</ Li fecycl eConfi guration>
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Related Resources

¢ PUT Bucket lifecycle (p. 233)
* DELETE Bucket lifecycle (p. 80)

API Version 2006-03-01
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Glossary

100-continue

account
authentication

bucket

canned access policy

canonicalization

consistency model

key

metadata

object

part

A method that enables a client to see if a server can accept a request before
actually sending it. For large PUTs, this can save both time and bandwidth
charges.

AWS account associated with a particular developer.
The process of proving your identity to the system.

A container for objects stored in Amazon S3. Every object is contained within
a bucket. For example, if the object named phot os/ puppy. j pg is stored

in the j ohnsni t h bucket, then it is addressable using the URL htt p://
johnsm t h. s3. amazonaws. coni phot os/ puppy. j pg

A standard access control policy that you can apply to a bucket or object.

Valid Values: private | public-read | public-read-wite | aws-
exec-read | authenticated-read | bucket-owner-read | bucket-
owner -ful | -control

The process of converting data into a standard format that will be recognized
by a service such as Amazon S3.

The method through which Amazon S3 achieves high availability, which
involves replicating data across multiple servers within Amazon's data centers.
After a "success" is returned, your data is safely stored. However, information
about the changes might not immediately replicate across Amazon S3.

The unique identifier for an object within a bucket. Every object in a bucket has
exactly one key. Since a bucket and key together uniquely identify each object,
Amazon S3 can be thought of as a basic data map between "bucket + key"

and the object itself. Every object in Amazon S3 can be uniquely addressed
through the combination of the web service endpoint, bucket name, and key, as
in http://doc.s3.amazonaws.com/2006-03-01/AmazonS3.wsdl, where "doc" is
the name of the bucket, and "2006-03-01/AmazonS3.wsdl" is the key.

The metadata is a set of name-value pairs that describe the object. These
include default metadata such as the date last modified and standard HTTP
metadata such as Content-Type. The developer can also specify custom
metadata at the time the Object is stored.

The fundamental entities stored in Amazon S3. Objects consist of object data
and metadata. The data portion is opaque to Amazon S3.

The fundamental entities stored in Amazon S3. Objects consist of object data
and metadata. The data portion is opaque to Amazon S3.
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service endpoint The host and port with which you are trying to communicate within
the destination URL. For virtual hosted-style requests, this is
mybucket . s3. anazonaws. com For path-style requests, this is
s3. amazonaws. com
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