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Welcome

Amazon EC2 Systems Manager is a collection of capabilities that helps you automate management
tasks such as collecting system inventory, applying operating system (OS) patches, automating the
creation of Amazon Machine Images (AMIs), and configuring operating systems (OSs) and applications
at scale. Systems Manager works with managed instances: Amazon EC2 instances and servers or
virtual machines (VMs) in your on-premises environment that are configured for Systems Manager.
This references is intended to be used with the EC2 Systems Manager User Guide (Linux) (Windows).
To get started, verify prerequisites and configure managed instances (Linux) (Windows).

This document was last published on December 9, 2016.
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http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/systems-manager.html
http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/systems-manager.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/systems-manager-prereqs.html
http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/systems-manager-prereqs.html
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Actions

The following actions are supported:

¢ AddTagsToResource (p. 4)

¢ CancelCommand (p. 6)

¢ CreateActivation (p. 8)

¢ CreateAssociation (p. 10)

¢ CreateAssociationBatch (p. 14)

¢ CreateDocument (p. 18)

¢ CreateMaintenanceWindow (p. 20)

¢ DeleteActivation (p. 22)

¢ DeleteAssociation (p. 23)

¢ DeleteDocument (p. 25)

¢ DeleteMaintenanceWindow (p. 26)

¢ DeleteParameter (p. 27)

¢ DeregisterManagedInstance (p. 28)

¢ DeregisterTargetFromMaintenanceWindow (p. 29)
¢ DeregisterTaskFromMaintenanceWindow (p. 31)
¢ DescribeActivations (p. 33)

¢ DescribeAssociation (p. 35)

¢ DescribeAutomationExecutions (p. 38)

¢ DescribeDocument (p. 40)

» DescribeDocumentPermission (p. 42)

¢ DescribeEffectivelnstanceAssociations (p. 44)

¢ DescribelnstanceAssociationsStatus (p. 46)

¢ Describelnstancelnformation (p. 48)

¢ DescribeMaintenanceWindowExecutions (p. 51)

¢ DescribeMaintenanceWindowExecutionTaskInvocations (p. 53)
¢ DescribeMaintenanceWindowExecutionTasks (p. 55)
¢ DescribeMaintenanceWindows (p. 57)

¢ DescribeMaintenanceWindowTargets (p. 59)

» DescribeMaintenanceWindowTasks (p. 61)

¢ DescribeParameters (p. 63)
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GetAutomationExecution (p. 65)
GetCommandinvocation (p. 67)
GetDocument (p. 71)

Getlnventory (p. 73)
GetlnventorySchema (p. 76)
GetMaintenanceWindow (p. 78)
GetMaintenanceWindowExecution (p. 80)
GetMaintenanceWindowExecutionTask (p. 82)
GetParameterHistory (p. 85)
GetParameters (p. 87)

ListAssociations (p. 89)
ListCommandInvocations (p. 91)
ListCommands (p. 94)

ListDocuments (p. 97)
ListDocumentVersions (p. 99)
ListinventoryEntries (p. 101)
ListTagsForResource (p. 104)
ModifyDocumentPermission (p. 106)
Putinventory (p. 108)

PutParameter (p. 110)
RegisterTargetWithMaintenanceWindow (p. 112)
RegisterTaskWithMaintenanceWindow (p. 114)
RemoveTagsFromResource (p. 117)
SendCommand (p. 119)
StartAutomationExecution (p. 124)
StopAutomationExecution (p. 126)
UpdateAssociation (p. 127)
UpdateAssociationStatus (p. 130)
UpdateDocument (p. 133)
UpdateDocumentDefaultVersion (p. 135)
UpdateMaintenanceWindow (p. 137)
UpdateManagedinstanceRole (p. 140)
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AddTagsToResource

Adds or overwrites one or more tags for the specified resource. Tags are metadata that you assign to
your managed instances. Tags enable you to categorize your managed instances in different ways,
for example, by purpose, owner, or environment. Each tag consists of a key and an optional value,
both of which you define. For example, you could define a set of tags for your account's managed
instances that helps you track each instance's owner and stack level. For example: Key=Owner and
Value=DbAdmin, SysAdmin, or Dev. Or Key=Stack and Value=Production, Pre-Production, or Test.
Each resource can have a maximum of 10 tags.

We recommend that you devise a set of tag keys that meets your needs for each resource type. Using
a consistent set of tag keys makes it easier for you to manage your resources. You can search and
filter the resources based on the tags you add. Tags don't have any semantic meaning to Amazon EC2
and are interpreted strictly as a string of characters.

For more information about tags, see Tagging Your Amazon EC2 Resources in the Amazon EC2 User
Guide.

Request Syntax

{
"Resourceld": "string",
"Resour ceType": "string",
"Tags": [
{
"Key": "string",
"Val ue": "string"
}
]
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Resourceld (p. 4)
The resource ID you want to tag.

Type: String
Required: Yes
ResourceType (p. 4)
Specifies the type of resource you are tagging.
Type: String
Valid Values: Managedl nstance | Mai nt enanceW ndow | Par anet er
Required: Yes
Tags (p. 4)
One or more tags. The value parameter is required, but if you don't want the tag to have a value,
specify the parameter with no value, and we set the value to an empty string.

Type: array of Tag (p. 214) objects
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidResourceld
The resource ID is not valid. Verify that you entered the correct ID and try again.
HTTP Status Code: 400
InvalidResourceType
The resource type is not valid. If you are attempting to tag an instance, the instance must be a
registered, managed instance.
HTTP Status Code: 400
TooManyTagsError
The Tar get s parameter includes too many tags. Remove one or more tags and try the command
again.
HTTP Status Code: 400

API Version 2014-11-06
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CancelCommand

Attempts to cancel the command specified by the Command ID. There is no guarantee that the
command will be terminated and the underlying process stopped.

Request Syntax

"Commrandl d": "string",
"I nstancelds": [ "string" ]

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Commandld (p. 6)
The ID of the command you want to cancel.
Type: String
Length Constraints: Fixed length of 36.
Required: Yes

Instancelds (p. 6)

(Optional) A list of instance IDs on which you want to cancel the command. If not provided, the
command is canceled on every instance on which it was requested.

Type: array of Strings

Array Members: Minimum number of 0 items. Maximum number of 50 items.
Pattern: (i - (\W{8} | \W17})$)| ("m -\ W17} $)

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

Duplicatelnstanceld
You cannot specify an instance ID in more than one association.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidCommandld
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.
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The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.

The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.

The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.

HTTP Status Code: 400
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CreateActivation

Registers your on-premises server or virtual machine with Amazon EC2 so that you can manage these
resources using Run Command. An on-premises server or virtual machine that has been registered
with EC2 is called a managed instance. For more information about activations, see Setting Up
Managed Instances (Linux) or Setting Up Managed Instances (Windows) in the Amazon EC2 User
Guide.

Request Syntax

{
“"Defaul tI nstanceNane": "string",
“Description": "string",
"ExpirationDate": nunber,
“lamRol e": "string",
"RegistrationLimt": nunber

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

DefaultinstanceName (p. 8)
The name of the registered, managed instance as it will appear in the Amazon EC2 console or
when you use the AWS command line tools to list EC2 resources.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 256.
Pattern: N([\p{L}\p{Z\p{N} _.: /=H\-@*) $
Required: No
Description (p. 8)
A user-defined description of the resource that you want to register with Amazon EC2.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 256.
Required: No
ExpirationDate (p. 8)
The date by which this activation request should expire. The default value is 24 hours.
Type: Timestamp
Required: No
lamRole (p. 8)

The Amazon Identity and Access Management (IAM) role that you want to assign to the managed
instance.

Type: String
Length Constraints: Maximum length of 64.
Required: Yes
RegistrationLimit (p. 8)
Specify the maximum number of managed instances you want to register. The default value is 1
instance.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1000.
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Required: No

Response Syntax

"ActivationCode": "string",
"Activationld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ActivationCode (p. 9)
The code the system generates when it processes the activation. The activation code functions
like a password to validate the activation ID.

Type: String
Length Constraints: Minimum length of 20. Maximum length of 250.

Activationld (p. 9)
The ID number generated by the system when it processed the activation. The activation 1D
functions like a user name.

Type: String
Pattern: A[ 0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f] {12} $

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400
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CreateAssociation

Associates the specified SSM document with the specified instances or targets.

When you associate an SSM document with one or more instances using instance IDs or tags, the
SSM agent running on the instance processes the document and configures the instance as specified.

If you associate a document with an instance that already has an associated document, the system
throws the AssociationAlreadyExists exception.

Request Syntax

"Docunent Versi on": "string",
"I nstancel d": "string",
"Nanme": "string",
"Qut put Location": {
"S3Location": {
" Qut put S3Bucket Nane": "string",
" Qut put S3KeyPrefix": "string",
" Qut put S3Regi on": "string"
}
},
"Paraneters": {
"string" : [ "string" ]
},
"Schedul eExpression": "string",
"Targets": |
{ .
"Key": "string",
"Values": [ "string" ]

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

DocumentVersion (p. 10)

The document version you want to associate with the target(s). Can be a specific version or the
default version.

Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Instanceld (p. 10)
The instance ID.
Type: String
Pattern: (M- (\W{ 8} | \W{17})$) | ("mi -\ W17} $)
Required: No
Name (p. 10)
The name of the SSM document.
Type: String
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Pattern: "[ a- zA-Z0-9 \-.]{3,128}%
Required: Yes

OutputLocation (p. 10)
An Amazon S3 bucket where you want to store the output details of the request. For example:
"{ \"S3Location\": { \"QutputS3Region\": \"<region>\",
\ " Qut put S3Bucket Nane\": \"bucket nanme\", \"Qutput S3KeyPrefix\": \"folder
nane\" } }"

Type: InstanceAssociationOutputLocation (p. 178) object
Required: No

Parameters (p. 10)
The parameters for the documents runtime configuration.
Type: String to array of Strings map
Required: No

ScheduleExpression (p. 10)

A cron expression when the association will be applied to the target(s). Supported expressions
are every half, 1, 2, 4, 8 or 12 hour(s); every specified day and time of the week. For example:
cron(0 0/30 * 1/1 * ? *) to run every thirty minutes; cron(0 0 0/4 1/1 * ? *) to run every four hours;
and cron(0 0 10 ? * SUN *) to run every Sunday at 10 a.m.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No

Targets (p. 10)

The targets (either instances or tags) for the association. Instances are specified using
Key=instanceids,Values=<instanceid1l>,<instanceid2>. Tags are specified using Key=<tag
name>,Values=<tag value>.

Type: array of Target (p. 215) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No

Response Syntax

"Associ ati onDescription": {

"Associationld": "string",

"Date": nunber,

"Docunent Version": "string",

"I nstancel d": "string",

"Last Executi onDat e": nunber,

"Last Successf ul Executi onDate": nunber,

"Last Updat eAssoci ati onDate": number,

"Nane": "string",

"Qut put Location": {

"S3Location": {

" Qut put S3Bucket Nane": "string",
" Qut put S3KeyPrefix": "string",
" Qut put S3Regi on": "string"

}
8
"Overview': ({
"Associ ati onSt at usAggr egat edCount ":  {
"string" : nunber
H
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"Detail edStatus": "string",
"Status": "string"
H
"Paraneters": {
"string" : [ "string" ]
H
"Schedul eExpression": "string",
"Status": {
"Addi tional I nfo": "string",
"Date": nunber,
"Message": "string",
"Nanme": "string"
H
"Targets": [
{
"Key": "string",
"Values": [ "string" ]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AssociationDescription (p. 11)
Information about the association.
Type: AssociationDescription (p. 146) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

AssociationAlreadyExists
The specified association already exists.
HTTP Status Code: 400
AssociationLimitExceeded
You can have at most 2,000 active associations.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
InvalidDocumentVersion
The document version is not valid or does not exist.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.
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The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400
InvalidOutputLocation
The output location is not valid or does not exist.
HTTP Status Code: 400
InvalidParameters
You must specify values for all required parameters in the SSM document. You can only supply
values to parameters defined in the SSM document.
HTTP Status Code: 400
InvalidSchedule
The schedule is invalid. Verify your cron or rate expression and try again.
HTTP Status Code: 400
InvalidTarget
The target is not valid or does not exist. It might not be configured for EC2 Systems Manager or
you might not have permission to perform the operation.
HTTP Status Code: 400
UnsupportedPlatformType
The document does not support the platform type of the given instance ID(s). For example, you
sent an SSM document for a Windows instance to a Linux instance.
HTTP Status Code: 400
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CreateAssoclationBatch

Associates the specified SSM document with the specified instances or targets.

When you associate an SSM document with one or more instances using instance IDs or tags, the
SSM agent running on the instance processes the document and configures the instance as specified.

If you associate a document with an instance that already has an associated document, the system
throws the AssociationAlreadyExists exception.

Request Syntax

"Entries": [
{
"Docunent Version": "string",
"I nstanceld": "string",
"Name": "string",
"Qut put Location": {
"S3Location": {
" Qut put S3Bucket Name": "string",
" Qut put S3KeyPrefix": "string",
" Qut put S3Regi on": "string"
}
},
"Paraneters": {
"string" : [ "string" ]

}

chedul eExpressi on": "string",
"Targets": [
{
"Key": "string",
"Values": [ "string" ]

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Entries (p. 14)
One or more associations.

Type: array of CreateAssociationBatchRequestEntry (p. 166) objects
Array Members: Minimum number of 1 item.
Required: Yes

Response Syntax

"Failed": [
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"Entry": {
"Docunent Versi on": "string",
"I nstanceld": "string",
"Nane": "string",
"Qut put Location": {
"S3Location": {
" Qut put S3Bucket Nane": "string",
"Qut put S3KeyPrefix": "string",
"Qut put S3Regi on": "string"
}
},
"Paraneters": {
"string" : [ "string" ]

}

chedul eExpression": "string",
"Targets": [
{

"Key": "string",

"Val ues": [ "string" ]

]
}

Fault": "string",
"Message": "string"
}
]

uccessful ": [
{

"Associationld": "string",

"Date": nunber,

"Docunent Version": "string",

"I nstancel d": "string",

"Last Executi onDate": nunber,

"Last Successf ul Executi onDat e": number,

"Last Updat eAssoci ati onDat e": nunber,

"Nanme": "string",

"Qut put Location": {

"S3Location": {

" Qut put S3Bucket Nanme": "string",
" Qut put S3KeyPrefix": "string",
"Qut put S3Regi on": "string"

}
b
"Overview': {
"Associ ati onSt at usAggr egat edCount": {
"string" : nunber
},
"Detail edStatus": "string",
"Status": "string"
b

"Paraneters": {
"string" : [ "string" ]

}

chedul eExpression": "string",
"Status": {
"Addi tional Info": "string",
"Date": nunber,
"Message": "string",
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"Nane": "string"

b,
"Targets": |
{
"Key": "string",
"Val ues": [ "string" ]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Failed (p. 14)
Information about the associations that failed.
Type: array of FailedCreateAssociation (p. 175) objects
Successful (p. 14)
Information about the associations that succeeded.
Type: array of AssociationDescription (p. 146) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

AssociationLimitExceeded
You can have at most 2,000 active associations.
HTTP Status Code: 400
Duplicatelnstanceld
You cannot specify an instance ID in more than one association.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
InvalidDocumentVersion
The document version is not valid or does not exist.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.
The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
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HTTP Status Code: 400
InvalidOutputLocation
The output location is not valid or does not exist.
HTTP Status Code: 400
InvalidParameters
You must specify values for all required parameters in the SSM document. You can only supply
values to parameters defined in the SSM document.
HTTP Status Code: 400
InvalidSchedule
The schedule is invalid. Verify your cron or rate expression and try again.
HTTP Status Code: 400
InvalidTarget
The target is not valid or does not exist. It might not be configured for EC2 Systems Manager or
you might not have permission to perform the operation.
HTTP Status Code: 400
UnsupportedPlatformType
The document does not support the platform type of the given instance ID(s). For example, you
sent an SSM document for a Windows instance to a Linux instance.
HTTP Status Code: 400
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CreateDocument

Creates an SSM document.

After you create an SSM document, you can use CreateAssociation to associate it with one or more
running instances.

Request Syntax

{
"Content": "string",
"Docunent Type": "string",
"Name": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Content (p. 18)
A valid JSON string.

Type: String
Length Constraints: Minimum length of 1.
Required: Yes
DocumentType (p. 18)
The type of document to create. Valid document types include: Policy, Automation, and Command.
Type: String
Valid Values: Command | Policy | Automation
Required: No
Name (p. 18)
A name for the SSM document.
Type: String
Pattern: "[ a- zA-Z0-9 \-.]{3, 128} %
Required: Yes

Response Syntax

"Docunent Description": {
"Creat edDat e": nunber,
"Defaul tVersion": "string",
"Description": "string",
"Docunent Type": "string",
"Docunent Version": "string",
"Hash": "string",
"HashType": "string",

"Lat est Version": "string",
"Nanme": "string",

"Owner": "string",
"Paraneters": [
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{
"Defaul tVal ue": "string",
"Description": "string",
"Nane": "string",
"Type": "string"
}
I,
"Platfornmrypes": [ "string" ],
"SchemaVersi on": "string",
"Shal": "string",
"Status": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

DocumentDescription (p. 18)
Information about the SSM document.

Type: DocumentDescription (p. 169) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DocumentAlreadyExists
The specified SSM document already exists.
HTTP Status Code: 400
DocumentLimitExceeded
You can have at most 200 active SSM documents.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocumentContent
The content for the SSM document is not valid.
HTTP Status Code: 400
InvalidDocumentSchemaVersion
The version of the document schema is not supported.
HTTP Status Code: 400
MaxDocumentSizeExceeded
The size limit of an SSM document is 64 KB.
HTTP Status Code: 400
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CreateMaintenanceWindow

Creates a new Maintenance Window.

Request Syntax

"Al'l owUnassoci at edTargets": bool ean,
"Cient Token": "string",

"Cut of f": nunber,

"Duration": nunber,

"Name": "string",

"Schedul e": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

AllowUnassociatedTargets (p. 20)
Whether targets must be registered with the Maintenance Window before tasks can be defined for
those targets.

Type: Boolean
Required: Yes

ClientToken (p. 20)
User-provided idempotency token.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.
Required: No

Cutoff (p. 20)

The number of hours before the end of the Maintenance Window that Systems Manager stops
scheduling new tasks for execution.

Type: Integer
Valid Range: Minimum value of 0. Maximum value of 23.
Required: Yes

Duration (p. 20)
The duration of the Maintenance Window in hours.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 24.
Required: Yes

Name (p. 20)
The name of the Maintenance Window.

Type: String

Length Constraints: Minimum length of 3. Maximum length of 128.
Pattern: "[ a- zA-Z0-9_\-.]{3, 128} %

Required: Yes

Schedule (p. 20)
The schedule of the Maintenance Window in the form of a cron or rate expression.

Type: String

API Version 2014-11-06
20



Amazon Simple Systems
Management Service API Reference
Response Syntax

Length Constraints: Minimum length of 1. Maximum length of 256.
Required: Yes

Response Syntax

"W ndowl d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Windowld (p. 21)
The ID of the created Maintenance Window.

Type: String
Length Constraints: Fixed length of 20.
Pattern: *mw [ 0-9a-f]1 {17} $

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

IdempotentParameterMismatch
Error returned when an idempotent operation is retried and the parameters don’t match the original
call to the API with the same idempotency token.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
ResourceLimitExceededException
Error returned when the caller has exceeded the default resource limits (e.g. too many
Maintenance Windows have been created).
HTTP Status Code: 400
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DeleteActivation

Deletes an activation. You are not required to delete an activation. If you delete an activation, you can
no longer use it to register additional managed instances. Deleting an activation does not de-register
managed instances. You must manually de-register managed instances.

Request Syntax

"Activationld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Activationld (p. 22)
The ID of the activation that you want to delete.

Type: String
Pattern: ~[ 0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{12}$
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidActivation
The activation is not valid. The activation might have been deleted, or the Activationld and the
ActivationCode do not match.
HTTP Status Code: 400
InvalidActivationld
The activation ID is not valid. Verify the you entered the correct Activationld or ActivationCode and
try again.
HTTP Status Code: 400

API Version 2014-11-06
22



Amazon Simple Systems
Management Service API Reference
DeleteAssociation

DeleteAssociation

Disassociates the specified SSM document from the specified instance.

When you disassociate an SSM document from an instance, it does not change the configuration of
the instance. To change the configuration state of an instance after you disassociate a document, you
must create a new document with the desired configuration and associate it with the instance.

Request Syntax

{
"Associationld": "string",
"I nstanceld": "string",
"Name": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Associationld (p. 23)
The association ID that you want to delete.
Type: String
Pattern: [ 0-9a-f A-F] {8} -[0-9a-fA-F] {4} -[0-9a-fA-F]{4}-[0-9a-f A-F] {4} -[ 0- 9a-
fA-F] {12}
Required: No
Instanceld (p. 23)
The ID of the instance.
Type: String
Pattern: (i - (\W{8}|\W{17})$)| ("m -\ W17} $)
Required: No
Name (p. 23)
The name of the SSM document.
Type: String
Pattern: "[ a-zA-Z0-9_\-.]1{3, 128} $
Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

AssociationDoesNotEXxist
The specified association does not exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
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HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.
The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400
TooManyUpdates
There are concurrent updates for a resource that supports one update at a time.
HTTP Status Code: 400
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DeleteDocument

Deletes the SSM document and all instance associations to the document.

Before you delete the SSM document, we recommend that you use DeleteAssociation to disassociate
all instances that are associated with the document.

Request Syntax

"Nane": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Name (p. 25)
The name of the SSM document.

Type: String
Pattern: "[ a-zA-Z0-9_\-.]{3, 128} $
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

AssociatedInstances
You must disassociate an SSM document from all instances before you can delete it.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
InvalidDocumentOperation
You attempted to delete a document while it is still shared. You must stop sharing the document
before you can delete it.
HTTP Status Code: 400
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DeleteMaintenanceWindow

Deletes a Maintenance Window.

Request Syntax

"W ndowl d": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Windowld (p. 26)
The ID of the Maintenance Window to delete.

Type: String

Length Constraints: Fixed length of 20.
Pattern: *mn[ 0-9a-f] {17} $
Required: Yes

Response Syntax

"W ndowl d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Windowld (p. 26)
The ID of the deleted Maintenance Window.
Type: String
Length Constraints: Fixed length of 20.
Pattern: Amn [ 0-9a-f] {17} $

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400
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DeleteParameter

Delete a parameter from the system.

Request Syntax

"Nanme": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Name (p. 27)
The name of the parameter to delete.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: A(?! A([aA [WN [sS] | [sS][sS][mMM)) (?="[a-zA-Z0-9_.-1*%).*$
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
ParameterNotFound
The parameter could not be found. Verify the name and try again.
HTTP Status Code: 400
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DeregisterManagedInstance

Removes the server or virtual machine from the list of registered servers. You can reregister the
instance again at any time. If you don’t plan to use Run Command on the server, we suggest
uninstalling the SSM agent first.

Request Syntax

"I nstancel d": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Instanceld (p. 28)
The ID assigned to the managed instance when you registered it using the activation process.
Type: String
Pattern: *mi -[ 0-9a-f] {17} $
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400

Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.

The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.

The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.

The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.

HTTP Status Code: 400
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DeregisterTargetFromMaintenanceWindow

Removes a target from a Maintenance Window.

Request Syntax

"W ndowl d": "string",
"W ndowTar get 1 d": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Windowld (p. 29)
The ID of the Maintenance Window the target should be removed from.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *ma[ 0-9a-f] {17} $
Required: Yes
WindowTargetld (p. 29)
The ID of the target definition to remove.
Type: String
Length Constraints: Fixed length of 36.
Pattern: ~[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A- F] {4} \ -
[0-9a-fA-F] {12} $
Required: Yes

Response Syntax

"W ndow d": "string",
"W ndowTarget1d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Windowld (p. 29)
The ID of the Maintenance Window the target was removed from.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mw- [ 0-9a-f]1 {17} $
WindowTargetld (p. 29)
The ID of the removed target definition.
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Type: String

Length Constraints: Fixed length of 36.

Pattern: A[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A- F] {4} \ -
[0-9a-fA-F] {12} $

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn’t exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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DeregisterTaskFromMaintenanceWindow

Removes a task from a Maintenance Window.

Request Syntax

"W ndowl d": "string",
"W ndowTaskl d": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Windowld (p. 31)
The ID of the Maintenance Window the task should be removed from.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *ma[ 0-9a-f] {17} $
Required: Yes
WindowTaskld (p. 31)
The ID of the task to remove from the Maintenance Window.
Type: String
Length Constraints: Fixed length of 36.
Pattern: ~[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A- F] {4} \ -
[0-9a-fA-F] {12} $
Required: Yes

Response Syntax

"W ndow d": "string",
"W ndowTaskl d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Windowld (p. 31)
The ID of the Maintenance Window the task was removed from.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mw- [ 0-9a-f]1 {17} $
WindowTaskld (p. 31)
The ID of the task removed from the Maintenance Window.
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Type: String

Length Constraints: Fixed length of 36.

Pattern: A[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A- F] {4} \ -
[0-9a-fA-F] {12} $

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn’t exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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DescribeActivations

Details about the activation, including: the date and time the activation was created, the expiration
date, the IAM role assigned to the instances in the activation, and the number of instances activated by
this registration.

Request Syntax

{
"Filters": [
{
"FilterKey": "string",
"FilterValues": [ "string" ]
}
1.
"MaxResul t s": nunber,
"Next Token": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 33)
A filter to view information about your activations.

Type: array of DescribeActivationsFilter (p. 167) objects
Required: No
MaxResults (p. 33)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No
NextToken (p. 33)
A token to start the list. Use this token to get the next set of results.
Type: String
Required: No

Response Syntax

{
"ActivationList": [
{
"Activationld": "string",
"CreatedDat e": nunber,
"Defaul tl nstanceNane": "string",

"Description": "string",
"ExpirationDate": nunber,
"Expired": bool ean,
"lamRol e": "string",

API Version 2014-11-06
33



Amazon Simple Systems
Management Service API Reference
Response Elements

"Regi strationLimt": nunber,
"Regi strationsCount": number
}
]

Next Token": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ActivationList (p. 33)
A list of activations for your AWS account.

Type: array of Activation (p. 143) objects

NextToken (p. 33)
The token for the next set of items to return. Use this token to get the next set of results.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidFilter
The filter name is not valid. Verify the you entered the correct name and try again.
HTTP Status Code: 400
InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
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DescribeAssociation

Describes the associations for the specified SSM document or instance.

Request Syntax

{
"Associationld": "string",
"I nstanceld": "string",
"Nanme": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Associationld (p. 35)
The association ID for which you want information.
Type: String
Pattern: [ 0-9a-f A-F] {8}-[0-9a-fA-F] {4}-[0-9a-f A-F] {4}-[0-9a-f A-F] {4} -[ 0- 9a-
fA-F] {12}
Required: No
Instanceld (p. 35)
The instance ID.
Type: String
Pattern: (i - (\W{8} | \W{17})$)| ("m -\ W17} $)
Required: No
Name (p. 35)
The name of the SSM document.
Type: String
Pattern: [ a- zA-Z0-9 \-.]{3, 128} $
Required: No

Response Syntax

"Associ ati onDescription": {
"Associationld": "string",
"Date": nunber,
"Docunent Version": "string",
"I nstancel d": "string",
"Last Executi onDat e": nunber,
"Last Successf ul Executi onDate": nunber,
"Last Updat eAssoci ati onDat e": nunber,
"Nane": "string",
"Qut put Location": {
"S3Location": {
" Qut put S3Bucket Nanme": "string",
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" Qut put S3KeyPrefix": "string",
" Qut put S3Regi on": "string"

}
}
"Overview': ({
"Associ ati onSt at usAggr egat edCount ":  {
"string" : nunber
H
"Detail edStatus": "string",
"Status": "string"
}

"Paraneters": {
"string" : [ "string" ]

}

chedul eExpression": "string",
"Status": {
"Addi tional I nfo": "string",
"Dat e": nunber,
"Message": "string",
"Nanme": "string"
}s
"Targets": [
{
"Key": "string",
"Val ues": [ "string" ]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AssociationDescription (p. 35)
Information about the association.

Type: AssociationDescription (p. 146) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

AssociationDoesNotEXxist
The specified association does not exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.
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The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.

The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.

The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.

HTTP Status Code: 400
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DescribeAutomationExecutions

Provides details about all active and terminated Automation executions.

Request Syntax

{
"Filters": [
{
"Key": "string",
"Val ues": [ "string" ]
}
1.
"MaxResul t s": nunber,
"Next Token": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 38)
Filters used to limit the scope of executions that are requested.
Type: array of AutomationExecutionFilter (p. 153) objects
Array Members: Minimum number of 1 item. Maximum number of 10 items.
Required: No
MaxResults (p. 38)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No
NextToken (p. 38)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No

Response Syntax

{
"Aut omat i onExecuti onMet adat aLi st": [
{
" Aut omat i onExecutionld": "string",
"Aut omat i onExecutionStatus": "string",
"Docunent Nane": "string",
"Docunent Version": "string",

"Execut edBy": "string",
"Executi onEndTi ne": nunber,
"ExecutionStartTi me": nunber,
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"LogFile": "string",
"Qutputs": {

"string" : [ "string" ]
}

}
]

Next Token": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AutomationExecutionMetadatalist (p. 38)
The list of details about each automation execution which has occurred which matches the filter
specification, if any.
Type: array of AutomationExecutionMetadata (p. 154) objects
Array Members: Minimum number of 0 items. Maximum number of 50 items.

NextToken (p. 38)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
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DescribeDocument

Describes the specified SSM document.

Request Syntax

"Docunent Version": "string",
"Nanme": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

DocumentVersion (p. 40)

The document version for which you want information. Can be a specific version or the default
version.

Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Name (p. 40)
The name of the SSM document.
Type: String
Pattern: "[ a-zA-Z0-9 \-.:/]{3, 128}$
Required: Yes

Response Syntax

"Docunent": {
"CreatedDat e": nunber,
"Defaul tVersion": "string",
"Description": "string",
"Docunent Type": "string",
"Docunent Version": "string",
"Hash": "string",
"HashType": "string",
"Lat est Version": "string",
"Nane": "string",
"Owner": "string",
"Paraneters": [

{
"Defaul tVal ue": "string",
"Description": "string",
"Nane": "string",
"Type": "string"

}

]

Pl atformliypes": [ "string" ],
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"SchenmaVersi on": "string",
"Shal": "string",
"Status": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Document (p. 40)
Information about the SSM document.

Type: DocumentDescription (p. 169) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
InvalidDocumentVersion
The document version is not valid or does not exist.
HTTP Status Code: 400
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DescribeDocumentPermission

Describes the permissions for an SSM document. If you created the document, you are the owner.
If a document is shared, it can either be shared privately (by specifying a user's AWS account ID) or
publicly (All).

Request Syntax

"Name": "string",
"Perm ssionType": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Name (p. 42)
The name of the document for which you are the owner.

Type: String
Pattern: *[ a-zA-Z0-9 \-.]1{3, 128} $
Required: Yes

PermissionType (p. 42)
The permission type for the document. The permission type can be Share.

Type: String
Valid Values: Share
Required: Yes

Response Syntax

"Accountlds": [ "string" ]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Accountlds (p. 42)
The account IDs that have permission to use this document. The ID can be either an AWS account
or All.

Type: array of Strings
Array Members: Maximum number of 20 items.
Pattern: (?i)al | | [0-9] {12}

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).
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InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
InvalidPermissionType
The permission type is not supported. Share is the only supported permission type.
HTTP Status Code: 400
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DescribeEffectivelnstanceAssociations

All associations for the instance(s).

Request Syntax

{
"I nstanceld": "string",
"MaxResul t s": nunber,
"Next Token": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Instanceld (p. 44)
The instance ID for which you want to view all associations.

Type: String
Pattern: (M - (A\W{8} | \W{17})$) | ("m -\ W17} $)
Required: Yes

MaxResults (p. 44)
The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 5.
Required: No
NextToken (p. 44)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No

Response Syntax

{
"Associ ations": [
{
"Associationld": "string",
"Content": "string",
"I nstancel d": "string"
}
1
"Next Token": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
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Associations (p. 44)
The associations for the requested instance.

Type: array of InstanceAssociation (p. 177) objects
NextToken (p. 44)

The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400

Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.

The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400

InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
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DescribelnstanceAssociationsStatus

The status of the associations for the instance(s).

Request Syntax

{
"I nstanceld": "string",
"MaxResul t s": nunber,
"Next Token": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Instanceld (p. 46)
The instance IDs for which you want association status information.
Type: String
Pattern: (i - (\W{ 8} | \W17})$)| ("m -\ W17} $)
Required: Yes
MaxResults (p. 46)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No
NextToken (p. 46)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No

Response Syntax

{
"l nstanceAssoci ati onStatusl nfos": [
{
"Associationld": "string",
"Detail edStatus": "string",
"Docunent Version": "string",

"ErrorCode": "string",
"ExecutionDate": nunber,
"ExecutionSunmary": "string",
"I nstancel d": "string",
"Nanme": "string",
"Qutput Ul ™: {

"S3QutputUrl": {

"QutputUl": "string"
}
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}

tatus": "string"

}
]

Next Token": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

InstanceAssociationStatusinfos (p. 46)
Status information about the association.
Type: array of InstanceAssociationStatusinfo (p. 180) objects
NextToken (p. 46)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400

Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.

The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400

InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
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Describelnstancelnformation

Describes one or more of your instances. You can use this to get information about instances like

the operating system platform, the SSM agent version (Linux), status etc. If you specify one or more
instance IDs, it returns information for those instances. If you do not specify instance IDs, it returns
information for all your instances. If you specify an instance ID that is not valid or an instance that you
do not own, you receive an error.

Request Syntax

{
"Filters": [
{
"Key": "string",
"Val ues": [ "string" ]
}
1.
“Instancel nformationFilterList": [
{
"key": "string",
"valueSet": [ "string" ]
}
1.
"MaxResul t s": nunber,
"Next Token": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 48)
One or more filters. Use a filter to return a more specific list of instances.

Type: array of InstancelnformationStringFilter (p. 185) objects
Array Members: Minimum number of 0 items.
Required: No
InstancelnformationFilterList (p. 48)
One or more filters. Use a filter to return a more specific list of instances.
Type: array of InstancelnformationFilter (p. 184) objects
Array Members: Minimum number of 0 items.
Required: No
MaxResults (p. 48)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 5. Maximum value of 50.
Required: No
NextToken (p. 48)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
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Required: No

Response Syntax

"I nstancel nformationList": [
{

"Activationld": "string",

"Agent Versi on": "string",

"Associ ati onOvervi ew': {
"DetailedStatus": "string",
"I nst anceAssoci ati onSt at usAggr egat edCount ": {

"string" : nunber

}

}

soci ationStatus": "string",
" Conput er Nane": "string",
"lanmRol e": "string",
"I nstanceld": "string",
"l PAddress": "string",
"| sLat est Versi on": bool ean,
"Last Associ ati onExecuti onDat e": nunber,
"Last Pi ngDat eTi ne": numnber,
"Last Successf ul Associ ati onExecuti onDate": nunber,
"Nanme": "string",
"PingStatus": "string",
"PlatformNanme": "string",
"Platformlype": "string",
"Pl atf ormVersion": "string",
"Regi strationDate": number,
"Resour ceType": "string"

}
]

Next Token": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

InstancelnformationList (p. 49)
The instance information list.

Type: array of Instancelnformation (p. 182) objects

NextToken (p. 49)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
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HTTP Status Code: 400
InvalidFilterKey
The specified key is not valid.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.
The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400
InvalidinstancelnformationFilterValue
The specified filter value is not valid.
HTTP Status Code: 400
InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
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DescribeMaintenanceWindowExecutions

Lists the executions of a Maintenance Window (meaning, information about when the Maintenance
Window was scheduled to be active and information about tasks registered and run with the
Maintenance Window).

Request Syntax

{
"Filters": [
{
"Key": "string",
"Values": [ "string" ]
}
I,
"MaxResul t s": nunber,
"Next Token": "string",
"W ndow d": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 51)
Each entry in the array is a structure containing:

Key (string, 1 < length < 128)
Values (array of strings 1 < length < 256)

The supported Keys are Execut edBef or e and Execut edAf t er with the value being a date/time
string such as 2016-11-04T05:00:00Z.

Type: array of MaintenanceWindowFilter (p. 198) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No

MaxResults (p. 51)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 10. Maximum value of 100.
Required: No
NextToken (p. 51)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No
Windowld (p. 51)
The ID of the Maintenance Window whose executions should be retrieved.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *ma[ 0-9a-f] {17} $
Required: Yes
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Response Syntax

{
"Next Token": "string",
"W ndowExecutions": [
{
"EndTi ne": nunber,
"StartTi ne": nunber,
"Status": "string",
"StatusDetails": "string",
"W ndowExecutionld": "string",
"W ndowl d": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextToken (p. 52)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String
WindowExecutions (p. 52)
Information about the Maintenance Windows execution.
Type: array of MaintenanceWindowExecution (p. 193) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400
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DescribeMaintenanceWindowExecutionTasklnvocations

Retrieves the individual task executions (one per target) for a particular task executed as part of a
Maintenance Window execution.

Request Syntax

"Filters": [
{
"Key": "string",
"Values": [ "string" ]
}
1.
"MaxResul t s": nunber,
"Next Token": "string",

"Taskl d": "string",
"W ndowExecutionld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 53)
Optional filters used to scope down the returned task invocations. The supported filter key is
STATUS with the corresponding values PENDING, IN_PROGRESS, SUCCESS, FAILED,
TIMED_OUT, CANCELLING, and CANCELLED.

Type: array of MaintenanceWindowFilter (p. 198) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No

MaxResults (p. 53)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 10. Maximum value of 100.
Required: No
NextToken (p. 53)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No
Taskld (p. 53)
The ID of the specific task in the Maintenance Window task that should be retrieved.
Type: String
Length Constraints: Fixed length of 36.
Pattern: A[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A- F] {4} \ -
[0-9a-fA-F] {12} $
Required: Yes
WindowExecutionld (p. 53)
The ID of the Maintenance Window execution the task is part of.
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Type: String
Length Constraints: Fixed length of 36.

Pattern: A[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A- F] {4} \ -
[0-9a-fA-F] {12} $
Required: Yes

Response Syntax

{
"Next Token": "string",
"W ndowExecut i onTaskl nvocationl dentities": [
{
"EndTi ne": nunber,
"Executionld": "string",
"I nvocationld": "string",
"Omner | nformation": "string",
"Paraneters": "string",
"StartTine": nunber,
"Status": "string",
"StatusDetails": "string",
"TaskExecutionld": "string",
"W ndowExecutionld": "string",
"W ndowTarget | d": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextToken (p. 54)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String
WindowExecutionTasklnvocationldentities (p. 54)
Information about the task invocation results per invocation.
Type: array of MaintenanceWindowExecutionTaskInvocationldentity (p. 196) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn't exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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DescribeMaintenanceWindowExecutionTasks

For a given Maintenance Window execution, lists the tasks that were executed.

Request Syntax

{
"Filters": [
{
"Key": "string",
"Values": [ "string" ]
}
I
"MaxResul t s": nunber,
"Next Token": "string",
"W ndowExecutionld": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 55)

Optional filters used to scope down the returned tasks. The supported filter key is STATUS
with the corresponding values PENDING, IN_PROGRESS, SUCCESS, FAILED, TIMED_OUT,
CANCELLING, and CANCELLED.

Type: array of MaintenanceWindowFilter (p. 198) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No

MaxResults (p. 55)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 10. Maximum value of 100.
Required: No
NextToken (p. 55)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No
WindowExecutionld (p. 55)
The ID of the Maintenance Window execution whose task executions should be retrieved.
Type: String
Length Constraints: Fixed length of 36.
Pattern: ~[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-fA-F] {4}\-[0-9a-fA-F] {4}\-
[0-9a-fA-F] {12} $
Required: Yes
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Response Syntax

"Next Token": "string",
"W ndowExecuti onTaskl dentities": [
{

"EndTi ne": nunber,
"StartTi ne": nunber,
"Status": "string",
"StatusDetails": "string",
"TaskArn": "string",
"TaskExecutionld": "string",
"TaskType": "string",
"W ndowExecutionld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextToken (p. 56)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String
WindowExecutionTaskldentities (p. 56)
Information about the task executions.
Type: array of MaintenanceWindowExecutionTaskldentity (p. 194) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn't exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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DescribeMaintenanceWindows

Retrieves the Maintenance Windows in an AWS account.

Request Syntax

{
"Filters": [
{
n Keyn: "Stri ng",
"Val ues": [ "string" ]
}
1.
"MaxResul t s": nunber,
"Next Token": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 57)
Optional filters used to narrow down the scope of the returned Maintenance Windows. Supported
filter keys are Nane and Enabl ed.

Type: array of MaintenanceWindowFilter (p. 198) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No

MaxResults (p. 57)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 10. Maximum value of 100.
Required: No
NextToken (p. 57)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No

Response Syntax

"Next Token": "string",
"W ndow dentities": [
{

"Cutof f": nunber,
"Duration": nunber,
"Enabl ed": bool ean,
"Name": "string",
"W ndow d": "string"
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextToken (p. 57)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String
Windowldentities (p. 57)
Information about the Maintenance Windows.
Type: array of MaintenanceWindowldentity (p. 199) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400
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DescribeMaintenanceWindowTargets

Lists the targets registered with the Maintenance Window.

Request Syntax

{
"Filters": [
{
"Key": "string",
"Val ues": [ "string" ]
}
1,
"MaxResul t s": nunber,
"Next Token": "string",
"W ndowl d": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 59)
Optional filters that can be used to narrow down the scope of the returned window targets. The
supported filter keys are Type, W ndowTar get | d and Oaner | nf or nat i on.

Type: array of MaintenanceWindowFilter (p. 198) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No

MaxResults (p. 59)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 10. Maximum value of 100.
Required: No
NextToken (p. 59)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No
Windowld (p. 59)
The ID of the Maintenance Window whose targets should be retrieved.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mw [ 0-9a-f]1 {17} $
Required: Yes

Response Syntax

q
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"Next Token": "string",

"Targets": |
{
"Omner | nformation": "string",
"ResourceType": "string",
"Targets": |
{

"Key": "string",
"Val ues": [ "string" ]
}
1
"W ndow d": "string",
"W ndowTarget | d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextToken (p. 59)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String
Targets (p. 59)
Information about the targets in the Maintenance Window.
Type: array of MaintenanceWindowTarget (p. 200) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn't exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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DescribeMaintenanceWindowTasks

Lists the tasks in a Maintenance Window.

Request Syntax

{
"Filters": [
{
"Key": "string",
"Val ues": [ "string" ]
}
1,
"MaxResul t s": nunber,
"Next Token": "string",
"W ndowl d": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 61)
Optional filters used to narrow down the scope of the returned tasks. The supported filter keys are
W ndowTaskl d, TaskArn, Priority, and TaskType.

Type: array of MaintenanceWindowFilter (p. 198) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No

MaxResults (p. 61)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 10. Maximum value of 100.
Required: No
NextToken (p. 61)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No
Windowld (p. 61)
The ID of the Maintenance Window whose tasks should be retrieved.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mw [ 0-9a-f]1 {17} $
Required: Yes

Response Syntax

q
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"Next Token": "string",
"Tasks": [
{
"Loggi ngl nfo": {
"S3Bucket Nane": "string",
"S3KeyPrefix": "string",
"S3Region": "string"

},
"MaxConcurrency": "string",
"MaxErrors": "string",
"Priority": number,
"ServiceRol eArn": "string",
"Targets": |
{
"Key": "string",
"Values": [ "string" ]
}
1.
"TaskArn": "string",
"TaskParaneters": {
"string" : {
"Val ues": [ "string" ]
}
}

ype": "string",
"W ndow d": "string",
"W ndowTaskl d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextToken (p. 61)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String
Tasks (p. 61)
Information about the tasks in the Maintenance Window.
Type: array of MaintenanceWindowTask (p. 201) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn't exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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DescribeParameters

Get information about a parameter.

Request Syntax

{
"Filters": [
{
"Key": "string",
"Values": [ "string" ]
}
1.
"MaxResul t s": nunber,
"Next Token": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 63)
One or more filters. Use a filter to return a more specific list of results.

Type: array of ParametersFilter (p. 208) objects
Required: No
MaxResults (p. 63)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No
NextToken (p. 63)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No

Response Syntax

{
"Next Token": "string",
"Paraneters": |
{
"Description": "string",
"Keyld": "string",
"Last Mbdi fi edDat e": nunber,
"Last Mbdi fi edUser": "string",
"Nanme": "string",
"Type": "string"
}
]
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‘ }

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextToken (p. 63)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String
Parameters (p. 63)
Parameters returned by the request.
Type: array of ParameterMetadata (p. 207) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidFilterValue
The filter value is not valid. Verify the value and try again.
HTTP Status Code: 400
InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400

API Version 2014-11-06
64



Amazon Simple Systems
Management Service API Reference
GetAutomationExecution

GetAutomationExecution

Get detailed information about a particular Automation execution.

Request Syntax

"Aut omat i onExecutionld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

AutomationExecutionld (p. 65)
The unique identifier for an existing automation execution to examine. The execution ID is returned
by St ar t Aut omat i onExecut i on when the execution of an Automation document is initiated.

Type: String
Length Constraints: Fixed length of 36.
Required: Yes

Response Syntax

{
"Aut omat i onExecution": {
"Aut onat i onExecutionld": "string",
" Aut onat i onExecutionStatus": "string",
"Docunent Nane": "string",
"Docunent Version": "string",

"Executi onEndTi ne": nunber,
"ExecutionStartTi ne": nunber,
"Fai l ureMessage": "string",
"Qut puts": {

"string" : [ "string" ]
I
"Paraneters": {

"string" : [ "string" ]

}

t epExecutions": [
{
"Action": "string",
"Executi onEndTi ne": nunber,
"ExecutionStartTi ne": nunber,

"Fai l ureMessage": "string",
"I nputs": {

"string" : "string"
}
"Qutputs": {

"string" : [ "string" ]
I
"Response": "string",
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"ResponseCode": "string",
"StepNane": "string",
"StepStatus": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
AutomationExecution (p. 65)
Detailed information about the current state of an automation execution.
Type: AutomationExecution (p. 151) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

AutomationExecutionNotFoundException
There is no automation execution information for the requested automation execution ID.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400
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GetCommandlnvocation

Returns detailed information about command execution for an invocation or plugin.

Request Syntax

{
"Conmmandl d": "string",
"I nstanceld": "string",
"Pl ugi nNane": "string"
}

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Commandld (p. 67)
(Required) The parent command ID of the invocation plugin.
Type: String
Length Constraints: Fixed length of 36.
Required: Yes
Instanceld (p. 67)

(Required) The ID of the managed instance targeted by the command. A managed instance can
be an Amazon EC2 instance or an instance in your hybrid environment that is configured for
Systems Manager.

Type: String
Pattern: (M - (A\W{8} | \W{17})$) | ("mi -\ W17} $)
Required: Yes

PluginName (p. 67)

(Optional) The name of the plugin for which you want detailed results. If the SSM document
contains only one plugin, the name can be omitted and the details will be returned.

Type: String
Length Constraints: Minimum length of 4.
Required: No

Response Syntax

"Conmmandl d": "string",

"Comment": "string",

"Docunent Narme": "string",

"Executi onEl apsedTi ne": "string",
"Executi onEndDat eTi ne": "string",
"ExecutionStartDateTime": "string",
"I nstancel d": "string",

"Plugi nNane": "string",
"ResponseCode": nunber,

" St andar dError Content": "string",
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"StandardErrorUl": "string",

" St andar dQut put Content": "string",
"StandardCQut put Url": "string",
"Status": "string",
"StatusDetails": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Commandld (p. 67)
The parent command ID of the invocation plugin.
Type: String
Length Constraints: Fixed length of 36.

Comment (p. 67)
The comment text for the command.
Type: String
Length Constraints: Maximum length of 100.

DocumentName (p. 67)
The name of the SSM document that was executed. For example, AWS-RunShellScript is an SSM
document.
Type: String
Pattern: *[ a-zA-Z0-9 \-.]{3, 128} $

ExecutionElapsedTime (p. 67)
Duration since Execut i onSt art Dat eTi ne.
Type: String
Pattern: A([\ -] 2\ d{4} (?!'\d{2}\ b)) ((-?)((O[1-9]|1[0-2])(\3([12]\d|O[1-9]|
3[01]))?I| WI[O0-4]\d|5[0-2])(-?[1-7])?] (00[1-9]|0O[1-9]\d|[12]\d{2}]
3([0-5]\d|6[1-6])))([T\s]((([02]\d|2[0-3])((:?)[0-5]\d)?|24\:7?00)
([N, 1Nd(?:))?2)2(\N17[0-5]\d([\.,1\d)?)?([zZ] | ([\-1)([01]\d]|2[0-3]):?
([0-5]1\d)?)?)?)?%$

ExecutionEndDateTime (p. 67)
The date and time the plugin was finished executing. Date and time are written in ISO 8601 format.
For example, August 28, 2016 is represented as 2016-08-28. If the plugin has not started to
execute, the string is empty.
Type: String
Pattern: ~([\ -] 2\ d{4} (?2!\d{2}\ b)) ((-?)((O[1-9]|2[0-2])(\3([212]\d|O[1-9]]|
3[01]))?] W[O0-4]\d|5[0-2])(-?[1-7]1)?] (00[1-9]|0[1-9]\d]|[12]\d{2}]
3([0-5]\d| 6[1-6]))) ([ T\s]((([01]\d]2[0-3])((:?)[0-5]\d)?|24\:?00)
([N, 1Nd(?2:))?2)2(\N17[0-5]\d([\.,1\d)?)?([zZ] | ([\-1)([01]\d]2[0-3]):?
([0-5]\d)?)?)?)?%

ExecutionStartDateTime (p. 67)
The date and time the plugin started executing. Date and time are written in ISO 8601 format. For
example, August 28, 2016 is represented as 2016-08-28. If the plugin has not started to execute,
the string is empty.
Type: String
Pattern: A([\ -] 2\ d{4} (?!'\d{2}\ b)) ((-?)((O[1-9]|1[0-2])(\3([12]\d|O[1-9]]|
3[01]))?| W[O0-4]\d|5[0-2])(-?[1-7])?] (00[1-9]|0[1-9]\d|[12]\d{2}]
3([0-5]\d|6[1-6])))([T\s]((([01]\d]2[0-3])((:?)[0-5]\d)?|24\:?00)
([N, 1Nd(?:))?2)2(\N17[0-5]\d([\.,1\d)?)?([zZ] | ([\-1)([01]\d]|2[0-3]):7?
([0-5]1\d)?)?)?)?%
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Instanceld (p. 67)
The ID of the managed instance targeted by the command. A managed instance can be an
Amazon EC2 instance or an instance in your hybrid environment that is configured for Systems
Manager.
Type: String
Pattern: (i - (\W{8} | \W{17})$)| ("m -\ W17} $)

PluginName (p. 67)
The name of the plugin for which you want detailed results. For example, aws:RunShellScript is a
plugin.
Type: String
Length Constraints: Minimum length of 4.

ResponseCode (p. 67)
The error level response code for the plugin script. If the response code is - 1, then the command
has not started executing on the instance, or it was not received by the instance.
Type: Integer

StandardErrorContent (p. 67)
The first 8,000 characters written by the plugin to stderr. If the command has not finished
executing, then this string is empty.
Type: String
Length Constraints: Maximum length of 8000.

StandardErrorUrl (p. 67)
The URL for the complete text written by the plugin to stderr. If the command has not finished
executing, then this string is empty.
Type: String

StandardOutputContent (p. 67)
The first 24,000 characters written by the plugin to stdout. If the command has not finished
executing, if Execut i onSt at us is neither Succeeded nor Fai | ed, then this string is empty.
Type: String
Length Constraints: Maximum length of 24000.

StandardOutputUrl (p. 67)
The URL for the complete text written by the plugin to stdout in Amazon S3. If an Amazon S3
bucket was not specified, then this string is empty.
Type: String

Status (p. 67)
The status of the parent command for this invocation. This status can be different than
StatusDetai | s.
Type: String
Valid Values: Pending | InProgress | Delayed | Success | Cancelled | TimedQut
| Failed | Cancelling

StatusDetails (p. 67)
A detailed status of the command execution for an invocation. St at usDet ai | s includes more
information than St at us because it includes states resulting from error and concurrency control
parameters. St at usDet ai | s can show different results than St at us. For more information
about these statuses, see Monitor Commands (Linux) or Monitor Commands (Windows).
St at usDet ai | s can be one of the following values:

¢ Pending — The command has not been sent to the instance.
¢ In Progress — The command has been sent to the instance but has not reached a terminal state.

¢ Delayed — The system attempted to send the command to the target, but the target was not
available. The instance might not be available because of network issues, the instance was
stopped, etc. The system will try to deliver the command again.

¢ Success — The command or plugin was executed successfully. This is a terminal state.
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 Delivery Timed Out — The command was not delivered to the instance before the delivery
timeout expired. Delivery timeouts do not count against the parent command’s MaxEr r or s limit,
but they do contribute to whether the parent command status is Success or | nconpl et e. This
is a terminal state.

« Execution Timed Out — The command started to execute on the instance, but the execution was
not complete before the timeout expired. Execution timeouts count against the MaxEr r or s limit
of the parent command. This is a terminal state.

 Failed — The command wasn't executed successfully on the instance. For a plugin, this indicates
that the result code was not zero. For a command invocation, this indicates that the result code
for one or more plugins was not zero. Invocation failures count against the MaxEr r or s limit of
the parent command. This is a terminal state.

¢ Canceled — The command was terminated before it was completed. This is a terminal state.

» Undeliverable — The command can't be delivered to the instance. The instance might not exist or
might not be responding. Undeliverable invocations don't count against the parent command’s
MaxEr r or s limit and don't contribute to whether the parent command status is Success or
I nconpl et e. This is a terminal state.

« Terminated — The parent command exceeded its MaxEr r or s limit and subsequent command
invocations were canceled by the system. This is a terminal state.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 100.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidCommandld
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.
The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400
InvalidPluginName
The plugin name is not valid.
HTTP Status Code: 400
InvocationDoesNotExist
The command ID and instance ID you specified did not match any invocations. Verify the
command ID adn the instance ID and try again.
HTTP Status Code: 400
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GetDocument

Gets the contents of the specified SSM document.

Request Syntax

"Docunent Versi on": "string",
"Name": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

DocumentVersion (p. 71)
The document version for which you want information.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Name (p. 71)
The name of the SSM document.
Type: String
Pattern: *[ a- zA-Z0-9_\-.:/]{3,128}%
Required: Yes

Response Syntax

{
"Content": "string",
"Docunent Type": "string",
"Docunent Versi on": "string",
"Nanme": "string"

}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Content (p. 71)

The contents of the SSM document.

Type: String

Length Constraints: Minimum length of 1.
DocumentType (p. 71)

The document type.

Type: String

Valid Values: Command | Policy | Automation
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DocumentVersion (p. 71)
The document version.

Type: String

Pattern: ([ $] LATEST| [ $] DEFAULT]| ~[ 1- 9] [ 0- 9] *$)
Name (p. 71)

The name of the SSM document.

Type: String

Pattern: "[ a- zA-Z0-9_\-.:/]1{3, 128} $

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
InvalidDocumentVersion
The document version is not valid or does not exist.
HTTP Status Code: 400

API Version 2014-11-06
72



Amazon Simple Systems
Management Service APl Reference
Getlnventory

Getlnventory

Query inventory information.

Request Syntax

{
"Filters": [
{
"Key": "string",
"Type": "string",
"Values": [ "string" ]
}
I,
"MaxResul t s": nunber,
"Next Token": "string",
"Result Attributes": [
{
"TypeNanme": "string"
}
]
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Filters (p. 73)
One or more filters. Use a filter to return a more specific list of results.
Type: array of InventoryFilter (p. 186) objects
Array Members: Minimum number of 1 item. Maximum number of 5 items.
Required: No

MaxResults (p. 73)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No
NextToken (p. 73)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No
ResultAttributes (p. 73)
The list of inventory item types to return.
Type: array of ResultAttribute (p. 209) objects
Array Members: Fixed number of 1 item.
Required: No
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Response Syntax

{
"Entities": [
{
"Data": {
"string" : {
"CaptureTinme": "string",
“Content": [
{
"string" : "string"
}
1.
"Cont ent Hash": "string",
"SchemaVersion": "string",
"TypeNane": "string"
}
I
"Id": "string"
}
1.
"Next Token": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Entities (p. 74)
Collection of inventory entities such as a collection of instance inventory.
Type: array of InventoryResultEntity (p. 190) objects
NextToken (p. 74)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400
InvalidFilter
The filter name is not valid. Verify the you entered the correct name and try again.
HTTP Status Code: 400
InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
InvalidResultAttributeException
The specified inventory item result attribute is not valid.
HTTP Status Code: 400
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InvalidTypeNameException
The parameter type name is not valid.

HTTP Status Code: 400
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GetlnventorySchema

Return a list of inventory type names for the account, or return a list of attribute names for a specific
Inventory item type.

Request Syntax

{
"MaxResul ts": nunber,
"Next Token": "string",
"TypeNane": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

MaxResults (p. 76)
The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 50. Maximum value of 200.
Required: No
NextToken (p. 76)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No
TypeName (p. 76)
The type of inventory item to return.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 100.
Required: No

Response Syntax

{
"Next Token": "string",
"Schemas": |
{
"Attributes": [
{
"Dat aType": "string",
"Nanme": "string"
}
1,
"TypeNanme": "string",
"Version": "string"
}
]
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‘ }

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextToken (p. 76)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String
Schemas (p. 76)
Inventory schemas returned by the request.
Type: array of InventoryltemSchema (p. 189) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
InvalidTypeNameException
The parameter type name is not valid.
HTTP Status Code: 400
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GetMaintenanceWindow

Retrieves a Maintenance Window.

Request Syntax

"W ndowl d": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Windowld (p. 78)
The ID of the desired Maintenance Window.

Type: String

Length Constraints: Fixed length of 20.
Pattern: *mn [ 0-9a-f] {17} $
Required: Yes

Response Syntax

"Al'l owdnassoci at edTarget s": bool ean,
"CreatedDat e": nunber,

"Cut of f": nunber,

"Duration": nunber,

"Enabl ed": bool ean,

"Mbdi fi edDat e": nunber,

"Name": "string",

"Schedul e": "string",

"W ndowl d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AllowUnassociatedTargets (p. 78)

Whether targets must be registered with the Maintenance Window before tasks can be defined for
those targets.

Type: Boolean

CreatedDate (p. 78)
The date the Maintenance Window was created.
Type: Timestamp

Cutoff (p. 78)

The number of hours before the end of the Maintenance Window that Systems Manager stops
scheduling new tasks for execution.
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Type: Integer
Valid Range: Minimum value of 0. Maximum value of 23.
Duration (p. 78)
The duration of the Maintenance Window in hours.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 24.
Enabled (p. 78)
Whether the Maintenance Windows is enabled.
Type: Boolean
ModifiedDate (p. 78)
The date the Maintenance Window was last modified.
Type: Timestamp
Name (p. 78)
The name of the Maintenance Window.
Type: String
Length Constraints: Minimum length of 3. Maximum length of 128.
Pattern: "[ a-zA-Z0-9_\-.]{3, 128} $
Schedule (p. 78)
The schedule of the Maintenance Window in the form of a cron or rate expression.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Windowld (p. 78)
The ID of the created Maintenance Window.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mn [ 0-9a-f] {17} $

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn't exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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GetMaintenanceWindowExecution

Retrieves details about a specific task executed as part of a Maintenance Window execution.

Request Syntax

"W ndowExecutionld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

WindowExecutionld (p. 80)
The ID of the Maintenance Window execution that includes the task.

Type: String
Length Constraints: Fixed length of 36.

Pattern: A[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A- F] {4} \ -
[0-9a-fA-F] {12} $
Required: Yes

Response Syntax

{
"EndTi ne": nunber,
"StartTinme": nunber,
"Status": "string",
"StatusDetails": "string",
"Tasklds": [ "string" ],
"W ndowExecutionld": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

EndTime (p. 80)
The time the Maintenance Window finished executing.
Type: Timestamp

StartTime (p. 80)
The time the Maintenance Window started executing.
Type: Timestamp

Status (p. 80)
The status of the Maintenance Window execution.
Type: String
Valid Values: PENDI NG | | N_PROGRESS | SUCCESS | FAILED | TIMED_OUT |
CANCELLI NG | CANCELLED | SKI PPED_OVERLAPPI NG

API Version 2014-11-06
80



Amazon Simple Systems
Management Service API Reference
Errors

StatusDetails (p. 80)
The details explaining the Status. Only available for certain status values.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 250.
Tasklds (p. 80)
The ID of the task executions from the Maintenance Window execution.
Type: array of Strings
Length Constraints: Fixed length of 36.
Pattern: A[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A- F] {4} \ -
[0-9a-fA-F] {12} $
WindowExecutionld (p. 80)
The ID of the Maintenance Window execution.
Type: String
Length Constraints: Fixed length of 36.
Pattern: *[ 0-9a-f A-F] {8}\-[0-9a-fA-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\ -
[0-9a-fA-F] {12} %

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn't exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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GetMaintenanceWindowExecutionTask

Retrieves the details about a specific task executed as part of a Maintenance Window execution.

Request Syntax

"Taskld": "string",
"W ndowExecutionld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Taskld (p. 82)
The ID of the specific task execution in the Maintenance Window task that should be retrieved.

Type: String

Length Constraints: Fixed length of 36.

Pattern: ~[ 0-9a-f A- F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A- F] {4} \ -
[0-9a-fA-F] {12} %

Required: Yes

WindowExecutionld (p. 82)
The ID of the Maintenance Window execution that includes the task.
Type: String
Length Constraints: Fixed length of 36.
Pattern: ~[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\ -
[0-9a-fA-F] {12} %
Required: Yes

Response Syntax

"EndTi ne": nunber,
"MaxConcurrency": "string",
"MaxErrors": "string",
"Priority": nunber,
"ServiceRole": "string",
"StartTine": nunber,
"Status": "string",
"StatusDetails": "string",
"TaskArn": "string",
"TaskExecutionld": "string",
"TaskParaneters": [
{
"string" : {
"Val ues": [ "string" ]
}
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"Type": "string",
"W ndowExecutionld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

EndTime (p. 82)
The time the task execution completed.
Type: Timestamp
MaxConcurrency (p. 82)
The defined maximum number of task executions that could be run in parallel.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: ~[ 1- 9]\ d*$| [0-9] [%4 | [1-9][0-9][%4 | [1][O][O] [%4|[0-9]?
MaxErrors (p. 82)

The defined maximum number of task execution errors allowed before scheduling of the task
execution would have been stopped.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: [ 1- 9]\ d*$| [0-9] [ [1-9] [0-9] [ [ [1][0] [O] [%4|[0-9]7
Priority (p. 82)
The priority of the task.
Type: Integer
Valid Range: Minimum value of 0.
ServiceRole (p. 82)
The role that was assumed when executing the task.
Type: String
StartTime (p. 82)
The time the task execution started.
Type: Timestamp
Status (p. 82)
The status of the task.
Type: String
Valid Values: PENDI NG | | N_PROGRESS | SUCCESS | FAILED | TIMED_OUT |
CANCELLI NG | CANCELLED | SKI PPED_OVERLAPPI NG
StatusDetails (p. 82)
The details explaining the Status. Only available for certain status values.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 250.
TaskArn (p. 82)
The ARN of the executed task.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1600.
TaskExecutionld (p. 82)
The ID of the specific task execution in the Maintenance Window task that was retrieved.
Type: String
Length Constraints: Fixed length of 36.
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Pattern: *[ 0-9a-f A-F] {8}\-[0-9a-fA-F] {4}\-[0-9a-fA-F] {4}\-[0-9a-f A-F] {4}\ -
[0-9a-fA-F] {12} $
TaskParameters (p. 82)
The parameters passed to the task when it was executed. The map has the following format:
Key: string, 1 < length < 255
Value: an array of strings where each string 1 < length < 255
Type: array of String to MaintenanceWindowTaskParameterValueExpression (p. 203) object
maps
Type (p. 82)
The type of task executed.
Type: String
Valid Values: RUN_COMVAND
WindowExecutionld (p. 82)
The ID of the Maintenance Window execution that includes the task.
Type: String
Length Constraints: Fixed length of 36.
Pattern: ~[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-fA-F] {4}\-[0-9a-fA-F] {4}\-
[0-9a-fTA-F] {12} %

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn't exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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GetParameterHistory

Query a list of all parameters used by the AWS account.

Request Syntax

{
"MaxResul t s": nunber,
"Name": "string",
"Next Token": "string",
"Wt hDecryption": bool ean
}

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

MaxResults (p. 85)
The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No
Name (p. 85)
The name of a parameter you want to query.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: ~(?! M([aAl [WN [sS] | [sS][sS][mMM)) (?="[a-zA-Z0-9_.-]*$).*$
Required: Yes
NextToken (p. 85)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No
WithDecryption (p. 85)

Return decrypted values for secure string parameters. This flag is ignored for String and StringList
parameter types.

Type: Boolean
Required: No

Response Syntax

"Next Token": "string",
"Paraneters": |
{
"Description": "string",
"Keyld": "string",
"Last Mbdi fi edDat e": nunber,
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"Last Mbdi fi edUser": "string",
"Nanme": "string",
"Type": "string",
"Val ue": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextToken (p. 85)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String
Parameters (p. 85)
A list of parameters returned by the request.
Type: array of ParameterHistory (p. 206) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
ParameterNotFound
The parameter could not be found. Verify the name and try again.
HTTP Status Code: 400
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GetParameters

Get a list of parameters used by the AWS account.>

Request Syntax

"Nanes": [ "string" ],
"W thDecryption": bool ean

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Names (p. 87)
Names of the parameters for which you want to query information.
Type: array of Strings
Array Members: Minimum number of 1 item. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: ~(?2! M([aAl [WN [sS] | [sS][sS][MM)) (?="[a-zA-Z0-9_.-]*$).*$
Required: Yes
WithDecryption (p. 87)

Return decrypted secure string value. Return decrypted values for secure string parameters. This
flag is ignored for String and StringList parameter types.

Type: Boolean
Required: No

Response Syntax

{
"I nval i dParaneters": [ "string" 1],
"Paraneters": [
{
"Nane": "string",
"Type": "string",
"Val ue": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

InvalidParameters (p. 87)
A list of parameters that are not formatted correctly or do not run when executed.
Type: array of Strings
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Array Members: Minimum number of 1 item. Maximum number of 10 items.

Length Constraints: Minimum length of 1. Maximum length of 1024.

Pattern: ~(?2! M([aAl [WN [sS] | [sS][sS][mMM)) (?="[a-zA-Z0-9_.-]*$).*$
Parameters (p. 87)

A list of parameters used by the AWS account.

Type: array of Parameter (p. 205) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400
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ListAssociations

Lists the associations for the specified SSM document or instance.

Request Syntax

{
"AssociationFilterList": [
{
"key": "string",
"val ue": "string"
}
1.
"MaxResul t s": nunber,
"Next Token": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

AssociationFilterList (p. 89)
One or more filters. Use a filter to return a more specific list of results.

Type: array of AssociationFilter (p. 148) objects
Array Members: Minimum number of 1 item.
Required: No

MaxResults (p. 89)

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No
NextToken (p. 89)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No

Response Syntax

{
"Associ ations": [
{
"Associationld": "string",
"Docunent Version": "string",
"I nstancel d": "string",

"Last Executi onDate": nunber,
"Nanme": "string",
"Overview': ({
"Associ ati onSt at usAggr egat edCount": {
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"string" : nunber
}s
"DetailedStatus": "string",
"Status": "string"
b
"Schedul eExpression": "string",
"Targets": |
{
"Key": "string",
"Val ues": [ "string" ]
}

}
]

Next Token": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Associations (p. 89)
The associations.

Type: array of Association (p. 145) objects

NextToken (p. 89)

The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
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ListCommandlnvocations

An invocation is copy of a command sent to a specific instance. A command can apply to one or
more instances. A command invocation applies to one instance. For example, if a user executes
SendCommand against three instances, then a command invocation is created for each requested
instance ID. ListCommandInvocations provide status about command execution.

Request Syntax

{
"Commandl d": "string",
"Detail s": bool ean,
"Filters": [
{
"key": "string",
"val ue": "string"
}
I,
"I nstanceld": "string",
"MaxResul t s": nunber,
"Next Token": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Commandld (p. 91)
(Optional) The invocations for a specific command ID.
Type: String
Length Constraints: Fixed length of 36.
Required: No
Details (p. 91)

(Optional) If set this returns the response of the command executions and any command output.
By default this is set to False.

Type: Boolean
Required: No
Filters (p. 91)
(Optional) One or more filters. Use a filter to return a more specific list of results.
Type: array of CommandFilter (p. 159) objects
Array Members: Minimum number of 1 item. Maximum number of 3 items.
Required: No
Instanceld (p. 91)
(Optional) The command execution details for a specific instance ID.
Type: String
Pattern: (M - (\W{8} | \W{17})$) | ("mi -\ W17} $)
Required: No
MaxResults (p. 91)

(Optional) The maximum number of items to return for this call. The call also returns a token that
you can specify in a subsequent call to get the next set of results.
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Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No

NextToken (p. 91)

(Optional) The token for the next set of items to return. (You received this token from a previous
call))

Type: String
Required: No

Response Syntax

" Commandl nvocati ons": [
{
" Conmmandl d": "string",
" CommandPl ugi ns": [
{

"Nane": "string",
"Qutput": "string",
" Qut put S3Bucket Nane": "string",
" Qut put S3KeyPrefix": "string",
" Qut put S3Regi on": "string",
"ResponseCode": nunber,
"ResponseFi ni shDat eTi ne": nunber,
"ResponseSt art Dat eTi ne": nunber,
"StandardErrorUl": "string",
"StandardCQut put Url": "string",
"Status": "string",
"StatusDetails": "string"

}
1

"Comment": "string",

"Docunent Nane": "string",

"I nstanceld": "string",

"I nstanceNane": "string",

"NotificationConfig": {
"NotificationArn": "string",
"NotificationEvents": [ "string" ],
"NotificationType": "string"

},

"Request edDat eTi ne": nunber,
"ServiceRol e": "string",
"StandardErrorUl": "string",
"StandardCQut put Url": "string",
"Status": "string",
"StatusDetails": "string",
"TraceQutput": "string"

}

1.
Next Token": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

CommandInvocations (p. 92)
(Optional) A list of all invocations.

Type: array of CommandInvocation (p. 160) objects
NextToken (p. 92)

(Optional) The token for the next set of items to return. (You received this token from a previous
call))

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.

HTTP Status Code: 400
InvalidCommandld
HTTP Status Code: 400
InvalidFilterKey
The specified key is not valid.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.

The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400

InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400

API Version 2014-11-06
93



Amazon Simple Systems
Management Service APl Reference
ListCommands

ListCommands

Lists the commands requested by users of the AWS account.

Request Syntax

{
"Commandl d": "string",
"Filters": [
{
"key": "string",
"val ue": "string"
}
1,
"I nstanceld": "string",
"MaxResul t s": nunber,
"Next Token": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Commandld (p. 94)
(Optional) If provided, lists only the specified command.
Type: String
Length Constraints: Fixed length of 36.
Required: No
Filters (p. 94)
(Optional) One or more filters. Use a filter to return a more specific list of results.
Type: array of CommandFilter (p. 159) objects
Array Members: Minimum number of 1 item. Maximum number of 3 items.
Required: No
Instanceld (p. 94)
(Optional) Lists commands issued against this instance ID.
Type: String
Pattern: (M - (\W{8} | \W{17})$) | ("m -\ W17} $)
Required: No
MaxResults (p. 94)

(Optional) The maximum number of items to return for this call. The call also returns a token that
you can specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No

NextToken (p. 94)

(Optional) The token for the next set of items to return. (You received this token from a previous
call.)

Type: String
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Required: No

Response Syntax

"Commands": [
{
"Commandl d": "string",
"Comment": "string",
"Conpl et edCount": nunber,
"Docunent Nanme": "string",
"ErrorCount": number,
"ExpiresAfter": nunber,
"I nstancelds": [ "string" 1,
"MaxConcurrency": "string",
"MaxErrors": "string",
"NotificationConfig": {
"NotificationArn": "string",
"NotificationEvents": [ "string" ],
"NotificationType": "string"
b
" Qut put S3Bucket Nane": "string",
" Qut put S3KeyPrefix": "string",
"Qut put S3Regi on": "string",
"Paraneters": {
"string" : [ "string" ]

}

Request edDat eTi ne": nunber,
"ServiceRol e": "string",
"Status": "string",
"StatusDetails": "string",
"Tar get Count": nunber,
"Targets": |
{
"Key": "string",
"Values": [ "string" ]

}
]

Next Token": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Commands (p. 95)
(Optional) The list of commands requested by the user.
Type: array of Command (p. 156) objects

NextToken (p. 95)

(Optional) The token for the next set of items to return. (You received this token from a previous
call.)

Type: String
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidCommandld
HTTP Status Code: 400
InvalidFilterKey
The specified key is not valid.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.

The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400

InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
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ListDocuments

Describes one or more of your SSM documents.

Request Syntax

{
"DocunentFilterList": [
{
"key": "string",
"val ue": "string"
}
1.
"MaxResul t s": nunber,
"Next Token": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

DocumentFilterList (p. 97)
One or more filters. Use a filter to return a more specific list of results.

Type: array of DocumentFilter (p. 171) objects
Array Members: Minimum number of 1 item.
Required: No

MaxResults (p. 97)

The maximum number of items to return for this call. The call also returns a token that you can

specify in a subsequent call to get the next set of results.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No

NextToken (p. 97)

The token for the next set of items to return. (You received this token from a previous call.)

Type: String
Required: No

Response Syntax

{
"Docunent I dentifiers": [

{
"Docunent Type": "string",
"Docunent Version": "string",
"Nane": "string",
"Omner": "string",
"Platformrypes": [ "string" ],
"SchemaVersion": "string"

}
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]

Next Token": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Documentldentifiers (p. 97)
The names of the SSM documents.
Type: array of Documentldentifier (p. 172) objects
NextToken (p. 97)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError

An error occurred on the server side.

HTTP Status Code: 400
InvalidFilterKey

The specified key is not valid.

HTTP Status Code: 400
InvalidNextToken

The specified token is not valid.

HTTP Status Code: 400
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ListDocumentVersions

List all versions for a document.

Request Syntax

{
"MaxResul t s": nunber,
"Nane": "string",
"Next Token": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

MaxResults (p. 99)
The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No
Name (p. 99)
The name of the document about which you want version information.
Type: String
Pattern: "[ a-zA-Z0-9_\-.]{3, 128} $
Required: Yes
NextToken (p. 99)
The token for the next set of items to return. (You received this token from a previous call.)
Type: String
Required: No

Response Syntax

{
"Docunent Versi ons": [
{
"CreatedDate": nunber,
"Docunent Version": "string",
"| sDef aul t Versi on": bool ean,
"Nane": "string"
}
1,
"Next Token": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

DocumentVersions (p. 99)
The document versions.

Type: array of DocumentVersioninfo (p. 174) objects
Array Members: Minimum number of 1 item.

NextToken (p. 99)

The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError

An error occurred on the server side.

HTTP Status Code: 400
InvalidDocument

The specified document does not exist.

HTTP Status Code: 400
InvalidNextToken

The specified token is not valid.

HTTP Status Code: 400
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ListinventoryEntries

A list of inventory items returned by the request.

Request Syntax

{
"Filters": [
{
"Key": "string",
"Type": "string",
"Val ues": [ "string" ]
}
1,
"I nstanceld": "string",
"MaxResul t s": nunber,
"Next Token": "string",
"TypeNane": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common

Parameters (p. 231).
The request accepts the following data in JSON format.

Filters (p. 101)

One or more filters. Use a filter to return a more specific list of results.

Type: array of InventoryFilter (p. 186) objects

Array Members: Minimum number of 1 item. Maximum number of 5 items.

Required: No

Instanceld (p. 101)
The instance ID for which you want inventory information.
Type: String
Pattern: (i - (\W{8}|\W17})$)| ("m -\ W17} $)
Required: Yes

MaxResults (p. 101)

The maximum number of items to return for this call. The call also returns a token that you can

specify in a subsequent call to get the next set of results.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.
Required: No

NextToken (p. 101)

The token for the next set of items to return. (You received this token from a previous call.)

Type: String
Required: No
TypeName (p. 101)
The type of inventory item for which you want information.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 100.
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Pattern: ~( AWB| Custom) : . *$
Required: Yes

Response Syntax

{
"CaptureTinme": "string",
"Entries": [
{ . .
"string" : "string"
}
1,
"I nstanceld": "string",
"Next Token": "string",
"SchemaVersion": "string",
"TypeNane": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

CaptureTime (p. 102)
The time that inventory information was collected for the instance(s).
Type: String
Pattern: ~(20)[0-9][0-9]-(0[1-9]|1[012])-([22][0-9]|3[01]|0O[1-9])(T)(2[0-3]]|
[0-1][0-9])(:[0-5][0-9])(:[0-5][0-9])(2)$
Entries (p. 102)
A list of inventory items on the instance(s).
Type: array of String to String maps
Array Members: Minimum number of 0 items. Maximum number of 10000 items.
Length Constraints: Minimum length of 0. Maximum length of 1024.
Instanceld (p. 102)
The instance ID targeted by the request to query inventory information.
Type: String
Pattern: (i - (\W{8}|\W{17})$)| ("m -\ W17} $)
NextToken (p. 102)
The token to use when requesting the next set of items. If there are no additional items to return,
the string is empty.
Type: String
SchemaVersion (p. 102)
The inventory schema version used by the instance(s).
Type: String
Pattern: ~([0-9]1{1,6})(\.[0-9]{1,6})%
TypeName (p. 102)
The type of inventory item returned by the request.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 100.
Pattern: ~( AWB| Custom): . *$
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidFilter
The filter name is not valid. Verify the you entered the correct name and try again.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.
The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400
InvalidNextToken
The specified token is not valid.
HTTP Status Code: 400
InvalidTypeNameException
The parameter type name is not valid.
HTTP Status Code: 400
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ListTagsForResource

Returns a list of the tags assigned to the specified resource.

Request Syntax

"Resourceld": "string",
"Resour ceType": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Resourceld (p. 104)
The resource ID for which you want to see a list of tags.
Type: String
Required: Yes
ResourceType (p. 104)
Returns a list of tags for a specific resource type.
Type: String
Valid Values: Managedl nstance | Mai nt enanceW ndow | Par anet er
Required: Yes

Response Syntax

{
"TagList": [
{
"Key": "string",
"Val ue": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

TagList (p. 104)
A list of tags.
Type: array of Tag (p. 214) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).
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InternalServerError
An error occurred on the server side.

HTTP Status Code: 400
InvalidResourceld
The resource ID is not valid. Verify that you entered the correct ID and try again.
HTTP Status Code: 400
InvalidResourceType
The resource type is not valid. If you are attempting to tag an instance, the instance must be a
registered, managed instance.
HTTP Status Code: 400
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ModifyDocumentPermission

Share a document publicly or privately. If you share a document privately, you must specify the AWS
user account IDs for those people who can use the document. If you share a document publicly, you
must specify All as the account ID.

Request Syntax

{
"Account | dsToAdd": [ "string" ],
"Account | dsToRermove": [ "string" ],
"Name": "string",
"Perm ssionType": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

AccountldsToAdd (p. 106)
The AWS user accounts that should have access to the document. The account IDs can either be
a group of account IDs or All.

Type: array of Strings
Array Members: Maximum number of 20 items.
Pattern: (?i)al | | [ 0-9] {12}
Required: No
AccountldsToRemove (p. 106)
The AWS user accounts that should no longer have access to the document. The AWS user
account can either be a group of account IDs or All. This action has a higher priority than

AccountldsToAdd. If you specify an account ID to add and the same ID to remove, the system
removes access to the document.

Type: array of Strings
Array Members: Maximum number of 20 items.
Pattern: (?i)al 1| [0-9] {12}
Required: No

Name (p. 106)
The name of the document that you want to share.
Type: String
Pattern: "[ a- zA-Z0-9 \-.]{3, 128} %
Required: Yes

PermissionType (p. 106)
The permission type for the document. The permission type can be Share.
Type: String
Valid Values: Share
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DocumentLimitExceeded
You can have at most 200 active SSM documents.
HTTP Status Code: 400
DocumentPermissionLimit
The document cannot be shared with more AWS user accounts. You can share a document with
a maximum of 20 accounts. You can publicly share up to five documents. If you need to increase
this limit, contact AWS Support.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
InvalidPermissionType
The permission type is not supported. Share is the only supported permission type.

HTTP Status Code: 400
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Putlnventory

Bulk update custom inventory items on one more instance. The request adds an inventory item, if it
doesn't already exist, or updates an inventory item, if it does exist.

Request Syntax

{
"I nstancel d": "string",
"Items": [
{
"CaptureTinme": "string",
"Content": [
{ . .
"string" : "string"
}
1,
"Cont ent Hash": "string",
"SchemaVersion": "string",
"TypeNane": "string"
}
]
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Instanceld (p. 108)
One or more instance IDs where you want to add or update inventory items.

Type: String
Pattern: (i - (\W{8} | \W{17})$)| ("m -\ W17} $)
Required: Yes

Items (p. 108)
The inventory items that you want to add or update on instances.

Type: array of Inventoryltem (p. 187) objects
Array Members: Minimum number of 1 item. Maximum number of 30 items.
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

CustomSchemaCountLimitExceededException
You have exceeded the limit for custom schemas. Delete one or more custom schemas and try
again.
HTTP Status Code: 400
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InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.
The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400
InvalidltemContentException
One or more content items is not valid.
HTTP Status Code: 400
InvalidTypeNameException
The parameter type name is not valid.
HTTP Status Code: 400
ItemContentMismatchException
The inventory item has invalid content.
HTTP Status Code: 400
ItemSizeLimitExceededException
The inventory item size has exceeded the size limit.
HTTP Status Code: 400
TotalSizeLimitExceededException
The size of inventory data has exceeded the total size limit for the resource.
HTTP Status Code: 400
UnsupportedinventorySchemaVersionException

Inventory item type schema version has to match supported versions in the service. Check output
of Get | nvent or ySchena to see the available schema version for each type.

HTTP Status Code: 400
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PutParameter

Add one or more paramaters to the system.

Request Syntax

{
"Description": "string",
"Keyld": "string",
"Nane": "string",
"Overwite": bool ean,
"Type": "string",
"Val ue": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Description (p. 110)
Information about the parameter that you want to add to the system
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Required: No

Keyld (p. 110)
The parameter key ID that you want to add to the system.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: ~([ a- zA-Z0-9:/ _-]1+)$
Required: No

Name (p. 110)
The name of the parameter that you want to add to the system.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: ~(?! *([aAl [WN [sS] | [sS][sS][mMM)) (?="[a-zA-Z0-9_.-]*$).*$
Required: Yes

Overwrite (p. 110)
Overwrite an existing parameter.
Type: Boolean
Required: No

Type (p. 110)
The type of parameter that you want to add to the system.
Type: String
Valid Values: String | StringList | SecureString
Required: Yes

Value (p. 110)
The parameter value that you want to add to the system.
Type: String
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Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: A(2: (2! (\V{\{.*\}\})).)*$
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidKeyld
The query key ID is not valid.
HTTP Status Code: 400
ParameterAlreadyExists
The parameter already exists. You can't create duplicate parameters.
HTTP Status Code: 400
ParameterLimitExceeded
You have exceeded the number of parameters for this AWS account. Delete one or more
parameters and try again.
HTTP Status Code: 400
TooManyUpdates
There are concurrent updates for a resource that supports one update at a time.
HTTP Status Code: 400
UnsupportedParameterType
The parameter type is not supported.
HTTP Status Code: 400
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RegisterTargetWithMaintenanceWindow

Registers a target with a Maintenance Window.

Request Syntax

{
"dient Token": "string",
“Oaner | nformation": "string",
"Resour ceType": "string",
"Targets": |
{
"Key": "string",
"Val ues": [ "string" ]
}
1.
"W ndowl d": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

ClientToken (p. 112)
User-provided idempotency token.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.
Required: No
OwnerInformation (p. 112)

User-provided value that will be included in any CloudWatch events raised while running tasks for
these targets in this Maintenance Window.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Required: No
ResourceType (p. 112)
The type of target being registered with the Maintenance Window.
Type: String
Valid Values: | NSTANCE
Required: Yes
Targets (p. 112)
The targets (either instances or tags). Instances are specified using

Key=instanceids,Values=<instanceidl>,<instanceid2>. Tags are specified using Key=<tag
name>,Values=<tag value>.

Type: array of Target (p. 215) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: Yes

Windowld (p. 112)
The ID of the Maintenance Window the target should be registered with.
Type: String
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Length Constraints: Fixed length of 20.
Pattern: *ma[ 0-9a-f] {17} $
Required: Yes

Response Syntax

"W ndowTarget1d": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

WindowTargetld (p. 113)
The ID of the target definition in this Maintenance Window.
Type: String
Length Constraints: Fixed length of 36.
Pattern: ~[ 0-9a-fA-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-fA-F] {4}\ -
[0-9a-fA-F] {12} $

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn't exist.
HTTP Status Code: 400
IdempotentParameterMismatch
Error returned when an idempotent operation is retried and the parameters don’t match the original
call to the API with the same idempotency token.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
ResourceLimitExceededException
Error returned when the caller has exceeded the default resource limits (e.g. too many
Maintenance Windows have been created).
HTTP Status Code: 400
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RegisterTaskWithMaintenanceWindow

Adds a new task to a Maintenance Window.

Request Syntax

{
"Client Token": "string",
"Loggi ngl nfo": {
" S3Bucket Nane": "string",
" S3KeyPrefix": "string",
"S3Regi on": "string"
},
"MaxConcurrency": "string",
"MaxErrors": "string",
"Priority": nunber,
"Servi ceRol eArn": "string",
"Targets": [
{
"Key": "string",
"Val ues": [ "string" ]
}
1,
"TaskArn": "string",
"TaskParanmeters": {
"string" : {
"Val ues": [ "string" ]
}
},
"TaskType": "string",
"W ndowl d": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

ClientToken (p. 114)
User-provided idempotency token.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.
Required: No
LoggingInfo (p. 114)
A structure containing information about an Amazon S3 bucket to write instance-level logs to.
Type: LoggingInfo (p. 192) object
Required: No
MaxConcurrency (p. 114)
The maximum number of targets this task can be run for in parallel.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: A[ 1- 9]\ d*$| [0-9] [%4 | [1-9] [0-9] [%4 [ [1]1[O][O] [*%4|[0-9]7
Required: Yes
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MaxErrors (p. 114)
The maximum number of errors allowed before this task stops being scheduled.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: [ 1- 9]\ d*$| [0-9] [ | [1-9] [0-9] [ [ [1][0][0] [%4|[0-9]7
Required: Yes

Priority (p. 114)
The priority of the task in the Maintenance Window, the lower the number the higher the priority.
Tasks in a Maintenance Window are scheduled in priority order with tasks that have the same
priority scheduled in parallel.

Type: Integer
Valid Range: Minimum value of 0.
Required: No
ServiceRoleArn (p. 114)
The role that should be assumed when executing the task.
Type: String
Required: Yes

Targets (p. 114)
The targets (either instances or tags). Instances are specified using
Key=instanceids,Values=<instanceid1>,<instanceid2>. Tags are specified using Key=<tag
name>,Values=<tag value>.

Type: array of Target (p. 215) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: Yes

TaskArn (p. 114)
The ARN of the task to execute

Type: String
Length Constraints: Minimum length of 1. Maximum length of 1600.
Required: Yes

TaskParameters (p. 114)
The parameters that should be passed to the task when it is executed.

Type: String to MaintenanceWindowTaskParameterValueExpression (p. 203) object map
Required: No
TaskType (p. 114)
The type of task being registered.
Type: String
Valid Values: RUN_COMVAND
Required: Yes
Windowld (p. 114)
The id of the Maintenance Window the task should be added to.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mw [ 0-9a-f]1 {17} $
Required: Yes

Response Syntax

"W ndowTaskl d": "string"
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‘ }

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

WindowTaskld (p. 115)
The id of the task in the Maintenance Window.

Type: String

Length Constraints: Fixed length of 36.

Pattern: ~[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-fA-F] {4}\-[0-9a-fA-F] {4}\ -
[0-9a-fA-F] {12} $

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn't exist.
HTTP Status Code: 400
IdempotentParameterMismatch
Error returned when an idempotent operation is retried and the parameters don’t match the original
call to the API with the same idempotency token.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
ResourceLimitExceededException
Error returned when the caller has exceeded the default resource limits (e.g. too many
Maintenance Windows have been created).
HTTP Status Code: 400
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RemoveTagsFromResource

Removes all tags from the specified resource.

Request Syntax

{
"Resourceld": "string",
"Resour ceType": "string",
"TagKeys": [ "string" ]
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Resourceld (p. 117)
The resource ID for which you want to remove tags.
Type: String
Required: Yes
ResourceType (p. 117)
The type of resource of which you want to remove a tag.
Type: String
Valid Values: Managedl nstance | Mai nt enanceW ndow | Paraneter
Required: Yes
TagKeys (p. 117)
Tag keys that you want to remove from the specified resource.
Type: array of Strings
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: A(?2! A(?i)aws: ) (?="[\p{LI\p{Z\p{N} _.:/=\-@*$).*3
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidResourceld
The resource ID is not valid. Verify that you entered the correct ID and try again.
HTTP Status Code: 400
InvalidResourceType

The resource type is not valid. If you are attempting to tag an instance, the instance must be a
registered, managed instance.
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HTTP Status Code: 400
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SendCommand

Executes commands on one or more remote instances.

Request Syntax

"Comrent": "string",
"Docunent Hash": "string",
"Docunent HashType": "string",
"Docunent Nane": "string",
"I nstancelds": [ "string" ],
"MaxConcurrency": "string",
"MaxErrors": "string",
"NotificationConfig": {
"NotificationArn": "string",
"NotificationEvents": [ "string" ],
"NotificationType": "string"
8
" Qut put S3Bucket Name": "string",
" Qut put S3KeyPrefix": "string",
" Qut put S3Regi on": "string",
"Paraneters": {
"string" : [ "string" ]

}

ervi ceRol eArn": "string",
"Targets": [
{
"Key": "string",
"Values": [ "string" ]
}
]

i meout Seconds": nunber

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Comment (p. 119)

User-specified information about the command, such as a brief description of what the command
should do.

Type: String
Length Constraints: Maximum length of 100.
Required: No
DocumentHash (p. 119)
The Sha256 or Shal hash created by the system when the document was created.

Note
Shal hashes have been deprecated.

Type: String
Length Constraints: Maximum length of 256.
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Required: No

DocumentHashType (p. 119)
Sha256 or Shal.

Note
Shal hashes have been deprecated.

Type: String
Valid Values: Sha256 | Shal
Required: No

DocumentName (p. 119)

Required. The name of the SSM document to execute. This can be an SSM public document or a
custom document.

Type: String
Pattern: "[ a-zA-Z0-9_\-.:/]{3, 128}$
Required: Yes

Instancelds (p. 119)

Required. The instance IDs where the command should execute. You can specify a maximum of
50 IDs.

Type: array of Strings
Array Members: Minimum number of 0 items. Maximum number of 50 items.
Pattern: (i - (\W{8}|\W17})$)| ("m -\ W17} $)
Required: No
MaxConcurrency (p. 119)

(Optional) The maximum number of instances that are allowed to execute the command at the
same time. You can specify a number such as “10” or a percentage such as “10%". The default
value is 50. For more information about how to use MaxConcur r ency, see Executing a Command
Using Amazon EC2 Run Command (Linux) or Executing a Command Using Amazon EC2 Run
Command (Windows).

Type: String
Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: ~[ 1- 9]\ d*$| [0-9] [%4 | [1-9] [0-9] [%4 | [1] [O][O] [%4|[0-9] 2
Required: No

MaxErrors (p. 119)

The maximum number of errors allowed without the command failing. When the command fails
one more time beyond the value of MaxEr r or s, the systems stops sending the command to
additional targets. You can specify a number like “10” or a percentage like “10%”". The default
value is 50. For more information about how to use MaxEr r or s, see Executing a Command
Using Amazon EC2 Run Command (Linux) or Executing a Command Using Amazon EC2 Run
Command (Windows).

Type: String
Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: ~[ 1- 9]\ d*$| [0-9] [%4 | [1-9][0-9][%4 | [1][O][O] [%4|[0-9]?
Required: No
NotificationConfig (p. 119)
Configurations for sending notifications.
Type: NotificationConfig (p. 204) object
Required: No
OutputS3BucketName (p. 119)
The name of the S3 bucket where command execution responses should be stored.
Type: String
Length Constraints: Minimum length of 3. Maximum length of 63.
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Required: No
OutputS3KeyPrefix (p. 119)
The directory structure within the S3 bucket where the responses should be stored.
Type: String
Length Constraints: Maximum length of 500.
Required: No
OutputS3Region (p. 119)

(Optional) The region where the Amazon Simple Storage Service (Amazon S3) output bucket is
located. The default value is the region where Run Command is being called.

Type: String
Length Constraints: Minimum length of 3. Maximum length of 20.
Required: No
Parameters (p. 119)
The required and optional parameters specified in the SSM document being executed.
Type: String to array of Strings map
Required: No
ServiceRoleArn (p. 119)
The IAM role that Systems Manager uses to send notifications.
Type: String
Required: No
Targets (p. 119)
(Optional) An array of search criteria that targets instances using a Key;Val ue combination that
you specify. Tar get s is required if you don't provide one or more instance IDs in the call. For

more information about how to use Tar get s, see Executing a Command Using Amazon EC2 Run
Command (Linux) or Executing a Command Using Amazon EC2 Run Command (Windows).

Type: array of Target (p. 215) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No
TimeoutSeconds (p. 119)
If this time is reached and the command has not already started executing, it will not execute.
Type: Integer
Valid Range: Minimum value of 30. Maximum value of 2592000.
Required: No

Response Syntax

"Command": {

"Commandl d": "string",

"Comment": "string",

"Conpl et edCount": nunber,

"Docunent Nane": "string",

"ErrorCount": nunber,

"ExpiresAfter": nunber,

"I nstancelds": [ "string" ],

"MaxConcurrency": "string",

"MaxErrors": "string",

"NotificationConfig": {
"NotificationArn": "string",
"NotificationEvents": [ "string" ],
"NotificationType": "string"
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}
" Qut put S3Bucket Nane": "string",
" Qut put S3KeyPrefix": "string",
" Qut put S3Regi on": "string",
"Paraneters": {

"string" : [ "string" ]

b,

"Request edDat eTi ne": nunber,
"ServiceRole": "string",
"Status": "string",

"StatusDetails": "string",
"Tar get Count": nunber,
"Targets": |
{
"Key": "string",
"Val ues": [ "string" ]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Command (p. 121)

The request as it was received by Systems Manager. Also provides the command ID which can be
used future references to this request.

Type: Command (p. 156) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

Duplicatelnstanceld
You cannot specify an instance ID in more than one association.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.

The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.

The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.

The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.

HTTP Status Code: 400
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InvalidNotificationConfig
One or more configuration items is not valid. Verify that a valid Amazon Resource Name (ARN)
was provided for an Amazon SNS topic.
HTTP Status Code: 400
InvalidOutputFolder
The S3 bucket does not exist.
HTTP Status Code: 400
InvalidParameters
You must specify values for all required parameters in the SSM document. You can only supply
values to parameters defined in the SSM document.
HTTP Status Code: 400

InvalidRole
The role name can't contain invalid characters. Also verify that you specified an 1AM role for
notifications that includes the required trust policy. For information about configuring the IAM
role for Run Command notifications, see Getting Amazon SNS Notifications When a Command
Changes Status in the Amazon Elastic Compute Cloud User Guide .
HTTP Status Code: 400

MaxDocumentSizeExceeded
The size limit of an SSM document is 64 KB.
HTTP Status Code: 400

UnsupportedPlatformType
The document does not support the platform type of the given instance ID(s). For example, you
sent an SSM document for a Windows instance to a Linux instance.

HTTP Status Code: 400
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StartAutomationExecution

Initiates execution of an Automation document.

Request Syntax

{
"Docunent Nanme": "string",
"Docunent Ver si on": "string",
"Paraneters": {
"string" @ [ "string" ]
}
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

DocumentName (p. 124)
The name of the Automation document to use for this execution.
Type: String
Pattern: [ a- zA-Z0-9 \-.]{3, 128} $
Required: Yes

DocumentVersion (p. 124)
The version of the Automation document to use for this execution.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No

Parameters (p. 124)

A key-value map of execution parameters, which match the declared parameters in the
Automation document.

Type: String to array of Strings map

Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 512.
Required: No

Response Syntax

"Aut omat i onExecutionld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AutomationExecutionld (p. 124)
The unique ID of a newly scheduled automation execution.
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Type: String
Length Constraints: Fixed length of 36.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

AutomationDefinitionNotFoundException
An Automation document with the specified name could not be found.
HTTP Status Code: 400
AutomationDefinitionVersionNotFoundException
An Automation document with the specified name and version could not be found.
HTTP Status Code: 400
AutomationExecutionLimitExceededException
The number of simultaneously running Automation executions exceeded the allowable limit.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidAutomationExecutionParametersException
The supplied parameters for invoking the specified Automation document are incorrect. For

example, they may not match the set of parameters permitted for the specified Automation
document.

HTTP Status Code: 400
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StopAutomationExecution

Stop an Automation that is currently executing.

Request Syntax

" Aut omat i onExecutionld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

AutomationExecutionld (p. 126)
The execution ID of the Automation to stop.

Type: String
Length Constraints: Fixed length of 36.
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

AutomationExecutionNotFoundException
There is no automation execution information for the requested automation execution ID.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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UpdateAssociation

Updates an association. You can only update the document version, schedule, parameters, and
Amazon S3 output of an association.

Request Syntax

"Associationld": "string",
"Docunent Versi on": "string",
"Qut put Location": {
"S3Location": {
" Qut put S3Bucket Name": "string",
" Qut put S3KeyPrefix": "string",
" Qut put S3Regi on": "string"
}
8
"Paraneters": {
"string" : [ "string" ]

}

chedul eExpression": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Associationld (p. 127)
The ID of the association you want to update.
Type: String
Pattern: [ 0-9a-f A-F] {8} -[0-9a-fA-F] {4} -[0-9a-fA-F] {4} -[0-9a-f A-F] {4} -[ 0- 9a-
fA-F] {12}
Required: Yes
DocumentVersion (p. 127)
The document version you want update for the association.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
OutputLocation (p. 127)
An Amazon S3 bucket where you want to store the results of this request.
"{ \"S3Location\": { \"QutputS3Region\": \"<region>\",
\ " Qut put S3Bucket Name\ ": \"bucket name\", \"CQutput S3KeyPrefix\": \"fol der
name\" } }"

Type: InstanceAssociationOutputLocation (p. 178) object
Required: No
Parameters (p. 127)

The parameters you want to update for the association. If you create a parameter using Parameter
Store, you can reference the parameter using {{ssm:parameter-name}}

Type: String to array of Strings map
Required: No
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ScheduleExpression (p. 127)

The cron expression used to schedule the association that you want to update. Supported
expressions are every half, 1, 2, 4, 8 or 12 hour(s); every specified day and time of the week. For
example: cron(0 0/30 * 1/1 * ? *) to run every thirty minutes; cron(0 0 0/4 1/1 * ? *) to run every four
hours; and cron(0 0 10 ? * SUN *) to run every Sunday at 10 a.m.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No

Response Syntax

"Associ ati onDescription": {
"Associationld": "string",
"Date": nunber,
"Docunent Version": "string",
"I nstancel d": "string",
"Last Executi onDate": nunber,
"Last Successf ul Executi onDat e": nunber,
"Last Updat eAssoci ati onDat e": nunber,
"Nane": "string",
"Qut put Location": {
"S3Location": {
" Qut put S3Bucket Nane": "string",
"Qut put S3KeyPrefix": "string",
"Qut put S3Regi on": "string"
}
H
"Overview': ({
"Associ ati onSt at usAggr egat edCount ": {
"string" : nunber
}

"Detail edStatus": "string",
"Status": "string"
H
"Paraneters": {
"string" : [ "string" ]
H
"Schedul eExpression": "string",
"Status": {
"Addi tional I nfo": "string",
"Date": nunber,
"Message": "string",
"Nanme": "string"
H
"Targets": |
{
"Key": "string",
"Val ues": [ "string" ]
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AssociationDescription (p. 128)
The description of the association that was updated.

Type: AssociationDescription (p. 146) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

AssociationDoesNotExist
The specified association does not exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocumentVersion
The document version is not valid or does not exist.
HTTP Status Code: 400
InvalidOutputLocation
The output location is not valid or does not exist.
HTTP Status Code: 400
InvalidParameters
You must specify values for all required parameters in the SSM document. You can only supply
values to parameters defined in the SSM document.
HTTP Status Code: 400
InvalidSchedule
The schedule is invalid. Verify your cron or rate expression and try again.
HTTP Status Code: 400
InvalidUpdate
The update is not valid.
HTTP Status Code: 400
TooManyUpdates
There are concurrent updates for a resource that supports one update at a time.
HTTP Status Code: 400
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UpdateAssociationStatus

Updates the status of the SSM document associated with the specified instance.

Request Syntax

"Associ ationStatus": {
"Addi tional Info": "string",
"Dat e": nunber,
"Message": "string",
"Nanme": "string"

}

I nstancel d": "string",
"Name": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

AssociationStatus (p. 130)
The association status.

Type: AssociationStatus (p. 150) object
Required: Yes

Instanceld (p. 130)
The ID of the instance.

Type: String
Pattern: (M - (A\W{8} | \W{17})$) | ("mi -\ W17} $)
Required: Yes

Name (p. 130)
The name of the SSM document.

Type: String
Pattern: "[ a-zA-Z0-9_\-.]{3, 128} $
Required: Yes

Response Syntax

"Associ ationDescription": {
"Associationld": "string",
"Date": nunber,
"Docunent Version": "string",
"I nstancel d": "string",
"Last Executi onDate": nunber,
"Last Successf ul Executi onDat e": nunber,
"Last Updat eAssoci ati onDat e": nunber,
"Nane": "string",
"Qut put Location": {
"S3Location": {
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" Qut put S3Bucket Nanme": "string",
"Qut put S3KeyPrefix": "string",
" Qut put S3Regi on": "string"

}
1
"Overview': ({
"Associ ati onSt at usAggr egat edCount ": {
"string" : nunber
b
"Detail edStatus": "string",
"Status": "string"
1

"Paraneters": {
"string" : [ "string" ]
}
"Schedul eExpression": "string",
"Status": {
"Addi tional I nfo": "string",
"Dat e": nunber,
"Message": "string",
"Nane": "string"
}
"Targets": [
{
"Key": "string",
"Values": [ "string" ]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AssociationDescription (p. 130)
Information about the association.
Type: AssociationDescription (p. 146) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

AssociationDoesNotEXxist

The specified association does not exist.

HTTP Status Code: 400
InternalServerError

An error occurred on the server side.

HTTP Status Code: 400
InvalidDocument

The specified document does not exist.

HTTP Status Code: 400
Invalidinstanceld

The following problems can cause this exception:
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You do not have permission to access the instance.
The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.
The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.
The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.
HTTP Status Code: 400
StatusUnchanged
The updated status is the same as the current status.
HTTP Status Code: 400
TooManyUpdates
There are concurrent updates for a resource that supports one update at a time.
HTTP Status Code: 400
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UpdateDocument

The document you want to update.

Request Syntax

"Content": "string",
"Docunent Versi on": "string",
"Nanme": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

Content (p. 133)
The content in a document that you want to update.

Type: String
Length Constraints: Minimum length of 1.
Required: Yes
DocumentVersion (p. 133)
The version of the document that you want to update.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Name (p. 133)
The name of the document that you want to update.
Type: String
Pattern: "[ a- zA-Z0-9 \-.]{3,128}$%
Required: Yes

Response Syntax

{
"Docunent Description": {
"Creat edDat e": nunber,
"Defaul tVersion": "string",
"Description": "string",
"Docunent Type": "string",
"Docunent Version": "string",
"Hash": "string",
"HashType": "string",
"Lat est Versi on": "string",
"Nane": "string",
"Owner": "string",
"Paraneters": [
"Defaul tVal ue": "string",
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"Description": "string",
"Nane": "string",
"Type": "string"

}
1
"Platfornmrypes": [ "string" ],
"SchenmaVersi on": "string",
"Shal": "string",
"Status": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

DocumentDescription (p. 133)
A description of the document that was updated.

Type: DocumentDescription (p. 169) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DocumentVersionLimitExceeded
The document has too many versions. Delete one or more document versions and try again.
HTTP Status Code: 400
DuplicateDocumentContent
The content of the association document matches another document. Change the content of the
document and try again.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
InvalidDocumentContent
The content for the SSM document is not valid.
HTTP Status Code: 400
InvalidDocumentSchemaVersion
The version of the document schema is not supported.
HTTP Status Code: 400
InvalidDocumentVersion
The document version is not valid or does not exist.
HTTP Status Code: 400
MaxDocumentSizeExceeded
The size limit of an SSM document is 64 KB.
HTTP Status Code: 400
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UpdateDocumentDefaultVersion

Set the default version of a document.

Request Syntax

"Docunent Versi on": "string",
"Nanme": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

DocumentVersion (p. 135)
The version of a custom document that you want to set as the default version.
Type: String
Pattern: (~[ 1-9] [ 0-9] *$)
Required: Yes
Name (p. 135)
The name of a custom document that you want to set as the default version.
Type: String
Pattern: "[ a-zA-Z0-9_\-.]{3, 128} $
Required: Yes

Response Syntax

{
"Description": {
"Defaul tVersion": "string",
"Nanme": "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Description (p. 135)
The description of a custom document that you want to set as the default version.
Type: DocumentDefaultVersionDescription (p. 168) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).
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InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
InvalidDocument
The specified document does not exist.
HTTP Status Code: 400
InvalidDocumentSchemaVersion
The version of the document schema is not supported.
HTTP Status Code: 400
InvalidDocumentVersion
The document version is not valid or does not exist.
HTTP Status Code: 400
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UpdateMaintenanceWindow

Updates an existing Maintenance Window. Only specified parameters are modified.

Request Syntax

{
"Al'l owUnassoci at edTargets": bool ean,
"Cutof f": nunber,
"Duration": nunber,
"Enabl ed": bool ean,
"Nane": "string",
"Schedul e": "string",
"W ndowl d": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

AllowUnassociatedTargets (p. 137)
Whether targets must be registered with the Maintenance Window before tasks can be defined for
those targets.

Type: Boolean
Required: No
Cutoff (p. 137)

The number of hours before the end of the Maintenance Window that Systems Manager stops
scheduling new tasks for execution.

Type: Integer
Valid Range: Minimum value of 0. Maximum value of 23.
Required: No
Duration (p. 137)
The duration of the Maintenance Window in hours.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 24.
Required: No
Enabled (p. 137)
Whether the Maintenance Window is enabled.
Type: Boolean
Required: No
Name (p. 137)
The name of the Maintenance Window.
Type: String
Length Constraints: Minimum length of 3. Maximum length of 128.
Pattern: [ a-zA-Z0-9_\-.]{3, 128} $
Required: No
Schedule (p. 137)
The schedule of the Maintenance Window in the form of a cron or rate expression.
Type: String
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Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No
Windowld (p. 137)
The ID of the Maintenance Window to update.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mw- [ 0-9a-f]1 {17} $
Required: Yes

Response Syntax

{
"Al'l owdnassoci at edTar get s": bool ean,
"Cut of f": nunber,
"Duration": nunber,
"Enabl ed": bool ean,
"Name": "string",
"Schedul e": "string",
"W ndowl d": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AllowUnassociatedTargets (p. 138)

Whether targets must be registered with the Maintenance Window before tasks can be defined for
those targets.

Type: Boolean
Cutoff (p. 138)

The number of hours before the end of the Maintenance Window that Systems Manager stops
scheduling new tasks for execution.

Type: Integer
Valid Range: Minimum value of 0. Maximum value of 23.
Duration (p. 138)
The duration of the Maintenance Window in hours.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 24.
Enabled (p. 138)
Whether the Maintenance Window is enabled.
Type: Boolean
Name (p. 138)
The name of the Maintenance Window.
Type: String
Length Constraints: Minimum length of 3. Maximum length of 128.
Pattern: *[ a- zA-Z0-9 \-.]{3, 128} $
Schedule (p. 138)
The schedule of the Maintenance Window in the form of a cron or rate expression.
Type: String
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Length Constraints: Minimum length of 1. Maximum length of 256.

Windowld (p. 138)
The ID of the created Maintenance Window.

Type: String
Length Constraints: Fixed length of 20.
Pattern: *mn [ 0-9a-f] {17} $

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

DoesNotExistException
Error returned when the ID specified for a resource (e.g. a Maintenance Window) doesn’t exist.
HTTP Status Code: 400
InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
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UpdateManagedInstanceRole

Assigns or changes an Amazon Identity and Access Management (IAM) role to the managed instance.

Request Syntax

"lamRol e": "string",
"I nstanceld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 231).

The request accepts the following data in JSON format.

lamRole (p. 140)
The IAM role you want to assign or change.
Type: String
Length Constraints: Maximum length of 64.
Required: Yes
Instanceld (p. 140)
The ID of the managed instance where you want to update the role.
Type: String
Pattern: ~mi -[0-9a-f] {17} $
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 233).

InternalServerError
An error occurred on the server side.
HTTP Status Code: 400
Invalidinstanceld
The following problems can cause this exception:
You do not have permission to access the instance.

The SSM agent is not running. On managed instances and Linux instances, verify that the SSM
agent is running. On EC2 Windows instances, verify that the EC2Config service is running.

The SSM agent or EC2Config service is not registered to the SSM endpoint. Try reinstalling the
SSM agent or EC2Config service.

The instance is not in valid state. Valid states are: Running, Pending, Stopped, Stopping. Invalid
states are: Shutting-down and Terminated.

HTTP Status Code: 400
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Data Types

The Amazon Simple Systems Management Service API contains several data types that various
actions use. This section describes each data type in detail.

Note
The order of each element in a data type structure is not guaranteed. Applications should not
assume a particular order.

The following data types are supported:

¢ Activation (p. 143)

¢ Association (p. 145)

¢ AssociationDescription (p. 146)

¢ AssociationFilter (p. 148)

¢ AssociationOverview (p. 149)

¢ AssociationStatus (p. 150)

¢ AutomationExecution (p. 151)

¢ AutomationExecutionFilter (p. 153)

¢ AutomationExecutionMetadata (p. 154)

e« Command (p. 156)

¢ CommandFilter (p. 159)

¢ CommandInvocation (p. 160)

¢ CommandPlugin (p. 163)

¢ CreateAssociationBatchRequestEntry (p. 166)
¢ DescribeActivationsFilter (p. 167)

¢ DocumentDefaultVersionDescription (p. 168)
¢ DocumentDescription (p. 169)

¢ DocumentFilter (p. 171)

¢ Documentldentifier (p. 172)

¢ DocumentParameter (p. 173)

¢ DocumentVersioninfo (p. 174)

¢ FailedCreateAssociation (p. 175)

¢ InstanceAggregatedAssociationOverview (p. 176)
¢ InstanceAssociation (p. 177)

¢ InstanceAssociationOutputLocation (p. 178)
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InstanceAssociationOutputUrl (p. 179)
InstanceAssociationStatusinfo (p. 180)
Instancelnformation (p. 182)
InstancelnformationFilter (p. 184)
InstancelnformationStringFilter (p. 185)
InventoryFilter (p. 186)

Inventoryltem (p. 187)
InventoryltemAttribute (p. 188)
InventoryltemSchema (p. 189)
InventoryResultEntity (p. 190)
InventoryResultltem (p. 191)
LoggingInfo (p. 192)
MaintenanceWindowExecution (p. 193)
MaintenanceWindowExecutionTaskldentity (p. 194)
MaintenanceWindowExecutionTaskInvocationldentity (p. 196)
MaintenanceWindowFilter (p. 198)
MaintenanceWindowldentity (p. 199)
MaintenanceWindowTarget (p. 200)
MaintenanceWindowTask (p. 201)
MaintenanceWindowTaskParameterValueExpression (p. 203)
NotificationConfig (p. 204)

Parameter (p. 205)

ParameterHistory (p. 206)
ParameterMetadata (p. 207)
ParametersFilter (p. 208)
ResultAttribute (p. 209)
S30utputLocation (p. 210)
S30utputUrl (p. 211)

StepExecution (p. 212)

Tag (p. 214)

Target (p. 215)
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Activation

An activation registers one or more on-premises servers or virtual machines (VMs) with AWS so that
you can configure those servers or VMs using Run Command. A server or VM that has been registered
with AWS is called a managed instance.

Contents

Activationld
The ID created by Systems Manager when you submitted the activation.
Type: String
Pattern: A[ 0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f] {12} $
Required: No
CreatedDate
The date the activation was created.
Type: Timestamp
Required: No
DefaultinstanceName
A name for the managed instance when it is created.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 256.
Pattern: M([\p{L}I\ p{Z}\p{N} _.:/=H\-@*) $
Required: No
Description
A user defined description of the activation.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 256.
Required: No
ExpirationDate
The date when this activation can no longer be used to register managed instances.
Type: Timestamp
Required: No
Expired
Whether or not the activation is expired.
Type: Boolean
Required: No
lamRole
The Amazon Identity and Access Management (IAM) role to assign to the managed instance.
Type: String
Length Constraints: Maximum length of 64.
Required: No
RegistrationLimit
The maximum number of managed instances that can be registered using this activation.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1000.
Required: No
RegistrationsCount
The number of managed instances already registered with this activation.
Type: Integer
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Valid Range: Minimum value of 1. Maximum value of 1000.
Required: No
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Associlation

Describes an association of an SSM document and an instance.

Contents

Associationld
The ID created by the system when you create an association. An association is a binding
between a document and a set of targets with a schedule.

Type: String
Pattern: [ 0-9a-f A-F] {8}-[0-9a-fA-F] {4}-[0-9a-f A-F] {4}-[0-9a-f A-F] {4}-[ 0-9a-
fA-F] {12}
Required: No
DocumentVersion
The version of the document used in the association.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Instanceld
The ID of the instance.
Type: String
Pattern: (Mi - (\W{8}[\W17})$) | ("m -\ W17} $)
Required: No
LastExecutionDate
The date on which the association was last run.
Type: Timestamp
Required: No
Name
The name of the SSM document.
Type: String
Pattern; "[ a- zA-Z0-9 \-.]{3, 128} %
Required: No
Overview
Information about the association.
Type: AssociationOverview (p. 149) object
Required: No
ScheduleExpression
A cron expression that specifies a schedule when the association runs.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No
Targets
The instances targeted by the request to create an association.
Type: array of Target (p. 215) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No
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AssociationDescription

Describes the parameters for a document.

Contents

Associationld
The association ID.

Type: String
Pattern: [ 0- 9a- f A- F] { 8} - [ 0- 9a- f A- F] {4} - [ 0- 9a- f A- F] {4} - [ 0- 9a- f A- F] { 4} - [ 0- 9a-
fA-F] {12}
Required: No
Date
The date when the association was made.
Type: Timestamp
Required: No
DocumentVersion
The document version.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Instanceld
The ID of the instance.
Type: String
Pattern: (Mi - (\W{ 8} [\W17})$) | ("m -\ W17} $)
Required: No
LastExecutionDate
The date on which the association was last run.
Type: Timestamp
Required: No
LastSuccessfulExecutionDate
The last date on which the association was successfully run.
Type: Timestamp
Required: No
LastUpdateAssociationDate
The date when the association was last updated.
Type: Timestamp
Required: No
Name
The name of the SSM document.
Type: String
Pattern: "[ a- zA-Z0-9 \-.]{3,128}%
Required: No
OutputLocation
An Amazon S3 bucket where you want to store the output details of the request.
Type: InstanceAssociationOutputLocation (p. 178) object
Required: No
Overview
Information about the association.
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Type: AssociationOverview (p. 149) object
Required: No
Parameters
A description of the parameters for a document.
Type: String to array of Strings map
Required: No
ScheduleExpression
A cron expression that specifies a schedule when the association runs.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No
Status
The association status.
Type: AssociationStatus (p. 150) object
Required: No
Targets
The instances targeted by the request.
Type: array of Target (p. 215) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No
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AssocilationFilter

Describes a filter.

Contents

key
The name of the filter.
Type: String
Valid Values: I nstanceld | Nane | Associationld | AssociationStatusNane |
Last Execut edBef ore | Last Execut edAfter
Required: Yes

value
The filter value.
Type: String
Length Constraints: Minimum length of 1.
Required: Yes
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AssoclationOverview

Information about the association.

Contents

AssociationStatusAggregatedCount
Returns the number of targets for the association status. For example, if you created an
association with two instances, and one of them was successful, this would return the count of
instances by status.

Type: String to Integer map
Required: No

DetailedStatus
A detailed status of the association.

Type: String
Required: No

Status
The status of the association. Status can be: Pendi ng, Success, or Fai | ed.

Type: String
Required: No
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AssociationStatus

Describes an association status.

Contents

Additionallnfo
A user-defined string.
Type: String
Length Constraints: Maximum length of 1024.
Required: No
Date
The date when the status changed.
Type: Timestamp
Required: Yes

Message
The reason for the status.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Required: Yes
Name
The status.
Type: String
Valid Values: Pending | Success | Failed
Required: Yes
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AutomationExecution

Detailed information about the current state of an individual Automation execution.

Contents

AutomationExecutionld
The execution ID.
Type: String
Length Constraints: Fixed length of 36.
Required: No
AutomationExecutionStatus
The execution status of the Automation.
Type: String
Valid Values: Pending | InProgress | Success | TimedQut | Cancelled | Failed
Required: No
DocumentName
The name of the Automation document used during the execution.
Type: String
Pattern: *[ a-zA-Z0-9 \-.]{3, 128} $
Required: No
DocumentVersion
The version of the document to use during execution.
Type: String
Pattern: ([ $] LATEST]| [ $] DEFAULT| [ 1-9]1[ 0-9] *$)
Required: No
ExecutionEndTime
The time the execution finished.
Type: Timestamp
Required: No
ExecutionStartTime
The time the execution started.
Type: Timestamp
Required: No
FailureMessage
A message describing why an execution has failed, if the status is set to Failed.
Type: String
Required: No
Outputs
The list of execution outputs as defined in the automation document.
Type: String to array of Strings map
Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 512.
Required: No
Parameters

The key-value map of execution parameters, which were supplied when calling
St ar t Aut omat i onExecut i on.

Type: String to array of Strings map
Array Members: Minimum number of 0 items. Maximum number of 10 items.
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Length Constraints: Minimum length of 1. Maximum length of 512.
Required: No
StepExecutions

A list of details about the current state of all steps that comprise an execution. An Automation
document contains a list of steps that are executed in order.

Type: array of StepExecution (p. 212) objects

Array Members: Minimum number of 0 items. Maximum number of 100 items.
Required: No
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AutomationExecutionFilter

A filter used to match specific automation executions. This is used to limit the scope of Automation
execution information returned.

Contents

Ke
yThe aspect of the Automation execution information that should be limited.

Type: String
Valid Values: Docunent NanePrefi x | ExecutionStatus
Required: Yes

Values
The values used to limit the execution information associated with the filter's key.
Type: array of Strings
Array Members: Minimum number of 1 item. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 150.
Required: Yes
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AutomationExecutionMetadata

Details about a specific Automation execution.

Contents

AutomationExecutionld
The execution ID.
Type: String
Length Constraints: Fixed length of 36.
Required: No
AutomationExecutionStatus

The status of the execution. Valid values include: Running, Succeeded, Failed, Timed out, or
Cancelled.

Type: String
Valid Values: Pending | InProgress | Success | TimedQut | Cancelled | Failed
Required: No
DocumentName
The name of the Automation document used during execution.
Type: String
Pattern: *[ a-zA-Z0-9 \-.]{3, 128} $
Required: No
DocumentVersion
The document version used during the execution.
Type: String
Pattern: ([ $] LATEST]| [ $] DEFAULT| [ 1-9][ 0-9] *$)
Required: No
ExecutedBy
The IAM role ARN of the user who executed the Automation.
Type: String
Required: No
ExecutionEndTime
The time the execution finished. This is not populated if the execution is still in progress.
Type: Timestamp
Required: No
ExecutionStartTime
The time the execution started.>
Type: Timestamp
Required: No
LogFile
An Amazon S3 bucket where execution information is stored.
Type: String
Required: No
Outputs
The list of execution outputs as defined in the Automation document.
Type: String to array of Strings map
Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 512.
Required: No
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Command

Describes a command request.

Contents

Commandld
A unique identifier for this command.
Type: String
Length Constraints: Fixed length of 36.
Required: No

Comment

User-specified information about the command, such as a brief description of what the command
should do.

Type: String
Length Constraints: Maximum length of 100.
Required: No

CompletedCount

The number of targets for which the command invocation reached a terminal state. Terminal states
include the following: Success, Fai | ed, Executi on Ti med CQut,Delivery Tinmed Qut,
Cancel ed, Ter m nat ed, or Undel i ver abl e.

Type: Integer
Required: No
DocumentName
The name of the SSM document requested for execution.
Type: String
Pattern: [ a- zA-Z0-9 \-.]{3, 128}$
Required: No
ErrorCount
The number of targets for which the status is Fai | ed or Executi on Ti med Qut.
Type: Integer
Required: No
ExpiresAfter
If this time is reached and the command has not already started executing, it will not execute.
Calculated based on the ExpiresAfter user input provided as part of the SendCommand API.
Type: Timestamp
Required: No
Instancelds
The instance IDs against which this command was requested.
Type: array of Strings
Array Members: Minimum number of 0 items. Maximum number of 50 items.
Pattern: (i - (\W{8}|\W17})%) | ("m -\ W17} $)
Required: No
MaxConcurrency

The maximum number of instances that are allowed to execute the command at the same time.
You can specify a number of instances, such as 10, or a percentage of instances, such as 10%.
The default value is 50. For more information about how to use MaxConcur r ency, see Executing
a Command Using Amazon EC2 Run Command (Linux) or Executing a Command Using Amazon
EC2 Run Command (Windows).

Type: String
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Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: [ 1- 9]\ d*$[ [0-9] [ | [1-9] [0-9] [ [ [1][0][0] [%4|[0-9]7
Required: No

MaxErrors

The maximum number of errors allowed before the system stops sending the command to
additional targets. You can specify a number of errors, such as 10, or a percentage or errors,
such as 10%. The default value is 50. For more information about how to use MaxErr or s, see
Executing a Command Using Amazon EC2 Run Command (Linux) or Executing a Command
Using Amazon EC2 Run Command (Windows).

Type: String
Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: [ 1- 9]\ d*$[ [0-9] [ [1-9] [0-9] [ [ [1][0][O][%4|[0-9]7
Required: No
NotificationConfig
Configurations for sending notifications about command status changes.
Type: NotificationConfig (p. 204) object
Required: No
OutputS3BucketName

The S3 bucket where the responses to the command executions should be stored. This was
requested when issuing the command.

Type: String
Length Constraints: Minimum length of 3. Maximum length of 63.
Required: No

OutputS3KeyPrefix

The S3 directory path inside the bucket where the responses to the command executions should
be stored. This was requested when issuing the command.

Type: String
Length Constraints: Maximum length of 500.
Required: No

OutputS3Region

The region where the Amazon Simple Storage Service (Amazon S3) output bucket is located. The
default value is the region where Run Command is being called.

Type: String
Length Constraints: Minimum length of 3. Maximum length of 20.
Required: No
Parameters
The parameter values to be inserted in the SSM document when executing the command.
Type: String to array of Strings map
Required: No
RequestedDateTime
The date and time the command was requested.
Type: Timestamp
Required: No
ServiceRole

The IAM service role that Run Command uses to act on your behalf when sending notifications
about command status changes.

Type: String
Required: No
Status
The status of the command.
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Contents
Type: String
Valid Values: Pending | I nProgress | Success | Cancelled | Failed | TinmedQut
| Cancelling
Required: No

StatusDetails
A detailed status of the command execution. St at usDet ai | s includes more information than
St at us because it includes states resulting from error and concurrency control parameters.
St at usDet ai | s can show different results than St at us. For more information about these
statuses, see Monitor Commands (Linux) or Monitor Commands (Windows). St at usDet ai | s can
be one of the following values:

» Pending — The command has not been sent to any instances.

« In Progress — The command has been sent to at least one instance but has not reached a final
state on all instances.

» Success — The command successfully executed on all invocations. This is a terminal state.

« Delivery Timed Out — The value of MaxEr r or s or more command invocations shows a status of
Delivery Timed Qut.Thisis a terminal state.

» Execution Timed Out — The value of MaxEr r or s or more command invocations shows a status
of Executi on Ti ned CQut. Thisis aterminal state.

¢ Failed — The value of MaxEr r or s or more command invocations shows a status of Fai | ed.
This is a terminal state.

* Incomplete — The command was attempted on all instances and one or more invocations does
not have a value of Success but not enough invocations failed for the status to be Fai | ed. This
is a terminal state.

¢ Canceled — The command was terminated before it was completed. This is a terminal state.

» Rate Exceeded — The number of instances targeted by the command exceeded the account
limit for pending invocations. The system has canceled the command before executing it on any
instance. This is a terminal state.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 100.

Required: No

TargetCount

The number of targets for the command.

Type: Integer

Required: No

Targets

An array of search criteria that targets instances using a Key;Val ue combination that you specify.
Tar get s is required if you don't provide one or more instance IDs in the call.

Type: array of Target (p. 215) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No
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CommandFilter

Describes a command filter.

Contents

key
The name of the filter. For example, requested date and time.

Type: String
Valid Values: | nvokedAfter | InvokedBefore | Status
Required: Yes

value
The filter value. For example: June 30, 2015.

Type: String
Length Constraints: Minimum length of 1.
Required: Yes
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Commandlnvocation

An invocation is copy of a command sent to a specific instance. A command can apply to one or
more instances. A command invocation applies to one instance. For example, if a user executes
SendCommand against three instances, then a command invocation is created for each requested
instance ID. A command invocation returns status and detail information about a command you
executed.

Contents

Commandld
The command against which this invocation was requested.
Type: String
Length Constraints: Fixed length of 36.
Required: No
CommandPlugins
Type: array of CommandPlugin (p. 163) objects
Required: No
Comment

User-specified information about the command, such as a brief description of what the command
should do.

Type: String
Length Constraints: Maximum length of 100.
Required: No

DocumentName
The document name that was requested for execution.
Type: String
Pattern: "[ a- zA-Z0-9 \-.]{3,128}%
Required: No

Instanceld
The instance ID in which this invocation was requested.
Type: String
Pattern: (M - (A\W{8} | \W{17})$) | ("m -\ W17} $)
Required: No

InstanceName

The name of the invocation target. For Amazon EC2 instances this is the value for the aws: Nare
tag. For on-premises instances, this is the name of the instance.

Type: String
Length Constraints: Maximum length of 255.
Required: No
NotificationConfig
Configurations for sending notifications about command status changes on a per instance basis.
Type: NotificationConfig (p. 204) object
Required: No
RequestedDateTime
The time and date the request was sent to this instance.
Type: Timestamp
Required: No
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ServiceRole

The IAM service role that Run Command uses to act on your behalf when sending natifications
about command status changes on a per instance basis.

Type: String
Required: No

StandardErrorUrl

The URL to the plugin’s StdErr file in Amazon S3, if the Amazon S3 bucket was defined for the
parent command. For an invocation, St andar dErr or Ur | is populated if there is just one plugin
defined for the command, and the Amazon S3 bucket was defined for the command.

Type: String
Required: No

StandardOutputUrl

The URL to the plugin’s StdOut file in Amazon S3, if the Amazon S3 bucket was defined for the
parent command. For an invocation, St andar dQut put Ur | is populated if there is just one plugin
defined for the command, and the Amazon S3 bucket was defined for the command.

Type: String
Required: No

Status

Whether or not the invocation succeeded, failed, or is pending.

Type: String

Valid Values: Pending | InProgress | Delayed | Success | Cancelled | TinmedQut
| Failed | Cancelling

Required: No

StatusDetails

A detailed status of the command execution for each invocation (each instance targeted by the
command). St at usDet ai | s includes more information than St at us because it includes states
resulting from error and concurrency control parameters. St at usDet ai | s can show different
results than St at us. For more information about these statuses, see Monitor Commands (Linux)
or Monitor Commands (Windows). St at usDet ai | s can be one of the following values:

¢ Pending — The command has not been sent to the instance.
¢ In Progress — The command has been sent to the instance but has not reached a terminal state.

¢ Success — The execution of the command or plugin was successfully completed. This is a
terminal state.

 Delivery Timed Out — The command was not delivered to the instance before the delivery
timeout expired. Delivery timeouts do not count against the parent command’s MaxEr r or s limit,
but they do contribute to whether the parent command status is Success or | nconpl et e. This
is a terminal state.

» Execution Timed Out — Command execution started on the instance, but the execution was
not complete before the execution timeout expired. Execution timeouts count against the
MaxEr r or s limit of the parent command. This is a terminal state.

 Failed — The command was not successful on the instance. For a plugin, this indicates that
the result code was not zero. For a command invocation, this indicates that the result code for
one or more plugins was not zero. Invocation failures count against the MaxEr r or s limit of the
parent command. This is a terminal state.

¢ Canceled — The command was terminated before it was completed. This is a terminal state.

« Undeliverable — The command can't be delivered to the instance. The instance might not exist or
might not be responding. Undeliverable invocations don't count against the parent command’s
MaxEr r or s limit and don't contribute to whether the parent command status is Success or
I nconpl et e. This is a terminal state.

¢ Terminated — The parent command exceeded its MaxEr r or s limit and subsequent command
invocations were canceled by the system. This is a terminal state.

Type: String
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Length Constraints: Minimum length of 0. Maximum length of 100.
Required: No
TraceOutput
Gets the trace output sent by the agent.
Type: String
Length Constraints: Maximum length of 2500.
Required: No
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CommandPlugin

Describes plugin details.

Contents

Name
The name of the plugin. Must be one of the following: aws:updateAgent, aws:domainjoin,
aws:applications, aws:runPowerShellScript, aws:psmodule, aws:cloudWatch, aws:runShellScript,
or aws:updateSSMAgent.

Type: String
Length Constraints: Minimum length of 4.
Required: No
Output
Output of the plugin execution.
Type: String
Length Constraints: Maximum length of 2500.
Required: No
OutputS3BucketName

The S3 bucket where the responses to the command executions should be stored. This was
requested when issuing the command. For example, in the following response:

test fol der/abl19cb99-a030-46dd- 9df c- 8BeSAMPLEPr e- Fi x/ i - 1234567876543/
awsr unShel | Scri pt

t est _f ol der is the name of the Amazon S3 bucket;
ab19cb99- a030- 46dd- 9df c- 8e SAMPLEPT e- Fi x is the name of the S3 prefix;
i -1234567876543 is the instance ID;
awsr unShel | Scri pt is the name of the plugin.
Type: String
Length Constraints: Minimum length of 3. Maximum length of 63.
Required: No
OutputS3KeyPrefix
The S3 directory path inside the bucket where the responses to the command executions

should be stored. This was requested when issuing the command. For example, in the following
response:

test _fol der/ ab19ch99- a030- 46dd- 9df c- 8e SAMPLEPr e- Fi x/ i - 1234567876543/
awsr unShel | Scri pt

t est _f ol der is the name of the Amazon S3 bucket;
ab19cb99- a030- 46dd- 9df c- 8eSAMPLEPT e- Fi x is the name of the S3 prefix;
i -1234567876543 is the instance ID;
awsr unShel | Scri pt is the name of the plugin.
Type: String
Length Constraints: Maximum length of 500.
Required: No

OutputS3Region
The name of the region where the output is stored in Amazon S3.
Type: String
Length Constraints: Minimum length of 3. Maximum length of 20.
Required: No

ResponseCode
A numeric response code generated after executing the plugin.
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Type: Integer
Required: No

Respo

nseFinishDateTime

The time the plugin stopped executing. Could stop prematurely if, for example, a cancel command
was sent.

Type: Timestamp
Required: No

Respo

nseStartDateTime

The time the plugin started executing.
Type: Timestamp
Required: No
StandardErrorUrl
The URL for the complete text written by the plugin to stderr. If execution is not yet complete, then

thi

s string is empty.

Type: String
Required: No
StandardOutputUrl
The URL for the complete text written by the plugin to stdout in Amazon S3. If the Amazon S3

bu

cket for the command was not specified, then this string is empty.

Type: String
Required: No

Status

The status of this plugin. You can execute a document with multiple plugins.

Type: String

Valid Values: Pending | InProgress | Success | TimedQut | Cancelled | Failed
Required: No

Status

Details

A detailed status of the plugin execution. St at usDet ai | s includes more information than

St
St

at us because it includes states resulting from error and concurrency control parameters.
at usDet ai | s can show different results than St at us. For more information about these

statuses, see Monitor Commands (Linux) or Monitor Commands (Windows). St at usDet ai | s can
be one of the following values:

Pending — The command has not been sent to the instance.
In Progress — The command has been sent to the instance but has not reached a terminal state.

Success — The execution of the command or plugin was successfully completed. This is a
terminal state.

Delivery Timed Out — The command was not delivered to the instance before the delivery
timeout expired. Delivery timeouts do not count against the parent command’s MaxEr r or s limit,
but they do contribute to whether the parent command status is Success or | nconpl et e. This
is a terminal state.

Execution Timed Out — Command execution started on the instance, but the execution was
not complete before the execution timeout expired. Execution timeouts count against the
MaxEr r or s limit of the parent command. This is a terminal state.

Failed — The command was not successful on the instance. For a plugin, this indicates that
the result code was not zero. For a command invocation, this indicates that the result code for
one or more plugins was not zero. Invocation failures count against the MaxEr r or s limit of the
parent command. This is a terminal state.

Canceled — The command was terminated before it was completed. This is a terminal state.

Undeliverable — The command can't be delivered to the instance. The instance might not
exist, or it might not be responding. Undeliverable invocations don't count against the parent
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command’s MaxEr r or s limit, and they don't contribute to whether the parent command status is
Success or | nconpl et e. This is a terminal state.

¢ Terminated — The parent command exceeded its MaxEr r or s limit and subsequent command
invocations were canceled by the system. This is a terminal state.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 100.

Required: No

API Version 2014-11-06
165



Amazon Simple Systems
Management Service API Reference
CreateAssociationBatchRequestEntry

CreateAssociationBatchRequestEntry

Describes the association of an SSM document and an instance.

Contents

DocumentVersion
The document version.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Instanceld
The ID of the instance.
Type: String
Pattern: (i - (\W{ 8} | \W17})$)| ("m -\ W17} $)
Required: No
Name
The name of the configuration document.
Type: String
Pattern: "[ a- zA-Z0-9 \-.]{3,128}%
Required: Yes
OutputLocation
An Amazon S3 bucket where you want to store the results of this request.
Type: InstanceAssociationOutputLocation (p. 178) object
Required: No
Parameters
A description of the parameters for a document.
Type: String to array of Strings map
Required: No
ScheduleExpression
A cron expression that specifies a schedule when the association runs.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No
Targets
The instances targeted by the request.
Type: array of Target (p. 215) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No
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DescribeActivationsFilter

Filter for the DescribeActivation API.

Contents

FilterKey
The name of the filter.

Type: String
Valid Values: Activationlds | DefaultlnstanceNane | |anRole
Required: No
FilterValues
The filter values.
Type: array of Strings
Required: No
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DocumentDefaultVersionDescription

A default version of a document.

Contents

DefaultVersion
The default version of the document.

Type: String
Pattern: ([ $] LATEST]| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Name
The name of the document.
Type: String
Pattern: "[ a- zA-Z0-9 \-.]{3,128}%
Required: No
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DocumentDescription

Describes an SSM document.

Contents

CreatedDate
The date when the SSM document was created.
Type: Timestamp
Required: No
DefaultVersion
The default version.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Description
A description of the document.
Type: String
Required: No
DocumentType
The type of document.
Type: String
Valid Values: Command | Policy | Automation
Required: No
DocumentVersion
The document version.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Hash
The Sha256 or Shal hash created by the system when the document was created.

Note
Shal hashes have been deprecated.

Type: String
Length Constraints: Maximum length of 256.
Required: No
HashType
Sha256 or Shal.

Note
Shal hashes have been deprecated.

Type: String
Valid Values: Sha256 | Shal
Required: No
LatestVersion
The latest version of the document.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
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Name
The name of the SSM document.

Type: String
Pattern: "[ a- zA-Z0-9 \-.:/]{3,128}%
Required: No
Owner
The AWS user account of the person who created the document.
Type: String
Required: No
Parameters
A description of the parameters for a document.
Type: array of DocumentParameter (p. 173) objects
Required: No
PlatformTypes
The list of OS platforms compatible with this SSM document.
Type: array of Strings
Valid Values: W ndows | Li nux
Required: No
SchemaVersion
The schema version.
Type: String
Pattern: ([ 0-9]+)\. ([ 0-9] +)
Required: No
Shal
The SHAL hash of the document, which you can use for verification purposes.
Type: String
Required: No
Status
The status of the SSM document.
Type: String
Valid Values: Creating | Active | Updating | Deleting
Required: No
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DocumentFilter

Describes a filter.

Contents

key
The name of the filter.
Type: String
Valid Values: Name | Owner | Pl atfornTypes | Docunent Type
Required: Yes

value
The value of the filter.

Type: String
Length Constraints: Minimum length of 1.
Required: Yes
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Documentldentifier

Describes the name of an SSM document.

Contents

DocumentType
The document type.

Type: String
Valid Values: Conmand | Policy | Autonation
Required: No
DocumentVersion
The document version.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
Name
The name of the SSM document.
Type: String
Pattern: "[ a- zA-Z0-9 \-.:/]{3,128}%
Required: No
Owner
The AWS user account of the person who created the document.
Type: String
Required: No
PlatformTypes
The operating system platform.
Type: array of Strings
Valid Values: W ndows | Li nux
Required: No
SchemaVersion
The schema version.
Type: String
Pattern: ([ 0-9] +)\. ([ 0-9] +)
Required: No
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DocumentParameter

Parameters specified in the SSM document that execute on the server when the command is run.

Contents

DefaultValue
If specified, the default values for the parameters. Parameters without a default value are required.
Parameters with a default value are optional.

Type: String
Required: No

Description
A description of what the parameter does, how to use it, the default value, and whether or not the
parameter is optional.

Type: String
Required: No
Name
The name of the parameter.
Type: String
Required: No
Type
The type of parameter. The type can be either “String” or “StringList”.
Type: String
Valid Values: String | StringList
Required: No
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DocumentVersionlnfo

Version information about the document.

Contents

CreatedDate
The date the document was created.
Type: Timestamp
Required: No
DocumentVersion
The document version.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1- 9] [ 0- 9] *$)
Required: No
IsDefaultVersion
An identifier for the default version of the document.
Type: Boolean
Required: No
Name
The document name.
Type: String
Pattern: "[ a- zA-Z0-9 \-.]{3,128}%
Required: No
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FailedCreate Association

Describes a failed association.

Contents

Entry
The association.
Type: CreateAssociationBatchRequestEntry (p. 166) object
Required: No

Fault
The source of the failure.

Type: String
Valid Values: dient | Server | Unknown
Required: No
Message
A description of the failure.
Type: String
Required: No
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InstanceAggregatedAssociationOverview

Status information about the aggregated associations.

Contents

DetailedStatus
Detailed status information about the aggregated associations.

Type: String

Required: No
InstanceAssociationStatusAggregatedCount

The number of associations for the instance(s).

Type: String to Integer map

Required: No
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InstanceAssociation

One or more association documents on the instance.

Contents

Associationld
The association ID.
Type: String
Pattern: [ 0-9a-f A-F] {8}-[0-9a-fA-F] {4}-[0-9a-f A-F] {4}-[0-9a-f A-F] {4}-[ 0-9a-
fA-F] {12}
Required: No
Content
The content of the association document for the instance(s).
Type: String
Length Constraints: Minimum length of 1.
Required: No
Instanceld
The instance ID.
Type: String
Pattern: (Mi - (\W{8}[\W{17})$) | ("m -\ W17} $)
Required: No
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InstanceAssociationOutputLocation

An Amazon S3 bucket where you want to store the results of this request.

Contents

S3Location
An Amazon S3 bucket where you want to store the results of this request.

Type: S30utputLocation (p. 210) object
Required: No
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InstanceAssociationOutputUrl

The URL of Amazon S3 bucket where you want to store the results of this request.

Contents

S30utputUrl
The URL of Amazon S3 bucket where you want to store the results of this request.

Type: S30utputUrl (p. 211) object
Required: No
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InstanceAssociationStatusinfo

Status information about the instance association.

Contents

Associationld
The association ID.
Type: String
Pattern: [ 0-9a-f A-F] {8}-[0-9a-fA-F] {4}-[0-9a-fA-F] {4}-[0-9a-f A-F] {4} -[ 0- 9a-
fA-F] {12}
Required: No
DetailedStatus
Detailed status information about the instance association.
Type: String
Required: No
DocumentVersion
The association document verions.
Type: String
Pattern: ([ $] LATEST| [ $] DEFAULT| ~[ 1-9][ 0- 9] *$)
Required: No
ErrorCode
An error code returned by the request to create the association.
Type: String
Length Constraints: Maximum length of 10.
Required: No
ExecutionDate
The date the instance association executed.
Type: Timestamp
Required: No
ExecutionSummary
Summary information about association execution.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 512.
Required: No
Instanceld
The instance ID where the association was created.
Type: String
Pattern: (M- (A\W{8} | \W{17})$) | ("mi -\ W17} $)
Required: No
Name
The name of the association.
Type: String
Pattern: [ a- zA-Z0-9 \-.]{3, 128} $
Required: No
OutputUrl
A URL for an Amazon S3 bucket where you want to store the results of this request.
Type: InstanceAssociationOutputUrl (p. 179) object
Required: No
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Contents
Status
Status information about the instance association.
Type: String
Required: No
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Instancelnformation

Describes a filter for a specific list of instances.

Contents

Activationld
The activation ID created by Systems Manager when the server or VM was registered.
Type: String
Pattern: ~[ 0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{12}$
Required: No
AgentVersion
The version of the SSM agent running on your Linux instance.
Type: String
Pattern: ~[ 0-9] {1, 6}(\.[0-9]{1,6}){2,3}%
Required: No
AssociationOverview
Information about the association.
Type: InstanceAggregatedAssociationOverview (p. 176) object
Required: No
AssociationStatus
The status of the association.
Type: String
Required: No
ComputerName
The fully qualified host name of the managed instance.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.
Required: No
lamRole

The Amazon Identity and Access Management (IAM) role assigned to EC2 instances or managed
instances.

Type: String
Length Constraints: Maximum length of 64.
Required: No
Instanceld
The instance ID.
Type: String
Pattern: (M- (A\W{8} | \W{17})$) | ("mi -\ W17} $)
Required: No
IPAddress
The IP address of the managed instance.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 46.
Required: No
IsLatestVersion
Indicates whether latest version of the SSM agent is running on your instance.
Type: Boolean
Required: No
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LastAssociationExecutionDate
The date the association was last executed.

Type: Timestamp
Required: No
LastPingDateTime
The date and time when agent last pinged Systems Manager service.
Type: Timestamp
Required: No
LastSuccessfulAssociationExecutionDate
The last date the association was successfully run.
Type: Timestamp
Required: No
Name
The name of the managed instance.
Type: String
Required: No
PingStatus
Connection status of the SSM agent.
Type: String
Valid Values: Online | ConnectionLost | |nactive
Required: No
PlatformName
The name of the operating system platform running on your instance.
Type: String
Required: No
PlatformType
The operating system platform type.
Type: String
Valid Values: W ndows | Li nux
Required: No
PlatformVersion
The version of the OS platform running on your instance.
Type: String
Required: No
RegistrationDate
The date the server or VM was registered with AWS as a managed instance.
Type: Timestamp
Required: No
ResourceType
The type of instance. Instances are either EC2 instances or managed instances.
Type: String
Valid Values: Managedl nstance | Docunent | EC2I nstance
Required: No
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InstancelnformationFilter

Describes a filter for a specific list of instances.

Contents

key
The name of the filter.
Type: String
Valid Values: | nstancel ds | AgentVersion | PingStatus | Platforniypes |
Activationlds | lanRole | ResourceType | AssociationStatus
Required: Yes
valueSet
The filter values.
Type: array of Strings
Array Members: Minimum number of 1 item. Maximum number of 100 items.
Length Constraints: Minimum length of 1.
Required: Yes
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InstancelnformationStringFilter

The filters to describe or get information about your managed instances.

Contents

Key
The filter key name to describe your instances. For example:

"Instancelds"|"AgentVersion"|"PingStatus”|"PlatformTypes"|"Activationlds"|"lamRole"|'ResourceType"|’AssociationSt
Key”

Type: String
Length Constraints: Minimum length of 1.
Required: Yes

Values
The filter values.

Type: array of Strings

Array Members: Minimum number of 1 item. Maximum number of 100 items.
Length Constraints: Minimum length of 1.

Required: Yes
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InventoryFilter

One or more filters. Use a filter to return a more specific list of results.

Contents

Key
The name of the filter key.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.
Required: Yes

Type
The type of filter. Valid values include the following:
"Equal”|"NotEqual”|"BeginWith"|"LessThan"|"GreaterThan"

Type: String
Valid Values: Equal | NotEqual | BeginWth | LessThan | GeaterThan
Required: No

Values
Inventory filter values. Example: inventory filter where instance IDs are specified as values
Key=AWS:Instancelnformation.Instanceld,Values= i-a12b3c4d5e6g, i-1a2b3c4d5e6, Type=Equal

Type: array of Strings
Array Members: Minimum number of 1 item. Maximum number of 20 items.
Required: Yes
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Inventoryltem

Information collected from managed instances based on your inventory policy document

Contents

CaptureTime
The time the inventory information was collected.
Type: String
Pattern: ~(20)[0-9][0-9]-(0[1-9]|1[012])-([12][0-9]|3[01]|0[1-9])(T)(2[0-3]]|
[0-1][0-9])(:[0-5][0-9])(:[0-5][0-9])(2)$%
Required: Yes
Content
The inventory data of the inventory type.
Type: array of String to String maps
Array Members: Minimum number of 0 items. Maximum number of 10000 items.
Length Constraints: Minimum length of 0. Maximum length of 1024.
Required: No
ContentHash
MD5 hash of the inventory item type contents. The content hash is used to determine whether to

update inventory information. The Put | nvent or y APl does not update the inventory item type
contents if the MD5 hash has not changed since last update.

Type: String
Length Constraints: Maximum length of 256.
Required: No
SchemaVersion
The schema version for the inventory item.
Type: String
Pattern: ~([0-9]{1,6})(\.[0-9]{1,6})%
Required: Yes
TypeName
The name of the inventory type. Default inventory item type names start with AWS. Custom
inventory type names will start with Cust om Default inventory item types include the following:

AWB: AWBConponent , AWS: Appl i cati on, AWS: | nst ancel nf or mat i on, AWE: Net wor k, and
AWE: W ndowsUpdat e.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 100.
Pattern: ( AWB| Custon) : . *$

Required: Yes
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InventoryltemAttribute

Attributes are the entries within the inventory item content. It contains name and value.

Contents

DataType
The data type of the inventory item attribute.

Type: String
Valid Values: string | nunber
Required: Yes

Name
Name of the inventory item attribute.

Type: String
Required: Yes
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InventoryltemSchema

The inventory item schema definition. Users can use this to compose inventory query filters.

Contents

Attributes
The schema attributes for inventory. This contains data type and attribute name.
Type: array of InventoryltemAttribute (p. 188) objects
Array Members: Minimum number of 1 item. Maximum number of 50 items.
Required: Yes
TypeName
The name of the inventory type. Default inventory item type names start with AW5. Custom
inventory type names will start with Cust om Default inventory item types include the following:

AWE: AWEConponent , AWS: Appl i cati on, AWS: | nst ancel nf or mat i on, AW5: Net wor k, and
AWE: W ndowsUpdat e.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 100.
Pattern: *( AWS| Custon) : . *$
Required: Yes
Version
The schema version for the inventory item.
Type: String
Pattern: ~([0-9]{1,6})(\.[0-9]{1,6})%
Required: No
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InventoryResultEntity

Inventory query results.

Contents

Data
The data section in the inventory result entity json.
Type: String to InventoryResultltem (p. 191) object map
Required: No

ID of the inventory result entity. For example, for managed instance inventory the result will be the
managed instance ID. For EC2 instance inventory, the result will be the instance ID.

Type: String
Required: No
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InventoryResultltem

The inventory result item.

Contents

CaptureTime
The time inventory item data was captured.
Type: String
Pattern: ~(20)[0-9][0-9]-(0[1-9]|1[012])-([12][0-9]|3[01]|0[1-9])(T)(2[0-3]]|
[0-1][0-9])(:[0-5][0-9])(:[0-5][0-9])(2)$%
Required: No
Content
Contains all the inventory data of the item type. Results include attribute names and values.
Type: array of String to String maps
Array Members: Minimum number of 0 items. Maximum number of 10000 items.
Length Constraints: Minimum length of 0. Maximum length of 1024.
Required: Yes
ContentHash
MD5 hash of the inventory item type contents. The content hash is used to determine whether to

update inventory information. The Put | nvent or y APl does not update the inventory item type
contents if the MD5 hash has not changed since last update.

Type: String
Length Constraints: Maximum length of 256.
Required: No

SchemaVersion
The schema version for the inventory result item/
Type: String
Pattern: ~([0-9]1{1,6})(\.[0-9]{1,6})%
Required: Yes

TypeName
The name of the inventory result item type.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 100.
Pattern: ( AWB| Custon) : . *$
Required: Yes
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Logginginfo

Information about an Amazon S3 bucket to write instance-level logs to.

Contents

S3BucketName
The name of an Amazon S3 bucket where execution logs are stored .

Type: String
Length Constraints: Minimum length of 3. Maximum length of 63.
Required: Yes

S3KeyPrefix
(Optional) The Amazon S3 bucket subfolder.

Type: String
Length Constraints: Maximum length of 500.
Required: No
S3Region
The region where the Amazon S3 bucket is located.
Type: String
Length Constraints: Minimum length of 3. Maximum length of 20.
Required: Yes
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MaintenanceWindowExecution

Describes the information about an execution of a Maintenance Window.

Contents

EndTime
The time the execution finished.
Type: Timestamp
Required: No
StartTime
The time the execution started.
Type: Timestamp
Required: No
Status
The status of the execution.
Type: String
Valid Values: PENDI NG | | N_PROGRESS | SUCCESS | FAILED | TIMED_OUT |
CANCELLI NG | CANCELLED | SKI PPED_OVERLAPPI NG
Required: No
StatusDetails
The details explaining the Status. Only available for certain status values.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 250.
Required: No
WindowExecutionld
The ID of the Maintenance Window execution.
Type: String
Length Constraints: Fixed length of 36.
Pattern: A[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-
[0-9a-fA-F] {12} $
Required: No
WindowlId
The ID of the Maintenance Window.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mn[ 0-9a-f] {17} $
Required: No
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MaintenanceWindowExecutionTaskldentity

Information about a task execution performed as part of a Maintenance Window execution.

Contents

EndTime
The time the task execution finished.
Type: Timestamp
Required: No
StartTime
The time the task execution started.
Type: Timestamp
Required: No
Status
The status of the task execution.
Type: String
Valid Values: PENDI NG | | N_PROGRESS | SUCCESS | FAILED | TIMED_OUT |
CANCELLI NG | CANCELLED | SKI PPED_OVERLAPPI NG
Required: No
StatusDetails
The details explaining the status of the task execution. Only available for certain status values.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 250.
Required: No
TaskArn
The ARN of the executed task.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1600.
Required: No
TaskExecutionld
The ID of the specific task execution in the Maintenance Window execution.
Type: String
Length Constraints: Fixed length of 36.
Pattern: A[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A- F] {4}\ -
[0-9a-fA-F] {12} $
Required: No
TaskType
The type of executed task.
Type: String
Valid Values: RUN_COMVAND
Required: No
WindowExecutionld
The ID of the Maintenance Window execution that ran the task.
Type: String
Length Constraints: Fixed length of 36.
Pattern: A[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\ -
[0-9a-fA-F] {12} $
Required: No
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MaintenanceWindowExecutionTasklnvocationldentity

Describes the information about a task invocation for a particular target as part of a task execution
performed as part of a Maintenance Window execution.

Contents

EndTime
The time the invocation finished.
Type: Timestamp
Required: No

Executionld

The ID of the action performed in the service that actually handled the task invocation. If the task
type is RUN_COMMAND, this value is the command ID.

Type: String
Required: No
Invocationld
The ID of the task invocation.
Type: String
Length Constraints: Fixed length of 36.
Pattern: ~[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\ -
[0-9a-fA-F] {12} %
Required: No
OwnerInformation

User-provided value that was specified when the target was registered with the Maintenance
Window. This was also included in any CloudWatch events raised during the task invocation.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Required: No
Parameters
The parameters that were provided for the invocation when it was executed.
Type: String
Required: No
StartTime
The time the invocation started.
Type: Timestamp
Required: No
Status
The status of the task invocation.
Type: String
Valid Values: PENDI NG | | N PROGRESS | SUCCESS | FAILED | TIMED_QUT |
CANCELLI NG | CANCELLED | SKI PPED_OVERLAPPI NG
Required: No
StatusDetails
The details explaining the status of the task invocation. Only available for certain Status values.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 250.
Required: No
TaskExecutionld
The ID of the specific task execution in the Maintenance Window execution.
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Type: String
Length Constraints: Fixed length of 36.
Pattern: ~[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\ -
[0-9a-fA-F] {12} %
Required: No
WindowExecutionld
The ID of the Maintenance Window execution that ran the task.
Type: String
Length Constraints: Fixed length of 36.
Pattern: ~[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-fA-F] {4}\-[0-9a-fA-F] {4}\ -
[0-9a-fA-F] {12} %
Required: No
WindowTargetld
The ID of the target definition in this Maintenance Window the invocation was performed for.
Type: String
Length Constraints: Maximum length of 36.
Required: No
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MaintenanceWindowkFilter

Filter used in the request.

Contents

Key
The name of the filter.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Required: No
Values
The filter values.
Type: array of Strings
Length Constraints: Minimum length of 1. Maximum length of 256.
Required: No
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MaintenanceWindowldentity

Information about the Maintenance Window.

Contents

Cutoff
The number of hours before the end of the Maintenance Window that Systems Manager stops
scheduling new tasks for execution.

Type: Integer
Valid Range: Minimum value of 0. Maximum value of 23.
Required: No
Duration
The duration of the Maintenance Window in hours.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 24.
Required: No
Enabled
Whether the Maintenance Window is enabled.
Type: Boolean
Required: No
Name
The name of the Maintenance Window.
Type: String
Length Constraints: Minimum length of 3. Maximum length of 128.
Pattern: *[ a- zA-Z0-9 \-.]{3, 128}$
Required: No
Windowld
The ID of the Maintenance Window.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *ma[ 0-9a-f] {17} $
Required: No
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MaintenanceWindowTarget

The target registered with the Maintenance Window.

Contents

OwnerInformation
User-provided value that will be included in any CloudWatch events raised while running tasks for
these targets in this Maintenance Window.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Required: No
ResourceType
The type of target.
Type: String
Valid Values: | NSTANCE
Required: No
Targets
The targets (either instances or tags). Instances are specified using

Key=instanceids,Values=<instanceid1>,<instanceid2>. Tags are specified using Key=<tag
name>,Values=<tag value>.

Type: array of Target (p. 215) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No
Windowld
The Maintenance Window ID where the target is registered.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mw [ 0-9a-f]1 {17} $
Required: No
WindowTargetld
The ID of the target.
Type: String
Length Constraints: Fixed length of 36.
Pattern: *[ 0-9a-f A-F] {8}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\-[0-9a-f A-F] {4}\ -
[0-9a-fA-F] {12} %
Required: No
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MaintenanceWindowTask

Information about a task defined for a Maintenance Window.

Contents

LoggingInfo
Information about an Amazon S3 bucket to write task-level logs to.
Type: LoggingInfo (p. 192) object
Required: No

MaxConcurrency
The maximum number of targets this task can be run for in parallel.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: ~[ 1- 9]\ d*$| [0-9] [%4 | [1-9][0-9][%4 | [1][O][O] [%4|[0-9]?
Required: No

MaxErrors
The maximum number of errors allowed before this task stops being scheduled.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: [ 1- 9]\ d*$[ [0-9] [ [ [1-9] [0-9] [A4 [ [1][0] [O] [%4|[0-9]7
Required: No

Priority
The priority of the task in the Maintenance Window, the lower the number the higher the priority.

Tasks in a Maintenance Window are scheduled in priority order with tasks that have the same
priority scheduled in parallel.

Type: Integer
Valid Range: Minimum value of 0.
Required: No
ServiceRoleArn
The role that should be assumed when executing the task
Type: String
Required: No
Targets
The targets (either instances or tags). Instances are specified using

Key=instanceids,Values=<instanceidl>,<instanceid2>. Tags are specified using Key=<tag
name>,Values=<tag value>.

Type: array of Target (p. 215) objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.
Required: No

TaskArn
The ARN of the task to execute.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1600.
Required: No

TaskParameters
The parameters that should be passed to the task when it is executed.
Type: String to MaintenanceWindowTaskParameterValueExpression (p. 203) object map
Required: No
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Type
The type of task.
Type: String
Valid Values: RUN_COVMAND
Required: No
Windowld
The Maintenance Window ID where the task is registered.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mw- [ 0-9a-f]1 {17} $
Required: No
WindowTaskld
The task ID.
Type: String
Length Constraints: Fixed length of 36.
Pattern: ~[ 0-9a-f A-F] {8}\-[0-9a-fA-F] {4}\-[0-9a-fA-F] {4}\-[0-9a-f A-F] {4} \ -
[0-9a-fA-F] {12} %
Required: No
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MaintenanceWindowTaskParameterValueExpression

Defines the values for a task parameter.

Contents

Values
This field contains an array of O or more strings, each 1 to 255 characters in length.
Type: array of Strings
Length Constraints: Minimum length of 1. Maximum length of 255.
Required: No
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NotificationConfig

Configurations for sending notifications.

Contents

NotificationArn
An Amazon Resource Name (ARN) for a Simple Notification Service (SNS) topic. Run Command
pushes natifications about command status changes to this topic.
Type: String
Required: No

NotificationEvents
The different events for which you can receive notifications. These events include the following: All
(events), InProgress, Success, TimedOut, Cancelled, Failed. To learn more about these events,
see Monitoring Commands in the Amazon Elastic Compute Cloud User Guide .
Type: array of Strings
Valid Values: All | InProgress | Success | TinedQut | Cancelled | Failed
Required: No

NotificationType
Command: Receive natification when the status of a command changes. Invocation: For
commands sent to multiple instances, receive notification on a per-instance basis when the status
of a command changes.
Type: String
Valid Values: Command | | nvocati on
Required: No
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Parameter

An Amazon EC2 Systems Manager parameter in Parameter Store.

Contents

Name
The name of the parameter.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: (2! A([aA [WN [sS] | [sS][sS][MM)) (?="[a-zA-Z0-9_.-]1*%).*$
Required: No
Type
The type of parameter. Valid values include the following: String, String list, Secure string.
Type: String
Valid Values: String | StringList | SecureString
Required: No
Value
The parameter value.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: A(2: (' (V{V{.*\3\ D)) ) *$
Required: No
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ParameterHistory

Information about parameter usage.

Contents

Description
Information about the parameter.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Required: No
Keyld
The ID of the query key used for this parameter.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: ~([ a-zA-Z0-9:/ -1+ $
Required: No
LastModifiedDate
Date the parameter was last changed or updated.
Type: Timestamp
Required: No
LastModifiedUser
Amazon Resource Name (ARN) of the AWS user who last changed the parameter.
Type: String
Required: No
Name
The name of the parameter.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: ~(?! "([aAl [WN [sS] | [sS][sS][MM)) (?="[a-zA-Z0-9_.-]*$).*$
Required: No
Type
The type of parameter used.
Type: String
Valid Values: String | StringList | SecureString
Required: No
Value
The parameter value.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: A(2: (' (V{V{.*\I\})) ) *$
Required: No
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ParameterMetadata

Metada includes information like the ARN of the last user and the date/time the parameter was last
used.

Contents

Description
Description of the parameter actions.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Required: No
Keyld
The ID of the query key used for this parameter.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: ~([ a-zA-Z0-9:/ -1+ $
Required: No
LastModifiedDate
Date the parameter was last changed or updated.
Type: Timestamp
Required: No
LastModifiedUser
Amazon Resource Name (ARN) of the AWS user who last changed the parameter.
Type: String
Required: No
Name
The parameter name.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: (2! *([aAl [WN [sS] | [sS][sS][mMM)) (?="[a-zA-Z0-9_.-]*$).*$
Required: No
Type
The type of parameter. Valid parameter types include the following: String, String list, Secure
string.
Type: String
Valid Values: String | StringList | SecureString
Required: No
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ParameterskFilter

One or more filters. Use a filter to return a more specific list of results.

Contents

Key
The name of the filter.
Type: String
Valid Values: Name | Type | Keyld
Required: No
Values
The filter values.
Type: array of Strings
Array Members: Minimum number of 1 item. Maximum number of 50 items.
Length Constraints: Minimum length of 1. Maximum length of 100.
Required: Yes
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ResultAttribute

The inventory item result attribute.

Contents

TypeName

Name of the inventory item type. Valid value: “AWS:Instancelnformation”. Default Value:
“AWS:Instancelnformation”.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 100.
Pattern: ~*( AWS| Custon): . *$

Required: Yes
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S30utputLocation

An Amazon S3 bucket where you want to store the results of this request.

Contents

OutputS3BucketName
The name of the Amazon S3 bucket.

Type: String
Length Constraints: Minimum length of 3. Maximum length of 63.
Required: No

OutputS3KeyPrefix
The Amazon S3 bucket subfolder.

Type: String
Length Constraints: Maximum length of 500.
Required: No

OutputS3Region
The Amazon S3 region where the association information is stored.

Type: String
Length Constraints: Minimum length of 3. Maximum length of 20.
Required: No
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S30utputUrl

A URL for the Amazon S3 bucket where you want to store the results of this request.

Contents

OutputUrl
A URL for an Amazon S3 bucket where you want to store the results of this request.

Type: String
Required: No
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StepExecution

Detailed information about an the execution state of an Automation step.

Contents

Action
The action this step performs. The action determines the behavior of the step.

Type: String
Pattern: “aws: [ a- zA-Z] {3, 25} $
Required: No

ExecutionEndTime

If a step has finished execution, this contains the time the execution ended. If the step has not yet
concluded, this field is not populated.

Type: Timestamp
Required: No
ExecutionStartTime

If a step has begun execution, this contains the time the step started. If the step is in Pendi ng
status, this field is not populated.

Type: Timestamp
Required: No
FailureMessage
If a step failed, this message explains why the execution failed.
Type: String
Required: No
Inputs
Fully-resolved values passed into the step before execution.
Type: String to String map
Required: No
Outputs
Returned values from the execution of the step.
Type: String to array of Strings map
Array Members: Minimum number of 0 items. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 512.
Required: No
Response
A message associated with the response code for an execution.
Type: String
Required: No
ResponseCode
The response code returned by the execution of the step.
Type: String
Required: No
StepName
The name of this execution step.
Type: String
Required: No
StepStatus

The execution status for this step. Valid values include: Pendi ng, | nPr ogr ess, Success,
Cancel | ed, Fai | ed, and Ti nedCut .
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Contents
Type: String
Valid Values: Pending | InProgress | Success | TinmedOQut | Cancelled | Failed
Required: No
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Tag

Metadata that you assign to your managed instances. Tags enable you to categorize your managed
instances in different ways, for example, by purpose, owner, or environment.

Contents

Key
The name of the tag.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: A( 2! M (21 ) aws: ) (?="[\p{LI\p{Z}\p{N} _.:/=H\-@*3F).*3$
Required: Yes

Value
The value of the tag.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: N([\p{LI\p{ZI\p{N} _.: /=H\-@*) $

Required: Yes
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Target

An array of search criteria that targets instances using a Key;Val ue combination that you specify.
Tar get s is required if you don't provide one or more instance IDs in the call.

Contents

Key
User-defined criteria for sending commands that target instances that meet the criteria. Key
can be t ag: <Amazon EC2 tag> or nanme: <Anmazon EC2 i nstance | D>. For example,
tag: Server Rol e or nane: 0123456789012345. For more information about how to send
commands that target instances using Key;Val ue parameters, see Executing a Command
Using Amazon EC2 Run Command (Linux) or Executing a Command Using Amazon EC2 Run
Command (Windows).
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: N[\ p{L}\p{Z}I\p{N} _.:/=\-@*$
Required: No

Values
User-defined criteria that maps to Key. For example, if you specified t ag: Ser ver Rol e, you could
specify val ue: WebSer ver to execute a command on instances that include Amazon EC2 tags of
ServerRole;WebServer. For more information about how to send commands that target instances

using Key;Val ue parameters, see Executing a Command Using Amazon EC2 Run Command
(Linux) or Executing a Command Using Amazon EC2 Run Command (Windows).

Type: array of Strings
Array Members: Minimum number of 0 items. Maximum number of 50 items.
Required: No
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SSM Plugins

Amazon EC2 Simple Systems Manager (SSM) Config and SSM Run Command use the following
plugins. Platform dependencies are noted for each plugin.

Contents
¢ Top-level Elements (p. 216)
e aws:runPowerShellScript (p. 217)
¢ aws:updateAgent (p. 218)
« aws:applications (p. 218)
¢ aws:cloudWatch (p. 219)
¢ aws:domainJoin (p. 226)
e aws:psModule (p. 227)
e aws:runShellScript (p. 228)
¢ aws:updateSSMAgent (p. 229)

Top-level Elements

Defines the structure of an SSM document.

Syntax

"schemaVersi on": "version",
"description": "description",
"runtimeConfig": {

"aws: applications": {...},
aws: cl oudwatch": {...},
aws: domai nJoin": {...},
aws: psMdul e": {...},
aws: updat eagent": {...},
aws: runpower shel I script": {...},
aws: updat essmagent": {...},
aws: runshel I script": {...}

API Version 2014-11-06
216



Amazon Simple Systems
Management Service API Reference
Properties

‘ }

Properties

schemaVersion
The version of the schema.
Type: Version
Required: Yes

description
A description of the configuration.
Type: String
Required: No

runtimeConfig
The configuration for the instance. For more information, see:

¢ aws:applications (p. 218)

e aws:cloudWatch (p. 219)

¢ aws:domainJoin (p. 226)

¢ aws:psModule (p. 227)

¢ aws:updateAgent (p. 218)

¢ aws:runPowerShellScript (p. 217)
Type: Dictionary<string,PluginConfiguration>
Required: No

aws:runPowerShellScript

Run PowerShell scripts or specify the path to a script to run. This plugin only runs on Microsoft
Windows operating systems.

Syntax

"aws: runPower Shel | Script": {
"properties": [

"runConmand": "comuand",
"wor ki ngDi rectory": "workingDirectory",
"ti meout Seconds": "tineout",
}
{
"runConmand": [
"commandl",
"command2",
"command3"
I,
"wor ki ngDi rectory": "workingDirectory",
"timeout Seconds": "tineout",
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Properties

command
Specify the command(s) to run or the path to an existing script on the instance.

Type: String or Array
Required: Yes

workingDirectory
The path to the working directory on your instance.

Type: String
Required: No

timeout
The time in seconds for a command to be completed before it is considered to have failed.

Type: String
Required: No

aws:updateAgent

Update the EC2Config service to the latest version or specify an older version. This plugin only runs on
Microsoft Windows operating systems.

Syntax

"aws: updat eAgent": {
"properties": [
{
"al | owbowngrade": "true|fal se",
"targetVersion": "version"
}
]
}
Properties

allowDowngrade
Allow the EC2Config service to be downgraded to an earlier version. If set to false, the service can
be upgraded to newer versions only (default). If set to true, specify the earlier version.
Type: Boolean
Required: No
Version
A specific version of the EC2Config service to install. If not specified, the service will be updated to
the latest version.
Type: String
Required: No

aws:applications

Install, repair, or uninstall applications on an EC2 instance. This plugin only runs on Microsoft Windows
operating systems.
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Syntax

"aws: applications": {
"properties": [

"action": "action",
"source": "url",
"sour ceHash": "hash"

"action": "action",
"source": "url",
"paraneters”: "string"

Properties

action
The action to take.

Type: Enum
Valid values: I nstal | | Repair | Uninstall
Required: Yes
parameters
The parameters for the installer.
Type: String
Required: No
source
The URL of the . nsi file for the application.
Type: String
Required: Yes
sourceHash
The SHA256 hash of the . nsi file.
Type: String
Required: No

Examples

For examples, see Managing Windows Instance Configuration in the Amazon EC2 User Guide for
Windows Instances.

aws:cloudWatch

Export data from Windows server to Amazon CloudWatch or Amazon CloudWatch Logs and monitor
using Amazon CloudWatch metrics. This plugin only runs on Microsoft Windows operating systems.

You can export and monitor the following data types:
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ApplicationEventLog
Sends application event log data to CloudWatch Logs.
CustomLogs
Sends any text-based log file to CloudWatch Logs.
ETW
Sends Event Tracing for Windows (ETW) data to CloudWatch Logs.

Note
Microsoft Windows Server 2003 is hot supported.
IS
Sends IIS log data to CloudWatch Logs.

PerformanceCounter
Sends Windows performance counters to CloudWatch. You can select different categories
to upload to CloudWatch as metrics. For each performance counter that you want to upload,
create a PerformanceCounter section with a unique ID (for example, "PerformanceCounter2",
"PerformanceCounter3", and so on) and configure its properties.

SecurityEventLog
Sends security event log data to CloudWatch Logs.

SystemEventLog
Sends system event log data to CloudWatch Logs.

You can define the following destinations for the data:

CloudWatch
The destination where your performance counter metric data is sent. You can add additional
sections with unique IDs (for example, "CloudWatch2", CloudWatch3", and so on), and specify a
different region for each new ID to send the same data to different locations.

CloudWatchLogs
The destination where your log data is sent. You can add additional sections with unique IDs (for
example, "CloudWatchLogs2", CloudWatchLogs3", and so on), and specify a different region for
each new ID to send the same data to different locations.

Syntax

"aws: cl oudwWat ch": {
"properties": {
"Engi neConfiguration": {

"Poll I nterval ": "00:00: 15",
"Conmponents": [
{

"1d": "ApplicationEventLog",
"Ful | Name" :
"AWS. EC2. W ndows. Cl oudWat ch. Event Log. Event Logl nput Conponent , AWS. EC2. W ndows. Cl oudWat ch",
"Paraneters": {
"LogNane": "Application",
"Level s": "val ue"

"Id": "d oudwatch",
"Ful | Name" :
"AWS. EC2. W ndows. Cl oudWat ch. Cl oudWat ch. G oudWat chQut put Conponent , AW5. EC2. W ndows. Cl oudWat ¢
"Paraneters": {
"AccessKey": "access-key-id",
"Secret Key": "secret-access-key",
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b
{

" AWE. EC2.

" AWE. EC2.

" AWE. EC2.

" AWE. EC2.

"Regi on": "region",
"NaneSpace": "nanmespace"

}

"Id": "d oudwat chLogs",
"Ful | Nanme" :
W ndows. Cl oudWat ch. Cl oudWat chLogsQut put , AWS. EC2. W ndows. O oudWat ch",
"Paraneters": {
"AccessKey": "access-key-id",
"Secret Key": "secret-access-key",
"Regi on": "region",
"LogG oup": "group",
"LogStreant: "streant

"Id": "CustonlLogs",
"Ful | Name" :

W ndows. Cl oudWat ch. Cust onLog. Cust onLogl nput Conponent , AW5. EC2. W ndows | Cl oudWat ch",

"Paraneters": {
"LogDi rectoryPath": "path",

"Ti mest anpFormat": "val ue",
"Encodi ng": "val ue",
"Filter": "",
"Cul tureNanme": "l ocal e",
"Ti mreZoneKi nd": "val ue",
"Li neCount": "val ue"

}

"Id": "ETW,

"Ful | Nanme" :

W ndows. Cl oudWat ch. Event Log. Event Logl nput Conponent , AWS. EC2. W ndows. Cl
"Paraneters": {

"LogNane": "M crosoft-Wndows-W nl Net/ Anal ytic",

"Level s": "val ue"

"Id": "I1lSLogs",
"Ful | Name" :
W ndows. Cl oudWat ch. Cust onLog. Cust onlLogl nput Conponent , AW5. EC2. W ndows.
"Paraneters": {
"LogDi rectoryPath": "path",

"Ti mest anpFormat": "val ue",
"Encodi ng": "val ue",
"Filter": "",
"Cul tureNanme": "l ocal e",
"Ti mreZoneKi nd": "val ue",
"Li neCount": "val ue"

}

"Id": "PerformanceCounter",

"Ful | Nanme" :

W ndows. O oudWat ch. Per f or manceCount er Conponent . Per f or manceCount er | np
"Paraneters": {
" Cat egor yNane" :

name",
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"Count er Nane" :
"1 nstanceNane":
"MetricNanme": "
"Unit": "unit",
"Di mensi onNane" :
"Di nensi onVal ue":

"nhane",

name",

name",

"name"
"val ue"

"Id": "SecurityEventLog",
"Ful | Name" :
W ndows. Cl oudWat ch. Event Log. Event Logl nput Conponent , AWS.
"Paraneters": {
"LogNane": "Security",
"Level s": "val ue"

EC2. W ndows. Cl

"Id": "SystenEvent Log",
"Ful | Name" :
W ndows. Cl oudWat ch. Event Log. Event Logl nput Conponent , AWS. EC2. W ndows. Cl
"Paraneters": {
"LogNane": " Systent,
"Level s": "val ue"
}
}
]

"Flows": {
"Flows": [
"source, destination",
"(sourcel, source2),destination",
"source, (destinationl,destination2)"

Properties

AccessKey
Your access key ID. This property is required unless you launched your instance using an IAM
role. This property cannot be used with SSM.

Type: String

Required: No

CategoryName
The performance counter category from Performance Monitor.

Type: String

Required: Yes

CounterName
The name of the performance counter from Performance Monitor.

Type: String
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Required: Yes

CultureName
The locale where the timestamp is logged. If CultureName is blank, it defaults to the same locale
currently used by your Windows instance.

Type: String

Valid values: For a list of supported values, see National Language Support (NLS) on the Microsoft
website. Note that the div, div-MV, hu, and hu-HU values are not supported.

Required: No

DimensionName
A dimension for your Amazon CloudWatch metric. If you specify Di mensi onNane, you must
specify Di mensi onVal ue. These parameters provide another view when listing metrics. You can
also use the same dimension for multiple metrics so that you can view all metrics belonging to a
specific dimension.

Type: String

Required: No

DimensionValue
A dimension value for your Amazon CloudWatch metric.

Type: String

Required: No

Encoding
The file encoding to use (for example, UTF-8). Use the encoding name, not the display name.

Type: String
Valid values: For a list of supported values, see Encoding Class in the MSDN Library.

Required: Yes

Filter
The prefix of log names. Leave this parameter blank to monitor all files.

Type: String

Valid values: For a list of supported values, see the FileSystemWatcherFilter Property in the
MSDN Library.

Required: No

Flows
Each data type to upload, along with the destination for the data (CloudWatch or
CloudWatch Logs). For example, to send a performance counter defined under "1 d":
" Per f or manceCount er" to the CloudWatch destination defined under "1 d": " C oudWat ch",
enter "PerformanceCounter,CloudWatch". Similarly, to send the custom log, ETW log,
and system log to the CloudWatch Logs destination defined under "1 d": "ETW, enter
"(ETW),CloudWatchLogs". In addition, you can send the same performance counter or log file to
more than one destination. For example, to send the application log to two different destinations
that you defined under "1 d": " Cl oudWat chLogs" and "1 d": "d oudWat chLogs2", enter
"ApplicationEventLog,(CloudWatchLogs, CloudWatchLogs2)".

Type: String

Valid values (source): Appl i cati onEvent Log | Cust onlLogs | ETW| Per f or manceCount er |
Syst enEvent Log | Securi t yEvent Log

Valid values (destination): Cl oudWat ch | Cl oudWat chLogs | O oudWat chn | O oudWat chLogsn
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Required: Yes

FullName
The full name of the component.

Type: String

Required: Yes

Identifies the data source or destination. This identifier must be unique within the configuration file.
Type: String

Required: Yes

InstanceName
The name of the performance counter instance. Do not use an asterisk (*) to indicate all instances
because each performance counter component only supports one metric. You can, however use
Total.

Type: String

Required: Yes

Levels
The types of messages to send to Amazon CloudWatch.

Type: String

Valid values:

* 1 - Only error messages uploaded.

¢ 2 - Only warning messages uploaded.

¢ 4 - Only information messages uploaded.

Note that you can add values together to include more than one type of message. For example, 3
means that error messages (1) and warning messages (2) are included. A value of 7 means that
error messages (1), warning messages (2), and informational messages (4) are included.

Required: Yes

Note
Windows Security Logs should set Levels to 7.

LineCount
The number of lines in the header to identify the log file. For example, IIS log files have virtually
identical headers. You could enter 3, which would read the first three lines of the log file's header
to identify it. In IIS log files, the third line is the date and time stamp, which is different between log
files.

Type: Integer

Required: No

LogDirectoryPath
For CustomLogs, the path where logs are stored on your Amazon EC2 instance. For IIS logs, the
folder where 1IS logs are stored for an individual site (for example, C:\\inetpub\ogs\\LogFiles\
\W3SVCn).

Note

For IIS logs, only W3C log format is supported. IIS, NCSA, and Custom formats are not
supported.

Type: String
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Required: Yes

LogGroup
The name for your log group. This name is displayed on the Log Groups screen in the
CloudWatch console.

Type: String

Required: Yes

LogName
The name of the log file.

1. To find the name of the log, in Event Viewer, in the navigation pane, click Applications and
Services Logs.

2. In the list of logs, right-click the log you want to upload (for example,
Microsoft>Windows>Backup>Operational), and then click Create Custom View.

3. In the Create Custom View dialog box, click the XML tab. The LogName is in the <Select
Path=> tag (for example, M cr osof t - W ndows- Backup). Copy this text into the LogName
parameter.

Type: String
Valid values: Appl i cation|Security |System|M crosoft-Wndows-W nl Net/Anal ytic

Required: Yes

LogStream
The destination log stream. If you use {instance_id}, the default, the instance ID of this instance is
used as the log stream name.

Type: String
Valid values: {i nst ance_i d} | {host nane} |{i p_address} <l og_stream nane>

If you enter a log stream name that doesn't already exist, CloudWatch Logs automatically creates
it for you. You can use a literal string or predefined variables ({instance_id}, {hostname},
{ip_address}, or a combination of all three to define a log stream name.

The log stream name specified in this parameter appears on the Log Groups > Streams for
<Your LogSt r ean® screen in the CloudWatch console.

Required: Yes

MetricName
The CloudWatch metric that you want performance data to appear under.

Type: String

Required: Yes

NameSpace
The metric namespace where you want performance counter data to be written.

Type: String

Required: Yes

Pollinterval
How many seconds must elapse before new performance counter and log data is uploaded.

Type: Integer
Valid values: Set this to 5 or more seconds. Fifteen seconds (00:00:15) is recommended.

Required: Yes

API Version 2014-11-06
225



Amazon Simple Systems
Management Service API Reference
Examples

Region
The region where you want to send log data. Although you can send performance counters to a
different region from where you send your log data, we recommend that you set this parameter to
the same region where your instance is running.

Type: String
Valid values: us- east -1 |us-west-2 | eu-west-1|eu-central -1 |ap-sout heast-1|ap-

sout heast -2 | ap-nort heast-1

Required: Yes

SecretKey
Your secret access key. This property is required unless you launched your instance using an IAM
role.

Type: String

Required: No

TimestampFormat
The timestamp format you want to use. For a list of supported values, see Custom Date and Time
Format Strings in the MSDN Library.

Type: String

Required: Yes

TimeZoneKind
Provides time zone information when no time zone information is included in your log’s timestamp.
If this parameter is left blank and if your timestamp doesn’t include time zone information,
CloudWatch Logs defaults to the local time zone. This parameter is ignored if your timestamp
already contains time zone information.

Type: String
Valid values: Local | UTC
Required: No
Unit
The appropriate unit of measure for the metric.
Type: String

Valid values: Seconds | Microseconds | Milliseconds | Bytes | Kilobytes | Megabytes | Gigabytes
| Terabytes | Bits | Kilobits | Megabits | Gigabits | Terabits | Percent | Count | Bytes/Second |
Kilobytes/Second | Megabytes/Second | Gigabytes/Second | Terabytes/Second | Bits/Second |
Kilobits/Second | Megabits/Second | Gigabits/Second | Terabits/Second | Count/Second | None

Required: Yes

Examples

For examples, see Sending Performance Counters to CloudWatch and Logs to CloudWatch Logs in
the Amazon EC2 User Guide for Windows Instances.

aws:domainJoin

Join an EC2 instance to a domain. This plugin only runs on Microsoft Windows operating systems.
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Syntax

"aws: domai nJoi n": {
"properties": {
"directoryld": "id",
"directoryNane": "nane",
"directoryQJ':
" QU=or gani zat i onal Uni t, DC=domai nConponent , DC=donai nConponent , DC=domai nConponent ",
"dnsl| pAddresses": ["ipl","ip2",...]
}

Properties

directoryld

The ID of the directory.

Type: String

Required: No

Example: "directoryld™: "d-1234567890"
directoryName

The name of the domain.

Type: String

Required: Yes

Example: "directoryName": "example.com”

directoryOU
The organizational unit (OU).
Type: String
Required: Yes
Example: "directoryOU": "OU=test,DC=example,DC=com"

dnsipAddresses
The IP addresses of the DNS servers.
Type: Array
Required: No
Example: "dnslpAddresses": ['198.51.100.1","198.51.100.2"]

Examples

For examples, see Seamlessly Joining a Windows Instance to an AWS Directory Service Domain in
the Amazon EC2 User Guide for Windows Instances.

aws:psModule

Install PowerShell modules on an EC2 instance. This plugin only runs on Microsoft Windows operating
systems.

Syntax

"aws: psModul e": {
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"properties": [

"runConmand": "command",
"source": "url",
"sour ceHash": "hash"

b
{

"runConmand": [
"“comuandl",
"comuand2",
"command3"

]

b

our ceHash": "hash"

Properties

runCommand
The PowerShell command to run after the module is installed.
Type: String or Array
Required: No
source
The URL of the . zi p file for the PowerShell module.
Type: String
Required: No
sourceHash
The SHA256 hash of the . zi p file.
Type: String
Required: No

Examples

For examples, see Managing Windows Instance Configuration in the Amazon EC2 User Guide for
Windows Instances.

aws:runShellScript

Run Linux shell scripts or specify the path to a script to run. This plugin only runs on Linux operating
systems.

Syntax

"aws: runsShel I Script": {
"properties": [

"runConmand": "commuand",
"wor ki ngDi rectory": "workingDirectory",
"ti meout Seconds": "tineout",

API Version 2014-11-06
228


http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-configuration-manage.html

Amazon Simple Systems
Management Service API Reference

Properties
}s
{
"runConmand": [
"comandl",
"comand2",
"command3"
1.
"wor ki ngDi rectory": "workingDirectory",
"timeout Seconds": "tineout",
}s
]
}
Properties
command

Specify the command(s) to run or the path to an existing script on the instance.
Type: String or Array
Required: Yes

workingDirectory
The path to the working directory on your instance.

Type: String
Required: No

timeout
The time in seconds for a command to be completed before it is considered to have failed.
Type: String
Required: No

aws:updateSSMAgent

Update the Amazon SSM agent to the latest version or specify an older version. This plugin only runs
on Linux operating systems.

Syntax

"aws: updat eSSMAgent " {
"properties": [
{
"al | owbowngr ade": "true|fal se",
"target Version": "version"
}
]
}
Properties

allowDowngrade
Allow the Amazon SSM agent to be downgraded to an earlier version. If set to false, the agent can
be upgraded to newer versions only (default). If set to true, specify the earlier version.
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Type: Boolean
Required: No
Version

A specific version of the Amazon SSM agent to install. If not specified, the agent will be updated to
the latest version.

Type: String
Required: No
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Common Parameters

The following table lists the parameters that all actions use for signing Signature Version 4 requests.
Any action-specific parameters are listed in the topic for that action. To view sample requests, see
Examples of Signed Signature Version 4 Requests or Signature Version 4 Test Suite in the Amazon
Web Services General Reference.

Action
The action to be performed.

Type: string

Required: Yes

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Type: string

Required: Yes

X-Amz-Algorithm
The hash algorithm that you used to create the request signature.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string
Valid Values: AWB4- HVAC- SHA256

Required: Conditional

X-Amz-Credential
The credential scope value, which is a string that includes your access key, the date, the region
you are targeting, the service you are requesting, and a termination string ("aws4_request"). The
value is expressed in the following format: access_key/YYYYMMDD/region/service/aws4_request.

For more information, see Task 2: Create a String to Sign for Signature Version 4 in the Amazon
Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string
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Required: Conditional

X-Amz-Date
The date that is used to create the signature. The format must be ISO 8601 basic format
(YYYYMMDD'T'HHMMSS'Z"). For example, the following date time is a valid X-Amz-Date value:
20120325T120000Z.

Condition: X-Amz-Date is optional for all requests; it can be used to override the date used for
signing requests. If the Date header is specified in the ISO 8601 basic format, X-Amz-Date is not
required. When X-Amz-Date is used, it always overrides the value of the Date header. For more
information, see Handling Dates in Signature Version 4 in the Amazon Web Services General
Reference.

Type: string

Required: Conditional

X-Amz-Security-Token
The temporary security token that was obtained through a call to AWS Security Token Service.
For a list of services that support AWS Security Token Service, go to Using Temporary Security
Credentials to Access AWS in Using Temporary Security Credentials.

Condition: If you're using temporary security credentials from the AWS Security Token Service,
you must include the security token.

Type: string

Required: Conditional

X-Amz-Signature
Specifies the hex-encoded signature that was calculated from the string to sign and the derived
signing key.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string

Required: Conditional

X-Amz-SignedHeaders
Specifies all the HTTP headers that were included as part of the canonical request. For more
information about specifying signed headers, see Task 1: Create a Canonical Request For
Signature Version 4 in the Amazon Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string

Required: Conditional
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400
InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403
InvalidParameterCombination
Parameters that must not be used together were used together.
HTTP Status Code: 400
InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.
HTTP Status Code: 400
InvalidQueryParameter
The AWS query string is malformed or does not adhere to AWS standards.
HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.
HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.

HTTP Status Code: 400
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MissingAuthenticationToken
The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or
more than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date
stamp on the request is more than 15 minutes in the future.

HTTP Status Code: 400
ServiceUnavailable
The request has failed due to a temporary failure of the server.
HTTP Status Code: 503
Throttling
The request was denied due to request throttling.

HTTP Status Code: 400

ValidationError
The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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Auditing SSM API Calls Using AWS
CloudTrall

Run Command is an extension of AWS EC2 Simple Systems Manager (SSM). Where this document
talks about SSM, it includes Run Command.

SSMis integrated with CloudTrail, a service that captures API calls made by or on behalf of SSM and
delivers the log files to an Amazon S3 bucket that you specify. The API calls can be made indirectly
by using the Amazon EC2 console, AWS CLI, or AWS Tools for Windows PowerShell, or directly by
using the SSM API. Using the information collected by CloudTrail, you can determine what request
was made, the source IP address from which the request was made, who made the request, when

it was made, and so on. CloudTrail logs all SSM API actions. These actions are documented in the
Amazon EC2 Simple Systems Manager API Reference. For example, calls to execute commands with
Run Command or create SSM documents generate entries in CloudTrail log files. To learn more about
CloudTrail, including how to configure and enable it, see the AWS CloudTrail User Guide.

SSM Information in CloudTrall

When CloudTrail logging is enabled, calls made to SSM actions are tracked in log files, along with any
other AWS service records. CloudTrail determines when to create and write to a new file based on a
specified time period and file size.

Every log entry contains information about who generated the request. The user identity information
in the log helps you determine whether the request was made with root or IAM user credentials, with
temporary security credentials for a role or federated user, or by another AWS service. For more
information, see the userldentity field in the CloudTrail Event Reference.

You can store your log files in your bucket for as long as you want, but you can also define Amazon
S3 lifecycle rules to archive or delete log files automatically. By default, your log files are encrypted by
using Amazon S3 server-side encryption (SSE).

You can choose to have CloudTrail publish Amazon SNS noatifications when new log files are delivered
if you want to take quick action upon log file delivery. For more information, see Configuring Amazon
SNS Notifications.

You can also aggregate SSM log files from multiple AWS regions and multiple AWS accounts into
a single Amazon S3 bucket. For more information, see Aggregating CloudTrail Log Files to a Single
Amazon S3 Bucket.
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Amazon Simple Systems
Management Service API Reference
Understanding SSM Log File Entries

Understanding SSM Log File Entries

CloudTrail log files can contain one or more log entries where each entry is made up of multiple JSON-
formatted events. A log entry represents a single request from any source and includes information
about the requested action, any input parameters, the date and time of the action, and so on. The log
entries are not in any particular order. That is, they are not an ordered stack trace of the public API
calls.
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