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Welcome

This is the Amazon Elastic Compute Cloud Command Line Reference. It provides descriptions, syntax,
and usage examples for each of the tools for Amazon EC2. The API tools wrap the Amazon EC2 API
actions. You install and run the AMI tools on an Amazon EC2 instance-store backed instance to manage
the instance-store backed AMls.

Note
This guide also includes the commands for Amazon Virtual Private Cloud (Amazon VPC). For
more information about this service, go to the Amazon Virtual Private Cloud User Guide.

How Do I? Relevant Topics
Download the Amazon EC2 API tools. | Amazon EC2 API Tools

Prepare a computer to use the Amazon | Setting Up the Command Line Tools
EC2 API tools.

Get an alphabetical list of the Amazon | Commands for API Tools (p. 7)
EC2 API tools.

Get a list of the common options for the | Common Options for API Tools (p. 5)
API tools.

Download the Amazon EC2 AMI tools. | Amazon EC2 AMI Tools

Get an alphabetical list of the Amazon | Commands for AMI Tools (p. 644)
EC2 AMI tools.

Get a list of the common options for the | Common Options for AMI Tools (p. 644)
AMI tools.

Get a list of regions and endpoints for | Regions and Endpoints
each AWS product.

Related Topics

¢ Amazon EC2 product page
¢ Amazon Elastic Compute Cloud User Guide
¢ Amazon Elastic Compute Cloud API Reference

APl Version 2012-12-01
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http://docs.aws.amazon.com/general/latest/gr/rande.html
http://aws.amazon.com/ec2
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APl Tools Reference

Topics

Common Options for API Tools (p. 5)
List of API Tools by Function (p. 7)
ec2-allocate-address (p. 13)
ec2-assign-private-ip-addresses (p. 17)
ec2-associate-address (p. 21)
ec2-associate-dhcp-options (p. 26)
ec2-associate-route-table (p. 30)
ec2-attach-internet-gateway (p. 34)
ec2-attach-network-interface (p. 37)
ecz2-attach-volume (p. 40)
ec2-attach-vpn-gateway (p. 44)
ec2-authorize (p. 48)
ec2-bundle-instance (p. 55)
ec2-cancel-bundle-task (p. 60)
ec2-cancel-conversion-task (p. 63)
ec2-cancel-export-task (p. 67)
ec2-cancel-reserved-instances-listing (p. 70)
ec2-cancel-spot-instance-requests (p. 74)
ec2-confirm-product-instance (p. 77)
ec2-copy-snapshot (p. 80)
ec2-create-customer-gateway (p. 84)
ec2-create-dhcp-options (p. 88)
ec2-create-group (p. 92)
ec2-create-image (p. 96)
ec2-create-instance-export-task (p. 102)
ec2-create-internet-gateway (p. 106)
ec2-create-keypair (p. 109)
ec2-create-network-acl (p. 113)
ec2-create-network-acl-entry (p. 116)
ec2-create-network-interface (p. 121)
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ec2-create-placement-group (p. 126)
ec2-create-reserved-instances-listing (p. 129)
ec2-create-route (p. 134)
ec2-create-route-table (p. 138)
ec2-create-snapshot (p. 141)
ec2-create-spot-datafeed-subscription (p. 145)
ec2-create-subnet (p. 148)
ec2-create-tags (p. 152)
ec2-create-volume (p. 156)
ec2-create-vpc (p. 160)
ec2-create-vpn-connection (p. 164)
ec2-create-vpn-gateway (p. 169)
ec2-create-vpn-connection-route (p. 173)
ec2-delete-customer-gateway (p. 176)
ec2-delete-dhcp-options (p. 179)
ec2-delete-disk-image (p. 182)
ec2-delete-group (p. 185)
ec2-delete-internet-gateway (p. 189)
ec2-delete-keypair (p. 192)
ec2-delete-network-acl (p. 195)
ec2-delete-network-acl-entry (p. 198)
ec2-delete-network-interface (p. 202)
ec2-delete-placement-group (p. 205)
ec2-delete-route (p. 208)
ec2-delete-route-table (p. 211)
ec2-delete-snapshot (p. 214)
ec2-delete-spot-datafeed-subscription (p. 217)
ec2-delete-subnet (p. 220)
ec2-delete-tags (p. 223)
ec2-delete-volume (p. 227)
ec2-delete-vpc (p. 230)
ec2-delete-vpn-connection (p. 233)
ec2-delete-vpn-connection-route (p. 236)
ec2-delete-vpn-gateway (p. 239)
ec2-deregister (p. 242)
ec2-describe-addresses (p. 245)
ec2-describe-availability-zones (p. 251)
ec2-describe-bundle-tasks (p. 256)
ec2-describe-conversion-tasks (p. 261)
ec2-describe-customer-gateways (p. 264)
ec2-describe-dhcp-options (p. 269)
ec2-describe-export-tasks (p. 274)
ec2-describe-group (p. 277)
ec2-describe-image-attribute (p. 283)
ec2-describe-images (p. 287)
ec2-describe-instance-attribute (p. 296)
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ec2-describe-instance-status (p. 301)
ec2-describe-instances (p. 308)
ec2-describe-internet-gateways (p. 322)
ec2-describe-keypairs (p. 327)
ec2-describe-network-acls (p. 331)
ec2-describe-network-interface-attribute (p. 337)
ec2-describe-network-interfaces (p. 341)
ec2-describe-placement-groups (p. 349)
ec2-describe-regions (p. 353)
ec2-describe-reserved-instances (p. 357)
ec2-describe-reserved-instances-listings (p. 363)
ec2-describe-reserved-instances-offerings (p. 368)
ec2-describe-route-tables (p. 376)
ec2-describe-snapshot-attribute (p. 382)
ec2-describe-snapshots (p. 386)
ec2-describe-spot-datafeed-subscription (p. 392)
ec2-describe-spot-instance-requests (p. 395)
ec2-describe-spot-price-history (p. 404)
ec2-describe-subnets (p. 410)
ec2-describe-tags (p. 415)
ec2-describe-volume-attribute (p. 420)
ec2-describe-volume-status (p. 424)
ec2-describe-volumes (p. 430)
ec2-describe-vpcs (p. 436)
ec2-describe-vpn-connections (p. 441)
ec2-describe-vpn-gateways (p. 447)
ec2-detach-internet-gateway (p. 452)
ec2-detach-network-interface (p. 455)
ec2-detach-volume (p. 458)
ec2-detach-vpn-gateway (p. 462)
ec2-disable-vgw-route-propagation (p. 465)
ec2-disassociate-address (p. 468)
ec2-disassociate-route-table (p. 472)
ec2-enable-volume-io (p. 475)
ec2-enable-vgw-route-propagation (p. 478)
ec2-fingerprint-key (p. 481)
ec2-get-console-output (p. 484)
ec2-get-password (p. 488)
ec2-import-instance (p. 492)
ec2-import-keypair (p. 499)
ec2-import-volume (p. 503)
ec2-migrate-image (p. 509)
ec2-modify-image-attribute (p. 514)
ec2-modify-instance-attribute (p. 519)
ec2-modify-network-interface-attribute (p. 524)
ec2-modify-snapshot-attribute (p. 528)
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¢ ec2-modify-volume-attribute (p. 532)

¢ ec2-monitor-instances (p. 535)

¢ ec2-purchase-reserved-instances-offering (p. 538)
e ec2-reboot-instances (p. 542)

e ec2-register (p. 545)

¢ ec2-release-address (p. 551)

¢ ec2-replace-network-acl-association (p. 555)
¢ ec2-replace-network-acl-entry (p. 558)

e ec2-replace-route (p. 562)

e ec2-replace-route-table-association (p. 566)
¢ ec2-report-instance-status (p. 570)

e ec2-request-spot-instances (p. 574)

¢ ec2-reset-image-attribute (p. 585)

e ec2-reset-instance-attribute (p. 588)

¢ ec2-reset-network-interface-attribute (p. 592)
¢ ec2-reset-snapshot-attribute (p. 596)

e ec2-resume-import (p. 600)

e ec2-revoke (p. 604)

e ec2-run-instances (p. 610)

e ec2-start-instances (p. 623)

¢ ec2-stop-instances (p. 627)

e ec2-terminate-instances (p. 631)

e ec2-unassign-private-ip-addresses (p. 634)
e ec2-unmonitor-instances (p. 637)

¢ ec2-upload-disk-image (p. 640)

Common Options for APl Tools

Most API tools described in this section accept the set of optional parameters described in the following
table.

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

APl Version 2012-12-01
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Deprecated Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

APl Version 2012-12-01
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List of APITools by Function

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXYI BH3HXV4ZBEXAMPLE. pem

List of APl Tools by Function

Amazon DevPay

¢ ec2-confirm-product-instance (p. 77)

AMls/Images

e ec2-create-image (p. 96)

¢ ec2-deregister (p. 242)

¢ ec2-describe-image-attribute (p. 283)
¢ ec2-describe-images (p. 287)

¢ ec2-migrate-image (p. 509)

¢ ec2-modify-image-attribute (p. 514)

e ec2-register (p. 545)

e ec2-reset-image-attribute (p. 585)

Availability Zones and Regions

¢ ec2-describe-availability-zones (p. 251)

¢ ec2-describe-regions (p. 353)

Customer Gateways (Amazon VPC)

¢ ec2-create-customer-gateway (p. 84)
¢ ec2-delete-customer-gateway (p. 176)

¢ ec2-describe-customer-gateways (p. 264)

DHCP Options (Amazon VPC)

e ec2-associate-dhcp-options (p. 26)

e ec2-create-dhcp-options (p. 88)

APl Version 2012-12-01
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¢ ec2-delete-dhcp-options (p. 179)
¢ ec2-describe-dhcp-options (p. 269)

Amazon Elastic Block Store

¢ ec2-attach-volume (p. 40)

¢ ec2-copy-snapshot (p. 80)

¢ ec2-create-snapshot (p. 141)

¢ ec2-create-volume (p. 156)

¢ ec2-delete-disk-image (p. 182)

¢ ec2-delete-snapshot (p. 214)

¢ ec2-delete-volume (p. 227)

¢ ec2-describe-snapshot-attribute (p. 382)
¢ ec2-describe-snapshots (p. 386)

¢ ec2-describe-volumes (p. 430)

¢ ec2-describe-volume-attribute (p. 420)
¢ ec2-describe-volume-status (p. 424)

¢ ec2-detach-volume (p. 458)

¢ ec2-enable-volume-io (p. 475)

¢ ec2-import-volume (p. 503)

¢ ec2-modify-snapshot-attribute (p. 528)
¢ ec2-modify-volume-attribute (p. 532)

¢ ec2-reset-snapshot-attribute (p. 596)

Elastic IP Addresses

¢ ec2-allocate-address (p. 13)

e ec2-associate-address (p. 21)

¢ ec2-describe-addresses (p. 245)
¢ ec2-disassociate-address (p. 468)

¢ ec2-release-address (p. 551)

Elastic Network Interfaces (Amazon VPC)

e ec2-attach-network-interface (p. 37)

¢ ec2-create-network-interface (p. 121)

¢ ec2-delete-network-interface (p. 202)

¢ ec2-describe-network-interfaces (p. 341)

¢ ec2-describe-network-interface-attribute (p. 337)
¢ ec2-detach-network-interface (p. 455)

¢ ec2-modify-network-interface-attribute (p. 524)

¢ ec2-reset-network-interface-attribute (p. 592)
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General

ec2-get-console-output (p. 484)

Instances

ec2-describe-instance-attribute (p. 296)
ec2-describe-instance-status (p. 301)
ec2-describe-instances (p. 308)
ec2-import-instance (p. 492)
ec2-modify-instance-attribute (p. 519)
ec2-reboot-instances (p. 542)
ec2-reset-instance-attribute (p. 588)
ec2-run-instances (p. 610)
ec2-start-instances (p. 623)
ec2-stop-instances (p. 627)

ec2-terminate-instances (p. 631)

Internet Gateways (Amazon VPC)

ec2-attach-internet-gateway (p. 34)
ec2-create-internet-gateway (p. 106)
ec2-delete-internet-gateway (p. 189)
ec2-describe-internet-gateways (p. 322)

ec2-detach-internet-gateway (p. 452)

Key Pairs

ec2-create-keypair (p. 109)
ec2-delete-keypair (p. 192)
ec2-describe-keypairs (p. 327)
ec2-fingerprint-key (p. 481)
ec2-import-keypair (p. 499)

Monitoring

ec2-monitor-instances (p. 535)

ec2-unmonitor-instances (p. 637)

Network ACLs (Amazon VPC)

ec2-create-network-acl (p. 113)
ec2-create-network-acl-entry (p. 116)

ec2-delete-network-acl (p. 195)
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ec2-delete-network-acl-entry (p. 198)
ec2-describe-network-acls (p. 331)
ec2-replace-network-acl-association (p. 555)

ec2-replace-network-acl-entry (p. 558)

Placement Groups

ec2-create-placement-group (p. 126)
ec2-delete-placement-group (p. 205)

ec2-describe-placement-groups (p. 349)

Reserved Instances

ec2-cancel-reserved-instances-listing (p. 70)
ec2-create-reserved-instances-listing (p. 129)
ec2-describe-reserved-instances (p. 357)
ec2-describe-reserved-instances-listings (p. 363)
ec2-describe-reserved-instances-offerings (p. 368)

ec2-purchase-reserved-instances-offering (p. 538)

Route Tables (Amazon VPC)

ec2-associate-route-table (p. 30)
ec2-create-route (p. 134)
ec2-create-route-table (p. 138)
ec2-delete-route (p. 208)
ec2-delete-route-table (p. 211)
ec2-describe-route-tables (p. 376)
ec2-disassociate-route-table (p. 472)
ec2-replace-route (p. 562)

ec2-replace-route-table-association (p. 566)

Security Groups

ec2-authorize (p. 48)
ec2-create-group (p. 92)
ec2-delete-group (p. 185)
ec2-describe-group (p. 277)
ec2-revoke (p. 604)

Spot Instances

ec2-cancel-spot-instance-requests (p. 74)
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¢ ec2-create-spot-datafeed-subscription (p. 145)

¢ ec2-delete-spot-datafeed-subscription (p. 217)

¢ ec2-describe-spot-datafeed-subscription (p. 392)
¢ ec2-describe-spot-instance-requests (p. 395)

¢ ec2-describe-spot-price-history (p. 404)

¢ ec2-request-spot-instances (p. 574)

Subnets (Amazon VPC)

¢ ec2-create-subnet (p. 148)
¢ ec2-delete-subnet (p. 220)
¢ ec2-describe-subnets (p. 410)

Tags

« ec2-create-tags (p. 152)
¢ ec2-delete-tags (p. 223)
¢ ec2-describe-tags (p. 415)

VM Import

e ec2-cancel-conversion-task (p. 63)

¢ ec2-delete-disk-image (p. 182)

¢ ec2-describe-conversion-tasks (p. 261)
¢ ec2-import-instance (p. 492)

¢ ec2-import-volume (p. 503)

e ec2-resume-import (p. 600)

VM Export

e ec2-cancel-export-task (p. 67)
e ec2-create-instance-export-task (p. 102)

¢ ec2-describe-export-tasks (p. 274)

VPCs (Amazon VPC)

¢ ec2-create-vpc (p. 160)
¢ ec2-delete-vpc (p. 230)
¢ ec2-describe-vpcs (p. 436)

VPN Connections (Amazon VPC)

¢ ec2-create-vpn-connection (p. 164)

¢ ec2-delete-vpn-connection (p. 233)
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¢ ec2-describe-vpn-connections (p. 441)

Virtual Private Gateways (Amazon VPC)

e ec2-attach-vpn-gateway (p. 44)

e ec2-create-vpn-gateway (p. 169)

¢ ec2-delete-vpn-gateway (p. 239)

¢ ec2-describe-vpn-gateways (p. 447)
¢ ec2-detach-vpn-gateway (p. 462)

Windows

¢ ec2-bundle-instance (p. 55)

¢ ec2-cancel-bundle-task (p. 60)

¢ ec2-describe-bundle-tasks (p. 256)
¢ ec2-get-password (p. 488)

APl Version 2012-12-01
12



Amazon Elastic Compute Cloud CLI Reference
ec2-allocate-address

ec2-allocate-address

Description

Acquires an Elastic IP address for use with your AWS account.

An Elastic IP address is for use either in Amazon EC2 or in a VPC. For more information, see Elastic IP
Addresses in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2allocaddr.

Syntax

ec2-al | ocat e-address [-d donai n]

Options

Name Description Required
-d, --dommindomain | Setto vpc to allocate the address for use with Conditional
instances in a VPC.
Type: String

Default: The address is for use in Amazon EC2.
Valid values: vpc

Condition: Required when allocating the address for
use in a VPC.

Example: -d vpc

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

APl Version 2012-12-01
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)

APl Version 2012-12-01
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Output

and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ADDRESS identifier
¢ The Elastic IP address for use with your account

¢ Specifies whether this Elastic IP address is for use with instances in Amazon EC2 (st andar d) or
instances in a VPC.

¢ [VPC] The allocation ID (an ID that AWS assigns to represent the allocation of an address for use in a
VPC)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example returns an Elastic IP address for use in Amazon EC2.

PROVPT> ec2-al | ocat e- addr ess
ADDRESS 192.0.2.1 st andard

Example Request

This example returns an Elastic IP address for use in a VPC.

PROVPT> ec2-al | ocat e-address -d vpc
ADDRESS 198.51.100.1 vpc ei pal | oc-5723d13e

Related Topics

Download

¢ Getting Started with the Command Line Tools
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Related Topics

Related Action

* AllocateAddress

Related Commands

¢ ec2-associate-address (p. 21)

¢ ec2-describe-addresses (p. 245)
¢ ec2-disassociate-address (p. 468)
¢ ec2-release-address (p. 551)
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ec2-assign-private-ip-addresses

ec2-assign-private-ip-addresses

Description

Assigns one or more secondary private IP addresses to the specified network interface. You can specify
one or more specific secondary IP addresses, or you can specify the number of secondary IP addresses
to be automatically assigned within the subnet’'s CIDR block range. The number of secondary IP addresses
that you can assign to an instance varies by instance type. For information about instance types, see
Available Instance Types in the Amazon Elastic Compute Cloud User Guide. For more information about
Elastic IP addresses, see Elastic IP Addresses in the Amazon Elastic Compute Cloud User Guide.

This command is only available in VPC.

The short version of this command is ec2apip.

Syntax

ec2-assi gn-private-i p-addresses --network-interface Networklnterface
{[--secondary-private-ip-address-count COUNT] | [--secondary-private-ip-address
| P Address]}

Options

Name Description Required

-n, The ID of the network interface. Yes
--network-interface Type: Stnng

interface_id Default: None

Example: -n eni-bc7299d4

-secory-privetei p-adress | Assigns the specified IP address as a secondary Conditional
| P_ADDRESS private IP address to the network interface. This option

can be used multiple times to assign multiple

secondary IP addresses.

You can do one of the following:

e Use the - —secondary- pri vat e—i p- addr ess
option without a value, and AWS will automatically
assign a secondary private IP address within the
subnet range.

e Usethe - -secondary- pri vat e-i p- addr ess
option, and provide a specific IP address that you
want to assign.

You cannot specify this parameter when also

specifying
--secondary-private-ip-address-count

Type: String
Default: None

Example: --secondary-private-ip-address 10.0.2.18
--secondary-private-ip-address 10.0.2.28
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Common Options

Name

-sathy-pietei pattess-art
COUNT

--al | ow reassi gnment

Description Required

The number of secondary IP addresses to assign to | Conditional
the network interface. You cannot specify this

parameter when also specifying
--secondary-private-ip-address.

Type: Integer
Default: None
Example: --secondary-private-ip-address-count 2

Specifies whether to allow an IP address that is No
already assigned to another network interface to be
reassigned to the specified network interface.

Type: Boolean
Default: False

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

-W --aws-secret-key
AWS_SECRET_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.
Example: - O AKI Al OSFODNN7 EXAMPLE

Note
For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

The command returns true if the operation succeeds or an error if the operation does not succeed.
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Examples

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example assigns two secondary private IP addresses (10.0.0.118 and 10.0.0.119) to the network
interface eni - c08a35a9.

PROVPT> ec2-assi gn-private-ip-addresses --network-interface eni-c08a35a9
--secondary-private-ip-address 10.0.0. 118 --secondary-private-ip-address
10. 0. 0. 119

RETURN true

Example Request

This example assigns two secondary private IP addresses to the network interface eni - c08a35a9. The
IP addresses are automatically assigned from the available IP addresses within the subnet’s CIDR block
range.

PROVPT> ec2-assi gn-private-ip-addresses --network-interface eni-c08a35a9
--secondary-privat e-i p-address-count 2
RETURN t rue

Example Request

This example assigns a secondary private IP address of 10.0.0.82 to the network interface eni - 73e05al.

PROVPT> ec2-assi gn-private-ip-addresses --network-interface eni-73e05al
--secondary-private-ip-address 10.0.0.82
RETURN true

Related Topics
Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AssignPrivatelpAddresses

Related Commands

¢ ec2-unassign-private-ip-addresses (p. 634)
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ec2-associate-address

ec2-associate-address

Description

Associates an Elastic IP address with an instance or a network interface. For more information about
Elastic IP addresses, see Elastic IP Addresses in the Amazon Elastic Compute Cloud User Guide.

[EC2] If the Elastic IP address is already associated with a different instance, it is disassociated from that
instance and associated with the specified instance.

[VPC] If you do not specify a private IP address, the Elastic IP address is associated with the primary IP
address. If the Elastic IP address is already associated with a different instance or a network interface,
you get an error unless you specify the - —al | owr eassoci at i on option.

This is an idempotent operation. If you enter it more than once, Amazon EC2 does not return an error.

The short version of this command is ec2assocaddr.

Syntax

ec2-associ ate-address [-i instance_id | -n network interface] [ip_address | -a
allocation_id] [--private-ip-address] [--all owreassociation]

Options

Name Description Required
-i, --instance The ID of the instance. Conditional
i nstance_id Type: String

Default: None

Condition: Required for Amazon EC2. For VPC, you
can specify either an instance ID or a network interface
ID, but not both.

Example: -i i-43a4412a

i p_address The Elastic IP address. Conditional
Type: String
Default: None
Condition: Required for Amazon EC2.
Example: 192.0.2.1

-a, --allocation-id | The allocation ID. Conditional
all ocation_id Type: String

Default: None

Condition: Required for VPC.

Example: -a eipalloc-5723d13e
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Name Description Required

-n, [VPC] The network interface. Conditional
--network-interface Type: Stnng

interface_id Default: None

Condition: Specify either an instance ID or a network
interface 1D, but not both.

Example: -n eni-bc7299d4

-p, [VPC] The primary or secondary private IP address | Optional
--private-ip-address | to associate with the Elastic IP address. If no private
private_| P_address |IP address is specified, the Elastic IP address is

associated with the primary private IP address.

Type: String
Default: None
Example: p 10.0.0.45

--al l owreassoci ati on | [VPC] Allows an Elastic IP address that is already Optional
associated with an instance or a network interface to
be re-associated with the specified instance or network
interface. Otherwise, the operation fails.

Type: Boolean

Default: The operation fails if the address is already
associated.

Example: --allow-reassociation

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The ADDRESS identifier

¢ The Elastic IP address

« The instance or network interface to which the Elastic IP address is associated
¢ [VPC] The allocation ID

* [VPC] If specified, the private IP address associated with the Elastic IP address

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example associates an Elastic IP address with an instance in Amazon EC2.

PROVPT> ec2- associ at e-address 203.0.113.0 -i i-43a4412a
ADDRESS 203.0.113.0 i-43a4412a

Example Request

This example associates an Elastic IP address with an instance in a VPC.

PROWPT> ec2- associ at e-address -a eipall oc-5723d13e -i i-4fd2431a
ADDRESS i-43a4412a eipalloc-5723d13e  ei passoc-fc5ca095

Example Request

This example associates an Elastic IP address with a network interface.

PROVPT> ec2-associ at e-address -a ei pal |l oc-4a4c6¢c23 -n eni-1001fa78
ADDRESS i-laelae78 ei pal | oc-4a4c6¢23 ei passoc- 1841907a

Example Request

This example associates an Elastic IP address with a private IP address for the specified instance in a
VPC.The al | owr eassoci at i on option allows the Elastic IP address to be associated with the specified
instance even if it's already associated with a different instance or a network interface.
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PROWPT> ec2- associ at e-address -a ei pal |l oc-bf66dcd6 -i i-ba6aOdee -p 10.0.0.85
--al l owreassoci ation
ADDRESS i - babaOdee ei pal | oc- bf 66dcd6 ei passoc-9c66dcf5
10.0.0. 85

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AssociateAddress

Related Commands

¢ ec2-allocate-address (p. 13)

¢ ec2-describe-addresses (p. 245)
¢ ec2-disassociate-address (p. 468)
¢ ec2-release-address (p. 551)
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ec2-associate-dhcp-options

Description

Associates a set of DHCP options (that you've previously created) with the specified VPC, or associates
no DHCP options with the VPC.

After you associate the options with the VPC, any existing instances and all new instances that you launch
in that VPC use the options. You don't need to restart or relaunch the instances. They automatically pick
up the changes within a few hours, depending on how frequently the instance renews its DHCP lease.
You can explicitly renew the lease using the operating system on the instance.

For more information, see DHCP Options Sets in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2assocdopt.

Syntax

ec2- associ at e-dhcp-options { dhcp_options_id | default } -c vpc_id

Options

Name Description Required
dhcp_options_id The ID of the DHCP options set, or def aul t | Yes

to associate no DHCP options set with the

VPC.

Type: String

Default: None
Example: dopt-7a8b9c2d

-c vpc_id The ID of the VPC. Yes
Type: String
Default: None
Example: -c vpc-1a2b3c4d

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1
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Option

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - W wJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The DHCPOPTIONS identifier
¢ The ID of the DHCP options (or def aul t if no DHCP options are associated with the VPC)
¢ The ID of the VPC

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example associates the DHCP options with ID dopt-7a8b9c2d with the VPC with ID vpc-1a2b3c4d.

PROVPT> ec2-associ at e-dhcp-opti ons dopt-7a8b9c2d -c vpc-1la2b3c4d
DHCPOPTI ONS  dopt - 7a8b9c2d vpc- 1a2b3c4d

Example Request

This example changes the VPC with ID vpc-1a2b3c4d to have no associated DHCP options set.

PROVWPT> ec2-associ at e-dhcp-options default -c vpc-1la2b3c4d
DHCPOPTI ONS def ault vpc- 1a2b3c4d

Related Topics

Download

¢ Getting Started with the Command Line Tools
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Related Action

¢ AssociateDhcpOptions

Related Commands

¢ ec2-create-dhcp-options (p. 88)
¢ ec2-delete-dhcp-options (p. 179)
¢ ec2-describe-dhcp-options (p. 269)
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ec2-associate-route-table

Description

Associates a subnet with a route table. The subnet and route table must be in the same VPC. This
association causes traffic originating from the subnet to be routed according to the routes in the route
table. The action returns an association ID, which you need to disassociate the route table from the subnet
later. A route table can be associated with multiple subnets.

For more information about route tables, see Route Tables in the Amazon Virtual Private Cloud User
Guide.

The short version of this command is ec2assocrtb.

Syntax

ec2-associate-route-table route table id -s subnet _id

Options

Name Description Required
route_table_id The ID of the route table. Yes
Type: String

Default: None
Example: rtb-6aa34603

-s subnet _id The ID of the subnet. Yes
Type: String
Default: None
Example: -s subnet-92a045fb

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anmazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ASSOCIATION identifier
¢ The route table association ID (needed to disassociate the route table)
¢ The route table ID

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example associates the route-table (with ID rtb-6aa34603) with the subnet with ID subnet-92a045fb.

PROVPT> ec2-associ ate-route-table rtb-6aa34603 -s subnet-92a045fb
ASSOCI ATI ON  rt bassoc-61a34608 rt b-6aa34603 subnet - 92a045f b

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AssociateRouteTable

Related Commands

e ec2-create-route-table (p. 138)

¢ ec2-delete-route-table (p. 211)

e ec2-describe-route-tables (p. 376)

¢ ec2-disassociate-route-table (p. 472)
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Related Topics

¢ ec2-replace-route-table-association (p. 566)
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ec2-attach-internet-gateway

ec2-attach-internet-gateway

Description

Attaches an Internet gateway to a VPC, enabling connectivity between the Internet and the VPC. For
more information about your VPC and Internet gateway, see the Amazon Virtual Private Cloud User
Guide.

Note

For VPCs that existed before the 2011-01-01 API version: Before you can attach an Internet
gateway, you must delete the legacy security group. For more information, see "Deleting the
Legacy Security Group" in the Security Groups section of the Amazon Virtual Private Cloud User

Guide.

The short version of this command is ec2attigw.

Syntax

ec2-attach-internet-gateway internet_gateway id -c vpc_id

Options

Name

i nternet_gateway_id

-C,

--vpcvpc_id

Description Required
The ID of the Internet gateway to attach. Yes
Type: String

Default: None
Example: igw-c3a643aa

The ID of the VPC. Yes
Type: String

Default: None

Example: -c vpc-d9a045b0

Common Options

Option

--region REGQ ON

-,

--url

URL

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)

APl Version 2012-12-01
35


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference
Output

and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ATTACHMENT identifier
¢ The ID of the VPC
¢ The attachment state (at t achi ng, at t ached, det ached, det achi ng, error)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example attaches the Internet gateway with ID igw-eaad4883 to the VPC with ID vpc-11ad4878.

PROVPT> ec2-attach-internet-gateway igw eaad4883 -c vpc-11ad4878
ATTACHVENT vpc-11ad4878 attachi ng

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AttachinternetGateway

Related Commands

¢ ec2-create-internet-gateway (p. 106)
¢ ec2-delete-internet-gateway (p. 189)
¢ ec2-describe-internet-gateways (p. 322)
¢ ec2-detach-internet-gateway (p. 452)

APl Version 2012-12-01
36


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SettingUp_CommandLine.html
http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-AttachInternetGateway.html

Amazon Elastic Compute Cloud CLI Reference

ec2-attach-network-interface

ec2-attach-network-interface

Description

Attaches a network interface to an instance.

The short version of this command is ec2attnic.

Syntax

ec2-attach-network-interface NETWORKI NTERFACE -i, --instance | NSTANCE -d,
--devi ce-i ndex DEVI CEI NDEX

Options

Name

--instance

I NSTANCE

-d,

--devi ce-i ndex

DEVI CEI NDEX

Description Required
The ID of the instance to attach to the network Yes
interface.

Type: String

Default: None
Example: -i i-640a3c17

The index of the device for the network interface Yes
attachment on the instance.

Type: String
Default: None
Example: -d 1 eni-b35da6da

Common Options

Option

--region REGQ ON

- U,

--url

URL

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns the ID of the network interface that was attached.

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example attaches the specified network interface to the specified instance.

PROVPT> ec2-attach-network-interface eni-b35da6éda -i i-640a3cl7 -d 1
eni - at t ach- dd3f dab4

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

« AttachNetworklInterface

Related Commands

¢ ec2-create-network-interface (p. 121)

¢ ec2-delete-network-interface (p. 202)

¢ ec2-describe-network-interface-attribute (p. 337)
¢ ec2-describe-network-interfaces (p. 341)

¢ ec2-detach-network-interface (p. 455)

¢ ec2-modify-network-interface-attribute (p. 524)

¢ ec2-reset-network-interface-attribute (p. 592)
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ec2-attach-volume

ec2-attach-volume

Description

Attaches an Amazon EBS volume to a running or stopped instance and exposes it to the instance with
the specified device name.

For a list of supported device names, see Attaching the Volume to an Instance. Any device names that
aren't reserved for instance store volumes can be used for Amazon EBS volumes. For more information,
see Amazon EC2 Instance Store.

Note
If a volume has an AWS Marketplace product code:

¢ The volume can only be attached to the root device of a stopped instance.
¢ You must be subscribed to the AWS Marketplace code that is on the volume.

¢ The configuration (instance type, operating system) of the instance must support that specific
AWS Marketplace code. For example, you cannot take a volume from a Windows instance
and attach it to a Linux instance.

« AWS Marketplace product codes are copied from the volume to the instance.

For an overview of the AWS Marketplace, go to https://aws.amazon.com/marketplace/help/200900000.
For details on how to use the AWS Marketplace, see AWS Marketplace.

The short version of this command is ec2attvol.

Syntax

ec2-attach-volunme volune_id --instance instance_id --device device
Options

Name Description Required

vol une_id The ID of the Amazon EBS volume. The volume and | Yes
instance must be within the same Availability Zone
and the instance.

Type: String
Default: None
Example: vol-4d826724

-i, --instance The ID of the instance to attach the volume to. The Yes
instance_id volume and instance must be within the same

Availability Zone.

Type: String

Default: None
Example: -i i-6058a509
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Common Options

Name

-d, --device device

Description Required
The device name to expose to the instance. Yes
Type: String

Default: None

Example: -d /dev/sdf (for Linux/UNIX) or -d xvdf (for
Windows)

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET KEY

-T, --security-token
TOKEN
AWS DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45
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Output
Option Description
-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.
-H, --headers Includes column headers in the command output.

--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cer t - HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ATTACHMENT identifier

» The ID of the volume

¢ The ID of the instance

» The device name

¢ The attachment state of the volume

» The time stamp of the last operation on the volume

¢ Whether or not the volume is set to delete on termination (t r ue or f al se)
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Amazon EC2 command line tools display errors using stderr.

Examples

Example Request

This example attaches volume vol - 1a2b3c4d to instance i - 1a2b3c4d and exposes it as / dev/ sdh.
For information on standard storage locations, see the Amazon Elastic Compute Cloud User Guide.

PROVPT> ec2-attach-vol une vol - 1a2b3c4d -i i-1a2b3c4d -d /dev/sdh
ATTACHVENT vol - 1a2b3c4d i - 1a2b3c4d /dev/ sdh attachi ng YYYY- MM DDTHH: MM SS+0000

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AttachVolume

Related Commands

¢ ec2-create-volume (p. 156)
¢ ec2-delete-volume (p. 227)
¢ ec2-describe-volumes (p. 430)
¢ ec2-detach-volume (p. 458)
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ec2-attach-vpn-gateway

ec2-attach-vpn-gateway

Description

Attaches a virtual private gateway to a VPC. For more information, see Adding an IPsec Hardware Virtual
Private Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2attvgw.

Syntax

ec2-attach-vpn-gateway -p vpn_gateway id -c vpc_id

Options

Name Description Required
vpn_gateway_id The ID of the virtual private gateway to attach | Yes

to the VPC.

Type: String

Default: None
Example: vgw-8db04f81

-Cc, --vpc vpc_id The ID of the VPC. Yes
Type: String
Default: None
Example: -c vpc-1a2b3c4d

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The VGWATTACHMENT identifier
¢ The ID of the attached VPC
¢ The state of the attachment (attaching, attached, detaching, detached)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example attaches the virtual private gateway with ID vgw-8db04f81 to the VPC with ID vpc-1a2b3c4d.

PROWPT> ec2-attach-vpn-gateway vgw 8db04f81 -c vpc-la2b3c4d
VGMTTACHVENT  vpc- 1a2b3c4d attaching

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AttachVpnGateway

Related Commands

e ec2-create-vpn-gateway (p. 169)

¢ ec2-describe-vpn-gateways (p. 447)
e ec2-detach-vpn-gateway (p. 462)

s ec2-create-vpc (p. 160)
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Related Topics

» ec2-create-vpn-connection (p. 164)
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ec2-authorize

ec2-authorize

Description

Adds a rule to a security group.

Important
Amazon EC2: You can have up to 100 rules per group.
VPC: You can have up to 50 rules per group (covering both ingress and egress).

A security group is for use with instances either in Amazon EC2 or in a specific VPC. Amazon EC2 doesn't
support rules for egress traffic. For more information, see Amazon EC2 Security Groups in the Amazon
Elastic Compute Cloud User Guide and Security Groups for Your VPC in the Amazon Virtual Private
Cloud User Guide.

Each rule consists of the protocol (for example, TCP), plus either a CIDR range, or a source group (for
ingress rules) or destination group (for egress rules). For TCP and UDP, you must also specify the
destination port or port ranges. You can specify -1 to mean all ports (i.e., port range 0-65535). For ICMP,
you must also specify the ICMP type and code. You can use -1 for the type or code to mean all types or
all codes.

Amazon EC2: This command either gives one or more CIDR IP address ranges permission to access a
security group for your account, or it gives one or more security groups (called the source groups)
permission to access a security group for your account. A source group can be for your own AWS account,
or another.

VPC: For ingress rules, this command either gives one or more CIDR IP address ranges permission to
access a security group for your VPC, or it gives one or more other security groups (called the source
groups) permission to access a security group for your VPC. The groups must all be in the same VPC.
For egress rules, this command permits instances in the VPC to send traffic to either one or more
destination CIDR IP address ranges, or to one or more destination security groups for the same VPC.

Rule changes are propagated to affected instances as quickly as possible. However, a small delay might
occur.

The short version of this command is ec2auth.

Syntax

ec2-authorize group [--egress] [-P protocol] (-p port_range | -t icnp_type_code)
[-u source_or_dest_group_owner ...] [-0 source_or_dest_group ...] [-s
source_or _dest_cidr ...]

Options

Name Description Required

group [EC2] The name or ID of the security group. Yes
[VPC] The ID of the security group.
The group must belong to your AWS account.
Type: String
Default: None
Example: websrv
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Options

Name

--egress

-P,

- - protocol

pr ot ocol

-p

-t

port_range

i cnp_type_code

Description Required

[VPC] Designates the rule as an egress rule (controls | No
traffic leaving the VPC).

Default: If this option is not specified, the rule applies
to ingress traffic for the specified security group.

The IP protocol name or number (see Protocol Conditional
Numbers). Security groups for Amazon EC2 can have
rules only for TCP, UDP, and ICMP, whereas security
groups for VPC can have rules assigned to any
protocol number.

When you use ec2-describe-group (p. 277), the protocol
value returned is the number. Exception: For TCP,
UDP, and ICMP, the value returned is the name (t cp,
udp, ori cnp).

Type: String

Valid values for Amazon EC2:t cp | udp | i cnp or the
corresponding protocol number (6 | 17 | 1).

Default for Amazon EC2: Defaults to TCP if source
CIDR is specified (or implied by default), or all three
protocols (TCP, UDP, and ICMP) if source group is
specified (to ensure backwards compatibility).

Valid values for VPC:t cp | udp | i cnp or any protocol
number (see Protocol Numbers). Use al | to specify
all protocols.

Condition: Required for VPC.

Example: -P udp

For TCP or UDP: The range of ports to allow. Conditional
Type: String
Default: None

Valid values: A single integer or a range (min-max).
You can specify -1 to mean all ports (for example, port
range 0-65535).

Condition: Required if specifying t cp or udp (or the
equivalent number) for the protocol.

Example: -p 80-84

For ICMP: The ICMP type and code. Use the format | Conditional
t ype: code, where both are integers. You can use -1
for the type or code to mean all types or all codes.

Type: String

Default: None

Condition: Required if specifying i cnp (or the
equivalent number) for the protocol.

Example: -t -1:-1
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Common Options

Name Description Required

-u, The ID of the AWS account that owns the source Conditional
source or_dest_group ower | security group. If the group is in your own account, set

this to your own AWS account ID. Cannot be used

when specifying a CIDR IP address.

Type: String

Default: None

Condition: For Amazon EC2: Required when adding

a rule that gives access to one or more source security

groups.

Example: -u 111122223333

-0 The source security group (for ingress rules), or Conditional
sour ce_or _dest _group | destination security group (for egress rules). You can't

use this option when specifying a CIDR IP address

with the -s option.

[VPC] You must specify the ID of the group (for
example, sg-1a2b3c4d) instead of its name.

Type: String
Default: None

Condition: Required if giving access to one or more
source or destination security groups.

Example: -o headoffice

-s, --cidr The CIDR range. Cannot be used when specifying a | Conditional
sour ce_or_dest _ci dr | source or destination security group with the -o option.
Type: String

Default: 0.0.0.0/0
Constraints: Valid CIDR IP address range.

Condition: Required if giving access to one or more
IP address ranges.

Example: -s 205.192.8.45/24

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2__URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:
A line containing the group information. Some of these fields may be blank.

¢ The GROUP identifier

» The ID of the security group

¢ The AWS account ID of the owner of the security group
* The name of the security group

¢ A description of the security group

» [VPC only] The ID of the VPC the group belongs to

One of each of the following lines for each permission defined by the group:

* The PERMISSION identifier

¢ The AWS account ID of the owner of the group

» The name of the group granting permission

e The type of rule. Currently, only ALLOWS rules are supported
» The protocol to allow (e.g. t cp, udp, etc)

» The start of port range

¢ The end of port range

* FROM for an ingress rule or TO for an egress rule

¢ The source type (for ingress rules) or destination type (for egress rules)
» The source (for ingress rules) or destination (for egress rules)
¢ [USER only] The name of the source or destination entity

* [USER only] The group ID

¢ Whether the rule is ingress rule or an egress rule

Amazon EC2 command line tools display errors on stderr.
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Examples

Example Request

EC2 security groups: This example grants TCP port 80 access from the 192.0.2.0/24 address range to
the EC2 security group called websr v.

PROVWPT> ec2-aut hori ze websrv -P tcp -p 80 -s 192.0.2.0/24
GROUP  websrv
PERM SSI ON  websrv ALLOAS tcp 80 80 FROM CIDR 192.0. 2.0/ 24 ingress

Example Request

EC2 security groups: This example grants TCP port 80 access from the EC2 source group called
O her Account Group (in AWS account 111122223333) to your EC2 security group called websr v.

PROVPT> ec2-aut horize websrv -P tcp -p 80 -u 111122223333 -0 O her Account G oup

GROUP  websrv

PERM SSI ON websrv ALLOAS tcp 80 80 FROM USER 111122223333 NAME O her Account G- oup
i ngress

Example Request

[VPC] This example grants TCP port 80 access from the 192.0.2.0/24 address range to the security group
with ID sg- 1a2b3c4d.

PROWPT> ec2-aut hori ze sg-1a2b3c4d -P tcp -p 80 -s 192.0.2.0/24
GROUP  sg-la2b3c4d
PERM SSION  ALLOAS tcp 80 80 FROM CI DR 192.0.2.0/24 ingress

Example Request

[VPC] This example grants egress access from the group sg- 1a2b3c4d to the destination group
sg- 2a2b3c4d on TCP destination port 1433.

PROVWPT> ec2-aut hori ze --egress sg-1la2b3c4d -P tcp -p 1433 -0 sg-2a2b3c4d
GROUP  sg-la2b3c4d
PERM SSION  ALLOWS tcp 1433 1433 TO USER | D sg-2a2b3c4d egress

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Actions

¢ AuthorizeSecurityGroupEgress
¢ AuthorizeSecurityGrouplngress
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Related Topics

Related Commands

e ec2-create-group (p. 92)

¢ ec2-delete-group (p. 185)

e ec2-describe-group (p. 277)
e ec2-revoke (p. 604)
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ec2-bundle-instance

Description

Bundles an Amazon instance store-backed Windows instance.

During bundling, only the root device volume (C:\) is bundled. Data on other instance store volumes is
not preserved.

Note
This procedure is not applicable for Linux/UNIX instances or Windows instances that are backed
by Amazon EBS.

The short version of this command is ec2bundle.

Syntax

ec2-bundl e-i nstance instance_id -b bucket -p prefix -o access_key_id {-c policy
| -s policy_signature |-w owner_secret_access_key} [-x hours] [--1ocation
| ocation] [-B]

Options

Name Description Required
i nstance_id The ID of the instance to bundle. Yes
Type: String

Default: None
Example: i-5e73d509

- b, - - bucket bucket The bucket in which to store the AMI. You can specify | Yes
a bucket that you already own or a new bucket that
Amazon EC2 creates on your behalf. If you specify a
bucket that belongs to someone else, Amazon EC2
returns an error.

Type: String
Default: None
Example: -b myawsbucket

-p,--prefixprefix | The prefix for the image component names being Yes
stored in Amazon S3.

Type: String
Default: None
Example: -p winami

-0, --owner-akid The Access Key ID of the owner of the Amazon S3 | Yes
access_key id bucket.
Type: String

Default: None
Example: -0 AKIAIOSFODNN7EXAMPLE
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Options

Name

-c,--policypolicy

-S,
--policy-signature
policy_signature

- W, - - owner - sak
owner _secret_access_
key

-X,--expires hours

--location
bucket | ocation

Description Required

A Base64-encoded Amazon S3 upload policy that Conditional
gives Amazon EC2 permission to upload items into
Amazon S3 on the user's behalf. If you provide this
parameter, you must also provide either a policy
signature, or your Secret Access Key, so we can
create a policy signature for you (the Secret Access
Key is not passed to EC2). If you do not provide this
parameter, the - - owner - sak is required, and we
generate an upload policy and policy signature for you
automatically. For more information about upload
policies and how to sign them, see the sections about
policy construction and signatures in the Amazon
Simple Storage Service Developer Guide.

Type: String

Default: None

Example: -c upload-policy

The Base-64 encoded signature for the S3 upload Conditional
policy. If you provide - - pol i cy but not

--policy-signature, then --owner-sak is

required, and we use it to automatically sign the policy.

Type: String
Default: None
Example: -s upload-policy

The AWS Secret Access Key for the owner of the Conditional
Amazon S3 bucket specified in the - b parameter. This
parameter is required in either of these cases:

« If you don't provide the - - pol i cy parameter

« If you provide the - - pol i cy parameter, but don't
provide the - - pol i cy- si gnat ur e parameter

The command line tools client uses the Secret Access
Key to sign a policy for you, but does not send the
Secret Access Key to EC2.

Type: String
Default: None

Example: -w
wJalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY

The validity period, in hours, for a generated upload | No
policy.

Type: String

Default: 24

Example:-x 8

The location of the destination Amazon S3 bucket. No
Type: String

Default: None

Example: --location my-bucket-location
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Common Options

Name

-B,
--no- bucket - set up

Description Required

Indicates that no Amazon S3 bucket should be created | No
if one doesn't already exist, and that no attempt should
be made to fix incorrect permissions.

Type: Boolean
Default: False
Example: -B

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET KEY

-T, --security-token
TOKEN
AWS DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45
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Output
Option Description
-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.
-H, --headers Includes column headers in the command output.

--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cer t - HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The BUNDLE identifier
» The ID of the bundle

¢ The ID of the instance

» The bucket name

¢ The bundle prefix

* The bundle start time

¢ The bundle update time
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¢ The current state, usually pending

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example bundles an instance.

PROVPT> ec2-bundl e-i nstance i-12345678 -b nmyawsbucket -p wi nam -o AKI Al OSFCD
NN7EXAMPLE -w wdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

BUNDLE bun-cla540a8 i-12345678 nmyawsbucket wi nam 2008- 09- 15T17: 15: 20+0000
pendi ng

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

* Bundlelnstance

Related Commands

¢ ec2-cancel-bundle-task (p. 60)
¢ ec2-create-image (p. 96)
¢ ec2-describe-bundle-tasks (p. 256)
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ec2-cancel-bundle-task

ec2-cancel-bundle-task

Description

Cancels a bundling operation for an instance store-backed Windows instance.

The short version of this command is ec2cbun.

Syntax

ec2-cancel - bundl e-task bundle_id

Options

Name

bundl e_id

Description Required
The ID of the bundle task to cancel. Yes
Type: String

Default: None
Example: bun-cla432a3

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The BUNDLE identifier
¢ The ID of the bundle

¢ The ID of the instance
¢ The bucket name

¢ The cancel status

¢ The prefix

e The start time

¢ The update time

¢ The status (cancelling)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example cancels the bun- cl a322b9 bundle task.

PROWPT> ec2-cancel - bundl e-task bun-cl a322b9
BUNDLE bun-cl a322b9 i -2674d22r nyawsbucket wi nam 2008-09-15T17: 15: 20+0000 2008-
09-15T17: 15: 20+0000 cancel ling

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CancelBundleTask

Related Commands

¢ ec2-bundle-instance (p. 55)
¢ ec2-describe-bundle-tasks (p. 256)
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ec2-cancel-conversion-task

ec2-cancel-conversion-task

Description

Cancels an active conversion task. The task can be the import of an instance or volume. The command
removes all artifacts of the conversion, including a partially uploaded volume or instance. If the conversion
is complete or is in the process of transferring the final disk image, the command fails and returns an
exception.

For more information, see Using the Command Line Tools to Import Your Virtual Machine to Amazon
EC2 in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2cct.

Syntax

ec2-cancel -conversion-task task id

Options

Name Description Required
task_id The conversion task ID of the task to cancel. Yes
Type: String

Default: None
Example: import-i-fh95npoc

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns the status (success or failure) of the deletion.

Amazon EC2 command line tools display errors on stderr.

Example

Example Request

This example deletes the conversion identified by task ID import-i-fh95npoc.

PROWPT> ec2-cancel - conversion-task inport-i-fh95npoc
CONVERSI ON- TASK i nport-i-fh95npoc

If the task fails, you receive the following error:

Client. Del et eConversionTask Error: Failed to del ete conversion task inmport-i-
f h95npoc

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CancelConversionTask

Related Commands

¢ ec2-delete-disk-image (p. 182)
¢ ec2-describe-conversion-tasks (p. 261)
¢ ec2-import-instance (p. 492)
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Related Topics

¢ ec2-import-volume (p. 503)
e ec2-resume-import (p. 600)
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ec2-cancel-export-task

ec2-cancel-export-task

Description

Cancels an active export task. The command removes all artifacts of the export, including any partially
created Amazon S3 objects. If the export task is complete or is in the process of transferring the final disk
image, the command fails and returns an error.

The short version of this command is ec2cxt.

Syntax

ec2-cancel -export-task task_id

Options

Name Description Required
task_id The ID of the export task to be canceled. This is the ID | Yes
returned by ec2- cr eat e- i nst ance- export -t ask.
Type: String

Default: None
Example: export-i-fgelt0i7

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

APl Version 2012-12-01
68


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference
Output

Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns the status (success or failure) of the cancellation.

Amazon EC2 command line tools display errors on stderr.

Example

Example Request

This example deletes the export identified by task ID export-i-fgelt0i7.

PROVWPT> ec2-cancel - export-task export-i-fgeltQi7
EXPORT- TASK export-i-fgelt0i7

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

e CancelExportTask

Related Commands

e ec2-create-instance-export-task (p. 102)

¢ ec2-describe-export-tasks (p. 274)
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ec2-cancel-reserved-instances-listing

ec2-cancel-reserved-instances-listing

Description

Cancels the specified Reserved Instance listing in the Reserved Instance Marketplace.

For more information about Reserved Instance Marketplace, go to Reserved Instance Marketplace in the
Amazon Elastic Compute Cloud User Guide.

Syntax

ec2-cancel -reserved-instances-listing LI STING

Options

Name Description Required
LI STI NG The ID of the Reserved Instance listing to be canceled. | Yes
Type: String

Default: None

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.
Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.
Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS _KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

The command returns a table that contains the following information:
The listing information

¢ The LISTING identifier

¢ Reserved Instance listing ID
¢ Reserved Instances ID

* Create Date

¢ Update Date

* Status

e Status Message

One or more rows that contain instance count information
¢ The INSTANCE-COUNT identifier

¢ The instance count state

¢ The instance count

One or more rows that contain price schedule information

¢ The PRICE-SCHEDULE identifier

¢ The term

¢ The price

* Whether or not the schedule is active

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example cancels a Reserved Instance listing in the Reserved Instance Marketplace.

PROWPT> ec2-cancel -reserved-instances-1isting 095c0el18-c9e6-4692-97e5- 653e0ex
ampl e

Amazon EC2 returns output similar to the following:

PROVWPT> ec2-cancel -reserved-instances-1isting
Type Reservedl nstancesLi stingld Reservedl nstancesl d Creat eDat e Updat eDat e St at us
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St at usMessage

LI STI NG 095c0e18- c9e6- 4692- 97e5- 653e0exanpl e b847f a93- c736- 4eae- bcal- e3147exanpl e
Tue Aug 28 18:21:07 PDT 2012 Tue Aug 28 18:21:07 PDT 2012 cancell ed cancel | ed

I NSTANCE- COUNT avail able 0

I NSTANCE- COUNT sold 0O

I NSTANCE- COUNT cancel l ed 1

I NSTANCE- COUNT pendi ng 0

PRI CE- SCHEDULE 5 $1.2 true

PRI CE- SCHEDULE 4 $1.2 false

PRI CE- SCHEDULE 3 $1.2 fal se

PRI CE- SCHEDULE 2 $1.2 fal se

PRI CE- SCHEDULE 1 $1.2 true

Related Operations

¢ ec2-describe-reserved-instances-listings (p. 363)
e ec2-create-reserved-instances-listing (p. 129)
¢ ec2-describe-reserved-instances (p. 357)
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ec2-cancel-spot-instance-requests

Description

Cancels one or more Spot Instance requests. Spot Instances are instances that Amazon EC2 starts on
your behalf when the maximum price that you specify exceeds the current Spot Price. Amazon EC2
periodically sets the Spot Price based on available Spot Instance capacity and current Spot Instance
requests. For more information about Spot Instances, see Spot Instances in the Amazon Elastic Compute
Cloud User Guide.

Important
Canceling a Spot Instance request does not terminate running Spot Instances associated with
the request.

The short version of this command is ec2csir.

Syntax

ec2-cancel -spot-i nstance-requests request _id [request_id...]

Options

Name Description Required
request _id The Spot Instance request ID. Yes
Type: String

Default: None
Example: sir-8456a32b

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The SPOTINSTANCEREQUEST identifier
« The Spot Instance request ID
¢ The current state

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example cancels a Spot Instance request.

PROVPT> ec2- cancel - spot -i nstance-requests sir-1a2b3c4d sir-2a2b3c4d
SPOTI NSTANCEREQUEST si r-1a2b3c4d cancel | ed
SPOTI NSTANCEREQUEST si r- 2a2b3c4d cancel | ed

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CancelSpotinstanceRequests

Related Commands

¢ ec2-describe-spot-instance-requests (p. 395)
¢ ec2-describe-spot-price-history (p. 404)
e ec2-request-spot-instances (p. 574)
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ec2-confirm-product-instance

ec2-confirm-product-instance

Description
Determines whether a product code is associated with an instance. This command can only be run by

the owner of the product code. It is useful when a product code owner needs to verify whether an EC2
user’s instance is eligible for support.

The short version of this command is ec2cpi.

Syntax

ec2-confirm product-instance product_code -i instance_id

Options

Name Description Required
product _code The product code to confirm. This must be an Amazon | Yes
DevPay product code that you own.
Type: String

Default: None
Example: 774FAFF8

- The instance to confirm. Yes
i nstance_id Type: String

Default: None

Example: -i i-10a64379

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The product code

¢ The instance ID

¢ A Boolean value indicating whether the product code is attached to the instance
¢ The instance owner's account ID (if the product code is attached)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example determines whether the product code is associated with the instance.

PROWPT> ec2-confirm product-instance 774FAFF8 -i i-10a64379
774F4AFF8 i -10a64379 true 111122223333

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ ConfirmProductinstance

Related Commands

¢ ec2-describe-instances (p. 308)
e ec2-run-instances (p. 610)
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ec2-copy-shapshot

ec2-copy-snapshot

Description

Copies a point-in-time snapshot of an Amazon Elastic Block Store (Amazon EBS) volume and stores it
in Amazon Simple Storage Service (Amazon S3). You can copy the snapshot within the same region or
from one region to another. You can use the snapshot to create new Amazon EBS volumes or Amazon
Machine Images (AMIs).

The short version of this command is ec2cpsnap.

Syntax

ec2- copy-snapshot -r source-region -s source-snapshot-id [-d description]

Options

Name Description Required
-r, --source-region | The name of the AWS region that contains the Yes
SOURCE- REG ON snapshot to be copied.

Type: String

Default: None
Example: us-west-1

-s, The ID of the Amazon EBS snhapshot to copy. Yes
--sour ce- snapshot -id | Type: String

SOURCE- SNAPSHOT- I D | patault: None

Example: snap-4d826724

-d, --description The description to set on the destination Amazon EBS | No
DESCRI PTI ON snapshot.
Type: String

Default: The source’s snapshot description or “[Copied
from SOURCE_REGION]" if source snapshot doesn’t
have a description.

Constraints: Up to 255 characters.
Example: -d “Copy of user data from us-west-1"

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1
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Common Options

Option

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - W wJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns a table that contains the following information:

¢ The SNAPSHOT identifier
¢ The ID of the new snapshot

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example copies snapshot snap- 1a2b3c4d.

PROVPT> ec2-copy-shapshot —-r us-west-1 —s snap-la2b3c4d --description "Copy of

user data from us-west-1"
SNAPSHOT snap- 2a2b3c4d

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CopySnapshot
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Related Topics

Related Commands

e ec2-create-snapshot (p. 141)
¢ ec2-delete-snapshot (p. 214)
¢ ec2-describe-snapshots (p. 386)
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ec2-create-customer-gateway

Description

Provides information to AWS about your VPN customer gateway device. The customer gateway is the
appliance at your end of the VPN connection (compared to the virtual private gateway, which is the device
at the AWS side of the VPN connection)

You must provide the Internet-routable IP address of the customer gateway's external interface. The IP
address must be static and can't be behind a device performing network address translation (NAT).

You must also provide the device's Border Gateway Protocol (BGP) Autonomous System Number (ASN).
You can use an existing ASN assigned to your network. If you don't have an ASN already, you can use
a private ASN (in the 64512 - 65534 range).

Note
Amazon EC2 supports all 2-byte ASN numbers in the range of 1 - 65534, with the exception of
7224, which is reserved in US East, and 9059, which is reserved in EU West.

For more information about ASNs, see the Wikipedia article.

For more information about VPN customer gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addcgw.

Syntax

ec2-create-custoner-gateway -t type -i ip_address -b bgp_asn

Options

Name Description Required
-t type The type of VPN connection this customer Yes
gateway supports.
Type: String

Default: None
Valid values: i psec. 1
Example: -t ipsec.1

-i ip_address The Internet-routable IP address for the Yes
customer gateway's outside interface. The
address must be static.

Type: String
Default: None
Example: -i 12.1.2.3
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Common Options

Name

-b bgp_asn

Description Required

The customer gateway's Border Gateway Yes

Protocol (BGP) Autonomous System Number
(ASN).

Type: Integer

Default: None

Example: -b 65534

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET KEY

-T, --security-token
TOKEN
AWS DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45
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Output
Option Description
-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.
-H, --headers Includes column headers in the command output.

--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cer t - HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The CUSTOMERGATEWAY identifier

» The customer gateway ID, which uniquely identifies the customer gateway

¢ The current state of the customer gateway (pending, available, deleting, deleted)
» The type of VPN connection the customer gateway supports

¢ The Internet-routable IP address for the customer gateway's outside interface

» The customer gateway's BGP ASN
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Examples

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example passes information to AWS about the customer gateway with IP address 12.1.2.3 and ASN
65534.

PROVPT> ec2-create-custoner-gateway -t ipsec.1 -i 12.1.2.3 -b 65534
CUSTOVERGATEWAY cgw b4dc3961 pending ipsec.1 12.1.2.3 65534

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

* CreateCustomerGateway

Related Commands

¢ ec2-delete-customer-gateway (p. 176)
¢ ec2-describe-customer-gateways (p. 264)
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ec2-create-dhcp-options

ec2-create-dhcp-options

Description

Creates a set of DHCP options for your VPC. After creating the new set, you must associate it with the
VPC, causing all existing and new instances that you launch in the VPC to use the new set of DHCP
options. The following table lists the individual DHCP options you can specify. For more information about
the options, see RFC 2132.

DHCP Option Name Description

domain-name A domain name of your choice (for example, example.com).

domain-name-servers | The IP address of a domain name server. You can specify up to four
addresses.

ntp-servers The IP address of a Network Time Protocol (NTP) server. You can specify
up to four addresses.

netbios-name-servers | The IP address of a NetBIOS name server. You can specify up to four
addresses.

netbios-node-type The NetBIOS node type (1, 2, 4, or 8). For more information about the values,
see RFC 2132. We recommend you only use 2 at this time (broadcast and
multicast are currently not supported).

Important

Your VPC automatically starts out with a set of DHCP options that includes only a DNS server
that we provide (AmazonProvidedDNS). If you create a new set of options, and if your VPC has
an Internet gateway, make sure to set the donai n- nane- ser ver s option either to
AmazonProvidedDNS or to a domain name server of your choice.

For more information about DHCP options, see Using DHCP Options with Your VPC in the Amazon
Virtual Private Cloud User Guide.

The short version of this command is ec2adddopt.

Syntax

ec2-creat e-dhcp-opti ons nane=val ue[,value...] [ nanme=val ue[,value...] ... ]

APl Version 2012-12-01
88


http://www.ietf.org/rfc/rfc2132.txt
http://www.ietf.org/rfc/rfc2132.txt
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_DHCP_Options.html

Amazon Elastic Compute Cloud CLI Reference

Options

Options

Name

nanme=val ue, val ue

Description Required

The DHCP option (including the option's name | Yes
and its value). You can specify more than one
option in the request, and more than one value

per option. If you're using the command line

tools on a Windows system, you might need

to use quotation marks (for example,
"name=value,value").

Type: String
Default: None

Example:
"domain-name-servers=10.2.5.1,10.2.5.2"

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Note
For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns a table that contains the following information:
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¢ The DHCPOPTIONS identifier

e The DHCP options ID

¢ The OPTION identifier

¢ Each option and its corresponding value in the set of options

Amazon EC2 command line tools display errors on stderr.
Examples

Example Request

This example creates a new set of DHCP options with a domain name mydomain.com and two DNS
servers (10.2.5.1 and 10.2.5.2).

PROVWPT> ec2-creat e-dhcp-options "donai n- name=nmydomai n. com’ " domai n- nane- serv
ers=10.2.5.1,10.2.5. 2"

DHCPOPTI ONS  dopt - 7a8b9c2d

OPTI ON donmi n-nanme nydonai n. com

OPTI ON donai n-nane-servers 10.2.5.1,10.2.5.2

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateDhcpOptions

Related Commands

¢ ec2-associate-dhcp-options (p. 26)
e ec2-delete-dhcp-options (p. 179)
¢ ec2-describe-dhcp-options (p. 269)
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ec2-create-group

ec2-create-group

Description

Creates a security group.

Important

Amazon EC2: You can have up to 500 groups.
VPC: You can have up to 50 groups per VPC.

A security group is for use with instances either in Amazon EC2 or in a specific VPC. For more information,
see Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide and Security Groups

for Your VPC in the Amazon Virtual Private Cloud User Guide.

When you create a security group, you specify a friendly name of your choice. You can have a security
group for Amazon EC2 with the same name as a security group for a VPC. However, you can't have two
security groups for Amazon EC2 with the same name or two security groups for a VPC with the same

name.

You have a default security group for Amazon EC2 and a default security group for your VPC. If you don't
specify a security group when you launch an instance, the instance is launched into the appropriate default
security group. A default security group includes a default rule that grants instances unrestricted network

access to each other.

You can add or remove rules from your security groups using the ec2- aut hori ze and ec2- r evoke

commands.

The short version of this command is ec2addgrp.

Syntax

ec2-create-group group_nanme -d description [-c vpc_id]

Options

Name

gr oup_nane

-d, --description
description

Description

The name of the security group.
Type: String
Default: None

Constraints: Accepts alphanumeric characters, spaces,
periods, dashes, and underscores.

Example: websrv

The description of the security group. This is
informational only.

Type: String
Default: None

Constraints: Accepts alphanumeric characters, spaces,
periods, dashes, and underscores.

Example: -d "Web Servers"

Required

Yes

Yes

APl Version 2012-12-01
92


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_SecurityGroups.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_SecurityGroups.html

Amazon Elastic Compute Cloud CLI Reference

Common Options

Name

-c, --vpc vpc_id

Description Required

[VPC] The ID of the VPC. Conditional
Type: String

Default: None

Condition: Required for VPC

Example: -c vpc-1a2b3c4d

Common Options

Option
--region REG ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

Description

Overrides the region specified by the EC2_URL environment variable and

the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1

if EC2_URL isn't set.
Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45
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Output
Option Description
-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.
-H, --headers Includes column headers in the command output.

--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cer t - HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The GROUP identifier

» The AWS-assigned ID for the group
e The group name

» The group description

Amazon EC2 command line tools display errors on stderr.
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Examples

Examples

Example Request

This example creates the websr v security group for Amazon EC2.

PROVPT> ec2-create-group websrv -d "Wb Servers"
GROUP sg- 1a2b3c4d websrv Web Servers

Example Request

This example creates the MyVPCG oup security group for the VPC with the ID vpc-3325caf2.

PROVPT> ec2-create-group MYVPCG oup -d 'Goup in ny VPC -c vpc-3325caf2
GROUP sg- 0ad42d66a My VPCG oup G oup in ny VPC

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateSecurityGroup

Related Commands

e ec2-authorize (p. 48)

¢ ec2-delete-group (p. 185)

¢ ec2-describe-group (p. 277)
e ec2-revoke (p. 604)

e ec2-run-instances (p. 610)
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ec2-create-image

ec2-create-image

Description

Creates an Amazon EBS-backed AMI from a running or stopped instance. For more information about
Amazon EBS-backed AMIs, see Storage for the Root Device.

Note

If you customized your instance with instance store volumes or EBS volumes in addition to the
root device volume, the new AMI contains block device mapping information for those volumes.
When you launch an instance from this new AMI, the instance automatically launches with those

additional volumes.

The short version of this command is ec2cim.

Syntax

ec2-create-image instance_id --nanme nane [--description description]

[--no-reboot] [-b,
Options

Name

i nstance_id

-n, --nane nane

-d, --description
descri ption

- - bl ockdevi cenmappi ng mappi ng

Description

The ID of the instance.
Type: String

Default: None
Example: i-10a64379

A name for the new image.
Type: String
Default: None

Constraints: 3-128 alphanumeric characters,
parenthesis (()), commas (,), slashes (/), dashes (-),
or underscores(_). Allows spaces if the name is
enclosed in quotation marks.

Example: -n "Standard Web Server"

A description for the new image.
Type: String

Default: None

Constraints: Up to 255 characters
Example: -d Fedora_v11

Required

Yes

Yes

No
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Options

Name Description Required

--no-reboot When this option is absent, Amazon EC2 attempts to | No
cleanly shut down the instance before image creation
and reboots the instance. When this option is used,
Amazon EC2 doesn't shut down the instance before
creating the image; therefore, file system integrity on
the created image can't be guaranteed.
Type: Boolean
Default: False

Example: --no-reboot
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Options

Name

- b,

- - bl ock- devi ce- nappi ng
mappi ng

Description Required

The block device mapping for the instance. This No
argument is passed in the form of

<devi cenane>=<bl ockdevi ce>.The devi cenane

is the device name of the physical device on the

instance to map. The bl ockdevi ce can be one of

the following values:

e none - Suppresses an existing mapping of the
device from the AMI used to launch the instance.
For example: "/ dev/ sdc=none".

* epheneral [ 0.. 3] - Aninstance store volume to
be mapped to the device. For example:
"/ dev/ sdc=epheneral 0"

* [snapshot-id]:[volume-size]:[truelfalse]:[standard|iol1[:iops]]
- An EBS volume to be mapped to the device.
[snapshot-id] To create a volume from a snapshot,
specify the snapshot ID. [volume-size] To create an
empty EBS volume, omit the snapshot ID and
specify a volume size instead. For example:

"/ dev/ sdh=: 20". [delete-on-termination] To prevent
the volume from being deleted on termination of the
instance, specify f al se. The default is t r ue.
[volume-type] To create a Provisioned IOPS volume,
specify i 01. The default volume type is st andar d.
If the volume type is i 01, you can also provision
the number of IOPS that the volume supports. For
example,

"/ dev/ sdh=snap- 7eb96d16: : f al se: i 01: 500".

You can specify multiple bl ockdevi cenmappi ng
arguments in one call.

For more detailed information about block device
mapping, see Block Device Mapping in the Amazon
Elastic Compute Cloud User Guide.

Type: String

Default: None

Example: -b
"/dev/sdc=snap-7eb96d16:100:false:io1:500"

Note

On Windows, the mappi ng argument must
be enclosed in double quotes, as shown in
the example.
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Common Options

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti nmeout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields

--hi de-tags

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - - request - ti neout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Output
Option Description
- - debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.

-?, --help, -h Displays usage information for the command.
- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The IMAGE identifier
¢ The ID of the newly registered AMI

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates an AMI from the i-10a64379 instance.

PROVWPT> ec2-create-inmge i-10a64379 --nane "Standard Web Server" --description
"Standard web server AM"
| MAGE ami - 4f a54026
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Related Topics

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ Createlmage

Related Commands

¢ ec2-describe-instances (p. 308)
¢ ec2-run-instances (p. 610)
e ec2-terminate-instances (p. 631)
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ec2-create-instance-export-task

ec2-create-instance-export-task

Description

Exports a running or stopped instance to an Amazon S3 bucket. For information about the supported
operating systems, image formats, and known limitations for the types of instances you can export, see

Exporting EC2 Instances in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addixt.

Syntax

ec2-create-instance-export-task instance_id -e target_environnment -f

di sk_i nage_f or mat
descri ption]

Options

Name
i nstance_id
-e, --target-environnent

target _envi ronnent

-f, --disk-inage-format
di sk_i mage_f or mat

-c, --container-fornat
cont ai ner _f or mat

-b, --bucket S3_bucket

[-c container_fornmat]

Description

The ID of the instance to export.

The target environment. VMware supports
VMware 4 and 5. Citrix target Xen 6.

Type: String
Valid values: VMware | Citrix

The disk image file format used to represent
the exported disk.

Type: String
Valid values: VMDK| VHD

Default: If —e = VMware, then —f = VMDK;
otherwise VHD

The container format used to combine disk
images with metadata (such as OVF). If
absent, only the disk image will be exported.
Type: String

Valid values: OVA

Default: If —e = VMware, then -c = OVA;
otherwise empty

-b S3_bucket [-p S3_prefix]

[-d

Required

Yes

Yes

No

The name of the destination Amazon S3 bucket | Yes

where the file will be exported. The destination
bucket must grant WRITE and READ_ACL
permissions to the
vm-import-export@amazon.com AWS account.

Type: String
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Common Options

Name

-p, --prefixS3_prefix

-d, --description
description

Description Required

The prefix for the Amazon S3 key (object No
name) used for the exported file. Maximum

length is 1000 bytes of UTF-8 character

encoding. The final key is composed from this
prefix (if supplied), the export-task-id, and other
relevant parameters.

Type: String
Example: ny- export -,
i ncom ng/ vm export/

A free-form comment that is returned verbatim | No
during subsequent calls to

ec2-descri be-export -t asks. Maximum
length is 255 bytes.

Type: String

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS _KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Note
For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns a table that contains the following information:
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Examples

¢ The EXPORTTASK identifier.
¢ The export task ID.

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a task to export an instance.

PROVPT> ec2-create-instance-export-task i-38e485d8 -e vmware -f vndk -c ova -b
myexport bucket

EXPORTTASK export-i-fgeltQi7 active i -38e485d8 vmar e vndk

myexport bucket export-i-fgeltOi 7. vndk

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreatelnstanceExportTask

Related Commands

¢ ec2-cancel-export-task (p. 67)

¢ ec2-describe-export-tasks (p. 274)
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ec2-create-internet-gateway

ec2-create-internet-gateway

Description

Creates a new Internet gateway for use with a VPC. After creating the Internet gateway, you attach it to
aVPC using ec2- att ach-i nt er net - gat eway. For more information about your VPC and Internet
gateway, see the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addigw.

Syntax

ec2-creat e-i nt er net - gat evay

Options

This command does not have any options.

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

-W --aws-secret-key
AWS_SECRET_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If

AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns a table that contains the following information:
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Examples

¢ The INTERNETGATEWAY identifier
¢ The ID of the Internet gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates an Internet gateway.

PROVPT> ec2-create-internet-gateway
| NTERNETGATEVAY i gw c0a643a9

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreatelnternetGateway

Related Commands

e ec2-attach-internet-gateway (p. 34)

¢ ec2-delete-internet-gateway (p. 189)

¢ ec2-describe-internet-gateways (p. 322)
¢ ec2-detach-internet-gateway (p. 452)
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ec2-create-keypair

ec2-create-keypair

Description

Creates a new 2048-bit RSA key pair with the specified name. The public key is stored by Amazon EC2
and the private key is displayed on the console. The private key is returned as an unencrypted PEM
encoded PKCS#8 private key. If a key with the specified name already exists, Amazon EC2 returns an
error.

Tip
The key pair returned to you works only in the region you're using when you create the key pair.
To create a key pair that works in all regions, use ec2-import-keypair (p. 499).

The short version of this command is ec2addkey.

Syntax

ec2-create-keypair key

Options

Name Description Required
key A unique name for the key pair. Yes
Type: String

Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Example: mysecretkey

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example:--regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

APl Version 2012-12-01
109



Amazon Elastic Compute Cloud CLI Reference

Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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Output

and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

» The KEYPAIR identifier

« The name of the key pair
» The private key fingerprint
« The private key contents

You must save the private key contents, including the - - -- BEG N RSA PRI VATE KEY ---- and
----- END RSA PRI VATE KEY- - - - - lines, in a local file. This file should be kept in a safe place. This
file is required to decrypt any information encrypted with the public key. For more information, see Getting
an SSH Key Pair.

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a key pair named gsg-keypair.

PROWPT> ec2-create-keypair gsg-keypair

KEYPAI R gsg- keypai r 1f: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
---- BEG N RSA PRI VATE KEY ----

M | Ci TCCAf | COQDBN7oRWOUXQO ANBgkghki GOWOBAQUFADCEI DEL MAk GA1UEBhMC
VWK Cz AJ BgNVBAg TAI d BVMRAWDg YDVQQHEWD TZWFOdGx | MQBWDQYDVQQKEWZBb W6
b24xFDASBgNVBAs TCOI BTSBDb25zbh2x| MRl wEAYDVQQDEW UZXNOQ2I s YWWKk Hz Ad
Bgkghki GOWOBCQEWEGEVH25I QGFt YXpvbi 5j b20wHhcNMTEWNDI 1M AONTI x\WacN
MTT wNDI OM AONTI xW CBi DEL MAk GA1UEBhMCVVIVK Cz AJ BgNVBAgTAI dBVRAWDG YD
VQOHEWD TZWFOd Gx | MBWDQYDVQQKEWZBbWF6b 24 x FDASBgNVBAS TCOI BTSBDb252
b2x! MRI WEAYDVQQDEW UZXNOQ2| s YWk Hz AdBgk ghki GOWOBCQEWEGEVb 251 QGFt
YXpvbi 5 b20wgZ8wDQYJKoZI hve NAQEBBQADG YOAM GJ AoGBAMaKOdn+a4GmAN W
21uUSf wf Evy SW C2XADZ4nB+BLYgVI k60Cpi wsZ3@3v UEl 31 yNoH f OWYK8mdT
r DHudUZg3qX4walL GEMA3q7Wgc/ MoQ TxOUSQv7c7ugFFDz QGBzZswY6786nB6gpE
| bb30hj ZnzcvQAaRHhdl QW Mh2nr AgVMBAAEWDQYJKoZI hvc NAQEFBQADg YEAL Cud
nUnVVxYUnt neD9+h8My9q6qg+auNKy ExzyLwax!| Aco7TJIH dbt S4J35i NnZgXLOFkb
FFBj vSf pJI | J00zbhNYS5f 6GuoEDNFJIl 0ZxBHj Jnyp3780D8uTs7f Lvj x79Lj STh
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Related Topics

NYi yt VbZPQUQBYaxu2j Xni mvw3r r sz| aEXAMPLE=
----- END RSA PRI VATE KEY--- - -

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateKeyPair

Related Commands

¢ ec2-delete-keypair (p. 192)
¢ ec2-describe-keypairs (p. 327)
¢ ec2-run-instances (p. 610)
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ec2-create-network-acl

ec2-create-network-acl

Description

Creates a network ACL in a VPC. Network ACLs provide an optional layer of security (on top of security
groups) for the instances in your VPC. For more information about network ACLs, see Network ACLs in
the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addnacl.

Syntax

ec2-create-network-acl vpc_id

Options

Name Description Required
vpc_id The ID of the VPC for the network ACL. Yes
Type: String

Default: None
Example: vpc-9ea045f7

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢« The NETWORKACL identifier

The ACL ID

The ID of the VPC that the route table was created in
¢ The ENTRY elements created by default

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a new network ACL in the VPC with ID vpc-11ad4878. Notice that the response
includes a default entry for egress, and another for ingress, each with a very high rule number (32767).
These are the last entries that we process to decide whether traffic is allowed into our out of an associated
subnet. If the traffic doesn't match any rules with a lower rule number, then these default entries ultimately
deny the traffic. The -1 means all protocols and ports.

PROVPT> ec2-create-network-acl vpc-11ad4878
NETWORKACL acl - 5f b85d36  vpc-11ad4878
ENTRY egress 32767 deny 0.0.0.0/0 all
ENTRY ingress 32767 deny 0.0.0.0/0 all

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateNetworkAcl

Related Commands

¢ ec2-delete-network-acl (p. 195)
¢ ec2-describe-network-acls (p. 331)
« ec2-replace-network-acl-association (p. 555)
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ec2-create-network-acl-entry

Description

Creates an entry (a rule) in a network ACL with the specified rule number. Each network ACL has a set
of numbered ingress rules and a separate set of numbered egress rules. When determining whether a
packet should be allowed in or out of a subnet, we process the entries in the ACL according to the rule
numbers, in ascending order. Each network ACL has a set of ingress rules and a separate set of egress
rules.

Tip

We recommend that you leave room between the rule numbers (for example, 100, 110, 120,

etc.), and not number them one right after the other (for example, 101, 102, 103, etc.). This

makes it easier to add a new rule between existing ones without having to renumber the rules.

After you add an entry, you can't modify it; you must either replace it or create a new entry and delete
the old one.

For more information about network ACLs, see Network ACLs in the Amazon Virtual Private Cloud User
Guide.

The short version of this command is ec2addnae.

Syntax

ec2-create-network-acl-entry acl _id -n rule_nunber [--egress] -P protocol -r
cidr [-p port_range] [-t icnp_type_code] { --allow | --deny }

Options

Name Description Required
acl _id The ID of the ACL for the entry. Yes
Type: String

Default: None
Example: acl-5fb85d36

-n, --rule-nunber The rule number to assign to the entry (for example, | Yes
rul e_nunber 100). ACL entries are processed in ascending order
by rule number.

Type: Number

Default: None

Constraints: Positive integer from 1 to 32766
Example: -n 100

--egress Indicates that the rule be applied to traffic leaving the | No
subnet.
Default: If not specified, the rule applies to ingress
traffic into the subnet.
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Common Options

Name

-P, --protocol
pr ot ocol

-r, --cidr cidr
-p, --port-range
port _range

-t,
--icmp-type-code
i cnp_type_code

--all ow

--deny

Description

The IP protocol. You can specify al | or - 1 to mean
all protocols.

Type: String

Valid values:al | |-1|tcp|udp|icnp orany
protocol number (for a list, see Protocol Numbers).
Example: -P 6

The CIDR range to allow or deny, in CIDR notation.
Type: String

Default: None

Example: -r 172.16.0.0/24

For TCP or UDP: The range of ports to allow.
Type: String
Default: None

Valid values: A single integer or a range (min-max).
You can specify -1 to mean all ports (i.e. port range
0-65535).

Condition: Required if specifying t cp or udp (or the
equivalent number) for the protocol.

Example: -p 80-84

For ICMP: The ICMP type and code using format
t ype: code, where both are integers. You can use -1
for the type or code to mean all types or all codes

Type: String

Default: None

Condition: Required if specifying i cnp (or the
equivalent number) for the protocol.

Example: -t -1:-1

Specifies that any traffic matching the rule is allowed.

Condition: You must specify either --allow or --deny,
but not both options.

Specifies that any traffic matching the rule is denied.

Condition: You must specify either --allow or --deny,
but not both.

Common Options

Option

--region REGQ ON

Description

Overrides the region specified by the EC2_URL environment variable and

the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1

if EC2_URL isn't set.
Example: - -regi on eu-west-1

Required

Yes

Yes

Conditional

Conditional

Conditional

Conditional
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Common Options

Option

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - W wJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The ENTRY identifier
Amazon EC2 command line tools display errors on stderr.
Examples

Example Request

This example creates an entry with rule number 100 in the network ACL with ID acl-2cb85d45. The rule
allows ingress traffic from anywhere (0.0.0.0/0) on UDP port 53 into the subnet.

PROVPT> ec2-creat e-network-acl-entry acl -2cb85d45 -n 100 -r 0.0.0.0/0 -P udp -
p 53 --allow
ENTRY ingress 100 allow 0.0.0.0/0 udp 53

53

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateNetworkAclEntry
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Related Topics

Related Commands

¢ ec2-delete-network-acl-entry (p. 198)
¢ ec2-describe-network-acls (p. 331)
¢ ec2-replace-network-acl-entry (p. 558)
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ec2-create-network-interface

Description

Creates a network interface in the specified subnet. This command is supported only in VPC.

The short version of this command is ec2addnic.

Syntax

ec2-create-network-interface -d, --description DESCRI PTION [--private-ip-address
| P_ADDRESS] |[--secondary-private-ip-address | P_ADDRESS]
[--secondary-private-ip-address-count COUNT][-g, --group GROUP] SUBNET

Options

Name Description Required
-d, --description Set the description of the network interface. No

Default: None
Example: -d "My ENI"

--private-ip-address | The primary private IP address of the network No
| P_ADDRESS interface. If an IP address is not specified, one will be
auto-assigned to the interface.
Type: String

Default: None
Example: --private-ip-address 10.0.2.17

--seoda y-rivete-i paddess | Assigns the specified IP address as a secondary No
| P_ADDRESS private IP address to the network interface or instance.

This option can be used multiple times to assign

multiple secondary IP addresses.

You can do one of the following:

e Use the - —secondary- pri vat e—i p- addr ess
option without a value and AWS will automatically
assign a secondary private IP address within the
subnet range.

e Usethe - -secondary-private-ip-address
option and provide a specific IP address that you
want to assign.

You cannot specify this parameter when also

specifying
--secondary-private-ip-address-count.

Type: String
Default: None

Example: --secondary-private-ip-address 10.0.2.18
—secondary-private-ip-address 10.0.2.28
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Name Description Required

--sthy-pidei pattessaut | The number of secondary IP addresses to assignto | No
COUNT the network interface. You cannot specify this
parameter when also specifying
--secondary-private-ip-address.

Type: Integer
Default: None
Example: --secondary-private-ip-address-count 2

-g, --group GROUP A security group to add to the network interface. You | No
can use this option multiple times to add multiple
groups.
Type: String
Default: None. If no security group is specified, the
interface will become a member of the default security
group.
Example: -g sg-bbalbcd7 —g sg-6d495601

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Note
For more information, see the following section, Deprecated
Options.

-W --aws-secret-key | The secret access key associated with your AWS account.

AVE_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option
-T, --security-token
TOKEN
AWS DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped |
2 | ec2-start-instances -

cut -f

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem
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Output

This command returns the ENI ID for the network interface that was created, along with the subnet ID,
VPC ID, Availability Zone, private IP addresses, and security group membership.

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a network interface address in the specified subnet.

PROVPT> ec2-create-network-interface -d "My ENI" -g sg-bbalbcd7 --private-ip-
address 10.0.2.17 subnet-fdo4ffo4

NETWORKI NTERFACE  eni -3b9f 6552 My ENl subnet - f d04f f 94 vpc- e604f f 8f us-
east-1b 089818748305 fal se pendi ng 02: 1a: 80: 41: 52: 9¢ 10.0.2.17 true

GROUP  sg-bbalbcd7 def aul t
PRI VATEI PADDRESS 10. 0. 2. 17

Example Request

This example creates a network interface address with a primary private IP address of 10.0.0.117, and
two secondary private IP addresses: one secondary private IP address of 10.0.0.118 and another secondary
private IP address that will be automatically assigned.

PROVPT> ec2-create-network-interface -d "My ENI" -g sg-b1lb508d8 --private-ip-
address 10.0.0.117 --secondary-private-ip-address 10.0.0. 118 subnet-b1b508d8
NETWORKI NTERFACE eni - f 907b890 My ENl  subnet - b1b508d8 vpc-a2b508ch ap-

sout heast - 1a 013274050172 fal se pendi ng 02: 75: 42: 60: 6¢: 05
10.0. 0. 117 true

GROUP  sg-82b3alee def aul t

PRI VATEI PADDRESS 10. 0. 0. 117

PRI VATEI PADDRESS 10. 0. 0. 118

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateNetworklInterface

Related Commands

¢ ec2-attach-network-interface (p. 37)
¢ ec2-delete-network-interface (p. 202)
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Related Topics

ec2-describe-network-interface-attribute (p. 337)
ec2-describe-network-interfaces (p. 341)
ec2-detach-network-interface (p. 455)
ec2-modify-network-interface-attribute (p. 524)
ec2-reset-network-interface-attribute (p. 592)
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ec2-create-placement-group

Description

Creates a placement group that you launch cluster instances into. You must give the group a name unique
within the scope of your account. For more information about placement groups and cluster instances,
see Using Cluster Instances in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addpgrp.

Syntax

ec2-create-pl acenent -group pl acenent-group -s strategy

Options

Name Description Required
pl acenent - gr oup A name for the placement group. Yes
Type: String

Default: None
Example: XYZ-cluster

-s strategy The placement strategy. Yes
Type: String
Valid values: cl ust er
Default: cluster
Example: -s cluster

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example:--regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The PLACEMENTGROUP identifier
¢ The placement group name

¢ The placement group strategy

¢ The state of the placement group

Examples

Example Request

This example creates the XYZ- cl ust er group.

PROVWPT> ec2-create-pl acenent-group XYZ-cluster -s cluster
PLACEMENTCGROUP XYZ-cl uster cluster avail able

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreatePlacementGroup

Related Commands

¢ ec2-delete-placement-group (p. 205)
¢ ec2-describe-placement-groups (p. 349)
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ec2-create-reserved-instances-listing

Description

Creates a new listing for Amazon EC2 Reserved Instances that will be sold in the Reserved Instance
Marketplace. You can submit one Reserved Instance listing at a time.

The Reserved Instance Marketplace matches sellers who want to resell Reserved Instance capacity that
they no longer need with buyers who want to purchase additional capacity. Reserved Instances bought
from third-party sellers through the Reserved Instance Marketplace work like any other Reserved Instances.

If you want to sell your Reserved Instances, you must first register as a Seller in the Reserved Instance
Marketplace. After completing the registration process, you can create a Reserved Instance Marketplace
listing of some or all of your Reserved Instances, and specify the upfront price you want to receive for
them. Your Reserved Instance listings then become available for purchase.

For more information about Reserved Instance Marketplace, go to Reserved Instance Marketplace in the
Amazon Elastic Compute Cloud User Guide.

Syntax

ec2-create-reserved-instances-listing --reserved-instance RESERVED- | NSTANCE
--instance-count | NSTANCE- COUNT [--client-token TOKEN] MONTH: PRI CE
[ MONTH: PRI CE[ . . . 1]

Options

Name Description Required

--reserved-inst ance | The ID of the active Reserved Instance with which the | Yes
RESERVED- | NSTANCE instance you want to list is associated.

Type: String

Default: None

--instance-count The number of instances that are a part of a Reserved | Yes
I NSTANCE- COUNT Instance account that will be listed in the Reserved
Instance Marketplace. This number should be less or
equal to the instance count associated with the
Reserved Instance ID specified in this command.

Type: Integer

Default: Total number of Reserved Instances active
for the account

MONTH: PRI CE The price and schedule entry, using the format Yes
MONTH:PRICE, where MONTH is the number of
months and PRICE is the numerical part of the price
you want for the specified months of the term. For
example, 14:12.34 means you want to sell 14 months
at the price of $12.34.

Type: String
Default: None
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Common Options

Name

--client-token TOKEN

Description Required

Unique, case-sensitive identifier you provide to ensure | No
idempotency of your listings. This helps avoid duplicate
listings. For more information, go to Ensuring
Idempotency in the Amazon Elastic Compute Cloud

User Guide.

Type: String
Default: None

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS _KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30
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Output
Option Description
--request -ti neout The request timeout, in seconds.
TI MEQUT Example: - - r equest - t i meout 45
-v, --verbose Displays verbose output, including the API request and response on the

command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.
- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cer t - HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

Output

The command returns a table that contains the following information:
The listing information

* The LISTING identifier
* Reserved Instance listing ID
» Reserved Instances ID
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* Create Date

¢ Update Date

o Status

e Status Message

One or more rows that contain instance count information

* The INSTANCE-COUNT identifier
* The instance count state
* The instance count

One or more rows that contain price schedule information

¢ The PRICE-SCHEDULE identifier

* The term

e The price

» Whether or not the schedule is active

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a Reserved Instance Marketplace listing from the existing Reserved Instance named
b847fa93-c736-4eae-bcal-e3147example, which has 5 months remaining in its term. In this example,
we set the upfront price at $1.20.

The command looks like this:

PROVWPT> ec2-create-reserved-instances-listing --reserved-instance b847fa93-c736-
4eae- bcal- 3147exanpl e --instance-count 1 05:01. 20

Amazon EC2 returns output similar to the following:

PROWT>Type Reservedl nstancesLi stingl d Reservedl nst ancesl d Creat eDat e Updat eDat e
St atus StatusMessage

LI STI NG 095c0e18- c9e6- 4692- 97e5- 653e0exanpl e b847f a93- c736- 4eae- bcal- e3147exanpl e
Tue Aug 28 18:21:07 PDT 2012 Tue Aug 28 18:21:07 PDT 2012 active active

I NSTANCE- COUNT avail able 1

I NSTANCE- COUNT sol d 0O

I NSTANCE- COUNT cancel |l ed 0

I NSTANCE- COUNT pendi ng 0

PRI CE- SCHEDULE 5 $1.2 true

PRI CE- SCHEDULE 4 $1.2 fal se

PRI CE- SCHEDULE 3 $1.2 fal se

PRI CE- SCHEDULE 2 $1.2 false

PRI CE- SCHEDULE 1 $1.2 true
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Related Operations

Related Operations

¢ ec2-cancel-reserved-instances-listing (p. 70)
¢ ec2-describe-reserved-instances-listings (p. 363)
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ec2-create-route

ec2-create-route

Description

Creates a route in a route table within a VPC. The route's target can be either a gateway attached to the
VPC or a NAT instance in the VPC.

When determining how to route traffic, we use the route with the most specific match. For example, let's
say the traffic is destined for 192.0.2.3, and the route table includes the following two routes:

¢ 192.0.2.0/24 (goes to some target A)
¢ 192.0.2.0/28 (goes to some target B)

Both routes apply to the traffic destined for 192.0.2.3. However, the second route in the list covers a
smaller number of IP addresses and is therefore more specific, so we use that route to determine where
to target the traffic.

For more information about route tables, see Route Tables in the Amazon Virtual Private Cloud User
Guide.

The short version of this command is ec2addrt.

Syntax

ec2-create-route route_table_id -r cidr {-g gateway_id | -i instance_id | -n,
--network-interface NETWORKI NTERFACE}

Options

Name Description Required
route_table_id The ID of the route table for the route. Yes
Type: String

Default: None
Example: rtb-5da34634

-r, --cidr The CIDR address block used for the Yes
cidr destination match. Routing decisions are based
on the most specific match.

Type: String
Default: None
Example: -r 0.0.0.0/0

-g, --gateway gateway_i d The ID of a gateway in your VPC. Conditional
Type: String
Default: None

Condition: You must provide one of the
following: a gateway ID, instance ID, or a
network interface ID.

Example: -g igw-68a34601
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Common Options

Name

-i, --instance
i nstance_id

Description Required

The ID of a NAT instance in your VPC. Conditional
Type: String
Default: None

Condition: You must provide one of the
following: a gateway ID, instance ID, or a
network interface ID.

Example: -i i-a7c871e3

-n, --network-interface | The network interface associated with the Conditional

NETWORKI NTERFACE

route.
Type: String
Default: None

Condition: You must provide one of the
following: a gateway ID, instance ID, or a
network interface.

Example: -n eni-5b729933

Common Options

Option

--region REGQ ON

-U, --url URL

-0 --aws-access-key
AW5_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -r egi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.
Example: - O AKI Al OSFODNN7 EXAMPLE

Note
For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns a table that contains the following information:
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* The ROUTE identifier
¢ The Internet gateway ID

Amazon EC2 command line tools display errors on stderr.
Examples

Example Request

This example creates a route in the route table with ID rtb-e4ad488d. The route matches all traffic (0.0.0.0/0)
and routes it to the Internet gateway with 1D igw-eaad4883.

PROVPT> ec2-create-route rth-e4ad488d -r 0.0.0.0/0 -g igw eaad4883
ROUTE i gw eaad4883 0.0.0.0/0

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateRoute

Related Commands

¢ ec2-delete-route (p. 208)
¢ ec2-describe-route-tables (p. 376)
¢ ec2-replace-route (p. 562)
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ec2-create-route-table

ec2-create-route-table

Description

Creates a route table within a VPC. After you create a new route table, you can add routes and associate
the table with a subnet. For more information about route tables, see Route Tables in the Amazon Virtual
Private Cloud User Guide.

The short version of this command is ec2addrtb.

Syntax

ec2-create-route-table vpc_id

Options

Name Description Required
vpc_id The ID of the VPC for the route table. Yes
Type: String

Default: None
Example: vpc-9ea045f7

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output

Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ROUTETABLE identifier

e The route table ID

The ID of the VPC

¢ Information about the local route included in every new route table

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a new route table within the VPC with the ID vpc-9ea045f7.

PROVPT> ec2-create-route-tabl e vpc-9ea045f7
ROUTETABLE rt b- 6aa34603 vpc- 9ea045f 7
ROUTE | ocal active 172.16.0.0/ 16

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateRouteTable

Related Commands

e ec2-associate-route-table (p. 30)

¢ ec2-create-route (p. 134)

¢ ec2-delete-route-table (p. 211)

¢ ec2-describe-route-tables (p. 376)

¢ ec2-disassociate-route-table (p. 472)

¢ ec2-replace-route-table-association (p. 566)
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ec2-create-snapshot

ec2-create-snapshot

Description

Creates a snapshot of an Amazon EBS volume and stores it in Amazon S3. You can use snapshots for
backups, to make copies of instance store volumes, and to save data before shutting down an instance.
For more information about Amazon EBS, see Amazon Elastic Block Store.

When a snapshot is created, any AWS Marketplace product codes from the volume are propagated to
the snapshot.

When taking a snapshot of a file system, we recommend unmounting it first. This ensures the file system
metadata is in a consistent state, that the 'mounted indicator' is cleared, and that all applications using
that file system are stopped and in a consistent state. Some file systems, such as xfs, can freeze and
unfreeze activity so a snapshot can be made without unmounting.

For Linux/UNIX, enter the following command from the command line to unmount the volume.

umount -d devi ce_nane

For example:

umount -d /dev/sdh

For Windows, open Disk Management, right-click the volume to unmount, and select Change Drive Letter
and Path. Then, select the mount point to remove and click Remove.

The short version of this command is ec2addsnap.

Syntax

ec2-create-snapshot volune_id [-d description]

Options

Name Description Required
vol unme_id The ID of the Amazon EBS volume to take a snapshot | Yes

of.

Type: String

Default: None
Example: vol-40826724

-d, --description The description of the Amazon EBS snapshot. No
description Type: String

Default: None

Constraints: Up to 255 characters

Example: -d "Daily backup"
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Common Options

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti nmeout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields

--hi de-tags

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - - request - ti neout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Output
Option Description
- - debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.
-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The SNAPSHOT identifier

» The ID of the snapshot

e The ID of the volume

* The state of the snapshot (pendi ng, conpl et ed, error)
* The time stamp when the snapshot initiated

¢ The percentage of completion

* The ID of the snapshot owner

* The size of the volume

» The description of the snapshot

Amazon EC2 command line tools display errors on stderr.
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Examples

Example Request

This example creates a snapshot of volume vol - 1a2b3c4d.

PROVPT> ec2-creat e-snapshot vol - 1a2b3c4d --description "Daily Backup"
SNAPSHOT snap- 1a2b3c4d vol - 1a2b3c4d pendi ng YYYY- MM DDTHH: MM SS+0000
111122223333 30 Daily Backup

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateSnapshot

Related Commands

¢ ec2-delete-snapshot (p. 214)
¢ ec2-describe-snapshots (p. 386)
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ec2-create-spot-datafeed-subscription

ec2-create-spot-datafeed-subscription

Description

Creates the data feed for Spot Instances, enabling you to view Spot Instance usage logs. You can create
one data feed per account. For more information about Spot Instances, see Spot Instances in the Amazon
Elastic Compute Cloud User Guide.

The short version of this command is ec2addsds.

Syntax

ec2- creat e-spot - dat af eed-subscri ption --bucket bucket [--prefix prefix]
Options

Name Description Required

-b, --bucket bucket | The Amazon S3 bucket in which to store the Spot Yes
Instance datafeed.

Type: String
Default: None

Constraints: Must be a valid bucket associated with
your account.

Example: - b nyawsbucket

-p, --prefix bucket | A prefix for the datafeed files. No
Type: String
Default: None
Example: - p spotdata_

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -r egi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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Output

and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The SPOTDATAFEEDSUBSCRIPTION identifier

e The AWS account ID of the owner

¢ The Amazon S3 bucket where the data feed is located
¢ The prefix for the data feed files

e The state (Active |l nactive)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates the data feed for the account.

PROVPT> ec2-create-spot - dat af eed- subscription -b myawsbucket -p spotdata_
SPOTDATAFEEDSUBSCRI PTI ON 111122223333 nmyawsbucket spotdata_ Active

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateSpotDatafeedSubscription

Related Commands

¢ ec2-delete-spot-datafeed-subscription (p. 217)
¢ ec2-describe-spot-datafeed-subscription (p. 392)
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ec2-create-subnet

ec2-create-subnet

Description

Creates a subnet in an existing VPC. You can create up to 20 subnets in a VPC. If you add more than
one subnet to a VPC, they're set up in a star topology with a logical router in the middle. If you need more
than 20 subnets, you can request more by going to http://aws.amazon.com/contact-us/vpc-request/.

When you create each subnet, you provide the ID of the VPC and the CIDR block you want for the subnet.
After you create a subnet, you can't change its CIDR block. The subnet's CIDR block can be the same
as the VPC's CIDR block (assuming you want only a single subnet in the VPC), or a subset of the VPC's
CIDR block. If you create more than one subnet in a VPC, the subnets' CIDR blocks must not overlap.
The smallest subnet (and VPC) you can create uses a /28 netmask (16 IP addresses), and the largest
uses a /16 netmask (65,536 IP addresses).

Important
AWS reserves both the first four and the last IP address in each subnet's CIDR block. They're
not available for use.

If you launch an instance in a VPC using an Amazon EBS-backed AMI, the IP address doesn't change
if you stop and restart the instance (unlike a similar instance launched outside a VPC, which gets a new
IP address when restarted). It's therefore possible to have a subnet with no running instances (they're all
stopped), but no remaining IP addresses available. For more information about Amazon EBS-backed
AMls, see AMI Basics in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addsubnet.

Syntax

ec2-create-subnet -c vpc_id -i cidr [ -z zone ]

Options

Name Description Required
-c vpc_id The ID of the VPC for the subnet. Yes
Type: String

Default: None
Example: -c vpc-1a2b3c4d

-i cidr The CIDR block for the subnet to cover. Yes
Type: String
Default: None
Example: -i 10.0.1.0/24

-z zone The Availability Zone for the subnet. No
Type: String
Default: AWS selects a zone for you
(recommended).
Example: -z us-east-1a
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Common Options

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti nmeout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields

--hi de-tags

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - - request - ti neout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Output
Option Description
- - debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.
-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The SUBNET identifier

* The subnet ID

¢ The current state of the subnet (pending or available)

* The ID of the VPC the subnet is in

¢ The CIDR block assigned to the subnet

* The number of IP addresses in the subnet that are available
* The Availability Zone the subnet is in

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a subnet with CIDR block 10.0.1.0/24 in the VPC with ID vpc-1a2b3c4d.
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Related Topics

PROVPT> ec2-creat e-subnet
SUBNET subnet - 9d4a7b6c
la

-Cc vpc-la2b3c4d -i 10.0.1.0/24

pendi ng vpc- 1la2b3c4d

10.0.1.0/ 24

251

us- east -

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateSubnet

Related Commands

¢ ec2-delete-subnet (p. 220)
¢ ec2-describe-subnets (p. 410)

APl Version 2012-12-01
151



http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SettingUp_CommandLine.html
http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-CreateSubnet.html

Amazon Elastic Compute Cloud CLI Reference
ec2-create-tags

ec2-create-tags

Description

Adds or overwrites one or more tags for the specified resource or resources. Each resource can have a
maximum of 10 tags. Each tag consists of a key and optional value. Tag keys must be unique per resource.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

The short version of this command is ec2addtag.

Syntax

ec2-create-tags resource_id [resource_id ...] --tag key[=value] [--tag
key[ =val ue] ...]

Options

Name Description Required
resource_id The AWS-assigned ID of the resource you want to Yes

tag. You can specify multiple resources to assign the

tags to.

Type: String

Default: None
Example: ami-1a2b3c4d

--tag key or The key and optional value of the tag, separated by | Yes
key=val ue an equals sign (=). If you don't include a value, we set
the value to an empty string.

If you're using the command line tools on a Windows
system, you might need to use quotation marks (for
example, "key=value").

Type: String

Default: None

Constraints: Maximum tag key length is 128
characters. Maximum tag value length is 256
characters. Tag keys and values are case sensitive
and accept Unicode characters.

Example: --tag "stack=Production”
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Common Options

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti nmeout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields

--hi de-tags

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - - request - ti neout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Output
Option Description
- - debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The TAG identifier

» The resource type identifier
e The resource ID

* The tag key

¢ The tag value

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example adds (or overwrites) two tags for an AMI and an instance. One of the tags is just a key
(webserver), with no value. The other consists of a key (stack) and value (Production). We set the value
of the webserver tag to an empty string.
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Related Topics

PROVWPT> ec2-create-tags am - 1la2b3c4d i-7d3e5a2f --tag webserver --tag
"stack=Production"

TAG image am -l1la2b3c4d webserver

TAG image am-1a2b3c4d stack Production

TAG instance i-7d3e5a2f webserver

TAG instance i-7d3eba2f stack Production

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

e CreateTags

Related Commands

¢ ec2-delete-tags (p. 223)
¢ ec2-describe-tags (p. 415)
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ec2-create-volume

ec2-create-volume

Description

Creates an Amazon EBS volume that can be attached to any Amazon EC2 instance in the same Availability
Zone. Any AWS Marketplace product codes from the snapshot are propagated to the volume. For more
information about Amazon EBS, see Amazon Elastic Block Store.

The short version of this command is ec2addvol.

Syntax

ec2-create-volune [--size size | --snapshot snapshot [--size size]]
--avail ability-zone zone [--type t ype [--iopsi ops]]

Options

Name Description Required
-s, --size size The size of the volume, in GiBs. Conditional
Type: String

Valid values: 1- 1024

Valid values: If the volume type is i 01, the minimum
size of the volume is 10 GiB.

Default: If you're creating the volume from a snapshot
and don't specify a volume size, the default is the
snapshot size.

Condition: Required unless you're creating the volume
from a snapshot.

Example: -s 80

--shnapshot snapshot | The snapshot from which to create the new volume. | Conditional
Type: String
Default: None

Condition: Required if you are creating a volume from
a snapshot.

Example: --snapshot snap-78a54011

-z, The Availability Zone in which to create the new Yes
--avail ability-zone | volume.
zone Type: String

Default: None
Example: -z us-east-1a

-t, --type type The volume type.
Type: String
Valid values: st andard | i ol
Default: st andar d
Example: -tiol
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Common Options

Name

-i, --iops iops

Description Required

The number of I/O operations per second (IOPS) that | Conditional
the volume supports.

Type: Integer
Valid values: Range is 100 to 2000.

Condition: Required when the volume type isi 01; not
used with st andar d volumes.

Default: None
Example: -iops 500

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://fec2.amazonaws.com if EC2_URL isn't set.

Example:-U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30
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Output

Option Description

--request -ti neout The request timeout, in seconds.

TI MEQUT Example: - - r equest - t i meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.
- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cer t - HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The VOLUME identifier

* The ID of the volume

¢ The size of the volume, in GiBs

» The snapshot from which the volume was created, if applicable
¢ The Availability Zone in which the volume was created
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Examples

¢ The volume state (cr eati ng, avai | abl e, i n-use, del eting, error)
¢ The time stamp when volume creation was initiated

¢ The EBS volume type

¢ The /O operations per second (IOPS) of a provisioned IOPS volume

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a new 20 GiB volume in Availability Zone us- east - 1a.

PROWPT> ec2-create-volume --size 20 --availability-zone us-east-1la
VOLUME vol - 1a2b3c4d 20 us-east-1l1la creating YYYY- M DDTHH: MM SS+0000 st andard

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateVolume

Related Commands

¢ ec2-attach-volume (p. 40)

¢ ec2-delete-volume (p. 227)

¢ ec2-describe-availability-zones (p. 251)
¢ ec2-describe-volumes (p. 430)

¢ ec2-detach-volume (p. 458)
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ec2-create-vpc

ec2-create-vpc

Description

Creates a VPC with the CIDR block you specify. The smallest VPC you can create uses a /28 netmask
(16 IP addresses), and the largest uses a /16 netmask (65,536 IP addresses). To help you decide how
big to make your VPC, see Your VPC and Subnets in the Amazon Virtual Private Cloud User Guide.

By default, each instance you launch in the VPC has the default DHCP options that includes only a default
DNS server that we provide (AmazonProvidedDNS). For more information about DHCP options, see
Using DHCP Options with Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addvpc.

Syntax

ec2-create-vpc cidr [tenancy]

Options

Name Description Required
cidr The CIDR block for the VPC. Yes
Type: String

Default: None
Example: 10.0.0.0/16

t enancy The supported tenancy of instances launched | No
into the VPC. A value of def aul t means
instances can be launched with any tenancy;

a value of dedi cat ed means all instances
launched into the VPC will be launched as
dedicated tenancy instances regardless of the
tenancy assigned to the instance at launch.
Setting the instance's tenancy attribute to
dedi cat ed specifies that your instance will
run on single-tenant hardware.

Type: String
Default: default
Valid values: def aul t | dedi cat ed

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2__URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1
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Common Options

Option

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - W wJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.

Output

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns a table that contains the following information:

* The VPC identifier
¢ The ID of the VPC

¢ The CIDR block of the VPC

¢ The current state of the VPC (pendi ng or avai | abl e)

¢ The ID of the DHCP options associated with the VPC (or def aul t if none)

¢ The supported tenancy options for instances launched into the VPC (def aul t or dedi cat ed).

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a VPC with CIDR block 10.0.0.0/16.

PROVPT> ec2-create-vpc 10.0.0.0/16

VPC vpc-la2b3c4d

pendi ng 10.0.0.0/ 16 dopt - 1a2b3c4d def aul t

Example Request

This example creates a VPC with the dedi cat ed tenancy option.

PROVPT> ec2-create-vpc 10.0.0.0/16 --tenancy dedi cated

VPC vpc-la2b3c4d

pendi ng 10.0.0.0/16 dopt - 1a2b3c4d dedi cat ed
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Related Topics

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateVpc

Related Commands

¢ ec2-associate-dhcp-options (p. 26)
¢ ec2-create-dhcp-options (p. 88)

¢ ec2-delete-vpc (p. 230)

¢ ec2-describe-vpcs (p. 436)
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ec2-create-vpn-connection

ec2-create-vpn-connection

Description

Creates a VPN connection between an existing virtual private gateway and customer gateway. The only
supported connection type isi psec. 1.

The response includes information that you need to give to your network administrator to configure your
customer gateway. The underlying native format of this information is XML; however, with the
ec2-create-vpn-connection command, you can transform the information into a different format based
on the vendor that makes your customer gateway (for example, Cisco or Juniper). If you use a vendor
other than Cisco or Juniper, you can set the - - f or mat option to gener i c, and the information is formatted
in a human readable format for your network administrator. If you want to see the native XML, you can
specify xm as the value of the - - f or mat option. If you want to write your own stylesheet, you can use
the - - st yl esheet option to specify that stylesheet and receive the output in your own format. Whereas
the ec2-create-vpn-connection command lets you choose a format for the configuration information,
the corresponding API action (Cr eat eVpnConnect i on) returns only the native XML.

If you decide to shut down your VPN connection for any reason and then create a new one, you must
reconfigure your customer gateway with the new information returned from this call.

For more information about VPN connections, see Adding an IPsec Hardware Virtual Private Gateway
to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addvpn.

Syntax

ec2-create-vpn-connection -t type --custoner-gateway custoner_gateway_id
--vpn-gateway vpn_gateway_id [{--format format} | {--stylesheet your_styl esheet}]

Options

Name Description Required
-t type The type of VPN connection. Yes
Type: String

Default: None
Valid values: i psec. 1
Example: -t ipsec.1

- - cust oner - gat enway The ID of the customer gateway. Yes
cust oner_gateway_i d Type: String

Default: None

Example: --customer-gateway cgw-b4dc3961

- -vpn- gat enway The ID of the virtual private gateway. Yes
vpn_gat eway_i d Type: String

Default: None

Example: --vpn-gateway vgw-8db04f81
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Name Description Required

--format format Includes customer gateway configuration No
information in the response, in the format
specified. The returned information can be
formatted for various devices, including a Cisco
device (cisco-ios-isr) or Juniper device
(jJuniper-junos-j), in human readable format
(generic), or in the native XML format (xml).
Type: String
Default: None
Valid values: ci sco-i 0s-i sr |
juni per-junos-j |
j uni per-screenos-6. 2 |
j uni per-screenos-6.1|generic|xm
Example: --format cisco-ios-isr

--styl esheet Includes customer gateway configuration No
your _styl esheet information in the response, formatted

according to the custom XSL stylesheet

specified.

Type: String

Default: None
Example: --stylesheet c:\my_stylesheet.xsl

--static-routes-only Indicates whether or not the VPN connection | No
requires static routes. If you are creating a VPN
connection for a device that does not support
BGP, you must specify this value as true.

Type: Boolean
Default: False

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The VPNCONNECTION identifier

¢ The VPN connection ID

¢ The current state of the VPN connection (pendi ng, avai | abl e, del et i ng, del et ed)
¢ The type of VPN connection

¢ The customer gateway 1D

¢ The virtual private gateway ID

¢ The configuration information for the customer gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a VPN connection between the virtual private gateway with ID vgw-8db04f81 and
the customer gateway with ID cgw-b4dc3961. The example specifies that the configuration information
be formatted as needed for a Cisco customer gateway. Because it's a long set of information, we haven't
displayed it here in the response. To see an example of the information returned, see the Amazon Virtual
Private Cloud Network Administrator Guide.

PROVPT> ec2-create-vpn-connection -t ipsec.1l --custoner-gateway cgw b4dc3961 -
- vpn- gat enay

vgw 8db04f 81 --format cisco-ios-isr
VPNCONNECTI ON  vpn- 44a8938f pendi ng i psec. 1 cgw b4dc3961 vgw 8db04f 81
<Long custoner gateway configuration data...>

Related Topics

Download

¢ Getting Started with the Command Line Tools
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Related Topics

Related Action

¢ CreateVpnConnection

Related Commands

ec2-attach-vpn-gateway (p. 44)
ec2-create-subnet (p. 148)
ec2-create-vpc (p. 160)
ec2-delete-vpn-connection (p. 233)
ec2-describe-vpn-connections (p. 441)
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ec2-create-vpn-gateway

ec2-create-vpn-gateway

Description

Creates a virtual private gateway. A virtual private gateway is the VPC-side endpoint for your VPN
connection. You can create a virtual private gateway before creating the VPC itself.

For more information about virtual private gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addvgw.

Syntax

ec2-create-vpn-gateway -t type

Options

Name Description Required
-t type The type of VPN connection this virtual private | Yes
gateway supports.
Type: String

Default: None
Valid values: i psec. 1
Example: -t ipsec.1

-z availability_zone Deprecated. The command accepts and No
ignores this option.

Type: String
Default: None

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

The VPNGATEWAY identifier

The virtual private gateway 1D

The current state of the virtual private gateway (pendi ng, avai | abl e, del et i ng, del et ed)
The type of VPN connection the virtual private gateway supports

The Availability Zone for the virtual private gateway

Information about VPCs attached to the virtual private gateway (there are none attached when you first
create a virtual private gateway)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a virtual private gateway.

PROVWPT> ec2-create-vpn-gateway -t ipsec.1
VPNGATEWAY  vgw 8db04f 81 pendi ng i psec. 1

Related Topics

Download

Getting Started with the Command Line Tools

Related Action

CreateVpnGateway
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Related Topics

Related Commands

¢ ec2-attach-vpn-gateway (p. 44)

¢ ec2-delete-vpn-gateway (p. 239)

¢ ec2-describe-vpn-gateways (p. 447)
¢ ec2-detach-vpn-gateway (p. 462)
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ec2-create-vpn-connection-route

ec2-create-vpn-con nection-route

Description

Creates a new static route associated with a VPN connection between an existing virtual private gateway
and a VPN customer gateway. The static route allows traffic to be routed from the virtual private gateway
to the VPN customer gateway.

This command is only available in VPC.

The short version of this command is ec2cvcr.

Syntax

ec2-create-vpn-connection-route --vpn-connecti on VPN CONNECTION I D --cidr CIDR
BLOCK

Options

Name Description Required
--vpn-connection The ID of the VPN connection. Yes
VPN_Connection_I D Type: String

Default: None

--cidr CIDR_BLOCK The CIDR block associated with the local Yes
subnet of the customer data center.

Type: String
Default: None

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

The command returns true if the operation succeeds or an error if the operation does not succeed.

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a static route to the VPN connection for the VPN connection ID vpn-83ad48ea to
the destination CIDR block 11.12.0.0/16

PROVPT> ec2-creat e-vpn-connection-route —cidr "11.12.0.0/ 16" --vpn-connection
vpn- 83ad48ea
RETURN true

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateVpnConnectionRoute

APl Version 2012-12-01
175


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SettingUp_CommandLine.html
http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-CreateVpnConnectionRoute.html

Amazon Elastic Compute Cloud CLI Reference

ec2-delete-customer-gateway

ec2-delete-customer-gateway

Description

Deletes a VPN customer gateway. You must delete the VPN connection before deleting the customer

gateway.

For more information about VPN customer gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2delcgw.

Syntax

ec2-del et e- cust oner - gat eway custoner_gateway_id

Options

Name

cust oner_gateway_i d

Description Required
The ID of the customer gateway. Yes
Type: String

Default: None
Example: cgw-b4dc3961

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output

Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The CUSTOMERGATEWAY identifier
¢ The customer gateway ID

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the customer gateway with 1D cgw-b4dc3961.

PROVPT> ec2- del et e- cust oner - gat eway cgw b4dc3961
CUSTOVERGATEVAY cgw b4dc3961

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteCustomerGateway

Related Commands

e ec2-create-customer-gateway (p. 84)
¢ ec2-describe-customer-gateways (p. 264)
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ec2-delete-dhcp-options

ec2-delete-dhcp-options

Description

Deletes a set of DHCP options that you specify. The action returns an error if the set of options you specify
is currently associated with a VPC. You can disassociate the set of options by associating either a new
set of options or the default options with the VPC.

For more information about DHCP options sets, see Using DHCP Options with Your VPC in the Amazon
Virtual Private Cloud User Guide.

The short version of this command is ec2deldopt.

Syntax

ec2- del et e- dhcp-opti ons dhcp_options_id

Options

Name Description Required
dhcp_options_id The ID of the DHCP options. Yes
Type: String

Default: None
Example: dopt-7a8b9c2d

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output

Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The DHCPOPTIONS identifier
¢ The DHCP options ID

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the set of DHCP options with ID dopt-7a8b9c2d.

PROVPT> ec2-del et e- dhcp- opti ons dopt-7a8b9c2d
DHCPOPTI ONS dopt - 7a8b9c2d

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteDhcpOptions

Related Commands

¢ ec2-associate-dhcp-options (p. 26)
¢ ec2-create-dhcp-options (p. 88)
¢ ec2-describe-dhcp-options (p. 269)
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ec2-delete-disk-image

ec2-delete-disk-image

Description

Deletes a partially or fully uploaded disk image for conversion from Amazon S3. You can specify either
the conversion task ID, or the URL to the import manifest file in Amazon S3. For more information, see
Using the Command Line Tools to Import Your Virtual Machine to Amazon EC2 in the Amazon Elastic

Compute Cloud User Guide.

The short version of this command is ec2ddi.

Syntax

ec2-del ete-disk-inage { -t task _id | -u url } -0 owner_access _key id -w
owner _secret_access_key [--ignore-active-task]

Options

Name Description Required
-t, --task task_id | The Task ID of the conversion task that is no longer | Conditional
active.
Type: String

Default: None

Condition: Either the task ID or the URL to the
manifest is required.

Example: -t import-i-fh95npoc

-u, --manifest-url The URL for an existing import manifest file. Use this | Conditional
ur | option to delete the uploaded disk image even if one

or more active conversion tasks still reference the

manifest.

Type: String

Default: None

Condition: Either the task ID or the URL to the
manifest is required.

Example: -u
http://some-s3-location/mydisk-to-delete.vmdk

-0, --owner-akid The access Key ID of the owner of the bucket Yes
owner _access_key_i d | containing the uploaded disk image to be deleted.
This parameter value is not sent to Amazon EC2.

Type: String
Default: None
Example: -0 AKIAIOSFODNN7EXAMPLE
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Name Description Required
-wW, --owner-sak The AWS Secret Access Key of the owner of the Yes
owner _secret _access_  bucket containing the uploaded disk image to be
key deleted. This parameter value is not sent to Amazon

EC2.

Type: String

Default: None

Example: -w

wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

--ignore-active-task Delete the uploaded disk image despite having an | No
active task. Using this option may cause active tasks
to fail. Use this option at your own risk.

Type: String
Default: None
Example: --ignore-active-task

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

-W --aws-secret-key | The secret access key associated with your AWS account.
AVS_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.
Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns a table that contains the following information:
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¢ Task ID

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the i nport -i - f h95npoc disk image.

PROVPT> ec2-del ete-di sk-image -t inport-i-fh95npoc -o AKI Al OSFODNN7EXAMPLE - w
wJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
DELETE- TASK i nport-i-fh95npoc

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Commands

¢ ec2-cancel-conversion-task (p. 63)
¢ ec2-import-instance (p. 492)

e ec2-import-volume (p. 503)

¢ ec2-resume-import (p. 600)

ec2-delete-group

Description

Deletes a security group.

Important

If you attempt to delete a security group that contains instances, or is referenced by another
security group, the operation fails with | nval i dGr oup. | nUse for Amazon EC2 or
DependencyVi ol at i on for VPC.

A security group is for use with instances either in Amazon EC2 or in a specific VPC. For more information,
see Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide and Security Groups
for Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2delgrp.

Syntax

ec2-del ete-group { group_nane | group_id }
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Options
Options
Name Description Required
group_nare The name of the security group. Conditional

Type: String
Default: None

Condition: For EC2, you can specify either
group_nane or group_i d.

Example: websr v

group_id The ID of the security group. Conditional
Type: String
Default: None

Condition: Required for VPC; otherwise, you can
specify either gr oup_nan®e or gr oup_i d.
Example: sg- 32f a9d3e

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Note
For more information, see the following section, Deprecated
Options.

-W --aws-secret-key | The secret access key associated with your AWS account.
AVE_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.
Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns a table that contains the following information:
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e Success status (t rue or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the security group for Amazon EC2 webser v.

PROVPT> ec2-del et e-group websrv
RETURN true

Example Request

This example deletes the security group for VPC with the ID sg- 1a2b3c4d.

PROVPT> ec2-del et e-group sg-1la2b3c4d
RETURN t rue

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteSecurityGroup

Related Commands

¢ ec2-authorize (p. 48)

e ec2-create-group (p. 92)

¢ ec2-describe-group (p. 277)
e ec2-revoke (p. 604)
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ec2-delete-internet-gateway

ec2-delete-internet-gateway

Description

Deletes an Internet gateway from your AWS account. The gateway must not be attached to a VPC. For
more information about your VPC and Internet gateway, see the Amazon Virtual Private Cloud User

Guide.

The short version of this command is ec2deligw.

Syntax

ec2-del ete-internet-gateway internet_gateway id

Options

Name

internet_gateway id

Description Required
The ID of the Internet gateway. Yes
Type: String

Default: None
Example: igw-8db04f81

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Note
For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e Success status (t rue or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the Internet gateway with ID igw-eaad4883.

PROVPT> ec2-del et e-i nternet-gateway i gw eaad4883
RETURN  true

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeletelnternetGateway

Related Commands

e ec2-attach-internet-gateway (p. 34)

¢ ec2-create-internet-gateway (p. 106)

¢ ec2-describe-internet-gateways (p. 322)
¢ ec2-detach-internet-gateway (p. 452)
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ec2-delete-keypair

ec2-delete-keypair

Description

Deletes the specified key pair, by removing the public key from Amazon EC2. You must own the key pair.

The short version of this command is ec2delkey.

Syntax

ec2-del et e-keypair key_pair

Options

Name Description Required
key pair The name of the key pair. Yes
Type: String

Default: None
Example: primary_keypair

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The KEYPAIR identifier
¢ The name of the deleted key pair

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the gsg- keypai r key pair.

PROWPT> ec2-del et e- keypair gsg-keypair
KEYPAI R gsg- keypai r

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteKeyPair

Related Commands

¢ ec2-create-keypair (p. 109)
e ec2-describe-keypairs (p. 327)
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ec2-delete-network-acl

ec2-delete-network-acl

Description

Deletes a network ACL from a VPC. The ACL must not be associated with any subnets. You can't delete
the default network ACL. For more information about network ACLs, see Network ACLs in the Amazon
Virtual Private Cloud User Guide.

The short version of this command is ec2delnacl.

Syntax

ec2-del ete-network-acl acl _id

Options

Name Description Required
acl _id The ID of the network ACL. Yes
Type: String

Default: None
Example: acl-2cb85d45

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Note
For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e Success status (t rue or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the network ACL with ID acl-2cb85d45.

PROVPT> ec2-del et e- net wor k-acl acl -2cb85d45
RETURN true

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteNetworkAcl

Related Commands

e ec2-create-network-acl (p. 113)
¢ ec2-describe-network-acls (p. 331)
* ec2-replace-network-acl-association (p. 555)
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ec2-delete-network-acl-entry

ec2-delete-network-acl-entry

Description

Deletes an ingress or egress entry (i.e., rule) from a network ACL. For more information about network
ACLs, see Network ACLs in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2delnae.

Syntax

ec2-del ete-network-acl-entry acl __id -n rul e_nunber [--egress]

Options

Name

acl _id

-n, --rul e-nunber
rul e_nunber

--egress

Description Required
The ID of the network ACL. Yes
Type: String

Default: None
Example: acl-5fb85d36

The rule number for the entry to delete. Yes
Type: Number
Default: None
Example: 100

Indicates that the rule is an egress rule. No
Default: If not specified, the rule is an ingress rule.

Common Options

Option

--region REGQ ON

-U, --url URL

Description

Overrides the region specified by the EC2__URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example:-U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ Success status (t rue or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the ingress entry with rule number 100 from the network ACL with ID acl-2cb85d45.

PROVPT> ec2-del et e-network-acl -entry acl -2cb85d45 -n 100
RETURN t rue

Example Request

This example deletes the egress entry with rule number 200 from the network ACL with ID acl-2cb85d45.

PROVPT> ec2-del et e-network-acl-entry acl -2cbh85d45 -n 200 --egress
RETURN true

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteNetworkAclEntry
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Related Topics

Related Commands

¢ ec2-create-network-acl-entry (p. 116)
¢ ec2-describe-network-acls (p. 331)
¢ ec2-replace-network-acl-entry (p. 558)
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ec2-delete-network-interface

ec2-delete-network-interface

Description

Deletes a network interface. Network interfaces must be detached from an instance before they can be

deleted.

The short version of this command is ec2delnic.

Syntax

ec2-del et e-network-interface NETWORKI NTERFACE

Options

Name

NETWORKI NTERFACE

Description Required
The network interface ID. Yes
Type: String

Default: None
Example: eni-3a9f6553

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns the ID of the network interface that you deleted.

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the specified network interface.

PROVPT> ec2-del et e-network-interface eni-3a9f 6553
NETWORKI NTERFACE eni - 3a9f 6553

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

* DeleteNetworkInterface

Related Commands

¢ ec2-attach-network-interface (p. 37)

¢ ec2-create-network-interface (p. 121)

¢ ec2-describe-network-interface-attribute (p. 337)
¢ ec2-describe-network-interfaces (p. 341)

* ec2-detach-network-interface (p. 455)

¢ ec2-modify-network-interface-attribute (p. 524)

¢ ec2-reset-network-interface-attribute (p. 592)
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ec2-delete-placement-group

ec2-delete-placement-group

Description

Deletes a placement group in your account. You must terminate all instances in a placement group before
deleting it. For more information about placement groups and cluster instances, see Using Cluster
Instances in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2delpgrp.

ec2-del et e- pl acenent - group pl acenent - gr oup

Options

Name Description Required
pl acenent - gr oup The name of the placement group. Yes
Type: String

Default: None
Example: XYZ-cluster

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AW5_ACCESS KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns the following information:

* The PLACEMENTGROUP identifier
¢ The name of the placement group
e The status of the placement group (del et ed)

Examples

Example Request

This example deletes the XYZ-cluster placement group.

PROWPT> ec2-del et e- pl acenent - group XYZ-cl uster
PLACEMENTGROUP XYZ-cl uster del eted

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeletePlacementGroup

Related Commands

¢ ec2-create-placement-group (p. 126)
¢ ec2-describe-placement-groups (p. 349)
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ec2-delete-route

ec2-delete-route

Description

Deletes a route from a route table in a VPC. For more information about route tables, see Route Tables
in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2delrt.

Syntax

ec2-delete-route route_table_id -r cidr

Options

Name

route_table_id

_r,
cidr

--cidr

Description

The ID of the route table.
Type: String

Default: None

Example: rtb-5da34634

The CIDR range for the route. The value you
specify must match the CIDR for the route
exactly.

Type: String
Default: None
Example: 0.0.0.0/0

Common Options

Option

--region REGQ ON

-,

--url

URL

Description

Required

Yes

Yes

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

APl Version 2012-12-01
208


http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html

Amazon Elastic Compute Cloud CLI Reference

Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ Success status (t rue or f al se)
Amazon EC2 command line tools display errors on stderr.
Examples

Example Request

This example removes the route with destination CIDR 172.16.1.0/24 from the route table with ID
rtb-e4ad488d.

PROVPT> ec2-del ete-route rtb-e4ad488d -r 172.16.1.0/ 24
RETURN true

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteRoute

Related Commands

e ec2-create-route (p. 134)
e ec2-describe-route-tables (p. 376)
« ec2-replace-route (p. 562)
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ec2-delete-route-table

ec2-delete-route-table

Description

Deletes a route table from a VPC. The route table must not be associated with a subnet. You can't delete
the main route table. For more information about route tables, see Route Tables in the Amazon Virtual
Private Cloud User Guide.

The short version of this command is ec2delrtb.

Syntax

ec2-delete-route-table route_table_ id

Options

Name Description Required
route_table_id The ID of the route table. Yes
Type: String

Default: None
Example: rtb-7aa34613

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Note
For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e Success status (t rue or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the route table with ID rtb-7aa34613.

PROVPT> ec2-del ete-route-table rthb-7aa34613
RETURN true

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteRouteTable

Related Commands

e ec2-associate-route-table (p. 30)

¢ ec2-create-route-table (p. 138)

¢ ec2-describe-route-tables (p. 376)

¢ ec2-disassociate-route-table (p. 472)

e ec2-replace-route-table-association (p. 566)
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ec2-delete-snapshot

ec2-delete-snapshot

Description

Deletes a snapshot of an Amazon EBS volume.

Note

If you make periodic snapshots of a volume, the snapshots are incremental so that only the
blocks on the device that have changed since your last snapshot are incrementally saved in the
new snapshot. Even though snapshots are saved incrementally, the snapshot deletion process
is designed so that you need to retain only the most recent snapshot in order to restore the
volume.

The short version of this command is ec2delsnap.

Syntax

ec2-del et e- snapshot snapshot _id

Options

Name Description Required
snapshot _id The ID of the Amazon EBS snapshot. Yes
Type: String

Default: None
Example: snap-78a54011

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The SNAPSHOT identifier
¢ The ID of the snapshot

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes snapshot snap- 1a2b3c4d.

PROWPT> ec2- del et e- snapshot snap-1a2b3c4d
SNAPSHOT snap- 1a2b3c4d

Related Topics

Download

e Getting Started with the Command Line Tools

Related Action

¢ DeleteSnapshot

Related Commands

e ec2-create-snapshot (p. 141)
¢ ec2-describe-snapshots (p. 386)
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ec2-delete-spot-datafeed-subscription

ec2-delete-spot-datafeed-subscription

Description

Deletes the data feed for Spot Instances. For more information about Spot Instances, see Spot Instances
in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2delsds.

Syntax

ec2-del et e- spot - dat af eed- subscri pti on
Options
This command does not have any options.

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AW5_ACCESS _KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Note
For more information, see the following section, Deprecated
Options.

-W --aws-secret-key | The secret access key associated with your AWS account.

AVE_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns no output.
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Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the data feed for the account.

PROVPT> ec2-del et e- spot - dat af eed- subscri pti on

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteSpotDatafeedSubscription

Related Commands

¢ ec2-create-spot-datafeed-subscription (p. 145)
¢ ec2-describe-spot-datafeed-subscription (p. 392)
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ec2-delete-subnet

ec2-delete-subnet

Description

Deletes a subnet from a VPC. You must terminate all running instances in the subnet before deleting it,
otherwise the action returns an error.

The short version of this command is ec2delsubnet.

Syntax

ec2-del et e-subnet subnet _id

Options

Name

subnet _id

Description Required
The ID of the subnet. Yes
Type: String

Default: None
Example: subnet-9d4a7b6c

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢« The SUBNET identifier
¢ The ID of the subnet

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the subnet with ID subnet-9d4a7b6c.

PROVPT> ec2-del et e- subnet subnet -9d4a7b6c
SUBNET subnet - 9d4a7b6c

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteSubnet

Related Commands

e ec2-create-subnet (p. 148)
¢ ec2-describe-subnets (p. 410)
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ec2-delete-tags

ec2-delete-tags

Description

Deletes a specific set of tags from a specific set of EC2 resources. This command is designed to follow
the ec2- descri be-t ags command. First determine what tags a resource has, then call
ec2- del et e- t ags with the resource ID and the specific tags you want to delete.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

The short version of this command is ec2deltag.

Syntax

ec2-del ete-tags resource_id [resource_id ... ] --tag key[=value] [--tag
key[=val ue] ...]

Options

Name Description Required
resource_id The AWS-assigned identifier of the resource. You can | Yes
specify more than one resource ID.
Type: String

Default: None
Example: i-1a2b3c4d

--tag key or The key and optional value of the tag, separated by | Yes
key=val ue an equals sign (=). You can specify more than one tag

to remove.

Type: String

Default: None
Example: --tag "stack=Production"

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information for tags that were deleted:

¢ The TAG identifier

« The resource type identifier
e The resource ID

¢ The tag key

¢ The tag value

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the tags for the AMI with ID ami-1a2b3c4d. You first get a list of the tags.

PROVWPT> ec2-describe-tags --filter "resource-id=am -1la2b3c4d"
TAG am -1a2b3c4d inmage webserver
TAG am -1a2b3c4d image stack Production

Then you delete the tags. Specifying the value for the st ack tag is optional.

PROVWPT> ec2-del ete-tags am - 1a2b3c4d --tag webserver --tag "stack=Production"

If you specify a value for the key, the tag is deleted only if the tag's value matches the one you specified.
If you specify the empty string as the value, the tag is deleted only if the tag's value is the empty string.
The following example specifies the empty string as the value for the tag to delete (notice the equals sign
after Omner).

PROWPT> ec2-del ete-tags snap-4dfg39a --tag "Owner="

Example Request

This example deletes the stack tag from two particular instances.
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Related Topics

PROVPT> ec2-del ete-tags i-5f4e3d2a i-12345678 --tag stack

Example Request

You can specify a tag key without a corresponding tag value if you want to delete the tag regardless of
its value. This example deletes all tags for the specified resources that have a key of Pur pose, regardless
of the tag value.

PROWPT> ec2-del ete-tags i-5f4e3d2a i-4d5h8a9b i-1d3d4fae --tag Purpose

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteTags

Related Commands

¢ ec2-create-tags (p. 152)
e ec2-describe-tags (p. 415)
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ec2-delete-volume

ec2-delete-volume

Description

Deletes an Amazon EBS volume. The volume must be in the avai | abl e state (not attached to an
instance). For more information about Amazon EBS, see Amazon Elastic Block Store in the Amazon
Elastic Compute Cloud User Guide.

Note

The volume remains in the del et i ng state for several minutes after you run this command.

The short version of this command is ec2delvol.

Syntax

ec2-del ete-vol ume vol une_i d

Options

Name

volune_id

Description Required
The ID of the volume. Yes
Type: String

Default: None
Example: vol-4282672b

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Note
For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The VOLUME identifier
* The ID of the volume that was deleted

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes volume vol - 1a2b3c4d.

PROVPT> ec2-del et e-vol une vol - 1a2b3c4d
VOLUME vol -1a2b3c4d

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteVolume

Related Commands

¢ ec2-attach-volume (p. 40)

e ec2-create-volume (p. 156)

¢ ec2-describe-volumes (p. 430)
¢ ec2-detach-volume (p. 458)
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ec2-delete-vpc

ec2-delete-vpc

Description

Deletes a VPC. You must detach or delete all gateways or other objects that are dependent on the VPC
first. For example, you must terminate all running instances, delete all security groups associated with
the VPC (except the default), delete all route tables (except the default), and so on.

The short version of this command is ec2delvpc.

Syntax

ec2-del ete-vpc vpc_id
Options

Name

vpc_id

Description Required
The ID of the VPC. Yes
Type: String

Default: None
Example: vpc-1a2b3c4d

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Note
For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The VPC identifier
¢ The ID of the VPC

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the VPC with ID vpc-1a2b3c4d.

PROVPT> ec2-del et e-vpc vpc-la2b3c4d
VPC vpc- 1la2b3c4d

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteVpc

Related Commands

e ec2-create-vpc (p. 160)
¢ ec2-describe-vpcs (p. 436)
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ec2-delete-vpn-connection

ec2-delete-vpn-connection

Description

Deletes a VPN connection. Use this command to delete a VPC and its associated components. Another
reason to use this command is if you believe that the tunnel credentials for your VPN connection have
been compromised. In that situation, you can delete the VPN connection and create a new one that has
new keys, without needing to delete the VPC or virtual private gateway. If you create a new VPN
connection, you must reconfigure the customer gateway using the new configuration information returned
with the new VPN connection ID.

If you're deleting the VPC and its associated components, we recommend that you detach the virtual
private gateway from the VPC and delete the VPC before deleting the VPN connection.

For more information about VPN connections, see Adding an IPsec Hardware Virtual Private Gateway
to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2delvpn.

Syntax

ec2-del et e-vpn-connection vpn_connection_id

Options

Name Description Required
vpn_connection_id The ID of the VPN connection. Yes
Type: String

Default: None
Example: vpn-44a8938f

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

« The VPNCONNECTION identifier
¢ The ID of the VPN connection

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the VPN connection with ID vpn-44a8938f.

PROWPT> ec2-del et e-vpn-connecti on vpn- 44a8938f
VPNCONNECTI ON vpn- 44a8938f

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteVpnConnection

Related Commands

e ec2-create-vpn-connection (p. 164)

e ec2-delete-vpc (p. 230)

e ec2-describe-vpn-connections (p. 441)
e ec2-detach-vpn-gateway (p. 462)
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ec2-delete-vpn-connection-route

ec2-delete-vpn-connection-route

Description

Deletes an existing static route associated with a VPN connection between an existing virtual private
gateway and a VPN customer gateway. The static route allows traffic to be routed from the virtual private
gateway to the VPN customer gateway.

This command is only available in VPC.

The short version of this command is ec2dvcr.

Syntax

ec2-del et e-vpn-connection-route --vpn-connecti on VPN CONNECTION I D --cidr CIDR
BLOCK

Options

Name Description Required
--vpn-connection The ID of the VPN connection. Yes
VPN_Connection_I D Type: String

Default: None

--cidr CIDR_BLOCK The CIDR block associated with the local Yes
subnet of the customer data center.

Type: String
Default: None

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

The command returns true if the operation succeeds or an error if the operation does not succeed.

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes a static route to the VPN connection for the VPN connection ID vpn-83ad48ea to
the destination CIDR block 11.12.0.0/16

PROVPT> ec2- del et e-vpn-connection-route—cidr "11.12.0.0/ 16" --vpn-connection
vpn- 83ad48ea
RETURN true

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteVpnConnectionRoute
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ec2-delete-vpn-gateway

Description

Deletes a virtual private gateway. Use this command to delete a VPC and its associated components
because you no longer need them. We recommend that before you delete a virtual private gateway, you
detach it from the VPC and delete the VPN connection. Note that you don't need to delete the virtual
private gateway if you just want to delete and recreate the VPN connection between your VPC and data
center.

For more information about virtual private gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2delvgw.

Syntax

ec2-del et e-vpn- gat eway vpn_gateway_id

Options

Name Description Required
vpn_gat eway_i d The ID of the virtual private gateway. Yes
Type: String

Default: None
Example: vgw-8db04f81

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The VPNGATEWAY identifier
« The ID of the virtual private gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deletes the virtual private gateway with ID vgw-8db04f81.

PROVPT> ec2-del et e-vpn- gat eway vgw 8db04f 81
VPNGATEWAY vgw 8db04f 81

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DeleteVpnGateway

Related Commands

e ec2-create-vpn-gateway (p. 169)
¢ ec2-delete-vpn-connection (p. 233)
¢ ec2-describe-vpn-gateways (p. 447)
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ec2-deregister

ec2-deregister

Description

Deregisters the specified AMI. After you deregister an AMI, it can't be used to launch new instances.

Note

This command does not delete the AMI.

The short version of this command is ec2dereg.

Syntax

ec2-deregister am _id

Options

Name

am _id

Description Required
The ID of the AMI. Yes
Type: String

Default: None
Example: ami-4fa54026

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -r egi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The IMAGE identifier
¢ The ID of the AMI

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example deregisters the am - 1a2b3c4d AMI.

PROWPT> ec2-deregi ster am -1la2b3c4d
I MAGE ami - 1a2b3c4d

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ Deregisterimage

Related Commands

¢ ec2-describe-images (p. 287)
e ec2-register (p. 545)
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ec2-describe-addresses

Description

Describes one or more of your Elastic IP addresses.

An Elastic IP address is for use in either Amazon EC2 or in a VPC. For more information, see Elastic IP
Addresses in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2daddr.

Syntax

ec2-descri be-addresses [public_ip ... | allocation_id ...] [[--filter
"name=val ue"] ...]

Options

Name Description Required
public_ip [Amazon EC2] One or more Elastic IP addresses. No
Type: String

Default: Describes all your Elastic IP addresses.
Example: 198.51.100.1

al l ocation_id [VPC] One or more allocation IDs. No
Type: String
Default: Describes all your Elastic IP addresses.
Example: eipalloc-9558a4fc

-F, --filter A filter for limiting the results. See the table in the No
name=val ue Supported Filters section for a list of supported filters.
Use quotation marks if the value string has a space
("name=value example"). On a Windows system, use
quotation marks even without a space in the value
string ("name=value").
Type: String
Default: Describes all your Elastic IP addresses, or
only those you specified.
Example: --filter "instance-id=i-1a2b3c4d"

Supported Filters

You can specify filters so that the response includes information for only certain Elastic IP addresses.
For example, you can use a filter to specify that you're interested in addresses that have a specific tag.
You can specify multiple values for a filter. The response includes information for an address only if it
matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify addresses of a specific value that have a specific
tag. The response includes information for an address only if it matches all the filters that you specified.
If there's no match, no special message is returned, the response is simply empty.
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You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

domai n Indicates whether the address is for use in a VPC.
Type: String
Valid values: st andard | vpc

i nstance-id The instance the address is associated with (if any).
Type: String

public-ip The Elastic IP address.
Type: String

all ocation-id The allocation ID for the address (VPC only).
Type: String

association-id The association ID for the address (VPC only).
Type: String

net wor k- i nt erface-i d | The network interface (if any) that the address is associated with (VPC only).
Type: String

netverk-i nterface-omer-id | The owner I1ID.

private-i p-address | The private IP address associated with the Elastic IP address (VPC only).
Type: String

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ADDRESS identifier

e The Elastic IP address

¢ The ID of the instance to which the IP address is associated, if any
¢ The domain of the Elastic IP address (standard or vpc)

¢ [VPC] The allocation ID

¢ [VPC] The association ID

¢ [VPC] The private IP address associated with the Elastic IP address

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example describes the Elastic IP address 192.0.2.1, which is assigned to instance i-f15ebb98 in
Amazon EC2.

PROVPT> ec2-descri be-addresses 192.0.2.1
ADDRESS 192.0.2.1 i -f15ebb98 standard

Example Request

This example describes the Elastic IP address with allocation ID eipalloc-282d9641, which is assigned
to instance i-7a00642 in VPC.

PROVPT> ec2-descri be- addresses ei pal | oc-9258a4fb

Type Addr ess I nst ance Domain Al locationld
Associ ationld Net wor kI nt er f acel D
Privatel P ADDRESS 203.0.113.0 i - 7a00642e vpc ei pal | oc-282d9641
ei passoc-252d964c eni - d83388b1 10.0.0.14 4
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Example Request

This example describes all your Elastic IP addresses (for both Amazon EC2 and your VPCs).

PROVPT> ec2-descri be-addresses

ADDRESS 203.0.113. 12 i -f15ebb98 standard

ADDRESS 203. 0. 113. 22 i -9e9dade9 vpc ei pal | oc-9258a4fb ei passoc-
0659a56f

ADDRESS 203. 0. 113. 32 vpc ei pal | oc- 9558a4f c

Example Request

This example describes your Elastic IP addresses for VPC.

PROVPT> ec2-descri be-addresses --filter "allocation-id=*" -H
ec2-descri be-addresses -H

Type Addr ess I nstance Domain Al locationld
Associ ationld Net wor kl nt er f acel D
PrivatelP  ADDRESS 203.0.113.10 vpc ei pal | oc- 1b5f e072
ei passoc- eb5f e082 eni - 0689366f 10.0.1.35
ADDRESS 203.0.113. 20 i -¢c844219c vpc ei pal | oc- b463dcdd
ei passoc-d218a3bb eni - ea67dc83 10.0.0. 174
ADDRESS 203.0.113. 140 i -ba6ald vpc ei pal | oc-1266dd7b
ei passoc-39e15b50 eni - 73e05ala 10.0.0.85
ADDRESS 203.0.113. 140 i - 7200642 vpc ei pal | oc-f38a359a
ei passoc- 1f 239876 eni -d83388b1 10.0.0.12
ADDRESS 203.0.113. 177 i - 7a00642e vpc ei pal | oc-282d9641
ei passoc-252d964c eni - d83388hb1 10.0.0. 14

Example Request

This example describes Elastic IP addresses associated with a particular private IP address in VPC.

PROVPT> ec2-descri be-addresses --filter "private-ip-address=10.0.0.94"
ADDRESS 203.0.113.155 vpc ei pal | oc-fdf c4394 ei passoc- 52f a453b
eni - 66f c430f 10.0.0.94

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DescribeAddresses

Related Commands

¢ ec2-allocate-address (p. 13)
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Related Topics

¢ ec2-associate-address (p. 21)
¢ ec2-disassociate-address (p. 468)
¢ ec2-release-address (p. 551)
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ec2-describe-availability-zones

Description

Describes one or more of the Availability Zones that are available to you. The results include zones only
for the region you're currently using.

Note

Availability Zones are not the same across accounts. The Availability Zone us-east-1a for account
A is not necessarily the same as us-east-1a for account B. Availability Zone assignments are
mapped independently for each account.

The short version of this command is ec2daz.

Syntax

ec2-descri be-availability-zones [zone nane ...] [[--filter "nane=value"] ...]

Options

Name Description Required
zone_nane One or more Availability Zone names. No
Type: String

Default: Describes all zones in the region.
Example: us-east-1a

-F, --filter A filter for limiting the results. See the table in the No
nanme=val ue Supported Filters section for a list of supported filters.
Use quotation marks if the value string has a space
("name=value example"). On a Windows system, use
quotation marks even without a space in the value
string ("name=value").

Type: String

Default: Describes all zones in the region, or only those
you specified by name.

Example: --filter "region-name=ap-southeast-1"

Supported Filters

You can specify filters so that the response includes information for only certain Availability Zones. For
example, you can use a filter to specify that you're interested in Availability Zones in the avai | abl e
state. You can specify multiple values for a filter. The response includes information for an Availability
Zone only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify Availability Zones that are in a particular region and
are in the avai | abl e state. The response includes information for an Availability Zone only if it matches
all the filters that you specified. If there's no match, no special message is returned, the response is simply
empty.
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You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description
nessage Information about the Availability Zone.
Type: String
regi on- name The region for the Availablity Zone (for example, us-east-1).
Type: String
state The state of the Availability Zone
Type: String
Valid values: avai | abl e
zone- name The name of the zone.
Type: String

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0, --aws-access-key | The access key ID associated with your AWS account. For more
AWS ACCESS KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information for each Availability Zones retrieved:

* The AVAILABILITYZONE identifier

¢ The name of the Availability Zone

¢ The state of the zone

¢ The region that the Availability Zone belongs to

* Any messages associated with the Availability Zone

Amazon EC2 command line tools display errors on stderr.
Examples

Example Request

This example displays information about Availability Zones that are available to the account. The response
includes zones only for the region you're currently using.

PROVPT> > ec2-describe-avail ability-zones

AVAI LABI LI TYZONE us-west-2a avail abl e us-west-2
AVAI LABI LI TYZONE us-west-2b avail abl e us-west-2
AVAI LABI LI TYZONE us-west-2c avail abl e us-west-2

Example Request

This example displays information about Availability Zones that are available to the account in the
us- east - 1 region.

PROWPT> > ec2-describe-availability-zones --region us-east-1
AVAI LABI LI TYZONE us-east-1a avail abl e us-east-1
AVAI LABI LI TYZONE us-east-1b avail abl e us-east-1
AVAI LABI LI TYZONE us-east-1c avail abl e us-east-1
AVAI LABI LI TYZONE us-east-1d avail abl e us-east-1

Related Topics

Download

¢ Getting Started with the Command Line Tools
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Related Topics

Related Action

¢ DescribeAvailabilityZones

Related Commands

e ec2-describe-regions (p. 353)
¢ ec2-run-instances (p. 610)

APl Version 2012-12-01
255


http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeAvailabilityZones.html

Amazon Elastic Compute Cloud CLI Reference
ec2-describe-bundle-tasks

ec2-describe-bundle-tasks

Description

Describes one or more of your bundling tasks.

Note

Completed bundle tasks are listed for only a limited time. If your bundle task is no longer in the
list, you can still register an AMI from it. Just use the ec2- r egi st er command with the Amazon
S3 bucket name and image manifest name you provided to the bundle task.

The short version of this command is ec2dbun.

Syntax

ec2-descri be-bundl e-tasks [bundle ...] [[--filter "nane=value"] ...]

Options

Name Description Required
bundl e The IDs of one or more bundle tasks. No
Type: String

Default: Describes all your bundle tasks.
Example: bun-cla432a3

-F, --filter A filter for limiting the results. See the table in the No
name=val ue Supported Filters section for a list of supported filters.
Use quotation marks if the value string has a space
("name=value example"). On a Windows system, use
quotation marks even without a space in the value
string ("name=value").

Type: String

Default: Describes all your bundle tasks, or only those
you specified by ID.

Example: --filter "state=pending"

Supported Filters

You can specify filters so that the response includes information for only certain bundle tasks. For example,
you can use a filter to specify that you're interested in the bundle tasks in the conpl et e state. You can
specify multiple values for a filter. The response includes information for a bundle task only if it matches
at least one of the filter values that you specified.

You can specify multiple filters; for example, specify bundles that are stored in a specific Amazon S3
bucket and are in the conpl et e state. The response includes information for a bundle task only if it
matches all the filters that you specified. If there's no match, no special message is returned, the response
is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .
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The following table lists the available filters.

Filter Name

bundl e-id

error-code

error-nessage

i nstance-id

progress

s3- bucket

s3-prefix

start-tine

state

update-tine

Description

The ID of the bundle task.
Type: String

If the task failed, the error code returned.
Type: String

If the task failed, the error message returned.
Type: String

The ID of the instance that was bundled.
Type: String

The level of task completion, as a percentage (for example, 20%).
Type: String

The Amazon S3 bucket to store the AMI.
Type: String

The beginning of the AMI name.
Type: String

The time the task started (for example, 2008-09-15T17:15:20.0002).
Type: DateTime

The state of the task.

Type: String

Valid values: pendi ng | wai t i ng- f or - shut down | bundl i ng | stori ng
| cancelling|conplete|failed

The time of the most recent update for the task (for example,
2008-09-15T17:15:20.000Z).

Type: DateTime

Common Options

Option

--region REGQ ON

-U, --url URL

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example:--regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The BUNDLE identifier

¢ The ID of the bundle

¢ The ID of the instance

¢ The bucket name

¢ The prefix

e The start time

¢ The update time

« The current state (pending, waiting-for-shutdown, bundling, storing, cancelling, complete, failed)
¢ The progress as a % if state is bundl i ng

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example describes the status of the bun- c1a540a8 bundle task.

PROVPT> ec2-descri be-bundl e-t asks bun-cla540a8
BUNDLE bun-cla540a8 i-2674d22r nmyawsbucket winam 2008-09-15T17:15:20.000Z
2008-09- 15T17: 15: 20. 000Z bundling 3%

Example Request

This example filters the response to include only bundle tasks whose state is either conpl et e orf ai | ed,
and in addition are targeted for the Amazon S3 bucket called myawsbucket .

PROVPT> ec2-descri be-bundl e-tasks --filter "s3-bucket=nyawsbucket" --filter

"state=conplete" --filter "state=fail ed"

BUNDLE bun- 1a2b3c4d i-8765abcd nmnyawsbucket |inuxam 2008-09-14T08: 32: 43. 000Z
2008- 09- 14T08: 32: 43. 000Z conpl ete
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Related Topics
Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DescribeBundleTasks

Related Commands

¢ ec2-bundle-instance (p. 55)
¢ ec2-cancel-bundle-task (p. 60)
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ec2-describe-conversion-tasks

Description

Describes one or more of your conversion tasks. For more information, see Using the Command Line
Tools to Import Your Virtual Machine to Amazon EC2 in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2dct.

Syntax

ec2-descri be-conversion-tasks [task id ...] [--showtransfer-detail s]

Options

Name Description Required
task_id The IDs of one or more conversion tasks for the upload. No
Type: String

Default: Describes all your conversion tasks.
Example: import-i-ffvko9js

--showtransfer-deta = Any additional details for uploading the disk image. The No
ils ec2- upl oad- di sk-i mage command automatically returns this
information.
Type: None

Default: None
Example: --show-transfer-details

Common Options

Option Description

--region REGQ ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns the following information:

¢ Information about the task, such as the task ID, task type, expiration, status, and number of bytes
received

¢ Information about the image, such as the image size, format, volume ID, and volume size

Amazon EC2 command line tools display errors on stderr.

Example

Example Request

This example shows the status of your import instance task.

PROVPT>ec?2- descri be- conversi on-tasks inmport-i-ffvko9js

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DescribeConversionTasks

Related Commands

e ec2-cancel-conversion-task (p. 63)
¢ ec2-delete-disk-image (p. 182)

e ec2-import-instance (p. 492)

e ec2-import-volume (p. 503)

e ec2-resume-import (p. 600)
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ec2-describe-customer-gateways

Description

Describes one or more of your customer gateways.

For more information about VPN customer gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2dcgw.

Syntax

ec2-descri be-customer-gateways [ custoner_gateway_id ... ] [[--filter
"name=val ue"] ...]

Options

Name Description Required
custoner_gateway_id One or more customer gateway IDs. No
Type: String

Default: Describes all your customer gateways.
Example: cgw-b4dc3961

-F, --filter nane=val ue A filter for limiting the results. See the table in | No
the Supported Filters section for a list of
supported filters. Use quotation marks if the
value string has a space ("name=value
example"). On a Windows system, use
quotation marks even without a space in the
value string ("name=value").

Type: String

Default: Describes all your customer gateways,
or only those you specified by ID.

Example: --filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain customer gateways. For
example, you can use a filter to specify that you're interested in customer gateways in the pendi ng or
avai | abl e state. You can specify multiple values for a filter. The response includes information for a
customer gateway only if it matches at least one of the of the filter values that you specified.

You can specify multiple filters; for example, specify customer gateways that have a specific IP address
for the Internet-routable external interface and are in the pendi ng or avai | abl e state. The response
includes information for a customer gateway only if it matches all the filters that you specified. If there's
no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .
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Options

The following table lists the available filters.

Filter Name

bgp- asn

cust oner - gat eway-i d

i p-address

state

type

t ag- key

tag-val ue

tag: key

Description

The customer gateway's Border Gateway Protocol (BGP) Autonomous System
Number (ASN).

Type: String

The ID of the customer gateway.
Type: String

The IP address of the customer gateway's Internet-routable external interface
(for example, 12.1.2.3).

Type: String

The state of the customer gateway.
Type: String
Valid values: pendi ng | avai | abl e | del eti ng | del et ed

The type of customer gateway. Currently the only supported typeisi psec. 1.
Type: String
Valid values: i psec. 1

The key of a tag assigned to the resource. This filter is independent of the

t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose"
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

Filters the response based on a specific tag/value combination.

Example: To list just the resources that have been assigned tag Purpose=X,
specify:

--filter tag: Purpose=X

Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:

--filter tag: Purpose=X --filter tag: Purpose=Y
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Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti nmeout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields

--hi de-tags

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - - request - ti neout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Output
Option Description
- - debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.
-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The CUSTOMERGATEWAY identifier

* The ID of the customer gateway

¢ The state of the customer gateway (pending, available, deleting, deleted)

* The type of VPN connection the customer gateway supports

¢ The Internet-routable IP address of the customer gateway's outside interface

» The customer gateway's Border Gateway Protocol (BGP) Autonomous System Number (ASN)
* Any tags assigned to the customer gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example gives a description of the customer gateway with ID cgw-b4dc3961.
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PROVWPT> ec2-descri be-cust oner - gat eways cgw b4dc3961
CUSTOVERGATEWAY cgw- b4dc3961 avai |l abl e ipsec.1 12.1.2.3 65534

Example Request

This example uses filters to give a description of any customer gateway you own whose IP address is
12.1.2.3, and whose state is either pendi ng or avai | abl e.

PROVWPT> ec2-descri be-custoner-gateways --filter "ip-address=12.1.2.3" --filter
"state=pending" --filter "state=avail abl e"
CUSTOVERGATEWAY cgw- b4dc3961 avai | abl e ipsec.1 12.1.2.3 65534

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DescribeCustomerGateways

Related Commands

e ec2-create-customer-gateway (p. 84)
¢ ec2-delete-customer-gateway (p. 176)
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ec2-describe-dhcp-options

ec2-describe-dhcp-options

Description

Describes one or more of your sets of DHCP options.

For more information about DHCP options sets, see Using DHCP Options with Your VPC in the Amazon
Virtual Private Cloud User Guide.

The short version of this command is ec2ddopt.

Syntax

ec2-descri be-dhcp-options [ dhcp_options_id ... ] [[--filter "nanme=val ue"]

-1
Options

Name Description Required
dhcp_options_id The IDs of one or more sets of DHCP options. | No

Type: String

Default: Describes all your sets of DHCP

options.

Example: dopt-7a8b9c2d

-F, --filter nane=val ue A filter for limiting the results. See the table in | No
the Supported Filters section for a list of
supported filters. Use quotation marks if the
value string has a space ("name=value
example"). On a Windows system, use
quotation marks even without a space in the
value string ("name=value").

Type: String
Default: Describes all your DHCP options.
Example: --filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain sets of DHCP options.
For example, you can use a filter to specify that you're interested in sets of DHCP options with a particular
value for the domai n- nane option. You can specify multiple values for a filter. The response includes
information for a set of DHCP options only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify sets of DHCP options that have a specific value for
the domai n- nane option and a specific tag. The response includes information for a set of DHCP options
only if it matches all the filters that you specified. If there's no match, no special message is returned, the
response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .
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Common Options

The following table lists the available filters.

Filter Name

dhcp-options-id

key

val ue

t ag- key

tag- val ue

tag: key

Description

The ID of a set of DHCP options.
Type: String

The key for one of the options (for example, domai n- nane).
Type: String

The value for one of the options.
Type: String

The key of a tag assigned to the resource. This filter is independent of the

t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose”
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

Filters the response based on a specific tag/value combination.

Example: To list just the resources that have been assigned tag Purpose=X,
specify:

--filter tag: Purpose=X

Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:

--filter tag:Purpose=X --filter tag: Purpose=Y

Common Options

Option

--region REGQ ON

-U, --url

URL

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The DHCPOPTIONS identifier

¢ The ID of the DHCP options set

¢ The name and values for each option in the set
¢ Any tags assigned to the set

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example gives a description of the DHCP options set with ID dopt-7a8b9c2d.

PROWPT> ec2-descri be-dhcp-options dopt-7a8b9c2d
DHCPOPTI ONS  dopt - 7a8b9c2d

OPTI ON donai n-nane mnydomai n. com

OPTI ON donai n-nane-servers 10.2.5.1,10.2.5.2

Example Request

This example uses filters to give a description of any DHCP options set that includes a dornai n- nane
option whose value includes the string exanpl e.

PROVWPT> ec2-descri be-dhcp-options --filter "key=donai n-nane" --filter
"val ue=*exanpl e*"

Related Topics

Download

¢ Getting Started with the Command Line Tools
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Related Topics

Related Action

¢ DescribeDhcpOptions

Related Commands

¢ ec2-associate-dhcp-options (p. 26)
¢ ec2-create-dhcp-options (p. 88)
¢ ec2-delete-dhcp-options (p. 179)
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ec2-describe-export-tasks

ec2-describe-export-tasks

Description

Describes one or more of your export tasks, including the most recent canceled and completed tasks.

The short version of this command is ec2dxt.

Syntax

ec2-describe-export-tasks [ task id ... ] [[--filter "nane=value"] ...]

Options

Name

task_id

Description Required

One or more export task IDs. These are No
returned by
ec2-create-instance-export-task.

Type: String
Default: Describes all your export tasks.

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.

Default: The value of the EC2_CERT environment variable.

Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns information about the export task including:

¢ The EXPORTTASK identifier
The ID of the task

¢ The status of the task

* The export progress

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example describes the export task with the ID export-i-fgelt0i7.

PROVPT> ec2-descri be-export-tasks export-i-fgeltQOi7
EXPORTTASK export-i-fgeltOi7 active i -81428ee7 vmar e
myexport bucket export-i-fgeltOi7.vimdk

vk

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DescribeExportTasks

Related Commands

e ec2-cancel-export-task (p. 67)

¢ ec2-create-instance-export-task (p. 102)
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ec2-describe-group

ec2-describe-group

Description

Describes one or more of your security groups.

A security group is for use with instances either in Amazon EC2 or in a specific VPC. For more information,
see Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide and Security Groups
for Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2dgrp.

Syntax

ec2-describe-group [ec2_group_name_or_id | vpc_group_id ...] [[--filter
"name=val ue"] ...]

Options

Name Description Required

ec2_group_nane_or _id | EC2:The name or ID of one or more security groups. | No
orvpc_group_i d VPC: The ID of one more security groups.

Type: String

Default: Describes all your security groups, or only

those you specified by name.

Example: websrv

-F, --filter A filter for limiting the results. See the table in the No
name=val ue Supported Filters section for a list of supported filters.
Use quotation marks if the value string has a space
("name=value example"). On a Windows system, use
quotation marks even without a space in the value
string ("name=value").
Type: String
Default: Describes all your security groups, or only
those you specified by ID.
Example: --filter "group-name=*webserver*"

Supported Filters

You can specify filters so that the response includes information for only certain security groups. For
example, you can use a filter to specify that you're interested in groups whose name contains a specific
string. You can specify multiple values for a filter. The response includes information for a security group
only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify group's whose name contains a specific string, and
that give permission to another security group with a different string in its name. The response includes
information for a group only if it matches all the filters that you specified. If there's no match, no special
message is returned, the response is simply empty.
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Important

Filters are based on literal strings only. This is important to remember when you want to use
filters to return only security groups with access allowed on a specific port number or numbers.
For example, suppose that you want to get all groups that have access on port 22, and that
GroupA gives access on a range of ports using f r onPPor t =20 and t oPor t =30. If you filter with
i p-perm ssion. from port=22orip-perm ssion.to-port=22 (or both), the response
does not contain information for GroupA. You get information for GroupA only if you specify

i p- perm ssion. from port=20orip-permn ssion.to-port=30 (or both).

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .

The following table lists the available filters.

Filter Name Description
descri ption The description of the security group.
Type: String
group-id The ID of the security group.
Type: String
gr oup- nane The name of the security group.
Type: String
i p- perm ssion. cidr The CIDR range that has been granted the
permission.
Type: String
i p-perm ssion. fromport The start of port range for the TCP and UDP
protocols, or an ICMP type number.
Type: String
i p- perm ssi on. gr oup- nane The name of security group that has been granted
the permission.
Type: String
i p- per m ssi on. prot ocol The IP protocol for the permission.
Type: String
Valid values:t cp |udp | i cnp or a protocol number
i p- perm ssion.to-port The end of port range for the TCP and UDP
protocols, or an ICMP code.
Type: String
i p-perm ssion.user-id The ID of an AWS account that has been granted
the permission.
Type: String
owner-id The AWS account ID of the owner of the security
group.
Type: String
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Common Options

Filter Name

t ag- key

tag-val ue

vpc-id

Description

The key of a tag assigned to the security group.
Type: String

The value of a tag assigned to the security group.
Type: String

Only return the security groups that belong to the
specified VPC ID.

Type: String

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS DELEGATI ON_TOKEN

--connection-ti neout
TI MEQUT

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30
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Option Description

--request -ti neout The request timeout, in seconds.

TI MEQUT Example: - - r equest - t i meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cer t - HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:
A line containing the group information

» The GROUP identifier
¢ The ID of the security group
* The AWS account ID of the owner of the security group
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¢ The name of the security group
¢ A description of the security group
¢ [VPC only] The ID of the VPC the group belongs to

One of each of the following lines for each permission defined by the group:

¢ The PERMISSION identifier

¢ The AWS account ID of the owner of the group

¢ The name of the group granting permission

¢ The type of rule. Currently, only ALLOWS rules are supported
¢ The protocol to allow (e.g.t cp, udp, etc)

¢ The start of port range

¢ The end of port range

¢ FROM for an ingress rule or TO for an egress rule

¢ The source type (for ingress rules) or destination type (for egress rules)
¢ The source (for ingress rules) or destination (for egress rules)
¢ [USER only] The name of the source or destination entity

¢ [USER only] The group ID

¢ Whether the rule is ingress rule or an egress rule

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example returns information about a security group for Amazon EC2 named St andar dG oup.

PROVPT> ec2-descri be-group StandardG oup

GROUP sg-1a2b3c4d 111122223333 StandardG oup A standard EC2 group

PERM SSI ON 111122223333 St andardG oup ALLOAS tcp 80 80 FROM Cl DR 102. 11. 43. 32/ 32
i ngress

Example Request

This example returns information about a security group for VPC with the ID sg- 1a2b3c4d.

PROVPT> ec2-descri be-group sg-1a2b3c4d

GROUP sg-1a2b3c4d 111122223333 WebServer SG web servers vpc-la2b3c4d

PERM SSI ON 111122223333 WebServer SG ALLOAS tcp 80 80 FROM CI DR 162.5.5.5/32
i ngress

PERM SSI ON 111122223333 WebServer SG ALLOAS tcp 80 80 FROM USER 111122223333
NAME default |D sg-1a2b3c4d ingress

PERM SSI ON 111122223333 WebServer SG ALLOAS tcp 443 443 FROM USER 111122223333
NAME default |D sg-1la2b3c4d ingress

PERM SSI ON 111122223333 WbServer SG ALLOAS al | TO CIDR 0.0.0.0/0 egress
PERM SSI ON 111122223333 WebServer SG ALLOAS tcp 433 433 TO USER 111122223333
NAME default |ID sg-la2b3c4d egress
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Example Request

This example returns information about all security groups that grant access over TCP specifically on
port 22 from instances in either the app_ser ver _gr oup or dat abase_gr oup.

PROVWPT> ec2-describe-group --filter "ip-perm ssion.protocol =tcp"

--filter "ip-permssion.fromport=22" --filter "ip-perm ssion.to-port=22"
--filter "ip-perm ssion.group-nanme=app_server_group"” --filter "ip-perms
si on. gr oup- nane=dat abase_gr oup”

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DescribeSecurityGroups

Related Commands

e ec2-authorize (p. 48)

e ec2-create-group (p. 92)
e ec2-delete-group (p. 185)
e ec2-revoke (p. 604)
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ec2-describe-image-attribute

ec2-describe-image-attribute

Description

Describes the specified attribute of an AMI. You can specify only one attribute at a time.

The short version of this command is ec2dimatt.

Syntax

ec2-describe-image-attribute am _id {-I | -p | -B | --kernel

Options

Name

am _id

-1,
- -l aunch- per mi ssi on

-p, --product-codes

-B,
- - bl ock- devi ce- mappi ng

--ker nel

--randi sk

Description

The ID of the AMI.
Type: String

Default: None

Example: ami-4fa54026

The launch permissions of the AMI.
Type: String

Default: None

Example: -I

The product codes associated with the AMI. Each

product code contains both a product code and a type.

Type: String
Default: None
Example: -p

The block device mapping associated with the AMI.

Type: String
Default: None
Example: -B

The ID of the kernel associated with the AMI.
Type: String

Default: None

Example: --kernel

The ID of the RAM disk associated with the AMI.
Type: String

Default: None

Example: --ramdisk

- -ramdi sk}

Required

Yes

No

No

No

No

No
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Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti nmeout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields

--hi de-tags

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - - request - ti neout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

APl Version 2012-12-01
284


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference

Output
Option Description
- - debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.

-?, --help, -h Displays usage information for the command.
- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The attribute type identifier
¢ The ID of the AMI
¢ Information about the attribute

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example lists the launch permissions for the am - 1a2b3c4d AMI

PROVPT> ec2-descri be-inmage-attribute am -1a2b3c4d -I
I aunchPer i ssi on ami - 1a2b3c4d group all
I aunchPer m ssi on ami - 1a2b3c4d userld 111122223333
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Example Request

This example lists the product code for the ami - 1a2b3c4d AMI.

PROWPT> ec2-descri be-image-attri bute am -1a2b3c4d -p
product Codes ami - 1a2b3c4d product Code [ mar ket pl ace: alb2c3d4e5f 6g7h8i 9j 10k11]

Example Request

This example describes the RAM disk for the am - 1a2b3c4d AMI, with the - - show enpt y-fi el ds
option.

PROVPT> ec2-descri be-image-attri bute am -1a2b3c4d --randi sk --show enpty-fields
randi sk am - 1a2b3c4d (nil) ari-96c¢527ff

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DescribelmageAttribute

Related Commands

¢ ec2-describe-images (p. 287)
¢ ec2-modify-image-attribute (p. 514)
¢ ec2-reset-image-attribute (p. 585)
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ec2-describe-images

ec2-describe-images

Description

Describes one or more of the images available to you (AMIs, AKIs, and ARIs). Images available to you
include public images, private images that you own, and private images owned by other AWS accounts
but for which you have explicit launch permissions.

Launch permissions fall into three categories.

Launch Description

Permission

public The owner of the AMI granted launch permissions for the AMI to the al | group.
All AWS accounts have launch permissions for these AMIs.

explicit The owner of the AMI granted launch permissions to a specific AWS account.

implicit An AWS account has implicit launch permissions for all the AMiIs it owns.

The list of AMIs returned can be modified by specifying AMI IDs, AMI owners, or AWS accounts with
launch permissions. If no options are specified, Amazon EC2 returns all AMIs for which you have launch
permissions.

If you specify one or more AMI IDs, only AMIs that have the specified IDs are returned. If you specify an
invalid AMI ID, an error is returned. If you specify an AMI ID for which you do not have access, it is not
included in the returned results.

If you specify one or more AMI owners, only AMIs from the specified owners and to which you have
access are returned. The results can include the account IDs of the specified owners—anazon for AMIs
owned by Amazon, aws- mar ket pl ace for AMIs owned by AWS Marketplace, or sel f for AMIs that you
own.

Note

For an overview of the AWS Marketplace, go to
https://aws.amazon.com/marketplace/help/200900000. For details on how to use the AWS
Marketplace, see AWS Marketplace.

If you specify a list of users with launch permissions, only AMIs with launch permissions for those users
are returned. You can specify account IDs (if you own the AMI(s)), sel f for AMIs for which you own or
have explicit permissions, or al | for public AMIs.

Note
Deregistered images are included in the returned results for an unspecified interval after
deregistration.

The short version of this command is ec2dim.

Syntax

ec2-describe-images [am _id ...] [-a] [-0 owner ...] [-x user_id ...] [[--filter
"name=val ue"] ...]
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Options
Options
Name Description Required
am _id One or more AMI IDs. No

Type: String
Default: Describes all AMIs available to you.
Example: ami-78a54011

-a, --all Describes all AMIs available to you. No
Type: String
Default: None
Example: -a

-0, --owner owner Describes AMIs owned by the specified owner. Multiple | No

owner options can be specified. The IDs amazon,
aws- mar ket pl ace, and sel f can be used to include
AMIs owned by Amazon, AMIs owned by AWS
Marketplace, or AMIs owned by you, respectively.

Type: String
Default: None

Valid values: amazon | aws- mar ket pl ace | sel f |
AWS account ID | al |

Example: -o self

-X, --executabl e-by | Describes AMIs for which the specified user ID has | No
user_id explicit launch permissions. The user ID can be an
AWS account ID, sel f to return AMIs for which the
sender of the request has explicit launch permissions,
oral | toreturn AMIs with public launch permissions.
Type: String
Default: None
Valid values: al | | sel f | AWS account ID

Example: -x self

-F, --filter A filter for limiting the results. See the table in the No
nane=val ue Supported Filters section for a list of supported filters.
Use quotation marks if the value string has a space
("name=value example"). On a Windows system, use
guotation marks even without a space in the value
string ("name=value").
Type: String
Default: Describes all AMIs available to you, or only
those you specified.

Example: -filter "tag-value=Production"

Supported Filters

You can specify filters so that the response includes information for only certain images. For example,
you can use a filter to specify that you're interested in images that use a specific kernel. You can specify
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multiple values for a filter. The response includes information for an image only if it matches at least one
of the filter values that you specified.

You can specify multiple filters; for example, specify images that use a specific kernel and use an Amazon
EBS volume as the root device. The response includes information for an image only if it matches all the
filters that you specified. If there's no match, no special message is returned, the response is simply
empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .

The following table lists the available filters.

Filter Name Description
architecture The image architecture.
Type: String

Valid values: i 386 | x86_64

bl ock- devi ce- mappi ng. del et e- on-t erm nati on | Whether the Amazon EBS volume is deleted on
instance termination.

Type: Boolean

bl ock- devi ce- mappi ng. devi ce- nane The device name (for example, /dev/sdh) for the
Amazon EBS volume.

Type: String

bl ock- devi ce- mappi ng. snapshot -i d The ID of the snapshot used for the Amazon EBS
volume.

Type: String

bl ock- devi ce- mappi ng. vol une-si ze The volume size of the Amazon EBS volume, in
GiB.
Type: Integer

bl ock- devi ce- mappi ng. vol une-type The volume type of the Amazon EBS volume.
Type: String
Valid values: st andard | i ol

description The description of the image (provided during
image creation).

Type: String

i mge-id The ID of the image.
Type: String

i mge-type The image type.
Type: String
Valid values: machi ne | ker nel |randi sk

i s-public Whether the image is public.
Type: Boolean
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Filter Name

kernel -id

mani f est-1 ocati on

namne

owner - al i as

owner-id

pl atform

pr oduct - code

product - code. type

ramdi sk-id

r oot - devi ce- nane

root - devi ce-type

state

st at e-r eason- code

st at e-reason- nessage

Description

The kernel ID.
Type: String

The location of the image manifest.
Type: String

The name of the AMI (provided during image
creation).

Type: String

The AWS account alias (for example, anazon).
Type: String

The AWS account ID of the image owner.
Type: String

The platform. To only list Windows-based AMIs,
use wi ndows. Otherwise, leave blank.

Type: String
Valid value: wi ndows

The product code.
Type: String

The type of the product code.
Type: String
Valid values: devpay | mar ket pl ace

The RAM disk ID.
Type: String

The name of the root device volume (for example,
/dev/sdal).

Type: String

The type of the root device volume.
Type: String
Valid values: ebs | i nst ance-store

The state of the image.
Type: String
Valid values: avai | abl e | pendi ng |fail ed

The reason code for the state change.
Type: String

The message for the state change.
Type: String
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Filter Name

t ag- key

tag- val ue

tag: key

virtualization-type

hyper vi sor

Common Options

Option

--region REGQ ON

Description

Description

The key of a tag assigned to the resource. This
filter is independent of the t ag- val ue filter. For
example, if you use both the filter

"t ag- key=Pur pose" and the filter "t ag- val ue=X",
you get any resources assigned both the tag key
Pur pose (regardless of what the tag's value is),
and the tag value X (regardless of what the tag's
key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this
table.

For more information about tags, see Tagging Your
Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String

The value of a tag assigned to the resource. This
filter is independent of the t ag- key filter.

Type: String

Filters the response based on a specific tag/value
combination.

Example: To list just the resources that have been
assigned tag Purpose=X, specify:

--filter tag: Purpose=X

Example: To list just resources that have been
assigned tag Purpose=X OR Purpose=Y, specify:
--filter tag:Purpose=X --filter

t ag: Pur pose=Y

The virtualization type.
Type: String
Valid values: par avi rtual | hvm

The hypervisor type.
Type: String
Valid values: ovm| xen

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1

if EC2_URL isn't set.

Example: - -regi on eu-west-1
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Option

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - W wJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -ti meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l).

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following rows of information for each image. Each field
is separated by a comma. Some of these values may be empty.

1. The image information
* The IMAGE identifier
¢ The ID of the image
» The source of the image
¢ The ID of the image owner
» The status of the image
¢ The visibility of the image (publ i c or pri vat e)
* The product codes, if any, that are attached to the instance
* The architecture of the image (i 386 or x86_64)
* The image type (machi ne, ker nel , or r andi sk)
» The ID of the kernel associated with the image (machine images only)
* The ID of the RAM disk associated with the image (machine images only)
* The platform of the image
* The type of root device (ebs ori nst ance- store)
¢ The virtualization type (par avi rt ual or hvm)
» The Hypervisor type (xen or ovm)
2. Any EBS volumes associated with the instance. There will be one of the following for each volume
¢ The BLOCKDEVICE identifier
* The device name
¢ The snapshot ID
* The volume size
¢ Whether or not the volume will be deleted on termination (t r ue or f al se)
¢ The volume type
* The maximum IOPS of the volume
3. Any tags associated with the instance. There will be one of the following for each tag
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The TAG identifier

¢ The resource type identifier
e The resource ID

The tag key

¢ The tag value

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example describes the ami-1a2b3c4d AMI.

PROWPT> ec2-descri be-i nages am - 1a2b3c4d

I MAGE ami - 1a2b3c4d anazon/ getting-started-w th-ebs-boot amazon avail abl e public
i 386 machi ne aki-al3667e4 ari-a33667e6 ebs paravirtual xen
BLOCKDEVI CEMAPPI NG / dev/ sdal snap-la2b3c4d 15 standard

Example Request

This example filters the response to include only the public Windows images with an x86_64 architecture.

PROVPT> ec2-describe-imges --filter "is-public=true" --filter "architec
ture=x86_64" --filter "platformw ndows"
I MAGE ami - 1a2b3c4d amazon/ getting-started-w th-ebs-boot amazon avail abl e

public x86_64 machi ne wi ndows ebs hvm xen
I MAGE ami -2a2b3c4d amazon/ Sql Svr St d2003r 2- x86_64- W n-v1. 07 anmazon avail abl e
public x86_64 machine wi ndows i nstance-store hvm xen

Example Request

This example filters the results to display only images with an AWS Marketplace product code.

PROVPT> ec2-descri be-i mages -F product-code. type=nar ket pl ace -0 self

I MAGE ami - 1a2b3c4d 111122223333/ MWy MP I nage 111122223333 avail able private
[ mar ket pl ace: alb2c3d4e5f 6g7h8i 9j 10k11] i 386 machi ne ebs paravirtual xen
BLOCKDEVI CEMAPPI NG / dev/ sdal snap-2de0d457 15 standard

BLOCKDEVI CEMAPPI NG / dev/ sdb snap-27e0d45d 100 standard

Related Topics

Download

¢ Getting Started with the Command Line Tools
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Related Topics

Related Action

¢ Describelmages

Related Commands

¢ ec2-describe-image-attribute (p. 283)
¢ ec2-describe-instances (p. 308)
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ec2-describe-instance-attribute

Description

Describes the specified attribute of the specified instance. You can specify only one attribute at a time.

The short version of this command is ec2dinatt.

Syntax

ec2-describe-instance-attribute instance_id { --block-device-mapping |

--ebs-optimzed | --disable-api-termnation | --group-id |
--instance-initiated-shutdown-behavior | --instance-type | --kernel |
--product-codes | --randisk | --root-device-name | --source-dest-check |

--user-data }

Options

Name Description Required
i nstance_id The instance ID. Yes
Type: String

Example: i-43a4412a

- b, The block device mapping for the instance. No
- - bl ock-devi ce-m Type: String
apptng Example: -b

--di sabl e-api -terminati on | Whether the instance can be terminated using the No
EC2 API. A value of t r ue means you can't terminate
the instance using the API (the instance is "locked").
A value of f al se means you can terminate the
instance using the API (the instance is "unlocked").
Set this attribute to t r ue to prevent the instance from
being terminated using the EC2 API.

Type: Boolean
Example: --disable-api-termination

--ebs-optimnzed Whether the instance is optimized for EBS 1/0. This | No
Bool ean optimization provides dedicated throughput to Amazon
EBS and an optimized configuration stack to provide
optimal EBS I/O performance. This option isn't
available on all instance types. Additional usage
charge apply when using this option.

Type: Boolean
Example: --ebs-optimized

-g, --group-id The security groups the instance is in. No
Type: String
Example: -g
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Options
Name Description Required
-p, --product-code | The product codes associated with an instance. Each | No
product code includes a product code and type.
Type: String
Example: -p
—-irgaweintigehudwidaio | Whether an instance stops or terminates when No
shutdown is initiated.
Type: String
Example: --instance-initiated-shutdown-behavior
-t, --instance-type | The instance type of the instance. See Available No
Instance Types for more information.
Type: String
Example: -t
- - ker nel The ID of the kernel associated with the AMI. No
Type: String
Example: --kernel
--randi sk The ID of the RAM disk associated with the AMI. No
Type: String

Example: --ramdisk

--root-devi ce- name | The name of the root device (for example, /dev/sdal). | No
Type: String
Example: --root-device-name

--sour ce-dest - check | Enables an instance in a VPC to perform NAT. The No
attribute controls whether source/destination checking
is enabled on the instance. A value of t r ue means
checking is enabled, and f al se means checking is
disabled. The value must be f al se for the instance
to perform NAT. For more information, see NAT
Instances in the Amazon Virtual Private Cloud User
Guide.

Type: String
Example: --source-dest-check

--user-data Any user data made available to the instance. No
Type: String
Example: --user-data

APl Version 2012-12-01
297


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html#AvailableInstanceTypes
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html#AvailableInstanceTypes
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_NAT_Instance.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_NAT_Instance.html

Amazon Elastic Compute Cloud CLI Reference

Common Options

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti nmeout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields

--hi de-tags

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - - request - ti neout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Output
Option Description
- - debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

« Ifthe - - bl ock- devi ce- mappi ng attribute is requested, one of the following for each Amazon EBS
volume:

« The BLOCKDEVICE identifier,
* The device name
e The volume ID
e The timestamp
¢ For all other attributes:
* The attribute type identifier
« The ID of the instance
» The attribute or attribute list item value

Amazon EC2 command line tools display errors on stderr.
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Examples

Example Request

This example lists the kernel ID of the i-10a64379 instance.

PROVPT> ec2-descri be-instance-attribute i-10a64379 --kernel
kernel i-10a64379 aki-f70657b2

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

* DescribelnstanceAttribute

Related Commands

¢ ec2-describe-instances (p. 308)
¢ ec2-modify-instance-attribute (p. 519)
¢ ec2-reset-instance-attribute (p. 588)
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ec2-describe-instance-status

Description

Describes the status of an Amazon EC2 instance. Instance status has two main components:

» System Status reports impaired functionality that stems from issues related to the systems that support
an instance, such as such as hardware failures and network connectivity problems. The
Descri bel nst anceSt at us response elements report such problems as impaired reachability.

¢ Instance Status reports impaired functionality that arises from problems internal to the instance. The
Descri bel nst anceSt at us response elements report such problems as impaired reachability.

Instance status provides information about four types of scheduled events for an instance that may require
your attention:

¢ Scheduled Reboot: When Amazon EC2 determines that an instance must be rebooted, the instances
status will return one of two event codes: syst emt r eboot ori nst ance-r eboot . System reboot
commonly occurs if certain maintenance or upgrade operations require a reboot of the underlying host
that supports an instance. Instance reboot commonly occurs if the instance must be rebooted, rather
than the underlying host. Rebooting events include a scheduled start and end time.

» System Maintenance: When Amazon EC2 determines that an instance requires maintenance that
requires power or network impact, the instance's status will return an event code called
syst em mai nt enance. System maintenance is either power maintenance or network maintenance.
For power maintenance, your instance will be unavailable for a brief period of time and then rebooted.
For network maintenance, your instance will experience a brief loss of network connectivity. System
maintenance events include a scheduled start and end time. You will also be notified by email if one
of your instances is set for system maintenance. The email message indicates when your instance is
scheduled for maintenance.

¢ Scheduled Retirement: When Amazon EC2 determines that an instance must be shut down, the
instance's status returns an event code called i nst ance-r et i r ement . Retirement commonly occurs
when the underlying host is degraded and must be replaced. Retirement events include a scheduled
start and end time. You will also be notified by email if one of your instances is set to retiring. The emalil
message indicates when your instance will be permanently retired.

» Scheduled Stop: When Amazon EC2 determines that an instance must be shut down, the instances
status returns an event code called i nst ance- st op. Stop events include a scheduled start and end
time. You will also be notified by email if one of your instances is set to stop. The email message
indicates when your instance will be stopped.

When your instance is retired, it will either be terminated (if its root device type is the instance-store) or
stopped (if its root device type is an EBS volume). Instances stopped due to retirement will not be restarted,
but you can do so manually. You can also avoid retirement of EBS-backed instances by manually restarting
your instance when its event code is i nst ance-r et i r ement . This ensures that your instance is started
on a different underlying host.

The short version of this command is ec2dins.

Syntax

ec2-describe-instance-status [instance_id ...] [-], --hide-healthy ...] [-A
--include-all-instances ...] [[--filter "nane=value"] ...]
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Options
Name Description Required
i nstance_id One or more instance IDs. No

Type: String
Default: Describes all your instances.

Constraints: Maximum 100 explicitly specified instance
IDs.

Example:i - 15a4417c
-1, --hide-heal thy |Hide instances where all status checks pass. No

-A Describes all running and non-running instances. No
--incl ude-al | -i nst ances

-F, --filter A filter for limiting the results. See the table in the No
nane=val ue Supported Filters section for a list of supported filters.
Use quotation marks if the value string has a space
("name=value example"). On a Windows system, use
guotation marks even without a space in the value
string ("name=value").
Type: String
Default: Describes all your instances, or only those
you specified by ID.
Example: --filter "system-status.status=impaired"

Supported Filters

You can specify filters so that the response includes information for only certain instances. For example,
you can use a filter to specify that you're interested in instances in a specific Availability Zone. You can
specify multiple values for a filter. The response includes information for an instance only if it matches at
least one of the filter values that you specified.

You can specify multiple filters; for example, specify instances that are in a specific Availability Zone and
have a status of r et i ri ng. The response includes information for an instance only if it matches all the
filters that you specified. If there's no match, no special message is returned, the response is simply
empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description
avail ability-zone The Availability Zone of the instance.
Type: String
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Filter Name

event . code

event . descri ption

event.not-after

event. not - before

i nst ance- st at e- nane

i nst ance- st at e- code

syst em st at us. st at us

systemstatus.reachability

i nst ance- st at us. status

i nstance-status.reachability

Description

The code identifying the type of event.
Type: String
Valid values: i nst ance-r eboot |

system reboot | system mai nt enance |
i nstance-retirenment |i nstance-stop

A description of the event.
Type: String

The latest end time for the scheduled event.
Type: DateTime

The earliest start time for the scheduled event.
Type: DateTime

The state of the instance.
Type: String
Valid values: pendi ng | runni ng |

shutting-down |term nated |stopping|
st opped

A code representing the state of the instance. The
high byte is an opaque internal value and should
be ignored. The low byte is set based on the state
represented

Type: Integer (16-bit unsigned integer)
Valid values: 0 (pending) | 16 (running) | 32

(shutting-down) | 48 (terminated) | 64 (stopping) |
80 (stopped)

The system status of the instance.

Type: String

Valid values: ok | i nmpaired |initializing|
i nsufficient-data|not-applicable

Filters on system status where the name is
reachability.

Type: String
Valid values: passed |failed|initializing
| i nsufficient-data

The status of the instance.

Type: String

Valid values: ok | i nmpaired |initializing|
i nsufficient-data|not-applicable

Filters on instance status where the name is
reachability.

Type: String
Valid values: passed |failed|initializing|
insufficient-data
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Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti nmeout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields

--hi de-tags

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - - request - ti neout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Option Description
- - debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.
-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:
The instance information

¢ The INSTANCE identifier

» The ID of the instance

¢ The availability zone of the instance
» The state name of the instance

¢ The state code of the instance

» The status of the instance

¢ The host system status

» The instance retirement status

¢ The instance retirement date

The host system status information

* The SYSTEMSTATUS identifier
» The host system status name

APl Version 2012-12-01
305


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference
Examples

» The host system status
¢ The date and time that the host system became impaired, if applicable

The instance status information

¢ The INSTANCESTATUS identifier

» The instance status name

¢ The instance status

» The date and time that the instance became impaired, if applicable

Any events scheduled for the instance

» The EVENT identifier

¢ The event type

» The date and time of the opening of the event window
¢ The date and time of the closing of the event window
» The event description

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example describes the current state of the instances owned by your AWS account.

ec2-descri be-instance-status

I NSTANCE i - 1a2b3c4d us-east-1d running 16 ok ok active

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

I NSTANCE i - 2a2b3c4d us-east-1d running 16 ok ok active

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

I NSTANCE i - 3a2b3c4d us-east-1d running 16 ok ok active

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

I NSTANCE i - 4a2b3c4d us-east-1d running 16 ok ok retiring YYYY- M DDTHH: MM SS+0000

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

EVENT i nst ance-stop YYYY- MM DDTHH: MM SS+0000 The i nstance i s runni ng on degr aded
har dwar e

I NSTANCE i - 5a2b3c4d us-east-1d running 16 ok ok retiring YYYY- M DDTHH: MM SS+0000

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

EVENT i nstance-retiring YYYY- MV DDTHH: MM SS+0000 The instance is running on

degraded har dware

I NSTANCE i - 6a2b3c4d us-east-1d running 16 ok ok retiring YYYY- M DDTHH: MM SS+0000

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed
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EVENT i nst ance-stop YYYY- MM DDTHH MM SS+0000 The i nstance i s runni ng on degr aded
har dwar e

Related Topics
Download

¢ Getting Started with the Command Line Tools

Related Action

* DescribelnstanceStatus

Related Commands

¢ ec2-report-instance-status (p. 570)
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ec2-describe-instances

Description

Describes one or more of your instances.

If you specify one or more instance IDs, Amazon EC2 returns information for those instances. If you do
not specify instance IDs, Amazon EC2 returns information for all relevant instances. If you specify an
invalid instance ID, an error is returned. If you specify an instance that you do not own, it will not be
included in the returned results.

Recently terminated instances might appear in the returned results. This interval is usually less than one
hour.

The short version of this command is ec2din.

Syntax

ec2-describe-instances [instance_id ...] [[--filter "name=value"] ...]

Options

Name Description Required
i nstance_id One or more instance IDs. No
Type: String

Default: Describes all your instances.
Example: i-15a4417c

-F, --filter A filter for limiting the results. See the table in the No
name=val ue Supported Filters section for a list of supported filters.
Use quotation marks if the value string has a space
("name=value example"). On a Windows system, use
quotation marks even without a space in the value
string ("name=value").

Type: String

Default: Describes all your instances, or only those
you specified by ID.

Example: --filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain instances. For example,
you can use a filter to specify that you're interested in instances launched with a specific key pair. You
can specify multiple values for a filter. The response includes information for an instance only if it matches
at least one of the filter values that you specified.

You can specify multiple filters; for example, specify instances that are launched with a specific key pair
and use an Amazon EBS volume as the root device. The response includes information for an instance
only if it matches all the filters that you specified. If there's no match, no special message is returned, the
response is simply empty.
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You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description
architecture The instance architecture.
Type: String
Valid values: i 386 | x86_64
avail ability-zone The Availability Zone of the instance.
Type: String
bl ock- devi ce- mappi ng. attach-ti nme The attach time for an Amazon EBS volume

mapped to the instance (for example,
2010-09-15T17:15:20.0002)

Type: DateTime

bl ock- devi ce- mappi ng. del et e-on-terni nati on | Indicates whether the Amazon EBS volume is
deleted on instance termination.

Type: Boolean

bl ock- devi ce- mappi ng. devi ce- nane The device name (for example, /dev/sdh) for the
Amazon EBS volume.
Type: String

bl ock- devi ce- mappi ng. st at us The status for the Amazon EBS volume.
Type: String
Valid values: at t achi ng |at t ached | det achi ng
| det ached

bl ock- devi ce- mappi ng. vol urme-id The volume ID of the Amazon EBS volume.
Type: String

client-token The idempotency token you provided when you
launched the instance.
Type: String

dns- nanme The public DNS name of the instance.
Type: String

group-id The ID of the security group for the instance. If the
instance is in aVPC, use i nst ance. group-i d
instead.
Type: String

gr oup- name The name of the security group for the instance. If

the instance is in a VPC, use
i nst ance. gr oup- nane instead.

Type: String

i mge-id The ID of the image used to launch the instance.
Type: String

APl Version 2012-12-01
309



Amazon Elastic Compute Cloud CLI Reference

Options

Filter Name Description

i nstance-id The ID of the instance.
Type: String

i nstance-1ifecycle Indicates whether this is a Spot Instance.
Type: String
Valid values: spot

i nst ance- st at e- code The state of the instance. The high byte is an
opaque internal value and should be ignored. The
low byte is set based on the state represented.
Type: Integer (16-bit unsigned integer)
Valid values: 0 (pending) | 16 (running) | 32
(shutting-down) | 48 (terminated) | 64 (stopping) |
80 (stopped)

i nst ance- st at e- nane The state of the instance.
Type: String
Valid values: pendi ng | runni ng |
shutting-down |term nated | stopping |
st opped

i nstance-type The type of instance (for example, . smal | ).
Type: String

i nstance. group-id The ID of the security group for the instance. If the
instance is in a VPC, use gr oup- i d instead.
Type: String

i nst ance. gr oup- nane The name of the security group for the instance. if
the instance is in aVVPC, use gr oup- nane instead.
Type: String

i p- address The public IP address of the instance.
Type: String

kernel -id The kernel ID.
Type: String

key- nane The name of the key pair used when the instance
was launched.
Type: String

| aunch-i ndex When launching multiple instances, this is the index
for the instance in the launch group (for example,
0, 1, 2, and so on).
Type: String

I aunch-tine The time the instance was launched (for example,

2010-08-07T11:54:42.000Z2).
Type: DateTime
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Filter Name Description

noni toring-state Indicates whether monitoring is enabled for the
instance.
Type: String
Valid values: di sabl ed | enabl ed

owner-id The AWS account ID of the instance owner.
Type: String

pl acenent - gr oup- nane The name of the placement group for the instance.
Type: String

platform The platform. Use wi ndows if you have Windows
based instances; otherwise, leave blank.
Type: String
Valid value: wi ndows

privat e-dns- nane The private DNS name of the instance.
Type: String

private-i p-address The private IP address of the instance.
Type: String

product - code The product code associated with the AMI used to
launch the instance.
Type: String

product - code. t ype The type of product code.
Type: String
Valid values: devpay | nar ket pl ace

ranmdi sk-id The RAM disk ID.
Type: String

reason The reason for the current state of the instance (for
example, shows "User Initiated [date]" when you
stop or terminate the instance). Similar to the
state-reason-code filter.
Type: String

requester-id The ID of the entity that launched the instance on

your behalf (for example, AWS Management
Console, Auto Scaling, and so on)

Type: String
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Filter Name

reservation-id

r oot - devi ce- nane

root - devi ce-type

sour ce- dest - check

spot -i nstance-request-id

st at e-r eason- code

st at e-reason- nessage

subnet-id

Description

The ID of the instance's reservation. A reservation
ID is created any time you launch an instance. A
reservation ID has a one-to-one relationship with
an instance launch request, but can be associated
with more than one instance if you launch multiple
instances using the same launch request. For
example, if you launch one instance, you'll get one
reservation ID. If you launch ten instances using
the same launch request, you'll also get one
reservation ID.

Type: String

The name of the root device for the instance (for
example, /dev/sdal).

Type: String

The type of root device the instance uses.
Type: String
Valid values: ebs | i nst ance-store

Indicates whether the instance performs
source/destination checking. A value of t r ue
means that checking is enabled, and f al se means
checking is disabled. The value must be f al se for
the instance to perform network address translation
(NAT) in your VPC.

Type: Boolean

The ID of the Spot Instance request.
Type: String

The reason code for the state change.
Type: String

A message that describes the state change.
Type: String

The ID of the subnet for the instance.
Type: String
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Filter Name

t ag- key

tag- val ue

tag: key

virtualization-ty

vpc-id

hyper vi sor

network-interface

network-interface

network-interface

network-i nterface

pe

.description

.subnet-id

.vpc-id

.network-interface.id

Description

The key of a tag assigned to the resource. This
filter is independent of the t ag- val ue filter. For
example, if you use both the filter

"t ag- key=Pur pose" and the filter "t ag- val ue=X",
you get any resources assigned both the tag key
Pur pose (regardless of what the tag's value is),
and the tag value X (regardless of what the tag's
key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this
table.

For more information about tags, see Tagging Your
Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String

The value of a tag assigned to the resource. This
filter is independent of the t ag- key filter.

Type: String

Filters the response based on a specific tag/value
combination.

Example: To list just the resources that have been
assigned tag Purpose=X, specify:

--filter tag: Purpose=X

Example: To list just resources that have been
assigned tag Purpose=X OR Purpose=Y, specify:
--filter tag:Purpose=X --filter

tag: Pur pose=Y

The virtualization type of the instance.
Type: String
Valid values: par avi rtual | hvm

The ID of the VPC the instance is running in.
Type: String

The hypervisor type of the instance.
Type: String
Valid values: ovm| xen

The description of the network interface.
Type: String

The ID of the subnet for the network interface.
Type: String

The ID of the VPC for the network interface.
Type: String

The ID of the network interface.
Type: String
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Filter Name

network-interface. ower-id

networ k-i nterface. avail ability-zone
networ k-interface.requester-id

net wor k-i nt erface. request er - managed
networ k-interface. status

net wor k-i nt erface. mac- addr ess

net wor k-i nt erface-privat e- dns- nane

net wor k- i nt er f ace. sour ce-dest i nati on- check

net wor k-i nterface. group-id

net wor k- i nt er f ace. gr oup- nane

networ k-i nterface. attachnent. attachnent -i d

network-interface. attachnent.instance-id

net wor k-i nt er f ace. at t achnent . i nst ance-owner-id

Description

The ID of the owner of the network interface.
Type: String

The availability zone for the network interface.
Type: String

The requester ID for the network interface.
Type: String

Indicates whether the network interface is being
managed by AWS.

Type: Boolean

The status of the network interface.
Type: String
Valid values: available | in-use

The MAC address of the network interface.
Type: String
Valid values: available | in-use

The private DNS name of the network interface.
Type: String

Whether the network interface performs
source/destination checking. A value of t r ue
means checking is enabled, and false means
checking is disabled. The value must be f al se for
the network interface to perform network address
translation (NAT) in your VPC.

Type: Boolean

The ID of a security group associated with the
network interface.

Type: String

The name of a security group associated with the
network interface.

Type: String

The ID of the interface attachment.
Type: String

The ID of the instance to which the network
interface is attached.

Type: String

The owner ID of the instance to which the network
interface is attached.

Type: String
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Filter Name

net wor k-i nt er f ace. addr esses. pri vat e-i p- addr ess

net wor k-i nt erf ace. att achnent . devi ce-i ndex

network-interface. attachnment. st atus

network-interface. attachnent. attach-tinme

netvork-i nterface. att achnent . del et e-on-ternmnati on

net wor k-i nterface. addresses. pri nary

net vor k-i nt er f ace. addr esses. associ ati on. publi c-i p

netvork-i nt er f ace. addr esses. associ at i on. i p-ower-id

associ ation. public-ip

associ ation.ip-owner-id

associ ation.allocation-id

associ ation. associ ation-id

Description

The private IP address associated with the network
interface.

Type: String

The device index to which the network interface is
attached.

Type: Integer

The status of the attachment.

Type: String

Valid values: attaching | attached | detaching |
detached

The time that the network interface was attached
to an instance.

Type: Date

Specifies whether the attachment is deleted when
an instance is terminated.

Type: Boolean

Specifies whether the IP address of the network
interface is the primary private IP address.

Type: Boolean

The ID of the association of an Elastic IP address
with a network interface.

Type: String

The owner ID of the private IP address associated
with the network interface.

Type: String

The address of the Elastic IP address bound to the
network interface.

Type: String

The owner of the Elastic IP address associated
with the network interface.

Type: String

The allocation ID that AWS returned when you
allocated the Elastic IP address for your network
interface.

Type: String

The association ID returned when the network
interface was associated with an IP address.

Type: String
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Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti nmeout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields

--hi de-tags

Description

Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - - request - ti neout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Option Description
- - debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.
-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following rows of information for each instance. Each
field is separated by a comma. Some of these values may be empty.

1. The reservation information
* The RESERVATION identifier
¢ The ID of the reservation
» The AWS account ID of the instance owner
¢ The name of each security group the instance is in
2. The instance information
¢ The INSTANCE identifier
* The ID of the instance
* The AMI ID of the image on which the instance is based

» The public DNS name associated with the instance. This is only present for instances in the running
state.

* The private DNS name associated with the instance. This is only present for instances in the running
state.

» The state of the instance
* The key name. If a key was associated with the instance at launch, its name will appear.
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The AMI launch index

The product codes associated with the instance
The instance type

The instance launch time

The Availability Zone

The ID of the kernel

The ID of the RAM disk

The platform (Wi ndows or empty)

The monitoring state

The public IP address

The private IP address

[VPC] The ID of the VPC

[VPC] The subnet ID

The type of root device (ebs ori nst ance- st ore)
The instance lifecycle

The Spot Instance request ID

The instance license

The placement group the cluster instance is in

The virtualization type (par avi rtual or hvm

The hypervisor type (xen or ovim

The client token

The ID of each security group the instance is in

The tenancy of the instance (def aul t or dedi cat ed)
Whether or not the instance is EBS optimized (t r ue or f al se)
The Amazon Resource Name (ARN) of the IAM role

. Any EBS volumes associated with the instance. There will be one of the following for each volume

The BLOCKDEVICE identifier

The device name

The volume ID

The volume attach timestamp

Whether or not the volume will be deleted on termination (t r ue or f al se)
The volume type

The I/O operations per second (IOPS)

. [VPC] The network interface information. There will be a set of the following for each network interface
a. The network interface information

« The NIC identifier

» The network interface ID

e The subnet ID

* The VPCID

¢ The owner ID

» The network interface status

¢ The private IP address of the network interface

» The private DNS name

« Whether or not source destination check is enabled (t r ue or f al se)

b. The network interface attachment information

* The NICATTACHMENT identifier
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* The attachment ID
¢ The device index
» The device status
¢ The attachment timestamp
» Whether or not the attachment is deleted on termination (t r ue or f al se)
c. The network interface association information
¢ The NICASSOCIATION identifier
* The public IP address
¢ The public IP address owner
* The private IP address
d. The security group information
» The GROUP identifier
¢ The security group identifier
» The security group name
e. The private IP address information
» The PRIVATEIPADDRESS identifier
e The private IP address
5. Any tags associated with the instance. There will be one of the following for each tag
¢ The TAG identifier
» The resource type identifier
e The resource ID
» The tag key
¢ The tag value

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example describes the current state of the instances owned by your AWS account.

PROVPT> ec2-descri be-instances

RESERVATI ON r - 1a2b3c4d 111122223333 my-security-group

I NSTANCE i - 1a2b3c4d ami - 1a2b3c4d ec2-67-202-51-223. conput e- 1. amazonaws. com i p-
10- 251-50- 35. ec2.internal running gsg-keypair 0 tl.micro YYYY-MV}

DDTHH: MMt SS+0000 us-west - 2a aki - 1a2b3c4d noni t ori ng- di sabl ed 184. 73. 10. 99

10. 254. 170. 223  ebs paravirtual xen ABCDE1234567890123 sg- 1a2b3c4d defaul t
fal se

BLOCKDEVI CE / dev/ sdal vol - 1a2b3c4d YYYY- MM DDTHH: MM SS. SSSZ t r ue

BLOCKDEVI CE / dev/ sdb vol - 2a2b3c4d YYYY- MM DDTHH: MMt SS. SSSZ t r ue

TAG i nstance i-1a2b3c4d Nane Linux

RESERVATI ON r-2a2b3c4d 111122223333 anot her - security-group

I NSTANCE i - 2a2b3c4d ami - 2a2b3c4d ec2-67-202-51-223. conput e- 1. amazonaws. com i p-
10- 251-50- 35. ec2.internal running gsg-keypair 0 tl.micro YYYY-MV}

DDTHH: MVt SS+0000 us- west - 2¢ wi ndows nonitoring-di sabl ed 50.112. 203.9

10. 244. 168. 218 ebs hvm xen ABCDE1234567890123 sg-2a2b3c4d default false
TAG i nstance i-2a2b3c4d Nane W ndows
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Example Request

This example filters the response to include only the m1.small or m1.large instances that have an Amazon
EBS volume that is both attached and set to delete on termination.

PROWPT> ec2-descri be-instances --filter "instance-type=nil.small" --filter "in

stance-type=nil.large" --filter "bl ock-devi ce-mappi ng. status=attached" --filter
"bl ock- devi ce- mappi ng. del et e-on-term nati on=true"

RESERVATI ON r - 1a2b3c4d 111122223333 my-security-group

I NSTANCE i - 1a2b3c4d ami - 1a2b3c4d ec2-67-202-51-223. conput e- 1. amazonaws. com i p-

10- 251- 50- 35. ec2. i nternal running gsg-keypair 0 tl.mcro YYYY-M\}

DDTHH: MM SS+0000 us-west - 2a aki - 1a2b3c4d nmoni t ori ng-di sabl ed 184. 73. 10. 99

10. 254. 170. 223  ebs paravirtual xen ABCDE1234567890123 sg- 1a2b3c4d defaul t
fal se
BLOCKDEVI CE / dev/ sdb vol - 1a2b3c4d YYYY- MM DDTHH: MM SS. SSSZ true

TAG i nstance i-1a2b3c4d Nane Li nux

Example Request

This example describes all instances that are running in a VPC.

PROWPT> ec2-descri be-instances --filter "vpc-id=*"

RESERVATI ON r - 1a2b3c4d 111122223333

I NSTANCE i - 1a2b3c4d am - 1a2b3c4d runni ng gsg-keypair 0 ml.small YYYY- MW
DDTHH: MM SS+0000 us- west - 2b wi ndows nonitoring-disabled 50.112.172. 209

10. 0. 0. 167 vpc-1la2b3c4d subnet-1a2b3c4d ebs hvm xen ABCDE1234567890123 sg-
la2b3c4d default false
BLOCKDEVI CE / dev/ sdb vol - 1a2b3c4d YYYY- MM DDTHH: MMt SS. SSSZ t r ue

NI C eni - 1a2b3c4d subnet-1a2b3c4d vpc-1la2b3c4d 111122223333 i n-use 10.0. 1. 167
true

NI CATTACHVENT eni - att ach- 1a2b3c4d 0 attached YYYY- MV DDTHH: MM SS+0000 true
GROUP sg- 1a2b3c4d my-security-group

PRI VATEI PADDRESS 10. 0. 1. 167

PRI VATEI PADDRESS 10.0.1.12

TAG i nstance i-1a2b3c4d Nane W ndows

RESERVATI ON r-2a2b3c4d 111122223333

I NSTANCE i - 2a2b3c4d am - 2a2b3c4d runni ng gsg-keypair 0 cl.nedi um YYYY- MM
DDTHH: MM SS+0000 us-west -2b aki - 1a2b3c4d noni tori ng-di sabl ed 50.112.172. 209

10. 0. 0. 233 vpc-1la2b3c4d subnet-1a2b3c4d ebs hvm xen ABCDE1234567890123 sg-
la2b3c4d default false
BLOCKDEVI CE / dev/ sdal vol - 2a2b3c4d YYYY- MM DDTHH: Mt SS. SSSZ t rue

NI C eni - 2a2b3c4d subnet-1a2b3c4d vpc-1la2b3c4d 111122223333 i n-use 10.0. 1. 233
true

NI CATTACHVENT eni - attach-2a2b3c4d 0 attached YYYY- MM DDTHH: MMt SS+0000 true
GROUP sg- 1a2b3c4d my-security-group

PRI VATEI PADDRESS 10. 0. 1. 233

PRI VATEI PADDRESS 10. 0. 1. 20

TAG i nstance i-1a2b3c4d Nane Linux

Example Request

This example describes any instances with a network interface that have a private IP address of 10.0.0.120.
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PROWPT> ec2-describe-instances --filter "network-interface. addresses. private-
i p-address=10. 0. 0. 120"

RESERVATI ON r - 1a2b3c4d 111122223333

I NSTANCE i - 1a2b3c4d am - 1a2b3c4d runni ng gsg-keypair 0 cl.nedi um YYYY- MM
DDTHH: MM SS+0000 us-west -2b aki - 1a2b3c4d nmoni t ori ng-di sabl ed 50.112.172. 209

10. 0. 0. 98 vpc- 1la2b3c4d subnet-1la2b3c4d ebs hvm xen ABCDE1234567890123 sg-
la2b3c4d default false
BLOCKDEVI CE / dev/ sdb vol - 1a2b3c4d YYYY- MM DDTHH: MM SS. SSSZ true

NI C eni - 1a2b3c4d subnet - 1a2b3c4d vpc-la2b3c4d 111122223333 in-use 10.0.1.98
true

NI CATTACHVENT eni - att ach- 1a2b3c4d 0 attached YYYY- MV DDTHH: MM SS+0000 true
GROUP sg- 1a2b3c4d my-security-group

PRI VATEI PADDRESS 10. 0. 0. 98

PRI VATEI PADDRESS 10. 0. 0. 120

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ Describelnstances

Related Commands

e ec2-run-instances (p. 610)

e ec2-start-instances (p. 623)

¢ ec2-stop-instances (p. 627)

¢ ec2-terminate-instances (p. 631)
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ec2-describe-internet-gateways

Description

Describes one or more of your Internet gateways.

The short version of this command is ec2digw.

Syntax

ec2-describe-internet-gateways [internet _gateway id ...] [[--filter "nane=val ue"]

-]
Options

Name Description Required
i nternet_gat eway_i d | One or more IDs of the internet gateways. No
Type: String

Default: Describes all your Internet gateways.
Example: igw-15a4417¢c

-F, --filter A filter for limiting the results. See the table in the No
name=val ue Supported Filters section for a list of supported filters.
Use quotation marks if the value string has a space
("name=value example"). On a Windows system, use
quotation marks even without a space in the value
string ("name=value").
Type: String
Default: Describes all your Internet gateways, or only
those you specified by ID.
Example: --filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain Internet gateways. For
example, you can use a filter to specify that you're interested in the Internet gateways with particular tags.
You can specify multiple values for a filter. The response includes information for an Internet gateway
only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify Internet gateways that are attached to a specific
VPC and have a specific tag. The response includes information for an Internet gateway only if it matches
all the filters that you specified. If there's no match, no special message is returned, the response is simply

empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.
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Filter Name Description

attachment . state The current state of the attachment between the gateway and the VPC.
Returned only if a VPC is attached.

Type: String
Valid value: avai | abl e

attachment . vpc-id | The ID of an attached VPC.
Type: String

i nternet - gat eway-i d | The ID of the Internet gateway.
Type: String

t ag- key The key of a tag assigned to the resource. This filter is independent of the
t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose"
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

tag-val ue The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

tag: key Filters the response based on a specific tag/value combination.
Example: To list just the resources that have been assigned tag Purpose=X,
specify:
--filter tag: Purpose=X
Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:
--filter tag: Purpose=X --filter tag: Purpose=Y

Common Options

Option Description

--region REG ON Overrides the region specified by the EC2_URL environment variable and
the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example:-U https://ec2. amazonaws. com
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Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DEL EGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Note
For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
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and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_ PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The INTERNETGATEWAY identifier

¢ The ID of the Internet gateway

¢ The ATTACHMENT identifier

« The ID of the VPC (if the gateway is attached to a VPC)

¢ The state of the attachment (attaching, attached, detaching, detached)
¢ Any tags assigned to the Internet gateway

Examples

Example Request

This example describes your Internet gateways.

PROVPT> ec2-descri be-internet-gat enways
| NTERNETGATEVWAY i gw df a045b6
ATTACHVENT vpc- d9a045b0 avail abl e

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ DescribelnternetGateways

Related Commands

e ec2-attach-internet-gateway (p. 34)
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http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SettingUp_CommandLine.html
http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeInternetGateways.html
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Related Topics

¢ ec2-create-internet-gateway (p. 106)
¢ ec2-delete-internet-gateway (p. 189)
¢ ec2-detach-internet-gateway (p. 452)
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Amazon Elastic Compute Cloud CLI Reference
ec2-describe-keypairs

ec2-describe-keypairs

Description

Describes one or more of your key pairs.

The short version of this command is ec2dkey.

Syntax

ec2-descri be-keypairs [keypair_nanme ...] [[--filter "nanme=val ue"] ...]

Options

Name Description Required
keypai r _nane One or more key pair names. No
Type: String

Default: Describes all your key pairs.
Example: gsg-keypair

-F, --filter A filter for limiting the results. See the table in the No
nane=val ue Supported Filters section for a list of supported filters.
Use quotation marks if the value string has a space
("name=value example™). On a Windows system, use
quotation marks even without a space in the value
string ("name=value").

Type: String

Default: Describes all your key pairs, or only those
you specified by name.

Example: -filter "tag-name=*Dave*"

Supported Filters

You can specify filters so that the response includes information for only certain key pairs. For example,
you can use a filter to specify that you're interested in key pairs whose names include the string Dave.
You can specify multiple values for a filter. The response includes information for 