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Twitter: An Open Platform
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REAL-TIME ACCESSIBLE
CONTENT APIS
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Protecting The Twitter Platform

- Building Protection against Attacks
- Detecting Attacks

- Lessons Learned
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Write path
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Response
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After post
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Description:

Deny tweets that contain a malicious URL

Event:

tweet write

Condition:

tweetText MATCHES ".*MALICIOUS.URL.*"

Action:

Deny()
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http://www.twitter.com

USER
ACTIONS

Write path

Response
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USER
ACTIONS

After post

Response
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Botmaker

- BotMaker
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Metrics

L]

AN DA

W flignt




Bubbler

Bubbler

Spam: ClusterUserReportsByURLS ~

STRING #Actions USER_ID

www.SomeSpamDomain.com 29 s d Open in batch action

www.anotherspamdomain.com 18 2 d Open in batch action

www.idontknowwhatisthis.com 2 s d Open in batch action

www.ihavenoidea.org s d Open in batch action

www.iamnotsure.net s dl Open in batch action
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What We Learned

A FEW ANECDOTES
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Cool Dude

@ Alex Cool stuff! www.short.url/123456

 p 31234 %
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http://www.bit.ly/123456

Authorize Twitter for iPhone to use
your account?

This application will be able to: witter's official client for iPhone

Read Tweets from your timeline.

See who you follow, and follow new people.
Update your profile.

Post Tweets for you.

Access your direct messages.

Will not be able to:

« See your Twitter password.
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Propblem ldentification
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Cool Dude

@ Alex Cool stuff!
www.short.url/123456

| ) Sports Quotes @Sports Grea ()
kj The harder you work, the harder it is
¢ to surrender. -Vince Lombardi

RockMyRun

What's your wackiest race day
costume? buff.ly/1YGaUt5 @active
has some ideas for you!
#mondaymotivation
#halloweeniscoming

d

Tish Clayton @tishluvsji -
p Whether it's #triathlons, 5ks, or
J $ #SpinClass- you must eat right to
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http://www.bit.ly/123456
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) Sports Quotes @Sports Grea 1)

The harder you work, the harder it is
to surrender. -Vince Lombardi

RockMyRun

What's your wackiest race day
costume? buff.ly/1YGaUt5 @active
has some ideas for you!
#mondaymotivation
#halloweeniscoming

d

Tish Clayton /S
" Whether it's #triathlons, 5ks, or
#SpinClass- you must eat right to

power through. #JuicePlus jcpl.us/
1u8Y

SwimSwam







Cool Dude

<script class="xss’>retweetMe();</script>
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User Experience
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