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How to Use This Guide

What Is the AWS Command Line
Interface?

The AWS Command Line Interface is a unified tool to manage your AWS services. With just one tool to
download and configure, you can control multiple AWS services from the command line and automate
them through scripts.

How to Use This Guide

¢ Getting Set Up (p. 3) describes how to install and configure the AWS CLI.

¢ Using the AWS CLI (p. 28) introduces the common features and calling patterns used throughout
the AWS CLI.

¢ Working with Services (p. 52) includes examples of using the AWS CLI to perform common AWS
tasks with different services.

Supported Services

For a list of the available services you can use with AWS Command Line Interface, see Available
Services in the AWS CLI Command Reference.

AWS Command Line Interface on GitHub

You can view—and fork—the source code for the AWS CLI on GitHub in the https://github.com/aws/
aws-cli project.

About Amazon Web Services

Amazon Web Services (AWS) is a collection of digital infrastructure services that developers can
leverage when developing their applications. The services include computing, storage, database,
and application synchronization(messaging and queuing). AWS uses a pay-as-you-go service model.



http://docs.aws.amazon.com/cli/latest/reference/#available-services
http://docs.aws.amazon.com/cli/latest/reference/#available-services
https://github.com/aws/aws-cli
https://github.com/aws/aws-cli
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You are charged only for the services that you—or your applications—use. Also, to make AWS more
approachable as a platform for prototyping and experimentation, AWS offers a free usage tier. On this
tier, services are free below a certain level of usage. For more information about AWS costs and the
Free Tier, see Test-Driving AWS in the Free Usage Tier. To obtain an AWS account, open the AWS
home page and then click Sign Up.



http://docs.aws.amazon.com/FeaturedArticles/latest/TestDriveFreeTier.html
https://portal.aws.amazon.com/gp/aws/developer/registration/index.html
https://portal.aws.amazon.com/gp/aws/developer/registration/index.html
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Getting Set Up with the AWS
Command Line Interface

Before you can start using the AWS Command Line Interface, you must sign up for an AWS account
(if you don't already have one) and set up your CLI environment. Depending on your operating system
and environment, there are different ways to install the AWS CLI: an MSI installer, a bundled installer,
or pip. The following sections will help you decide which option to use.

Note
The AWS CLI makes API calls to services over HTTPS. Outbound connections on TCP port
443 must be enabled in order to perform calls.

Installing the AWS Command Line Interface

This section discusses various ways to install and update the AWS CLI. To see if you have the latest
version, go to the release notes.

Note

The AWS CLI comes pre-installed on the Amazon Linux AMI. Run sudo yum updat e after
connecting to the instance to get the latest version of the package available via yum. If you
need a more recent version of the AWS CLI than what is available in the Amazon updates
repository, uninstall the package (sudo yum renove aws-cl i) and then install using pip.

Sections

Choose an Installation Method (p. 4)

Install the AWS CLI Using the MSI Installer (Windows) (p. 4)

Install the AWS CLI Using Pip (p. 5)

Install the AWS CLI Using the Bundled Installer (Linux, OS X, or Unix) (p. 7)
Test the AWS CLI Installation (p. 9)

Where to Go from Here (p. 9)

Uninstalling the AWS CLI (p. 9)



http://aws.amazon.com/releasenotes/CLI
http://aws.amazon.com/amazon-linux-ami/
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Choose an Installation Method

There are a number of different ways to install the AWS CLI on your machine, depending on what
operating system and environment you are using:

¢ On Microsoft Windows — use the MSI installer (p. 4).

¢ On Linux, OS X, or Unix — use pip (p. 5) (a package manager for Python software) or install
manually with the bundled installer (p. 7).

Note
On OS X, if you see an error regarding the version of six that came with distutils in El Capitan,
use the - -i gnor e-i nst al | ed option:

$ sudo pip install awscli --ignore-installed six

The awscli package may be available in repositories for other package managers such as APT, yum
and Homebrew, but it is not guaranteed to be the latest version. To make sure you have the latest
version, use one of the installation methods described here.

Install the AWS CLI Using the MSI Installer
(Windows)

The AWS CLI is supported on Microsoft Windows XP or later. For Windows users, the MSI installation
package offers a familiar and convenient way to install the AWS CLI without installing any other
prerequisites. Windows users should use the MSI installer unless they are already using pip for
package management.

To install the AWS CLI using the MSI installer
1. Download the appropriate MSI installer.

e Download the AWS CLI MSI installer for Windows (64-bit)
¢ Download the AWS CLI MSI installer for Windows (32-bit)

Note
The MSI installer for the AWS CLI does not currently work with Windows Server 2008
(version 6.0.6002). Use pip (p. 5) to install with this version of Windows.

2. Run the downloaded MSI installer.

Follow the instructions that appear.

The CLI installs to C: \ Pr ogr am Fi | es\ Amazon\ AWSCLI| (64-bit) or C. \ Program Fi | es

(x86) \ Amazon\ AWSCLI (32-bit) by default. To confirm the installation, use the aws - -versi on
command at a command prompt (open the START menu and search for "cmd" if you're not sure where
the command prompt is installed).

> aws --version
aws-cli/1.7.36 Python/2.7.9 W ndows/7

Don't include the prompt symbol ('>' above) when you type a command. These are included in program
listings to differentiate commands that you type from output returned by the CLI. The rest of this guide
uses the generic prompt symbol '$' except in cases where a command is Windows-specific.



https://s3.amazonaws.com/aws-cli/AWSCLI64.msi
https://s3.amazonaws.com/aws-cli/AWSCLI32.msi
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If Windows is unable to find the executable, you may need to re-open the command prompt or add the
installation directory to your PATH environment variable manually.

Updating an MSI Installation

The AWS CLI is updated regularly. Check out the Releases page on GitHub to see when the latest
version was released. To update to the latest version, download and run the MSI installer again as
detailed above.

Install the AWS CLI Using Pip

Pip is a Python-based tool that offers convenient ways to install, upgrade, and remove Python
packages and their dependencies. Pip is the recommended method of installing the CLI on Mac and
Linux.

Prerequisites

* Windows, Linux, OS X, or Unix
e Python 2 version 2.6.5+ or Python 3 version 3.3+
* Pip

First, check to see if you already have Python installed:

$ python --version

If you don't have Python installed, follow the procedure at Install Python (p. 5) to set it up.

Next, check pip:

$ pip --help

If you don't have pip installed. follow the procedure at Install pip (p. 6).

Install Python

If you don't have Python installed, install version 2.7 or 3.4 using one of the following methods:

On Windows or OS X, download the Python package for your operating system from python.org and
run the installer. These installers include pip.

On Linux, OS X, or Unix, install Python using your distribution's package manager.
To install Python 2.7 on Linux

1. Check to see if Python is already installed:

$ python --version

Note

If your Linux distribution came with Python, you may need to install the Python developer
package in order to get the headers and libraries required to compile extensions and
install the AWS CLI. Install the developer package (typically named python-dev or python-
devel) using your package manager.



https://github.com/aws/aws-cli/releases
http://python.org/download/
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2. If Python 2.7 or later is not installed, install it with your distribution's package manager. The
command and package name varies:

* On Debian derivatives such as Ubuntu, use APT:

$ sudo apt-get install python2.7

On Red Hat and derivatives, use yum:

$ sudo yuminstall python27

On SUSE and derivatives, use zypper:

$ sudo zypper install python

3. Open a command prompt or shell and run the following command to verify that Python installed
correctly:

$ python --version
Python 2.7.9

Install pip
Install pip by using the script provided by the Python Packaging Authority.
To install pip on Linux

1. Download the installation script from pypa.io:

$ curl -O https://bootstrap. pypa.i ol get-pip.py

The script downloads and installs the latest version of pip and another required package named
setuptools.

2. Run the script with Python:

$ sudo python27 get-pip. py
Col l ecting pip

Downl oadi ng pi p-6. 1. 1- py2. py3-none- any. whl (1. 1\VB)
Col | ecti ng setuptools

Downl oadi ng set upt ool s-15. 0- py2. py3- none- any. whl (501kB)
Installing collected packages: pip, setuptools
Successfully installed pip-6.1.1 setuptool s-15.0

Invoking version 2.7 of Python directly by using the pyt hon27 command instead of pyt hon
ensures that pip is installed in the proper location, even if an older system version of Python is
present on your system. If the system version is supported you can just use pyt hon. The name of
the executable may vary depending on your package manager (for example, pyt hon2. 7).

Install the AWS CLI Using pip

With Python and pip installed, use pip to install the AWS CLI:

Windows



https://www.pypa.io/
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> pip install awscli

To upgrade an existing AWS CLI installation, use the - - upgr ade option:

> pip install --upgrade awscli

Linux, OS X, or Unix

$ sudo pip install awscli

If you see an error regarding the version of six that came with distutils in El Capitan, use the - -
i gnore-install ed option:

$ sudo pip install awscli --ignore-installed six

Note

If you installed a new version of Python alongside an older version that came with your
distribution, or update pip to the latest version, you may get an error like the following when
trying to invoke pip with sudo:

sudo: pip: command not found

To work around this issue, use whi ch pi p to locate the executable, and then invoke it
directly by using an absolute path when installing the AWS CLI:

$ which pip
/usr/ 1l ocal /bin/pip
$ sudo /usr/local/bin/pip install awscli

To upgrade an existing AWS CLI installation, use the - - upgr ade option:

$ sudo pip install --upgrade awscli

Pip installs the aws executable to / usr/ bi n/ aws. The awscl i library (which does the actual work) is
installed to the 'site-packages’ folder in Python's installation directory.

Install the AWS CLI Using the Bundled Installer
(Linux, OS X, or Unix)

If you are on Linux, OS X, or Unix, you can also use the bundled installer to install the AWS CLI. The
bundled installer handles all the details in setting up an isolated environment for the AWS CLI and its
dependencies. You don't have to be fluent in advanced pip/virtualenv usage, nor do you have to worry
about installing pip.

Prerequisites

¢ Linux, OS X, or Unix
¢ Python 2 version 2.6.5+ or Python 3 version 3.3+

Check your Python installation:
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$ python --version

If your computer doesn't already have Python installed, or you would like to install a different version of
Python, follow the procedure in Install Python (p. 5).

Install the AWS CLI Using the Bundled Installer
Follow these steps from the command line to install the AWS CLI using the bundled installer.
To install the AWS CLI using the bundled installer

1. Download the AWS CLI Bundled Installer using wget or curl .
2. Unzip the package.
3. Run the install executable.

On Linux and OS X, here are the three commands that correspond to each step:

$ curl "https://s3.amazonaws. conf aws-cli/awscli-bundle.zip" -0 "awscli -

bundl e. zi p"
$ unzip awscli-bundle.zip
$ sudo ./awscli-bundle/install -i /usr/local/aws -b /usr/local/bin/aws

If you don't have unzi p, use your Linux distribution's built in package manager to install it, typically
with either sudo yuminstall unziporsudo apt-get install unzip.

Note

By default, the install script runs under the system default version of Python. If you have
installed an alternative version of Python and want to use that to install the AWS CLI, run the
install script with that version by absolute path to the Python executable. For example:

$ sudo /usr/local/bin/python2.7 awscli-bundle/install -i /usr/local/aws
-b /usr/local/bin/aws

The third command installs the AWS CLI at/ usr/ | ocal / aws and create the symlink aws at the /
usr/ | ocal / bi n directory. Using the - b option to create a symlink eliminates the need to specify the
install directory in the user's $PATH variable. This should enable all users to call the AWS CLI by typing
aws from any directory.

Important
The bundled installer does not support installing to paths that contain spaces.

To see an explanation of the -i and - b options, use the - h option:

$ ./awscli-bundle/install -h

Install the AWS CLI Without Sudo (Linux, OS X, or Unix)

If you don't have sudo permissions or want to install the AWS CLI only for the current user, you can
use a modified version of the above commands:

$ curl "https://s3.amazonaws. conf aws-cli/awscli-bundle.zip" -0 "awscli -

bundl e. zi p"
$ unzip awscli-bundle.zip
$ ./awscli-bundle/install -b ~/bin/aws



https://s3.amazonaws.com/aws-cli/awscli-bundle.zip
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This will install the AWS CLI to the default location (~/ . | ocal /| i b/ aws) and create a symbolic link
(symlink) at ~/ bi n/ aws. Make sure that ~/ bi n is in your PATH environment variable for the symlink to
work:

$ echo $PATH | grep ~/bin /1 See if $PATH contains ~/bin (output will be
enpty if it doesn't)
$ export PATH=~/ bi n: $PATH /1 Add ~/bin to $PATH i f necessary

Tip

To ensure that your $PATH settings are retained between sessions, add the expor t line to
your shell profile (~/.profile, ~/.bash_profile, etc).

Test the AWS CLI Installation

Confirm that the CLI is installed correctly by viewing the help file. Open a terminal, shell or command
prompt, enter aws hel p and press Enter:

$ aws hel p

Where to Go from Here

Once you have the AWS CLI installed, you should configure it for use with AWS (p. 10).

Uninstalling the AWS CLI

Uninstall the AWS CLI using the method that matches the way you installed it.
Pip

Run the following command to uninstall the AWS CLI using pip.

$ sudo pip uninstall awscli

Bundled Installer

The bundled installer does not put anything outside of the installation directory except the optional
symlink, so uninstalling is as simple as deleting those two items.

$ sudo rm-rf /usr/local/aws
$ sudo rm/usr/local/bin/aws

Windows

To uninstall the AWS CLI in Windows, open the Control Panel and select Programs and Features.
Select the entry named AWS Command Line Interface and click Uninstall to launch the uninstaller.
Confirm that you wish to uninstall the AWS CLI when prompted.

You can also launch the Programs and Features menu from the command line with the following
command:

> appwi z. cpl
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Configuring the AWS Command Line Interface

This section explains how to configure settings that the AWS Command Line Interface uses when
interacting with AWS, such as your security credentials and the default region.

Note

The AWS CLI signs requests on your behalf, and includes a date in the signature. Ensure that
your computer's date and time are set correctly; if not, the date in the signature may not match
the date of the request, and AWS rejects the request.

Using an HTTP Proxy

If you need to access AWS through proxy servers, you should configure the HTTP_PROXY and
HTTPS_PROXY environment variables with the IP addresses for your proxy servers.

Linux, OS X, or Unix

$ export HTTP_PROXY=http://a.b.c.d:n
$ export HTTPS_PROXY=http://w. x.y.z:m

Windows

> set HTTP_PROXY=http://a.b.c.d:n
> set HTTPS_PROXY=http://w. x.y.z:m

In these examples, http://a.b.c.d:nandhttp://w x.y.z: mare the IP addresses and ports for
the HTTP and HTTPS proxies.

Authenticating to a Proxy

The AWS CLI supports HTTP Basic authentication. Specify a username and password in the proxy
URL like this:

Linux, OS X, or Unix

$ export HTTP_PROXY=http://usernane: password@.b.c.d: n
$ export HTTPS_PROXY=http://username: password@v. x.y.z: m

Windows

> set HTTP_PROXY=http://usernane: password@. b.c.d:n
> set HITPS _PROXY=http://usernane: password@v. x.y.z: m

Note
The AWS CLI does not support NTLM proxies.

Using a proxy on EC2 Instances

If you configure a proxy on an ec2 instance launched with an IAM role, you should also set the
NO_PROXY environment variable with the IP address 169.254.169.254, so that the AWS CLI can
access the Instance Meta Data Service (IMDS).

10
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Linux, OS X, or Unix

$ export NO_PROXY=169. 254. 169. 254

Windows

> set NO_PROXY=169. 254. 169. 254

Assuming a Role

You can configure the AWS Command Line Interface to use a role by creating a profile for the role in
the ~/ . aws/ confi g file. The following example shows a role profile named rmar ket i ngadmi n that is
assumed by the default profile.

[profile marketingadm n]
role_arn = arn:aws:iam:123456789012: rol e/ mar ket i ngadmi n
source_profile = default

In this case, the default profile is an IAM user with credentials and permission to assume a role named
marketingadmin. To access the role, you create a named profile. Instead of configuring this profile with
credentials, you specify the ARN of the role and the name of the profile that has access to it.

Topics
¢ Configuring and Using a Role (p. 11)
¢ Using Multifactor Authentication (p. 12)
¢ Cross Account Roles (p. 13)

Configuring and Using a Role

When you run commands using the role profile, the AWS CLI uses the source profile's credentials

to call AWS Security Token Service and assume the specified role. The source profile must have
permission to call st s: assune- r ol e against the role, and the role must have a trust relationship with
the source profile to allow itself to be assumed.

Create a new role in IAM with the permissions that you want users to assume by following the
procedure under Creating a Role to Delegate Permissions to an IAM User in the AWS Identity and
Access Management User Guide. If the role and the target IAM user are in the same account, you can
enter your own account ID when configuring the role's trust relationship.

After creating the role, modify the trust relationship to allow the IAM user to assume it. The following
example shows a trust relationship that allows a role to be assumed by an IAM user named j onsmi t h:

"Version": "2012-10-17",
"Statenment": [

{
"Sidt:ott,
"Effect": "Alow',
"Principal": {
"AWS"': "arn:aws:iam:123456789012: user/jonsmth"
}
"Action": "sts:AssuneRol e"
}

11
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Next, grant your IAM user permission to assume the role. The following example shows an AWS
Identity and Access Management policy that allows an IAM user to assume the mar ket i ngadmi n role:

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "All ow',
"Action": "sts:AssuneRol e",
"Resource": "arn:aws:iam:123456789012: rol e/ mar ket i ngadm n"
}
]
}

The user doesn't need to have any additional permissions to run commands using the role profile. If
you want your users to be able to access AWS resources without using the role, apply additional inline
or managed policies for those resources.

With the role profile, role permissions, trust relationship and user permissions applied, you can assume
the role at the command line by using the pr of i | e option, for example:

$ aws s3 |Is --profile marketingadnn

To use the role for multiple calls, you can set the AWS_DEFAULT_PROFILE environment variable for
the current session from the command line:

Linux, OS X, or Unix

$ export AWS _DEFAULT_PROFI LE=mar ket i ngadmi n

Windows

> set AWS_DEFAULT_PROFI LE=mar ket i ngadmi n

For more information on configuring IAM users and roles, see Users and Groups and Roles in the
AWS ldentity and Access Management User Guide.

Using Multifactor Authentication

For additional security, you can require users to provide a one time key generated from a multifactor
authentication device or mobile app when they attempt to make a call using the role profile.

First, modify the trust relationship on the role to require multifactor authentication:

"Version": "2012-10-17",
"Statenment": [

" Si dll: " II'
"Effect": "Alow',
"Principal": { "AWS": "arn:aws:iam:123456789012: user/jonsmth" },

12
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"Action": "sts:AssuneRol e",
"Condition": { "Bool": { "aws:MiltiFactorAuthPresent": true } }

Next, add a line to the role profile that specifies the ARN of the user's MFA device:

[profile marketingadm n]

role_arn = arn:aws:iam:123456789012: r ol e/ mar ket i ngadmi n
source_profile = default

nfa_serial = arn:aws:iam:123456789012: nfa/jonsnith

The role requires MFA in order to be assumed by any user, but the actual MFA device ARN is specified
in the role profile's configuration on the user's machine and varies between users. This allows many
users to assume the same role using their individual MFA devices.

Cross Account Roles

You can enable IAM users to assume roles that belong to different accounts by configuring the
role as a cross account role. During role creation, set the role type to one of the options under
Role for Cross-Account Access and optionally select Require MFA. The Require MFA option
configures the appropriate condition in the trust relationship as described in Using Multifactor
Authentication (p. 12).

If you use an external ID to provide additional control over who can assume a role across accounts,
add an ext er nal _i d parameter to the role profile:

[profile crossaccountrol e]

role_arn = arn:aws:iam:123456789012: r ol e/ xaccount
source_profile = default

nfa_serial = arn:aws:iam:123456789012: nfa/jonsnith
external _id = 123456

Command Completion

On Unix-like systems, the AWS CLI includes a command-completion feature that enables you to use
the TAB key to complete a partially typed command. This feature is not automatically installed so you
need to configure it manually.

Configuring command completion requires two pieces of information: the name of the shell you are
using and the location of the aws_completer script.

Completion on Amazon Linux
Command completion is configured by default on instances running Amazon Linux.

Identify Your Shell

If you are not sure which shell you are using, identify it with one of the following commands:

echo $SHELL - show the shell's installation directory. This will usually match the in-use shell, unless
you launched a different shell after logging in.

$ echo $SHELL
/ bi n/ bash
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ps — show the processes running for the current user. The shell will be one of them.

$ ps
PID TTY TI ME C\VD
2148 pts/1 00: 00: 00 bash
8756 pts/1 00: 00: 00 ps

Locate the AWS Completer

The location can vary depending on the installation method used.

Package Manager — programs such as pip, yum, brew and apt-get typically install the AWS completer
(or a symlink to it) to a standard path location. In this case, whi ch will locate the completer for you.

$ whi ch aws_conpl et er
/usr/1ocal /bin/aws_conpl et er

Bundled Installer — if you used the bundled installer per the instructions in the previous section, the
AWS completer will be located in the bin subfolder of the installation directory.

$ |Is /usr/local/aws/bin
activate

activate.csh
activate.fish
activate_this.py

aws

aws. cnd

aws_conpl eter

If all else fails, you can use f i nd to search your entire file system for the AWS completer.

$ find / -nanme aws_conpl eter
/usr/ 1 ocal / aws/ bi n/ aws_conpl et er

Enable Command Completion

The command that you use to enable completion depends on the shell that you are using.

bash — use the built-in command conpl et e.

$ conplete -C '/usr/local/bin/aws_conpleter' aws

Note

/usr /1 ocal / bi nis the default installation directory when you install the AWS CLI with
pip. See Locate the AWS Completer (p. 14) if you are not sure where the AWS CLI was
installed.

tcsh — complete for tcsh takes a word type and pattern to define the completion behavior.

> conplete aws 'p/*/ aws_conpleter /'

zsh — source bi n/ aws_zsh_conpl et er. sh.
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% source /usr/local/bin/aws_zsh_conpl eter. sh

The AWS CLI uses bash compatibility auto completion (bashconpi ni t) for zsh support. For further
details, refer to the top of aws_zsh_conpl et er. sh.

Note
If you installed the AWS CLI using the bundled installer, add the install location to your PATH
variable to allow command completion to find it.

$ export PATH=/usr/| ocal / aws/ bi n: $PATH

Test Command Completion

After enabling command completion, type in a partial command and press tab to see the available
commands.

$ aws sSTAB
s3 ses sQs sts swf
s3api sns st oragegat eway support

Finally, to ensure that completion continues to work after a reboot, add the configuration command that
you used to enable command completion to your shell profile. If you added a directory to your PATH
variable, put the export statement in your profile as well.

The following example appends the profile for a bash user who installed the AWS CLI to /usr/local/aws
using the bundled installer:

$ cat >> ~/.bash_profile

conplete -C '/usr/local/aws/bin/aws_conpleter' aws
export PATH=/ usr/| ocal / aws/ bi n: $PATH

CTRL+D

Sections
¢ Using the Examples in this Guide (p. 15)
¢ Quick Configuration (p. 16)
¢ Configuration Settings and Precedence (p. 17)
» Configuration and Credential Files (p. 17)
¢ Named Profiles (p. 18)
¢ Environment Variables (p. 19)
e« Command Line Options (p. 20)
¢ Instance Metadata (p. 21)

Using the Examples in this Guide

The examples in this guide are formatted with the following conventions:

¢ Prompt — The command prompt is displayed as a dollar sign (‘$"). Do not include the prompt when
you type commands.

¢ Directory — When commands must be executed from a specific directory, the directory name is
shown before the prompt symbol.
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¢ User Input — Command text that you should enter at the command line is formatted as user
i nput .

¢ Replaceable Text — Variable text, including names of resources that you choose, or IDs generated
by AWS services that you must include in commands, is formatted as r epl aceabl e text.
In multiple line commands or commands where specific keyboard input is required, keyboard
commands can also be shown as replaceable text.

¢ Output — Output returned by AWS services is shown beneath user input without any special
formatting.

For example, the following command includes user input, replaceable text, and output:

$ aws configure

AWS Access Key I D [None]: AKI Al OSFODNN7EXAMPLE

AWE Secret Access Key [None]: wJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Def ault regi on nane [ None]: us-west-2

Default output format [None]: ENTER

To use this example, type aws confi gur e at the command line and press Enter. aws confi gure
is the command. This command is interactive, so the AWS CLI outputs lines of texts, prompting you
to enter additional information. Enter each of your access keys in turn and press Enter. Then, enter a
region name in the format shown, press Enter, and press Enter a final time to skip the output format
setting. The final Enter command is shown as replaceable text because there is no user input for that
line. Otherwise, it would be implied.

The following example shows a simple non-interactive command with output from the service in JISON
format:

$ aws ec2 create-security-group --group-nanme ny-sg --description "My security
group"
{

}

"Groupld": "sg-903004f8"

To use this example, enter the full text of the command (the highlighted text after the prompt) and
press Enter. The name of the security group, ny- sg is replaceable. In this case, you can use the
group name as shown, but you will probably want to use a more descriptive name.

Note

Arguments that must be replaced (such as AWS Access Key ID), and those that should be
replaced (such as group name), are both shown as r epl aceabl e text. If an argument must
be replaced, it will be noted in the text describing the example.

The JSON document, including the curly braces, is output. If you configure your CLI to output in text or
table format, the output will be formatted differently. JSON is the default output format.

Quick Configuration

For general use, the aws confi gur e command is the fastest way to set up your AWS CLI installation.

$ aws configure

AWS Access Key | D [None]: AKI Al OSFODNN7EXAMPLE

AWE Secret Access Key [None]: wJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Def ault regi on nane [ None]: us-west-2

Default output format [None]: json
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The AWS CLI will prompt you for four pieces of information. AWS Access Key ID and AWS Secret
Access Key are your account credentials. If you don't have keys, see the Getting Set Up (p. 22)
section earlier in this guide.

Default region is the name of the region you want to make calls against by default. This is usually the
region closest to you, but it can be any region.

Note
You must specify an AWS region when using the AWS CLI. For a list of services and available
regions, see Regions and Endpoints.

Default output format can be either json, text, or table. If you don't specify an output format, json will be
used.

If you have multiple profiles, you can configure additional, named profiles by using the - - profil e
option.

$ aws configure --profile user2

AWS Access Key I D [None]: AKI Al 44QH8DHBEXANMPLE

AWS Secret Access Key [None]: je7M GbC wBF/ 2Zp9Ut k/ h3yCo8nvbEXAMPLEKEY
Default region name [None]: us-east-1

Default output format [None]: text

To update any of your settings, simply run aws confi gur e again and enter new values as
appropriate. The next sections contains more information on the files that aws conf i gur e creates,
additional settings, and named profiles.

Configuration Settings and Precedence

The AWS CLI uses a provider chain to look for AWS credentials in a number of different places,
including system or user environment variables and local AWS configuration files.

The AWS CLI looks for credentials and configuration settings in the following order:

1. Command Line Options — region, output format and profile can be specified as command options
to override default settings.

2. Environment Variables — AWS_ACCESS KEY_| D, AW5_SECRET ACCESS KEY, etc.

3. The AWS credentials file — located at ~/ . aws/ cr edent i al s on Linux, OS X, or Unix, or at C:
\ User s\ USERNAME \ . aws\ cr edent i al s on Windows. This file can contain multiple named
profiles in addition to a default profile.

4. The CLI configuration file — typically located at ~/ . aws/ confi g on Linux, OS X, or Unix, or at
C: \ User s\ USERNAME \ . aws\ confi g on Windows. This file can contain a default profile, named
profiles, and CLI specific configuration parameters for each.

5. Instance profile credentials — these credentials can be used on EC2 instances with an assigned
instance role, and are delivered through the Amazon EC2 metadata service.

Configuration and Credential Files

The CLI stores credentials specified with aws confi gur e in a local file named cr edenti al s ina
folder named . aws in your home directory. Home directory location varies but can be referred to using
the environment variables %Jser Pr of i | e%in Windows and $HOVE or ~ (tilde) in Unix-like systems.

For example, the following commands list the contents of the . aws folder:

Linux, OS X, or Unix
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$1s ~/.awns

Windows

> dir %JserProfil e%.aws

In order to separate credentials from less sensitive options, region and output format are stored in a
separate file named conf i g in the same folder.

The default file location for the config file can be overridden by setting the AWS_CONFIG_FILE
environment variable to another local path. See Environment Variables (p. 19) for details.

Storing Credentials in Config

The AWS CLI will also read credentials from the config file. If you want to keep all of your
profile settings in a single file, you can. If there are ever credentials in both locations for a
profile (say you used aws confi gur e to update the profile's keys), the keys in the credentials
file will take precedence.

If you use one of the SDKSs in addition to the AWS CLI, you may notice additional warnings if
credentials are not stored in their own file.

The files generated by the CLI for the profile configured in the previous section look like this:

~/ . aws/ credential s

[defaul t]
aws_access_key_i d=AKI Al OSFODNN7 EXAMPLE
aws_secret _access_key=wlal r XUt nFEM / K7TMDENG bPxRf i CYEXAMPLEKEY

~/ . aws/ config

[defaul t]
regi on=us- west - 2
out put =j son

The following settings are supported.
aws_access_key_id — AWS access key.
aws_secret_access_key — AWS secret key.

aws_session_token — AWS session token. A session token is only required if you are using
temporary security credentials.

region — AWS region.

output — output format (json, text, or table)

Named Profiles

The AWS CLI supports named profiles stored in the config and credentials files. You can configure
additional profiles by using aws confi gur e with the - - pr of i | e option or by adding entries to the
config and credentials files.

The following example shows a credentials file with two profiles:

~/ . aws/ credential s
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[defaul t]
aws_access_key_i d=AKI Al OSFODNN7EXAVPLE
aws_secret _access_key=wlal r XUt nFEM / K7TMDENG bPxRf i CYEXAMPLEKEY

[user2]
aws_access_key_i d=AKI Al 44QH8DHBEXAMPLE
aws_secret _access_key=j e7M GhC wBF/ 2Zp9Ut k/ h3y Co8nvbEXAMPLEKEY

Each profile uses different credentials—perhaps from two different IAM users—and can also use
different regions and output formats.

~/ . aws/ config

[defaul t]
regi on=us- west - 2
out put =j son

[profile user?2]
regi on=us-east-1
out put =t ext

Important

The AWS credentials file uses a different naming format than the CLI config file for named
profiles. Do not include the 'profile ' prefix when configuring a named profile in the AWS
credentials file.

Using Profiles with the AWS CLI

To use a named profile, add the - - pr of i | e option to your command. The following example lists
running instances using the user 2 profile from the previous section.

$ aws ec2 describe-instances --profile user2

If you are going to use a named profile for multiple commands, you can avoid specifying the profile in
every command by setting the AWS_DEFAULT_PROFILE environment variable at the command line:

Linux, OS X, or Unix

$ export AWS _DEFAULT_PROFI LE=user 2

Windows

> set AWS DEFAULT_PROFI LE=user 2

Setting the environment variable changes the default profile until the end of your shell session, or until
you set the variable to a different value. More on variables in the next section.

Environment Variables

Environment variables override configuration and credential files and can be useful for scripting or
temporarily setting a named profile as the default.

The following variables are supported by the AWS CLI
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AWS_ACCESS_KEY_ID — AWS access key.

AWS_SECRET_ACCESS_KEY — AWS secret key. Access and secret key variables override
credentials stored in credential and config files.

AWS_SESSION_TOKEN - session token. A session token is only required if you are using temporary
security credentials.

AWS_DEFAULT_REGION — AWS region. This variable overrides the default region of the in-use
profile, if set.

AWS_DEFAULT_PROFILE — name of the CLI profile to use. This can be the name of a profile stored
in a credential or config file, or def aul t to use the default profile.

AWS_CONFIG_FILE — path to a CLI config file.

If the config file variable is set, aws conf i gur e will write region and output settings to the specified
file, and the CLI will attempt to read profiles' settings from there instead of the default file (~/.aws/
config). Credentials will still be read from and written to the default credentials file (~/.aws/credentials).

The following example shows how you would configure environment variables for the default user from
earlier in this guide.

Linux, OS X, or Unix

$ export AWS_ACCESS_KEY_| D=AKI Al OSFODNN7EXANPLE
$ export AWS_SECRET_ACCESS KEY=wdal r XUt nFEM / K7MDENG bPxRf i CYEXANPLEKEY
$ export AWS DEFAULT REG ON=us- west - 2

Windows

> set AWS_ACCESS_KEY_| D=AKI Al OSFODNN7EXANPLE
> set AWS_SECRET ACCESS_KEY=wJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
> set AWS_DEFAULT REG ON=us- west - 2

Command Line Options

The AWS CLI uses GNU-style long command line options preceded by two hyphens. Command line
options can be used to override default configuration settings for a single operation, but cannot be used
to specify credentials.

The following settings can be specified at the command line.

--profile — name of a profile to use, or "default" to use the default profile.
--region — AWS region to call.

--output — output format.

--endpoint-url — The endpoint to make the call against. The endpoint can be the address of a proxy or
an endpoint URL for the in-use AWS region. Specifying an endpoint is not required for normal use as
the AWS CLI determines which endpoint to call based on the in-use region.

The above options override the corresponding profile settings for a single operation. Each takes a
string argument with a space or equals sign ("=") separating the argument from the option name.
Quotes around the argument are not required unless the argument string contains a space.

Tip

You can use the --profile option with aws conf i gur e to set up additional profiles
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$ aws configure --profile profil ename

Common uses for command line options include checking your resources in multiple regions and
changing output format for legibility or ease of use when scripting. For example, if you are not sure
which region your instance is running in you could run the describe-instances command against each
region until you find it:

$ aws ec2 describe-instances --output table --region us-east-1

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ——m— - ==
+
|| Reservati ons
I
IR e Fecemceeieeccceceetcsccesce s e s aeana
+
|| Ownerld | 012345678901
N
|| Reservationld | r-abcdefgh
I
IR e Fecemceeieeccceceetcsccesce s e s aeana
+
|11 I nst ances
|1
R T
+ |
| 1] Am Launchl ndex | O
|l
|1] Architecture | x86_64
I

Command line option parameter types (string, boolean, etc.) are discussed in detail in the Specifying
Parameter Values for the AWS Command Line Interface (p. 33) section later in this guide.

Instance Metadata

To use the CLI from an EC2 instance, create a role that has access to the resources needed and
assign that role to the instance when it is launched. Launch the instance and check to see if the AWS
ClLl is already installed (it comes pre-installed on Amazon Linux).

Install the AWS CLI if necessary and configure a default region to avoid having to specify it in every
command. You can set the region using aws conf i gur e without entering credentials by pressing
enter twice to skip the first two prompts:

$ aws configure
AWS Access Key I D [None]: ENTER
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Sign

AWS Secret Access Key [None]: ENTER
Def ault regi on nane [ None]: us-west-2
Default output format [None]: json

The AWS CLI will read credentials from the instance metadata. For more information, see Granting
Applications that Run on Amazon EC2 Instances Access to AWS Resources in IAM User Guide.

Topics
¢ Sign Up for Amazon Web Services (p. 22)
¢ Where to Go from Here (p. 23)

Up for Amazon Web Services

To use Amazon Web Services (AWS), you will need to sign up for an AWS account. If you already
have an AWS account, you can skip to Installing the AWS CLI (p. 3).

To sign up for an AWS account

Open http://aws.amazon.com/, and then choose Create an AWS Account.
2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a PIN using the phone
keypad.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can view
your current account activity and manage your account by going to http://aws.amazon.com and clicking
My Account/Console.

To get your access key ID and secret access key

Access keys consist of an access key ID and secret access key, which are used to sign programmatic
requests that you make to AWS. If you don't have access keys, you can create them by using the
AWS Management Console. We recommend that you use 1AM access keys instead of AWS root
account access keys. IAM lets you securely control access to AWS services and resources in your
AWS account.

Note

To create access keys, you must have permissions to perform the required IAM actions.
For more information, see Granting IAM User Permission to Manage Password Policy and
Credentials in the IAM User Guide.

Open the IAM console.

In the navigation pane, choose Users.

Choose your IAM user name (not the check box).

Choose the Security Credentials tab and then choose Create Access Key.

To see your access key, choose Show User Security Credentials. Your credentials will look
something like this:

ok wbdRE

» Access Key ID: AKIAIOSFODNN7EXAMPLE
¢ Secret Access Key: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
6. Choose Download Credentials, and store the keys in a secure location.

Your secret key will no longer be available through the AWS Management Console; you will have
the only copy. Keep it confidential in order to protect your account, and never email it. Do not
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share it outside your organization, even if an inquiry appears to come from AWS or Amazon.com.
No one who legitimately represents Amazon will ever ask you for your secret key.

Related topics

¢ What Is IAM? in the IAM User Guide
e AWS Security Credentials in AWS General Reference

Where to Go from Here

Once you've signed up for AWS, you can proceed with the following sections to install, configure and
use the AWS CLI:

¢ Installing the AWS CLI (p. 3)
¢ Configuring the AWS CLI (p. 10)
e Using the AWS CLI (p. 28)
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Deploying a Development
Environment in Amazon EC2 Using
the AWS Command Line Interface

This tutorial details how to set up a development environment in Amazon EC2 using the AWS CLI. It
includes a short version of the installation and configuration instructions, and it can be run start to finish
on Windows, Linux, OS X, or Unix.

For complete installation and configuration instructions, see the Getting Set Up (p. 3) section of this
guide. More information on the commands used to call Amazon EC2 is available under Working with
Services (p. 52).
Topics

¢ Install the AWS CLI (p. 24)

¢ Configure the CLI and Launch an EC2 Instance (p. 25)

Install the AWS CLI

You can install the AWS CLI with an installer (Windows) or by using pip, a package manager for
Python.

Windows

1. Download the MSI installer.

¢ Download the AWS CLI MSI installer for Windows (64-bit)
¢ Download the AWS CLI MSI installer for Windows (32-bit)
2. Run the downloaded MSI installer.
3. Follow the instructions that appear.

Linux, OS X, or Unix

These steps require that you have a working installation of Python 2 version 2.6.5+ or Python 3 version
3.3+. If you encounter any issues using the following steps, see the full installation instructions in the
AWS Command Line Interface User Guide.
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1. Download and run the installation script from the pip website:

$ curl "https://bootstrap. pypa.io/get-pip.py" -o "get-pip.py"
$ sudo python get-pip. py

2. Install the AWS CLI Using pip:

$ sudo pip install awscli

Configure the CLI and Launch an EC2 Instance

This section describes how to launch an EC2 instance running Ubuntu 14.04 from the command line
using the AWS CLI.

Step 1: Configure the AWS CLI

Run aws confi gur e at the command line to set up your credentials and settings.

$ aws configure

AWS Access Key I D [None]: AKI Al OSFODNN7EXAMPLE

AWS Secret Access Key [None]: wJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Def ault regi on nane [ None]: us-west-2

Def ault output format [None]: json

The AWS CLI will prompt you for the following information:

¢ AWS Access Key ID and AWS Secret Access Key — These are your account credentials. If you
don't have keys, see How Do | Get Security Credentials? in the Amazon Web Services General
Reference.

¢ Default region name — This is the name of the region you want to make calls against by default.
Note

Use us-west-2 for this tutorial (the AMI we will use is specific to this region). You can
change the default region later by running aws confi gur e again.

« Default output format — This format can be either json, text, or table. If you don't specify an output
format, json will be used.

Step 2: Create a Security Group, Key Pair, and Role
for the EC2 Instance

Your next step is to set up prerequisites for launching an EC2 instance that can be accessed using
SSH. For more information about Amazon EC2 features, go to the Amazon EC2 User Guide for Linux
Instances

To create a security group, key pair, and role

1. First, create a new security group and add a rule that allows incoming traffic over port 22 for SSH.
Note the security group ID for later use.

$ aws ec2 create-security-group --group-nanme devenv-sg --description
"security group for devel opnent environment in EC2"
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{
}

$ aws ec2 authorize-security-group-ingress --group-nane devenv-sg --
protocol tcp --port 22 --cidr 0.0.0.0/0

"Groupld": "sg-b018ced5"

Replace the CIDR range in the above with the one that you will connect from for more security.
You can use the aws ec2 descri be-security-groups command to admire your handiwork.

Next, create a key pair, which allows you to connect to the instance.

$ aws ec2 create-key-pair --key-name devenv-key --query 'KeyMaterial' --
out put text > devenv-key.pem

This command saves the contents of the key to a file called devenv- key. pem

Windows
In the Windows Command Processor, enclose queries with double quotes instead of
single quotes.

On Linux, you will also need to change the file mode so that only you have access to the key file.

$ chnod 400 devenv-key. pem

Step 3: Launch and Connect to the Instance

Finally, you are ready to launch an instance and connect to it.

To launch and connect to the instance

1.

Run the following command, replacing the security group ID output in the previous step.

$ aws ec2 run-instances --image-id am -29ebb519 --security-group-ids sg-
b018ced5 --count 1 --instance-type t2.mcro --key-nanme devenv-key --query
"I nstances[ 0] . | nstancel d'

"i-ec3ele2k"

The image ID am - 29ebb519 specifies the Amazon Machine Image (AMI) that Amazon EC2 uses
to bootstrap the instance. You can find image IDs for other regions and operating systems in the
Amazon EC2 Management Console Launch Instance Wizard.

Note

T2 instance types require a VPC. If you don't have a default VPC, you can specify a
subnet in a custom VPC with the - - subnet - i d option. If you don't have any VPCs,
choose a different instance type such ast 1. m cro.

The instance will take a few moments to launch. Once the instance is up and running, the following
command will retrieve the public IP address that you will use to connect to the instance.

$ aws ec2 describe-instances --instance-ids i-ec3ele2k --query
' Reservations[0].Instances[0]. PubliclpAddress'
"54.183. 22. 255"

To connect to the instance, use the public IP address and private key with your preferred terminal
program. On Linux, OS X, or Unix, you can do this from the command line with the following
command:
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$ ssh -i devenv-key. pem ubunt u@4. 183. 22. 255

If you get an error like Permission denied (publickey) when attempting to connect to your instance,
check that the following are correct:

* Key — The key specified with the - i option must be at the path indicated and must be the
private key, not the public one. Permissions on the key must be restricted to the owner.

» User name — The user name must match the user associated with the key pair on the instance.
For Ubuntu instances, this is ubunt u. For Amazon Linux, it is ec2- user .

¢ Instance — The public IP address or DNS name of the instance. Verify that the address is public
and that port 22 is open to your local machine on the instance's security group.

You can also use the - v option to view additional information related to the error.

SSH on Windows

On Windows, you can use the PUTTY terminal application available here. Get

putty. exe and putt ygen. exe from the downloads page.

Use put t ygen. exe to convert your private key to a . ppk file required by PUuTTY. Launch
putty. exe, enter the public IP address of the instance in the Host Name field, and set
the connection type to SSH.

In the Category panel, navigate to Connection > SSH > Auth, and click Browse to
select your . ppk file, and then click Open to connect.

4. The terminal will prompt you to accept the server's public key. Type yes and click Enter to
complete the connection.

You've now configured a security group, created a key pair, launched an EC2 instance, and connected
to it without ever leaving the command line.
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Using the AWS Command Line
Interface

This section introduces the common features and calling patterns used throughout the AWS Command
Line Interface.

Topics

Getting Help with the AWS Command Line Interface (p. 28)

Command Structure in the AWS Command Line Interface (p. 32)

Specifying Parameter Values for the AWS Command Line Interface (p. 33)
Generate CLI Skeleton and CLI Input JSON Parameters (p. 38)

Controlling Command Output from the AWS Command Line Interface (p. 41)
Using Shorthand Syntax with the AWS Command Line Interface (p. 48)
Using the AWS Command Line Interface's Pagination Options (p. 50)

Getting Help with the AWS Command Line
Interface

To get help when using the AWS CLI, you can simply add hel p to the end of a command. For
example, the following command lists help for the general AWS CLI options and the available top-level
commands.

$ aws hel p

The following command lists the available subcommands for Amazon EC2.

$ aws ec2 help

The next example lists the detailed help for the EC2 Descr i bel nst ances operation, including
descriptions of its input parameters, filters, and output. Check the examples section of the help if you
are not sure how to phrase a command.

$ aws ec2 describe-instances help
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The help for each command is divided into six sections:

Name — the name of the command.

NAME
descri be-i nstances -

Description — a description of the API operation that the command invokes, pulled from the API
documentation for the command's service.

DESCRI PTI ON
Descri bes one or nore of your instances.

If you specify one or nore instance |Ds, Amazon EC2 returns
i nfornation
for those instances. If you do not specify instance |Ds, Anmazon

EC2

returns information for all relevant instances. |f you specify
an

instance ID that is not valid, an error is returned. If you specify
an

instance that you do not own, it is not included in the
returned

results.

Synopsis - list of the command and its options. If an option is shown in square brackets, it is either
optional, has a default value, or has an alternative option that can be used instead.

SYNOPSI S

descri be-instances
--dry-run | --no-dry-run]
-instance-ids <val ue>]
-filters <val ue>]
-cli-input-json <val ue>]
-starting-token <val ue>]
- page- si ze <val ue>]
-max-itenms <val ue>]
--generate-cli-skel eton]

[

[_
[_
[_
[_
[_
[_
[

descri be-i nst ances has a default behavior that describes all instances in the current account and
region. You can optionally specify a list of i nst ance- i ds to describe one or more instances. dry-
run is an optional boolean flag that doesn't take a value. To use a boolean flag, specify either shown
value, in this case - -dry-run or - - no-dr y-r un. Likewise, - - gener at e-cl i - skel et on does

not take a value. If there are conditions on an option's use, they should be described in the OPTI ONS
section, or shown in the examples.

Options — description of each of the options shown in the synopsis.

OPTI ONS
--dry-run | --no-dry-run (bool ean)

Checks whet her you have the required permssions for the
action,

wi t hout actually maki ng the request, and provides an error
response.

If you have the required pernissions, the error response is
Dr yRun-
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Operation . Gtherwise, it is UnauthorizedOperation .

--instance-ids (list)
One or nore instance |Ds.

Default: Describes all your instances.

Examples — examples showing the usage of the command and its options. If no example is available
for a command or use case that you need, please request one using the feedback link on this page, or
in the AWS CLI command reference on the help page for the command.

EXAMPLES

To describe an Amazon EC2 instance

Conmmand:

aws ec2 describe-instances --instance-ids i-5203422c

To describe all instances with the instance type ml. snall
Conmmand:

aws ec2 describe-instances --filters "Name=i nstance-type, Val ues=nt. snal | "
To describe all instances with a Omer tag
Command:

aws ec2 describe-instances --filters "Nanme=tag-key, Val ues=Oaner"

Output — descriptions of each of the fields and datatypes returned in the response from AWS.

For descri be-i nst ances, the output is a list of reservation objects, each of which contains several
fields and objects that contain information about the instance(s) associated with it. This information
comes from the AP| documentation for the reservation datatype used by Amazon EC2.

QUTPUT
Reservations -> (list)
One or nore reservations.

(structure)
Descri bes a reservation.

Reservationld -> (string)
The I D of the reservation.

Omnerld -> (string)
The I D of the AWS account that owns the reservation.

Requesterld -> (string)
The 1D of the requester that |aunched the instances on
your
behal f (for exanple, AWS Managenment Consol e or Auto
Scal i ng) .

Groups -> (list)
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One or nore security groups.

(structure)
Describes a security group.

GroupName -> (string)
The name of the security group.

G oupld -> (string)
The I D of the security group.

I nstances -> (list)
One or nore instances.

(structure)
Descri bes an instance.

Instanceld -> (string)
The I D of the instance.

| mgeld -> (string)
The I D of the AM used to |aunch the instance.

State -> (structure)
The current state of the instance.

Code -> (integer)
The Ilow byte represents the state. The high
byte
is an opaque internal value and shoul d be
i gnor ed.

When the output is rendered into JSON by the AWS CLI, it becomes an array of reservation objects,
like this:

"Reservations": [
{
"Omnerld": "012345678901",
"Reservationld": "r-4c58f8a0",
"Groups": [],
"Requesterld": "012345678901",
"I nstances": |
{
"Monitoring": {
"State": "disabled"
b
"Publ i cDnsNanme": "ec2-52-74-16-12. us-
west - 2. conput e. anazonaws. cont',

"State": {
" Code": 16,
"Narme": "running"
b,

Each reservation object contains fields describing the reservation and an array of instance objects,
each with its own fields (e.g. Publ i cDnsNane) and objects (e.g. St at e) that describe it.
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Windows Users
Pipe the output of the help command to nor e to view the help file one page at a time. Press
the space bar or Page Down to view more of the document, and g to quit.

> aws ec2 describe-instances help | nore

AWS CLI| Documentation

The AWS Command Line Interface Reference provides the content of all AWS CLI commands' help
files, compiled and presented online for easy navigation and viewing on mobile, tablet, and desktop
screens.

Help files sometimes contain links that cannot be viewed or followed from the command line view;
these are preserved in the online AWS CLI reference.

API| Documentation

All subcommands in the AWS CLI correspond to calls made against a service's public API. Each
service with a public API, in turn, has a set of API reference documentation that can be found from the
service's homepage on the AWS Documentation website.

The content of an API reference varies based on how the API is constructed and which protocol is
used. Typically, an API reference will contain detailed information on actions supported by the API,
data sent to and from the service, and possible error conditions.

APl Documentation Sections

« Actions — Detailed information on parameters (including constraints on length or content) and errors
specific to an action. Actions correspond to subcommands in the AWS CLI.

« Data Types — May contain additional information about object data returned by a subcommand.

« Common Parameters — Detailed information about parameters that are used by all of a service's
actions.

« Common Errors — Detailed information about errors returned by all of a service's actions.

The name and availability of each section may vary depending on the service.

Service-Specific CLIs

Some services have a separate CLI from before a single AWS CLI was created that works
with all services. These service-specific CLIs have separate documentation that is linked from
the service's documentation page. Documentation for service-specific CLIs does not apply to
the AWS CLI.

Command Structure in the AWS Command Line
Interface

The AWS CLI uses a multipart structure on the command line. It starts with the base call to aws. The
next part specifies a top-level command, which often represents an AWS service supported in the
AWS CLI. Each AWS service has additional subcommands that specify the operation to perform. The
general CLI options, or the specific parameters for an operation, can be specified on the command line
in any order. If an exclusive parameter is specified multiple times, then only the last value applies.

$ aws <conmmand> <subconmmand> [options and paraneters]
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Parameters can take various types of input values, such as numbers, strings, lists, maps, and JSON
structures.

Specifying Parameter Values for the AWS
Command Line Interface

Many parameters are simple string or numeric values, such as the key pair name ny- key- pai r in the
following example:

$ aws ec2 create-key-pair --key-nanme ny-key-pair

Strings without any space characters may be quoted or unquoted. However, strings that include one
or more space characters must be quoted. Use a single quote (') in Linux, OS X, or Unix and Windows
PowerShell, or use a double quote (") in the Windows command prompt, as shown in the following
examples.

Windows PowerShell, Linux, OS X, or Unix

$ aws ec2 create-key-pair --key-nane 'ny key pair’

Windows Command Processor

> aws ec2 create-key-pair --key-nane "ny key pair"

You can also use an equals sign instead of a space. This is typically only necessary if the value of the
parameter starts with a hyphen:

$ aws ec2 del ete-key-pair --key-name=-nykey

Topics
e« Common Parameter Types (p. 33)
¢ Using JSON for Parameters (p. 35)
¢ Loading Parameters from a File (p. 37)

Common Parameter Types

This section describes some of the common parameter types and the format that the services
expect them to conform to. If you are having trouble with the formatting of a parameter for a specific
command, check the manual by typing hel p after the command name, for example:

$ aws ec2 describe-spot-price-history help

The help for each subcommand describes its function, options, output, and examples. The options
section includes the name and description of each option with the option's parameter type in
parentheses.

String — String parameters can contain alphanumeric characters, symbols, and whitespace from the
ASCII character set. Strings that contain whitespace must be surrounded by quotes. Use of symbols
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and whitespace other than the standard space character is not recommended and may cause issues
when using the AWS CLI.

Some string parameters can accept binary data from a file. See Binary Files (p. 37) for an example.

Timestamp — Timestamps are formatted per the ISO 8601 standard. These are sometimes referred to
as "DateTime" or "Date" type parameters.

$ aws ec2 describe-spot-price-history --start-tine 2014-10-13T19: 00: 00Z

Acceptable formats include:

* YYYY-MM-DDThh:mm:ss.sssTZD (UTC), e.g., 2014-10-01T20:30:00.000Z

* YYYY-MM-DDThh:mm:ss.sssTZD (with offset), e.g., 2014-10-01T12:30:00.000-08:00
* YYYY-MM-DD, e.g., 2014-10-01

¢ Unix time in seconds, e.g. 1412195400

List — One or more strings separated by spaces.

$ aws ec2 describe-spot-price-history --instance-types ml. x|l arge ml. medi um

Boolean — Binary flag that turns an option on or off. For example, ec2 descri be-spot-price-
hi st ory has a boolean dry-run parameter that, when specified, validates the command against the
service without actually running a query.

$ aws ec2 describe-spot-price-history --dry-run

The output indicates whether the command was well formed or not. This command also includes a no-
dry-run version of the parameter that can be used to explicitly indicate that the command should be run
normally, although including it is not necessary as this is the default behavior.

Integer — An unsigned whole number.

$ aws ec2 describe-spot-price-history --nmax-itens 5

Blob — Binary object. Blob parameters take a path to a local file that contains binary data. The path
should not contain any protocol identifier suchas http:// orfile://.

The - - body parameter for aws s3api put - obj ect is a blob:

$ aws s3api put-object --bucket ny-bucket --key testimage.png --body /tnp/
i mage. png

Map — A sequence of key value pairs specified in JSON or shorthand syntax (p. 48). The following
example reads an item from a DynamoDB table named my-table with a map parameter, - - key. The
parameter specifies the primary key named id with a number value of 1 in a nested JSON structure.

$ aws dynanodb get-item--table-name ny-table --key "{"id": {"N':"1"}}"

"ltem': {
"name": {
" S": "JOhn"
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"idt |
"Nt

The next section covers JSON arguments in more detail.

Using JSON for Parameters

JSON is useful for specifying complex command line parameters. For example, the following command
will list all EC2 instances that have an instance type of ni.. smal | or L. medi umthat are also in the
us- west - 2¢ Availability Zone.

$ aws ec2 describe-instances --filters "Name=i nstance-
type, Val ues=t 2. mi cro, mL. nedi un’ " Nanme=avai | ability-zone, Val ues=us-west - 2c"

The following example specifies the equivalent list of filters in a JSON array. Square brackets are used
to create an array of JSON objects separated by commas. Each object is a comma separated list of
key-value pairs ("Name" and "Values" are both keys in this instance).

Note that value to the right of the "Values" key is itself an array. This is required, even if the array
contains only one value string.

{
"Name": "instance-type",
"Values": ["t2.micro", "nl. nediun']
I8
{
"Nanme": "availability-zone",
"Val ues": ["us-west-2c"]
}

The outermost brackets, on the other hand, are only required if more than one filter is specified. A
single filter version of the above command, formatted in JSON, looks like this:

$ aws ec2 describe-instances --filters '{"Name": "instance-type", "Values":
["t2. mcro", "ml. nediun]}’

Some operations require data to be formatted as JSON. For example, to pass parameters to the - -
bl ock- devi ce- mappi ngs parameter in the ec2 run-i nst ances command, you need to format the
block device information as JSON.

This example shows the JSON to specify a single 20 GiB Elastic Block Store device to be mapped at /
dev/ sdb on the launching instance.

"Devi ceNane": "/dev/sdb",
"Ebs": {

"Vol uneSi ze": 20,

"Del eteOnTerm nation": fal se,
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"Vol uneType": "standard"

}
}

To attach multiple devices, list the objects in an array like in the next example.

[

{
"Devi ceNane": "/dev/sdb",
"Ebs": {
"Vol unmeSi ze": 20,
"Del eteOnTerm nation": fal se,
"Vol uneType": "standard"
}
}
{
"Devi ceNane": "/dev/sdc",
"Ebs": {
"Vol unmeSi ze": 10,
"Del eteOnTerm nation": true,
"Vol uneType": "standard"
}
}

]

You can either enter the JSON directly on the command line (see Quoting Strings (p. 36)), or save it
to a file that is referenced from the command line (see Loading Parameters from a File (p. 37)).

When passing in large blocks of data, you might find it easier to save the JSON to a file and reference
it from the command line. JSON data in a file is easier to read, edit, and share with others. This
technique is described in the next section.

For more information about JSON, see Wikipedia - JSON and RFC4627 - The application/json Media
Type for JISON.

Quoting Strings

The way you enter JSON-formatted parameters on the command line differs depending upon your
operating system. Linux, OS X, or Unix and Windows PowerShell use the single quote () to enclose
the JSON data structure, as in the following example:

$ aws ec2 run-instances --inmage-id am -05355a6¢ --
bl ock- devi ce- mappi ngs ' [{"Devi ceNane": "/ dev/sdb", " Ebs":
{" Vol umeSi ze": 20, "Del eteOnTermi nati on": fal se, "Vol umeType": "standard"}}]"’

The Windows command prompt, on the other hand, uses the double quote (") to enclose the JSON
data structure. In addition, a backslash (\) escape character is required for each double quote (") within
the JSON data structure itself, as in the following example:

> aws ec2 run-instances --inmage-id am -05355a6¢ - - bl ock-device-
mappi ngs "[{\"Devi ceName\":\"/dev/sdb\",\"Ebs\": {\"Vol uneSi ze\ " : 20,
\"Del eteOnTerm nation\":fal se,\"Vol uneType\":\"standard\"}}]"

Windows PowerShell requires a single quote (') to enclose the JSON data structure, as well as a
backslash (\) to escape each double quote (") within the JSON structure, as in the following example:
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> aws ec2 run-instances --inmmage-id am -05355a6¢c --bl ock-device-
mappi ngs ' [{\"DeviceNane\":\"/dev/sdb\",\"Ebs\": {\"Vol uneSi ze\ ": 20,
\"Del eteOnTerm nation\":fal se,\"VoluneType\":\"standard\"}}]"’

If the value of a parameter is itself a JSON document, escape the quotes on the embedded JSON
document. For example, the at t ri but e parameter for aws sqs creat e- queue can take a
Redri vePol i cy key. The value of Redri vePol i cy is a JSON document, which must be escaped:

$ aws sgs create-queue --queue-name my-queue --
attributes '{ "RedrivePolicy":"{\"deadLetterTarget Arn\":\"arn: aws: sqs: us-
west - 2: 0123456789012: deadl etter\", \"maxRecei veCount\":\"5\"}"}’

Loading Parameters from a File

To avoid the need to escape JSON strings at the command line, load the JSON from a file. Load
parameters from a local file by providing the path to the file using the fi | e: / / prefix, as in the
following examples.

Linux, OS X, or Unix

/1l Read froma file in the current directory
$ aws ec2 describe-instances --filters file://filter.json

/! Read froma file in /tnp
$ aws ec2 describe-instances --filters file:///tmp/filter.json

Windows

/! Read froma file in C\tenp
> aws ec2 describe-instances --filters file://C\temp\filter.json

The file:// prefix option supports Unix-style expansions including '~/', "./', and "../'. On Windows, the
'~[' expression expands to your user directory, stored in the %USERPROFILE% environment variable.
For example, on Windows 7 you would typically have a user directory under C: \ User s\ User Nane\ .

JSON documents that are provided as the value of a parameter key must still be escaped:

$ aws sgs create-queue --queue-nane mnmy-queue --attributes file://
attributes.json

attributes.json

{
"RedrivePolicy":"{\"deadLetterTarget Arn\":\"arn: aws: sqs: us-
west - 2: 0123456789012: deadl etter\", \"maxRecei veCount\":\"5\"}"

}

Binary Files

For commands that take binary data as a parameter, specify that the data is binary content by using
the fil eb:// prefix. Commands that accept binary data include:
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e aws ec2 run-instances —--user-dat a parameter.
e aws s3api put-object —--sse-custoner-key parameter.
e aws kms decrypt —--ciphertext- bl ob parameter.

The following example generates a binary 256 bit AES key using a Linux command line tool and then
provides it to Amazon S3 to encrypt an uploaded file server-side:

$ dd if=/dev/urandom bs=1 count=32 > sse. key

32+0 records in

32+0 records out

32 bytes (32 B) copied, 0.000164441 s, 195 kB/s

$ aws s3api put-object --bucket ny-bucket --key test.txt --body test.txt --
sse-custoner-key fileb://sse.key --sse-custoner-al gorithm AES256

" SSECust oner KeyMD5": "i Vg8oWA8sy714+Fj t esrJg==",
" SSECust oner Al gori thni: " AES256",
"ETag": "\"a6118e84b76c¢cf 98bf 04bbel4b6045c6c\ "

Remote Files

The AWS CLI also supports loading parameters from a file hosted on the Internet with an htt p: // or
ht t ps: // URL. The following example references a file in an Amazon S3 bucket. This allows you to

access parameter files from any computer, but requires the file to be stored in a publically accessible

location.

$ aws ec2 run-instances --image-id am -al3d6891 --bl ock- devi ce- mappi ngs
http://nmy-bucket.s3. amazonaws. coni fi |l enane. j son

In the preceding examples, the f i | enane. j son file contains the following JSON data.

[

{
"Devi ceNanme": "/dev/sdb",
"Ebs": {
"Vol unesSi ze": 20,
"Del eteOnTer m nati on": false,
"Vol uneType": "standard"
}
}

]

For another example referencing a file containing more complex JSON-formatted parameters, see Set
an IAM Policy for an IAM User (p. 71).

Generate CLI Skeleton and CLI Input JSON
Parameters

Most AWS CLI commands support - - gener at e-cl i -skel etonand--cli-input-json
parameters that you can use to store parameters in JSON and read them from a file instead of typing
them at the command line.
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Generate CLI Skeleton outputs JSON that outlines all of the parameters that can be specified for the

operation.

To use --generate-cli-skeleton with aws ec2 run-instances

1. Execute the run-instances command with the - - gener at e- cl i - skel et on option to view the

JSON skeleton.

$ aws ec2 run-instances --generate-cli-skel eton

{
"DryRun": true,

"I mageld": "",
"M nCount": O,
"MaxCount": O,
"KeyName": "",

"SecurityGoups": [

]

"SecurityGouplds": [

1,
" erData": "",

"I nstanceType": "",
"Placement": {
"Avail abil'ityZone": "",
"G oupNane": "",
"Tenancy": ""

}

ernel I d": ,
"Randi skl d": "",
"Bl ockDevi ceMappi ngs": [
{
"Virtual Nane": "",
"Devi ceNanme": "",
"Ebs": {
"Snapshot1d": "",
"Vol unesSi ze": 0,
"Del eteOnTerm nation": true,
"Vol uneType": "",
"lops": O,
"Encrypted": true
b
"NoDevi ce": ""
}
|

nitoring": {
"Enabl ed": true
},
"Subnetd": "",
"Di sabl eApi Termi nation": true,
"l nstancel ni ti at edShut downBehavior": "",
"Privatel pAddress": "",
"dientToken": "",
"Additional I nfo": "",
"Net wor kl nterfaces": [
{
"Networkl nterfaceld": "",
"Devi cel ndex": 0,
"Subnet|d": "",
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"Description": "",
"Privatel pAddress": "",
"Groups": |

]

| eteOnTernmi nation": true,
"Privatel pAddresses": [
{
"Privatel pAddress": "",
"Primary": true
}
]

condar yPri vat el pAddressCount": 0,
"Associ at ePubl i cl pAddress": true
}
]

am nstanceProfile": {
"Arn": "',
"Name": ""
H
"EbsOptim zed": true
}

Direct the output to a file to save the skeleton locally:

$ aws ec2 run-instances --generate-cli-skeleton > ec2runinst.json

Open the skeleton in a text editor and remove any parameters that you will not use:

{
"DryRun": true,
"l mageld": "",
"KeyName": "",
"SecurityGoups": |
1,
"l nstanceType": "",
"Monitoring": {

"Enabl ed": true

}

}

Leave the Dr yRun parameter set to true to use EC2's dry run feature, which lets you test your
configuration without creating resources.

Fill in the values for the instance type, key name, security group and AMI in your default region. In
this example, am - df c39aef is a 64-bit Amazon Linux image in the us- west - 2 region.

"DryRun": true,
"I magel d": "ani - df c39aef",
"KeyName": "nykey",
"SecurityGoups": [
] "nmy-sg”
"I nstanceType": "t2.m cro",
"Monitoring": {

"Enabl ed": true
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}

5. Pass the JSON configuration to the - - cl i - i nput - j son parameter using the fil e: // prefix:

$ aws ec2 run-instances --cli-input-json file://ec2runinst.json
A client error (DryRunCperation) occurred when calling the Runlnstances
operation: Request would have succeeded, but DryRun flag is set.

The dry run error indicates that the JSON is formed correctly and the parameter values are valid.
If any other issues are reported in the output, fix them and repeat the above step until the dry run
error is shown.

6. Set the DryRun parameter to false to disable the dry run feature.

{
"DryRun": fal se,
"I'magel d": "ami - df c39aef",
"KeyName": "nykey",
"SecurityG oups": [
| "nmy-sg"
"I nstanceType": "t2.m cro",
"Monitoring": {
"Enabl ed": true
}
}

7. Runtherun-instances command again to launch an instance:

$ aws ec2 run-instances --cli-input-json file://ec2runinst.json
{
"Omnerld": "123456789012",
"Reservationld": "r-d94a2bl",
"Groups": [],
"I nstances": |

Controlling Command Output from the AWS
Command Line Interface

This section describes the different ways that you can control the output from the AWS CLI.

Topics
¢ How to Select the Output Format (p. 42)
« How to Filter the Output with the --query Option (p. 42)
¢ JSON Output Format (p. 45)
¢ Text Output Format (p. 45)
¢ Table Output Format (p. 46)
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How to Select the Output Format

The AWS CLI supports three different output formats:

¢ JSON (json)
¢ Tab-delimited text (text)
¢ ASCII-formatted table (table)

As explained in the configuration (p. 10) topic, the output format can be specified in three different
ways:

¢ Using the out put option in the configuration file. The following example sets the output to t ext :

[defaul t]
out put =t ext

Using the AWS_DEFAULT_QUTPUT environment variable. For example:

$ export AWS_DEFAULT_OUTPUT="t abl e"

Using the - - out put option on the command line. For example:

$ aws swf |ist-domains --registration-status REG STERED - - out put text

Note

If the output format is specified in multiple ways, the usual AWS CLI precedence rules (p. 17)
apply. For example, using the AWS_DEFAULT_OUTPUT environment variable overrides any
value set in the config file with out put , and a value passed to an AWS CLI command with - -
out put overrides any value set in the environment or in the config file.

JSON is best for handling the output programmatically via various languages or j g (a command-
line JSON processor). The table format is easy for humans to read, and text format works well with
traditional Unix text processing tools, such as sed, gr ep, and awk, as well as Windows PowerShell
scripts.

How to Filter the Output with the --query Option

The AWS CLI provides built-in output filtering capabilities with the - - quer y option. To demonstrate
how it works, we'll first start with the default JISON output below, which describes two EBS (Elastic
Block Storage) volumes attached to separate EC2 instances.

$ aws ec2 descri be-vol unes

{
"Vol umes": [
{
"Avail abilityZone": "us-west-2a",
"Attachments": [
{

"AttachTine": "2013-09-17T00: 55: 03. 000Z",
"I nstancel d": "i-a071c394",

"Vol unel d": "vol -ella5288",

"State": "attached",

"Del eteOnTerm nation": true,

"Device": "/dev/sdal"
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}
1,
"Vol uneType": "standard",
"Vol unel d": "vol -ella5288",
"State": "in-use",

"Snapshot 1 d": "snap-f23eclc8",
"CreateTi ne": "2013-09-17T00: 55: 03. 000Z",

"Size": 30
}s
{
"Avail abilityZone": "us-west-2a",
"Attachments": [
{
"AttachTine": "2013-09-18T20: 26: 16. 000Z",
"I nstanceld": "i-4b4la37c",
"Vol unel d": "vol -2e410a47",
"State": "attached",
"Del eteOnTerm nation": true,
"Device": "/dev/sdal"
}
I,
"Vol uneType": "standard",
"Vol unel d": "vol -2e410a47",
"State": "in-use",
"Snapshot | d": "snap-708e8348",
"CreateTine": "2013-09-18T20: 26: 15. 000Z",
"Size": 8
}

First, we can display only the first volume from the Vol unes list with the following command.

$ aws ec2 describe-volunmes --query 'Vol unmes[ 0]’

{
"Avail abi lityZone": "us-west-2a",
"Attachments": [
{
"AttachTinme": "2013-09-17T00: 55: 03. 000Z",
"l nstanceld": "i-a071c394",
"Vol unel d": "vol -ella5288",
"State": "attached",
"Del eteOnTer m nati on": true,
"Device": "/dev/sdal"
}
I,
"Vol uneType": "standard",
"Vol unel d": "vol -ella5288",
"State": "in-use",
"Snapshot1d": "snap-f23eclc8",
"CreateTinme": "2013-09-17T00: 55: 03. 000Z",
"Size": 30
}

Now, we use the wildcard notation [ *] to iterate over the entire list and also filter out three elements:
Vol unel d, Avai | abi | i t yZone, and Si ze. Note that the dictionary notation requires that you provide
an alias for each key, like this: {Alias1:Key1,Alias2:Key?2}. A dictionary is inherently unordered, so the
ordering of the key-aliases within a structure may not be consistent in some cases.
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$ aws ec2 describe-volunes --query ' Vol unes[ *].
{1 D: Vol unel d, AZ: Avai |l abi |l i tyZone, Si ze: Si ze}"'
[
{
"AZ": "us-west-2a",
"ID': "vol-ella5288",
"Size": 30
3
{
"AZ": "us-west-2a",
"ID': "vol -2e410a47",
"Size": 8
}
]

In the dictionary notation, you can also use chained keys such as key1. key2[ 0] . key3 to filter
elements deeply nested within the structure. The example below demonstrates this with the
Attachment s[ 0] . I nst ancel d key, aliased to simply | nst ancel d.

$ aws ec2 describe-volunmes --query 'Vol unes[*].
{1 D: Vol unel d, | nst ancel d: Attachnent s[ 0] . | nstancel d, AZ: Avai | abi | i tyZone, Si ze: Si ze}"
[
{
"I nstanceld": "i-a071c394",
"AZ": "us-west-2a",
"ID': "vol -ella5288",
"Size": 30
}
{
"I nstanceld": "i-4b4la37c",
"AZ": "us-west-2a",
"ID': "vol -2e410a47",
"Size": 8
}
]

You can also filter multiple elements with the list notation: [ key1, key2] . This will format all filtered
attributes into a single ordered list per object, regardless of type.

$ aws ec2 describe-volunmes --query 'Vol unes[*].[ Vol unel d,
Attachments[ 0] . I nstanceld, AvailabilityZone, Size]’
[

[
"vol -ella5288",

"i-a071c394",
"us-west -2a",
30

"vol - 2e410a47",
"i-4b41a37c",
"us-west -2a",

8
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To filter results by the value of a specific field, use the IMESPath "?" operator. The following example
query outputs only volumes in the us-west-2a availability zone:

$ aws ec2 describe-volunes --query ' Vol unes[ ?Avai | abi lityZone=="us-west-2a’]"

Note
When specifying a literal value such as "us-west-2" above in a JMESPath query expression,
you must surround the value in backticks (°) in order for it to be read properly.

Combined with the three output formats that will be explained in more detail in the following sections,
the - - quer y option is a powerful tool you can use to customize the content and style of outputs. For
more examples and the full spec of IMESPath, the underlying JSON-processing library, visit http://
jmespath.org/specification.html.

JSON Output Format

JSON is the default output format of the AWS CLI. Most languages can easily decode JSON strings
using built-in functions or with publicly available libraries. As shown in the previous topic along with
output examples, the - - quer y option provides powerful ways to filter and format the AWS CLI's JSON
formatted output. If you need more advanced features that may not be possible with - - quer y, you can
check out j g, a command line JSON processor. You can download it and find the official tutorial at:
http://stedolan.github.io/jq/.

Text Output Format

The text format organizes the AWS CLI's output into tab-delimited lines. It works well with traditional
Unix text tools such as gr ep, sed, and awk, as well as Windows PowerShell.

The text output format follows the basic structure shown below. The columns are sorted alphabetically
by the corresponding key names of the underlying JSON object.

| DENTI FI ER sorted-col uml sorted-col um2
| DENTI FI ER2 sorted-col uml sorted-col um2

The following is an example of a text output.

$ aws ec2 describe-vol umes --output text

VOLUMES us- west - 2a 2013-09- 17T00: 55: 03. 000z 30 snap-f23ec1c8
in-use vol-ella5288 st andar d

ATTACHVENTS 2013-09- 17T00: 55: 03. 000Z True / dev/ sdal i-

a071c394 attached vol -el1a5288

VOLUMES us-west - 2a 2013-09- 18T20: 26: 15. 000Z 8 snap- 708e8348
i n-use vol-2e410a47 st andar d

ATTACHVENTS 2013-09- 18T20: 26: 16. 000Z True / dev/ sdal

i -4b41a37c attached vol - 2e410a47

We strongly recommend that the text output be used along with the - - quer y option to ensure
consistent behavior. This is because the text format alphabetically orders output columns, and similar
resources may not always have the same collection of keys. For example, a JSON representation of a
Linux EC2 instance may have elements that are not present in the JSON representation of a Windows
instance, or vice versa. Also, resources may have key-value elements added or removed in future
updates, altering the column ordering. This is where - - quer y augments the functionality of the text
output to enable complete control over the output format. In the example below, the command pre-
selects which elements to display and defines the ordering of the columns with the list notation [ key1,
key2, ...].This gives users full confidence that the correct key values will always be displayed in
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the expected column. Finally, notice how the AWS CLI outputs 'None' as values for keys that don't
exist.

$ aws ec2 describe-vol umes --query ' Vol unes[*].[ Vol uneld,

Attachnments[ 0] . I nstanceld, AvailabilityZone, Size, FakeKey]' --output text
vol -ell1a5288 i-a071c394 us-west - 2a 30 None
vol - 2e410a47 i -4b41a37c us-west - 2a 8 None

Below is an example of how gr ep and awk can be used along with a text output from aws ec?2
descri be-i nst ances command. The first command displays the Availability Zone, state, and
instance ID of each instance in text output. The second command outputs only the instance IDs of all
running instances in the us- west - 2a Availability Zone.

$ aws ec2 describe-instances --query 'Reservations[*].|nstances[*].

[ Pl acenent. Avai |l abi lityZone, State.Nane, |Instanceld]' --output text

us-west - 2a runni ng i-4b4la37c

us-west - 2a st opped i-a071c394

us-west - 2b st opped i-97a217a0

us-west - 2a runni ng i-3045b007

us-west - 2a running i-6fc67758

$ aws ec2 describe-instances --query 'Reservations[*].|nstances[*].

[Pl acenent. Avai l abi |l i tyZone, State.Nane, Instanceld]' --output text | grep
us-west-2a | grep running | awk '{print $3}'

i -4b4la37c

i -3045b007

i -6fc67758

The next command shows a similar example for all stopped instances and takes it one step further to
automate changing instance types for each stopped instance.

$ aws ec2 describe-instances --query 'Reservations[*].Instances[*].
[ State. Name, Instanceld]' --output text |
> grep stopped |

> awk '{print $2}' |

> while read |ine;

> do aws ec2 nodify-instance-attribute --instance-id $line --instance-type
"{"Value": "nl.mediun'}";

> done

The text output is useful in Windows PowerShell as well. Because AWS CLI's text output is tab-
delimited, it is easily split into an array in PowerShell using the " t delimiter. The following command
displays the value of the third column (I nst ancel d) if the first column (Avai | abi | i t yZone) matches
us-west - 2a.

> aws ec2 describe-instances --query 'Reservations[*].lnstances[*].

[ Pl acenent . Avai |l abi lityZone, State.Nanme, |nstanceld]' --output text |
Wif ($_.split(" t")[0] -match "us-west-2a") { $_.split(" t")[2]; } }
i -4b41a37c

i -a071c394

i -3045b007

i -6fc67758

Table Output Format

The t abl e format produces human-readable representations of AWS CLI output. Here is an example:
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$ aws ec2 describe-volunes --output table

deememeeeee e eememememememememe e e e e e e e e e e e e e e e e e e e e e e e e e ... ———————— -
+
| ] Vol unes
[
R o e e e e e e ae oo Fomm o S
[ SR S [ +|
|| AvailabilityZone | CreateTi me | Size | Snapshotld |
State | Vol unel d | Vol umeType | ]
R o e e e e e e ae oo Fomm o S
[ SR S [ +
|| us-west-2a | 2013-09-17T00: 55: 03.000Z | 30 | snap-f23eclc8 |
in-use | vol-el1l1a5288 | standard | ]
R o e e e e e e ae oo Fomm o S
[ SR S [ +|
| 11 Attachnents
[11
|| +---mmmmm - o e e e e e e e R
S B S + |
| 11 AttachTi me | Del eteOnTerm nation | Devi ce |
I nstancel d | State | Vol urel d | 11
|| +---mmmmm - o e e e e e e e R
S B S + |
||| 2013-09-17T00:55:03.000Z | True | /dev/sdal | i-
a071c394 | attached | vol-ella5288 |||
|| +---mmmmm - o e e e e e e e R
S B S + |
| ] Vol unes
[
R o e e e e e e ae oo Fomm o S
[ SR S [ +|
|| AvailabilityZone | CreateTi me | Size | Snapshotld |
State | Vol unel d | Vol umeType | ]
R o e e e e e e ae oo Fomm o S
[ SR S [ +
|| us-west-2a | 2013-09-18T20:26:15.000Z | 8 | snap-708e8348 |
in-use | vol-2e410a47 | standard | ]
R o e e e e e e ae oo Fomm o S
[ SR S [ +|
| 11 Attachnents
[11
|| +---mmmmm - o e e e e e e e R
S B S + |
| 11 AttachTi ne | Del eteOnTerm nation | Devi ce |
I nstancel d | State | Vol unel d | 11
|| +---mmmmm - o e e e e e e e R
S B S + |
| 1] 2013-09-18T20: 26: 16. 000Z | True | /dev/sdal |
i -4b41a37c | attached | vol-2e410a47 |||
|| +---mmmmm - o e e e e e e e R
S B S + |

The - - quer y option can be used with the table format to display a set of elements pre-selected
from the raw output. Note the output differences in dictionary and list notations: column names are
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alphabetically ordered in the first example, and unnamed columns are ordered as defined by the user
in the second example.

$ aws ec2 describe-volunmes --query 'Vol unes[*].
{1 D: Vol unel d, | nst ancel d: Attachnent s[ 0] . I nstancel d, AZ: Avai | abi | i tyZone, Si ze: Si z¢
--output table

S S TSRS Fomm - +
| AZ | ID | Instanceld | Size |
S S TSRS Fomm - +
| us-west-2al vol-ella5288 | i-a071c394 | 30 |
| us-west-2a|l vol-2e410a47 | i-4b4la37c | 8 |
S S TSRS Fomm - +

$ aws ec2 describe-volunmes --query 'Vol unes[*].
[ Vol unel d, Attachnment s[ 0] . I nst ancel d, Avai | abi | i tyZone, Si ze]' --output table

| vol-ella5288| i-a071c394 | us-west-2a | 30 |
| vol-2e410a47| i-4b41a37c | us-west-2a | 8 |

Using Shorthand Syntax with the AWS Command
Line Interface

While the AWS Command Line Interface can take nonscalar option parameters in JSON format, it can
be tedious to type large JSON lists or structures on the command line. To address this issue, the AWS
CLI supports a shorthand syntax that allows simpler representation of your option parameters than
using the full JSON format.

Structure Parameters

The shorthand syntax in the AWS CLI makes it easier for users to input parameters that are flat (non-
nested structures). The format is a comma separate list of key value pairs:

Linux, OS X, or Unix

--option keyl=val uel, key2=val ue2, key3=val ue3

Windows PowerShell

--option "keyl=val uel, key2=val ue2, key3=val ue3"

This is equivalent to the following example formatted in JSON:

--option '{"keyl":"val uel", "key2": "val ue2", "key3": "val ue3"}"

There must be no whitespace between each comma-separated key/value pair. Here is an example of
the DynamoDB updat e- t abl e command with the - - pr ovi si oned- t hr oughput option specified in
shorthand.
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$ aws dynanodb update-tabl e --provisioned-
t hr oughput ReadCapaci tyUnits=15, WiteCapacityUnits=10 --tabl e-namre MyDDBTabl e

This is equivalent to the following example formatted in JSON:

$ aws dynanodb update-table --provisioned-
t hr oughput ' {"ReadCapacityUnits": 15, "WiteCapacityUnits":10}' --table-nane
MyDDBTabl e

The shorthand syntax currently does not support nested structures. A nested structure has one or more
structures as a value or values within itself. Nested structures must be specified in JSON.

List Parameters

Input parameters in a list form can be specified in two ways: JSON and shorthand. The AWS CLI's
shorthand syntax is designed to make it easier to pass in lists with number, string, or non-nested
structures. The basic format is shown here, where values in the list are separated by a single space.

--option valuel val ue2 val ue3

This is equivalent to the following example formatted in JSON.

--option '[val uel, val ue2, val ue3]'

As previously mentioned, you can specify a list of numbers, a list of strings, or a list of non-nested
structures in shorthand. The following is an example of the st op- i nst ances command for Amazon
EC2, where the input parameter (list of strings) for the - - i nst ance- i ds option is specified in
shorthand.

$ aws ec2 stop-instances --instance-ids i-1486157a i-1286157c i-ec3a7e87

This is equivalent to the following example formatted in JSON.

$ aws ec2 stop-instances --instance-ids '["i-1486157a","i-1286157c","i -
ec3a7e87"]"'

Next is an example of the Amazon EC2 cr eat e- t ags command, which takes a list of non-nested
structures for the - - t ags option. The - - r esour ces option specifies the ID of the instance to be
tagged.

$ aws ec2 create-tags --resources i-1286157c --tags Key=Mylst Tag, Val ue=Val uel
Key=My2ndTag, Val ue=Val ue2 Key=My3rdTag, Val ue=Val ue3

This is equivalent to the following example formatted in JSON. The JSON parameter is written in
multiple lines for readability.

$ aws ec2 create-tags --resources i-1286157c --tags '|
{"Key": "MlstTag", "Value": "Val uel"},
{"Key": "My2ndTag", "Value": "Value2"},
{"Key": "My3rdTag", "Value": "Value3"}
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Using the AWS Command Line Interface's
Pagination Options

For commands that can return a large list of items, the AWS CLI adds three options that you can use to
modify the pagination behavior of the CLI when it calls a service's API to populate the list.

By default, the CLI uses a page size of 1000 and retrieves all available items. For example, if you run
aws s3api |ist-objects onanAmazon S3 bucket containing 3500 objects, the CLI makes four
calls to Amazon S3, handling the service specific pagination logic in the background.

If you see issues when running list commands on a large number of resources, the default page size
may be too high, causing calls to AWS services to time out. You can use the - - page- si ze option to
specify a smaller page size to solve this issue. The CLI will still retrieve the full list, but will perform a
larger number of calls in the background, retrieving a smaller number of items with each call:

$ aws s3api |ist-objects --bucket ny-bucket --page-size 100

{
"Contents": [

To retrieve fewer items, use the - - max- i t ens option. The CLI will handle pagination in the same way,
but will only print out the number of items that you specify:

$ aws s3api |ist-objects --bucket ny-bucket --nmax-itenms 100

{
"Next Token": "None___ 100",
"Contents": |

If the number of items output (- - max- i t ens) is fewer than the total number of items, the output
includes a Next Token that you can pass in a subsequent command to retrieve the next set of items:

$ aws s3api |ist-objects --bucket ny-bucket --max-itenms 100 --starting-token

None__ 100

{
"Next Token": "None___ 200",
"Contents": |

The starting token is a CLI-specific construct that indicates the page token (if any) and the location
of the first item on that page after the output. For example, when you specify a starting token of
None___ 100 in the above example, the CLI retrieves the first page of 1000 items and prints out the
next set of items starting with item 100.

After the first page of items is exhausted, the None is replaced by the service-specific pagination token
that specifies the current page. You can see this in action by specifying a page-size that is smaller than
the number of items that you retrieve:

$ aws s3api |ist-objects --bucket ny-bucket --max-itens 10 --page-size 7

{
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"Next Token": "index.htm ___ 3",

The value of the token varies per service. For Amazon S3 it is the name of the item that starts the
page. For other services, like IAM, it may be a randomly generated token:

$ aws iamlist-policies --max-itens 10 --page-size 7

{
"Next Token":
" AAUQj sdZThJvLdntc MMNUSCGA WW7 KRy NFONLEVqo8q76t UDOWIf XuRKxGSel. 1s FP@1dCQqi / FLH
+5/ @ eqsY+brtt DOFMI'VWWHHEgI Sr bKqVmlg==___ 3",

"Policies": [

If the pagination token is not the name of an object, it's possible that the service doesn't return listings
in any guaranteed order. If you specify a next token in the middle of a page, you may see different
results that you expect. To prevent this, use the same number for - - page- si ze and - - max-i t ens,
or retrieve the whole list and perform any necessary parsing operations locally.
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Working with Amazon Web Services

This section provides examples of using the AWS Command Line Interface to access AWS services.
These examples are intended to demonstrate how to use the AWS CLI to perform administrative tasks.

For a complete reference to all of the available commands for each service, see the AWS Command
Line Interface Reference or use the built-in command line help. For more information, see Getting Help
with the AWS Command Line Interface (p. 28).

Topics
¢ Using Amazon DynamoDB with the AWS Command Line Interface (p. 52)
¢ Using Amazon EC2 through the AWS Command Line Interface (p. 54)
¢ Using Amazon Glacier with the AWS Command Line Interface (p. 66)
¢ AWS Identity and Access Management from the AWS Command Line Interface (p. 69)
¢ Using Amazon S3 with the AWS Command Line Interface (p. 72)
¢ Using the AWS Command Line Interface with Amazon SNS (p. 79)
¢ Using Amazon Simple Workflow Service with the AWS Command Line Interface (p. 81)

Using Amazon DynamoDB with the AWS
Command Line Interface

The AWS Command Line Interface (AWS CLI) provides support for Amazon DynamoDB. You can use
the AWS CLI for ad hoc operations, such as creating a table. You can also use it to embed DynamoDB
operations within utility scripts.

The command line format consists of an Amazon DynamoDB API name, followed by the parameters
for that API. The AWS CLI supports a shorthand syntax for the parameter values, as well as JSON.

For example, the following command will create a table named Musi cCol | ect i on.

Note
For readability, long commands in this section are broken into separate lines. The backslash
character lets you copy and paste (or type) multiple lines into a Linux terminal. If you are using
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a shell that does not use backslash to escape characters, replace the backslash with another
escape character, or remove the backslashes and put the entire command on a single line.

$ aws dynanodb create-table \
--tabl e-name MusicCol l ection \
--attribute-definitions \
AttributeNane=Artist, AttributeType=S
AttributeNane=SongTitle, Attri buteType=S \
--key-schema AttributeNane=Arti st, KeyType=HASH
Attribut eNane=SongTi t| e, KeyType=RANCE \
--provisi oned-throughput ReadCapacityUnits=1, WiteCapacityUnits=1

The following commands will add new items to the table. These example use a combination of
shorthand syntax and JSON.

$ aws dynanodb put-item\
--tabl e-name MusicCol l ection \
--item'{
"Artist": {"S": "No One You Know'},
"SongTitle": {"S": "Call Me Today"} ,
"AlbunTitle": {"S": "Sonmewhat Fanous"} }' \
--return-consuned-capacity TOTAL

{
"ConsunedCapaci ty": {
"CapacityUnits": 1.0,
"Tabl eNanme": "MusicCol | ection”
}
}
$ aws dynanodb put-item\

--tabl e-name MusicColl ection \
--item'{
"Artist": {"S": "Acne Band"},
"SongTitle": {"S": "Happy Day"} ,
"AlbunTitle": {"S": "Songs About Life"} }' \
--return-consuned-capacity TOTAL

{
"ConsunedCapaci ty": {
"CapacityUnits": 1.0,
"Tabl eNane": "MusicCol | ection"
}
}

On the command line, it can be difficult to compose valid JSON; however, the AWS CLI can read
JSON files. For example, consider the following JSON snippet, which is stored in a file named
expression-attributes.json:

Example expression-attributes.json

{
":v1": {"S": "No One You Know'},

"rv2": {"S": "Call Me Today"}

You can now issue a Quer y request using the AWS CLI. In this example, the contents of the
expression-attributes.json file are used for the - - expressi on-attri but e-val ues
parameter:
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$ aws dynanodb query --tabl e-name MusicCol |l ection \
--key-condition-expression "Artist = :vl AND SongTitle = :v2" \
--expression-attribute-values file://expression-attributes.json
{
"Count": 1,
"Itenms": [
{
"AlbunTitle": {
"S': "Somewhat Fanobus"
H
"SongTitle": {
"S": "Call Me Today"
H
"Artist": {
"S": "No One You Know'
}
}
1,
"ScannedCount": 1,
"ConsunedCapaci ty": null
}

For more documentation on using the AWS CLI with DynamoDB, go to http://docs.aws.amazon.com/
cli/latest/reference/dynamodb/index.html.

In addition to DynamoDB, you can use the AWS CLI with DynamoDB Local. DynamoDB Local is a
small client-side database and server that mimics the DynamoDB service. DynamoDB Local enables
you to write applications that use the DynamoDB API, without actually manipulating any tables or data
in DynamoDB. Instead, all of the API actions are rerouted to DynamoDB Local. When your application
creates a table or modifies data, those changes are written to a local database. This lets you save on
provisioned throughput, data storage, and data transfer fees.

For more information about DynamoDB Local and how to use it with the AWS CLI, see the following
sections of the Amazon DynamoDB Developer Guide:

¢ DynamoDB Local
¢ Using the AWS CLI with DynamoDB Local

Using Amazon EC2 through the AWS Command
Line Interface

You can access the features of Amazon EC2 using the AWS CLI. To list the AWS CLI commands for
Amazon EC2, use the following command.

$ aws ec2 help

Before you run any commands, set your default credentials. For more information, see Configuring the
AWS CLI (p. 10).

For examples of common tasks for Amazon EC2, see the following topics.

Topics
¢ Using Key Pairs (p. 55)
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¢ Using Security Groups (p. 56)
¢ Using Amazon EC2 Instances (p. 60)

Using Key Pairs

You can use the AWS CLI to create, display, and delete your key pairs. You must specify a key pair
when you launch and connect to an Amazon EC2 instance.

Note
Before you try the example commands, set your default credentials.

Topics
¢ Creating a Key Pair (p. 55)
¢ Displaying Your Key Pair (p. 56)
¢ Deleting Your Key Pair (p. 56)

Creating a Key Pair

To create a key pair named MyKeyPai r, use the create-key-pair command, and use the - - query
option and the - - out put t ext option to pipe your private key directly into a file.

$ aws ec2 create-key-pair --key-nanme MyKeyPair --query 'KeyMaterial' --output
text > MyKeyPair.pem

Note that for Windows PowerShell, the > fi | e redirection defaults to UTF-8 encoding, which cannot
be used with some SSH clients. So, you must explicitly specify ASCIl encoding inthe out-fil e
command.

> aws ec2 create-key-pair --key-nane MyKeyPair --query 'KeyMaterial' --output
text | out-file -encoding ascii -filepath MyKeyPair.pem

The resulting MyKeyPai r . pemfile looks like this:

----- BEG N RSA PRI VATE KEY-----

EXAMPLEKEYKCAQEAY 7WZhaDsr AIVBNR @ vhwy ORRX8gnxgDAf Rt / gx42kWKsT4r XE/ b5CpSgi e/

vBoU7j Lxx92pNHoFnByP+Dc21eyyz6Cvj TmMAOIwWF W Wb/ akH7i C6dSr vC7dQkW2duV5QUUIEOQW
Z/ aNxVhi GQE6XAgf Wl nXVBwWr er r Qo+ZWQeqi UwmVkuEbLeJFLhMCv YURpUMSCloehn#49i | x9X1F
G50TCFeQzf | 8dqqCP6GzbPal j i UL9x X/ az OR9V+t pUQOz EL+wimXnZt 3/ nHPQBxv D2QJ H6 7k mb SuPW
oPzev/ D8V+x4+bHt hf S ROY7Dv QFj f BWWHXi gBdt ZcU2/ wei 8D/ HYwli DAQABAol BAGZ1kaEvnr qu
[ ul er 7vgl n5n¥71 NSLKw4AhJLAI Wt UT/ f zvt cHKOSkbQCQXur i HMR2MQYy I X/ Okn2Nf j LV/ uf GxbL1
mb5qwvVEUnEpJazD6 QSSs 3kl CLWWUYUI f cOui Shmloap/ GTLUOWSM cv36PaBUNy5p53V6GrhXb2
bahyWJNf j Le4MB6Yd2YK3V2CnK+X/ BOs ShnJd36+hj r XPPWWV3N9z EmCdJj A+K15DYnmhm t JWBD9
810CGk9TopEp7Ckl f at EATyyZi VgoRg6k64i uMBIk A30zdXz MEexXVI1TLZVEHOE7bhl Y9d80OlozR
0@/ Fi ZNAX2i i j CWvOI pj E73+kCgYEAINZt yhk HK FDpwr SMLAPaL80oNAbbj wEy 7Z5Myf gl +I | p1
Ykri LODbLXI vRAH+YHPRi t 2hHQG t UNZh4Axv+cpg09qgbUl 3+43eEy24B7G Uh+GTf bj sXsOxQx/ x
p9ot yWwc 7hs @ TA5PZb+nmvk J50BEKz et 9Xc KWONBYEL GhnEPe7c CgYEA06Vgov6YH eHui 9kHuws
ayavOel c5zkxj FOnf HFJRr y21R1t r w2Vdpn+99481URr pzW/OEI hvmx Tt maZl Sp/ /| kq75XDwnU
WABgkn6CBQE3f g2y N98BURs AKdJf J5RL1HVGQv Te10HLYYXpJnEkHv+Unl 2aj Li vWJt 5pbBr KbUC
gYBj bO+QZk0sCcpZ29shbzj Yj pl ddEr ySI yRX5gV2uNQnA] Ldp9Pf N295y Q+BxMBXi | ycWQ wObH
oMb 7yykABY7Qz d5wQewBQUAAdSI WEX4nGDt si FXW | 5sKuAAeOChTosy1s8w8f x0J5Tz1sdoxNeGs
Ar q6W/ GL6z QUAE9Z KOvvwWKBgF+09VI / 1wdBi r sDGz 9whVW FPr TkINvJZz Yt 69gezx| sj gFKshy
WBhd4xHZt mCqpBPl AynEj r/ TA bxy ARMXMhI ON AnNXMGB4KGSy| 1z SVAoQ+H qR+cJ3d0dy Pl 1]

j i bOEd/ NY8f r | NDxAVHE8BSkdsx 2f 6 ELEy BKJ SRr 9snRA0GAM TwYneXzvTskF/ S5Fyu0i CeglLDa
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NWUH38v/ nDCgEpl XD5HN3gAECj ull j mbwl vt WknY2j Vhv7UGI8M WUTNG t db6nsYgMasr nF3gS
VRKAKKKYeG kpUf VTr WOYFj Xkf cr R/ V+QFL5OndHAKIX) Wradej JLncTznZSpYzwApc=
----- END RSA PRI VATE KEY---- -

Your private key is not stored in AWS and can only be retrieved when it is created.

If you're using an SSH client on a Linux computer to connect to your instance, use the following
command to set the permissions of your private key file so that only you can read it.

$ chnod 400 MyKeyPair. pem

Displaying Your Key Pair

A fingerprint is generated from your key pair, and you can use it to verify that the private key that you
have on your local machine matches the public key that's stored in AWS. The fingerprint is an SHA1
hash taken from a DER encoded copy of the private key. This value is stored in AWS and can be
viewed in the EC2 management console or by calling aws ec2 descri be- key- pai rs. For example,
you can view the fingerprint for MyKeyPai r by using the following command:

$ aws ec2 describe-key-pairs --key-nane MyKeyPair

{
"KeyPairs": [
{
"KeyNane": "MyKeyPair",
"KeyFi ngerprint":
"1f: 51: ae: 28: bf : 89: €9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f5: f 1: 6f "
}
]
}

For more information on keys and fingerprints, see the Amazon EC2 Key Pairs page in the Amazon
EC2 User Guide.

Deleting Your Key Pair

To delete MyKeyPai r, use the delete-key-pair command as follows:

$ aws ec2 del ete-key-pair --key-nane MyKeyPair

Using Security Groups

You create a security group for use in either EC2-Classic or EC2-VPC. For more information about
EC2-Classic and EC2-VPC, see Supported Platforms in the Amazon EC2 User Guide for Linux
Instances.

You can use the AWS CLI to create, add rules to, and delete your security groups.

Note
Before you try the example commands, set your default credentials.
Topics
e Creating a Security Group (p. 57)
¢ Adding Rules to Your Security Group (p. 58)
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¢ Deleting Your Security Group (p. 60)

Creating a Security Group
To create a security group named ny- sg, use the create-security-group command.

EC2-Classic

The following command creates a security group for EC2-Classic:

$ aws ec2 create-security-group --group-nanme ny-sg --description "My security
group"

{
}

"Groupld": "sg-903004f8"

To view the initial information for my- sg, use the describe-security-groups command as follows:

$ aws ec2 describe-security-groups --group-nanes ny-sg

{
"SecurityGoups": [
{
"I pPer m ssi onsEgress": [],
"Description": "My security group"
"I pPerm ssions": [],
"G oupNane": "ny-sg",
"Omnerld": "123456789012",
"Groupld": "sg-903004f8"
}
]
}
EC2-VPC

The following command creates a security group named ny- sg for the specified VPC:

$ aws ec2 create-security-group --group-nanme nmy-sg --description "M security
group" --vpc-id vpc-la2b3c4d
{

}

"Groupld": "sg-903004f8"

To view the initial information for my- sg, use the describe-security-groups command as follows. Note
that you can't reference a security group for EC2-VPC by name.

$ aws ec2 describe-security-groups --group-ids sg-903004f8

{
"SecurityGoups": [

{
"I pPerm ssi onsEgress": [
{
"l pProtocol ": "-1",
"l pRanges": [
{

"Cidrlp": "0.0.0.0/0"
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}
]

' erldGoupPairs": []
}
]

Description": "My security group"
"l pPerm ssions": [],

" & oupName": "ny-sg",

"Vpcld": "vpc-la2b3c4d",

"Ownerld": "123456789012",
"Groupld": "sg-903004f 8"

Adding Rules to Your Security Group

If you're launching a Windows instance, you must add a rule to allow inbound traffic on TCP port 3389
(RDP). If you're launching a Linux instance, you must add a rule to allow inbound traffic on TCP port 22
(SSH). Use the authorize-security-group-ingress command to add a rule to your security group. One of
the required parameters of this command is the public IP address of your computer, in CIDR notation.

Note

You can get the public IP address of your local computer using a service. For example, we
provide the following service: http://checkip.amazonaws.com/. To locate another service
that provides your IP address, use the search phrase "what is my IP address". If you are
connecting through an ISP or from behind your firewall without a static IP address, you need
to find out the range of IP addresses used by client computers.

EC2-Classic

The following command adds a rule for RDP to the security group ny- sg:

$ aws ec2 authorize-security-group-ingress --group-nanme ny-sg --protocol tcp
--port 3389 --cidr 203.0.113.0/24

The following command adds a rule for SSH to the security group for my- sg:

$ aws ec2 authorize-security-group-ingress --group-name ny-sg --protocol tcp
--port 22 --cidr 203.0.113.0/24

To view the changes to ny- sg, use the describe-security-groups command as follows:

$ aws ec2 describe-security-groups --group-nanmes ny-sg
{
"SecurityGoups": [
{
"l pPerm ssi onsEgress": [],
"Description": "My security group"
"I pPerm ssions": [
{
"ToPort": 22,
"I pProtocol": "tcp",
"l pRanges": [

"Cidrlp": "203.0.113.0/ 24"
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}

]
"User | dG oupPairs": [],
"FronPort": 22

}
]

oupNane": "ny-sg",
"Omner|d": "123456789012",
"Goupld": "sg-903004f 8"

EC2-VPC

The following command adds a rule for RDP to the security group with the ID sg-903004f8:

$ aws ec2 authorize-security-group-ingress --group-id sg-903004f8 --protocol
tcp --port 3389 --cidr 203.0.113.0/24

The following command adds a rule for SSH to the security group with the ID sg-903004f8:

$ aws ec2 authorize-security-group-ingress --group-id sg-903004f8 --protocol
tcp --port 22 --cidr 203.0.113.0/24

To view the changes to ny- sg, use the describe-security-groups command as follows:

$ aws ec2 describe-security-groups --group-ids sg-903004f8

{
"SecurityGoups": [

{
"I pPerm ssi onsEgress": [
{
"l pProtocol ": "-1",
"l pRanges": [
"Cidrlp": "0.0.0.0/0"
}
1.
"User | dG oupPairs": []
}
1.
"Description": "My security group"
"l pPerm ssions": [
{
"ToPort": 22,
"l pProtocol": "tcp",
"l pRanges": [
"Cidrlp": "203.0.113.0/ 24"
}
]
"User | dG oupPairs": [],
"FronPort": 22
}
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"G oupName”: "ny-sg",
"Omner | d": "123456789012",
"Goupld": "sg-903004f 8"

Deleting Your Security Group

To delete a security group, use the delete-security-group command. Note that you can't delete a
security group if it is attached to an environment.

EC2-Classic

The following command deletes the security group named ny- sg:

$ aws ec2 del ete-security-group --group-name my-sg

EC2-VPC

The following command deletes the security group with the ID sg-903004f8:

$ aws ec2 delete-security-group --group-id sg-903004f8

Using Amazon EC2 Instances

You can use the AWS CLI to launch, list, and terminate instances. You'll need a key pair and a security
group; for information about creating these through the AWS CLI, see Using Key Pairs (p. 55) and
Using Security Groups (p. 56). You'll also need to select an Amazon Machine Image (AMI) and note

its AMI ID. For more information, see Finding a Suitable AMI in the Amazon EC2 User Guide for Linux
Instances.

If you launch an instance that is not within the Free Usage Tier, you are billed after you launch the
instance and charged for the time that the instance is running, even if it remains idle.

Note
Before you try the example command, set your default credentials.

Topics
¢ Launching an Instance (p. 60)
¢ Adding a Block Device Mapping to Your Instance (p. 64)
¢ Adding a Name Tag to Your Instance (p. 64)
e Connecting to Your Instance (p. 65)
 Listing Your Instances (p. 65)
¢ Terminating Your Instance (p. 65)

Launching an Instance

To launch a single Amazon EC2 instance using the AMI you selected, use the run-instances command.
Depending on the platforms that your account supports, you can launch the instance into EC2-Classic
or EC2-VPC.

Initially, your instance is in the pendi ng state, but will be in the r unni ng state in a few minutes.
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EC2-Classic

The following command launches at 1. mi cr o instance in EC2-Classic:

$ aws ec2 run-instances --inmage-id am - XXXXXXXX --count 1 --instance-type
tl.mcro --key-name MyKeyPair --security-groups ny-sg
{
"Ownerld": "123456789012",
"Reservationld": "r-5875ca20",
"Groups": [
{
"G oupNane": "ny-sg",
"Groupld": "sg-903004f8"
}
]

nstances": |
{
"Monitoring": {
"State": "disabl ed"
H
"Publ i cDnsNanme": nul |,
"Platform': "wi ndows",
"State": {
"Code": O,
"Name": "pending"
H
"EbsOptim zed": fal se,
"LaunchTi ne": "2013-07-19T02: 42: 39. 000Z",
"Product Codes": [],
"I nstancel d": "i-5203422c",
"l magel d": "am -173d747e",
"PrivateDnsNane": null,
"KeyNane": "MyKeyPair",
"SecurityGoups": [
{
"G oupNane": "ny-sg",
"Groupld": "sg-903004f 8"
}
]

i ent Token": null,
"l nstanceType": "tl.micro",
"Net wor kl nterfaces": [],
"Placenent": {

"Tenancy": "default",
"GroupNarme": null,
"Avail abi lityZone": "us-west-2b"
H
"Hypervisor": "xen",
"Bl ockDevi ceMappi ngs": [
{
"Devi ceNane": "/dev/sdal",
"Ebs": {
"Status": "attached",
"Del eteOnTerm nation": true,
"Vol unel d": "vol -877166¢c8",
"AttachTine": "2013-07-19T02: 42: 39. 000Z"
}
}
1,
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"Architecture": "x86_64",

" St at eReason”: {
"Message": "pending",
"Code": "pending"

H

"Root Devi ceNane": "/dev/sdal",

"VirtualizationType": "hvni,

"Root Devi ceType": "ebs",
"Tags": |
{
"Val ue": "M/l nstance",
"Key": "Nane"
}
1,
"Am Launchl ndex": 0
}
]
}
EC2-VPC

The following command launches at 1. m cr o instance in the specified subnet:

$ aws ec2 run-instances --inmage-id am - XXXXXXXX --count 1 --instance-type
tl.mcro --key-name MyKeyPair --security-group-ids sg-XXXXXXXx --subnet-id
subnet - XXXXXXXX
{
"Ownerld": "123456789012",
"Reservationld": "r-5875ca20",
"Goups": [
{
"G oupNane": "ny-sg",
"Groupld": "sg-903004f 8"
}
]

nstances": |
{
"Monitoring": {
"State": "disabled"
}

"Publ i cDnsNanme": null,
"Platforni: "w ndows",
"State": {

"Code": 0,

"Name": "pending"
}
"EbsOptim zed": fal se,
"LaunchTine": "2013-07-19T02: 42: 39. 000Z",
"Privatel pAddress": "10.0.1.114",
"Product Codes": [],
"Vpcld": "vpc-la2b3c4d",
"I nstancel d": "i-5203422c",
"I magel d": "am -173d747e",
"Privat eDnsNane": ip-10-0-1-114.ec2.internal,
"KeyNane": "MyKeyPair",
"SecurityGoups": [
{

"G oupNane": "ny-sg",
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"Groupld": "sg-903004f 8"
}
]

i ent Token": null,
"Subnet | d": "subnet-6e7f829e",

"l nstanceType": "tl.micro",
"Net wor kl nterfaces": [
{
"Status": "in-use",

" Sour ceDest Check": true,

"Vpcld": "vpc-la2b3c4d",

"Description": "Primary network interface",
"Net wor kl nterfaceld": "eni-a7edblc9",
"Privat el pAddresses": [

{
"PrivateDnsNane": "ip-10-0-1-114.ec2.internal",
"Primary": true,
"Privatel pAddress": "10.0.1.114"
}
I,
"PrivateDnsNane": "ip-10-0-1-114.ec2.internal",
"Attachment": {
"Status": "attached",
"Devi cel ndex": O,
"Del eteOnTerm nation": true,
"Attachnentld": "eni-attach-52193138",
"AttachTine": "2013-07-19T02: 42: 39. 000"
b,
"Groups": [
{
"G oupNane": "ny-sg",
"Groupld": "sg-903004f8"
}
]

"Subnet | d": "subnet-6e7f829¢e",
"Ownerld": "123456789012",
"Privatel pAddress": "10.0.1.114"

}
]

our ceDest Check": true,
"Placenent": {

"Tenancy": "default",
"G oupNarme": null,
"Avail abi lityZone": "us-west-2b"
}s
"Hypervisor": "xen",
"Bl ockDevi ceMappi ngs": [
{
"Devi ceNane": "/dev/sdal",
"Ebs": {
"Status": "attached",
"Del eteOnTerm nation": true,
"Vol unel d": "vol -877166c¢c8",
"AttachTine": "2013-07-19T02: 42: 39. 000"
}
}
]

"Architecture": "x86_64",
" St at eReason”: {
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"Message": "pending",
"Code": "pending"
b
"Root Devi ceNane": "/dev/sdal",
"VirtualizationType": "hvni,

"Root Devi ceType": "ebs",
"Tags": |
{
"Val ue": "M/l nstance",
"Key": "Nane"
}

1,
"Am Launchl ndex": 0

Adding a Block Device Mapping to Your Instance

Each instance that you launch has an associated root device volume. You can use block device
mapping to specify additional EBS volumes or instance store volumes to attach to an instance when it's
launched.

To add a block device mapping to your instance, specify the - - bl ock- devi ce- mappi ngs option
when you use r un-i nst ances.

The following example adds a standard Amazon EBS volume, mapped to / dev/ sdf , that's 20 GB in
size.

- - bl ock- devi ce- mappi ngs "[{\"Devi ceNarme\":\"/dev/sdf\",\"Ebs\": {\" Vol uneSi ze
\":20,\"Del eteOnTerm nation\":fal se}}]"

The following example adds an Amazon EBS volume, mapped to / dev/ sdf , based on a snapshot.
When you specify a snapshot, it isn't necessary to specify a volume size, but if you do, it must be
greater than or equal to the size of the snapshot.

- - bl ock- devi ce- mappi ngs "[{\"Devi ceNanme\":\"/dev/sdf\",\"Ebs\": {\"Snapshot|d
\ "\ "snap- xxxxxxxx\"}}1"

The following example adds two instance store volumes. Note that the number of instance store
volumes available to your instance depends on its instance type.

- - bl ock-devi ce- mappi ngs "[{\"Devi ceNarme\":\"/dev/sdf\",\"Virtual Narme
\":\"epheneral O\"}, {\"Devi ceNanme\ ":\"/dev/sdg\",\"Virtual Nane\":
\"epheneral 1\"}]"

The following example omits a mapping for a device specified by the AMI used to launch the instance
(/ dev/ sdj ):

- - bl ock- devi ce- mappi ngs "[{\"Devi ceName\":\"/dev/sdj\",\"NoDevice\":\"\"}]"

For more information, see Block Device Mapping in the Amazon EC2 User Guide for Linux Instances.

Adding a Name Tag to Your Instance

To add the tag Nane=MyI nst ance to your instance, use the create-tags command as follows:
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$ aws ec2 create-tags --resources i-xxxxxxxx --tags Key=Nane, Val ue=MyI nst ance

For more information, see Tagging Your Resources in the Amazon EC2 User Guide for Linux
Instances.

Connecting to Your Instance

While your instance is running, you can connect to it and use it just as you'd use a computer sitting in
front of you. For more information, see Connect to Your Amazon EC2 Instance in the Amazon EC2
User Guide for Linux Instances.

Listing Your Instances

You can use the AWS CLI to list your instances and view information about them. You can list all your
instances, or filter the results based on the instances that you're interested in.

Note
Before you try the example commands, set your default credentials.

The following examples show how to use the describe-instances command.
Example 1: List the instances with the specified instance type

The following command lists your nmil. smal | instances.

$ aws ec2 describe-instances --filters "Nanme=i nstance-type, Val ues=ni. snal | "

Example 2: List the instances launched using the specified images

The following command lists your instances that were launched from the following AMls: ami -
x0123456, am - y0123456, and ani - z0123456.

$ aws ec2 describe-instances --filters "Name=i mage-id, Val ues=am -
x0123456, am - y0123456, anmi - z0123456"

Terminating Your Instance

Terminating an instance effectively deletes it; you can't reconnect to an instance after you've
terminated it. As soon as the state of the instance changes to shut t i ng- down or t er m nat ed, you
stop incurring charges for that instance.

When you are finished with the instance, use the terminate-instances command as follows:

$ aws ec2 term nate-instances --instance-ids i-5203422c
{
"Term nati ngl nstances": |
{
"I nstancel d": "i-5203422c",
"CurrentState": {
"Code": 32,
"Name": "shutting-down"
b,
"PreviousState": {
"Code": 16,
"Name": "running"
}
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For more information, see Terminate Your Instance in the Amazon EC2 User Guide for Linux
Instances.

Using Amazon Glacier with the AWS Command
Line Interface

You can upload a large file to Amazon Glacier by splitting it into smaller parts and uploading them from
the command line. This topic describes the process of creating a vault, splitting a file, and configuring
and executing a multipart upload to Amazon Glacier with the AWS CLI.

Note

This tutorial uses several command line tools that typically come pre-installed on Unix-like
operating systems including Linux and OS X. Windows users can use the same tools by
installing Cygwin and running the commands from the Cygwin terminal. Windows native
commands and utilities that perform the same functions are noted where available.

Topics
¢ Create an Amazon Glacier Vault (p. 66)
¢ Prepare a File for Uploading (p. 66)
« Initiate a Multipart Upload and Upload Files (p. 67)
¢ Complete the Upload (p. 68)

Create an Amazon Glacier Vault

Create a vault with the aws gl aci er creat e-vault command. The following command creates a
vault named nyvaul t .

$ aws gl acier create-vault --account-id - --vault-name nyvaul t
{
"l ocation": "/123456789012/vaul ts/ nyvaul t"
}
Note
All glacier commands require an account ID parameter. Use a hyphen to specify the current
account.

Prepare a File for Uploading

Create a file for the test upload. The following commands create a file that contains exactly 3 MiB (3 x
1024 x 1024 bytes) of random data.

Linux, OS X, or Unix

$ dd i f=/dev/urandom of =l argefil e bs=3145728 count =1
1+0 records in
1+0 records out
3145728 bytes (3.1 MB) copied, 0.205813 s, 15.3 MB/s
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dd is a utility that copies a number of bytes from an input file to an output file. The above example
uses the device file / dev/ ur andomas a source of random data. f suti | performs a similar function in
Windows:

Windows

C\tenp>fsutil file createnew |largefile 3145728
File C\tenp\largefile is created

Next, split the file into 1 MiB (1048576 byte) chunks.

$ split --bytes=1048576 --verbose largefile chunk
creating file "chunkaa'
creating file "chunkab'
creating file "chunkac'

Note
HJ-Split is a free file splitter for Windows and many other platforms.

Initiate a Multipart Upload and Upload Files

Create a multipart upload in Amazon Glacier by using the aws gl acier initiate-nultipart-
upl oad command.

$ aws glacier initiate-multipart-upload --account-id - --archive-description
"mul tipart upload test" --part-size 1048576 --vault-name nyvaul t
{
"upl oadl d": " 19gaRez EXAMPLES6Ry5YYdqt hHOC kGRCTO3L9yet r 220UnPt BYKk-
CssZt LqyFu7sYl | R7vgFuJV6Nt cV5zpsJ",
"l ocation": "/123456789012/vaul ts/ nyvault/multipart-
upl oads/ 19gaRezEXAMPLES6Ry5YYdqt hHOC_kGRCT03L9yet r 220UnPt BYKK-

GCssZt LqyFu7sYl_| R7vgFuJV6Nt cV5zpsJ”
}

Amazon Glacier requires the size of each part in bytes (1 MiB in this example), your vault name, and
an account ID in order to configure the multipart upload. The AWS CLI outputs an upload ID when the
operation is complete. Save the upload ID to a shell variable for later use.

Linux, OS X, or Unix

$ UPLOADI D="19gaRezEXAMPLES6Ry5YYdqt hHOC kGRCTO3L9yet r 220UnPt BYKk-
OGssZt LqyFu7sYl | R7vgFuJV6Nt cV5zpsJ”

Windows

C. \tenp> set UPLQADI D="19gaRezEXAMPLES6Ry5YYdqt hHOC kGRCTO3L9yet r 220UnPt BYKk-
CssZt LqyFu7sYl_| R7vgFuJV6Nt cV5zpsJ*”

Next, use the aws gl aci er upl oad-nul ti part-part command to upload each part.

$ aws gl aci er upload-nultipart-part --upload-id $UPLOADI D --body chunkaa --
range 'bytes 0-1048575/*' --account-id - --vault-nanme nmyvault

{
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"checksunt':
"elf 2a7cd6e047f a606f e2f 0280350f 69b9f 8cf a602097a9a026360a7edc1f 553"
}
$ aws gl acier upload-nultipart-part --upload-id $UPLOADI D --body chunkab --
range 'bytes 1048576-2097151/*' --account-id - --vault-nanme nmyvaul t
{
"checksunt':
"elf 2a7cd6e047f a606f e2f 0280350f 69b9f 8cf a602097a9a026360a7edc1f 553"
}
$ aws gl aci er upload-nultipart-part --upload-id $UPLOADI D --body chunkac --
range 'bytes 2097152-3145727/*' --account-id - --vault-nanme nyvaul t
{
"checksunt':
"elf 2a7cd6e047f a606f e2f 0280350f 69b9f 8cf a602097a9a026360a7edc1f 553"
}

Note
The above example uses the dollar sign ("$") to dereference the UPLOADI D shell variable. On
the Windows command line, use two percent signs (i.e. %4JPLQOADI D%).

You must specify the byte range of each part when you upload it so it can be reassembled in the
proper order by Amazon Glacier. Each piece is 1048576 bytes, so the first piece occupies bytes
0-1048575, the second 1048576-2097151, and the third 2097152-3145727.

Complete the Upload

Amazon Glacier requires a tree hash of the original file in order to confirm that all of the uploaded
pieces reached AWS intact. To calculate a tree hash, you split the file into 1 MiB parts and calculate a
binary SHA-256 hash of each piece. Then you split the list of hashes into pairs, combine the two binary
hashes in each pair, and take hashes of the results. Repeat this process until there is only one hash
left. If there is an odd number of hashes at any level, promote it to the next level without modifying it.

The key to calculating a tree hash correctly when using command line utilities is to store each hash in
binary format and only convert to hexadecimal at the last step. Combining or hashing the hexadecimal
version of any hash in the tree will cause an incorrect result.

Note
Windows users can use the t ype command in place of cat . OpenSSL is available for
Windows at OpenSSL.org.

To calculate a tree hash

1. Split the original file into 1 MiB parts if you haven't already.

$ split --bytes=1048576 --verbose largefile chunk
creating file "chunkaa'
creating file ~chunkab’
creating file ~chunkac’

2. Calculate and store the binary SHA-256 hash of each chunk.

$ openssl dgst -sha256 -binary chunkaa > hashl
$ openssl dgst -sha256 -binary chunkab > hash2
$ openssl dgst -sha256 -binary chunkac > hash3

3. Combine the first two hashes and take the binary hash of the result.

$ cat hashl hash2 > hashi2
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$ openssl dgst -sha256 -binary hashl2 > hashl2hash

4. Combine the parent hash of chunks aa and ab with the hash of chunk ac and hash the result, this
time outputing hexadecimal. Store the result in a shell variable.

$ cat hashl2hash hash3 > hash123
$ openssl dgst -sha256 hash123
SHA256( hash123) =
9628195f cdbcbbe76cdde932d4646f a7de5f 219f b39823836d81f OccOel8aab7
$ TREEHASH=9628195f cdbcbbe76cdde932d4646f a7de5f 219f b39823836d81f 0ccOel8aab7,

Finally, complete the upload with the aws gl aci er conpl ete-nul ti part-upl oad command.
This command takes the original file's size in bytes, the final tree hash value in hexadecimal, and your
account ID and vault name.

$ aws gl acier conplete-nmultipart-upload --checksum $TREEHASH - - ar chi ve- si ze
3145728 --upload-id $UPLOADI D --account-id - --vault-name nyvaul t

{
"archiveld": "d3AbWAEOYElntf _f1 1j PGB2F8xzbMEEZnT Al LGAAONIAz05QdP-
N83MKgd96Unspoa5H5I | t WK- sk8- @S0Zhwsy G u9- R-
kwMlUy S1dSBI ngPPV EbeFf qDSav053r U7FvVLHf Rc6hg”,
"checksunt':
" 9628195f cdbcbbe76cdde932d4646f a7de5f 219f b39823836d81f OccOel8aab7",
"l ocation": "/123456789012/vaul t s/ nyvaul t/ ar chi ves/
d3AbWHEOYELn6f _f | 1j PGB2F8xzbMEEZnT Al LGAAONI Az 05QdP- N83MKgd96Unspoa5HS5! | t VK-
sK8- QS0ZhwsyG u9- R- kwW\lUy S1dSBI ngPPVWkEbeFf qDSav053r U7FvVLHf Rc6hg™

}

You can also check the status of the vault using aws gl aci er descri be-vaul t:

$ aws gl acier describe-vault --account-id - --vault-nane nyvault
{
"Sizel nBytes": 3178496,
"Vaul t ARN': "arn:aws: gl aci er: us-west-2;: 123456789012: vaul t s/ nyvaul t",
"Lastl nventoryDate": "2015-04-07T00: 26: 19. 028Z2",
"Nurmber OF Ar chi ves": 1,
"CreationDate": "2015-04-06T21: 23: 45.7082",
"Vaul t Nane": "nyvaul t"

It is now safe to remove the part and hash files you created:

$ rm chunk* hash*

For more information on multipart uploads, see Uploading Large Archives in Parts and Computing
Checksums in the Amazon Glacier Developer Guide.

AWS ldentity and Access Management from the
AWS Command Line Interface

This section describes some common tasks related to AWS Identity and Access Management (IAM)
and how to perform them using the AWS Command Line Interface.
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The commands shown here assume that you have set default credentials and a default region.

Topics
¢ Create New IAM Users and Groups (p. 70)
¢ Set an IAM Policy for an IAM User (p. 71)
¢ Set an Initial Password for an IAM User (p. 72)
¢ Create Security Credentials for an IAM User (p. 72)

Create New IAM Users and Groups

This section describes how to create a new IAM group and a new IAM user and then add the user to
the group.

To create an IAM group and add a new IAM user to it

1. First, use the cr eat e- gr oup command to create the group.

$ aws i am create-group --group-name Myl and oup

{
"Group": {
"G oupNane": "Ml anmG oup”,
"CreateDate": "2012-12-20T03: 03: 52.8342",
"Groupld": "AKI Al 44QH8DHBEXAMPLE" ,
"Arn": "arn:aws:iam:123456789012: gr oup/ Myl antGr oup",
"Path": "/"
}
}

2. Next, use the cr eat e- user command to create the user.

$ aws i am create-user --user-name MyUser

{
"User": {
"User Nane": "MyUser",
"Path": "/",
"CreateDate": "2012-12-20T03:13:02.5812",
"Userld": "AKI Al OSFODNN7EXAMPLE",
"Arn": "arn:aws:iam:123456789012: user/ MyUser"
}
}

3. Finally, use the add- user - t o- gr oup command to add the user to the group.

$ aws i am add-user-to-group --user-nanme MyUser --group-nane Myl anG oup

4. To verify that the Myl amG oup group contains the MyUser , use the get - gr oup command.

$ aws i am get-group --group-namre Myl am& oup
{
"G oup": {
"G oupNane": "M/l anG oup",
"CreateDate": "2012-12-20T03:03:522",
"Groupld": "AKI Al 44QH8DHBEXAMPLE",
"Arn": "arn:aws:iam:123456789012: gr oup/ Myl an(Gr oup",
"Path": "/"

70




AWS Command Line Interface User Guide
Set an IAM Policy for an IAM User

}

ers": [

{
"User Nane": "MyUser",
"Path": "/",
"CreateDate": "2012-12-20T03:13: 022",
"Userld": "AKI Al OSFODNN7EXAMPLE",
"Arn": "arn:aws:iam:123456789012: user/ MyUser"

}

]

sTruncated": "false"

You can also view IAM users and groups with the AWS Management Console.

Set an IAM Policy for an IAM User

The following commands show how to assign an IAM policy to an IAM user. The policy specified
here provides the user with "Power User Access". This policy is identical to the Power User
Access policy template provided in the IAM console. In this example, the policy is saved to a file,
MyPol i cyFil e.json:

{
"Version": "2012-10-17",
"Statenment": [
"Effect": "Alow',
"Not Action": "iam*",
"Resource": "*"
}
]
}

To specify the policy, use the put - user - pol i cy command.

$ aws iam put-user-policy --user-name MyUser --policy-name MyPowerUserRol e --
pol i cy-docunment file://C \Tenp\MPolicyFile.json

Verify the policy has been assigned to the user with the | i st - user - pol i ci es command.

$ aws iamlist-user-policies --user-nane MyUser

{
"PolicyNanes": [
" MyPower User Rol e"
1,
"IsTruncated": "false"
}

Additional Resources

For more information, see Resources for Learning About Permissions and Policies. This topic provides
links to an overview of permissions and policies and links to examples of policies for accessing
Amazon S3, Amazon EC2, and other services.
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Set an Initial Password for an IAM User

The following example demonstrates how to use the cr eat e- | ogi n- pr of i | e command to set an
initial password for an 1AM user.

$ aws iamcreate-login-profile --user-name MyUser --password My!
User 1Logi n8P@swor d
{
"Logi nProfile": {
"User Nane": "MUser",
"CreateDate": "2013-01-02T21:10: 54. 339Z",
"Must ChangePassword": "fal se"
}
}

Use the updat e- | ogi n- profi | e command to update the password for an IAM user.

Create Security Credentials for an IAM User

The following example uses the cr eat e- access- key command to create security credentials for an
IAM user. A set of security credentials comprises an access key ID and a secret key. Note that an IAM
user can have no more than two sets of credentials at any given time. If you attempt to create a third
set, the cr eat e- access- key command will return a "LimitExceeded" error.

$ aws iam create-access-key --user-name MyUser
{
"AccessKey": {
"Secret AccessKey": "je7M Gbd wBF/ 2Zp9Ut k/ h3yCo8nvbEXAMPLEKEY" ,
"Status": "Active",
"CreateDate": "2013-01-02T22:44:12.897Z",
"User Nane": "MUser",
"AccessKeyl d": " AKI Al 44QH8DHBEXAMPLE"
}
}

Use the del et e- access- key command to delete a set of credentials for an IAM user. Specify which
credentials to delete by using the access key ID.

$ aws iam del et e-access-key --user-name MyUser --access-key-id
AKI Al 44QH8 DHBEXAMPLE

Using Amazon S3 with the AWS Command Line
Interface

The AWS CLI provides two tiers of commands for accessing Amazon S3.

¢ The first tier, named s3, consists of high-level commands for frequently used operations, such as
creating, manipulating, and deleting objects and buckets.

¢ The second tier, named s3api, exposes all Amazon S3 operations, including modifying a bucket
access control list (ACL), using cross-origin resource sharing (CORS), or logging policies. It allows
you to carry out advanced operations that may not be possible with the high-level commands alone.
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To get a list of all commands available in each tier, use the hel p argument with the aws s3 or aws
s3api commands:

$ aws s3 help

or

$ aws s3api help

Note

The AWS CLI supports copying, moving, and syncing from Amazon S3 to Amazon S3. These
operations use the service-side COPY operation provided by Amazon S3: Your files are kept
in the cloud, and are not downloaded to the client machine, then back up to Amazon S3.
When operations such as these can be performed completely in the cloud, only the bandwidth
necessary for the HTTP request and response is used.

For examples of Amazon S3 usage, see the following topics in this section.

Topics
¢ Using High-Level s3 Commands with the AWS Command Line Interface (p. 73)
¢ Using API-Level (s3api) Commands with the AWS Command Line Interface (p. 78)

Using High-Level s3 Commands with the AWS
Command Line Interface

This section describes how you can manage Amazon S3 buckets and objects using high-level aws s3
commands.

Managing Buckets

High-level aws s3 commands support commonly used bucket operations, such as creating, removing,
and listing buckets.

Creating Buckets

Use the aws s3 nb command to create a new bucket. Bucket names must be unique and should be
DNS compliant. Bucket names can contain lowercase letters, numbers, hyphens and periods. Bucket
names can only start and end with a letter or number, and cannot contain a period next to a hyphen or
another period.

$ aws s3 nb s3://bucket-nane

Removing Buckets

To remove a bucket, use the aws s3 rb command.

$ aws s3 rb s3://bucket-nane

By default, the bucket must be empty for the operation to succeed. To remove a non-empty bucket,
you need to include the - - f or ce option.
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$ aws s3 rb s3://bucket-nane --force

This will first delete all objects and subfolders in the bucket and then remove the bucket.

Note
If you are using a versioned bucket that contains previously deleted—but retained—objects,
this command will not allow you to remove the bucket.

Listing Buckets

To list all buckets or their contents, use the aws s3 | s command. Here are some examples of
common usage.

The following command lists all buckets.

$ aws s3 Is

CreationTi ne Bucket
2013-07-11 17:08: 50 ny-bucket
2013-07-24 14:55: 44 ny-bucket 2

The following command lists all objects and folders (prefixes) in a bucket.

$ aws s3 |Is s3://bucket-nane
Bucket: my-bucket

Prefi x:
Last WiteTi ne Lengt h Nane
PRE pat h/
2013-09-04 19:05: 48 3 MFilel. txt

The following command lists the objects in bucket - nane/pat h (in other words, objects in bucket -
nane filtered by the prefix pat h).

$ aws s3 |s s3://bucket-nane/path
Bucket: my-bucket
Prefix: path/

Last Wi teTi ne Lengt h Nane

2013-09-06 18:59:32 3 MyFile2. txt

Managing Objects

The high-level aws s3 commands make it convenient to manage Amazon S3 objects as well. The
object commands include aws s3 cp,aws s3 Is,aws s3 nv,aws s3 rmandsync. Thecp,Is,
mv, and r mcommands work similarly to their Unix counterparts and enable you to work seamlessly
across your local directories and Amazon S3 buckets. The sync command synchronizes the contents
of a bucket and a directory, or two buckets.

Note

All high-level commands that involve uploading objects into an Amazon S3 bucket (aws s3
cp,aws s3 nmv,and aws s3 sync) automatically perform a multipart upload when the object
is large.
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Failed uploads cannot be resumed when using these commands. If the multipart upload fails
due to a timeout or is manually cancelled by pressing CTRL+C, the AWS CLI cleans up any
files created and aborts the upload. This process can take several minutes.

If the process is interrupted by a kill command or system failure, the in-progress multipart
upload remains in Amazon S3 and must be cleaned up manually in the AWS Management
Console or with the s3api abort-multipart-upload command.

The cp, nv, and sync commands include a - - gr ant s option that can be used to grant permissions
on the object to specified users or groups. You set the - - gr ant s option to a list of permissions using
following syntax:

--grants Perm ssion=G antee_Type=Gantee_I D
[ Permi ssi on=Grantee_Type=Grantee_ID ...]

Each value contains the following elements:

* Perm ssi on — Specifies the granted permissions, and can be setto r ead, r eadacl , wi t eacl , or
full.

e Grant ee_Type — Specifies how the grantee is to be identified, and can be setto uri ,
emai | addr ess, ori d.

¢ G ant ee_| D— Specifies the grantee based on Gr ant ee_Type.
e uri —The group's URI. For more information, see Who Is a Grantee?
* enui | addr ess — The account's email address.
e i d—The account's canonical ID.

For more information on Amazon S3 access control, see Access Control.

The following example copies an object into a bucket. It grants r ead permissions on the object to
everyone and f ul | permissions (r ead, r eadacl , and wr i t eacl ) to the account associated with
user @xanpl e. com

$ aws s3 cp file.txt s3://ny-bucket/ --grants read=uri=http://
acs. amazonaws. com groups/ gl obal / Al | Users ful | =emai | addr ess=user @xanpl e. com

To specify a non-default storage class (REDUCED REDUNDANCY or STANDARD _| A) for objects that you
upload to Amazon S3, use the - - st or age- cl ass option:

$ aws s3 cp file.txt s3://ny-bucket/ --storage-class REDUCED REDUNDANCY

The sync command has the following form. Possible source-target combinations are:

¢ Local file system to Amazon S3
¢ Amazon S3 to local file system
* Amazon S3 to Amazon S3

$ aws s3 sync <source> <target> [--options]

The following example synchronizes the contents of an Amazon S3 folder named path in my-bucket
with the current working directory. s3 sync updates any files that have a different size or modified
time than files with the same name at the destination. The output displays specific operations
performed during the sync. Notice that the operation recursively synchronizes the subdirectory
MySubdirectory and its contents with s3://my-bucket/path/MySubdirectory.

75



http://docs.aws.amazon.com/cli/latest/reference/s3api/abort-multipart-upload.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/ACLOverview.html#SpecifyingGrantee
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingAuthAccess.html

AWS Command Line Interface User Guide
Using High-Level Amazon S3 Commands

$ aws s3 sync . s3://ny-bucket/path

upl oad: MySubdirectory\ MyFil e3.txt to s3://my-bucket/path/ MySubdi rectory/
MyFi | e3. t xt

upl oad: MyFile2.txt to s3://ny-bucket/path/ M/File2.txt

upl oad: MyFilel.txt to s3://ny-bucket/path/ MFilel.txt

Normally, sync only copies missing or outdated files or objects between the source and target.
However, you may supply the - - del et e option to remove files or objects from the target not present in
the source.

The following example, which extends the previous one, shows how this works.

// Delete local file
$ rm./MFilel.txt

/1 Attenpt sync without --delete option - nothing happens
$ aws s3 sync . s3://ny-bucket/path

/1 Sync with deletion - object is deleted from bucket
$ aws s3 sync . s3://ny-bucket/path --delete
del ete: s3://ny-bucket/path/ MyFil el.txt

/1 Del ete object from bucket
$ aws s3 rm s3://ny-bucket/ path/ MySubdi rectory/ MyFi | e3. t xt
del ete: s3://ny-bucket/ path/ MySubdirectory/ MyFi |l e3. t xt

/1 Sync with deletion - local file is deleted
$ aws s3 sync s3://ny-bucket/path . --delete
del ete: MySubdirectory\ MFil e3. txt

/1 Sync with I nfrequent Access storage class
$ aws s3 sync . s3://ny-bucket/path --storage-class STANDARD | A

The - - excl ude and - - i ncl ude options allow you to specify rules to filter the files or objects to
be copied during the sync operation. By default, all items in a specified directory are included in the
sync. Therefore, - - i ncl ude is only needed when specifying exceptions to the - - excl ude option
(for example, - - i ncl ude effectively means "don't exclude"). The options apply in the order that is
specified, as demonstrated in the following example.

Local directory contains 3 files:

MyFi | el. t xt
MFile2. rtf
MyFi | e88. t xt

$ aws s3 sync . s3://ny-bucket/path --exclude '*.txt

upl oad: MyFile2.rtf to s3://ny-bucket/path/ MyFile2.rtf

$ aws s3 sync . s3://ny-bucket/path --exclude '*.txt' --include ' MFile*.txt
upl oad: MyFilel.txt to s3://ny-bucket/path/ M/Filel.txt

upl oad: MyFile88.txt to s3://nmy-bucket/path/ MyFil e88.t xt

upl oad: MyFile2.rtf to s3://ny-bucket/path/ MyFile2.rtf

$ aws s3 sync . s3://ny-bucket/path --exclude '*.txt' --include ' MFile*.txt
--exclude ' MFile?. txt'

upl oad: MyFile2.rtf to s3://ny-bucket/path/ MyFile2.rtf

upl oad: MyFil e88.txt to s3://nmy-bucket/path/ MyFil e88.t xt
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The - - excl ude and - - i ncl ude options can also filter files or objects to be deleted during a sync
operation with the - - del et e option. In this case, the parameter string must specify files to be
excluded from, or included for, deletion in the context of the target directory or bucket. The following
shows an example.

Assune | ocal directory and s3://ny-bucket/path currently in sync and each
contains 3 files:

MyFi | el. t xt
MFile2. rtf
MyFi | e88. t xt

/!l Delete local .txt files
$ rm*.txt

/1 Sync with delete, excluding files that match a pattern. M/File88.txt is
del eted, while renmote MyFilel.txt is not.

$ aws s3 sync . s3://nmy-bucket/path --delete --exclude 'ny-bucket/path/
M/Fi | e?. t xt'

del ete: s3://ny-bucket/ path/ MyFil e88. t xt

/1 Delete MyFile2.rtf

$ aws s3 rms3://ny-bucket/path/ MyFile2. rtf

/1 Sync with delete, excluding MyFile2.rtf - local file is NOT del eted
$ aws s3 sync s3://ny-bucket/path . --delete --exclude './MWFile2. rtf"
downl oad: s3://my-bucket/path/ MyFilel.txt to MyFilel.txt

/1 Sync with delete, local copy of MyFile2.rtf is deleted

$ aws s3 sync s3://ny-bucket/path . --delete

delete: MyFile2.rtf

The sync command also accepts an - - acl option, by which you may set the access permissions for
files copied to Amazon S3. The option accepts pri vat e, publ i c-read, and public-read-wite
values.

$ aws s3 sync . s3://ny-bucket/path --acl public-read

As previously mentioned, the s3 command set includes cp, nv, | s, and r m and they work in similar
ways to their Unix counterparts. The following are some examples.

/1 Copy MyFile.txt in current directory to s3://my-bucket/path
$ aws s3 cp MyFile.txt s3://my-bucket/path/

/1 Move all .jpg files in s3://nmy-bucket/path to ./MDirectory
$ aws s3 nv s3://ny-bucket/path ./MDirectory --exclude '*' --include '*.jpg'
--recursive

/1 List the contents of my-bucket
$ aws s3 |s s3://ny-bucket

/1 List the contents of path in ny-bucket
$ aws s3 |Is s3://ny-bucket/path

/1 Delete s3://ny-bucket/path/ M/File.txt
$ aws s3 rms3://ny-bucket/path/ MyFile.txt

/1 Delete s3://ny-bucket/path and all of its contents
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$ aws s3 rms3://ny-bucket/path --recursive

When the - - r ecur si ve option is used on a directory/folder with cp, mv, or r m the command walks
the directory tree, including all subdirectories. These commands also accept the - - excl ude, - -
i ncl ude, and - - acl options as the sync command does.

Using API-Level (s3api) Commands with the AWS
Command Line Interface

The API-level commands (contained in the s3api command set) provide direct access to the Amazon
S3 APIs and enable some operations not exposed in the high-level commands. This section describes
the API-level commands and provides a few examples. For more Amazon S3 examples, see the s3api
command-line reference and choose an available command from the list.

Custom ACLs

With high-level commands, you can use the - - acl option to apply pre-defined access control lists
(ACLs) on Amazon S3 objects, but you cannot set bucket-wide ACLs. You can do this with the API-
level command, put - bucket - acl . The following example grants full control to two AWS users
(userl@example.com and user2@example.com) and read permission to everyone.

$ aws s3api put-bucket-acl --bucket MyBucket --grant-full-control
" emui | addr ess="user 1@xanpl e. cont', emai | addr ess="user 2@xanpl e. conf’’ --grant-
read 'uri="http://acs.amazonaws. con groups/ gl obal / Al | Users"’

For details about custom ACLs, see PUT Bucket acl. The s3api ACL commands, such as put -
bucket - acl , use the same shorthand argument notation.

Logging Policy

The API command put - bucket - | oggi ng configures bucket logging policy. The following example
sets the logging policy for MyBucket. The AWS user user@example.com will have full control over the
log files, and all users will have access to them. Note that the put - bucket - acl command is required
to grant Amazon S3's log delivery system the necessary permissions (write and read-acp).

$ aws s3api put-bucket-acl --bucket MyBucket --grant-wite 'URI ="http://

acs. amazonaws. cont gr oups/ s3/ LogDel i very"' --grant-read-acp 'URI="http://

acs. amazonaws. coni gr oups/ s3/ LogDel i very"'

$ aws s3api put-bucket-1ogging --bucket MyBucket --bucket-| oggi ng-status
file://1ogging.json

logging.json

{
"Loggi ngEnabl ed": {
"Tar get Bucket": "MBucket",
"Target Prefix": "MBucketLogs/",
"TargetGrants": [
{
"Grantee": {
"Type": "AmazonCustonerByEmail",
"Emai | Address": "user @xanpl e. conf
b,
"Perm ssion": "FULL_CONTROL"
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{
"Grantee": {
"Type": "G oup"”,
"URI": "http://acs.anazonaws. coni groups/ gl obal / Al | User s"
H
"Perm ssion": "READ'
}
]
}
}

Using the AWS Command Line Interface with
Amazon SNS

This section describes some common tasks related to Amazon Simple Notification Service (Amazon
SNS) and how to perform them using the AWS Command Line Interface.

Topics
¢ Create a Topic (p. 79)
¢ Subscribe to a Topic (p. 79)
¢ Publish to a Topic (p. 80)
¢ Unsubscribe from a Topic (p. 80)
¢ Delete a Topic (p. 80)

Create a Topic

The following command creates a topic named ny-t opi c:

$ aws sns create-topic --name ny-topic

{
}

"Topi CArn": "arn:aws:sns: us-west-2:123456789012: ny-t opi c"

Make a note of the Topi cAr n, which you will use later to publish a message.

Subscribe to a Topic

The following command subscribes to a topic using the email protocol and an email address for the
notification endpoint:

$ aws sns subscribe --topic-arn arn: aws: sns: us-west -2: 123456789012: ny-t opi c
--protocol emmil --notification-endpoint email usernane@xanpl e. com
{
"Subscri ptionArn": "pending confirnmation”
}

An email message will be sent to the email address listed in the subscribe command. The email
message will have the following text:
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You have chosen to subscribe to the topic:

arn: aws: sns: us-west - 2: 123456789012: ny-topi c

To confirmthis subscription, click or visit the following link (If this was
in error no action is necessary):

Confirm subscription

After clicking Confirm subscription, a "Subscription confirmed!" notification message should appear
in your browser with information similar to the following:

Subscri ption confirmed!

You have subscri bed emmil user name@xanpl e.comto the topic:ny-topic.
Your subscription's id is:

arn: aws: sns: us-west - 2: 123456789012: ny-t opi c: 1328f 057-

de93- 4c15- 512e- 8bh2268dh8c4

If it was not your intention to subscribe, click here to unsubscri be.

Publish to a Topic

The following command publishes a message to a topic:

$ aws sns publish --topic-arn arn:aws: sns: us-west-2:123456789012: ny-topic --
nmessage "Hello World!"

{
}

"Messagel d": "4e41661d- 5eec- 5ddf - 8dab- 2c867a709bab"

An email message with the text "Hello World!" will be sent to emailusername@example.com

Unsubscribe from a Topic

The following command unsubscribes from a topic:

$ aws sns unsubscribe --subscription-arn arn:aws: sns: us-
west - 2: 123456789012: my- t opi c: 1328f 057- de93- 4c15- 512e- 8bb2268db8c4

To verify the unsubscription to the topic, type the following:

$ aws sns list-subscriptions

Delete a Topic

The following command deletes a topic:

$ aws sns delete-topic --topic-arn arn:aws: sns: us-west-2:123456789012: ny-
topic

To verify the deletion of the topic, type the following:
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$ aws sns list-topics

Using Amazon Simple Workflow Service with the
AWS Command Line Interface

You can access features of Amazon Simple Workflow Service (Amazon SWF) using the AWS CLI.
For a list of commands and how to work with domains in Amazon SWF, see the following topics.

Topics
¢ List of Amazon SWF Commands by Category (p. 81)
¢ Working with Amazon SWF Domains Using the AWS Command Line Interface (p. 83)

List of Amazon SWF Commands by Category

This section lists the reference topics for Amazon SWF commands in the AWS CLI. The commands
here are listed by functional category.

For an alphabetic list of commands, see the Amazon SWF section of the AWS Command Line
Interface Reference, or use the following command.

$ aws swf help

To get help for a particular command, use the hel p directive after the command name. The following
shows an example.

$ aws swf register-domain help

Topics
« Commands Related to Activities (p. 81)
¢« Commands Related to Deciders (p. 82)
< Commands Related to Workflow Executions (p. 82)
¢« Commands Related to Administration (p. 82)
« Visibility Commands (p. 83)

Commands Related to Activities

Activity workers use pol | -for-acti vity-task to get new activity tasks. After a worker receives an
activity task from Amazon SWF, it performs the task and responds using r espond- acti vi ty-t ask-
conpl et ed if successful or r espond- acti vi ty-task-fail ed if unsuccessful.

The following are commands that are performed by activity workers.

¢ poll-for-activity-task

¢ respond-activity-task-completed
¢ respond-activity-task-failed

¢ respond-activity-task-canceled
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¢ record-activity-task-heartbeat

Commands Related to Deciders

Deciders use pol | - f or - deci si on-t ask to get decision tasks. After a decider receives a decision
task from Amazon SWF, it examines its workflow execution history and decides what to do next. It calls
respond- deci si on-t ask- conpl et ed to complete the decision task and provides zero or more next
decisions.

The following are commands that are performed by deciders.

¢ poll-for-decision-task
¢ respond-decision-task-completed

Commands Related to Workflow Executions

The following commands operate on a workflow execution.

* request-cancel-workflow-execution
 start-workflow-execution

¢ signal-workflow-execution

e terminate-workflow-execution

Commands Related to Administration

Although you can perform administrative tasks from the Amazon SWF console, you can use the
commands in this section to automate functions or build your own administrative tools.

Activity Management

¢ register-activity-type

¢ deprecate-activity-type
Workflow Management

 register-workflow-type
¢ deprecate-workflow-type

Domain Management
¢ register-domain

¢ deprecate-domain

For more information and examples of these domain management commands, see Working with
Amazon SWF Domains Using the AWS Command Line Interface (p. 83).

Workflow Execution Management

 request-cancel-workflow-execution
 terminate-workflow-execution
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Visibility Commands

Although you can perform visibility actions from the Amazon SWF console, you can use the commands
in this section to build your own console or administrative tools.

Activity Visibility
« list-activity-types
¢ describe-activity-type

Workflow Visibility

« list-workflow-types
¢ describe-workflow-type

Workflow Execution Visibility

« describe-workflow-execution

« list-open-workflow-executions

« list-closed-workflow-executions

¢ count-open-workflow-executions
¢ count-closed-workflow-executions
¢ get-workflow-execution-history

Domain Visibility

¢ list-domains
¢ describe-domain

For more information and examples of these domain visibility commands, see Working with Amazon
SWF Domains Using the AWS Command Line Interface (p. 83).

Task List Visibility

¢ count-pending-activity-tasks
¢ count-pending-decision-tasks

Working with Amazon SWF Domains Using the
AWS Command Line Interface

This section describes how to perform common Amazon SWF domain tasks using the AWS CLI.

Topics
e Listing Your Domains (p. 84)
¢ Getting Information About a Domain (p. 85)
¢ Registering a Domain (p. 85)
¢ Deprecating a Domain (p. 86)
¢ See Also (p. 87)
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Listing Your Domains

To list the Amazon SWF domains that you have registered for your account, you can use swf | i st -
donmi ns. There is only one required parameter: - - r egi st rat i on- st at us, which you can set to
either REG STERED or DEPRECATED.

Here's a minimal example:

$ aws swf |ist-domains --registration-status REG STERED

{
"domai nl nfos": [
{
"status": "REG STERED',
"name": " Exanpl eDomai n"
I8
{
"status": "REG STERED',
"name": "nytest"
}
]
}
Note

For an example of using DEPRECATED, see Deprecating a Domain (p. 86). As you might
guess, it returns any deprecated domains you have.

Setting a Page Size to Limit Results

If you have many domains, you can set the - - maxi mum page- si ze parameter to limit the number of
results returned. If you get more results than the maximum number that you specified, you will receive
a next PageToken that you can send to the next call to | i st - domai ns to retrieve additional entries.

Here's an example of using - - maxi num page- si ze:

$ aws swf list-donmins --registration-status REQJ STERED - - maxi num page-si ze 1

{

"domai nl nfos": |

{
"status": "REG STERED',

"name": " Exanpl eDomai n"
}
1.
"next PageToken": " ANeXAMPLEt OKENi SpRETTYl ONG=="

Note
The next PageToken that is returned to you will be much longer. This value is merely an
example for illustrative purposes.

When you make the call again, this time supplying the value of next PageToken in the - - next - page-
t oken argument, you'll get another page of results:

$ aws swf |list-domains --registration-status REG STERED - - maxi mum page-si ze 1
- - next - page-t oken " ANeXAMPLEt OKENi SpRETTYl ONG=="
{

"domai nl nfos": [
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"status": "REGQ STERED',
" "yt est "

nane" :

When there are no further pages of results to retrieve, next PageToken will not be returned in the
results.

Getting Information About a Domain

To get detailed information about a particular domain, use swf descri be- donai n. There is one
required parameter: - - name, which takes the name of the domain you want information about. For
example:

$ aws swf describe-domain --name Exanpl eDomai n

{
"domai nlnfo": {
"status": "REG STERED',
"name": " Exanpl eDonai n"
'
"configuration": {
"wor kf | owExecut i onRet enti onPeri odl nDays": "1"
}
}

Registering a Domain

To register new domains, use swf regi st er - donmai n. There are two required parameters, - - nane,
which takes the domain name, and - - wor kf | ow executi on-r et enti on- peri od-i n-days, which
takes an integer to specify the number of days to retain workflow execution data on this domain, up

to a maximum period of 90 days (for more information, see the Amazon SWF FAQ). If you specify
zero (0) for this value, the retention period is automatically set at the maximum duration. Otherwise,
workflow execution data will not be retained after the specified number of days have passed.

Here's an example of registering a new domain:

$ aws swf register-domain --name MyNeat NewDomai n - - wor kf | ow executi on-
retention-period-in-days O

When you register a domain, nothing is returned ("), but you can use swf |i st-domai ns or swf
descri be- donmi n to see the new domain. For example:

$ aws swf |ist-dommins --registration-status REA STERED

{
"domai nl nfos": [

{
"status": "REGQ STERED',
"name": " Exanpl eDonai n"

1

{
"status": "REGQ STERED',
"name": " M/Neat NewDonmai n"

1

{
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"status": "REGQ STERED',
" "yt est "

nane" :

Here's an example using swf descri be- donai n:

$ aws swf describe-domai n --name MyNeat NewDonmi n

{
"domai nlnfo": ({
"status": "REG STERED',
"name": " M/Neat NewDonai n"
1
"configuration": {
"wor kf | onExecut i onRet enti onPeri odl nDays": "0"
}
}

Deprecating a Domain

To deprecate a domain (you can still see it, but cannot create new workflow executions or register
types on it), use swf depr ecat e- donmi n. It has a sole required parameter, - - name, which takes the
name of the domain to deprecate.

$ aws swf deprecate-domain --name MyNeat NewDomai n

As with r egi st er - domai n, no output is returned. If you use | i st - domai ns to view the registered
domains, however, you will see that the domain no longer appears among them.

$ aws swf list-donmins --registration-status REJ STERED

{
"domai nl nfos": |
{
"status": "REGQ STERED',
"name": " Exanpl eDomai n"
}
{
"status": "REGQ STERED',
"nane": "nytest"”
}
]
}

You can see deprecated domains by using - - r egi strati on- st at us DEPRECATED with | i st -
donai ns.

$ aws swf |ist-dommins --registration-status DEPRECATED

{
"domai nl nfos": [
{
"status": "DEPRECATED',
"name": " M/Neat NewDonai n"
}
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}

You can also use descr i be- domai n to get information about a deprecated domain.

$ aws swf descri be-domain --nane MyNeat NewDonai n
{
"domai nl nfo": {
"status": "DEPRECATED',
"name": " M/Neat NewDonai n"
}s
"configuration": {
"wor kf | onExecut i onRet enti onPeri odl nDays": "0"
}

See Also

¢ deprecate-domain in the AWS Command Line Interface Reference
¢ describe-domain in the AWS Command Line Interface Reference
e list-domains in the AWS Command Line Interface Reference

¢ register-domain in the AWS Command Line Interface Reference
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