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Which to Choose?

What Is AWS Directory Service?

AWS Directory Service provides multiple ways to use Microsoft Active Directory with other AWS
services. You can choose the directory service with the features you need at a cost that fits your
budget.

Use Simple AD if you need an inexpensive Active Directory—compatible service with the common
directory features.

Select AWS Directory Service for Microsoft Active Directory (Enterprise Edition) for a feature-rich
managed Microsoft Active Directory hosted on the AWS cloud.

Our third option, AD Connector, lets you simply connect your existing on-premises Active Directory to
AWS.

Which to Choose?

The following information will help you decide which AWS Directory Service option is right for you:

AWS Directory Service for Microsoft Active Directory (Enterprise Edition) is a managed
Microsoft Active Directory hosted on the AWS cloud. It provides much of the functionality offered by
Microsoft Active Directory plus integration with AWS applications. With the additional Active Directory
functionality, you can, for example, easily set up trust relationships with your existing Active Directory
domains to extend those directories to AWS services.

If you are in the Frankfurt region, you can use Microsoft AD to enable multi-factor authentication
by integrating with your existing RADIUS-based MFA infrastructure to provide an additional
layer of security when users access AWS applications. For more information, see Multi-Factor
Authentication (p. 58).

AWS Directory Service for Microsoft Active Directory (Enterprise Edition) does not support fine-grained
password polices.

When to use
Microsoft AD is your best choice if you have more than 5,000 users and need a trust
relationship set up between an AWS hosted directory and your on-premises directories.

AD Connector is a proxy service for connecting your on-premises Microsoft Active Directory to the
AWS cloud without requiring complex directory synchronization or the cost and complexity of hosting a
federation infrastructure.
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Working with Amazon EC2

AD Connector forwards sign-in requests to your Active Directory domain controllers for authentication
and provides the ability for applications to query the directory for data. After setup, your users can
use their existing corporate credentials to log on to AWS applications, such as Amazon WorkSpaces,
Amazon WorkDocs, or Amazon WorkMail. With the proper IAM permissions, they can also access the
AWS Management Console and manage AWS resources such as Amazon EC2 instances or Amazon
S3 buckets. You can also use AD Connector to enable multi-factor authentication by integrating with
your existing RADIUS-based MFA infrastructure to provide an additional layer of security when users
access AWS applications.

With AD Connector, you continue to manage your Active Directory as usual. For example, adding
new users, adding new groups or updating passwords is all accomplished using standard directory
administration tools with your on-premises directory. Thus, in addition to providing a streamlined
experience for your users, AD Connector enables consistent enforcement of your existing security
policies, such as password expiration, password history, and account lockouts, whether users are
accessing resources on premises or in the AWS cloud.

When to use
AD Connector is your best choice when you want to use your existing on-premises directory
with AWS services.

Simple AD is a Microsoft Active Directory—compatible directory from AWS Directory Service that

is powered by Samba 4. Simple AD supports commonly used Active Directory features such as
user accounts, group memberships, domain-joining Amazon Elastic Compute Cloud (Amazon EC2)
instances running Linux and Microsoft Windows, Kerberos-based single sign-on (SSO), and group
policies. This makes it even easier to manage Amazon EC2 instances running Linux and Windows,
and deploy Windows applications in the AWS cloud.

Many of the applications and tools you use today that require Microsoft Active Directory support can
be used with Simple AD. User accounts in Simple AD can also access AWS applications, such as
Amazon WorkSpaces, Amazon WorkDocs, or Amazon WorkMail. They can also use AWS Identity and
Access Management roles to access the AWS Management Console and manage AWS resources.
Finally, Simple AD provides daily automated snapshots to enable point-in-time recovery.

Note that you cannot set up trust relationships between Simple AD and other Active Directory domains.
Other common features not supported today by Simple AD include DNS dynamic update, schema
extensions, multi-factor authentication, communication over LDAPS, PowerShell AD cmdlets, and the
transfer of FSMO roles.

When to use
In most cases, Simple AD is the least expensive option and your best choice if you have 5,000
or less users and don’'t need the more advanced Microsoft Active Directory features.

For information about the AWS Directory Service API, see the AWS Directory Service API Reference.

Working with Amazon EC2

A basic understanding of Amazon EC2 is essential to using AWS Directory Service. We recommend
that you begin by reading the following topics:

¢ What is Amazon EC2? in the Amazon EC2 User Guide for Windows Instances.

¢ Launching EC2 Instances in the Amazon EC2 User Guide for Windows Instances.

¢ Security Groups in the Amazon EC2 User Guide for Windows Instances.

¢ What is Amazon VPC? in the Amazon VPC User Guide.

¢ Adding a Hardware Virtual Private Gateway to Your VPC in the Amazon VPC User Guide.

Version 1.0
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Sign Up for AWS

Setting Up

To work with AWS Directory Service, you need to meet the prerequisites for AWS Directory Service
for Microsoft Active Directory (Enterprise Edition), AD Connector, or Simple AD. For more information,
see Microsoft AD Prerequisites (p. 10), AD Connector Prerequisites (p. 47), or Simple AD
Prerequisites (p. 61).

If you haven't already done so, you'll also need to create an AWS account and use the AWS Identity
and Access Management service to control access.

Topics
e Sign Up for AWS (p. 3)
¢ Create an IAM User (p. 3)

Sign Up for AWS

Your AWS account gives you access to all services, but you are charged only for the resources that
you use.

If you do not have an AWS account, use the following procedure to create one.
To sign up for AWS

1. Open http://aws.amazon.com/ and choose Create an AWS Account.
2. Follow the online instructions.

Your root account credentials identify you to services in AWS and grant you unlimited use of your
AWS resources, such as your WorkSpaces. To allow other users to manage AWS Directory Service
resources without sharing your security credentials, use AWS Identity and Access Management (IAM).
We recommend that everyone work as an IAM user, even the account owner. You should create an
IAM user for yourself, give that IAM user administrative privileges, and use it for all your work.

Create an |IAM User

The AWS Management Console requires your username and password so that the service can
determine whether you have permission to access its resources. However, we recommend that you
avoid accessing AWS using the credentials for your root AWS account; instead, we recommend that

Version 1.0
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Create an IAM User

you use AWS Identity and Access Management (IAM) to create an IAM user and add the 1AM user to
an IAM group with administrative permissions. This grants the IAM user administrative permissions.
You then access the AWS Management Console using the credentials for the IAM user.

If you signed up for AWS but have not created an IAM user for yourself, you can create one using the
IAM console.

To create an IAM user for yourself and add the user to an Administrators group

1. Signin to the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.

2. In the navigation pane, choose Users, and then choose Add user.

3. For User name, type a user name, such as Admi ni strat or. The name can consist of letters,
digits, and the following characters: plus (+), equal (=), comma (,), period (.), at (@), underscore
(), and hyphen (-). The name is not case sensitive and can be a maximum of 64 characters in
length.

4. Select the check box next to AWS Management Console access, select Custom password,
and then type the new user's password in the text box. You can optionally select Require
password reset to force the user to select a new password the next time the user signs in.

Choose Next: Permissions.
On the Set permissions for user page, choose Add user to group.
Choose Create group.

In the Create group dialog box, type the name for the new group. The name can consist of letters,
digits, and the following characters: plus (+), equal (=), comma (,), period (.), at (@), underscore
(), and hyphen (-). The name is not case sensitive and can be a maximum of 128 characters in
length.

9. For Filter, choose Job function.

10. Inthe policy list, select the check box for AdministratorAccess. Then choose Create group.

© No o

11. Back in the list of groups, select the check box for your new group. Choose Refresh if necessary
to see the group in the list.

12. Choose Next: Review to see the list of group memberships to be added to the new user. When
you are ready to proceed, choose Add permissions.

You can use this same process to create more groups and users, and to give your users access to
your AWS account resources. To learn about using policies to restrict users' permissions to specific
AWS resources, go to Access Management and Example Policies for Administering AWS Resources.

To sign in as this new IAM user, sign out of the AWS Management Console, then use the following
URL, where your_aws_account_id is your AWS account number without the hyphens (for example, if
your AWS account number is 1234- 5678- 9012, your AWS account ID is 123456789012):

https://your _aws_account i d. si gni n. aws. anmazon. com consol e/

Enter the IAM user name and password that you just created. When you're signed in, the navigation
bar displays "your_user_name @ your_aws_account_id".

If you don't want the URL for your sign-in page to contain your AWS account ID, you can create an
account alias. From the 1AM dashboard, click Customize and enter an alias, such as your company
name. To sign in after you create an account alias, use the following URL:

https://your_account_alias. signin. aws. amazon. coni consol e/

For more information about using IAM policies to control access to your AWS Directory Service
resources, see ldentity-Based Policies (IAM Policies) (p. 117).
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AWS Directory Service Best
Practices

Here are some suggestions and guidelines you should consider to avoid problems and get the most
out of AWS Directory Service.

Setting Up: Prerequisites
Consider these guidelines before creating your directory.

Choose the Right Directory Type

AWS Directory Service provides multiple ways to use Microsoft Active Directory with other AWS
services. You can choose the directory service with the features you need at a cost that fits your
budget:

« AWS Directory Service for Microsoft Active Directory (Enterprise Edition) is a feature-rich
managed Microsoft Active Directory hosted on the AWS cloud. Microsoft AD is your best choice
if you have more than 5,000 users and need a trust relationship set up between an AWS hosted
directory and your on-premises directories.

¢ AD Connector simply connects your existing on-premises Active Directory to AWS. AD Connector is
your best choice when you want to use your existing on-premises directory with AWS services.

« Simple AD is an inexpensive Active Directory—compatible service with the common directory
features. In most cases, Simple AD is the least expensive option and your best choice if you have
5,000 or fewer users and don’t need the more advanced Microsoft Active Directory features.

For a more detailed comparison of AWS Directory Service options, see Which to Choose? (p. 1).

Ensure Your VPCs and Instances are Configured
Correctly

In order to connect to, manage, and use your directories, you must properly configure the VPCs that
the directories are associated with. See either Microsoft AD Microsoft AD Prerequisites (p. 10), AD
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Configure On-premises Sites and Subnets
Correctly When Using AD Connector

Connector AD Connector Prerequisites (p. 47), or Simple AD Simple AD Prerequisites (p. 61) for
information about the VPC security and networking requirements.

If you are adding an instance to your domain, ensure that you have connectivity and remote access

to your instance as described in Add an Instance to Your Directory (Simple AD and Microsoft
AD) (p. 101).

Configure On-premises Sites and Subnets Correctly
When Using AD Connector

If your on-premises network has Active Directory sites defined, you must make sure the subnets in the
VPC where your AD Connector resides are defined in an Active Directory site, and that no conflicts
exist between the subnets in your VPC and the subnets in your other sites.

To discover domain controllers, AD Connector uses the Active Directory site whose subnet IP address
ranges are close to those in the VPC that contain the AD Connector. If you have a site whose subnets

have the same IP address ranges as those in your VPC, AD Connector will discover the domain
controllers in that site, which may not be physically close to your region.

Be Aware of Your Limits

By default, you are limited to 10 directories and 5 snapshots per each directory. You can increase
those limits following the steps listed in AWS Directory Service Limits (p. 133).

Another limit you should pay attention to is number of users in a directory. Generally, you should not

add more than 5,000 users to a Simple AD directory. If you have more than 5,000 users, consider AWS
Directory Service for Microsoft Active Directory (Enterprise Edition) instead.

Use Microsoft AD If Trusts Are Required

Simple AD does not support trust relationships. If you need to establish a trust between your AWS
Directory Service directory and another directory, you should use AWS Directory Service for Microsoft
Active Directory (Enterprise Edition).

Setting Up: Creating Your Directory

Here are some suggestions to consider as you create your directory.

Remember Your Administrator ID and Password

When you set up your directory, you provide a password for the administrator account. That account ID
is Administrator for Simple AD and Admin for Microsoft AD. Remember the password that you create
for this account; otherwise you will not be able to add objects to your directory.

Create a DHCP Options Set

We recommend that you create a DHCP options set for your AWS Directory Service directory and
assign the DHCP options set to the VPC that your directory is in. That way any instances in that VPC
can point to the specified domain, and DNS servers can resolve their domain names.

For more information about DHCP options sets, see DHCP Options Set (p. 113).
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Using Your Directory

Using Your Directory

Here are some suggestions to keep in mind when using your directory.

Do Not Alter Predefined Users, Groups and
Organization Units

When you use AWS Directory Service to launch a directory, AWS creates an organizational unit (OU)
that contains all your directory’s objects. This OU, which has the NetBIOS name that you typed when
you created your directory, is located in the domain root. The domain root is owned and managed by
AWS. Several groups and an administrative user are also created.

Do not move, delete or in any other way alter these predefined objects. Doing so can make your
directory inaccessible by both yourself and AWS.

Add Users to Your Simple AD Directory from a
Windows Server Instance, Version 2008 R2 and
Above

In Windows Server 2012 R2, an incompatibility between the Simple AD directory and the Active
Directory Users and Computers tool causes user creation to fail. You can still use the tools on
Windows Server 2012 R2 for other tasks, such as managing group policy. However, you should create
your users from a Windows Server 2008 R2 instance.

Automatically Join Domains

When launching a Windows instance that is to be part of an AWS Directory Service domain, it is often
easiest to join the domain as part of the instance creation process rather than manually adding the
instance later. To automatically join a domain, simply select the correct directory for Domain join
directory when launching a new instance. You can find details in Launching an Instance (Simple AD
and Microsoft AD) (p. 102).

Don’t Launch SQL Server Management Studio
(SSMS) Using a Simple AD Domain Account

You might receive an error if you attempt to use SQL Server Management Studio (SSMS) with a SQL
Server account to log into SQL Server running on a Windows 2012 R2 EC2 instance or in Amazon
RDS. The issue occurs when SSMS is run as a domain user and can result in the error "Login failed
for user,"” even when valid credentials are provided. To work around the issue, you can log into SQL
Server with Windows Authentication instead of SQL Authentication. Or launch SSMS as a local user
instead of a Simple AD domain user.

Set Up Trusts Correctly

When setting up trust relationship between your Microsoft AD directory and another directory, keep in
mind these guidelines:

¢ Both trusts must be forest trusts.
¢ Both fully qualified domain names (FQDNs) must be unique.
¢ If adding a NetBIOS name, that should also be unique.
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Use Unique AD Connectors for Each Domain

For more details and specific instructions on setting up a trust relationship, see When to Create a Trust
Relationship (p. 18).

Use Unique AD Connectors for Each Domain

AD Connectors and your on-premises domains have a 1-to-1 relationship. That is, for each on-
premises domain you want to authenticate against, you must create a unique AD Connector.

Managing Your Directory

Consider these suggestions for managing your directory.

Make a Backup of Your Instance

If you decide to manually add an instance to an existing AWS Directory Service domain, make a
backup or take a snapshot of that instance first. This is particularly important when joining a Linux
instance. Some of the procedures used to add an instance, if not performed correctly, can render your
instance unreachable or unusable.

Set Up SNS Messaging

With Amazon Simple Notification Service (Amazon SNS), you can receive email or text (SMS)
messages when the status of your directory changes. You will be notified if your directory goes from an
Active status to an Impaired or Inoperable status. You also receive a notification when the directory
returns to an Active status.

Also remember that if you have an SNS topic that receives messages from AWS Directory Service,

before deleting that topic from the Amazon SNS console, you should associate your directory with a
different SNS topic. Otherwise you risk missing important directory status messages.

Remove Amazon RDS Databases before Deleting a
Directory

Before deleting a directory that is associated with an Amazon Relational Database Service (Amazon
RDS), you must first remove that database from the directory.
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AWS Directory Service lets you run Microsoft Active Directory (AD) as a managed service. AWS
Directory Service for Microsoft Active Directory (Enterprise Edition), also referred to as Microsoft AD, is
powered by Windows Server 2012 R2. When you select and launch this directory type, it is created as
a highly available pair of domain controllers connected to your virtual private cloud (VPC). The domain
controllers run in different Availability Zones in a region of your choice. Host monitoring and recovery,
data replication, snapshots, and software updates are automatically configured and managed for you.

With Microsoft AD, you can run directory-aware workloads in the AWS Cloud, including Microsoft
SharePoint and custom .NET and SQL Server-based applications. You can also configure a trust
relationship between Microsoft AD in the AWS Cloud and your existing on-premises Microsoft Active
Directory, providing users and groups with access to resources in either domain, using single sign-on
(SS0O).

AWS Directory Service makes it easy to set up and run directories in the AWS Cloud, or connect your
AWS resources with an existing on-premises Microsoft Active Directory. Once your directory is created,
you can use it for a variety of tasks:

* Manage users and groups
¢ Provide single sign-on to applications and services
¢ Create and apply group policy

« Securely connect to Amazon EC2 Linux and Windows instances
« Simplify the deployment and management of cloud-based Linux and Microsoft Windows workloads

Read the topics in this section to get started creating a Microsoft AD directory, creating a trust
relationship between Microsoft AD and your on-premises directories, and extending your Microsoft AD
schema.

Topics
¢ Create a Microsoft AD Directory (p. 10)
¢ Schema Extensions (p. 12)
* When to Create a Trust Relationship (p. 18)

e Tutorial: Create a Trust Relationship Between Your Microsoft AD and Your On-Premises
Domain (p. 23)
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Create a Microsoft AD Directory

Microsoft AD creates a fully managed, Microsoft Active Directory in the AWS cloud. When you create
a directory with Microsoft AD, AWS Directory Service creates two directory servers and DNS servers

on your behalf. The directory servers are created in different subnets in a VPC; this redundancy helps
ensure that your directory remains accessible even if a failure occurs.

Topics
« Microsoft AD Prerequisites (p. 10)
e How to Create a Microsoft AD directory (p. 10)
¢ What Gets Created (p. 11)
¢ Admin Account Permissions (p. 11)

Microsoft AD Prerequisites

To create a Microsoft AD directory, you need a VPC with the following:

¢ At least two subnets. Each of the subnets must be in a different Availability Zone.

¢ The following ports must be open between the two subnets that you deploy your directory into.
This is necessary to allow the domain controllers that AWS Directory Service creates for you to
communicate with each other.

« TCP/UDP 53 - DNS

» TCP/UDP 88 - Kerberos authentication
« UDP 123 - NTP

e TCP 135-RPC

» UDP 137-138 - Netlogon

e TCP 139 - Netlogon

» TCP/UDP 389 - LDAP; note that AWS Directory Service does not support LDAP with SSL
(LDAPS) or LDAP signing

e TCP/UDP 445 - SMB
« TCP 873 -FRS
e TCP 3268 - Global Catalog
* TCP/UDP 1024-65535 - Ephemeral ports for RPC
¢ The VPC must have default hardware tenancy.
¢ You cannot create a Microsoft AD in a VPC using addresses in the 198.19.0.0/16 address space.

¢ AWS Directory Service does not support using Network Address Translation (NAT) with Active
Directory. Using NAT can result in replication errors.

How to Create a Microsoft AD directory

To create a new directory, perform the following steps. Before starting this procedure, make sure you
have completed the prerequisites identified in Microsoft AD Prerequisites (p. 10).

To create a Microsoft AD directory

1. Inthe AWS Directory Service console navigation pane, select Directories and choose Set up
Directory.

2. Choose Create Microsoft AD.
Provide the following information:
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Directory DNS
The fully qualified name for the directory, such as cor p. exanpl e. com

NetBIOS name
The short name for the directory, such as CORP.

Administrator password
The password for the directory administrator. The directory creation process creates an
administrator account with the user name Admi n and this password.

The password cannot include the word "admin."

The directory administrator password is case-sensitive and must be between 8 and 64
characters in length, inclusive. It must also contain at least one character from three of the
following four categories:

» Lowercase letters (a-z)

» Uppercase letters (A-Z)

¢ Numbers (0-9)

¢ Non-alphanumeric characters (~!@#$%"&*_-+="\O{}[]:;"'<>,.?/)

Confirm password
Retype the administrator password.

Description
An optional description for the directory.

4. Provide the following information in the VPC Details section and choose Next Step.

VPC
The VPC for the directory.

Subnets
Select the subnets for the directory servers. The two subnets must be in different Availability
Zones.

5. Review the directory information and make any necessary changes. When the information is
correct, choose Create Microsoft AD.

It takes several minutes for the directory to be created. When it has been successfully created, the
Status value changes to Act i ve.

What Gets Created

When you create a directory with Microsoft AD, AWS Directory Service performs the following tasks on
your behalf:

« Sets up a Microsoft Active Directory within the VPC.
¢ Creates a directory administrator account with the user name Admi n and the specified password.
You use this account to manage your directory.

Important
Be sure to save this password. AWS Directory Service does not store this password and it
cannot be retrieved or reset.

¢ Creates a security group for the directory controllers.

Admin Account Permissions

When you create an AWS Directory Service for Microsoft Active Directory (Enterprise Edition)
directory, AWS creates an organizational unit (OU) that contains all your directory’s objects. This OU,
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which has the NetBIOS name that you typed when you created your directory, is located in the domain
root. The domain root is owned and managed by AWS.

The admin account that was created with your Microsoft AD has permissions for the most common
administrative activities for your OU:

¢ Create update, or delete users, groups, and computers

« Add resources to your domain such as file or print servers, and then assign permissions for those
resources to users and groups in your OU

¢ Create additional OUs and containers

¢ Delegate authority

¢ Create and link group policies

¢ Restore deleted objects from the Active Directory Recycle Bin

¢ Run AD and DNS Windows PowerShell modules on the Active Directory Web Service

The admin account also has rights to perform the following domain-wide activities:

¢ Manage DNS configurations (Add, remove, or update records, zones and forwarders)
« View DNS event logs
« View security event logs

Actions not listed here are not allowed for the admin account. The admin account also lacks
permissions for any directory-related actions outside of your specific OU, such as on the parent OU.

Important

AWS Domain Administrators have full administrative access to all domains hosted on AWS.
See your agreement with AWS and the AWS Data Protection FAQ for more information about
how AWS handles content, including directory information, that you store on AWS systems.

Schema Extensions

A schema is the definition of attributes and classes that are part of a distributed directory and is similar
to fields and tables in a database. Schemas include a set of rules which determine the type and format
of data that can be added or included in the database. The User class is one example of a class that
is stored in the database. Some example of User class attributes can include the user’s first name, last
name, phone number, and so on.

Microsoft AD uses schemas to organize and enforce how directory data is stored. The process of
adding definitions to the schema is referred to as “extending the schema.” Schema extensions make
it possible for you to modify the schema of your Microsoft AD directory using a valid LDAP Data
Interchange Format (LDIF) file. For more information about AD schemas and how to extend your
schema, see the topics listed below.

Topics
¢ Schema Elements (p. 12)
¢ When to Extend Your Microsoft AD Schema (p. 13)
e Tutorial: Extending Your Microsoft AD Schema (p. 14)

Schema Elements

Attributes, classes and objects are the basic elements that are used to build object definitions in the
schema. The following provides details about schema elements that are important to know before you
begin the process to extend your Microsoft AD schema.
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Attributes
Each schema attribute, which is similar to a field in a database, has several properties that define
the characteristics of the attribute. For example, the property used by LDAP clients to read and
write the attribute is LDAPDi spl ayNane. The LDAPDI spl ayNane property must be unique across
all attributes and classes. For a complete list of attribute characteristics, see Characteristics of
Attributes on the MSDN website. For additional guidance on how to create a new attribute, see
Defining a New Attribute on the MSDN website.

Classes
The classes are analogous to tables in a database and also have several properties to be defined.
For example, the obj ect Cl assCat egor y defines the class category. For a complete list of class
characteristics, see Characteristics of Object Classes on the MSDN website. For more information
about how to create a new class, see Defining a New Class on the MSDN website.

Object identifier (OID)
Each class and attribute must have an OID that is unique for all of your objects. Software vendors
must obtain their own OID to ensure unigueness. Uniqueness avoids conflicts when the same
attribute is used by more than one application for different purposes. To ensure uniqueness, you
can obtain a root OID from an ISO Name Registration Authority. Alternatively, you can obtain a
base OID from Microsoft. For more information about OIDs and how to obtain them, see Object
Identifiers on the MSDN website.

Schema linked attributes
Some attributes are linked between two classes with forward and back links. The best example
is groups. When you look at a group it shows you the members of the group; if you look at a
user you can see what groups it belongs to. When you add a user to a group, Active Directory
creates a forward link to the group. Then Active Directory adds a back link from the group to the
user. A unique link ID must be generated when creating an attribute that will be linked. For more
information, see Linked Attributes on the MSDN website.

Related Topics

¢ When to Extend Your Microsoft AD Schema (p. 13)
e Tutorial: Extending Your Microsoft AD Schema (p. 14)

When to Extend Your Microsoft AD Schema

You can extend your Microsoft AD schema by adding new object classes and attributes. For example,
you might do this if you have an application that requires changes to your schema in order to support
single sign-on capabilities.

You can also use schema extensions to enable support for applications that rely on specific Active
Directory object classes and attributes. This can be especially useful in the case where you need to
migrate corporate applications that are dependent on Microsoft AD, to the AWS cloud.

Each attribute or class that is added to an existing Active Directory schema must be defined with a
unique ID. That way when companies add extensions to the schema, they can be guaranteed to be
unigue and not to conflict with each other. These IDs are referred to as AD Object Identifiers (OIDs)
and are stored in Microsoft AD.

To get started, see Tutorial: Extending Your Microsoft AD Schema (p. 14).

Related Topics

¢ Schema Extensions (p. 12)
¢ Schema Elements (p. 12)

Version 1.0
13


https://msdn.microsoft.com/en-us/library/ms675578(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms675578(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms675883(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms675579(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms675884(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms677614(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms677614(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms677270(v=vs.85).aspx

AWS Directory Service Administration Guide
Tutorial: Extending Your Microsoft AD Schema

Tutorial: Extending Your Microsoft AD Schema

In this tutorial, you will learn how to extend the schema for your AWS Directory Service for Microsoft
Active Directory (Enterprise Edition) directory, also known as Microsoft AD, by adding unique attributes
and classes that meet your specific requirements. Microsoft AD schema extensions can only be
uploaded and applied using a valid LDIF (Lightweight Directory Interchange Format) script file.

Attributes (attributeSchema) define the fields in the database while classes (classSchema) define

the tables in the database. For example, all of the user objects in Active Directory are defined by the
schema class User while the individual properties of a user, such as email address or phone number,
are each defined by an attribute.

If you wanted to add a new property, such as Shoe-Size, you would define a new attribute, which
would be of type integer. You could also define lower and upper limits like 1 to 20. Once the Shoe-
Size attributeSchema object has been created, you would then alter the User classSchema object to
contain that attribute. Attributes can be linked to multiple classes. Shoe-Size could also be added to the
Contact class for example. For more information about Active Directory schemas, see When to Extend
Your Microsoft AD Schema (p. 13).

This workflow has three basic steps.

Attribute
Shoe-Size
Limit 1020

Y shoesize YISO —
dozay ‘e I . 4 Classes
| s T
Associated
Create fome Import Verify schema
LDIF file LDIF file changes

Step 1: Create Your LDIF File (p. 14)
First, you create an LDIF file and define the new attributes and any classes that the attributes
should be added to. You use this file for the next phase of the workflow.

Step 2: Import Your LDIF File (p. 16)
In this step, you use the AWS Directory Service console to import the LDIF file to your Microsoft
AD environment.

Step 3: Verify If The Schema Extension Was Successful (p. 17)
Finally, as an administrator, you use an EC2 instance to verify that the new extensions appear in
the Active Directory Schema Snap-in.

Step 1: Create Your LDIF File

An LDIF file is a standard plain text data interchange format for representing LDAP (Lightweight
Directory Access Protocol) directory content and update requests. LDIF conveys directory content as a
set of records, one record for each object (or entry). It also represents update requests, such as Add,
Modify, Delete, and Rename, as a set of records, one record for each update request.
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The AWS Directory Service imports your LDIF file with the schema changes by running the
| di f de. exe application on your Microsoft AD directory. Therefore, you'll find it helpful to understand
the LDIF script syntax. For more information, see LDIF Scripts.

Several third-party LDIF tools can extract, clean-up, and update your schema updates. Regardless
of which tool you use, it is important to understand that all identifiers used in your LDIF file must be
unique.

We highly recommend that you review the following concepts and tips prior to creating your LDIF file.

* Schema elements — Learn about schema elements such as attributes, classes, object IDs, and
linked attributes. For more information, see Schema Elements (p. 12).

¢ Sequence of items — Make sure that the order in which the items in your LDIF file are laid out follow
the Directory Information Tree (DIT) from the top down. The general rules for sequencing in an LDIF
file include the following:

» Separate items with a blank line.
« List child items after their parent items.

« Ensure that items such as attributes or object classes exist in the schema. If they are not present,
you must add them to the schema before they can be used. For example, before you can assign
an attribute to a class, the attribute must be created.

¢ Format of the DN — For each new instruction in the LDIF file, define the distinguished name (DN) as
the first line of the instruction. The DN identifies an Active Directory object within the Active Directory
object’s tree and must contain the domain components for your directory. For example, the domain
components for the directory in this tutorial are DC=exanpl e, DC=com

The DN also must contain the common name (CN) of the Active Directory object. The first CN entry
is the attribute or class name. Next, you must use CN=Scherma, CN=Conf i gur at i on. This CN
ensures that you are able to extend the Active Directory schema. As mentioned before, you cannot
add or modify Active Directory objects’ content. The general format for a DN follows.

dn: CN=[attribute or class nane], CN=Scherma, CN=Conf i gur ati on, DC=[ donai n_nane]

For this tutorial, the DN for the new Shoe-Size attribute would look like:

dn: CNeShoe- Si ze, CN=Schema, CN=Conf i gur at i on, DC=exanpl e, DC=com

« Warnings — Review the warnings below before you extend your schema.

» Before you extend your Active Directory schema, it is important to review Microsoft's warnings on
the impact of this operation. For more information, see What You Must Know Before Extending the
Schema.

* You cannot delete a schema attribute or class. Therefore, if you make a mistake and don’t want to
restore from backup, you can only disable the object. For more information, see Disabling Existing
Classes and Attributes.

To learn more about how LDIF files are constructed and see a sample LDIF file that can be used for
testing Microsoft AD schema extensions, see the article How to Extend your Microsoft AD directory
Schema on the AWS Security Blog.

Next Step

Step 2: Import Your LDIF File (p. 16)
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Step 2: Import Your LDIF File

You can extend your schema by importing an LDIF file from either the AWS Directory Service console
or by using the API. For more information about how to do this with the schema extension APIs, see
the AWS Directory Service API Reference. At this time, AWS does not support external applications,
such as Microsoft Exchange, to perform schema updates directly.

Important

When you make an update to your Microsoft AD directory schema, the operation is not
reversible. In other words, once you create a new class or attribute, Active Directory doesn’t
allow you to remove it. However, you can disable it.

If you must delete the schema changes, one option is to restore the directory from a previous
shapshot. Restoring a snapshot rolls both the schema and the directory data back to a
previous point, not just the schema.

Before the update process begins, Microsoft AD takes a snapshot to preserve the current state of your
directory.

To import your LDIF file

1. Inthe AWS Directory Service console navigation pane, select Directories.
2. Inthe Directory ID column, choose the link for your directory.

3. Under the Schema extensions tab, choose Upload and update schema.
4.

In the dialog box, click Browse, select a valid LDIF file, type a description, and then choose
Update Schema.

Important

Extending the schema is a critical operation. Don’t apply any schema update in
production environment without first testing it with your application in a development or
test environment.

How is the LDIF File Applied

After your LDIF file has been uploaded, Microsoft AD takes steps to protect your directory against
errors as it applies the changes in the following order.

1. Validates the LDIF file. Since LDIF scripts can manipulate any object in the domain, Microsoft AD
runs checks right after you upload to help ensure that the import operation will not fail. These include
checks to ensure the following:

¢ The objects to be updated are only held in the schema container

e The DC (domain controllers) part matches the name of the domain where the LDIF script is
running

2. Takes a snapshot of your directory. You can use the snapshot to restore your directory in case
you encounter any problems with your application after updating the schema.

3. Applies the changes to a single DC. Microsoft AD isolates one of your DCs and applies the
updates in the LDIF file to the isolated DC. It then selects one of your DCs to be the schema master,
removes that DC from directory replication, and applies your LDIF file using Ldi f de. exe.

4. Replication occurs to all DCs. Microsoft AD adds the isolated DC back in to replication to
complete the update. While this is all happening, your directory continues to provide the Active
Directory service to your applications without disruption.

Next Step

Step 3: Verify If The Schema Extension Was Successful (p. 17)
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Step 3: Verify If The Schema Extension Was Successful

After you have finished the import process, it is important to verify that schema updates were applied
to your directory. This is especially critical before you migrate or update any application that relies on
the schema update. You can do this using a variety of different LDAP tools or by writing a test tool that
issues the appropriate LDAP commands.

This procedure uses the Active Directory Schema Snap-in and/or PowerShell to verify that the
schema updates were applied. You must run these tools from a computer that is domain joined to
your Microsoft AD. This can be a Windows server running in your on-premises network with access to
your virtual private cloud (VPC) or through a virtual private network (VPN) connection. You can also
run these tools on an Amazon EC2 Windows instance (see How to launch a new EC2 instance with
Seamless Domain Join).

To verify using the Active Directory Schema Snap-in

1. Install the Active Directory Schema Snap-In using the instructions on the TechNet website.

2. Open the Microsoft Management Console (MMC) and expand the AD Schema tree for your
directory.

3. Navigate through the Classes and Attributes folders until you find the schema changes that you
made earlier.

To verify using PowerShell

1. Open a PowerShell window.
2. Use the Get - ADObj ect cmdlet as shown below to verify the schema change. For example:

get - adobj ect -ldentity ' CN=Shoe-
Si ze, CN=Schema, CN=Conf i gur at i on, DC=exanpl e, DC=coml - Properties *
Optional Step

(Optional) Add a value to the new attribute (p. 17)

(Optional) Add a value to the new attribute

Use this optional step when you have created a new attribute and want to add a new value to the
attribute in your Microsoft AD directory.

To add a value to an attribute

1. Open the Windows PowerShell command line utility and set the new attribute with the following
command. In this example, we will add a new EC2InstancelD value to the attribute for a specific
computer.

PS C:\> set-adconputer -ldentity conputer name -add @ exanpl e-
EC2I nstancel D = ' EC2 instance 1D}

2. You can validate if the EC2InstancelD value was added to the computer object by running the
following command:

PS C.\> get-adconputer -ldentity conputer nanme —Property exanpl e-
EC2I nst ancel D

Related Resources

The following resource links are located on the Microsoft website and provide related information.
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¢ Extending the Schema (Windows)

¢ Active Directory Schema (Windows)

¢ Active Directory Schema

« Windows Administration: Extending the Active Directory Schema
¢ Restrictions on Schema Extension (Windows)

 Ldifde

When to Create a Trust Relationship

You can configure one and two-way forest trust relationships between your AWS Directory Service for

Microsoft Active Directory (Enterprise Edition) and on-premises directories, as well as between multiple
Microsoft AD directories in the AWS cloud. Microsoft AD supports all three trust relationship directions:
Incoming, Outgoing and Two-way (Bi-directional).

Note

When setting up trust relationships, you must ensure that your on-premises directory
is and remains compatible with AWS Directory Services. For more information on your
responsibilities, please see our shared responsibility model.

Microsoft AD supports forest trusts only. External trusts are not supported.

Prerequisites

Creating the trust requires only a few steps, but you must first complete several prerequisite steps prior
to setting up the trust.

Connect to VPC

If you are creating a trust relationship with your on-premises directory, you must first connect your on-
premises network to the VPC containing your Microsoft AD. The firewall for your on-premises network
must have the following ports open to the CIDRs for both subnets in the VPC.

e« TCP/UDP 53 - DNS

e TCP/UDP 88 - Kerberos authentication
e TCP/UDP 389 - LDAP

e TCP 445 - SMB

These are the minimum ports that are needed to be able to connect to your directory. Your specific
configuration may require additional ports be open.

Configure your VPC
The VPC that contains your Microsoft AD must have the appropriate outbound and inbound rules.

To configure your VPC outbound rules

1. Inthe AWS Directory Service console, on the Directory Details page, note your Microsoft AD
directory ID.

2. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
Choose Security Groups.

4. Search for your Microsoft AD directory ID. In the search results, select the item with the description
"AWS created security group for directory ID directory controllers".
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Note
The selected security group is a security group that is automatically created when you
initially create your directory.

Go to the Outbound Rules tab of that security group. Select Edit, then Add another rule. For the
new rule, enter the following values:

e Type: All Traffic

* Protocol: All

 Destination: 0.0.0.0/0

Select Save.

To configure your VPC inbound rules

1.

In the AWS Directory Service console, on the Directory Details page, note your Microsoft AD
directory ID.

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

Choose Security Groups.

Search for your Microsoft AD directory ID. In the search results, select the item with the description
"AWS created security group for directory ID directory controllers".

Note
The selected security group is a security group that is automatically created when you
initially create your directory.

Go to the Inbound Rules tab of that security group. Select Edit, then Add another rule. For the
new rule, enter the following values:

e Type: Custom UDP Rule

* Protocol: UDP

e Port Range: 445

* Source: 0.0.0.0/0

Select Save.

Repeat these steps, adding each of the following rules:

Type Protocol Port Source
Range
Custom UDP Rule UDP 88 0.0.0.0/0
Custom UDP Rule UDP 123 0.0.0.0/0
Custom UDP Rule UDP 138 0.0.0.0/0
Custom UDP Rule UDP 389 0.0.0.0/0
Custom UDP Rule UDP 464 0.0.0.0/0
Custom TCP Rule TCP 88 0.0.0.0/0
Custom TCP Rule TCP 135 0.0.0.0/0
Custom TCP Rule TCP 445 0.0.0.0/0
Custom TCP Rule TCP 464 0.0.0.0/0
Custom TCP Rule TCP 636 0.0.0.0/0
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Type Protocol Port Source
Range
Custom TCP Rule TCP 1024 - 0.0.0.0/0
65535
Custom TCP Rule TCP 3268 - 0.0.0.0/0
3269
DNS (UDP) UDP 53 0.0.0.0/0
DNS (TCP) TCP 53 0.0.0.0/0
LDAP TCP 389 0.0.0.0/0
All ICMP All N/A 0.0.0.0/0
All traffic All All The current
security
group (The
security
group
for your
directory)

These security rules impact an internal network interface that is not exposed publicly.

Enable Kerberos Pre-authentication

Your user accounts must have Kerberos pre-authentication enabled. For more information about this
setting, review Preauthentication on Microsoft TechNet.

Configure DNS Conditional Forwarders On Your On-premises
domain

You must set up DNS conditional forwarders on your on-premises domain. Refer to Assign a
Conditional Forwarder for a Domain Name on Microsoft TechNet for details on conditional forwarders.

To perform the following steps, you must have access to following Windows Server tools for your on-
premises domain:

¢ AD DS and AD LDS Tools
* DNS

To configure conditional forwarders on your on-premises domain

1. First you must get some information about your AWS Microsoft AD. Sign into the
AWS Management Console and open the AWS Directory Service console at https://
console.aws.amazon.com/directoryservice/.

In the navigation pane, select Directories.

Choose the directory ID of your Microsoft AD.

Take note of the fully qualified domain name (FQDN) and the DNS addresses of your directory.
Now, return to your on-premises domain controller. Open Server Manager.

On the Tools menu, choose DNS.

R e
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10.

11.

12.

In the console tree, expand the DNS server of the domain for which you are setting up the trust.
In the console tree, choose Conditional Forwarders.
On the Action menu, choose New conditional forwarder.

In DNS domain, type the fully qualified domain name (FQDN) of your Microsoft AD, which you
noted earlier.

Choose IP addresses of the master servers and type the DNS addresses of your Microsoft AD
directory, which you noted earlier.

After entering the DNS addresses, you might get a "timeout" or "unable to resolve" error. You can
generally ignore these errors.

Select Store this conditional forwarder in Active Directory and replicate as follows: All DNS
servers in this domain. Choose OK.

Trust Relationship Password

If you are creating a trust relationship with an existing domain, set up the trust relationship on that
domain using Windows Server Administration tools. As you do so, note the trust password that you
use. You will need to use this same password when setting up the trust relationship on the Microsoft
AD. For more information, see Managing Trusts on Microsoft TechNet.

You are now ready to create the trust relationship on your Microsoft AD.

Create, Verify, or Delete a Trust Relationship

To create a trust relationship with your Microsoft AD

ok pdRE

10.

Open the AWS Directory Service console.
Choose the directory you want to configure.
On the Details page, choose the Trusts tab.
Choose Add Trust Relationship.

Provide the required information, including the fully qualified domain name (FQDN) of your trusted
domain, the trust password and the trust direction.

For Conditional forwarder, type the IP address of your on-premises DNS server. If you have
previously created conditional forwarders, you can type the fully qualified domain name (FQDN) of
your on-premises domain instead of a DNS IP address.

(Optional) Choose Add IP address and type the IP address of an additional on-premises DNS
server. You can repeat this step for each applicable DNS server address for a total of four
addresses.

Choose Create.

If the DNS server for your on-premises domain uses a publicly addressable IP address, choose
the IP routing tab and choose Add route. Type the IP address block of your DNS server using
CIDR format, for example 10.0.0.0/24. This step is not necessary if your DNS server does not use
a public IP address.

(Optional) We recommend that you also select Add routes to the security group for this
directory's VPC. This will configure the security groups as detailed above in the "Configure your
VPC." These security rules impact an internal network interface that is not exposed publicly.

If this option is not available, you will instead see a message indicating that you have already
customized your security groups.

You must set up the trust relationship on both domains. The relationships must be complementary.
For example, if you create an outgoing trust on one domain, you must create an incoming trust on the
other.
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If you are creating a trust relationship with an existing domain, set up the trust relationship on that
domain using Windows Server Administration tools.

You can create multiple trusts between your Microsoft AD and various Active Directory domains.
However, only one trust relationship per pair can exist at a time. For example, if you have an existing,
one-way trust in the “Incoming direction” and you then want to set up another trust relationship in the
“Outgoing direction,” you will need to delete the existing trust relationship, and create a new “Two-way”
trust.

To verify an outgoing trust relationship

Open the AWS Directory Service console.
Choose the directory you wish to configure.
On the Details page, choose the Trusts tab.
Choose the trust relationship to verify.

For Actions, choose Verify.

ok wDdhPeE

This process verifies only the outgoing direction of a two-way trust. AWS does not support verification
of an incoming trusts. For more information on how to verify a trust to or from your on-premises Active
Directory, refer to Verify a Trust on Microsoft Technet.

To delete an existing trust relationship

1. Open the AWS Directory Service console.

2. Choose the directory you wish to configure.
3. Onthe Details page, choose the Trusts tab.
4. Choose the trust relationship to delete.

5. For Actions, choose Delete.

Topics

¢ Adding IP Routes When Using Public IP Addresses (p. 22)

Adding IP Routes When Using Public IP Addresses

You can use AWS Directory Service for Microsoft Active Directory (Enterprise Edition) to take
advantage of many powerful Active Directory features, including establishing trusts with other
directories. However, if the DNS servers for the other directories use public IP addresses, you must
specify those IP addresses as part of configuring the trust. Instructions for doing this can be found in
When to Create a Trust Relationship (p. 18).

Similarly, you must also enter the IP address information when routing traffic from your Microsoft AD on
AWS to a peer AWS VPC, if the VPC uses public IP ranges.

When you add the IP addresses as described in When to Create a Trust Relationship (p. 18), you

have the option of selecting Add routes to the security group for this directory's VPC. This option
should be selected unless you have previously customized your security group to allow the necessary
traffic as shown below. This option configures the security groups for your directory’s VPC as follows:

Inbound rules

Type Protocol Port Range | Source

Custom UDP Rule UDP 88 0.0.0.0/0
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Type Protocol Port Range | Source

Custom UDP Rule UDP 123 0.0.0.0/0
Custom UDP Rule UDP 138 0.0.0.0/0
Custom UDP Rule UDP 389 0.0.0.0/0
Custom UDP Rule UDP 445 0.0.0.0/0
Custom UDP Rule UDP 464 0.0.0.0/0
Custom TCP Rule TCP 88 0.0.0.0/0
Custom TCP Rule TCP 135 0.0.0.0/0
Custom TCP Rule TCP 445 0.0.0.0/0
Custom TCP Rule TCP 464 0.0.0.0/0
Custom TCP Rule TCP 636 0.0.0.0/0
Custom TCP Rule TCP 1024 - 0.0.0.0/0

65535

Custom TCP Rule TCP 3268 - 3269 | 0.0.0.0/0
DNS (UDP) UDP 53 0.0.0.0/0
DNS (TCP) TCP 53 0.0.0.0/0
LDAP TCP 389 0.0.0.0/0
All ICMP All N/A 0.0.0.0/0

Outbound rules

Type Protocol Port Range | Destination

All traffic All All 0.0.0.0/0

These security rules affect an internal network interface that is not exposed publicly.

Tutorial: Create a Trust Relationship Between
Your Microsoft AD and Your On-Premises Domain

This tutorial walks you through all the steps necessary to set up a trust relationship between AWS
Directory Service for Microsoft Active Directory (Enterprise Edition) and your on-premises Microsoft
Active Directory. Although creating the trust requires only a few steps, you must first complete the
following prerequisite steps.

Topics
« Prerequisites (p. 24)
e Step 1: Prepare Your On-Premises Domain (p. 24)
¢ Step 2: Prepare Your Microsoft AD (p. 30)
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¢ Step 3: Create the Trust Relationship (p. 36)

Prerequisites

This tutorial assumes you already have the following:

« A Microsoft AD created on AWS. If you need help doing this, see Create a Microsoft AD
Directory (p. 10).

¢ An EC2 instance running Windows added to that Microsoft AD. If you need help doing this, see
Manually Add a Windows Instance (Simple AD and Microsoft AD) (p. 102).
Important
The admin account for your Microsoft AD must have administrative access to this instance.
¢ The following Windows Server tools installed on that instance:
* AD DS and AD LDS Tools
« DNS

If you need help doing this, see Installing the Active Directory Administration Tools (p. 98).
¢ An on-premises Microsoft Active Directory

You must have administrative access to this directory. The same Windows Server tools as listed
above must also be available for this directory.

¢ An active connection between your on-premises network and the VPC containing your Microsoft AD.
If you need help doing this, see Amazon Virtual Private Cloud Connectivity Options.

Tutorial Configuration

For this tutorial, we've already created a Microsoft AD and an on-premises domain. The on-premises
network is connected to the Microsoft AD's VPC. Following are the properties of the two directories:

Microsoft AD running on AWS

¢ Domain name (FQDN): MyManagedAD.example.com
¢ NetBIOS name: MyManagedAD

* DNS Addresses: 10.0.10.246, 10.0.20.121

* VPC CIDR: 10.0.0.0/16

The Microsoft AD resides in VPC ID: vpc-12345678.

On-premises domain

¢ Domain name (FQDN): corp.example.com
* NetBIOS name: CORP

* DNS Addresses: 172.16.10.153

¢ On-premises CIDR: 172.16.0.0/16

You are now ready for Step 1: Prepare Your On-Premises Domain (p. 24).

Step 1: Prepare Your On-Premises Domain

First you need to complete several prerequisite steps on your on-premises domain.
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Configure Your On-Premises Firewall

You must configure your on-premises firewall so that the following ports are open to the CIDRs for all
subnets used by the VPC that contains your Microsoft AD. In this tutorial, we allow both incoming and
outgoing traffic from 10.0.0.0/16 (the CIDR block of our Microsoft AD's VPC) on the following ports:

e TCP/UDP 53 - DNS

« TCP/UDP 88 - Kerberos authentication

* TCP/UDP 389 - LDAP

TCP 445 - SMB

Note
These are the minimum ports that are needed to connect the VPC to the on-premises
directory. Your specific configuration may require additional ports be open.

Ensure That Kerberos Pre-authentication Is Enabled

User accounts in both directories must have Kerberos preauthentication enabled. This is the default,
but let's check to make sure nothing has changed.

To view user Kerberos settings

On your on-premises domain controller, open Server Manager.
On the Tools menu, choose Active Directory Users and Computers.

Choose the Users folder and open the context (right-click) menu for a user account listed in the
right pane. Choose Properties.
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File Action View Help

e rE F8 XEdz HE 2eETER

1 Active Directory Users and Com|| Name Type Description
b ] Saved Queries 82, Account Ad... Security Group... DO NOT DELETE - AWS ...
e ﬁ corp.example.com & Admin User DO NOT DELETE: Provwi...
b =] AWS Reserved 2 Admins Security Group... DO NOT DELETE - AWS ...
b [ Builtin #2 Certificate A.. Security Group... DO NOT DELETE - AWS ...
b [ Computers 82 Connectors  Security Group...
A E CORP &h
B 2] Com puters 3 Cony Copy...
Us
b 2] Em arnlsCu-ntroIIers & 0+ Af‘d oo NOT DELETE - AWS....
. || 82,DNg Disable Account NOT DELETE - AWS ...
t- [ ForeignSecurityPrincipal:
i $ loe Reset Password...
B Managed Service Accour
B[] Users s‘ %DE Move...
2 joe Open Home Page
Rloin o Mail
%Poli MOT DELETE - AWS ...
2, Serv All Tasks * NOT DELETE - AWS ...
Cut
Delete
Rename
Pr "
T [ [>] Help

Creates a new user, copying information from the selected user,

4. Choose the Account tab. In the Account options list, scroll down and ensure that Do not
require Kerberos preauthentication is not checked.
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Corp1 User Properties
Member Of | Dial-n | Environment I Sessions
Remote control Remote Desktop Services Profile | COM+
General | Address Account Profile I Telephones | Organization
|User logon name:
compuser]] | | @oomp example.com W |
IUser logon name (pre-Windows 2000):
|COHPK | ||:nrpuser1 |
| Logon Hours... | | Log On To... |
[ ] Unlock accourt
Account options:
[1 Use Kerberos DES encryption types for this account i
[] This account supports Kerberos AES 128 bit encryption.
[ | This account supports Kerberos AES 256 bit encryption. I:‘
IE Do not require Kerberos preauthentication I -

Configure DNS Conditional Forwarders for Your On-premises

Domain

You must set up DNS conditional forwarders on each domain. Before doing this on your on-premises
domain, you will first get some information about your AWS Microsoft AD.

To configure conditional forwarders on your on-premises domain

1. Signinto the AWS Management Console and open the AWS Directory Service console at https://

console.aws.amazon.com/directoryservice/.
In the navigation pane, select Directories.
Choose the directory ID of your Microsoft AD.
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4.

B AWS v  Services v

Directories y Set up directory

Snapshots

DirectoryID  ~ Directory name

d-1234567890 MyManagedAD. example.com

Take note of the fully qualified domain name (FQDN) and the DNS addresses of your directory.

R B T L O R R e i T e i Wl T o

Directories > MyManagedAD.example.com (d-1234567890)

¢« Details

;

{

[ Directory type  Microsoft AD

% Directory ID  d-1234567890

% Directory name | MyManagedAD example.com
J

1 NetBIOS name MyManagedAD

!

$ Description &

DNS Address |10.0.10.246, 10.0.20.121

Now, return to your on-premises domain controller. Open Server Manager.
On the Tools menu, choose DNS.

In the console tree, expand the DNS server of the domain for which you are setting up the trust.
Our server is WIN-5V70CN7VJO0.corp.example.com.

In the console tree, choose Conditional Forwarders.
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File Action View Help
«% #E 2 HE § 86 ,

é DNS Marme Type j
A i WIM-SVTOCKNTVIO.corp.example.com
b [&1] Global Logs
t- || Forward Lockup Zones
[ Reverse Lookup Zones

|| Conditional Forwarders

There are no items to show in this view,

9. On the Action menu, choose New conditional forwarder.

File | Action | View Help
== New Conditional Forwarder... |
gD Refresh Mame Type
. E ERT e There are no items to show in this view,
b Help
B[] Reverse Lockup fones
|iﬁ Conditional Fumalders|

10. In DNS domain, type the fully qualified domain name (FQDN) of your Microsoft AD, which you
noted earlier. In this example, the FQDN is MyManagedAD.example.com.

11. Choose IP addresses of the master servers and type the DNS addresses of your Microsoft AD
directory, which you noted earlier. In this example those are: 10.0.10.246, 10.0.20.121

After entering the DNS addresses, you might get a "timeout" or "unable to resolve" error. You can
generally ignore these errors.
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Mew Conditional Forwarder | x|

DMS Daormain:

II MyManagedaD . example, com I

IP addresses of the master servers:

[

IP Address | Server FODM | YWalidated | Delete |
=Click here to add a...

t:i' 10.0,10.246 <lInable to resolve > A timeout occurred duri,,, g |

t:i' 10.0.20.121 <nable to resolve & tirneout occorred durd, .

¥ store this conditional Forwarder in Active Direckary, and replicate it as Follows:

This will nak replicake ko DNS Servers that are pre-Windows Server 2003
=== Domain Controllers
rumber of seconds before forward queries time out: I 5

The server FODM will not be available if the appropriate reverse lookup zones and entries are nok

configured,

Ik I Cancel

12. Select Store this conditional forwarder in Active Directory and replicate as follows: All DNS
servers in this forest. Choose OK.

You're now done preparing your on-premises directory and ready for Step 2: Prepare Your Microsoft
AD (p. 30).

Step 2: Prepare Your Microsoft AD

Now let's get your Microsoft AD ready for the trust relationship. Many of the following steps are almost
identical to what you just completed for your on-premises domain. This time, however, you are working
with your Microsoft AD.

Configure Your VPN Subnets and Security Groups

You must allow traffic from your on-premises network to the VPC containing your Microsoft AD. To do
this, configure the VPC access control list (ACL) to allow both incoming and outgoing traffic from your
on-premises directory for the following ports:

e TCP/UDP 53 - DNS

« TCP/UDP 88 - Kerberos authentication

* TCP/UDP 389 - LDAP

e TCP 445 - SMB
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Note

These are the minimum ports that are needed to be able to connect the VPC and on-premises
directory. Your specific configuration may require additional ports be open. For this tutorial, we
have opened up all ports to our on-premises domain:

ety ey |

MWMHMWW—E

Sumrnarg.ur Inbound Rules Outbound Rules Subnet Associations
{Allnws inbound traffic. Because network ACLs are stateless, you must create inbound and outbound rule
i eae
?

} Rule # Type Protocol Port Range Source Allow [ Deny
s 100 DNS (UDP) (53) UDP (17) 53 172.31.0.016  ALLOW
% 110 DNS (TCP) (53) TCP (6) 53 172.31.0.016  ALLOW
j 200 Custom UDP Rule UDP (17) 88 172.31.0.016  ALLOW
? 210 Custom TCP Rule TCP (6) 88 172.31.0.016  ALLOW
300 LDAP (389) TCP (&) 389 172.31.0.016  ALLOW

Custom TCP Rule 172.31.0.0M16  ALLOW

TCP (B)

Py T ey A T,

L L]

é—u‘"—\p-uN
Summary Inbound Rules Outbound Rules Subnet Associations

Allows outbound trafic. Because network ACLs are stateless, you must create inbound and outbound rul

{ Rule # Type Protocol Port Range Destination Allow [ Deny
{ 100 OMS (UDP) (53) LUDP (17) A3 172.31.0.0/16 ALLOW
110 OMS (TCP) (53) TCP (B) A3 172.31.0.0/16 ALLOW
£ 200 Custom UDP Rule LUDP (17) 88 172.31.0.0/16 ALLOW
i 210 Custom TCP Rule TCP (B) 88 172.31.0.0/16 ALLOW
z 300 LDAP (383) TCP (B) 389 172.31.0.0/116 ALLOW

172.31.0.0116

ALLOW

Custom TCP Rule TCP (6

Similarly, your Microsoft AD domain controller must have the appropriate outbound and inbound rules.
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To configure your Microsoft AD domain controller outbound and inbound rules

1. Returnto the AWS Directory Service console at https://console.aws.amazon.com/
directoryservice/. On the Directory Details page, note your Microsoft AD directory ID.

i’i AWS ~ Services ~

| Directories p DI ey g

Snapshots

Directory ID ~ Directory name

» . MyManagedAD example.c

2.  Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

3. Inthe navigation pane, choose Security Groups.
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4.

N AWS ~

VPC Dashboard

Filter by VPC:

MNone

Services v

Resources ©&

[~ Start VPC Wizard Launch EC2 Instances

Mote: Your Instances will launch in the U3 East (M. Virginia) region.

Virtual Private Cloud

Your VPCs
Subnets

Route Tables
Internet Gateways
DHCF Options Sets
Elastic IPs
Endpoints

MNAT Gateways

Peering Connections

Security

MNetwork ACLs

Security Groups

VPN Connections

You are using the following Amazon VPC resources in the US East (|
Virginia) region:

2 VPCs 1 Internet Gateway

4 Subnets 2 Route Tables

2 Network ACLs 0 Elastic IPs

0 VPC Peering Connections 0 Endpoints

0 Nat Gateways 12 Security Groups
0 Running Instances 0 VPN Connections
0 Virtual Private Gateways 0 Customer Gateways

VPN Connections

Amazon VPC enables you to use your own isolated resources within
AWS cloud, and then connect those resources directly to your own
datacenter using industry-standard encrypted IPsec VPN connectior

VPN Connections Customer Gateways VPC ID &
You do not have any VPNs.

Create VPN Connection

Use the search box to search for your Microsoft AD directory ID. In the search results, select the
item with the description AWS created security group for directory ID directory controllers.
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A e L A T T T S R e N A b,

=
Create Security Group (G
(), search : Add filter

@ Hame ~  Group ID -+ Group Name -~ Descriptit

P o A et i A,

[ ] sg-41cf3938 SEES BEsRa controllers AWS crea

Go to the Outbound Rules tab for that security group. Choose Edit, and then Add another rule.
For the new rule, enter the following values:

e Type: ALL Traffic

* Protocol: ALL

« Destination: 0.0.0.0/0 (As a best practice, you can further restrict this by entering the address
block of your on-premises domain, rather than 0.0.0.0/0.)

Select Save.

z"\—*—ﬁ e T e e
f Summary Inbound Rules Outbound Rules Tags

T Cancel m

? Type Protocol Port Range  Destination

j ALL Traffic [=] | AL ALL 0.0.0.0/0)

"l Add ancther rule

Go to the Inbound Rules tab for that same security group. Choose Edit, and then Add another
rule. For the new rule, enter the following values:

e Type: Custom UDP Rule

* Protocol: UDP

e Port Range: 445

* Source: 0.0.0.0/0

Select Save.

Repeat these steps, adding each of the following rules:

Type Protocol Port Destination/
Range Source
Custom UDP Rule UDP 88 0.0.0.0/0
Custom UDP Rule UDP 123 0.0.0.0/0
Version 1.0
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Type

Custom UDP Rule
Custom UDP Rule
Custom UDP Rule
Custom TCP Rule
Custom TCP Rule
Custom TCP Rule
Custom TCP Rule
Custom TCP Rule

Custom TCP Rule

Custom TCP Rule

DNS (UDP)
DNS (TCP)
LDAP

All ICMP

All traffic

Ensure That Kerberos Pre-authentication Is Enabled

Protocol

UDP
UbP
UbP
TCP
TCP
TCP
TCP
TCP

TCP

TCP

UDP
TCP
TCP
All

All

Port
Range

138
389
464
88

135
445
464
636

1024 -
65535

3268 -
3269

53
53
389
N/A

All

Destination/
Source

0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0

0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

The current
security
group (The
security
group

for your
directory)

Now you want to confirm that users in your Microsoft AD also have Kerberos pre-authentication
enabled. This is the same process you completed for your on-premises directory. This is the default,
but let's check to make sure nothing has changed.

To view user Kerberos settings

1. Loginto an instance that is a member of your Microsoft AD using an account that has domain
administrative privileges.

2. Ifthey are not already installed, install the Active Directory Users and Computers tool and
the DNS tool. Learn how to install these tools in Installing the Active Directory Administration

Tools (p. 98).

Open Server Manager. On the Tools menu, choose Active Directory Users and Computers.

Choose the Users folder in your domain. Note that this is the Users folder under your NetBIOS
name, not the Users folder under the fully qualified domain name (FQDN).Open the context
(right-click) menu for a user account and choose Properties.
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E Active Directory Users and Computers
File Action View Help

e @ a/Ea: LauvTadh

] Active Directory Users and Computers [WIN-SVMNI93| | Name Type

= _ Saved Queries &!,Accuuntﬁdmins Security G

4 33 MyManagedAD . example.com L Admin User
- :— AWS Reserved 52, Admins Security Gi
B .—_E”ilti” ﬂCertiﬁcateAdmins Security G
b L] Computers #2, DHCP Admins Security G
b (5] Domain Controllers 2, DNS Admins Security G
[ _ F-:uragnSecurlt.}rPrlnmpals ﬂpnlicy.ﬂxdmins Security G
[:1 :: m::::::gi;:;vaﬁcmunts ﬂﬂewerﬂxdmins Security G

I 1gl ters

5. Choose the Account tab. In the Account options list, ensure that Do not require Kerberos
preauthentication is not checked.

You are now ready for Step 3: Create the Trust Relationship (p. 36).

Step 3: Create the Trust Relationship

Now that the preparation work is complete, the final steps are to create the trusts. First you create the
trust on your on-premises domain, and then finally on your Microsoft AD.

Configure Your On-Premises Trust

In this tutorial, you configure a two-way trust. However, if you create a one-way trust, be aware that the
trust directions on each of your domains must be complementary. For example, if you create a one-
way, outgoing trust on your on-premises domain, you need to create a one-way, incoming trust on your
Microsoft AD.

To configure your on-premises trust relationship

1. Open Server Manager and on the Tools menu, choose Active Directory Domains and Trusts.
2. Open the context (right-click) menu of your domain and choose Properties.
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3.

File Action View Help

«% #F =2 HE

Active Directory Domains a|| Mame Actions
corp.example.com |

nage
More... #

Raise Domain Functional Level...

View 3

Export List...

Properties

Help

Choose the Trusts tab and choose New trust. Type the name of your AWS Microsoft AD and
choose Next.
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corp.example.com Properties ? 25

fou can create a trust by using a NetBIOS or DMS name.

Type the name of the domain, forest, or realm for this trust. f you type the name of a forest, you
must type a DN5S name.

Example MetBIOS name: supplierl-nt
Example DMNS name: supplier]1-intemal microsoft com

[Nimﬂ' 1
| I'H'r'_.rManaged.ﬁ.D.mple.cumI

4, Choose Forest trust. Choose Next.
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Trust Type

This domain is a forest root domain.  the specified domain qualifies, you can
create a forest trust.

Select the type of tust you wart to create.

() Bxtemnal trust
An external trust is @ nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domains in the relationship.

(@) Forest trust

Aforest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest .

5. Choose Two-way. Choose Next.
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Direction of Trust
fou can create one-way or two-way trusts.

Select the direction for this trust.

(®) Two-way
|sers in this damain can be authenticated in the specified domain, realm. ar
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

() Dne-way: incoming
|Users in this domain can be authenticated in the specified domain, realm. ar forest.

() Dne-way: outgoing
|Users in the specified domain, realm, or forest can be authenticated in this domain.

6. Choose This domain only. Choose Next.
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Sides of Trust

ff you have appropriate pemissions in bath domains, you can create both sides of
the trust relationship.

To begin using a trust, both sides of the tnust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

(®) This domain only
This option creates the trust relationship in the local domain.

() Bath this domain and the specified domain
This option creates trust relationships in bath the local and the specified domains.
You must have trust creation privileges in the specified domain.

7. Choose Forest-wide authentication. Choose Next.
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10.

Mew Trust Wizard

Outgoing Trust Authentication Level
|sers in the specified forest can be authenticated to use all of the resources in the
local forest or anly those resources that you specify.

Select the scope of authentication for users from the mymanagedad.example.com forest.

(®) Forest-wide authentication
Windows will automatically authenticate users from the specified forest for all resources in
the local forest. This option is prefered when both forests belong to the same
organization.

() Selective authertication
Windows will not automatically autherticate users from the specified forest for amy
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users in the specified forest. This
option is prefemed if the forests belong to different organizations.

<Back || MNet> | | Canesl

Type a Trust password. Make sure to remember this password as you will need it when setting
up the trust for your AWS Microsoft AD.

In the next dialog box, confirm your settings and choose Next. Confirm that the trust was created
successfully and again choose Next.

Choose No, do not confirm the outgoing trust. Choose Next.
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Confirm Outgoing Trust
You should confim this trust only if the other side of the trust has been created.

Do you want to confim the outgaoing tust?
(® No, do not confim the outgoing trust
() Yes, corfim the outgoing trust

<Back | Ned> | | Cancel

11. Choose No, do not confirm the incoming trust. Choose Next.
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Mew Trust Wizard

Confirm Incoming Trust
You should corfim this trust only if the other side of the trust has been created.

Do you want to confim the incoming trust?

(®) No. do not confim the incoming trust

(") YYes, confimn the incoming trust

ack | Mend = || Cancel

Configure Your Microsoft AD Trust

Finally, you configure the trust relationship for your AWS Microsoft AD. Because you created a two-
way trust on the on-premises domain, you also create a two-way trust on our Microsoft AD.

To configure your Microsoft AD trust relationship

1. Returnto the AWS Directory Service console. On the Directory Details page, choose your
Microsoft AD ID.
Choose the Trust relationships tab.
Choose Add trust relationship.

Type the FQDN of your on-premises domain (in this tutorial cor p. exanpl e. con). Type the same

trust password that you used when creating the trust on your on-premises domain. Specify the
direction. In this case we choose Two-way.

5. Inthe Conditional forwarder field, enter the IP address of your on-premises DNS server. In this
example, enter 172.16.10.153.

6. (Optional) Choose Add IP address and enter a second IP address your on-premises DNS server.

You can specify up to a total of four DNS servers.
7. Choose Create.

Congratulations. You now have a trust relationship between your on-premises domain

(corp.example.com) and your AWS Microsoft AD (MyManagedAD.example.com). Only one relationship

can be set up between these two domains. If for example, you want to change the trust direction to
one-way, you would first need to delete this existing trust relationship and create a new one.

Version 1.0
44


https://console.aws.amazon.com/directoryservice/

AWS Directory Service Administration Guide
Step 3: Create the Trust Relationship

For more information, including instructions about verifying or deleting trusts, see When to Create a
Trust Relationship (p. 18).
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Active Directory Connector

AD Connector is a directory gateway with which you can redirect directory requests to your on-
premises Microsoft Active Directory without caching any information in the cloud. AD Connector comes
in two sizes, small and large. A small AD Connector is designed for smaller organizations of up to 500
users. A large AD Connector can support larger organizations of up to 5,000 users.

Once set up, AD Connector offers the following benefits:

¢ Your end users and IT administrators can use their existing corporate credentials to log on to AWS
applications such as Amazon WorkSpaces, Amazon WorkDocs, or Amazon WorkMail.

* You can manage AWS resources like Amazon EC2 instances or Amazon S3 buckets through 1AM
role-based access to the AWS Management Console.

¢ You can consistently enforce existing security policies (such as password expiration, password
history, and account lockouts) whether users or IT administrators are accessing resources in your
on-premises infrastructure or in the AWS Cloud.

* You can use AD Connector to enable multi-factor authentication by integrating with your existing
RADIUS-based MFA infrastructure to provide an additional layer of security when users access AWS
applications.

Continue reading the topics in this section to learn how to connect to a directory and make the most of
AD Connector features.

Topics
¢ Connect to a Directory (p. 46)
¢ Update Directory Credentials for Your AD Connector (p. 57)
¢ Update the DNS Address for Your AD Connector (p. 58)
¢ Multi-Factor Authentication (p. 58)

Connect to a Directory

With AD Connector you can connect AWS Directory Service to your existing enterprise directory. When
connected to your on-premises directory, all of your directory data remains on your directory servers.
AWS Directory Service does not replicate any of your directory data.
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Topics
¢ Best Practices for AD Connector (p. 47)
¢ AD Connector Prerequisites (p. 47)
¢ How to Create an AD Connector (p. 57)

Best Practices for AD Connector

We recommend that you follow these best practices for creating your AD Connector:

« Each AD Connector that you create must use a different service account, even if they are connected
to the same directory.

 If your on-premises network has Active Directory sites defined, you must make sure the subnets in
the VPC where your AD Connector resides are defined in an Active Directory site, and that there
are no conflicts between the subnets in your VPC and the subnets in your other sites. To discover
domain controllers AD Connector uses the Active Directory site whose subnet IP address ranges
are close to those in the VPC containing the AD Connector. If you have a site that has subnets
with the same IP address ranges as those in your VPC, the AD Connector will discover the domain
controllers in that site, which may not be physically close to your region.

¢ When using AD Connector, you must ensure that your on-premises directory is and remains
compatible with AWS Directory Services. For more information on your responsibilities, please see
our shared responsibility model.

AD Connector Prerequisites

To connect to your on-premises directory with AD Connector, you need the following:

VPC
Set up a VPC with the following:

¢ At least two subnets. Each of the subnets must be in a different Availability Zone.

¢ The VPC must be connected to your on-premises network through a virtual private network
(VPN) connection or AWS Direct Connect.

¢ The VPC must have default hardware tenancy.

For more information, see the following topics in the Amazon VPC User Guide:
¢ What is Amazon VPC?

e Subnets in your VPC

¢ Adding a Hardware Virtual Private Gateway to Your VPC

For more information about AWS Direct Connect, see the AWS Direct Connect User Guide.

On-premises network
You'll need an on-premises network with an Active Directory domain. The functional level of this
domain must be W ndows Server 2003 or higher. AD Connector also supports connecting to a
domain hosted on an AWS EC2 instance.

Credentials
You must have credentials for an account in the on-premises directory with the following privileges.
For more information, see Delegating Connect Privileges (p. 48).

¢ Read users and groups
« Create computer objects
¢ Join computers to the domain

IP addresses
Get the IP addresses of two DNS servers or domain controllers in your on-premises directory.
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AD Connector obtains the _| dap. _t cp. <DnsDomai nNanme> and

_kerberos. _tcp. <DnsDomai nNane> SRV records from these servers when connecting to your
directory, so these servers must contain these SRV records. The AD Connector attempts to find

a common domain controller that will provide both LDAP and Kerberos services, so these SRV
records must include at least one common domain controller. For more information about SRV
records, go to SRV Resource Records on Microsoft TechNet.

Ports for subnets
For AWS Directory Service to communicate with your on-premises directory, the firewall for your
on-premises network must have the following ports open to the CIDRs for both subnets in the
VPC.

« TCP/UDP 53 - DNS
« TCP/UDP 88 - Kerberos authentication

« TCP/UDP 389 - LDAP; note that AWS Directory Service does not support LDAP with SSL
(LDAPS) or LDAP signing

These are the minimum ports that are needed to be able to connect to your directory. Your specific
configuration may require additional ports be open.

Kerberos preauthentication
Your user accounts must have Kerberos preauthentication enabled. For more information about
this setting, go to Preauthentication on Microsoft TechNet.

Encryption type
Your on-premises domain controller must have RC4-HMAC encryption enabled.

Multi-factor Authentication Prerequisites

To support multi-factor authentication with your AD Connector directory, you need the following:
¢ A Remote Authentication Dial In User Service (RADIUS) server in your on-premises network that has
two client endpoints. The RADIUS client endpoints have the following requirements:

» To create the endpoints, you need the IP addresses of the AWS Directory Service servers. These
IP addresses can be obtained from the Directory IP Address field of your directory details.

» Both RADIUS endpoints must use the same shared secret code.

¢ Your on-premises network must allow inbound traffic over the default RADIUS server port (1812)
from the AWS Directory Service servers.

¢ The usernames between your RADIUS server and your on-premises directory must be identical.

Delegating Connect Privileges

To connect to your on-premises directory, you must have the credentials for an account in the on-
premises directory that has certain privileges. While members of the Domain Admins group have
sufficient privileges to connect to the directory, as a best practice, you should use an account that

only has the minimum privileges necessary to connect to the directory. The following procedure
demonstrates how to create a new group called Connect or s, and delegate the privileges to this group
that are needed to connect AWS Directory Service to the directory.

This procedure must be performed on a machine that is joined to your directory and has the Active

Directory User and Computers MMC snap-in installed. You must also be logged in as a domain
administrator.

To delegate connect privileges

1. Open Active Directory User and Computers and select your domain root in the navigation tree.
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L] Active Directory Users and Computers I;Ii-
Fi

le  Action  View Help

WA EEIEEE EEY YR &

~| ForeignSecurityPrincipalf

] Auctive Directory Users and Com || Mame Type Description

b ] Sawed Queries | Users Container Default container for up...

4|33 corp.example.com | Computers Container Default container for up..,
b _ Users | Builtin builtinDornain
I - Cormputers ol Domain Con... Organizational... Default container for da..
4 - Builtin | ForeignSecu., Container Default container far sec...
'; 3| Darnain Controllers | Managed Se.. Container Default container for ma...
I

| Managed Service Accour

2. Inthe listin the left-hand pane, right-click Users, select New, and then select Group.
3. Inthe New Object - Group dialog box, enter the following and click OK.

Field Value/Selection
Group name Connect ors
Group scope Global

Group type Security

4. Inthe Active Directory User and Computers navigation tree, select your domain root. In the
menu, select Action, and then Delegate Control.
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B Active Directory Users and Computers
File View  Help
4@ lE| Delegate Contral... | R TER
=g Find.. Type Description
[ Change Damain... Container Default container for up..
4 5 Change Domain Controller.., Container Default container for up..,
Raise dornain functional level.., builtinDomain
Ly Operations Masters... .. Organizational... Default container for do...
H . Container Default container for sec.,
B Py Y. Container Default container for ma..,
B A1l Tasks ’
I
Refresh
Export List..,
Praperties
Help
< m >

Delegates control of objects in this folder

On the Delegation of Control Wizard page, click Next, then click Add.
In the Select Users, Computers, or Groups dialog box, enter Connect or s and click OK. If more

than one object is found, select the Connect or s group created above. Click Next.

7.

Next.
8.

objects.
9.

choose Next.

Delegation of Control Wizard

Active Directory Object Type
Indicate the scope of the task you want ta delegate.

Delegate contral of:

P

]

() This falder. existing objects in this folder. and creation of new objects in this folder

Computer ohjects

[7] Connection ohjects

[] Contact ohiscts

] document ohjects

[[] documentSeries ohiects

] domainFielatedObject objects

[+#] Create selected abjects in this folder
[] Delete selected objects in this folder

| < Back ” Next > || Cancel ||

Help

10. Select Read and Write, and then choose Next.

On the Tasks to Delegate page, select Create a custom task to delegate, and then choose
Select Only the following objects in the folder, and then select Computer objects and User

Select Create selected objects in this folder and Delete selected objects in this folder. Then
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11.

12.

Delegation of Control Wizard -
Permissions

-
Select the permissions pou want to delegate. '”Erll;‘

Show these pemissions

[ Creation/deletion of specific child objects

Permizzions:
[ Full Cantral -
Read

‘wiite

[] Create &l Child Objects
[ Delete &l Child Objects
[ Read &ll Properties

| < Back ” Hexst > || Cancel | | Help |

Verify the information on the Completing the Delegation of Control Wizard page, and click
Finish.

Create a user with a strong password and add that user to the Connect or s group. The user has
sufficient privileges to connect AWS Directory Service to the directory.

Connect Verification

For AD Connector to connect to your on-premises directory, the firewall for your on-premises network

must have certain ports open to the CIDRs for both subnets in the VPC. To test if these conditions are
met, perform the following steps:

To

1.

verify the connection

Launch a Windows instance in the VPC and connect to it over RDP. The instance must be a
member of your on-premises domain. The remaining steps are performed on this VPC instance.

Download and unzip the DirectoryServicePortTest test application. The source code and Visual
Studio project files are included so you can modify the test application if desired.

Note
This script is not supported on Windows Server 2003 or older operating systems.

From a Windows command prompt, run the DirectoryServicePortTest test application with the
following options:

Di rectoryServi cePort Test. exe -d <donmi n_nane> \
-ip <server_I|P_address> \

-tcp "53,88,389" \

-udp "53, 88, 389"

<domei n_nane>

The fully qualified domain name. This is used to test the forest and domain functional levels. If
you exclude the domain name, the functional levels won't be tested.

<server _| P_address>

The IP address of a domain controller in your on-premises domain. The ports will be tested
against this IP address. If you exclude the IP address, the ports won't be tested.

This test app determines if the necessary ports are open from the VPC to your domain, and also
verifies the minimum forest and domain functional levels.
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The output will be similar to the following:

Testing forest functional |evel.
Forest Functional Level = W ndows2008R2Forest : PASSED

Testing domain functional |evel.
Domai n Functional Level = W ndows2008R2Dorai n : PASSED

Testing required TCP ports to <server_| P_address>:
Checki ng TCP port 53: PASSED
Checki ng TCP port 88: PASSED
Checki ng TCP port 389: PASSED

Testing required UDP ports to <server_ | P_address>:
Checki ng UDP port 53: PASSED
Checki ng UDP port 88: PASSED
Checki ng UDP port 389: PASSED

The following is the source code for the DirectoryServicePortTest application.

using System

using System Col | ections. Ceneri c;

using System | Q

usi ng System Linq;

using System Net;

usi ng System Net. Sockets;

usi ng System Text;

usi ng System Thr eadi ng. Tasks;

using System DirectoryServices. ActiveDirectory;
usi ng System Threadi ng;

using System Di rectoryServices. Account Managenent ;
using System Di rectoryServices;

using System Security. Aut henti cati on;

using System Security. AccessControl;

using System Security. Principal;

nanmespace DirectoryServicePort Test

{

cl ass Program

{
private static List<int> _tcpPorts;
private static List<int> _udpPorts;

private static string _domain = "";
private static | PAddress _i pAddr = null;

static void Main(string[] args)
{
if (ParseArgs(args))
{
try
{
if (_domain.Length > 0)
{
try
{
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Test For est Functi onal Level ();
Test Domai nFuncti onal Level ();

catch (ActiveDirectoryoject Not FoundExcepti on)

{
Consol e. Wi teLine("The domain {0} could not be
found.\n", _domain);
}
}
if (null !'= _ipAddr)
{
if (_tcpPorts. Count > 0)
{
Test TcpPorts(_tcpPorts);
}
if (_udpPorts. Count > 0)
{
Test UdpPort s(_udpPorts);
}
}
catch (Authenticati onException ex)
{
Consol e. Wi teLi ne(ex. Message) ;
}
}
el se
{
Print Usage() ;
}

Console. Wite("Press <enter> to continue.");
Consol e. ReadLi ne() ;

}

static void PrintUsage()

{
string currentApp =
Pat h. Get Fi | eNanme( Syst em Ref | ecti on. Assenbl y. Get Execut i ngAssenbl y(). Locati on);
Consol e. WiteLine("Usage: {0} \n-d <donain> \n-ip \"<server
| P address>\" \n[-tcp \"<tcp_portl> <tcp_port2> etc\"] \n[-udp
\ "<udp_port 1>, <udp_port2>,etc\"]", currentApp);

}

static bool ParseArgs(string[] args)

{

bool fReturn = fal se;

string i pAddress = ;

try

{
_tcpPorts = new List<int>();
_udpPorts = new List<int>();
for (int i =0; i < args.Length; i++)

{
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string arg = args[i];

if ("-tcp" == arg | "/tcp" == arg)

{ .
i ++;
string portList = args[i];
_tcpPorts = ParsePortlList(portlList);

}
if ("-udp" == arg | "/udp" == arg)
{ .
i ++;
string portList = args[i];
_udpPorts = ParsePortList(portlList);
}
if ("-d* == arg | "/d" == arg)
{ .
i ++;
_domain = args[i];
}
if ("-ip" ==arg | "/ip" == arg)
{ .
i ++;
i pAddress = args[i];
}
}
}
catch (Argunent Qut Of RangeExcepti on)
{
return fal se;
}
if (_domain.Length > 0 || ipAddress.Length > 0)
{
fReturn = true;
}

if (ipAddress.Length > 0)

_i pAddr = | PAddr ess. Parse(i pAddress);
}

return fReturn;

}

static List<int> ParsePortList(string portlList)

{

List<int> ports = new List<int>();

char[] separators = {',', '";', ":'};

string[] portStrings = portlList.Split(separators);
foreach (string portString in portStrings)
{
try
{
ports. Add(Convert. Tol nt32(portString));
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catch (Format Excepti on)

{
}
}
return ports;
}
static void TestForestFunctional Level ()
{

Consol e. WiteLine("Testing forest functional level.");
Di rect oryCont ext dirContext = new

Di rect oryCont ext (Di rect or yCont ext Type. Forest, _domain, null, null);
Forest forestContext = Forest. GetForest(dirContext);

Consol e. Wite("Forest Functional Level = {0} : ",
f or est Cont ext . For est Mode) ;

i f (forestContext.ForestMde >= Forest Mode. Wndows2003For est)

{
Consol e. Wi teLi ne(" PASSED") ;
}
el se
{
Consol e. Wi teLi ne("FAI LED") ;
}
Consol e. Wi teLine();
}
static void TestDonmi nFuncti onal Level ()
{

Consol e. WiteLine("Testing donmain functional level.");
Di rectoryContext dirContext = new

Di rect oryCont ext (Di r ect or yCont ext Type. Donai n, _dormain, null, null);
Dorai n dorai nCbj ect = Donai n. Get Dorai n( di r Cont ext) ;

Consol e. Wite("Donmai n Functional Level = {0} : ",
donai nObj ect . Donmai nhvbde) ;

if (donai nObj ect. Dormai nMbde >= Dornai nMbde. W ndows2003Dorrai n)

{
Consol e. Wi teLi ne(" PASSED") ;
}
el se
{
Consol e. Wi teLi ne("FAI LED") ;
}
Consol e. Wi teLine();
}
static List<int> TestTcpPorts(List<int> portList)
{

Consol e. WiteLine("Testing TCP ports to {0}:",
_i pAddr. ToString());
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List<int> fail edPorts = new List<int>();

foreach (int port in portlList)

{ Consol e. Wite("Checking TCP port {0}: ", port);
Tcplient tcplient = new Tcpdient();

try
{
tcpdient. Connect (_i pAddr, port);

tcplient.d ose();
Consol e. Wi teLi ne(" PASSED") ;

catch (Socket Excepti on)

failedPorts. Add(port);
Consol e. Wi teLi ne("FAI LED") ;

}
Consol e. Wi teLine();

return fail edPorts;

}
static List<int> TestUdpPorts(List<int> portList)

{
Consol e. WiteLine("Testing UDP ports to {0}:",
_i pAddr. ToString());

List<int> fail edPorts = new List<int>();
foreach (int port in portlList)
{
Consol e. Wite("Checking UDP port {0}: ", port);
Udpd ient udpCient = new Udpdient();
try
{
udpC i ent. Connect (_i pAddr, port);
udpClient.d ose();
Consol e. Wi teLi ne(" PASSED") ;
catch (Socket Excepti on)

fail edPorts. Add(port);
Consol e. Wi teLi ne("FAI LED") ;

}

Consol e. Wi teLine();

return fail edPorts;

Version 1.0
56




AWS Directory Service Administration Guide
How to Create an AD Connector

‘ }

How to Create an AD Connector

To connect to your on-premises directory with AD Connector, perform the following steps. Before
starting this procedure, make sure you have completed the prerequisites identified in AD Connector
Prerequisites (p. 47).

To connect with AD Connector

1. Inthe AWS Directory Service console navigation pane, select Directories and choose Set up
Directory.

2. Inthe Connect using AD Connector area, choose Create AD Connector.
3. Provide the following information:

Connected domain name
The fully qualified name of your on-premises directory, such as cor p. exanpl e. com
Connected NetBIOS name
The short name of your on-premises directory, such as CORP.
Connector account username
The user name of a user in the on-premises directory. For more information about this
account, see the AD Connector Prerequisites (p. 47).

Connector account password
The password for the on-premises user account.

Confirm password
Retype the password for the on-premises user account.

DNS IP address
The IP address of at least one DNS server in your on-premises directory. These servers must
be accessible from each subnet specified in the next section.

Description
An optional description for the directory.
Size
Select the size of the directory.
4. Provide the following information in the VPC Details section and choose Next Step.

VPC
The VPC for the directory.

Subnets
Select the subnets for the directory servers. The two subnets must be in different Availability
Zones.

5. Review the directory information and make any necessary changes. When the information is
correct, choose Create AD Connector.

It takes several minutes for your directory to be connected. When it has been successfully extended,
the Status value changes to Act i ve.

Update Directory Credentials for Your AD
Connector

The AD Connector directory credentials represent the account that is used to access your on-premises
directory. You can modify these account credentials by performing the following steps.
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Note

If single sign-on is enabled for the directory, AWS Directory Service must transfer the service
principal name (SPN) from the current service account to the new service account. If the
current service account does not have permission to delete the SPN or the new service
account does not have permission to add the SPN, you are prompted for the credentials of a
directory account that does have permission to perform both actions. These credentials are
only used to transfer the SPN and are not stored by the service.

To modify your account credentials for AD Connector

P bR

In the AWS Directory Service console navigation pane, select Directories.
Click the directory ID link for your directory.

Select the Connector Account tab.

Enter the new user name and password, and click Update Directory.

Update the DNS Address for Your AD Connector

Use the following steps to update the DNS addresses that your AD Connector is pointing to.

Note
If you have an update in progress, you must wait until it is complete before submitting another
update.

To update your DNS settings for AD Connector

L dhPR

In the AWS Directory Service console navigation pane, choose Directories.
Choose the name of the directory to be updated.

Select the DNS settings tab.

Type the updated DNS IP addresses and choose Update directory.

Multi-Factor Authentication

You can enable multi-factor authentication for your AD Connector directory by performing the following
procedure. For more information about using multi-factor authentication with AWS Directory Service,
see AD Connector Prerequisites (p. 47).

Note
Multi-factor authentication is not available for Simple AD or Microsoft AD.

To enable multi-factor authentication for your AD Connector

A

In the AWS Directory Service console navigation pane, select Directories.
Click the directory ID link for your directory.

Select the Multi-Factor Authentication tab.

Enter the following values and click Update Directory.

Enable Multi-Factor Authentication
Check to enable multi-factor authentication.

RADIUS server IP address(es)
The IP addresses of your RADIUS server endpoints, or the IP address of your RADIUS server
load balancer. You can enter multiple IP addresses by separating them with a comma (e.g.,
192.0.0.0,192.0.0. 12).
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Port
The port that your RADIUS server is using for communications. Your on-premises network
must allow inbound traffic over the default RADIUS server port (1812) from the AWS Directory
Service servers.

Shared secret code
The shared secret code that was specified when your RADIUS endpoints were created.
Confirm shared secret code
Confirm the shared secret code for your RADIUS endpoints.
Protocol
Select the protocol that was specified when your RADIUS endpoints were created.
Server timeout
The amount of time, in seconds, to wait for the RADIUS server to respond. This must be a
value between 1 and 20.

Max retries
The number of times that communication with the RADIUS server is attempted. This must be
a value between 0 and 10.

Multi-factor authentication is available when the RADIUS Status changes to Enabled.
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Simple Active Directory

Simple AD is a standalone managed directory that is powered by Samba 4 Active Directory Compatible
Server. Simple AD is available in two sizes, small and large. A small Simple AD supports up to 500
users (approximately 2,000 objects including users, groups, and computers). A large Simple AD
supports up to 5,000 users (approximately 20,000 objects, including users, groups, and computers).

Simple AD provides a subset of the features offered by Microsoft AD, including the ability to manage
user accounts and group memberships, create and apply group policies, securely connect to Amazon
EC2 instances, and provide Kerberos-based single sign-on (SSO). However, note that Simple AD does
not support features such as trust relationships with other domains, Active Directory Administrative
Center, PowerShell support, Active Directory recycle bin, group managed service accounts, and
schema extensions for POSIX and Microsoft applications.

Simple AD offers many advantages:

¢ Simple AD makes it easier to manage Amazon EC2 instances running Linux and Windows and
deploy Windows applications in the AWS Cloud.

* Many of the applications and tools that you use today that require Microsoft Active Directory support
can be used with Simple AD.

¢ User accounts in Simple AD allow access to AWS applications such as Amazon WorkSpaces,
Amazon WorkDocs, or Amazon WorkMail.

« You can manage AWS resources through IAM role—based access to the AWS Management
Console.

¢ Daily automated snapshots enable point-in-time recovery.

Continue reading the topics in this section to learn how to create your own Simple AD.

Topics
¢ Create a Simple AD Directory (p. 60)
¢ Tutorial: Create a Simple AD Directory (p. 63)

Create a Simple AD Directory

Simple AD creates a fully managed, Samba-based directory in the AWS cloud. When you create a
directory with Simple AD, AWS Directory Service creates two directory servers and DNS servers on
your behalf. The directory servers are created in different subnets in a VPC; this redundancy helps
ensures that your directory remains accessible even if a failure occurs.
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Topics
¢ Supported Applications (p. 61)
e Simple AD Prerequisites (p. 61)
¢ How to Create a Simple AD Directory (p. 62)
¢ What Gets Created (p. 63)

Supported Applications

The following applications have been tested for use with AWS Directory Service Simple AD directories:

« Microsoft Internet Information Services (11S) on the following platforms:
* Windows Server 2003 R2
* Windows Server 2008 R1
* Windows Server 2008 R2
* Windows Server 2012
* Windows Server 2012 R2
¢ Microsoft SQL Server:
* SQL Server 2005 R2 (Express, Web, and Standard editions)
* SQL Server 2008 R2 (Express, Web, and Standard editions)
* SQL Server 2012 (Express, Web, and Standard editions)
* SQL Server 2014 (Express, Web, and Standard editions)
* Microsoft SharePoint:
» SharePoint 2010 Foundation
» SharePoint 2010 Enterprise
» SharePoint 2013 Enterprise

Simple AD Prerequisites

To create a Simple AD directory, you need a VPC with the following:

¢ At least two subnets. Each of the subnets must be in a different Availability Zone.

¢ The following ports must be open between the two subnets that you deploy your directory into.
This is necessary to allow the domain controllers that AWS Directory Service creates for you to
communicate with each other.

» TCP/UDP 53 - DNS

» TCP/UDP 88 - Kerberos authentication
e« UDP 123 - NTP

e TCP 135-RPC

» UDP 137-138 - Netlogon

e TCP 139 - Netlogon

* TCP/UDP 389 - LDAP; note that AWS Directory Service does not support LDAP with SSL
(LDAPS) or LDAP signing

* TCP/UDP 445 - SMB

e TCP 873 -FRS

* TCP 3268 - Global Catalog

* TCP/UDP 1024-65535 - Ephemeral ports for RPC

e The VPC must have default hardware tenancy
Version' 1.0
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How to Create a Simple AD Directory

To create a new directory, perform the following steps. Before starting this procedure, make sure you
have completed the prerequisites identified in Simple AD Prerequisites (p. 61).

To create a Simple AD directory

1.

In the AWS Directory Service console navigation pane, select Directories and choose Set up
Directory.

Choose Create Simple AD
Provide the following information:

Organization name
A unique organization hame for your directory that will be used to register client devices.

This field is only available if you are creating your directory as part of launching Amazon
WorkSpaces.

Directory DNS
The fully qualified name for the directory, such as cor p. exanpl e. com

NetBIOS name
The short name for the directory, such as CORP.

Administrator password
The password for the directory administrator. The directory creation process creates an
administrator account with the user name Admi ni st r at or and this password.

The directory administrator password is case-sensitive and must be between 8 and 64
characters in length, inclusive. It must also contain at least one character from three of the
following four categories:

« Lowercase letters (a-z)

e Uppercase letters (A-2)

Numbers (0-9)

* Non-alphanumeric characters (~!@#$%"&*_-+="|\(){}{]:;"'<>,.?/)

Confirm password
Retype the administrator password.

Description
An optional description for the directory.

Directory Size
Select the size of the directory.

Provide the following information in the VPC Details section and choose Next Step.
VPC
The VPC for the directory.

Subnets
Select the subnets for the directory servers. The two subnets must be in different Availability
Zones.

Review the directory information and make any necessary changes. When the information is
correct, choose Create Simple AD.

It takes several minutes for the directory to be created. When it has been successfully created, the
Status value changes to Act i ve.
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What Gets Created

When you create a directory with Simple AD, AWS Directory Service performs the following tasks on
your behalf:
* Sets up a Samba-based directory within the VPC.

« Creates a directory administrator account with the user name Admi ni strat or and the specified
password. You use this account to manage your directory.

Important
Be sure to save this password. AWS Directory Service does not store this password and it
cannot be retrieved or reset.

¢ Creates a security group for the directory controllers.

¢ Creates an account with the name AWSAdM nD- xxxxxxxx that has domain admin privileges.
This account is used by AWS Directory Service to perform automated operations for directory
maintenance operations, such as taking directory snapshots and FSMO role transfers. The
credentials for this account are securely stored by AWS Directory Service.

Tutorial: Create a Simple AD Directory

The following tutorial walks you through all of the steps necessary to set up an AWS Directory Service
Simple AD directory. It is intended to get you started with AWS Directory Service quickly and easily, but
is not intended to be used in a large-scale production environment.
Topics

¢ Prerequisites (p. 63)

e Step 1: Create and Configure Your VPC (p. 63)

e Step 2: Create Your Simple AD Directory (p. 65)

Prerequisites

This tutorial assumes the following:
¢ You have an active AWS account. For more information about managing accounts and your
directory, see Managing Your Directory (p. 66).

¢ Your account has not reached its limit of VPCs for the region in which you want to use AWS
Directory Service. For more information about Amazon VPC, see What is Amazon VPC? and
Subnets in Your VPC in the Amazon VPC User Guide.

* You do not have an existing VPC in the region with a CIDR of 10.0.0.0/16.

Step 1: Create and Configure Your VPC

The following sections demonstrate how to create and configure a VPC for use with AWS Directory
Service.
Topics

¢ Create a New VPC (p. 64)

¢ Add a Second Subnet (p. 64)
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Create a New VPC

This tutorial uses one of the VPC creation wizards to create the following:

* The VPC
¢ One of the subnets
* An Internet gateway

To create your VPC using the VPC wizard

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

In the navigation pane, click VPC Dashboard. If you do not already have any VPC resources,
locate the Your Virtual Private Cloud area of the dashboard and click Get started creating a
VPC. Otherwise, click Start VPC Wizard.

3. Select the second option, VPC with a Single Public Subnet, and then click Select.
Enter the following information into the wizard and click Create VPC.
IP CIDR block
10.0.0.0/ 16

VPC name
ADS VPC

Public subnet
10.0.0.0/ 24

Availability Zone
No Preference

Subnet name
ADS Subnet 1

Enable DNS hostnames
Leave default selection

Hardware tenancy
Default

5. It takes several minutes for the VPC to be created. After the VPC is created, proceed to the
following section to add a second subnet.

Add a Second Subnet

AWS Directory Service requires two subnets in your VPC, and each subnet must be in a different
Availability Zone. The VPC wizard only creates one subnet, so you must manually create the second
subnet, and specify a different Availability Zone than the first subnet. Create the second subnet by
performing the following steps.

To create a subnet

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

In the navigation pane, select Subnets, select the subnet with the name ADS Subnet 1, and
select the Summary tab at the bottom of the page. Make a note of the Availability Zone of this
subnet.

3. Click Create Subnet and enter the following information in the Create Subnet dialog box and click

Yes, Create.

Name tag
ADS Subnet 2
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VPC
Select your VPC. This is the VPC with the name ADS VPC.
Availability Zone
Select any Availability Zone other than the one noted in step 2. The two subnets used by AWS
Directory Service must reside in different Availability Zones.
CIDR Block
10.0.1.0/ 24

Step 2: Create Your Simple AD Directory

To create your AWS Directory Service Simple AD directory, perform the following steps. For more
information about this process, see Create a Simple AD Directory (p. 60).

To create your Simple AD directory

1.
2.
3.

Open the AWS Directory Service console for your desired region.
In the navigation pane, select Directories, click Set up Directory, then select Create Simple AD.
Enter the following fields.

Directory DNS

The fully-qualified name for the directory, such as cor p. exanpl e. com
NetBIOS name

The short name for the directory, such as CORP.

Administrator password
The password for the directory administrator. The directory creation process creates an
administrator account with the username Admi ni st r at or and this password.

The directory administrator password is case-sensitive and must be between 8 and 64
characters in length, inclusive. It must also contain at least one character from three of the
following four categories:

« Lowercase letters (a-z)

e Uppercase letters (A-Z)

¢ Numbers (0-9)

* Non-alphanumeric characters (~!@#$%"&*_-+="|\(){}{]:;"'<>,.?/)
Confirm password

Re-enter the administrator password.
Description

An optional description for the directory.
Directory Size

Select the size of the directory.

Enter the following fields in the VPC Details section and click Next Step.

VPC
The VPC for the directory.

Subnets
Select the subnets for the directory servers. The two subnets must be in different Availability
Zones.

Review the directory information and make any necessary changes. When the information is
correct, click Create Simple AD.

It takes several minutes for the directory to be created. When it has been successfully created, the
Status value changes to Act i ve.
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Managing Your Directory

You use the AWS Directory Service management console to perform certain directory-related actions,
such as changing directory information or deleting an existing directory. After a directory is created,
most administrative functions are performed with directory management tools, such as the Active
Directory Administration Tools.

Note

Simple AD directories do not support Active Directory Web Services. Because of this, tools
that rely on Active Directory Web Services, such as the Active Directory Administrative Center,
do not work with your Simple AD directory.

Topics
¢ View Directory Information (p. 66)
* Get Notified of Directory Status Updates Using Amazon SNS (p. 67)
¢ Delete Your Directory (p. 68)
¢ Snapshots (Simple AD and Microsoft AD) (p. 69)

View Directory Information

You can view basic information about a directory within the directories page, or more detailed
information in the directory details page.

Basic Information

To view basic information about a directory, perform the following steps:
To view basic directory information

1. Inthe AWS Directory Service console navigation pane, select Directories.

2. Click the arrow button next to your directory. Basic information about the directory is displayed
below the directory entry in the list.

For more information about the Status field, see Directory Status (p. 127).

Detailed Information

To view more detailed information about a directory, perform the following steps:
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To view detailed directory information

1. Inthe AWS Directory Service console navigation pane, select Directories.

2. Click the directory ID link for your directory. Information about the directory is displayed in the
Directory Details section.

For more information about the Status field, see Directory Status (p. 127).

Get Notified of Directory Status Updates Using
Amazon SNS

Using Amazon Simple Notification Service (Amazon SNS), you can receive email or text (SMS)
messages when the status of your directory changes. You get notified if your directory goes from an
Active status to an Impaired or Inoperable status. You also receive a notification when the directory
returns to an Active status.

How It Works

Amazon SNS uses “topics” to collect and distribute messages. Each topic has one or more subscribers
who receive the messages that have been published to that topic. Using the steps below you can add
AWS Directory Service as publisher to an Amazon SNS topic. When AWS Directory Service detects a
change in your directory’s status, it publishes a message to that topic, which is then sent to the topic's
subscribers.

You can associate multiple directories as publishers to a single topic. You can also add directory status
messages to topics that you've previously created in Amazon SNS. You have detailed control over
who can publish to and subscribe to a topic. For complete information about Amazon SNS, see What is
Amazon SNS?.

To enable SNS messaging for your directory

1. Signinto the AWS Management Console and open the AWS Directory Service console at https://
console.aws.amazon.com/directoryservice/.

2. Onthe Directories page, choose your directory ID.
3. Choose the Monitoring tab and then Create Notification.

4. Choose Create a new notification. Alternatively, if you already have an existing SNS topic, you
can choose Associate with existing SNS topic to send status messages from this directory to
that topic.

Note
If you choose Create a new notification but then use the same topic name for an SNS
topic that already exists, Amazon SNS does not create a new topic, but just adds the new
subscription information to the existing topic.
If you choose Associate with existing SNS topic, you will only be able to choose an
SNS topic that is in the same region as the directory.
5. Choose the Recipient type and enter the Recipient contact information. If you enter a phone
number for SMS, use numbers only. Do not include dashes, spaces, or parentheses.
6. (Optional) Choose Advanced options and type a name for your topic and an SNS display name.
The display name is a short name up to 10 characters that is included in all SMS messages from
this topic. When using the SMS option, the display name is required.

Note
If you are logged in using an IAM user or role that has only the
DirectoryServiceFullAccess managed policy, your topic name must start with
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“DirectoryMonitoring”. If you'd like to further customize your topic name you'll need
additional privileges for SNS.

7. Choose Add.

If you want to designate additional SNS subscribers, such as an additional email address,
Amazon SQS queues or AWS Lambda, you can do this from the Amazon SNS console at https://
console.aws.amazon.com/sns/.

To remove directory status messages from a topic

1. Signin to the AWS Management Console and open the AWS Directory Service console at https://
console.aws.amazon.com/directoryservice/.

2. Onthe Directories page, choose your directory ID.
Choose the Monitoring tab and then choose an SNS topic name.
4. Choose Remove.

This removes your directory as a publisher to the selected SNS topic. If you want to delete the entire
topic, you can do this from the Amazon SNS console at hitps://console.aws.amazon.com/sns/.

Note

Before deleting an Amazon SNS topic using the SNS console, you should ensure that a
directory is not sending status messages to that topic.

If you delete an Amazon SNS topic using the SNS console, this change will not immediately
be reflected within the Directory Services console. You would only be notified the next time a
directory publishes a notification to the deleted topic, in which case you would see an updated
status on the directory’s Monitoring tab indicating the topic could not be found.

Therefore, to avoid missing important directory status messages, before deleting any topic
that receives messages from AWS Directory Service, associate your directory with a different
Amazon SNS topic.

Delete Your Directory

When a Simple AD or AWS Directory Service for Microsoft Active Directory (Enterprise Edition)
directory is deleted, all of the directory data and snapshots are deleted and cannot be recovered.
After the directory is deleted, all instances that are joined to the directory remain intact. You cannot,
however, use your directory credentials to log in to these instances. You need to log in to these
instances with a user account that is local to the instance.

When an AD Connector directory is deleted, your on-premises directory remains intact. All instances
that are joined to the directory also remain intact and remain joined to your on-premises directory. You
can still use your directory credentials to log in to these instances.

To delete a directory

1. Inthe AWS Directory Service console navigation pane, select Directories.
2. Ensure that no AWS applications are enabled for the directory.

Click the directory ID link for your directory.

Select the Apps & Services tab. In the Apps & Services section, you see which AWS
applications are enabled for your directory.

» To disable Amazon WorkSpaces, you must deregister the service from the directory in the
Amazon WorkSpaces console. For more information, see Deregistering From a Directory in
the Amazon WorkSpaces Administration Guide.
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* To disable Amazon WAM, you must remove all application assignments in the Amazon
WAM console. For more information, see Removing All Application Assignments in the
Amazon WAM Administration Guide.

» To disable Amazon WorkDocs, you must delete the Amazon WorkDocs site in the Amazon
WorkDocs console. For more information, see Delete a Site in the Amazon WorkDocs
Administration Guide.

* To disable Amazon WorkMail, you must remove the Amazon WorkMail organization in
the Amazon WorkMail console. For more information, see Remove an Organization in the
Amazon WorkMail Administrator Guide.

» To disable AWS console access, see Disabling AWS Management Console
Access (p. 79).

3. Go back to the AWS Directory Service console navigation pane and again select Directories.

4. Select only the directory to be deleted and click Delete. It takes several minutes for the directory to
be deleted. When the directory has been deleted, it is removed from your directory list.

Note
Before deleting a directory that is associated with an Amazon RDS database, you must first
remove that database from the directory.

Snapshots (Simple AD and Microsoft AD)

AWS Directory Service provides the ability to take manual snapshots of data for a Simple AD or AWS
Directory Service for Microsoft Active Directory (Enterprise Edition) directory. These snapshots can be
used to perform a point-in-time restore for your directory.

Note
You cannot take snapshots of AD Connector directories.

Topics
¢ Creating a Snapshot of Your Directory (p. 69)
¢ Restoring Your Directory from a Snapshot (p. 70)
¢ Deleting a Snapshot (p. 70)

Creating a Snapshot of Your Directory

A snapshot can be used to restore your directory to what it was at the point in time that the snapshot
was taken. To create a manual snapshot of your directory, perform the following steps.

Note
You are limited to 5 manual snapshots for each directory. If you have already reached this
limit, you must delete one of your existing manual snapshots before you can create another.

To create a manual snapshot

In the AWS Directory Service console navigation pane, select Snapshots.
2. Choose Create Snapshot.

3. Inthe Create directory snapshot dialog box, select the directory to take a snapshot of. You can
also apply a description to the snapshot, if desired. When ready, choose Create Snapshot.

Depending on the size of your directory, it may take several minutes to create the snapshot. When the
snapshot is ready, the Status value changes to Conpl et ed.
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Restoring Your Directory from a Snapshot

Restoring a directory from a snapshot is equivalent to moving the directory back in time.

Warning

Before you restore a directory from a snapshot, it is important you understand that all of the
DCs and DNS servers associated with the directory will be offline until the restore operation
has been completed.

To restore your directory from a snapshot, perform the following steps.
To restore a directory from a snapshot

1. Inthe AWS Directory Service console navigation pane, select Snapshots.
2. Select the snapshot to restore from.
3. Choose Restore, review the information in the dialog box, and choose Restore.

It takes several minutes for the directory to be restored. When it has been successfully restored,
the Status value of the directory changes to Act i ve. Any changes made to the directory after the
snapshot date are overwritten.

Deleting a Snapshot

To delete a snapshot

1. Inthe AWS Directory Service console navigation pane, select Snapshots.
2. Select the snapshot to delete.
3. Choose Delete, verify that you want to delete the snapshot, and choose Delete.
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Use Your Directory

Topics
¢ Single Sign-On (p. 71)
¢ Managing Console Access for AWS Directory Service (p. 78)
¢ Managing IAM Roles (p. 79)
¢ Managing Directory Applications and Services (p. 96)
¢ Creating an Access URL (p. 96)
¢ Add Users and Groups (Simple AD and Microsoft AD) (p. 97)
¢ Add an Instance to Your Directory (Simple AD and Microsoft AD) (p. 101)

Single Sign-On

AWS Directory Service provides the ability to allow users in your directory to access certain AWS
apps and services from a computer joined to the directory without having to enter their credentials
separately.

Users may need to modify their web browser settings to enable single sign-on. For more information,
see Single Sign-On for IE and Chrome (p. 72) and Single Sign-On for Firefox (p. 77).

Note
Single sign-on only works when used on a computer that is joined to the AWS Directory
Service directory. It cannot be used on computers that are not joined to the directory.

To enable or disable single sign-on for a directory

In the AWS Directory Service console navigation pane, select Directories.
Choose the directory ID link for your directory.

Select the Apps & Services tab.

If single sign-on is currently disabled, perform the following steps to enable it.

PN PE

Click Enable.

b. Inthe Enable Single Sign-On for this Directory dialog box, choose Enable. Single sign-on
is enabled for the directory.

If the directory is an AD Connector directory and the AD Connector service account does not
have permission to add a service principle name, you are prompted for the username and
password for a directory user that has this permission. These credentials are only used to
enable single sign-on and are not stored by the service. The AD Connector service account is
not changed.

Version 1.0
71


https://console.aws.amazon.com/directoryservice/

AWS Directory Service Administration Guide
IE/Chrome

5. If single sign-on is currently enabled, perform the following steps to disable it.

a. Click Disable.

b. Inthe Disable Single Sign-On for this Directory dialog box, choose Disable. Single sign-on
is disabled for the directory.

If the directory is an AD Connector directory and the AD Connector service account does not
have permission to remove a service principle name, you are prompted for the username and
password for a directory user that has this permission. These credentials are only used to
disable single sign-on and are not stored by the service. The AD Connector service account is
not changed.

Before you enable single sign-on for your directory, you need to take additional steps to enable your
users' web browsers to support single sign-on.

Note
Single sign-on only works when used on a computer that is joined to the AWS Directory
Service directory. It cannot be used on computers that are not joined to the directory.

Topics
¢ Single Sign-On for IE and Chrome (p. 72)
¢ Single Sign-On for Firefox (p. 77)

Single Sign-On for IE and Chrome

To allow Microsoft's Internet Explorer (IE) and Google's Chrome browsers to support single sign-on,
the following tasks must be performed on the client computer:

* Add your access URL (e.g., https://<al i as>.awsapps.com) to the list of approved sites for single
sign-on.

¢ Enable active scripting (JavaScript).

¢ Allow automatic logon.

¢ Enable integrated authentication.

You or your users can perform these tasks manually, or you can change these settings using Group
Policy settings.

Topics
¢ Manual Update for Single Sign-On on Windows (p. 72)
¢ Manual Update for Single Sign-On on OS X (p. 75)
¢ Group Policy Settings for Single Sign-On (p. 75)

Manual Update for Single Sign-On on Windows

To manually enable single sign-on on a Windows computer, perform the following steps on the client
computer. Some of these settings may already be set correctly.

To manually enable single sign-on for Internet Explorer and Chrome on Windows

1. To open the Internet Properties dialog box, choose the Start menu, type | nt ernet Opti ons in
the search box, and choose Internet Options.

2. Add your access URL to the list of approved sites for single sign-on by performing the following
steps:
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4.

a
b
c.
d
e

In the Internet Properties dialog box, select the Security tab.
Select Local intranet and choose Sites.

In the Local intranet dialog box, choose Advanced.

Add your access URL to the list of websites and choose Close.

In the Local intranet dialog box, choose OK.

To enable active scripting, perform the following steps:

a.
b.

C.

In the Security tab of the Internet Properties dialog box, choose Custom level.

In the Security Settings - Local Intranet Zone dialog box, scroll down to Scripting and
select Enable under Active scripting.

r 5
Security Settings - Local Intranet Zone @
Settings
| Scripting -
| Active scripting
(1 Disahle
w Programmatic dipboard access |

*Takes effect after you restart your computer

Reset custom settings
Resetto: | Medium-ow (default) '] [ Reset... ]

[ OK. ] [ Cancel ]

%

In the Security Settings - Local Intranet Zone dialog box, choose OK.

To enable automatic logon, perform the following steps:

a.
b.

In the Security tab of the Internet Properties dialog box, choose Custom level.

In the Security Settings - Local Intranet Zone dialog box, scroll down to User
Authentication and select Automatic logon only in Intranet zone under Logon.
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F bl
Security Settings - Local Intranet Zone R — M

Settings

) Disable -
@ Enable
= | Enable XS5 filter
@ Disable
Enable
ipting of Java applets U
Disable
Enable
) Prompt
.92 User Authentication
334 Logon

() _Anooymous logon,

Automatic logen only in Intranet zone
e and password m
(Z) Prompt for user name and password .

1 [ | 3

*Takes effect after you restart your computer

Reset custom settings

Resetto: | Medium-ow (default) '] [ Reset... ]

c. Inthe Security Settings - Local Intranet Zone dialog box, choose OK.
d. Inthe Security Settings - Local Intranet Zone dialog box, choose OK.

5. To enable integrated authentication, perform the following steps:

a. Inthe Internet Properties dialog box, select the Advanced tab.
b. Scroll down to Security and select Enable Integrated Windows Authentication.

| General I Security I Privacy I Content | Connections | Programs Advanced

Settings

5 security -
[ allow active content from CDs to run on My Computer™
[ allow active content to run in files on My Computer™
[ allow software to run or install even if the signature is inv
[ Block unsecured images with other mixed content f
Chedk for publisher's certificate revocation
Chedk for server certificate revocation™
Chedk for signatures on downloaded programs
[ Do not save encrypted pages to disk e
[] Empty Temporary Internet Files folder when browser is de = |
Enable DOM Storage i

*Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
condition. —

‘You should only use this if your browser is in an unusable state.

%

c. Inthe Internet Properties dialog box, choose OK.
6. Close and re-open your browser to have these changes take effect.
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Manual Update for Single Sign-On on OS X

To manually enable single sign-on for Chrome on OS X, perform the following steps on the client
computer. You will need administrator rights on your computer to complete these steps.

To manually enable single sign-on for Chrome on OS X

1. Add your access URL to the AuthServerWhitelist policy by running the following command:

defaults wite com googl e. Chrone Aut hServerWhitelist
"https://<alias> awsapps. cont

2. Open System Preferences, go to the Profiles panel, and delete the Chr ome Ker ber os
Confi gur ati on profile.

3. Restart Chrome and open chr one: // pol i cy in Chrome to confirm that the new settings are in
place.

Group Policy Settings for Single Sign-On

The domain administrator can implement Group Policy settings to make the single sign-on changes on
client computers that are joined to the domain.

Note
If you manage the Chrome web browsers on the computers in your domain with Chrome

policies, you must add your access URL to the AuthServerWhitelist policy. For more
information about setting Chrome policies, go to Policy Settings in Chrome.

To enable single sign-on for Internet Explorer and Chrome using Group Policy settings

1. Create a new Group Policy object by performing the following steps:

a.

Open the Group Policy Management tool, navigate to your domain and select Group Policy
Objects.

From the main menu, choose Action and select New.

In the New GPO dialog box, enter a descriptive name for the Group Policy object, such as
SSO Pol i cy, and leave Source Starter GPO set to (hone). Click OK.

2. Add the access URL to the list of approved sites for single sign-on by performing the following
steps:

a.

In the Group Policy Management tool, navigate to your domain, select Group Policy Objects,
open the context (right-click) menu for your SSO policy, and choose Edit.

In the policy tree, navigate to User Configuration > Preferences > Windows Settings.

In the Windows Settings list, open the context (right-click) menu for Registry and choose
New registry item.

In the New Registry Properties dialog box, enter the following settings and choose OK:

Action
Updat e
Hive
HKEY CURRENT USER
Path
Sof t war e\ M crosof t \ Wndows\ Current Versi on\ I nternet Settings\ZoneMap
\ Domai ns\ awsapps. com <al i as>

The value for <al i as> is derived from your access URL. If your access URL is
htt ps:// exanpl ecor p. awsapps. com the alias is exanpl ecor p, and the registry key
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will be Sof t war e\ M cr osof t\ W ndows\ Current Versi on\ I nternet Settings
\ ZoneMap\ Domai ns\ awsapps. com exanpl ecor p.

Value name
ht t ps

Value type
REG_DWORD

Value data
1

To enable active scripting, perform the following steps:
a. Inthe Group Policy Management tool, navigate to your domain, select Group Policy Objects,
open the context (right-click) menu for your SSO policy, and choose Edit.

b. Inthe policy tree, navigate to Computer Configuration > Policies > Administrative
Templates > Windows Components > Internet Explorer > Internet Control Panel >
Security Page > Intranet Zone.

c. Inthe Intranet Zone list, open the context (right-click) menu for Allow active scripting and
choose Edit.

d. Inthe Allow active scripting dialog box, enter the following settings and choose OK:

» Select the Enabled radio button.
* Under Options set Allow active scripting to Enable.

To enable automatic logon, perform the following steps:

a. Inthe Group Policy Management tool, navigate to your domain, select Group Policy Objects,
open the context (right-click) menu for your SSO policy, and choose Edit.

b. Inthe policy tree, navigate to Computer Configuration > Policies > Administrative
Templates > Windows Components > Internet Explorer > Internet Control Panel >
Security Page > Intranet Zone.

c. Inthe Intranet Zone list, open the context (right-click) menu for Logon options and choose
Edit.

d. Inthe Logon options dialog box, enter the following settings and choose OK:

+ Select the Enabled radio button.
« Under Options set Logon options to Automatic logon only in Intranet zone.

To enable integrated authentication, perform the following steps:

a. Inthe Group Policy Management tool, navigate to your domain, select Group Policy Objects,
open the context (right-click) menu for your SSO policy, and choose Edit.

b. Inthe policy tree, navigate to User Configuration > Preferences > Windows Settings.

c. Inthe Windows Settings list, open the context (right-click) menu for Registry and choose
New registry item.

d. Inthe New Registry Properties dialog box, enter the following settings and choose OK:
Action
Updat e
Hive
HKEY CURRENT USER

Path
Sof t war e\ M cr osof t \ W ndows\ Current Versi on\ I nternet Settings

Value name
Enabl eNegoti at e

Value tvpe
AP A

REG DWORD Version 1.0
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Value data
1

6. Close the Group Policy Management Editor window if it is still open.
7. Assign the new policy to your domain by following these steps:
a. Inthe Group Policy Management tree, open the context (right-click) menu for your domain
and choose Link an Existing GPO.
b. Inthe Group Policy Objects list, select your SSO policy and choose OK.

These changes will take effect after the next Group Policy update on the client, or the next time the
user logs in.

Single Sign-On for Firefox

To allow Mozilla's Firefox browser to support single sign-on, add your access URL (e.g.,
https://<al i as>.awsapps.com) to the list of approved sites for single sign-on. This can be done
manually, or automated with a script.
Topics

¢ Manual Update for Single Sign-On (p. 77)

¢ Automatic Update for Single Sign-On (p. 78)

Manual Update for Single Sign-On

To manually add your access URL to the list of approved sites in Firefox, perform the following steps
on the client computer.

To manually add your access URL to the list of approved sites in Firefox

1. Open Firefox and open the about : confi g page.

2. Openthe networ k. negoti at e-aut h. trust ed-uri s preference and add your access URL to
the list of sites. Use a comma (,) to separate multiple entries.
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= | B[S,
‘about:confi Px |

/a out:config ; \+

€ | © Firefox about:config < E" Google L ﬁ E 4+ @ =
Search: ye
Preference Mame +  Status Type Value 2]
network.http.spdy.timeout default  integer 180 0
network. http.speculative-parallel-limit default  integer &

network. http.tcp_keepalive.long_lived_con.. default  boolean true
network.http.tcp_keepalivelong_lived_idle_... default  integer 600
network.http.tcp_keepaliveshort_lived_con... default boolean true
network. http.tcp_keepalive.short_lived_idle.., default  integer 10
network. http.tcp_keepalive.short_lived_time  default  integer 80

network.http.use-cache default  boolean true
network.http.version default  string 11

network,jar.open-unsafe-types default  boolean false
network.manage-offline-status default  boolean false

network.negotiate-auth.allow-insecure-ntl... default  boolean false

network.negotiate-auth.allow-insecure-ntl.. default  boolean true

network.negotiate-auth.allow-non-fqdn default  boolean false
netwark.negotiate-auth.allow-proxies default  boolean true
I network.negotiate-auth.delegation-uris default  string
network.negotiate-auth.gsslib default  string
i::l_-_etwork.negotiate-auth.trusted-u@ default  string [
network.negotiate-auth.using-native-gsslib -~ default  boolean true
| network.ntlm.send-lm-response default  boolean false
network.online default  boolean true
network.prefetch-next default  boolean true
netwark.protocol-handler.expose-all default  boolean true
network.protocol-handler.expose.mailto default  boolean false

Automatic Update for Single Sign-On

As a domain administrator, you can use a script to add your access URL to the Firefox
net wor k. negot i at e- aut h. t rust ed- uri s user preference on all computers on your network. For
more information, go to https://support.mozilla.org/en-US/questions/939037.

Managing Console Access for AWS Directory
Service

AWS Directory Service allows you to grant members of your directory access to the AWS Management
Console. By default, your directory members do not have access to any AWS resources. You assign
IAM roles to your directory members to give them access to the various AWS services and resources.
The IAM role defines the services, resources, and level of access that your directory members have.

Before you can grant console access to your directory members, your directory must have an access
URL. For more information about how to view directory details and get your access URL, see View
Directory Information (p. 66). For more information about how to create an access URL, see Creating
an Access URL (p. 96)

For more information about how to create and assign IAM roles to your directory members, see
Managing IAM Roles (p. 79).

Topics
¢ Enabling AWS Management Console Access (p. 79)
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¢ Disabling AWS Management Console Access (p. 79)

Enabling AWS Management Console Access

By default, console access is not enabled for any directory. To enable console access for your
directory users and groups, perform the following steps:

To enable console access

In the AWS Directory Service console navigation pane, select Directories.

Click the directory ID link for your directory.

In the Directory Details page, select the Apps & Services tab.

In the Services area, click the Manage Access link for AWS Management Console.

In the Enable AWS Management Console dialog box, click Enable Application. Console access
is now enabled for your directory.

o ks wbdPE

After the IAM roles have been assigned to your directory members, they can access the console at the
following URL:

https://<alias>. awsapps. coni consol e/

For example, if your directory's access URL is exanpl e- cor p. awsapps. com the URL to access the
console is ht t ps: / / exanpl e- cor p. awsapps. conf consol e/ .

Note
Access for users in nested groups within your directory are not supported. Members of the
parent group will have console access, but members of child groups will not.

Disabling AWS Management Console Access

To disable console access for your directory users and groups, perform the following steps:
To disable console access

In the AWS Directory Service console navigation pane, select Directories.

Click the directory ID link for your directory.

In the Directory Details page, select the Apps & Services tab.

In the Services area, click the Manage Access link for AWS Management Console.

If any IAM roles have been assigned to users or groups in the directory, the Disable Access
button in the Manage access to AWS Resources dialog box is disabled. In this case, you need to
click Continue and remove all IAM role assignments for the directory before proceeding. For more
information, see Removing a Role (p. 82).

gk wbdPE

After all IAM role assignments have been removed, repeat the steps above. When the Manage
access to AWS Resources dialog box is displayed, click Disable Access.

Managing IAM Roles

AWS Directory Service provides the ability to give your directory users and groups access to AWS
services and resources, such as access to the Amazon EC2 console. Similar to granting IAM users
access to manage directories as described in |dentity-Based Policies (IAM Policies) (p. 117), in order
for users in your directory to have access to other AWS resources, such as Amazon EC2 you must
assign IAM roles to those users and groups. For more information, see Roles in the IAM User Guide.
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Topics
¢ Editing the Trust Relationship for an Existing Role (p. 80)
¢ Creating a New Role (p. 80)
¢ Assigning a Role (p. 81)
¢ Viewing Role Details (p. 81)
* Removing a Role (p. 82)
¢ Removing a Role from a User or Group (p. 82)
* AWS Directory Service Role Policies (p. 82)

Editing the Trust Relationship for an Existing Role

You can assign your existing IAM roles to your AWS Directory Service users and groups. To do this,
however, the role must have a trust relationship with AWS Directory Service. When you use AWS
Directory Service to create a role using the procedure in Creating a New Role (p. 80), this trust
relationship is automatically set. You only need to establish this trust relationship for IAM roles that are
not created by AWS Directory Service.

To establish a trust relationship for an existing role to AWS Directory Service
1. Inthe navigation pane of the IAM console, click Roles.

The console displays the roles for your account.

2. Click the name of the role that you want to modify, and open the Trust Relationships section in
the details page.

3. Click Edit Trust Relationship.
4. Enter the following for the Policy Document field and click Update Trust Policy.

"Version": "2012-10-17",
"Statement": [
{
"Sid': ",
"Effect": "Alow',
"Principal": {
"Service": "ds.amazonaws. conf

b

"Action": "sts:AssuneRol e"

Creating a New Role

In addition, AWS Directory Service provides a set of predefined templates for common access needs.
You can use these templates to create roles for your AWS Directory Service users. During this
process, AWS Directory Service creates an IAM role in your account on your behalf. Because AWS
Directory Service is using the IAM service to create the role on your behalf, you must provide explicit
permission for this action in step 9.

Note
The user performing this task must have permission to perform the following 1AM actions. For
more information, see Identity-Based Policies (IAM Policies) (p. 117).
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¢ iam:PassRole

¢ iam:GetRole

¢ iam:CreateRole

¢ iam:PutRolePolicy

To create a new role from an AWS Directory Service template

In the AWS Directory Service console navigation pane, select Directories.

Click the directory ID link for your directory.

In the Directory Details page, select the Apps & Services tab.

In the Apps & Services area, click the Manage Access link for AWS Management Console.
In the Manage Access to AWS Resource dialog box, click Continue.

In the AWS Management Console Access page, click New Role.

In the Select Role Type page, click Create New Role.

O No gk wdR

In the Select Role Template page, select the template to create the role from and click Next
Step. For more information about the templates provided by AWS Directory Service, see AWS
Directory Service Role Policies (p. 82).

9. Review the information and click Allow to allow AWS Directory Service to create the |AM role
on your behalf. When the role has been created, you will be taken to step 9 of Assigning a
Role (p. 81) to select the users to apply the role to.

Assigning a Role

You can assign an existing IAM role to an AWS Directory Service user or group. The role must have a
trust relationship with AWS Directory Service. For more information, see Editing the Trust Relationship
for an Existing Role (p. 80).

To assign arole to an AWS Directory Service user or group

In the AWS Directory Service console navigation pane, select Directories.

Click the directory ID link for your directory.

In the Directory Details page, select the Apps & Services tab.

In the Apps & Services area, click the Manage Access link for AWS Management Console.
In the Manage Access to AWS Resource dialog box, click Continue.

In the AWS Management Console Access page, click New Role.

In the Select Role Type page, click Use Existing Role.

In the Select Existing Role page, select the role to add, and click Next Step.

© 0N OOk~ LDNRE

In the Select Users/Groups page, select the users and groups to apply the role to. You can

search for the user or group by typing all or part of the name in the text box. When enough context
has been entered, a list of possible matches is displayed. Select the desired user or group and the

user or group will is added to the list. Click Next Step when the list of users and groups to apply
the role to is complete.

10. Review the information and click Create Role Assignment to apply the selected role to the
selected AWS Directory Service users and groups.

Viewing Role Details

To view the details for a role, perform the following steps:
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To view details for arole

I A

In the AWS Directory Service console navigation pane, select Directories.

Click the directory ID link for your directory.

In the Directory Details page, select the Apps & Services tab.

In the Apps & Services area, click the Manage Access link for AWS Management Console.
In the Manage Access to AWS Resource dialog box, click Continue.

In the AWS Console Access page, click the role. The Role Detail page is displayed.

Removing a Role

To remove a role from all AWS Directory Service users or groups, perform the following steps.

To remove arole

No g s~ PRe

In the AWS Directory Service console navigation pane, select Directories.

Click the directory ID link for your directory.

In the Directory Details page, select the Apps & Services tab.

In the Apps & Services area, click the Manage Access link for AWS Management Console.
In the Manage Access to AWS Resource dialog box, click Continue.

In the AWS Console Access page, select the role to remove, and click Remove Role.

In the Remove Role Access dialog box, verify that you want to remove the role and click
Remove. The role is removed from all users and groups that the role is assigned to, but the role is
not removed from your account.

Removing a Role from a User or Group

To remove a role from specific AWS Directory Service users or groups, perform the following steps.

To remove a role from a user or group

1.

View the details for the role to remove as shown in Viewing Role Details (p. 81).

In the Role Detail page, in the Assigned Users and Groups section, select the users or groups
to remove the role from and click Remove.

In the Remove Role Access dialog box, verify that you want to remove the role from the selected
users and/or groups, and click Remove. The role is removed from the specified users and groups,
but the role is not removed from your account.

AWS Directory Service Role Policies

AWS Directory Service provides the following role policies that allow you to quickly and easily create
IAM roles for use with AWS Directory Service.

Topics

Read Only Role (p. 83)

Power User Role (p. 85)

Directory Service Full Access Role (p. 85)
Directory Service Read Only Role (p. 86)
Amazon EC2 Full Access Role (p. 87)
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¢« Amazon EC2 Read Only Role (p. 87)

¢ Amazon VPC Full Access Role (p. 88)
¢« Amazon VPC Read Only Role (p. 90)
¢ Amazon RDS Full Access (p. 90)

* Amazon RDS Read Only (p. 91)

¢ DynamoDB Full Access (p. 91)

¢ DynamoDB Read Only (p. 92)

¢ Amazon S3 Full Access (p. 92)

¢ Amazon S3 Read Only (p. 92)

¢ CloudTrail Full Access (p. 93)

¢ CloudTrail Read Only (p. 94)

¢ CloudWatch Full Access (p. 94)

¢ CloudWatch Read Only (p. 94)

¢ CloudWatch Logs Full Access (p. 95)

¢ CloudWatch Logs Read Only (p. 95)

Read Only Role

This role provides an AWS Directory Service user or group with read-only access to the following AWS
services and resources.

¢ Auto Scaling

¢ Elastic Load Balancing

¢ AWS CloudFormation

¢ Amazon CloudFront

¢ AWS CloudTrail

¢ Amazon CloudWatch

¢ AWS Direct Connect

¢ Amazon DynamoDB

¢ Amazon Elastic Compute Cloud

¢ Amazon ElastiCache

¢ AWS Elastic Beanstalk

¢ Amazon Elastic Transcoder

* AWS Identity and Access Management
¢ Amazon Kinesis

¢ AWS OpsWorks

* Amazon Route 53

¢ Amazon Redshift

* Amazon Relational Database Service
¢ Amazon Simple Storage Service

¢ Amazon SimpleDB

* Amazon Simple Email Service

« Amazon Simple Notification Service
¢ Amazon Simple Queue Service

* AWS Storage Gateway

¢ AWS Trusted Advisor
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The following is the policy for this role.

{

"Version" : "2012-10-17",
"Statenment" : [
"Action" : [

"appstream Get *",

"aut oscal i ng: Descri be*",

"cl oudf ormat i on: Descri beSt acks",
"cl oudf ormat i on: Descri beSt ackEvent s",
"cl oudf ormat i on: Descri beSt ackResource",
"cl oudf ormat i on: Descri beSt ackResour ces",
"cl oudf ormati on: Get Tenpl at e",

"cl oudf ormation: List*",
"cloudfront: Get*",

"cloudfront: List*",
"cloudtrail:DescribeTrails",
"cloudtrail: GetTrail Status",

"cl oudwat ch: Descri be*",

"cl oudwat ch: Get*",

"cl oudwat ch: Li st*",
"directconnect: Descri be*",
"dynanodb: Get I tent',

"dynanodb: Bat chGet | t ent',
"dynanodb: Query",

"dynanodb: Scan",

"dynanodb: Descri beTabl e",
"dynanodb: Li st Tabl es",

"ec2: Descri be*",

"el asticache: Descri be*",

"el asti cbeanst al k: Check*",

"el asti cbeanst al k: Descri be*",

"el asticbeanstal k: Li st*",

"el asti cbeanst al k: Request Envi ronnent | nf 0",
"el asti cbeanst al k: Retri eveEnvi ronment | nf 0",
"el asti cl oadbal anci ng: Descri be*",
"el astictranscoder: Read*",

"el astictranscoder: List*",
"iamList*",

"iam Get*",

"Kki nesi s: Descri be*",

"kinesis: Get*",

"kinesis:List*",

"opswor ks: Descri be*",

"opswor ks: Get *",

"rout eb53: Get *",

"rout e53; List*",

"redshi ft: Describe*",

"redshi ft: Vi ewQueriesl nConsol e",
"rds: Descri be*",

"rds: Li st TagsFor Resour ce",

"s3: Get*",

"s3:List*",

"sdb: Get Attri butes",

"sdb: List*",

"sdb: Sel ect*",

"ses: Get*",

ses: List*",
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"sns: Get*",

"sns: List*",

"sqs: Get QueueAttri butes”,

"sqs: Li st Queues",

"sgs: Recei veMessage",

"st oragegat eway: Li st*",

"st oragegat eway: Descri be*",

"trustedadvi sor: Descri be*"
1,
"Effect" : "Al ow',
"Resource" : "*"

Power User Role

This role provides an AWS Directory Service user or group with full access to AWS services and
resources, but does not allow management of IAM users and groups. The following is the policy for this
role.

{
"Version" : "2012-10-17",
"Statenent" : [
"Effect" : "Alow',
"Not Action" : "iam*",
"Resource" : "*"
}
]
}

Directory Service Full Access Role

This role provides an AWS Directory Service user or group with the following:

¢ Full access to AWS Directory Service
¢ Access to key Amazon EC2 services required to use AWS Directory Service
 Ability to list Amazon Simple Notification Service topics

< Ability to create, manage, and delete Amazon Simple Notification Service topics with a name
beginning with “DirectoryMonitoring”

The following is the policy for this role.

"Version": "2012-10-17",
"Statenent": [
{
"Action": [

"ds:*",
"ec2: Aut hori zeSecurityGroupEgr ess",
"ec2: Aut hori zeSecurityG oupl ngress",
"ec2: Creat eNet wor kl nterface",
"ec2: CreateSecurityGoup",
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"ec2: Del et eNet wor kl nterface",
"ec2: Del eteSecurityG oup",

"ec2: Descri beNet wor kl nterfaces”,
"ec2: Descri beSubnet s",

"ec2: Descri beVpcs",

"ec2: RevokeSecurityG oupEgress”,
"ec2: RevokeSecurityG oupl ngress",
"sns: Get Topi CAttri butes",

sns: Li st Subscri pti ons",

"sns: Li st Subscri pti onsByTopi c",
"sns: Li st Topi cs"

1,
"Effect": "Alow',

"Resource": "*"

"Action": [
"sns: Creat eTopi c",
sns: Del et eTopi c",
sns: Set Topi cAttri butes"”,
sns: Subscri be",
sns: Unsubscri be"

1,
"Effect": "Alow',

"Resource": "arn:aws:sns:*:*:DirectoryMnitoring*"

Directory Service Read Only Role

This role provides an AWS Directory Service user or group with read only access to the following
services and resources.

¢ AWS Directory Service
¢ Amazon Elastic Compute Cloud
« Amazon Simple Notification Service

The following is the policy for this role.

"Version": "2012-10-17",
"Statement": [

"Action": [

"ds: Check*",

"ds: Descri be*",

"ds: Get*",

"ds: List*",

"ds: Verify*",

"ec2: Descri beNet wor kl nt erfaces"”,
"ec2: Descri beSubnet s",

ec2: Descri beVpcs",

sns: Li st Topi cs",

"sns: Get Topi CAttri butes”,

sns: Li st Subscri pti ons",

sns: Li st Subscri pti onsByTopi c"
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1.
"Effect": "Allow',
"Resource": "*"

Amazon EC2 Full Access Role

This role provides an AWS Directory Service user or group with full access to the following Amazon
EC2 services and resources.

¢ Amazon Elastic Compute Cloud
¢ Elastic Load Balancing

¢ Amazon CloudWatch

¢ Auto Scaling

The following is the policy for this role.

{
"Version" : "2012-10-17",
"Statenent" : [
{
"Action" : "ec2:*",
"Effect" : "Alow',
"Resource" : "*"
}s
{
"Effect" : "Alow',
"Action" : "elasticl oadbal anci ng: *",
"Resource" : "*"
}s
{
"Effect" : "Alow',
"Action" : "cloudwatch:*",
"Resource" : "*"
}s
{
"Effect" : "Alow',
"Action" : "autoscaling:*",
"Resource" : "*"
}
]
}

Amazon EC2 Read Only Role

This role provides an AWS Directory Service user or group with read only access to the following
Amazon EC2 services and resources.

¢ Amazon Elastic Compute Cloud
¢ Elastic Load Balancing

¢ Amazon CloudWatch

¢ Auto Scaling
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The following is the policy for this role.

{
"Version" : "2012-10-17",
"Statenent" : |
{
"Effect" : "Allow',
"Action" : "ec2:Describe*",
"Resource" : "*"
b,
{
"Effect" : "Allow',
"Action" : "el asticl oadbal anci ng: Descri be*",
"Resource" : "*"
b,
{
"Effect" : "Allow',
"Action" : |
"cl oudwat ch: Li st Metrics",
"cl oudwat ch: Get MetricStatistics",
"cl oudwat ch: Descri be*"
I,
"Resource" : "*"
b,
{
"Effect" : "Allow',
"Action" : "autoscaling:Describe*",
"Resource" : "*"
}
]
}

Amazon VPC Full Access Role

This role provides an AWS Directory Service user or group with full access to Amazon VPC services
and resources. The following is the policy for this role.

{
"Version" : "2012-10-17",
"Statenment" : [
"Effect" : "Alow',
"Action" : [

"ec2: Accept VpcPeeri ngConnecti on",
"ec2: Al | ocat eAddr ess",

"ec2: Associ at eAddr ess",

"ec2: Associ at eDhcpOpt i ons",

"ec2: Associ at eRout eTabl e",

"ec2: Attachl nt er net Gat eway",

"ec2: AttachVpnGat eway",

"ec2: Aut hori zeSecurityGroupEgr ess",
"ec2: Aut hori zeSecurityGroupl ngress",
"ec2: Creat eCust omrer Gat eway",

"ec2: Creat eDhcpOpti ons”,

"ec2: Creat el nternet Gat eway",

"ec2: Creat eNet wor kAcl ",

"ec2: Creat eNet wor kAcl Entry",

"ec2: Creat eRout e",
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"ec2
"ec2
"ec2
"ec2
"ec2
"ec2
"ec2
"ec2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

]

Resour ce"

: Creat eRout eTabl e",
:CreateSecurityG oup”,

: Creat eSubnet ",

. Creat eTags",

: CreateVpc",

: Creat eVpcPeeri ngConnecti on",
: Creat eVpnConnecti on",

: Creat eVpnConnecti onRout e",

: Creat eVpnGat eway",

Del et eCust oner Gat eway",

Del et eDhcpOpti ons”,

Del et el nt er net Gat eway",

Del et eNet wor kAcl ",

Del et eNet wor kAcl Entry",

Del et eRout e",

Del et eRout eTabl e",

Del et eSecurityG oup",

Del et eSubnet ",

Del et eTags",

Del et eVpc",

Del et eVpcPeeri ngConnecti on",
Del et eVpnConnecti on",

Del et eVpnGat eway" ,

Descri beAddr esses”,

Descri beAvai | abi | ityZones",
Descri beCust ormer Gat eways",
Descri beDhcpQOpti ons",

Descri bel nst ances”,

Descri bel nt er net Gat enays",
Descri beKeyPairs",

Descri beNet wor kAcl s",

Descri beNet wor kIl nt er f aces",
Descri beRout eTabl es",

Descri beSecurityG oups",
Descri beSubnet s",

Descri beTags",

Descri beVpcAttri bute",

Descri beVpcPeeri ngConnecti ons",
Descri beVpcs",

Descri beVpnConnecti ons",
Descri beVpnGat eways",

Det achl nt er net Gat eway",

Det achVpnGat eway" ,

Di sassoci at eAddr ess",

Di sassoci at eRout eTabl e",

Modi fyVpcAttri bute",

Rej ect VpcPeer i ngConnecti on",
Rel easeAddr ess",

Repl aceNet wor kAcl Associ ation",
Repl aceNet wor KAcl Entry",

Repl aceRout eTabl eAssoci ati on",
RevokeSecurityG oupEgress",
RevokeSecurityG oupl ngress”

nxn
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Amazon VPC Read Only Role

This role provides an AWS Directory Service user or group with read only access to Amazon VPC
services and resources. The following is the policy for this role.

{

"Ver si on"
" St at enent "

{

"Ef fect"

"2012-10-17",
[

"All ow',

"Action" : [

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1.

Descri beAddr esses”,

Descri beCust ormer Gat enways”,
Descri beDhcpQOpti ons",

Descri bel nt er net Gat enays”,
Descri beNet wor kAcl s",

Descri beNet wor kl nt er f aces",
Descri beRout eTabl es",

Descri beSecurityG oups",
Descri beSubnet s",

Descri beVpcAttri bute",
Descri beVpcPeeri ngConnecti on",
Descri beVpcs",

Descri beVpnConnecti ons",
Descri beVpnGat eways"

"N

"Resour ce"

Amazon RDS Full Access

This role provides an AWS Directory Service user or group with full access to Amazon RDS services
and resources. The following is the policy for this role.

"Ver si on" "2012-10-17",
"Statenent" : |
{
"Action" : |
"rds:*",
"cl oudwat ch: Descri beAl arns",
"cl oudwat ch: Get MetricStatistics",
"ec2: Descri beAccount Attri butes"”,
"ec2: Descri beAvail abilityZones",
"ec2: Descri beVpcs",
"sns: Li st Subscri ptions",
"sns: Li st Topi cs"
1,
"Effect"
" Resour ce"

"Allow',

"N
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Amazon RDS Read Only

This role provides an AWS Directory Service user or group with read only access to Amazon RDS
services and resources. The following is the policy for this role.

{
"Version" : "2012-10-17",

"Statenent" : [
{
"Action" : [
"rds: Descri be*",
"rds: Li st TagsFor Resour ce",
"ec2: Descri beAccount Attri butes”,
"ec2: Descri beAvail abil i tyZones",
"ec2: Descri beSecurityG oups",
"ec2: Descri beVpcs"
1,
"Effect" : "Alow',
"Resource" : "*"

"Action" : [

"cl oudwat ch: Get MetricStatistics”
1,
"Effect" : "Alow',
"Resource" : "*"

DynamoDB Full Access

This role provides an AWS Directory Service user or group with full access to DynamoDB services and
resources. The following is the policy for this role.

{
"Version" : "2012-10-17",
"Statenment" : [
"Action" : [
"dynanodb: *",

"cl oudwat ch: Del et eAl arns",

"cl oudwat ch: Descri beAl arnHi story",
"cl oudwat ch: Descri beAl arns",

"cl oudwat ch: Descri beAl armsFor Metric",
"cl oudwat ch: Get MetricStatistics",
"cl oudwat ch: Li st Metrics",

"cl oudwat ch: Put Metri cAl arni',

"sns: Creat eTopi c",

sns: Li st Subscri pti onsByTopi c",
sns: Li st Topi cs",

sns: Subscri be",

sns: Unsubscri be"

1,
"Effect" : "Alow',

"Resource" : "*"
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DynamoDB Read Only

This role provides an AWS Directory Service user or group with read only access to DynamoDB
services and resources. The following is the policy for this role.

{
"Version" : "2012-10-17",

"Statenent" : [
{
"Action" : [
"cl oudwat ch: Descri beAl arnHi story",
"cl oudwat ch: Descri beAl arns",
"cl oudwat ch: Descri beAl arnsFor Metric",
"cl oudwat ch: Get MetricStatistics",
"cl oudwat ch: Li st Metrics",
"dynanodb: Bat chGet | t ent',
"dynanodb: Descri beTabl e",
"dynanodb: Get | t ent,
"dynanodb: Li st Tabl es",
"dynanodb: Query",
"dynanodb: Scan",
"sns: Li st Subscri pti onsByTopi c",
"sns: Li st Topi cs"
1,
"Effect" : "Al ow',
"Resource" : "*"

Amazon S3 Full Access

This role provides an AWS Directory Service user or group with full access to Amazon S3 services and
resources. The following is the policy for this role.

{
"Version" : "2012-10-17",
"Statenent" : [
{
"Effect" : "Alow',
"Action" : "s3:*",
"Resource" : "*"
}
]
}

Amazon S3 Read Only

This role provides an AWS Directory Service user or group with read only access to Amazon S3
services and resources. The following is the policy for this role.

I
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"Version" : "2012-10-17",
"Statenent" : [
{
"Effect" : "Alow',
"Action" : [
"s3: Get*",
"s3: List*"
I,
"Resource" : "*"
}

CloudTralil Full Access

This role provides an AWS Directory Service user or group with full access to CloudTrail services and
resources. The following is the policy for this role.

{
"Version" : "2012-10-17",
"Statenent" : [
{
"Effect" : "Alow',
"Action" : [

sns: AddPer m ssi on",

sns: Creat eTopi c",

sns: Del et eTopi c",

sns: Get Topi cAttri butes”,

sns: Li st Pl at f ormAppl i cati ons",
sns: Li st Topi cs",

sns: Set Topi cAttri butes"

]

Resource" : "arn:aws:sns:*"

"Effect" : "Alow',
"Action" : [
"s3: Creat eBucket ",
"s3: Del et eBucket ",
"s3: Get Bucket Acl ",
"s3: Get Bucket Locat i on",
"s3: Get Bucket Noti fication",
"s3: Get Bucket Pol i cy",
"s3: Get Bucket Request Paynent ",
"s3: Get Bucket Ver si oni ng",
"s3: Get vj ect ™,
"s3: Li st Al l MyBucket s",
"s3: Li st Bucket",
"s3: Li st Bucket Mul ti part Upl oads",
"s3: Li st Bucket Versi ons",
"s3: Put Bucket Pol i cy"

]

Resource" : "arn:aws:s3:::*"

"Effect" : "Alow',
"Action" : "cloudtrail:*",
"Resource" : "*"
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CloudTrail Read Only

This role provides an AWS Directory Service user or group with read only access to CloudTrail
services and resources. The following is the policy for this role.

{
"Version" : "2012-10-17",
"Statenent" : [
{
"Effect" : "Alow',
"Action" : [
"s3: Get vj ect ™
I,
"Resource" : "arn:aws:s3:::*"
b,
{

"Effect" : "Alow',

"Action" : [
"cloudtrail:DescribeTrails",
"cloudtrail: GetTrail Status",
"s3: Li st Al MyBucket s"

I,

"Resource" : "*"

}
]
}

CloudWatch Full Access

This role provides an AWS Directory Service user or group with full access to CloudWatch services
and resources. The following is the policy for this role.

{
"Version" : "2012-10-17",
"Statenent" : [
{
"Action" : |
"l ogs: *"
I,
"Effect" : "Alow',
"Resource" : "*"
}
]
}

CloudWatch Read Only

This role provides an AWS Directory Service user or group with read only access to CloudWatch
services and resources. The following is the policy for this role.

I
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"Version" : "2012-10-17",
"Statenment" : [
"Action" : [

"aut oscal i ng: Descri be*",

"cl oudwat ch: Descri be*",

"cl oudwat ch: Get*",

"cl oudwat ch: Li st*",

"l ogs: Get*",

"l ogs: Descri be*",

"l ogs: Test MetricFilter",

"sns: Get*",

"sns: List*"
I,
"Effect" : "Alow',
"Resource" : "*"

CloudWatch Logs Full Access

This role provides an AWS Directory Service user or group with full access to CloudWatch Logs
services and resources. The following is the policy for this role.

{
"Version" : "2012-10-17",
"Statenent" : [
"Action" : [
"l ogs: *"
I,
"Effect" : "Alow',
"Resource" : "*"
}
]
}

CloudWatch Logs Read Only

This role provides an AWS Directory Service user or group with read only access to CloudWatch Logs
services and resources. The following is the policy for this role.

"Version" : "2012-10-17",
"Statement" : [

"Action" : [

"l ogs: Descri be*",

"l ogs: Get*",

"l ogs: TestMetricFilter"
1,
"Effect" : "Al ow',
"Resource" : "*"
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! |

Managing Directory Applications and Services

AWS Directory Service can give other AWS applications and services, such as Amazon WorkSpaces,
access to your directory users.

To display the applications and services that can work with your AWS Directory Service directory,
perform the following steps.

To display the applications and services for a directory

1. Inthe AWS Directory Service console navigation pane, choose Directories.
2. Choose the directory ID link for your directory.
3. Choose the Apps & Services tab.

You manage access to your directories in the console of the application or service that you want to
give access to your directory. To enable or disable access to your directories, choose the link for the
application or service that you want to modify. The following applications and services can be used with
AWS Directory Service:

Amazon WorkSpaces
You can create a Simple AD, Microsoft AD, or AD Connector directly from Amazon WorkSpaces.
Simply launch Advanced Setup when creating your Workspace.

For more information, see the Amazon WorkSpaces Administration Guide.

Amazon WorkDocs
For more information, see the Amazon WorkDocs Administration Guide.

Amazon WorkMail
For more information, see the Amazon WorkMail Administrator Guide.

AWS Management Console
For more information, see Managing Console Access for AWS Directory Service (p. 78).

Creating an Access URL

You can create an access URL for your directory by performing the following steps.

Warning
After an access URL has been created, it cannot be deleted or reused, so this procedure
should only be used when absolutely necessary.

To create an access URL

In the AWS Directory Service console navigation pane, select Directories.
Choose the directory ID link for your directory.

In the Access URL section, if an access URL has not been assigned to the directory, the Create
Access URL button is displayed. Enter a directory alias and choose Create Access URL. If an
Entity Already Exists error is returned, the specified directory alias has already been allocated.
Choose another alias and repeat this procedure.

Your directory URL is changed to <al i as>. awsapps. com
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Add Users and Groups (Simple AD and Microsoft

AD)

You can create users and groups with the Active Directory Users and Computers tool, which is part of
the Active Directory Domain Services and Active Directory Lightweight Directory Services tools. Users
represent individual people or entities that have access to your directory. Groups are very useful for
giving or denying privileges to groups of users, rather than having to apply those privileges to each
individual user. If a user moves to a different organization, you move that user to a different group and
they automatically receive the privileges needed for the new organization.

Note

Your user accounts must have Kerberos preauthentication enabled. This is the default setting
for new user accounts, but it should not be modified. For more information about this setting,
go to Preauthentication on Microsoft TechNet.

The following examples demonstrate how to create a user, create a group, and add the user to the
group. To create users and groups in a AWS Directory Service directory, you must be connected to a
Windows instance that is a member of the AWS Directory Service directory, and be logged in as a user
that has privileges to create users and groups.

Note

When using Simple AD, if you create a user account on a Linux instance with the option
"Force user to change password at first login," that user will not be able to initially change
their password using kpasswd. In order to change the password the first time, a domain
administrator must update the user password using the Active Directory Management Tools.

To create a user

1. Open the Active Directory Users and Computers tool. There is a shortcut to this tool in the
Administrative Tools folder.
Tip
You can run the following from a command prompt on the instance to open the Active
Directory Users and Computers tool box directly.

%8y st emRoot % syst enB2\ dsa. nsc

In the directory tree, open your directory and select the Users folder.
On the Action menu, click New, and then click User to open the new user wizard.
In the first page of the new user wizard, enter the following values and click Next.
First name

Mary
Last name

Maj or
User logon name

marym

5. In the second page of the new user wizard, enter a temporary password for Password and
Confirm Password. Make sure the User must change password at next logon option is
selected. None of the other options should be selected. Click Next.

6. Inthe third page of the new user wizard, verify that the new user information is correct and click
Finish. The new user will appear in the Users folder.
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To create a group

1.

Open the Active Directory Users and Computers tool. There is a shortcut to this tool in the
Administrative Tools folder.
Tip
You can run the following from a command prompt on the instance to open the Active
Directory Users and Computers tool box directly.

%Syst emRoot % syst enB2\ dsa. nsc

In the directory tree, open your directory and select the Users folder.
On the Action menu, click New, and then click Group to open the new group wizard.

Enter Di vi si on Manager s for the Group name, select Global for the Group scope, and select
Security for the Group type. Click OK. The new group, Division Managers, appears in the
Users folder.

To add a user to a group

1.

Open the Active Directory Users and Computers tool. There is a shortcut to this tool in the
Administrative Tools folder.
Tip
You can run the following from a command prompt on the instance to open the Active
Directory Users and Computers tool box directly.

%8yst emRoot % syst enB2\ dsa. nsc

In the directory tree, open your directory, select the Users folder, and select the Division
Managers group.

On the Action menu, click Properties to open the properties dialog box for the Division
Managers group.

Select the Members tab and click Add....

For Enter the object names to select, enter mar ymand click OK. Mary Major is displayed in the
Members list. Click OK again to update the group membership.

Verify that Mary Major is now a member of the Division Managers group by selecting Mary Major
in the Users folder, click Properties in the Action menu to open the properties dialog box for
Mary Major. Select the Member Of tab. Division Managers is in the list of groups that Mary Major
belongs to.

Installing the Active Directory Administration Tools

To manage your directory from an EC2 Windows instance, you need to install the Active Directory
Domain Services and Active Directory Lightweight Directory Services Tools on the instance.

Topics

« Install the Active Directory Administration Tools on Windows Server 2008 (p. 99)
« Install the Active Directory Administration Tools on Windows Server 2012 (p. 100)
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Install the Active Directory Administration Tools on Windows
Server 2008

To install the Active Directory administration tools on Windows Server 2008

1. Open Server Manager by choosing Start, Administrative Tools, Server Manager.
2. Inthe Server Manager tree pane, select Features, and choose Add Features,

a Server Manager

File  Action \Wiew Help

e |2 H

o Rales -
ﬁ;_'l Features %‘

_j Diagnostics Wiew the status of Features installed on this server and add or remove Fea
fﬁ’,}, Configuration &

=5 Storage

“! Features Summary E Features Surmmary He

‘ &L Add Features '

3. Inthe Add Features Wizard, open Remote Server Administration Tools, Role Administration
Tools, select AD DS and AD LDS Tools, scroll down and select DNS, then choose Next.

Add Features Wizard

EN

=y Select Features

[©f

Select one or more Features toinskall on this server,
Confirrnation Features:

Descripkicn:
Progress [ ] Peer Mame Resalution Pratacal ;I g;t— Em
Bk [] quality windows Audio Video Experience Dl S
[] Remate assistance includes snap-
[] Remate Differential Compression ktools For remo
= [E Remaote Server Administration Tools and AD LDS,
= [E Role Administration Tools

e Dirackn 2rkif ices Tools

[] DHCP server Tools
[] DNS Server Tools
[] Fax Server Toals
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4. Review the information and choose Install. The feature installation requires that the instance
be restarted. When the instance has restarted, the Active Directory Domain Services and Active
Directory Lightweight Directory Services Tools are available on the Start menu, under All
Programs > Administrative Tools.

Install the Active Directory Administration Tools on Windows
Server 2012

To install the Active Directory administration tools on Windows Server 2012

1. Open Server Manager by from the Start screen by choosing Server Manager.
2. Inthe Server Manager Dashboard, choose Add roles and features,

= Server Manager

Server Manager * Dashboard

i Dashboard WELCOME TO SERVER MANAGER

]
[
B Local Server

o Configure this local

ii All Servers
g

BE File and Storage Services [

QUICK START
CE Add roles and feature

3 Add other servers tol

WHAT'S NEW
4 Create a server grouy

RE

3. Inthe Add Roles and Features Wizard choose Installation Type, select Role-based or feature-
based installation, and choose Next.

Under Server Selection, make sure the local server is selected, and choose Features.

In the Features tree, open Remote Server Administration Tools, Role Administration Tools,
select AD DS and AD LDS Tools, scroll down and select DNS, then choose Next.
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= Add Roles and Features Wizard

Select features

Before You Begin Select one or more features to install on the selected server,

Installation Type Features Descriptior
Server Selection L] MAD CUNTELUUN WIGNEGET AU EUUN AL oIV Active Dire:
Server Roles [] Remote Assistance {.‘F‘xD DS].am
[ Remote Differential Compression tg;}h.?;g?
Confirmation 4 Remaote Server Administration Tools command-
' [] Feature Administration Tools managing /

- Role Administration Tools

DS and AD LDS Toald

[ Ryper-V Management Toaols

p

P

b [] Remote Desktop Services Toaols
o [] Windows Server Update Services Tools
B

[] Active Directory Certificate Services Tools

I I o I T

Review the information and choose Install. When the feature installation is finished, the Active
Directory Domain Services and Active Directory Lightweight Directory Services Tools are available
on the Start screen in the Administrative Tools folder.

Add an Instance to Your Directory (Simple AD
and Microsoft AD)

You can seamlessly join an EC2 instance to your directory domain when the instance is launched
using the Amazon EC2 Simple Systems Manager. For more information, see Seamlessly Joining a
Windows Instance to an AWS Directory Service Domain in the Amazon EC2 User Guide for Windows
Instances.

If you need to manually join an EC2 instance to your domain, you must launch the instance in the
proper region and security group or subnet, then join the instance to the domain.

To be able to connect remotely to these instances, you must have IP connectivity to the instances from
the network you are connecting from. In most cases, this requires that an Internet gateway be attached
to your VPC and that the instance has a public IP address.

Topics

Launching an Instance (Simple AD and Microsoft AD) (p. 102)

Manually Add a Windows Instance (Simple AD and Microsoft AD) (p. 102)
Manually Add a Linux Instance (Simple AD and Microsoft AD) (p. 104)
Delegating Directory Join Privileges (Simple AD and Microsoft AD) (p. 107)
Using DNS with Simple AD and Microsoft AD (p. 112)
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¢ DHCP Options Set (p. 113)

Launching an Instance (Simple AD and Microsoft
AD)

To launch an instance to be manually joined to a directory in a VPC

1. Signinto the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

2. From the region selector in the navigation bar, select the same region as the existing directory.
3. From the Amazon EC2 console dashboard, choose Launch Instance.
4. Select the appropriate AMI.
5. Inthe Configure Instance Details page of the launch wizard, make the following selections:
Network
Select the VPC that your directory was created in.
Subnet

Select one of the public subnets in your VPC. The subnet you select must have all external
traffic routed to an Internet gateway. If this is not the case, you won't be able to connect to the
instance remotely.

Auto-assign Public IP
Although a public IP address is not required to join the domain, in order to connect to the
instance, the instance must have a public IP address. Set this to Enable to assign a public IP
address automatically, or assign an Elastic IP address to the instance after it is launched.

Domain join directory
To manually join the instance to your domain, leave this empty. If you want to have your
instance seamlessly joined to your domain, select your domain from the Domain join
directory list, and select the IAM role to associate with the instance from the IAM role list. If
you choose this option, you will not have to manually join the instance to the domain as that
will be done for you when the instance is launched. For more information, see Seamlessly
Joining a Windows Instance to an AWS Directory Service Domain in the Amazon EC2 User
Guide for Windows Instances.

Note

This option is only available for Windows instances. Linux instances must be
manually joined to the directory as explained in Manually Add a Linux Instance
(Simple AD and Microsoft AD) (p. 104).

6. The security group you select for the instance must allow remote access to the instance from your
network.

Manually Add a Windows Instance (Simple AD and
Microsoft AD)

To manually join an existing Amazon EC2 Windows instance to a Simple AD or AWS Directory Service
for Microsoft Active Directory (Enterprise Edition) directory, the instance must be launched as specified
in Launching an Instance (Simple AD and Microsoft AD) (p. 102).

To join a Windows instance to a Simple AD or Microsoft AD directory

1. Connect to the instance using any Remote Desktop Protocol client.
2. Open the TCP/IPv4 properties dialog box on the instance.

Version 1.0
102


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-join-aws-domain.html
http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-join-aws-domain.html

AWS Directory Service Administration Guide
Windows Instance

a. Open Network Connections.
Tip
You can open Network Connections directly by running the following from a
command prompt on the instance.

¥Syst enRoot % syst enB2\ control . exe ncpa. cpl

b. Open the context menu (right-click) for any enabled network connection and then choose
Properties.

c. Inthe connection properties dialog box, open (double-click) Internet Protocol Version 4.

(Optional) Select Use the following DNS server addresses, change the Preferred DNS server
and Alternate DNS server addresses to the IP addresses of the AWS Directory Service-provided
DNS servers, and choose OK.

Internet Protocol ¥ersion 4 {TCP/IP¥4) Properties

General | alternate Configuration I

You can get IP settings assigned automatically if vour nebwork supparks
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

{* obtain an IF address automatically

—i" |se the Following IP address:

IF address: I

Subnet mask: I

Default gatewan: I

™ Obtain DNS server address autarmatically

% |Jse the Following DMS server addresses:

Preferred DMS server; |192. o .2 .0

Alkernate DMS server: |192. n .2 .1

[ Walidate settings upon exit Advanced. .. |
: Cancel |

Open the System Properties dialog box for the instance, select the Computer Name tab, and
choose Change.

Tip
You can open the System Properties dialog box directly by running the following from a
command prompt on the instance.

%8yst enmRoot % syst enB2\ control . exe sysdm cpl

In the Member of field, select Domain, enter the fully-qualified name of your AWS Directory
Service directory, and choose OK.
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6. When prompted for the name and password for the domain administrator, enter the username and
password of an account that has domain join privileges. For more information about delegating
these privileges, see Delegating Directory Join Privileges (Simple AD and Microsoft AD) (p. 107).

7. After you receive the message welcoming you to the domain, restart the instance to have the
changes take effect.

Now that your instance has been joined to the domain, you can log into that instance remotely and
install utilities to manage the directory, such as adding users and groups.

Manually Add a Linux Instance (Simple AD and
Microsoft AD)

In addition to Amazon EC2 Windows instances, you can also join certain Amazon EC2 Linux instances
to a Simple AD or AWS Directory Service for Microsoft Active Directory (Enterprise Edition) directory.
The following Linux instance distributions and versions are supported:

¢ Amazon Linux AMI 2015.03
¢ Red Hat Enterprise Linux 7.2
¢ Ubuntu Server 14.04 LTS

e CentOS 7

Note
Other Linux distributions and versions may work but have not been tested.

Prerequisites for Joining an Instance to a Simple AD or
Microsoft AD Directory

To join a Linux instance to your directory, the instance must be launched as specified in Launching an
Instance (Simple AD and Microsoft AD) (p. 102).

Important

When using Simple AD, if you create a user account on a Linux instance with the option
"Force user to change password at first login," that user will not be able to initially change
their password using kpasswd. In order to change the password the first time, a domain
administrator must update the user password using the Active Directory Management Tools.
Some of the following procedures, if not performed correctly, can render your instance
unreachable or unusable. Therefore, we strongly suggest you make a backup or take a
snapshot of your instance before performing these procedures.

To join a Linux instance to a Simple AD or Microsoft AD directory

1. Connect to the instance using any SSH client.
2. Make sure the instance is up to date.

Amazon Linux - 64bit/Red Hat - 64bit/CentOS 7

$ sudo yum -y update

Ubuntu - 64bit

$ sudo apt-get update
$ sudo apt-get -y upgrade
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5.

6.

Install the required packages on your Linux instance.

Note

Some of these packages may already be installed.

As you install the packages, particularly in Ubuntu, you might be presented with several
pop-up configuration screens. You can generally leave the fields in these screens blank.

Amazon Linux - 64bit/Red Hat - 64bit/CentOS 7

$ sudo yum -y install sssd real nd krb5-workstation

Ubuntu - 64bit

$ sudo apt-get -y install sssd real nd krb5-user sanba-conmmon

Join the instance to the directory with the following command.

$ sudo realmjoin -U join_account @xanpl e. com exanpl e. com - - ver bose

j oi n_account @xanpl e. com
An account in the exanpl e. comdomain that has domain join privileges. Enter the password
for the account when prompted. For more information about delegating these privileges, see
Delegating Directory Join Privileges (Simple AD and Microsoft AD) (p. 107).

exanpl e. com
The fully-qualified DNS name of your directory.

* Successfully enrolled machine in realm

Note

If you are using Ubuntu 14.04, and encounter the following error:

realm: Couldn't join realm: Failed to enroll machine in realm. See diagnostics..
Complete the following additional steps, and then attempt a domain join to resolve the
issue:

$ killall aptd
$ apt-get install packagekit adcli

Set the SSH service to allow password authentication.

a. Openthe/etc/ssh/sshd_confi g file in a text editor.

sudo vi /etc/ssh/sshd_config

b. Setthe Passwor dAut henti cati on setting to yes.

Passwor dAut henti cati on yes

Start the SSSD service.

$ sudo systenttl start sssd.service
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$ sudo service sssd start

Restart the instance.

After the instance has restarted, connect to it with any SSH client and add the domain
administrators to the sudoers list by performing the following steps:

a. Open the sudoer s file with the following command:

$ sudo visudo -f /etc/sudoers

b. Add the following to the bottom of the sudoer s file and save it.

## Add the "Domain Adm ns" group fromthe exanpl e.com donai n.
%omai N\ Adm ns@xanpl e. com ALL=( ALL: ALL) ALL

(The above example uses "\<space>" in order to create the Linux space character.)

By default, all users in the directory can log in to the instance. You can allow only specific users to
log in to the instance with ad_access_filter. For example:

ad_access_filter = (nmenmber Of =chn=adm ns, ou=Test ou, dc=exanpl e, dc=com

menber O
Indicates that users should only be allowed access to the instance if they are a member of a
specific group.

cn

The canonical name of the group that should have access. In this example, the group name is
adnmi ns.

ou
This is the organizational unit in which the above group is located. In this example, the OU is
Test ou.

dc
This is the domain component of your domain. In this example, exanpl e.

dc
This is an additional domain component. In this example, com

You must manually add ad_access_filter to your sssd.conf. After you do this, your sssd.conf
might look like this:

domai ns = exanpl e. com
config file_version = 2
servi ces = nss, pam

[ domai n/ exanpl e. cond

ad_domai n = exanpl e. com

kr b5 _real m = EXAMPLE. COM

real md_tags = manages-system j oi ned-wi t h- sanba
cache _credentials = True

i d_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

| dap_i d_mappi ng = True
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use_fully_qualified_nanmes = True

fall back_homedir = /hone/ % @d

access_provi der = ad

ad_access_filter = (nenmber Of =cn=adm ns, ou=Test ou, dc=exanpl e, dc=com

For more information about ad_access_filter, see Active Directory client access control.

Connecting to the Instance

When a user connects to the instance using an SSH client, they are prompted for their username. The
user can enter the username in either the user nanmre@xanpl e. comor EXAMPLE\ user nane format.
The response will appear similar to the following:

I ogi n as: johndoe@xanpl e. com
j ohndoe@xanpl e. com s passwor d:
Last login: Thu Jun 25 16:26: 28 2015 from XX XX. XX. XX

Delegating Directory Join Privileges (Simple AD and
Microsoft AD)

To join a computer to your directory, you need an account that has privileges to join computers to the
directory.

With Simple AD, members of the Domain Admins group have sufficient privileges to join computers to
the directory.

With AWS Directory Service for Microsoft Active Directory (Enterprise Edition), members of the
Admins and Server Admins groups have these privileges.

However, as a best practice, you should use an account that has only the minimum privileges
necessary. The following procedure demonstrates how to create a new group called Joi ner s and
delegate the privileges to this group that are needed to join computers to the directory.

You must perform this procedure on a machine that is joined to your directory and has the Active

Directory User and Computers MMC snap-in installed. You must also be logged in as a domain
administrator.

Simple AD

To delegate join privileges

1. Open Active Directory User and Computers and select your domain root in the navigation tree.
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L] Active Directory Users and Computers I;Ii-

Eile  Action  Yiew Help

e HE H oz BE P eavas

] Auctive Directory Users and Com || Mame Type Description

b ] Sawed Queries | Users Container Default container for up...

4|3 corp.example.com | Computers Container Default container for up..,
L — Users | Builtin builtinDarmain
b Computers 2| Domain Con... Organizational... Default container far do...
4 - Builtin | ForeignSecu., Container Default container for sec..,
4 :—_ Dnm.am Cnnt.rnlle.rs . | Managed Se.. Container Default container for ma..
B [ ForeignSecurityPrincipal:
[ Wanaged Service Accour

2. In the navigation tree on the left, open the context menu (right-click) for Users, choose New, and
then choose Group.

3. Inthe New Object - Group box, type the following and choose OK.

e For Group name, type Joi ners.
e For Group scope, choose Global.
e For Group type, choose Security.

4. In the navigation tree, select your domain root. From the Action menu, choose Delegate Control.

B Active Directory Users and Computers == -
File View  Help
4@ l!| Delegate Contral... | RETER
=R Find.. Type Description
[ Change Damain... Container Default container for up..,
4 |5 Change Domain Controller... Container Default container for up...
Raise domain functional level.., builtinDomain
Ly Operations Masters... . Organizational., Default container for do..
i . Container Default container for sec..,
( ey Y. Container Default container for ma..,
H A1l Tasks 3
I
Refresh
Export List..,
Properties
Help
< m >

Delegates control of objects in this folder

5. Onthe Delegation of Control Wizard page, choose Next, and then choose Add.
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In the Select Users, Computers, or Groups box, type Joi ner s and choose OK. If more than
one object is found, select the Joi ner s group created above. Choose Next.

7. Onthe Tasks to Delegate page, select Create a custom task to delegate, and then choose
Next.

8. Select Only the following objects in the folder, and then select Computer objects.

9. Select Create selected objects in this folder and Delete selected objects in this folder. Then
choose Next.

Delegation of Control Wizard -
Active Directory Object Type

-
Indicate the scope of the task you want ta delegate. u'ullo‘

Delegate contral of:

() This falder. existing objects in this folder. and creation of new objects in this folder

Computer ohjects

[7] Connection ohjects

[] Contact ohiscts

] document ohjects

[[] documentSeries ohiects

] domainFielatedObject objects

[+#] Create selected abjects in this folder
[] Delete selected objects in this folder

| < Back ” Next > || Cancel || Help

10. Select Read and Write, and then choose Next.

Delegation of Contral Wizard -
A

Permissions 7,
Select the pemiszions you want to delegate. ”,
Shaow these pemissions:

vl General
c

[ Creation/deletion of specific child objects

Permizsions:

[ Full Contral

Read

wirite

[] Create &l Child Objects
[] Delete Al Child Objects
[] Read Al Froperties

| < Back ” Mext > || Cancel | | Help |

11. Verify the information on the Completing the Delegation of Control Wizard page and choose
Finish.

12. Create a user with a strong password and add that user to the Joi ner s group. The user will then
have sufficient privileges to connect AWS Directory Service to the directory.

AWS Directory Service for Microsoft Active Directory
(Enterprise Edition)

To delegate join privileges

1. Open Active Directory User and Computers and select the organizational unit (OU) that has

your NetBIOS name in the navigation tree, then select the Users OU.
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L] Active Directory Users and Computers |;|£-

File Action View Help

WA ERER RN EREY Y &R

] Active Directory Users and Com|| Name Type Description

I [] Saved Queries #2, Account Ad... Security Group... DO NOT DELETE - AWS ...

4 4 corp.example.com 2 Admin User DO NOT DELETE: Provi..
b (5] AWS Reserved 52, Admins Security Group... DO NOT DELETE - AWS ...
b [ Builtin 82 Certificate A... Security Group... DO NOT DELETE - AWS ...
b (] Computers 2, DHCP Admins Security Group... DO NOT DELETE - AWS ...
4 (@ CORP 2, DNS Admins  Security Group.. DO NOT DELETE - AWS ...

- 5] Computers

W #2, Policy Admins Security Group... DO NOT DELETE - AWS ...
3| Users

. :ii,ServerAdmins Security Group... DO NOT DELETE - AWS ...
2 | Domain Controllers

I
b (| ForeignSecurityPrincipalt
p [ Managed Service Accour
B[ Users

Important

When you launch a AWS Directory Service for Microsoft Active Directory (Enterprise
Edition), AWS creates an organizational unit (OU) that contains all your directory’s
objects. This OU, which has the NetBIOS name that you typed when you created your
directory, is located in the domain root. The domain root is owned and managed by
AWS. You cannot make changes to the domain root itself, therefore, you must create the
Joi ner s group within the OU that has your NetBIOS name.

Open the context menu (right-click) for Users, choose New, and then choose Group.
In the New Object - Group box, type the following and choose OK.

e For Group name, type Joi ners.
e For Group scope, choose Global.
e For Group type, choose Security.

In the navigation tree, select the Computers container under your NetBIOS name. From the
Action menu, choose Delegate Control.
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File View  Help

Active Directory Users and Computers

Default container for do..
Default container for sec.,
Default container for ma..,

4@ lE| Delegate Contral... | R TER
=g Find.. Type Description
[ Change Damain... Container Default container for up..
4 5 Change Domain Controller.., Container Default container for up..,
Raise dornain functional level.., builtinDomain
I
Operations Masters.., -~ Organizational..
H . Container
B Py Y. Container
B A1l Tasks ’
I
Refresh
Export List..,
Praperties
Help
< m >

Delegates control of objects in this folder

On the Delegation of Control Wizard page, choose Next, and then choose Add.

In the Select Users, Computers, or Groups box, type Joi ner s and choose OK. If more than

one object is found, select the Joi ner s group created above. Choose Next.

Next.

On the Tasks to Delegate page, select Create a custom task to delegate, and then choose

Select Only the following objects in the folder, and then select Computer objects.

Select Create selected objects in this folder and Delete selected objects in this folder. Then

choose Next.

Delegation of Control Wizard

Active Directory Object Type
Indicate the scope of the task you want ta delegate.

Delegate contral of:

P

]

() This falder. existing objects in this folder. and creation of new objects in this folder

Computer ohjects

[7] Connection ohjects

[] Contact ohiscts

] document ohjects

[[] documentSeries ohiects

] domainFielatedObject objects

[+#] Create selected abjects in this folder
[] Delete selected objects in this folder

| < Back ” Next > || Cancel ||

Help

10. Select Read and Write, and then choose Next.
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Permissions %
Select the permissions pou want to delegate.

Delegation of Control Wizard -
A\

”:’ o
Show these pemissions

General
[ Creation/deletion of specific child objects

Permizzions:

[ Full Cantral -
Read

‘wiite

[] Create &l Child Objects

[ Delete &l Child Objects

[ Read &ll Properties -

| < Back ” Hexst > || Cancel | | Help |

11. Verify the information on the Completing the Delegation of Control Wizard page and choose
Finish.
12. Create a user with a strong password and add that user to the Joi ner s group. This user must

be in the Users container that is under your NetBIOS name. The user will then have sufficient
privileges to connect instances to the directory.

Using DNS with Simple AD and Microsoft AD
DNS and Simple AD

Simple AD forwards DNS requests to the IP address of the Amazon-provided DNS servers for your
VPC. These DNS servers will resolve names configured in your Amazon Route 53 private hosted

zones. By pointing your on-premises computers to your Simple AD, you can now resolve DNS requests
to the private hosted zone.

Note that to enable your Simple AD to respond to external DNS queries, the network access control list
(ACL) for the VPC containing your Simple AD must be configured to allow traffic from outside the VPC.

If you are not using Amazon Route 53 private hosted zones, your DNS requests will be forwarded to
public DNS servers.

If you're using custom DNS servers that are outside of your VPC and you want to use private DNS, you
must reconfigure to use custom DNS servers on EC2 instances within your VPC. For more information,
see Working with Private Hosted Zones.

If you want your Simple AD to resolve names using both DNS servers within your VPC and private
DNS servers outside of your VPC, you can do this using a DHCP options set. For a detailed example,
see this article.

Note

DNS dynamic updates are not supported in Simple AD domains. You can instead make the

changes directly by connecting to your directory using DNS Manager on an instance that is
joined to your domain.

For more information on Amazon Route 53, see What is Amazon Route 53.
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DNS and AWS Directory Service for Microsoft Active Directory
(Enterprise Edition)

The Microsoft AD directory service is tightly integrated with Microsoft Active Directory. Members of
either the Admins group or the DNS Admins group can manage DNS zones, records, logs, forwarders
and more using a variety of tools, such as the DNSMGMT console, PowerShell, or the DNSCMD
features included with Microsoft's Remote Server Administration Tools (RSAT).

DHCP Options Set

AWS recommends that you create a DHCP options set for your AWS Directory Service directory and
assign the DHCP options set to the VPC that your directory is in. This allows any instances in that VPC
to point to the specified domain and DNS servers to resolve their domain names.

For more information about DHCP options sets, see DHCP Options Sets in the Amazon VPC User
Guide.

To create a DHCP options set for your directory

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. Choose DHCP Options Sets in the navigation pane, and choose Create DHCP options set.
3. Inthe Create DHCP options set dialog box, enter the following values for your directory:

Name tag
An optional tag for the options set.

Domain name
The fully-qualified name of your directory, such as cor p. exanpl e. com

Domain name servers
The IP addresses of your directory's DNS servers. These are the IP addresses of your AWS-
provided directory. You can find these addresses by going to the AWS Directory Service
console navigation pane, selecting Directories and then choosing the correct directory ID.

NTP servers
Leave this field blank.

NetBIOS name servers
Leave this field blank.

NetBIOS node type
Leave this field blank.

4. Choose Yes, Create. The new set of DHCP options appears in your list of DHCP options.

5. Make a note of the ID of the new set of DHCP options (dopt-xxxxxxxx). You need it to associate
the new options set with your VPC.

To change the DHCP options set associated with a VPC

After you create a set of DHCP options, you can't modify them. If you want your VPC to use a different
set of DHCP options, you must create a new set and associate them with your VPC. You can also set
up your VPC to use no DHCP options at all.

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

Choose Your VPCs in the navigation pane.

Select the VPC, and choose Edit DHCP Options Set from the Actions list.

In the DHCP Options Set list, select the desired options set from the list, and choose Save.

PowonNE

Version 1.0
113


http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_DHCP_Options.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/directoryservice/
https://console.aws.amazon.com/directoryservice/
https://console.aws.amazon.com/vpc/

AWS Directory Service Administration Guide
Authentication

Authentication and Access Control
for AWS Directory Service

Access to AWS Directory Service requires credentials that AWS can use to authenticate your requests.
Those credentials must have permissions to access AWS resources, such as an AWS Directory
Service directory. The following sections provide details on how you can use AWS Identity and Access
Management (IAM) and AWS Directory Service to help secure your resources by controlling who can
access them:

e Authentication (p. 114)
¢ Access Control (p. 115)

Authentication

You can access AWS as any of the following types of identities:

*« AWS account root user — When you sign up for AWS, you provide an email address and password
that is associated with your AWS account. These are your root credentials and they provide
complete access to all of your AWS resources.

Important

For security reasons, we recommend that you use the root credentials only to create

an administrator user, which is an 1AM user with full permissions to your AWS account.
Then, you can use this administrator user to create other IAM users and roles with limited
permissions. For more information, see IAM Best Practices and Creating an Admin User
and Group in the IAM User Guide.

¢ IAM user — An IAM user is simply an identity within your AWS account that has specific custom
permissions (for example, permissions to create a directory in AWS Directory Service). You can use
an IAM user name and password to sign in to secure AWS webpages like the AWS Management
Console, AWS Discussion Forums, or the AWS Support Center.
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In addition to a user name and password, you can also generate access keys for each user. You

can use these keys when you access AWS services programmatically, either through one of the
several SDKs or by using the AWS Command Line Interface (CLI). The SDK and CLI tools use the
access keys to cryptographically sign your request. If you don’t use the AWS tools, you must sign the
request yourself. AWS Directory Service supports Signature Version 4, a protocol for authenticating
inbound API requests. For more information about authenticating requests, see Signature Version 4
Signing Process in the AWS General Reference.

¢ IAM role — An IAM role is another IAM identity you can create in your account that has specific
permissions. It is similar to an IAM user, but it is not associated with a specific person. An IAM
role enables you to obtain temporary access keys that can be used to access AWS services and
resources. |IAM roles with temporary credentials are useful in the following situations:

» Federated user access — Instead of creating an IAM user, you can use preexisting user identities
from AWS Directory Service, your enterprise user directory, or a web identity provider. These are
known as federated users. AWS assigns a role to a federated user when access is requested
through an identity provider. For more information about federated users, see Federated Users
and Roles in the IAM User Guide.

» Cross-account access — You can use an IAM role in your account to grant another AWS account
permissions to access your account’s resources. For an example, see Tutorial: Delegate Access
Across AWS Accounts Using IAM Roles in the IAM User Guide.

* AWS service access — You can use an IAM role in your account to grant an AWS service
permissions to access your account’s resources. For example, you can create a role that allows
Amazon Redshift to access an Amazon S3 bucket on your behalf and then load data stored in the
bucket into an Amazon Redshift cluster. For more information, see Creating a Role to Delegate
Permissions to an AWS Service in the IAM User Guide.

« Applications running on Amazon EC2 — Instead of storing access keys within the EC2 instance
for use by applications running on the instance and making AWS API requests, you can use an
IAM role to manage temporary credentials for these applications. To assign an AWS role to an
EC2 instance and make it available to all of its applications, you can create an instance profile that
is attached to the instance. An instance profile contains the role and enables programs running
on the EC2 instance to get temporary credentials. For more information, see Using Roles for
Applications on Amazon EC2 in the IAM User Guide.

Access Control

You can have valid credentials to authenticate your requests, but unless you have permissions you
cannot create or access AWS Directory Service resources. For example, you must have permissions to
create an AWS Directory Service directory or create a directory snapshot.

The following sections describe how to manage permissions for AWS Directory Service. We
recommend that you read the overview first.

¢ Overview of Managing Access Permissions to Your AWS Directory Service Resources (p. 116)
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¢ Using Identity-Based Policies (IAM Policies) for AWS Directory Service (p. 119)

Overview of Managing Access Permissions to
Your AWS Directory Service Resources

Every AWS resource is owned by an AWS account, and permissions to create or access the resources
are governed by permissions policies. An account administrator can attach permissions policies to IAM
identities (that is, users, groups, and roles), and some services (such as AWS Lambda) also support
attaching permissions policies to resources.

Note
An account administrator (or administrator user) is a user with administrator privileges. For
more information, see IAM Best Practices in the IAM User Guide.

When granting permissions, you decide who is getting the permissions, the resources they get
permissions for, and the specific actions that you want to allow on those resources.

Topics
* AWS Directory Service Resources and Operations (p. 116)
¢ Understanding Resource Ownership (p. 116)
¢ Managing Access to Resources (p. 117)
« Specifying Policy Elements: Actions, Effects, Resources, and Principals (p. 118)
¢ Specifying Conditions in a Policy (p. 119)

AWS Directory Service Resources and Operations

In AWS Directory Service, the primary resource is a directory. AWS Directory Service supports
directory snapshot resources as well. However, you can create snapshots only in the context of an
existing directory. Therefore, a snapshot is referred to as a subresource.

These resources have unique Amazon Resource Names (ARNSs) associated with them as shown in the
following table.

Resource Type ARN Format

Directory arn: aws: ds: regi on:account-id: directory/external -
directory-id

Snapshot arn: aws: ds: regi on: account -i d: snapshot/ ext er nal - snapshot -
id

AWS Directory Service provides a set of operations to work with the appropriate resources. For a list of
available operations, see Actions.

Understanding Resource Ownership

A resource owner is the AWS account that created a resource. That is, the resource owner is the AWS
account of the principal entity (the root account, an IAM user, or an IAM role) that authenticates the
request that creates the resource. The following examples illustrate how this works:

« If you use the root account credentials of your AWS account to create an AWS Directory Service
resource, such as a directory, your AWS account is the owner of that resource.
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* If you create an IAM user in your AWS account and grant permissions to create AWS Directory
Service resources to that user, the user can also create AWS Directory Service resources. However,
your AWS account, to which the user belongs, owns the resources.

¢ If you create an IAM role in your AWS account with permissions to create AWS Directory Service
resources, anyone who can assume the role can create AWS Directory Service resources. Your
AWS account, to which the role belongs, owns the AWS Directory Service resources.

Managing Access to Resources

A permissions policy describes who has access to what. The following section explains the available
options for creating permissions policies.

Note

This section discusses using IAM in the context of AWS Directory Service. It doesn't provide
detailed information about the IAM service. For complete IAM documentation, see What Is
IAM? in the IAM User Guide. For information about IAM policy syntax and descriptions, see
AWS IAM Policy Reference in the IAM User Guide.

Policies attached to an IAM identity are referred to as identity-based policies (IAM polices) and policies
attached to a resource are referred to as resource-based policies. AWS Directory Service supports
only identity-based policies (IAM policies).

Topics
¢ Identity-Based Policies (IAM Policies) (p. 117)
¢ Resource-Based Policies (p. 118)

Identity-Based Policies (IAM Policies)

You can attach policies to IAM identities. For example, you can do the following:

¢ Attach a permissions policy to a user or a group in your account — An account administrator
can use a permissions policy that is associated with a particular user to grant permissions for that
user to create an AWS Directory Service resource, such as a new directory.

¢ Attach a permissions policy to a role (grant cross-account permissions) — You can attach an
identity-based permissions policy to an IAM role to grant cross-account permissions. For example,
the administrator in Account A can create a role to grant cross-account permissions to another AWS
account (for example, Account B) or an AWS service as follows:

1. Account A administrator creates an IAM role and attaches a permissions policy to the role that
grants permissions on resources in Account A.

2. Account A administrator attaches a trust policy to the role identifying Account B as the principal
who can assume the role.

3. Account B administrator can then delegate permissions to assume the role to any users in
Account B. Doing this allows users in Account B to create or access resources in Account A. The
principal in the trust policy can also be an AWS service principal if you want to grant an AWS
service permissions to assume the role.

For more information about using IAM to delegate permissions, see Access Management in the IAM
User Guide.

The following permissions policy grants permissions to a user to run all of the actions that begin with
Descri be. These actions show information about an AWS Directory Service resource, such as a
directory or snapshot. Note that the wildcard character (*) in the Resour ce element indicates that the
actions are allowed for all AWS Directory Service resources owned by the account.
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{
"Version":"2012-10-17",
"Statenent": [
{
"Effect":"All ow',
"Action":"ds: Describe*",
"Resource":"*"
}
]
}

For more information about using identity-based policies with AWS Directory Service, see Using
Identity-Based Policies (IAM Policies) for AWS Directory Service (p. 119). For more information

about users, groups, roles, and permissions, see Identities (Users, Groups, and Roles) in the IAM User
Guide.

Resource-Based Policies

Other services, such as Amazon S3, also support resource-based permissions policies. For example,
you can attach a policy to an S3 bucket to manage access permissions to that bucket. AWS Directory
Service doesn't support resource-based policies.

Specifying Policy Elements: Actions, Effects,
Resources, and Principals

For each AWS Directory Service resource (see AWS Directory Service Resources and

Operations (p. 116)), the service defines a set of API operations (see Actions). To grant permissions
for these API operations, AWS Directory Service defines a set of actions that you can specify in a
policy. Note that, performing an API operation can require permissions for more than one action.

The following are the basic policy elements:

* Resource — In a policy, you use an Amazon Resource Name (ARN) to identify the resource to
which the policy applies. For AWS Directory Service resources, you always use the wildcard
character (*) in IAM policies. For more information, see AWS Directory Service Resources and
Operations (p. 116).

¢ Action — You use action keywords to identify resource operations that you want to allow or deny. For
example, the ds: Descri beDi r ect ori es permission allows the user permissions to perform the
AWS Directory Service Descri beDi r ect ori es operation.

« Effect — You specify the effect when the user requests the specific action—this can be either allow
or deny. If you don't explicitly grant access to (allow) a resource, access is implicitly denied. You
can also explicitly deny access to a resource, which you might do to make sure that a user cannot
access it, even if a different policy grants access.

¢ Principal — In identity-based policies (IAM policies), the user that the policy is attached to is the
implicit principal. For resource-based policies, you specify the user, account, service, or other entity
that you want to receive permissions (applies to resource-based policies only). AWS Directory
Service doesn't support resource-based policies.

To learn more about IAM policy syntax and descriptions, see AWS IAM Policy Reference in the IAM
User Guide.

For a table showing all of the AWS Directory Service API actions and the resources that they
apply to, see AWS Directory Service APl Permissions: Actions, Resources, and Conditions
Reference (p. 122).
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Specifying Conditions in a Policy

When you grant permissions, you can use the access policy language to specify the conditions when a
policy should take effect. For example, you might want a policy to be applied only after a specific date.
For more information about specifying conditions in a policy language, see Condition in the IAM User
Guide.

To express conditions, you use predefined condition keys. There are no condition keys specific to AWS
Directory Service. However, there are AWS-wide condition keys that you can use as appropriate. For a
complete list of AWS-wide keys, see Available Keys for Conditions in the IAM User Guide.

Using Identity-Based Policies (IAM Policies) for
AWS Directory Service

This topic provides examples of identity-based policies in which an account administrator can attach
permissions policies to IAM identities (that is, users, groups, and roles).

Important

We recommend that you first review the introductory topics that explain the basic concepts
and options available for you to manage access to your AWS Directory Service resources.
For more information, see Overview of Managing Access Permissions to Your AWS Directory
Service Resources (p. 116).

The sections in this topic cover the following:

¢ Permissions Required to Use the AWS Directory Service Console (p. 120)
< AWS Managed (Predefined) Policies for AWS Directory Service (p. 121)
¢ Customer Managed Policy Examples (p. 121)

The following shows an example of a permissions policy.

{
"Version" : "2012-10-17",
"Statenent" : [
{
"Action" : [
"ds: CreateDirectory"
I,
"Effect" : "Alow',
"Resource" : "*"
b,
{
"Action" : |
"i am PassRol e",
"i am CGet Rol e",
"iam Cr eat eRol e",
"iam Put Rol ePol i cy"
1.
"Effect" : "Alow',
"Resource" : "*"
b,
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{

"Action" : [

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

Descri beSubnet s",

Descri beVpcs",

Creat eSecurityG oup",

Del et eSecurityG oup",

Cr eat eNet wor kil nt erface",

Descri beNet wor kIl nt er f aces",

Del et eNet wor kil nt er f ace",

Aut hori zeSecuri t yGr oupl ngress”,
Aut hori zeSecuri t yGroupEgr ess”,

"ec2:
"ec2:

RevokeSecurityG oupl ngress",
RevokeSecurityG oupEgress”
1.
"Effect"
"Resour ce"

"Allow',

nxn

The policy includes the following:

¢ The first statement grants permission to create a AWS Directory Service directory. AWS Directory
Service doesn't support permissions for this particular action at the resource-level. Therefore, the
policy specifies a wildcard character (*) as the Resour ce value.

* The second statement grants permissions to certain IAM actions. The access to IAM actions is
needed so that AWS Directory Service can read and create IAM roles on your behalf. The wildcard
character (*) at the end of the Resour ce value means that the statement allows permission for the
IAM actions on any IAM role. To limit this permission to a specific role, replace the wildcard character
(*) in the resource ARN with the specific role name. For more information, see IAM Actions.

¢ The third statement grants permissions to a specific set of Amazon EC2 resources that are
necessary to allow AWS Directory Service to create, configure, and destroy its directories. The
wildcard character (*) at the end of the Resour ce value means that the statement allows permission
for the EC2 actions on any EC2 resource or subresource. To limit this permission to a specific role,
replace the wildcard character (*) in the resource ARN with the specific resource or subresource. For
more information, see EC2 Actions

The policy doesn't specify the Pri nci pal element because in an identity-based policy you don't
specify the principal who gets the permission. When you attach policy to a user, the user is the implicit
principal. When you attach a permission policy to an IAM role, the principal identified in the role's trust
policy gets the permissions.

For a table showing all of the AWS Directory Service API actions and the resources that they
apply to, see AWS Directory Service APl Permissions: Actions, Resources, and Conditions
Reference (p. 122).

Permissions Required to Use the AWS Directory
Service Console

For a user to work with the AWS Directory Service console, that user must have permissions listed
in the policy above or the permissions granted by the Directory Service Full Access Role or Directory
Service Read Only role, described in AWS Managed (Predefined) Policies for AWS Directory
Service (p. 121).

If you create an 1AM policy that is more restrictive than the minimum required permissions, the console
won't function as intended for users with that IAM policy.
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AWS Managed (Predefined) Policies for AWS
Directory Service

AWS addresses many common use cases by providing standalone IAM policies that are created and
administered by AWS. Managed policies grant necessary permissions for common use cases so
you can avoid having to investigate what permissions are needed. For more information, see AWS
Managed Policies in the IAM User Guide.

The following AWS managed policies, which you can attach to users in your account, are specific to
AWS Directory Service:

¢« AmazonDirectoryServiceReadOnlyAccess — Grants a user or group read-only access to all
AWS Directory Service resources, EC2 subnets, EC2 network interfaces, and AWS SNS topics and
subscriptions for the root AWS account.

« AWSDirectoryServiceFullAccess — Grants a user or group the following:
* Full access to AWS Directory Service
« Access to key Amazon EC2 services required to use AWS Directory Service
« Ability to list Amazon Simple Notification Service topics

 Ability to create, manage, and delete Amazon Simple Notification Service topics with a name
beginning with “DirectoryMonitoring”

In addition, there are other AWS-managed policies that are suitable for use with other IAM roles. These
policies are assigned to the roles associated with users in your AWS Directory Service directory and
are required in order for those users to have access to other AWS resources, such as Amazon EC2.
For more information, see Managing IAM Roles (p. 79).

You can also create custom IAM policies that allow users to access the required Amazon AWS
Directory Service API actions and resources. You can attach these custom policies to the IAM users
or groups that require those permissions. For more information on these polices, see Directory Service
Read Only Role (p. 86) and Directory Service Full Access Role (p. 85).

Customer Managed Policy Examples

In this section, you can find example user policies that grant permissions for various AWS Directory
Service actions.

Note
All examples use the US West (Oregon) Region (us- west - 2) and contain fictitious account
IDs.

Examples

* Example 1: Allow a User to Perform Any Describe Action on Any AWS Directory Service
Resource (p. 121)

¢ Example 2: Allow a User to Create a Directory (p. 122)

Example 1: Allow a User to Perform Any Describe Action on
Any AWS Directory Service Resource

The following permissions policy grants permissions to a user to run all of the actions that begin with
Descri be. These actions show information about an AWS Directory Service resource, such as a
directory or snapshot. Note that the wildcard character (*) in the Resour ce element indicates that the
actions are allowed for all AWS Directory Service resources owned by the account.
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{
"Version":"2012-10-17",
"Statenent": [
{
"Effect":"All ow',
"Action":"ds: Describe*",
"Resource":"*"
}
]
}

Example 2: Allow a User to Create a Directory

The following permissions policy grants permissions to allow a user to create a directory and all other
related resources, such as snapshots and trusts. In order to do so, permissions to certain Amazon EC2
services are also required.

"Version":"2012-10-17",
"Statenment": [
{
"Effect":"All ow',
"Action": [
"ds: Create*",
"ec2: Aut hori zeSecurit yGr oupEgr ess",
"ec2: Aut hori zeSecurit yG oupl ngress”,
"ec2: Creat eNet wor kl nterface",
"ec2: CreateSecurityGoup",
"ec2: Del et eNet wor kl nterface",
"ec2: Del eteSecurityG oup",
"ec2: Descri beNet wor kl nt erfaces”,
"ec2: Descri beSubnet s",
"ec2: Descri beVpcs",
"ec2: RevokeSecurityG oupEgress”,
"ec2: RevokeSecurityG oupl ngress”
1,
"Resource":"*"

]

AWS Directory Service AP| Permissions: Actions,
Resources, and Conditions Reference

When you are setting up Access Control (p. 115) and writing permissions policies that you can attach
to an IAM identity (identity-based policies), you can use the following table as a reference. The list
includes each AWS Directory Service API operation, the corresponding actions for which you can grant
permissions to perform the action, the AWS resource for which you can grant the permissions. You
specify the actions in the policy's Act i on field and the resource value in the policy's Resour ce field.

You can use AWS-wide condition keys in your AWS Directory Service policies to express conditions.
For a complete list of AWS-wide keys, see Available Keys in the IAM User Guide.
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Note
To specify an action, use the ds: prefix followed by the API operation name (for example,
ds: CreateDirectory).

Related Topics

¢ Access Control (p. 115)

Version 1.0
123



AWS Directory Service Administration Guide
Simple AD

Troubleshooting AWS Directory
Service Administration Issues

The following can help you troubleshoot some common issues you might encounter when creating or
using your directory.

Simple AD

Here are some common problems with Simple AD.

| am not able to update the DNS name or IP address
of an instance joined to my domain (DNS dynamic
update)

DNS dynamic updates are not supported in Simple AD domains. You can instead make the changes
directly by connecting to your directory using DNS Manager on an instance that is joined to your
domain.

| cannot log onto SQL Server using a SQL Server
account

You might receive an error if you attempt to use SQL Server Management Studio (SSMS) with a SQL
Server account to log into SQL Server running on a Windows 2012 R2 EC2 instance or in Amazon
RDS. The issue occurs when SSMS is run as a domain user and can result in the error "Login failed for
user," even when valid credentials are provided. This is a known issue and AWS is actively working to
resolve it.

To work around the issue, you can log into SQL Server with Windows Authentication instead of SQL
Authentication. Or launch SSMS as a local user instead of a Simple AD domain user.

My directory is stuck in the "Requested" state

If you have a directory that has been in the "Requested" state for more than five minutes, try deleting
the directory and recreating it. If this problem persists, contact the AWS Support Center.
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| receive an "AZ Constrained" error when | create a
directory

Some AWS accounts created before 2012 might have access to Availability Zones in the US East (N.
Virginia), US West (N. California), or Asia Pacific (Tokyo) region that do not support AWS Directory
Service directories. If you receive an error such as this when creating a directory, choose a subnet in a
different Availability Zone and try to create the directory again.

Some of my users cannot authenticate with my
directory

Your user accounts must have Kerberos preauthentication enabled. This is the default setting for
new user accounts, and it should not be modified. For more information about this setting, go to
Preauthentication on Microsoft TechNet.

AD Connector

Here are some common problems with AD Connector.

| receive a "DNS unavailable" error when | try to
connect to my on-premises directory

You receive an error message similar to the following when connecting to your on-premises directory:

DNS unavail able (TCP port 53) for IP: <DNS | P address>

AD Connector must be able to communicate with your on-premises DNS servers via TCP and
UDP over port 53. Verify that your security groups and on-premises firewalls allow TCP and UDP
communication over this port. For more information, see AD Connector Prerequisites (p. 47).

| receive a "Connectivity issues detected" error when
| try to connect to my on-premises directory

You receive an error message similar to the following when connecting to your on-premises directory:

Connectivity issues detected: LDAP unavailable (TCP port 389) for IP: <IP
addr ess>

Ker ber os/ aut henti cati on unavail able (TCP port 88) for IP: <IP address>

Pl ease ensure that the listed ports are available and retry the operation.

AD Connector must be able to communicate with your on-premises domain controllers via TCP and
UDP over the following ports. Verify that your security groups and on-premises firewalls allow TCP and
UDP communication over these ports. For more information, see AD Connector Prerequisites (p. 47).

« 88 (Kerberos)
« 389 (LDAP)

Version 1.0
125


http://technet.microsoft.com/en-us/library/cc961961.aspx

AWS Directory Service Administration Guide
| receive an "SRV record" error when | try
to connect to my on-premises directory

| receive an "SRV record" error when | try to connect
to my on-premises directory

You receive an error message similar to one or more of the following when connecting to your on-
premises directory:

SRV record for LDAP does not exist for IP: <DNS | P address>

SRV record for Kerberos does not exist for |P. <DNS | P address>

AD Connector needs to obtain the _| dap. _t cp. <DnsDonai nNane> and

_kerberos. _tcp. <DnsDonmai nNane> SRV records when connecting to your directory. You will
get this error if the service cannot obtain these records from the DNS servers that you specified
when connecting to your directory. For more information about these SRV records, see SRV record
requirements (p. 48).

My directory is stuck in the "Requested" state

If you have a directory that has been in the "Requested” state for more than five minutes, try deleting
the directory and recreating it. If this problem persists, contact the AWS Support Center.

| receive an "AZ Constrained" error when | create a
directory

Some AWS accounts created before 2012 might have access to Availability Zones in the US East (N.
Virginia), US West (N. California), or Asia Pacific (Tokyo) region that do not support AWS Directory
Service directories. If you receive an error such as this when creating a directory, choose a subnet in a
different Availability Zone and try to create the directory again.

Some of my users cannot authenticate with my
directory

Your user accounts must have Kerberos preauthentication enabled. This is the default setting for
new user accounts, but it should not be modified. For more information about this setting, go to
Preauthentication on Microsoft TechNet.

| receive an "Invalid Credentials" error when the
service account used by AD Connector attempts to
authenticate

This can occur if the hard drive on your domain controller runs out of space. Ensure that your domain
controller's hard drives are not full.

AWS Directory Service for Microsoft Active
Directory (Enterprise Edition)

Here are some common problems with Microsoft AD.
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| get an error when creating multiple password
policies (fine-grained password policies) for my
Microsoft AD directory

AWS Directory Service for Microsoft Active Directory (Enterprise Edition) does not support fine grained
password policies.

Topics
¢ Directory Status (p. 127)
¢ Directory Status Reasons (p. 128)
¢ Schema Extension Errors (p. 130)
¢ Trust Creation Status Reasons (p. 131)

Directory Status

The following are the various statuses for a directory. For more information, see Directory Status
Reasons (p. 128).

Active
The directory is operating normally. No issues have been detected by the AWS Directory Service
for your directory.

Creating
The directory is currently being created. Directory creation typically take 5 to 10 minutes but may
vary depending on the system load.

Deleted
The directory has been deleted. All resources for the directory have been released. Once a
directory enters this state, it cannot be recovered.

Deleting
The directory is currently being deleted. The directory will remain in this state until it has been
completely deleted. Once a directory enters this state, the delete operation cannot be cancelled,
and the directory cannot be recovered.

Failed
The directory could not be created. Please delete this directory. If this problem persists, please
contact the AWS Support Center.

Impaired
The directory is running in a degraded state. One or more issues have been detected, and not all
directory operations may be working at full operational capacity.

Inoperable
The directory is not functional. All directory endpoints have reported issues.

Requested
A request to create your directory is currently pending.

RestoreFailed
Restoring the directory from a snapshot failed. Please retry the restore operation. If this continues,
try a different snapshot, or contact the AWS Support Center.

Restoring
The directory is currently being restored from an automatic or manual snapshot. Restoring from
a snapshot typically takes several minutes, depending on the size of the directory data in the
shapshot.
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Directory Status Reasons

When a directory is impaired or inoperable, the directory status message contains additional
information. The status message is displayed in the AWS Directory Service console, or returned in the
Di rectoryDescri ption. St ageReason member by the Descri beDi rect ori es API. For more
information about the directory status, see Directory Status (p. 127).

The following are the status messages for a Simple AD directory:

Topics
¢ The directory service's elastic network interface is not attached (p. 128)
¢ Issue(s) detected by instance (p. 128)
¢ The critical AWS Directory Service reserved user is missing from the directory (p. 128)

¢ The critical AWS Directory Service reserved user needs to belong to the Domain Admins AD
group (p. 129)

¢ The critical AWS Directory Service reserved user is disabled (p. 129)
¢ The main domain controller does not have all FSMO roles (p. 129)
« Domain controller replication failures (p. 130)

The directory service's elastic network interface is
not attached

Description
The critical elastic network interface (ENI) that was created on your behalf during directory creation
to establish network connectivity with your VPC is not attached to the directory instance. AWS
applications backed by this directory will not be functional. Your directory cannot connect to your
on-premises network.

Troubleshooting
If the ENI is detached but still exists, contact AWS Support. If the ENI is deleted, there is no way
to resolve the issue and your directory is permanently unusable. You must delete the directory and
create a new one.

Issue(s) detected by instance

Description
An internal error was detected by the instance. This usually signifies that the monitoring service is
actively attempting to recover the impaired instances.

Troubleshooting
In most cases, this is a transient issue, and the directory eventually returns to the Active state. If
the problem persists, contact AWS Support for more assistance.

The critical AWS Directory Service reserved user is
missing from the directory

Description
When a Simple AD is created, AWS Directory Service creates a service account in the directory
with the name AWSAdm nD- xxxxxxxxXx. This error is received when this service account cannot
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be found. Without this account, AWS Directory Service cannot perform administrative functions on
the directory, rendering the directory unusable.

Troubleshooting
To correct this issue, restore the directory to a previous snapshot that was created before the
service account was deleted. Automatic snapshots are taken of your Simple AD directory one time
a day. If it has been more than five days after this account was deleted, you may not be able to
restore the directory to a state where this account exists. If you are not able to restore the directory
from a snapshot where this account exists, your directory may become permanently unusable. If
this is the case, you must delete your directory and create a new one.

The critical AWS Directory Service reserved user
needs to belong to the Domain Admins AD group

Description
When a Simple AD is created, AWS Directory Service creates a service account in the directory
with the name AWBAdm nD- xxxxxxxxX. This error is received when this service account is
not a member of the Domai n Admi ns group. Membership in this group is needed to give AWS
Directory Service the privileges it needs to perform maintenance and recovery operations, such as
transferring FSMO roles, domain joining new directory controllers, and restoring from snapshots.

Troubleshooting
Use the Active Directory Users and Computers tool to re-add the service account to the Donai n
Admi ns group.

The critical AWS Directory Service reserved user is
disabled

Description
When a Simple AD is created, AWS Directory Service creates a service account in the directory
with the name AWSAd nD- xxxxxxxxx. This error is received when this service account is
disabled. This account must be enabled so that AWS Directory Service can perform maintenance
and recovery operations on the directory.

Troubleshooting
Use the Active Directory Users and Computers tool to re-enable the service account.

The main domain controller does not have all FSMO
roles

Description
All the FSMO roles are not owned by the Simple AD directory controller. AWS Directory Service
cannot guarantee certain behavior and functionality if the FSMO roles do not belong to the correct
Simple AD directory controller.

Troubleshooting
Use Active Directory tools to move the FSMO roles back to the original working directory
controller. For more information about moving the FSMO roles, go to https://support.microsoft.com/
en-us/kb/324801. If this does not correct the problem, please contact AWS Support for more
assistance.
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Domain controller replication failures

Description
The Simple AD directory controllers are failing to replicate with one another. This can be caused
by one or more of the following issues:

¢ The security groups for the directory controllers does not have the correct ports open.

¢ The network ACLs are too restrictive.

¢ The VPC route table is not routing network traffic between the directory controllers correctly.
¢ Another instance has been promoted to a domain controller in the directory.

Troubleshooting
For more information about your VPC network requirements, see either Microsoft AD Microsoft AD
Prerequisites (p. 10), AD Connector AD Connector Prerequisites (p. 47), or Simple AD Simple AD
Prerequisites (p. 61). If there is an unknown domain controller in your directory, you must demote
it. If your VPC network setup is correct, but the error persists, please contact AWS Support for
more assistance.

Schema Extension Errors

The following can help you troubleshoot some error messages you might encounter when extending
the schema for your Microsoft AD directory.

Referral

Error
Add error on entry starting on line 1: Referral The server side error is: 0x202b A referral was
returned from the server. The extended server error is: 0000202B: RefErr: DSID-0310082F, data
0, 1 access points \tref 1: ‘example.com’ Number of Objects Modified: 0

Troubleshooting
Ensure that all of the distinguished name fields have the correct domain name. In the example
above, DC=exanpl e, dc=comshould be replaced with the Di st i ngui shedNane shown by the
cmdlet Get - ADDonai n.

Unable to Read Import File

Error
Unable to read the import file. Number of Objects Modified: 0

Troubleshooting
The imported LDIF file is empty (0 bytes). Ensure the correct file was uploaded.

Syntax Error

Error
There is a syntax error in the input file Failed on line 21. The last token starts with 'g'. Number of
Objects Modified: 0

Troubleshooting
The text on line 21 is not formatted correctly. The first letter of the invalid text is A. Update line 21
with valid LDIF syntax. For more information about how to format the LDIF file, see Step 1: Create
Your LDIF File (p. 14).
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Attribute or Value Exists

Error
Add error on entry starting on line 1: Attribute Or Value Exists The server side error is: 0x2083 The
specified value already exists. The extended server error is: 00002083: AtrErr: DSID-03151830,
#1: \t0: 00002083: DSID-03151830, problem 1006 (ATT_OR_VALUE_EXISTS), data 0, Att 20019
(mayContain):len 4 Number of Objects Modified: 0

Troubleshooting
The schema change has already been applied.

No Such Attribute

Error
Add error on entry starting on line 1: No Such Attribute The server side error is: 0x2085 The
attribute value cannot be removed because it is not present on the object. The extended server
error is: 00002085: AtrErr: DSID-03152367, #1: \t0: 00002085: DSID-03152367, problem 1001
(NO_ATTRIBUTE_OR_VAL), data 0, Att 20019 (mayContain):len 4 Number of Objects Modified: O

Troubleshooting
The LDIF file is trying to remove an attribute from a class, but that attribute is currently not
attached to the class. Schema change was probably already applied.

Error
Add error on entry starting on line 41: No Such Attribute 0x57 The parameter is incorrect. The
extended server error is: 0x208d Directory object not found. The extended server error is:
"00000057: LdapErr: DSID-0C090D8A, comment: Error in attribute conversion operation, data 0,
v2580" Number of Objects Modified: 0

Troubleshooting
The attribute listed on line 41 is incorrect. Double-check the spelling.

No Such Object

Error
Add error on entry starting on line 1: No Such Object The server side error is:
0x208d Directory object not found. The extended server error is: 0000208D:
NameErr: DSID-03100238, problem 2001 (NO_OBJECT), data 0, best match of:
'CN=Schema,CN=Configuration,DC=example,DC=com’ Number of Objects Modified: 0

Troubleshooting
The object referenced by the distinguished name (DN) does not exist.

Trust Creation Status Reasons

When trust creation fails, the status message contains additional information. Here’s some help
understanding what those messages mean.

Access is denied

Access was denied when trying to create the trust. Either the trust password is incorrect or the remote
domain’s security settings do not allow a trust to be configured. Ensure that you are using the same
trust password that you used when creating the corresponding trust on the remote domain. Also
confirm that your domain security settings allow for trust creation.
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The specified domain name does not exist or could
not be contacted

To solve this problem, ensure the security group settings for your domain and access control

list (ACL) for your VPC are correct and you have accurately entered the information for your
conditional forwarder. For more information about security requirements, see When to Create a Trust
Relationship (p. 18).

If this does not solve the issue, it is possible that information for a previously created conditional
forwarder has been cached, preventing the creation of a new trust. Please wait several minutes and
then try creating the trust and conditional forwarder again.
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Simple AD

AWS Directory Service Limits

The following are the default limits for AWS Directory Service. Each limit is per region unless otherwise

noted.

Simple AD

AWS Directory Service Limits

Resource

Default Limit

Simple AD directories

10

Manual snapshots

5 per Simple AD

AWS Directory Service for Microsoft Active
Directory (Enterprise Edition)

AWS Directory Service Limits

Resource

Default Limit

Microsoft AD directories

10

Manual snapshots

5 per Microsoft AD

AD Connector

AWS Directory Service Limits

Resource

Default Limit

AD Connector directories

10
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Increase Your Limit

Perform the following steps to increase your limit for a region.
To request a limit increase for aregion

Go to the AWS Support Center page, sign in, if necessary, and click Open a new case.
Under Regarding, select Service Limit Increase.
Under Limit Type, select AWS Directory Service.

Fill in all of the necessary fields in the form and click the button at the bottom of the page for your
desired method of contact.

PwnNPE
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Document History

The following table describes the important changes since the last release of the AWS Directory

Service Administrator Guide.

¢ Latest documentation update: November 14, 2016

Change

Schema Extensions

Major reorganization of
the Directory Service
Admin Guide

Authorization and
Authentication

SNS notifications

Microsoft AD

Allow Linux instances to
be joined to a Simple AD
directory

Guide separation

Single sign-on support

Description

Added documentation for schema extensions with
AWS Directory Service for Microsoft Active Directory
(Enterprise Edition). For more information, see Schema
Extensions (p. 12).

Reorganized the content to more directly map to
customer needs.

Added additional documentation for using 1AM with
Directory Services.

Added documentation for SNS notifications. For more
information, see Get Notified of Directory Status
Updates Using Amazon SNS (p. 67).

Added documentation for Microsoft AD, and combined
guides into a single guide.

Added documentation for joining a Linux instance
to a Simple AD directory. For more information, see
Manually Add a Linux Instance (Simple AD and
Microsoft AD) (p. 104).

The AWS Directory Service administration guide is split
into separate guides, the Simple AD guide and the AD
Connector guide.

Added single sign-on documentation. For more
information, see Single Sign-On (p. 71).

Date
Changed

November
14, 2016

November
14, 2016

February 25,
2016

February 25,
2016

November
17, 2015

July 23,
2015

July 14,
2015

March 31,
2015
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Change

New guide

Description

This is the first release of the AWS Directory Service
Administration Guide.

Date
Changed

October 21,
2014
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