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BAIT, MASK, AND RUSE: TECHNOLOGY  
AND POLICE DECEPTION 

Elizabeth E. Joh∗ 

Deception and enticement have long been tools of the police, but 
new technologies have enabled investigative deceit to become more 
powerful and pervasive.  Most of the attention given to today’s ad-
vances in police technology tends to focus either on online government 
surveillance1 or on the use of algorithms for predictive policing or 
threat assessment.2  No less important but less well known, however, 
are the enhanced capacities of the police to bait, lure, and dissemble in 
order to investigate crime.  What are these new deceptive capabilities, 
and what is their importance? 

Misrepresentation by the police can take many forms.  The police 
may deceive by concealing their identity, their purpose, or both.  Police 
conceal their purpose when they try to convince a suspect to open his 
door by asking for help in locating a fictitious person.  They conceal 
both their identity and purpose when they pretend to be mobsters or 
potential robbery victims.  Covert policing of this second type has 
greatly expanded over time; a recent New York Times investigation es-
timated that there are thousands of undercover agents at the federal 
level alone.3  Consider the new world of baits, masks, and ruses. 

Baits: While offering attractive targets to entice potential thieves is 
not new, the baiting capabilities of the police are.  Small GPS trackers 
can be embedded into everyday items, and their low cost means that 
police departments can use them to investigate many different crimes.  
For example, the NYPD has planted “bait bottles”  with GPS trackers 
in drugstores to catch OxyContin thieves.4  Albuquerque police have 
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created a “bait house” replete with GPS-embedded items.5  The San 
Francisco police have successfully used GPS-tracked bait bikes (and 
Twitter) to combat bicycle theft.6  Many local police departments have 
used bait cars with GPS trackers to investigate auto theft.7 

These GPS-embedded baits can then be tracked remotely, away 
from the scene.  If the emerging “Internet of things” provides us with 
remote access to our thermostats, garage door openers, and household 
locks through small embedded sensors and the Internet,8 we might 
think of GPS baits as a parallel criminal Internet of things that con-
nects police to contraband decoys.  Cheap and small GPS trackers 
have made it feasible to bait all sorts of items to see if they end up in 
criminal hands. 

Masks: The masked identities of undercover police agents, especial-
ly those who infiltrate organized crime, are staples of film and fiction.  
Being accepted into a gang or the Mafia by aping its members’ dress, 
speech, and mannerisms requires risk taking and skill.  While not ev-
ery officer can be Joe Pistone (a.k.a. “Donnie Brasco”) in real life,9 
identity simulation has become easier online.  If private individuals 
can hide their gender, age, or race online, so too can the police.  Thus 
police officers have pretended to be seniors, minors, or criminals who 
might ask to “friend” a suspect on Facebook10 or Instagram.11 

In two recent examples, law enforcement agencies even engaged in 
a kind of identity theft in order to investigate crime.  In one case, a 
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DEA agent established a fake Facebook account by impersonating a 
woman’s real identity online, without her consent or knowledge.12  
The DEA agent hoped to use the account, containing photos taken 
from the woman’s cellphone upon her arrest, to find others related to a 
drug investigation.13  In another case, the FBI, purporting to be the 
Associated Press, in 2007 sent a MySpace message to a person suspect-
ed of sending bomb threats to a Washington state high school.14  With-
in the message was a link containing malware which, when clicked, 
identified the location of the teenage suspect, who was subsequently 
arrested and then pled guilty.15 

Ruses: Police have long used ruses in order to trick and lure sus-
pects into providing evidence or admitting guilt.  Now that it is possi-
ble to extract DNA from very small samples accurately and cheaply, 
police have tricked suspects into giving up DNA samples contained in 
saliva left behind on ordinary objects.16  These cases typically arise 
when the police suspect the person of a crime but lack the ability to 
obtain a warrant to compel a DNA sample.  Instead, the police collect 
the person’s DNA through deception and misrepresentation.  Police 
have obtained DNA samples by convincing a suspect to lick a stamp,17 
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or by inviting the person for a meal or conversation and later collect-
ing DNA from the cup or straw left behind.18 

These examples show how technology has made deceptive policing 
easier and more pervasive than traditional means ever did.  Police 
have long set out baited goods, but this required personal observation 
by police officers, not remote, computer-assisted monitoring at the po-
lice station.  Police have also long pretended to be criminals, but this 
required the selection of officers both sufficiently skilled and physically 
similar to those in the criminal underworld to be convincing in their 
impersonations.  Finally, while traditional police investigations have 
also sought to collect other identity evidence from suspects, it is now 
easy and cheap for the police to obtain a DNA sample containing the 
entirety of your genetic information through deceit. 

These changes are troubling because they erode already weak doc-
trinal safeguards against police deception.  Entrapment law permits 
defendants to raise a defense when the government creates criminals 
rather than just providing them with an opportunity to commit crime, 
as in the case of unusually enticing bait.19  Yet, in practice, entrapment 
is a losing defense.  For most courts, the conclusion that a defendant is 
criminally predisposed to commit the offense bars an entrapment claim 
even where the government’s temptations may be unrealistically  
attractive.20 

For defendants outwitted by false friends who turn out to be the 
police in disguise, Fourth Amendment claims are equally unavailing.  
As the Supreme Court observed in Hoffa v. United States,21 people as-
sume the risk that the confidences they share with others they believe 
to be criminal associates may turn out to be “misplaced.”22 

Finally, those targeted by police ruses in order to collect DNA 
samples have similarly weak claims on their genetic privacy.  Courts 
have routinely permitted the police to engage in a variety of ruses to 
obtain evidence.  Even more difficult for those who unwittingly pro-
vide DNA samples to the police, courts typically deem the information 
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to have been “abandoned,” and thus without any Fourth Amendment 
protection in the first place.23 

The law regulating investigative deception may be weak because 
police have traditionally been limited by practical, not legal, con-
straints — which are disappearing as well.  Consider the Supreme 
Court’s 2012 decision in United States v. Jones.24  Justice Alito’s ob-
servation in his concurring opinion is especially telling: “[T]he greatest 
protections of privacy [until now have been] . . . practical,”  because 
“ [t]raditional surveillance for any extended period of time was difficult 
and costly and therefore rarely undertaken.”25  The undoing of practi-
cal constraints has been no less powerful in the context of deceptive 
policing.  Using traditional decoys requires considerable human re-
sources and technical assistance.  In traditional policing, only limited 
numbers of officers can pretend to be young women, minors, or mem-
bers of racial minorities.  Finally, gleaning genetic information from 
leftover biological samples in affordable and reliable ways is a product 
of the very recent past. 

From the perspective of the police, investigative deception is be-
coming easy and cheap.  Like closed-circuit television cameras, these 
deceptive means are “force multipliers” for the police.  Rather than a 
special technique available to only a few departments, these technolog-
ical means of deception can be used by many departments for many 
different crimes. 

These new types of baits, masks, and ruses also raise troubling 
questions about the costs to social trust that result when the govern-
ment is able to engage in unconstrained, open-ended investigations of 
the population.  While some of these technologically enhanced means 
are used against suspects that are identified in advance, many of these 
technological stings amount to generalized “fishing”: attempts to find 
out if anyone will be tempted by the proper enticement.26  There are 
no doctrinal bars to such open-ended traps.  Police are not bound by 
probable cause or reasonable suspicion requirements before they en-
gage in a sting.27 

When we know that the government engages in open-ended fishing 
for crime and information — both in the real world and in the virtual 
one — such testing can undermine social trust.  Just as many people 
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worry about the threat to our privacy posed by secret government sur-
veillance of our online activities, so too should we be concerned when 
pervasive government deception promotes uncertainty about the true 
identity of people and objects around us.  When news of the FBI’s 
impersonation of the Associated Press emerged in October 2014, sever-
al news media organizations, including the Associated Press, Washing-
ton Post, and New York Times, expressed alarm at the tactic’s poten-
tial to undermine trust in a free press.28 

Similarly, if police can easily and legally trick you out of your DNA 
sample, then we may have good cause to feel a little helpless and par-
anoid.  Just as it is nearly impossible to avoid leaving a digital trail 
behind, it is also nearly impossible to avoid leaving your genetic traces 
everywhere.  In a small number of states it may be illegal for private 
individuals to collect your DNA without consent, but you’re out of 
luck when it comes to the police.29 

To be sure, these deceptions sometimes catch serious criminals.  
But deception can involve situations where the crime involved is am-
biguous, or the government enticement dubious.  Yet the basic legal 
framework behind these investigative lies — that those caught in these 
traps have assumed the risk — gives nearly unbridled discretion to the 
police.  Police decisions about how, whether, and against whom such 
misrepresentations can be targeted do not typically receive any exter-
nal review.30 

The combination of wide discretion and sophisticated technology 
may lead to tactics that raise further ethical questions.  If the police 
are not obliged to conduct immediate arrests, why not use bait for sur-
veillance, or to obtain a DNA sample? If the police can “friend” po-
tential sex offenders, why not members of protest groups? If the police 
trick a suspect out of his DNA sample, why not trick an innocent per-
son who may have genetic ties to a potential suspect? 

If the prospect of pervasive government surveillance threatens in-
dividual privacy, then the reach of today’s deceptive policing should 
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also give us pause.  If privacy should not be a luxury good,31 neither 
should trust in our society or government.  Suspicions that objects are 
embedded with police bait, that police stratagems might lie behind 
seemingly private online encounters, or even that police interactions 
might secretly target genetic information are not the stuff of science 
fiction.  These high-tech police deceptions exist, and are increasingly 
becoming part of ordinary police practice.  And that’s no lie. 
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