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Welcome

AWS CloudFormation enables you to create and manage AWS infrastructure deployments predictably
and repeatedly. AWS CloudFormation helps you leverage AWS products such as Amazon EC2, EBS,
Amazon SNS, ELB, and Auto Scaling to build highly-reliable, highly scalable, cost effective applications
without worrying about creating and configuring the underlying AWS infrastructure.

With AWS CloudFormation, you declare all of your resources and dependencies in a template file. The
template defines a collection of resources as a single unit called a stack. AWS CloudFormation creates
and deletes all member resources of the stack together and manages all dependencies between the re-
sources for you.

For more information about this product, go to the CloudFormation Product Page.

Amazon CloudFormation makes use of other AWS products. If you need additional technical information
about a specific AWS product, you can find the product's technical documentation at http://
aws.amazon.com/documentation/.

This document was last updated on November 19, 2014.

API Version 2010-05-15
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Actions

The following actions are supported:

¢ CancelUpdateStack (p. 3)

« CreateStack (p. 4)

¢ DeleteStack (p. 8)

» DescribeStackEvents (p. 9)

¢ DescribeStackResource (p. 12)
» DescribeStackResources (p. 14)
¢ DescribeStacks (p. 17)

¢ EstimateTemplateCost (p. 19)

« GetStackPolicy (p. 21)

¢ GetTemplate (p. 23)

¢ GetTemplateSummary (p. 25)

¢ ListStackResources (p. 28)

¢ ListStacks (p. 31)

¢ SetStackPolicy (p. 33)

¢ SignalResource (p. 35)

e UpdateStack (p. 37)

¢ ValidateTemplate (p. 41)

API Version 2010-05-15
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CancelUpdateStack

CancelUpdateStack

Description

Cancels an update on the specified stack. If the call completes successfully, the stack will roll back the
update and revert to the previous stack configuration.

Note
Only stacks that are in the UPDATE_IN_PROGRESS state can be canceled.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

StackName
The name or the unique stack ID that is associated with the stack.

Type: String

Required: Yes

Examples

Sample Request

https://cl oudf ormati on. us- east-1. anazonaws. conf
?Act i on=Cancel Updat eSt ack
&St ackNanme=My St ack
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Ti mest anp=2010- 07- 27T22%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AW Access Keyl D]
&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Cancel Updat eSt ackResul t/ >

API Version 2010-05-15
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CreateStack

CreateStack

Description

Creates a stack as specified in the template. After the call completes successfully, the stack creation
starts. You can check the status of the stack via the DescribeStacks (p. 17) API.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

Capabilities.member.N
A list of capabilities that you must specify before AWS CloudFormation can create or update certain
stacks. Some stack templates might include resources that can affect permissions in your AWS ac-
count. For those stacks, you must explicitly acknowledge their capabilities by specifying this parameter.

Currently, the only valid value is CAPABI LI TY_I AM which is required for the following resources:
AWS::CloudFormation::Stack, AWS::IAM::AccessKey, AWS::IAM::Group, AWS::IAM::InstanceProfile,
AWS:: IAM::Policy, AWS::IAM::Role, AWS::IAM::User, and AWS::IAM::UserToGroupAddition. If
your stack template contains these resources, we recommend that you review any permissions as-
sociated with them. If you don't specify this parameter, this action returns an | nsuf f i ci ent Capab-
ilities error.

Type: String list
Valid Values: CAPABI LI TY_I AM

Required: No

DisableRollback
Settot r ue to disable rollback of the stack if stack creation failed. You can specify either Di sabl eR-
ol | back or OnFai | ur e, but not both.

Default: f al se
Type: Boolean

Required: No

NotificationARNs.member.N
The Simple Notification Service (SNS) topic ARNSs to publish stack related events. You can find your
SNS topic ARNSs using the SNS console or your Command Line Interface (CLI).

Type: String list
Length constraints: Minimum of 0 item(s) in the list. Maximum of 5 item(s) in the list.

Required: No
OnFailure

Determines what action will be taken if stack creation fails. This must be one of: DO_NOTHING,
ROLLBACK, or DELETE. You can specify either OnFai | ur e or Di sabl eRol | back, but not both.
Default: ROLLBACK

Type: String

Valid Values: DO_NOTHI NG | ROLLBACK | DELETE

Required: No

API Version 2010-05-15
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Request Parameters

Parameters.member.N
A list of Par anet er structures that specify input parameters for the stack.

Type: Parameter (p. 50) list

Required: No
StackName

The name that is associated with the stack. The name must be unique in the region in which you are
creating the stack.

Note
A stack name can contain only alphanumeric characters (case sensitive) and hyphens. It
must start with an alphabetic character and cannot be longer than 255 characters.

Type: String

Required: Yes

StackPolicyBody
Structure containing the stack policy body. For more information, go to Prevent Updates to Stack
Resources in the AWS CloudFormation User Guide. You can specify either the St ackPol i cyBody
or the St ackPol i cyURL parameter, but not both.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.

Required: No
StackPolicyURL
Location of a file containing the stack policy. The URL must point to a policy (max size: 16KB) located

in an S3 bucket in the same region as the stack. You can specify either the St ackPol i cyBody or
the St ackPol i cyURL parameter, but not both.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1350.

Required: No
Tags.member.N
A set of user-defined Tags to associate with this stack, represented by key/value pairs. Tags defined

for the stack are propagated to EC2 resources that are created as part of the stack. A maximum
number of 10 tags can be specified.

Type: Tag (p. 59) list

Required: No

TemplateBody
Structure containing the template body with a minimum length of 1 byte and a maximum length of
51,200 bytes. For more information, go to Template Anatomy in the AWS CloudFormation User
Guide.

Conditional: You must specify either the Tenpl at eBody or the Tenpl at eURL parameter, but not
both.

Type: String
Length constraints: Minimum length of 1.

Required: No

API Version 2010-05-15
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Response Elements

TemplateURL
Location of file containing the template body. The URL must point to a template (max size: 307,200
bytes) located in an S3 bucket in the same region as the stack. For more information, go to the
Template Anatomy in the AWS CloudFormation User Guide.

Conditional: You must specify either the Tenpl at eBody or the Tenpl at eURL parameter, but not
both.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

TimeoutIinMinutes
The amount of time that can pass before the stack status becomes CREATE_FAILED; if Di sabl eR-
ol | back is not set or is set to f al se, the stack will be rolled back.

Type: Integer

Required: No

Response Elements

The following element is returned in a structure named Cr eat eSt ackResul t .

Stackld
Unique identifier of the stack.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 64).

AlreadyExists
Resource with the name requested already exists.

HTTP Status Code: 400

InsufficientCapabilities
The template contains resources with capabilities that were not specified in the Capabilities parameter.

HTTP Status Code: 400

LimitExceeded
Quota for the resource has already been reached.

HTTP Status Code: 400

Examples

Sample Request

https://cl oudf ormati on. us- east - 1. amazonaws. coni

API Version 2010-05-15
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?Acti on=Creat eSt ack

&St ackNanme=My St ack

&Tenpl at eBody=[ Tenpl at e Docunent ]

&Not i fi cati onARNs. nenber. 1=ar n: aws: sns: us-east - 1: 1234567890: ny-t opi ¢
&Par anet er s. nenber . 1. Par anet er Key=Avai | abi |l i t yZone
&Par anet er s. nenber . 1. Par anet er Val ue=us- east - 1a
&Ver si on=2010- 05- 15

&Si gnat ur eVer si on=2

&Ti mest anp=2010- 07- 27T229%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AW Access Keyl D]

&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Creat eSt ackResul t >

<St ackl d>ar n: aws: cl oudf or mati on: us-east-1: 123456789: st ack/ MySt ack/ aaf 549a0-
a413- 11df - adb3-5081b3858e83</ St ackl d>
</ Creat eSt ackResul t >

API Version 2010-05-15
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DeleteStack

DeleteStack

Description

Deletes a specified stack. Once the call completes successfully, stack deletion starts. Deleted stacks do
not show up in the DescribeStacks (p. 17) API if the deletion has been completed successfully.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

StackName
The name or the unique stack ID that is associated with the stack.

Type: String

Required: Yes

Examples

Sample Request

https://cl oudf ormation. us-east-1. anazonaws. conf
?Acti on=Del et eSt ack
&St ackNanme=My St ack
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Ti mest anp=2010- 07- 27T229%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AWS Access Keyl D]
&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Del et eSt ackResul t/ >

API Version 2010-05-15
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DescribeStackEvents

DescribeStackEvents

Description

Returns all stack related events for a specified stack. For more information about a stack's event history,
go to Stacks in the AWS CloudFormation User Guide.

Note
You can list events for stacks that have failed to create or have been deleted by specifying the
unique stack identifier (stack ID).

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

NextToken
String that identifies the start of the next list of events, if there is one.

Default: There is no default value.
Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

StackName
The name or the unique stack ID that is associated with the stack, which are not always interchange-
able:

¢ Running stacks: You can specify either the stack's name or its unique stack ID.
¢ Deleted stacks: You must specify the unique stack ID.

Default: There is no default value.
Type: String

Required: No

Response Elements

The following elements are returned in a structure named Descri beSt ackEvent sResul t .

NextToken
String that identifies the start of the next list of events, if there is one.

Type: String
StackEvents
A list of St ackEvent s structures.

Type: StackEvent (p. 53) list

API Version 2010-05-15
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Examples

Examples

Sample Request

https://cl oudf ormati on. us- east - 1. amazonaws. coni
?Acti on=Descri beSt ackEvent s
&St ackNanme=My St ack
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Ti mest anp=2010- 07- 27T22%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AWS Access Keyl D]
&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Descri beSt ackEvent sResul t >
<St ackEvent s>
<menber >
<Event | d>Event - 1- 1 d</ Event | d>
<St ackl d>ar n: aws: cl oudf or mat i on: us- east - 1: 123456789: st ack/ MySt ack/ aaf 549a0-
a413- 11df - adb3- 5081b3858e83</ St ackl d>
<St ackNanme>M/ St ack</ St ackNane>
<Logi cal Resour cel d>MySt ack</ Logi cal Resour cel d>
<Physi cal Resour cel d>My St ack_One</ Physi cal Resour cel d>
<Resour ceType>AWS: : Cl oudFor mati on: : St ack</ Resour ceType>
<Ti mest anp>2010- 07- 27T22: 26: 28Z</ Ti nest anp>
<Resour ceSt at us>CREATE_| N_PROGRESS</ Resour ceSt at us>
<Resour ceSt at usReason>User initiated</ ResourceStatusReason>
</ menber >
<menber >
<Event | d>Event - 2- 1 d</ Event | d>
<St ackl d>ar n: aws: cl oudf or mat i on: us- east - 1: 123456789: st ack/ MySt ack/ aaf 549a0-
a413- 11df - adb3- 5081b3858e83</ St ackl d>
<St ackNanme>M/St ack</ St ackNane>
<Logi cal Resour cel d>My/DBI nst ance</ Logi cal Resour cel d>
<Physi cal Resour cel d>MySt ack_DB1</ Physi cal Resour cel d>
<Resour ceType>AWS: : SecurityG oup</ Resour ceType>
<Ti mest anp>2010- 07- 27T22: 27: 28Z</ Ti nest anp>
<Resour ceSt at us>CREATE_| N_PROGRESS</ Resour ceSt at us>
<Resour ceProperties>{" G oupDescription":...}</ResourceProperties>
</ menber >
<menber >
<Event | d>Event - 3- 1 d</ Event | d>
<St ackl d>ar n: aws: cl oudf or mat i on: us- east - 1: 123456789: st ack/ MySt ack/ aaf 549a0-
a413- 11df - adb3- 5081b3858e83</ St ackl d>
<St ackNanme>M/St ack</ St ackNane>
<Logi cal Resour cel d>MySGL</ Logi cal Resour cel d>
<Physi cal Resour cel d>My St ack_SGL</ Physi cal Resour cel d>
<Resour ceType>AWS: : SecurityG oup</ ResourceType>
<Ti mest anp>2010- 07- 27T22: 28: 28Z</ Ti nest anp>
<Resour ceSt at us>CREATE_COWPLETE</ Resour ceSt at us>
</ menber >

API Version 2010-05-15
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</ St ackEvent s>
</ Descri beSt ackEvent sResul t >

API Version 2010-05-15
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DescribeStackResource

DescribeStackResource

Description

Returns a description of the specified resource in the specified stack.

For deleted stacks, DescribeStackResource returns resource information for up to 90 days after the stack
has been deleted.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

LogicalResourceld
The logical name of the resource as specified in the template.

Default: There is no default value.
Type: String

Required: Yes

StackName
The name or the unique stack ID that is associated with the stack, which are not always interchange-
able:

¢ Running stacks: You can specify either the stack's name or its unique stack ID.
¢ Deleted stacks: You must specify the unique stack ID.

Default: There is no default value.
Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Descr i beSt ackResour ceResul t .

StackResourceDetail
A St ackResour ceDet ai | structure containing the description of the specified resource in the spe-
cified stack.

Type: StackResourceDetail (p. 56)

Examples

Sample Request

https://cl oudf ormati on. us-east - 1. amazonaws. com
?Acti on=Descri beSt ackResour ce
&St ackNanme=My St ack

API Version 2010-05-15
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&L ogi cal Resour cel d=MyDBI nst ance

&Ver si on=2010- 05- 15

&Si gnat ur eVer si on=2

&Ti mest anp=2011- 07- 08T229%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AW Access Keyl D]

&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Descri beSt ackResour ceResponse>
<Descri beSt ackResour ceResul t >
<St ackResour ceDet ai | >
<St ackl d>ar n: aws: cl oudf or mat i on: us- east - 1: 123456789: st ack/ MySt ack/ aaf 549a0-
a413- 11df - adb3- 5081b3858e83</ St ackl d>
<St ackNanme>M/ St ack</ St ackNane>
<Logi cal Resour cel d>My/DBI nst ance</ Logi cal Resour cel d>
<Physi cal Resour cel d>MySt ack_DB1</ Physi cal Resour cel d>
<Resour ceType>AWE: : RDS: : DBI nst ance</ Resour ceType>
<Last Updat edTi nmest anp>2011- 07- 07T22: 27: 28Z</ Last Updat edTi nest anp>
<Resour ceSt at us>CREATE_COWPLETE</ Resour ceSt at us>
</ St ackResour ceDet ai | >
</ Descri beSt ackResour ceResul t >
</ Descri beSt ackResour ceResponse>

API Version 2010-05-15
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DescribeStackResources

DescribeStackResources

Description

Returns AWS resource descriptions for running and deleted stacks. If St ackNane is specified, all the
associated resources that are part of the stack are returned. If Physi cal Resour cel d is specified, the
associated resources of the stack that the resource belongs to are returned.

Note
Only the first 100 resources will be returned. If your stack has more resources than this, you
should use Li st St ackResour ces instead.

For deleted stacks, Descri beSt ackResour ces returns resource information for up to 90 days after the
stack has been deleted.

You must specify either St ackNarne or Physi cal Resour cel d, but not both. In addition, you can specify
Logi cal Resour cel d to filter the returned result. For more information about resources, the Logi cal Re-
sour cel d and Physi cal Resour cel d, go to the AWS CloudFormation User Guide.

Note
A Val i dati onError is returned if you specify both St ackNane and Physi cal Resourcel d
in the same request.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

LogicalResourceld
The logical name of the resource as specified in the template.

Default: There is no default value.
Type: String

Required: No

PhysicalResourceld
The name or unique identifier that corresponds to a physical instance ID of a resource supported by
AWS CloudFormation.

For example, for an Amazon Elastic Compute Cloud (EC2) instance, Physi cal Resour cel d corres-
ponds to the | nst ancel d. You can pass the EC2 | nst ancel d to Descri beSt ackResour ces to
find which stack the instance belongs to and what other resources are part of the stack.

Required: Conditional. If you do not specify Physi cal Resour cel d, you must specify St ackNare.
Default: There is no default value.
Type: String

Required: No
StackName

The name or the unique stack ID that is associated with the stack, which are not always interchange-
able:

« Running stacks: You can specify either the stack's name or its unique stack ID.
¢ Deleted stacks: You must specify the unique stack ID.

Default: There is no default value.
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Required: Conditional. If you do not specify St ackNane, you must specify Physi cal Resour cel d.
Type: String

Required: No

Response Elements

The following element is returned in a structure named Descr i beSt ackResour cesResul t.

StackResources
A list of St ackResour ce structures.

Type: StackResource (p. 54) list

Examples

Sample Request

https://cl oudf ormati on. us-east - 1. amazonaws. com
?Act i on=Descri beSt ackResour ces
&St ackNanme=My St ack
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Ti mest anp=2010- 07- 27T22%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AWS Access Keyl D]
&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Descri beSt ackResour cesResul t >
<St ackResour ces>
<menber >
<St ackl d>ar n: aws: cl oudf or mat i on: us- east - 1: 123456789: st ack/ MySt ack/ aaf 549a0-
a413- 11df - adb3- 5081b3858e83</ St ackl d>
<St ackNanme>MySt ack</ St ackNane>
<Logi cal Resour cel d>MyDBI nst ance</ Logi cal Resour cel d>
<Physi cal Resour cel d>MySt ack_DB1</ Physi cal Resour cel d>
<Resour ceType>AWS: : DBI nst ance</ Resour ceType>
<Ti mest anp>2010- 07- 27T22: 27: 28Z</ Ti nest anp>
<Resour ceSt at us>CREATE_COWPLETE</ Resour ceSt at us>
</ menber >
<menber >
<St ackl d>ar n: aws: cl oudf or mat i on: us- east - 1: 123456789: st ack/ MySt ack/ aaf 549a0-
a413- 11df - adb3-5081b3858e83</ St ackl d>
<St ackNanme>M/St ack</ St ackNane>
<Logi cal Resour cel d>MyAut oScal i ngGr oup</ Logi cal Resour cel d>
<Physi cal Resour cel d>MySt ack_ASGL</ Physi cal Resour cel d>
<Resour ceType>AWS: : Aut oScal i ngG oup</ Resour ceType>
<Ti mest anp>2010- 07- 27T22: 28: 28Z</ Ti nest anp>
<Resour ceSt at us>CREATE_| N_PROGRESS</ Resour ceSt at us>
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</ menber >
</ St ackResour ces>
</ Descri beSt ackResour cesResul t >
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DescribeStacks

Description

Returns the description for the specified stack; if no stack name was specified, then it returns the description
for all the stacks created.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

NextToken
String that identifies the start of the next list of stacks, if there is one.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No
StackName

The name or the unique stack ID that is associated with the stack, which are not always interchange-
able:

¢ Running stacks: You can specify either the stack's name or its unique stack ID.
¢ Deleted stacks: You must specify the unique stack ID.

Default: There is no default value.
Type: String

Required: No

Response Elements

The following elements are returned in a structure named Descri beSt acksResul t .

NextToken
String that identifies the start of the next list of stacks, if there is one.

Type: String
Stacks
A list of stack structures.

Type: Stack (p. 51) list

Examples

Sample Request

https://cl oudf ormati on. us-east - 1. amazonaws. com
?Acti on=Descri beSt acks
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&St ackNanme=My St ack

&Ver si on=2010- 05- 15

&Si gnat ur eVer si on=2

&Ti mest anp=2010- 07- 27T2298A26%8A28. 000Z
&AWBAccessKeyl d=[ AW Access Keyl D]

&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Descri beSt acksResul t >
<St acks>
<menber >
<St ackNanme>M/St ack</ St ackNane>
<St ackl d>ar n: aws: cl oudf or mat i on: us- east - 1: 123456789: st ack/ MySt ack/ aaf 549a0-
a413- 11df - adb3-5081b3858e83</ St ackl d>
<CreationTi mne>2010- 07- 27T22: 28: 28Z</ Creati onTi me>
<St ackSt at us>CREATE_COWPLETE</ St ack St at us>
<Di sabl eRol | back>f al se</ Di sabl eRol | back>
<Qut put s>
<menber >
<Qut put Key>St ar t Page</ Qut put Key>
<Qut put Val ue>htt p: // ny- | oad- bal ancer. amazonaws. com 80/ i ndex. ht m </ Qut
put Val ue>
</ menber >
</ Qut put s>
</ menber >
</ St acks>
</ Descri beSt acksResul t >
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EstimateTemplateCost

Description

Returns the estimated monthly cost of a template. The return value is an AWS Simple Monthly Calculator
URL with a query string that describes the resources required to run the template.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

Parameters.member.N
A list of Par anet er structures that specify input parameters.

Type: Parameter (p. 50) list

Required: No

TemplateBody
Structure containing the template body with a minimum length of 1 byte and a maximum length of
51,200 bytes. (For more information, go to Template Anatomy in the AWS CloudFormation User
Guide.)

Conditional: You must pass Tenpl at eBody or Tenpl at eURL. If both are passed, only Tenpl at eBody
is used.

Type: String
Length constraints: Minimum length of 1.

Required: No

TemplateURL
Location of file containing the template body. The URL must point to a template located in an S3
bucket in the same region as the stack. For more information, go to Template Anatomy in the AWS
CloudFormation User Guide.

Conditional: You must pass Tenpl at eURL or Tenpl at eBody. If both are passed, only Tenpl at eBody
is used.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

Response Elements

The following element is returned in a structure named Est i mat eTenpl at eCost Resul t.

Url
An AWS Simple Monthly Calculator URL with a query string that describes the resources required
to run the template.

Type: String
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Examples

Sample Request

https://cl oudf ormati on. us- east - 1. amazonaws. coni

?Act i on=Esti mat eTenpl at eCost

&Tenpl at eURL= https://s3. amazonaws. conm cl oudf or mat i on- sanpl es- us- east -
1/ Drupal _Sinple.tenpl ate

&Ver si on=2010- 05- 15

&Si gnat ur eVer si on=2

&Ti mest anp=2011- 12- 04T22%8A26%3A28. 000Z

&AWBAccessKeyl d=[ AWS Access Keyl D]

&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Esti mat eTenpl at eCost Resul t >

<Url >http://cal cul ator.s3. anazonaws. conf cal c5. ht M ?key=cf - 2e351785- e821- 450c-
9d58- 625elelebf b6</ Url >
</ Esti nat eTenpl at eCost Resul t >
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GetStackPolicy

Description

Returns the stack policy for a specified stack. If a stack doesn't have a policy, a null value is returned.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

StackName
The name or unique stack ID that is associated with the stack whose policy you want to get.

Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Get St ackPol i cyResul t.

StackPolicyBody
Structure containing the stack policy body. (For more information, go to Prevent Updates to Stack
Resources in the AWS CloudFormation User Guide.)

Type: String

Examples

Sample Request

https://cl oudf ormati on. us- east- 1. amazonaws. coni
?Act i on=Cet St ackPol i cy
&St ackNane=My St ack
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Ti mest anp=2010- 07- 27T229%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AW Access Keyl D]
&Si gnat ur e=[ Si gnhat ur e]

Sample Response

<Cet St ackPol i cyResul t >
<St ackPol i cyBody>"{

"Statenent" : [
{
"Effect" : "Deny",
"Action" : "Update:*",
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"Principal" : "*",

"Resource" : "Logical Resourcel d/ Producti onDat abase"
3
{

"Effect" : "Alow',

"Action" : "Update:*",

"Principal" : "*",

"Resource" : "*"
}

]
} </ St ackPol i cyBody>

</ Get St ackPol i cyResul t >
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GetTemplate

Description

Returns the template body for a specified stack. You can get the template for running or deleted stacks.

For deleted stacks, GetTemplate returns the template for up to 90 days after the stack has been deleted.

Note
If the template does not exist, a Val i dat i onErr or is returned.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

StackName
The name or the unique stack ID that is associated with the stack, which are not always interchange-
able:

¢ Running stacks: You can specify either the stack's name or its unique stack ID.
¢ Deleted stacks: You must specify the unique stack ID.

Default: There is no default value.
Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Get Tenpl at eResul t .

TemplateBody
Structure containing the template body. (For more information, go to Template Anatomy in the AWS
CloudFormation User Guide.)

Type: String

Examples

Sample Request

https://cl oudf or mati on. us-east - 1. amazonaws. com
?Acti on=Cet Tenpl at e
&St ackNanme=My St ack
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Ti mest anp=2010- 07- 27T22%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AWS Access Keyl D]
&Si gnat ur e=[ Si gnat ur e]
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Sample Response
<Cet Tenpl at eResul t >
<Tenpl at eBody>" {
" AWSTenpl at eFor mat Ver si on" : "2010-09- 09",
"Description” : "Sinple exanple",
"Resources" : {
"WsE : |
"Type" : "AWS: : SQS: : Queue",
"Properties" : {
}
}

}
} </ Tenpl at eBody>

</ Get Tenpl at eResul t >
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GetTemplateSummary

Description

Returns information about a new or existing template. The Get Tenpl at eSumar y action is useful for
viewing parameter information, such as default parameter values and parameter types, before you create
or update a stack.

You can use the Get Tenpl at eSunmmar y action when you submit a template, or you can get template
information for a running or deleted stack.

For deleted stacks, Get Tenpl at eSummar y returns the template information for up to 90 days after the
stack has been deleted. If the template does not exist, a Val i dat i onEr r or is returned.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

StackName
The name or the stack ID that is associated with the stack, which are not always interchangeable.
For running stacks, you can specify either the stack's name or its unique stack ID. For deleted stack,
you must specify the unique stack ID.

Conditional: You must specify only one of the following parameters: St ackNane, Tenpl at eBody,
or Tenpl at eURL.

Type: String
Length constraints: Minimum length of 1.

Required: No

TemplateBody
Structure containing the template body with a minimum length of 1 byte and a maximum length of
51,200 bytes. For more information about templates, see Template Anatomy in the AWS CloudForm-
ation User Guide.

Conditional: You must specify only one of the following parameters: St ackNane, Tenpl at eBody,
or Tenpl at eURL.

Type: String
Length constraints: Minimum length of 1.

Required: No

TemplateURL
Location of file containing the template body. The URL must point to a template (max size: 307,200
bytes) located in an Amazon S3 bucket. For more information about templates, see Template Anatomy
in the AWS CloudFormation User Guide.

Conditional: You must specify only one of the following parameters: St ackNane, Tenpl at eBody,
or Tenpl at eURL.

Type: String

Length constraints: Minimum length of 1. Maximum length of 1024.
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Required: No

Response Elements

The following elements are returned in a structure named Get Tenpl at eSunmar yResul t .

Capabilities
The capabilities found within the template. Currently, AWS CloudFormation supports only the CAP-
ABILITY_IAM capability. If your template contains IAM resources, you must specify the CAPABIL-
ITY_IAM value for this parameter when you use the CreateStack (p. 4) or UpdateStack (p. 37) actions
with your template; otherwise, those actions return an InsufficientCapabilities error.

Type: String list

Valid Values: CAPABI LI TY_I AM

CapabilitiesReason
The capabilities reason found within the template.

Type: String
Description
The value that is defined in the Descri pti on property of the template.

Type: String
Parameters
A list of parameter declarations that describe various properties for each parameter.

Type: ParameterDeclaration (p. 50) list

Version
The AWS template format version, which identifies the capabilities of the template.

Type: String

Examples

Sample Request

https://cl oudf ormati on. us-east - 1. amazonaws. com

?Act i on=Cet Tenpl at eSunmary

&Tenpl at eURL=ht t ps¥BAWRFY2Fs3- us- east - 1. amazonaws. contFsanpl ebucket
nane%2Fsanpl et enpl ate. tenpl ate

&Ver si on=2010- 05- 15

&Si gnat ur eVer si on=2

&Ti mest anp=2010- 07- 27T22%8A26%8A28. 000Z

&AWBAccessKeyl d=[ AWS Access Keyl D]

&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Cet Tenpl at eSunmar yResul t >
<Descri ption>A sanpl e tenpl ate description. </ Description>
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<Par anet er s>
<menber >
<NoEcho>f al se</ NoEcho>
<Par anet er Key>KeyNane</ Par anet er Key>
<Descri ption>Nanme of an existing EC2 KeyPair to enabl e SSH access to the
i nst ance</ Descri pti on>
<Par anet er Type>AWE: : EC2: : KeyPai r: : KeyNanme</ Par anet er Type>
</ menber >
</ Par anet er s>
<Ver si on>2010- 09- 09</ Ver si on>
</ Get Tenpl at eSummar yResul t >
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ListStackResources

Description

Returns descriptions of all resources of the specified stack.

For deleted stacks, ListStackResources returns resource information for up to 90 days after the stack
has been deleted.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

NextToken
String that identifies the start of the next list of stack resource summaries, if there is one.

Default: There is no default value.
Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

StackName
The name or the unique stack ID that is associated with the stack, which are not always interchange-
able:

¢ Running stacks: You can specify either the stack's name or its unique stack ID.
¢ Deleted stacks: You must specify the unique stack ID.

Default: There is no default value.
Type: String

Required: Yes

Response Elements

The following elements are returned in a structure named Li st St ackResour cesResul t.

NextToken
String that identifies the start of the next list of stack resources, if there is one.

Type: String
StackResourceSummaries
A list of St ackResour ceSunmar y structures.

Type: StackResourceSummary (p. 57) list
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Sample Request

https://cl oudf ormati on. us- east - 1. amazonaws. coni
?Act i on=Li st St ackResour ces
&St ackNanme=My St ack
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Ti mest anp=2011- 07- 08T229%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AWS Access Keyl D]
&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Li st St ackResour cesResponse>
<Li st St ackResour cesResul t >
<St ackResour ceSummari es>
<menber >
<Resour ceSt at us>CREATE_COWPLETE</ Resour ceSt at us>
<Logi cal Resour cel d>DBSecurit yG oup</ Logi cal Resour cel d>
<Last Updat edTi mest anp>2011- 06- 21T20: 15: 58Z</ Last Updat edTi nest anp>
<Physi cal Resour cel d>gmar ct est st ack- dbsecuritygroup-
1s5nDez5l kk6w</ Physi ¢
al Resour cel d>
<Resour ceType>AWS: : RDS: : DBSecur it yG oup</ Resour ceType>
</ menber >
<menber >
<Resour ceSt at us>CREATE_COWPLETE</ Resour ceSt at us>
<Logi cal Resour cel d>Sanpl eDB</ Logi cal Resour cel d>
<Last Updat edTi mest anp>2011- 06- 21T20: 25: 57Z</ Last Updat edTi nest anp>
<Physi cal Resour cel d>My St ack- sanpl edb- ycwhk1v830! x</ Physi cal Resour
cel d>
<Resour ceType>AWS: : RDS: : DBI nst ance</ Resour ceType>
</ menber >
<menber >
<Resour ceSt at us>CREATE_COWPLETE</ Resour ceSt at us>
<Logi cal Resour cel d>Sanpl eAppl i cati on</ Logi cal Resour cel d>
<Last Updat edTi nmest anp>2011- 06- 21T20: 26: 12Z</ Last Updat edTi nest anp>
<Physi cal Resour cel d>My St ack- Sanpl eAppl i cati on- 1IMKNASYR3RBQ.</ Phys
i cal Resour cel d>
<Resour ceType>AWS: : El asti cBeanst al k: : Appl i cati on</ Resour ceType>
</ menber >
<menber >
<Resour ceSt at us>CREATE_COWPLETE</ Resour ceSt at us>
<Logi cal Resour cel d>Sanpl eEnvi r onment </ Logi cal Resour cel d>
<Last Updat edTi nmest anp>2011- 06- 21T20: 28: 48Z</ Last Updat edTi nest anp>
<Physi cal Resour cel d>nyst - Sanp- 1AGUGERZX6M3Q</ Physi cal Resour cel d>
<Resour ceType>AWE: : El asti cBeanst al k: : Envi r onment </ Resour ceType>
</ menber >
<menber >
<Resour ceSt at us>CREATE_COWPLETE</ Resour ceSt at us>
<Logi cal Resour cel d>Al ar nTopi c</ Logi cal Resour cel d>
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<Last Updat edTi nmest anp>2011- 06- 21T20: 29: 06Z</ Last Updat edTi nest anp>
<Physi cal Resour cel d>ar n: aws: sns: us- east - 1: 803981987763: MySt ack- Al
ar mropi ¢c- SW QELG7RPJ</ Physi cal Resour cel d>
<Resour ceType>AWS: : SNS: : Topi c</ Resour ceType>
</ menber >
<menber >
<Resour ceSt at us>CREATE_COWPLETE</ Resour ceSt at us>
<Logi cal Resour cel d>CPUAl ar mHi gh</ Logi cal Resour cel d>
<Last Updat edTi nmest anp>2011- 06- 21T20: 29: 23Z</ Last Updat edTi nest anp>
<Physi cal Resour cel d>My St ack- CPUAI ar nH gh- POBWQPDJA81F</ Physi cal Re
sour cel d>
<Resour ceType>AWS: : Cl oudWat ch: : Al ar nx/ Resour ceType>
</ menber >
</ St ackResour ceSumari es>
</ Li st St ackResour cesResul t >
<ResponseMet adat a>
<Request | d>2d06e36¢c- acld- 11e0- a958-f 9382b6eb86b</ Request | d>
</ ResponseMet adat a>
</ Li st St ackResour cesResponse>
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ListStacks

Description

Returns the summary information for stacks whose status matches the specified StackStatusFilter.
Summary information for stacks that have been deleted is kept for 90 days after the stack is deleted. If
no StackStatusFilter is specified, summary information for all stacks is returned (including existing stacks
and stacks that have been deleted).

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

NextToken
String that identifies the start of the next list of stacks, if there is one.

Default: There is no default value.
Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

StackStatusFilter.member.N
Stack status to use as a filter. Specify one or more stack status codes to list only stacks with the
specified status codes. For a complete list of stack status codes, see the St ackSt at us parameter
of the Stack (p. 51) data type.

Type: String list

Valid Values: CREATE_| N_PROGRESS | CREATE_FAI LED | CREATE_COVPLETE | ROLL-
BACK | N_PROGRESS | ROLLBACK FAI LED | ROLLBACK COVPLETE | DELETE | N PROGRESS
| DELETE_FAILED | DELETE_COWPLETE | UPDATE | N _PROGRESS | UPDATE_COW
PLETE_CLEANUP_| N_PROGRESS | UPDATE_COMPLETE | UPDATE ROLLBACK_ | N_PROGRESS

| UPDATE_ROLLBACK_FAI LED | UPDATE_ROLLBACK COVPLETE_CLEANUP_ | N_PROGRESS |
UPDATE_ROLLBACK_COVPLETE

Required: No

Response Elements

The following elements are returned in a structure named Li st St acksResul t .

NextToken
String that identifies the start of the next list of stacks, if there is one.

Type: String
StackSummaries
A list of St ackSunmar y structures containing information about the specified stacks.

Type: StackSummary (p. 58) list
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Sample Request

https://cl oudf ormati on. us- east - 1. amazonaws. coni
?Acti on=Li st St acks
&St ackSt at usFi | t er. nenber . 1=CREATE_| N_PROGRESS
&St ackSt at usFi | ter. nenber. 2=DELETE_COWPLETE
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Si gnat ur eMet hod=Hnac SHA256
&Ti mest anp=2010- 07- 27T229%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AW5S Access Keyl D]
&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Li st St acksResponse>
<Li st St acksResul t >
<St ackSumari es>
<menber >
<St ackl d>
arn: aws: cl oudf ormat i on: us- east-1: 1234567: st ack/ Test Cr eat el/ aaaaa
</ St ackl d>
<St ackSt at us>CREATE_| N_PROGRESS</ St ackSt at us>
<St ackName>vpcl</ St ackName>
<CreationTi ne>2011- 05- 23T15: 47: 44Z</ Creati onTi ne>
<Tenpl at eDescri pti on>
Creates one EC2 instance and a | oad bal ancer.
</ Tenpl at eDescri pti on>
</ menber >
<nmenber >
<St ackl d>
arn: aws: cl oudf or mat i on: us- east-1: 1234567: st ack/ Test Del et €2/ bbbbb
</ St ackl d>
<St ackSt at us>DELETE_COWPLETE</ St ackSt at us>
<Del eti onTi ne>2011- 03- 10T16: 20: 51Z</ Del eti onTi ne>
<St ackName>WP1</ St ackNanme>
<CreationTi ne>2011-03-05T19: 57: 58Z</ Creat i onTi ne>
<Tenpl at eDescri pti on>
A sinple basic doudformation Tenpl ate.
</ Tenpl at eDescri pti on>
</ menber >
</ St ackSunmari es>
</ Li st St acksResul t >
</ Li st St acksResponse>
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SetStackPolicy

Description

Sets a stack policy for a specified stack.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

StackName
The name or unique stack ID that you want to associate a policy with.

Type: String

Required: Yes

StackPolicyBody
Structure containing the stack policy body. For more information, go to Prevent Updates to Stack
Resources in the AWS CloudFormation User Guide. You can specify either the St ackPol i cyBody
or the St ackPol i cyURL parameter, but not both.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.

Required: No

StackPolicyURL
Location of a file containing the stack policy. The URL must point to a policy (max size: 16KB) located
in an S3 bucket in the same region as the stack. You can specify either the St ackPol i cyBody or
the St ackPol i cyURL parameter, but not both.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1350.

Required: No

Examples

Sample Request

https://cl oudf or mati on. us-east - 1. amazonaws. com
?Act i on=Set St ackPol i cy
&St ackNanme=My St ack
&St ackPol i cyBody=[ St ack Pol i cy Documnent ]
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Ti mest anp=2010- 07- 27T22%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AWS Access Keyl D]
&Si gnat ur e=[ Si gnat ur e]
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Sample Response

<Set St ackPol i cyResponse/ >
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SignalResource

Description

Sends a signal to the specified resource with a success or failure status. You can use the SignalResource
APl in conjunction with a creation policy or update policy. AWS CloudFormation doesn't proceed with a
stack creation or update until resources receive the required number of signals or the timeout period is
exceeded. The SignalResource API is useful in cases where you want to send signals from anywhere
other than an Amazon EC2 instance.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

LogicalResourceld
The logical ID of the resource that you want to signal. The logical ID is the name of the resource that
given in the template.

Type: String

Required: Yes

StackName
The stack name or unique stack ID that includes the resource that you want to signal.

Type: String
Length constraints: Minimum length of 1.

Required: Yes

Status
The status of the signal, which is either success or failure. A failure signal causes AWS CloudForm-
ation to immediately fail the stack creation or update.

Type: String
Valid Values: SUCCESS | FAI LURE

Required: Yes

Uniqueld
A unique ID of the signal. When you signal Amazon EC2 instances or Auto Scaling groups, specify
the instance ID that you are signaling as the unique ID. If you send multiple signals to a single resource
(such as signaling a wait condition), each signal requires a different unique ID.

Type: String

Length constraints: Minimum length of 1. Maximum length of 64.
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Required: Yes

Examples

Sample Request

https://cl oudf ormati on. us-east - 1. amazonaws. com
?Act i on=Si gnal Resour ce
&L ogi cal Resour cel d=MyWai t Condi ti on
&St ackName=AWAi ti ngTest St ack
&St at us=SUCCESS
&Uni quel d=t est - si gnal
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Ti mest anp=2010- 07- 27T22%3A26%3A28. 000Z
&AWBAccessKeyl d=[ AWS Access Keyl D]
&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Si gnal Resour ceResponse/ >
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UpdateStack

Description

Updates a stack as specified in the template. After the call completes successfully, the stack update
starts. You can check the status of the stack via the DescribeStacks (p. 17) action.

To get a copy of the template for an existing stack, you can use the GetTemplate (p. 23) action.

Tags that were associated with this stack during creation time will still be associated with the stack after
an Updat eSt ack operation.

For more information about creating an update template, updating a stack, and monitoring the progress
of the update, see Updating a Stack.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

Capabilities.member.N

A list of capabilities that you must specify before AWS CloudFormation can create or update certain
stacks. Some stack templates might include resources that can affect permissions in your AWS ac-
count. For those stacks, you must explicitly acknowledge their capabilities by specifying this parameter.
Currently, the only valid value is CAPABI LI TY_I AM which is required for the following resources:
AWS::CloudFormation::Stack, AWS::IAM::AccessKey, AWS::IAM::Group, AWS::IAM::InstanceProfile,
AWS::IAM::Policy, AWS::IAM::Role, AWS::IAM::User, and AWS::IAM::UserToGroupAddition. If
your stack template contains these resources, we recommend that you review any permissions as-
sociated with them. If you don't specify this parameter, this action returns an InsufficientCapabilities
error.

Type: String list
Valid Values: CAPABI LI TY_I AM

Required: No

NotificationARNs.member.N
Update the ARNSs for the Amazon SNS topics that are associated with the stack.

Type: String list
Length constraints: Minimum of 0 item(s) in the list. Maximum of 5 item(s) in the list.

Required: No

Parameters.member.N
A list of Par anet er structures that specify input parameters for the stack.

Type: Parameter (p. 50) list

Required: No

StackName
The name or unique stack ID of the stack to update.

Type: String

Required: Yes
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StackPolicyBody
Structure containing a new stack policy body. You can specify either the St ackPol i cyBody or the
St ackPol i cyURL parameter, but not both.

You might update the stack policy, for example, in order to protect a new resource that you created
during a stack update. If you do not specify a stack policy, the current policy that is associated with
the stack is unchanged.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.

Required: No

StackPolicyDuringUpdateBody
Structure containing the temporary overriding stack policy body. You can specify either the St ack-
Pol i cyDur i ngUpdat eBody or the St ackPol i cyDur i ngUpdat eURL parameter, but not both.

If you want to update protected resources, specify a temporary overriding stack policy during this
update. If you do not specify a stack policy, the current policy that is associated with the stack will
be used.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.

Required: No

StackPolicyDuringUpdateURL
Location of a file containing the temporary overriding stack policy. The URL must point to a policy
(max size: 16KB) located in an S3 bucket in the same region as the stack. You can specify either
the St ackPol i cyDur i ngUpdat eBody or the St ackPol i cyDur i ngUpdat eURL parameter, but not
both.

If you want to update protected resources, specify a temporary overriding stack policy during this
update. If you do not specify a stack policy, the current policy that is associated with the stack will
be used.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1350.

Required: No

StackPolicyURL
Location of a file containing the updated stack policy. The URL must point to a policy (max size:
16KB) located in an S3 bucket in the same region as the stack. You can specify either the St ack-
Pol i cyBody or the St ackPol i cyURL parameter, but not both.

You might update the stack policy, for example, in order to protect a new resource that you created
during a stack update. If you do not specify a stack policy, the current policy that is associated with
the stack is unchanged.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1350.

Required: No

TemplateBody
Structure containing the template body with a minimum length of 1 byte and a maximum length of
51,200 bytes. (For more information, go to Template Anatomy in the AWS CloudFormation User
Guide.)
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Conditional: You must specify either the Tenpl at eBody or the Tenpl at eURL parameter, but not
both.

Type: String
Length constraints: Minimum length of 1.

Required: No

TemplateURL
Location of file containing the template body. The URL must point to a template located in an S3
bucket in the same region as the stack. For more information, go to Template Anatomy in the AWS
CloudFormation User Guide.

Conditional: You must specify either the Tenpl at eBody or the Tenpl at eURL parameter, but not
both.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

UsePreviousTemplate
Reuse the existing template that is associated with the stack that you are updating.

Type: Boolean

Required: No

Response Elements

The following element is returned in a structure named Updat eSt ackResul t .

Stackld
Unique identifier of the stack.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 64).

InsufficientCapabilities
The template contains resources with capabilities that were not specified in the Capabilities parameter.

HTTP Status Code: 400

Examples

Sample Request

https://cl oudf ormati on. us-east - 1. amazonaws. com
?Act i on=Updat eSt ack
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&St ackNanme=My St ack

&Tenpl at eBody=[ Tenpl at e Docunent ]

&Par anet er s. nenber . 1. Par anet er Key=Avai | abi |l i t yZone
&Par anet er s. nenber. 1. Par anet er Val ue=us- east - 1la
&\Ver si on=2010- 05- 15

&Si gnat ur eVer si on=2

&Ti mest anp=2010- 07- 27T229%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AW Access Keyl D]

&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Updat eSt ackResul t >

<St ackl d>ar n: aws: cl oudf or mati on: us-east-1: 123456789: st ack/ MySt ack/ aaf 549a0-
a413- 11df - adb3-5081b3858e83</ St ackl d>
</ Updat eSt ackResul t >
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ValidateTemplate

Description

Validates a specified template.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 62).

TemplateBody
Structure containing the template body with a minimum length of 1 byte and a maximum length of
51,200 bytes. For more information, go to Template Anatomy in the AWS CloudFormation User
Guide.

Conditional: You must pass Tenpl at eURL or Tenpl at eBody. If both are passed, only Tenpl at eBody
is used.

Type: String
Length constraints: Minimum length of 1.

Required: No

TemplateURL
Location of file containing the template body. The URL must point to a template (max size: 307,200
bytes) located in an S3 bucket in the same region as the stack. For more information, go to Template
Anatomy in the AWS CloudFormation User Guide.

Conditional: You must pass Tenpl at eURL or Tenpl at eBody. If both are passed, only Tenpl at eBody
is used.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

Response Elements

The following elements are returned in a structure named Val i dat eTenpl at eResul t.

Capabilities
The capabilities found within the template. Currently, AWS CloudFormation supports only the CAP-
ABILITY_IAM capability. If your template contains IAM resources, you must specify the CAPABIL-
ITY_IAM value for this parameter when you use the CreateStack (p. 4) or UpdateStack (p. 37) actions
with your template; otherwise, those actions return an InsufficientCapabilities error.

Type: String list

Valid Values: CAPABI LI TY_I AM

CapabilitiesReason
The capabilities reason found within the template.

Type: String
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Description
The description found within the template.

Type: String
Parameters
A list of Tenpl at ePar anet er structures.

Type: TemplateParameter (p. 60) list

Examples

Sample Request

https://cl oudf ormati on. us-east - 1. amazonaws. com
?Action=Val i dat eTenpl ate
&Tenpl at eBody=htt p: // myTenpl at eReposi t ory/ Tenpl at eOne. t enpl at e
&Ver si on=2010- 05- 15
&Si gnat ur eVer si on=2
&Ti mest anp=2010- 07- 27T22%8A26%8A28. 000Z
&AWBAccessKeyl d=[ AWS Access Keyl D]
&Si gnat ur e=[ Si gnat ur e]

Sample Response

<Val i dat eTenpl at eResponse xm ns="http://cl oudf ormati on. anazonaws. com doc/ 2010-
05-15/">
<Val i dat eTenpl at eResul t >
<Descri pti on></ Descri pti on>
<Par anet er s>
<menber >
<NoEcho>f al se</ NoEcho>
<Par anet er Key>| nst anceType</ Par anet er Key>
<Descri pti on>Type of instance to |aunch</Description>
<Def aul t Val ue>ni. smal | </ Def aul t Val ue>
</ menber >
<menber >
<NoEcho>f al se</ NoEcho>
<Par anet er Key>WebSer ver Por t </ Par anet er Key>
<Descri pti on>The TCP port for the Wb Server</Descripti on>
<Def aul t Val ue>8888</ Def aul t Val ue>
</ menber >
<menber >
<NoEcho>f al se</ NoEcho>
<Par anet er Key>KeyNane</ Par anet er Key>
<Descri pti on>Nane of an existing EC2 KeyPair to enable SSH access into
the server</Description>
</ menber >
</ Par anet er s>
</ Val i dat eTenpl at eResul t >
<ResponseMet adat a>
<Request | d>0be7b6e8- e4a0- 11e0- a5hd- 9f 8d5a7dbc91</ Request | d>
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</ ResponseMet adat a>
</ Val i dat eTenpl at eResponse>

API Version 2010-05-15
43



AWS CloudFormation API Reference

Data Types

The AWS CloudFormation API contains several data types that various actions use. This section describes
each data type in detail.

Note
The order of each element in the response is not guaranteed. Applications should not assume
a particular order.

The following data types are supported:

¢ CreateStackResult (p. 45)

¢ DescribeStackEventsResult (p. 45)
» DescribeStackResourceResult (p. 45)
¢ DescribeStackResourcesResult (p. 46)
» DescribeStacksResult (p. 46)

¢ EstimateTemplateCostResult (p. 46)
¢ GetStackPolicyResult (p. 47)

¢ GetTemplateResult (p. 47)

¢ GetTemplateSummaryResult (p. 48)
¢ ListStackResourcesResult (p. 48)

« ListStacksResult (p. 49)

e Output (p. 49)

¢ Parameter (p. 50)

¢ ParameterDeclaration (p. 50)

e Stack (p. 51)

¢ StackEvent (p. 53)

« StackResource (p. 54)

¢ StackResourceDetail (p. 56)

« StackResourceSummary (p. 57)

¢ StackSummary (p. 58)

* Tag (p. 59)

¢ TemplateParameter (p. 60)

¢ UpdateStackResult (p. 60)

¢ ValidateTemplateResult (p. 61)
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CreateStackResult

Description

The output for a CreateStack (p. 4) action.

Contents

Stackld
Unique identifier of the stack.

Type: String

Required: No

DescribeStackEventsResult

Description

The output for a DescribeStackEvents (p. 9) action.

Contents

NextToken
String that identifies the start of the next list of events, if there is one.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

StackEvents
A list of St ackEvent s structures.

Type: StackEvent (p. 53) list

Required: No

DescribeStackResourceResult

Description

The output for a DescribeStackResource (p. 12) action.

Contents

StackResourceDetail
A St ackResour ceDet ai | structure containing the description of the specified resource in the spe-

cified stack.
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Type: StackResourceDetail (p. 56)

Required: No

DescribeStackResourcesResult

Description

The output for a DescribeStackResources (p. 14) action.

Contents

StackResources
A list of St ackResour ce structures.

Type: StackResource (p. 54) list

Required: No

DescribeStacksResult

Description

The output for a DescribeStacks (p. 17) action.

Contents

NextToken
String that identifies the start of the next list of stacks, if there is one.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

Stacks
A list of stack structures.

Type: Stack (p. 51) list

Required: No

EstimateTemplateCostResult

Description

The output for a EstimateTemplateCost (p. 19) action.
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Contents

Url
An AWS Simple Monthly Calculator URL with a query string that describes the resources required
to run the template.

Type: String

Required: No

GetStackPolicyResult

Description

The output for the GetStackPolicy (p. 21) action.

Contents

StackPolicyBody
Structure containing the stack policy body. (For more information, go to Prevent Updates to Stack
Resources in the AWS CloudFormation User Guide.)
Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.

Required: No

GetTemplateResult

Description

The output for GetTemplate (p. 23) action.

Contents

TemplateBody
Structure containing the template body. (For more information, go to Template Anatomy in the AWS
CloudFormation User Guide.)

Type: String
Length constraints: Minimum length of 1.

Required: No
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GetTemplateSummaryResult

Description

The output for the GetTemplateSummary (p. 25) action.

Contents

Capabilities
The capabilities found within the template. Currently, AWS CloudFormation supports only the CAP-
ABILITY_IAM capability. If your template contains IAM resources, you must specify the CAPABIL-
ITY_IAM value for this parameter when you use the CreateStack (p. 4) or UpdateStack (p. 37) actions
with your template; otherwise, those actions return an InsufficientCapabilities error.

Type: String list
Valid Values: CAPABI LI TY_I AM

Required: No

CapabilitiesReason
The capabilities reason found within the template.

Type: String

Required: No

Description
The value that is defined in the Descri pti on property of the template.

Type: String

Required: No

Parameters
A list of parameter declarations that describe various properties for each parameter.

Type: ParameterDeclaration (p. 50) list

Required: No

Version
The AWS template format version, which identifies the capabilities of the template.

Type: String

Required: No

ListStackResourcesResult

Description

The output for a ListStackResources (p. 28) action.
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Contents

NextToken
String that identifies the start of the next list of stack resources, if there is one.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

StackResourceSummaries
A list of St ackResour ceSunmar y structures.

Type: StackResourceSummary (p. 57) list

Required: No

ListStacksResult

Description

The output for ListStacks (p. 31) action.

Contents

NextToken
String that identifies the start of the next list of stacks, if there is one.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

StackSummaries
A list of St ackSummar y structures containing information about the specified stacks.

Type: StackSummary (p. 58) list

Required: No

Output

Description

The Output data type.

Contents

Description
User defined description associated with the output.
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Type: String

Required: No

OutputKey
The key associated with the output.

Type: String

Required: No

OutputValue
The value associated with the output.

Type: String

Required: No

Parameter

Description

The Parameter data type.

Contents

ParameterKey
The key associated with the parameter.

Type: String

Required: No

ParameterValue
The value associated with the parameter.

Type: String

Required: No

UsePreviousValue
During a stack update, use the existing parameter value that is being used for the stack.

Type: Boolean

Required: No

ParameterDeclaration

Description

The ParameterDeclaration data type.
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Contents

DefaultValue
The default value of the parameter.

Type: String

Required: No

Description
The description that is associate with the parameter.

Type: String

Required: No

NoEcho
Flag that indicates whether the parameter value is shown as plain text in logs and in the AWS Man-

agement Console.
Type: Boolean

Required: No

ParameterKey
The name that is associated with the parameter.

Type: String

Required: No

ParameterType
The type of parameter.

Type: String

Required: No

Stack

Description

The Stack data type.

Contents

Capabilities
The capabilities allowed in the stack.

Type: String list
Valid Values: CAPABI LI TY_I AM

Required: No

CreationTime
Time at which the stack was created.

Type: DateTime
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Required: Yes

Description
User defined description associated with the stack.

Type: String

Required: No

DisableRollback
Boolean to enable or disable rollback on stack creation failures:

* true:disable rollback
» fal se: enable rollback

Type: Boolean

Required: No

LastUpdatedTime
The time the stack was last updated. This field will only be returned if the stack has been updated
at least once.

Type: DateTime

Required: No

NotificationARNs
SNS topic ARNSs to which stack related events are published.

Type: String list
Length constraints: Minimum of 0 item(s) in the list. Maximum of 5 item(s) in the list.

Required: No

Outputs
A list of output structures.

Type: Output (p. 49) list

Required: No

Parameters
A list of Par anet er structures.

Type: Parameter (p. 50) list

Required: No

Stackld
Unique identifier of the stack.

Type: String

Required: No

StackName
The name associated with the stack.

Type: String

Required: Yes

StackStatus
Current status of the stack.
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Type: String

Valid Values: CREATE_| N_PROGRESS | CREATE_FAI LED | CREATE COVPLETE | ROLL-
BACK_| N_PROGRESS | ROLLBACK_FAI LED | ROLLBACK COVPLETE | DELETE | N PROGRESS
| DELETE_FAILED | DELETE_COWPLETE | UPDATE | N PROGRESS | UPDATE_COM
PLETE_CLEANUP_| N_PROGRESS | UPDATE_COMPLETE | UPDATE_ROLLBACK_| N_PROGRESS
| UPDATE_ROLLBACK_FAI LED | UPDATE ROLLBACK COVPLETE_CLEANUP | N PROGRESS |
UPDATE_ROLLBACK_COVPLETE

Required: Yes

StackStatusReason
Success/failure message associated with the stack status.

Type: String

Required: No
Tags
A list of Tags that specify cost allocation information for the stack.

Type: Tag (p. 59) list

Required: No

TimeoutinMinutes
The amount of time within which stack creation should complete.

Type: Integer

Required: No

StackEvent

Description

The StackEvent data type.

Contents

Eventld
The unique ID of this event.

Type: String

Required: Yes

LogicalResourceld
The logical name of the resource specified in the template.

Type: String

Required: No

PhysicalResourceld
The name or unique identifier associated with the physical instance of the resource.

Type: String

Required: No
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ResourceProperties
BLOB of the properties used to create the resource.

Type: String

Required: No

ResourceStatus
Current status of the resource.

Type: String

Valid Values: CREATE_| N_PROGRESS | CREATE_FAI LED | CREATE COVPLETE | DE-
LETE | N_PROGRESS | DELETE FAILED | DELETE_COMPLETE | DELETE SKI PPED | UP-
DATE_| N_PROGRESS | UPDATE FAI LED | UPDATE COWPLETE

Required: No

ResourceStatusReason
Success/failure message associated with the resource.

Type: String

Required: No

ResourceType
Type of resource. (For more information, go to AWS Resource Types Reference in the AWS
CloudFormation User Guide.)

Type: String

Required: No

Stackld
The unique ID name of the instance of the stack.

Type: String

Required: Yes

StackName
The name associated with a stack.

Type: String

Required: Yes

Timestamp
Time the status was updated.

Type: DateTime

Required: Yes

StackResource

Description

The StackResource data type.
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Contents

Description
User defined description associated with the resource.

Type: String

Required: No

LogicalResourceld
The logical name of the resource specified in the template.

Type: String

Required: Yes

PhysicalResourceld
The name or unique identifier that corresponds to a physical instance ID of a resource supported by
AWS CloudFormation.

Type: String

Required: No

ResourceStatus
Current status of the resource.

Type: String

Valid Values: CREATE_| N_PROGRESS | CREATE_FAI LED | CREATE_COVPLETE | DE-
LETE I N_PROGRESS | DELETE FAILED | DELETE_COMPLETE | DELETE SKI PPED | UP-
DATE_| N_PROGRESS | UPDATE FAI LED | UPDATE_COWPLETE

Required: Yes

ResourceStatusReason
Success/failure message associated with the resource.

Type: String

Required: No

ResourceType
Type of resource. (For more information, go to AWS Resource Types Reference in the AWS
CloudFormation User Guide.)

Type: String

Required: Yes

Stackld
Unique identifier of the stack.

Type: String

Required: No

StackName
The name associated with the stack.

Type: String

Required: No

Timestamp
Time the status was updated.
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Type: DateTime

Required: Yes

StackResourceDetall

Description

Contains detailed information about the specified stack resource.

Contents

Description
User defined description associated with the resource.

Type: String

Required: No

LastUpdatedTimestamp
Time the status was updated.

Type: DateTime

Required: Yes

LogicalResourceld
The logical name of the resource specified in the template.

Type: String

Required: Yes

Metadata
The JSON format content of the Met adat a attribute declared for the resource. For more information,
see Metadata Attribute in the AWS CloudFormation User Guide.

Type: String

Required: No

PhysicalResourceld
The name or unique identifier that corresponds to a physical instance ID of a resource supported by
AWS CloudFormation.

Type: String

Required: No

ResourceStatus
Current status of the resource.

Type: String

Valid Values: CREATE_| N_PROGRESS | CREATE FAI LED | CREATE COVPLETE | DE-
LETE_I N_PROGRESS | DELETE FAI LED | DELETE_COMPLETE | DELETE SKI PPED | UP-
DATE | N_PROGRESS | UPDATE FAI LED | UPDATE COWPLETE

Required: Yes
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StackResourceSummary

ResourceStatusReason
Success/failure message associated with the resource.

Type: String

Required: No

ResourceType
Type of resource. ((For more information, go to AWS Resource Types Reference in the AWS
CloudFormation User Guide.)

Type: String

Required: Yes

Stackld
Unique identifier of the stack.

Type: String

Required: No

StackName
The name associated with the stack.

Type: String

Required: No

StackResourceSummary

Description

Contains high-level information about the specified stack resource.

Contents

LastUpdatedTimestamp
Time the status was updated.

Type: DateTime

Required: Yes

LogicalResourceld
The logical name of the resource specified in the template.

Type: String

Required: Yes

PhysicalResourceld
The name or unique identifier that corresponds to a physical instance ID of the resource.

Type: String

Required: No

ResourceStatus
Current status of the resource.

API Version 2010-05-15
57


http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html

AWS CloudFormation API Reference
StackSummary

Type: String

Valid Values: CREATE_| N_PROGRESS | CREATE_FAI LED | CREATE COVPLETE | DE-
LETE_ I N_PROGRESS | DELETE FAI LED | DELETE_COMPLETE | DELETE_SKI PPED |
DATE | N_PROGRESS | UPDATE FAI LED | UPDATE_COWPLETE

Required: Yes

ResourceStatusReason
Success/failure message associated with the resource.

Type: String

Required: No

ResourceType
Type of resource. (For more information, go to AWS Resource Types Reference in the AWS
CloudFormation User Guide.)

Type: String

Required: Yes

StackSummary

Description

The StackSummary Data Type

Contents

CreationTime
The time the stack was created.

Type: DateTime

Required: Yes

DeletionTime
The time the stack was deleted.

Type: DateTime

Required: No
LastUpdatedTime

The time the stack was last updated. This field will only be returned if the stack has been updated

at least once.
Type: DateTime

Required: No

Stackld
Unique stack identifier.

Type: String

Required: No
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Tag

StackName
The name associated with the stack.

Type: String

Required: Yes

StackStatus
The current status of the stack.

Type: String

Valid Values: CREATE_| N_PROGRESS | CREATE_FAI LED | CREATE_COVPLETE | ROLL-
BACK | N_PROGRESS | ROLLBACK FAI LED | ROLLBACK COVPLETE | DELETE | N PROGRESS
| DELETE_FAILED | DELETE_COWPLETE | UPDATE | N _PROGRESS | UPDATE COM
PLETE_CLEANUP_ | N_PROGRESS | UPDATE_COMPLETE | UPDATE ROLLBACK | N PROGRESS

| UPDATE_ROLLBACK_FAI LED | UPDATE_ROLLBACK_COVPLETE_CLEANUP_ | N_PROGRESS |
UPDATE_ROLLBACK_COVPLETE

Required: Yes

StackStatusReason
Success/Failure message associated with the stack status.

Type: String

Required: No

TemplateDescription
The template description of the template used to create the stack.

Type: String

Required: No

Description

The Tag type is used by Cr eat eSt ack in the Tags parameter. It allows you to specify a key/value pair
that can be used to store information related to cost allocation for an AWS CloudFormation stack.

Contents

Key
Required. A string used to identify this tag. You can specify a maximum of 128 characters for a tag
key. Tags owned by Amazon Web Services (AWS) have the reserved prefix: aws: .

Type: String

Required: No
Value

Required. A string containing the value for this tag. You can specify a maximum of 256 characters
for a tag value.

Type: String

Required: No
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TemplateParameter

TemplateParameter

Description

The TemplateParameter data type.

Contents

DefaultValue
The default value associated with the parameter.

Type: String

Required: No

Description
User defined description associated with the parameter.

Type: String

Required: No

NoEcho
Flag indicating whether the parameter should be displayed as plain text in logs and Uls.

Type: Boolean

Required: No

ParameterKey
The name associated with the parameter.

Type: String

Required: No

UpdateStackResult

Description

The output for a UpdateStack (p. 37) action.

Contents

Stackld
Unique identifier of the stack.

Type: String

Required: No
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ValidateTemplateResult

ValidateTemplateResult

Description

The output for ValidateTemplate (p. 41) action.

Contents

Capabilities
The capabilities found within the template. Currently, AWS CloudFormation supports only the CAP-
ABILITY_IAM capability. If your template contains IAM resources, you must specify the CAPABIL-
ITY_IAM value for this parameter when you use the CreateStack (p. 4) or UpdateStack (p. 37) actions
with your template; otherwise, those actions return an InsufficientCapabilities error.

Type: String list
Valid Values: CAPABI LI TY_I AM

Required: No

CapabilitiesReason
The capabilities reason found within the template.

Type: String

Required: No

Description
The description found within the template.

Type: String

Required: No

Parameters
A list of Tenpl at ePar amet er structures.

Type: TemplateParameter (p. 60) list

Required: No
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Common Parameters

This section lists the request parameters that all actions use. Any action-specific parameters are listed
in the topic for the action.

Action
The action to be performed.

Default: None
Type: string

Required: Yes

AuthParams
The parameters that are required to authenticate a Conditional request. Contains:

e AWSAccessKeylD
¢ SignatureVersion
¢ Timestamp

¢ Signature

Default: None

Required: Conditional

AWSAccessKeyld
The access key ID that corresponds to the secret access key that you used to sign the request.

Default: None
Type: string

Required: Yes
Expires
The date and time when the request signature expires, expressed in the format YYYY-MM-
DDThh:mm:ssZ, as specified in the ISO 8601 standard.
Condition: Requests must include either Timestamp or Expires, but not both.
Default: None

Type: string
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Required: Conditional

SecurityToken
The temporary security token that was obtained through a call to AWS Security Token Service. For
a list of services that support AWS Security Token Service, go to Using Temporary Security Credentials
to Access AWS in Using Temporary Security Credentials.

Default: None
Type: string

Required: No
Signature

The digital signature that you created for the request. For information about generating a signature,
go to the service's developer documentation.

Default: None
Type: string

Required: Yes

SignatureMethod
The hash algorithm that you used to create the request signature.

Default: None
Type: string
Valid Values: HracSHA256 | HmacSHAL

Required: Yes

SignatureVersion

The signature version you use to sign the request. Set this to the value that is recommended for your
service.

Default: None
Type: string

Required: Yes

Timestamp

The date and time when the request was signed, expressed in the format YYYY-MM-DDThh:mm:ssZ,
as specified in the ISO 8601 standard.

Condition: Requests must include either Timestamp or Expires, but not both.
Default: None
Type: string

Required: Conditional

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Default: None
Type: string

Required: Yes
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400

InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403

InvalidParameterCombination
Parameters that must not be used together were used together.

HTTP Status Code: 400

InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.

HTTP Status Code: 400

InvalidQueryParameter
The AWS query string is malformed or does not adhere to AWS standards.

HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.

HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.
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HTTP Status Code: 400

MissingAuthenticationToken
The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or more
than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date stamp
on the request is more than 15 minutes in the future.

HTTP Status Code: 400

ServiceUnavailable
The request has failed due to a temporary failure of the server.

HTTP Status Code: 503
Throttling
The request was denied due to request throttling.
HTTP Status Code: 400
ValidationError
The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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