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Abstract

fEF Zocalo E=H HEME L X H4.

Amazon WorkDocs R— MR RERBEREMO L EHEMAZERS , EEBANEER RN RIBEIIRE
AREAFEFR, BXHZEARBEMESZS. Amazon WorkDocs B BiE—NELSRAER |, 8
BEEULBITEY LEEHNXGRELZNZXHRRSLS, ENXHINENEEENSEENEEET

N, BATNEMAK R T A EMETERE S | BRIEE4E B2 F 44115 | AR

B ER A TN EMR R L ZEMN 4 ARIPERFZE, Amazon WorkDocs MEZE F im B AR 1 A
ATEETSTEEXENIYE , E4EBURT XHER Internet #4358, Amazon WorkDocs X #&frE & A
XHEMBGER , BTN E bR ARa,

Topics
o MXRF (p. 1)
o HE (p. 1)
< EM (p. 2)

MR RS

SN ~

AR

Amazon WorkDocs 5 Amazon WorkSpaces Z 41485, EBr L , BEZ A Amazon WorkDocs HE# 2|
&M Amazon WorkSpaces FIF B . BXE%ER , B2 M B HAIAE AWS Directory Service B
i (p 6)0

&8 5 £ Amazon WorkDocs #5241 & 612 15 H Amazon WorkDocs #5 5. , 3 B {8 HAmazon WorkDocs
EEEEIER (p. 13)REBENEMAF,,

RARAFERAEFRNARFGEEXH. FEERBAFPNTEEMFEA Amazon WorkDocs 13§ & 2 B 12
ZHIEMR. Amazon WorkDocs It T 2N FTENEF RN ARFMEAIE,

« AT XHEEENTEZE Web MARRF. WHAERMET A4 iPad M Android PR BN EEEX
BOANNARERF. XENARFHNDMERS IR,
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o —AMNXNBELSNARERRFE , ATATEEN Mac 5 Windows £ H LRI X HREEH Amazon WorkDocs

XHRE,
s SEATZ/NER Web R ¥EE3H Web BISEREF R EERY R , WA TRM T E B FFE Amazon WorkDocs

X o

Amazon WorkDocs X BN ZRARKMEN . BRFNEFIASKSUREERANFHRENSE, BXE
NMNESRERFE , BHREEN,
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Abstract

i%i& Amazon WorkDocs,

EREFHH Amazon WorkDocs SH RS EBI AR |, BUTUHR BT BREH

Topics
« AWS JIKF (p. 3)
- IAM AP FEA (p. 3)
+ SEFTF Amazon WorkDocs K IAM KB (p. 4)

AWS NIk F

BH AWS K AT LSRRI A RS , BIERBENFIEANE RN R,
WMRIERE AWS K/, BEEU TS ROE—NIKS,
M AWS

1. #TFF http://aws.amazon.com/ , $RfE# & Sign Up GEM).
2. BREERELAHARTRE,

WHYARIK P AEUEE AWS FRIBRS T BURBIER | HIRFEXT AWS BIR ( HlanEH Amazon WorkDocs ¥4
A ) WEREEANR, EATFHMAFRERHM Amazon WorkDocs W S BB AN S, MEEHRE
B RSEIL | BEA AWS Identity and Access Management (IAM), BB MFIE AR IAM ARSI &
BIE, FERKFAEE. BRZABCRIE—NIAM AF , @i% IAM BFREEENR , AEEHE
AT &EME I,

IAM F P fEfH

AWS EBZHA FELREAFENNED , IXRSFRBELRBTENGRERR, RNEWER
RERBKFFEIETR AWS |, BHFTEEREAAERBESRFBRKSEIE. MZINER AWS
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Identity and Access Management (IAM) 812 IAM AP , AEF 1AM AP ANE S5 EENR IAM
H, xo@mIAM BRFRFEERRR, SR IAM AFNFIETRR AWS EEEZEFE,

WRIEEEM AWS BRI BSRIZ—N IAM AP, NATLER IAM 258 BiT6IE, BXIZ IAM
AFNEZER , B2H €A IAMIEEFM IS IAM AR,

&E A F Amazon WorkDocs By IAM 2K B&

RIAERT , IAM B P TR EE Amazon WorkDocs iR ; B4 F B2 — N E 1AM B P B Fix 4R
FREY IAM KBE |, HFZRIBM MBI EEXENBENEE IAMAFS4E, BXIAMEBHNESELR , 5
B @EH IAM IR PR S ERE,

AT rE =B IAM B 3% 3 Amazon WorkDocs BRI T2 A RNER, KB AFEFXmME
Amazon WorkDocs #l AWS Directory Service #4EE & Amazon WorkDocs & ZReB K REHITH SN
Amazon EC2 #ERH RN R,

{
"Version": "2012-10-17",
"Statenent": [
{
"Action": [
"zocal o: *",
"ds:*",
"ec2: CreateVpc",
"ec2: Creat eSubnet ",
"ec2: Creat eNet wor kl nterface",
"ec2: CreateTags"”,
"ec2: CreateSecurityGoup",
"ec2: Descri beVpcs",
"ec2: Descri beSubnet s",
"ec2: Descri beNet wor kl nterfaces"”,
"ec2: Descri beAvail abil ityZones",
"ec2: Aut hori zeSecuri tyGroupEgr ess",
"ec2: Aut hori zeSecurit yGroupl ngress",
"ec2: Del et eSecurityG oup",
"ec2: Del et eNet wor kl nterface",
"ec2: RevokeSecurityG oupEgress”,
"ec2: RevokeSecurityG oupl ngress”
"Effect": "Allow',
"Resource": "*"
}
]
}

AT rE SB[ IAM B 3% 3 Amazon WorkDocs &R RIEHRNER, ZKKE AP EFRmME
Amazon WorkDocs Descr i be #ER G RINR, Amazon WorkDocs EEX H A Amazon EC2 12 1E/YE
(B PR F BEIREVIZ Y VPC FF MM 51k, FEX AWS Directory Service Descri beDi rect ori es #1E
K915 B AR PR BEIRER A XS89 AWS Directory Service B ZHIE S

{
"Version": "2012-10-17",

"Statenent": [

{

"Action": [
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http://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPractices.html#create-iam-users
http://docs.aws.amazon.com/IAM/latest/UserGuide/PermissionsAndPolicies.html
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"zocal o: Descri be*",
"ds: Descri beDirectories",
"ec2: Descri beVpcs",
"ec2: Descri beSubnet s"
I,
"Effect": "Alow',
"Resource": "*"
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Abstract

BEFIE1T Amazon WorkDocs.

Amazon WorkDocs LA R ER, XEANTEETZALNAF , UREXE R P8R TEE
8. HLFEEFHHTE AWS Directory Service B & H, XA B2 Simple AD B 5 AD Connector B
o BT LS A Amazon WorkDocs R4 BIA B &% , A BALE Amazon WorkDocs #8812 B .

Topics
« JFFAIA AWS Directory Service B % (p. 6)
+ B2 Simple AD B (p. 7)
o EEIEHAME R (p. 9)

B EIA AWS Directory Service B 3%

R IBH Y 71X = FHE—1 AWS Directory Service B & , W A LU Amazon WorkDocs £ EIEHIE
B %, XA LR Simple AD B %=k AD Connector B . EiE#EZ|IHE AWS Directory Service B % , 18
HITUT SR,

EEIUA B xR

1.  FJ/3 Amazon WorkDocs #2#l4& , £/ https://console.aws.amazon.com/zocalo/ o
2. 7& Manage Your WorkDocs Sites TUH £ , # 5 Create a New WorkDocs Site,

3. £ Select a Directory WHE L , M Available Directories 3|3 F1i£12#&#9 AWS Directory Service B
% , AA/5 % Enable Directory,

4. 7£ Set WorkDocs Administrator TUHE £ , % A AWS Directory Service B &ZF /K & Amazon
WorkDocs BB RAKAF B , A2 T Select Administrator,

RIWEHAEF2E , thal Status BEFERN Acti ve,
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212 Simple AD B %

Amazon WorkDocs f# i AWS Directory Service Simple AD B ZEF#=HHNAFEE, SN ESHR
FRz—4lE Simple AD B, REFZHIRE (p. 7)AFREXTKILE , ERTFMEAL, REBHE
EREARBEEER—EEAN VPC , SNEIBEERKF . EREXFHEBERZE , “Quick
Start" M A BT A,

MRGEEFH SR H A RERE , WLUERFAEIRE p.8) , FACALEELECHNBEREE ,
DREEFR—EFERAPIE VPC 22—, ERMT —NET , ALALE Amazon WorkDocs 71 18I Ff &
VPC,

Topics
+ Simple AD BF&BiFMHER (p. 7)
« FERRIEZ3IBIZ Simple AD B (p. 7)
« ERARAHEIREBIZ Simple AD B 3% (p. 8)

Simple AD B XiREFHAEE
#12 Simple AD B &t , Amazon WorkDocs X R IEHITLTES -

+ ¥ VPC HiRE R T 7 A {5 589 Simple AD B %,

- EREERBTEHRFRIMENAFENRUBEREEAKS . REFAEERREBR T , HAa
ERTEBEMAI B, & LAE A LK EREM B Fo

FRRIEF 3 BIE Simple AD B %

EFEAREZSECIE Simple AD BF , BRITUT SR,
AR B12 Simple AD B %

1. FJ/8 Amazon WorkDocs 2 #l4& , £/ https://console.aws.amazon.com/zocalo/ o

MBE/MNAREEEX A EE ZHREET B F , MA&EE Amazon WorkDocs #B2IATR . TE4FE X1
FRIEERZE , BERTUNTERTA , £ 4% % Manage Your WorkDocs Sites TT

2. WRIETE Amazon WorkDocs BT £ |, THMITUTSE :

1. B Get Started Now,
2. 1£ Get Started with WorkDocs T - , ## Quick Start T # Launche

R IBTE Manage Your WorkDocs Sites T L , i5HIT 555 :

1. B Create a New WorkDocs Site.
2. 7 Get Started with WorkDocs T £ , 2 Quick Start T75# Launch,

3. MALTE, Ri5&E Complete Setup.
£ Access Point 0 F A LLTE :

X35
BiFX .
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Site URL
2B Amazon WorkDocs ¥ s #Y URL,
1 Set WorkDocs Administrator 4 A AL TE ;

B R
BREERNEFERMFiat, S B FoR 4R R OE B2 B FHB AR itb it

=]

BREERANEF.
e

BREEANKER.

412 B & Amazon WorkDocs 35 R EE LoV ATE . RIIBIEB R2 B , R Status BNE
WA Activeo

FERAMREIRERZE Simple AD B&

E 62 Simple AD B & , 84 FUH B AWS Directory Service Administration Guide B9 Simple AD %t R %
H PERIRR R EAE,

E(FAREIRE BIZ2 Amazon WorkDocs =B & , BHITUT S E.
BB=BH

1.

FFiF Amazon WorkDocs ###& , £ https://console.aws.amazon.com/zocalo/ o

MREMAKREIREXFPLEE RBEZETIBF , MSFE Amazon WorkDocs IR T, FEAFEXE
FRIEER2E , ERITTCETETA , ¥ <2%F % Manage Your WorkDocs Sites TT

W RIEIE Amazon WorkDocs BT £ , FHITUTEE :

1. B i Get Started Now,
2. 1E Get Started with WorkDocs T Lt , & i Standard Setup T3 # Launch,

MR R4 Manage Your WorkDocs Sites W L , iHHIT T ISR :

1. B Create a New WorkDocs Site.
2. £ Get Started with WorkDocs T8 £ , # i Standard Setup T 5 # Launch,

£ Set up a Directory JT L , 8. Create Simple AD.
WMALTE , A% & Continue,

£ Access Point S0 A ALLTE :

X35
BiE X,

Site URL
i A SZH Amazon WorkDocs ¥ =AY URL,
1£ Directory Details Z4 i A TE :

Directory DNS
BXMELRERH , Sl corp. exanpl e. com
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http://docs.aws.amazon.com/directoryservice/latest/adminguide/cloud_prereq.html
http://docs.aws.amazon.com/directoryservice/latest/adminguide/cloud_prereq.html
https://console.aws.amazon.com/zocalo/
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NetBIOS name
B K NetBIOS &#5 , fla0 CORP,
1 Set WorkDocs Administrator Zf5 FH# ALTE :

B FER A
BREERNEFHRAiat, S B FoR 4R ROX B % B FHBAF bt

]

BEREERANEF.
%

BREERANBR,

31 F VPC Details , AR —MNIBH VPC , &1L Amazon WorkDocs 1 &8I M E & VPC,
Eil Amazon WorkDocs & €I2 VPC , i&i%$® Set up a new VPC on my behalf. EFERIA
VPC , i#i%$% Select an existing VPC to use with WorkDocs , A% AN T &,

VPC
EHEF 62 B FKH VPC,

Subnets
EHPYEBZRHVPCHIW TR, BNFRLTAMNMTFRRNATAX, RMEIEE NoPreference
NG REAE AN TR F M,

EEEREEHHTLENER. MRFELER , iHH T Create Directory,

412 B & Amazon WorkDocs 35 R EE LoV RTE,, RIIBIEB R2E , Rl Status BNE
E&ﬂg Acti veo

SRR AR it B

VAAN)N

Amazon WorkDocs f# f AWS Directory Service AD Connector B FEZ R EM A B F, E#H AD
Connector HEEERH A B F , BLATUHEE AWS Directory Service Administration Guide # AD
Connector & RF 4 RIRIRM K REZ M

BiE

BEIEHAREE R, EITA TSR,

EEDEN A B &

1.

FF B Amazon WorkDocs ##|& , 5 https://console.aws.amazon.com/zocalo/ o

MBEBMNAREEEX A EE ZHREET B F , WA&EE Amazon WorkDocs #E2IATR . TE4FE X
FRIBEERZE , BERTUNTERTA , £ 4% % Manage Your WorkDocs Sites TT,

W RIEIE Amazon WorkDocs BT £ , FHITUTEER :

1. B Get Started Now,
2. £ Get Started with WorkDocs TT £ , #if; Standard Setup T5#J Launch,

R IRTE Manage Your WorkDocs Sites T L , i5HIT 555 :

1. B Create a New WorkDocs Site.
2. 1E Get Started with WorkDocs T L , # i Standard Setup T # Launch,

£ Set up a Directory T1# , # & Create AD Connector.
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http://docs.aws.amazon.com/directoryservice/latest/adminguide/connect_prereq.html
http://docs.aws.amazon.com/directoryservice/latest/adminguide/connect_prereq.html
https://console.aws.amazon.com/zocalo/
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EERER

4.

WMALTE , AREEH Continue,
1£ Directory Details Z 5 i AL TE :

Directory DNS
i B FHEEPREBH , B4 cor p. exanpl e. com, Amazon WorkDocs R g1 Rtk B &
WAPIKF. APKFREIEEXB RS, Hl0 exanpl e. com

NetBIOS Name
AERE A NetBIOS & #5 , Hli0 CORP,

Account Username
KB FRPAFPHAFR B,
Account Password
AEAFKF BB,
HINEE
ENMANARKFANEBR, XN TEEZEERABLEARALRESLEN,

DNS Address
BRI B KA DNS BRSS25IF R FIZS 1Y IP btk . RSB LM ATM T HIBENZNDNFRIG
&

1 Access Point Z9 A AL TE :
X5
I8 X35,

Site URL
A28 Amazon WorkDocs ¥ 589 URL,

£ VPC Configuration #52 F# AL TE :

VPC
B FEEFH VPC,
Subnets
VPC HYFH , ATEEIEHATER. AN FRLTL T RN ATHARK,

EEEFERHARITLENER. WRELSER , 8T Connect Directory,

B FMEE Amazon WorkDocs St REE/LA VAT A, RINEFERZE , KK Status &
FEUN Acti ve,
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Amazon WorkDocs ##| &

Amazon WorkDocs & I#

K Z# Amazon WorkDocs B3 T #E#8 2 1F Amazon WorkDocs Web R AR F S B E I mAR P HITH |
M Amazon WorkDocs 124 & B T &2 Amazon WorkDocs B ¥ .

Topics
+ Amazon WorkDocs ##&I& (p. 11)
+ Amazon WorkDocs B2 HIHEMR (p. 13)

Amazon WorkDocs & &

Amazon WorkDocs 24l & F T &3 Amazon WorkDocs B Z# k=, AT LA Amazon WorkDocs 24!
BHITUTRE
Topics

. DIEREEEFIER (p. 1)

- MAFRANEER (p. 11)

o MIBREES (p. 12)

. ZEWIT (p. 12)

. BO%F (p.13)

SIS ERERH R

BT LAEFH Amazon WorkDocs 2 #l A 812 = B ZBEETAEE £, BXECHUEEZNESZER ,
ES G ZE Simple AD B (p.7)e BXREZIAMEZNESER , BSIEZEIEM AL EF (p.9)o

RAFRANEER

£/ Amazon WorkDocs #ZHI A AISURAFRANEER R, AP LARFIAFTREEA. BXEER
FHESZEES , BSRELAR (p. 18)

MAFRANEER

1. FJ/3 Amazon WorkDocs 2 #l4& , £/ https://console.aws.amazon.com/zocalo/ o
2. 7z Manage Your WorkDocs Sites TTH , &85 B 3 , 1%# Actions ] Set an Administrator,
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I BR G R

3. 7E Set WorkDocs Administrator WA , 3 AZR A KA F & Hi%$F Set Administrator.

& A LAE A Amazon WorkDocs EEZHIHRN EE AR TRR, BXEZELE , H5H EUA
P (p. 18)o

il BR 6 =R

£ Amazon WorkDocs #2 &l & 7] LUl Bk Amazon WorkDocs ¥ =6

’E Warning
HIBRE R SSHERMEAFGEENMEN G, ZRANELNAETBHREEIESNER THER
¥R

il B 0 =

1. FF/8 Amazon WorkDocs ##|& , £/ https://console.aws.amazon.com/zocalo/ o
2. 7& Manage Your WorkDocs Sites TUH , i&#ZE TR |, £3#F Actions H Delete WorkDocs Site,

3. £ Delete Selected WorkDocs Site JTiE1EF |, kR4 %EL%‘*H}}UI}?FHF' B &, XEHBRA T
Amazon WorkDocs F P24 B\#9 AWS Directory Service Simple AD 5 AD Connector B . fR&
HEMBRB R, MiZBRTETSERANEMHEM AWS NARRF. BXESER , 50 AWS
Directory Service Administration Guide 9l Bx &% AD H = MiBk AD Connector B %,

4. WINEHBRHNE2ERNER , ERIAFERPMA DELETE , R/5i%#E Delete WorkDocs Site,
vh RURE S BN R B R B A

ZERIUF

BB HATLL TSN AD Connector B & B A ZERIL,

r Note

LERIEX Simple AD B ZA A/,

ERZERIE

FFE Amazon WorkDocs ###|& , £ https://console.aws.amazon.com/zocalo/ o
2. 7& Manage Your WorkDocs Sites TUH , &FFrEIL R , 1% Actions 1 Manage MFA,
3. WATH{EHIEER Update MFA,

—_

Enable Multi-Factor Authentication
TR A A S ERIE,
RADIUS server IP address(es)
B9 RADIUS FRSS 54T LMY IP bk 25 & 88 RADIUS IRSSE5 A Ei9Ees Y IP sk, ATBA
BMAZA Pty ( AESHESRIF ) |, 6120 192.0.0.0,192.0.0. 12,
w0
RADIUS [RS588 FSKIBENMR O, B2 ih R 4% 2470 £ 18 BAIA AT RADIUS fRSS850% O (1812)
M AD Connector fR&5255 AANMRE
Shared secret code
18I RADIUS 4R SR IEEN R EHS,
Confirm shared secret code
HIAER RADIUS KT S EHM,
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https://console.aws.amazon.com/zocalo/
http://docs.aws.amazon.com/directoryservice/latest/adminguide/cloud_delete.html
http://docs.aws.amazon.com/directoryservice/latest/adminguide/connect_delete.html
https://console.aws.amazon.com/zocalo/
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B RR

EFTE A2 RADIUS ZKinT KB E R MY
Server timeout

%1% RADIUS IRSE3MERIMBTRIKE ( U REN ) . WESTNTF 1 5 60 ZHE,
BRAEIR I
F2id 5 RADIUS IREE5EESHREK, BEXFANT 0 M 10 ZE,

4 RADIUS Status B Enabled i , ZERIEFAIAH, B REZERIINIEF , ENAFPNEL
EEFZEIE Amazon WorkDocs 34 &,

BREXK

AWS Directory Service £8P 88 ME N A Amazon WorkDocs FTiEf 2l AERE B ZE T E LR
[ Amazon WorkDocs , M HE &M AR EI, BEXANENERBEHAERIEFNER , BSH AWS
Directory Service Administration Guide F By % 5 & 3,

889 Amazon WorkDocs AP ATBEE B E Web RN B REKRBHABE NEFE, AXEZELR | H5H
Amazon WorkDocs User Guide /5 i 2 s & 5,

Amazon WorkDocs & I 32§l iRk

15 & T 42 4 E A O] LA B IR AR B9 Amazon WorkDocs ¥ s, & E iR 4IEMRX Amazon WorkDocs Web
NARERFHH Amazon WorkDocs BB R WA, BiFRZEBEHER , H3T & SA Amazon
WorkDocs Web B ARERF , ARE AP EHEREFH Administration,

RELEANRZEZERCEZENER , EBRHEHRKBAFE.

Topics

- AFAS® (p.13)
o TMERR (p. 14)
- EREFE (p.17)
« =A% (p. 17)

o EEMNB X (p. 19)

AFA®

Amazon WorkDocs EX U TAF AR,

WEE: e
BHE2EHR Amazon WorkSpaces T/EREIFH .

« AIFAEIARTAE Amazon WorkDocs HAE
+ 50 GB =R &l
- THE®RA

FEE WS AP
BHE2EHR Amazon WorkSpaces TR BEEHRMAF,

« AIFAEIARTAE Amazon WorkDocs HAE
+ 200 GB ZRiATF1#BR % ( 200 GB HANNW 4k ISSRrE A E 5% )
s EXHAERA
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http://docs.aws.amazon.com/workdocs/latest/userguide/web_client_help.html#single_sign_on
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R

Amazon WorkDocs f /2
Ko BLHE Amazon WorkSpaces TAEXHE{AESN Amazon WorkDocs A F,

- A EIATE Amazon WorkDocs ThAE
+ 200 GB ERiAZM#PR %l ( 200 GB MANW M R SFrE A E 5T )
- EXNAERHA

BRARKEL Amazon WorkSpaces AFNESZEER , BZRSEHFAF (p. 18)M2EZEE ZH
F (p. 20)0

R R

Amazon WorkDocs fi FifX BRI IZHIXS XA R M XA R RRBEAFHEENA,

Topics

« At (p. 14)

o HEXHRNR (p. 14)
o SHABR (p. 15)

o HEXHBR (p. 16)

At

XHRBR RGN RERBEAFAGREKEZEF. LT R Amazon WorkDocs EX Y, ERTFXHRNA
@

© XURMBEE - XHERIX4HHREE.

 XHRAFE - AFBEEEN XHRBXHHBTENAFREFEL.

* XURSEE -BESHEXAROENRFT , XK R RZE RS,

c XHREFE - B HEXHRBENRAF , BERAHEHANXHRNERIETEANR (NEF) .

LT aedaT X :

- FRRE - XHHREE,

- HEE -EHAEEEENNHHBEENARFL.

- S5E -ERERHBXXAHNRBHENAS,

c BEE-BHAEXHANREANRR  ERAHEEH TN XHANERIGENER (REEF ).

- BERERE-ALAHNIEEIMRAR  TUEREINBEFTREAZTNXMF. BRERTEE , BNE
HEEESEFENNRAEE,

HEHRNE
BAF 2 Amazon WorkDocs A HEEX#HRE X HINR :

- BE -EREHEXHROAR.

- BEFXHR-BEREFXMHXR,

c BEAE -BEECHAEXHRNEMAS
© AINF XK - BT XK,

- HE-BHMHRAFHAERRAXHR,

- HERE - HETEXHROHE,

o HBRF 34K - I BR 7 324K
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o MBRTAGR SC#F% — M BRIAR S 2 343K

HEXHRNR

A XHRFRE XHRLERE XHRZEE XHREEE
=5
BERETXMHR
BEHE

X X X
X
X
A0 SAFR X
X
X
X
X

X X
X X
X

HE

BEHRE

i B F S R
i BAR 0 4% 32 44 K

X | X | X | X | X| X| X

AR

LA & Amazon WorkDocs AR EREX 4R AHY X4 E LR -

- BEE-BBEXM

o HIER — BIBR T4

« AR - AR IR IR,
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EZEES
A XHRmMESE | XHFEE* XHhRsEE XHREEE EBREES
HEE
H®H= X
BER= X

- NHAREE  EXMEATREXARERE LA EEMAPAENXHERFHAR. LEBHR
RERTAAAEN G , TEBAEXRPHRE X,

EREERE

BULEEENAR  UEBEERRAFEEXH. EREFELETRXM , BTN XA RER B,
EXREREERE  MTREUT&RME

« $H401Y External Share Settings %4Zi% iE 3 Users can send external view links to anyone, Bk Simple
AD B , B3R Z 2 (p. ?)o B AD Connector B , TSRZ 2% (p. 7)o
« ALAM Invite Settings A% EH Only administrators can invite new users,

WMEHR ERFTESRMY , Amazon WorkDocs FAIF BB IEEREREEE XN , FRARTEZAFAER
BERMAEZEEEN B THR4itbit,

=H3%
E=BFNEEEFIERF , TUAEEUTEI :

Topics

. 7% (p. 17)

o B2 (p. 17)

- =BFAF (p. 18)

7 &

1£ Storage T 7 H , AINEEHAFBEBNFHE, EEIULIRE , 5i%#F Storage % HF# Change.

£ Storage Limit XiEEH , AFAFRULREFERBRHAFNIFEABEENFME. LZENEN
ERBEREFXREFNNAF. EFRERC,BEANEAFNEHE. EEXNEAFPNEHES | F
SEIESAF (p. 18)0

Lk

1£ Security S0, BALIEEUTHE :
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=B%

Users can send external view links to anyone
AP A LU SRR R ALABNEFTAR.

Users can send external view links to a few specific domains
AP ALREERESENEEIERANAR,

Users cannot send external view links

RPTERER SRS AALNBHEMA.

BiFRE
EERPIMEHRAFBEI AL (WREM ) . XF=EF, EMNATREH#ITIER
Users can invite new people from anywhere by sharing files or folders with them
AR AES SHANBEI TR A L E X R REBIEIXEHER
Users can invite new people from a few specific domains by sharing files or folders with them
APTUBEEREESPHFRR L E X H S HRFBREXLEHE R,

Only administrators can invite new users

RPTEBEHRAF

=BxZAF
£ =B %M Manage Users S0 H , BRAIBURITUTES

Topics
- BEFAF (p. 18)
- &HAF (p. 18)
- HMIBRAF (p. 19)

BB HT A
RFEER , CTLBEFALNALHE R, BEFAFEENSAR , BRAATIR -

1. 7 Manage Users 5 , %$F Invite Users,

2. £ Invite Users XTiEHEAY Who would you like to invite ZER P AZRFEN A R B FERHFbIE | &R
J5i% Enter, NEBBENEMNAREERISE,

3. MAHENFIMEEEX (MREFE) , REEER Send, FEEMHEALZBEETFHE &
hasaXnAelEE Amazon WorkDocs T 7 B 588,

ENAF
HALBEEFRAPEMSUNBERE () RIEXMEAF,
1 Edit User XIiERERF , BOUUEHUTIRE :

]
APHNEF.

AFHK,
E7E
EERAFRENNERTENN.
pc]=:!
EEZAFRAFPERERR, U UARSEERRE 2B H Amazon WorkSpaces TEXHI A,
BEXEZER , B2H AFAE (p. 13)
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EENER

T fik
EERBRAFNFMERE,

i B AR P

£ Amazon WorkDocs B2 HIEMR , &2 BeHI B8 R 812 H Amazon WorkDocs IkFHI=RF. B
BRIXLERAP S — | ERRAFESNERERE (W),

BUSBTERRESEMAr. ik , ERNZERAAF , FEEEHRIER Amazon WorkDocs #i R, B3
EFHAFNESZEE , BSRIEWAF (p. 18).

&K Amazon WorkDocs S R A MRA BB EL —BEZIAF . MRERBRFIERF , LI BREA
Amazon WorkDocs 5 5.,

ERERY B %
EEZNEZNEERGHERS , JUEERNTEM :

Topics

o 7% (p. 19)

o T2 (p. 19)

- BEEBZAF (p. 20)

(2

£ Storage o , TAEEFTAFBERNEHEE, EERIRE |, iH%#F Storage T % FH Change.

£ Storage Limit XiEEH , AFAFRULREFERBREHAFNIFEABEENZMR. LHZENEN
ERBEREFXREEANAF. ETQEUCEsBSHTIEANAFNEHE. EERCEANAFRNE
RS , HBEEKAF (p. 20).

Tk

1£ Security Zp0 | BALIEEUTHE :

Users can send external view links to anyone
AP AR R RA R A QNS ERA R

Users can send external view links to a few specific domains
AP AILUR S RRAERIEEHR AN AR

Users cannot send external view links

RPTERER SRS AALNBHEMA.
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EENER

BIEIRE

NFEZENER , BTERBEFAFAPMALHNER , MRAEEHEZRDIUENAFRER Amazon
WorkDocs, M FERNE R , BMNATIREH# TR :

Users can enable new people from your directory by sharing files or folders with them
APAUAEENE ZPEFENARMEA Amazon WorkDocs , FRE2SIXEA R R EXHRIH
xR,

Only administrators can enable new users
R %& Amazon WorkDocs & & = #E A i # F F £ Amazon WorkDocs.

EEEEZFAF
£ BE B %M Manage Users 2 F , BAIBRITHUTES -

Topics
- BAAF (p.20)
- EHAF (p. 20)

BRAF

NTEENEF , BTEBEMASMALKN B F , BB A T B FHIEH A A Amazon WorkDocs,
BEXBRARAFPNESZEE , BEREXAT (p. 20).

ERAF
BB ERAPEEINALER (£ ) KIEXAERT.
£ Edit User MiFEF , B UEIATRE :
RIS
EBERAFREINERTEDIN.
AR
EEZRAFRAFPERERR., B UALRHERE 2B H Amazon WorkSpaces THEXH A,

BXEZER B2 AFAER (. 13).

e
5EIE AP NE#ERS.
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Amazon WorkDocs PE %l

Abstract

Amazon WorkDocs &RR &I 24 ?

THER Amazon WorkDocs HIERIARR &, BRIEZHIHA , ENEBNMNXFBEESZ BHRE,
Amazon WorkDocs FR &l

B’IR ZRIABR )

Simple AD B % 2

AD Connector B % 2
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CloudTrail B #9 Amazon WorkDocs 1 8.

b

WorkDocs API 1 ff

AWS CloudTrail 123 Amazon

Amazon WorkDocs 5 CloudTraill £5% , E& = —fRS , ©F AWS K F#3%R Amazon WorkDocs 2
3R Amazon WorkDocs & HHEY APl A , A EXHRRIEIEEN &S3; FEM# B, CloudTrail M
Amazon WorkDocs & & #3R APl A, B3 EA CloudTrail HEMEE , B LABEX Amazon
WorkDocs KR THAEBER. KHERNWIE IP thit, TAKXHBBERAREHBERNNEZ, X
CloudTrail WEZEE , 3B MAXNERTEEMNBH , 28 AWS CloudTrail User Guide,

CloudTrail 8 Amazon WorkDocs £ E

ig:

EI8H AWS K /5 A CloudTrail BERIER/G , F1E A E XA IRERXT Amazon WorkDocs & 4E# 1T#Y
APl . Amazon WorkDocs ieZE5H it AWS [REZiEF—EBEABEXHH, CloudTrail &EF A& &
MR PNFRBEMRCEFRIEHEDEEARNR,

BINAELXEHTEEXRERBERVAGRHELS. AEFHNAFSHEEEHTHEAHNBERRRES
B IAM FHF'uT::PS , REEEACEBEAFNIENZ2IER  SERE2HEM AWS REAHMN.
BXEZELR |, B2 CloudTrail 42 £ Hh Y userldentity —T—Eﬁo

AENHFATUEE#ERTEFEEERAE , A3 EtaTLUE X Amazon S3 445 B EH N S B 3h 7 #4 R
BRAZXH. BINBERT , &EH Amazon S3 RS 25i% 1% (SSE) X AR X4 #1Ti%,

MREEHIN B E AR POERIER , ATi%Rit CloudTrail FE4& % B & 30464 X% Amazon SNS
BH, BXESZER , BSWEE Amazon SNS B4,

B A LU Z AN AWS X2 AWS K~ B Amazon WorkDocs B AR & F|# A Amazon S3 17
BEh, BXxELELR , HSMN CloudTrall BESXHREEE Amazon S3 FEET,

Amazon WorkDocs B &% B

CloudTrail BEX#AEE - RZNMNAEFRE , SIMREAS N ISONBANEAAR. —MEAETRE
RAKRBEMEN—NMER , BREXFMERNRE, MIESHEURBRENBBNNESEFEE. BE%E
FT—EEREMBEIRF. tHR2iH , ENTRLMA AP BRANEFH#KRRE,
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http://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
http://docs.aws.amazon.com/awscloudtrail/latest/userguide/aggregating_logs_top_level.html

Amazon WorkDocs EEi5E
T #& Amazon WorkDocs BEXH5 B

Amazon WorkDocs £ 5 7T FETREM CloudTrail % B , —EXBEEHEH , Z—EXXEBHEERH, =&
ZHNEEXET , Z4EEXENAFSHR IAM AP , MBEEESXBNAF 542 Amazon
WorkDocs B &AFF,

REASHKEPERHBRER , HlWHED, FHRIEIRCS, XAHTFENMXHERE,

AT RHIE R T Amazon WorkDocs BB/ CloudTrail BE%E : £—&IEEZN RN 242 HigE
FoRIDFRN MM EHEE@IRE,

{
Records : [
{
"event Version" : "1.01",
"userldentity"
{
"type" : "I AMJser",
"principalld" : "<user_id>",
"arn" : "<user_arn>",
"account|d" : "<account _id>",
"accessKeyld" : "<access_key_ id>",
"user Nane" : "<usernanme>"
}
"eventTi me" : "<event _tine>",
"event Source" : "workdocs. anazonaws. cont',
"event Nane" : "RenoveUser FronG oup”,
"awsRegi on" : "<regi on>",
"sour cel PAddress" : "<I|P_address>",
"user Agent" : "<user_agent>",
"request Par anet er s"
{
"directoryld" : "<directory_id>",
"userSid" : "<user_sid>",
"group" : "<group>"
}
"responseEl ements" : null,
"requestI D' : "<request _id>",
"event| D' : "<event _id>"
}
{
"event Version" : "1.01",
"userldentity"
{
"type" : "Unknown",
"principalld" : "<user_id>",
"account|d" : "<account _id>",
"user Nane" : "<usernanme>"
}
"eventTi me" : "<event _tine>",
"event Source" : "workdocs. anmazonaws. cont',
"event Name" : "Logout User",
"awsRegi on" : "<regi on>",
"sour cel PAddress" : "<I|P_address>",
"user Agent" : "<user_agent>",
"request Par anet er s"
{
"Aut henti cati onToken" : "<**-redacted-**>"
}
"responseEl ements" : null,
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"request| D' : "<request _id>",
"event| D' : "<event _id>"
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MR 18

Abstract
&E#H Amazon WorkDocs B HHVEIT BE, HXMRAFTNEEEHR,

RNBTX Amazon WorkDocs BEIERE NEEBXN K. BRINELEFH XKL EBEBREEZARNNNO R
=

o MHERHEMATE  2015F 3 A 31 H

&k iR & B HA
BT aaERZTE EMTHATXRERBERNIN, BXESELE ,B5H 20153 A
B A& F (p. 13)0 31 H
ZERIFXE, AMSERIFER, 2014 11 A
3 H
HIRE® Amazon WorkDocs &5 ¥ AN o 2014 &£ 7 A
10 H
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