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Welcome

Amazon Simple Notification Service (Amazon SNS) is a web service that enables you to build distributed
web-enabled applications. Applications can use Amazon SNS to easily push real-time notification messages
to interested subscribers over multiple delivery protocols. For more information about this product see
http://aws.amazon.com/sns. For detailed information about Amazon SNS features and their associated
API calls, see the Amazon SNS Developer Guide.

We also provide SDKs that enable you to access Amazon SNS from your preferred programming language.
The SDKs contain functionality that automatically takes care of tasks such as: cryptographically signing
your service requests, retrying requests, and handling error responses. For a list of available SDKs, go
to Tools for Amazon Web Services.

This document was last updated on August 13, 2013.
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Actions

The following actions are supported:

¢ AddPermission (p. 3)

¢ ConfirmSubscription (p. 5)

¢ CreatePlatformApplication (p. 7)

* CreatePlatformEndpoint (p. 10)

« CreateTopic (p. 13)

¢ DeleteEndpoint (p. 15)

¢ DeletePlatformApplication (p. 17)

¢ DeleteTopic (p. 19)

¢ GetEndpointAttributes (p. 21)

« GetPlatformApplicationAttributes (p. 24)
¢ GetSubscriptionAttributes (p. 26)

* GetTopicAttributes (p. 28)

« ListEndpointsByPlatformApplication (p. 31)
« ListPlatformApplications (p. 34)

¢ ListSubscriptions (p. 37)

« ListSubscriptionsByTopic (p. 39)
 ListTopics (p. 41)

e Publish (p. 43)

¢ RemovePermission (p. 47)

« SetEndpointAttributes (p. 49)

¢ SetPlatformApplicationAttributes (p. 51)
¢ SetSubscriptionAttributes (p. 53)

¢ SetTopicAttributes (p. 55)

¢ Subscribe (p. 58)

¢ Unsubscribe (p. 61)

APl Version 2010-03-31
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AddPermission

AddPermission

Description

The AddPer mi ssi on action adds a statement to a topic's access control policy, granting access for the
specified AWS accounts to the specified actions.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

AWSAccountld.member.N
The AWS account IDs of the users (principals) who will be given access to the specified actions. The
users must have AWS accounts, but do not need to be signed up for this service.

Type: String list

Required: Yes

ActionName.member.N
The action you want to allow for the specified principal(s).

Valid values: any Amazon SNS action name.
Type: String list

Required: Yes

Label
A unique identifier for the new policy statement.

Type: String

Required: Yes

TopicArn
The ARN of the topic whose access control policy you wish to modify.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

APl Version 2010-03-31
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NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

http://sns. us-east-1. anazonaws. conf

?Topi cAr n=ar n¥8Aaws ¥%8Asns¥BAus- east - 1%8A123456789012%3AMy- Test
&Act i onNane. nenber . 1=Publ i sh

&Act i onNane. nenber . 2=CGet Topi cAttri butes

&Label =NewPer m ssi on

&AWSAccount | d. menber . 1=987654321000

&AWSAccount | d. menber . 2=876543210000

&Act i on=AddPer i ssi on

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%8A00%8A00. 000Z

&AWSAccessKeyl d=( AW5s Access Key | D)

&Si gnat ur e=k¥%2FAUVWRFKp13pj ndwd7r r 1sZszy6 MZM ChRBCHx1ZaZFi w¥3D

Sample Response

<AddPer m ssi onResponse xml ns="http://sns. anmazonaws. conf doc/ 2010-03-31/">
<ResponseMet adat a>
<Request | d>6a213e4de- 33a8- 11df - 9540- 99d0768312d3</ Request | d>
</ ResponseMet adat a>
</ AddPer m ssi onResponse>

APl Version 2010-03-31
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ConfirmSubscription

ConfirmSubscription

Description

The Conf i rnBubscri pti on action verifies an endpoint owner's intent to receive messages by validating
the token sent to the endpoint by an earlier Subscr i be action. If the token is valid, the action creates a
new subscription and returns its Amazon Resource Name (ARN). This call requires an AWS signature
only when the Aut hent i cat eOnUnsubscr i be flag is set to "true”.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

AuthenticateOnUnsubscribe
Disallows unauthenticated unsubscribes of the subscription. If the value of this parameteristr ue
and the request has an AWS signature, then only the topic owner and the subscription owner can
unsubscribe the endpoint. The unsubscribe action requires AWS authentication.

Type: String

Required: No

Token
Short-lived token sent to an endpoint during the Subscr i be action.

Type: String

Required: Yes

TopicArn
The ARN of the topic for which you wish to confirm a subscription.

Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Conf i r nSubscri pti onResul t.

SubscriptionArn
The ARN of the created subscription.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

APl Version 2010-03-31
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HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

SubscriptionLimitExceeded
Indicates that the customer already owns the maximum allowed number of subscriptions.

HTTP Status Code: 403

Examples

Sample Request

https://sns. us-east-1. anmazonaws. conf

?Act i on=ConfirnBubscription

&Topi CArn=arn: aws: sns: us- east - 1: 123456789012: My- Topi ¢

&Token=51b2f f 3edb475b7d91550e0ab6edf Oclde2a34e6ebaf 6
€2262a001bcbh7e051c43aa00022ceecce70bd2a67b2042da8d8
eb47f ef 7Tade4e942d23e7f a56146b9ee35da040b4b8af 564cc4
184a7391¢834cb75d75¢c22981f 776ad1ce8805e9bah29da2329
985337bb8095627907b46c8577¢c8440556b6f 86582a95475802
6f 41f c62041c4b3f 67b0f 5921232b5dae5aacal

Sample Response

<ConfirnBubscri pti onResponse xm ns="http://sns. amazonaws. coni doc/ 2010- 03- 31/ ">

<Confi rnBubscri pti onResul t >
<Subscri pti onArn>arn: aws: sns: us-east - 1: 123456789012: My- Topi c¢: 80289ba6- Of d4-
4079- af b4- ce8c8260f Oca</ Subscri pti onAr n>
</ Confi rmBubscri pti onResul t >
<ResponseMet adat a>
<Request | d>7a50221f - 3774- 11df - a9b7- 05d48da6f 042</ Request | d>
</ ResponseMet adat a>
</ Confi r mBubscri pti onResponse>

APl Version 2010-03-31
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CreatePlatformApplication

CreatePlatformApplication

Description

The Cr eat ePl at f or mAppl i cat i on action creates a platform application object for one of the supported
push notification services, such as APNS and GCM, to which devices and mobile apps may register. You
must specify PlatformPrincipal and PlatformCredential attributes when using the

Creat ePl at f or MAppl i cat i on action. The PlatformPrincipal is received from the natification service.
For APNS/APNS_SANDBOX, PlatformPrincipal is "SSL certificate". For GCM, PlatformPrincipal is not
applicable. For ADM, PlatformPrincipal is "client id". The PlatformCredential is also received from the
notification service. For APNS/APNS_SANDBOX, PlatformCredential is "private key". For GCM,
PlatformCredential is "API key". For ADM, PlatformCredential is "client secret". The PlatformApplicationArn
that is returned when using Cr eat ePl at f or mAppl i cat i on is then used as an attribute for the

Cr eat ePl at f or nEndpoi nt action. For more information, see Using Amazon SNS Mobile Push
Notifications.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

Attributes.entry.N
For a list of attributes, see SetPlatformApplicationAttributes

Type: String to String map

Required: Yes

Name
Application names must be made up of only uppercase and lowercase ASCII letters, numbers,
underscores, hyphens, and periods, and must be between 1 and 256 characters long.

Type: String

Required: Yes

Platform
The following platforms are supported: ADM (Amazon Device Messaging), APNS (Apple Push
Notification Service), APNS_SANDBOX, and GCM (Google Cloud Messaging).

Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Cr eat ePl at f or mAppl i cati onResul t.

PlatformApplicationArn
PlatformApplicationArn is returned.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

APl Version 2010-03-31
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AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

Examples

Sample Request

POST http://sns.us-west-2. amazonaws. com HTTP/ 1.1

Attributes.entry. 2. key=Pl at f or nPri nci pal

&Si gnat ur eMet hod=Hmac SHA256

&Attributes.entry. 1. val ue=Al zaSyd E2| cV2zEKTLYY0645zf k2j hQPFeyxDo
&Attri butes.entry. 2. val ue=Ther e+i s+no+pri nci pal +f or +GCM
&AVBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur e=82sHzg1W bgi sw3i ¥2BHA2OgBRkt sqUKFi nknkq3u%2FQ4%3D
&Ti mest anp=2013- 07- 01T15%8A49%8A50. 3547

&Name=gcnpushapp

&Attributes.entry. 1. key=Pl at f or nCr edent i al

&Act i on=Cr eat ePl at f or mAppl i cati on

&Ver si on=2010- 03- 31

&Si gnat ur eVer si on=2

&Pl at f or mrGCM

Sample Response

HTTP/ 1.1 200 K

<Creat ePl at f or mAppl i cati onResponse xm ns="http://sns. anazonaws. coni doc/ 2010- 03-
31/ ">
<Creat ePl at f or mAppl i cati onResul t >
<Pl at f or mAppl i cat i onArn>ar n: aws: sns: us- west - 2: 123456789012: app/ GCM gcnpush
app</ Pl at f or mMAppl i cat i onArn>
</ Creat ePl at f or mMAppl i cati onResul t >
<ResponseMet adat a>
<Request | d>b6f 0e78b- e9d4- 5a0e- b973- adc04e8a4f f 9</ Request | d>
</ ResponseMet adat a>
</ Creat ePl at f or mAppl i cati onResponse>

APl Version 2010-03-31
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CreatePlatformEndpoint

CreatePlatformEndpoint

Description

The Cr eat ePl at f or nEndpoi nt creates an endpoint for a device and mobile app on one of the supported
push natification services, such as GCM and APNS. Cr eat ePl at f or nEndpoi nt requires the
PlatformApplicationArn that is returned from Cr eat ePl at f or mAppl i cat i on. The EndpointArn that is
returned when using Cr eat ePl at f or tEndpoi nt can then be used by the Publ i sh action to send a
message to a mobile app or by the Subscr i be action for subscription to a topic. For more information,
see Using Amazon SNS Mobile Push Notifications.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

Attributes.entry.N
For a list of attributes, see SetEndpointAttributes.

Type: String to String map

Required: No

CustomUserData
Arbitrary user data to associate with the endpoint. SNS does not use this data. The data must be in
UTF-8 format and less than 2KB.

Type: String

Required: No

PlatformApplicationArn
PlatformApplicationArn returned from CreatePlatformApplication is used to create a an endpoint.

Type: String

Required: Yes

Token
Unique identifier created by the notification service for an app on a device. The specific name for
Token will vary, depending on which notification service is being used. For example, when using
APNS as the notification service, you need the device token. Alternatively, when using GCM or ADM,
the device token equivalent is called the registration ID.

Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Cr eat ePl at f or rtEndpoi nt Resul t .

EndpointArn
EndpointArn returned from CreateEndpoint action.

Type: String

APl Version 2010-03-31
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

POST http://sns.us-west-2. amazonaws. com HTTP/ 1.1

Pl at f or MAppl i cat i onAr n=ar n%8Aaws ¥8Asns¥BAus- west -
298A123456789012%8Aapp¥2FCCMRFgcnpushapp

&Act i on=Cr eat ePl at f or mtEndpoi nt

&Si gnat ur eMet hod=Hmac SHA256

&Cust omJser Dat a=User | d%8D27576823

&AWBAccessKey| d=AKI Al OSFODNN7 EXAMPLE

&Token=APA91bG 7f FachkClxj | gT66VYEuc GHochnf 1VQAr 9k. . . | sSMOPKPxKhd
dCzx6paEsyay9Zn3D4wWNUI b8nbHZr BEXAMPLE

&Si gnat ur eVer si on=2

&Ver si on=2010- 03- 31

&Si gnat ur e=Rg5vXBS6CF gPt VKt 1u32piwl4ui Gh9%@2BKO cvXNWIEz2wo/8D
&Ti mest anp=2013- 07- 01T15%8A49%8A50. 598Z

Sample Response

HTTP/ 1.1 200 K

<Cr eat ePl at f or rfEndpoi nt Response xm ns="http://sns. amazonaws. com doc/ 2010- 03-
31/">
<Cr eat ePl at f or rtEndpoi nt Resul t >

APl Version 2010-03-31
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<Endpoi nt Ar n>ar n: aws: sns: us-west - 2: 123456789012: endpoi nt/ GCM gcnpush
app/ 5e3e9847- 3183- 3f 18- a7e8- 671c3a57d4b3</ Endpoi nt Ar n>
</ Creat ePl at f or rfEndpoi nt Resul t >
<ResponseMet adat a>
<Request | d>6613341d- 3e15- 53f 7- bf 3c- 7e56994ba278</ Request | d>
</ ResponseMet adat a>
</ Cr eat ePl at f or TEndpoi nt Response>

APl Version 2010-03-31
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CreateTopic

CreateTopic

Description

The Cr eat eTopi ¢ action creates a topic to which notifications can be published. Users can create at
most 100 topics. For more information, see http://aws.amazon.com/sns. This action is idempotent, so if
the requester already owns a topic with the specified name, that topic's ARN is returned without creating
a new topic.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

Name
The name of the topic you want to create.

Constraints: Topic names must be made up of only uppercase and lowercase ASCII letters, numbers,
underscores, and hyphens, and must be between 1 and 256 characters long.

Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Cr eat eTopi cResul t .

TopicArn
The Amazon Resource Name (ARN) assigned to the created topic.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.
HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

TopicLimitExceeded
Indicates that the customer already owns the maximum allowed number of topics.

HTTP Status Code: 403

APl Version 2010-03-31
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Examples

Sample Request

http://sns. us-east-1. anazonaws. conf

?Name=My- Topi c

&Act i on=Cr eat eTopi ¢

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%3A00%8A00. 000Z

&AWSAccessKeyl d=( AWs Access Key | D)

&Si gnat ur e=gf zI F53exFVdpSNb8AI WN3Lv¥2FNYXh6S%2Br 3yy SK700X4%3D

Sample Response

<Cr eat eTopi cResponse xm ns="http://sns. amazonaws. com doc/ 2010- 03- 31/ ">
<Cr eat eTopi cResul t >
<Topi cArn>arn: aws: sns: us-east-1: 123456789012: My- Topi c</ Topi cAr n>
</ Creat eTopi cResul t >
<ResponseMet adat a>
<Request | d>a8dec8hb3- 33a4- 11df - 8963- 01868b7c937a</ Request | d>
</ ResponseMet adat a>
</ Cr eat eTopi cResponse>

APl Version 2010-03-31
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DeleteEndpoint

Description

The Del et eEndpoi nt action, which is idempotent, deletes the endpoint from SNS. For more information,
see Using Amazon SNS Mobile Push Notifications.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

EndpointArn
EndpointArn of endpoint to delete.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

Examples

Sample Request

POST http://sns.us-west-2. amazonaws. com HTTP/ 1.1

Act i on=Del et eEndpoi nt

&Si gnat ur eMet hod=Hmac SHA256

&AWEAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Endpoi nt Ar n=ar n%8Aaws ¥8Asns¥BAus- west - 298A123456789012%3Aendpoi nt ¥2FGCM/RZFgcm
pushapp%2F5e3e9847- 3183- 3f 18- a7e8- 671c3a57d4b3

&Si gnat ur eVer si on=2

&Ver si on=2010- 03- 31

&Si gnat ur e=LI c6d 3JbNhmHBEDNSxz Zp648XPe5CVeFny %2 BTQFt omQ¥8D

APl Version 2010-03-31
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&Ti mest anp=2013- 07- 01T23%3A00%8A12. 456Z

Sample Response

HTTP/ 1.1 200 K

<Del et eEndpoi nt Response xm ns="http://sns. amazonaws. conf doc/ 2010-03-31/">
<ResponseMet adat a>
<Request | d>c1d2b191- 353c- 5a5f - 8969- f bdd3900af a8</ Request | d>
</ ResponseMet adat a>
</ Del et eEndpoi nt Response>

APl Version 2010-03-31
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DeletePlatformApplication

DeletePlatformApplication

Description

The Del et ePl at f or mAppl i cat i on action deletes a platform application object for one of the supported
push natification services, such as APNS and GCM. For more information, see Using Amazon SNS Mobile
Push Notifications.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

PlatformApplicationArn
PlatformApplicationArn of platform application object to delete.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

Examples

Sample Request

POST http://sns.us-west-2. amazonaws. com HTTP/ 1.1

Pl at f or mAppl i cat i onAr n=ar n%BAaws ¥8Asns ¥BAus- west -
298A123456789012%3Aapp¥R FGCMR2Fgcnmpushapp

&Act i on=Del et ePl at f or mAppl i cati on

&Si gnat ur eMet hod=Hmac SHA256

&AWEAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Ver si on=2010- 03- 31
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&Si gnat ur e=vh7X%2BQo%2BCGocnbB1l pkovBaR JCIOgvFl | OYzL62SG g¥8D
&Ti mest anp=2013- 07- 01T23%3A02%8A03. 8722

Sample Response

HTTP/ 1.1 200 K

<Del et ePl at f or MAppl i cati onResponse xm ns="http://sns. amazonaws. conl doc/ 2010- 03-
31/ ">
<ResponseMet adat a>
<Request | d>097dac18- 7a77- 5823- a8dd- €65476dch037</ Request | d>
</ ResponseMet adat a>
</ Del et ePl at f or mAppl i cati onResponse>
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DeleteTopic

Description

The Del et eTopi ¢ action deletes a topic and all its subscriptions. Deleting a topic might prevent some
messages previously sent to the topic from being delivered to subscribers. This action is idempotent, so
deleting a topic that does not exist does not result in an error.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

TopicArn
The ARN of the topic you want to delete.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

http://sns. us-east-1. amazonaws. conf

&Topi cAr n=ar n¥/BAaws ¥8Asns¥%BAus- east - 1%8A123456789012%3AM - Topi c
&Act i on=Del et eTopi c

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256
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&Ti mest anp=2010- 03- 31T12%3A00%3A00. 000Z
&AWSAccessKeyl d=( AW5s Access Key 1d)
&Si gnat ur e=nQA3nJI ¥%2BcmAl Y7r 8HCAr GEl SqPX5JAUGz F4y o0RygEYBD

Sample Response

<Del et eTopi cResponse xm ns="http://sns. amazonaws. com doc/ 2010- 03- 31/ ">
<ResponseMet adat a>
<Request | d>f 3aa9ac9- 3c3d- 11df - 8235- 9dab105e9c32</ Request | d>
</ ResponseMet adat a>
</ Del et eTopi cResponse>
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GetEndpointAttributes

Description

The Get Endpoi nt Attri but es retrieves the endpoint attributes for a device on one of the supported
push natification services, such as GCM and APNS. For more information, see Using Amazon SNS Mobile
Push Notifications.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

EndpointArn
EndpointArn for GetEndpointAttributes input.

Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Get Endpoi nt Attri but esResul t.

Attributes
Attributes include the following:

¢ Cust omJser Dat a -- arbitrary user data to associate with the endpoint. SNS does not use this
data. The data must be in UTF-8 format and less than 2KB.

¢ Enabl ed -- flag that enables/disables delivery to the endpoint. Message Processor will set this to
false when a natification service indicates to SNS that the endpoint is invalid. Users can set it back
to true, typically after updating Token.

¢ Token -- device token, also referred to as a registration id, for an app and mobile device. This is
returned from the notification service when an app and mobile device are registered with the
notification service.

Type: String to String map

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400
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NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

POST http://sns. us-west-2. amazonaws. com HTTP/ 1.1

Act i on=Cet Endpoi nt Attri butes

&Si gnat ur eMet hod=Hmac SHA256

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Endpoi nt Ar n=ar n¥3Aaws ¥8Asns¥BAus- west - 298A123456789012%3Aendpoi nt Y2 FGCMRZFgcm
pushapp%2F5e3e9847- 3183- 3f 18- a7e8- 671c3a57d4b3

&Si gnat ur eVer si on=2

&Ver si on=2010- 03- 31

&Si gnat ur e=%2B2egbEoT4npw3p5H3wi | dzZBoTn4KIl 3UWrVFy BsHHIc %8D

&Ti mest anp=2013- 07- 01T2298A44%3A56. 5157

Sample Response

HTTP/ 1.1 200 K
<CGet Endpoi nt Attri but esResponse xm ns="http://sns. amazonaws. coni doc/ 2010- 03- 31/ ">

<Cet Endpoi nt Attri but esResul t >
<Attributes>
<entry>
<key>Enabl ed</ key>
<val ue>t rue</val ue>
</entry>
<entry>
<key>Cust omUser Dat a</ key>
<val ue>User | d=01234567</ val ue>
</entry>
<entry>
<key>Token</ key>
<val ue>APA91bG 7f FachkClxj | qT66VYEucGHochnf 1VQAr 9k. . . j sSMOPKPxKhd
dCzx6paEsyay9Zn3DAwWNUIb8nbHZr BEXAMPLE</ val ue>
</entry>
</[Attributes>
</ Get Endpoi nt Attri but esResul t >
<ResponseMet adat a>
<Request | d>6c725a19- al42-5b77- 94f 9- 1055a9ea04e7</ Request | d>
</ ResponseMet adat a>
</ Get Endpoi nt Attri but esResponse>
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GetPlatformApplicationAttributes

Description

The Get Pl at f or mAppl i cati onAttri but es action retrieves the attributes of the platform application
object for the supported push notification services, such as APNS and GCM. For more information, see
Using Amazon SNS Mobile Push Notifications.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

PlatformApplicationArn
PlatformApplicationArn for GetPlatformApplicationAttributesinput.

Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Get Pl at f or mAppl i cati onAttri but esResul t.

Attributes
Attributes include the following:

¢ Event Endpoi nt Cr eat ed -- Topic ARN to which EndpointCreated event notifications should be

sent.

¢ Event Endpoi nt Del et ed -- Topic ARN to which EndpointDeleted event notifications should be
sent.

¢ Event Endpoi nt Updat ed -- Topic ARN to which EndpointUpdate event notifications should be
sent.

e Event Del i ver yFai | ur e -- Topic ARN to which DeliveryFailure event notifications should be
sent upon Direct Publish delivery failure (permanent) to one of the application's endpoints.

Type: String to String map

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400
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NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

POST http://sns. us-west-2. amazonaws. com HTTP/ 1.1

Pl at f or MAppl i cat i onAr n=ar n%8Aaws ¥8Asns¥BAus- west -
298A123456789012%3Aapp¥R FGCMR2Fgcnpushapp

&Act i on=Cet Pl at f or mAppl i cati onAttri butes

&Si gnat ur eMet hod=Hmac SHA256

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Ver si on=2010- 03- 31

&Si gnat ur e=UGVACg8CCJIGSYXOOEhr 2VuH BYSe6WhxkqgMKRs| TK4%8D
&Ti mest anp=2013- 07- 01T22%8A40%8A50. 643Z

Sample Response

HTTP/ 1.1 200 K

<Cet Pl at f or mAppl i cati onAttri but esResponse xm ns="http://sns. amazon
aws. conif doc/ 2010- 03- 31/ ">
<Cet Pl at f or mAppl i cati onAttri butesResul t >
<Attributes>
<entry>
<key>Al | owEndpoi nt Pol i ci es</ key>
<val ue>f al se</val ue>
</entry>
</[Attributes>
</ Get Pl at f or mAppl i cati onAttri but esResult >
<ResponseMet adat a>
<Request | d>74848df 2- 87f 6- 55ed- 890c- c7be80442462</ Request | d>
</ ResponseMet adat a>
</ Get Pl at f or mAppl i cati onAttri but esResponse>
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GetSubscriptionAttributes

Description

The Get Subscri pti onAttri bt ues action returns all of the properties of a subscription.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

SubscriptionArn
The ARN of the subscription whose properties you want to get.

Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Get Subscri pti onAttri but esResul t.

Attributes
A map of the subscription's attributes. Attributes in this map include the following:

e Subscri pti onArn -- the subscription's ARN
e Topi cArn -- the topic ARN that the subscription is associated with
¢ Omner --the AWS account ID of the subscription's owner

e Confirnati onWasAut henti cat ed -- true if the subscription confirmation request was
authenticated

e DeliveryPolicy -- the JSON serialization of the subscription's delivery policy

e EffectiveDeliveryPolicy --the JSON serialization of the effective delivery policy that takes
into account the topic delivery policy and account system defaults

Type: String to String map

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400
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NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

http://sns. us-east-1. anazonaws. conf

?Subscri pti onAr n=ar n%8Aaws ¥8Asns¥3Aus- east - 1%8A123456789012%3AMy/- Top
i cCY8A80289ba6- 0f d4- 4079- af b4- ce8c8260f Oca

&Act i on=Cet Subscri pti onAttri butes

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%38A00%8A00. 000Z

&AWBAccessKeyl d=( AW5 Access Key |d)

&Si gnat ur e=92| BCRVq0%2BxhaACaBCqt denmy%2Bi 9i sf gy Tl j CoJMBOYkY3D

Sample Response

<CGet Subscri ptionAttri but esResponse xm ns="http://sns. anazonaws. coni doc/ 2010- 03-
31/">
<Cet Subscri ptionAttributesResul t >
<Attributes>
<entry>
<key>Onner </ key>
<val ue>123456789012</ val ue>
</entry>
<entry>
<key>Del i veryPol i cy</ key>
<val ue>{"heal thyRetryPol i cy": {"nunmRetries": 10} } </ val ue>
</entry>
<entry>
<key>Subscri pti onAr n</ key>
<val ue>arn: aws: sns: us-east - 1: 123456789012: My- Topi c: 80289ba6- 0f d4- 4079-
af b4- ce8c8260f Oca</ val ue>
</entry>
</[Attributes>
</ Get Subscri pti onAttri but esResul t >
<ResponseMet adat a>
<Request | d>057f 074c- 33a7- 11df - 9540- 99d0768312d3</ Request | d>
</ ResponseMet adat a>
</ Get Topi cAttri but esResponse>
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GetTopicAttributes

Description

The Get Topi cAtt ri but es action returns all of the properties of a topic. Topic properties returned might
differ based on the authorization of the user.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

TopicArn
The ARN of the topic whose properties you want to get.

Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Get Topi cAttri but esResul t.

Attributes
A map of the topic's attributes. Attributes in this map include the following:

¢ Topi cArn -- the topic's ARN
¢ Oaner --the AWS account ID of the topic's owner
¢ Pol i cy -- the JSON serialization of the topic's access control policy

¢ Di spl ayNane -- the human-readable name used in the "From" field for notifications to email and
email-json endpoints

e Subscri pti onsPendi ng -- the number of subscriptions pending confirmation on this topic
e Subscri ptionsConfirmed -- the number of confirmed subscriptions on this topic

e Subscri ptionsDel et ed -- the number of deleted subscriptions on this topic

e DeliveryPolicy -- the JSON serialization of the topic's delivery policy

« EffectiveDeliveryPolicy --the JSON serialization of the effective delivery policy that takes
into account system defaults

Type: String to String map

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500
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InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

http://sns. us-east-1. anazonaws. conf

?Topi cAr n=ar n¥8Aaws ¥%8Asns¥BAus- east - 1%8A123456789012%3AMy- Topi ¢
&Act i on=Cet Topi cAttri butes

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%3A00%8A00. 000Z

&AWSAccessKeyl d=( AW5s Access Key 1d)

&Si gnat ur e=92| BCRVq0%2BxhaACaBCqt demny%2Bi 9i sf gy Tl j CoJMBOYkY3D

Sample Response

<Cet Topi cAttri but esResponse xm ns="http://sns. amazonaws. conf doc/ 2010- 03-31/" >
<Get Topi cAttri but esResul t >
<Attributes>
<entry>
<key>Onner </ key>
<val ue>123456789012</ val ue>

</entry>
<entry>
<key>Pol i cy</ key>
<val ue>{
"Version":"2008-10-17","1d": "us-east-1/698519295917/test __de
fault_policy_ID',"Statenent" : [{"Effect":"Allow',"Sid":"us-east-
1/ 698519295917/ test __defaul t _statenment _ID',"Principal" : {"AWS": "*"} "Ac

tion":["SNS: Get Topi cAttributes","SNS: Set Topi cAttri butes", " SNS: AddPerm s
sion", " SNS: RenmovePer i ssi on”, " SNS: Del et eTopi ¢", " SNS: Subscri be", " SNS: Li st Subscri p
tionsByTopic", " SNS: Publ i sh", " SNS: Recei ve"], "Resource": "arn: aws: sns: us- east -
1:698519295917:test","Condi tion" : {"StringLike" : {"AWS: SourceArn":
"arn:aws: *:*:698519295917: *"}}}] } </ val ue>
</entry>
<entry>
<key>Topi cAr n</ key>
<val ue>arn: aws: sns: us-east-1: 123456789012: My- Topi c</ val ue>
</entry>
</[Attributes>
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</ Get Topi cAttri but esResul t >
<ResponseMet adat a>
<Request | d>057f 074c- 33a7- 11df - 9540- 99d0768312d3</ Request | d>
</ ResponseMet adat a>
</ Get Topi cAttri but esResponse>
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ListEndpointsByPlatformApplication

Description

The Li st Endpoi nt sByPI at f or mAppl i cati on action lists the endpoints and endpoint attributes for
devices in a supported push notification service, such as GCM and APNS. The results for

Li st Endpoi nt sByPI at f or mAppl i cat i on are paginated and return a limited list of endpoints, up to
100. If additional records are available after the first page results, then a NextToken string will be returned.
To receive the next page, you call Li st Endpoi nt sByPI at f or mAppl i cat i on again using the NextToken
string received from the previous call. When there are no more records to return, NextToken will be null.
For more information, see Using Amazon SNS Mobile Push Notifications.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

NextToken
NextToken string is used when calling ListEndpointsByPlatformApplication action to retrieve additional
records that are available after the first page results.

Type: String

Required: No

PlatformApplicationArn
PlatformApplicationArn for ListEndpointsByPlatformApplicationInput action.

Type: String

Required: Yes

Response Elements

The following elements are returned in a structure named
Li st Endpoi nt sByPI at f or mAppl i cati onResul t.

Endpoints
Endpoints returned for ListEndpointsByPlatformApplication action.

Type: Endpoint (p. 65) list

NextToken
NextToken string is returned when calling ListEndpointsByPlatformApplication action if additional
records are available after the first page results.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403
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InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

POST http://sns.us-west-2. amazonaws. com HTTP/ 1.1

Pl at f or mAppl i cat i onAr n=ar n%BAaws ¥8Asns ¥BAus- west -
2%8A123456789012%3Aapp¥R FGCM/R2Fgcnmpushapp

&Act i on=Li st Endpoi nt sByPI at f or mAppl i cati on

&Si gnat ur eMet hod=Hmac SHA256

&AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE

&Si gnat ur eVer si on=2

&Ver si on=2010- 03- 31

&Si gnat ur e=e6H4sJSCRBBI h92Bai gBY2Ft Ygp49%2Bj | 7di k AQGKT %2 BMIwNMY/3D
&Ti mest anp=2013- 07- 01T23%3A00%38A52. 5157

Sample Response

HTTP/ 1.1 200 K

<Li st Endpoi nt sByPI at f or mAppl i cati onResponse xm ns="http://sns. anazon
aws. com doc/ 2010- 03- 31/ ">
<Li st Endpoi nt sByPI at f or mAppl i cati onResul t >
<Endpoi nt s>
<menber >
<Endpoi nt Ar n>ar n: aws: sns: us-west - 2: 123456789012: endpoi nt/ GCM gcnpush
app/ 5e3e9847- 3183- 3f 18- a7e8- 671c3a57d4b3</ Endpoi nt Ar n>
<Attributes>
<entry>
<key>Enabl ed</ key>
<val ue>t rue</ val ue>
</entry>
<entry>
<key>Cust onJser Dat a</ key>
<val ue>User | d=27576823</ val ue>
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</entry>
<entry>
<key>Token</ key>
<val ue>APA91bG 7f FachkClxj | qT66VYEucGHochnf 1VQAr 9k. . . j sSMOPKPxKhd
dCzx6paEsyay9Zn3DAwWNUIb8nbHZr BEXAMPLE</ val ue>
</entry>
</[Attributes>
</ menber >
</ Endpoi nt s>
</ Li st Endpoi nt sByPI at f or mAppl i cati onResul t >
<ResponseMet adat a>
<Request | d>9a48768c- dac8- 5a60- aec0- 3cc27ea08d96</ Request | d>
</ ResponseMet adat a>
</ Li st Endpoi nt sByPI at f or mAppl i cati onResponse>
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ListPlatformApplications

Description

The Li st Pl at f or mAppl i cat i ons action lists the platform application objects for the supported push
notification services, such as APNS and GCM. The results for Li st Pl at f or mAppl i cat i ons are
paginated and return a limited list of applications, up to 100. If additional records are available after the
first page results, then a NextToken string will be returned. To receive the next page, you call

Li st Pl at f or mAppl i cat i ons using the NextToken string received from the previous call. When there
are no more records to return, NextToken will be null. For more information, see Using Amazon SNS
Mobile Push Notifications.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

NextToken
NextToken string is used when calling ListPlatformApplications action to retrieve additional records
that are available after the first page results.

Type: String

Required: No

Response Elements

The following elements are returned in a structure named Li st Pl at f or mAppl i cati onsResul t.

NextToken
NextToken string is returned when calling ListPlatformApplications action if additional records are
available after the first page results.
Type: String
PlatformApplications
Platform applications returned when calling ListPlatformApplications action.

Type: PlatformApplication (p. 69) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.
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HTTP Status Code: 400

Examples

Sample Request

POST http://sns. us-west-2. amazonaws. com HTTP/ 1.1

Acti on=Li st Pl at f or mAppl i cati ons

&Si gnat ur eMet hod=Hmac SHA256

&AVBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Ver si on=2010- 03- 31

&Si gnat ur e=dr Vb TuyR5N9e88W M\PzBO NFNvawk CaM ZI Oxa9k| Q8D
&Ti mest anp=2013- 07- 01T22%8A33%8A55. 618Z

Sample Response

HTTP/ 1.1 200 K

<Li st Pl at f or mAppl i cati onsResponse xm ns="http://sns. anazonaws. coni doc/ 2010- 03-
31/ ">
<Li st Pl at f or mAppl i cati onsResul t >
<Pl at f or mMAppl i cati ons>
<menber >
<Pl at f or mAppl i cati onAr n>ar n: aws: sns: us- west -
2:123456789012: app/ APNS_SANDBOX/ apnspushapp</ Pl at f or mAppl i cati onAr n>
<Attributes>
<entry>
<key>Al | owEndpoi nt Pol i ci es</ key>
<val ue>f al se</val ue>
</entry>
</Attributes>
</ menber >
<menber >
<Pl at f or mAppl i cati onAr n>ar n: aws: sns: us- west -
2:123456789012: app/ GCM gcnpushapp</ Pl at f or mAppl i cat i onAr n>
<Attributes>
<entry>
<key>Al | owEndpoi nt Pol i ci es</ key>
<val ue>f al se</val ue>
</entry>
</Attributes>
</ menber >
</ Pl at f ormAppl i cati ons>
</ Li st Pl at f or mAppl i cati onsResul t >
<ResponseMet adat a>
<Request | d>315a335e- 85d8- 52df - 9349- 791283cbb529</ Request | d>
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</ ResponseMet adat a>
</ Li st Pl at formAppl i cati onsResponse>
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ListSubscriptions

Description

The Li st Subscri pti ons action returns a list of the requester's subscriptions. Each call returns a limited
list of subscriptions, up to 100. If there are more subscriptions, a Next Token is also returned. Use the
Next Token parameter in a new Li st Subscri pti ons call to get further results.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

NextToken
Token returned by the previous Li st Subscri pti ons request.

Type: String

Required: No

Response Elements

The following elements are returned in a structure named Li st Subscri pti onsResul t.

NextToken
Token to pass along to the next Li st Subscri pti ons request. This element is returned if there are
more subscriptions to retrieve.

Type: String
Subscriptions
A list of subscriptions.

Type: Subscription (p. 71) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400
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Sample Request

http://sns. us-east-1. amazonaws. conf

&Act i on=Li st Subscri pti ons

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%38A00%8A00. 000Z

&AWSAccessKeyl d=( AW5s Access Key | D)

&Si gnat ur e=SZmBxEPqf s9R7xxhSt 6C1lb7PnCEvg%@2BSVyyMyJf LRFCAY8D

Sample Response

<Li st Subscri pti onsResponse xm ns="http://sns. amazonaws. conf doc/ 2010-03-31/">
<Li st Subscri pti onsResul t >
<Subscri pti ons>
<menber >
<Topi cArn>arn: aws: sns: us- east - 1: 698519295917: My- Topi c</ Topi cAr n>
<Pr ot ocol >enwi | </ Pr ot ocol >
<Subscri pti onArn>arn: aws: sns: us-east-1: 123456789012: My- Topi c: 80289ba6-
0f d4- 4079- af b4- ce8c8260f Oca</ Subscri pti onAr n>
<Omner >123456789012</ Omer >
<Endpoi nt >exanpl e@nazon. conx/ Endpoi nt >
</ menber >
</ Subscri pti ons>
</ Li st Subscri pti onsResul t >
<ResponseMet adat a>
<Request | d>384ac68d- 3775- 11df - 8963-01868b7c937a</ Request | d>
</ ResponseMet adat a>
</ Li st Subscri pti onsResponse>
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ListSubscriptionsByTopic

Description

The Li st Subscri pti onsByTopi ¢ action returns a list of the subscriptions to a specific topic. Each call
returns a limited list of subscriptions, up to 100. If there are more subscriptions, a Next Token is also
returned. Use the Next Token parameter in a new Li st Subscri pti onsByTopi ¢ call to get further
results.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

NextToken
Token returned by the previous Li st Subscri pti onsByTopi ¢ request.

Type: String

Required: No

TopicArn
The ARN of the topic for which you wish to find subscriptions.

Type: String

Required: Yes

Response Elements

The following elements are returned in a structure named Li st Subscri pti onsByTopi cResul t.

NextToken
Token to pass along to the next Li st Subscri pti onsByTopi ¢ request. This element is returned
if there are more subscriptions to retrieve.

Type: String
Subscriptions
A list of subscriptions.

Type: Subscription (p. 71) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500
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InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

http://sns. us-east-1. anazonaws. conf

?Topi cAr n=ar n%8Aaws ¥8Asns%BAus- east - 1%3A123456789012%3AMy- Topi ¢
&Act i on=Li st Subscri pti onsByTopi c

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hnac SHA256

&Ti mest anp=2010- 03- 31T12%3A00%8A00. 000Z

&AWBAccessKeyl d=( AW5 Access Key | D)

&Si gnat ur e=SZnBx EPqf s9R7xxhSt 6C1lb7PnOEVg%2BSVyyMYJf LRFCAYBD

Sample Response

<Li st Subscri pti onsByTopi cResponse xm ns="http://sns. amazonaws. com doc/ 2010- 03-
31/ ">
<Li st Subscri pti onsByTopi cResul t >
<Subscri pti ons>
<menber >
<Topi cArn>arn: aws: sns: us-east-1: 123456789012: My- Topi c</ Topi cAr n>
<Pr ot ocol >enwui | </ Pr ot ocol >
<Subscri pti onArn>arn: aws: sns: us- east-1: 123456789012: My- Topi c: 80289ba6-
0f d4- 4079- af b4- ce8c8260f Oca</ Subscri pti onArn>
<Omner >123456789012</ Omner >
<Endpoi nt >exanpl e@nazon. conx/ Endpoi nt >
</ menber >
</ Subscri pti ons>
</ Li st Subscri pti onsByTopi cResul t >
<ResponseMet adat a>
<Request | d>b9275252- 3774- 11df - 9540- 99d0768312d3</ Request | d>
</ ResponseMet adat a>
</ Li st Subscri pti onsByTopi cResponse>

APl Version 2010-03-31
40



Amazon Simple Notification Service API Reference
ListTopics

ListTopics

Description

The Li st Topi cs action returns a list of the requester's topics. Each call returns a limited list of topics,
up to 100. If there are more topics, a Next Token is also returned. Use the Next Token parameter in a
new Li st Topi cs call to get further results.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

NextToken
Token returned by the previous Li st Topi cs request.

Type: String

Required: No

Response Elements

The following elements are returned in a structure named Li st Topi csResul t.

NextToken
Token to pass along to the next Li st Topi cs request. This element is returned if there are additional
topics to retrieve.

Type: String
Topics
A list of topic ARNSs.

Type: Topic (p. 71) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400
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Sample Request

http://sns. us-east-1. amazonaws. conf

?Act i on=Li st Topi cs

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%38A00%8A00. 000Z

&AWSAccessKeyl d=( AW5s Access Key | D)

&Si gnat ur e=t Pg1gKNTNVPydnL3Yx5Fqm2C9Gx Cr 9vh3EF5r 992 F5%2BJs%8D

Sample Response

<Li st Topi csResponse xm ns="http://sns.amazonaws. conf doc/ 2010-03-31/">
<Li st Topi csResul t >
<Topi cs>
<menber >
<Topi cCArn>arn: aws: sns: us-east-1: 123456789012: My- Topi c</ Topi CAr n>
</ menber >
</ Topi cs>
</ Li st Topi csResul t >
<ResponseMet adat a>
<Request | d>3f 1478c7- 33a9- 11df - 9540- 99d0768312d3</ Request | d>
</ ResponseMet adat a>
</ Li st Topi csResponse>
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Publish

Description

The Publ i sh action sends a message to all of a topic's subscribed endpoints. When a nessagel d is
returned, the message has been saved and Amazon SNS will attempt to deliver it to the topic's subscribers
shortly. The format of the outgoing message to each subscribed endpoint depends on the notification
protocol selected.

To use the Publ i sh action for sending a message to a mobile endpoint, such as an app on a Kindle
device or mobile phone, you must specify the EndpointArn. The EndpointArn is returned when making a
call with the Cr eat ePl at f or mEndpoi nt action. The second example below shows a request and
response for publishing to a mobile endpoint.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

Message
The message you want to send to the topic.

If you want to send the same message to all transport protocols, include the text of the message as
a String value.

If you want to send different messages for each transport protocol, set the value of the
MessageSt r uct ur e parameter to j son and use a JSON object for the Message parameter. See
the Examples section for the format of the JSON object.

Constraints: Messages must be UTF-8 encoded strings at most 256 KB in size (262144 bytes, not
262144 characters).

JSON-specific constraints:

« Keys in the JSON object that correspond to supported transport protocols must have simple JSON
string values.

¢ The values will be parsed (unescaped) before they are used in outgoing messages.

¢ Outbound notifications are JISON encoded (meaning that the characters will be reescaped for
sending).

¢ Values have a minimum length of O (the empty string, ", is allowed).

¢ Values have a maximum length bounded by the overall message size (so, including multiple
protocols may limit message sizes).

¢ Non-string values will cause the key to be ignored.
« Keys that do not correspond to supported transport protocols are ignored.
¢ Duplicate keys are not allowed.

« Failure to parse or validate any key or value in the message will cause the Publ i sh call to return
an error (no partial delivery).

Type: String

Required: Yes

MessageStructure
Set MessageSt r uct ur e to j son if you want to send a different message for each protocol. For
example, using one publish action, you can send a short message to your SMS subscribers and a
longer message to your email subscribers. If you set MessageSt r uct ur e to j son, the value of the
Message parameter must:
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» be a syntactically valid JSON object; and
¢ contain at least a top-level JSON key of "default" with a value that is a string.

You can define other top-level keys that define the message you want to send to a specific transport
protocol (e.g., "http").

For information about sending different messages for each protocol using the AWS Management
Console, go to Create Different Messages for Each Protocol in the Amazon Simple Notification
Service Getting Started Guide.

Valid value: j son
Type: String

Required: No

Subject
Optional parameter to be used as the "Subject" line when the message is delivered to email endpoints.
This field will also be included, if present, in the standard JSON messages delivered to other endpoints.

Constraints: Subjects must be ASCII text that begins with a letter, number, or punctuation mark; must
not include line breaks or control characters; and must be less than 100 characters long.

Type: String

Required: No

TargetArn
Either TopicArn or EndpointArn, but not both.

Type: String

Required: No

TopicArn
The topic you want to publish to.

Type: String

Required: No

Response Elements

The following element is returned in a structure named Publ i shResul t .

Messageld
Unique identifier assigned to the published message.

Length Constraint: Maximum 100 characters

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.
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HTTP Status Code: 403

EndpointDisabled
Exception error indicating endpoint disabled.
HTTP Status Code: 400

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

PlatformApplicationDisabled
Exception error indicating platform application disabled.

HTTP Status Code: 400

Examples

Sample Request

The foll owi ng exanpl e publishes the same nessage to all protocols:

http://sns. us-east-1. anazonaws. conf

?Subj ect =My%20f i r st %20nmessage

&Topi cAr n=ar n¥BAaws ¥BAsns¥BAuUs- east - 19%83A698519295917%3AM - Topi ¢
&\vessage=Hel | 0%20wor | d9%21

&Act i on=Publ i sh

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%3A00%3A00. 000Z

&AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE

&Si gnat ur e=9&ZysAJpnz%2BHk| gM7VFTVECj R2LI Ut n6j WA7054xXEYBD

Use the fol |l owi ng JSON obj ect format for the Message paraneter to send differ
ent nmessages to each protocol (linebreaks added for readability):

{

"default" : "some nessage",

"emai | " : "sone emnil nessage",

"email -json" : "some enmil-json nmessage",
"http" : "some http nessage",

"https" : "sone https nessage",

"sgs" : "some sqgs nessage"

}
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POST http://sns. us-west-2. amazonaws. com HTTP/ 1.1

Acti on=Publ i sh

&\Vessage=%By¥R22def aul t 9R2¥8AY¥22Thi s+i s+t he+def aul t+|\/bssage°/o’22°/QC°/o’22APNS SAND
BRI B s BN IBYB 2 et (B2 OBAOB R O sraveig Hard | . U2 AR R Y2243 202
faul t 9%6CYR22% DV DY22%/ D

&Tar get Ar n=ar n%B8Aaws ¥8Asns¥BAus- west - 2%8A803981987763%3Aendpoi nt ¥2FAPNS_SAND
BOX%2Fpushapp%@2F98e9ced9- f 136- 3893- 9d60- 77654 7eaf ebb

&Si gnat ur eMet hod=Hmac SHA256

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Ver si on=2010- 03- 31

&Si gnat ur e=vnyc4XRupKAxs DAAN4j 4AywsLQ j XMps3kss4bkDf Ck%3D

&Ti mest anp=2013- 07- 18T2298A44%3A09. 4527

&\VessagesSt ruct ur esj son

Sample Response

<Publ i shResponse xm ns="http://sns. anmazonaws. com doc/ 2010- 03- 31/ ">
<Publ i shResul t >
<Messagel d>94f 20ce6- 13c5- 43a0- 9a9e- ca52d816e90b</ Messagel d>
</ Publ i shResul t >
<ResponseMet adat a>
<Request | d>f 187a3c1- 376f - 11df - 8963-01868b7c937a</ Request | d>
</ ResponseMet adat a>
</ Publ i shResponse>

HTTP/ 1.1 200 K

<Publ i shResponse xm ns="http://sns. amazonaws. com doc/ 2010- 03- 31/ ">
<Publ i shResul t >
<Messagel d>567910cd- 659e- 55d4- 8cch- 5aaf 14679dc0</ Messagel d>
</ Publ i shResul t >
<ResponseMet adat a>
<Request | d>d74h8436- ael3- 5ab4- a9f f - ce54df ea72a0</ Request | d>
</ ResponseMet adat a>
</ Publ i shResponse>
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RemovePermission

Description

The RenovePer i ssi on action removes a statement from a topic's access control policy.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

Label
The unique label of the statement you want to remove.

Type: String

Required: Yes

TopicArn
The ARN of the topic whose access control policy you wish to modify.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

http://sns. us-east-1. amazonaws. cont
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?Topi cAr n=ar n¥8Aaws ¥8Asns¥BAus- east - 1% 8A123456789012%8AMy- Test
&L abel =NewPer m ssi on

&Act i on=RenpvePer ni ssi on

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%8A00%8A00. 000Z

&AWSAccessKeyl d=( AW5s Access Key | D)

&Si gnat ur e=N1abwRY9i 7zaSQnbAl n7 1pPf 9EEFOgNbQL1al zw2y Cg¥8D

Sample Response

<RenovePer m ssi onResponse xm ns="http://sns. amazonaws. com doc/ 2010- 03- 31/ ">
<ResponseMet adat a>
<Request | d>d170b150- 33a8- 11df - 995a- 2d6f be836cc1</ Request | d>
</ ResponseMet adat a>
</ RenovePer ni ssi onResponse>
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SetEndpointAttributes

Description

The Set Endpoi nt At tri but es action sets the attributes for an endpoint for a device on one of the
supported push notification services, such as GCM and APNS. For more information, see Using Amazon
SNS Mobile Push Noatifications.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

Attributes.entry.N
A map of the endpoint attributes. Attributes in this map include the following:

e Cust omUser Dat a -- arbitrary user data to associate with the endpoint. SNS does not use this
data. The data must be in UTF-8 format and less than 2KB.

« Enabl ed -- flag that enables/disables delivery to the endpoint. Message Processor will set this to
false when a notification service indicates to SNS that the endpoint is invalid. Users can set it back
to true, typically after updating Token.

« Token -- device token, also referred to as a registration id, for an app and mobile device. This is
returned from the notification service when an app and mobile device are registered with the
notification service.

Type: String to String map

Required: Yes

EndpointArn
EndpointArn used for SetEndpointAttributes action.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404
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Sample Request

POST http://sns. us-west-2. amazonaws. com HTTP/ 1.1

Attributes.entry. 1. key=Cust omJser Dat a

&Act i on=Set Endpoi nt Attri but es

&Si gnat ur eMet hod=Hmac SHA256

&Attributes.entry. 1. val ue=My+cust omtuser dat a

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Endpoi nt Ar n=ar n¥8Aaws ¥8Asns¥BAus- west - 298A123456789012%3Aendpoi nt Y2 FGCMRZFgcm
pushapp¥2F5e3e9847- 3183- 3f 18- a7e8- 671c3a57d4b3

&Si gnat ur eVer si on=2

&Ver si on=2010- 03- 31

&Si gnat ur e=CFTG GOS5vgSU39%R2FZgv2h%@2FJdWr 2J QdDI Sr UU9k 38wSM/BD
&Ti mest anp=2013- 07- 01T22%8A56%8A45. 5827

Sample Response

HTTP/ 1.1 200 K
<Set Endpoi nt Attri but esResponse xm ns="http://sns. amazonaws. coni doc/ 2010- 03- 31/ ">

<ResponseMet adat a>
<Request | d>2f eObf c7- 3e85- 5ee5- a9e2- f 58b35e85f 6a</ Request | d>
</ ResponseMet adat a>
</ Set Endpoi nt Attri but esResponse>
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SetPlatformApplicationAttributes

Description

The Set Pl at f or mAppl i cati onAttri but es action sets the attributes of the platform application object
for the supported push notification services, such as APNS and GCM. For more information, see Using
Amazon SNS Mobile Push Notifications.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

Attributes.entry.N
A map of the platform application attributes. Attributes in this map include the following:

e Pl atfornCredential -- The credential received from the notification service. For
APNS/APNS_SANDBOX, PlatformCredential is "private key". For GCM, PlatformCredential is "API
key". For ADM, PlatformCredential is "client secret".

e Pl atfornPrincipal -- The principal received from the notification service. For
APNS/APNS_SANDBOX, PlatformPrincipal is "SSL certificate". For GCM, PlatformPrincipal is not
applicable. For ADM, PlatformPrincipal is “client id".

« Event Endpoi nt Cr eat ed -- Topic ARN to which EndpointCreated event notifications should be
sent.

« Event Endpoi nt Del et ed -- Topic ARN to which EndpointDeleted event notifications should be
sent.

* Event Endpoi nt Updat ed -- Topic ARN to which EndpointUpdate event notifications should be
sent.

e Event Del i veryFai | ure -- Topic ARN to which DeliveryFailure event notifications should be
sent upon Direct Publish delivery failure (permanent) to one of the application's endpoints.

Type: String to String map

Required: Yes

PlatformApplicationArn
PlatformApplicationArn for SetPlatformApplicationAttributes action.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.
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HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

POST http://sns.us-west-2. amazonaws. com HTTP/ 1.1

Attributes.entry. 1. key=Event Endpoi nt Cr eat ed&PI at f or mAppl i cati on

Ar n=ar n¥%8Aaws ¥8Asns ¥BAus- west - 2%8A123456789012%3Aapp¥2 FGCM/R2Fgcnmpushapp

&Act i on=Set Pl at f or mAppl i cati onAttri butes

&Si gnat ur eMet hod=Hmac SHA256

&Attributes. entry. 1. val ue=ar n%8Aaws ¥8Asns¥BAus- west - 2%38A123456789012%3At opi car n
&AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE

&Si gnat ur eVer si on=2

&Ver si on=2010- 03- 31

&Si gnat ur e=06L2TsWBj i H/2FGKDYuT8w4Noj Sr Tf 41 g2CKqGeJPhPT4%3D

&Ti mest anp=2013- 07- 01T22%3A53%3A17. 800Z

Sample Response

HTTP/ 1.1 200 K

<Set Pl at f or mAppl i cati onAttri but esResponse xm ns="http://sns. amazon
aws. com doc/ 2010- 03-31/" >
<ResponseMet adat a>
<Request | d>cf 577bcc- b3dc- 5463- 88f 1- 3180b9412395</ Request | d>
</ ResponseMet adat a>
</ Set Pl at f or mMAppl i cati onAttri but esResponse>
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SetSubscriptionAttributes

Description

The Set Subscri pti onAttri but es action allows a subscription owner to set an attribute of the topic
to a new value.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

AttributeName
The name of the attribute you want to set. Only a subset of the subscriptions attributes are mutable.

Valid values: Del i ver yPol i cy
Type: String

Required: Yes

AttributeValue
The new value for the attribute in JSON format.

Type: String

Required: No

SubscriptionArn
The ARN of the subscription to modify.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404
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Sample Request

The follow ng exanple sets the delivery policy to 5 total retries

http://sns. us-east-1. anazonaws. conf

?Attri buteVal ue={"heal thyRetryPolicy":{"nunRetries":5}}

&Subscri pti onAr n=ar n¥/8Aaws ¥8Asns¥BAus- east - 19%8A123456789012%3AMy- Top
i cCY8A80289ba6- 0f d4- 4079- af b4- ce8c8260f Oca

&At tri but eNane=Del i veryPol i cy

&Act i on=Set Subscri pti onAttri butes

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%38A00%8A00. 000Z

&AWSAccessKeyl d=( AWs Access Key 1d)

&Si gnat ur e=mQA3nJI %2BcmAl Y7r 8HCAr GEI SqPX5JAUGz F4y 0ORygEYBD

The JSON fornmat for the DeliveryPolicy AttributeValue (Iinebreaks added for

readability):
{
"heal thyRetryPol i cy":
{
"m nDel ayTarget": <int>,
"maxDel ayTarget": <int>,
"numRetries": <int>,
"numvaxDel ayRetri es": <int>,
"backof f Function": "<linear|arithmetic|geonetric|exponential >"
I
"throttl ePolicy":
{
"maxRecei vesPer Second": <int>
}

Sample Response

<Set Subscri ptionAttribut esResponse xm ns="http://sns. amazonaws. com doc/ 2010- 03-
31/">
<ResponseMet adat a>
<Request | d>a8763b99- 33a7- 11df - a9b7- 05d48da6f 042</ Request | d>
</ ResponseMet adat a>
</ Set Subscri pti onAttri but esResponse>
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SetTopicAttributes

Description

The Set Topi cAttri but es action allows a topic owner to set an attribute of the topic to a new value.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

AttributeName
The name of the attribute you want to set. Only a subset of the topic's attributes are mutable.

Valid values: Pol i cy | Di spl ayNane | Del i veryPol i cy
Type: String

Required: Yes

AttributeValue
The new value for the attribute.

Type: String

Required: No

TopicArn
The ARN of the topic to modify.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

APl Version 2010-03-31
55



Amazon Simple Notification Service API Reference
Examples

Examples

Sample Request

The followi ng exanple sets the DisplayNane attribute to MyTopi cNane

http://sns. us-east-1. anazonaws. conf

?Attri but eVal ue=MyTopi cNane

&Topi cAr n=ar n¥8Aaws ¥8Asns¥BAus- east - 1%8A123456789012%8AM/ - Topi c
&At t ri but eNane=Di spl ayName

&Act i on=Set Topi cAttri butes

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%8A00%8A00. 000Z

&AWSAccessKeyl d=( AW5s Access Key 1d)

&Si gnat ur e=mQA3nJI %2BcmAl Y7r 8HCAr GEI SqPX5JAUGz F4y 0ORygEYBD

The follow ng exanple sets the delivery policy to 5 total retries

http://sns. us-east-1. anazonaws. conf

?Attri buteVal ue={"http":{"defaul tHeal thyRetryPolicy": {"nunRetries":5}}}
&Topi cAr n=ar n¥8Aaws ¥8Asns¥BAus- east - 1%8A123456789012%8AM/ - Topi ¢

&At tri but eNane=Del i veryPol i cy

&Act i on=Set Topi cAttri butes

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%8A00%8A00. 000Z

&AWSAccessKeyl d=( AW5s Access Key 1d)

&Si gnat ur e=mQA3nJ| %2BcmAl Y7r 8HCAr GEI SqPX5JAUGz F4y 0ORygEYBD

The JSON fornmat for the DeliveryPolicy AttributeValue (Iinebreaks added for

readability):
{
"http": {
"def aul t Heal t hyRet ryPol i cy":
{
"m nDel ayTarget": <int>,

"maxDel ayTarget": <int>,
"nunRetries": <int>,
"numvaxDel ayRetries": <int>,
"backof f Function": "<linear|arithmetic|geonetric|exponential >"
}
"di sabl eSubscri pti onOverri des": <bool ean>,
"defaul t Throttl ePolicy":
{

"maxRecei vesPer Second": <int>

}

Sample Response
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<Set Topi cAttri but esResponse xm ns="http://sns. amazonaws. conf doc/ 2010-03-31/">
<ResponseMet adat a>
<Request | d>a8763b99- 33a7- 11df - a9b7- 05d48da6f 042</ Request | d>
</ ResponseMet adat a>
</ Set Topi cAttri but esResponse>

APl Version 2010-03-31
57




Amazon Simple Notification Service API Reference
Subscribe

Subscribe

Description

The Subscri be action prepares to subscribe an endpoint by sending the endpoint a confirmation message.
To actually create a subscription, the endpoint owner must call the Conf i r nSubscri pti on action with
the token from the confirmation message. Confirmation tokens are valid for three days.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

Endpoint
The endpoint that you want to receive notifications. Endpoints vary by protocol:

For the ht t p protocol, the endpoint is an URL beginning with "http://"

For the ht t ps protocol, the endpoint is a URL beginning with "https://"

For the emai | protocol, the endpoint is an email address

For the emai | - j son protocol, the endpoint is an email address

For the sns protocol, the endpoint is a phone number of an SMS-enabled device

For the sqs protocol, the endpoint is the ARN of an Amazon SQS queue

For the appl i cat i on protocol, the endpoint is the EndpointArn of a mobile app and device.

Type: String

Required: No

Protocol
The protocol you want to use. Supported protocols include:

ht t p -- delivery of JSON-encoded message via HTTP POST

ht t ps -- delivery of JSON-encoded message via HTTPS POST

emai | -- delivery of message via SMTP

emai | - j son -- delivery of JSON-encoded message via SMTP

sms -- delivery of message via SMS

sqgs -- delivery of JSON-encoded message to an Amazon SQS queue

appl i cati on -- delivery of JSON-encoded message to an EndpointArn for a mobile app and
device.

Type: String

Required: Yes

TopicArn
The ARN of the topic you want to subscribe to.

Type: String

Required: Yes

Response Elements

The following element is returned in a structure named Subscri beResul t.
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SubscriptionArn
The ARN of the subscription, if the service was able to create a subscription immediately (without
requiring endpoint owner confirmation).

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

SubscriptionLimitExceeded
Indicates that the customer already owns the maximum allowed number of subscriptions.

HTTP Status Code: 403

Examples

Sample Request

http://sns. us-east-1. anazonaws. conf

?Topi cAr n=ar n¥8Aaws ¥8Asns%BAus- east - 1%38A123456789012%3AMy- Topi ¢
&Endpoi nt =exanpl e%0anmazon. com

&Pr ot ocol =enai |

&Act i on=Subscri be

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%3A00%8A00. 000Z

&AWBAccessKeyl d=( AW5s Access Key | D)

&Si gnat ur e=1%2FeGaDphxXq%2Fa89x6HvKh%@2Fc 1yLGXzuhS7vS2Ms| ToDM/BD
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Sample Response

<Subscri beResponse xm ns="http://sns. anazonaws. coni doc/ 2010- 03- 31/ ">
<Subscri beResul t >
<Subscri pti onArn>pendi ng confirnmati on</ Subscri pti onArn>
</ Subscri beResul t >
<ResponseMet adat a>
<Request | d>al169c¢740- 3766- 11df - 8963- 01868b7c937a</ Request | d>
</ ResponseMet adat a>
</ Subscri beResponse>

APl Version 2010-03-31
60




Amazon Simple Notification Service API Reference
Unsubscribe

Unsubscribe

Description

The Unsubscri be action deletes a subscription. If the subscription requires authentication for deletion,
only the owner of the subscription or the topic's owner can unsubscribe, and an AWS signature is required.
If the Unsubscr i be call does not require authentication and the requester is not the subscription owner,
a final cancellation message is delivered to the endpoint, so that the endpoint owner can easily resubscribe
to the topic if the Unsubscri be request was unintended.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 73).

SubscriptionArn
The ARN of the subscription to be deleted.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 75).

AuthorizationError
Indicates that the user has been denied access to the requested resource.

HTTP Status Code: 403

InternalError
Indicates an internal service error.

HTTP Status Code: 500

InvalidParameter
Indicates that a request parameter does not comply with the associated constraints.

HTTP Status Code: 400

NotFound
Indicates that the requested resource does not exist.

HTTP Status Code: 404

Examples

Sample Request

http://sns. us-east-1. amazonaws. conf
?Subscri pti onAr n=ar n¥%8Aaws ¥8Asns¥3Aus- east - 1%3A123456789012%3AM/- Top
i C¥%B8A80289ha6- 0f d4- 4079- af b4- ce8c8260f Oca
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&Act i on=Unsubscri be

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%8A00%8A00. 000Z

&AWBAccessKeyl d=( AW5s Access Key | D)

&Si gnat ur e=e8| whPzuWeM/PDVr N7j Uvxasd3W2LuC8x6r E23VCv8%3D

Sample Response

<Unsubscri beResponse xm ns="http://sns. amazonaws. com doc/ 2010- 03-31/" >
<ResponseMet adat a>
<Request | d>18e0ac39- 3776- 11df - 84c0- b93cc1666b84</ Request | d>
</ ResponseMet adat a>
</ Unsubscri beResponse>
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Data Types

The Amazon Simple Notification Service API contains several data types that various actions use. This
section describes each data type in detail.

Note
The order of each element in the response is not guaranteed. Applications should not assume
a particular order.

The following data types are supported:

¢ ConfirmSubscriptionResult (p. 64)

¢ CreatePlatformApplicationResult (p. 64)

» CreatePlatformEndpointResult (p. 64)

¢ CreateTopicResult (p. 65)

« Endpoint (p. 65)

¢ GetEndpointAttributesResult (p. 65)

* GetPlatformApplicationAttributesResult (p. 66)
¢ GetSubscriptionAttributesResult (p. 66)

« GetTopicAttributesResult (p. 67)

¢ ListEndpointsByPlatformApplicationResult (p. 67)
« ListPlatformApplicationsResult (p. 68)

¢ ListSubscriptionsByTopicResult (p. 68)

« ListSubscriptionsResult (p. 69)

¢ ListTopicsResult (p. 69)

« PlatformApplication (p. 69)

¢ PublishResult (p. 70)

¢ SubscribeResult (p. 70)

e Subscription (p. 71)

« Topic (p. 71)
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ConfirmSubscriptionResult

Description

Response for ConfirmSubscriptions action.

Contents

SubscriptionArn
The ARN of the created subscription.

Type: String

Required: No

CreatePlatformApplicationResult

Description

Response from CreatePlatformApplication action.

Contents

PlatformApplicationArn
PlatformApplicationArn is returned.

Type: String

Required: No

CreatePlatformEndpointResult

Description

Response from CreateEndpoint action.

Contents

EndpointArn
EndpointArn returned from CreateEndpoint action.

Type: String

Required: No
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CreateTopicResult

Description

Response from CreateTopic action.

Contents

TopicArn
The Amazon Resource Name (ARN) assigned to the created topic.

Type: String

Required: No

Endpoint

Description

Endpoint for mobile app and device.

Contents

Attributes
Attributes for endpoint.

Type: String to String map

Required: No

EndpointArn
EndpointArn for mobile app and device.

Type: String

Required: No

GetEndpointAttributesResult

Description

Response from GetEndpointAttributes of the EndpointArn.

Contents

Attributes
Attributes include the following:
e Cust omJser Dat a -- arbitrary user data to associate with the endpoint. SNS does not use this
data. The data must be in UTF-8 format and less than 2KB.
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« Enabl ed -- flag that enables/disables delivery to the endpoint. Message Processor will set this to
false when a natification service indicates to SNS that the endpoint is invalid. Users can set it back
to true, typically after updating Token.

¢ Token -- device token, also referred to as a registration id, for an app and mobile device. This is
returned from the notification service when an app and mobile device are registered with the
notification service.

Type: String to String map

Required: No

GetPlatformApplicationAttributesResult

Description

Response for GetPlatformApplicationAttributes action.

Contents

Attributes
Attributes include the following:

« Event Endpoi nt Cr eat ed -- Topic ARN to which EndpointCreated event notifications should be

sent.

« Event Endpoi nt Del et ed -- Topic ARN to which EndpointDeleted event notifications should be
sent.

« Event Endpoi nt Updat ed -- Topic ARN to which EndpointUpdate event notifications should be
sent.

¢ Event Del i ver yFai | ur e -- Topic ARN to which DeliveryFailure event notifications should be
sent upon Direct Publish delivery failure (permanent) to one of the application's endpoints.

Type: String to String map

Required: No

GetSubscriptionAttributesResult

Description

Response for GetSubscriptionAttributes action.

Contents

Attributes
A map of the subscription's attributes. Attributes in this map include the following:

e Subscri pti onArn -- the subscription's ARN
« Topi cArn -- the topic ARN that the subscription is associated with
¢ Oaner -- the AWS account ID of the subscription's owner

e Confirmati onWasAut henti cat ed -- true if the subscription confirmation request was
authenticated
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Del i veryPol i cy -- the JSON serialization of the subscription's delivery policy

Ef f ecti veDel i veryPol i cy -- the JSON serialization of the effective delivery policy that takes
into account the topic delivery policy and account system defaults

Type: String to String map

Required: No

GetTopicAttributesResult

Description

Response for GetTopicAttributes action.

Contents

Attributes
A map of the topic's attributes. Attributes in this map include the following:

Topi cAr n -- the topic's ARN
Onner -- the AWS account ID of the topic's owner
Pol i cy -- the JSON serialization of the topic's access control policy

Di spl ayNane -- the human-readable name used in the "From" field for notifications to email and
email-json endpoints

Subscri pti onsPendi ng -- the number of subscriptions pending confirmation on this topic
Subscri pti onsConfi r ned -- the number of confirmed subscriptions on this topic
Subscri pti onsDel et ed -- the number of deleted subscriptions on this topic

Del i veryPol i cy -- the JSON serialization of the topic's delivery policy

Ef f ecti veDel i veryPol i cy -- the JSON serialization of the effective delivery policy that takes
into account system defaults

Type: String to String map

Required: No

ListEndpointsByPlatformApplicationResult

Description

Response for ListEndpointsByPlatformApplication action.

Contents

Endpoints
Endpoints returned for ListEndpointsByPlatformApplication action.

Type: Endpoint (p. 65) list

Required: No
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NextToken
NextToken string is returned when calling ListEndpointsByPlatformApplication action if additional
records are available after the first page results.
Type: String

Required: No

ListPlatformApplicationsResult

Description

Response for ListPlatformApplications action.

Contents

NextToken
NextToken string is returned when calling ListPlatformApplications action if additional records are
available after the first page results.
Type: String

Required: No

PlatformApplications
Platform applications returned when calling ListPlatformApplications action.

Type: PlatformApplication (p. 69) list

Required: No

ListSubscriptionsByTopicResult

Description

Response for ListSubscriptionsByTopic action.

Contents

NextToken
Token to pass along to the next Li st Subscri pti onsByTopi ¢ request. This element is returned

if there are more subscriptions to retrieve.
Type: String

Required: No

Subscriptions
A list of subscriptions.

Type: Subscription (p. 71) list

Required: No
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ListSubscriptionsResult
Description

Contents

NextToken
Token to pass along to the next Li st Subscri pti ons request. This element is returned if there are

more subscriptions to retrieve.
Type: String

Required: No

Subscriptions
A list of subscriptions.

Type: Subscription (p. 71) list

Required: No

ListTopicsResult

Description

Response for ListTopics action.

Contents

NextToken
Token to pass along to the next Li st Topi cs request. This element is returned if there are additional

topics to retrieve.
Type: String

Required: No

Topics
A list of topic ARNSs.

Type: Topic (p. 71) list

Required: No

PlatformApplication

Description

Platform application object.
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Contents

Attributes
Attributes for platform application object.

Type: String to String map

Required: No

PlatformApplicationArn
PlatformApplicationArn for platform application object.

Type: String

Required: No

PublishResult

Description

Response for Publish action.

Contents

Messageld
Unique identifier assigned to the published message.

Length Constraint: Maximum 100 characters
Type: String

Required: No

SubscribeResult

Description

Response for Subscribe action.

Contents

SubscriptionArn
The ARN of the subscription, if the service was able to create a subscription immediately (without

requiring endpoint owner confirmation).

Type: String

Required: No
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Subscription

Description

A wrapper type for the attributes of an SNS subscription.

Contents

Endpoint
The subscription's endpoint (format depends on the protocol).

Type: String

Required: No

Owner
The subscription's owner.

Type: String

Required: No

Protocol
The subscription's protocol.

Type: String

Required: No

SubscriptionArn
The subscription's ARN.

Type: String

Required: No

TopicArn
The ARN of the subscription's topic.

Type: String

Required: No

Topic

Description

A wrapper type for the topic's Amazon Resource Name (ARN). To retrieve a topic's attributes, use
Get Topi cAttri butes.

Contents

TopicArn
The topic's ARN.

Type: String
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Required: No
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Common Parameters

This section lists the request parameters that all actions use. Any action-specific parameters are listed
in the topic for the action.

Action
The action to be performed.

Default: None
Type: string

Required: Yes
AuthParams
The parameters that are required to authenticate a Conditional request. Contains:
e AWSAccessKeylD
¢ SignatureVersion
¢ Timestamp
¢ Signature

Default: None

Required: Conditional
AWSAccessKeyld
The access key ID that corresponds to the secret access key that you used to sign the request.

Default: None
Type: string

Required: Yes

Expires
The date and time when the request signature expires, expressed in the format
YYYY-MM-DDThh:mm:ssZ, as specified in the ISO 8601 standard.
Condition: Requests must include either Timestamp or Expires, but not both.
Default: None

Type: string
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Required: Conditional

SecurityToken
The temporary security token that was obtained through a call to AWS Security Token Service. For
a list of services that support AWS Security Token Service, go to Using Temporary Security Credentials
to Access AWS in Using Temporary Security Credentials.

Default: None
Type: string

Required: No
Signature

The digital signature that you created for the request. For information about generating a signature,
go to the service's developer documentation.

Default: None
Type: string

Required: Yes

SignatureMethod
The hash algorithm that you used to create the request signature.

Default: None
Type: string
Valid Values: HracSHA256 | HmacSHAL

Required: Yes

SignatureVersion

The signature version you use to sign the request. Set this to the value that is recommended for your
service.

Default: None
Type: string

Required: Yes

Timestamp

The date and time when the request was signed, expressed in the format YYYY-MM-DDThh:mm:ssZ,
as specified in the ISO 8601 standard.

Condition: Requests must include either Timestamp or Expires, but not both.
Default: None
Type: string

Required: Conditional

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Default: None
Type: string

Required: Yes
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400

InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403

InvalidParameterCombination
Parameters that must not be used together were used together.

HTTP Status Code: 400

InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.

HTTP Status Code: 400

InvalidQueryParameter
AWS query string is malformed, does not adhere to AWS standards.

HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.

HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.
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HTTP Status Code: 400

MissingAuthenticationToken
Request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or more
than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date stamp
on the request is more than 15 minutes in the future.

HTTP Status Code: 400

ServiceUnavailable
The request has failed due to a temporary failure of the server.

HTTP Status Code: 503

Throttling
Request was denied due to request throttling.

HTTP Status Code: 400
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