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Welcome

AWS Database Migration Service (AWS DMS) can migrate your data to and from the most widely used
commercial and open-source databases such as Oracle, PostgreSQL, Microsoft SQL Server, Amazon
Redshift, MariaDB, Amazon Aurora, MySQL, and SAP Adaptive Server Enterprise (ASE). The service
supports homogeneous migrations such as Oracle to Oracle, as well as heterogeneous migrations
between different database platforms, such as Oracle to MySQL or SQL Server to PostgreSQL.

This document was last published on December 9, 2016.

API Version 2016-01-01
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Actions

The following actions are supported:

¢ AddTagsToResource (p. 4)

* CreateEndpoint (p. 6)

¢ CreateReplicationinstance (p. 10)

¢ CreateReplicationSubnetGroup (p. 16)
¢ CreateReplicationTask (p. 20)

¢ DeleteCertificate (p. 25)

¢ DeleteEndpoint (p. 27)

¢ DeleteReplicationinstance (p. 30)

¢ DeleteReplicationSubnetGroup (p. 34)
¢ DeleteReplicationTask (p. 36)

¢ DescribeAccountAttributes (p. 38)

¢ DescribeCertificates (p. 40)

« DescribeConnections (p. 42)

¢ DescribeEndpoints (p. 45)

¢ DescribeEndpointTypes (p. 48)

¢ DescribeOrderableReplicationinstances (p. 51)
¢ DescribeRefreshSchemasStatus (p. 57)
¢ DescribeReplicationinstances (p. 59)

¢ DescribeReplicationSubnetGroups (p. 63)
¢ DescribeReplicationTasks (p. 66)

¢ DescribeSchemas (p. 70)

¢ DescribeTableStatistics (p. 73)

¢ ImportCertificate (p. 77)

¢ ListTagsForResource (p. 79)

¢ ModifyEndpoint (p. 81)

¢ ModifyReplicationinstance (p. 85)

¢ ModifyReplicationSubnetGroup (p. 91)
« ModifyReplicationTask (p. 94)

¢ RefreshSchemas (p. 97)

¢« RemoveTagsFromResource (p. 99)

API Version 2016-01-01
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¢ StartReplicationTask (p. 101)
* StopReplicationTask (p. 104)
¢ TestConnection (p. 107)

API Version 2016-01-01
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AddTagsToResource

AddTagsToResource

Adds metadata tags to a DMS resource, including replication instance, endpoint, security group, and
migration task. These tags can also be used with cost allocation reporting to track cost associated with
DMS resources, or used in a Condition statement in an IAM policy for DMS.

Request Syntax

{
"ResourceArn": "string",
"Tags": [
{
"Key": "string",
"Val ue": "string"
}
]
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

ResourceArn (p. 4)
The Amazon Resource Name (ARN) of the AWS DMS resource the tag is to be added to. AWS
DMS resources include a replication instance, endpoint, and a replication task.

Type: String
Required: Yes

Tags (p. 4)
The tag to be assigned to the DMS resource.
Type: array of Tag (p. 131) objects
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

API Version 2016-01-01
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Example

POST / HTTP/ 1.1
Host: dns. <regi on>. <donmai n>
x-ane-Date: <Date>
Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =<Cr edenti al >,
Si gnedHeader s=cont ent t ype; dat e; host ; user - agent ; x- ane- dat e; x- ane-t ar get ; x-
anmen-requestid, Si gnat ur e=<Si gnat ur e>
User - Agent: <User Agent String>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive
X- Anz- Target: AmazonDMSv20160101. AddTagsToResour ce

{
"ResourceArn":"arn: aws: dns: us- east -
1:152683116123: r ep: PWEBBEUNOLU7VEB2OHTEH4| 4GQ',
"Tags": |
{
"Key": " CostCenter",
"Val ue":"1234"
}
]
}

Sample Response

Enpt y

API Version 2016-01-01
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CreateEndpoint

CreateEndpoint

Creates an endpoint using the provided settings.

Request Syntax

"CertificateArn": "string",
" Dat abaseNane": "string",
"Endpointldentifier": "string",
"Endpoi nt Type": "string",
"Engi neNane": "string",
"ExtraConnectionAttributes": "string",
"KnsKeyl d": "string",
"Password": "string",
"Port": nunber,
"ServerNane": "string",
"Ssl Mode": "string",
"Tags": [
{
"Key": "string",
"Val ue": "string"
}
I,

"Usernanme": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

CertificateArn (p. 6)
The Amazon Resource Number (ARN) for the certificate.
Type: String
Required: No
DatabaseName (p. 6)
The name of the endpoint database.
Type: String
Required: No
Endpointldentifier (p. 6)

The database endpoint identifier. Identifiers must begin with a letter; must contain only ASCII
letters, digits, and hyphens; and must not end with a hyphen or contain two consecutive hyphens.

Type: String
Required: Yes
EndpointType (p. 6)
The type of endpoint.
Type: String
Valid Values: source | target
Required: Yes

API Version 2016-01-01
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Response Syntax

EngineName (p. 6)
The type of engine for the endpoint. Valid values include MYSQL, ORACLE, POSTGRES,
MARIADB, AURORA, REDSHIFT, SYBASE, and SQLSERVER.

Type: String
Required: Yes

ExtraConnectionAttributes (p. 6)
Additional attributes associated with the connection.
Type: String
Required: No

KmsKeyld (p. 6)
The KMS key identifier that will be used to encrypt the connection parameters. If you do not
specify a value for the KmsKeyld parameter, then AWS DMS will use your default encryption key.
AWS KMS creates the default encryption key for your AWS account. Your AWS account has a
different default encryption key for each AWS region.

Type: String
Required: No
Password (p. 6)
The password to be used to login to the endpoint database.
Type: String
Required: No
Port (p. 6)
The port used by the endpoint database.
Type: Integer
Required: No
ServerName (p. 6)
The name of the server where the endpoint database resides.
Type: String
Required: No
SsIMode (p. 6)
The SSL mode to use for the SSL connection.
SSL mode can be one of four values: none, require, verify-ca, verify-full.
The default value is none.
Type: String
Valid Values: none | require | verify-ca | verify-full
Required: No
Tags (p. 6)
Tags to be added to the endpoint.
Type: array of Tag (p. 131) objects
Required: No
Username (p. 6)
The user name to be used to login to the endpoint database.
Type: String
Required: No

Response Syntax

"Endpoi nt": {
"CertificateArn": "string",

API Version 2016-01-01
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Response Elements

"Dat abaseNane": "string",

"Endpoi nt Arn": "string",
"Endpointldentifier": "string",
"Endpoi nt Type": "string",

"Engi neNane": "string",
"ExtraConnectionAttributes": "string",
"KnsKeyl d": "string",

"Port": nunber,

"ServerNane": "string",
"Ssl Mode": "string",
"Status": "string",
"Usernanme": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Endpoint (p. 7)
The endpoint that was created.
Type: Endpoint (p. 115) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

AccessDeniedFault
AWS DMS was denied access to the endpoint.

HTTP Status Code: 400

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400

KMSKeyNotAccessibleFault
AWS DMS cannot access the KMS key.

HTTP Status Code: 400

ResourceAlreadyExistsFault
The resource you are attempting to create already exists.

HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

ResourceQuotaExceededFault
The quota for this resource quota has been exceeded.

HTTP Status Code: 400

Example

Sample Request

API Version 2016-01-01
8




AWS Database Migration Service API Reference
Example

POST / HTTP/ 1.1
Host: dns. <regi on>. <donmai n>
x-ane-Date: <Date>
Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =<Cr edenti al >,
Si gnedHeader s=cont ent t ype; dat e; host ; user - agent ; x- ane- dat e; x- ane-t ar get ; x-
anmen-requestid, Si gnat ur e=<Si gnat ur e>
User - Agent: <User Agent String>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive
X- Anz- Target: AmazonDMSv20160101. Cr eat eEndpoi nt

"Endpoi ntldentifier":"test-endpoint-1",
" Endpoi nt Type": "source”,

Engi neNane": "nysql ",

"User nane": "user nane",

"Passwor d": " password",

"ServerNane": "t est-source. cxl n7i yxx1l 0. us-west - 2. rds. anazonaws. conf ,
" Port": 3306,

" Dat abaseNane": "",

"ExtraConnectionAttributes":"",

"KmsKeyl d":"",

"Tags": |

{

n Keyu : ,
n Val ueu : wn

Sample Response

HTTP/ 1.1 200 K
X-anzn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Date>
{
"Endpoi nt": {
"User nanme": "user nane",
"Status":"active",
"Endpoi nt Arn": "arn: aws: dis: us- east -
1: 152683116123: endpoi nt : RAAR3SR22XSH46 S3PW.C3NJAVKM' ,
"Server Nane": "t est-source. cxl n7i yxx1l 0. us-west - 2. rds. anazonaws. cont',
" Endpoi nt Type": " SOURCE",
"KmsKeyl d": "arn: aws: kns: us- east-1: 152683116123: key/ 4dc17316- 5543-
4ded- ble3-d53a7cf b411d",
"Engi neNanme": "nysql ",
"Endpoi ntldentifier":"test-endpoint-1",
"Port": 3306

API Version 2016-01-01
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CreateReplicationinstance

CreateReplicationinstance

Creates the replication instance using the specified parameters.

Request Syntax

“Al'l ocat edSt orage": nunber,
" Aut oM nor Ver si onUpgr ade": bool ean,
"Avail abilityZone": "string",
"Engi neVersion": "string",
"KnsKeyl d": "string",
“Mul ti AZ": bool ean,
" Pref erredMai nt enanceW ndow': "string",
"Publicl yAccessi bl e": bool ean,
"ReplicationlnstanceC ass": "string",
"Replicationlnstanceldentifier": "string",
"Repl i cationSubnet Goupldentifier": "string",
"Tags": [
{ .
"Key": "string",
“Val ue": "string"
}
]

pcSecurityGouplds": [ "string" ]

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

AllocatedStorage (p. 10)
The amount of storage (in gigabytes) to be initially allocated for the replication instance.
Type: Integer
Required: No

AutoMinorVersionUpgrade (p. 10)

Indicates that minor engine upgrades will be applied automatically to the replication instance
during the maintenance window.

Default: t rue
Type: Boolean
Required: No
AvailabilityZone (p. 10)
The EC2 Availability Zone that the replication instance will be created in.
Default: A random, system-chosen Availability Zone in the endpoint's region.
Example: us- east - 1d
Type: String
Required: No
EngineVersion (p. 10)
The engine version number of the replication instance.
Type: String

API Version 2016-01-01
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Request Parameters

Required: No
KmsKeyld (p. 10)

The KMS key identifier that will be used to encrypt the content on the replication instance. If you do
not specify a value for the KmsKeyld parameter, then AWS DMS will use your default encryption
key. AWS KMS creates the default encryption key for your AWS account. Your AWS account has
a different default encryption key for each AWS region.

Type: String
Required: No
MultiAZ (p. 10)

Specifies if the replication instance is a Multi-AZ deployment. You cannot set the
Avai | abi | i t yZone parameter if the Multi-AZ parameter is settot r ue.

Type: Boolean
Required: No
PreferredMaintenanceWindow (p. 10)
The weekly time range during which system maintenance can occur, in Universal Coordinated
Time (UTC).
Format: ddd: hh24: mi - ddd: hh24: mi

Default: A 30-minute window selected at random from an 8-hour block of time per region, occurring
on a random day of the week.

Valid Days: Mon, Tue, Wed, Thu, Fri, Sat, Sun
Constraints: Minimum 30-minute window.
Type: String
Required: No

PubliclyAccessible (p. 10)

Specifies the accessibility options for the replication instance. A value of t r ue represents an
instance with a public IP address. A value of f al se represents an instance with a private IP
address. The default value is t r ue.

Type: Boolean
Required: No
ReplicationinstanceClass (p. 10)

The compute and memory capacity of the replication instance as specified by the replication
instance class.

Valid Values: dns.t2. micro | dns.t2.snall | dns.t2. medium| dns.t2.large |
dns.c4.large | dns.c4.xlarge | dms.c4.2xlarge | dns. c4. 4xl arge

Type: String
Required: Yes
Replicationinstanceldentifier (p. 10)
The replication instance identifier. This parameter is stored as a lowercase string.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
¢ First character must be a letter.
« Cannot end with a hyphen or contain two consecutive hyphens.
Example: myr epi nst ance
Type: String
Required: Yes
ReplicationSubnetGroupldentifier (p. 10)
A subnet group to associate with the replication instance.
Type: String
Required: No

API Version 2016-01-01
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Response Syntax

Tags (p. 10)
Tags to be associated with the replication instance.
Type: array of Tag (p. 131) objects
Required: No

VpcSecurityGrouplds (p. 10)

Specifies the VPC security group to be used with the replication instance. The VPC security group
must work with the VPC containing the replication instance.

Type: array of Strings
Required: No

Response Syntax

"Replicationlnstance": {
"Al'l ocat edSt orage": number,
" Aut oM nor Ver si onUpgr ade": bool ean,
"Avail abi l'ityZone": "string",
"Engi neVersion": "string",
"I nstanceCreateTi ne": nunber,
"KnmsKeyl d": "string",
"Multi AZ": bool ean,
" Pendi nghodi fi edVval ues": {
"Al'l ocat edSt orage": nunber,

"Engi neVersion": "string",
"Ml ti AZ": bool ean,
"ReplicationlnstanceC ass": "string"

}

Pr ef erredMai nt enanceW ndow': "string",
"Publicl yAccessi bl e": bool ean,

"ReplicationlnstanceArn": "string",
"ReplicationlnstanceC ass": "string",
"Replicationlnstanceldentifier": "string",
"ReplicationlnstancePrivatel pAddress": "string",
"ReplicationlnstancePrivatel pAddresses": [ "string" ],
"ReplicationlnstancePublicl pAddress": "string",
"ReplicationlnstancePublicl pAddresses": [ "string" ],
"ReplicationlnstanceStatus": "string",

"ReplicationSubnet G oup": {
"Repl i cati onSubnet GroupDescri ption": "string",

"Repl i cationSubnet Goupldentifier": "string",
"Subnet GroupStatus": "string",
"Subnets": [

{

"Subnet Avai |l abi lityZone": {
"Nane": "string"

b
"Subnetldentifier": "string",
"Subnet Status": "string"
}
1,
"Vpcld": "string"
I
"Secondar yAvai |l abi lityZone": "string",
"VpcSecurityG oups": |

{

"Status": "string",
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"VpcSecurityGoupld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Replicationinstance (p. 12)
The replication instance that was created.
Type: Replicationinstance (p. 120) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

AccessDeniedFault
AWS DMS was denied access to the endpoint.
HTTP Status Code: 400
InsufficientResourceCapacityFault
There are not enough resources allocated to the database migration.
HTTP Status Code: 400
InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.
HTTP Status Code: 400
InvalidSubnet
The subnet provided is invalid.
HTTP Status Code: 400
KMSKeyNotAccessibleFault
AWS DMS cannot access the KMS key.
HTTP Status Code: 400
ReplicationSubnetGroupDoesNotCoverEnoughAZs

The replication subnet group does not cover enough Availability Zones (AZs). Edit the replication
subnet group and add more AZs.

HTTP Status Code: 400
ResourceAlreadyExistsFault

The resource you are attempting to create already exists.

HTTP Status Code: 400
ResourceNotFoundFault

The resource could not be found.

HTTP Status Code: 400
ResourceQuotaExceededFault

The quota for this resource quota has been exceeded.

HTTP Status Code: 400
StorageQuotaExceededFault

The storage quota has been exceeded.

HTTP Status Code: 400

API Version 2016-01-01
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Example

Sample Request

POST / HTTP/ 1.1

Host: dns. <r egi on>. <domai n>

X-ane- Dat e: <Dat e>

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user - agent ; x- ane- dat e; x- ane-t ar get ; x-

anen-requestid, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent Stri ng>

Cont ent - Type: application/x-ane-json-1.1

Cont ent - Lengt h: <Payl oadSi zeByt es>

Connecti on: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Cr eat eRepl i cati onl nst ance

{
"Replicationlnstanceldentifier":"test-rep-1",
"Al'l ocat edSt orage": 5,
"ReplicationlnstanceC ass":"dms.t2. mcro",
"Avail abilityZone":"",
"Repl i cationSubnet G oupldentifier":"default",
" Pr ef err edMai nt enanceW ndow": " ",
"Engi neVersion":"1.5.0",
" Aut oM nor Ver si onUpgr ade": true,

"Tags": [
{
"Key":"",
"Val ue":""
}
|
"KrmsKeyl d":"",

"Publicl yAccessi bl e":true

Sample Response

HTTP/ 1.1 200 OK
X-anzn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Dat e>
{
"Replicationlnstance":{
"PubliclyAccessible":true,
"ReplicationlnstanceArn":"arn: aws: dns: us- east -
1:152683116123: r ep: PWEBBEUNOLU7VEB2OHTEH4| 4CQ',
"Replicationlnstanced ass":"dnms.t2.mcro",
"ReplicationSubnet Group":{
"Repl i cati onSubnet GroupDescri ption":"default",
"Subnets": [
{

"Subnet St atus": " Active",
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"Subnet | dentifier":"subnet-f6dd9laf",
"Subnet Avai | abi | ityZone":{
"Nane":"us-east-1d"

}
}s
{
"Subnet St atus": " Active",
"Subnet | dentifier":"subnet-3605751d",
" Subnet Avai | abi | ityZone":{
"Nane":"us-east-1b"
}
}s
{
"Subnet St atus": " Active",
"Subnet | dentifier":"subnet-c2daefb5",
"Subnet Avai | abi | ityZone":{
"Name": " us-east-1c"
}
}s
{
"Subnet St atus": " Active",
"Subnet | dentifier":"subnet-85e90ch8",
" Subnet Avai | abi | ityZone":{
"Name": " us-east-1le"
}
}

1.
"Vpcld":"vpc-6741a603",

" Subnet GroupSt at us": " Conpl et e",
"Repl i cationSubnet Groupldentifier":"default"

}

ut oM nor Ver si onUpgr ade": true,
"ReplicationlnstanceStatus": "creating",
"KmsKeyl d": "arn: aws: kns: us- east - 1: 152683116123: key/ 4dc17316- 5543-
4ded- ble3-d53a7cf b411d",
"Al'l ocat edSt orage": 5,
"Engi neVersion":"1.5.0",
"Replicationlnstanceldentifier":"test-rep-1",
"Pr ef err edMai nt enanceW ndow": "sun: 06: 00- sun: 14: 00",
"Pendi nghbdi fi edVval ues": {

}
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CreateReplicationSubnetGroup

Creates a replication subnet group given a list of the subnet IDs in a VPC.

Request Syntax

{
"Repl i cati onSubnet GroupDescri ption": "string",
"Repl i cationSubnet Goupldentifier": "string",
"Subnetlds": [ "string" ],
"Tags": [
{
"Key": "string",
"Val ue": "string"
}
]
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

ReplicationSubnetGroupDescription (p. 16)
The description for the subnet group.

Type: String
Required: Yes
ReplicationSubnetGroupldentifier (p. 16)
The name for the replication subnet group. This value is stored as a lowercase string.

Constraints: Must contain no more than 255 alphanumeric characters, periods, spaces,
underscores, or hyphens. Must not be "default".

Example: mySubnet gr oup
Type: String
Required: Yes

Subnetlds (p. 16)
The EC2 subnet IDs for the subnet group.

Type: array of Strings
Required: Yes

Tags (p. 16)
The tag to be assigned to the subnet group.
Type: array of Tag (p. 131) objects
Required: No

Response Syntax

"Repl i cationSubnet Goup": {
"Repl i cati onSubnet G oupDescription": "string",
"ReplicationSubnet Groupldentifier": "string",
"Subnet GroupSt atus": "string",
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"Subnets": [

"Subnet Avai | abi | ityZone": {
"Nanme": "string"
}
"Subnetldentifier": "string",
"Subnet St atus": "string"
}
]

pcld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ReplicationSubnetGroup (p. 16)
The replication subnet group that was created.

Type: ReplicationSubnetGroup (p. 124) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

AccessDeniedFault
AWS DMS was denied access to the endpoint.
HTTP Status Code: 400
InvalidSubnet
The subnet provided is invalid.
HTTP Status Code: 400
ReplicationSubnetGroupDoesNotCoverEnoughAZs

The replication subnet group does not cover enough Availability Zones (AZs). Edit the replication
subnet group and add more AZs.

HTTP Status Code: 400
ResourceAlreadyExistsFault
The resource you are attempting to create already exists.
HTTP Status Code: 400
ResourceNotFoundFault
The resource could not be found.
HTTP Status Code: 400
ResourceQuotaExceededFault
The quota for this resource quota has been exceeded.
HTTP Status Code: 400

Example

Sample Request

API Version 2016-01-01
17



AWS Database Migration Service API Reference
Example

POST / HITP/ 1.1
Host: dns. <regi on>. <donmai n>
x-ane-Date: <Date>
Aut hori zation: AWS4- HVAC- SHA256 Credenti al =<Cr edenti al >,
Si gnedHeader s=cont ent t ype; dat e; host ; user - agent ; x- ane- dat e; x- ane-t ar get ; x-
anmen-requestid, Si gnat ur e=<Si gnat ur e>
User - Agent: <User Agent String>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive
X- Anz- Target: AnmazonDMSv20160101. Cr eat eRepl i cati onSubnet Gr oup
{
"Repl i cationSubnet Groupl dentifier":"test-subnet-group"”,
"Repl i cati onSubnet GroupDescri ption":"dns testing",
"Subnetl ds": [
"subnet - f 6dd9laf ",
"subnet - 3605751d",
"subnet - c2daef b5"

]

"Tags": |
{
"Key":"",
"Val ue":""
}

Sample Response

HTTP/ 1.1 200 OK
X-anezn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Date>

"Repl i cati onSubnet Group": {
"ReplicationSubnet GroupDescription":"dns testing",
"Subnets": [
{
"Subnet St atus": " Active",
"Subnetldentifier":"subnet-f6dd9laf",
"Subnet Avai | abi | ityZone": {
"Nane": "us- east - 1d"

}
b
{
"Subnet Status":"Active",
"Subnet |l dentifier":"subnet-3605751d",
"Subnet Avai | abi | ityZone": {
"Nanme": "us-east - 1b"
}
b
{

"Subnet Status":"Active",
"Subnet |l dentifier":"subnet-c2daef b5",
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"Subnet Avai | abi | ityZone": {
"Name": "us-east - 1c"
}

}

pcl d": "vpc-6741a603",
" Subnet GroupSt at us": " Conpl et e",
"ReplicationSubnet Groupldentifier":"test-subnet-group"

]
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CreateReplicationTask

Creates a replication task using the specified parameters.

Request Syntax

"CdcStartTi ne": nunber,
"M grationType": "string",
"ReplicationlnstanceArn": "string",
"ReplicationTaskl dentifier": "string",
"ReplicationTaskSettings": "string",
" Sour ceEndpoi nt Arn": "string",
" Tabl eMappi ngs": "string",
"Tags": [
{
"Key": "string",
"Val ue": "string"
}
]

" Tar get Endpoi nt Arn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

CdcStartTime (p. 20)
The start time for the Change Data Capture (CDC) operation.
Type: Timestamp
Required: No
MigrationType (p. 20)
The migration type.
Type: String
Valid Values: full-load | cdc | full-Ioad-and-cdc
Required: Yes
ReplicationinstanceArn (p. 20)
The Amazon Resource Name (ARN) of the replication instance.
Type: String
Required: Yes
ReplicationTaskldentifier (p. 20)
The replication task identifier.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
« First character must be a letter.
¢ Cannot end with a hyphen or contain two consecutive hyphens.
Type: String
Required: Yes
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ReplicationTaskSettings (p. 20)

Settings for the task, such as target metadata settings. For a complete list of task settings, see
Task Settings for AWS Database Migration Service Tasks.

Type: String
Required: No
SourceEndpointArn (p. 20)
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.
Type: String
Required: Yes
TableMappings (p. 20)
The path of the JSON file that contains the table mappings. Preceed the path with "file://".
For example, --table-mappings file://mappingfile.json
Type: String
Required: Yes
Tags (p. 20)
Tags to be added to the replication instance.
Type: array of Tag (p. 131) objects
Required: No
TargetEndpointArn (p. 20)
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.
Type: String
Required: Yes

Response Syntax

"ReplicationTask": {

"Last Fai | ureMessage": "string",
"M grationType": "string",
"ReplicationlnstanceArn": "string",
"ReplicationTaskArn": "string",
"ReplicationTaskCreationDate": numnber,
"ReplicationTaskldentifier": "string",
"ReplicationTaskSettings": "string",
"ReplicationTaskStartDate": number,
"ReplicationTaskStats": ({

"El apsedTimreM | | i s": nunber,

"Ful | LoadProgressPercent": nunber,

"Tabl esErrored": nunber,

"Tabl esLoaded": nunber,

"Tabl esLoadi ng": nunber,

"Tabl esQueued": numnber

}

our ceEndpoi nt Arn": "string",
"Status": "string",
" St opReason": "string",
"Tabl eMappi ngs": "string",
"Tar get Endpoi nt Arn": "string"
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ReplicationTask (p. 21)
The replication task that was created.

Type: ReplicationTask (p. 125) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400
KMSKeyNotAccessibleFault
AWS DMS cannot access the KMS key.
HTTP Status Code: 400
ResourceAlreadyExistsFault
The resource you are attempting to create already exists.
HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

ResourceQuotaExceededFault
The quota for this resource quota has been exceeded.

HTTP Status Code: 400

Example

Sample Request

POST / HTTP/ 1.1
Host: dns. <regi on>. <donmai n>
x-ane-Date: <Date>
Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =<Cr edenti al >,
Si gnedHeader s=cont ent t ype; dat e; host ; user - agent ; x- anz- dat e; x- ane-t ar get ; x-
anmen-requestid, Si gnat ur e=<Si gnat ur e>
User - Agent: <User Agent String>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive
X- Anz- Target: AmazonDMSv20160101. Creat eRepl i cati onTask
{
"ReplicationTaskldentifier":"taskl",
" Sour ceEndpoi nt Arn": "arn: aws: dns: us- east - 1:
152683116123: endpoi nt : RZZKAEZWsUANC7 Y3P4E776WHBE" ,
"Tar get Endpoi nt Arn": "arn: aws: dns: us- east - 1:
152683116123: endpoi nt : GVBUJQXJZASXWHTWCLN2WNTS57E" ,
"ReplicationlnstanceArn":"arn: aws: dns: us- east - 1:
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152683116123 r ep: 6USOU366XFJUWATDIGBCIS3VI Q'
"M grationType":"full-1oad",
"Tabl eMappi ngs":"file:////home/ apurvap/tabl e- mappi ngs.j son",

"ReplicationTaskSettings":"",
"CdcStartTine":null,

"Tags": |
{
"Key":"",
"Val ue":""
}

Sample Response

HTTP/ 1.1 200 OK
X-anezn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Date>

"ReplicationTask": {
" Sour ceEndpoi nt Arn": "arn: aws: dns: us-
east-1:152683116123: endpoi nt : RZZKAEZWSUANC7 Y3P4E7 76 VWHBE" ,
"ReplicationTaskldentifier":"taskl",
"ReplicationlnstanceArn": "arn: aws: dns: us-
east-1:152683116123: r ep: 6USOU366 XFJUWATDIGBCIS3VI Q'
"Tabl eMappi ngs":"{\ n \"Tabl eMappi ngs\": [
\n {\n \"Type\": \"Include\",\n \"SourceSchema\": \"/\" \n
\"SourceTable\": \"/\"\n
I\n J\n}\n\n",
"Status":"creating",
"ReplicationTaskArn":"arn: aws: dms: us-
east-1:152683116123: t ask: OEAVB3NXSTZ6LFYZFEPPBBXPYM',
"ReplicationTaskCreationDate": 1457658407. 492,
"M grationType":"full-1oad",
"Tar get Endpoi nt Arn": "arn: aws: dns: us-
east-1:152683116123: endpoi nt : GVBUIJQXJIZASXWHTWCLN2WNT57E" ,
"ReplicationTaskSettings":"{\"Target Metadata\":
{\"Target Scherma\":\"\",\" SupportLobs\":true,\"Ful | LobMode\":
true,\"LobChunkSi ze\": 64,\"Li m tedSi zeLobMode\":
fal se,\"LobMaxSi ze\": 0},\"Ful | LoadSettings\":{
\"Ful | LoadEnabl ed\": true,
\ " Appl yChangesEnabl ed\ ": f al se,
\ " Tar get Tabl ePr epMode\ ": \ " DROP_AND_CREATE\",
\"Creat ePkAfterFul | Load\": fal se,
\ " St opTaskCachedChangesAppl i ed\": f al se,
\ " St opTaskCachedChangesNot Appl i ed\ ": f al se,
\ "ResuneEnabl ed\ ": f al se,
\ " ResunmeM nTabl eSi ze\ ": 100000,
\ "ResunmeOnl yCl ust er edPKTabl es\ ": true,
\ " MaxFul | LoadSubTasks\": 8,
\"Transacti onConsi st encyTi neout\": 600,
\ " Conmi t Rat e\ ": 10000
},
\"Loggi ng\": {

API Version 2016-01-01
23




AWS Database Migration Service API Reference
Example

\ "Enabl eLoggi ng\": fal se
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DeleteCertificate

Deletes the specified certificate.

Request Syntax

"CertificateArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

CertificateArn (p. 25)
The Amazon Resource Name (ARN) of the deleted certificate.

Type: String
Required: Yes

Response Syntax

"Certificate": {
"CertificateArn": "string",
"CertificateCreationDate": nunber,
"Certificateldentifier": "string",
"CertificateOwer": "string",
"CertificatePent: "string",
"CertificateWallet": blob,
"KeyLengt h": nunber,
"Si gni ngAl gorithn: "string",
"Val i dFronDat e": nunber,
"Val i dToDat e": nunber

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Certificate (p. 25)
The Secure Sockets Layer (SSL) certificate.

Type: Certificate (p. 113) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.
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HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400
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DeleteEndpoint

Deletes the specified endpoint.

Note
All tasks associated with the endpoint must be deleted before you can delete the endpoint.

Request Syntax

"Endpoi nt Arn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

EndpointArn (p. 27)
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.

Type: String
Required: Yes

Response Syntax

"Endpoi nt": {
"CertificateArn": "string",
"Dat abaseNanme": "string",
"Endpoi nt Arn": "string",
"Endpointldentifier": "string",
"Endpoi nt Type": "string",
"Engi neNane": "string",
"ExtraConnectionAttributes": "string",
"KnmsKeyl d": "string",
"Port": nunber,
"Server Nane": "string",
"Ssl| Mbde": "string",
"Status": "string",
"Usernanme": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Endpoint (p. 27)
The endpoint that was deleted.
Type: Endpoint (p. 115) object
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

POST / HTTP/1.1

Host: dns. <r egi on>. <domai n>

x-ane- Dat e: <Dat e>

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =<Cr edenti al >,
Si gnedHeader s=cont ent t ype; dat e; host ; user - agent ; x- ane- dat e; x- ane-t ar get ; x-

anen-requestid, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent Stri ng>

Cont ent - Type: application/x-ane-json-1.1

Cont ent - Lengt h: <Payl oadSi zeByt es>

Connecti on: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Del et eEndpoi nt

{

"Endpoi nt Arn": "arn:aws:dms: us- east -

1: 152683116123: endpoi nt : RAAR3R22XSH46 S3PW.C3NJ AVKM'
}

Sample Response

HTTP/ 1.1 200 OK
X-anzn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Dat e>
{
"Endpoi nt": {
"User nane": "user nane",
"Status":"del eting",
"Endpoi nt Arn": "arn: aws: dis: us- east -
1: 152683116123: endpoi nt : RAAR3SR22XSH46 S3PW.C3NJAVKM' ,
" Server Nane": "apurvap- sour ce. cxl n7i yxx1l o. us- west -
2. rds. amazonaws. cont',
"Endpoi nt Type": " TARCET",
"KmsKeyl d": "arn: aws: kns: us- east - 1: 152683116123: key/ 4dc17316- 5543-
4ded- ble3-d53a7cf b411d",
"ExtraConnectionAttributes": "parall el LoadThr eads=1",
"Engi neNane": "nysql ",
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"Endpoi ntldentifier":"test-endpoint-1",
"Port": 3306
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DeleteReplicationinstance

Deletes the specified replication instance.

Note
You must delete any migration tasks that are associated with the replication instance before
you can delete it.

Request Syntax

"ReplicationlnstanceArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

ReplicationinstanceArn (p. 30)
The Amazon Resource Name (ARN) of the replication instance to be deleted.

Type: String
Required: Yes

Response Syntax

"Replicationlnstance": {
"Al'l ocat edSt orage": number,
" Aut oM nor Ver si onUpgr ade": bool ean,
"Avail abi lityZone": "string",
"Engi neVersion": "string",
"I nstanceCreateTi ne": nunber,
"KnsKeyl d": "string",
"Multi AZ": bool ean,
" Pendi nghodi fi edVval ues": {
"Al'l ocat edSt orage": nunber,

"Engi neVersion": "string",
"Mul ti AZ": bool ean,
"ReplicationlnstanceC ass": "string"

}

Pr ef erredMai nt enanceW ndow': "string",
"Publicl yAccessi bl e": bool ean,

"ReplicationlnstanceArn": "string",
"ReplicationlnstanceC ass": "string",
"Replicationlnstanceldentifier": "string",
"ReplicationlnstancePrivatel pAddress": "string",
"ReplicationlnstancePrivatel pAddresses": [ "string" ],
"ReplicationlnstancePublicl pAddress": "string",
"ReplicationlnstancePublicl pAddresses": [ "string" ],
"ReplicationlnstanceStatus": "string",

"Repl i cationSubnet G oup": {
"Repl i cati onSubnet GroupDescri ption": "string",
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"Replicati onSubnet G oupldentifier": "string",
"Subnet GroupStatus": "string",
"Subnets": [

{

"Subnet Avai | abi lityZone": {
"Name": "string"

b
"Subnetldentifier": "string",
"Subnet Status": "string"
}
1.
"Vpcld": "string"
}s
"Secondar yAvai |l abi | i tyZone": "string",
"VpcSecurityGoups": [
{
"Status": "string",

"VpcSecurityGoupld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ReplicationIinstance (p. 30)
The replication instance that was deleted.

Type: Replicationinstance (p. 120) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

POST / HITP/ 1.1
Host: dns. <regi on>. <donmai n>
x-ane-Date: <Date>
Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =<Cr edenti al >,
Si gnedHeader s=cont ent t ype; dat e; host ; user - agent ; x- anz- dat e; x- ane-t ar get ; x-
anmen-requesti d, Si gnat ur e=<Si gnat ur e>
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User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1

Cont ent - Lengt h: <Payl oadSi zeByt es>

Connection: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Del et eRepl i cati onl nst ance
{
"ReplicationlnstanceArn": "arn:aws:dms: us-east-
1: 152683116123: r ep: PMEBBEUNOLU7VEB2COHTEH4| 430

}

Sample Response

HTTP/ 1.1 200 OK
X-anezn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Date>

"Replicationlnstance":{
"Avail abilityZone": "us-east-1c",
"ReplicationlnstancePrivatel pAddress":"172. 31. 15. 23",
"ReplicationlnstanceArn":"arn: aws: dns: us- east -
1:152683116123: r ep: PWEBBEUNOLU7VEB2OHTEH41 4GQ",
"Replicationlnstanced ass":"dns.t2.small",
"ReplicationSubnet Group":{
"Repl i cati onSubnet GroupDescri ption":"default",
"Subnets": [
{
"Subnet St at us": " Acti ve",
"Subnet | dentifier":"subnet-f6dd9laf",
" Subnet Avai | abi | ityZone":{
"Name": "us- east - 1d"

}
b,
{
"Subnet St atus": " Active",
"Subnet | dentifier":"subnet-3605751d",
" Subnet Avai | abi | ityZone":{
"Nane":"us-east-1b"
}
b,
{
"Subnet St atus": " Active",
"Subnet | dentifier":"subnet-c2daefb5",
"Subnet Avai | abi | ityZone":{
"Nanme": "us-east-1c"
}
b,
{
"Subnet St atus": " Active",
"Subnet | dentifier":"subnet-85e90ch8",
"Subnet Avai | abi | ityZone":{
"Nanme": " us-east-1le"
}
}
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"Vpcld":"vpc-6741a603",
" Subnet GroupSt at us": " Conpl et e",
"Repl i cationSubnet Groupldentifier":"default"

}

ut oM nor Ver si onUpgr ade": true,

"ReplicationlnstanceStatus": "del eting",
"KmsKeyl d": "arn: aws: kns: us- east - 1: 152683116123: key/ 4dc17316- 5543-

4ded- ble3-d53a7cf b411d",
"l nstanceCreat eTi me": 1457645140. 38,
"ReplicationlnstancePublicl pAddress":"52. 87.94. 254",
"Al'l ocat edSt orage": 5,
"Engi neVersion":"1.5.0",
"Replicationlnstanceldentifier":"test-rep-1",
"PubliclyAccessible":true,
"Pr ef err edMai nt enanceW ndow": "sun: 06: 00- sun: 14: 00",
"Pendi nghbdi fi edVval ues": {

}
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DeleteReplicationSubnetGroup

Deletes a subnet group.

Request Syntax

"ReplicationSubnet Goupldentifier": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

ReplicationSubnetGroupldentifier (p. 34)
The subnet group name of the replication instance.

Type: String
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.
HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

POST / HITP/ 1.1
Host: dns. <regi on>. <donmai n>
x-ane-Date: <Date>
Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =<Cr edenti al >,
Si gnedHeader s=cont ent t ype; dat e; host ; user - agent ; x- anz- dat e; x- ane-t ar get ; x-
anmen-requestid, Si gnat ur e=<Si gnat ur e>
User - Agent : <User Agent Stri ng>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive
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X- Anz- Target: AnmazonDMSv20160101. Del et eRepl i cati onSubnet G oup
{

"ReplicationSubnet Groupldentifier": "test-subnet-group"

}

Sample Response

Enpt y
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DeleteReplicationTask

Deletes the specified replication task.

Request Syntax

"ReplicationTaskArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

ReplicationTaskArn (p. 36)
The Amazon Resource Name (ARN) of the replication task to be deleted.

Type: String
Required: Yes

Response Syntax

"ReplicationTask": {

"Last Fai | ureMessage": "string",
"M grationType": "string",
"ReplicationlnstanceArn": "string",
"ReplicationTaskArn": "string",
"ReplicationTaskCreationDate": number,
"ReplicationTaskldentifier": "string",
"ReplicationTaskSettings": "string",
"ReplicationTaskStartDate": number,
"ReplicationTaskStats": ({

"El apsedTimreM | | i s": nunber,

"Ful | LoadProgressPercent": nunber,

"Tabl esErrored": nunber,

"Tabl esLoaded": nunber,

"Tabl esLoadi ng": nunber,

"Tabl esQueued": nunber

Sour ceEndpoi nt Arn": "string",
"Status": "string",

" St opReason": "string",

"Tabl eMappi ngs": "string",
"Tar get Endpoi nt Arn": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
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ReplicationTask (p. 36)
The deleted replication task.

Type: ReplicationTask (p. 125) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.
HTTP Status Code: 400
ResourceNotFoundFault
The resource could not be found.
HTTP Status Code: 400
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DescribeAccountAttributes

Lists all of the AWS DMS attributes for a customer account. The attributes include AWS DMS quotas
for the account, such as the number of replication instances allowed. The description for a quota
includes the quota name, current usage toward that quota, and the quota's maximum value.

This command does not take any parameters.

Response Syntax

{
"Account Quot as": [
{
" Account Quot aNanme": "string",
"Max": nunber,
"Used": nunber
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AccountQuotas (p. 38)
Account quota information.

Type: array of AccountQuota (p. 111) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

Example

Sample Request

POST / HITP/ 1.1

Host: dns. <regi on>. <donmai n>

x-ane-Date: <Date>

Aut hori zation: AWS4- HVAC- SHA256

Credenti al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent Stri ng>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Descri beAccount Attri butes
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Sample Response

HTTP/ 1.1 200 K
X-anmen- Request | d:
Cont ent - Type:
Cont ent - Lengt h:

Date: <Date>
{
" Account Quot as": [

{
" Max": 20,
" Account Quot aNane" :
"Used": 12

}

{
" Max": 10000,
" Account Quot aNane" :
"Used": 6339

}

{
" Max": 20,
" Account Quot aNane" :
"Used": 5

}

{
" Max": 20,
" Account Quot aNane" :
"Used": 4

}

{
"Max": 100,
" Account Quot aNane" :
"Used": 10

}

{
" Max": 200,
" Account Quot aNane" :
"Used": 2

}

{
" Max": 20,
" Account Quot aNane" :
"Used": 8

}

<Request | d>
appl i cation/ x-ane-json-1.1
<Payl oadSi zeByt es>

"Replicationl nstances",

"Al'l ocat edSt or age",

"Repl i cati onSubnet G oups”,

" Subnet sPer Repl i cati onSubnet G- oup",

"Endpoi nts",

"ReplicationTasks",

" Endpoi nt sPer | nst ance",
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DescribeCertificates

Provides a description of the certificate.

Request Syntax

{
"Filters": [
{
"Name": "string",
"Values": [ "string" ]
}
1.
"Marker": "string",
"MaxRecords": nunber
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

Filters (p. 40)
Filters applied to the certificate described in the form of key-value pairs.
Type: array of Filter (p. 117) objects
Required: No

Marker (p. 40)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords (p. 40)
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 10
Type: Integer
Required: No

Response Syntax

"Certificates": [
{

"CertificateArn": "string",
"CertificateCreationDate": nunber,
"Certificateldentifier": "string",
"CertificateOwmer": "string",
"CertificatePent: "string",
"CertificateWallet": bl ob,
"KeyLengt h": nunber,
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"Signi ngAl gorithn: "string",
"Val i dFronDat e": nunber,
"Val i dToDat e": nunber
}
]

Mar ker": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Certificates (p. 40)
The Secure Sockets Layer (SSL) certificates associated with the replication instance.

Type: array of Certificate (p. 113) objects

Marker (p. 40)
The pagination token.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

API Version 2016-01-01
41




AWS Database Migration Service API Reference
DescribeConnections

DescribeConnections

Describes the status of the connections that have been made between the replication instance and an
endpoint. Connections are created when you test an endpoint.

Request Syntax

{
"Filters": [
{
"Name": "string",
"Values": [ "string" ]
}
|
"Marker": "string",
"MaxRecords": nunber
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

Filters (p. 42)
The filters applied to the connection.
Valid filter names: endpoint-arn | replication-instance-arn
Type: array of Filter (p. 117) objects
Required: No
Marker (p. 42)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords (p. 42)
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Syntax

{
"Connections": [
{
"Endpoi nt Arn": "string",
"Endpoi ntldentifier": "string",
"Last Fai | ureMessage": "string",
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"ReplicationlnstanceArn": "string",
"Replicationlnstanceldentifier": "string",
"Status": "string"

}
]

Mar ker": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Connections (p. 42)
A description of the connections.

Type: array of Connection (p. 114) objects

Marker (p. 42)
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400
Example

Sample Request

POST / HITP/ 1.1
Host: dns. <regi on>. <donmai n>
x-ane-Date: <Date>
Aut hori zati on: AWS4- HVAC- SHA256
Credent i al =<Cr edenti al >,
Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>
User - Agent: <User Agent String>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive
X- Anz- Target: AmazonDMSv20160101. Descri beConnecti ons
{
"Filters":[
{
"Nane": " endpoi nt-arn",
"Val ues": [
"arn:aws: dms: us- east -
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1:152683116123: endpoi nt : RZZKAEZWs UANC7 Y3P4E776WHBE"
]
}
1.
"MaxRecords": 0,
"Mar ker":""

Sample Response

HTTP/ 1.1 200 K

X-anzn- Request | d: <Request | d>

Cont ent - Type: application/x-ane-json-1.1

Cont ent - Lengt h: <Payl oadSi zeByt es>

Dat e: <Date>

{

"Connections": |
{
"Status":"successful",
"Replicationlnstanceldentifier":"akshayl",
"Endpoi nt Arn": "arn: aws: dns: us- east -

1: 152683116123: endpoi nt : RZZKAEZWSUANC7 Y3P4E776\WWHBE" ,
"Endpoi ntldentifier":"akssrcl",
"ReplicationlnstanceArn":"arn: aws: dns: us- east -

1: 152683116123: r ep: 6USOU366XFJUNATDIGBCIS3VI Q'

}
]
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DescribeEndpoints

Returns information about the endpoints for your account in the current region.

Request Syntax

{
"Filters": [
{
“Name": "string",
"Val ues": [ "string" ]
}
|
“Marker": "string",
"MaxRecords": nunber
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

Filters (p. 45)
Filters applied to the describe action.
Valid filter names: endpoint-arn | endpoint-type | endpoint-id | engine-name
Type: array of Filter (p. 117) objects
Required: No
Marker (p. 45)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords (p. 45)
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Syntax

"Endpoi nts": [
{
"CertificateArn": "string",
"Dat abaseNane": "string",
"Endpoi nt Arn": "string",
"Endpointldentifier": "string",
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"Endpoi nt Type": "string",

"Engi neNane": "string",
"ExtraConnectionAttributes": "string",
"KnsKeyl d": "string",

"Port": nunber,

"ServerNane": "string",
"Ssl Mode": "string",
"Status": "string",
"Usernanme": "string"

}
]

Mar ker": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Endpoints (p. 45)

Endpoint description.

Type: array of Endpoint (p. 115) objects
Marker (p. 45)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400
Example

Sample Request

POST / HTTP/ 1.1

Host: dns. <regi on>. <donmai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credent i al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- ane- dat e; x- ane-t ar get ; x- angn-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Descri beEndpoi nt s
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{
"Filters":[
{
"Nane": " endpoi nt-type",
"Val ues": [
"source"
]
}
1,
"MaxRecords": 0,
"Narker":""
}

Sample Response

HTTP/ 1.1 200 OK
X-anzn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>

Dat e: <Date>
{
"Endpoi nts": [
{

"User name": "dns",

"Status":"active",

"Endpoi nt Arn": "arn: aws: dns: us- east -
1:152683116123: endpoi nt : SFLP3SJ| H D2WOFLWY2 OKWKVEE" ,

"Server Nane": "ec2-52- 32- 48- 61. us- west - 2. conput e. amazonaws. cont',

"Endpoi nt Type": " SOURCE",

"KnsKeyl d": "arn: aws: kns: us-east-1: 152683116123: key/ 945c4e7d-
4dec4- 44be- b58a- c8a7adf 57dcd",

" Dat abaseNane": "sbtest",

"Engi neName": "nmysql ",

"Endpoi ntldentifier":"pri 100",

"Port":8193

"User name": "adm n",

"Status":"active",

"Endpoi nt Arn": "arn: aws: dns: us- east -
1: 152683116123: endpoi nt : TITI2JZCl H3CWFR4AVC32WEJRU4"

"Server Name": "test.oracl e. cont',

"Endpoi nt Type": " SOURCE",

"KmsKeyl d": "arn: aws: kms: us- east - 1: 152683116123: key/ 24021b31-
f21c- 4a2d- b772- 59bce32a9e43",

" Dat abaseNane": " ORCL",

"Engi neName": "or acl e",

"Endpoi ntldentifier":"test",

"Port": 1521
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DescribeEndpointTypes

Returns information about the type of endpoints available.

Request Syntax

{
"Filters": [
{
"Nanme": "string",
"Values": [ "string" ]
}
1,
“Marker": "string",
"MaxRecor ds": nunber
}

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

Filters (p. 48)
Filters applied to the describe action.
Valid filter names: engine-name | endpoint-type
Type: array of Filter (p. 117) objects
Required: No
Marker (p. 48)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords (p. 48)

The maximum number of records to include in the response. If more records exist than the
specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Syntax

"Marker": "string",
" Support edEndpoi nt Types": [
{
"Endpoi nt Type": "string",
"Engi neNane": "string",
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" SupportsCDC': bool ean

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Marker (p. 48)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
SupportedEndpointTypes (p. 48)
The type of endpoints that are supported.
Type: array of SupportedEndpointType (p. 129) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

Example

Sample Request

POST / HTTP/ 1.1

Host: dns. <regi on>. <donmai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credenti al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent Stri ng>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AnmazonDMBv20160101. Descri beEndpoi nt Types

{
"Filters":[
{
"Nane": " endpoi nt-type",
"Val ues": [
"source"
]
}
I,
"MaxRecords": 0,
" ’\mr ker " : nn
}
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Sample Response

HTTP/ 1.1 200 K
x-anmen- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Dat e>

{
" Support edEndpoi nt Types": [

{
"Engi neNane": "mysql ",
" SupportsCDC': true,
"Endpoi nt Type": "source"

I8

{
"Engi neNane": "oracl e",
" SupportsCDC': true,
"Endpoi nt Type": "source"

I8

{
"Engi neNane": " post gres”,
" SupportsCDC': true,
"Endpoi nt Type": "source"

I8

{
"Engi neNane": "aurora",
" SupportsCDC': true,
"Endpoi nt Type": "source"

I8

{
"Engi neNane": " mari adb",
" SupportsCDC': true,
"Endpoi nt Type": "source"

I8

{
"Engi neNane": "sql server",
" SupportsCDC': true,
"Endpoi nt Type": "source"

}

]
}
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DescribeOrderableReplicationinstances

Returns information about the replication instance types that can be created in the specified region.

Request Syntax

"Marker": "string",
"MaxRecords": nunber

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

Marker (p. 51)
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.
Type: String
Required: No

MaxRecords (p. 51)
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Syntax

{
"Marker": "string",
"Orderabl eRepl i cationlnstances": [
{
"Defaul t Al'l ocat edSt orage": nunber,
"Engi neVersion": "string",
"I ncl udedAl | ocat edSt orage": nunber,
"MaxAl | ocat edSt orage": nunber,
"M nAl | ocat edSt orage": nunber,
"ReplicationlnstanceC ass": "string",
"StorageType": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
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Marker (p. 51)
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
OrderableReplicationinstances (p. 51)
The order-able replication instances available.

Type: array of OrderableReplicationinstance (p. 118) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

Example

Sample Request

POST / HTTP/1.1

Host: dns. <r egi on>. <domai n>

x-ane- Dat e: <Dat e>

Aut hori zati on: AWS4- HVAC- SHA256

Credenti al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -

agent ; x- ane- dat e; x- ane-t ar get ; x- anzn-

requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent Stri ng>

Content - Type: application/x-ane-json-1.1

Cont ent - Lengt h: <Payl oadSi zeByt es>

Connecti on: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Descri beOr der abl eRepl i cati onl nst ances
{
"MaxRecords": O,
“Marker": ""

}

Sample Response

HTTP/ 1.1 200 OK
X-anezn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Dat e>

"Orderabl eRepl i cationl nstances": [
{

" St orageType": "gp2",
"ReplicationlnstanceC ass": "dns. c4. 2xl ar ge",
"Engi neVersion":"1.3.0",
"I ncl udedAl | ocat edSt or age": 100,
"Defaul t Al'l ocat edSt orage": 100,
"M nAl | ocat edSt or age": 5,
"MaxAl | ocat edSt or age": 6144
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" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.3.0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t Al'l ocat edSt orage": 100,
"M nAl | ocat edSt orage": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.3.0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t Al'l ocat edSt orage": 100,
"M nAl | ocat edSt or age": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.3.0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t All ocat edSt orage": 100,
"M nAl | ocat edSt or age": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.3.0",

"I ncl udedAl | ocat edSt or age": 50,
"Defaul t Al'l ocat edSt or age": 50,
"M nAl | ocat edSt orage": 5,
"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.3.0",

"I ncl udedAl | ocat edSt or age": 50,
"Defaul t Al'l ocat edSt or age": 50,
"M nAl | ocat edSt orage": 5,
"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.3.0",

"I ncl udedAl | ocat edSt or age": 50,
"Defaul t Al'l ocat edSt or age": 50,
"M nAl | ocat edSt orage": 5,
"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.3.0",
"I ncl udedAl | ocat edSt or age": 50,

c4.

c4.

c4.

t2.

t2.

t2.

t2.

4x| ar ge",

| arge",

x| arge",

| arge",

medi unt',

mcro",

smal | ",
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"Defaul t Al'l ocat edSt or age": 50,
"M nAl | ocat edSt orage": 5,
"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.4.0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t All ocat edSt orage": 100,
"M nAl | ocat edSt or age": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.4.0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t All ocat edSt orage": 100,
"M nAl | ocat edSt or age": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.4.0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t Al'l ocat edSt orage": 100,
"M nAl | ocat edSt orage": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.4.0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t All ocat edSt orage": 100,
"M nAl | ocat edSt or age": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.4.0",

"I ncl udedAl | ocat edSt or age": 50,
"Defaul t Al'l ocat edSt or age": 50,
"M nAl | ocat edSt or age": 5,
"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.4.0",

"I ncl udedAl | ocat edSt or age": 50,
"Defaul t Al'l ocat edSt or age": 50,
"M nAl | ocat edSt orage": 5,
"MaxAl | ocat edSt or age": 6144

c4.

c4.

c4.

c4.

t2.

t2.

2xl arge",

4x| ar ge",

| arge",

x| arge",

| arge",

medi unt',
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" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.4.0",

"I ncl udedAl | ocat edSt or age": 50,
"Defaul t Al'l ocat edSt or age": 50,
"M nAl | ocat edSt or age": 5,
"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.4.0",

"I ncl udedAl | ocat edSt or age": 50,
"Defaul t Al'l ocat edSt or age": 50,
"M nAl | ocat edSt orage": 5,
"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.5.0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t Al'l ocat edSt orage": 100,
"M nAl | ocat edSt or age": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.5.0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t Al'l ocat edSt orage": 100,
"M nAl | ocat edSt or age": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.5. 0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t Al'l ocat edSt orage": 100,
"M nAl | ocat edSt or age": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.5.0",

"I ncl udedAl | ocat edSt or age": 100,
"Defaul t All ocat edSt orage": 100,
"M nAl | ocat edSt or age": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dns.

"Engi neVersion":"1.5.0",
"I ncl udedAl | ocat edSt or age": 50,
"Defaul t Al'l ocat edSt or age": 50,

t2.

t2.

c4.

c4.

c4.

c4.

t2.

mcro",

smal | ",

2xl arge",

4x| ar ge",

| arge",

x| arge",

| arge",
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"M nAl | ocat edSt or age": 5,
"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"Replicationlnstanced ass": "dms.t2. medi unt',
"Engi neVersion":"1.5. 0",

"I ncl udedAl | ocat edSt or age": 50,

"Defaul t Al'l ocat edSt or age": 50,

"M nAl | ocat edSt orage": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"ReplicationlnstanceC ass":"dnms.t2. mcro",
"Engi neVersion":"1.5.0",

"I ncl udedAl | ocat edSt or age": 50,

"Defaul t Al'l ocat edSt or age": 50,

"M nAl | ocat edSt or age": 5,

"MaxAl | ocat edSt or age": 6144

" St orageType": "gp2",

"ReplicationlnstanceC ass":"dnms.t2.smal | ",
"Engi neVersion":"1.5.0",

"I ncl udedAl | ocat edSt or age": 50,

"Defaul t Al'l ocat edSt or age": 50,

"M nAl | ocat edSt orage": 5,

"MaxAl | ocat edSt or age": 6144
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DescribeRefreshSchemasStatus

Returns the status of the RefreshSchemas operation.

Request Syntax

"Endpoi nt Arn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

EndpointArn (p. 57)
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.

Type: String
Required: Yes

Response Syntax

"RefreshSchemasSt at us": {
"Endpoi nt Arn": "string",
"Last Fai | ureMessage": "string",
"Last Ref reshDat e": nunber,
"ReplicationlnstanceArn": "string",
"Status": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

RefreshSchemasStatus (p. 57)
The status of the schema.

Type: RefreshSchemasStatus (p. 119) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.
HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.
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HTTP Status Code: 400

Example

Sample Request

POST / HTTP/ 1.1

Host: dns. <regi on>. <donmai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credenti al =<Cr edent i al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -

agent ; x- ane- dat e; x- ane-t ar get ; x- anen-

requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1

Cont ent - Lengt h: <Payl oadSi zeByt es>

Connection: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Descri beRef r eshSchenmasSt at us
{
"Endpoi nt Arn": "arn:aws: dms: us- east -

1: 152683116123: endpoi nt : WKBULDZKUDQZI HPOUUSEH34EMJ*

}

Sample Response

HTTP/ 1.1 200 K
X-anezn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Date>
{
"RefreshSchemasSt at us": {
"Status":"successful ",
"Last Ref reshDat e": 1457659238. 93,
"Endpoi nt Arn": "arn: aws: dis: us- east -
1: 152683116123: endpoi nt : WKBULDZKUDQZI HPOUUSEH34EMJ" ,
"ReplicationlnstanceArn":"arn: aws: dns: us- east -
1: 152683116123: r ep: 6USOU366XFJUNATDIGBCIS3VI Q'
}
}
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DescribeReplicationinstances

Returns information about replication instances for your account in the current region.

Request Syntax

{
"Filters": [
{
"Name": "string",
"Values": [ "string" ]
}
|
"Marker": "string",
"MaxRecords": nunber
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

Filters (p. 59)
Filters applied to the describe action.
Valid filter names: replication-instance-arn | replication-instance-id | replication-instance-class |
engine-version
Type: array of Filter (p. 117) objects
Required: No
Marker (p. 59)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords (p. 59)
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Syntax

"Marker": "string",
"Replicationlnstances": [
{
"Al'l ocat edSt orage": nunber,
" Aut oM nor Ver si onUpgr ade": bool ean,
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"Avail abi lityZone": "string",

"Engi neVersion": "string",

"I nstanceCreateTi nme": nunber,

"KnsKeyl d": "string",

"Ml ti AZ": bool ean,

"Pendi nghodi fi edVal ues": {
"Al'l ocat edSt orage": numnber,

"Engi neVersion": "string",
"Mul ti AZ": bool ean,
"Replicationlnstanced ass": "string"

}

Pr ef erredMai nt enanceW ndow': "string",
"Publicl yAccessi bl e": bool ean,

"ReplicationlnstanceArn": "string",
"ReplicationlnstanceC ass": "string",
"Replicationlnstanceldentifier": "string",
"ReplicationlnstancePrivatel pAddress": "string",
"ReplicationlnstancePrivatel pAddresses": [ "string" ],
"ReplicationlnstancePublicl pAddress": "string",
"ReplicationlnstancePublicl pAddresses”": [ "string" ],
"ReplicationlnstanceStatus": "string",

"Repl i cationSubnet Group": {
"ReplicationSubnet GroupDescription": "string",

"ReplicationSubnet Groupldentifier": "string",
"Subnet GroupSt atus": "string",
"Subnets": [

{

" Subnet Avai | abi lityZone": {
"Nanme": "string"

},
"Subnetldentifier": "string",
"Subnet Status": "string"
}
1.
"Vpcld": "string"
b
"Secondar yAvai |l abi lityZone": "string",
"VpcSecurityGoups": [
{
"Status": "string",
"VpcSecurityG oupld": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Marker (p. 59)
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
ReplicationIinstances (p. 59)
The replication instances described.

API Version 2016-01-01
60




AWS Database Migration Service API Reference
Errors

Type: array of ReplicationInstance (p. 120) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

POST / HITP/ 1.1
Host: dns. <regi on>. <domai n>
x-ane-Date: <Date>
Aut hori zati on: AWS4- HVAC- SHA256
Credenti al =<Cr edenti al >,
Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- anez- dat e; x- ane-t ar get ; x- anzn-
requesti d, Si gnat ur e=<Si gnat ur e>
User - Agent : <User Agent Stri ng>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connecti on: Keep-Alive
X- Anz- Target: AmazonDMSv20160101. Descri beRepl i cati onl nst ances
{
"Filters":[
{
"Nane":"rep-instance-arn",
"Val ues": [
"arn: aws: dms: us- east -
1:152683116123: r ep: PWNEBBEUNOLU7VEB2OHTEH4| 4GQ'

]
}
1.
"MaxRecords": 0,
" Marker": "

Sample Response

HTTP/ 1.1 200 K
X-anzn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Dat e>
{

"Replicationlnstances": [

{
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"Avail abi l i tyZone": "us-east-1c",
"PubliclyAccessi bl e":true,
"ReplicationlnstanceArn":"arn: aws: dns: us- east -
1:152683116123: r ep: PWEBBEUNOLU7VEB2OHTEH4| 4GQ'
"ReplicationlnstanceC ass":"dnms.t2. mcro",
"Repl i cati onSubnet Group": {
"Repl i cationSubnet GroupDescription":"default",
"Subnets": [
{
"Subnet St atus": "Active",
"Subnetldentifier":"subnet-f6dd9laf",
"Subnet Avai | abi | ityZone": {
"Nane": "us- east - 1d"

}
b
{
"Subnet St atus": "Active",
"Subnet |l dentifier":"subnet-3605751d",
"Subnet Avai | abi | ityZone": {
"Nanme": "us-east - 1b"
}
b
{
"Subnet St atus": "Active",
"Subnet |l dentifier":"subnet-c2daef b5",
"Subnet Avai | abi | ityZone": {
"Name": "us-east - 1c"
}
b
{
"Subnet St atus": "Active",
"Subnet |l dentifier":"subnet-85e90ch8",
"Subnet Avai | abi | ityZone": {
"Name": "us- east - le"
}
}

1.
"Vpcl d": "vpc-6741a603",

" Subnet GroupSt at us": " Conpl et e",
"ReplicationSubnet Groupldentifier":"default"

}

ut oM nor Ver si onUpgr ade": true,
"ReplicationlnstanceStatus":"creating",
"KmsKeyl d": "arn: aws: knms: us- east - 1: 152683116123: key/ 4dc17316-
5543- 4ded- ble3-d53a7cf b411d",
"Al'l ocat edSt orage": 5,
"Engi neVersion":"1.5.0",
"Replicationlnstanceldentifier":"test-rep-1",
" Pref erredMai nt enanceW ndow": "sun: 06: 00- sun: 14: 00",
"Pendi nghbdi fi edVal ues": {

}
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DescribeReplicationSubnetGroups

Returns information about the replication subnet groups.

Request Syntax

{
"Filters": [
{
"Name": "string",
"Values": [ "string" ]
}
|
"Marker": "string",
"MaxRecords": nunber
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

Filters (p. 63)
Filters applied to the describe action.
Type: array of Filter (p. 117) objects
Required: No

Marker (p. 63)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords (p. 63)
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Syntax

"Marker": "string",
"Repl i cationSubnet Groups": [

{
"Replicati onSubnet G oupDescription": "string",
"Repl i cationSubnet G oupldentifier": "string",
"Subnet G- oupSt atus": "string",
"Subnets": [
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{
"Subnet Avai | abi lityZone": {
"Nane": "string"
},
"Subnetldentifier": "string",
"Subnet Status": "string"
}

]

pcld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Marker (p. 63)
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
ReplicationSubnetGroups (p. 63)
A description of the replication subnet groups.
Type: array of ReplicationSubnetGroup (p. 124) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400
Example

Sample Request

POST / HITP/ 1.1

Host: dns. <regi on>. <donmai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credent i al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent; x- ane- dat e; x- ane-t ar get ; x- angn-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AnmazonDMSv20160101. Descri beRepl i cati onSubnet G oups

{
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"Filters":[
{
"Nane": "replication-subnet-group-id",
"Val ues": [
"t est-subnet - group”
]

}
1.
"MaxRecords": 0,
"Mar ker":""

Sample Response

HTTP/ 1.1 200 OK
X-anzn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>

Date: <Date>
{
"Repl i cati onSubnet Groups": [
{
"Repl i cati onSubnet GroupDescri ption":"dns testing",
"Subnets": [
{
"Subnet St atus": " Active",
"Subnet | dentifier":"subnet-f6dd9laf",
" Subnet Avai | abi | ityZone":{
"Nane":"us-east-1d"
}
}s
{
"Subnet St atus": " Active",
"Subnet | dentifier":"subnet-3605751d",
" Subnet Avai | abi | ityZone":{
"Nane":"us-east-1b"
}
}s
{
"Subnet St atus": " Active",
"Subnet | dentifier":"subnet-c2daefb5",
"Subnet Avai | abi | ityZone":{
"Name": "us-east-1c"
}
}
1.
"Vpcld":"vpc-6741a603",
" Subnet GroupSt at us": " Conpl et e",
"Repl i cationSubnet Groupl dentifier":"test-subnet-group"
}

API Version 2016-01-01
65




AWS Database Migration Service API Reference
DescribeReplicationTasks

DescribeReplicationTasks

Returns information about replication tasks for your account in the current region.

Request Syntax

{
"Filters": [
{
"Name": "string",
"Values": [ "string" ]
}
|
"Marker": "string",
"MaxRecords": nunber
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

Filters (p. 66)
Filters applied to the describe action.
Valid filter names: replication-task-arn | replication-task-id | migration-type | endpoint-arn |
replication-instance-arn
Type: array of Filter (p. 117) objects
Required: No
Marker (p. 66)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords (p. 66)
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Syntax

"Marker": "string",
"ReplicationTasks": [
{
"Last Fai | ureMessage": "string",
"M grationType": "string",
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"ReplicationlnstanceArn": "string",
"ReplicationTaskArn": "string",
"ReplicationTaskCreationDate": nunber,
"ReplicationTaskldentifier": "string",
"ReplicationTaskSettings": "string",

"ReplicationTaskStartDate": nunber,
"ReplicationTaskStats": ({
"El apsedTimeM | |is": numnber,
"Ful | LoadProgressPercent": nunber,
"Tabl esErrored": nunber,
"Tabl esLoaded": nunber,
"Tabl esLoadi ng": nunber,
"Tabl esQueued": nunber
}

our ceEndpoi nt Arn": "string",
"Status": "string",
" St opReason": "string",
"Tabl eMappi ngs": "string",
"Tar get Endpoi nt Arn": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Marker (p. 66)
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
ReplicationTasks (p. 66)
A description of the replication tasks.

Type: array of ReplicationTask (p. 125) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400
Example

Sample Request

POST / HITP/ 1.1

Host: dns. <regi on>. <donmai n>
x-ane- Dat e: <Dat e>

Aut hori zati on: AWS4- HVAC- SHA256
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Credent i al =<Cr edenti al >,
Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>
User - Agent: <User Agent String>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive
X- Anz- Target: AmazonDMSv20160101. Descri beRepl i cati onTasks
{
"Filters":[
{
"Nane": " endpoi nt-arn",
"Val ues": [
"arn: aws: dms: us- east -

1:152683116123: endpoi nt : RZZKAEZWs UANC7 Y3P4E7 76 WHBE"

]

}
1,

"MaxRecords": 0,
" Mar ker":""

Sample Response

HTTP/ 1.1 200 OK
X-anzn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Date>

"ReplicationTasks": [

{
" Sour ceEndpoi nt Arn": "arn: aws: dns: us- east -

1:152683116123: endpoi nt : RZZKAEZW5UANC7 Y3P4E776VWHBE" ,
"ReplicationTaskldentifier":"aks145",
"ReplicationlnstanceArn":"arn: aws: dns: us- east -

1:152683116123: r ep: 6USOU366XFJUWATDIGBCIS3VI Q'

"Tabl eMappi ngs":"{ \n\t\"Tabl eMappings\": [ {

\n\Vt\t\"Type\": \"Include\",\n\t\t \"SourceSchema\": \"testDB\",\n\t\t

\"SourceTable\": \"%" \n\t}, { \n\t\t\"Type\": \"Include\",\n\t\t

\"SourceSchema\": \"testDB\",\n\t\t \"SourceTable\": \"%" \n\t} ]\n}",
"ReplicationTaskStartDate": 1452868617. 764,
"ReplicationTaskStats":{

"Tabl esLoadi ng": 0,

"Tabl esQueued": 0,

"Tabl esErrored": 0,

"Ful | LoadPr ogressPercent": 100,
"Tabl esLoaded": 0,

"El apsedTimeM 1 1is":0

}

atus": "stopped",
"Replicati onTaskArn":"arn: aws: dims: us- east -
1: 152683116123: t ask: RALPZGYI 31 USJCBKKI RBEURKDY" ,
"ReplicationTaskCreati onDate": 1449185680. 107,
"M grationType":"full-1oad",
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"Tar get Endpoi nt Arn": "arn: aws: dns: us- east -
1:152683116123: endpoi nt : GVBUJQXIZASXVWHTWCLN2VWNTS57E" ,
"ReplicationTaskSettings":"{\"Target Metadata\": {\" Target Schenma\ ":
\"\",\"SupportLobs\":true,\"Full LobMd
e\":true,\"LobChunkSi ze\": 64,\"Li m tedSi zeLobMbde\": fal se,\"LobMaxSi ze\": 0}, \
" Ful | LoadSettings\":{
\"Ful | LoadEnabl ed\": true,
\ " Appl yChangesEnabl ed\ ": t rue,
\
Tar get Tabl ePrepMde\ ": \ " DO_NOTHI NG ",
\"Creat ePkAfterFul | Load\": fal se,
\"StopTa
skCachedChangesAppl i ed\": f al se,
\ " St opTaskCachedChangesNot Appl i ed\": f al se,
\"Re
suneEnabl ed\ ": f al se,
\ "ResunmeM nTabl eSi ze\ ": 100000,
\ "ResunmeOnl yCl ust er edPKTabl

es\":true,
\ " MaxFul | LoadSubTasks\ ": 8,
\"Transacti onConsi st encyTi meout\": 600,
\"C
omm t Rat e\ ": 10000
}
} n
}
]
}
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DescribeSchemas

Returns information about the schema for the specified endpoint.

Request Syntax

{
"Endpoi nt Arn": "string",
"Marker": "string",
"MaxRecords": nunber

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

EndpointArn (p. 70)
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.
Type: String
Required: Yes

Marker (p. 70)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords (p. 70)
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Syntax

"Marker": "string",
"Schemas": [ "string" ]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Marker (p. 70)

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.
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Type: String

Schemas (p. 70)
The described schema.
Type: array of Strings

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

POST / HTTP/ 1.1

Host: dns. <regi on>. <domai n>

x-ane-Date: <Date>

Aut hori zati on: AWs4- HVAC- SHA256

Credenti al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- anez- dat e; x- ane-t ar get ; x- anzn-
requesti d, Si gnat ur e=<Si gnat ur e>
User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connecti on: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Descri beSchemas

{
"Endpoi nt Arn":"arn: aws: dns: us- east -

1: 152683116123: endpoi nt : WKBULDZKUDQZI HPOUUSEH34EMJ" ,
"MaxRecords": 0,
" Mar ker """

Sample Response

HTTP/ 1.1 200 OK
X-anzn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Date>

"Schenmas": [
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"t est DB",
"t np"

API Version 2016-01-01
72



AWS Database Migration Service API Reference
DescribeTableStatistics

DescribeTableStatistics

Returns table statistics on the database migration task, including table name, rows inserted, rows
updated, and rows deleted.

Request Syntax

{
"Marker": "string",
"MaxRecords": nunber,
"ReplicationTaskArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

Marker (p. 73)
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords (p. 73)
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
ReplicationTaskArn (p. 73)
The Amazon Resource Name (ARN) of the replication task.
Type: String
Required: Yes

Response Syntax

"Marker": "string",
"ReplicationTaskArn": "string",
"Tabl eStatistics": [
{
"Ddl s": nunber,
"Del et es": nunber,
"Ful | LoadRows": nunber,
"I nserts": nunber,
"Last Updat eTi ne": nunber,
"SchemaNane": "string",
"Tabl eNane": "string",
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"Tabl eState": "string",
"Updat es": nunber

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Marker (p. 73)
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
ReplicationTaskArn (p. 73)
The Amazon Resource Name (ARN) of the replication task.
Type: String
TableStatistics (p. 73)
The table statistics.
Type: array of TableStatistics (p. 130) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

POST / HITP/ 1.1

Host: dns. <regi on>. <donmai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credent i al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent; x- ane- dat e; x- ane-t ar get ; x- angn-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Descri beTabl eStati stics

{
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"ReplicationTaskArn": "arn:aws: dns: us-west -
2:918017823489: t ask: WZVI PF3D4AJSNIJASB42DAZ7GBE" ,

" SchemaNane" : ,
"Tabl eNanes": [

1,
"MaxRecords": O,
n ,\mr kerll: nn

Sample Response

HTTP/ 1.1 200 K
X-anezn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Date>
{
"ReplicationTaskArn": "arn:aws: dns: us- west -
2:918017823489: t ask: WZVI PF3D4AJSNJASB42D4Z7GBE",
"Tabl eStatistics": [
{
"I nserts": 3872,
"Last Updat eTi me": 1457655132. 796,
"Ddl s": 1,
"Tabl eNane": "Datal nsert_5D28A14AB66AB4ED",
"Updates": O,
"Ful | LoadRows": 0,
"Tabl eState": "Table conpleted",
"SchemaNane": "rdststdb",
"Deletes": O

"Inserts": O,

"Last Updat eTi me": 1457655132. 796,

"Ddl s": O,

"Tabl eNane": "Datal nsert_05CF105ABC22BB83",
"Updates": O,

"Ful | LoadRows": 0,

"Tabl eState": "Table conpleted",
"SchemaNane": "rdststdb",

"Deletes": O

"I nserts": O,

"Last Updat eTi me": 1457655132. 796,
"Ddl s": O,

"Tabl eNane": "Datal nsert_BEB962DE10FB7B60",
"Updates": O,

"Ful | LoadRows": 0,

"Tabl eState": "Table conpleted",
"SchemaNane": "rdststdb",
"Deletes": O

}

]
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ImportCertificate

Uploads the specified certificate.

Request Syntax

"Certificateldentifier": "string",
"CertificatePenl: "string",
"Certificatewallet": blob

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

Certificateldentifier (p. 77)
The customer-assigned name of the certificate. Valid characters are A-z and 0-9.

Type: String
Required: Yes

CertificatePem (p. 77)
The contents of the .pem X.509 certificate file for the certificate.

Type: String
Required: No
CertificateWallet (p. 77)
The location of the imported Oracle Wallet certificate for use with SSL.
Type: Base64-encoded binary data
Required: No

Response Syntax

"Certificate": {
"CertificateArn": "string",
"CertificateCreationDate": nunber,
"Certificateldentifier": "string",
"CertificateOwer": "string",
"CertificatePent: "string",
"CertificateWallet": blob,
"KeyLengt h": nunber,
"Si gni ngAl gorithn: "string",
"Val i dFronDat e": nunber,
"Val i dToDat e": nunber

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

Certificate (p. 77)
The certificate to be uploaded.

Type: Certificate (p. 113) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidCertificateFault
The certificate was not valid.
HTTP Status Code: 400
ResourceAlreadyExistsFault
The resource you are attempting to create already exists.
HTTP Status Code: 400
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ListTagsForResource

Lists all tags for an AWS DMS resource.

Request Syntax

"ResourceArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

ResourceArn (p. 79)
The Amazon Resource Name (ARN) string that uniquely identifies the AWS DMS resource.
Type: String
Required: Yes

Response Syntax

{
"TagList": [
{
"Key": "string",
"Val ue": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

TagList (p. 79)
A list of tags for the resource.
Type: array of Tag (p. 131) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

ResourceNotFoundFault
The resource could not be found.
HTTP Status Code: 400
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Example

Sample Request

PCST / HITP/ 1.1

Host: dns. <regi on>. <domai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credenti al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- anez- dat e; x- ane-t ar get ; x- anzn-
requesti d, Si gnat ur e=<Si gnat ur e>
User - Agent: <User Agent Stri ng>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connecti on: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Li st TagsFor Resour ce

{
"ResourceArn":"arn:aws: dns: us- east -
1:152683116123: r ep: PWNEBBEUNOLU7VEB2COHTEH41 4GQ'

}

Sample Response

HTTP/ 1.1 200 OK
x-anen- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Date: <Date>

{
"TagList":]
{
"Val ue":"1234",
"Key": " Cost Center"
}
]
}
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ModifyEndpoint

Modifies the specified endpoint.

Request Syntax

"CertificateArn": "string",

" Dat abaseNane": "string",
"Endpoi nt Arn": "string",
"Endpoi ntldentifier": "string",
"Endpoi nt Type": "string",

"Engi neNane": "string",
"ExtraConnectionAttributes": "string",
"Password": "string",

"Port": nunber,

"ServerNane": "string",

"Ssl Mode": "string",
"Usernanme": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

CertificateArn (p. 81)
The Amazon Resource Name (ARN) of the certificate used for SSL connection.

Type: String
Required: No
DatabaseName (p. 81)
The name of the endpoint database.
Type: String
Required: No
EndpointArn (p. 81)
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.
Type: String
Required: Yes
Endpointldentifier (p. 81)

The database endpoint identifier. Identifiers must begin with a letter; must contain only ASCII
letters, digits, and hyphens; and must not end with a hyphen or contain two consecutive hyphens.

Type: String
Required: No
EndpointType (p. 81)
The type of endpoint.
Type: String
Valid Values: source | target
Required: No
EngineName (p. 81)

The type of engine for the endpoint. Valid values include MYSQL, ORACLE, POSTGRES,
MARIADB, AURORA, REDSHIFT, SYBASE, and SQLSERVER.
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Type: String
Required: No
ExtraConnectionAttributes (p. 81)
Additional attributes associated with the connection.
Type: String
Required: No
Password (p. 81)
The password to be used to login to the endpoint database.
Type: String
Required: No
Port (p. 81)
The port used by the endpoint database.
Type: Integer
Required: No
ServerName (p. 81)
The name of the server where the endpoint database resides.
Type: String
Required: No
SsIMode (p. 81)
The SSL mode to be used.
SSL mode can be one of four values: none, require, verify-ca, verify-full.
The default value is none.
Type: String
Valid Values: none | require | verify-ca | verify-full
Required: No
Username (p. 81)
The user name to be used to login to the endpoint database.
Type: String
Required: No

Response Syntax

"Endpoi nt": {
"CertificateArn": "string",
"Dat abaseNane": "string",
"Endpoi nt Arn": "string",
"Endpointldentifier": "string",
"Endpoi nt Type": "string",
"Engi neNane": "string",
"ExtraConnectionAttributes": "string",
"KnmsKeyl d": "string",
"Port": nunber,
"Server Nane": "string",
"Ssl Mode": "string",
"Status": "string",
"Usernanme": "string"
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Endpoint (p. 82)
The modified endpoint.

Type: Endpoint (p. 115) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400

KMSKeyNotAccessibleFault
AWS DMS cannot access the KMS key.

HTTP Status Code: 400

ResourceAlreadyExistsFault
The resource you are attempting to create already exists.

HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

POST / HTTP/ 1.1

Host: dns. <regi on>. <donai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credenti al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AnmazonDMBv20160101. Modi f yEndpoi nt

{
"Endpoi nt Arn":"arn: aws: dns: us- east -
1:152683116123: endpoi nt : RAAR3BR22XSH46 S3PW.C3NJAVKM' ,

"Endpoi ntldentifier":"",
"Endpoi nt Type": "target",

n Eng| neName": "" ,

"Usernane":"",

"Password":"",

"Server Name":"",
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"Port":0,
" Dat abaseNanme":"",
"ExtraConnecti onAttributes":""

Sample Response

HTTP/ 1.1 200 OK
X-anezn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Date>
{
"Endpoi nt": {
"User nanme": "user nane",
"Status":"active",
"Endpoi nt Arn": "arn: aws: dis: us- east -
1: 152683116123: endpoi nt : RAAR3SR22XSH46 S3PW.C3NJAVKM' ,
"Server Nane": "apurvap- sour ce. cxl n7i yxx1l o. us- west -
2. rds. amazonaws. cont',
"Endpoi nt Type": " TARCET",
"KmsKeyl d": "arn: aws: kns: us- east - 1: 152683116123: key/ 4dc17316- 5543-
4ded- ble3-d53a7cf b411d",
"ExtraConnectionAttributes": "parall el LoadThreads=1",
"Engi neNanme": "nysql ",
"Endpoi ntldentifier":"test-endpoint-1",
"Port": 3306
}
}RefreshSchemas: $ / apol | o/ env/ AmazonAwsC i/ bi n/ aws dns refresh-schemas --
endpoi nt-arn
arn: aws: dns: us- east - 1: 152683116123: endpoi nt : WKBULDZKUDQZI HPOUUSEH34EMJ - -
replication-instance-arn arn: aws: dns: us- east -
1:152683116123: r ep: 6USOU366XFJUWATDIGBCIS3VI Q
Request : {
"Endpoi nt Arn":"arn: aws: dns: us- east -
1: 152683116123: endpoi nt : WKBULDZKUDQZI HPOUUSEH34EMJ" ,
"ReplicationlnstanceArn":"arn: aws: dns: us- east -
1: 152683116123: r ep: 6USOU366XFJUNATDIGBCIS3VI Q'
} Response: {
"RefreshSchemasSt at us": {
"Status":"refreshing",
"Last Ref reshDat e": 1449185912. 022,
"Endpoi nt Arn": "arn: aws: dis: us- east -
1: 152683116123: endpoi nt : WKBULDZKUDQZI HPOUUSEH34EMJ" ,
"ReplicationlnstanceArn":"arn: aws: dns: us- east -
1: 152683116123: r ep: 6USOU366XFJUNATDIGBCIS3VI Q'

}
}
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ModifyReplicationlnstance

Modifies the replication instance to apply new settings. You can change one or more parameters by
specifying these parameters and the new values in the request.

Some settings are applied during the maintenance window.

Request Syntax

{
"Al'l ocat edSt orage": nunber,
"Al'l owMaj or Ver si onUpgr ade": bool ean,
"Appl yl medi at el y": bool ean,
" Aut oM nor Ver si onUpgr ade": bool ean,
"Engi neVersion": "string",
"Ml ti AZ": bool ean,
" Pref erredMai nt enanceW ndow': "string",
"ReplicationlnstanceArn": "string",
"ReplicationlnstanceC ass": "string",
"Replicationlnstanceldentifier": "string",
"VpcSecurityGouplds": [ "string" ]

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

AllocatedStorage (p. 85)
The amount of storage (in gigabytes) to be allocated for the replication instance.
Type: Integer
Required: No

AllowMajorVersionUpgrade (p. 85)

Indicates that major version upgrades are allowed. Changing this parameter does not result in an
outage and the change is asynchronously applied as soon as possible.

Constraints: This parameter must be set to true when specifying a value for the Engi neVer si on
parameter that is a different major version than the replication instance's current version.
Type: Boolean
Required: No
Applylmmediately (p. 85)
Indicates whether the changes should be applied immediately or during the next maintenance
window.
Type: Boolean
Required: No
AutoMinorVersionUpgrade (p. 85)

Indicates that minor version upgrades will be applied automatically to the replication instance
during the maintenance window. Changing this parameter does not result in an outage except in
the following case and the change is asynchronously applied as soon as possible. An outage will
result if this parameter is set to t r ue during the maintenance window, and a newer minor version
is available, and AWS DMS has enabled auto patching for that engine version.

Type: Boolean
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Required: No
EngineVersion (p. 85)
The engine version number of the replication instance.
Type: String
Required: No
MultiAZ (p. 85)

Specifies if the replication instance is a Multi-AZ deployment. You cannot set the
Avai | abi | i t yZone parameter if the Multi-AZ parameter is settot r ue.

Type: Boolean
Required: No
PreferredMaintenanceWindow (p. 85)

The weekly time range (in UTC) during which system maintenance can occur, which might result in
an outage. Changing this parameter does not result in an outage, except in the following situation,
and the change is asynchronously applied as soon as possible. If moving this window to the
current time, there must be at least 30 minutes between the current time and end of the window to
ensure pending changes are applied.

Default: Uses existing setting
Format: ddd:hh24:mi-ddd:hh24:mi
Valid Days: Mon | Tue | Wed | Thu | Fri | Sat | Sun
Constraints: Must be at least 30 minutes
Type: String
Required: No
ReplicationinstanceArn (p. 85)
The Amazon Resource Name (ARN) of the replication instance.
Type: String
Required: Yes
ReplicationinstanceClass (p. 85)
The compute and memory capacity of the replication instance.

Valid Values: dns.t2. micro | dns.t2.small | dns.t2. medium | dns.t2.large |
dms.c4.large | dns.c4.xlarge | dms.c4.2xlarge | dns.c4. 4xl arge

Type: String
Required: No
Replicationinstanceldentifier (p. 85)
The replication instance identifier. This parameter is stored as a lowercase string.
Type: String
Required: No
VpcSecurityGrouplds (p. 85)

Specifies the VPC security group to be used with the replication instance. The VPC security group
must work with the VPC containing the replication instance.

Type: array of Strings
Required: No

Response Syntax

"Replicationlnstance": {
"Al'l ocat edSt orage": nunber,
" Aut oM nor Ver si onUpgr ade": bool ean,
"Avail abi lityZone": "string",
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"Engi neVersion": "string",

"I nstanceCreateTi ne": nunber,

"KnmsKeyl d": "string",

"Ml ti AZ": bool ean,

" Pendi nghodi fi edVval ues": {
"Al'l ocat edSt orage": nunber,

"Engi neVersion": "string",
"Ml ti AZ": bool ean,
"ReplicationlnstanceC ass": "string"

}

Pr ef erredMai nt enanceW ndow': "string",
"PubliclyAccessi bl e": bool ean,

"ReplicationlnstanceArn": "string",
"ReplicationlnstanceC ass": "string",
"Replicationlnstanceldentifier": "string",
"ReplicationlnstancePrivatel pAddress": "string",
"ReplicationlnstancePrivatel pAddresses": [ "string" ],
"ReplicationlnstancePublicl pAddress": "string",
"ReplicationlnstancePublicl pAddresses": [ "string" ],
"ReplicationlnstanceStatus": "string",

"ReplicationSubnet G oup": {
"Repl i cati onSubnet GroupDescri ption": "string",

"Repl i cationSubnet Goupldentifier": "string",
"Subnet GroupStatus": "string",
"Subnets": [

{

"Subnet Avai |l abi lityZone": {
"Nane": "string"

b
"Subnetldentifier": "string",
"Subnet Status": "string"
}
1.
"Vpcld": "string"
},
"Secondar yAvai |l abi lityZone": "string",
"VpcSecurityG oups": |
{
"Status": "string",
"VpcSecurityG oupld": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ReplicationIinstance (p. 86)
The modified replication instance.
Type: ReplicationInstance (p. 120) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).
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InsufficientResourceCapacityFault
There are not enough resources allocated to the database migration.
HTTP Status Code: 400
InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.
HTTP Status Code: 400
ResourceAlreadyExistsFault
The resource you are attempting to create already exists.
HTTP Status Code: 400
ResourceNotFoundFault
The resource could not be found.
HTTP Status Code: 400
StorageQuotaExceededFault
The storage quota has been exceeded.
HTTP Status Code: 400
UpgradeDependencyFailureFault
An upgrade dependency is preventing the database migration.
HTTP Status Code: 400

Example

Sample Request

POST / HITP/ 1.1

Host: dns. <regi on>. <domai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credenti al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AnmazonDMBv20160101. Mbdi f yRepl i cati onl nst ance

{
"ReplicationlnstanceArn":"arn: aws: dms: us- east -
1:152683116123: r ep: PMEBBEUNOLU7VEB2OHTEH41 4GQ",
"Al'l ocat edSt orage": 0,
"Appl yl mmedi atel y": true,
"ReplicationlnstanceC ass":"dnms.t2.smal |l ",

"Pr ef erredMai nt enanceW ndow"': " ",
"Engi neVersion":"",

"Al'l owMnj or Ver si onUpgr ade": true,
" Aut oM nor Ver si onUpgr ade": true,

"Replicationlnstanceldentifier":
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Sample Response

HTTP/ 1.1 200 K
X-anzn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Date: <Date>
{
"Replicationlnstance":{
"Avail abilityZone": "us-east-1c",
"ReplicationlnstancePrivatel pAddress":"172. 31. 6. 45",
"ReplicationlnstanceArn":"arn: aws: dns: us- east -
1:152683116123: r ep: PWEBBEUNOLU7VEB2OHTEH4| 4CQ',
"Replicationlnstanced ass":"dns.t2. mcro",
"ReplicationSubnet Group":{
"Repl i cati onSubnet GroupDescri ption":"default",
"Subnets": |
{
"Subnet St at us": " Acti ve",
"Subnet | dentifier":"subnet-f6dd9laf",
"Subnet Avai | abi lityZone":{
"Name": "us- east - 1d"

}
}s
{
"Subnet St atus": " Active",
"Subnet | dentifier":"subnet-3605751d",
"Subnet Avai | abi | ityZone":{
"Nane":"us-east-1b"
}
}s
{
"Subnet St atus": " Acti ve",
"Subnet | dentifier":"subnet-c2daefb5",
"Subnet Avai | abi lityZone":{
"Nanme": " us-east-1c"
}
}s
{
"Subnet St atus": " Acti ve",
"Subnet | dentifier":"subnet-85e90ch8",
"Subnet Avai | abi lityZone":{
"Nanme": " us-east-1le"
}
}

1.
"Vpcld":"vpc-6741a603",

" Subnet GroupSt at us": " Conpl et e",

"ReplicationSubnet Groupldentifier":"default"
}s
" Aut oM nor Ver si onUpgr ade": true,
"ReplicationlnstanceStatus": "avail abl e",

"KmsKeyl d": "arn: aws: kns: us- east-1: 152683116123: key/ 4dc17316- 5543-

4ded- ble3-d53a7cf b411d",
"I nstanceCreat eTi ne": 1457645140. 38,
"ReplicationlnstancePublicl pAddress":"52. 87. 66. 36",
"Al'l ocat edSt orage": 5,
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"Engi neVersion":"1.5.0",
"Replicationlnstanceldentifier":"test-rep-1",
"PubliclyAccessible":true,
" Pref erredMai nt enanceW ndow": " sun: 06: 00- sun: 14: 00",
"Pendi nghbdi fi edVal ues": {

"ReplicationlnstanceC ass":"dns.t2.smal | "

}
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ModifyReplicationSubnetGroup

Modifies the settings for the specified replication subnet group.

Request Syntax

{
"Repl i cati onSubnet GroupDescri ption": "string",
"Repl i cationSubnet Groupl dentifier": "string",
"Subnetlds": [ "string" ]

}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

ReplicationSubnetGroupDescription (p. 91)
The description of the replication instance subnet group.
Type: String
Required: No
ReplicationSubnetGroupldentifier (p. 91)
The name of the replication instance subnet group.
Type: String
Required: Yes
Subnetlds (p. 91)
A list of subnet IDs.
Type: array of Strings
Required: Yes

Response Syntax

{
"ReplicationSubnet G oup": {
"Repl i cationSubnet G oupDescription": "string",
"ReplicationSubnet Goupldentifier": "string",
"Subnet GroupSt atus": "string",
"Subnets": [
{
"Subnet Avai | abi | ityZone": {
"Nane": "string"
}.
"Subnetldentifier": "string",
"Subnet Status": "string"
}
1.
"Vpcld": "string"
}
}
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ReplicationSubnetGroup (p. 91)
The modified replication subnet group.

Type: ReplicationSubnetGroup (p. 124) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

AccessDeniedFault
AWS DMS was denied access to the endpoint.
HTTP Status Code: 400
InvalidSubnet
The subnet provided is invalid.
HTTP Status Code: 400
ReplicationSubnetGroupDoesNotCoverEnoughAZs

The replication subnet group does not cover enough Availability Zones (AZs). Edit the replication
subnet group and add more AZs.

HTTP Status Code: 400
ResourceNotFoundFault
The resource could not be found.
HTTP Status Code: 400
ResourceQuotaExceededFault
The quota for this resource quota has been exceeded.
HTTP Status Code: 400
SubnetAlreadylnUse
The specified subnet is already in use.
HTTP Status Code: 400

Example

Sample Request

POST / HTTP/ 1.1

Host: dns. <regi on>. <donmai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credent i al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AnmazonDMSv20160101. Mbdi f yRepl i cati onSubnet G oup
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{
"Repl i cationSubnet Groupl dentifier":"test-subnet-group"”,
"Repl i cati onSubnet G oupDescri ption":"",
"Subnetl ds": [
"subnet - f 6dd9laf ",
"subnet - 3605751d "
]
}

Sample Response

HTTP/ 1.1 200 K
X-anzn- Request | d: <Request | d>
Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Dat e: <Dat e>
{
"Repl i cati onSubnet Group": {
"ReplicationSubnet GroupDescription":"dns testing",
"Subnets": [
{
"Subnet St atus": "Active",
"Subnetldentifier":"subnet-f6dd9laf",
"Subnet Avai | abi | ityZone": {
"Nanme": "us- east - 1d"

}
b
{
"Subnet St atus": "Active",
"Subnet |l dentifier":"subnet-3605751d",
"Subnet Avai | abi | ityZone": {
"Nanme": "us-east - 1b"
}
}

1.
"Vpcl d": "vpc-6741a603",

" Subnet GroupSt at us": " Conpl et e",
"ReplicationSubnet Groupldentifier":"test-subnet-group"
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ModifyReplicationTask

Modifies the specified replication task.
You can't modify the task endpoints. The task must be stopped before you can modify it.

Request Syntax

"CdcStartTi ne": nunber,

"M grationType": "string",
"ReplicationTaskArn": "string",
"ReplicationTaskldentifier": "string",
"ReplicationTaskSettings": "string",
"Tabl eMappi ngs": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

CdcStartTime (p. 94)
The start time for the Change Data Capture (CDC) operation.
Type: Timestamp
Required: No
MigrationType (p. 94)
The migration type.
Valid values: full-load | cdc | full-load-and-cdc
Type: String
Valid Values: full-load | cdc | full-Ioad-and-cdc
Required: No
ReplicationTaskArn (p. 94)
The Amazon Resource Name (ARN) of the replication task.
Type: String
Required: Yes
ReplicationTaskldentifier (p. 94)
The replication task identifier.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
« First character must be a letter.
e Cannot end with a hyphen or contain two consecutive hyphens.
Type: String
Required: No
ReplicationTaskSettings (p. 94)
JSON file that contains settings for the task, such as target metadata settings.
Type: String
Required: No
TableMappings (p. 94)
The path of the JSON file that contains the table mappings. Preceed the path with "file://".
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For example, --table-mappings file://mappingfile.json
Type: String
Required: No

Response Syntax

"ReplicationTask": {
"Last Fai | ureMessage": "string",
"M grationType": "string",
"ReplicationlnstanceArn": "string",
"ReplicationTaskArn": "string",
"ReplicationTaskCreationDate": numnber,
"ReplicationTaskldentifier": "string",
"ReplicationTaskSettings": "string",
"ReplicationTaskStartDate": nunber,
"ReplicationTaskStats": ({
"El apsedTimreM | | i s": nunber,
"Ful | LoadProgressPercent": nunber,
"Tabl esErrored": nunber,
"Tabl esLoaded": nunber,
"Tabl esLoadi ng": nunber,
"Tabl esQueued": nunber
}
" Sour ceEndpoi nt Arn": "string",
"Status": "string",
" St opReason": "string",
"Tabl eMappi ngs": "string",
" Tar get Endpoi nt Arn": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ReplicationTask (p. 95)
The replication task that was modified.
Type: ReplicationTask (p. 125) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.
HTTP Status Code: 400
KMSKeyNotAccessibleFault
AWS DMS cannot access the KMS key.
HTTP Status Code: 400
ResourceAlreadyExistsFault
The resource you are attempting to create already exists.
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HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

Sample Response
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RefreshSchemas

Populates the schema for the specified endpoint. This is an asynchronous operation
and can take several minutes. You can check the status of this operation by calling the
DescribeRefreshSchemasStatus operation.

Request Syntax

"Endpoi nt Arn": "string",
"ReplicationlnstanceArn": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

EndpointArn (p. 97)
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.
Type: String
Required: Yes

ReplicationinstanceArn (p. 97)
The Amazon Resource Name (ARN) of the replication instance.

Type: String
Required: Yes

Response Syntax

"RefreshSchemasSt at us": {
"Endpoi nt Arn": "string",
"Last Fai | ureMessage": "string",
"Last Ref reshDat e": nunber,
"ReplicationlnstanceArn": "string",
"Status": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

RefreshSchemasStatus (p. 97)
The status of the refreshed schema.

Type: RefreshSchemasStatus (p. 119) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).
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InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400
KMSKeyNotAccessibleFault

AWS DMS cannot access the KMS key.

HTTP Status Code: 400
ResourceNotFoundFault

The resource could not be found.

HTTP Status Code: 400
ResourceQuotaExceededFault

The quota for this resource quota has been exceeded.

HTTP Status Code: 400
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RemoveTagsFromResource

Removes metadata tags from a DMS resource.

Request Syntax

"ResourceArn": "string",
"TagKeys": [ "string" ]

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

ResourceArn (p. 99)
>The Amazon Resource Name (ARN) of the AWS DMS resource the tag is to be removed from.

Type: String
Required: Yes
TagKeys (p. 99)
The tag key (name) of the tag to be removed.
Type: array of Strings
Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

POST / HITP/ 1.1

Host: dns. <regi on>. <donmai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credent i al =<Cr edent i al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>
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User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1

Cont ent - Lengt h: <Payl oadSi zeByt es>

Connection: Keep-Alive

X- Anz-Target: AmazonDMSv20160101. RenoveTagsFr onResour ce

{
"ResourceArn":"arn: aws: dns: us- east -
1:152683116123: r ep: PWEBBEUNOLU7VEB2OHTEH4| 4GQ",
"TagKeys": [
"Cost Center"
]

Sample Response

Enpt y
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StartReplicationTask

Starts the replication task.

Request Syntax

{
"CdcStartTine": nunber,
"ReplicationTaskArn": "string",
"Start ReplicationTaskType": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

CdcsStartTime (p. 101)
The start time for the Change Data Capture (CDC) operation.

Type: Timestamp
Required: No
ReplicationTaskArn (p. 101)
The Amazon Resource Number (ARN) of the replication task to be started.
Type: String
Required: Yes

StartReplicationTaskType (p. 101)
The type of replication task.

Type: String
Valid Values: start-replication | resune-processing | rel oad-target
Required: Yes

Response Syntax

{
"ReplicationTask": {
"Last Fai | ureMessage": "string",
"M grationType": "string",
"ReplicationlnstanceArn": "string",

"ReplicationTaskArn": "string",
"ReplicationTaskCreationDate": nunber,
"ReplicationTaskldentifier": "string",
"ReplicationTaskSettings": "string",
"ReplicationTaskStartDate": nunber,
"ReplicationTaskStats": {

"El apsedTimeM | |is": nunber,

"Ful | LoadPr ogressPercent": nunber,

"Tabl esErrored": nunber,

"Tabl esLoaded": nunber,

"Tabl esLoadi ng": nunber,

"Tabl esQueued": nunber
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" Sour ceEndpoi nt Arn": "string",
"Status": "string",

" St opReason": "string",

"Tabl eMappi ngs": "string",
"Tar get Endpoi nt Arn": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ReplicationTask (p. 101)
The replication task started.

Type: ReplicationTask (p. 125) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

POST / HTTP/ 1.1

Host: dns. <regi on>. <donmai n>

x-ane-Date: <Date>

Aut hori zati on: AWS4- HVAC- SHA256

Credenti al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. St art Repl i cati onTask

{
"Replicati onTaskArn":"arn: aws: dms: us- east -

1: 152683116123: t ask: RALPZGYI 31 USJCBKKI RBEURKDY" ,
"StartReplicationTaskType": "rel oad-target",
"CdcStartTine": null
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Sample Response

HTTP/ 1.1 200 K

x-anmen- Request | d: <Request | d>

Cont ent - Type: application/x-ane-json-1.1

Cont ent - Lengt h: <Payl oadSi zeByt es>

Dat e: <Dat e>

{

"ReplicationTask": {

" Sour ceEndpoi nt Arn": "arn: aws: dns: us- east -

1:152683116123: endpoi nt : RZZKAEZWSUANC7 Y3P4E776WHBE" ,
"ReplicationTaskldentifier":"aksl145",
"ReplicationlnstanceArn":"arn: aws: dns: us- east -

1:152683116123: r ep: 6USOU366XFIUVNATDIGBCIS3VI Q'

"Tabl eMappi ngs":"{ \n\t\"Tabl eMappings\": [ { \n\t\t\"Type\":
\"Include\",\n\t\t \"SourceSchema\": \"testDB\",\n\t\t \"SourceTabl e\":
V' An\t}, { \n\t\t\"Type\": \"Include\",\n\t\t
\ " SourceSchema\": \"testDB\",\n\t\t \"SourceTable\": \"%" \n\t} ]\n}"

"ReplicationTaskStart Date": 1457658794. 056,

"Status":"starting",

"ReplicationTaskArn": "arn: aws: dns: us- east -

1:152683116123: t ask: RALPZGYI 3| USJCBKKI RBEURKDY" ,

"ReplicationTaskCreati onDate": 1449185680. 107,

"M grationType":"full-1oad",

" Tar get Endpoi nt Arn": "arn: aws: dns: us- east -

1:152683116123: endpoi nt : GVBUIQXIZASXWHTWCLN2WNT57E" ,
"ReplicationTaskSettings":"{\"Target Metadata\": {\" Target Schema\":\"\",

\ " SupportLobs\":true,\"Full LobMod

e\":true, \"LobChunkSi ze\": 64,\"Li mtedSi zeLobMbde\ ": f al se,\"LobMaxSi ze\ ": 0}, \

" Ful | LoadSettings\":{

\ " Ful | LoadEnabl ed\ " : t r ue,

\ " Appl yChangesEnabl ed\ ": t r ue,

|

Tar get Tabl ePrepMde\ ":\ " DO _NOTHI NG ",

\"CreatePkAfterFul |l Load\": fal se,
\"StopTa
skCachedChangesAppl i ed\": f al se,
\ " St opTaskCachedChangesNot Appl i ed\ ": f al se,
\"Re
sunmeEnabl ed\ ": f al se,
\"ResumeM nTabl eSi ze\ ": 100000,
\ " ResumeOnl yCl ust er edPKTabl
es\":true,
\ "MaxFul | LoadSubTasks\": 8,
\"Transacti onConsi st encyTi neout\ ": 600,

\"C
onmi t Rat e\ ": 10000
}
p e
}
}
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StopReplicationTask

Stops the replication task.

Request Syntax

"ReplicationTaskArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

ReplicationTaskArn (p. 104)
The Amazon Resource Number(ARN) of the replication task to be stopped.

Type: String
Required: Yes

Response Syntax

"ReplicationTask": {

"Last Fai | ureMessage": "string",
"M grationType": "string",
"ReplicationlnstanceArn": "string",
"ReplicationTaskArn": "string",
"ReplicationTaskCreationDate": nunber,
"ReplicationTaskldentifier": "string",
"ReplicationTaskSettings": "string",
"ReplicationTaskStartDate": nunber,
"ReplicationTaskStats": {

"El apsedTineM | | i s": nunber,

"Ful | LoadPr ogressPercent": nunber,

"Tabl esErrored": nunber,

"Tabl esLoaded": nunber,

"Tabl esLoadi ng": nunber,

"Tabl esQueued": nunber

Sour ceEndpoi nt Arn": "string",
"Status": "string",

" St opReason": "string",

"Tabl eMappi ngs": "string",
"Tar get Endpoi nt Arn": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
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ReplicationTask (p. 104)
The replication task stopped.

Type: ReplicationTask (p. 125) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

Example

Sample Request

POST / HITP/ 1.1

Host: dns. <regi on>. <donmai n>

x-ane-Date: <Date>

Aut hori zation: AWS4- HVAC- SHA256

Credenti al =<Cr edent i al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AnmazonDMSv20160101. St opRepl i cati onTask

{
"Replicati onTaskArn":"arn: aws: dms: us- east -
1:152683116123: t ask: OEAMB3NXSTZ6LFYZFEPPBBXPYM'

}

Sample Response

HTTP/ 1.1 200 OK

X-anzn- Request | d: <Request | d>

Cont ent - Type: application/x-ane-json-1.1

Cont ent - Lengt h: <Payl oadSi zeByt es>

Dat e: <Date>

{

"ReplicationTask": {

" Sour ceEndpoi nt Arn": "arn: aws: dns: us- east -

1:152683116123: endpoi nt : RZZKAEZW5UANC7 Y3P4E776VWHBE" ,
"ReplicationTaskldentifier":"task1l",
"ReplicationlnstanceArn":"arn: aws: dns: us- east -
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1:152683116123: r ep: 6USOU366XFJUWATDIGBCIS3VI Q'
"Tabl eMappi ngs":"{\n \"Tabl eMappi ngs\": [\n {\n \"Type\":
\"Include\",\n \"SourceSchema\": \"/\",\n \"SourceTable\": \"/\"\n
I\n 1\ n}\n\n",
"ReplicationTaskStart Date": 1457659049. 081,
"Status":"stopping",
"ReplicationTaskArn":"arn: aws: dms: us- east -
1:152683116123: t ask: OEAMB3NXSTZ6LFYZFEPPBBXPYM',
"ReplicationTaskCreati onDate": 1457658407. 492,
"M grationType":"full-1oad",
"Tar get Endpoi nt Arn": "arn: aws: dns: us- east -
1:152683116123: endpoi nt : GVBUJQXIZASXVWHTWCLN2VWNTS57E" ,
"ReplicationTaskSettings":"{\"Target Metadata\": {\"Target Schena\":\"\",
\ " SupportLobs\":true,\"Full LobMd
e\":true,\"LobChunkSi ze\": 64,\"Li mtedSi zeLobMbde\": fal se,\"LobMaxSi ze\": 0}, \
" Ful | LoadSettings\":{
\ " Ful | LoadEnabl ed\": true,
\ " Appl yChangesEnabl ed\ ": f al se,
\

"Tar get Tabl ePrepMde\ ": \ " DROP_AND_CREATE\",
\"Creat ePkAfterFul | Load\": f al se,
\ "
St opTaskCachedChangesAppl i ed\": f al se,
\ " St opTaskCachedChangesNot Appl i ed\ ": f al se,
\ "ResuneEnabl ed\ ": f al se,
\ " ResunmeM nTabl eSi ze\ ": 100000,
\ " ResunmeOnl yCl ust er ed
PKTabl es\": true,
\ "MaxFul | LoadSubTasks\": 8,
\"Transacti onConsi st encyTi neout\": 6 00,
\ " Conmmi t Rat e\ ": 10000
},
\"Loggi ng\ ": {
\ "Enabl eLoggi ng\": fal se
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TestConnection

Tests the connection between the replication instance and the endpoint.

Request Syntax

"Endpoi nt Arn": "string",
"ReplicationlnstanceArn": "string"

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 133).

The request accepts the following data in JSON format.

EndpointArn (p. 107)
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.

Type: String
Required: Yes

ReplicationinstanceArn (p. 107)
The Amazon Resource Name (ARN) of the replication instance.

Type: String
Required: Yes

Response Syntax

{
"Connection": {
"Endpoi nt Arn": "string",
"Endpointldentifier": "string",
"Last Fai | ureMessage": "string",
"ReplicationlnstanceArn": "string",
"Replicationlnstanceldentifier”: "string",
"Status": "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Connection (p. 107)
The connection tested.

Type: Connection (p. 114) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 135).

API Version 2016-01-01
107



AWS Database Migration Service API Reference
Example

InvalidResourceStateFault
The resource is in a state that prevents it from being used for database migration.

HTTP Status Code: 400

KMSKeyNotAccessibleFault
AWS DMS cannot access the KMS key.

HTTP Status Code: 400

ResourceNotFoundFault
The resource could not be found.

HTTP Status Code: 400

ResourceQuotaExceededFault
The quota for this resource quota has been exceeded.

HTTP Status Code: 400

Example

Sample Request

POST / HTTP/ 1.1

Host: dns. <regi on>. <donai n>

x-ane-Date: <Date>

Aut hori zation: AWS4- HVAC- SHA256

Credenti al =<Cr edenti al >,

Si gnedHeader s=cont ent t ype; dat e; host ; user -
agent ; x- ane- dat e; x- ane-t ar get ; x- anen-
requesti d, Si gnat ur e=<Si gnat ur e>

User - Agent: <User Agent String>

Cont ent - Type: application/x-ane-json-1.1
Cont ent - Lengt h: <Payl oadSi zeByt es>
Connection: Keep-Alive

X- Anz- Target: AmazonDMSv20160101. Test Connecti on

{
"ReplicationlnstanceArn": "arn:aws:dms: us-east-
1: 152683116123 r ep: 6USOU366XFIJUNATDIGBCIS3VI Q'
"Endpoi nt Arn": "arn:aws: dns: us- east -

1:152683116123: endpoi nt : WKBUL DZKUDQZI HPOUUSEH34 EMJ'
}

Sample Response

HTTP/ 1.1 200 OK

X-anzn- Request | d: <Request | d>

Cont ent - Type: application/x-ane-json-1.1

Cont ent - Lengt h: <Payl oadSi zeByt es>

Dat e: <Date>

{

"Connection": {

"Status":"testing",
"Replicationlnstanceldentifier":"akshayl",
"Endpoi nt Arn": "arn: aws: dis: us- east -
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1:152683116123: endpoi nt : WKBUL DZKUDQZI HPOUUSEH34EMJ" ,

"Endpoi ntl dentifier":"akshay",
"ReplicationlnstanceArn":"arn: aws: dns: us- east -

1:152683116123: r ep: 6USOU366XFIJUWATDIGBCIS3VI Q'

}

}
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Data Types

The AWS Database Migration Service API contains several data types that various actions use. This
section describes each data type in detail.

Note
The order of each element in a data type structure is not guaranteed. Applications should not
assume a particular order.

The following data types are supported:

¢ AccountQuota (p. 111)

¢ AvailabilityZone (p. 112)

¢ Certificate (p. 113)

¢ Connection (p. 114)

¢ Endpoint (p. 115)

e Filter (p. 117)

¢ OrderableReplicationinstance (p. 118)
¢ RefreshSchemasStatus (p. 119)

¢ Replicationinstance (p. 120)

¢ ReplicationPendingModifiedValues (p. 123)
¢ ReplicationSubnetGroup (p. 124)

¢ ReplicationTask (p. 125)

¢ ReplicationTaskStats (p. 127)

¢ Subnet (p. 128)

e SupportedEndpointType (p. 129)

¢ TableStatistics (p. 130)

e Tag (p. 131)

¢ VpcSecurityGroupMembership (p. 132)
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AccountQuota

Describes a quota for an AWS account, for example, the number of replication instances allowed.

Contents

AccountQuotaName
The name of the AWS DMS quota for this AWS account.

Type: String
Required: No
Max
The maximum allowed value for the quota.

Type: Long
Required: No
Used
The amount currently used toward the quota maximum.
Type: Long
Required: No
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AvallabilityZone

Contents

Name
The name of the availability zone.

Type: String
Required: No
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Certificate

The SSL certificate that can be used to encrypt connections between the endpoints and the replication
instance.

Contents

CertificateArn
The Amazon Resource Name (ARN) for the certificate.

Type: String
Required: No
CertificateCreationDate
The date that the certificate was created.
Type: Timestamp
Required: No
Certificateldentifier
The customer-assigned name of the certificate. Valid characters are A-z and 0-9.
Type: String
Required: No
CertificateOwner
The owner of the certificate.
Type: String
Required: No
CertificatePem
The contents of the .pem X.509 certificate file for the certificate.
Type: String
Required: No
CertificateWallet
The location of the imported Oracle Wallet certificate for use with SSL.
Type: Base64-encoded binary data
Required: No
KeyLength
The key length of the cryptographic algorithm being used.
Type: Integer
Required: No
SigningAlgorithm
The signing algorithm for the certificate.
Type: String
Required: No
ValidFromDate
The beginning date that the certificate is valid.
Type: Timestamp
Required: No
ValidToDate
The final date that the certificate is valid.
Type: Timestamp
Required: No

API Version 2016-01-01
113



AWS Database Migration Service API Reference
Connection

Connection

Contents

EndpointArn
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.
Type: String
Required: No

Endpointldentifier

The identifier of the endpoint. Identifiers must begin with a letter; must contain only ASCII letters,
digits, and hyphens; and must not end with a hyphen or contain two consecutive hyphens.

Type: String
Required: No
LastFailureMessage
The error message when the connection last failed.
Type: String
Required: No
ReplicationinstanceArn
The Amazon Resource Name (ARN) of the replication instance.
Type: String
Required: No
Replicationinstanceldentifier
The replication instance identifier. This parameter is stored as a lowercase string.
Type: String
Required: No
Status
The connection status.
Type: String
Required: No
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Endpoint

Contents

CertificateArn
The Amazon Resource Name (ARN) used for SSL connection to the endpoint.

Type: String
Required: No
DatabaseName
The name of the database at the endpoint.
Type: String
Required: No
EndpointArn
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.
Type: String
Required: No
Endpointldentifier

The database endpoint identifier. Identifiers must begin with a letter; must contain only ASCII
letters, digits, and hyphens; and must not end with a hyphen or contain two consecutive hyphens.

Type: String
Required: No
EndpointType
The type of endpoint.
Type: String
Valid Values: source | target
Required: No
EngineName

The database engine name. Valid values include MYSQL, ORACLE, POSTGRES, MARIADB,
AURORA, REDSHIFT, SYBASE, and SQLSERVER.

Type: String
Required: No
ExtraConnectionAttributes
Additional connection attributes used to connect to the endpoint.
Type: String
Required: No
KmsKeyld
The KMS key identifier that will be used to encrypt the connection parameters. If you do not
specify a value for the KmsKeyld parameter, then AWS DMS will use your default encryption key.

AWS KMS creates the default encryption key for your AWS account. Your AWS account has a
different default encryption key for each AWS region.

Type: String
Required: No
Port
The port value used to access the endpoint.
Type: Integer
Required: No
ServerName
The name of the server at the endpoint.
Type: String
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Required: No
SsIMode
The SSL mode used to connect to the endpoint.
SSL mode can be one of four values: none, require, verify-ca, verify-full.
The default value is none.
Type: String
Valid Values: none | require | verify-ca | verify-full
Required: No
Status
The status of the endpoint.
Type: String
Required: No
Username
The user name used to connect to the endpoint.
Type: String
Required: No
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Filter

Contents

Name
The name of the filter.

Type: String
Required: Yes

Values
The filter value.

Type: array of Strings
Required: Yes
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OrderableReplicationinstance

Contents

DefaultAllocatedStorage
The default amount of storage (in gigabytes) that is allocated for the replication instance.
Type: Integer
Required: No
EngineVersion
The version of the replication engine.
Type: String
Required: No
IncludedAllocatedStorage
The amount of storage (in gigabytes) that is allocated for the replication instance.
Type: Integer
Required: No
MaxAllocatedStorage
The minimum amount of storage (in gigabytes) that can be allocated for the replication instance.
Type: Integer
Required: No
MinAllocatedStorage
The minimum amount of storage (in gigabytes) that can be allocated for the replication instance.
Type: Integer
Required: No
ReplicationinstanceClass
The compute and memory capacity of the replication instance.

Valid Values: dns.t2. micro | dns.t2.snall | dns.t2. medium | dns.t2.large |
dns.c4.large | dns.c4.xlarge | dms.c4.2xlarge | dns.c4. 4xl arge

Type: String
Required: No
StorageType
The type of storage used by the replication instance.
Type: String
Required: No
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RefreshSchemasStatus

Contents

EndpointArn
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.

Type: String
Required: No
LastFailureMessage
The last failure message for the schema.
Type: String
Required: No
LastRefreshDate
The date the schema was last refreshed.
Type: Timestamp
Required: No
ReplicationinstanceArn
The Amazon Resource Name (ARN) of the replication instance.
Type: String
Required: No
Status
The status of the schema.
Type: String
Valid Values: successful | failed | refreshing
Required: No
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Replicationinstance

Contents

AllocatedStorage
The amount of storage (in gigabytes) that is allocated for the replication instance.
Type: Integer
Required: No
AutoMinorVersionUpgrade
Boolean value indicating if minor version upgrades will be automatically applied to the instance.
Type: Boolean
Required: No
AvailabilityZone
The Availability Zone for the instance.
Type: String
Required: No
EngineVersion
The engine version number of the replication instance.
Type: String
Required: No
InstanceCreateTime
The time the replication instance was created.
Type: Timestamp
Required: No
KmsKeyld
The KMS key identifier that is used to encrypt the content on the replication instance. If you do not
specify a value for the KmsKeyld parameter, then AWS DMS will use your default encryption key.

AWS KMS creates the default encryption key for your AWS account. Your AWS account has a
different default encryption key for each AWS region.

Type: String
Required: No
MultiAZ

Specifies if the replication instance is a Multi-AZ deployment. You cannot set the
Avai | abi | i t yZone parameter if the Multi-AZ parameter is setto t r ue.

Type: Boolean
Required: No
PendingModifiedValues
The pending modification values.
Type: ReplicationPendingModifiedValues (p. 123) object
Required: No
PreferredMaintenanceWindow
The maintenance window times for the replication instance.
Type: String
Required: No
PubliclyAccessible
Specifies the accessibility options for the replication instance. A value of t r ue represents an

instance with a public IP address. A value of f al se represents an instance with a private IP
address. The default value is t r ue.

Type: Boolean
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Required: No
ReplicationinstanceArn
The Amazon Resource Name (ARN) of the replication instance.
Type: String
Required: No
ReplicationinstanceClass
The compute and memory capacity of the replication instance.

Valid Values: dns.t2. micro | dns.t2.snall | dns.t2. medium | dns.t2.large |
dns.c4.large | dns.c4.xlarge | dms.c4.2xlarge | dns.c4. 4xl arge

Type: String
Required: No
Replicationinstanceldentifier
The replication instance identifier. This parameter is stored as a lowercase string.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
« First character must be a letter.
¢ Cannot end with a hyphen or contain two consecutive hyphens.
Example: myr epi nst ance
Type: String
Required: No
ReplicationinstancePrivatelpAddress
The private IP address of the replication instance.
Type: String
Required: No
ReplicationinstancePrivatelpAddresses
The private IP address of the replication instance.
Type: array of Strings
Required: No
ReplicationinstancePubliclpAddress
The public IP address of the replication instance.
Type: String
Required: No
ReplicationinstancePubliclpAddresses
The public IP address of the replication instance.
Type: array of Strings
Required: No
ReplicationinstanceStatus
The status of the replication instance.
Type: String
Required: No
ReplicationSubnetGroup
The subnet group for the replication instance.
Type: ReplicationSubnetGroup (p. 124) object
Required: No
SecondaryAvailabilityZone
The availability zone of the standby replication instance in a Multi-AZ deployment.
Type: String
Required: No
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VpcSecurityGroups
The VPC security group for the instance.

Type: array of VpcSecurityGroupMembership (p. 132) objects
Required: No
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ReplicationPendingModifiedValues

Contents

AllocatedStorage
The amount of storage (in gigabytes) that is allocated for the replication instance.
Type: Integer
Required: No
EngineVersion
The engine version number of the replication instance.
Type: String
Required: No
MultiAZ

Specifies if the replication instance is a Multi-AZ deployment. You cannot set the
Avai | abi | i t yZone parameter if the Multi-AZ parameter is setto t r ue.

Type: Boolean
Required: No

ReplicationinstanceClass
The compute and memory capacity of the replication instance.

Valid Values: dns.t2. micro | dns.t2.snall | dns.t2. medium | dns.t2.large |
dns.c4.large | dns.c4.xlarge | dns.c4.2xlarge | dns.c4. 4xl arge

Type: String

Required: No
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ReplicationSubnetGroup

Contents

ReplicationSubnetGroupDescription
The description of the replication subnet group.

Type: String
Required: No
ReplicationSubnetGroupldentifier
The identifier of the replication instance subnet group.
Type: String
Required: No
SubnetGroupStatus
The status of the subnet group.
Type: String
Required: No
Subnets
The subnets that are in the subnet group.
Type: array of Subnet (p. 128) objects
Required: No
Vpcld
The ID of the VPC.
Type: String
Required: No
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ReplicationTask

Contents

LastFailureMessage
The last error (failure) message generated for the replication instance.

Type: String
Required: No
MigrationType
The type of migration.
Type: String
Valid Values: full-load | cdc | full-Ioad-and-cdc
Required: No
ReplicationinstanceArn
The Amazon Resource Name (ARN) of the replication instance.
Type: String
Required: No
ReplicationTaskArn
The Amazon Resource Name (ARN) of the replication task.
Type: String
Required: No
ReplicationTaskCreationDate
The date the replication task was created.
Type: Timestamp
Required: No
ReplicationTaskldentifier
The replication task identifier.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
« First character must be a letter.
¢ Cannot end with a hyphen or contain two consecutive hyphens.
Type: String
Required: No
ReplicationTaskSettings
The settings for the replication task.
Type: String
Required: No
ReplicationTaskStartDate
The date the replication task is scheduled to start.
Type: Timestamp
Required: No
ReplicationTaskStats
The statistics for the task, including elapsed time, tables loaded, and table errors.
Type: ReplicationTaskStats (p. 127) object
Required: No
SourceEndpointArn
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.
Type: String
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Required: No
Status
The status of the replication task.
Type: String
Required: No
StopReason
The reason the replication task was stopped.
Type: String
Required: No
TableMappings
Table mappings specified in the task.
Type: String
Required: No
TargetEndpointArn
The Amazon Resource Name (ARN) string that uniquely identifies the endpoint.
Type: String
Required: No
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ReplicationTaskStats

Contents

ElapsedTimeMillis
The elapsed time of the task, in milliseconds.
Type: Long
Required: No
FullLoadProgressPercent
The percent complete for the full load migration task.
Type: Integer
Required: No
TablesErrored
The number of errors that have occurred during this task.
Type: Integer
Required: No
TablesLoaded
The number of tables loaded for this task.
Type: Integer
Required: No
TablesLoading
The number of tables currently loading for this task.
Type: Integer
Required: No
TablesQueued
The number of tables queued for this task.
Type: Integer
Required: No
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Subnet

Contents

SubnetAvailabilityZone
The Availability Zone of the subnet.

Type: AvailabilityZone (p. 112) object
Required: No
Subnetldentifier
The subnet identifier.
Type: String
Required: No
SubnetStatus
The status of the subnet.
Type: String
Required: No
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SupportedEndpointType

Contents

EndpointType
The type of endpoint.
Type: String
Valid Values: source | target
Required: No
EngineName

The database engine name. Valid values include MYSQL, ORACLE, POSTGRES, MARIADB,
AURORA, REDSHIFT, SYBASE, and SQLSERVER.

Type: String
Required: No

SupportsCDC
Indicates if Change Data Capture (CDC) is supported.

Type: Boolean
Required: No
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TableStatistics

Contents

Ddls
The Data Definition Language (DDL) used to build and modify the structure of your tables.

Type: Long
Required: No
Deletes
The number of delete actions performed on a table.
Type: Long
Required: No
FullLoadRows
The number of rows added during the Full Load operation.
Type: Long
Required: No
Inserts
The number of insert actions performed on a table.
Type: Long
Required: No
LastUpdateTime
The last time the table was updated.
Type: Timestamp
Required: No
SchemaName
The schema name.
Type: String
Required: No
TableName
The name of the table.
Type: String
Required: No
TableState
The state of the table.
Type: String
Required: No
Updates
The number of update actions performed on a table.
Type: Long
Required: No
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Tag

Contents

Key
A key is the required name of the tag. The string value can be from 1 to 128 Unicode characters
in length and cannot be prefixed with "aws:" or "dms:". The string can only contain only the set
of Unicode letters, digits, white-space, ' ', "', '/', '=', '+', "' (Java regex: "((\p{LMNp{Z\p{N}_.:/=+\
\-1)$").
Type: String
Required: No

Value
A value is the optional value of the tag. The string value can be from 1 to 256 Unicode characters
in length and cannot be prefixed with "aws:" or "dms:". The string can only contain only the set
of Unicode letters, digits, white-space, ' ', '.", "', '=', '+, "' (Java regex: "([\p{LM\p{ZN\\p{N}_.:/=+\
\-9)$").
Type: String
Required: No
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VpcSecurityGroupMembership

Contents

Status
The status of the VPC security group.

Type: String

Required: No
VpcSecurityGroupld

The VPC security group Id.

Type: String

Required: No
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Common Parameters

The following table lists the parameters that all actions use for signing Signature Version 4 requests.
Any action-specific parameters are listed in the topic for that action. To view sample requests, see
Examples of Signed Signature Version 4 Requests or Signature Version 4 Test Suite in the Amazon
Web Services General Reference.

Action
The action to be performed.

Type: string

Required: Yes

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Type: string

Required: Yes

X-Amz-Algorithm
The hash algorithm that you used to create the request signature.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string
Valid Values: AWB4- HVAC- SHA256

Required: Conditional

X-Amz-Credential
The credential scope value, which is a string that includes your access key, the date, the region
you are targeting, the service you are requesting, and a termination string ("aws4_request"). The
value is expressed in the following format: access_key/YYYYMMDD/region/service/aws4_request.

For more information, see Task 2: Create a String to Sign for Signature Version 4 in the Amazon
Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string
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Required: Conditional

X-Amz-Date
The date that is used to create the signature. The format must be ISO 8601 basic format
(YYYYMMDD'T'HHMMSS'Z"). For example, the following date time is a valid X-Amz-Date value:
20120325T120000Z.

Condition: X-Amz-Date is optional for all requests; it can be used to override the date used for
signing requests. If the Date header is specified in the ISO 8601 basic format, X-Amz-Date is not
required. When X-Amz-Date is used, it always overrides the value of the Date header. For more
information, see Handling Dates in Signature Version 4 in the Amazon Web Services General
Reference.

Type: string

Required: Conditional

X-Amz-Security-Token
The temporary security token that was obtained through a call to AWS Security Token Service.
For a list of services that support AWS Security Token Service, go to Using Temporary Security
Credentials to Access AWS in Using Temporary Security Credentials.

Condition: If you're using temporary security credentials from the AWS Security Token Service,
you must include the security token.

Type: string

Required: Conditional

X-Amz-Signature
Specifies the hex-encoded signature that was calculated from the string to sign and the derived
signing key.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string

Required: Conditional

X-Amz-SignedHeaders
Specifies all the HTTP headers that were included as part of the canonical request. For more
information about specifying signed headers, see Task 1: Create a Canonical Request For
Signature Version 4 in the Amazon Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string

Required: Conditional
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400
InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403
InvalidParameterCombination
Parameters that must not be used together were used together.
HTTP Status Code: 400
InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.
HTTP Status Code: 400
InvalidQueryParameter
The AWS query string is malformed or does not adhere to AWS standards.
HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.
HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.

HTTP Status Code: 400
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MissingAuthenticationToken
The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or
more than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date
stamp on the request is more than 15 minutes in the future.

HTTP Status Code: 400
ServiceUnavailable
The request has failed due to a temporary failure of the server.
HTTP Status Code: 503
Throttling
The request was denied due to request throttling.

HTTP Status Code: 400

ValidationError
The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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