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Welcome

Amazon Relational Database Service (Amazon RDS) is a web service that makes it easier to set up,
operate, and scale a relational database in the cloud. It provides cost-efficient, resizeable capacity for
an industry-standard relational database and manages common database administration tasks, freeing
up developers to focus on what makes their applications and businesses unique.

Amazon RDS gives you access to the capabilities of a MySQL, MariaDB, PostgreSQL, Microsoft

SQL Server, Oracle, or Amazon Aurora database server. These capabilities mean that the code,
applications, and tools you already use today with your existing databases work with Amazon RDS
without modification. Amazon RDS automatically backs up your database and maintains the database
software that powers your DB instance. Amazon RDS is flexible: you can scale your database
instance's compute resources and storage capacity to meet your application's demand. As with all
Amazon Web Services, there are no up-front investments, and you pay only for the resources you use.
This interface reference for Amazon RDS contains documentation for a programming or command

line interface you can use to manage Amazon RDS. Note that Amazon RDS is asynchronous, which
means that some interfaces might require techniques such as polling or callback functions to determine
when a command has been applied. In this reference, the parameter descriptions indicate whether a
command is applied immediately, on the next instance reboot, or during the maintenance window. The
reference structure is as follows, and we list following some related topics from the user guide.

Amazon RDS API Reference

¢ For the alphabetical list of API actions, see API Actions.

« For the alphabetical list of data types, see Data Types.

¢ For a list of common query parameters, see Common Parameters.
« For descriptions of the error codes, see Common Errors.

Amazon RDS User Guide

¢ For a summary of the Amazon RDS interfaces, see Available RDS Interfaces.
¢ For more information about how to use the Query API, see Using the Query API.

This document was last published on December 17, 2016.
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http://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_Operations.html
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Actions

The following actions are supported:

¢ AddRoleToDBCluster (p. 5)

« AddSourceldentifierToSubscription (p. 7)
¢ AddTagsToResource (p. 9)

* ApplyPendingMaintenanceAction (p. 11)
¢ AuthorizeDBSecurityGrouplngress (p. 13)
¢ CopyDBClusterParameterGroup (p. 16)
¢ CopyDBClusterSnapshot (p. 19)

¢ CopyDBParameterGroup (p. 22)

¢ CopyDBSnapshot (p. 24)

¢ CopyOptionGroup (p. 27)

¢ CreateDBCluster (p. 30)

¢ CreateDBClusterParameterGroup (p. 36)
¢ CreateDBClusterSnapshot (p. 39)

¢ CreateDBInstance (p. 42)

¢ CreateDBInstanceReadReplica (p. 55)

¢ CreateDBParameterGroup (p. 61)

¢ CreateDBSecurityGroup (p. 64)

¢ CreateDBSnapshot (p. 66)

¢ CreateDBSubnetGroup (p. 69)

« CreateEventSubscription (p. 72)

¢ CreateOptionGroup (p. 76)

¢ DeleteDBCluster (p. 78)

¢ DeleteDBClusterParameterGroup (p. 81)
¢ DeleteDBClusterSnapshot (p. 83)

¢ DeleteDBInstance (p. 85)

¢ DeleteDBParameterGroup (p. 89)

¢ DeleteDBSecurityGroup (p. 91)

¢ DeleteDBSnapshot (p. 93)

¢ DeleteDBSubnetGroup (p. 95)

¢ DeleteEventSubscription (p. 97)
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DeleteOptionGroup (p. 99)
DescribeAccountAttributes (p. 101)
DescribeCertificates (p. 104)
DescribeDBClusterParameterGroups (p. 106)
DescribeDBClusterParameters (p. 109)
DescribeDBClusters (p. 112)
DescribeDBClusterSnapshotAttributes (p. 115)
DescribeDBClusterSnapshots (p. 117)
DescribeDBEnNgineVersions (p. 121)
DescribeDBInstances (p. 124)
DescribeDBLogFiles (p. 128)
DescribeDBParameterGroups (p. 131)
DescribeDBParameters (p. 133)
DescribeDBSecurityGroups (p. 136)
DescribeDBSnapshotAttributes (p. 139)
DescribeDBSnapshots (p. 141)
DescribeDBSubnetGroups (p. 145)
DescribeEngineDefaultClusterParameters (p. 148)
DescribeEngineDefaultParameters (p. 150)
DescribeEventCategories (p. 153)
DescribeEvents (p. 155)
DescribeEventSubscriptions (p. 159)
DescribeOptionGroupOptions (p. 162)
DescribeOptionGroups (p. 165)
DescribeOrderableDBInstanceOptions (p. 171)
DescribePendingMaintenanceActions (p. 174)
DescribeReservedDBInstances (p. 177)
DescribeReservedDBInstancesOfferings (p. 180)
DescribeSourceRegions (p. 183)
DownloadDBLogFilePortion (p. 185)
FailoverDBCluster (p. 189)
ListTagsForResource (p. 192)
ModifyDBCluster (p. 194)
ModifyDBClusterParameterGroup (p. 199)
ModifyDBClusterSnapshotAttribute (p. 201)
ModifyDBInstance (p. 204)
ModifyDBParameterGroup (p. 215)
ModifyDBSnapshotAttribute (p. 217)
ModifyDBSubnetGroup (p. 220)
ModifyEventSubscription (p. 223)
ModifyOptionGroup (p. 226)
PromoteReadReplica (p. 230)
PromoteReadReplicaDBCluster (p. 233)
PurchaseReservedDBInstancesOffering (p. 236)
RebootDBInstance (p. 238)
RemoveRoleFromDBCluster (p. 241)
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RemoveSourceldentifierFromSubscription (p. 243)
RemoveTagsFromResource (p. 245)
ResetDBClusterParameterGroup (p. 247)
ResetDBParameterGroup (p. 249)
RestoreDBClusterFromS3 (p. 252)
RestoreDBClusterFromSnapshot (p. 258)
RestoreDBClusterToPointInTime (p. 263)
RestoreDBInstanceFromDBSnapshot (p. 268)
RestoreDBInstanceToPointInTime (p. 275)
RevokeDBSecurityGrouplngress (p. 282)
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AddRoleToDBCluster

Associates an ldentity and Access Management (IAM) role from an Aurora DB cluster. For more
information, see Authorizing Amazon Aurora to Access Other AWS Services On Your Behalf.

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterldentifier
The name of the DB cluster to associate the IAM role with.

Type: String
Required: Yes
RoleArn

The Amazon Resource Name (ARN) of the IAM role to associate with the Aurora DB cluster, for
example arn: aws: i am : 123456789012: r ol e/ Aur or aAccessRol e.

Type: String
Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.

HTTP Status Code: 404
DBClusterRoleAlreadyExists

The specified IAM role Amazon Resource Name (ARN) is already associated with the specified DB
cluster.

HTTP Status Code: 400

DBClusterRoleQuotaExceeded
You have exceeded the maximum number of IAM roles that can be associated with the specified
DB cluster.

HTTP Status Code: 400

InvalidDBClusterStateFault
The DB cluster is not in a valid state.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=AddRol eToDBd ust er
&DBCl ust erl denti fi er=sanpl e-cl uster
&Rol eAr n=ar n¥/8Aaws ¥8Ai amV/B8A¥B8A123456789012%3Ar ol e¥2Fsanpl e-rol e
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
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&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20161012/ us- east - 1/ rds/ aws4_r equest
&X- Anez- Dat e=20161012T2045247
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=d73c069210f 98e5377851f a4c4ab2f dd53e8bd5d5f 02f 4f 8ef 15d4daa5b04567

Sample Response

<AddRol eToDBC ust er Response xm ns="http://rds. anmazonaws. conf doc/ 2014-10-31/" >
<ResponseMet adat a>
<Request | d>cccchdb6- 90bc- 11e6- 8533- cd6447e421f 8</ Request | d>
</ ResponseMet adat a>
</ AddRol eToDBC ust er Response>

API Version 2014-10-31
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AddSourceldentifierToSubscription

Adds a source identifier to an existing RDS event notification subscription.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Sourceldentifier
The identifier of the event source to be added. An identifier must begin with a letter and must
contain only ASCI! letters, digits, and hyphens; it cannot end with a hyphen or contain two
consecutive hyphens.

Constraints:
« If the source type is a DB instance, then a DBI nst ancel dent i fi er must be supplied.
« If the source type is a DB security group, a DBSecur i t yGr oupNanme must be supplied.
« If the source type is a DB parameter group, a DBPar anet er G oupNanme must be supplied.
« If the source type is a DB snapshot, a DBSnapshot | denti fi er must be supplied.
Type: String
Required: Yes

SubscriptionName
The name of the RDS event notification subscription you want to add a source identifier to.
Type: String
Required: Yes

Response Elements

The following element is returned by the service.

EventSubscription
Contains the results of a successful invocation of the DescribeEventSubscriptions (p. 159)
action.

Type: EventSubscription (p. 327) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

SourceNotFound
The requested source could not be found.

HTTP Status Code: 404

SubscriptionNotFound
The subscription name does not exist.

HTTP Status Code: 404

Example

Sample Request

API Version 2014-10-31
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https://rds. us-east-1. amazonaws. com
?Act i on=AddSour cel denti fi er ToSubscri ption
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Sour cel denti fi er=nysql db
&Subscri pti onName=Event Subscri pti on04
&Ver si on=2014-09- 01
&X- Ane- Al gori t hm=AWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140422/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140422T230442Z
&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane-
Si gnat ur e=347d5e788e809cd06¢c50214b12750a3c39716bf 65b239bb6f 7ee8f f 5374e2df 9

Sample Response

<AddSour cel denti fi er ToSubscri pti onResponse xm ns="http://rds. amazonaws. com
doc/ 2014-09-01/" >
<AddSour cel denti fi er ToSubscri pti onResul t >
<Event Subscri pti on>
<Sour ceType>db-i nst ance</ Sour ceType>
<Enabl ed>t r ue</ Enabl ed>
<Cust oner Aws| d>803#########</ Cust oner Aws| d>
<St at us>nodi f yi ng</ St at us>
<Sour cel dsLi st >
<Sour cel d>nysql db</ Sour cel d>
</ Sour cel dsLi st >
<Subscri ptionCreati onTi ne>2014- 04-22 23:03: 19. 776</
Subscri pti onCreationTi me>
<Event Cat egori esLi st >
<Event Cat egor y>cr eat i on</ Event Cat egor y>
<Event Cat egor y>del et i on</ Event Cat egory>
</ Event Cat egori esLi st >
<Cust Subscri pti onl d>Event Subscri pti on04</ Cust Subscri pti onl d>
<SnsTopi CArn>ar n: aws: SNs: us- east - 1: 803#########: myawsuser - RDS</
SnsTopi cAr n>
</ Event Subscri pti on>
</ AddSour cel denti fi er ToSubscri pti onResul t >
<ResponseMet adat a>
<Request | d>6¢05f 0b0- bf 71- 11d3-f 4c6- 37db295f 7674</ Request | d>
</ ResponseMet adat a>
</ AddSour cel denti fi er ToSubscri pti onResponse>
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AddTagsToResource

Adds metadata tags to an Amazon RDS resource. These tags can also be used with cost allocation
reporting to track cost associated with Amazon RDS resources, or used in a Condition statement in an
IAM policy for Amazon RDS.

For an overview on tagging Amazon RDS resources, see Tagging Amazon RDS Resources.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

ResourceName
The Amazon RDS resource the tags will be added to. This value is an Amazon Resource Name
(ARN). For information about creating an ARN, see Constructing an RDS Amazon Resource
Name (ARN).

Type: String
Required: Yes

Tags.Tag.N
The tags to be assigned to the Amazon RDS resource.

Type: array of Tag (p. 354) objects
Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.

HTTP Status Code: 404

DBInstanceNotFound
DBInstanceldentifier does not refer to an existing DB instance.

HTTP Status Code: 404

DBSnapshotNotFound
DBSnapshotldentifier does not refer to an existing DB snapshot.
HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=AddTagsToResour ce
&Resour ceNanme=ar n¥8Aaws ¥BAr ds%BAus- west - 2%8A123456789012%8Adb%BAsanpl e
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Tags. menber . 1. Key=I nst anceType
&Tags. menber . 1. Val ue=Devel opnent
&Tags. menber . 2. Key=Onner
&Tags. menber. 2. Val ue=Adm n123
&Ver si on=2014- 10- 31
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
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&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20160913/ us-west - 2/ rds/ aws4_r equest
&X- Ane- Dat €=20160913T173915Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=90a257aa949f ab364b7db0964a255986922f 933f 2e55e7b582ce6f 9ccca2adel

Sample Response

<AddTagsToResour ceResponse xm ns="http://rds. amazonaws. conf doc/ 2014-10-31/">
<ResponseMet adat a>
<Request | d>f d9cd844- 79d8- 11e6- 956¢- 915ad715f a2f </ Request | d>
</ ResponseMet adat a>
</ AddTagsToResour ceResponse>
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ApplyPendingMaintenanceAction

Applies a pending maintenance action to a resource (for example, to a DB instance).

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

ApplyAction
The pending maintenance action to apply to this resource.
Valid values: syst em updat e, db- upgr ade
Type: String
Required: Yes
OptinType

A value that specifies the type of opt-in request, or undoes an opt-in request. An opt-in request of
type i mredi at e cannot be undone.

Valid values:
« i mredi at e - Apply the maintenance action immediately.
¢ next - mai nt enance - Apply the maintenance action during the next maintenance window for
the resource.
¢ undo- opt -i n - Cancel any existing next - mai nt enance opt-in requests.
Type: String
Required: Yes
Resourceldentifier

The RDS Amazon Resource Name (ARN) of the resource that the pending maintenance action
applies to. For information about creating an ARN, see Constructing an RDS Amazon Resource
Name (ARN).

Type: String
Required: Yes

Response Elements

The following element is returned by the service.

ResourcePendingMaintenanceActions
Describes the pending maintenance actions for a resource.
Type: ResourcePendingMaintenanceActions (p. 351) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

ResourceNotFoundFault
The specified resource ID was not found.
HTTP Status Code: 404
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Example

Sample Request

https://rds. us-west-2. anmazonaws. conf
?Act i on=Appl yPendi ngMai nt enanceActi on
&Resour cel dentifier=arn: aws: rds: us-east-1: 123456781234: db: ny-i nst ance
&Appl yAct i on=syst em updat e
&pt | nType=i medi at e
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Anz- Al gor i t hnrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20141216/ us-west - 2/ rds/ aws4_r equest
&X- Ane- Dat €=20140421T194732Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=6e25c542bf 96f e24b28c12976ec92d2f 856ab1d2al58e21c35441a736e4f de2b

Sample Response

<App! yPendi ngMai nt enanceAct i onResponse xm ns="http://rds. amazonaws. com
doc/ 2014-10-31/">
<App! yPendi ngMai nt enanceAct i onResul t >
<Resour cePendi ngMai nt enanceActi ons>
<Resourcel dentifier>arn:aws:rds: us-east-1:123456781234: db: ny-i nst ance</
Resour cel dentifier>
<Pendi ngMai nt enanceActi onDet ai | s>
<Pendi ngMai nt enanceAct i on>
<Acti on>syst em updat e</ Acti on>
<Opt I nSt at us>i nedi at e</ Opt | NSt at us>
</ Pendi ngMai nt enanceAct i on>
</ Pendi ngMai nt enanceActi onDet ai | s>
/ Resour cePendi ngMai nt enanceActi ons>
</ Appl yPendi ngMai nt enanceActi onResul t >
<ResponseMet adat a>
<Request | d>dcf e0682- 870c- 11e4- 9833- b3ad657ea9da</ Request | d>
</ ResponseMet adat a>
</ Appl yPendi ngMai nt enanceAct i onResponse>
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AuthorizeDBSecurityGrouplingress

Enables ingress to a DBSecurityGroup using one of two forms of authorization. First, EC2 or VPC
security groups can be added to the DBSecurityGroup if the application using the database is
running on EC2 or VPC instances. Second, IP ranges are available if the application accessing

your database is running on the Internet. Required parameters for this API are one of CIDR range,
EC2SecurityGroupld for VPC, or (EC2SecurityGroupOwnerld and either EC2SecurityGroupName or
EC2SecurityGroupld for non-VPC).

Note

You cannot authorize ingress from an EC2 security group in one region to an Amazon RDS
DB instance in another. You cannot authorize ingress from a VPC security group in one VPC
to an Amazon RDS DB instance in another.

For an overview of CIDR ranges, go to the Wikipedia Tutorial.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

CIDRIP
The IP range to authorize.

Type: String
Required: No
DBSecurityGroupName
The name of the DB security group to add authorization to.
Type: String
Required: Yes

EC2SecurityGroupld
Id of the EC2 security group to authorize. For VPC DB security groups, EC2Securi t yGroupl d
must be provided. Otherwise, EC2Secur i t yGr oupOaner | d and either EC2Secur i t yG oupNane
or EC2Securi t yG oupl d must be provided.
Type: String
Required: No
EC2SecurityGroupName
Name of the EC2 security group to authorize. For VPC DB security groups,
EC2Securi t yGr oupl d must be provided. Otherwise, EC2Secur i t yG oupOaner | d and either
EC2Securit yGr oupNane or EC2Securi t yGr oupl d must be provided.
Type: String
Required: No
EC2SecurityGroupOwnerld
AWS account number of the owner of the EC2 security group specified in the
EC2Securi t yG oupNane parameter. The AWS Access Key ID is not an acceptable
value. For VPC DB security groups, EC2Securi t yG oupl d must be provided. Otherwise,
EC2Securi t yGr oupOaner | d and either EC2Securi t yG oupNane or EC2Securi t yG oupl d
must be provided.
Type: String
Required: No

Response Elements

The following element is returned by the service.

DBSecurityGroup
Contains the result of a successful invocation of the following actions:
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¢ DescribeDBSecurityGroups (p. 136)
¢ AuthorizeDBSecurityGrouplngress (p. 13)
¢ CreateDBSecurityGroup (p. 64)

¢ RevokeDBSecurityGrouplngress (p. 282)
This data type is used as a response element in the DescribeDBSecurityGroups (p. 136) action.

Type: DBSecurityGroup (p. 312) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

AuthorizationAlreadyExists
The specified CIDRIP or EC2 security group is already authorized for the specified DB security
group.
HTTP Status Code: 400
AuthorizationQuotaExceeded
DB security group authorization quota has been reached.
HTTP Status Code: 400
DBSecurityGroupNotFound
DBSecurityGroupName does not refer to an existing DB security group.
HTTP Status Code: 404
InvalidDBSecurityGroupState
The state of the DB security group does not allow deletion.
HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Aut hori zeDBSecuri t yG oupl ngr ess
&CI DRI P=54. 241. 217. 99%2F32
&DBSecuri t yG oupNane=def aul t
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014-09-01
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140423/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140423T154632Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Anz-
Si gnat ur e=7803146e430626f 47b0da058921cdb9f 2ab7f f d881bd99f c859f 2f 635e4472bd

Sample Response

<Aut hori zeDBSecur it yG oupl ngr essResponse xnml ns="http://rds. amazonaws. cont
doc/ 2014- 09-01/">
<Aut hori zeDBSecuri t yGr oupl ngressResul t >
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<DBSecuri tyGroup>
<EC2SecurityG oups>
<EC2SecurityG oup>
<St at us>aut hori zed</ St at us>
<EC2Securit yG oupNanme>el asti cheanst al k- wi ndows</
EC2Securi t yG oupName>
<EC2Securi t yG oupOnner | d>803#########</ EC2Securi t yG oupOaner | d>
<EC2SecurityG oupl d>sg- 7f 476617</ EC2Securi t yG oupl d>
</ EC2Securi tyG oup>
</ EC2SecurityG oups>
<DBSecurityG oupDescri pti on>def aul t </ DBSecurityG oupDescri ption>
<l PRanges>
<l PRange>
<Cl DRI P>192. 0. 0. 0/ 24</ CI DRI P>
<St at us>aut hori zed</ St at us>
</ | PRange>
<l PRange>
<Cl DRI P>190. 0. 1. 0/ 29</ CI DRI P>
<St at us>aut hori zed</ St at us>
</ | PRange>
<l PRange>
<Cl DRI P>190. 0. 2. 0/ 29</ CI DRI P>
<St at us>aut hori zed</ St at us>
</ | PRange>
<l PRange>
<Cl DRI P>10. 0. 0. 0/ 8</ Cl DRI P>
<St at us>aut hori zed</ St at us>
</ | PRange>
</ | PRanges>
<Owner | d>803#########</ Owmner | d>
<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ Aut hori zeDBSecurityG oupl ngressResul t >
<ResponseMet adat a>
<Request | d>6176b5f 8- bf ed- 11d3- f 92b- 31f a5e8dbc99</ Request | d>
</ ResponseMet adat a>
</ Aut hori zeDBSecurit yG oupl ngr essResponse>
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CopyDBClusterParameterGroup

Copies the specified DB cluster parameter group.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

SourceDBClusterParameterGroupldentifier

The identifier or Amazon Resource Name (ARN) for the source DB cluster parameter group. For
information about creating an ARN, see Constructing an RDS Amazon Resource Name (ARN).

Constraints:
¢ Must specify a valid DB cluster parameter group.

« If the source DB cluster parameter group is in the same region as the copy, specify a valid DB
parameter group identifier, for example ny- db- cl ust er - par am gr oup, or a valid ARN.

« If the source DB parameter group is in a different region than the copy, specify a valid DB cluster
parameter group ARN, for example ar n: aws: rds: us- east - 1: 123456789012: cl ust er -
pg: cust om cl ust er - groupl.

Type: String

Required: Yes

Tags.Tag.N

A list of tags.

Type: array of Tag (p. 354) objects

Required: No

TargetDBClusterParameterGroupDescription

A description for the copied DB cluster parameter group.

Type: String

Required: Yes

TargetDBClusterParameterGroupldentifier

The identifier for the copied DB cluster parameter group.

Constraints:

¢ Cannot be null, empty, or blank

¢ Must contain from 1 to 255 alphanumeric characters or hyphens

¢ First character must be a letter

« Cannot end with a hyphen or contain two consecutive hyphens

Example: my- cl ust er - par am gr oupl

Type: String

Required: Yes

Response Elements

The following element is returned by the service.

DBClusterParameterGroup

Contains the result of a successful invocation of the CreateDBClusterParameterGroup (p. 36)
or CopyDBClusterParameterGroup (p. 16) action.

This data type is used as a request parameter in the DeleteDBClusterParameterGroup (p. 81)
action, and as a response element in the DescribeDBClusterParameterGroups (p. 106) action.

Type: DBClusterParameterGroup (p. 297) object
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBParameterGroupAlreadyExists
A DB parameter group with the same name exists.

HTTP Status Code: 400

DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.

HTTP Status Code: 404

DBParameterGroupQuotaExceeded
Request would result in user exceeding the allowed number of DB parameter groups.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. conl
?Act i on=CopyDBCl ust er Par anmet er G oup
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Sour ceDBC ust er Par anet er G oupl denti fi er =ar n%8Aaws ¥8Ar ds¥BAus-
east - 1%8A815981987263%3cl ust er - pg¥3Amny- cl ust er - pg
&Tar get DBPar anet er G oupl dent i fi er =new- cl ust er - pg
&Tar get DBPar anet er G oupDescri pti on=Newd®20cl ust er %20gr oup
&Ver si on=2014-10- 31
&X- Ane- Al gori t hm=AWB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20160705/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €e=20160705T143101Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=9164337ef a99caf 850e874alcb7ef 62f 3cea29d0b448b9e0e7c53b288ddf f ed2

Sample Response

<CopyDBCl ust er Par anet er G oupResponse xm ns="http://rds. anmazonaws. con!
doc/ 2014-10- 31/ ">
<Cr eat eDBd ust er Par anet er G oupResul t >
<DBCl ust er Par anmet er G oup>
<DBPar anet er G oupFami | y>aur or ab. 6</ DBPar anet er G oupFani | y>
<Descri pti on>New cl uster group</Description>
<DBC ust er Par anet er G oupNane>new- cl ust er - pg</
DBCl ust er Par anet er G oupNane>
</ DB ust er Par anet er G oup>
</ Cr eat eDBCl ust er Par anet er G oupResul t >
<ResponseMet adat a>
<Request | d>ae81a963- cd9d- 11e4- 8b88- 8351746a4c92</ Request | d>
</ ResponseMet adat a>
</ CopyDBd ust er Par anet er G oupResponse>
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CopyDBClusterSnapshot

Creates a snapshot of a DB cluster. For more information on Amazon Aurora, see Aurora on Amazon
RDS in the Amazon RDS User Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

SourceDBClusterSnapshotldentifier
The identifier of the DB cluster snapshot to copy. This parameter is not case-sensitive.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
¢ First character must be a letter.
¢ Cannot end with a hyphen or contain two consecutive hyphens.
Example: ny- cl ust er - snapshot 1
Type: String
Required: Yes
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No
TargetDBClusterSnapshotldentifier

The identifier of the new DB cluster snapshot to create from the source DB cluster snapshot. This
parameter is not case-sensitive.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
¢ First character must be a letter.

¢ Cannot end with a hyphen or contain two consecutive hyphens.
Example: my- cl ust er - snapshot 2

Type: String
Required: Yes

Response Elements

The following element is returned by the service.

DBClusterSnapshot
Contains the result of a successful invocation of the following actions:

¢ CreateDBClusterSnapshot (p. 39)

¢ DeleteDBClusterSnapshot (p. 83)
This data type is used as a response element in the DescribeDBClusterSnapshots (p. 117)
action.

Type: DBClusterSnapshot (p. 299) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterSnapshotAlreadyExistsFault
User already has a DB cluster snapshot with the given identifier.
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HTTP Status Code: 400

DBClusterSnapshotNotFoundFault
DBClusterSnapshotldentifier does not refer to an existing DB cluster snapshot.

HTTP Status Code: 404

InvalidDBClusterSnapshotStateFault
The supplied value is not a valid DB cluster snapshot state.

HTTP Status Code: 400

InvalidDBClusterStateFault
The DB cluster is not in a valid state.

HTTP Status Code: 400

KMSKeyNotAccessibleFault
Error accessing KMS key.

HTTP Status Code: 400

SnapshotQuotaExceeded
Request would result in user exceeding the allowed number of DB snapshots.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-west-2. amazonaws. conf
?Act i on=CopyDBCl ust er Snapshot
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Sour ceDBCl ust er Snapshot | denti fi er =r ds¥8Asanpl e- cl ust er-2016- 09- 14- 10- 38
&Tar get DBCl ust er Snapshot | denti fi er =cl ust er - snapshot - copy- 1
&Ver si on=2014-10- 31
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20160914/ us- west - 2/ rds/ aws4_r equest
&X- Anez- Dat e=20160914T164919Z7
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
ane-date
&X- Ane-
Si gnat ur e=4503d6112f 2ab5332d7d1871cba6b97ddcc9748d3d4dalOcb2c219ace80cf d384

Sample Response

<CopyDBC ust er Snapshot Response xm ns="http://rds. anmazonaws. conf
doc/ 2014-10- 31/ ">
<CopyDBCl ust er Snapshot Resul t >
<DBCl ust er Snapshot >
<Mast er User nane>nynast er user </ Mast er User nanme>
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Snapshot Type>manual </ Snapshot Type>
<Avai |l abi |l i tyZones>
<Avai | abi | i tyZone>us-west - 2a</ Avai | abi | i tyZone>
<Avai | abi | i tyZone>us-west - 2b</ Avai | abi | i tyZone>
<Avai | abi |l i tyZone>us-west-2c</ Avai |l abilityZone>
</ Avai |l abi |l ityZones>
<St or ageEncr ypt ed>f al se</ St or ageEncr ypt ed>
<Engi ne>aur or a</ Engi ne>
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<Por t >0</ Por t >
<Li censeModel >aur or a</ Li censeMdel >
<Snapshot Cr eat eTi me>2016- 09- 14T10: 38: 05. 616Z</ Snapshot Cr eat eTi me>
<Per cent Pr ogr ess>100</ Per cent Pr ogr ess>
<Vpcl d>vpc-e97e7d8d</ Vpcl d>
<DBd ust er Snapshot | denti fi er >cl ust er - snapshot - copy- 1</
DBCl ust er Snapshot | denti fi er>
<DBCl ust er Snapshot Arn>ar n: aws: rds: us- west - 2: 123456789012: cl ust er -
snhapshot : cl ust er - snapshot - copy- 1</ DBC ust er Snapshot Ar n>
<DBCl usterldentifier>sanpl e-cluster</DBCl usterldentifier>
<Cl ust er Creat eTi me>2016- 09- 13T16: 57: 52. 695Z</ Cl ust er Cr eat eTi nme>
<St at us>avai | abl e</ St at us>
</ DB ust er Snapshot >
</ CopyDBd ust er Snapshot Resul t >
<ResponseMet adat a>
<Request | d>2e861f 29- 7a9b- 11e6- 94c8- 21ac69ee8f 8c</ Request | d>
</ ResponseMet adat a>
</ CopyDBd ust er Snapshot Response>
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CopyDBParameterGroup

Copies the specified DB parameter group.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

SourceDBParameterGroupldentifier
The identifier or ARN for the source DB parameter group. For information about creating an ARN,
see Constructing an RDS Amazon Resource Name (ARN).

Constraints:
¢ Must specify a valid DB parameter group.
¢ Must specify a valid DB parameter group identifier, for example my- db- par am gr oup, or a
valid ARN.
Type: String
Required: Yes
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No
TargetDBParameterGroupDescription
A description for the copied DB parameter group.
Type: String
Required: Yes
TargetDBParameterGroupldentifier
The identifier for the copied DB parameter group.
Constraints:
¢ Cannot be null, empty, or blank
* Must contain from 1 to 255 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Example: ny- db- par anet er - gr oup
Type: String
Required: Yes

Response Elements

The following element is returned by the service.

DBParameterGroup
Contains the result of a successful invocation of the CreateDBParameterGroup (p. 61) action.

This data type is used as a request parameter in the DeleteDBParameterGroup (p. 89) action,
and as a response element in the DescribeDBParameterGroups (p. 131) action.

Type: DBParameterGroup (p. 310) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).
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DBParameterGroupAlreadyExists
A DB parameter group with the same name exists.

HTTP Status Code: 400

DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.

HTTP Status Code: 404

DBParameterGroupQuotaExceeded
Request would result in user exceeding the allowed number of DB parameter groups.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=CopyDBPar anet er Gr oup
&Si gnhat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&Sour ceDBPar anet er G- oupl dent i fi er =ar n%8Aaws ¥8Ar ds¥BAus-
west - 2%8A815981987263%3pg¥BAny- r enot e- par ant gr oup
&Tar get DBPar anet er G oupl dent i fi er =new- | ocal - par am gr oup
&Tar get DBPar anet er G oupDescri pti on=descri ption
&Ver si on=2014-09- 01
&X- Anz- Al gori t hmFAWS4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140429/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140429T175351Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=9164337ef a99caf 850e874alcb7ef 62f 3cea29d0b448b9e0e7c53b288ddf f ed2

Sample Response

<CopyDBPar anet er G oupResponse xm ns="http://rds. anazonaws. conl
doc/ 2014-09-01/ ">
<CopyDBPar anet er G oupResul t >
<DBPar amnet er G oup>
<DBPar anet er G oupFami | y>nysql 5. 6</ DBPar anet er G- oupFam | y>
<Descri pti on>descri pti on</ Descri ption>
<DBPar anet er G oupName>new- | ocal - par am gr oup</ DBPar anet er G- oupNane>
</ DBPar anet er G oup>
</ CopyDBPar anet er G oupResul t >
<ResponseMet adat a>
<Request | d>2928d60e- beb6- 11d3- 8e5c- 3ccda5460c46</ Request | d>
</ ResponseMet adat a>
</ CopyDBPar anet er G oupResponse>
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CopyDBSnapshot

Copies the specified DB snapshot. The source DB shapshot must be in the "available" state.

To copy a DB snapshot from a shared manual DB snapshot, Sour ceDBSnapshot | denti fi er must
be the Amazon Resource Name (ARN) of the shared DB snapshot.

You can not copy an encrypted DB snapshot from another AWS region.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

CopyTags
True to copy all tags from the source DB snapshot to the target DB snapshot; otherwise false. The
default is false.

Type: Boolean
Required: No
KmsKeyld

The AWS KMS key ID for an encrypted DB snapshot. The KMS key ID is the Amazon Resource
Name (ARN), KMS key identifier, or the KMS key alias for the KMS encryption key.

If you copy an unencrypted DB snapshot and specify a value for the KnsKey| d parameter,
Amazon RDS encrypts the target DB snapshot using the specified KMS encryption key.

If you copy an encrypted DB snapshot from your AWS account, you can specify a value for
KnsKeyl d to encrypt the copy with a new KMS encryption key. If you don't specify a value for
KnsKeyl d, then the copy of the DB snapshot is encrypted with the same KMS key as the source
DB snapshot.

If you copy an encrypted DB snapshot that is shared from another AWS account, then you must
specify a value for KnsKeyl d.

Type: String

Required: No
SourceDBSnapshotldentifier

The identifier for the source DB snapshot.

If you are copying from a shared manual DB snhapshot, this must be the ARN of the shared DB
shapshot.

You cannot copy an encrypted, shared DB snhapshot from one AWS region to another.
Constraints:
¢ Must specify a valid system snapshot in the "available" state.
« If the source snapshot is in the same region as the copy, specify a valid DB snapshot identifier.
« If the source snapshot is in a different region than the copy, specify a valid DB snapshot ARN.
For more information, go to Copying a DB Snapshot.
Example: r ds: nydb- 2012- 04- 02- 00- 01
Example: ar n: aws: r ds: us- west - 2: 123456789012: snapshot : nysql -i nst ancel-
snapshot - 20130805
Type: String
Required: Yes
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No
TargetDBSnapshotldentifier
The identifier for the copied snapshot.
Constraints:
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¢ Cannot be null, empty, or blank
¢ Must contain from 1 to 255 alphanumeric characters or hyphens
¢ First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Example: my- db- snapshot

Type: String
Required: Yes

Response Elements

The following element is returned by the service.

DBSnapshot
Contains the result of a successful invocation of the following actions:

¢ CreateDBSnapshot (p. 66)

¢ DeleteDBSnapshot (p. 93)
This data type is used as a response element in the DescribeDBSnapshots (p. 141) action.

Type: DBSnapshot (p. 314) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSnapshotAlreadyExists
DBSnapshotldentifier is already used by an existing snapshot.

HTTP Status Code: 400

DBSnapshotNotFound
DBSnapshotldentifier does not refer to an existing DB snapshot.

HTTP Status Code: 404

InvalidDBSnapshotState
The state of the DB snapshot does not allow deletion.

HTTP Status Code: 400

KMSKeyNotAccessibleFault
Error accessing KMS key.

HTTP Status Code: 400

SnapshotQuotaExceeded
Request would result in user exceeding the allowed number of DB snapshots.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=CopyDBSnapshot
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Sour ceDBSnapshot | dent i fi er =ar n¥%8Aaws ¥BAr ds¥BAus-
east - 1%8A815981987263%8Asnapshot ¥8Ar ds¥BAnysql db- 2014- 04- 27- 08- 15
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&Tar get DBSnapshot | denti fi er =nysql db-arn

&Ver si on=2014-09- 01

&X- Ane- Al gori t hmeAWB4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140429/ us- east - 1/ rds/ aws4_r equest

&X- Ane- Dat e=20140429T175351Z

&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Ane-
Si gnat ur e=9164337ef a99caf 850e874alcbh7ef 62f 3cea29d0b448h9e0e7c53b288ddf f ed2

Sample Response

<CopyDBSnapshot Response xm ns="http://rds. amazonaws. com doc/ 2014-09-01/" >
<CopyDBSnapshot Resul t >
<DBSnapshot >
<Por t >3306</ Port >
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<Engi ne>nysql </ Engi ne>
<St at us>avai | abl e</ St at us>
<Snapshot Type>manual </ Snapshot Type>
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<DBI nst ancel denti fi er >mysql db</ DBI nst ancel denti fi er>
<DBSnapshot | dent i fi er >mysql db- ar n</ DBSnapshot | denti fi er>
<Snapshot Cr eat eTi me>2014- 04- 27T08: 16: 05. 356Z</ Snapshot Cr eat eTi me>
<Avai | abi | i tyZone>us- east - la</ Avai | abi | i tyZone>
<l nstanceCreat eTi me>2014- 04- 21T22: 24: 26. 573Z</ | nst anceCr eat eTi me>
<Per cent Pr ogr ess>100</ Per cent Pr ogr ess>
<Al | ocat edSt or age>100</ Al | ocat edSt or age>
<Mast er User nane>awsnast er user </ Mast er User nane>
</ DBSnapshot >
</ CopyDBSnapshot Resul t >
<ResponseMet adat a>
<Request | d>2928d60e- beb6- 11d3- 8e5¢c- 3ccda5460c46</ Request | d>
</ ResponseMet adat a>
</ CopyDBShapshot Response>
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CopyOptionGroup

Copies the specified option group.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

SourceOptionGroupldentifier
The identifier or ARN for the source option group. For information about creating an ARN, see
Constructing an RDS Amazon Resource Name (ARN).

Constraints:

¢ Must specify a valid option group.

« If the source option group is in the same region as the copy, specify a valid option group
identifier, for example my- opt i on- gr oup, or a valid ARN.

« If the source option group is in a different region than the copy, specify a valid option group
ARN, for example ar n: aws: r ds: us-west - 2: 123456789012: og: speci al - opti ons.

Type: String

Required: Yes

Tags.Tag.N
A list of tags.

Type: array of Tag (p. 354) objects
Required: No

TargetOptionGroupDescription
The description for the copied option group.

Type: String
Required: Yes

TargetOptionGroupldentifier
The identifier for the copied option group.

Constraints:

¢ Cannot be null, empty, or blank

¢ Must contain from 1 to 255 alphanumeric characters or hyphens
« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Example: my- opt i on- gr oup

Type: String

Required: Yes

Response Elements

The following element is returned by the service.

OptionGroup
Type: OptionGroup (p. 333) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

OptionGroupAlreadyExistsFault
The option group you are trying to create already exists.
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HTTP Status Code: 400

OptionGroupNotFoundFault
The specified option group could not be found.
HTTP Status Code: 404
OptionGroupQuotaExceededFault
The quota of 20 option groups was exceeded for this AWS account.
HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. conm
?Act i on=CopyOpt i onG oup
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Sour ceOpt i onGr oupl denti fi er =ar n%8Aaws ¥8Ar ds¥BAus-
west - 2%8A815981987263%30g¥BAny- r enot e- opt i on- gr oup
&Tar get Opt i onGr oupDescri pti on=New?20o0pt i on%20gr oup
&Tar get Opt i onG oupl denti fi er =new- | ocal - opti on- group
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hmrFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140429/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat e=20140429T175351Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
ane-date
&X- Ane-
Si gnat ur e=9164337ef a99caf 850e874alcb7ef 62f 3cea29d0b448b9e0e7c53b288ddf f ed2

Sample Response

<CopyOpt i onGr oupResponse xm ns="http://rds. amazonaws. com doc/ 2014- 09-01/" >
<CopyOpt i onGr oupResul t >
<Opti onG oup>
<Opt i onGr oupName>new- | ocal - opti on- gr oup</ Opti onG oupNane>
<Maj or Engi neVer si on>5. 6</ Maj or Engi neVer si on>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>f al se</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Engi neNanme>nysql </ Engi neNane>
<Opti onGroupDescri ption>descri pti on</ Opti onG oupDescri ption>
<Opti ons>
<Opti on>
<Port>11211</ Port >
<Opt i onNanme>MEMCACHED</ Opt i onNane>
<OptionDescri ption>l nnodb Mentached for MySQL</ OptionDescription>
<Per si st ent >f al se</ Per si stent >
<OptionSettings>
<OptionSetting>
<Dat aType>BOOLEAN</ Dat aType>
<l shodi fi abl e>true</ | sModi fi abl e>
<l sCol | ecti on>fal se</1sCol | ecti on>
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<Description>lf enabled when there is no nore nenory to
store items, nencached will return an error rather than evicting itens. </
Descri ption>
<Nane>ERROR_ON_MEMORY_EXHAUSTED</ Nane>
<Val ue>0</ Val ue>
<Appl yType>STATI C</ Appl yType>
<Al | owedVal ues>0, 1</ Al | owedVal ues>
<Def aul t Val ue>0</ Def aul t Val ue>
</ OptionSetting>
<OptionSetting>
<Dat aType>| NTEGER</ Dat aType>
<l sModi fi abl e>true</1shodi fi abl e>
<l sCol | ecti on>fal se</1sCol | ecti on>
<Descri pti on>The backl og queue configures how nany network
connections can be waiting to be processed by nentached</ Description>
<Name>BACKLOG_QUEUE_LI M T</ Nane>
<Val ue>1024</ Val ue>
<Appl yType>STATI C</ Appl yType>
<Al | owedVal ues>1-2048</ Al | owedVal ues>
<Def aul t Val ue>1024</ Def aul t Val ue>
</ OptionSetting>
</ OptionSettings>
<VpcSecurityG oupMenber shi ps/ >
<Per manent >f al se</ Per manent >
<DBSecuri t yGroupMenber shi ps>
<DBSecuri t yGroup>
<St at us>aut hori zed</ St at us>
<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurit yG oupMenber shi ps>
</ Option>
</ Opti ons>
</ Opti onGr oup>
</ CopyOpt i onG oupResul t >
<ResponseMet adat a>
<Request | d>2928d60e- beb6- 11d3- 8e5¢- 3ccda5460c46</ Request | d>
</ ResponseMet adat a>
</ CopyOpt i onGr oupResponse>
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CreateDBCluster

Creates a new Amazon Aurora DB cluster.

You can use the Repl i cati onSour cel denti fi er parameter to create the DB cluster as a Read
Replica of another DB cluster.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

AvailabilityZones.AvailabilityZone.N

A list of EC2 Availability Zones that instances in the DB cluster can be created in. For information
on regions and Availability Zones, see Regions and Availability Zones.

Type: array of Strings
Required: No
BackupRetentionPeriod

The number of days for which automated backups are retained. You must specify a minimum
value of 1.

Default: 1
Constraints:
¢ Must be a value from 1 to 35
Type: Integer
Required: No
CharacterSetName
A value that indicates that the DB cluster should be associated with the specified CharacterSet.
Type: String
Required: No
DatabaseName

The name for your database of up to 8 alpha-numeric characters. If you do not provide a name,
Amazon RDS will not create a database in the DB cluster you are creating.

Type: String
Required: No
DBClusterldentifier
The DB cluster identifier. This parameter is stored as a lowercase string.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
¢ First character must be a letter.
¢ Cannot end with a hyphen or contain two consecutive hyphens.
Example: nmy-cl uster1
Type: String
Required: Yes
DBClusterParameterGroupName

The name of the DB cluster parameter group to associate with this DB cluster. If this argument is
omitted, def aul t . aur or a5. 6 will be used.

Constraints:
¢ Must be 1 to 255 alphanumeric characters
¢ First character must be a letter
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» Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No
DBSubnetGroupName
A DB subnet group to associate with this DB cluster.

Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens. Must not be default.

Example: mySubnet gr oup
Type: String
Required: No
Engine
The name of the database engine to be used for this DB cluster.
Valid Values: aur or a
Type: String
Required: Yes
EngineVersion
The version number of the database engine to use.
Aurora
Example: 5. 6. 10a
Type: String
Required: No
KmsKeyld
The KMS key identifier for an encrypted DB cluster.

The KMS key identifier is the Amazon Resource Name (ARN) for the KMS encryption key. If you
are creating a DB cluster with the same AWS account that owns the KMS encryption key used to
encrypt the new DB cluster, then you can use the KMS key alias instead of the ARN for the KM
encryption key.

If the St or ageEncr ypt ed parameter is true, and you do not specify a value for the KnsKeyl d
parameter, then Amazon RDS will use your default encryption key. AWS KMS creates the default
encryption key for your AWS account. Your AWS account has a different default encryption key for
each AWS region.

Type: String
Required: No
MasterUsername
The name of the master user for the DB cluster.
Constraints:
¢ Must be 1 to 16 alphanumeric characters.
« First character must be a letter.
¢ Cannot be a reserved word for the chosen database engine.
Type: String
Required: No
MasterUserPassword

The password for the master database user. This password can contain any printable ASCII
character except "/", "™, or "@".

Constraints: Must contain from 8 to 41 characters.
Type: String
Required: No
OptionGroupName
A value that indicates that the DB cluster should be associated with the specified option group.
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Permanent options cannot be removed from an option group. The option group cannot be removed
from a DB cluster once it is associated with a DB cluster.

Type: String
Required: No
Port
The port number on which the instances in the DB cluster accept connections.
Default: 3306
Type: Integer
Required: No
PreferredBackupWindow

The daily time range during which automated backups are created if automated backups are
enabled using the BackupRet ent i onPer i od parameter.

Default: A 30-minute window selected at random from an 8-hour block of time per region. To see
the time blocks available, see Adjusting the Preferred Maintenance Window in the Amazon RDS
User Guide.

Constraints:
* Must be in the format hh24: mi - hh24: m .
¢ Times should be in Universal Coordinated Time (UTC).
¢ Must not conflict with the preferred maintenance window.
¢ Must be at least 30 minutes.
Type: String
Required: No
PreferredMaintenanceWindow
The weekly time range during which system maintenance can occur, in Universal Coordinated
Time (UTC).
Format: ddd: hh24: m - ddd: hh24: m

Default: A 30-minute window selected at random from an 8-hour block of time per region, occurring
on a random day of the week. To see the time blocks available, see Adjusting the Preferred
Maintenance Window in the Amazon RDS User Guide.

Valid Days: Mon, Tue, Wed, Thu, Fri, Sat, Sun
Constraints: Minimum 30-minute window.
Type: String
Required: No

ReplicationSourceldentifier

The Amazon Resource Name (ARN) of the source DB cluster if this DB cluster is created as a
Read Replica.

Type: String
Required: No
StorageEncrypted
Specifies whether the DB cluster is encrypted.
Type: Boolean
Required: No
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No
VpcSecurityGrouplds.VpcSecurityGroupld.N
A list of EC2 VPC security groups to associate with this DB cluster.
Type: array of Strings
Required: No
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Response Elements

The following element is returned by the service.

DBCluster
Contains the result of a successful invocation of the following actions:
¢ CreateDBCluster (p. 30)
¢ DeleteDBCluster (p. 78)
¢ FailoverDBCluster (p. 189)
« ModifyDBCluster (p. 194)
¢ RestoreDBClusterFromSnapshot (p. 258)
¢ RestoreDBClusterToPointinTime (p. 263)
This data type is used as a response element in the DescribeDBClusters (p. 112) action.
Type: DBCluster (p. 291) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterAlreadyExistsFault
User already has a DB cluster with the given identifier.
HTTP Status Code: 400
DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.
HTTP Status Code: 404
DBClusterParameterGroupNotFound
DBClusterParameterGroupName does not refer to an existing DB Cluster parameter group.
HTTP Status Code: 404
DBClusterQuotaExceededFault
User attempted to create a new DB cluster and the user has already reached the maximum
allowed DB cluster quota.
HTTP Status Code: 403
DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404
InsufficientStorageClusterCapacity
There is insufficient storage available for the current action. You may be able to resolve this error
by updating your subnet group to use different Availability Zones that have more storage available.
HTTP Status Code: 400
InvalidDBClusterStateFault
The DB cluster is not in a valid state.
HTTP Status Code: 400
InvalidDBInstanceState
The specified DB instance is not in the available state.
HTTP Status Code: 400
InvalidDBSubnetGroupStateFault
The DB subnet group cannot be deleted because it is in use.
HTTP Status Code: 400
InvalidSubnet

The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.
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HTTP Status Code: 400
InvalidVPCNetworkStateFault
DB subnet group does not cover all Availability Zones after it is created because users' change.
HTTP Status Code: 400
KMSKeyNotAccessibleFault
Error accessing KMS key.
HTTP Status Code: 400
StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. conf

?Act i on=Cr eat eDBC ust er

&DBC ust erl denti fi er=sanpl e-cl uster

&Engi ne=aur ora

&Mast er User Passwor d=<passwor d>

&Mast er User nane=nmyawsuser

&Si gnat ur eMet hod=Hmrac SHA256

&Si gnat ur eVer si on=4

&Ver si on=2014-10- 31

&X- Anz- Al gori t hmrFAWS4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20150927/ us- east - 1/ rds/ aws4_r equest

&X- Anz- Dat €=20150927T164851Z

&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date

&X- Anz-
Si gnat ur e=6a8f 4bd6a98f 649c75ea04a6b3929ecc75ac09739588391cd7250f 5280e716db

Sample Response

<Cr eat eDBd ust er Response xm ns="http://rds. amazonaws. com doc/ 2014- 10-31/" >
<Creat eDBCl ust er Resul t >
<DBd ust er >
<Por t >3306</ Port >
<Engi ne>aur or a</ Engi ne>
<St atus>creating</ St at us>
<BackupRet ent i onPer i od>1</ BackupRet ent i onPeri od>
<VpcSecurityG oups>
<VpcSecurityG oupMenber shi p>
<St atus>acti ve</ St at us>
<VpcSecurityG oupl d>sg-2103dc23</ VpcSecurityG oupl d>
</ VpcSecurityG oupMenber shi p>
</ VpcSecurityG oups>
<DBSubnet G oup>def aul t </ DBSubnet G- oup>
<Engi neVer si on>5. 6. 10a</ Engi neVer si on>
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<Endpoi nt >sanpl e-cl ust er. cl ust er-ctrayanOryng. us-
east- 1. rds. anazonaws. conx/ Endpoi nt >
<DBCl ust er Par anmet er G oup>def aul t . aur or a5. 6</ DBCl ust er Par anet er G oup>
<Avai |l abi |l i tyZones>
<Avai | abi | i tyZone>us- east - la</ Avai | abi | it yZone>
<Avai | abi |l ityZone>us-east-1c</Avail abilityZone>
<Avai | abi |l i tyZone>us- east - le</ Avail abi | ityZone>
</ Avai |l abi |l ityZones>
<DBCl usterldentifier>sanpl e-cluster</DBCl usterldentifier>
<Pr ef er r edBackupW ndow>04: 22- 04: 52</ Pr ef er r edBackupW ndow>
<Pr ef err edMai nt enanceW ndow>fri : 06: 44-fri:07: 14</
Pr ef err edMai nt enanceW ndow>
<DBd ust er Menber s/ >
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
</ DBO ust er >
</ Creat eDBO ust er Resul t >
<ResponseMet adat a>
<Request | d>46d2b228- 7681- 11e5- 3e8b- 9b2c0d5d51a9</ Request | d>
</ ResponseMet adat a>
</ Cr eat eDBCl ust er Response>
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CreateDBClusterParameterGroup

Creates a new DB cluster parameter group.

Parameters in a DB cluster parameter group apply to all of the instances in a DB cluster.

A DB cluster parameter group is initially created with the default parameters for the database engine
used by instances in the DB cluster. To provide custom values for any of the parameters, you

must modify the group after creating it using ModifyDBClusterParameterGroup (p. 199). Once
you've created a DB cluster parameter group, you need to associate it with your DB cluster using
ModifyDBCluster (p. 194). When you associate a new DB cluster parameter group with a running DB
cluster, you need to reboot the DB instances in the DB cluster without failover for the new DB cluster
parameter group and associated settings to take effect.

Important

After you create a DB cluster parameter group, you should wait at least 5 minutes before
creating your first DB cluster that uses that DB cluster parameter group as the default
parameter group. This allows Amazon RDS to fully complete the create action before the

DB cluster parameter group is used as the default for a new DB cluster. This is especially
important for parameters that are critical when creating the default database for a DB cluster,
such as the character set for the default database defined by the char act er _set _dat abase
parameter. You can use the Parameter Groups option of the Amazon RDS console or the
DescribeDBClusterParameters (p. 109) command to verify that your DB cluster parameter
group has been created or modified.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterParameterGroupName
The name of the DB cluster parameter group.

Constraints:

¢ Must be 1 to 255 alphanumeric characters

« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Note
This value is stored as a lowercase string.

Type: String

Required: Yes

DBParameterGroupFamily
The DB cluster parameter group family name. A DB cluster parameter group can be associated
with one and only one DB cluster parameter group family, and can be applied only to a DB cluster
running a database engine and engine version compatible with that DB cluster parameter group
family.
Type: String
Required: Yes
Description
The description for the DB cluster parameter group.
Type: String
Required: Yes
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
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Required: No

Response Elements

The following element is returned by the service.

DBClusterParameterGroup
Contains the result of a successful invocation of the CreateDBClusterParameterGroup (p. 36)
or CopyDBClusterParameterGroup (p. 16) action.

This data type is used as a request parameter in the DeleteDBClusterParameterGroup (p. 81)
action, and as a response element in the DescribeDBClusterParameterGroups (p. 106) action.

Type: DBClusterParameterGroup (p. 297) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBParameterGroupAlreadyExists
A DB parameter group with the same name exists.

HTTP Status Code: 400

DBParameterGroupQuotaExceeded
Request would result in user exceeding the allowed number of DB parameter groups.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. conmf
?Act i on=Cr eat eDBC ust er Par anet er G- oup
&DBC ust er Par anmet er G oupNane=sanpl egr oup
&DBPar aret er G- oupFami | y=aur or a5. 6
&Descri pti on=Sanpl e¥20gr oup
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 10- 31
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20150318/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20150318T183624Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=86d521a3a117a033df 0aa381f deOcd8a5ab5c7ab87a29aa9154438¢c3790ba611

Sample Response

<Cr eat eDBd ust er Par anet er G oupResponse xm ns="http://rds. amazonaws. com
doc/ 2014-10-31/">
<Cr eat eDBd ust er Par anet er G oupResul t >
<DBC ust er Par anet er Gr oup>

API Version 2014-10-31
37




Amazon Relational Database Service API Reference
Example

<DBPar anet er G oupFami | y>aur or ab. 6</ DBPar anet er G oupFani | y>
<Descri pti on>Sanpl e group</Descri ption>
<DBC! ust er Par anmet er G oupName>sanpl egr oup</ DBCl ust er Par anet er G oupNane>
</ DB ust er Par anet er G oup>
</ Cr eat eDBCl ust er Par anet er G oupResul t >
<ResponseMet adat a>
<Request | d>ae81a963- cd9d- 11e4- 8b88- 8351746a4c92</ Request | d>
</ ResponseMet adat a>
</ Cr eat eDBCl ust er Par anet er G oupResponse>
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CreateDBClusterSnapshot

Creates a snapshot of a DB cluster. For more information on Amazon Aurora, see Aurora on Amazon
RDS in the Amazon RDS User Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterldentifier
The identifier of the DB cluster to create a snapshot for. This parameter is not case-sensitive.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
« First character must be a letter.

¢ Cannot end with a hyphen or contain two consecutive hyphens.
Example: nmy-cl usterl

Type: String
Required: Yes

DBClusterSnapshotldentifier
The identifier of the DB cluster snapshot. This parameter is stored as a lowercase string.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
« First character must be a letter.

¢ Cannot end with a hyphen or contain two consecutive hyphens.
Example: nmy- cl ust er 1- snapshot 1

Type: String
Required: Yes

Tags.Tag.N
The tags to be assigned to the DB cluster snapshot.

Type: array of Tag (p. 354) objects
Required: No

Response Elements

The following element is returned by the service.

DBClusterSnapshot
Contains the result of a successful invocation of the following actions:

¢ CreateDBClusterSnapshot (p. 39)

¢ DeleteDBClusterSnapshot (p. 83)
This data type is used as a response element in the DescribeDBClusterSnapshots (p. 117)
action.

Type: DBClusterSnapshot (p. 299) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.

HTTP Status Code: 404
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DBClusterSnapshotAlreadyExistsFault
User already has a DB cluster snapshot with the given identifier.

HTTP Status Code: 400

InvalidDBClusterSnapshotStateFault
The supplied value is not a valid DB cluster snapshot state.

HTTP Status Code: 400

InvalidDBClusterStateFault
The DB cluster is not in a valid state.

HTTP Status Code: 400

SnapshotQuotaExceeded
Request would result in user exceeding the allowed number of DB snapshots.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Cr eat eDBd ust er Snapshot
&DBC ust erl denti fi er=sanpl e-cl uster
&DBC ust er Snapshot | denti fi er =sanpl e- cl ust er - snapshot
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 10- 31
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20150318/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20150318T205321Z

&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-

anz-date
&X- Ane -
Si gnat ur e=9573ced573a41lcdec8e2ef 1d9b5235a141f 97ae30b4469f c9b0f 16149399c4bf

Sample Response

<Cr eat eDBd ust er Snapshot Response xm ns="http://rds. anazonaws. con!
doc/ 2014-10-31/">
<Cr eat eDBd ust er Snapshot Resul t >
<DBCl ust er Snapshot >

<Port >0</ Port >
<Engi ne>aur or a</ Engi ne>
<St at us>creati ng</ St at us>
<Snapshot Type>manual </ Snapshot Type>
<Li censeMbodel >aur or a</ Li censeModel >
<DBCl ust er Snapshot | denti fi er >sanpl e- cl ust er - snapshot </

DBCl ust er Snapshot | denti fi er>
<Snapshot Cr eat eTi me>2015- 03- 18T20: 53: 22. 523Z</ Snapshot Cr eat eTi nme>
<DBCl usterldentifier>sanpl e-cluster</DBCl usterldentifier>
<Vpcl d>vpc- 3f af f e54</ Vpcl d>
<Cl uster Creat eTi ne>2015-03-06T22: 11: 13. 826Z</ C ust er Cr eat eTi me>
<Per cent Pr ogr ess>0</ Per cent Pr ogr ess>
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<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Mast er User nane>awsuser </ Mast er User nanme>
</ DB ust er Snapshot >
</ Cr eat eDBCl ust er Snapshot Resul t >
<ResponseMet adat a>
<Request | d>d070d0d2- ceal- 11e4- 8c88-8351226¢c8c92</ Request | d>
</ ResponseMet adat a>
</ Cr eat eDBCl ust er Snapshot Response>
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CreateDBInstance

Creates a new DB instance.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

AllocatedStorage
The amount of storage (in gigabytes) to be initially allocated for the database instance.
Type: Integer
MySQL
Constraints: Must be an integer from 5 to 6144.
MariaDB
Constraints: Must be an integer from 5 to 6144.
PostgreSQL
Constraints: Must be an integer from 5 to 6144.
Oracle
Constraints: Must be an integer from 10 to 6144.
SQL Server

Constraints: Must be an integer from 200 to 4096 (Standard Edition and Enterprise Edition) or from
20 to 4096 (Express Edition and Web Edition)

Type: Integer
Required: No
AutoMinorVersionUpgrade

Indicates that minor engine upgrades will be applied automatically to the DB instance during the
maintenance window.

Default: t rue

Type: Boolean

Required: No
AvailabilityZone

The EC2 Availability Zone that the database instance will be created in. For information on regions
and Availability Zones, see Regions and Availability Zones.

Default: A random, system-chosen Availability Zone in the endpoint's region.
Example: us- east - 1d

Constraint: The AvailabilityZone parameter cannot be specified if the MultiAZ parameter is set to
t r ue. The specified Availability Zone must be in the same region as the current endpoint.

Type: String
Required: No
BackupRetentionPeriod

The number of days for which automated backups are retained. Setting this parameter to a
positive number enables backups. Setting this parameter to 0 disables automated backups.

Default: 1

Constraints:

¢ Must be a value from 0 to 35

¢ Cannot be set to 0 if the DB instance is a source to Read Replicas
Type: Integer

Required: No
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CharacterSetName

For supported engines, indicates that the DB instance should be associated with the specified
CharacterSet.

Type: String
Required: No
CopyTagsToSnapshot

True to copy all tags from the DB instance to snapshots of the DB instance; otherwise false. The
default is false.

Type: Boolean
Required: No
DBClusterldentifier
The identifier of the DB cluster that the instance will belong to.
For information on creating a DB cluster, see CreateDBCluster (p. 30).
Type: String
Type: String
Required: No
DBInstanceClass
The compute and memory capacity of the DB instance.

Valid Values: db.t1. micro | db.nl.small | db.nl. mredium| db.nl.large |

db. mL. xl arge | db.nR.xlarge |db.n2.2xl arge | db.nR.4xl arge | db.nB. nmedi um
| db.nB.large | db.nB.xlarge | db.n8.2xlarge | db.nd.large | db.nmi. xl arge
| db.mi. 2xl arge | db.n4. 4xlarge | db.md. 10xl arge | db.r3.large |
db.r3.xlarge | db.r3.2xlarge | db.r3.4xlarge | db.r3.8xlarge | db.t2.mcro
| db.t2.small | db.t2.medium | db.t2.large

Type: String
Required: Yes
DBInstanceldentifier
The DB instance identifier. This parameter is stored as a lowercase string.
Constraints:
* Must contain from 1 to 63 alphanumeric characters or hyphens (1 to 15 for SQL Server).
« First character must be a letter.

» Cannot end with a hyphen or contain two consecutive hyphens.
Example: mydbi nst ance
Type: String
Required: Yes
DBName
The meaning of this parameter differs according to the database engine you use.
Type: String
MySQL
The name of the database to create when the DB instance is created. If this parameter is not
specified, no database is created in the DB instance.
Constraints:
¢ Must contain 1 to 64 alphanumeric characters

¢ Cannot be a word reserved by the specified database engine
MariaDB

The name of the database to create when the DB instance is created. If this parameter is not
specified, no database is created in the DB instance.

Constraints:
¢ Must contain 1 to 64 alphanumeric characters
» Cannot be a word reserved by the specified database engine
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PostgreSQL

The name of the database to create when the DB instance is created. If this parameter is not
specified, the default "postgres” database is created in the DB instance.

Constraints:

¢ Must contain 1 to 63 alphanumeric characters

* Must begin with a letter or an underscore. Subsequent characters can be letters, underscores,
or digits (0-9).

¢ Cannot be a word reserved by the specified database engine

Oracle

The Oracle System ID (SID) of the created DB instance.

Default: ORCL

Constraints:

e Cannot be longer than 8 characters

SQL Server

Not applicable. Must be null.

Amazon Aurora

The name of the database to create when the primary instance of the DB cluster is created. If this
parameter is not specified, no database is created in the DB instance.

Constraints:
¢ Must contain 1 to 64 alphanumeric characters
e Cannot be a word reserved by the specified database engine
Type: String
Required: No
DBParameterGroupName

The name of the DB parameter group to associate with this DB instance. If this argument is
omitted, the default DBParameterGroup for the specified engine will be used.

Constraints:
» Must be 1 to 255 alphanumeric characters
¢ First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No

DBSecurityGroups.DBSecurityGroupName.N
A list of DB security groups to associate with this DB instance.
Default: The default DB security group for the database engine.
Type: array of Strings
Required: No

DBSubnetGroupName
A DB subnet group to associate with this DB instance.
If there is no DB subnet group, then it is a non-VPC DB instance.
Type: String
Required: No

Domain
Specify the Active Directory Domain to create the instance in.
Type: String
Required: No

DomainlAMRoleName
Specify the name of the IAM role to be used when making API calls to the Directory Service.
Type: String
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Required: No

Engine

The name of the database engine to be used for this instance.

Valid Values: nysql | mari adb |oracl e-sel |oracl e-se2|oracl e-se|oracl e-ee |
sql server-ee | sql server-se |sql server-ex |sql server-web | postgres |aurora

Not every database engine is available for every AWS region.
Type: String
Required: Yes

EngineVersion

The version number of the database engine to use.

The following are the database engines and major and minor versions that are available with
Amazon RDS. Not every database engine is available for every AWS region.

Amazon Aurora

¢ Version 5.6 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-south-1,
ap-southeast-2, eu-west-1, us-east-1, us-east-2, us-west-2): 5. 6. 10a

MariaDB

¢ Version 10.1 (available in these AWS regions: us-east-2): 10. 1. 16

» Version 10.1 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-south-1,
ap-southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-west-1,
us-west-2): 10.1. 14

« Version 10.0 (available in all AWS regions): 10. 0. 24

» Version 10.0 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-south-1,
ap-southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-gov-
west-1, us-west-1, us-west-2): 10. 0. 17

Microsoft SQL Server 2016

» 13.00. 2164. 0. v1 (supported for all editions, and all AWS regions except sa-east-1)
Microsoft SQL Server 2014

e 12.00.5000. 0. v1 (supported for all editions, and all AWS regions)

* 12.00. 4422. 0. v1 (supported for all editions except Enterprise Edition, and all AWS regions
except us-east-2)
Microsoft SQL Server 2012

* 11.00. 6020. 0. v1 (supported for all editions, and all AWS regions)
e 11.00.5058. 0. v1 (supported for all editions, and all AWS regions except us-east-2)

e 11.00. 2100. 60. v1 (supported for all editions, and all AWS regions except us-east-2)
Microsoft SQL Server 2008 R2

» 10. 50. 6529. 0. v1 (supported for all editions, and all AWS regions except us-east-2)
¢ 10. 50. 6000. 34. v1 (supported for all editions, and all AWS regions except us-east-2)
» 10. 50. 2789. 0. v1 (supported for all editions, and all AWS regions except us-east-2)
MySQL

¢ Version 5.7 (available in all AWS regions): 5.7.11

« Version 5.7 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-south-1,
ap-southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-gov-
west-1, us-west-1, us-west-2): 5.7.10

» Version 5.6 (available in all AWS regions): 5. 6.29

¢ Version 5.6 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-south-1,
ap-southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-gov-
west-1, us-west-1, us-west-2): 5. 6. 27

* Version 5.6 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-
southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-gov-west-1,
us-west-1, us-west-2): 5. 6. 23

API Version 2014-10-31
45



Amazon Relational Database Service API Reference
Request Parameters

Version 5.6 (available in these AWS regions: ap-northeast-1, ap-southeast-1, ap-
southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-gov-west-1, us-west-1, us-
west-2): 5.6.19a | 5.6.19b | 5.6.21 | 5.6.21b | 5.6.22

Version 5.5 (available in all AWS regions): 5.5. 46

Version 5.5 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-
southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-gov-west-1,
us-west-1, us-west-2): 5.5.42

Version 5.5 (available in these AWS regions: ap-northeast-1, ap-southeast-1, ap-
southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-gov-west-1, us-west-1, us-
west-2): 5.5.40b | 5.5.41

Version 5.5 (available in these AWS regions: ap-northeast-1, ap-southeast-1, ap-
southeast-2, eu-west-1, sa-east-1, us-east-1, us-gov-west-1, us-west-1, us-west-2):
5.5.40 | 5.5.40a

Oracle 12¢

12.1. 0. 2. v6 (supported for EE in all AWS regions, and SE2 in all AWS regions except us-gov-
west-1)

12. 1. 0. 2. v5 (supported for EE in all AWS regions, and SE2 in all AWS regions except us-gov-
west-1)
12. 1. 0. 2. v4 (supported for EE in all AWS regions, and SE2 in all AWS regions except us-gov-
west-1)
12. 1. 0. 2. v3 (supported for EE in all AWS regions, and SE2 in all AWS regions except us-gov-
west-1)
12. 1. 0. 2. v2 (supported for EE in all AWS regions, and SE2 in all AWS regions except us-gov-
west-1)
12. 1. 0. 2. v1 (supported for EE in all AWS regions, and SE2 in all AWS regions except us-gov-
west-1)

12.1. 0. 1. v6 (supported for EE, SE1, and SE, in all AWS regions except ap-south-1, ap-
northeast-2)

12.1. 0. 1. v5 (supported for EE, SE1, and SE, in all AWS regions except ap-south-1, ap-
northeast-2)

12.1. 0. 1. v4 (supported for EE, SE1, and SE, in all AWS regions except ap-south-1, ap-
northeast-2)

12.1. 0. 1. v3 (supported for EE, SE1, and SE, in all AWS regions except ap-south-1, ap-
northeast-2)

12.1.0. 1. v2 (supported for EE, SE1, and SE, in all AWS regions except ap-south-1, ap-
northeast-2)

12.1.0. 1. vl (supported for EE, SE1, and SE, in all AWS regions except ap-south-1, ap-
northeast-2)

Oracle 11g

e 11.2.0. 4. v10 (supported for EE, SE1, and SE, in all AWS regions)
e 11.2.0.4.v9 (supported for EE, SE1, and SE, in all AWS regions)
» 11.2.0. 4. v8 (supported for EE, SE1, and SE, in all AWS regions)
e 11.2.0. 4. v7 (supported for EE, SE1, and SE, in all AWS regions)
e 11.2.0. 4. v6 (supported for EE, SE1, and SE, in all AWS regions)
e 11.2.0. 4. v5 (supported for EE, SE1, and SE, in all AWS regions)
e 11.2.0. 4. v4 (supported for EE, SE1, and SE, in all AWS regions)
e 11.2.0. 4. v3 (supported for EE, SE1, and SE, in all AWS regions)
e 11.2.0. 4. vl (supported for EE, SE1, and SE, in all AWS regions)
PostgreSQL

API Version 2014-10-31
46



Amazon Relational Database Service API Reference
Request Parameters

* Version 9.5 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-south-1,
ap-southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-west-1,
us-west-2): 9.5.4

* Version 9.5 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-south-1,
ap-southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-east-2,
us-west-1, us-west-2): 9.5.2

* Version 9.4 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-south-1,
ap-southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-west-1,
us-west-2): 9.4.9

* Version 9.4 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-south-1,
ap-southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-east-2,
us-west-1, us-west-2): 9.4.7

* Version 9.4 (available in all AWS regions): 9.4.5

* Version 9.4 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-
southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-gov-west-1,
us-west-1, us-west-2): 9.4.4

* Version 9.4 (available in these AWS regions: ap-northeast-1, ap-northeast-2, ap-
southeast-1, ap-southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-east-2, us-
gov-west-1, us-west-1, us-west-2): 9.4.1

* Version 9.3 (available in these AWS regions: ap-northeast-1, ap-southeast-1, ap-
southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-gov-west-1, us-west-1, us-
west-2): 9.3.10 | 9.3.3 | 9.3.5] 9.3.6 | 9.3.9

* Version 9.3 (available in these AWS regions: ap-northeast-1, ap-southeast-1, ap-
southeast-2, eu-west-1, sa-east-1, us-east-1, us-gov-west-1, us-west-1, us-west-2): 9.3.1
| 9.3.2

¢ Version 9.3 (available in these AWS regions: ap-northeast-1, ap-southeast-1, ap-
southeast-2, eu-central-1, eu-west-1, sa-east-1, us-east-1, us-west-1, us-west-2): 9. 3. 12
| 9.3.14

Type: String

Required: No

lops

The amount of Provisioned IOPS (input/output operations per second) to be initially allocated for

the DB instance.

Constraints: Must be a multiple between 3 and 10 of the storage amount for the DB instance. Must
also be an integer multiple of 1000. For example, if the size of your DB instance is 500 GB, then
your | ops value can be 2000, 3000, 4000, or 5000.
Type: Integer
Required: No

KmsKeyld
The KMS key identifier for an encrypted DB instance.
The KMS key identifier is the Amazon Resource Name (ARN) for the KMS encryption key. If you
are creating a DB instance with the same AWS account that owns the KMS encryption key used to
encrypt the new DB instance, then you can use the KMS key alias instead of the ARN for the KM
encryption key.

If the St or ageEncr ypt ed parameter is true, and you do not specify a value for the KnsKey| d
parameter, then Amazon RDS will use your default encryption key. AWS KMS creates the default
encryption key for your AWS account. Your AWS account has a different default encryption key for
each AWS region.

Type: String
Required: No
LicenseModel
License model information for this DB instance.
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Valid values: | i cense-i ncl uded | bri ng-your-own-1icense |general -public-license
Type: String
Required: No

MasterUsername
The name of master user for the client DB instance.
MySQL
Constraints:
¢ Must be 1 to 16 alphanumeric characters.
* First character must be a letter.
» Cannot be a reserved word for the chosen database engine.
MariaDB
Constraints:
¢ Must be 1 to 16 alphanumeric characters.
« Cannot be a reserved word for the chosen database engine.
Type: String
Oracle
Constraints:
¢ Must be 1 to 30 alphanumeric characters.
« First character must be a letter.
« Cannot be a reserved word for the chosen database engine.
SQL Server
Constraints:
* Must be 1 to 128 alphanumeric characters.
* First character must be a letter.
« Cannot be a reserved word for the chosen database engine.
PostgreSQL
Constraints:
¢ Must be 1 to 63 alphanumeric characters.
¢ First character must be a letter.
» Cannot be a reserved word for the chosen database engine.
Type: String
Required: No

MasterUserPassword
The password for the master database user. Can be any printable ASCII character except "/*, "™,
or'@".
Type: String
MySQL
Constraints: Must contain from 8 to 41 characters.
MariaDB
Constraints: Must contain from 8 to 41 characters.
Oracle
Constraints: Must contain from 8 to 30 characters.
SQL Server
Constraints: Must contain from 8 to 128 characters.
PostgreSQL
Constraints: Must contain from 8 to 128 characters.
Amazon Aurora

API Version 2014-10-31
48



Amazon Relational Database Service API Reference
Request Parameters

Constraints: Must contain from 8 to 41 characters.
Type: String
Required: No

MonitoringInterval

The interval, in seconds, between points when Enhanced Monitoring metrics are collected for the
DB instance. To disable collecting Enhanced Monitoring metrics, specify 0. The default is 0.

If Moni t ori ngRol eAr n is specified, then you must also set Moni t ori ngl nt erval to avalue
other than 0.

Valid Values: 0, 1, 5, 10, 15, 30, 60
Type: Integer
Required: No
MonitoringRoleArn
The ARN for the IAM role that permits RDS to send enhanced monitoring metrics to CloudWatch

Logs. For example, ar n: aws: i am 123456789012: r ol e/ emaccess. For information on creating
a monitoring role, go to To create an IAM role for Amazon RDS Enhanced Monitoring.

If Moni t ori ngl nt erval is set to a value other than 0, then you must supply a
Moni t or i ngRol eAr n value.

Type: String
Required: No
MultiAZ

Specifies if the DB instance is a Multi-AZ deployment. You cannot set the AvailabilityZone
parameter if the MultiAZ parameter is set to true.

Type: Boolean
Required: No
OptionGroupName
Indicates that the DB instance should be associated with the specified option group.

Permanent options, such as the TDE option for Oracle Advanced Security TDE, cannot be
removed from an option group, and that option group cannot be removed from a DB instance once
it is associated with a DB instance

Type: String
Required: No
Port
The port number on which the database accepts connections.
MySQL
Default: 3306
Valid Values: 1150- 65535
Type: Integer
MariaDB
Default: 3306
Valid Values: 1150- 65535
Type: Integer
PostgreSQL
Default: 5432
Valid Values: 1150- 65535
Type: Integer
Oracle
Default: 1521
Valid Values: 1150- 65535
SQL Server
Default: 1433
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Valid Values: 1150- 65535 except for 1434, 3389, 47001, 49152, and 49152 through 49156.
Amazon Aurora
Default: 3306
Valid Values: 1150- 65535
Type: Integer
Type: Integer
Required: No
PreferredBackupWindow
The daily time range during which automated backups are created if automated backups are

enabled, using the BackupRet ent i onPer i od parameter. For more information, see DB Instance
Backups.

Default: A 30-minute window selected at random from an 8-hour block of time per region. To see
the time blocks available, see Adjusting the Preferred Maintenance Window in the Amazon RDS
User Guide.

Constraints:
¢ Must be in the format hh24: m - hh24: m .
¢ Times should be in Universal Coordinated Time (UTC).
¢ Must not conflict with the preferred maintenance window.
¢ Must be at least 30 minutes.
Type: String
Required: No
PreferredMaintenanceWindow

The weekly time range during which system maintenance can occur, in Universal Coordinated
Time (UTC). For more information, see DB Instance Maintenance.

Format: ddd: hh24: m - ddd: hh24: m

Default: A 30-minute window selected at random from an 8-hour block of time per region, occurring
on a random day of the week. To see the time blocks available, see Adjusting the Preferred
Maintenance Window in the Amazon RDS User Guide.

Valid Days: Mon, Tue, Wed, Thu, Fri, Sat, Sun
Constraints: Minimum 30-minute window.
Type: String
Required: No
PromotionTier
A value that specifies the order in which an Aurora Replica is promoted to the primary instance

after a failure of the existing primary instance. For more information, see Fault Tolerance for an
Aurora DB Cluster.

Default: 1
Valid Values: 0 - 15
Type: Integer
Required: No
PubliclyAccessible
Specifies the accessibility options for the DB instance. A value of true specifies an Internet-facing

instance with a publicly resolvable DNS name, which resolves to a public IP address. A value of
false specifies an internal instance with a DNS name that resolves to a private IP address.

Default: The default behavior varies depending on whether a VPC has been requested or not. The
following list shows the default behavior in each case.

* Default VPC: true

* VPC: false

If no DB subnet group has been specified as part of the request and the PubliclyAccessible value
has not been set, the DB instance will be publicly accessible. If a specific DB subnet group has
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been specified as part of the request and the PubliclyAccessible value has not been set, the DB
instance will be private.

Type: Boolean
Required: No
StorageEncrypted
Specifies whether the DB instance is encrypted.
Default: false
Type: Boolean

Required: No

StorageType
Specifies the storage type to be associated with the DB instance.
Valid values: standard | gp2 | iol

If you specify i 01, you must also include a value for the | ops parameter.
Default: i ol if the | ops parameter is specified; otherwise st andar d
Type: String
Required: No
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No
TdeCredentialArn
The ARN from the Key Store with which to associate the instance for TDE encryption.
Type: String
Required: No
TdeCredentialPassword
The password for the given ARN from the Key Store in order to access the device.
Type: String
Required: No
Timezone

The time zone of the DB instance. The time zone parameter is currently supported only by
Microsoft SQL Server.

Type: String
Required: No

VpcSecurityGrouplds.VpcSecurityGroupld.N
A list of EC2 VPC security groups to associate with this DB instance.
Default: The default EC2 VPC security group for the DB subnet group's VPC.
Type: array of Strings
Required: No

Response Elements

The following element is returned by the service.

DBInstance
Contains the result of a successful invocation of the following actions:

¢ CreateDBInstance (p. 42)
¢ DeleteDBInstance (p. 85)

¢ ModifyDBInstance (p. 204)
This data type is used as a response element in the DescribeDBInstances (p. 124) action.
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Type: DBInstance (p. 304) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

AuthorizationNotFound
Specified CIDRIP or EC2 security group is not authorized for the specified DB security group.
RDS may not also be authorized via IAM to perform necessary actions on your behalf.
HTTP Status Code: 404
DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.
HTTP Status Code: 404
DBInstanceAlreadyExists
User already has a DB instance with the given identifier.
HTTP Status Code: 400
DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.
HTTP Status Code: 404
DBSecurityGroupNotFound
DBSecurityGroupName does not refer to an existing DB security group.
HTTP Status Code: 404
DBSubnetGroupDoesNotCoverEnoughAZs

Subnets in the DB subnet group should cover at least two Availability Zones unless there is only
one Availability Zone.

HTTP Status Code: 400
DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404
DomainNotFoundFault
Domain does not refer to an existing Active Directory Domain.
HTTP Status Code: 404
InstanceQuotaExceeded
Request would result in user exceeding the allowed number of DB instances.
HTTP Status Code: 400
InsufficientDBInstanceCapacity
Specified DB instance class is not available in the specified Availability Zone.
HTTP Status Code: 400
InvalidDBClusterStateFault
The DB cluster is not in a valid state.
HTTP Status Code: 400
InvalidSubnet

The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.

HTTP Status Code: 400

InvalidVPCNetworkStateFault
DB subnet group does not cover all Availability Zones after it is created because users' change.
HTTP Status Code: 400

KMSKeyNotAccessibleFault
Error accessing KMS key.
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HTTP Status Code: 400
OptionGroupNotFoundFault
The specified option group could not be found.
HTTP Status Code: 404
ProvisionedlopsNotAvailablelInAZFault
Provisioned IOPS not available in the specified Availability Zone.
HTTP Status Code: 400
StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

StorageTypeNotSupported
StorageType specified cannot be associated with the DB Instance.
HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Cr eat eDBI nst ance
&Al | ocat edSt or age=15
&DBI nst anced ass=db. ni. | ar ge
&DBI nst ancel denti fi er =myawsuser - dbi 01
&Engi ne=MySQL
&Vast er User Passwor d=<passwor d>
&MVast er User nane=myawsuser
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014-09- 01
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140424/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140424T1948447
&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Anz-
Si gnat ur e=bee4aabc750bf 7dad0cd9e22b952bd6089d91e2a16592c2293e532eeaab8bc77

Sample Response

<Cr eat eDBI nst anceResponse xm ns="http://rds. anazonaws. coni doc/ 2014-09-01/">
<Cr eat eDBI nst anceResul t >
<DBI nst ance>
<BackupRet ent i onPeri od>7</ BackupRet ent i onPeri od>
<DBI nst anceSt at us>cr eat i ng</ DBl nst anceSt at us>
<Mul ti AZ>f al se</ Mul ti AZ>
<VpcSecurityG oups/ >
<DBI nst ancel dent i fi er >myawsuser - dbi 01</ DBI nst ancel denti fi er>
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<Pr ef er r edBackupW ndow>03: 50- 04: 20</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>wed: 06: 38- wed: 07: 08</
Pr ef err edMai nt enanceW ndow>

<ReadRepl i caDBI nst ancel denti fiers/>
<Engi ne>nysql </ Engi ne>
<Pendi ngModi f i edVal ues>

<Mast er User Passwor d>**** </ Mast er User Passwor d>
</ Pendi nghbdi f i edVal ues>
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<DBPar anet er G oups>

<DBPar anet er G oup>

<Par anet er Appl ySt at us>i n- sync</ Par anet er Appl ySt at us>

<DBPar anet er G oupNanme>def aul t . nysql 5. 6</ DBPar anet er G oupNane>

</ DBPar aret er G oup>
</ DBPar anet er G- oups>
<Opt i onG oupMenber shi ps>
<Opt i onG oupMenber shi p>
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>i n-sync</ St at us>
</ Opti onGr oupMenber shi p>
</ Opti onG oupMenber shi ps>
<DBSecurityGoups>
<DBSecuri tyGroup>
<St atus>acti ve</ St at us>
<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurityG oups>
<Publ i cl yAccessi bl e>true</ Publ i cl yAccessi bl e>
<Aut oM nor Ver si onUpgr ade>t r ue</ Aut oM nor Ver si onUpgr ade>
<Al | ocat edSt or age>15</ Al | ocat edSt or age>
<DBI nst anced ass>db. nl. | ar ge</ DBl nst anceCd ass>
<Mast er User nane>nyawsuser </ Mast er User nane>
</ DBl nst ance>
</ Cr eat eDBI nst anceResul t >
<ResponseMet adat a>
<Request | d>523e3218- af c7- 11c3- 90f 5- f 90431260ab4</ Request | d>
</ ResponseMet adat a>
</ Cr eat eDBI nst anceResponse>
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CreateDBInstanceReadReplica

Creates a DB instance for a DB instance running MySQL, MariaDB, or PostgreSQL that acts as a
Read Replica of a source DB instance.

All Read Replica DB instances are created as Single-AZ deployments with backups disabled. All other
DB instance attributes (including DB security groups and DB parameter groups) are inherited from the
source DB instance, except as specified below.

Important
The source DB instance must have backup retention enabled.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

AutoMinorVersionUpgrade

Indicates that minor engine upgrades will be applied automatically to the Read Replica during the
maintenance window.

Default: Inherits from the source DB instance
Type: Boolean
Required: No
AvailabilityZone
The Amazon EC2 Availability Zone that the Read Replica will be created in.
Default: A random, system-chosen Availability Zone in the endpoint's region.
Example: us- east - 1d
Type: String
Required: No
CopyTagsToSnapshot

True to copy all tags from the Read Replica to snapshots of the Read Replica; otherwise false.
The default is false.

Type: Boolean
Required: No
DBInstanceClass
The compute and memory capacity of the Read Replica.
Valid Values: db. niL. smal | | db. nl. nedium | db.nl.large | db.nl. xl arge |
db. n2. xl arge | db. n2.2xl arge | db.nR.4xlarge | db.nB.nedium| db.nB.large |
db. m8. xl arge | db.nB.2xlarge | db.mt.large | db.nm4. xlarge | db.m4. 2xl arge
| db.mi. 4xlarge | db.nm4. 10xlarge | db.r3.large | db.r3.xlarge |

db.r3.2xlarge | db.r3.4xlarge | db.r3.8xlarge | db.t2.mcro | db.t2.small
| db.t2.nmedium| db.t2.large

Default: Inherits from the source DB instance.
Type: String
Required: No

DBInstanceldentifier

The DB instance identifier of the Read Replica. This identifier is the unique key that identifies a DB
instance. This parameter is stored as a lowercase string.

Type: String
Required: Yes
DBSubnetGroupName

Specifies a DB subnet group for the DB instance. The new DB instance will be created in the
VPC associated with the DB subnet group. If no DB subnet group is specified, then the new DB
instance is not created in a VPC.
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Constraints:

» Can only be specified if the source DB instance identifier specifies a DB instance in another
region.

¢ The specified DB subnet group must be in the same region in which the operation is running.

« All Read Replicas in one region that are created from the same source DB instance must
either:>

» Specify DB subnet groups from the same VPC. All these Read Replicas will be created in the
same VPC.
» Not specify a DB subnet group. All these Read Replicas will be created outside of any VPC.

Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens. Must not be default.

Example: mySubnet gr oup
Type: String
Required: No
lops
The amount of Provisioned IOPS (input/output operations per second) to be initially allocated for
the DB instance.

Type: Integer
Required: No
MonitoringInterval

The interval, in seconds, between points when Enhanced Monitoring metrics are collected for the
Read Replica. To disable collecting Enhanced Monitoring metrics, specify 0. The default is 0.

If Moni t ori ngRol eAr n is specified, then you must also set Moni t ori ngl nt erval to avalue
other than 0.

Valid Values: 0, 1, 5, 10, 15, 30, 60
Type: Integer
Required: No

MonitoringRoleArn

The ARN for the 1AM role that permits RDS to send enhanced monitoring metrics to CloudWatch
Logs. For example, ar n: aws: i am 123456789012: r ol e/ emaccess. For information on creating
a monitoring role, go to To create an IAM role for Amazon RDS Enhanced Monitoring.

If Moni t ori ngl nt erval is set to a value other than 0, then you must supply a
Moni t or i ngRol eAr n value.

Type: String
Required: No
OptionGroupName

The option group the DB instance will be associated with. If omitted, the default option group for
the engine specified will be used.

Type: String
Required: No
Port
The port number that the DB instance uses for connections.
Default: Inherits from the source DB instance
Valid Values: 1150- 65535
Type: Integer
Required: No
PubliclyAccessible
Specifies the accessibility options for the DB instance. A value of true specifies an Internet-facing

instance with a publicly resolvable DNS name, which resolves to a public IP address. A value of
false specifies an internal instance with a DNS name that resolves to a private IP address.
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Default: The default behavior varies depending on whether a VPC has been requested or not. The
following list shows the default behavior in each case.

¢ Default VPC:true

¢ VPC:false

If no DB subnet group has been specified as part of the request and the PubliclyAccessible value
has not been set, the DB instance will be publicly accessible. If a specific DB subnet group has
been specified as part of the request and the PubliclyAccessible value has not been set, the DB
instance will be private.

Type: Boolean
Required: No
SourceDBInstanceldentifier

The identifier of the DB instance that will act as the source for the Read Replica. Each DB instance
can have up to five Read Replicas.

Constraints:
¢ Must be the identifier of an existing MySQL, MariaDB, or PostgreSQL DB instance.

« Can specify a DB instance that is a MySQL Read Replica only if the source is running MySQL
5.6.

¢ Can specify a DB instance that is a PostgreSQL Read Replica only if the source is running
PostgreSQL 9.3.5.

¢ The specified DB instance must have automatic backups enabled, its backup retention period
must be greater than O.

« If the source DB instance is in the same region as the Read Replica, specify a valid DB instance
identifier.

« If the source DB instance is in a different region than the Read Replica, specify a valid DB
instance ARN. For more information, go to Constructing a Amazon RDS Amazon Resource
Name (ARN).

Type: String

Required: Yes

StorageType
Specifies the storage type to be associated with the Read Replica.

Valid values: standard | gp2 | iol
If you specify i 01, you must also include a value for the | ops parameter.
Default: i ol if the | ops parameter is specified; otherwise st andar d
Type: String
Required: No
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No

Response Elements

The following element is returned by the service.

DBInstance
Contains the result of a successful invocation of the following actions:

¢ CreateDBInstance (p. 42)
¢ DeleteDBInstance (p. 85)

¢ ModifyDBInstance (p. 204)
This data type is used as a response element in the DescribeDBInstances (p. 124) action.

Type: DBInstance (p. 304) object
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBInstanceAlreadyExists
User already has a DB instance with the given identifier.
HTTP Status Code: 400
DBInstanceNotFound
DBlInstanceldentifier does not refer to an existing DB instance.
HTTP Status Code: 404
DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.
HTTP Status Code: 404
DBSecurityGroupNotFound
DBSecurityGroupName does not refer to an existing DB security group.
HTTP Status Code: 404
DBSubnetGroupDoesNotCoverEnoughAZs
Subnets in the DB subnet group should cover at least two Availability Zones unless there is only
one Availability Zone.
HTTP Status Code: 400
DBSubnetGroupNotAllowedFault

Indicates that the DBSubnetGroup should not be specified while creating read replicas that lie in
the same region as the source instance.

HTTP Status Code: 400
DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404
InstanceQuotaExceeded
Request would result in user exceeding the allowed number of DB instances.
HTTP Status Code: 400
InsufficientDBInstanceCapacity
Specified DB instance class is not available in the specified Availability Zone.
HTTP Status Code: 400
InvalidDBInstanceState
The specified DB instance is not in the available state.
HTTP Status Code: 400
InvalidDBSubnetGroupFault

Indicates the DBSubnetGroup does not belong to the same VPC as that of an existing cross region
read replica of the same source instance.

HTTP Status Code: 400
InvalidSubnet

The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.

HTTP Status Code: 400
InvalidVPCNetworkStateFault
DB subnet group does not cover all Availability Zones after it is created because users' change.
HTTP Status Code: 400
KMSKeyNotAccessibleFault
Error accessing KMS key.
HTTP Status Code: 400
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OptionGroupNotFoundFault
The specified option group could not be found.

HTTP Status Code: 404
ProvisionedlopsNotAvailableInAZFault
Provisioned IOPS not available in the specified Availability Zone.
HTTP Status Code: 400
StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

StorageTypeNotSupported
StorageType specified cannot be associated with the DB Instance.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Cr eat eDBI nst anceReadRepl i ca
&DBI nst ancel denti fi er=nmysql db-rr
&Si gnat ur eMet hod=Hnmac SHA256
&Si gnat ur eVer si on=4
&Sour ceDBI nst ancel denti fi er =nysql db
&Ver si on=2014- 09- 01
&X- Anz- Al gor i t hmFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140425/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat e=20140425T170525Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Ane-
Si gnat ur e=a5bc7bb9648272e9967c76f c582b308d3ee37d6c4f 7ad4eb62c2d885ec595¢373

Sample Response

<Cr eat eDBI nst anceReadRepl i caResponse xm ns="http://rds. anazonaws. con!
doc/ 2014-09- 01/ ">
<Cr eat eDBI nst anceReadRepl i caResul t >
<DBI nst ance>
<BackupRet ent i onPer i od>0</ BackupRet ent i onPeri od>
<Mul ti AZ>f al se</ Mul ti AZ>
<DBI nst anceSt at us>cr eat i ng</ DBl nst anceSt at us>
<VpcSecurityG oups/ >
<DBI nst ancel dent i fi er>nmysql db-rr </ DBl nst ancel denti fier>
<Pr ef err edBackupW ndow>08: 14- 08: 44</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>fri : 04: 50-fri: 05: 20</
Pr ef err edMai nt enanceW ndow>
<ReadRepl i caDBI nst ancel denti fiers/>
<Engi ne>nysql </ Engi ne>
<Pendi nghbdi fi edVal ues/ >
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
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<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<DBPar anet er G oups>
<DBPar anet er G oup>
<Par anet er Appl ySt at us>i n- sync</ Par anet er Appl ySt at us>
<DBPar anet er G oupNanme>def aul t . nysql 5. 6</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
</ DBPar anet er G oups>
<ReadRepl i caSour ceDBI nst ancel denti fi er >mysql db</
ReadRepl i caSour ceDBI nst ancel denti fier>
<Opt i onG oupMenber shi ps>
<Opt i onGr oupMenber shi p>
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>pendi ng- appl y</ St at us>
</ Opti onGr oupMenber shi p>
</ Opti onG oupMenber shi ps>
<Publ i cl yAccessi bl e>true</ Publ i cl yAccessi bl e>
<DBSecurityGroups>
<DBSecurityGroup>
<St atus>acti ve</ St at us>
<DBSecuri t yGroupNanme>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurityG oups>
<DBNane>nysql db</ DBNane>
<Aut oM nor Ver si onUpgr ade>t r ue</ Aut oM nor Ver si onUpgr ade>
<Al | ocat edSt or age>100</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
<DBI nst anceCd ass>db. nil. medi unx/ DBI nst anceC ass>
</ DBl nst ance>
</ Cr eat eDBI nst anceReadRepl i caResul t >
<ResponseMet adat a>
<Request | d>ba8dedf 0- bb9a- 11d3- 855b- 576787000e19</ Request | d>
</ ResponseMet adat a>
</ Cr eat eDBI nst anceReadRepl i caResponse>
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CreateDBParameterGroup

Creates a new DB parameter group.

A DB parameter group is initially created with the default parameters for the database engine used by
the DB instance. To provide custom values for any of the parameters, you must modify the group after
creating it using ModifyDBParameterGroup. Once you've created a DB parameter group, you need to

associate it with your DB instance using ModifyDBInstance. When you associate a new DB parameter
group with a running DB instance, you need to reboot the DB instance without failover for the new DB

parameter group and associated settings to take effect.

Important

After you create a DB parameter group, you should wait at least 5 minutes before creating
your first DB instance that uses that DB parameter group as the default parameter group. This
allows Amazon RDS to fully complete the create action before the parameter group is used as
the default for a new DB instance. This is especially important for parameters that are critical
when creating the default database for a DB instance, such as the character set for the default
database defined by the char act er _set _dat abase parameter. You can use the Parameter
Groups option of the Amazon RDS console or the DescribeDBParameters command to verify
that your DB parameter group has been created or modified.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBParameterGroupFamily
The DB parameter group family name. A DB parameter group can be associated with one and
only one DB parameter group family, and can be applied only to a DB instance running a database
engine and engine version compatible with that DB parameter group family.

Type: String
Required: Yes
DBParameterGroupName
The name of the DB parameter group.
Constraints:
¢ Must be 1 to 255 alphanumeric characters
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Note
This value is stored as a lowercase string.
Type: String
Required: Yes
Description
The description for the DB parameter group.
Type: String
Required: Yes
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No

Response Elements

The following element is returned by the service.

API Version 2014-10-31
61


https://console.aws.amazon.com/rds/

Amazon Relational Database Service API Reference
Errors

DBParameterGroup
Contains the result of a successful invocation of the CreateDBParameterGroup (p. 61) action.

This data type is used as a request parameter in the DeleteDBParameterGroup (p. 89) action,
and as a response element in the DescribeDBParameterGroups (p. 131) action.

Type: DBParameterGroup (p. 310) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBParameterGroupAlreadyExists
A DB parameter group with the same name exists.
HTTP Status Code: 400
DBParameterGroupQuotaExceeded
Request would result in user exceeding the allowed number of DB parameter groups.
HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. con
?Act i on=Cr eat eDBPar anet er G oup
&DBPar anet er G oupFam | y=MySQL5. 1
&DBPar anet er G oupNane=nydbpar angr oup3
&Descri pti on=My%20newds20DB%20Par anet er ¥20G oup
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gor i t hmrFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140423/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat e=20140423T201938Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- ane- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=e9e5e723f 627e872e8bccdc6ccc60bdf f cf 4a32ae6758ef 0a3717f f ae49097ae

Sample Response

<Cr eat eDBPar anet er G oupResponse xm ns="http://rds. amazonaws. com
doc/ 2014-09-01/" >
<Cr eat eDBPar anet er & oupResul t >
<DBPar anet er G oup>
<DBPar anet er G oupFami | y>nysql 5. 1</ DBPar anet er G- oupFam | y>
<Descri pti on>My new DB Par aneter G oup</Description>
<DBPar anet er G oupNanme>mydbpar angr oup3</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
</ Cr eat eDBPar anet er G oupResul t >
<ResponseMet adat a>
<Request | d>7805¢c127- af 22- 11c3- 96ac- 6999cc5f 7e72</ Request | d>

API Version 2014-10-31
62




Amazon Relational Database Service API Reference
Example

</ ResponseMet adat a>
</ Cr eat eDBPar anet er & oupResponse>
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CreateDBSecurityGroup

Creates a new DB security group. DB security groups control access to a DB instance.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBSecurityGroupDescription
The description for the DB security group.

Type: String
Required: Yes

DBSecurityGroupName
The name for the DB security group. This value is stored as a lowercase string.

Constraints:

¢ Must be 1 to 255 alphanumeric characters

« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens

¢ Must not be "Default"
Example: mysecuri tygr oup

Type: String
Required: Yes

Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No

Response Elements

The following element is returned by the service.

DBSecurityGroup
Contains the result of a successful invocation of the following actions:

¢ DescribeDBSecurityGroups (p. 136)
¢ AuthorizeDBSecurityGrouplngress (p. 13)
¢ CreateDBSecurityGroup (p. 64)

¢ RevokeDBSecurityGrouplngress (p. 282)
This data type is used as a response element in the DescribeDBSecurityGroups (p. 136) action.

Type: DBSecurityGroup (p. 312) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSecurityGroupAlreadyExists
A DB security group with the name specified in DBSecurityGroupName already exists.
HTTP Status Code: 400
DBSecurityGroupNotSupported
A DB security group is not allowed for this action.
HTTP Status Code: 400
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QuotaExceeded.DBSecurityGroup
Request would result in user exceeding the allowed number of DB security groups.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. conm
?Act i on=Cr eat eDBSecurityG oup
&DBSecurityG oupDescri pti on=My%20new20DB%20Securi t y¥20G oup
&DBSecurit yG oupNanme=mydbsecuritygroup00
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Ane- Al gori t hmrAWB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140424/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140424T190716Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
anez-dat e
&X- Ane -
Si gnat ur e=c2f 180a3f 0f 5d73b47f 9c229937a78f 3569bf 14392db8093d9b2e6785609ab45

Sample Response

<Cr eat eDBSecuri t yG oupResponse xm ns="http://rds. amazonaws. conf
doc/ 2014- 09-01/" >
<Cr eat eDBSecuri t yG oupResul t >
<DBSecurityG oup>
<EC2Securi tyG oups/ >
<DBSecurityG oupDescripti on>My new DB Security G oup</
DBSecurityG oupDescri pti on>
<l PRanges/ >
<Owner | d>803#########</ Onner | d>
<DBSecur it yG oupNanme>nydbsecuritygroup00</ DBSecurityG oupName>
</ DBSecuri tyG oup>
</ Cr eat eDBSecuri tyG oupResul t >
<ResponseMet adat a>
<Request | d>e68ef 6f a- af c1- 11c3- 845a- 476777009d19</ Request | d>
</ ResponseMet adat a>
</ Cr eat eDBSecuri t yG oupResponse>
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CreateDBSnapshot

Creates a DBSnapshot. The source DBInstance must be in "available" state.

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceldentifier
The DB instance identifier. This is the unique key that identifies a DB instance.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
DBSnapshotldentifier
The identifier for the DB snapshot.
Constraints:
¢ Cannot be null, empty, or blank
* Must contain from 1 to 255 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Example: my- snapshot -i d
Type: String
Required: Yes
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No

Response Elements

The following element is returned by the service.

DBSnapshot
Contains the result of a successful invocation of the following actions:

¢ CreateDBSnapshot (p. 66)

¢ DeleteDBSnapshot (p. 93)
This data type is used as a response element in the DescribeDBSnapshots (p. 141) action.
Type: DBSnapshot (p. 314) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBInstanceNotFound
DBInstanceldentifier does not refer to an existing DB instance.
HTTP Status Code: 404
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DBSnapshotAlreadyExists
DBSnapshotldentifier is already used by an existing snapshot.
HTTP Status Code: 400
InvalidDBInstanceState
The specified DB instance is not in the available state.
HTTP Status Code: 400
SnapshotQuotaExceeded
Request would result in user exceeding the allowed number of DB snapshots.
HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Cr eat eDBSnapshot
&DBI nst ancel denti fi er =mysql db- 02
&DBSnapshot | denti fi er =mySQLdb- snap- 1
&Si gnat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-09- 01
&X- Anz- Al gori t hm=AWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140423/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140423T161105Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- date
&X- Ane-
Si gnat ur e=e9649af 6edcf bab4016f 04d72elb7f c16d8734c37477af cf 25b3def 625484ed2

Sample Response

<Cr eat eDBSnapshot Response xm ns="http://rds. anazonaws. coni doc/ 2014-09-01/">
<Cr eat eDBSnapshot Resul t >
<DBSnapshot >
<Por t >3306</ Port >
<Opt i onG oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<Engi ne>nysql </ Engi ne>
<St atus>creating</ St at us>
<Snapshot Type>manual </ Snapshot Type>
<Li censeModel >general - publ i c- 1 i cense</ Li censeMdel >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<DBI nst ancel dent i fi er >nmysql db- 02</ DBI nst ancel denti fi er >
<DBSnapshot I dent i fi er >mysql db- snap- 1</ DBShapshot | denti fi er>
<Avai | abi |l i tyZone>us- east - la</ Avai | abi | i t yZone>
<l nstanceCr eat eTi me>2014- 04- 21T22: 24: 26. 573Z</ | nst anceCr eat eTi me>
<Per cent Pr ogr ess>0</ Per cent Progr ess>
<Al | ocat edSt or age>100</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
</ DBSnapshot >
</ Cr eat eDBSnapshot Resul t >
<ResponseMet adat a>
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<Request | d>bd80a25a- af 09- 11c3- ed11- 23c32f 9aa7d3</ Request | d>
</ ResponseMet adat a>
</ Cr eat eDBSnapshot Response>

API Version 2014-10-31
68



Amazon Relational Database Service API Reference
CreateDBSubnetGroup

CreateDBSubnetGroup

Creates a new DB subnet group. DB subnet groups must contain at least one subnet in at least two
AZs in the region.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBSubnetGroupDescription
The description for the DB subnet group.
Type: String
Required: Yes
DBSubnetGroupName
The name for the DB subnet group. This value is stored as a lowercase string.

Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens. Must not be default.

Example: mySubnet gr oup
Type: String
Required: Yes
Subnetlds.Subnetldentifier.N
The EC2 Subnet IDs for the DB subnet group.
Type: array of Strings
Required: Yes
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No

Response Elements

The following element is returned by the service.

DBSubnetGroup
Contains the result of a successful invocation of the following actions:

¢ CreateDBSubnetGroup (p. 69)
¢ ModifyDBSubnetGroup (p. 220)
¢ DescribeDBSubnetGroups (p. 145)

¢ DeleteDBSubnetGroup (p. 95)
This data type is used as a response element in the DescribeDBSubnetGroups (p. 145) action.
Type: DBSubnetGroup (p. 319) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSubnetGroupAlreadyExists
DBSubnetGroupName is already used by an existing DB subnet group.
HTTP Status Code: 400
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DBSubnetGroupDoesNotCoverEnoughAZs
Subnets in the DB subnet group should cover at least two Availability Zones unless there is only
one Availability Zone.

HTTP Status Code: 400

DBSubnetGroupQuotaExceeded
Request would result in user exceeding the allowed number of DB subnet groups.

HTTP Status Code: 400

DBSubnetQuotaExceededFault
Request would result in user exceeding the allowed number of subnets in a DB subnet groups.

HTTP Status Code: 400

InvalidSubnet
The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. conm
?Act i on=Cr eat eDBSubnet G- oup
&DBSubnet Gr oupDescri pti on=My%20newd20DB¥20Subnet %20G oup
&DBSubnet Gr oupNane=nyawsuser - dbsubnet gr oup
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Subnet | ds. nenber . 1=subnet - e4d398al
&Subnet | ds. nenber . 2=subnet - c2bdb6ba
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hm=AWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140425/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140425T173028Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=f 434cd02a766ea034637debf 67996a743ca3e098ef c9a5881c61e0c6859259d3

Sample Response

<Cr eat eDBSubnet G oupResponse xm ns="http://rds. anazonaws. con!
doc/ 2014-09-01/" >
<Cr eat eDBSubnet G oupResul t >
<DBSubnet G oup>
<Vpcl d>vpc- 33dc97ea</ Vpcl d>
<Subnet Gr oupSt at us>Conpl et e</ Subnet Gr oupSt at us>
<DBSubnet G- oupDescri pti on>My new DB Subnet Group</
DBSubnet G oupDescri pti on>
<DBSubnet G- oupNane>myawsuser - dbsubnet gr oup</ DBSubnet G oupNane>
<Subnet s>
<Subnet >
<Subnet St at us>Act i ve</ Subnet St at us>
<Subnet | denti fi er >subnet - e4d398al</ Subnet | denti fi er >
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<Subnet Avai | abi | i tyZone>
<Name>us- east - 1b</ Nane>
<Provi si onedl opsCapabl e>f al se</ Provi si onedl opsCapabl e>
</ Subnet Avai | abi | ityZone>
</ Subnet >
<Subnet >
<Subnet St at us>Act i ve</ Subnet St at us>
<Subnet | denti fi er >subnet - c2bdb6ba</ Subnet | denti fi er >
<Subnet Avai | abi | i tyZone>
<Name>us- east - 1c</ Nane>
<Provi si onedl opsCapabl e>f al se</ Provi si onedl opsCapabl e>
</ Subnet Avai | abi | ityZone>
</ Subnet >
</ Subnet s>
</ DBSubnet Gr oup>
</ Cr eat eDBSubnet Gr oupResul t >
<ResponseMet adat a>
<Request | d>3a401b3f - bb9e- 11d3-f 4c6- 37db295f 7674</ Request | d>
</ ResponseMet adat a>
</ Cr eat eDBSubnet G oupResponse>
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CreateEventSubscription

Creates an RDS event notification subscription. This action requires a topic ARN (Amazon Resource
Name) created by either the RDS console, the SNS console, or the SNS API. To obtain an ARN with
SNS, you must create a topic in Amazon SNS and subscribe to the topic. The ARN is displayed in the
SNS console.

You can specify the type of source (SourceType) you want to be notified of, provide a list of RDS
sources (Sourcelds) that triggers the events, and provide a list of event categories (EventCategories)
for events you want to be notified of. For example, you can specify SourceType = db-instance,
Sourcelds = mydbinstancel, mydbinstance2 and EventCategories = Availability, Backup.

If you specify both the SourceType and Sourcelds, such as SourceType = db-instance and
Sourceldentifier = myDBInstancel, you will be notified of all the db-instance events for the specified
source. If you specify a SourceType but do not specify a Sourceldentifier, you will receive notice of the
events for that source type for all your RDS sources. If you do not specify either the SourceType nor
the Sourceldentifier, you will be notified of events generated from all RDS sources belonging to your
customer account.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Enabled

A Boolean value; set to true to activate the subscription, set to false to create the subscription but
not active it.

Type: Boolean
Required: No
EventCategories.EventCategory.N

A list of event categories for a SourceType that you want to subscribe to. You can see a list of the
categories for a given SourceType in the Events topic in the Amazon RDS User Guide or by using
the DescribeEventCategories action.

Type: array of Strings
Required: No
SnsTopicArn

The Amazon Resource Name (ARN) of the SNS topic created for event notification. The ARN is
created by Amazon SNS when you create a topic and subscribe to it.

Type: String
Required: Yes
Sourcelds.Sourceld.N

The list of identifiers of the event sources for which events will be returned. If not specified, then
all sources are included in the response. An identifier must begin with a letter and must contain
only ASCII letters, digits, and hyphens; it cannot end with a hyphen or contain two consecutive

hyphens.

Constraints:

« If Sourcelds are supplied, SourceType must also be provided.

« If the source type is a DB instance, then a DBI nst ancel dent i fi er must be supplied.

« If the source type is a DB security group, a DBSecur i t yGr oupName must be supplied.

« If the source type is a DB parameter group, a DBPar anet er G oupNanme must be supplied.

« If the source type is a DB snapshot, a DBSnapshot | denti f i er must be supplied.
Type: array of Strings
Required: No
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SourceType
The type of source that will be generating the events. For example, if you want to be notified of
events generated by a DB instance, you would set this parameter to db-instance. if this value is not
specified, all events are returned.

Valid values: db-i nst ance | db- cl ust er | db- par anet er - gr oup | db- securi ty-group |
db- snapshot | db- cl ust er - snapshot

Type: String
Required: No

SubscriptionName
The name of the subscription.
Constraints: The name must be less than 255 characters.
Type: String
Required: Yes

Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No

Response Elements

The following element is returned by the service.

EventSubscription
Contains the results of a successful invocation of the DescribeEventSubscriptions (p. 159)
action.

Type: EventSubscription (p. 327) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

EventSubscriptionQuotaExceeded
You have reached the maximum number of event subscriptions.

HTTP Status Code: 400
SNSiInvalidTopic
SNS has responded that there is a problem with the SND topic specified.
HTTP Status Code: 400
SNSNoAuthorization
You do not have permission to publish to the SNS topic ARN.
HTTP Status Code: 400
SNSTopicArnNotFound
The SNS topic ARN does not exist.
HTTP Status Code: 404
SourceNotFound
The requested source could not be found.
HTTP Status Code: 404
SubscriptionAlreadyExist
The supplied subscription name already exists.
HTTP Status Code: 400
SubscriptionCategoryNotFound
The supplied category does not exist.
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HTTP Status Code: 404

Examples

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Cr eat eEvent Subscri pti on
&Enabl ed=t r ue
&Event Cat egori es. menber . 1=fai l ure
&Event Cat egori es. menber . 2=confi gur ati on%20change
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&SnsTopi cAr n=ar n%8Aaws ¥BAsns¥BAus- east - 19BAB02#########YBAMyawsuser - RDS
&Sour ceType=db- security-group
&Subscri pti onName=nyawsuser - secgr p
&Ver si on=2014- 09- 01
&X- Anz- Al gor i t hmFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140425/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat e=20140425T214325Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- date
&X- Ane-
Si gnat ur e=7045960f 6ab15609571f b05278004256e186b7633ab2a3ae46826d7713e0b461

Sample Response

<Cr eat eEvent Subscri pti onResponse xm ns="http://rds. anazonaws. con!
doc/ 2014-09-01/" >
<Cr eat eEvent Subscri pti onResul t >
<Event Subscri pti on>
<Sour ceType>db- security-group</ SourceType>
<Enabl ed>t r ue</ Enabl ed>
<Cust oner Aws| d>803#########</ Cust omer Aws| d>
<St at us>creati ng</ St at us>
<SubscriptionCreationTi ne>Fri Apr 25 21:43:25 UTC 2014</
Subscri ptionCreationTi me>
<Event Cat egori esLi st >
<Event Cat egor y>confi gurati on change</ Event Cat egory>
<Event Cat egor y>f ai | ur e</ Event Cat egor y>
</ Event Cat egori esLi st >
<Cust Subscri pti onl d>nyawsuser - secgr p</ Cust Subscri pti onl d>
<SnsTopi CArn>ar n: aws: SNs: us- east - 1: 802#########: myawsuser - RDS</
SnsTopi cAr n>
</ Event Subscri pti on>
</ Cr eat eEvent Subscri pti onResul t >
<ResponseMet adat a>
<Request | d>f 15e9dc3- bbb1- 11d3-f 4c6- 37db295f 7674</ Request | d>
</ ResponseMet adat a>
</ Cr eat eEvent Subscri pti onResponse>
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Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Cr eat eEvent Subscri pti on
&Enabl ed=t rue
&Event Cat egori es. menber. 1=creati on
&Event Cat egori es. nenber . 2=del eti on
&Event Cat egori es. menber. 3=f ai | over
&Si gnhat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&SnsTopi CAr n=ar n%8Aaws ¥BAsns¥BAus- east - 1%BAB02#########YBAmyawsuser - RDS
&Sour ceType=db-i nst ance
&Subscri pti onName=nyawsuser - i nst
&Ver si on=2014-09- 01
&X- Ane- Al gori t hm=AWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140429/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140429T184410Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane-
Si gnat ur e=1e1879f 20ef 3aec07135d69cc192426bf 1cc5c42f c9dlacc7726bcd93155f b71

Sample Response

<Cr eat eEvent Subscri pti onResponse xm ns="http://rds. anmazonaws. con!
doc/ 2014-09-01/" >
<Cr eat eEvent Subscri pti onResul t >
<Event Subscri pti on>
<Sour ceType>db-i nst ance</ Sour ceType>
<Enabl ed>t r ue</ Enabl ed>
<Cust oner Aws| d>803#########</ Cust omer Aws| d>
<St at us>creating</ St at us>
<Subscri ptionCreationTi ne>Tue Apr 29 18:44:10 UTC 2014</
Subscri pti onCreationTi me>
<Event Cat egori esLi st >
<Event Cat egor y>cr eat i on</ Event Cat egor y>
<Event Cat egor y>del et i on</ Event Cat egor y>
<Event Cat egor y>f ai | over </ Event Cat egor y>
</ Event Cat egori esLi st >
<Cust Subscri pti onl d>nyawsuser - i nst </ Cust Subscri pti onl d>
<SnsTopi CArn>ar n: aws: SNs: us- east - 1: 802#########: myawsuser - RDS</
SnsTopi cAr n>
</ Event Subscri pti on>
</ Cr eat eEvent Subscri pti onResul t >
<ResponseMet adat a>
<Request | d>30f eb307- bebd- 11d3-f 4c6- 37db295f 7674</ Request | d>
</ ResponseMet adat a>
</ Cr eat eEvent Subscri pti onResponse>
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CreateOptionGroup

Creates a new option group. You can create up to 20 option groups.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

EngineName
Specifies the name of the engine that this option group should be associated with.

Type: String
Required: Yes

MajorEngineVersion
Specifies the major version of the engine that this option group should be associated with.

Type: String
Required: Yes

OptionGroupDescription
The description of the option group.

Type: String
Required: Yes

OptionGroupName
Specifies the name of the option group to be created.

Constraints:

¢ Must be 1 to 255 alphanumeric characters or hyphens

« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Example: myopt i ongr oup

Type: String

Required: Yes

Tags.Tag.N
A list of tags.

Type: array of Tag (p. 354) objects
Required: No

Response Elements

The following element is returned by the service.

OptionGroup
Type: OptionGroup (p. 333) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

OptionGroupAlreadyExistsFault
The option group you are trying to create already exists.
HTTP Status Code: 400

OptionGroupQuotaExceededFault
The quota of 20 option groups was exceeded for this AWS account.
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HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Acti on=Cr eat eQpti onG oup
&Engi neNanme=nysql
&MVhj or Engi neVer si on=5. 6
&0Opt i onGroupDescri pti on=My%200pt i on%20G oup
&0pt i onGr oupNanme=myawsuser - 0og00
&Si gnat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014- 09- 01
&X- Anz- Al gori t hmeAWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140425/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140425T174519Z
&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- date
&X- Ane-
Si gnat ur e=d3a89af a4511d0c4ecab046d6dc760a72bf e6bb15999cce053adeb2617h60384

Sample Response

<Creat eOpti onG oupResponse xm ns="http://rds. amazonaws. conf doc/ 2014- 09-01/" >
<Creat eOpti onG oupResul t >
<Opti onG oup>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>t rue</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Maj or Engi neVer si on>5. 6</ Maj or Engi neVer si on>
<Opt i onG oupName>nyawsuser - og00</ Opt i onGr oupNane>
<Engi neNanme>nysql </ Engi neNane>
<Opti onG oupDescri ption>My Option G oup</ Opti onG oupDescri ption>
<Options/ >
</ Opti onG oup>
</ Creat eOpti onG oupResul t >
<ResponseMet adat a>
<Request | d>4d7f 11f 2- bbf 0- 11d3- ae4f - eec568ed6b36</ Request | d>
</ ResponseMet adat a>
</ Creat eOpti onG oupResponse>
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DeleteDBCluster

The DeleteDBCluster action deletes a previously provisioned DB cluster. When you delete a DB
cluster, all automated backups for that DB cluster are deleted and cannot be recovered. Manual DB
cluster snapshots of the specified DB cluster are not deleted.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterldentifier
The DB cluster identifier for the DB cluster to be deleted. This parameter isn't case-sensitive.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
¢ First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
FinalDBSnapshotldentifier

The DB cluster snapshot identifier of the new DB cluster snapshot created when
Ski pFi nal Snapshot is settof al se.

Note
Specifying this parameter and also setting the Ski pFi nal Shapshot parameter to true
results in an error.

Constraints:
¢ Must be 1 to 255 alphanumeric characters
¢ First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No
SkipFinalSnapshot
Determines whether a final DB cluster snapshot is created before the DB cluster is deleted. If t r ue

is specified, no DB cluster snapshot is created. If f al se is specified, a DB cluster snapshot is
created before the DB cluster is deleted.

Note
You must specify a Fi nal DBSnapshot | denti fi er parameter if Ski pFi nal Snapshot
is fal se.

Default: f al se
Type: Boolean
Required: No

Response Elements

The following element is returned by the service.

DBCluster
Contains the result of a successful invocation of the following actions:

¢ CreateDBCluster (p. 30)
¢ DeleteDBCluster (p. 78)
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¢ FailoverDBCluster (p. 189)
¢ ModifyDBCluster (p. 194)
¢ RestoreDBClusterFromSnapshot (p. 258)

¢ RestoreDBClusterToPointinTime (p. 263)
This data type is used as a response element in the DescribeDBClusters (p. 112) action.

Type: DBCluster (p. 291) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.

HTTP Status Code: 404

DBClusterSnapshotAlreadyExistsFault
User already has a DB cluster snapshot with the given identifier.

HTTP Status Code: 400

InvalidDBClusterSnapshotStateFault
The supplied value is not a valid DB cluster snapshot state.

HTTP Status Code: 400

InvalidDBClusterStateFault
The DB cluster is not in a valid state.

HTTP Status Code: 400

SnapshotQuotaExceeded
Request would result in user exceeding the allowed number of DB snapshots.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. conm
?Act i on=Del et eDBCl ust er
&DBCl usterl denti fi er=sanpl e-cl uster2
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Anz- Al gor i t hmeAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140725/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat e=201407257162148Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- ane- cont ent - sha256; x-
anez-dat e
&X- Anz -
Si gnat ur e=815910f 78c5a9813e1c15300f cf 206e04da071b3586770169765292dc6aa2ed4

Sample Response
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<Del et eDBd ust er Response xm ns="http://rds. amazonaws. com doc/ 2014- 10- 31/ ">
<Del et eDBCl ust er Resul t >
<DBd ust er >
<Engi ne>aur or a5. 6</ Engi ne>
<St at us>avai | abl e</ St at us>
<BackupRet ent i onPer i od>0</ BackupRet ent i onPeri od>
<DBSubnet Gr oup>mny- subgr oup</ DBSubnet Gr oup>
<Engi neVer si on>5. 6. 10a</ Engi neVer si on>
<Endpoi nt >sanpl e-cl ust er 2. cl ust er - cbf vngbOy5f y. us-
east- 1. rds. anazonaws. conx/ Endpoi nt >
<DBCl usterldentifier>sanpl e-cl uster2</DBC usterldentifier>
<Pr ef er r edBackupW ndow>04: 45- 05: 15</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>sat : 05: 56- sat : 06: 26</
Pr ef err edMai nt enanceW ndow>
<DBd ust er Menber s/ >
<Al | ocat edSt or age>15</ Al | ocat edSt or age>
<Mast er User nane>awsuser </ Mast er User nanme>
</ DBO ust er >
</ Del et eDBO ust er Resul t >
<ResponseMet adat a>
<Request | d>c72118dc- 1417- 11e4- 8c7b- 931a6clf ef 28</ Request | d>
</ ResponseMet adat a>
</ Del et eDBCl ust er Response>
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DeleteDBClusterParameterGroup

Deletes a specified DB cluster parameter group. The DB cluster parameter group to be deleted cannot
be associated with any DB clusters.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterParameterGroupName
The name of the DB cluster parameter group.
Constraints:

¢ Must be the name of an existing DB cluster parameter group.
¢ You cannot delete a default DB cluster parameter group.

¢ Cannot be associated with any DB clusters.
Type: String
Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.
HTTP Status Code: 404

InvalidDBParameterGroupState
The DB parameter group cannot be deleted because it is in use.
HTTP Status Code: 400

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Del et eDBCl ust er Par anet er G oup
&DBd ust er Par anet er G oupNane=sanpl e- cl ust er - pg
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 10- 31
&X- Anz- Al gori t hmrFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20160913/ us-west - 2/ r ds/ aws4_r equest
&X- Anz - Dat e=20160913T172430Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=3f 54b5ee720c2644296€98a1c0393a9abd91bc0847df e7dd9be02ede8f d95ae5
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Sample Response

<Del et eDBd ust er Par anet er G oupResponse xm ns="http://rds. amazonaws. com
doc/ 2014-10- 31/ ">
<ResponseMet adat a>
<Request | d>ee0201el- 79d6- 11e6- 9b94- 838991bd60c6</ Request | d>
</ ResponseMet adat a>
</ Del et eDBCl ust er Par anet er G oupResponse>
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DeleteDBClusterSnapshot

Deletes a DB cluster snapshot. If the snapshot is being copied, the copy operation is terminated.
Note
The DB cluster snapshot must be in the avai | abl e state to be deleted.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterSnapshotldentifier
The identifier of the DB cluster snapshot to delete.

Constraints: Must be the name of an existing DB cluster snapshot in the avai | abl e state.
Type: String
Required: Yes

Response Elements

The following element is returned by the service.

DBClusterSnapshot
Contains the result of a successful invocation of the following actions:

¢ CreateDBClusterSnapshot (p. 39)

¢ DeleteDBClusterSnapshot (p. 83)
This data type is used as a response element in the DescribeDBClusterSnapshots (p. 117)
action.

Type: DBClusterSnapshot (p. 299) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterSnapshotNotFoundFault
DBClusterSnapshotldentifier does not refer to an existing DB cluster snapshot.

HTTP Status Code: 404

InvalidDBClusterSnapshotStateFault
The supplied value is not a valid DB cluster snapshot state.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Del et eDBd ust er Snapshot
&DBC ust er Snapshot | denti fi er =sanpl e- cl ust er - snapshot
&Si gnat ur eMet hod=Hmac SHA256
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&Si gnat ur eVer si on=4

&Ver si on=2014- 10- 31

&X- Ane- Al gori t hmeAWB4- HVAC- SHA256

&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20150318/ us- east - 1/ rds/ aws4_r equest

&X- Ane- Dat €=20150318T215614Z

&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Ane-
Si gnat ur e=7aaab0a295151051bc4723f 5b1f 7b6b535615b8db9256bd56993c4dc6df 4c2c4

Sample Response

<Del et eDBd ust er Snapshot Response xm ns="http://rds. anazonaws. con!
doc/ 2014-10- 31/ ">
<Del et eDBd ust er Snapshot Resul t >
<DBCl ust er Snapshot >
<Port >0</ Port >
<St at us>avai | abl e</ St at us>
<Engi ne>aur or a</ Engi ne>
<Snapshot Type>manual </ Snapshot Type>
<Li censeModel >aur or a</ Li censeModel >
<DBCl ust er Snapshot | denti fi er >sanpl e- cl ust er - snapshot </
DBCl ust er Snapshot | denti fi er>
<Snapshot Cr eat eTi me>2015- 03- 18T20: 53: 22. 523Z</ Snapshot Cr eat eTi me>
<DBCl usterldentifier>sanpl e-cluster</DBCl usterldentifier>
<Vpcl d>vpc- 3f abee54</ Vpcl d>
<Cl uster Creat eTi ne>2015-03-06T22: 11: 13. 826Z</ C ust er Cr eat eTi me>
<Per cent Pr ogr ess>100</ Per cent Pr ogr ess>
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Mast er User nane>awsuser </ Mast er User nanme>
</ DB ust er Snapshot >
</ Del et eDBCl ust er Snapshot Resul t >
<ResponseMet adat a>
<Request | d>994ab08d- cdb9- 2ce4- abf 9- 7528e6348483</ Request | d>
</ ResponseMet adat a>
</ Del et eDBCl ust er Snapshot Response>
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DeleteDBInstance

The DeleteDBInstance action deletes a previously provisioned DB instance. When you delete a DB
instance, all automated backups for that instance are deleted and cannot be recovered. Manual DB
snapshots of the DB instance to be deleted by Del et eDBI nst ance are not deleted.

If you request a final DB snapshot the status of the Amazon RDS DB instance is del et i ng until the
DB snapshot is created. The API action Descr i beDBI nst ance is used to monitor the status of this
operation. The action cannot be canceled or reverted once submitted.

Note that when a DB instance is in a failure state and has a status of f ai | ed, i nconpat i bl e-
restore, ori nconpati bl e- net wor k, you can only delete it when the Ski pFi nal Snapshot
parameter is setto t r ue.

If the specified DB instance is part of an Amazon Aurora DB cluster, you cannot delete the DB instance
if the following are true:

* The DB cluster is a Read Replica of another Amazon Aurora DB cluster.
¢ The DB instance is the only instance in the DB cluster.

To delete a DB instance in this case, first call the PromoteReadReplicaDBCluster (p. 233) API action
to promote the DB cluster so it's no longer a Read Replica. After the promotion completes, then call the
Del et eDBI nst ance API action to delete the final instance in the DB cluster.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceldentifier
The DB instance identifier for the DB instance to be deleted. This parameter isn't case-sensitive.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
FinalDBSnapshotldentifier
The DBSnapshotldentifier of the new DBSnapshot created when SkipFinalSnapshot is set to
fal se.

Note
Specifying this parameter and also setting the SkipFinalShapshot parameter to true
results in an error.

Constraints:
¢ Must be 1 to 255 alphanumeric characters
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
¢ Cannot be specified when deleting a Read Replica.
Type: String
Required: No
SkipFinalSnapshot

Determines whether a final DB snapshot is created before the DB instance is deleted. If t r ue is
specified, no DBSnapshot is created. If f al se is specified, a DB snapshot is created before the
DB instance is deleted.
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Note that when a DB instance is in a failure state and has a status of 'failed’, 'incompatible-restore’,
or 'incompatible-network’, it can only be deleted when the SkipFinalSnapshot parameter is set to

"true”.
Specify t r ue when deleting a Read Replica.

Note

The FinalDBSnapshotldentifier parameter must be specified if SkipFinalSnapshot is

fal se.
Default: f al se
Type: Boolean
Required: No

Response Elements

The following element is returned by the service.

DBlInstance
Contains the result of a successful invocation of the following actions:

¢ CreateDBInstance (p. 42)
¢ DeleteDBInstance (p. 85)
¢ ModifyDBInstance (p. 204)

This data type is used as a response element in the DescribeDBInstances (p. 124) action.

Type: DBInstance (p. 304) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBInstanceNotFound
DBInstanceldentifier does not refer to an existing DB instance.

HTTP Status Code: 404

DBSnapshotAlreadyExists
DBSnapshotldentifier is already used by an existing snapshot.

HTTP Status Code: 400

InvalidDBClusterStateFault
The DB cluster is not in a valid state.

HTTP Status Code: 400

InvalidDBInstanceState
The specified DB instance is not in the available state.

HTTP Status Code: 400

SnapshotQuotaExceeded
Request would result in user exceeding the allowed number of DB snapshots.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
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?Act i on=Del et eDBI nst ance

&DBI nst ancel denti fi er =nmydat abase

&Si gnat ur eMet hod=Hmrac SHA256

&Si gnat ur eVer si on=4

&Ski pFi nal Snapshot =t rue

&\Ver si on=2014- 09- 01

&X- Ane- Al gori t hmeAWB4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20131109/ us- east - 1/ rds/ aws4_r equest

&X- Ane- Dat €=20131109T001924Z

&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Anz-
Si gnat ur e=70e774e243c0f bb7f f €84029637005bf 543e9e321cdf 432c0b272be5687d32d8

Sample Response

<Del et eDBI nst anceResponse xm ns="http://rds. anazonaws. coni doc/ 2014-09-01/">
<Del et eDBI nst anceResul t >
<DBI nst ance>
<BackupRet ent i onPeri od>7</ BackupRet ent i onPeri od>
<DBI nst anceSt at us>del et i ng</ DBl nst anceSt at us>
<Mul ti AZ>f al se</ Mul ti AZ>
<VpcSecurityG oups/ >
<DBI nst ancel dent i fi er >mydat abase</ DBl nst ancel denti fi er>
<Pr ef err edBackupW ndow>08: 14- 08: 44</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>fri : 04: 50-fri: 05: 20</
Pr ef err edMai nt enanceW ndow>
<Avai | abi |l i tyZone>us- east - la</ Avai | abi | i tyZone>
<ReadRepl i caDBI nst ancel denti fiers/>
<Lat est Rest or abl eTi ne>2013- 11- 09T00: 15: 00Z</ Lat est Rest or abl eTi nme>
<Engi ne>nysql </ Engi ne>
<Pendi nghbdi fi edVal ues/ >
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<Endpoi nt >
<Por t >3306</ Port >
<Addr ess>nydat abase. cf 037hpkuvj t . us- east - 1. rds. anazonaws. conx/
Addr ess>
</ Endpoi nt >
<DBPar anet er &G oups>
<DBPar anet er G oup>
<Par anet er Appl ySt at us>i n- sync</ Par anet er Appl ySt at us>
<DBPar anet er G oupNanme>def aul t . nysql 5. 6</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
</ DBPar anet er G oups>
<Opt i onG oupMenber shi ps>
<Opt i onG oupMenber shi p>
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>i n-sync</ St at us>
</ Opti onG oupMenber shi p>
</ Opti onG oupMenber shi ps>
<Publ i cl yAccessi bl e>true</ Publ i cl yAccessi bl e>
<DBSecurityGoups>
<DBSecuri t yGroup>
<St atus>acti ve</ St at us>
<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>

API Version 2014-10-31
87




Amazon Relational Database Service API Reference
Example

</ DBSecurityG oups>
<DBNane>nysql db</ DBNane>
<Aut oM nor Ver si onUpgr ade>t r ue</ Aut oM nor Ver si onUpgr ade>
<l nst anceCreat eTi ne>2011- 04- 28T23: 33: 54. 909Z</ | nst anceCr eat eTi nme>
<Al | ocat edSt or age>100</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
<DBI nst anced ass>db. ni. nedi unx/ DBl nst anceC ass>
</ DBl nst ance>
</ Del et eDBI nst anceResul t >
<ResponseMet adat a>
<Request | d>7369556f - b70d- 11c3-f aca- 6bal8376ealb</ Request | d>
</ ResponseMet adat a>
</ Del et eDBI nst anceResponse>
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DeleteDBParameterGroup

Deletes a specified DBParameterGroup. The DBParameterGroup to be deleted cannot be associated
with any DB instances.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBParameterGroupName
The name of the DB parameter group.

Constraints:
¢ Must be the name of an existing DB parameter group
¢ You cannot delete a default DB parameter group

¢ Cannot be associated with any DB instances
Type: String
Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.

HTTP Status Code: 404

InvalidDBParameterGroupState
The DB parameter group cannot be deleted because it is in use.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. anmazonaws. conf
?Act i on=Del et eDBPar anet er G oup
&DBPar anet er G oupNane=nydbpar angr oup3
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Az - Al gor i t hmrAWSB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140423/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140423T203550Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=7364d4d88b4200d14da46aac748781a6da08bc18c5f dc468eel18780e6f 84b19e

Sample Response
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<Del et eDBPar anet er G oupResponse xm ns="http://rds. amazonaws. com
doc/ 2014-09-01/" >
<ResponseMet adat a>
<Request | d>cad6c267- ba25- 11d3-f ell- 33d33a9bb7e3</ Request | d>
</ ResponseMet adat a>
</ Del et eDBPar anet er & oupResponse>
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DeleteDBSecurityGroup

Deletes a DB security group.

Note
The specified DB security group must not be associated with any DB instances.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBSecurityGroupName
The name of the DB security group to delete.

Note
You cannot delete the default DB security group.
Constraints:
¢ Must be 1 to 255 alphanumeric characters
« First character must be a letter
« Cannot end with a hyphen or contain two consecutive hyphens

* Must not be "Default”
Type: String
Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSecurityGroupNotFound
DBSecurityGroupName does not refer to an existing DB security group.
HTTP Status Code: 404
InvalidDBSecurityGroupState
The state of the DB security group does not allow deletion.
HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com

?Act i on=Del et eDBSecurityG oup

&DBSecuri t yG oupNanme=mydbsecuri t ygroup

&Si gnat ur eMet hod=Hnac SHA256

&Si gnat ur eVer si on=4

&Ver si on=2014-09- 01

&X- Anz- Al gori t hm=AWB4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140423/ us- east - 1/ rds/ aws4_r equest

&X- Anz- Dat €=20140423T203336Z

&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- date
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&X- Ane -
Si gnat ur e=873c15061f e60b9db8ea63137e5af 82b157019696f c3e9764ef 2abd9d71c640a

Sample Response

<Del et eDBSecuri t yGr oupResponse xm ns="http://rds. amazonaws. conf
doc/ 2014-09-01/ ">
<ResponseMet adat a>
<Request | d>7aec7454- ba25- 11d3- 855b- 576787000e19</ Request | d>
</ ResponseMet adat a>
</ Del et eDBSecuri t yGr oupResponse>

API Version 2014-10-31
92




Amazon Relational Database Service API Reference
DeleteDBSnapshot

DeleteDBSnapshot

Deletes a DBSnapshot. If the snapshot is being copied, the copy operation is terminated.

Note
The DBSnapshot must be in the avai | abl e state to be deleted.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBSnapshotldentifier
The DBSnapshot identifier.

Constraints: Must be the name of an existing DB snapshot in the avai | abl e state.
Type: String
Required: Yes

Response Elements

The following element is returned by the service.

DBSnapshot
Contains the result of a successful invocation of the following actions:

¢ CreateDBSnapshot (p. 66)

¢ DeleteDBSnapshot (p. 93)
This data type is used as a response element in the DescribeDBSnapshots (p. 141) action.

Type: DBSnapshot (p. 314) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSnapshotNotFound
DBSnapshotldentifier does not refer to an existing DB snapshot.

HTTP Status Code: 404

InvalidDBSnapshotState
The state of the DB snapshot does not allow deletion.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Del et eDBSnapshot
&DBSnapshot | denti fi er =mysql db- snap- 02
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
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&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140423/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140423T203337Z
&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=619f 04acf f eb4b80d2f 442526b1c9da79d0b3097151c24f 28e83e851d6541414

Sample Response

<Del et eDBSnapshot Response xm ns="http://rds. amazonaws. com doc/ 2014- 09- 01/ " >
<Del et eDBSnapshot Resul t >
<DBSnapshot >
<Por t >3306</ Port >
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>del et ed</ St at us>
<Engi ne>nysql </ Engi ne>
<Snapshot Type>manual </ Snapshot Type>
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<DBI nst ancel dent i fi er >mysql db</ DBI nst ancel denti fi er>
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<DBSnapshot I dent i fi er >mysql db- snap- 02</ DBSnapshot | denti fi er>
<Snapshot Cr eat eTi me>2014- 04- 23T16: 11: 25. 371Z</ Snapshot Cr eat eTi me>
<Avai | abi |l ityZone>us- east - la</ Avail abilityZone>
<l nstanceCreat eTi me>2014- 04- 21T22: 24: 26. 573Z</ | nst anceCr eat eTi nme>
<Per cent Pr ogr ess>100</ Per cent Pr ogr ess>
<Al | ocat edSt or age>100</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
</ DBSnapshot >
</ Del et eDBSnapshot Resul t >
<ResponseMet adat a>
<Request | d>7b17b2b1- ba25- 11d3- a537- cef 97546330c</ Request | d>
</ ResponseMet adat a>
</ Del et eDBSnapshot Response>
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DeleteDBSubnetGroup

Deletes a DB subnet group.

Note
The specified database subnet group must not be associated with any DB instances.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBSubnetGroupName
The name of the database subnet group to delete.

Note
You cannot delete the default subnet group.
Constraints:

Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens. Must not be default.

Example: mySubnet gr oup
Type: String
Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404
InvalidDBSubnetGroupStateFault
The DB subnet group cannot be deleted because it is in use.
HTTP Status Code: 400
InvalidDBSubnetStateFault
The DB subnet is not in the available state.
HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Del et eDBSubnet G- oup
&DBSubnet Gr oupNane=nyawsuser - dbsubnet gr oup
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014-09-01
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140425/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140425T180721Z
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&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Ane -
Si gnat ur e=0f 461da21ec03527f dc98acbaB8allc36863a399065f 9b4f f 891ab7ch5e70de74

Sample Response

<Del et eDBSubnet G oupResponse xm ns="http://rds. anazonaws. con!
doc/ 2014-09-01/" >
<ResponseMet adat a>
<Request | d>6295e5ab- bbf 3- 11d3- f 4c6- 37db295f 7674</ Request | d>
</ ResponseMet adat a>
</ Del et eDBSubnet G oupResponse>
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DeleteEventSubscription

Deletes an RDS event naotification subscription.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

SubscriptionName
The name of the RDS event notification subscription you want to delete.

Type: String
Required: Yes

Response Elements

The following element is returned by the service.

EventSubscription
Contains the results of a successful invocation of the DescribeEventSubscriptions (p. 159)
action.

Type: EventSubscription (p. 327) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

InvalidEventSubscriptionState
This error can occur if someone else is modifying a subscription. You should retry the action.

HTTP Status Code: 400

SubscriptionNotFound
The subscription name does not exist.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Del et eEvent Subscri pti on
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Subscri pti onName=Event Subscri pti on04
&\Ver si on=2014-09- 01
&X- Anz- Al gori t hmeAWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140423/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140423T203337Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- date
&X- Ane-
Si gnat ur e=05aa834e364a9e1a279d44cc955694518f c96f f f 638c74f aa2be45783102e785
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Sample Response

<Del et eEvent Subscri pti onResponse xm ns="http://rds. anazonaws. coni
doc/ 2014- 09-01/" >
<Del et eEvent Subscri pti onResul t >
<Event Subscri pti on>
<Enabl ed>t r ue</ Enabl ed>
<Cust oner Aws| d>803#########</ Cust omer Aws| d>
<Sour ceType>db-i nst ance</ Sour ceType>
<St at us>del et i ng</ St at us>
<Sour cel dsLi st >
<Sour cel d>nysql db</ Sour cel d>
</ Sour cel dsLi st >
<Subscri pti onCreati onTi ne>2014- 04-22 23: 03: 19. 776</
Subscri pti onCreati onTi me>
<Cust Subscri pti onl d>Event Subscri pti on04</ Cust Subscri pti onl d>
<SnsTopi CArn>ar n: aws: Sns: us- east - 1: 803#########: myawsuser - RDS</
SnsTopi cAr n>
</ Event Subscri pti on>
</ Del et eEvent Subscri pti onResul t >
<ResponseMet adat a>
<Request | d>7b4cf 02a- ba25- 11d3- a691- 857dcOaddcc9</ Request | d>
</ ResponseMet adat a>
</ Del et eEvent Subscri pti onResponse>
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DeleteOptionGroup

Deletes an existing option group.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

OptionGroupName
The name of the option group to be deleted.

Note

You cannot delete default option groups.
Type: String
Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

InvalidOptionGroupStateFault
The option group is not in the available state.

HTTP Status Code: 400

OptionGroupNotFoundFault
The specified option group could not be found.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-east-1. anmazonaws. conf
?Act i on=Del et eQpti onG oup
&Opt i onGr oupNanme=nyawsuser - og00
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gor i t hnrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140425/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140425T181205Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=8a684aebe6d5219bb3572316a341963324d6ef 339bd0dcf a5854f 1a01d401214

Sample Response

<Del et eOpti onGr oupResponse xm ns="http://rds. amazonaws. conf doc/ 2014-09-01/" >
<ResponseMet adat a>
<Request | d>0ac9cda2- bbf 4- 11d3- f 92b- 31f a5e8dbc99</ Request | d>
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</ ResponseMet adat a>
</ Del et eOpt i onGr oupResponse>
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DescribeAccountAttributes

Lists all of the attributes for a customer account. The attributes include Amazon RDS quotas for the
account, such as the number of DB instances allowed. The description for a quota includes the quota
name, current usage toward that quota, and the quota's maximum value.

This command does not take any parameters.
Response Elements
The following element is returned by the service.

AccountQuotas.AccountQuota.N
A list of AccountQuota (p. 287) objects. Within this list, each quota has a name, a count of usage
toward the quota maximum, and a maximum value for the quota.

Type: array of AccountQuota (p. 287) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

Example

Sample Request

https://rds. us-east-1. anmazonaws. conf

?Acti on=Descri beAccount Attri butes

&Si gnat ur eMet hod=Hmac SHA256

&Si gnat ur eVer si on=4

&Ver si on=2014- 10- 31

&X- Anz- Al gori t hneFAWS4- HVAC- SHA256

&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20141216/ us-west - 2/ rds/
aws4_r equest

&X- Ane- Dat e=20141216T192233Z

&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent -
sha256; x- anz- dat e

&X- Ane -
Si gnat ur e=b49545dd3c933bdded80655d433d84bf 743261ealbebb33a7922c5¢c2¢5240cd8

Sample Response

<Descri beAccount Attri but esResponse xm ns="http://rds. amazonaws. com
doc/ 2014-10-31/">
<Descri beAccount Attri but esResul t >
<Account Quot aLi st >
<Account Quot a>
<Account Quot aNanme>DBI nst ances</ Account Quot aNane>
<Used>22</ Used>
<Max>40</ Max
</ Account Quot a>
<Account Quot a>
<Account Quot aName>Reser vedDBI nst ances</ Account Quot aNanme>
<Used>6</ Used>
<Max>40</ Max
</ Account Quot a>
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<Account Quot a>
<Account Quot aNanme>Al | ocat edSt or age</ Account Quot aName>
<Used>27459</ Used>
<Max>100000</ Max

</ Account Quot a>

<Account Quot a>
<Account Quot aNanme>DBSecuri t yG oupsPer VPC</ Account Quot aNane>
<Used>11</ Used>
<Max>25</ Max

</ Account Quot a>

<Account Quot a>
<Account Quot aNanme>Aut hori zat i onsPer DBSecuri t yG oup</ Account Quot aNane>
<Used>10</ Used>
<Max>20</ Max

</ Account Quot a>

<Account Quot a>
<Account Quot aNanme>DBPar anet er Gr oups</ Account Quot aNane>
<Used>40</ Used>
<Max>50</ Max

</ Account Quot a>

<Account Quot a>
<Account Quot aName>Manual Snapshot s</ Account Quot aNane>
<Used>32</ Used>
<Max>50</ Max

</ Account Quot a>

<Account Quot a>
<Account Quot aNanme>Event Subscri pti ons</ Account Quot aNane>
<Used>3</ Used>
<Max>20</ Max

</ Account Quot a>

<Account Quot a>
<Account Quot aNanme>DBSubnet G oups</ Account Quot aNane>
<Used>19</ Used>
<Max>20</ Max

</ Account Quot a>

<Account Quot a>
<Account Quot aNanme>Qpt i onGr oups</ Account Quot aNanme>
<Used>14</ Used>
<Max>20</ Max

</ Account Quot a>

<Account Quot a>
<Account Quot aNanme>Subnet sPer DBSubnet Gr oup</ Account Quot aNane>
<Used>6</ Used>
<Max>20</ Max

</ Account Quot a>

<Account Quot a>
<Account Quot aNanme>ReadRepl i casPer Mast er </ Account Quot aNane>
<Used>2</ Used>
<Max>5</ Max

</ Account Quot a>

<Account Quot a>
<Used>1</ Used>
<Account Quot aNanme>DBCd ust er Rol es</ Account Quot aNane>
<Max>5</ Max>

</ Account Quot a>

</ Account Quot aLi st >

</ Descri beAccount Attri but esResul t >
<ResponseMet adat a>

<Request | d>0ce48079- 68e4- 11de- 8c8e- €h648410240d</ Request | d>
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</ ResponseMet adat a>
</ Descri beAccount Attri but esResponse>
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DescribeCertificates

Lists the set of CA certificates provided by Amazon RDS for this AWS account.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Certificateldentifier

The user-supplied certificate identifier. If this parameter is specified, information for only the
identified certificate is returned. This parameter isn't case-sensitive.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
¢ First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker

An optional pagination token provided by a previous DescribeCertificates (p. 104) request. If this
parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds.

Type: String
Required: No
MaxRecords

The maximum number of records to include in the response. If more records exist than the
specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following elements are returned by the service.

Certificates.Certificate.N
The list of Certificate (p. 289) objects for the AWS account.
Type: array of Certificate (p. 289) objects

Marker

An optional pagination token provided by a previous DescribeCertificates (p. 104) request. If this
parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds .

Type: String
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

CertificateNotFound
Certificateldentifier does not refer to an existing certificate.

HTTP Status Code: 404

Example

Sample Request

https://rds. amazonaws. com
?Action=Descri beCertificates
&MaxRecor ds=100
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Anz- Al gor i t hmrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20141121/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat €=20141121T164732Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Anz -
Si gnat ur e=6e25c542bf 96f e24b28c12976ec92d2f 856ab1d2al58e21c35441a736e4f de2b

Sample Response

<Descri beCertificatesResponse xm ns="http://rds. amazonaws. coni
doc/ 2014-10-31/">
<Descri beCertificatesResult>
<Certificates>
<Certificate>
<Certificateldentifier>dscacertificate</Certificateldentifier>
<CertificateType>ca</CertificateType>
<ThunbPr i nt >XXXXXXXXXXXX</ ThunbPri nt >
<Val i dFr om>2010- 05- 22T01: 12: 00. 000Z</ Val i dFr one
<Val i dTi | | >2014- 05- 22T01: 12: 00. 000Z</ Val i dTi | | >
</Certificate>
</Certificates>
</ Descri beCertificatesResult>
<ResponseMet adat a>
<Request | d>9135f f f 3- 8509- 11e0- bd9b- a7blece36d51</ Request | d>
</ ResponseMet adat a>
</ Descri beCertificat esResponse>
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DescribeDBClusterParameterGroups

Returns a list of DBCl ust er Par anet er G oup descriptions. If a DBC ust er Par anet er G oupNane
parameter is specified, the list will contain only the description of the specified DB cluster parameter
group.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterParameterGroupName
The name of a specific DB cluster parameter group to return details for.
Constraints:
¢ Must be 1 to 255 alphanumeric characters
¢ First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker
An optional pagination token provided by a previous Descr i beDBC ust er Par anet er Gr oups

request. If this parameter is specified, the response includes only records beyond the marker, up
to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following elements are returned by the service.

DBClusterParameterGroups.DBClusterParameterGroup.N
A list of DB cluster parameter groups.
Type: array of DBClusterParameterGroup (p. 297) objects
Marker
An optional pagination token provided by a previous Descr i beDBC ust er Par anmet er Gr oups

request. If this parameter is specified, the response includes only records beyond the marker, up
to the value specified by MaxRecor ds.

Type: String
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.

HTTP Status Code: 404
Example

Sample Request

https://rds. us-east-1. amazonaws. con
?Act i on=Descri beDBC ust er Par anet er G oups
&MaxRecor ds=30
&Si gnhat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014-10- 31
&X- Anz- Al gori t hmFAWS4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20150318/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat €=20150318T184307Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=d9922f df 06b86b870c072bh896745251ea8b52bad64bf 90e30b0e46f 1bb488cca

Sample Response

<Descri beDBC ust er Par anet er G oupsResponse xm ns="http://rds. amazonaws. conf
doc/ 2014-10- 31/ ">
<Descri beDBd ust er Par anmet er G oupsResul t >
<DBCl ust er Par anmet er G oups>
<DBCl ust er Par anmet er G oup>
<DBPar anet er G oupFami | y>aur or ab. 6</ DBPar anet er G- oupFani | y>
<Description>Default cluster paraneter group for aurorab. 6</
Descri ption>
<DBCl ust er Par anmet er G oupNane>def aul t . aur or a5. 6</
DBCl ust er Par anet er G oupNane>
</ DB ust er Par anet er G oup>
<DBCl ust er Par anmet er G oup>
<DBPar anet er G oupFami | y>aur or ab. 6</ DBPar anet er G- oupFani | y>
<Descri pti on>Sanpl e group</Descri ption>
<DBCl ust er Par anmet er G oupNane>sanpl egr oup</
DBCl ust er Par anet er G oupNane>
</ DB ust er Par anet er G oup>
<DBCl ust er Par anmet er G oup>
<DBPar anet er G oupFami | y>aur or ab. 6</ DBPar anet er G- oupFani | y>
<Descri pti on>Cust om group</ Descri pti on>
<DBCl ust er Par anet er G oupNanme>cust om gr oup</
DBCl ust er Par anet er G oupNane>
</ DB ust er Par anet er G oup>
</ DB ust er Par anet er G oups>
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</ Descri beDBC ust er Par anet er G oupsResul t >
<ResponseMet adat a>
<Request | d>9e6503d0- cd9e- 11e4- ccf 9- 7528e6a28483</ Request | d>
</ ResponseMet adat a>
</ Descri beDBC ust er Par anet er G oupsResponse>
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DescribeDBClusterParameters

Returns the detailed parameter list for a particular DB cluster parameter group.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterParameterGroupName
The name of a specific DB cluster parameter group to return parameter details for.
Constraints:
¢ Must be 1 to 255 alphanumeric characters
¢ First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker

An optional pagination token provided by a previous Descr i beDBC ust er Par anet er s request.
If this parameter is specified, the response includes only records beyond the marker, up to the
value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
Source

A value that indicates to return only parameters for a specific source. Parameter sources can be
engi ne, servi ce, or cust oner.

Type: String
Required: No

Response Elements

The following elements are returned by the service.

Marker

An optional pagination token provided by a previous DescribeDBClusterParameters request. If
this parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds .

Type: String

API Version 2014-10-31
109


http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Aurora.html

Amazon Relational Database Service API Reference
Errors

Parameters.Parameter.N
Provides a list of parameters for the DB cluster parameter group.

Type: array of Parameter (p. 342) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.
HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Descri beDBC ust er Par anet er s
&DBC ust er Par anet er G oupNane=def aul t. aur or a5. 6
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Anz- Al gori t hmeAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20151231/ us- west - 2/ rds/ aws4_r equest
&X- Anez- Dat e=20151231T7225813Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- date
&X- Ane-
Si gnat ur e=cf 8b9ab9c4a36bbb5f 5043209b1985784a226d132ed61a5¢c35163c40506e83f 7

Sample Response

<Descri beDBC ust er Par anet er sResponse xm ns="http://rds. amazonaws. con!
doc/ 2014-10-31/">
<Descri beDBC ust er Par anet er sResul t >
<Par anet er s>
<Par anet er >
<Appl yMet hod>pendi ng-r eboot </ Appl yMet hod>
<Dat aType>i nt eger </ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
<l sModi fi abl e>true</1shodi fi abl e>
<Description>Intended for use with naster-to-master replication, and
can be used to control the operation of AUTO_I NCREMENT col ums</ Descri pti on>
<Appl yType>dynani c</ Appl yType>
<Al | owedVal ues>1- 65535</ Al | owedVal ues>
<Par anet er Name>aut o_i ncr enent _i ncr enent </ Par anet er Nane>
</ Par anet er >
<Par anet er >
<Appl yMet hod>pendi ng-r eboot </ Appl yMet hod>
<Dat aType>i nt eger </ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
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<l sModi fi abl e>true</1shodi fi abl e>
<Description>Determi nes the starting point for the AUTO_| NCREMENT
col um val ue</ Descri pti on>
<Appl yType>dynani c</ Appl yType>
<Al | owedVal ues>1- 65535</ Al | owedVal ues>
<Par anet er Name>aut o_i ncr ement _of f set </ Par anet er Nane>
</ Par anet er >
<Par anet er >
<Appl yMet hod>pendi ng-r eboot </ Appl yMet hod>
<Dat aType>stri ng</ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
<l sModi fi abl e>true</1shodi fi abl e>
<Descri pti on>When enabl ed, this variable causes the naster to wite a
checksum for each event in the binary |og.</Description>
<Appl yType>dynani c</ Appl yType>
<Al | owedVal ues>NONE, CRC32</ Al | owedVal ues>
<Par anet er Name>bi nl og_checksunx/ Par anet er Nane>
</ Par anet er >
<Par anet er >
<Par anet er Val ue>0FF</ Par anet er Val ue>
<Appl yMet hod>pendi ng-r eboot </ Appl yMet hod>
<Dat aType>stri ng</ Dat aType>
<Sour ce>syst enx/ Sour ce>
<l sModi fi abl e>true</1shodi fi abl e>
<Description>Bi nary | ogging fornmat for replication</Description>
<Appl yType>dynani c</ Appl yType>
<Al | owedVal ues>ROW STATEMENT, M XED, OFF</ Al | owedVal ues>
<Par anet er Name>bi nl og_f or mat </ Par anet er Nane>
</ Par anet er >
<Par anet er >
<Appl yMet hod>pendi ng- r eboot </ Appl yMet hod>
<Dat aType>stri ng</ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
<l sModi fi abl e>fal se</ | shbdi fi abl e>
<Descri pti on>Whet her the server logs full or minmal rows with row
based replication. </ Description>
<Appl yType>dynani c</ Appl yType>
<Al | owedVal ues>ful |, m ni nal , nobl ob</ Al | owedVal ues>
<Par anet er Name>bi nl og_r ow_i nage</ Par anet er Nane>
</ Par anet er >
</ Par anet er s>
</ Descri beDBC ust er Par anet er sResul t >
<ResponseMet adat a>
<Request | d>c4e42d91- cb92- 11e5- 895a- 99e063757579</ Request | d>
</ ResponseMet adat a>
</ Descri beDBC ust er Par anet er sResponse>
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DescribeDBClusters

Returns information about provisioned Aurora DB clusters. This API supports pagination.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterldentifier
The user-supplied DB cluster identifier. If this parameter is specified, information from only the
specific DB cluster is returned. This parameter isn't case-sensitive.

Constraints:
* Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No

Filters.Filter.N
A filter that specifies one or more DB clusters to describe.
Supported filters:

e db-cl uster-id - Accepts DB cluster identifiers and DB cluster Amazon Resource Names
(ARNS). The results list will only include information about the DB clusters identified by these
ARNSs.

Type: array of Filter (p. 329) objects

Required: No

Marker

An optional pagination token provided by a previous DescribeDBClusters (p. 112) request. If this

parameter is specified, the response includes only records beyond the marker, up to the value

specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following elements are returned by the service.

DBClusters.DBCluster.N
Contains a list of DB clusters for the user.

Type: array of DBCluster (p. 291) objects

Marker
A pagination token that can be used in a subsequent DescribeDBClusters request.
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Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-east-1. anmazonaws. conf
?Acti on=Descri beDBd usters
&VaxRecor ds=100
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014- 10- 31
&X- Anz- Al gori t hneAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140722/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140722T200807Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=2d4f 2b9e8abc31122b5546f 94c0499bba47de813ch875f 9b9c78e8e19c9af elb

Sample Response

<Descri beDBC ust er sResponse xm ns="http://rds. anmazonaws. conf doc/ 2014-10-31/" >
<Descri beDBCd ust er sResul t >
<DBC ust er s>
<DBd ust er >
<Associ at edRol es>
<DBd ust er Rol e>
<Rol eArn>arn: aws: i am : 123456789012: r ol e/ sanpl e-r ol e</ Rol eAr n>
<St at us>ACTI VE</ St at us>
</ DB ust er Rol e>
</ Associ at edRol es>
<Engi ne>aur or a</ Engi ne>
<St at us>avai | abl e</ St at us>
<BackupRet ent i onPer i od>0</ BackupRet ent i onPeri od>
<DBSubnet Gr oup>my- subgr oup</ DBSubnet Gr oup>
<Engi neVer si on>5. 6. 10a</ Engi neVer si on>
<Endpoi nt >sanpl e-cl ust er 2. cl ust er - cbf vngbOy5f y. us-
east- 1. rds. anazonaws. conx/ Endpoi nt >
<DBCl usterldentifier>sanpl e-cl uster2</DBC usterldentifier>
<Pr ef er r edBackupW ndow>04: 45- 05: 15</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>sat : 05: 56- sat : 06: 26</
Pr ef err edMai nt enanceW ndow>
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<DBCl ust er Menber s/ >
<Al | ocat edSt or age>15</ Al | ocat edSt or age>
<Mast er User nane>awsuser </ Mast er User nane>
</ DBO ust er >
<DBd ust er >
<Associ at edRol es />
<Engi ne>aur or a5. 6</ Engi ne>
<St at us>avai | abl e</ St at us>
<BackupRet ent i onPer i od>0</ BackupRet ent i onPeri od>
<DBSubnet Gr oup>mny- subgr oup</ DBSubnet Gr oup>
<Engi neVer si on>5. 6. 10a</ Engi neVer si on>
<Endpoi nt >sanpl e-cl ust er 3. cl ust er - cef gqf x9y5fy. us-
east- 1. rds. anazonaws. conx/ Endpoi nt >
<DBCl usterldentifier>sanpl e-cl uster3</DBC usterldentifier>
<Pr ef er r edBackupW ndow>07: 06- 07: 36</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>t ue: 10: 18-t ue: 10: 48</
Pr ef err edMai nt enanceW ndow>
<DBCl ust er Menber s>
<DBCl ust er Menber >
<IsClusterWiter>true</IsC usterWiter>
<DBI nst ancel denti fi er >sanpl e- cl ust er 3- nast er </
DBl nst ancel dent i fi er>
</ DBC ust er Menber >
<DBCl ust er Menber >
<IsCusterWiter>fal se</IsC usterWiter>
<DBI nst ancel denti fi er >sanpl e-cl ust er 3-readl</
DBl nst ancel dent i fi er>
</ DBC ust er Menber >
</ DBO ust er Menber s>
<Al | ocat edSt or age>15</ Al | ocat edSt or age>
<Mast er User nane>awsuser </ Mast er User nane>
</ DBO ust er >
</ DBO ust er s>
</ Descri beDBC ust er sResul t >
<ResponseMet adat a>
<Request | d>d682b02c- 1383- 11b4- a6bb- 172df ac7f 170</ Request | d>
</ ResponseMet adat a>
</ Descri beDBC ust er sResponse>
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DescribeDBClusterSnapshotAttributes

Returns a list of DB cluster snapshot attribute names and values for a manual DB cluster snapshot.

When sharing snapshots with other AWS accounts, Descri beDBC ust er Snapshot Attri but es
returns the r est or e attribute and a list of IDs for the AWS accounts that are authorized to copy
or restore the manual DB cluster snapshot. If al | is included in the list of values for the r est or e
attribute, then the manual DB cluster snapshot is public and can be copied or restored by all AWS
accounts.

To add or remove access for an AWS account to copy or restore a manual DB cluster
shapshot, or to make the manual DB cluster snapshot public or private, use the
ModifyDBClusterSnapshotAttribute (p. 201) API action.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterSnapshotldentifier
The identifier for the DB cluster snapshot to describe the attributes for.

Type: String
Required: Yes

Response Elements

The following element is returned by the service.

DBClusterSnapshotAttributesResult

Contains the results of a successful call to the DescribeDBClusterSnapshotAttributes (p. 115)
API action.

Manual DB cluster snapshot attributes are used to authorize other AWS accounts
to copy or restore a manual DB cluster snapshot. For more information, see the
ModifyDBClusterSnapshotAttribute (p. 201) API action.

Type: DBClusterSnapshotAttributesResult (p. 302) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterSnapshotNotFoundFault
DBClusterSnapshotldentifier does not refer to an existing DB cluster snapshot.
HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Descri beDBC ust er Snapshot Attri butes
&DBC ust er Snapshot | denti fi er =manual - cl ust er - snapshot 1
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
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&\Ver si on=2014-10- 31

&X- Ane- Al gori t hmeAWB4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20151027/ us- east - 1/ rds/ aws4_r equest

&X- Ane- Dat e=20151027T210706Z

&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Ane-
Si gnat ur e=27413f 450df ac3d68b2197453e52109bacd3863f 9df 1a02d6e40022165bb2e09

Sample Response

<Descri beDBC ust er Snapshot Attri but esResponse xm ns="http://rds. amazonaws. cont
doc/ 2014-10- 31/ ">
<Descri beDBC ust er Snapshot Attri but esResul t >
<DBCl ust er Snapshot Attri but esResul t >
<DBCl ust er Snapshot Attri but es>
<DBCl ust er Snapshot Attri but e>
<Attribut eNane>restore</Attri but eNane>
<Attri but eval ues>
<AttributeVal ue>012345678901</ Attri but eval ue>
</ Attri buteVal ues>
</ DB ust er Snapshot Attri but e>
</ DBC ust er Snapshot Attri but es>
<DBSnapshot I dent i fi er >manual - cl ust er - snapshot 1</ DBSnapshot | denti fi er >
</ DBC ust er Snapshot Attri but esResul t >
</ Descri beDBC ust er Snapshot Attri but esResul t >
<ResponseMet adat a>
<Request | d>ae5beda2- 7cee- 11e5- a056-f 1¢189649a47</ Request | d>
</ ResponseMet adat a>
</ Descri beDBC ust er Snapshot At tri but esResponse>
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DescribeDBClusterSnapshots

Returns information about DB cluster snapshots. This API action supports pagination.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterldentifier
The ID of the DB cluster to retrieve the list of DB cluster snapshots for. This parameter cannot be
used in conjunction with the DBCl ust er Snapshot | denti fi er parameter. This parameter is not
case-sensitive.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No

DBClusterSnapshotldentifier

A specific DB cluster snapshot identifier to describe. This parameter cannot be used in conjunction
with the DBCl ust er | dent i fi er parameter. This value is stored as a lowercase string.

Constraints:

¢ Must be 1 to 255 alphanumeric characters

« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens

« If this identifier is for an automated snapshot, the Snapshot Type parameter must also be
specified.
Type: String
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
IncludePublic
Set this value to t r ue to include manual DB cluster snapshots that are public and can be copied

or restored by any AWS account, otherwise set this value to f al se. The defaultis f al se. The
default is false.

You can share a manual DB cluster snapshot as public by using the
ModifyDBClusterSnapshotAttribute (p. 201) API action.

Type: Boolean
Required: No
IncludeShared
Set this value to t r ue to include shared manual DB cluster snapshots from other AWS accounts

that this AWS account has been given permission to copy or restore, otherwise set this value to
fal se. The defaultis f al se.

You can give an AWS account permission to restore a manual DB cluster snapshot from another
AWS account by the ModifyDBClusterSnapshotAttribute (p. 201) API action.

Type: Boolean
Required: No
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Marker

An optional pagination token provided by a previous Descri beDBC ust er Snapshot s request. If
this parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
SnapshotType
The type of DB cluster snapshots to be returned. You can specify one of the following values:

¢ aut omat ed - Return all DB cluster snapshots that have been automatically taken by Amazon
RDS for my AWS account.

¢ manual - Return all DB cluster snapshots that have been taken by my AWS account.

¢ shar ed - Return all manual DB cluster snapshots that have been shared to my AWS account.

* publ i c - Return all DB cluster snapshots that have been marked as public.

If you don't specify a Snapshot Type value, then both automated and manual DB cluster
shapshots are returned. You can include shared DB cluster snapshots with these results by setting

the | ncl udeShar ed parameter to t r ue. You can include public DB cluster snapshots with these
results by setting the | ncl udePubl i ¢ parameterto t r ue.

The | ncl udeShar ed and I ncl udePubl i ¢ parameters don't apply for Snapshot Type values

of manual or aut omat ed. The | ncl udePubl i ¢ parameter doesn't apply when Snapshot Type
is set to shar ed. The | ncl udeShar ed parameter doesn't apply when Snapshot Type is set to
public.

Type: String
Required: No

Response Elements

The following elements are returned by the service.

DBClusterSnapshots.DBClusterSnapshot.N
Provides a list of DB cluster snapshots for the user.
Type: array of DBClusterSnapshot (p. 299) objects

Marker

An optional pagination token provided by a previous DescribeDBClusterSnapshots (p. 117)
request. If this parameter is specified, the response includes only records beyond the marker, up
to the value specified by MaxRecor ds.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterSnapshotNotFoundFault
DBClusterSnapshotldentifier does not refer to an existing DB cluster snapshot.
HTTP Status Code: 404
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Example

Sample Request

https://rds. us-east-1. amazonaws. conl
?Act i on=Descri beDBC ust er Snapshot s
&l ncl udePubl i c=f al se
&l ncl udeShar ed=true
&VvaxRecor ds=40
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Anz- Al gor i t hmeAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20150318/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat €=20150318T204210Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- ane- cont ent - sha256; x-
ane-dat e
&X- Ane -
Si gnat ur e=913f Oec1df c684f f 9c6ef 3eab5885258dbb22017c47b1lbcd4f ed4680e35aef 4b

Sample Response

<Descri beDBC ust er Snapshot sResponse xm ns="http://rds. amazonaws. com
doc/ 2014-10-31/">
<Descri beDBC ust er Snapshot sResul t >
<DBCl ust er Snapshot s>
<DBCl ust er Snapshot >
<Port >0</ Port >
<St at us>avai | abl e</ St at us>
<Engi ne>aur or a</ Engi ne>
<Snapshot Type>manual </ Snapshot Type>
<Li censeModel >aur or a</ Li censeMdel >
<DBCl ust er Snapshot | denti fi er >sanpl e- cl ust er - snapshot 1</
DBCl ust er Snapshot | denti fi er>
<Snapshot Cr eat eTi me>2015- 03- 12T17: 42: 48. 271Z</ Snapshot Cr eat eTi nme>
<DBCl usterldentifier>sanpl e-cluster</DBCl usterldentifier>
<Vpcl d>vpc- 3f abee54</ Vpcl d>
<Cl ust er Creat eTi mre>2015- 03-06T22: 11: 13. 826Z</ Cl ust er Cr eat eTi nme>
<Per cent Pr ogr ess>100</ Per cent Pr ogr ess>
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Mast er User nane>awsuser </ Mast er User nane>
</ DB ust er Snapshot >
<DBCl ust er Snapshot >
<Port >0</ Port >
<St at us>creating</ St at us>
<Engi ne>aur or a</ Engi ne>
<Snapshot Type>aut onat ed</ Snapshot Type>
<Li censeModel >aur or a</ Li censeMdel >
<DBC ust er Snapshot | denti fi er >rds: sanpl e2- cl ust er- 2014- 10- 22- 03- 12</
DBCl ust er Snapshot | denti fi er>
<Snapshot Cr eat eTi me>2014- 10- 22T03: 12: 09. 445Z</ Snapshot Cr eat eTi me>
<DBCl usterldentifier>sanpl e2-cl uster</DBC usterldentifier>
<Vpcl d>vpc- 3f abee54</ Vpcl d>
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<Cl uster Creat eTi ne>2014- 10- 16T18: 44: 13. 633Z</ d ust er Cr eat eTi me>
<Per cent Pr ogr ess>0</ Per cent Progr ess>
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Mast er User nane>awsuser </ Mast er User nanme>
</ DB ust er Snapshot >
<DBCl ust er Snapshot >
<Por t >0</ Por t >
<St at us>creating</ St at us>
<Engi ne>aur or a</ Engi ne>
<Snapshot Type>aut onat ed</ Snapshot Type>
<Li censeMbodel >aur or a</ Li censeModel >
<DBCl ust er Snapshot | denti fi er >r ds: sanpl e- cl ust er - 2014- 10- 22- 08- 27</
DBCl ust er Snapshot | denti fi er>
<Snapshot Cr eat eTi me>2014- 10- 22T08: 27: 08. 435Z</ Snapshot Cr eat eTi nme>
<DBCl usterldentifier>sanpl e-cluster</DBC usterldentifier>
<Vpcl d>vpc- 3f abee54</ Vpcl d>
<Cl uster Creat eTi ne>2014- 10- 16T20: 11: 04. 016Z</ C ust er Cr eat eTi me>
<Per cent Pr ogr ess>0</ Per cent Progr ess>
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Mast er User nane>awsuser </ Mast er User nanme>
</ DB ust er Snapshot >
</ DB ust er Snapshot s>
</ Descri beDBC ust er Snapshot sResul t >
<ResponseMet adat a>
<Request | d>3f f 63bel- ceef - 11e4- 840b- 459216f f cb55</ Request | d>
</ ResponseMet adat a>
</ Descri beDBC ust er Snapshot sResponse>
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DescribeDBENgineVersions

Returns a list of the available DB engines.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBParameterGroupFamily
The name of a specific DB parameter group family to return details for.

Constraints:
¢ Must be 1 to 255 alphanumeric characters
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No
DefaultOnly

Indicates that only the default version of the specified engine or engine and major version
combination is returned.

Type: Boolean
Required: No
Engine
The database engine to return.
Type: String
Required: No
EngineVersion
The database engine version to return.
Example: 5. 1. 49
Type: String
Required: No
Filters.Filter.N
Not currently supported.
Type: array of Filter (p. 329) objects
Required: No
ListSupportedCharacterSets
If this parameter is specified and the requested engine supports the Char act er Set Nane

parameter for Cr eat eDBI nst ance, the response includes a list of supported character sets for
each engine version.
Type: Boolean
Required: No

ListSupportedTimezones
If this parameter is specified and the requested engine supports the Ti meZone parameter for
Cr eat eDBI nst ance, the response includes a list of supported time zones for each engine
version.

Type: Boolean
Required: No
Marker

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
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Required: No
MaxRecords
The maximum number of records to include in the response. If more than the MaxRecor ds value

is available, a pagination token called a marker is included in the response so that the following
results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following elements are returned by the service.

DBEngineVersions.DBEngineVersion.N
A list of DBEngi neVer si on elements.

Type: array of DBEngineVersion (p. 303) objects

Marker
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

Example

Sample Request

https://rds. us-west-2. anmazonaws. conf
?Act i on=Descri beDBEngi neVer si ons
&MVaxRecor ds=100
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Az - Al gor i t hmrAWSB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat e=20140421T194732Z
&X- Anez- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=4772d17a4c43bcd209f f 42a0778dd23e73f 8434253ef f d7ac53b89ade3dad45f

Sample Response

<Descri beDBEngi neVer si onsResponse xm ns="http://rds. anazonaws. conf
doc/ 2014-09- 01/ ">
<Descri beDBEngi neVer si onsResul t >
<DBEngi neVer si ons>
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<DBEngi neVer si on>
<Engi ne>nysql </ Engi ne>
<DBPar anet er G oupFami | y>nysql 5. 1</ DBPar anet er G oupFam | y>
<DBEngi neDescri pti on>MySQL Conmuni ty Editi on</ DBEngi neDescri pti on>
<Engi neVer si on>5. 1. 57</ Engi neVer si on>
<DBEngi neVer si onDescri pti on>MySQL 5. 1. 57</ DBEngi neVer si onDescri pti on>
</ DBEngi neVer si on>
<DBEngi neVer si on>
<Engi ne>nysql </ Engi ne>
<DBPar anet er G oupFami | y>nysql 5. 1</ DBPar anet er G oupFam | y>
<DBEngi neDescri pti on>MySQL Conmuni ty Editi on</ DBEngi neDescri pti on>
<Engi neVer si on>5. 1. 61</ Engi neVer si on>
<DBEngi neVer si onDescri pti on>MySQ 5. 1. 61</ DBEngi neVer si onDescri pti on>
</ DBEngi neVer si on>
<DBENngi neVer si on>
<Engi ne>nysql </ Engi ne>
<DBPar anet er G oupFami | y>nysql 5. 1</ DBPar anet er G- oupFam | y>
<DBEngi neDescri pti on>MySQL Conmuni ty Editi on</ DBEngi neDescri pti on>
<Engi neVer si on>5. 1. 62</ Engi neVer si on>
<DBEngi neVer si onDescri pti on>MySQL 5. 1. 62</ DBEngi neVer si onDescri pti on>
</ DBEngi neVer si on>
</ Descri beDBEngi neVer si onsResul t >
<ResponseMet adat a>
<Request | d>b74d2635- b98c- 11d3-f bc7- 5c0aad74da7c</ Request | d>
</ ResponseMet adat a>
</ Descri beDBEngi neVer si onsResponse>
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DescribeDBInstances

Returns information about provisioned RDS instances. This APl supports pagination.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceldentifier
The user-supplied instance identifier. If this parameter is specified, information from only the
specific DB instance is returned. This parameter isn't case-sensitive.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No

Filters.Filter.N
A filter that specifies one or more DB instances to describe.
Supported filters:

e db-instance-i d - Accepts DB instance identifiers and DB instance Amazon Resource Names
(ARNS). The results list will only include information about the DB instances identified by these
ARNSs.

Type: array of Filter (p. 329) objects

Required: No

Marker

An optional pagination token provided by a previous Descr i beDBI nst ances request. If this

parameter is specified, the response includes only records beyond the marker, up to the value

specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following elements are returned by the service.

DBInstances.DBInstance.N
A list of DBInstance (p. 304) instances.
Type: array of DBInstance (p. 304) objects
Marker

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds .

Type: String
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBInstanceNotFound
DBInstanceldentifier does not refer to an existing DB instance.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Descri beDBI nst ances
&MaxRecor ds=100
&Si gnhat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014-09- 01
&X- Anz- Al gori t hm=AWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140420/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat e=20140420T171917Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane-
Si gnat ur e=caa44629f a60576c2c282d9b74d47647f 9e9f 229f 6d0e52db1d3be0d095743b0

Sample Response

<Descri beDBI nst ancesResponse xm ns="http://rds. anazonaws. con!
doc/ 2014- 09- 01/ ">
<Descri beDBI nst ancesResul t >
<DBI nst ances>
<DBI nst ance>

<BackupRet ent i onPer i od>7</ BackupRet ent i onPeri od>
<Mul ti AZ>f al se</ Mul ti AZ>
<DBI nst anceSt at us>avai | abl e</ DBl nst anceSt at us>
<VpcSecurityG oups/ >
<DBI nst ancel dent i fi er >mysql exanpl edb</ DBl nst ancel dentifier>
<Pr ef er r edBackupW ndow>10: 07- 10: 37</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>sun: 06: 13- sun: 06: 43</

Pr ef err edMai nt enanceW ndow>
<Avai | abi |l i tyZone>us-west - 2b</ Avai | abi | i tyZone>
<Lat est Rest or abl eTi me>2014- 04-21T17: 15: 00Z</ Lat est Rest or abl eTi ne>
<ReadRepl i caDBI nst ancel denti fi ers/>
<Engi ne>nysql </ Engi ne>
<Pendi nghbdi fi edVal ues/ >
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<DBPar amnet er &G oups>

<DBPar anet er G oup>
<Par anet er Appl ySt at us>i n- sync</ Par anet er Appl ySt at us>
<DBPar anet er G oupNane>def aul t . nysql 5. 6</ DBPar anet er G oupNane>
</ DBPar aret er G oup>

</ DBPar anet er G oups>

API Version 2014-10-31
125




Amazon Relational Database Service API Reference
Example

Addr ess>

</

<Endpoi nt >
<Por t >3306</ Port >
<Addr ess>nysql exanpl edb. c6¢clrnt zuf v0. us- west - 2. r ds. anazonaws. conx/

</ Endpoi nt >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<Opt i onG oupMenber shi ps>
<Opt i onG oupMenber shi p>
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>i n-sync</ St at us>
</ Opti onGr oupMenber shi p>
</ Opti onG oupMenber shi ps>
<DBSecurityGroups>
<DBSecuri t yGroup>
<St at us>acti ve</ St at us>
<DBSecuri t yGr oupNane>ny- db- secgr oup</ DBSecuri t yG oupNanme>
</ DBSecurityG oup>
</ DBSecurityG oups>
<Publ i cl yAccessi bl e>true</ Publ i cl yAccessi bl e>
<DBNane>mysanpl edb</ DBNanme>
<Aut oM nor Ver si onUpgr ade>t r ue</ Aut oM nor Ver si onUpgr ade>
<l nst anceCr eat eTi ne>2014- 01- 29T22: 58: 24. 231Z</ | nst anceCr eat eTi nme>
<Al | ocat edSt or age>5</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
<DBI nst anceC ass>db. t 1. mi cr o</ DBl nst anceCd ass>
DBI nst ance>

<DBI nst ance>

Preferre

west-2.r

<BackupRet ent i onPer i od>7</ BackupRet ent i onPeri od>
<Mul ti AZ>f al se</ Mul ti AZ>
<DBI nst anceSt at us>avai | abl e</ DBl nst anceSt at us>
<VpcSecurityG oups/ >
<DBI nst ancel dent i fi er >mysql exanpl edb-r est ore</ DBI nst ancel denti fi er>
<Pr ef er r edBackupW ndow>10: 07- 10: 37</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>sun: 06: 13- sun: 06: 43</
dMai nt enanceW ndow>
<Avai | abi | i tyZone>us-west - 2b</ Avai | abi | i t yZone>
<Lat est Rest or abl eTi ne>2014- 04- 21T17: 15: 00Z</ Lat est Rest or abl eTi me>
<ReadRepl i caDBI nst ancel denti fiers/>
<Engi ne>nysql </ Engi ne>
<Pendi nghbdi fi edVal ues/ >
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<DBPar anet er G oups>
<DBPar anet er G oup>
<Par anet er Appl ySt at us>i n- sync</ Par anet er Appl ySt at us>
<DBPar anet er G oupNane>def aul t . nysql 5. 6</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
</ DBPar anet er G oups>
<Endpoi nt >
<Por t >3306</ Port >
<Addr ess>nysql exanpl edb-rest ore. c6c2mt zugvO. us-
ds. anazonaws. conx/ Addr ess>
</ Endpoi nt >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<Opt i onG oupMenber shi ps>
<Opt i onG oupMenber shi p>
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>i n-sync</ St at us>
</ Opti onGr oupMenber shi p>
</ Opti onG oupMenber shi ps>
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<DBSecurit yGroups>
<DBSecuri t yGroup>
<St at us>acti ve</ St at us>
<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurityG oups>
<Publ i cl yAccessi bl e>true</ Publ i cl yAccessi bl e>
<DBNane>mysanpl edb</ DBNanme>
<Aut oM nor Ver si onUpgr ade>t r ue</ Aut oM nor Ver si onUpgr ade>
<l nst anceCr eat eTi ne>2014- 03- 28T20: 14: 17. 296Z</ | nst anceCr eat eTi ne>
<Al | ocat edSt or age>5</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
<DBI nst anceC ass>db. t 1. mi cr o</ DBl nst anceCd ass>
</ DBl nst ance>
</ DBl nst ances>
</ Descri beDBIl nst ancesResul t >
<ResponseMet adat a>
<Request | d>01b2685a- b978- 11d3-f 272- 7cd6ccel2cc5</ Request | d>
</ ResponseMet adat a>
</ Descri beDBI nst ancesResponse>
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DescribeDBLogFiles

Returns a list of DB log files for the DB instance.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceldentifier
The customer-assigned name of the DB instance that contains the log files you want to list.

Constraints:

¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String

Required: Yes

FileLastWritten
Filters the available log files for files written since the specified date, in POSIX timestamp format
with milliseconds.

Type: Long
Required: No
FilenameContains
Filters the available log files for log file names that contain the specified string.
Type: String
Required: No
FileSize
Filters the available log files for files larger than the specified size.
Type: Long
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker

The pagination token provided in the previous request. If this parameter is specified the response
includes only records beyond the marker, up to MaxRecords.

Type: String
Required: No

MaxRecords
The maximum number of records to include in the response. If more records exist than the
specified MaxRecords value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Type: Integer
Required: No

Response Elements

The following elements are returned by the service.

DescribeDBLogFiles.DescribeDBLogFilesDetails.N
The DB log files returned.
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Type: array of DescribeDBLogFilesDetails (p. 320) objects

Marker
A pagination token that can be used in a subsequent DescribeDBLogFiles request.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBInstanceNotFound
DBInstanceldentifier does not refer to an existing DB instance.
HTTP Status Code: 404

Example

Sample Request

https://rds. us-east-1. anmazonaws. conf
?Acti on=Descri beDBLogFi | es
&DBI nst ancel denti fi er=nysql db
&MaxRecor ds=100
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-09- 01
&X- Anz- Al gor i t hnrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140421T225750Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=9020f d1bcd658614e058cd2eb8c58572cf 6c11460b1e96380635ee428a52e8al

Sample Response

<Descri beDBLogFi | esResponse xm ns="http://rds. anmazonaws. conf doc/ 2014- 09-01/" >
<Descri beDBLogFi | esResul t >
<Descri beDBLogFi | es>
<Descri beDBLogFi | esDet ai | s>
<Last Witten>1398119101000</ Last Witten>
<LogFi | eName>er ror/ nysql - error-runni ng. | og</ LogFi | eName>
<Si ze>1599</ Sj ze>
</ Descri beDBLogFi | esDet ai | s>
<Descri beDBLogFi | esDet ai | s>
<Last Witten>1398120900000</ Last Witten>
<LogFi | eName>error/ nysql -error.| og</ LogFi | eName>
<Si ze>0</ Si ze>
</ Descri beDBLogFi | esDet ai | s>
</ Descri beDBLogFi | es>
</ Descri beDBLogFi | esResul t >
<ResponseMet adat a>
<Request | d>4c6ed648- b9of 7- 11d3- 97bd- 7999dd5a8f 72</ Request | d>
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</ ResponseMet adat a>
</ Descri beDBLogFi | esResponse>
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DescribeDBParameterGroups

Returns a list of DBPar anet er G oup descriptions. If a DBPar anet er G- oupNan® is specified, the list
will contain only the description of the specified DB parameter group.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBParameterGroupName
The name of a specific DB parameter group to return details for.
Constraints:
¢ Must be 1 to 255 alphanumeric characters
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker
An optional pagination token provided by a previous Descr i beDBPar anet er G oups request. If

this parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following elements are returned by the service.

DBParameterGroups.DBParameterGroup.N
A list of DBParameterGroup (p. 310) instances.

Type: array of DBParameterGroup (p. 310) objects

Marker
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).
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DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Descri beDBPar aret er G oups
&DBI nst ancel denti fi er=db1- nysql
&MVaxRecor ds=100
&Si gnhat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-09- 01
&X- Anz- Al gori t hmFAWS4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- west - 2/ rds/ aws4_r equest
&X- Anz- Dat e=20140421T194732Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=e2753df 1cb019f 212057b51e8a2ac16dae05b344063355b195b560ef 6e76661a

Sample Response

<Descri beDBPar anet er G oupsResponse xm ns="http://rds. amazonaws. com
doc/ 2014-09-01/ ">
<Descri beDBPar anet er G oupsResul t >
<DBPar anet er G oups>
<DBPar amet er G oup>
<DBPar anet er G oupFami | y>nysql 5. 1</ DBPar anet er G- oupFam | y>
<Descri pti on>Defaul t parameter group for nysql5.1</Description>
<DBPar anet er G oupNanme>def aul t . nysql 5. 1</ DBPar anet er G oupNane>
</ DBPar arnet er G oup>
<DBPar amnet er G oup>
<DBPar anet er G oupFami | y>nysql 5. 5</ DBPar anet er G- oupFam | y>
<Descri pti on>Defaul t parameter group for nysql5.5</Description>
<DBPar anet er G oupNanme>def aul t . nysql 5. 5</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
<DBPar amnet er G oup>
<DBPar anet er G oupFami | y>nysql 5. 6</ DBPar aret er G- oupFam | y>
<Descri pti on>Defaul t parameter group for nysql5.6</Description>
<DBPar anet er G oupNanme>def aul t . nysql 5. 6</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
</ DBPar anet er G oups>
</ Descri beDBPar anet er G oupsResul t >
<ResponseMet adat a>
<Request | d>b75d527a- b98c- 11d3-f 272- 7cd6ccel2cc5</ Request | d>
</ ResponseMet adat a>
</ Descri beDBPar anet er G oupsResponse>
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DescribeDBParameters

Returns the detailed parameter list for a particular DB parameter group.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBParameterGroupName
The name of a specific DB parameter group to return details for.
Constraints:
¢ Must be 1 to 255 alphanumeric characters
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes

Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker
An optional pagination token provided by a previous Descr i beDBPar anet er s request. If this

parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
Source
The parameter types to return.
Default: All parameter types returned
Valid Values: user | system | engine-default
Type: String
Required: No

Response Elements

The following elements are returned by the service.

Marker
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.
Type: String

Parameters.Parameter.N
A list of Parameter (p. 342) values.
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Type: array of Parameter (p. 342) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-east-1. anmazonaws. conf
?Act i on=Descri beDBPar anet er s
&DBPar anet er G oupNane=or acl e- | ogs
&MaxRecor ds=100
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gor i t hnrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140421T231357Z
&X- Anez- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=ac9b18d6ae7cab4bhf 45ed2caa99cd8438101b293c0a84e80c3bab77f 7369cc7

Sample Response

<Descri beDBPar anet er sResponse xm ns="http://rds. anazonaws. conf
doc/ 2014-09- 01/ ">
<Descri beDBPar anet er sResul t >
<Mar ker >b@d zdGVuzZXJf bnvV0d29ya3M=</ Mar ker >
<Par anet er s>

<Par anet er >
<Dat aType>i nt eger </ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
<l sModi fi abl e>true</1shodi fi abl e>
<Descri pti on>nunber of AQ Tinme Managers to start</Description>
<Appl yType>dynani c</ Appl yType>
<Al | owedVal ues>0- 40</ Al | owedVal ues>
<Par anet er Nane>aqg_t m pr ocesses</ Par anet er Nane>

</ Par anet er >

<Par anet er >
<Par anet er Val ue>300</ Par anet er Val ue>
<Dat aType>i nt eger </ Dat aType>
<Sour ce>syst enx/ Sour ce>
<l sModi fi abl e>fal se</ | shbdi fi abl e>
<Descri pti on>Maxi mum nunber of seconds of redos the standby could

| ose</ Descri pti on>
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<Appl yType>dynani c</ Appl yType>
<Par anet er Name>ar chi ve_| ag_t ar get </ Par anmet er Nanme>
</ Par anet er >
<Par anet er >
<Par anet er Val ue>/ r dsdbdat a/ adni n/ { dbNane}/ adunp</ Par anet er Val ue>
<Dat aType>stri ng</ Dat aType>
<Sour ce>syst enx/ Sour ce>
<l sModi fi abl e>fal se</ | shbdi fi abl e>
<Description>Directory in which auditing files are to reside</
Descri ption>
<Appl yType>dynani c</ Appl yType>
<Par anet er Nanme>audi t _fil e_dest </ Par anet er Nane>
</ Par anet er >
<Par anet er >
<Dat aType>bool ean</ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
<l sModi fi abl e>fal se</ | shbdi fi abl e>
<Descri pti on>enabl e sys auditing</Description>
<Appl yType>st ati c</ Appl yType>
<Al | owedVal ues>TRUE, FALSE</ Al | owedVal ues>
<Par anet er Nanme>audi t _sys_oper at i ons</ Par anet er Nane>
</ Par anet er >
<Par anet er >
<Dat aType>stri ng</ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
<l sModi fi abl e>fal se</ | shbdi fi abl e>
<Description>Syslog facility and | evel </ Description>
<Appl yType>st ati c</ Appl yType>
<Par anet er Nanme>audi t _sysl og_| evel </ Par anmet er Nanme>
</ Par anet er >
<Par anet er >
<Dat aType>stri ng</ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
<l sModi fi abl e>true</1shodi fi abl e>
<Descri pti on>enabl e system audi ti ng</Descri ption>
<Appl yType>st ati c</ Appl yType>
<Al | owedVal ues>DB, OS, NONE, TRUE, FALSE, DB_EXTENDED, XM_</ Al | owedVal ues>
<Par anet er Nane>audi t _trai | </ Par anet er Nane>
</ Par anet er >
</ Par anet er s>
</ Descri beDBPar anet er sResul t >
<ResponseMet adat a>
<Request | d>8c40488f - bof f - 11d3- al5e- 7ac49293f 4f a</ Request | d>
</ ResponseMet adat a>
</ Descri beDBPar anet er sResponse>
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DescribeDBSecurityGroups

Returns a list of DBSecur i t yG oup descriptions. If a DBSecur i t yG oupNane is specified, the list will
contain only the descriptions of the specified DB security group.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBSecurityGroupName
The name of the DB security group to return details for.

Type: String
Required: No

Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No

Marker

An optional pagination token provided by a previous Descri beDBSecuri t yG oups request. If
this parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds.

Type: String
Required: No
MaxRecords

The maximum number of records to include in the response. If more records exist than the
specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following elements are returned by the service.

DBSecurityGroups.DBSecurityGroup.N
A list of DBSecurityGroup (p. 312) instances.
Type: array of DBSecurityGroup (p. 312) objects
Marker

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSecurityGroupNotFound
DBSecurityGroupName does not refer to an existing DB security group.
HTTP Status Code: 404
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Example

Sample Request

https://rds. us-west-2. amazonaws. con
?Act i on=Descri beDBSecurityG oups
&VaxRecor ds=100
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Ane- Al gori t hm=AWB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat €=20140421T194732Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-dat e
&X- Ane -
Si gnat ur e=bl14bcddedcf 2f d7f f bbcc45ed2caa99cd848ee309a19070f 946ad2a54f 5331f e

Sample Response

<Descri beDBSecurityG oupsResponse xml ns="http://rds. anazonaws. con
doc/ 2014-09-01/" >
<Descri beDBSecurityG oupsResul t >
<DBSecurityGroups>
<DBSecurityGroup>
<EC2SecurityG oups/ >
<DBSecurityG oupDescri ption>My security group</
DBSecurityG oupDescri pti on>
<l PRanges>
<l PRange>
<Cl DRI P>192. 0. 0. 0/ 24</ CI DRI P>
<St at us>aut hori zed</ St at us>
</ | PRange>
<l PRange>
<Cl DRI P>190. 0. 1. 0/ 29</ CI DRI P>
<St at us>aut hori zed</ St at us>
</ | PRange>
<l PRange>
<Cl DRI P>190. 0. 2. 0/ 29</ CI DRI P>
<St at us>aut hori zed</ St at us>
</ | PRange>
<l PRange>
<Cl DRI P>10. 0. 0. 0/ 8</ Cl DRI P>
<St at us>aut hori zed</ St at us>
</ | PRange>
</ | PRanges>
<Owner | d>803#########</ Owmner | d>
<DBSecuri t yGroupNanme>ny- secgr p</ DBSecuri t yG oupNane>
</ DBSecurityG oup>
<DBSecurityGoup>
<EC2SecurityG oups/ >
<DBSecurityG oupDescri pti on>def aul t </ DBSecurityG oupDescri ption>
<l PRanges/ >
<Owner | d>803#########</ Owmner | d>
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<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurityG oups>
</ Descri beDBSecurityG oupsResul t >
<ResponseMet adat a>
<Request | d>b76e692c- b98c- 11d3- a907- 5a2c468b9ch0</ Request | d>

</ ResponseMet adat a>

</ Descri beDBSecurityG oupsResponse>
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DescribeDBSnapshotAttributes

Returns a list of DB snapshot attribute names and values for a manual DB snapshot.

When sharing snapshots with other AWS accounts, Descr i beDBSnapshot At t ri but es returns the
r est or e attribute and a list of IDs for the AWS accounts that are authorized to copy or restore the
manual DB snapshot. If al | is included in the list of values for the r est or e attribute, then the manual
DB snapshot is public and can be copied or restored by all AWS accounts.

To add or remove access for an AWS account to copy or restore a manual DB snapshot, or to make
the manual DB snapshot public or private, use the ModifyDBSnapshotAttribute (p. 217) API action.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBSnapshotldentifier
The identifier for the DB snapshot to describe the attributes for.

Type: String
Required: Yes

Response Elements

The following element is returned by the service.

DBSnapshotAttributesResult
Contains the results of a successful call to the DescribeDBSnapshotAttributes (p. 139) API
action.

Manual DB snapshot attributes are used to authorize other AWS accounts to copy or restore a
manual DB snapshot. For more information, see the ModifyDBSnapshotAttribute (p. 217) API
action.

Type: DBSnapshotAttributesResult (p. 318) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSnapshotNotFound
DBSnapshotldentifier does not refer to an existing DB snapshot.

HTTP Status Code: 404
Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Acti on=Descri beDBSnapshot Attri butes
&DBSnapshot | denti fi er =manual - snapshot 1
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Ane- Al gori t hm=AWB4- HVAC- SHA256
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&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20151027/ us- east - 1/ rds/ aws4_r equest

&X- Ane- Dat e=20151027T210706Z

&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Ane -
Si gnat ur e=27413f 450df ac3d68b2197453e52109bacd3863f 9df 1a02d6e40022165bb2e09

Sample Response

<Descri beDBSnapshot Attri but esResponse xm ns="http://rds. anmazonaws. conf
doc/ 2014-10- 31/ ">
<Descri beDBSnapshot Attri but esResul t >
<DBSnhapshot Attri but esResul t >
<DBSnapshot Attri but es>
<DBSnapshot Attri but e>
<Attribut eNane>restore</Attri but eNane>
<Attri but eval ues>
<AttributeVal ue>012345678901</ Attri but eVal ue>
</ Attri buteVal ues>
</ DBSnapshot At tri but e>
</ DBSnapshot Att ri but es>
<DBSnhapshot I dent i fi er >manual - snapshot 1</ DBSnapshot | denti fi er >
</ DBSnapshot Att ri but esResul t >
</ Descri beDBSnhapshot Attri but esResul t >
<ResponseMet adat a>
<Request | d>ae5beda2- 7cee- 11e5- a056-f 1¢189649a47</ Request | d>
</ ResponseMet adat a>
</ Descri beDBSnapshot Attri but esResponse>
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DescribeDBSnapshots

Returns information about DB snapshots. This API action supports pagination.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceldentifier
The ID of the DB instance to retrieve the list of DB snapshots for. This parameter cannot be used
in conjunction with DBSnapshot | denti fi er. This parameter is not case-sensitive.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No

DBSnapshotldentifier

A specific DB snapshot identifier to describe. This parameter cannot be used in conjunction with
DBI nst ancel denti fi er. This value is stored as a lowercase string.

Constraints:
¢ Must be 1 to 255 alphanumeric characters.
« First character must be a letter.
¢ Cannot end with a hyphen or contain two consecutive hyphens.
« If this identifier is for an automated snapshot, the Snapshot Type parameter must also be
specified.
Type: String
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
IncludePublic

Set this value to t r ue to include manual DB snapshots that are public and can be copied or
restored by any AWS account, otherwise set this value to f al se. The defaultis f al se.

You can share a manual DB snapshot as public by using the
ModifyDBSnapshotAttribute (p. 217) API.
Type: Boolean
Required: No
IncludeShared
Set this value to t r ue to include shared manual DB snapshots from other AWS accounts that this

AWS account has been given permission to copy or restore, otherwise set this value to f al se.
The default is f al se.

You can give an AWS account permission to restore a manual DB snapshot from another AWS
account by using the ModifyDBSnapshotAttribute (p. 217) API action.
Type: Boolean
Required: No
Marker
An optional pagination token provided by a previous Descr i beDBSnapshot s request. If this

parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds.
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Type: String
Required: No
MaxRecords

The maximum number of records to include in the response. If more records exist than the
specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
SnapshotType
The type of snapshots to be returned. You can specify one of the following values:

« aut omat ed - Return all DB snapshots that have been automatically taken by Amazon RDS for
my AWS account.

« manual - Return all DB snapshots that have been taken by my AWS account.
¢ shar ed - Return all manual DB snapshots that have been shared to my AWS account.

¢ publ i c - Return all DB snapshots that have been marked as public.

If you don't specify a Snapshot Type value, then both automated and manual snapshots are
returned. Shared and public DB snapshots are not included in the returned results by default.
You can include shared snapshots with these results by setting the | ncl udeShar ed parameter
to t rue. You can include public snapshots with these results by setting the | ncl udePubl i ¢
parameter to t r ue.

The | ncl udeShar ed and | ncl udePubl i ¢ parameters don't apply for Snapshot Type values

of manual or aut omat ed. The | ncl udePubl i ¢ parameter doesn't apply when Snapshot Type
is set to shar ed. The | ncl udeShar ed parameter doesn't apply when Snapshot Type is set to
public.

Type: String
Required: No

Response Elements

The following elements are returned by the service.

DBSnapshots.DBSnapshot.N
A list of DBSnapshot (p. 314) instances.
Type: array of DBSnapshot (p. 314) objects
Marker

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String

Errors
For information about the errors that are common to all actions, see Common Errors (p. 360).
DBSnapshotNotFound

DBSnapshotldentifier does not refer to an existing DB snapshot.
HTTP Status Code: 404
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Example

Sample Request

https://rds. us-west-2. amazonaws. con
?Act i on=Descri beDBSnapshot s
&l ncl udePubl i c=f al se
&l ncl udeShar ed=t rue
&VaxRecor ds=100
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hmrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- west - 2/ rds/ aws4_r equest
&X- Anz- Dat e=20140421T194732Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
ane-dat e
&X- Anz-
Si gnat ur e=4aa31bdcf 7b5e00dadf f bd6dc8448a31871e283f f e270e77890e15487354bcca

Sample Response

<Descri beDBSnapshot sResponse xm ns="http://rds. anazonaws. con!
doc/ 2014- 09-01/" >
<Descri beDBSnapshot sResul t >
<DBSnapshot s>
<DBSnhapshot >
<Por t >3306</ Port >
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<Engi ne>nysql </ Engi ne>
<St at us>avai | abl e</ St at us>
<Snapshot Type>manual </ Snapshot Type>
<Li censeModel >general - publ i c- 1 i cense</ Li censeMdel >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<DBI nst ancel dent i fi er >my- nysql exanpl edb</ DBI nst ancel denti fi er>
<DBSnapshot | denti fi er >my-t est-restore-snapshot </ DBSnapshot | denti fi er >
<Snapshot Cr eat eTi me>2014- 03- 28T19: 57: 16. 707Z</ Snapshot Cr eat eTi me>
<Avai | abi | i tyZone>us-west - 2b</ Avai | abi | ityZone>
<l nstanceCreat eTi me>2014- 01- 29T22: 58: 24. 231Z</ | nst anceCr eat eTi nme>
<Per cent Pr ogr ess>100</ Per cent Pr ogr ess>
<Al | ocat edSt or age>5</ Al | ocat edSt or age>
<Mast er User nane>awsnyuser </ Mast er User nane>
</ DBSnapshot >
<DBSnhapshot >
<Por t >3306</ Port >
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<Engi ne>nysql </ Engi ne>
<St at us>avai | abl e</ St at us>
<Snapshot Type>aut onat ed</ Snapshot Type>
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<DBI nst ancel dent i fi er >my- nysql exanpl edb</ DBI nst ancel denti fi er>
<DBSnapshot | denti fi er>rds: my- nysql exanpl edb-2014- 04- 19- 10- 08</
DBSnapshot | denti fi er >
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<Snapshot Cr eat eTi me>2014- 04- 19T10: 09: 09. 790Z</ Snapshot Cr eat eTi nme>
<Avai | abi | i tyZone>us-west - 2b</ Avai | abi | i t yZone>
<l nstanceCreat eTi me>2014- 01- 29T22: 58: 24. 231Z</ | nst anceCr eat eTi nme>
<Per cent Pr ogr ess>100</ Per cent Pr ogr ess>
<Al | ocat edSt or age>5</ Al | ocat edSt or age>
<Mast er User nane>awsnyuser </ Mast er User nane>
</ DBSnapshot >
<DBSnapshot >
<Por t >3306</ Port >
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<Engi ne>nysql </ Engi ne>
<St at us>avai | abl e</ St at us>
<Snapshot Type>aut onat ed</ Snapshot Type>
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<DBI nst ancel dent i fi er >my- nysql exanpl edb</ DBI nst ancel denti fi er>
<DBSnapshot | denti fi er>rds: my- mysql exanpl edb- 2014- 04- 20- 10- 09</
DBSnapshot | denti fi er >
<Snapshot Cr eat eTi me>2014- 04- 20T10: 09: 15. 446Z</ Snapshot Cr eat eTi nme>
<Avai | abi | i tyZone>us-west - 2b</ Avai | abi | i t yZone>
<l nstanceCreat eTi me>2014- 01- 29T22: 58: 24. 231Z</ | nst anceCr eat eTi me>
<Per cent Pr ogr ess>100</ Per cent Pr ogr ess>
<Al | ocat edSt or age>5</ Al | ocat edSt or age>
<Mast er User nane>awsnyuser </ Mast er User nane>
</ DBSnapshot >
</ DBSnapshot s>
</ Descri beDBSnapshot sResul t >
<ResponseMet adat a>
<Request | d>b7769930- b98c- 11d3-f 272- 7cd6ccel2cc5</ Request | d>
</ ResponseMet adat a>
</ Descri beDBShapshot sResponse>
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DescribeDBSubnetGroups

Returns a list of DBSubnetGroup descriptions. If a DBSubnetGroupName is specified, the list will
contain only the descriptions of the specified DBSubnetGroup.

For an overview of CIDR ranges, go to the Wikipedia Tutorial.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBSubnetGroupName
The name of the DB subnet group to return details for.
Type: String
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker

An optional pagination token provided by a previous DescribeDBSubnetGroups request. If this
parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following elements are returned by the service.

DBSubnetGroups.DBSubnetGroup.N
A list of DBSubnetGroup (p. 319) instances.

Type: array of DBSubnetGroup (p. 319) objects

Marker

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
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HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Descri beDBSubnet G oups
&VaxRecor ds=100
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hmrAWS4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- west - 2/ rds/ aws4_r equest
&X- Anz- Dat €=20140421T194732Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
anez-dat e
&X- Ane-
Si gnat ur e=6cc9b2825866148e1d6290b8aa2e9d75b1884b116d8665759942d87ebf bed426

Sample Response

<Descri beDBSubnet Gr oupsResponse xm ns="http://rds. amazonaws. com
doc/ 2014-09- 01/ ">
<Descri beDBSubnet G oupsResul t >
<DBSubnet Gr oups>
<DBSubnet G oup>
<Vpcl d>vpc- e7abbdce</ Vpcl d>
<Subnet Gr oupSt at us>Conpl et e</ Subnet Gr oupSt at us>
<DBSubnet G- oupDescri pti on>DB subnet group 1</
DBSubnet G oupDescri pti on>
<DBSubnet G- oupNane>mydbsubnet gr oupl</ DBSubnet G- oupNane>
<Subnet s>
<Subnet >
<Subnet St at us>Act i ve</ Subnet St at us>
<Subnet | denti fi er >subnet - e8b3e5b1</ Subnet | denti fi er >
<Subnet Avai | abi | i tyZone>
<Name>us- west - 2a</ Nane>
<Provi si onedl opsCapabl e>f al se</ Provi si onedl opsCapabl e>
</ Subnet Avai | abi | ityZone>
</ Subnet >
<Subnet >
<Subnet St at us>Act i ve</ Subnet St at us>
<Subnet | denti fi er >subnet - 44b2f 22e</ Subnet | denti fi er >
<Subnet Avai | abi | i tyZone>
<Name>us- west - 2b</ Nane>
<Provi si onedl opsCapabl e>f al se</ Provi si onedl opsCapabl e>
</ Subnet Avai | abi | ityZone>
</ Subnet >
</ Subnet s>
</ DBSubnet Gr oup>
<DBSubnet G- oup>
<Vpcl d>vpc- clel7bb8</ Vpcl d>
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<Subnet Gr oupSt at us>Conpl et e</ Subnet Gr oupSt at us>
<DBSubnet GroupDescri pti on>My DB Subnet Group 2</
DBSubnet G oupDescri pti on>
<DBSubnet G- oupNane>sub- gr p- 2</ DBSubnet Gr oupNane>
<Subnet s>
<Subnet >
<Subnet St at us>Act i ve</ Subnet St at us>
<Subnet | denti fi er >subnet - d281ef 8a</ Subnet | denti fi er >
<Subnet Avai | abi | i tyZone>
<Name>us- west - 2a</ Nane>
<Provi si onedl opsCapabl e>f al se</ Provi si onedl opsCapabl e>
</ Subnet Avai | abi | ityZone>
</ Subnet >
<Subnet >
<Subnet St at us>Act i ve</ Subnet St at us>
<Subnet | denti fi er >subnet - b381ef 9f </ Subnet | denti fi er >
<Subnet Avai | abi | i tyZone>
<Name>us- west - 2c</ Nane>
<Provi si onedl opsCapabl e>f al se</ Provi si onedl opsCapabl e>
</ Subnet Avai | abi | ityZone>
</ Subnet >
<Subnet >
<Subnet St at us>Act i ve</ Subnet St at us>
<Subnet | denti fi er >subnet - elel7ebd</ Subnet | denti fi er >
<Subnet Avai | abi | i tyZone>
<Name>us- west - 2b</ Nane>
<Provi si onedl opsCapabl e>f al se</ Provi si onedl opsCapabl e>
</ Subnet Avai | abi | ityZone>
</ Subnet >
</ Subnet s>
</ DBSubnet Gr oup>
</ DBSubnet Gr oups>
</ Descri beDBSubnet Gr oupsResul t >
<ResponseMet adat a>
<Request | d>b783db3b- b98c- 11d3-f bc7- 5c0aad74da7c</ Request | d>
</ ResponseMet adat a>
</ Descri beDBSubnet Gr oupsResponse>
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DescribeEngineDefaultClusterParameters

Returns the default engine and system parameter information for the cluster database engine.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBParameterGroupFamily
The name of the DB cluster parameter group family to return engine parameter information for.

Type: String
Required: Yes

Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker
An optional pagination token provided by a previous
Descri beEngi neDef aul t O ust er Par anet er s request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No

MaxRecords
The maximum number of records to include in the response. If more records exist than the
specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following element is returned by the service.

EngineDefaults
Contains the result of a successful invocation of the DescribeEngineDefaultParameters (p. 150)
action.

Type: EngineDefaults (p. 324) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

Example

Sample Request

API Version 2014-10-31
148


http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Aurora.html

Amazon Relational Database Service AP| Reference
Example

Sample Response

API Version 2014-10-31
149




Amazon Relational Database Service AP| Reference
DescribeEngineDefaultParameters

DescribeEngineDefaultParameters

Returns the default engine and system parameter information for the specified database engine.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBParameterGroupFamily
The name of the DB parameter group family.

Type: String
Required: Yes
Filters.Filter.N
Not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker
An optional pagination token provided by a previous Descr i beEngi neDef aul t Par anet er s

request. If this parameter is specified, the response includes only records beyond the marker, up
to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following element is returned by the service.

EngineDefaults
Contains the result of a successful invocation of the DescribeEngineDefaultParameters (p. 150)
action.

Type: EngineDefaults (p. 324) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

Example

Sample Request

https://rds. us-west-2. amazonaws. com
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?Act i on=Descri beEngi neDef aul t Paraneters

&DBPar anet er G- oupFam | y=nysql 5. 1

&MaxRecor ds=100

&Si gnat ur eMet hod=Hmrac SHA256

&Si gnat ur eVer si on=4

&\Ver si on=2014- 09- 01

&X- Ane- Al gori t hmeAWB4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- west - 2/ rds/ aws4_r equest

&X- Ane- Dat e=20140421T194732Z

&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Anz-
Si gnat ur e=747cc243a8a2385b0b06a9e2d145d08b905a39620b2782edd8382eal712cf 826

Sample Response

<Descri beEngi neDef aul t Par armet er sResponse xnml ns="http://rds. amazonaws. cont
doc/ 2014-09- 01/ ">
<Descri beEngi neDef aul t Par anet er sResul t >
<Engi neDef aul t s>
<DBPar anet er G oupFami | y>nysql 5. 1</ DBPar anet er G oupFam | y>
<Mar ker >b@nX3FZXIpZANf bmB0OX3VzaWbnX2| uZGv4Z1M=</ Mar ker >
<Par anet er s>
<Par anet er >
<Dat aType>bool ean</ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
<l sModi fi abl e>fal se</ | shbdi fi abl e>
<Descri pti on>Control s whet her user-defined functions that have only
an xxx synmbol for the main function can be | oaded</Description>
<Appl yType>st ati c</ Appl yType>
<Al | owedVal ues>0, 1</ Al | onedVal ues>
<Par anet er Nane>al | ow suspi ci ous- udf s</ Par anet er Nane>
</ Par anet er >
<Par anet er >
<Dat aType>i nt eger </ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
<l sModi fi abl e>true</1shodi fi abl e>
<Description>Intended for use with naster-to-master replication,
and can be used to control the operation of AUTO_| NCREMENT col ums</
Descri ption>
<Appl yType>dynani c</ Appl yType>
<Al | owedVal ues>1- 65535</ Al | owedVal ues>
<Par anet er Nanme>aut o_i ncr enent _i ncr enent </ Par anet er Nane>
</ Par anet er >
<Par anet er >
<Dat aType>i nt eger </ Dat aType>
<Sour ce>engi ne- def aul t </ Sour ce>
<I sModi fi abl e>true</1shodi fi abl e>
<Description>Determ nes the starting point for the AUTO_| NCREMENT
col um val ue</ Descri pti on>
<Appl yType>dynani c</ Appl yType>
<Al | owedVal ues>1- 65535</ Al | owedVal ues>
<Par anet er Name>aut o_i ncr ement _of f set </ Par anet er Nane>
</ Par anet er >
</ Par anet er s>
</ Engi neDef aul t s>
</ Descri beEngi neDef aul t Par anet er sResul t >
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<ResponseMet adat a>
<Request | d>b789ce01- b98c- 11d3- a907- 5a2c468b9ch0</ Request | d>
</ ResponseMet adat a>
</ Descri beEngi neDef aul t Par anet er sResponse>

API Version 2014-10-31
152



Amazon Relational Database Service API Reference
DescribeEventCategories

DescribeEventCategories

Displays a list of categories for all event source types, or, if specified, for a specified source type. You
can see a list of the event categories and source types in the Events topic in the Amazon RDS User
Guide.

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No

SourceType
The type of source that will be generating the events.
Valid values: db-instance | db-parameter-group | db-security-group | db-snapshot
Type: String
Required: No

Response Elements

The following element is returned by the service.

EventCategoriesMapList.EventCategoriesMap.N
A list of EventCategoriesMap data types.
Type: array of EventCategoriesMap (p. 326) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

Example

Sample Request

https://rds. us-west-2. amazonaws. conmf
?Act i on=Descri beEvent Cat egori es
&Si gnat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014-09- 01
&X- Az - Al gor i t hmrAWSB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat e=20140421T194732Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=6e25c542bf 96f €24b28c12976ec92d2f 856abl1d2al58e21c35441a736e4f de2b
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Sample Response

<Descri beEvent Cat egori esResponse xm ns="http://rds. anazonaws. con!
doc/ 2014- 09-01/" >
<Descri beEvent Cat egori esResul t >
<Event Cat egori esMaplLi st >
<Event Cat egor i esMVap>
<Sour ceType>db-i nst ance</ Sour ceType>
<Event Cat egori es>
<Event Cat egor y>backup</ Event Cat egor y>
<Event Cat egor y>r ecover y</ Event Cat egor y>
<Event Cat egor y>r est or at i on</ Event Cat egor y>
<Event Cat egor y>f ai | over </ Event Cat egor y>
<Event Cat egor y>| ow st or age</ Event Cat egor y>
<Event Cat egor y>mai nt enance</ Event Cat egor y>
<Event Cat egor y>del et i on</ Event Cat egor y>
<Event Cat egor y>avai | abi | i t y</ Event Cat egor y>
<Event Cat egor y>conf i gurati on change</ Event Cat egory>
<Event Cat egor y>noti fi cati on</ Event Cat egor y>
<Event Cat egor y>f ai | ur e</ Event Cat egor y>
<Event Cat egor y>cr eat i on</ Event Cat egor y>
</ Event Cat egori es>
</ Event Cat egor i esMap>
<Event Cat egor i esMVap>
<Sour ceType>db- securi ty- gr oup</ Sour ceType>
<Event Cat egori es>
<Event Cat egor y>conf i gurati on change</ Event Cat egory>
<Event Cat egor y>f ai | ur e</ Event Cat egor y>
</ Event Cat egori es>
</ Event Cat egor i esMap>
<Event Cat egor i esMVap>
<Sour ceType>db- par anet er - gr oup</ Sour ceType>
<Event Cat egori es>
<Event Cat egor y>conf i gurati on change</ Event Cat egory>
</ Event Cat egori es>
</ Event Cat egor i esMap>
<Event Cat egor i esMVap>
<Sour ceType>db- snapshot </ Sour ceType>
<Event Cat egori es>
<Event Cat egor y>del et i on</ Event Cat egor y>
<Event Cat egor y>r est or at i on</ Event Cat egor y>
<Event Cat egor y>noti fi cati on</ Event Cat egor y>
<Event Cat egor y>f ai | ur e</ Event Cat egor y>
<Event Cat egor y>cr eat i on</ Event Cat egor y>
</ Event Cat egori es>
</ Event Cat egor i esMap>
</ Event Cat egor i esMapLi st >
</ Descri beEvent Cat egori esResul t >
<ResponseMet adat a>
<Request | d>b79456f 2- b98c- 11d3-f 272- 7cd6ccel2cc5</ Request | d>
</ ResponseMet adat a>
</ Descri beEvent Cat egor i esResponse>
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DescribeEvents

Returns events related to DB instances, DB security groups, DB shapshots, and DB parameter
groups for the past 14 days. Events specific to a particular DB instance, DB security group, database
shapshot, or DB parameter group can be obtained by providing the name as a parameter. By default,
the past hour of events are returned.

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Duration
The number of minutes to retrieve events for.

Default: 60

Type: Integer

Required: No
EndTime

The end of the time interval for which to retrieve events, specified in ISO 8601 format. For more
information about ISO 8601, go to the ISO8601 Wikipedia page.

Example: 2009-07-08T18:00Z
Type: Timestamp
Required: No
EventCategories.EventCategory.N
A list of event categories that trigger notifications for a event notification subscription.
Type: array of Strings
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker
An optional pagination token provided by a previous DescribeEvents request. If this parameter

is specified, the response includes only records beyond the marker, up to the value specified by
MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
Sourceldentifier

The identifier of the event source for which events will be returned. If not specified, then all sources
are included in the response.

Constraints:

« If Sourceldentifier is supplied, SourceType must also be provided.

« If the source type is DBl nst ance, then a DBI nst ancel dent i fi er must be supplied.
« If the source type is DBSecuri t yG oup, a DBSecur i t yG oupNanme must be supplied.
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« If the source type is DBPar anet er G oup, a DBPar anet er G oupNane must be supplied.
« If the source type is DBSnapshot , a DBSnapshot | dent i fi er must be supplied.
e Cannot end with a hyphen or contain two consecutive hyphens.
Type: String
Required: No
SourceType
The event source to retrieve events for. If no value is specified, all events are returned.
Type: String
Valid Values: db-i nstance | db-paraneter-group | db-security-group | db-
snapshot | db-cluster | db-cluster-snapshot
Required: No
StartTime

The beginning of the time interval to retrieve events for, specified in ISO 8601 format. For more
information about ISO 8601, go to the ISO8601 Wikipedia page.

Example: 2009-07-08T18:00Z
Type: Timestamp
Required: No

Response Elements

The following elements are returned by the service.

Events.Event.N
A list of Event (p. 325) instances.
Type: array of Event (p. 325) objects

Marker

An optional pagination token provided by a previous Events request. If this parameter is specified,
the response includes only records beyond the marker, up to the value specified by MaxRecor ds .

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

Example

Sample Request

https://rds. us-west-2. amazonaws. com

?Acti on=Descri beEvents

&Dur at i on=1440

&VvaxRecor ds=100

&Si gnat ur eMet hod=Hmrac SHA256

&Si gnat ur eVer si on=4

&\Ver si on=2014-09- 01

&X- Ane- Al gori t hm=AWB4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- west - 2/ rds/ aws4_r equest

&X- Ane- Dat e=20140421T194733Z

&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
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&X- Ane-

Si gnat ur e=8e313cabcdbd9766c56a2886b5b298f d944e0b7cf a248953¢c82705f dd0374f 27

Sample Response

<Descri beEvent sResponse xm ns="http://rds. amazonaws. conf doc/ 2014- 09-01/" >

<Descri beEvent sResul t >
<Event s>
<Event >
<Message>Backi ng up DB i nstance</ Message>
<Sour ceType>db-i nst ance</ Sour ceType>
<Event Cat egori es>
<Event Cat egor y>backup</ Event Cat egor y>
</ Event Cat egori es>
<Dat €>2014- 04- 21T06: 23: 33. 866Z</ Dat e>
<Sour cel denti fi er >mypgdbi nst ance</ Sour cel denti fier>
</ Event >
<Event >
<Message>Fi ni shed DB | nstance backup</ Message>
<Sour ceType>db-i nst ance</ Sour ceType>
<Event Cat egori es>
<Event Cat egor y>backup</ Event Cat egor y>
</ Event Cat egori es>
<Dat €>2014- 04- 21T06: 25: 03. 928Z</ Dat e>
<Sour cel denti fi er >mypgdbi nst ance</ Sour cel denti fi er>
</ Event >
<Event >
<Message>Backi ng up DB i nstance</ Message>
<Sour ceType>db-i nst ance</ Sour ceType>
<Event Cat egori es>
<Event Cat egor y>backup</ Event Cat egor y>
</ Event Cat egori es>
<Dat €>2014- 04- 21T07: 09: 34. 594Z</ Dat e>
<Sour cel denti fi er>my- nysql exanpl edb4</ Sour cel denti fi er>
</ Event >
<Event >
<Message>Fi ni shed DB | nstance backup</ Message>
<Sour ceType>db-i nst ance</ Sour ceType>
<Event Cat egori es>
<Event Cat egor y>backup</ Event Cat egor y>
</ Event Cat egori es>
<Dat €>2014- 04-21T07: 11: 05. 640Z</ Dat e>
<Sour cel denti fi er >my- nysql exanpl edb4</ Sour cel denti fi er>
</ Event >
<Event >
<Message>Backi ng up DB i nstance</ Message>
<Sour ceType>db-i nst ance</ Sour ceType>
<Event Cat egori es>
<Event Cat egor y>backup</ Event Cat egor y>
</ Event Cat egori es>
<Dat €>2014- 04- 21T09: 26: 25. 988Z</ Dat e>
<Sour cel denti fi er>my-oracl edbl</ Sourcel dentifier>
</ Event >
<Event >
<Message>Fi ni shed DB | nst ance backup</ Message>
<Sour ceType>db-i nst ance</ Sour ceType>
<Event Cat egori es>
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<Event Cat egor y>backup</ Event Cat egor y>
</ Event Cat egori es>
<Dat €>2014- 04- 21T09: 28: 38. 048Z</ Dat e>
<Sour cel denti fi er>my-oracl edbl</ Sourcel dentifier>
</ Event >
</ Event s>
</ Descri beEvent sResul t >
<ResponseMet adat a>
<Request | d>b7a8cd43- b98c- 11d3- a907- 5a2c468b9cb0</ Request | d>
</ ResponseMet adat a>
</ Descri beEvent sResponse>
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DescribeEventSubscriptions

Lists all the subscription descriptions for a customer account. The description for a subscription
includes SubscriptionName, SNSTopicARN, CustomerID, SourceType, SourcelD, CreationTime, and
Status.

If you specify a SubscriptionName, lists the description for that subscription.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No

Marker

An optional pagination token provided by a previous DescribeOrderableDBInstanceOptions
request. If this parameter is specified, the response includes only records beyond the marker, up
to the value specified by MaxRecor ds .

Type: String
Required: No
MaxRecords

The maximum number of records to include in the response. If more records exist than the
specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
SubscriptionName
The name of the RDS event notification subscription you want to describe.
Type: String
Required: No

Response Elements

The following elements are returned by the service.

EventSubscriptionsList.EventSubscription.N

A list of EventSubscriptions data types.

Type: array of EventSubscription (p. 327) objects
Marker

An optional pagination token provided by a previous DescribeOrderableDBInstanceOptions
request. If this parameter is specified, the response includes only records beyond the marker, up
to the value specified by MaxRecor ds.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).
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SubscriptionNotFound
The subscription name does not exist.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-east-1. anmazonaws. conf
?Acti on=Descri beEvent Subscri pti ons
&MaxRecor ds=100
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gor i t hnrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140428/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140428T161907Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=4208679f e967783a1a149¢c826199080a066085d5a88227a80c6c0cadb3e8c0d4

Sample Response

<Descri beEvent Subscri pti onsResponse xm ns="http://rds. amazonaws. com
doc/ 2014-09-01/" >
<Descri beEvent Subscri pti onsResul t >
<Event Subscri pti onsLi st >
<Event Subscri pti on>
<Enabl ed>t r ue</ Enabl ed>
<Cust oner Aws| d>802#########</ Cust oner Aws| d>
<Sour ceType>db-i nst ance</ Sour ceType>
<St atus>acti ve</ St at us>
<Sour cel dsLi st >
<Sour cel d>nysql db-rr </ Sour cel d>
<Sour cel d>nysql db</ Sour cel d>
</ Sour cel dsLi st >
<Subscri ptionCreati onTi ne>2014-04-25 22:01: 46. 327</
Subscri pti onCreationTi ne>
<Event Cat egori esLi st >
<Event Cat egor y>cr eat i on</ Event Cat egor y>
<Event Cat egor y>del et i on</ Event Cat egory>
<Event Cat egor y>confi gurati on change</ Event Cat egory>
<Event Cat egor y>l ow st or age</ Event Cat egor y>
</ Event Cat egori esLi st >
<Cust Subscri pti onl d>nyawsuser - i nst ance</ Cust Subscri pti onl d>
<SnsTopi CArn>ar n: aws: SNs: us- east - 1: 802#########: myawsuser - RDS</
SnsTopi cAr n>
</ Event Subscri pti on>
<Event Subscri pti on>
<Enabl ed>t r ue</ Enabl ed>
<Cust oner Aws| d>802#########</ Cust oner Aws| d>
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<Sour ceType>db- par anet er - gr oup</ Sour ceType>
<St at us>acti ve</ St at us>
<Sour cel dsLi st >
<Sour cel d>nydbpar anet er gr oup00</ Sour cel d>
</ Sour cel dsLi st >
<Subscri ptionCreati onTi ne>2014- 04-25 21: 44: 44. 68</
Subscri pti onCreationTi me>
<Event Cat egori esLi st >
<Event Cat egor y>confi gurati on change</ Event Cat egory>
</ Event Cat egori esLi st >
<Cust Subscri pti onl d>nyawsuser - par angr p</ Cust Subscri pti onl d>
<SnsTopi CArn>ar n: aws: SNs: us- east - 1: 802#########: myawsuser - RDS</
SnsTopi cAr n>
</ Event Subscri pti on>
<Event Subscri pti on>
<Enabl ed>t r ue</ Enabl ed>
<Cust oner Aws| d>802#########</ Cust oner Aws| d>
<Sour ceType>db- security-group</ SourceType>
<St at us>acti ve</ St at us>
<Subscri ptionCreati onTi mne>2014- 04-25 21: 43: 25. 542</
Subscri pti onCreationTi ne>
<Event Cat egori esLi st >
<Event Cat egor y>confi gurati on change</ Event Cat egory>
<Event Cat egor y>f ai | ur e</ Event Cat egor y>
</ Event Cat egori esLi st >
<Cust Subscri pti onl d>nyawsuser - secgr p</ Cust Subscri pti onl d>
<SnsTopi CArn>arn: aws: SNs: us- east - 1: 802#########: myawsuser - RDS</
SnsTopi cAr n>
</ Event Subscri pti on>
<Event Subscri pti on>
<Enabl ed>t r ue</ Enabl ed>
<Cust oner Aws| d>802#########</ Cust oner Aws| d>
<Sour ceType>db- snapshot </ Sour ceType>
<St atus>acti ve</ St at us>
<Subscri pti onCreati onTi mne>2014- 04-25 21:41: 24. 405</
Subscri pti onCreationTi me>
<Event Cat egori esLi st >
<Event Cat egor y>cr eat i on</ Event Cat egor y>
<Event Cat egor y>f ai | ur e</ Event Cat egor y>
<Event Cat egor y>del et i on</ Event Cat egor y>
</ Event Cat egori esLi st >
<Cust Subscri pti onl d>nyawsuser - snapshot </ Cust Subscri pti onl d>
<SnsTopi CArn>ar n: aws: SNs: us- east - 1: 802#########: myawsuser - RDS</
SnsTopi cAr n>
</ Event Subscri pti on>
</ Event Subscri pti onsLi st >
</ Descri beEvent Subscri pti onsResul t >
<ResponseMet adat a>
<Request | d>c2c6dade- bde9- 11d3-f ell- 33d33a9bb7e3</ Request | d>
</ ResponseMet adat a>
</ Descri beEvent Subscri pti onsResponse>
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DescribeOptionGroupOptions

Describes all available options.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

EngineName
A required parameter. Options available for the given engine name will be described.
Type: String
Required: Yes
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
MajorEngineVersion
If specified, filters the results to include only options for the specified major engine version.
Type: String
Required: No
Marker

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords

The maximum number of records to include in the response. If more records exist than the
specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100

Constraints: Minimum 20, maximum 100.
Type: Integer

Required: No

Response Elements

The following elements are returned by the service.

Marker

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
OptionGroupOptions.OptionGroupOption.N

List of available option group options.

Type: array of OptionGroupOption (p. 335) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).
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Example

Sample Request

https://rds. us-west-2. amazonaws. con
?Act i on=Descri beOpti onG oupOpti ons
&Engi neNane=or acl e- sel
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hmrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- west - 2/ rds/ aws4_r equest
&X- Anz- Dat e=20140421T194733Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-dat e
&X- Anz-
Si gnat ur e=3792d1669ce65balba6a85b2e4057235e46dd3d0072663c17f 4b4439f d8af 702

Sample Response

<Descri beOpti onG oupOpti onsResponse xm ns="http://rds. amazonaws. com
doc/ 2014-09-01/" >
<Descri beOpti onG oupOpti onsResul t >
<Opti onG oupOpt i ons>
<Opti onG oupOpt i on>
<Maj or Engi neVer si on>11. 2</ Maj or Engi neVer si on>
<Por t Requi r ed>f al se</ Port Requi r ed>
<Per si st ent >f al se</ Per si stent >
<Opt i onsDependedOn>
<Opt i onNane>XM.DB</ Opt i onNane>
</ Opti onsDependedOn>
<OptionsConflictsWth/>
<Per nanent >f al se</ Per manent >
<Description>Oracl e Application Express Runtine Environnent</
Descri ption>
<Nanme>APEX</ Name>
<Opti onGroupOpti onSettings/ >
<Engi neNane>or acl e- sel</ Engi neNanme>
<M ni nunRequi r edM nor Engi neVer si on>0. 2. v4</
M ni munRequi r edM nor Engi neVer si on>
</ Opti onG oupOpt i on>
<Opti onG oupOpt i on>
<Maj or Engi neVer si on>11. 2</ Maj or Engi neVer si on>
<Por t Requi r ed>f al se</ Port Requi r ed>
<Per si st ent >f al se</ Per si stent >
<Opt i onsDependedOn>
<Opt i onNane>APEX</ Opt i onNane>
</ Opti onsDependedOn>
<OptionsConflictsWth/>
<Per nanent >f al se</ Per manent >
<Description>Oracl e Application Express Devel opnent Environnent </
Descri ption>
<Narme>APEX- DEV</ Nanme>
<Opti onGroupOpti onSettings/ >
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<Engi neNane>or acl e- sel</ Engi neNanme>
<M ni nunRequi r edM nor Engi neVer si on>0. 2. v4</
M ni munRequi r edM nor Engi neVer si on>
</ Opti onG oupOpt i on>
<Opti onG oupOpt i on>
<Maj or Engi neVer si on>11. 2</ Maj or Engi neVer si on>
<Por t Requi r ed>t r ue</ Por t Requi r ed>
<Per si st ent >f al se</ Per si stent >
<Opt i onsDependedOn/ >
<OptionsConflictsWth/>
<Per nanent >f al se</ Per manent >
<Descri ption>Oracl e Enterprise Manager (Database Control
Descri ption>
<Def aul t Port >1158</ Def aul t Port >
<Name>OEM</ Nane>
<Opti onGroupOpti onSettings/>
<Engi neNane>or acl e- sel</ Engi neNanme>
<M ni nunRequi r edM nor Engi neVer si on>0. 2. v3</
M ni munRequi r edM nor Engi neVer si on>
</ Opti onG oupOpt i on>
</ Opti onG oupOpt i ons>
</ Descri beOpti onG oupOpt i onsResul t >
<ResponseMet adat a>
<Request | d>b7b26a8f - b98c- 11d3-f 272- 7cd6ccel2cc5</ Request | d>
</ ResponseMet adat a>
</ Descri beOpti onG oupOpt i onsResponse>

only) </
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DescribeOptionGroups

Describes the available option groups.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

EngineName
Filters the list of option groups to only include groups associated with a specific database engine.
Type: String
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
MajorEngineVersion

Filters the list of option groups to only include groups associated with a specific database engine
version. If specified, then EngineName must also be specified.

Type: String
Required: No
Marker
An optional pagination token provided by a previous DescribeOptionGroups request. If this

parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more records exist than the

specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
OptionGroupName

The name of the option group to describe. Cannot be supplied together with EngineName or
MajorEngineVersion.

Type: String
Required: No

Response Elements

The following elements are returned by the service.

Marker
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.
Type: String

OptionGroupsList.OptionGroup.N
List of option groups.
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Type: array of OptionGroup (p. 333) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

OptionGroupNotFoundFault
The specified option group could not be found.

HTTP Status Code: 404

Examples

Example

Sample Request

https://rds. us-east-1. amazonaws. conl
?Act i on=Descri beOpti onG oups
&MVaxRecor ds=100
&0pt i onGr oupName=myawsuser - gr pl
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hmrFAWS4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat e=20140421T231357Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Ane-
Si gnat ur e=f abf beb85c44e3f 151d44211790c5135a9074f db8d85ec117788ac6cf ab6c5be

Sample Response

<Descri beOpti onG oupsResponse xm ns="http://rds. anazonaws. con!
doc/ 2014-09-01/" >
<Descri beOpti onG oupsResul t >
<Opti onG oupsLi st >
<Opti onG oup>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>t rue</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Maj or Engi neVer si on>5. 6</ Maj or Engi neVer si on>
<Opt i onGr oupName>nyawsuser - gr p1</ Opt i onGr oupNanme>
<Engi neNanme>nysql </ Engi neNane>
<Opti onGroupDescri ption>ny test option group</OptionG oupDescription>
<Options/ >
</ Opti onGr oup>
</ Opti onG oupsLi st >
</ Descri beOpti onG oupsResul t >
<ResponseMet adat a>
<Request | d>8c6201f c- b9f f - 11d3- f 92b- 31f a5e8dbc99</ Request | d>
</ ResponseMet adat a>
</ Descri beOpti onG oupsResponse>
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Example

Sample Request

https://rds. us-west -2. amazonaws. conf
?Act i on=Descri beOpti onGr oups
&VaxRecor ds=100
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140613/ us- west - 2/ rds/ aws4_r equest
&X- Anez- Dat e=20140613T223341Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Ane-
Si gnat ur e=5ae331adcd684c27d66e0b794a51933ef f e32a4c026eba2e994ae483ee47alba

Sample Response

<Descri beOpti onG oupsResponse xm ns="http://rds. anazonaws. conf
doc/ 2014-09- 01/ ">
<Descri beOpti onG oupsResul t >
<Opti onG oupsLi st >
<Opti onG oup>
<Opt i onGr oupName>def aul t : mysql - 5- 5</ Opt i onGr oupNane>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>t rue</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Maj or Engi neVer si on>5. 5</ Maj or Engi neVer si on>
<Engi neNanme>nysql </ Engi neNane>
<Opti onGroupDescri ption>Default option group for nysql 5.5</
Opti onGr oupDescri pti on>
<Options/ >
</ Opti onGr oup>
<Opti onGr oup>
<Opt i onGr oupName>def aul t : post gr es- 9- 3</ Opt i onG oupNane>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>t rue</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Maj or Engi neVer si on>9. 3</ Maj or Engi neVer si on>
<Engi neNanme>post gr es</ Engi nheName>
<Opti onGroupDescri pti on>Default option group for postgres 9.3</
Opti onGr oupDescri pti on>
<Options/ >
</ Opti onGr oup>
<Opti onGr oup>
<Opti onG oupName>def aul t : sql server - ex- 10-50</ Opti onG oupNane>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>t rue</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Maj or Engi neVer si on>10. 50</ Maj or Engi neVer si on>
<Engi neNane>sql server - ex</ Engi neNane>
<Opti onGroupDescri ption>Default option group for sql server-ex 10.50</
Opti onGr oupDescri pti on>
<Options/ >
</ Opti onGr oup>
<Opti onGr oup>
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<Opt i onG oupName>def aul t: sql server-se-10-50-mi rror ed</
Opt i onGr oupNane>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>t rue</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Maj or Engi neVer si on>10. 50</ Maj or Engi neVer si on>
<Engi neNane>sql server - se</ Engi neNane>
<Opti onGroupDescri ption>Default Mrroring-enabl ed option group for
sql server-se 10.50</ Opti onG oupDescri pti on>
<Opti ons>
<Opti on>
<Opti onNanme>M rrori ng</ Opti onNane>
<OptionDescri pti on>SQ.Server Database M rroring</
Opti onDescri pti on>
<Per si st ent >f al se</ Per si stent >
<Per nanent >f al se</ Per manent >
<OptionSettings/>
<VpcSecurityG oupMenber shi ps/ >
<DBSecuri t yGroupMenber shi ps/ >
</ Option>
</ Opti ons>
</ Opti onGr oup>
<Opti onG oup>
<Opt i onG oupName>def aul t : sql server-se-11- 00</ Opti onG oupNane>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>t rue</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Maj or Engi neVer si on>11. 00</ Maj or Engi neVer si on>
<Engi neNane>sql server - se</ Engi neNane>
<Opti onGroupDescri ption>Default option group for sqlserver-se 11.00</
Opti onGr oupDescri pti on>
<Options/ >
</ Opti onGr oup>
<Opti onG oup>
<Opt i onGr oupName>nyawsuser - opt - gr p</ Opt i onGr oupNane>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>f al se</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Maj or Engi neVer si on>11. 2</ Maj or Engi neVer si on>
<Engi neNane>or acl e- ee</ Engi neNanme>
<Opti onGroupDescri ption>test option group</ Opti onG oupDescri ption>
<Opti ons>
<Opti on>
<Opt i onName>NATI VE_NETWORK_ENCRYPTI ON</ Opt i onNare>
<OptionDescription>Oracl e Advanced Security - Native Network
Encrypti on</ Opti onDescri pti on>
<Per si st ent >f al se</ Per si stent >
<Per nanent >f al se</ Per manent >
<OptionSettings>
<OptionSetting>
<Dat aType>STRI NG</ Dat aType>
<l sModi fi abl e>true</| sModi fi abl e>
<l sCol I ecti on>true</1sCol | ecti on>
<Descri ption>Specifies |list of checksunming algorithms in
order of intended use</Description>
<Name>SQ.NET. CRYPTO_CHECKSUM TYPES_SERVER</ Nane>
<Val ue>SHA1, MD5</ Val ue>
<Appl yType>STATI C</ Appl yType>
<Def aul t Val ue>SHA1, MD5</ Def aul t Val ue>
<Al | owedVal ues>SHA1, MD5</ Al | owedVal ues>
</ OptionSetting>
<OptionSetting>
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<Dat aType>STRI NG</ Dat aType>

<l sModi fi abl e>true</1shodi fi abl e>

<l sCol | ecti on>true</1sCol |l ecti on>

<Description>Specifies list of encryption algorithnms in order
of intended use</Description>

<Name>SQ.NET. ENCRYPTI ON_TYPES_SERVER</ Nane>

<Val ue>RC4_256, AES256, AES192, 3DES168, RC4_128, AES128, 3DES112, RC4_56, DES, RC4_40,
Val ue>

<Appl yType>STATI C</ Appl yType>

<Def aul t Val ue>RC4_256, AES256, AES192, 3DES168, RC4_128, AES128, 3DES112, RC4_56, DES,
Def aul t Val ue>

<Al | owedVal ues>RC4_256, AES256, AES192, 3DES168, RC4_128, AES128, 3DES112, RC4_56, DE
Al | onedVal ues>
</ OptionSetting>
<OptionSetting>
<Dat aType>STRI NG</ Dat aType>
<l sModi fi abl e>true</| sModi fi abl e>
<l sCol | ecti on>fal se</1sCol | ecti on>
<Descri pti on>Specifies the desired encryption behavior</
Descri ption>
<Name>SQ.NET. ENCRYPTI ON_SERVER</ Nane>
<Val ue>REQUESTED</ Val ue>
<Appl yType>STATI C</ Appl yType>
<Def aul t Val ue>REQUESTED</ Def aul t Val ue>
<Al | owedVal ues>ACCEPTED, REJECTED, REQUESTED, REQUI RED</
Al | onedVal ues>
</ OptionSetting>
<OptionSetting>
<Dat aType>STRI NG</ Dat aType>
<l shodi fi abl e>t rue</| sModi fi abl e>
<l sCol | ecti on>fal se</1sCol | ecti on>
<Descri ption>Specifies the desired data integrity behavior</
Descri ption>
<Name>SQ.NET. CRYPTO_CHECKSUM_SERVER</ Nanme>
<Val ue>REQUESTED</ Val ue>
<Appl yType>STATI C</ Appl yType>
<Def aul t Val ue>REQUESTED</ Def aul t Val ue>
<Al | owedVal ues>ACCEPTED, REJECTED, REQUESTED, REQUI RED</
Al | onedVal ues>
</ OptionSetting>
</ OptionSettings>
<VpcSecurityG oupMenber shi ps/ >
<DBSecuri t yGroupMenber shi ps/ >
</ Option>
<Opti on>
<Opt i onNane>XM.DB</ Opt i onNane>
<OptionDescri pti on>0Oracl e XM.DB Repository</ Opti onDescri pti on>
<Per si st ent >f al se</ Per si stent >
<Per nanent >f al se</ Per manent >
<OptionSettings/>
<VpcSecurityG oupMenber shi ps/ >
<DBSecuri t yGroupMenber shi ps/ >
</ Option>
<Opti on>
<Port>1158</ Port >

DES40</

RC4_40, DES40

S, RCA_40, DESA

<Opt i onNane>CEM</ Opt i onNanme>
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<OptionDescription>Oracl e Enterpri se Manager (Database Control
only) </ Opti onDescri pti on>
<Per si st ent >f al se</ Per si st ent >
<Per manent >f al se</ Per manent >
<OptionSettings/>
<VpcSecurityG oupMenber shi ps/ >
<DBSecuri t yGroupMenber shi ps>
<DBSecuri t yGroup>
<St at us>aut hori zed</ St at us>
<DBSecuri t yGroupNanme>sg- db- sec- gr p</ DBSecuri t yG oupNane>
</ DBSecurityG oup>
</ DBSecurit yG oupMenber shi ps>
</ Option>
</ Opti ons>
</ Opti onGr oup>
<Opti on>
<Opt i onNane>APEX</ Opt i onNane>
<OptionDescription>Oracl e Application Express Runtine
Envi ronnent </ Opt i onDescri pti on>
<Per si st ent >f al se</ Per si st ent >
<Per manent >f al se</ Per manent >
<OptionSettings/>
<VpcSecurityG oupMenber shi ps/ >
<DBSecuri t yGroupMenber shi ps/ >
</ Option>
</ Opti ons>
</ Opti onGr oup>
</ Opti onG oupsLi st >
</ Descri beOpti onG oupsResul t >
<ResponseMet adat a>
<Request | d>b2ce0772- f 55a- 11e3- bdOf - bb88ac05a37c</ Request | d>
</ ResponseMet adat a>
</ Descri beOpti onG oupsResponse>
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DescribeOrderableDBInstanceOptions

Returns a list of orderable DB instance options for the specified engine.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceClass

The DB instance class filter value. Specify this parameter to show only the available offerings
matching the specified DB instance class.

Type: String
Required: No
Engine
The name of the engine to retrieve DB instance options for.
Type: String
Required: Yes
EngineVersion

The engine version filter value. Specify this parameter to show only the available offerings
matching the specified engine version.

Type: String
Required: No

Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No

LicenseModel

The license model filter value. Specify this parameter to show only the available offerings matching
the specified license model.

Type: String
Required: No
Marker

An optional pagination token provided by a previous DescribeOrderableDBInstanceOptions
request. If this parameter is specified, the response includes only records beyond the marker, up
to the value specified by MaxRecor ds .

Type: String
Required: No
MaxRecords

The maximum number of records to include in the response. If more records exist than the
specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
Vpc
The VPC filter value. Specify this parameter to show only the available VPC or non-VPC offerings.
Type: Boolean
Required: No
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Response Elements

The following elements are returned by the service.

Marker
An optional pagination token provided by a previous OrderableDBInstanceOptions request. If this
parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds .

Type: String
OrderableDBInstanceOptions.OrderableDBInstanceOption.N

An OrderableDBInstanceOption (p. 340) structure containing information about orderable options
for the DB instance.

Type: array of OrderableDBInstanceOption (p. 340) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Descri beOr der abl eDBI nst anceQpt i ons
&Engi ne=nysql
&MaxRecor ds=100
&Si gnat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014-09- 01
&X- Anz- Al gori t hmeAWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140421/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat e=20140421T194733Z
&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane-
Si gnat ur e=b49545dd3c933bdded80655d433d84bf 743261ealbebb33a7922c5¢c2¢5240cd8

Sample Response

<Descri beOr der abl eDBI nst anceOpt i onsResponse xm ns="http://rds. anazonaws. conf
doc/ 2014- 09- 01/ " >
<Descri beOr der abl eDBI nst anceOpt i onsResul t >
<Mar ker >ZG ubTEuc21hbGaKZ2VuzZXIhbClwdW saWmt b3 j ZWbzZQo1Lj EuN kKTg==</
Mar ker >
<Or der abl eDBI nst anceOpt i ons>
<Or der abl eDBI nst anceOpt i on>
<Mul ti AZCapabl e>t rue</ Mul ti AZCapabl e>
<Engi ne>nysql </ Engi ne>
<Li censeModel >general - publ i c-1 i cense</ Li censeMdel >
<ReadRepl i caCapabl e>t r ue</ ReadRepl i caCapabl e>
<Vpc>f al se</ Vpc>
<Engi neVer si on>5. 1. 57</ Engi neVer si on>
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<Avai |l abi |l i tyZones>
<Avail abilityZone>
<Nane>us- west - 2a</ Nanme>
<Pr ovi si onedl opsCapabl e>t r ue</ Pr ovi si onedl opsCapabl e>
</ Avai |l abi |l ityZone>
<Avail abilityZone>
<Nane>us- west - 2b</ Nanme>
<Pr ovi si onedl opsCapabl e>t r ue</ Pr ovi si onedl opsCapabl e>
</ Avai |l abi |l i tyZone>
<Avail abilityZone>
<Nane>us- west - 2c</ Nanme>
<Pr ovi si onedl opsCapabl e>t r ue</ Pr ovi si onedl opsCapabl e>
</ Avai |l abi |l ityZone>
</ Avai |l abi |l ityZones>
<DBI nst anced ass>db. nl. | ar ge</ DBl nst anceCd ass>
</ Or der abl eDBI nst anceOpt i on>
<Or der abl eDBI nst anceOpt i on>
<Mul ti AZCapabl e>t rue</ Mul ti AZCapabl e>
<Engi ne>nysql </ Engi ne>
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<ReadRepl i caCapabl e>t r ue</ ReadRepl i caCapabl e>
<Vpc>t r ue</ Vpc>
<Engi neVer si on>5. 1. 57</ Engi neVer si on>
<Avai |l abi |l i tyZones>
<Avail abilityZone>
<Nane>us- west - 2a</ Nanme>
<Pr ovi si onedl opsCapabl e>t r ue</ Pr ovi si onedl opsCapabl e>
</ Avai |l abi |l ityZone>
<Avail abilityZone>
<Nane>us- west - 2b</ Nanme>
<Pr ovi si onedl opsCapabl e>t r ue</ Pr ovi si onedl opsCapabl e>
</ Avai |l abi |l ityZone>
<Avail abilityZone>
<Nane>us- west - 2c</ Nanme>
<Pr ovi si onedl opsCapabl e>t r ue</ Pr ovi si onedl opsCapabl e>
</ Avai |l abi |l ityZone>
</ Avai |l abi |l ityZones>
<DBI nst anced ass>db. nl. | ar ge</ DBl nst anceCd ass>
</ Or der abl eDBI nst anceOpt i on>
</ Or der abl eDBI nst anceOpt i ons>
</ Descri beOr der abl eDBI nst anceOpt i onsResul t >
<ResponseMet adat a>
<Request | d>b7ceb73e- b98c- 11d3- a907- 5a2c468b9ch0</ Request | d>
</ ResponseMet adat a>
</ Descri beOr der abl eDBI nst anceOpt i onsResponse>
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DescribePendingMaintenanceActions

Returns a list of resources (for example, DB instances) that have at least one pending maintenance
action.

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Filters.Filter.N
A filter that specifies one or more resources to return pending maintenance actions for.
Supported filters:
e db-cl uster-id- Accepts DB cluster identifiers and DB cluster Amazon Resource Names

(ARNS). The results list will only include pending maintenance actions for the DB clusters
identified by these ARNSs.

« db-instance-i d - Accepts DB instance identifiers and DB instance ARNSs. The results list will
only include pending maintenance actions for the DB instances identified by these ARNSs.
Type: array of Filter (p. 329) objects
Required: No
Marker

An optional pagination token provided by a previous Descr i bePendi ngMai nt enanceAct i ons
request. If this parameter is specified, the response includes only records beyond the marker, up
to a number of records specified by MaxRecor ds.

Type: String
Required: No
MaxRecords

The maximum number of records to include in the response. If more records exist than the
specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
Resourceldentifier
The ARN of a resource to return pending maintenance actions for.
Type: String
Required: No

Response Elements

The following elements are returned by the service.

Marker

An optional pagination token provided by a previous Descr i bePendi ngMai nt enanceAct i ons
request. If this parameter is specified, the response includes only records beyond the marker, up
to a number of records specified by MaxRecor ds.

Type: String
PendingMaintenanceActions.ResourcePendingMaintenanceActions.N

A list of the pending maintenance actions for the resource.

Type: array of ResourcePendingMaintenanceActions (p. 351) objects
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

ResourceNotFoundFault
The specified resource ID was not found.
HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Descri bePendi ngMai nt enanceActi ons
&Si gnat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Anz- Al gori t hmrFAWS4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20141216/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat €=20140421T194732Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=6e25c542bf 96f €24b28c12976ec92d2f 856abl1d2al58e21c35441a736e4f de2b

Sample Response

<Descri bePendi ngMai nt enanceActi onsResponse xm ns="http://rds. amazonaws. com
doc/ 2014-10-31/">
<Descri bePendi ngMai nt enanceActi onsResul t >
<Pendi ngMai nt enanceActi ons>
<Resour cePendi ngMai nt enanceActi ons>
<Resourcel dentifier>arn: aws: rds: us-east-1: 123456781234: db: ny-
i nstance</ Resourcel dentifier>
<Pendi ngMai nt enanceActi onDet ai | s>
<Pendi ngMai nt enanceActi on>
<Act i on>0s- upgr ade</ Act i on>
</ Pendi ngMai nt enanceAct i on>
</ Pendi ngMai nt enanceActi onDet ai | s>
</ Resour cePendi ngMai nt enanceActi ons>
<Resour cePendi ngMai nt enanceActi ons>
<Resourcel dentifier>arn:aws:rds: us-east-1:123456781234: db: anot her -
i nstance</ Resourcel dentifier>
<Pendi ngMai nt enanceActi onDet ai | s>
<Pendi ngMai nt enanceActi on>
<Act i on>0s- upgr ade</ Act i on>
</ Pendi ngMai nt enanceAct i on>
</ Pendi ngMai nt enanceActi onDet ai | s>
</ Resour cePendi ngMai nt enanceActi ons>
</ Pendi ngMai nt enanceActi ons>
</ Descri bePendi ngMai nt enanceActi onsResul t >
<ResponseMet adat a>
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<Request | d>dcf e0682- 870c- 11e4- 9833- b3ad657ea9da</ Request | d>
</ ResponseMet adat a>
</ Descri bePendi nghai nt enanceAct i onsResponse>
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DescribeReservedDBInstances

Returns information about reserved DB instances for this account, or about a specified reserved DB
instance.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceClass

The DB instance class filter value. Specify this parameter to show only those reservations
matching the specified DB instances class.

Type: String
Required: No
Duration

The duration filter value, specified in years or seconds. Specify this parameter to show only
reservations for this duration.

Valid Values: 1 | 3 | 31536000 | 94608000
Type: String
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords
The maximum number of records to include in the response. If more than the MaxRecor ds value

is available, a pagination token called a marker is included in the response so that the following
results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
MultiAZ

The Multi-AZ filter value. Specify this parameter to show only those reservations matching the
specified Multi-AZ parameter.

Type: Boolean
Required: No
OfferingType

The offering type filter value. Specify this parameter to show only the available offerings matching
the specified offering type.

Valid Values: "Partial Upfront" | "All Upfront" | "No Upfront"
Type: String
Required: No

ProductDescription

The product description filter value. Specify this parameter to show only those reservations
matching the specified product description.
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Type: String
Required: No
ReservedDBInstanceld

The reserved DB instance identifier filter value. Specify this parameter to show only the reservation
that matches the specified reservation ID.

Type: String
Required: No
ReservedDBInstancesOfferingld

The offering identifier filter value. Specify this parameter to show only purchased reservations
matching the specified offering identifier.

Type: String
Required: No

Response Elements

The following elements are returned by the service.

Marker
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
ReservedDBInstances.ReservedDBInstance.N
A list of reserved DB instances.

Type: array of ReservedDBInstance (p. 348) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

ReservedDBInstanceNotFound
The specified reserved DB Instance not found.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Acti on=Descri beReser vedDBI nst ances
&Reser vedDBI nst ancel d=cust oner Speci fi edl D
&Si gnat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-09- 01
&X- Anz- Al gori t hmeAWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140420/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat e=20140420T162211Z
&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane-
Si gnat ur e=3312d17a4c43bcd209bc22a0778dd23e73f 8434254abbd7ac53b89ade3dae88e
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Sample Response

<Descri beReser vedDBI nst ancesResponse xm ns="http://rds. anazonaws. coni
doc/ 2014- 09-01/" >
<Descri beReser vedDBI nst ancesResul t >
<Reser vedDBI nst ances>
<Reser vedDBI nst ance>
<O feringType>Partial Upfront</OferingType>
<Cur r encyCode>USD</ Cur r encyCode>
<Recurri ngChar ges/ >
<Pr oduct Descri pti on>nysql </ Product Descri pti on>
<Reser vedDBI nst ancesOf f er i ngl d>649f dOc8- cf 6d- 47a0- bf a6- 060f 8e75e95f </
Reser vedDBI nst ancesO f eri ngl d>
<Mul ti AZ>f al se</ Mul ti AZ>
<St at e>acti ve</ St at e>
<Reser vedDBI nst ancel d>nyr eser vat i oni d</ Reser vedDBI nst ancel d>
<DBI nst anceCount >1</ DBI nst anceCount >
<StartTi me>2014- 05- 15T00: 25: 14. 131Z</ St art Ti me>
<Dur at i on>31536000</ Dur at i on>
<Fi xedPri ce>227. 5</ Fi xedPri ce>
<UsagePri ce>0. 046</ UsagePri ce>
<DBI nst anceCl ass>db. ni. sral | </ DBl nst anceC ass>
</ Reser vedDBI nst ance>
</ Descri beReser vedDBI nst ancesResul t >
<ResponseMet adat a>
<Request | d>c695119b- 2961- 11el- bd06- 6f e008f 046c3</ Request | d>
</ ResponseMet adat a>
</ Descri beReser vedDBI nst ancesResponse>
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DescribeReservedDBInstancesOfferings

Lists available reserved DB instance offerings.

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceClass

The DB instance class filter value. Specify this parameter to show only the available offerings
matching the specified DB instance class.

Type: String
Required: No
Duration

Duration filter value, specified in years or seconds. Specify this parameter to show only
reservations for this duration.

Valid Values: 1 | 3 | 31536000 | 94608000
Type: String
Required: No
Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No
Marker

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
Required: No
MaxRecords

The maximum number of records to include in the response. If more than the MaxRecor ds value
is available, a pagination token called a marker is included in the response so that the following
results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
MultiAZ

The Multi-AZ filter value. Specify this parameter to show only the available offerings matching the
specified Multi-AZ parameter.

Type: Boolean
Required: No
OfferingType

The offering type filter value. Specify this parameter to show only the available offerings matching
the specified offering type.

Valid Values: "Partial Upfront" | "All Upfront"™ | "No Upfront"
Type: String
Required: No

ProductDescription

Product description filter value. Specify this parameter to show only the available offerings
matching the specified product description.
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Type: String
Required: No
ReservedDBInstancesOfferingld

The offering identifier filter value. Specify this parameter to show only the available offering that
matches the specified reservation identifier.

Example: 438012d3- 4052- 4cc7- b2e3- 8d3372e0e706
Type: String
Required: No

Response Elements

The following elements are returned by the service.

Marker
An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
ReservedDBInstancesOfferings.ReservedDBInstancesOffering.N
A list of reserved DB instance offerings.

Type: array of ReservedDBInstancesOffering (p. 350) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

ReservedDBInstancesOfferingNotFound
Specified offering does not exist.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-east-1. amazonaws. con
?Act i on=Descri beReser vedDBI nst ancesO f eri ngs
&Reser vedDBI nst ancesO f eri ngl d=438012d3- 4052- 4cc7- b2e3- 8d3372e0e706
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Ane- Al gori t hmrAWB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140411/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140411T203327Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
anez-dat e
&X- Ane -
Si gnat ur e=545f 04acf f eb4b80d2e778526b1c9da79d0b3097151c24f 28e83e851d65422e2

Sample Response
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<Descri beReser vedDBI nst ancesO f eri ngsResponse xm ns="http://
rds. amazonaws. conif doc/ 2014- 09- 01/ " >
<Descri beReser vedDBI nst ancesOf f eri ngsResul t >
<Reser vedDBI nst ancesOf f eri ngs>
<ReservedDBI nst ancesOf f eri ng>
<Dur at i on>31536000</ Dur ati on>
<O feringType>Partial Upfront</OferingType>
<Cur r encyCode>USD</ Cur r encyCode>
<Recurri ngChar ges>
<Recurri ngChar ge>
<Recurri ngChar geFr equency>Hour | y</ Recur ri ngChar geFr equency>
<Recurri ngChar geAmount >0. 123</ Recur r i ngChar geAmount >
</ RecurringChar ge>
</ Recurri ngChar ges>
<Fi xedPri ce>162. 0</ Fi xedPri ce>
<Product Descri pti on>nysql </ Product Descri pti on>
<UsagePri ce>0. 0</ UsagePri ce>
<Mul ti AZ>f al se</ Mul ti AZ>
<Reser vedDBI nst ancesO f eri ngl d>Sanpl eOf f eri ngl d</
Reser vedDBl nst ancesOf f eri ngl d>
<DBI nst anced ass>db. nil. snal | </ DBl nst anceC ass>
</ Reser vedDBI nst ancesO f eri ng>
</ ReservedDBI nst ancesO f eri ngs>
</ Descri beReser vedDBI nst ancesO f eri ngsResul t >
<ResponseMet adat a>
<Request | d>521b420a- 2961- 11el- bd06- 6f e008f 046c3</ Request | d>
</ ResponseMet adat a>
</ Descri beReser vedDBI nst ancesO f eri ngsResponse>
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DescribeSourceRegions

Returns a list of the source AWS regions where the current AWS region can create a Read Replica or
copy a DB snapshot from. This API action supports pagination.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Filters.Filter.N
This parameter is not currently supported.
Type: array of Filter (p. 329) objects
Required: No

Marker

An optional pagination token provided by a previous DescribeSourceRegions (p. 183) request. If
this parameter is specified, the response includes only records beyond the marker, up to the value
specified by MaxRecor ds.

Type: String
Required: No
MaxRecords

The maximum number of records to include in the response. If more records exist than the
specified MaxRecor ds value, a pagination token called a marker is included in the response so
that the remaining results can be retrieved.

Default: 100
Constraints: Minimum 20, maximum 100.
Type: Integer
Required: No
RegionName
The source region name. For example, us- east - 1.
Constraints:
¢ Must specify a valid AWS Region name.
Type: String
Required: No

Response Elements

The following elements are returned by the service.

Marker

An optional pagination token provided by a previous request. If this parameter is specified, the
response includes only records beyond the marker, up to the value specified by MaxRecor ds.

Type: String
SourceRegions.SourceRegion.N

A list of SourceRegion instances that contains each source AWS Region that the current region
can get a Read Replica or a DB snapshot from.

Type: array of SourceRegion (p. 352) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).
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Example

Sample Request

https://rds. us-east-1. anazonaws. conf
?Act i on=Descri beSour ceRegi ons
&VaxRecor ds=10
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gor i t hnrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140429/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140429T175351Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=9164337ef a99caf 850e874alcbh7ef 62f 3cea29d0b448h9e0e7c53b288ddf f ed2

Sample Response

<Descri beSour ceRegi onsResponse xm ns="http://rds. amazonaws. cont
doc/ 2014-10-31/">
<Descri beSour ceRegi onsResul t >
<Sour ceRegi ons>
<Sour ceRegi on>
<Regi onNane>ap- nor t heast - 1</ Regi onNane>
<EndPoi nt >htt ps://rds. ap- nort heast - 1. anazonaws. conx/ EndPoi nt >
<St at us>avai | abl e</ St at us>
</ Sour ceRegi on>
<Sour ceRegi on>
<Regi onNane>ap- sout heast - 2</ Regi onNane>
<EndPoi nt >ht t ps: //rds. ap- sout heast - 2. anazonaws. conx/ EndPoi nt >
<St at us>avai | abl e</ St at us>
</ Sour ceRegi on>
</ Sour ceRegi ons>
</ Descri beSour ceRegi onsResul t >
<ResponseMet adat a>
<Request | d>01b2685a- b978- 11d3-f 272- 7cd6ccel2cc5</ Request | d>
</ ResponseMet adat a>
</ Descri beSour ceRegi onsResponse>
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DownloadDBLogFilePortion

Downloads all or a portion of the specified log file, up to 1 MB in size.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceldentifier
The customer-assigned name of the DB instance that contains the log files you want to list.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
LogFileName
The name of the log file to be downloaded.
Type: String
Required: Yes
Marker
The pagination token provided in the previous request or "0". If the Marker parameter is

specified the response includes only records beyond the marker until the end of the file or up to
NumberOfLines.

Type: String
Required: No
NumberOfLines

The number of lines to download. If the number of lines specified results in a file over 1 MB in size,
the file will be truncated at 1 MB in size.

If the NumberOfLines parameter is specified, then the block of lines returned can be from the
beginning or the end of the log file, depending on the value of the Marker parameter.

« If neither Marker or NumberOfLines are specified, the entire log file is returned up to a maximum
of 10000 lines, starting with the most recent log entries first.

« If NumberOfLines is specified and Marker is not specified, then the most recent lines from the
end of the log file are returned.

« If Marker is specified as "0", then the specified number of lines from the beginning of the log file
are returned.

¢ You can download the log file in blocks of lines by specifying the size of the block using the
NumberOfLines parameter, and by specifying a value of "0" for the Marker parameter in your
first request. Include the Marker value returned in the response as the Marker value for the next
request, continuing until the AdditionalDataPending response element returns false.

Type: Integer

Required: No

Response Elements

The following elements are returned by the service.

AdditionalDataPending
Boolean value that if true, indicates there is more data to be downloaded.

Type: Boolean
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LogFileData
Entries from the specified log file.

Type: String

Marker
A pagination token that can be used in a subsequent DownloadDBLogFilePortion request.
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBInstanceNotFound
DBlInstanceldentifier does not refer to an existing DB instance.

HTTP Status Code: 404

DBLogFileNotFoundFault
LogFileName does not refer to an existing DB log file.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. anmazonaws. conf
?Act i on=Downl oadDBLogFi | ePorti on
&DBI nst ancel denti fi er =nyexanpl edb
&LogFi | eNane=| 0g%2 FERROR
&Mar ker =0
&Nunber O Li nes=50
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hneFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140127/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat e=20140127T7235259Z7
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=2171c5a8e91a70202e77de7e81df 75787f 3bbd6b4ead7f 7a426205474f cc446f

Sample Response

<Downl oadDBLogFi | ePorti onResponse xm ns="http://rds. anazonaws. conf
doc/ 2014- 09-01/">
<Downl oadDBLogFi | ePorti onResul t >
<Mar ker >0: 4485</ Mar ker >
<LogFi | eDat a>??2014- 01- 26 23:59: 00. 01 spi d54 M crosoft SQ. Server
2012 - 11.0.2100.60 (X64)

Feb 10 2012 19:39:15

Copyright (c¢) Mcrosoft Corporation
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Web Edition (64-bit) on Wndows NT 6.1 & t; X64&gt; (Build 7601: Service Pack
1) (Hypervisor)

2014-01- 26 23:59:00.01 spi d54 (c) Mcrosoft Corporation.

2014-01- 26 23:59:00. 01 spi d54 Al'l rights reserved.

2014-01- 26 23:59: 00. 01 spi d54 Server process IDis 2976.

2014-01- 26 23:59:00. 01 spi d54 System Manufacturer: 'Xen', System Mdel:
' HYM donlJ .

2014-01- 26 23:59:00. 01 spi d54 Aut henti cation node is M XED.

2014-01- 26 23:59:00.01 spi d54 Loggi ng SQL Server messages in file 'D:

\ RDSDBDATA\ Log\ ERROR .

2014-01- 26 23:59:00. 01 spi d54 The service account is 'WORKGROUP\ AVAZONA-
NUQUUWS' . This is an informational nessage; no user action is required.

2014-01- 26 23:59: 00. 01 spi d54 The error log has been reinitialized. See
the previous log for older entries.

2014-01- 27 00: 00: 56. 42 spi d25s This instance of SQ. Server has been using
a process | D of 2976 since 10/21/2013 2:16:50 AM (local) 10/21/2013 2:16:50
AM (UTC). This is an infornational nmessage only; no user action is required.

2014-01- 27 09: 35:15.43 spi d71 I/Ois frozen on database nodel. No user
action is required. However, if I/Ois not resumed pronptly, you could
cancel the backup.

2014-01- 27 09: 35:15. 44 spi d72 I/Ois frozen on database nmsdb. No user
action is required. However, if I/Ois not resumed pronptly, you could
cancel the backup.

2014-01- 27 09: 35: 15. 44 spi d74 I/Ois frozen on database rdsadmin. No
user action is required. However, if 1/Ois not resumed pronptly, you could
cancel the backup.

2014-01- 27 09: 35:15. 44 spi d73 I/Ois frozen on database master. No user
action is required. However, if I/Ois not resumed pronptly, you could
cancel the backup.

2014-01- 27 09: 35: 25. 57 spi d73 I/ O was resuned on database naster. No
user action is required.

2014-01- 27 09: 35: 25. 57 spi d74 I/O was resunmed on dat abase rdsadmin. No
user action is required.

2014-01-27 09: 35:25.57 spid71 I/ O was resuned on dat abase nodel. No user
action is required.

2014-01- 27 09: 35: 25. 57 spi d72 I /O was resunmed on database nmsdb. No user
action is required.

</ LogFi | eDat a>

API Version 2014-10-31
187




Amazon Relational Database Service API Reference
Example

<Addi ti onal Dat aPendi ng>f al se</ Addi ti onal Dat aPendi ng>
</ Downl oadDBLogFi | ePorti onResul t >
<ResponseMet adat a>
<Request | d>27143425- 87ae- 11e3- acc9- f b64b157268e</ Request | d>
</ ResponseMet adat a>
</ Downl oadDBLogFi | ePorti onResponse>
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FailoverDBCluster

Forces a failover for a DB cluster.

A failover for a DB cluster promotes one of the Aurora Replicas (read-only instances) in the DB cluster
to be the primary instance (the cluster writer).

Amazon Aurora will automatically fail over to an Aurora Replica, if one exists, when the primary
instance fails. You can force a failover when you want to simulate a failure of a primary instance for
testing. Because each instance in a DB cluster has its own endpoint address, you will need to clean
up and re-establish any existing connections that use those endpoint addresses when the failover is
complete.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterldentifier
A DB cluster identifier to force a failover for. This parameter is not case-sensitive.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No
TargetDBInstanceldentifier
The name of the instance to promote to the primary instance.

You must specify the instance identifier for an Aurora Replica in the DB cluster. For example,
mydbcl uster-replical.

Type: String
Required: No

Response Elements

The following element is returned by the service.

DBCluster
Contains the result of a successful invocation of the following actions:

¢ CreateDBCluster (p. 30)

¢ DeleteDBCluster (p. 78)

¢ FailoverDBCluster (p. 189)

¢ ModifyDBCluster (p. 194)

¢ RestoreDBClusterFromSnapshot (p. 258)

¢ RestoreDBClusterToPointInTime (p. 263)
This data type is used as a response element in the DescribeDBClusters (p. 112) action.
Type: DBCluster (p. 291) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).
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DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.

HTTP Status Code: 404

InvalidDBClusterStateFault
The DB cluster is not in a valid state.

HTTP Status Code: 400

InvalidDBInstanceState
The specified DB instance is not in the available state.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Fai | over DBCl ust er
&DBC ust erl denti fi er=sanpl e-cl uster
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20150323/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20150323T170232Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- date
&X- Ane-
Si gnat ur e=9be705f a28a68244d5072722463a29a322f 9ef 8eb58a63c40a6f 6547174dec44

Sample Response

<Fai | over DBCl ust er Response xm ns="http://rds. amazonaws. conf doc/ 2014- 10- 31/ ">
<Fai | over DBC ust er Resul t >
<DBd ust er >
<Por t >3306</ Port >
<Lat est Rest or abl eTi ne>2015- 03- 23T17: 00: 54. 893Z</ Lat est Rest or abl eTi me>
<Engi ne>aur or a</ Engi ne>
<St at us>avai | abl e</ St at us>
<BackupRet ent i onPeri od>7</ BackupRet ent i onPeri od>
<VpcSecurityG oups>
<VpcSecurityG oupMenber shi p>
<St at us>acti ve</ St at us>
<VpcSecurityG oupl d>sg-922dc2f d</ VpcSecuri t yG oupl d>
</ VpcSecurityG oupMenber shi p>
</ VpcSecurityG oups>
<DBSubnet Gr oup>sanpl e- gr oup</ DBSubnet G oup>
<Engi neVer si on>5. 6. 10a</ Engi neVer si on>
<Endpoi nt >sanpl e- cl ust er. cl ust er - claxbpgwdf 0. us-
east- 1. rds. anazonaws. conx/ Endpoi nt >
<DBCl ust er Par anmet er G oup>def aul t . aur or a5. 6</ DBCl ust er Par anet er G oup>
<DBCl usterldentifier>sanpl e-cluster</DBCl usterldentifier>
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<Pr ef er r edBackupW ndow>05: 47- 06: 17</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>non: 10: 16- non: 10: 46</
Pr ef err edMai nt enanceW ndow>
<Ear|i est Rest or abl eTi me>2015- 03- 04T23: 08: 59. 159Z</
Ear | i est Rest or abl eTi ne>
<DBCl ust er Menber s>
<DBCl ust er Menber >
<IsCusterWiter>fal se</IsC usterWiter>
<DBI nst ancel denti fi er >sanpl e-repl i cal</ DBI nstancel denti fier>
<DBCl ust er Par anmet er G oupSt at us>i n- sync</
DBCl ust er Par anet er G oupSt at us>
</ DBC ust er Menber >
<DBCl ust er Menber >
<IsClusterWiter>true</IsC usterWiter>
<DBI nst ancel denti fi er >sanpl e- pri mar y</ DBl nst ancel denti fi er >
<DBCl ust er Par anet er G oupSt at us>i n- sync</
DBCl ust er Par anet er G oupSt at us>
</ DBC ust er Menber >
</ DBO ust er Menber s>
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Mast er User nane>awsuser </ Mast er User nane>
</ DBO ust er >
</ Fai | over DBCl ust er Resul t >
<ResponseMet adat a>
<Request | d>659c3dba- d17e- 11e4- 9f dO- 35e9d88e2515</ Request | d>
</ ResponseMet adat a>
</ Fai | over DBCl ust er Response>

API Version 2014-10-31
191




Amazon Relational Database Service API Reference
ListTagsForResource

ListTagsForResource

Lists all tags on an Amazon RDS resource.
For an overview on tagging an Amazon RDS resource, see Tagging Amazon RDS Resources.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Filters.Filter.N
This parameter is not currently supported.

Type: array of Filter (p. 329) objects
Required: No

ResourceName
The Amazon RDS resource with tags to be listed. This value is an Amazon Resource Name
(ARN). For information about creating an ARN, see Constructing an RDS Amazon Resource
Name (ARN).

Type: String
Required: Yes

Response Elements

The following element is returned by the service.

TagList.Tag.N
List of tags returned by the ListTagsForResource operation.

Type: array of Tag (p. 354) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.

HTTP Status Code: 404

DBInstanceNotFound
DBInstanceldentifier does not refer to an existing DB instance.

HTTP Status Code: 404

DBSnapshotNotFound
DBSnapshotldentifier does not refer to an existing DB snapshot.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Li st TagsFor Resour ce
&Resour ceNane=ar n%3Aaws ¥8Ar ds¥BAus- west - 2%8A12345678910%8Adb¥BAsanpl e- sql
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&Si gnat ur eMet hod=Hmrac SHA256

&Si gnat ur eVer si on=4

&\Ver si on=2014-10- 31

&X- Ane- Al gori t hm=AWB4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20160304/ us- west - 2/ rds/ aws4_r equest

&X- Ane- Dat €=20160304T205529Z

&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- date

&X- Ane-
Si gnat ur e=ad333e422a92110b6340a28a684f 0ed78606cc48b29b25682df 0173e04b93b85

Sample Response

<Li st TagsFor Resour ceResponse xm ns="http://rds. anazonaws. con!
doc/ 2014-10- 31/ ">
<Li st TagsFor Resour ceResul t >
<TagLi st >
<Tag>
<Val ue>devel opnent - t eanx/ Val ue>
<Key>owner </ Key>
</ Tag>
<Tag>
<Val ue>t est </ Val ue>
<Key>envi r onnent </ Key>
</ Tag>
</ TagLi st >
</ Li st TagsFor Resour ceResul t >
<ResponseMet adat a>
<Request | d>71217a3c- e24b- 11e5- a5e9- cad172f 9e6¢c1</ Request | d>
</ ResponseMet adat a>
</ Li st TagsFor Resour ceResponse>
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ModifyDBCluster

Modify a setting for an Amazon Aurora DB cluster. You can change one or more database
configuration parameters by specifying these parameters and the new values in the request. For more
information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Applylmmediately

A value that specifies whether the modifications in this request and any pending modifications are
asynchronously applied as soon as possible, regardless of the Pr ef er r edMai nt enanceW ndow
setting for the DB cluster. If this parameter is set to f al se, changes to the DB cluster are applied
during the next maintenance window.

The Appl yI mmedi at el y parameter only affects the NewDBC ust er | denti fi er and

Mast er User Passwor d values. If you set the Appl yI nmedi at el y parameter value to false,

then changes to the NewDBCO ust er I denti fi er and Mast er User Passwor d values are applied
during the next maintenance window. All other changes are applied immediately, regardless of the
value of the Appl yl nmredi at el y parameter.

Default: f al se

Type: Boolean

Required: No
BackupRetentionPeriod

The number of days for which automated backups are retained. You must specify a minimum
value of 1.

Default: 1
Constraints:
¢ Must be a value from 1 to 35
Type: Integer
Required: No
DBClusterldentifier
The DB cluster identifier for the cluster being modified. This parameter is not case-sensitive.
Constraints:
¢ Must be the identifier for an existing DB cluster.
« Must contain from 1 to 63 alphanumeric characters or hyphens.
¢ First character must be a letter.
e Cannot end with a hyphen or contain two consecutive hyphens.
Type: String
Required: Yes
DBClusterParameterGroupName
The name of the DB cluster parameter group to use for the DB cluster.
Type: String
Required: No
MasterUserPassword

The new password for the master database user. This password can contain any printable ASCII
character except "/", "™, or "@".

Constraints: Must contain from 8 to 41 characters.
Type: String
Required: No
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NewDBClusterldentifier

The new DB cluster identifier for the DB cluster when renaming a DB cluster. This value is stored
as a lowercase string.

Constraints:
* Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Example: nmy- cl ust er 2
Type: String
Required: No
OptionGroupName
A value that indicates that the DB cluster should be associated with the specified option group.
Changing this parameter does not result in an outage except in the following case, and the change
is applied during the next maintenance window unless the Appl yl nmedi at el y parameter is set
to t r ue for this request. If the parameter change results in an option group that enables OEM,

this change can cause a brief (sub-second) period during which new connections are rejected but
existing connections are not interrupted.

Permanent options cannot be removed from an option group. The option group cannot be removed
from a DB cluster once it is associated with a DB cluster.

Type: String
Required: No
Port
The port number on which the DB cluster accepts connections.
Constraints: Value must be 1150- 65535
Default: The same port as the original DB cluster.
Type: Integer
Required: No
PreferredBackupWindow

The daily time range during which automated backups are created if automated backups are
enabled, using the BackupRet ent i onPer i od parameter.

Default: A 30-minute window selected at random from an 8-hour block of time per region. To see
the time blocks available, see Adjusting the Preferred Maintenance Window in the Amazon RDS
User Guide.

Constraints:
¢ Must be in the format hh24: m - hh24: m .
¢ Times should be in Universal Coordinated Time (UTC).
¢ Must not conflict with the preferred maintenance window.
¢ Must be at least 30 minutes.
Type: String
Required: No
PreferredMaintenanceWindow
The weekly time range during which system maintenance can occur, in Universal Coordinated
Time (UTC).
Format: ddd: hh24: mi - ddd: hh24: mi

Default: A 30-minute window selected at random from an 8-hour block of time per region, occurring
on a random day of the week. To see the time blocks available, see Adjusting the Preferred
Maintenance Window in the Amazon RDS User Guide.

Valid Days: Mon, Tue, Wed, Thu, Fri, Sat, Sun
Constraints: Minimum 30-minute window.
Type: String
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Required: No
VpcSecurityGrouplds.VpcSecurityGroupld.N

A Ist of VPC security groups that the DB cluster will belong to.

Type: array of Strings

Required: No

Response Elements

The following element is returned by the service.

DBCluster
Contains the result of a successful invocation of the following actions:
e CreateDBCluster (p. 30)
¢ DeleteDBCluster (p. 78)
¢ FailoverDBCluster (p. 189)
¢ ModifyDBCluster (p. 194)
¢ RestoreDBClusterFromSnapshot (p. 258)
¢ RestoreDBClusterToPointinTime (p. 263)
This data type is used as a response element in the DescribeDBClusters (p. 112) action.
Type: DBCluster (p. 291) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterAlreadyExistsFault
User already has a DB cluster with the given identifier.
HTTP Status Code: 400

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.
HTTP Status Code: 404

DBClusterParameterGroupNotFound
DBClusterParameterGroupName does not refer to an existing DB Cluster parameter group.
HTTP Status Code: 404

DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404

InvalidDBClusterStateFault
The DB cluster is not in a valid state.
HTTP Status Code: 400

InvalidDBInstanceState
The specified DB instance is not in the available state.
HTTP Status Code: 400

InvalidDBSecurityGroupState
The state of the DB security group does not allow deletion.
HTTP Status Code: 400

InvalidDBSubnetGroupStateFault
The DB subnet group cannot be deleted because it is in use.
HTTP Status Code: 400
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InvalidSubnet
The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.

HTTP Status Code: 400

InvalidVPCNetworkStateFault
DB subnet group does not cover all Availability Zones after it is created because users' change.
HTTP Status Code: 400

StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. anmazonaws. conf
?Act i on=Modi f yDBC ust er
&DBCl usterl denti fi er=sanpl e-cl uster3
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 10- 31
&X- Anz- Al gori t hmnrFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140725/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140725T161457Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=d6d1c65c2e94f 5800ab411a3f 7336625820b103713b6c063430900514€21d784

Sample Response

<Modi f yDBC ust er Response xm ns="http://rds. amazonaws. com doc/ 2014-10- 31/ ">
<Mbdi f yDBd ust er Resul t >
<DBd ust er >
<Engi ne>aur or a5. 6</ Engi ne>
<St at us>avai | abl e</ St at us>
<BackupRet ent i onPer i od>0</ BackupRet ent i onPeri od>
<DBSubnet Gr oup>mny- subgr oup</ DBSubnet Gr oup>
<Engi neVer si on>5. 6. 10a</ Engi neVer si on>
<Endpoi nt >sanpl e-cl ust er 3. cl ust er - cef gqf x9y5fy. us-
east- 1. rds. anazonaws. conx/ Endpoi nt >
<DBCl usterldentifier>sanpl e-cl uster3</DBC usterldentifier>
<Pr ef err edBackupW ndow>07: 06- 07: 36</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>t ue: 10: 18-t ue: 10: 48</
Pr ef err edMai nt enanceW ndow>
<DBC ust er Menber s>
<DBd ust er Menber >
<IsCusterWiter>true</|sC usterWiter>
<DBI nst ancel dent i fi er >sanpl e- cl ust er 3- mast er </ DBl nst ancel denti fi er>
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</ DB ust er Menber >
<DBCl ust er Menber >
<IsCusterWiter>fal se</IsC usterWiter>
<DBI nst ancel dent i fi er >sanpl e-cl ust er 3-readl</ DBl nst ancel denti fi er>
</ DB ust er Menber >
</ DBO ust er Menber s>
<Al | ocat edSt or age>15</ Al | ocat edSt or age>
<Mast er User nane>awsuser </ Mast er User nane>
</ DBO ust er >
</ Modi f yDBC ust er Resul t >
<ResponseMet adat a>
<Request | d>d2cd0e?2f - 1416- 11e4- 9210- cf 99df 4125d0</ Request | d>
</ ResponseMet adat a>
</ Modi f yDBCl ust er Response>
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ModifyDBClusterParameterGroup

Modifies the parameters of a DB cluster parameter group. To modify more than one parameter, submit
a list of the following: Par anet er Nane, Par anet er Val ue, and Appl yMet hod. A maximum of 20
parameters can be modified in a single request.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Note

Changes to dynamic parameters are applied immediately. Changes to static parameters
require a reboot without failover to the DB cluster associated with the parameter group before
the change can take effect.

Important

After you create a DB cluster parameter group, you should wait at least 5 minutes before
creating your first DB cluster that uses that DB cluster parameter group as the default
parameter group. This allows Amazon RDS to fully complete the create action before the
parameter group is used as the default for a new DB cluster. This is especially important
for parameters that are critical when creating the default database for a DB cluster, such
as the character set for the default database defined by the char act er _set _dat abase
parameter. You can use the Parameter Groups option of the Amazon RDS console or the
DescribeDBClusterParameters (p. 109) command to verify that your DB cluster parameter
group has been created or modified.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterParameterGroupName
The name of the DB cluster parameter group to modify.

Type: String
Required: Yes

Parameters.Parameter.N
A list of parameters in the DB cluster parameter group to modify.

Type: array of Parameter (p. 342) objects
Required: Yes

Response Elements

The following element is returned by the service.

DBClusterParameterGroupName
The name of the DB cluster parameter group.

Constraints:

¢ Must be 1 to 255 alphanumeric characters

« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Note
This value is stored as a lowercase string.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).
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DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.

HTTP Status Code: 404

InvalidDBParameterGroupState
The DB parameter group cannot be deleted because it is in use.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Acti on=Modi f yDBCl ust er Par anet er Gr oup
&DBC ust er Par anet er G oupNane=sanpl e- cl ust er - pg
&Par amet er s. menber . 1. Appl yMet hod=pendi ng- r eboot
&Par amet er s. menber . 1. Par anet er Nane=bi nl og_f or nat
&Par amet er s. menber . 1. Par anet er Val ue=M XED
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Anz- Al gori t hmrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20160913/ us- west - 2/ rds/ aws4_r equest
&X- Anez- Dat e=20160913T173245Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
ane-date
&X- Ane-
Si gnat ur e=cf b4f 35de32455f 77405636315dd431f 2e236a1a997f 94e0f 6e00183d1f 5156e

Sample Response

<Mbdi f yDBd ust er Par anet er G oupResponse xm ns="http://rds. amazonaws. com
doc/ 2014-10- 31/ ">
<Modi f yDBCl ust er Par anet er G oupResul t >
<DBCl ust er Par anmet er G oupNanme>sanpl e- cl ust er - pg</
DBC ust er Par anmet er G oupNane>
</ Modi f yDBCO ust er Par anet er &G oupResul t >
<ResponseMet adat a>
<Request | d>1534d6al- 79d8- 11e6- 9b94- 838991bd50c6</ Request | d>
</ ResponseMet adat a>
</ Modi f yDBCl ust er Par anet er G oupResponse>
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ModifyDBClusterSnapshotAttribute

Adds an attribute and values to, or removes an attribute and values from, a manual DB cluster
shapshot.

To share a manual DB cluster snapshot with other AWS accounts, specify r est or e as the

At t ri but eName and use the Val uesToAdd parameter to add a list of IDs of the AWS accounts that
are authorized to restore the manual DB cluster snapshot. Use the value al | to make the manual DB
cluster snapshot public, which means that it can be copied or restored by all AWS accounts. Do not
add the al | value for any manual DB cluster snapshots that contain private information that you don't
want available to all AWS accounts.

To view which AWS accounts have access to copy or restore a manual DB cluster
shapshot, or whether a manual DB cluster snapshot public or private, use the
DescribeDBClusterSnapshotAttributes (p. 115) API action.

If a manual DB cluster snapshot is encrypted, it cannot be shared.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

AttributeName
The name of the DB cluster snapshot attribute to modify.

To manage authorization for other AWS accounts to copy or restore a manual DB cluster
snapshot, set this value to r est or e.

Type: String
Required: Yes
DBClusterSnapshotldentifier
The identifier for the DB cluster snapshot to modify the attributes for.
Type: String
Required: Yes
ValuesToAdd.AttributeValue.N
A list of DB cluster snapshot attributes to add to the attribute specified by At t ri but eNarne.

To authorize other AWS accounts to copy or restore a manual DB cluster snapshot, set this list to

include one or more AWS account IDs, or al | to make the manual DB cluster snapshot restorable
by any AWS account. Do not add the al | value for any manual DB cluster snapshots that contain
private information that you don't want available to all AWS accounts.

Type: array of Strings
Required: No
ValuesToRemove.AttributeValue.N
A list of DB cluster snapshot attributes to remove from the attribute specified by At t ri but eNane.

To remove authorization for other AWS accounts to copy or restore a manual DB cluster snapshot,
set this list to include one or more AWS account identifiers, or al | to remove authorization for any
AWS account to copy or restore the DB cluster snapshot. If you specify al | , an AWS account
whose account ID is explicitly added to the r est or e attribute can still copy or restore a manual
DB cluster snapshot.

Type: array of Strings
Required: No

Response Elements

The following element is returned by the service.
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DBClusterSnapshotAttributesResult
Contains the results of a successful call to the DescribeDBClusterSnapshotAttributes (p. 115) API
action.

Manual DB cluster snapshot attributes are used to authorize other AWS accounts
to copy or restore a manual DB cluster snapshot. For more information, see the
ModifyDBClusterSnapshotAttribute (p. 201) API action.

Type: DBClusterSnapshotAttributesResult (p. 302) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterSnapshotNotFoundFault
DBClusterSnapshotldentifier does not refer to an existing DB cluster snapshot.

HTTP Status Code: 404

InvalidDBClusterSnapshotStateFault
The supplied value is not a valid DB cluster snapshot state.

HTTP Status Code: 400

SharedSnapshotQuotaExceeded
You have exceeded the maximum number of accounts that you can share a manual DB snapshot
with.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-west-2. amazonaws. com

?Act i on=Modi f yDBC ust er Snapshot Attri bute

&At tri but eNane=restore

&DBC ust er Snapshot I denti fi er =manual - cl ust er - snapshot 1

&Si gnat ur eMet hod=Hmac SHA256

&Si gnat ur eVer si on=4

&Val uesToAdd. nenber . 1=123451234512

&Val uesToAdd. nenber . 2=123456789012

&Val uesToRenove. nenber . 1=al

&Ver si on=2014-10- 31

&X- Anz- Al gor i t hmFAWS4- HVAC- SHA256

&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20150922/ us- west - 2/ rds/ aws4_r equest
&X- Anz- Dat e=20150922T220515Z

&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Ane-

Si gnat ur e=ef 38f 1ce3dab4eldbf 113d8d2a265c67d17ecel999f f d36be85714ed36dddbb3

Sample Response

<Mbdi f yDBCO ust er Snapshot Attri but eResponse xm ns="http://rds. amazonaws. conf
doc/ 2014-10-31/">
<Mbdi f yDBO ust er Snapshot Attri but eResul t >
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<DBCl ust er Snapshot Attri but esResul t >
<DBCl ust er Snapshot Attri but es>
<DBCl ust er Snapshot Attri but e>
<Attribut eNane>restore</Attri but eNane>
<Attri but eVal ues>
<AttributeVal ue>123451234512</ At tri but eval ue>
<AttributeVal ue>123456789012</ At tri but eval ue>
</ Attri buteVal ues>
</ DB ust er Snapshot Attri but e>
</ DBC ust er Snapshot Attri but es>
<DBC ust er Snapshot | denti fi er >manual - cl ust er - snapshot 1</
DBSnapshot | denti fi er >
</ DBC ust er Snapshot Attri but esResul t >
</ Modi f yDBCl ust er Snapshot Attri but eResul t >
<ResponseMet adat a>
<Request | d>0122a108- 2276- 11e5- 9cc3- 0f 535cf f 56aa</ Request | d>
</ ResponseMet adat a>
</ Modi f yDBCl ust er Snapshot At tri but eResponse>
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ModifyDBInstance

Modifies settings for a DB instance. You can change one or more database configuration parameters
by specifying these parameters and the new values in the request.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

AllocatedStorage
The new storage capacity of the RDS instance. Changing this setting does not result in an outage
and the change is applied during the next maintenance window unless Appl yl rmedi at el y is set
to t r ue for this request.
MySQL
Default: Uses existing setting
Valid Values: 5-6144
Constraints: Value supplied must be at least 10% greater than the current value. Values that are
not at least 10% greater than the existing value are rounded up so that they are 10% greater than
the current value.
Type: Integer
MariaDB
Default: Uses existing setting
Valid Values: 5-6144
Constraints: Value supplied must be at least 10% greater than the current value. Values that are
not at least 10% greater than the existing value are rounded up so that they are 10% greater than
the current value.
Type: Integer
PostgreSQL
Default: Uses existing setting
Valid Values: 5-6144
Constraints: Value supplied must be at least 10% greater than the current value. Values that are
not at least 10% greater than the existing value are rounded up so that they are 10% greater than
the current value.
Type: Integer
Oracle
Default: Uses existing setting
Valid Values: 10-6144
Constraints: Value supplied must be at least 10% greater than the current value. Values that are
not at least 10% greater than the existing value are rounded up so that they are 10% greater than
the current value.
SQL Server
Cannot be modified.
If you choose to migrate your DB instance from using standard storage to using Provisioned IOPS,
or from using Provisioned IOPS to using standard storage, the process can take time. The duration
of the migration depends on several factors such as database load, storage size, storage type
(standard or Provisioned IOPS), amount of IOPS provisioned (if any), and the number of prior
scale storage operations. Typical migration times are under 24 hours, but the process can take up
to several days in some cases. During the migration, the DB instance will be available for use, but
might experience performance degradation. While the migration takes place, nightly backups for
the instance will be suspended. No other Amazon RDS operations can take place for the instance,
including modifying the instance, rebooting the instance, deleting the instance, creating a Read
Replica for the instance, and creating a DB snapshot of the instance.
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Type: Integer
Required: No
AllowMajorVersionUpgrade

Indicates that major version upgrades are allowed. Changing this parameter does not result in an
outage and the change is asynchronously applied as soon as possible.

Constraints: This parameter must be set to true when specifying a value for the EngineVersion
parameter that is a different major version than the DB instance's current version.

Type: Boolean
Required: No
Applylmmediately

Specifies whether the modifications in this request and any pending modifications are
asynchronously applied as soon as possible, regardless of the Pr ef er r edMai nt enanceW ndow
setting for the DB instance.

If this parameter is set to f al se, changes to the DB instance are applied during the next
maintenance window. Some parameter changes can cause an outage and will be applied on

the next call to RebootDBInstance (p. 238), or the next failure reboot. Review the table of
parameters in Modifying a DB Instance and Using the Apply Immediately Parameter to see the
impact that setting Appl yl mredi at el y to t rue or f al se has for each modified parameter and to
determine when the changes will be applied.

Default: f al se

Type: Boolean

Required: No
AutoMinorVersionUpgrade

Indicates that minor version upgrades will be applied automatically to the DB instance during the
maintenance window. Changing this parameter does not result in an outage except in the following
case and the change is asynchronously applied as soon as possible. An outage will result if this
parameter is set to t r ue during the maintenance window, and a newer minor version is available,
and RDS has enabled auto patching for that engine version.

Type: Boolean
Required: No
BackupRetentionPeriod

The number of days to retain automated backups. Setting this parameter to a positive number
enables backups. Setting this parameter to 0 disables automated backups.

Changing this parameter can result in an outage if you change from 0 to a non-zero value or from
a non-zero value to 0. These changes are applied during the next maintenance window unless the
Appl yI mredi at el y parameter is set to t r ue for this request. If you change the parameter from
one non-zero value to another non-zero value, the change is asynchronously applied as soon as
possible.

Default: Uses existing setting

Constraints:

¢ Must be a value from 0 to 35

» Can be specified for a MySQL Read Replica only if the source is running MySQL 5.6

¢ Can be specified for a PostgreSQL Read Replica only if the source is running PostgreSQL 9.3.5

« Cannot be set to 0 if the DB instance is a source to Read Replicas
Type: Integer
Required: No

CACertificateldentifier
Indicates the certificate that needs to be associated with the instance.
Type: String
Required: No
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CopyTagsToSnapshot

True to copy all tags from the DB instance to snapshots of the DB instance; otherwise false. The
default is false.

Type: Boolean
Required: No
DBInstanceClass

The new compute and memory capacity of the DB instance. To determine
the instance classes that are available for a particular DB engine, use the
DescribeOrderableDBInstanceOptions (p. 171) action.

Passing a value for this setting causes an outage during the change and is applied during the next
maintenance window, unless Appl yl mredi at el y is specified as t r ue for this request.

Default: Uses existing setting

Valid Values: db.t1. micro | db.nl.small | db.nl. mredium| db.nl.large |

db. mL. xl arge | db.nR.xlarge | db.nR.2xlarge | db.nR.4xlarge | db.nB. nmedi um
| db.nmB.large | db.nB.xlarge | db.n8.2xlarge | db.mt. large | db. mi. x| arge

| db.mi. 2xlarge | db.m4. 4xlarge | db. 4. 10xl arge | db.r3.large |
db.r3.xlarge | db.r3.2xlarge | db.r3.4xlarge | db.r3.8xlarge | db.t2. micro
| db.t2.small | db.t2.nedium| db.t2.large

Type: String
Required: No
DBInstanceldentifier
The DB instance identifier. This value is stored as a lowercase string.
Constraints:
¢ Must be the identifier for an existing DB instance
» Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
» Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
DBParameterGroupName

The name of the DB parameter group to apply to the DB instance. Changing this setting does
not result in an outage. The parameter group name itself is changed immediately, but the actual
parameter changes are not applied until you reboot the instance without failover. The db instance
will NOT be rebooted automatically and the parameter changes will NOT be applied during the
next maintenance window.

Default: Uses existing setting

Constraints: The DB parameter group must be in the same DB parameter group family as this DB
instance.

Type: String
Required: No
DBPortNumber
The port number on which the database accepts connections.

The value of the DBPor t Nunber parameter must not match any of the port values specified for
options in the option group for the DB instance.

Your database will restart when you change the DBPor t Nunber value regardless of the value of
the Appl yl rmedi at el y parameter.

MySQL

Default: 3306

Valid Values: 1150- 65535
MariaDB

Default: 3306
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Valid Values: 1150- 65535

PostgreSQL

Default: 5432

Valid Values: 1150- 65535

Type: Integer

Oracle

Default: 1521

Valid Values: 1150- 65535

SQL Server

Default: 1433

Valid Values: 1150- 65535 except for 1434, 3389, 47001, 49152, and 49152 through 49156.

Amazon Aurora

Default: 3306

Valid Values: 1150- 65535

Type: Integer

Required: No
DBSecurityGroups.DBSecurityGroupName.N

A list of DB security groups to authorize on this DB instance. Changing this setting does not result
in an outage and the change is asynchronously applied as soon as possible.

Constraints:
¢ Must be 1 to 255 alphanumeric characters
« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: array of Strings
Required: No

DBSubnetGroupName

The new DB subnet group for the DB instance. You can use this parameter to move your DB
instance to a different VPC. If your DB instance is not in a VPC, you can also use this parameter
to move your DB instance into a VPC. For more information, see Updating the VPC for a DB
Instance.

Changing the subnet group causes an outage during the change. The change is applied during the
next maintenance window, unless you specify t r ue for the Appl yl medi at el y parameter.

Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens.

Example: mySubnet Gr oup
Type: String
Required: No

Domain

The Active Directory Domain to move the instance to. Specify none to remove the instance from
its current domain. The domain must be created prior to this operation. Currently only a Microsoft
SQL Server instance can be created in a Active Directory Domain.

Type: String
Required: No
DomainlAMRoleName
The name of the IAM role to use when making API calls to the Directory Service.
Type: String
Required: No
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EngineVersion
The version number of the database engine to upgrade to. Changing this parameter results
in an outage and the change is applied during the next maintenance window unless the
Appl yI mredi at el y parameter is set to t r ue for this request.
For major version upgrades, if a non-default DB parameter group is currently in use, a new DB
parameter group in the DB parameter group family for the new engine version must be specified.
The new DB parameter group can be the default for that DB parameter group family.
For a list of valid engine versions, see CreateDBInstance (p. 42).
Type: String
Required: No

lops
The new Provisioned IOPS (I/O operations per second) value for the RDS instance. Changing
this setting does not result in an outage and the change is applied during the next maintenance
window unless the Appl yl medi at el y parameter is set to t r ue for this request.
Default: Uses existing setting

Constraints: Value supplied must be at least 10% greater than the current value. Values that are
not at least 10% greater than the existing value are rounded up so that they are 10% greater than
the current value. If you are migrating from Provisioned IOPS to standard storage, set this value to
0. The DB instance will require a reboot for the change in storage type to take effect.
SQL Server
Setting the IOPS value for the SQL Server database engine is not supported.
Type: Integer
If you choose to migrate your DB instance from using standard storage to using Provisioned IOPS,
or from using Provisioned IOPS to using standard storage, the process can take time. The duration
of the migration depends on several factors such as database load, storage size, storage type
(standard or Provisioned IOPS), amount of IOPS provisioned (if any), and the number of prior
scale storage operations. Typical migration times are under 24 hours, but the process can take up
to several days in some cases. During the migration, the DB instance will be available for use, but
might experience performance degradation. While the migration takes place, nightly backups for
the instance will be suspended. No other Amazon RDS operations can take place for the instance,
including modifying the instance, rebooting the instance, deleting the instance, creating a Read
Replica for the instance, and creating a DB snapshot of the instance.
Type: Integer
Required: No

LicenseModel
The license model for the DB instance.
Valid values: | i cense-i ncl uded | bri ng-your-own-1icense |general -public-license
Type: String
Required: No

MasterUserPassword
The new password for the DB instance master user. Can be any printable ASCII character except
II/II, Illlll’ Or II@II.

Changing this parameter does not result in an outage and the change is asynchronously applied
as soon as possible. Between the time of the request and the completion of the request, the

Mast er User Passwor d element exists in the Pendi ngModi f i edVal ues element of the operation
response.

Default: Uses existing setting
Constraints: Must be 8 to 41 alphanumeric characters (MySQL, MariaDB, and Amazon Aurora), 8
to 30 alphanumeric characters (Oracle), or 8 to 128 alphanumeric characters (SQL Server).

Note

Amazon RDS API actions never return the password, so this action provides a way to

regain access to a primary instance user if the password is lost. This includes restoring
privileges that might have been accidentally revoked.
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Type: String
Required: No
MonitoringInterval

The interval, in seconds, between points when Enhanced Monitoring metrics are collected for the
DB instance. To disable collecting Enhanced Monitoring metrics, specify 0. The default is 0.

If Moni t ori ngRol eAr n is specified, then you must also set Moni t ori ngl nt erval to avalue
other than 0.
Valid Values: 0, 1, 5, 10, 15, 30, 60
Type: Integer
Required: No
MonitoringRoleArn
The ARN for the 1AM role that permits RDS to send enhanced monitoring metrics to CloudWatch

Logs. For example, ar n: aws: i am 123456789012: r ol e/ emaccess. For information on creating
a monitoring role, go to To create an IAM role for Amazon RDS Enhanced Monitoring.

If Moni t ori ngl nt erval is set to a value other than 0, then you must supply a
Moni t or i ngRol eAr n value.
Type: String
Required: No
MultiAZ
Specifies if the DB instance is a Multi-AZ deployment. Changing this parameter does not
result in an outage and the change is applied during the next maintenance window unless the
Appl yl medi at el y parameter is set to t r ue for this request.
Constraints: Cannot be specified if the DB instance is a Read Replica.
Type: Boolean
Required: No
NewDBInstanceldentifier
The new DB instance identifier for the DB instance when renaming a DB instance. When you
change the DB instance identifier, an instance reboot will occur immediately if you set Appl y

I mmedi at el y to true, or will occur during the next maintenance window if Appl y | mmedi atel y
to false. This value is stored as a lowercase string.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No

OptionGroupName
Indicates that the DB instance should be associated with the specified option group. Changing
this parameter does not result in an outage except in the following case and the change is applied
during the next maintenance window unless the Appl yl nmedi at el y parameter is setto t r ue
for this request. If the parameter change results in an option group that enables OEM, this change
can cause a brief (sub-second) period during which new connections are rejected but existing
connections are not interrupted.
Permanent options, such as the TDE option for Oracle Advanced Security TDE, cannot be
removed from an option group, and that option group cannot be removed from a DB instance once
it is associated with a DB instance
Type: String
Required: No

PreferredBackupWindow
The daily time range during which automated backups are created if automated backups are

enabled, as determined by the BackupRet ent i onPer i od parameter. Changing this parameter
does not result in an outage and the change is asynchronously applied as soon as possible.
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Constraints:
¢ Must be in the format hh24:mi-hh24:mi
» Times should be in Universal Time Coordinated (UTC)
¢ Must not conflict with the preferred maintenance window
* Must be at least 30 minutes
Type: String
Required: No
PreferredMaintenanceWindow
The weekly time range (in UTC) during which system maintenance can occur, which might result in
an outage. Changing this parameter does not result in an outage, except in the following situation,
and the change is asynchronously applied as soon as possible. If there are pending actions
that cause a reboot, and the maintenance window is changed to include the current time, then
changing this parameter will cause a reboot of the DB instance. If moving this window to the

current time, there must be at least 30 minutes between the current time and end of the window to
ensure pending changes are applied.

Default: Uses existing setting
Format: ddd:hh24:mi-ddd:hh24:mi
Valid Days: Mon | Tue | Wed | Thu | Fri | Sat | Sun
Constraints: Must be at least 30 minutes
Type: String
Required: No
PromotionTier
A value that specifies the order in which an Aurora Replica is promoted to the primary instance

after a failure of the existing primary instance. For more information, see Fault Tolerance for an
Aurora DB Cluster.

Default: 1
Valid Values: 0 - 15
Type: Integer
Required: No
PubliclyAccessible
Boolean value that indicates if the DB instance has a publicly resolvable DNS name. Set to Tr ue
to make the DB instance Internet-facing with a publicly resolvable DNS name, which resolves to a

public IP address. Set to Fal se to make the DB instance internal with a DNS name that resolves
to a private IP address.

Publ i cl yAccessi bl e only applies to DB instances in a VPC. The DB instance must be part of a
public subnet and Publ i cl yAccessi bl e must be true in order for it to be publicly accessible.

Changes to the Publ i cl yAccessi bl e parameter are applied immediately regardless of the value
of the Appl yl nmedi at el y parameter.

Default: false
Type: Boolean

Required: No

StorageType
Specifies the storage type to be associated with the DB instance.
Valid values: standard | gp2 | iol

If you specify i 01, you must also include a value for the | ops parameter.
Default: i ol if the | ops parameter is specified; otherwise st andar d
Type: String
Required: No
TdeCredentialArn
The ARN from the Key Store with which to associate the instance for TDE encryption.
Type: String
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Required: No
TdeCredentialPassword
The password for the given ARN from the Key Store in order to access the device.
Type: String
Required: No
VpcSecurityGrouplds.VpcSecurityGroupld.N

A list of EC2 VPC security groups to authorize on this DB instance. This change is asynchronously
applied as soon as possible.

Constraints:

¢ Must be 1 to 255 alphanumeric characters

¢ First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: array of Strings

Required: No

Response Elements

The following element is returned by the service.

DBlInstance
Contains the result of a successful invocation of the following actions:
¢ CreateDBInstance (p. 42)
¢ DeleteDBInstance (p. 85)
¢ ModifyDBInstance (p. 204)
This data type is used as a response element in the DescribeDBInstances (p. 124) action.
Type: DBInstance (p. 304) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

AuthorizationNotFound
Specified CIDRIP or EC2 security group is not authorized for the specified DB security group.
RDS may not also be authorized via IAM to perform necessary actions on your behalf.
HTTP Status Code: 404
CertificateNotFound
Certificateldentifier does not refer to an existing certificate.
HTTP Status Code: 404
DBInstanceAlreadyExists
User already has a DB instance with the given identifier.
HTTP Status Code: 400
DBInstanceNotFound
DBlInstanceldentifier does not refer to an existing DB instance.
HTTP Status Code: 404
DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.
HTTP Status Code: 404
DBSecurityGroupNotFound
DBSecurityGroupName does not refer to an existing DB security group.
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HTTP Status Code: 404
DBUpgradeDependencyFailure
The DB upgrade failed because a resource the DB depends on could not be modified.
HTTP Status Code: 400
DomainNotFoundFault
Domain does not refer to an existing Active Directory Domain.
HTTP Status Code: 404
InsufficientDBInstanceCapacity
Specified DB instance class is not available in the specified Availability Zone.
HTTP Status Code: 400
InvalidDBInstanceState
The specified DB instance is not in the available state.
HTTP Status Code: 400
InvalidDBSecurityGroupState
The state of the DB security group does not allow deletion.
HTTP Status Code: 400
InvalidVPCNetworkStateFault
DB subnet group does not cover all Availability Zones after it is created because users' change.
HTTP Status Code: 400
OptionGroupNotFoundFault
The specified option group could not be found.
HTTP Status Code: 404
ProvisionedlopsNotAvailablelInAZFault
Provisioned IOPS not available in the specified Availability Zone.
HTTP Status Code: 400
StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

StorageTypeNotSupported
StorageType specified cannot be associated with the DB Instance.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com

?Act i on=Mbdi f yDBI nst ance

&Al | ocat edSt or age=20

&DBI nst ancel denti fi er =myawsuser - dbi 04

&Si gnat ur eMet hod=Hnac SHA256

&Si gnat ur eVer si on=4

&Ver si on=2014-09- 01

&X- Az - Al gor i t hmrAWSB4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140425/ us- east - 1/ rds/ aws4_r equest

&X- Ane- Dat e=20140425T192732Z

&X- Az - Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- date
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&X- Ane-
Si gnat ur e=1dc9dd716f 4855e9bdf 188c70f 1cf 9f 6251b070b68b81103b59ec70c3e7854h3

Sample Response

<Modi f yDBI nst anceResponse xm ns="http://rds. amazonaws. com doc/ 2014- 09-01/" >
<Mbodi f yDBI nst anceResul t >
<DBI nst ance>
<BackupRet ent i onPer i od>7</ BackupRet ent i onPeri od>
<DBI nst anceSt at us>avai | abl e</ DBl nst anceSt at us>
<Mul ti AZ>t rue</ Mul ti AZ>
<VpcSecurityG oups/ >
<DBI nst ancel denti fi er >myawsuser - dbi 04</ DBI nst ancel denti fi er>
<Pr ef er r edBackupW ndow>10: 03- 10: 33</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>wed: 03: 32- wed: 04: 02</
Pr ef err edMai nt enanceW ndow>
<Avai | abi |l i tyZone>us- east - la</ Avai | abi | i tyZone>
<ReadRepl i caDBI nst ancel denti fi ers/>
<Lat est Rest or abl eTi me>2014- 04- 25T19: 25: 00Z</ Lat est Rest or abl eTi ne>
<Engi ne>nysql </ Engi ne>
<Pendi nghodi f i edVal ues>
<Al | ocat edSt or age>20</ Al | ocat edSt or age>
</ Pendi nghbdi f i edVal ues>
<Li censeMbdel >gener al - publ i c-1i cense</Li censeMdel >
<DBPar amnet er G oups>
<DBPar anet er G oup>
<Par anet er Appl ySt at us>i n- sync</ Par anet er Appl ySt at us>
<DBPar anet er G oupNanme>def aul t . nysql 5. 6</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
</ DBPar anet er G oups>
<Endpoi nt >
<Por t >3306</ Port >
<Addr ess>nyawsuser - dbi 04. cg037hpkuyj t. us-east-1.rds. amazonaws. conk/
Addr ess>
</ Endpoi nt >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<Secondar yAvai | abi | i t yZone>us- east - 1b</ Secondar yAvai | abi | i t yZone>
<Opt i onG oupMenber shi ps>
<Opt i onG oupMenber shi p>
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>i n-sync</ St at us>
</ Opti onG oupMenber shi p>
</ Opti onG oupMenber shi ps>
<Publ i cl yAccessi bl e>t rue</ Publ i cl yAccessi bl e>
<DBSecurityGroups>
<DBSecuri t yGroup>
<St atus>acti ve</ St at us>
<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurityG oups>
<DBNane>myawsuser _db04</ DBNanme>
<Aut oM nor Ver si onUpgr ade>t r ue</ Aut oM nor Ver si onUpgr ade>
<l nst anceCr eat eTi ne>2014- 04- 25T18: 07: 51. 508Z</ | nst anceCr eat eTi ne>
<Al | ocat edSt or age>15</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
<DBI nst anced ass>db. nl. snal | </ DBl nst anced ass>
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</ DBI nst ance>
</ Modi f yDBI nst anceResul t >
<ResponseMet adat a>
<Request | d>f 643f 1ac- bbf e- 11d3-f 4c6- 37db295f 7674</ Request | d>
</ ResponseMet adat a>
</ Modi f yDBI nst anceResponse>
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ModifyDBParameterGroup

Modifies the parameters of a DB parameter group. To modify more than one parameter, submit a list of
the following: Par anet er Nane, Par anet er Val ue, and Appl yMet hod. A maximum of 20 parameters
can be modified in a single request.

Note

Changes to dynamic parameters are applied immediately. Changes to static parameters
require a reboot without failover to the DB instance associated with the parameter group
before the change can take effect.

Important

After you modify a DB parameter group, you should wait at least 5 minutes before creating
your first DB instance that uses that DB parameter group as the default parameter group. This
allows Amazon RDS to fully complete the modify action before the parameter group is used as
the default for a new DB instance. This is especially important for parameters that are critical
when creating the default database for a DB instance, such as the character set for the default
database defined by the char act er _set _dat abase parameter. You can use the Parameter
Groups option of the Amazon RDS console or the DescribeDBParameters command to verify
that your DB parameter group has been created or modified.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBParameterGroupName
The name of the DB parameter group.
Constraints:
¢ Must be the name of an existing DB parameter group
¢ Must be 1 to 255 alphanumeric characters
« First character must be a letter
« Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
Parameters.Parameter.N
An array of parameter names, values, and the apply method for the parameter update. At least

one parameter name, value, and apply method must be supplied; subsequent arguments are
optional. A maximum of 20 parameters can be modified in a single request.

Valid Values (for the application method): i medi ate | pendi ng-r eboot
Note
You can use the immediate value with dynamic parameters only. You can use the

pending-reboot value for both dynamic and static parameters, and changes are applied
when you reboot the DB instance without failover.

Type: array of Parameter (p. 342) objects
Required: Yes

Response Elements

The following element is returned by the service.

DBParameterGroupName
Provides the name of the DB parameter group.
Type: String
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.

HTTP Status Code: 404

InvalidDBParameterGroupState
The DB parameter group cannot be deleted because it is in use.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. anazonaws. conf
?Act i on=NMbdi f yDBPar anet er Gr oup
&DBPar anet er G oupNane=nydbpar anet er gr oup01
&Par anet er s. nenber. 1. Appl yMet hod=i nmedi at e
&Par anet er s. nenber. 1. Par anet er Nane=bi nl og_cache_si ze
&Par anet er s. nenber . 1. Par anet er Val ue=65536
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gor i t hmrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140425/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140425T193811Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=af d9acf ee876360dd294189465aca26502343d405292dc6e43b1961ad4d1ld7e2

Sample Response

<Mbdi f yDBPar anet er G oupResponse xm ns="http://rds. amazonaws. com
doc/ 2014-09- 01/ ">
<Modi f yDBPar anet er G oupResul t >
<DBPar anet er G oupNane>nydbpar anet er gr oup01</ DBPar anet er G oupNane>
</ Modi f yDBPar anmet er & oupResul t >
<ResponseMet adat a>
<Request | d>12d7435e- bba0- 11d3-f ell- 33d33a9bb7e3</ Request | d>
</ ResponseMet adat a>
</ Modi f yDBPar anet er & oupResponse>
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ModifyDBSnapshotAttribute

Adds an attribute and values to, or removes an attribute and values from, a manual DB snapshot.

To share a manual DB snapshot with other AWS accounts, specify r est or e as the At t ri but eNane
and use the Val uesToAdd parameter to add a list of IDs of the AWS accounts that are authorized to
restore the manual DB snapshot. Uses the value al | to make the manual DB snapshot public, which
means it can be copied or restored by all AWS accounts. Do not add the al | value for any manual DB
snapshots that contain private information that you don't want available to all AWS accounts.

To view which AWS accounts have access to copy or restore a manual DB snapshot, or whether a
manual DB snapshot public or private, use the DescribeDBSnapshotAttributes (p. 139) API action.

If the manual DB snapshot is encrypted, it cannot be shared.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

AttributeName
The name of the DB snapshot attribute to modify.

To manage authorization for other AWS accounts to copy or restore a manual DB snapshot, set
this value torest ore.

Type: String
Required: Yes
DBSnapshotldentifier
The identifier for the DB snapshot to modify the attributes for.
Type: String
Required: Yes
ValuesToAdd.AttributeValue.N
A list of DB snapshot attributes to add to the attribute specified by At t ri but eNane.

To authorize other AWS accounts to copy or restore a manual snapshot, set this list to include
one or more AWS account IDs, or al | to make the manual DB snapshot restorable by any AWS
account. Do not add the al | value for any manual DB snapshots that contain private information
that you don't want available to all AWS accounts.

Type: array of Strings
Required: No
ValuesToRemove.AttributeValue.N
A list of DB snapshot attributes to remove from the attribute specified by At t ri but eNare.

To remove authorization for other AWS accounts to copy or restore a manual snapshot, set this
list to include one or more AWS account identifiers, or al | to remove authorization for any AWS
account to copy or restore the DB snapshot. If you specify al | , an AWS account whose account
ID is explicitly added to the r est or e attribute can still copy or restore the manual DB snapshot.

Type: array of Strings
Required: No

Response Elements

The following element is returned by the service.

DBSnapshotAttributesResult
Contains the results of a successful call to the DescribeDBSnapshotAttributes (p. 139) API action.
Manual DB snapshot attributes are used to authorize other AWS accounts to copy or restore a

manual DB snapshot. For more information, see the ModifyDBSnapshotAttribute (p. 217) API
action.
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Type: DBSnapshotAttributesResult (p. 318) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSnapshotNotFound
DBSnapshotldentifier does not refer to an existing DB snapshot.

HTTP Status Code: 404
InvalidDBSnapshotState
The state of the DB snapshot does not allow deletion.
HTTP Status Code: 400
SharedSnapshotQuotaExceeded

You have exceeded the maximum number of accounts that you can share a manual DB snapshot
with.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-west-2. anmazonaws. conf

?Act i on=NMbdi f yDBSnapshot Attri bute

&At tri but eNane=restore

&DBSnapshot | denti fi er =manual - snapshot 1

&Si gnat ur eMet hod=Hmac SHA256&Si gnat ur eVer si on=4

&Val uesToAdd. nenber . 1=123451234512

&Val uesToAdd. nenber . 2=123456789012

&Val uesToRenove. nenber . 1=al

&Ver si on=2014-10- 31

&X- Anz- Al gor i t hnrAWS4- HVAC- SHA256

&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20150922/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat €=20150922T220515Z

&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Ane -

Si gnat ur e=ef 38f 1ce3dab4eldbf 113d8d2a265c67d17ecel999f f d36be85714ed36dddbb3

Sample Response

<Modi f yDBSnapshot At t ri but eResponse xm ns="http://rds. amazonaws. coni
doc/ 2014-10-31/">
<Modi f yDBSnapshot At tri but eResul t >
<DBSnapshot Attri but esResul t >
<DBSnapshot Attri but es>
<DBSnapshot Attri but e>
<Attribut eName>restore</Attri but eNane>
<Attri but eVal ues>
<AttributeVal ue>123451234512</ At tri but eval ue>
<AttributeVal ue>123456789012</ Attri but eval ue>
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</ Attri buteVal ues>
</ DBShapshot Attri but e>
</ DBSnhapshot Attri but es>
<DBSnhapshot I dent i fi er >manual - snapshot 1</ DBSnapshot | denti fi er >
</ DBSnhapshot Attri but esResul t >
</ Modi f yDBSnapshot Attri but eResul t >
<ResponseMet adat a>
<Request | d>0122a108- 2276- 11e5- 9cc3- 0f 535cf f 56aa</ Request | d>
</ ResponseMet adat a>
</ Modi f yDBSnapshot Attri but eResponse>
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ModifyDBSubnetGroup

Modifies an existing DB subnet group. DB subnet groups must contain at least one subnet in at least
two AZs in the region.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBSubnetGroupDescription
The description for the DB subnet group.

Type: String
Required: No
DBSubnetGroupName
The name for the DB subnet group. This value is stored as a lowercase string.

Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens. Must not be default.

Example: mySubnet gr oup

Type: String

Required: Yes
Subnetlds.Subnetldentifier.N

The EC2 subnet IDs for the DB subnet group.

Type: array of Strings

Required: Yes

Response Elements

The following element is returned by the service.

DBSubnetGroup
Contains the result of a successful invocation of the following actions:

¢ CreateDBSubnetGroup (p. 69)
¢ ModifyDBSubnetGroup (p. 220)
¢ DescribeDBSubnetGroups (p. 145)

¢ DeleteDBSubnetGroup (p. 95)
This data type is used as a response element in the DescribeDBSubnetGroups (p. 145) action.

Type: DBSubnetGroup (p. 319) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBSubnetGroupDoesNotCoverEnoughAZs
Subnets in the DB subnet group should cover at least two Availability Zones unless there is only
one Availability Zone.
HTTP Status Code: 400
DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404
DBSubnetQuotaExceededFault
Request would result in user exceeding the allowed number of subnets in a DB subnet groups.
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HTTP Status Code: 400

InvalidSubnet
The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.

HTTP Status Code: 400

SubnetAlreadylnUse
The DB subnet is already in use in the Availability Zone.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. con
?Act i on=Mbdi f yDBSubnet G- oup
&DBSubnet Gr oupDescri pti on=A%20new20Descri pti on
&DBSubnet G- oupNane=nyawsuser - sngr p
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Subnet | ds. menber . 1=subnet - e4d398al
&Subnet | ds. menber . 2=subnet - c2bdb6ba
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hmrFAWS4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140425/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat e=20140425T7200214Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
anez-dat e
&X- Ane -
Si gnat ur e=213c429d925ch1608f c13aldde48715bcac3b0794536ee90beac34203265f 9af

Sample Response

<Mbdi f yDBSubnet G oupResponse xm ns="http://rds. anazonaws. con!
doc/ 2014- 09-01/" >
<Mbodi f yDBSubnet Gr oupResul t >
<DBSubnet G oup>
<Vpcl d>vpc- 33ac97ea</ Vpcl d>
<Subnet Gr oupSt at us>Conpl et e</ Subnet Gr oupSt at us>
<DBSubnet Gr oupDescri pti on>A new Descri pti on</ DBSubnet Gr oupDescri pti on>
<DBSubnet G- oupNane>nyawsuser - sngr p</ DBSubnet G oupNane>
<Subnet s>
<Subnet >
<Subnet St at us>Act i ve</ Subnet St at us>
<Subnet | denti fi er >subnet - e4d398al</ Subnet | denti fi er >
<Subnet Avai | abi | i tyZone>
<Name>us- east - 1b</ Nane>
<Provi si onedl opsCapabl e>f al se</ Provi si onedl opsCapabl e>
</ Subnet Avai | abi | ityZone>
</ Subnet >
<Subnet >
<Subnet St at us>Act i ve</ Subnet St at us>
<Subnet | denti fi er >subnet - c2bdb6ba</ Subnet | denti fi er >
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<Subnet Avai | abi | i tyZone>
<Name>us- east - 1c</ Nane>
<Provi si onedl opsCapabl e>f al se</ Provi si onedl opsCapabl e>
</ Subnet Avai | abi | ityZone>
</ Subnet >
</ Subnet s>
</ DBSubnet Gr oup>
</ Modi f yDBSubnet Gr oupResul t >
<ResponseMet adat a>
<Request | d>6dd028be- bba3- 11d3-f 4c6- 37db295f 7674</ Request | d>
</ ResponseMet adat a>
</ Modi f yDBSubnet G oupResponse>
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ModifyEventSubscription

Modifies an existing RDS event notification subscription. Note that you cannot modify the
source identifiers using this call; to change source identifiers for a subscription, use the
AddSourceldentifierToSubscription (p. 7) and RemoveSourceldentifierFromSubscription (p. 243)
calls.

You can see a list of the event categories for a given SourceType in the Events topic in the Amazon
RDS User Guide or by using the DescribeEventCategories action.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Enabled
A Boolean value; set to true to activate the subscription.
Type: Boolean
Required: No
EventCategories.EventCategory.N
A list of event categories for a SourceType that you want to subscribe to. You can see a list of the

categories for a given SourceType in the Events topic in the Amazon RDS User Guide or by using
the DescribeEventCategories action.

Type: array of Strings
Required: No
SnsTopicArn

The Amazon Resource Name (ARN) of the SNS topic created for event notification. The ARN is
created by Amazon SNS when you create a topic and subscribe to it.

Type: String
Required: No
SourceType
The type of source that will be generating the events. For example, if you want to be notified of

events generated by a DB instance, you would set this parameter to db-instance. if this value is not
specified, all events are returned.

Valid values: db-instance | db-parameter-group | db-security-group | db-snapshot
Type: String
Required: No
SubscriptionName
The name of the RDS event notification subscription.
Type: String
Required: Yes

Response Elements

The following element is returned by the service.

EventSubscription
Contains the results of a successful invocation of the DescribeEventSubscriptions (p. 159) action.
Type: EventSubscription (p. 327) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).
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EventSubscriptionQuotaExceeded
You have reached the maximum number of event subscriptions.

HTTP Status Code: 400
SNSiInvalidTopic
SNS has responded that there is a problem with the SND topic specified.
HTTP Status Code: 400
SNSNoAuthorization
You do not have permission to publish to the SNS topic ARN.
HTTP Status Code: 400
SNSTopicArnNotFound
The SNS topic ARN does not exist.
HTTP Status Code: 404
SubscriptionCategoryNotFound
The supplied category does not exist.
HTTP Status Code: 404
SubscriptionNotFound
The subscription name does not exist.
HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Mbdi f yEvent Subscri pti on
&Enabl ed=t r ue
&Event Cat egori es. menber. 1=creati on
&Event Cat egori es. nenber . 2=del eti on
&Event Cat egori es. menber. 3=fai | over
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4

&SnsTopi cAr n=ar n¥%8Aaws ¥8Asns¥BAus- west - 29BAB02#####A###YBANY - r ds- event s

&Sour cel ds. menber . 1=nyexanpl edb&Sour ceType=db-i nst ance
&Subscri pti onName=ES- myuser 01

&Ver si on=2014-09- 01

&X- Ane- Al gori t hm=AWB4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140428/ us- west - 2/ rds/ aws4_r equest

&X- Anz- Dat e=20140428T183020Z

&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-

anz-date
&X- Ane -

Si gnat ur e=3d85bdf af 13861e93a9528824d9876ed87e6e0laaf 43a962ce6f 2a39247cf 33a

Sample Response

<Mbdi f yEvent Subscri pti onResponse xm ns="http://rds. anazonaws. con!

doc/ 2014- 09- 01/ " >
<Modi f yEvent Subscri pti onResul t >
<Event Subscri pti on>
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<Cust oner Aws| d>802#########</ Cust oner Aws| d>
<Enabl ed>t r ue</ Enabl ed>
<Sour ceType>db-i nst ance</ Sour ceType>
<St at us>nodi f yi ng</ St at us>
<Sour cel dsLi st >
<Sour cel d>nyexanpl edb</ Sour cel d>
</ Sour cel dsLi st >
<Subscri ptionCreati onTi ne>2014- 04-28 18: 24: 52. 735</
Subscri ptionCreationTi me>
<Event Cat egori esLi st >
<Event Cat egor y>cr eat i on</ Event Cat egor y>
<Event Cat egor y>del et i on</ Event Cat egory>
<Event Cat egor y>f ai | over </ Event Cat egor y>
</ Event Cat egori esLi st >
<Cust Subscri pti onl d>ES- nyuser 01</ Cust Subscri pti onl d>
<SnsTopi CArn>ar n: aws: SNs: us- west - 2: 802#########: ny-r ds- event s</
SnsTopi cAr n>
</ Event Subscri pti on>
</ Modi f yEvent Subscri pti onResul t >
<ResponseMet adat a>
<Request | d>1798605b- be02- 11d3-f 73c-899ec2766c3b</ Request | d>
</ ResponseMet adat a>
</ Modi f yEvent Subscri pti onResponse>
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ModifyOptionGroup

Modifies an existing option group.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Applylmmediately

Indicates whether the changes should be applied immediately, or during the next maintenance
window for each instance associated with the option group.

Type: Boolean
Required: No
OptionGroupName
The name of the option group to be modified.

Permanent options, such as the TDE option for Oracle Advanced Security TDE, cannot be
removed from an option group, and that option group cannot be removed from a DB instance once
it is associated with a DB instance

Type: String
Required: Yes
OptionsTolnclude.OptionConfiguration.N

Options in this list are added to the option group or, if already present, the specified configuration
is used to update the existing configuration.

Type: array of OptionConfiguration (p. 332) objects
Required: No

OptionsToRemove.member.N
Options in this list are removed from the option group.
Type: array of Strings
Required: No

Response Elements

The following element is returned by the service.

OptionGroup
Type: OptionGroup (p. 333) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

InvalidOptionGroupStateFault
The option group is not in the available state.
HTTP Status Code: 400
OptionGroupNotFoundFault

The specified option group could not be found.
HTTP Status Code: 404
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Examples

Example

Sample Request

https://rds. us-east-1. amazonaws. con
?Act i on=NMbdi f yOpti onG oup
&Appl yl medi at el y=true
&Opt i onG oupNanme=myawsuser - 0g02
&Opt i onsTol ncl ude. menber . 1. DBSecur it yG oupMenber shi ps. menber . 1=def aul t
&Opt i onsTol ncl ude. menber . 1. Opt i onName=MEMCACHED
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hmFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140501/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat €=20140501T230529Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- ane- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=4b278baae6294738704a9948e355af 0e9bd4f a0913d5b35b0a9a3c916925aced

Sample Response

<Modi f yOpt i onG oupResponse xm ns="http://rds. amazonaws. con’ doc/ 2014- 09- 01/ ">
<Mbodi f yOpt i onGr oupResul t >
<Opti onGr oup>
<Opt i onGr oupName>nyawsuser - 0g02</ Opt i onGr oupNanme>
<Maj or Engi neVer si on>5. 6</ Maj or Engi neVer si on>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>f al se</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Engi neNanme>nysql </ Engi neNane>
<Opti onG oupDescri ption>ny second og</ Opti onG oupDescri pti on>
<Opti ons>
<Opti on>
<Port>11211</ Port >
<Opt i onNane>MEMCACHED</ Opt i onNane>
<OptionDescri ption>l nnodb Mentached for MySQL</ OptionDescription>
<Per si st ent >f al se</ Per si stent >
<OptionSettings>
<OptionSetting>
<Dat aType>BOOLEAN</ Dat aType>
<l shodi fi abl e>true</ | sModi fi abl e>
<l sCol | ecti on>fal se</1sCol | ecti on>
<Description>lf enabl ed when there is no nore nenory to
store items, nencached will return an error rather than evicting itens. </
Descri ption>
<Nane>ERROR_ON_MEMORY_EXHAUSTED</ Nane>
<Val ue>0</ Val ue>
<Appl yType>STATI C</ Appl yType>
<Al | owedVal ues>0, 1</ Al | owedVal ues>
<Def aul t Val ue>0</ Def aul t Val ue>
</ OptionSetting>
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<OptionSetting>
<Dat aType>| NTEGER</ Dat aType>
<lI sModi fi abl e>true</1shodi fi abl e>
<l sCol | ecti on>fal se</1sCol | ecti on>
<Descri pti on>The backl og queue configures how nany network
connections can be waiting to be processed by nentached</ Description>
<Name>BACKLOG_QUEUE_LI M T</ Nane>
<Val ue>1024</ Val ue>
<Appl yType>STATI C</ Appl yType>
<Al | owedVal ues>1-2048</ Al | owedVal ues>
<Def aul t Val ue>1024</ Def aul t Val ue>
</ OptionSetting>
</ OptionSettings>
<VpcSecurityG oupMenber shi ps/ >
<Per manent >f al se</ Per manent >
<DBSecuri t yGroupMenber shi ps>
<DBSecuri t yGroup>
<St at us>aut hori zed</ St at us>
<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurit yG oupMenber shi ps>
</ Option>
</ Opti ons>
</ Opti onGr oup>
</ Modi f yOpt i onGr oupResul t >
<ResponseMet adat a>
<Request | d>073cf b45- c184- 11d3- a537- cef 97546330c</ Request | d>
</ ResponseMet adat a>
</ Modi f yOpt i onGr oupResponse>

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Acti on=Modi f yOpti onG oup
&Appl yl nredi at el y=true
&pt i onGr oupNane=nyawsuser - 0g02
&Opt i onsToRenove. Opt i onNane=MEMCACHED
&Si gnat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hmrFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140501/ us- east - 1/ rds/ aws4_r equest
&X- Anz - Dat e=20140501T231731Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=f d7e€924d39f 1014488eb3444a8f df b028e958b97703f 95845a5addc435¢c1399

Sample Response

<Modi f yOpt i onG oupResponse xm ns="http://rds. amazonaws. conf doc/ 2014- 09- 01/ ">
<Mbodi f yOpti onGr oupResul t >
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<Opti onG oup>
<Opt i onGr oupName>nyawsuser - 0g02</ Opt i onGr oupNanme>
<Al | owsVpcAndNonVpcl nst anceMenber shi ps>t rue</
Al | owsVpcAndNonVpcl nst anceMenber shi ps>
<Maj or Engi neVer si on>5. 6</ Maj or Engi neVer si on>
<Engi neNanme>nysql </ Engi neNane>
<Opti onG oupDescri ption>ny second og</ Opti onG oupDescri pti on>
<Options/ >
</ Opti onGr oup>
</ Modi f yOpt i onGr oupResul t >
<ResponseMet adat a>
<Request | d>b5f 134f 3- c185- 11d3-f 4c6- 37db295f 7674</ Request | d>
</ ResponseMet adat a>
</ Modi f yOpt i onGr oupResponse>
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PromoteReadReplica

Promotes a Read Replica DB instance to a standalone DB instance.

Note

We recommend that you enable automated backups on your Read Replica before promoting
the Read Replica. This ensures that no backup is taken during the promotion process. Once
the instance is promoted to a primary instance, backups are taken based on your backup
settings.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

BackupRetentionPeriod
The number of days to retain automated backups. Setting this parameter to a positive number
enables backups. Setting this parameter to 0 disables automated backups.

Default: 1
Constraints:
¢ Must be a value from 0 to 8
Type: Integer
Required: No
DBInstanceldentifier
The DB instance identifier. This value is stored as a lowercase string.
Constraints:
¢ Must be the identifier for an existing Read Replica DB instance
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Example: mydbi nst ance

Type: String
Required: Yes

PreferredBackupWindow
The daily time range during which automated backups are created if automated backups are
enabled, using the BackupRet ent i onPer i od parameter.

Default: A 30-minute window selected at random from an 8-hour block of time per region. To see
the time blocks available, see Adjusting the Preferred Maintenance Window in the Amazon RDS
User Guide.

Constraints:

e Must be in the format hh24: m - hh24: m .

« Times should be in Universal Coordinated Time (UTC).

¢ Must not conflict with the preferred maintenance window.

¢ Must be at least 30 minutes.
Type: String
Required: No

Response Elements

The following element is returned by the service.

DBlInstance
Contains the result of a successful invocation of the following actions:
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¢ CreateDBInstance (p. 42)
¢ DeleteDBInstance (p. 85)

¢ ModifyDBInstance (p. 204)
This data type is used as a response element in the DescribeDBInstances (p. 124) action.

Type: DBInstance (p. 304) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBInstanceNotFound
DBlInstanceldentifier does not refer to an existing DB instance.
HTTP Status Code: 404

InvalidDBInstanceState
The specified DB instance is not in the available state.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. con
?Act i on=Pr onot eReadRepl i ca
&BackupRet ent i onPeri od=7
&DBI nst ancel denti fi er=mysql db-rr
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hm=AWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140428/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat €=20140428T221536Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
anez-dat e
&X- Ane -
Si gnat ur e=cOb2cf c3db8334b6ef 86922f 664e05ab306754e30e408d9f d3c8e58069a9b386

Sample Response

<Pr onot eReadRepl i caResponse xm ns="http://rds. amazonaws. conf doc/ 2014- 09-01/" >
<Pr onot eReadRepl i caResul t >
<DBI nst ance>
<BackupRet ent i onPer i od>0</ BackupRet ent i onPeri od>
<DBI nst anceSt at us>nodi f yi ng</ DBI nst anceSt at us>
<Mul ti AZ>f al se</ Mul ti AZ>
<VpcSecurityG oups/ >
<DBI nst ancel dent i fi er>nysql db-rr </ DBl nst ancel denti fier>
<Pr ef er r edBackupW ndow>08: 25- 08: 55</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>fri : 04: 50-fri: 05: 20</
Pr ef err edMai nt enanceW ndow>
<St at usl nf os>
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<DBI nst anceSt at usl nf o>
<Status>replicating</Status>
<StatusType>read replication</StatusType>
<Nor nal >t r ue</ Nor mal >
</ DBI nst anceSt at usl nf 0>
</ St at usl nf os>
<Avai | abi |l ityZone>us- east - la</ Avai | abi | ityZone>
<ReadRepl i caDBI nst ancel denti fiers/>
<Engi ne>nysql </ Engi ne>
<Pendi ngModi f i edVal ues>
<BackupRet ent i onPer i od>7</ BackupRet ent i onPeri od>
</ Pendi nghbdi f i edVal ues>
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<DBPar anet er G oups>
<DBPar anet er G oup>
<Par anet er Appl ySt at us>i n- sync</ Par anet er Appl ySt at us>
<DBPar anmet er G oupNanme>def aul t . nysql 5. 6</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
</ DBPar anet er G oups>
<Endpoi nt >
<Por t >3306</ Port >
<Addr ess>nysql db-rr.cg029hpkxcj t. us-east-1.rds. amazonaws. conx/
Addr ess>
</ Endpoi nt >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<ReadRepl i caSour ceDBI nst ancel denti fi er >nmysql db</
ReadRepl i caSour ceDBI nst ancel denti fier>
<Opt i onG oupMenber shi ps>
<Opt i onG oupMenber shi p>
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>i n-sync</ St at us>
</ Opti onGr oupMenber shi p>
</ Opti onG oupMenber shi ps>
<Publ i cl yAccessi bl e>true</ Publ i cl yAccessi bl e>
<DBSecurityGroups>
<DBSecuri t yGroup>
<St atus>acti ve</ St at us>
<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurityG oups>
<Aut oM nor Ver si onUpgr ade>t r ue</ Aut oM nor Ver si onUpgr ade>
<DBNane>nysql db</ DBNane>
<l nst anceCr eat eTi ne>2014- 04- 25T17: 12: 34. 460Z</ | nst anceCr eat eTi nme>
<Al | ocat edSt or age>100</ Al | ocat edSt or age>
<DBI nst anceCd ass>db. nil. medi unx/ DBI nst anceC ass>
<Mast er User nane>nyawsuser </ Mast er User nane>
</ DBI nst ance>
</ Pr onpot eReadRepl i caResul t >
<ResponseMet adat a>
<Request | d>8e8c0d64- be21-11d3-a71c- 13dc2f 771e41</ Request | d>
</ ResponseMet adat a>
</ Pr onpot eReadRepl i caResponse>
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PromoteReadReplicaDBCluster

Promotes a Read Replica DB cluster to a standalone DB cluster.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterldentifier
The identifier of the DB cluster Read Replica to promote. This parameter is not case-sensitive.

Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
« First character must be a letter.

¢ Cannot end with a hyphen or contain two consecutive hyphens.
Example: nmy-cl uster-replical

Type: String
Required: Yes

Response Elements

The following element is returned by the service.

DBCluster
Contains the result of a successful invocation of the following actions:

¢ CreateDBCluster (p. 30)

¢ DeleteDBCluster (p. 78)

¢ FailoverDBCluster (p. 189)

¢ ModifyDBCluster (p. 194)

¢ RestoreDBClusterFromSnapshot (p. 258)

¢ RestoreDBClusterToPointinTime (p. 263)
This data type is used as a response element in the DescribeDBClusters (p. 112) action.

Type: DBCluster (p. 291) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.

HTTP Status Code: 404

InvalidDBClusterStateFault
The DB cluster is not in a valid state.

HTTP Status Code: 400

Example

Sample Request
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https://rds. us-east-1. amazonaws. com
?Act i on=Pr onot eReadRepl i caDBC ust er
&DBCl usterldentifier=my-cluster-replical
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&\er si on=2014-10- 31
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20160328/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20160328T221226Z
&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Anz-
Si gnat ur e=e2b2cf c3db7766b6ef 86922f 664e05ab306754e30e408d9f d3c8e58069a9b386

Sample Response

<Pr onot eReadRepl i caDBCl ust er Response xm ns="http://rds. anazonaws. coni
doc/ 2014-10- 31/ ">
<Pr onot eReadRepl i caDBCl ust er Resul t >
<DBd ust er >
<Por t >3306</ Port >
<Engi ne>aur or a</ Engi ne>
<St at us>creati ng</ St at us>
<BackupRet ent i onPer i od>1</ BackupRet ent i onPeri od>
<VpcSecurityG oups>
<VpcSecurityG oupMenber shi p>
<St atus>active</ St at us>
<VpcSecurityG oupl d>sg-2103dc23</ VpcSecurityG oupl d>
</ VpcSecurityG oupMenber shi p>
</ VpcSecurityG oups>
<DBSubnet G oup>def aul t </ DBSubnet Gr oup>
<Engi neVer si on>5. 6. 10a</ Engi neVer si on>
<Endpoi nt >sanpl e-cl ust er. cl ust er-ctrayanOryng. us-
east- 1. rds. anazonaws. conx/ Endpoi nt >
<DBCl ust er Par anmet er G oup>def aul t . aur or a5. 6</ DBCl ust er Par anet er G oup>
<Avai |l abi |l i tyZones>
<Avai | abi |l i tyZone>us- east - la</ Avai | abi | i tyZone>
<Avai | abi |l ityZone>us-east-1c</Avail abilityZone>
<Avai | abi |l ityZone>us-east - le</ Avail abilityZone>
</ Avai |l abi |l ityZones>
<DBCl usterldentifier>ny-cluster-replical</DBC usterldentifier>
<Pr ef er r edBackupW ndow>04: 22- 04: 52</ Pr ef er r edBackupW ndow>
<Pr ef err edMai nt enanceW ndow>fri : 06: 44-fri:07: 14</
Pr ef err edMai nt enanceW ndow>
<DBd ust er Menber s>
<DBd ust er Menber >
<IsCusterWiter>true</lIsC usterWiter>
<DBI nst ancel denti fi er>my-cl ust er 1- mast er </ DBl nst ancel denti fi er >
</ DBO ust er Menber >
<DBd ust er Menber >
<IsCusterWiter>fal se</IsCusterWiter>
<DBI nst ancel denti fi er>my-cl ust er 1-readl</ DBI nst ancel denti fi er>
</ DBO ust er Menber >
</ DBO ust er Menber s>
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
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</ DBO ust er >
</ Pr onot eReadRepl i caDBC ust er Resul t >
<ResponseMet adat a>
<Request | d>8e8c0d64- be21-11d3-a71c- 13dc2f 771e41</ Request | d>
</ ResponseMet adat a>
</ Pr onpt eReadRepl i caDBC ust er Response>
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PurchaseReservedDBInstancesOffering

Purchases a reserved DB instance offering.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceCount
The number of instances to reserve.
Default: 1
Type: Integer
Required: No
ReservedDBInstanceld
Customer-specified identifier to track this reservation.
Example: myreservationID
Type: String
Required: No
ReservedDBInstancesOfferingld
The ID of the Reserved DB instance offering to purchase.
Example: 438012d3-4052-4cc7-b2e3-8d3372e0e706
Type: String
Required: Yes
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No

Response Elements

The following element is returned by the service.

ReservedDBInstance

This data type is used as a response element in the DescribeReservedDBInstances (p. 177) and
PurchaseReservedDBInstancesOffering (p. 236) actions.

Type: ReservedDBInstance (p. 348) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

ReservedDBInstanceAlreadyExists

User already has a reservation with the given identifier.

HTTP Status Code: 404
ReservedDBInstanceQuotaExceeded

Request would exceed the user's DB Instance quota.

HTTP Status Code: 400
ReservedDBInstancesOfferingNotFound

Specified offering does not exist.

HTTP Status Code: 404
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Example

Sample Request

https://rds. us-east-1. anazonaws. conf
?Act i on=Pur chaseReser vedDBI nst ancesO f eri ng
&Reser vedDBI nst ancel d=nyr eservati onl D
&Reser vedDBI nst ancesO f eri ngl d=438012d3- 4052- 4cc7- b2e3- 8d3372e0e706
&DBI nst anceCount =10
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Anz- Al gor i t hnrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140415/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140415T232655Z
&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=c2ac761e8c8f 54a8c0727f 5a87ad0a766f bb0024510b9aa34eabdlf 7df 52f b11

Sample Response

<Pur chaseReser vedDBI nst ancesO f eri ngResponse xm ns="http://rds. amazonaws. cont
doc/ 2014- 09-01/" >
<Pur chaseReser vedDBI nst ancesO f eri ngResul t >
<Reser vedDBI nst ance>
<COfferingType>Partial Upfront</OferingType>
<Cur r encyCode>USD</ Cur r encyCode>
<Recurri ngChar ges/ >
<Product Descri pti on>nysql </ Product Descri pti on>
<Reser vedDBI nst ancesOf f eri ngl d>438012d3- 4052- 4cc7- b2e3- 8d3372e0e706</
Reser vedDBI nst ancesO f eri ngl d>
<Mul ti AZ>t rue</ Mul ti AZ>
<St at e>paynent - pendi ng</ St at e>
<Reser vedDBI nst ancel d>nmyr eservat i onl D</ Reser vedDBI nst ancel d>
<DBI nst anceCount >10</ DBI nst anceCount >
<StartTi me>2014- 05- 18T23: 24: 56. 577Z</ Start Ti me>
<Dur at i on>31536000</ Dur ati on>
<Fi xedPri ce>123. 0</ Fi xedPri ce>
<UsagePri ce>0. 123</ UsagePri ce>
<DBI nst anced ass>db. nil. snal | </ DBl nst anceC ass>
</ Reser vedDBI nst ance>
</ Pur chaseReser vedDBI nst ancesO f eri ngResul t >
<ResponseMet adat a>
<Request | d>7f 099901- 29cf - 11el- bd06- 6f e008f 046c3</ Request | d>
</ ResponseMet adat a>
</ Pur chaseReser vedDBI nst ancesO f eri ngResponse>
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RebootDBInstance

Rebooting a DB instance restarts the database engine service. A reboot also applies to the DB
instance any modifications to the associated DB parameter group that were pending. Rebooting a DB
instance results in a momentary outage of the instance, during which the DB instance status is set to
rebooting. If the RDS instance is configured for MultiAZ, it is possible that the reboot will be conducted
through a failover. An Amazon RDS event is created when the reboot is completed.

If your DB instance is deployed in multiple Availability Zones, you can force a failover from one AZ
to the other during the reboot. You might force a failover to test the availability of your DB instance
deployment or to restore operations to the original AZ after a failover occurs.

The time required to reboot is a function of the specific database engine's crash recovery process.
To improve the reboot time, we recommend that you reduce database activities as much as possible
during the reboot process to reduce rollback activity for in-transit transactions.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBInstanceldentifier
The DB instance identifier. This parameter is stored as a lowercase string.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
ForceFailover
When t r ue, the reboot will be conducted through a MultiAZ failover.
Constraint: You cannot specify t r ue if the instance is not configured for MultiAZ.
Type: Boolean
Required: No

Response Elements

The following element is returned by the service.

DBInstance
Contains the result of a successful invocation of the following actions:

¢ CreateDBInstance (p. 42)
¢ DeleteDBInstance (p. 85)

¢ ModifyDBInstance (p. 204)
This data type is used as a response element in the DescribeDBInstances (p. 124) action.
Type: DBInstance (p. 304) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBInstanceNotFound
DBInstanceldentifier does not refer to an existing DB instance.
HTTP Status Code: 404
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InvalidDBInstanceState
The specified DB instance is not in the available state.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. conf
?Act i on=Reboot DBI nst ance
&DBI nst ancel denti fi er=nysql db
&Si gnhat ur eMet hod=Hnac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-09- 01
&X- Anz- Al gori t hmrFAWS4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140428/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat e=20140428T222011Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=1c48f 44c14183cf f 26f de7d912946f 87f 3bb9d715f 66448f 457a8f 9e99602af 5

Sample Response

<Reboot DBI nst anceResponse xm ns="http://rds. anazonaws. coni doc/ 2014-09-01/">
<Reboot DBl nst anceResul t >
<DBI nst ance>
<BackupRet ent i onPer i od>7</ BackupRet ent i onPeri od>
<DBI nst anceSt at us>r eboot i ng</ DBI nst anceSt at us>
<Mul ti AZ>f al se</ Mul ti AZ>
<VpcSecurityG oups/ >
<DBI nst ancel denti fi er >mysql db</ DBI nst ancel denti fi er>
<Pr ef er r edBackupW ndow>08: 14- 08: 44</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>fri : 04: 50-fri: 05: 20</
Pr ef err edMai nt enanceW ndow>
<Avai | abi |l ityZone>us- east - la</ Avai |l abilityZone>
<ReadRepl i caDBI nst ancel denti fi ers/>
<Lat est Rest or abl eTi ne>2014- 04- 28T22: 15: 00Z</ Lat est Rest or abl eTi nme>
<Engi ne>nysql </ Engi ne>
<Pendi nghbdi fi edVal ues/ >
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<Endpoi nt >
<Por t >3306</ Port >
<Addr ess>nysql db. cb036hpknopt . us- east - 1. rds. amazonaws. conx/ Addr ess>
</ Endpoi nt >
<DBPar amnet er &G oups>
<DBPar anet er G oup>
<Par anet er Appl ySt at us>i n- sync</ Par anet er Appl ySt at us>
<DBPar anet er G oupNanme>def aul t . nysql 5. 6</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
</ DBPar anet er G oups>
<Opt i onG oupMenber shi ps>
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<Opt i onG oupMenber shi p>
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>i n-sync</ St at us>
</ Opti onGr oupMenber shi p>
</ Opti onG oupMenber shi ps>
<Publ i cl yAccessi bl e>true</ Publ i cl yAccessi bl e>
<DBSecurityGoups>
<DBSecurityGroup>
<St at us>acti ve</ St at us>
<DBSecuri t yGroupNanme>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurityG oups>
<DBNane>nysql db</ DBNane>
<Aut oM nor Ver si onUpgr ade>t r ue</ Aut oM nor Ver si onUpgr ade>
<l nst anceCr eat eTi ne>2014- 04- 21T22: 24: 26. 573Z</ | nst anceCr eat eTi ne>
<Al | ocat edSt or age>100</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
<DBI nst anced ass>db. nil. nedi unx/ DBl nst anceCd ass>
</ DBl nst ance>
</ Reboot DBI nst anceResul t >
<ResponseMet adat a>
<Request | d>33c99cd2- be22- 11d3- abdb- 7¢cb19376f blc</ Request | d>
</ ResponseMet adat a>
</ Reboot DBI nst anceResponse>
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RemoveRoleFromDBCluster

Disassociates an Identity and Access Management (IAM) role from an Aurora DB cluster. For more
information, see Authorizing Amazon Aurora to Access Other AWS Services On Your Behalf.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterldentifier
The name of the DB cluster to disassociate the |IAM role rom.

Type: String
Required: Yes

RoleArn

The Amazon Resource Name (ARN) of the IAM role to disassociate from the Aurora DB cluster,
for example arn: aws: i am : 123456789012: r ol e/ Aur or aAccessRol e.

Type: String
Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.
HTTP Status Code: 404

DBClusterRoleNotFound

The specified IAM role Amazon Resource Name (ARN) is not associated with the specified DB
cluster.

HTTP Status Code: 404

InvalidDBClusterStateFault
The DB cluster is not in a valid state.
HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com

?Act i on=RenoveRol eFr onDBC ust er

&DBCl ust erl denti fi er=sanpl e-cl uster

&Rol eAr n=ar n¥/8Aaws ¥8Ai anV/BA¥B8A123456789012%3Ar ol e¥2Fsanpl e-rol e

&Si gnat ur eMet hod=Hmac SHA256

&Si gnat ur eVer si on=4

&Ver si on=2014-10- 31

&X- Ane- Al gori t hmeAWB4- HVAC- SHA256

&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20161012/ us- east - 1/ rds/ aws4_r equest

&X- Anez- Dat e=20161012T204525Z7

&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
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&X- Ane-
Si gnat ur e=cd7d5005d56a505b4e2a878c297e6f 8a3cc26b19a335ede018ba4lf 3185¢92a2

Sample Response

<RenpveRol eFr onDBC ust er Response xm ns="http://rds. anazonaws. con!
doc/ 2014-10-31/">
<ResponseMet adat a>
<Request | d>ccf ca75a- 90bc- 11e6- 8533-cd6377e421f 8</ Request | d>
</ ResponseMet adat a>
</ RenoveRol eFr onDBC ust er Response>
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RemoveSourceldentifierFromSubscription

Removes a source identifier from an existing RDS event notification subscription.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

Sourceldentifier
The source identifier to be removed from the subscription, such as the DB instance identifier for
a DB instance or the name of a security group.

Type: String
Required: Yes

SubscriptionName
The name of the RDS event notification subscription you want to remove a source identifier from.

Type: String
Required: Yes

Response Elements

The following element is returned by the service.

EventSubscription
Contains the results of a successful invocation of the DescribeEventSubscriptions (p. 159) action.

Type: EventSubscription (p. 327) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

SourceNotFound
The requested source could not be found.

HTTP Status Code: 404

SubscriptionNotFound
The subscription name does not exist.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Acti on=RenpveSour cel denti fi er FronBSubscri ption
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Sour cel denti fi er=si -sanpl e
&Subscri pti onName=nyawsuser - secgrp
&Ver si on=2014-09- 01
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140428/ us- east - 1/ rds/ aws4_r equest
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&X- Ane- Dat e=20140428T222718Z

&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- date

&X- Ane -
Si gnat ur e=4419f 0015657ee120d781849f f dc6642eeaf eee42bf 1d18c4b2ed8eb732f 7bf 8

Sample Response

<RenmpbveSour cel denti fi er FronBubscri pti onResponse xm ns="http://
rds. amazonaws. conif doc/ 2014- 09- 01/ " >
<RenpveSour cel denti fi er FromBubscri pti onResul t >
<Event Subscri pti on>
<Enabl ed>t r ue</ Enabl ed>
<Cust oner Aws| d>802#########</ Cust oner Aws| d>
<Sour ceType>db- security-group</ SourceType>
<St atus>acti ve</ St at us>
<Subscri ptionCreati onTi ne>2014- 04-25 21: 43: 25. 542</
Subscri pti onCreationTi me>
<Event Cat egori esLi st >
<Event Cat egor y>confi gurati on change</ Event Cat egory>
<Event Cat egor y>f ai | ur e</ Event Cat egor y>
</ Event Cat egori esLi st >
<Cust Subscri pti onl d>nyawsuser - secgr p</ Cust Subscri pti onl d>
<SnsTopi CArn>ar n: aws: SNs: us- east - 1: 802#########: myawsuser - RDS</
SnsTopi cAr n>
</ Event Subscri pti on>
</ RenoveSour cel denti fi er FronSubscri pti onResul t >
<ResponseMet adat a>
<Request | d>326cdeb9- be23- 11d3- 91a5- a90441261bc4</ Request | d>
</ ResponseMet adat a>
</ RenoveSour cel denti fi er FronSubscri pti onResponse>
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RemoveTagsFromResource

Removes metadata tags from an Amazon RDS resource.
For an overview on tagging an Amazon RDS resource, see Tagging Amazon RDS Resources.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

ResourceName
The Amazon RDS resource the tags will be removed from. This value is an Amazon Resource
Name (ARN). For information about creating an ARN, see Constructing an RDS Amazon
Resource Name (ARN).

Type: String
Required: Yes

TagKeys.member.N
The tag key (name) of the tag to be removed.

Type: array of Strings
Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.

HTTP Status Code: 404

DBInstanceNotFound
DBInstanceldentifier does not refer to an existing DB instance.

HTTP Status Code: 404

DBSnapshotNotFound
DBSnapshotldentifier does not refer to an existing DB snapshot.

HTTP Status Code: 404

Example

Sample Request

https://rds. us-west-2. amazonaws. com

?Act i on=RenoveTagsFr onResour ce

&Resour ceNane=ar n%8Aaws ¥BAr ds¥3Aus- west - 2% 8A123456789012%3Adb%BAsanpl e

&Si gnat ur eMet hod=Hmac SHA256

&Si gnat ur eVer si on=4

&TagKeys. nenber . 1=I nst anceType

&TagKeys. nermber . 2=0wner

&Ver si on=2014- 10- 31

&X- Ane- Al gori t hmeAWB4- HVAC- SHA256

&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20160913/ us-west - 2/ rds/ aws4_r equest

&X- Ane- Dat €=20160913T174918Z

&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
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&X- Ane -
Si gnat ur e=4c72f 307a75444461bd9b9ccb7de361f ec75b8adad66a52824226320d0a33ca8

Sample Response

<RenpbveTagsFr onmResour ceResponse xm ns="http://rds. amazonaws. com
doc/ 2014-10-31/">
<ResponseMet adat a>
<Request | d>126d40cc- 79da- 11e6- b8e4- 29f 0c684be5d</ Request | d>
</ ResponseMet adat a>
</ RenoveTagsFr omResour ceResponse>
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ResetDBClusterParameterGroup

Modifies the parameters of a DB cluster parameter group to the default value. To reset specific
parameters submit a list of the following: Par anet er Nane and Appl yMet hod. To reset the entire DB
cluster parameter group, specify the DBCl ust er Par anet er G oupNane and Reset Al | Par aneters
parameters.

When resetting the entire group, dynamic parameters are updated immediately and static

parameters are set to pendi ng-r eboot to take effect on the next DB instance restart or
RebootDBInstance (p. 238) request. You must call RebootDBInstance (p. 238) for every DB instance in
your DB cluster that you want the updated static parameter to apply to.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterParameterGroupName
The name of the DB cluster parameter group to reset.
Type: String
Required: Yes

Parameters.Parameter.N

A list of parameter names in the DB cluster parameter group to reset to the default values. You
cannot use this parameter if the Reset Al | Par anet er s parameter is setto t r ue.

Type: array of Parameter (p. 342) objects
Required: No
ResetAllParameters

A value that is set to t r ue to reset all parameters in the DB cluster parameter group to their
default values, and f al se otherwise. You cannot use this parameter if there is a list of parameter
names specified for the Par anet er s parameter.

Type: Boolean
Required: No

Response Elements

The following element is returned by the service.

DBClusterParameterGroupName
The name of the DB cluster parameter group.
Constraints:

¢ Must be 1 to 255 alphanumeric characters
¢ First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens

Note
This value is stored as a lowercase string.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).
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DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.

HTTP Status Code: 404

InvalidDBParameterGroupState
The DB parameter group cannot be deleted because it is in use.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Reset DBCl ust er Par anet er G oup
&DBC ust er Par anet er G oupNane=sanpl e- cl ust er - pg
&Par amet er s. menber . 1. Appl yMet hod=pendi ng- r eboot
&Par amet er s. menber . 1. Par anet er Nane=bi nl og_f or nat
&Par amet er s. menber . 2. Appl yMet hod=pendi ng- r eboot
&Par amet er s. menber . 2. Par anet er Nane=i nnodb_support _xa
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014-10- 31
&X- Anz- Al gori t hmFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20160913/ us- west - 2/ rds/ aws4_r equest
&X- Ane- Dat €=20160913T230026Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
ane-date
&X- Ane-
Si gnat ur e=7cca4504082065e227696f 2dd904f ab2f 39633bc7d120258c4bedd35da3ade7f

Sample Response

<Reset DBO ust er Par anmet er G oupResponse xm ns="http://rds. amazonaws. com
doc/ 2014-10- 31/ ">
<Reset DB ust er Par anet er G oupResul t >
<DBCl ust er Par anmet er G oupNanme>sanpl e- cl ust er - pg</
DBC ust er Par anmet er G oupNane>
</ Reset DBO ust er Par anet er G oupResul t >
<ResponseMet adat a>
<Request | d>dc2c61eb- 7a05- 11e6- b83b- cd70a540d79f </ Request | d>
</ ResponseMet adat a>
</ Reset DBO ust er Par anet er G oupResponse>
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ResetDBParameterGroup

Modifies the parameters of a DB parameter group to the engine/system default value. To reset specific
parameters submit a list of the following: Par anet er Nane and Appl yMet hod. To reset the entire DB
parameter group, specify the DBPar anet er G oup name and Reset Al | Par anet er s parameters.
When resetting the entire group, dynamic parameters are updated immediately and static parameters
are set to pendi ng-r eboot to take effect on the next DB instance restart or Reboot DBI nst ance
request.

Reqguest Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBParameterGroupName
The name of the DB parameter group.

Constraints:

¢ Must be 1 to 255 alphanumeric characters

¢ First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String

Required: Yes

Parameters.Parameter.N
An array of parameter names, values, and the apply method for the parameter update. At least
one parameter name, value, and apply method must be supplied; subsequent arguments are
optional. A maximum of 20 parameters can be modified in a single request.

MySQL
Valid Values (for Apply method): i medi at e | pendi ng- r eboot

You can use the immediate value with dynamic parameters only. You can use the pendi ng-
r eboot value for both dynamic and static parameters, and changes are applied when DB instance
reboots.

MariaDB
Valid Values (for Apply method): i medi at e | pendi ng- r eboot

You can use the immediate value with dynamic parameters only. You can use the pendi ng-
reboot value for both dynamic and static parameters, and changes are applied when DB instance
reboots.

Oracle
Valid Values (for Apply method): pendi ng- r eboot
Type: array of Parameter (p. 342) objects
Required: No

ResetAllParameters

Specifies whether (t r ue) or not (f al se) to reset all parameters in the DB parameter group to
default values.

Default: t rue
Type: Boolean
Required: No

Response Elements

The following element is returned by the service.

DBParameterGroupName
Provides the name of the DB parameter group.
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Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBParameterGroupNotFound
DBParameterGroupName does not refer to an existing DB parameter group.

HTTP Status Code: 404

InvalidDBParameterGroupState
The DB parameter group cannot be deleted because it is in use.

HTTP Status Code: 400

Examples

Example

Sample Request

https://rds. us-east-1. amazonaws. conl
?Act i on=Reset DBPar anet er G oup
&DBPar anet er G oupNane=nydbpar anet er gr oup01
&Reset Al | Par anet er s=t r ue
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Ver si on=2014- 09- 01
&X- Az - Al gor i t hmrAWSB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140428/ us- east - 1/ rds/ aws4_r equest
&X- Az - Dat e=20140428T2257147
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
anez-dat e
&X- Ane -
Si gnat ur e=709d1418c91c5ef 4129d4665e5¢c2820002a9665699acf 4204683¢c778f 03¢3573

Sample Response

<Reset DBPar anet er G oupResponse xm ns="http://rds. amazonaws. conf
doc/ 2014- 09-01/" >
<Reset DBPar anet er G oupResul t >
<DBPar anet er G oupNane>nydbpar amet er gr oup01</ DBPar anet er G oupNane>
</ Reset DBPar anet er G oupResul t >
<ResponseMet adat a>
<Request | d>610909c6- be27-11d3- a71c- 13dc2f 771e41</ Request | d>
</ ResponseMet adat a>
</ Reset DBPar anet er G oupResponse>

Example

Sample Request
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https://rds. us-east-1. amazonaws. com
?Act i on=Reset DBPar anet er G oup
&DBPar anet er G oupNane=nydbpar anet er gr oup01
&Par anet er s. nenber. 1. Appl yMet hod=i nmedi at e
&Par anet er s. nenber . 1. Par anet er Name=bul k_i nsert _buf fer_si ze
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014-09- 01
&X- Ane- Al gori t hmeAWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140428/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140428T230509Z
&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane-
Si gnat ur e=d343dd7f cc3789d30295b5e3f c67262f 28af 15d71f caf 978921f 0e8846b2d1e6

Sample Response

<Reset DBPar anet er G oupResponse xm ns="http://rds. amazonaws. conf
doc/ 2014-09-01/" >
<Reset DBPar anet er G oupResul t >
<DBPar anet er G oupNane>nydbpar anet er gr oup01</ DBPar anmet er G oupNane>
</ Reset DBPar anet er & oupResul t >
<ResponseMet adat a>
<Request | d>7acbh72cf - be28- 11d3- a4f c- e3b7f 6¢c20c5f </ Request | d>
</ ResponseMet adat a>
</ Reset DBPar anet er G oupResponse>
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RestoreDBClusterFromS3

Creates an Amazon Aurora DB cluster from data stored in an Amazon S3 bucket. Amazon RDS must
be authorized to access the Amazon S3 bucket and the data must be created using the Percona
XtraBackup utility as described in Migrating Data from MySQL by Using an Amazon S3 Bucket.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

AvailabilityZones.AvailabilityZone.N
A list of EC2 Availability Zones that instances in the restored DB cluster can be created in.

Type: array of Strings
Required: No
BackupRetentionPeriod

The number of days for which automated backups of the restored DB cluster are retained. You
must specify a minimum value of 1.

Default: 1

Constraints:

« Must be a value from 1 to 35

Type: Integer

Required: No
CharacterSetName

A value that indicates that the restored DB cluster should be associated with the specified
CharacterSet.

Type: String
Required: No
DatabaseName
The database name for the restored DB cluster.
Type: String
Required: No
DBClusterldentifier

The name of the DB cluster to create from the source data in the S3 bucket. This parameter is isn't
case-sensitive.

Constraints:

¢ Must contain from 1 to 63 alphanumeric characters or hyphens.
« First character must be a letter.

e Cannot end with a hyphen or contain two consecutive hyphens.
Example: my-cl usterl

Type: String

Required: Yes

DBClusterParameterGroupName
The name of the DB cluster parameter group to associate with the restored DB cluster. If this
argument is omitted, def aul t . aur or a5. 6 will be used.

Constraints:
¢ Must be 1 to 255 alphanumeric characters
« First character must be a letter

¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: No
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DBSubnetGroupName
A DB subnet group to associate with the restored DB cluster.

Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens. Must not be default.

Example: mySubnet gr oup
Type: String
Required: No
Engine
The name of the database engine to be used for the restored DB cluster.
Valid Values: aur or a
Type: String
Required: Yes
EngineVersion
The version number of the database engine to use.
Aurora
Example: 5. 6. 10a
Type: String
Required: No
KmsKeyld
The KMS key identifier for an encrypted DB cluster.

The KMS key identifier is the Amazon Resource Name (ARN) for the KMS encryption key. If you
are creating a DB cluster with the same AWS account that owns the KMS encryption key used to
encrypt the new DB cluster, then you can use the KMS key alias instead of the ARN for the KM
encryption key.

If the St or ageEncr ypt ed parameter is true, and you do not specify a value for the KnsKey| d
parameter, then Amazon RDS will use your default encryption key. AWS KMS creates the default
encryption key for your AWS account. Your AWS account has a different default encryption key for
each AWS region.

Type: String
Required: No
MasterUsername
The name of the master user for the restored DB cluster.
Constraints:
* Must be 1 to 16 alphanumeric characters.
* First character must be a letter.
» Cannot be a reserved word for the chosen database engine.
Type: String
Required: Yes
MasterUserPassword

The password for the master database user. This password can contain any printable ASCII
character except "/", "™, or "@".

Constraints: Must contain from 8 to 41 characters.
Type: String
Required: Yes
OptionGroupName
A value that indicates that the restored DB cluster should be associated with the specified option
group.
Permanent options cannot be removed from an option group. An option group cannot be removed
from a DB cluster once it is associated with a DB cluster.

Type: String
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Required: No
Port
The port number on which the instances in the restored DB cluster accept connections.
Default: 3306
Type: Integer
Required: No
PreferredBackupWindow

The daily time range during which automated backups are created if automated backups are
enabled using the BackupRet ent i onPer i od parameter.

Default: A 30-minute window selected at random from an 8-hour block of time per region. To see
the time blocks available, see Adjusting the Preferred Maintenance Window in the Amazon RDS
User Guide.

Constraints:
¢ Must be in the format hh24: m - hh24: m .
¢ Times should be in Universal Coordinated Time (UTC).
¢ Must not conflict with the preferred maintenance window.
¢ Must be at least 30 minutes.
Type: String
Required: No
PreferredMaintenanceWindow
The weekly time range during which system maintenance can occur, in Universal Coordinated
Time (UTC).
Format: ddd: hh24: m - ddd: hh24: mi

Default: A 30-minute window selected at random from an 8-hour block of time per region, occurring
on a random day of the week. To see the time blocks available, see Adjusting the Preferred
Maintenance Window in the Amazon RDS User Guide.

Valid Days: Mon, Tue, Wed, Thu, Fri, Sat, Sun
Constraints: Minimum 30-minute window.
Type: String
Required: No

S3BucketName

The name of the Amazon S3 bucket that contains the data used to create the Amazon Aurora DB
cluster.

Type: String
Required: Yes
S3ingestionRoleArn

The Amazon Resource Name (ARN) of the AWS Identity and Access Management (IAM) role that
authorizes Amazon RDS to access the Amazon S3 bucket on your behalf.

Type: String
Required: Yes
S3Prefix
The prefix for all of the file names that contain the data used to create the Amazon Aurora DB

cluster. If you do not specify a SourceS3Prefix value, then the Amazon Aurora DB cluster is
created by using all of the files in the Amazon S3 bucket.

Type: String
Required: No
SourceEngine

The identifier for the database engine that was backed up to create the files stored in the Amazon
S3 bucket.

Valid values: nysql
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Type: String
Required: Yes
SourceEngineVersion
The version of the database that the backup files were created from.
MySQL version 5.5 and 5.6 are supported.
Example: 5. 6. 22
Type: String
Required: Yes
StorageEncrypted
Specifies whether the restored DB cluster is encrypted.
Type: Boolean
Required: No
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No
VpcSecurityGrouplds.VpcSecurityGroupld.N
A list of EC2 VPC security groups to associate with the restored DB cluster.
Type: array of Strings
Required: No

Response Elements

The following element is returned by the service.

DBCluster
Contains the result of a successful invocation of the following actions:

¢ CreateDBCluster (p. 30)

¢ DeleteDBCluster (p. 78)

¢ FailoverDBCluster (p. 189)

¢ ModifyDBCluster (p. 194)

¢ RestoreDBClusterFromSnapshot (p. 258)

¢ RestoreDBClusterToPointinTime (p. 263)
This data type is used as a response element in the DescribeDBClusters (p. 112) action.
Type: DBCluster (p. 291) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterAlreadyExistsFault
User already has a DB cluster with the given identifier.
HTTP Status Code: 400

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.
HTTP Status Code: 404

DBClusterParameterGroupNotFound

DBClusterParameterGroupName does not refer to an existing DB Cluster parameter group.

HTTP Status Code: 404
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DBClusterQuotaExceededFault
User attempted to create a new DB cluster and the user has already reached the maximum
allowed DB cluster quota.
HTTP Status Code: 403
DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404
InsufficientStorageClusterCapacity
There is insufficient storage available for the current action. You may be able to resolve this error
by updating your subnet group to use different Availability Zones that have more storage available.
HTTP Status Code: 400
InvalidDBClusterStateFault
The DB cluster is not in a valid state.
HTTP Status Code: 400
InvalidDBSubnetGroupStateFault
The DB subnet group cannot be deleted because it is in use.
HTTP Status Code: 400
InvalidS3BucketFault
The specified Amazon S3 bucket name could not be found or Amazon RDS is not authorized

to access the specified Amazon S3 bucket. Verify the SourceS3BucketName and
S3IngestionRoleArn values and try again.

HTTP Status Code: 400
InvalidSubnet

The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.

HTTP Status Code: 400
InvalidVPCNetworkStateFault
DB subnet group does not cover all Availability Zones after it is created because users' change.
HTTP Status Code: 400
KMSKeyNotAccessibleFault
Error accessing KMS key.
HTTP Status Code: 400
StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=Rest or eDBC ust er Fr on53
&DBCl ust erl denti fi er=sanpl e-cl uster
&Engi ne=aur or a
&S3Bucket Nane=s3-i ngesti on-sanpl e
&Sour ceEngi ne=nysql
&Sour ceEngi neVer si on=5. 6. 22
&Mast er User name=nyawsuser
&Wast er User Passwor d=<passwor d>
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&S31 ngesti onRol eArn=arn: aws: i am 123456789012: rol e/ sanpl e-rol e

&Si gnat ur eMet hod=Hmac SHA256

&Si gnat ur eVer si on=4

&Snapshot I denti fi er =sanpl e- snapshot

&Ver si on=2014- 10- 31

&X- Ane- Al gori t hmeAWB4- HVAC- SHA256

&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20150323/ us- east - 1/ r ds/ aws4_r equest

&X- Ane- Dat €=20150323T165638Z

&X- Anz- Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Ane-
Si gnat ur e=c59ef f ef 9b7b96f 6a8df ed7873611df 555364594f 7f 9acf 9¢d14d353114771fd

Sample Response

<Rest or eDBCl ust er Fr onS3Response xm ns="http://rds. amazonaws. com
doc/ 2014-10- 31/ ">
<Rest or eDBC ust er Fr onS3Resul t >
<DBd ust er >
<Por t >3306</ Port >
<Engi ne>aur or a</ Engi ne>
<St at us>creating</ St at us>
<BackupRet ent i onPeri od>1</ BackupRet ent i onPeri od>
<VpcSecurityG oups>
<VpcSecurityG oupMenber shi p>
<St atus>acti ve</ St at us>
<VpcSecurityG oupl d>sg-2103dc23</ VpcSecurityG oupl d>
</ VpcSecurityG oupMenber shi p>
</ VpcSecurityG oups>
<DBSubnet G oup>def aul t </ DBSubnet Gr oup>
<Engi neVer si on>5. 6. 10a</ Engi neVer si on>
<Endpoi nt >sanpl e-cl ust er. cl ust er-ctrayanOryng. us-
east- 1. rds. anazonaws. conx/ Endpoi nt >
<DBCl ust er Par anmet er G oup>def aul t . aur or a5. 6</ DBCl ust er Par anet er G oup>
<Avai |l abi |l i tyZones>
<Avai | abi |l i tyZone>us- east - la</ Avai | abi | ityZone>
<Avai | abi |l ityZone>us-east-1c</Avail abilityZone>
<Avai | abi |l i tyZone>us- east - 1le</ Avai |l abilityZone>
</ Avai |l abi |l ityZones>
<DBCl usterldentifier>sanpl e-cluster</DBCl usterldentifier>
<Pr ef er r edBackupW ndow>04: 22- 04: 52</ Pr ef er r edBackupW ndow>
<Pr ef err edMai nt enanceW ndow>fri : 06: 44-fri:07: 14</
Pr ef err edMai nt enanceW ndow>
<DBd ust er Menber s/ >
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
</ DBO ust er >
</ Rest or eDBd ust er Fr onS3Resul t >
<ResponseMet adat a>
<Request | d>46d2b228- 7681- 11e5- 3e8b- 9b2c0d5d51a9</ Request | d>
</ ResponseMet adat a>
</ Rest or eDBCl ust er Fr onS3Response>
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RestoreDBClusterFromSnapshot

Creates a new DB cluster from a DB cluster snapshot. The target DB cluster is created from the source
DB cluster restore point with the same configuration as the original source DB cluster, except that the
new DB cluster is created with the default security group.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

AvailabilityZones.AvailabilityZone.N

Provides the list of EC2 Availability Zones that instances in the restored DB cluster can be created
in.

Type: array of Strings
Required: No
DatabaseName
The database name for the restored DB cluster.
Type: String
Required: No
DBClusterldentifier

The name of the DB cluster to create from the DB cluster snapshot. This parameter isn't case-
sensitive.

Constraints:
¢ Must contain from 1 to 255 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Example: nmy- snapshot-i d
Type: String
Required: Yes
DBSubnetGroupName
The name of the DB subnet group to use for the new DB cluster.

Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens. Must not be default.

Example: mySubnet gr oup
Type: String
Required: No
Engine
The database engine to use for the new DB cluster.
Default: The same as source
Constraint: Must be compatible with the engine of the source
Type: String
Required: Yes
EngineVersion
The version of the database engine to use for the new DB cluster.
Type: String
Required: No
KmsKeyld
The KMS key identifier to use when restoring an encrypted DB cluster from a DB cluster snapshot.
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The KMS key identifier is the Amazon Resource Name (ARN) for the KMS encryption key. If you
are restoring a DB cluster with the same AWS account that owns the KMS encryption key used to
encrypt the new DB cluster, then you can use the KMS key alias instead of the ARN for the KMS
encryption key.

If you do not specify a value for the KnsKey| d parameter, then the following will occur:

« If the DB cluster snapshot is encrypted, then the restored DB cluster is encrypted using the KMS
key that was used to encrypt the DB cluster snapshot.

« If the DB cluster snapshot is not encrypted, then the restored DB cluster is encrypted using the
specified encryption key.
Type: String
Required: No
OptionGroupName
The name of the option group to use for the restored DB cluster.
Type: String
Required: No
Port
The port number on which the new DB cluster accepts connections.
Constraints: Value must be 1150- 65535
Default: The same port as the original DB cluster.
Type: Integer
Required: No
Snapshotldentifier
The identifier for the DB cluster snapshot to restore from.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
¢ First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
Tags.Tag.N
The tags to be assigned to the restored DB cluster.
Type: array of Tag (p. 354) objects
Required: No
VpcSecurityGrouplds.VpcSecurityGroupld.N
A list of VPC security groups that the new DB cluster will belong to.
Type: array of Strings
Required: No

Response Elements

The following element is returned by the service.

DBCluster
Contains the result of a successful invocation of the following actions:

¢ CreateDBCluster (p. 30)

¢ DeleteDBCluster (p. 78)

¢ FailoverDBCluster (p. 189)

¢ ModifyDBCluster (p. 194)

¢ RestoreDBClusterFromSnapshot (p. 258)
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» RestoreDBClusterToPointInTime (p. 263)
This data type is used as a response element in the DescribeDBClusters (p. 112) action.

Type: DBCluster (p. 291) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterAlreadyExistsFault
User already has a DB cluster with the given identifier.
HTTP Status Code: 400
DBClusterQuotaExceededFault

User attempted to create a new DB cluster and the user has already reached the maximum
allowed DB cluster quota.

HTTP Status Code: 403

DBClusterSnapshotNotFoundFault
DBClusterSnapshotldentifier does not refer to an existing DB cluster snapshot.
HTTP Status Code: 404

DBSnapshotNotFound
DBSnapshotldentifier does not refer to an existing DB snapshot.
HTTP Status Code: 404

DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404

DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404

InsufficientDBClusterCapacityFault
The DB cluster does not have enough capacity for the current operation.
HTTP Status Code: 403

InsufficientStorageClusterCapacity

There is insufficient storage available for the current action. You may be able to resolve this error
by updating your subnet group to use different Availability Zones that have more storage available.

HTTP Status Code: 400
InvalidDBClusterSnapshotStateFault
The supplied value is not a valid DB cluster snapshot state.
HTTP Status Code: 400
InvalidDBSnapshotState
The state of the DB snapshot does not allow deletion.
HTTP Status Code: 400
InvalidRestoreFault
Cannot restore from vpc backup to non-vpc DB instance.
HTTP Status Code: 400
InvalidSubnet

The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.

HTTP Status Code: 400

InvalidVPCNetworkStateFault
DB subnet group does not cover all Availability Zones after it is created because users' change.
HTTP Status Code: 400
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KMSKeyNotAccessibleFault

Error accessing KMS key.

HTTP Status Code: 400
OptionGroupNotFoundFault

The specified option group could not be found.

HTTP Status Code: 404
StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400
Example

Sample Request

https://rds. us-west-2. anazonaws. com
?Act i on=Rest or eDBC ust er Fr onSnapshot
&DBC ust er | denti fi er=sanpl e-rest ored
&Engi ne=aur or a
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Snapshot I dent i fi er =sanpl e- snapshot -1
&Ver si on=2014-10- 31
&X- Anz- Al gori t hmrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20160913/ us- west - 2/ rds/ aws4_r equest
&X- Anez- Dat e=20160913T7223701Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
ane-date
&X- Ane -
Si gnat ur e=65d0d03242d99al16ef 3712142bf cd52ac63f d2f 68f bb5ef d7edf b1e89138da57

Sample Response

<Rest or eDBCl ust er Fr onSnapshot Response xm ns="http://rds. anmazonaws. conf
doc/ 2014- 10- 31/ ">
<Rest or eDBCl ust er Fr onSnapshot Resul t >
<DBd ust er >
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Dat abaseNane>sanpl e</ Dat abaseName>
<Avai |l abi |l i tyZones>
<Avai | abi | i tyZone>us-west - 2a</ Avai | abi | i t yZone>
<Avai | abi | i tyZone>us-west - 2b</ Avai | abi | i tyZone>
<Avai | abi | i tyZone>us-west-2c</ Avai |l abi | ityZone>
</ Avai |l abi |l ityZones>
<Pr ef er r edBackupW ndow>10: 37- 11: 07</ Pr ef er r edBackupW ndow>
<Endpoi nt >sanpl e-r est or ed. cl ust er - cnubrr evf kab. us-
west - 2. rds. amazonaws. conk/ Endpoi nt >
<Engi ne>aur or a</ Engi ne>
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<Reader Endpoi nt >sanpl e-r est or ed. cl ust er-ro- cnubrrevf ka6. us-
west - 2. rds. amazonaws. conx/ Reader Endpoi nt >
<ReadRepl i cal dentifiers/>
<Engi neVer si on>5. 6. 10a</ Engi neVer si on>
<Mast er User nane>nynast er user </ Mast er User nanme>
<DBd ust er Menber s/ >
<St or ageEncr ypt ed>f al se</ St or ageEncr ypt ed>
<DBSubnet G oup>def aul t </ DBSubnet Gr oup>
<VpcSecurityG oups>
<VpcSecurityG oupMenber shi p>
<VpcSecurityG oupl d>sg-178c1671</ VpcSecurityG oupl d>
<St atus>acti ve</ St at us>
</ VpcSecurityG oupMenber shi p>
</ VpcSecurityG oups>
<Host edZonel d>Z1PVI FOB346C1\W/ Host edZonel d>
<Por t >3306</ Port >
<Pr ef er r edMai nt enanceW ndow>t ue: 11: 51-t ue: 12: 21</
Pr ef err edMai nt enanceW ndow>
<DBCl ust er Par anmet er G oup>def aul t . aur or a5. 6</ DBCl ust er Par anet er G oup>
<BackupRet ent i onPeri od>1</ BackupRet ent i onPeri od>
<DBCl usterldentifier>sanpl e-restored</DBC usterldentifier>
<DbCl ust er Resour cel d>cl ust er - BOCABDT6NSUVQWN273A0XAX234Y</
DbCl ust er Resour cel d>
<DBC ust er Arn>ar n: aws: rds: us-west - 2: 123456789012: cl ust er: sanpl e-
rest or ed</ DBC ust er Arn>
<St at us>creati ng</ St at us>
</ DBO ust er >
</ Rest or eDBC ust er Fr onSnapshot Resul t >
<ResponseMet adat a>
<Request | d>955ebc45- 7a02- 11e6- a5el- 0785f 9b8437a</ Request | d>
</ ResponseMet adat a>
</ Rest or eDBC ust er Fr onSnapshot Response>
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RestoreDBClusterToPointInTime

Restores a DB cluster to an arbitrary point in time. Users can restore to any point in time before

Lat est Rest or abl eTi e for up to BackupRet ent i onPer i od days. The target DB cluster is created
from the source DB cluster with the same configuration as the original DB cluster, except that the new
DB cluster is created with the default DB security group.

For more information on Amazon Aurora, see Aurora on Amazon RDS in the Amazon RDS User
Guide.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

DBClusterldentifier
The name of the new DB cluster to be created.
Constraints:
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
« First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
DBSubnetGroupName
The DB subnet group name to use for the new DB cluster.

Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens. Must not be default.

Example: mySubnet gr oup
Type: String
Required: No

KmsKeyld

The KMS key identifier to use when restoring an encrypted DB cluster from an encrypted DB
cluster.

The KMS key identifier is the Amazon Resource Name (ARN) for the KMS encryption key. If you
are restoring a DB cluster with the same AWS account that owns the KMS encryption key used to
encrypt the new DB cluster, then you can use the KMS key alias instead of the ARN for the KMS
encryption key.

You can restore to a new DB cluster and encrypt the new DB cluster with a KMS key that is
different than the KMS key used to encrypt the source DB cluster. The new DB cluster will be
encrypted with the KMS key identified by the KnsKeyl d parameter.

If you do not specify a value for the KnsKey| d parameter, then the following will occur:

« If the DB cluster is encrypted, then the restored DB cluster is encrypted using the KMS key that
was used to encrypt the source DB cluster.

« If the DB cluster is not encrypted, then the restored DB cluster is not encrypted.

If DBO ust erl dentifier refers to a DB cluster that is note encrypted, then the restore request is
rejected.

Type: String
Required: No
OptionGroupName
The name of the option group for the new DB cluster.
Type: String
Required: No
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Port
The port number on which the new DB cluster accepts connections.
Constraints: Value must be 1150- 65535
Default: The same port as the original DB cluster.
Type: Integer
Required: No
RestoreToTime
The date and time to restore the DB cluster to.
Valid Values: Value must be a time in Universal Coordinated Time (UTC) format
Constraints:
* Must be before the latest restorable time for the DB instance

¢ Cannot be specified if UseLat est Rest or abl eTi ne parameter is true
Example: 2015- 03- 07T23: 45: 00Z

Type: Timestamp
Required: No
SourceDBClusterldentifier
The identifier of the source DB cluster from which to restore.
Constraints:
¢ Must be the identifier of an existing database instance
« Must contain from 1 to 63 alphanumeric characters or hyphens
¢ First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No
UselatestRestorableTime

A value that is set to t r ue to restore the DB cluster to the latest restorable backup time, and
f al se otherwise.

Default: f al se
Constraints: Cannot be specified if Rest or eToTi me parameter is provided.
Type: Boolean
Required: No
VpcSecurityGrouplds.VpcSecurityGroupld.N
A Ist of VPC security groups that the new DB cluster belongs to.
Type: array of Strings
Required: No

Response Elements

The following element is returned by the service.

DBCluster
Contains the result of a successful invocation of the following actions:

¢ CreateDBCluster (p. 30)
¢ DeleteDBCluster (p. 78)
¢ FailoverDBCluster (p. 189)
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¢ ModifyDBCluster (p. 194)

¢ RestoreDBClusterFromSnapshot (p. 258)

¢ RestoreDBClusterToPointInTime (p. 263)

This data type is used as a response element in the DescribeDBClusters (p. 112) action.
Type: DBCluster (p. 291) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

DBClusterAlreadyExistsFault
User already has a DB cluster with the given identifier.
HTTP Status Code: 400

DBClusterNotFoundFault
DBClusterldentifier does not refer to an existing DB cluster.
HTTP Status Code: 404

DBClusterQuotaExceededFault

User attempted to create a new DB cluster and the user has already reached the maximum
allowed DB cluster quota.

HTTP Status Code: 403

DBClusterSnapshotNotFoundFault
DBClusterSnapshotldentifier does not refer to an existing DB cluster snapshot.
HTTP Status Code: 404

DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404

DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404

InsufficientDBClusterCapacityFault
The DB cluster does not have enough capacity for the current operation.
HTTP Status Code: 403

InsufficientStorageClusterCapacity

There is insufficient storage available for the current action. You may be able to resolve this error
by updating your subnet group to use different Availability Zones that have more storage available.

HTTP Status Code: 400
InvalidDBClusterSnapshotStateFault
The supplied value is not a valid DB cluster snapshot state.
HTTP Status Code: 400
InvalidDBSnapshotState
The state of the DB snapshot does not allow deletion.
HTTP Status Code: 400
InvalidRestoreFault
Cannot restore from vpc backup to non-vpc DB instance.
HTTP Status Code: 400
InvalidSubnet

The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.

HTTP Status Code: 400
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InvalidVPCNetworkStateFault
DB subnet group does not cover all Availability Zones after it is created because users' change.
HTTP Status Code: 400
KMSKeyNotAccessibleFault
Error accessing KMS key.
HTTP Status Code: 400
OptionGroupNotFoundFault
The specified option group could not be found.
HTTP Status Code: 404
StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

StorageQuotaExceeded
Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-west-2. amazonaws. com
?Act i on=Rest or eDBCl ust er ToPoi nt | nTi ne
&DBd usterldentifier=sanple-restored-1
&Rest or eToTi ne=2016- 09- 13T18¥8A45%8A00Z
&Si gnat ur eMet hod=Hmac SHA256
&Si gnat ur eVer si on=4
&Sour ceDBCd ust erldentifi er=sanpl e-cl uster
&Ver si on=2014- 10- 31
&X- Anz- Al gori t hmrFAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20160913/ us- west - 2/ r ds/ aws4_r equest
&X- Anez- Dat e=20160913T224930Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane -
Si gnat ur e=e3b88945052247e82eaecacabe269e7f 6€18a36147b45c3b077bc600472e70deb

Sample Response

<Rest or eDBCl ust er ToPoi nt I nTi mreResponse xm ns="http://rds. amazonaws. com
doc/ 2014- 10- 31/ ">
<Rest or eDBC ust er ToPoi nt | nTi neResul t >
<DBd ust er >
<Al | ocat edSt or age>1</ Al | ocat edSt or age>
<Dat abaseNane>sanpl e</ Dat abaseNanme>
<Avai |l abi | i tyZones>
<Avai | abi | i tyZone>us-west - 2a</ Avai | abi | i t yZone>
<Avai | abi |l i tyZone>us-west - 2b</ Avai | abi | i t yZone>
<Avai | abi |l i tyZone>us-west -2c</ Avai |l abi | ityZone>
</ Avai |l abi |l ityZones>
<Pr ef er r edBackupW ndow>10: 37- 11: 07</ Pr ef er r edBackupW ndow>
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<Endpoi nt >sanpl e-rest ored- 1. cl ust er-cnubrr f wf kg6. us-
west - 2. rds. amazonaws. conx/ Endpoi nt >
<Engi ne>aur or a</ Engi ne>
<Reader Endpoi nt >sanpl e-rest ored- 1. cl ust er-ro-cnubrrfwf kg6. us-
west - 2. rds. amazonaws. conx/ Reader Endpoi nt >
<ReadRepl i cal dentifiers/>
<Engi neVer si on>5. 6. 10a</ Engi neVer si on>
<Mast er User nane>nynast er user </ Mast er User nanme>
<DBd ust er Menber s/ >
<St or ageEncr ypt ed>f al se</ St or ageEncr ypt ed>
<DBSubnet G oup>def aul t </ DBSubnet Gr oup>
<Host edZonel d>Z1PVI FOB622C1W/ Host edZonel d>
<VpcSecurityG oups>
<VpcSecurityG oupMenber shi p>
<VpcSecurityG oupl d>sg-187¢1671</ VpcSecurityG oupl d>
<St atus>active</ St at us>
</ VpcSecurityG oupMenber shi p>
</ VpcSecurityG oups>
<Por t >3306</ Port >
<Pr ef er r edMai nt enanceW ndow>t ue: 11: 51-tue: 12: 21</
Pr ef err edMai nt enanceW ndow>
<DBCl ust er Par anmet er G oup>def aul t . aur or a5. 6</ DBCl ust er Par anet er G oup>
<BackupRet ent i onPeri od>1</ BackupRet ent i onPeri od>
<DBCl usterldentifier>sanpl e-restored-1</DBC usterldentifier>
<Dbd ust er Resour cel d>cl ust er - U5ZXU3237H7 YVCVKI SDI XSQKUQ</
DbCl ust er Resour cel d>
<DBC ust er Arn>arn: aws: rds: us-west - 2: 123456789012: cl ust er: sanpl e-
rest or ed- 1</ DBC ust er Ar n>
<St at us>creati ng</ St at us>
</ DBO ust er >
</ Rest or eDBC ust er ToPoi nt I nTi meResul t >
<ResponseMet adat a>
<Request | d>54b75eef - 7a04- 15b6- aaa0- 75ef 834084a0</ Request | d>
</ ResponseMet adat a>
</ Rest or eDBCl ust er ToPoi nt | nTi reResponse>
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RestoreDBInstanceFromDBSnapshot

Creates a new DB instance from a DB snapshot. The target database is created from the source
database restore point with the most of original configuration with the default security group and the
default DB parameter group. By default, the new DB instance is created as a single-AZ deployment
except when the instance is a SQL Server instance that has an option group that is associated

with mirroring; in this case, the instance becomes a mirrored AZ deployment and not a single-AZ
deployment.

If your intent is to replace your original DB instance with the new, restored DB instance, then rename
your original DB instance before you call the RestoreDBInstanceFromDBSnapshot action. RDS
does not allow two DB instances with the same name. Once you have renamed your original DB
instance with a different identifier, then you can pass the original name of the DB instance as the
DBInstanceldentifier in the call to the RestoreDBInstanceFromDBSnapshot action. The result is that
you will replace the original DB instance with the DB instance created from the snapshot.

If you are restoring from a shared manual DB snapshot, the DBSnapshot | denti fi er must be the
ARN of the shared DB snapshot.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

AutoMinorVersionUpgrade

Indicates that minor version upgrades will be applied automatically to the DB instance during the
maintenance window.

Type: Boolean
Required: No
AvailabilityZone
The EC2 Availability Zone that the database instance will be created in.
Default: A random, system-chosen Availability Zone.

Constraint: You cannot specify the AvailabilityZone parameter if the MultiAZ parameter is set to
true.

Example: us- east - 1a

Type: String

Required: No
CopyTagsToSnapshot

True to copy all tags from the restored DB instance to snapshots of the DB instance; otherwise
false. The default is false.

Type: Boolean
Required: No

DBInstanceClass
The compute and memory capacity of the Amazon RDS DB instance.
Valid Values: db.t1. micro | db.nl.small | db.nl. nedium | db.nl.|arge
| db.m.xlarge | db.nR.2xlarge | db.nR.4xlarge | db.nB. medi um |
db.mB8.large | db.nB.xlarge | db.n8.2xlarge | db.md. large | db. mi. x|l arge
| db.mt. 2xlarge | db.m4. 4xlarge | db. 4. 10xl arge | db.r3.large |
db.r3.xlarge | db.r3.2xlarge | db.r3.4xlarge | db.r3.8xlarge | db.t2. micro
| db.t2.small | db.t2.nedium| db.t2.large
Type: String
Required: No

DBInstanceldentifier
Name of the DB instance to create from the DB snapshot. This parameter isn't case-sensitive.
Constraints:

API Version 2014-10-31
268



Amazon Relational Database Service API Reference
Request Parameters

» Must contain from 1 to 63 alphanumeric characters or hyphens (1 to 15 for SQL Server)
« First character must be a letter

» Cannot end with a hyphen or contain two consecutive hyphens

Example: nmy- snapshot -i d

Type: String

Required: Yes

DBName
The database name for the restored DB instance.

Note
This parameter doesn't apply to the MySQL, PostgreSQL, or MariaDB engines.
Type: String
Required: No
DBSnapshotldentifier
The identifier for the DB snapshot to restore from.
Constraints:
* Must contain from 1 to 255 alphanumeric characters or hyphens
* First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens

If you are restoring from a shared manual DB snapshot, the DBSnapshot | denti fi er must be
the ARN of the shared DB snapshot.

Type: String
Required: Yes
DBSubnetGroupName
The DB subnet group name to use for the new instance.

Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens. Must not be default.

Example: mySubnet gr oup
Type: String
Required: No
Domain
Specify the Active Directory Domain to restore the instance in.
Type: String
Required: No
DomainlAMRoleName
Specify the name of the IAM role to be used when making API calls to the Directory Service.
Type: String
Required: No
Engine
The database engine to use for the new instance.
Default: The same as source
Constraint: Must be compatible with the engine of the source
Valid Values: MySQL | mar i adb | or acl e-sel | oracl e-se | oracl e-ee | sql server-ee
sql server-se |sql server-ex |sql server-web | postgres |aurora
Type: String
Required: No
lops
Specifies the amount of provisioned IOPS for the DB instance, expressed in I/O operations per

second. If this parameter is not specified, the IOPS value will be taken from the backup. If this
parameter is set to 0, the new instance will be converted to a non-PIOPS instance, which will take
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additional time, though your DB instance will be available for connections before the conversion
starts.

Constraints: Must be an integer greater than 1000.
SQL Server
Setting the IOPS value for the SQL Server database engine is not supported.
Type: Integer
Required: No
LicenseModel
License model information for the restored DB instance.
Default: Same as source.
Valid values: | i cense-i ncl uded | bri ng-your-own-1icense | general -public-license
Type: String
Required: No
MultiAZ
Specifies if the DB instance is a Multi-AZ deployment.

Constraint: You cannot specify the AvailabilityZone parameter if the MultiAZ parameter is set to
true.

Type: Boolean
Required: No
OptionGroupName
The name of the option group to be used for the restored DB instance.

Permanent options, such as the TDE option for Oracle Advanced Security TDE, cannot be
removed from an option group, and that option group cannot be removed from a DB instance once
it is associated with a DB instance

Type: String
Required: No

Port
The port number on which the database accepts connections.
Default: The same port as the original DB instance
Constraints: Value must be 1150- 65535
Type: Integer
Required: No

PubliclyAccessible
Specifies the accessibility options for the DB instance. A value of true specifies an Internet-facing
instance with a publicly resolvable DNS name, which resolves to a public IP address. A value of
false specifies an internal instance with a DNS name that resolves to a private IP address.
Default: The default behavior varies depending on whether a VPC has been requested or not. The
following list shows the default behavior in each case.

¢ Default VPC: true
* VPC: false

If no DB subnet group has been specified as part of the request and the PubliclyAccessible value
has not been set, the DB instance will be publicly accessible. If a specific DB subnet group has
been specified as part of the request and the PubliclyAccessible value has not been set, the DB
instance will be private.

Type: Boolean

Required: No

StorageType
Specifies the storage type to be associated with the DB instance.
Valid values: standard | gp2 | iol

If you specify i 01, you must also include a value for the | ops parameter.
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Default: i ol if the | ops parameter is specified; otherwise st andar d
Type: String
Required: No
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No
TdeCredentialArn
The ARN from the Key Store with which to associate the instance for TDE encryption.
Type: String
Required: No
TdeCredentialPassword
The password for the given ARN from the Key Store in order to access the device.
Type: String
Required: No

Response Elements

The following element is returned by the service.

DBInstance
Contains the result of a successful invocation of the following actions:
¢ CreateDBInstance (p. 42)
¢ DeleteDBInstance (p. 85)
* ModifyDBInstance (p. 204)
This data type is used as a response element in the DescribeDBInstances (p. 124) action.
Type: DBInstance (p. 304) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

AuthorizationNotFound
Specified CIDRIP or EC2 security group is not authorized for the specified DB security group.
RDS may not also be authorized via IAM to perform necessary actions on your behalf.
HTTP Status Code: 404
DBInstanceAlreadyExists
User already has a DB instance with the given identifier.
HTTP Status Code: 400
DBSecurityGroupNotFound
DBSecurityGroupName does not refer to an existing DB security group.
HTTP Status Code: 404
DBSnapshotNotFound
DBSnapshotldentifier does not refer to an existing DB snapshot.
HTTP Status Code: 404
DBSubnetGroupDoesNotCoverEnoughAZs

Subnets in the DB subnet group should cover at least two Availability Zones unless there is only
one Availability Zone.

HTTP Status Code: 400
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DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.

HTTP Status Code: 404
DomainNotFoundFault
Domain does not refer to an existing Active Directory Domain.
HTTP Status Code: 404
InstanceQuotaExceeded
Request would result in user exceeding the allowed number of DB instances.
HTTP Status Code: 400
InsufficientDBInstanceCapacity
Specified DB instance class is not available in the specified Availability Zone.
HTTP Status Code: 400
InvalidDBSnapshotState
The state of the DB snapshot does not allow deletion.
HTTP Status Code: 400
InvalidRestoreFault
Cannot restore from vpc backup to non-vpc DB instance.
HTTP Status Code: 400
InvalidSubnet

The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.

HTTP Status Code: 400
InvalidVPCNetworkStateFault
DB subnet group does not cover all Availability Zones after it is created because users' change.
HTTP Status Code: 400
KMSKeyNotAccessibleFault
Error accessing KMS key.
HTTP Status Code: 400
OptionGroupNotFoundFault
The specified option group could not be found.
HTTP Status Code: 404
ProvisionedlopsNotAvailablelInAZFault
Provisioned IOPS not available in the specified Availability Zone.
HTTP Status Code: 400
StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

StorageTypeNotSupported
StorageType specified cannot be associated with the DB Instance.

HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
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?Act i on=Rest or eDBI nst anceFr onDBSnapshot

&DBI nst ancel denti fi er=mysql db-rest ored

&DBSnapshot | denti fi er =r ds¥%8Anmysql db- 2014- 04- 22- 08- 15

&Si gnat ur eMet hod=Hmrac SHA256

&Si gnat ur eVer si on=4

&\Ver si on=2014- 09- 01

&X- Ane- Al gori t hmeAWB4- HVAC- SHA256

&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140428/ us- east - 1/ rds/ aws4_r equest

&X- Ane- Dat €=20140428T232655Z

&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e

&X- Anz-
Si gnat ur e=78ac761e8c8f 54a8c0727f 4e67ad0a766f bb0024510b9aa34eabdlf 7df 52f €92

Sample Response

<Rest or eDBI nst anceFr onDBSnapshot Response xnm ns="http://rds. amazonaws. conf
doc/ 2014-09- 01/ ">
<Rest or eDBI nst anceFr onDBSnapshot Resul t >
<DBI nst ance>
<BackupRet ent i onPer i od>7</ BackupRet ent i onPeri od>
<Mul ti AZ>f al se</ Mul ti AZ>
<DBI nst anceSt at us>cr eat i ng</ DBl nst anceSt at us>
<VpcSecurityG oups/ >
<DBI nst ancel denti fi er >mysql db-rest or ed</ DBI nst ancel denti fi er>
<Pr ef err edBackupW ndow>08: 14- 08: 44</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>fri : 04: 50-fri : 05: 20</
Pr ef err edMai nt enanceW ndow>
<ReadRepl i caDBI nst ancel denti fi ers/>
<Engi ne>nysql </ Engi ne>
<Pendi nghbdi fi edVal ues/ >
<Li censeMbdel >gener al - publ i c-1i cense</Li censeMbdel >
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<DBPar anet er G oups>
<DBPar anet er G oup>
<Par anet er Appl ySt at us>i n- sync</ Par anet er Appl ySt at us>
<DBPar anet er G oupNanme>def aul t . nysql 5. 6</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
</ DBPar anet er G oups>
<Opt i onG oupMenber shi ps>
<Opt i onG oupMenber shi p>
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>pendi ng- appl y</ St at us>
</ Opti onGr oupMenber shi p>
</ Opti onG oupMenber shi ps>
<Publ i cl yAccessi bl e>t rue</ Publ i cl yAccessi bl e>
<DBSecurityGroups>
<DBSecuri tyG oup>
<St atus>acti ve</ St at us>
<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurityG oups>
<DBNane>nysql db</ DBNane>
<Aut oM nor Ver si onUpgr ade>t r ue</ Aut oM nor Ver si onUpgr ade>
<Al | ocat edSt or age>100</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
<DBI nst anced ass>db. niL. nedi unx/ DBl nst anced ass>
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</ DBI nst ance>
</ Rest or eDBI nst anceFr onDBSnapshot Resul t >
<ResponseMet adat a>
<Request | d>863f d73e- be2b- 11d3- 855b-576787000e19</ Request | d>
</ ResponseMet adat a>
</ Rest or eDBI nst anceFr onDBSnapshot Response>
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RestoreDBInstanceToPointinTime

Restores a DB instance to an arbitrary point in time. You can restore to any point in time before the
time identified by the LatestRestorableTime property. You can restore to a point up to the number of
days specified by the BackupRetentionPeriod property.

The target database is created with most of the original configuration, but in a system-selected
availability zone, with the default security group, the default subnet group, and the default DB
parameter group. By default, the new DB instance is created as a single-AZ deployment except when
the instance is a SQL Server instance that has an option group that is associated with mirroring; in this
case, the instance becomes a mirrored deployment and not a single-AZ deployment.

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

AutoMinorVersionUpgrade

Indicates that minor version upgrades will be applied automatically to the DB instance during the
maintenance window.

Type: Boolean
Required: No
AvailabilityZone
The EC2 Availability Zone that the database instance will be created in.
Default: A random, system-chosen Availability Zone.

Constraint: You cannot specify the AvailabilityZone parameter if the MultiAZ parameter is set to
true.

Example: us- east - 1a

Type: String

Required: No
CopyTagsToSnapshot

True to copy all tags from the restored DB instance to snapshots of the DB instance; otherwise
false. The default is false.

Type: Boolean
Required: No
DBInstanceClass
The compute and memory capacity of the Amazon RDS DB instance.

Valid Values: db.t 1. micro | db.nl.small | db.ml. medium | db.ndl.|arge

| db.ml.xlarge | db.nR.2xlarge | db.nR.4xlarge | db.n8. medi um |
db.nB.large | db.nB.xlarge | db.nB.2xlarge | db.nm.large | db.mi. xl arge

| db.mi. 2xl arge | db.n4. 4xl arge | db.md. 10xl arge | db.r3.large |
db.r3.xlarge | db.r3.2xlarge | db.r3.4xlarge | db.r3.8xlarge | db.t2.mcro
| db.t2.small | db.t2.medium | db.t2.1arge

Default: The same DBInstanceClass as the original DB instance.
Type: String
Required: No
DBName
The database name for the restored DB instance.
Note
This parameter is not used for the MySQL or MariaDB engines.
Type: String
Required: No
DBSubnetGroupName
The DB subnet group name to use for the new instance.
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Constraints: Must contain no more than 255 alphanumeric characters, periods, underscores,
spaces, or hyphens. Must not be default.

Example: mySubnet gr oup
Type: String
Required: No
Domain
Specify the Active Directory Domain to restore the instance in.
Type: String
Required: No
DomainlAMRoleName
Specify the name of the IAM role to be used when making API calls to the Directory Service.
Type: String
Required: No
Engine
The database engine to use for the new instance.
Default: The same as source
Constraint: Must be compatible with the engine of the source

Valid Values: MySQL | mari adb | or acl e-sel | oracl e-se | oracl e- ee | sql server-ee
sqgl server-se|sql server-ex |sql server-web | postgres |aurora

Type: String
Required: No
lops
The amount of Provisioned IOPS (input/output operations per second) to be initially allocated for
the DB instance.

Constraints: Must be an integer greater than 1000.
SQL Server
Setting the IOPS value for the SQL Server database engine is not supported.
Type: Integer
Required: No
LicenseModel
License model information for the restored DB instance.
Default: Same as source.
Valid values: | i cense-i ncl uded | bri ng-your-own-1|icense |general -public-1license
Type: String
Required: No
MultiAZ
Specifies if the DB instance is a Multi-AZ deployment.

Constraint: You cannot specify the AvailabilityZone parameter if the MultiAZ parameter is set to
true.

Type: Boolean
Required: No
OptionGroupName
The name of the option group to be used for the restored DB instance.

Permanent options, such as the TDE option for Oracle Advanced Security TDE, cannot be
removed from an option group, and that option group cannot be removed from a DB instance once
it is associated with a DB instance

Type: String
Required: No
Port
The port number on which the database accepts connections.
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Constraints: Value must be 1150- 65535
Default: The same port as the original DB instance.
Type: Integer
Required: No
PubliclyAccessible

Specifies the accessibility options for the DB instance. A value of true specifies an Internet-facing
instance with a publicly resolvable DNS name, which resolves to a public IP address. A value of
false specifies an internal instance with a DNS name that resolves to a private IP address.

Default: The default behavior varies depending on whether a VPC has been requested or not. The
following list shows the default behavior in each case.

* Default VPC:true

* VPC:false

If no DB subnet group has been specified as part of the request and the PubliclyAccessible value
has not been set, the DB instance will be publicly accessible. If a specific DB subnet group has
been specified as part of the request and the PubliclyAccessible value has not been set, the DB
instance will be private.

Type: Boolean
Required: No
RestoreTime
The date and time to restore from.
Valid Values: Value must be a time in Universal Coordinated Time (UTC) format
Constraints:
¢ Must be before the latest restorable time for the DB instance
¢ Cannot be specified if UseLatestRestorableTime parameter is true
Example: 2009- 09- 07T23: 45: 00Z
Type: Timestamp
Required: No
SourceDBInstanceldentifier
The identifier of the source DB instance from which to restore.
Constraints:
« Must be the identifier of an existing database instance
¢ Must contain from 1 to 63 alphanumeric characters or hyphens
¢ First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens

Type: String
Required: Yes
StorageType
Specifies the storage type to be associated with the DB instance.
Valid values: standard | gp2 | iol

If you specify i 01, you must also include a value for the | ops parameter.
Default: i ol if the | ops parameter is specified; otherwise st andar d
Type: String
Required: No
Tags.Tag.N
A list of tags.
Type: array of Tag (p. 354) objects
Required: No
TargetDBInstanceldentifier
The name of the new database instance to be created.
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Constraints:
* Must contain from 1 to 63 alphanumeric characters or hyphens
¢ First character must be a letter
¢ Cannot end with a hyphen or contain two consecutive hyphens
Type: String
Required: Yes
TdeCredentialArn
The ARN from the Key Store with which to associate the instance for TDE encryption.
Type: String
Required: No
TdeCredentialPassword
The password for the given ARN from the Key Store in order to access the device.
Type: String
Required: No
UselatestRestorableTime

Specifies whether (t r ue) or not (f al se) the DB instance is restored from the latest backup time.

Default: f al se

Constraints: Cannot be specified if RestoreTime parameter is provided.
Type: Boolean

Required: No

Response Elements

The following element is returned by the service.

DBInstance
Contains the result of a successful invocation of the following actions:
¢ CreateDBInstance (p. 42)
¢ DeleteDBInstance (p. 85)
¢ ModifyDBInstance (p. 204)
This data type is used as a response element in the DescribeDBInstances (p. 124) action.
Type: DBInstance (p. 304) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

AuthorizationNotFound
Specified CIDRIP or EC2 security group is not authorized for the specified DB security group.

RDS may not also be authorized via IAM to perform necessary actions on your behalf.
HTTP Status Code: 404
DBInstanceAlreadyExists
User already has a DB instance with the given identifier.
HTTP Status Code: 400
DBInstanceNotFound
DBInstanceldentifier does not refer to an existing DB instance.
HTTP Status Code: 404

DBSecurityGroupNotFound
DBSecurityGroupName does not refer to an existing DB security group.
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HTTP Status Code: 404

DBSubnetGroupDoesNotCoverEnoughAZs
Subnets in the DB subnet group should cover at least two Availability Zones unless there is only
one Availability Zone.

HTTP Status Code: 400
DBSubnetGroupNotFoundFault
DBSubnetGroupName does not refer to an existing DB subnet group.
HTTP Status Code: 404
DomainNotFoundFault
Domain does not refer to an existing Active Directory Domain.
HTTP Status Code: 404
InstanceQuotaExceeded
Request would result in user exceeding the allowed number of DB instances.
HTTP Status Code: 400
InsufficientDBInstanceCapacity
Specified DB instance class is not available in the specified Availability Zone.
HTTP Status Code: 400
InvalidDBInstanceState
The specified DB instance is not in the available state.
HTTP Status Code: 400
InvalidRestoreFault
Cannot restore from vpc backup to non-vpc DB instance.
HTTP Status Code: 400
InvalidSubnet

The requested subnet is invalid, or multiple subnets were requested that are not all in a common
VPC.

HTTP Status Code: 400
InvalidVPCNetworkStateFault
DB subnet group does not cover all Availability Zones after it is created because users' change.
HTTP Status Code: 400
KMSKeyNotAccessibleFault
Error accessing KMS key.
HTTP Status Code: 400
OptionGroupNotFoundFault
The specified option group could not be found.
HTTP Status Code: 404
PointinTimeRestoreNotEnabled
SourceDBInstanceldentifier refers to a DB instance with BackupRetentionPeriod equal to 0.
HTTP Status Code: 400
ProvisionedlopsNotAvailableInAZFault
Provisioned IOPS not available in the specified Availability Zone.
HTTP Status Code: 400
StorageQuotaExceeded

Request would result in user exceeding the allowed amount of storage available across all DB
instances.

HTTP Status Code: 400

StorageTypeNotSupported
StorageType specified cannot be associated with the DB Instance.
HTTP Status Code: 400
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Example

Sample Request

https://rds. us-east-1. amazonaws. conl
?Act i on=Rest or eDBI nst anceToPoi nt | nTi me
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&Sour ceDBI nst ancel denti fi er=mysql db
&Tar get DBI nst ancel denti fi er=mysql db-pitr
&Usel at est Rest or abl eTi me=t r ue
&Ver si on=2014- 09- 01
&X- Anz- Al gori t hmrAWS4- HVAC- SHA256
&X- Anz- Cr edent i al =AKI ADQKE4SARGYLE/ 20140428/ us- east - 1/ rds/ aws4_r equest
&X- Anz- Dat e=20140428T233051Z
&X- Anz- Si gnedHeader s=cont ent - t ype; host ; user - agent ; x- anez- cont ent - sha256; x-
ane-dat e
&X- Anz-
Si gnat ur e=087a8eb41cblab0f c9ec1575f 23e73757f f c6ale42d7d2b30b9ccObe988cf f 97

Sample Response

<Rest or eDBI nst anceToPoi nt | nTi nreResponse xm ns="http://rds. anmazonaws. com
doc/ 2014-09- 01/ ">
<Rest or eDBI nst anceToPoi nt I nTi meResul t >
<DBI nst ance>
<BackupRet ent i onPer i od>7</ BackupRet ent i onPeri od>
<DBI nst anceSt at us>cr eat i ng</ DBl nst anceSt at us>
<Mul ti AZ>f al se</ Mul ti AZ>
<VpcSecurityG oups/ >
<DBI nst ancel denti fi er >mysql db- pi tr</ DBl nst ancel denti fi er>
<Pr ef err edBackupW ndow>08: 14- 08: 44</ Pr ef er r edBackupW ndow>
<Pr ef er r edMai nt enanceW ndow>fri : 04: 50-fri: 05: 20</
Pr ef err edMai nt enanceW ndow>
<ReadRepl i caDBI nst ancel denti fiers/>
<Engi ne>nysql </ Engi ne>
<Pendi nghbdi fi edVal ues/ >
<Li censeModel >general - publ i c-1i cense</ Li censeMdel >
<DBPar anet er &G oups>
<DBPar anet er G oup>
<Par anet er Appl ySt at us>i n- sync</ Par anet er Appl ySt at us>
<DBPar anet er G oupNanme>def aul t . nysql 5. 6</ DBPar anet er G oupNane>
</ DBPar aret er G oup>
</ DBPar anet er G oups>
<Engi neVer si on>5. 6. 13</ Engi neVer si on>
<Opt i onG oupMenber shi ps>
<Opt i onG oupMenber shi p>
<Opt i onGr oupName>def aul t : mysql - 5- 6</ Opt i onGr oupNane>
<St at us>pendi ng- appl y</ St at us>
</ Opti onGr oupMenber shi p>
</ Opti onG oupMenber shi ps>
<Publ i cl yAccessi bl e>true</ Publ i cl yAccessi bl e>
<DBSecurityG oups>
<DBSecurityGroup>
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<St atus>acti ve</ St at us>
<DBSecuri t yGroupNane>def aul t </ DBSecuri t yGr oupNanme>
</ DBSecurityG oup>
</ DBSecurityG oups>
<DBNane>nysql db</ DBNane>
<Aut oM nor Ver si onUpgr ade>t r ue</ Aut oM nor Ver si onUpgr ade>
<Al | ocat edSt or age>100</ Al | ocat edSt or age>
<Mast er User nane>nyawsuser </ Mast er User nane>
<DBI nst anced ass>db. ni. nedi unx/ DBl nst anceC ass>
</ DBl nst ance>
</ Rest or eDBI nst anceToPoi nt | nTi neResul t >
<ResponseMet adat a>
<Request | d>13447c70- be2c-11d3-f 4c6- 37db295f 7674</ Request | d>
</ ResponseMet adat a>
</ Rest or eDBI nst anceToPoi nt | nTi reResponse>
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RevokeDBSecurityGrouplngress

Revokes ingress from a DBSecurityGroup for previously authorized IP ranges or EC2 or VPC Security
Groups. Required parameters for this API are one of CIDRIP, EC2SecurityGroupld for VPC, or
(EC2SecurityGroupOwnerld and either EC2SecurityGroupName or EC2SecurityGroupld).

Request Parameters

For information about the parameters that are common to all actions, see Common
Parameters (p. 358).

CIDRIP
The IP range to revoke access from. Must be a valid CIDR range. If Cl DRI P is specified,
EC2SecurityG oupNane, EC2Securi t yG oupl d and EC2Securi t yG oupOaner | d cannot be
provided.

Type: String
Required: No
DBSecurityGroupName
The name of the DB security group to revoke ingress from.
Type: String
Required: Yes

EC2SecurityGroupld
The id of the EC2 security group to revoke access from. For VPC DB security groups,
EC2Securi t yGroupl d must be provided. Otherwise, EC2SecurityGroupOwnerld and either
EC2Securit yGr oupNane or EC2Securi t yGr oupl d must be provided.

Type: String
Required: No
EC2SecurityGroupName
The name of the EC2 security group to revoke access from. For VPC DB security groups,

EC2Securi t yGr oupl d must be provided. Otherwise, EC2SecurityGroupOwnerld and either
EC2Securit yGr oupNane or EC2Securi t yGr oupl d must be provided.
Type: String
Required: No

EC2SecurityGroupOwnerld
The AWS Account Number of the owner of the EC2 security group specified in the
EC2Secur it yGr oupNane parameter. The AWS Access Key ID is not an acceptable
value. For VPC DB security groups, EC2Secur i t yGr oupl d must be provided. Otherwise,
EC2SecurityGroupOwnerld and either EC2Secur i t yGr oupNane or EC2Securi t yGr oupl d must
be provided.

Type: String
Required: No

Response Elements

The following element is returned by the service.

DBSecurityGroup
Contains the result of a successful invocation of the following actions:

¢ DescribeDBSecurityGroups (p. 136)
¢ AuthorizeDBSecurityGrouplngress (p. 13)
¢ CreateDBSecurityGroup (p. 64)

¢ RevokeDBSecurityGrouplngress (p. 282)
This data type is used as a response element in the DescribeDBSecurityGroups (p. 136) action.
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Type: DBSecurityGroup (p. 312) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 360).

AuthorizationNotFound
Specified CIDRIP or EC2 security group is not authorized for the specified DB security group.
RDS may not also be authorized via IAM to perform necessary actions on your behalf.
HTTP Status Code: 404
DBSecurityGroupNotFound
DBSecurityGroupName does not refer to an existing DB security group.
HTTP Status Code: 404
InvalidDBSecurityGroupState
The state of the DB security group does not allow deletion.
HTTP Status Code: 400

Example

Sample Request

https://rds. us-east-1. amazonaws. com
?Act i on=RevokeDBSecurityG oupl ngress
&Cl DRI P=192. 0. 0. 19%2F32
&DBSecuri t yG oupNanme=nydbsecuritygroup0l
&Si gnat ur eMet hod=Hmrac SHA256
&Si gnat ur eVer si on=4
&\Ver si on=2014-09- 01
&X- Ane- Al gori t hm=AWB4- HVAC- SHA256
&X- Az - Cr edent i al =AKI ADQKE4SARGYLE/ 20140428/ us- east - 1/ rds/ aws4_r equest
&X- Ane- Dat €=20140428T233956Z
&X- Az - Si gnedHeader s=cont ent -t ype; host ; user - agent ; x- anz- cont ent - sha256; x-
ane- dat e
&X- Ane-
Si gnat ur e=d9edabccacae36138704f b2b3cf 6755ef 08123862191b19d74582497b75e544a

Sample Response

<RevokeDBSecuri t yGroupl ngressResponse xm ns="http://rds. amazonaws. conf
doc/ 2014-09- 01/ ">
<RevokeDBSecurit yG oupl ngressResul t >
<DBSecuri t yGroup>
<EC2SecurityG oups/ >
<DBSecurityG oupDescri pti on>My new DBSecurityG oup</
DBSecurityG oupDescri pti on>
<l PRanges>
<l PRange>
<Cl DRI P>192. 0. 0. 1/ 32</ CI DRI P>
<St at us>r evoki ng</ St at us>
</ | PRange>
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</ | PRanges>
<Owner | d>803#########</ Owmner | d>
<DBSecuri t yGroupNanme>nydbsecurit ygroup0l</ DBSecurityG oupNane>
</ DBSecurityG oup>
</ RevokeDBSecuri t yGroupl ngressResul t >
<ResponseMet adat a>
<Request | d>579d8ba0- be2d- 11d3- ae4f - eec568ed6b36</ Request | d>
</ ResponseMet adat a>
</ RevokeDBSecuri t yGroupl ngr essResponse>
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Data Types

The Amazon Relational Database Service API contains several data types that various actions use.
This section describes each data type in detail.

Note
The order of each element in a data type structure is not guaranteed. Applications should not
assume a particular order.

The following data types are supported:

¢ AccountQuota (p. 287)

¢ AvailabilityZone (p. 288)

¢ Certificate (p. 289)

¢ CharacterSet (p. 290)

¢ DBCluster (p. 291)

¢ DBClusterMember (p. 295)

¢ DBClusterOptionGroupStatus (p. 296)
¢ DBClusterParameterGroup (p. 297)

¢ DBClusterRole (p. 298)

¢ DBClusterSnapshot (p. 299)

¢ DBClusterSnapshotAttribute (p. 301)
¢ DBClusterSnapshotAttributesResult (p. 302)
¢ DBEngineVersion (p. 303)

¢ DBlnstance (p. 304)

¢ DBlnstanceStatusinfo (p. 309)

« DBParameterGroup (p. 310)

¢ DBParameterGroupStatus (p. 311)

¢ DBSecurityGroup (p. 312)

¢ DBSecurityGroupMembership (p. 313)
¢ DBSnapshot (p. 314)

¢ DBSnapshotAttribute (p. 317)

« DBSnapshotAttributesResult (p. 318)
¢ DBSubnetGroup (p. 319)

¢ DescribeDBLogFilesDetails (p. 320)

¢ DomainMembership (p. 321)
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EC2SecurityGroup (p. 322)

Endpoint (p. 323)

EngineDefaults (p. 324)

Event (p. 325)

EventCategoriesMap (p. 326)
EventSubscription (p. 327)

Filter (p. 329)

IPRange (p. 330)

Option (p. 331)

OptionConfiguration (p. 332)
OptionGroup (p. 333)
OptionGroupMembership (p. 334)
OptionGroupOption (p. 335)
OptionGroupOptionSetting (p. 337)
OptionSetting (p. 338)

OptionVersion (p. 339)
OrderableDBInstanceOption (p. 340)
Parameter (p. 342)
PendingMaintenanceAction (p. 344)
PendingModifiedValues (p. 345)
RecurringCharge (p. 347)
ReservedDBInstance (p. 348)
ReservedDBInstancesOffering (p. 350)
ResourcePendingMaintenanceActions (p. 351)
SourceRegion (p. 352)

Subnet (p. 353)

Tag (p. 354)

Timezone (p. 355)

UpgradeTarget (p. 356)
VpcSecurityGroupMembership (p. 357)
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AccountQuota

Describes a quota for an AWS account, for example, the number of DB instances allowed.

Contents

AccountQuotaName
The name of the Amazon RDS quota for this AWS account.

Type: String
Required: No
Max
The maximum allowed value for the quota.
Type: Long
Required: No
Used
The amount currently used toward the quota maximum.
Type: Long
Required: No
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AvallabilityZone

Contains Availability Zone information.
This data type is used as an element in the following data type:

¢ OrderableDBInstanceOption (p. 340)

Contents

Name
The name of the availability zone.
Type: String
Required: No
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Certificate

A CA certificate for an AWS account.

Contents

CertificateArn
The Amazon Resource Name (ARN) for the certificate.

Type: String
Required: No

Certificateldentifier
The unique key that identifies a certificate.

Type: String
Required: No

CertificateType
The type of the certificate.

Type: String
Required: No

Thumbprint
The thumbprint of the certificate.

Type: String
Required: No

ValidFrom
The starting date from which the certificate is valid.

Type: Timestamp
Required: No

ValidTill
The final date that the certificate continues to be valid.

Type: Timestamp
Required: No
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CharacterSet

This data type is used as a response element in the action DescribeDBEngineVersions (p. 121).

Contents

CharacterSetDescription
The description of the character set.

Type: String

Required: No
CharacterSetName

The name of the character set.

Type: String

Required: No
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DBCluster

Contains the result of a successful invocation of the following actions:

¢ CreateDBCluster (p. 30)

e DeleteDBCluster (p. 78)

¢ FailoverDBCluster (p. 189)

* ModifyDBCluster (p. 194)

¢ RestoreDBClusterFromSnapshot (p. 258)
¢ RestoreDBClusterToPointinTime (p. 263)

This data type is used as a response element in the DescribeDBClusters (p. 112) action.

Contents

AllocatedStorage
Specifies the allocated storage size in gigabytes (GB).
Type: Integer
Required: No

AssociatedRoles.DBClusterRole.N
Provides a list of the AWS Identity and Access Management (IAM) roles that are associated with
the DB cluster. IAM roles that are associated with a DB cluster grant permission for the DB cluster
to access other AWS services on your behalf.

Type: array of DBClusterRole (p. 298) objects
Required: No
AvailabilityZones.AvailabilityZone.N
Provides the list of EC2 Availability Zones that instances in the DB cluster can be created in.
Type: array of Strings
Required: No
BackupRetentionPeriod
Specifies the number of days for which automatic DB snapshots are retained.
Type: Integer
Required: No
CharacterSetName
If present, specifies the name of the character set that this cluster is associated with.
Type: String
Required: No
ClusterCreateTime
Specifies the time when the DB cluster was created, in Universal Coordinated Time (UTC).
Type: Timestamp
Required: No
DatabaseName
Contains the name of the initial database of this DB cluster that was provided at create time, if one

was specified when the DB cluster was created. This same name is returned for the life of the DB
cluster.

Type: String
Required: No
DBClusterArn
The Amazon Resource Name (ARN) for the DB cluster.
Type: String
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Required: No

DBClusterldentifier
Contains a user-supplied DB cluster identifier. This identifier is the unique key that identifies a DB
cluster.

Type: String
Required: No
DBClusterMembers.DBClusterMember.N
Provides the list of instances that make up the DB cluster.
Type: array of DBClusterMember (p. 295) objects
Required: No
DBClusterOptionGroupMemberships.DBClusterOptionGroup.N
Provides the list of option group memberships for this DB cluster.
Type: array of DBClusterOptionGroupStatus (p. 296) objects
Required: No
DBClusterParameterGroup
Specifies the name of the DB cluster parameter group for the DB cluster.
Type: String
Required: No
DbClusterResourceld

The region-unique, immutable identifier for the DB cluster. This identifier is found in AWS
CloudTrail log entries whenever the KMS key for the DB cluster is accessed.

Type: String
Required: No
DBSubnetGroup

Specifies information on the subnet group associated with the DB cluster, including the name,
description, and subnets in the subnet group.

Type: String
Required: No
EarliestRestorableTime
Specifies the earliest time to which a database can be restored with point-in-time restore.
Type: Timestamp
Required: No
Endpoint
Specifies the connection endpoint for the primary instance of the DB cluster.
Type: String
Required: No
Engine
Provides the name of the database engine to be used for this DB cluster.
Type: String
Required: No
EngineVersion
Indicates the database engine version.
Type: String
Required: No
HostedZoneld
Specifies the ID that Amazon Route 53 assigns when you create a hosted zone.
Type: String
Required: No
KmsKeyld
If St or ageEncr ypt ed is true, the KMS key identifier for the encrypted DB cluster.
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Type: String
Required: No
LatestRestorableTime
Specifies the latest time to which a database can be restored with point-in-time restore.
Type: Timestamp
Required: No
MasterUsername
Contains the master username for the DB cluster.
Type: String
Required: No
MultiAZ
Specifies whether the DB cluster has instances in multiple Availability Zones.
Type: Boolean
Required: No
PercentProgress
Specifies the progress of the operation as a percentage.
Type: String
Required: No
Port
Specifies the port that the database engine is listening on.
Type: Integer
Required: No
PreferredBackupWindow

Specifies the daily time range during which automated backups are created if automated backups
are enabled, as determined by the BackupRet ent i onPeri od.

Type: String
Required: No
PreferredMaintenanceWindow

Specifies the weekly time range during which system maintenance can occur, in Universal
Coordinated Time (UTC).

Type: String
Required: No

ReaderEndpoint
The reader endpoint for the DB cluster. The reader endpoint for a DB cluster load-balances
connections across the Aurora Replicas that are available in a DB cluster. As clients request new
connections to the reader endpoint, Aurora distributes the connection requests among the Aurora

Replicas in the DB cluster. This functionality can help balance your read workload across multiple
Aurora Replicas in your DB cluster.

If a failover occurs, and the Aurora Replica that you are connected to is promoted to be the
primary instance, your connection will be dropped. To continue sending your read workload to
other Aurora Replicas in the cluster, you can then recoonect to the reader endpoint.

Type: String
Required: No
ReadReplicaldentifiers.ReadReplicaldentifier.N
Contains one or more identifiers of the Read Replicas associated with this DB cluster.
Type: array of Strings
Required: No
ReplicationSourceldentifier
Contains the identifier of the source DB cluster if this DB cluster is a Read Replica.
Type: String
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Required: No
Status
Specifies the current state of this DB cluster.
Type: String
Required: No
StorageEncrypted
Specifies whether the DB cluster is encrypted.
Type: Boolean
Required: No
VpcSecurityGroups.VpcSecurityGroupMembership.N
Provides a list of VPC security groups that the DB cluster belongs to.
Type: array of VVpcSecurityGroupMembership (p. 357) objects
Required: No
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DBClusterMember

Contains information about an instance that is part of a DB cluster.

Contents

DBClusterParameterGroupStatus
Specifies the status of the DB cluster parameter group for this member of the DB cluster.
Type: String
Required: No
DBInstanceldentifier
Specifies the instance identifier for this member of the DB cluster.
Type: String
Required: No
IsClusterWriter

Value that is t r ue if the cluster member is the primary instance for the DB cluster and f al se
otherwise.

Type: Boolean
Required: No
PromotionTier
A value that specifies the order in which an Aurora Replica is promoted to the primary instance

after a failure of the existing primary instance. For more information, see Fault Tolerance for an
Aurora DB Cluster.

Type: Integer
Required: No
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DBClusterOptionGroupStatus

Contains status information for a DB cluster option group.

Contents

DBClusterOptionGroupName
Specifies the name of the DB cluster option group.

Type: String
Required: No
Status
Specifies the status of the DB cluster option group.
Type: String
Required: No
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DBClusterParameterGroup

Contains the result of a successful invocation of the CreateDBClusterParameterGroup (p. 36) or
CopyDBClusterParameterGroup (p. 16) action.

This data type is used as a request parameter in the DeleteDBClusterParameterGroup (p. 81) action,
and as a response element in the DescribeDBClusterParameterGroups (p. 106) action.

Contents

DBClusterParameterGroupArn
The Amazon Resource Name (ARN) for the DB cluster parameter group.

Type: String
Required: No
DBClusterParameterGroupName
Provides the name of the DB cluster parameter group.
Type: String
Required: No
DBParameterGroupFamily

Provides the name of the DB parameter group family that this DB cluster parameter group is
compatible with.

Type: String
Required: No
Description
Provides the customer-specified description for this DB cluster parameter group.
Type: String
Required: No
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DBClusterRole

Describes an AWS Identity and Access Management (IAM) role that is associated with a DB cluster.

Contents

RoleArn
The Amazon Resource Name (ARN) of the IAM role that is associated with the DB cluster.
Type: String
Required: No

Status

Describes the state of association between the 1AM role and the DB cluster. The Status property
returns one of the following values:

¢ ACTI VE - the IAM role ARN is associated with the DB cluster and can be used to access other
AWS services on your behalf.

« PENDI NG- the IAM role ARN is being associated with the DB cluster.

¢ | NVALI D- the IAM role ARN is associated with the DB cluster, but the DB cluster is unable to
assume the IAM role in order to access other AWS services on your behalf.

Type: String

Required: No
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DBClusterSnapshot

Contains the result of a successful invocation of the following actions:

¢ CreateDBClusterSnapshot (p. 39)
¢ DeleteDBClusterSnapshot (p. 83)

This data type is used as a response element in the DescribeDBClusterSnapshots (p. 117) action.

Contents

AllocatedStorage
Specifies the allocated storage size in gigabytes (GB).
Type: Integer
Required: No

AvailabilityZones.AvailabilityZone.N

Provides the list of EC2 Availability Zones that instances in the DB cluster snapshot can be
restored in.

Type: array of Strings
Required: No
ClusterCreateTime
Specifies the time when the DB cluster was created, in Universal Coordinated Time (UTC).
Type: Timestamp
Required: No
DBClusterldentifier
Specifies the DB cluster identifier of the DB cluster that this DB cluster snapshot was created from.
Type: String
Required: No
DBClusterSnapshotArn
The Amazon Resource Name (ARN) for the DB cluster snapshot.
Type: String
Required: No
DBClusterSnapshotldentifier
Specifies the identifier for the DB cluster snapshot.
Type: String
Required: No
Engine
Specifies the name of the database engine.
Type: String
Required: No
EngineVersion
Provides the version of the database engine for this DB cluster snapshot.
Type: String
Required: No
KmsKeyld
If St or ageEncr ypt ed is true, the KMS key identifier for the encrypted DB cluster snapshot.
Type: String
Required: No
LicenseModel
Provides the license model information for this DB cluster snapshot.

API Version 2014-10-31
299



Amazon Relational Database Service API Reference
Contents

Type: String
Required: No
MasterUsername
Provides the master username for the DB cluster snapshot.
Type: String
Required: No
PercentProgress
Specifies the percentage of the estimated data that has been transferred.
Type: Integer
Required: No
Port
Specifies the port that the DB cluster was listening on at the time of the snapshot.
Type: Integer
Required: No
SnapshotCreateTime
Provides the time when the snapshot was taken, in Universal Coordinated Time (UTC).
Type: Timestamp
Required: No
SnapshotType
Provides the type of the DB cluster snapshot.
Type: String
Required: No
Status
Specifies the status of this DB cluster snapshot.
Type: String
Required: No
StorageEncrypted
Specifies whether the DB cluster snapshot is encrypted.
Type: Boolean
Required: No
Vpcld
Provides the VPC ID associated with the DB cluster snapshot.
Type: String
Required: No
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DBClusterSnapshotAttribute

Contains the name and values of a manual DB cluster snapshot attribute.

Manual DB cluster snapshot attributes are used to authorize other AWS accounts to restore a manual
DB cluster snapshot. For more information, see the ModifyDBClusterSnapshotAttribute (p. 201) API
action.

Contents

AttributeName
The name of the manual DB cluster snapshot attribute.

The attribute named r est or e refers to the list of AWS accounts that have permission
to copy or restore the manual DB cluster snapshot. For more information, see the
ModifyDBClusterSnapshotAttribute (p. 201) API action.

Type: String
Required: No
AttributeValues.AttributeValue.N
The value(s) for the manual DB cluster snapshot attribute.

If the At t ri but eNane field is set to r est or e, then this element returns a list of IDs of the AWS
accounts that are authorized to copy or restore the manual DB cluster snapshot. If a value of al |
is in the list, then the manual DB cluster snapshot is public and available for any AWS account to
copy or restore.

Type: array of Strings

Required: No

API Version 2014-10-31
301



Amazon Relational Database Service AP| Reference
DBClusterSnapshotAttributesResult

DBClusterSnapshotAttributesResult

Contains the results of a successful call to the DescribeDBClusterSnapshotAttributes (p. 115) API
action.

Manual DB cluster snapshot attributes are used to authorize other AWS accounts to copy or restore a
manual DB cluster snapshot. For more information, see the ModifyDBClusterSnapshotAttribute (p. 201)
API action.

Contents

DBClusterSnapshotAttributes.DBClusterSnapshotAttribute.N
The list of attributes and values for the manual DB cluster snapshot.
Type: array of DBClusterSnapshotAttribute (p. 301) objects
Required: No
DBClusterSnapshotldentifier
The identifier of the manual DB cluster snapshot that the attributes apply to.
Type: String
Required: No
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DBENgineVersion

This data type is used as a response element in the action DescribeDBEngineVersions (p. 121).

Contents

DBEngineDescription
The description of the database engine.
Type: String
Required: No
DBEngineVersionDescription
The description of the database engine version.
Type: String
Required: No
DBParameterGroupFamily
The name of the DB parameter group family for the database engine.
Type: String
Required: No
DefaultCharacterSet

The default character set for new instances of this engine version, if the Char act er Set Nane
parameter of the CreateDBInstance API is not specified.

Type: CharacterSet (p. 290) object
Required: No
Engine
The name of the database engine.
Type: String
Required: No
EngineVersion
The version number of the database engine.
Type: String
Required: No
SupportedCharacterSets.CharacterSet.N

A list of the character sets supported by this engine for the Char act er Set Nanme parameter of the
Cr eat eDBI nst ance action.

Type: array of CharacterSet (p. 290) objects
Required: No
SupportedTimezones.Timezone.N

A list of the time zones supported by this engine for the Ti nezone parameter of the
Cr eat eDBI nst ance action.

Type: array of Timezone (p. 355) objects
Required: No
ValidUpgradeTarget.UpgradeTarget.N
A list of engine versions that this database engine version can be upgraded to.
Type: array of UpgradeTarget (p. 356) objects
Required: No
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DBInstance

Contains the result of a successful invocation of the following actions:

¢ CreateDBInstance (p. 42)
¢ DeleteDBInstance (p. 85)
« ModifyDBInstance (p. 204)

This data type is used as a response element in the DescribeDBInstances (p. 124) action.

Contents

AllocatedStorage
Specifies the allocated storage size specified in gigabytes.
Type: Integer
Required: No
AutoMinorVersionUpgrade
Indicates that minor version patches are applied automatically.
Type: Boolean
Required: No
AvailabilityZone
Specifies the name of the Availability Zone the DB instance is located in.
Type: String
Required: No
BackupRetentionPeriod
Specifies the number of days for which automatic DB snapshots are retained.
Type: Integer
Required: No
CACertificateldentifier
The identifier of the CA certificate for this DB instance.
Type: String
Required: No
CharacterSetName
If present, specifies the name of the character set that this instance is associated with.
Type: String
Required: No
CopyTagsToSnapshot
Specifies whether tags are copied from the DB instance to snapshots of the DB instance.
Type: Boolean
Required: No
DBClusterldentifier

If the DB instance is a member of a DB cluster, contains the name of the DB cluster that the DB
instance is a member of.

Type: String
Required: No
DBInstanceArn
The Amazon Resource Name (ARN) for the DB instance.
Type: String
Required: No
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DBInstanceClass
Contains the name of the compute and memory capacity class of the DB instance.
Type: String
Required: No

DBInstanceldentifier

Contains a user-supplied database identifier. This identifier is the unique key that identifies a DB
instance.

Type: String
Required: No
DblinstancePort

Specifies the port that the DB instance listens on. If the DB instance is part of a DB cluster, this
can be a different port than the DB cluster port.

Type: Integer
Required: No
DBInstanceStatus
Specifies the current state of this database.
Type: String
Required: No
DbiResourceld

The region-unique, immutable identifier for the DB instance. This identifier is found in AWS
CloudTrail log entries whenever the KMS key for the DB instance is accessed.

Type: String
Required: No
DBName

The meaning of this parameter differs according to the database engine you use. For example,
this value returns MySQL, MariaDB, or PostgreSQL information when returning values from
CreateDBInstanceReadReplica since Read Replicas are only supported for these engines.

MySQL, MariaDB, SQL Server, PostgreSQL, Amazon Aurora

Contains the name of the initial database of this instance that was provided at create time, if one
was specified when the DB instance was created. This same name is returned for the life of the
DB instance.

Type: String
Oracle

Contains the Oracle System ID (SID) of the created DB instance. Not shown when the returned
parameters do not apply to an Oracle DB instance.

Type: String
Required: No
DBParameterGroups.DBParameterGroup.N
Provides the list of DB parameter groups applied to this DB instance.
Type: array of DBParameterGroupStatus (p. 311) objects
Required: No
DBSecurityGroups.DBSecurityGroup.N

Provides List of DB security group elements containing only DBSecur i t yG oup. Nane and
DBSecurityG oup. St at us subelements.

Type: array of DBSecurityGroupMembership (p. 313) objects
Required: No
DBSubnetGroup

Specifies information on the subnet group associated with the DB instance, including the name,
description, and subnets in the subnet group.

Type: DBSubnetGroup (p. 319) object
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Required: No
DomainMemberships.DomainMembership.N
The Active Directory Domain membership records associated with the DB instance.
Type: array of DomainMembership (p. 321) objects
Required: No
Endpoint
Specifies the connection endpoint.
Type: Endpoint (p. 323) object
Required: No
Engine
Provides the name of the database engine to be used for this DB instance.
Type: String
Required: No
EngineVersion
Indicates the database engine version.
Type: String
Required: No
EnhancedMonitoringResourceArn

The Amazon Resource Name (ARN) of the Amazon CloudWatch Logs log stream that receives the
Enhanced Monitoring metrics data for the DB instance.

Type: String
Required: No
InstanceCreateTime
Provides the date and time the DB instance was created.
Type: Timestamp
Required: No
lops
Specifies the Provisioned IOPS (I/O operations per second) value.
Type: Integer
Required: No
KmsKeyld
If St or ageEncr ypt ed is true, the KMS key identifier for the encrypted DB instance.
Type: String
Required: No
LatestRestorableTime
Specifies the latest time to which a database can be restored with point-in-time restore.
Type: Timestamp
Required: No
LicenseModel
License model information for this DB instance.
Type: String
Required: No
MasterUsername
Contains the master username for the DB instance.
Type: String
Required: No
MonitoringInterval

The interval, in seconds, between points when Enhanced Monitoring metrics are collected for the
DB instance.
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Contents

Type: Integer
Required: No
MonitoringRoleArn
The ARN for the 1AM role that permits RDS to send Enhanced Monitoring metrics to CloudWatch
Logs.
Type: String
Required: No
MultiAZ
Specifies if the DB instance is a Multi-AZ deployment.
Type: Boolean
Required: No
OptionGroupMemberships.OptionGroupMembership.N
Provides the list of option group memberships for this DB instance.
Type: array of OptionGroupMembership (p. 334) objects
Required: No
PendingModifiedValues

Specifies that changes to the DB instance are pending. This element is only included when
changes are pending. Specific changes are identified by subelements.

Type: PendingModifiedValues (p. 345) object
Required: No
PreferredBackupWindow

Specifies the daily time range during which automated backups are created if automated backups
are enabled, as determined by the BackupRet ent i onPeri od.

Type: String
Required: No
PreferredMaintenanceWindow

Specifies the weekly time range during which system maintenance can occur, in Universal
Coordinated Time (UTC).

Type: String
Required: No
PromotionTier

A value that specifies the order in which an Aurora Replica is promoted to the primary instance
after a failure of the existing primary instance. For more information, see Fault Tolerance for an
Aurora DB Cluster.

Type: Integer
Required: No
PubliclyAccessible

Specifies the accessibility options for the DB instance. A value of true specifies an Internet-facing
instance with a publicly resolvable DNS name, which resolves to a public IP address. A value of
false specifies an internal instance with a DNS name that resolves to a private IP address.

Default: The default behavior varies depending on whether a VPC has been requested or not. The
following list shows the default behavior in each case.

¢ Default VPC:true

« VPC:false

If no DB subnet group has been specified as part of the request and the PubliclyAccessible value
has not been set, the DB instance will be publicly accessible. If a specific DB subnet group has
been specified as part of the request and the PubliclyAccessible value has not been set, the DB
instance will be private.

Type: Boolean

Required: No
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ReadReplicaDBInstanceldentifiers.ReadReplicaDBInstanceldentifier.N
Contains one or more identifiers of the Read Replicas associated with this DB instance.

Type: array of Strings
Required: No
ReadReplicaSourceDBInstanceldentifier
Contains the identifier of the source DB instance if this DB instance is a Read Replica.
Type: String
Required: No
SecondaryAvailabilityZone

If present, specifies the name of the secondary Availability Zone for a DB instance with multi-AZ
support.

Type: String
Required: No
Statusinfos.DBInstanceStatusinfo.N
The status of a Read Replica. If the instance is hot a Read Replica, this will be blank.
Type: array of DBInstanceStatusInfo (p. 309) objects
Required: No
StorageEncrypted
Specifies whether the DB instance is encrypted.
Type: Boolean
Required: No
StorageType
Specifies the storage type associated with DB instance.
Type: String
Required: No
TdeCredentialArn
The ARN from the key store with which the instance is associated for TDE encryption.
Type: String
Required: No
Timezone
The time zone of the DB instance. In most cases, the Ti nezone element is empty. Ti mnezone
content appears only for Microsoft SQL Server DB instances that were created with a time zone
specified.
Type: String
Required: No
VpcSecurityGroups.VpcSecurityGroupMembership.N
Provides a list of VPC security group elements that the DB instance belongs to.
Type: array of VVpcSecurityGroupMembership (p. 357) objects
Required: No

API Version 2014-10-31
308



Amazon Relational Database Service API Reference
DBInstanceStatusinfo

DBInstanceStatusinfo

Provides a list of status information for a DB instance.

Contents

Message
Details of the error if there is an error for the instance. If the instance is not in an error state, this
value is blank.

Type: String
Required: No
Normal

Boolean value that is true if the instance is operating normally, or false if the instance is in an error
state.

Type: Boolean
Required: No
Status

Status of the DB instance. For a StatusType of read replica, the values can be replicating, error,
stopped, or terminated.

Type: String
Required: No
StatusType
This value is currently "read replication.”
Type: String
Required: No
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DBParameterGroup

Contains the result of a successful invocation of the CreateDBParameterGroup (p. 61) action.

This data type is used as a request parameter in the DeleteDBParameterGroup (p. 89) action, and as a
response element in the DescribeDBParameterGroups (p. 131) action.

Contents

DBParameterGroupArn
The Amazon Resource Name (ARN) for the DB parameter group.

Type: String
Required: No
DBParameterGroupFamily

Provides the name of the DB parameter group family that this DB parameter group is compatible
with.

Type: String
Required: No
DBParameterGroupName
Provides the name of the DB parameter group.
Type: String
Required: No
Description
Provides the customer-specified description for this DB parameter group.
Type: String
Required: No
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DBParameterGroupStatus

DBParameterGroupStatus

The status of the DB parameter group.
This data type is used as a response element in the following actions:

CreateDBInstance (p. 42)
CreateDBInstanceReadReplica (p. 55)
DeleteDBInstance (p. 85)

ModifyDBInstance (p. 204)
RebootDBInstance (p. 238)
RestoreDBInstanceFromDBSnapshot (p. 268)

Contents

DBParameterGroupName

The name of the DP parameter group.
Type: String
Required: No

ParameterApplyStatus

The status of parameter updates.
Type: String
Required: No
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DBSecurityGroup

Contains the result of a successful invocation of the following actions:

¢ DescribeDBSecurityGroups (p. 136)

¢ AuthorizeDBSecurityGrouplngress (p. 13)
¢ CreateDBSecurityGroup (p. 64)

¢ RevokeDBSecurityGrouplngress (p. 282)

This data type is used as a response element in the DescribeDBSecurityGroups (p. 136) action.

Contents

DBSecurityGroupArn
The Amazon Resource Name (ARN) for the DB security group.

Type: String
Required: No
DBSecurityGroupDescription
Provides the description of the DB security group.
Type: String
Required: No
DBSecurityGroupName
Specifies the name of the DB security group.
Type: String
Required: No
EC2SecurityGroups.EC2SecurityGroup.N
Contains a list of EC2SecurityGroup (p. 322) elements.
Type: array of EC2SecurityGroup (p. 322) objects
Required: No
IPRanges.IPRange.N
Contains a list of IPRange (p. 330) elements.
Type: array of IPRange (p. 330) objects
Required: No
Ownerld
Provides the AWS ID of the owner of a specific DB security group.
Type: String
Required: No
Vpcld
Provides the Vpcld of the DB security group.
Type: String
Required: No
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DBSecurityGroupMembership

DBSecurityGroupMembership

This data type is used as a response element in the following actions:

¢ ModifyDBInstance (p. 204)

¢ RebootDBInstance (p. 238)

¢ RestoreDBInstanceFromDBSnapshot (p. 268)
¢ RestoreDBInstanceToPointinTime (p. 275)

Contents

DBSecurityGroupName
The name of the DB security group.
Type: String
Required: No

Status
The status of the DB security group.
Type: String
Required: No
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DBSnapshot

DBSnapshot

Contains the result of a successful invocation of the following actions:

e CreateDBSnapshot (p. 66)
¢ DeleteDBSnapshot (p. 93)

This data type is used as a response element in the DescribeDBSnapshots (p. 141) action.

Contents

AllocatedStorage
Specifies the allocated storage size in gigabytes (GB).
Type: Integer
Required: No

AvailabilityZone

Specifies the name of the Availability Zone the DB instance was located in at the time of the DB
shapshot.

Type: String
Required: No
DBInstanceldentifier
Specifies the DB instance identifier of the DB instance this DB snapshot was created from.
Type: String
Required: No
DBSnapshotArn
The Amazon Resource Name (ARN) for the DB snapshot.
Type: String
Required: No
DBSnapshotldentifier
Specifies the identifier for the DB snapshot.
Type: String
Required: No
Encrypted
Specifies whether the DB snapshot is encrypted.
Type: Boolean
Required: No
Engine
Specifies the name of the database engine.
Type: String
Required: No
EngineVersion
Specifies the version of the database engine.
Type: String
Required: No
InstanceCreateTime
Specifies the time when the snapshot was taken, in Universal Coordinated Time (UTC).
Type: Timestamp
Required: No
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lops
Specifies the Provisioned IOPS (1/O operations per second) value of the DB instance at the time of
the snapshot.

Type: Integer
Required: No
KmsKeyld
If Encr ypt ed is true, the KMS key identifier for the encrypted DB snapshot.
Type: String
Required: No
LicenseModel
License model information for the restored DB instance.
Type: String
Required: No
MasterUsername
Provides the master username for the DB snapshot.
Type: String
Required: No
OptionGroupName
Provides the option group name for the DB snapshot.
Type: String
Required: No
PercentProgress
The percentage of the estimated data that has been transferred.
Type: Integer
Required: No
Port
Specifies the port that the database engine was listening on at the time of the snapshot.
Type: Integer
Required: No
SnapshotCreateTime
Provides the time when the snapshot was taken, in Universal Coordinated Time (UTC).
Type: Timestamp
Required: No
SnapshotType
Provides the type of the DB snapshot.
Type: String
Required: No
SourceDBSnapshotldentifier

The DB snapshot Arn that the DB snapshot was copied from. It only has value in case of cross
customer or cross region copy.

Type: String
Required: No
SourceRegion
The region that the DB snapshot was created in or copied from.
Type: String
Required: No
Status
Specifies the status of this DB snapshot.
Type: String
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Contents
Required: No
StorageType
Specifies the storage type associated with DB snapshot.
Type: String
Required: No

TdeCredentialArn
The ARN from the key store with which to associate the instance for TDE encryption.
Type: String
Required: No
Timezone
The time zone of the DB snapshot. In most cases, the Ti mezone element is empty. Ti mezone

content appears only for snapshots taken from Microsoft SQL Server DB instances that were
created with a time zone specified.

Type: String
Required: No
Vpcld
Provides the VPC ID associated with the DB snapshot.
Type: String
Required: No
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DBSnapshotAttribute

Contains the name and values of a manual DB snapshot attribute

Manual DB snapshot attributes are used to authorize other AWS accounts to restore a manual DB
snapshot. For more information, see the ModifyDBSnapshotAttribute (p. 217) API.

Contents

AttributeName
The name of the manual DB snapshot attribute.

The attribute named r est or e refers to the list of AWS accounts that have permission
to copy or restore the manual DB cluster snapshot. For more information, see the
ModifyDBSnapshotAttribute (p. 217) API action.

Type: String
Required: No
AttributeValues.AttributeValue.N
The value or values for the manual DB snapshot attribute.

If the At t ri but eNane field is set to r est or e, then this element returns a list of IDs of the AWS
accounts that are authorized to copy or restore the manual DB snapshot. If a value of al | is in the
list, then the manual DB snapshot is public and available for any AWS account to copy or restore.

Type: array of Strings
Required: No
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DBSnapshotAttributesResult

Contains the results of a successful call to the DescribeDBSnapshotAttributes (p. 139) API action.

Manual DB snapshot attributes are used to authorize other AWS accounts to copy or restore a manual
DB snapshot. For more information, see the ModifyDBSnapshotAttribute (p. 217) API action.

Contents

DBSnapshotAttributes.DBSnapshotAttribute.N
The list of attributes and values for the manual DB snapshot.

Type: array of DBSnapshotAttribute (p. 317) objects
Required: No
DBSnapshotldentifier
The identifier of the manual DB shapshot that the attributes apply to.
Type: String
Required: No

API Version 2014-10-31
318



Amazon Relational Database Service API Reference
DBSubnetGroup

DBSubnetGroup

Contains the result of a successful invocation of the following actions:

¢ CreateDBSubnetGroup (p. 69)

¢ ModifyDBSubnetGroup (p. 220)

¢ DescribeDBSubnetGroups (p. 145)
¢ DeleteDBSubnetGroup (p. 95)

This data type is used as a response element in the DescribeDBSubnetGroups (p. 145) action.

Contents

DBSubnetGroupArn
The Amazon Resource Name (ARN) for the DB subnet group.

Type: String
Required: No
DBSubnetGroupDescription
Provides the description of the DB subnet group.
Type: String
Required: No
DBSubnetGroupName
The name of the DB subnet group.
Type: String
Required: No
SubnetGroupStatus
Provides the status of the DB subnet group.
Type: String
Required: No
Subnets.Subnet.N
Contains a list of Subnet (p. 353) elements.
Type: array of Subnet (p. 353) objects
Required: No
Vpcld
Provides the Vpcld of the DB subnet group.
Type: String
Required: No
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DescribeDBLogFilesDetails

This data type is used as a response element to DescribeDBLogFiles (p. 128).

Contents

LastWritten
A POSIX timestamp when the last log entry was written.

Type: Long
Required: No

LogFileName
The name of the log file for the specified DB instance.

Type: String
Required: No
Size
The size, in bytes, of the log file for the specified DB instance.
Type: Long
Required: No
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DomainMembership

An Active Directory Domain membership record associated with the DB instance.

Contents

Domain
The identifier of the Active Directory Domain.
Type: String
Required: No
FQDN
The fully qualified domain name of the Active Directory Domain.
Type: String
Required: No
IAMRoleName
The name of the IAM role to be used when making API calls to the Directory Service.
Type: String
Required: No
Status

The status of the DB instance's Active Directory Domain membership, such as joined, pending-
join, failed etc).

Type: String
Required: No
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EC2SecurityGroup

This data type is used as a response element in the following actions:

¢ AuthorizeDBSecurityGrouplngress (p. 13)
¢ DescribeDBSecurityGroups (p. 136)
¢ RevokeDBSecurityGrouplngress (p. 282)

Contents

EC2SecurityGroupld
Specifies the id of the EC2 security group.
Type: String
Required: No

EC2SecurityGroupName
Specifies the name of the EC2 security group.
Type: String
Required: No

EC2SecurityGroupOwnerld

Specifies the AWS ID of the owner of the EC2 security group specified in the
EC2Securi t yG oupNane field.

Type: String
Required: No
Status

Provides the status of the EC2 security group. Status can be "authorizing", "authorized"
"revoking", and "revoked".

Type: String
Required: No
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Endpoint

Endpoint

This data type is used as a response element in the following actions:

¢ CreateDBInstance (p. 42)
¢ DescribeDBInstances (p. 124)
¢ DeleteDBInstance (p. 85)

Contents

Address
Specifies the DNS address of the DB instance.
Type: String
Required: No
HostedZoneld
Specifies the ID that Amazon Route 53 assigns when you create a hosted zone.
Type: String
Required: No
Port
Specifies the port that the database engine is listening on.
Type: Integer
Required: No
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EngineDefaults

Contains the result of a successful invocation of the DescribeEngineDefaultParameters (p. 150) action.

Contents

DBParameterGroupFamily
Specifies the name of the DB parameter group family that the engine default parameters apply to.
Type: String
Required: No

Marker

An optional pagination token provided by a previous EngineDefaults request. If this parameter
is specified, the response includes only records beyond the marker, up to the value specified by
MaxRecor ds .

Type: String
Required: No

Parameters.Parameter.N
Contains a list of engine default parameters.
Type: array of Parameter (p. 342) objects
Required: No
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Event

Event

This data type is used as a response element in the DescribeEvents (p. 155) action.

Contents

Date
Specifies the date and time of the event.

Type: Timestamp
Required: No
EventCategories.EventCategory.N
Specifies the category for the event.
Type: array of Strings
Required: No
Message
Provides the text of this event.
Type: String
Required: No
SourceArn
The Amazon Resource Name (ARN) for the event.
Type: String
Required: No
Sourceldentifier
Provides the identifier for the source of the event.
Type: String
Required: No
SourceType
Specifies the source type for this event.
Type: String
Valid Values: db-instance | db-paraneter-group | db-security-group | db-
snapshot | db-cluster | db-cluster-snapshot
Required: No
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EventCategoriesMap

Contains the results of a successful invocation of the DescribeEventCategories (p. 153) action.

Contents

EventCategories.EventCategory.N
The event categories for the specified source type

Type: array of Strings
Required: No
SourceType
The source type that the returned categories belong to
Type: String
Required: No
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EventSubscription

Contains the results of a successful invocation of the DescribeEventSubscriptions (p. 159) action.

Contents

CustomerAwsld
The AWS customer account associated with the RDS event notification subscription.
Type: String
Required: No
CustSubscriptionld
The RDS event notification subscription Id.
Type: String
Required: No
Enabled

A Boolean value indicating if the subscription is enabled. True indicates the subscription is
enabled.

Type: Boolean
Required: No

EventCategoriesList.EventCategory.N
A list of event categories for the RDS event notification subscription.
Type: array of Strings
Required: No

EventSubscriptionArn
The Amazon Resource Name (ARN) for the event subscription.
Type: String
Required: No

SnsTopicArn
The topic ARN of the RDS event notification subscription.
Type: String
Required: No

SourceldsList.Sourceld.N
A list of source IDs for the RDS event notification subscription.
Type: array of Strings
Required: No

SourceType
The source type for the RDS event notification subscription.
Type: String
Required: No

Status
The status of the RDS event notification subscription.
Constraints:

Can be one of the following: creating | modifying | deleting | active | no-permission | topic-not-exist

The status "no-permission” indicates that RDS no longer has permission to post to the SNS topic.
The status "topic-not-exist" indicates that the topic was deleted after the subscription was created.

Type: String
Required: No

SubscriptionCreationTime

The time the RDS event notification subscription was created.
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Type: String
Required: No
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Filter
Filter
This type is not currently supported.
Contents
Name
This parameter is not currently supported.
Type: String

Required: Yes

Values.Value.N
This parameter is not currently supported.

Type: array of Strings
Required: Yes
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IPRange

This data type is used as a response element in the DescribeDBSecurityGroups (p. 136) action.

Contents

CIDRIP
Specifies the IP range.
Type: String
Required: No

Status

Specifies the status of the IP range. Status can be "authorizing", "authorized", "revoking", and
"revoked".

Type: String
Required: No
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Option

Option

Option details.

Contents

DBSecurityGroupMemberships.DBSecurityGroup.N
If the option requires access to a port, then this DB security group allows access to the port.

Type: array of DBSecurityGroupMembership (p. 313) objects
Required: No
OptionDescription
The description of the option.
Type: String
Required: No
OptionName
The name of the option.
Type: String
Required: No
OptionSettings.OptionSetting.N
The option settings for this option.
Type: array of OptionSetting (p. 338) objects
Required: No
OptionVersion
The version of the option.
Type: String
Required: No
Permanent
Indicate if this option is permanent.
Type: Boolean
Required: No
Persistent
Indicate if this option is persistent.
Type: Boolean
Required: No
Port
If required, the port configured for this option to use.
Type: Integer
Required: No
VpcSecurityGroupMemberships.VpcSecurityGroupMembership.N
If the option requires access to a port, then this VPC security group allows access to the port.
Type: array of VpcSecurityGroupMembership (p. 357) objects
Required: No
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OptionConfiguration

OptionConfiguration

A list of all available options

Contents

DBSecurityGroupMemberships.DBSecurityGroupName.N
A list of DBSecurityGroupMemebrship name strings used for this option.

Type: array of Strings
Required: No

OptionName
The configuration of options to include in a group.

Type: String
Required: Yes

OptionSettings.OptionSetting.N
The option settings to include in an option group.

Type: array of OptionSetting (p. 338) objects
Required: No
OptionVersion
The version for the option.
Type: String
Required: No
Port
The optional port for the option.
Type: Integer
Required: No
VpcSecurityGroupMemberships.VpcSecurityGroupld.N
A list of VpcSecurityGroupMemebrship name strings used for this option.
Type: array of Strings
Required: No
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OptionGroup

OptionGroup

Contents

AllowsVpcAndNonVpcinstanceMemberships
Indicates whether this option group can be applied to both VPC and non-VPC instances. The value
t r ue indicates the option group can be applied to both VPC and non-VPC instances.

Type: Boolean
Required: No
EngineName
Indicates the name of the engine that this option group can be applied to.
Type: String
Required: No
MajorEngineVersion
Indicates the major engine version associated with this option group.
Type: String
Required: No
OptionGroupArn
The Amazon Resource Name (ARN) for the option group.
Type: String
Required: No
OptionGroupDescription
Provides a description of the option group.
Type: String
Required: No
OptionGroupName
Specifies the name of the option group.
Type: String
Required: No
Options.Option.N
Indicates what options are available in the option group.
Type: array of Option (p. 331) objects
Required: No
Vpcld
If AllowsVpcAndNonVpcinstanceMemberships is f al se, this field is blank. If
AllowsVpcAndNonVpcinstanceMemberships is t r ue and this field is blank, then this option

group can be applied to both VPC and non-VPC instances. If this field contains a value, then this
option group can only be applied to instances that are in the VPC indicated by this field.

Type: String
Required: No
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OptionGroupMembership

Provides information on the option groups the DB instance is a member of.

Contents

OptionGroupName
The name of the option group that the instance belongs to.
Type: String
Required: No

Status

The status of the DB instance's option group membership. Valid values are: i n- sync, pendi ng-
appl y, pendi ng- renoval , pendi ng- nai nt enance- appl y, pendi ng- mai nt enance-
renoval , appl yi ng, renovi ng, and f ai | ed.

Type: String
Required: No
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OptionGroupOption

Available option.

Contents

DefaultPort
If the option requires a port, specifies the default port for the option.
Type: Integer
Required: No
Description
The description of the option.
Type: String
Required: No
EngineName
The name of the engine that this option can be applied to.
Type: String
Required: No
MajorEngineVersion
Indicates the major engine version that the option is available for.
Type: String
Required: No
MinimumRequiredMinorEngineVersion
The minimum required engine version for the option to be applied.
Type: String
Required: No
Name
The name of the option.
Type: String
Required: No
OptionGroupOptionSettings.OptionGroupOptionSetting.N
The option settings that are available (and the default value) for each option in an option group.
Type: array of OptionGroupOptionSetting (p. 337) objects
Required: No
OptionGroupOptionVersions.OptionVersion.N
The versions that are available for the option.
Type: array of OptionVersion (p. 339) objects
Required: No
OptionsConflictsWith.OptionConflictName.N
The options that conflict with this option.
Type: array of Strings
Required: No
OptionsDependedOn.OptionName.N
The options that are prerequisites for this option.
Type: array of Strings
Required: No
Permanent

Permanent options can never be removed from an option group. An option group containing a
permanent option can't be removed from a DB instance.
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Type: Boolean
Required: No

Persistent
Persistent options can't be removed from an option group while DB instances are associated with
the option group. If you disassociate all DB instances from the option group, your can remove the
persistent option from the option group.

Type: Boolean
Required: No

PortRequired
Specifies whether the option requires a port.

Type: Boolean
Required: No
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OptionGroupOptionSetting

Option group option settings are used to display settings available for each option with their default
values and other information. These values are used with the DescribeOptionGroupOptions action.

Contents

AllowedValues
Indicates the acceptable values for the option group option.
Type: String
Required: No
ApplyType
The DB engine specific parameter type for the option group option.
Type: String
Required: No
DefaultValue
The default value for the option group option.
Type: String
Required: No
IsModifiable

Boolean value where true indicates that this option group option can be changed from the default
value.

Type: Boolean
Required: No
SettingDescription
The description of the option group option.
Type: String
Required: No
SettingName
The name of the option group option.
Type: String
Required: No
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OptionSetting

Option settings are the actual settings being applied or configured for that option. It is

used when you modify an option group or describe option groups. For example, the
NATIVE_NETWORK_ENCRYPTION option has a setting called SQLNET.ENCRYPTION_SERVER
that can have several different values.

Contents

AllowedValues
The allowed values of the option setting.
Type: String
Required: No

ApplyType
The DB engine specific parameter type.
Type: String
Required: No

DataType
The data type of the option setting.
Type: String
Required: No

DefaultValue
The default value of the option setting.
Type: String
Required: No

Description
The description of the option setting.
Type: String
Required: No

IsCollection
Indicates if the option setting is part of a collection.
Type: Boolean
Required: No

IsModifiable
A Boolean value that, when true, indicates the option setting can be modified from the default.
Type: Boolean
Required: No

Name
The name of the option that has settings that you can set.
Type: String
Required: No

Value
The current value of the option setting.
Type: String
Required: No
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OptionVersion

The version for an option. Option group option versions are returned by the
DescribeOptionGroupOptions (p. 162) action.

Contents

IsDefault
True if the version is the default version of the option; otherwise, false.
Type: Boolean
Required: No
Version
The version of the option.
Type: String
Required: No
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OrderableDBInstanceOption

Contains a list of available options for a DB instance

This data type is used as a response element in the DescribeOrderableDBInstanceOptions (p. 171)
action.

Contents

AvailabilityZones.AvailabilityZone.N
A list of Availability Zones for the orderable DB instance.
Type: array of AvailabilityZone (p. 288) objects
Required: No
DBInstanceClass
The DB instance class for the orderable DB instance.
Type: String
Required: No
Engine
The engine type of the orderable DB instance.
Type: String
Required: No
EngineVersion
The engine version of the orderable DB instance.
Type: String
Required: No
LicenseModel
The license model for the orderable DB instance.
Type: String
Required: No
MultiAZCapable
Indicates whether this orderable DB instance is multi-AZ capable.
Type: Boolean
Required: No
ReadReplicaCapable
Indicates whether this orderable DB instance can have a Read Replica.
Type: Boolean
Required: No
StorageType
Indicates the storage type for this orderable DB instance.
Type: String
Required: No
SupportsEnhancedMonitoring

Indicates whether the DB instance supports enhanced monitoring at intervals from 1 to 60
seconds.

Type: Boolean
Required: No
Supportslops
Indicates whether this orderable DB instance supports provisioned IOPS.
Type: Boolean
Required: No
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SupportsStorageEncryption
Indicates whether this orderable DB instance supports encrypted storage.

Type: Boolean
Required: No
Vpc
Indicates whether this is a VPC orderable DB instance.
Type: Boolean
Required: No
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Parameter

This data type is used as a request parameter in the ModifyDBParameterGroup (p. 215) and
ResetDBParameterGroup (p. 249) actions.

This data type is used as a response element in the DescribeEngineDefaultParameters (p. 150) and
DescribeDBParameters (p. 133) actions.

Contents

AllowedValues
Specifies the valid range of values for the parameter.
Type: String
Required: No

ApplyMethod
Indicates when to apply parameter updates.
Type: String
Valid Values: i nmedi ate | pendi ng-reboot
Required: No

ApplyType
Specifies the engine specific parameters type.
Type: String
Required: No

DataType
Specifies the valid data type for the parameter.
Type: String
Required: No

Description
Provides a description of the parameter.
Type: String
Required: No

IsModifiable

Indicates whether (t r ue) or not (f al se) the parameter can be modified. Some parameters have
security or operational implications that prevent them from being changed.

Type: Boolean
Required: No
MinimumEngineVersion
The earliest engine version to which the parameter can apply.
Type: String
Required: No
ParameterName
Specifies the name of the parameter.
Type: String
Required: No
ParameterValue
Specifies the value of the parameter.
Type: String
Required: No
Source
Indicates the source of the parameter value.
Type: String
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Required: No

API Version 2014-10-31
343



Amazon Relational Database Service API Reference
PendingMaintenanceAction

PendingMaintenanceAction

Provides information about a pending maintenance action for a resource.

Contents

Action
The type of pending maintenance action that is available for the resource.
Type: String
Required: No
AutoAppliedAfterDate
The date of the maintenance window when the action will be applied. The maintenance action

will be applied to the resource during its first maintenance window after this date. If this date is
specified, any next - mai nt enance opt-in requests are ignored.

Type: Timestamp
Required: No

CurrentApplyDate
The effective date when the pending maintenance action will be applied to the resource. This date
takes into account opt-in requests received from the ApplyPendingMaintenanceAction (p. 11)
API, the Aut oAppl i edAft er Dat e, and the For cedAppl yDat e. This value is blank if an opt-in

request has not been received and nothing has been specified as Aut oAppl i edAf t er Dat e or
For cedAppl yDat e.

Type: Timestamp
Required: No
Description
A description providing more detail about the maintenance action.
Type: String
Required: No
ForcedApplyDate
The date when the maintenance action will be automatically applied. The maintenance action will

be applied to the resource on this date regardless of the maintenance window for the resource. If
this date is specified, any i nredi at e opt-in requests are ignored.

Type: Timestamp
Required: No
OptinStatus
Indicates the type of opt-in request that has been received for the resource.
Type: String
Required: No
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PendingModifiedValues

This data type is used as a response element in the ModifyDBInstance (p. 204) action.

Contents

AllocatedStorage
Contains the new Al | ocat edSt or age size for the DB instance that will be applied or is in
progress.

Type: Integer
Required: No
BackupRetentionPeriod
Specifies the pending number of days for which automated backups are retained.
Type: Integer
Required: No
CACertificateldentifier
Specifies the identifier of the CA certificate for the DB instance.
Type: String
Required: No
DBInstanceClass
Contains the new DBI nst anceC ass for the DB instance that will be applied or is in progress.
Type: String
Required: No
DBInstanceldentifier

Contains the new DBI nst ancel denti fi er for the DB instance that will be applied or is in
progress.

Type: String
Required: No
DBSubnetGroupName
The new DB subnet group for the DB instance.
Type: String
Required: No
EngineVersion
Indicates the database engine version.
Type: String
Required: No
lops
Specifies the new Provisioned IOPS value for the DB instance that will be applied or is being
applied.
Type: Integer
Required: No
LicenseModel
The license model for the DB instance.
Valid values: | i cense-i ncl uded | bri ng-your-own-1icense |general -public-license
Type: String
Required: No
MasterUserPassword
Contains the pending or in-progress change of the master credentials for the DB instance.
Type: String
Required: No
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MultiAZ
Indicates that the Single-AZ DB instance is to change to a Multi-AZ deployment.
Type: Boolean
Required: No
Port
Specifies the pending port for the DB instance.
Type: Integer
Required: No
StorageType
Specifies the storage type to be associated with the DB instance.
Type: String
Required: No
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RecurringCharge

This data type is used as a response element in the DescribeReservedDBInstances (p. 177) and
DescribeReservedDBInstancesOfferings (p. 180) actions.

Contents

RecurringChargeAmount
The amount of the recurring charge.
Type: Double
Required: No
RecurringChargeFrequency
The frequency of the recurring charge.
Type: String
Required: No
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ReservedDBInstance

This data type is used as a response element in the DescribeReservedDBInstances (p. 177) and
PurchaseReservedDBInstancesOffering (p. 236) actions.

Contents

CurrencyCode
The currency code for the reserved DB instance.
Type: String
Required: No
DBlInstanceClass
The DB instance class for the reserved DB instance.
Type: String
Required: No
DBInstanceCount
The number of reserved DB instances.
Type: Integer
Required: No
Duration
The duration of the reservation in seconds.
Type: Integer
Required: No
FixedPrice
The fixed price charged for this reserved DB instance.
Type: Double
Required: No
MultiAZ
Indicates if the reservation applies to Multi-AZ deployments.
Type: Boolean
Required: No
OfferingType
The offering type of this reserved DB instance.
Type: String
Required: No
ProductDescription
The description of the reserved DB instance.
Type: String
Required: No
RecurringCharges.RecurringCharge.N
The recurring price charged to run this reserved DB instance.
Type: array of RecurringCharge (p. 347) objects
Required: No
ReservedDBInstanceArn
The Amazon Resource Name (ARN) for the reserved DB instance.
Type: String
Required: No
ReservedDBInstanceld
The unique identifier for the reservation.
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Type: String
Required: No
ReservedDBInstancesOfferingld
The offering identifier.
Type: String
Required: No
StartTime
The time the reservation started.
Type: Timestamp
Required: No
State
The state of the reserved DB instance.
Type: String
Required: No
UsagePrice
The hourly price charged for this reserved DB instance.
Type: Double
Required: No
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ReservedDBInstancesOffering

This data type is used as a response element in the DescribeReservedDBInstancesOfferings (p. 180)
action.

Contents

CurrencyCode
The currency code for the reserved DB instance offering.

Type: String
Required: No
DBInstanceClass
The DB instance class for the reserved DB instance.
Type: String
Required: No
Duration
The duration of the offering in seconds.
Type: Integer
Required: No
FixedPrice
The fixed price charged for this offering.
Type: Double
Required: No
MultiAZ
Indicates if the offering applies to Multi-AZ deployments.
Type: Boolean
Required: No
OfferingType
The offering type.
Type: String
Required: No
ProductDescription
The database engine used by the offering.
Type: String
Required: No
RecurringCharges.RecurringCharge.N
The recurring price charged to run this reserved DB instance.
Type: array of RecurringCharge (p. 347) objects
Required: No
ReservedDBInstancesOfferingld
The offering identifier.
Type: String
Required: No
UsagePrice
The hourly price charged for this offering.
Type: Double
Required: No
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ResourcePendingMaintenanceActions

Describes the pending maintenance actions for a resource.

Contents

PendingMaintenanceActionDetails.PendingMaintenanceAction.N
A list that provides details about the pending maintenance actions for the resource.

Type: array of PendingMaintenanceAction (p. 344) objects
Required: No

Resourceldentifier
The ARN of the resource that has pending maintenance actions.
Type: String
Required: No
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SourceRegion

Contains an AWS Region name as the result of a successful call to the
DescribeSourceRegions (p. 183) action.

Contents

Endpoint
The source region endpoint.
Type: String
Required: No

RegionName
The source region name.
Type: String
Required: No

Status
The status of the source region.
Type: String
Required: No
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Subnet

This data type is used as a response element in the DescribeDBSubnetGroups (p. 145) action.

Contents

SubnetAvailabilityZone
Contains Availability Zone information.

This data type is used as an element in the following data type:
¢ OrderableDBInstanceOption (p. 340)
Type: AvailabilityZone (p. 288) object
Required: No

Subnetldentifier
Specifies the identifier of the subnet.
Type: String
Required: No

SubnetStatus
Specifies the status of the subnet.
Type: String
Required: No
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Tag

Metadata assigned to an Amazon RDS resource consisting of a key-value pair.

Contents

Key
A key is the required name of the tag. The string value can be from 1 to 128 Unicode characters
in length and cannot be prefixed with "aws:" or "rds:". The string can only contain only the set of
Unicode letters, digits, white-space, ' ', "', '/', '=', '+, '-' (Java regex: "([Wp{LMp{ZM\p{N}_.:/=+\
\-1)$").
Type: String
Required: No

Value
A value is the optional value of the tag. The string value can be from 1 to 256 Unicode characters
in length and cannot be prefixed with "aws:" or "rds:". The string can only contain only the set of
Unicode letters, digits, white-space, ' ', ", "', '=', '+, '-' (Java regex: "“([Wp{LMp{ZNp{N}_.:/=+
\-9)$").
Type: String
Required: No
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Timezone

A time zone associated with a DBInstance (p. 304) or a DBSnapshot (p. 314). This data type is an

element in the response to the DescribeDBInstances (p. 124), the DescribeDBSnapshots (p. 141), and
the DescribeDBEnNgineVersions (p. 121) actions.

Contents

TimezoneName
The name of the time zone.
Type: String
Required: No
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UpgradeTarget

The version of the database engine that a DB instance can be upgraded to.

Contents

AutoUpgrade
A value that indicates whether the target version will be applied to any source DB instances that
have AutoMinorVersionUpgrade set to true.

Type: Boolean
Required: No
Description
The version of the database engine that a DB instance can be upgraded to.
Type: String
Required: No
Engine
The name of the upgrade target database engine.
Type: String
Required: No
EngineVersion
The version number of the upgrade target database engine.
Type: String
Required: No
IsMajorVersionUpgrade
A value that indicates whether a database engine will be upgraded to a major version.
Type: Boolean
Required: No
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VpcSecurityGroupMembership

This data type is used as a response element for queries on VPC security group membership.

Contents

Status
The status of the VPC security group.

Type: String
Required: No
VpcSecurityGroupld
The name of the VPC security group.
Type: String
Required: No
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Common Parameters

The following table lists the parameters that all actions use for signing Signature Version 4 requests.
Any action-specific parameters are listed in the topic for that action. To view sample requests, see
Examples of Signed Signature Version 4 Requests or Signature Version 4 Test Suite in the Amazon
Web Services General Reference.

Action
The action to be performed.

Type: string

Required: Yes

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Type: string

Required: Yes

X-Amz-Algorithm
The hash algorithm that you used to create the request signature.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string
Valid Values: AWB4- HVAC- SHA256

Required: Conditional

X-Amz-Credential
The credential scope value, which is a string that includes your access key, the date, the region
you are targeting, the service you are requesting, and a termination string ("aws4_request"). The
value is expressed in the following format: access_key/YYYYMMDD/region/service/aws4_request.

For more information, see Task 2: Create a String to Sign for Signature Version 4 in the Amazon
Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string
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Required: Conditional

X-Amz-Date
The date that is used to create the signature. The format must be ISO 8601 basic format
(YYYYMMDD'T'HHMMSS'Z"). For example, the following date time is a valid X-Amz-Date value:
20120325T120000Z.

Condition: X-Amz-Date is optional for all requests; it can be used to override the date used for
signing requests. If the Date header is specified in the ISO 8601 basic format, X-Amz-Date is not
required. When X-Amz-Date is used, it always overrides the value of the Date header. For more
information, see Handling Dates in Signature Version 4 in the Amazon Web Services General
Reference.

Type: string

Required: Conditional

X-Amz-Security-Token
The temporary security token that was obtained through a call to AWS Security Token Service.
For a list of services that support AWS Security Token Service, go to Using Temporary Security
Credentials to Access AWS in Using Temporary Security Credentials.

Condition: If you're using temporary security credentials from the AWS Security Token Service,
you must include the security token.

Type: string

Required: Conditional

X-Amz-Signature
Specifies the hex-encoded signature that was calculated from the string to sign and the derived
signing key.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string

Required: Conditional

X-Amz-SignedHeaders
Specifies all the HTTP headers that were included as part of the canonical request. For more
information about specifying signed headers, see Task 1: Create a Canonical Request For
Signature Version 4 in the Amazon Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string

Required: Conditional
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400
InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403
InvalidParameterCombination
Parameters that must not be used together were used together.
HTTP Status Code: 400
InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.
HTTP Status Code: 400
InvalidQueryParameter
The AWS query string is malformed or does not adhere to AWS standards.
HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.
HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.

HTTP Status Code: 400
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MissingAuthenticationToken
The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or
more than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date
stamp on the request is more than 15 minutes in the future.

HTTP Status Code: 400
ServiceUnavailable
The request has failed due to a temporary failure of the server.
HTTP Status Code: 503
Throttling
The request was denied due to request throttling.

HTTP Status Code: 400

ValidationError
The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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