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Are You a First-Time Amazon Glacier User?

What Is Amazon Glacier?

Welcome to the Amazon Glacier Developer Guide. Amazon Glacier is a storage service optimized for
infrequently used data, or "cold data."

Amazon Glacier is an extremely low-cost storage service that provides durable storage with security
features for data archiving and backup. With Amazon Glacier, customers can store their data cost
effectively for months, years, or even decades. Amazon Glacier enables customers to offload the
administrative burdens of operating and scaling storage to AWS, so they don't have to worry about
capacity planning, hardware provisioning, data replication, hardware failure detection and recovery,
or time-consuming hardware migrations. For more service highlights and pricing information, go to the
Amazon Glacier detail page.

Amazon Glacier is a great storage choice when low storage cost is paramount, your data is rarely
retrieved, and retrieval latency of several hours is acceptable. If your application requires fast or
frequent access to your data, consider using Amazon S3. For more information, go to Amazon Simple
Storage Service (Amazon S3).

Topics
¢ Are You a First-Time Amazon Glacier User? (p. 1)
¢ Amazon Glacier Data Model (p. 2)
e Supported Operations in Amazon Glacier (p. 5)
¢ Accessing Amazon Glacier (p. 5)

Are You a First-Time Amazon Glacier User?

If you are a first-time user of Amazon Glacier, we recommend that you begin by reading the following
sections:

¢ What is Amazon Glacier—The rest of this section describes the underlying data model, the
operations it supports, and the AWS SDKs that you can use to interact with the service.

¢ Getting Started—The Getting Started with Amazon Glacier (p. 7) section walks you through the

process of creating a vault, uploading archives, creating jobs to download archives, retrieving the job
output, and deleting archives.

Important
Amazon Glacier provides a management console, which you can use to create and delete
vaults. However, all other interactions with Amazon Glacier require that you use the AWS

API Version 2012-06-01
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Data Model

Command Line Interface (CLI) or write code. For example, to upload data, such as photos,
videos, and other documents, you must either use the AWS CLI or write code to make
requests, by using either the REST API directly or by using the AWS SDKs. For more
information about using Amazon Glacier with the AWS CLI, go to AWS CLI Reference for
Amazon Glacier. To install the AWS CLI, go to AWS Command Line Interface.

Beyond the getting started section, you'll probably want to learn more about Amazon Glacier
operations. The following sections provide detailed information about working with Amazon Glacier
using the REST API and the AWS Software Development Kits (SDKs) for Java and Microsoft .NET:

¢ Using the AWS SDKs with Amazon Glacier (p. 112)

This section provides an overview of the AWS SDKs used in various code examples in this guide.
A review of this section will help when reading the following sections. It includes an overview of
the high-level and the low-level APIs these SDKs offer, when to use them, and common steps for
running the code examples provided in this guide.

¢ Working with Vaults in Amazon Glacier (p. 22)

This section provides details of various vault operations such as creating a vault, retrieving vault
metadata, using jobs to retrieve vault inventory, and configuring vault notifications. In addition to
using Amazon Glacier console, you can use AWS SDKs for various vault operations. This section
describes the API and provides working samples using the AWS SDK for Java and .NET.

« Working with Archives in Amazon Glacier (p. 62)

This section provides details of archive operations such as uploading an archive in a single request
or using a multipart upload operation to upload large archives in parts. The section also explains
creating jobs to download archives asynchronously. The section provides examples using the AWS
SDK for Java and .NET.

¢ API Reference for Amazon Glacier (p. 150)

Amazon Glacier is a RESTful service. This section describes the REST operations, including the
syntax, and example requests and responses for all the operations. Note that the AWS SDK libraries
wrap this API simplifying your programming tasks.

Amazon Simple Storage Service (Amazon S3) supports lifecycle configuration on a bucket that enables
you to optionally transition objects to Amazon Glacier for archival purposes. When you transition
Amazon S3 objects to the Glacier storage class, Amazon S3 internally uses Amazon Glacier for
durable storage at lower cost. For more information about lifecycle configuration and transitioning
objects to Amazon Glacier, go to Object Lifecycle Management and Object Archival in the Amazon
Simple Storage Service Developer Guide.

Amazon Glacier Data Model

The Amazon Glacier data model core concepts include vaults and archives. Amazon Glacier is a
REST-based web service. In terms of REST, vaults and archives are the resources. In addition, the
Amazon Glacier data model includes job and notification-configuration resources. These resources
complement the core resources.

Topics
e Vault (p. 3)
e Archive (p. 3)
e Job (p. 4)
¢ Notification Configuration (p. 4)
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Vault

Vault

In Amazon Glacier, a vault is a container for storing archives. When you create a vault, you specify a
name and select an AWS region where you want to create the vault.

Each vault resource has a unique address. The general form is:

https://<regi on-specific endpoi nt >/ <account-i d>/vaul t s/ <vaul t nane>

For example, suppose you create a vault (exanpl evaul t) in the US West (Oregon) Region. This vault
can then be addressed by the following URI:

https://glaci er. us-west-2. amazonaws. com 111122223333/ vaul t s/ exanpl evaul t

In the URI,

e gl aci er. us-west - 2. anmazonaws. comidentifies the US West (Oregon) Region.
e 111122223333 is the AWS account ID that owns the vault.

* vaul t s refers to the collection of vaults owned by the AWS account.

¢ exanpl evaul t identifies a specific vault in the vaults collection.

An AWS account can create vaults in any supported AWS region. For list of supported AWS regions,
see Accessing Amazon Glacier (p. 5). Within a region, an account must use unigue vault names.
An AWS account can create same-named vaults in different regions.

You can store an unlimited number of archives in a vault. Depending on your business or application
needs, you can store these archives in one vault or multiple vaults.

Amazon Glacier supports various vault operations. Note that vault operations are region specific. For
example, when you create a vault, you create it in a specific region. When you request a vault list, you
request it from a specific AWS region, and the resulting list only includes vaults created in that specific
region.

Archive

An archive can be any data such as a photo, video, or document and is a base unit of storage in
Amazon Glacier. Each archive has a unique ID and an optional description. Note that you can only
specify the optional description during the upload of an archive. Amazon Glacier assigns the archive an
ID, which is unique in the AWS region in which it is stored.

Each archive has a unique address. The general form is:

https://<regi on-specific endpoi nt >/ <account-i d>/vaul t s/ <vaul t - name>/
archi ves/ <archi ve-id>

The following is an example URI of an archive stored in the exanpl evaul t vault in the US West
(Oregon) Region:

https://gl aci er. us-west-2. amazonaws. com 111122223333/ vaul t s/
exanpl evaul t/ ar chi ves/ NkbByEej wEggnBz 2f THgJr gOXBoDf j P4q6i u87-
Tj hqGBeGoOY9Z8i 1_AUyUsuhPAdTgLHy8pT! 5nf CFInDl 2y EZONi 5L260mwl2vcs01MNGnt HEQL 8 VB

You can store an unlimited number of archives in a vault.

API Version 2012-06-01
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In addition, the Amazon Glacier data model includes job and notification-configuration resources.
These resources complement the core vault and archive resources.

Job

Retrieving an archive and vault inventory (list of archives) are asynchronous operations in Amazon
Glacier in which you first initiate a job, and then download the job output after Amazon Glacier
completes the job. With Amazon Glacier, your data retrieval requests are queued and most jobs take
about four hours to complete.

Note

Amazon Glacier offers a cold storage data archival solution. If your application needs a
storage solution that requires real-time data retrieval, you might consider using Amazon S3.
For more information, see Amazon Simple Storage Service (Amazon S3).

To initiate a vault inventory job, you provide a vault name. The archive retrieval job requires both the
vault name where the archive resides and the archive ID you wish to download. You can also provide
an optional job description when you initiate these jobs. These descriptions can help you in identifying
jobs.

Both the archive retrieval and vault inventory jobs are associated with a vault. A vault can have multiple
jobs in progress at any point in time. When you send a job request (initiate a job), Amazon Glacier
returns to you a job ID to track the job. Each job is uniquely identified by a URI of the form:

https://<regi on-specific endpoi nt>/ <account-id>/vaul t s/ <vaul t - name>/
j obs/ <j ob-i d>

The following is an example of a job associated with an exanpl evaul t vault.

https://glaci er. us-west-2. amazonaws. com 111122223333/ vaul t s/ exanpl evaul t/
j obs/ HKF9p607yj hFx-
K3Cd 6f uSn6VzVWT7es G co8nUXVYWSOj | b5gq1JZ55yHgt 5vP54ZShj 0Qz QWWh7vEXAMPLE] obl D

For each job, Amazon Glacier maintains information such as job type, description, creation date,
completion date, and job status. You can obtain information about a specific job or obtain a list of
all your jobs associated with a vault. The list of jobs that Amazon Glacier returns includes all the in-
progress and recently finished jobs.

After Amazon Glacier completes a job, you can download the job output. You can download all the job
output or optionally download only a portion of the output by specifying a byte range.

Notification Configuration

Because jobs take time to complete, Amazon Glacier supports a notification mechanism to notify you
when a job is complete. You can configure a vault to send notification to an Amazon Simple Notification
Service (Amazon SNS) topic when jobs complete. You can specify one SNS topic per vault in the
notification configuration.

Amazon Glacier stores the notification configuration as a JSON document. The following is an example
vault notification configuration:

"Topic": "arn:aws:sns: us-west-2:111122223333: nyt opi c",
"Events": ["ArchiveRetrieval Conpl eted", "InventoryRetrieval Conpl eted"]

API Version 2012-06-01
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Supported Operations

Note that notification configurations are associated with vaults; you can have one for each vault. Each
notification configuration resource is uniquely identified by a URI of the form:

https://<regi on-specific endpoi nt>/ <account-id>/vaul t s/ <vaul t - name>/
notification-configuration

Amazon Glacier supports operations to set, get, and delete a notification configuration. When you
delete a notification configuration, no notifications are sent when any data retrieval operation on the
vault is complete.

Supported Operations in Amazon Glacier

To work with vaults and archives (see Amazon Glacier Data Model (p. 2)), Amazon Glacier
supports a set of operations. Among all the supported operations, only the following operations are
asynchronous:

« Retrieving an archive
¢ Retrieving a vault inventory (list of archives)

These operations require you to first initiate a job and then download the job output. The following
sections summarize the Amazon Glacier operations:

Vault Operations

Amazon Glacier provides operations to create and delete vaults. You can obtain a vault description for
a specific vault or for all vaults in a region. The vault description provides information such as creation
date, number of archives in the vault, total size in bytes used by all the archives in the vault, and the
date Amazon Glacier generated the vault inventory. Amazon Glacier also provides operations to set,
retrieve, and delete a notification configuration on the vault. For more information, see Working with
Vaults in Amazon Glacier (p. 22).

Archive Operations

Amazon Glacier provides operations for you to upload and delete archives. You cannot update an
existing archive; you must delete the existing archive and upload a new archive. Note that each
time you upload an archive, Amazon Glacier generates a new archive ID. For more information, see
Working with Archives in Amazon Glacier (p. 62).

Jobs

Retrieving an archive or vault inventory from Amazon Glacier is an asynchronous operation. It requires
you to first initiate a job, wait for the job to complete and then download the job output. Amazon
Glacier provides operations for you to initiate a job, get job description, and retrieve a list of jobs
associated with a vault. Note that most jobs take about four hours to complete. Amazon Glacier can
post a message to an Amazon Simple Notification Service (Amazon SNS) topic upon job completion.
For more information about retrieving an archive or a vault inventory, see Downloading an Archive in
Amazon Glacier (p. 79) and Downloading a Vault Inventory in Amazon Glacier (p. 34).

Accessing Amazon Glacier

Amazon Glacier is a RESTful web service that uses HTTP and HTTPS as a transport and JavaScript
Object Notation (JSON) as a message serialization format. Your application code can make requests

API Version 2012-06-01
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Regions and Endpoints

directly to the Amazon Glacier web service API. When using the REST API directly, you must write the
necessary code to sign and authenticate your requests. For more information about the API, see API
Reference for Amazon Glacier (p. 150).

Alternatively, you can simplify application development by using the AWS SDKs that wrap the Amazon
Glacier REST API calls. You provide your credentials, and these libraries take care of authentication
and request signing. For more information about using the AWS SDKs, see Using the AWS SDKs with
Amazon Glacier (p. 112).

Amazon Glacier also provides a management console. You can use the console to create and delete
vaults. However, all the archive and job operations require you to write code and make requests
using either the REST API directly or the AWS SDK wrapper libraries. To access the Amazon Glacier
console, go to Amazon Glacier Console.

Regions and Endpoints

You create a vault in a specific AWS regions. You always send your Amazon Glacier requests to a
region-specific endpoint. For a list of the AWS regions supported by Amazon Glacier, go to Regions
and Endpoints in the AWS General Reference.

API Version 2012-06-01
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Getting Started with Amazon Glacier

In Amazon Glacier, a vault is a container for storing archives, and an archive is any object, such as a
photo, video, or document that you store in a vault. An archive is the base unit of storage in Amazon
Glacier. This getting started exercise provides instructions for you to explore basic Amazon Glacier
operations on the vaults and archives resources described in the Amazon Glacier Data Model (p. 2)
section.

In the getting started exercise, you will create a vault, upload and download an archive, and finally
delete the archive and the vault. You can do all these operations programmatically. However, the
getting started exercise uses the Amazon Glacier management console to create and delete a vault.
For uploading and downloading an archive, this getting started section uses the AWS Software
Development Kits (SDKs) for Java and .NET high-level API. The high-level API provides a simplified
programming experience when working with Amazon Glacier. For more information about these APIs,
see Using the AWS SDKs with Amazon Glacier (p. 112).

Important

Amazon Glacier provides a management console. You can use the console to create and
delete vaults as shown in this getting started exercise. However, all other interactions with
Amazon Glacier require that you use the AWS Command Line Interface (CLI) or write code.
For example, to upload data, such as photos, videos, and other documents, you must either
use the AWS CLI or write code to make requests, using either the REST API directly or by
using the AWS SDKs. For more information about using Amazon Glacier with the AWS CLI,
go to AWS CLI Reference for Amazon Glacier. To install the AWS CLI, go to AWS Command
Line Interface.

This getting started exercise provides code examples in Java and C# for you to upload and download
an archive. The last section of the getting started provides steps where you can learn more about the
developer experience with Amazon Glacier.

Topics
¢ Step 1: Before You Begin with Amazon Glacier (p. 8)
e Step 2: Create a Vault in Amazon Glacier (p. 9)
¢ Step 3: Upload an Archive to a Vault in Amazon Glacier (p. 10)
¢ Step 4: Download an Archive from a Vault in Amazon Glacier (p. 13)
e Step 5: Delete an Archive from a Vault in Amazon Glacier (p. 18)
¢ Step 6: Delete a Vault in Amazon Glacier (p. 20)
¢ Where Do | Go From Here? (p. 21)
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Step 1: Before You Begin with Amazon Glacier

Before you can start with this exercise, you must sign up for an AWS account (if you don't already have
one), and then download one of the AWS Software Development Kits (SDKs). The following sections
provide instructions.

Important

Amazon Glacier provides a management console, which you can use to create and delete
vaults. However, all other interactions with Amazon Glacier require that you use the AWS
Command Line Interface (CLI) or write code. For example, to upload data, such as photos,
videos, and other documents, you must either use the AWS CLI or write code to make
requests, using either the REST API directly or by using the AWS SDKs. For more information
about using Amazon Glacier with the AWS CLI, go to AWS CLI Reference for Amazon
Glacier. To install the AWS CLI, go to AWS Command Line Interface.

Sign Up

If you already have an AWS account, go ahead and skip to the next section: Download the Appropriate
AWS SDK (p. 8). Otherwise, follow these steps.

To sign up for an AWS account

1. Open http://aws.amazon.com/, and then choose Create an AWS Account.
2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a PIN using the phone
keypad.

Download the Appropriate AWS SDK

To try the getting started exercise, you must decide which programming language you want to use and
download the appropriate AWS SDK for your development platform.

The getting started exercise provides examples in Java and C#.

Downloading the AWS SDK for Java

To test the Java examples in this developer guide, you need the AWS SDK for Java. You have the
following download options:

« If you are using Eclipse, you can download and install the AWS Toolkit for Eclipse using the update
site http://aws.amazon.com/eclipse/. For more information, go to AWS Toolkit for Eclipse.

« If you are using any other IDE to create your application, download the AWS SDK for Java .

Downloading the AWS SDK for .NET

To test the C# examples in this developer guide, you need the AWS SDK for .NET. You have the
following download options:

« If you are using Visual Studio, you can install both the AWS SDK for .NET and the AWS Toolkit for
Visual Studio. The toolkit provides AWS Explorer for Visual Studio and project templates that you
can use for development. Go to http://aws.amazon.com/sdkfornet and click Download AWS SDK
for .NET. By default, the installation script installs both the AWS SDK and the AWS Toolkit for Visual
Studio. To learn more about the toolkit, go to AWS Toolkit for Visual Studio User Guide.
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Step

« If you are using any other IDE to create your application, you can use the same link provided in the
preceding step and install only the AWS SDK for .NET.

2: Create a Vault iIn Amazon Glacier

A vault is a container for storing archives. Your first step is to create a vault in one of the supported
AWS regions. In this getting started exercise, you create a vault in the US West (Oregon) region. For
a list of the AWS regions supported by Amazon Glacier, go to Regions and Endpoints in the AWS
General Reference.

You can create vaults programmatically or by using the Amazon Glacier console. This section uses the
console to create a vault. In a later step, you will upload an archive to the vault.

To create a vault

1. Sign into the AWS Management Console and open the Amazon Glacier console at https://
console.aws.amazon.com/glacier/.

2. Select a region from the region selector.

In this getting started exercise, we use the US West (Oregon) region.
3. If you are using Amazon Glacier for the first time, click Get started. (Otherwise, you would click

Create Vault.)

Amazon Glacier

Amazon Glacier is an extremely low-cost storage service that provides
secure, durable, and flexible storage for data backup and archival.

Get started

Getting started guide

4. Enter exanpl evaul t as the vault name in the Vault Name field and then click Next Step.

There are guidelines for naming a vault. For more information, see Creating a Vault in Amazon
Glacier (p. 24).

Welcome to Amazon Glacier

Data is stored in Amazon Glacier in "archives.” An archive can be any data such as a photo, video, or document. You can
upload a single file as an archive or aggregate multiple files into a TAR or ZIP file and upload as one archive

A single archive can be as large as 40 terabytes. You can store an unlimited number of archives and an unlimited amount of
data in Amazon Glacler. Each archive is assigned a unigue archive 1D at the time of creation, and the content of the archive is
immutable, meaning that after an archive is created it cannot be updated

Vaults allow you to organize your archives and set access policies and notification policies. Get started by giving your vault a

name. You can then create your vault now or click Next Step to set up your vault's properties

Region® us-west-2 i}

Vault Name* examplevault

Cancel Next Step I

5. Select Do not enable notifications. For this getting started exercise, you will not configure

notifications for the vault.
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If you wanted to have notifications sent to you or your application whenever certain Amazon
Glacier jobs complete, you would select Enable notifications and create a new SNS topic

or Enable notifications and use an existing SNS topic to set up Amazon Simple Notification
Service (Amazon SNS) notifications. In subsequent steps, you upload an archive and then
download it using the high-level API of the AWS SDK. Using the high-level API does not require
that you configure vault notification to retrieve your data.

Set Event Notifications

You can choose to have notifications sent to you or your application whenever certain Amazon Glacier jobs complete.
Motifications are sent using the Amazon Simple Notifications Service (SNS). To use Amazon SNS, you first need to specify a
topic that applications or people can subscribe to. You can then select specific jobs that, on completion, will trigger the
notifications. Notifications can be delivered over the protocol of your choice (HTTP, email, etc.).

® Do not enable notifications
‘You can enable, set up, and change your notification settings later.

Enable notifications and create a new SNS topic
Enable notifications and create a new Amazon SNS topic to send the notifications.

Enable notifications and use an existing SNS topic

Enable notifications and enter an existing SNS topic to send the notifications

Cancel Previous Next Step

6. If the region and vault name are correct, then click Submit.

Review

Make sure the following information is correct before you choose Submit. To go back and make changes, choose Previous
Region us-west-2

Vault Name examplevault

Cancel Previous m

7. Your new vault is listed on the Amazon Glacier Vaults page.

Clacier V

Z Refresh © Help

Create Vault h A J) Setings Filter By Name

# of Archives
Name |4 Inventory Last Updated Stze  (as of last inventory nventory
examplevault Mot updated yet

Step 3: Upload an Archive to a Vault in Amazon
Glacier

In this step, you upload a sample archive to the vault you created in the preceding step (see Step 2:
Create a Vault in Amazon Glacier (p. 9)). Depending on the development platform you are using,
click one of the links at the end of this section.

Important
Any archive operation, such as upload, download, or deletion, requires that you use the
AWS Command Line Interface (CLI) or write code. There is no console support for archive
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operations. For example, to upload data, such as photos, videos, and other documents, you
must either use the AWS CLI or write code to make requests, using either the REST API
directly or by using the AWS SDKs. For more information about using Amazon Glacier with
the AWS CLI, go to AWS CLI Reference for Amazon Glacier. To install the AWS CLI, go to
AWS Command Line Interface.

An archive is any object, such as a photo, video, or document that you store in a vault. It is a base
unit of storage in Amazon Glacier. You can upload an archive in a single request. For large archives,
Amazon Glacier provides a multipart upload API that enables you to upload an archive in parts. In this
getting started section, you upload a sample archive in a single request. For this exercise, you specify
a file that is smaller in size. For larger files, multipart upload is suitable. For more information, see
Uploading Large Archives in Parts (Multipart Upload) (p. 70).

Topics
¢ Upload an Archive to a Vault in Amazon Glacier Using the AWS SDK for Java (p. 11)
¢ Upload an Archive to a Vault in Amazon Glacier Using the AWS SDK for .NET (p. 12)

Upload an Archive to a Vault in Amazon Glacier
Using the AWS SDK for Java

The following Java code example uses the high-level API of the AWS SDK for Java to upload a sample
archive to the vault. In the code example, note the following:

« The example creates an instance of the Amazond aci er Cl i ent class.

« The example uses the upl oad method of the Ar chi veTr ansf er Manager class from the high-level
API of the AWS SDK for Java.

¢ The example uses the US West (Oregon) region (us- west - 2) to match the location where you
created the vault previously in Step 2: Create a Vault in Amazon Glacier (p. 9).

For step-by-step instructions on how to run this example, see Running Java Examples for Amazon
Glacier Using Eclipse (p. 115). You need to update the code as shown with the name of the archive
file you want to upload.

Note

Amazon Glacier keeps an inventory of all the archives in your vaults. When you upload the
archive in the following example, it will not appear in a vault in the management console until
the vault inventory has been updated. This update usually happens once a day.
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Example — Uploading an Archive Using the AWS SDK for Java

nmport java.io.File;
nmport java.io.| OExcepti on;
nmport java.util.Date;

nmport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;

nmport com amazonaws. servi ces. gl aci er. Amazond aci erCient;

nmport com amazonaws. servi ces. gl aci er.transfer. Archi veTr ansf er Manager ;
nmport com amazonaws. servi ces. gl aci er. transfer. Upl oadResul t;

public class Amazond aci er Upl oadArchive_GCettingStarted {

public static String vaultNanme = "exanpl evaul t 2";
public static String archiveToUpl oad = "*** provide nanme of file to
upl oad ***";

public static Amazond acierdient client;
public static void main(String[] args) throws | CException {

Profil eCredenti al sProvi der credentials = new
Profil eCredenti al sProvider();
client = new Amazond acierC ient(credentials);
client.setEndpoint("https://glacier.us-west-2. amazonaws. conl");

try {
Ar chi veTr ansf er Manager atm = new Ar chi veTr ansf er Manager (cl i ent,

credential s);

Upl oadResult result = atm upl oad(vaul t Narme, "my archive "
Date()), new Fil e(archiveToUpl oad));

Systemout.println("Archive ID: " + result.getArchiveld());

+ (new

} catch (Exception e)
{

}

Systemerr.println(e);

Upload an Archive to a Vault in Amazon Glacier
Using the AWS SDK for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to upload a sample
archive to the vault. In the code example, note the following:

The example creates an instance of the Ar chi veTr ansf er Manager class for the specified Amazon
Glacier region endpoint.

The code example uses the US West (Oregon) region (us- west - 2) to match the location where you
created the vault previously in Step 2: Create a Vault in Amazon Glacier (p. 9).

The example uses the Upl oad method of the Ar chi veTr ansf er Manager class to upload your
archive. For small archives, this method uploads the archive directly to Amazon Glacier. For larger
archives, this method uses Amazon Glacier's multipart upload API to split the upload into multiple
parts for better error recovery, if any errors are encountered while streaming the data to Amazon
Glacier.
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For step-by-step instructions on how to run the following example, see Running Code
Examples (p. 117). You need to update the code as shown with the name of your vault and the name
of the archive file to upload.

Note

Amazon Glacier keeps an inventory of all the archives in your vaults. When you upload the
archive in the following example, it will not appear in a vault in the management console until
the vault inventory has been updated. This update usually happens once a day.

Example — Uploading an Archive Using the High-Level API of the AWS SDK for .NET

using System

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Transfer;
usi ng Amazon. Runti ne;

nanespace gl aci er. amazon. com docsanpl es

{
cl ass Archi veUpl oadHi ghLevel _GettingStarted
{
static string vaultNane = "exanpl evaul t";
static string archiveToUpload = "*** Provide file nane (with full

path) to upload ***";

public static void Main(string[] args)

{
try

{
var manager = new
Ar chi veTr ansf er Manager ( Amazon. Regi onEndpoi nt . USWest 2) ;
/1 Upl oad an archive.
string archiveld = manager. Upl oad(vaul t Nane, "getting started
archive test", archiveToUpl oad). Archi vel d;
Consol e. Wi teLine("Copy and save the followi ng Archive ID for
the next step.");
Consol e. WiteLine("Archive ID: {0}", archiveld);
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;
}
catch (Amazond aci er Exception e)
{ Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e)
{ Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e. Message); }
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;

Step 4: Download an Archive from a Vault in
Amazon Glacier

In this step, you download the sample archive you uploaded previously in Step 3: Upload an Archive to
a Vault in Amazon Glacier (p. 10).
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Important

Any archive operation, such as upload, download, or deletion, requires that you use the AWS
Command Line Interface (AWS CLI) or write code. There is no console support for archive
operations. For example, to upload data, such as photos, videos, and other documents,

you must either use the AWS CLI or write code to make requests, using either the REST

API directly or the AWS SDKs. For more information about using Amazon Glacier with the
AWS CLI, see AWS CLI Reference for Amazon Glacier. To install the AWS CLI, see AWS
Command Line Interface.

In general, retrieving your data from Amazon Glacier is a two-step process:

1. Initiate a retrieval job.
2. After the job completes, download the bytes of data.

To retrieve an archive from Amazon Glacier, you first initiate a job. After the job completes, you
download the data. For more information about archive retrievals, see Retrieving Amazon Glacier
Archives (p. 79).

The access time of your request depends on the retrieval option you choose: Expedited, Standard,

or Bulk retrievals. For all but the largest archives (250 MB+), data accessed using Expedited
retrievals are typically made available within 1-5 minutes. Archives retrieved using Standard retrievals
typically complete between 3-5 hours. Bulk retrievals typically complete within 5-12 hours. For more
information about the retrieval options, see the Amazon Glacier FAQ. For information about data
retrieval charges, see the Amazon Glacier detail page.

The code examples shown in the following topics initiate the job, wait for it to complete, and then
download the archive's data.
Topics

¢ Download an Archive from a Vault in Amazon Glacier Using the AWS SDK for Java (p. 14)

¢ Download an Archive from a Vault in Amazon Glacier Using the AWS SDK for .NET (p. 15)

Download an Archive from a Vault in Amazon
Glacier Using the AWS SDK for Java

The following Java code example uses the high-level API of the AWS SDK for Java to download the
archive you uploaded in the previous step. In the code example, note the following:

« The example creates an instance of the Amazond aci er d i ent class.

¢ The example uses the downl oad method of the Ar chi veTr ansf er Manager class from the high-
level API of the AWS SDK for Java.

¢ The example uses the US West (Oregon) region (us- west - 2) to match the location where you
created the vault in Step 2: Create a Vault in Amazon Glacier (p. 9).

For step-by-step instructions on how to run this example, see Running Java Examples for Amazon
Glacier Using Eclipse (p. 115). You need to update the code as shown with the archive ID of the file
you uploaded in Step 3: Upload an Archive to a Vault in Amazon Glacier (p. 10).
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Example — Downloading an Archive Using the AWS SDK for Java

inmport java.io.File;
import java.io.lOException;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;

i mport com amazonaws. servi ces. gl aci er. Amazond aci erd i ent;

i mport com amazonaws. servi ces. gl aci er. transfer. Archi veTransf er Manager ;
i mport com amazonaws. servi ces. sns. AmazonSNSCl i ent ;

i mport com amazonaws. servi ces. sqs. AmazonSQSCl i ent ;

public class Amazond aci er Downl oadAr chi ve_GettingStarted {

public static String vaultName = "exanpl evaul t";
public static String archiveld = "*** provide archive | D ***";
public static String downl oadFilePath = "*** provide |ocation to

downl oad archive ***";

public static Amazond acierCient glacierdient;
public static ArmazonSQSC i ent sqsCient;
public static AmazonSNSC i ent snsCient;

public static void main(String[] args) throws | CException {
Profil eCredenti al sProvider credentials = new
Profil eCredenti al sProvider();
glacierCient = new Amazond aci erClient(credential s);
sqsC ient = new AmazonSQSCl i ent (credenti al s);
snsCient = new AmazonSNSCl i ent (credenti al s);
gl aci erC i ent. set Endpoi nt (" gl aci er. us-west - 2. amazonaws. cont') ;

sqsC i ent. set Endpoi nt ("sqs. us-west - 2. amazonaws. cont') ;
snsC i ent. set Endpoi nt ("sns. us-west - 2. amazonaws. cont') ;

try {
Ar chi veTr ansf er Manager atm = new

Ar chi veTr ansf er Manager (gl aci erClient, sqsCient, snsCient);
at m downl oad(vaul t Nane, archiveld, new Fil e(downl oadFi | ePath));

} catch (Exception e)
{

}

Systemerr.println(e);

Download an Archive from a Vault in Amazon
Glacier Using the AWS SDK for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to download the
archive you uploaded previously in Upload an Archive to a Vault in Amazon Glacier Using the AWS
SDK for .NET (p. 12). In the code example, note the following:

¢ The example creates an instance of the Ar chi veTr ansf er Manager class for the specified Amazon
Glacier region endpoint.

API Version 2012-06-01
15




Amazon Glacier Developer Guide
Download an Archive Using .NET

¢ The code example uses the US West (Oregon) region (us- west - 2) to match the location where you
created the vault previously in Step 2: Create a Vault in Amazon Glacier (p. 9).

¢ The example uses the Downl oad method of the Ar chi veTr ansf er Manager class to upload your
archive. The Downl oad method creates an Amazon SNS topic, and an Amazon SQS queue that is
subscribed to that topic. It then initiates the archive retrieval job and polls the queue for the archive to
be available. This polling takes about 4 hours. Once the archive is available, download will begin.

For step-by-step instructions on how to run this example, see Running Code Examples (p. 117). You
need to update the code as shown with the archive ID of the file you uploaded in Step 3: Upload an
Archive to a Vault in Amazon Glacier (p. 10).
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Example — Download an Archive Using the High-Level API of the AWS SDK for .NET

using System

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Transfer;
usi ng Amazon. Runti rne;

namespace gl aci er. amazon. com docsanpl es

{
cl ass Archi veDownl oadHi ghLevel _GettingStarted
{
static string vault Name = "exanpl evaul t";
static string archiveld = "*** Provide archive ID ***";
static string downl oadFi |l ePath = "*** Provide the file name and path

to where to store the downl oad ***";

public static void Min(string[] args)

{
try

{
var nanager = new
Ar chi veTr ansf er Manager ( Amazon. Regi onEndpoi nt . USWést 2) ;

var options = new Downl oadOpti ons();
options. Streaniransfer Progress +=
Ar chi veDownl oadHi ghLevel _GettingStarted. progress;
/1 Downl oad an archive.
Consol e. WiteLine("Intiating the archive retrieval job and
then polling SQS queue for the archive to be available.");
Consol e. WiteLine("This polling takes about 4 hours. Once the
archive is available, downloading will begin.");
nmanager . Downl oad( vaul t Nane, archiveld, downl oadFil ePat h,
options);
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;
}
catch (Amazond aci er Exception e)
{ Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e)
{ Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e.Message); }
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;

}

static int currentPercentage = -1;
static void progress(object sender, StreanilransferProgressArgs args)

{

if (args.PercentDone != currentPercentage)

{

current Percentage = args. Percent Done;
Consol e. Wi t eLi ne(" Downl oaded {0}% , args. PercentDone);
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Step 5: Delete an Archive from a Vault in Amazon
Glacier

In this step, you delete the sample archive you uploaded in Step 3: Upload an Archive to a Vault in
Amazon Glacier (p. 10).

Important

You cannot delete an archive using the Amazon Glacier console. Any archive operation, such
as upload, download, or deletion, requires that you use the AWS Config (CLI) or write code.
For example, to upload data, such as photos, videos, and other documents, you must either
use the AWS CLI or write code to make requests, using either the REST API directly or by
using the AWS SDKs. For more information about using Amazon Glacier with the AWS CLI,
go to AWS CLI Reference for Amazon Glacier. To install the AWS CLI, go to AWS Command
Line Interface.

Depending on which SDK you are using, delete the sample archive by following one of these steps:

¢ Delete an Archive from a Vault in Amazon Glacier Using the AWS SDK for Java (p. 18)
¢ Delete an Archive from a Vault in Amazon Glacier Using the AWS SDK for .NET (p. 19)

Related Sections

e Step 3: Upload an Archive to a Vault in Amazon Glacier (p. 10)
¢ Deleting an Archive in Amazon Glacier (p. 107)

Delete an Archive from a Vault in Amazon Glacier
Using the AWS SDK for Java

The following code example uses the AWS SDK for Java to delete the archive. In the code, note the
following:

« The Del et eAr chi veRequest object describes the delete request, including the vault name where
the archive is located and the archive ID.
¢ The del et eAr chi ve method sends the request to Amazon Glacier to delete the archive.

¢ The example uses the US West (Oregon) region (us- west - 2) to match the location where you
created the vault in Step 2: Create a Vault in Amazon Glacier (p. 9).

For step-by-step instructions on how to run this example, see Running Java Examples for Amazon
Glacier Using Eclipse (p. 115). You need to update the code as shown with the archive ID of the file
you uploaded in Step 3: Upload an Archive to a Vault in Amazon Glacier (p. 10).
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Example — Deleting an Archive Using the AWS SDK for Java

import java.io. | OException;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;
i mport com anmzonaws. servi ces. gl aci er. Amazond aci erd i ent;
i mport com amazonaws. servi ces. gl aci er. nodel . Del et eAr chi veRequest ;

public class Amazond aci erDel et eArchive_GCettingStarted {
public static String vaultName = "exanpl evaul t";
public static String archiveld = "*** provide archive | D***";

public static Amazond acierdient client;

public static void main(String[] args) throws | CException {

Profil eCredenti al sProvi der credentials = new
Profil eCredenti al sProvider();

client = new Amazond acierC ient(credentials);
client.setEndpoint("https://glacier.us-west-2.amzonaws.com");

try {

/1 Delete the archive.

client.del et eArchi ve(new Del et eAr chi veRequest ()
.wi t hVaul t Nane( vaul t Nane)
.wi thArchi vel d(archiveld));

Systemout. println("Del eted archive successfully.");
} catch (Exception e) {

Systemerr.println("Archive not deleted.");
Systemerr.printlin(e);

Delete an Archive from a Vault in Amazon Glacier
Using the AWS SDK for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to delete the archive
you uploaded in the previous step. In the code example, note the following:

¢ The example creates an instance of the Ar chi veTr ansf er Manager class for the specified Amazon
Glacier region endpoint.

¢ The code example uses the US West (Oregon) region (us- west - 2) to match the location where you
created the vault previously in Step 2: Create a Vault in Amazon Glacier (p. 9).

¢ The example uses the Del et e method of the Ar chi veTr ansf er Manager class provided as part of
the high-level API of the AWS SDK for .NET.
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For step-by-step instructions on how to run this example, see Running Code Examples (p. 117). You
need to update the code as shown with the archive ID of the file you uploaded in Step 3: Upload an
Archive to a Vault in Amazon Glacier (p. 10).

Example — Deleting an Archive Using the High-Level APl of the AWS SDK for .NET

using System

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Transfer;
usi ng Amazon. Runti ne;

nanespace gl aci er. anmazon. com docsanpl es
{
cl ass Archi veDel et eHi ghLevel _GettingStarted

{
static string vault Nanme
static string archiveld

"exanpl evaul t";
"*** Provide archive | D ***":

public static void Main(string[] args)
{
try
{
var nanager = new
Ar chi veTr ansf er Manager ( Amazon. Regi onEndpoi nt . USWst 2) ;
manager . Del et eAr chi ve(vaul t Name, archivel d);
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e.Message); }
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;
}
}
}

Step 6: Delete a Vault in Amazon Glacier

A vault is a container for storing archives. You can delete an Amazon Glacier vault only if there are no
archives in the vault as of the last inventory that Amazon Glacier computed and there have been no
writes to the vault since the last inventory.

Note

Amazon Glacier prepares an inventory for each vault periodically, every 24 hours. Because
the inventory might not reflect the latest information, Amazon Glacier ensures the vault is
indeed empty by checking if there were any write operations since the last vault inventory.

You can delete a vault programmatically or by using the Amazon Glacier console. This section uses
the console to delete a vault. For information about deleting a vault programmatically, see Deleting a
Vault in Amazon Glacier (p. 56).

To delete a vault

1. Sign into the AWS Management Console and open the Amazon Glacier console at https://
console.aws.amazon.com/glacier.

2. From the region selector, select the AWS region where the vault exists that you want to delete.

In this getting started exercise, we use the US West (Oregon) region.
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3. Select the vault that you want to delete.

In this getting started exercise, we've been using a vault named exanpl evaul t.

Amazon Glacier Vaults
* Refresh
[ creste vour_| uuis Vet JRES Fiter oy Name

# of Archives  (a:
Mame |5 Inventory Last Updated Size (as of last inventory) inventary)

examplevauit Mot updated yet - -

4, Click Delete Vault.

Where Do | Go From Here?

Now that you have tried the getting started exercise, you can explore the following sections to learn
more about Amazon Glacier.

¢ Working with Vaults in Amazon Glacier (p. 22)
¢ Working with Archives in Amazon Glacier (p. 62)
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Working with Vaults in Amazon
Glacier

A vault is a container for storing archives. When you create a vault, you specify a vault name and a
region in which you want to create the vault. For a list of supported regions, see Accessing Amazon
Glacier (p. 5).

You can store an unlimited number of archives in a vault.

Important

Amazon Glacier provides a management console. You can use the console to create and
delete vaults. However, all other interactions with Amazon Glacier require that you use the
AWS Command Line Interface (CLI) or write code. For example, to upload data, such as
photos, videos, and other documents, you must either use the AWS CLI or write code to
make requests, using either the REST API directly or by using the AWS SDKs. For more
information about using Amazon Glacier with the AWS CLI, go to AWS CLI Reference for
Amazon Glacier. To install the AWS CLI, go to AWS Command Line Interface.

Topics
¢ Vault Operations in Amazon Glacier (p. 22)
¢ Creating a Vault in Amazon Glacier (p. 24)
¢ Retrieving Vault Metadata in Amazon Glacier (p. 30)
¢ Downloading a Vault Inventory in Amazon Glacier (p. 34)
¢ Configuring Vault Natifications in Amazon Glacier (p. 47)
¢ Deleting a Vault in Amazon Glacier (p. 56)
e Tagging Your Amazon Glacier Vaults (p. 58)
¢ Amazon Glacier Vault Lock (p. 60)

Vault Operations in Amazon Glacier

Amazon Glacier supports various vault operations. Note that vault operations are region specific. For
example, when you create a vault, you create it in a specific region. When you list vaults, Amazon
Glacier returns the vault list from the region you specified in the request.

Creating and Deleting Vaults

An AWS account can create up to 1,000 vaults per region. For a list of the AWS regions supported by
Amazon Glacier, see Regions and Endpoints in the AWS General Reference.
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You can delete a vault only if there are no archives in the vault as of the last inventory that Amazon
Glacier computed and there have been no writes to the vault since the last inventory.

Note

Amazon Glacier prepares an inventory for each vault periodically, every 24 hours. Because
the inventory might not reflect the latest information, Amazon Glacier ensures the vault is
indeed empty by checking if there were any write operations since the last vault inventory.

For more information, see Creating a Vault in Amazon Glacier (p. 24) and Deleting a Vault in
Amazon Glacier (p. 56).

Retrieving Vault Metadata

You can retrieve vault information such as the vault creation date, number of archives in the vault,
and the total size of all the archives in the vault. Amazon Glacier provides API calls for you to retrieve
this information for a specific vault or all the vaults in a specific region in your account. For more
information, see Retrieving Vault Metadata in Amazon Glacier (p. 30).

Downloading a Vault Inventory

A vault inventory refers to the list of archives in a vault. For each archive in the list, the inventory
provides archive information such as archive ID, creation date, and size. Amazon Glacier updates the
vault inventory approximately once a day, starting on the day the first archive is uploaded to the vault.
A vault inventory must exist for you to be able to download it.

Downloading a vault inventory is an asynchronous operation. You must first initiate a job to download
the inventory. After receiving the job request, Amazon Glacier prepares your inventory for download.
After the job completes, you can download the inventory data.

Given the asynchronous nature of the job, you can use Amazon Simple Notification Service (Amazon
SNS) notifications to notify you when the job completes. You can specify an Amazon SNS topic for
each individual job request or configure your vault to send a notification when specific vault events
occur.

Amazon Glacier prepares an inventory for each vault periodically, every 24 hours. If there have been
no archive additions or deletions to the vault since the last inventory, the inventory date is not updated.
When you initiate a job for a vault inventory, Amazon Glacier returns the last inventory it generated,
which is a point-in-time snapshot and not real-time data. You might not find it useful to retrieve vault
inventory for each archive upload. However, suppose you maintain a database on the client-side
associating metadata about the archives you upload to Amazon Glacier. Then, you might find the vault
inventory useful to reconcile information in your database with the actual vault inventory.

For more information about retrieving a vault inventory, see Downloading a Vault Inventory in Amazon
Glacier (p. 34).

Configuring Vault Notifications

Retrieving anything from Amazon Glacier, such as an archive from a vault or a vault inventory, is a
two-step process in which you first initiate a job. After the job completes, you can download the output.
You can use Amazon Glacier notifications support to know when your job is complete. Amazon Glacier
sends notification messages to an Amazon Simple Notification Service (Amazon SNS) topic that you
provide.

You can configure notifications on a vault and identify vault events and the Amazon SNS topic to be
notified when the event occurs. Anytime the vault event occurs, Amazon Glacier sends a notification to
the specified Amazon SNS topic. For more information, see Configuring Vault Notifications in Amazon
Glacier (p. 47).
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Creating a Vault in Amazon Glacier

Creating a vault adds a vault to the set of vaults in your account. An AWS account can create up to
1,000 vaults per region. For a list of the AWS regions supported by Amazon Glacier, go to Regions and
Endpoints in the AWS General Reference. For information on creating more vaults, go to the Amazon
Glacier product detail page.

When you create a vault, you must provide a vault name. The following are the vault naming
requirements:

« Names can be between 1 and 255 characters long.
¢ Allowed characters are a—z, A-Z, 0-9, ' ' (underscore), '-' (hyphen), and " (period).

Vault names must be unique within an account and the region in which the vault is being created. That
is, an account can create vaults with the same name in different regions but not in the same region.

Topics
e Creating a Vault in Amazon Glacier Using the AWS SDK for Java (p. 24)
¢ Creating a Vault in Amazon Glacier Using the AWS SDK for .NET (p. 27)
¢ Creating a Vault in Amazon Glacier Using the REST API (p. 30)
¢ Creating a Vault Using the Amazon Glacier Console (p. 30)

Creating a Vault in Amazon Glacier Using the AWS
SDK for Java

The low-level API provides methods for all the vault operations, including creating and deleting vaults,
getting a vault description, and getting a list of vaults created in a specific region. The following are the
steps to create a vault using the AWS SDK for Java.

1. Create an instance of the Amazond aci er i ent class (the client).

You need to specify an AWS region in which you want to create a vault. All operations you perform
using this client apply to that region.

2. Provide request information by creating an instance of the Cr eat eVaul t Request class.

Amazon Glacier requires you to provide a vault name and your account ID. If you don't provide an
account ID, then the account ID associated with the credentials you provide to sign the request is
used. For more information, see Using the AWS SDK for Java with Amazon Glacier (p. 113).

3. Execute the cr eat eVaul t method by providing the request object as a parameter.
The response Amazon Glacier returns is available in the Cr eat eVaul t Resul t object.
The following Java code snippet illustrates the preceding steps. The snippet creates a vault in the us-

west - 2 region. The Locat i on it prints is the relative URI of the vault that includes your account ID,
the region, and the vault name.

Amazond acierCient client = new Amazond aci erd i ent(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws. cont');

Creat eVaul t Request request = new Creat eVaul t Request ()
.wi thVaul t Nane("*** provide vault name ***");
CreateVaul t Result result = client.createVault(request);
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Systemout.println("Created vault successfully: + result.getLocation());

Note
For information about the underlying REST API, see Create Vault (PUT vault) (p. 171).

Example: Creating a Vault Using the AWS SDK for Java

The following Java code example creates a vault in the us- west - 2 region (for more information
on regions, see Accessing Amazon Glacier (p. 5)). In addition, the code example retrieves the vault
information, lists all vaults in the same region, and then deletes the vault created.

For step-by-step instructions on how to run the following example, see Running Java Examples for
Amazon Glacier Using Eclipse (p. 115).

import java.io.l|OException;
import java.util.List;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;

i mport com anmzonaws. servi ces. gl aci er. Amazond aci erd i ent;

i mport com amazonaws. servi ces. gl aci er. nodel . Cr eat eVaul t Request ;

i mport com anmzonaws. servi ces. gl aci er. nodel . Creat eVaul t Resul t ;

i mport com amazonaws. servi ces. gl aci er. nodel . Del et eVaul t Request ;

i mport com amazonaws. servi ces. gl aci er. nodel . Descri beVaul t Qut put ;
i mport com amazonaws. servi ces. gl aci er. nodel . Descri beVaul t Request ;
i mport com anmzonaws. servi ces. gl aci er. nodel . Descri beVaul t Resul t;
i mport com amazonaws. servi ces. gl aci er. nodel . Li st Vaul t sRequest ;

i mport com anmzonaws. servi ces. gl aci er. nodel . Li st Vaul t sResul t;

public class Amazond aci er Vaul t Operati ons {
public static Amazond acierdient client;
public static void main(String[] args) throws | CException {

Profil eCredenti al sProvi der credentials = new
Profil eCredenti al sProvider();

client = new Amazond acierC ient(credentials);
client.setEndpoint("https://glacier.us-east-1.amzonaws.com");

String vaul t Name = "exanpl evaul tfordel ete";

try {
createVaul t(client, vaultNane);
descri beVaul t (client, vaultNane);
listVaults(client);
del eteVaul t (client, vaultNane);

} catch (Exception e) {
Systemerr.println("Vault operation failed." + e.getMssage());
}

}

private static void createVault(Amazond acierCient client, String
vaul t Nane) {
Creat eVaul t Request creat eVaul t Request = new Cr eat eVaul t Request ()
.wi t hVaul t Nanme(vaul t Nane) ;
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CreateVaul t Result createVaultResult =
client.createVault(createVaul t Request);

Systemout.println("Created vault successfully: " +
createVaul t Resul t. getlLocation());

}

private static void describeVault(Amazond acierCient client, String
vaul t Nane) {
Descri beVaul t Request descri beVaul t Request = new
Descri beVaul t Request ()
.wi t hVaul t Nanme(vaul t Nane) ;
Descri beVaul t Result describeVaultResult =
client.describeVault(describeVaul t Request);
Systemout. println("Describing the vault: "
System out . print(
"CreationDate: " + describeVaultResult.getCreationDate() +
"\'nLast | nventoryDate: " +
descri beVaul t Resul t. get Last I nventoryDate() +
"\ nNunmber O Archi ves: " +
descri beVaul t Resul t. get Nunber OF Archi ves() +
"\'nSi zel nBytes: " + describeVaultResult.getSizel nBytes() +
"\'nVaul t ARN: " + describeVaul t Result. getVaul t ARN() +
"\'nVaul t Nane: " + descri beVaul t Resul t. get Vaul t Nane());

+ vaul t Nan®) ;

}

private static void listVaults(Amazond acierCient client) {
Li st Vaul t sRequest |i st Vaul t sRequest = new Li st Vaul t sRequest () ;
Li stVaul tsResult |istVaultsResult =
client.listVaults(listVaultsRequest);

Li st <Descri beVaul t Qut put > vaul tList =
listVaul tsResult.getVaultList();
Systemout.println("\nDescribing all vaults (vault list):");
for (DescribeVaultQutput vault : vaultList) {
Systemout. println(

"\nCreationDate: " + vault.getCreationDate() +
"\'nLast | nventoryDate: " + vault.getLastlnventoryDate() +
"\ nNunber O Archi ves: " + vaul t. get Nunber Of Archi ves() +
"\'nSi zel nBytes: " + vault.getSizelnBytes() +
"\'nVaul t ARN: " + vault.getVaul t ARN() +
"\'nVaul t Nane: " + vault. getVaul t Nane());

}

private static void del eteVault(Amazond acierCient client, String
vaul t Nane) {
Del et eVaul t Request request = new Del et eVaul t Request ()
.wi t hVaul t Nanme(vaul t Nane) ;
client.del eteVault(request);
Systemout.println("Del eted vault:

+ vaul t Nan®e) ;
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Creating a Vault in Amazon Glacier Using the AWS
SDK for .NET

Both the high-level and low-level APIs (p. 112) provided by the AWS SDK for .NET provide a method
to create a vault.

Topics
¢ Creating a Vault Using the High-Level API of the AWS SDK for .NET (p. 27)
e Creating a Vault Using the Low-Level API of the AWS SDK for .NET (p. 28)

Creating a Vault Using the High-Level API of the AWS SDK
for NET

The Ar chi veTr ansf er Manager class of the high-level API provides the Cr eat eVaul t method you
can use to create a vault in an AWS region.

Example: Vault Operations Using the High-Level API of the AWS SDK
for .NET

The following C# code example creates and delete a vault in the US West (Oregon) Region. For a list
of AWS regions in which you can create vaults, see Accessing Amazon Glacier (p. 5).

For step-by-step instructions on how to run the following example, see Running Code
Examples (p. 117). You need to update the code as shown with a vault name.

using System

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Transfer;
usi ng Amazon. Runti ne;

nanmespace gl aci er. anmazon. com docsanpl es

{
cl ass Vaul t Creat eDescri belLi st Vaul t sDel et eHi ghLevel

{

static string vaultName = "*** Provide vault nane ***";

public static void Main(string[] args)

{
try

{
var nmnager = new
Ar chi veTr ansf er Manager ( Amazon. Regi onEndpoi nt . USWst 2) ;
manager . Creat eVaul t (vaul t Nane) ;
Consol e. WiteLine("Vault created. To delete the vault, press

Enter");
Consol e. ReadKey() ;
manager . Del et eVaul t (vaul t Nane) ;
Consol e. WiteLine("\nVault deleted. To continue, press Enter");
Consol e. ReadKey() ;
}

catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e. Message); }

Consol e. WiteLine("To continue, press Enter");

Consol e. ReadKey() ;
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Creating a Vault Using the Low-Level API of the AWS SDK
for NET

The low-level API provides methods for all the vault operations, including create and delete vaults, get
a vault description, and get a list of vaults created in a specific region. The following are the steps to
create a vault using the AWS SDK for .NET.

1. Create an instance of the Amazond aci er C i ent class (the client).

You need to specify an AWS region in which you want to create a vault. All operations you perform
using this client apply to that region.

2. Provide request information by creating an instance of the Cr eat eVaul t Request class.

Amazon Glacier requires you to provide a vault name and your account ID. If you don't provide
an account ID, then account ID associated with the credentials you provide to sign the request is
assumed. For more information, see Using the AWS SDK for .NET with Amazon Glacier (p. 116).

3. Execute the Cr eat eVaul t method by providing the request object as a parameter.

The response Amazon Glacier returns is available in the Cr eat eVaul t Response object.

Example: Vault Operations Using the Low-Level API of the AWS SDK for .NET

The following C# example illustrates the preceding steps. The example creates a vault in the US West
(Oregon) Region. In addition, the code example retrieves the vault information, lists all vaults in the
same region, and then deletes the vault created. The Locat i on printed is the relative URI of the vault
that includes your account ID, the region, and the vault name.

Note
For information about the underlying REST API, see Create Vault (PUT vault) (p. 171).

For step-by-step instructions on how to run the following example, see Running Code
Examples (p. 117). You need to update the code as shown with a vault name.

using System

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Model ;
usi ng Amazon. Runti ne;

nanespace gl aci er. amazon. com docsanpl es

{

cl ass Vaul t Creat eDescri beLi st Vaul t sDel et e

{

static string vaultNane = "*** Provide vault nane ***";
static Amazond acierClient client;

public static void Main(string[] args)

{
try

{
using (client = new
Anmazond aci er d i ent (Amazon. Regi onEndpoi nt . USWest 2) )
{

Consol e. WiteLine("Creating a vault.");
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CreateAvaul t () ;
DescribeVaul t () ;
Get Vaul tsList();
Consol e. WiteLine("\nVault created. Now press Enter to delete the
vault...");
Consol e. ReadKey() ;
Del eteVaul t ();
}
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e.Message); }
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;

}

static void CreateAvault ()
{

Creat eVaul t Request request = new CreateVaul t Request ()

Vaul t Nane = vaul t Nane
s
Creat eVaul t Response response = client. CreateVault(request);
Consol e. WiteLine("Vault created: {0}\n", response.Location);

}

static void DescribeVault()

{
Descri beVaul t Request descri beVaul t Request = new Descri beVaul t Request ()

Vaul t Nane = vaul t Nanme

b

Descri beVaul t Response descri beVaul t Response =
client.DescribeVaul t (descri beVaul t Request);

Consol e. Wi teLine("\nVault description...");

Consol e. Wi t eLi ne(

"\'nVaul t Nane: " + descri beVaul t Response. Vaul t Nane +
"\'nVaul t ARN: " + descri beVaul t Response. Vaul t ARN +
"\'nVaul t CreationDate: " + describeVaul t Response. CreationDate +

"\ nNunber O Archi ves: " + descri beVaul t Response. Nunber O Archi ves +
"\'nSi zel nBytes: " + describeVault Response. Si zel nBytes +
"\'nLast | nventoryDate: " + describeVaul t Response. Last| nvent oryDat e
)

}

static void GetVaul tsList()
{
string |l astMarker = null;
Consol e. WiteLine("\n List of vaults in your account in the specific
region ...");
do
{
Li st Vaul t sRequest request = new Li st Vaul t sRequest ()
{

}s

Li st Vaul t sResponse response = client.ListVaults(request);

Mar ker = | ast Mar ker
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foreach (DescribeVaultQutput output in response. VaultList)
{
Consol e. WiteLine("Vault Nane: {0} \tCreation Date: {1} \t #of
archives: {2}",
out put . Vaul t Nanme, out put. CreationDat e,

out put . Nunber O Ar chi ves) ;

}

| ast Mar ker = response. Marker;

} while (lastMarker !'= null);

}

static void Del eteVault()

{
Del et eVaul t Request request = new Del et eVaul t Request ()

Vaul t Nane = vaul t Nane
}s

Del et eVaul t Response response = client. Del eteVaul t(request);

Creating a Vault in Amazon Glacier Using the REST
API

To create a vault using the REST API, see Create Vault (PUT vault) (p. 171).

Creating a Vault Using the Amazon Glacier Console

To create a vault using the Amazon Glacier console, see Step 2: Create a Vault in Amazon
Glacier (p. 9) in the Getting Started tutorial.

Retrieving Vault Metadata in Amazon Glacier

You can retrieve vault information such as the vault creation date, number of archives in the vault, and
the total size of all the archives in the vault. Amazon Glacier provides API calls for you to retrieve this
information for a specific vault or all the vaults in a specific region in your account.

If you retrieve a vault list, Amazon Glacier returns the list sorted by the ASCII values of the vault
names. The list contains up to 1,000 vaults. You should always check the response for a marker
at which to continue the list; if there are no more items the marker field is nul | . You can optionally
limit the number of vaults returned in the response. If there are more vaults than are returned in the
response, the result is paginated. You need to send additional requests to fetch the next set of vaults.
Topics

¢ Retrieving Vault Metadata in Amazon Glacier Using the AWS SDK for Java (p. 31)

¢ Retrieving Vault Metadata in Amazon Glacier Using the AWS SDK for .NET (p. 32)

¢ Retrieving Vault Metadata Using the REST API (p. 34)
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Retrieving Vault Metadata in Amazon Glacier Using
the AWS SDK for Java

Topics
¢ Retrieve Vault Metadata for a Vault (p. 31)
¢ Retrieve Vault Metadata for All Vaults in a Region (p. 31)
« Example: Retrieving Vault Metadata Using the AWS SDK for Java (p. 32)

Retrieve Vault Metadata for a Vault

You can retrieve metadata for a specific vault or all the vaults in a specific region. The following are the
steps to retrieve vault metadata for a specific vault using the low-level API of the AWS SDK for Java.

1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region where the vault resides. All operations you perform using this
client apply to that region.

2. Provide request information by creating an instance of the Descri beVaul t Request class.

Amazon Glacier requires you to provide a vault name and your account ID. If you don't provide an
account ID, then the account ID associated with the credentials you provide to sign the request is
assumed. For more information, see Using the AWS SDK for Java with Amazon Glacier (p. 113).

3. Execute the descri beVaul t method by providing the request object as a parameter.

The vault metadata information that Amazon Glacier returns is available in the
Descri beVaul t Resul t object.

The following Java code snippet illustrates the preceding steps.

Descri beVaul t Request request = new Descri beVaul t Request ()
.wi thVaul t Name("*** provide vault name***");

DescribeVaul tResult result = client.describeVault(request);

System out . print(
"\nCreationDate: " + result.getCreationDate() +

"\'nLast |l nventoryDate: " + result.getlLastlnventoryDate() +
"\ nNunber O Archi ves: " + result.getNunmber Of Archives() +
"\'nSi zel nBytes: " + result.getSizelnBytes() +

"\nVaul t ARN: " + result.getVaul t ARN() +
"\'nVaul t Nane: " + result.getVaultNane());

Note
For information about the underlying REST API, see Describe Vault (GET vault) (p. 181).

Retrieve Vault Metadata for All Vaults in a Region

You can also use the | i st Vaul t s method to retrieve metadata for all the vaults in a specific region.

The following Java code snippet retrieves list of vaults in the us- west - 2 region. The request limits the
number of vaults returned in the response to 5. The code snippet then makes a series of | i st Vaul ts
calls to retrieve the entire vault list from the region.
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Amazond acierCient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

String marker = null;
do {
Li st Vaul t sRequest request = new Li st Vaul t sRequest ()
Wi thLimt("5")
. Wi t hvar ker (mar ker) ;
Li stVaul tsResult listVaultsResult = client.listVaults(request);

Li st <Descri beVaul t Qut put> vaultList = listVaultsResult.getVaultList();
mar ker = |istVaul tsResul t. get Marker();
for (DescribeVaultQutput vault : vaultList) {
System out. println(
"\nCreationDate: " + vault.getCreationDate() +

"\'nLast | nventoryDate: " + vault.getlLastlnventoryDate() +
"\ nNunber O Archi ves: " + vaul t. get Nunber Of Archi ves() +
"\'nSi zel nBytes: " + vault.getSizelnBytes() +

"\nVaul t ARN: " + vault.getVaul t ARN() +
"\'nVaul t Nane: " + vaul t. getVaul t Nane());

} while (marker !'= null);

In the preceding code segment, if you don't specify the Li mi t value in the request, Amazon Glacier
returns up to 1,000 vaults, as set by the Amazon Glacier API. If there are more vaults to list, the
response mar ker field contains the vault Amazon Resource Name (ARN) at which to continue the list
with a new request; otherwise, the mar ker field is null.

Note that the information returned for each vault in the list is the same as the information you get by
calling the descri beVaul t method for a specific vault.

Note
The | i st Vaul t s method calls the underlying REST API (see List Vaults (GET
vaults) (p. 196)).

Example: Retrieving Vault Metadata Using the AWS SDK for
Java

For a working code example, see Example: Creating a Vault Using the AWS SDK for Java (p. 25).
The Java code example creates a vault and retrieves the vault metadata.

Retrieving Vault Metadata in Amazon Glacier Using
the AWS SDK for .NET

Topics
« Retrieve Vault Metadata for a Vault (p. 32)
¢ Retrieve Vault Metadata for All Vaults in a Region (p. 33)
« Example: Retrieving Vault Metadata Using the Low-Level API of the AWS SDK for .NET (p. 34)

Retrieve Vault Metadata for a Vault

You can retrieve metadata for a specific vault or all the vaults in a specific region. The following are the
steps to retrieve vault metadata for a specific vault using the low-level API of the AWS SDK for .NET.
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1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region where the vault resides. All operations you perform using this
client apply to that region.

2. Provide request information by creating an instance of the Descr i beVaul t Request class.

Amazon Glacier requires you to provide a vault name and your account ID. If you don't provide an
account ID, then the account ID associated with the credentials you provide to sign the request is
assumed. For more information, see Using the AWS SDK for .NET with Amazon Glacier (p. 116).

3. Execute the Descri beVaul t method by providing the request object as a parameter.
The vault metadata information that Amazon Glacier returns is available in the

Descri beVaul t Resul t object.

The following C# code snippet illustrates the preceding steps. The snippet retrieves metadata
information of an existing vault in the US West (Oregon) Region.

Amazond acierClient client;
client = new Amazond aci er d i ent (Amazon. Regi onEndpoi nt . USVést 2) ;

Descri beVaul t Request descri beVaul t Request = new Descri beVaul t Request ()

Vaul t Name = "*** Provide vault name ***"
b
Descri beVaul t Response descri beVaul t Response =
client.DescribeVaul t (descri beVaul t Request);
Consol e. WiteLine("\nVault description...");
Consol e. Wi t eLi ne(

"\ nVaul t Name: " + descri beVaul t Response. Vaul t Nane +
"\'nVaul t ARN: " + descri beVaul t Response. Vaul t ARN +
"\'nVaul t CreationDate: " + describeVaul t Response. Creati onDate +

"\ nNunber O Archi ves: " + descri beVaul t Response. Nunber O Archi ves +
"\'nSi zel nBytes: " + describeVaul t Response. Si zel nBytes +
"\'nLast | nventoryDate: " + describeVaul t Response. Last | nvent oryDate

)

Note
For information about the underlying REST API, see Describe Vault (GET vault) (p. 181).

Retrieve Vault Metadata for All Vaults in a Region

You can also use the Li st Vaul t s method to retrieve metadata for all the vaults in a specific region.

The following C# code snippet retrieves list of vaults in the US West (Oregon) Region. The request
limits the number of vaults returned in the response to 5. The code snippet then makes a series of
Li st Vaul t s calls to retrieve the entire vault list from the region.

Amazond acierClient client;

client = new Amazond aci er d i ent (Amazon. Regi onEndpoi nt . USVést 2) ;

string | astMarker = null;

Consol e. WiteLine("\n List of vaults in your account in the specific
region ...");

do

Li st Vaul t sRequest request = new Li stVaul t sRequest ()

{
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Limt =5,
Mar ker = | ast Mar ker
}s

Li st Vaul t sResponse response = client.ListVaults(request);

foreach (DescribeVaultQutput output in response. VaultList)

{
Consol e. WiteLine("Vault Nane: {0} \tCreation Date: {1} \t #of archives:
{2} Il’
out put . Vaul t Nanme, out put. CreationDate,
out put . Nunber O Ar chi ves) ;
}

| ast Mar ker = response. Marker;
} while (lastMarker !'= null);

In the preceding code segment, if you don't specify the Li mi t value in the request, Amazon Glacier
returns up to 1,000 vaults, as set by the Amazon Glacier API.

Note that the information returned for each vault in the list is the same as the information you get by
calling the Descri beVaul t method for a specific vault.

Note
The Li st Vaul t s method calls the underlying REST API (see List Vaults (GET
vaults) (p. 196)).

Example: Retrieving Vault Metadata Using the Low-Level API
of the AWS SDK for .NET

For a working code example, see Example: Vault Operations Using the Low-Level API of the AWS
SDK for .NET (p. 28). The C# code example creates a vault and retrieves the vault metadata.

Retrieving Vault Metadata Using the REST API

To list vaults using the REST API, see List Vaults (GET vaults) (p. 196). To describe one vault, see
Describe Vault (GET vault) (p. 181).

Downloading a Vault Inventory in Amazon Glacier

After you upload your first archive to your vault, Amazon Glacier automatically creates a vault inventory
and then updates it approximately once a day. After Amazon Glacier creates the first inventory, it
typically takes half a day and up to a day before that inventory is available for retrieval. You can
retrieve a vault inventory from Amazon Glacier with the following two-step process:

1. Initiate a retrieval job.

Important

A data retrieval policy can cause your initiate retrieval job request to fail with a

Pol i cyEnf or cedExcept i on exception. For more information about data retrieval
policies, see Amazon Glacier Data Retrieval Policies (p. 140). For more information about
the Pol i cyEnf or cedExcept i on exception, see Error Responses (p. 163).

2. After the job completes, download the bytes.

For example, retrieving an archive or a vault inventory requires you to first initiate a retrieval job. The
job request is executed asynchronously. When you initiate a retrieval job, Amazon Glacier creates a
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job and returns a job ID in the response. When Amazon Glacier completes the job, you can get the job
output, the archive bytes, or the vault inventory data.

The job must complete before you can get its output. To determine the status of the job, you have the
following options:

¢ Wait for job completion notification—You can specify an Amazon Simple Notification Service
(Amazon SNS) topic to which Amazon Glacier can post a notification after the job is completed. You
can specify Amazon SNS topic using the following methods:

» Specify an Amazon SNS topic per job basis.

When you initiate a job, you can optionally specify an Amazon SNS topic.

« Set notification configuration on the vault.

You can set notification configuration for specific events on the vault (see Configuring Vault
Notifications in Amazon Glacier (p. 47)). Amazon Glacier sends a message to the specified
SNS topic any time the specific event occur.

If you have notification configuration set on the vault and you also specify an Amazon SNS topic
when you initiate a job, Amazon Glacier sends job completion message to both the topics.

You can configure the SNS topic to notify you via email or store the message in an Amazon Simple
Queue Service (Amazon SQS) that your application can poll. When a message appears in the
queue, you can check if the job is completed successfully and then download the job output.

* Request job information explicitly—Amazon Glacier also provides a describe job operation
(Describe Job (GET JoblID) (p. 236)) that enables you to poll for job information. You can
periodically send this request to obtain job information. However, using Amazon SNS notifications is
the recommended option.

Note
The information you get via SNS notification is the same as what you get by calling Describe
Job.

Topics
¢ About the Inventory (p. 35)
¢ Downloading a Vault Inventory in Amazon Glacier Using the AWS SDK for Java (p. 36)
e Downloading a Vault Inventory in Amazon Glacier Using the AWS SDK for .NET (p. 41)
¢ Downloading a Vault Inventory Using the REST API (p. 47)

About the Inventory

Amazon Glacier updates a vault inventory approximately once a day, starting on the day you first
upload an archive to the vault. If there have been no archive additions or deletions to the vault since
the last inventory, the inventory date is not updated. When you initiate a job for a vault inventory,
Amazon Glacier returns the last inventory it generated, which is a point-in-time snapshot and not real-
time data. Note that after Amazon Glacier creates the first inventory for the vault, it typically takes half a
day and up to a day before that inventory is available for retrieval.

You might not find it useful to retrieve a vault inventory for each archive upload. However, suppose
you maintain a database on the client-side associating metadata about the archives you upload to
Amazon Glacier. Then, you might find the vault inventory useful to reconcile information, as needed, in
your database with the actual vault inventory. You can limit the number of inventory items retrieved by
filtering on the archive creation date or by setting a limit. For more information about limiting inventory
retrieval, see Range Inventory Retrieval (p. 250).
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The inventory can be returned in two formats, comma separated values (CSV) or JSON. You can
optionally specify the format when you initiate the inventory job. The default format is JSON. For more
information about the data fields returned in an inventory job output, see Response Body (p. 246) of
the Get Job Output API.

Downloading a Vault Inventory in Amazon Glacier
Using the AWS SDK for Java

The following are the steps to retrieve a vault inventory using the low-level API of the AWS SDK for
Java. The high-level API does not support retrieving a vault inventory.

1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region where the vault resides. All operations you perform using this
client apply to that region.

2. Initiate an inventory retrieval job by executing the i ni ti at eJob method.
Execute i ni ti at eJob by providing job information in an | ni ti at eJobRequest object.
Note
Note that if an inventory has not been completed for the vault an error is returned. Amazon

Glacier prepares an inventory for each vault periodically, every 24 hours.

Amazon Glacier returns a job ID in response. The response is available in an instance of the
I nitiateJobResult class.

InitiateJobRequest initJobRequest = new I nitiateJobRequest ()
.wi thVaul t Nane("*** provide vault nanme ***")
.wi t hJobPar anet er s(
new JobPar anet er s()
.wi thType("inventory-retrieval")
. Wi t hSNSTopi c("*** provide SNS topic ARN ****")

)

InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobld = initJobResult.getJobld();

3. Wait for the job to complete.

Most Amazon Glacier jobs take about four hours to complete. You must wait until the job output is
ready for you to download. If you have either set a notification configuration on the vault, or specified
an Amazon Simple Notification Service (Amazon SNS) topic when you initiated the job, Amazon
Glacier sends a message to the topic after it completes the job.

You can also poll Amazon Glacier by calling the descr i beJob method to determine job completion
status. However, using an Amazon SNS topic for notification is the recommended approach. The
code example given in the following section uses Amazon SNS for Amazon Glacier to publish a
message.

4. Download the job output (vault inventory data) by executing the get JobQut put method.

You provide your account ID, job ID, and vault name by creating an instance of the

Get JobQut put Request class. If you don't provide an account ID, then the account ID associated
with the credentials you provide to sign the request is used. For more information, see Using the
AWS SDK for Java with Amazon Glacier (p. 113).

The output that Amazon Glacier returns is available in the Get JobQut put Resul t object.
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Get JobQut put Request j obQut put Request = new Get JobQut put Request ()

.wi thVaul t Nane("*** provide vault nanme ***")

.withJobld("*** provide job ID ***");
Get JobQut put Resul t j obQut put Result = client. getJobQut put (j obQut put Request);
/1 jobCQutput Resul t.getBody(); provides the output stream

Note
For information about the job related underlying REST API, see Job Operations (p. 236).

Example: Retrieving a Vault Inventory Using the AWS SDK for
Java

The following Java code example retrieves the vault inventory for the specified vault.

Note
It takes about four hours for most jobs to complete.

The example performs the following tasks:

Creates an Amazon Simple Notification Service (Amazon SNS) topic.

Amazon Glacier sends natification to this topic after it completes the job.
Creates an Amazon Simple Queue Service (Amazon SQS) queue.

The example attaches a policy to the queue to enable the Amazon SNS topic to post messages to
the queue.

Initiates a job to download the specified archive.

In the job request, the Amazon SNS topic that was created is specified so that Amazon Glacier can
publish a notification to the topic after it completes the job.

Checks the Amazon SQS queue for a message that contains the job ID.

If there is a message, parse the JSON and check if the job completed successfully. If it did,
download the archive.

Cleans up by deleting the Amazon SNS topic and the Amazon SQS queue that it created.

i mport java.io.BufferedReader;
inmport java.io.BufferedWiter;
inmport java.io.FileWiter;

import java.io.|OException;
import java.io.lnputStreanReader;
import java.util.HashMap;

import java.util.List;

import java.util.Mp;

import comfasterxm .jackson. core.JsonFactory;

import comfasterxm .jackson. core. JsonParseException;
import comfasterxm .jackson. core. JsonParser;

import com fasterxm .jackson. dat abi nd. JsonNode;

i mport com fasterxm . jackson. dat abi nd. Obj ect Mapper ;

i mport com amazonaws. Amazond i ent Excepti on;
i mport com anmzonaws. aut h. pol i cy. Poli cy;
i mport com anazonaws. aut h. pol i cy. Princi pal ;
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i mport com amazonaws. aut h. pol i cy. Resour ce;

i mport com amazonaws. aut h. pol i cy. St at enent;

i mport com amazonaws. aut h. pol i cy. Statenent. Ef fect;

i mport com amazonaws. aut h. pol i cy. acti ons. SQSActi ons;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;

i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.
i mport com amazonaws. servi ces.

gl aci er.
gl aci er.
gl aci er.
gl aci er.
gl aci er.
gl aci er.
sns.
sns.
sns.
sns.
sns.
sns.
sns.
sgs.
sgs.
sgs.
sgs.
sgs.
sgs.
sgs.
sgs.
sgs.

nodel
nodel
nodel
nodel
nodel
nodel

nodel
nodel
nodel
nodel
nodel
nodel
nodel
nodel

Amazond acierd i ent;

nodel . Get JobCQut put Request ;
nodel . Get JobCQut put Resul t;
nodel . I ni ti at eJobRequest;
nodel . I nitiateJobResult;
nodel . JobPar anet ers;
AmazonSNSC i ent ;

. Creat eTopi cRequest ;

. Creat eTopi cResul t;

. Del et eTopi cRequest ;

. Subscri beRequest ;

. Subscri beResul t;

. Unsubscri beRequest ;
AmazonSQsd i ent ;

. Cr eat eQueueRequest ;

. Creat eQueueResul t;

. Del et eQueueRequest ;

. Get QueueAttri but esRequest ;
. Get QueueAttri butesResult;
. Message;

. Recei veMessageRequest ;

. Set QueueAtt ri but esRequest ;

public class Amazond aci er Downl oadl nvent or yWt hSQSPol | i ng {

public static String vaultNane = "*** provide vault name ***";
public static String snsTopicNane = "*** provide topic nane ***";
public static String sqsQueueNane = "*** provi de queue nane ***";
public static String sqsQueueARN;

public static String sqsQueueURL;

public static String snsTopi CARN;

public static String snsSubscripti onARN,

public static String fileNane = "*** provide file nane ***";
public static String region = "*** region ***";

public static |ong sleepTinme = 600;

public static Amazond acierdient client;

public static AmazonSQ@SC ient sgsdient;

public static ArmazonSNSO i ent snsdient;

public static void main(String[] args) throws | CException {

Profil eCredenti al sProvi der credentials = new

Profil eCredenti al sProvider();

client = new Amazond acierC ient(credentials);

client.setEndpoint("https://glacier.

+ region +

sqsd ient = new AnmazonSQSC i ent (credenti al s);

sqsd i ent.setEndpoint("https://sqgs." + region +

snsCd ient = new AnmazonSNSC i ent (credenti al s);

snsC i ent.setEndpoint("https://sns." + region +

try {
set upSQS() ;
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set UpSNS() ;

String jobld = initiateJobRequest();
Systemout.println("Jobid =" + jobld);

Bool ean success = wait For JobToConpl et e(j obld, sqsQueueURL);
if (!success) { throw new Exception("Job did not conplete
successfully."); }

downl oadJobQut put (j obl d);

cl eanUp();

} catch (Exception e) {
Systemerr.printin("Inventory retrieval failed.");
Systemerr.println(e);

}

private static void setupSQS() {
Cr eat eQueueRequest request = new Creat eQueueRequest ()
.wi t hQueueNane(sgsQueueNane) ;
Creat eQueueResult result = sqgsCdient. createQueue(request);
sqsQueueURL = result.get Queuelrl ();

Get QueueAttri but esRequest gRequest = new Get QueueAttri but esRequest ()
.wi t hQueueUr | (sqgsQueueURL)
.wi thAttribut eNanes(" QueueArn");

Get QueueAttri butesResult gResult =
sqsC i ent. get QueueAttri but es(qRequest);
sqsQueueARN = gResult.get Attri butes().get (" QeueArn");

Policy sqgsPolicy =
new Policy().wthStatenments(
new St at ement (Ef fect. Al |l ow)
.W thPrincipal s(Principal.AlUsers)
.wi t hActi ons( SQSAct i ons. SendMessage)
.wi t hResour ces(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes. put("Policy", sqsPolicy.todson());
sqsC i ent. set QueueAttri butes(new
Set QueueAttri but esRequest (sqsQueueURL, queueAttributes));

}
private static void setupSNS() ({
Cr eat eTopi cRequest request = new Creat eTopi cRequest ()
.wi t hNane(snsTopi cNane) ;
CreateTopi cResult result = snsCient.createTopic(request);
snsTopi cARN = result. get Topi cArn();

Subscri beRequest request2 = new Subscri beRequest ()
. W thTopi cArn(snsTopi cARN)
. W t hEndpoi nt (sqsQueueARN)
.wi t hProtocol ("sqs");
Subscri beResult result2 = snsCient.subscribe(request?2);

snsSubscri pti onARN = result 2. get Subscri ptionArn();
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}

private static String initiateJobRequest() {

JobPar anet ers j obPar aneters = new JobPar anet ers()
.wi thType("inventory-retrieval")
. W t hSNSTopi c(snsTopi cARN) ;

InitiateJobRequest request = new |nitiateJobRequest ()
.wi t hVaul t Nane(vaul t Nane)
.wi t hJobPar anet er s(j obPar anet ers) ;

InitiateJobResult response = client.initiateJob(request);

return response. getJobld();

}

private static Bool ean wait ForJobToConpl ete(String jobld, String
sqsQueuelrl) throws InterruptedException, JsonParseException, | OException {

Bool ean messageFound = fal se;
Bool ean j obSuccessful = fal se;
Obj ect Mapper napper = new Cbj ect Mapper ();
JsonFactory factory = mapper. getFactory();

whil e (! nmessageFound) {
Li st <Message> nsgs = sqsCient.recei veMessage(
new
Recei veMessageRequest (sqsQueueUr | ). wi t hMaxNunber Of Messages(10) ). get Messages() ;

if (nsgs.size() > 0) {
for (Message m: nsgs) {
JsonParser jpMessage =
factory. creat eJsonParser (m get Body());
JsonNode jobMessageNode = napper.readTree(j pMessage);
String j obMessage =
j obMessageNode. get (" Message") . t ext Val ue() ;

JsonParser jpDesc = factory. createJsonParser (j obMessage);
JsonNode j obDescNode = napper.readTree(jpDesc);
String retrievedJobld =
j obDescNode. get ("Jobl d").text Val ue();
String statusCode =
j obDescNode. get (" St at usCode") . t ext Val ue() ;
if (retrievedJobld. equal s(jobld)) {
nessageFound = true;
if (statusCode. equal s("Succeeded")) {

jobSuccessful = true;
}
}
}
} else {
Thr ead. sl eep(sl eepTime * 1000);

}
}
return (messageFound && jobSuccessful);

}

private static void downl oadJobQutput (String jobld) throws | OException {
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Get JobQut put Request get JobQut put Request = new Get JobQut put Request ()
.wi t hVaul t Nane( vaul t Nane)
.wi thJobl d(j obl d);
Get JobQut put Resul t get JobQut put Result =
client.getJobQut put (get JobQut put Request);

FileWiter fstream= new FileWiter(fileNange);
Buf feredWiter out new Buf feredWiter(fstrean);
Buf f eredReader in = new BufferedReader (new
I nput St r eanReader ( get JobQut put Resul t. get Body()));
String inputlLine;
try {
while ((inputLine = in.readLine()) !'= null) {
out.wite(inputlLine);

}
}catch(Il Cexception e) {
t hr ow new AmazondC i ent Excepti on("Unabl e to save archive", e);
}inally{
try {in.close();} <catch (Exception e) {}
try {out.close();} catch (Exception e) {}
}
Systemout.println("Retrieved inventory to " + fileNanme);

}

private static void cleanUp() {
snsd i ent.unsubscri be(new Unsubscri beRequest (snsSubscri pti onARN));
snsd i ent. del et eTopi c(new Del et eTopi cRequest (snsTopi cARN) ) ;
sqsC i ent . del et eQueue( new Del et eQueueRequest (sqsQueueURL) ) ;

Downloading a Vault Inventory in Amazon Glacier
Using the AWS SDK for .NET

The following are the steps to retrieve a vault inventory using the low-level API of the AWS SDK
for .NET. The high-level API does not support retrieving a vault inventory.

1. Create an instance of the Amazond aci er d i ent class (the client).

You need to specify an AWS region where the vault resides. All operations you perform using this
client apply to that region.

2. Initiate an inventory retrieval job by executing the | ni ti at eJob method.

You provide job information in an | ni ti at eJobRequest object. Amazon Glacier returns a job ID in
response. The response is available in an instance of the | ni ti at eJobResponse class.

Amazond acierClient client;
client = new Amazond aci er d i ent (Amazon. Regi onEndpoi nt . USVést 2) ;

InitiateJobRequest initJobRequest = new InitiateJobRequest ()

{

Vaul t Name = vaul t Name,
JobPar anmet ers = new JobPar anet er s()

{

Type = "inventory-retrieval ",
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SNSTopic = "*** Provide Amazon SNS topic arn ***",
}
s
InitiateJobResponse initJobResponse = client.Initiatedob(initJobRequest);
string jobld = initJobResponse. Jobl d;

3. Wait for the job to complete.

Most Amazon Glacier jobs take about four hours to complete. You must wait until the job output is
ready for you to download. If you have either set a natification configuration on the vault identifying
an Amazon Simple Notification Service (Amazon SNS) topic, or specified an Amazon SNS topic
when you initiated a job, Amazon Glacier sends a message to that topic after it completes the job.
The code example given in the following section uses Amazon SNS for Amazon Glacier to publish a
message.

You can also poll Amazon Glacier by calling the Descr i beJob method to determine job completion
status. Although using Amazon SNS topic for notification is the recommended approach.

4. Download the job output (vault inventory data) by executing the Get JobQut put method.
You provide your account ID, vault name, and the job ID information by creating an instance of the
Get JobQut put Request class. If you don't provide an account ID, then the account ID associated

with the credentials you provide to sign the request is assumed. For more information, see Using the
AWS SDK for .NET with Amazon Glacier (p. 116).

The output that Amazon Glacier returns is available in the Get JobQut put Response object.

Get JobQut put Request get JobQut put Request = new Get JobQut put Request ()
{
Jobld = jobld,
Vaul t Nane = vaul t Nanme

b

Get JobQut put Response get JobQut put Response =
client. Get JobQut put (get JobQut put Request ) ;
using (Stream webStream = get JobQut put Response. Body)

{
using (Stream fil eToSave = File. OpenWite(fil eNane))
{
CopyStrean(webStream fil eToSave);
}
}
Note

For information about the job related underlying REST API, see Job Operations (p. 236).

Example: Retrieving a Vault Inventory Using the Low-Level API
of the AWS SDK for .NET

The following C# code example retrieves the vault inventory for the specified vault.

Caution
Note that it takes about four hours for most jobs to complete.

The example performs the following tasks:

¢ Set up an Amazon SNS topic.
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Amazon Glacier sends natification to this topic after it completes the job.
e Setup an Amazon SQS queue.

The example attaches a policy to the queue to enable the Amazon SNS topic to post messages.
« Initiate a job to download the specified archive.

In the job request, the example specifies the Amazon SNS topic so that Amazon Glacier can send a
message after it completes the job.

¢ Periodically check the Amazon SQS queue for a message.
If there is a message, parse the JSON and check if the job completed successfully. If it did,

download the archive. The code example uses the JISON.NET library (see JSON.NET) to parse the
JSON.

¢ Clean up by deleting the Amazon SNS topic and the Amazon SQS queue it created.

usi ng System

usi ng System Col | ecti ons. Generi c;

using System |1 Q

usi ng System Thr eadi ng;

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Model ;

usi ng Amazon. d aci er. Transfer;

usi ng Amazon. Runti re;

usi ng Amazon. Si nmpl eNot i fi cati onServi ce;
usi ng Amazon. Si nmpl eNot i fi cati onServi ce. Model ;
usi ng Amazon. SQS;

usi ng Amazon. S@S. Mbdel ;

usi ng Newt onsoft. Json;

namespace gl aci er. amazon. com docsanpl es

{
cl ass Vaul t| nvent oryJobLowLevel Usi ngSNSSQS

{
static string topi cArn;
static string queuelrl;
static string queueArn;
static string vault Name
static string fil eName
i nventory ***";
static AmazonSi npl eNoti ficationServiceCient snsCient;
static AmazonSQSCl i ent sqgsCient;
const string SQS_POLICY =

"*** Provide vault name ***";
"*** Provide file nane and path where to store

o+
" \"Version\" : \"2012-10-17\"," +
" \"Statement\" : [" +

" "+

" \V"Sid\" : \"sns-rule\"," +

" \"Effect\" : \"Allowm"," +

" \"Principal\" : \"*\" " +

" \"Action\" : \"sgs: SendMessage\ ", " +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLi ke\" : {" +

" \"aws: SourceArn\" : \"{Topi cArn}\"" +
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" }I! +
" ]I! +
II}II;
public static void Main(string[] args)
{
Amazond acierClient client;
try
{

using (client = new
Amazond aci er G i ent (Amazon. Regi onEndpoi nt . USWest 2) )

{
Consol e. WiteLine("Setup SNS topi c and SQS queue.");
Set upTopi cAndQueue() ;
Consol e. WiteLine("To continue, press Enter"); Consol e. ReadKey();
Consol e. WiteLine("Retrieve Inventory List");
Get Vaul t I nventory(client);
}

Consol e. Wi teLine("Operations successful.");

Consol e. WiteLine("To continue, press Enter"); Consol e. ReadKey();
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e. Message); }
finally

/1 Delete SNS topic and SQS queue.

snsC i ent. Del et eTopi c(new Del et eTopi cRequest () { Topi cArn
topi cArn });

sqsC i ent. Del et eQueue( new Del et eQueueRequest () { Queuelrl
queuelr! });

}

static void SetupTopi cAndQueue()

{
long ticks = DateTine. Now. Ti cks;

/1 Setup SNS topic.
snsC ient = new

AnazonSi npl eNoti fi cati onServi ced i ent (Arazon. Regi onEndpoi nt . USWest 2) ;
sqsd i ent = new AnazonSQSC i ent (Amazon. Regi onEndpoi nt . USWést 2) ;

topi cArn = snsdient. CreateTopi c(new Creat eTopi cRequest { Nane =
"d aci er Downl oad-" + ticks }). Topi cArn;
Console. Wite("topicArn: "); Console. WiteLine(topicArn);

Creat eQueueRequest creat eQueueRequest = new Creat eQueueRequest ();
creat eQueueRequest . QueueNanme = "d aci er Downl oad-" + ti cks;
Cr eat eQueueResponse creat eQueueResponse =
sqsC i ent. Creat eQueue( creat eQueueRequest) ;
queuelUr| = createQeueResponse. Queuelr| ;
Consol e. Wite("QueueURL: "); Console. WiteLine(queueUrl);

Get QueueAttri but esRequest get QueueAttri but esRequest = new
CGet QueueAttri but esRequest ();

get QueueAttri but esRequest. Attri buteNames = new Li st<string>
{ "QueueArn" };
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get QueueAttri but esRequest. QueueUrl = queuelrl;
Get QueueAttri but esResponse response =
sqsC i ent. Get QueueAttri but es(get QueueAttri but esRequest);
gueueArn = response. QueueARN,
Consol e. Wite("QueueArn: "); Console. WiteLine(queueArn);

/1 Setup the Amazon SNS topic to publish to the SQS queue.
snsC i ent. Subscri be(new Subscri beRequest ()

{
Protocol = "sqgs",
Endpoi nt = queueArn,
Topi cArn = topi CArn
1

/1 Add the policy to the queue so SNS can send nessages to the queue.
var policy = SQS_POLI CY. Repl ace("{Topi cArn}",
topi cArn). Repl ace("{QuernArn}", queueArn);

sqsC i ent. Set QueueAttri butes(new Set QueueAttri but esRequest ()

{
QueueUr| = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeNane.Policy, policy }
}
1)

}

static void GetVaultlnventory(Amazond acierCient client)

/1 Initiate job.
InitiateJobRequest initJobRequest = new I nitiateJobRequest ()

Vaul t Nane = vaul t Nane,
JobPar aneters = new JobPar anmet er s()

{
Type = "inventory-retrieval ",
Description = "This job is to downl oad a vault inventory.",
SNSTopi ¢ = topi cArn,

}

}s

InitiateJobResponse initJobResponse =
client.InitiateJdob(initJobRequest);
string jobld = initJobResponse. Jobl d;

/1 Check queue for a nessage and if job conpleted successfully,
downl oad i nventory.
ProcessQueue(jobld, client);

}

private static void ProcessQueue(string jobld, Amazond acierdient
client)

{
Recei veMessageRequest recei veMessageRequest = new
Recei veMessageRequest () { Queuelrl = queuelrl, MaxNunber Of Messages = 1 };
bool jobDone = fal se;
while (!]jobDone)
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{
Consol e. WiteLine("Poll SQ@ queue");
Recei veMessageResponse recei veMessageResponse =
sqsC i ent. Recei veMessage(recei veMessageRequest) ;
if (receiveMessageResponse. Messages. Count == 0)

Thr ead. Sl eep(10000 * 60);
conti nue;
}
Consol e. Wi teLine("CGot nessage");
Message nmessage = recei veMessageResponse. Messages[ 0] ;
Di ctionary<string, string> outerlLayer =
JsonConvert. Deserial i zeObj ect <Di cti onary<string, string>>(nessage. Body);
Di ctionary<string, object> fields =
JsonConvert . Deserial i zeCbj ect <Di cti onary<stri ng,
obj ect >>(out er Layer[ "Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equal s(statusCode, dacierUils.JOB _STATUS SUCCEEDED,
Stri ngConpari son. | nvari ant Cul t ur el gnor eCase))
{
Consol e. Wi t eLi ne(" Downl oadi ng j ob output");
Downl oadQut put (j obld, client); // Save job output to the specified
file location.

else if (string.Equal s(statusCode, d acierUtils.JOB _STATUS FAI LED,
Stri ngConpari son. | nvari ant Cul t ur el gnor eCase))
Consol e. WiteLine("Job failed... cannot downl oad the inventory.");

j obDone = true;
sqsd i ent. Del et eMessage( new Del et eMessageRequest () { QueueUr|l =
queueUrl, Recei ptHandl e = nessage. Recei ptHandl e });
}
}

private static void Downl oadQut put (string jobld, Amazond acierdient
client)

Get JobQut put Request get JobQut put Request = new Get JobQut put Request ()

Jobld = jobld,
Vaul t Nane = vaul t Nanme

b

Get JobQut put Response get JobQut put Response =
client. Get JobQut put (get JobQut put Request ) ;
using (Stream webStream = get JobQut put Response. Body)

{
using (StreamfileToSave = File. QpenWite(fil eNane))

CopyStrean(webStream fileToSave);
}
}
}

public static void CopyStream(Streaminput, Stream output)

{
byte[] buffer = new byte[ 65536];
int |ength;
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while ((length = input.Read(buffer, 0, buffer.Length)) > 0)
{

}

output. Wite(buffer, 0, length);

Downloading a Vault Inventory Using the REST API

To download a vault inventory using the REST API
Downloading a vault inventory is a two-step process.

1. Initiate a job of the i nventory-retri eval type. For more information, see Initiate Job (POST
jobs) (p. 249).

2. After the job completes, download the inventory data. For more information, see Get Job Output
(GET output) (p. 243).

Configuring Vault Notifications in Amazon Glacier

Retrieving anything from Amazon Glacier, such as an archive from a vault or a vault inventory, is a two-
step process.

1. Initiate a retrieval job.
2. After the job completes, download the job output.

You can set a notification configuration on a vault so that when a job completes a message is sent to
an Amazon Simple Notification Service (Amazon SNS) topic.

Topics
¢ Configuring Vault Notifications in Amazon Glacier: General Concepts (p. 47)
¢ Configuring Vault Notifications in Amazon Glacier Using the AWS SDK for Java (p. 48)
¢ Configuring Vault Notifications in Amazon Glacier Using the AWS SDK for .NET (p. 51)
¢ Configuring Vault Notifications in Amazon Glacier Using the REST API (p. 53)
¢ Configuring Vault Notifications Using the Amazon Glacier Console (p. 53)

Configuring Vault Notifications in Amazon Glacier:
General Concepts

An Amazon Glacier retrieval job request is executed asynchronously. You must wait until Amazon
Glacier completes the job before you can get its output. You can periodically poll Amazon Glacier

to determine the job status, but that is not an optimal approach. Amazon Glacier also supports
notifications. When a job completes, it can post a message to an Amazon Simple Notification
Service (Amazon SNS) topic. This requires you to set notification configuration on the vault. In the
configuration, you identify one or more events and an Amazon SNS topic to which you want Amazon
Glacier to send a message when the event occurs.

Amazon Glacier defines events specifically related to job completion

(Archi veRetri eval Conpl et ed, | nvent oryRet ri eval Conpl et ed) that you can add to the vault's
notification configuration. When a specific job completes, Amazon Glacier publishes a naotification
message to the SNS topic.
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The notification configuration is a JSON document as shown in the following example.

"Topic": "arn:aws:sns: us-west-2:012345678901: nyt opi c",
"Events": ["ArchiveRetrieval Conpl eted", "InventoryRetrieval Conpl eted"]

Note that you can configure only one Amazon SNS topic for a vault.

Note

Adding a natification configuration to a vault causes Amazon Glacier to send a notification
each time the event specified in the notification configuration occurs. You can also optionally
specify an Amazon SNS topic in each job initiation request. If you add both the notification
configuration on the vault and also specify an Amazon SNS topic in your initiate job request,
Amazon Glacier sends both notifications.

The job completion message Amazon Glacier sends include information such as the type of job
(InventoryRetrieval , Archi veRetri eval ), job completion status, SNS topic hame, job status
code, and the vault ARN. The following is an example notification Amazon Glacier sent to an SNS topic
after an I nvent oryRet ri eval job completed.

"Action": "lnventoryRetrieval",
"Archiveld": null,
"ArchiveSi zel nBytes": null,
"Conpl eted": true,
"Conpl eti onDate": "2012-06-12T22: 20: 40. 790Z",
"CreationDate": "2012-06-12T22:20: 36. 814Z",
"I nventorySi zel nByt es": 11693,
"JobDescription": "ny retrieval job",
"Jobl d": "HkF9p607yj hFx-
K3CA 6f uSnmbVzWOT7es G co8nUXVYWS0j | b5gq1JZ55yHgt 5vP54ZShj 0Qz QWWh7vEXAMPLE] obl D
" SHA256Tr eeHash": nul |,
"SNSTopi c": "arn:aws: sns: us-west-2:012345678901: nyt opi c",
" St at usCode": " Succeeded",
" St at usMessage": "Succeeded",
"Vaul t ARN': "arn:aws: gl aci er: us-west-2: 012345678901: vaul t s/ exanpl evaul t "

If the Conpl et ed field is true, you must also check the St at usCode to check if the job completed
successfully or failed.

Note that the Amazon SNS topic must allow the vault to publish a notification. By default, only the SNS
topic owner can publish a message to the topic. However, if the SNS topic and the vault are owned by
different AWS accounts, then you must configure the SNS topic to accept publications from the vault.
You can configure the SNS topic policy in the Amazon SNS console.

For more information about Amazon SNS, see Getting Started with Amazon SNS.

Configuring Vault Notifications in Amazon Glacier
Using the AWS SDK for Java

The following are the steps to configure notifications on a vault using the low-level API of the AWS
SDK for Java.

1. Create an instance of the Amazon@ aci er d i ent class (the client).
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You need to specify an AWS region where the vault resides. All operations you perform using this
client apply to that region.

2. Provide notification configuration information by creating an instance of the
Set Vaul t Noti fi cati onsRequest class.

You need to provide the vault name, notification configuration information, and account ID. In
specifying a notification configuration, you provide the Amazon Resource Name (ARN) of an existing
Amazon SNS topic and one or more events for which you want to be notified. For a list of supported
events, see Set Vault Notification Configuration (PUT notification-configuration) (p. 205)).

3. Execute the set Vaul t Not i fi cat i ons method by providing the request object as a parameter.

The following Java code snippet illustrates the preceding steps. The snippet sets a notification
configuration on a vault. The configuration requests Amazon Glacier to send a notification to
the specified Amazon SNS topic when either the Ar chi veRet ri eval Conpl et ed event or the
I nvent oryRet ri eval Conpl et ed event occurs.

Set Vaul t Noti fi cati onsRequest request = new SetVaul t Notificati onsRequest ()

.w thAccount I d("-")

.wi thVaul t Name("*** provide vault nanme ***")

.wi thVaul t NotificationConfi g(
new Vaul t Noti fi cati onConfig()
. W t hSNSTopi c("*** provide SNS topic ARN ***")
. W thEvent s(" Archi veRetri eval Conpl et ed",

"I nventoryRetri eval Conpl et ed")
)

client.setVaultNotifications(request);

Note
For information about the underlying REST API, see Vault Operations (p. 166).

Example: Setting the Notification Configuration on a Vault
Using the AWS SDK for Java

The following Java code example sets a vault's notifications configuration, deletes the configuration,
and then restores the configuration. For step-by-step instructions on how to run the following example,
see Using the AWS SDK for Java with Amazon Glacier (p. 113).

import java.io.lOException;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;

i mport com amazonaws. servi ces. gl aci er. Amazond aci erd i ent;

i mport com amazonaws. servi ces. gl aci er. nodel . Del et eVaul t Noti fi cati onsRequest;
i mport com amazonaws. servi ces. gl aci er. nodel . Get Vaul t Noti fi cati onsRequest ;

i mport com amazonaws. servi ces. gl aci er. nodel . Get Vaul t Noti fi cati onsResul t;

i mport com amazonaws. servi ces. gl aci er. nodel . Set Vaul t Noti fi cati onsRequest ;

i mport com amazonaws. servi ces. gl aci er. nodel . Vaul t Noti fi cati onConfi g;

public class Amazond aci erVaul t Noti fications {
public static Amazond acierCient client;
public static String vaultName = "*** provide vault name ****";

public static String snsTopi cARN = "*** provide sns topic ARN ***";

public static void main(String[] args) throws | CException {
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Profil eCredenti al sProvi der credentials = new
Profil eCredenti al sProvider();

client = new Amazond acierd ient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com");

try {

Systemout. println("Adding notification configuration to the
vault.");

setVaul t Notifications();

get Vaul t Notifications();

del eteVaul t Noti fications();

} catch (Exception e) {

Systemerr.println("Vault operations failed." + e.getMessage());

}
}

private static void setVaultNotifications() {
Vaul t Noti ficationConfig config = new Vaul t NotificationConfig()
. Wi t hSNSTopi c(snsTopi cARN)
.wW thEvent s(" Archi veRetri eval Conpl et ed",
"I nventoryRetri eval Conpl eted");

Set Vaul t Noti fi cati onsRequest request = new
Set Vaul t Noti fi cati onsRequest ()
.wi t hVaul t Nane( vaul t Nane)
.wi thVaul t Noti ficationConfig(config);

client.setVaultNotifications(request);
Systemout.println("Notification configured for vault: " +
vaul t Nane) ;

}

private static void getVaultNotifications() {

Vaul t NotificationConfig notificationConfig = null;

Get Vaul t Noti fi cati onsRequest request = new
Get Vaul t Noti fi cati onsRequest ()

.wi t hVaul t Nanme(vaul t Nane) ;

GetVaul tNotificationsResult result =
client.getVaultNotifications(request);

notificationConfig = result.getVaultNotificationConfig();

Systemout.println("Notifications configuration for vault: "

+ vaul t Nan®) ;

Systemout.println("Topic: " + notificationConfig.getSNSTopic());
Systemout.println("Events: " + notificationConfig.getEvents());

}

private static void deleteVaul tNotifications() {
Del et eVaul t Noti fi cati onsRequest request = new
Del et eVaul t Noti fi cati onsRequest ()
.wi t hVaul t Nanme(vaul t Nane) ;
client.del eteVaul t Notifications(request);
Systemout.println("Notifications configuration deleted for
+ vaul t Nan®) ;

vaul t:

}
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‘ }

Configuring Vault Notifications in Amazon Glacier
Using the AWS SDK for .NET

The following are the steps to configure notifications on a vault using the low-level API of the AWS
SDK for .NET.

1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region where the vault resides. All operations you perform using this
client apply to that region.

2. Provide notification configuration information by creating an instance of the
Set Vaul t Noti fi cati onsRequest class.

You need to provide the vault name, notification configuration information, and account ID. If you
don't provide an account ID, then the account ID associated with the credentials you provide to
sign the request is assumed. For more information, see Using the AWS SDK for .NET with Amazon
Glacier (p. 116).

In specifying a notification configuration, you provide the Amazon Resource Name (ARN)
of an existing Amazon SNS topic and one or more events for which you want to be notified.
For a list of supported events, see Set Vault Notification Configuration (PUT notification-
configuration) (p. 205)).
3. Execute the Set Vaul t Not i fi cat i ons method by providing the request object as a parameter.
4. After setting notification configuration on a vault, you can retrieve configuration information

by calling the Get Vaul t Noti fi cati ons method, and remove it by calling the
Del et eVaul t Noti fi cati ons method provided by the client.

Example: Setting the Notification Configuration on a Vault
Using the AWS SDK for .NET

The following C# code example illustrates the preceding steps. The example sets the notification
configuration on the vault ("exanpl evaul t ") in the US West (Oregon) Region, retrieves the
configuration, and then deletes it. The configuration requests Amazon Glacier to send a notification
to the specified Amazon SNS topic when either the Ar chi veRet ri eval Conpl et ed event or the

I nvent oryRet ri eval Conpl et ed event occurs.

Note
For information about the underlying REST API, see Vault Operations (p. 166).

For step-by-step instructions to run the following example, see Running Code Examples (p. 117).
You need to update the code as shown and provide an existing vault name and an Amazon SNS topic.

using System

usi ng System Col | ecti ons. Generi c;
usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Model ;

usi ng Amazon. Runti ne;

nanespace gl aci er. amazon. com docsanpl es

{
cl ass Vaul t NotificationSet Get Del ete

{

static string vaul t Nane = "exanpl evaul t"
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static string snsTopi CARN = "*** Provi de Amazon SNS topic ARN ***".

static | Amazond aci er client;

public static void Main(string[] args)
{
try
{
using (client = new
Anazond aci er d i ent (Amazon. Regi onEndpoi nt . USWeést 2) )
{
Consol e. Wi teLine("Addi ng notification configuration to the
vault.");
Set Vaul t Not i fi cationConfig();
Get Vaul t Noti ficationConfig();

Consol e. WiteLine("To delete vault notification configuration,

press Enter");
Consol e. ReadKey() ;
Del et eVaul t Noti fi cati onConfig();
}
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message);
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message);
catch (Exception e) { Console. WiteLine(e.Message); }
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;
}

static void SetVaultNotificationConfig()
{

Set Vaul t Noti fi cati onsRequest request = new
Set Vaul t Noti fi cati onsRequest ()

Vaul t Name = vaul t Nane,
Vaul t Noti ficationConfig = new Vaul t NotificationConfig()
{
Events = new List<string>() { "ArchiveRetrieval Conpl et ed",
"I nventoryRetrieval Conpl et ed" },
SNSTopi ¢ = snsTopi cARN
}

s
Set Vaul t Noti fi cati onsResponse response =
client.SetVaultNotifications(request);

}

static void GetVaultNotificationConfig()

Get Vaul t Noti fi cati onsRequest request = new
Get Vaul t Noti fi cati onsRequest ()

Vaul t Narre
Account I d
I
Get Vaul t Noti fi cati onsResponse response
client. GetVaultNotifications(request);
Consol e. WiteLine("SNS Topic ARN: {0}",
response. Vaul t Noti fi cati onConfi g. SNSTopi ¢) ;
foreach (string s in response. VaultNotificationConfig. Events)

vaul t Nane,

}
}
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Consol e. WiteLine("Event : {0}", s);
}

static void Del eteVaul t NotificationConfig()

Del et eVaul t Noti fi cati onsRequest request = new
Del et eVaul t Not i fi cati onsRequest ()

Vaul t Nane = vaul t Nane
s
Del et eVaul t Noti fi cati onsResponse response =
client.Del eteVaul tNotifications(request);
}
}

Configuring Vault Notifications in Amazon Glacier
Using the REST API

To configure vault notifications using the REST API, see Set Vault Notification Configuration (PUT
notification-configuration) (p. 205). Additionally, you can also get vault notifications (Get Vault
Notifications (GET notification-configuration) (p. 189)) and delete vault notifications (Delete Vault
Notifications (DELETE noatification-configuration) (p. 179)).

Configuring Vault Notifications Using the Amazon
Glacier Console

This section describes how to configure vault notifications using the Amazon Glacier console. When
you configure notifications, you specify job completion events that trigger notification to an Amazon
Simple Notification Service (Amazon SNS) topic. In addition to configuring notifications for the

vault, you can also specify a topic to publish notification to when you initiate a job. If your vault is
configured to notify for a specific event and you specify notification in the job initiation request, then two
notifications are sent.

To configure a vault notification

1. Sign into the AWS Management Console and open the Amazon Glacier console at https://
console.aws.amazon.com/glacier.

2. Select a vault in the vault list.
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Amazon Glacier Vaults

' Refresh || i@ Hel

i@ Create Vault | 3§ Delete Vault

Name Inventory Last Updated Size as of last inventory # of Archives as of last inventory
e Thu, August 09, 2012 06:51:58 AM UTC-7 60.00 MiB 2

wacmitipe sl Tue, August 07, 2012 04:50:55 AM UTC-7 5.65 MiB 3

examplevault Fri, August 17, 2012 02:58:04 PM UTC-7 1.19TiB 326

Reabean, Aam bt Mot undated vet — —
Vault Name: examplevault

Details Notifications

Region: US East (Virginia)

Created on: Tue, July 31, 2012 12:34:52 PM UTC-7

ARN: (Highlight ARN to copy to clipboard) arn:aws:glacier:us-east-1:123412341234 1vaults/examplevault
Inventory Last Updated: Fri, August 17, 2012 02:58:04 PM UTC-7

Wault details as of the last inventory update:

Size: 1.19 TiB
# of Archives: 326

3. Select the Notifications tab.
4, Select the enabled in the Notifications field.

Vault Name: examplevault

Details Notifications

“ou can choose to have notifications sent to yvou or your application whenever certain Amazon Glacier jobs complete. MNotifications are sent using the Amazon
Simple Notifications Service (SNS). To use Amazon SNS, you first need to specify a topic that applications or people can subscribe to. You can then select specific
jobs that, on completion, will trigger the notifications. Notifications can be delivered over the protocol of your choice (HTTP, email, etc.).

Notifications: @ disabled

Amazon SNS Topic ARN: or create a new SNS topic

Select the job type(s) you want to trigger your notifications:

Archive Retrieval Job Complete Vault Inventory Retrieval Job Complete

Save Cancel

5. On the Notifications tab, do one of the following:

To... Do this...
Specify an existing Amazon SNS Enter the Amazon SNS topic in the Amazon SNS Topic
topic ARN text box.

The topic is an Amazon Resource Name (ARN) that has
the form shown below.

arn: aws: sns: regi on: account | d: t opi cnane
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6.

7.

To... Do this...

You can find the an Amazon SNS topic ARN from the
Amazon Simple Notification Service (Amazon SNS)

console.

Create a new Amazon SNS topic a. Click create a

new SNS topic.

A Create Notifications SNS Topic dialog box

appears.

b. In the Topic Name field, specify the name of the new

topic.

If you will subs

cribe to the topic using SMS

subscriptions, put a name in the Display Name field.

Topic Name:

Display Name:

Create Notifications SNS Topic Cancel X

new-glacier-topic

Up to 256 alphanumeric characters,
hyphens (-) and underscores (_) allowed.

Required for SMS subscriptions (can be up
to 10 characters). Optional for other
transports.

| Ceate Topic || Cancel |

c. Click Create Topic.

The Amazon SNS Topic ARN text box is populated
with the ARN of the new topic.

Select the events that trigger notification.

For example, to trigger notification when only archive retrieval jobs are complete, check only Get

Archive Job Complete.

Vault Name: examplevault

Details Notifications

Notifications: @ enabled O disabled

Select the job type(s) you want to trigger your notifications:

Amazon SNS Topic ARN: arn:aws:sns:us-east-1:123412341234:new-glacier-topic

Archive Retrieval Job Complete Vault Inventory Retrieval Job Complete

or create a new SNS topic

“ou can choose to have notifications sent to you or your application whenever certain Amazon Glacier jobs complete. MNotifications are sent using the Amazon
Simple Notifications Service (SNS). To use Amazon SNS, you first need to specify a topic that applications or people can subscribe to. You can then select specific
jobs that, on completion, will trigger the notifications. Notifications can be delivered over the protocol of your choice (HTTP, email, etc.).

Save Cancel

Click Save.

Important

By default, a new topic does not have any subscriptions associated with it. To receive
notifications published to this topic, you must subscribe to the topic. Follow the steps in
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Subscribe to a Topic in the Amazon Simple Notification Service Getting Started Guide to
subscribe to a new topic.

Deleting a Vault in Amazon Glacier

Amazon Glacier deletes a vault only if there are no archives in the vault as of the last inventory it
computed and there have been no writes to the vault since the last inventory. For information about
deleting archives, see Deleting an Archive in Amazon Glacier (p. 107). For information about
downloading a vault inventory, Downloading a Vault Inventory in Amazon Glacier (p. 34).

Note

Amazon Glacier prepares an inventory for each vault periodically, every 24 hours. Because
the inventory might not reflect the latest information, Amazon Glacier ensures the vault is
indeed empty by checking if there were any write operations since the last vault inventory.

Topics
¢ Deleting a Vault in Amazon Glacier Using the AWS SDK for Java (p. 56)
¢ Deleting a Vault in Amazon Glacier Using the AWS SDK for .NET (p. 57)
¢ Deleting a Vault in Amazon Glacier Using the REST API (p. 58)
¢ Deleting a Vault Using the Amazon Glacier Console (p. 58)

Deleting a Vault in Amazon Glacier Using the AWS
SDK for Java

The following are the steps to delete a vault using the low-level API of the AWS SDK for Java.
1. Create an instance of the Amazond aci er d i ent class (the client).

You need to specify an AWS region from where you want to delete a vault. All operations you
perform using this client apply to that region.

2. Provide request information by creating an instance of the Del et eVaul t Request class.

You need to provide the vault name and account ID. If you don't provide an account ID, then
account ID associated with the credentials you provide to sign the request is assumed. For more
information, see Using the AWS SDK for Java with Amazon Glacier (p. 113).

3. Execute the del et eVaul t method by providing the request object as a parameter.

Amazon Glacier deletes the vault only if it is empty. For more information, see Delete Vault
(DELETE vault) (p. 175).

The following Java code snippet illustrates the preceding steps.

try {
Del et eVaul t Request request = new Del et eVaul t Request ()

. Wi thVaul t Nane("*** provide vault name ***");

client.del eteVault(request);

Systemout.println("Del eted vault:
} catch (Exception e) {

Systemerr.println(e.getMssage());
}

+ vaul t Nan®e) ;
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Note
For information about the underlying REST API, see Delete Vault (DELETE vault) (p. 175).

Example: Deleting a Vault Using the AWS SDK for Java

For a working code example, see Example: Creating a Vault Using the AWS SDK for Java (p. 25).
The Java code example shows basic vault operations including create and delete vault.

Deleting a Vault in Amazon Glacier Using the AWS
SDK for .NET

Both the high-level and low-level APIs (p. 112) provided by the AWS SDK for .NET provide a method
to delete a vault.

Topics
¢ Deleting a Vault Using the High-Level API of the AWS SDK for .NET (p. 57)
¢ Deleting a Vault Using the Low-Level API of the AWS SDK for .NET (p. 57)

Deleting a Vault Using the High-Level API of the AWS SDK
for NET

The Ar chi veTr ansf er Manager class of the high-level API provides the Del et eVaul t method you
can use to delete a vault.

Example: Deleting a Vault Using the High-Level API of the AWS SDK for .NET

For a working code example, see Example: Vault Operations Using the High-Level API of the AWS
SDK for .NET (p. 27). The C# code example shows basic vault operations including create and
delete vault.

Deleting a Vault Using the Low-Level API of the AWS SDK
for NET

The following are the steps to delete a vault using the AWS SDK for .NET.

1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region from where you want to delete a vault. All operations you
perform using this client apply to that region.

2. Provide request information by creating an instance of the Del et eVaul t Request class.
You need to provide the vault name and account ID. If you don't provide an account ID, then

account ID associated with the credentials you provide to sign the request is assumed. For more
information, see Using the AWS SDK for .NET with Amazon Glacier (p. 116).

3. Execute the Del et eVaul t method by providing the request object as a parameter.

Amazon Glacier deletes the vault only if it is empty. For more information, see Delete Vault
(DELETE vault) (p. 175).

The following C# code snippet illustrates the preceding steps. The snippet retrieves metadata
information of a vault that exists in the default AWS region.
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Amazond aci er client;
client = new Amazond aci erd i ent (Anmazon. Regi onEndpoi nt. USEast 1) ;

Del et eVaul t Request request = new Del et eVaul t Request ()

{
Vaul t Nane = "*** provide vault name ***"

b

Del et eVaul t Response response = client. Del eteVaul t(request);

Note
For information about the underlying REST API, see Delete Vault (DELETE vault) (p. 175).

Example: Deleting a Vault Using the Low-Level API of the AWS SDK for .NET

For a working code example, see Example: Vault Operations Using the Low-Level API of the AWS
SDK for .NET (p. 28). The C# code example shows basic vault operations including create and
delete vault.

Deleting a Vault in Amazon Glacier Using the REST
API

To delete a vault using the REST API, see Delete Vault (DELETE vault) (p. 175).

Deleting a Vault Using the Amazon Glacier Console

Amazon Glacier deletes a vault only if there are no archives in the vault as of the last inventory it
computed and there have been no writes to the vault since the last inventory. For information about
deleting archives, see Deleting an Archive in Amazon Glacier (p. 107). For information about
downloading a vault inventory, Downloading a Vault Inventory in Amazon Glacier (p. 34).

The following are the steps to delete a vault using the Amazon Glacier console.
1. Sign into the AWS Management Console and open the Amazon Glacier console at https://
console.aws.amazon.com/glacier.
From the region selector, select the AWS region where the vault exists.
Select the vault.
Click Delete Vault.

Tagging Your Amazon Glacier Vaults

You can assign your own metadata to Amazon Glacier vaults in the form of tags. A tag is a key-value
pair that you define for a vault. For basic information about tagging, including restrictions on tags, see
Tagging Amazon Glacier Resources (p. 144).

The following topics describe how you can add, list, and remove tags for vaults.

Topics
¢ Tagging Vaults Using the Amazon Glacier Console (p. 59)
e Tagging Vaults Using the Amazon Glacier API (p. 59)
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¢ Related Sections (p. 59)

Tagging Vaults Using the Amazon Glacier Console

You can add, list, and remove tags using the Amazon Glacier console as described in the following
procedures.

To view the tags for a vault

1.

Sign in to the AWS Management Console and open the Amazon Glacier console at https://
console.aws.amazon.com/glacier.

From the region selector, choose a region.
On the Amazon Glacier Vaults page, choose a vault.
Choose the Tags tab. The tags for that vault will appear.

To add a tag to a vault

PR

Open the Amazon Glacier console, and then choose a region from the region selector.
On the Amazon Glacier Vaults page, choose a vault.
Choose the Tags tab.

Specify the tag key in the Key field, optionally specify a tag value in the Value field, and then
choose Save.

If the Save button is not enabled, either the tag key or the tag value that you specified does not
meet the tag restrictions. For more about tag restrictions, see Tag Restrictions (p. 145).

To remove a tag from a vault

Open the Amazon Glacier console, and then choose a region from the region selector.
On the Amazon Glacier Vaults page, choose a vault.

Choose the Tags tab, and then choose the x at the end of the row that describes the tag you want
to delete.

Choose Delete.

Tagging Vaults Using the Amazon Glacier API

You can add, list, and remove tags using the Amazon Glacier API. For examples, see the following
documentation:

Add Tags To Vault (POST tags add) (p. 169)

Adds or updates tags for the specified vault.

List Tags For Vault (GET tags) (p. 194)

Lists the tags for the specified vault.

Remove Tags From Vault (POST tags remove) (p. 201)

Removes tags from the specified vault.

Related Sections

¢ Tagging Amazon Glacier Resources (p. 144)
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Amazon Glacier Vault Lock

The following topics describe how to lock a vault in Amazon Glacier and how to use Vault Lock
policies.

Topics
¢ Vault Locking Overview (p. 60)
e Locking a Vault by Using the Amazon Glacier API (p. 60)

Vault Locking Overview

Amazon Glacier Vault Lock allows you to easily deploy and enforce compliance controls for individual
Amazon Glacier vaults with a vault lock policy. You can specify controls such as “write once read
many” (WORM) in a vault lock policy and lock the policy from future edits. Once locked, the policy can
no longer be changed.

Amazon Glacier enforces the controls set in the vault lock policy to help achieve your compliance
objectives, for example, for data retention. You can deploy a variety of compliance controls in

a vault lock policy using the AWS Identity and Access Management (IAM) policy language. For
more information about vault lock policies, see Amazon Glacier Access Control with Vault Lock
Policies (p. 132).

A vault lock policy is different than a vault access policy. Both policies govern access controls to
your vault. However, a vault lock policy can be locked to prevent future changes, providing strong
enforcement for your compliance controls. You can use the vault lock policy to deploy regulatory and
compliance controls, which typically require tight controls on data access. In contrast, you use a vault
access policy to implement access controls that are not compliance related, temporary, and subject
to frequent modification. Vault lock and vault access policies can be used together. For example, you
can implement time-based data retention rules in the vault lock policy (deny deletes), and grant read
access to designated third parties or your business partners (allow reads).

Locking a vault takes two steps:

1. Initiate the lock by attaching a vault lock policy to your vault, which sets the lock to an in-progress
state and returns a lock ID. While in the in-progress state, you have 24 hours to validate your vault
lock policy before the lock ID expires.

2. Use the lock ID to complete the lock process. If the vault lock policy doesn't work as expected, you
can abort the lock and restart from the beginning. For information on how to use the Amazon Glacier
API to lock a vault, see Locking a Vault by Using the Amazon Glacier API (p. 60).

Locking a Vault by Using the Amazon Glacier API

To lock your vault with the Amazon Glacier API, you first call Initiate Vault Lock (POST lock-

policy) (p. 191) with a vault lock policy that specifies the controls you want to deploy. Initiate Vault
Lock (POST lock-policy) (p. 191) attaches the policy to your vault, transitions the vault lock to the in-
progress state, and returns a unique lock ID. After the vault lock enters the in-progress state, you have
24 hours to complete the lock by calling Complete Vault Lock (POST lockld) (p. 173) with the lock

ID returned from Initiate Vault Lock (POST lock-policy) (p. 191). After the vault is locked it cannot be
unlocked.

If you don't complete the vault lock process within 24 hours after entering the in-progress state, your
vault automatically exits the in-progress state, and the vault lock policy is removed. You can call Initiate
Vault Lock (POST lock-policy) (p. 191) again to install a new vault lock policy and transition into the
in-progress state.
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The in-progress state provides the opportunity to test your vault lock policy before you lock it. Your
vault lock policy takes full effect during the in-progress state just as if the vault has been locked, except
that you can remove the policy by calling Abort Vault Lock (DELETE lock-policy) (p. 167). To fine-

tune your policy, you can repeat the Abort Vault Lock (DELETE lock-policy) (p. 167)/Initiate Vault

Lock (POST lock-policy) (p. 191) combination as many times as necessary to validate your vault lock
policy changes.

After you validate the vault lock policy, you can call Complete Vault Lock (POST lockld) (p. 173) with
the most recent lock ID to complete the vault locking process. Your vault transitions to a locked state
where the vault lock policy is unchangeable and can no longer be removed by calling Abort Vault Lock
(DELETE lock-policy) (p. 167).

Related Sections

¢ Amazon Glacier Access Control with Vault Lock Policies (p. 132)
¢ Abort Vault Lock (DELETE lock-policy) (p. 167)

¢ Complete Vault Lock (POST lockld) (p. 173)

¢ Get Vault Lock (GET lock-policy) (p. 186)

« Initiate Vault Lock (POST lock-policy) (p. 191)
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Working with Archives in Amazon
Glacier

An archive is any object, such as a photo, video, or document, that you store in a vault. It is a base unit
of storage in Amazon Glacier. Each archive has a unique ID and an optional description. When you
upload an archive, Amazon Glacier returns a response that includes an archive ID. This archive ID is
unique in the region in which the archive is stored. The following is an example archive ID.

TJgHcr OSf AkV6hdPgOATYf p_0ZaxL1pl BOc02i ZOgDPM 2i g-
nhwd_Paf st sdl f 6HSr j HhP- 3p6LCJIC Yyt FT_CBhT9OMbRaMbMet S31 -
Ggwx| 3Y8QX gbhJbhEQPsOmJ 3KExanpl e

Archive IDs are 138 bytes long. When you upload an archive, you can provide an optional description.
You can retrieve an archive using its ID but not its description.

Important

Amazon Glacier provides a management console. You can use the console to create and
delete vaults. However, all other interactions with Amazon Glacier require that you use the
AWS Command Line Interface (CLI) or write code. For example, to upload data, such as
photos, videos, and other documents, you must either use the AWS CLI or write code to
make requests, using either the REST API directly or by using the AWS SDKs. For more
information about using Amazon Glacier with the AWS CLI, go to AWS CLI Reference for
Amazon Glacier. To install the AWS CLI, go to AWS Command Line Interface.

Topics
¢ Archive Operations in Amazon Glacier (p. 62)
¢ Maintaining Client-Side Archive Metadata (p. 63)
¢ Uploading an Archive in Amazon Glacier (p. 64)
* Downloading an Archive in Amazon Glacier (p. 79)
¢ Deleting an Archive in Amazon Glacier (p. 107)

Archive Operations in Amazon Glacier

Amazon Glacier supports the following basic archive operations: upload, download, and delete.
Downloading an archive is an asynchronous operation.
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Uploading an Archive in Amazon Glacier

You can upload an archive in a single operation or upload it in parts. The API call you use to upload
an archive in parts is referred as Multipart Upload. For more information, see Uploading an Archive in
Amazon Glacier (p. 64).

Important

Amazon Glacier provides a management console. You can use the console to create and
delete vaults. However, all other interactions with Amazon Glacier require that you use the
AWS Command Line Interface (CLI) or write code. For example, to upload data, such as
photos, videos, and other documents, you must either use the AWS CLI or write code to
make requests, using either the REST API directly or by using the AWS SDKs. For more
information about using Amazon Glacier with the AWS CLI, go to AWS CLI Reference for
Amazon Glacier. To install the AWS CLI, go to AWS Command Line Interface.

Downloading an Archive in Amazon Glacier

Downloading an archive is an asynchronous operation. You must first initiate a job to download a
specific archive. After receiving the job request, Amazon Glacier prepares your archive for download.
After the job completes, you can download your archive data. Because of the asynchronous nature

of the job, you can request Amazon Glacier to send a notification to an Amazon Simple Notification
Service (Amazon SNS) topic when the job completes. You can specify an SNS topic for each individual
job request or configure your vault to send a notification when specific events occur. For more
information about downloading an archive, see Downloading an Archive in Amazon Glacier (p. 79).

Deleting an Archive in Amazon Glacier

Amazon Glacier provides API call you can use to delete one archive at a time. For more information,
see Deleting an Archive in Amazon Glacier (p. 107).

Updating an Archive in Amazon Glacier

After you upload an archive, you cannot update its content or its description. The only way you can
update the archive content or its description is by deleting the archive and uploading another archive.
Note that each time you upload an archive, Amazon Glacier returns to you a unique archive ID.

Maintaining Client-Side Archive Metadata

Except for the optional archive description, Amazon Glacier does not support any additional metadata
for the archives. When you upload an archive Amazon Glacier assigns an ID, an opaque sequence

of characters, from which you cannot infer any meaning about the archive. You might maintain
metadata about the archives on the client-side. The metadata can include archive name and some
other meaningful information about the archive.

Note

If you are an Amazon Simple Storage Service (Amazon S3) customer, you know that

when you upload an object to a bucket, you can assign the object an object key such as
MyDocunent . t xt or SomePhot o. j pg. In Amazon Glacier, you cannot assign a key name to
the archives you upload.

If you maintain client-side archive metadata, note that Amazon Glacier maintains a vault inventory

that includes archive IDs and any descriptions you provided during the archive upload. You might
occasionally download the vault inventory to reconcile any issues in your client-side database you
maintain for the archive metadata. However, Amazon Glacier takes vault inventory approximately daily.
When you request a vault inventory, Amazon Glacier returns the last inventory it prepared, a point in
time snapshot.
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Uploading an Archive in Amazon Glacier

Amazon Glacier provides a management console, which you can use to create and delete vaults.
However, you cannot upload archives to Amazon Glacier by using the management console. To
upload data, such as photos, videos, and other documents, you must either use the AWS CLI or write
code to make requests, by using either the REST API directly or by using the AWS SDKs.

For information about using Amazon Glacier with the AWS CLI, go to AWS CLI Reference for Amazon
Glacier. To install the AWS CLI, go to AWS Command Line Interface. The following Uploading topics
describe how to upload archives to Amazon Glacier by using the AWS SDK for Java, the AWS SDK
for .NET, and the REST API.

Topics
¢ Options for Uploading an Archive to Amazon Glacier (p. 64)
¢ Uploading an Archive in a Single Operation (p. 64)
¢ Uploading Large Archives in Parts (Multipart Upload) (p. 70)

Options for Uploading an Archive to Amazon Glacier

Depending on the size of the data you are uploading, Amazon Glacier offers the following options:

¢ Upload archives in a single operation — In a single operation, you can upload archives from 1 byte
to up to 4 GB in size. However, we encourage Amazon Glacier customers to use multipart upload to
upload archives greater than 100 MB. For more information, see Uploading an Archive in a Single
Operation (p. 64).

¢ Upload archives in parts — Using the multipart upload API, you can upload large archives, up to
about 40,000 GB (10,000 * 4 GB).
The multipart upload API call is designed to improve the upload experience for larger archives.
You can upload archives in parts. These parts can be uploaded independently, in any order, and in
parallel. If a part upload fails, you only need to upload that part again and not the entire archive. You
can use multipart upload for archives from 1 byte to about 40,000 GB in size. For more information,
see Uploading Large Archives in Parts (Multipart Upload) (p. 70).

Important

The Amazon Glacier vault inventory is only updated once a day. When you upload an archive,
you will not immediately see the new archive added to your vault (in the console or in your
downloaded vault inventory list) until the vault inventory has been updated.

Using the AWS Import/Export Service

To upload existing data to Amazon Glacier, you might consider using the AWS Import/Export service.
AWS Import/Export accelerates moving large amounts of data into and out of AWS using portable
storage devices for transport. AWS transfers your data directly onto and off of storage devices using
Amazon's high-speed internal network, bypassing the Internet. For more information, go to the AWS
Import/Export detail page.

Uploading an Archive in a Single Operation

As described in Uploading an Archive in Amazon Glacier (p. 64), you can upload smaller archives
in a single operation. However, we encourage Amazon Glacier customers to use Multipart Upload to
upload archives greater than 100 MB.

Topics
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¢ Uploading an Archive in a Single Operation Using the AWS SDK for Java (p. 65)

¢ Uploading an Archive in a Single Operation Using the AWS SDK for .NET in Amazon
Glacier (p. 68)

¢ Uploading an Archive in a Single Operation Using the REST API (p. 70)

Uploading an Archive in a Single Operation Using the AWS
SDK for Java

Both the high-level and low-level APIs (p. 112) provided by the AWS SDK for Java provide a method
to upload an archive.

Topics
¢ Uploading an Archive Using the High-Level API of the AWS SDK for Java (p. 65)

¢ Uploading an Archive in a Single Operation Using the Low-Level API of the AWS SDK for Java
(p. 66)

Uploading an Archive Using the High-Level API of the AWS SDK for Java

The Ar chi veTr ansf er Manager class of the high-level API provides the upl oad method, which you
can use to upload an archive to a vault.

Note

You can use the upl oad method to upload small or large archives. Depending on the archive
size you are uploading, this method determines whether to upload it in a single operation or
use the multipart upload API to upload the archive in parts.

Example: Uploading an Archive Using the High-Level API of the AWS SDK for Java

The following Java code example uploads an archive to a vault (exanpl evaul t) in the US West
(Oregon) region (us- west - 2). For a list of supported regions and endpoints, see Accessing Amazon
Glacier (p. 5).

For step-by-step instructions on how to run this example, see Running Java Examples for Amazon
Glacier Using Eclipse (p. 115). You need to update the code as shown with the name of the vault you
want to upload to and the name of the file you want to upload.

import java.io.File;
import java.io.l|OException;
import java.util.Date;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;

i mport com anmzonaws. servi ces. gl aci er. Amazond aci erd i ent;

i mport com amazonaws. servi ces. gl aci er. transfer. Archi veTransf er Manager ;
i mport com amazonaws. servi ces. gl aci er. transfer. Upl oadResul t;

public class ArchiveUpl oadH ghLevel {

public static String vaultNane = "*** provide vault name ***";
public static String archiveToUpload = "*** provide nane of file to
upl oad ***";

public static Amazond acierdient client;

public static void main(String[] args) throws | CException {
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Profil eCredenti al sProvi der credentials = new
Profil eCredenti al sProvider();

client = new Amazond acierd ient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

try {
Ar chi veTr ansf er Manager atm = new Ar chi veTr ansf er Manager (cl i ent,
credential s);

Upl oadResult result = atm upl oad(vaul t Name, "my archive " + (new
Date()), new File(archiveToUpl oad));
Systemout.printin("Archive ID. " + result.getArchiveld());

} catch (Exception e)
{

}

Systemerr.println(e);

Uploading an Archive in a Single Operation Using the Low-Level API of the
AWS SDK for Java

The low-level API provides methods for all the archive operations. The following are the steps to
upload an archive using the AWS SDK for .NET.

1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region where you want to upload the archive. All operations you
perform using this client apply to that region.

2. Provide request information by creating an instance of the Upl oadAr chi veRequest class.

In addition to the data you want to upload, you need to provide a checksum (SHA-256 tree hash) of
the payload, the vault name, the content length of the data, and your account ID.

If you don't provide an account ID, then the account ID associated with the credentials you provide
to sign the request is assumed. For more information, see Using the AWS SDK for Java with
Amazon Glacier (p. 113).

3. Execute the upl oadAr chi ve method by providing the request object as a parameter.

In response, Amazon Glacier returns an archive ID of the newly uploaded archive.

The following Java code snippet illustrates the preceding steps.

Amazond acierCient client;

Upl oadAr chi veRequest request = new Upl oadArchi veRequest ()
.wi thVaul t Nane("*** provide vault nanme ***")
.wi t hChecksun( checksum
.wi t hBody( new Byt eArrayl nput St r eanm( body))
.wi t hCont ent Lengt h( (| ong) body. | engt h);

Upl oadAr chi veResul t upl oadArchi veResult = client. upl oadArchive(request);

Systemout. println("Location (includes ArchivelD): " +
upl oadAr chi veResul t. get Location());
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Example: Uploading an Archive in a Single Operation Using the Low-Level API of the AWS
SDK for Java

The following Java code example uses the AWS SDK for Java to upload an archive to a vault
(exanpl evaul t). For step-by-step instructions on how to run this example, see Running Java
Examples for Amazon Glacier Using Eclipse (p. 115). You need to update the code as shown with
the name of the vault you want to upload to and the name of the file you want to upload.

i mport java.io.ByteArrayl nput Stream
import java.io.File;

import java.io.FilelnputStream
import java.io.l|OException;

import java.io.lnputStream

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;

i mport com anmzonaws. servi ces. gl aci er. Amazond aci erd i ent;

i mport com amazonaws. servi ces. gl aci er. TreeHashGener at or;

i mport com amazonaws. servi ces. gl aci er. nodel . Upl oadAr chi veRequest ;
i mport com amazonaws. servi ces. gl aci er. nodel . Upl oadAr chi veResul t ;
public class ArchiveUpl oadLowLevel {

public static String vaultName = "*** provide vault nanme ****";
public static String archiveFilePath = "*** provide to file upload ****";
public static Amazond acierdient client;

public static void main(String[] args) throws | CException {

Profil eCredenti al sProvi der credentials = new
Profil eCredenti al sProvider();

client = new Amazond acierC ient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com");

try {
/1 First open file and read.
File file = new File(archiveFil ePath);
InputStreamis = new FilelnputStrean(file);
byte[] body = new byte[(int) file.length()];
i s.read(body);

/1 Send request.
Upl oadAr chi veRequest request = new Upl oadArchi veRequest ()
.wi t hVaul t Nane( vaul t Nane)
. W t hChecksun( Tr eeHashGener at or . cal cul at eTr eeHash( new
Fil e(archiveFil ePath)))
.wi t hBody( new Byt eArrayl nput St r eam( body))
.wi t hCont ent Lengt h( (| ong) body. | engt h);

Upl oadAr chi veResul t upl oadAr chi veResult =
client.upl oadArchi ve(request);

Systemout.println("ArchivelD " +
upl oadAr chi veResul t. get Archivel d());

} catch (Exception e)
{

Systemerr.println("Archive not uploaded.");
Systemerr.println(e);
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Uploading an Archive in a Single Operation Using the AWS
SDK for .NET in Amazon Glacier

Both the high-level and low-level APIs (p. 112) provided by the AWS SDK for .NET provide a method
to upload an archive in a single operation.

Topics
¢ Uploading an Archive Using the High-Level API of the AWS SDK for .NET (p. 68)

¢ Uploading an Archive in a Single Operation Using the Low-Level API of the AWS SDK for .NET
(p. 69)

Uploading an Archive Using the High-Level API of the AWS SDK for .NET

The Ar chi veTr ansf er Manager class of the high-level API provides the Upl oad method that you can
use to upload an archive to a vault.

Note

You can use the Upl oad method to upload small or large files. Depending on the file size you
are uploading, this method determines whether to upload it in a single operation or use the
multipart upload API to upload the file in parts.

Example: Uploading an Archive Using the High-Level API of the AWS SDK for .NET

The following C# code example uploads an archive to a vault (exanpl evaul t) in the US West
(Oregon) Region.

For step-by-step instructions on how to run this example, see Running Code Examples (p. 117). You
need to update the code as shown with the name of the file you want to upload.

using System

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Transfer;
usi ng Amazon. Runti ne;

nanmespace gl aci er. anmazon. com docsanpl es

{
cl ass Archi veUpl oadHi ghLevel
{
static string vaultNanme = "exanpl evaul t";
static string archiveToUpload = "*** Provide file name (with full path)

to upload ***";

public static void Main(string[] args)

{
try

{
var manager = new
Ar chi veTr ansf er Manager ( Amazon. Regi onEndpoi nt . USWst 2) ;
/1 Upload an archive.
string archiveld = nanager. Upl oad(vaul t Nane, "upload archive test",
archi veToUpl oad) . Ar chi vel d;
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Consol e. WiteLine("Archive ID: (Copy and save this ID for use in
ot her exanples.) : {0}", archiveld);

Consol e. WitelLine("To continue, press Enter");

Consol e. ReadKey() ;
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e.Message); }
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;

Uploading an Archive in a Single Operation Using the Low-Level API of the
AWS SDK for .NET

The low-level API provides methods for all the archive operations. The following are the steps to
upload an archive using the AWS SDK for .NET.

1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region where you want to upload the archive. All operations you
perform using this client apply to that region.

2. Provide request information by creating an instance of the Upl oadAr chi veRequest class.

In addition to the data you want to upload, You need to provide a checksum (SHA-256 tree hash) of
the payload, the vault name, and your account ID.

If you don't provide an account ID, then the account ID associated with the credentials you provide
to sign the request is assumed. For more information, see Using the AWS SDK for .NET with
Amazon Glacier (p. 116).

3. Execute the Upl oadAr chi ve method by providing the request object as a parameter.

In response, Amazon Glacier returns an archive 1D of the newly uploaded archive.

Example: Uploading an Archive in a Single Operation Using the Low-Level API of the AWS
SDK for .NET

The following C# code example illustrates the preceding steps. The example uses the AWS SDK
for .NET to upload an archive to a vault (exanpl evaul t).

Note
For information about the underlying REST API to upload an archive in a single request, see
Upload Archive (POST archive) (p. 210).

For step-by-step instructions on how to run this example, see Running Code Examples (p. 117). You
need to update the code as shown with the name of the file you want to upload.

using System

using System | Q

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Model ;
usi ng Amazon. Runti ne;

nanespace gl aci er. amazon. com docsanpl es

{
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cl ass Archi veUpl oadSi ngl eOpLowLevel
{
static string vault Nanme
static string archi veToUpl oad
to upload ***";

"exanpl evaul t";
"*** Provide file nanme (with full path)

public static void Main(string[] args)
{

Amazond acierdient client;

try

{
using (client = new
Anmazond aci er d i ent (Amazon. Regi onEndpoi nt . USWeést 2) )
{
Consol e. Wi teLi ne("Upl oadi ng an archive.");
string archiveld = Upl oadAnArchi ve(client);
Consol e. WiteLine("Archive ID: {0}", archiveld);
}
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e.Message); }
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;
}

static string Upl oadAnArchi ve(Amazond acierCient client)
{
using (FileStreamfileStream = new Fil eStreamn(archi veToUpl oad,
Fi | eMode. Open, Fil eAccess. Read))

{
string treeHash = TreeHashGenerator. Cal cul at eTreeHash(fil eStrean;
Upl oadAr chi veRequest request = new Upl oadArchi veRequest ()
Vaul t Name = vaul t Nane,
Body = fileStream
Checksum = treeHash
s
Upl oadAr chi veResponse response = client. Upl oadAr chi ve(request);
string archivel D = response. Archivel d;
return archivel D,
}

Uploading an Archive in a Single Operation Using the REST
API

You can use the Amazon Glacier Upload Archive API call to upload an archive in a single operation.
For more information, see Upload Archive (POST archive) (p. 210).

Uploading Large Archives in Parts (Multipart
Upload)

Topics
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Multipart Upload Process (p. 71)

Quick Facts (p. 72)

Uploading Large Archives in Parts Using the AWS SDK for Java (p. 72)
Uploading Large Archives Using the AWS SDK for .NET (p. 76)
Uploading Large Archives in Parts Using the REST API (p. 79)

Multipart Upload Process

As described in Uploading an Archive in Amazon Glacier (p. 64), we encourage Amazon Glacier
customers to use Multipart Upload to upload archives greater than 100 MB.

1.

Initiate Multipart Upload

When you send a request to initiate a multipart upload, Amazon Glacier returns a multipart
upload ID, which is a unique identifier for your multipart upload. Any subsequent multipart upload
operations require this ID. The ID is valid for at least 24 hours.

In your request to initiate a multipart upload, you must specify the part size in number of bytes.
Each part you upload, except the last part, must be of this size.

Note

You don't need to know the overall archive size when using the Multipart Upload. This
allows for use cases where the archive size is not known when you start uploading the
archive. You only need to decide part size at the time you initiate a multipart upload.

In the initiate multipart upload request, you can also provide an optional archive description.
Upload Parts

For each part upload request, you must include the multipart upload ID you obtained in step 1.

In the request, you must also specify the content range, in bytes, identifying the position of the
part in the final archive. Amazon Glacier later uses the content range information to assemble the
archive in proper sequence. Because you provide the content range for each part that you upload,
it determines the part's position in the final assembly of the archive, and therefore you can upload
parts in any order. You can also upload parts in parallel. If you upload a new part using the same
content range as a previously uploaded part, the previously uploaded part is overwritten.

Complete (or Abort) Multipart Upload

After uploading all the archive parts, you use the complete operation. Again, you must specify the
upload ID in your request. Amazon Glacier creates an archive by concatenating parts in ascending
order based on the content range you provided. Amazon Glacier response to a Complete Multipart
Upload request includes an archive ID for the newly created archive. If you provided an optional
archive description in the Initiate Multipart Upload request, Amazon Glacier associates it with
assembled archive. After you successfully complete a multipart upload, you cannot refer to the
multipart upload ID. That means you cannot access parts associated with the multipart upload ID.

If you abort a multipart upload, you cannot upload any more parts using that multipart upload ID.
All storage consumed by any parts associated with the aborted multipart upload is freed. If any
part uploads were in-progress, they can still succeed or fail even after you abort.

Additional Multipart Upload Operations

Amazon Glacier provides the following additional multipart upload API calls.

¢ List Parts—Using this operation, you can list the parts of a specific multipart upload. It returns

information about the parts that you have uploaded for a multipart upload. For each list parts
request, Amazon Glacier returns information for up to 1,000 parts. If there are more parts to list for

API Version 2012-06-01
71



Amazon Glacier Developer Guide
Uploading Large Archives in Parts

the multipart upload, the result is paginated and a marker is returned in the response at which to
continue the list. You need to send additional requests to retrieve subsequent parts. Note that the
returned list of parts doesn't include parts that haven't completed uploading.

List Multipart Uploads—Using this operation, you can obtain a list of multipart uploads in progress.
An in-progress multipart upload is an upload that you have initiated, but have not yet completed

or aborted. For each list multipart uploads request, Amazon Glacier returns up to 1,000 multipart
uploads. If there are more multipart uploads to list, then the result is paginated and a marker is
returned in the response at which to continue the list. You need to send additional requests to
retrieve the remaining multipart uploads.

Quick Facts

The following table provides multipart upload core specifications.
Item Specification
Maximum archive size 10,000 x 4 GB

Maximum number of parts per upload | 10,000

Part size 1 MB to 4 GB, last part can be < 1 MB. You specify the size
value in bytes.

The part size must be a megabyte (1024 KB) multiplied by
a power of 2. For example, 1048576 (1 MB), 2097152 (2
MB), 4194304 (4 MB), 8388608 (8 MB).

Maximum number of parts returned 1,000
for a list parts request

Maximum number of multipart 1,000
uploads returned in a list multipart
uploads request

Uploading Large Archives in Parts Using the AWS SDK for
Java

Both the high-level and low-level APIs (p. 112) provided by the AWS SDK for Java provide a method
to upload a large archive (see Uploading an Archive in Amazon Glacier (p. 64)).

The high-level API provides a method that you can use to upload archives of any size. Depending
on the file you are uploading, the method either uploads an archive in a single operation or uses the
multipart upload support in Amazon Glacier to upload the archive in parts.

The low-level APl maps close to the underlying REST implementation. Accordingly, it provides a
method to upload smaller archives in one operation and a group of methods that support multipart
upload for larger archives. This section explains uploading large archives in parts using the low-level
API.

For more information about the high-level and low-level APIs, see Using the AWS SDK for Java with
Amazon Glacier (p. 113).

Topics

¢ Uploading Large Archives in Parts Using the High-Level API of the AWS SDK for Java (p. 73)
¢ Upload Large Archives in Parts Using the Low-Level API of the AWS SDK for Java (p. 73)
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Uploading Large Archives in Parts Using the High-Level API of the AWS SDK
for Java

You use the same methods of the high-level API to upload small or large archives. Based on the
archive size, the high-level APl methods decide whether to upload the archive in a single operation
or use the multipart upload API provided by Amazon Glacier. For more information, see Uploading an
Archive Using the High-Level API of the AWS SDK for Java (p. 65).

Upload Large Archives in Parts Using the Low-Level API of the AWS SDK for
Java

For granular control of the upload you can use the low-level API where you can configure the request
and process the response. The following are the steps to upload large archives in parts using the AWS
SDK for Java.

1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region where you want to save the archive. All operations you perform
using this client apply to that region.

2. Initiate multipart upload by calling the i ni ti at eMul ti part Upl oad method.

You need to provide vault name in which you want to upload the archive, part size you want to use
to upload archive parts, and an optional description. You provide this information by creating an
instance of the I ni ti at eMul ti part Upl oadRequest class. In response, Amazon Glacier returns
an upload ID.

3. Upload parts by calling the upl oadMul ti part Part method.

For each part you upload, You need to provide the vault name, the byte range in the final assembled
archive that will be uploaded in this part, the checksum of the part data, and the upload ID.

4. Complete multipart upload by calling the conpl et eMul ti part Upl oad method.

You need to provide the upload ID, the checksum of the entire archive, the archive size (combined
size of all parts you uploaded), and the vault name. Amazon Glacier constructs the archive from the
uploaded parts and returns an archive ID.

Example: Uploading a Large Archive in a Parts Using the AWS SDK for Java

The following Java code example uses the AWS SDK for Java to upload an archive to a vault
(exanpl evaul t). For step-by-step instructions on how to run this example, see Running Java
Examples for Amazon Glacier Using Eclipse (p. 115). You need to update the code as shown with
the name of the file you want to upload.

Note
This example is valid for part sizes from 1 MB to 1 GB. However, Amazon Glacier supports
part sizes up to 4 GB.

i mport java.io.ByteArrayl nput Stream

import java.io.File;

import java.io.FilelnputStream

import java.io.l|OException;

i mport java.security. NoSuchAl gorithnException;
import java.util.Arrays;

import java.util.Date;

i mport java.util.LinkedList;

import java.util.List;

i mport com amazonaws. Amazond i ent Excepti on;
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i mport com amazonaws. AmazonSer vi ceExcepti on;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;
i mport com amazonaws. servi ces. gl aci er. Amazond aci erd i ent;

i mport com amazonaws. servi ces. gl aci er. TreeHashGener at or;

i mport com amazonaws. servi ces. gl aci er. nodel . Conpl et eMul ti part Upl oadRequest ;
i mport com amazonaws. servi ces. gl aci er. nodel . Conpl et eMul ti part Upl oadResul t;
i mport com amazonaws. servi ces. gl aci er. nodel . I ni tiateMiltipart Upl oadRequest;
i mport com anmzonaws. servi ces. gl aci er. nodel . I nitiateMl tipartUpl oadResul t;

i mport com amazonaws. servi ces. gl aci er. nodel . Upl oadMul ti part Part Request ;

i mport com amazonaws. servi ces. gl aci er. nodel . Upl oadMul ti part Part Resul t;

i mport com anmzonaws. util.BinaryUils;
public class ArchiveMPU {
public static String vaultName = "exanpl evaul t";

/1 This exanple works for part sizes up to 1 GB.
public static String partSize = "1048576"; // 1 MB.

public static String archiveFilePath = "*** provide archive file path

* ok kM.

public static Amazond acierdient client;
public static void main(String[] args) throws | CException {

Profil eCredenti al sProvi der credentials = new
Profil eCredenti al sProvider();

client = new Amazond acierd ient(credentials);

client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

try {
System out. println("Upl oading an archive.");
String uploadld = initiateMiltipartUpload();
String checksum = upl oadPart s(upl oadl d);
String archiveld = Conpl eteMul ti Part Upl oad(upl oadl d,
Systemout. println("Conpleted an archive. Archiveld:
archivel d);

} catch (Exception e) {
Systemerr.println(e);
}

}

private static String initiateMiltipartUpload() {
/1 Initiate
InitiateMultipartUpl oadRequest request = new
InitiateMiltipartUpl oadRequest ()
.wi t hVaul t Nane( vaul t Nane)
. Wi t hArchi veDescription("ny archive " + (new Date()))
.withPart Si ze(part Si ze) ;

InitiateMul tipartUpl oadResult result =
client.initiateMiltipartUpl oad(request);

Systemout.println("ArchivelD: " + result.getUploadld());
return result.getUploadld();

checksum ;
-
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private static String uploadParts(String uploadld) throws
AnazonSer vi ceExcepti on, NoSuchAl gorithnExcepti on, Anmazond i ent Excepti on,
| OException {

int filePosition = O;

long currentPosition = 0;

byte[] buffer = new byte[lnteger.val ued (partSize)];

Li st <byt e[ ]> bi naryChecksuns = new Li nkedLi st <byte[]>();

File file = new File(archiveFil ePath);

FilelnputStreamfil eToUpl oad = new Fil el nputStrean(file);

String content Range;

int read = O;

while (currentPosition < file.length())

{
read = fileToUpl oad. read(buffer, filePosition, buffer.length);
if (read == -1) { break; }
byte[] bytesRead = Arrays.copyOf (buffer, read);

content Range = String.format("bytes %-%/*", currentPosition,
currentPosition + read - 1);

String checksum = TreeHashCener at or. cal cul at eTr eeHash( new
Byt eArrayl nput St ream( byt esRead) ) ;

byte[] binaryChecksum = BinaryUtils.fronmHex(checksum;

bi nar yChecksuns. add( bi nar yChecksum ;

System out . printl n(cont ent Range) ;

/1 Upl oad part.

Upl oadMul ti part Part Request partRequest = new
Upl oadMul ti part Part Request ()

.wi t hVaul t Nane( vaul t Nane)

.wi t hBody( new Byt eArrayl nput St rean( byt esRead) )

.wi t hChecksun( checksum

.wi t hRange( cont ent Range)

.wi t hUpl oadl d( upl oadl d) ;

Upl oadMul ti part Part Result partResult =
client.uploadWul ti partPart (part Request);

Systemout. println("Part upl oaded, checksum " +
part Resul t. get Checksum());

currentPosition = currentPosition + read;

fileToUpl oad. cl ose();
String checksum =

TreeHashGener at or. cal cul at eTr eeHash( bi nar yChecksuns) ;
return checksum

}

private static String ConpleteMiltiPartUpload(String uploadld, String
checksum) throws NoSuchAl gorithnException, | OException {

File file = new File(archiveFil ePath);

Conpl et eMul ti part Upl oadRequest conpRequest = new
Conpl et eMul ti part Upl oadRequest ()
.wi t hVaul t Nane( vaul t Nane)
.wi t hUpl oadl d( upl oadl d)
. Wi t hChecksun( checksum
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.W thArchiveSi ze(String.valueO (file.length()));

Conpl et eMul ti part Upl oadResult conpResult =
client.conpleteMiltipartUpl oad(conmpRequest);
return conpResul t. getLocation();
}

Uploading Large Archives Using the AWS SDK for .NET

Both the high-level and low-level APIs (p. 112) provided by the AWS SDK for .NET provide a method
to upload large archives in parts (see Uploading an Archive in Amazon Glacier (p. 64)).

¢ The high-level API provides a method that you can use to upload archives of any size. Depending
on the file you are uploading, the method either uploads archive in a single operation or uses the
multipart upload support in Amazon Glacier to upload the archive in parts.

¢ The low-level APl maps close to the underlying REST implementation. Accordingly, it provides a
method to upload smaller archives in one operation and a group of methods that support multipart
upload for larger archives. This section explains uploading large archives in parts using the low-level
API.

For more information about the high-level and low-level APIs, see Using the AWS SDK for .NET with
Amazon Glacier (p. 116).

Topics
¢ Uploading Large Archives in Parts Using the High-Level API of the AWS SDK for .NET (p. 76)
¢ Uploading Large Archives in Parts Using the Low-Level API of the AWS SDK for .NET (p. 76)

Uploading Large Archives in Parts Using the High-Level API of the AWS SDK
for NET

You use the same methods of the high-level API to upload small or large archives. Based on the
archive size, the high-level APl methods decide whether to upload the archive in a single operation
or use the multipart upload API provided by Amazon Glacier. For more information, see Uploading an
Archive Using the High-Level API of the AWS SDK for .NET (p. 68).

Uploading Large Archives in Parts Using the Low-Level API of the AWS SDK
for NET

For granular control of the upload, you can use the low-level API, where you can configure the request
and process the response. The following are the steps to upload large archives in parts using the AWS
SDK for .NET.

1. Create an instance of the Amazond aci er C i ent class (the client).

You need to specify an AWS region where you want to save the archive. All operations you perform
using this client apply to that region.

2. Initiate multipart upload by calling the I ni ti at eMul ti par t Upl oad method.

You need to provide the vault name to which you want to upload the archive, the part size you want
to use to upload archive parts, and an optional description. You provide this information by creating
an instance of the I ni ti at eMul ti part Upl oadRequest class. In response, Amazon Glacier
returns an upload ID.

3. Upload parts by calling the Upl oadMul ti part Part method.
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For each part you upload, You need to provide the vault name, the byte range in the final assembled
archive that will be uploaded in this part, the checksum of the part data, and the upload ID.

4. Complete the multipart upload by calling the Conpl et eMul ti part Upl oad method.

You need to provide the upload ID, the checksum of the entire archive, the archive size (combined
size of all parts you uploaded), and the vault name. Amazon Glacier constructs the archive from the
uploaded parts and returns an archive ID.

Example: Uploading a Large Archive in Parts Using the AWS SDK for .NET

The following C# code example uses the AWS SDK for .NET to upload an archive to a vault
(exanpl evaul t). For step-by-step instructions on how to run this example, see Running Code
Examples (p. 117). You need to update the code as shown with the name of a file you want to
upload.

using System

usi ng System Col | ections. Generi c;
using System | Q

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Model ;

usi ng Amazon. Runti ne;

namespace gl aci er. amazon. com docsanpl es

{
cl ass Archi veUpl oadvPU

{
static string vault Name
static string archi veToUpl oad
to upload ***";
static long partSize

"exanpl evaul t";
"*** Provide file nane (with full path)

4194304; [/ 4 MB.

public static void Main(string[] args)
{
Amazond acierClient client;
Li st<string> part ChecksunlLi st = new List<string>();

try

{
using (client = new
Amazond aci er G i ent (Amazon. Regi onEndpoi nt . USWest 2) )
{

Consol e. Wi teLi ne("Upl oadi ng an archive.");

string uploadld = InitiateMiltipartUpload(client);

part Checksunli st Upl oadPart s(upl oadl d, client);

string archiveld Conpl et eMPU( upl oadl d, client, partChecksuniist);

Consol e. WiteLine("Archive ID: {0}", archiveld);

}

Consol e. Wi teLine("Operati ons successful. To continue, press Enter");
Consol e. ReadKey() ;
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e.Mssage); }
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;

}

static string InitiateMiltipartUpl oad( Amazond acierCdient client)
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{
InitiateMultipartUpl oadRequest initiateMPUrequest = new
InitiateMultipartUpl oadRequest ()
{

Vaul t Nane = vaul t Nane,
Part Si ze = partSi ze,
Ar chi veDescription = "Test doc upl oaded using MPU."

b

InitiateMultipartUpl oadResponse initiateWPUr esponse =

client.lnitiateMiltipartUpload(initiateMPU equest);
return initiateMPUr esponse. Upl oadl d;
}
static List<string> UploadParts(string uploadl D, Arazond aci erd i ent
client)

{
Li st<string> partChecksunLi st = new List<string>();
long currentPosition = 0;
var buffer = new byte[ Convert. Tol nt32(partSize)];

long fileLength = new Fil el nfo(archiveToUpl oad). Lengt h;
using (FileStreamfileToUpl oad = new Fil eStrean(archi veToUpl oad,
Fi | eMbde. Open, Fil eAccess. Read))

while (fileToUpl oad. Position < fileLength)

{

Stream upl oadPart Stream =
GacierUils.CreatePartStrean(fil eToUpl oad, partSize);

string checksum =
TreeHashGener at or . Cal cul at eTr eeHash( upl oadPart St rean) ;

part ChecksunlLi st. Add(checksun);

/1 Upl oad part.

Upl oadMul ti part Part Request upl oadMPUr equest = new
Upl oadMul ti part Part Request ()

{

Vaul t Name = vaul t Nane,
Body = upl oadPart Stream
Checksum = checksum
Upl oadl d = upl oadl D
s
upl oadMPUr equest . Set Range(current Position, currentPosition +
upl oadPart Stream Length - 1);
client. Upl oadMil ti partPart (upl oadMPUr equest) ;

current Position = currentPosition + uploadPart Stream Lengt h;

}
}

return part ChecksunLi st;

}

static string ConpleteMPU(string uploadl D, Anmazond acierClient client,
Li st<string> part ChecksunLi st)

long fileLength = new Fil el nfo(archiveToUpl oad). Lengt h;
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Conpl et eMul ti part Upl oadRequest conpl et eMPUr equest = new
Conpl et eMul ti part Upl oadRequest ()

{
Upl oadl d = upl oadl D,
ArchiveSize = fileLength. ToString(),
Checksum = TreeHashGener at or. Cal cul at eTr eeHash( part ChecksunlLi st),
Vaul t Name = vaul t Name
s

Conpl et eMul ti part Upl oadResponse conpl et eMPUr esponse =
client. Conpl eteMil ti part Upl oad( conpl et eMPUr equest) ;
return conpl et eMPUr esponse. Ar chi vel d;
}
}
}

Uploading Large Archives in Parts Using the REST API

As described in Uploading Large Archives in Parts (Multipart Upload) (p. 70), multipart upload

refers to a set of Amazon Glacier operations that enable you to upload an archive in parts and perform
related operations. For more information about these operations, see the following API reference
topics:

« Initiate Multipart Upload (POST multipart-uploads) (p. 219)
¢ Upload Part (PUT uploadID) (p. 232)

¢ Complete Multipart Upload (POST uploadID) (p. 216)

¢ Abort Multipart Upload (DELETE uploadID) (p. 214)

¢ List Parts (GET uploadID) (p. 222)

¢ List Multipart Uploads (GET multipart-uploads) (p. 227)

Downloading an Archive in Amazon Glacier

Amazon Glacier provides a management console, which you can use to create and delete vaults.
However, you cannot download archives from Amazon Glacier by using the management console. To
download data, such as photos, videos, and other documents, you must either use the AWS CLI or
write code to make requests, by using either the REST API directly or by using the AWS SDKs.

For information about using Amazon Glacier with the AWS CLI, see AWS CLI Reference for Amazon
Glacier. To install the AWS CLI, see AWS Command Line Interface. The following Downloading an
Archive topics describe how to upload archives to Amazon Glacier by using the AWS SDK for Java,
the AWS SDK for .NET, and the REST API.

Retrieving Amazon Glacier Archives

Retrieving an archive from Amazon Glacier is an asynchronous operation in which you first initiate a
job, and then download the output after the job completes. To initiate an archive retrieval job you use
the Initiate Job (POST jobs) (p. 249) REST API or the equivalent in the AWS CLI, or AWS SDKS.

Topics
¢ Archive Retrieval Options (p. 81)
¢ Ranged Archive Retrievals (p. 81)

Retrieving an archive from Amazon Glacier is a two-step process.
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To retrieve an archive
1. Initiate an archive retrieval job.

a. Getthe ID of the archive that you want to retrieve. You can get the archive ID from an
inventory of the vault. For more information, see Downloading a Vault Inventory in Amazon
Glacier (p. 34).

b. Initiate a job requesting Amazon Glacier to prepare an entire archive or a portion of the
archive for subsequent download.

When an archive is very large, you might find it cost effective to initiate several sequential
jobs to prepare your archive. For example, to retrieve a 1 GB archive, you might choose to
send a series of four initiate archive-retrieval job requests, each time requesting Amazon
Glacier to prepare only a 256 MB portion of the archive. You can send the series of initiate
requests anytime. However, it is more cost effective if you wait for a previous initiate request
to complete before sending the next request. For more information about the benefits of range
retrievals, see Ranged Archive Retrievals (p. 81).

When you initiate a job, Amazon Glacier returns a job ID in the response and executes the job
asynchronously. (You cannot download the job output until after the job completes as described in
Step 2.)

Important

For Standard retrievals only, a data retrieval policy can cause your initiate retrieval job
request to fail with a Pol i cyEnf or cedExcept i on exception. For more information
about data retrieval policies, see Amazon Glacier Data Retrieval Policies (p. 140).

For more information about the Pol i cyEnf or cedExcept i on exception, see Error
Responses (p. 163).

2. After the job completes, download the bytes.

You can download all bytes or specify a byte range to download only a portion of the job output.
For larger output, downloading the output in chunks helps in the event of a download failure, such
as a network failure. If you get job output in a single request and there is a network failure, you
have to restart downloading the output from the beginning. However, if you download the output in
chunks, in the event of any failure, you need only restart the download of the smaller portion and
not the entire output.

Amazon Glacier must complete a job before you can get its output. After completion, a job will not
expire for at least 24 hours after completion, which means you can download the output within the 24-
hour period after the job is completed. To determine if your job is complete, check its status by using
one of the following options:

« Wait for a job completion notification — You can specify an Amazon Simple Notification Service
(Amazon SNS) topic to which Amazon Glacier can post a notification after the job is completed.
Amazon Glacier sends notification only after it completes the job.

You can specify an Amazon SNS topic for a job when you initiate the job. In addition to specifying
an Amazon SNS topic in your job request, if your vault has notifications configuration set for archive
retrieval events, then Amazon Glacier also publishes a notification to that SNS topic. For more
information, see Configuring Vault Notifications in Amazon Glacier (p. 47).

¢ Request job information explicitly — You can also use the Amazon Glacier describe job
operation (Describe Job (GET JobID) (p. 236)) to periodically poll for job information. However, we
recommend using Amazon SNS notifications.
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Note
The information you get by using SNS notification is the same as what you get by calling
Describe Job.

Archive Retrieval Options

You can specify one of the following when initiating a job to retrieve an archive based on your access
time and cost requirements. For information about retrieval pricing, see the Amazon Glacier Pricing.

¢ Expedited — Expedited retrievals allow you to quickly access your data when occasional urgent
requests for a subset of archives are required. For all but the largest archives (250 MB+), data
accessed using Expedited retrievals are typically made available within 1-5 minutes. There are two
types of Expedited retrievals: On-Demand and Provisioned. On-Demand requests are similar to EC2
On-Demand instances and are available most of the time. Provisioned requests are guaranteed to
be available when you need them. For more information, see Provisioned Capacity (p. 81).

¢ Standard — Standard retrievals allow you to access any of your archives within several hours.
Standard retrievals typically complete within 3-5 hours. This is the default option for retrieval
requests that do not specify the retrieval option.

¢ Bulk — Bulk retrievals are Amazon Glacier’s lowest-cost retrieval option, which you can use to
retrieve large amounts, even petabytes, of data inexpensively in a day. Bulk retrievals typically
complete within 5-12 hours.

To make an Expedited, Standard, or Bulk retrieval, set the Ti er parameter in the Initiate Job (POST
jobs) (p. 249) REST API request to the option you want, or the equivalent in the AWS CLI or AWS
SDKs. You don't need to designate whether an expedited retrieval is On-Demand or Provisioned. If you
have purchased provisioned capacity, then all expedited retrievals are automatically served through
your provisioned capacity.

Provisioned Capacity

Provisioned capacity guarantees that your retrieval capacity for expedited retrievals is available when
you need it. Each unit of capacity ensures that at least three expedited retrievals can be performed
every five minutes and provides up to 150 MB/s of retrieval throughput.

You should purchase provisioned retrieval capacity if your workload requires highly reliable and
predictable access to a subset of your data in minutes. Without provisioned capacity Expedited
retrievals are accepted, except for rare situations of unusually high demand. However, if you require
access to Expedited retrievals under all circumstances, you must purchase provisioned retrieval
capacity. You can purchase provisioned capacity by using the Amazon Glacier console, the Purchase
Provisioned Capacity (POST provisioned-capacity) (p. 271) REST API, the AWS SDKs, or the AWS
CLI. For provisioned capacity pricing information, see Amazon Glacier Pricing.

Ranged Archive Retrievals

When you retrieve an archive from Amazon Glacier, you can optionally specify a range, or portion, of
the archive to retrieve. The default is to retrieve the whole archive. Specifying a range of bytes can be
helpful when you want to do the following:

¢ Manage your data downloads — Amazon Glacier allows retrieved data to be downloaded for 24
hours after the retrieval request completes. Therefore, you might want to retrieve only portions of the
archive so that you can manage the schedule of downloads within the given download window.

* Retrieve atargeted part of a large archive — For example, suppose you have previously
aggregated many files and uploaded them as a single archive, and now you want to retrieve a few of
the files. In this case, you can specify a range of the archive that contains the files you are interested
in by using one retrieval request. Or, you can initiate multiple retrieval requests, each with a range for
one or more files.
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When initiating a retrieval job using range retrievals, you must provide a range that is megabyte
aligned. In other words, the byte range can start at zero (the beginning of your archive), or at any 1 MB
interval thereafter (1 MB, 2 MB, 3 MB, and so on).

The end of the range can either be the end of your archive or any 1 MB interval greater than the
beginning of your range. Furthermore, if you want to get checksum values when you download the data
(after the retrieval job completes), the range you request in the job initiation must also be tree-hash
aligned. Checksums are a way you can ensure that your data was not corrupted during transmission.
For more information about megabyte alignment and tree-hash alignment, see Receiving Checksums
When Downloading Data (p. 162).

Downloading an Archive in Amazon Glacier Using
the AWS SDK for Java

Both the high-level and low-level APIs (p. 112) provided by the AWS SDK for Java provide a method
to download an archive.

Topics
¢ Downloading an Archive Using the High-Level API of the AWS SDK for Java (p. 82)
¢ Downloading an Archive Using the Low-Level API of the AWS SDK for Java (p. 83)

Downloading an Archive Using the High-Level API of the AWS
SDK for Java

The Ar chi veTr ansf er Manager class of the high-level API provides the downl oad method you can
use to download an archive.

Important

The Ar chi veTr ansf er Manager class creates an Amazon Simple Notification Service
(Amazon SNS) topic, and an Amazon Simple Queue Service (Amazon SQS) queue that
is subscribed to that topic. It then initiates the archive retrieval job and polls the queue for
the archive to be available. This polling takes about 4 hours. Once the archive is available,
download will begin.

Example: Downloading an Archive Using the High-Level API of the AWS SDK
for Java

The following Java code example downloads an archive from a vault (exanpl evaul t) in the US West
(Oregon) region (us- west - 2).

For step-by-step instructions to run this sample, see Running Java Examples for Amazon Glacier
Using Eclipse (p. 115). You need to update the code as shown with an existing archive ID and the
local file path where you want to save the downloaded archive.

inmport java.io.File;
import java.io.l|OException;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;

i mport com anmzonaws. servi ces. gl aci er. Amazond aci erd i ent;

i mport com amazonaws. servi ces. gl aci er. transfer. Archi veTransf er Manager ;
i mport com anmzonaws. servi ces. sns. AnazonSNSC i ent ;

i mport com amazonaws. servi ces. sqs. AnazonSQSCl i ent ;

public class Archi veDownl oadH ghLevel {
public static String vaultName = "exanpl evaul t";
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public static String archiveld = "*** provide archive |D ***";
public static String downl oadFilePath = "*** provide |location to
downl oad archive ***";

public static Amazond acierCient glacierdient;
public static ArmazonSQ@Sd i ent sqgsdient;
public static ArmazonSNSO i ent snsdient;

public static void main(String[] args) throws | CException {

Profil eCredenti al sProvi der credentials = new
Profil eCredenti al sProvider();

glacierCient = new Amazond aci erC ient(credential s);

sqsd ient = new AnmazonSQSC i ent (credenti al s);

snsd ient = new AnmazonSNSC i ent (credenti al s);

gl aci erCl i ent. set Endpoi nt ("gl aci er. us-west - 2. amazonaws. cont') ;
sqsC i ent. set Endpoi nt ("sqs. us-west - 2. amazonaws. cont') ;

snsC i ent. set Endpoi nt ("sns. us-west - 2. amazonaws. cont') ;

try {
Archi veTransf er Manager atm = new

Archi veTransf er Manager (gl acierdient, sqsCient, snsCient);

at m downl oad(vaul t Nane, archiveld, new Fil e(downl oadFil ePath));
Systemout. println("Downl oaded file to " + downl oadFil ePat h);

} catch (Exception e)
{

}

Systemerr.println(e);

Downloading an Archive Using the Low-Level API of the AWS
SDK for Java

The following are the steps to retrieve a vault inventory using the AWS SDK for Java low-level API.
1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region from where you want to download the archive. All operations
you perform using this client apply to that region.

2. Initiate an ar chi ve-retri eval job by executing thei niti at eJob method.

You provide job information, such as the archive ID of the archive you want to download and the
optional Amazon SNS topic to which you want Amazon Glacier to post a job completion message,
by creating an instance of the I ni ti at eJobRequest class. Amazon Glacier returns a job ID in
response. The response is available in an instance of the | ni ti at eJobResul t class.

JobPar anet ers j obParaneters = new JobPar anet ers()
.wi thArchiveld("*** provide an archive id ***")
.withDescription("archive retrieval")
.wi thRetrieval Byt eRange("*** provide a retrieval range***") // optional
.wi thType("archive-retrieval");
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InitiateJobResult initiateJobResult = client.initiateJob(new
InitiateJobRequest ()
.wi t hJobPar anet er s(j obPar anet er s)
.wi t hVaul t Nane(vaul t Name) ) ;

String jobld = initiateJobResult.getJobld();

You can optionally specify a byte range to request Amazon Glacier to prepare only a portion of the
archive. For example, you can update the preceding request by adding the following statement to
request Amazon Glacier to prepare only the 1 MB to 2 MB portion of the archive.

int ONE_MEG = 1048576;
String retrieval ByteRange = String. format ("%-%", ONE_MEG 2*ONE_MEG -1);

JobPar aneters j obParaneters = new JobPar anet ers()
.wi thType("archive-retrieval")
.wi t hArchi vel d(archi vel d)
.wi thRetrieval Byt eRange(retrieval Byt eRange)
. Wi t hSNSTopi c(snsTopi CARN) ;

InitiateJobResult initiateJobResult = client.initiateJob(new
InitiateJobRequest ()
.wi t hJobPar anet er s(j obPar anet er s)
.wi t hVaul t Nane(vaul t Name) ) ;

String jobld = initiateJobResult.getJobld();

. Wait for the job to complete.

Most Amazon Glacier jobs take about four hours to complete. You must wait until the job output is
ready for you to download. If you have either set a notification configuration on the vault identifying
an Amazon Simple Notification Service (Amazon SNS) topic or specified an Amazon SNS topic

when you initiated a job, Amazon Glacier sends a message to that topic after it completes the job.

You can also poll Amazon Glacier by calling the descr i beJob method to determine the job
completion status. Although, using an Amazon SNS topic for notification is the recommended
approach.

. Download the job output (archive data) by executing the get JobQut put method.
You provide the request information such as the job ID and vault name by creating an instance

of the Get JobCQut put Request class. The output that Amazon Glacier returns is available in the
Get JobQut put Resul t object.

Get JobQut put Request j obQut put Request = new Get JobQut put Request ()
.wi thJobld("*** provide a job ID ***")
.wi thVaul t Name("*** provide a vault name ****");
Get JobQut put Resul t j obQut put Result = client. getJobQut put (j obQut put Request);

/1 jobCutput Result.getBody() // Provides the input stream

The preceding code snippet downloads the entire job output. You can optionally retrieve only a
portion of the output, or download the entire output in smaller chunks by specifying the byte range in
your Get JobQut put Request .

Get JobQut put Request j obQut put Request = new Get JobQut put Request ()
.withJobld("*** provide a job ID ***")
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. W t hRange(" byt es=0- 1048575") /1 Downl oad only the first 1 MB of
the out put.
.Withvaul t Name("*** provide a vault name ****");

In response to your Get JobQut put call, Amazon Glacier returns the checksum of the portion
of the data you downloaded, if certain conditions are met. For more information, see Receiving
Checksums When Downloading Data (p. 162).

To verify there are no errors in the download, you can then compute the checksum on the client-side
and compare it with the checksum Amazon Glacier sent in the response.

For an archive retrieval job with the optional range specified, when you get the job description, it
includes the checksum of the range you are retrieving (SHA256TreeHash). You can use this value
to further verify the accuracy of the entire byte range that you later download. For example, if you
initiate a job to retrieve a tree-hash aligned archive range and then download output in chunks such
that each of your Get JobQut put requests return a checksum, then you can compute checksum of
each portion you download on the client-side and then compute the tree hash. You can compare it
with the checksum Amazon Glacier returns in response to your describe job request to verify that
the entire byte range you have downloaded is the same as the byte range that is stored in Amazon
Glacier.

For a working example, see Example 2: Retrieving an Archive Using the Low-Level API of the AWS
SDK for Java—Download Output in Chunks (p. 90).

Example 1: Retrieving an Archive Using the Low-Level API of the AWS SDK
for Java

The following Java code example downloads an archive from the specified vault. After the job
completes, the example downloads the entire output in a single get JobQut put call. For an example
of downloading output in chunks, see Example 2: Retrieving an Archive Using the Low-Level API of the
AWS SDK for Java—Download Output in Chunks (p. 90).

Caution
Note that it takes about four hours for most jobs to complete.

The example performs the following tasks:

Creates an Amazon Simple Notification Service (Amazon SNS) topic.

Amazon Glacier sends a notification to this topic after it completes the job.
Creates an Amazon Simple Queue Service (Amazon SQS) queue.

The example attaches a policy to the queue to enable the Amazon SNS topic to post messages to
the queue.

Initiates a job to download the specified archive.

In the job request, the Amazon SNS topic that was created is specified so that Amazon Glacier can
publish a natification to the topic after it completes the job.

Periodically checks the Amazon SQS queue for a message that contains the job ID.

If there is a message, parse the JSON and check if the job completed successfully. If it did,
download the archive.

Cleans up by deleting the Amazon SNS topic and the Amazon SQS queue that it created.

i mport java.io.Bufferedl nput Stream
import java.io. BufferedQutput Stream
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i mport java.io.BufferedReader;
import java.io.BufferedWiter;
import java.io.FileCQutputStream
import java.io.FileWiter;

import java.io.l|OException;
import java.io.lnputStream

i mport java.io.lnputStreanReader;
import java.io.QutputStream

i mport java.util.HashMap;
import java.util.List;
import java.util.Map;

i mport org.codehaus. j ackson. JsonFactory;

i mport org.codehaus. j ackson. JsonNode;

i mport org.codehaus. j ackson. JsonPar seExcepti on;
i mport org.codehaus. jackson. JsonPar ser;

i mport org.codehaus. jackson. map. Qbj ect Mapper ;

—

i mport com anazonaws. Amazond i ent Excepti on;

i mport com amazonaws. aut h. policy. Policy;

i mport com anmzonaws. aut h. pol i cy. Princi pal ;

i mport com amazonaws. aut h. pol i cy. Resour ce;

i mport com amazonaws. aut h. pol i cy. St at enent;

i mport com amazonaws. aut h. pol i cy. Statenent. Ef fect;

i mport com amazonaws. aut h. pol i cy. acti ons. SQSActi ons;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;

i mport com anmzonaws. servi ces. gl aci er. Amazond aci erd i ent;

i mport com amazonaws. servi ces. gl aci er. nodel . Get JobQut put Request ;
i mport com amazonaws. servi ces. gl aci er. nodel . Get JobQut put Resul t;

i mport com amazonaws. servi ces. gl aci er. nodel . I ni ti at eJobRequest;

i mport com anmzonaws. servi ces. gl acier. nodel . I nitiateJobResult;

i mport com anmzonaws. servi ces. gl aci er. nodel . JobPar anet er s;

i mport com anmzonaws. servi ces. sns. AnazonSNSC i ent ;

i mport com amazonaws. servi ces. sns. nodel . Cr eat eTopi cRequest ;

i mport com anmzonaws. servi ces. sns. nodel . Creat eTopi cResul t;

i mport com amazonaws. servi ces. sns. nodel . Del et eTopi cRequest ;

i mport com anazonaws. servi ces. sns. nodel . Subscri beRequest ;

i mport com anmazonaws. servi ces. sns. nodel . Subscri beResul t;

i mport com anmzonaws. servi ces. sns. nodel . Unsubscri beRequest ;

i mport com anmzonaws. servi ces. sgs. AnazonSQSC i ent ;

i mport com amazonaws. servi ces. sgs. nodel . Cr eat eQueueRequest ;

i mport com anmzonaws. servi ces. sgs. nodel . Cr eat eQueueResul t;

i mport com amazonaws. servi ces. sqs. nodel . Del et eQueueRequest ;

i mport com amazonaws. servi ces. sgs. nodel . Get QueueAttri but esRequest;
i mport com anmzonaws. servi ces. sgs. nodel . Get QueueAttri butesResul t;
i mport com amazonaws. servi ces. sqgs. nodel . Message;

i mport com amazonaws. servi ces. sgs. nodel . Recei veMessageRequest ;

i mport com amazonaws. servi ces. sgs. nodel . Set QueueAttri but esRequest ;

public class Amazond aci er Downl oadAr chi veW t hSQSPol | i ng {

public static String archiveld = "*** provide archive | D ****";
public static String vaultNane = "*** provide vault name ***";
public static String snsTopicNane = "*** provide topic nane ***";
public static String sqsQueueNane = "*** provi de queue nane ***";
public static String sqsQeueARN;

public static String sqsQueueURL;

public static String snsTopi CARN;
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public static String snsSubscripti onARN,

public static String fileNane = "*** provide file nane ***";
public static String region = "*** region ***";

public static |long sleepTinme = 600;

public static Amazond acierdient client;

public static ArmazonSQ@Sd i ent sqgsdient;

public static ArmazonSNSO i ent snsdient;

public static void main(String[] args) throws | CException {

Profil eCredenti al sProvi der credentials = new
Profil eCredenti al sProvider();

client = new Amazond aci erC ient(credentials);
client.setEndpoint("https://glacier." + region +
sqsd ient = new AnmazonSQSC i ent (credenti al s);
sqsd i ent.setEndpoint("https://sqgs." + region +
snsd ient = new AnmazonSNSC i ent (credenti al s);
snsC i ent.setEndpoint("https://sns." + region +

. amazonaws. cont') ;

. amazonaws. cont') ;

. amazonaws. cont') ;

try {
set upSQS() ;

set UpSNS() ;

String jobld = initiateJobRequest();
Systemout.printin("Jobid =" + jobld);

Bool ean success = wait For JobToConpl et e(j obl d, sqsQueueURL);
if (!success) { throw new Exception("Job did not conplete
successfully."); }

downl oadJobQut put (j obl d);

cl eanUp();

} catch (Exception e) {
Systemerr.println("Archive retrieval failed.");
Systemerr.println(e);

}

private static void setupSQS() {
Creat eQueueRequest request = new Creat eQueueRequest ()
.wi t hQueueNane(sgsQueueNane) ;
Creat eQueueResult result = sqgsdient. createQueue(request);
sqsQueueURL = result.get Queuelrl ();

Get QueueAttri but esRequest gRequest = new Get QueueAttri but esRequest ()
.wi t hQueueUr | (sqgsQueueURL)
.wi thAttributeNanes(" QueueArn");

Get QueueAttri butesResult gResult =
sqsC i ent. get QueueAttri but es(qRequest);
sqsQueueARN = gResult.get Attributes().get (" QeueArn");

Pol icy sqgsPolicy =
new Policy().w thStatenments(
new St at ement (Ef fect. Al l ow)
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.W thPrincipal s(Principal.AlUsers)
.wi t hActi ons( SQSAct i ons. SendMessage)
. W t hResour ces(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes. put("Policy", sqsPolicy.tolson());
sqsC i ent. set QueueAttri butes(new
Set QueueAttri but esRequest (sqsQueueURL, queueAttributes));

}
private static void setupSNS() ({

Cr eat eTopi cRequest request = new Creat eTopi cRequest ()

.wi t hNane(snsTopi cNane) ;
CreateTopi cResult result = snsCient.createTopic(request);
snsTopi cARN = result. get Topi cArn();

Subscri beRequest request2 = new Subscri beRequest ()
. W thTopi cArn(snsTopi cARN)
. W t hEndpoi nt (sqsQueueARN)
.wi t hProtocol ("sqs");
Subscri beResult result2 = snsCient.subscribe(request?2);

snsSubscri pti onARN = result 2. get Subscri ptionArn();
}

private static String initiateJobRequest() {

JobPar anet ers j obPar aneters = new JobParanet ers()
.wi thType("archive-retrieval")
. W t hArchi vel d(archi vel d)
. W t hSNSTopi c(snsTopi cARN) ;

InitiateJobRequest request = new |nitiateJobRequest ()
.wi t hVaul t Nane( vaul t Nane)
.wi t hJobPar anet er s(j obPar anet ers) ;

InitiateJobResult response = client.initiateJob(request);

return response. getJobld();

}

private static Bool ean wait ForJobToConpl ete(String jobld, String
sqsQueuelrl) throws InterruptedException, JsonParseException, | OException {

Bool ean messageFound = fal se;
Bool ean j obSuccessful = fal se;
Obj ect Mapper nmapper = new Cbj ect Mapper ();
JsonFactory factory = nmapper. getJsonFactory();
whil e (! nmessageFound) ({
Li st <Message> nsgs = sqsCient.recei veMessage(
new
Recei veMessageRequest (sqsQueueUr | ) . wi t hMaxNunber Of Messages(10) ). get Messages() ;

if (nsgs.size() > 0) {
for (Message m: nsgs) {
JsonParser jpMessage =
factory. createJsonParser (m get Body());
JsonNode j obMessageNode = napper.readTree(j pMessage);
String j obMessage =
j obMessageNode. get (" Message") . get Text Val ue() ;
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JsonParser jpDesc = factory. createJsonParser (j obMessage);
JsonNode jobDescNode = napper.readTree(jpDesc);
String retrievedJobld =
j obDescNode. get (" Jobl d"). get Text Val ue();
String statusCode =
j obDescNode. get (" St at usCode") . get Text Val ue() ;
if (retrievedJdobld. equal s(jobld)) {
nessageFound = true;
if (statusCode. equal s("Succeeded")) {
j obSuccessful = true;
}

}

} else {
Thr ead. sl eep(sl eepTime * 1000);
}

}

return (messageFound && jobSuccessful);

}

private static void downl oadJobQutput (String jobld) throws | OException {

Get JobQut put Request get JobQut put Request = new Get JobQut put Request ()
.wi t hVaul t Nane( vaul t Nane)
.wi thJobl d(j obl d);
Get JobQut put Resul t get JobQut put Result =
client.getJobQut put (get JobQut put Request);

I nput Stream i nput = new
Buf f er edl nput St r ean( get JobQut put Resul t. get Body());
Qut put Stream out put = nul | ;
try {
out put = new Buf f er edQut put St r ean( new
Fil eQut put Strean(fil eNane));

byte[] buffer = new byte[ 1024 * 1024];

int bytesRead
do {
byt esRead = input.read(buffer);
if (bytesRead <= 0) break;
output.wite(buffer, 0, bytesRead);
} while (bytesRead > 0);
} catch (I OCException e) {
t hrow new AmazonC i ent Excepti on("Unabl e to save archive", e);
} finally {
try {input.close();} catch (Exception e) {}
try {output.close();} catch (Exception e) {}

0;

}

Systemout.println("Retrieved archive to " + fil eNane);

}

private static void cleanUp() {
snsd i ent. unsubscri be(new Unsubscri beRequest (snsSubscri pti onARN));
snsd i ent. del et eTopi c(new Del et eTopi cRequest (snsTopi cARN) ) ;
sqsC i ent . del et eQueue( new Del et eQueueRequest (sqsQueueURL)) ;
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}

Example 2: Retrieving an Archive Using the Low-Level API of the AWS SDK
for Java—Download Output in Chunks

The following Java code example retrieves an archive from Amazon Glacier. The code example
downloads the job output in chunks by specifying byte range in a Get JobQut put Request object.

i mport java.io.Bufferedl nput Stream
i mport java.io.ByteArrayl nput Stream
import java.io.FileCQutputStream
import java.io.l|OException;

i mport java.util.HashMap;

import java.util.List;

import java.util.Map;

import comfasterxnl.jackson. core. JsonFactory;

import comfasterxnl.jackson. core.JsonParseException;
import comfasterxnl.jackson. core. JsonParser;

i mport comfasterxnl.jackson. dat abi nd. JsonNode;

i mport com fasterxmn .jackson. dat abi nd. Obj ect Mapper ;

i mport com amazonaws. aut h. policy. Poli cy;

i mport com anazonaws. aut h. pol i cy. Princi pal ;

i mport com amazonaws. aut h. pol i cy. Resour ce;

i mport com amazonaws. aut h. pol i cy. St at enent;

i mport com amazonaws. aut h. pol i cy. Statenent. Ef fect;

i mport com amazonaws. aut h. pol i cy. acti ons. SQSActi ons;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;

i mport com anmzonaws. servi ces. gl aci er. Amazond aci erd i ent;

i mport com anazonaws. servi ces. gl aci er. TreeHashGener at or;

i mport com amazonaws. servi ces. gl aci er. nodel . Get JobQut put Request ;
i mport com amazonaws. servi ces. gl aci er. nodel . Get JobQut put Resul t;

i mport com amazonaws. servi ces. gl aci er. nodel . I ni ti at eJobRequest;

i mport com anmzonaws. servi ces. gl aci er. nodel . I nitiateJobResult;

i mport com anmzonaws. servi ces. gl aci er. nodel . JobPar anet er s;

i mport com anmzonaws. servi ces. sns. AmazonSNSCl i ent ;

i mport com amazonaws. servi ces. sns. nodel . Cr eat eTopi cRequest ;

i mport com anmzonaws. servi ces. sns. nodel . Cr eat eTopi cResul t;

i mport com amazonaws. servi ces. sns. nodel . Del et eTopi cRequest ;

i mport com anmazonaws. servi ces. sns. nodel . Subscri beRequest ;

i mport com anazonaws. servi ces. sns. nodel . Subscri beResul t;

i mport com anmzonaws. servi ces. sns. nodel . Unsubscri beRequest ;

i mport com anmzonaws. servi ces. sgs. AnazonSQSC i ent ;

i mport com amazonaws. servi ces. sgs. nodel . Cr eat eQueueRequest ;

i mport com anmzonaws. servi ces. sgs. nodel . Cr eat eQueueResul t;

i mport com amazonaws. servi ces. sqs. nodel . Del et eQueueRequest ;

i mport com amazonaws. servi ces. sgs. nodel . Get QueueAttri but esRequest;
i mport com anmzonaws. servi ces. sgs. nodel . Get QueueAttri butesResul t;
i mport com amazonaws. servi ces. sgs. nodel . Message;

i mport com amazonaws. servi ces. sgs. nodel . Recei veMessageRequest ;

i mport com amazonaws. servi ces. sgs. nodel . Set QueueAttri but esRequest;

public class Archi veDownl oadLowiLevel Wt hRange {

public static String vaultNane = "*** provide vault name ***";
public static String archiveld = "*** provide archive id ***";
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public static String snsTopi cNane = "gl aci er-tenp-sns-topic";

public static String sgsQueueNane = "gl aci er -t enp-sqgs- queue";

public static | ong downl oadChunkSi ze = 4194304; // 4 MB

public static String sqsQeueARN;

public static String sqsQueueURL;

public static String snsTopi CARN;

public static String snsSubscripti onARN,

public static String fileNane = "*** provide file nane to save archive to
* ok kM.

public static String region = "*** region ***";

public static long sleepTinme = 600;

public static Amazond acierdient client;

public static ArmazonSQ@Sd i ent sqgsdient;

public static ArmazonSNSO i ent snsdient;

public static void main(String[] args) throws | CException {

Profil eCredenti al sProvi der credentials =
Profil eCredenti al sProvider();

new

client = new Amazond acierd ient(credentials);
client.setEndpoint("https://glacier." + region +
sqsd ient = new AnmazonSQSC i ent (credenti al s);
sqsC i ent.set Endpoint("https://sqgs." + region +
snsCd ient = new AnmazonSNSC i ent (credenti al s);
snsC i ent.setEndpoint("https://sns." + region +

. amazonaws. cont') ;

. amazonaws. cont') ;

. amazonaws. cont') ;

try {
set upSQS() ;

set UpSNS() ;

String jobld = initiateJobRequest();
Systemout.println("Jobid =" + jobld);

I ong archiveSi zel nBytes =
sqsQueueURL) ;

if (archiveSizel nBytes==-1) { throw new Exception("Job did not
conpl ete successfully."); }

wai t For JobToConpl et e(j obl d,

downl oadJobQut put (j obl d, archiveSi zel nByt es);

cl eanUp();

} catch (Exception e) {
Systemerr.println("Archive retrieval
Systemerr.println(e);

failed.");

}

private static void setupSQS() {
Creat eQueueRequest request = new Creat eQueueRequest ()
.wi t hQueueNane(sgsQueueNane) ;
Creat eQueueResult result = sqgsCdient. createQueue(request);
sqsQueueURL = result.get Queuelrl ();

Get QueueAttri but esRequest gRequest =
.wi t hQueueUr | (sqsQueueURL)

new Get QueueAttri but esRequest ()
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.W thAttri but eNames(" QueueArn");

Get QueueAttri butesResult gResult =
sqsC i ent. get QueueAttri but es(qRequest);
sqsQueueARN = gResult.get Attri butes().get("QeueArn");

Policy sqgsPolicy =
new Policy().wthStatenments(
new St at ement (Ef fect. Al |l ow)
.W thPrincipal s(Principal.AlUsers)
.wi t hActi ons( SQSAct i ons. SendMessage)
. W t hResour ces(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes. put("Policy", sqsPolicy.todson());
sqsC i ent. set QueueAttri butes(new
Set QueueAttri but esRequest (sqsQueueURL, queueAttributes));

}
private static void setupSNS() ({

Cr eat eTopi cRequest request = new Creat eTopi cRequest ()

.wi t hNane(snsTopi cNane) ;
CreateTopi cResult result = snsCient.createTopic(request);
snsTopi cARN = result. get Topi cArn();

Subscri beRequest request2 = new Subscri beRequest ()
. W thTopi cArn(snsTopi cARN)
. W t hEndpoi nt (sqsQueueARN)
.wi t hProtocol ("sqs");
Subscri beResult result2 = snsCient.subscribe(request?2);

snsSubscri pti onARN = result 2. get Subscri ptionArn();
}

private static String initiateJobRequest() {

JobPar anet ers j obPar aneters = new JobParanet ers()
.wi thType("archive-retrieval")
. W t hArchi vel d(ar chi vel d)
. W t hSNSTopi c(snsTopi cARN) ;

InitiateJobRequest request = new |nitiateJobRequest ()
.wi t hVaul t Nane( vaul t Nane)
.wi t hJobPar anet er s(j obPar anet ers) ;

InitiateJobResult response = client.initiateJob(request);

return response. getJobld();

}

private static |ong waitForJobToConplete(String jobld, String
sqsQueuelrl) throws InterruptedException, JsonParseException, | OException {

Bool ean messageFound = fal se;

Bool ean j obSuccessful = fal se;

I ong archiveSi zel nBytes = -1,

Obj ect Mapper napper = new Cbj ect Mapper ();
JsonFactory factory mapper . get Factory();

whil e (! nmessageFound) ({
Li st <Message> nsgs = sqsCient.recei veMessage(
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new
Recei veMessageRequest (sqsQueueUr | ). wi t hMaxNunber Of Messages(10) ). get Messages() ;

if (nsgs.size() > 0) {
for (Message m: nsgs) {
JsonParser jpMessage =
factory. createJsonParser (m get Body());
JsonNode j obMessageNode = napper.readTree(j pMessage);
String j obMessage =
j obMessageNode. get (" Message") . t ext Val ue() ;

JsonParser jpDesc = factory. createJsonParser (j obMessage);
JsonNode jobDescNode = napper.readTree(jpDesc);
String retrievedJobld =
j obDescNode. get ("Jobl d") . text Val ue();
String statusCode =
j obDescNode. get (" St at usCode") . t ext Val ue() ;
archiveSi zel nBytes =
j obDescNode. get (" Archi veSi zel nByt es") . | ongVal ue();
if (retrievedJdobld. equal s(jobld)) {
nessageFound = true;
if (statusCode. equal s("Succeeded")) {
j obSuccessful = true;
}

}

} else {
Thr ead. sl eep( sl eepTi me * 1000);
}

}

return (messageFound && jobSuccessful) ? archiveSizelnBytes : -1;

}

private static void downl oadJobQutput(String jobld, |ong
archi veSi zel nBytes) throws | OException {

if (archiveSizelnBytes < 0) {
Systemerr.println("Nothing to download.");
return;

}

Systemout.println("archiveSi zel nBytes: " + archiveSi zel nBytes);
Fi | eQut put Stream fstream = new Fi | eCut put Strean(fil eNane);
Il ong startRange = 0;
I ong endRange = (downl oadChunkSi ze > archiveSi zel nBytes) ?
archi veSi zel nBytes -1 : downl oadChunkSi ze - 1;

do {

Get JobQut put Request get JobQut put Request = new
CGet JobQut put Request ()
.wi t hVaul t Nane( vaul t Nane)
.w thRange("bytes=" + startRange + "-" + endRange)
.wi thJobl d(j obld);
Get JobQut put Resul t get JobQut put Result =
client.getJobQut put (get JobQut put Request);
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Buf f eredl nput Streamis = new
Buf f er edl nput St r ean( get JobQut put Resul t. get Body());
byte[] buffer = new byte[(int)(endRange - startRange + 1)];

System out . println("Checksumreceived: " +
get JobQut put Resul t. get Checksum());

Systemout. println("Content range " +
get JobQut put Resul t. get Cont ent Range() ) ;

int total Read = 0;
while (total Read < buffer.length) {
int bytesRemaining = buffer.length - total Read;
int read = is.read(buffer, total Read, bytesRenai ning);
if (read > 0) {
total Read = total Read + read;

} else {
br eak;
}

}

Systemout. println("Cal cul ated checksum " +

TreeHashCener at or . cal cul at eTr eeHash(new Byt eArrayl nput St ream(buffer)));
Systemout.printin("read = " + total Read);
fstreamwite(buffer);

start Range = startRange + (long)total Read;
endRange = ((endRange + downl oadChunkSi ze) >
archi veSi zel nBytes) ? archiveSi zel nBytes : (endRange + downl oadChunksSi ze) ;
is.close();
} while (endRange <= archiveSi zel nBytes && startRange <
archi veSi zel nByt es) ;

fstreamcl ose();
Systemout.printin("Retrieved file to " + fileNange);

}

private static void cleanUp() {
snsd i ent. unsubscri be(new Unsubscri beRequest (snsSubscri pti onARN));
snsd i ent. del et eTopi c(new Del et eTopi cRequest (snsTopi cARN) ) ;
sqsC i ent . del et eQueue( new Del et eQueueRequest (sqsQueueURL) ) ;

Downloading an Archive in Amazon Glacier Using
the AWS SDK for .NET

Both the high-level and low-level APIs (p. 112) provided by the AWS SDK for .NET provide a method
to download an archive.
Topics

* Downloading an Archive Using the High-Level API of the AWS SDK for .NET (p. 95)

¢ Downloading an Archive Using the Low-Level API of the AWS SDK for .NET (p. 96)
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Downloading an Archive Using the High-Level API of the AWS
SDK for .NET

The Ar chi veTr ansf er Manager class of the high-level API provides the Downl oad method you can
use to download an archive.

Important

The Ar chi veTr ansf er Manager class creates an Amazon Simple Notification Service
(Amazon SNS) topic, and an Amazon Simple Queue Service (Amazon SQS) queue that
is subscribed to that topic. It then initiates the archive retrieval job and polls the queue for
the archive to be available. This polling takes about 4 hours. Once the archive is available,
download will begin.

Example: Downloading an Archive Using the High-Level API of the AWS SDK
for NET

The following C# code example downloads an archive from a vault (exanpl evaul t) in the US West
(Oregon) Region.

For step-by-step instructions on how to run this example, see Running Code Examples (p. 117). You
need to update the code as shown with an existing archive ID and the local file path where you want to
save the downloaded archive.

using System

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Transfer;
usi ng Amazon. Runti ne;

nanmespace gl aci er. amazon. com docsanpl es

{
cl ass Archi veDownl oadHi ghLevel
{
static string vault Nanme = "exanpl evaul t";
static string archiveld = "*** Provide archive ID ***";

static string downl oadFi | ePat h
where to store the downl oad ***";

"*** Provide the file nane and path to

public static void Main(string[] args)

{
try

{
var nmnager = new
Ar chi veTr ansf er Manager ( Amazon. Regi onEndpoi nt . USWst 2) ;

var options = new Downl oadOpti ons();
opti ons. Streaniransf er Progress += Archi veDownl oadH ghLevel . progress;
/1 Downl oad an archive.
Consol e. WiteLine("Intiating the archive retrieval job and then
pol Iing SQS queue for the archive to be available.");
Consol e. WiteLine("This polling takes about 4 hours. Once the archive
is avail abl e, downl oading will begin.");
manager . Downl oad(vaul t Name, archiveld, downl oadFil ePath, options);
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e.Message); }
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Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;
}

static int currentPercentage = -1;
static void progress(object sender, StreanilransferProgressArgs args)
{
if (args. PercentDone != currentPercentage)
{
current Percentage = args. Percent Done;
Consol e. Wi t eLi ne(" Downl oaded {0}% , args. PercentDone);
}
}
}
}

Downloading an Archive Using the Low-Level API of the AWS
SDK for .NET

The following are the steps for downloading an Amazon Glacier archive using the low-level API of the
AWS SDK for .NET.

1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region from where you want to download the archive. All operations
you perform using this client apply to that region.

2. Initiate an ar chi ve-retri eval job by executing the I ni ti at eJob method.

You provide job information, such as the archive ID of the archive you want to download and the
optional Amazon SNS topic to which you want Amazon Glacier to post a job completion message,
by creating an instance of the | ni ti at eJobRequest class. Amazon Glacier returns a job ID in
response. The response is available in an instance of the | ni t i at eJobResponse class.

Amazond acierClient client;
client = new Amazond aci er d i ent (Amazon. Regi onEndpoi nt . USVést 2) ;

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

Vaul t Name = vaul t Name,
JobPar anmet ers = new JobPar anet er s()

{

Type = "archive-retrieval",

Archiveld = "*** Provide archive id ***",

SNSTopic = "*** Provide Amazon SNS topic ARN ***",
}

}s

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobld = initJobResponse. Jobl d;

You can optionally specify a byte range to request Amazon Glacier to prepare only a portion of the
archive as shown in the following request. The request specifies Amazon Glacier to prepare only the
1 MB to 2 MB portion of the archive.

Amazond acierClient client;
client = new Amazond aci er d i ent (Amazon. Regi onEndpoi nt . USVést 2) ;
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InitiateJobRequest initJobRequest = new I nitiateJobRequest ()

{

Vaul t Nane = vaul t Nane,
JobPar aneters = new JobPar anet er s()

{

Type = "archive-retrieval ",

Archiveld = "*** Provide archive id ***",

SNSTopic = "*** Provide Amazon SNS topic ARN ***" |
}

s

/'l Specify byte range.

int ONE_MEG = 1048576;

i ni t JobRequest . JobPar anet ers. Retri eval Byt eRange = string. Fornmat ("{0}-{1}",
ONE_MEG, 2 * ONE_MEG -1);

InitiateJobResponse initJobResponse = client.Initiatedob(initJobRequest);
string jobld = initJobResponse. Jobl d;

3. Wait for the job to complete.

Most Amazon Glacier jobs take about four hours to complete. You must wait until the job output is
ready for you to download. If you have either set a natification configuration on the vault identifying
an Amazon Simple Notification Service (Amazon SNS) topic or specified an Amazon SNS topic
when you initiated a job, Amazon Glacier sends a message to that topic after it completes the job.
The code example given in the following section uses Amazon SNS for Amazon Glacier to publish a
message.

You can also poll Amazon Glacier by calling the Descr i beJob method to determine the job
completion status. Although, using an Amazon SNS topic for natification is the recommended
approach .

4. Download the job output (archive data) by executing the Get JobQut put method.
You provide the request information such as the job ID and vault name by creating an instance

of the Get JobQut put Request class. The output that Amazon Glacier returns is available in the
Get JobQut put Response object.

Get JobQut put Request get JobCQut put Request = new Get JobQut put Request ()

Jobld = jobld,
Vaul t Nanme = vaul t Nane

i

Get JobQut put Response get JobQut put Response =
client. Get JobQut put (get JobCQut put Request ) ;
using (Stream webStream = get JobQut put Response. Body)

{
using (StreamfileToSave = File. QpenWite(fil eNane))

CopyStrean(webStream fil eToSave);

The preceding code snippet downloads the entire job output. You can optionally retrieve only a
portion of the output, or download the entire output in smaller chunks by specifying the byte range in
your Get JobQut put Request .
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Get JobQut put Request get JobCQut put Request = new Get JobQut put Request ()
{
Jobld = jobld,
Vaul t Nane = vaul t Nanme
}s
get JobQut put Request . Set Range(0, 1048575); // Download only the first 1 MB
chunk of the output.

In response to your Get JobQut put call, Amazon Glacier returns the checksum of the portion
of the data you downloaded, if certain conditions are met. For more information, see Receiving
Checksums When Downloading Data (p. 162).

To verify there are no errors in the download, you can then compute the checksum on the client-side
and compare it with the checksum Amazon Glacier sent in the response.

For an archive retrieval job with the optional range specified, when you get the job description, it
includes the checksum of the range you are retrieving (SHA256TreeHash).You can use this value
to further verify the accuracy of the entire byte range that you later download. For example, if you
initiate a job to retrieve a tree-hash aligned archive range and then download output in chunks such
that each of your Get JobQut put requests return a checksum, then you can compute checksum of
each portion you download on the client-side and then compute the tree hash. You can compare it
with the checksum Amazon Glacier returns in response to your describe job request to verify that
the entire byte range you have downloaded is the same as the byte range that is stored in Amazon
Glacier.

For a working example, see Example 2: Retrieving an Archive Using the Low-Level API of the AWS
SDK for .NET—Download Output in Chunks (p. 103).

Example 1: Retrieving an Archive Using the Low-Level API of the AWS SDK
for NET

The following C# code example downloads an archive from the specified vault. After the job completes,
the example downloads the entire output in a single Get JobQut put call. For an example of
downloading output in chunks, see Example 2: Retrieving an Archive Using the Low-Level API of the
AWS SDK for .NET—Download Output in Chunks (p. 103).

Caution
Note that it takes about four hours for most jobs to complete.

The example performs the following tasks:
¢ Sets up an Amazon Simple Notification Service (Amazon SNS) topic

Amazon Glacier sends a notification to this topic after it completes the job.
» Sets up an Amazon Simple Queue Service (Amazon SQS) queue.

The example attaches a policy to the queue to enable the Amazon SNS topic to post messages.

« Initiates a job to download the specified archive.
In the job request, the example specifies the Amazon SNS topic so that Amazon Glacier can send a
message after it completes the job.

« Periodically checks the Amazon SQS queue for a message.
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If there is a message, parse the JSON and check if the job completed successfully. If it did,
download the archive. The code example uses the JISON.NET library (see JSON.NET) to parse the

JSON.

¢ Cleans up by deleting the Amazon SNS topic and the Amazon SQS queue it created.

using System

using System Col | ections. Generi c;

using System | Q

usi ng System Threadi ng;

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Model ;

usi ng Amazon. Runti ne;

usi ng Amazon. Si npl eNoti fi cati onServi ce;
usi ng Amazon. Si npl eNoti fi cati onServi ce. Model ;
usi ng Amazon. SQS;

usi ng Amazon. S@S. Mbdel ;

usi ng Newt onsoft. Json;

nanespace gl aci er. amazon. com docsanpl es

{
cl ass Archi veDownl oadLowLevel Usi ngSNSSQS

{
static string topicArn;
static string queuelrl;
static string queueArn;
static string vault Nanme
static string archivel D

"*** Provide vault nanme ***";
"*** Provide archive |ID ***":

static string fileName = "*** Provide the file name and path to where to

store downl oaded archive ***";
static AmazonSi npl eNoti ficationServi ceCient snsCient;
static AmazonSQSCl i ent sqgsdient;
const string SQ_POLICY =

s
" \"Version\" : \"2012-10-17\"," +
" \"Statenment\" : [" +
" (" +
" \"Sid\" @ \"sns-rule\"," +
" \"Effect\" : \"Allowm"," +
" \"Principal\" : \"*\" " +
" \"Action\" : \"sgs: SendMessage\"," +
" \"Resource\" : \"{QuernArn}\"," +
" \"Condition\" : {" +
" \"ArnLi ke\" : {" +
" \"aws: SourceArn\" : \"{Topi CArn}\"" +
" b+
" b+
" b+
" 1"+
"1
public static void Main(string[] args)
{
Amazond acierClient client;
try
{
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using (client = new
Amazond aci er G i ent (Amazon. Regi onEndpoi nt . USWest 2) )

{
Consol e. WiteLine("Setup SNS topi c and SQS queue.");
Set upTopi cAndQueue() ;
Consol e. WiteLine("To continue, press Enter"); Consol e. ReadKey();
Consol e. WiteLine("Retrieving...");
Retri eveArchive(client);
}

Consol e. Wi teLine("Operations successful. To continue, press Enter");
Consol e. ReadKey() ;
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e.Message); }
finally

/1 Delete SNS topic and SQ@ queue.

snsd i ent. Del et eTopi c(new Del et eTopi cRequest () { Topi cArn
topi cArn });

sqsd i ent. Del et eQueue( new Del et eQueueRequest () { Queuelrl
queuelr! });

}
static void SetupTopi cAndQueue()
{

snsCient = new

AnazonSi npl eNoti fi cati onServi ced i ent (Arazon. Regi onEndpoi nt . USWest 2) ;
sqsd i ent = new AnazonSQSC i ent (Amazon. Regi onEndpoi nt . USWést 2) ;

long ticks = DateTinme. Now. Ti cks;

topi cArn = snsdient. CreateTopi c(new Creat eTopi cRequest { Nane =
"d aci er Downl oad-" + ticks }). Topi cArn;

Console. Wite("topicArn: "); Console. WiteLine(topicArn);

Creat eQueueRequest creat eQueueRequest = new Creat eQueueRequest ();
creat eQueueRequest . QueueNanme = "d aci er Downl oad-" + ti cks;
Cr eat eQueueResponse creat eQueueResponse =
sqsC i ent. Creat eQueue( creat eQueueRequest) ;
queuelUr| = createQueueResponse. Queuelr| ;
Consol e. Wite("QueueURL: "); Console. WiteLine(queueUrl);

Get QueueAttri but esRequest get QueueAttri but esRequest = new
CGet QueueAttri but esRequest ();

get QueueAttri but esRequest. Attri buteNames = new Li st<string>
{ "QueueArn" };

get QueueAttri but esRequest. QueueUrl = queuelrl;

Get QueueAttri but esResponse response =
sqsC i ent. Get QueueAttri but es(get QueueAttri but esRequest);

gueueArn = response. QueueARN,

Consol e. Wite("QueueArn: "); Console. WiteLine(queueArn);

/1 Setup the Amazon SNS topic to publish to the SQS queue.
snsC i ent. Subscri be(new Subscri beRequest ()

{
Protocol = "sqgs",
Endpoi nt = queueArn,
Topi cArn = topi CArn
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1
/1 Add policy to the queue so SNS can send nessages to the queue.
var policy = SQS_POLI CY. Repl ace("{Topi cArn}",

topi cArn). Repl ace("{QuernArn}", queueArn);

sqsC i ent. Set QueueAttri butes(new Set QueueAttri but esRequest ()

{
QueueUr| = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeNane.Policy, policy }
}
1)

}
static void RetrieveArchive(Amazond acierCient client)

/1 Initiate job.
InitiateJobRequest initJobRequest = new | nitiateJobRequest ()

Vaul t Name = vaul t Nane,
JobPar aneters = new JobPar anmet er s()
{
Type = "archive-retrieval",
Archi veld = archivel D,
Description = "This job is to downl oad archive.",
SNSTopi ¢ = topi cArn,
}
s
InitiateJobResponse initJobResponse =
client.lnitiateJdob(initJobRequest);
string jobld = initJobResponse. Jobl d;

/1 Check queue for a nessage and if job conpleted successfully,
downl oad ar chi ve.
ProcessQueue(jobld, client);

}

private static void ProcessQueue(string jobld, Amazond acierdient
client)
{
Recei veMessageRequest recei veMessageRequest = new
Recei veMessageRequest () { QueuelUrl = queuelrl, MaxNunber Of Messages = 1 };
bool jobDone = fal se;
while (!]jobDone)
{
Consol e. WiteLine("Poll SQ@ queue");
Recei veMessageResponse recei veMessageResponse =
sqsC i ent. Recei veMessage(recei veMessageRequest) ;
if (recei veMessageResponse. Messages. Count == 0)

Thr ead. Sl eep(10000 * 60);
conti nue;
}
Consol e. Wi teLine("CGot nessage");
Message nmessage = recei veMessageResponse. Messages| 0] ;
Di ctionary<string, string> outerlLayer =
JsonConvert. Deserial i zeObj ect <Di cti onary<string, string>>(nessage. Body);
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Di ctionary<string, object> fields =
JsonConvert . Deseri al i zeCbj ect <Di cti onary<stri ng,
obj ect >>(out er Layer[ " Message"] ) ;
string statusCode = fields["StatusCode"] as string;

if (string.Equal s(statusCode, dacierUils.JOB _STATUS SUCCEEDED,
Stri ngConpari son. | nvari ant Cul t ur el gnor eCase))
{
Consol e. Wi t eLi ne(" Downl oadi ng j ob output");
Downl oadQut put (j obld, client); // Save job output to the specified
file location.

}
else if (string.Equal s(statusCode, dacierUtils.JOB _STATUS FAI LED,
Stri ngConpari son. | nvari ant Cul t ur el gnor eCase))
Consol e. WiteLine("Job failed... cannot downl oad the archive.");

j obDone = true;
sqsd i ent. Del et eMessage( new Del et eMessageRequest () { QueueUr| =
queueUrl, Recei ptHandl e = nessage. Recei ptHandl e });
}
}

private static void Downl oadQut put (string jobld, Amazond acierdient
client)

Get JobQut put Request get JobQut put Request = new Get JobQut put Request ()

Jobld = jobld,
Vaul t Nane = vaul t Nanme

b

Get JobQut put Response get JobQut put Response =
client. Get JobQut put (get JobQut put Request ) ;
using (Stream webStream = get JobQut put Response. Body)

{
using (StreamfileToSave = File. QpenWite(fil eNane))
{
CopyStreanm{webStream fileToSave);
}
}
}
public static void CopyStream(Streaminput, Stream output)
{
byte[] buffer = new byte[ 65536];
int |ength;
while ((length = input.Read(buffer, 0, buffer.Length)) > 0)
{
output. Wite(buffer, 0, length);
}
}

}
}
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Example 2: Retrieving an Archive Using the Low-Level API of the AWS SDK
for NET—Download Output in Chunks

The following C# code example retrieves an archive from Amazon Glacier. The code example
downloads the job output in chunks by specifying the byte range in a Get JobQut put Request object.

using System

using System Col | ections. Ceneri c;

using System | Q

usi ng System Threadi ng;

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Model ;

usi ng Amazon. d aci er. Transfer;

usi ng Amazon. Runti ne;

usi ng Amazon. Si npl eNoti fi cati onServi ce;
usi ng Amazon. Si npl eNoti fi cati onServi ce. Model ;
usi ng Amazon. SQS;

usi ng Amazon. S@S. Mbdel ;

usi ng Newt onsoft. Json;

usi ng System Col | ections. Speci al i zed;

nanespace gl aci er. amazon. com docsanpl es
{
cl ass Archi veDownl oadLowLevel Usi ngSQLSNSQut put Usi ngRange
{
static string topicArn;
static string queuelrl;
static string queueArn;
static string vault Nanme "*** Provide vault name ***";
static string archiveld "*** Provide archive |ID ***":
static string fileName = "*** Provide the file name and path to where to
store downl oaded archive ***";
static AmazonSi npl eNoti ficati onServiceCient snsCient;
static AmazonSQSCl i ent sqgsdient;
const string SQS_POLICY =

Il{ll +

" \"Version\" : \"2012-10-17\"," +

" \"Statenment\" : [" +

" {l' +

" \"Sid\" : \"sns-rule\"," +

" \"Effect\" : \"Allowm"," +

" \"Principal\" : \"*\" " +

" \"Action\" : \"sqgs:SendMessage\"," +
" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws: SourceArn\" : \"{Topi cArn}\"" +
" }" +

" }" +

" }l' +

" ]l' +

"

public static void Main(string[] args)
{

Amazond acierdient client;

try
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{
using (client = new
Anazond aci er d i ent (Amazon. Regi onEndpoi nt . USWeést 2) )
{
Consol e. WiteLine("Setup SNS topi c and SQS queue.");
Set upTopi cAndQueue() ;
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;

Consol e. Wi t eLi ne(" Downl oad archi ve");
Downl oadAnAr chi ve(archiveld, client);
}
Consol e. Wi teLine("Operations successful. To continue, press Enter");
Consol e. ReadKey() ;
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e. Message); }
finally

/1 Delete SNS topic and SQ@S queue.

snsd i ent. Del et eTopi c(new Del et eTopi cRequest () { Topi cCArn
topi cArn });

sqsd i ent . Del et eQueue( new Del et eQueueRequest () { Queuelrl
queuelr! });

}

static void SetupTopi cAndQueue()

{
long ticks = DateTine. Now. Ti cks;

/1 Setup SNS topic.
snsd ient = new

AnazonSi npl eNoti fi cationServi ced i ent (Arazon. Regi onEndpoi nt . USWest 2) ;
sqsd i ent = new AnazonSQSC i ent (Amazon. Regi onEndpoi nt . USWést 2) ;

topi cArn = snsdient. CreateTopi c(new Creat eTopi cRequest { Nane =
"d aci er Downl oad-" + ticks }). Topi cArn;
Console. Wite("topicArn: "); Console. WiteLine(topicArn);

Creat eQueueRequest creat eQueueRequest = new Creat eQueueRequest ();
creat eQueueRequest . QueueNanme = "d aci er Downl oad-" + ti cks;
Cr eat eQueueResponse creat eQueueResponse =
sqsC i ent. Creat eQueue( creat eQueueRequest) ;
queuelUr| = createQeueResponse. Queuelr| ;
Consol e. Wite("QueueURL: "); Console. WiteLine(queueUrl);

Get QueueAttri but esRequest get QueueAttri but esRequest = new
CGet QueueAttri but esRequest ();

get QueueAttri but esRequest. Attri buteNames = new Li st<string>
{ "QueueArn" };

get QueueAttri but esRequest. QueueUrl = queuelrl;

Get QueueAttri but esResponse response =
sqsC i ent. Get QueueAttri but es(get QueueAttri but esRequest);

gueueArn = response. QueueARN,

Consol e. Wite("QueueArn: "); Console. WiteLine(queueArn);

/1 Setup the Amazon SNS topic to publish to the SQS queue.
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snsC i ent. Subscri be(new Subscri beRequest ()

{
Protocol = "sqgs",
Endpoi nt = queueArn,
Topi cArn = topi CArn
1

/1 Add the policy to the queue so SNS can send nessages to the queue.
var policy = SQS_POLI CY. Repl ace("{Topi cArn}",
topi cArn). Repl ace("{QuernArn}", queueArn);

sqsC i ent. Set QueueAttri butes(new Set QueueAttri but esRequest ()

{
QueueUr| = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeNane.Policy, policy }
}
1)

}

static void Downl oadAnArchi ve(string archiveld, Amazond acierd i ent
client)

/1 Initiate job.
InitiateJobRequest initJobRequest = new I nitiateJobRequest ()

{

Vaul t Name = vaul t Nane,
JobPar aneters = new JobPar anet er s()
{
Type = "archive-retrieval",
Archiveld = archiveld,
Description = "This job is to downl oad the archive.",
SNSTopi ¢ = topi cArn,
}
s
InitiateJobResponse initJobResponse =
client.InitiateJdob(initJobRequest);
string jobld = initJobResponse. Jobl d;

/1 Check queue for a nessage and if job conpleted successfully,
downl oad ar chi ve.
ProcessQueue(jobld, client);

}

private static void ProcessQueue(string jobld, Amazond acierdient
client)

{
var recei veMessageRequest = new Recei veMessageRequest () { Queuelr| =
queueUrl, MaxNunmber OF Messages = 1 };
bool jobDone = fal se;
while (!jobDone)
{
Consol e. WiteLine("Poll SQ@ queue");
Recei veMessageResponse recei veMessageResponse =
sqsC i ent. Recei veMessage(recei veMessageRequest) ;
if (recei veMessageResponse. Messages. Count == 0)

{
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Thr ead. Sl eep(10000 * 60);
conti nue;
}
Consol e. Wi teLine("CGot nessage");
Message nmessage = recei veMessageResponse. Messages[ 0] ;
Di ctionary<string, string> outerlLayer =
JsonConvert. Deserial i zeObj ect <Di cti onary<string, string>>(nessage. Body);
Di ctionary<string, object> fields =
JsonConvert . Deserial i zeCbj ect <Di cti onary<stri ng,
obj ect >>(out er Layer[ " Message"]);
string statusCode = fields["StatusCode"] as string;
if (string.Equal s(statusCode, d acierUils.JOB _STATUS SUCCEEDED,
Stri ngConpari son. | nvari ant Cul t ur el gnor eCase))

{
| ong archiveSi ze =
Convert. Tol nt 64(fi el ds["Archi veSi zel nBytes"]);
Consol e. Wi t eLi ne(" Downl oadi ng j ob output");
Downl oadQut put (j obl d, archiveSize, client); // This where we
save job output to the specified file |ocation.
}
else i f (string.Equal s(statusCode,
dacierUils. JOB_STATUS_FAI LED,
Stri ngConpari son. | nvari ant Cul t ur el gnor eCase))
Consol e. WiteLine("Job failed... cannot downl oad the
archive.");
j obDone = true;
sqsd i ent. Del et eMessage( new Del et eMessageRequest () { QueueUr| =
queueUrl, Recei ptHandl e = nessage. Recei ptHandl e });
}
}

private static void Downl oadQut put(string jobld, |ong archiveSize,
Amazond acierClient client)
{
long partSize = 4 * (long)Math. Pow(2, 20); // 4 MB.
using (Stream fil eToSave = new Fil eStrean(fil eName, FileMde. Create,
Fil eAccess. Wite))

{

long currentPosition = 0;
do

Get JobQut put Request get JobCQut put Request = new Get JobQut put Request ()

Jobld = jobld,
Vaul t Nane = vaul t Nanme

}s
|l ong endPosition = currentPosition + partSize - 1;
if (endPosition > archiveSize)
endPosition = archivesSi ze;
get JobQut put Request . Set Range(current Posi ti on, endPosition);
Get JobQut put Response get JobQut put Response =
client. Get JobQut put (get JobQut put Request ) ;
using (Stream webStream = get JobQut put Response. Body)

CopyStreanm(webStream fileToSave);
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}

current Position += partSize;
} while (currentPosition < archiveSize);

}
}
public static void CopyStream(Streaminput, Stream output)
{
byte[] buffer = new byte[ 65536];
int |ength;
while ((length = input.Read(buffer, 0, buffer.Length)) > 0)
{
output. Wite(buffer, 0, length);
}
}

}
}

Downloading an Archive Using the REST API

To download an archive using the REST API
Downloading an archive is a two-step process.

1. Initiate a job of the ar chi ve-retri eval type. For more information, see Initiate Job (POST
jobs) (p. 249).

2. After the job completes, download the archive data. For more information, see Get Job Output
(GET output) (p. 243).

Deleting an Archive in Amazon Glacier

You cannot delete an archive using the Amazon Glacier management console. To delete an archive
you must use the AWS Command Line Interface (CLI) or write code to make a delete request using
either the REST API directly or the AWS SDK for Java and .NET wrapper libraries. For information on
using the CLI with Amazon Glacier, see AWS CLI Reference for Amazon Glacier. The following topics
explain how to use the AWS SDK for Java and .NET wrapper libraries, and the REST API.

Topics
¢ Deleting an Archive in Amazon Glacier Using the AWS SDK for Java (p. 108)
¢ Deleting an Archive in Amazon Glacier Using the AWS SDK for .NET (p. 109)
¢ Deleting an Archive Using the REST API (p. 111)

You can delete one archive at a time from a vault. To delete the archive you must provide its archive ID
in your delete request. You can get the archive ID by downloading the vault inventory for the vault that
contains the archive. For more information about downloading the vault inventory, see Downloading a
Vault Inventory in Amazon Glacier (p. 34).

After you delete an archive, you might still be able to make a successful request to initiate a job to
retrieve the deleted archive, but the archive retrieval job will fail.

Archive retrievals that are in progress for an archive ID when you delete the archive might or might not
succeed according to the following scenarios:

« If the archive retrieval job is actively preparing the data for download when Amazon Glacier receives
the delete archive request, then the archival retrieval operation might fail.
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« If the archive retrieval job has successfully prepared the archive for download when Amazon Glacier
receives the delete archive request, then you will be able to download the output.

For more information about archive retrieval, see Downloading an Archive in Amazon
Glacier (p. 79).
This operation is idempotent. Deleting an already-deleted archive does not result in an error.

After you delete an archive, if you immediately download the vault inventory, it might include the
deleted archive in the list because Amazon Glacier prepares vault inventory only about once a day.

Deleting an Archive in Amazon Glacier Using the
AWS SDK for Java

The following are the steps to delete an archive using the AWS SDK for Java low-level API.
1. Create an instance of the Amazond aci er d i ent class (the client).

You need to specify an AWS region where the archive you want to delete is stored. All operations
you perform using this client apply to that region.

2. Provide request information by creating an instance of the Del et eAr chi veRequest class.

You need to provide an archive ID, a vault name, and your account ID. If you don't provide an
account ID, then account ID associated with the credentials you provide to sign the request is
assumed. For more information, see Using the AWS SDK for Java with Amazon Glacier (p. 113).

3. Execute the del et eAr chi ve method by providing the request object as a parameter.

The following Java code snippet illustrates the preceding steps.

Amazond acierClient client;

Del et eAr chi veRequest request = new Del et eArchi veRequest ()
. Wi thVaul t Name("*** provide a vault name ***")
.W thArchiveld("*** provide an archive ID ***");

client.del et eArchi ve(request);

Note
For information about the underlying REST API, see Delete Archive (DELETE
archive) (p. 208).

Example: Deleting an Archive Using the AWS SDK for Java

The following Java code example uses the AWS SDK for Java to delete an archive. For step-by-
step instructions on how to run this example, see Running Java Examples for Amazon Glacier Using
Eclipse (p. 115). You need to update the code as shown with a vault name and the archive ID of the
archive you want to delete.

import java.io.lOException;

i mport com amazonaws. aut h. profile. Profil eCredenti al sProvi der;
i mport com amazonaws. servi ces. gl aci er. Amazond aci erd i ent;
i mport com amazonaws. servi ces. gl aci er. nodel . Del et eAr chi veRequest ;
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public class ArchiveDel ete {

public static String vaultName = "*** provide vault nanme ****";
public static String archiveld = "*** provide archive | D***";
public static Amazond acierdient client;

public static void main(String[] args) throws | CException {

Profil eCredenti al sProvi der credentials = new
Profil eCredential sProvider();

client = new Amazond acierC ient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com");

try {

/1 Delete the archive.

client. del et eArchi ve(new Del et eAr chi veRequest ()
.wi t hVaul t Nane( vaul t Nane)
. W thArchi vel d(archiveld));

Systemout. println("Del eted archive successfully.");
} catch (Exception e) {

Systemerr.println("Archive not deleted.");
Systemerr.println(e);

Deleting an Archive in Amazon Glacier Using the
AWS SDK for .NET

Both the high-level and low-level APIs (p. 112) provided by the AWS SDK for .NET provide a method
to delete an archive.
Topics

¢ Deleting an Archive Using the High-Level API of the AWS SDK for .NET (p. 109)

¢ Deleting an Archive Using the Low-Level API AWS SDK for .NET (p. 110)

Deleting an Archive Using the High-Level API of the AWS SDK
for NET

The Ar chi veTr ansf er Manager class of the high-level API provides the Del et eAr chi ve method
you can use to delete an archive.

Example: Deleting an Archive Using the High-Level API of the AWS SDK
for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to delete an archive.
For step-by-step instructions on how to run this example, see Running Code Examples (p. 117). You
need to update the code as shown with the archive ID of the archive you want to delete.
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usi ng System

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Transfer;
usi ng Amazon. Runti ne;

nanmespace gl aci er. anazon. com docsanpl es

{
cl ass ArchiveDel et eHi ghLevel

{

static string vaul t Name
static string archiveld

= "exanpl evaul t";
= "*** Pprovide archive I D ***";
public static void Main(string[] args)

{
try

{
var nmnager = new
Ar chi veTr ansf er Manager ( Amazon. Regi onEndpoi nt . USWest 2) ;
manager . Del et eAr chi ve(vaul t Nanme, archivel d);
Consol e. ReadKey() ;
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e. Message); }
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;

Deleting an Archive Using the Low-Level APl AWS SDK
for NET

The following are the steps to delete an using the AWS SDK for .NET.

1. Create an instance of the Amazon@ aci er d i ent class (the client).

You need to specify an AWS region where the archive you want to delete is stored. All operations
you perform using this client apply to that region.

2. Provide request information by creating an instance of the Del et eAr chi veRequest class.

You need to provide an archive ID, a vault name, and your account ID. If you don't provide an
account ID, then account ID associated with the credentials you provide to sign the request is
assumed. For more information, see Using the AWS SDKs with Amazon Glacier (p. 112).

3. Execute the Del et eAr chi ve method by providing the request object as a parameter.

Example: Deleting an Archive Using the Low-Level API of the AWS SDK
for .NET

The following C# example illustrates the preceding steps. The example uses the low-level API of the
AWS SDK for .NET to delete an archive.

Note
For information about the underlying REST API, see Delete Archive (DELETE
archive) (p. 208).
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For step-by-step instructions on how to run this example, see Running Code Examples (p. 117). You
need to update the code as shown with the archive ID of the archive you want to delete.

usi ng System

usi ng Amazon. d aci er;

usi ng Amazon. d aci er. Model ;
usi ng Amazon. Runti rne;

nanespace gl aci er. amazon. com docsanpl es

{

cl ass ArchiveDel et eLowlLevel

{

static string vaul t Name
static string archiveld

"exanpl evaul t";
"***x Provide archive |D ***";

public static void Main(string[] args)
{

Amazond acierClient client;
try
{

using (client = new
Amazond aci er G i ent (Arazon. Regi onEndpoi nt . USWest 2) )
{
Consol e. WiteLine("Del eting the archive");
Del et eAnArchive(client);
}
Consol e. Wi teLi ne("Operations successful. To continue, press Enter");
Consol e. ReadKey() ;
}
catch (Amazond aci er Exception e) { Consol e. WiteLine(e. Message); }
catch (AmazonServi ceException e) { Consol e. WiteLine(e. Message); }
catch (Exception e) { Console. WiteLine(e. Message); }
Consol e. WiteLine("To continue, press Enter");
Consol e. ReadKey() ;

}

static void Del et eAnArchi ve(Amazond acierdient client)

{
Del et eAr chi veRequest request = new Del et eArchi veRequest ()

{
Vaul t Nane
Archiveld
s

Del et eAr chi veResponse response = client. Del et eArchi ve(request);

vaul t Name,
archiveld

}
}
}

Deleting an Archive Using the REST API

You can use the Amazon Glacier Delete Archive API to delete an archive.

« For information about the Delete Archive API, see Delete Archive (DELETE archive) (p. 208).

¢ For information about using the Amazon Glacier REST API, see AP| Reference for Amazon
Glacier (p. 150).
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Using the AWS SDKs with Amazon
Glacier

Amazon Web Services provides SDKs for you to develop applications for Amazon Glacier. The SDK
libraries wrap the underlying Amazon Glacier API, simplifying your programming tasks. For example,
for each request sent to Amazon Glacier, you must include a signature to authenticate your requests.
When you use the SDK libraries, you need to provide only your AWS security credentials in your code
and the libraries compute the necessary signature and include it in the request sent to Amazon Glacier.
The AWS SDKs provide libraries that map to the underlying REST API and provide objects that you
can use to easily construct requests and process responses.

Topics
¢ AWS SDKs that Support Amazon Glacier (p. 112)
¢ AWS SDK Libraries for Java and .NET (p. 113)
¢ Using the AWS SDK for Java with Amazon Glacier (p. 113)
¢ Using the AWS SDK for .NET with Amazon Glacier (p. 116)

AWS SDKs that Support Amazon Glacier

Amazon Glacier is supported by the following AWS SDKs:

¢ AWS SDK for C++

¢ AWS SDK for Go

¢ AWS SDK for Java

¢ AWS SDK for JavaScript in Node.js
¢ AWS SDK for .NET

¢ AWS SDK for PHP

¢« AWS SDK for Python (Boto)

¢ AWS SDK for Ruby

You can find examples of working with Amazon Glacier using the Java and .NET SDKs throughout this
developer guide. For libraries and sample code in all languages, see Sample Code & Libraries.

The AWS Command Line Interface (AWS CLI) is a unified tool to manage your AWS services,
including Amazon Glacier. For information about downloading the AWS CLI, see AWS Command Line
Interface. For a list of the Amazon Glacier CLI commands, see AWS CLI Command Reference.
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AWS SDK Libraries for Java and .NET

The AWS SDKs for Java and .NET offer high-level and low-level wrapper libraries.

What Is the Low-Level API?

The low-level wrapper libraries map closely the underlying REST API (API Reference for Amazon
Glacier (p. 150)) supported by Amazon Glacier. For each Amazon Glacier REST operations, the low-
level API provides a corresponding method, a request object for you to provide request information and
a response object for you to process Amazon Glacier response. The low-level wrapper libraries are the
most complete implementation of the underlying Amazon Glacier operations.

For information about these SDK libraries, see Using the AWS SDK for Java with Amazon
Glacier (p. 113) and Using the AWS SDK for .NET with Amazon Glacier (p. 116).

What Is the High-Level API?

To further simplify application development, these libraries offer a higher-level abstraction for some of
the operations. For example,

¢ Uploading an archive—To upload an archive using the low-level API in addition to the file name and
the vault name where you want to save the archive, You need to provide a checksum (SHA-256 tree
hash) of the payload. However, the high-level API computes the checksum for you.

* Downloading an archive or vault inventory—To download an archive using the low-level API you first
initiate a job, wait for the job to complete, and then get the job output. You need to write additional
code to set up an Amazon Simple Notification Service (Amazon SNS) topic for Amazon Glacier
to notify you when the job is complete. You also need some polling mechanism to check if a job
completion message was posted to the topic. The high-level API provides a method to download an
archive that takes care of all these steps. You only specify an archive ID and a folder path where you
want to save the downloaded data.

For information about these SDK libraries, see Using the AWS SDK for Java with Amazon
Glacier (p. 113) and Using the AWS SDK for .NET with Amazon Glacier (p. 116).

When to Use the High-Level and Low-Level API

In general, if the high-level API provides methods you need to perform an operation, you should use
the high-level API because of the simplicity it provides. However, if the high-level API does not offer the
functionality, you can use the low-level API. Additionally, the low-level API allows granular control of
the operation such as retry logic in the event of a failure. For example, when uploading an archive the
high-level API uses the file size to determine whether to upload the archive in a single operation or use
the multipart upload API. The API also has built-in retry logic in case an upload fails. However, your
application might need granular control over these decisions, in which case you can use the low-level
API.

Using the AWS SDK for Java with Amazon
Glacier

The AWS SDK for Java provides a Java API for Amazon Glacier. For more information about
downloading the AWS SDK for Java, go to AWS SDK for Java. As described in Using the AWS SDKs
with Amazon Glacier (p. 112), AWS SDK for Java provides both the high-level and low-level APIs.
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Note
The AWS SDK for Java provides thread-safe clients for accessing Amazon Glacier. As a best
practice, your applications should create one client and reuse the client between threads.

Topics
¢ Using the Low-Level API (p. 114)
¢ Using the High-Level API (p. 114)
¢ Running Java Examples for Amazon Glacier Using Eclipse (p. 115)
e Setting the Endpoint (p. 115)

Using the Low-Level API

The low-level Amazond aci er A i ent class provides all the methods that map to the underlying
REST operations of Amazon Glacier ( APl Reference for Amazon Glacier (p. 150)). When calling any
of these methods, you must create a corresponding request object and provide a response object in
which the method can return the Amazon Glacier response to the operation.

For example, the Amazond aci er i ent class provides the cr eat eVaul t method to create a
vault. This method maps to the underlying Create Vault REST operation (see Create Vault (PUT
vault) (p. 171)). To use this method, you must create instances of the Cr eat eVaul t Resul t object
that receives the Amazon Glacier response as shown in the following Java code snippet:

Amazond acierCient client = new Amazond aci erd i ent(credentials);
client.setEndpoint("https://glacier.us-west-2. amazonaws. conl");

Cr eat eVaul t Request request = new Creat eVaul t Request ()
.w thAccountld("-")
.wi t hVaul t Name( vaul t Nane) ;
CreateVaul tResult result = client.createVault(createVault Request);

All the low-level samples in the guide use this pattern.

Note

The preceding code segment specifies Account | Dwhen creating the request. However,
when using the AWS SDK for Java, the Account | d in the request is optional, and therefore
all the low-level examples in this guide don't set this value. The Account | d is the AWS
Account ID. This value must match the AWS Account ID associated with the credentials used
to sign the request. You can specify either the AWS Account ID or optionally a '-', in which
case Amazon Glacier uses the AWS Account ID associated with the credentials used to sign
the request. If you specify your Account ID, do not include hyphens in it. When using AWS
SDK for Java, if you don't provide the account ID, the library sets the account ID to '-'.

Using the High-Level API

To further simplify your application development, the AWS SDK for Java provides the

Ar chi veTr ansf er Manager class that implements a higher-level abstraction for the some of the
methods in the low-level API. It provides useful methods, such as the upl oad and downl oad methods
for archive operations.

For example, the following Java code snippet uses the upl oad high-level method to upload an archive.

String vaul t Name = "exanpl evaul t";
String archiveToUpl oad = "c:/fol der/exanpl eArchi ve. zi p";

Ar chi veTr ansf er Manager atm = new Ar chi veTr ansf er Manager (client, credentials);
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String archiveld = atmupl oad(vaul t Nane, "Tax 2012 docunents", new
Fi l e(archi veToUpl oad) ). get Archi vel d();

Note that any operations you perform apply to the region you specified when creating the
Ar chi veTr ansf er Manager object. If you don't specify any region, the AWS SDK for Java sets us-
east - 1 as the default region.

All the high-level examples in this guide use this pattern.

Note
The high-level Ar chi veTr ansf er Manager class can be constructed with an
Amazond aci er d i ent instance or an AWSCr edent i al s instance.

Running Java Examples for Amazon Glacier Using
Eclipse

The easiest way to get started with the Java code examples is to install the latest AWS Toolkit for
Eclipse. For information on installing or updating to the latest toolkit, go to http://aws.amazon.com/
eclipse. The following tasks guide you through the creation and testing of the Java code examples
provided in this section.

General Process of Creating Java Code Examples

1 Create a default credentials profile for your AWS credentials as described in the AWS
SDK for Java topic Providing AWS Credentials in the AWS SDK for Java.

2 Create a new AWS Java project in Eclipse. The project is pre-configured with the AWS
SDK for Java.

3 Copy the code from the section you are reading to your project.

4 Update the code by providing any required data. For example, if uploading a file, provide

the file path and the bucket name.

5 Run the code. Verify that the object is created by using the AWS Management
Console. For more information about the AWS Management Console, go to http://
aws.amazon.com/console/.

Setting the Endpoint

By default, the AWS SDK for Java uses the endpoint ht t ps: // gl aci er. us-
east - 1. amazonaws. com You can set the endpoint explicitly as shown in the following Java code
shippets.

The following snippet shows how to set the endpoint to the US West (Oregon) region (us- west - 2) in
the low-level API.

client = new Amazond acierC ient(credentials);
client.set Endpoi nt ("gl aci er. us-west - 2. amazonaws. cont') ;

The following snippet shows how to set the endpoint to the US West (Oregon) region in the high-level
API.

glacierCient = new Amazond aci erC ient(credential s);
sqsd ient = new AnmazonSQSC i ent (credenti al s);
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snsd ient = new AnmazonSNSC i ent (credenti al s);

gl acierdient. set Endpoi nt ("gl aci er. us-west - 2. amazonaws. cont') ;
sqsC i ent. set Endpoi nt ("sqs. us-west - 2. amazonaws. cont') ;
snsC i ent. set Endpoi nt ("sns. us-west - 2. amazonaws. cont') ;

Ar chi veTr ansf er Manager atm = new Ar chi veTr ansf er Manager (gl aci erd i ent,
sqsCient, snsCient);

For a list of supported regions and endpoints, see Accessing Amazon Glacier (p. 5).

Using the AWS SDK for .NET with Amazon
Glacier

The AWS SDK for .NET API is available in AWSSDK. dI | . For information about downloading the AWS
SDK for .NET, go to Sample Code Libraries. As described in Using the AWS SDKs with Amazon
Glacier (p. 112), the AWS SDK for .NET provides both the high-level and low-level APIs.

Note

The low-level APl and high-level API provide thread-safe clients for accessing Amazon
Glacier. As a best practice, your applications should create one client and reuse the client
between threads.

Topics
¢ Using the Low-Level API (p. 116)
¢ Using the High-Level API (p. 117)
¢ Running Code Examples (p. 117)
e Setting the Endpoint (p. 118)

Using the Low-Level API

The low-level Amazond aci er d i ent class provides all the methods that map to the underlying
REST operations of Amazon Glacier ( API Reference for Amazon Glacier (p. 150)). When calling any
of these methods, you must create a corresponding request object and provide a response object in
which the method can return an Amazon Glacier response to the operation.

For example, the Amazond aci er i ent class provides the Cr eat eVaul t method to create a
vault. This method maps to the underlying Create Vault REST operation (see Create Vault (PUT
vault) (p. 171)). To use this method, you must create instances of the Cr eat eVaul t Request and
Cr eat eVaul t Response classes to provide request information and receive an Amazon Glacier
response as shown in the following C# code snippet:

Amazond acierClient client;
client = new Amazond aci er d i ent (Anmazon. Regi onEndpoi nt . USEast 1) ;

Creat eVaul t Request request = new CreateVaul t Request ()

Account | d
Vaul t Name

b

"*** Provide vault name ***"

Creat eVaul t Response response = client.CreateVault(request);
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All the low-level samples in the guide use this pattern.

Note

The preceding code segment specifies Account | d when creating the request. However,
when using the AWS SDK for .NET, the Account | d in the request is optional, and therefore
all the low-level examples in this guide don't set this value. The Account | d is the AWS
Account ID. This value must match the AWS Account ID associated with the credentials used
to sign the request. You can specify either the AWS Account ID or optionally a '-', in which
case Amazon Glacier uses the AWS Account ID associated with the credentials used to sign
the request. If you specify your Account ID, do not include hyphens in it. When using AWS
SDK for .NET, if you don't provide the account ID, the library sets the account ID to '-'.

Using the High-Level API

To further simplify your application development, the AWS SDK for .NET provides the

Ar chi veTr ansf er Manager class that implements a higher-level abstraction for some of the methods
in the low-level API. It provides useful methods, such as Upl oad and Downl oad, for the archive
operations.

For example, the following C# code snippet uses the Upl oad high-level method to upload an archive.

string vaul t Name = "exanpl evaul t";
string archiveToUpl oad = "c:\fol der\exanpl eArchive. zi p";

var manager = new ArchiveTransfer Manager (Arazon. Regi onEndpoi nt. USEast 1) ;
string archiveld = nanager. Upl oad(vaul t Nane, "archive description",
ar chi veToUpl oad) . Ar chi vel d;

Note that any operations you perform apply to the region you specified when creating the
Ar chi veTr ansf er Manager object. All the high-level examples in this guide use this pattern.

Note
The high-level Ar chi veTr ansf er Manager class still needs the low-level

Amazond aci er d i ent client, which you can pass either explicitly or the
Ar chi veTr ansf er Manager creates the client.

Running Code Examples

The easiest way to get started with the .NET code examples is to install the AWS SDK for .NET. For
more information, go to AWS SDK for .NET.

The following procedure outlines steps for you to test the code examples provided in this guide.

General Process of Creating .NET Code Examples (Using Visual Studio)

1 Create a credentials profile for your AWS credentials as described in the AWS SDK
for .NET topic Configuring AWS Credentials.

2 Create a new Visual Studio project using the AWS Empty Project template.

3 Replace the code in the project file, Pr ogr am cs, with the code in the section you are
reading.

4 Run the code. Verify that the object is created using the AWS Management Console.
For more information about AWS Management Console, go to http://aws.amazon.com/
console/.
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Setting the Endpoint

By default, the AWS SDK for .NET sets the endpoint to the US West (Oregon) Region (ht t ps: //
gl aci er. us-west - 2. amazonaws. con). You can set the endpoint to other regions as shown in the
following C# snippets.

The following snippet shows how to set the endpoint to the US West (Oregon) region (us- west - 2) in
the low-level API.

Amazond acierCient client = new
Amazond aci er A i ent (Amazon. Regi onEndpoi nt . USWest 2) ;

The following snippet shows how to set the endpoint to the US West (Oregon) region in the high-level
API.

var manager = new ArchiveTransfer Manager (Arazon. Regi onEndpoi nt . US\West 2) ;

For a current list of supported regions and endpoints, see Accessing Amazon Glacier (p. 5).

API Version 2012-06-01
118



Amazon Glacier Developer Guide
Authentication

Authentication and Access Control
for Amazon Glacier

Access to Amazon Glacier requires credentials that AWS can use to authenticate your requests. Those
credentials must have permissions to access AWS resources, such as an Amazon Glacier vault or

an Amazon S3 bucket. The following sections provide details on how you can use AWS Identity and
Access Management (IAM) and Amazon Glacier to help secure your resources by controlling who can
access them:

¢ Authentication (p. 119)
¢ Access Control (p. 120)

Authentication

You can access AWS as any of the following types of identities:

¢ AWS account root user — When you sign up for AWS, you provide an email address and password
that is associated with your AWS account. These are your root credentials and they provide
complete access to all of your AWS resources.

Important

For security reasons, we recommend that you use the root credentials only to create

an administrator user, which is an IAM user with full permissions to your AWS account.
Then, you can use this administrator user to create other IAM users and roles with limited
permissions. For more information, see IAM Best Practices and Creating an Admin User
and Group in the IAM User Guide.

¢ IAM user — An IAM user is simply an identity within your AWS account that has specific custom
permissions (for example, permissions to create a vault in Amazon Glacier). You can use an IAM
user name and password to sign in to secure AWS webpages like the AWS Management Console,
AWS Discussion Forums, or the AWS Support Center.
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In addition to a user name and password, you can also generate access keys for each user. You
can use these keys when you access AWS services programmatically, either through one of the
several SDKs or by using the AWS Command Line Interface (CLI). The SDK and CLI tools use the
access keys to cryptographically sign your request. If you don’t use the AWS tools, you must sign
the request yourself. Amazon Glacier supports Signature Version 4, a protocol for authenticating
inbound API requests. For more information about authenticating requests, see Signature Version 4
Signing Process in the AWS General Reference.

¢ IAM role — An IAM role is another IAM identity you can create in your account that has specific
permissions. It is similar to an IAM user, but it is not associated with a specific person. An IAM
role enables you to obtain temporary access keys that can be used to access AWS services and
resources. |IAM roles with temporary credentials are useful in the following situations:

» Federated user access — Instead of creating an IAM user, you can use preexisting user identities
from AWS Directory Service, your enterprise user directory, or a web identity provider. These are
known as federated users. AWS assigns a role to a federated user when access is requested
through an identity provider. For more information about federated users, see Federated Users
and Roles in the IAM User Guide.

» Cross-account access — You can use an IAM role in your account to grant another AWS account
permissions to access your account’s resources. For an example, see Tutorial: Delegate Access
Across AWS Accounts Using IAM Roles in the IAM User Guide.

* AWS service access — You can use an IAM role in your account to grant an AWS service
permissions to access your account’s resources. For example, you can create a role that allows
Amazon Redshift to access an Amazon S3 bucket on your behalf and then load data stored in the
bucket into an Amazon Redshift cluster. For more information, see Creating a Role to Delegate
Permissions to an AWS Service in the IAM User Guide.

« Applications running on Amazon EC2 — Instead of storing access keys within the EC2 instance
for use by applications running on the instance and making AWS API requests, you can use an
IAM role to manage temporary credentials for these applications. To assign an AWS role to an
EC2 instance and make it available to all of its applications, you can create an instance profile that
is attached to the instance. An instance profile contains the role and enables programs running
on the EC2 instance to get temporary credentials. For more information, see Using Roles for
Applications on Amazon EC2 in the IAM User Guide.

Access Control

You can have valid credentials to authenticate your requests, but unless you have permissions you
cannot create or access Amazon Glacier resources. For example, you must have permissions to create
an Amazon Glacier vault.

The following sections describe how to manage permissions. We recommend that you read the
overview first.

¢ Overview of Managing Access Permissions to Your Amazon Glacier Resources (p. 121)
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¢ Using Identity-Based Policies for Amazon Glacier (IAM Policies) (p. 125)
¢ Using Resource-Based Policies for Amazon Glacier (Vault Policies) (p. 129)

Overview of Managing Access Permissions to
Your Amazon Glacier Resources

Every AWS resource is owned by an AWS account, and permissions to create or access a resource
are governed by permissions policies. An account administrator can attach permissions policies to IAM
identities (that is, users, groups, and roles) and some services (such as Amazon Glacier) also support
attaching permissions policies to resources.

Note
An account administrator (or administrator user) is a user with administrator privileges. For
more information, see |IAM Best Practices in the IAM User Guide.

When granting permissions, you decide who is getting the permissions, the resources they get
permissions for, and the specific actions that you want to allow on those resources.

Topics
¢ Amazon Glacier Resources and Operations (p. 121)
¢ Understanding Resource Ownership (p. 121)
¢ Managing Access to Resources (p. 122)
¢ Specifying Policy Elements: Actions, Effects, Resources, and Principals (p. 124)
¢ Specifying Conditions in a Policy (p. 125)

Amazon Glacier Resources and Operations

In Amazon Glacier, the primary resource is a vault. Amazon Glacier supports policies only at the vault
level. That is, in an IAM policy, the Resour ce value that you specify can be a specific vault or a set of
vaults in a specific AWS Region. Amazon Glacier doesn't support archive-level permissions.

For all Amazon Glacier actions, Resour ce specifies the vault on which you want to grant the
permissions. These resources have uniqgue Amazon Resource Names (ARNSs) associated with them as
shown in the following table, and you can use a wildcard character (*) in the ARN to match any vault
name.

Amazon Glacier provides a set of operations to work with the Amazon Glacier resources. For
information on the available operations, see AP| Reference for Amazon Glacier (p. 150).

Understanding Resource Ownership

A resource owner is the AWS account that created the resource. That is, the resource owner is the
AWS account of the principal entity (the root account, an IAM user, or an IAM role) that authenticates
the request that creates the resource. The following examples illustrate how this works:

« If you use the root account credentials of your AWS account to create an Amazon Glacier vault, your
AWS account is the owner of the resource (in Amazon Glacier, the resource is the Amazon Glacier
vault).

¢ If you create an IAM user in your AWS account and grant permissions to create an Amazon Glacier

vault to that user, the user can create an Amazon Glacier vault. However, your AWS account, to
which the user belongs, owns the Amazon Glacier vault resource.
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« If you create an IAM role in your AWS account with permissions to create an Amazon Glacier vault,
anyone who can assume the role can create an Amazon Glacier vault. Your AWS account, to which
the role belongs, owns the Amazon Glacier vault resource.

Managing Access to Resources

A permissions policy describes who has access to what. The following section explains the available
options for creating permissions policies.

Note

This section discusses using IAM in the context of Amazon Glacier. It doesn't provide detailed
information about the IAM service. For complete IAM documentation, see What Is IAM? in
the IAM User Guide. For information about IAM policy syntax and descriptions, see AWS IAM
Policy Reference in the IAM User Guide.

Policies attached to an IAM identity are referred to as identity-based policies (IAM polices) and policies
attached to a resource are referred to as resource-based policies. Amazon Glacier supports both
identity-based (IAM policies) and resource-based policies.

Topics
¢ Identity-Based Policies (IAM policies) (p. 122)
« Resource-Based Policies (Amazon Glacier Vault Policies) (p. 123)

Identity-Based Policies (IAM policies)

You can attach policies to IAM identities. For example you can do the following:

¢ Attach a permissions policy to a user or a group in your account — An account administrator
can use a permissions policy that is associated with a particular user to grant permissions for that
user to create an Amazon Glacier vault.

¢ Attach a permissions policy to a role (grant cross-account permissions) — You can attach an
identity-based permissions policy to an IAM role to grant cross-account permissions. For example,
the administrator in Account A can create a role to grant cross-account permissions to another AWS
account (for example, Account B) or an AWS service as follows:

1. Account A administrator creates an IAM role and attaches a permissions policy to the role that
grants permissions on resources in Account A.

2. Account A administrator attaches a trust policy to the role identifying Account B as the principal
who can assume the role.

3. Account B administrator can then delegate permissions to assume the role to any users in
Account B. Doing this allows users in Account B to create or access resources in Account A. The
principal in the trust policy can also be an AWS service principal if you want to grant an AWS
service permissions to assume the role.

For more information about using 1AM to delegate permissions, see Access Management in the IAM
User Guide.

The following is an example policy that grants permissions for three Amazon Glacier vault-related
actions (gl aci er: Creat eVaul t, gl aci er: Descri beVaul t and gl aci er: Li st Vaul ts)on a
resource, using the Amazon Resource Name (ARN) that identifies all of the vaults in the us- west - 2
AWS Region. ARNs uniquely identify AWS resources. For more information about ARNs used with
Amazon Glacier, see Amazon Glacier Resources and Operations (p. 121).

{
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"Version": "2012-10-17",
"Statenment": [

"Effect": "Allow',

"Action": [
"glacier:CreateVaul t",
"gl aci er: Descri beVaul t ",
"gl aci er: Li st Vaul ts"

]

Resource": "arn:aws: gl aci er: us-west-2: 123456789012: vaul ts/*"

The policy grants permissions to create, list, and obtain descriptions of vaults in the us- west - 2 region.
The wildcard character (*) at the end of the ARN means that this statement can match any vault name.

Important

When you grant permissions to create a vault using the gl aci er: Cr eat eVaul t operation,
you must specify a wildcard character (*) because you don't know the vault name until after
you create the vault.

For more information about using identity-based policies with Amazon Glacier, see Using Identity-
Based Policies for Amazon Glacier (IAM Policies) (p. 125). For more information about users, groups,
roles, and permissions, see Identities (Users, Groups, and Roles) in the IAM User Guide.

Resource-Based Policies (Amazon Glacier Vault Policies)

Each Amazon Glacier vault can have resource-based permissions policies associated with it. For
Amazon Glacier, a Amazon Glacier vault is the primary resource and resource-based policies are
referred to as vault policies.

You use Amazon Glacier vault policies to manage permissions in the following ways:

¢ Manage user permissions in your account in a single vault policy, instead of individual user policies.
¢ Manage cross-account permissions as an alternative to using IAM roles.

An Amazon Glacier vault can have one vault access policy and one Vault Lock policy associated with
it. An Amazon Glacier vault access policy is a resource-based policy that you can use to manage
permissions to your vault. A Vault Lock policy is a vault access policy that can be locked. After you
lock a Vault Lock policy, the policy cannot be changed. You can use a Vault Lock policy to enforce
compliance controls.

You can use vault policies to grant permissions to all users, or you can limit access to a vault to a few
AWS accounts by attaching a policy directly to a vault resource. For example, you can use an Amazon
Glacier vault policy to grant read-only permissions to all AWS accounts or to grant permissions to
upload archives to a few AWS accounts.

Vault policies make it easy to grant cross-account access when you need to share your vault with other
AWS accounts. For example, you can grant read-only access on a vault to a business partner with a
different AWS account by simply including that account and allowed actions in the vault policy. You
can grant cross-account access to multiple users in this fashion and have a single location to view

all users with cross-account access in the vault access policy. For an example of a vault policy for
cross-account access, see Example 1: Grant Cross-Account Permissions for Specific Amazon Glacier
Actions (p. 130).
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The following is an example of a Amazon Glacier vault policy (a resource-based policy). The
example policy grants all AWS accounts permissions to perform the gl aci er: I ni ti at eJob and
gl aci er: Get JobQut put actions. This policy allows any AWS account to retrieve data from the
specified vault.

"Version":"2012-10-17",
"Statenment": [
{
"Sid": "add-read-only-pernt,
"Principal": "*",
"Effect": "Allow',
"Action": [
"glacier:Initiatedob",
"gl aci er: Get JobQut put "
1,
"Resource": |
"arn:aws: gl aci er: us-west -2:123456789012: vaul t s/ exanpl evaul t"
]

For more information about using vault policies with Amazon Glacier, see Using Resource-Based
Policies for Amazon Glacier (Vault Policies) (p. 129). For additional information about IAM roles
(identity-based policies) as opposed to resource-based policies, see How IAM Roles Differ from
Resource-based Policies in the IAM User Guide.

Specifying Policy Elements: Actions, Effects,
Resources, and Principals

For each type of Amazon Glacier resource, the service defines a set of API operations (see API
Reference for Amazon Glacier (p. 150)). To grant permissions for these API operations Amazon
Glacier defines a set of actions that you can specify in a policy. Note that, performing an API operation
can require permissions for more than one action. When granting permissions for specific actions, you
also identify the resource on which the actions are allowed or denied.

The following are the most basic policy elements:

¢ Resource — In a policy, you use an Amazon Resource Name (ARN) to identify the resource to which
the policy applies. For more information, see Amazon Glacier Resources and Operations (p. 121).

¢ Actions — You use action keywords to identify resource operations that you want to allow or deny.

For example, the gl aci er: Creat eVaul t permission allows the user permissions to perform the
Amazon Glacier Cr eat e Vaul t operation.

« Effect — You specify the effect when the user requests the specific action—this can be either allow
or deny. If you don't explicitly grant access to (allow) a resource, access is implicitly denied. You
can also explicitly deny access to a resource, which you might do to make sure that a user cannot
access it, even if a different policy grants access.

¢ Principal — In identity-based policies (IAM policies), the user that the policy is attached to is the
implicit principal. For resource-based policies, you specify the user, account, service, or other entity
that you want to receive permissions (applies to resource-based policies only).

To learn more about the IAM policy syntax, and descriptions, see AWS IAM Paolicy Reference in the
IAM User Guide.
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For a table showing all of the Amazon Glacier API actions and the resources that they apply to, see
Amazon Glacier API Permissions: Actions, Resources, and Conditions Reference (p. 134).

Specifying Conditions in a Policy

When you grant permissions, you can use the IAM policy language to specify the conditions when a
policy should take effect. For example, you might want a policy to be applied only after a specific date.
For more information about specifying conditions in a policy language, see Condition in the IAM User
Guide.

AWS provides a set of predefined condition keys, called AWS-wide condition keys, for all AWS
services that support IAM for access control. AWS-wide condition keys use the prefix aws. Amazon
Glacier supports all AWS-wide condition keys in vault access and Vault Lock policies. For example,
you can use the aws: Mul ti Fact or Aut hPr esent condition key to require multi-factor authentication
(MFA) when requesting an action. For more information and a list of the AWS-wide condition keys, see
Available Keys for Conditions in the IAM User Guide.

Note
Condition keys are case-sensitive.

In addition, Amazon Glacier also provides its own condition keys that you can include in Condi ti on
elements in an IAM permissions policy. Amazon Glacier—specific condition keys are applicable only
when granting Amazon Glacier—specific permissions. Amazon Glacier condition key names have the
prefix gl aci er : . The following table shows the Amazon Glacier condition keys that apply to Amazon
Glacier resources.

Amazon Glacier | Description Value Type
Condition Key

gl aci er: Ar chi veAdsddhaggaluate how long an archive has been stored in Integer
the vault, in days.

gl aci er: Resour ceAllgyls you to use a tag in your policy. For information String
TagKey about resource tagging, see Managing Access Control with
Tagging (p. 145).

For examples of using the Amazon Glacier—specific condition keys, see Amazon Glacier Access
Control with Vault Lock Policies (p. 132).

Related Topics

¢ Using Identity-Based Policies for Amazon Glacier (IAM Policies) (p. 125)
¢ Using Resource-Based Policies for Amazon Glacier (Vault Policies) (p. 129)
« Amazon Glacier API Permissions: Actions, Resources, and Conditions Reference (p. 134)

Using Identity-Based Policies for Amazon Glacier
(IAM Policies)

This topic provides examples of identity-based policies in which an account administrator can attach
permissions policies to IAM identities (that is, users, groups, and roles).

Important
We recommend that you first review the introductory topics that explain the basic concepts
and options available for you to manage access to your Amazon Glacier resources. For
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more information, see Overview of Managing Access Permissions to Your Amazon Glacier
Resources (p. 121).

The sections in this topic cover the following:

¢ Permissions Required to Use the Amazon Glacier Console (p. 126)
« AWS Managed Policies (Predefined Policies) for Amazon Glacier (p. 127)
¢ Customer Managed Policy Examples (p. 127)

The following shows an example of a permissions policy.

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "All ow',
"Action": [
"gl aci er: CreateVaul t",
"gl aci er: Descri beVault",
"gl aci er: Li stVaul ts"
1.
"Resource": "arn:aws:glacier:us-west-2:123456789012: vaul ts/*"
}
]
}

The policy grants permissions for three Amazon Glacier vault-related actions

(gl aci er: CreateVaul t, gl aci er: Descri beVaul t and gl aci er: Li st Vaul t s), on a resource
using the Amazon Resource Name (ARN) that identifies all of the vaults in the us- west - 2 AWS
Region.

The wildcard character (*) at the end of the ARN means that this statement can match any vault name.
The statement allows the gl aci er: Descri beVaul t action on any vault in the specified region, us-
west - 2. If you want to limit permissions for this action to a specific vault only, you replace the wildcard
character (*) with a vault name.

Permissions Required to Use the Amazon Glacier
Console

The Amazon Glacier console provides an integrated environment for you to create and manage
Amazon Glacier vaults. At a minimum IAM users that you create must be granted permissions for the
gl aci er: Li st Vaul t s action to view the Amazon Glacier console as shown in the following example.

"Version": "2012-10-17",
"Statenment": [

"Action": [

"gl aci er: Li st Vaul ts"
1,
"Effect": "Alow',
"Resource": "*"
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! |

Both of the Amazon Glacier AWS Managed policies discussed in the next section grant permissions for
gl aci er: Li st Vaul t s.

AWS Managed Policies (Predefined Policies) for
Amazon Glacier

AWS addresses many common use cases by providing standalone IAM policies that are created and
administered by AWS. Managed policies grant necessary permissions for common use cases so
you can avoid having to investigate what permissions are needed. For more information, see AWS
Managed Policies in the IAM User Guide.

The following AWS managed policies, which you can attach to users in your account, are specific to
Amazon Glacier:

¢« AmazonGlacierReadOnlyAccess — Grants read only access to Amazon Glacier through the AWS
Management Console.

¢« AmazonGlacierFullAccess — Grants full access to Amazon Glacier through the AWS Management
Console.

Note
You can review these permissions policies by signing in to the IAM console and searching for
specific policies there.

You can also create your own custom IAM policies to allow permissions for Amazon Glacier API
actions and resources. You can attach these custom policies to the IAM users or groups that require
those permissions or to custom execution roles (IAM roles) that you create for your Amazon Glacier
vaults.

Customer Managed Policy Examples

In this section, you can find example user policies that grant permissions for various Amazon Glacier
actions. These policies work when you are using Amazon Glacier REST API, the AWS SDKs, the AWS
CLlI, or, if applicable, the Amazon Glacier management console.

Note
All examples use the US West (Oregon) Region (us- west - 2) and contain fictitious account
IDs.
Examples

¢ Example 1: Allow a User to Download Archives from a Vault (p. 127)

« Example 2: Allow a User to Create a Vault and Configure Notifications (p. 128)

« Example 3: Allow a User to Upload Archives to a Specific Vault (p. 128)

¢ Example 4: Allow a User Full Permissions on a Specific Vault (p. 129)

Example 1: Allow a User to Download Archives from a Vault

To download an archive, you first initiate a job to retrieve the archive. After the retrieval job is
complete, you can download the data. The following example policy grants permissions for the

gl aci er: I ni tiateJob action to initiate a job (which allows the user to retrieve an archive or a vault
inventory from the vault), and permissions for the gl aci er : Get JobCQut put action to download the
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retrieved data. The policy also grants permissions to perform the gl aci er: Descr i beJob action so
that the user can get the job status. For more information, see Initiate Job (POST jobs) (p. 249).

The policy grants these permissions on a vault named exanpl evaul t . You can get the vault ARN
from the Amazon Glacier console, or programmatically by calling either the Describe Vault (GET
vault) (p. 181) or the List Vaults (GET vaults) (p. 196) API actions.

{
"Version":"2012-10- 17",

"Statenent": [
{
"Effect": "Allow',
"Resource": "arn:aws:glacier:us-west-2:123456789012: vaul t s/
exanpl evaul t",

"Action":["glacier:InitiateJob",
"gl aci er: Get JobQut put ",
"gl aci er: Descri beJob"]

Example 2: Allow a User to Create a Vault and Configure
Notifications

The following example policy grants permissions to create a vault in the us-west-2 region as specified
in the Resour ce element and configure notifications. For more information about working with
notifications, see Configuring Vault Notifications in Amazon Glacier (p. 47). The policy also grants
permissions to list vaults in the region and get a specific vault description.

Important

When you grant permissions to create a vault using the gl aci er: Cr eat eVaul t operation,
you must specify a wildcard character (*) in the Resour ce value because you don't know the
vault name until after you create the vault.

{
"Version":"2012-10-17",
"Statenment": [
{
"Effect": "Alow',
"Resource": "arn:aws: gl acier:us-west-2:123456789012: vaul ts/*",
"Action":["glacier: CreateVault",
"gl aci er: Set Vaul t Noti fi cations",
"gl aci er: Get Vaul t Noti fi cations",
"gl aci er: Del eteVaul t Noti fications",
"gl aci er: Descri beVaul t ",
"gl aci er: Li st Vaul t s"]
}
]
}

Example 3: Allow a User to Upload Archives to a Specific Vault

The following example policy grants permissions to upload archives to a specific vault in the us-west-2
region. These permissions allow a user to upload an archive all at once using the Upload Archive
(POST archive) (p. 210) API operation or in parts using the Initiate Multipart Upload (POST multipart-
uploads) (p. 219) API operation.
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{
"Version":"2012-10-17",

"Statenment": [
{
"Effect": "Alow',
"Resource": "arn:aws:glacier:us-west-2:123456789012: vaul t s/
exanpl evaul t",

"Action":["gl aci er: Upl oadArchi ve",
"glacier:InitiateMiltipartUpl oad",
"gl aci er: Upl oadMul ti partPart",
"gl aci er: ListParts",
"gl aci er: Li st Ml tipart Upl oads",
"gl aci er: Conpl et eMul ti part Upl oad"]

Example 4: Allow a User Full Permissions on a Specific Vault

The following example policy grants permissions for all Amazon Glacier actions on a vault named
exanpl evaul t.

{
"Version":"2012-10- 17",

"Statenent": [

"Effect": "Al ow',

"Resource": "arn:aws:glacier:us-west-2:123456789012: vaul t s/
exanpl evaul t",

"Action":["glacier:*"]

Using Resource-Based Policies for Amazon
Glacier (Vault Policies)

An Amazon Glacier vault is the primary resource in Amazon Glacier. You can add permissions to the
policy associated with a Amazon Glacier vault. Permissions policies attached to Amazon Glacier vaults
are referred to as resource-based policies (or vault policies in Amazon Glacier). Each Amazon Glacier
vault can have resource-based permissions policies associated with it. For information about available
permissions policy options, see Managing Access to Resources (p. 122).

Important

Before you create resource-based policies, we recommend that you first review the
introductory topics that explain the basic concepts and options available for you to manage
access to your Amazon Glacier resources. For more information, see Overview of Managing
Access Permissions to Your Amazon Glacier Resources (p. 121).

An Amazon Glacier vault can have one vault access policy and one Vault Lock policy associated with
it. An Amazon Glacier vault access policy is a resource-based policy that you can use to manage
permissions to your vault. A Vault Lock policy is vault access policy that can be locked. After you lock a
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Vault Lock policy, the policy can't be changed. You can use a Vault Lock Policy to enforce compliance
controls.

For more information, see the following topics.

Topics
¢ Amazon Glacier Access Control with Vault Access Policies (p. 130)
e Amazon Glacier Access Control with Vault Lock Policies (p. 132)

Amazon Glacier Access Control with Vault Access
Policies

An Amazon Glacier vault access policy is a resource-based policy that you can use to manage
permissions to your vault. For information about the different permissions policy options available, see
Managing Access to Resources (p. 122).

You can create one vault access policy for each vault to manage permissions. You can modify
permissions in a vault access policy at any time. Amazon Glacier also supports a Vault Lock policy on
each vault that, after you lock it, cannot be altered. For more information about working with Vault Lock
policies, see Amazon Glacier Access Control with Vault Lock Policies (p. 132).

You can use the Amazon Glacier API, AWS SDKs, AWS CLI, or the Amazon Glacier console to create
and manage vault access policies. For a list of Amazon Glacier operations allowed for vault access
resource-based policies, see Amazon Glacier APl Permissions: Actions, Resources, and Conditions
Reference (p. 134).

Examples
¢ Example 1: Grant Cross-Account Permissions for Specific Amazon Glacier Actions (p. 130)
¢ Example 2: Grant Read-Only Permissions to All AWS Accounts (p. 131)
¢ Example 3: Grant Cross-Account Permissions for MFA Delete Operations (p. 131)

Example 1: Grant Cross-Account Permissions for Specific
Amazon Glacier Actions

The following example policy grants cross-account permissions to two AWS accounts for a set of
Amazon Glacier operations on a vault named exanpl evaul t .

Note

The account that owns the vault is billed for all costs associated with the vault. All requests,
data transfer, and retrieval costs made by allowed external accounts are billed to the account
that owns the vault.

"Version":"2012-10-17",
"Statenent": |
{
"Sid":"cross-account-upl oad",
"Principal": {
"AWS": |
"arn:aws:iam :123456789012: root ",
"arn:aws: i am : 444455556666: r oot "
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"Effect":"All ow',

"Action": [
"gl aci er: Upl oadAr chi ve",
"glacier:InitiateMiltipartUpl oad",
"gl aci er: Abort Mul ti part Upl oad",
"gl aci er: Conpl et eMul ti part Upl oad"

]

esource": [
"arn:aws: gl aci er: us-west - 2: 999999999999: vaul t s/ exanpl evaul t"

Example 2: Grant Read-Only Permissions to All AWS
Accounts
The following example policy grants permissions that allow all AWS accounts to perform Amazon

Glacier operations to retrieve any archive in a vault named exanpl evaul t . The retrieved archives will
be read-only for these accounts.

{
"Version":"2012-10-17",
"Statenent": |
{
"Sid": "add-read-only-pernt,
"Principal": "*",
"Effect": "Allow',
"Action": [
"glacier:InitiateJob",
"gl aci er: Get JobQut put"
1,
"Resource": [
"arn:aws: gl aci er: us-west - 2: 999999999999: vaul t s/ exanpl evaul t"
]
}
]
}

Example 3: Grant Cross-Account Permissions for MFA Delete
Operations

You can use multi-factor authentication (MFA) to protect your Amazon Glacier resources. To provide
an extra level of security, MFA requires users to prove physical possession of an MFA device by
providing a valid MFA code. For more information about configuring MFA access, see Configuring
MFA-Protected API Access in the IAM User Guide.

The example policy grants an AWS account with temporary credentials permission to delete archives
from a vault named examplevault, provided the request is authenticated with an MFA device. The
policy uses the aws: Mul ti Fact or Aut hPr esent condition key to specify this additional requirement.
For more information, see Available Keys for Conditions in the IAM User Guide.

"Version": "2012-10-17",
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"Statenment": [
{
"Sid": "add-nfa-del ete-requirenent",
"Principal": {
"AWE' [
"arn:aws:iam:123456789012: root "
]
H
"Effect": "Alow',
"Action": [
"gl aci er: Del ete*"

]

esource": [

"arn:aws: gl aci er: us-west - 2: 999999999999: vaul t s/ exanpl evaul t"
1.
"Condition": {

"Bool ": {
"aws: Mul ti Fact or Aut hPresent": true

}

Related Sections

¢ Delete Vault Access Policy (DELETE access-policy) (p. 177)
¢ Get Vault Access Policy (GET access-policy) (p. 183)
¢ Set Vault Access Policy (PUT access-policy) (p. 203)

Amazon Glacier Access Control with Vault Lock
Policies

An Amazon Glacier vault can have one resource-based vault access policy and one Vault Lock policy
attached to it. A Vault Lock policy is a vault access policy that you can lock. Using a Vault Lock policy
can help you enforce regulatory and compliance requirements. Amazon Glacier provides a set of

API operations for you to manage the Vault Lock policies, see Locking a Vault by Using the Amazon
Glacier API (p. 60).

As an example of a Vault Lock policy, suppose that you are required to retain archives for one year
before you can delete them. To implement this requirement, you can create a Vault Lock policy that
denies users permissions to delete an archive until the archive has existed for one year. You can test
this policy before locking it down. After you lock the policy, the policy becomes immutable. For more
information about the locking process, see Amazon Glacier Vault Lock (p. 60). If you want to manage
other user permissions that can be changed, you can use the vault access policy (see Amazon Glacier
Access Control with Vault Access Policies (p. 130)).

You can use the Amazon Glacier API, AWS SDKs, AWS CLI, or the Amazon Glacier console

to create and manage Vault Lock policies. For a list of Amazon Glacier actions allowed for vault
resource-based policies, see Amazon Glacier APl Permissions: Actions, Resources, and Conditions
Reference (p. 134).

Examples
¢ Example 1: Deny Deletion Permissions for Archives Less Than 365 Days Old (p. 133)
¢ Example 2: Deny Deletion Permissions Based on a Tag (p. 133)
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Example 1: Deny Deletion Permissions for Archives Less Than
365 Days Old

Suppose that you have a regulatory requirement to retain archives for up to one year before you
can delete them. You can enforce that requirement by implementing the following Vault Lock policy.
The policy denies the gl aci er : Del et eAr chi ve action on the examplevault vault if the archive
being deleted is less than one year old. The policy uses the Amazon Glacier-specific condition key
Ar chi veAgel nDays to enforce the one-year retention requirement.

{
"Version":"2012-10-17",
"Statenment": [
{
"Sid": "deny-based-on-archive-age",
"Principal": "*",
"Effect": "Deny",
"Action": "gl acier: Del eteArchive",
"Resource": [
"arn: aws: gl aci er: us-west-2:123456789012: vaul t s/ exanpl evaul t"
1.
"Condition": {
"Nuneri cLessThan" : {
"gl aci er: Archi veAgel nDays" : "365"
}
}
}
]
}

Example 2: Deny Deletion Permissions Based on a Tag

Suppose that you have a time-based retention rule that an archive can be deleted if it is less than a
year old. At the same time, suppose that you need to place a legal hold on your archives to prevent
deletion or modification for an indefinite duration during a legal investigation. In this case, the legal hold
takes precedence over the time-based retention rule specified in the Vault Lock policy.

To put these two rules in place, the following example policy has two statements:

¢ The first statement denies deletion permissions to everyone, locking the vault. This lock is performed
by using the Legal Hol d tag.

¢ The second statement grants deletion permissions when the archive is less than 365 days old. But
even when archives are less than 365 days old, no one can delete them because the vault has been
locked by the first statement.

"Version":"2012-10-17",
"Statenment": [

{
"Sid": "no-one-can-del ete-any-archive-fromvault",
"Principal": "*",
"Effect": "Deny",
"Action": [

"gl aci er: Del et eAr chi ve"

]

Resource": [
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"arn: aws: gl aci er: us-west -2:123456789012: vaul t s/ exanpl evaul t"
1.
"Condition": {

"StringlLike": {

"gl aci er: Resour ceTag/ Legal Hol d": [
"true",

"Sid": "you-can-del ete-archive-1|ess-than-1-year-old",
"Principal": "*",
"Effect": "Allow',
"Action": [
"gl aci er: Del et eAr chi ve"

]

source": [

"arn: aws: gl aci er: us-west-2:123456789012: vaul t s/ exanpl evaul t"
1,
"Condition": {

"Nureri cLessThan": {
"gl aci er: Archi veAgel nDays": "365"
}
}
}

Related Sections

¢ Amazon Glacier Vault Lock (p. 60)

¢ Abort Vault Lock (DELETE lock-policy) (p. 167)
¢ Complete Vault Lock (POST lockld) (p. 173)

¢ Get Vault Lock (GET lock-policy) (p. 186)

« Initiate Vault Lock (POST lock-policy) (p. 191)

Amazon Glacier APl Permissions: Actions,
Resources, and Conditions Reference

When you are setting up Access Control (p. 120) and writing a permissions policy that you can attach
to an IAM identity (identity-based policies) or a resource (resource-based policies), you can use the
following table as a reference. The list includes each Amazon Glacier API operation, the corresponding
actions for which you can grant permissions to perform the action, and the AWS resource for which you
can grant the permissions.

You specify the actions in the policy's Act i on element, and you specify the resource value in the
policy's Resour ce element. Also, you can use the IAM policy language Condi t i on element to specify
when a policy should take effect.

To specify an action, use the gl aci er: prefix followed by the API operation hame (for example,
gl aci er: Creat eVaul t ). For most Amazon Glacier actions, Resour ce is the vault on which you
want to grant the permissions. You specify a vault as the Resour ce value by using the vault ARN.
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To express conditions, you use predefined condition keys. For more information, see Overview of
Managing Access Permissions to Your Amazon Glacier Resources (p. 121).

The following table lists actions that can be used with identity-based policies and resource-based
policies.

Note
Some actions can only be used with identity-based policies. These actions are marked by a
red asterisk (*) after the name of the API operation in the first column.

Amazon Glacier APl and Required Permissions for Actions

Abort Multipart Upload (DELETE uploadID) (p. 214)
Required Permissions (APl Actions): gl aci er: Abort Mul ti part Upl oad

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: regi on: account -i d: vaul ts/*

Amazon Glacier Condition Keys:

Abort Vault Lock (DELETE lock-policy) (p. 167)
Required Permissions (APl Actions): gl aci er: Abor t Vaul t Lock

Resources:

Amazon Glacier Condition Keys:

Add Tags To Vault (POST tags add) (p. 169)
Required Permissions (APl Actions):gl aci er: AddTagsToVaul t

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er:regi on: account -i d: vaul ts/*

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Complete Multipart Upload (POST uploadID) (p. 216)
Required Permissions (APl Actions):gl aci er : Conpl et eMul ti part Upl oad

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: region:account-id:vaults/*

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Complete Vault Lock (POST lockld) (p. 173)
Required Permissions (APl Actions):gl aci er: Conpl et eVaul t Lock

Resources:

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Create Vault (PUT vault) (p. 171) *
Required Permissions (APl Actions):gl aci er: Cr eat eVaul t

Resources:

Amazon Glacier Condition Keys:

Delete Archive (DELETE archive) (p. 208)
Required Permissions (APl Actions):gl aci er: Del et eAr chi ve

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: regi on: account -i d: vaul ts/ *

API Version 2012-06-01
135



Amazon Glacier Developer Guide
Amazon Glacier APl Permissions Reference

Amazon Glacier Condition Keys: gl aci er: Archi veAgel nDays,
gl aci er: Resour ceTag/ TagKey

Delete Vault (DELETE vault) (p. 175)

Required Permissions (APl Actions):gl aci er: Del et eVaul t

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er:regi on: account-id: vaul ts/*

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Delete Vault Access Policy (DELETE access-policy) (p. 177)

Required Permissions (APl Actions):gl aci er: Del et eVaul t AccessPol i cy

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er:regi on: account-id: vaul ts/*

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Delete Vault Notifications (DELETE notification-configuration) (p. 179)

Required Permissions (APl Actions):gl aci er: Del et eVaul t Noti fi cati ons

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: regi on: account-i d: vaul ts/*

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Describe Job (GET JoblID) (p. 236)

Required Permissions (APl Actions):gl aci er: Descri beJob

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er:regi on: account-i d: vaul ts/*

Amazon Glacier Condition Keys:

Describe Vault (GET vault) (p. 181)

Required Permissions (APl Actions):gl aci er: Descri beVaul t

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: regi on: account -i d: vaul ts/*

Amazon Glacier Condition Keys:

Get Data Retrieval Policy (GET policy) (p. 266) *

Required Permissions (APl Actions):gl aci er: Get Dat aRet ri eval Pol i cy

Resources: arn: aws: gl aci er: regi on: account-id: policies/retrieval -limt-
policy

Amazon Glacier Condition Keys:

Get Job Output (GET output) (p. 243)

Required Permissions (APl Actions):gl aci er: Get JobQut put

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: regi on: account -i d: vaul ts/ *

Amazon Glacier Condition Keys:

Get Vault Access Policy (GET access-policy) (p. 183)

Required Permissions (APl Actions):gl aci er: Get Vaul t AccessPol i cy
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Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er:regi on: account-i d: vaul ts/*

Amazon Glacier Condition Keys:

Get Vault Lock (GET lock-policy) (p. 186)
Required Permissions (APl Actions):gl aci er: Get Vaul t Lock

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: regi on: account -i d: vaul ts/ *

Amazon Glacier Condition Keys:

Get Vault Notifications (GET noatification-configuration) (p. 189)
Required Permissions (APl Actions):gl aci er: Get Vaul t Noti fi cati ons

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: region: account-id:vaults/*

Amazon Glacier Condition Keys:

Initiate Job (POST jobs) (p. 249)
Required Permissions (APl Actions):gl acier: I nitiateJob

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er:regi on: account-id: vaul ts/*

Amazon Glacier Condition Keys: gl aci er: Archi veAgel nDays,
gl aci er: Resour ceTag/ TagKey

Initiate Multipart Upload (POST multipart-uploads) (p. 219)
Required Permissions (APl Actions):gl acier: I nitiateMiltipart Upl oad

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er:regi on: account -i d: vaul ts/*

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Initiate Vault Lock (POST lock-policy) (p. 191)
Required Permissions (APl Actions):gl aci er: I ni ti at eVaul t Lock

Resources:

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

List Jobs (GET jobs) (p. 257)
Required Permissions (APl Actions):gl aci er: Li st Jobs

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: regi on: account-id: vaul ts/*

Amazon Glacier Condition Keys:

List Multipart Uploads (GET multipart-uploads) (p. 227)
Required Permissions (APl Actions):gl aci er: Li st Mul ti part Upl oads

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: regi on: account -i d: vaul ts/*
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Amazon Glacier Condition Keys:

List Parts (GET uploadID) (p. 222)
Required Permissions (APl Actions):gl aci er: Li stParts

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: region:account-id:vaults/*

Amazon Glacier Condition Keys:

List Tags For Vault (GET tags) (p. 194)
Required Permissions (APl Actions):gl aci er: Li st TagsFor Vaul t

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er:regi on: account-id: vaul ts/*

Amazon Glacier Condition Keys:

List Vaults (GET vaults) (p. 196)
Required Permissions (APl Actions):gl aci er: Li st Vaul ts

Resources:

Amazon Glacier Condition Keys:

Remove Tags From Vault (POST tags remove) (p. 201)
Required Permissions (APl Actions):gl aci er: RenoveTagsFr onVaul t

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: region:account-id:vaults/*

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Set Data Retrieval Policy (PUT policy) (p. 273) *
Required Permissions (APl Actions):gl aci er: Set Dat aRet ri eval Pol i cy

Resources:arn: aws: gl aci er: regi on: account-id: policies/retrieval-limt-policy

Amazon Glacier Condition Keys:

Set Vault Access Policy (PUT access-policy) (p. 203)
Required Permissions (APl Actions):gl aci er: Set Vaul t AccessPol i cy

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: regi on: account -i d: vaul ts/ *

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Set Vault Notification Configuration (PUT notification-configuration) (p. 205)
Required Permissions (APl Actions):gl aci er: Set Vaul t Noti fi cati ons

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er: region:account-id:vaults/*

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Upload Archive (POST archive) (p. 210)
Required Permissions (APl Actions):gl aci er : Upl oadAr chi ve

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account - i d: vaul t s/ exanpl e*,
arn: aws: gl aci er:regi on: account-i d: vaul ts/*
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Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey

Upload Part (PUT uploadID) (p. 232)
Required Permissions (APl Actions):gl aci er: Upl oadMul ti part Part

Resources: arn: aws: gl aci er: regi on: account -i d: vaul t s/ vaul t -
nane, arn: aws: gl aci er: regi on: account -i d: vaul t s/ exanpl e*,
arn: aws: gl aci er:regi on: account-id: vaul ts/*

Amazon Glacier Condition Keys: gl aci er: Resour ceTag/ TagKey
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Amazon Glacler Data Retrieval
Policies

With Amazon Glacier data retrieval policies, you can easily set data retrieval limits and manage the
data retrieval activities across your AWS account in each region. For more information about Amazon
Glacier data retrieval charges, see Amazon Glacier pricing.

Important

A data retrieval policy applies to standard retrievals only and manages retrieval requests
made directly to Amazon Glacier. It does not manage data restore requests for Amazon
S3's GLACI ER storage class. For more information, see GLACIER Storage Class: Additional
Lifecycle Configuration Considerations.

Topics
¢ Choosing an Amazon Glacier Data Retrieval Policy (p. 140)
¢ Using the Amazon Glacier Console to Set Up a Data Retrieval Policy (p. 141)
¢ Using the Amazon Glacier API to Set Up a Data Retrieval Policy (p. 142)

Choosing an Amazon Glacier Data Retrieval
Policy

You can choose from three types of Amazon Glacier data retrieval policies: Free Tier Only, Max
Retrieval Rate, and No Retrieval Limit. By using a Free Tier Only policy, you can keep your retrievals
within your daily free tier allowance and not incur any data retrieval cost. If you want to retrieve more
data than the free tier, you can use a Max Retrieval Rate policy to set a bytes-per-hour retrieval rate
limit. The Max Retrieval Rate policy ensures that the peak retrieval rate from all retrieval jobs across
your account in a region does not exceed the bytes-per-hour limit you set. If you don't want to set a
retrieval limit, you can use a No Retrieval Limit policy where all valid data retrieval requests will be
accepted.

With both Free Tier Only and Max Retrieval Rate policies, data retrieval requests that would exceed
the retrieval limits you specified will not be accepted. If you use a Free Tier Only policy, Amazon
Glacier will synchronously reject retrieval requests that would exceed your free tier allowance. If you
use a Max Retrieval Rate policy, Amazon Glacier will reject retrieval requests that would cause the
peak retrieval rate of the in progress jobs to exceed the bytes-per-hour limit set by the policy. These
policies help you simplify data retrieval cost management.

The following are some useful facts about data retrieval policies:
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« Data retrieval policy settings do not change the 3 to 5 hour period that it takes to retrieve data from
Amazon Glacier.

¢ Setting a new data retrieval policy does not affect previously accepted retrieval jobs that are already
in progress.

« If aretrieval job request is rejected because of a data retrieval policy, you will not be charged for the
job or the request.

* You can set one data retrieval policy for each AWS region, which will govern all data retrieval
activities in the region under your account. A data retrieval policy is region-specific because data
retrieval costs vary across AWS regions. For more information, see Amazon Glacier pricing.

Free Tier Only Policy

You can set a data retrieval policy to Free Tier Only to ensure that your retrievals will always stay
within your free tier allowance, so you don't incur data retrieval charges. If a retrieval request is
rejected, you will receive an error message stating that the request has been denied by the current
data retrieval policy.

You set the data retrieval policy to Free Tier Only for a particular AWS region. Once the policy is set,
you cannot retrieve more data in a day than your prorated daily free retrieval allowance for that region
and you will not incur data retrieval fees.

You can switch to a Free Tier Only policy after you have incurred data retrieval charges within a month.
The Free Tier Only policy will take effect for new retrieval requests, but will not affect past requests.
You will be billed for the previously incurred charges.

Max Retrieval Rate Policy

You can set your data retrieval policy to Max Retrieval Rate to control the peak retrieval rate by
specifying a data retrieval limit that has a bytes-per-hour maximum. When you set the data retrieval
policy to Max Retrieval Rate, a new retrieval request will be rejected if it would cause the peak retrieval
rate of the in progress jobs to exceed the bytes-per-hour limit specified by the policy. If a retrieval job
request is rejected, you will receive an error message stating that the request has been denied by the
current data retrieval policy.

Setting your data retrieval policy to the Max Retrieval Rate policy can affect how much free tier you can
use in a day. For example, suppose you set Max Retrieval Rate to 1 MB per hour. This is less than the
free tier policy rate of 14 MB per hour. To ensure you make good use of the daily free tier allowance,
you can first set your policy to Free Tier Only and then switch to the Max Retrieval Rate policy later if
you need to. or more information on how your retrieval allowance is calculated, go to Amazon Glacier
FAQs.

No Retrieval Limit Policy

If your data retrieval policy is set to No Retrieval Limit, all valid data retrieval requests will be accepted
and your data retrieval costs will vary based on your usage.

Using the Amazon Glacier Console to Set Up a
Data Retrieval Policy

You can view and update the data retrieval policies in the Amazon Glacier console or by using the
Amazon Glacier API. To setup a data retrieval policy in the console, choose an AWS region and then
click Settings.
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Data retrieval settings

Retrieval polices Provisioned capacity

Amazon Glacier data retrieval policies allow you to manage retrieval costs by setting limits on retrieval
activities across your AWS account in each region. Retrieval policies apply to standard retrigvals.

® Free tier only Max Retrieval Rate No Retrieval Limit

Only retrieve data withing the Max Retreival Rate All valid data retreival requests
free tier. Data retrieval will be accepted. Data retrieval
requests that exceed the free 1 GB/hour cost will vary based on your
tier will not be accepted. usage.

Retrieval cost Retrieval cost Visit the pricing page for data
Free $7.20 / month or less retrieval pricing information

Note: Data retrieval policies govern all retrieval activities in a region. The retrieval cost estimates may not

reflect previously incurred usage or charges in the month. Leam more
cancel m

You can select one of the three data retrieval policies: Free Tier Only, Max Retrieval Rate, or No
Retrieval Limit. If you click Max Retrieval Rate, you'll need to specify a value in the GB/Hour box.
When you type a value in GB/Hour, the console will calculate an estimated cost for you. Click No
Retrieval Limit if you don't want any restrictions placed on the rate of your data retrievals.

You can configure a data retrieval policy for each region. Each policy will take effect within a few
minutes after you click Save.

Using the Amazon Glacier API to Set Up a Data
Retrieval Policy

You can view and set a data retrieval policy by using the Amazon Glacier REST API or by using the
AWS SDKs.

Using the Amazon Glacier REST API to Set Up a
Data Retrieval Policy

You can view and set a data retrieval policy by using the Amazon Glacier REST API. You can view an
existing data retrieval policy by using the Get Data Retrieval Policy (GET policy) (p. 266) operation.
You set a data retrieval policy using the Set Data Retrieval Policy (PUT policy) (p. 273) operation.

When using the PUT policy operation you select the data retrieval policy type by setting the JISON
St r at egy field value to Byt esPer Hour , Fr eeTi er, or None. Byt esPer Hour is equivalent to
selecting Max Retrieval Rate in the console, Fr eeTi er to selecting Free Tier Only, and None to
selecting No Retrieval Policy.

When you use the Initiate Job (POST jobs) (p. 249) operation to initiate a data retrieval job that will
exceed the maximum retrieval rate set in your data retrieval policy, the Initiate Job operation will abort
and throw an exception.

API Version 2012-06-01
142



Amazon Glacier Developer Guide
Using the AWS SDKs to Set Up a Data Retrieval Policy

Using the AWS SDKs to Set Up a Data Retrieval
Policy

AWS provides SDKs for you to develop applications for Amazon Glacier. These SDKs provide libraries
that map to underlying REST API and provide objects that enable you to easily construct requests and
process responses. For more information, see Using the AWS SDKs with Amazon Glacier (p. 112).
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Tagging Amazon Glacier Resources

A tag is a label that you assign to an AWS resource. Each tag consists of a key and a value, both of
which you define. You can assign the tags that you define to Amazon Glacier vault resources. Using
tags is a simple yet powerful way to manage AWS resources and organize data, including billing data.
Topics

¢ Tagging Basics (p. 144)

¢ Tag Restrictions (p. 145)

¢ Tracking Costs Using Tagging (p. 145)

¢ Managing Access Control with Tagging (p. 145)

¢ Related Sections (p. 145)

Tagging Basics

You use the Amazon Glacier console, AWS Command Line Interface (AWS CLI), or Amazon Glacier
API to complete the following tasks:

¢ Adding tags to a vault
« Listing the tags for a vault
¢ Removing tags from a vault

For information about how to add, list, and remove tags, see Tagging Your Amazon Glacier
Vaults (p. 58).

You can use tags to categorize your vaults. For example, you can categorize vaults by purpose, owner,
or environment. Because you define the key and value for each tag, you can create a custom set of
categories to meet your specific needs. For example, you might define a set of tags that helps you
track vaults by owner and purpose for the vault. Following are a few examples of tags:

e Owner: Name

¢ Purpose: Video archives

¢ Environment: Production
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Tag Restrictions

Basic tag restrictions are as follows:

¢ The maximum number of tags for a resource (vault) is 50.
¢ Tag keys and values are case-sensitive.

Tag key restrictions are as follows:

< Within a set of tags for a vault, each tag key must be unique. If you add a tag with a key that's
already in use, your new tag overwrites the existing key-value pair.

¢ Tag keys cannot start with aws: because this prefix is reserved for use by AWS. AWS can create
tags that begin with this prefix on your behalf, but you can't edit or delete them.
¢ Tag keys must be from 1 to 128 Unicode characters in length.

« Tag keys must consist of the following characters: Unicode letters, digits, white space, and the
following special characters: _ . /| = + - @

Tag value restrictions are as follows:

¢ Tag values must be from 0 to 255 Unicode characters in length.

¢ Tag values can be blank. Otherwise, they must consist of the following characters: Unicode letters,
digits, white space, and any of the following special characters: _ . / = + - @

Tracking Costs Using Tagging

You can use tags to categorize and track your AWS costs. When you apply tags to any AWS
resources, including vaults, your AWS cost allocation report includes usage and costs aggregated by
tags. You can apply tags that represent business categories (such as cost centers, application names,
and owners) to organize your costs across multiple services. For more information, see Use Cost
Allocation Tags for Custom Billing Reports in the AWS Billing and Cost Management User Guide.

Managing Access Control with Tagging

You can use tags as a condition in an access policy statement. For example, you can set up a legal
hold tag and include it as a condition in a data retention policy that states that “archive deletion from
everyone will be denied if the legal hold tag value is set to Tr ue.” You can deploy the data retention
policy and set the legal hold tag to Fal se under normal conditions. If your data must be put on

hold to assist an investigation, you can easily turn on the legal hold by setting the tag value to Tr ue
and removing the hold in a similar way later on. For an example, see Example 2: Deny Deletion
Permissions Based on a Tag (p. 133).

Related Sections

¢ Tagging Your Amazon Glacier Vaults (p. 58)
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Logging Amazon Glacier API Calls
by Using AWS CloudTrall

Amazon Glacier is integrated with CloudTrail, a service that captures API calls made by or on behalf
of Amazon Glacier in your AWS account and delivers the log files to an Amazon S3 bucket that you
specify. CloudTrail captures API calls from the Amazon Glacier console or from the Amazon Glacier
API. Using the information collected by CloudTrail, you can determine what request was made to
Amazon Glacier, the source IP address from which the request was made, who made the request,
when it was made, and so on. To learn more about CloudTrail, including how to configure and enable
it, see the AWS CloudTrail User Guide.

Amazon Glacier Information in CloudTrall

When CloudTrail logging is enabled in your AWS account, API calls made to Amazon Glacier actions
are tracked in log files. Amazon Glacier records are written together with other AWS service records in
a log file. CloudTrail determines when to create and write to a new file based on a time period and file
size.

All of the Amazon Glacier actions are logged and are documented in the AP| Reference for Amazon
Glacier (p. 150). For example, calls to the CreateVault, ListVaults, DescribeVault, and DeleteVault
actions generate entries in the CloudTrail log files.

Every log entry contains information about who generated the request. The user identity information
in the log helps you determine whether the request was made with root or IAM user credentials, with
temporary security credentials for a role or federated user, or by another AWS service. For more
information, see the userldentity field in the CloudTrail Event Reference.

You can store your log files in your bucket for as long as you want, but you can also define Amazon
S3 lifecycle rules to archive or delete log files automatically. By default, your log files are encrypted by
using Amazon S3 server-side encryption (SSE).

You can choose to have CloudTrail publish Amazon SNS noatifications when new log files are delivered
if you want to take quick action upon log file delivery. For more information, see Configuring Amazon
SNS Notifications.

You can also aggregate Amazon Glacier log files from multiple AWS regions and multiple AWS
accounts into a single Amazon S3 bucket. For more information, see Aggregating CloudTrail Log Files
to a Single Amazon S3 Bucket.
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Understanding Amazon Glacier Log File Entries

CloudTrail log files can contain one or more log entries where each entry is made up of multiple JSON-
formatted events. A log entry represents a single request from any source and includes information
about the requested action, any parameters, the date and time of the action, and so on. The log entries
are not guaranteed to be in any particular order. That is, they are not an ordered stack trace of the

public API calls.
The following example shows a CloudTrail log entry that demonstrates the logging of Amazon Glacier
actions.
{
"Records": [
{
"awsRegi on": "us-east-1",
"event| D': "52f8c821-002e-4549-857f-8193a15246f a",
"event Name": "CreateVault",
"event Source": "gl aci er.amazonaws. cont',

"eventTime": "2014-12-10T19: 05: 152",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipientAccountld": "999999999999",
"request| D': "HJi Lgvf XCYB8QIACEr RoexS9ThvIl 21QLNqukf | y02hcUPPo",
"request Paraneters": {
"account|d": "-",
"vaul t Name": "myVaul t Nane"

}

esponseEl ement s": {
"l ocation": "/999999999999/ vaul t s/ nyVaul t Nanme"
H
"sour cel PAddress": "127.0.0.1",
"user Agent": "aws-sdk-java/l.9.6 Mac_OS X/ 10.9.5
Java_Hot Spot (TM _64-Bit _Server _VM 25. 25-b02/ 1. 8. 0_25",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"account|d": "999999999999",
"arn": "arn:aws:iam:999999999999: user/ myUser Nane",
"principalld': "AlB2C3D4ES5F6G7EXANMPLE",
"type": "I AMJser",
"user Nanme": "nyUser Nanme"

}
},
{
"awsRegi on": "us-east-1",
"event| D': "cdd33060-4758-416a- b7b9-daf d3af cec90",
"event Name": "DeleteVault",
"event Source": "gl aci er.amazonaws. cont',

"eventTime": "2014-12-10T19: 05: 152",
"event Type": "AwsApi Cal ",
"event Version": "1.02",
"recipientAccountld": "999999999999",
"request| D': " GGdw Vf hVf LCFWAMBI VUV M- f MVSqSOOFnRd0eRSa_Fc7c",
"request Paraneters": {
"account|d": "-",
"vaul t Name": "myVaul t Nane"

?:

esponseEl enents": nul I,
"sour cel PAddress": "127.0.0.1",
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"user Agent": "aws-sdk-java/l.9.6 Mac_OS X/ 10.9.5
Java_Hot Spot (TM _64-Bit _Server _VM 25. 25-b02/ 1. 8. 0_25",

"userldentity": {

"accessKeyl d": " AKI Al OSFODNN7EXAMPLE",

"account|d": "999999999999",

"arn": "arn:aws:iam:999999999999: user/ myUser Nane",

"principalld': "AlB2C3D4E5F6G7EXANMPLE",

"type": "I AMJser",

"user Nanme": "nyUser Nanme"

}
3
{
"awsRegi on": "us-east-1",
"event | D': "355750b4-e8b0- 46be- 9676- e786b1442470",
"event Nanme": "ListVaults",
"event Source": "gl aci er.amazonaws. cont',

"event Ti me": "2014-12-10T19: 05: 152",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipientAccountld": "999999999999",
"request| D': "yPTs22ghTsWpr Fi vb- 2u30FAaDALI ZP17t 4] M xL9QIQy VA",
"request Paraneters": {
"account|d": "-"
H
"responseEl ements": null,
"sour cel PAddress": "127.0.0.1",
"user Agent": "aws-sdk-java/l.9.6 Mac_OS X/ 10.9.5
Java_Hot Spot (TM _64-Bit _Server _VM 25. 25-b02/ 1. 8. 0_25",
"userldentity": {
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE",
"account|d": "999999999999",
"arn": "arn:aws:iam:999999999999: user/ myUser Nane",
“principalld": "AlB2C3D4ES5F6G7EXAMPLE",
"type": "I AMJser",
"user Nanme": "nyUser Nanme"

}
3
{
"awsRegi on": "us-east-1",
"event| D': "569e830e-b075-4444- aB826- aa8b0acad6ec7",
"event Nanme": "DescribeVault",
"event Source": "gl aci er.amazonaws. cont',

"eventTime": "2014-12-10T19: 05: 152",
"event Type": "AwsApi Call",
"event Version": "1.02",
"recipientAccountld": "999999999999",
"request| D': "QRt 1ZdFLGNOTCn784HnKaf Bt B2l VaV81UU3f sOR3Pt ol i M',
"request Paraneters": {
"account|d": "-",
"vaul t Name": "myVaul t Nane"
}

esponseEl enents": nul I,

"sour cel PAddress": "127.0.0.1",
"user Agent": "aws-sdk-java/l.9.6 Mac_OS X/ 10.9.5

Java_Hot Spot (TM _64-Bit _Server _VM 25. 25-b02/ 1. 8. 0_25",
"userldentity": {

"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,

"account1d": "999999999999",

"arn": "arn:aws:iam:999999999999: user/ myUser Nane",
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"principalld": "AlB2C3D4E5F6G7EXAMPLE",
"type": "I AMJser",
"user Nanme": "nyUser Nanme"
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API| Reference for Amazon Glacier

Amazon Glacier supports a set of operations—specifically, a set of RESTful API calls—that enable you
to interact with the service.

You can use any programming library that can send HTTP requests to send your REST requests

to Amazon Glacier. When sending a REST request, Amazon Glacier requires that you authenticate
every request by signing the request. Additionally, when uploading an archive, you must also compute
the checksum of the payload and include it in your request. For more information, see Signing
Requests (p. 153).

In the event of an error, You need to know what Amazon Glacier sends in an error response so that
you can process it. This section provides all this information, in addition to documenting the REST
operations, so that you can make REST API calls directly.

You can either use the REST API calls directly or use the AWS SDKs that provide wrapper libraries
to simplify your coding task. These libraries sign each request you send and compute the checksum
of the payload in your request. Therefore, using the AWS SDKs simplifies your coding task. This
developer guide provides working examples of basic Amazon Glacier operations using the AWS SDK
for Java and .NET. For more information see, Using the AWS SDKs with Amazon Glacier (p. 112).

Topics
¢« Common Request Headers (p. 150)
« Common Response Headers (p. 153)
¢ Signing Requests (p. 153)
e Computing Checksums (p. 157)
¢ Error Responses (p. 163)
¢ Vault Operations (p. 166)
¢ Archive Operations (p. 208)
¢ Multipart Upload Operations (p. 214)
¢ Job Operations (p. 236)
¢ Data Retrieval Operations (p. 266)

Common Request Headers

Amazon Glacier REST requests include headers that contain basic information about the request. The
following table describes headers that can be used by all Amazon Glacier REST requests.
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Header Name

Aut hori zati on

Cont ent - Lengt h

Dat e

Host

Description

The header that is required to sign requests. Amazon
Glacier requires Signature Version 4. For more
information, see Signing Requests (p. 153).

Type: String
The length of the request body (without the headers).
Type: String

Condition: Required only for the Upload Archive
(POST archive) (p. 210) API.

The date that can be used to create the signature
contained in the Aut hor i zat i on header. If the

Dat e header is to be used for signing it must be
specified in the ISO 8601 basic format. In this case,
the x- anez- dat e header is not needed. Note that
when x- anz- dat e is present, it always overrides the
value of the Dat e header.

If the Date header is not used for signing, it can be
one of the full date formats specified by RFC 2616,
section 3.3. For example, the following date/time
Sun, 23 Nov 2014 12: 00: 00 GM is a valid date/
time header for use with Amazon Glacier.

If you are using the Dat e header for signing,
then it must be in the ISO 8601 basic
YYYYMVDD T' HHMVBS' Z' format.

Type: String

Condition: If Dat e is specified but is not in ISO 8601
basic format, then you must also include the x- ane-
dat e header. If Dat e is specified in ISO 8601 basic
format, then this is sufficient for signing requests and
you do not need the x- anz- dat e header. For more
information, see Handling Dates in Signature Version
4 in the Amazon Web Services Glossary.

This header specifies the service endpoint to which
you send your requests. The value must be of the
form "gl aci er. r egi on. anmazonaws. cont, where
region is replaced with a region designation such as
us-west - 2.

Type: String

Required

Yes

Conditional

Conditional

Yes

API Version 2012-06-01
151


http://tools.ietf.org/html/rfc2616#section-3.3
http://docs.aws.amazon.com/general/latest/gr/sigv4-date-handling.html
http://docs.aws.amazon.com/general/latest/gr/sigv4-date-handling.html

Amazon Glacier Developer Guide
Common Request Headers

Header Name

X-ane-cont ent - sha256

X-ane-dat e

x-ane- gl aci er -
versi on

X-ane-sha256-tree-
hash

Description

The computed SHA256 checksum of an entire
payload that is uploaded with either Upload Archive
(POST archive) (p. 210) or Upload Part (PUT
uploadID) (p. 232). This header is not the same as
the x- anz- sha256- t r ee- hash header, though, for
some small payloads the values are the same. When
X- ane- cont ent - sha256 is required, both x- anz-
cont ent - sha256 and x- anz- sha256- t r ee- hash
must be specified.

Type: String

Condition: Required for streaming API, Upload
Archive (POST archive) (p. 210) and Upload Part
(PUT uploadID) (p. 232).

The date used to create the signature in the
Authorization header. The format must be ISO

8601 basic in the YYYYMVDD T' HHWSS' Z'

format. For example, the following date/time
20141123T120000Z is a valid x- ane- dat e for use
with Amazon Glacier.

Type: String

Condition: x- ane- dat e is optional for all requests;
it can be used to override the date used for signing
requests. If the Dat e header is specified in the ISO
8601 basic format, then x- ane- dat e is not needed.
When x- ane- dat e is present, it always overrides
the value of the Dat e header. For more information,
see Handling Dates in Signature Version 4 in the
Amazon Web Services Glossary.

The Amazon Glacier API version to use. The current
version is 2012- 06- 01.

Type: String

The computed SHA256 tree-hash checksum for
an uploaded archive (Upload Archive (POST
archive) (p. 210)) or archive part (Upload Part
(PUT uploadID) (p. 232)). For more information
about calculating this checksum, see Computing
Checksums (p. 157).

Type: String
Default: None

Condition: Required for Upload Archive (POST
archive) (p. 210) and Upload Part (PUT
uploadID) (p. 232).

Required

Conditional

Conditional

Yes

Conditional
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Common Response Headers

The following table describes response headers that are common to most Amazon Glacier responses.

Name Description
Cont ent - Lengt h | The length in bytes of the response body.
Type: String

Dat e The date and time Amazon Glacier responded, for example, Sun, 23 Nov
2014 12:00: 00 GMI. The format of the date must be one of the full date
formats specified by RFC 2616, section 3.3. Note that Dat e returned may drift
slightly from other dates, so for example, the date returned from an Upload
Archive (POST archive) (p. 210) request may not match the date shown for
the archive in an inventory list for the vault.

Type: String
X-anen- A value created by Amazon Glacier that uniquely identifies your request. In the
Request | d event that you have a problem with Amazon Glacier, AWS can use this value to

troubleshoot the problem. It is recommended that you log these values.

Type: String
x- ane- sha256- The SHA256 tree-hash checksum of the archive or inventory body.
tree-hash For more information about calculating this checksum, see Computing

Checksums (p. 157).

Type: String

Signing Requests

Amazon Glacier requires that you authenticate every request you send by signing the request. To sign
a request, you calculate a digital signature using a cryptographic hash function. A cryptographic hash is
a function that returns a unique hash value based on the input. The input to the hash function includes
the text of your request and your secret access key. The hash function returns a hash value that you
include in the request as your signature. The signature is part of the Aut hori zat i on header of your
request.

After receiving your request, Amazon Glacier recalculates the signature using the same hash function
and input that you used to sign the request. If the resulting signature matches the signature in the
request, Amazon Glacier processes the request. Otherwise, the request is rejected.

Amazon Glacier supports authentication using AWS Signature Version 4. The process for calculating a
signature can be broken into three tasks:

¢ Task 1: Create a Canonical Request

Rearrange your HTTP request into a canonical format. Using a canonical form is necessary because
Amazon Glacier uses the same canonical form when it recalculates a signature to compare with the
one you sent.

e Task 2: Create a String to Sign

Create a string that you will use as one of the input values to your cryptographic hash function. The
string, called the string to sign, is a concatenation of the name of the hash algorithm, the request
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date, a credential scope string, and the canonicalized request from the previous task. The credential
scope string itself is a concatenation of date, region, and service information.

¢ Task 3: Create a Signature

Create a signature for your request by using a cryptographic hash function that accepts two input
strings: your string to sign and a derived key. The derived key is calculated by starting with your
secret access key and using the credential scope string to create a series of hash-based message
authentication codes (HMACSs). Note that the hash function used in this signing step is not the tree-
hash algorithm used in Amazon Glacier APIs that upload data.

Topics
¢ Example Signature Calculation (p. 154)
¢ Calculating Signatures for the Streaming Operations (p. 155)

Example Signature Calculation

The following example walks you through the details of creating a signature for Create Vault (PUT
vault) (p. 171). The example could be used as a reference to check your signature calculation

method. Other reference calculations are included in the Signature Version 4 Test Suite of the Amazon
Web Services Glossary.

The example assumes the following:
¢ The time stamp of the requestis Fri, 25 May 2012 00: 24: 53 GWI.

* The endpoint is US East (N. Virginia) Region us-east- 1.

The general request syntax (including the JSON body) is:

PUT /-/vaul ts/exanpl evault HTTP/ 1.1
Host: gl aci er. us-east-1. anazonaws. com
Date: Fri, 25 May 2012 00: 24:53 GVIr
Aut hori zation: SignatureToBeCal cul ated
x-ane-gl aci er-version: 2012-06-01

The canonical form of the request calculated for Task 1: Create a Canonical Request (p. 153) is:

PUT
/-1 vaul t s/ exanpl evaul t

host : gl aci er. us- east - 1. amazonaws. com
x-ane- dat e: 20120525T002453Z
x-ane-gl aci er-version: 2012- 06- 01

host ; x- ane- dat e; x- ane- gl aci er-versi on
e3b0c44298f clc149af bf 4c8996f b92427ae41e4649b934ca495991b7852b855

The last line of the canonical request is the hash of the request body. Also, note the empty third line in
the canonical request. This is because there are no query parameters for this API.

The string to sign for Task 2: Create a String to Sign (p. 153) is:

AWB4- HVAC- SHA256
20120525T0024532
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20120525/ us- east - 1/ gl aci er/ aws4_r equest
5f 1dala2d0f eb614dd03d71e87928b8e449ac87614479332aced3a701f 916743

The first line of the string to sign is the algorithm, the second line is the time stamp, the third line is the
credential scope, and the last line is a hash of the canonical request from Task 1: Create a Canonical
Request (p. 153). The service name to use in the credential scope is gl aci er.

For Task 3: Create a Signature (p. 154), the derived key can be represented as:

derived key = HVAC( HVAC( HMAC( HVAC( " AWS4" +
Your Secr et AccessKey, "20120525"), "us-east-1"),"glacier"), "aws4_request")

If the secret access key, wdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY, is used, then the
calculated signature is:

3cebb2f 2f f f ac9262b4da9256f 8d086b4aaf 42ebabf 111c21681a65al127b7c2a

The final step is to construct the Aut hori zat i on header. For the demonstration access key
AKI Al OSFODNN7 EXAMPLE, the header (with line breaks added for readability) is:

Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20120525/ us-
east -1/ gl aci er/ aws4_r equest,

Si gnedHeader s=host ; x- anz- dat e; x- anz- gl aci er - ver si on,

Si gnat ur e=3ce5h2f 2f f f ac9262b4da9256f 8d086b4aaf 42ebabf 111¢c21681a65al127b7c2a

Calculating Signatures for the Streaming Operations

Upload Archive (POST archive) (p. 210) and Upload Part (PUT uploadID) (p. 232) are streaming
operations that require you to include an additional header x- anz- cont ent - sha256 when signing
and sending your request. The signing steps for the streaming operations are exactly the same as
those for other operations, with the addition of the streaming header.

The calculation of the streaming header x- anz- cont ent - sha256 is based on the SHA256 hash
of the entire content (payload) that is to be uploaded. Note that this calculation is different from the
SHA256 tree hash (Computing Checksums (p. 157)). Besides trivial cases, the SHA 256 hash value
of the payload data will be different from the SHA256 tree hash of the payload data.

If the payload data is specified as a byte array, you can use the following Java code snippet to
calculate the SHA256 hash.

public static byte[] conputePayl oadSHA256Hash2(byte[] payl oad) throws
NoSuchAl gori t hnException, | OException {
Buf f er edl nput Stream bis =
new Buf f er edl nput St r eam( new Byt eArr ayl nput St r ean( payl oad) ) ;
MessageDi gest nessageDi gest = MessageDi gest. getl nst ance(" SHA- 256") ;
byte[] buffer = new byte[4096];
int bytesRead = -1;
while ( (bytesRead = bis.read(buffer, 0, buffer.length)) !=-1) {
messageDi gest . updat e(buffer, 0, bytesRead);
}

return nmessageDi gest. digest();

Similarly, in C# you can calculate the SHA256 hash of the payload data as shown in the following code
shippet.
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public static byte[] Cal cul ateSHA256Hash(byte[] payl oad)

{
SHA256 sha256 = System Security. Cryptography. SHA256. Creat e() ;
byte[] hash = sha256. Conput eHash( payl oad) ;
return hash;

}

Example Signature Calculation for Streaming API

The following example walks you through the details of creating a signature for Upload Archive (POST
archive) (p. 210), one of the two streaming APIs in Amazon Glacier. The example assumes the
following:

¢ The time stamp of the request is Mon, 07 May 2012 00: 00: 00 GM.
* The endpoint is the US East (N. Virginia) Region, us-east-1.
¢ The content payload is a string "Welcome to Amazon Glacier."

The general request syntax (including the JSON body) is shown in the example below. Note that the
X- anz- cont ent - sha256 header is included. In this simplified example, the x- anz- sha256-t r ee-
hash and x- anez- cont ent - sha256 are the same value. However, for archive uploads greater than 1
MB, this is not the case.

POST /-/vaul ts/exanpl evault HTTP/ 1.1
Host: gl aci er. us-east-1. anazonaws. com
Date: Mon, 07 May 2012 00: 00: 00 GV
x-anz- ar chi ve-description: ny archive

x- anz-sha256-tree-hash: SHA256 tree hash
X-anz-cont ent - sha256: SHA256 payl oad hash
Aut hori zation: SignatureToBeCal cul ated
x-ane-gl aci er-version: 2012-06-01

The canonical form of the request calculated for Task 1: Create a Canonical Request (p. 153) is
shown below. Note that the streaming header x- anz- cont ent - sha256 is included with its value.
This means you must read the payload and calculate the SHA256 hash first and then compute the
signature.

POST
/-1 vaul t s/ exanpl evaul t

host : gl aci er. us- east - 1. amazonaws. com

X-ane- cont ent -

sha256: 726e392chb4d09924dbadlcc0ba3b00c3643d03d14ch4b823e2f 041cf f 6122628
x-ane- dat e: 20120507T000000Z

x-ane-gl aci er-version: 2012- 06- 01

host ; x- anez- cont ent - sha256; x- anez- dat e; x- ane- gl aci er-versi on
726e392cb4d09924dbadlccOba3b00c3643d03d14ch4b823e2f 041cff 612a628

The remainder of the signature calculation follows the steps outlined in Example Signature

Calculation (p. 154). The Aut hori zat i on header using the secret access key wlal r XUt nFEM /
K7MDENG bPxRf i CYEXAMPLEKEY and the access key AKI Al OSFODNN7 EXAMPLE is shown below (with
line breaks added for readability):

Aut hori zat i on=AW54- HVAC- SHA256
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Credent i al =AKI Al OSFODNN7EXAMPLE/ 20120507/ us- east - 1/ gl aci er/ aws4_r equest
Si gnedHeader s=host ; x- anz- cont ent - sha256; x- anez- dat e; x- anz- gl aci er - ver si on,
Si gnat ur e=b092397439375d59119072764a1e9a144677c43d9906f d98a5742c57a2855de6

Computing Checksums

When uploading an archive, you must include both the x- anz- sha256-t r ee- hash and x- anz-

cont ent - sha256 headers. The x- anz- sha256-t r ee- hash header is a checksum of the payload in
your request body. This topic describes how to calculate the x- anz- sha256- t r ee- hash header. The
X-anz- cont ent - sha256 header is a hash of the entire payload and is required for authorization. For
more information, see Example Signature Calculation for Streaming API (p. 156).

The payload of your request can be an:

« Entire archive— When uploading an archive in a single request using the Upload Archive API, you
send the entire archive in the request body. In this case, you must include the checksum of the entire
archive.

« Archive part— When uploading an archive in parts using the multipart upload API, you send only
a part of the archive in the request body. In this case, you include the checksum of the archive
part. And after you upload all the parts, you send a Complete Multipart Upload request, which must
include the checksum of the entire archive.

The checksum of the payload is a SHA-256 tree hash. It is called a tree hash because in the process
of computing the checksum you compute a tree of SHA-256 hash values. The hash value at the root is
the checksum for the entire archive.

Note
This section describes a way to compute the SHA-256 tree hash. However, you may use any
procedure as long as it produces the same result.

You compute the SHA-256 tree hash as follows:

1. For each 1 MB chunk of payload data, compute the SHA-256 hash. The last chunk of data can be
less than 1 MB. For example, if you are uploading a 3.2 MB archive, you compute the SHA-256
hash values for each of the first three 1 MB chunks of data, and then compute the SHA-256 hash of
the remaining 0.2 MB data. These hash values form the leaf nodes of the tree.

2. Build the next level of the tree.

a. Concatenate two consecutive child node hash values and compute the SHA-256 hash of the
concatenated hash values. This concatenation and generation of the SHA-256 hash produces a
parent node for the two child nodes.

b. When only one child node remains, you promote that hash value to the next level in the tree.

3. Repeat step 2 until the resulting tree has a root. The root of the tree provides a hash of the entire
archive and a root of the appropriate subtree provides the hash for the part in a multipart upload.

Topics
¢ Tree Hash Example 1: Uploading an archive in a single request (p. 158)
¢ Tree Hash Example 2: Uploading an archive using a multipart upload (p. 158)
e Computing the Tree Hash of a File (p. 159)
¢ Receiving Checksums When Downloading Data (p. 162)
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Tree Hash Example 1: Uploading an archive in a
single request

When you upload an archive in a single request using the Upload Archive API (see Upload Archive
(POST archive) (p. 210)), the request payload includes the entire archive. Accordingly, you must
include the tree hash of the entire archive in the x- anz- sha256-t r ee- hash request header.
Suppose you want to upload a 6.5 MB archive. The following diagram illustrates the process of creating
the SHA-256 hash of the archive. You read the archive and compute the SHA-256 hash for each 1 MB
chunk. You also compute the hash for the remaining 0.5 MB data and then build the tree as outlined in
the preceding procedure.

/ SHA-256 Tree Hash ™
. of the Archive

“E1A-256 ™ SHA-256
. Hash J\_ Hash

A
- N 0.5 MB
1 ME data 1 MB data 1 MBE data 1 MB data 1 MBE data data

6.5 MB Archive

Tree Hash Example 2: Uploading an archive using a
multipart upload

The process of computing the tree hash when uploading an archive using multipart upload is the same
when uploading the archive in a single request. The only difference is that in a multipart upload you
upload only a part of the archive in each request (using the Upload Part (PUT uploadID) (p. 232)

API), and therefore you provide the checksum of only the part in the x- anz- sha256- t r ee- hash
request header. However, after you upload all parts, you must send the Complete Multipart Upload
(see Complete Multipart Upload (POST uploadID) (p. 216)) request with a tree hash of the entire
archive in the x- anz- sha256- t r ee- hash request header.
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— T
(* SHA-256 Tree Hash
of the Archive S/

/Part 1 SHA-256 Tree™,
\ Hash J
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(SHA-256™

! J \_ hash
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/\ Pl " A X

e o e i v A — e
~BHA-256, /SHA-256", /GHA-256™, /5HA-256 GHA-256™, /SHA-256", SHA-256™,
\_hash /' hash /' ‘hash '\ “hash _ \_hash )\ “hash ) L hash /

D L/

A A 4 4
‘ 1 MB data 1 MB data 1 MB data ‘ ‘ M
Part 1 Part 2
4 MB size 2.5 MB size

Computing the Tree Hash of a File

The algorithms shown here are selected for demonstration purposes. You can optimize the code as
needed for your implementation scenario. If you are using an AWS SDK to program against Amazon
Glacier, the tree hash calculation is done for you and you only need to provide the file reference.
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Example 1; Java E_xamPIe
Me

An array of SHA-256 checksuns
@eturn A byte[] containing the SHA-256 tree hash for the input chunks
@ hrows NoSuchAl gorithnmException

Thr ahZdh @a@r&%m@%gest can't be found

Computing the Tree Hash of a File

* Ok X kX

t hrows NoSuchAl gorithnException {

ssageDi gest nd = MessageDi gest. getl nstance(" SHA- 256") ;

byte[][] prevLvl Hashes = chunkSHA256Hashes;
whil e (prevLvl Hashes.length > 1) {

int len = prevLvl Hashes.length / 2;

if (prevLvl Hashes.length %2 != 0) {
| en++;

}

byte[]1[] currLvl Hashes = new byte[len][];

int j =0;
for (int i =0; i < prevLvlHashes.length; i =i + 2, j++) {

/1 1f there are at |least two el enents remaining
if (prevLvl Hashes.length - i > 1) {

/1 Calculate a digest of the concatenated nodes
nmd. reset ();

md. updat e( prevLvl Hashes[i]);

md. updat e( prevLvl Hashes[i + 1]);

currLvl Hashes[j] = nd. digest();

} else { // Take care of remaining odd chunk
currLvl Hashes[j] = prevLvl Hashes[i];

}
}
prevLvl Hashes = currLvl Hashes;
}
return prevLvl Hashes[ 0] ;
}
/**

* Returns the hexadeci mal representation of the input byte array

*

* @aram data

* a byte[] to convert to Hex characters
* @eturn A String containing Hex characters
*/

public static String toHex(byte[] data) {
StringBuilder sb = new StringBuil der(data.length * 2);

for (int i =0; i < data.length; i++) {
String hex = Integer.toHexString(data[i] & OxFF);

if (hex.length() == 1) {
/1 Append | eadi ng zero.
sb. append("0");

sb. append( hex) ;

}
return sb.toString().toLowerCase();
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source array for the next |evel.

*
*
* @ar am chunkSHA256Hashes
*
*

AR Rfer Blvetoferdigaks ums _
@eturn A b@Bﬁ{phtiﬁQm@TFlé@QaEH%f§'ﬁfe256 tree hash for the input

chunks
*/
Example PRk ONEEKGMRIET ] Comput eSHAZ56Tr eetash( byt el ][]
chunESHA256Hashes)
byte[][] prevLvl Hashes = chunkSHA256Hashes;
whi |l e (prevLvl Hashes. Get Lengt h(0) > 1)
{
int len = prevLvl Hashes. Get Length(0) / 2;
if (prevbLvl Hashes. GetLength(0) %2 != 0)
{
| en++;
}
byte[]1[] currLvl Hashes = new byte[len][];
int j =0;
for (int i = 0; i < prevLvlHashes. GetLength(0); i =i + 2, j+
+)
{
/1 1f there are at |least two el enents remaining
if (prevLvl Hashes. Get Length(0) - i > 1)
{

/1 Calculate a digest of the concatenated nodes

byte[] firstPart = prevLvl Hashes[i];

byte[] secondPart = prevLvl Hashes[i + 1];

byte[] concatenation = new byte[firstPart.Length +
secondPart. Length];

Syst em Buf fer. Bl ockCopy(firstPart, 0, concatenation,
0, firstPart.Length);

Syst em Buf f er. Bl ockCopy(secondPart, 0, concatenation,
firstPart.Length, secondPart.Length);

currLvl Hashes[j] = Cal cul at eSHA256Hash( concat enati on,
concat enati on. Lengt h) ;

}

el se

{ /1 Take care of remaining odd chunk
currLvl Hashes[j] = prevLvl Hashes[i];

}

}

prevLvl Hashes = currLvl Hashes;

}

return prevLvl Hashes[ 0] ;

}

public static byte[] Cal cul ateSHA256Hash(byte[] inputBytes, int
count)

SHA256 sha256 = System Security. Cryptography. SHA256. Creat e() ;
byte[] hash = sha256. Conput eHash(i nput Bytes, 0, count);
return hash;
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Receiving Checksums When Downloading Data

When you retrieve an archive using the Initiate Job API (see Initiate Job (POST jobs) (p. 249)),

you can optionally specify a range to retrieve of the archive. Similarly, when you download your data
using the Get Job Output API (see Get Job Output (GET output) (p. 243)), you can optionally specify
a range of data to download. There are two characteristics of these ranges that are important to
understand when you are retrieving and downloading your archive's data. The range to retrieve is
required to be megabyte aligned to the archive. Both the range to retrieve and the range to download
must be tree hash aligned in order to receive checksum values when you download your data. The
definition of these two types of range alignments are as follows:

* Megabyte aligned - A range [StartByte, EndBytes] is megabyte (1024*1024) aligned when StartBytes
is divisible by 1 MB and EndBytes plus 1 is divisible by 1 MB or is equal to the end of the archive
specified (archive byte size minus 1). A range used in the Initiate Job API, if specified, is required to
be megabyte aligned.

« Tree-hash aligned - A range [StartBytes, EndBytes] is tree hash aligned with respect to an archive
if and only if the root of the tree hash built over the range is equivalent to a node in the tree hash of
the whole archive. Both the range to retrieve and range to download must be tree hash aligned in
order to receive checksum values for the data you download. For an example of ranges and their
relationship to the archive tree hash, see Tree Hash Example: Retrieving an archive range that is
tree-hash aligned (p. 162).

Note that a range that is tree-hash aligned is also megabyte aligned. However, a megabyte aligned
range is not necessarily tree-hash aligned.

The following cases describe when you receive a checksum value when you download your archive
data:

« If you do not specify a range to retrieve in the Initiate Job request and you download the whole
archive in the Get Job Request.

« |If you do not specify a range to retrieve in the Initiate Job request and you do specify a tree-hash
aligned range to download in the Get Job Request.

« If you specify a tree-hash aligned range to retrieve in the Initiate Job request and you download the
whole range in the Get Job Request.

« If you specify a tree-hash aligned range to retrieve in the Initiate Job request and you specify a tree-
hash aligned range to download in the Get Job Request.

If you specify a range to retrieve in the Initiate Job request that is not tree hash aligned, then you can
still get your archive data but no checksum values are returned when you download data in the Get Job
Request.

Tree Hash Example: Retrieving an archive range that is tree-
hash aligned

Suppose you have a 6.5 MB archive in your vault and you want to retrieve 2 MB of the archive. How
you specify the 2 MB range in the Initiate Job request determines if you receive data checksum values
when you download your data. The following diagram illustrates two 2 MB ranges for the 6.5 MB
archive that you could download. Both ranges are megabyte aligned, but only one is tree-hash aligned.
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/SHA-256 Tree Hash ™,
. of the Archive  /

e » v o ",

SHA-256 ™~ SHA-256 "~ < SHA-256 ™ < SHA-256 ~ < 5HA-256 ~ ~ SHA-256
. Hash /. Hash . Hash . Hash . Hash . Hash . Hash ./

1 ME data 1 MB data 1 MB data 1 MB data 1 MB data 1 MB data

Range Megabyte-Aligned, Range Megabyte-Aligned
but not Tree-Hash Aligned 6.5 MB Archive .4 Tree-Hash Aligned

Tree-Hash Aligned Range Specification

This section gives the exact specification for what constitutes a tree-hash aligned range. Tree-hash
aligned ranges are important when you are downloading a portion of an archive and you specify the
range of data to retrieve and the range to download from the retrieved data. If both of these ranges are
tree-hash aligned, then you will receive checksum data when you download the data.

Arange [A, B] is tree-hash aligned with respect to an archive if and only if when a new tree hash is built
over [A, B], the root of the tree hash of that range is equivalent to a node in the tree hash of the whole
archive. You can see this shown in the diagram in Tree Hash Example: Retrieving an archive range
that is tree-hash aligned (p. 162). In this section, we provide the specification for tree-hash alignment.

Consider [P, Q) as the range query for an archive of N megabytes (MB) and P and Q are multiples of
one MB. Note that the actual inclusive range is [P MB, Q MB — 1 byte], but for simplicity, we show it as
[P, Q). With these considerations, then

« If P is an odd number, there is only one possible tree-hash aligned range—that is [P, P + 1 MB).

« |If P is an even number and k is the maximum number, where P can be written as 2k * X, then there
are at most k tree-hash aligned ranges that start with P. X is an integer greater than 0. The tree-hash
aligned ranges fall in the following categories:

* For each i, where (0 <= i <= k) and where P + 2'< N, then [P, Q + 2i) is a tree-hash aligned range.
* P =0 is the special case where A = 2[IgN]*0

Error Responses

In the event of an error, Amazon Glacier API returns one of the following exceptions:

Code Description HTTP Status Type
Code
AccessDeni edExcepti on Returned if there was an attempt 403 Client

to access a resource not allowed For bi dden
by an AWS ldentity and Access

Management (IAM) policy, or the

incorrect AWS Account ID was
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Code

BadRequest

Expi r edTokenExcepti on

I nval i dPar anet er Val ueExcepti

I nval i dSi gnat ur eExcepti on

Li m t ExceededExcepti on

Description

used in the request URI. For more
information, see Authentication
and Access Control for Amazon
Glacier (p. 119).

Returned if the request cannot be
processed.

Returned if the security token used
in the request has expired.

Beturned if a parameter of the
request is incorrectly specified.

Returned if the request signature
is invalid.

Returned if the request results
in a vault limit or tags limit being
exceeded.

M ssi ngAut hent i cat i onTokenExReparined if no authentication data

M ssi ngPar anet er Val ueExcept |

Pol i cyEnf or cedExcepti on

Resour ceNot FoundExcept i on

Request Ti meout Excepti on

Seri al i zati onExcepti on

Servi ceUnavai | abl eExcepti on

ThrottlingException

Unr ecogni zedd i ent Excepti on

is found for the request.

Beturned if a required header or
parameter is missing from the
request.

Returned if a retrieval job will
exceed the current data policy's
retrieval rate limit. For more
information about data retrieval
policies, see Amazon Glacier Data
Retrieval Policies (p. 140).

Returned if the specified resource
such as a vault, upload ID, or job
ID does not exist.

Returned if uploading an archive
and Amazon Glacier times out
while receiving the upload.

Returned if the body of the request
is invalid. If including a JSON
payload, check that it is well-
formed.

Returned if the service cannot
complete the request.

Returned if you need to reduce
your rate of requests to Amazon
Glacier.

Returned if the Access Key ID or
security token is invalid.

HTTP Status
Code

400 Bad
Request

403
For bi dden

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

404 Not
Found

408 Request
Ti meout

400 Bad
Request

500 I nternal
Server Error

400 Bad
Request

400 Bad
Request

Type

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Server

Client

Client
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Various Amazon Glacier APIs return the same exception, but with different exception messages to help
you troubleshoot the specific error encountered.

Amazon Glacier returns error information in the response body. The following examples show some of
the error responses.

Example 1: Describe Job request with a job ID that
does not exist

Suppose you send a Describe Job (GET JoblID) (p. 236) request for a job that does not exist. That is,
you specify a job ID that does not exist.

GET /-/vaul ts/ exanpl evaul t/j obs/ HkFOp607yj hFx-

K3CA 6f uSm6VzWOT7es G co8nUXVYWS0j | b5gq1JZ55yHgt 5vP54ZShj 0Qz QVWEXAMPLEbadJobl D
HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20141123/

us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dch540091b12966f 2a2

In response, Amazon Glacier returns the following error response.

HTTP/ 1.1 404 Not Found

Xx-anmen- Request | d: AAABazZ9N92| i yv4N7sr u3BABEpSQkuFt mH3NP6aAC51i xfj g

Cont ent - Type: application/json

Cont ent - Lengt h: 185

Date: Sun, 23 Nov 2014 12:00: 00 GVI

{
"code": "ResourceNot FoundException",
"message": "The job ID was not found: HkF9p607yj hFx-

K3CA 6f uSnbVz\VWT7es G co8nUXVYWS0j | b5gq1JZ55yHgt 5vP54ZShj oQz QVWEXAMPLEbadJobl D
"type": "dient"
}

Where:

Code
One of the general exceptions.
Type: String
Message
A generic description of the error condition specific to the API that returns the error.
Type: String

Type
The source of the error. The field can be one of the following values: d i ent, Ser ver, or
Unknown.

Type: String.

Note the following in the preceding response:

¢ For the error response, Amazon Glacier returns status code values of 4xx and 5xx. In this example,
the status code is 404 Not Found.
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¢ The Cont ent - Type header value appl i cati on/j son indicates JSON in the body
¢ The JSON in the body provides the error information.

In the previous request, instead of a bad job ID, suppose you specify a vault that does not exist. The
response returns a different message.

HTTP/ 1.1 404 Not Found
x-anzn- Request | d: AAABBeC9ZwOr p_5D0L8Vf B3FA_ W TupgTKAUehMcPhdgni O
Cont ent - Type: application/json
Content - Lengt h: 154
Date: Sun, 23 Nov 2014 12:00:00 GMVr
{
"code": "ResourceNot FoundException",
"message": "Vault not found for ARN:. arn:aws: gl acier:us-
west - 2: 012345678901: vaul t s/ exanpl evaul t",
"type": "dient"
}

Example 2: List Jobs request with an invalid value
for the request parameter

In this example you send a List Jobs (GET jobs) (p. 257) request to retrieve vault jobs with a specific
st at uscode, and you provide an incorrect st at uscode value f i ni shed, instead of the acceptable
values | nPr ogr ess, Succeeded, or Fai | ed.

GET /-/vaul t s/ exanpl evaul t/j obs?st at uscode=fi ni shed HTTP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

Dat e: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anz- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f 2a2

Amazon Glacier returns the | nval i dPar anet er Val ueExcept i on with an appropriate message.

HTTP/ 1.1 400 Bad Request

x-anzn- Request | d: AAABaZ9N92| i yv4N7sr u3ABEpSQkuFt mH3NP6aAC51i xf j g
Content - Type: application/json

Content - Lengt h: 141

Date: Sun, 23 Nov 2014 12:00: 00 GMVr

{
"code": "lnvalidParaneterVal ueException”,
"message": "The job status code is not valid: finished",
"type: "dient"

}

Vault Operations

The following are the vault operations available in Amazon Glacier.

Topics
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¢ Abort Vault Lock (DELETE lock-policy) (p. 167)

¢ Add Tags To Vault (POST tags add) (p. 169)

¢ Create Vault (PUT vault) (p. 171)

¢ Complete Vault Lock (POST lockld) (p. 173)

¢ Delete Vault (DELETE vault) (p. 175)

¢ Delete Vault Access Policy (DELETE access-policy) (p. 177)

¢ Delete Vault Notifications (DELETE notification-configuration) (p. 179)
¢ Describe Vault (GET vault) (p. 181)

¢ Get Vault Access Policy (GET access-policy) (p. 183)

¢ Get Vault Lock (GET lock-policy) (p. 186)

¢ Get Vault Notifications (GET notification-configuration) (p. 189)
 Initiate Vault Lock (POST lock-policy) (p. 191)

¢ List Tags For Vault (GET tags) (p. 194)

e List Vaults (GET vaults) (p. 196)

¢ Remove Tags From Vault (POST tags remove) (p. 201)

¢ Set Vault Access Policy (PUT access-policy) (p. 203)

¢ Set Vault Notification Configuration (PUT notification-configuration) (p. 205)

Abort Vault Lock (DELETE lock-policy)

Description

This operation aborts the vault locking process if the vault lock is not in the Locked state. If

the vault lock is in the Locked state when this operation is requested, the operation returns an
AccessDeni edExcept i on error. Aborting the vault locking process removes the vault lock policy from
the specified vault.

A vault lock is put into the | nPr ogr ess state by calling Initiate Vault Lock (POST lock-

policy) (p. 191). A vault lock is put into the Locked state by calling Complete Vault Lock (POST
lockld) (p. 173). You can get the state of a vault lock by calling Get Vault Lock (GET lock-

policy) (p. 186). For more information about the vault locking process, see Amazon Glacier Vault
Lock (p. 60). For more information about vault lock policies, see Amazon Glacier Access Control with
Vault Lock Policies (p. 132).

This operation is idempotent. You can successfully invoke this operation multiple times, if the vault lock
isin the I nPr ogr ess state or if there is no policy associated with the vault.

Requests

To delete the vault lock policy, send an HTTP DELETE request to the URI of the vault's | ock- pol i cy
subresource.

Syntax

DELETE / Account | d/ vaul t s/ vaul t Nane/ | ock-policy HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

X-anz- gl aci er-version: 2012-06-01
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Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single - ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.

Request Parameters
This operation does not use request parameters.
Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
This operation does not have a request body.
Responses

If the policy is successfully deleted, Amazon Glacier returns an HTTP 204 No Cont ent response.

Syntax

HTTP/ 1.1 204 No Content
x-anzn- Request | d: x-anen- Request|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples
The following example demonstrates how to abort the vault locking process.
Example Request

In this example, a DELETE request is sent to the | ock- pol i cy subresource of the vault named
exanpl evaul t .

DELETE /-/vaul t s/ exanpl evaul t/ | ock-policy HTTP/ 1.1
Host: gl aci er. us-west-2. anazonaws. com
x-ane-Date: 20141123T120000Z
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Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/

us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f 2a2
x-ane-gl aci er-version: 2012-06-01

Example Response

If the policy is successfully deleted Amazon Glacier returns an HTTP 204 No Cont ent response, as
shown in the following example.

HTTP/ 1.1 204 No Cont ent
x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJA - Q
Date: Sun, 23 Nov 2014 12:00:00 GMJr

Related Sections

e Complete Vault Lock (POST lockld) (p. 173)
¢ Get Vault Lock (GET lock-policy) (p. 186)

 Initiate Vault Lock (POST lock-policy) (p. 191)

Add Tags To Vault (POST tags add)

This operation adds the specified tags to a vault. Each tag is composed of a key and a value. Each
vault can have up to 50 tags. If your request would cause the tag limit for the vault to be exceeded, the
operation throws the Li nmi t ExceededExcept i on error.

If a tag already exists on the vault under a specified key, the existing key value will be overwritten. For
more information about tags, see Tagging Amazon Glacier Resources (p. 144).

Request Syntax

To add tags to a vault, send an HTTP POST request to the tags URI as shown in the following syntax
example.

POST / Account | d/ vaul t s/ vaul t Nane/ t ags?oper ati on=add HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

Content-Length: Length

x-ane-gl aci er-version: 2012-06-01

{
"Tags":
{
“string": "string",
"string": "string"
}
}
Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
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account ID or optionally a single - ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.

Request Parameters

Name Description Required

oper at i on=add A single query string parameter oper at i on with a value of Yes
add to distinguish it from Remove Tags From Vault (POST tags
remove) (p. 201).

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body

The request body contains the following JSON fields.

Tags
The tags to add to the vault. Each tag is composed of a key and a value. The value can be an
empty string.
Type: String to String map

Length constraints: Minimum length of 1. Maximum length 10.

Required: Yes

Responses

If the operation request is successful, the service returns an HTTP 204 No Cont ent response.

Syntax

HTTP/ 1.1 204 No Content
x-anezn- Request | d: x-anen- Request|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).
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Examples

Example Request

The following example sends an HTTP POST request with the tags to add to the vault.

POST /-/vaul t s/ exanpl evaul t/tags?operati on=add HTTP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-ane-Date: 20141123T120000Z

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f
Content -Length: |ength

x-ane-gl aci er-version: 2012-06-01

{
"Tags":
{
"exanpl ekeyl": "exanpl eval uel”,
"exanpl ekey2": "exanpl eval ue2"
}
}

Example Response

If the request was successful Amazon Glacier returns a HTTP 204 No Cont ent as shown in the
following example.

HTTP/ 1.1 204 No Content
x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJC - Q
Date: Sun, 23 Nov 2014 12:02:00 GMVr

Related Sections

e List Tags For Vault (GET tags) (p. 194)

¢« Remove Tags From Vault (POST tags remove) (p. 201)

Create Vault (PUT vault)

Description

This operation creates a new vault with the specified name. The name of the vault must be unique
within a region for an AWS account. You can create up to 1,000 vaults per account. For information on
creating more vaults, go to the Amazon Glacier product detail page.

You must use the following guidelines when naming a vault.

¢ Names can be between 1 and 255 characters long.
¢ Allowed characters are a-z, A-Z, 0-9, '_' (underscore), '-' (hyphen), and "." (period).

This operation is idempotent, you can send the same request multiple times and it has no further effect
after the first time Amazon Glacier creates the specified vault.
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Requests

Syntax

To create a vault, send an HTTP PUT request to the URI of the vault to be created.

PUT / Account | d/ vaul t s/ Vaul t Nane HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

Content -Length: Length

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single - ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.

Request Parameters
This operation does not use request parameters.

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body

The request body for this operation must be empty (0 bytes).

Responses

Syntax

HTTP/ 1.1 201 Created

x-anzn- Request | d: x-anen- Request|d
Date: Date

Location: Location

Response Headers

A successful response includes the following response headers, in addition to the response headers
that are common to all operations. For more information about common response headers, see
Common Response Headers (p. 153).

Name Description
Locati on The relative URI path of the vault that was created.
Type: String
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Response Body

This operation does not return a response body.

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example Request

The following example sends an HTTP PUT request to create a vault named exanpl evaul t .

PUT /-/vaul t s/ exanpl evault HTTP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Content-Length: O

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFOCDNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -
ver si on, Si ghat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcbh540091b12966f

Example Response

Amazon Glacier creates the vault and returns the relative URI path of the vault in the Locat i on
header. The account ID is always displayed in the Locat i on header regardless of whether the
account ID or a hyphen (- ') was specified in the request.

HTTP/ 1.1 201 Created

x-anen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:02:00 GMVr

Location: /111122223333/vaul t s/ exanpl evaul t

Related Sections

e List Vaults (GET vaults) (p. 196)
+ Delete Vault (DELETE vault) (p. 175)
¢ Authentication and Access Control for Amazon Glacier (p. 119)

Complete Vault Lock (POST lockld)

Description

This operation completes the vault locking process by transitioning the vault lock from the | nPr ogr ess
state to the Locked state, which causes the vault lock policy to become unchangeable. A vault lock

is put into the | nPr ogr ess state by calling Initiate Vault Lock (POST lock-policy) (p. 191). You

can obtain the state of the vault lock by calling Get Vault Lock (GET lock-policy) (p. 186). For more
information about the vault locking process, see Amazon Glacier Vault Lock (p. 60).

This operation is idempotent. This request is always successful if the vault lock is in the Locked state
and the provided lock ID matches the lock ID originally used to lock the vault.
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If an invalid lock ID is passed in the request when the vault lock is in the Locked state, the operation
returns an AccessDeni edExcept i on error. If an invalid lock ID is passed in the request when the
vault lock is in the | nPr ogr ess state, the operation throws an | nval i dPar anet er error.

Requests

To complete the vault locking process, send an HTTP PCST request to the URI of the vault's | ock-
pol i cy subresource with a valid lock ID.

Syntax

PGST / Account | d/ vaul t s/ vaul t Nane/ | ock-policy/lockld HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

Content -Length: Length

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single '- ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-) in the ID.

The | ockl d value is the lock ID obtained from a Initiate Vault Lock (POST lock-policy) (p. 191)
request.

Request Parameters

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body

This operation does not have a request body.

Responses
If the operation request is successful, the service returns an HTTP 204 No Cont ent response.

Syntax

HTTP/ 1.1 204 No Content
X-anen- Request | d: x-anen- Requestl|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body

This operation does not return a response body.
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Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example Request

The following example sends an HTTP POST request with the lock ID to complete the vault locking
process.

PCST /-/vaul t s/ exanpl evaul t/ | ock- pol i cy/ AE863r KkWZU53SLWsbe4DUcW HTTP/ 1. 1
Host: gl aci er. us-west-2. anmazonaws. com

x-ane- Date: 20141123T120000Z

Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- anz- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f
Content-Length: |ength

x-anz-gl aci er-version: 2012-06-01

Example Response

If the request was successful, Amazon Glacier returns an HTTP 204 No Cont ent response, as
shown in the following example.

HTTP/ 1.1 204 No Content
x-anzn- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJd - Q
Date: Sun, 23 Nov 2014 12:02: 00 GMI

Related Sections

¢ Abort Vault Lock (DELETE lock-policy) (p. 167)
¢ Get Vault Lock (GET lock-policy) (p. 186)

 Initiate Vault Lock (POST lock-policy) (p. 191)

Delete Vault (DELETE vault)

Description

This operation deletes a vault. Amazon Glacier will delete a vault only if there are no archives in the
vault as per the last inventory and there have been no writes to the vault since the last inventory. If
either of these conditions is not satisfied, the vault deletion fails (that is, the vault is not removed) and
Amazon Glacier returns an error.

You can use the Describe Vault (GET vault) (p. 181) operation that provides vault information,
including the number of archives in the vault; however, the information is based on the vault inventory
Amazon Glacier last generated.

This operation is idempotent.
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Note

When you delete a vault, the vault access policy attached to the vault is also deleted. For
more information about vault access policies, see Amazon Glacier Access Control with Vault
Access Policies (p. 130).

Requests
To delete a vault, send a DELETE request to the vault resource URI.

Syntax

DELETE / Account | d/ vaul t s/ Vaul t Name HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
This operation does not have a request body.

Responses

Syntax

HTTP/ 1.1 204 No Content
X-anmen- Request | d: x-anen- Request|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).
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Examples

Example Request

The following example deletes a vault named exanpl evaul t . The example request is a DELETE
request to the URI of the resource (the vault) to delete.

DELETE /-/vaul t s/ exanpl evault HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWB4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anz- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

HTTP/ 1.1 204 No Content
x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:02:00 GMr

Related Sections

¢ Create Vault (PUT vault) (p. 171)
e List Vaults (GET vaults) (p. 196)
¢ Initiate Job (POST jobs) (p. 249)
¢ Authentication and Access Control for Amazon Glacier (p. 119)

Delete Vault Access Policy (DELETE access-policy)

Description

This operation deletes the access policy associated with the specified vault. The operation is eventually
consistent—that is, it might take some time for Amazon Glacier to completely remove the access
policy, and you might still see the effect of the policy for a short time after you send the delete request.

This operation is idempotent. You can invoke delete multiple times, even if there is no policy
associated with the vault. For more information about vault access policies, see Amazon Glacier
Access Control with Vault Access Policies (p. 130).

Requests

To delete the current vault access policy, send an HTTP DELETE request to the URI of the vault's
access- pol i cy subresource.

Syntax

DELETE / Account | d/ vaul t s/ vaul t Nane/ access-policy HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01
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Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters
This operation does not use request parameters.

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
This operation does not have a request body.
Responses

In response, Amazon Glacier returns 204 No Cont ent if the policy is successfully deleted.

Syntax

HTTP/ 1.1 204 No Content
x-anezn- Request | d: x-anen- Request|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples
The following example demonstrates how to delete a vault access policy.

Example Request

In this example, a DELETE request is sent to the access- pol i cy subresource of the vault named
exanpl evaul t.

DELETE /-/vaul t s/ exanpl evaul t/access-policy HITP/ 1.1
Host: gl aci er. us-west-2. anazonaws. com
x-ane-Date: 20141123T120000Z
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Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/

us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f 2a2
x-ane-gl aci er-version: 2012-06-01

Example Response

In response, if the policy is successfully deleted Amazon Glacier returns a 204 No Cont ent as shown
in the following example.

HTTP/ 1.1 204 No Content
x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:00:00 GMJr

Related Sections

e Get Vault Access Policy (GET access-policy) (p. 183)

¢ Set Vault Access Policy (PUT access-policy) (p. 203)

Delete Vault Notifications (DELETE notification-
configuration)

Description
This operation deletes the notification configuration set for a vault Set Vault Notification Configuration
(PUT notification-configuration) (p. 205). The operation is eventually consistent—that is, it might take

some time for Amazon Glacier to completely disable the notifications, and you might still receive some
notifications for a short time after you send the delete request.

Requests

To delete a vault's notification configuration, send a DELETE request to the vault's noti fi cati on-
confi gurati on subresource.

Syntax

DELETE / Account | d/ vaul t s/ Vaul t Nane/ noti ficati on-configuration HITP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

This operation does not use request parameters.
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Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
This operation does not have a request body.

Responses

Syntax

HTTP/ 1.1 204 No Content
x-anzn- Request | d: x-anen- Request|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples
The following example demonstrates how to remove notification configuration for a vault.

Example Request

In this example, a DELETE request is sent to the not i fi cati on- confi gur ati on subresource of the
vault called exanpl evaul t .

DELETE /111122223333/ vaul t s/ exanpl evaul t/ notification-configuration HTTP/ 1.1
Host: gl aci er. us-west-2. amazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anz- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

HTTP/ 1.1 204 No Content
x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJdA - Q
Date: Sun, 23 Nov 2014 12:00:00 GMVr

API Version 2012-06-01
180

2a2



Amazon Glacier Developer Guide
Describe Vault

Related Sections

¢ Get Vault Notifications (GET notification-configuration) (p. 189)
¢ Set Vault Notification Configuration (PUT notification-configuration) (p. 205)
¢ Authentication and Access Control for Amazon Glacier (p. 119)

Describe Vault (GET vault)

Description

This operation returns information about a vault, including the vault Amazon Resource Name (ARN),
the date the vault was created, the number of archives contained within the vault, and the total size of
all the archives in the vault. The number of archives and their total size are as of the last vault inventory
Amazon Glacier generated (see Working with Vaults in Amazon Glacier (p. 22)). Amazon Glacier
generates vault inventories approximately daily. This means that if you add or remove an archive

from a vault, and then immediately send a Describe Vault request, the response might not reflect the
changes.

Requests

To get information about a vault, send a GET request to the URI of the specific vault resource.

Syntax

GET / Account | d/ vaul t s/ Vaul t Name HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single - ' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-) in the ID.

Request Parameters
This operation does not use request parameters.
Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
This operation does not have a request body.

Responses
Syntax

HTTP/ 1.1 200 K
x-anezn- Request | d: x-anen- Request|d
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Date: Date
Cont ent - Type: application/json
Content -Length: Length

{
"CreationbDate" : String,

"Last I nventoryDate" : String,
"Nunmber O Archi ves" : Nunber,
"Si zel nBytes" : Nunber,
"Vaul t ARN' : String,
"Vaul t Name" : String

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
The response body contains the following JSON fields.

CreationDate
The UTC date when the vault was created.

Type: A string representation of ISO 8601 date format, for example,
2013- 03-20T17: 03: 43. 221Z.

LastinventoryDate
The UTC date when Amazon Glacier completed the last vault inventory. For information about
initiating an inventory for a vault, see Initiate Job (POST jobs) (p. 249).

Type: A string representation of ISO 8601 date format, for example,
2013-03-20T17: 03: 43. 2217Z.

NumberOfArchives
The number of archives in the vault as per the last vault inventory. This field will return null if an
inventory has not yet run on the vault, for example, if you just created the vault.

Type: Number

SizelnBytes
The total size in bytes of the archives in the vault including any per-archive overhead, as of the last
inventory date. This field will return nul | if an inventory has not yet run on the vault, for example,
if you just created the vault.

Type: Number

VaultARN
The Amazon Resource Name (ARN) of the vault.

Type: String
VaultName

The vault name that was specified at creation time. The vault name is also included in the vault's
ARN.

Type: String

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).
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Examples

Example Request

The following example demonstrates how to get information about the vault named exanpl evaul t .

GET /-/vaul ts/exanpl evault HTTP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-ane-Date: 20141123T120000Z

x-anz- gl aci er-version: 2012-06-01

Aut hori zation: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

HTTP/ 1.1 200 K

X-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJC - Q
Date: Sun, 23 Nov 2014 12:02:00 GVI

Cont ent - Type: application/json

Cont ent - Lengt h: 260

{
"CreationbDate" : "2012-02-20T17:01:45.198Z2",
"LastlnventoryDate" : "2012-03-20T17:03:43.2217",
"Nunber O Archi ves" : 192,
"SizelnBytes" : 78088912,
"Vaul t ARN' : "arn:aws: gl aci er: us-west -2: 012345678901: vaul t s/ exanpl evaul t ",
"Vaul t Nane" : "exanpl evaul t"
}

Related Sections

¢ Create Vault (PUT vault) (p. 171)

e List Vaults (GET vaults) (p. 196)

¢ Delete Vault (DELETE vault) (p. 175)

¢ Initiate Job (POST jobs) (p. 249)

¢ Authentication and Access Control for Amazon Glacier (p. 119)

Get Vault Access Policy (GET access-policy)

Description

This operation retrieves the access- pol i cy subresource set on the vault—for more information on
setting this subresource, see Set Vault Access Policy (PUT access-policy) (p. 203). If there is no
access policy set on the vault, the operation returns a 404 Not found error. For more information
about vault access policies, see Amazon Glacier Access Control with Vault Access Policies (p. 130).

Requests

To return the current vault access policy, send an HTTP GET request to the URI of the vault's access-
pol i cy subresource.
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Syntax

GET / Account | d/ vaul t s/ vaul t Nane/ access-policy HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note
The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body

This operation does not have a request body.

Responses

In response, Amazon Glacier returns the vault access policy in JSON format in the body of the
response.

Syntax

HTTP/ 1.1 200 K

X-anmen- Request | d: x-anen- Requestl|d
Date: Date

Cont ent - Type: application/json
Content -Length: |ength

{
}

"Policy": "string"

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body

The response body contains the following JSON fields.

Policy
The vault access policy as a JSON string, which uses "\" as an escape character.
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Type: String

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples
The following example demonstrates how to get a vault access policy.

Example Request

In this example, a GET request is sent to the URI of a vault's access- pol i cy subresource.

GET /-/vaul t s/ exanpl evaul t/ access-policy HTTP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-ane-Date: 20141123T120000Z

x-anz- gl aci er-version: 2012-06-01

Aut hori zation: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

If the request was successful, Amazon Glacier returns the vault access policy as a JSON string in the
body of the response. The returned JSON string uses "\" as an escape character, as shown in the Set
Vault Access Policy (PUT access-policy) (p. 203) examples. However, the following example shows
the returned JSON string without escape characters for readability.

HTTP/ 1.1 200 K

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJdA - Q
Date: Sun, 23 Nov 2014 12:00:00 GMJr

Cont ent - Type: application/json

Content-Length: |ength

"Policy":

"Version": "2012-10-17",
"Statenment": [

{
"Sid': "allowtine-based-del etes",
"Principal": {
"AWE': "999999999999"
H
"Effect": "Alow',
"Action": "glacier:Delete*",
"Resource": |
"arn: aws: gl aci er: us-west - 2: 999999999999: vaul t s/ exanpl evaul t"
1,
"Condition": {
"Dat eG eat er Than": {
"aws: Current Ti me": "2018-12-31T00: 00: 00Z"
}
}
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Related Sections

¢ Delete Vault Access Policy (DELETE access-policy) (p. 177)

¢ Set Vault Access Policy (PUT access-policy) (p. 203)

Get Vault Lock (GET lock-policy)

Description

This operation retrieves the following attributes from the | ock- pol i cy subresource set on the
specified vault:

¢ The vault lock policy set on the vault.

¢ The state of the vault lock, which is either | nPr ogess or Locked.

¢ When the lock ID expires. The lock ID is used to complete the vault locking process.
« When the vault lock was initiated and put into the | nPr ogr ess state.

A vault lock is put into the | nPr ogr ess state by calling Initiate Vault Lock (POST lock-

policy) (p. 191). A vault lock is put into the Locked state by calling Complete Vault Lock (POST
lockld) (p. 173). You can abort the vault locking process by calling Abort Vault Lock (DELETE lock-
policy) (p. 167). For more information about the vault locking process, see Amazon Glacier Vault
Lock (p. 60).

If there is no vault lock policy set on the vault, the operation returns a 404 Not f ound error. For
more information about vault lock policies, see Amazon Glacier Access Control with Vault Lock
Policies (p. 132).

Requests

To return the current vault lock policy and other attributes, send an HTTP GET request to the URI of the
vault's | ock- pol i cy subresource as shown in the following syntax example.

Syntax

GET / Account | d/ vaul t s/ vaul t Nane/ | ock-policy HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.
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Request Parameters
This operation does not use request parameters.
Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
This operation does not have a request body.
Responses

In response, Amazon Glacier returns the vault access policy in JSON format in the body of the
response.

Syntax

HTTP/ 1.1 200 K

X-anmen- Request | d: x-anen- Request|d
Date: Date

Cont ent - Type: application/json
Content -Length: |ength

{
"Policy": "string",
"State": "string",
"ExpirationDate": "string",
"CreationDate":"string"

}

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
The response body contains the following JSON fields.

Policy
The vault lock policy as a JSON string, which uses "\" as an escape character.

Type: String
State
The state of the vault lock.

Type: String

Valid values: | nPr ogr ess| Locked

ExpirationDate
The UTC date and time at which the lock ID expires. This value can be nul | if the vault lock is in a
Locked state.

Type: A string representation of ISO 8601 date format, for example,
2013-03-20T17: 03: 43. 2217Z.
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CreationDate
The UTC date and time at which the vault lock was put into the | nPr ogr ess state.

Type: A string representation of ISO 8601 date format, for example,
2013-03-20T17: 03: 43. 221Z.

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples
The following example demonstrates how to get a vault lock policy.
Example Request

In this example, a GET request is sent to the URI of a vault's | ock- pol i cy subresource.

GET /-/vaul ts/exanpl evaul t/| ock-policy HITP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFOCDNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anz- dat e; x- ane- gl aci er -

ver si on, Si ghat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcbh540091b12966f

Example Response

If the request was successful, Amazon Glacier returns the vault access policy as a JSON string in the
body of the response. The returned JSON string uses "\" as an escape character, as shown in the
Initiate Vault Lock (POST lock-policy) (p. 191) example request. However, the following example
shows the returned JSON string without escape characters for readability.

HTTP/ 1.1 200 K

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:00:00 GMJr

Cont ent - Type: application/json

Content-Length: |ength

{
"Policy": "
{
"Version": "2012-10-17",
"Statenment": [

{
"Sid": "exanpl e-vault-I|ock-policy",
"Principal": {
"AWE MM
}s
"Effect": "Deny",
"Action": "glacier:Del eteArchive",

"Resource": |

"arn: aws: gl aci er: us-west - 2: 999999999999: vaul t s/ exanpl evaul t"
1,
"Condition": {

"Nureri cLessThanEqual s": {
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"gl aci er: Archi veAgel nDays": "365"

"State": "InProgress",
"ExpirationDate": "exanpl edate",
"CreationDate": "exanpl edate"

Related Sections

¢ Abort Vault Lock (DELETE lock-policy) (p. 167)
e Complete Vault Lock (POST lockld) (p. 173)

« Initiate Vault Lock (POST lock-policy) (p. 191)

Get Vault Notifications (GET notification-
configuration)

Description
This operation retrieves the not i fi cati on- confi gur ati on subresource set on the vault (see Set
Vault Notification Configuration (PUT notification-configuration) (p. 205). If notification configuration

for a vault is not set, the operation returns a 404 Not Found error. For more information about vault
notifications, see Configuring Vault Notifications in Amazon Glacier (p. 47).

Requests

To retrieve the notification configuration information, send a GET request to the URI of a vault's
notification-configurati on subresource.

Syntax

GET / Account | d/ vaul t s/ Vaul t Nane/ noti fi cation-configuration HITP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

This operation does not use request parameters.
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Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
This operation does not have a request body.

Responses

Syntax

HTTP/ 1.1 200 K

x-anzn- Request | d: x-anen- Request|d
Dat e: Date

Cont ent - Type: application/json
Content-Length: |ength

{
"Events": [
String,
I,
"SNSTopi c": String
}

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
The response body contains the following JSON fields.

Events
A list of one or more events for which Amazon Glacier will send a notification to the specified
Amazon SNS topic. For information about vault events for which you can configure a
vault to publish notifications, see Set Vault Notification Configuration (PUT notification-
configuration) (p. 205).

Type: Array

SNSTopic
The Amazon Simple Notification Service (Amazon SNS) topic Amazon Resource Name (ARN).
For more information, see Getting Started with Amazon SNS in the Amazon Simple Notification
Service Getting Started Guide.

Type: String

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

The following example demonstrates how to retrieve the notification configuration for a vault.
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Example Request

In this example, a GET request is sent to the not i fi cati on- confi gur ati on subresource of a vault.

GET /-/vaul t s/ exanpl evaul t/notification-configuration HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zation: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

A successful response shows the audit logging configuration document in the body of the

response in JSON format. In this example, the configuration shows that notifications for two events
(Archi veRetri eval Conpl et ed and | nvent or yRet ri eval Conpl et ed) are sent to the Amazon
SNS topic ar n: aws: sns: us- west - 2: 012345678901: myt opi c.

HTTP/ 1.1 200 K

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJC - Q
Date: Sun, 23 Nov 2014 12:00:00 GMVr

Cont ent - Type: application/json

Cont ent - Lengt h: 150

{
"Events": [
"Archi veRetri eval Conpl et ed",
"I nvent oryRetri eval Conpl et ed"
I,
"SNSTopi ¢": "arn: aws: sns: us-west-2:012345678901: nyt opi c"
}

Related Sections

¢ Delete Vault Notifications (DELETE noatification-configuration) (p. 179)
¢ Set Vault Notification Configuration (PUT notification-configuration) (p. 205)
¢ Authentication and Access Control for Amazon Glacier (p. 119)

Initiate Vault Lock (POST lock-policy)

Description

This operation initiates the vault locking process by doing the following:

« Installing a vault lock policy on the specified vault.
¢ Setting the lock state of vault lock to | nPr ogr ess.
¢ Returning a lock ID, which is used to complete the vault locking process.

You can set one vault lock policy for each vault and this policy can be up to 20 KB in size. For
more information about vault lock policies, see Amazon Glacier Access Control with Vault Lock
Policies (p. 132).
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You must complete the vault locking process within 24 hours after the vault lock enters the

I nPr ogr ess state. After the 24 hour window ends, the lock ID expires, the vault automatically exits the
I nPr ogr ess state, and the vault lock policy is removed from the vault. You call Complete Vault Lock
(POST lockld) (p. 173) to complete the vault locking process by setting the state of the vault lock to
Locked.

Note
After a vault lock is in the Locked state, you cannot initiate a new vault lock for the vault.

You can abort the vault locking process by calling Abort Vault Lock (DELETE lock-policy) (p. 167).
You can get the state of the vault lock by calling Get Vault Lock (GET lock-policy) (p. 186). For more
information about the vault locking process, see Amazon Glacier Vault Lock (p. 60).

If this operation is called when the vault lock is in the | nPr ogr ess state, the operation returns an

AccessDeni edExcept i on error. When the vault lock is in the | nPr ogr ess state you must call Abort
Vault Lock (DELETE lock-policy) (p. 167) before you can initiate a new vault lock policy.

Requests

To initiate the vault locking process, send an HTTP PCST request to the URI of the | ock- pol i cy
subresource of the vault, as shown in the following syntax example.

Syntax

PGOST / Account | d/ vaul t s/ vaul t Nane/ | ock-policy HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

Content -Length: Length

x-ane-gl aci er-version: 2012-06-01

{
}

"Policy": "string"

Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single - ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.

Request Parameters
This operation does not use request parameters.
Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body

The request body contains the following JSON fields.

Policy
The vault lock policy as a JSON string, which uses "\" as an escape character.
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Type: String

Required: Yes

Responses
Amazon Glacier returns an HTTP 201 Cr eat ed response, if the policy is accepted.

Syntax

HTTP/ 1.1 201 Created

x-anen- Request | d: x-anen- Requestl|d
Date: Date

x-ane-1ock-id: |ockld

Response Headers

A successful response includes the following response headers, in addition to the response headers
that are common to all operations. For more information about common response headers, see
Common Response Headers (p. 153).

Name Description

x-ane-1 ock-id | The lock ID, which is used to complete the vault locking process.
Type: String

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example Request

The following example sends an HTTP PUT request to the URI of the vault's | ock- pol i cy
subresource. The Pol i cy JSON string uses "\" as an escape character.

PUT /-/vaul t s/ exanpl evaul t/1 ock-policy HTTP/1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f
Content-Length: |ength

x-ane-gl aci er-version: 2012-06-01

"Policy":"{\"Version\":\"2012-10-17\",\"Statenent\": [{\"Sid\":
"Define-vault-1lock\" , \"Effect\":\"Deny\",\"Principal\":{\"AW\":
"arn:aws:iam:999999999999:root\"},\"Action\":\"gl aci er: Del et eArchi ve\ ",
"Resource\":\"arn: aws: gl aci er: us-west - 2: 999999999999: vaul t s/ exanpl evaul t

— =~
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\",\"Condition\":{\"NunericLessThanEqual s\": {\"gl aci er: Archi veAgei nDays\ ":
\II365\II}}}]}I|}

Example Response

If the request was successful, Amazon Glacier returns an HTTP 201 Cr eat ed response, as shown in
the following example.

HTTP/ 1.1 201 Created

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJd - Q
Date: Sun, 23 Nov 2014 12:02: 00 GVI

x-ane-1ock-id: AE863r Kk\WZU53SLWsbe4DUcW

Related Sections

¢ Abort Vault Lock (DELETE lock-policy) (p. 167)
e Complete Vault Lock (POST lockld) (p. 173)

¢ Get Vault Lock (GET lock-policy) (p. 186)

List Tags For Vault (GET tags)

This operation lists all the tags attached to a vault. The operation returns an empty map if there are no
tags. For more information about tags, see Tagging Amazon Glacier Resources (p. 144).

Request Syntax

To list the tags for a vault, send an HTTP GET request to the tags URI as shown in the following syntax
example.

GET / Account | d/ vaul ts/vaul t Nane/tags HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single - ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.

Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).
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Request Body

This operation does not have a request body.

Responses

If the operation is successful, the service sends back an HTTP 200 OK response.

Response Syntax

HTTP/ 1.1 200 K

x-anezn- Request | d: x-anen- Request|d
Date: Date

Cont ent - Type: application/json
Content -Lengt h: Length

{
"Tags":
{
"string" : "string",
"string" : "string"
}
}

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body

The response body contains the following JSON fields.

Tags
The tags attached to the vault. Each tag is composed of a key and a value.

Type: String to String map

Required: Yes

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example: List Tags For a Vault
The following example lists the tags for a vault.
Example Request

In this example, a GET request is sent to retrieve a list of tags from the specified vault.

GET /-/vaul ts/exanpl evaul t/tags HTTP/ 1.1
Host: gl aci er. us-west-2. anazonaws. com
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x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWB4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/

us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f 2a2

Example Response

If the request was successful, Amazon Glacier returns a HTTP 200 OK with a list of tags for the vault
as shown in the following example.

HTTP/ 1.1 200 K

X-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJC - Q
Date: Sun, 23 Nov 2014 12:02:00 GVI

Cont ent - Type: application/json

Content-Length: length

{
"Tags",
{
"exanpl ekeyl": "exanpl eval uel”,
"exanpl ekey2": "exanpl eval ue2"
}
}

Related Sections

e Add Tags To Vault (POST tags add) (p. 169)

¢ Remove Tags From Vault (POST tags remove) (p. 201)

List Vaults (GET vaults)

Description

This operation lists all vaults owned by the calling user’s account. The list returned in the response is
ASClIl-sorted by vault name.

By default, this operation returns up to 1,000 items per request. If there are more vaults to list, the
mar ker field in the response body contains the vault Amazon Resource Name (ARN) at which to
continue the list with a new List Vaults request; otherwise, the mar ker field is nul | . In your next List
Vaults request you set the mar ker parameter to the value Amazon Glacier returned in the responses
to your previous List Vaults request. You can also limit the number of vaults returned in the response
by specifying the I i mi t parameter in the request.

Requests
To get a list of vaults, you send a GET request to the vaults resource.

Syntax

GET / Accountld/vaults HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com
Date: Date
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Aut hori zati on:

Si gnat ur eVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single - ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.

Request Parameters

This operation uses the following request parameters.

Name

limt

mar ker

Description Required

The maximum number of vaults to be returned. The default limit No
is 1000. The number of vaults returned might be fewer than the
specified limit, but the number of returned vaults never exceeds

the limit.

Type: String

Constraints: Minimum integer value of 1. Maximum integer value
of 1000.

A string used for pagination. mar ker specifies the vault ARN after | No
which the listing of vaults should begin. (The vault specified by

mar ker is not included in the returned list.) Get the mar ker value

from a previous List Vaults response. You need to include the

mar ker only if you are continuing the pagination of results started

in a previous List Vaults request. Specifying an empty value (")

for the marker returns a list of vaults starting from the first vault.

Type: String

Constraints: None

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body

This operation does not have a request body.

Responses

Syntax

HTTP/ 1.1 200 K

x-anezn- Request | d: x-anen- Request|d

Date: Date
Cont ent - Type:
Cont ent - Lengt h:

application/json

Length
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"Marker": String
"Vaul tList": [

"CreationbDate": String,
"LastInventoryDate": String,
"Nurber OF Ar chi ves": Nunber,
"Si zel nByt es": Number,

"Vaul t ARN': String,

"Vaul t Name": String

b

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body

The response body contains the following JSON fields.

CreationDate
The date the vault was created, in Coordinated Universal Time (UTC).

Type: String. A string representation of ISO 8601 date format, for example,
2013-03-20T17: 03: 43. 2217Z.

LastinventoryDate
The date of the last vault inventory, in Coordinated Universal Time (UTC). This field can be null if
an inventory has not yet run on the vault, for example, if you just created the vault. For information
about initiating an inventory for a vault, see Initiate Job (POST jobs) (p. 249).

Type: A string representation of ISO 8601 date format, for example,
2013-03-20T17: 03: 43. 2217.

Marker
The vaul t ARN that represents where to continue pagination of the results. You use the mar ker in
another List Vaults request to obtain more vaults in the list. If there are no more vaults, this value is
nul I .

Type: String
NumberOfArchives
The number of archives in the vault as of the last inventory date.

Type: Number

SizelnBytes
The total size, in bytes, of all the archives in the vault including any per-archive overhead, as of the
last inventory date.

Type: Number

VaultARN
The Amazon Resource Name (ARN) of the vault.

Type: String
VaultList
An array of objects, with each object providing a description of a vault.
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Type: Array

VaultName
The vault name.

Type: String

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example: List All Vaults

The following example lists vaults. Because the mar ker and | i mi t parameters are not specified in the
request, up to 1,000 vaults are returned.

Example Request

GET /-/vaults HTTP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFOCDNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anz- dat e; x- ane- gl aci er -

ver si on, Si ghat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcbh540091b12966f

Example Response

The Mar ker is nul | indicating there are no more vaults to list.

HTTP/ 1.1 200 K

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJdA - Q
Date: Sun, 23 Nov 2014 12:02:00 GMr

Cont ent - Type: application/json

Cont ent - Lengt h: 497

"Marker": null,
"Vaul tList": [

"CreationDate": "2012-03-16T22:22:47.2142",

"Last | nventoryDate": "2012-03-21T22:06:51.218Z",

"Nunber O Ar chi ves": 2,

"Si zel nBytes": 12334,

"Vaul t ARN': "arn: aws: gl aci er: us-west -2: 012345678901: vaul t s/
exanpl evaul t 1",

"Vaul t Nanme": "exanpl evaul t 1"

H

{
"CreationDate": "2012-03-19T22:06:51.2182",

"Lastl nventoryDate": "2012-03-21T22: 06: 51. 2182",

"Nunber O Ar chi ves": 0,

"SizelnBytes": O,

"Vaul t ARN': "arn: aws: gl aci er: us-west -2: 012345678901: vaul t s/

exanpl evaul t 2",
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"Vaul t Nanme": "exanpl evaul t 2"
b

{
"CreationDate": "2012-03-19T22:06:51.2182",

"Lastl nventoryDate": "2012-03-25T12: 14: 31.1217",
"Nunber O Ar chi ves": 0,
"SizelnBytes": O,
"Vaul t ARN': "arn: aws: gl aci er: us-west -2: 012345678901: vaul t s/
exanpl evaul t 3",
"Vaul t Nanme": "exanpl evaul t 3"
}
]
}

Example: Partial List of Vaults
The following example returns two vaults starting at the vault specified by the mar ker .

Example Request

GET /-/vaul ts?l i mt=2&mar ker =ar n: aws: gl aci er: us-west - 2: 012345678901: vaul t s/
exanpl evaul t1 HTTP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-anz-Date: 20141123T120000Z

x-anz-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- anz- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

Two vaults are returned in the list. The Mar ker contains the vault ARN to continue pagination in
another List Vaults request.

HTTP/ 1.1 200 K

x-anen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:02:00 GMVr

Cont ent - Type: application/json

Cont ent - Lengt h: 497

"Marker": "arn:aws: gl aci er: us-west-2:012345678901: vaul t s/ exanpl evaul t 3",
"Vaul tList": [
{

"CreationDate": "2012-03-16T22:22:47.2142",

"Last | nventoryDate": "2012-03-21T22:06:51.218Z",

"Nunber O Ar chi ves": 2,

"Si zel nBytes": 12334,

"Vaul t ARN': "arn: aws: gl aci er: us-west-2: 012345678901: vaul t s/
exanpl evaul t 1",

"Vaul t Nanme": "exanpl evaul t 1"

H
{

"CreationDate": "2012-03-19T22: 06:51.218Z2",
"Last | nventoryDate": "2012-03-21T22:06:51.218Z",
"Nunber O Ar chi ves": 0,

"SizelnBytes": 0,
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"Vaul t ARN': "arn: aws: gl aci er: us-west-2: 012345678901: vaul t s/
exanpl evaul t 2",
"Vaul t Nanme": "exanpl evaul t 2"
}
]
}

Related Sections

e Create Vault (PUT vault) (p. 171)

¢ Delete Vault (DELETE vault) (p. 175)

¢ Initiate Job (POST jobs) (p. 249)

¢ Authentication and Access Control for Amazon Glacier (p. 119)

Remove Tags From Vault (POST tags remove)

This operation removes one or more tags from the set of tags attached to a vault. For more information
about tags, see Tagging Amazon Glacier Resources (p. 144).

This operation is idempotent. The operation will be successful, even if there are no tags attached to the
vault.

Request Syntax

To remove tags from a vault, send an HTTP POST request to the tags URI as shown in the following
syntax example.

POST / Account | d/ vaul t s/ vaul t Nane/ t ags?oper ati on=renove HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zati on: SignatureVal ue

Content - Lengt h: Length

x-anz- gl aci er-version: 2012-06-01

{

"TagKeys": [
"string",
"string"

]

}
Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single - ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.

Request Parameters

Name Description Required

oper at i on=r enove A single query string parameter oper at i on with a value of Yes
r enove to distinguish it from Add Tags To Vault (POST tags
add) (p. 169).
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Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
The request body contains the following JSON fields.

TagKeys
A list of tag keys. Each corresponding tag is removed from the vault.

Type: array of Strings
Length constraint: Minimum of 1 item in the list. Maximum of 10 items in the list.

Required: Yes

Responses

If the action is successful, the service sends back an HTTP 204 No Cont ent response with an empty
HTTP body.

Syntax

HTTP/ 1.1 204 No Content
x-anzn- Request | d: x-anen- Request|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example Request

The following example sends an HTTP POST request to remove the specified tags.

PGST /-/vaul t s/ exanpl evaul t/tags?operati on=renove HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

Aut hori zati on: AWB4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anz- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f
Content-Length: |ength

x-ane-gl aci er-version: 2012-06-01
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{

"TagsKeys": [
"exanpl ekeyl",
"exanpl ekey2"

]

}

Example Response

If the request was successful Amazon Glacier returns a HTTP 204 No Cont ent as shown in the
following example.

HTTP/ 1.1 204 No Content
X-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJC - Q
Date: Sun, 23 Nov 2014 12:02:00 GVI

Related Sections

¢ Add Tags To Vault (POST tags add) (p. 169)

e List Tags For Vault (GET tags) (p. 194)

Set Vault Access Policy (PUT access-policy)

Description

This operation configures an access policy for a vault and will overwrite an existing policy. To configure
a vault access policy, send a PUT request to the access- pol i cy subresource of the vault. You can
set one access policy per vault and the policy can be up to 20 KB in size. For more information about
vault access policies, see Amazon Glacier Access Control with Vault Access Policies (p. 130).

Requests

Syntax

To set a vault access policy, send an HTTP PUT request to the URI of the vault's access- pol i cy
subresource as shown in the following syntax example.

PUT / Account | d/ vaul t s/ vaul t Nane/ access-policy HITP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

Content -Length: Length

x-ane-gl aci er-version: 2012-06-01

{
}

"Policy": "string"

Note
The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '- ' (hyphen), in which case Amazon
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Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters
This operation does not use request parameters.
Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
The request body contains the following JSON fields.

Policy
The vault access policy as a JSON string, which uses "\" as an escape character.

Type: String

Required: Yes

Responses

In response, Amazon Glacier returns 204 No Cont ent if the policy is accepted.

Syntax

HTTP/ 1.1 204 No Content
Xx-anzn- Request | d: x-anen- Request|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example Request

The following example sends an HTTP PUT request to the URI of the vault's access- pol i cy
subresource. The Pol i cy JSON string uses "\" as an escape character.

PUT /-/vaul t s/ exanpl evaul t/ access-policy HITP/ 1.1
Host: gl aci er. us-west-2. anazonaws. com
x-ane-Date: 20141123T120000Z
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Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f
Content-Length: |ength

x-ane-gl aci er-version: 2012-06-01

{"Policy":"{\"Version\":1"2012-10-17\",\"Statement\": [{\"Si d\":\"Defi ne-
owner - access-rights\" , \"Effect\":\"Allow" ,\"Principal\":{\"AWN\":
\"arn:aws:iam:999999999999: root\"},\"Action\":\"gl aci er: Del et eArchi ve\",
\"Resource\":\"arn: aws: gl aci er: us- west - 2: 999999999999: vaul t s/ exanpl evaul t

V'Y

Example Response

If the request was successful, Amazon Glacier returns a HTTP 204 No Cont ent as shown in the
following example.

HTTP/ 1.1 204 No Content
X-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJC - Q
Date: Sun, 23 Nov 2014 12:02:00 GVI

Related Sections

¢ Delete Vault Access Policy (DELETE access-policy) (p. 177)

¢ Get Vault Access Policy (GET access-policy) (p. 183)

Set Vault Notification Configuration (PUT
notification-configuration)

Description

Retrieving an archive and a vault inventory are asynchronous operations in Amazon Glacier for which
you must first initiate a job and wait for the job to complete before you can download the job output.
Most Amazon Glacier jobs take about four hours to complete. You can configure a vault to post a
message to an Amazon Simple Notification Service (Amazon SNS) topic when these jobs complete.
You can use this operation to set notification configuration on the vault. For more information, see
Configuring Vault Notifications in Amazon Glacier (p. 47).

To configure vault notifications, send a PUT request to the not i fi cati on-confi guration
subresource of the vault. A notification configuration is specific to a vault; therefore, it is also referred
to as a vault subresource. The request should include a JISON document that provides an Amazon
Simple Notification Service (Amazon SNS) topic and the events for which you want Amazon Glacier to
send notifications to the topic.

You can configure a vault to publish a natification for the following vault events:

e Archi veRetri eval Conpl et ed— This event occurs when a job that was initiated for an archive
retrieval is completed (Initiate Job (POST jobs) (p. 249)). The status of the completed job can be
Succeeded or Fai | ed. The notification sent to the SNS topic is the same output as returned from
Describe Job (GET JoblID) (p. 236).

e InventoryRetrieval Conpl et ed— This event occurs when a job that was initiated for an
inventory retrieval is completed (Initiate Job (POST jobs) (p. 249)). The status of the completed job
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can be Succeeded or Fai | ed. The notification sent to the SNS topic is the same output as returned
from Describe Job (GET JoblID) (p. 236).

Amazon SNS topics must grant permission to the vault to be allowed to publish notifications to the
topic.

Requests

To set notification configuration on your vault, send a PUT request to the URI of the vault's
notification-configurati on subresource. You specify the configuration in the request body. The
configuration includes the Amazon SNS topic name and an array of events that trigger notification to
each topic.

Syntax

PUT / Account | d/ vaul t s/ Vaul t Nane/ noti fi cati on-configuration HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

{
"SNSTopi c": String,
"BEvents":[String, ...]
}
Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters
This operation does not use request parameters.
Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body

The JSON in the request body contains the following fields.

Events
An array of one or more events for which you want Amazon Glacier to send natification.

Valid Values: Archi veRetri eval Conpl et ed | | nvent oryRet ri eval Conpl et ed
Required: yes

Type: Array

SNSTopic
The Amazon SNS topic ARN. For more information, go to Getting Started with Amazon SNS in the
Amazon Simple Notification Service Getting Started Guide.
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Required: yes

Type: String

Responses

In response, Amazon Glacier returns 204 No Cont ent if the notification configuration is accepted.

Syntax

HTTP/ 1.1 204 No Content
X-anmen- Request | d: x-anen- Requestld
Date: Date

Response Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

The following example demonstrates how to configure vault notification.

Example Request

The following request sets the exanpl evaul t notification configuration so that notifications for two

events (Ar chi veRet ri eval Conpl et ed and | nvent or yRet ri eval Conpl et ed ) are sent to the
Amazon SNS topic ar n: aws: sns: us- west - 2: 012345678901: nmyt opi c.

PUT /-/vaul t s/ exanpl evaul t/notification-policy HITP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dch540091b12966f
{
"Events": ["ArchiveRetrieval Conpl eted", "InventoryRetrieval Conpleted"],
"SNSTopi c": "arn:aws: sns: us-west-2:012345678901: nyt opi c"
}

Example Response

A successful response returns a 204 No Cont ent .
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HTTP/ 1.1 204 No Cont ent
x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:00:00 GMJr

Related Sections

¢ Get Vault Notifications (GET notification-configuration) (p. 189)
¢ Delete Vault Notifications (DELETE notification-configuration) (p. 179)
¢ Authentication and Access Control for Amazon Glacier (p. 119)

Archive Operations

The following are the archive operations available for use in Amazon Glacier.

Topics
¢ Delete Archive (DELETE archive) (p. 208)
¢ Upload Archive (POST archive) (p. 210)

Delete Archive (DELETE archive)

Description

This operation deletes an archive from a vault. You can delete one archive at a time from a vault. To
delete the archive you must provide its archive ID in the delete request. You can get the archive ID
by downloading the vault inventory for the vault that contains the archive. For more information about
downloading the vault inventory, see Downloading a Vault Inventory in Amazon Glacier (p. 34).

After you delete an archive, you might still be able to make a successful request to initiate a job to
retrieve the deleted archive, but the archive retrieval job will fail.

Archive retrievals that are in progress for an archive ID when you delete the archive might or might not
succeed according to the following scenarios:

« If the archive retrieval job is actively preparing the data for download when Amazon Glacier receives
the delete archive request, the archival retrieval operation might fail.

« If the archive retrieval job has successfully prepared the archive for download when Amazon Glacier
receives the delete archive request, you will be able to download the output.

For more information about archive retrieval, see Downloading an Archive in Amazon Glacier (p. 79).

This operation is idempotent. Attempting to delete an already-deleted archive does not result in an
error.

Requests
To delete an archive you send a DELETE request to the archive resource URI.

Syntax

DELETE / Account | d/ vaul t s/ Vaul t Nane/ ar chi ves/ Archi vel D HTTP/ 1. 1
Host: gl aci er. Regi on. amazonaws. com
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x-ane-Date: Date
Aut hori zation: SignatureVal ue
x-ane-gl aci er-version: 2012-06-01

Note
The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
This operation does not have a request body.

Responses

Syntax

HTTP/ 1.1 204 No Content
Xx-anen- Request | d: x-anen- Requestl|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples
The following example demonstrates how to delete an archive from the vault named exanpl evaul t .
Example Request

The ID of the archive to be deleted is specified as a subresource of ar chi ves.

DELETE /-/vaul t s/ exanpl evaul t/ archi ves/
NkbBy Eej wEggmBz 2f THgJr gOXBoDf j P4g6i u87-
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Tj hgG6eGoOY9Z8i 1_AUyUsuhPAdTgLHy8p Tl 5nf CFInDl 2yEZONi 5L.260mnvd2vcs01MNGnt HEQL 8IVBf
HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWB4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/

us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

If the request is successful, Amazon Glacier responds with 204 No Cont ent to indicate that the
archive is deleted.

HTTP/ 1.1 204 No Content
x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJdA - Q
Date: Sun, 23 Nov 2014 12:00:00 GMVr

Related Sections

« Initiate Multipart Upload (POST multipart-uploads) (p. 219)
¢ Upload Archive (POST archive) (p. 210)
¢ Authentication and Access Control for Amazon Glacier (p. 119)

Upload Archive (POST archive)

Description

This operation adds an archive to a vault. For a successful upload, your data is durably persisted. In
response, Amazon Glacier returns the archive ID in the x- ane- ar chi ve-i d header of the response.
You should save the archive ID returned so that you can access the archive later.

You must provide a SHA256 tree hash of the data you are uploading. For information about computing
a SHA256 tree hash, see Computing Checksums (p. 157).

When uploading an archive, you can optionally specify an archive description of up to 1,024 printable
ASCII characters. Amazon Glacier returns the archive description when you either retrieve the archive
or get the vault inventory. Amazon Glacier does not interpret the description in any way. An archive
description does not need to be unique. You cannot use the description to retrieve or sort the archive
list.

Except for the optional archive description, Amazon Glacier does not support any additional metadata
for the archives. The archive ID is an opaque sequence of characters from which you cannot infer any
meaning about the archive. So you might maintain metadata about the archives on the client-side. For
more information, see Working with Archives in Amazon Glacier (p. 62).

Archives are immutable. After you upload an archive, you cannot edit the archive or its description.
Requests
To upload an archive, you use the HTTP POST method and scope the request to the ar chi ves

subresource of the vault in which you want to save the archive. The request must include the archive
payload size, checksum (SHA256 tree hash), and can optionally include a description of the archive.
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Syntax

POST / Account | d/ vaul t s/ Vaul t Nane/ ar chi ves
Host: gl aci er. Regi on. amazonaws. com
x-ane-gl aci er-version: 2012-06-01

Date: Date

Aut hori zation: SignatureVal ue

X-anz- ar chi ve-description: Description
X-ane-sha256-tree-hash: SHA256 tree hash
X-ane-cont ent - sha256: SHA256 |inear hash
Content - Length: Length

<Request body. >

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '- ' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This operation uses the following request headers, in addition to the request headers that are common
to all operations. For more information about the common request headers, see Common Request
Headers (p. 150).

Name Description Required

Content-Length The size of the object, in bytes. For more information, Yes
go to http://www.w3.org/Protocols/rfc2616/rfc2616-
secl4.html#sec14.13.

Type: Number
Default: None
Constraints: None

X- ane- ar chi ve- The optional description of the archive you are uploading. It No
descri ption can be a plain language description or some identifier you
choose to assign. The description need not be unique across
archives. When you retrieve a vault inventory (see Initiate Job
(POST jobs) (p. 249)), it includes this description for each of
the archives it returns in response.

Type: String
Default: None

Constraints: The description must be less than or equal to
1,024 characters. The allowable characters are 7-bit ASCII
without control codes, specifically ASCII values 32—126
decimal or 0x20—O0x7E hexadecimal.
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Name Description Required
X- ane- cont ent - The SHA256 checksum (a linear hash) of the payload. This Yes
sha256 is not the same value as you specify in the x- anz- sha256-

t r ee- hash header.
Type: String
Default: None
Constraints: None

Xx- anz- sha256- The user-computed checksum, SHA256 tree hash, of the Yes
tree-hash payload. For information on computing the SHA256 tree hash,
see Computing Checksums (p. 157). If Amazon Glacier
computes a different checksum of the payload, it will reject the
request.

Type: String
Default: None

Constraints: None

Request Body
The request body contains the data to upload.

Responses

In response, Amazon Glacier durably stores the archive and returns a URI path to the archive ID.

Syntax

HTTP/ 1.1 201 Created

x-anmen- Request | d: x-anen- Request|d

Date: Date

X-ane-sha256-tree-hash: ChecksunConput edByAmazond aci er
Location: Location

x-ane-archive-id: Archiveld

Response Headers

A successful response includes the following response headers, in addition to the response headers
that are common to all operations. For more information about common response headers, see
Common Response Headers (p. 153).

Name Description
Locati on The relative URI path of the newly added archive resource.
Type: String
X-ane- The ID of the archive. This value is also included as part of the Locat i on
archive-id header.
Type: String
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Name Description

x- ane- sha256- | The checksum of the archive computed by Amazon Glacier.
tree-hash Type: String

Response Body

This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example Request

The following example shows a request to upload an archive.

POST /-/vaul t s/ exanpl evaul t/archives HTTP/ 1.1
Host: gl aci er. us-west-2. amazonaws. com
x-ane-Date: 20141123T120000Z
X-ane-sha256-tree- hash:
beb0f e31lalc7ca8c6c04d574ea906e3f 97b31f dca7571def b5b44dca89b5af 60
X-ane-cont ent - sha256:
7f 2f e580edb35154041f a3d4b41dd6d3adaef 0c85d2f f 6309f 1d4b520eeecda3
Cont ent - Lengt h: 2097152
x-ane-gl aci er-version: 2012-06-01
Aut hori zation: Authorizati on=AWS4- HVAC- SHA256
Credent i al =AKI Al OSFODNN7EXAMPLE/ 20141123/ us-
west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x-
anez- cont ent - sha256; x- ane- dat e; x- ane- gl aci er -

ver si on, Si ghat ur e=16b9a9e220a37e32f 2e7be196b4ebb87120ca7974038210199ac5982e792¢cace

<Request body (2097152 bytes).>

Example Response

The successful response below has a Locat i on header where you can get the ID that Amazon
Glacier assigned to the archive.

HTTP/ 1.1 201 Created
x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:00:00 GMr
X-anz-sha256-tree- hash:

beb0f e31lalc7ca8c6c04d574ea906e3f 97b31f dca7571def b5b44dca89b5af 60
Location: /111122223333/vaul t s/ exanpl evaul t/
ar chi ves/ NkbBy Eej wEggnBz 2f THgJr gOXBoDf j P4q6i u87-
Tj hqG6eGo0OY9Z8i 1_AUyUsuhPAdTgLHy8pT! 5nf CFInDl 2y EZONi 5L.260mv12vcs01MNGnt HEQL 8 VBf
x-anz-ar chive-id: NkbByEej wEggnmBz2f THgJr gOXBoDf j P4g6i u87-
Tj hqG6eGo0OY9Z8i 1_AUyUsuhPAdTgLHy8pT! 5nf CFInDl 2y EZONi 5L.260mv12vcs01MNGnt HEQL 8 VBf

Related Sections

¢ Working with Archives in Amazon Glacier (p. 62)
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¢ Uploading Large Archives in Parts (Multipart Upload) (p. 70)
¢ Delete Archive (DELETE archive) (p. 208)
¢ Authentication and Access Control for Amazon Glacier (p. 119)

Multipart Upload Operations

The following are the multipart upload operations available for use in Amazon Glacier.

Topics
¢ Abort Multipart Upload (DELETE uploadID) (p. 214)
¢ Complete Multipart Upload (POST uploadID) (p. 216)
« Initiate Multipart Upload (POST multipart-uploads) (p. 219)
e List Parts (GET uploadID) (p. 222)
¢ List Multipart Uploads (GET multipart-uploads) (p. 227)
¢ Upload Part (PUT uploadID) (p. 232)

Abort Multipart Upload (DELETE uploadID)

Description

This multipart upload operation aborts a multipart upload identified by the upload ID.

After the Abort Multipart Upload request succeeds, you cannot use the upload ID to upload any more
parts or perform any other operations. Aborting a completed multipart upload fails. However, aborting
an already-aborted upload will succeed, for a short time.

This operation is idempotent.

For information about multipart upload, see Uploading Large Archives in Parts (Multipart
Upload) (p. 70).

Requests

To abort a multipart upload, send an HTTP DELETE request to the URI of the nrul ti part - upl oads
subresource of the vault and identify the specific multipart upload ID as part of the URI.

Syntax

DELETE / Account | d/ vaul t s/ Vaul t Nane/ nul ti part - upl oads/ upl oadl D HTTP/ 1. 1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-anz- gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

This operation does not use request parameters.
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Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
This operation does not have a request body.

Responses

Syntax

HTTP/ 1.1 204 No Content
X-anzn- Request | d: x-anen- Request|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Example

Example Request

In the following example, a DELETE request is sent to the URI of a multipart upload ID resource.

DELETE /-/vaul t s/ exanpl evaul t/ mul ti part-upl oads/

Ovnef Mbi Vyl EpFEMVB_HpKowRapC3vn5sSL39_396 MWWz LFUW/r nRHaPj UJddQOx SHVX] Yt r N47NBZ-
khxQg yEXAMPLE HTTP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFOCDNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anz- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

HTTP/ 1.1 204 No Content
x-anzn- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJd - Q
Date: Sun, 23 Nov 2014 12: 00: 00 GMI

Related Sections

« Initiate Multipart Upload (POST multipart-uploads) (p. 219)
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¢ Upload Part (PUT uploadID) (p. 232)

¢ Complete Multipart Upload (POST uploadID) (p. 216)

¢ List Multipart Uploads (GET multipart-uploads) (p. 227)

e List Parts (GET uploadID) (p. 222)

¢ Uploading Large Archives in Parts (Multipart Upload) (p. 70)

¢ Authentication and Access Control for Amazon Glacier (p. 119)

Complete Multipart Upload (POST uploadID)

Description

You call this multipart upload operation to inform Amazon Glacier that all the archive parts have been
uploaded and Amazon Glacier can now assemble the archive from the uploaded parts.

For information about multipart upload, see Uploading Large Archives in Parts (Multipart
Upload) (p. 70).

After assembling and saving the archive to the vault, Amazon Glacier returns the archive ID of the
newly created archive resource. After you upload an archive, you should save the archive ID returned
to retrieve the archive at a later point.

In the request, you must include the computed SHA256 tree hash of the entire archive you

have uploaded. For information about computing a SHA256 tree hash, see Computing

Checksums (p. 157). On the server side, Amazon Glacier also constructs the SHA256 tree hash of
the assembled archive. If the values match, Amazon Glacier saves the archive to the vault; otherwise,
it returns an error, and the operation fails. The List Parts (GET uploadID) (p. 222) operation returns
list of parts uploaded for a specific multipart upload. It includes checksum information for each
uploaded part that can be used to debug a bad checksum issue.

Additionally, Amazon Glacier also checks for any missing content ranges. When uploading parts,
you specify range values identifying where each part fits in the final assembly of the archive. When
assembling the final archive Amazon Glacier checks for any missing content ranges and if there are
any missing content ranges, Amazon Glacier returns an error and the Complete Multipart Upload
operation fails.

Complete Multipart Upload is an idempotent operation. After your first successful complete multipart
upload, if you call the operation again within a short period, the operation will succeed and return the
same archive ID. This is useful in the event you experience a network issue that causes an aborted
connection or receive a 500 server error, in which case you can repeat your Complete Multipart Upload
request and get the same archive ID without creating duplicate archives. Note, however, that after the
multipart upload completes, you cannot call the List Parts operation and the multipart upload will not
appear in List Multipart Uploads response, even if idempotent complete is possible.

Requests

To complete a multipart upload, you send an HTTP POST request to the URI of the upload ID that
Amazon Glacier created in response to your Initiate Multipart Upload request. This is the same URI you
used when uploading parts. In addition to the common required headers, you must include the result of

the SHA256 tree hash of the entire archive and the total size of the archive in bytes.

Syntax

POST / Account | d/ vaul t s/ Vaul t Nane/ mul ti part-upl oads/ upl oadl D
Host: gl aci er. Regi on. amazonaws. com
Date: date
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Aut hori zation: SignatureVal ue

X-ane-sha256-tree-hash: SHA256 tree hash of the archive
x-ane-archive-size: ArchiveSize in bytes

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single - ' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses the following request headers, in addition to the request headers that are common
to all operations. For more information about the common request headers, see Common Request
Headers (p. 150).

Name Description Required

x-ane-ar chi ve- | The total size, in bytes, of the entire archive. This value should be | Yes
si ze the sum of all the sizes of the individual parts that you uploaded.

Type: String
Default: None
Constraints: None

X-ane- sha256- The SHA256 tree hash of the entire archive. It is the tree hash of | Yes
tree-hash SHAZ256 tree hash of the individual parts. If the value you specify
in the request does not match the SHA256 tree hash of the final
assembled archive as computed by Amazon Glacier, Amazon
Glacier returns an error and the request fails.

Type: String
Default: None
Constraints: None

Request Elements

This operation does not use request elements.

Responses

Amazon Glacier creates a SHA256 tree hash of the entire archive. If the value matches the SHA256
tree hash of the entire archive you specified in the request, Amazon Glacier adds the archive to the
vault. In response it returns the HTTP Locat i on header with the URL path of the newly added archive
resource. If the archive size or SHA256 that you sent in the request does not match, Amazon Glacier
will return an error and the upload remains in the incomplete state. It is possible to retry the Complete
Multipart Upload operation later with correct values, at which point you can successfully create an
archive. If a multipart upload does not complete, then eventually Amazon Glacier will reclaim the
upload ID.

Syntax

HTTP/ 1.1 201 Created
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X-anezn- Request | d: x-anen- Request|d
Date: Date

Location: Location
x-ane-archive-id: Archiveld

Response Headers

A successful response includes the following response headers, in addition to the response headers
that are common to all operations. For more information about common response headers, see
Common Response Headers (p. 153).

Name Description
Locati on The relative URI path of the newly created archive. This URL includes the archive
ID that is generated by Amazon Glacier.
Type: String
X-ane- The ID of the archive. This value is also included as part of the Locat i on
archive-id header.
Type: String

Response Fields

This operation does not return a response body.

Example

Example Request

In this example, an HTTP POST request is sent to the URI that was returned by an Initiate Multipart
Upload request. The request specifies both the SHA256 tree hash of the entire archive and the total
archive size.

PGST /-/vaul ts/ exanpl evaul t/ nmul ti part-upl oads/

OWf MBi Vyl EpFEMVD_HpKowRapC3vn5sSL39 396 W9z LFUW/r nRHaPj UJddQBOx SHVXj Yt r N47NBZ!
khxQ yEXAMPLE HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

z-ane-Date: 20141123T120000Z

x-ane-sha256-tree-hash: 1f f cOf 54dd5f dd66b62da70d25edacd0

x-ane-ar chi ve-si ze: 8388608

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f 2a2

Example Response

The following example response shows that Amazon Glacier successfully created an archive from the
parts you uploaded. The response includes the archive ID with complete path.

HTTP/ 1.1 201 Created

x-anen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q

Date: Sun, 23 Nov 2014 12:00:00 GMVr

Location: /111122223333/vaul t s/ exanpl evaul t/

ar chi ves/ NkbBy Eej wEggnBz 2f THgJr gOXBoDf j P4q6i u87-

Tj hgG6eGoOY9Z8i 1_AUyUsuhPAdTgLHy8pTI 5nf CFInDl 2y EZONi 5L.26 0mwi12vcs01MNGnt HEQL8MBf A qr EXAMPLEA
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x-anz-ar chive-id: NkbByEej wEggnmBz2f THgJr gOXBoDf j P4g6i u87-
Tj hgG6eGoOY9Z8i 1_AUyUsuhPAdTgLHy8pTI 5nf CFInDl 2y EZONi 5L260mv12ves01MNGnt HEQL8MBE G qr EXAMPLEA

You can now send HTTP requests to the URI of the newly added resource/archive. For example, you
can send a GET request to retrieve the archive.

Related Sections

 Initiate Multipart Upload (POST multipart-uploads) (p. 219)

¢ Upload Part (PUT uploadID) (p. 232)

¢ Abort Multipart Upload (DELETE uploadID) (p. 214)

¢ List Multipart Uploads (GET multipart-uploads) (p. 227)

e List Parts (GET uploadID) (p. 222)

¢ Uploading Large Archives in Parts (Multipart Upload) (p. 70)

¢ Delete Archive (DELETE archive) (p. 208)

¢ Authentication and Access Control for Amazon Glacier (p. 119)

Initiate Multipart Upload (POST multipart-uploads)

Description

This operation initiates a multipart upload (see Uploading Large Archives in Parts (Multipart
Upload) (p. 70)). Amazon Glacier creates a multipart upload resource and returns its ID in the
response. You use this Upload ID in subsequent multipart upload operations.

When you initiate a multipart upload, you specify the part size in number of bytes. The part size must
be a megabyte (1024 KB) multiplied by a power of 2—for example, 1048576 (1 MB), 2097152 (2
MB), 4194304 (4 MB), 8388608 (8 MB), and so on. The minimum allowable part size is 1 MB, and the
maximum is 4 GB.

Every part you upload using this upload ID, except the last one, must have the same size. The last
one can be the same size or smaller. For example, suppose you want to upload a 16.2 MB file. If you
initiate the multipart upload with a part size of 4 MB, you will upload four parts of 4 MB each and one
part of 0.2 MB.

Note
You don't need to know the size of the archive when you start a multipart upload because
Amazon Glacier does not require you to specify the overall archive size.

After you complete the multipart upload, Amazon Glacier removes the multipart upload resource
referenced by the ID. Amazon Glacier will also remove the multipart upload resource if you cancel the
multipart upload or it may be removed if there is no activity for a period of 24 hours. The ID may still be
available after 24 hours, but applications should not expect this behavior.

Requests
To initiate a multipart upload, you send an HTTP POST request to the URI of the nul ti part - upl oads
subresource of the vault in which you want to save the archive. The request must include the part size

and can optionally include a description of the archive.

Syntax

POST / Account | d/ vaul t s/ Vaul t Nane/ mul ti part - upl oads
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Host: gl aci er. us-west-2. anazonaws. com

Date: Date

Aut hori zation: SignatureVal ue
x-ane-gl aci er-version: 2012-06-01

X-anz- ar chi ve- descri pti on:
X-ane-part-size: PartSize

Ar chi veDescri ption

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single - ' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-) in the ID.

Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses the following request headers, in addition to the request headers that are common
to all operations. For more information about the common request headers, see Common Request

Headers (p. 150).

Name

X-anz-part-size

X-ane-ar chi ve-description

Request Body

Description Required

The size of each part except the last, in bytes.  Yes
The last part can be smaller than this part size.

Type: String
Default: None

Constraints: The part size must be a megabyte
(1024 KB) multiplied by a power of 2—for
example, 1048576 (1 MB), 2097152 (2 MB),
4194304 (4 MB), 8388608 (8 MB), and so on.
The minimum allowable part size is 1 MB, and
the maximum is 4 GB (4096 MB).

Archive description you are uploading in parts. = No
It can be a plain-language description or some
unique identifier you choose to assign. When
you retrieve a vault inventory (see Initiate Job
(POST jobs) (p. 249) ), the inventory includes
this description for each of the archives it
returns in response. Leading whitespace in
archive descriptions is removed.

Type: String

Default: None

Constraints: The description must be less
than or equal to 1024 bytes. The allowable
characters are 7 bit ASCII without control

codes, specifically ASCII values 32-126
decimal or 0x20-0x7E hexadecimal.

This operation does not have a request body.

API Version 2012-06-01

220



Amazon Glacier Developer Guide
Initiate Multipart Upload

Responses

In the response, Amazon Glacier creates a multipart upload resource identified by an ID and returns
the relative URI path of the multipart upload ID.

Syntax

HTTP/ 1.1 201 Created

x-anmen- Request | d: x-anen- Request | d

Date: Date

Location: Location

x-anme-mul tipart-upload-id: nultiPartUpl oadld

Response Headers

A successful response includes the following response headers, in addition to the response headers
that are common to all operations. For more information about common response headers, see
Common Response Headers (p. 153).

Name Description

Locati on The relative URI path of the multipart upload ID Amazon Glacier created. You
use this URI path to scope your requests to upload parts, and to complete the
multipart upload.

Type: String
X-ane- The ID of the multipart upload. This value is also included as part of the
mul tipart - Locat i on header.
upl oad-id Type: String

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Example

Example Request

The following example initiates a multipart upload by sending an HTTP POST request to the URI of the
mul ti part - upl oads subresource of a vault named exanpl evaul t. The request includes headers to
specify the part size of 4 MB (4194304 bytes) and the optional archive description.

PGOST /-/vaul t s/ exanpl evaul t/ nul ti part - upl oads
Host: gl aci er. us-west-2. anazonaws. com
x-ane-Date: 20141123T120000Z

x-anz- ar chi ve-descri pti on: M/Archi ve-101
X-ane-part-size: 4194304

x-ane-gl aci er-version: 2012-06-01

API Version 2012-06-01
221




Amazon Glacier Developer Guide
List Parts

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f 2a2

Example Response

Amazon Glacier creates a multipart upload resource and adds it to the mul ti part - upl oads
subresource of the vault. The Locat i on response header includes the relative URI path to the
multipart upload ID.

HTTP/ 1.1 201 Created
x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJC - Q
Date: Sun, 23 Nov 2014 12:00:00 GMJr
Location: /111122223333/vaul t s/ exanpl evaul t/ mul ti part-upl oads/
OWef MBi Vyl EpFEMVD_HpKowRapC3vn5sSL39_396 U9z LFUW/F nRHaPj UJddQBOx SHVXj Yt r N47NBZ/
khxQ yEXAMPLE
x-anz-mul tipart-upl oad-id:
Oovnef Mbi Vyl EpFEMVB_HpKowRapC3vn5sSL39_396 UWOzLFUWr nRHaPj UJddQ@BOxSHVXj Yt r NA7NBZ
khxQ yEXAMPLE

For information about uploading individual parts, see Upload Part (PUT uploadID) (p. 232).

Related Sections

¢ Upload Part (PUT uploadID) (p. 232)

¢ Complete Multipart Upload (POST uploadID) (p. 216)

e Abort Multipart Upload (DELETE uploadID) (p. 214)

e List Multipart Uploads (GET multipart-uploads) (p. 227)

e List Parts (GET uploadID) (p. 222)

¢ Delete Archive (DELETE archive) (p. 208)

¢ Uploading Large Archives in Parts (Multipart Upload) (p. 70)

¢ Authentication and Access Control for Amazon Glacier (p. 119)

List Parts (GET uploadID)

Description

This multipart upload operation lists the parts of an archive that have been uploaded in a specific
multipart upload identified by an upload ID. For information about multipart upload, see Uploading
Large Archives in Parts (Multipart Upload) (p. 70).

You can make this request at any time during an in-progress multipart upload before you complete
the multipart upload. Amazon Glacier returns the part list sorted by range you specified in each part
upload. If you send a List Parts request after completing the multipart upload, Amazon Glacier returns
an error.

The List Parts operation supports pagination. You should always check the Mar ker field in the
response body for a marker at which to continue the list. if there are no more items the mar ker field is
nul | . If the mar ker is not null, to fetch the next set of parts you sent another List Parts request with
the mar ker request parameter set to the marker value Amazon Glacier returned in response to your
previous List Parts request.
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You can also limit the number of parts returned in the response by specifying the | i m t parameter in
the request.

Requests

Syntax

To list the parts of an in-progress multipart upload, you send a GET request to the URI of the multipart
upload ID resource. The multipart upload ID is returned when you initiate a multipart upload (Initiate
Multipart Upload (POST multipart-uploads) (p. 219)). You may optionally specify mar ker and | i mi t
parameters.

GET / Account | d/ vaul t s/ Vaul t Nane/ mul ti part-upl oads/ upl oadl D HTTP/ 1. 1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

Name Description Required

limt The maximum number of parts to be returned. The default limit No
is 1000. The number of parts returned might be fewer than the
specified limit, but the number of returned parts never exceeds
the limit.

Type: String

Constraints: Minimum integer value of 1. Maximum integer value
of 1000.

mar ker An opaque string used for pagination. mar ker specifies the part No
at which the listing of parts should begin. Get the mar ker value
from the response of a previous List Parts response. You need

only include the mar ker if you are continuing the pagination of
results started in a previous List Parts request.

Type: String

Constraints: None

Request Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Request Body

This operation does not have a request body.
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Responses

Syntax

HTTP/ 1.1 200 K

X-anen- Request | d: x-anen- Requestld
Date: Date

Cont ent - Type: application/json
Content - Lengt h: Length

{
"Archi veDescription" : String,
"CreationDate" : String,
"Marker": String,
"Ml tipartUpl oadld" : String,
"PartSi zel nByt es” : Number,
"Parts"
[
"Rangel nBytes" : String,
" SHA256Tr eeHash" : String
I8
1,
"Vaul t ARN' : String
}

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
The response body contains the following JSON fields.

ArchiveDescription
The description of the archive that was specified in the Initiate Multipart Upload request. This field
is nul | if no archive description was specified in the Initiate Multipart Upload operation.

Type: String
CreationDate
The UTC time that the multipart upload was initiated.

Type: String. A string representation of ISO 8601 date format, for example,
2013-03-20T17: 03: 43. 2217.

Marker
An opaque string that represents where to continue pagination of the results. You use the mar ker
in a new List Parts request to obtain more jobs in the list. If there are no more parts, this value is
nul I .

Type: String
MultipartUploadId
The ID of the upload to which the parts are associated.

Type: String
PartSizelnBytes

The part size in bytes. This is the same value that you specified in the Initiate Multipart Upload
request.
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Type: Number

Parts
A list of the part sizes of the multipart upload. Each object in the array contains a RangeByt es and
sha256- t r ee- hash name/value pair.

Type: Array

RangelnBytes
The byte range of a part, inclusive of the upper value of the range.

Type: String

SHA256TreeHash
The SHA256 tree hash value that Amazon Glacier calculated for the part. This field is never nul | .

Type: String

VaultARN
The Amazon Resource Name (ARN) of the vault to which the multipart upload was initiated.

Type: String

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example: List Parts of a Multipart Upload

The following example lists all the parts of an upload. The example sends an HTTP GET request to the
URI of the specific multipart upload ID of an in-progress multipart upload and returns up to 1,000 parts.

Example Request

GET /-/vaul t s/ exanpl evaul t/ nmul ti part - upl oads/
OWef MBi Vyl EpFEMVE_HpKowRapC3vn5sSL39_396 WDz LFUW/F nRHaPj UJddQBOx SHVXj Yt r N47NBZ/
khxQ yEXAMPLE HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zation: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anz- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

In the response, Amazon Glacier returns a list of uploaded parts associated with the specified multipart
upload ID. In this example, there are only two parts. The returned Mar ker field is nul | indicating that
there are no more parts of the multipart upload.

HTTP/ 1.1 200 K

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJC - Q
Date: Sun, 23 Nov 2014 12:00:00 GMVr

Cont ent - Type: application/json

Content - Lengt h: 412
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{
"Archi veDescription" : "archive description",
"CreationDate" : "2012-03-20T17:03:43.2217",

"Marker": null,
"Ml ti part Upl oadl d"
" ONef Mbi VI EpFEMVD_HpKowRapC3vn5sSL39_396UVOz LFUWr nRHaPj UJddQBOxSHVX| Yt r NA7NI
khxQ yEXAMPLE",
"Part Si zel nByt es" : 4194304,

"Parts"
[ {
"Rangel nBytes" : "0-4194303",
" SHA256Tr eeHash" : " 01d34dabf 7be316472c93blef 80721f 5d4"
1
{
"Rangel nBytes" : "4194304-8388607",
" SHA256Tr eeHash" : "0195875365af da349f c21c84c099987164"
H
"Vaul t ARN' : "arn:aws: gl aci er: us-west-2: 012345678901: vaul t s/ denol-vaul t"

BZ-

Example: List Parts of a Multipart Upload (Specify the Marker and the Limit
Request Parameters)

The following example demonstrates how to use pagination to get a limited number of results. The
example sends an HTTP GET request to the URI of the specific multipart upload ID of an in-progress
multipart upload to return one part. A starting mar ker parameter specifies at which part to start the part
list. You can get the mar ker value from the response of a previous request for a part list. Furthermore,
in this example, the | i m t parameter is set to 1 and returns one part. Note that the Mar ker field is not
nul | , indicating that there is at least one more part to obtain.

Example Request

GET /-/vaul ts/ exanpl evaul t/ nmul ti part - upl oads/

OWef MBi Vyl EpFEMVD_HpKowRapC3vn5sSL39 396 UVz LFUW/r nRHaPj] UJddQBOx SHVXj Yt r N47NBZ/
khxQ yEXAMPLE?mar ker =1001& i mit=1 HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zation: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anz- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

In the response, Amazon Glacier returns a list of uploaded parts that are associated with the specified
in-progress multipart upload ID.

HTTP/ 1.1 200 K

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:00:00 GMJr

Cont ent - Type: text/json

Content -Lengt h: 412

{
"Archi veDescription" : "archive description 1",
"CreationDate" : "2012-03-20T17:03:43.22127",
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"Marker": "M gsKHV] bQBElI dVI 72bn3_n5h2Ta&ZQUO Qb3B9j 3Tl Tf 7W4j Q',
"Ml ti part Upl oadl d"
" ONef Mbi V|l EpFEMVD_HpKowRapC3vn5sSL39_396UVOz LFUWr nRHaPj UJddQBOxSHVX| Yt r NA7NI
khxQ yEXAMPLE",
"Part Si zel nBytes" : 4194304,

"Parts"
[ {
"Rangel nBytes" : "4194304-8388607",
" SHA256Tr eeHash" : "01d34dabf 7be316472c93blef 80721f 5d4"
H,
"Vaul t ARN' : "arn:aws: gl aci er: us-west-2: 012345678901: vaul t s/ denol-vaul t"

BZ-

Related Sections

« Initiate Multipart Upload (POST multipart-uploads) (p. 219)

¢ Upload Part (PUT uploadID) (p. 232)

e Complete Multipart Upload (POST uploadID) (p. 216)

e Abort Multipart Upload (DELETE uploadID) (p. 214)

e List Multipart Uploads (GET multipart-uploads) (p. 227)

¢ Uploading Large Archives in Parts (Multipart Upload) (p. 70)

¢ Authentication and Access Control for Amazon Glacier (p. 119)

List Multipart Uploads (GET multipart-uploads)

Description

This multipart upload operation lists in-progress multipart uploads for the specified vault. An in-
progress multipart upload is a multipart upload that has been initiated by an Initiate Multipart Upload
(POST multipart-uploads) (p. 219) request, but has not yet been completed or aborted. The list
returned in the List Multipart Upload response has no guaranteed order.

The List Multipart Uploads operation supports pagination. By default, this operation returns up to 1,000
multipart uploads in the response. You should always check the mar ker field in the response body for
a marker at which to continue the list; if there are no more items the mar ker field is nul | .

If the mar ker is not null, to fetch the next set of multipart uploads you sent another List Multipart
Uploads request with the mar ker request parameter set to the marker value Amazon Glacier returned
in response to your previous List Multipart Uploads request.

Note the difference between this operation and the List Parts (GET uploadID) (p. 222)) operation.

The List Multipart Uploads operation lists all multipart uploads for a vault. The List Parts operation
returns parts of a specific multipart upload identified by an Upload ID.

For information about multipart upload, see Uploading Large Archives in Parts (Multipart
Upload) (p. 70).

Requests

Syntax

To list multipart uploads, send a GET request to the URI of the mul ti part - upl oads subresource of
the vault. You may optionally specify mar ker and | i mi t parameters.

API Version 2012-06-01
227



Amazon Glacier Developer Guide
List Multipart Uploads

GET / Account | d/ vaul t s/ Vaul t Nane/ mul ti part-upl oads HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

Name Description Required

limt Specifies the maximum number of uploads returned in the No
response body. If not specified, the List Uploads operation returns
up to 1,000 uploads.

Type: String

Constraints: Minimum integer value of 1. Maximum integer value
of 1000.

mar ker An opaque string used for pagination. mar ker specifies the No
upload at which the listing of uploads should begin. Get the
mar ker value from a previous List Uploads response. You need
only include the nar ker if you are continuing the pagination of
results started in a previous List Uploads request.
Type: String

Constraints: None

Request Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Request Body
This operation does not have a request body.

Responses

Syntax

HTTP/ 1.1 200 K

x-anezn- Request | d: x-anen- Request|d
Date: Date

Cont ent - Type: application/json
Content - Lengt h: Length

{
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"Marker": String,
"Upl oadsList" : [

{
"ArchiveDescription": String,
"CreationDate": String,
"Mul tipartUpl oadld": String,
"Part Si zel nByt es": Nunber,
"Vaul t ARN': String

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body

The response body contains the following JSON fields.

ArchiveDescription
The description of the archive that was specified in the Initiate Multipart Upload request. This field
is nul | if no archive description was specified in the Initiate Multipart Upload operation.

Type: String

CreationDate
The UTC time that the multipart upload was initiated.

Type: String. A string representation of ISO 8601 date format, for example,
2013- 03-20T17: 03: 43. 221Z.

Marker
An opague string that represents where to continue pagination of the results. You use the mar ker
in a new List Multipart Uploads request to obtain more uploads in the list. If there are no more
uploads, this value is nul | .

Type: String

PartSizelnBytes
The part size specified in the Initiate Multipart Upload (POST multipart-uploads) (p. 219) request.
This is the size of all the parts in the upload except the last part, which may be smaller than this
size.

Type: Number

MultipartUploadId
The ID of the multipart upload.

Type: String

UploadsList
A list of metadata about multipart upload objects. Each item in the list contains a set of name-
value pairs for the corresponding upload, including Ar chi veDescri pti on, Creat i onDat e,
Mul ti part Upl oadl d, Part Si zel nByt es, and Vaul t ARN.

Type: Array

VaultARN
The Amazon Resource Name (ARN) of the vault that contains the archive.
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Type: String

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example: List All Multipart Uploads

The following example lists all the multipart uploads in progress for the vault. The example shows an
HTTP GET request to the URI of the mul ti part - upl oads subresource of a specified vault. Because
the mar ker and | i m t parameters are not specified in the request, up to 1,000 in-progress multipart
uploads are returned.

Example Request

GET /-/vaul ts/exanpl evaul t/ nul tipart-upl oads HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWB4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

In the response Amazon Glacier returns a list of all in-progress multipart uploads for the specified vault.
The mar ker field is nul | , which indicates that there are no more uploads to list.

HTTP/ 1.1 200 K

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCA - Q
Date: Sun, 23 Nov 2014 12:00:00 GMVr

Cont ent - Type: application/json

Content - Lengt h: 1054

{
"Marker": null,
"Upl oadsList": [
{
"Archi veDescription": "archive 1",

"CreationbDate": "2012-03-19T23:20:59.1302",
“Mul tipartUpl oadl d":
"xsQdFI Rsf Jr 20CV2AbZBKpRZAFTZSJ| M L2hYf 8mvp8dMIMIRUzI aqoEye6g3h3ecqB_zqwB7z LDl
"Part Si zel nByt es": 4194304,
"Vaul t ARN': "arn: aws: gl aci er: us-west-2: 012345678901: vaul t s/
exanpl evaul t"
H
{

"Archi veDescription": "archive 2",

"CreationbDate": "2012-04-01T15: 00: 00. 000Z",

"Ml ti partUpl oadl d": "nPyGOnyFcx67qqX7E- 0t SG Ri 88hHMOMOXR-
_j NyMBRj VMFf V291 FqZ3r Ns SaV\Bugg60P92pRt uf eHdQH7Cl | pSF6uJdc”,

"Part Si zel nByt es": 4194304,

"Vaul t ARN': "arn: aws: gl aci er: us-west -2: 012345678901: vaul t s/
exanpl evaul t"

2a2
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b
{

"Archi veDescription": "archive 3",
"CreationDate": "2012-03-20T17:03:43.2212",
"Ml tipartUpl oadld": "qt-RBst_7y08gVl onl BsAxr 2t - dbOpE4s8WNeG Kj GdNpuU-
cdSAcqG62guwNor 5] hsnLyFPzFEi t TpNE7i QF Hi ulXoV",
"Part Si zel nByt es": 4194304,
"Vaul t ARN': "arn: aws: gl aci er: us-west-2: 012345678901: vaul t s/
exanpl evaul t"
}
]
}

Example: Partial List of Multipart Uploads

The following example demonstrates how to use pagination to get a limited number of results. The
example shows an HTTP GET request to the URI of the nul ti part - upl oads subresource for a
specified vault. In this example, the | i mi t parameter is set to 1, which means that only one upload is
returned in the list, and the mar ker parameter indicates the multipart upload ID at which the returned
list begins.

Example Request

GET /-/vaul ts/exanpl evaul t/ nmul ti part-upl oads?

limt=1&mar ker =xsQdFI Rsf Jr 20CV2AbZBKpRZAFTZSJI M L2hYf 8mvp8dMImARUz| aqoEye6g3h3e
HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20141123/

us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dch540091b12966f

Example Response

In the response, Amazon Glacier returns a list of no more than two in-progress multipart uploads for
the specified vault, starting at the specified marker and returning two results.

HTTP/ 1.1 200 K

x-anen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:00:00 GMVr

Cont ent - Type: application/json

Content - Lengt h: 470

"Marker": "qgt-RBst_7y08gVl onl BsAxr 2t - dbOpE4s8WNeG Kj GdNpuU-
cdSAcqG62guwV9r 5] hs5mLyFPzFEi t TpNE7i OF Hi ulXoV",
"Upl oadsList" : [
{
"Archi veDescription": "archive 2",
"CreationDate": "2012-04-01T15: 00: 00. 000Z",
"Ml tipartUpl oadl d": "nPyGOnyFcx67qqX7E- 0t SG Ri 88hHMOMOXR-
_j NyMBRj VMFf V291 FqZ3r Ns SaV\Bugg60P92pRt uf eHdQH7Cl | pSF6uJdc”,
"Part Si zel nByt es": 4194304,
"Vaul t ARN': "arn: aws: gl aci er: us-west-2: 012345678901: vaul t s/
exanpl evaul t"

}
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Related Sections

Initiate Multipart Upload (POST multipart-uploads) (p. 219)
Upload Part (PUT uploadID) (p. 232)

Complete Multipart Upload (POST uploadID) (p. 216)

Abort Multipart Upload (DELETE uploadID) (p. 214)

List Parts (GET uploadID) (p. 222)

Uploading Large Archives in Parts (Multipart Upload) (p. 70)
Authentication and Access Control for Amazon Glacier (p. 119)

Upload Part (PUT uploadID)

Description

This multipart upload operation uploads a part of an archive. You can upload archive parts in any order
because in your Upload Part request you specify the range of bytes in the assembled archive that will
be uploaded in this part. You can also upload these parts in parallel. You can upload up to 10,000 parts
for a multipart upload.

For information about multipart upload, see Uploading Large Archives in Parts (Multipart
Upload) (p. 70).

Amazon Glacier rejects your upload part request if any of the following conditions is true:

SHA256 tree hash does not match—To ensure that part data is not corrupted in transmission,
you compute a SHA256 tree hash of the part and include it in your request. Upon receiving the
part data, Amazon Glacier also computes a SHA256 tree hash. If the two hash values don't
match, the operation fails. For information about computing a SHA256 tree hash, see Computing
Checksums (p. 157).

SHAZ256 linear hash does not match—Required for authorization, you compute a SHA256 linear
hash of the entire uploaded payload and include it in your request. For information about computing
a SHA256 linear hash, see Computing Checksums (p. 157).

Part size does not match—The size of each part except the last must match the size that is
specified in the corresponding Initiate Multipart Upload (POST multipart-uploads) (p. 219) request.
The size of the last part must be the same size as, or smaller than, the specified size.

Note

If you upload a part whose size is smaller than the part size you specified in your initiate
multipart upload request and that part is not the last part, then the upload part request will
succeed. However, the subsequent Complete Multipart Upload request will fail.

Range does not align—The byte range value in the request does not align with the part size
specified in the corresponding initiate request. For example, if you specify a part size of 4194304
bytes (4 MB), then 0 to 4194303 bytes (4 MB —1) and 4194304 (4 MB) to 8388607 (8 MB —1) are
valid part ranges. However, if you set a range value of 2 MB to 6 MB, the range does not align with
the part size and the upload will fail.

This operation is idempotent. If you upload the same part multiple times, the data included in the most
recent request overwrites the previously uploaded data.
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Requests

You send this HTTP PUT request to the URI of the upload ID that was returned by your Initiate Multipart
Upload request. Amazon Glacier uses the upload ID to associate part uploads with a specific multipart
upload. The request must include a SHA256 tree hash of the part data (x- anz- SHA256-t r ee- hash
header), a SHA256 linear hash of the entire payload (x- anz- cont ent - sha256 header), the byte
range (Cont ent - Range header), and the length of the part in bytes (Cont ent - Lengt h header).

Syntax

PUT / Account | d/ vaul t s/ Vaul t Nane/ nul ti part - upl oads/ upl oadl D HTTP/ 1. 1
Host: gl aci er. Regi on. amazonaws. com

Dat e: Date

Aut hori zation: SignatureVal ue

Cont ent - Range: Cont ent Range

Cont ent - Lengt h: Payl oadSi ze

Cont ent - Type: application/octet-stream

x-ane-sha256-tree-hash: Checksum of the part

X-ane-cont ent - sha256: Checksum of the entire payl oad

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses the following request headers, in addition to the request headers that are common

to all operations. For more information about the common request headers, see Common Request
Headers (p. 150).

Name Description Required
Cont ent - Lengt h Identifies the length of the part in bytes. No
Type: String

Default: None
Constraints: None

Cont ent - Range Identifies the range of bytes in the assembled archive | Yes
that will be uploaded in this part. Amazon Glacier
uses this information to assemble the archive in
the proper sequence. The format of this header
follows RFC 2616. An example header is Cont ent -
Range: byt es 0-4194303/ *.

Type: String
Default: None

Constraints: The range cannot be greater than the
part size that you specified when you initiated the
multipart upload.
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Name Description Required
X- ane- cont ent - The SHA256 checksum (a linear hash) of the Yes
sha256 uploaded payload. This is not the same value as you

specify in the x- anz- sha256-t r ee- hash header.
Type: String

Default: None

Constraints: None

Xx- anz- sha256- Specifies a SHA256 tree hash of the data Yes
tree-hash being uploaded. For information about
computing a SHA256 tree hash, see Computing
Checksums (p. 157).

Type: String
Default: None
Constraints: None

Request Body
The request body contains the data to upload.

Responses

Upon a successful part upload, Amazon Glacier returns a 204 No Cont ent response.

Syntax

HTTP/ 1.1 204 No Content

X-anezn- Request | d: x-anen- Request|d

Date: Date

X-ane-sha256-tree-hash: ChecksunConput edByAmazond aci er

Response Headers

A successful response includes the following response headers, in addition to the response headers
that are common to all operations. For more information about common response headers, see
Common Response Headers (p. 153).

Name Description
x- ane- sha256- The SHA256 tree hash that Amazon Glacier computed for the uploaded
tree-hash part.

Type: String

Response Body

This operation does not return a response body.

Example

The following request uploads a 4 MB part. The request sets the byte range to make this the first part
in the archive.
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Example Request

The example sends an HTTP PUT request to upload a 4 MB part. The request is sent to the URI of
the Upload ID that was returned by the Initiate Multipart Upload request. The Cont ent - Range header
identifies the part as the first 4 MB data part of the archive.

PUT /-/vaul t s/ exanpl evaul t/ mul ti part-upl oads/
OWef MBi Vyl EpFEMVD_HpKowRapC3vn5sSL39_396 U9z LFUW/r nRHaPj UJddQBOx SHVXj Yt r N47NBZ/
khxQ yEXAMPLE HTTP/ 1.1
Host: gl aci er. us-west-2. anazonaws. com
Date: Sun, 23 Nov 2014 12:00:00 GMVr
Cont ent - Range: byt es 0-4194303/ *
x-anez-sha256-tree-hash: c06f 7cd4baach087002a99a5f 48bf 953
X- ane-
cont ent sha256: 726e392cb4d09924dbadlcc0ba3b00c3643d03d14cbh4b823e2f 041cff612a628
Cont ent - Lengt h: 4194304
Aut hori zation: Authorizati on=AWS4- HVAC- SHA256
Credent i al =AKI Al OSFODNN7EXAMPLE/ 20141123/ us-
west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x-
ane- cont ent - sha256; x- ane- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=16b9a9e220a37e32f 2e7be196b4ebb87120ca7974038210199ac5982e792

To upload the next part, the procedure is the same; however, you must calculate a new SHA256 tree
hash of the part you are uploading and also specify a new byte range to indicate where the part will
go in the final assembly. The following request uploads another part using the same upload ID. The
request specifies the next 4 MB of the archive after the previous request and a part size of 4 MB.

PUT /-/vaul t s/ exanpl evaul t/ mul ti part-upl oads/
OWef MBi Vyl EpFEMVD_HpKowRapC3vn5sSL39 396 Uz LFUW/r nRHaPj UJddQBOx SHVXj Yt r N47NBZ/
khxQ yEXAMPLE HTTP/ 1.1
Host: gl aci er. us-west-2. anazonaws. com
Date: Sun, 23 Nov 2014 12:00:00 GMVr
Cont ent - Range: byt es 4194304- 8388607/ *
Cont ent - Lengt h: 4194304
X-ane-sha256-tree-hash: f 10e02544d651e2¢c3ce90a4307427493
X- ane-
cont ent sha256: 726e392cb4d09924dbadlcc0ba3b00c3643d03d14ch4b823e2f 041cff612a628
x-ane-gl aci er-version: 2012-06-01
Aut hori zation: Authorizati on=AWS4- HVAC- SHA256
Credent i al =AKI Al OSFODNN7EXAMPLE/ 20120525/ us- west - 2/ gl aci er/ aws4_r equest
Si gnedHeader s=host ; x- ane- cont ent - sha256; x- ane- dat e; x- ane- gl aci er - ver si on,
Si gnat ur e=16b9a9e220a37e32f 2e7be196b4ebb87120ca7974038210199ac5982e792cace

The parts can be uploaded in any order; Amazon Glacier uses the range specification for each part to
determine the order in which to assemble them.

Example Response

HTTP/ 1.1 204 No Content

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJd - Q
X-ane- sha256-tree-hash: c06f7cd4baacbh087002a99a5f 48bf 953

Date: Sun, 23 Nov 2014 12:00: 00 GMVr

Related Sections

« Initiate Multipart Upload (POST multipart-uploads) (p. 219)
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¢ Upload Part (PUT uploadID) (p. 232)

¢ Complete Multipart Upload (POST uploadID) (p. 216)

¢ Abort Multipart Upload (DELETE uploadID) (p. 214)

¢ List Multipart Uploads (GET multipart-uploads) (p. 227)

e List Parts (GET uploadID) (p. 222)

¢ Uploading Large Archives in Parts (Multipart Upload) (p. 70)

¢ Authentication and Access Control for Amazon Glacier (p. 119)

Job Operations

The following are the job operations available in Amazon Glacier.

Topics
¢ Describe Job (GET JobID) (p. 236)
¢ Get Job Output (GET output) (p. 243)
¢ Initiate Job (POST jobs) (p. 249)
e List Jobs (GET jobs) (p. 257)

Describe Job (GET JobID)

Description

This operation returns information about a job you previously initiated, including the job initiation
date, the user who initiated the job, the job status code/message and the Amazon Simple Notification
Service (Amazon SNS) topic to notify after Amazon Glacier completes the job. For more information
about initiating a job, see Initiate Job (POST jobs) (p. 249).

Note

This operation enables you to check the status of your job. However, it is strongly
recommended that you set up an Amazon SNS topic and specify it in your initiate job request
so that Amazon Glacier can notify the topic after it completes the job.

A job ID will not expire for at least 24 hours after Amazon Glacier completes the job.

Requests

Syntax

To obtain information about a job, you use the HTTP GET method and scope the request to the specific
job. Note that the relative URI path is the same one that Amazon Glacier returned to you when you
initiated the job.

GET / Account | D/ vaul t s/ Vaul t Nane/ j obs/ Jobl D HTTP/ 1. 1
Host: gl aci er. Regi on. amazonaws. com

Date: date

Aut hori zation: signatureVal ue

x-ane-gl aci er-version: 2012-06-01

API Version 2012-06-01
236



Amazon Glacier Developer Guide
Describe Job

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Note
In the request, if you omit the Jobl D, the response returns a list of all active jobs on the
specified vault. For more information about listing jobs, see List Jobs (GET jobs) (p. 257).
Request Parameters
This operation does not use request parameters.

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
This operation does not have a request body.

Responses

Syntax

HTTP/ 1.1 201 Created

x-anezn- Request | d: x-anen- Request|d
Date: Date

Cont ent - Type: application/json
Content - Lengt h: Length

{

"Action": String,

"Archiveld": String,

"Archi veSi zel nByt es": Nunber,

" Ar chi veSHA256Tr eeHash": String,

"Conpl et ed": Bool ean,

"Conpl eti onDate": String,

"CreationbDate": String,

"l nventorySi zel nBytes": Nunber,

"JobDescription": String,

"Jobl d": String,

"Retrieval Byt eRange": String,

" SHA256Tr eeHash": String,

"SNSTopi c": String,

"StatusCode": String,

" St at usMessage": String,

"Tier": String,

"Vaul t ARN': String,

"I nventoryRetrieval Paranmeters": {
"Format": String,
"StartDate": String,
"EndDate": String,

"Limt": String,
"Marker": String
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}

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body

The response body contains the following JSON fields.

Action
The job type. It is either Ar chi veRetri eval orl nventoryRetrieval .

Type: String

Archiveld
For an Archi veRet ri eval job, this is the archive ID requested for download. Otherwise, this
field is nul I .

Type: String

ArchiveSizelnBytes
For an Ar chi veRet ri eval job, this is the size in bytes of the archive being requested for
download. For the | nvent oryRet ri eval job, the value is nul | .

Type: Number

ArchiveSHA256TreeHash
The SHA256 tree hash of the entire archive for an archive retrieval job. For inventory retrieval jobs,
this field is nul | .

Type: String

Completed
The job status. When a job is completed you get the job's output using the Get Job Output (GET
output) (p. 243).

Type: Boolean

CompletionDate
The UTC time that the job request completed. While the job is in progress, the value will be null.

Type: String

CreationDate
The UTC time that the job was created.

Type: A string representation of ISO 8601 date format, for example,
2013- 03-20T17: 03: 43. 221Z.

EndDate
The end of the date range in UTC for vault inventory retrieval that includes archives created before
this date.

Valid Values: A string representation of ISO 8601 date format YYYY- MM DDThh: nm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

Type: String. A string representation of ISO 8601 date format YYYY- MM DDThh: nm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

Format
The output format for the vault inventory list, which is set by the Initiate Job (POST jobs) (p. 249)
request when initiating a job to retrieve a vault inventory.
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Valid Values: CSV | JSON
Required: no

Type: String

InventorySizelnBytes
For an | nvent oryRetri eval job, this is the size in bytes of the inventory requested for
download. For the Ar chi veRet ri eval job, the valueis nul I .

Type: Number

JobDescription
The job description you provided when you initiated the job.

Type: String
Jobld
The ID that represents the job in Amazon Glacier.

Type: String

Limit
Specifies the maximum number of inventory items returned per vault inventory retrieval request.
This limit is set when initiating the job with the a Initiate Job (POST jobs) (p. 249) request.

Valid Values: An integer value greater than or equal to 1.

Type: String

Marker
An opaque string that represents where to continue pagination of the vault inventory retrieval
results. You use the markerinanew I nitiate Job requestto obtain additional inventory

items. If there are no more inventory items, this value is nul | . For information about using the
marker, see Range Inventory Retrieval (p. 250).

Type: String

RetrievalByteRange
The retrieved byte range for archive retrieval jobs in the form "St ar t Byt eVal ue-EndByt eVal ue"
If you don't specify a range in the archive retrieval, then the whole archive is retrieved; also

StartByteValue equals 0, and EndByteValue equals the size of the archive minus 1. For inventory
retrieval jobs, this field is nul | .

Type: String

SHA256TreeHash
The SHA256 tree hash value for the requested range of an archive. If the Initiate Job (POST
jobs) (p. 249) request for an archive specified a tree-hash aligned range, then this field returns a
value. For more information about tree-hash alignment for archive range retrievals, see Receiving
Checksums When Downloading Data (p. 162).

For the specific case when the whole archive is retrieved, this value is the same as the
Ar chi veSHA256Tr eeHash value.

This field is nul | in the following situations:

« Archive retrieval jobs that specify a range that is not tree-hash aligned.

¢ Archival jobs that specify a range that is equal to the whole archive and the job status is
I nProgress.

¢ Inventory jobs.

Type: String
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SNSTopic
An Amazon Simple Notification Service (Amazon SNS) topic that receives notification.

Type: String

StartDate
The start of the date range in UTC for vault inventory retrieval that includes archives created on or
after this date.

Valid Values: A string representation of ISO 8601 date format YYYY- MM DDThh: nm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

Type: String. A string representation of ISO 8601 date format YYYY- MM DDThh: nm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

StatusCode
The status code can be | nPr ogr ess, Succeeded, or Fai | ed, and indicates the status of the job.

Type: String
StatusMessage
A friendly message that describes the job status.

Type: String
Tier
The retrieval option to use for the archive retrieval.

Valid Values: Bul k | Expedi t ed | St andard

Type: String
VaultARN
The Amazon Resource Name (ARN) of the vault from which the archive retrieval was requested.

Type: String

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples
The following example shows the request for a job that retrieves an archive.

Example Request: Get job description

GET /-/vaul t s/ exanpl evaul t/j obs/ HkFOp607yj hFx-

K3Cd 6f uSnbVzWT7es ) co8nUXVYWSOj | b5gq1JZ55yHgt 5vP54ZShj oQz QvWh7vEXAMPLE] obl D
HTTP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFOCDNN7EXAMPLE/ 20141123/

us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -

ver si on, Si ghat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcbh540091b12966f

Example Response

The response body includes JSON that describes the specified job. Note that for both the inventory
retrieval and archive retrieval jobs the JSON fields are the same. However, when a field doesn't apply
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to the type of job, its value is nul | . The following is an example response for an archive retrieval job.
Note the following:

e The Act i on field value is Ar chi veRet ri eval .

e The Archi veSi zel nByt es field shows the size of the archive requested in the archive retrieval job.
e The Archi veSHA256Tr eeHash field shows the SHA256 tree hash for the entire archive.

« The Retri eval Byt eRange field shows the range requested in the Initiate Job request. In this
example, the whole archive is requested.

e The SHA256Tr eeHash field shows the SHA256 tree hash for the range requested in the Initiate Job
request. In this example it is the same as the Ar chi veSHA256Tr eeHash field, which means that the
whole archive was requested.

* The I nvent orySi zel nByt es field value is nul | because it does not apply to an archive retrieval
job.

HTTP/ 1.1 200 K
x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJd - Q
Date: Sun, 23 Nov 2014 12:00: 00 GVI
Cont ent - Type: application/json
Cont ent - Lengt h: 419
{
"Action": "ArchiveRetrieval",
"Archiveld": "NkbByEej wEggnmBz2f THgJr gOXBoDf j P4q6i u87-
Tj hqG6eCGoOY9Z8i 1_AUyUsuhPAdTgLHy8pT! 5nf CFInDl 2y EZONi 5L260mv12vcs01MNGnt HEQL 8 VBf
"ArchiveSi zel nBytes": 16777216,
" Ar chi veSHA256Tr eeHash":
bebOf e31alc7ca8c6c04d574ea906e3f 97b31f dca7571def b5b44dca89b5af 60",
"Conpl eted": false,
"Conpl eti onDate": null,
"Creationbate": "2012-05-15T17:21:39. 3392",
"I nventorySi zel nBytes": null,
"JobDescription": "My ArchiveRetrieval Job",
"Jobl d": "HkF9p607yj hFx-
K3CG 6f uSnbVz\WT7es G co8nUXVYWS0j | b5gq1JZ55yHgt 5vP54ZShj 0Qz QvWh7vEXAMPLE] obl D
"Retrieval Byt eRange": "0-16777215",
" SHA256Tr eeHash":
"beb0Of e31lalc7ca8c6c04d574ea906e3f 97b31f dca7571def b5b44dca89b5af 60",
"SNSTopi ¢": "arn:aws: sns: us-west -2: 012345678901: nyt opi c",
"StatusCode": "InProgress",
" StatusMessage": "Qperation in progress.”,
"Tier": "Bul k",
"Vaul t ARN': "arn:aws: gl aci er: us-west - 2: 012345678901: vaul t s/ exanpl evaul t*"

The following is an example response for an inventory retrieval job. Note the following:

* The Act i on field value is | nvent oryRet ri eval .

* The Archi veSi zel nByt es, Archi veSHA256Tr eeHash, and Ret ri eval Byt eRange field values
are null because these fields do not apply to an inventory retrieval job.

e Thel nvent orySi zel nByt es field value is nul | because the job is still in progress, has not fully
prepared the inventory for download. If the job was complete prior to your describe job request, this
field would give you the size of the output.

{
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"Action": "lInventoryRetrieval",
"Archiveld": null,
"ArchiveSi zel nBytes": null,
" Ar chi veSHA256Tr eeHash": nul |,
"Conpl eted": fal se,
"Conpl etionbDate": null,
"CreationDate": "2012-05-15T23:18:13.2242Z",
"I nventorySi zel nBytes": null,
"JobDescription": "Inventory Description",
"Jobl d": "HkF9p607yj hFx-
K3Cd 6f uSnbVzWOT7es G co8nUXVYWS0j | b5gq1JZ55yHgt 5vP54ZShj 0Qz QvWh7vEXAMPLE] obl D
"Retrieval Byt eRange": nul |,
" SHA256Tr eeHash": nul |,
"SNSTopi c": "arn:aws: sns: us-west-2:012345678901: nyt opi c",
"StatusCode": "InProgress",
" St at usMessage": "Operation in progress."”,
"Vaul t ARN': "arn: aws: gl aci er: us-west -2: 012345678901: vaul t s/ exanpl evaul t "

The following is an example response for a completed inventory retrieval job that contains a marker
used to continue pagination of the vault inventory retrieval.

"Action": "lnventoryRetrieval",
"Archiveld": null,
"Archi veSHA256Tr eeHash": nul |,
"ArchiveSi zel nBytes": null,
"Conpl eted": true,
"Conpl etionDate": "2013-12-05T21:51:13.5917",
"CreationDate": "2013-12-05T21:51:12.2817",
"l nventorySi zel nBytes": 777062,
"JobDescription": null,
"Jobl d": "sCC2RZNBF2ni | dYD_r 0e0J9bHRIPQUbDRkmrdg-
mXi 2u3l c49uWsTcEhDF2D9pB2phx- BN30JaBr u7PMyd f XHdSt zu8",
"Next | nvent oryRetri eval Marker": nul I,
"Retrieval ByteRange": null,
" SHA256Tr eeHash": nul I,
"SNSTopi ¢": null,
"StatusCode": "Succeeded",
" St at usMessage": "Succeeded",
"Tier": "Bul k",
"Vaul t ARN': "arn: aws: gl aci er-devo: us-west - 2: 836579025725: vaul t s/
i nventory-icecube-2",
"I nventoryRetrieval Paraneters": {
"StartDate": "2013-11-12T13:43: 122",
"EndDat e": "2013-11-20T08: 12: 452",
"Limt": "120000",
"Format": "JSON',
" Mar ker":
"vy S0t 2j HQe5qbcDggl eD50chS1SXwYM kVKoOKH TUj EYxBGCgRLKai y SzdN7 QXGVWVSEXZpNVGE7pCZ_uyk QXFM_a

Related Sections

¢ Get Job Output (GET output) (p. 243)
¢ Authentication and Access Control for Amazon Glacier (p. 119)
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Get Job Output (GET output)

Description

This operation downloads the output of the job you initiated using Initiate Job (POST jobs) (p. 249).
Depending on the job type you specified when you initiated the job, the output will be either the content
of an archive or a vault inventory.

You can download all the job output or download a portion of the output by specifying a byte range.
For both archive and inventory retrieval jobs, you should verify the downloaded size against the size
returned in the headers from the Get Job Output response.

For archive retrieval jobs, you should also verify that the size is what you expected. If you download a
portion of the output, the expected size is based on the range of bytes you specified. For example, if
you specify a range of byt es=0- 1048575, you should verify your download size is 1,048,576 bytes.
If you download an entire archive, the expected size is the size of the archive when you uploaded

it to Amazon Glacier. The expected size is also returned in the headers from the Get Job Output
response.

In the case of an archive retrieval job, depending on the byte range you specify, Amazon Glacier
returns the checksum for the portion of the data. To ensure the portion you downloaded is the correct

data, compute the checksum on the client, verify that the values match, and verify that the size is what
you expected.

A job ID does not expire for at least 24 hours after Amazon Glacier completes the job. That is, you can
download the job output within the 24-hour period after Amazon Glacier completes the job.

Requests

Syntax

To retrieve a job output, you send the HTTP GET request to the URI of the out put of the specific job.

GET / Account | d/ vaul t s/ Vaul t Nane/j obs/ Jobl D/ out put HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

Range: ByteRangeToRetrieve

x-anz- gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses the following request headers, in addition to the request headers that are common

to all operations. For more information about the common request headers, see Common Request
Headers (p. 150).
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Name Description Required

Range The range of bytes to retrieve from the output. For example, No
if you want to download the first 1,048,576 bytes, specify the
range as byt es=0- 1048575. For more information, go to
Range Header Field Definition. The range is relative to any
range specified in the Initiate Job request. By default, this
operation downloads the entire output.

If the job output is large, then you can use the Range request
header to retrieve a portion of the output. This allows you to
download the entire output in smaller chunks of bytes. For
example, suppose you have 1 GB job output you want to
download and you decide to download 128 MB chunks of data at
a time, a total of eight Get Job Output requests. You will use the
following process to download the job output:

1. Download a 128 MB chunk of output by specifying the
appropriate byte range using the Range header. Verify that all
128 MB of data was received.

2. Along with the data, the response will include a checksum of
the payload. You compute the checksum of the payload on
the client and compare it with the checksum you received in
the response to ensure you received all the expected data.

3. Repeat steps 1 and 2 for all the eight 128 MB chunks of
output data, each time specifying the appropriate byte range.

4. After downloading all the parts of the job output, you have
a list of eight checksum values. Compute the tree hash
of these values to find the checksum of the entire output.
Using the Describe Job (GET JoblID) (p. 236) operation,
obtain job information of the job that provided you the output.
The response includes the checksum of the entire archive
stored in Amazon Glacier. You compare this value with the
checksum you computed to ensure you have downloaded the
entire archive content with no errors.

Type: String
Default: None

Constraints: None

Request Body

This operation does not have a request body.

Responses

Syntax

For a retrieval request that returns all of the job data, the job output response returns a 200 OK
response code. When partial content is requested, for example, if you specified the Range header in
the request, then the response code 206 Parti al Content is returned.

HTTP/ 1.1 200 K
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X-anezn- Request | d: x-anen- Request|d

Date: Date

Cont ent - Type: Cont ent Type
Content -Length: Length
x-ane-sha256-tree-hash: ChecksunConput edByAmazond aci er

[ Body containing job output.]

Response Headers

Header

Cont ent - Range

Cont ent - Type

Xx-ane- sha256-
tree- hash

Description

The range of bytes returned by Amazon Glacier. If only partial output is
downloaded, the response provides the range of bytes Amazon Glacier
returned.

For example, byt es 0- 1048575/ 8388608 returns the first 1 MB from 8
MB.

For more information about the Cont ent - Range header, go to Content-
Range Header Field Definition.

Type: String

The Content-Type depends on whether the job output is an archive or a
vault inventory.

» For archive data, the Content-Type is appl i cati on/ oct et - stream

» For vault inventory, if you requested CSV format when you initiated
the job, the Content-Type is t ext / csv. Otherwise, by default, vault
inventory is returned as JSON, and the Content-Type is appl i cati on/
j son.

Type: String

The checksum of the data in the response. This header is returned only
when retrieving the output for an archive retrieval job. Furthermore, this
header appears when the retrieved data range requested in the Initiate
Job request is tree hash aligned and the range to download in the Get
Job Output is also tree hash aligned. For more information about tree
hash aligned ranges, see Receiving Checksums When Downloading
Data (p. 162).

For example, if in your Initiate Job request you specified a tree hash
aligned range to retrieve (which includes the whole archive), then you
will receive the checksum of the data you download under the following
conditions:

* You get the entire range of the retrieved data.

» You request a byte range of the retrieved data that has a size of a
megabyte (1024 KB) multiplied by a power of 2 and that starts and ends
on a multiple of the size of the requested range. For example, if you
have 3.1 MB of retrieved data and you specify a range to return that
starts at 1 MB and ends at 2 MB, then the x- anz- sha256-tr ee- hash
is returned as a response header.

* You request a range to return of the retrieved data that goes to the end
of the data, and the start of the range is a multiple of the size of the
range to retrieve rounded up to the next power of two but not smaller
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Header Description

than one megabyte (1024 KB). For example, if you have 3.1 MB of
retrieved data and you specify a range that starts at 2 MB and ends at
3.1 MB (the end of the data), then the x- anz- sha256-tr ee- hash is
returned as a response header.

Type: String

Response Body

Amazon Glacier returns the job output in the response body. Depending on the job type, the output can
be the archive contents or the vault inventory. In case of a vault inventory, by default the inventory list
is returned as the following JSON body.

{
"Vaul t ARN': String,

"I nventoryDate": String,
"ArchiveList": [
{"Archiveld": String,
"Archi veDescription": String,
"CreationDate": String,
"Size": Nunber,
" SHA256Tr eeHash": String
H

If you requested the comma-separated values (CSV) output format when you initiated the vault
inventory job, then the vault inventory is returned in CSV format in the body. The CSV format has five
columns "Archiveld", "ArchiveDescription”, "CreationDate", "Size", and "SHA256TreeHash" with the
same definitions as the corresponding JSON fields.

Note

In the returned CSV format, fields may be returned with the whole field enclosed in double-
guotes. Fields that contain a comma or double-quotes are always returned enclosed in
double-quotes. For example, my archi ve description, 1isreturnedas"ny archive
descri ption, 1". Double-quote characters that are within returned double-quote enclosed
fields are escaped by preceding them with a backslash character. For example, ny ar chi ve
description, 1"2isreturned as"my archi ve description, 1\"2" andny archi ve
description, 1\"2 isreturned as "ny archi ve descri ption, 1\\"2". The backslash
character is not escaped.

The JSON response body contains the following JSON fields.

ArchiveDescription
The description of an archive.

Type: String
Archiveld
The ID of an archive.

Type: String
ArchivelList

An array of archive metadata. Each object in the array represents metadata for one archive
contained in the vault.

API Version 2012-06-01
246




Amazon Glacier Developer Guide
Get Job Output

Type: Array

CreationDate
The UTC date and time the archive was created.

Type: A string representation of ISO 8601 date format, for example,
2013- 03-20T17: 03: 43. 221Z.

InventoryDate
The UTC date and time of the last inventory for the vault that was completed after changes to the
vault. Even though Amazon Glacier prepares a vault inventory once a day, the inventory date is
only updated if there have been archive additions or deletions to the vault since the last inventory.

Type: A string representation of ISO 8601 date format, for example,
2013-03-20T17: 03: 43. 2217.

SHA?256TreeHash
The tree hash of the archive.

Type: String
Size
The size in bytes of the archive.

Type: Number

VaultARN
The Amazon Resource Name (ARN) resource from which the archive retrieval was requested.

Type: String

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples
The following example shows the request for a job that retrieves an archive.

Example 1: Download output

This example retrieves data prepared by Amazon Glacier in response to your initiate archive retrieval
job request.

Example Request

GET /-/vaul t s/ exanpl evaul t/j obs/ HkF9p607yj hFx-

K3Cd 6f uSneVzVWT7es G co8nUXVYWSO0j | b5gqlJZ55yHgt 5vP54ZShj 0Qz QWWh7vEXAMPLE] obl DY
output HTTP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-anz- Date: 20141123T120000Z

x-anz- gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFOCDNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- anz- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

Example Response

The following is an example response of an archive retrieval job. Note that the Cont ent - Type header
is appl i cati on/ oct et - st r eamand that x- anz- sha256-t r ee- hash header is included in the
response, which means that all the job data is returned.
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HTTP/ 1.1 200 K
x-anzn- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJd - Q
x-ane-sha256-tree-hash:

bebOf e31lalc7ca8c6c04d574ea906e3f 97b31f dca7571def b5b44dca89bh5af 60
Date: Sun, 23 Nov 2014 12:00:00 GMJr
Cont ent - Type: application/octet-stream
Cont ent - Lengt h: 1048576

[Archive data.]

The following is an example response of an inventory retrieval job. Note that the Cont ent - Type
header is appl i cati on/j son. Also note that the response does not include the x- anz- sha256-
t r ee- hash header.

HTTP/ 1.1 200 K

x-anen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:00:00 GMVr

Cont ent - Type: application/json

Cont ent - Lengt h: 906

{
"Vaul t ARN': "arn:aws: gl aci er: us-west-2:012345678901: vaul t s/ exanpl evaul t",

"I nventoryDate": "2011-12-12T14:19: 012",
"ArchiveList": [

{

"Archiveld": "DMIm CA2n5Tdqq5BV2z70g-
A20xNpAPKt 3UXwWWdWn_D6auTUr Wokwy 5Qyj 9xd1MCELNBYvMXB3LVAT8Y TMz MaCxB_9VBW \WLI w4 2
0A",

"ArchiveDescription": "ny archivel",

"CreationDate": "2012-05-15T17:19: 46.700Z",

"Size": 2140123,

" SHA256Tr eeHash" :
"6b9d4cf 8697bd3af 6aalb590a0b27b337da5b18988dbcc619a3e608a554al1e62"
b
{

"Archiveld": "2| HzwhKhgF2JHyvCS-

zsvg5kehAPDVK

ZRuF08I QLuyB4265Hs3AX] 9MDAI hz 7t bXAvcFeHusgU_hVi OLWeCBeONSI s YYHRy Z7r r nRKNRuYr XUs_sj | 2K8une_7

UHEloHgaWpd37pabXr SA",
"ArchiveDescription": "ny archive2",
"CreationDate": "2012-05-15T17:21: 39. 339Z",
"Size": 2140123,
" SHA256Tr eeHash" :

" 7f 2f e580edb35154041f a3d4b41ldd6d3adaef 0c85d2f f 6309f 1d4b520eeecda3”
}
]
}

Example 2: Download only partial output

This example retrieves only a portion of the archive prepared by Amazon Glacier in response to your
initiate archive retrieval job request. The request uses the optional Range header to retrieve only the
first 1,024 bytes.
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Example Request

GET /-/vaul t s/ exanpl evaul t/j obs/ HKF9p607yj hFx-

K3Cd 6f uSnbVzVWT7es G co8nUXVYWSO0j | b5gq1JZ55yHgt 5vP54ZShj 0Qz QvWh7vEXAMPLE] obl D
output HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

Range: bytes=0-1023

x-anz- gl aci er-version: 2012-06-01

Aut hori zation: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -

ver si on, Si ghat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dch540091b12966f

Example Response

The following successful response shows the 206 Parti al Cont ent response. In this case, the
response also includes a Cont ent - Range header that specifies the range of bytes Amazon Glacier
returns.

HTTP/ 1.1 206 Partial Content

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJd - Q
Date: Sun, 23 Nov 2014 12:00: 00 GVI

Cont ent - Range: bytes 0-1023/ 8388608

Cont ent - Type: application/octet-stream

Cont ent - Lengt h: 1024

[ Archive data.]

Related Sections

¢ Describe Job (GET JobID) (p. 236)
« Initiate Job (POST jobs) (p. 249)
¢ Authentication and Access Control for Amazon Glacier (p. 119)

Initiate Job (POST jobs)

This operation initiates a job of the specified type, which can be an archive retrieval or vault inventory
retrieval.

Initializing a Data Retrieval Job

Retrieving an archive or a vault inventory are asynchronous operations that require you to initiate a job.
Retrieval is a two-step process:

1. Initiate a retrieval job.

Important

A data retrieval policy can cause your initiate retrieval job request to fail with a

Pol i cyEnf or cedExcept i on exception. For more information about data retrieval
policies, see Amazon Glacier Data Retrieval Policies (p. 140). For more information about
the Pol i cyEnf or cedExcept i on exception, see Error Responses (p. 163).

2. After the job completes, download the bytes.

The retrieval request is executed asynchronously. When you initiate a retrieval job, Amazon Glacier
creates a job and returns a job ID in the response. When Amazon Glacier completes the job, you can
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get the job output (archive or inventory data). For information about getting job output, see the Get Job
Output (GET output) (p. 243) operation.

The job must complete before you can get its output. To determine when a job is complete, you have
the following options:

¢ Use an Amazon SNS notification— You can specify an Amazon Simple Notification Service
(Amazon SNS) topic to which Amazon Glacier can post a notification after the job is completed.
You can specify an SNS topic per job request. The notification is sent only after Amazon Glacier
completes the job. In addition to specifying an SNS topic per job request, you can configure vault
notifications for a vault so that job notifications are sent for all retrievals. For more information, see
Set Vault Notification Configuration (PUT notification-configuration) (p. 205).

¢ Get job details— You can make a Describe Job (GET JoblID) (p. 236) request to obtain job
status information while a job is in progress. However, it is more efficient to use an Amazon SNS
notification to determine when a job is complete.

Note
The information you get via notification is same that you get by calling Describe Job (GET
JobID) (p. 236).

If for a specific event, you add both the notification configuration on the vault and also specify an SNS
topic in your initiate job request, Amazon Glacier sends both natifications. For more information, see
Set Vault Notification Configuration (PUT notification-configuration) (p. 205).

The Vault Inventory

Amazon Glacier updates a vault inventory approximately once a day, starting on the day you first
upload an archive to the vault. If there have been no archive additions or deletions to the vault since
the last inventory, the inventory date is not updated. When you initiate a job for a vault inventory,
Amazon Glacier returns the last inventory it generated, which is a point-in-time snapshot and not real-
time data. Note that after Amazon Glacier creates the first inventory for the vault, it typically takes half
a day and up to a day before that inventory is available for retrieval. You might not find it useful to
retrieve a vault inventory for each archive upload. However, suppose you maintain a database on the
client-side associating metadata about the archives you upload to Amazon Glacier. Then, you might
find the vault inventory useful to reconcile information, as needed, in your database with the actual
vault inventory. For more information about the data fields returned in an inventory job output, see
Response Body (p. 246).

Range Inventory Retrieval

You can limit the number of inventory items retrieved by filtering on the archive creation date or by
setting a limit.

Filtering by Archive Creation Date

You can retrieve inventory items for archives created between St ar t Dat e and EndDat e by specifying
values for these parameters in the Initiate Job request. Archives created on or after the St ar t Dat e
and before the EndDat e will be returned. If you only provide the St ar t Dat e without the EndDat e, you
will retrieve the inventory for all archives created on or after the St ar t Dat e. If you only provide the
EndDat e without the St ar t Dat e, you will get back the inventory for all archives created before the
EndDat e.

Limiting Inventory Items per Retrieval

You can limit the number of inventory items returned by setting the Li mi t parameter in the Initiate
Job request. The inventory job output will contain inventory items up to the specified Li mi t . If there
are more inventory items available, the result is paginated. After a job is complete you can use the
Describe Job (GET JobID) (p. 236) operation to get a marker that you use in a subsequent Initiate
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Job request. The marker will indicate the starting point to retrieve the next set of inventory items. You
can page through your entire inventory by repeatedly making Initiate Job requests with the marker
from the previous Describe Job output, until you get a marker from Describe Job that returns null,
indicating that there are no more inventory items available.

You can use the Li m t parameter together with the date range parameters.
Ranged Archive Retrieval

You can initiate archive retrieval for the whole archive or a range of the archive. In the case of ranged
archive retrieval, you specify a byte range to return or the whole archive. The range specified must
be megabyte (MB) aligned; that is, the range start value must be divisible by 1 MB and the range

end value plus 1 must be divisible by 1 MB or equal the end of the archive. If the ranged archive
retrieval is not megabyte aligned, this operation returns a 400 response. Furthermore, to ensure

you get checksum values for data you download using Get Job Output (Get Job Output (GET

output) (p. 243)), the range must be tree-hash aligned. For more information about tree-hash aligned
ranges, see Receiving Checksums When Downloading Data (p. 162).

Expedited and Bulk Archive Retrievals

When retrieving an archive, you can specify one of the following options in the Ti er field of the request
body:

* Expedi t ed - Expedited retrievals allow you to quickly access your data when occasional urgent
requests for a subset of archives are required. For all but the largest archives (250MB+), data
accessed using Expedited retrievals are typically made available within 1-5 minutes.

e St andar d - Standard retrievals allow you to access any of your archives within several hours.
Standard retrievals typically complete within 3-5 hours. This is the default option for retrieval
requests that do not specify the retrieval option.

¢ Bul k - Bulk retrievals are Amazon Glacier lowest-cost retrieval option, enabling you to retrieve large
amounts, even petabytes, of data inexpensively in a day. Bulk retrievals typically complete within 5—
12 hours.

For more information about expedited and bulk retrievals, see Retrieving Amazon Glacier
Archives (p. 79).

Requests

To initiate a job, you use the HTTP PCST method and scope the request to the vault's j obs
subresource. You specify details of the job request in the JSON document of your request. The job
type is specified with the Type field and you can optionally specify an SNSTopi c field to indicate an
Amazon SNS topic to which Amazon Glacier can post notification after it completes the job.

Note

To post a notification to Amazon SNS, you must create the topic yourself if it does not already
exist. Amazon Glacier does not create the topic for you. The topic must have permissions to
receive publications from an Amazon Glacier vault. Amazon Glacier does not verify if the vault
has permission to publish to the topic. If the permissions are not configured appropriately, you
might not receive notification even after the job completes.

Syntax

The following syntax is for an archive retrieval.

POST / Account | d/ vaul t s/ Vaul t Nane/j obs HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com
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Date: Date
Aut hori zation: SignatureVal ue
x-ane-gl aci er-version: 2012-06-01

{

"Type": "archive-retrieval",
"Archiveld": String
"Description": String,
"Retrieval ByteRange": String,
"SNSTopi c": String,

"Tier": String

The following syntax is for an inventory retrieval.

PGST / Account | d/ vaul t s/ Vaul t Nane/ j obs HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

{

"Type": "inventory-retrieval",
"Description": String,
"Format": String,
"SNSTopi ¢c": String,
"I nventoryRetrieval Paraneters": {
"StartDate": String,
"EndDat e": String,
"Limt": String,
"Marker": String

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Body

The JSON in the request body contains the following fields.

Archiveld
The ID of the archive that you want to retrieve. This field is required only if Type is set to
ar chi ve-retrieval . An error occurs if you specify this field for an inventory retrieval job
request.

Valid Values: Must be a valid archive ID that you obtained from a previous request to Amazon
Glacier.

Required: Yes when Type is setto archi ve-retrieval .

Type: String

Description
The optional description for the job.
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Valid Values: The description must be less than or equal to 1,024 bytes. The allowable characters
are 7-bit ASCII without control codes—specifically, ASCII values 32—126 decimal or 0x20—O0x7E
hexadecimal.

Required: no

Type: String
EndDate

The end of the date range in UTC for vault inventory retrieval that includes archives created before
this date.

Valid Values: A string representation of ISO 8601 date format YYYY- M DDThh: nm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

Required: no

Type: String. A string representation of ISO 8601 date format YYYY- MM DDThh: nm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

Format
When initiating a job to retrieve a vault inventory, you can optionally add this parameter to your
request to specify the output format. If you are initiating an inventory job and do not specify a
For nat field, JSON is the default format.

Valid Values: CSV | JSON
Required: no

Type: String

Limit
The maximum number of inventory items returned per vault inventory retrieval request.
Valid Values: An integer value greater than or equal to 1.

Required: no

Type: String

Marker
An opaque string that represents where to continue pagination of the vault inventory retrieval
results. You use the markerinanew | ni ti at e Job request to obtain additional inventory items.
If there are no more inventory items, this value is null.

Required: no

Type: String

RetrievalByteRange
The byte range to retrieve for an archive retrieval. in the form "St ar t Byt eVal ue-EndByt eVal ue"
If not specified, the whole archive is retrieved. If specified, the byte range must be megabyte
(1024*1024) aligned, which means that StartByteValue must be divisible by 1 MB, and the
EndByteValue plus 1 must be divisible by 1 MB or be the end of the archive specified as the
archive byte size value minus 1. If RetrievalByteRange is not megabyte aligned, this operation
returns a 400 response.

An error occurs if you specify this field for an inventory retrieval job request.
Required: no

Type: String

SNSTopic
The Amazon SNS topic ARN where Amazon Glacier sends a notification when the job is
completed, and the output is ready for you to download. The specified topic publishes the
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notification to its subscribers. The SNS topic must exist. If it does not, Amazon Glacier does
not create it for you. Additionally, the SNS topic must have a policy that allows the account that
created the job to publish messages to the topic. For information about SNS topic names, see
CreateTopic in the Amazon Simple Notification Service API Reference.

Required: no

Type: String

StartDate
The start of the date range in UTC for vault inventory retrieval that includes archives created on or

after this date.

Valid Values: A string representation of ISO 8601 date format YYYY- M DDThh: nm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

Required: no

Type: String. A string representation of ISO 8601 date format YYYY- MM DDThh: nm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

Tier
The retrieval option to use for the archive retrieval. St andar d is the default value used.
Valid Values: Expedi t ed | St andar d | Bul k

Required: no.

Type: String

Type
The job type. You can initiate a job to retrieve an archive or get an inventory of a vault.
Valid Values: ar chi ve-retrieval |inventory-retrieval

Required: yes

Type: String

Responses

Amazon Glacier creates the job. In the response, it returns the URI of the job.

Syntax

HTTP/ 1.1 202 Accept ed

x-anzn- Request | d: x-anen- Request|d
Date: Date

Location: Location

x-anz-job-id: Jobld

Response Headers

Header Description

Locati on The relative URI path of the job. You can use this URI path to find the job
status. For more information, see Describe Job (GET JobID) (p. 236).
Type: String

Default: None
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Header Description
x-ane-j ob-id The ID of the job. This value is also included as part of the Locat i on header.
Type: String

Default: None

Response Body
This operation does not return a response body.

Errors

This operation includes the following error(s), in addition to the possible errors common to all Amazon
Glacier operations. For information about Amazon Glacier errors and a list of error codes, see Error
Responses (p. 163).

Code Description HTTP Status Type
Code
I nsuf fici ent Capaci t yExcept i oReturned if there is insufficient 503 Service Server

capacity to process this expedited = Unavai | abl e
request. This error only applies

to expedited retrievals and not to

standard or bulk retrievals.

Examples

Example Request: Initiate an archive retrieval job

PCST /-/vaul t s/ exanpl evaul t/jobs HTTP/ 1.1

Host: gl aci er. us-west-2. anmazonaws. com

x-anz- Date: 20141123T120000Z

x-anz- gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFOCDNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- anz- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f 2a2

{

"Type": "archive-retrieval",

" Archi vel d": " NkbByEej wEggnBz2f THgJr gOXBoDf j P4q6i us7-
Tj hqG6eGo0OY9Z8i 1_AUyUsuhPAdTqLHy8p Tl 5nf CFInDl 2y EZONi 5L260mwi2vcsO1MNGnt HEQL8MBf G qr EXAMPLEA

"Description": "My archive description”,

"SNSTopi c": "arn:aws:sns: us-west-2:111111111111: d aci er- Archi veRetri eval -
t opi c- Exanpl e",

"Tier" : "Bul k"
}

The following is an example of the body of a request that specifies a range of the archive to retrieve
using the Ret ri eval Byt eRange field.

{

"Type": "archive-retrieval",
"Archiveld": "NkbByEejwEggnBz2f THgJr gOXBoDf j P4g6i u87-
Tj hqG6eCGo0OY9Z8i 1_AUyUsuhPAdTgLHy8pTI 5nf CFInDl 2y EZONi 5L260mv12ves01MNGnt HEQL8MBE G qr EXAMPLEA
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"Description": "My archive description",

"Retrieval Byt eRange": "2097152-4194303",

"SNSTopi ¢c": "arn:aws:sns:us-west-2:111111111111: d aci er-Archi veRetri eval -
t opi c- Exanpl e",

"Tier" : "Bul k"
}

Example Response

HTTP/ 1.1 202 Accepted

x-anen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q

Date: Sun, 23 Nov 2014 12:00:00 GMVr

Location: /111122223333/vaul ts/ exanpl evaul t/j obs/ HKkF9p607yj hFx-

K3Cd 6f uSnbVzWT7es G co8nUXVYWS0j | b5gqlJZ55yHgt 5vP54ZShj 0Qz QvWh7vEXAMPLE] obl D
x-ane-job-id: HkF9p60o7yj hFx-

K3Cd 6f uSnbVzWT7es G co8nUXVYWS0j | b5gqlJZ55yHgt 5vP54ZShj 0Qz QvWh7vEXAMPLE] obl D

Example Request: Initiate an inventory retrieval job

The following request initiates an inventory retrieval job to get a list of archives from the
exanpl evaul t vault. The For mat set to CSV in the body of the request indicates that the inventory is
returned in CSV format.

POST /-/vaul ts/ exanpl evaul t/jobs HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

Cont ent - Type: application/ x-ww-formurl encoded

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

{
"Type": "inventory-retrieval",
"Description": "My inventory job",
"Format": "CSV',
"SNSTopi c": "arn:aws:sns:us-west-2:111111111111: d aci er-I nventoryRetri eval -
t opi c- Exanpl e"
}

Example Response

HTTP/ 1.1 202 Accepted

x-anen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q

Date: Sun, 23 Nov 2014 12:00:00 GMVr

Location: /111122223333/vaul ts/ exanpl evaul t/j obs/ HKkF9p607yj hFx-

K3Cd 6f uSmeVzWOT7es G co8nUXVYWSO0j | b5gq1JZ55yHgt 5vP54ZShj 0Qz Qvwh7vEXAMPLE] obl D
x-ane-job-id: HkF9p60o7yj hFx-

K3Cd 6f uSmeVzWOT7es G co8nUXVYWSO0j | b5gq1JZ55yHgt 5vP54ZShj 0Qz Qvwh7vEXAMPLE] obl D

Example Requests: Initiate an inventory retrieval job by using date filtering with
a set limit. And a subsequent request to retrieve the next page of inventory
items.

The following request initiates a vault inventory retrieval job by using date filtering and setting a limit.
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"Archiveld": null,

"Description": null,

"Format": "CSV',

"Retrieval ByteRange": null,

"SNSTopi ¢": null,

"Type": "inventory-retrieval",

"I nventoryRetrieval Paranmeters": {
"StartDate": "2013-12-04T21: 25: 427",
"EndDat e": "2013-12-05T21: 25: 427",
"Limt" : "10000"

8

The following request is an example of a subsequent request to retrieve the next page of inventory
items using a marker obtained from Describe Job (GET JobID) (p. 236).

{
"Archiveld": null,

"Description": null,

“"Format": "CSV',

"Retrieval Byt eRange": null,

"SNSTopi c¢": nul I,

"Type": "inventory-retrieval",

"l nventoryRetrieval Paranmeters": {
“StartDate": "2013-12-04T21: 25: 422",
"EndDat e": "2013-12-05T21: 25: 427",
“Limt": "10000"

" Mar ker":
" vy S0t 2] HQe5qbcDygl eD50chS1SXwYM kVKoOKHI TUj EYxBGCoRLKai y SzdN7QXGVWVEXZpNVGE 7|

Related Sections

¢ Describe Job (GET JoblID) (p. 236)
¢ Get Job Output (GET output) (p. 243)
¢ Authentication and Access Control for Amazon Glacier (p. 119)

List Jobs (GET jobs)

Description

This operation lists jobs for a vault including jobs that are in-progress and jobs that have recently
finished.

Note

Amazon Glacier retains recently completed jobs for a period before deleting them; however, it
eventually removes completed jobs. The output of completed jobs can be retrieved. Retaining
completed jobs for a period of time after they have completed enables you to get a job output
in the event you miss the job completion notification or your first attempt to download it fails.
For example, suppose you start an archive retrieval job to download an archive. After the job
completes, you start to download the archive but encounter a network error. In this scenario,
you can retry and download the archive while the job exists.
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To retrieve an archive or retrieve a vault inventory from Amazon Glacier, you first initiate a job, and
after the job completes, you download the data. For an archive retrieval, the output is the archive data.
For an inventory retrieval, it is the inventory list. The List Job operation returns a list of these jobs
sorted by job initiation time.

The List Jobs operation supports pagination. You should always check the response Mar ker field. If
there are no more jobs to list, the Mar ker field is set to nul | . If there are more jobs to list, the Mar ker
field is set to a non-null value, which you can use to continue the pagination of the list. To return a list
of jobs that begins at a specific job, set the mar ker request parameter to the Mar ker value for that job
that you obtained from a previous List Jobs request.

You can set a maximum limit for the number of jobs returned in the response by specifying the | i mi t
parameter in the request. The default limit is 1000. The number of jobs returned might be fewer than
the limit but the number of returned jobs never exceeds the limit.

Additionally, you can filter the jobs list returned by specifying the optional st at uscode parameter or
conpl et ed parameter, or both. Using the st at uscode parameter, you can specify to return only jobs
that match either the | nPr ogr ess, Succeeded, or Fai | ed status. Using the conpl et ed parameter,
you can specify to return only jobs that were completed (t r ue) or jobs that were not completed

(f al se).

Requests

Syntax

To return a list of jobs of all types, send a CET request to the URI of the vault's j obs subresource.

GET / Account | d/ vaul t s/ Vaul t Nane/j obs HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zati on: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID of the account that owns the vault. You can
either specify an AWS account ID or optionally a single '-' (hyphen), in which case Amazon
Glacier uses the AWS account ID associated with the credentials used to sign the request. If
you use an account ID, do not include any hyphens (-') in the ID.

Request Parameters

Name Description Required
conpl et ed The state of the jobs to return. You can specify t r ue or f al se. No

Type: Boolean

Constraints: None

limt The maximum number of jobs to be returned. The default limit No
is 1000. The number of jobs returned might be fewer than the
specified limit but the number of returned jobs never exceeds the
limit.

Type: String

Constraints: Minimum integer value of 1. Maximum integer value
of 1000.
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Name Description Required

mar ker An opaque string used for pagination that specifies the job at No
which the listing of jobs should begin. You get the mar ker value
from a previous List Jobs response. You only need to include the
mar ker if you are continuing the pagination of the results started
in a previous List Jobs request.

Type: String
Constraints: None

st at uscode The type of job status to return. No
Type: String

Constraints: One of the values | nPr ogr ess, Succeeded, or
Fai | ed.

Request Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Request Body
This operation does not have a request body.

Responses

Syntax

HTTP/ 1.1 200 K

x-anezn- Request | d: x-anen- Request|d
Date: Date

Locati on: Location

Cont ent - Type: application/json
Content - Lengt h: Length

"JobList": [
{

"Action": String,
"Archiveld": String,
"ArchiveSi zel nByt es": Nunber,
"Archi veSHA256Tr eeHash": String,
"Conpl et ed": Bool ean,
"Conpl etionDate": String,
"CreationDate": String,
"l nventorySi zel nBytes": String,
"JobDescription": String,
"Jobld": String,
"Retrieval ByteRange": String,
"SHA256Tr eeHash": String,
"SNSTopi ¢c": String,
"StatusCode": String,
"StatusMessage": String,
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"Tier": String,

"Vaul t ARN': String,

"l nventoryRetrieval Paranmeters": {
"Format": String,
"StartDate": String,
"EndDat e": String,

"Limt": String,
"Marker": String
}
b

I,
"Marker": String

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body

The response body contains the following JSON fields.

Action
For archive retrieval jobs, this value is Ar chi veRet ri eval . For inventory retrieval jobs, this value
islnventoryRetrieval.

Type: String
Archiveld

The ID of the archive that was requested in an archive retrieval. This field only appears for archive
retrieval job descriptions.

Type: String
ArchiveSizelnBytes
The size of the archive for which the archive retrieval job request was initiated.

Type: Number

ArchiveSHA256TreeHash
The SHA256 tree hash of the entire archive for an archive retrieval. For inventory retrieval jobs,
this field is nul I .

Type: String

Completed
t r ue if the job is completed; f al se otherwise.

Type: Boolean

CompletionDate
The Universal Coordinated Time (UTC) date when the job completed.

Type: A string representation of ISO 8601 date format, for example,
2013-03-20T17: 03: 43. 221Z.

CreationDate
The Universal Coordinated Time (UTC) date the job started.

Type: A string representation of ISO 8601 date format, for example,
2013-03-20T17: 03: 43. 2217Z.
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EndDate
The end of the date range in UTC for vault inventory retrieval that includes archives created before
this date.

Valid Values: A string representation of ISO 8601 date format YYYY- MM DDThh: mm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

Type: String. A string representation of ISO 8601 date format YYYY- MM DDThh: nm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

Format
The output format for the vault inventory list, which is set by the Initiate Job (POST jobs) (p. 249)
request when initiating a job to retrieve a vault inventory.

Valid Values: CSV | JSON
Required: no

Type: String

InventorySizelnBytes
The size of the inventory associated with an inventory retrieval job request. This field appears only
for inventory retrieval job descriptions.

Type: Number

JobDescription
A description of the job.

Type: String

Jobld
The ID that represents the job in Amazon Glacier.

Type: String

JobList
An array of job objects. Each job object contains a set of name-value pairs describing the job.

Type: Array

Limit
Specifies the maximum number of inventory items returned per vault inventory retrieval request.
This limit is set when initiating the job with an Initiate Job (POST jobs) (p. 249) request.

Valid Values: An integer value greater than or equal to 1.

Type: String

Marker (InventoryRetrievalParameters)
An opaque string that represents where to continue pagination of the vault inventory retrieval
results. You use the markerinanew | nitiate Job requestto obtain additional inventory
items. If there are no more inventory items, this value is nul | . For information about using the
marker, see Range Inventory Retrieval (p. 250).

Type: String

Marker
An opaque string that represents where to continue pagination of the results. You use the mar ker
value in a new List Jobs request to obtain more jobs in the list. If there are no more jobs to list, this
value is nul | .

Type: String
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RetrievalByteRange
The retrieved byte range for archive retrieval jobs in the form "St ar t Byt eVal ue-EndByt eVal ue"
If no range was specified in the archive retrieval, then the whole archive is retrieved and
StartByteValue equals 0 and EndByteValue equals the size of the archive minus 1. For inventory
retrieval jobs this field is nul | .

Type: String

SHA256TreeHash
The SHA256 tree hash value for the requested range of an archive. If the Initiate Job (POST
jobs) (p. 249) request for an archive specified a tree-hash aligned range, then this field returns
a value. For more information about tree hash aligned ranges for archive range retrievals, see
Receiving Checksums When Downloading Data (p. 162).

For the specific case when the whole archive is retrieved, this value is the same as the
Ar chi veSHA256Tr eeHash value.

This field is nul | in the following situations:

¢ Archive retrieval jobs that specify a range that is not tree-hash aligned.

¢ Archival jobs that specify a range that is not equal to the whole archive and the job status is
I nPr ogr ess. After the job completes, the SHA256Tr eeHash field will have a value.

¢ Inventory jobs.

Type: String

SNSTopic
The Amazon Resource Name (ARN) that represents an Amazon SNS topic where notification
of job completion or failure is sent, if notification was configured in the job initiation (Initiate Job
(POST jobs) (p. 249)).

Type: String

StartDate
The start of the date range in UTC for vault inventory retrieval that includes archives created on or
after this date.

Valid Values: A string representation of ISO 8601 date format YYYY- MM DDThh: mm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

Type: String. A string representation of ISO 8601 date format YYYY- M DDThh: nm ssTZDin
seconds, for example 2013- 03- 20T17: 03: 43Z.

StatusCode
The job status code. The values can be Succeeded, Fai | ed, or | nProgr ess.

Type: String

StatusMessage
The job status message.

Type: String

Tier
The retrieval option to use for the archive retrieval.
Valid Values: Expedi t ed | St andar d | Bul k

Type: String

VaultARN
The Amazon Resource Name (ARN) of the vault of which the job is a subresource.
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Type: String

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

The following examples demonstrate how to return information about vault jobs. The first example
returns a list of two jobs and the second example returns a subset of jobs.

Example: Return All Jobs

Example Request

The following GET request returns the jobs for a vault.

GET /-/vaul ts/exanpl evault/jobs HITP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dch540091b12966f

Example Response

The following response includes an archive retrieval job and an inventory retrieval job that contains
a marker used to continue pagination of the vault inventory retrieval. The response also shows the
Mar ker field set to nul | , which indicates there are no more jobs to list.

HTTP/ 1.1 200 K

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCA - Q
Date: Sun, 23 Nov 2014 12:00:00 GMJr

Cont ent - Type: application/json

Content - Lengt h: 1444

"JobList": [

"Action": "ArchiveRetrieval",
"Archiveld": "BDfaUQul 0dVzYwAM 8YSa_6_8abbhZg-

i 10T69g8ByCl f JyBgAGBKkW 2QbF50s851P7Y7KdZDOHW | n4r h1ZHaOYD3MyFhK_gO0oDPesWB4uHQo
"Archi veSi zel nByt es": 1048576,
" Ar chi veSHA256Tr eeHash" :

"25499381569ab2f 85el1f d0eb93c5406a178ab77¢c5933056eb5d6e7d4adda609b" ,

"Conpl eted": true,
"Conpl etionDate": "2012-05-01T00: 00: 09. 304Z",
"CreationbDate": "2012-05-01T00: 00: 06. 663Z2",
"l nventorySi zel nBytes": null,
"JobDescription": null,
"Jobl d": "hDe9t 9DTHXqFwW8sBGpLQQOM M-

JrG ulO _YFKLNz(Q64548qJc667BRWMWBLZC76Ygy1lj HYr ugXkdcAhRshOhYv4eVRU",

2a2
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"Retrieval Byt eRange": "0-1048575",
" SHA256Tr eeHash" :
" 25499381569ab2f 85el1f d0eb93c5406a178ab77c¢5933056eb5d6e7d4adda609b" ,
"SNSTopi ¢": null,
"StatusCode": "Succeeded",
" St at usMessage": "Succeeded",
"Tier": "Bul k",
"Vaul t ARN': "arn: aws: gl aci er: us-west-2: 012345678901: vaul t s/
exanpl evaul t"

b

"Action": "lnventoryRetrieval",
"Archiveld": null,
"ArchiveSi zel nBytes": null,
" Archi veSHA256Tr eeHash": nul |,
"Conpl eted": true,
"Conpl etionDate": "2013-05-11T00: 25:18. 831Z",
"CreationDate": "2013-05-11T00: 25: 14. 9812",
"l nventorySi zel nByt es": 1988,
"JobDescription": null,
"Jobl d":
" 2cvVOnBL36bt zyP3pobw cei aJebMLbx9vZOOUt mNAr 0KaVZ4VkWgVj i Pl dJ73VU7i ml mOpnZr i BYBebngaAci r Zq
"Retrieval ByteRange": null,
" SHA256Tr eeHash": nul I,
"SNSTopi ¢": null,
"StatusCode": "Succeeded",
" St at usMessage": "Succeeded",
"Vaul t ARN': "arn: aws: gl aci er: us-west-2: 012345678901: vaul t s/
exanpl evaul t"
"l nventoryRetrieval Paranmeters": {
"StartDate": "2013-11-12T13:43:122",
"EndDat e": "2013-11-20T08: 12: 452",
"Limt": "120000",
"Format": "JSON',
" Mar ker":
" vy S0t 2j HQe5qgbcDggl eD50chS1SXwYM kVKoOKH TUj EYxBGCgRLKai y SzdN7 QXGVWVEXZpNVGEE7pCZ_uyk QXFM_a
}

1,
"Marker": null

Example: Return a Partial List of Jobs
Example Request

The following GET request returns the job specified by the mar ker parameter. Setting the | i mi t
parameter as 2 specifies that up to two jobs are returned.

GET /-/vaul t s/ exanpl evaul t/j obs?mar ker =HkF9p607yj hFx-

K3Cd 6f uSnbVzWOT7es G co8nUXVYWS0j | b5gq1JZ55yHgt 5vP54ZShj 0Qz QvWh7vEXAMPLE] obl D& i mi t =2
HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/

us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anz- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dch540091b12966f 2a2
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Example Response

The following response shows two jobs returned and the Mar ker field set to a non-null value that can
be used to continue pagination of the job list.

HTTP/ 1.1 200 K

x-anen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJA - Q
Date: Sun, 23 Nov 2014 12:00:00 GMJMr

Cont ent - Type: application/json

Content-Length: 1744

"JobList": [

"Action": "ArchiveRetrieval",
"Archiveld": "58-3Kpzf cMPUznvMZNPaKyJx9wODCsWIngcj t x2G KZ6b-
Xgx EuA8yvZOYTPQ d7gWRAGRM2XR08gcnVWLVAVPV_kDW ZJKi 0TFhKKVPzwWr ZnA4-
FXul Bf Vi YU Weei BES1IFO4bvg",
"Archi veSi zel nBytes": 8388608,
" Archi veSHA256Tr eeHash" :
"106086b256ddf Of edf 3d9e72f 461d5983a2566247ebe7e1949246bc61359b4f 4",
"Conpl eted": true,
"Conpl etionDate": "2012-05-01T00: 25: 20. 043Z",
"CreationDate": "2012-05-01TO00: 25: 16. 344Z",
"l nventorySi zel nBytes": null,
"JobDescription": "aaabbbccc",
"Jobl d": "s4MvaNH hénOalf 8i Y4i o&R921SDPi hXxh3KvOFBX-
JbNPct pRvE4c2_Bi f uhdGLgEhGBNGeB6Ub- JMunR9JoVa8y1hQ',
"Retrieval Byt eRange": "0-8388607",
" SHA256Tr eeHash" :
"106086b256ddf Of edf 3d9e72f 461d5983a2566247ebe7e1949246bc61359b4f 4",
"SNSTopi ¢": null,
"StatusCode": "Succeeded",
" St at usMessage": "Succeeded",
"Tier": "Bul k",
"Vaul t ARN': "arn: aws: gl aci er: us-west -2: 012345678901: vaul t s/
exanpl evaul t"

b

"Action": "ArchiveRetrieval",
"Archiveld": "2NVGpf 83U6gBIMR2uU-
I hh61yoFLRDEOh7YLZWKBN80A2i 1xGBui eBwG Ar 4RkzOHAOEQ7Zj t | 267R03Z- 6Hxd8py GQkBdci CS
LW63Kx9qKpZbPCdUOUTW WADWF61 R6W8i Sy Kdvw',

"Archi veSi zel nByt es": 1048576,
"Ar chi veSHA256Tr eeHash" :

" 3d2ae052h2978727e0c51c0a5e32961c6a56650d1f 2ed4ceccab6472a5ed4a0”,
"Conpl eted": true,
"Conpl eti onDate": "2012-05-01T16: 59: 48. 444Z",
"CreationDate": "2012-05-01T16:59: 42.977Z2",
"l nventorySi zel nBytes": null,
"JobDescription": "aaabbbccc",
"Jobl d":

"CQ_t f6f OR4j r JICL61IM k6VMD30Y8l mWWK93KK4gLi g1UPAbZI N3UVAG _5ng4Af mIHQ dOMLOX5k 8l
"Retrieval Byt eRange": "0-1048575",
" SHA256Tr eeHash":

" 3d2ae052h2978727e0c51c0a5e32961c6a56650d1f 2ed4ceccab6472a5ed4a0”,
"SNSTopi ¢c": null,
" St at usCode": "Succeeded",
" St at usMessage": "Succeeded",

SH1-

t FvOWCPNOoaz
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"Tier": "Standard",
"Vaul t ARN': "arn:aws: gl aci er: us-west -2: 012345678901: vaul t s/
exanpl evaul t"
}
1,
" Mar ker":
"CQ_tf6f OR4jrICL6IM k6VMD30Y8l mMWKI3KK4gLI g1UPAbZI N3UVAG 5ng4Af mIHQ dOMLOX5k8I t FvOwWCPNOoaz
}

Related Sections

¢ Describe Job (GET JobID) (p. 236)
¢ Authentication and Access Control for Amazon Glacier (p. 119)

Data Retrieval Operations

The following are the data retrieval related operations available in Amazon Glacier.

Topics
¢ Get Data Retrieval Policy (GET policy) (p. 266)
« List Provisioned Capacity (GET provisioned-capacity) (p. 269)
¢ Purchase Provisioned Capacity (POST provisioned-capacity) (p. 271)
¢ Set Data Retrieval Policy (PUT policy) (p. 273)

Get Data Retrieval Policy (GET policy)

Description
This operation returns the current data retrieval policy for the account and region specified in the

GET request. For more information about data retrieval policies, see Amazon Glacier Data Retrieval
Policies (p. 140).

Requests

To return the current data retrieval policy, send an HTTP GET request to the data retrieval policy URI
as shown in the following syntax example.

Syntax

GET / Account | d/ policies/data-retrieval HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-anz- gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single - ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.
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Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body

This operation does not have a request body.

Responses

Syntax

HTTP/ 1.1 200 K

X-anmen- Request | d: x-anen- Requestl|d
Date: Date

Cont ent - Type: application/json
Content -Length: |ength

{
"Policy":
{
"Rul es": [
{
"Byt esPer Hour": Number,
"Strategy": String
}
]
}
}

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
The response body contains the following JSON fields.

BytesPerHour
The maximum number of bytes that can be retrieved in an hour.

This field will be present only if the value of the Strategy field is Byt esPer Hour .

Type: Number

Rules
The policy rule. Although this is a list type, currently there will be only one rule, which contains a
Strategy field and optionally a BytesPerHour field.

Type: Array

Strategy
The type of data retrieval policy.

Type: String
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Valid values: Byt esPer Hour |Fr eeTi er [None. Byt esPer Hour is equivalent to selecting
Max Retrieval Rate in the console. Fr eeTi er is equivalent to selecting Free Tier Only in the
console. None is equivalent to selecting No Retrieval Policy in the console. For more information
about selecting data retrieval policies in the console, see Amazon Glacier Data Retrieval
Policies (p. 140).

Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples
The following example demonstrates how to get a data retrieval policy.
Example Request

In this example, a GET request is sent to the URI of a policy's location.

GET /-/policies/data-retrieval HITP/ 1.1

Host: gl aci er. us-west-2. amazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFOCDNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -

ver si on, Si ghat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcbh540091b12966f

Example Response

A successful response shows the data retrieval policy in the body of the response in JSON format.

HTTP/ 1.1 200 K

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCA - Q
Date: Sun, 23 Nov 2014 12:00:00 GMVMr

Cont ent - Type: application/json

Cont ent - Lengt h: 85

{
"Policy":
{
"Rul es": [
{
"Byt esPer Hour ": 10737418240,
"Strategy":"BytesPerHour"
}
]
}
}

Related Sections

e Set Data Retrieval Policy (PUT policy) (p. 273)

¢ Initiate Job (POST jobs) (p. 249)
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List Provisioned Capacity (GET provisioned-
capacity)
This operation lists the provisioned capacity for the specified AWS account.

Request Syntax

To list the provisioned retrieval capacity for an account, send an HTTP GET request to the provisioned-
capacity URI as shown in the following syntax example.

GET / Account | d/ provi si oned-capacity HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single - ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.

Request Parameters

This operation does not use request parameters.

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body

This operation does not have a request body.
Responses
If the operation is successful, the service sends back an HTTP 200 OK response.

Response Syntax

HTTP/ 1.1 200 K

x-anezn- Request | d: x-anen- Request|d
Date: Date

Cont ent - Type: application/json
Content -Lengt h: Length

{
"Provi si onedCapaci tyLi st":
{
"Capacityld" : "string",
"StartDate" : "string"
"ExpirationbDate" : "string"
}
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}

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
The response body contains the following JSON fields.

Capacityld
The ID that identifies the provisioned capacity unit.

Type: String.
StartDate
The date that the provisioned capacity unit was purchased, in Coordinated Universal Time (UTC).

Type: String. A string representation of ISO 8601 date format, for example,
2013- 03-20T17: 03: 43. 221Z.

ExpirationDate
The date that the provisioned capacity unit expires, in Coordinated Universal Time (UTC).

Type: String. A string representation of ISO 8601 date format, for example,
2013-03-20T17: 03: 43. 2217.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples
The following example lists the provisioned capacity units for an account.
Example Request

In this example, a GET request is sent to retrieve a list of the provisioned capacity units for the
specified account.

GET /123456789012/ priority-capacity HITP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dch540091b12966f

Example Response

If the request was successful, Amazon Glacier returns a HTTP 200 OK with a list of provisioned
capacity units for the account as shown in the following example.

HTTP/ 1.1 200 K
x-anen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJCO - Q
Date: Sun, 23 Nov 2014 12:02:00 GMJr
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Cont ent - Type: application/json
Content-Length: |ength

{
"Provi si onedCapaci tyLi st",
{
"Capacityld": "zSaq7NzHFQDANTf CkDen4dV7z",
"StartDate": "2016-11-11T20:11:51.0952",
"ExpirationDate": "2016-12-12T00: 00: 00. 000Z",
3
{
"Capacityld": "yXaq7NzHFQNADTf CkDendV7z",
"StartDate": "2016-12-13T20:11:51.0952"",
"ExpirationDate": "2017-01-15T00: 00: 00. 000Z"",
H
}

Related Sections

¢ Purchase Provisioned Capacity (POST provisioned-capacity) (p. 271)

Purchase Provisioned Capacity (POST provisioned-
capacity)
This operation purchases a provisioned capacity unit for an AWS account.

Requests

To purchase provisioned capacity unit for an AWS account send an HTTP POST request to the
provisioned-capacity URI.

Syntax

POST / Account | d/ provi si oned-capacity HTTP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

Content -Lengt h: Length

x-ane-gl aci er-version: 2012-06-01

Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single - ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.

Request Parameters

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).
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Request Body

This operation does not have a request body.

Responses

If the operation request is successful, the service returns an HTTP 201 Cr eat ed response.

Syntax

HTTP/ 1.1 201 Created

x-anen- Request | d: x-anen- Requestld
Date: Date

X-aneg-capacity-id: Capacityld

Response Headers

A successful response includes the following response headers, in addition to the response headers
that are common to all operations. For more information about common response headers, see
Common Response Headers (p. 153).

Name Description
X-anz-capacity-id The ID that identifies the provisioned capacity unit.
Type: String

Response Body
This operation does not return a response body.

Errors

This operation includes the following error(s), in addition to the possible errors common to all Amazon
Glacier operations. For information about Amazon Glacier errors and a list of error codes, see Error
Responses (p. 163).

Code Description HTTP Status Type
Code
Li m t ExceededExcepti on Returned if the given request 400 Bad Client

would exceed the account's limit of Request
provisioned capacity units.

Examples

The following example purchases provisioned capacity for an account.

Example Request

The following example sends an HTTP POST request to purchase a provisioned capacity unit.

POST / 123456789012/ provi si oned-capacity HTTP/ 1.1
Host: gl aci er. us-west-2. anazonaws. com
x-ane-Date: 20141123T120000Z
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Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/

us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f 2a2
Content-Length: |ength

x-ane-gl aci er-version: 2012-06-01

Example Response

If the request was successful, Amazon Glacier returns an HTTP 201 Cr eat ed response, as shown in
the following example.

HTTP/ 1.1 201 Created

x-anmen- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJd - Q
Date: Sun, 23 Nov 2014 12:02: 00 GVI

X-ane-capacity-id: zSaq7NzHFQDANTf kDen4V7z

Related Sections

« List Provisioned Capacity (GET provisioned-capacity) (p. 269)

Set Data Retrieval Policy (PUT policy)

Description

This operation sets and then enacts a data retrieval policy in the region specified in the PUT request.
You can set one policy per region for an AWS account. The policy is enacted within a few minutes of a
successful PUT operation.

The set policy operation does not affect retrieval jobs that were in progress before the policy was
enacted. For more information about data retrieval policies, see Amazon Glacier Data Retrieval
Policies (p. 140).

Requests

Syntax

To set a data retrieval policy, send an HTTP PUT request to the data retrieval policy URI as shown in
the following syntax example.

PUT / Account | d/ policies/data-retrieval HITP/ 1.1
Host: gl aci er. Regi on. amazonaws. com

Date: Date

Aut hori zation: SignatureVal ue

Content-Length: Length

x-ane-gl aci er-version: 2012-06-01

{
"Policy":
{
"Rul es": [

{
"Strategy": String,
"Byt esPer Hour": Nunber

}

API Version 2012-06-01
273



Amazon Glacier Developer Guide
Set Data Retrieval Policy

Note

The Account | d value is the AWS account ID. This value must match the AWS account ID
associated with the credentials used to sign the request. You can either specify an AWS
account ID or optionally a single '- ' (hyphen), in which case Amazon Glacier uses the AWS
account ID associated with the credentials used to sign the request. If you specify your
account ID, do not include any hyphens (*-') in the ID.

Request Parameters
This operation does not use request parameters.

Request Headers

This operation uses only request headers that are common to all operations. For information about
common request headers, see Common Request Headers (p. 150).

Request Body
The request body contains the following JSON fields.

BytesPerHour
The maximum number of bytes that can be retrieved in an hour.

This field is required only if the value of the Strategy field is Byt esPer Hour . Your PUT operation
will be rejected if the Strategy field is not set to Byt esPer Hour and you set this field.

Type: Number
Required: Yes, if the Strategy field is set to Byt esPer Hour . Otherwise, no.

Valid Values: Minimum integer value of 1. Maximum integer value of 2763 - 1 inclusive.

Rules
The policy rule. Although this is a list type, currently there must be only one rule, which contains a
Strategy field and optionally a BytesPerHour field.

Type: Array

Required: Yes

Strategy
The type of data retrieval policy to set.

Type: String
Required: Yes

Valid values: Byt esPer Hour |Fr eeTi er [None. Byt esPer Hour is equivalent to selecting

Max Retrieval Rate in the console. Fr eeTi er is equivalent to selecting Free Tier Only in the
console. None is equivalent to selecting No Retrieval Policy in the console. For more information
about selecting data retrieval policies in the console, see Amazon Glacier Data Retrieval

Policies (p. 140).

Responses

Syntax

‘ HTTP/ 1.1 204 No Content
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X-anezn- Request | d: x-anen- Request|d
Date: Date

Response Headers

This operation uses only response headers that are common to most responses. For information about
common response headers, see Common Response Headers (p. 153).

Response Body
This operation does not return a response body.
Errors

For information about Amazon Glacier exceptions and error messages, see Error
Responses (p. 163).

Examples

Example Request

The following example sends an HTTP PUT request with the Strategy field set to Byt esPer Hour .

PUT /-/policies/data-retrieval HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -

ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dch540091b12966f

{
"Policy":
{
"Rul es": [
{
"Strategy":"BytesPer Hour",
"Byt esPer Hour ": 10737418240
}
]
}
}

The following example sends an HTTP PUT request with the Strategy field set to Fr eeTi er .

PUT /-/policies/data-retrieval HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWS4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- anez- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

{
"Policy":
{
"Rul es": [
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"Strategy":"FreeTier"

The following example sends an HTTP PUT request with the Strategy field set to None.

PUT /-/policies/data-retrieval HTTP/ 1.1

Host: gl aci er. us-west-2. anazonaws. com

x-ane-Date: 20141123T120000Z

x-ane-gl aci er-version: 2012-06-01

Aut hori zati on: AWB4- HVAC- SHA256 Cr edenti al =AKI Al OSFODNN7EXAMPLE/ 20141123/
us-west - 2/ gl aci er/ aws4_r equest, Si gnedHeader s=host ; x- ane- dat e; x- ane- gl aci er -
ver si on, Si gnat ur e=9257c16da6b25a715ce900a5b45b03da0447acf 430195dcb540091b12966f

{
"Policy":
{
"Rul es": [
{
"Strategy":"None"
}
]
}
}

Example Response

If the request was successful Amazon Glacier sets the policy and returns a HTTP 204 No Cont ent
as shown in the following example.

HTTP/ 1.1 204 No Content
x-anzn- Request | d: AAABZpJr Tyi oDC_HsOrHae8EZp_uBSJr 6cnGOLKp_XJd - Q
Date: Sun, 23 Nov 2014 12:02:00 GMVI

Related Sections

¢ Get Data Retrieval Policy (GET policy) (p. 266)

« Initiate Job (POST jobs) (p. 249)
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History

The following table describes the important changes since the last release of the Amazon Glacier

Developer Guide.

Relevant Dates to this History:

e Current product version: 2012-06-01
¢ Last documentation update: November 21, 2016

Change
Expedited and Bulk
Data Retrievals

Vault Lock

Vault tagging

Vault access
policies

Description

Amazon Glacier now supports Expedited and Bulk data
retrievals in addition to Standard retrievals. For more
information, see Archive Retrieval Options (p. 81).

Amazon Glacier now supports Vault Lock, which allows
you to easily deploy and enforce compliance controls
on individual Amazon Glacier vaults with a Vault Lock
policy. For more information, see Amazon Glacier Vault
Lock (p. 60) and Amazon Glacier Access Control with
Vault Lock Policies (p. 132).

Amazon Glacier now allows you to tag your

Amazon Glacier vaults for easier resource and cost
management. Tags are labels that you can define and
associate with your vaults, and using tags adds filtering
capabilities to operations such as AWS cost reports.
For more information, see Tagging Amazon Glacier
Resources (p. 144) and Tagging Your Amazon Glacier
Vaults (p. 58).

Amazon Glacier now supports managing access to your
individual Amazon Glacier vaults by using vault access
policies. You can now define an access policy directly
on a vault, making it easier to grant vault access to
users and business groups internal to your organization,
as well as to your external business partners. For more
information, see Amazon Glacier Access Control with
Vault Access Policies (p. 130).

Release Date

In this release

July 8, 2015

June 22, 2015

April 27, 2015
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Change

Data retrieval
policies and audit

logging

Updates to Java
samples

Limiting vault
inventory retrieval

Removed outdated
URLs

Support for range
retrievals

New Guide

Description

Release Date

Amazon Glacier now supports data retrieval policies and | December 11, 2014

audit logging. Data retrieval policies allow you to easily
set data retrieval limits and simplify data retrieval cost
management. You can define your own data retrieval
limits with a few clicks in the AWS console or by using
the Amazon Glacier API. For more information, see
Amazon Glacier Data Retrieval Policies (p. 140).

In addition, Amazon Glacier now supports audit logging
with AWS CloudTrail, which records Amazon Glacier
API calls for your account and delivers the log files

to an Amazon S3 bucket that you specify. For more
information, see Logging Amazon Glacier API Calls by

Using AWS CloudTrail (p. 146).

Updated the Java code samples in this guide that use

the AWS SDK for Java.

You can now limit the number of vault inventory

items retrieved by filtering on the archive creation

date or by setting a limit. For more information about
limiting inventory retrieval, see Range Inventory
Retrieval (p. 250) in the Initiate Job (POST jobs) (p. 249)

topic.

Removed the URLSs that pointed to the old security
credentials page from code examples.

Amazon Glacier now supports retrieval of specific
ranges of your archives. You can initiate a job
requesting Amazon Glacier to prepare an entire archive
or a portion of the archive for subsequent download.
When an archive is very large, you may find it cost
effective to initiate several sequential jobs to prepare

your archive.

For more information, see Downloading an Archive in

Amazon Glacier (p. 79).

For pricing information, go to the Amazon Glacier detail

page.

This is the first release of the Amazon Glacier Developer

Guide.

June 27, 2014

December 31, 2013

July 26, 2013

November 13, 2012

August 20, 2012
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AWS Glossary

For the latest AWS terminology, see the AWS Glossary in the AWS General Reference.
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