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Welcome

The AWS Security Token Service (AWS STS) is a web service that enables you to request temporary,
limited-privilege credentials for AWS Identity and Access Management (AWS IAM) users or for users that
you authenticate (federated users). This guide provides descriptions of the AWS STS API. For more
detailed information about using this service, go to Using Temporary Security Credentials.

Note

As an alternative to using the API, you can use one of the AWS SDKSs, which consist of libraries
and sample code for various programming languages and platforms (Java, Ruby, .NET, iOS,
Android, etc.). The SDKs provide a convenient way to create programmatic access to AWS STS.
For example, the SDKs take care of cryptographically signing requests, managing errors, and
retrying requests automatically. For information about the AWS SDKs, including how to download
and install them, see the Tools for Amazon Web Services page.

For information about setting up signatures and authorization through the API, go to Signing AWS API
Requests in the AWS General Reference. For general information about the Query API, go to Making
Query Requests in Using IAM. For information about using security tokens with other AWS products, go
to Using Temporary Security Credentials to Access AWS in Using Temporary Security Credentials.

If you're new to AWS and need additional technical information about a specific AWS product, you can
find the product's technical documentation at http://aws.amazon.com/documentation/.

Endpoints
For information about AWS STS endpoints, see Regions and Endpoints in the AWS General Reference.
Recording API requests

AWS STS supports AWS CloudTrail, which is a service that records AWS calls for your AWS account
and delivers log files to an Amazon S3 bucket. By using information collected by CloudTrail, you can
determine what requests were successfully made to AWS STS, who made the request, when it was made,
and so on. To learn more about CloudTrail, including how to turn it on and find your log files, see the
AWS CloudTrail User Guide.

This document was last updated on February 27, 2014.
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Actions

The following actions are supported:

¢ AssumeRole (p. 3)

¢ AssumeRoleWithSAML (p. 7)

¢ AssumeRoleWithWebldentity (p. 10)
¢ DecodeAuthorizationMessage (p. 15)
¢ GetFederationToken (p. 18)

¢ GetSessionToken (p. 21)
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AssumeRole

Description

Returns a set of temporary security credentials (consisting of an access key ID, a secret access key, and
a security token) that you can use to access AWS resources that you might not normally have access to.
Typically, you use AssuneRol e for cross-account access or federation.

Important: You cannot call AssuneRol e by using AWS account credentials; access will be denied. You
must use |IAM user credentials or temporary security credentials to call AssuneRol e.

For cross-account access, imagine that you own multiple accounts and need to access resources in each
account. You could create long-term credentials in each account to access those resources. However,
managing all those credentials and remembering which one can access which account can be time
consuming. Instead, you can create one set of long-term credentials in one account and then use temporary
security credentials to access all the other accounts by assuming roles in those accounts. For more
information about roles, see Roles in Using IAM.

For federation, you can, for example, grant single sign-on access to the AWS Management Console. If
you already have an identity and authentication system in your corporate network, you don't have to
recreate user identities in AWS in order to grant those user identities access to AWS. Instead, after a
user has been authenticated, you call AssuneRol e (and specify the role with the appropriate permissions)
to get temporary security credentials for that user. With those temporary security credentials, you construct
a sign-in URL that users can use to access the console. For more information, see Scenarios for Granting
Temporary Access in AWS Security Token Service.

The temporary security credentials are valid for the duration that you specified when calling AssuneRol e,
which can be from 900 seconds (15 minutes) to 3600 seconds (1 hour). The default is 1 hour.

Optionally, you can pass an AWS IAM access policy to this operation. The temporary security credentials
that are returned by the operation have the permissions that are associated with the access policy of the
role that is being assumed, except for any permissions explicitly denied by the policy you pass. This gives
you a way to further restrict the permissions for the resulting temporary security credentials. These policies
and any applicable resource-based policies are evaluated when calls to AWS are made using the temporary
security credentials.

To assume a role, your AWS account must be trusted by the role. The trust relationship is defined in the
role's trust policy when the IAM role is created. You must also have a policy that allows you to call
sts: AssuneRol e.

Using MFA with AssumeRole

You can optionally include multi-factor authentication (MFA) information when you call AssuneRol e. This
is useful for cross-account scenarios in which you want to make sure that the user who is assuming the
role has been authenticated using an AWS MFA device. In that scenario, the trust policy of the role being
assumed includes a condition that tests for MFA authentication; if the caller does not include valid MFA
information, the request to assume the role is denied. The condition is in a trust policy that tests for MFA
authentication might look like the following example.

"Condition": {"Null": {"aws:MiltiFactorAut hAge": fal se}}
For more information, see Configuring MFA-Protected API Access in the Using AWS IAM guide.

To use MFA with AssunmeRol e, you pass values for the Ser i al Nunber and TokenCode parameters.
The Seri al Nunber value identifies the user's hardware or virtual MFA device. The TokenCode is the
time-based one-time password (TOTP) that the MFA devices produces.
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Request Parameters

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 30).

DurationSeconds
The duration, in seconds, of the role session. The value can range from 900 seconds (15 minutes)
to 3600 seconds (1 hour). By default, the value is set to 3600 seconds.

Type: Integer

Required: No

Externalld
A unique identifier that is used by third parties to assume a role in their customers' accounts. For
each role that the third party can assume, they should instruct their customers to create a role with
the external ID that the third party generated. Each time the third party assumes the role, they must
pass the customer's external ID. The external ID is useful in order to help third parties bind a role to
the customer who created it. For more information about the external ID, see About the External ID
in Using Temporary Security Credentials.

Type: String
Length constraints: Minimum length of 2. Maximum length of 96.

Required: No

Policy
An AWS IAM policy in JSON format.

The temporary security credentials that are returned by the operation have the permissions that are
associated with the access policy of the role being assumed, except for any permissions explicitly
denied by the policy you pass. This gives you a way to further restrict the permissions for the resulting
temporary security credentials. These policies and any applicable resource-based policies are
evaluated when calls to AWS are made using the temporary security credentials.

Type: String
Length constraints: Minimum length of 1. Maximum length of 2048.

Required: No

RoleArn
The Amazon Resource Name (ARN) of the role that the caller is assuming.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

RoleSessionName

An identifier for the assumed role session. The session name is included as part of the
AssunmedRol eUser .

Type: String
Length constraints: Minimum length of 2. Maximum length of 32.

Required: Yes

SerialNumber
The identification number of the MFA device that is associated with the user who is making the
AssuneRol e call. Specify this value if the trust policy of the role being assumed includes a condition

APl Version 2011-06-15
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Response Elements

that requires MFA authentication. The value is either the serial number for a hardware device (such
as GAHT12345678) or an Amazon Resource Name (ARN) for a virtual device (such as
arn:aws:iam:123456789012: nf a/ user).

Type: String
Length constraints: Minimum length of 9. Maximum length of 256.

Required: No

TokenCode
The value provided by the MFA device, if the trust policy of the role being assumed requires MFA
(that is, if the policy includes a condition that tests for MFA). If the role being assumed requires MFA
and if the TokenCode value is missing or expired, the AssuneRol e call returns an "access denied"
error.

Type: String
Length constraints: Minimum length of 6. Maximum length of 6.

Required: No

Response Elements

The following elements are returned in a structure named AssuneRol eResul t .

AssumedRoleUser
The Amazon Resource Name (ARN) and the assumed role ID, which are identifiers that you can use
to refer to the resulting temporary security credentials. For example, you can reference these
credentials as a principal in a resource-based policy by using the ARN or assumed role ID. The ARN
and ID include the Rol eSessi onNane that you specified when you called AssuneRol e.

Type: AssumedRoleUser (p. 26)

Credentials
The temporary security credentials, which include an access key ID, a secret access key, and a
security (or session) token.

Type: Credentials (p. 27)

PackedPolicySize
A percentage value that indicates the size of the policy in packed form. The service rejects any policy
with a packed size greater than 100 percent, which means the policy exceeded the allowed space.

Type: Integer

Errors

For information about the errors that are common to all actions, see Common Errors (p. 32).

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

PackedPolicyTooLarge
The request was rejected because the policy document was too large. The error message describes
how big the policy document is, in packed form, as a percentage of what the API allows.

APl Version 2011-06-15
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Examples

HTTP Status Code: 400

Examples

Sample Request

https://sts.amzonaws. com

?Ver si on=2011- 06- 15

&Act i on=AssuneRol e

&Rol eSessi onNane=Bob

&Rol eArn=arn: aws: i am : 123456789012: r ol e/ deno

&Pol i cy=%BY¥22Ver si on%R2%8AY¥222012- 10- 1792292 CY%R22St at e

nment 922Y8AYGBYW BYR2Si d9R29B8AYR2St nt 192292 CY22Ef f ect ¥22%
3A%R2AI | oWR2%R2COR2Act | ONYR2YBAYR2S3YBA* %2292 COR22Resour ce¥R2Y8AYR2* ¥R22% D
%5D%@ D

&Dur at i onSeconds=3600

&Ext ernal | d=123ABC

S&AUTHPARANS

Sample Response

<AssuneRol eResponse xm ns="https://sts.amzonaws. con doc/
2011- 06- 15/ ">
<AssuneRol eResul t >
<Credenti al s>
<Sessi onToken>
AQODYXdzEPT/ /11111111 WEXAVMPLEt c764bNr COSAPBSM22WDCk 4x 4HI Z8j 4FZTwd QW
LW KNWHCBuFqwAeM cRXmxf pSPf | eol YRqTf | f KD8YUuwt hAx7nSEIl / gk PpKPi / kive Gd
Q nzdeehM4l C1INt Bnpp2wWUEBphUZanpKsbur EDy OKPky QDYWT 7WZ0wq5VSXDvp75YU
9HFvI Rd8Tx6q6f EBYQCHNVXAKi Y9gq6d+x00r KwT38xVqr 7ZD0u0i PPkUL64I | ZbqBAz
+scgKm znmBFDr ypNCIY]j c8f POLN9FX9KSYVKTr 4r vx3i Sl | TJabl Qn 21 CCR/ oLxBA==
</ Sessi onToken>
<Secr et AccessKey>
wJal r XUt nFEM / K7 MDENG bPxRf i CYzEXAMPLEKEY
</ Secr et AccessKey>
<Expi ration>2011-07- 15T23: 28: 33. 359Z</ Expi rat i on>
<AccessKeyl d>AKI Al OSFODNN7EXAMPLE</ AccessKeyl d>
</ Credenti al s>
<AssunedRol eUser >
<Arn>arn: aws: sts::123456789012: assuned- r ol e/ deno/ Bob</ Ar n>
<AssunedRol el d>AROL23EXAMPLE123: Bob</ AssunedRol el d>
</ AssunedRol eUser >
<PackedPol i cySi ze>6</ PackedPol i cySi ze>
</ AssuneRol eResul t >
<ResponseMet adat a>
<Request | d>c6104cbe- af 31- 11e0- 8154- cbc7ccf 896c7</ Request | d>
</ ResponseMet adat a>
</ AssuneRol eResponse>
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AssumeRoleWithSAML

AssumeRoleWithSAML

Description

Returns a set of temporary security credentials for users who have been authenticated via a SAML
authentication response. This operation provides a mechanism for tying an enterprise identity store or
directory to role-based AWS access without user-specific credentials or configuration.

The temporary security credentials returned by this operation consist of an access key ID, a secret access
key, and a security token. Applications can use these temporary security credentials to sign calls to AWS
services. The credentials are valid for the duration that you specified when calling AssuneRol eW t hSAM_,
which can be up to 3600 seconds (1 hour) or until the time specified in the SAML authentication response's
Not OnOr Af t er value, whichever is shorter.

Note
The maximum duration for a session is 1 hour, and the minimum duration is 15 minutes, even
if values outside this range are specified.

Optionally, you can pass an AWS IAM access policy to this operation. The temporary security credentials
that are returned by the operation have the permissions that are associated with the access policy of the
role being assumed, except for any permissions explicitly denied by the policy you pass. This gives you
a way to further restrict the permissions for the resulting temporary security credentials. These policies
and any applicable resource-based policies are evaluated when calls to AWS are made using the temporary
security credentials.

Before your application can call AssuneRol eW t hSAM_, you must configure your SAML identity provider
(IdP) to issue the claims required by AWS. Additionally, you must use AWS Identity and Access
Management (AWS IAM) to create a SAML provider entity in your AWS account that represents your
identity provider, and create an AWS IAM role that specifies this SAML provider in its trust policy.

Calling AssuneRol eW t hSAM. does not require the use of AWS security credentials. The identity of the
caller is validated by using keys in the metadata document that is uploaded for the SAML provider entity
for your identity provider.

For more information, see the following resources:

e Creating Temporary Security Credentials for SAML Federation in the Using Temporary Security
Credentials guide.

¢ SAML Providers in the Using IAM guide.

¢ Configuring a Relying Party and Claims in the guide.

¢ Creating a Role for SAML-Based Federation in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 30).

DurationSeconds
The duration, in seconds, of the role session. The value can range from 900 seconds (15 minutes)
to 3600 seconds (1 hour). By default, the value is set to 3600 seconds. An expiration can also be
specified in the SAML authentication response’'s Not OnOr Af t er value. The actual expiration time
is whichever value is shorter.

Note
The maximum duration for a session is 1 hour, and the minimum duration is 15 minutes,
even if values outside this range are specified.

APl Version 2011-06-15
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Type: Integer

Required: No

Policy

An AWS IAM policy in JSON format.

The temporary security credentials that are returned by this operation have the permissions that are
associated with the access policy of the role being assumed, except for any permissions explicitly
denied by the policy you pass. These policies and any applicable resource-based policies are evaluated
when calls to AWS are made using the temporary security credentials.

Note
The policy must be 2048 bytes or shorter, and its packed size must be less than 450 bytes.

Type: String
Length constraints: Minimum length of 1. Maximum length of 2048.

Required: No

PrincipalArn

The Amazon Resource Name (ARN) of the SAML provider in AWS IAM that describes the IdP.
Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

RoleArn

The Amazon Resource Name (ARN) of the role that the caller is assuming.
Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

SAMLASssertion

The base-64 encoded SAML authentication response provided by the IdP.

For more information, see Configuring a Relying Party and Adding Claims in the Using IAM guide.
Type: String

Length constraints: Minimum length of 4. Maximum length of 50000.

Required: Yes

Response Elements

The following elements are returned in a structure named AssuneRol eW t hSAMLResul t .

AssumedRoleUser

The identifiers for the temporary security credentials that the operation returns.

Type: AssumedRoleUser (p. 26)

Credentials

AWS credentials for API authentication.

Type: Credentials (p. 27)

APl Version 2011-06-15
8


http://docs.aws.amazon.com/IAM/latest/UserGuide/create-role-saml-IdP-tasks.html

AWS Security Token Service API Reference
Errors

PackedPolicySize
A percentage value that indicates the size of the policy in packed form. The service rejects any policy
with a packed size greater than 100 percent, which means the policy exceeded the allowed space.

Type: Integer

Errors

For information about the errors that are common to all actions, see Common Errors (p. 32).

ExpiredToken
The web identity token that was passed is expired or is not valid. Get a new identity token from the
identity provider and then retry the request.

HTTP Status Code: 400

IDPRejectedClaim
The identity provider (IdP) reported that authentication failed. This might be because the claim is
invalid.

If this error is returned for the AssuneRol eW t hWebl dent i t y operation, it can also mean that the
claim has expired or has been explicitly revoked.

HTTP Status Code: 403

InvalidldentityToken
The web identity token that was passed could not be validated by AWS. Get a new identity token
from the identity provider and then retry the request.

HTTP Status Code: 400

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

PackedPolicyTooLarge
The request was rejected because the policy document was too large. The error message describes
how big the policy document is, in packed form, as a percentage of what the API allows.

HTTP Status Code: 400

APl Version 2011-06-15
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AssumeRoleWithWebldentity

AssumeRoleWithWebldentity

Description

Returns a set of temporary security credentials for users who have been authenticated in a mobile or
web application with a web identity provider, such as Login with Amazon, Facebook, or Google.

Calling AssuneRol eW t hWebl dent i t y does not require the use of AWS security credentials. Therefore,
you can distribute an application (for example, on mobile devices) that requests temporary security
credentials without including long-term AWS credentials in the application, and without deploying
server-based proxy services that use long-term AWS credentials. Instead, the identity of the caller is
validated by using a token from the web identity provider.

The temporary security credentials returned by this API consist of an access key ID, a secret access key,
and a security token. Applications can use these temporary security credentials to sign calls to AWS
service APIs. The credentials are valid for the duration that you specified when calling

AssunmeRol eW t hWebl dent i t y, which can be from 900 seconds (15 minutes) to 3600 seconds (1 hour).
By default, the temporary security credentials are valid for 1 hour.

Optionally, you can pass an AWS IAM access policy to this operation. The temporary security credentials
that are returned by the operation have the permissions that are associated with the access policy of the
role being assumed, except for any permissions explicitly denied by the policy you pass. This gives you
a way to further restrict the permissions for the resulting temporary security credentials. These policies
and any applicable resource-based policies are evaluated when calls to AWS are made using the temporary
security credentials.

Before your application can call AssunmeRol eW t hWebl dent i t y, you must have an identity token from
a supported identity provider and create a role that the application can assume. The role that your
application assumes must trust the identity provider that is associated with the identity token. In other
words, the identity provider must be specified in the role's trust policy.

For more information about how to use web identity federation and the AssunmeRol eW t hWebl denti ty,
see the following resources:

« Creating a Mobile Application with Third-Party Sign-In and Creating Temporary Security Credentials
for Mobile Apps Using Third-Party Identity Providers in Using Temporary Security Credentials.

« Web Identity Federation Playground. This interactive website lets you walk through the process of
authenticating via Login with Amazon, Facebook, or Google, getting temporary security credentials,
and then using those credentials to make a request to AWS.

¢« AWS SDK for iOS and AWS SDK for Android. These toolkits contain sample apps that show how to
invoke the identity providers, and then how to use the information from these providers to get and use
temporary security credentials.

« Web Identity Federation with Mobile Applications. This article discusses web identity federation and
shows an example of how to use web identity federation to get access to content in Amazon S3.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 30).

DurationSeconds
The duration, in seconds, of the role session. The value can range from 900 seconds (15 minutes)
to 3600 seconds (1 hour). By default, the value is set to 3600 seconds.

Type: Integer

APl Version 2011-06-15
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Required: No

Policy
An AWS IAM policy in JSON format.

The temporary security credentials that are returned by the operation have the permissions that are
associated with the access policy of the role being assumed, except for any permissions explicitly
denied by the policy you pass. This gives you a way to further restrict the permissions for the resulting
temporary security credentials. These policies and any applicable resource-based policies are
evaluated when calls to AWS are made using the temporary security credentials.

Type: String
Length constraints: Minimum length of 1. Maximum length of 2048.

Required: No

Providerld
The fully-qualified host component of the domain name of the identity provider. Specify this value
only for OAuth access tokens. Do not specify this value for OpenID Connect ID tokens, such as
account s. googl e. com Do not include URL schemes and port numbers. Currently,
www. amazon. comand gr aph. f acebook. comare supported.

Type: String
Length constraints: Minimum length of 4. Maximum length of 2048.

Required: No
RoleArn
The Amazon Resource Name (ARN) of the role that the caller is assuming.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

RoleSessionName
An identifier for the assumed role session. Typically, you pass the name or identifier that is associated
with the user who is using your application. That way, the temporary security credentials that your
application will use are associated with that user. This session name is included as part of the ARN
and assumed role ID in the AssunmedRol eUser response element.

Type: String
Length constraints: Minimum length of 2. Maximum length of 32.

Required: Yes

WebldentityToken
The OAuth 2.0 access token or OpenlD Connect ID token that is provided by the identity provider.
Your application must get this token by authenticating the user who is using your application with a
web identity provider before the application makes an AssuneRol eW t hWebl denti ty call.

Type: String

Length constraints: Minimum length of 4. Maximum length of 2048.

APl Version 2011-06-15
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Required: Yes

Response Elements

The following elements are returned in a structure named AssuneRol eW t hWebl denti t yResul t.

AssumedRoleUser
The Amazon Resource Name (ARN) and the assumed role ID, which are identifiers that you can use
to refer to the resulting temporary security credentials. For example, you can reference these
credentials as a principal in a resource-based policy by using the ARN or assumed role ID. The ARN
and ID include the Rol eSessi onNane that you specified when you called AssuneRol e.

Type: AssumedRoleUser (p. 26)

Credentials
The temporary security credentials, which include an access key ID, a secret access key, and a
security token.

Type: Credentials (p. 27)

PackedPolicySize
A percentage value that indicates the size of the policy in packed form. The service rejects any policy
with a packed size greater than 100 percent, which means the policy exceeded the allowed space.

Type: Integer

SubjectFromWebldentityToken
The unique user identifier that is returned by the identity provider. This identifier is associated with
the Wbl dent i t yToken that was submitted with the AssuneRol eW t hWebl denti ty call. The
identifier is typically unique to the user and the application that acquired the Webl dent i t yToken
(pairwise identifier). If an OpenlID Connect ID token was submitted in the Webl dent i t yToken, this
value is returned by the identity provider as the token's sub (Subject) claim.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 32).

ExpiredToken
The web identity token that was passed is expired or is not valid. Get a new identity token from the
identity provider and then retry the request.

HTTP Status Code: 400

IDPCommunicationError
The request could not be fulfilled because the non-AWS identity provider (IDP) that was asked to
verify the incoming identity token could not be reached. This is often a transient error caused by
network conditions. Retry the request a limited number of times so that you don't exceed the request
rate. If the error persists, the non-AWS identity provider might be down or not responding.

HTTP Status Code: 502

IDPRejectedClaim
The identity provider (IdP) reported that authentication failed. This might be because the claim is
invalid.

If this error is returned for the AssuneRol eW t hWebl dent i t y operation, it can also mean that the
claim has expired or has been explicitly revoked.
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HTTP Status Code: 403

Invalidldentity Token
The web identity token that was passed could not be validated by AWS. Get a new identity token
from the identity provider and then retry the request.

HTTP Status Code: 400

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

PackedPolicyTooLarge
The request was rejected because the policy document was too large. The error message describes
how big the policy document is, in packed form, as a percentage of what the API allows.

HTTP Status Code: 400

Examples

Sample Request

https://sts.amazonaws. conl

?Acti on=AssuneRol eWt hWebl dentity

&Dur at i onSeconds=3600

&Pr ovi der | d=wwv. anazon. com

&Rol eSessi onNanme=appl

&Ver si on=2011- 06- 15

&Rol eAr n=ar n¥8Aaws ¥BAI ant@A¥B8A000240903217%8Ar ol e%2FFeder at edWebl dentityRol e
&WNebl dent i t yToken=At za% Cl QEBLj AsAhRFi XuWhUXuRvQPZL3GWFc Yevydw UFAHZWXZXX
XXXXXXInr ul x KDHwWy 870GKPznhOD6bEQZTSCzyoCt L_8S07pLpr 0zMon6wll f VZKNTBdDansFB
nt Gnl sl apj | 6xKR02Yc_2b@BLZbUXSGY6Ry6_BG7Prt LZt j _df CTj 92xNGed- Cr Kgj G7nPBj NI
L016GGvuS5gSvPRUXVEES3 VYT mlwl 7WI'l 7j n- Pch6M buCgHhFOz TQx0d27L9CgnCLi 07N3gZAG
psp6nl- AJBOCIckcyXe2c6uDOsr QJeZl KUnReTDVM 81 ehDVI Or 1QOnTV6Kzz Al 30Y87Vd_cVMQ

Sample Response

<AssuneRol eW t hWebl denti t yResponse xm ns="https://sts.amazonaws. com doc/2011-
06- 15/ ">
<AssuneRol eWt hWebl denti t yResul t >
<Subj ect Fr omA¢bl dent i t yToken>
anmznl. account . AF6RHO7 KZU5 XRVQI GXK6HB56KR2 A
</ Subj ect Fr omAébl dent i t yToken>
<AssunedRol eUser >
<Ar n>
arn: aws: sts::000240903217: assumed- r ol e/ Feder at edWebl denti t yRol e/ appl
</ Arn>
<AssunedRol el d>
ARCACLKWEDOQRACFQC3I DI : appl
</ AssunedRol el d>
</ AssunedRol eUser >
<Credenti al s>
<Sessi onToken>
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AQoDYXdz EE0a8 ANXXXXXXXXNOLewx E5Ti j Qyp+I Pf nyowr
</ Sessi onToken>
<Secr et AccessKey>
wJal r XUt nFEM / K7MDENG bPxRf i CYzEXAMPLEKEY
</ Secr et AccessKey>
<Expi ration>
2013-05-14T723: 00: 232
</ Expiration>
<AccessKeyl d>
AKI Al OSFODNN7EXAMPLE
</ AccessKeyl d>
</ Credenti al s>
</ AssuneRol eWt hWebl denti t yResul t >
<ResponseMet adat a>
<Request | d>ad4156e9- bcel- 11e2- 82e6- 6b6ef 249e618</ Request | d>
</ ResponseMet adat a>
</ AssuneRol eW t h\ebl dent i t yResponse>
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DecodeAuthorizationMessage

Description

Decodes additional information about the authorization status of a request from an encoded message
returned in response to an AWS request.

For example, if a user is not authorized to perform an action that he or she has requested, the request
returns a C i ent . Unaut hori zedOper at i on response (an HTTP 403 response). Some AWS actions
additionally return an encoded message that can provide details about this authorization failure.

Note

Only certain AWS actions return an encoded authorization message. The documentation for an
individual action indicates whether that action returns an encoded message in addition to returning
an HTTP code.

The message is encoded because the details of the authorization status can constitute privileged
information that the user who requested the action should not see. To decode an authorization status
message, a user must be granted permissions via an AWS IAM policy to request the

DecodeAut hori zat i onMessage (st s: DecodeAut hori zat i onMessage) action.

The decoded message includes the following type of information:

¢ Whether the request was denied due to an explicit deny or due to the absence of an explicit allow. For
more information, see Determining Whether a Request is Allowed or Denied in Using AWS IAM.

¢ The principal who made the request.

¢ The requested action.

¢ The requested resource.

¢ The values of condition keys in the context of the user's request.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 30).

EncodedMessage
The encoded message that was returned with the response.

Type: String
Length constraints: Minimum length of 1. Maximum length of 10240.

Required: Yes

Response Elements

The following element is returned in a structure named DecodeAut hori zat i onMessageResul t.

DecodedMessage
An XML document that contains the decoded message. For more information, see
DecodeAut hori zat i onMessage.

Type: String
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 32).
InvalidAuthorizationMessage
The error returned if the message passed to DecodeAut hor i zat i onMessage was invalid. This
can happen if the token contains invalid characters, such as linebreaks.

HTTP Status Code: 400

Examples

Sample Request

POST https://sts.amazonaws. com/ HITP/ 1.1

Cont ent - Type: application/ x-ww«+formurl encoded; charset=utf-8
Host: sts.anmazonaws.com

Content-Length: 1148

Expect: 100-conti nue

Connection: Keep-Alive

Act i on=DecodeAut hori zat i onMessage

&EncodedMessage=<encoded- nessage>

&Ver si on=2011- 06- 15

&AUTHPARANS

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<DecodeAut hori zat i onMessageResponse xm ns="http://sts.amzonaws. com doc/ 2011-
06- 15/ ">
<request | d>6624a9ca- cd25- 4f 50- b2a5- 7ba65bf 07453</ r equest | d>
<DecodedMessage>
{
"all owed": "false",
"explicitbDeny": "fal se",
"mat chedSt at enents": "",
"failures": "",
"context": {
"principal": {
"id": " Al DACKCEVSQ6C2EXAMPLE",
"name": "Bob",
"arn": "arn:aws:iam:123456789012: user/ Bob"
H
"action": "ec2: Stoplnstances",
"resource": "arn:aws:ec2:us-east-1:123456789012: i nstance/i -dd01c9bd",
"conditions": [
{
"item': {
"key": "ec2: Tenancy",
"values": ["default"]

b

"item: {
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"key": "ec2: ResourceTag/ el asti cbeanstal k: envi ronnment - nane",
"val ues": ["Defaul t-Environnent"]
}
1
(Additional items ...)
]
}

</ DecodedMessage>
</ DecodeAut hori zat i onMessageResponse>
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GetFederationToken

Description

Returns a set of temporary security credentials (consisting of an access key ID, a secret access key, and
a security token) for a federated user. A typical use is in a proxy application that is getting temporary
security credentials on behalf of distributed applications inside a corporate network. Because you must
call the Get Feder at i onToken action using the long-term security credentials of an 1AM user, this call
is appropriate in contexts where those credentials can be safely stored, usually in a server-based
application.

Note: Do not use this call in mobile applications or client-based web applications that directly get temporary
security credentials. For those types of applications, use AssunmeRol eW t hWebl dentity.

The Get Feder at i onToken action must be called by using the long-term AWS security credentials of
the AWS account or an IAM user. Credentials that are created by IAM users are valid for the specified
duration, between 900 seconds (15 minutes) and 129600 seconds (36 hours); credentials that are created
by using account credentials have a maximum duration of 3600 seconds (1 hour).

Optionally, you can pass an AWS IAM access policy to this operation. The temporary security credentials
that are returned by the operation have the permissions that are associated with the entity that is making
the Get Feder at i onToken call, except for any permissions explicitly denied by the policy you pass. This
gives you a way to further restrict the permissions for the resulting temporary security credentials. These
policies and any applicable resource-based policies are evaluated when calls to AWS are made using
the temporary security credentials.

For more information about how permissions work, see Controlling Permissions in Temporary Credentials
in Using Temporary Security Credentials. For information about using Get Feder at i onToken to create
temporary security credentials, see Creating Temporary Credentials to Enable Access for Federated
Users in Using Temporary Security Credentials.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 30).

DurationSeconds
The duration, in seconds, that the session should last. Acceptable durations for federation sessions
range from 900 seconds (15 minutes) to 129600 seconds (36 hours), with 43200 seconds (12 hours)
as the default. Sessions for AWS account owners are restricted to a maximum of 3600 seconds (one
hour). If the duration is longer than one hour, the session for AWS account owners defaults to one
hour.

Type: Integer

Required: No

Name
The name of the federated user. The name is used as an identifier for the temporary security
credentials (such as Bob). For example, you can reference the federated user name in a
resource-based policy, such as in an Amazon S3 bucket policy.

Type: String
Length constraints: Minimum length of 2. Maximum length of 32.

Required: Yes

APl Version 2011-06-15
18


http://docs.aws.amazon.com/IAM/latest/UserGuide/TokenPermissions.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/CreatingFedTokens.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/CreatingFedTokens.html

AWS Security Token Service API Reference
Response Elements

Policy
An AWS IAM policy in JSON format.

By default, federated users have no permissions; they do not inherit any from the 1AM user. When
you specify a policy, the federated user's permissions are based on the specified policy and the IAM
user's policy. If you don't specify a policy, federated users can only access AWS resources that
explicitly allow those federated users in a resource policy, such as in an Amazon S3 bucket policy.

Type: String
Length constraints: Minimum length of 1. Maximum length of 2048.

Required: No

Response Elements

The following elements are returned in a structure named Get Feder at i onTokenResul t .

Credentials
Credentials for the service API authentication.

Type: Credentials (p. 27)

FederatedUser
Identifiers for the federated user associated with the credentials (such as
arn: aws: sts::123456789012: f eder at ed- user/ Bob or 123456789012: Bob). You can use
the federated user's ARN in your resource policies like in an Amazon S3 bucket policy.

Type: FederatedUser (p. 28)

PackedPolicySize
A percentage value indicating the size of the policy in packed form. The service rejects policies for
which the packed size is greater than 100 percent of the allowed value.

Type: Integer

Errors

For information about the errors that are common to all actions, see Common Errors (p. 32).

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

PackedPolicyTooLarge
The request was rejected because the policy document was too large. The error message describes
how big the policy document is, in packed form, as a percentage of what the API allows.

HTTP Status Code: 400
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Examples

Sample Request

https://sts.amazonaws. conl

?Ver si on=2011- 06- 15

&Act i on=CGet Feder at i onToken

&Nane=Bob

&Pol i cy=%BY¥22Ver si on%R2%8A¥222012- 10- 1792292 Co%R2St at e

nment ¥22%8AYBYY BYR22Si d9R2YBAYR2St mt 192292 CYR2Ef f ect 922%
3AYR2A | oweR2Y2CYR2Act | oNYR2YBAYR2S3YBA* YR29%RCYR2Resour ce¥R2¥BAYR2* ¥22% D
%5 D% D

&Dur at i onSeconds=3600

S&AUTHPARANMS

Sample Response

<Cet Feder ati onTokenResponse xm ns="https://sts. amzonaws. conl doc/
2011-06- 15/ ">
<Cet Feder ati onTokenResul t >
<Credenti al s>
<Sessi onToken>
AQODYXdzEPT/ /11111111 WEXAMPLEt c764bNr COSAPBSM22WDCOKk4x4HI Z8] 4FZTwd QW
LW KWHCBUFgwAeM cRXnxf pSPf | eol YRqTf | f KD8YUuwt hAx7nSEl / gk PpKPi / ke Gd
Q nzdeehM4l CINt Bnpp2WUE8phUZanpKsbur EDy OKPky QDYWT 7\WZ0wg5VSXDvp75YU
9HFVI RA8Tx6q6f E8YQe HNVXAKi Y9gq6d+x00r KwT38xVqar 7ZD0u0i PPKUL64I | ZbgBAz
+scqKm znBFDr ypNCIYj c¢8f POLNOFXIKSYVKTr 4r vx3i Sl | TJabl Qn 21 CCR/ oLxBA==
</ Sessi onToken>
<Secr et AccessKey>
wJal r XUt nFEM / K7MDENG bPxRf i CYz EXAMPLEKEY
</ Secr et AccessKey>
<Expi ration>2011- 07- 15T23: 28: 33. 359Z</ Expi rati on>
<AccessKeyl d>AKI Al OSFODNN7EXAMPLE</ AccessKeyl d>
</ Credenti al s>
<Feder at edUser >
<Arn>arn: aws: sts::123456789012: f eder at ed- user/ Bob</ Ar n>
<Feder at edUser | d>123456789012: Bob</ Feder at edUser | d>
</ Feder at edUser >
<PackedPol i cySi ze>6</ PackedPol i cySi ze>
</ Get Feder ati onTokenResul t >
<ResponseMet adat a>
<Request | d>c6104che- af 31- 11e0- 8154- cbc7ccf 896¢c7</ Request | d>
</ ResponseMet adat a>
</ Get Feder ati onTokenResponse>
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GetSessionToken

Description

Returns a set of temporary credentials for an AWS account or IAM user. The credentials consist of an
access key ID, a secret access key, and a security token. Typically, you use Get Sessi onToken if you
want use MFA to protect programmatic calls to specific AWS APIs like Amazon EC2 St opl nst ances.
MFA-enabled IAM users would need to call Get Sessi onToken and submit an MFA code that is associated
with their MFA device. Using the temporary security credentials that are returned from the call, IAM users
can then make programmatic calls to APIs that require MFA authentication.

The Get Sessi onToken action must be called by using the long-term AWS security credentials of the
AWS account or an IAM user. Credentials that are created by IAM users are valid for the duration that
you specify, between 900 seconds (15 minutes) and 129600 seconds (36 hours); credentials that are
created by using account credentials have a maximum duration of 3600 seconds (1 hour).

The permissions associated with the temporary security credentials returned by Get Sessi onToken are
based on the permissions associated with account or IAM user whose credentials are used to call the
action. If Get Sessi onToken is called using root account credentials, the temporary credentials have
root account permissions. Similarly, if Get Sessi onToken is called using the credentials of an IAM user,
the temporary credentials have the same permissions as the 1AM user.

For more information about using Get Sessi onToken to create temporary credentials, go to Creating
Temporary Credentials to Enable Access for IAM Users in Using IAM.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 30).

DurationSeconds
The duration, in seconds, that the credentials should remain valid. Acceptable durations for IAM user
sessions range from 900 seconds (15 minutes) to 129600 seconds (36 hours), with 43200 seconds
(12 hours) as the default. Sessions for AWS account owners are restricted to a maximum of 3600
seconds (one hour). If the duration is longer than one hour, the session for AWS account owners
defaults to one hour.

Type: Integer

Required: No

SerialNumber
The identification number of the MFA device that is associated with the IAM user who is making the
Get Sessi onToken call. Specify this value if the IAM user has a policy that requires MFA
authentication. The value is either the serial number for a hardware device (such as GAHT12345678)
or an Amazon Resource Name (ARN) for a virtual device (such as
arn: aws: i am: 123456789012: nf a/ user). You can find the device for an IAM user by going to
the AWS Management Console and viewing the user's security credentials.

Type: String
Length constraints: Minimum length of 9. Maximum length of 256.

Required: No

TokenCode
The value provided by the MFA device, if MFA is required. If any policy requires the IAM user to
submit an MFA code, specify this value. If MFA authentication is required, and the user does not
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provide a code when requesting a set of temporary security credentials, the user will receive an
"access denied" response when requesting resources that require MFA authentication.

Type: String
Length constraints: Minimum length of 6. Maximum length of 6.

Required: No

Response Elements

The following element is returned in a structure named Get Sessi onTokenResul t.

Credentials
The session credentials for API authentication.

Type: Credentials (p. 27)

Examples

Sample Request

https://sts. amazonaws. com

?Ver si on=2011- 06- 15

&Act i on=Cet Sessi onToken

&Dur at i onSeconds=3600

&Seri al Nunber =Your MFADevi ceSer i al Nunber
&TokenCode=123456

S&AUTHPARANS

Sample Response

<Cet Sessi onTokenResponse xm ns="https://sts.anazonaws. coni doc/ 2011- 06- 15/ ">
<Get Sessi onTokenResul t >
<Credenti al s>
<Sessi onToken>
AQOEXAMPLEHAa0 AHOgNCAPY Jxz4Bl CFFXWNELOPTgk5Tt hT+FvwgnKwRc Ol f r Rh3c/ L
To6UDdy JWOOVEVPVLXCr rr Ut dnni CEXAMPLE/ | vU1dYUg2RVAJBanLi Hb4l gRnpRV3z
rkuWOgQs8l ZZal v2BXI a2R40 gkBNObkUDNCIi Beb/ AXI zBBko7b15f j r Bs2+cTQt p
Z3CYWFXEBC5zgx37wnCE49nR! / +Ct kI KGO7f AE
</ Sessi onToken>
<Secr et AccessKey>
wJal r XUt nFEM / K7MDENG bPxRf i CYz EXAMPLEKEY
</ Secr et AccessKey>
<Expiration>2011-07-11T19: 55: 29. 611Z</ Expi rati on>
<AccessKeyl d>AKI Al OSFODNN7EXAMPLE</ AccessKeyl d>
</ Credenti al s>
</ Get Sessi onTokenResul t >
<ResponseMet adat a>
<Request | d>58c5dbae- abef - 11e0- 8cf e- 09039844ac7d</ Request | d>
</ ResponseMet adat a>
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</ Get Sessi onTokenResponse>
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Data Types

The AWS Security Token Service API contains several data types that various actions use. This section
describes each data type in detalil.

Note
The order of each element in the response is not guaranteed. Applications should not assume
a particular order.

The following data types are supported:

¢ AssumeRoleResult (p. 24)

¢ AssumeRoleWithSAMLResult (p. 25)

¢ AssumeRoleWithWebldentityResult (p. 26)
¢ AssumedRoleUser (p. 26)

e Credentials (p. 27)

¢ DecodeAuthorizationMessageResult (p. 28)
e FederatedUser (p. 28)

¢ GetFederationTokenResult (p. 29)

¢ GetSessionTokenResult (p. 29)

AssumeRoleResult

Description

Contains the result of a successful call to the AssumeRole (p. 3) action, including temporary AWS
credentials that can be used to make AWS requests.

Contents

AssumedRoleUser
The Amazon Resource Name (ARN) and the assumed role ID, which are identifiers that you can use
to refer to the resulting temporary security credentials. For example, you can reference these
credentials as a principal in a resource-based policy by using the ARN or assumed role ID. The ARN
and ID include the Rol eSessi onNane that you specified when you called AssuneRol e.
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Type: AssumedRoleUser (p. 26)

Required: No

Credentials
The temporary security credentials, which include an access key ID, a secret access key, and a
security (or session) token.

Type: Credentials (p. 27)

Required: No

PackedPolicySize
A percentage value that indicates the size of the policy in packed form. The service rejects any policy
with a packed size greater than 100 percent, which means the policy exceeded the allowed space.
Type: Integer

Required: No

AssumeRoleWithSAMLResult

Description

Contains the result of a successful call to the AssumeRoleWithSAML (p. 7) action, including temporary
AWS credentials that can be used to make AWS requests.

Contents

AssumedRoleUser
The identifiers for the temporary security credentials that the operation returns.

Type: AssumedRoleUser (p. 26)

Required: No

Credentials
AWS credentials for API authentication.

Type: Credentials (p. 27)

Required: No

PackedPolicySize
A percentage value that indicates the size of the policy in packed form. The service rejects any policy
with a packed size greater than 100 percent, which means the policy exceeded the allowed space.
Type: Integer

Required: No
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AssumeRoleWithWebldentityResult

Description

Contains the result of a successful call to the AssumeRoleWithWebldentity (p. 10) action, including
temporary AWS credentials that can be used to make AWS requests.

Contents

AssumedRoleUser
The Amazon Resource Name (ARN) and the assumed role ID, which are identifiers that you can use
to refer to the resulting temporary security credentials. For example, you can reference these
credentials as a principal in a resource-based policy by using the ARN or assumed role ID. The ARN
and ID include the Rol eSessi onNane that you specified when you called AssuneRol e.

Type: AssumedRoleUser (p. 26)

Required: No

Credentials
The temporary security credentials, which include an access key ID, a secret access key, and a
security token.

Type: Credentials (p. 27)

Required: No

PackedPolicySize
A percentage value that indicates the size of the policy in packed form. The service rejects any policy
with a packed size greater than 100 percent, which means the policy exceeded the allowed space.

Type: Integer

Required: No

SubjectFromWebldentityToken
The unique user identifier that is returned by the identity provider. This identifier is associated with
the Webl dent i t yToken that was submitted with the AssumreRol eW t hWebl denti ty call. The
identifier is typically unique to the user and the application that acquired the Webl dent i t yToken
(pairwise identifier). If an OpenlD Connect ID token was submitted in the Webl dent i t yToken, this
value is returned by the identity provider as the token's sub (Subject) claim.

Type: String
Length constraints: Minimum length of 6. Maximum length of 255.

Required: No

AssumedRoleUser

Description

The identifiers for the temporary security credentials that the operation returns.
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Contents

Arn
The ARN of the temporary security credentials that are returned from the AssumeRole (p. 3) action.
For more information about ARNs and how to use them in policies, see Identifiers for IAM Entities
in Using IAM.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

AssumedRoleld
A unique identifier that contains the role ID and the role session name of the role that is being assumed.
The role ID is generated by AWS when the role is created.

Type: String
Length constraints: Minimum length of 2. Maximum length of 96.

Required: Yes

Credentials

Description

AWS credentials for API authentication.

Contents

AccessKeyld
The access key ID that identifies the temporary security credentials.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.

Required: Yes
Expiration
The date on which the current credentials expire.

Type: DateTime

Required: Yes

SecretAccessKey
The secret access key that can be used to sign requests.

Type: String

Required: Yes

SessionToken
The token that users must pass to the service API to use the temporary credentials.

Type: String
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Required: Yes

DecodeAuthorizationMessageResult

Description

A document that contains additional information about the authorization status of a request from an
encoded message that is returned in response to an AWS request.

Contents

DecodedMessage
An XML document that contains the decoded message. For more information, see
DecodeAut hori zat i onMessage.

Type: String

Required: No

FederatedUser

Description

Identifiers for the federated user that is associated with the credentials.

Contents

Arn
The ARN that specifies the federated user that is associated with the credentials. For more information
about ARNs and how to use them in policies, see Identifiers for IAM Entities in Using I1AM.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

FederatedUserld

The string that identifies the federated user associated with the credentials, similar to the unique ID
of an IAM user.

Type: String
Length constraints: Minimum length of 2. Maximum length of 96.

Required: Yes
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GetFederationTokenResult

Description

Contains the result of a successful call to the GetFederationToken (p. 18) action, including temporary
AWS credentials that can be used to make AWS requests.

Contents

Credentials
Credentials for the service API authentication.

Type: Credentials (p. 27)

Required: No

FederatedUser
Identifiers for the federated user associated with the credentials (such as
arn: aws: sts::123456789012: f eder at ed- user/ Bob or 123456789012 Bob). You can use
the federated user's ARN in your resource policies like in an Amazon S3 bucket policy.

Type: FederatedUser (p. 28)

Required: No
PackedPolicySize
A percentage value indicating the size of the policy in packed form. The service rejects policies for
which the packed size is greater than 100 percent of the allowed value.
Type: Integer

Required: No

GetSessionTokenResult

Description

Contains the result of a successful call to the GetSessionToken (p. 21) action, including temporary AWS
credentials that can be used to make AWS requests.

Contents

Credentials
The session credentials for APl authentication.

Type: Credentials (p. 27)

Required: No
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Common Parameters

This section lists the request parameters that all actions use. Any action-specific parameters are listed
in the topic for the action.

Action
The action to be performed.

Default: None
Type: string

Required: Yes
AuthParams
The parameters that are required to authenticate a Conditional request. Contains:
e AWSAccessKeylD
¢ SignatureVersion
¢ Timestamp
¢ Signature

Default: None

Required: Conditional
AWSAccessKeyld
The access key ID that corresponds to the secret access key that you used to sign the request.

Default: None
Type: string

Required: Yes

Expires
The date and time when the request signature expires, expressed in the format
YYYY-MM-DDThh:mm:ssZ, as specified in the ISO 8601 standard.
Condition: Requests must include either Timestamp or Expires, but not both.
Default: None

Type: string
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Required: Conditional

SecurityToken
The temporary security token that was obtained through a call to AWS Security Token Service. For
a list of services that support AWS Security Token Service, go to Using Temporary Security Credentials
to Access AWS in Using Temporary Security Credentials.

Default: None
Type: string

Required: No
Signature

The digital signature that you created for the request. For information about generating a signature,
go to the service's developer documentation.

Default: None
Type: string

Required: Yes

SignatureMethod
The hash algorithm that you used to create the request signature.

Default: None
Type: string
Valid Values: HracSHA256 | HmacSHAL

Required: Yes

SignatureVersion

The signature version you use to sign the request. Set this to the value that is recommended for your
service.

Default: None
Type: string

Required: Yes

Timestamp

The date and time when the request was signed, expressed in the format YYYY-MM-DDThh:mm:ssZ,
as specified in the ISO 8601 standard.

Condition: Requests must include either Timestamp or Expires, but not both.
Default: None
Type: string

Required: Conditional

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Default: None
Type: string

Required: Yes
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400

InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403

InvalidParameterCombination
Parameters that must not be used together were used together.

HTTP Status Code: 400

InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.

HTTP Status Code: 400

InvalidQueryParameter
The AWS query string is malformed or does not adhere to AWS standards.

HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.

HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.
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HTTP Status Code: 400

MissingAuthenticationToken
The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or more
than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date stamp
on the request is more than 15 minutes in the future.

HTTP Status Code: 400

ServiceUnavailable
The request has failed due to a temporary failure of the server.

HTTP Status Code: 503
Throttling
The request was denied due to request throttling.
HTTP Status Code: 400
ValidationError
The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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