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Additional AWS Tools

Welcome

This is the Amazon Elastic Compute Cloud Command Line Reference. It provides descriptions, syntax,
and usage examples for each of the commands for Amazon EC2 and Amazon Virtual Private Cloud
(Amazon VPC). The commands wrap the Amazon EC2 API actions.

How Do 1? Relevant Topics
Get set up to use the command line tools | Setting Up the Amazon EC2 CLI and AMI Tools (p. 2)
Get the alphabetical list of commands | Commands (CLI Tools) (p. 33)
Commands (AMI Tools) (p. 731)
Get the list of the common options for | Common Options for CLI Tools (p. 729)

the commands
Common Options for AMI Tools (p. 759)

Get descriptions of the error codes Error Codes (in the Amazon Elastic Compute Cloud API
Reference)
Get the list of regions and endpoints Regions and Endpoints (in the AWS General Reference)

Additional AWS Tools

If you prefer, you can use one of these AWS command line interfaces to manage your Amazon EC2
resources instead of using the Amazon EC2 CLI:

AWS Command Line Interface (CLI)
Provides commands for a broad set of AWS products, and is supported on Windows, Mac, and
Linux/UNIX. To get started, see AWS Command Line Interface User Guide. For more information
about the commands for Amazon EC2, see ec?2.

AWS Tools for Windows PowerShell

Provides commands for a broad set of AWS products for those who script in the PowerShell
environment. To get started, see AWS Tools for Windows PowerShell User Guide.
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CLITools

Setting Up the Amazon EC2 CLI
and AMI Tools

Before you can start using the Amazon EC2 command line interface (CLI) tools or the AMI tools, you
must download them, configure them, and ensure that any required software is installed.

CLITools

You can use the CLI tools to create and manage your resources for Amazon EC2, Amazon EBS, and
Amazon VPC.

To set up the CLI tools, see the following documentation:

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

AMI Tools

You can use the AMI tools to create and manage your instance store-backed Linux AMIs. Note that the
AMI tools are already installed on Amazon Linux instances.

To set up the AMI tools, see the following documentation:

¢ Setting Up the AMI Tools (p. 18)

Setting Up the Amazon EC2 Command Line
Interface Tools on Linux/Unix and Mac OS X

The Amazon EC2 command line interface tools (also called the CLI tools) wrap the Amazon EC2 API
actions. These tools are written in Java and include shell scripts for both Windows and Linux, OS X, or
Unix.
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Setting Up the Amazon EC2 CLITools on Amazon Linux

Note

Alternatively, you can use the AWS Command Line Interface (CLI), which provides commands
for a broad set of AWS products, including Amazon EC2. To get started with the AWS CLI, see
AWS Command Line Interface User Guide. For more information about the AWS CLI commands
for Amazon EC2, see ec?.

Before you can use the Amazon EC2 CLI tools on your computer or your instance, you must install the
tools and set the environment variables used by the tools. Use the set of directions for your operating
system:

¢ Setting Up the Amazon EC2 CLI Tools on Amazon Linux (p. 3)

¢ Setting Up the Amazon EC2 CLI Tools on RHEL, Ubuntu, or Mac OS X (p. 4)

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Setting Up the Amazon EC2 CLITools on Amazon
Linux

Instances that you launch using an Amazon Linux AMI already include the Amazon EC2 CLI tools.

Each time you use the Amazon EC2 CLI tools on your instance, you must provide your identity. Your
access keys identify you to the Amazon EC2 CLI tools. There are two types of access keys: access key
IDs and secret access keys. You should have stored your access keys in a safe place when you created
them. Although you can retrieve your access key ID from the Your Security Credentials page, you can't
retrieve your secret access key. Therefore, if you can't find your secret access key, you'll need to create
new access keys before you can use the CLI tools.

The easiest way to provide your access keys to the Amazon EC2 CLI is to set the AWs_ACCESS_KEY and
AWS_SECRET_KEY environment variables. First, add the following lines to ~/ . bashr ¢ and save the file.

export AWS_ACCESS KEY=your - aws- access- key-id
export AWS_SECRET_KEY=your - aws- secr et - key

After you've updated ~/ . bashr c, run the following command:

$ source ~/.bashrc

To verify that your CLI tools are set up correctly, run the following command:

$ ec2-descri be-regions

If you get an error that required option -O is missing, check the setting of AWS_ACCESS_KEY, fix any
errors, and try the command again.

If you get an error that required option -W is missing, check the setting of AWs_SECRET_KEY, fix any
errors, and try the command again.

The default region for the Amazon EC2 CLI tools is us- east - 1. For information about configuring the
Amazon EC2 CLI tools to use a different region, see (Optional) Set the Region (p. 9).
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Setting Up the Amazon EC2 CLI Tools on RHEL,
Ubuntu, or Mac OS X

You must complete the following setup tasks before you can use the Amazon EC2 CLI tools on your own
computer.

Topics
¢ Download and Install the CLI Tools (p. 4)
¢ Tell the Tools Where Java Lives (p. 4)
¢ Tell the CLI Tools Where They Live (p. 6)
e Tell the CLI Tools Who You Are (p. 7)
¢ (Optional) Tell the CLI Tools to Use a Proxy Server (p. 8)
¢ Verify the Tools Setup (p. 8)
¢ (Optional) Set the Region (p. 9)

Download and Install the CLITools

To download and install the CLI tools

1. Download the tools. The CLI tools are available as a .zip file on this site: Amazon EC2 CLI Tools.
You can also download them with the wget utility.

$ wget http://s3.amazonaws. conf ec2- downl oads/ ec2-api -tool s. zip

2. (Optional) Verify that the CLI tools package has not been altered or corrupted after publication. For
more information about authenticating the download before unzipping the file, see Verify the Signature
of the Tools Download (p. 9).

3. Unzip the files into a suitable installation directory, such as / usr/1 ocal / ec2.

$ sudo nkdir /usr/local/ec2
$ sudo unzip ec2-api-tools.zip -d /usr/local/ec2

Notice that the .zip file contains a folder ec2-api-tools-x.x.x.x, where x.x.x.x is the version number
of the tools (for example, ec2- api -t ool s- 1. 6. 12. 2).

Tell the Tools Where Java Lives

The Amazon EC2 CLI tools require Java. If you don't have Java 1.6 or later installed, download and install
Java. Either a JRE or JDK installation is acceptable. To view and download JREs for a range of platforms,
see Java Downloads.

Important
Instances that you launch using the Amazon Linux AMI already include Java.

The Amazon EC2 CLI read the JAVA_HOME environment variable to locate the Java runtime. This
environment variable should specify the full path of the directory that contains a subdirectory named bi n
that contains the Java executable you installed (j ava. exe).

To set the JAVA_HOME environment variable on Linux/Unix and Mac OS X

1. You can verify whether you have Java installed and where it is located using the following command:
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3.

$ which java

The following is example output.

[usr/bin/java

If the previous command does not return a location for the Java binary, you need to install Java. For
help installing Java on your platform, see Java Downloads.

To install Java on Ubuntu systems, execute the following command:

ubuntu: ~$ sudo apt-get install -y openjdk-7-jre

Find the Java home directory on your system. The which java command executed earlier returns
Java's location in the $PATH environment variable, but in most cases this is a symbolic link to the
actual program; symbolic links do not work for the JAVA_HOME environment variable, so you need
to locate the actual binary.

a.

(Linux only) For Linux systems, you can recursively run the file command on the which java
output until you find the binary.

$ file $(which java)
/usr/bin/java: symbolic link to “/etc/alternatives/java'

The / usr/ bi n/j ava location is actually alinkto / et c/ al t er nati ves/j ava, so you need to
run the file command on that location to see whether that is the real binary.

$ file /etc/alternatives/java
letclalternatives/java: synbolic link to “/usr/lib/jvmjava-6-openjdk-
and64/jrel/ bin/java'

This returns a new location, which is the actual binary. Verify this by running the file command
on this location.

$ file /usr/lib/jvmjava-6-openjdk-and64/jrel/bin/java
[fusr/libl/jvmjava-6-openj dk-and64/jre/bin/java: ELF 64-bit LSB execut
able. ..

This location is the actual binary (notice that it is listed as an executable). The Java home
directory is where bi n/ j ava lives; in this example, the Java home directory is
/fusr/1ibljvnljava-6-openjdk-and64/jre.

(Mac OS X only) For Mac OS X systems, the /usr/libexec/java_home command returns a path
suitable for setting the JAVA_HOVE variable.

$ /usr/libexec/java_hone
/ Syst ent Li brary/ Java/ JavaVi r t ual Machi nes/ 1. 6. 0. j dk/ Cont ent s/ Hone

Set JAVA_HOME to the full path of the Java home directory.
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a. (Linux only) For the Linux example above, set the JAVA HOVE variable to the directory where
bi n/ j ava was located in Step 2.a (p. 5).

$ export JAVA HOVE="/usr/lib/jvnljava-6-openj dk-and64/jre"

Note
If you are using Cygwin, JAVA_HOVE should contain a Windows path.

b. (Mac OS X only) For the Mac OS X example above, set the JAVA_HOVE variable to
$(/usr/libexec/java_hone).The following command sets this variable to the output of the
java_home command; the benefit of setting the variable this way is that it updates to the correct
value if you change the location of your Java installation later.

$ export JAVA HOVE=$(/usr/libexec/java_hone)

You can verify your JAVA_HOVE setting using this command.

$ $JAVA_HOME/ bi n/java -version

If you've set the environment variable correctly, the output looks something like this.

java version "1.6.0_27"
penJDK Runtime Environment (IcedTea6 1.12.6) (6b27-1.12.6-1ubuntu0.12. 04. 2)
OpenJDK 64-Bit Server VM (build 20.0-bl1l2, m xed node)

Add this environment variable definition to your shell start up scripts so that it is set every time you
log in or spawn a new shell. The name of this startup file differs across platforms (in Mac OS X, this
file is commonly called ~/ . bash_pr of i | e and in Linux, it is commonly called ~/ . profi | e), but
you can find it with the following command:

$1s -al ~ | grep profile

If the file does not exist, you can create it. Use your favorite text editor to open the file that is listed
by the previous command, or to create a new file with that name. Then edit it to add the variable
definition you set in Step 3 (p. 5).

Verify that the variable is set properly for new shells by opening a new terminal window and testing
that the variable is set with the following command.

Note
If the following command does not correctly display the Java version, try logging out, logging
back in again, and then retrying the command.

$ $JAVA _HOME/ bi n/java -version

Tell the CLITools Where They Live

The Amazon EC2 CLI tools read the EC2_HOVE environment variable to locate supporting libraries. Before
using these tools, set EC2_HOVE to the directory path where you unzipped them. This directory is named
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ec2- api -t ool s-w.x.y.z (where w, X, y, and z are components of the version number). It contains
sub-directories named bi nand | i b.

In addition, to make things a little easier, you can add the bi n directory for the CLI tools to your system
path. The examples in the Amazon Elastic Compute Cloud User Guide assume that you have done so.

You can set the EC2_HOVE and PATH environment variables as follows. Add them to your shell start up
scripts so that they're set every time you log in or spawn a new shell.

To set the EC2_HOMVE and PATH environment variables on Linux/Unix

1. Use this command to set the EC2__HOME environment variable. For example, if you unzipped the tools
into the / usr/ | ocal / ec2 directory created earlier, execute the following command, substituting
the correct version number of the tools.

$ export EC2_HOMVE=/usr/| ocal/ec2/ec2-api-tools-1.6.12.2

Note

If you are using Cygwin, EC2_HOVE must use Linux/Unix paths (for example, / usr/ bi n
instead of C: \ usr\ bi n). Additionally, the value of EC2_HOVE cannot contain any spaces,
even if the value is quoted or the spaces are escaped.

2. You can update your PATH as follows.

export PATH=$PATH: $EC2_HOWE/ bi n

Tell the CLITools Who You Are

Your access keys identify you to the Amazon EC2 CLI tools. There are two types of access keys: access
key IDs (for example, AKIAIOSFODNN7EXAMPLE) and secret access keys (for example,
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY). You should have stored your access keys in a
safe place when you received them. Although you can retrieve your access key ID from the Your Security
Credentials page or the IAM console (if you are an IAM user), you can't retrieve your secret access key.
Therefore, if you can't find your secret access key, you'll need to create or request new access keys
before you can use the CLI tools.

Every time you issue a command, you must specify your access keys using the --aws-access-key and
--aws-secret-key (or -O and -W) options. Alternatively, you might find it easier to store your access keys
using the following environment variables:

e AW5_ACCESS KEY—Your access key ID
e AW5S_SECRET_KEY—Your secret access key

If these environment variables are set properly, their values serve as the default values for these required
options, so you can omit them from the commands. You can add them to your shell startup scripts so
that they're set every time you log in or spawn a new shell.

You can set these environment variables as follows.

export AWS_ACCESS_KEY=your - aws- access- key-id
export AWS_SECRET_KEY=your - aws- secr et - key
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(Optional) Tell the CLI Tools to Use a Proxy Server

If the computer you have installed the Amazon EC2 CLI tools on requires the use of a proxy server, you
must tell the CLI tools to use the proxy server with the EC2_JVM ARGS environment variable.

The following table contains the proxy configuration properties that can be set for the EC2_JVM _ARGS
variable. The properties that are required will depend on the type of proxy server being used. For example,
the htt p. proxyDomai nand ht t p. pr oxyWr kst at i on properties are only used with a Windows NTLM

proxy.

Property Description

ht t ps. pr oxyHost HTTPS proxy host. Use when EC2_URL specifies
an HTTPS host.

ht t ps. proxyPort HTTPS proxy port. Use when EC2_URL specifies
an HTTPS host.

htt p. pr oxyHost HTTP proxy host. Use when EC2_URL specifies an
HTTP host.

http. proxyPort HTTP proxy port. Use when EC2_URL specifies an
HTTP host.

htt p. proxyDomnai n Proxy domain (HTTPS and HTTP)

http. proxyWrkstation Proxy workstation (HTTPS and HTTP)

http. proxyUser Proxy user name (HTTPS and HTTP)

htt p. proxyPass Proxy password (HTTPS and HTTP)

ht t p. nonPr oxyHost s A list of hosts that should be reached directly,

bypassing the proxy. Each item in the list is
separated by '|'.

You set the EC2_JVM _ARGS variable with the export command:

export EC2_JVM ARGS="-Dhtt ps. proxyHost =ny. pr oxy. com - Dhtt ps. pr oxyPor t =8080"

Verify the Tools Setup

Let's quickly verify that your Amazon EC2 CLI tools are set up correctly. Run the following command to
view your available regions.

$ ec2-describe-regions

If your environment variables are set correctly, the output lists regions and their corresponding service
endpoints.

If you get an error that required option -O is missing, check the setting of AWS_ACCESS_KEY, fix any
errors, and try the command again.

If you get an error that required option -W is missing, check the setting of AWs_SECRET_KEY, fix any
errors, and try the command again.
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(Optional) Set the Region

By default, the Amazon EC2 CLI tools use the US East (Northern Virginia) region (us- east - 1) with the
ec2. us-east- 1. amazonaws. comservice endpoint URL. To access a different region with the CLI tools,
you must set the EC2__URL environment variable to the proper service endpoint URL.

To set the service endpoint URL

1. To list your available service endpoint URLSs, call the ec2-describe-regions command, as shown in
the previous section.

2. Setthe EC2_URL environment variable using the service endpoint URL returned from the
ec2-describe-regions command as follows.

export EC2_URL=https://<service_endpoint>

If you've already launched an instance using the console and wish to work with the instance using the
CLlI, you must specify the endpoint URL for the instance's region. You can verify the region for the instance
by checking the region selector in the console navigation bar.

For more information about the regions and endpoints for Amazon EC2, see Regions and Endpoints in
the Amazon Web Services General Reference.

Verify the Signature of the Tools Download

Whenever you download an application from the Internet, you should authenticate the identity of the
software publisher and check that the application has not been altered or corrupted since it was published.
This protects you from installing a version of the application that contains a virus or other malicious code.

If you determine that the software for the CLI tools has been altered, do not unzip or install the file that
you downloaded. Instead, contact Amazon Web Services.

Topics
e Overview (p. 9)
« Install the GPG Tools (p. 10)
¢ Authenticate the Public Key (p. 11)
¢ Verify the Signature of the Package (p. 12)

Overview

The first step is to establish trust with the software publisher: download the public key of the software
publisher, check that the owner of the public key is who they claim to be, and then add the public key to
your keyring. Your keyring is a collection of known public keys. You can then explicitly trust the public
key, or trust it implicitly because the public key is trusted by someone with whom you have a pre-existing
trust relationship.

After you've established the authenticity of the public key, you can use it to verify the signature of the
application. Using security tools, you'll calculate a signature from the publisher's public key and your
downloaded copy of the application. If the calculated signature matches the signature the software
developer has published for the application, you can have confidence that the application has not been
altered.

Amazon EC2 CLI tools are signed using GnuPG, an open implementation of the Pretty Good Privacy
(OpenPGP) standard for secure digital signatures. GnuPG provides authentication and integrity checking
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through a 128-bit digital signature. Amazon EC2 publishes a public key and signatures you can use to
verify the downloaded Amazon EC2 CLI tools. For more information about PGP and GnuPG (GPG), see
http://www.gnupg.org.

Install the GPG Tools

If your operating system is Linux or Unix, the GPG tools are likely already installed. To test whether the
tools are installed on your system, type gpg at a command line prompt. If the GPG tools are installed,
you get a GPG command prompt. If the GPG tools are not installed, you get an error stating that the
command cannot be found. You can install the GnuPG package from a repository.

To install GPG tools on Debian-based Linux

D From a terminal, run the following command.

apt-get install gnupg

To install GPG tools on Red Hat-based Linux

D From a terminal, run the following command.

yuminstall gnupg

To install GPG tools on Windows
¢ Download and install Gpg4win, an implementation of GnuPG that runs on Windows.

During installation of Gpg4win, you can use the default values suggested by Gpg4win. As part of the
installation process, you are asked whether you want to define a root certificate. Defining a root
certificate is a way to establish trust with many software publishers; setting a root certificate establishes
trust with all publishers trusted by that certificate. If you want to define a root certificate, follow the
instructions in the text box. If not, click the check box to skip this step. Either option is fine for the
purpose of verifying the signature of the Amazon EC2 CLI tools package.

To install GPG tools on Mac OS X
. Download and install GPGTools, an implementation of GnuPG that runs on Mac OS X.
In addition to installing pre-compiled implementations of GnuPG, you can also download and compile the

source code from http://gnupg.org/download/index.en.html.

After you have installed a set of GPG tools, use them to create a public-private key set. You'll need this
later to sign changes to your trust status. If you have previously installed the GPG tools and already have
a public-private key set, you can skip this step.

To create a private key for the GPG tools

1. From the command line, run the following command.

gpg --gen-key

APl Version 2014-02-01
10


http://www.gnupg.org/
http://gpg4win.org/
http://www.gpgtools.org/
http://gnupg.org/download/index.en.html

Amazon Elastic Compute Cloud CLI Reference
Verify the Signature

2.

Answer the questions that follow. You can use the suggested default values. Make a note of the
passphrase you use to create the private key. You'll need this value later.

Authenticate the Public Key

The next step in the process is to authenticate the EC2 Packages public key and add it as a trusted key
in your GPG keyring.

To authenticate the EC2 Packages public key

1.

Create a text file named ec2- packages- publ i c. key and copy the public key from EC2 Packages

Public Key into the text file. This includes everything from - - - - - BEG N PGP PUBLI C KEY
BLOCK- - - - - to----- END PGP PUBLI C KEY BLOCK----- . Save the text file.
Note

This text file must use ASCII encoding.

Import the EC2 Packages public key into your keyring using the following command in the directory
where you saved the file ec2- packages- publ i c. key.

gpg --inport ec2-packages-public. key

The command returns results similar to the following. Make a note of the key value; you'll need it in
the next step. In the example below, the key value is 0349E66A.

pg: key 0349E66A: public key "AWS EC2 Packages <ec2-packages@nazon. coms"

i nported
gpg: Total nunber processed: 1
apg: imported: 1 (RSA: 1)

gpg: 3 marginal (s) needed, 1 conplete(s) needed, PGP trust nodel

gpg: depth: 0 wvalid: 2 signed: 1 trust: 0-, 0g, On, Om Of, 2u
gpg: depth: 1 wvalid: 1 signed: 0O trust: 0-, 0g, On, Om 1f, Ou
gpg: next trustdb check due at 2014-07-20

Verify the fingerprint by running the following command, where key- val ue is replaced by the value
from the previous step.

gpg --fingerprint key-val ue

This command returns results similar to the following. Compare the key fingerprint to that published
on EC2 Packages Public Key. They should match. If they don't, do not continue to install the CLI
tools, and contact Amazon Web Services.

pub  4096R/ 0349E66A 2011- 04- 04
Key fingerprint = A262 37CF 2294 C30E 9844 96C9 116B 3651 0349 E66A
uid AWS EC2 Packages <ec2-packages@nazon. conp

If the fingerprint matches the one published on the aws.amazon.com website, you may choose to
trust EC2 Packages public key. To do so, run the following command, where key- val ue is replaced
by the key value from Step 2.

gpg --edit-key key-val ue
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Type the following command at the GPG tools prompt.

trust

The GPG tools ask you to establish a level of trust for EC2 Packages, with a prompt such as the
following. To learn more about these trust options, go to the The GNU Privacy Handbook.

Pl ease decide how far you trust this user to correctly verify other users'
keys
(by | ooking at passports, checking fingerprints fromdifferent sources,
etc.)

1 =1 don't know or won't say

2 =1 do NOT trust

3 =1 trust nmarginally

4 =1 trust fully

5 =1 trust ultimtely

m = back to the main nenu
Your deci sion?

Type 4 and press Enter.

5. Sign the key with your private key (created when you installed the GPG tools) to set the new trust
level. Do this using the following command.

sign

You are asked to confirm, type y, and press Enter. You are asked for the passcode that you used
when you created your private key. Type your passcode and press Enter.

6. Save your changes using the following command.

save

This saves your changes to the keyring. It should also exit the PGP session. If it doesn't, press
CTRL+Z to exit the PGP session and return to the main terminal.

Verify the Signature of the Package

With the GPG tools installed and the EC2 Packages public key authenticated and the EC2 Packages
public key trusted, you're ready to check the signature of the Amazon EC2 CLI tools package.

To verify the signature of Amazon EC2 CLI tools package

1. Download the Amazon EC2 CLI tools package, ec2- api - t ool s. zi p, from Amazon EC2 CLI Tools.

2. Create a new text file name ec2- api - t ool s. zi p. asc and copy the contents of the Amazon EC2
command line tools signature into this file. Copy everything including the - - - - - BEG N PGP
S| GNATURE- - - - - to----- END PGP S| GNATURE- - - - - lines. Save the file.

3. Verify the signature of the CLI tools by typing the following at a command line prompt in the directory
where you saved the file ec2- api -t ool s. zi p. asc and the CLI package ec2- api -t ool s. zi p.
Both files must be present.

gpg --verify ec2-api-tools.zip.asc ec2-api-tools.zip
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The output should be something like the following.

gpg: Signature made Mon Mar 12 14:51:33 2012 PDT using RSA key | D 0349E66A
gpg: Good signature from"AWS EC2 Packages <ec2-packages@nazon. comp"

If the output contains the phrase 'Good signature from "AWS EC2 Packages
<ec2-packages@amazon.com>" the signature has successfully been verified, and you can proceed
to unzip and install the Amazon EC2 CLI tools. If the output includes the phrase "BAD signature"”,
check that you performed the procedure correctly. If you continue to get this response, contact
Amazon Web Services and do not unzip or install the file that you downloaded.

Setting Up the Amazon EC2 Command Line
Interface Tools on Windows

The Amazon EC2 command line interface tools (also called the CLI tools) wrap the Amazon EC2 API
actions. These tools are written in Java and include shell scripts for both Windows and Linux/UNIX/Mac
OSX.

Note

Alternatively, you can use the AWS Command Line Interface (CLI), which provides commands
for a broad set of AWS products, including Amazon EC2. To get started, see AWS Command
Line Interface User Guide. For more information about the AWS CLI commands for Amazon
EC2, see ec?.

Before you can use the Amazon EC2 CLI tools, you need to download them and configure them to use
your AWS account. You can set up the tools on your own computer or on an Amazon EC2 instance.

Complete the following tasks to set up your Amazon EC2 environment:

. Download the CLI tools (p. 13).

. Set the JAVA_HOME environment variable (p. 14).

. Set the EC_HOME environment variable (p. 15).

. Set the AWS_ACCESS_KEY and AWS_SECRET_KEY environment variables (p. 16).
. (Optional) Set the region (p. 17).

. (Optional) Use a proxy (p. 17).

~N OO OBk WN P

. Download Remote Desktop (p. 18).

Note
These instructions are written for a Windows 7 client. What you need to do to complete some
tasks may vary if you're using a different version of Windows.

Task 1: Download the Command Line Interface
Tools (CLITools)

The CLI tools are available as a . zi p file on the Amazon EC2 CLI Tools site. The tools are written in
Java and include shell scripts for both Windows and Linux/UNIX/Mac OSX.The . zi p file is self-contained;
no installation is required. You can simply download the file and unzip it.
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Task 2. Set the JAVA__ HOME Environment Variable

The Amazon EC2 CLI tools require Java. They read the JAVA_HOME environment variable to locate the
Java runtime. This environment variable should specify the full path of the folder that contains a subfolder

named bi n that contains the Java executable you installed (j ava. exe).

To set the JAVA_HOME environment variable on your computer or instance

1.

If you don't have Java 1.6 or later installed, download and install Java. Either a JRE or JDK installation

is acceptable. To view and download JREs for a range of platforms, see Free Java Download.

Set JAVA_HOME to the full path of the Java home. For example, if your Java executable is in
C.\Program Fi |l es (x86)\Java\jre7\bin, set JAVA_ HOVEto C:\ Program Fi |l es
(x86)\ Java\jre7.

Important

These steps don't update the environment variables in your current Command Prompt
windows. The Command Prompt windows that you open after you complete these steps
will contain the updates. This is why it's necessary for you to open a new Command Prompt
window to verify that your environment is set up properly.

Click Start, right-click Computer, and then click Properties.

Click Advanced system settings.

Click Environment Variables.

Under User variables, click New.

In Variable name, type JAVA_HOVE.

~ 0 a0 T p

In Variable value, type the path to your Java home (for example, C: \ Program Fi | es
(x86)\ Java\jrev).

Important
Don't include the bin folder in JAVA_HOVE. This is a common mistake, but the CLI tools
won't work if you do this.

g. Click OK.

Open a new Command Prompt window and verify your JAVA_HOVE setting using this command:

C\> "9%AVA_HOVEY% \ bi n\j ava -version

If you've set the environment variable correctly, the output looks something like this:

java version "1.7.0_05"
Java(TM SE Runtine Environment (build 1.7.0_05-b05)
Java Hot Spot (TM dient VM (build 23.1-b03, ni xed node, sharing)

Otherwise, check the setting of JAVA_HOME, fix any errors, open a new Command Prompt window,

and try the command again.
Add the bi n folder that contains the Java executable to your path before other versions of Java.

a. Return to the Environment Variables window. In User variables, select Path, and then click
Edit. (If this environment variable doesn't exist, create it.)

b. InVariable values, before any other versions of Java add ; % AVA HOVE% bi n. Then click OK.
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5. Open a new Command Prompt window and verify your update to the Pat h environment variable
using this command.

C\> java -version

You should see the same output as before. Otherwise, check the setting of Pat h, fix any errors, open
a new Command Prompt window, and try the command again.

Task 3: Set the EC2_HOME Environment Variable

The Amazon EC2 CLI tools read the EC2_HOVE environment variable to locate supporting libraries. You'll
need to set this environment variable to the path where you unzipped the CLI tools. This folder is named
ec2- api -t ool s-w.x.y.z (where w, x, y, and z are components of the version number). It contains
subdirectories named bi n and | i b.

To set the EC2_HOME environment variable on your computer or instance

1. Set EC2_HOVE to the path of the folder into which you unzipped the CLI tools.

-~ 0o a0 T @

Important

These steps don't update the environment variables in your current Command Prompt
windows. The Command Prompt windows that you open after you complete these steps
will contain the updates. This is why it's necessary for you to open a new Command Prompt
window to verify that your environment is set up properly.

Click Start, right-click Computer, and then click Properties.

Click Advanced system settings.

Click Environment Variables.

Under User variables, click New.

In Variable name, type EC2_HOVE.

In Variable value, type the path to the folder where you installed the CLI tools. For example,
C:.\ AW\ EC2\ ec2- api -t ool s-1. 6. 7. 2. Click OK.

2. Open a new Command Prompt window and verify your EC2_HQOVE setting using this command.

C\> dir "Y%EC2_HOVE%

If you've set the environment variable correctly, you'll see output for the folder listing. If you get a
Fi I e Not Found error, check the setting of EC2_ HOVE, fix any errors, open a new Command Prompt
window, and try the command again.

3. Add the bi n folder for the tools to your system Pat h environment variable. The rest of this guide
assumes that you've done this.

You can update your Pat h as follows:

a.

Return to the Environment Variables window. In User variables, select Path, and then click
Edit.

In Variable values, add ; “£C2_HOVE% bi n. Then click OK.
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Task 4: Set the AWS_ACCESS_KEY and
AWS SECRET_KEY Environment Variables

Your access keys identify you to the Amazon EC2 CLI tools. There are two types of access keys: access
key IDs (for example, AKIAIOSFODNN7EXAMPLE) and secret access keys (for example,
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY). You should have stored your access keys in a
safe place when you received them. Although you can retrieve your access key ID from the Your Security
Credentials page or the IAM console (if you are an IAM user), you can't retrieve your secret access key.
Therefore, if you can't find your secret access key, you'll need to create or request new access keys
before you can use the CLI tools.

Every time you issue a command, you must specify your access keys using the --aws-access-key and
--aws-secret-key (or -O and -W) options. Alternatively, you might find it easier to store your access keys
using the following environment variables:

» AWS_ACCESS_KEY—Your access key ID
* AWB_SECRET_KEY—Your secret access key

If these environment variables are set properly, their values serve as the default values for these required
options, so you can omit them from the command line.

The following procedure describes how to create environment variables that specify your access keys.

To set up your environment variables on your computer or instance

Click Start, right-click Computer, and then click Properties.
Click Advanced system settings.

Click Environment Variables.

Under User variables, click New.

In Variable name, type AWS_ACCESS_KEY.

In Variable value, specify your access key ID. Click OK.
Under User variables, click New.

In Variable name, type AWS_SECRET_KEY.

In Variable value, specify your secret access key. Click OK.

© 0NN PE

To verify that all your environment variables are set up correctly, open a new Command Prompt window
and run the following command.

C:\> ec2-descri be-regions

If your environment variables are set correctly, you'll see output that looks something like this.

REG ON wus-east-1 ec2. us-east-1. anazonaws. com
REG ON eu-west-1 ec2. eu-west - 1. anazonaws. com
REG ON sa-east-1 ec2. sa-east-1. anazonaws. com
REG ON ap-northeast-1 ec2.ap-northeast-1.amazonaws. com
REG ON us-west-2 ec2. us-west - 2. anazonaws. com
REG ON us-west-1 ec2. us-west-1. anazonaws. com

REG ON ap-southeast-1 ec2. ap-sout heast-1. amazonaws. com
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If you get an error that this command is not recognized as an internal or external command, check the
setting of Pat h, fix any errors, open a new Command Prompt window, and try the command again.

If you get an error that required option -O is missing, check the setting of AWS_ACCESS_KEY, fix any
errors, open a new Command Prompt window, and try the command again.

If you get an error that required option -W is missing, check the setting of AWS_SECRET_KEY, fix any
errors, open a new Command Prompt window, and try the command again.

Task 5: Set the Region (Optional)

By default, the Amazon EC2 CLI tools use the us- east - 1 region with the

ec2. us-east- 1. amazonaws. comservice endpoint URL. If your instances are in a different region, you
must specify the region where your instances reside. For example, if your instances are in Europe, you
must specify the eu-west-1 region by using the - - r egi on eu-west - 1 option or by setting the EC2_URL
environment variable.

This section describes how to specify a different region by changing the service endpoint URL.
To specify a different region on your computer or instance

1. To view available regions, see Regions and Endpoints in the Amazon Web Services General
Reference.

2. To change the service endpoint, set the EC2_URL environment variable.
The following example sets EC2_URL.

Click Start, right-click Computer, and then click Properties.

Click Advanced system settings.

Under User variables, click New.
In Variable name, type EC2_URL.

a
b

c. Click Environment Variables.

d

e

f.  InVariable value, type htt ps: // ec2. eu-west - 1. amazonaws. com Click OK.

Task 6: Use a Proxy (Optional)

If the computer with the installed CLI tools requires the use of a proxy server, you must tell the CLI tools
to use the proxy server with the EC2_JVM ARGS environment variable.

The following table contains the proxy configuration properties that can be set for the EC2_JVM ARGS
variable. The properties that are required will depend on the type of proxy server being used. For example,
the htt p. proxyDonmai nand ht t p. pr oxyWor kst at i on properties are only used with a Windows NTLM

proxy.

Property Description

htt ps. pr oxyHost HTTPS proxy host. Use when EC2_URL specifies
an HTTPS host.

htt ps. proxyPort HTTPS proxy port. Use when EC2_URL specifies
an HTTPS host.
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Property Description

htt p. pr oxyHost HTTP proxy host. Use when EC2_URL specifies an
HTTP host.

http. proxyPort HTTP proxy port. Use when EC2_URL specifies an
HTTP host.

http. proxyDonai n Proxy domain (HTTPS and HTTP)

http. proxyWrkstation Proxy workstation (HTTPS and HTTP)

http. proxyUser Proxy user name (HTTPS and HTTP)

htt p. proxyPass Proxy password (HTTPS and HTTP)

htt p. nonPr oxyHost s A list of hosts that should be reached directly,

bypassing the proxy. Each item in the list is
separated by '|'.

To set up the EC2_JVM ARGS environment variable on your computer or instance

Click Start, right-click Computer, and then click Properties.
Click Advanced system settings.

Click Environment Variables.

Under User variables, click New.

In Variable name, type EC2_JVM ARGS.

In Variable value, specify the proxy configuration properties. For example,
"-Dhttps. proxyHost =ny. proxy. com - Dht t ps. pr oxyPort =8080" . Then click OK.

o gk wbdR

Task 7: Download Remote Desktop

To connect to a Windows instance, you'll need a Remote Desktop client. The most recent versions of
Windows include a Remote Desktop client already. To check whether you have one, open a Command
Prompt window and type mstsc. If this command displays the Remote Desktop Connection window,
you're set. Otherwise, go to the Microsoft Windows home page and search for the download for Remote
Desktop Connection.

Now you're ready to start using Amazon EC2 from a Command Prompt window!

Setting Up the AMI Tools

You can use the AMI tools to create and manage your instance store-backed Linux AMiIs. For a list of
commands, see Commands (AMI Tools) (p. 731).

To create an Amazon EBS-backed AMI or an instance store-backed Windows AMI, use the API tools.
For more information, see ec2-create-image (p. 126) (Amazon EBS-backed AMI) or
ec2-bundle-instance (p. 80) (instance store-backed Windows AMI).

The AMI tools are available as both an RPM and as a .zip file for Linux distributions that don't support
RPM. For more information, see Amazon EC2 AMI Tools.

Note
The AMI tools are already installed on Amazon Linux instances.
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To set up the AMI tools using the RPM

1.

Install Ruby using the package manager for your Linux distribution, such as yum. For example:

$ sudo yuminstall -y ruby

Download the RPM file using a tool such as wget or curl. For example:

$ sudo wget http://s3.amazonaws. conf ec2- downl oads/ ec2-am -t ool s. noarch. rpm

Install the RPM using the following command.

$ sudo yuminstall ec2-anmi-tools.noarch.rpm

You can also verify where the tools are installed using the following command:

$ rpm-qgil ec2-ami-tools

Set the EC2_AM TOOL_HOVE environment variable to the installation directory for the tools. For
example:

$ export EC2_AM TOOL_HOVE=/ opt/ aws/ ami t ool s/ ec2- x. X. X. X

Add the tools to your PATH environment variable. For example:

$ export PATH=$EC2_AM TOOL_HOWE bi n: $PATH

You can verify your environment variable settings using the following command.

$ ec2-ami -tool s-version

To set up the AMI tools using the .zip file

1.

Install Ruby and unzip using the package manager for your Linux distribution, such as apt-get. For
example:

$ sudo apt-get update -y &% sudo apt-get install -y ruby unzip

Download the .zip file using a tool such as wget or curl. For example:

$ wget http://s3.anazonaws. conl ec2- downl oads/ ec2-ami -t ool s. zi p

Unzip the files into a suitable installation directory, such as / usr/ | ocal / ec2.

$ sudo nkdir -p /usr/local/ec2
$ sudo unzip ec2-am -tools.zip -d /usr/local/ec2
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Notice that the .zip file contains a folder ec2-ami-tools-x.x.x.x, where x.x.x.x is the version number
of the tools (for example, ec2- ani -t ool s- 1. 4. 0. 9).

Set the EC2_AM TOOL_HOVE environment variable to the installation directory for the tools. For
example:

$ export EC2_AM TOOL_HOME=/ usr/ | ocal / ec2/ ec2-am -t ool s-x. X. X. X

Add the tools to your PATH environment variable. For example:

$ export PATH=$EC2_AM TOOL_HOVE/ bi n: $PATH

You can verify your environment variable settings using the following command.

$ ec2-ami-tool s-version
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Launching an Instance Using the
Amazon EC2 CLI

You can use the Amazon EC2 command line interface (CLI) tools to launch an instance. (If you've haven't
already installed the Amazon EC2 CLI tools, see Setting Up the Amazon EC2 CLI and AMI Tools (p. 2).)

Before you can launch your instance, you must create a key pair and a security group. Your key pair is
required to decrypt login information for when you connect to your instance. A security group acts as a
firewall that controls the traffic allowed to reach your instance. You must add a rule to your security group
that enables you to access your instance. For more information, see Amazon EC2 Key Pairs and Amazon
EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide.

To get started using an instance

Create a key pair (p. 21)
Create a security group (p. 22)
Add a rule to your security group (p. 23)

Launch an instance (p. 24)

gk NP

Connect to your instance (p. 25)

Creating a Key Pair

To create a key pair named ny- key- pai r, use the ec2-create-keypair (p. 140) command as follows:

ec2-create-keypair ny-key-pair

The following is example output:

KEYPAI R ny-key-pair 1f:51: ae: 28: bf: 89: €9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1. 6f
---- BEG N RSA PRI VATE KEY ----

M | G TCCAf | CCQD6N7oRWOUX0O] ANBgkghki GOWOBAQUFADCBI DEL MAk GA1UEBhMC

VWM Cz AJBgNVBAg TAI d BVRAWDY Y DVQQOHEWD TZWFOd Gx | MBWDQYDVQQKEWZBbWEG

b24x FDASBgNVBAS TC0I BTSBDb25zb2x| MRl WEAYDVQQDEW UZXNOQRI s YW Hz Ad
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Bgkghki GOWOBCQEWEGEVH25I QGFt YXpvbi 5j b20wHhcNMTEWNDI 1M AONTI x\WacN
MTT wNDI OM AONTI xW CBi DEL MAk GA1UEBhMCVVIVK Cz AJ BgNVBAgTAI dBVRAWDG YD
VQOHEWD TZWFOd Gx | MBWDQYDVQQKEWZBbWF6b 24x FDASBgNVBAS TCOI BTSBDb252
b2x! MRI WEAYDVQQDEW UZXNOQ2| s YWk Hz AdBgk ghki GOWOBCQEWEGS5Vb 251 QGFt
YXpvbi 5] b20wgZ8wbDQYJKoZI hvc NAQEBBQADg YOAM GJ AoGBAMaKOdn+a4 G W
21uUSf wf Evy SW C2XADZ4nB+BLYgVI k60Cpi wsZ3&X3v UElI 31 yNoH f OWYK8md T
r DHudUzZg3qX4walL GEMA3q7Wgc/ MoQ TxOUSQv7c7ugFFDz QGBz ZswY6786nB86gpE
| bb30hj ZnzcvQAaRHhdl QW Mh2nr AgVMBAAEWDQYJKoZI hvc NAQEFBQADg YEAL Cud
nUnVVxYUnt neD9+h8My9q6q+auNKy ExzyLwax! Aco7TJIH dbt S4J35i NnZgXLOFkb
FFBj vSf pJI | J00zbhNYS5f 6GuoEDNFJl 0ZxBHj Jnyp3780D8uTs 7f Lvj x79Lj STh
NYi yt VbZPQUQBYaxu2j Xni m/w3r r szI aEXAMPLE

----- END RSA PRI VATE KEY--- - -

Make a note of the fingerprint for the private key of the key pair displayed on the first line. You can use
the fingerprint to verify that your private key is a correct match with the public key stored in AWS. You do
this by comparing the fingerprint for the private key with the fingerprint of the public key. They should be
identical.

Create a file named ny- key- pai r. pemand paste the entire key, including the following lines:

"----BEG N RSA PRI VATE KEY----"
REEEE END RSA PRI VATE KEY----- "

Save the file with ASCII encoding so that it can be read by an SSH client when you connect to your
instance.

If you're using an SSH client on a Linux computer to connect to your instance, use the following command
to set the permissions of your private key file so that only you can read it.

chnod 400 ny-key-pair.pem

Creating a Security Group

To create a security group, use the ec2-create-group (p. 122) command.

You create a security group for either EC2-Classic or EC2-VPC. For more information, see Supported
Platforms in the Amazon Elastic Compute Cloud User Guide.

EC2-Classic

The following command creates a security group named ny- securi t y- gr oup for EC2-Classic:

ec2-create-group ny-security-group -d "My security group"

The following is example output:

GROUP  s@- XXXXXXXX my-security-group My security group
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EC2-VPC

The following command creates a security group named ny- securi t y- gr oup for EC2-VPC:

ec2-create-group my-security-group -d "My security group” -cC VPC- XXXXXXXX

The following is example output:

GROUP  sg- XXXXXXXX nmy-security-group My security group

Adding a Rule to Your Security Group

If you're launching a Windows instance, you must add a rule to ny- securi t y- gr oup to allow inbound
traffic on TCP port 3389 (RDP). If you're launching a Linux instance, you must add a rule to allow inbound
traffic on TCP port 22 (SSH). Use the ec2-authorize (p. 74) command to add a rule to your security group.
One of the required parameters of this command is the public IP address of your computer, in CIDR
notation.
Tip
You can get the public IP address of your local computer using a service. For example, we
provide the following service: http://checkip.amazonaws.com/. To locate another service that
provides your IP address, use the search phrase "what is my IP address". If you are connecting
through an ISP or from behind your firewall without a static IP address, you need to find out the
range of IP addresses used by client computers.

EC2-Classic

The following command adds a rule for RDP to a security group for EC2-Classic:

ec2-aut hori ze nmy-security-group -p 3389 -s 203.0.113. 25/32

The following command adds a rule for SSH to a security group for EC2-Classic:

ec2-aut hori ze ny-security-group -p 22 -s 203.0.113. 25/ 32

EC2-VPC

The following command adds a rule for RDP to a security group for EC2-VPC:

ec2-aut hori ze sg- xxxxxxxx -P tcp -p 3389 -s 203.0.113. 25/ 32

The following command adds a rule for SSH to a security group for EC2-VPC:

ec2-aut hori ze sg- xxxxxxxx -P tcp -p 22 -s 203.0.113. 25/ 32
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Launching an Instance

To launch an Amazon EC2 instance, you need the key pair and security group that you created. You also
need to select an Amazon Machine Image (AMI) and note its AMI ID (ami-xxxxxxxx). You can find an
AMI using the Amazon EC2 console, or you can go to Amazon Machine Images (AMI).

Use the ec2-run-instances (p. 690) command to launch an instance into either EC2-Classic or EC2-VPC.

EC2-Classic

The following command launches at 1. mi cr o instance in EC2-Classic:

ec2-run-instances am - XXXxxxxx -t tl.mcro -k my-key-pair -g ny-security-group

The following is example output for EC2-Classic:

RESERVATI ON I - XXXXXXXX 111122223333 nmy-security-group
I NSTANCE I = XXXXXXXX am - XXXXXXXX pendi ng ny-key-pair 0
tl.mcro
2013- 09- 25T22: 25: 43+0000 us- east - 1d wi ndows noni t ori ng- di sabl ed
ebs
hvm xen Sg- XXXXXXXX default false

EC2-VPC

The following command launches at 1. mi cr o instance in EC2-VPC:

ec2-run-instances am - XxXxXxXxXxxx -t tl.mcro -s subnet-xxxxxxxx -k my-key-pair -
g Sg- XXXXXXXX

The following is example output for EC2-VPC:

RESERVATI ON I - XXXXXXXX 111122223333

I NSTANCE i = XXXXXXXX am - XXXXXXXX i p-10-0-1-153. ec2.interna
pendi ng

nmy-key-pair 0 tl.mcro 2013- 09- 25T22: 25: 43+0000

us- east - 1d wi ndows

noni t ori ng-di sabl ed 10-0-1- 153 VPC- XXXXXXXX ebs hvm
xen

Sg- XXXXXXXX default false

NI C eni - XXXXXXXX subnet - XXXXXXXX VPC- XXXXXXXX 111122223333 i n-use

10.0.1. 153 i p-10-0-1-153. ec2. i nternal true

NI CATTACHVENT  eni - at t ach- XxXXXxXXXx 0 attachi ng 2013- 09-

25T16: 10: 56- 0800 true

GROUP  s@- XXXXXXXX my-security-group

PRI VATEI PADDRESS 10.0.1. 153 i p-10-0-1-153. ec2.interna
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Connecting to Your Instance

Initially, your instance is in the pendi ng state, but will be in the r unni ng state in a few minutes. Then,
you can view updated information about the instance using the ec2-describe-instances (p. 353) command,
such as the updated state, the root volume, the public and private IP addresses, and the public DNS

name.

While your instance is running, you can connect to it and use it just as you'd use a computer sitting in
front of you. For more information, see Connect to Your Amazon EC2 Instance in the Amazon Elastic

Compute Cloud User Guide.
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List

of Commands by Function

The Amazon EC2 CLI includes commands for Amazon EC2, Amazon EBS, and Amazon VPC. Before
you can start using the tools, you must download and configure them. For more information, see the
following topics:

Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Account Attributes

ec2-describe-account-attributes (p. 285)

Amazon DevPay

ec2-confirm-product-instance (p. 103)

AMls

ec2-copy-image (p. 106)
ec2-create-image (p. 126)
ec2-deregister (p. 282)
ec2-describe-image-attribute (p. 328)
ec2-describe-images (p. 332)
ec2-migrate-image (p. 567)
ec2-modify-image-attribute (p. 573)
ec2-register (p. 616)
ec2-reset-image-attribute (p. 666)

AMI Bundling (APITools)

ec2-bundle-image (p. 733)
ec2-bundle-vol (p. 736)
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¢ ec2-delete-bundle (p. 741)

¢ ec2-download-bundle (p. 744)
¢ ec2-migrate-bundle (p. 747)

¢ ec2-migrate-manifest (p. 751)
¢ ec2-unbundle (p. 754)

¢ ec2-upload-bundle (p. 756)

Bundle Tasks

¢ ec2-bundle-instance (p. 80)
¢ ec2-cancel-bundle-task (p. 86)

¢ ec2-describe-bundle-tasks (p. 300)

Customer Gateways (Amazon VPC)

¢ ec2-create-customer-gateway (p. 114)
¢ ec2-delete-customer-gateway (p. 213)

¢ ec2-describe-customer-gateways (p. 309)

DHCP Options (Amazon VPC)

¢ ec2-associate-dhcp-options (p. 53)
¢ ec2-create-dhcp-options (p. 118)
¢ ec2-delete-dhcp-options (p. 216)
¢ ec2-describe-dhcp-options (p. 314)

Elastic Block Store

¢ ec2-attach-volume (p. 67)

¢ ec2-copy-snapshot (p. 110)

e ec2-create-snapshot (p. 173)

¢ ec2-create-volume (p. 188)

¢ ec2-delete-disk-image (p. 219)

¢ ec2-delete-snapshot (p. 251)

¢ ec2-delete-volume (p. 264)

¢ ec2-describe-snapshot-attribute (p. 428)
¢ ec2-describe-snapshots (p. 432)

¢ ec2-describe-volume-attribute (p. 466)
¢ ec2-describe-volumes (p. 476)

¢ ec2-describe-volume-status (p. 470)

¢ ec2-detach-volume (p. 515)

¢ ec2-enable-volume-io (p. 535)
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ec2-modify-snapshot-attribute (p. 594)
ec2-modify-volume-attribute (p. 598)
ec2-reset-snapshot-attribute (p. 676)

Elastic IP Addresses

ec2-allocate-address (p. 40)
ec2-associate-address (p. 48)
ec2-describe-addresses (p. 289)
ec2-disassociate-address (p. 525)

ec2-release-address (p. 628)

Elastic Network Interfaces (Amazon VPC)

ec2-assign-private-ip-addresses (p. 44)
ecz2-attach-network-interface (p. 64)
ec2-create-network-interface (p. 152)
ec2-delete-network-interface (p. 239)
ec2-describe-network-interfaces (p. 384)
ec2-describe-network-interface-attribute (p. 380)
ec2-detach-network-interface (p. 511)
ec2-modify-network-interface-attribute (p. 584)
ec2-reset-network-interface-attribute (p. 673)

ec2-unassign-private-ip-addresses (p. 717)

Instances

ec2-describe-instance-attribute (p. 340)
ec2-describe-instance-status (p. 346)
ec2-describe-instances (p. 353)
ec2-get-console-output (p. 541)
ec2-get-password (p. 545)
ec2-modify-instance-attribute (p. 578)
ec2-reboot-instances (p. 613)
ec2-reset-instance-attribute (p. 669)
ec2-run-instances (p. 690)
ec2-start-instances (p. 705)
ec2-stop-instances (p. 709)

ec2-terminate-instances (p. 713)
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Internet Gateways (Amazon VPC)

¢ ec2-attach-internet-gateway (p. 61)

¢ ec2-create-internet-gateway (p. 137)

¢ ec2-delete-internet-gateway (p. 226)

¢ ec2-describe-internet-gateways (p. 366)

¢ ec2-detach-internet-gateway (p. 508)

Key Pairs

¢ ec2-create-keypair (p. 140)
¢ ec2-delete-keypair (p. 229)
¢ ec2-describe-keypairs (p. 371)
¢ ec2-fingerprint-key (p. 538)
e ec2-import-keypair (p. 557)

Monitoring

¢ ec2-monitor-instances (p. 606)

¢ ec2-unmonitor-instances (p. 720)

Network ACLs (Amazon VPC)

¢ ec2-create-network-acl (p. 144)

¢ ec2-create-network-acl-entry (p. 147)

¢ ec2-delete-network-acl (p. 232)

¢ ec2-delete-network-acl-entry (p. 235)

¢ ec2-describe-network-acls (p. 375)

¢ ec2-replace-network-acl-association (p. 632)

¢ ec2-replace-network-acl-entry (p. 636)

Placement Groups

¢ ec2-create-placement-group (p. 157)
¢ ec2-delete-placement-group (p. 242)

¢ ec2-describe-placement-groups (p. 391)

Regions and Availability Zones

¢ ec2-describe-availability-zones (p. 295)

¢ ec2-describe-regions (p. 395)

Reserved Instances

¢ ec2-cancel-reserved-instances-listing (p. 96)
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¢ ec2-create-reserved-instances-listing (p. 160)

¢ ec2-describe-reserved-instances (p. 399)

¢ ec2-describe-reserved-instances-listings (p. 405)

¢ ec2-describe-reserved-instances-modifications (p. 410)
¢ ec2-describe-reserved-instances-offerings (p. 415)

¢ ec2-modify-reserved-instances (p. 589)

¢ ec2-purchase-reserved-instances-offering (p. 609)

Route Tables (Amazon VPC)

¢ ec2-associate-route-table (p. 57)

e ec2-create-route (p. 164)

¢ ec2-create-route-table (p. 169)

¢ ec2-delete-route (p. 245)

¢ ec2-delete-route-table (p. 248)

¢ ec2-describe-route-tables (p. 423)

¢ ec2-disable-vgw-route-propagation (p. 522)
¢ ec2-disassociate-route-table (p. 529)

¢ ec2-enable-vgw-route-propagation (p. 532)
¢ ec2-replace-route (p. 640)

¢ ec2-replace-route-table-association (p. 644)

Security Groups

e ec2-authorize (p. 74)

e ec2-create-group (p. 122)

¢ ec2-delete-group (p. 222)

¢ ec2-describe-group (p. 322)
¢ ec2-revoke (p. 684)

Spot Instances

¢ ec2-cancel-spot-instance-requests (p. 100)

¢ ec2-create-spot-datafeed-subscription (p. 177)

¢ ec2-delete-spot-datafeed-subscription (p. 254)

¢ ec2-describe-spot-datafeed-subscription (p. 439)
¢ ec2-describe-spot-instance-requests (p. 442)

¢ ec2-describe-spot-price-history (p. 450)

e ec2-request-spot-instances (p. 653)
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Subnets (Amazon VPC)

¢ ec2-create-subnet (p. 180)
¢ ec2-delete-subnet (p. 257)
¢ ec2-describe-subnets (p. 456)

Tags

¢ ec2-create-tags (p. 184)
¢ ec2-delete-tags (p. 260)
¢ ec2-describe-tags (p. 461)

VM Import

¢ ec2-cancel-conversion-task (p. 89)

¢ ec2-delete-disk-image (p. 219)

¢ ec2-describe-conversion-tasks (p. 305)
¢ ec2-import-instance (p. 549)

¢ ec2-import-volume (p. 561)

¢ ec2-resume-import (p. 679)

VM Export

¢ ec2-cancel-export-task (p. 93)
¢ ec2-create-instance-export-task (p. 133)

¢ ec2-describe-export-tasks (p. 319)

VPCs (Amazon VPC)

e ec2-create-vpc (p. 193)

e ec2-delete-vpc (p. 267)

¢ ec2-describe-vpc-attribute (p. 482)
¢ ec2-describe-vpcs (p. 491)

¢ ec2-modify-vpc-attribute (p. 602)

VPC Peering Connections (Amazon VPC)

e ec2-accept-vpc-peering-connection (p. 37)
e ec2-create-vpc-peering-connection (p. 196)
¢ ec2-delete-vpc-peering-connection (p. 269)
¢ ec2-describe-vpc-peering-connections (p. 486)

¢ ec2-reject-vpc-peering-connection (p. 625)
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VPN Connections (Amazon VPC)

¢ ec2-create-vpn-connection (p. 201)
¢ ec2-create-vpn-connection-route (p. 206)
¢ ec2-delete-vpn-connection (p. 273)
¢ ec2-delete-vpn-connection-route (p. 276)

¢ ec2-describe-vpn-connections (p. 497)

Virtual Private Gateways (Amazon VPC)

¢ ec2-attach-vpn-gateway (p. 71)

¢ ec2-create-vpn-gateway (p. 209)

¢ ec2-delete-vpn-gateway (p. 279)

¢ ec2-describe-vpn-gateways (p. 503)
¢ ec2-detach-vpn-gateway (p. 519)
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Commands (CLI Tools)

You can use the CLI tools to manage your Amazon EC2 resources (such as instances, security groups,
and volumes) and your Amazon VPC resources (such as VPCs, subnets, route tables, and Internet
gateways). Before you can start using the tools, you must download and configure them. For more
information, see the following topics:

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Topics
¢ ec2-accept-vpc-peering-connection (p. 37)
¢ ec2-allocate-address (p. 40)
¢ ec2-assign-private-ip-addresses (p. 44)
¢ ec2-associate-address (p. 48)
¢ ec2-associate-dhcp-options (p. 53)
¢ ec2-associate-route-table (p. 57)
e ec2-attach-internet-gateway (p. 61)
¢ ec2-attach-network-interface (p. 64)
e ec2-attach-volume (p. 67)
¢ ec2-attach-vpn-gateway (p. 71)
¢ ec2-authorize (p. 74)
¢ ec2-bundle-instance (p. 80)
¢ ec2-cancel-bundle-task (p. 86)
¢ ec2-cancel-conversion-task (p. 89)
¢ ec2-cancel-export-task (p. 93)
¢ ec2-cancel-reserved-instances-listing (p. 96)
¢ ec2-cancel-spot-instance-requests (p. 100)
¢ ec2-confirm-product-instance (p. 103)
e ec2-copy-image (p. 106)
¢ ec2-copy-snapshot (p. 110)
¢ ec2-create-customer-gateway (p. 114)
¢ ec2-create-dhcp-options (p. 118)
« ec2-create-group (p. 122)
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ec2-create-image (p. 126)
ec2-create-instance-export-task (p. 133)
ec2-create-internet-gateway (p. 137)
ec2-create-keypair (p. 140)
ec2-create-network-acl (p. 144)
ec2-create-network-acl-entry (p. 147)
ec2-create-network-interface (p. 152)
ec2-create-placement-group (p. 157)
ec2-create-reserved-instances-listing (p. 160)
ec2-create-route (p. 164)
ec2-create-route-table (p. 169)
ec2-create-snapshot (p. 173)
ec2-create-spot-datafeed-subscription (p. 177)
ec2-create-subnet (p. 180)

ec2-create-tags (p. 184)
ec2-create-volume (p. 188)

ec2-create-vpc (p. 193)
ec2-create-vpc-peering-connection (p. 196)
ec2-create-vpn-connection (p. 201)
ec2-create-vpn-connection-route (p. 206)
ec2-create-vpn-gateway (p. 209)
ec2-delete-customer-gateway (p. 213)
ec2-delete-dhcp-options (p. 216)
ec2-delete-disk-image (p. 219)
ec2-delete-group (p. 222)
ec2-delete-internet-gateway (p. 226)
ec2-delete-keypair (p. 229)
ec2-delete-network-acl (p. 232)
ec2-delete-network-acl-entry (p. 235)
ec2-delete-network-interface (p. 239)
ec2-delete-placement-group (p. 242)
ec2-delete-route (p. 245)
ec2-delete-route-table (p. 248)
ec2-delete-snapshot (p. 251)
ec2-delete-spot-datafeed-subscription (p. 254)
ec2-delete-subnet (p. 257)

ec2-delete-tags (p. 260)

ec2-delete-volume (p. 264)

ec2-delete-vpc (p. 267)
ec2-delete-vpc-peering-connection (p. 269)
ec2-delete-vpn-connection (p. 273)
ec2-delete-vpn-connection-route (p. 276)
ec2-delete-vpn-gateway (p. 279)
ec2-deregister (p. 282)
ec2-describe-account-attributes (p. 285)
ec2-describe-addresses (p. 289)
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ec2-describe-availability-zones (p. 295)
ec2-describe-bundle-tasks (p. 300)
ec2-describe-conversion-tasks (p. 305)
ec2-describe-customer-gateways (p. 309)
ec2-describe-dhcp-options (p. 314)
ec2-describe-export-tasks (p. 319)
ec2-describe-group (p. 322)
ec2-describe-image-attribute (p. 328)
ec2-describe-images (p. 332)
ec2-describe-instance-attribute (p. 340)
ec2-describe-instance-status (p. 346)
ec2-describe-instances (p. 353)
ec2-describe-internet-gateways (p. 366)
ec2-describe-keypairs (p. 371)
ec2-describe-network-acls (p. 375)
ec2-describe-network-interface-attribute (p. 380)
ec2-describe-network-interfaces (p. 384)
ec2-describe-placement-groups (p. 391)
ec2-describe-regions (p. 395)
ec2-describe-reserved-instances (p. 399)
ec2-describe-reserved-instances-listings (p. 405)
ec2-describe-reserved-instances-modifications (p. 410)
ec2-describe-reserved-instances-offerings (p. 415)
ec2-describe-route-tables (p. 423)
ec2-describe-snapshot-attribute (p. 428)
ec2-describe-snapshots (p. 432)
ec2-describe-spot-datafeed-subscription (p. 439)
ec2-describe-spot-instance-requests (p. 442)
ec2-describe-spot-price-history (p. 450)
ec2-describe-subnets (p. 456)
ec2-describe-tags (p. 461)
ec2-describe-volume-attribute (p. 466)
ec2-describe-volume-status (p. 470)
ec2-describe-volumes (p. 476)
ec2-describe-vpc-attribute (p. 482)
ec2-describe-vpc-peering-connections (p. 486)
ec2-describe-vpcs (p. 491)
ec2-describe-vpn-connections (p. 497)
ec2-describe-vpn-gateways (p. 503)
ec2-detach-internet-gateway (p. 508)
ec2-detach-network-interface (p. 511)
ec2-detach-volume (p. 515)
ec2-detach-vpn-gateway (p. 519)
ec2-disable-vgw-route-propagation (p. 522)
ec2-disassociate-address (p. 525)
ec2-disassociate-route-table (p. 529)
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ec2-enable-vgw-route-propagation (p. 532)
ec2-enable-volume-io (p. 535)
ec2-fingerprint-key (p. 538)
ec2-get-console-output (p. 541)
ec2-get-password (p. 545)
ec2-import-instance (p. 549)
ec2-import-keypair (p. 557)
ec2-import-volume (p. 561)
ec2-migrate-image (p. 567)
ec2-modify-image-attribute (p. 573)
ec2-modify-instance-attribute (p. 578)
ec2-modify-network-interface-attribute (p. 584)
ec2-modify-reserved-instances (p. 589)
ec2-modify-snapshot-attribute (p. 594)
ec2-modify-volume-attribute (p. 598)
ec2-modify-vpc-attribute (p. 602)
ec2-monitor-instances (p. 606)
ec2-purchase-reserved-instances-offering (p. 609)
ec2-reboot-instances (p. 613)

ec2-register (p. 616)
ec2-reject-vpc-peering-connection (p. 625)
ec2-release-address (p. 628)
ec2-replace-network-acl-association (p. 632)
ec2-replace-network-acl-entry (p. 636)
ec2-replace-route (p. 640)
ec2-replace-route-table-association (p. 644)
ec2-report-instance-status (p. 648)
ec2-request-spot-instances (p. 653)
ec2-reset-image-attribute (p. 666)
ec2-reset-instance-attribute (p. 669)
ec2-reset-network-interface-attribute (p. 673)
ec2-reset-snapshot-attribute (p. 676)
ec2-resume-import (p. 679)

ec2-revoke (p. 684)

ec2-run-instances (p. 690)
ec2-start-instances (p. 705)
ec2-stop-instances (p. 709)
ec2-terminate-instances (p. 713)
ec2-unassign-private-ip-addresses (p. 717)
ec2-unmonitor-instances (p. 720)
ec2-upload-disk-image (p. 723)

ec2-version (p. 727)

Common Options for CLI Tools (p. 729)
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ec2-accept-vpc-peering-connection

ec2-accept-vpc-peering-connection

Description

Accepts a VPC peering connection request. To accept a request, the VPC peering connection must be
in the pendi ng- accept ance state, and you must be the owner of the peer VPC. Use the
ec2-describe-vpc-peering-connections (p. 486) command to view your outstanding VPC peering connection
requests.

The short version of this command is ec2apcx.

Syntax

ec2-accept - vpc- peeri ng- connecti on vpc_peering_connection

Options

Name Description
vpc_peering_connection The VPC peering connection ID.
Type: String

Default: None
Required: Yes
Example: pcx-1a2b3c4d

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secr et _access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - W wJal r XUt nFEM / K7 VMDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

Output

This command returns a table that contains the following information:

¢ The VPC peering connection information
e The VPCPEERINGCONNECTION identifier
e The VPC peering connection ID
e The status of the VPC peering connection request
¢ The requester VPC information
 The REQUESTERVPCINFO identifier
* The VPCID
e The CIDR block
* The AWS account ID
¢ The peer VPC information
» The ACCEPTERVPCINFO identifier
e The VPC ID
* The CIDR block
e The AWS account ID

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example accepts the specified VPC peering connection request.

PROVPT> ec2-accept-vpc- peering-connecti on pcx-la2b3c4d
VPCPEERI NGCONNECTI ON pcx- 1a2b3c4d provi si oni ng: Provi si oni ng
REQUESTERVPCI NFO vpc-11labc45 10.0. 1.0/ 28 444455556666
ACCEPTERVPCI NFO vpc- 44455566 10. 0. 0. 0/ 28 444455556666

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ AcceptVpcPeeringConnection

Related Commands

¢ ec2-delete-vpc-peering-connection (p. 269)
¢ ec2-describe-vpc-peering-connections (p. 486)
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ec2-allocate-address

¢ ec2-create-vpc-peering-connection (p. 196)
e ec2-reject-vpc-peering-connection (p. 625)
e ec2-create-route (p. 164)

e ec2-replace-route (p. 640)

ec2-allocate-address

Description

Acquires an Elastic IP address.

An Elastic IP address is for use either in the EC2-Classic platform or in a VPC. For more information, see
Elastic IP Addresses in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2allocaddr.

Syntax

ec2-al | ocat e-address [-d donai n]

Options

Name Description

-d, --dommi ndonmain Set to vpc to allocate the address for use with instances in a
VPC.
Type: String

Valid values: vpc
Default: The address is for use in EC2-Classic.
Required: Conditional

Condition: Required when allocating the address for use in a
VPC.

Example: -d vpc

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

« The ADDRESS identifier
¢ The Elastic IP address for use with your account

 Indicates whether this Elastic IP address is for use with instances in EC2-Classic (st andar d) or
instances in a VPC (vpc).

¢ [EC2-VPC] The allocation ID (an ID that Amazon EC2 assigns to represent the allocation of an address
for use in a VPC)

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command allocates an Elastic IP address for use with instances in EC2-Classic.

PROVPT> ec2-al | ocat e- addr ess
ADDRESS 192.0.2.1 st andard

Example 2

This example command allocates an Elastic IP address for use with instances in a VPC.

PROWPT> ec2-al | ocat e-address -d vpc
ADDRESS 198.51.100.1 vpc ei pal | oc-5723d13e

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)
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Related Topics

Related Action

* AllocateAddress

Related Commands

¢ ec2-associate-address (p. 48)

¢ ec2-describe-addresses (p. 289)
¢ ec2-disassociate-address (p. 525)
¢ ec2-release-address (p. 628)
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ec2-assign-private-ip-addresses

ec2-assign-private-ip-addresses

Description

Assigns one or more secondary private IP addresses to the specified network interface. You can specify
one or more specific secondary IP addresses, or you can specify the number of secondary IP addresses
to be automatically assigned within the subnet's CIDR block range. The number of secondary IP addresses
that you can assign to an instance varies by instance type. For more information, see Instance Types
and Elastic IP Addresses in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2apip.

Syntax
ec2-assi gn-private-ip-addresses --network-interface interface_id

{[--secondary-private-ip-address-count count] | [--secondary-private-ip-address
i p_address]}

Options

Name Description
-n, --network-interface The ID of the network interface.
interface_id Type: String

Default: None
Required: Yes
Example: -n eni-bc7299d4

-secondary-private-ip-address | The IP address to be assigned as a secondary private IP

i p_address address to the network interface. This option can be used
multiple times to assign multiple secondary IP addresses to
the network interface.

If you don't specify an IP address, Amazon EC2 selects an
IP address within the subnet range.

Type: String

Default: None

Required: Conditional

Condition: You can't specify this parameter when also
specifying - - secondar y- pri vat e- i p- addr ess- count .

Example: --secondary-private-ip-address 10.0.2.18
--secondary-private-ip-address 10.0.2.28

- secondar y- pri vat e- i p- addr ess- count | The number of secondary IP addresses to assign to the
count network interface.
Type: Integer
Default: None
Required: Conditional
Condition: You can't specify this parameter when also
specifying - - secondar y- pri vat e- i p- addr ess.
Example: --secondary-private-ip-address-count 2
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Common Options

Name

--al |l owreassi gnnent

Description

Specifies whether to allow an IP address that is already
assigned to another network interface to be reassigned to the
specified network interface.

Type: Boolean

Default: f al se

Required: No

Common Options

Option

--region region

-U, --url url

-0 --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti neout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request - ti neout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

The command returns true if the operation succeeds or an error if the operation does not succeed.

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command assigns two secondary private IP addresses (10. 0. 0. 118 and 10. 0. 0. 119)
to the network interface eni - c08a35a9.
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PROVPT> ec2-assi gn-private-ip-addresses --network-interface eni-c08a35a9
--secondary-private-ip-address 10.0.0. 118 --secondary-private-ip-address
10. 0. 0. 119

RETURN true

Example 2

This example command assigns two secondary private IP addresses to the network interface
eni - c08a35a9. Amazon EC2 automatically assigns these IP addresses from the available IP addresses
within the subnet's CIDR block range.

PROVPT> ec2-assi gn-private-ip-addresses --network-interface eni-c08a35a9
--secondary-privat e-i p- address-count 2
RETURN t rue

Example 3

This example command assigns a secondary private IP address of 10. 0. 0. 82 to the network interface
eni - 73e05al.

PROVPT> ec2-assi gn-private-ip-addresses --network-interface eni-73e05al
--secondary-private-ip-address 10.0.0.82
RETURN true

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ AssignPrivatelpAddresses

Related Commands

e ec2-unassign-private-ip-addresses (p. 717)
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ec2-associate-address

ec2-associate-address

Description

Associates an Elastic IP address with an instance or a network interface. For more information, see Elastic
IP Addresses in the Amazon Elastic Compute Cloud User Guide.

[EC2-Classic, default VPC] If the Elastic IP address is already associated with a different instance, it is
disassociated from that instance and associated with the specified instance.

[EC2-VPC] If you do not specify a private IP address, the Elastic IP address is associated with the primary
IP address. If the Elastic IP address is already associated with a different instance or a network interface,
you get an error unless you specify the - - al | owr eassoci at i on option.

This is an idempotent operation. If you perform the operation more than once, Amazon EC2 doesn't return
an error.

The short version of this command is ec2assocaddr.

Syntax

ec2-associ ate-address [-i instance_id | -n interface_id] [ip_address | -a
allocation_id] [--private-ip-address private ip_address] [--all owreassociation]

Options

Name Description

-i, --instance instance_id The ID of the instance.
Type: String
Default: None
Required: Conditional

Condition: Required for EC2-Classic. For EC2-VPC, you can
specify either an instance ID or a network interface 1D, but
not both.

Example: -i i-43a4412a

i p_address The Elastic IP address.
Type: String
Default: None
Required: Conditional
Condition: Required for EC2-Classic.
Example: 192.0.2.1

-a, --allocation-id [EC2-VPC] The allocation ID.
all ocation_id Type: String

Default: None

Required: Conditional

Condition: Required for EC2-VPC.
Example: -a eipalloc-5723d13e
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Common Options

Name

-n, --network-interface
interface_id

-p, --private-ip-address
private_i p_address

--all owreassoci ation

Description

[EC2-VPC] The ID of the network interface. Association fails
when specifying an instance ID unless exactly one interface
is attached.

Type: String

Default: None

Required: Conditional

Condition: If the instance has more than one network interface,
you must specify a network interface ID.

Example: -n eni-bc7299d4

[EC2-VPC] The primary or secondary private IP address to
associate with the Elastic IP address. If no private IP address
is specified, the Elastic IP address is associated with the
primary private IP address.

Type: String

Default: None

Required: No

Example: -p 10.0.0.45

[EC2-VPC] Allows an Elastic IP address that is already
associated with an instance or a network interface to be
re-associated with the specified instance or network interface.
Otherwise, the operation fails.

Type: Boolean

Default: The operation fails if the address is already
associated.

Required: No

Example: --allow-reassociation

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The ADDRESS identifier

¢ The Elastic IP address

« The instance or network interface to which the Elastic IP address is associated

¢ [EC2-VPC] The allocation ID

* [EC2-VPC] If specified, the private IP address associated with the Elastic IP address

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command associates an Elastic IP address with an instance in EC2-Classic.

PROVPT> ec2-associ at e-address 203.0.113.0 -i i-43a4412a
ADDRESS 203.0.113.0 i-43a4412a

Example 2

This example command associates an Elastic IP address with an instance in a VPC.

PROVWPT> ec2- associ at e-address -a eipall oc-5723d13e -i i-4fd2431a
ADDRESS i-43a4412a eipalloc-5723d13e  ei passoc-fc5ca095
Example 3

This example command associates an Elastic IP address with a network interface.

PROVPT> ec2-associ at e-address -a ei pal |l oc-4a4c6¢c23 -n eni-1001fa78
ADDRESS i-laelae78 ei pal | oc-4a4c6¢23 ei passoc- 1841907a

Example 4

This example command associates an Elastic IP address with a private IP address for the specified
instance in aVPC. The al | owr eassoci at i on option allows the Elastic IP address to be associated
with the specified instance even if it's already associated with a different instance or a network interface.
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PROVPT> ec2-associ at e-address -a ei pal |l oc-bf66dcd6 -i i-ba6aOdee -p 10.0.0.85
--al l owreassoci ation
ADDRESS i - babaOdee ei pal | oc- bf 66dcd6 ei passoc-9c66dcf5
10.0.0. 85

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ AssociateAddress

Related Commands

¢ ec2-allocate-address (p. 40)

¢ ec2-describe-addresses (p. 289)
¢ ec2-disassociate-address (p. 525)
¢ ec2-release-address (p. 628)
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ec2-associate-dhcp-options

ec2-associate-dhcp-options

Description

Associates a set of DHCP options (that you've previously created) with the specified VPC, or associates
no DHCP options with the VPC.

After you associate the options with the VPC, any existing instances and all new instances that you launch
in that VPC use the options. You don't need to restart or relaunch the instances. They automatically pick
up the changes within a few hours, depending on how frequently the instance renews its DHCP lease.
You can explicitly renew the lease using the operating system on the instance.

For more information, see DHCP Options Sets in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2assocdopt.

Syntax

ec2- associ at e-dhcp-options { dhcp_options_id | default } -c vpc_id

Options

Name Description

dhcp_options_id The ID of the DHCP options set, or def aul t to associate no
DHCP options with the VPC.
Type: String

Default: None
Required: Yes
Example: dopt-7a8b9c2d

-c vpc_id The ID of the VPC.
Type: String
Default: None
Required: Yes
Example: -c vpc-1la2b3c4d

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2__URL environment variable,
orus-east -1 if EC2_URL isn't set.

APl Version 2014-02-01
53


http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_DHCP_Options.html

Amazon Elastic Compute Cloud CLI Reference

Common Options

Option

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The DHCPOPTIONS identifier
¢ The ID of the DHCP options (or def aul t if no DHCP options are associated with the VPC)
e The ID of the VPC

Amazon EC2 command line tools display errors on stderr.
Examples

Example 1

This example command associates the DHCP options set with the ID dopt - 7a8b9c2d and the VPC with
the ID vpc- 1a2b3c4d.

PROVPT> ec2-associ at e-dhcp-opti ons dopt-7a8b9c2d -c vpc-1la2b3c4d
DHCPOPTI ONS  dopt - 7a8b9c2d vpc- 1a2b3c4d

Example 2

This example command changes the VPC with the ID vpc- 1a2b3c4d to have no associated DHCP
options set.

PROWPT> ec2-associ at e-dhcp-options default -c vpc-la2b3c4d
DHCPOPTI ONS def ault vpc- 1a2b3c4d
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Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ AssociateDhcpOptions

Related Commands

¢ ec2-create-dhcp-options (p. 118)
¢ ec2-delete-dhcp-options (p. 216)
¢ ec2-describe-dhcp-options (p. 314)
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ec2-associate-route-table

ec2-associate-route-table

Description

Associates a subnet with a route table. The subnet and route table must be in the same VPC. This
association causes traffic originating from the subnet to be routed according to the routes in the route
table. The action returns an association 1D, which you need in order to disassociate the route table from
the subnet later. A route table can be associated with multiple subnets.

For more information about route tables, see Route Tables in the Amazon Virtual Private Cloud User
Guide.

The short version of this command is ec2assocrtb.

Syntax

ec2-associate-route-table route table id -s subnet _id

Options

Name Description
route_table_id The ID of the route table.
Type: String

Default: None
Required: Yes
Example: rtb-6aa34603

-s subnet _id The ID of the subnet.
Type: String
Default: None
Required: Yes
Example: -s subnet-92a045fb

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ASSOCIATION identifier
¢ The route table association ID (needed to disassociate the route table)
¢ The ID of the route table

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command associates the route-table with the ID r t b- 6aa34603 with the subnet with the
ID subnet - 92a045f b.

PROVPT> ec2-associ ate-route-table rtb-6aa34603 -s subnet-92a045fb
ASSQOCI ATI ON  rt bassoc-61a34608 rt b-6aa34603 subnet - 92a045f b

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ AssociateRouteTable

Related Commands

e ec2-create-route-table (p. 169)
¢ ec2-delete-route-table (p. 248)
¢ ec2-describe-route-tables (p. 423)
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Related Topics

¢ ec2-disassociate-route-table (p. 529)
e ec2-replace-route-table-association (p. 644)
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ec2-attach-internet-gateway

ec2-attach-internet-gateway

Description

Attaches an Internet gateway to a VPC, enabling connectivity between the Internet and the VPC. For
more information about your VPC and Internet gateway, see the Amazon Virtual Private Cloud User

Guide.

The short version of this command is ec2attigw.

Syntax

ec2-attach-internet-gateway internet_gateway_ id -c vpc_id

Options

Name

internet_gateway id

-c, --vpcvpc_id

Description

The ID of the Internet gateway.
Type: String

Default: None

Required: Yes

Example: igw-c3a643aa

The ID of the VPC.

Type: String

Default: None

Required: Yes

Example: -¢ vpc-d9a045b0

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ATTACHMENT identifier
¢ The ID of the VPC
e The attachment state (at t achi ng, at t ached, det ached, det achi ng, error)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command attaches the Internet gateway with the ID i gw eaad4883 to the VPC with the
ID vpc- 11ad4878.

PROWPT> ec2-attach-internet-gateway igw eaad4883 -c vpc-11ad4878
ATTACHVENT vpc-11ad4878 attachi ng

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ AttachinternetGateway

Related Commands

¢ ec2-create-internet-gateway (p. 137)
¢ ec2-delete-internet-gateway (p. 226)
¢ ec2-describe-internet-gateways (p. 366)
¢ ec2-detach-internet-gateway (p. 508)
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ec2-attach-network-interface

ec2-attach-network-interface

Description

Attaches a network interface to an instance.

The short version of this command is ec2attnic.

Syntax

ec2-attach-network-interface interface_id -i, --instance instance_id -d,
--devi ce-i ndex device_index

Options

Name Description
interface_id The ID of the network interface.
Type: String

Default: None
Required: Yes
Example: eni-b35da6da

-i, --instanceinstance_id The ID of the instance.
Type: String
Default: None
Required: Yes
Example: -i i-640a3c17

-d, --device-indexdevice_index | The index of the device for the network interface attachment.
Type: String
Default: None
Required: Yes

Example: -d 1
Common Options
Option Description
--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U

option.
Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns the ID of the network interface attachment.

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command attaches the specified network interface to the specified instance.

PROVPT> ec2-attach-network-interface eni-b35da6da -i i-640a3cl7 -d 1
eni - att ach- dd3f dab4

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

« AttachNetworkInterface

Related Commands

¢ ec2-create-network-interface (p. 152)

¢ ec2-delete-network-interface (p. 239)

¢ ec2-describe-network-interface-attribute (p. 380)
¢ ec2-describe-network-interfaces (p. 384)

¢ ec2-detach-network-interface (p. 511)

¢ ec2-modify-network-interface-attribute (p. 584)

¢ ec2-reset-network-interface-attribute (p. 673)

APl Version 2014-02-01
66


http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-AttachNetworkInterface.html

Amazon Elastic Compute Cloud CLI Reference
ec2-attach-volume

ec2-attach-volume

Description

Attaches an Amazon EBS volume to a running or stopped instance and exposes it to the instance with
the specified device name.

For a list of supported device names, see Attaching the Volume to an Instance. Any device names that
aren't reserved for instance store volumes can be used for Amazon EBS volumes. For more information,
see Amazon EC2 Instance Store in the Amazon Elastic Compute Cloud User Guide.

Note
If a volume has an AWS Marketplace product code:

¢ The volume can only be attached to the root device of a stopped instance.
¢ You must be subscribed to the AWS Marketplace code that is on the volume.

¢ The configuration (instance type, operating system) of the instance must support that specific
AWS Marketplace code. For example, you cannot take a volume from a Windows instance
and attach it to a Linux instance.

« AWS Marketplace product codes are copied from the volume to the instance.

For an overview of the AWS Marketplace, see https://aws.amazon.com/marketplace/help/200900000.
For details on how to use the AWS Marketplace, see AWS Marketplace.

The short version of this command is ec2attvol.

Syntax

ec2-attach-volunme volune_id --instance instance_id --device device

Options

Name Description

vol une_id The ID of the Amazon EBS volume. The volume and instance
must be within the same Availability Zone.
Type: String

Default: None
Required: Yes
Example: vol-4d826724

-i, --instance instance_id The ID of the instance.
Type: String
Default: None
Required: Yes
Example: -i i-6058a509
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Common Options

Name

-d, --device device

Description

The device name to expose to the instance (for example,

/ dev/ sdh or xvdh).

Type: String

Default: None

Required: Yes

Example: -d /dev/sdf (for Linux/UNIX) or -d xvdf (for Windows)

Common Options

Option

--region region

-U, --url url

-0 --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

» The ATTACHMENT identifier

¢ The ID of the volume

» The ID of the instance

¢ The device name

» The attachment state of the volume (at t achi ng | at t ached | det achi ng | det ached)
» The time stamp when the attachment initiated

« Whether the volume is set to delete on termination (t r ue or f al se)

Amazon EC2 command line tools display errors using stderr.
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Examples

Examples

Example

This example command attaches the volume with the ID vol - 1a2b3c4d to the instance with the ID
i - 1a2b3c4d and exposes it as / dev/ sdh.

PROVPT> ec2-attach-vol une vol - 1a2b3c4d -i i-1a2b3c4d -d /dev/sdh
ATTACHVENT vol - 1a2b3c4d i - 1a2b3c4d /dev/ sdh attachi ng YYYY- MM DDTHH: MM SS+0000

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ AttachVolume

Related Commands

¢ ec2-create-volume (p. 188)
¢ ec2-delete-volume (p. 264)
¢ ec2-describe-volumes (p. 476)
¢ ec2-detach-volume (p. 515)
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ec2-attach-vpn-gateway

ec2-attach-vpn-gateway

Description

Attaches a virtual private gateway to a VPC. For more information, see Adding a Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2attvgw.

Syntax

ec2-attach-vpn-gateway vpn_gateway id -c vpc_id

Options

Name Description
vpn_gateway_id The ID of the virtual private gateway.
Type: String

Default: None
Required: Yes
Example: vgw-8db04f81

-¢c, --vpc vpc_id The ID of the VPC.
Type: String
Default: None
Required: Yes
Example: -c vpc-1la2b3c4d

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The VGWATTACHMENT identifier
* The ID of the attached VPC
¢ The state of the attachment (at t achi ng, at t ached, det achi ng, det ached)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command attaches the virtual private gateway with the ID vgw 8db04f 81 to the VPC with
the ID vpc- 1a2b3c4d.

PROWPT> ec2-attach-vpn-gat eway vgw 8db04f81 -c vpc-la2b3c4d
VGMTTACHVENT  vpc- 1a2b3c4d attaching

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ AttachVpnGateway

Related Commands

¢ ec2-create-vpn-gateway (p. 209)

¢ ec2-describe-vpn-gateways (p. 503)
¢ ec2-detach-vpn-gateway (p. 519)

e ec2-create-vpc (p. 193)

¢ ec2-create-vpn-connection (p. 201)
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ec2-authorize

Description

Adds a rule to a security group.

Important
EC2-Classic: You can have up to 100 rules per group.
EC2-VPC: You can have up to 50 rules per group (covering both ingress and egress).

Rule changes are propagated to affected instances as quickly as possible. However, a small delay might
occur.

A security group is for use with instances either in the EC2-Classic platform or in a specific VPC.
EC2-Classic doesn't support rules for egress traffic. For more information, see Amazon EC2 Security
Groups in the Amazon Elastic Compute Cloud User Guide and Security Groups for Your VPC in the
Amazon Virtual Private Cloud User Guide.

EC2-Classic: This command either gives one or more CIDR IP address ranges permission to access a
security group for your account, or it gives one or more security groups (called the source groups)
permission to access a security group for your account. A source group can be for your own AWS account,
or another.

EC2-VPC: For ingress rules, this command either gives one or more CIDR IP address ranges permission
to access a security group for your VPC, or it gives one or more other security groups (called the source
groups) permission to access a security group for your VPC. The groups must all be in the same VPC.
For egress rules, this command permits instances in the VPC to send traffic to either one or more
destination CIDR IP address ranges, or to one or more destination security groups for the same VPC.

The short version of this command is ec2auth.

Syntax

ec2-authorize group [--egress] [-P protocol] (-p port_range | -t icnp_type_code)
[-u source_or_dest_group_owner ...] [-0 source_or_dest _group ...] [-s
source_or _dest_cidr ...]

Options

Name Description
group [EC2-Classic, default VPC] The name or ID of the security
group.

[Nondefault VPC] The ID of the security group.
Type: String

Default: None

Required: Yes

Example: websrv

--egress [EC2-VPC] Designates the rule as an egress rule (controls
traffic leaving the VPC).
Default: If this option is not specified, the rule applies to
ingress traffic for the specified security group.
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Options
Name Description
-P, --protocol protocol The IP protocol name or number (see Protocol Numbers).

-p port_range

-t icnp_type_code

-0 source_or_dest_group

Security groups for EC2-Classic can have rules only for TCP,
UDP, and ICMP, whereas security groups for EC2-VPC can
have rules assigned to any protocol number.

When you use ec2-describe-group (p. 322), the protocol value
returned is the number. Exception: For TCP, UDP, and ICMP,
the value returned is the name (t cp, udp, or i cnp).

Type: String

Valid values for EC2-Classic:t cp | udp | i crp or the
corresponding protocol number (6 | 17 | 1).

Default for EC2-Classic: Defaults to TCP if source CIDR is
specified (or implied by default), or all three protocols (TCP,
UDP, and ICMP) if source group is specified (to ensure
backwards compatibility).

Valid values for EC2-VPC:tcp | udp | i cnp or any protocol
number (see Protocol Numbers). Use al | to specify all
protocols.

Required: Required for EC2-VPC.

Example: -P udp

For TCP or UDP: The range of ports to allow.

Type: String

Valid values: A single integer or a range (min-max). You can
specify -1 to mean all ports (for example, port range 0-65535).
Default: None

Required: Required if specifying t cp or udp (or the equivalent
number) for the protocol.

Example: -p 80-84

For ICMP: The ICMP type and code. Use the format

t ype: code, where both are integers. You can use -1 for the
type or code to mean all types or all codes.

Type: String

Default: None

Required: Required if specifying i crp (or the equivalent
number) for the protocol.

Example: -t -1:-1

The source security group (for ingress rules), or destination
security group (for egress rules). You can't use this option
when using the -s option.

[Nondefault VPC] You must specify the ID of the group (for
example, sg- 1a2b3c4d) instead of its name.

Type: String

Default: None

Required: No

Example: -0 headoffice
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Common Options

Name

Description

-u, source_or_dest_group_owner | [EC2-Classic] The ID of the AWS account that owns the

source security group, if it's not the current AWS account.
Type: String

Default: None

Required: No

Example: -u 111122223333

-s, --cidr source_or_dest_cidr The CIDR IP address range. You can't use this option when

using the -o option.

Type: String

Default: 0.0.0.0/0

Constraints: A valid CIDR IP address range.
Required: No

Example: -s 205.192.8.45/24

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - -request -t i neout 45
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Output
Option Description
-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:
A line containing the group information. Some of these fields may be blank.

¢ The GROUP identifier
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The ID of the security group

¢ The AWS account ID of the owner of the security group
» The name of the security group

¢ A description of the security group

» [EC2-VPC] The ID of the VPC the group belongs to

One of each of the following lines for each permission defined by the group:

* The PERMISSION identifier

¢ The AWS account ID of the owner of the security group

» The name of the security group granting permission

¢ The type of rule. Currently, only ALLOWS rules are supported
» The protocol to allow (for example, t cp and udp)

» The start of port range

¢ The end of port range

» FROM for an ingress rule or TO for an egress rule

¢ The source type (for ingress rules) or destination type (for egress rules)
» The source (for ingress rules) or destination (for egress rules)
¢ [USER only] The name of the source or destination entity

» [USER only] The ID of the security group

« Whether the rule is ingress rule or an egress rule

Amazon EC2 command line tools display errors on stderr.
Examples

Example 1

This example command grants TCP port 80 access from the 192. 0. 2. 0/ 24 address range to the security
group for EC2-Classic named websr v.

PROWPT> ec2-aut horize websrv -P tcp -p 80 -s 192.0.2.0/24
GROUP  websrv
PERM SSI ON  websrv ALLOAS tcp 80 80 FROM CIDR 192.0. 2.0/ 24 ingress

Example 2

This example command grants TCP port 80 access from the source group for EC2-Classic named
O her Account Group (in AWS account 111122223333) to the security group for EC2-Classic named
websrv.

PROWPT> ec2-aut horize websrv -P tcp -p 80 -u 111122223333 -0 O her Account G- oup

GROUP  websrv

PERM SSI ON websrv ALLOAS tcp 80 80 FROM USER 111122223333 NAME O her Account G oup
i ngress
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Example 3

This example command grants TCP port 80 access from the 192. 0. 2. 0/ 24 address range to the security

group for EC2-VPC with the ID sg- 1a2b3c4d.

PROVPT> ec2-aut hori ze sg-1a2b3c4d -P tcp -p 80 -s 192.0.2.0/24
GROUP  sg-la2b3c4d
PERM SSION  ALLOWS tcp 80 80 FROM CI DR 192.0.2.0/24 ingress

Example 4

This example command grants egress access from the security group for EC2-VPC with the ID
sg- 1a2b3c4d to the destination security group with the ID sg- 2a2b3c4d on TCP port 1433.

PROWPT> ec2-aut hori ze --egress sg-1la2b3c4d -P tcp -p 1433 -0 sg-2a2b3c4d
GROUP  sg-la2b3c4d
PERM SSION  ALLOWS tcp 1433 1433 TO USER | D sg-2a2b3c4d egress

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Actions

¢ AuthorizeSecurityGroupEgress
¢ AuthorizeSecurityGrouplngress

Related Commands

¢ ec2-create-group (p. 122)

¢ ec2-delete-group (p. 222)

¢ ec2-describe-group (p. 322)
¢ ec2-revoke (p. 684)
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ec2-bundle-instance

Description

Bundles an instance store-backed Windows instance.

During bundling, only the root device volume (C: \ ) is bundled. Data on other instance store volumes is
not preserved.

For more information, see Creating an Instance Store-Backed Windows AMI in the Amazon Elastic
Compute Cloud Microsoft Windows Guide.

If you'd prefer to create an instance store-backed Linux AMI, see ec2-bundle-vol (p. 736), which is part of
the AMI tools.

The AMI creation process is different for Amazon EBS-backed AMIs. For more information about the
differences between Amazon EBS-backed and instance store-backed instances, see Storage for the Root
Device in the Amazon Elastic Compute Cloud User Guide. To create an Amazon EBS-backed Windows
AMI, use ec2-create-image (p. 126).

The short version of this command is ec2bundle.

Syntax
ec2-bundl e-i nstance instance_id -b bucket -p prefix -o access_key_id {-c policy

| -s policy_signature |-w owner_secret_access_key} [-x hours] [--location
| ocation] [-B]

Options

Name Description
i nstance_id The ID of the instance to bundle.
Type: String

Default: None
Required: Yes
Example: i-5e73d509

- b, - - bucket bucket The bucket in which to store the AMI.You can specify a bucket
that you already own or a new bucket that Amazon EC2
creates on your behalf. If you specify a bucket that belongs
to someone else, Amazon EC2 returns an error.

Type: String
Default: None
Required: Yes

Example: -b myawsbucket

-p,--prefixprefix The prefix for the image component names being stored in
Amazon S3.
Type: String
Default: None
Required: Yes
Example: -p winami
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Options

Name

-0,--owner-akidaccess_key_id

-c,--policypolicy

-s,--policy-signature
policy_signature

Description

The access key ID of the owner of the Amazon S3 bucket.
Before you specify a value for this option, review and follow
the guidance in Best Practices for Managing AWS Access
Keys.

Type: String

Default: None

Required: Yes

Example: -o AKIAIOSFODNN7EXAMPLE

A base64-encoded Amazon S3 upload policy that gives
Amazon EC2 permission to upload items into Amazon S3 on
the user's behalf. If you provide this parameter, you must also
provide either a policy signature, or your secret access key,
so that we can create a policy signature for you (the secret
access key is not passed to Amazon EC2). If you do not
provide this parameter, the - - owner - sak parameter is
required, and we generate an upload policy and policy
signature for you automatically. For more information about
upload policies and how to sign them, see the sections about
policy construction and signatures in the Amazon Simple
Storage Service Developer Guide.

Type: String

Default: None

Required: Conditional

Example: -c upload-policy

The base64-encoded signature for the Amazon S3 upload
policy. If you provide - - pol i cy but not

--policy-signat ur e, then- - owner - sak is required, and
we use it to automatically sign the policy.

Type: String

Default: None

Required: Conditional

Example: -s upload-policy
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Name

-w, - - owner - sak
owner _secr et _access_key bucket specified in the - b parameter. This parameter is

Description

The AWS secret access key for the owner of the Amazon S3

required in either of these cases:

 If you don't provide the - - pol i cy parameter

« If you provide the - - pol i cy parameter, but don't provide
the - - pol i cy- si gnat ur e parameter

The command line tools client uses the secret access key to
sign a policy for you, but does not send the secret access key
to Amazon EC2. Before you specify a value for this option,
review and follow the guidance in Best Practices for Managing
AWS Access Keys.

Type: String

Default: None

Required: Conditional

Example: -w
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

-X,--expires hours The validity period, in hours, for a generated upload policy.

Type: String
Default: 24
Required: No
Example: -x 8

--l ocationbucket_| ocation The location of the destination Amazon S3 bucket.

Type: String

Default: None

Required: No

Example: --location my-bucket-location

- B, - - no- bucket - set up Indicates that no Amazon S3 bucket should be created if one

doesn't already exist, and that no attempt should be made to
fix incorrect permissions.
Type: Boolean

Default: f al se
Required: No
Example: -B

Common Options

Option

--region

regi on

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.
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Common Options

Option

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The BUNDLE identifier

* The ID of the bundle

¢ The ID of the instance

» The bucket name

¢ The bundle prefix

* The bundle start time

¢ The bundle update time

* The current state (usually pendi ng)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command bundles the specified instance.

Important
Before you specify a value for your access key ID or secret access key, review and follow the
guidance in Best Practices for Managing AWS Access Keys.

PROVWPT> ec2-bundl e-i nstance i-12345678 -b myawsbucket -p wi nam -0 AKI Al OSFCD
NN7EXAMPLE -w wJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

BUNDLE bun-cla540a8 i-12345678 myawsbucket wi namni 2008- 09- 15T17: 15: 20+0000
pendi ng
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Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* Bundlelnstance

Related Commands

¢ ec2-cancel-bundle-task (p. 86)
e ec2-create-image (p. 126)
¢ ec2-describe-bundle-tasks (p. 300)
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ec2-cancel-bundle-task

Description

Cancels a bundling operation for an instance store-backed Windows instance.

The short version of this command is ec2cbun.

Syntax

ec2-cancel - bundl e-task bundle_id

Options

Name

bundl e_id

Description

The ID of the bundle task.
Type: String

Default: None

Required: Yes

Example: bun-cla432a3

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET _KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).
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Option Description

--connection-ti meout The connection timeout, in seconds.

ti meout Example: - - connecti on-ti meout 30

--request -ti neout The request timeout, in seconds.

ti meout Example: - - r equest - t i neout 45

-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).

--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

Output

This command returns a table that contains the following information:

e The BUNDLE identifier

¢ The ID of the bundle

e The ID of the instance

¢ The bucket name

¢ The cancel status

¢ The prefix

e The start time

¢ The update time

¢ The status (cancel | i ng)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command cancels the specified bundle task.

PROWPT> ec2- cancel - bundl e-task bun-cl a322b9
BUNDLE bun- cl a322b9 i-2674d22r nyawsbucket wi nam 2008-09-15T17: 15: 20+0000 2008-
09- 15T17: 15: 20+0000 cancel ling

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CancelBundleTask

Related Commands

¢ ec2-bundle-instance (p. 80)
¢ ec2-describe-bundle-tasks (p. 300)
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ec2-cancel-conversion-task

ec2-cancel-conversion-task

Description

Cancels an active conversion task. The task can be the import of an instance or volume. The command
removes all artifacts of the conversion, including a partially uploaded volume or instance. If the conversion
is complete or is in the process of transferring the final disk image, the command fails and returns an
exception.

For more information, see Using the Command Line Tools to Import Your Virtual Machine to Amazon
EC2 in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2cct.

Syntax

ec2-cancel -conversion-task task id

Options

Name Description
task_id The ID of the conversion task.
Type: String

Default: None
Required: Yes
Example: import-i-fh95npoc

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east -1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

« The CONVERSION-TASK identifier
* The ID of the conversion task

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command cancels the conversion task with the ID i nport-i - f h95npoc.

PROWPT> ec2-cancel - conversi on-task inport-i-fh95npoc
CONVERSI ON- TASK i nport-i-fh95npoc

If the task fails, you receive the following error:

Client.Del eteConversionTask Error: Failed to del ete conversion task inmport-i-
f h95npoc

Example

This command cancels the conversion task with the ID import-i-fhuoi09c in the us-west-2 region.

PROVPT> ec2-cancel - conversi on-task —-region us-west-2 inport-i-fhuoi 09¢c
CONVERSI ON- TASK i mport -i -fhuoi 09¢

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CancelConversionTask
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Related Topics

Related Commands

¢ ec2-delete-disk-image (p. 219)

¢ ec2-describe-conversion-tasks (p. 305)
¢ ec2-import-instance (p. 549)

¢ ec2-import-volume (p. 561)

e ec2-resume-import (p. 679)
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ec2-cancel-export-task

ec2-cancel-export-task

Description

Cancels an active export task. The command removes all artifacts of the export, including any partially
created Amazon S3 objects. If the export task is complete or is in the process of transferring the final disk
image, the command fails and returns an error.

The short version of this command is ec2cxt.

Syntax

ec2-cancel -export-task task_id

Options

Name Description

task_id The ID of the export task. This is the ID returned by
ec2-create-instance-export-task.
Type: String

Default: None
Required: Yes
Example: export-i-fgelt0i7

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secr et _access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - W wJal r XUt nFEM / K7 VMDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

Output

This command returns a table that contains the following information:

¢ The EXPORT-TASK identifier
¢ The ID of the export task

Amazon EC2 command line tools display errors on stderr.

Example

Example

This example command cancels the export task with the ID export-i-fgelt0i 7.

PROWPT> ec2-cancel - export-task export-i-fgeltQOi7
EXPORT- TASK export-i-fgelt0i7

Example

This example command cancels the export task with the ID i nport - i - f huoi 09c in the us-west-2 region.

PROVPT> ec2-cancel - export-task --region us-west-2 inport-i-fhuoi 09c
EXPORT- TASK export-i-fgeltOi?7

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CancelExportTask

Related Commands

¢ ec2-create-instance-export-task (p. 133)
¢ ec2-describe-export-tasks (p. 319)
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ec2-cancel-reserved-instances-listing

Description

ec2-cancel-reserved-instances-listing

Cancels the specified Reserved Instance listing in the Reserved Instance Marketplace.

For more information, see Reserved Instance Marketplace in the Amazon Elastic Compute Cloud User

Guide.

Syntax

ec2-cancel -reserved-instances-listing LI STING

Options

Name

LI STI NG

Description

The ID of the Reserved Instance listing to be canceled.
Type: String

Required: Yes

Default: None

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).
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Common Options

Option Description

--connection-ti meout The connection timeout, in seconds.

ti meout Example: - - connecti on-ti meout 30

--request -ti neout The request timeout, in seconds.

ti meout Example: - - r equest - t i neout 45

-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).

--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

The command returns a table that contains the following information:
The listing information

» The LISTING identifier

* Reserved Instance listing ID
» Reserved Instance ID

¢ Create Date

» Update Date

« Status

» Status Message

One or more rows that contain instance count information

» The INSTANCE-COUNT identifier
* The instance count state
* The instance count

One or more rows that contain price schedule information

» The PRICE-SCHEDULE identifier

¢ The term

* The price

¢ Whether or not the schedule is active

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command cancels a Reserved Instance listing in the Reserved Instance Marketplace.

PROWPT> ec2-cancel -reserved-instances-1isting 095c0e18-c9e6-4692-97e5- 653e0ex
anmpl e

Amazon EC2 returns output similar to the following:

PROVWPT> ec2-cancel -reserved-instances-1isting

Type Reservedl nstancesLi stingld Reservedl nstancesl d Creat eDat e Updat eDat e St at us
St at usMessage

LI STI NG 095c0e18- c9e6- 4692- 97e5- 653e0exanpl e b847f a93- c736- 4eae- bcal- e3147exanpl e
Tue Aug 28 18:21:07 PDT 2012 Tue Aug 28 18:21:07 PDT 2012 cancell ed cancel |l ed

I NSTANCE- COUNT avail able 0

I NSTANCE- COUNT sol d O

I NSTANCE- COUNT cancel l ed 1

I NSTANCE- COUNT pending 0

PRI CE- SCHEDULE 5 $1.2 true
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Related Operations

PRI CE- SCHEDULE 4 $1.2 fal se
PRI CE- SCHEDULE 3 $1.2 fal se
PRI CE- SCHEDULE 2 $1.2 false
PRI CE- SCHEDULE 1 $1.2 true

Related Operations

¢ ec2-describe-reserved-instances-listings (p. 405)
¢ ec2-create-reserved-instances-listing (p. 160)
¢ ec2-describe-reserved-instances (p. 399)
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ec2-cancel-spot-instance-requests

ec2-cancel-spot-instance-requests

Description

Cancels one or more Spot Instance requests. Spot Instances are instances that Amazon EC2 starts on
your behalf when the maximum price that you specify exceeds the current Spot Price. Amazon EC2
periodically sets the Spot Price based on available Spot Instance capacity and current Spot Instance
requests. For more information, see Spot Instances in the Amazon Elastic Compute Cloud User Guide.

Important
Canceling a Spot Instance request does not terminate running Spot Instances associated with
the request.

The short version of this command is ec2csir.

Syntax

ec2-cancel - spot-i nstance-requests request _id [request _id...]

Options

Name Description
request _id One or more Spot Instance request IDs.
Type: String

Default: None
Required: Yes
Example: sir-8456a32b

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The SPOTINSTANCEREQUEST identifier
* The Spot Instance request ID
¢ The current state

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command cancels a Spot Instance request.

PROWPT> ec2-cancel - spot -i nstance-requests sir-1a2b3c4d sir-2a2b3c4d
SPOTI NSTANCEREQUEST si r-1a2b3c4d cancel | ed
SPOTI NSTANCEREQUEST si r-2a2b3c4d cancel | ed

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CancelSpotinstanceRequests

Related Commands

¢ ec2-describe-spot-instance-requests (p. 442)
¢ ec2-describe-spot-price-history (p. 450)
e ec2-request-spot-instances (p. 653)
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ec2-confirm-product-instance

ec2-confirm-product-instance

Description

Determines whether a product code is associated with an instance. This command can only be run by
the owner of the product code. It is useful when a product code owner needs to verify whether another
user's instance is eligible for support.

The short version of this command is ec2cpi.

Syntax

ec2-confirm product-instance product_code -i instance_id

Options

Name

product _code

-i instance_id

Description

The product code.
Type: String

Default: None
Required: Yes
Example: 774FAFF8

The instance.

Type: String

Default: None
Required: Yes
Example: -i i-10a64379

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The product code

* The ID of the instance

¢ A Boolean value indicating whether the product code is attached to the instance
¢ The account ID of the instance owner (if the product code is attached)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command determines whether the specified product code is associated with the specified
instance.

PROWPT> ec2-confirm product-instance 774F4AFF8 -i i-10a64379
T74FAFF8  i-10a64379 true 111122223333

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* ConfirmProductinstance

Related Commands

¢ ec2-describe-instances (p. 353)
¢ ec2-run-instances (p. 690)

APl Version 2014-02-01
105


http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-ConfirmProductInstance.html

Amazon Elastic Compute Cloud CLI Reference
ec2-copy-image

ec2-copy-image

Description

Initiates the copy of an AMI from the specified source region to the current region. You can copy the AMI
within the same region or from one region to another.

In cross-region copy operations, the AMI is copied from the region specified with the - - sour ce- r egi on
option to the region specified with the - - r egi on option or the EC2_URL environment variable.

The short version of this command is ec2cpimg.

Syntax

At a command prompt, switch to the destination region, and then type the following:

ec2-copy-inmage -r source_region -s source_am _id [-n am _nane] [-d
am _description] [-c token]

Options

Name Description
-r, --source-region The name of the region that contains the AMI to copy.
source_regi on Type: String

Default: None
Required: Yes
Example: us-west-2

-s, --source-am-id The ID of the AMI to copy.
source_am _id Type: String

Default: None

Required: Yes

Example: ami-4fa54026

-n, --nane am _nane The name of the new AMI in the destination region.
Type: String
Default: Same name as the AMI being copied.
Required: No

Example: My-Standard-AMI

-d, --description A description for the new AMI in the destination region.
am _description Type: String
Default: Same description as the AMI being copied.
Constraints: Up to 255 characters.
Required: No
Example: -d "This is the new version of My-Standard-AMI"
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Common Options

Name

-c, --client-tokentoken

Description

Unique, case-sensitive identifier you provide to ensure
idempotency of the request. For more information, see How
to Ensure Idempotency in the Amazon Elastic Compute Cloud
User Guide.

Type: String

Default: None

Constraints: Up to 255 characters

Required: No

Example: 550e8400-e29b-41d4-a716-446655440000

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secr et _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields

--hi de-tags

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us-east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Output
Option Description
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default; The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The IMAGE identifier
¢ The ID of the new image

Amazon EC2 command line tools display errors on stderr.
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Examples

Examples

Example 1

This example command copies the AMI with the ID ani - 4d3c2bla in region us-west-2, naming the new
AMI My- St andar d- AM :

PROVPT> ec2-copy-inage -r us-west-2 -s am -4d3c2bla -n "My-Standard-AM " -d
"This is a copy of am -4fa54026 --M/-standard-AM -- fromus-west-2" -c 550e8400-
e29b- 41d4- a716- 46655440001

| MAGE am -1a2b3c4d

Example 2

This example command copies the AMI with the ID am - 4d3c2bla in region us-east-1 to ap-northeast-1,
naming the new AMI My- St andar d- AM :

PROVWPT> ec2-copy-i mage -r us-east-1 --region ap-northeast-1 -s am -4d3c2bla -n
"My-Standard-AM " -d "This is a copy of am -4fa54026 --M-Standard-AM -- from
us-east-1" -c 550e8400-e29b-41d4- a716- 46655440000

| MAGE anmi - 1a2b3c4d

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

e Copylmage

Related Commands

¢ ec2-describe-images (p. 332)
e ec2-deregister (p. 282)
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ec2-copy-shapshot

ec2-copy-snapshot

Description

Copies a point-in-time snapshot of an Amazon Elastic Block Store (Amazon EBS) volume and stores it
in Amazon Simple Storage Service (Amazon S3). You can copy the snapshot within the same region or
from one region to another.

In cross-region snapshot copy operations, the snapshot is copied from the region specified with the
- - sour ce- r egi on option to the region specified with the - - r egi on option or the EC2_URL environment
variable.

You can use the snapshot to create Amazon EBS volumes or Amazon Machine Images (AMIs). For more
information, see Amazon Elastic Block Store (Amazon EBS).

The short version of this command is ec2cpsnap.

Syntax

ec2- copy-snapshot -r source_region -s source_snapshot _id [-d description]

Options

Name Description
-r, --source-region The name of the region that contains the snapshot to be
sour ce_regi on copied.

Type: String

Default: None
Required: Yes
Example: us-west-1

-s, --source-snapshot-id The ID of the Amazon EBS snapshot to copy.
sour ce_snapshot _i d Type: String

Default: None
Required: Yes
Example: snap-4d826724

-d, --descriptiondescription | Adescription for the destination Amazon EBS snapshot.
Type: String
Default: The source's snapshot description or "[Copied from
SOURCE_REGION]" if the source snapshot doesn't have a
description.

Constraints: Up to 255 characters.
Required: No
Example: -d "Copy of user data from us-west-1"
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Common Options

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.
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Output

Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The SNAPSHOT identifier
¢ The ID of the new snapshot

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command copies the snapshot in the us-west-1 region with the ID snap- 1a2b3c4d.

PROWPT> ec2-copy-shapshot -r us-west-1 -s snap-la2b3c4d --description "Copy of
user data from us-west-1"
SNAPSHOT snap- 2a2b3c4d
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Related Topics

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CopySnapshot

Related Commands

¢ ec2-create-snapshot (p. 173)
¢ ec2-delete-snapshot (p. 251)
¢ ec2-describe-snapshots (p. 432)

APl Version 2014-02-01
113


http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-CopySnapshot.html

Amazon Elastic Compute Cloud CLI Reference
ec2-create-customer-gateway

ec2-create-customer-gateway

Description

Provides information to AWS about your VPN customer gateway device. The customer gateway is the
appliance at your end of the VPN connection. (The device on the AWS side of the VPN connection is the
virtual private gateway.) You must provide the Internet-routable IP address of the customer gateway's
external interface. The IP address must be static and can't be behind a device performing network address
translation (NAT).

You must provide the Internet-routable IP address of the customer gateway's external interface. The IP
address must be static and can't be behind a device performing NAT.

For devices that use Border Gateway Protocol (BGP), you can also provide the device's BGP Autonomous
System Number (ASN). You can use an existing ASN assigned to your network. If you don't have an ASN
already, you can use a private ASN (in the 64512 - 65534 range).

Note

Amazon EC2 supports all 2-byte ASN numbers in the range of 1 - 65534, with the exception of
7224, which is reserved in the US East (Northern Virginia) Region, and 9059, which is reserved
in the EU (Ireland) Region.

For more information about ASNs, see the Wikipedia article.

For more information about VPN customer gateways, see Adding a Hardware Virtual Private Gateway
to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addcgw.

Syntax

ec2-create-custoner-gateway -t type -i ip_address -b bgp_asn

Options

Name Description
-t type The type of VPN connection this customer gateway supports.
Type: String

Valid values: i psec. 1
Default: None
Required: Yes
Example: -t ipsec.1

-i ip_address The Internet-routable IP address for the customer gateway's
outside interface. The address must be static.
Type: String
Default: None
Required: Yes
Example: -i 12.1.2.3
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Common Options

Name

-b bgp_asn

Description

For devices that support BGP, the customer gateway's BGP
ASN.

Type: Integer

Default: None

Required: Yes

Example: -b 65534

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secr et _access_key

-T, --security-token
del egati on_t oken

--connection-ti neout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connect i on-ti meout 30

The request timeout, in seconds.
Example: - -request -ti neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

» The CUSTOMERGATEWAY identifier

« The customer gateway ID, which uniquely identifies the customer gateway

» The current state of the customer gateway (pendi ng, avai | abl e, del eti ng, del et ed)
» The type of VPN connection the customer gateway supports

¢ The Internet-routable IP address for the customer gateway's outside interface

» The customer gateway's BGP ASN

Amazon EC2 command line tools display errors on stderr.
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Examples

Examples

Example

This example command passes information to AWS about the customer gateway with the IP address
12. 1. 2. 3 and ASN 65534.

PROVPT> ec2-create-custoner-gateway -t ipsec.1 -i 12.1.2.3 -b 65534
CUSTOVERGATEWAY cgw b4dc3961 pending ipsec.1 12.1.2.3 65534

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* CreateCustomerGateway

Related Commands

e ec2-delete-customer-gateway (p. 213)
¢ ec2-describe-customer-gateways (p. 309)
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ec2-create-dhcp-options

ec2-create-dhcp-options

Description

Creates a set of DHCP options for your VPC. After creating the set, you must associate it with the VPC,
causing all existing and new instances that you launch in the VPC to use this set of DHCP options. The
following table lists the individual DHCP options that you can specify. For more information about the
options, go to RFC 2132.

DHCP Option Name Description

domain-name-servers The IP addresses of up to four domain name servers, or
AmazonProvidedDNS. The default DHCP option set specifies
AmazonProvidedDNS.

domain-name If you're using AmazonProvidedDNS in us- east - 1, specify ec2. i nt er nal .
If you're using AmazonProvidedDNS in another region, specify
region.compute.internal (for example,
ap- nor t heast - 1. conput e. i nt er nal ). Otherwise, specify a domain name
(for example, MyConpany. con).

ntp-servers The IP addresses of up to four Network Time Protocol (NTP) servers.
netbios-name-servers | The IP addresses of up to four NetBIOS name servers.

netbios-node-type The NetBIOS node type (1, 2, 4, or 8). We recommend that you specify 2
(broadcast and multicast are not currently supported). For more information
about these node types, see RFC 2132.

Important

By default, your VPC has a set of DHCP options that includes only a DNS server that we provide
(AmazonProvidedDNS). If you create a set of DHCP options, and your VPC has an Internet
gateway, make sure to set the domai n- nanme- ser ver s option either to AmazonProvidedDNS
or to a domain name server of your choice.

For more information, see DHCP Options Sets in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2adddopt.

Syntax

ec2-creat e-dhcp-opti ons nanme=val ue[,value...] [ name=val ue[,value...] ... ]
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Options

Options

Name

nanme=val ue, val ue

Description

The DHCP option (including the option's name and its value).
You can specify more than one option in the request, and
more than one value per option. If you're using the command
line tools on a Windows system, you might need to use
quotation marks (for example, "name=value,value"). If you're
using Windows Powershell, you might need to use a second
set of quotation marks, escaped with backticks (for example,
""name=value™").

Type: String

Default: None

Required: Yes

Example: "domain-name-servers=10.2.5.1,10.2.5.2"

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45
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Output
Option Description
-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The DHCPOPTIONS identifier
* The ID of the DHCP options set
¢ The OPTION identifier
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Examples

¢ The name of the option and its value

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates a set of DHCP options with a domain hame nydomai n. comand two
DNS servers (10. 2. 5. 1 and 10. 2. 5. 2).

PROVPT> ec2-creat e-dhcp-options "donai n- nanme=nydonai n. com’ " domai n- nane- serv
ers=10.2.5.1,10.2.5. 2"

DHCPOPTI ONS  dopt - 7a8b9c2d

OPTI ON donmi n-nane nydonai n. com

OPTI ON donmi n-nanme-servers 10.2.5.1,10.2.5.2

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateDhcpOptions

Related Commands

¢ ec2-associate-dhcp-options (p. 53)
¢ ec2-delete-dhcp-options (p. 216)
¢ ec2-describe-dhcp-options (p. 314)
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ec2-create-group

ec2-create-group

Description

Creates a security group.

Important
EC2-Classic: You can create up to 500 security groups.
EC2-VPC: You can create up to 100 security groups per VPC.

A security group is for use with instances either in the EC2-Classic platform or in a specific VPC. For
more information, see Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide
and Security Groups for Your VPC in the Amazon Virtual Private Cloud User Guide.

When you create a security group, you specify a friendly name of your choice. You can have a security
group for use in EC2-Classic with the same name as a security group for use in a VPC. However, you
can't have two security groups for use in EC2-Classic with the same name or two security groups for use
in a VPC with the same name.

You have a default security group for EC2-Classic and a default security group for your VPC. If you don't
specify a security group when you launch an instance, the instance is launched into the appropriate default
security group. A default security group includes a default rule that grants instances unrestricted network
access to each other.

You can add or remove rules from your security groups using the ec2- aut hori ze and ec2- r evoke
commands.

The short version of this command is ec2addgrp.

Syntax

ec2-create-group group_nanme -d description [-c vpc_id]

Options

Name Description
group_nane The name of the security group.
Type: String

Default: None

Constraints: Up to 255 characters in length
Constraints for EC2-Classic: ASCII characters
Constraints for EC2-VPC: a-z, A-Z, 0-9, spaces, and
_=I0#,@[+=&:{}!$*

Required: Yes

Example: websrv
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Common Options

Name

Description

-d, --description description  Adescription forthe security group. This is informational only.

-c, --vpc vpc_id

Type: String

Default: None

Constraints: Up to 255 characters in length
Constraints for EC2-Classic: ASCII characters
Constraints for EC2-VPC: a-z, A-Z, 0-9, spaces, and
_=I0#,@[+=&:{}!$*

Required: Yes

Example: -d "Web Servers"

[EC2-VPC] The ID of the VPC.
Type: String

Default: None

Required: Conditional

Condition: Required for EC2-VPC
Example: -c vpc-1a2b3c4d

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_ id

-W --aws-secret-key
aws_secr et _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connect i on-ti meout 30
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Output
Option Description
--request -ti neout The request timeout, in seconds.
ti meout Example: - - r equest - t i neout 45
-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXANMPLE. pem

Output

This command returns a table that contains the following information:
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¢ The GROUP identifier

The ID of the new security group

¢ The name of the security group

¢ The description of the security group

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command creates a security group named websr v for EC2-Classic.

PROVPT> ec2-create-group websrv -d "Wb Servers"
GROUP sg- 1a2b3c4d websrv Web Servers

Example 2

This example command creates a security group hamed WebSer ver SGfor the specified VPC.

PROWPT> ec2-create-group WbServer SG -d "Wb Servers" -c¢ vpc-3325caf2
GROUP sg- 0ad42d66a WebSer ver SG Web Servers

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateSecurityGroup

Related Commands

e ec2-authorize (p. 74)

¢ ec2-delete-group (p. 222)

¢ ec2-describe-group (p. 322)
¢ ec2-revoke (p. 684)

¢ ec2-run-instances (p. 690)
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ec2-create-image

ec2-create-image

Description

Creates an Amazon EBS-backed AMI from an Amazon EBS-backed instance that is either running or
stopped.

If you customized your instance with instance store volumes or Amazon EBS volumes in addition to the
root device volume, the new AMI contains block device mapping information for those volumes. When
you launch an instance from this new AMI, the instance automatically launches with those additional
volumes.

For more information, see the following topics:

¢ Creating an Amazon EBS-Backed Linux AMI (Amazon Elastic Compute Cloud User Guide)

¢ Creating an Amazon EBS-Backed Windows AMI (Amazon Elastic Compute Cloud Microsoft Windows
Guide)

The AMI creation process is different for instance store-backed AMIs. For more information about the
differences between Amazon EBS-backed and instance store-backed instances, see Storage for the Root
Device in the Amazon Elastic Compute Cloud User Guide. To create an instance store-backed AMI, use
ec2-bundle-vol (p. 736) (Linux) or ec2-bundle-instance (p. 80) (Windows).

The short version of this command is ec2cim.

Syntax

ec2-create-image instance_id --nanme nane [--description description]
[--no-reboot] [-b, --blockdevicemappi ng mappi ng]

Options

Name Description
i nstance_id The ID of the instance.
Type: String

Default: None
Required: Yes
Example: i-10a64379

-n, --nanme nane A name for the new AMI.
Type: String
Default: None

Constraints: 3-128 alphanumeric characters, parenthesis (()),
periods (.), slashes (/), dashes (-), or underscores(_). Allows
spaces if the name is enclosed in quotation marks.

Required: Yes
Example: -n "Standard Web Server"
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Options

Name

-d, --description description

--no-reboot

Description

A description for the new AMI.

Type: String

Default: None

Constraints: Up to 255 ASCII characters
Required: No

Example: -d Fedora_v11

When this option is absent, Amazon EC2 attempts to cleanly
shut down the instance before image creation and reboots
the instance. When this option is used, Amazon EC2 doesn't
shut down the instance before creating the image; therefore,
file system integrity on the created image can't be guaranteed.
Type: Boolean

Default: f al se

Required: No

Example: --no-reboot
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Options

Name Description

-b, --Dbl ock-devi ce-mappi ng
mappi ng
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Options

Name

Description

The block device mapping for the instance. This argument is
passed in the form of <devi cename>=<bl ockdevi ce>.The
devi cenane is the device name of the physical device on
the instance to map. The bl ockdevi ce can be one of the
following values:

* none - Suppresses an existing mapping of the device from
the AMI used to launch the instance. For example:
"/ dev/ sdc=none".

e epheneral [ 0. . 3] - An instance store volume to be
mapped to the device. For example:
"/ dev/ sdc=epheneral 0".

* [snapshot-id]:volume-size]:[delete-on-termination]:[volume-typel:iops]]
- An Amazon EBS volume to be mapped to the device. For
example "/ dev/ sdh=snap- 7eb96d16: : f al se: i 01: 500"
[snapshot-id]

To create a volume from a snapshot, specify the
snapshot ID.

[volume-size]
To create an empty Amazon EBS volume, omit the
shapshot ID and specify a volume size instead. For
example: "/ dev/ sdh=: 20".

[delete-on-termination]
To prevent the volume from being deleted on
termination of the instance, specify f al se. The default
ist rue.

[volume-type]
To create a Provisioned IOPS volume, specify i o1.
The default volume type is st andar d. If the volume
typeisi o1, you can also provision the number of IOPS
that the volume supports.

[iops]
The number of provisioned IOPS that the volume
supports (this option is only valid with i 01 volume
types.

You can specify multiple - - bl ock- devi ce- mappi ng options
in one call.

For more information, see Block Device Mapping in the
Amazon Elastic Compute Cloud User Guide.

Type: String

Default: None

Required: No

Example: -b "/dev/sdc=snhap-7eb96d16:100:false:io1:500"

Note
On Windows, the mappi ng argument must be
enclosed in double quotes, as shown in the example.

Note
For M3 instances, you must specify instance store
volumes in the block device mapping for the instance.
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Common Options

Name

Description

When you launch an M3 instance, we ignore any
instance store volumes specified in the block device
mapping for the AMI.

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The IMAGE identifier
¢ The ID of the new AMI

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates an AMI from the specified instance.
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Related Topics

PROVWPT> ec2-create-inmage i-10a64379 --nane "Standard Web Server" --description
"Standard web server AM"
| MAGE ami - 4f a54026

Example

This example command creates an AMI with three volumes. The first volume is based on an Amazon
EBS snapshot. The second volume is an empty 100 GiB Amazon EBS volume. The third volume is an
instance store volume, ephener al 0.

PROVWPT> ec2-create-inmage i-10a64379 --nane "Standard Web Server" --description
"Standard web server AM" -b "/dev/sdf =snap-2a3b4c5d" -b "/dev/sdg=: 100" -b

"/ dev/ sdc=ephener al 0"

| MAGE ami - 4f a54026

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ Createlmage

Related Commands

e ec2-deregister (p. 282)
¢ ec2-describe-images (p. 332)
e ec2-run-instances (p. 690)
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ec2-create-instance-export-task

ec2-create-instance-export-task

Description

Exports a running or stopped instance to an Amazon S3 bucket. For information about the supported
operating systems, image formats, and known limitations for the types of instances you can export, see
Exporting EC2 Instances in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addixt.

Syntax

ec2-create-instance-export-task instance_id -e target_environnment -f
di sk_image_format [-c container_format] -b S3_bucket [-p S3_prefix] [-d
descri ption]

Options

Name Description

i nstance_id The ID of the instance.
Required: Yes

-e, --target-environnment The target environment. VMware supports VMware 4 and 5.
target _envi ronnment Citrix supports Xen 6. Microsoft supports Microsoft Hyper-V.
Type: String

Valid values: VMware | Citrix | Microsoft
Required: Yes

-f, --disk-inage-format The disk image file format used to represent the exported
di sk_i mage_f or mat disk.
Type: String

Valid values: vidk | vhd
Default: If -e = vimwar e, then -f = vndk; otherwise vhd

Required: No
-c, --container-formt The container format used to combine disk images with
cont ai ner _f or mat metadata (such as OVF). If absent, only the disk image will
be exported.
Type: String

Valid values: OVA
Default: If -e = VMware, then -c = OVA; otherwise empty
Required: No

-b, --bucket S3_bucket The name of the destination Amazon S3 bucket where the
file will be exported. The destination bucket must exist and
grant WRITE and READ_ACL permissions to the AWS
account vm i nport - export @nazon. com
Type: String
Required: Yes
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Common Options

Name

-p, --prefixS3_prefix

-d, --descriptiondescription

Description

The prefix for the Amazon S3 key (object name) used for the
exported file. The maximum length is 1000 bytes of UTF-8
character encoding. The final key is composed from this prefix
(if specified), the export task ID, and other relevant
parameters.

Type: String

Required: No

Example: ny- export-, incom ng/vm export/

A description for the conversion task or the resource being
exported. The maximum length is 255 bytes.

Type: String
Required: No

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_ id

-W --aws-secret-key
aws_secr et _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -r equest -ti neout 45

Includes column headers in the command output.
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Output
Option Description
--show enpty-fields Shows empty columns as (ni l).
- - hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The EXPORTTASK identifier

¢ The ID of the export task

» The state of the conversion task (acti ve | cancel I i ng | cancel | ed | conpl et ed)
» The instance being exported
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¢ The target virtualization environment (viwar e | ci tri x)
¢ The format for the exported image (vndk | vhd)
¢ The Amazon S3 bucket for the destination image.

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates a task to export an instance.

PROVPT> ec2-create-instance-export-task i-38e485d8 -e vimvare -f vndk -c ova -b
nmyexport bucket

EXPORTTASK export-i-fgeltQi7 active i -38e485d8 vmar e vndk

myexport bucket export-i-fgeltOi 7. vndk

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreatelnstanceExportTask

Related Commands

¢ ec2-cancel-export-task (p. 93)
¢ ec2-describe-export-tasks (p. 319)
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ec2-create-internet-gateway

ec2-create-internet-gateway

Description

Creates an Internet gateway for use with a VPC. After creating the Internet gateway, you attach it to a
VPC using ec2- att ach-i nt er net - gat eway.

For more information about your VPC and Internet gateway, see the Amazon Virtual Private Cloud User

Guide.

The short version of this command is ec2addigw.

Syntax

ec2-creat e-internet - gat enay

Options

This command has no options.

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30
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Output
Option Description
--request -ti neout The request timeout, in seconds.
ti meout Example: - - r equest - t i neout 45
-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXANMPLE. pem

Output

This command returns a table that contains the following information:
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¢ The INTERNETGATEWAY identifier
¢ The ID of the Internet gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates an Internet gateway.

PROVPT> ec2-create-internet-gateway
| NTERNETGATEVAY i gw c0a643a9

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* CreatelnternetGateway

Related Commands

e ec2-attach-internet-gateway (p. 61)

¢ ec2-delete-internet-gateway (p. 226)

¢ ec2-describe-internet-gateways (p. 366)
¢ ec2-detach-internet-gateway (p. 508)
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ec2-create-keypair

ec2-create-keypair

Description

Creates a 2048-bit RSA key pair with the specified name. Amazon EC2 stores the public key and displays
the private key for you to save to a file. The private key is returned as an unencrypted PEM encoded
PKCS#8 private key. If a key with the specified name already exists, Amazon EC2 returns an error.

You can have up to five thousand key pairs per region.
Tip
The key pair returned to you is available only in the region in which you create it. To create a
key pair that is available in all regions, use ec2-import-keypair (p. 557).

For more information, see Key Pairs in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addkey.

Syntax

ec2-create-keypair key

Options

Name Description
key A unique name for the key pair.
Type: String

Default: None

Constraints: Up to 255 ASCII characters.
Required: Yes

Example: my-key-pair

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The KEYPAIR identifier

¢ The name of the key pair
¢ The private key fingerprint
¢ The private key contents

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates a key pair named my-key-pair.

PROVPT> ec2-create-keypair mnmy-key-pair

KEYPAI R ny- key-pair 1f:51: ae: 28: bf: 89: e9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f
---- BEG N RSA PRI VATE KEY ----

M | G TCCAf | CCQDENYoRWOUXOG ANBgkghki GOWOBAQUFADCBI DEL MAKk GA1UEBhMC
VVIMK Cz AJBgNVBAgTAl d BMRAWDg YDVQQHEWD TZWFOd Gx | MQBWDQYDVQQKEWZBbWF6
b24xFDASBgNVBAs TCOI BTSBDb25zhb2x| MRl wEAYDVQQDEWM UZXNOQ2I s YWk Hz Ad
Bgkghki GOQWOBCQEVEGEVb251 QGFt YXpvbi 5) b20wHhc NMTEWNDI 1M AONTI x\WhcN
MT1 wNDI OM AONTI xW CBi DEL MAk GA1UEBhMCVVMK Cz AJBgNVBAgTAI dBVMRAWDg YD
VQQHEWD TZWFOd Gx | MQBWDQYDVQRKEWZBbWF6b24x FDASBgNVBAS TCOI BTSBDb252
b2x! MRI wEAYDVQQRDEW UZXNOQ2| s YWWk Hz AdBgk ghki GOWOBCQEVEGEV b 251 QGFt
YXpvbi 5] b20wgZ8wDQYJKoZI hvc NAQEBBQADg YOAM GJ Ao GBAMaKOdn+a4GrN W
21uUSf wf Evy SW C2XADZ4nB+BLYgVI k60Cpi wsZ3@3vUEI GB1 yNoH f OWYK8nmBT
r DHudUzg3qX4walLGEMA3q7Wgc/ MoQ TxOUSQv7c7ugFFDz QGBz ZswY6786nmB6gpE
I bb3Chj ZnzcvQAaRHhdI QW M2nr AgMBAAEWDQYJKoZI hvc NAQEFBQADg YEAt Cu4
nUnhVVxYUnt neD9+h8My9q6qg+auNKy ExzyLwax| Aoo7TIH dbt S435i NmzgXLOFkb
FFBj vSf pJI | J00zbhNYS5f 6GuoEDNFJI 0ZxBHj Jnyp3780D8uTs7f Lvj x79Lj STb
NYi yt VbZPQU@B Yaxu2j Xni mvw3r r szl aEXAMPLE

----- END RSA PRI VATE KEY-----

Create afile named ny- key- pai r . pemand paste the entire key from the response into this file, including
the following lines.
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"---- BEGA N RSA PRI VATE KEY ----"
EEEEE END RSA PRI VATE KEY----- "

Confirm that the file contents are similar to the following and save the file to a local directory.

---- BEA N RSA PRI VATE KEY ----

M | G TCCAf | CCQD6N7oRWOUuXg ANBgkghki GOWOBAQUFADCBI DEL MAk GA1UEBhMC
VWK Cz AJBgNVBAg TAI d BVMRAWDg YDVQQHEWD TZWFOdGx | MQBWDQYDVQQKEWZBb W6
b24xFDASBgNVBAs TCOI BTSBDb25zb2x| MRl wEAYDVQQRDEW UZXNOQ2I s YWk Hz Ad
Bgkghki GOWOBCQEWEGEVH25I QGFt YXpvbi 5j b20wHhcNMTEWNDI 1M AONTI x\WacN
MTT wNDI OM AONTI xW CBi DEL MAk GA1UEBhMCVVIVK Cz AJ BgNVBAgTAI dBVRAWDG YD
VQOHEWD TZWFOd Gx | MQBWDQYDVQQKEWZBbWF6b 24 x FDASBgNVBAS TCOI BTSBDb252
b2x! MRI WEAYDVQQDEW UZXNOQ2| s YWk Hz AdBgk ghki GOWOBCQEWEGEVb 251 QGFt
YXpvbi 5] b20wgZ8wbDQYJKoZI hvc NAQEBBQADg YOAM GJ AoGBAMaKOdn+a4 GrN W
21uUSf wf Evy SW C2XADZ4nB+BLYgVI k60Cpi wsZ3&X3v UElI O3] yNoH f OWYK8mdT
r DHudUZg3qX4walL GEMA3q7Wgc/ MoQ TxOUSQv7c7ugFFDz QGBz ZswY6786nB86gpE
| bb3Chj ZnzcvQAaRHhdl QW Mh2nr AgVMBAAEWDQYJKoZI hvc NAQEFBQADg YEAL Cud
nUnVVxYUnt neD9+h8My9q6q+auNKy ExzyLwax! Aco7TJIH dbt S4J35i NnZgXLOFkb
FFBj vSf pJI | J00zbhNYS5f 6GuoEDNFJIl 0ZxBHj Jnyp3780D8uTs 7f Lvj x79Lj STh
NYi yt VbZPQUQBYaxu2j Xni m/w3r r szl aEXAMPLE

----- END RSA PRI VATE KEY--- - -

Keep this file in a safe place; it is required to decrypt login information when you connect to an instance
that you launched using this key pair.

If you're using an SSH client on a Linux computer to connect to your instance, use the following command
to set the permissions of your private key file so that only you can read it.

$ chrod 400 ny- key- pair. pem

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateKeyPair

Related Commands

¢ ec2-delete-keypair (p. 229)
¢ ec2-describe-keypairs (p. 371)
¢ ec2-run-instances (p. 690)
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ec2-create-network-acl

ec2-create-network-acl

Description

Creates a network ACL in a VPC. Network ACLs provide an optional layer of security (in addition to
security groups) for the instances in your VPC.

For more information, see Network ACLs in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addnacl.

Syntax

ec2-creat e- net wor k- acl
Options

Name

vpc_id

vpc_id

Description

The ID of the VPC.
Type: String

Default: None
Required: Yes

Example: vpc-9ea045f7

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following information:

¢ The NETWORKACL identifier

e The ACL ID

e The ID of the VPC for the network ACL
¢ The default ENTRY elements

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates a network ACL in the specified VPC. The response includes a default
entry for egress, and another for ingress, each with a very high rule number (32767). These are the last
entries that we process to decide whether traffic is allowed into our out of an associated subnet. If the
traffic doesn't match any rules with a lower rule number, then these default entries ultimately deny the
traffic. The - 1 means all protocols and ports.

PROVPT> ec2-create-network-acl vpc-11ad4878
NETWORKACL acl - 5f b85d36  vpc-11ad4878
ENTRY egress 32767 deny 0.0.0.0/0 all
ENTRY ingress 32767 deny 0.0.0.0/0 all

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateNetworkAcl

Related Commands

¢ ec2-delete-network-acl (p. 232)
¢ ec2-describe-network-acls (p. 375)
« ec2-replace-network-acl-association (p. 632)
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ec2-create-network-acl-entry

Description

Creates an entry (a rule) in a network ACL with the specified rule number. Each network ACL has a set
of numbered ingress rules and a separate set of numbered egress rules. When determining whether a
packet should be allowed in or out of a subnet associated with the ACL, we process the entries in the
ACL according to the rule numbers, in ascending order. Each network ACL has a set of ingress rules and
a separate set of egress rules.

Tip

We recommend that you leave room between the rule numbers (for example, 100, 110, 120,

...), and not number them one right after the other (for example, 101, 102, 103, ...). This makes

it easier to add a rule between existing ones without having to renumber the rules.

After you add an entry, you can't modify it; you must either replace it or create an entry and delete the
old one.

For more information, see Network ACLs in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addnae.

Syntax

ec2-create-network-acl-entry acl _id -n rule_nunber [--egress] -P protocol -r
cidr [-p port_range] [-t icnp_type_code] { --allow | --deny }

Options

Name Description
acl _id The ID of the ACL for the entry.
Type: String

Default: None
Required: Yes
Example: acl-5fb85d36

-n, --rule-nunber rule_nunber  The rule number for the entry (for example, 100). ACL entries
are processed in ascending order by rule number.
Type: Number
Default: None
Constraints: Positive integer from 1 to 32766
Required: Yes
Example: -n 100

--egress Indicates that the rule be applied to traffic leaving the subnet.
Default: If not specified, the rule applies to ingress traffic into
the subnet.

Required: No
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Options
Name Description
-P, --protocol protocol The IP protocol. You can specify al | or - 1 to mean all
protocols.
Type: String
Valid values:al | |-1|tcp |udp |icnp or any protocol
number (for a list, see Protocol Numbers).
Required: Yes
Example: -P 6
-r, --cidr cidr The CIDR range to allow or deny, in CIDR notation.
Type: String
Default: None
Required: Yes
Example: -r 172.16.0.0/24
-p, --port-range port_range For TCP or UDP: The range of ports to allow.
Type: String
Valid values: A single integer or a range (min-max). You can
specify -1 to mean all ports (for example, port range 0-65535).
Default: None
Required: Conditional
Condition: Required if specifying t cp or udp (or the equivalent
number) for the protocol.
Example: -p 80-84
-t, --icnp-type-code For ICMP: The ICMP type and code using formatt ype: code,

i cnp_type_code

--all ow

--deny

where both are integers. You can use -1 for the type or code
to mean all types or all codes.

Type: String

Default: None

Required: Conditional

Condition: Required if specifying i cnp (or the equivalent
number) for the protocol.

Example: -t -1:-1

Specifies that any traffic matching the rule is allowed.
Required: Conditional

Condition: You must specify either --allow or --deny, but not
both options.

Specifies that any traffic matching the rule is denied.
Required: Conditional

Condition: You must specify either --allow or --deny, but not
both.
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Common Options

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

APl Version 2014-02-01

149


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference
Output

Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The ENTRY identifier

» The traffic allowed or denied (i ngr ess | egr ess)
¢ The rule number

* Indicates what to do with the traffic (al | ow| deny)
¢ The CIDR range to allow or deny

¢ The protocol

¢ The first port in the range

¢ The last port in the range

Amazon EC2 command line tools display errors on stderr.
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Examples

Example

This example command creates an entry with rule number 100 in the network ACL with the ID
acl - 2cb85d45. The rule allows ingress traffic from anywhere (0. 0. 0. 0/ 0) on UDP port 53 into any
associated subnet.

PROVPT> ec2-creat e-network-acl-entry acl -2cb85d45 -n 100 -r 0.0.0.0/0 -P udp -
p 53 --allow
ENTRY ingress 100 allow 0.0.0.0/0 udp 53

53

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* CreateNetworkAclEntry

Related Commands

¢ ec2-delete-network-acl-entry (p. 235)
¢ ec2-describe-network-acls (p. 375)
¢ ec2-replace-network-acl-entry (p. 636)
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ec2-create-network-interface

Description

Creates a network interface in the specified subnet.
For more information, see Elastic Network Interfaces in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addnic.

Syntax

ec2-create-network-interface -d, --description description [--private-ip-address
i p_address] [--secondary-private-ip-address ip_address]
[--secondary-private-ip-address-count address_count] [-g, --group

security_group_id]

Options

Name Description

-d, --description description | Adescription for the network interface.
Type: String
Default: None
Required: No

Example: -d "My ENI"

--private-ip-addressip_address | The primary private IP address of the network interface. If
you don't specify an IP address, Amazon EC2 selects one
from the subnet range.

Type: String

Default: None

Required: No

Example: --private-ip-address 10.0.2.17

--secondary-private-ip-address | The IP address to be assigned as a secondary private IP

i p_address address to the network interface. You can use this option
multiple times to assign multiple secondary IP addresses to
the network interface.

If you don't specify an IP address, Amazon EC2 selects one
from the subnet range.

You can't specify this parameter when also specifying
--secondary-private-ip-address-count.
Type: String

Default: None

Required: No

Example: --secondary-private-ip-address 10.0.2.18
-secondary-private-ip-address 10.0.2.28

APl Version 2014-02-01
152


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html

Amazon Elastic Compute Cloud CLI Reference

Common Options

Name

Description

--secondar y-pri vat e-i p-addr ess- count | The number of secondary IP addresses to assign to the

addr ess_count

network interface. For more information, see Private IP
Addresses Per ENI Per Instance Type in the Amazon Elastic
Compute Cloud User Guide.

You can't specify this parameter when you also specify
--secondary-private-ip-address.

Type: Integer

Default: None

Required: No

Example: --secondary-private-ip-address-count 2

-g, --groupsecurity _group_id | A security group to add to the network interface. You can use

this option multiple times to add multiple groups.

Type: String

Default: None. If no security group is specified, the interface
will become a member of the default security group.
Required: No

Example: -g sg-bbalbcd7 -g sg-6d495601

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).
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Option Description

--connection-ti meout The connection timeout, in seconds.

ti meout Example: - - connecti on-ti meout 30

--request -ti neout The request timeout, in seconds.

ti meout Example: - - r equest - t i neout 45

-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).

--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns the ENI ID for the network interface that was created, along with the subnet ID,
VPC ID, Availability Zone, private IP addresses, and security group membership.

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command creates a network interface in the specified subnet.

PROVPT> ec2-create-network-interface -d "My ENI" -g sg-bbalbcd7 --private-ip-
address 10.0.2.17 subnet-fdo4ffo4

NETWORKI NTERFACE  eni - 3b9f 6552 My ENl subnet - f dO4f f 94 vpc- e604f f 8f us- east -
1b 089818748305 fal se pendi ng 02: 1a: 80: 41: 52: 9¢c 10.0. 2. 17 true
GROUP  sg-bbalbcd7 defaul t

PRI VATEI PADDRESS 10. 0. 2. 17

Example 2

This example command creates a network interface address with a primary private IP address of
10. 0. 0. 117, and two secondary private IP addresses: one secondary private IP address of 10. 0. 0. 118
and another secondary private IP address that is selected by Amazon EC2.

PROWPT> ec2-create-network-interface -d "My ENI" -g sg-b1b508d8 --private-ip-
address 10.0.0.117 --secondary-private-ip-address 10.0.0. 118 subnet-b1b508d8
NETWORKI NTERFACE eni - f 907b890 My ENl  subnet-b1b508d8 vpc-a2b508ch ap-

sout heast-1a 013274050172 fal se pendi ng 02: 75: 42: 60: 6¢: 05
10.0.0. 117 true

GROUP  sg-82b3alee defaul t

PRI VATEI PADDRESS 10.0.0. 117

PRI VATEI PADDRESS 10.0.0. 118

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* CreateNetworklInterface

Related Commands

¢ ec2-attach-network-interface (p. 64)
¢ ec2-delete-network-interface (p. 239)
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Related Topics

ec2-describe-network-interface-attribute (p. 380)
ec2-describe-network-interfaces (p. 384)
ec2-detach-network-interface (p. 511)
ec2-modify-network-interface-attribute (p. 584)
ec2-reset-network-interface-attribute (p. 673)
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ec2-create-placement-group

Description

Creates a placement group that you launch cluster instances into. You must give the group a name that's
unique within the scope of your account.

For more information about placement groups and cluster instances, see Cluster Instances in the Amazon
Elastic Compute Cloud User Guide.

The short version of this command is ec2addpgrp.

Syntax

ec2-creat e- pl acenent - group pl acement _group -s strategy

Options

Name Description
pl acenent _gr oup A name for the placement group.
Type: String

Default: None

Required: Yes

Constraints: Up to 255 ASCII characters.
Example: XYZ-cluster

-s strategy The placement strategy.
Type: String
Valid values: cl ust er
Default: cluster
Required: Yes
Example: -s cluster

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The PLACEMENTGROUP identifier
¢ The placement group name

¢ The placement strategy

¢ The state of the placement group

Examples

Example

This example command creates a placement group named XYZ- cl ust er .

PROVPT> ec2-create-pl acenent - group XYZ-cluster -s cluster
PLACEMENTGROUP XYZ-cl uster cluster avail able

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreatePlacementGroup

Related Commands

¢ ec2-delete-placement-group (p. 242)
¢ ec2-describe-placement-groups (p. 391)
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ec2-create-reserved-instances-listing

Description

Creates a listing for Amazon EC2 Reserved Instances that will be sold in the Reserved Instance
Marketplace. You can submit one Reserved Instance listing at a time.

The Reserved Instance Marketplace matches sellers who want to resell Reserved Instance capacity that
they no longer need with buyers who want to purchase additional capacity. Reserved Instances bought
from third-party sellers through the Reserved Instance Marketplace work like any other Reserved Instances.

If you want to sell your Reserved Instances, you must first register as a Seller in the Reserved Instance
Marketplace. After completing the registration process, you can create a Reserved Instance Marketplace
listing of some or all of your Reserved Instances, and specify the upfront price you want to receive for
them. Your Reserved Instance listings then become available for purchase.

For more information, see Reserved Instance Marketplace in the Amazon Elastic Compute Cloud User
Guide.

Syntax

ec2-create-reserved-instances-listing --reserved-instance RESERVED- | NSTANCE
--instance-count | NSTANCE- COUNT [--client-token TOKEN] MONTH: PRI CE
[ MONTH: PRI CE[ . . . 1]

Options

Name Description
--reserved-instance The ID of the active Reserved Instance.
RESERVED- | NSTANCE Type: String

Default: None
Required: Yes

--instance- count | NSTANCE- COUNT | The number of instances that are a part of a Reserved
Instance account that will be listed in the Reserved Instance
Marketplace. This number should be less or equal to the
instance count associated with the Reserved Instance ID
specified in this command.
Type: Integer
Default: Total number of Reserved Instances active for the
account

Required: Yes

MONTH: PRI CE The price and schedule entry, using the format
MONTH:PRICE, where MONTH is the number of months and
PRICE is the numerical part of the price you want for the
specified months of the term. For example, 14:12.34 means
you want to sell 14 months at the price of $12.34.
Type: String
Default: None
Required: Yes
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Common Options

Name

--client-token TOKEN

Description

Unique, case-sensitive identifier you provide to ensure
idempotency of your listings. This helps avoid duplicate
listings. For more information, see Ensuring Idempotency in
the Amazon Elastic Compute Cloud User Guide.

Type: String

Default: None

Required: No

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

The command returns a table that contains the following information:
The listing information

¢ The LISTING identifier

» Reserved Instance listing ID
* Reserved Instance ID

* Create Date

¢ Update Date

o Status

e Status Message
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Examples

One or more rows that contain instance count information

¢ The INSTANCE-COUNT identifier
¢ The instance count state
¢ The instance count

One or more rows that contain price schedule information

¢ The PRICE-SCHEDULE identifier

e The term

¢ The price

¢ Whether or not the schedule is active

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates a Reserved Instance Marketplace listing from the existing Reserved
Instance b847f a93- c736- 4eae- bcal- e3147exanpl e, which has 5 months remaining in its term. In
this example, we set the upfront price at $1.20.

The command looks like this:

PROWPT> ec2-create-reserved-instances-listing --reserved-instance b847fa93-c736-
4eae- bcal- 3147exanpl e --instance-count 1 05:01.20

Amazon EC2 returns output similar to the following:

Type Reservedl nstancesLi stingld Reservedl nstancesl d Creat eDat e Updat eDat e St at us
St at usMessage

LI STI NG 095c0e18- c9e6- 4692- 97e5- 653e0exanpl e b847f a93- c736- 4eae- bcal- e3147exanpl e
Tue Aug 28 18:21:07 PDT 2012 Tue Aug 28 18:21:07 PDT 2012 active active

I NSTANCE- COUNT avail able 1

I NSTANCE- COUNT sold O

I NSTANCE- COUNT cancel l ed 0

I NSTANCE- COUNT pendi ng 0

PRI CE- SCHEDULE 5 $1.2 true

PRI CE- SCHEDULE 4 $1.2 fal se

PRI CE- SCHEDULE 3 $1.2 false

PRI CE- SCHEDULE 2 $1.2 false

PRI CE- SCHEDULE 1 $1.2 true

Related Operations

¢ ec2-cancel-reserved-instances-listing (p. 96)
¢ ec2-describe-reserved-instances-listings (p. 405)
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ec2-create-route

ec2-create-route

Description

Creates a route in a route table within a VPC. The route's target can be an Internet gateway or virtual
private gateway attached to the VPC, a VPC peering connection, or a NAT instance in the VPC.

When determining how to route traffic, we use the route with the most specific match. For example, let's
say the traffic is destined for 192. 0. 2. 3, and the route table includes the following two routes:

e 192. 0. 2. 0/ 24 (goes to some target A)
e 192. 0. 2. 0/ 28 (goes to some target B)

Both routes apply to the traffic destined for 192. 0. 2. 3. However, the second route in the list covers a
smaller number of IP addresses and is therefore more specific, so we use that route to determine where
to target the traffic.

For more information, see Route Tables in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addrt.

Syntax

ec2-create-route route table id -r cidr {-g gateway_id | -i instance_id | -n
interface_id | -p vpc_peering_connection}

Options

Name Description
route_table_id The ID of the route table for the route.
Type: String

Default: None
Required: Yes
Example: rtb-5da34634

-r, --cidr cidr The CIDR address block used for the destination match.
Routing decisions are based on the most specific match.
Type: String
Default: None
Required: Yes
Example: -r 0.0.0.0/0
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Common Options

Name

-g, --gateway gateway_id

-i, --instance instance_id
-n, --network-interface
interface_id

-p, --Vpc-peering-connection

vpc_peering_connecti on

Common Options

Option

--region

regi on

Description

The ID of an Internet gateway or virtual private gateway
attached to your VPC.

Type: String

Default: None

Required: Conditional

Condition: You must specify one of the following: - - gat eway,
--instance, --vpc-peering-connection, or
--network-interface.

Example: -g igw-68a34601

The ID of a NAT instance in your VPC. The operation fails if
you specify an instance ID unless exactly one network
interface is attached.

Type: String

Default: None

Required: Conditional

Condition: You must specify one of the following: - - gat eway,
--instance, --vpc-peering-connection, or
--network-interface.

Example: -i i-a7c871e3

The network interface associated with the route.
Type: String

Default: None

Required: Conditional

Condition: You must specify one of the following: - - gat eway,
--instance, --vpc-peering-connection, or
--network-interface.

Example: -n eni-5b729933

The VPC peering connection associated with the route.
Type: String

Default: None

Required: Conditional

Condition: You must specify one of the following: - - gat eway,
--instance, --network-interface, or
--Vvpc-peering-connecti on.

Example: -p pcx-1a2b3c4d

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U

option.

Default: The region specified by the EC2_URL environment variable,
or us-east -1 if EC2_URL isn't set.
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Common Options

Option

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ROUTE identifier
¢ The ID of the target

Amazon EC2 command line tools display errors on stderr.
Examples

Example 1

This example command creates a route in the route table with the ID r t b- e4ad488d. The route matches
all traffic (0. 0. 0. 0/ 0) and routes it to the Internet gateway with the ID i gw eaad4883.

PROVPT> ec2-create-route rth-e4ad488d -r 0.0.0.0/0 -g i gw eaad4883
ROUTE i gw eaad4883 0.0.0.0/0

Example 2

This example command creates a route in the route table with the ID r t b- g8f f 4ea2. The route sends
all traffic (0. 0. 0. 0/ 0) to the NAT instance with the ID i - 1a2b3c4d.

PROVPT> ec2-create-route rth-g8ff4ea2 -r 0.0.0.0/0 -i i-1a2b3c4d
ROUTE i-1la2b3c4d 0.0.0.0/0
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Related Topics

Example 3

This example command creates a route in route table r t b- g8f f 4ea2. The route matches traffic for the
CIDR block 10. 0. 0. 0/ 16 and routes it to VPC peering connection, pcx- 111aaa22. This route enables
traffic to be directed to the peer VPC in the VPC peering connection.

PROVWPT> ec2-create-route rth-g8ffd4ea2 -r 10.0.0.0/16 -p pcx-1llaaa22
ROUTE  pcx-11laaa22 10.0.0.0/ 16

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateRoute

Related Commands

¢ ec2-delete-route (p. 245)
¢ ec2-describe-route-tables (p. 423)
e ec2-replace-route (p. 640)
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ec2-create-route-table

ec2-create-route-table

Description

Creates a route table for the specified VPC. After you create a route table, you can add routes and

associate the table with a subnet.

For more information about route tables, see Route Tables in the Amazon Virtual Private Cloud User

Guide.

The short version of this command is ec2addrtb.

Syntax

ec2-create-route-table vpc_id

Options

Name

vpc_id

Description

The ID of the VPC.
Type: String

Default: None
Required: Yes

Example: vpc-9ea045f7

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ROUTETABLE identifier

* The ID of the route table

¢ The ID of the VPC

¢ Information about the default route for every new route table

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates a route table for the VPC with the ID vpc- 9ea045f 7.

PROVPT> ec2-create-route-table vpc-9ea045f7
ROUTETABLE rt b- 6aa34603 vpc- 9ea045f 7
ROUTE | ocal active 172.16.0.0/ 16

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateRouteTable

Related Commands

e ec2-associate-route-table (p. 57)

¢ ec2-create-route (p. 164)

¢ ec2-delete-route-table (p. 248)

¢ ec2-describe-route-tables (p. 423)

¢ ec2-disassociate-route-table (p. 529)
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Related Topics

¢ ec2-replace-route-table-association (p. 644)
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ec2-create-snapshot

ec2-create-snapshot

Description

Creates a snapshot of an Amazon EBS volume and stores it in Amazon S3. You can use snapshots for
backups, to make copies of instance store volumes, and to save data before shutting down an instance.

When a snapshot is created, any AWS Marketplace product codes from the volume are propagated to
the snapshot.

You can take a snapshot of an attached volume that is in use. However, snapshots only capture data
that has been written to your Amazon EBS volume at the time the snapshot command is issued. This
may exclude any data that has been cached by any applications or the operating system. If you can pause
any file writes to the volume long enough to take a snapshot, your snapshot should be complete. However,
if you can't pause all file writes to the volume, you should unmount the volume from within the instance,
issue the snapshot command, and then remount the volume to ensure a consistent and complete snapshot.
You may remount and use your volume while the snapshot status is pendi ng.

To create a snapshot for Amazon EBS volumes that serve as root devices, you should stop the instance
before taking the snapshot.

To unmount the volume in Linux/Unix, use the following command:

umount -d devi ce_nane

Where device_name is the device name (for example, / dev/ sdh).

To unmount the volume in Windows, open Disk Management, right-click the volume to unmount, and
select Change Drive Letter and Path. Select the mount point to remove, and then click Remove.

For more information, see Amazon Elastic Block Store in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addsnap.

Syntax

ec2-create-snapshot volune_id [-d description]

Options

Name Description
vol une_id The ID of the Amazon EBS volume.
Type: String

Default: None
Required: Yes
Example: vol-4d826724

APl Version 2014-02-01
173


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html

Amazon Elastic Compute Cloud CLI Reference

Common Options

Name Description
-d, --description description | A description for the snapshot.
Type: String

Default: None

Constraints: Up to 255 characters
Required: No

Example: -d "Daily backup"

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- -debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

» The SNAPSHOT identifier

¢ The ID of the snapshot

» The ID of the volume

¢ The state of the snapshot (pendi ng, conpl et ed, error)
¢ The time stamp when the snapshot initiated

» The percentage of completion

¢ The ID of the snapshot owner

* The size of the volume

¢ The description of the snapshot
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Examples

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates a snapshot of the volume with the ID vol - 1a2b3c4d.

PROVPT> ec2-creat e-snapshot vol - 1a2b3c4d --description "Daily Backup"
SNAPSHOT snap- 1la2b3c4d vol - 1a2b3c4d pendi ng YYYY- MM DDTHH: MM SS+0000
111122223333 30 Daily Backup

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateSnapshot

Related Commands

¢ ec2-delete-snapshot (p. 251)
¢ ec2-describe-snapshots (p. 432)
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ec2-create-spot-datafeed-subscription

ec2-create-spot-datafeed-subscription

Description

Creates the data feed for Spot Instances, enabling you to view Spot Instance usage logs. You can create
one data feed per account. For more information about Spot Instances, see Spot Instances in the Amazon
Elastic Compute Cloud User Guide.

The short version of this command is ec2addsds.

Syntax

ec2-creat e-spot - dat af eed- subscri ption --bucket bucket [--prefix prefix]

Options

Name Description

-b, --bucket bucket The Amazon S3 bucket in which to store the Spot Instance
datafeed.
Type: String

Default: None

Constraints: Must be a valid bucket associated with your
account.

Required: Yes
Example: - b nyawsbucket

-p, --prefix bucket A prefix for the datafeed file names.
Type: String
Default: None
Required: No
Example:-p spotdata_

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.

Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The SPOTDATAFEEDSUBSCRIPTION identifier

¢ The AWS account ID of the owner

* The Amazon S3 bucket where the data feed is located
* The prefix for the data feed file names

e The state (Active |l nactive)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates the data feed for the account.

PROVPT> ec2-create-spot - dat af eed- subscription -b myawsbucket -p spotdata_
SPOTDATAFEEDSUBSCRI PTI ON 111122223333 nyawsbucket spotdata_ Active

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateSpotDatafeedSubscription

Related Commands

¢ ec2-delete-spot-datafeed-subscription (p. 254)
¢ ec2-describe-spot-datafeed-subscription (p. 439)
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ec2-create-subnet

ec2-create-subnet

Description

Creates a subnet in an existing VPC.

When you create each subnet, you provide the ID of the VPC and the CIDR block you want for the subnet.
After you create a subnet, you can't change its CIDR block. The subnet's CIDR block can be the same
as the VPC's CIDR block (assuming you want only a single subnet in the VPC), or a subset of the VPC's
CIDR block. If you create more than one subnet in a VPC, the subnets' CIDR blocks must not overlap.
The smallest subnet (and VPC) you can create uses a /28 netmask (16 IP addresses), and the largest
uses a /16 netmask (65,536 IP addresses).

Important
We reserve both the first four IP addresses and the last IP address in each subnet's CIDR block.
They're not available for use.

If you add more than one subnet to a VPC, they're set up in a star topology with a logical router in the
middle.

For more information about subnets, see Your VPC and Subnets in the Amazon Virtual Private Cloud
User Guide.

If you launch an instance in a VPC using an Amazon EBS-backed AMI, the IP address doesn't change
if you stop and restart the instance (unlike a similar instance launched outside a VPC, which gets a new
IP address when restarted). It's therefore possible to have a subnet with no running instances (they're all
stopped), but no remaining IP addresses available. For more information about Amazon EBS-backed
AMls, see AMI Basics in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addsubnet.

Syntax

ec2-create-subnet -c vpc_id -i cidr [ -z zone ]

Options

Name Description
-c vpc_id The ID of the VPC.
Type: String

Default: None
Required: Yes
Example: -c vpc-1la2b3c4d

- cidr The CIDR block for the subnet.
Type: String
Default: None
Required: Yes
Example: -i 10.0.1.0/24
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Common Options

Name

-Z zZone

Description

The Availability Zone for the subnet.

Type: String

Default: Amazon EC2 selects one for you (recommended).
Required: No

Example: -z us-east-1a

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secr et _access_key

-T, --security-token
del egati on_t oken

--connection-ti neout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -ti neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

» The SUBNET identifier

¢ The ID of the subnet

» The current state of the subnet (pendi ng or avai | abl e)

» The ID of the VPC the subnet is in

¢ The CIDR block assigned to the subnet

» The number of IP addresses in the subnet that are available
¢ The Availability Zone the subnet is in

Amazon EC2 command line tools display errors on stderr.
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Examples

Examples

Example

This example command creates a subnet with CIDR block 10. 0. 1. 0/ 24 in the VPC with the ID

vpc- 1la2b3c4d.

PROVPT> ec2-creat e-subnet
SUBNET subnet - 9d4a7b6c
la

-Cc vpc-la2b3c4d -i 10.0.1.0/24

pendi ng vpc- 1la2b3c4d

10.0.1.0/ 24

251

us- east -

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateSubnet

Related Commands

¢ ec2-delete-subnet (p. 257)
¢ ec2-describe-subnets (p. 456)
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ec2-create-tags

ec2-create-tags

Description

Adds or overwrites one or more tags for the specified resource or resources. Each resource can have a
maximum of 10 tags. Each tag consists of a key and optional value. Tag keys must be unique per resource.

For more information, see Tagging Your Resources in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addtag.

Syntax

ec2-create-tags resource_id [resource_id ...] --tag key[=value] [--tag
key[ =val ue] ...]

Options

Name Description
resource_id The IDs of one or more resources to tag.
Type: String

Default: None
Required: Yes
Example: ami-1a2b3c4d

--tag key or key=val ue The key and optional value of the tag, separated by an equals
sign (=). If you don't include a value, we set the value to an
empty string.

If you're using the command line tools on a Windows system,
you might need to use quotation marks (for example,
"key=value"). If you're using Windows Powershell, you might
need to use a second set of quotation marks, escaped with
backticks (for example, ""key=value™").

Type: String

Default: None

Constraints: The maximum tag key length is 127 Unicode
characters, and may not begin with aws: . The maximum tag
value length is 255 Unicode characters. Tag keys and values
are case-sensitive.

Required: Yes
Example: --tag "stack=Production”
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Common Options

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.
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Output

Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The TAG identifier

» The resource type identifier
e The ID of the resource

* The tag key

¢ The tag value

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command adds (or overwrites) two tags for an AMI and an instance. One of the tags contains
just a key (webser ver ), with no value (we set the value to an empty string). The other tag consists of a
key (st ack) and value (Pr oduct i on).
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Related Topics

PROVWPT> ec2-create-tags am - 1la2b3c4d i-7d3e5a2f --tag webserver --tag
"stack=Production"

TAG image am -l1la2b3c4d webserver

TAG image am-1a2b3c4d stack Production

TAG instance i-7d3e5a2f webserver

TAG instance i-7d3eba2f stack Production

Example 2

The following example changes the value of the st ack tag for one of your AMIs from Pr oducti on to
Test .

PROWPT> ec2-create-tags am -1la2b3c4d --tag "stack=Test"
TAG am -1la2b3c4d inmage stack Test

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

e CreateTags

Related Commands

¢ ec2-delete-tags (p. 260)
e ec2-describe-tags (p. 461)
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ec2-create-volume

ec2-create-volume

Description

Creates an Amazon EBS volume that can be attached to any instance in the same Availability Zone.
Any AWS Marketplace product codes from the snapshot are propagated to the volume.
For more information, see Amazon Elastic Block Store in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addvol.

Syntax

ec2-create-volume [--size size | --snapshot snapshot_id [--size size]]
--availability-zone zone [--type type [--iops iops]]

Options

Name Description
-s, --Size size The size of the volume, in GiBs.
Type: String

Valid values: 1- 1024

Constraints: If the volume type is i 01, the minimum size of
the volume is 10 GiB.

Default: If you're creating the volume from a snapshot and
don't specify a volume size, the default is the snapshot size.

Required: Conditional

Condition: Required unless you're creating the volume from
a snapshot.

Example: --size 80

--snapshot snapshot _id The snapshot from which to create the volume.
Type: String
Default: None
Required: Conditional

Condition: Required if you are creating a volume from a
snapshot.

Example: --snapshot snap-78a54011

-z, --availability-zone zone | The Availability Zone in which to create the volume. Use
ec2-describe-availability-zones (p. 295) to list the Availability
Zones that are currently available to you.
Type: String
Default: None
Required: Yes
Example: --availability-zone us-east-1a
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Common Options

Name

-t, --type type

-i, --iops iops

Description

The volume type.

Type: String

Valid values: st andar d for standard EBS volumes ori o1
for Provisioned IOPS volumes.

Default: st andar d

Required: No

Example: --type iol

The number of I/O operations per second (IOPS) that the
volume supports.

Type: Integer

Valid values: Range is 100 to 4000.

Default: None

Required: Conditional

Condition: Required when the volume type is i 01; not used
with st andar d volumes.

Example: --iops 500

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AW5_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30
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Output
Option Description
--request -ti neout The request timeout, in seconds.
ti meout Example: - - r equest - t i neout 45
-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXANMPLE. pem

Output

This command returns a table that contains the following information:
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¢ The VOLUME identifier

¢ The ID of the volume

* The size of the volume, in GiBs

¢ The snapshot from which the volume was created, if applicable

¢ The Availability Zone in which the volume was created

¢ The volume state (cr eat i ng, avai | abl e, i n-use, del eti ng, del eted, error)
¢ The time stamp when volume creation was initiated

¢ The Amazon EBS volume type

¢ The /O operations per second (IOPS) of a provisioned IOPS volume

Amazon EC2 command line tools display errors on st derr .

Examples

Example

This example command creates a 20 GiB standard volume in the Availability Zone us- east - 1a.

PROWPT> ec2-create-volume --size 20 --availability-zone us-east-1la
VOLUME vol - 1a2b3c4d 20 wus-east-1la creating YYYY- MG DDTHH: MM SS+0000 st andard

Example

This example command creates a new 1000 provisioned IOPS volume from a snapshot in the Availability
Zone us- east - 1a.

PROVWPT> ec2-create-vol une --snapshot snap-5178cf30 --type iol --iops 1000 --
avai | abi lity-zone us-east-la

VOLUME vol - 1a2b3c4d 500 snap-5178cf 30 us-east-1la creating YYYY- MV

DDTHH: MM SS+0000 i 01 1000

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateVolume

Related Commands

¢ ec2-attach-volume (p. 67)
¢ ec2-delete-volume (p. 264)
¢ ec2-describe-availability-zones (p. 295)

APl Version 2014-02-01
191


http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-CreateVolume.html

Amazon Elastic Compute Cloud CLI Reference
Related Topics

¢ ec2-describe-volumes (p. 476)
¢ ec2-detach-volume (p. 515)
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ec2-create-vpc

ec2-create-vpc

Description

Creates a VPC with the CIDR block you specify.

The smallest VPC you can create uses a /28 netmask (16 IP addresses), and the largest uses a /16
netmask (65,536 IP addresses). To help you decide how big to make your VPC, see Your VPC and
Subnets in the Amazon Virtual Private Cloud User Guide.

By default, each instance you launch in the VPC has the default DHCP options, which includes only a
default DNS server that we provide (AmazonProvidedDNS).

For more information about DHCP options, see DHCP Options Sets in the Amazon Virtual Private Cloud
User Guide.

The short version of this command is ec2addvpc.

Syntax

ec2-create-vpc cidr [tenancy]

Options

Name Description
cidr The CIDR block for the VPC.
Type: String

Default: None
Required: Yes
Example: 10.0.0.0/16

t enancy The supported tenancy options for instances launched into
the VPC. A value of def aul t means instances can be
launched with any tenancy; a value of dedi cat ed means all
instances launched into the VPC are launched as dedicated
tenancy instances regardless of the tenancy assigned to the
instance at launch. Dedicated tenancy instances run on
single-tenant hardware.

Type: String
Valid values: def aul t | dedi cat ed
Default: def aul t

Required: No
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Common Options

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.
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Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The VPC identifier

¢ The ID of the VPC

e The CIDR block of the VPC

¢ The current state of the VPC (pendi ng or avai | abl e)

¢ The ID of the DHCP options associated with the VPC (or def aul t if none)

¢ The supported tenancy options for instances launched into the VPC (def aul t or dedi cat ed).

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command creates a VPC with the CIDR block 10. 0. 0. 0/ 16.

PROWPT> ec2-create-vpc 10.0.0.0/16
VPC vpc-la2b3c4d pendi ng 10.0.0.0/ 16 dopt - 1a2b3c4d def aul t
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Example 2

This example command creates a VPC with the dedi cat ed tenancy option.

PROVWPT> ec2-create-vpc 10.0.0.0/16 --tenancy dedi cated
VPC vpc-1la2b3c4d pendi ng 10.0.0.0/16  dopt-1a2b3c4d dedi cat ed

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

e CreateVpc

Related Commands

¢ ec2-associate-dhcp-options (p. 53)
¢ ec2-create-dhcp-options (p. 118)

¢ ec2-delete-vpc (p. 267)

¢ ec2-describe-vpcs (p. 491)

ec2-create-vpc-peering-connection

Description

Requests a VPC peering connection between two VPCs: a requester VPC that you own and a peer VPC
with which to create the connection. The peer VPC can belong to another AWS account. The requester
VPC and peer VPC cannot have overlapping CIDR blocks.

The owner of the peer VPC must accept the peering request to activate the peering connection. The VPC
peering connection request expires after 7 days, after which it cannot be accepted or rejected.

An ec2-creat e- vpc- peeri ng- connect i on request between VPCs with overlapping CIDR blocks
results in the VPC peering connection having a status of f ai | ed.

The short version of this command is ec2addpcx.

Syntax

ec2-creat e-vpc- peering-connection -c vpc -p vpc [-0 peer_owner _id]
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Options

Options

Name

-C,--Vvpc vpc

- p, - - peer-vpc vpc

-0,--peer-owner-id
peer_owner _id

Description

The ID of the requester VPC.
Type: String

Default: None

Required: Yes

Example: -c vpc-1la2b3c4d

The ID of the VPC with which you are creating the peering
connection.

Type: String

Default: None

Required: Yes

Example: -p vpc-123abc45

The AWS account ID of the owner of the peer VPC.
Type: String

Default: Your AWS account ID

Required: Conditional

Condition: Required if the peer VPC is not in the same account
as the requester VPC.

Example: -0 111122223333

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following information for each peering connection request:

¢ The VPC peering connection information
e The VPCPEERINGCONNECTION identifier
e The VPC peering connection ID
» The expiration date and time of the request
« The status of the VPC peering connection request
¢ The requester VPC information
» The REQUESTERVPCINFO identifier
e« The VPC ID
* The CIDR block
e The AWS account ID
¢ The peer VPC information
e The ACCEPTERVPCINFO identifier
 The VPCID
e The AWS account ID

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example requests a peering connection between your VPCs vpc- 1a2b3c4d and vpc- 11122233.

PROVPT> ec2-creat e-vpc-peeri ng-connection -c vpc-1a2b3c4d -p vpc-11122233
VPCPEERI NGCONNECTI ON pcx-11laaalll Mon Feb 17 14:30: 08 SAST 2014 initiating-
request: Initiating Request to 444455556666

REQUESTERVPCI NFO vpc- 1a2b3c4d 10. 0. 1. 0/ 28 444455556666

ACCEPTERVPCI NFO vpc- 11122233 444455556666

Example 2

This example requests a peering connection between your VPC (vpc- 1a2b3c4d), and a VPC
(vpc- 123abc45) that belongs AWS account 123456789012.

PROVPT> ec2-create-vpc-peering-connection -c vpc-la2b3c4d -p vpc-123abcd5 -0
123456789012

VPCPEERI NGCONNECTI ON pcx-11laaalll Mon Feb 17 14:30: 08 SAST 2014 initiating-
request: Initiating Request to 111122223333

REQUESTERVPCI NFO vpc- 1a2b3c4d 10.0.1.0/28 111122223333

ACCEPTERVPCI NFO vpc-123abc45 123456789012
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Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateVpcPeeringConnection

Related Commands

¢ ec2-accept-vpc-peering-connection (p. 37)

¢ ec2-delete-vpc-peering-connection (p. 269)

¢ ec2-describe-vpc-peering-connections (p. 486)
¢ ec2-reject-vpc-peering-connection (p. 625)

¢ ec2-create-route (p. 164)

¢ ec2-replace-route (p. 640)
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ec2-create-vpn-connection

Description

Creates a VPN connection between an existing virtual private gateway and customer gateway. The only
supported connection type isi psec. 1.

The output includes information that you need to give to your network administrator to configure your
customer gateway. The underlying native format of this information is XML; however, with the
ec2-create-vpn-connection command, you can transform the information into a different format based
on the vendor that makes your customer gateway (for example, Cisco or Juniper). If you use a vendor
other than Cisco or Juniper, you can set the - - f or mat option to gener i c, and the information is formatted
in a human readable format for your network administrator. If you want to see the native XML, you can
specify xm as the value of the - - f or mat option. If you want to write your own stylesheet, you can use
the - - st yl esheet option to specify that stylesheet and receive the output in your own format. Whereas
the ec2-create-vpn-connection command lets you choose a format for the configuration information,
the corresponding API action (Cr eat eVpnConnect i on) returns only the native XML.

If you decide to shut down your VPN connection for any reason and later create a new one, you must
reconfigure your customer gateway with the new information returned from this command.

For more information about VPN connections, see Adding a Hardware Virtual Private Gateway to Your
VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addvpn.

Syntax

ec2-create-vpn-connection -t type --custoner-gateway custoner_gateway_id
--vpn-gateway vpn_gateway_id [{--format format} | {--stylesheet your_styl esheet}]

Options

Name Description
-t type The type of VPN connection.
Type: String

Valid values: i psec. 1
Default: None
Required: Yes
Example: -t ipsec.1

- - cust oner - gat enway The ID of the customer gateway.
custoner_gateway_id Type: String

Default: None
Required: Yes
Example: --customer-gateway cgw-b4dc3961
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Name

--vpn-gateway vpn_gateway_id

--format

f or mat

--styl esheet your_styl esheet

--static-routes-only

Description

The ID of the virtual private gateway.
Type: String

Default: None

Required: Yes

Example: --vpn-gateway vgw-8db04f81

Includes customer gateway configuration information in the
response, in the format specified. The returned information
can be formatted for various devices, including a Cisco device
(cisco-ios-isr) or Juniper device (juniper-junos-j), in human
readable format (generic), or in the native XML format (xml).
Type: String

Valid values: ci sco-i os-i sr |j uni per-junos-j |

juni per-screenos-6.2|juni per-screenos-6.1|
generic | xm

Default: None

Required: No

Example: --format cisco-ios-isr

Includes customer gateway configuration information in the
response, formatted according to the custom XSL stylesheet
specified.

Type: String

Default: None

Required: No

Example: --stylesheet c:\my_stylesheet.xsl|

Indicates whether the VPN connection requires static routes.
If you are creating a VPN connection for a device that does
not support BGP, you must specify this value as t r ue.
Type: Boolean

Default: f al se

Required: No

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.
Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The VPNCONNECTION identifier

¢ The ID of the VPN connection

¢ The current state of the VPN connection (pendi ng, avai | abl e, del et i ng, del et ed)
¢ The type of VPN connection (i psec. 1)

¢ The ID of the customer gateway

¢ The ID of the virtual private gateway

¢ The configuration information for the customer gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates a VPN connection between the virtual private gateway with the ID
vgw 8db04f 81 and the customer gateway with the ID cgw b4dc3961. The example specifies that the
configuration information be formatted as needed for a Cisco customer gateway. Because it's a long set
of information, we haven't included the complete output here. To see an example of the configuration
information returned, see the Amazon Virtual Private Cloud Network Administrator Guide.

PROVPT> ec2-creat e-vpn-connection -t ipsec.1l --custoner-gateway cgw b4dc3961 -
- vpn- gat eway

vgw 8db04f 81 --format cisco-ios-isr
VPNCONNECTI ON  vpn- 44a8938f pendi ng i psec.1  cgw b4dc3961 vgw 8db04f 81
...Custoner gateway configuration data in escaped XM. format. ..

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)
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Related Action

¢ CreateVpnConnection

Related Commands

ec2-attach-vpn-gateway (p. 71)
ec2-create-subnet (p. 180)
ec2-create-vpc (p. 193)
ec2-delete-vpn-connection (p. 273)
ec2-describe-vpn-connections (p. 497)
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ec2-create-vpn-con nection-route

Description

Creates a static route associated with a VPN connection between an existing virtual private gateway and
a VPN customer gateway. The static route allows traffic to be routed from the virtual private gateway to
the VPN customer gateway.

For more information about VPN connections, see Adding a Hardware Virtual Private Gateway to Your
VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2cvcr.

Syntax

ec2-create-vpn-connection-route --vpn-connection vpn_connection_id --cidr
ci dr_bl ock

Options

Name Description
--vpn-connection The ID of the VPN connection.
vpn_connection_id Type: String

Default: None
Required: Yes

--cidr cidr_block The CIDR block associated with the local subnet of the
customer network.
Type: String
Default: None
Required: Yes

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

The command returns t r ue if the operation succeeds or an error if the operation does not succeed.

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates a static route to the VPN connection for the VPN connection with the ID
vpn- 83ad48ea to the destination CIDR block 11. 12. 0. 0/ 16.

PROVPT> ec2-create-vpn-connection-route --cidr "11.12.0.0/ 16" --vpn-connection
vpn- 83ad48ea
RETURN true

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ CreateVpnConnectionRoute
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ec2-create-vpn-gateway

ec2-create-vpn-gateway

Description

Creates a virtual private gateway. A virtual private gateway is the endpoint on the VPC side of your VPN
connection. You can create a virtual private gateway before creating the VPC itself.

For more information about virtual private gateways, see Adding a Hardware Virtual Private Gateway to
Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addvgw.

Syntax

ec2-create-vpn-gateway -t type

Options

Name Description

-t type The type of VPN connection this virtual private gateway
supports.
Type: String

Valid values: i psec. 1
Default: None
Required: Yes
Example: -t ipsec.1

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east -1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The VPNGATEWAY identifier

¢ The ID of the virtual private gateway

¢ The current state of the virtual private gateway (pendi ng, avai | abl e, del eti ng, del et ed)
¢ The type of VPN connection the virtual private gateway supports (i psec. 1)

« The Availability Zone for the virtual private gateway

¢ Information about VPCs attached to the virtual private gateway (there are none attached when you first
create a virtual private gateway)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command creates a virtual private gateway.

PROVPT> ec2-create-vpn-gateway -t ipsec.1
VPNGATEWAY  vgw- 8db04f 81 pendi ng i psec. 1

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

e CreateVpnGateway

Related Commands

¢ ec2-attach-vpn-gateway (p. 71)
¢ ec2-delete-vpn-gateway (p. 279)
¢ ec2-describe-vpn-gateways (p. 503)
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Related Topics

» ec2-detach-vpn-gateway (p. 519)
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ec2-delete-customer-gateway

ec2-delete-customer-gateway

Description

Deletes the specified customer gateway. You must delete the VPN connection before you can delete the
customer gateway.

For more information about VPN customer gateways, see Adding a Hardware Virtual Private Gateway
to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2delcgw.

Syntax

ec2-del et e- cust oner - gat eway custoner_gateway_id

Options

Name Description
cust oner _gat eway_i d The ID of the customer gateway.
Type: String

Default: None
Required: Yes
Example: cgw-b4dc3961

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The CUSTOMERGATEWAY identifier
¢ The ID of the customer gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the specified customer gateway.

PROVPT> ec2- del et e- cust oner - gat eway cgw b4dc3961
CUSTOVERGATEVAY cgw b4dc3961

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteCustomerGateway

Related Commands

¢ ec2-create-customer-gateway (p. 114)
¢ ec2-describe-customer-gateways (p. 309)
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ec2-delete-dhcp-options

Description

Deletes the specified set of DHCP options. You must disassociate the set of DHCP options before you
can delete it. You can disassociate the set of DHCP options by associating either a new set of options
or the default set of options with the VPC.

For more information about DHCP options sets, see DHCP Options Sets in the Amazon Virtual Private
Cloud User Guide.

The short version of this command is ec2deldopt.

Syntax

ec2- del et e- dhcp-opti ons dhcp_options_id

Options

Name Description
dhcp_options_id The ID of the DHCP options set.
Type: String

Default: None
Required: Yes
Example: dopt-7a8b9c2d

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east -1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The DHCPOPTIONS identifier
¢ The ID of the DHCP options set

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the specified set of DHCP options.

PROVPT> ec2-del et e- dhcp- opti ons dopt-7a8b9c2d
DHCPOPTI ONS dopt - 7a8b9c2d

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteDhcpOptions

Related Commands

¢ ec2-associate-dhcp-options (p. 53)
¢ ec2-create-dhcp-options (p. 118)
¢ ec2-describe-dhcp-options (p. 314)
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ec2-delete-disk-image

Description

Deletes the specified partially or fully uploaded disk image for conversion from Amazon S3. You can
specify either the conversion task ID or the URL to the import manifest file in Amazon S3. For more
information, see Using the Command Line Tools to Import Your Virtual Machine to Amazon EC2 in the
Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2ddi.

Syntax

ec2-del ete-disk-inage { -t task _id | -u url } -0 owner_access _key id -w
owner _secret_access_key [--ignore-active-task]

Options

Name Description
-t, --task task_id The Task ID of the conversion task that is no longer active.
Type: String

Default: None

Required: Conditional

Condition: Either the task ID or the URL to the manifest is
required.

Example: -t import-i-fh95npoc

-u, --manifest-url url The URL for an existing import manifest file. Use this option
to delete the uploaded disk image even if one or more active
conversion tasks still reference the manifest.

Type: String

Default: None

Required: Conditional

Condition: Either the task ID or the URL to the manifest is
required.

Example: -u http://s3.example.com/mydisk-to-delete.vmdk

-0, --owner-akid The access key ID of the owner of the bucket containing the
owner _access_key_id uploaded disk image to be deleted. This parameter value is
not sent to Amazon EC2. Before you specify a value for this
option, review and follow the guidance in Best Practices for
Managing AWS Access Keys.
Type: String
Default: None
Required: Yes

Example: -0 AKIAIOSFODNN7EXAMPLE
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Common Options

Name

-w, --owner-sak

owner _secr et _access_key

--ignore-active-task

Description

The AWS secret access key of the owner of the bucket
containing the uploaded disk image to be deleted. This
parameter value is not sent to Amazon EC2. Before you
specify a value for this option, review and follow the guidance
in Best Practices for Managing AWS Access Keys.

Type: String

Default: None

Required: Yes

Example: -w
wJalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY

Delete the uploaded disk image despite having an active task.
Using this option may cause active tasks to fail. Use this option
at your own risk.

Type: String

Default: None

Required: No

Example: --ignore-active-task

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30
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Output
Option Description
--request -ti neout The request timeout, in seconds.
ti meout Example: - - r equest - t i neout 45
-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXANMPLE. pem

Output

This command returns a table that contains the following information:
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¢ The ID of the task

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the disk image with the ID i nport -i - f h95npoc.

PROVPT> ec2-del ete-di sk-image -t inport-i-fh95npoc -o AKI Al OSFODNN7EXAMPLE - w
wJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
DELETE- TASK i nport-i-fh95npoc

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Commands

e ec2-cancel-conversion-task (p. 89)
¢ ec2-import-instance (p. 549)

e ec2-import-volume (p. 561)

e ec2-resume-import (p. 679)

ec2-delete-group

Description

Deletes the specified security group.

Important

If you attempt to delete a security group that is associated with an instance, or is referenced by
another security group, the operation fails with | nval i dGr oup. | nUse for EC2-Classic or
DependencyVi ol at i on for EC2-VPC.

The short version of this command is ec2delgrp.

Syntax

ec2-del ete-group { group_nane | group_id }
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Options

Options

Name

gr oup_nane

group_id

Description

[EC2-Classic, default VPC] The name of the security group.
Type: String

Default: None

Required: Conditional

Condition: For EC2-Classic and default VPCs, you can specify
either gr oup_nane or group_i d.

Example: websr v

The ID of the security group.
Type: String

Default: None

Required: Conditional

Condition: Required for a nondefault VPC; for EC2-Classic
or a default VPC, you can specify either gr oup_nane or
group_i d.

Example: sg- 32f a9d3e

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).
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Common Options

Option Description

--connection-ti meout The connection timeout, in seconds.

ti meout Example: - - connecti on-ti meout 30

--request -ti neout The request timeout, in seconds.

ti meout Example: - - r equest - t i neout 45

-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).

--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following information:

e Success status (true or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command deletes the specified security group for EC2-Classic.

PROVPT> ec2- del et e- gr oup websrv
RETURN t rue

Example 2

This example command deletes the specified security group for EC2-VPC.

PROVPT> ec2-del et e-group sg- 1a2b3c4d
RETURN true

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteSecurityGroup

Related Commands

e ec2-authorize (p. 74)

¢ ec2-create-group (p. 122)

e ec2-describe-group (p. 322)
e ec2-revoke (p. 684)
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ec2-delete-internet-gateway

ec2-delete-internet-gateway

Description

Deletes the specified Internet gateway. You must detach the Internet gateway from the VPC before you
can delete it. For more information about your VPC and Internet gateway, see the Amazon Virtual Private
Cloud User Guide.

The short version of this command is ec2deligw.

Syntax

ec2-del ete-internet-gateway internet_gateway id

Options

Name Description
internet_gateway id The ID of the Internet gateway.
Type: String

Default: None
Required: Yes
Example: igw-8db04f81

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secret_access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

Output

This command returns a table that contains the following information:

e Success status (true or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the specified Internet gateway.

PROVPT> ec2- del et e-i nternet - gat enway i gw eaad4883
RETURN  true

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeletelnternetGateway

Related Commands

¢ ec2-attach-internet-gateway (p. 61)

¢ ec2-create-internet-gateway (p. 137)

¢ ec2-describe-internet-gateways (p. 366)
¢ ec2-detach-internet-gateway (p. 508)
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ec2-delete-keypair

ec2-delete-keypair

Description

Deletes the specified key pair, by removing the public key from Amazon EC2. You must own the key pair.

The short version of this command is ec2delkey.

Syntax

ec2-del et e-keypair key_pair

Options

Name

key pair

Description

The name of the key pair.
Type: String

Default: None

Required: Yes

Example: primary_keypair

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET _KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).
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Common Options

Option Description

--connection-ti meout The connection timeout, in seconds.

ti meout Example: - - connecti on-ti meout 30

--request -ti neout The request timeout, in seconds.

ti meout Example: - - r equest - t i neout 45

-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).

--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

APl Version 2014-02-01
230


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference
Output

Output

This command returns a table that contains the following information:

¢ The KEYPAIR identifier
¢ The name of the deleted key pair

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the key pair named ny- key- pai r.

PROWPT> ec2-del et e- keypair mny-key-pair
KEYPAI R ny- key- pai r

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteKeyPair

Related Commands

e ec2-create-keypair (p. 140)
¢ ec2-describe-keypairs (p. 371)
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ec2-delete-network-acl

ec2-delete-network-acl

Description

Deletes the specified network ACL. You can't delete the ACL if it's associated with any subnets. You can't
delete the default network ACL. For more information, see Network ACLs in the Amazon Virtual Private
Cloud User Guide.

The short version of this command is ec2delnacl.

Syntax

ec2-del ete-network-acl acl _id

Options

Name Description
acl _id The ID of the network ACL.
Type: String

Default: None
Required: Yes
Example: acl-2ch85d45

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secret_access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following information:

e Success status (true or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the specified network ACL.

PROVPT> ec2-del et e- net wor k- acl acl -2cb85d45
RETURN true

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteNetworkAcl

Related Commands

¢ ec2-create-network-acl (p. 144)
¢ ec2-describe-network-acls (p. 375)
¢ ec2-replace-network-acl-association (p. 632)
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ec2-delete-network-acl-entry

ec2-delete-network-acl-entry

Description

Deletes the specified ingress or egress entry (rule) from the specified network ACL. For more information,
see Network ACLs in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2delnae.

Syntax

ec2-del ete-network-acl-entry acl __id -n rul e_nunber [--egress]

Options

Name Description
acl _id The ID of the network ACL.
Type: String

Default: None
Required: Yes
Example: acl-5fb85d36

-n, --rule-nunber rule_nunber | The rule number of the entry to delete.
Type: Number

Default: None
Required: Yes

Example: 100
--egress Indicates that the rule is an egress rule.
Default: If not specified, the rule is an ingress rule.
Required: No
Common Options
Option Description
--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem
-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e Success status (t rue or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command deletes ingress rule number 100 from the specified network ACL.

PROVPT> ec2-del et e- network-acl -entry acl -2cb85d45 -n 100
RETURN true

Example 2

This example command deletes the egress entry with rule number 200 from the network ACL with the ID
acl - 2cb85d45.

PROVPT> ec2-del et e-network-acl-entry acl -2cb85d45 -n 200 --egress
RETURN true

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteNetworkAclEntry
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Related Topics

Related Commands

¢ ec2-create-network-acl-entry (p. 147)
¢ ec2-describe-network-acls (p. 375)
¢ ec2-replace-network-acl-entry (p. 636)
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ec2-delete-network-interface

ec2-delete-network-interface

Description

Deletes the specified network interface. You must detach the network interface before you can delete it.

The short version of this command is ec2delnic.

Syntax

ec2-del ete-network-interface interface_id

Options

Name

interface_id

Description

The ID of the network interface.
Type: String

Default: None

Required: Yes

Example: eni-3a9f6553

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET _KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).
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Common Options

Option Description

--connection-ti meout The connection timeout, in seconds.

ti meout Example: - - connecti on-ti meout 30

--request -ti neout The request timeout, in seconds.

ti meout Example: - - r equest - t i neout 45

-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).

--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

Output

This command returns a table that contains the following information:

* The NETWORKINTERFACE identifier
¢ The ID of the network interface that you deleted

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the specified network interface.

PROVPT> ec2-del ete-network-interface eni-3a9f 6553
NETWORKI NTERFACE eni - 3a9f 6553

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* DeleteNetworkinterface

Related Commands

¢ ec2-attach-network-interface (p. 64)

¢ ec2-create-network-interface (p. 152)

¢ ec2-describe-network-interface-attribute (p. 380)
¢ ec2-describe-network-interfaces (p. 384)

¢ ec2-detach-network-interface (p. 511)

¢ ec2-modify-network-interface-attribute (p. 584)

¢ ec2-reset-network-interface-attribute (p. 673)
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ec2-delete-placement-group

ec2-delete-placement-group

Description

Deletes the specified placement group. You must terminate all instances in a placement group before
you can delete the placement group. For more information about placement groups and cluster instances,
see Cluster Instances in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2delpgrp.

Syntax

ec2-del et e- pl acenent - group pl acenent _group

Options

Name Description
pl acenent _gr oup The name of the placement group.
Type: String

Default: None
Required: Yes
Example: XYZ-cluster

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secret_access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns the following information:

¢ The PLACEMENTGROUP identifier
¢ The name of the placement group
¢ The status of the placement group (del et ed)

Examples

Example

This example command deletes the placement group named XYZ- cl ust er .

PROVPT> ec2-del et e- pl acenent - group XYZ-cl uster
PLACEMENTGROUP XYZ-cl uster del eted

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeletePlacementGroup

Related Commands

¢ ec2-create-placement-group (p. 157)
¢ ec2-describe-placement-groups (p. 391)
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ec2-delete-route

ec2-delete-route

Description

Deletes the specified route from the specified route table. For more information, see Route Tables in the
Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2delrt.

Syntax

ec2-delete-route route_table_id -r cidr

Options

Name

route table_id

-r, --cidr cidr

Description

The ID of the route table.
Type: String

Default: None

Required: Yes

Example: rtb-5da34634

The CIDR range for the route. The value you specify must
match the CIDR for the route exactly.

Type: String

Default: None

Required: Yes

Example: 0.0.0.0/0

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e Success status (t rue or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the route with the destination CIDR 172. 16. 1. 0/ 24 from the specified
route table.

PROVPT> ec2-del ete-route rtb-e4ad488d -r 172.16.1.0/ 24
RETURN true

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteRoute

Related Commands

¢ ec2-create-route (p. 164)
¢ ec2-describe-route-tables (p. 423)
¢ ec2-replace-route (p. 640)
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ec2-delete-route-table

ec2-delete-route-table

Description

Deletes the specified route table. You must disassociate the route table from any subnets before you can
delete it. You can't delete the main route table. For more information, see Route Tables in the Amazon
Virtual Private Cloud User Guide.

The short version of this command is ec2delrtb.

Syntax

ec2-delete-route-table route_table_ id

Options

Name Description
route table_ id The ID of the route table.
Type: String

Default: None
Required: Yes
Example: rtb-7aa34613

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secret_access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following information:

e Success status (true or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the specified route table.

PROVPT> ec2-del ete-route-table rthbh-7aa34613
RETURN true

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteRouteTable

Related Commands

¢ ec2-associate-route-table (p. 57)

e ec2-create-route-table (p. 169)

¢ ec2-describe-route-tables (p. 423)

¢ ec2-disassociate-route-table (p. 529)

¢ ec2-replace-route-table-association (p. 644)
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ec2-delete-snapshot

ec2-delete-snapshot

Description

Deletes the specified snapshot. When you make periodic snapshots of a volume, the snapshots are
incremental, and only the blocks on the device that have changed since your last snapshot are saved in
the new snapshot. When you delete a snapshot, only the data not needed for any other snapshot is
removed. So regardless of which prior snapshots have been deleted, all active snapshots will have access
to all the information needed to restore the volume.

Note

You cannot delete a snapshot of the root device of an Amazon EBS volume used by a registered
AMI. You must first de-register the AMI before you can delete the snapshot. For more information,
see Deregistering Your AMI in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2delsnap.

Syntax

ec2-del et e- snapshot snapshot _id

Options

Name Description
snapshot _id The ID of the Amazon EBS snapshot.
Type: String

Default: None
Required: Yes
Example: snap-78a54011

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The SNAPSHOT identifier
¢ The ID of the snapshot

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the snapshot with the ID snap- 1a2b3c4d.

PROVPT> ec2-del et e- snapshot snap- 1la2b3c4d
SNAPSHOT snap- 1a2b3c4d

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteSnapshot

Related Commands

¢ ec2-create-snapshot (p. 173)
¢ ec2-describe-snapshots (p. 432)
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ec2-delete-spot-datafeed-subscription

Description

ec2-delete-spot-datafeed-subscription

Deletes the data feed for Spot Instances. For more information, see Spot Instances in the Amazon Elastic

Compute Cloud User Guide.

The short version of this command is ec2delsds.

Syntax

ec2-del et e- spot - dat af eed- subscri pti on

Options

This command has no options.

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45
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Output
Option Description
-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns no output.

Amazon EC2 command line tools display errors on stderr.
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Examples

Example

This example command deletes the data feed for the account.

PROWPT> ec2- del et e- spot - dat af eed- subscri ption

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteSpotDatafeedSubscription

Related Commands

¢ ec2-create-spot-datafeed-subscription (p. 177)
¢ ec2-describe-spot-datafeed-subscription (p. 439)
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ec2-delete-subnet

ec2-delete-subnet

Description

Deletes the specified subnet. You must terminate all running instances in the subnet before you can

delete the subnet.

The short version of this command is ec2delsubnet.

Syntax

ec2-del et e-subnet subnet _id

Options

Name

subnet _id

Description

The ID of the subnet.

Type: String

Default: None

Required: Yes

Example: subnet-9d4a7b6c

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET _KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following information:

¢ The SUBNET identifier
¢ The ID of the subnet

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the specified subnet.

PROVPT> ec2-del et e-subnet subnet - 9d4a7b6c
SUBNET subnet - 9d4a7b6c

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteSubnet

Related Commands

¢ ec2-create-subnet (p. 180)
¢ ec2-describe-subnets (p. 456)
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ec2-delete-tags

Description

Deletes the specified set of tags from the specified set of resources. This command is designed to follow
the ec2- descri be-t ags command.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

The short version of this command is ec2deltag.

Syntax

ec2-delete-tags resource_id [resource_id ... ] --tag key[=value] [--tag
key[ =val ue] ...]

Options

Name Description
resource_id One or more resource IDs.
Type: String

Default: None
Required: Yes
Example: i-1a2b3c4d

--tag key or key=val ue The key and optional value of the tag, separated by an equals
sign (=). You can specify more than one tag to remove.
Type: String
Default: None
Required: Yes
Example: --tag "stack=Production”

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information for tags that were deleted:

¢ The TAG identifier

¢ The resource type identifier
e The ID of the resource

e The tag key

e The tag value

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example deletes the tags for the AMI with the ID ani - 1a2b3c4d. First, get a list of the tags using
the following command.

PROWPT> ec2-describe-tags --filter "resource-id=amn -1a2b3c4d"
TAG am -1a2b3c4d inmage webserver
TAG am -1a2b3c4d image stack Production

Next, delete the tags.

PROVPT> ec2-del ete-tags am - 1a2b3c4d --tag webserver --tag "stack=Production”

It's optional to specify the value for any tag with a value. If you specify a value for the key, the tag is
deleted only if the tag's value matches the one you specified. If you specify the empty string as the value,
the tag is deleted only if the tag's value is the empty string. The following example specifies the empty
string as the value for the tag to delete (notice the equals sign after Oaner ).

PROWPT> ec2-del ete-tags snap-4dfg39a --tag "Owner="

Example 2

This example command deletes the stack tag from two particular instances.
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PROVPT> ec2-del ete-tags i-5f4e3d2a i-12345678 --tag stack

Example 3

You can specify a tag key without a corresponding tag value if you want to delete the tag regardless of
its value. This example command deletes all tags for the specified resources that have a key of Pur pose,
regardless of the tag value.

PROWPT> ec2-del ete-tags i-5f4e3d2a i-4d5h8a9b i-1d3d4fae --tag Purpose

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteTags

Related Commands

e ec2-create-tags (p. 184)
¢ ec2-describe-tags (p. 461)
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ec2-delete-volume

ec2-delete-volume

Description

Deletes the specified Amazon EBS volume. The volume must be in the avai | abl e state (not attached
to an instance). For more information, see Amazon Elastic Block Store in the Amazon Elastic Compute

Cloud User Guide.
Note

The volume remains in the del et i ng state for several minutes after you run this command.

The short version of this command is ec2delvol.

Syntax

ec2-del ete-vol ume vol une_i d

Options

Name

volune_id

Description

The ID of the volume.
Type: String

Default: None
Required: Yes

Example: vol-4282672b

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The VOLUME identifier
* The ID of the volume that was deleted

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the volume with the ID vol - 1a2b3c4d.

PROVPT> ec2-del et e-vol une vol - 1a2b3c4d
VOLUME vol -1a2b3c4d

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteVolume

Related Commands

e ec2-attach-volume (p. 67)

¢ ec2-create-volume (p. 188)

¢ ec2-describe-volumes (p. 476)
¢ ec2-detach-volume (p. 515)
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ec2-delete-vpc

ec2-delete-vpc

Description

Deletes the specified VPC. You must detach or delete all gateways and resources that are associated
with the VPC before you can delete it. For example, you must terminate all instances running in the VPC,
delete all security groups associated with the VPC (except the default one), delete all route tables
associated with the VPC (except the default one), and so on.

The short version of this command is ec2delvpc.

Syntax

ec2-del ete-vpc vpc_id

Options

Name Description
vpc_id The ID of the VPC.
Type: String

Default: None
Required: Yes
Example: vpc-1a2b3c4d

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secret_access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

Output

This command returns a table that contains the following information:

¢ The VPC identifier
¢ The ID of the VPC

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the specified VPC.

PROVPT> ec2-del et e-vpc vpc-la2b3c4d
VPC vpc-1la2b3c4d

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteVpc

Related Commands

e ec2-create-vpc (p. 193)
¢ ec2-describe-vpcs (p. 491)

ec2-delete-vpc-peering-connection

Description

Deletes a VPC peering connection. Either the owner of the requester VPC or the owner of the peer VPC
can delete the VPC peering connection if it's in the act i ve state. The owner of the requester VPC can
delete a VPC peering connection in the pendi ng- accept ance state.

Note
To reject a VPC peering connection request that's pending your approval, use the
ec2-reject-vpc-peering-connection (p. 625) command.

The short version of this command is ec2delpcx.
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Syntax

Syntax

ec2-del et e-vpc- peeri ng-connecti on vcp_peering_connection

Options

Name

vpc_peering_connection

Description

The VPC peering connection ID.
Type: String

Default: None

Required: Yes

Example: pcx-1a2b3c4d

Common Options

Option

--region region

-U, --url url

-0 --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
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Output
Option Description
--show enpty-fields Shows empty columns as (ni l).
- - hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

The command returns true if the operation succeeds, or an error if the operation does not succeed.

Amazon EC2 command line tools display errors on stderr.
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Examples

Examples

Example 1

This example deletes the specified VPC peering connection.

PROVWPT> ec2- del et e- vpc- peeri ng-connecti on pcx-la2b3c4d
RETURN t rue

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteVpcPeeringConnection

Related Commands

¢ ec2-accept-vpc-peering-connection (p. 37)

¢ ec2-describe-vpc-peering-connections (p. 486)
¢ ec2-create-vpc-peering-connection (p. 196)

e ec2-reject-vpc-peering-connection (p. 625)

e ec2-create-route (p. 164)

e ec2-replace-route (p. 640)
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ec2-delete-vpn-connection

ec2-delete-vpn-connection

Description

Deletes the specified VPN connection.

If you're deleting the VPC and its associated components, we recommend that you detach the virtual
private gateway from the VPC and delete the VPC before deleting the VPN connection.

Another reason to delete the VPN connection is if you believe that the tunnel credentials for your VPN
connection have been compromised. In that situation, you can delete the VPN connection and create a
new one that has new keys, without needing to delete the VPC or virtual private gateway. If you create
a new VPN connection, you must reconfigure the customer gateway using the new configuration information
returned with the new VPN connection ID.

For more information about VPN connections, see Adding a Hardware Virtual Private Gateway to Your
VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2delvpn.

Syntax

ec2-del et e-vpn-connecti on vpn_connection_id

Options

Name Description
vpn_connection_id The ID of the VPN connection.
Type: String

Default: None
Required: Yes
Example: vpn-44a8938f

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

APl Version 2014-02-01
274


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference

Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

« The VPNCONNECTION identifier
* The ID of the VPN connection

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the specified VPN connection.

PROVPT> ec2-del et e-vpn-connecti on vpn- 44a8938f
VPNCONNECTI ON vpn- 44a8938f

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteVpnConnection

Related Commands

e ec2-create-vpn-connection (p. 201)

¢ ec2-delete-vpc (p. 267)

¢ ec2-describe-vpn-connections (p. 497)
¢ ec2-detach-vpn-gateway (p. 519)
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ec2-delete-vpn-connection-route

ec2-delete-vpn-connection-route

Description

Deletes the specified static route associated with a VPN connection between an existing virtual private
gateway and a VPN customer gateway. The static route allows traffic to be routed from the virtual private
gateway to the VPN customer gateway.

The short version of this command is ec2dvcr.

Syntax

ec2-del et e-vpn-connecti on-route --vpn-connection vpn_connection_id --cidr
ci dr_bl ock

Options

Name Description
--vpn-connection The ID of the VPN connection.
vpn_connection_id Type: String

Default: None
Required: Yes

--cidr cidr_block The CIDR block associated with the local subnet of the
customer network.
Type: String
Default: None
Required: Yes

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.
Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

The command returns true if the operation succeeds or an error if the operation does not succeed.

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes a static route to the destination CIDR block 11. 12. 0. 0/ 16 associated
with the VPN connection with the ID vpn- 83ad48ea.

PROVPT> ec2- del et e-vpn-connection-route--cidr "11.12.0.0/ 16" --vpn-connection
vpn- 83ad48ea
RETURN true

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteVpnConnectionRoute
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ec2-delete-vpn-gateway

ec2-delete-vpn-gateway

Description

Deletes the specified virtual private gateway. We recommend that before you delete a virtual private
gateway, you detach it from the VPC and delete the VPN connection. Note that you don't need to delete
the virtual private gateway if you plan to delete and recreate the VPN connection between your VPC and
your network.

The short version of this command is ec2delvgw.

Syntax

ec2-del et e-vpn-gat eway vpn_gateway id

Options

Name Description
vpn_gateway_id The ID of the virtual private gateway.
Type: String

Default: None
Required: Yes
Example: vgw-8db04f81

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secret_access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following information:

¢ The VPNGATEWAY identifier
¢ The ID of the virtual private gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deletes the specified virtual private gateway.

PROVPT> ec2-del et e-vpn- gat eway vgw 8db04f 81
VPNGATEWAY vgw 8db04f 81

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DeleteVpnGateway

Related Commands

¢ ec2-create-vpn-gateway (p. 209)
¢ ec2-delete-vpn-connection (p. 273)
¢ ec2-describe-vpn-gateways (p. 503)
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ec2-deregister

Description

Deregisters the specified AMI. After you deregister an AMI, it can't be used to launch new instances.

Note

This command does not delete the AMI. To delete the AMI, use ec2-delete-bundle (p. 741) for
Amazon S3-backed AMIs, or ec2-delete-snapshot (p. 251) for Amazon EBS-backed AMIs.

The short version of this command is ec2dereg.

Syntax

ec2-deregister am _id
Options

Name

am _id

Description

The ID of the AMI.
Type: String

Default: None
Required: Yes

Example: ami-4fa54026

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The IMAGE identifier
¢ The ID of the AMI

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command deregisters the specified AMI.

PROVPT> ec2-deregi ster am -1a2b3c4d
| MAGE ami - 1a2b3c4d

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ Deregisterimage

Related Commands

¢ ec2-describe-images (p. 332)
« ec2-register (p. 616)
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ec2-describe-account-attributes

Description

Describes the specified attribute of your AWS account.

The short version of this command is ec2daa.

Syntax

ec2-descri be-account-attributes { supported-platforns | default-vpc }

Options

Name

supported-pl atforns

defaul t-vpc

Description

Indicates whether your account can launch instances into
EC2-Classic and EC2-VPC, or only into EC2-VPC. For more
information, see Supported Platforms.

Required: No

The ID of the default VPC for your account, or none. For more
information, see Your Default VPC and Subnets.
Required: No

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following information:

¢ The ACCOUNTATTRIBUTE identifier
¢ The attribute name

¢ The VALUE identifier

¢ The attribute value

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the platforms that are supported by your AWS account.

PROVPT> ec2-descri be-account-attributes supported-platforns

The following is example output for an account that must launch instances into a VPC, such as the default
VPC.

ACCOUNTATTRI BUTE support ed- pl at f or ns
VALUE EC2- VPC

The following is example output for an account that can launch instances into EC2-Classic or into a VPC.

ACCOUNTATTRI BUTE support ed- pl at f or ns
VALUE EC2-C assic
VALUE EC2- VPC

Example 2

This example command describes the ID of the default VPC.

PROVWPT> ec2-descri be-account-attributes default-vpc

The following is example output for an account with a default VPC.

ACCOUNTATTRI BUTE def aul t - vpc
VALUE vpc-la2b3c4d

The following is example output for an account without a default VPC.

ACCOUNTATTRI BUTE def aul t - vpc
VALUE none
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Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* DescribeAccountAttributes
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ec2-describe-addresses

Description

Describes one or more of your Elastic IP addresses.

An Elastic IP address is for use in either the EC2-Classic platform or in a VPC. For more information, see
Elastic IP Addresses in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2daddr.

Syntax

ec2-descri be-addresses [public_ip ... | allocation_id ...] [[--filter
"name=val ue"] ...]

Options

Name Description

public_ip [EC2-Classic] One or more Elastic IP addresses.
Type: String
Default: Describes all your Elastic IP addresses.
Required: No
Example: 198.51.100.1

all ocation_id [EC2-VPC] One or more allocation IDs.
Type: String
Default: Describes all your Elastic IP addresses.
Required: No
Example: eipalloc-9558a4fc

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your Elastic IP addresses, or only those
you specified.

Required: No
Example: --filter "instance-id=i-1a2b3c4d"

Supported Filters

You can specify filters so that the response includes information for only certain Elastic IP addresses.
For example, you can use a filter to specify that you're interested in addresses that have a specific tag.
You can specify multiple values for a filter. The response includes information for an address only if it
matches at least one of the filter values that you specified.
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You can specify multiple filters; for example, specify addresses of a specific value that have a specific
tag. The response includes information for an address only if it matches all the filters that you specified.
If there's no match, no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

donai n
Indicates whether the address is for use in a VPC.
Type: String
Valid values: st andard | vpc
i nstance-id
The instance the address is associated with (if any).
Type: String
public-ip
The Elastic IP address.
Type: String
al l ocation-id
The allocation ID for the address (VPC only).
Type: String
associ ation-id
The association ID for the address (VPC only).
Type: String
network-interface-id
The network interface (if any) that the address is associated with (VPC only).
Type: String
net wor k-i nterface-owner-id
The owner IID.
Type: String
private-ip-address
The private IP address associated with the Elastic IP address (VPC only).
Type: String

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2__URL environment variable,
orus-east -1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

« The ADDRESS identifier

¢ The Elastic IP address

« The ID of the instance to which the IP address is associated, if any

¢ The domain of the Elastic IP address (st andar d or vpc)

¢ [EC2-VPC] The allocation ID

¢ [EC2-VPC] The association ID

¢ [EC2-VPC] The private IP address associated with the Elastic IP address

Amazon EC2 command line tools display errors on stderr.
Examples

Example 1

This example command describes the Elastic IP address 192. 0. 2. 1, which is assigned to an instance
in EC2-Classic with the ID i - f 15ebb98.

PROVPT> ec2-descri be-addresses 192.0.2.1
ADDRESS 192.0.2.1 i -f15ebb98 standard

Example 2

This example command describes the Elastic IP address with the allocation ID ei pal | oc- 282d9641,
which is assigned to an instance in EC2-VPC with the ID i - 7a00642.

PROVPT> ec2-descri be- addresses ei pal | oc-9258a4fb

Type Addr ess I nst ance Domain Al locationld
Associ ationld Net wor kI nt er f acel D
Privatel P ADDRESS 203.0.113.0 i - 7a00642e vpc ei pal | oc-282d9641
ei passoc-252d964c eni - d83388b1 10.0.0.14 4
Example 3

This example command describes all your Elastic IP addresses (for both platforms).
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PROVPT> ec2-descri be-addresses

ADDRESS 203.0.113. 12 i -f15ebb98 standard

ADDRESS 203. 0. 113. 22 i -9e9dade9 vpc ei pal | oc-9258a4fb ei passoc-
0659a56f

ADDRESS 203. 0. 113. 32 vpc ei pal | oc- 9558a4f c

Example 4

This example command describes your Elastic IP addresses for EC2-VPC only.

PROVPT> ec2-descri be-addresses --filter "allocation-id=*" -H
ec2-descri be-addresses -H

Type Addr ess I nstance Domain Al locationld
Associ ationld Net wor kI nt erfacel D
PrivatelP  ADDRESS 203.0.113.10 vpc ei pal | oc- 1b5f e072
ei passoc- eb5f e082 eni - 0689366f 10.0.1. 35
ADDRESS 203. 0. 113. 20 i -c844219c vpc ei pal | oc- b463dcdd
ei passoc-d218a3bb eni - ea67dc83 10.0.0.174
ADDRESS 203. 0. 113. 140 i - babaOld vpc ei pal | oc-1266dd7b
ei passoc- 39e15b50 eni - 73e05ala 10.0.0. 85
ADDRESS 203. 0. 113. 140 i - 7a00642 vpc ei pal | oc-f 38a359a
ei passoc- 1f 239876 eni - d83388b1 10.0.0. 12
ADDRESS 203. 0. 113. 177 i - 7a00642e vpc ei pal | oc-282d9641
ei passoc-252d964c eni - d83388b1 10.0.0. 14
Example 5

This example command describes the Elastic IP address associated with a particular private IP address
in EC2-VPC.

PROVPT> ec2-descri be-addresses --filter "private-ip-address=10.0.0.94"
ADDRESS 203.0.113.155 vpc ei pal | oc-fdf c4394 ei passoc- 52f a453b
eni - 66f c430f 10.0.0. 94

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeAddresses

Related Commands

¢ ec2-allocate-address (p. 40)
¢ ec2-associate-address (p. 48)
¢ ec2-disassociate-address (p. 525)
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» ec2-release-address (p. 628)
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ec2-describe-availability-zones

Description

Describes one or more of the Availability Zones that are available to you. The results include Availability
Zones only for the region you're currently using. If there is an event impacting an Availability Zone, you
can use this command to view the state and any provided message for that Availability Zone.

Note

Availability Zones are not the same across accounts. The Availability Zone us-east-1a for account
A is not necessarily the same as us-east-1a for account B. Availability Zone assignments are
mapped independently for each account.

The short version of this command is ec2daz.

Syntax

ec2-descri be-availability-zones [zone nane ...] [[--filter "nane=value"] ...]

Options

Name Description

zone_nane One or more Availability Zone names.
Type: String
Default: Describes all Availability Zones in the region.
Required: No

Example: us-east-1a

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all Availability Zones in the region, or only
those you specified.

Required: No
Example: --filter "region-name=ap-southeast-1"

Supported Filters

You can specify filters so that the response includes information for only certain Availability Zones. For
example, you can use a filter to specify that you're interested in Availability Zones in the avai | abl e
state. You can specify multiple values for a filter. The response includes information for an Availability
Zone only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify Availability Zones that are in a particular region and
are in the avai | abl e state. The response includes information for an Availability Zone only if it matches
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all the filters that you specified. If there's no match, no special message is returned; the response is simply
empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before

the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

message

Information about the Availability Zone.

Type: String
regi on- name

The region for the Availability Zone (for example, us-east-1).

Type: String
state

The state of the Availability Zone

Type: String

Valid values: avai | abl e | i npai red | unavai | abl e

zone- nane
The name of the zone.

Type: String

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET _KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).
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Option Description

--connection-ti meout The connection timeout, in seconds.

ti meout Example: - - connecti on-ti meout 30

--request -ti neout The request timeout, in seconds.

ti meout Example: - - r equest - t i neout 45

-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).

--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following information for each Availability Zone retrieved:

The AVAILABILITYZONE identifier

¢ The name of the Availability Zone

¢ The state of the Availability Zone

¢ The region that the Availability Zone belongs to

¢ Any messages associated with the Availability Zone

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the Availability Zones that are available to you. The output includes
Availability Zones only for the current region.

PROWPT> ec2-describe-avail ability-zones

AVAI LABI LI TYZONE us-east-1a avail abl e us-east-1
AVAI LABI LI TYZONE us-east-1b avail abl e us-east-1
AVAI LABI LI TYZONE us-east-1c avail abl e us-east-1

Example 2

This example command describes the Availability Zones that are available to you in the us- east - 1
region.

PROWPT> ec2-describe-availability-zones --region us-east-1
AVAI LABI LI TYZONE us-east-1a avail abl e us-east-1
AVAI LABI LI TYZONE us-east-1b avail abl e us-east-1
AVAI LABI LI TYZONE us-east-1c avail abl e us-east-1
AVAI LABI LI TYZONE us-east-1d avail abl e us-east-1

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeAvailabilityZones
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Related Commands

e ec2-describe-regions (p. 395)
¢ ec2-run-instances (p. 690)
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ec2-describe-bundle-tasks

Description

Describes one or more of your bundling tasks.

Note

Completed bundle tasks are listed for only a limited time. If your bundle task is no longer in the
list, you can still register an AMI from it. Just use the ec2- r egi st er command with the Amazon
S3 bucket name and image manifest name you provided to the bundle task.

The short version of this command is ec2dbun.

Syntax

ec2-descri be-bundl e-tasks [bundle ...] [[--filter "nane=value"] ...]

Options

Name Description

bundl e One or more bundle task IDs.
Type: String
Default: Describes all your bundle tasks.
Required: No

Example: bun-cla432a3

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your bundle tasks, or only those you
specified.

Required: No
Example: --filter "state=pending"

Supported Filters

You can specify filters so that the response includes information for only certain bundle tasks. For example,
you can use a filter to specify that you're interested in the bundle tasks in the conpl et e state. You can
specify multiple values for a filter. The response includes information for a bundle task only if it matches
at least one of the filter values that you specified.

You can specify multiple filters; for example, specify bundles that are stored in a specific Amazon S3
bucket and are in the conpl et e state. The response includes information for a bundle task only if it
matches all the filters that you specified. If there's no match, no special message is returned; the response
is simply empty.
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You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

bundl e-id
The ID of the bundle task.
Type: String

error-code
If the task failed, the error code returned.
Type: String

error-nessage
If the task failed, the error message returned.
Type: String

instance-id
The ID of the instance that was bundled.
Type: String

progress
The level of task completion, as a percentage (for example, 20%).
Type: String

s3- bucket
The Amazon S3 bucket to store the AMI.
Type: String

s3-prefix
The beginning of the AMI name.
Type: String

start-tine
The time the task started (for example, 2008-09-15T17:15:20.0002).
Type: DateTime

state
The state of the task.

Type: String
Valid values: pendi ng [wai ti ng-f or - shut down | bundl i ng|storing|cancelling]|conplete
|failed

update-tine
The time of the most recent update for the task (for example, 2008-09-15T17:15:20.0002).
Type: DateTime

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2__URL environment variable,
orus-east -1 if EC2_URL isn't set.
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Option

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.
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Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The BUNDLE identifier
* The ID of the bundle

¢ The ID of the instance
» The bucket name

e The prefix

* The start time

¢ The update time

» The current state (pendi ng, wai t i ng- f or - shut down, bundl i ng, st ori ng,cancel | i ng, conpl et e,
fail ed)

¢ The progress as a percentage if state is bundl i ng

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the status of the specified bundle task.

PROVPT> ec2-descri be-bundl e-t asks bun-cla540a8
BUNDLE bun-cla540a8 i-2674d22r nyawsbucket w nami 2008-09-15T17: 15: 20. 000Z
2008-09- 15T17: 15: 20. 000Z bundling 3%
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Example 2

This example filters the response to include only bundle tasks whose state is either conpl et e orf ai | ed,
and in addition are targeted for the Amazon S3 bucket named nmyawsbucket .

PROVWPT> ec2-descri be-bundl e-tasks --filter "s3-bucket=myawsbucket" --filter

"state=conplete" --filter "state=fail ed"

BUNDLE bun- 1a2b3c4d i-8765abcd myawsbucket |inuxam 2008-09-14T08: 32: 43. 000Z
2008- 09- 14T08: 32: 43. 000Z conpl ete

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeBundleTasks

Related Commands

¢ ec2-bundle-instance (p. 80)
¢ ec2-cancel-bundle-task (p. 86)
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ec2-describe-conversion-tasks

Description

Describes one or more of your conversion tasks. For more information, see Using the Command Line
Tools to Import Your Virtual Machine to Amazon EC2 in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2dct.

Syntax

ec2-descri be-conversion-tasks [task id ...] [--showtransfer-detail s]

Options

Name

task_id

--showtransfer-details

Description

One or more conversion task IDs.

Type: String

Default: Describes all your conversion tasks.
Required: No

Example: import-i-ffvko9js

Any additional details for uploading the disk image. The
ec2- upl oad- di sk-i mage command automatically returns
this information.

Required: No

Example: --show-transfer-details

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns the following information:

¢ Information about the task, such as the task ID, task type, expiration, status, and nhumber of bytes
received

¢ Information about the image, such as the image size, format, volume ID, and volume size

Amazon EC2 command line tools display errors on stderr.

Example

Example

This example command shows the status of your import instance task.

PROVWPT> ec2-descri be-conversion-tasks inport-i-ffvko9js

Example

This example command shows the status of your import instance task import-i-ffvko9js in the us-east-1
region.

PROWPT> ec2-descri be-conversion-tasks --region us-east-1 inport-i-ffvko9js

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeConversionTasks

Related Commands

e ec2-cancel-conversion-task (p. 89)
¢ ec2-delete-disk-image (p. 219)
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¢ ec2-import-instance (p. 549)
e ec2-import-volume (p. 561)
e ec2-resume-import (p. 679)
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ec2-describe-customer-gateways

Description

Describes one or more of your customer gateways.

For more information about VPN customer gateways, see Adding a Hardware Virtual Private Gateway
to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2dcgw.

Syntax

ec2-descri be-customer-gateways [ custoner_gateway_id ... ] [[--filter
"name=val ue"] ...]

Options

Name Description

custoner_gateway_id One or more customer gateway IDs.
Type: String
Default: Describes all your customer gateways.
Required: No

Example: cgw-b4dc3961

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your customer gateways, or only those
you specified.

Required: No
Example: --filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain customer gateways. For
example, you can use a filter to specify that you're interested in customer gateways in the pendi ng or
avai | abl e state. You can specify multiple values for a filter. The response includes information for a
customer gateway only if it matches at least one of the of the filter values that you specified.

You can specify multiple filters; for example, specify customer gateways that have a specific IP address
for the Internet-routable external interface and are in the pendi ng or avai | abl e state. The response
includes information for a customer gateway only if it matches all the filters that you specified. If there's
no match, no special message is returned, the response is simply empty.
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You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

bgp- asn
o The customer gateway's Border Gateway Protocol (BGP) Autonomous System Number (ASN).
Type: String
cust oner - gat eway-id
The ID of the customer gateway.
Type: String
i p- addr ess

The IP address of the customer gateway's Internet-routable external interface (for example,
12.1.2.3).

Type: String
state
The state of the customer gateway.
Type: String
Valid values: pendi ng | avai | abl e | del eti ng | del et ed
type
The type of customer gateway. Currently, the only supported type isi psec. 1.
Type: String
Valid values: i psec. 1
t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag

value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
tag-val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
tag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y
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Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.
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Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The CUSTOMERGATEWAY identifier

» The ID of the customer gateway

¢ The state of the customer gateway (pendi ng, avai | abl e, del eti ng, del et ed)

¢ The type of VPN connection the customer gateway supports (i psec. 1)

¢ The Internet-routable IP address of the customer gateway's outside interface

« The customer gateway's Border Gateway Protocol (BGP) Autonomous System Number (ASN)
¢ Any tags assigned to the customer gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the specified customer gateway.
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PROVWPT> ec2-descri be-cust oner - gat eways cgw b4dc3961
CUSTOVERGATEWAY cgw- b4dc3961 avai |l abl e ipsec.1 12.1.2.3 65534

Example 2

This example command uses filters to describe any customer gateway you own whose IP address is
12. 1. 2. 3, and whose state is either pendi ng or avai | abl e.

PROVWPT> ec2-descri be-custoner-gateways --filter "ip-address=12.1.2.3" --filter
"state=pending" --filter "state=avail abl e"
CUSTOVERGATEWAY cgw- b4dc3961  avail abl e ipsec.1 12.1.2.3 65534

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeCustomerGateways

Related Commands

¢ ec2-create-customer-gateway (p. 114)
¢ ec2-delete-customer-gateway (p. 213)
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ec2-describe-dhcp-options

Description

Describes one or more of your DHCP options sets.
For more information, see DHCP Options Sets in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2ddopt.

Syntax

ec2-descri be-dhcp-options [ dhcp_options_id ... ] [[--filter "nanme=val ue"]

-1
Options

Name Description

dhcp_options_id The IDs of one or more DHCP options sets.
Type: String
Default: Describes all your DHCP options sets.
Required: No

Example: dopt-7a8b9c2d

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your DHCP options sets, or only those
you specified.

Required: No
Example: --filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain sets of DHCP options.
For example, you can use a filter to specify that you're interested in sets of DHCP options with a particular
value for the domai n- nane option. You can specify multiple values for a filter. The response includes
information for a set of DHCP options only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify sets of DHCP options that have a specific value for
the domai n- nare option and a specific tag. The response includes information for a set of DHCP options
only if it matches all the filters that you specified. If there's no match, no special message is returned, the
response is simply empty.
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You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

dhcp-options-id
The ID of a set of DHCP options.
Type: String
key
The key for one of the options (for example, domai n- nane).
Type: String
val ue
The value for one of the options.
Type: String
t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag

value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
t ag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
tag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The DHCPOPTIONS identifier

¢ The ID of the DHCP options set

« The name and values for each option in the set
* Any tags assigned to the set

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the specified DHCP options set.

PROVWPT> ec2-descri be-dhcp-opti ons dopt-7a8b9c2d
DHCPOPTI ONS  dopt - 7a8b9c2d

OPTI ON domai n-nane mnydomai n. com

OPTI ON donmmi n-nanme-servers 10.2.5.1,10.2.5.2

Example 2

This example command uses filters to describe any DHCP options set that includes a domai n- nane
option whose value includes the string exanpl e.

PROVWPT> ec2-descri be-dhcp-options --filter "key=donmai n-nane" --filter
"val ue=*exanpl e*"

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)

e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)
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Related Action

¢ DescribeDhcpOptions

Related Commands

¢ ec2-associate-dhcp-options (p. 53)
¢ ec2-create-dhcp-options (p. 118)
¢ ec2-delete-dhcp-options (p. 216)
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ec2-describe-export-tasks

Description

Describes one or more of your export tasks, including the most recent canceled and completed tasks.

The short version of this command is ec2dxt.

Syntax

ec2-describe-export-tasks [ task id ... ]

Options

Name

task_id

Description

One or more export task IDs. These are returned by
ec2-create-instance-export-task.

Type: String

Default: Describes all your export tasks.

Required: No

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).
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Option Description

--connection-ti meout The connection timeout, in seconds.

ti meout Example: - - connecti on-ti meout 30

--request -ti neout The request timeout, in seconds.

ti meout Example: - - r equest - t i neout 45

-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).

--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

APl Version 2014-02-01
320


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference
Output

Output

This command returns information about the export task including:

e The EXPORTTASK identifier
¢ The ID of the task

¢ The status of the task

* The export progress

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command describes the export task with the ID export-i-fgel t 0i 7.

PROVWPT> ec2-descri be-export-tasks export-i-fgeltQOi7
EXPORTTASK export-i-fgelt0i7 active i -81428ee7 vmar e vndk
myexport bucket export-i-fgeltOi7.vmdk

Example

This example command describes the export task with the ID export -i - f gel t Oi 7 in the us-west-2
region.

PROVPT> ec2-descri be-export-tasks --region us-west-2 export-i-fgeltQi7
EXPORTTASK export-i-fgeltQi7 active i -81428ee7 vmar e vk
myexport bucket export-i-fgeltOi7.vimdk

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeExportTasks

Related Commands

¢ ec2-cancel-export-task (p. 93)
¢ ec2-create-instance-export-task (p. 133)
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ec2-describe-group

Description

Describes one or more of your security groups.

A security group is for use with instances either in the EC2-Classic platform or in a specific VPC. For
more information, see Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide
and Security Groups for Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2dgrp.

Syntax

ec2-describe-group [ec2_group_name_or_id | vpc_group_id ...] [[--filter
"name=val ue"] ...]

Options

Name Description

ec2_group_nane_or _id or EC2-Classic, default VPC: One or more security group names
vpc_group_id or IDs.

Nondefault VPC: One more security group IDs.
Type: String

Default: Describes all your security groups.
Required: No

Example: websrv

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("hame=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your security groups, or only those you
specified.

Required: No
Example: --filter "group-name=*webserver*"

Supported Filters

You can specify filters so that the response includes information for only certain security groups. For
example, you can use a filter to specify that you're interested in groups whose name contains a specific
string. You can specify multiple values for a filter. The response includes information for a security group
only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify group's whose name contains a specific string, and
that give permission to another security group with a different string in its name. The response includes
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information for a group only if it matches all the filters that you specified. If there's no match, no special
message is returned; the response is simply empty.

Important

Filters are based on literal strings only. This is important to remember when you want to use
filters to return only security groups with access allowed on a specific port number or numbers.
For example, suppose that you want to get all groups that have access on port 22, and that
GroupA gives access on a range of ports using f r onPor t =20 and t oPor t =30. If you filter with
i p-perm ssion. from port=22 orip-perm ssion.to-port=22 (or both), the response
does not contain information for GroupA. You get information for GroupA only if you specify

i p- perm ssion. from port=20orip-permn ssion.to-port=30 (or both).

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

description
The description of the security group.

Type: String
group-id
The ID of the security group.
Type: String
gr oup- nane
The name of the security group.
Type: String
i p- permi ssion. cidr
A CIDR range that has been granted permission.
Type: String
i p-perm ssion. from port
The start of the port range for the TCP and UDP protocols, or an ICMP type number.
Type: String
i p- perm ssion. group-id
The ID of a security group that has been granted permission.
Type: String
i p- per m ssi on. gr oup- nane
The name of a security group that has been granted permission.
Type: String
i p- per m ssi on. pr ot ocol
The IP protocol for the permission.
Type: String
Valid values: t cp | udp | i crp or a protocol number
i p- perm ssion.to-port
The end of the port range for the TCP and UDP protocols, or an ICMP code.
Type: String
i p-perm ssion.user-id
The ID of an AWS account that has been granted permission.
Type: String
owner-id
The AWS account ID of the owner of the security group.
Type: String
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t ag- key

The key of a tag assigned to the security group.

Type: String
t ag- val ue

The value of a tag assigned to the security group.

Type: String
vpc-id

The ID of the VPC specified when the security group was created.

Type: String

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti neout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:
A line containing the group information

¢ The GROUP identifier

» The ID of the security group

¢ The AWS account ID of the owner of the security group
» The name of the security group

¢ A description of the security group

» [EC2-VPC] The ID of the VPC the group belongs to

One of each of the following lines for each permission defined by the group:
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¢ The PERMISSION identifier

¢ The AWS account ID of the owner of the security group

¢ The name of the security group granting permission

¢ The type of rule. Currently, only ALLOWS rules are supported
¢ The protocol to allow (for example, t cp and udp)

¢ The start of port range

¢ The end of port range

¢ FROM for an ingress rule or TO for an egress rule

¢ The source type (for ingress rules) or destination type (for egress rules)
¢ The source (for ingress rules) or destination (for egress rules)
¢ [USER only] The name of the source or destination entity

¢ [USER only] The ID of the security group

¢ Whether the rule is ingress rule or an egress rule

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the security group for EC2-Classic named St andar dG oup.

PROVPT> ec2-descri be-group StandardG oup

GROUP sg-1a2b3c4d 111122223333 StandardG oup A standard EC2 group

PERM SSI ON 111122223333 St andardG oup ALLOAS tcp 80 80 FROM Cl DR 102. 11. 43. 32/ 32
i ngress

Example 2

This example command describes the security group for EC2-VPC with the ID sg- 1a2b3c4d.

PROVPT> ec2-descri be-group sg-1a2b3c4d

GROUP sg-1a2b3c4d 111122223333 WebServer SG web servers vpc-la2b3c4d

PERM SSI ON 111122223333 WebServer SG ALLOAS tcp 80 80 FROM CI DR 162.5.5.5/32
i ngress

PERM SSI ON 111122223333 WebServer SG ALLOAS tcp 80 80 FROM USER 111122223333
NAME default |D sg-1la2b3c4d ingress

PERM SSI ON 111122223333 WebServer SG ALLOAS tcp 443 443 FROM USER 111122223333
NAME default |D sg-1a2b3c4d ingress

PERM SSI ON 111122223333 WbServer SG ALLOAS al | TO CIDR 0.0.0.0/0 egress
PERM SSI ON 111122223333 WebServer SG ALLOAS tcp 433 433 TO USER 111122223333
NAME default |ID sg-la2b3c4d egress

Example 3

This example describes all security groups that grant access over TCP specifically on port 22 from
instances in either the app_ser ver _gr oup or dat abase_gr oup.

PROWPT> ec2-describe-group --filter "ip-perm ssion. protocol =tcp"”
--filter "ip-permssion.fromport=22" --filter "ip-perm ssion.to-port=22"
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--filter "ip-perm ssion.group-name=app_server_group" --filter "ip-perms
si on. gr oup- nanme=dat abase_gr oup"

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeSecurityGroups

Related Commands

e ec2-authorize (p. 74)

¢ ec2-create-group (p. 122)
¢ ec2-delete-group (p. 222)
¢ ec2-revoke (p. 684)
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ec2-describe-image-attribute

Description

Describes the specified attribute of the specified AMI. You can specify only one attribute at a time.

The short version of this command is ec2dimatt.

Syntax

ec2-descri be-image-attribute am id { -1 | -p| -B| --kernel | --randisk |
--sriov }

Options

Name Description
am _id The ID of the AMI.
Type: String

Default: None
Required: Yes
Example: ami-4fa54026

-1, --launch-perm ssion The launch permissions of the AMI.
Type: String
Default: None
Required: No
Example: -I

-p, --product-code The product codes associated with the AMI.
Type: String
Default: None
Required: No
Example: -p

-B, --block-devi ce-mappi ng The block device mapping for the AMI.
Type: String
Default: None
Required: No
Example: -B

- - kernel The ID of the kernel for the AMI.
Type: String
Default: None
Required: No
Example: --kernel
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Common Options

Name

--randi sk

--sriov

Description

The ID of the RAM disk for the AMI.
Type: String

Default: None

Required: No

Example: --ramdisk

Enhanced networking for the AMI. A value of si npl e means
that enhanced networking is enabled.

Type: String

Default: None

Required: No

Example: --sriov

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connect i on-ti neout 30

The request timeout, in seconds.
Example: - - request - ti meout 45

Includes column headers in the command output.
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Output
Option Description
--show enpty-fields Shows empty columns as (ni l).
- - hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

» The attribute type identifier
* The ID of the AMI
» Information about the attribute
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Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the launch permissions for the specified AMI.

PROVPT> ec2-descri be-image-attribute am -1a2b3c4d -I
| aunchPer m ssi on am - 1a2b3c4d group all
I aunchPer mi ssi on ami -1a2b3c4d userld 111122223333

Example 2

This example command describes the product code for the specified AMI.

PROWPT> ec2-descri be-image-attribute am -1a2b3c4d -p
product Codes am - 1a2b3c4d product Code [ market pl ace: alb2c3d4e5f 6g7h8i 9j 10k11]

Example 3

This example command describes the RAM disk for the AMI with the ID ami - 1a2b3c4d using the
--show enpty-fi el ds option.

PROVPT> ec2-descri be-image-attri bute am -1a2b3c4d --randi sk --show enpty-fields
randi sk am - 1a2b3c4d (nil) ari-96c¢527ff

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribelmageAttribute

Related Commands

¢ ec2-describe-images (p. 332)
¢ ec2-modify-image-attribute (p. 573)
e ec2-reset-image-attribute (p. 666)
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ec2-describe-images

Description

Describes one or more of the images (AMIs, AKIs, and ARIs) available to you. Images available to you
include public images, private images that you own, and private images owned by other AWS accounts
but for which you have explicit launch permissions.

Launch permissions fall into three categories.

Launch Description
Permission
public The owner of the image granted launch permissions for the image to the al | group.

All AWS accounts have launch permissions for these images.
explicit The owner of the image granted launch permissions to a specific AWS account.

implicit An AWS account has implicit launch permissions for all the images it owns.

The list of images returned can be modified by specifying IDs, owners, or AWS accounts with launch
permissions. If no options are specified, Amazon EC2 returns all images for which you have launch
permissions.

If you specify one or more image IDs, only images that have the specified IDs are returned. If you specify
an image to which you don't have access, it's not included in the returned results.

If you specify one or more owners, only images from the specified owners and to which you have access
are returned. The results can include the account IDs of the specified owners—amnazon for images owned
by Amazon, aws- mar ket pl ace for images owned by AWS Marketplace, or sel f for images that you
own.

Note

For an overview of the AWS Marketplace, see
https://aws.amazon.com/marketplace/help/200900000. For details on how to use the AWS
Marketplace, see AWS Marketplace.

If you specify a list of users with launch permissions, only images with launch permissions for those users
are returned. You can specify account IDs (if you own the images), sel f for images that you own or have
explicit permissions for, or al | for public images.

Note
Deregistered images are included in the returned results for an unspecified interval after
deregistration.

The short version of this command is ec2dim.

Syntax

ec2-describe-images [am _id ...] [-a] [-0 owner ...] [-x user_id ...] [[--filter
"name=val ue"] ...]
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Options
Name Description
am _id One or more image IDs.
Type: String
Default: Describes all images available to you.
Required: No
Example: ami-78a54011
-a, --all Describes all images available to you.
Type: String
Default: None
Required: No
Example: -a
-0, --owner owner Describes images owned by the specified owners. Use the
IDs amazon, aws- mar ket pl ace, and sel f to describe
images owned by Amazon, AWS Marketplace, or you,
respectively.
Type: String
Valid values: anazon | aws- mar ket pl ace | sel f | AWS
account ID | al |
Default: None
Required: No
Example: -o self
-X, --executable-by user_id Describes images for which the specified user has explicit
launch permissions. The user can be an AWS account ID,
sel f to return images for which the sender of the request
has explicit launch permissions, or al | to return images with
public launch permissions.
Type: String
Valid values: al | | sel f | AWS account ID
Default: None
Required: No
Example: -x self
-F, --filter nane=val ue A filter for limiting the results. For more information, see the

Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String

Default: Describes all images available to you, or only those
you specified.

Required: No

Example: --filter "tag-value=Production"

APl Version 2014-02-01

333



Amazon Elastic Compute Cloud CLI Reference
Options

Supported Filters

You can specify filters so that the response includes information for only certain images. For example,
you can use a filter to specify that you're interested in images that use a specific kernel. You can specify
multiple values for a filter. The response includes information for an image only if it matches at least one
of the filter values that you specified.

You can specify multiple filters; for example, specify images that use a specific kernel and use an Amazon
EBS volume as the root device. The response includes information for an image only if it matches all the
filters that you specified. If there's no match, no special message is returned; the response is simply
empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

architecture
The image architecture.
Type: String
Valid values: i 386 | x86_64
bl ock- devi ce- nappi ng. del et e-on-term nati on
Whether the Amazon EBS volume is deleted on instance termination.
Type: Boolean
bl ock- devi ce- mappi ng. devi ce- nane
The device name (for example, /dev/sdh) for the Amazon EBS volume.
Type: String
bl ock- devi ce- mappi ng. snapshot -i d
The ID of the snapshot used for the Amazon EBS volume.
Type: String
bl ock- devi ce- mappi ng. vol une-si ze
The volume size of the Amazon EBS volume, in GiB.
Type: Integer
bl ock- devi ce- mappi ng. vol une-type
The volume type of the Amazon EBS volume.
Type: String
Valid values: st andar d for standard EBS volumes or i o1 for Provisioned IOPS volumes.
description
The description of the image (provided during image creation).
Type: String
i mge-id
The ID of the image.
Type: String
i mage-type
The image type.
Type: String
Valid values: machi ne | ker nel |randi sk
is-public
Whether the image is public.
Type: Boolean
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kernel -id
The kernel ID.
Type: String
nmani f est -1 ocati on
The location of the image manifest.
Type: String
name
The name of the AMI (provided during image creation).
Type: String
owner - al i as
The AWS account alias (for example, amazon).
Type: String
owner-id
The AWS account ID of the image owner.
Type: String
platform
The platform. To only list Windows-based AMIs, use wi ndows.
Type: String
Valid value: wi ndows
product - code
The product code.
Type: String
product - code. t ype
The type of the product code.
Type: String
Valid values: devpay | mar ket pl ace
randi sk-id
The RAM disk ID.
Type: String
r oot - devi ce- name
The name of the root device volume (for example, /dev/sdal).
Type: String
root - devi ce-type
The type of the root device volume.
Type: String
Valid values: ebs | i nst ance-store

state
The state of the image.
Type: String
Valid values: avai | abl e | pendi ng |fail ed
st at e-reason- code
The reason code for the state change.
Type: String
st at e-r eason- nessage
The message for the state change.
Type: String
t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
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resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag
value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
tag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
tag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag: Purpose=X --filter tag: Purpose=Y
virtualization-type
The virtualization type.
Type: String
Valid values: par avi rtual | hvm

hyper vi sor
The hypervisor type.

Type: String
Valid values: ovm| xen

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secr et _access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following rows of information for each image. Some fields
may be empty.

1. The image information
¢ The IMAGE identifier
¢ The ID of the image
¢ The source of the image
¢ The ID of the image owner
¢ The status of the image
¢ The visibility of the image (publ i c or pri vat e)
« The product codes, if any, that are attached to the instance
» The architecture of the image (i 386 or x86_64)
» The image type (machi ne, ker nel , or r andi sk)
» The ID of the kernel associated with the image (machine images only)
¢ The ID of the RAM disk associated with the image (machine images only)
* The platform of the image
* The type of root device (ebs ori nst ance- st ore)
¢ The virtualization type (par avi rt ual or hvm
¢ The Hypervisor type (xen or ovim)

2. Any Amazon EBS volumes associated with the instance. There will be one of the following for each
volume:

» The BLOCKDEVICE identifier
* The device hame
* The ID of the snapshot
¢ The volume size
* Indicates whether the volume is deleted on instance termination (t r ue orf al se)
¢ The volume type
¢ The maximum IOPS of the volume
3. Any tags associated with the instance. There will be one of the following for each tag:
¢ The TAG identifier
« The resource type identifier
The ID of the resource
The tag key
The tag value

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the specified AMI.

PROVPT> ec2-descri be-i mages am - 1a2b3c4d
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I MAGE ami - 1a2b3c4d anazon/ getting-started-w th-ebs-boot amazon avail abl e public
i 386 nmachi ne aki-al3667e4 ari-a33667e6 ebs paravirtual xen
BLOCKDEVI CEMAPPI NG / dev/ sdal snap-la2b3c4d 15 standard

Example 2

This example filters the response to include only the public Windows images with an x86_64 architecture.

PROVPT> ec2-describe-imges --filter "is-public=true" --filter "architec
ture=x86_64" --filter "platformw ndows"
I MAGE ami - 1a2b3c4d amazon/ getting-started-w th-ebs-boot anmazon avail abl e

public x86_64 machi ne wi ndows ebs hvm xen
I MAGE am -2a2b3c4d amazon/ Sql Svr St d2003r 2- x86_64- Wn-v1. 07 anmazon avail abl e
public x86_64 machine Wi ndows i nstance-store hvm xen

Example 3

This example filters the results to display only images with an AWS Marketplace product code.

PROVWPT> ec2-descri be-images -F product-code.type=market pl ace -0 self

| MAGE ami - 1a2b3c4d 111122223333/ MWy MP | mage 111122223333 avail able private
[ mar ket pl ace: alb2c3d4e5f 6g7h8i 9j 10k11] i 386 machi ne ebs paravirtual xen
BLOCKDEVI CEMAPPI NG / dev/ sdal snap-2de0d457 15 standard

BLOCKDEVI CEMAPPI NG / dev/ sdb snap-27e0d45d 100 st andard

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)

e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ Describelmages

Related Commands

e ec2-describe-image-attribute (p. 328)
¢ ec2-describe-instances (p. 353)

APl Version 2014-02-01
339



http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeImages.html

Amazon Elastic Compute Cloud CLI Reference
ec2-describe-instance-attribute

ec2-describe-instance-attribute

Description

Describes the specified attribute of the specified instance. You can specify only one attribute at a time.

The short version of this command is ec2dinatt.

Syntax

ec2-describe-instance-attribute instance_id { --block-device-mapping |

--ebs-optimzed | --disable-api-termnation | --group-id |
--instance-initiated-shutdown-behavior | --instance-type | --kernel |
--product-code | --ramdisk | --root-device-nane | --source-dest-check | --sriov

| --user-data }

Options

Name Description
i nstance_id The ID of the instance.
Type: String

Required: Yes
Example: i-43a4412a

-b, --bl ock-devi ce-mappi ng The block device mapping for the instance.
Type: String
Required: No
Example: -b
--di sabl e-api -term nati on Indicates whether the instance can be terminated using the

Amazon EC2 console, CLI, and API.
Type: Boolean

Required: No
Example: --disable-api-termination

--ebs-optin zed Bool ean Indicates whether the instance is optimized for Amazon EBS
I/0.
Type: Boolean

Required: No
Example: --ebs-optimized

-g, --group-id The security groups associated with the instance.
Type: String
Required: No
Example: -g
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Options

Name

--instance-ini ti at ed- shut down- behavi or

-t, --instance-type
-p, --product-code
- - kernel

--ranmdi sk

--root-devi ce- nane

--sour ce-dest - check

--sriov

Description

Indicates whether an instance stops or terminates when you
initiate shutdown from the instance (using the operating
system command for system shutdown).

Type: String

Required: No

Example: --instance-initiated-shutdown-behavior

The instance type of the instance. For more information, see
Instance Types in the Amazon Elastic Compute Cloud User
Guide.

Type: String

Required: No

Example: -t

The product codes associated with an instance. Each product
code includes a product code and type.

Type: String

Required: No

Example: -p

The ID of the kernel associated with the AMI.
Type: String

Required: No

Example: --kernel

The ID of the RAM disk associated with the AMI.
Type: String

Required: No

Example: --ramdisk

The name of the root device (for example, / dev/ sdal).
Type: String

Required: No

Example: --root-device-name

Indicates whether source/destination checking is enabled. A
value of t r ue means checking is enabled, and f al se means
checking is disabled. This value must be f al se for a NAT
instance to perform NAT. For more information, see NAT
Instances in the Amazon Virtual Private Cloud User Guide.
Type: String

Required: No

Example: --source-dest-check

Enhanced networking for the instance. A value of si npl e
means that enhanced networking is enabled.

Type: String

Default: None

Required: No

Example: --sriov
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Common Options

Name

--user-data

Description

Any user data made available to the instance.
Type: String

Required: No

Example: --user-data

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* Ifthe - - bl ock- devi ce- mappi ng attribute is requested, one of the following for each Amazon EBS
volume:

e The BLOCKDEVICE identifier

* The device name

e The ID of the volume

e The timestamp

e The Del et eOnTer mi nat i on attribute value
 For all other attributes:

« The attribute type identifier

» The ID of the instance
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* The attribute or attribute list item value

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the instance type of the specified instance.

PROWPT> ec2-descri be-instance-attribute i-10a64379 --instance-type
i nstanceType i-10a64379 tl.micro

Example 2

This example command lists the current value of the | nst ancel ni t i at edShut downBehavi or attribute
for the specified instance.

PROVPT> ec2-descri be-instance-attribute i-10a64379 --initi at ed-shut down- behavi or
i nstancel ni ti at edShut downBehavi or i-10a64379 stop

Example 3

This example command lists the current value of the Di sabl eApi Ter mi nat i on attribute for the specified
instance.

PROVWPT> ec2-describe-instance-attribute i-10a64379 --disabl e-api-term nation
di sabl eApi Termi nation i-10a64379 fal se

Example 4

This example command describes the devices in the block device mapping for the specified instance.

PROWPT> ec2-describe-instance-attribute i-10a64379 --bl ock-devi ce-mappi ng

BLOCKDEVI CE / dev/ sdal vol - 615a1339 2013- 05-17T22: 42: 34. 0002
true
BLOCKDEVI CE / dev/ sdf vol - 9f 54b8dc 2013- 09-10T23: 07: 00. 000Z
fal se

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)
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Related Topics

Related Action

* DescribelnstanceAttribute

Related Commands

¢ ec2-describe-instances (p. 353)
¢ ec2-modify-instance-attribute (p. 578)
¢ ec2-reset-instance-attribute (p. 669)
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ec2-describe-instance-status

Description

Describes the status of one or more instances, including any scheduled events.
Instance status has two main components:

¢ System Status reports impaired functionality that stems from issues related to the systems that support
an instance, such as such as hardware failures and network connectivity problems. The
Descri bel nst anceSt at us response elements report such problems as impaired reachability.

¢ Instance Status reports impaired functionality that arises from problems internal to the instance. The
Descri bel nst anceSt at us response elements report such problems as impaired reachability.

Instance status provides information about four types of scheduled events for an instance that may require
your attention:

¢ Scheduled Reboot: When Amazon EC2 determines that an instance must be rebooted, the instances
status returns one of two event codes: syst em r eboot ori nst ance-reboot . System reboot
commonly occurs if certain maintenance or upgrade operations require a reboot of the underlying host
that supports an instance. Instance reboot commonly occurs if the instance must be rebooted, rather
than the underlying host. Rebooting events include a scheduled start and end time.

¢ System Maintenance: When Amazon EC2 determines that an instance requires maintenance that
requires power or network impact, the instance's status will return an event code called
syst em mai nt enance. System maintenance is either power maintenance or network maintenance.
For power maintenance, your instance will be unavailable for a brief period of time and then rebooted.
For network maintenance, your instance will experience a brief loss of network connectivity. System
maintenance events include a scheduled start and end time. You will also be notified by email if one
of your instances is set for system maintenance. The email message indicates when your instance is
scheduled for maintenance.

¢ Scheduled Retirement: When Amazon EC2 determines that an instance must be shut down, the
instance's status returns an event code called i nst ance-r et i r enent . Retirement commonly occurs
when the underlying host is degraded and must be replaced. Retirement events include a scheduled
start and end time. You will also be notified by email if one of your instances is set to retiring. The emalil
message indicates when your instance will be permanently retired.

¢ Scheduled Stop: When Amazon EC2 determines that an instance must be shut down, the instances
status returns an event code called i nst ance- st op. Stop events include a scheduled start and end
time. You will also be notified by email if one of your instances is set to stop. The email message
indicates when your instance will be stopped.

When your instance is retired, it will either be terminated (if its root device type is the instance-store) or
stopped (if its root device type is an EBS volume). Instances stopped due to retirement will not be restarted,
but you can do so manually. You can also avoid retirement of EBS-backed instances by manually restarting
your instance when its event code is i nst ance-r et i r enment . This ensures that your instance is started
on a different underlying host.

For more information about failed status checks, see Troubleshooting Instances with Failed Status Checks
in the Amazon Elastic Compute Cloud User Guide. For more information about working with scheduled
events, see Working with an Instance That Has a Scheduled Event in the Amazon Elastic Compute Cloud
User Guide.

The short version of this command is ec2dins.
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Syntax
Syntax
ec2-describe-instance-status [instance_id ...] [-], --hide-healthy ...] [-A
--include-all-instances ...] [[--filter "nane=value"] ...]
Options
Name Description
i nstance_id One or more instance IDs.
Type: String

Default: Describes all your instances.

Constraints: Maximum 100 explicitly-specified instance IDs.
Required: No

Example:i - 15a4417c

-1, --hide-healthy Hide instances where all status checks pass.
Required: No

-A, --include-all-instances Describes all running and non-running instances.
Required: No

-F, --filter nane=val ue A filter for limiting the results. For more information, see the

Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String

Default: Describes all your instances, or only those you
specified.

Required: No

Example: --filter "system-status.status=impaired"

Supported Filters

You can specify filters so that the response includes information for only certain instances. For example,
you can use a filter to specify that you're interested in instances in a specific Availability Zone. You can
specify multiple values for a filter. The response includes information for an instance only if it matches at
least one of the filter values that you specified.

You can specify multiple filters; for example, specify instances that are in a specific Availability Zone and
have a status of r et i ri ng. The response includes information for an instance only if it matches all the
filters that you specified. If there's no match, no special message is returned; the response is simply
empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.
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avai l ability-zone
The Availability Zone of the instance.
Type: String
event . code
The code identifying the type of event.
Type: String
Valid values: i nst ance- r eboot | system reboot | syst em nai nt enance
i nstance-retirenment |i nstance-stop
event . description
A description of the event.
Type: String
event.not-after
The latest end time for the scheduled event.
Type: DateTime

event. not - before
The earliest start time for the scheduled event.

Type: DateTime

i nst ance- st at e- nane
The state of the instance.

Type: String
Valid values: pendi ng | runni ng | shutti ng- down | t er mi nat ed | st oppi ng | st opped

i nst ance- st at e- code
A code representing the state of the instance. The high byte is an opaque internal value and should
be ignored. The low byte is set based on the state represented

Type: Integer (16-bit unsigned integer)

Valid values: 0 (pending) | 16 (running) | 32 (shutting-down) | 48 (terminated) | 64 (stopping) | 80

(stopped)
system st at us. st at us

The system status of the instance.

Type: String

Valid values: ok |i npaired |initializing]|insufficient-data]|not-applicable
systemstatus.reachability

Filters on system status where the name isreachabi l i ty.

Type: String

Valid values: passed |failed|initializing]|insufficient-data
i nst ance-status. status

The status of the instance.

Type: String

Valid values: ok |i npaired |initializing]|insufficient-data]|not-applicable
instance-status.reachability

Filters on instance status where the name isreachabi lity.

Type: String

Valid values: passed |failed |initializing]|insufficient-data
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Common Options

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.
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Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:
The instance information

¢ The INSTANCE identifier

¢ The ID of the instance

¢ The availability zone of the instance
¢ The state name of the instance

¢ The state code of the instance

¢ The status of the instance

¢ The host system status

¢ The instance retirement status

¢ The instance retirement date

The host system status information

* The SYSTEMSTATUS identifier

¢ The host system status name

¢ The host system status

¢ The date and time that the host system became impaired, if applicable
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The instance status information

¢ The INSTANCESTATUS identifier

¢ The instance status name

¢ The instance status

¢ The date and time that the instance became impaired, if applicable

Any events scheduled for the instance

* The EVENT identifier

e The event type

¢ The date and time of the opening of the event window
* The date and time of the closing of the event window
¢ The event description

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command describes the current state of the instances you own.

ec2-descri be-instance-status

I NSTANCE i - 1a2b3c4d us-east-1d running 16 ok ok active

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

I NSTANCE i - 2a2b3c4d us-east-1d running 16 ok ok active

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

I NSTANCE i - 3a2b3c4d us-east-1d running 16 ok ok active

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

I NSTANCE i - 4a2b3c4d us-east-1d running 16 ok ok retiring YYYY- M DDTHH: MM SS+0000
SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

EVENT i nst ance-stop YYYY- MM DDTHH: MM SS+0000 The i nstance i s runni ng on degr aded
har dwar e

I NSTANCE i - 5a2b3c4d us-east-1d running 16 ok ok retiring YYYY- M DDTHH: MM SS+0000

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

EVENT i nstance-retiring YYYY- MV DDTHH: MM SS+0000 The instance is running on

degraded har dware

I NSTANCE i - 6a2b3c4d us-east-1d running 16 ok ok retiring YYYY- M DDTHH: MM SS+0000

SYSTEMSTATUS reachability passed

| NSTANCESTATUS reachabi lity passed

EVENT i nst ance-stop YYYY- MM DDTHH: MM SS+0000 The i nstance i s runni ng on degr aded
har dwar e
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Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* DescribelnstanceStatus

Related Commands

¢ ec2-report-instance-status (p. 648)
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ec2-describe-instances

Description

Describes one or more of your instances.

If you specify one or more instance IDs, Amazon EC2 returns information for those instances. If you do
not specify instance IDs, Amazon EC2 returns information for all relevant instances. If you specify an
instance that you do not own, it's not included in the output.

Recently terminated instances might appear in the output. This interval is usually less than one hour.

The short version of this command is ec2din.

Syntax

ec2-describe-instances [instance_id ...] [[--filter "name=value"] ...]

Options

Name Description

i nstance_id One or more instance IDs.
Type: String
Default: Describes all your instances.
Required: No

Example: i-15a4417c

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your instances, or only those you
specified.

Required: No
Example: --filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain instances. For example,
you can use a filter to specify that you're interested in instances launched with a specific key pair. You
can specify multiple values for a filter. The response includes information for an instance only if it matches
at least one of the filter values that you specified.

You can specify multiple filters; for example, specify instances that are launched with a specific key pair
and use an Amazon EBS volume as the root device. The response includes information for an instance
only if it matches all the filters that you specified. If there's no match, no special message is returned; the
response is simply empty.
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You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

architecture
The instance architecture.
Type: String
Valid values: i 386 | x86_64
avail ability-zone
The Availability Zone of the instance.
Type: String
bl ock- devi ce- mappi ng. attach-ti me

The attach time for an Amazon EBS volume mapped to the instance (for example,
2010-09-15T17:15:20.0002)

Type: DateTime

bl ock- devi ce- nappi ng. del et e-on-term nati on
Indicates whether the Amazon EBS volume is deleted on instance termination.
Type: Boolean
bl ock- devi ce- mappi ng. devi ce- nane
The device name (for example, /dev/sdh) for the Amazon EBS volume.
Type: String
bl ock- devi ce- nappi ng. st at us
The status for the Amazon EBS volume.
Type: String
Valid values: at t achi ng | at t ached | det achi ng | det ached
bl ock- devi ce- mappi ng. vol une-i d
The volume ID of the Amazon EBS volume.
Type: String
client-token
The idempotency token you provided when you launched the instance.
Type: String
dns- nane
The public DNS name of the instance.
Type: String
group-id
The ID of the security group for the instance. If the instance is in EC2-Classic or a default VPC, you
can use gr oup- nane instead.

Type: String

gr oup- name
The name of the security group for the instance. If the instance is in a nondefault VPC, you must use
gr oup-i d instead.

Type: String
i mage-id
The ID of the image used to launch the instance.
Type: String
instance-id
The ID of the instance.
Type: String
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instance-lifecycle
Indicates whether this is a Spot Instance.

Type: String
Valid values: spot
i nstance- st at e- code

The state of the instance. The high byte is an opaque internal value and should be ignored. The low
byte is set based on the state represented.

Type: Integer (16-bit unsigned integer)
Valid values: 0 (pending) | 16 (running) | 32 (shutting-down) | 48 (terminated) | 64 (stopping) | 80
(stopped)
i nst ance- st at e- nane
The state of the instance.
Type: String
Valid values: pendi ng | runni ng | shutti ng- down |t er mi nat ed | st oppi ng | st opped
i nstance-type
The type of instance (for example, ni.. smal | ).
Type: String
i nstance. group-id
The ID of the security group for the instance. If the instance is in EC2-Classic or a default VPC, you
can use i nst ance. gr oup- nane instead.

Type: String
i nst ance. gr oup- nane

The name of the security group for the instance. If the instance is in a nondefault VPC, you must use
i nstance. group-i d instead.

Type: String
i p- addr ess
The public IP address of the instance.
Type: String
kernel -id
The kernel ID.
Type: String
key- nane
The name of the key pair used when the instance was launched.
Type: String
I aunch-i ndex
When launching multiple instances, this is the index for the instance in the launch group (for example,
0, 1, 2, and so on).
Type: String
I aunch-tinme
The time when the instance was launched (for example, 2010-08-07T11:54:42.0002).
Type: DateTime

noni toring-state
Indicates whether monitoring is enabled for the instance.

Type: String
Valid values: di sabl ed | enabl ed
owner-id
The AWS account ID of the instance owner.
Type: String
pl acenent - gr oup- nane
The name of the placement group for the instance.
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Type: String
platform
The platform. Use wi ndows if you have Windows based instances; otherwise, leave blank.
Type: String

Valid value: wi ndows
privat e-dns- nanme
The private DNS name of the instance.
Type: String
private-ip-address
The private IP address of the instance.
Type: String
product - code
The product code associated with the AMI used to launch the instance.
Type: String
product - code. type
The type of product code.
Type: String
Valid values: devpay | narket pl ace
randi sk-id
The RAM disk ID.
Type: String
reason

The reason for the current state of the instance (for example, shows "User Initiated [date]" when you
stop or terminate the instance). Similar to the state-reason-code filter.

Type: String

requester-id
The ID of the entity that launched the instance on your behalf (for example, AWS Management
Console, Auto Scaling, and so on)
Type: String

reservation-id
The ID of the instance's reservation. A reservation ID is created any time you launch an instance. A
reservation ID has a one-to-one relationship with an instance launch request, but can be associated
with more than one instance if you launch multiple instances using the same launch request. For
example, if you launch one instance, you'll get one reservation ID. If you launch ten instances using
the same launch request, you'll also get one reservation ID.

Type: String
root - devi ce- name
The name of the root device for the instance (for example, /dev/sdal).
Type: String
root - devi ce-type
The type of root device that the instance uses.
Type: String
Valid values: ebs | i nst ance-store

sour ce- dest - check
Indicates whether the instance performs source/destination checking. A value of t r ue means that
checking is enabled, and f al se means checking is disabled. The value must be f al se for the
instance to perform network address translation (NAT) in your VPC.
Type: Boolean

spot -i nstance-request-id
The ID of the Spot Instance request.
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Type: String
st at e- r eason- code
The reason code for the state change.
Type: String
st at e-r eason- nessage
A message that describes the state change.
Type: String
subnet-id
The ID of the subnet for the instance.
Type: String
t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag

value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
t ag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
t ag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y
virtualization-type
The virtualization type of the instance.

Type: String
Valid values: par avi rtual | hvm
vpc-id
The ID of the VPC that the instance is running in.
Type: String

hyper vi sor
The hypervisor type of the instance.

Type: String
Valid values: ovm| xen

networ k-interface. description
The description of the network interface.

Type: String

network-interface. subnet-id
The ID of the subnet for the network interface.
Type: String

net wor k-i nterface.vpc-id
The ID of the VPC for the network interface.
Type: String

network-interface. network-interface.id
The ID of the network interface.
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Type: String

networ k-interface. owner-id
The ID of the owner of the network interface.
Type: String

network-interface. avail ability-zone
The Availability Zone for the network interface.
Type: String

net wor k-i nterface.requester-id
The requester ID for the network interface.
Type: String

net wor k-i nterface. request er- managed
Indicates whether the network interface is being managed by AWS.
Type: Boolean

net wor k-i nt er f ace. st at us
The status of the network interface.

Type: String
Valid values: avai | abl e | i n-use

net wor k-i nterface. nac- addr ess
The MAC address of the network interface.
Type: String
net wor k-i nt erf ace- pri vat e-dns- nane
The private DNS name of the network interface.
Type: String
net wor k-i nt erface. source-desti nati on-check
Whether the network interface performs source/destination checking. A value of t r ue means checking

is enabled, and f al se means checking is disabled. The value must be f al se for the network interface
to perform network address translation (NAT) in your VPC.

Type: Boolean

net wor k-interface. group-id
The ID of a security group associated with the network interface.

Type: String
net wor k-i nt er f ace. gr oup- nanme
The name of a security group associated with the network interface.
Type: String
network-interface. attachnent. attachnent-id
The ID of the interface attachment.
Type: String
networ k-interface. attachment.instance-id
The ID of the instance to which the network interface is attached.
Type: String
network-interface. attachnent.instance-owner-id
The owner ID of the instance to which the network interface is attached.
Type: String
net wor k-i nterface. addr esses. pri vat e-i p- address
The private IP address associated with the network interface.
Type: String
net wor k-i nterface. attachnent. devi ce-i ndex
The device index to which the network interface is attached.
Type: Integer
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network-interface. attachnment. st at us
The status of the attachment.

Type: String
Valid values: at t achi ng | at t ached | det achi ng | det ached

network-interface. attachnent.attach-tine
The time that the network interface was attached to an instance.

Type: Date

networ k-interface. attachnment. del ete-on-termnation
Specifies whether the attachment is deleted when an instance is terminated.

Type: Boolean

networ k-i nterface. addresses. pri mary
Specifies whether the IP address of the network interface is the primary private IP address.

Type: Boolean

networ k-interface. addresses. associ ati on. public-ip
The ID of the association of an Elastic IP address with a network interface.

Type: String
net wor k-i nt erf ace. addr esses. associ ati on. i p-owner-id
The owner ID of the private IP address associated with the network interface.
Type: String
associ ation. public-ip
The address of the Elastic IP address bound to the network interface.
Type: String
associ ation.ip-owner-id
The owner of the Elastic IP address associated with the network interface.
Type: String
associ ation.allocation-id
The allocation ID returned when you allocated the Elastic IP address for your network interface.
Type: String
associ ati on. associ ation-id
The association ID returned when the network interface was associated with an IP address.
Type: String

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem
-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following rows of information for each instance. Some
fields may be empty.

1. The reservation information

The RESERVATION identifier

The ID of the reservation

The AWS account ID of the instance owner

The name of each security group the instance is in

2. The instance information

The INSTANCE identifier
The ID of the instance
The AMI ID of the image on which the instance is based

The public DNS name associated with the instance. This is only present for instances in the running
state.

The private DNS name associated with the instance. This is only present for instances in the running
state.

The state of the instance

The key name. If a key was associated with the instance at launch, its name will appear.
The AMI launch index

The product codes associated with the instance
The instance type

The instance launch time

The Availability Zone

The ID of the kernel

The ID of the RAM disk

The platform (Wi ndows or empty)

The monitoring state

The public IP address

The private IP address

[EC2-VPC] The ID of the VPC

[EC2-VPC] The ID of the subnet

The type of root device (ebs ori nst ance- st ore)
The instance lifecycle

The Spot Instance request ID
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» The instance license

¢ The placement group the cluster instance is in

» The virtualization type (par avi rt ual or hvm

» The hypervisor type (xen or ovim

* The client token

¢ The ID of each security group the instance is in

» The tenancy of the instance (def aul t or dedi cat ed)

* Whether or not the instance is EBS optimized (t r ue or f al se)
* The Amazon Resource Name (ARN) of the IAM role

. Any Amazon EBS volumes associated with the instance. There will be one of the following for each
volume:

* The BLOCKDEVICE identifier

¢ The device name

* The ID of the volume

¢ The volume attach timestamp

* Indicates whether the volume is deleted on instance termination (t r ue or f al se)
¢ The volume type

¢ The /O operations per second (IOPS)

. [EC2-VPC] The network interface information. There will be a set of the following for each network
interface:

a. The network interface information

¢ The NIC identifier

¢ The ID of the network interface

¢ The ID of the subnet

¢ The ID of the VPC

e The owner ID

¢ The network interface status

e The private IP address of the network interface

¢ The private DNS name

« Whether or not source destination check is enabled (t r ue or f al se)
b. The network interface attachment information

» The NICATTACHMENT identifier

¢ The attachment ID

» The device index

¢ The device status

» The attachment timestamp

« Whether or not the attachment is deleted on termination (t r ue or f al se)
c. The network interface association information

¢ The NICASSOCIATION identifier

¢ The public IP address

* The public IP address owner

e The private IP address
d. The security group information

« The GROUP identifier

» The security group identifier

¢ The security group name
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e. The private IP address information
¢ The PRIVATEIPADDRESS identifier
* The private IP address
5. Any tags associated with the instance. There will be one of the following for each tag
» The TAG identifier
¢ The resource type identifier
The ID of the resource

The tag key
* The tag value

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes all instances you own.

PROVPT> ec2-descri be-instances

RESERVATI ON r - 1a2b3c4d 111122223333 ny-security-group

I NSTANCE i - 1a2b3c4d am - 1a2b3c4d ec2-203-0- 113-25. conput e- 1. anazonaws. com i p-
10-251-50-12. ec2.internal running ny-key-pair 0 tl.mcro YYYY-MV}

DDTHH: MM SS+0000 us-west -2a aki - 1a2b3c4d noni tori ng-di sabl ed 184. 73. 10. 99

10. 254. 170. 223  ebs paravirtual xen ABCDE1234567890123 sg- 1a2b3c4d defaul t
fal se

BLOCKDEVI CE / dev/ sdal vol - 1a2b3c4d YYYY- MM DDTHH: MM SS. SSSZ true

RESERVATI ON r-2a2b3c4d 111122223333 anot her-security-group

I NSTANCE i - 2a2b3c4d am - 2a2b3c4d ec2-203-0- 113-25. conput e- 1. anazonaws. com i p-
10-251-50-12. ec2.internal running ny-key-pair 0 tl.mcro YYYY-MV}
DDTHH: MM SS+0000 us-west - 2¢ wi ndows nonitoring-di sabled 50.112.203.9

10. 244. 168. 218 ebs hvm xen ABCDE1234567890123 sg-2a2b3c4d default fal se
BLOCKDEVI CE / dev/ sdal vol - 2a2b3c4d YYYY- Mt DDTHH: MMt SS. SSSZ true
Example 2

This example describes only the instances that have the mL. smal | or ni. | ar ge instance type and an
attached Amazon EBS volume that will be deleted on termination.

PROWPT> ec2-descri be-instances --filter "instance-type=nil.small" --filter "in

stance-type=ni. | arge" --filter "bl ock-device-napping.status=attached" --filter
"bl ock-devi ce- mappi ng. del et e-on-t erm nati on=true"

RESERVATI ON r - 1a2b3c4d 111122223333 ny-security-group

I NSTANCE i - 1a2b3c4d ani - 1a2b3c4d ec2-203-0- 113-25. conput e- 1. amazonaws. com i p-

10- 251-50-12. ec2. i nternal running ny-key-pair 0 tl.mcro YYYY-M\}

DDTHH: MM SS+0000 us-west -2a aki - 1a2b3c4d noni tori ng-di sabl ed 184. 73. 10. 99

10. 254. 170. 223  ebs paravirtual xen ABCDE1234567890123 sg- 1a2b3c4d defaul t
fal se
BLOCKDEVI CE / dev/ sdb vol - 1a2b3c4d YYYY- MM DDTHH: MM SS. SSSZ true
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Example 3

This example command describes all your instances that are running in a VPC.

PROWPT> ec2-descri be-instances --filter "vpc-id=*"

RESERVATI ON r - 1a2b3c4d 111122223333

I NSTANCE i - 1a2b3c4d ani - 1a2b3c4d runni ng ny-key-pair 0 niL. small YYYY- MM
DDTHH: MM SS+0000 us- west - 2b wi ndows nonitoring-disabled 50.112.172. 209

10. 0. 0. 167 vpc- 1la2b3c4d subnet - 1a2b3c4d ebs hvm xen ABCDE1234567890123 sg-
la2b3c4d default false
BLOCKDEVI CE / dev/ sdb vol - 1a2b3c4d YYYY- MM DDTHH: MM SS. SSSZ true

NI C eni - 1a2b3c4d subnet-1a2b3c4d vpc-1la2b3c4d 111122223333 i n-use 10.0. 1. 167
true

NI CATTACHVENT eni - attach-1a2b3c4d 0 attached YYYY- MM DDTHH: MVt SS+0000 true
GROUP sg- 1a2b3c4d my-security-group

PRI VATEI PADDRESS 10. 0. 1. 167

PRI VATEI PADDRESS 10.0.1.12

TAG i nstance i-1a2b3c4d Nane W ndows

RESERVATI ON r - 2a2b3c4d 111122223333

I NSTANCE i - 2a2b3c4d ani - 2a2b3c4d runni ng ny-key-pair 0 cl.medi um YYYY- W
DDTHH: MM SS+0000 us-west - 2b aki - 1a2b3c4d nmoni t ori ng-di sabl ed 50.112.172. 209

10. 0. 0. 233 vpc- 1la2b3c4d subnet - 1a2b3c4d ebs hvm xen ABCDE1234567890123 sg-
la2b3c4d default false
BLOCKDEVI CE / dev/ sdal vol - 2a2b3c4d YYYY- MM DDTHH: MM SS. SSSZ true

NI C eni - 2a2b3c4d subnet - 1a2b3c4d vpc-1a2b3c4d 111122223333 i n-use 10.0. 1. 233
true

NI CATTACHVENT eni - att ach-2a2b3c4d 0 attached YYYY- MM DDTHH: MVt SS+0000 true
GROUP sg- 1a2b3c4d my-security-group

PRI VATEI PADDRESS 10. 0. 1. 233

PRI VATEI PADDRESS 10.0. 1. 20

TAG i nstance i-1a2b3c4d Nane Linux

Example 4

This example command describes any instances with a network interface that has a private IP address
of 10. 0. 0. 120.

PROVPT> ec2-describe-instances --filter "network-interface. addresses. private-
i p-address=10. 0. 0. 120"

RESERVATI ON r - 1a2b3c4d 111122223333

I NSTANCE i - 1a2b3c4d ami - 1a2b3c4d runni ng my-key-pair 0 cl. medi um YYYY- MM
DDTHH: MM SS+0000 us-west - 2b aki - 1a2b3c4d nmoni t ori ng-di sabl ed 50.112.172. 209

10. 0. 0. 98 vpc- 1a2b3c4d subnet-1a2b3c4d ebs hvm xen ABCDE1234567890123 sg-
la2b3c4d default false
BLOCKDEVI CE / dev/ sdb vol - 1a2b3c4d YYYY- MM DDTHH: MMt SS. SSSZ t r ue

NI C eni - 1a2b3c4d subnet - 1a2b3c4d vpc-la2b3c4d 111122223333 in-use 10.0.1.98
true

NI CATTACHVENT eni - att ach- 1a2b3c4d 0 attached YYYY- MV DDTHH: MM SS+0000 true
GROUP sg- 1a2b3c4d my-security-group

PRI VATEI PADDRESS 10. 0. 0. 98

PRI VATEI PADDRESS 10. 0. 0. 120
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Example 5

This example command describes any instances that have a tag with the key Oaner and the value
DbAdmi n.

PROWPT> ec2-describe-instances --filter "tag: Omer=DbAdni n"

RESERVATI ON r - 1a2b3c4d 111122223333

I NSTANCE i -1a2b3c4d am - 1a2b3c4d runni ng ny-key-pair 0 c1.nedium YYYY- MV
DDTHH: MM SS+0000 us-west - 2b aki - 1a2b3c4d nmoni t ori ng-di sabl ed 50.112.172. 209
10. 0. 0. 98 vpc- 1la2b3c4d subnet-1a2b3c4d ebs hvm xen ABCDE1234567890123 sg-
la2b3c4d default false

BLOCKDEVI CE / dev/ sdb vol - 1a2b3c4d YYYY- MM DDTHH: MM SS. SSSZ true
TAG i nstance i -1a2b3c4d Onner DbAdni n

To list all instances that have a tag with the key Oaner , regardless of the value of the tag, use the following
command.

PROWPT> ec2-descri be-instances --filter "tag-key=Oaner"

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ Describelnstances

Related Commands

¢ ec2-run-instances (p. 690)

e ec2-start-instances (p. 705)

¢ ec2-stop-instances (p. 709)

e ec2-terminate-instances (p. 713)
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ec2-describe-internet-gateways

Description

Describes one or more of your Internet gateways.

The short version of this command is ec2digw.

Syntax

ec2-describe-internet-gateways [internet _gateway id ...] [[--filter "nane=val ue"]

-]
Options

Name Description

i nternet_gateway_id One or more Internet gateway IDs.
Type: String
Default: Describes all your Internet gateways.
Required: No

Example: igw-15a4417¢c

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your Internet gateways, or only those
you specified.

Required: No
Example: --filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain Internet gateways. For
example, you can use a filter to specify that you're interested in the Internet gateways with particular tags.
You can specify multiple values for a filter. The response includes information for an Internet gateway
only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify Internet gateways that are attached to a specific
VPC and have a specific tag. The response includes information for an Internet gateway only if it matches
all the filters that you specified. If there's no match, no special message is returned, the response is simply
empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .
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The following are the available filters.

attachnent.state
The current state of the attachment between the gateway and the VPC. Returned only if a VPC is
attached.

Type: String
Valid value: avai | abl e

attachnent. vpc-id
The ID of an attached VPC.
Type: String
i nternet-gateway-id
The ID of the Internet gateway.
Type: String
t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag

value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
tag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
t ag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The INTERNETGATEWAY identifier

* The ID of the Internet gateway

e The ATTACHMENT identifier

* The ID of the VPC (if the gateway is attached to a VPC)

¢ The state of the attachment (at t achi ng, at t ached, det achi ng, det ached)
« Any tags assigned to the Internet gateway

Examples

Example

This example command describes your Internet gateways.

PROVPT> ec2-descri be-internet-gat enways
| NTERNETGATEVWAY i gw df a045b6
ATTACHVENT vpc- d9a045b0 avail abl e

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribelnternetGateways

Related Commands

e ec2-attach-internet-gateway (p. 61)
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Related Topics

¢ ec2-create-internet-gateway (p. 137)
¢ ec2-delete-internet-gateway (p. 226)
¢ ec2-detach-internet-gateway (p. 508)
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ec2-describe-keypairs

Description

Describes one or more of your key pairs.

The short version of this command is ec2dkey.

Syntax

ec2-descri be-keypairs [keypair_nanme ...] [[--filter "nanme=val ue"] ...]

Options

Name Description

keypai r _nane One or more key pair names.
Type: String
Default: Describes all your key pairs.
Required: No

Example: my-key-pair

-F, --filter name=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your key pairs, or only those you
specified.

Required: No
Example: --filter "tag-name=*Dave*"

Supported Filters

You can specify filters so that the response includes information for only certain key pairs. For example,
you can use a filter to specify that you're interested in key pairs whose names include the string Dave.
You can specify multiple values for a filter. The response includes information for a key pair only if it
matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify key pairs whose names include the string Dave and
whose fingerprint is a specific value. The response includes information for a key pair only if it matches
all the filters that you specified. If there's no match, no special message is returned; the response is simply
empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.
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fingerprint

The fingerprint of the key pair.

Type: String
key- nane

The name of the key pair.

Type: String

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains one of the following for each key pair:

¢ The KEYPAIR identifier
¢ The key pair name
¢ The private key fingerprint

Amazon EC2 command line tools display errors on stderr.

APl Version 2014-02-01
373


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference
Examples

Examples

Example

This example command describes the key pair named my-key-pair.

PROWPT> ec2-descri be-keypairs ny-key-pair
KEYPAI R ny-key-pair 1f:51: ae: 28: bf: 89: €9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1. 6f

Example Request

This example filters the response to include only key pairs whose names include the string Dave.

PROWPT> ec2-descri be-keypairs --filter "key-nane=*Dave*"

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeKeyPairs

Related Commands

« ec2-create-keypair (p. 140)
¢ ec2-delete-keypair (p. 229)
¢ ec2-import-keypair (p. 557)
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ec2-describe-network-acls

ec2-describe-network-acls

Description

Describes one or more of your network ACLs.

For more information, see Network ACLs in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2dnacl.

Syntax

ec2-descri be-network-acls [network_acl _id...] [[--filter "nane=val ue"]

Options

Name

network_acl _id

-F, --filter nanme=val ue

Supported Filters

You can specify filters so that the response includes information for only certain ACLs. For example, you
can use a filter to specify that you're interested in the ACLs associated with a particular subnet. You can
specify multiple values for a filter. The response includes information for an ACL only if it matches at least

Description

One or more network ACL IDs.

Type: String

Default: Describes all your network ACLs.
Required: No

Example: acl-7aa34613

A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
name=valueexample™™).

marks, escaped with backticks (
Type: String

Default: Describes all network ACLs in the VPC, or only those

you specified.
Required: No
Example: -filter "tag-key=Production"

one of the filter values that you specified.

You can specify multiple filters; for example, specify ACLs that are associated with a specific subnet and
have an egress entry that denies traffic to a specific port. The response includes information for an ACL
only if it matches all the filters that you specified. If there's no match, no special message is returned, the

response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .
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Options

The following are the available filters.

associ ation. associ ation-id
The ID of an association ID for the ACL.
Type: String
associ ati on. network-acl -id
The ID of the network ACL involved in the association.
Type: String
associ ation. subnet-id
The ID of the subnet involved in the association.
Type: String
def aul t
Indicates whether the ACL is the default network ACL for the VPC.
Type: Boolean
entry.cidr
The CIDR range specified in the entry.
Type: String
entry. egress
Indicates whether the entry applies to egress traffic.
Type: Boolean
entry.icnp. code
The ICMP code specified in the entry, if any.
Type: Integer
entry.icnp.type
The ICMP type specified in the entry, if any.
Type: Integer
entry. port-range.from
The start of the port range specified in the entry.
Type: Integer
entry. port-range.to
The end of the port range specified in the entry.
Type: Integer
entry. protocol
The protocol specified in the entry.
Type: String
Valid values: t cp | udp | i crp or a protocol number
entry.rul e-action
Allows or denies the matching traffic.
Type: String
Valid values: al | ow| deny

entry. rul e- nunber
The number of an entry (in other words, rule) in the ACL's set of entries.
Type: Integer
net wor k- acl -id
The ID of the network ACL.
Type: String
t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag
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value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud

User Guide.
Type: String
t ag- val ue

The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.

Type: String
tag: key=val ue

The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:

--filter tag: Purpose=X

Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y

vpc-id

The ID of the VPC for the network ACL.

Type: String

Common Options

Option

--region region

-U, --url url

-0 --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30
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Output
Option Description
--request -ti neout The request timeout, in seconds.
ti meout Example: - - r equest - t i neout 45
-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXANMPLE. pem

Output

This command returns a table that contains the following information:
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¢ The NETWORKACL, ENTRY, ASSOCIATION identifier

* The network ACL's ID, the ID of the VPC the ACL is in, and whether the ACL is the default ACL in the
VPC

¢ The entries (in other words, rules) contained in the ACL
¢ Associations between the ACL and any subnets
« Any tags assigned to the ACL

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command describes all your network ACLs.

PROVPT> ec2-descri be- net work-acl s

NETWORKACL acl - 5566953c¢ vpc-5266953b defaul t

ENTRY egress 100 allow 0.0.0.0/0 al |

ENTRY egress 32767 deny 0.0.0.0/0 al |

ENTRY ingress 100 allow 0.0.0.0/0 al |

ENTRY ingress 32767 deny 0.0.0.0/0 al |

NETWORKACL acl - 5d659634 vpc-5266953b

ENTRY egress 110 allow 0.0.0.0/0 6 49152 65535
ENTRY egress 32767 deny 0.0.0.0/0 al |

ENTRY ingress 110 allow 0.0.0.0/0 6 80 80
ENTRY ingress 120 allow 0.0.0.0/0 6 443 443
ENTRY ingress 32767 deny 0.0.0.0/0 al |

ASSCC!I ATI ON acl assoc- 5¢659635 subnet - f f 669596

ASSCC!I ATI ON acl assoc- c26596ab subnet - f 0669599

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeNetworkAcls

Related Commands

¢ ec2-create-network-acl (p. 144)

¢ ec2-delete-network-acl (p. 232)

¢ ec2-replace-network-acl-association (p. 632)
¢ ec2-create-network-acl-entry (p. 147)

¢ ec2-delete-network-acl-entry (p. 235)

e ec2-replace-network-acl-entry (p. 636)
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ec2-describe-network-interface-attribute

Description

Describes a network interface attribute. You can specify only one attribute at a time.

The short version of this command is ec2dnicatt.

Syntax

ec2-descri be-network-interface-attribute interface_id --description description
--source-dest-check --group-set --attachnent

Options

Name Description
interface_id The ID of the network interface.
Type: String

Default: None
Required: Yes
Example: eni-bc7299d4

-d, --descriptiondescription | Describesthe network interface.
Type: String
Required: Yes

- -sour ce- dest - check Indicates whether source/destination checking is enabled.
Type: String
Required: Yes

- - group- set The security groups associated with the network interface.
Type: String
Required: Yes

-a, --attachnment The attachment (if any) of the network interface.
Type: String
Required: Yes

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.
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Option

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem
-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns the specified network interface attribute.

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example command describes the specified network interface.

PROVPT> ec2-descri be-network-interface-attribute eni-b35da6éda -d
NETWORKI NTERFACE eni - b35da6da description
DESCRI PTI ON My ENI

This example command enables source/destination checking on traffic across the specified network
interface.

PROVPT> ec2-descri be-network-interface-attribute eni-b35da6da --source-dest -
check

NETWORKI NTERFACE eni - b35da6da sour ceDest Check

SOURCEDESTCHECK true

This example command describes the security groups for the specified network interface.

PROVPT> ec2-descri be-network-interface-attribute eni-b35da6da --group-set
NETWORKI NTERFACE eni - b35da6da group
GROUP  sg-8ealbce?2 def aul t
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Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* DescribeNetworkInterfaceAttribute

Related Commands

¢ ec2-create-network-interface (p. 152)

¢ ec2-delete-network-interface (p. 239)

¢ ec2-describe-network-interfaces (p. 384)

¢ ec2-attach-network-interface (p. 64)

¢ ec2-detach-network-interface (p. 511)

¢ ec2-modify-network-interface-attribute (p. 584)
¢ ec2-reset-network-interface-attribute (p. 673)
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ec2-describe-network-interfaces

Description

Describes one or more of your network interfaces.

The short version of this command is ec2dnic.

Syntax

ec2-descri be-network-interfaces [interface_id ...] [[--filter "nanme=val ue"]

-]
Options

Name Description

interface_id One or more network interface IDs.
Type: String
Default: Describes all your network interfaces.
Required: No

Example: eni-bc7299d4

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your network interfaces, or only those
you specified.

Required: No
Example: -F "description=My ENI"

Supported Filters

You can specify filters so that the response includes information for only certain network interfaces. For
example, you can use a filter to specify that you're interested in network interfaces launched in a specific
Availability Zone. You can specify multiple values for a filter. The response includes information for a
network interface only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify network interfaces in a specific Availability Zone,
and that have a specific owner ID. The response includes information for a network interface only if it
matches all the filters that you specified. If there's no match, no special message is returned; the response
is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .
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The following are the available filters.

addr esses. privat e-i p-address
The private IP addresses associated with the network interface.
Type: String
addr esses. primary
Whether the private IP address is the primary IP address associated with the network interface.
Type: Boolean

addr esses. associ ation. public-ip
The association ID returned when the network interface was associated with the Elastic IP address.

Type: String
addr esses. associ ati on. owner-id
The owner ID of the addresses associated with the network interface.
Type: String
associ ation. associ ation-id
The association ID returned when the network interface was associated with an IP address.
Type: String
associ ation. allocation-id
The allocation ID returned when you allocated the Elastic IP address for your network interface.
Type: String
associ ation. i p-owner-id
The owner of the Elastic IP address associated with the network interface.
Type: String
associ ation.public-ip
The address of the Elastic IP address bound to the network interface.
Type: String
associ ati on. publ i c-dns- nanme
The public DNS name for the network interface.
Type: String
attachnent. attachnent-id
The ID of the interface attachment.
Type: String
attachnent.instance-id
The ID of the instance to which the network interface is attached.
Type: String
attachnent.instance-owner-id
The owner ID of the instance to which the network interface is attached.
Type: String
attachnent . devi ce-i ndex
The device index to which the network interface is attached.
Type: Integer
attachnent. status
The status of the attachment.
Type: String
Valid values: attaching | attached | detaching | detached

attachnent.attach.tine
The time that the network interface was attached to an instance.

Type: DateTime

attachnent . del ete-on-term nati on
Indicates whether the attachment is deleted when an instance is terminated.
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Type: Boolean
avai l ability-zone
The Availability Zone of the network interface.
Type: String
description
The description of the network interface.
Type: String
group-id
The ID of a security group associated with the network interface.
Type: String
gr oup- nane
The name of a security group associated with the network interface.
Type: String
nmac- addr ess
The MAC address of the network interface.
Type: String
network-interface-id
The ID of the network interface.
Type: String
owner-id
The AWS account ID of the network interface owner.
Type: String
private-ip-address
The private IP address or addresses of the network interface.
Type: String
privat e- dns- name
The private DNS name of the network interface.
Type: String
requester-id
The ID of the entity that launched the instance on your behalf (for example, AWS Management
Console, Auto Scaling, and so on).
Type: String
request er - managed
Indicates whether the network interface is being managed by an AWS service (for example, AWS
Management Console, Auto Scaling, and so on).
Type: Boolean
sour ce- dest - check
Indicates whether the network interface performs source/destination checking. A value of t r ue means
checking is enabled, and f al se means checking is disabled. The value must be f al se for the
network interface to perform Network Address Translation (NAT) in your VPC.
Type: Boolean
st at us

The status of the network interface. If the network interface is not attached to an instance, the status
shows avai | abl e; if a network interface is attached to an instance the status shows i n- use.

Type: String

Valid values: avai | abl e | in-use
subnet-id

The ID of the subnet for the network interface.

Type: String
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t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag
value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
t ag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
t ag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y
vpc-id
The ID of the VPC for the network interface.
Type: String

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east -1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secr et _access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

-T, --security-token The AWS delegation token.
del egati on_t oken Default: The value of the environment variable (if set).
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Option Description

--connection-ti meout The connection timeout, in seconds.

ti meout Example: - - connecti on-ti meout 30

--request -ti neout The request timeout, in seconds.

ti meout Example: - - r equest - t i neout 45

-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).

--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

The command returns a table that contains the following information for each network interface.

¢ The NETWORKINTERFACE identifier

¢ The ID of the network interface

¢ The ID of the subnet

¢ The ID of the VPC

¢ The Availability Zone

¢ A description

¢ The ID of the account that created the network interface

¢ The ID of the entity that launched the instance on your behalf
¢ Indicates whether the network interface is being managed by AWS
¢ The status (avai | abl e, att achi ng, i n-use, det achi ng)
¢ The MAC address

e The private IP address

¢ The private DNS name

 Indicates whether traffic to or from the instance is validated
¢ The GROUP identifier

¢ The ID of the security group

¢ The name of the security group

¢« The ATTACHMENT identifier

¢ The ID of the instance

¢ The ID of the attachment

¢ The ASSOCIATION identifier

e The Elastic IP address

¢ The ID of the owner of the Elastic IP address

« The ID of the account that created the network association

¢ The ID of the association

e The private IP address

¢ The PRIVATEIPADDRESS identifier

e The private IP address

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example lists all your network interfaces.

PROVPT> ec2-descri be-network-interfaces

NETWORKI NTERFACE eni - 5e318a37 subnet - c53c87ac vpc-cc3c87ab
ap- sout heast - 1b 053230519467 fal se in-use 02:81:60:c7:15:3d
10.0.0.79 true

GROUP  sg-084b5664 qui ck-start-4

ATTACHVENT i - 5a0f 6b0e eni - att ach- 59bf 7430 attached true
PRI VATEI PADDRESS 10.0.0.79 i p-10.0.0.79.ec2.internal
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PRI VATEI PADDRESS 10. 0. 0. 183 i p-10. 0. 0. 183. ec2.internal
PRI VATEI PADDRESS 10.0.0. 184 i p-10.0.0.184. ec2.internal
NETWORKI NTERFACE eni - 236dd74a My ENl  subnet-c88a35al vpc-f28a359b
ap- sout heast - 1a 053230519467 false available 02:78:d7: 32: 3f: ba
10.0.0. 117 true
GROUP  sg-854954e9 Li nuxGroup
PRI VATEI PADDRESS 10.0. 0. 117 i p-10.0.0.117. ec2.internal
NETWORKI NTERFACE eni - 69ce7500 Primary network interface subnet -
cd8a35a4 vpc-f28a359b
ap- sout heast - 1b 053230519467 fal se in-use 02:78:d7:18:ad:f0
10. 0. 1. 152 true
GROUP  sg-dc4c51b0 qui ck-start-2
ATTACHVENT i -e0841f b4 eni - attach- 696ba300 attached true
ASSCOCI ATI ON 203-0-113-25 053230519467 ei passoc- 0f bb766a
10. 0. 1. 152 ec2-203-0-113- 25. conput e- 1. anmazonaws. com
PRI VATEI PADDRESS 10.0.1. 152 i p-10-0-1-152. ec2.internal
PRI VATEI PADDRESS 10.0.1. 12 i p-10-0-1-12. ec2.internal

This example filters for a network interface with the private IP address of 10.0.0.26.

PROWPT> ec2-descri be-network-interfaces --filter "addresses.private-ip-ad
dress=10. 0. 0. 26"

NETWORKI NTERFACE eni - 4cha0725 subnet - 73ba07l1a vpc-6bba0702

ap- sout heast-1b 013274050172 false available 02: 75: 3f: 8e: 3a: d3
10.0.0. 26 true

GROUP  sg-8fb3ale3 defaul t

ASSCOCI ATI ON 203.0.113.12 013274050172 ei passoc-f008b799

10.0.0. 26

PRI VATEI PADDRESS 10.0.0. 26 i p-10.0.0.26. ec2.internal

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* DescribeNetworklInterfaces

Related Commands

¢ ec2-create-network-interface (p. 152)

¢ ec2-delete-network-interface (p. 239)

¢ ec2-describe-network-interface-attribute (p. 380)
e ec2-attach-network-interface (p. 64)

¢ ec2-detach-network-interface (p. 511)

¢ ec2-modify-network-interface-attribute (p. 584)

¢ ec2-reset-network-interface-attribute (p. 673)
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ec2-describe-placement-groups

Description

Describes one or more of your placement groups. For more information about placement groups and
cluster instances, see Cluster Instances in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2dpgrp.

ec2-descri be-pl acement-groups [group_nanme ...] [[--filter "name=value"] ...]

Options

Name Description

group_nane One or more placement group names.
Type: String
Default: Describes all placement groups you own.
Required: No

Example: XYZ-cluster

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your placement groups, or only those
you specified.

Required: No
Example: --filter "group-name=*Project*"

Supported Filters

You can specify a filter so that the response includes information for only certain placement groups. For
example, you can use a filter to specify that you're interested in groups in the del et ed state. You can
specify multiple values for a filter. The response includes information for a placement group only if it
matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify group's that are in the del et ed state and have a
name that includes the string Pr oj ect . The response includes information for a group only if it matches
all your filters. If there's no match, no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

gr oup- nane
The name of the placement group.
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Type: String
state

The state of the placement group.

Type: String

Valid values: pendi ng | avai | abl e | del eti ng | del et ed

strat egy

The strategy of the placement group.

Type: String
Valid value: cl ust er

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request - ti neout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns the following information:

¢ The PLACEMENTGROUP identifier
¢ The placement group name

¢ The placement strategy

¢ The state of the placement group
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Examples

Example 1

This example command describes all your placement groups.

PROVPT> ec2-descri be-pl acenent - gr oups
PLACEMENTGROUP XYZ-cl uster cluster avail able
PLACEMENTGROUP ABC-cl uster cluster avail able

Example 2

This example filters the response to include only placement groups that include the string Pr oj ect in
the name.

PROVPT> ec2-descri be-pl acenment-groups --filter "group-name=*Project*"
PLACEMENTGROUP Proj ect-cluster cluster avail able

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribePlacementGroups

Related Commands

¢ ec2-create-placement-group (p. 157)
¢ ec2-delete-placement-group (p. 242)
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ec2-describe-regions

Description

Describes one or more of the regions that are available to you.
For a list of the regions supported by Amazon EC2, see Regions and Endpoints.

The short version of this command is ec2dre.

Syntax

ec2-describe-regions [region...] [[--filter "name=value"] ...]

Options

Name Description

regi on One or more region names.
Type: String
Default: Describes all your regions.
Required: No

Example: eu-west-1

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your regions, or only those you
specified.

Required: No
Example: --filter "endpoint=*ap*"

Supported Filters

You can specify filters so that the response includes information for only certain regions.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

endpoi nt
The endpoint of the region (for example, ec2.us-east-1.amazonaws.com).
Type: String

regi on- nane
The name of the region.
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Type: String

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_ id

-W --aws-secret-key
aws_secr et _access_key

-T, --security-token
del egati on_t oken

--connection-ti neout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request - ti neout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.
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Output

Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The REGION identifier
¢ The name of the region
* The service endpoint for the region

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes all the regions that are available to you.

PROVPT> ec2-descri be-regi ons

REG ON us-east-1 ec2.us-east-1.amazonaws. com

REG ON ap-northeast-1 ec2.ap-northeast-1.amazonaws. com
REG ON ap-southeast-1 ec2. ap-sout heast-1. amazonaws. com
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Example 2

This example displays information about all regions that have the string ap in the endpoint.

PROWPT> ec2-describe-regions --filter "endpoint=*ap*"
REG ON ap-sout heast-1 ec2. us-east-1. anazonaws. com

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeRegions

Related Commands

¢ ec2-describe-availability-zones (p. 295)
e ec2-run-instances (p. 690)
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ec2-describe-reserved-instances

Description

Describes the Reserved Instances that you purchased.

Starting with the 2011-11-01 API version, AWS expanded its offering for Amazon EC2 Reserved Instances
to address a range of projected instance use. There are three types of Reserved Instances based on
customer utilization levels: Heavy Utilization, Medium Utilization, and Light Utilization. The Medium
Utilization offering type is equivalent to the Reserved Instance offering available before API version
2011-11-01. If you are using tools that predate the 2011-11-01 API version, you only have access to the
Medium Utilization Reserved Instance offering type.

For more information, see Reserved Instances in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2dri.

Syntax

ec2-describe-reserved-instances [reservation_id ...] [[--filter "nanme=val ue"]

-1
Options

Name Description

reservation_id The IDs of the Reserved Instances.
Type: String
Default: Describes all your Reserved Instances.
Required: No

Example: 4b2293b4-5813-4cc8-9ce3-1957fexample

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("hame=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your Reserved Instances, or only those
you specified.

Required: No
Example: --filter "tag-key=Production"

Supported Filters

You can specify a filter so that the response includes information for only certain Reserved Instances.
For example, you can use a filter to specify that you're interested in Reserved Instances in a specific
Availability Zone. You can specify multiple values for a filter. The response includes information for a
Reserved Instance only if it matches at least one of the filter values that you specified.
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You can specify multiple filters; for example, specify Reserved Instances that are in a specific Availability
Zone and have a specific tag. The response includes information for a Reserved Instance only if it matches
all of the filters that you specified. If there's no match, no special message is returned; the response is
simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

avai l ability-zone
The Availability Zone where the Reserved Instance can be used.
Type: String
duration
The duration of the Reserved Instance (one year or three years), in seconds.
Type: Long
Valid values: 31536000 | 94608000
end
The time when the Reserved Instance expires.
Type: DateTime
fixed-price
The purchase price of the Reserved Instance (for example, 9800. 0).
Type: Double
i nstance-type
The instance type on which the Reserved Instance can be used.
Type: String
product - descri ption
The product description of the Reserved Instance.
Type: String
Valid values: Li nux/ UNI X | Li nux/ UNI X (Amazon VPC) | W ndows | W ndows ( Anazon VPC)
reserved-instances-id
The ID of the Reserved Instance.
Type: String
start

The time at which the Reserved Instance purchase request was placed (for example,
2010-08-07T11:54:42.000Z).

Type: DateTime

state
The state of the Reserved Instance.
Type: String
Valid values: pendi ng- paynment |active |paynent-failed|retired

t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag
value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
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tag- val ue

The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.

Type: String
tag: key=val ue

The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:

--filter tag: Purpose=X

Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag: Purpose=X --filter tag: Purpose=Y

usage-price

The usage price of the Reserved Instance, per hour (for example, 0. 84).

Type: Double

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers

--showenpty-fields

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.

Shows empty columns as (ni l) .
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Output
Option Description
--hi de-tags Omits tags for tagged resources.
- -debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI RECMXYl BH3HXVAZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The RESERVEDINSTANCES identifier

» The ID of the Reserved Instance

* The Availability Zone in which the Reserved Instance can be used
» The instance type

¢ The Reserved Instance description (Linux/UNIX, Windows, Linux/UNIX (Amazon VPC), or Windows
(Amazon VPC))
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¢ The duration of the Reserved Instance

¢ The upfront fee (fixed price) you pay for the Reserved Instance

¢ The fee (usage price) you pay per hour for using your Reserved Instance

¢ The number of Reserved Instances purchased

¢ The start date of the Reserved Instance term

¢ The time when the Reserved Instance expires.

¢ The state of the Reserved Instance purchase (paynent - pendi ng, acti ve, paynent - f ai | ed)

¢ The currency of the Reserved Instance purchased. It's specified using the ISO 4217 standard (for
example, USD, JPY).

¢ The tenancy of the reserved instance purchased. An instance with a tenancy of dedi cat ed runs on
single-tenant hardware.

¢ The instance offering type

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the Reserved Instances that you own.

PROWPT> ec2-descri be-reserved-instances

RESERVEDI NSTANCES 1ba8e2e3- 2538- 4a35- b749- 1f 444exanpl e us-east-1a mil. smal |

Li nux/ UNI X 3y 350.0 0.03 1 2009-03-13T16: 01: 39+0000 paymrent - pendi ng USD def aul t
Light Utilization

RESERVEDI NSTANCES af 9f 760e- c1c1- 449b- 8128- 1342dexanpl e us-east-1d mil. x|l arge

Li nux/ UNI X 1y 1820.0 0.24 1 2009-03-13T16: 01: 39+0000 active USD default Medi um
Uilization

Example 2

This example filters the response to include only one-year, mL. smal | Linux/UNIX Reserved Instances.
If you want Linux/UNIX Reserved Instances specifically for use with a VPC, set the product description
to Li nux/ UNI X (Amazon VPC).

PROVPT> ec2-descri be-reserved-instances --filter "duration=31536000" --filter
"instance-type=ml.smal " --filter "product-description=Li nux/UNI X"

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeReservedinstances
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Related Commands

¢ ec2-describe-reserved-instances-offerings (p. 415)

¢ ec2-purchase-reserved-instances-offering (p. 609)

¢ ec2-describe-reserved-instances-maodifications (p. 410)
¢ ec2-modify-reserved-instances (p. 589)
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ec2-describe-reserved-instances-listings

Description

Describes your account's Reserved Instance listings in the Reserved Instance Marketplace. This call
returns information about your listings, such as the identifiers of the Reserved Instances that are associated
with the Reserved Instances listings.

The Reserved Instance Marketplace matches sellers who want to resell Reserved Instance capacity that
they no longer need with buyers who want to purchase additional capacity. Reserved Instances bought
and sold through the Reserved Instance Marketplace work like any other Reserved Instances.

As a seller, you choose to list some or all of your Reserved Instances, and you specify the upfront price
you want to receive for them. Your Reserved Instances are then listed in the Reserved Instance
Marketplace and are available for purchase.

As a buyer, you specify the configuration of the Reserved Instance you want to purchase, and the
Marketplace will match what you're searching for with what's available. The Marketplace will first sell the
lowest priced Reserved Instances to you, and continue to sell the available Reserved Instance listings
to you until your demand is met. You will be charged based on the total upfront price of all the Reserved
Instances that you purchase.

For more information, see Reserved Instance Marketplace in the Amazon Elastic Compute Cloud User
Guide.

The short version of this command is ec2dril.

Syntax

ec2-descri be-reserved-instances-listings [listing [listing [...]]] [[--filter
"name=val ue"] ...]

Options

Name Description

listing The ID of the Reserved Instance listing.
Type: String
Default: None
Required: No

-F, --filter FILTERnanme=val ue | A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks (""name=valueexample™").
Type: String
Default: Describes all your Reserved Instances listings, or
only those you specified.

Required: No
Example: --filter "status=pending"
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Supported Filters

Our policy is to provide filters for all ec2- descri be calls so that you can limit the response to your
specified criteria. Therefore, you can use filters to limit the response when describing Reserved Instances
listings, even though you can use other options instead.

For example, you can use a filter or an option to get the listing of Reserved Instances that are in an active
state. You can also specify multiple options or filters (for example, to limit the response to the Reserved
Instances listings that are in the closed state with a specific status message). The response includes
information for a listing only if it matches all options or filters. If there's no match, no special message is
returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

stat us

Status of the Reserved Instance listing.
Valid values: pendi ng | acti ve | cancel | ed | cl osed

Type: String

st at us- ressage
Reason for the status.
Type: String

reserved-instances-listing-id
The ID of the Reserved Instances listing.

Type: String
reserved-instances-id

The ID of the Reserved Instances.

Type: String

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

The command returns a table that contains the following information:
The listing information

¢ The LISTING identifier

¢ Reserved Instance listing ID
¢ Reserved Instance ID

* Create Date

¢ Update Date

* Status

e Status Message

One or more rows that contain instance count information
¢ The INSTANCE-COUNT identifier

¢ The instance count state

¢ The instance count

One or more rows that contain price schedule information

¢ The PRICE-SCHEDULE identifier

¢ The term

e The price

* Whether or not the schedule is active

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command describes a Reserved Instance listing that you own.

PROWPT> ec2-descri be-reserved-instances-1istings 095c0e18-c9e6-4692-97e5-
653e0exanpl e

Amazon EC2 returns output similar to the following:
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PROVPT> ec2-descri be-reserved-instances-1istings 095c0e18-c9e6-4692-97e5-

653e0exanpl e

Type Reservedl nstancesLi stingld Reservedl nstancesl d Creat eDate Updat eDate Stat us
St at usMessage

LI STI NG 095c0e18- c9e6- 4692- 97e5- 653e0exanpl e b847f a93- c736- 4eae- bcal- e3147exanpl e
Tue Aug 28 18:21:07 PDT 2012 Tue Aug 28 18:21:07 PDT 2012 active active

I NSTANCE- COUNT avail able 1

I NSTANCE- COUNT sold 0O

I NSTANCE- COUNT cancel led 0

I NSTANCE- COUNT pendi ng 0

PRI CE- SCHEDULE 5 $1.2 fal se

PRI CE- SCHEDULE 4 $1.2 true

PRI CE- SCHEDULE 3 $1.2 fal se

PRI CE- SCHEDULE 2 $1.2 fal se

PRI CE- SCHEDULE 1 $1.2 true

Related Operations

« ec2-create-reserved-instances-listing (p. 160)
e ec2-cancel-reserved-instances-listing (p. 96)
¢ ec2-describe-reserved-instances (p. 399)
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ec2-describe-reserved-instances-modifications

Description

Describes the modifications made to your Reserved Instances. If no parameter is specified, information
about all your Reserved Instances modification requests is returned. If a modification ID is specified, only
information about the specific modification is returned.

For more information, see Modifying Reserved Instances in the Amazon Elastic Compute Cloud User
Guide.

The short version of this command is ec2drim.

Syntax

ec2-descri be-reserved-instances-nodi fications [nodification-id [nodification-id
[...11] [[--filter "nane=value"] ...]

Options

Name Description

nmodi fication-id The IDs of the modification requests for which you want
information.
Type: String
Default: Describes all your modification requests.
Required: No
Example: rimod-594f08ad-d0a4-41bc-a2c0-3d8e7example

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your Reserved Instance modification
requests, or only those you specified.

Required: No
Example: --filter "tag-key=Production"

Supported Filters

Our policy is to provide filters for all ec2- descri be calls so that you can limit the response to your
specified criteria. Therefore, you can use filters to limit the response when describing Reserved Instances
modifications, even though you can also use other options instead.

For example, you can use a filter or an option to get the listing of Reserved Instances that are in an active
state. You can also specify multiple options or filters (for example, to limit the response to the Reserved
Instances listings that are in the closed state with a specific status message). The response includes
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information for a listing only if it matches all options or filters. If there's no match, no special message is
returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

client-token
The idempotency token for the modification request.

Type: String

create-date
Time when the modification request was created.
Type: DateTime

effective-date
Time when the modification becomes effective.

Type: DateTime

nodi fi cation-result.reserved-instances-id
ID for the Reserved Instances created as part of the modification request. This ID is only available
when the status of the modificationis ful fi | | ed.

Type: String

nodi fication-result.target-configuration.availability-zone
The Availability Zone for the new Reserved Instances.
Type: String

nodi fication-result.target-configuration.instance-count
The number of new Reserved Instances.
Type: Integer

nodi fication-result.target-configuration.instance-type
Instance type of the new Reserved Instances.
Type: String
nmodi fication-result.target-configuration.platform
The network platform of the new Reserved Instances.
Type: String
Valid values: EC2-Classic, EC2-VPC

reserved-instances-id
The ID of the Reserved Instances modified.

Type: String
reserved-instances-nodification-id
ID of the modification request.
Type: String
st at us
The status of the Reserved Instances modification request.
Type: String
Valid values: processing |fulfilled|failed

st at us- nessage
The reason for the status.

Type: String

updat e-dat e
Time when the modification request was last updated.
Type: DateTime
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Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.
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Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:
The modification request information:

¢ The Reserved Instances modification request ID

¢ The ID of the Reserved Instances submitted for modification

¢ The client token

¢ The create date

¢ The update date

¢ The effective date

¢ The status of the Reserved Instance modification request (processing, fulfilled, or failed)
« A status message

The modified Reserved Instances information:

¢ The Availability Zone for the new Reserved Instances.

« The network platform in which the new Reserved Instances will be launched. Either EC2-Classic or
EC2-VPC.

¢ The instance type of the new Reserved Instances.
¢ The number of Reserved Instances created as a result of the modification.
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¢ The ID of the Reserved Instances created as a result of the modification. Only available if the modification
request was successful, and its statusis ful fi l | ed.

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes all the Reserved Instances modification requests that have been
submitted for your account.

PROVPT> ec2-descri be-reserved-instances-nodifications --headers

Type Reservedl nstanceshbdificationld CientToken CreateDate UpdateDate Effect
iveDate Status StatusMessage

RESERVEDI NSTANCESMODI FI CATI ON ri nod- 1a4087c4- 4f 31- 49f f - b364- 7b035exanpl e
d3d95824- af e3- 47b6- 82d4- cf 25f exanpl e 2013- 08- 30T21: 34: 30+0000 2013- 08-

30T21: 52: 34+0000 2013-08-30T21: 00: 00+0000 fulfilled

Type Reservedl nstancesld

RESERVEDI NSTANCES d16f 7a91- e134- 45f f - 869c- 23179exanpl e

Type Avail abilityZone I nstanceCount Pl atform | nstanceType Reservedl nstancesld
MODI FI CATI ON- RESULT us-east-1le 3 EC2-C assic

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeReservedinstancesModifications

Related Commands

¢ ec2-modify-reserved-instances (p. 589)
¢ ec2-describe-reserved-instances (p. 399)
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ec2-describe-reserved-instances-offerings

Description

Describes Reserved Instance offerings that are available for purchase. With Amazon EC2 Reserved
Instances, you purchase the right to launch instances for a period of time. During that time period you
will not receive insufficient capacity errors, and you will pay a lower usage rate than the rate charged for
On-Demand instances for the actual time used.

Starting with the 2011-11-01 API version, AWS expanded its offering of Amazon EC2 Reserved Instances
to address a range of projected instance usage. There are three types of Reserved Instances based on
customer utilization levels: Heavy Utilization, Medium Utilization, and Light Utilization. You determine the
type of the Reserved Instance offerings by including the optional of f er i ngType parameter when calling
ec2-descri be-reserved-instances- of f eri ngs. The Medium Utilization offering type is equivalent
to the Reserved Instance offering available before API version 2011-11-01. If you are using tools that
predate the 2011-11-01 API version, ec2- descri be-reserved-i nst ances- of f eri ngs will only list
information about the Medi um Ut i | i zat i on Reserved Instance offering type.

For information about Reserved Instances Pricing Tiers, see Understanding Reserved Instance Pricing
Tiers in the Amazon Elastic Compute Cloud User Guide. For more information about Reserved Instances,
see Reserved Instances, also in the Amazon Elastic Compute Cloud User Guide.

Starting with the 2012-08-15 API version, AWS offers the Reserved Instance Marketplace, where you
can buy and sell Reserved Instances. The Reserved Instance Marketplace makes it easy to buy and sell
Reserved Instances by matching sellers who own capacity that they no longer need with buyers who are
looking to purchase additional capacity. Reserved Instances bought and sold through the Reserved
Instance Marketplace work like any other Reserved Instances.

By default, with the 2012-08-15 API version, ec2- descri be-reserved-i nst ances- of feri ngs
returns information about Amazon EC2 Reserved Instances available directly from AWS, plus instance
offerings available from third-party sellers, on the Reserved Instance Marketplace. If you are using tools
that predate the 2012-08-15 API version, ec2- descri be-reserved-i nst ances- of f eri ngs only
lists information about Reserved Instances available directly from AWS.

For more information, see Reserved Instance Marketplace in the Amazon Elastic Compute Cloud User
Guide.

The short version of this command is ec2drio.

Syntax

ec2-descri be-reserved-instances-offerings [offering_id ...] [--type instance_type
.] [--offering-type offering] [--availability-zone zone ...] [--description
description ...] [[--filter "nanme=value"] ...] [--tenancy tenancy]

[ --exclude-marketplace] [--min-duration mn_duration] [--max-duration
max_dur ati on]
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Options
Name Description
offering_id The ID of a Reserved Instance offering.

-1,

--type instance_type

--offering-type offering-type

-z,

-d,

--avail ability-zone zone

--description description

Type: String

Default: None

Required: No

Example: 438012d3-4967-4ba9-aa40-cbbldexample

The instance type on which the Reserved Instance can be
used.

Type: String

Default: None

Required: No

Example: -t m1l.small

The Reserved Instance offering type.

Type: String

Valid values: "Heavy Utilization" |"Medi um
Utilization" |"Light Utilization"
Default: None

Required: No

Example: --offering-type "Medium Utilization"

The Availability Zone in which the Reserved Instance can be
used.

Type: String

Default: None

Required: No

Example: -z us-east-1a

The Reserved Instance description. Instances that include
(Amazon VPCQ) in the description are for use with Amazon
VPC.

Type: String

Valid values: Li nux/ UNI X | Li nux/ UNI X ( Amazon VPC)

| SUSE Li nux | SUSE Li nux (Amazon VPC) | Red Hat
Enterprise Linux |Red Hat Enterprise Linux
(Amazon VPC) | W ndows | Wndows (Amazon VPC) |
W ndows with SQ Server Standard|Wndows w th
SQ Server Standard (Amazon VPC) | Wndows with
SQ Server Web|Wndows with SQ Server Wb
(Amazon VPC)

Default: None
Required: No
Example: -d Linux/UNIX
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Name

-F, --filter FILTERnane=val ue

--tenancy t enancy

--excl ude- mar ket pl ace

--mn-durationmn_duration

--max-duration max_duration

Supported Filters

Description

A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String

Default: Describes all your Reserved Instances offerings, or
only those you specified.

Required: No

Example: --filter "instance-type=m1.small"

Specifies the tenancy of the Reserved Instance offering. A
Reserved Instance with tenancy of dedi cat ed will run on
single-tenant hardware and can only be launched within a
VPC.

Type: String

Valid values: def aul t | dedi cat ed

Default: def aul t

Required: No

Excludes the Reserved Instance Marketplace offerings in the
response.
Required: No

Specifies that only offerings that have a duration of at least
m n_dur at i on months should be returned.

Type: String

Default: None

Required: No

Specifies that only offerings that have a duration of at most
max_dur at i on months should be returned.

Type: String

Default: None

Required: No

Our policy is to provide filters for all ec2- descri be calls so that you can limit the response to your
specified criteria. Therefore, you can use filters to limit the response when describing Reserved Instances
offerings, even though you can use other options instead.

For example, you could use an option or a filter to get the offerings for a specific instance type. You can
specify multiple options or filters (for example, limit the response to the m2.xlarge instance type, and only
for Windows instances). The response includes information for an offering only if it matches all options
or filters. If there's no match, no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .
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The following are the available filters.

avai l ability-zone
The Availability Zone where the Reserved Instance can be used.
Type: String
duration
The duration of the Reserved Instance (for example, one year or three years), in seconds.
Type: Long
Valid values: 31536000 | 94608000
fixed-price
The purchase price of the Reserved Instance (for example, 9800. 0).
Type: Double

i nstance-type
The instance type on which the Reserved Instance can be used.

Type: String
nmar ket pl ace

Settot r ue to show only Reserved Instance Marketplace offerings. When this filter is not used, which
is the default behavior, all offerings from AWS and Reserved Instance Marketplace are listed.

Type: Boolean

product - descri ption
The description of the Reserved Instance.

Type: String
Valid values: Li nux/ UNI X | Li nux/ UNI X (Amazon VPC) | W ndows | W ndows ( Amazon VPC)

reserved-instances-offering-id
The Reserved Instances offering ID.

Type: String

usage-price
The usage price of the Reserved Instance, per hour (for example, 0. 84).
Type: Double

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

The command returns a table that contains the following information:

The offering information

The OFFERING identifier

The source of the offering (AWS or 3rd Party)

The offering 1D

The Availability Zone in which the Reserved Instance can be used
The instance type

The duration of the Reserved Instance

The purchase price of the Reserved Instance. This may be contained in one or more subsequent
PRICING_DETAIL rows.

The usage price of the Reserved Instance, per hour. This may be contained in one or more subsequent
RECURRING-CHARGE rows.

The Reserved Instance description

The currency of the Reserved Instance. It's specified using the ISO 4217 standard (for example, USD).
At this time, the only supported currency is USD.

The tenancy of the Reserved Instance

The instance offering type ("Heavy Utilization" |"Medium Utilization" |"Light
Utilization")

One or more rows that contain the recurring charge information, if any

The RECURRING-CHARGE identifier
The recurring charge frequency
The recurring charge amount

One or more rows that contain the purchase price detail information, if any

The PRICING_DETAIL identifier
The number of times the purchase price must be paid
The purchase price of the Reserved Instance

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

Check to see what niL. snal | Reserved Instances are available in a specific region.
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PROWPT> ec2-descri be-reserved-instances-offerings -t mlL.small -z sa-east-1b -d
Li nux/ UNI X - -headers

Amazon EC2 returns output similar to the following example:

PROVWPT> ec2- descri be-reserved-instances-of ferings

Type Source Reservedl nstancesOfferingld Avail abilityZone | nstanceType Duration
Fi xedPri ce UsagePrice ProductDescription Currency |InstanceTenancy O feringType

OFFERI NG AWS 4b2293b4- 3236- 49f 5- 978d- a74c3exanpl e sa-east-1b ml.small 3y 574.0
0.0 Linux/UN X USD default Heavy Utilization

Type Frequency Anmount

RECURRI NG CHARGE Hourly 0.021

OFFERI NG AWS 3a98bf 7d- 07el- 4b33- 8el1l- e5314exanpl e sa-east-1b ml.small 3y 473.0
0. 031 Linux/UNI X USD default Medium Wilization

OFFERI NG AWs 438012d3- 5f c5- 4e49- a88e- 273edexanpl e sa-east-1b ml.small 3y 203.0
0. 055 Linux/UNI X USD default Light Utilization

OFFERI NG AWS d586503b- bb92- 41f a- 9065- e5bh90exanpl e sa-east-1b nil.smal | 1y 372.94
0.0 Linux/UN X USD default Heavy Utilization

Type Frequency Anmount

RECURRI NG CHARGE Hourly 0.03

OFFERI NG AWE ceb6a579- b235- 41e2- 9aad- 15a23exanpl e sa-east-1b nl.snall 1y 307.13
0. 04 Linux/UNI X USD default Medium Utilization

OFFERI NG AWS 649f dOc8- 4f f b- 443d- 824d- eae3f exanpl e sa-east-1b nil.smal | 1y 131.63
0. 07 Linux/UNI X USD default Light Utilization

OFFERI NG 3rd Party b6121943- 9f af - 4350- 8047- bc6d4exanpl e sa-east-1b ml. small 10m

- 0.032 Linux/UNI X USD default Medium Uilization

Type Count Price

PRI CI NG DETAIL 2 $1.2

OFFERI NG 3rd Party 08edcff2-8143-4cld-b23c-edcllexanpl e sa-east-1b nil.snmall 5m

- 0.032 Linux/UNI X USD default Medium Utilization

Type Count Price

PRI CI NG DETAIL 19 $1.2

PRI CI NG DETAIL 4 $1.23

The preceding output shows a part of the overall offerings that are available.
Tip
You can filter this list to return only certain types of Reserved Instances offerings of interest to
you.

Example Request

This example filters the response to include only one-year, mlL. snal | or . | ar ge Linux/UNIX Reserved
Instances. If you want Linux/UNIX Reserved Instances specifically for use with a VPC, set the product
description to Li nux/ UNI X (Amazon VPC).

PROVWPT> ec2-descri be-reserved-instances-offerings --filter "durati on=31536000"
--filter "instance-type=ml.small" --filter "instance-type=nmil.large" --filter

"product -descri pti on=Li nux/ UNI X* -H

Type Reservedl nstancesOferingld Avail abilityZone | nstanceType Duration Fixed

Price UsagePrice ProductDescription Currency InstanceTenancy O feringType

OFFERI NG 649f dOc8- 7d25- 4e81- 959e- Oelbcexanpl e us-east-1c nil.large 1y 910.0

0.12 Linux/UNI X USD default Medium Wilization

OFFERI NG 438012d3- 278f - 4ad6- 9cb9- e2318exanpl e us-east-1b ml.large 1y 910.0

0.12 Linux/UNI X USD default Medium Wilization

OFFERI NG 4b2293b4- 20f 5- 4b3d- 9969- 46341exanpl e us-east-1d ml.large 1y 910.0
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0.12 Linux/UNI X USD default Medium Wilization
OFFERI NG 3a98bf 7d- abc6- 47a0- 870e- e2459exanpl e us-east-1a
0.12 Linux/UNI X USD default Medium Wilization
OFFERI NG ceb6a579- 757c- 474b- b09b- 52c84exanpl e us-east-1c
0.03 Linux/UNI X USD default Medium Wilization
OFFERI NG 60dcf ab3- 06bb- 4b68- 9503- 53bf 8exanpl e us-east-1b
0.03 Linux/UNI X USD default Medium Wilization
OFFERI NG 438012d3-80c7-42c6- 9396- a209cexanpl e us-east - 1d
0.03 Linux/UNI X USD default Medium Wilization
OFFERI NG 649f dOc8-5d76- 4881- a522-f e522exanpl e us-east-1a
0.03 Linux/UNI X USD default Medium Wilization

2 2 2 2 B

.large 1ly
.small 1y
.small 1y
.small 1y
.small 1y

910.

227.

227.

227.

227.

Related Operations

¢ ec2-purchase-reserved-instances-offering (p. 609)
¢ ec2-describe-reserved-instances (p. 399)
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ec2-describe-route-tables

Description

Describes one or more of your route tables.

For more information about route tables, see Route Tables in the Amazon Virtual Private Cloud User
Guide.

The short version of this command is ec2drtb.

Syntax

ec2-describe-route-tables [route_table_id...] [[--filter "name=value"] ...]

Options

Name Description

route_table_id One or more route table IDs.
Type: String
Default: Describes all your route tables.
Required: No

Example: rtb-7aa34613

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your route tables, or only those you
specified.

Required: No
Example: -filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain tables. For example, you
can use a filter to specify that you're interested in the tables associated with a particular subnet. You can
specify multiple values for a filter. The response includes information for a table only if it matches at least
one of the filter values that you specified.

You can specify multiple filters; for example, specify tables that have a specific route and are associated
with a specific subnet. The response includes information for a table only if it matches all the filters that
you specified. If there's no match, no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .
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The following are the available filters.

associ ation. route-tabl e-associ ation-id
The ID of an association ID for the route table.
Type: String

association.route-table-id
The ID of the route table involved in the association.
Type: String

associ ation. subnet-id
The ID of the subnet involved in the association.
Type: String

associ ati on. mai n
Indicates whether the route table is the main route table for the VPC.
Type: Boolean

route-table-id
The ID of the route table.
Type: String

rout e. destination-cidr-block
The CIDR range specified in a route in the table.
Type: String

rout e. gateway-id
The ID of a gateway specified in a route in the table.
Type: String

route.instance-id
The ID of an instance specified in a route in the table.
Type: String

rout e. vpc- peeri ng-connection-id
The ID of a VPC peering connection specified in a route in the table.
Type: String

route.origin
Describes how the route was created.
Type: String
Valid values: Cr eat eRout eTabl e | Cr eat eRout e | Enabl eVgwRout ePr opagat i on

Cr eat eRout eTabl e indicates that the route was automatically created when the route table was
created.

Cr eat eRout e indicates that the route was manually added to the route table.
Enabl eVgwRout ePr opagat i on indicates that the route was propagated by route propagation.

route.state
The state of a route in the route table. The bl ackhol e state indicates that the route's target isn't
available (for example, the specified gateway isn't attached to the VPC, the specified NAT instance
has been terminated, and so on).
Type: String
Valid values: act i ve | bl ackhol e

t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag
value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.
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Common Options

Type: String
t ag- val ue

The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.

Type: String
tag: key=val ue

The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:

--filter tag: Purpose=X

Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag: Purpose=X --filter tag: Purpose=Y

vpc-id

The ID of the VPC for the route table.

Type: String

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers

--showenpty-fields

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.

Shows empty columns as (ni | ).
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Output
Option Description
--hi de-tags Omits tags for tagged resources.
- -debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI RECMXYl BH3HXVAZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ROUTETABLE identifier

» The ID of the route table

The ID of the VPC the route table is in

» The ROUTE identifier

¢ The route's forwarding target (gateway or NAT instance)

APl Version 2014-02-01
426


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference
Examples

¢ Theroute's state (act i ve or bl ackhol e). Blackhole means the route's forwarding target isn't available
(for example, the gateway is detached, the NAT instance is terminated)

¢ The route's destination CIDR range
¢ The ASSOCIATION identifier

¢ The association ID representing the association of the route table to a subnet (or to the VPC if it's the
main route table)

¢ Any tags assigned to the route table
* Network interfaces associated with the route.

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command describes the specified route table.

PROVPT> ec2-descri be-route-tables rtb-6aa34603

ROUTETABLE rt b- 6aa34603 vpc-9ea045f 7

ec2-describe-route-tables

ROUTETABLE rtb-7f 68217 vpc-7d6e8215

ROUTE vgw 56¢1f 422 active 13.4.5.0/24 CreateRoute

ROUTE | ocal active 12.12.12.0/24 CreateRouteTabl e

ROUTE i gw 906e82f 8 active 0.0.0.0/0 CreateRoute

ROUTE vgw 56¢1f 422 active 13.0.0.0/ 8 Enabl eVgwRout ePr opagati on
ROUTE vgw 56¢1f 422 active 11.0.0.0/8 Enabl eVgwRout ePr opagati on
ROUTE vgw 56¢1f 422 active 10.0. 0.0/ 8 Enabl eVgwRout ePr opagati on
PROPAGATI NGVGW vgw- 56¢1f 422

ASSOCI ATI ON rt bassoc- 706e8218 nai n

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeRouteTables

Related Commands

e ec2-associate-route-table (p. 57)

¢ ec2-delete-route-table (p. 248)

¢ ec2-disassociate-route-table (p. 529)

¢ ec2-replace-route-table-association (p. 644)
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ec2-describe-snapshot-attribute

ec2-describe-snapshot-attribute

Description

Describes the specified attribute of the specified snapshot. You can specify only one attribute at a time.

The short version of this command is ec2dsnapatt.

Syntax

ec2-descri be-snapshot-attribute snapshot _id attribute

Options

Name

snapshot _id

-C, --create-vol une-perm ssion

-p, --product-code

Common Options

Option

--region

regi on

Description

The ID of the Amazon EBS snapshot.
Type: String

Default: None

Required: Yes

Example: snap-78a54011

Describes the create volume permissions of the snapshot. If
you don't specify this attribute, you must specify another
attribute.

Type: String

Default: None

Required: Conditional

Example: -c

Describes the product codes associated with the snapshot.
Each product code contains a product code and a type. If you
don't specify this attribute, you must specify another attribute.
Type: String

Default: None

Required: Conditional

Example: -p

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.
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Common Options

Option

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The attribute type identifier
The ID of the snapshot

¢ The attribute value type

¢ The attribute value

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command describes the permissions for the snapshot with the ID snap- 1a2b3c4d.

PROVPT> ec2-descri be-snapshot-attribute snap-1a2b3c4d -c
cr eat eVol unePer i ssi on snap- 1a2b3c4d userld 111122223333

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)
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Related Topics

Related Action

¢ DescribeSnapshotAttribute

Related Commands

¢ ec2-create-snapshot (p. 173)

¢ ec2-describe-snapshots (p. 432)

¢ ec2-modify-snapshot-attribute (p. 594)
¢ ec2-reset-snapshot-attribute (p. 676)
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ec2-describe-snapshots

ec2-describe-snapshots

Description

Describes one or more of the Amazon EBS snapshots available to you. Snapshots available to you include
public snapshots available for any AWS account to launch, private snapshots you own, and private
shapshots owned by another AWS account but for which you've been given explicit create volume
permissions.

The create volume permissions fall into the following categories.

Permission Description

public The owner of the snapshot granted create volume permissions for the snapshot
to the al I group. All AWS accounts have create volume permissions for these
shapshots.

explicit The owner of the snapshot granted create volume permissions to a specific AWS
account.

implicit An AWS account has implicit create volume permissions for all snapshots it owns.

You can modify the list of snapshots returned by specifying snapshot IDs, snapshot owners, or AWS
accounts with create volume permissions. If you don't specify any options, Amazon EC2 returns all
shapshots for which you have create volume permissions.

If you specify one or more snapshot IDs, only snapshots that have the specified IDs are returned. If you
specify an invalid snapshot ID, an error is returned. If you specify a snapshot ID for which you do not
have access, it will not be included in the returned results.

If you specify one or more snapshot owners, only snapshots from the specified owners and for which you
have access are returned. The results can include the AWS account IDs of the specified owners, anazon
for snapshots owned by Amazon, or sel f for snapshots that you own.

If you specify a list of restorable users, only snapshots with create snapshot permissions for those users
are returned. You can specify AWS account IDs (if you own the snapshots), sel f for snapshots for which
you own or have explicit permissions, or al | for public snapshots.

Tip
Use the - - hel p option to view examples of ways to use this command.

The short version of this command is ec2dsnap.

Syntax

ec2-describe-snapshots [snapshot_id ...] [-a] [-0 owner ...] [-r user_id]
[[--filter "nane=value"] ...]
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Options

Options

Name

shapshot _id

-a,

-0,

_r,

_F’

--all owner

--owner owner

--restorable-by user_id

--filter nane=val ue

Description

One or more snapshot IDs.

Type: String

Default: Describes all snapshots for which you have launch
permissions.

Required: No

Example: snap-78a54011

Describe all snapshots (public, private, or shared) to which
you have access.

Type: String

Default: None

Required: No

Example: -a

Describes snapshots owned by the specified owner. Multiple
owners can be specified.

Type: String

Valid values: sel f | amazon | AWS account ID

Default: None

Required: No

Example: -0 AKIAIOSFODNN7EXAMPLE

The ID of an AWS account that can create volumes from the
snapshot. Before you specify a value for this option, review
and follow the guidance in Best Practices for Managing AWS
Access Keys.

Type: String

Valid values: sel f | al | | AWS account ID

Default: None

Required: No

Example: -r self

A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String

Default: Describes all snapshots for which you have launch
permissions, or only those you specified.

Required: No
Example: --filter "tag-key=Production"
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Supported Filters

You can specify filters so that the response includes information for only certain snapshots. For example,
you can use a filter to specify that you're interested in snapshots whose status is pendi ng. You can
specify multiple values for a filter. The response includes information for a snapshot only if it matches at
least one of the filter values that you specified.

You can specify multiple filters; for example, specify snapshot's that have a pendi ng status, and have
a specific tag. The response includes information for a snapshot only if it matches all the filters that you
specified. If there's no match, no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

description
A description of the snapshot.

Type: String
owner - al i as
The AWS account alias (for example, anazon) that owns the snapshot.
Type: String
owner-id
The ID of the AWS account that owns the snapshot.
Type: String
progress
The progress of the snapshot, as a percentage (for example, 80%.
Type: String
snapshot-id
The snapshot ID.
Type: String
start-tine
The time stamp when the snapshot was initiated.
Type: DateTime

st atus
The status of the snapshot.
Type: String
Valid values: pendi ng | conpl et ed | error

t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag
value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
t ag-val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
t ag: key=val ue
The key/value combination of a tag assigned to the resource.
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Common Options

Example: To list the resources with the tag Purpose=X, use:

--filter tag: Purpose=X

Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y

vol une-id

The ID of the volume the snapshot is for.

Type: String
vol ume- si ze

The size of the volume, in GiB (for example, 20).

Type: String

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers

--showenpty-fields

--hi de-tags

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request - ti neout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Output
Option Description
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default; The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

1. The snapshot information
e The SNAPSHOT identifier
» The ID of the snapshot
¢ The ID of the volume
» The state of the snapshot (pendi ng, conpl et ed, error)
» The time stamp when the snapshot initiated
« The percentage of completion
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¢ The ID of the snapshot owner
¢ The size of the volume
¢ The description of the snapshot
2. Any tags associated with the snapshot
¢ The TAG identifier
¢ The resource type identifier
The ID of the resource

The tag key
¢ The tag value

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the snapshot with the ID snap- 1a2b3c4d.

PROVPT> ec2-descri be-snapshots snap-la2b3c4d

SNAPSHOT snap- 1a2b3c4d vol - 1a2b3c4d conpl et ed YYYY- M DDTHH: MM SS. SSSZ 100%
111122223333 15 Daily Backup

TAG snapshot snap-1a2b3c4d Nane Test

Example 2

This example filters the response to include only snapshots with the pendi ng status, and that are also
tagged with a value that includes the string db_.

PROWPT> ec2-describe-snapshots --filter "status=pending" --filter "tag-
val ue=*db_*"

SNAPSHOT snap- 1a2b3c4d vol - 1a2b3c4d pendi ng YYYY- MM DDTHH: MM SS. SSSZ 30%
111122223333 15 deno_db_14_backup

TAG snapshot snap-1a2b3c4d Purpose db_14

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeSnapshots

Related Commands

e ec2-create-snapshot (p. 173)
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Related Topics

» ec2-delete-snapshot (p. 251)
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ec2-describe-spot-datafeed-subscription

Description

ec2-describe-spot-datafeed-subscription

Describes the datafeed for Spot Instances. For more information, see Spot Instances in the Amazon
Elastic Compute Cloud User Guide.

The short version of this command is ec2dsds.

Syntax

ec2-descri be- spot - dat af eed- subscri ption

Options

This command has no options.

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45
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Output
Option Description
-H, --headers Includes column headers in the command output.
--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The SPOTDATAFEEDSUBSCRIPTION identifier
» The AWS account ID of the owner
* The Amazon S3 bucket where the data feed is located
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¢ The prefix for the data feed file names
e The state (Active |l nactive)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command describes the datafeed for the account.

PROVPT> ec2-descri be-spot - dat af eed- subscri ption
SPOTDATAFEEDSUBSCRI PTI ON 111122223333 nyawshucket spotdata_ Active

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeSpotDatafeedSubscription

Related Commands

¢ ec2-create-spot-datafeed-subscription (p. 177)
¢ ec2-delete-spot-datafeed-subscription (p. 254)
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ec2-describe-spot-instance-requests

Description

Describes the Spot Instance requests that belong to your account. Spot Instances are instances that
Amazon EC2 starts on your behalf when the maximum price that you specify exceeds the current Spot
Price. Amazon EC2 periodically sets the Spot Price based on available Spot Instance capacity and current
Spot Instance requests. For more information, see Spot Instances in the Amazon Elastic Compute Cloud
User Guide.

The short version of this command is ec2dsir.

Syntax

ec2-descri be-spot-instance-requests [request_id ...] [[--filter "nane=val ue"]

-]
Options

Name Description

request _id The ID of the Spot Instance request.
Type: String
Default: None
Required: No

Example: si r- 1a2b3c4d

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks (""name=valueexample™").
Type: String
Default: Describes all your Spot Instance requests, or those
you specified.

Required: No
Example:--filter "tag-key=Production”

Supported Filters

You can specify filters so that the response includes information for only certain Spot Instance requests.
For example, you can use a filter to specify that you're interested in requests where the Spot Price is a
specific value. (You can't use a greater than or less than comparison, however you can use * and ?
wildcards.) You can specify multiple values for a filter. The response includes information for a Spot
Instance request only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify that the Spot Price is a specific value, and that the
instance type is m1l.small. The response includes information for a request only if it matches all the filters
that you specified. If there's no match, no special message is returned; the response is simply empty.
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You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

avai |l abi lity-zone-group
The Availability Zone group. If you specify the same Availability Zone group for all Spot Instance
requests, all Spot Instances are launched in the same Availability Zone.

Type: String

create-tinme
The time stamp when the Spot Instance request was created.
Type: String

faul t-code
The fault code related to the request.
Type: String

faul t - message
The fault message related to the request.
Type: String

i nstance-id
The ID of the instance that fulfilled the request.
Type: String

I aunch- gr oup

The Spot Instance launch group. Launch groups are Spot Instances that launch together and terminate
together.

Type: String

| aunch. bl ock- devi ce- mappi ng. del et e-on-term nati on
Whether the Amazon EBS volume is deleted on instance termination.
Type: Boolean

I aunch. bl ock- devi ce- nappi ng. devi ce- nane
The device name (for example, /dev/sdh) for the Amazon EBS volume.
Type: String
I aunch. bl ock- devi ce- mappi ng. snapshot-id
The ID of the snapshot used for the Amazon EBS volume.
Type: String
I aunch. bl ock- devi ce- mappi ng. vol une- si ze
The volume size of the Amazon EBS volume, in GiB.
Type: String
I aunch. bl ock- devi ce- nappi ng. vol une-type
The volume type of the Amazon EBS volume.
Type: String
Valid values: st andar d for standard EBS volumes or i o1 for Provisioned IOPS volumes.
I aunch. group-id
The security group for the instance.
Type: String
I aunch. i mage-id
The ID of the AMI.
Type: String
I aunch. i nstance-type
The type of instance (for example, ni. snal I ).
Type: String
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I aunch. kernel -i d
The kernel ID.
Type: String

| aunch. key- nane
The name of the key pair the instance launched with.
Type: String

I aunch. noni t ori ng- enabl ed
Whether monitoring is enabled for the Spot Instance.
Type: Boolean

| aunch. randi sk-i d
The RAM disk ID.
Type: String
I aunch. network-interface. network-interface-id
The ID of the network interface.
Type: String
| aunch. networ k-i nterface. devi ce-i ndex
The index of the device for the network interface attachment on the instance.
Type: Integer
I aunch. net wor k-i nterface. subnet-id
The ID of the subnet for the instance.
Type: String
I aunch. net wor k-i nterface. descri ption
A description of the network interface.
Type: String
I aunch. network-interface. private-ip-address
The primary private IP address of the network interface.
Type: String
I aunch. network-interface. del ete-on-term nation
Indicates whether the network interface is deleted when the instance is terminated.
Type: Boolean
I aunch. networ k-interface.group-id
The ID of the security group associated with the network interface.
Type: String
I aunch. net wor k- i nt er f ace. gr oup- nane
The name of the security group associated with the network interface.
Type: String
I aunch. net wor k-i nterface. addresses. pri nary
Indicates whether the IP address is the primary private IP address.
Type: String
product - descri ption
The product description associated with the instance.
Type: String
Valid values: Li nux/ UNI X | W ndows
spot -i nstance-request-id
The Spot Instance request ID.
Type: String
spot -price
The maximum hourly price for any Spot Instance launched to fulfill the request.
Type: String
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state
The state of the Spot Instance request. Spot bid status information can help you track your Amazon
EC2 Spot Instance requests. For information, see Tracking Spot Requests with Bid Status Codes in
the Amazon Elastic Compute Cloud User Guide.

Type: String
Valid values: open | active | cl osed |cancel l ed |fail ed
stat us- code

The short code describing the most recent evaluation of your Spot Instance request. For more
information, see Spot Bid Status in the Amazon Elastic Compute Cloud User Guide.
Type: String

st at us- ressage
The message explaining the status of the Spot Instance request.
Type: String

t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag
value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
tag-val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
tag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y
type
The type of Spot Instance request.
Type: String
Valid values: one-ti me | per si st ent

I aunched- avai l abi lity-zone
The Availability Zone in which the bid is launched.
Type: String
valid-from
The start date of the request.
Type: DateTime
valid-until
The end date of the request.
Type: DateTime
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Common Options

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.
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Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:
The Spot Instance request information

* The SPOTINSTANCEREQUEST identifier

¢ The ID of the Spot Instance request

¢ The Spot Instance bid price

¢ The Spot Instance type (one-ti e or persi st ent)
» The product description (Li nux/ UNI X or W ndows)
» The state of the Spot Instance request (act i ve, open, cl osed, cancel | ed, f ai | ed)
» The date and time the request was created

¢ The date and time that the request is valid until

» The date and time the request will be held until

¢ The launch group

» The Availability Zone group

* The ID of the instance

» The ID of the image

¢ The instance type

* The key pair name
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» Any security groups the request belongs to

« The Availability Zone the instance belongs to

» The kernel ID of the instance

* The RAM disk ID of the instance

* The monitoring status

e The ID of the subnet

» The Availability Zone the instance was launched to
e The IAM profile

Any Spot Instance faults

¢ The SPOTINSTANCEFAULT identifier
» The Spot Instance fault code
* The Spot Instance fault message

The Spot Instance status information

¢ The SPOTINSTANCESTATUS identifier
» The Spot Instance status

¢ The date and time of the last update

» The Spot Instance status message

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes all of your Spot Instance requests.

PROVPT> ec2-describe-spot-instance-requests

SPOTI NSTANCEREQUEST si r-1a2b3c4d 0. 040000 one-tine Linux/UN X active YYYY- MW

DDTHH: MM SS- 0800 i - 1la2b3c4d ami -1a2b3c4d nil. smal |l ny-key-pair sg-1la2b3c4d
noni tori ng-di sabl ed us-west-2c

SPOTI NSTANCESTATUS ful filled YYYY- MM DDTHH: MM SS- 0800 Your Spot request is

fulfilled.

SPOTI NSTANCEREQUEST si r-2a2b3c4d 0. 040000 one-tine Linux/UNI X active YYYY- MW

DDTHH: MM SS- 0800 i -2a2b3c4d ami -1a2b3c4d nil. smal |l ny-key-pair sg-1la2b3c4d
noni tori ng-di sabl ed us-west-2c

SPOTI NSTANCESTATUS ful filled YYYY- MM DDTHH: MM SS- 0800 Your Spot request is

fulfilled.

SPOTI NSTANCEREQUEST si r-3a2b3c4d 0. 040000 one-tine Linux/UNI X active YYYY- MM

DDTHH: MM SS- 0800 i -3a2b3c4d ami -1a2b3c4d nil. smal |l ny-key-pair sg-1la2b3c4d
noni tori ng-di sabl ed us-west-2c

SPOTI NSTANCESTATUS ful filled YYYY- MM DDTHH: MM SS- 0800 Your Spot request is

fulfilled.
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Example 2

This example describes all persistent Spot Instance requests that have resulted in the launch of at least
one mlL. smal | instance, that has been fulfilled in the us-east-1a Availability Zone, and that also has
monitoring enabled.

PROWPT> ec2-describe-spot-instance-requests --filter "type=persistent" --filter
"l aunch.instance-type=ml.snmall" --filter "l aunch. nonitoring-enabl ed=true" --
filter "launched-avail ability-zone=us-east-1a"

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeSpotinstanceRequests

Related Commands

¢ ec2-cancel-spot-instance-requests (p. 100)
¢ ec2-describe-spot-price-history (p. 450)
¢ ec2-request-spot-instances (p. 653)
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ec2-describe-spot-price-history

Description

Describes the Spot Price history. Spot Instances are instances that Amazon EC2 starts on your behalf
when the maximum price that you specify exceeds the current Spot Price. Amazon EC2 periodically sets
the Spot Price based on available Spot Instance capacity and current Spot Instance requests. For more
information, see Spot Instances in the Amazon Elastic Compute Cloud User Guide.

When you use the avai | abi | i t y- zone option, this command describes the price history for the specified
Availability Zone with the most recent set of prices listed first. If you don't specify an Availability Zone,
the command returns the prices across all Availability Zones, starting with the most recent set. However,
if you use this command with versions of the API earlier than the 2011-05-15 version, this command
returns the lowest price across the region for the given time period. The prices returned are listed in
chronological order — from the oldest to the most recent.

When you use the start time and end time options, the describe Spot price history command returns two
pieces of data: the prices of the instance types within the time range that you specified and the time when
the price changed. The price is valid within the time period that you specified; the response merely
indicates the last time that the price changed.

The short version of this command is ec2dsph.

Syntax

ec2-descri be-spot-price-history [--start-tine tinestanp] [--end-tinme tinestanp]
[--instance-type type] [--product-description description] [[--filter
"nanme=val ue"] ...] [--availability-zone zone]

Options

Name Description

-s, --start-time tinestanp The start date and time of the Spot Instance price history data.
Type: DateTime

Default: None
Required: No
Example: -s 2009-12- 01T11: 51: 50. 000Z

-e, --end-tine timestanp The end date and time of the Spot Instance price history data.
Type: DateTime

Default: None
Required: No
Example:-e 2009- 12-31T11: 51: 50. 000Z

APl Version 2014-02-01
450


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-spot-instances.html

Amazon Elastic Compute Cloud CLI Reference

Options

Name Description

-t, --instance-type type The instance type to return.
Type: String

Validvalues:t 1. mi cro|ml. smal | | mL. medi um|ni. | ar ge
| mL. xI arge | nB. x| ar ge | nB. 2xl arge | c1. medi um|
cl. xl arge | c3. 4xl arge | c3. 8xl arge | ccl. 4xl ar ge |
cc2. 8xl arge|cgl. 4xl arge|cr 1. 8xl arge |g2. 2xl ar ge
| m2. xI ar ge | n2. 2xl ar ge | n2. 4xI ar ge. For more
information, see Instance Types in the Amazon Elastic
Compute Cloud User Guide.

Default: None

Required: No

Example:-t mil. | arge

-d, --product-description Filters the results by basic product description.
description Type: String
Valid values: Li nux/ UNI X | SUSE Li nux | W ndows |
Li nux/ UNI X (Amazon VPC) | SUSE Li nux (Amazon
VPC) | Wndows (Amazon VPC)
Default: None
Required: No
Example: -d Li nux/ UNI X

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Lists all available history information, or just the
information you requested.

Required: No
Example:--filter
"product - descri pti on=Li hux/ UNI X"

-a, --availability-zone zone | The Availability Zone for which you want to get the price
history.
Type: String
Default: None
Required: No
Example: -a us-east-1la

Supported Filters

Our policy is to provide filters for all ec2- descri be calls so you can limit the response to your specified
criteria. You can use filters to limit the response when describing Spot Price histories, even though you
can use the options instead.

For example, you could use an option or a filter to get the history for a particular instance type. You can
specify multiple request parameters or filters (for example, limit the response to the m2.xlarge instance
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type, and only for Windows instances). The response includes information for a price history only if it
matches all your options or filters. If there's no match, no special message is returned; the response is
simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

i nstance-type
The type of instance (for example, . snal | ).
Type: String
product - descri ption
The product description for the Spot Price.
Type: String
Valid values: Li nux/ UNI X | SUSE Li nux | W ndows | Li nux/ UNI X (Amazon VPC) | SUSE Li nux
(Amazon VPC) | Wndows (Amazon VPC)
spot - price
The Spot Price. The value must match exactly (or use wildcards; greater than or less than comparison
is not supported).

Type: String
ti mestanp

The timestamp of the Spot Price history (for example, 2010-08-16T05:06:11.000Z). You can use
wildcards (* and ?). Greater than or less than comparison is not supported.

Type: DateTime

avai l ability-zone
The Availability Zone for which prices should be returned.

Type: String

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The SPOTINSTANCEPRICE identifier

¢ The Spot Instance price

¢ The date and time of the request

¢ The instance type

¢ The product description (for example, Li nux/ UNI X)
¢ The Availability Zone (for example, us- east - 1a)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command returns the Spot Price history for mlL. x| ar ge instances for a particular day in
May.

PROWPT> ec2-descri be-spot-price-history -H --instance-type mlL.xl arge --start-
time 2011-05-06T07: 08:09 --end-tinme 2011- 05- 06T08: 09: 10

Type Price Tinmestanp | nstanceType ProductDescription Avail abilityZone

SPOTI NSTANCEPRI CE 0. 417000 2011- 05- 06TO05: 54: 03- 0800 ni. xI arge W ndows us- east -
1b

SPOTI NSTANCEPRI CE 0. 417000 2011- 05- 06TO05: 54: 03- 0800 ni. xI arge W ndows us-east -
1d

SPOTI NSTANCEPRI CE 0. 417000 2011- 05- 06TO05: 54: 03- 0800 ni. xI arge W ndows us-east -
la

This example command uses filters instead of request options to get the same results.

PROVPT> ec2-descri be-spot-price-history -H --instance-type mlL.xl arge --start-
time 2011- 05-06T07: 08: 09 --end-time 2011-05-06T08: 09: 10 - - product -description
" Li nux/ UNI X

Type Price Tinmestanp | nstanceType ProductDescription Avail abilityZone

SPOTI NSTANCEPRI CE 0. 234000 2011- 05- 06T05: 08: 03- 0800 ni. x| arge Li nux/ UNI X us-
east-1b

SPOTI NSTANCEPRI CE 0. 234000 2011- 05- 06T05: 08: 03- 0800 ni. x| arge Li nux/ UNI X us-
east-1c

SPOTI NSTANCEPRI CE 0. 234000 2011- 05- 06T05: 08: 03- 0800 ni. x| arge Li nux/ UNI X us-
east - 1d

APl Version 2014-02-01
454




Amazon Elastic Compute Cloud CLI Reference
Related Topics

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeSpotPriceHistory

Related Commands

¢ ec2-cancel-spot-instance-requests (p. 100)
¢ ec2-describe-spot-instance-requests (p. 442)
¢ ec2-request-spot-instances (p. 653)
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ec2-describe-subnets

Description

Describes one or more of your subnets.
For more information, see Your VPC and Subnets in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2dsubnet.

Syntax

ec2-descri be-subnets [ subnet_id ... ] [[--filter "nane=value"] ...]

Options

Name Description

subnet _id One or more subnet IDs.
Type: String
Default: Describes all your subnets.
Required: No

Example: subnet-9d4a7b6c

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your subnets, or only those you
specified.

Required: No
Example: -filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain subnets. For example,
you can use a filter to specify that you're interested in the subnets in the avai | abl e state. You can
specify multiple values for a filter. The response includes information for a subnet only if it matches at
least one of the filter values that you specified.

You can specify multiple filters; for example, specify subnets that are in a specific VPC and are in the
avai | abl e state. The response includes information for a subnet only if it matches all the filters that you
specified. If there's no match, no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .
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Options

The following are the available filters.

avai l abi lityZone
The Availability Zone for the subnet.
You can also use avai | abi | i ty-zone as the filter name.
Type: String

avai | abl e-i p- addr ess- count
The number of IP addresses in the subnet that are available.
Type: String

ci dr Bl ock

The CIDR block of the subnet. The CIDR block you specify must exactly match the subnet's CIDR
block for information to be returned for the subnet.

You can also use ci dr or ci dr - bl ock as the filter names.
Type: String
Constraints: Must contain the slash followed by one or two digits (for example, /28).

def aul t For Az
Indicates whether this is the default subnet for the Availability Zone.

You can also use def aul t - f or - az as the filter name.
Type: Boolean

state
The state of the subnet.
Type: String
Valid values: pendi ng | avai | abl e
subnet-id
The ID of the subnet.
Type: String
t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag

value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
t ag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
t ag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y
vpc-id
The ID of the VPC for the subnet.
Type: String
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Common Options

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.
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Output

Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information for each subnet:

* The SUBNET identifier

* The ID of the subnet

¢ The current state of the subnet (pendi ng or avai | abl e)

e The ID of the VPC the subnet is in

» The CIDR block assigned to the subnet

* The number of IP addresses in the subnet that are available

» The Availability Zone the subnet is in

¢ Default subnet for the Availability Zone (t r ue or f al se)

« Instances launched in this subnet receive a public IP address (t r ue or f al se)
¢ Any tags assigned to the subnet

Amazon EC2 command line tools display errors on stderr.
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Examples

Example 1

This example command describes the subnets with the IDs subnet - 9d4a7b6c and subnet - 6e7f 829e.

PROVPT> ec2-descri be-subnets subnet-9d4a7b6c subnet - 6e7f 829e

SUBNET subnet-9d4a7b6c avail able vpc-1a2b3c4d 10.0.1.0/24 251 us-east-
la fal se fal se

SUBNET subnet-6e7f829e available vpc-1a2b3c4d 10.0.0.0/24 251 us-east-
la fal se fal se

Example 2

This example command uses filters to describe any subnet you own that is in the VPC with the ID
vpc- 1a2b3c4d or vpc- 6e7f 8a92, and whose state is avai | abl e. The response indicates that the
VPC with the ID vpc- 6e7f 8a92 doesn't have any subnets that match.

PROWPT> ec2- descri be-subnets --filter "vpc-id=vpc-1a2b3c4d" --filter "vpc-id=vpc-
6e7f8a92" --filter "state=avail abl e"

SUBNET subnet-9d4a7b6c avail able vpc-l1la2b3c4d 10.0.1.0/24 251 us-east-
la false fal se

SUBNET subnet-6e7f829e available vpc-l1la2b3c4d 10.0.0.0/24 251 us-east-
la false fal se

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeSubnets

Related Commands

e ec2-create-subnet (p. 180)
¢ ec2-delete-subnet (p. 257)
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ec2-describe-tags

Description

Describes the tags for your Amazon EC2 resources. For more information, see Tagging Your Resources
in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2dtag.

Syntax

ec2-describe-tags [[--filter "name=val ue"] ...]
Options

Name Description

-F, --filter nanme=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your tags.

Required: No
Example: --filter "resource-type=instance"

Supported Filters

You can specify filters to limit the response when describing tags. For example, you can use a filter to
get only the tags for a specific resource type. You can specify multiple values for a filter. The response
includes information for a tag only if it matches at least one of the filter values that you specified.

You can specify multiple filters (for example, specify a specific resource type and tag values that contain
the string dat abase). The response includes information for a tag only if it matches all the filters that you
specified. If there's no match, no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

key
The tag key.
Type: String
resource-id
The resource ID.
Type: String
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Common Options

resource-type
The resource type.

Type: String

Valid values: cust oner - gat eway | dhcp-options |i mage |i nstance | i nt er net - gat eway |
net wor k- acl |network-interface|reserved-instances|route-tabl e|security-group
| snapshot | spot-i nstances-request | subnet | vol une | vpc | vpn-connection |

vpn- gat enay
val ue

The tag value.

Type: String

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields

--hi de-tags

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET _KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .

Omits tags for tagged resources.
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Output
Option Description
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default; The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

» The TAG identifier

« The resource type identifier
» The ID of the resource

« The tag key

* The tag value

Amazon EC2 command line tools display errors on stderr.
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Examples

Example 1

This example command describes all your tags.

PROVPT> ec2-descri be-tags

TAG am -1la2b3c4d inmage webserver

TAG am -1a2b3c4d image stack Production
TAG i-5f4e3d2a instance webserver

TAG i-5f4e3d2a instance stack Production
TAG i-12345678 instance database_server
TAG i-12345678 instance stack Test

Example 2

This example command describes the tags for your resource with ID ami-1a2b3c4d.

PROWPT> ec2-describe-tags --filter "resource-id=am -1a2b3c4d"
TAG am -1a2b3c4d inmage webserver
TAG am -1a2b3c4d image stack Production

Example 3

This example command describes the tags for all your instances.

PROWPT> ec2-describe-tags --filter "resource-type=instance
TAG i-5f4e3d2a instance webserver

TAG i-5f4e3d2a instance stack Production

TAG i-12345678 instance database_server

TAG i-12345678 instance stack Test

Example 4

This example command describes the tags for all your instances that have a tag with the key webser ver.

PROWPT> ec2-describe-tags --filter "resource-type=instance" --filter "key=web
server"”
TAG i-5f4e3d2a instance webserver

Example 5

This example command describes the tags for all your instances that have a tag with the key st ack and
a value of either Test or Producti on.

PROWPT> ec2-describe-tags --filter "resource-type=instance" --filter "key=stack"
--filter "value=Test" --filter "val ue=Production"

TAG i-5f4e3d2a instance stack Production

TAG i-12345678 instance stack Test
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Example 6

This example command describes the tags for all your instances that have a tag with the key Pur pose
and no value.

PROWPT> ec2-describe-tags --filter "resource-type=instance" --filter
"key=Pur pose" --filter "val ue="

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeTags

Related Commands

e ec2-create-tags (p. 184)
¢ ec2-delete-tags (p. 260)
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ec2-describe-volume-attribute

Description

Describes the specified attribute of the specified volume. You can specify only one attribute at a time.

The short version of this command is ec2dvolatt.

Syntax

ec2-describe-volune-attribute volune_id ... { --auto-enable-io | --product-code

}
Options

Name

vol une_id

-a, --auto-enable-io

-p, --product-code

Common Options

Option

--region region

Description

The ID of the volume.
Type: String

Required: Yes

Example: vol-4282672b

Whether auto-enable-io is enabled.
Type: Boolean

Required: No
Example: - - aut o- enabl e-i 0

The product codes.

Type: String

Required: No

Example: - - pr oduct - code

Description

The region. Overrides the default region, the region specified by the

EC2_URL environment variable, and the URL specified by the - U

option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url

The uniform resource locator (URL) of the Amazon EC2 web service

entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ID of the volume
* Information about the attribute

Amazon EC2 command line tools display errors on stderr.

Example

Example 1

This example command describes the aut oEnabl el o attribute of the volume with the ID vol - 999999.

PROVPT> ec2-descri be-volune-attribute vol-999999 -a
VOLUME vol - 999999 aut oEnabl el O
AUTO- ENABLE-1 O true

Example 2

This example command describes the pr oduct Codes attribute of the volume with the ID vol - 777777.

PROVWPT> ec2-descri be-volunme-attribute vol -777777 -p
Vol unel d vol - 777777 product Codes
PRODUCT_CODES [ nar ket pl ace: alb2c3d4e5f 6g7h8i 9j 10k11]

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)

e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeVolumeAttribute
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Related Commands

¢ ec2-describe-volume-status (p. 470)
¢ ec2-enable-volume-io (p. 535)
¢ ec2-modify-volume-attribute (p. 598)
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ec2-describe-volume-status

Description

Describes the status of one or more volumes. Volume status provides the result of the checks performed
on your volumes to determine events that can impair volume performance. The performance of a volume
can be affected if an issue occurs on the volume's underlying host. If the volume's underlying host
experiences a power outage or system issue, once the system is restored, there could be data
inconsistencies on the volume. Volume events notify you if this occurs. Volume action notifies you if any
action needs to be taken in response to the event.

The Descri beVol uneSt at us operation provides the following information about the specified volumes:

Status: Reflects the current status of the volume. The possible values are ok, i npai red , or

i nsuf fi ci ent -dat a. If all checks pass, the overall status of the volume is ok. If the check fails, the
overall status is i npai r ed. If the status is i nsuf fi ci ent - dat a, then the checks may still be taking
place on your volume at the time. We recommend that you retry the request. For more information on
volume status, see Monitoring the Status of Your Volumes.

Events: Reflect the cause of a volume status and may require you to take an action. For example, if your
volume returns ani npai r ed status, then the volume event might be pot ent i al - dat a- i nconsi st ency.
This means that your volume has been impacted by an issue with the underlying host, has all I/O operations
disabled, and may have inconsistent data.

Actions: Reflect the actions you may have to take in response to an event. For example, if the status of
the volume is i npai r ed and the volume event shows pot ent i al - dat a-i nconsi st ency, then the
action will show enabl e- vol une- i 0. This means that you may want to enable the I/O operations for
the volume by issuing the ec2-enable-volume-io (p. 535) command and then checking the volume for data
consistency.

Note

Volume status is based on the volume status checks, and does not reflect the volume state.
Therefore, volume status does not indicate volumes in the er r or state (for example, when a
volume is incapable of accepting 1/0.)

The short version of this command is ec2dvs.

Syntax

ec2-descri be-volune-status [volune_id ...] [[--filter "nane=val ue"] ...]

Options

Name Description

volune_id One or more volume IDs.
Type: String
Default: Describes the status of all your volumes.
Required: No

Example: vol-4282672b
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Options
Name Description
-F, --filter nane=val ue A filter for limiting the results. For more information, see the

Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String

Default: Describes all your volumes, or only those you
specified.

Required: No

Example: --filter "volume-status.status=0Ok"

Supported Filters

You can specify filters so that the response includes information for only certain volumes. For example,
you can use a filter to specify that you're interested in volumes that have i npai r ed status. You can
specify multiple values for a filter. The response includes information for a volume only if it matches at
least one of the filter values that you specified.

You can specify multiple filters; for example, specify volumes that are in a specific Availability Zone and
have the status i npai r ed. The response includes information for a volume only if it matches all the filters
that you specified. If there's no match, no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

avail ability-zone
The Availability Zone of the instance.

Type: String
vol une- st at us. st at us
The status of the volume.
Type: String
Valid values: ok | i npai red |warni ng |i nsufficient-data

vol unme- st at us. det ai | s- nane
The cause for the vol une- st at us. st at us.

Type: String

Valid values: i o- enabl ed | i o- per f or mance
vol ume- st at us. det ai | s-status

The status of the vol unme- st at us. det ai | s- nane.

Type: String

Valid values for io-enabled: passed |fai | ed

Valid values for io-performance: nor nal | degr aded | severel y-degraded |stal | ed
event . description

A description of the event.

Type: String
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event.not-after
The latest end time for the event.

Type: DateTime

event . not - before
The earliest start time for the event.

Type: DateTime

event.event-id
The event ID.

Type: String
event. event-type
The event type.
Type: String
Valid values for io-enabled: pot ent i al - dat a- i nconsi st ency

Valid values for io-performance: i o- per f or mance: degr aded |
i o- performance: sever el y-degraded | i o- performance: stal | ed

action. code
The action code for the event, for example, enabl e- vol unme-i o
Type: String
action.event-id
The event ID associated with the action.
Type: String
action. description
A description of the action.
Type: String

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2__URL environment variable,
orus-east -1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secr et _access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,

see Tell the Tools Who You Are.

Option

-K, --private-key
ec2_private_key

-C, --cert ec2 cert

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem
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Output

This command returns a table that contains the following information:

¢ The VOLUME identifier

¢ The ID of the volume

¢ The Availability Zone in which the volume launched

¢ The volume status name(Ck, i npai r ed, i o- enabl ed, i nsuf fi ci ent - dat a)
¢ The EVENT identifier

e The ID of the event

¢ The event type (pot enti al - dat a- i nconsi st enci es)

¢ The description of the event

* notBefore (the earliest start time of the event)

¢ notAfter (the latest end time of the event)

¢ The ACTION identifier

¢ The action code (enabl e- vol une-i o)

¢ The ID of the event associated with the action

¢ The event type associated with the action (pot ent i al - dat a-i nconsi st ency)
* The description of the event associated with the action

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the status of the volumes with the IDsvol - 111111 and vol - 222222.

PROVPT> ec2-descri be-vol une-status vol-111111 vol -222222

Type Vol unel d Avai | abi l'i tyZone Vol uneSt at us
VOLUME vol -111111 us-east-1la ok
VOLUVE vol - 222222 us-east-1b i mpai red
Type Nane St at us
VOLUMESTATUS io-enabled failed
Type EventType Not Bef or e Not After Eventld EventDescrip
tion
EVENT potenti al -data-inconsi stency 2011-12-01T14: 00: 00. 000Z evol -
61a54008 This is an exanple
Type Act i onCode Eventld Event Type
Event Descri ption
ACTI ON enabl e-vol une-i o evol - 61a54008 potenti al -dat a-i nconsi st ency

This is an exanpl e

Example 2

This example command describes the volumes you own that have failing I/O operations.

PROVPT> ec2-descri be-vol une-status --filter "vol une-status. detail s-name=i o-en
abl ed" --filter "vol une-status. details-status=fail ed"
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Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* DescribeVolumeStatus

Related Commands

¢ ec2-describe-volume-attribute (p. 466)
¢ ec2-enable-volume-io (p. 535)
¢ ec2-modify-volume-attribute (p. 598)
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ec2-describe-volumes

Description

Shows descriptive information for one or more of your Amazon EBS volumes in a particular region. For
more information, see Amazon Elastic Block Store in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2dvol.

Syntax

ec2-describe-volunes [volune_id ...] [[--filter "nane=value"] ...]

Options

Name Description

vol une_id One or more volume IDs.
Type: String
Default: Describes all your volumes.
Required: No

Example: vol-4282672b

-F, --filter name=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your volumes, or only those you
specified.

Required: No
Example: --filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain volumes. For example,
you can use a filter to specify that you're interested in volumes whose status is avai | abl e.You can
specify multiple values for a filter. The response includes information for a volume only if it matches at
least one of the filter values that you specified.

You can specify multiple filters (for example, specify that the volume is avai | abl e, and has a specific
tag. The response includes information for a volume only if it matches all the filters that you specified. If
there's no match, no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.
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attachnent.attach-tine
The time stamp when the attachment initiated.

Type: DateTime

attachnent . del ete-on-term nati on
Whether the volume is deleted on instance termination.
Type: Boolean
attachnent . devi ce
The device name that is exposed to the instance (for example, /dev/sdal).
Type: String
attachnent.instance-id
The ID of the instance the volume is attached to.
Type: String
attachnent . status
The attachment state.
Type: String
Valid values: at t achi ng | at t ached | det achi ng | det ached

avail ability-zone
The Availability Zone in which the volume was created.
Type: String
create-tine
The time stamp when the volume was created.
Type: DateTime
si ze
The size of the volume, in GiB (for example, 20).
Type: String
shapshot-id
The snapshot from which the volume was created.
Type: String
st at us
The status of the volume.
Type: String
Valid values: creating |avai |l abl e |i n-use |del eting|deleted|error
t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag

value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
t ag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
t ag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y
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Common Options

vol une-id
The volume ID.
Type: String
vol une-type

The Amazon EBS volume type. If the volume is an i o1 volume, the response includes the IOPS as

well.
Type: String

Valid values: st andar d for standard EBS volumes or i o1 for Provisioned IOPS volumes.

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request - ti neout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.
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Output
Option Description
-D, --auth-dry-run Checks whether you have the required permissions for the command,

without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedOper at i on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

1. The volume information
¢ The VOLUME identifier
» The ID of the volume
¢ The size of the volume, in GiBs
» The ID of the snapshot the volume was created from
« The Availability Zone of the volume
» The volume status (cr eat i ng, avai | abl e, i n-use, del eti ng, del et ed, error)
» The time stamp when volume creation was initiated
¢« The Amazon EBS volume type
» The I/O operations per second (IOPS) of a provisioned IOPS volume
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2. Any attachments for the volume
¢ The ATTACHMENT identifier
» The ID of the volume
¢ The ID of the instance
* The device name
¢ The attachment state of the volume (at t achi ng | at t ached | det achi ng | det ached)
¢ The time stamp when the attachment initiated
» Whether the volume is set to delete on termination (t r ue or f al se)
3. Any tags associated with the volume
¢ The TAG identifier
« The resource type identifier
The ID of the resource
The tag key
The tag value

Amazon EC2 command line tools display errors on st derr .

Examples

Example 1

This example command lists information for all of your volumes in the specified (or default) region.

PROVPT> ec2-descri be-vol unes

VOLUME vol - 1a2b3c4d 30 snap-la2b3c4d us-west-2a avail abl e YYYY- M

DDTHH: MM SS+0000 st andar d

TAG vol une vol - 1a2b3c4d Nane Vol une Nane

VOLUME vol - 2a2b3c4d 8 snap-2a2b3c4d us-west-2a in-use YYYY- MM DDTHH: MM SS+0000
st andar d

ATTACHMVENT vol - 2a2b3c4d i -1a2b3c4d /dev/sdal attached YYYY- MM DDTHH: MM SS+0000
true

TAG vol une vol - 2a2b3c4d Nanme Second Vol une Nanme

Example 2

This example command describes all volumes that are both attached to the instance with the ID
i - la2b3c4d and set to delete when the instance terminates.

PROVPT> ec2-descri be-volunes --filter "attachnent.instance-id=i-1la2b3c4d"

filter "attachnent. del ete-on-term nation=true"

VOLUME vol - 2a2b3c4d 8 snap-2a2b3c4d us-west-2a in-use YYYY- MM DDTHH: MM SS+0000
st andar d

ATTACHMVENT vol - 2a2b3c4d i -1a2b3c4d /dev/sdal attached YYYY- MM DDTHH: MM SS+0000
true

TAG vol une vol - 2a2b3c4d Nane Second Vol une Nanme

Example 3

This example describes volumes and filters the results by tag. The filter name you use is t ag: key. This
command lists just the volumes belonging to either TeamA or TeamB that contain log data. You can use
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a wildcard to find the volumes that have a tag with the Pur pose key and that have a value that contains
Log.

PROWPT> ec2-describe-volunes --filter tag: Omer=TeamA --filter tag: Omer=TeanB
--filter tag:Purpose=*Log*

VOLUME vol -4562dabf 5 wus-east-1b available 2010- 02- 22T22: 50: 43+0000

Ower TeamA Purpose RawlLogData

VOLUME vol -3b3a4c4d 12 wus-east-1b available 2010-05-01T13:09:27+0000

Owner TeanB Purpose Logs

Example 4

This example lists only volumes that are in the us-east-1b Availability Zone and have a status of
avai | abl e.

PROWPT> ec2-describe-volunes --filter "avail ability-zone=us-east-1b" --filter
"status=avai | abl e"

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeVolumes

Related Commands

¢ ec2-create-snapshot (p. 173)
¢ ec2-delete-snapshot (p. 251)
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ec2-describe-vpc-attribute

ec2-describe-vpc-attribute

Description

Describes the specified attribute of the specified VPC. You can specify only one attribute at a time.

The short version of this command is ec2dva.

Syntax

ec2-describe-vpc-attribute vpc-id { --dns-support | --dns-hostnane }

Options

Name

vpc-id

-s, --dns-support
-d, --dns-hostnanes

Description

The ID of the VPC.
Type: String

Required: Yes

Example: vpc-1a2b3c4d

Indicates whether DNS resolution is enabled for the VPC. If
this attribute is t r ue, the Amazon DNS server resolves DNS
hostnames for your instances to their corresponding IP
addresses; otherwise, it does not.

Type: String

Required: No

Example: -s

Indicates whether the instances launched in the VPC get DNS
hostnames. If this attribute is t r ue, instances in the VPC get
DNS hostnames; otherwise, they do not.

Type: String

Required: No

Example: -d

Common Options

Option

--region region

-U, --url url

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns the specified VPC attribute.

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the Enabl eDnsSupport attribute for the specified VPC.

PROVWPT> ec2-descri be-vpc-attribute vpc-1la2b3c4d --dns-support

This example output indicates that DNS resolution is enabled.

RETURN true

Example 2

This example command describes the Enabl eDnsHost nanes attribute for the specified VPC.

PROVPT> ec2-descri be-vpc-attribute vpc-1a2b3c4d --dns- host nanes

This example output indicates that DNS hostnames are enabled.

RETURN true

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)
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Related Action

e DescribeVpcAttribute

Related Commands

e ec2-modify-vpc-attribute (p. 602)
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ec2-describe-vpc-peering-connections

Description

Describes one or more of your VPC peering connections.

The short version of this command is ec2dpcx.

Syntax

ec2-descri be-vpc- peering-connections [ vpc_peering_connection ... ] [[--filter
"name=val ue"] ...]

Options

Name Description

vpc_peering_connecti on One or more VPC peering connection IDs.
Type: String
Default: Describes all your VPC peering connections
Required: No

Example: pcx-1a2b3c4d

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your peering connections, or only those
you specified.

Required: No
Example: --filter "tag-key=Peering1"

Supported Filters

You can specify filters so that the response includes information for only certain VPC peering connections.
For example, you can use a filter to specify that you're interested in VPC peering connections in the

act i ve state. You can specify multiple values for a filter. The response includes information for a peering
connection only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify the VPC peering connections that you have with a
specific AWS account owner that are in the act i ve state. The results include information for a peering
connection only if it matches all the filters that you specified. If there's no match, no special message is
returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .
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The following are the available filters.

accepter-vpc-info.cidr-block
The CIDR block of the peer VPC.
Type: String
Constraints: Must contain the slash followed by one or two digits (for example, / 28)
accepter-vpc-info.ower-id
The AWS account ID of the owner of the peer VPC.
Type: String
accepter-vpc-info.vpc-id
The ID of the peer VPC.
Type: String
expiration-tine
The expiration date and time for the VPC peering connection.
Type: DateTime

requester-vpc-info. cidr-bl ock
The CIDR block of the requester's VPC.

Type: String
request er-vpc-info. owner-id
The AWS account ID of the owner of the requester VPC.
Type: String
requester-vpc-info.vpc-id
The ID of the requester VPC.
Type: String
stat us- code
The status of the VPC peering connection.
Type: String
Valid values: pendi ng- accept ance |fai | ed | expi red | provi sioning|active|del eted|
rejected

st at us- message
A message that provides more information about the status of the VPC peering connection, if
applicable.
Type: String

t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag
value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
t ag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
tag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
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Common Options

--filter tag:Purpose=X --filter tag: Purpose=Y

vpc- peeri ng-connection-id

The ID of the VPC peering connection.

Type: String

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti neout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -ti neout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.
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Output
Option Description
-v, --verbose Displays verbose output, including the API request and response on

the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information for each peering connection:

* The VPC peering connection information
* The VPCPEERINGCONNECTION identifier
» The VPC peering connection ID
» The expiry date of the VPC peering connection request, if the status is pendi ng- accept ance
» The status of the VPC peering connection request
¢ The requester VPC information
* The REQUESTERVPCINFO identifier
e The VPCID
* The CIDR block
* The AWS account ID
* The peer VPC information
* The ACCEPTERVPCINFO identifier
» The VPC ID
» The CIDR block, if the status of the peering connection is acti ve
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e The AWS account ID
¢ The tag information, if applicable
* The TAG identifier
» The tag information for the VPC peering connection

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example describes all of your VPC peering connections.

PROVWPT> ec2-descri be-vpc- peeri ng-connecti ons

VPCPEERI NGCONNECTI ON pcx-11laaall active: Active

REQUESTERVPCI NFO vpc-123abc12 10.0.1.0/28 111122223333

ACCEPTERVPCI NFO vpc- 456def 45 10.0.0.0/28 111122223333

VPCPEERI NGCONNECTI ON pcx-111bbb11 Mon Feb 17 15:09: 01 SAST 2014 pendi ng- accept
ance: Pendi ng Acceptance by 123456789012

REQUESTERVPCI NFO vpc- 1b2b3b4b 10.0.0.0/28 111122223333

ACCEPTERVPCI NFO vpc-1c2c3c4c 123456789012

VPCPEERI NGCONNECTI ON pcx-111ccc33 failed: Failed

REQUESTERVPCI NFO vpc-aaal23aa 10.0.0.0/28 111122223333

ACCEPTERVPCI NFO vpc- bbb456bb 777788889999

VPCPEERI NGCONNECTI ON pcx-111ddd44 rejected: Rejected by 777788889999
REQUESTERVPCI NFO vpc-1112223a 10.0.1.0/28 111122223333

ACCEPTERVPCI NFO vpc-2223334b 777788889999

Example 2

This example describes all of your VPC peering connections that are in the pendi ng- accept ance state.

PROVPT> ec2-descri be-vpc- peering-connections --filter status-code=pendi ng-ac
cept ance

VPCPEERI NGCONNECTI ON pcx- 111bbb11 Mon Feb 17 15:09: 01 SAST 2014 pendi ng- accept
ance: Pending Acceptance by 123456789012

REQUESTERVPCI NFO vpc- 1b2b3b4b 10.0.0.0/28 111122223333

ACCEPTERVPCI NFO vpc-1c2c3c4c 123456789012

Example 3

This example describes all of your VPC peering connections that have the tag Name=Fi nance or
Name=Account s.

PROVPT> ec2-descri be-vpc- peering-connections --filter tag: Nane=Fi nance --filter
tag: Nanme=Account s

VPCPEERI NGCONNECTI ON pcx-11122233 active: Active

REQUESTERVPCI NFO vpc- 11aa22bb 10.0.0.0/28 111122223333

ACCEPTERVPCI NFO vpc- cc33dd44 10.0. 1. 0/ 28 444455556666

TAG Name Fi nance
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Example 4

This example describes all of the VPC peering connections for your specified VPC, vpc- 1a2b3c4d.

PROVWPT> ec2- descri be-vpc- peering-connections --filter requester-vpc-info.vpc-
i d=vpc- la2b3c4d

VPCPEERI NGCONNECTI ON pcx-111laaaa del eted: Del eted by 123456789012
REQUESTERVPCI NFO vpc- 1a2b3c4d 10. 0. 0. 0/28 123456789012

ACCEPTERVPCI NFO vpc- 123abc12 10.0.1.0/28 123456789012

TAG Test

VPCPEERI NGCONNECTI ON pcx-2222bbbb  active: Active

REQUESTERVPCI NFO vpc- 1a2b3c4d 10. 0. 0. 0/28 123456789012

ACCEPTERVPCI NFO vpc-234cde23 172.16. 0.0/ 16 444455556666

TAG Nane Production

VPCPEERI NGCONNECTI ON pcx-3333cccc failed: Failed

REQUESTERVPCI NFO vpc- 1a2b3c4d 10. 0. 0.0/ 28 123456789012

ACCEPTERVPCI NFO vpc- 345f gh34 111122223333

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeVpcPeeringConnections

Related Commands

¢ ec2-accept-vpc-peering-connection (p. 37)
¢ ec2-delete-vpc-peering-connection (p. 269)
¢ ec2-create-vpc-peering-connection (p. 196)
e ec2-reject-vpc-peering-connection (p. 625)
e ec2-create-route (p. 164)

e ec2-replace-route (p. 640)

ec2-describe-vpcs

Description

Describes one or more of your VPCs.

The short version of this command is ec2dvpc.
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Syntax

Syntax

ec2-describe-vpcs [ vpc_id ... ] [[--filter "name=value"] ...]

Options

Name Description

vpc_id One or more VPC IDs.
Type: String
Default: Describes all your VPCs.
Required: No

Example: vpc-1a2b3c4d

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your VPCs, or only those you specified.
Required: No
Example: --filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain VPCs. For example, you
can use a filter to specify that you're interested in VPCs in the avai | abl e state. You can specify multiple
values for a filter. The response includes information for a VPC only if it matches at least one of the filter
values that you specified.

You can specify multiple filters; for example, specify VPCs that use one of several sets of DHCP options
and are in the avai | abl e state. The results include information for a VPC only if it matches all the filters
that you specified. If there's no match, no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .

The following are the available filters.

cidr
The CIDR block of the VPC. The CIDR block you specify must exactly match the VPC's CIDR block
for information to be returned for the VPC.

Type: String

Constraints: Must contain the slash followed by one or two digits (for example, / 28)
dhcp-options-id

The ID of a set of DHCP options.

Type: String
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i sDef aul t
Indicates whether the VPC is the default VPC.

Type: Boolean

state
The state of the VPC.
Type: String
Valid values: pendi ng | avai | abl e

t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag
value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
t ag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
t ag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y
vpc-id
The ID of the VPC.
Type: String

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east -1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information for each VPC:

e The VPC identifier

¢ The ID of the VPC

« The current state of the VPC (pendi ng or avai | abl e)

¢ The CIDR block of the VPC

¢ The ID of the DHCP options associated with the VPC (or def aul t if none)

« Any tags assigned to the VPC

¢ The allowed tenancy of instances launched into the VPC (def aul t or dedi cat ed)
e Default VPC (true or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the specified VPC.

PROVPT> ec2-descri be-vpcs vpc-1a2b3c4d
VPC vpc-la2b3c4d avai l able 10.0.0.0/23 dopt-7a8b9c2d default false

Example 2

This example command uses filters to describe any VPC you own that uses the set of DHCP options with
the ID dopt - 7a8b9c2d or dopt - 2b2a3d3c and whose state is avai | abl e.

PROVPT> ec2-descri be-vpcs --filter "dhcp-options-id=dopt-7a8b9c2d" --filter
"dhcp-opti ons-i d=dopt - 2b2a3d3c" --filter "state=avail able"
VPC vpc-1la2b3c4d available 10.0.0.0/23 dopt-7a8b9c2d default false

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)
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Related Action

¢ DescribeVpcs

Related Commands

e ec2-create-vpc (p. 193)

¢ ec2-delete-vpc (p. 267)

¢ ec2-associate-dhcp-options (p. 53)
¢ ec2-create-dhcp-options (p. 118)
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ec2-describe-vpn-connections

Description

Describes one or more of your VPN connections.

For VPN connections in the pendi ng or avai | abl e state only, you can also optionally get the configuration
information for the VPN connection's customer gateway. You do this by specifying a format with the

- -f or mat option, or by specifying an XSL stylesheet of your own design with the - - st yl esheet option
(you were also able to do this when you created the VPN connection).

For more information about VPN connections, see Adding a Hardware Virtual Private Gateway to Your
VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2dvpn.

Syntax

ec2-descri be-vpn-connections [vpn_connection_id ... ] [{--format format} |
{--styl esheet your_stylesheet}] [[--filter "nanme=value"] ...]

Options

Name Description

vpn_connection_id One or more VPN connection IDs.
Type: String
Default: Describes all your VPN connections.
Required: No

Example: vpn-44a8938f

--format fornmat Includes customer gateway configuration information in the
response, in the format specified by this option. The
information is returned only if the VPN connection is in the
pending or available state. The returned information can be
formatted for various devices, including a Cisco device
(cisco-ios-isr) or Juniper device (juniper-junos-j), in human
readable format (generic), or in the native XML format (xml).
Type: String
Valid values: ci sco-i os-i sr |j uni per-junos-j |
j uni per-screenos-6.2|juni per-screenos-6.1 |
generic | xm

Default: None
Required: No
Example: --format cisco-ios-isr
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Name Description

--styl esheet your_styl esheet Includes customer gateway configuration information in the
response, formatted according to the custom XSL stylesheet
you specify with this option. The information is returned only
if the VPN connection is in the pending or available state.
Type: String
Default: None
Required: No
Example: --stylesheet c:\my_stylesheet.xsl|

-F, --filter name=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks (""name=valueexample™").
Type: String
Default: Describes all your VPN connections, or only those
you specified.

Required: No
Example: -filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain VPN connections. For
example, you can use a filter to specify that you're interested in the VPN connections in the pendi ng or
avai | abl e state. You can specify multiple values for a filter. The response includes information for a
VPN connection only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify VPN connections that are associated with a specific
virtual private gateway, and the gateway is in the pendi ng or avai | abl e state. The response includes
information for a VPN connection only if it matches all the filters that you specified. If there's no match,
no special message is returned; the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .

The following are the available filters.

cust oner - gat eway- confi gurati on
The configuration information for the customer gateway.

Type: String
cust onmer - gat eway-id
The ID of a customer gateway associated with the VPN connection.
Type: String
state
The state of the VPN connection.
Type: String
Valid values: pendi ng | avai | abl e | del eti ng | del et ed

APl Version 2014-02-01
498



Amazon Elastic Compute Cloud CLI Reference
Common Options

option.static-routes-only
Indicates whether the connection has static routes only. Used for devices that do not support Border
Gateway Protocol (BGP).

Type: Boolean

rout e. desti nation-cidr-bl ock
The destination CIDR block. This corresponds to the subnet used in a customer data center.
Type: String

bgp- asn
The BGP Autonomous System Number (ASN) associated with a BGP device.
Type: Integer

t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag

value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
t ag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
tag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag: Purpose=X --filter tag: Purpose=Y
type
The type of VPN connection. Currently the only supported type is i psec. 1.
Type: String
Valid values: i psec. 1
vpn- connection-id
The ID of the VPN connection.
Type: String
vpn- gat eway-i d
The ID of a virtual private gateway associated with the VPN connection.
Type: String

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

APl Version 2014-02-01
499


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html

Amazon Elastic Compute Cloud CLI Reference

Common Options

Option

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti nmeout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-instances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The VPNCONNECTION identifier

» The ID of the VPN connection

¢ The type of VPN connection

» The ID of the customer gateway

¢ The ID of the virtual private gateway

* The state of the VPN connection (pendi ng, avai | abl e, del eti ng, del et ed)

¢ Configuration information for the customer gateway (optional and available only if the VPN connection
is in the pendi ng or avai | abl e state)

« Any tags assigned to the VPN connection

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the specified VPN connection. The example specifies that the
configuration information be formatted as needed for a Cisco customer gateway. Because it's a long set
of information, we haven't displayed it here in the output. To see an example of the configuration
information, see the Amazon Virtual Private Cloud Network Administrator Guide.

PROVPT> ec2-descri be-vpn-connections vpn-44a8938f --format cisco-ios-isr
VPNCONNECTI ON  vpn-44a8938f ipsec.1l vgw 8db04f81 cgw b4dc3961 available
<Long custoner gateway configuration data formatted for C sco device... >
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Example 2

This example command uses filters to describe any VPN connection you own that is associated with the
customer gateway with the ID cgw b4dc3961, and whose state is either pendi ng or avai | abl e. Note
that it doesn't use the option that causes the output to include the customer gateway configuration.

PROVWPT> ec2- descri be-vpn-connections --filter "customner-gateway-i d=cgw b4dc3961"
--filter "state=pending" --filter "state=avail able"
VPNCONNECT!I ON  vpn- 44a8938f ipsec.1 vgw 8db04f81 cgw b4dc3961 avail able

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeVpnConnections

Related Commands

¢ ec2-create-vpn-connection (p. 201)
¢ ec2-delete-vpn-connection (p. 273)
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ec2-describe-vpn-gateways

Description

Describes the specified virtual private gateways.

For more information about virtual private gateways, see Adding a Hardware Virtual Private Gateway to
Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2dvgw.

Syntax

ec2-descri be-vpn-gateways [vpn_gateway_id ... ] [[--filter "nane=value"] ...]

Options

Name Description

vpn_gat eway_i d One or more virtual private gateway IDs.
Type: String
Default: Describes all your virtual private gateways.
Required: No

Example: vgw-8db04f81

-F, --filter nane=val ue A filter for limiting the results. For more information, see the
Supported Filters section. Use quotation marks if the value
string has a space ("name=value example"). On a Windows
system, use quotation marks even without a space in the
value string ("name=valueexample"). If you are using Windows
Powershell, you might need to use a second set of quotation
marks, escaped with backticks ("""name=valueexample™").
Type: String
Default: Describes all your virtual private gateways, or only
those you specified.

Required: No
Example: -filter "tag-key=Production"

Supported Filters

You can specify filters so that the response includes information for only certain virtual private gateways.
For example, you can use a filter to specify that you're interested in the virtual private gateways in the
pendi ng or avai | abl e state. You can specify multiple values for a filter. The response includes
information for a virtual private gateway only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify virtual private gateways that are in a specific Availability
Zone and are in the pendi ng or avai | abl e state. The response includes information for a virtual private
gateway only if it matches all the filters that you specified. If there's no match, no special message is
returned; the response is simply empty.
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You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following are the available filters.

attachnent.state
The current state of the attachment between the gateway and the VPC.
Type: String
Valid values: at t achi ng | at t ached | det achi ng | det ached

attachnent.vpc-id
The ID of an attached VPC.
Type: String
avai l ability-zone
The Availability Zone for the virtual private gateway.
Type: String
state
The state of the virtual private gateway.
Type: String
Valid values: pendi ng | avai | abl e | del eti ng | del et ed
t ag- key
The key of a tag assigned to the resource. This filter is independent of the t ag- val ue filter. For
example, if you use both the filter "t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what the tag's value is), and the tag

value X (regardless of what the tag's key is). If you want to list only resources where Purpose is X,
see the t ag: key=val ue filter.

For more information about tags, see Tagging Your Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
t ag- val ue
The value of a tag assigned to the resource. This filter is independent of the t ag- key filter.
Type: String
t ag: key=val ue
The key/value combination of a tag assigned to the resource.
Example: To list the resources with the tag Purpose=X, use:
--filter tag: Purpose=X
Example: To list resources with the tag Purpose=X or the tag Purpose=Y, use:
--filter tag:Purpose=X --filter tag: Purpose=Y
type
The type of virtual private gateway. Currently the only supported type isi psec. 1.
Type: String
Valid values: i psec. 1
vpn- gat eway-i d
The ID of the virtual private gateway.
Type: String
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Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest - ti meout 45

Includes column headers in the command output.
Shows empty columns as (ni l') .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.
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Option Description

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

The VPNGATEWAY identifier

The ID of the virtual private gateway

The state of the virtual private gateway (pendi ng, avai | abl e, del eti ng, del et ed)
The Availability Zone where the virtual private gateway was created

The type of VPN connection the virtual private gateway supports

The VGWATTACHMENT identifier

The ID of each attached VPC and the state of each attachment (at t achi ng, at t ached, det achi ng,
det ached)

Any tags assigned to the virtual private gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example 1

This example command describes the specified virtual private gateway.
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PROWPT> ec2-descri be-vpn-gat eways vgw 8db04f 81
VPNGATEWAY vgw 8db04f 81 avail abl e us-east-la ipsec.1l
VGMTTACHVENT vpc-1la2b3c4d attached

Example 2

This example command uses filters to describe any virtual private gateway you own that is in the us-east-1a
Availability Zone, and whose state is either pendi ng or avai | abl e.

PROWPT> ec2-descri be-vpn-gateways --filter "availability-zone=us-east-1a"
filter "state=pending" --filter "state=avail abl e"

VPNGATEWAY vgw 8db04f 81 avail abl e i psec. 1

VGMTTACHVENT  vpc-l1la2b3c4d attached

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DescribeVpnGateways

Related Commands

e ec2-create-vpn-gateway (p. 209)
¢ ec2-delete-vpn-gateway (p. 279)
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ec2-detach-internet-gateway

ec2-detach-internet-gateway

Description

Detaches the specified Internet gateway from the specified VPC, disabling connectivity between the
Internet and the VPC. The VPC must not contain a running instance with an Elastic IP address.

The short version of this command is ec2detigw.

Syntax

ec2-detach-internet-gateway vpn_gateway id -c vpc_id

Options

Name

vpn_gateway_id

-c, --vpc vpc_id

Description

The ID of the Internet gateway.
Type: String

Default: None

Required: Yes

Example: igw-8db04f81

The ID of the VPC.

Type: String

Default: None

Required: Yes

Example: -c vpc-1la2b3c4d

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e Success status (t rue or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command detaches the specified Internet gateway from the specified VPC.

PROVPT> ec2-det ach-i nternet-gateway i gw eaad4883 -c vpc-11ad4878
RETURN  true

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DetachinternetGateway

Related Commands

¢ ec2-detach-internet-gateway (p. 61)
¢ ec2-create-internet-gateway (p. 137)
¢ ec2-delete-internet-gateway (p. 226)
¢ ec2-describe-internet-gateways (p. 366)
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ec2-detach-network-interface

ec2-detach-network-interface

Description

Detaches the specified network interface from the specified instance.

The short version of this command is ec2detnic.

Syntax

ec2-detach-network-interface attachnent _id [--force]

Options

Name

attachment _id

-f, --force

Description

The ID of the network attachment.
Type: String

Default: None

Required: Yes

Example: eni-attach-083fda61

Forces the detachment.
Type: String

Default: None
Required: No

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ATTACHMENT identifier
* The ID of the network interface
¢ The attachment state of the volume (at t achi ng | att ached | det achi ng | det ached)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command detaches the specified network interface from the instance it's attached to.

PROVPT> ec2-detach-network-interface eni-attach-083fda6l

ATTACHVENT eni - attach- 083f da61 det achi ng

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* DetachNetworkinterface

Related Commands

¢ ec2-attach-network-interface (p. 64)

¢ ec2-create-network-interface (p. 152)

¢ ec2-delete-network-interface (p. 239)

¢ ec2-describe-network-interface-attribute (p. 380)
¢ ec2-describe-network-interfaces (p. 384)

¢ ec2-modify-network-interface-attribute (p. 584)
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Related Topics

¢ ec2-reset-network-interface-attribute (p. 673)
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ec2-detach-volume

ec2-detach-volume

Description

Detaches the specified Amazon EBS volume from an instance. Make sure to unmount any file systems
on the device within your operating system before detaching the volume. Failure to do so will result in
the volume being stuck in "busy" state while detaching.

Note

If an Amazon EBS volume is the root device of an instance, it can't be detached while the instance
is in the r unni ng state. To detach the root volume, stop the instance first.

If the root volume is detached from an instance with an AWS Marketplace product code, then
the AWS Marketplace product codes from that volume are no longer associated with the instance.

For more information, see Amazon Elastic Block Store in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2detvol.

Syntax

ec2-detach-vol une volune_id [--instance instance_id [--device device]] [--force]

Options

Name

vol une_id

-i, --instance instance_id
-d, --device device

Description

The ID of the volume.
Type: String

Default: None
Required: Yes

Example: vol-4282672b

The ID of the instance.
Type: String

Default: None
Required: No
Example: -i i-6058a509

The device name.
Type: String

Default: None
Required: No
Example: -d /dev/sdh
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Common Options

Name

-f, --force

Description

Forces detachment if the previous detachment attempt did
not occur cleanly (logging into an instance, unmounting the
volume, and detaching normally). This option can lead to data
loss or a corrupted file system. Use this option only as a last
resort to detach a volume from a failed instance. The instance
will not have an opportunity to flush file system caches or file
system metadata. If you use this option, you must perform
file system check and repair procedures.

Type: Boolean

Default: None
Required: No
Example: -f

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secr et _access_key

-T, --security-token
del egati on_t oken

--connection-ti neout
ti meout

--request-tineout
ti meout

-H, --headers

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east -1 if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -ti neout 45

Includes column headers in the command output.
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Output
Option Description
--show enpty-fields Shows empty columns as (ni l).
- - hi de-tags Omits tags for tagged resources.
- - debug Displays internal debugging information. This can assist us when

helping you troubleshooting problems.

-D, --auth-dry-run Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

-v, --verbose Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

- Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

-?, --help, -h Displays usage information for the command.

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The ATTACHMENT identifier
¢ The ID of the volume

» The ID of the instance

¢ The device name
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Examples

¢ The attachment state of the volume (at t achi ng | at t ached | det achi ng | det ached)
¢ The time stamp when the attachment initiated
¢ Whether the volume is set to delete on termination (t r ue or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command detaches the volume with the ID vol - 1a2b3c4d from the instance it's attached
to.

PROVPT> ec2-det ach-vol une vol - 1a2b3c4d
ATTACHMVENT vol - 1a2b3c4d i - 1a2b3c4d / dev/ sdh detachi ng YYYY- MM DDTHH: MM SS+0000

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

* DetachVolume

Related Commands

¢ ec2-attach-volume (p. 67)

¢ ec2-create-volume (p. 188)

¢ ec2-delete-volume (p. 264)

¢ ec2-describe-volumes (p. 476)
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ec2-detach-vpn-gateway

ec2-detach-vpn-gateway

Description

Detaches the specified virtual private gateway from a VPC. You do this if you're planning to turn off the
VPC and not use it anymore. You can confirm a virtual private gateway has been completely detached
from a VPC by describing the virtual private gateway (any attachments to the virtual private gateway are
also described).

You must wait for the attachment's state to switch to det ached before you can delete the VPC or attach
a different VPC to the virtual private gateway.

The short version of this command is ec2detvgw.

Syntax

ec2-det ach-vpn-gateway vpn_gateway id -c vpc_id

Options

Name Description
vpn_gateway_i d The ID of the virtual private gateway.
Type: String

Default: None
Required: Yes
Example: vgw-8db04f81

-c vpc_id The ID of the VPC.
Type: String
Default: None
Required: Yes
Example: -c vpc-1a2b3c4d

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The VPNGATEWAY identifier
¢ The ID of the VPC
¢ The state of detachment (at t achi ng, at t ached, det achi ng, det ached)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command detaches the specified virtual private gateway from the specified VPC.

PROVPT> ec2-det ach-vpn- gat eway vgw 8db04f81 -c vpc-la2b3c4d
VGMTTACHVENT  vpc-la2b3c4d det achi ng

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DetachVpnGateway

Related Commands

¢ ec2-attach-vpn-gateway (p. 71)
¢ ec2-describe-vpn-gateways (p. 503)

APl Version 2014-02-01
521


http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DetachVpnGateway.html

Amazon Elastic Compute Cloud CLI Reference
ec2-disable-vgw-route-propagation

ec2-disable-vgw-route-propagation

Description

Disables the specified virtual private gateway (VGW) from propagating routes to the routing tables of the
VPC.

The short version of this command is ec2drp.

Syntax

ec2-di sabl e-vgwrout e- propagation --route-table route_table_id --vgw vgw.id
Options

Name Description

--route-tableroute table_ id The ID of the routing table.
Type: String
Default: None
Required: Yes

--vgwvgw_id The ID of the virtual private gateway.
Type: String
Default: None
Required: Yes

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.
Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

The command returns true if the operation succeeds or an error if the operation does not succeed.

Amazon EC2 command line tools display errors on stderr.

Example

Example

This example command disables the virtual private gateway with the ID vgw 2acf b1 from propagating
routes to route table with the ID r t b- 5c6de435.

PROVPT> ec2-di sabl e-vgwrout e-propagation --route-table rtb-5c6de435 --vgw
vgw 2acf bl
RETURN true

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DisableVgwRoutePropagation
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ec2-disassociate-address

ec2-disassocliate-address

Description

Disassociates the specified Elastic IP address from the instance or network interface it's associated with.

An Elastic IP address is for use either in the EC2-Classic platform or in a VPC. For more information, see
Elastic IP Addresses in the Amazon Elastic Compute Cloud User Guide.

This is an idempotent action. If you perform the operation more than once, Amazon EC2 doesn't return
an error.

The short version of this command is ec2disaddr.

Syntax

ec2-di sassoci ate-address {ip_address | -a association_id}

Options

Name Description
i p_address [EC2-Classic] The Elastic IP address.
Type: String

Default: None

Required: Conditional

Condition: Required for EC2-Classic.
Example: 192.0.2.1

-a, --association-id [EC2-VPC] The association ID.
assocation_id Type: String
Default: None
Required: Conditional
Condition: Required for EC2-VPC.
Example: -a eipassoc-fc5ca095

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.
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Common Options

Option

-0, --aws-access-key
aws_access_key_id

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--show enpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
ec2_private_key Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert ec2_cert The X.509 certificate to use when constructing requests to Amazon
EC2.

Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYl BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ADDRESS identifier
» [EC2-Classic] The Elastic IP address
¢ [EC2-VPC] The association ID.

Amazon EC2 command line tools display errors on stderr.
Examples

Example 1

This example command disassociates the specified Elastic IP address from the instance it's associated
with in EC2-Classic.

PROVPT> ec2-di sassoci at e-address 192.0.2.1
ADDRESS 192.0.2.1

Example 2

This example command disassociates the Elastic IP address with the association ID ei passoc- 048c746d
from the instance it's associated with in a VPC.

PROVPT> ec2-di sassoci at e-address -a ei passoc-048c746d
ADDRESS ei passoc- 048c746d

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)
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Related Topics

Related Action

* DisassociateAddress

Related Commands

¢ ec2-allocate-address (p. 40)

¢ ec2-associate-address (p. 48)

¢ ec2-describe-addresses (p. 289)
¢ ec2-release-address (p. 628)
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ec2-disassociate-route-table

ec2-disassociate-route-table

Description

Disassociates the specified subnet from its associated route table.

After you perform this action, the subnet no longer uses the routes in the route table. Instead, it uses the
routes in the main route table of the VPC.

The short version of this command is ec2disrtb.

Syntax

ec2-di sassoci ate-route-table route table association_id

Options

Name Description

route_tabl e_association_id The association ID representing the current association
between the route table and subnet.
Type: String

Default: None
Required: Yes
Example: rtbassoc-61a34608

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.
Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0, --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.
Default: The value of the AWS_ ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE

APl Version 2014-02-01
529


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference

Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e Success status (t rue or f al se)

Amazon EC2 command line tools display errors on stderr.

Examples

Example

This example command disassociates the route table with the association ID r t bassoc- f dad4894 from
the subnet it's associated with.

PROVPT> ec2-di sassoci ate-route-table rtbassoc-fdad4894
RETURN true

Related Topics

Download

¢ Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
¢ Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

¢ DisassociateRouteTable

Related Commands

¢ ec2-associate-route-table (p. 57)

¢ ec2-create-route-table (p. 169)

¢ ec2-delete-route-table (p. 248)

¢ ec2-describe-route-tables (p. 423)

¢ ec2-replace-route-table-association (p. 644)

APl Version 2014-02-01
531



http://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DisassociateRouteTable.html

Amazon Elastic Compute Cloud CLI Reference
ec2-enable-vgw-route-propagation

ec2-enable-vgw-route-propagation

Description

Enables the specified virtual private gateway (VGW) to propagate routes to the routing tables of the VPC.

The short version of this command is ec2erp.

Syntax

ec2- enabl e-vgwrout e-propagation --route-table route_table id --vgw vgw.id

Options

Name

Description

--route-tableroute table_ id The ID of the routing table.

--vgwvgw_i d

Type: String
Default: None
Required: Yes

The ID of the virtual private gateway.
Type: String

Default: None

Required: Yes

Common Options

Option

--region region

-U, --url url

-0, --aws-access-key
aws_access_key_id

Description

The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
orus-east-1if EC2_URL isn't set.

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

Your access key ID. For more information, see Tell the Tools Who
You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
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Common Options

Option

-W --aws-secret-key
aws_secret _access_key

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Deprecated Options

Description

Your secret access key.

Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request -t i neout 45

Includes column headers in the command output.
Shows empty columns as (ni l).
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hori zedQper at i on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.

Reads arguments from standard input. This is useful when piping
the output from one command to the input of another.

Example: ec2-descri be-i nstances | grep stopped | cut
-f 2| ec2-start-instances -

Displays usage information for the command.

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,

--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description

-K, --private-key
ec2_private_key

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem
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Output
Option Description
-C, --cert ec2_cert The X.5009 certificate to use when constructing requests to Amazon

EC2.
Default: The value of the EC2_CERT environment variable.
Example:- C cert - HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

Output

The command returns true if the operation succeeds or an error if the operation does not succeed.

Amazon EC2 command line tools display errors on stderr.

Example

Example

This example command enables the virtual private gateway with the ID vgw 2acf b1 to propagate static
routes to the route table with the ID rt b- 5c6de435.

PROVPT> ec2- enabl e- vgwr out e- propagation --route-table rtb-5c6de435 --vgw vgw
2acfbl
RETURN true

Related Topics

Download

e Setting Up the Amazon EC2 Command Line Interface Tools on Linux/Unix and Mac OS X (p. 2)
e Setting Up the Amazon EC2 Command Line Interface Tools on Windows (p. 13)

Related Action

« EnableVgwRoutePropagation
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ec2-enable-volume-io

ec2-enable-volume-io

Description

Enables 1/0 operations for the specified volume that had its I/0O operations disabled because the data on
the volume was potentially inconsistent.

The short version of this command is ec2evio.

Syntax

ec2- enabl e-vol ume-io volune_id

Options

Name Description
vol une_id The ID of the volume.
Type: String

Default: None
Required: Yes
Example: vol-43a4412a

Common Options

Option Description

--region region The region. Overrides the default region, the region specified by the
EC2_URL environment variable, and the URL specified by the - U
option.

Default: The region specified by the EC2_URL environment variable,
or us- east - 1 if EC2_URL isn't set.

-U, --url url The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The endpoint specified by the EC2_URL environment variable,
or https://ec2.amazonaws.com if EC2_URL isn't set.

-0 --aws-access-key Your access key ID. For more information, see Tell the Tools Who
aws_access_key_id You Are.

Default: The value of the AWS_ACCESS_KEY environment variable.
If AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE

-W --aws-secret-key Your secret access key.

aws_secret_access_key Default: The value of the AWS_SECRET_KEY environment variable.
If AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
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Common Options

Option

-T, --security-token
del egati on_t oken

--connection-ti meout
ti meout

--request-tineout
ti meout

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-D, --auth-dry-run

-v, --verbose

-?, --help, -h

Description

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - request -t i meout 45

Includes column headers in the command output.
Shows empty columns as (ni l) .
Omits tags for tagged resources.

Displays internal debugging information. This can assist us when
helping you troubleshooting problems.

Checks whether you have the required permissions for the command,
without actually running the command. If you have the required
permissions, the command returns Dr yRunQper at i on; otherwise,
it returns Unaut hor i zedQper ati on.

Displays verbose output, including the API request and response on
the command line. This is useful if you are building tools to talk directly
to the Query API.